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Introduction: This Privacy Threshold Analysts (PTA) & a questiommame fo asstst with
determinng if a Privacy Impact Assessment (PIA) s necessary for this IT system This PTA s
primarily based from the Office of Management and Budget (OMBE) privacy gudance and the
Department of Conmerce (DOC) IT secunty/privacy policy. If questions arise or further
pudance 15 needed m order to complete this PTA. please contact your Sensor Agency Official for
Privacy (SAOQP).

Description of the information svstem and its purpose: Provide a general description of the

information sysiem and ifs purpose in a way that a non-fechnical person can understand

The E-Govemnment Act of 2002 defipes * inrmation system”™ by refrence o the definition section of Title 44 of the United States Code. The
Dllowing is asummary of the deinifion: * mibmation system”™ means 3 disoete s& of indomation resoures organized Br the collection,
processing, manfenance, use, sharng, dissemination, or disposition of mwmation. Sex: 44 U.5.C. § 3502(8).

ESS comprises of nuliiple on premuse and m the cloud software services which support the
USPTO m carrymg out therr daily taske Within this system, the services are broken up mto
several subsystens. These subsystems are identified as Enferprse Active Directory Services
(EDS). MyUSPTO, Fok Based Access Control (RBAC), Email as a Service (EaaS), Enterprise
Share Pomt Services (ESPS), PTO Exchange Services (PTOES) and PTOFAX.

Enterprise Dire ctory Services (EDS)

EDS & comprised of software products that are used for identity and access management that
govern user s profile within the organization These took provide single sign-on access for
authorized uvsers, and serve as a standardized system that automates network management of user
data. security, and distrbuted resources. and enables mteroperation with other systems and
services. User attributes such as First Name, Last Name, Middle Name and Telephone Number
are populated i the system.

MFUSPTO - MyUSPTO 15 an external facmg web site that provides asmglke location where
customers canregister and mamtam A central account to do business with nmiltiple USPTO
services. The registration process constst of customers gomg through an account creation process
that requires the followmg actions;

1. Email addressused for sionng o
a. aswell as other necessary account mformation:
1 Tilke
i Name
i Soffix
2. Vertfy the ReCapfcha.
3. Agree to the terms of service and privacy pobicy
4  Anemail & sent to one provided for account activation

1
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5. After account i activated;
a. Customers will be able to create a password
b Select and answer securdty questions for password reset

MyUSPTO provides customers the capability to access and manage ther own confact
mformation, track patent applications, grants, trademark registrations, and post-registration
statuses. MyUSPTO currently does not share any mformation with other systems or other
agencies. This mformation & to be used only by USPTO for the purpose of identity proofing and
verffication The mformation (nchdmg PID) = used only by USPTO for the purpose of identity
proofing and verification

Role-Based Access Control System (RBAC) — The RBAC system provides an authenfication
and authorization framework that allows secure, on-demand access to its managed applications
by assignmg system access tousers based on therr roles m an organization. For mtemal USPTO
users, the organizational attributes that identify eachuser, their roles and groups are confamed m
REBAC. Roles are defined according fo job competency, authority, and responsibility within the
enterprise. The aftributes mchide Frst Name, Middle Name, Last Name and Phone Number. For
external (non-USPTO) users, no Personally Identifiable Information (PID) &= collected within
EBAC. To support the authentication and authorzation process of external apphcations, RBAC
collects, stores and mamtams accounf logm mformation, passwords, account activity, roles,
and’or security question/answers for password resetting.

Email as a Service (EaaS) — The EaaS system & provided by Microsoft Office 365 (0365) and
5 FedRAMP approved. This Conmercial off-the-shelf (COTS) product manages, mamfams and
distributes USPTO electronic mail calendar, confacts and tasks that are on premise and'or in the
cloud Emails transnmfted to and stored m the cloud keverage FIPS 140-2 complant encryption
mechanisms. EaaS does not collect any PII However, there is a potential the usage of the service
may mtroduce PIImto the system EaaS 5 not responsible for the collection and sharmg of PIT
withm the system

Enterprise Sharepoint Services (ESPS) — The ESPS information system & provided by 0365
Multi Tenant & Supportmg Services Saa5 platform which faciltates collaboration, provides full
confent management. mplements busmess processes, and provides access fo certain mformation
that &5 essential to organizational goals and processes. It provides an mtegrated platform to plan
deploy. and manage mitranet. extranet. and Infernet apphcations across USPTO. AsESPS acts as
a central reposttory, there s potential that ESPS may contamn documents with PIT or other
sensttive mformation used by other applications and mformation systems throughout the
organization The PITuploaded by those systems. document their use and abide by USPTO
policy. federal liws. executive orders, directives, policies, regulafions. standards. and guidance.
ESPS is not responsible for the collection and sharing of PIT within the system

PTO Exchange Servers (PTOES) -PTOES & an mtegrated system of COTS products that
provides remote. secure access and data transnussion for collaborative conwmmeation between
USPTO resources and the mternet through the use of liptops, desltops, and other mobile
devices, such as Blackberry, Android and Apple devices. All conmmmications between these
devices and USPTO use FIPS 140-2 approved encryption modulkes. PTOES does not collect any
PIL
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PTO Enterprise Fax System (PTOYAX) — PTOFAX is an mformation system which manages
and mamtams all aspects of the USPTO fax services. This mchides authenficatmg and
authorizing vsers for fax services, receiving and sending faxes, converimg electronic mail mio
faxes, exportmg and mamtammg fax records. This PTOFAX system does not collect, mamfam
or dissemmate any PIIL

Questionnaire :

1. What 5 the status of this mformation system?

O This is a new mformation systenl Continueroannwer questions and complete carrification.
[ This is an existmg mformation system with changes that create new privacy nisks.

Complete char: beiow, contingg to answer quertions, and compiate cartifToation.

Changes That Create New Privacy Risks (CTCKPR)

a. Conversions O | d. SignificantMergmg | [0 | g. New Interagency Uses | [J

b. Anonymous to Non- : i 3 h. Intemal Floweor
Anonymous O | e NewPublic Access | [ Collection O

c. Sigmificant System — o ; 1 Alferationm Character | |
Mt et O | £ Conmrercial Sources | [ e O

] Otherchanges that create new prvacy risks (spectfy):

= This is an existmg mformation system i which changes do not create new privacy

Tisks. Comtinueto anrwer questions, and complere certjfication

2. Isthe IT system or its mformation uwsed to support any activity which mav raise privacy
concerms?
NIST Spedal Publication B00-53 Revision 4, Appendix J, states = Crganizations may alse engage in activites that do not imvolve the
collection and use of PIL tut may nevertheless mise privacy copcams and assodated risk. The povacy controls are equally applicable to
those activities and can beusad to analyze theprivacy nsk and mitigate soch risk when necessary.” Examples include. baf are not limited
to, audie recordings, video survedllance, building entry readers, and elecironic purchase tensactions.

= Yes. Please describe the activities which may raise privacy concems.

The collection of certam PII when customers are registering for an account with MyUSPTO
and'or other USPTO registration mfornation that i uploaded to SharePomt. are actvites
which could rase privacy concerns.

| No

3. Does the IT system collect, mamtam  or disseminate busmess identifiable mformation (BI)?
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As par DOC Provacy Policy: * Forthe purpose of this policy, business identifiable infbrmation consists of (1) mirmation that is defved m
the Freadom of Iibomation Act (FOLA) 2= "made seoets and commerrial or financal infymation obtained fom a parson [thar is]
povileged or confidential " (3 U.5.C.552(b)4)). This inbomation is evempt fom astomatic release under the (B)(4) FOLA exemption
"Commerdial” iz not confined to records that reveal basic commencdial opertions” baf inchades any records [or miwmation] in which the
submitter has a commercial interest” and can inclode mdwmation sobmibted by 2 nonprofit eotity, or (b) commencial or other nbomation
that, althewzh it may not be ewempt fom mlease under FOLA, is exempt fom disclosure by law (eg., 13U5.C07

= Yes, the IT system collects, mamtamns, or dissemnates BII about: (Check all that
appiy.}

H  Companies
[1 Other business entities

O No. thes IT system does not collect any BIL

4. Personally Idenfifiable Information
4a. Does the IT system collect, mamtain or disseminate personally identifiable nformation
(PO)?
As par OMB 07-16, Feomote : ~ The tenn “personally identifiable inbrmation” refrs to inbomation which can be wsed to distmemish ar
mace an individual”s idenfity, such as their pame, sodal seoumty mumbser, bipmetric records, etc .. alone, of When combined with other

personal or idntifiing imbrmation which is linked or linkable to a specific individual, such as date and place of birth. mother’'s maiden
name, efc..”

= Yes., the IT system collects. mamtams, or dissemmates PILabout: (Check all that
appiy.}

EH DOC enployees
E Contractors workmg on behalf of DOC
—1 Members of the public
O No, this IT system does not collect any PIL

If the answer is “yes” fo question 4a, please respond to the following questions.

4. Dioes the IT system collect, mamtam. or dissenunate PII other than vser ID7

= Yes, the IT system collects. mamtams, or dissemmates PII other than user ID.
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| No. the user ID 5 the only PII collected, mamtamed, or dissemnated by the IT
system

4c. Will the purpose for which the PII & collected, stored, uwsed, processed. disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality mmpact
kevel?

Examples of confext of useinclode, bat are not limitsd to, law enbrcement myestigations, administration of henefits, contazious disease
reaments, o

O Yes, the context of use will cause the assignment of a higher PII confidentiality
mpact kevel

= No, the context of nse will not cause the assiznment of a usher PII confidentialdy
mpact kevel

If any af the answers te questions 2, 3, 4b, and‘or 4¢ ave “Yes, ™ a Privacy Inpact Assessment (PI4)
must be complered for the IT system. This PIA and the approved PI4 must be a part af the IT system s
Assessment and Antherzation Package.
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CERTIFICATION

[ certify the criteria implicd by one or more of the questions above apply to the Enterprise
ware Services (ESS) and as a consequence of this applicability, Twill perform and document
a PIA for this IT system.

[ 1 centify the criteria implied by the questions above do not apply to the Enterprise Software
Services (E55) and as a consequence of this non-apphicability, a PIA for this IT system & not
NECESSAry.

Name of System Owner (SO): Jimmy Orona HI
Usersr Dmnar Mml:,m
Date: 2019.06.05 0
Signature of S0: Jimm)" Il -oaner _ Date:

WName of Senior Information Security Officer (SISO): Don Watson

Signature of SISO: Wé/é::‘ . Date: E’f Wﬁ?

Mame of Authorizing Official (AO) & Bureau Chiel Privacy Officer (BCPO): Henry 1.
Hokombe *

I
Signature of AO & BCPO): M) Date: 19 JUN 1§
—




