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U.S. Department of Commerce Privacy Impact Assessment
NTIS/NTIS001

Unique Project Identifier:  207500

Introduction: System Description

Provide a description of the system that addresses the following elements:
The response must be written in plain language and be as comprehensive as necessary to describe the system.

(a) a general description of the information in the system
The NTIS Information Technology Infrastructure System (NTIS001) is located in the NTIS data 
center at 5301 Shawnee Rd., Alexandria, VA 22312.  NTIS001 provides infrastructure and 
general support for all NTIS Data Center hosted systems. This includes network infrastructure, 
storage, virtual machine hardware, telecommunications, information security tools,
administrative utilities, user workstations, general use printers, and access control systems.

System data is limited to user information required to provide service and perform account 
management. Data includes: name and business contact information (work phone number(s), e-
mail address, and work location address) access badge photo, and PIV badge number.

(b) a description of a typical transaction conducted on the system
Authorized NTIS staff and contractors use their badges in order to gain access to the NTIS areas 
of the building and the NTIS data center. PIV badges are also used for authenticating to user 
workstations and laptops.

(c) any information sharing conducted by the system
No information sharing is conducted by NTIS001. 

(d) a citation of the legal authority to collect PII and/or BII
5 U.S.C. 301; 35 U.S.C. 2; the Electronic Signatures in Global and National Commerce 
Act, Public Law 106-229; 28 U.S.C. 533-535; 44 U.S.C. 1301; Homeland Security 
Presidential Directive 12, IRS Publication-1075, Federal Information Security 
Management Act (Pub. L. 107-296, Sec. 3544); E-Government Act (Pub. L. 107-347, Sec. 
203); Paperwork Reduction Act of 1995 (44 U.S.C. 3501 et al.) and Government 
Paperwork Elimination Act (Pub. L. 105-277, 44 U.S.C. 3504); 
Federal Property and Administrative Services Act of 1949, as amended.

(e) the Federal Information Processing Standard (FIPS) 199 security impact category for the 
system
The FIPS 199 security impact categorization for the system is Moderate.
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Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

____ This is a new information system.  
_X__ This is an existing information system with changes that create new privacy risks.

(Check all that apply.) (Note: This is an existing system that has not undergone any 
changes.)

Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d.   Significant Merging g. New Interagency Uses
b. Anonymous to Non-

Anonymous
e.   New Public Access h.  Internal Flow or 

Collection
c. Significant System 

Management Changes
f.  Commercial Sources i.  Alteration in Character 

of Data
j.   Other changes that create new privacy risks (specify):

Section 2:  Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information 
(BII) is collected, maintained, or disseminated.  (Check all that apply.)

Identifying Numbers (IN)
a. Social Security* e. File/Case ID i. Credit Card
b. Taxpayer ID f. Driver’s License j.   Financial Account
c. Employer ID g. Passport k. Financial Transaction
d. Employee ID h. Alien Registration l. Vehicle Identifier
m. Other identifying numbers (specify): PIV badge number

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated 
form:

General Personal Data (GPD)
a. Name X g. Date of Birth m. Religion
b. Maiden Name h. Place of Birth n. Financial Information
c. Alias i. Home Address o. Medical Information
d. Gender j. Telephone Number p. Military Service
e. Age k. Email Address q. Physical Characteristics
f. Race/Ethnicity l. Education r. Mother’s Maiden Name
s. Other general personal data (specify):

Work-Related Data (WRD)
a. Occupation d.  Telephone Number X g. Salary
b. Job Title e. Email Address X h. Work History
c. Work Address X f. Business Associates



  Version Number:  01-2015

3 
 

i. Other work-related data (specify): federal employee or contractor, name of contractor organization

Distinguishing Features/Biometrics (DFB)
a. Fingerprints d. Photographs X g. DNA Profiles
b. Palm Prints e. Scars, Marks, Tattoos h. Retina/Iris Scans
c. Voice 

Recording/Signatures
f. Vascular Scan i. Dental Profile

j. Other distinguishing features/biometrics (specify):

System Administration/Audit Data (SAAD)
a. User ID c.   Date/Time of Access X e.   ID Files Accessed
b. IP Address d. Queries Run f.   Contents of Files
g. Other system administration/audit data (specify): User name and entry point which was accessed.

Other Information (specify):

2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)

Directly from Individual about Whom the Information Pertains
In Person X Hard Copy:  Mail/Fax Online
Telephone Email
Other (specify):

Government Sources
Within the Bureau X Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign
Other (specify):

Non-government Sources
Public Organizations Private Sector Commercial Data Brokers
Third Party Website or Application
Other (specify):

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously 
deployed.  (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)
Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards X
Other (specify):

There are not any technologies used that contain PII/BII in ways that have not been previously deployed.
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Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that 
apply.)

Activities
Audio recordings Building entry readers X
Video surveillance X Electronic purchase transactions
Other (specify):

There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.  
(Check all that apply.)

Purpose
To determine eligibility For administering human resources programs
For administrative matters X To promote information sharing initiatives
For litigation For criminal law enforcement activities
For civil enforcement activities For intelligence activities
To improve Federal services online For employee or customer satisfaction
For web measurement and customization 
technologies (single-session )

For web measurement and customization 
technologies (multi-session )

Other (specify): Information system security measures. Photographs allow staff to verify visually verify badges 
have been issued to the wearer.

Section 5:  Use of the Information

5.1 In the context of functional areas (business processes, missions, operations, etc.) supported 
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated 
will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in 
reference to a federal employee/contractor, member of the public, foreign national, visitor 
or other (specify).

The information collected is used to verify the identity of employees and onsite contractors to 
provide access to the restricted areas of NTIS facilities.



(Check all that apply.)

(Check
all that apply.)

(Check all that apply.)



(Check all that 
apply.)



(A new system of records notice (SORN) is required if the system is not covered 
by an existing SORN).

(list all that apply)

(Check all that apply.)



(Check all that apply.)

(Check all that apply.)




