
CATRINA PURVIS Digitally signed by CATRINA PURVIS 
Date: 2019.09.23 18:34:49 -04'00'



1 

Provide a description of the system that addresses the following elements:
The response must be written in plain language and be as comprehensive as necessary to describe the system.

(a) Whether it is a general support system, major application, or other type of system

),
),

),
),

(b) System location

(c) Whether it is a standalone system or interconnects with other systems (identifying and
describing any other systems to which it interconnects)

(d) The way the system operates to achieve the purpose(s) identified in Section 4
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(e) How information in the system is retrieved by the user

(f) How information is transmitted to and from the system

(g) Any information sharing conducted by the system

(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information

(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the
system is .
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(Check all that apply.)

(Check all that apply.)
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(Check all that apply.)
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(Check all that apply.)

(Check all that 
apply.)

(Check all that apply.)
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(Check all that apply.)
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(Check
all that apply.)

(Check all that apply.)
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(Check all that 
apply.)

(Include data encryption in transit and/or at rest, if applicable).
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(A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).

(list all that apply)

(Check all that apply.)

(Check all that apply.)
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Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Level

11.1 Indicate the potential impact that could result to the subject individuals and/or the 
organization if PII were inappropriately accessed, used, or disclosed. (The PII 
Confidentiality Impact Level is not the same as the Federal Information Processing 
Standards (FIPS) 199 security impact category.)

Low – the loss of confidentiality, integrity, or availability could be expected to have a limited adverse 
effect on organizational operations, organizational assets, or individuals.
Moderate – the loss of confidentiality, integrity, or availability could be expected to have a serious 
adverse effect on organizational operations, organizational assets, or individuals.

X High – the loss of confidentiality, integrity, or availability could be expected to have a severe or 
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2 Indicate which factors were used to determine the above PII confidentiality impact levels.  
(Check all that apply.)

Identifiability Provide explanation:

X Quantity of PII Provide explanation: Collectively, the number of records 
maintained generate a large amount of PII and a breach in such 
large numbers of individual PII is considered in the determination 
of the impact level. The volume of data transmitted within logs 
that may include other personally identifiable information is 
unknown.  

Data Field Sensitivity Provide explanation:

Context of Use Provide explanation:

X Obligation to Protect Confidentiality Provide explanation: Based on the type of data which could be 
within the system, it must protect (e.g., via encryption) the BII/PII 
of each individual in accordance with the Privacy Act of 1974.

X Access to and Location of PII Provide explanation: Use of the components is restricted by user 
authentication, and role-based access is employed across all 
components (i.e., only privileged user access). Physical security 
controls arc restricted on each component.

Other: Provide explanation:

Section 12: Analysis

12.1 Identify and evaluate any potential threats to privacy that exist in light of the information 
collected or the sources from which the information is collected. Also, describe the 
choices that the bureau/operating unit made with regard to the type or quantity of 
information collected and the sources providing the information in order to prevent or 
mitigate threats to privacy. (For example:  If a decision was made to collect less data, 
include a discussion of this decision; if it is necessary to obtain information from sources 
other than the individual, explain why.)
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