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Public Law 113–283 
113th  Congress 

An Act  
To amend chapter  35 of t it le 44, United Sta tes Code, to provide for  reform to 

Federa l informat ion  secur ity. 

Be it enacted  by the Sena te and  House of Representa tives of 
the United  S ta tes of Amer ica  in  Congress a ssembled , 

SE CTION 1. SH OR T TITLE . 

This Act  may be cited as the ‘‘Federa l Informat ion  Secur ity 
Moderniza t ion  Act  of 2014’’. 

SE C. 2. F ISMA R E F OR M. 

(a) IN GENERAL.—Chapter  35 of t it le 44, United Sta tes Code, 
is amended by st r iking subchapters II and III and inser t ing the 
following: 

‘‘SUBCHAPTER II—INFORMATION SECURITY 

‘‘§ 3551. P u r p ose s  

‘‘The purposes of th is subchapter  a re to— 
‘‘(1) provide a  comprehensive framework for  ensur ing the 

effect iveness of in format ion  secur ity cont rols over  in format ion  
resources tha t  suppor t  Federa l opera t ions and asset s; 

‘‘(2) recognize the h ighly networked na ture of the cur rent  
Federa l comput ing environment  and provide effect ive 
governmentwide management  and oversigh t  of the rela ted 
informat ion  secur ity r isks, including coordina t ion  of in format ion  
secur ity effor t s throughout  the civilian , na t iona l secur ity, and 
law enforcement  communit ies; 

‘‘(3) provide for  development  and main tenance of minimum 
cont rols required to protect  Federa l in format ion  and informa-
t ion  systems; 

‘‘(4) provide a  mechanism for  improved oversigh t  of Federa l 
agency informat ion  secur ity programs, including through auto-
mated secur ity tools to cont inuously diagnose and improve secu-
r ity; 

‘‘(5) acknowledge tha t  commercia lly developed informat ion  
secur ity products offer  advanced, dynamic, robust , and effect ive 
in format ion  secur ity solu t ions, reflect ing market  solu t ions for  
the protect ion  of cr it ica l in format ion  infrast ructures impor tan t  
to the na t iona l defense and economic secur ity of the na t ion 
tha t  a re designed, bu ilt , and opera ted by the pr iva te sector ; 
and 

‘‘(6) recognize tha t  the select ion  of specific t echnica l hard-
ware and software in format ion  secur ity solut ions should be 
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128 STAT. 3074 PUBLIC LAW 113–283—DEC. 18, 2014 

left  to individua l agencies from among commercia lly developed 
products. 

‘‘§ 3552. De fin it ion s  

‘‘(a) IN GENERAL.—Except  as provided under  subsect ion  (b), 
the defin it ions under  sect ion  3502 sha ll apply to th is subchapter . 

‘‘(b) ADDITIONAL DEFINITIONS.—As used in  th is subchapter : 
‘‘(1) The term ‘binding opera t iona l direct ive’ means a  

compulsory direct ion to an  agency tha t— 
‘‘(A) is for  purposes of sa feguarding Federa l in format ion  

and informat ion  systems from a  known or  reasonably sus-
pected informat ion  secur ity th rea t , vu lnerability, or  r isk; 

‘‘(B) sha ll be in  accordance with  policies, pr inciples, 
standards, and guidelines issued by the Director ; and 

‘‘(C) may be revised or  repea led by the Director  if 
the direct ion  issued on beha lf of the Director  is not  in  
accordance with  policies and pr inciples developed by the 
Director . 
‘‘(2) The term ‘incident’ means an  occurrence tha t— 

‘‘(A) actua lly or  imminent ly jeopardizes, without  lawful 
au thor ity, the in tegr ity, confident ia lity, or  ava ilability of 
in format ion  or  an  informat ion system; or  

‘‘(B) const itu tes a  viola t ion  or  imminent  th rea t  of viola -
t ion  of law, secur ity policies, secur ity procedures, or  accept -
able use policies. 
‘‘(3) The term ‘informat ion secur ity’ means protect ing 

informat ion  and informat ion systems from unauthor ized access, 
use, disclosure, disrupt ion , modifica t ion , or  dest ruct ion  in  order  
to provide— 

‘‘(A) in tegr ity, which  means guarding against  improper  
in format ion  modifica t ion  or  dest ruct ion , and includes 
ensur ing informat ion  nonrepudia t ion  and au thent icity; 

‘‘(B) confident ia lity, which  means preserving au thor -
ized rest r ict ions on  access and disclosure, including means 
for  protect ing personal pr ivacy and propr ieta ry in format ion; 
and 

‘‘(C) ava ilability, which  means ensur ing t imely and 
reliable access to and use of in format ion. 
‘‘(4) The term ‘informat ion technology’ has the meaning 

given  tha t  term in  sect ion  11101 of t it le 40. 
‘‘(5) The term ‘in telligence community’ has the meaning 

given  tha t  term in  sect ion 3(4) of the Nat iona l Secur ity Act  
of 1947 (50 U.S.C. 3003(4)). 

‘‘(6)(A) The term ‘na t iona l secur ity system’ means any 
informat ion  system (including any telecommunica t ions system) 
used or  opera ted by an  agency or  by a  cont ractor  of an  agency, 
or  other  organiza t ion  on  behalf of an  agency— 

‘‘(i) the funct ion, opera t ion , or  use of which— 
‘‘(I) involves in telligence act ivit ies; 
‘‘(II) involves cryptologic act ivit ies rela ted to 

na t iona l secur ity; 
‘‘(III) involves command and cont rol of milita ry 

forces; 
‘‘(IV) involves equipment  tha t  is an  in tegra l par t  

of a  weapon or  weapons system; or  

Applicability. 
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‘‘(V) subject  to subparagraph  (B), is cr it ica l to the 
direct  fu lfillment  of milit a ry or  in telligence missions; 
or  
‘‘(ii) is protected a t  a ll t imes by procedures established 

for  informat ion  tha t  have been  specifica lly au thor ized under  
cr it er ia  established by an  Execut ive order  or  an  Act  of 
Congress to be kept  classified in  the in terest  of na t iona l 
defense or  foreign policy. 
‘‘(B) Subparagraph (A)(i)(V) does not  include a  system tha t  

is to be used for  rout ine administ ra t ive and business applica-
t ions (including payroll, finance, logist ics, and personnel 
management  applica t ions). 

‘‘(7) The term ‘Secreta ry’ means the Secreta ry of Homeland 
Secur ity. 

‘‘§ 3553. Au t h or i t y  a n d  fu n c t ion s  of t h e  Dir ec t or  a n d  t h e  Se c-
r e t a r y  

‘‘(a) DIRECTOR.—The Director  sha ll oversee agency informat ion  
secur ity policies and pract ices, including— 

‘‘(1) developing and overseeing the implementa t ion  of poli-
cies, pr inciples, standards, and guidelines on  informat ion  secu-
r ity, including through ensur ing t imely agency adopt ion  of and 
compliance with  standards promulgated under  sect ion  11331 
of t it le 40; 

‘‘(2) requir ing agencies, consisten t  with  the standards 
promulga ted under  such  sect ion  11331 and the requirements 
of th is subchapter , to ident ify and provide informat ion  secur ity 
protect ions commensura te with  the r isk and magnitude of the 
harm resu lt ing from the unauthor ized access, use, disclosure, 
disrupt ion , modifica t ion, or  dest ruct ion  of— 

‘‘(A) in format ion  collected or  main ta ined by or  on  behalf 
of an  agency; or  

‘‘(B) in format ion  systems used or  opera ted by an  agency 
or  by a  cont ractor  of an  agency or  other  organiza t ion  on  
beha lf of an  agency; 
‘‘(3) ensur ing tha t  the Secreta ry ca r r ies ou t  the au thor it ies 

and funct ions under  subsect ion  (b); 
‘‘(4) coordina t ing the development  of standards and guide-

lines under  sect ion  20 of the Nat iona l Inst itu te of Standards 
and Technology Act  (15 U.S.C. 278g–3) with  agencies and offices 
opera t ing or  exercising cont rol of na t iona l secur ity systems 
(including the Nat iona l Secur ity Agency) to assure, to the max-
imum exten t  feasible, tha t  such  standards and guidelines a re 
complementary with  standards and guidelines developed for  
na t iona l secur ity systems; 

‘‘(5) overseeing agency compliance with  the requirements 
of th is subchapter , including through  any au thor ized act ion  
under  sect ion  11303 of t it le 40, to enforce accountability for  
compliance with  such  requirements; and 

‘‘(6) coordina t ing informat ion  secur ity policies and proce-
dures with  rela ted informat ion  resources management  policies 
and procedures. 
‘‘(b) SECRETARY.—The Secreta ry, in  consulta t ion  with  the 

Director , sha ll administer  the implementa t ion  of agency informat ion  
secur ity policies and pract ices for  in format ion systems, except  for  
na t iona l secur ity systems and informat ion  systems descr ibed in  
paragraph  (2) or  (3) of subsect ion  (e), including— 

Consulta t ion . 
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128 STAT. 3076 PUBLIC LAW 113–283—DEC. 18, 2014 

‘‘(1) assist ing the Director  in  ca r rying out  the author it ies 
and funct ions under  paragraphs (1), (2), (3), (5), and (6) of 
subsect ion  (a ); 

‘‘(2) developing and overseeing the implementa t ion  of 
binding opera t iona l direct ives to agencies to implement  the 
policies, pr inciples, standards, and guidelines developed by the 
Director  under  subsect ion  (a)(1) and the requirements of th is 
subchapter , which  may be revised or  repea led by the Director  
if the opera t ional direct ives issued on  beha lf of the Director  
a re not  in  accordance with  policies, pr inciples, standards, and 
guidelines developed by the Director , including— 

‘‘(A) requirements for  repor t ing secur ity incidents to 
the Federa l in format ion  secur ity incident  center  established 
under  sect ion  3556; 

‘‘(B) requirements for  the conten ts of the annual repor t s 
required to be submit ted under  sect ion  3554(c)(1); 

‘‘(C) requirements for  the mit iga t ion of exigent  r isks 
to in format ion  systems; and 

‘‘(D) other  opera t iona l requirements as the Director  
or  Secreta ry, in  consulta t ion  with  the Director , may deter -
mine necessary; 
‘‘(3) monitor ing agency implementa t ion of in format ion  secu-

r ity policies and pract ices; 
‘‘(4) convening meet ings with  senior  agency officia ls to help 

ensure effect ive implementa t ion of in format ion  secur ity policies 
and pract ices; 

‘‘(5) coordina t ing Government -wide effor t s on  informat ion  
secur ity policies and pract ices, including consulta t ion  with  the 
Chief Informat ion  Officers Council established under  sect ion  
3603 and the Director  of the Nat ional Inst itu te of Standards 
and Technology; 

‘‘(6) providing opera t iona l and technica l assistance to agen-
cies in  implement ing policies, pr inciples, standards, and guide-
lines on informat ion  secur ity, including implementa t ion  of 
standards promulga ted under  sect ion  11331 of t it le 40, 
including by— 

‘‘(A) opera t ing the Federa l in format ion secur ity 
incident  cen ter  established under  sect ion 3556; 

‘‘(B) upon request  by an  agency, deploying technology 
to assist  the agency to cont inuously diagnose and mit iga te 
aga inst  cyber  th rea ts and vulnerabilit ies, with  or  without  
reimbursement ; 

‘‘(C) compiling and ana lyzing da ta  on  agency informa-
t ion  secur ity; and 

‘‘(D) developing and conduct ing ta rgeted opera t iona l 
eva lua t ions, including threa t  and vulnerability assess-
ments, on  the in format ion  systems; and 
‘‘(7) other  act ions as the Director  or  the Secretary, in  con-

su lta t ion  with  the Director , may determine necessary to car ry 
out  th is subsect ion . 
‘‘(c) REPORT.—Not  la ter  than  March 1 of each  year , the Director , 

in  consulta t ion with  the Secreta ry, sha ll submit  to Congress a  
repor t  on  the effect iveness of in format ion  secur ity policies and prac-
t ices dur ing the preceding year , including— 

‘‘(1) a  summary of the incidents descr ibed in  the annual 
repor t s required to be submit ted under  sect ion  3554(c)(1), 

Consulta t ion . 
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128 STAT. 3077 PUBLIC LAW 113–283—DEC. 18, 2014 

including a  summary of the in format ion  required under  sect ion  
3554(c)(1)(A)(iii); 

‘‘(2) a  descr ipt ion  of the threshold for  repor t ing major  
in format ion  secur ity incidents; 

‘‘(3) a  summary of the resu lt s of eva lua t ions required to 
be per formed under  sect ion  3555; 

‘‘(4) an  assessment  of agency compliance with  standards 
promulga ted under  sect ion  11331 of t it le 40; and 

‘‘(5) an  assessment  of agency compliance with  da ta  breach 
not ifica t ion  policies and procedures issued by the Director . 
‘‘(d) NATIONAL SECURITY SYSTEMS.—Except  for  the au thor it ies 

and funct ions descr ibed in  subsect ion  (a )(5) and subsect ion  (c), 
the author it ies and funct ions of the Director  and the Secreta ry 
under  th is sect ion  sha ll not  apply to na t iona l secur ity systems. 

‘‘(e) DEPARTMENT OF DEFENSE AND INTELLIGENCE COMMUNITY 
SYSTEMS.—(1) The au thor it ies of the Director  descr ibed in  para-
graphs (1) and (2) of subsect ion  (a ) sha ll be delegated to the Sec-
reta ry of Defense in  the case of systems descr ibed in  paragraph 
(2) and to the Director  of Nat iona l In telligence in  the case of 
systems descr ibed in  paragraph  (3). 

‘‘(2) The systems descr ibed in  th is paragraph a re systems tha t  
a re opera ted by the Depar tment  of Defense, a  contractor  of the 
Depar tment  of Defense, or  another  ent ity on  beha lf of the Depar t -
ment  of Defense tha t  processes any informat ion  the unauthor ized 
access, use, disclosure, disrupt ion , modifica t ion , or  dest ruct ion  of 
which  would have a  debilit a t ing impact  on  the mission  of the 
Depar tment  of Defense. 

‘‘(3) The systems descr ibed in  th is paragraph a re systems tha t  
a re opera ted by an  element  of the in telligence community, a  con-
t ractor  of an  element  of the in telligence community, or  another  
en t ity on  beha lf of an  element  of the in telligence community tha t  
processes any informat ion  the unauthor ized access, use, disclosure, 
disrupt ion, modifica t ion , or  dest ruct ion  of which  would have a  debili-
ta t ing impact  on  the mission  of an  element  of the in telligence 
community. 

‘‘(f) CONSIDERATION.— 
‘‘(1) IN GENERAL.—In car rying out  the responsibilit ies under  

subsect ion  (b), the Secreta ry sha ll consider  any applicable 
standards or  gu idelines developed by the Nat iona l Inst itu te 
of Standards and Technology and issued by the Secreta ry of 
Commerce under  sect ion  11331 of t it le 40. 

‘‘(2) DIRECTIVES.—The Secreta ry shall— 
‘‘(A) consult  with  the Director  of the Nat iona l Inst itu te 

of Standards and Technology regarding any binding oper -
a t ional direct ive tha t  implements standards and guidelines 
developed by the Nat iona l Inst itu te of Standards and Tech-
nology; and 

‘‘(B) ensure tha t  binding opera t iona l direct ives issued 
under  subsect ion  (b)(2) do not  conflict  with  the standards 
and guidelines issued under  sect ion  11331 of t it le 40. 
‘‘(3) RULE OF CONSTRUCTION.—Nothing in  th is subchapter  

sha ll be const rued as au thor izing the Secreta ry to direct  the 
Secreta ry of Commerce in  the development  and promulga t ion  
of standards and guidelines under  sect ion  11331 of t it le 40. 
‘‘(g) EXERCISE OF AUTHORITY.—To ensure fisca l and policy 

consistency, the Secretary shall exercise the au thor ity under  th is 
Presiden t . 
Coordina t ion . 

Consulta t ion . 

Delega ted 
a u thor ity. 
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sect ion  subject  to direct ion  by the President , in  coordina t ion with  
the Director . 

‘‘§ 3554. F ed e r a l a gen cy r e sp on sib ili t ie s  

‘‘(a) IN GENERAL.—The head of each  agency shall— 
‘‘(1) be responsible for— 

‘‘(A) providing informat ion  secur ity protect ions 
commensura te with  the r isk and magnitude of the harm 
resu lt ing from unauthor ized access, use, disclosure, disrup-
t ion , modifica t ion , or  dest ruct ion  of— 

‘‘(i) in format ion  collected or  main ta ined by or  on 
behalf of the agency; and 

‘‘(ii) in format ion  systems used or  opera ted by an  
agency or  by a  cont ractor  of an  agency or  other  
organiza t ion  on  beha lf of an  agency; 
‘‘(B) complying with  the requirements of th is sub-

chapter  and rela ted policies, procedures, standards, and 
guidelines, including— 

‘‘(i) in format ion  secur ity standards promulgated 
under  sect ion  11331 of t it le 40; 

‘‘(ii) opera t ional direct ives developed by the Sec-
reta ry under  sect ion  3553(b); 

‘‘(iii) policies and procedures issued by the Director ; 
and 

‘‘(iv) in format ion  secur ity standards and guidelines 
for  na t iona l secur ity systems issued in  accordance with  
law and as directed by the President ; and 
‘‘(C) ensur ing tha t  in format ion  secur ity management  

processes a re in tegra ted with  agency st ra tegic, opera t ional, 
and budgetary planning processes; 
‘‘(2) ensure tha t  sen ior  agency officia ls provide informat ion  

secur ity for  the in format ion  and informat ion systems tha t  sup-
por t  the opera t ions and assets under  their  cont rol, including 
through— 

‘‘(A) assessing the r isk and magnitude of the harm 
tha t  could result  from the unauthor ized access, use, disclo-
sure, disrupt ion , modifica t ion, or  dest ruct ion  of such 
informat ion  or  in format ion  systems; 

‘‘(B) determining the levels of in format ion  secur ity 
appropr ia te to protect  such  informat ion  and informat ion  
systems in  accordance with  standards promulga ted under  
sect ion  11331 of t it le 40, for  in format ion  secur ity classifica -
t ions and rela ted requirements; 

‘‘(C) implement ing policies and procedures to cost -effec-
t ively reduce r isks to an  acceptable level; and 

‘‘(D) per iodica lly test ing and eva lua t ing informat ion  
secur ity cont rols and techniques to ensure tha t  they a re 
effect ively implemented; 
‘‘(3) delega te to the agency Chief Informat ion  Officer  estab-

lished under  sect ion  3506 (or  comparable officia l in  an  agency 
not  covered by such sect ion) the author ity to ensure compliance 
with  the requirements imposed on  the agency under  th is sub-
chapter , including— 

‘‘(A) designat ing a  sen ior  agency informat ion secur ity 
officer  who sha ll— 

‘‘(i) ca r ry out  the Chief Informat ion  Officer ’s 
responsibilit ies under  th is sect ion ; 

Delega ted 
au thor ity. 

Presiden t . 
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128 STAT. 3079 PUBLIC LAW 113–283—DEC. 18, 2014 

‘‘(ii) possess professiona l qualifica t ions, including 
t ra in ing and exper ience, required to administer  the 
funct ions descr ibed under  th is sect ion ; 

‘‘(iii) have informat ion  secur ity du t ies as tha t  offi-
cia l’s pr imary duty; and 

‘‘(iv) head an  office with  the mission  and resources 
to assist  in  ensur ing agency compliance with  th is sec-
t ion; 
‘‘(B) developing and main ta in ing an  agencywide 

informat ion  secur ity program as required by subsect ion  
(b); 

‘‘(C) developing and main ta in ing informat ion  secur ity 
policies, procedures, and cont rol t echniques to address a ll 
applicable requirements, including those issued under  sec-
t ion  3553 of th is t it le and sect ion  11331 of t it le 40; 

‘‘(D) t ra in ing and overseeing personnel with  sign ifican t  
responsibilit ies for  in format ion  secur ity with  respect  to 
such responsibilit ies; and 

‘‘(E) assist ing sen ior  agency officia ls concern ing their  
responsibilit ies under  paragraph  (2); 
‘‘(4) ensure tha t  the agency has t ra ined personnel sufficien t  

to assist  the agency in  complying with  the requirements of 
th is subchapter  and rela ted policies, procedures, standards, 
and guidelines; 

‘‘(5) ensure tha t  the agency Chief Informat ion  Officer , in  
coordina t ion  with  other  sen ior  agency officia ls, repor ts annua lly 
to the agency head on  the effect iveness of the agency informa-
t ion  secur ity program, including progress of remedia l act ions; 

‘‘(6) ensure tha t  sen ior  agency officia ls, including ch ief 
in format ion  officers of component  agencies or  equivalen t  offi-
cia ls, ca r ry ou t  responsibilit ies under  th is subchapter  as 
directed by the officia l delega ted au thor ity under  paragraph  
(3); and 

‘‘(7) ensure tha t  a ll personnel a re held accountable for  
complying with  the agency-wide informat ion  secur ity program 
implemented under  subsect ion  (b). 
‘‘(b) AGENCY PROGRAM.—Each agency sha ll develop, document , 

and implement  an  agency-wide informat ion  secur ity program to 
provide informat ion  secur ity for  the in format ion  and informat ion  
systems tha t  suppor t  the opera t ions and asset s of the agency, 
including those provided or  managed by another  agency, contractor , 
or  other  source, tha t  includes— 

‘‘(1) per iodic assessments of the r isk and magnitude of 
the harm tha t  could resu lt  from the unauthor ized access, use, 
disclosure, disrupt ion , modifica t ion , or  dest ruct ion of in forma-
t ion  and informat ion  systems tha t  suppor t  the opera t ions and 
asset s of the agency, which  may include using au tomated tools 
consistent  with  standards and guidelines promulga ted under  
sect ion 11331 of t it le 40; 

‘‘(2) policies and procedures tha t— 
‘‘(A) are based on  the r isk assessments required by 

paragraph (1); 
‘‘(B) cost -effect ively reduce informat ion  secur ity r isks 

to an  acceptable level; 
‘‘(C) ensure tha t  informat ion  secur ity is addressed 

throughout  the life cycle of each  agency informat ion  system; 
and 

Procedures. 

Risk 
a ssessments. 

Coordina t ion . 
Repor t s. 
Deadline. 
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‘‘(D) ensure compliance with— 
‘‘(i) the requirements of th is subchapter ; 
‘‘(ii) policies and procedures as may be prescr ibed 

by the Director , and informat ion  secur ity standards 
promulga ted under  sect ion 11331 of t it le 40; 

‘‘(iii) min imally acceptable system configura t ion  
requirements, as determined by the agency; and 

‘‘(iv) any other  applicable requirements, including 
standards and guidelines for  na t iona l secur ity systems 
issued in  accordance with  law and as directed by the 
President ; 

‘‘(3) subordina te plans for  providing adequate in format ion  
secur ity for  networks, facilit ies, and systems or  groups of 
in format ion  systems, as appropr ia te; 

‘‘(4) secur ity awareness t ra in ing to inform personnel, 
including contractors and other  users of in format ion  systems 
tha t  suppor t  the opera t ions and asset s of the agency, of— 

‘‘(A) in format ion secur ity r isks associa ted with  their  
act ivit ies; and 

‘‘(B) their  responsibilit ies in  complying with  agency 
policies and procedures designed to reduce these r isks; 
‘‘(5) per iodic test ing and eva lua t ion  of the effect iveness 

of in format ion  secur ity policies, procedures, and pract ices, to 
be per formed with  a  frequency depending on  r isk, bu t  no less 
than annua lly, of which  such  test ing— 

‘‘(A) sha ll include test ing of management , opera t iona l, 
and technica l cont rols of every informat ion  system ident i-
fied in  the inventory required under  sect ion  3505(c); 

‘‘(B) may include test ing relied on  in  an  eva lua t ion  
under  sect ion  3555; and 

‘‘(C) sha ll include using au tomated tools, consisten t  
with  standards and guidelines promulgated under  sect ion  
11331 of t it le 40; 
‘‘(6) a  process for  planning, implement ing, eva lua t ing, and 

document ing remedia l act ion  to address any deficiencies in  
the in format ion secur ity policies, procedures, and pract ices of 
the agency; 

‘‘(7) procedures for  detect ing, repor t ing, and responding 
to secur ity incidents, which— 

‘‘(A) sha ll be consisten t  with  the standards and guide-
lines descr ibed in  sect ion  3556(b); 

‘‘(B) may include using au tomated tools; and 
‘‘(C) sha ll include— 

‘‘(i) mit iga t ing r isks associa ted with  such  incidents 
before substan t ia l damage is done; 

‘‘(ii) not ifying and consult ing with  the Federa l 
in format ion secur ity incident  cen ter  established in  sec-
t ion 3556; and 

‘‘(iii) not ifying and consult ing with , as appro-
pr ia te— 

‘‘(I) law enforcement  agencies and relevant  
Offices of Inspector  Genera l and Offices of Genera l 
Counsel; 

‘‘(II) an  office designa ted by the President  for  
any incident  involving a  na t ional secur ity system; 

‘‘(III) for  a  major  incident , the commit tees of 
Congress descr ibed in  subsect ion  (c)(1)— 
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‘‘(aa) not  la ter  than  7 days a fter  the da te 
on  which  there is a  reasonable basis to con-
clude tha t  the major  incident  has occur red; 
and 

‘‘(bb) a fter  the in it ia l not ifica t ion  under  
it em (aa), with in  a  reasonable per iod of t ime 
after  addit iona l in format ion  rela t ing to the 
incident  is discovered, including the summary 
required under  subsect ion  (c)(1)(A)(i); and 
‘‘(IV) any other  agency or  office, in  accordance 

with  law or  as directed by the President ; and 
‘‘(8) plans and procedures to ensure cont inuity of opera t ions 

for  informat ion  systems tha t  suppor t  the opera t ions and asset s 
of the agency. 
‘‘(c) AGENCY REPORTING.— 

‘‘(1) ANNUAL REPORT.— 
‘‘(A) IN GENERAL.—Each agency sha ll submit  to the 

Director , the Secreta ry, the Commit tee on  Government  
Reform, the Commit tee on  Homeland Secur ity, and the 
Commit tee on  Science of the House of Representa t ives, 
the Commit tee on  Homeland Secur ity and Governmenta l 
Affa ir s and the Commit tee on  Commerce, Science, and 
Transpor ta t ion of the Sena te, the appropr ia te author iza t ion  
and appropr ia t ions commit tees of Congress, and the Comp-
t roller  Genera l a  repor t  on  the adequacy and effect iveness 
of informat ion  secur ity policies, procedures, and pract ices, 
including— 

‘‘(i) a  descr ipt ion  of each  major  in format ion  secur ity 
incident  or  rela ted sets of incidents, including sum-
mar ies of— 

‘‘(I) the threa t s and threa t  actors, 
vu lnerabilit ies, and impacts rela t ing to the 
incident ; 

‘‘(II) the r isk assessments conducted under  sec-
t ion  3554(a)(2)(A) of the a ffected informat ion  sys-
tems before the da te on  which  the incident  
occur red; 

‘‘(III) the sta tus of compliance of the a ffected 
informat ion  systems with  applicable secur ity 
requirements a t  the t ime of the incident ; and 

‘‘(IV) the detect ion , response, and remedia t ion  
act ions; 
‘‘(ii) the tota l number  of in format ion  secur ity 

incidents, including a  descr ipt ion  of incidents result ing 
in  sign ifican t  compromise of in format ion  secur ity, 
system impact  levels, types of incident , and loca t ions 
of a ffected systems; 

‘‘(iii) a  descr ipt ion  of each  major  in format ion  secu-
r ity incident  tha t  involved a  breach  of persona lly 
ident ifiable in format ion , as defined by the Director , 
including— 

‘‘(I) the number  of individua ls whose informa-
t ion  was a ffected by the major  in format ion  secur ity 
incident ; and 

‘‘(II) a  descr ipt ion  of the in format ion  tha t  was 
breached or  exposed; and 
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‘‘(iv) any other  in format ion  as the Director  or  the 
Secreta ry, in  consulta t ion  with  the Director , may 
require. 
‘‘(B) UNCLASSIFIED REPORT.— 

‘‘(i) IN GENERAL.—Each repor t  submit ted under  
subparagraph  (A) sha ll be in  unclassified form, bu t  
may include a  classified annex. 

‘‘(ii) ACCESS TO INFORMATION.—The head of an  
agency sha ll ensure tha t , to the grea test  exten t  prac-
t icable, in format ion  is included in  the unclassified 
version  of the repor t s submit ted by the agency under  
subparagraph (A). 

‘‘(2) OTHER PLANS AND REPORTS.—Each agency sha ll 
address the adequacy and effect iveness of in format ion  secur ity 
policies, procedures, and pract ices in  management  plans and 
repor ts. 
‘‘(d) PERFORMANCE PLAN.—(1) In  addit ion  to the requirements 

of subsect ion  (c), each  agency, in  consulta t ion  with  the Director , 
sha ll include as par t  of the per formance plan required under  sect ion 
1115 of t it le 31 a  descr ipt ion  of— 

‘‘(A) the t ime per iods; and 
‘‘(B) the resources, including budget , sta ffing, and t ra in ing, 

tha t  a re necessary to implement  the program required under  sub-
sect ion  (b). 

‘‘(2) The descr ipt ion  under  paragraph  (1) sha ll be based on  
the r isk assessments required under  subsect ion  (b)(1). 

‘‘(e) PUBLIC NOTICE AND COMMENT.—Each agency sha ll provide 
the public with  t imely not ice and oppor tunit ies for  comment  on  
proposed informat ion  secur ity policies and procedures to the exten t  
tha t  such  policies and procedures a ffect  communica t ion  with  the 
public. 

‘‘§ 3555. An n u a l in d ep en d en t  e va lu a t ion  

‘‘(a) IN GENERAL.—(1) Each  year  each  agency sha ll have per -
formed an  independent  eva lua t ion  of the informat ion  secur ity pro-
gram and pract ices of tha t  agency to determine the effect iveness 
of such  program and pract ices. 

‘‘(2) Each eva lua t ion  under  th is sect ion  sha ll include— 
‘‘(A) test ing of the effect iveness of in format ion secur ity 

policies, procedures, and pract ices of a  representa t ive subset  
of the agency’s informat ion  systems; 

‘‘(B) an  assessment  of the effect iveness of the in format ion 
secur ity policies, procedures, and pract ices of the agency; and 

‘‘(C) separa te presen ta t ions, as appropr ia te, regarding 
informat ion  secur ity rela t ing to na t iona l secur ity systems. 
‘‘(b) INDEPENDENT AUDITOR.—Subject  to subsect ion (c)— 

‘‘(1) for  each  agency with  an  Inspector  Genera l appoin ted 
under  the Inspector  Genera l Act  of 1978, the annual eva lua t ion  
required by th is sect ion  sha ll be per formed by the Inspector  
Genera l or  by an  independent  externa l auditor , as determined 
by the Inspector  Genera l of the agency; and 

‘‘(2) for  each  agency to which  paragraph  (1) does not  apply, 
the head of the agency shall engage an  independent  external 
auditor  to per form the eva lua t ion . 
‘‘(c) NATIONAL SECURITY SYSTEMS.—For  each  agency opera t ing 

or  exercising cont rol of a  na t iona l secur ity system, tha t  por t ion  

Assessment . 

Test ing. 
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128 STAT. 3083 PUBLIC LAW 113–283—DEC. 18, 2014 

of the eva lua t ion required by th is sect ion  direct ly rela t ing to a  
na t iona l secur ity system sha ll be per formed— 

‘‘(1) only by an  en t ity designa ted by the agency head; 
and 

‘‘(2) in  such  a  manner  as to ensure appropr ia te protect ion 
for  in format ion  associa ted with  any informat ion  secur ity vu lner -
ability in  such  system commensura te with  the r isk and in  
accordance with  a ll applicable laws. 
‘‘(d) E XISTING EVALUATIONS.—The evaluat ion  required by th is 

sect ion  may be based in  whole or  in  par t  on  an  audit , eva lua t ion , 
or  repor t  rela t ing to programs or  pract ices of the applicable agency. 

‘‘(e) AGENCY REPORTING.—(1) Each year , not  la ter  than  such  
date established by the Director , the head of each  agency sha ll 
submit  to the Director  the result s of the eva lua t ion  required under  
th is sect ion . 

‘‘(2) To the extent  an  eva lua t ion required under  th is sect ion  
direct ly rela tes to a  na t iona l secur ity system, the eva lua t ion  resu lt s 
submit ted to the Director  sha ll conta in  on ly a  summary and assess-
ment  of tha t  por t ion  of the eva lua t ion  direct ly rela t ing to a  na t iona l 
secur ity system. 

‘‘(f) PROTECTION OF INFORMATION.—Agencies and eva lua tors 
sha ll t ake appropr ia te steps to ensure the protect ion of in format ion 
which , if disclosed, may adversely affect  in format ion  secur ity. Such  
protect ions sha ll be commensura te with  the r isk and comply with  
a ll applicable laws and regula t ions. 

‘‘(g) OMB REPORTS TO CONGRESS.—(1) The Director  sha ll 
summar ize the resu lt s of the evaluat ions conducted under  th is 
sect ion  in  the repor t  to Congress required under  sect ion  3553(c). 

‘‘(2) The Director ’s repor t  to Congress under  th is subsect ion  
sha ll summar ize in format ion regarding informat ion  secur ity 
rela t ing to na t iona l secur ity systems in  such  a  manner  as to ensure 
appropr ia te protect ion  for  in format ion  associa ted with  any informa-
t ion secur ity vu lnerability in  such  system commensura te with  the 
r isk and in  accordance with  a ll applicable laws. 

‘‘(3) Evaluat ions and any other  descr ipt ions of in format ion  sys-
tems under  the au thor ity and cont rol of the Director  of Nat iona l 
In telligence or  of Nat iona l Foreign  In telligence Programs systems 
under  the au thor ity and control of the Secreta ry of Defense sha ll 
be made ava ilable to Congress on ly through the appropr ia te over -
sigh t  commit tees of Congress, in  accordance with  applicable laws. 

‘‘(h) COMPTROLLER GENERAL.—The Comptroller  Genera l sha ll 
per iodica lly eva lua te and repor t  to Congress on— 

‘‘(1) the adequacy and effect iveness of agency informat ion  
secur ity policies and pract ices; and 

‘‘(2) implementa t ion  of the requirements of th is subchapter . 
‘‘(i) ASSESSMENT TECHNICAL ASSISTANCE.—The Comptroller  

Genera l may provide technica l assistance to an  Inspector  Genera l 
or  the head of an  agency, as applicable, to assist  the Inspector  
Genera l or  head of an  agency in  ca r rying out  the du t ies under  
th is sect ion, including by test ing informat ion  secur ity cont rols and 
procedures. 

‘‘(j) GUIDANCE.—The Director , in  consulta t ion  with  the Sec-
reta ry, the Chief Informat ion  Officers Council established under  
sect ion  3603, the Council of the Inspectors Genera l on Integr ity 
and Efficiency, and other  in terested par t ies as appropr ia te, sha ll 
ensure the development  of guidance for  evaluat ing the effect iveness 
of an  in format ion  secur ity program and pract ices. 
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‘‘§ 3556. F ed e r a l in for m a t ion  se cu r i t y  in c id e n t  ce n t e r  

‘‘(a) IN GENERAL.—The Secretary sha ll ensure the opera t ion  
of a  cen t ra l Federa l in format ion secur ity incident  cen ter  to— 

‘‘(1) provide t imely technica l assistance to opera tors of 
agency informat ion  systems regarding secur ity incidents, 
including guidance on  detect ing and handling informat ion  secu-
r ity incidents; 

‘‘(2) compile and ana lyze informat ion  about  incidents tha t  
th rea ten  informat ion  secur ity; 

‘‘(3) in form opera tors of agency informat ion  systems about  
cur ren t  and poten t ia l in format ion  secur ity threa ts, and 
vulnerabilit ies; 

‘‘(4) provide, as appropr ia te, in telligence and other  in forma-
t ion  about  cyber  th rea t s, vu lnerabilit ies, and incidents to agen-
cies to assist  in  r isk assessments conducted under  sect ion  
3554(b); and 

‘‘(5) consult  with  the Nat iona l Inst itu te of Standards and 
Technology, agencies or  offices opera t ing or  exercising cont rol 
of na t iona l secur ity systems (including the Nat iona l Secur ity 
Agency), and such  other  agencies or  offices in  accordance with  
law and as directed by the President  regarding informat ion  
secur ity incidents and rela ted mat ters. 
‘‘(b) NATIONAL SECURITY SYSTEMS.—Each agency opera t ing or  

exercising cont rol of a  na t iona l secur ity system shall share informa-
t ion about  informat ion  secur ity incidents, threa t s, and 
vulnerabilit ies with  the Federa l informat ion  secur ity incident  center  
to the exten t  consisten t  with  standards and guidelines for  na t iona l 
secur ity systems, issued in  accordance with  law and as directed 
by the President . 

‘‘§ 3557. Na t ion a l se cu r i t y  sys t e m s  

‘‘The head of each  agency opera t ing or  exercising cont rol of 
a  na t iona l secur ity system shall be responsible for  ensur ing tha t  
the agency— 

‘‘(1) provides in format ion  secur ity protect ions commensu-
ra te with  the r isk and magnitude of the harm resu lt ing from 
the unauthor ized access, use, disclosure, disrupt ion , modifica-
t ion , or  dest ruct ion  of the in format ion  conta ined in  such  system; 

‘‘(2) implements in format ion  secur ity policies and pract ices 
as required by standards and guidelines for  na t iona l secur ity 
systems, issued in  accordance with  law and as directed by 
the President ; and 

‘‘(3) complies with  the requirements of th is subchapter . 

‘‘§ 3558. E ffec t  on  ex is t in g  la w  

‘‘Noth ing in  th is subchapter , sect ion  11331 of t it le 40, or  sect ion  
20 of the Nat iona l Standards and Technology Act  (15 U.S.C. 278g– 
3) may be const rued as a ffect ing the au thor ity of the President , 
the Office of Management  and Budget  or  the Director  thereof, 
the Nat iona l Inst itu te of Standards and Technology, or  the head 
of any agency, with  respect  to the au thor ized use or  disclosure 
of in format ion , including with  regard to the protect ion  of personal 
pr ivacy under  sect ion 552a  of t it le 5, the disclosure of in format ion  
under  sect ion  552 of t it le 5, the management  and disposit ion of 
records under  chapters 29, 31, or  33 of t it le 44, the management  
of informat ion  resources under  subchapter  I of chapter  35 of th is 
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128 STAT. 3085 PUBLIC LAW 113–283—DEC. 18, 2014 

t it le, or  the disclosure of in format ion to the Congress or  the Comp-
t roller  Genera l of the United Sta tes.’’. 

(b) MAJ OR INCIDENT.—The Director  of the Office of Management  
and Budget  sha ll— 

(1) develop guidance on  what  const itu tes a  major  incident  
for  purposes of sect ion  3554(b) of t it le 44, United Sta tes Code, 
as added by subsect ion  (a ); and 

(2) provide to Congress per iodic br iefings on  the sta tus 
of the developing of the gu idance un t il the da te on  which  
the gu idance is issued. 
(c) CONTINUOUS DIAGNOSTICS.—During the 2 year  per iod begin-

n ing on  the da te of enactment  of th is Act , the Director  of the 
Office of Management  and Budget , with  the assistance of the Sec-
reta ry of Homeland Secur ity, sha ll include in  each  repor t  submit ted 
under  sect ion  3553(c) of t it le 44, United Sta tes Code, as added 
by subsect ion (a), an  assessment  of the adopt ion by agencies of 
cont inuous diagnost ics technologies, including through the Cont in-
uous Diagnost ics and Mit iga t ion  program, and other  advanced secu-
r ity tools to provide informat ion  secur ity, including cha llenges to 
the adopt ion of such technologies or  secur ity tools. 

(d) BREACHES.— 
(1) REQUIREMENTS.—The Director  of the Office of Manage-

ment  and Budget  sha ll ensure tha t  da ta  breach not ifica t ion  
policies and guidelines are updated per iodica lly and require— 

(A) except  as provided in  paragraph  (4), not ice by the 
affected agency to each  commit tee of Congress descr ibed 
in  sect ion  3554(c)(1) of t it le 44, United Sta tes Code, as 
added by subsect ion  (a ), the Commit tee on the J udicia ry 
of the Sena te, and the Commit tee on  the J udicia ry of 
the House of Representa t ives, which  sha ll— 

(i) be provided expedit iously and not  la ter  than  
30 days a fter  the da te on  which  the agency discovered 
the unauthor ized acquisit ion  or  access; and 

(ii) include— 
(I) informat ion  about  the breach, including a  

summary of any informat ion  tha t  the agency 
knows on  the da te on  which not ifica t ion is provided 
about  how the breach  occurred; 

(II) an  est imate of the number  of individua ls 
a ffected by the breach , based on  informat ion  tha t  
the agency knows on  the da te on  which  not ifica t ion  
is provided, including an  assessment  of the r isk 
of harm to a ffected individua ls; 

(III) a  descr ipt ion  of any circumstances neces-
sita t ing a  delay in  providing not ice to a ffected 
individua ls; and 

(IV) an  est imate of whether  and when the 
agency will provide not ice to a ffected individua ls; 
and 

(B) not ice by the a ffected agency to a ffected individua ls, 
pursuant  to da ta  breach  not ifica t ion  policies and guidelines, 
which sha ll be provided as expedit iously as pract icable 
and without  unreasonable delay after  the agency discovers 
the unauthor ized acquisit ion  or  access. 
(2) NATIONAL SECURITY; LAW ENFORCEMENT; REMEDI-

ATION.—The At torney Genera l, the head of an  element  of the 
in telligence community (as such  term is defined under  sect ion  

Est imate. 
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Risk a ssessment . 
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3(4) of the Nat iona l Secur ity Act  of 1947 (50 U.S.C. 3003(4)), 
or  the Secreta ry of Homeland Secur ity may delay the not ice 
to a ffected individuals under  paragraph  (1)(B) if the not ice 
would disrupt  a  law enforcement  invest iga t ion , endanger  
na t iona l secur ity, or  hamper  secur ity remedia t ion  act ions. 

(3) REPORTS.— 
(A) DIRECTOR OF OMB.—During the fir st  2 years begin-

ning a fter  the da te of enactment  of th is Act , the Director  
of the Office of Management  and Budget  sha ll, on  an  
annual basis— 

(i) assess agency implementa t ion  of da ta  breach  
not ifica t ion  policies and guidelines in  aggrega te; and 

(ii) include the assessment  descr ibed in  clause (i) 
in  the repor t  required under  sect ion  3553(c) of t it le 
44, United Sta tes Code. 
(B) SECRETARY OF HOMELAND SECURITY.—During the 

fir st  2 years beginning a fter  the da te of enactment  of 
th is Act , the Secreta ry of Homeland Secur ity sha ll include 
an  assessment  of the sta tus of agency implementa t ion  of 
da ta  breach  not ifica t ion  policies and guidelines in  the 
requirements under  sect ion 3553(b)(2)(B) of t it le 44, United 
Sta tes Code. 
(4) EXCEPTION.—Any element  of the in telligence community 

(as such  term is defined under  sect ion  3(4) of the Nat iona l 
Secur ity Act  of 1947 (50 U.S.C. 3003(4)) tha t  is required to 
provide not ice under  paragraph (1)(A) sha ll on ly provide such  
not ice to appropr ia te commit tees of Congress. 

(5) RULE OF CONSTRUCTION.—Nothing in  paragraph  (1) 
sha ll be const rued to a lter  any au thor ity of a  Federa l agency 
or  depar tment . 
(e) TECHNICAL AND CONFORMING AMENDMENTS.— 

(1) TABLE OF SECTIONS.—The table of sect ions for  chapter  
35 of t it le 44, United Sta tes Code is amended by st r iking 
the mat ter  rela t ing to subchapters II and III and inser t ing 
the following: 

‘‘SUBCHAPTER II—INFORMATION SECURITY 

‘‘3551. Purposes. 
‘‘3552. Defin it ions. 
‘‘3553. Author ity and funct ions of the Director  and the Secreta ry. 
‘‘3554. Federa l agency responsibilit ies. 
‘‘3555. Annual independen t  eva lua t ion . 
‘‘3556. Federa l in format ion  secur ity inciden t  center . 
‘‘3557. Nat iona l secur ity systems. 
‘‘3558. Effect  on  exist ing law.’’. 

(2) CYBERSECURITY RESEARCH AND DEVELOPMENT ACT.— 
Sect ion  8(d)(1) of the Cybersecur ity Research  and Development  
Act  (15 U.S.C. 7406) is amended by st r iking ‘‘sect ion 3534’’ 
and inser t ing ‘‘sect ion 3554’’. 

(3) HOMELAND SECURITY ACT OF 2002.—The Homeland Secu-
r ity Act  of 2002 (6 U.S.C. 101 et  seq.) is amended— 

(A) in  sect ion  223 (6 U.S.C. 143) 
(i) in  the sect ion  heading, by inser t ing ‘‘F E DE R AL 

AND’’ before ‘‘NON-F E DE R AL’’; 
(ii) in  the mat ter  preceding paragraph  (1), by 

st r iking ‘‘the Under  Secreta ry for  In telligence and 
Analysis, in  coopera t ion  with  the Assistan t  Secreta ry 
for  Infrast ructure Protect ion’’ and inser t ing ‘‘the Under  
Secretary appoin ted under  sect ion  103(a)(1)(H)’’; 

44 USC 
prec. 3501. 

Not ifica t ion . 

Assessment . 

Time per iod. 
E ffect ive da te. 
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(iii) in  paragraph  (2), by st r iking the per iod a t  
the end and inser t ing ‘‘; and’’; and 

(iv) by adding a t  the end the following: 
‘‘(3) fu lfill the responsibilit ies of the Secreta ry to protect  

Federa l in format ion  systems under  subchapter  II of chapter  
35 of t it le 44, United Sta tes Code.’’; 

(B) in  sect ion  1001(c)(1)(A) (6 U.S.C. 511(c)(1)(A)), by 
st r iking ‘‘sect ion  3532(3)’’ and inser t ing ‘‘sect ion 3552(b)(5)’’; 
and 

(C) in  the table of conten ts in  sect ion  1(b), by st r iking 
the it em rela t ing to sect ion 223 and inser t ing the following: 

‘‘Sec. 223. Enhancement  of Federa l and non-Federa l cyber secur ity.’’. 

(4) NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY 
ACT.—Sect ion  20 of the Nat iona l Inst itu te of Standards and 
Technology Act  (15 U.S.C. 278g–3) is amended— 

(A) in  subsect ion  (a)(2), by st r iking ‘‘sect ion  3532(b)(2)’’ 
and inser t ing ‘‘sect ion  3552(b)(5)’’; and 

(B) in  subsect ion  (e)— 
(i) in  paragraph (2), by st r iking ‘‘sect ion  3532(1)’’ 

and inser t ing ‘‘sect ion  3552(b)(2)’’; and 
(ii) in  paragraph  (5), by st r iking ‘‘sect ion  

3532(b)(2)’’ and inser t ing ‘‘sect ion  3552(b)(5)’’. 
(5) TITLE 10.—Tit le 10, United Sta tes Code, is amended— 

(A) in  sect ion 2222(j)(5), by st r iking ‘‘sect ion  3542(b)(2)’’ 
and inser t ing ‘‘sect ion  3552(b)(5)’’; 

(B) in  sect ion  2223(c)(3), by st r iking ‘‘sect ion  3542(b)(2)’’ 
and inser t ing ‘‘sect ion  3552(b)(5)’’; and 

(C) in  sect ion 2315, by st r iking ‘‘sect ion  3542(b)(2)’’ 
and inser t ing ‘‘sect ion  3552(b)(5)’’. 

(f) OTHER P ROVISIONS.— 
(1) CIRCULAR A–130.—Not  la ter  than  1 year  a fter  the da te 

of enactment  of th is Act , the Director  of the Office of Manage-
ment  and Budget  sha ll amend or  revise Office of Management  
and Budget  Circu lar  A–130 to elimina te inefficient  or  wastefu l 
repor t ing. The Director  of the Office of Management  and Budget  
sha ll provide quar ter ly br iefings to Congress on  the sta tus 
of the amendment  or  revision  required under  th is paragraph . 

(2) ISPAB.—Sect ion  21(b) of the Nat ional Inst itu te of 
Standards and Technology Act  (15 U.S.C. 278g–4(b)) is 
amended— 

(A) in  paragraph  (2), by inser t ing ‘‘, the Secreta ry 
of Homeland Secur ity,’’ a fter  ‘‘the Inst itu te’’; and 

Deadline. 
Br iefings. 

Repor t s. 
Deadline. 

10 USC 2222. 
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LEGISLATIVE HISTORY—S. 2521: 

SENATE REPORTS: No. 113–256 (Comm. on  Homeland Secur ity and Governmenta l 
Affa ir s). 

CONGRESSIONAL RECORD, Vol. 160 (2014): 
Dec. 8, considered and passed Sena te. 
Dec. 10, considered and passed House. 

Æ 

(B) in  paragraph  (3), by inser t ing ‘‘the Secretary of 
Homeland Secur ity,’’ a fter  ‘‘the Secreta ry of Commerce,’’. 

Approved December  18, 2014. 
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