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Welcome to the Periodic Table of Acquisition Innovations (PTAI) PDF Playbook. This 
document aims to replicate the PTAI website, found here: https://
acquisitiongateway.gsa.gov/periodic-table. 

The purpose of this document is to allow the user to have access to all the material 
found on the website, but with enhanced functionality. This enhanced functionality is 
outlined below with special attention paid to the search functionality.

Benefits
• This allows the user to navigate the content and transfer back and forth between

techniques more seamlessly.
• As a physical document, you can use Ctrl+F to search for key words found within the

document to include the text behind each technique.
• The document opens, just as the website does, in the Acquisition Techniques view.

Simply click on the Acquisition Automations button in the top left corner in order to
open that playbook view.

• All documents found on the website are included in this document, which allows for
an enhanced search functionality. The website does not allow for a key word search
within its document library.

To do an enhanced search of key words within all document attachments

This document is powered by The Lab at The Department of Commerce and supported by The Office of Federal 
Procurement Policy (OFPP) within the Executive Office of the President, Office of Management and Budget.

1. Download the pdf file and open it from Adobe Acrobat

2. Click the attachments icon on the right-hand pane

3. Click the magnifying glass over the attachments
icon

4. Input your keyword search or phrase and click
‘Search Attachments’

5. View the Results and click the down arrow next
to a document to find the lines/pages within the
document

6. Click on that line from the document and the
attachment will open to that spot with your key
word or phrase highlighted for visibility

Here is a sample result when searching for 
“innovation”.

https://acquisitiongateway.gsa.gov/periodic-table
https://www.commerce.gov/oam/lab
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Periodic Table of Acquisition Innovations
The government-wide acquisition knowledge management portal for innovative business practices and technologies.
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Category

The ‘Small Business’ identification is 
applied to those practices that either 
reduce the administrative burden of 

small business participants or increase the 
participation rate of small businesses within 
the government procurement process.

FAR Non-FAR FAR and Non-FAR

These icons indicate if the innovation is 
only available for procurements following 
the FAR, not following the FAR, or available 
for both.

Alternative 
Authorities

Market 
Research

Solicitation

Evaluation

Award

Post Award

Statutory authorities not included in the 
FAR.

Strengthening communication and 
increasing transparency between industry 
and government during acquisition planning.

Methods when building the solicitation 
for effective contract formation and 
administration.

Identifying the best industry solution given 
the evaluation criteria while shortening the 
time to award.

Techniques for identifying the best possible 
solution from industry while making the 
evaluation process more effective.

Improving communication with offerors 
following contract award and improving 
better contractor performance.
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About

The PTAI is a collaborative government-industry initiative, sponsored by the Chief 
Acquisition Officers (CAO) Council and supported by the contributions of federal 
agencies. The tool is designed to increase workforce and industry awareness of tested 
innovative business practices and technologies and encourage further testing, adoption 
and adaption of these techniques and technologies, as appropriate and consistent with 
agency policy, the FAR, and applicable law.

Acquisition techniques reflect business practices consistent with the Federal 
Acquisition Regulation (FAR), unless noted otherwise. Acquisition automations use 
innovative technologies, such as artificial intelligence, machine learning, natural 
language processing, and robotic process automation to reduce human intervention in 
processes or improve decision-making. The automations are provided as examples to 
encourage further experimentation and testing of existing automations, developing, and 
sharing of new automations across the acquisition lifecycle, and partnering on projects, 
which leverages limited resources. The acquisition techniques and automations on 
the PTAI have helped agencies achieve one or more of the following results: reduced 
barriers to entry, accelerated award, faster delivery, improved customer satisfaction, 
increased accuracy, saved or redirected labor hours, and/or cost avoidance.
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Alternative Authorities
Statutory authorities not included in the FAR.

Commercial Solutions Opening Non-FAR

Summary
Pilot authority for sourcing innovative commercial solutions. Can use both FAR and Non-
FAR authorities.

Description
The Commercial Solutions Opening (CSO) is an authority for acquiring innovative and 
commercial solutions. Section 880 of the National Defense Authorization Act (NDAA) 
for Fiscal Year 2017 (Pub. L. 114-328) authorized DHS and GSA to implement a pilot 
program to competitively procure innovative commercial items, technologies, and 
services using CSO procedures. This authority can be implemented as FAR or non-FAR 
based, the authority is silent on the direction.

Problems Solved
High barriers of entry and low incentives (in part due to onerous FAR terms and 
conditions)restrict non-traditional contractors from providing innovative solutions to the 
government.

Benefits of Use
• Streamlined acquisition process
• Simplified contract terms
• Attracts start-up companies and others who have not previously worked with U.S.

Government
• Can be used as either FAR or non-FAR based
• SMALL BUSINESS BENEFIT: Lowers the barrier for entry for non-traditional

companies to do work with the U.S. Government by targeting innovative commercial
products while not requiring the commercial FAR clauses innovation card. This
prevents single users from creating duplicate responses. Information stored by
cookies is used by FAI.gov only and not shared with any third parties

Use Case and Documentation
• Workforce Guide: GSA Procurement Innovation Resource Center CSO Guide
• Workforce Guide: DIUx Commercial Solutions Opening: How to Guide
•
•

Solicitation: DHS CSOP CBP LASO
Solicitation: DHS CSOP CPARS AI

• Workforce Guide: DHS CSOP Guide

Related Cards: Other Transactions

arrow-up Back to the PTAI Table

https://www.gsa.gov/cdnstatic/PIRC%20CSO%20Guide%2062518.pdf
https://apps.dtic.mil/docs/citations/AD1022451
https://sam.gov/opp/eaffe3b0cadcae748bb67e694b4ee099/view?keywords=CSOP&sort=-relevance&index=opp&is_active=true&page=1
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/DHS_CBP_LASO_Solicitation-CSOP_0.PDF
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/DHS%20Commercial%20Solutions%20Opening%20Pilot%20Program%20Guide_Apr%202023.pdf
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Joint Venture Partnership

Summary
Authority targeting innovative companies, academia, and non-profits to solve complex 
government data challenges. Agencies use an interagency agreement with DOC’s NTIS.

Description
The National Technical Information Service’s (NTIS) joint venture partnership authority, 
within the Department of Commerce, leverages leading, innovative companies, 
academia, and non-profits to help solve complex data challenges within the federal 
government. Agencies can leverage this authority by entering into an interagency 
agreement with NTIS.

Problems Solved
Complex data challenges focusing on critical mission priorities using applied data 
science innovations in areas such as artificial intelligence, machine learning and 
predictive analytics.

Benefits of Use
• Provides agencies quick access to the NTIS authority.
• Facilitates identification of the problem to be solved.
• Delivers innovative solutions through collaboration with vetted stakeholders.
• Accelerates results through the use of Agile methodologies.

Use Case and Documentation

Non-FAR

• Vignettes: DOC NTIS Program Outcomes
• Success Stories: DOC NTIS Capability Statement & Short Stories
• Website: DOC NTIS Partner with Us

Related Cards: Other Transactions

arrow-up Back to the PTAI Table

https://www.ntis.gov/ourwork.xhtml
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/NTIS_Capability_Statement%26Short_Stories_May_2020.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/NTIS_Outcomes_10.29.2019.pdf
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Other Transactions

Summary
Non-FAR authority sanctioning commercial business practices for research, prototype, 
and limited production efforts.

Description
Other Transaction (OT) authorities were created to give DoD the flexibility necessary to 
adopt and incorporate business practices that reflect commercial industry standards 
and best practices into its award instruments. As of the 2016 National Defense 
Authorization Act (NDAA) Section 815, the DoD currently has permanent authority 
to award OT under (10 U.S.C. 2371) for (1) Research, (2) Prototype, and (3) Production 
Purposes. 11 other agencies have OT authority - including DHS and NASA.

Problems Solved
Allows for rapid procurement from non-traditional contractors without FAR-based 
competition

Benefits of Use
• Rapid procurement
• Non-FAR competition
• Iterative prototyping reduces risk and cost
• SMALL BUSINESS BENEFIT: Focuses on reducing barriers for non-traditional or

new entrant small business contractors participating to a significant extent

Use Case and Documentation
• Workforce Guide: DOD Other Transaction (OT) Guide
• Website: DHS Streamlined OT Procedures for S&T Silicon Valley Innovation Program
• Website: DARPA OT Samples & Resources

Related Cards
• Broad Agency Announcement
• Commercial Solutions Opening
• Joint Venture Partnership

arrow-up Back to the PTAI Table

Non-FAR

https://www.acq.osd.mil/asda/dpc/cp/policy/docs/guidebook/TAB%20A1%20-%20DoD%20OT%20Guide%20JUL%202023_final.pdf
https://www.dhs.gov/science-and-technology/svip
https://acquisitioninnovation.darpa.mil/
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Prize Competitions

Summary
Industry competes to solve difficult problems when money, prestige or access is up for 
grabs.

Description
The America COMPETES Reauthorization Act, Public Law 111-358, is available to 
all federal agencies and invites ideas and solutions through crowdsourcing. Prize 
competitions are useful when ingenuity, flexibility, and collaboration are desired 
and other government contract instruments are not likely to attract sufficiently 
innovative solutions. Prize competitions are successful at attracting individuals, small 
disadvantaged businesses and nontraditional contractors. Prize competitions are not 
suited for routine services or well understood requirements.

Problems Solved
Collects ideas and solutions from the public and encourages cross-sector collaboration 
to respond to ideation, design, and visualization problems. Applicable problem sets can 
arise from the business, data analytics, ideation, design, scientific, technology, software, 
and information technology sectors. Prizes can be monetary (above $1M cash prize with 
Head of Agency approval only) and non-monetary in nature (e.g., recognition, ability to 
participate in follow-on actions).

Benefits of Use
• Establishes an ambitious goal and pays only for success without having to predict

which team or approach is most likely to succeed
• Reduces barriers to participation in an agile process, starting small with the ability

to scale
• Better aligns risk/reward profiles with the way advanced technology industries seek

compensation and profit
• Increases opportunities for crowdsourcing and participation for cross-functional

teams to deliver creative solutions to agency needs
• Encourages partnerships and citizen-solvers to innovatively solve problems with

breakthrough solutions
• Federal agencies create partnerships with other agencies and organizations

(nonprofit and for-profit) and bring in expertise to (i) inform a prize “ask,” (ii) think
through evaluation criteria, (iii) judge submissions, (iv) serve as mentors to solvers,
and (v) broaden communication channels

• Reduces innovators’ burden of intellectual property ownership requirements; allows
government flexibility with regard to ownership of solutions.

Non-FAR

arrow-up Back to the PTAI Table
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• SMALL BUSINESS BENEFIT: Entrepreneurs and small businesses wishing to
participate in federal procurement have the opportunity to gain experience with a
challenge.

Use Case and Documentation
• Website: Challenge.gov Toolkit
• Authorizing Legislation: America COMPETES Reauthorization Act
• Case Study: Digital Service Contracting Professional Training and

Development Program - Office of Management and Budget (OMB)
• Case Study: DHS TSA Passenger Screening Algorithm Challenge
• Case Study: DHS InnoPrize Program Prize Challenges
• Website: US Army’s xTech Search COVID-19 Ventilator Challenge

Related Cards
• Challenge-Based Acquisitions (ChBA)
• Commercial Solutions Opening
• Other Transactions

arrow-up Back to the PTAI Table

https://www.challenge.gov/toolkit/
https://www.govinfo.gov/content/pkg/PLAW-111publ358/pdf/PLAW-111publ358.pdf
https://www.challenge.gov/toolkit/case-studies/digital-service-contracting-professional-training-and-development-program/
https://www.kaggle.com/c/passenger-screening-algorithm-challenge/overview
https://www.dhs.gov/science-and-technology/prize-competitions
https://www.xtech.army.mil/competition/covid-19-ventilator-challenge/
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Small Business Innovation Research (SBIR) 
Phase I-II Competitions

Summary
Competitive procedures both link small businesses with government requirements and 
facilitate commercialization of innovative technology.

Description
The Small Business Innovation Research (SBIR) program is a three-phased competitive 
awards-based program that enables small businesses to explore their technological 
potential and provides the incentive to profit from its commercialization of Research/
Research and Development (R/R&D) efforts.
• Phase I establishes the technical merit, feasibility, and commercial potential of the

proposed R/R&D efforts. During this phase, the awards are capped at $250,000
ceiling and has a maximum duration of six (6) months.

• Phase II continues the Phase I effort and demonstrates the scientific and technical
merit of the R/R&D effort and its commercial potential. During this phase, the awards
are capped at $1,000,000 ceiling and have a maximum duration of two (2) years.

• Phase III is for the small business to pursue commercialization objectives resulting
from the Phase I/II efforts. During this phase work may be for products, production,
services, R/R&D, or any combination thereof. The work does not have any SBIR
related restrictions on the value funded, duration or size of small business
performing the work. See SBIR Phase III Sole Source Awards card in the PTAI for
additional details.

Phase I and II awards can only be made by participating agencies listed here. Any 
agency, including non-SBIR agencies, can issue a Phase III award described in the “SBIR 
Phase III Sole Source Awards” card.

Problems Solved
Encourages domestic small businesses to engage in Federal R/R&D that has the 
potential for commercialization.

Benefits of Use
• By including qualified small businesses in the nations R&D arena, high-tech

innovation is stimulated, and the United States advances entrepreneurial spirit as it
meets its specific research and development needs

• By acquiring or further developing products and services developed under SBIR
awards, the products and services leverage prior R/R&D and expedite the process to
meet new Federal requirements

FAR and Non-FAR

arrow-up Back to the PTAI Table

https://beta.www.sbir.gov/participating-agencies
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• SMALL BUSINESS BENEFIT: Increases opportunities for small businesses to
develop and bring their products to market, thereby strengthening the small
business industrial base

Use Case and Documentation
• Website: About SBIR
• Website: SBIR Resources for Federal Agencies
• Website: SBIR Participating Agencies
• Website: DHS SBIR
• Website: GSA SBIR
• Website: Army 

Website: Defense 
Workforce Guide: NASA SBIR

• Video: NASA Between Two FARS Episode 24 : The 1, 2, 3’s of SBIR Contracting
• Success Stories: NASA SBIR Success Stories

SBIR
• SBIR
•

Related Cards
• Broad Agency Announcement
• Commercial Solutions Opening
• Small Business Innovation Research (SBIR) Phase III Sole Source Awards

11 arrow-up Back to the PTAI Table

https://www.sbir.gov/about
https://www.sbir.gov/agency-representative
https://www.sbir.gov/agencies-landing
https://www.dhs.gov/science-and-technology/sbir
https://aas.gsa.gov/sbir/
https://www.armysbir.army.mil/
https://www.dodsbirsttr.mil/submissions/login
https://sbir.nasa.gov/sites/default/files/NASA_PhaseIII_Guidelines.pdf
https://youtu.be/juc_74oBa08?si=SOeNU2svEFsOCl7K
https://sbir.nasa.gov/success-stories
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Small Business Innovation Research (SBIR) 
Phase III Sole Source Award

Summary
Sole-source awards without further written justification to leverage the results of SBIR 
Phase I and II investments.

Description
Small Business Innovation (SBIR) and Small Business Technology Transfer (STTR) 
Phase III awards provide a rapid and agile approach for all federal agencies to leverage 
the Research/Research & Development (R/R&D) investments made through competitive 
SBIR/ STTR Phase I and/or II awards. Agencies are authorized, to the greatest extent 
practicable, to make awards to SBIR/ STTR Program participants for work that derives 
from, extends, or completes efforts made under either a prior SBIR or STTR Phase I or 
Phase II funding agreement.

The following are examples of the types of activities that constitute SBIR Phase III work:
• Commercial application including R/R&D, testing and evaluation of services or

technologies.
• SBIR-derived commercial or modified commercial products or services intended for

use by the Federal Government.
• Continuation of Phase I or Phase II SBIR work.

See “Use Case and Documentation” for specific agency applications.

Problems Solved
• Provides for the rapid procurement of the production and/or delivery of products,

and/or services stemming from SBIR/STTR investments.
• Provides options for acquisition programs to adapt or further develop previously

developed internal or cross agency technology.
• Reduces duplication of effort, building on previous investment.
• Offers opportunity to cross-pollinate or develop lateral applications of innovative

technologies into new markets.
• Enables “bridging the gap” between R&D and commercialization.
• Reduces pre-award administrative effort and award development time.

Benefits of Use
SBIR/STTR Phase III awards can increase efficiency and deliver value and savings to 
agencies and their R/R&D programs by leveraging the Government’s R/R&D investment 

FAR and Non-FAR

arrow-up Back to the PTAI Table
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in previous SBIR Phase I and/or Phase II efforts. This also maximizes the return on 
investment made through the SBIR/STTR programs.

• Flexible and rapid access to promising R&D investments
◦ Any agency, including non-SBIR agencies, can issue a Phase III award.
◦ Awards can be based on either a SBIR/STTR Phase I or II award.
◦ There is no limit on number, duration, contract type, or dollar value of Phase

III awards, and there is no time limit by which a Phase III award must be made
following a Phase I or Phase II award.

◦ Agency is not required to execute a sole source justification under FAR Part 6 or
publicize a planned or executed sole source award under FAR Part 5 if the award
is issued under the authority of 15 U.S. Code § 638(r)(4).

◦ Phase III awards may be issued to other-than-small businesses.
• Reduced technical risk and delivery time

◦ Proof of concept is already established.
◦ Prototype or working model may have been developed.
◦ Testing and evaluation is likely to have been accomplished.
◦ Adaptions to an existing system or component can reduce development effort.
◦ Incremental improvements to address key performance parameters can yield

alternative and/or cheaper innovative solutions.
• Small Business Benefit

◦ Reduces barriers to entry helping disadvantaged, woman owned, and other
small businesses concerns (SBC) become established sources for the Federal
government.

◦ Provides capital to help SBC’s “bridge the gap” between R&D and the commercial
marketplace.

◦ Expands marketplace options to SBCs.

Use Case and Documentation
• Example of work “derived” from prior SBIR phase: NOAA Uncrewed Tools to Improve

Hurricane Forecast Models
• Example of work that “extends” a prior SBIR phase: DOE Electric Vehicle Spinoff
• Example of work that “completes” a prior SBIR phase: DOE sensing technology for

rapid response inspections
• Success Stories: DOE - SBIR Phase III Success Stories
• Success Stories: DOT - SBIR Phase III Advanced Fatigue Modeling for Individual

Differences
• Success Stories: DHS Success Stories
• Success Stories: NOAA Phase III Commercialization
• Success Stories: SBIR.gov Success Stories (Includes both Phase II and III Guides and

arrow-up Back to the PTAI Table

https://techpartnerships.noaa.gov/noaa-uncrewed-tools-to-improve-hurricane-forecasts/
https://techpartnerships.noaa.gov/noaa-uncrewed-tools-to-improve-hurricane-forecasts/
https://science.osti.gov/-/media/sbir/pdf/Success-Stories/2023/DOE-SBIR-Success-Story_Sigma-Technologies_FINAL3.pdf
https://science.osti.gov/-/media/sbir/pdf/Success-Stories/2023/Brains4Drones_success-story_FINAL3.pdf
https://science.osti.gov/-/media/sbir/pdf/Success-Stories/2023/Brains4Drones_success-story_FINAL3.pdf
https://science.osti.gov/-/media/sbir/pdf/Success-Stories/2023/Brains4Drones_success-story_FINAL3.pdf
https://www.fmcsa.dot.gov/safety/research-and-analysis/advanced-fatigue-modeling-individual-differences-phase-iii-sbir
https://www.fmcsa.dot.gov/safety/research-and-analysis/advanced-fatigue-modeling-individual-differences-phase-iii-sbir
https://www.dhs.gov/sites/default/files/publications/DHS%20ST%20SBIR%20Success%20Stories%202016.pdf
https://techpartnerships.noaa.gov/category/small-business-innovation-research/phase-iii/
https://www.sbir.gov/news/success-stories
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material)
• Video: NASA SBIR Phase III
• Guide: NASA Phase III Guidelines
• Guide: Air Force Phase III Desk Reference
• Guide: Navy Phase III Guidebook
• Guide: DHS SBIR Phase III Job Aid
• Guide: AFWERX Guides - Executing SBIR Phase III Contracts
• Policy: GAO Decision (August 28, 2020) ASRC Federal Data Network Technologies,

LLC (File B-418765)

Related Cards
• Broad Agency Announcement
• Commercial Solutions Opening

arrow-up Back to the PTAI Table

https://www.sbir.gov/news/success-stories
https://www.youtube.com/watch?v=of-dObq2b74
https://sbir.nasa.gov/sites/default/files/NASA_PhaseIII_Guidelines.pdf
https://www.afsbirsttr.af.mil/Portals/60/Pages/Publications/PhaseIII_BookletV2-JAN2019.pdf
https://navysbir.com/docs/DON-SBIR_STTR_Phase-III_Guidebook_V2-2020.pdf
https://infinity-spark-jbmdl.github.io/afwerx-guides/docs/contracting-and-finance/sbir-phase-III-execution.html
https://www.gao.gov/assets/b-418765.pdf
https://www.gao.gov/assets/b-418765.pdf
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Market Research
Strengthening communication and increasing transparency between industry and government during 
acquisition planning.

Affordability

Summary
Early disclosure of quality government cost estimates provide for better alignment of 
industry capabilities and government requirements.

Description
Independent Government Cost Estimates (IGCEs) are often developed during the 
procurement process and drive many decisions in the federal acquisition strategy even 
when they are done poorly. To take some of gamesmanship out of the buying process, 
consider releasing the Government’s “affordability.”

Problems Solved
Here is sample Affordability text to include in solicitations: OFFER AFFORDABILITY 
The Government seeks offers (or quotes) with a total price less than $10M. Offerors 
(or quoters) should not interpret this figure as a ceiling (or as a floor) on offers; rather, 
this information is provided as a courtesy to prospective offerors. The Government may 
select an offer for award with a price below, at, or exceeding this figure if it finds that 
offer provides the best value and funds are available.

Benefits of Use
• Having robust IGCEs or providing the Government’s “affordability” helps level the

playing field, removes some of the inherent incumbent advantages, ensures a more
competitive or realistic pool of offerors, and makes the process more efficient

• Increases transparency
• Aligns proposals with real requirements
• Increases cost realism
• SMALL BUSINESS BENEFIT: Helps ensure small businesses understand the

anticipated magnitude of each effort so they can decide whether to invest significant
bid and proposal costs

Use Case and Documentation
• Workforce Guide: USDS’ Agile Team Estimator
• Workforce Guide: FAI Independent Government Cost Estimate
• Workforce Guide: DOI Independent Government Cost Estimate
• GAO Report: GAO-17-398
• Solicitation: DHS USCIS myUSCIS Request for Proposal (RFP, pg. 56)
• Solicitation: DHS CBP TASPD Request for Quote (RFQ), pg. 134
• Solicitation: DHS USCIS QISD Fair Opportunity Notice (FON), pg. 46

arrow-up Back to the PTAI Table

FAR

https://techfarhub.cio.gov/custom-tools/ate/
https://www.doi.gov/cloud/faq/igce
https://www.gao.gov/assets/690/684668.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/CPSG_Activity04.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/DHS_USCIS_RFP_myUSCIS-Affordable_Price_Range.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/A003%20CBP%20TASPD%20RFQ%2070B04C20Q00000131.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/QISD%20Solicitation.pdf
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• Video: PILCast Episode # 7 Affordability

Related Cards: Self Scoring Model

arrow-up Back to the PTAI Table

https://youtu.be/SEr0HXTbwrQ
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Facilitated Requirements Development Workshop

Summary
Facilitation of a multi-functional integrated project team through the performance-
based acquisition process.

Description
A facilitated requirements development workshop is a collaborative engagement where 
the integrated project team planning for a specific acquisition spends a block of time 
together, with other stakeholders as well as a facilitator/coach, working through various 
aspects of the requirement. The facilitator/coach walks the team through development 
of the project vision/mission, high-level objectives, performance requirements and 
performance-based strategies for the agency project and implementation roadmap.

DOD manages the Services Acquisition Workshop (SAW) program and GSA manages 
the Civilian Services Acquisition Workshop (CSAW) program, including train-the-trainer 
opportunities. Modeled after the CSAWs, the DHS Procurement Innovation Lab (PIL) 
facilitates PIL Acquisition Workshops (PAWS).

In a workshop, the facilitator enables the team to effectively arrive at consensus on 
key decision points for the project’s requirement and resulting acquisition. These 
workshops are typically conducted very early in market research. PAWs, which may be 
as short as one day or as long as one week, are workshops dedicated to discussing and 
finalizing the market research, finalizing requirements development, and formulating 
procurement strategies. The SAW and CSAW workshops (no cost to federal customers) 
typically take a full week or two with the team. Workshops have been effectively used 
for professional, human resources, information technology, construction, and medical 
services acquisitions. Additionally, workshops have been used for manufacturing 
challenges as well as for policy development. Federal Agencies can implement 
facilitated requirements development workshops within their organization, and it can be 
done virtually or in-person.

Problems Solved
• Workshops enable easier adoption of performance-based acquisition (see FAR 2.101)

steps.
• Facilitated workshops can help teams develop more precise and concise

requirements.
• The workshops force teams to work together, in smaller teams and in a group

setting, through the development process. Siloed functional roles can lead to
suboptimized requirements development that fails to reflect an organized demand
signal.

• Decisions are not continually delayed for another meeting down the road, they can

FAR and Non-FAR

arrow-up Back to the PTAI Table
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happen within the workshop which will streamline the procurement process.

Benefits of Use
• Enhanced awareness of best practices in market research, requirements writing, and

source selection-- all tailored to the specific needs of the team, the project, and the
acquisition.

• Effective collaboration of integrated project teams
• Better defined requirements and acquisition strategies
• Reduced procurement administrative lead times
• Improved project management and better performance outcomes
• Increased stakeholder buy-in in the end product
• Increased engagement with end users and industry, improving the overall

requirements and procurement process
• A high-level roadmap to accomplish the project

Use Case and Documentation
• Video: CSAW overview
• Website: DoD SAW
• Website: About SBPA, CSAW
• Information: About the CSAW
• White Paper: CSAW
• Success Stories: NASA Category Management CSAW
• Process Map: CSAW
• Presentation: DHS PIL Webinar #54 Charts
• Yearbook: DHS PIL FY2021 (page 25)

Related Cards: N/A

arrow-up Back to the PTAI Table

https://www.youtube.com/watch?v=c0BFEEIkfkA&t=13s
https://www.dau.edu/acquipedia-article/services-acquisition-workshop-saw
https://buy.gsa.gov/about-spba?tileId=217
https://acquisitiongateway.gsa.gov/additional-resources/resources/4305
https://acquisitiongateway.gsa.gov/additional-resources/resources/4305
https://www.dhs.gov/sites/default/files/2022-08/PIL%20Yearbook%20FY%202021_2.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/NASA%20CSAW%20CM%20Success%20Story%20-%20Q1%20FY21-1625845513_0.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/CSAW%2BProcess%2BGraphic.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/DHS%20PIL%20Webinar%2054%20Charts%20.pdf
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Interactive Q&A

Summary
Use of Q&A sessions allow for more fruitful exchange of information with vendors.

Description
Interactive sessions could clarify questions themselves, highlight issues RFPs, uncover 
unrealistic requirements and disseminate information to industry quickly without risking 
the acquisition schedule. These sessions can be virtual webinars, in person, or over the 
phone after the release of the draft solicitation and prior to the submission of Q&As.

Problems Solved
The traditional Q&A process, only done via email, provides answers to carefully crafted 
questions, as interpreted by the Government, this often leads to onerous follow-up 
questions, confusion, or both.

Benefits of Use
• Clear understanding of both questions and motivations
• Ability to ask follow-up questions quickly
• Rapid dissemination to industry without risking schedule

Use Case and Documentation

FAR

• Solicitation: DHS TSA Flexible Agile Scalable Teams (FAST), pg. 5
• Pre-Submission Conference: DHS TSA Flexible Agile Scalable Teams (FAST)

Related Cards: One on Ones

arrow-up Back to the PTAI Table

https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20TSA%20FAST%20BIC_FON_A0001_FINAL.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20TSA%20FAST%20BIC_ON_A0001_Attachment%20D_FAST%20Pre-Submission%20Conference%20_%2008142019_v1.pdf
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One on Ones

Summary
The government team meets individually with vendors.

Description
Market research must be conducted thoroughly to ensure the right strategies, industry 
participants, and process are established to conduct an efficient, robust competition. 
Prior to issuance of the solicitation, government officials - including the program 
manager, users, or contracting officer - should meet with potential offerors to exchange 
general information and conduct market research related to an acquisition. While 
meeting with potential offerors, there is no requirement that the meetings include all 
possible offerors, nor is there a prohibition on one-on-one meetings.

Problems Solved
Market research that is done purely with Requests for Information, or other purely 
written submissions may not result in enough information to thoroughly ensure all 
aspects of the requirements or evaluation strategy are well communicated with 
industry.

Benefits of Use
• Increased understanding of the Government requirements

Use Case and Documentation
• Workforce Guide: USDS for agile acquisitions
• Workforce Guide: DOD
• Policy: OFPP myth-busting memo #3
• Workforce Guide: Pilot IRS template

Related Cards
• Interactive Q&A
• Reverse Industry Day

arrow-up Back to the PTAI Table

FAR

https://www.acquisition.gov/far/part-10
https://techfarhub.cio.gov/custom-tools/sst/
http://acqnotes.com/wp-content/uploads/2018/06/Market-Research-Report-Guide-for-Improving-Service-Acquisitions-Mar-2017.pdf
https://obamawhitehouse.archives.gov/sites/default/files/omb/procurement/memo/Myth-Busting.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/Pilot_IRS_Template.pdf
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Reverse Industry Day

Summary
The industry presents its perspectives to the acquisition community.

Description
Industry presents its perspectives to the federal acquisition workforce.

Problems Solved
It is sometimes difficult to apply innovative procurement approaches to new 
requirements. Industry may be able to provide better procurement approaches, or at 
least their perspectives to the Government audiences.

FAR

Benefits of Use
• Agencies gain a better understanding of how procurements, processes, or innovative

techniques are approached by industry
• Potential improvements to the acquisition process

Use Case and Documentation
• Website: DHS RID
• Examples: IRS Reverse Industry Day Materials
• Video: HHS CMS RID

Related Cards: One on Ones

arrow-up Back to the PTAI Table

https://www.dhs.gov/publication/reverse-industry-day
https://www.youtube.com/watch?v=i3FbRe_uYAc
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/IRS_Reverse_Industry_Day_Materials.pdf
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Methods when building the solicitation for effective contract formation and administration.

Betterment

Summary
Proposal and Evaluation process to enable the government to evaluate the value of 
Betterment solutions and incorporate them into the resulting award.

Description
Betterment is a process where vendors have the opportunity, in a dedicated space 
in their quote or proposal, to outline specific aspects of their proposed solution that 
exceed or enhance the government’s requirement and the value those aspects bring to 
the government. These Betterment promises are submitted as a stand-alone factor and 
are considered in the overall tradeoff analysis. These Betterment promises are captured 
and included in the awarded requirements document (award) replacing the former 
minimums of the original requirements document (solicitation). Example, an offeror 
proposes a definite promise of 600 actions per day with an explanation of the value 
impact it brings and how it can exceed the government’s minimum document production 
of 400 actions a day.

Problems Solved
• Allows vendors to propose an enhanced solution and the government to evaluate

and incorporate it into the award document, if selected for award.
• Allows vendors a dedicated space in the proposal submissions to identify how their

unique approaches exceed or enhance the government’s minimum requirement.

Benefits of Use
• With the Betterment technique, teams can include a separate evaluation factor to

allow vendors a place to formally propose a solution that exceeds or enhances the
government’s requirement in a meaningful way.

• Increase successful outcomes of the work performed under the contract.

Use Case and Documentation
• Sample Evaluation: DHS USCIS TDPS Betterment Evaluation Report
• Solicitation: DHS USCIS TDPS Solicitation
• Award Decision: DHS USCIS TDPS Award Decision
• Overview: DHS PILCast #13

arrow-up Back to the PTAI Table

FAR and Non-FAR

https://youtu.be/qTcLhvwXH48
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20DHS%20USCIS%20TDPS%20Betterment%20Evaluation%20Report_Redacted.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20DHS%20USCIS%20TDPS%20Solicitation.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20DHS%20USCIS%20TDPS%20Award%20Decision.pdf
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Broad Agency Announcement

Summary
Notice for scientific or research proposals which may lead to contracts.

Description
A Broad Agency Announcement (BAA) (FAR 35.016) is a notice from the government 
that requests scientific or research proposals from private firms concerning certain 
areas of interest to the government. The proposals submitted by the private firms may 
lead to contracts.

Problems Solved
Acquisition of basic and applied research and that part of development not related to 
the development of a specific system or hardware procurement

Benefits of Use
• Allows for funding of state-of-the-art advances without a specific programmatic

requirement in place
• Similar to a regular BAA, DHS”s Long-Range BAA covers a wide range of subjects

and is short on details. This enables DHS to contemplate proposals for original
research that fall outside the scope of its more narrowly defined BAAs

Use Case and Documentation
• Website: DARPA BAA
• Website: USAF BAA
• Video: NASA Between Two FARS Broad Agency Announcements Part I
• Video: NASA Between Two FARS Broad Agency Announcements Part II

Related Cards
• Commercial Solutions Opening
• Small Business Innovation Research (SBIR) Phase I and II Competitions

arrow-up Back to the PTAI Table

FAR

https://www.acquisition.gov/far/35.016
https://www.darpa.mil/work-with-us/office-wide-broad-agency-announcements
https://www.afsbirsttr.af.mil/Program/Broad-Agency-Announcement/
https://www.youtube.com/watch?v=G-8MaC2Uutk
https://www.youtube.com/watch?v=2Of5-t7Usvc
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Challenge-Based Acquisitions (ChBA)

Summary
Call for demonstrations in response to realistic scenarios. Can use both FAR and Non-
FAR authorities.

Description
A Challenge-Based Acquisition (ChBA) presents a real-life challenge scenario inviting 
vendors to conduct technical demonstrations with the capability for the government 
to test or interact with the technology and select the challenge-proven solution with 
award to the best suited working prototype or functional automated solution. ChBA 
uses the Federal Acquisition Regulation or Other Transaction authorities and in both the 
pre-award and post-award phases.

Problems Solved
• ChBA uses challenges to communicate the needed capability, encourage innovation

in a minimally prescriptive environment, assess candidate offerings, and ultimately
purchase solutions in quantity.

• ChBA is especially appropriate in situations where the Government’s need is urgent
and time critical, where no traditional solution seems viable, or where emerging
technologies have the potential to provide non-traditional solutions.

Benefits of Use
• Focus (encourages Government understanding of sought capability gaps)
• Innovation (communicates needs without constraining the solution space)
• Risk Management (understanding the range of solutions without a major

commitment of resources)
• Verification (if you don’t see it, you don’t buy it, no more paper proposals only)
• Synergy (incentivizes industry participation and engages user community)
• Fairness (levels the playing field for small, innovative companies)
• Procurement (at the end, unlike prize competitions, you can buy the solution in

quantity, not just the prototype)

Use Case and Documentation
• Innovative Contracting Case Studies (Refer to pages 13-14 and 79-83 in the report
• Challenge-Based Acquisition Handbook 5th Edition
• Case Study: JIEDDO Counter-IED Culvert Challenge
• Case Study: Army Cyber Innovation Challenge Using OTA
• Case Study: USDA’s Farmers.gov Portal Development

arrow-up Back to the PTAI Table

FAR and Non-FAR

https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/innovative_contracting_case_studies_2014_-_august.pdf
https://www.mitre.org/publications/technical-papers/challenge-based-acquisition-5th-edition
https://www.mitre.org/sites/default/files/2021-11/prs-20-0745-challenge-based-acquisition-version-5.pdf
https://www.mitre.org/sites/default/files/2021-11/prs-20-0745-challenge-based-acquisition-version-5.pdf
https://www.mitre.org/sites/default/files/2021-11/prs-20-0745-challenge-based-acquisition-version-5.pdf
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•      Toolkit for Developing a Challenge/Demonstration

Related Cards: Technical Demonstrations

arrow-up Back to the PTAI Table

https://www.mitre.org/sites/default/files/2021-11/prs-20-0745-challenge-based-acquisition-version-5.pdf
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Commercial Simplified Development Procedures

Summary
Technology development made easy.

Description
Reimagine use of Federal Acquisition Regulation (FAR) Subparts 12.6 and 13.5, to 
procure technology development services using commercial procedures. Acquisitions 
are marked by brief and goal-oriented requirement documents, short proposal times, 
multiple awardees and contracts with short periods of performance (base and option 
periods). Option periods are used as performance phases, where only successfully 
demonstrated solutions are carried forward.

Problems Solved
• Provides for government sponsored new development work without the need

for Cost Reimbursable contracts and the challenges associated with traditional
development programs.

• Maximizes flexibilities of traditional FAR procedures.
• Solicit commercial products and services without special authorities.

Benefits of Use
• Accelerates technology development for government-unique requirements
• Increases access to new entrants
• Accelerates time to award
• Decreases risk of incompatible technologies
• SMALL BUSINESS BENEFIT: Improves opportunities for small businesses to obtain

Government contracts through manageable commercial-style processes that
focus on helping offerors engage with potential government customers, minimize
administrative requirements, and maximize opportunities to demonstrate strengths

Use Case and Documentation
• Solicitation: Pilot IRS - Treasury-wide Data Governance and Analytics (DGA) Initiative
• Solicitation: Pilot IRS - Data Mashing Initiative

Related Cards
• Commercial Solutions Opening
• Small Business Innovation Research (SBIR) Phase I and II Competitions
• Modular Contracting

FAR

arrow-up Back to the PTAI Table

https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20Pilot_IRS_-_DATA_Act_RPA_080219.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20Pilot%2BIRS%2BData%2BMashing%2BRFP%2BFINAL%2B09.01.20_0.pdf
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Discovery

Summary
In-depth requirements review and familiarization for offerors prior to delivery of final 
proposals.

Description
Government buyers often want prospective offerors to learn more about requirements 
before submission of full proposals. Discovery is like an in-depth site visit that allows 
interested sources to conduct due diligence. The government may provide a reading 
room and access to key requirement owners for direct exchanges with individual 
companies. In order to get the best possible proposals, the Discovery process takes the 
site visit concept and makes it more interactive, letting offerors ask specific questions. 
This is typically done after release of the final solicitation and before receipt of full 
proposals, possibly after phase 1 of a multi-phased procurement when the competitive 
pool has been reduced to only a few remaining offerors.

Problems Solved
• Reduces the often overwhelming advantage of incumbency.
• Incumbents typically have greater access and insight to close-at-hand information,

such as the background of the mission, the environment, or the underlying
government need.

• Awardee transition and ramp-up times are reduced due to better understanding of
the work.

Benefits of Use
• Builds supplier diversity and resiliency by creating a more manageable playing field

for competition
• A thorough understanding of the requirement results in more competitive and

customer-responsive offerors from industry.
• Offerors can ask questions of the ‘as is’ landscape to better understand the scope

and to better shape their final phase proposal submission.
• The government receives improved performance due to a better alignment of

requirements and the selected offer.
• SMALL BUSINESS BENEFIT: Allows new entrant small businesses to gain insight

and a level of understanding about the requirement that would otherwise not be
available

FAR

arrow-up Back to the PTAI Table
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Use Case and Documentation
• Presentation Deck: DHS PIL Boot Camp Workbook Innovation Technique #9
• Solicitation: DHS USCG ISD Fair Opportunity Notice (FON) (para 1.3.4 - P.6)
• Solicitation: DOI BSEE EITCS Request for Quotation (RFQ) (para 4.2, P. 44 - 45)
• Video: PILCast Episode # 26: Discovery Sessions for Services

Related Cards
• Interactive Q&A
• One on Ones
• Down-Selects

arrow-up Back to the PTAI Table

https://www.youtube.com/watch?v=vrZpmRLyVAs
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20PIL_Boot_Camp_workbook-Innovation_Technique_9_Discovery_0.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20DHS_USCG_ISD_FON_0.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20BSEE%20Request%20for%20Quote%20-%20140E0120Q0018%20-%20EITCS_0.pdf
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Enhanced Contract Type Conversion

Summary
Flexibility to award the appropriate contract type at award with the possibility to 
convert the contract type during performance.

Description
This technique allows procurement teams to build flexibility into the solicitation to 
allow for future conversion from one contract type to another, such as from time-and-
materials to firm-fixed-price, after award.

Consider this text in your next solicitation: “As appropriate, after award, Labor Hour/
Time & Material (T&M) contract line item numbers (CLINs) may be converted to Firm-
Fixed Price (FFP) CLINs through mutual agreement of both parties, based on the rates 
(and labor categories) negotiated at the time of award.”

Possible clause to reference: FAR 52.212-4(c), Contract Terms and Conditions – 
Commercial Items, Changes (Oct 2018)

Problems Solved
• Allows procurement teams to award the most appropriate type of contract, at time

of award, but convert to a more appropriate, less risky, type after enough historical
performance data is known.

• Improves collaboration between the contracting office, program office, and the
contractor. As appropriate, after award, CLINs may be converted through mutual
agreement of both parties.

• Provides the flexibility to include optional CLINs for support that cannot be
accurately priced before work commences. For example – an optional T&M CLIN can
be converted to FFP when appropriate, such as when the work is more defined after
performance or when funding becomes available.

• Allows flexibility when the program office is faced with budget constraints, such
as in continuing resolutions. The team can convert CLINs to firm-fixed price when
appropriate.

Benefits of Use
• Contract type can be converted during the life of the contract instead of waiting until

the next competition.
• Allows for additional flexibility under hybrid-type contracts.

FAR

arrow-up Back to the PTAI Table
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• Increase successful outcomes of the work being performed under the selected
contract type. The government and contractor teams can build upon previous work
and/or once knowns are more determined, finalizing pricing, within scope and within
the awarded price estimation.

• Procurement teams can test a new contract type environment within scope during
award.

• Allows the team to be more flexible in meeting the mission during continuing
resolutions.

Use Case and Documentation
•      Solicitation: DHS Financial Systems Modernization (FSM) Request for Proposal

(RFP), pg. 57
•      Solicitation: DHS Service Management Tool (SMT) and Support Services Request 

for Quote (RFQ), pg. 11
•      DHS Presentation: Enhanced Contract Type Conversion, 2021
• DHS PILCast #5 (training video)

Related Cards: N/A

arrow-up Back to the PTAI Table

https://www.youtube.com/watch?app=desktop&v=dPcMMAGnSqE
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20Solicitation%20DHS%20Financial%20Systems%20Modernization%20%28FSM%29%20Request%20for%20Proposal%20%28RFP%29%20pg.%2057.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20Solicitation%20DHS%20Service%20Management%20Tool%20%28SMT%29%20and%20Support%20Services%20Request%20for%20Quote%20pg11.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20DHS%20Presentation%20Enhanced%20Contract%20Type%20Conversion%202021.pdf
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Fusion Procurements

Summary
Technique to reduce the number of procurements and streamline the process by 
incorporating requirements into a single solicitation.

Description
This technique fuses or brings together multiple requirements into a single solicitation 
from what would normally be multiple separate solicitations for each specific 
requirement. The varying requirements could be the same, similar, or completely 
different documents combined into the single solicitation. Prior to issuing the 
solicitation, the acquisition team would determine the evaluation strategy for each 
requirement outlined. The team can use the same or different evaluation approach 
to evaluate responses to the solicitation for each requirement, as established in the 
single solicitation. After evaluations are complete, the contracting officer issues 
separate awards for each requirement to the respective successful offeror. The Fusion 
Procurements technique does not refer to the process of issuing a single solicitation for 
a multiple award contract or agreement.

Problems Solved
• The government can streamline the review process by submitting one solicitation

package for review rather than multiple solicitation packages. This enables only
needing one solicitation or acquisition strategy to be reviewed by legal advisors,
solicitation review boards, or other reviewers such as source selection teams rather
than multiple reviews.

• If teams keep the evaluation process the same for the multiple requirements, then
all parties (government and industry) can get through the evaluation process more
efficiently.

Benefits of Use
• Streamlines the review and approval processes for government teams.
• Provides teams a method to issue solicitations concurrently rather than separately.
• Streamlines the evaluation process for government and vendors when using the

same evaluation criteria for each anticipated award on the solicitation.
• Streamlines buying for same or similar requirements.
• Supports portfolio management, regardless of scope, across programs or agency

requirements.
• SMALL BUSINESS BENEFIT: Includes multiple requirements into one solicitation,

FAR and Non-FAR

arrow-up Back to the PTAI Table
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thus reducing the probability of missing a requirement issued by the government 
and increasing strategic participation in the acquisition by the small business 
community.

Use Case and Documentation
• Solicitation: DHS CBP TASPD Unrestricted RFQ
• Solicitation: DHS CBP TASPD Small Business RFQ
• Solicitation: DHS ICE LEIDS RFP & PWS
• Solicitation: DHS TSA ATSS RFQ
• Webinar: PIL Webinar #64 – One Solicitation To Rule Them All
• Overview: DHS PILCast #16

Related Cards: N/A

arrow-up Back to the PTAI Table

https://www.youtube.com/watch?v=PmOA9lLhaLA&t=35s
https://www.youtube.com/watch?v=5gCDgC75ypI&t=94s
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20DHS%20CBP%20TASPD%20Unrestricted%20RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20DHS%20CBP%20TASPD%20Small%20Business%20RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20DHS%20ICE%20LEIDS%20RFP%20%26%20PWS.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20DHS%20TSA%20ATSS%20ITSS%20RFQ.pdf
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Highest Technically Rated Offeror with Reasonable 
Price (HTRO-RP)

Summary
The Highest Technically Rated Offeror with Reasonable Price (HTRO-RP) flips the script 
on what to prioritize when expediting selection decisions.

Description
This practice allows award to the highest technically rated offer that is also found to 
have a reasonable price without using trade-offs between cost or price and technical. 
This practice ranks or rates offerors according to technical factors following either the 
Self Scoring Model or a government technical evaluation. Price evaluation of only the 
highest ranked or rated offer proceeds next. Price reasonableness can be determined 
through various techniques such as benchmarking or statistical analysis (within one 
standard deviation of offeror distribution, for example). If the offeror’s price is not 
determined to be fair and reasonable, the offer is rejected and the next highest ranked 
or rated offer is evaluated until award can be made to the highest ranked or rated 
offeror with a fair and reasonable price. 

Agencies have successfully used this technique in FAR 15 and FAR 16.5 procurements. 
Not recommended for acquisitions where cost is a significant consideration. Also not 
recommended for FAR Part 8 actions because of statutory and regulatory requirement 
that best value determinations result in the lowest overall cost alternative (considering 
price, special features, administrative costs, etc.).

Problems Solved
• Promotes efficiency in acquisition through a streamlined selection decision,

especially for knowledge based services where technical ability is of paramount
concern to the point that cost is not used as a comparative discriminator among
offerors.

• Allows technical capability to be prioritized over price and/or cost without requiring
explicit trade-offs between technical and cost that are not likely to change the
outcome.

• Ensures proposed pricing is more accurately associated with proposed quality of
work.

Benefits of Use
• Simplifies the best value determination; provides a streamlined means to make

FAR

arrow-up Back to the PTAI Table
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award to the highest technically rated offeror.
• Accelerates time to award. An agency reported an award time of 79 days after

release of the solicitation compared to 268 days for a comparable procurement.

Use Case and Documentation
• Presentation Deck: AIA_USAF_HTRO-RRP.pdf
• GAO decision: B-418796.pdf
• Solicitation: USAID EPRR (p. 82).pdf
• Solicitation: VA CEDAR IDIQ (para E.8 on p. 109)
• GAO decision: B-413559.pdf

Related Cards
• Self Scoring Model
• Comparative Evaluation

arrow-up Back to the PTAI Table

https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20Presentation%20Deck%20-%20AIA_USAF_HTRO-RRP.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20GAO%20decision%20-%20B-418796.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20Solicitation-%20USAID%20EPRR%20Page%2082.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20Solicitation%2036C10B20R0013%200003.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5.%20GAO%20Decision%20B-413559.pdf
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Modular Contracting

Summary
Break large contracts into several shorter-term, lower dollar procurements.

Description
Modular procurement is a procurement model that breaks what would traditionally be 
a large, monolithic contract into several shorter-term, lower dollar amount contracts. 
When combined with human-centered and agile practices, it can mean allowing those 
who use your services to use portions of the new software faster.

Problems Solved
As the government needs to more closely monitor the performance of smaller contracts, 
they can help remedy problems to avoid cost overlays and drawn out schedules. In 
contrast, the vast majority of larger projects are overbudget or failing

Benefits of Use
• Modular procurement makes it easier to manage software development by

segmenting risk
• This acquisition strategy permits isolated failure in one unit of many units, rather

than letting it impact the entire project
• Because each project is smaller, they are easier to comprehend and manage, making

problems and risks smaller so you can recognize and resolve them more easily
• SMALL BUSINESS BENEFIT: Smaller contracts provide small businesses more

manageable opportunities better aligned with their capabilities

Use Case and Documentation
• Solicitation - DHS CWMD HAIBP Backpacks RFP
• Workforce Guide: GSA 18F - Managing Modular Contracts

Related Cards
• Down-Selects

FAR

arrow-up Back to the PTAI Table

https://18f.gsa.gov/tags/modular-contracting/
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/DHS_CWMD_HAIBP_Backpacks_RFP.pdf
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On/off ramp

Summary
Addition and removal of contractors on multiple-award contracts.

Description
This process allows for the Government to remove non-performing contractors, add new 
contractors during “open seasons”, etc. Too often multiple-award IDIQs or BPAs have 
contractors that are either not competing for work or require more competition in out 
years. Here the Government has the flexibility to address issues of performance and 
competition after the IDIQ or BPA has been awarded, not just prior to award.

Problems Solved
With long periods of performance, a multiple-award contract (MAC) may become less 
useful over time, reducing access to innovative, best-suited vendors who actively 
participate in the procurement process.

Benefits of Use
• Maintains access to the best solutions
• Incentivizes vendors to engage in the procurement process
• SMALL BUSINESS BENEFIT: Gives small business offerors more opportunities

to enter an agency’s supplier base by gaining a spot on the contract vehicle after
initial competition and award rather than being ‘locked out’ of the market as a prime
contractor for a number of years

Use Case and Documentation
• Job Aid: On and Off-ramp procedures for BPAs
• Solicitation: GSA OASIS IDIQ RFP
• Announcement: HHS NIH CIOSP3 SB

Related Cards
• Down-Selects
• Modular Contracting

FAR

arrow-up Back to the PTAI Table

https://www.gsa.gov/cdnstatic/Final%20Conformed%20OASIS%20Solicitation.pdf
https://nitaac.nih.gov/about/news-and-media/announcements/nih-makes-more-cio-sp3-ramp-awards
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20On_and_Off-ramp_procedures_for_BPAs.pdf
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Rates Only for Pricing Evaluations (ROPE)

Summary
Streamline pricing by asking vendors to submit their best hourly rates, then apply the 
rates to a Government developed estimate, in hours, for each labor category

Description
The Rates Only for Pricing Evaluations (ROPE) methodology alleviates the burden on 
vendors submitting complex pricing submissions and on contracting officers when 
evaluating these submissions as part of establishing an indefinite-delivery indefinite-
quantity (IDIQ) contract or blanket purchase agreement (BPA).

Prior to the issuance of the solicitation, the Government creates a realistic estimated 
number of hours or a scenario of the labor categories or CLINs to evaluate pricing. In 
contrast to typical practice, the Government does not share the number of hours with 
the vendors. Instead, the Government asks vendors to submit only the rates, for the 
price submission factor, of the requested labor categories for the parent award, using 
the same scenario or estimate for all price evaluations. The submitted rates by the 
vendors are evaluated by the Government and inputted into the estimated hours or 
scenario to come up with the total evaluated price for each vendor. The total evaluated 
price is used for evaluation purposes only. All proposed labor categories and rates are 
incorporated into the final award. The scenario and results are shared with vendors as 
a part of their debriefing or when being given a brief explanation of the award decision. 
ROPE is recommended for use when using a best-value tradeoff to award single-award 
IDIQs and BPAs and may be used in a multiple-award environment.

ROPE is highly recommended for labor hour or time-and-materials type IDIQs or BPAs 
and may be used for other contract types. This technique should not be used for the 
award of orders against an existing IDIQ or BPA.

Consider this text in your next solicitation: “To help select the best value Quoter for this 
BPA [or IDIQ] opportunity, the Government will use the hourly rates from the BPA [or IDIQ] 
LCAT Pricing Rate Worksheet/Excel Spreadsheet. The Government will apply those rates to 
an estimated number of hours for each labor category to arrive at a total evaluated price. 
Quoters shall submit the attached pricing worksheet.”

OR

“All vendors must complete the LCAT Pricing Rate Worksheet by completing all cells 

FAR

arrow-up Back to the PTAI Table
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not already filled-in by the Government. The Government will then apply those rates to 
a sample task order scenario to arrive at a total evaluated price to use in the best-value 
tradeoff analysis. The estimate [or ceiling] provided in the solicitation may assist in coming 
up with discounted rates for the base period and all option periods. The Government will 
not disclose this sample task order scenario with vendors.”

Problems Solved
• Streamlines the submission of pricing for vendors.
• Enables contracting officers to perform a more efficient evaluation of vendor price

submissions.
• Reduces the gamesmanship in pricing submissions.

Benefits of Use
• Streamlines the solicitation, evaluation, and award process. Eliminates the need for a

full “sample task order” and instead focuses only on the realistic scenario pricing.
• Streamlines and reduces the complexity of the vendor’s price proposal submission.
• Reduces the burden for the government during price evaluation and streamlines

time to award. The government evaluates the rates and discounts submitted for
the life of the parent vehicle and applies the vendor rates to the estimated hours or
scenario.

Use Case and Documentation
• Guide: DHS PIL Innovation Technique 16 (Rates Only Pricing), The Next Level Workbook
• Solicitation: DHS CBP Investment Analysis Office RFQ (FAR 8.4)
• Sample Price Sheet: DHS CBP Investment Analysis Office Price Sheet
• GAO Decision: DCSA Rates Only Pricing
• Sample: DCSA Instructions to Offerors
• Sample: DCSA Evaluation Process
• Sample: DCSA Price Workbook
• Sample: USDA Technique Example
• Sample Evaluation: USDA Pricing Evaluation Worksheet (5 Scenarios)

arrow-up Back to the PTAI Table

https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20DHS_Rates%20Only%20Pricing%20-%20Innovation%20Technique%2016%20-%20The%20Next%20Level%20Workbook.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20Attachment%202%20RFQ%2003C20Q0017%20Instructions%20for%20IAO%20BPA%2004202020%20%281%29.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20Attachment%204%20Pricing%20Worksheet%20for%20IAO%20BPA%20RFQ%2003C20Q0017.xls
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/7.%2014%20Price%20Workbook_A04.xlsx
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/10.%20USDA%20Pricing%20Evaluation%20Worksheet.xlsx
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20723705.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5.%2001%20Instructions%20to%20Offerors%20%28R0003%29_A06.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/6.%2002%20Evaluation%20Process%20%28R0003%29_A05.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/8.%20USDA%20ROPE%20Example.pdf
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Remote Acquisitions

Summary
New or existing technology is leveraged to facilitate all phases of the acquisition 
lifecycle.

Description
Agencies conduct mission essential acquisition activities virtually and remotely, 
leveraging new or existing technology and tools. Virtual and other remote acquisition 
activities include i) online industry conferences, ii) phone interviews, iii) virtual site visits 
and inspections, iv) video proposals, and v) virtual oral presentations and consensus 
evaluations.

Problems Solved
• Innovative virtual and remote activities with online tools and telephone devices can

be highly beneficial when in person activities are not practical or possible, with
emergency acquisitions (FAR Part 18) or when stakeholders are geographically
dispersed.

• In the face of a pandemic, such as COVID-19, remote acquisitions represent not
just more efficient practices, but a necessary mechanism to prevent unnecessary
disruptions to soliciting new work and enabling continued contract awards in
support of pressing mission requirements in a manner that is consistent with the
HHS Centers for Disease Control’s guidance and shelter-in-place orders.

• Alternative authorities, such as challenges and prize competitions and commercial
solutions opening pilots, combined with virtual and other remote activities may help
with ideation processes to solve urgent mission needs.

Benefits of Use
• Accelerates time to award.
• Reduces administrative burden.
• Reduces barriers to entry.
• Enables more effective decision-making.
• Enables procurements to continue where they might otherwise be stopped, such as

to comply with social distancing guidance for public health safety.
• SMALL BUSINESS BENEFIT: Allows new entrants, recent entrants, and small

businesses to participate in federal contracting opportunities who might not be able
to otherwise on equal footing as to established contractors.

FAR and Non-FAR

arrow-up Back to the PTAI Table
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Use Case and Documentation
• Solicitation: DHS FEMA Video Proposal for Software Design and O&M
• Solicitation: DHS FEMA Video Proposal for Technology Prototype
• Solicitation: DHS CBP Phone Interview for Services
• Solicitation & Case Study: VA TAC Virtual Technical Demonstration for

Coding Artifacts
• Solicitation & Case Study: VA TAC Virtual Technical Demonstration for

Mobile Application
• Solicitation: VA TAC Virtual Post Award Kick Off
• Workforce Guide: USAID Tips for Virtual Requirements Development
• Website: US Army Challenge for COVID-19 Ventilators
• Commercial Solutions Opening: DHS Teleconference or Videoconference

Related Cards
• Oral Presentations
• On-the-spot Consensus

arrow-up Back to the PTAI Table

https://www.xtech.army.mil/competition/covid-19-ventilator-challenge/
https://sam.gov/opp/7319f05fec5e43beb37574360e1e54f3/view?keywords=CSOP-HQ-CV-20-00001&sort=-relevance&index=&is_active=true&page=1
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1a.%20DHS_FEMA_NFIP_TORP.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2a.%20DHS_FEMA_GMM_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3a.%20Phone_Interviews-DHS_Customs_and_Border_Protection-FSS_solicitation_for_ground_transportation_guard_services.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4a.%20Solicitation_and_Case_Study_Virtual_Tech_Demo_Coding_Exercise.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5a.%20Solicitation_and_Case_Study-Virtual_Tech_Demo_Mobile_Application.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/6a.%20VA_TAC_solicitation_36C10B20Q0035_VFS_CMS_optional_virtual_award_kick_off.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/7a%20.%20Virtual_Requirements_Development-USAID-Tips_to_Facilitate_Sessions.pdf
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Self Scoring Model

Summary
Industry evaluates themselves and provides documentation to the government for 
validation.

Description
Self-certification, or a self-scoring system, puts the burden of proving the contractor’s 
capabilities on them instead of the Government. Bidders score themselves on one or 
more factors and provide documentation to support their assertions.

Problems Solved
Awarding large multiple-award IDIQs or BPAs is an arduous process. Many vendors may 
submit proposals while few are actually qualified. It falls to the contracting officer to 
separate them.

Benefits of Use
• Incentivizes non-qualified bidders to avoid submitting a proposal
• Reduces administrative workload in verifying credentials
• Creates a true “apples-to-apples” comparison among bidders

Use Case and Documentation
• Solicitation: GSA OASIS IDIQ RFP
• Solicitation: DHS CBP TACCOM 2 RFP
• Solicitation: GSA VETS2 (Sections L&M p.74)
• Template: GSA VETS2 Self-Scoring Worksheet

Related Cards
• Comparative Evaluation
• Confidence Rating
• Oral Presentations

FAR

arrow-up Back to the PTAI Table

https://www.gsa.gov/cdnstatic/Final%20Conformed%20OASIS%20Solicitation.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20DHS_TACCOM_RFP.PDF
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/GSA_VETS2_J.P-5_Document_Verification_and_Self_Scoring_Worksheet.xlsx
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20GSA_VETS2_RFP_QTA0016AWA0001.pdf
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Evaluation
Techniques for identifying the best possible solution from industry while making the evaluation process more 
effective.

FARComparative Evaluation

Summary
No ratings assigned! Evaluators compare one offeror to another throughout the 
evaluation.

Description
No ratings are assigned! The evaluators compare one offeror to another, factor by factor 
and then overall at the end. Ideal for task/delivery orders under FAR subpart 8.4 and 
16.505, but also for part 13 simplified acquisitions (incl. subpart 13.5 for commercial 
items up to $7 Million). Not recommended for use under FAR part 15.

Problems Solved
• We don’t get hung up on assigning and defending adjectival ratings
• Recommended text for solicitation: The Government may perform a comparative

evaluation (comparing offers to each other) to select the contractor that is best
suited and provides the best value, considering the evaluation factors in this
solicitation

Benefits of Use
• Allows the source selection authority leeway in determining the method of

evaluation
• Puts the needs of the government above simple FAR part 15 procedure
• This technique can be very powerful and very fast

Use Case and Documentation
• Solicitation: DHS SMT RFQ
• Sample: DHS SMT Comparative Evaluation Award Decision
• Solicitation: DHS S&T Portal RFQ
• GAO Decision: B-417126
• DHS PIL Boot Camp Workbook Innovation Technique #5
• DHS PIL Technique 5 (training video)

Related Cards
• Self Scoring Model
• Confidence Rating
• Down-Selects
• Oral Presentations

arrow-up Back to the PTAI Table

https://www.gao.gov/assets/700/697494.pdf
https://www.youtube.com/watch?v=RCfaKNaRGHE
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20DHS_SMT_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20DHS_SMT_Comparative_Evaluation_Award_Decision.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20DHS_S%26T_Portal_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5.%20PIL_Boot_Camp_workbook-Innovation_Technique_5.pdf
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Confidence Rating

Summary
Evaluators assign holistic ratings rather than strengths, weaknesses, deficiencies, or 
risks.

Description
Confidence ratings are another form of adjectival rating that allow evaluators to assign 
ratings more holistically. May be used in acquisitions under FAR subparts 8.4 (orders/
BPAs under schedules), 15.3 (source selections), and 16.505 (orders under multiple-
award IDIQ contracts); as well as Part13 (Simplified Acquisitions). Only source selections 
under Subpart 15.3 require documentation of relative strengths, deficiencies, significant 
weaknesses, and risks; other acquisitions may use different approaches.

Problems Solved
Adjectival ratings that limit evaluators to a certain rating based on having a certain 
number of “strengths” or “weaknesses” are not flexible, and overly restrict the 
evaluators” ability to assign appropriate ratings. They also cause far too much 
controversy and re-work in our internal review processes

Benefits of Use
• Confidence ratings provide evaluators the ability to look more holistically at the

strong points and weak points of an offer
• Confidence ratings, supported by rationale, are often more helpful to a selecting

official
• SMALL BUSINESS BENEFIT: Evaluates offers holistically to capture raters’ overall

confidence in the offeror’s likelihood to succeed, helping small businesses who may
be stronger overall than some more seasoned larger businesses

Use Case and Documentation
• Solicitation: DHS S&T Portal RFQ
• Solicitation: DHS FLETC FOSS RFP
• Solicitation: DHS CISA NRMC TORFP
• DHS PIL Boot Camp Workbook Innovation Technique #3
• GAO decision: B-415575
• DHS PIL Technique 3 (training video)

Related Cards
• Self Scoring Model
• Comparative Evaluation

FAR

arrow-up Back to the PTAI Table

https://www.gao.gov/assets/690/689826.pdf
https://www.youtube.com/watch?v=TXT3oWhwse0
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20DHS_S%26T_Portal_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20DHS_FLETC_FOSS_RFP.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20DHS_CISA_NRMC_TORFP.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20PIL_Boot_Camp_workbook-Innovation_Technique_3.pdf
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• Down-Selects
• Oral Presentations

Evaluation

arrow-up Back to the PTAI Table
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Down-Selects

Summary
Use multiple phases with smaller numbers of companies proceeding to the next phase.

Description
The solicitation is bifurcated into multiple phases (usually two), with a down-select in 
between the phases. The down-select can be firm or advisory, there are benefits to 
each. The goal is to make Phase 1 light, while saving the heavy technical submission and 
price to Phase 2 with a smaller number of offerors.

Problems Solved
• The offeror gets quick feedback on a light but meaningful Phase 1 Factor which can

help inform their decision to move forward with a Phase 2 submission based on the
instruction or recommendation from the Government

• The Government does not get as overwhelmed with bulky proposal submissions,
resulting in a streamlined process and cleaner documentation at the very end

Benefits of Use
• More streamlined evaluations
• Reduced bid and proposal costs
• Cleaner/reduced documentation for the Government in evaluations
• Quicker feedback to offerors to help them make timely decisions with their bid and

proposal costs
• SMALL BUSINESS BENEFIT: Earlier feedback to offerors reduces bid and proposal

costs for small businesses so they can focus their resources more effectively on
acquisitions where they have the greatest likelihood of succeeding

Use Case and Documentation
• Solicitation: DHS USCG AUXDATA BPA RFQ (all documents)
• Sample: Down Select Letter_Sample Out
• Sample: Down Select Letter_Sample In
• Solicitation: DHS S&T Portal RFQ
• Solicitation: DHS FEMA NFIP TORP
• Solicitation: DHS CBP DCSS RFP
• Solicitation: VA Veterans Platform RFQ
• DHS PIL Boot Camp Workbook Innovation Technique #4
• Solicitation: Pilot IRS Solicitation
• DHS PIL Technique 4 (training video)
• Solicitation: USPTO PEDS Request for Quote

FAR

arrow-up Back to the PTAI Table

https://www.youtube.com/watch?v=WCcJze7OIpk
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20DHS_USCG_AUXDATA_BPA_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20Down_Select_Letter_Sample_Out.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20Down_Select_Letter_Sample_In.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20DHS_S%26T_Portal_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5.%20DHS_FEMA_NFIP_TORP.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/6.%20DHS_CBP_DCSS_RFP.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/7.%20VA_Services_Platform_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/8.%20PIL_Boot_Camp_workbook-Innovation_Technique_4.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/9.%20Pilot_IRS.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/11.%20USPTO%20PEDS%20RFQ%20_Redacted_0.pdf
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• Solicitation: Department of Education’s Advisory Down-Select, G5 RFQ and
Instructions to Offerors (pg. 21-38)

Related Cards
• Comparative Evaluation
• Confidence Rating
• Modular Contracting

arrow-up Back to the PTAI Table

https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/12.%20ED%20Advisory%20Down-Select%20Materials%20G5%20RFQ.pdf
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Oral Presentations

Summary
Hear directly from vendors and their technical experts.

Description
Oral presentations (see FAR 15.102) allow the Government to hear directly from the 
vendor and their technical experts about their solutions and create a dialogue.

Problems Solved
Vendors get to showcase their true capabilities while not having to write onerous 
written proposals. Evaluators get to ask questions to the vendors technical experts 
and key personnel while also engaging in interactive dialogue to truly understand 
the proposed solution. Evaluators also save time in evaluations by not having to read 
lengthy written proposals.

Benefits of Use
• Get information directly from vendor’s technical experts
• Allows Government and vendor to ask and answer questions
• Reduce the use of paper proposals where possible
• May reduce bid and proposal costs
• Streamlines the Government’s evaluation process and timeline
• SMALL BUSINESS BENEFIT: Allows small business teams to showcase their

technical expertise,even engaging in a dialogue with Government evaluators, while
avoiding the cost of having to submit a lengthy written technical proposal

Use Case and Documentation
• GAO Decision - Interactive Dialogue in Orals
• Solicitation: DHS S&T Portal RFQ
• Solicitation: DHS FEMA GMM RFQ
• Solicitation: DHS CISA NRMC TORFP
• DHS PIL Boot Camp Workbook Innovation Technique #1
• Workforce Guide: USDA Oral Presentations
• DHS PIL Technique 1 (training video)

Related Cards
• Comparative Evaluation
• Confidence Rating

FAR

arrow-up Back to the PTAI Table

https://www.youtube.com/watch?v=NNPs9Mbjsfs
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20GAO_Decision-Interactive_Dialogue_in_Orals.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20DHS_S%26T_Portal_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20DHS_FEMA_GMM_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20DHS_CISA_NRMC_TORFP.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5.%20PIL_Boot_Camp_workbook-Innovation_Technique_1.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/6.%20USDA_Job_Aid-Oral_Presentation_Information_for_Evaluation_Team_for_posting_update.pdf


48

Evaluation

Technical Demonstrations

Summary
Buyers can see, feel, and test solutions before buying.

Description
Product or technical demonstrations let buyers see, feel, and test solutions before 
buying. True capabilities can be revealed. Can be a stand-alone factor or an element of 
the oral presentation.

Problems Solved
Seeing the solution in action provides more verifiable information than reading about it 
on paper. Vendors can more easily showcase their solutions

Benefits of Use
• Can streamline the selection process, lower bid and proposal costs, etc.
• Testing or inspection can be included as an independent evaluation factor
• Allows end-users to be part of the demonstration for useful feedback in the

evaluation process
• SMALL BUSINESS BENEFIT: Allows small business to showcase their product,

system, or team directly with the Government evaluators rather than writing lengthy
written technical proposals about it

Use Case and Documentation
• Solicitation: DHS USCG AUXDATA BPA with all attachments
• Solicitation: DHS ECFS RFQ
• Solicitation: DHS CBP Density Meter RFP and Test Plan
• Solicitation: VA Appeals Modernization RTEP
• DHS PIL Boot Camp Workbook Innovation Technique #2
• DHS PIL Technique 2 (training video)

Related Cards
• Challenge-Based Acquisitions (ChBA)
• Oral Presentations

FAR

arrow-up Back to the PTAI Table

https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20DHS_CBP_Density_Meter_RFP_and_Test_Plan.pdf
https://www.youtube.com/watch?v=oHlkxSAru50
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20DHS_USCG_AUXDATA_BPA_with_all_attachments.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20DHS_ECFS_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20VA_Veterans_Appeals_RTEP.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5.%20PIL_Boot_Camp_workbook-Innovation_Technique_2.pdf
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Award
Identifying the best industry solution given the evaluation criteria while shortening the time to award.

Brief Decision Documents

Summary
A concise award decision document focuses on the material elements of the award 
decision rather than an exhaustive history or duplication of other documents.

Description
Nowhere does the FAR require that a tradeoff analysis or decision document be 
exhaustive or be a certain prescribed length or page count. Lets focus on the actual 
decision to be made instead of incorporating an exhaustive history of other documents 
again into the decision document or duplicating findings that may merely be referenced 
by the selection official.

Problems Solved
• Selection documents that are too long are problematic in several ways

◦ They take too long to write
◦ They take too long in the review process
◦ They have to be re-written too many times
◦ They contain inconsistencies that cause problems later, such as in reviews or in

protests
◦ They distract from the real assignment of writing a concise decision document

Benefits of Use
• Is easier for the drafter to write, easier for the selecting official to read and

understand, and easier for reviewers to review
• May be re-written fewer times
• Focuses on what is really important (the selection decision)
• May be easier to defend in a protest.

Use Case and Documentation
• Sample: Decision Document Comparative Evaluation
• Sample Decision Document with Best Suited
• Sample Decision Document
• XXXX Sample Decision Document
• DHS PIL Innovation Technique #8
• Pilot IRS DATA Act Improvements Basis for Award
• DHS PIL Technique 8 (training video)

Related Cards: Releasing the Selection Decision Document

FAR

arrow-up Back to the PTAI Table

https://www.youtube.com/watch?v=dHBokMeLNaw
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20Decision_Document_Comparative_Evaluation.PDF
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20Decision_Document_with_best-suited.docx
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20Sample_Decision_Document.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20XXXX-Decision_Document.docx
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5.%20PIL_Boot_Camp_workbook-Innovation_Technique_8.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/6.%20Pilot_IRS_DATA_Act_Improvements_Basis_for_Award.pdf
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On-the-spot Consensus

Summary
Immediate consensus evaluation in conjunction with oral presentations or a reading of 
the proposal.

Description
The evaluation team reads the proposal (or attends the oral presentation) and then, as 
a group, evaluates the proposal and immediately documents the evaluation decision in 
real time before starting the evaluation of the next proposal.

Problems Solved
Individual evaluation reports, prior to consensus, can unnecessarily delay the evaluation 
timeline and increase the risk of including individual findings, not intended to be 
supported by the consensus team, in the consensus evaluation report

Benefits of Use
• Keeps documentation clear to support the decision and not deliberations
• SMALL BUSINESS BENEFIT: Reduced evaluation time puts less burden on small

businesses waiting for award results

Use Case and Documentation
• Phase 1 Experience OTS Consensus Worksheet - SOME
• Phase 1 Experience OTS Consensus Worksheet - LOW
• Phase 1 Experience OTS Consensus Worksheet - HIGH
• DHS USCIS JETS Factor 4 TEC report samples
• DHS PIL Boot Camp Workbook Worksheet Sample - Pg 26
• DHS PIL Innovation Techniques #7
• DHS PIL Technique 7 (training video)

Related Cards
• Remote Acquisitions
• Oral Presentations
• Select Best-Suited, then Negotiate

arrow-up Back to the PTAI Table
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https://www.youtube.com/watch?v=ZfKR3IY_VFA
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20Phase_1_Experience_OTS_Consensus_Worksheet-SOME.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20Phase_1_Experience_OTS_Consensus_Worksheet-LOW.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20Phase_1_Experience_OTS_Consensus_Worksheet-HIGH.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20DHS_USCIS_JETS_Factor_4_TEC_report_samples.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5.%20DHS_PIL_Boot_Camp_Workbook_Worksheet_Sample-Pg_26.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/6.%20PIL_Boot_Camp_workbook-Innovation_Technique_7.pdf
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Oral Debriefings

Summary
An effective way to inform unsuccessful offerors of the award decision rationale.

Description
Contracting officers may hold misconceptions about the effectiveness and outcomes of 
in-person oral debriefings. When done properly, the oral debriefing to inform offerors of 
why an award decision was made can be an extremely effective tool.

Problems Solved
Clarity and trust in the award process

Benefits of Use
• Government can instill confidence in the acquisition decision and communicate

adherence to its contracting process
• Offerors are motivated to better understand the process while gaining additional

insight to improve future proposals
• Contracting Officers and Program Managers can apply a successful approach

through dry runs in a learning environment which brings positive reinforcement
• Reduced protests
• SMALL BUSINESS BENEFIT: More clarity and understanding of the award decision

helps small businesses compete more effectively for future work

Use Case and Documentation
• DHS USCIS JETS Group Oral Debriefing Script
•  OFPP - Further Improving Industry Communication with Effective Debriefings
• DHS PIL Boot Camp Workbook Innovation Technique #10

Related Cards: Releasing the Selection Decision Document

FAR
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https://obamawhitehouse.archives.gov/sites/default/files/omb/procurement/memo/myth-busting_3_further_improving_industry_communications_with_effectiv....pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/1.%20DHS_USCIS_JETS_Group_Oral_Debriefing_Script.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20PIL_Boot_Camp_workbook-Innovation_Technique_10_Group_Oral_Debriefings.pdf
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Select Best-Suited, then Negotiate

Summary
Interjecting negotiations with the prospective awardee following selection, yet prior to 
award.

Description
Once the Government has completed its entire evaluation in accordance with the 
process established in the solicitation, and has conducted its tradeoff analysis, the 
Government selects the apparently successful offeror/quoter. The Government then 
can communicate solely with that offeror/quoter to negotiate any remaining terms 
(technical and price) and finalize an award. Ideal for task/delivery orders under FAR 
subpart 8.4 and 16.505, but also for part 13 simplified acquisitions (incl. subpart 13.5 for 
commercial items up to $7 Million). Not recommended for use under FAR part 15.

Problems Solved
Too often the Government makes an award still with questions on an offeror’s technical 
or price submission but is afraid of negotiating with just that offeror. In the same light, 
Offeror’s receive an award and go to the kickoff meeting with assumptions, etc., not yet 
clarified by the Government.

Benefits of Use
• Better understanding and expectations from the Government and Offeror after

award
• SMALL BUSINESS BENEFIT: Pre-award negotiations help ensure alignment

between the government and small businesses thereby reducing costly
inefficiencies and avoiding suboptimal award decisions

Use Case and Documentation
• Video: DHS PIL Technique 6 (training video)
• DHS PIL Innovation Techniques #6
• Workforce Guide: DHS Award Decision Document Redacted
• Workforce Guide: Award Decision Document Redacted
• Solicitation: DHS S&T Request for Quote
• Solicitation: DHS OPO HART Request for Proposal (RFP) pg. 156
• Solicitation: DHS USCG ISD Fair Opportunity Notice (FON), pg. 17
• DHS USCG ISD Documentation
• Solicitation: VA VA.gov Request for Quote (RFQ) pg. 53
• GAO Decision: B-415514 (DHS OPO HART)
• GAO Decision: DHS USCG ISD
• GAO Decision: Treasury BFS TTB

FAR
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https://www.youtube.com/watch?v=f5WwSzydUPU
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/2.%20PIL_Boot_Camp_workbook-Innovation_Technique_6.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/3.%20XXXX-Decision_Document-Redacted.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/4.%20Award_Decision_with_best-suited_REDACTED.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/5.%20S%26T_Portal_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/6.%20HART_RFP_HSHQDC-16-R-00080.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/7.%20AMD%20002-70Z03819RM0000001-FON.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/8.%20DHS%20-%20USGC.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/9.%20VA_VA.gov_RFQ.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/11.%20GAO%20Decision%20DHS%20USCG%20ISD.pdf
https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/12.%20TTB%20SBSTN%20B-418876.pdf
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•      GAO Decision: Department of Justice, BPA under GSA Federal Supply Schedule

Related Cards
• Brief Decision Documents
• On-the-spot Consensus
• Releasing the Selection Decision Document

arrow-up Back to the PTAI Table

https://ag-dashboard.acquisitiongateway.gov/system/files/ptai/2023-12/13.%20b-419737.3%20International%20Center%20for%20Language%20Studies%20Inc..pdf
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Post Award
Improving communication with offerors following contract award and improving better contractor performance.

Award Term Incentives

Summary
Motivate contractors with additional periods of performance.

Description
Agencies use additional periods of performance, known as award term incentives, 
to motivate vendors to deliver better performance, usually in service contracts with 
objective performance measures. Award Terms may be awarded using standardized 
scoring methodologies in performance evaluations and are most impactful when care 
is taken to guard against grade-inflation, relaxed rating standards and over reliance on 
subjective performance measures. When used, award terms should be administered 
separate and distinct from traditional option periods and award fees.

Problems Solved
This practice encourages superior, contractor performance in excess of minimum 
requirements -- beyond what may typically be incentivized through the exercise of 
an option. Provides additional means of incentivizing performance on challenging 
programs or programs involving a heavy investment of capital. Reduces the 
administrative burden on high-performing contractors in securing additional work while 
allowing them to build a stronger track record for future competitions.

Benefits of Use
• Agencies and vendors alike suggest award term incentives may be more motivating

than traditional fees
• Motivates higher levels of performance
• Fosters contractor capital investment
• Increases the desirability of the award, thus potentially increasing competition
• Can both reward superior performance and save the agency time and money by

spreading out the cycle for re-competition

Use Case and Documentation
• Policy: Department of Energy
• Appraisal Process: Department of Energy
• Awards: Department of Energy
• Template: US Digital Service draft RFQ (SalesForce BPA Call, see section 5 on p.3)
• FAR Supplement: NASA
• Statute: Department of Education Acquisition Regulation
• Reference Document: Department of Energy Overview of Award Term

Related Cards: Modular Contracting

FAR
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https://www.energy.gov/sites/prod/files/70.15_Management_and_Operating_Contractor_Incentives_1.pdf
https://science.osti.gov/lp/Laboratory-Appraisal-Process
https://science.osti.gov/csc/Services/Acquisition-and-Assistance/Management-and-Operating-Contracts
https://techfarhub.cio.gov/learning-center/samples/
https://www.hq.nasa.gov/office/procurement/regs/pn/pn17-15.pdf
https://www.law.cornell.edu/cfr/text/48/3416.470
https://ag-dashboard.gsa.gov/system/files/ptai/2023-12/Reference%20Document_DOE%20Award%20Term%20Overview.pdf
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Releasing the Selection Decision Document

Summary
Release of the government award rationale facilitates and enhances the debriefing 
process.

Description
Release of the selection decision document following contract award. This occurs after 
proprietary, and procurement sensitive information are redacted from the document. 
Release could also be made of the tradeoff analysis alone or of the consensus 
evaluation reports only. Release of the information can be made directly to the offerors 
involved in the procurement or more broadly on the agency’s public website. This 
practice can occur as part of the debriefing process or following closure of the protest 
period. There are no regulatory prohibitions against this type of sharing after award.

Problems Solved
Eliminates or reduces guesswork as to the technical merit and trade-offs decisions 
made by the government in a competition.

Benefits of Use
• Increases transparency between industry and government
• Can reduce an unsuccessful offeror’s inclination to protest solely out of a need for

more information that the government has readily available
• Ensures the government is mindful about the documentation it produces
• Encourages the government to keep documentation reasonable, concise, and brief.
• SMALL BUSINESS BENEFIT: More clarity and understanding of the award decision,

or the technical evaluation reports, helps small businesses compete more effectively
for future work

Use Case and Documentation
• NASA FAR Supplement 1815.308 sub paragraph (3)
• NASA COMETS Award
• NASA CLPS Award
• NASA NOIS2 Award
• NASA HLS BAA
• Consolidated NASA Decision Documents

Related Cards
• Brief Decision Documents
• Oral Debriefings
• Select Best-Suited, then Negotiate

Post Aw
ard
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https://www.acquisition.gov/nfs/part-1815-contracting-negotiation
https://sam.gov/opp/5d6a3f8b7f267ec8c936fc1b03e6f98c/view?keywords=%22RFP%20NNC17ZFD015R%22&sort=-relevance&index=&is_active=true&page=1
https://sam.gov/opp/a2d94b92d584c582d5b472c31880c239/view?keywords=clps&sort=-relevance&index=&is_active=true&page=1
https://sam.gov/opp/f6b0e819ced74a9fa590340af1b18334/view?keywords=nois2&sort=-relevance&index=&is_active=true&page=1
https://sam.gov/opp/7e3ad9e2ec964008a7f419ae8a8511a4/view
https://ag-dashboard.gsa.gov/system/files/ptai/2023-12/Consolidated%20NASA%20SSA%20Decision%20Docs.pdf
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This page is for reference only and is not an interactive submission page. This page represents the add 
innovations page that existed with the original PTAI website when it was hosted on the FAI.gov platform, 
but it is no longer accessible. The goal is for the new PTAI site to have a similar feature.

Welcome to the Periodic Table of Acquisition Innovations submission page.

We are eager to receive your innovative practices. In this context, innovation is defined as a technique 
that brings value to the customer where it did not exist before. An innovation may be a new, modern, 
or reimagined business practice. Outcomes generally accelerate time to award, reduce delivery time, 
improve customer satisfaction, generate cost savings and/or reduce barriers to entry.

Please select an action* - Select -

LIGHTBULB Helpful Tip
For each entry you wish to submit (Add a new Innovation or Edit an existing Innovation), select the action from the drop-down box, 
complete the fields in the form, and submit your information.

square Add a new Innovation
square Edit an existing Innovation

Total Group* - Select -

LIGHTBULB Helpful Tip
Select the acquisition phase or authority in which the innovation should appear. Note: Alternative Authorities are strategies or 
statutory flexibilities and practices which are generally not frequently used and considered during the acquisition planning.

square Alternative Authorities
square Market Research
square Solicitation
square Evaluation
square Award
square Post Award

Innovation Title* [Content limited to 50 characters, remaining: 50]

LIGHTBULB Helpful Tip
Enter a short paragraph (2-4 sentences) describing the innovation. When editing the current description, please make the changes 
in bold.

Lorem Ipsum

Summary* [Content limited to 1,000 characters, remaining: 1,000]

LIGHTBULB Helpful Tip
Enter a short summary or synopsis of the innovative practice. This text is shown when users hover over the title on the Periodic Table 
home page. When editing the current summary text, please make the changes in bold.

Lorem Ipsum

Problems Solved* [Content limited to 1,000 characters, remaining: 1,000]

LIGHTBULB Helpful Tip
Enter in bullet point format problems solved by this innovation. When editing the current problems solved, please make the changes 
in bold.

Lorem Ipsum

arrow-up Back to the PTAI Table
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Benefits of Use* [Content limited to 50 characters, remaining: 50]

LIGHTBULB Helpful Tip
Enter in bullet point format the benefits of using this innovation such as reduced time to award, improved customer satisfaction, and 
lowered barriers to entry and briefly describe the results. When editing the current benefits of use, please make the changes in bold.

Lorem Ipsum

What makes this innovative?* [Content limited to 1,000 characters, remaining: 1,000]

Lorem Ipsum

FAR or Non FAR

square FAR
square Non FAR
square FAR and Non FAR

Filters

square Small Business

Is there a website where your innovation can be linked?

square Yes
square No

Do you have any documentation to illustrate the innovation further?

square Yes
square No

Do you have any documentation to illustrate the innovation further?

LIGHTBULB Helpful Tip
If you would like the Periodic Table of Acquisition Innovations team to consider additional information about your entry, please let us 
know. These comments are not intended to be displayed on the portal.

Lorem Ipsum

Role* - Select -

square Contracting Officer
square Project/Program Manager
square Policy Analyst
square Leadership
square Other

First Name*

Last Name*

Email*

 Lorem Ipsum

 Lorem Ipsum

 Lorem Ipsum

arrow-up Back to the PTAI Table
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Agency* - Select -

square Agency for International Development (USAID)
square Department of Agriculture (USDA)
square Department of Defense (DOD)
square Department of Education (Education)
square Department of Energy (DOE)
square Department of Health and Human Services (HHS)
square Department of Homeland Security (DHS)
square Department of Housing and Urban Development (HUD)
square Department of Justice (DOJ)
square Department of Labor (DOL)
square Department of State (State)
square Department of the Interior (DOI)
square Department of the Treasury (Treasury)
square Department of Transportation (DOT)
square Department of Veterans Affairs (VA)
square Environmental Protection Agency (EPA)
square Executive Office of the President (EOP)
square General Services Administration (GSA)
square National Aeronautics and Space Administration (NASA)
square National Science Foundation (NSF)
square Nuclear Regulatory Commission (NRC)
square Office of Personnel Management (OPM)
square Small Business Administration (SBA)
square Social Security Administration (SSA)
square Small Agency Council (SAC)
square Other

Organization* [Content limited to 50 characters, remaining: 50]

LIGHTBULB Helpful Tip
Enter your agency bureau or component and office name.

Lorem Ipsum
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Citation
FAI, “Periodic Table of Acquisition Innovations: An Introductory Tutorial,” FAI Media 
Library, accessed October 16, 2023 20:49, https://fai.gov/media-library/item/periodic-
table-acquisition-innovations-introductory-tutorial.

Summary
This video guides users through existing features of the knowledge management 
portal, where members of the acquisition community share examples of their innovative 
techniques and automations. Users report the innovative practices on this site 
accelerated time to award, reduced delivery time, improved customer satisfaction, and/
or reduced barriers to entry.

Description
The purpose of the Periodic Table of Acquisition Innovations is to increase the use of 
innovative acquisition techniques and automations. The goal is to continually collect 
and share innovative practices tested and applied by acquisition teams. The intended 
primary users of the portal are contracting professionals and integrated project team 
members, creating a means to engage more effectively with stakeholders including 
prospective government contractors and improving acquisition outcomes.

arrow-up Back to the PTAI Table

https://www.youtube.com/watch?v=XH6QC1RfiG4&t=1s
https://fai.gov/media-library/item/periodic-table-acquisition-innovations-introductory-tutorial
https://fai.gov/media-library/item/periodic-table-acquisition-innovations-introductory-tutorial
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Periodic Table of Acquisition Innovations 
Feedback

This page is for reference only and is not an interactive feedback page. This page represents the 
feedback page that existed with the original PTAI website when it was hosted on the FAI.gov platform, but 
it is no longer accessible. The goal is for the new PTAI site to have a similar feature.

1. Which role best describes your position?*

1a. Please select
square Government
square Industry

2. Please indicate the degree to which you Strongly Disagree (1) or Strongly Agree (5) with each of the
following statements regarding the Periodic Table of Acquisition Innovations:*

2a. Table will be useful to me in my work
square Strongly Disagree (1)
square Disagree (2)
square Undecided (3)
square Agree (4) 
square Strongly Agree (5)

2b. The Table will help me learn about innovative acquisition methods
square Strongly Disagree (1)
square Disagree (2)
square Undecided (3)
square Agree (4) 
square Strongly Agree (5)

2c. The Table will enable me to apply innovative acquisition methods
square Strongly Disagree (1)
square Disagree (2)
square Undecided (3)
square Agree (4) 
square Strongly Agree (5)

3. Please provide any additional feedback about the Periodic Table of Acquisition Innovations.*

4. Please provide your contact information:

First Name         Lorem Ipsum

Last Name         Lorem Ipsum

Work Email        Lorem Ipsum

arrow-up Back to the PTAI Table


	Periodic Table of Acquisition Innovations
	About
	Alternative Authorities
	Commercial Solutions Opening
	Joint Venture Partnership
	Other Transactions
	Prize Competitions
	Small Business Innovation Research (SBIR)
Phase I-II Competitions
	Small Business Innovation Research (SBIR) Phase III Sole Source Award

	Market Research
	Affordability
	Facilitated Requirements Development Workshop
	Interactive Q&A
	One on Ones
	Reverse Industry Day


	Solicitation
	Betterment
	Broad Agency Announcement
	Challenge-Based Acquisitions (ChBA)
	Commercial Simplified Development Procedures
	Discovery
	Enhanced Contract Type Conversion
	Fusion Procurements
	Highest Technically Rated Offeror with ReasonablePrice (HTRO-RP)
	Modular Contracting
	On/off ramp
	Rates Only for Pricing Evaluations (ROPE)
	Remote Acquisitions
	Self Scoring Model

	Evaluation
	Comparative Evaluation
	Confidence Rating
	Down-Selects
	Oral Presentations
	Technical Demonstrations

	Award
	Brief Decision Documents
	On-the-spot Consensus
	Oral Debriefings
	Select Best-Suited, then Negotiate

	Post Award
	Award Term Incentives
	Releasing the Selection Decision Document

	Periodic Table Submission
	Periodic Table of Acquisition Innovations: An Introductory Tutorial
	Periodic Table of Acquisition Innovations Feedback




Page 1 of 26 


Low Altitude Autonomous Safety and Situational Awareness for Officers 
COMMERCIAL SOLUTIONS OPENING PILOT PROGRAM (CSOP)  


GENERAL SOLICITATION 


March 11, 2019 







 
Page 2 of 26 


 
 


 


 
Table of Contents 


 
1.0 GENERAL INFORMATION ............................................................................................. 3 
2.0 PROJECT DESCRIPTION ................................................................................................. 3 
3.0 SOLUTION BRIEF SUBMISSION REQUIREMENTS ................................................. 11 
3.1 SUBMISSION REQUIREMENTS .................................................................................. 11 
3.2 WRITTEN SOLUTION BRIEF REQUIREMENTS ....................................................... 11 
3.2.1 CONTENT OF SOLUTION BRIEF ................................................................................ 11 
3.2.2 PROPRIETARY MARKINGS ......................................................................................... 12 
4.0 EVALUATION OF SOLUTION BRIEFS ....................................................................... 12 
5.0 PROPOSAL SUBMISSION ............................................................................................. 15 
6.0 INVOICES AND PAYMENTS ........................................................................................ 16 
7.0 TERMS AND CONDITIONS .......................................................................................... 18 
  







 
Page 3 of 26 


 
 


 


 Low Altitude Autonomous Safety and Situational Awareness for Officers (LASO) 
COMMERCIAL SOLUTIONS OPENING PILOT PROGRAM (CSOP)  


GENERAL SOLICITATION 
 
 
1.0 GENERAL INFORMATION 
 
1.1 BACKGROUND 
 
1.1.1 This is a procurement action using the commercial solutions opening (CSO) procedure in 
accordance with Section 880 of the National Defense Authorization Act (NDAA 880) for Fiscal 
Year 2017, Title VIII, §880 (Public Law 114-328) and is subject to the limitations outlined in the 
Department of Homeland Security (DHS) Commercial Solutions Opening Pilot Program (CSOP) 
Guide.  This procurement is part of the Department of Homeland Security (DHS)/Customs and 
Border Protection (CBP) CSO pilot program and is being used to competitively procure innovative 
commercial items, technologies, and services currently in the production/commercialization phase 
as well as new adaptations of existing commercial products. 
 
1.1.2 CBP has developed this pilot program to be implemented outside the normal Federal 
Acquisition Regulation (FAR) requirements to engage both traditional and non-traditional 
Government Contractors, including start-up companies.  This pilot program is intended to promote 
competition, while employing a streamlined procurement approach to address specific needs for 
innovative commercial items.  This pilot program offers a range of advantages to open up the field 
of competition so that the Government and taxpayers benefit from a large pool of solutions at a 
better cost and performance, including: 
 


• General solicitation requiring only minimal corporate and technical information; 
• Fast track vendor selection timelines; 
• Preference for the vendor retaining core intellectual property. 
• Selection made by a peer review process. 


 
2.0 PROJECT DESCRIPTION 
 
U.S. Customs and Border Protections (CBP) mission is “to safeguard America’s borders 
thereby protecting the public from dangerous people and materials while enhancing the 
Nation’s global economic competitiveness by enabling legitimate trade and travel.”  In 
support of this mission, CBP deploys air, land, and marine assets to patrol and safeguard U.S. 
border areas, as well as effectively detect and interdict potential threats beyond our borders. 
 
In order to successfully carry out its mission, CBP requires situational awareness at and 
between Ports of Entry (POE) across a broad spectrum of environments such as desert, 
mountains, forest, and littorals.  In many locations, natural and manmade terrain features, 
coupled with vegetation, negatively impact line of sight and/or the ability for officers and 
agents to communicate.  Further, many CBP operating areas are austere, lack infrastructure 
(power, commercial cellular, structures, etc.), and have highly variable weather conditions.   







 
Page 4 of 26 


 
 


 


 
Recent advancements in commercial technology, such as tethered small Unmanned Aerial 
Systems (sUAS) and other innovative capabilities, may provide CBP the ability to address 
surveillance and communications gaps across multiple missions and environments by 
providing the required elevation to clear line of sight obstacles.  Specifically CBP is seeking 
solutions for the following missions:   
 
Tactical Surveillance  
 
Mission – Highly mobile short range surveillance and/or communications asset that can be 
deployed in response to a cue, to conduct surveillance in an Area of Interest (AOI), and/or to 
serve as a communications node. 
 
Mobile Surveillance and/or Communications Node 
 
Mission #1 – Dedicated surveillance asset that deploys to a given area for one or more 8 hours 
shifts to provide long duration, mid-long range surveillance.  
 
Mission #2 – Dedicated communications asset that deploys to a given area for multiple days 
to simulate an emergency response situation where local communications are down.  
 
Fixed Infrastructure / Re-Locatable (Persistent) 
 
Mission #1 – Dedicated surveillance asset deployed to a location with fixed infrastructure or 
to a point of superior tactical advantage for an extended period of time (multiple days to 
months). 
 
Mission #2 – Dedicated communications asset that deploys to a given area lacking 
power/infrastructure for multiple days (ex. disaster response) 
 
The following Desired Capabilities are a framework for evaluating and selecting commercial 
solutions. The offeror shall develop a solution brief in response to this general solicitation 
which shall demonstrate that their solution at a minimum meets the desired salient capabilities. 
Key Performance Parameters (KPP) are indicated as such, and specify the key system 
capabilities that must be met in order for the system to meet its operational goals. Thresholds 
(T) and objectives (O) are defined for each KPP.  
 


• (KPP 1) – The elevation (in feet)  Above Ground Level (AGL) at which the system operates   


•  (KPP 2) - System shall be capable of being deployed, operated, and stowed by no more than 
1 operator (O) / 2 operators (T) 
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• (KPP 3) - The system shall possess the ability to transmit specified metadata (ex. Cursor on 
Target format) messages over commercial cellular (O) / off the HMI over a physical interface 
(T)  **Note – Interface Control Document (ICD) will be provided by CBP 


 


• (KPP 4) - The Material Availability (Am) shall be 80% (T), 90% (O).  Note Material 
Availability is defined as Am=MTBCF/(MTBCF+MDT), where MTBCF is Mean Time 
Between Critical Failures and MDT is Mean Downtime. 


 


• (KPP 5) -  The range at which the system can detect a human target day and night   
 
 


Desired Capabilities – Common Across All Use Cases 
Operational Effectiveness 


The elevation (in feet)  Above Ground Level (AGL) at which the system operates  (KPP1) 
Capability to Detect, Identify, and Track an Item of Interest (IoI) day and night autonomously (O) / manually (T) 
Capability to control (pan, tilt, zoom) applicable sensors (ex. camera) 
Identify the geolocation of an IoI  
Capability to modify altitude remotely (if applicable) 
Receive system health and status indicators  
System shall be capable of being deployed, operated, and recovered by no more than 1 operator (O) / 2 operators (T) 
(KPP2) 
The range at which the system can detect a human target day and night (KPP5) 
Capability to overlay the geolocation and/or reference points on the display 
Capability to add selectable map layers in non-proprietary formats (ex. SHP, KMZ) 
System provides georeferenced sensor FOV overlaid on the Human Machine Interface (HMI) 
User configurable autonomous sensor scan pattern (O) 
Eye safe IR pointer or laser range finder (O)  


Suitability 
Integrated emergency backup power 
Operating temperature: 0-55 degrees C (O) 


Interoperability 
The system shall possess the ability to transmit specified metadata (ex. Cursor on Target format) messages over 
commercial cellular (O) / off the HMI over a physical interface (T) (KPP2) **Note – ICD will be provided by CBP 
Ability to receive data from other CBP systems (ex. Cursor on Target messages) 
Produce imagery compliant with MISB ST 0601.10 (or any future versions) 
Stream video over WiFi or physical Ethernet connection 
Enable remote operation of the system (O) 
CBP shall have rights to all data produced by the system (ex. metadata, health status, imagery, etc.) 


Safety 
System does not induce electrical shock or thermal shock type injuries 


Availability & Maintainability 
The Material Availability (Am) shall be 80%.  (T), 90% (O) (KPP 3) 
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Cybersecurity 
Describe the system’s cyber security posture (ex. encryption standards for data at rest and in transit)  


Training 
The vendor shall provide adequate user training for a CBP defined number of students and make all training 
materials available electronically  
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Desired Capabilities (Unique by Use Case) 
 Tactical Mobile Fixed/Re-locatable 


Desired Capability Objective Threshold Objective Threshold Objective Threshold 


Platform  


Fully Integrated 
with Utility Terrain 
Vehicle (UTV) or 


Sport Utility 
Vehicle 


(SUV)/pickup truck 


Deployable from 
SUV/pickup truck same as threshold 


Fully integrated 
with SUV/pickup 


truck 


Self-contained 
system that can be 


deployed in the 
complete absence 
of infrastructure 


On or adjacent to 
a physical 
structure 


System power: 


Primary power 
provided by 


associated vehicle 
(e.g. power 


inverter or 120V 
adapter) 


standalone same as threshold 


Primary power 
provided by 


associated vehicle 
(e.g. power 


inverter or 120V 
adapter) 


same as threshold 
stand alone with 
optional shore 


power 


Operate continuously for a 
minimum … hours without 
refueling when running on 


standalone power  


4 2 10 6 24 8 


Deployable and fully 
mission capable within: 5 minutes 10 minutes 5 minutes 15 minutes 5 minutes 15 minutes 


Ability to deploy varied 
payload configurations: 


EO/IR or 
Communications 


Node 
EO/IR 


EO/IR + Ground 
Moving Target 


Indicator (GMTI), 
or EO/IR + 


Communications 
Node 


EO/IR or 
Communications 


Node 


EO/IR + GMTI, 
or 2 independent 
EO/IR payloads, 


or EO/IR + 
Communications 


Node 


EO/IR or 
Communications 


Node 


Modular design shall 
enable the system to be 


swapped from one vehicle 
to the another vehicle of 


the same type 


Yes N/A Yes N/A N/A N/A 


The system shall be re-
locatable within: N/A N/A N/A N/A 3 hours 6 hours 
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Terms and Definitions  


• Animal – For the purpose of this document, an Animal is any pack animal or work animal 
such as donkeys, horses, and mules normally used in carrying humans or cargo. 


• Command and Control (C2) – ability to control the functions of a system. 


• C2 Facility – A room or worksite which supports one or more workstations, as well as other 
surveillance systems. 


• Compatible – Fully functional without degradation to the operation or performance of CBP 
and other Agency co-located systems. To send information to the C2 center the system needs 
to be compatible with C2 center infrastructure. 


• Component – An element of the system that is required for the system to be fully operational 
to meet full mission capability. 


• Downtime – The amount of time that the capability is not capable of being operated for any 
reason, such as breakage, being out for repair, or the logistics associated with the repair. 


• Extreme environmental conditions – Typically occur in Winter and/or Summer periods and 
include but not limited to very high/low temperatures, heat/cold waves, high salt air 
conditions, dirt & fine dust conditions, very high/low humidity, extreme rain, fog, heavy 
snow, severe icing, high winds, dust storms, sand storms, and electrical storms. 


• Item of Interest (IoI) – Humans (on foot, mounted on animals, alone, in groups), animals, 
and conveyances (e.g., all-terrain vehicles (ATV), motorcycles, automobiles, trucks). 


• Maintainer – Is the person responsible for sustaining the operational state, monitoring and 
maintaining equipment, and related work as needed. 


• Maximum Time to Repair (MAXTTR) - Starts from the time of failure to the time that the 
system is operational. 


• Mean Time Between Failure (MTBF) – average time between failures; typically includes 
all failures without regard to any fault tolerance that may exist. 


• Mean Time to Repair (MTTR) - average time when the maintainer starts repairing the 
system to the time the system is operational. 


• Modular – Is a self-contained component that can be interchanged or swapped with other 
components.  


• Moving Image – Sequential or continuous streaming of images that appear unbroken to the 
human eye, typically at specified temporal rates greater than 24 frames/second (Hertz).  It 
does not differentiate between digital and analog. 


• Operator – CBP person using the system C2 User Interface. 


• Shore/External Power – Any power source that is not a sub-component of the system. 


• Surveillance Functions 
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o Track – To follow the progress or movements of an Item of Interest (IoI). 
o Transport - To relocate a system from one location to another including 


disassembly, hand carrying, conveyance carrying, shipping, handling, or assembly 
tasks. 


o U.S. Border – Borders of U.S./Canada and U.S./Mexico. 


• Uptime - Is defined as the amount of time that the capability is operating or capable of 
operating, not including scheduled preventive maintenance. 


 
Acronyms 


• AGL – Above Ground Level 


• AOI – Area of Interest 


• C2 – Command and Control 


• CBP – Customs and Border Protection 


• CoT – Cursor on Target 


• DHS – Department of Homeland Security 


• EO – Electro Optical  


• FOV – Field of View 


• GMTI – Ground Moving Target Indicator 


• HMI – Human Machine Interface 


• ICD – Interface Control Document  


• IoI – Item of Interest 


• IR – Infrared 


• ISR – Intelligence, Surveillance, and Reconnaissance 


• KPP – Key Performance Parameter 


• LoS – Line of Sight 


• MA – Material Availability 


• MAXTTR – Maximum Time to Repair 


• MET – Mission Essential Task 


• MTBF – Mean Time Between Failure 


• MTTR – Mean Time to Repair 
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• MVSS – Mobile Vehicle Surveillance System 


• O – Objective 


• OFO – Office of Field Operations 


• POE – Port of Entry 


• POI – Point of Interest 


• RAM – Reliability, Availability, and Maintainability 


• T – Threshold 


• UI – User Interface 


• USBP – United States Border Patrol 
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3.0 SOLUTION BRIEF SUBMISSION REQUIREMENTS 
 
3.1 SUBMISSION REQUIREMENTS 
 
There will be two submission windows under this general solicitation (described below).  Offerors 
are highly encouraged to submit under the first window; however, CBP will accept solution briefs 
in Window 2 and may make subsequent awards provided that funding is available. Solution briefs 
are limited to a page count of 10 letter size pages (8.5” x 11”), with a font type of times new roman 
and a minimum font size of 12pt. 
 
Oral presentations, or other written information, may be requested to supplement the written 
solution brief before potential award.  Any oral presentations requested will be coordinated with 
the Offeror and may be conducted by videoconference or in-person.       
 
3.1.1 Submission Window 1: Written solution briefs as described in section 3.2 of this solicitation 
must be submitted electronically by 3:00 PM Eastern Standard Time, April 01, 2019 to the 
following e-mail box:  joshua.bedregal@cbp.dhs.gov.  
 
3.1.2 Submission Window 2: Written solution briefs as described in section 3.2 of this solicitation 
must be submitted electronically by 3:00 PM Eastern Standard Time, April 29, 2019 to the 
following e-mail box:  joshua.bedregal@cbp.dhs.gov.  
 
 
3.2 WRITTEN SOLUTION BRIEF REQUIREMENTS 
 
3.2.1 CONTENT OF SOLUTION BRIEF 
 
The written solution brief shall answer the following questions: 
 


• Describe your technology and its potential relevance to one or more of the missions 
described in the project description (Section 2).  Please specify which mission(s) the 
solution is intended to meet.         


• In what way does it push the state-of-the-art?  Please explain this using technical language 
rather than marketing or sales-type language. 


• Describe your company – How old is it?  Where is it located (e.g. multiple locations, 
sales/R&D in U.S. and other countries)?  Number of employees? 


• Describe the management team – Who are they?  What is their background and history 
(e.g. previous startups, etc.)? 


• Describe your company’s ability to provide technical (ex. helpdesk) and logistics support 
in geographically distributed areas.  


• Describe the terrain and weather conditions where your solution has been deployed.  For 
what duration was it deployed?  


• Describe commercial pricing of the solution proposed, to include, but not limited to, 
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published pricing catalogs, historical pricing, etc.  
• Describe your ability to provide operations and sustainment (O&S) (ex. sparing, return 


merchandise authorization [RMA], field support, etc.), and associated annual O&S costs.     
• What does the offeror promise to provide under a contract?  


 
 
3.2.2 PROPRIETARY MARKINGS 
 
Offerors must mark any pages of written solution brief that contain business plans, technical 
information, pricing or other business sensitive information as proprietary information, which the 
Government agrees to safeguard. 
 
To ensure that sensitive data is appropriately marked by the Offeror, include the following 
sentences on the cover page:  “This solution brief includes data that shall not be disclosed outside 
the Government, except to non-Government personnel for evaluation purposes, and shall not be 
duplicated, used or disclosed – in whole or in part – for any purpose other than to evaluate this 
submission.  If, however, an agreement is awarded to this Company as a result of – or in connection 
with – the submission of this data, the Government shall have the right to duplicate, use, or disclose 
the data to the extent agreed upon by both parties in the resulting agreement.  The data subject to 
this restriction are contained in sheets [insert numbers or other identification of sheets].” 
 
Each restricted data sheet must be marked as follows:  “Use or disclosure of data contained on this 
sheet is subject to the restriction on the title page of this solution brief.” 
 
4.0 EVALUATION OF SOLUTION BRIEFS 
4.1 GENERAL 
 
Pursuant to the authority of NDAA 880, CBP has been vested with procedural discretion to make 
multiple contract awards resulting from the evaluation and determination of viable technology 
solutions. Proposals shall be evaluated on their individual merits rather than on a comparative 
basis. Besides the criterion described in section 4.2 below, all proposed solutions must clearly 
demonstrate how the solution offered is an innovative commercial item. Within the meaning of 
the statute, Innovative is defined as:  


 
any new technology, process, or method, including research and development, or any new 
application of an existing technology, process, or method.  


 
Both the written solution brief and oral presentation, if applicable, will be evaluated against the 
solution criteria.  Each solution brief submitted may be evaluated against the evaluation criteria 
separately and need not be evaluated against other solution briefs.  More than one solution brief 
may be accepted.  The Government reserves the right to subsequently request oral presentations, 
product demonstrations, or additional written information, if applicable, from one or more 
Offerors.  
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4.2 EVALUATION CRITERIA 
 
The following evaluation criteria shall be used to evaluate the written solution brief and oral 
presentation.  Note, CBP will only make an award resulting from this general solicitation to a 
solution that provides an innovative commercial item, as defined in Section 4.1.  The evaluation 
criteria are listed below in order of importance from top to bottom: 
 


• Criterion I:  Responsiveness and relevance to the project description. This includes the 
breadth of the responsiveness to the topic area goals the commercial item represents.  


 
o Criterion I.1: Potential of the technology/solution for meeting the project 


objectives provided in the solicitation will be assessed; 
 


• Criterion II:  Transition Approach.  An assessment will be made regarding how the 
proposed technology/solution will be transitioned to an operational user (e.g., 
commercialized or used by CBP).  The assessment will determine the likelihood that the 
Offeror will be able to successfully deploy a technology and/or solutions that can be 
transitioned to the user community.  


 


• Criterion III:  Offeror’s Capabilities and Related Experience.  The Offeror’s prior 
experience (both Government and non-government) in similar efforts will be assessed to 
determine if the Offeror clearly demonstrates an ability to deliver products that meet the 
proposed technical performance.  The assessment for this criterion will include evaluating 
any corporate viability requirements specified in the solicitation. 


 
4.3 EVALUATION PANEL 
 
An evaluation panel will be used to evaluate the solution briefs and oral presentations, if 
applicable, submitted in response to this solicitation.  The evaluation panel will consist of U.S. 
Government employees. 
 
4.4 SOLUTION BRIEF EVALUATION AND NOTIFICATION TO OFFERORS 
 
Solution briefs will be evaluated in accordance with the evaluation criteria.  After evaluating the 
Offeror’s written solution briefs, CBP will notify the Offeror whether their solution brief is being 
considered for award and a proposal may be submitted, an oral presentation or other supplemental 
information is requested to supplement the written solution brief, or their solution brief was not 
selected for award. Offerors not selected for award may request, within 5 calendar days of 
notification of non-selection, feedback regarding the technical review findings of their submitted 
solution brief. 
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4.5 EVALUATION TIMELINE AND PHASES 
The following table shows the Governments evaluation schedule and different phases of 
evaluation.  
 


Phase Submission Due Date 
1 Solution Brief (10 Pages) April 01, 2019 
1 (Optional) Technology Demonstration 


&/or Oral Presentation 
Upon Notice 


2 Full Proposal (25 Pages) 2 weeks from Notice 


 
Phase 1: The evaluation of this phase is described in section 4.2 above.  
 
Phase 1 (Optional): As described in section 4.1 above, oral presentations or technology 
demonstrations may be conducted, by invitation only. Invitations will only be extended to those 
offerors who have been determined to be a potentially viable solution from the Phase 1 evaluation 
described in section 4.2. The purpose of technology demonstrations shall be for the offeror to 
validate their claims as proposed in the solution brief.  
 
Phase 2: Proposed solutions determined to be viable in either Phase 1 and/or 2 will be invited to 
submit a full proposal to further contract discussions and the formation of a resulting contract. 
Section 5.0 below describes the content required for a full proposal submission. 
 
4.6 PROTESTS TO THE AGENCY 
 
4.6.1 Protests under CSOP awards shall be adjudicated as prescribed under CBP Agency-Level 
protest procedures.  


Offerors are notified that an independent review of the grounds for a protest is available at a 
level above the contracting officer as an alternative to the protest to the agency contracting 
officer, not as an additional appeal after the protest to the agency contracting officer has been 
resolved.  A choice to protest to the agency contracting officer therefore relieves CBP of any 
further internal review or appeal after the contracting officer’s decision.  


Protest submissions shall be sent via e-mail to the Contract Specialist, Joshua Bedregal, at 
joshua.bedregal@cbp.dhs.gov.   


 
4.6.2 Contractors may seek assistance from the agency Advocate for Competition. The 
Department Advocate for Competition and Procuring Activity Advocates for Competition are 
shown on the Doing Business with DHS page, and is accessible at: 
 



mailto:joshua.bedregal@cbp.dhs.gov
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https://www.dhs.gov/competition-advocates-and-task-order-and-delivery-order- 
ombudsman. 
 
5.0 FULL PROPOSAL SUBMISSION 
 
5.1 GENERAL 
 
When invited to do so by the Government after an evaluation of the Offeror’s solution brief in 
accordance with Section 4.0, an Offeror may develop and submit a full proposal.  Companies may 
discuss ideas and details of the proposal with the Government prior to submission.  Each proposal 
submitted shall consist of three sections: 
 


• Section 1:  Technical Information 
• Section 2:  Proposal Solution 
• Section 3:  Price Information 


 
The cost of preparing proposals in response to this Request is not considered a direct charge to any 
resulting CSOP contract award or any other contract.  
 
Proposals shall be limited to a page count of 25 letter size pages (8.5” x 11”), with a font type of 
times new roman and a minimum font size of 12pt. Offerors will be given further submittal 
instructions at the time of invitation. Offerors may also be requested to provide oral presentations 
throughout this phase.   
 
5.2 TECHNICAL APPROACH 
 
Describe the background and objectives of the proposed work.  Include the nature and extent of 
the anticipated results.  Discuss any risks and proposed mitigation strategy to address the risks.  
Include ancillary and operational issues such as certifications, algorithms, and any 
engineering/software development methodologies to be used.  Identify the type of support, if any, 
the Company requests of the Government in general such as facilities, equipment, data, and 
information or materials. 
 
5.3 PROPOSAL SOLUTION 
 
The Offeror must submit a proposal solution as part of their final proposal that identifies the work 
to be performed and the deliverables.  Provide a detailed project schedule that outlines the various 
phases of work to be accomplished within the proposed period of performance.   
 
5.4 PRICE INFORMATION 
 
The Offeror must submit the total price to complete the project and shall provide any other data or 
supporting information that the parties agree is necessary for the determination of a fair and 
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reasonable price.  A milestone schedule shall be included which clearly indicates the completion 
of the priced tasks and/or priced deliverables that are required to meet each of the milestones.  For 
Firm-Fixed-Price agreements, the milestone schedule will serve as a payment schedule for any 
subsequent award. 
 
5.5 NOTIFICATION TO OFFEROR 
 
CBP will notify the Offeror whether their proposal has been accepted for award, further negotiation 
is requested, or the proposal is not accepted for award. 
 
6.0  INVOICES AND PAYMENTS 
 
6.1 ASSIGNMENT 
 
The Contractor or its assignee may assign its rights to receive payment due as a result of 
performance of this contract to a bank, trust company, or other financing institution, including any 
Federal lending agency in accordance with the Assignment of Claims Act (31 U.S.C. 3727). 
 
6.2 PAYMENT AND INVOICE INSTRUCTIONS (APR 2014) 
 


(a) The contractor shall submit an original invoice/voucher, via postal mail or electronic mail 
(email), simultaneously to the following: 


 
(1) U.S. Customs and Border Protection 


Commercial Accounts Section 
6650 Telecom Drive, Suite 100 
Indianapolis, Indiana 46278 


 
OR email:  cbpinvoices@dhs.gov (Preferred) 


 
(2) Contracting Officer or Contract Administrator (CO or CA) [fill in at time of award] 


DHS/U.S. Customs and Border Protection 
Attention: [Contracting Officer Name] 
Email: [Contracting Officer Email address] 
Phone: [Contracting Officer Phone Number] 


 
 


(3) Contracting Officer’s Representative (COR) or Point of Contact [fill in at time of 
award] 
DHS/U.S. Customs and Border Protection 
Attention: [COR or POC Name] 
Email: [COR or POC Email address] 
Phone: [COR or POC Phone Number] 



mailto:cbpinvoices@dhs.gov
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(b) The CO, in conjunction with the COR and NFC, will determine whether the invoice is 
proper or improper within seven (7) days of receipt.  Improper invoices will be returned to 
the contractor within seven (7) days of receipt.  


 
6.3 PAYMENTS 
 
6.3.1 GENERAL 
 
The Government shall pay the Contractor 30 days after the service period, the prices stipulated in 
this contract for supplies delivered and accepted or services rendered and accepted, less any 
deductions provided in this contract. 
 
Unless otherwise specified in the contract, the Government may make payment on partial 
deliveries accepted by the Government if either: 
 


• The amount due on the deliveries warrants it. 
• The Contractor requests it and the amount due on the deliveries is at least $1,000 or 50 


percent of the total contract price. 
 


6.3.2 ADVANCE PAYMENTS 
 
Advance payments are prohibited unless a statute specifically authorizes the advance payment.  
 
6.3.3 OVERPAYMENTS 
 
If the Contractor becomes aware of a duplicate contract financing or invoice payment or that the 
Government has otherwise overpaid on a contract financing or invoice payment, the Contractor 
shall: 
 


• Remit the overpayment amount to the payment office cited in the contract along with a 
description of the overpayment including the: 


o Circumstances of the overpayment (e.g., duplicate payment, erroneous payment, 
liquidation errors, date(s) of overpayment); 


o Affected contract number and delivery order number, if applicable; 
o Affected line item or subline item, if applicable; and Contractor point of contact. 


• Provide a copy of the remittance and supporting documentation to the Contracting Officer. 
 
6.3.4 INTEREST ON DEBT DUE TO GOVERNMENT BY THE CONTRACTOR 
 


• All amounts that become payable by the Contractor to the Government under this contract 
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shall bear simple interest from the date due until paid unless paid within 30 days of 
becoming due.  The interest rate shall be the interest rate established by the Secretary of 
the Treasury as provided in 41 U.S.C. 7109, which is applicable to the period in which the 
amount becomes due then at the rate applicable for each six-month period as fixed by the 
Secretary until the amount is paid. 


• The Government may issue a demand for payment to the Contractor upon finding a debt is 
due under the contract. 


• Final decisions.  The Contracting Officer will issue a final decision if: 
o The Contracting Officer and Contractor are unable to reach agreement on the 


existence or amount of a debt within 30 days; 
o The Contractor fails to liquidate a debt previously demanded by the Contracting 


Officer within the timeline specified in the demand for payment unless the amounts 
were not repaid because the Contractor has requested an installment payment 
agreement; or 


o The Contractor requests a deferment of collection on a debt previously demanded 
by the Contracting Officer. 


• If a demand for payment was previously issued for the debt, the demand for payment 
included in the final decision shall identify the same due date as the original demand for 
payment. 


• Amounts shall be due at the earliest of the following dates: 
o The date fixed under the contract. 
o The date of the first written demand for payment, including any demand for 


payment resulting from a default termination. 
• The interest charge shall be computed for the actual number of calendar days involved 


beginning on the due date and ending on: 
o The date on which the designated office receives payment from the Contractor; 
o The date of issuance of a Government check to the Contractor from which an 


amount otherwise payable has been withheld as a credit against the contract debt; 
or 


o The date on which an amount withheld and applied to the contract debt would 
otherwise have become payable to the Contractor. 


 
7.0 TERMS AND CONDITIONS 
 
The terms and conditions defined throughout this section are applicable only to a resulting contract 
award as described in the preceding sections of this general solicitation.   
 
7.1 SYSTEM FOR AWARD MANAGEMENT (SAM) REGISTRATION 
 
Successful Offerors not already registered in SAM will be required to register prior to award of 
any contract.  Information regarding SAM registration is available at https://sam.gov.  See the 
following Quick Start Guide for specific guidance on SAM registration:  
https://www.sam.gov/sam/transcript/Quick_Guide_for_Contract-Registration.pdf.  To remain 



https://sam.gov/

https://www.sam.gov/sam/transcript/Quick_Guide_for_Contract-Registration.pdf
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registered in the SAM database after the initial registration, the Contractor is required to review 
and update on an annual basis from the date of initial registration or subsequently updates it 
information to ensure it is current, accurate and complete. 
 
The Contractor is responsible during performance and through final payment of any contract for 
the accuracy and completeness of the data within the SAM database, and for any liability resulting 
from the Government’s reliance on inaccurate or incomplete data.  The Contractor shall not change 
the name or address for EFT payments or manual payments, as appropriate, in the SAM record to 
reflect an assignee for the purpose of assignment of claims.  Assignees shall be separately 
registered in the SAM database. 
 
7.2 INTELLECTUAL PROPERTY 
 
Intellectual property rights shall be negotiated prior to a resulting contract award with those 
offerors deemed to have submitted a successful proposal from Phase 2. The mutually agreed upon 
intellectual property terms and conditions shall be inserted into this section at the time of award.  
 
7.3 RISK OF LOSS 
 
Unless the contract specifically provides otherwise, risk of loss or damage to the supplies provided 
under this contract shall remain with the Contractor until, and shall pass to the Government upon: 
 


• Delivery of the supplies to a carrier, if transportation is f.o.b. origin, or 
• Delivery of the supplies to the Government at the destination specified in the contract, if 


transportation is f.o.b. destination. 
 
7.4 TAXES 
 
The contract price includes all applicable Federal, State, and local taxes and duties. 
 
7.5 TITLE 
 
Unless specified elsewhere in this contract, title to items furnished under this contract shall pass 
to the Government upon acceptance, regardless of when or where the Government takes physical 
possession. 
 
7.6 WARRANTY 
 
The Contractor warrants and implies that the items delivered hereunder are merchantable and fit 
for use for the particular purpose described in this contract. 
 
7.7 LIMITATION ON LIABILITY 
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Except as otherwise provided by an express warranty, the Contractor will not be liable to the 
Government for consequential damages resulting from any defect or deficiencies in accepted 
items. 
 
7.8 OTHER COMPLIANCES 
 
The Contractor shall comply with all applicable Federal, State and local laws, executive orders, 
rules and regulations applicable to its performance under this contract. 
 
7.9 ORDER OF PRECEDENCE 
 
Any inconsistencies in this solicitation and contract shall be resolved by giving precedence in the 
following order: 
 


1. The schedule of supplies/services. 
2. The Assignments, Disputes, Payments, Invoice, Other Compliances, Unauthorized 


Obligations, and Commercial Supplier Agreements – Unenforceable Clauses sections of 
this contract. 


3. Addenda to this solicitation or contract, including any commercial supplier agreements as 
amended by the Commercial Supplier Agreements – Unenforceable Clauses section of this 
contract. 


4. Solicitation provisions if this is a solicitation. 
5. Other documents, exhibits, and attachments. 
6. The specification. 


 
7.10 UNAUTHORIZED OBLIGATIONS 
 
7.10.1 Except as stated in Section 9.12.2, when any supply or service acquired under this contract 
is subject to any commercial supplier agreement that includes any language, provision, or clause 
requiring the Government to pay any future fees, penalties, interest, legal costs or to indemnify the 
Contractor or any person or entity for damages, costs, fees, or any other loss or liability that would 
create an Anti-Deficiency Act violation (31 U.S.C. 1341), the following shall govern: 
 


• Any such language, provision, or clause is unenforceable against the Government. 
• Neither the Government nor any Government authorized end user shall be deemed to have 


agreed to such clause by virtue of it appearing in the commercial supplier agreement.  If 
the commercial supplier agreement is invoked through an “I agree” click box or other 
comparable mechanism (e.g., “click-wrap” or “browse-wrap” agreements), execution does 
not bind the Government or any Government authorized end user to such clause. 


• Any such language, provision, or clause is deemed to be stricken form the commercial 
supplier agreement. 


 
7.10.2 Section 9.12.1 does not apply to indemnification or any other payment by the Government 
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that is expressly authorized by statute and specifically authorized under applicable agency 
regulations and procedures. 
 
7.11 COMMERCIAL SUPPLIER AGREEMENTS – UNENFORCEABLE CLAUSES 
 
When any supply or service acquired under this contract is subject to a commercial supplier 
agreement, the following language shall be deemed incorporated in the commercial supplier 
agreement.  As used herein, “this agreement” means the commercial supplier agreement: 
 


• Notwithstanding any other provision of this agreement, when the end user is an agency or 
instrumentality of the U.S. Government, the following shall apply: 


o Applicability.  This agreement is a part of a contract between the commercial 
supplier and the U.S. Government for the acquisition of the supply or service that 
necessitates a license or other similar legal instrument. 


o End User.  This agreement shall bind the ordering activity as end user but shall no 
operate to bind a Government employee or person acting behalf of the Government 
in his or her personal capacity. 


o Laws and Disputes.  This agreement is government by Federal law. 
 Any language purporting to subject the U.S. Government to laws of a U.S. 


state, U.S. territory, district, or municipality, or a foreign nation, except 
where Federal law expressly provides for the application of such laws, is 
hereby deleted. 


 Any language requiring dispute resolution in a specific forum or venue that 
is different from that prescribed by applicable Federal law is hereby deleted. 


 Any language prescribing a different time period for bringing an action than 
that prescribed by applicable Federal law in relation to a dispute is hereby 
deleted. 


o Continued Performance.  The supplier or licensor shall not unilaterally revoke, 
terminate or suspend any rights granted to the Government except as allowed by 
this contract.  If the supplier or licensor believes the ordering activity to be in breach 
of the agreement, it shall pursue its rights under applicable Federal statute while 
continuing performance as set forth below in this section. 


o Arbitration; Equitable or Injunctive Relief.  In the event of a claim or dispute arising 
under or relating to this agreement, a binding arbitration shall not be used unless 
specifically authorized by agency guidance, and equitable or injunctive relief, 
including the award of attorney fees, costs or interest, may be awarded against the 
U.S. Government only when explicitly provided by statute. 


o Updating Terms. 
 After award, the contractor may unilaterally revise commercial supplier 


agreement terms if they are not material.  A material change is defined as: 
• Terms that change Government rights or obligations; 
• Terms that increase Government prices; 
• Terms that decrease overall level of service; or 







 
Page 22 of 26 


 
 


 
 


• Terms to limit any other Government right addressed elsewhere in 
this contract. 


 For revisions that will materially change the terms of the contract, the 
revised commercial supplier agreement must be incorporated into the 
contract using a bilateral modification. 


 Any agreement terms or conditions unilaterally revised subsequent to award 
that are inconsistent with any material term or provision of this contract 
shall not be enforceable against the Government, and the Government shall 
not be deemed to have consented to them. 


o No Automatic Renewals.  If any license or service tied to periodic payment is 
provided under this agreement (e.g., annual software maintenance or annual lease 
term), such license or service shall not renew automatically upon expiration of its 
current term without prior express consent by an authorized Government 
representative approval. 


o Indemnification.  Any clause of this agreement requiring the commercial supplier 
or licensor to defend or indemnify the end user is hereby amended to provide that 
the U.S. Department of Justice has the sole right to represent the United States in 
any such action, in accordance with 28 U.S.C. 516. 


o Audits.  Any clause of this agreement permitting the commercial supplier or 
licensor to audit the end user’s compliance with this agreement is hereby amended 
as follows: 
 Discrepancies found in an audit may result in a charge by the commercial 


supplier or licensor to the ordering activity.  Any resulting invoice must 
comply with the proper invoicing requirements specified in the underlying 
Government contract or order. 


 This charge, if disputed by the ordering activity, will be resolved through 
the Disputes section of this contract. 


 Any audit requested by the Contractor will be performed at the Contractor’s 
expense, without reimbursement by the Government. 


o Taxes or Surcharges.  Any taxes or surcharges which the commercial supplier or 
licensor seeks to pass along to the Government as end user will be governed by the 
terms of the underlying Government contract or order and, in any event, must be 
submitted to the Contracting Officer for a determination of applicability prior to 
invoicing unless specifically agreed to otherwise in the Government contract. 


o Non-Assignment.  This agreement may not be assigned, nor may any rights or 
obligations thereunder be delegated, without the Government’s prior approval. 


o Confidential Information.  If this agreement includes a confidentiality clause, such 
clause is hereby amended to state that neither the agreement nor the contract price 
list, as applicable, shall be deemed “confidential information.”  Issues regarding 
release of “unit pricing” will be resolved consistent with the Freedom of 
Information Act.  Notwithstanding anything in this agreement to the contrary, the 
Government may retain any confidential information as required by law, regulation 
or its internal document retention procedures for legal, regulatory or compliance 
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purposes; provided, however, that all such retained confidential information will 
continue to be subject to the confidentiality obligations of this agreement. 


• In any language, provision, or clause of this agreement conflicts or is inconsistent with 
Section 7.13, the language and provisions of Section 7.13 shall prevail to the extent of such 
inconsistency. 


 
7.12 INCORPORATION BY REFERENCE 
 
Any Contractor representations and certifications completed electronically via the System for 
Award Management (SAM) are incorporated by reference into the contract. 
 
7.13 CHANGES 
 
Changes in the terms and conditions of this contract may be made only be written agreement of 
the parties. 
 
7.14 SUSPENSION AND TERMINATION PROCEDURES 
 
7.15.1 The Government reserves the right to terminate the CSOP for cause or for convenience of 
the Government.  
 
7.15.1.1 The CO may suspend performance of this contract at any time by providing written 
notice to the contractor. Upon receipt of such a notice, the contractor shall cease performance until 
the CO either (1) withdraws the suspension of work in writing or (2) notifies the contractor in 
writing of his or her intention to terminate this contract whether for convenience of the 
Government or for cause. If the suspension results in the incurrence of costs that the contractor 
was unable avoid, the contractor may request an equitable adjustment in writing to the CO.  
 
 
7.15.1.2 If the CO fails to provide further instructions within sixty (60) days from the notice 
to suspend work, this contract will be considered terminated for the convenience of the 
Government, and the contractor will cooperate with the Government with closing out his contract.  
 
 
7.15.1.3    The CO may terminate this contract in whole or in part for the convenience of the 
Government at any time by written notice. The contractor shall then cease further performance and 
take all reasonable measures to minimize any further incurrence of costs.  
 
7.15.1.4 If the contractor fails to comply with the terms and conditions of this contract, the CO 
will provide written notice of breach or deficiency to the contractor and will provide the contractor 
an opportunity to explain or correct the breach or deficiency within thirty (30) days from receipt of 
notice. As a result of any response by the contractor, the CO may (1) proceed with the termination 
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for cause; (2) convert the termination to one for the convenience of the Government; or (3) direct the 
contractor to continue performance.  
 
7.15.2 This contract may be terminated by the CO at the request of the contractor under the 
following conditions:  
 
7.15.2.1 The contractor shall notify the CO at least 30 days prior to the termination requested 
effective date.  
 
7.15.2.2 The notification shall state the reasons for the termination, the requested effective 
date, and, if a partial termination, the portion to be terminated. If the CO determines, in the case 
of a partial termination, that the reduced or modified portion of the award will not accomplish the 
purpose for which the award was made, the CO may terminate the award in its entirety.  
 
7.15.3 Following a termination in accordance with the procedures described above, the 
Government and the contractor will negotiate in good faith an equitable reimbursement for work 
performed for which the contractor has not received payment. 
 
7.16 DISPUTES 
 


a) This contract is subject to 41 U.S.C. Chapter 71, Contract Disputes. 
b) Except as provided in 41 U.S.C. Chapter 71, all disputes arising under or relating to this 


contract shall be resolved under this section. 
c) “Claim,” as used in this clause, means a written demand or written assertion by one of the 


contracting parties seeking, as a matter of right, the payment of money in a sum certain, 
the adjustment or interpretation of contract terms, or other relief arising under or relating 
to this contract.  However, a written demand or written assertion by the Contractor seeking 
the payment of money exceeding $100,000 is not a claim under 41 U.S.C. Chapter 71 until 
certified.  A voucher, invoice, or other routine request for payment that is not in dispute 
when submitted is not a claim under 41 U.S.C. Chapter 71.  The submission may be 
converted to a claim under 41 U.S.C. Chapter 71, by complying with the submission and 
certification requirements of this clause, if it is disputed either as to liability or amount or 
is not acted upon in a reasonable time. 


d) (1) A claim by the Contractor shall be made in writing and, unless otherwise stated in 
this contract, submitted within 6 years after accrual of the claim to the Contracting Officer 
for a written decision.  A claim by the Government against the Contractor shall be subject 
to a written decision by the Contracting Officer. 
(2) (i) The Contractor shall provide the certification specified in paragraph 
(d)(2)(iii) of this clause when submitting any claim exceeding $100,000. 
 (ii) The certification requirement does not apply to issues in controversy that 
have not been submitted as all or part of a claim 
 (iii) The certification shall state as follows:  “I certify that the claim is made in 
good faith; that the supporting data are accurate and complete to the best of my knowledge 
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and belief; that the amount requested accurately reflects the contract adjustment for which 
the Contractor believes the Government is liable; and that I am authorized to certify the 
claim on behalf of the Contractor.” 
(3) The certification may be executed by any person authorized to bind the Contractor 
with respect to the claim 


e) For Contractor claims of $100,000 or less, the Contracting Officer must, if requested in 
writing by the Contractor, render a decision within 60 days of the request.  For Contractor 
–certified claims over $100,000, the Contracting Officer must, within 60 days, decide the 
claim or notify the Contractor of the date by which the decision will be made. 


f) The Contracting Officer’s decision shall be final unless the Contractor appeals or files a 
suit as provided in 41 U.S.C. Chapter 71. 


g) If the claim by the Contractor is submitted to the Contracting Officer or a claim by the 
Government is presented to the Contractor, the parties, by mutual consent, may agree to 
use alternative dispute resolution (ADR).  If the Contractor refuses an offer of ADR, the 
Contractor shall inform the Contracting Officer, in writing, of the Contractor’s specific 
reasons for rejecting the offer. 


h) The Government shall pay interest on the amount found due and unpaid from (1) the date 
that the Contracting Officer receives the claim (certified, if required); or (2) the date that 
payment otherwise would be due, if that date is later, until the date of payment.  With 
regard to claims having defective certifications, as defined in FAR 33.201, interest shall be 
paid from the date that the Contracting Officer initially receives the claim.  Simple interest 
on claims shall be paid at the rate, fixed by the Secretary of the Treasury as provided in the 
Act, which is applicable to the period during which the Contracting Officer receives the 
claim and then at the rate applicable for each 6-month period as fixed by the Treasury 
Secretary during the pendency of the claim. 


i) The Contractor shall proceed diligently with performance of this contract, pending final 
resolution of any request for relief, claim, appeal, or action arising under the contract, and 
comply with any decision of the Contracting Officer. 


 
7.17 DEFINITIONS 
 
When a solicitation provision or contract clause uses a word or term that is defined in the Federal 
Acquisition Regulation (FAR), the word or term has the same meaning as the definition in FAR 
2.101 in effect at the time the solicitation was issued, unless: 
 


• The solicitation, or amended solicitation, provides a different definition; or 
• The contracting parties agree to a different definition. 


 
7.18 ADDITIONAL TERMS AND CONDITIONS 
 
7.18.1 FEDERAL ACQUISITION REGULATION CLAUSES 
Although this contract is not issued under the Federal Acquisition Regulation, the following FAR 
clause are incorporated into this contract: 
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(a) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 
(b) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Jan 2018)    
(E.O. 13126). 
(c) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
(d) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 
(e) 52.222-50, Combating Trafficking in Persons (JAN 2019). 


7.19 FOREIGN NATIONALS 
 
A. For purposes of this clause, foreign nationals are all persons not citizens of, not nationals of, 


nor immigrant aliens to, the United States of America.  Nothing in this clause is intended to 
waive any requirements imposed by any other U.S. Government agency with respect to 
employment of foreign nationals or export control. 


B. The contractor acknowledges that the technical data generated under this contract may be 
subject to export control, including disclosure to foreign nationals, whether such data is 
provided orally or in written form. 


C. The contractor agrees to obtain written approval from the CO before assigning any foreign 
national to perform work under this contract or before granting foreign nationals access to data 
related to this contract, whether such data is provided by the Government or generated under 
this contract. 


 
7.20 TERM OF THE CONTRACT 
 
The term of this contract is twelve (12) months from date of contract award, plus any options 
established through proposal discussions.  
 
Nothing in this contract is intended to conflict with current law or regulation or the directives of 
the DHS.  If a term of this contract is inconsistent with such authority, then that term shall be 
invalid, but the remaining terms and conditions of this contract shall remain in full force and effect. 
 
7.21 CONTRACT TYPE 
 
It is intended that any resulting contract from this general solicitation shall be Firm Fixed Price.  
 
7.22 OPTIONS 
 
CBP may establish options for future purchasing requirements. Options shall be executed in 
accordance with terms established in the resulting CSOP contract. 
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This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab (PIL). The 
PIL is a virtual lab that experiments with innovative techniques for increasing efficiencies in the procurement 
process and institutionalizing best practices. There is nothing you need to do differently for this requirement. 
The PIL project team may reach out to successful and unsuccessful Offerors to assess the effectiveness of the 
procurement process and the innovative techniques applied. The anonymous feedback will be used to further 
refine DHS procurement practices. Additional information on the PIL may be found here-- 
https://www.dhs.gov/pil. 


 
EXECUTIVE SUMMARY 


 
This Request for Proposal (RFP) is for the Department of Homeland Security (DHS) Domestic 
Nuclear Detection Office’s (DNDO) non-Helium-3 solutions compatible with the DHS Special 
Notice Regarding Future Use of the Helium-3 Gas for Neutron Detection for the expansion of the 
wide-area search and detection capabilities of DNDO’s current backpack solutions for 
radionuclide identification and data transfer. 


 
1 Introduction 


1.1 Purpose 
 


The Department of Homeland Security (DHS) Domestic Nuclear Detection Office (DNDO) 
was established by National Security Presidential Directive (NSPD)-43/Homeland Security 
Presidential Directive (HSPD)-14 to protect against Radiological/Nuclear (R/N) threats 
directed against the U.S. or its interests.  Title V of the Security and Accountability for Every 
Port Act of 2006 (SAFE Port Act; Public Law 109-347) codified NSPD-43/HSPD-14 and 
directs DNDO to serve as the primary entity of the United States (U. S.) Government to further 
develop, acquire, and support the deployment of an enhanced domestic system, and improve 
that system over time.  It addresses systems used to detect and report on attempts to import, 
possess, store, transport, develop, or use an unauthorized nuclear explosive device, fissile 
material, or radiological material in the U. S.  This includes improving R/N detection 
capabilities aligned with the Global Nuclear Detection Architecture (GNDA).  
 
DNDO carries out the engineering, systems development, test and evaluation, assessments, 
production, procurement, and deployment of current and next-generation nuclear detection 
systems in support of its end-user community, including DHS Components: U.S. Customs and 
Border Protection (CBP), U.S. Coast Guard (USCG), and the Transportation Security 
Administration (TSA).   
 
DNDO seeks novel solutions and technologies responding to the requirements identified by the 
HAIBP. The HAIBP backpack or vest R/N detection systems must perform in an operationally 
effective and suitable manner according to the HAIBP requirements. 


 
1.2 Background 
The HAIBP is a DNDO program intended to replace current capabilities provided by the 
legacy Helium-3 backpack detection systems. This acquisition will leverage the commercial 
market and support a rapid modification to improve performance and suitability of the 
backpack or vest configured system, and expand the capability of the wearable detection 
system by including radionuclide identification and data transfer. Combining these 
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capabilities into a single solution shortens the amount of time required for alarm adjudication 
and potentially reduces the number of detection systems required in the field.  The selected 
solution(s) will be provided to the TSA and the Mobile Detection Deployment Program 
(MDDP) for deployment. This effort will also intended to inform future procurement efforts 
to replace the backpack detection systems currently in use across the DHS components. 


 
1.3 Mission, Scope & Performance Objectives 
The scope of the HAIBP includes modification and production of a human wearable 
radiological/nuclear detection materiel solution to a subset of current DNDO stakeholders 
(primarily TSA and DNDO’s MDDP by providing non-Helium-3 solutions compatible with 
the DHS Special Notice Regarding Future Use of the Helium-3 Gas for Neutron Detection 
[1]. The HAIBP will expand the wide-area search and detection capabilities of DNDO’s 
current backpack solutions to include radionuclide identification and data transfer.   
 


In general, the system shall:  
• Detect potential R/N sources.  
• Notify the operator of R/N sources detected in order for the operator to refer items 


for additional inspection.  
• Correctly identify present radionuclides.  
• Be wearable by an operator while minimizing operator mission performance 


degradation.  
• Minimize impact on commerce (low false alarm rate).  


 
Representative list of operational scenarios for the system includes:  


• Small vessel boarding  
• Small cargo vessel boarding  
• Large vessel boarding  
• Boat to boat inspection  
• Boat to Dock/shore inspection  
• Intermodal container inspection  
• Land search under USCG authority  
• Industrial area search  
• Interagency operations  
• Loading dock search  
• Mass transit sweep  
• Transit chokepoint  
• Pedestrian chokepoint  
• Vehicle mounted sweep  
• Special event/Area sweep 
• Aircraft Scan 
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1.4 HELIUM-3 ALTERNATIVE IMPLEMENTATION 
BACKPACK PROGRAM (HAIBP) 


 
HAIBP, as required under this solicitation, will be structured into four (4) Phases as described 
below. 


 
1.4.1 Phase 1 – Initial Article (IA) Delivery & Testing 


DNDO will seek and award development contracts of up to three (3) vendors who 
demonstrate viable plans to modify their existing systems to meet HAIBP 
requirements and innovation goals within the allotted timeline. To be considered for 
award, offerors will submit a Concept Paper that describes their proposed technical 
approach, a self-assessment of their commercial system’s current performance against 
HAIBP requirements, supporting third party test data for the system’s components (if 
available), a past performance volume, and proposed cost and schedule. In addition to 
the Concept Paper, vendors responding to this RFP will be invited to give brief oral 
presentations.  The Government will retain all materials provided during the oral 
presentations and will use those materials in its evaluation. 
 
The immediate exercise of Contract Line Item Number (CLIN) 0001 upon contract 
award will initiate a nine-month development period, by the end of which the offerors 
will each provide:  
 


• An initial article (system prototype)  
• A Replay Tool and verification data files to support DNDO modeling and 


simulation,  
• System specification, and 
• User and Maintenance Manuals and Training Materials.  


Two design reviews/progress reviews will occur during the development period, 
where DNDO and DHS Component representatives will provide feedback on system 
design and functionality. 
 
With these deliverables, DNDO will conduct testing to evaluate the prototypes’ 
performance against the Key Performance Parameters (KPPs) and other essential 
requirements, score the performance of the systems against the Algorithm 
Improvement Program (AIP) benchmark set, and an initial Operational Suitability 
Assessment. DNDO will also assess the Replay Tool for compliance against the 
requirements and accuracy. Based upon the test results, DNDO will exercise Phase 2 
CLINs to up to three (3) vendors that deliver the top performing systems. 
 


1.4.2 Phase 2 – Low-Rate Initial Production (LRIP) Delivery & Testing 
With the execution of Phase 2 CLINs, vendors will be granted two months to make 
minor adjustments and produce five (5) LRIP units for test against the requirements 
as stated in Section 3 of this RFP. An Updated Replay Tool, User manuals, 
maintenance manuals, Training materials, vendor self-assessment against the system 
specifications, and an estimated life cycle cost for the system if it was deployed, are 
also required.   DNDO will then conduct the Production Unit Evaluation, which will 
include performance characterization testing, an Operational Suitability Assessment, 
scoring against the AIP benchmark set, and environmental testing to verify 
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compliance with all HAIBP requirements to include any innovation goals as mutually 
agreed upon.   
Based upon the test results, DNDO will exercise Phase 3 CLINs under up to three (3) 
contracts that deliver the top performing systems.   
 


1.4.3 Phase 3 – Full-Rate Production (FRP)  
CLIN 2001 will require the production of an estimated quantity of 40 HAIBP 
systems. One or more vendors may have Phase 3 options executed.  The 
purchased systems will be deployed to the TSA and MDDP and used for an 
extended evaluation by CBP, USCG and possibly others. 
 


1.4.4 Phase 4 – Deployment and Post Implementation Reviews 
Phase 4 of this requirement will consist of a five-year deployment of all HAIBP systems 
delivered under Phase 3.  During this time period, DNDO will conduct Post 
Implementation Review (PIRs) to inform planning on a follow-on procurement. 


 
1.4.5 Future Requirements – Phase 5 
Phase 5 of the HAIBP requirement is not within the scope of this Solicitation. HAIBP 
Phase 5 will be addressed in future solicitations and is included here, for informational 
purposes only, to describe the future intent for the overall program. 
 
Phase 5 of the HAIBP program is intended to consist of the establishment of a single or 
multiple award indefinite-delivery indefinite-quantity (IDIQ) contract vehicles in order to 
allow for streamlined ordering for various DHS components requiring the HAIBP systems 
created under Phase 3 of the HAIBP program. Requirements for phase 5 may be adjusted to 
reflect lessons learned during Phase 4 as well as the evolving needs of the DHS users. 
 
Table 1 – HAIBP Estimated Key Dates and Events  
The following chart shows the important events and their estimated 
corresponding dates of the HAIBP Solicitation, 70RDND18R00000005 


EVENT DATE 
Vendor Questions Due: No later than April 02, 2018 at 


3:00PM Eastern Time 
Government Posts Responses 
to Vendor Questions to FBO 


No later than April 04, 2018 at 
3:00PM Eastern Time 


Written Proposals Due:  April 13, 2018 at 3:00PM 
Eastern Time 


Advisory Letters Issued:  April 20, 2018 
Pricing Submissions Due April 27, 2018 
Oral Presentations Conducted:  April 30, 2018 – May 04, 2018  
Contract Award May 25, 2018 
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1.5 Period of Performance 


The period of performance for the HAIBP requirement, sought under this solicitation, 
shall consist of one 9-month Base Period with one (1) 6-month Option Period and one 
(1) 12-month Option Period. This total period of performance shall be broken into the 
following 3 Phases. 
 


Phase 1, Initial Article – Nine (9) Months 
Phase 2, Low-Rate Initial Production – Six (6) Months 
Phase 3, Full-Rate Production – Twelve (12) Months 
 


1.6 Place of Performance 
The primary place of performance shall be the Contractor’s facilities where design and 
modification of awardees’ commercial solutions will occur in order to meet the HAIBP 
requirements. 


 
1.7 Document Organization 


Section 1 of this RFP contains general HAIBP program background information. 
 
The objectives to be accomplished under this Solicitation are described in the 
following sections:  


Section 2 lists the types of deliverables that DNDO expects to receive in fulfillment of 
HAIBP requirement. 


Section 3 lists guidelines and mandatory constraints and 
restrictions.  


Section 4 contains lists of applicable documents. 
Appendix A provides the required scalability thresholds for the HAIBP 
requirement, broken out by the required number of units in Phase 1, 
Phase 2, & Phase 3. 
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2 Deliverables 
The Government expects to receive deliverable artifacts that address the scope of 
deliverable categories listed in this Section. The following deliverables shall be 
manufactured and delivered to the Government during the course of the HAIBP 
design, modification, and testing efforts. Each individual deliverable shall be 
complete, comprehensive, and, at a minimum, meet the KPPs set forth in Section 3 
of this RFP. Table 2 lists the expected deliverables. 
 


Table 2. HAIBP Deliverables 


# Deliverable Due Notes 


1 
Supply Chain Risk 
Management Plan 


Draft to be submitted with 
Concept Paper with updated 
versions to be submitted at the end 
of Phase 1 and Phase 2 


Describe processes in place to 
manage supply chain risk. 


2 
Version Description 
Document 


Initially at end of Phase 1, updates 
commensurate with any future 
software updates   


3 
Configuration change 
notification 


Each time a change to form, fit or 
function is proposed (applies only 
after phase 1), prior to 
implementation 


Notify what the change is, why 
it is proposed, and any 
associated testing results 


4 
Comprehensive 5-year 
warranty/protection plan 


With initial proposal and any 
follow-on pricing updates.  


Priced per unit but separate 
from unit price so we can see 
how much it costs. It should go 
beyond a typical warranty - 
more like a one-time fee to 
cover repairs.  This should go 
beyond a typical warranty in 
that it covers any repairs. 


5 


Failure Reporting, 
Analysis and Corrective 
Action System 
(FRACAS) Report 


Monthly after exercise of FRP 
CLIN 


For each system failure 
addressed by the vendor, give 
the serial number, part failed, 
describe the failure, its root 
cause, and the fix 


6 Progress Report 
Due 1 week prior to each Design 
Review 


PowerPoint showing status of 
development of Initial Article, 
issues/risks, questions for the 
Government 


7 Operator Manual 


To be submitted at end of Initial 
Article development in Phase 1, 
with updated versions to be 
submitted with each LRIP device 
and each FRP device during Phase 
2 and Phase 3, respectively.   


8 
Maintainer Manual (If 
applicable) 


To be submitted at end of Initial 
Article development in Phase 1, 
with updated versions to be 
submitted with each LRIP device 


 To be submitted only if user 
maintenance is required. 
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and each FRP device during Phase 
2 and Phase 3, respectively.  


9 


Operator Training 
Materials and Train-the 
Trainer* 


Training materials to be submitted 
at end of Initial Article 
development in Phase 1, with 
updated versions to be submitted 
with the first LRIP device and in 
advance of the first FRP device 
delivered during Phase 2 and 
Phase 3, respectively. 


Train-the-trainer training to be 
provided once during LRIP 
prior to testing and once during 
FRP with the option for the 
government to purchase 
additional training as needed. 


10 
Maintainer Training* (If 
applicable) 


Documentation and training o be 
provided at end of Initial Article 
development in Phase 1, with 
updated versions to be submitted 
with each LRIP device and each 
FRP device during Phase 2 and 
Phase 3, respectively. 


 To be conducted only if user 
maintenance is required. 


11 
Initial Article 
(prototype) 


At end of Initial Article 
development in Phase 1   


12 
5 LRIP production 
representative samples 


At end of LRIP production period 
in Phase 2   


13 
Replay Tool and 
verification data files 


To be submitted at end of Initial 
Article development in Phase 1, 
with updated versions to be 
submitted with first LRIP device 
and first FRP device during Phase 
2 and Phase 3, respectively. 


It's anticipated that this may go 
through several iterations 
throughout the initial article 
development period  


14 System Specification 


To be submitted at end of Initial 
Article development in Phase 1, 
with updated versions to be 
submitted with first LRIP device 
and first FRP device during Phase 
2 and Phase 3, respectively.   


15 
Offeror self-assessment 
against requirements 


To be submitted at end of Initial 
Article development in Phase 1, 
with updated versions to be 
submitted with first LRIP device 
and first FRP device during Phase 
2 and Phase 3, respectively.   


 
*The Offeror shall provide Train the Trainer and (if required) Maintainer training at approximately 5 
CONUS locations to DNDO, CBP, USCG, TSA, and MDDP personnel. Notional locations include: San 
Francisco, CA, Washington, DC (two locations) Atlantic City, NJ, & Houston, TX. 
 
Approximate number of students per location is 15. 
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3 Mandatory Performance Objectives/ Key Performance 
Parameters (KPPs) & Innovation Goals 


 
 


3.1 Mandatory Performance Objectives/ Key Performance 
Parameters (KPPs) 


   
An Offeror’s proposed solution(s) shall comply with the following requirements: 


 
1. The system shall be human-wearable and hands-free (i.e., not handheld). 
2. The system shall not employ the use of Helium-3. 
3. The system shall not store Personal Identification Information (PII). 
4. The system shall comply with the KPPs listed in the HAIBP Requirements 


Traceability Matrix [See Tab titled “Scorecard” in RFP Attachment 2 for KPPs in 
RTM Requirements] 


5. At the end of Phase 1, the system shall include a replay tool that meets the DNDO 
Replay Tool Requirements [See RFP Attachment 1] 


6. Any system under contract for Phase 3 shall qualify for Authority to Operate (ATO).  
ATO for TSA is subject to TSA Information Assurance Requirements [See Appendix 
C of RFP Attachment 2] 
 


 
3.2 HAIBP Innovation Goals 


 
In addition to the Mandatory Requirements and KPPs listed in Section 3.1 of this Solicitation, 
DNDO sets forth the following innovation goals shown in Table 3. An Offeror’s proposed solution 
may meet one or more of these items; however, these items are not required. The innovation goals 
indicated in Table 3 are preferred performance parameters, which exceed the current RTM 
requirements. The following table lists the goals in order of importance to the government. 
 


Table 3. HAIBP Innovation Goals 


# Description Threshold 
1 The system provides data streaming 


capability. 
The system shall be capable of automatically 
reporting system status, health, location and 
alarm results (for example, energy calibrated 
gamma ray spectra and neutron counts) at 
1Hz. The system’s streaming and 
wifi/Bluetooth capability can be disabled at 
user command.  Any vendor whose initial 
article contract includes this goal will be 
provided with an Interface Control 
Document.  


2 The system is lightweight. The system weighs less than 17lbs. 
3 The system distributes weight 


ergonomically (for example, heavier side 
being closer to the wearer’s back and the 


The system's weight is distributed evenly for 
balance 
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weight as even as possible left to right for 
good balance).  


4 The system minimizes interference with 
the operator's ease of movement (easy to 
wear, remove, and have adjustable 
openings around the arms). 


The system is adjustable and easy to remove. 


5 The system is inconspicuous as a law 
enforcement equipment to a casual 
observer to the maximum extent practical 
(e.g., providing varying external 
appearance, including different colors and 
style of backpack, no visible wires, etc.) 
(ANSI N42.53-2013: 5.2.1)  


The system does not have visible wires or 
sensors that would suggest its detection 
mission. 


6 The system is re-configurable to other 
form factors (e.g., portal, choke point, 
gateway) 


The system has a modular hardware design 
which enables detector to be reconfigured to 
non-wearable configuration. Modules 
containing firmware or software need to be 
updateable and/or replaceable. 


  


4 Compliance & Reference Documents 
The following documents provide specifications, standards, guidelines with which 
compliance is required in order to meet the requirements of this solicitation, as well as 
necessary information for the Contractor in performing the work described in this 
document. The HAIBP system shall comply with the following: 


 
1. U.S. Department of Homeland Security, Domestic Nuclear Detection Office, Special Notice 


Regarding Future Use of Helium-3 (3He) Gas for Neutron Detection, dated May 2014. 
 
2. U.S. Department of Homeland Security, Domestic Nuclear Detection Office, Requirements 


Traceability Matrix (RTM), Human Portable Radiation detection Systems (HPRDS) Helium-3 
Alternative Implementation Backpack Program (HAIBP), Document Number 600-HAIBP-
122520v1.00, dated November 6, 2017.  
 
The following are publications referenced in the RTM: 


i) American National Standards Institute/ Institute of Electrical and Electronics Engineers 
(ANSI/IEEE).  American National Standard Performance Criteria for Backpack-Based 
Radiation-Detection (BRD) Systems Used for Homeland Security. ANSI N42.53-2013. 
June 4, 2013. 


ii) Department of Homeland Security, Domestic Nuclear Detection Office, Technical 
Capability Standard for Backpack Based Radiation Detection Systems. August 2013. 


iii) Transportation Security Administration, Information Assurance Requirements for TSA 
Government Acquisitions, April 2016.  


iv) Domestic Nuclear Detection Office, Replay Tool Requirements Specification, Version 
2.0, dated January 2016.  


 
3. FAR Part 2.1 Definitions. 


https://www.acquisition.gov/far/html/Subpart%202_1.html#wp1145507 
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Appendix A HAIBP Scalability Requirements 
This appendix contains the scalability requirements as they pertain to the Phase 2 
– LRIP and Phase 3 – FRP CLINs. 
Table 5 shows the anticipated quantities of HAIBP systems that the government 
anticipates requiring under each Phase assuming a May 2018 award date. 
Table 5. Scalability Requirements under Phase 2 & Phase 3 


 


 
Description 


Volume required 
in Phase 2 - LRIP 
 (in individual units) 


Volume required 
in Phase 3 - FRP  


 (in individual units) 


 
HAIBP Systems to be Delivered 


 
5 


 
Estimated: 40 
Units 
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PART 3. SPECIAL CONTRACT REQUIREMENTS 


3.1 Organizational Conflict of Interest Notice 
 


(a) Offerors should be aware that they may be deemed ineligible to participate in this acquisition by 
reason of an organizational conflict of interest (OCI) (see FAR 9.5, Organizational and Consultant 
Conflicts of Interest). Offerors should carefully examine and comply with HSAR 3052.209-72, 
Organizational Conflict of Interest, found in Section 4 of this Solicitation. An offeror’s eligibility or 
ineligibility to participate in the current acquisition is determined by the Contracting Officer. 


 
(b) Offerors should be aware that the type of work required by this acquisition may give rise to an OCI 
that may restrict the Offeror’s ability to compete for follow-on work. These types of OCI do not generally 
lend themselves to successful mitigation (see FAR 9.5, Organizational and Consultant Conflicts of 
Interest). Offerors should carefully examine and comply with HSAR 3052.209 73, Limitation of Future 
Contracting, found in Section 4 of this Solicitation. An Offeror’s eligibility or ineligibility to participate 
in a future acquisition is determined by the Contracting Officer. 


 
3.2 Travel 
The Contractor may be required to travel in order to support this requirement. All travel required by 
the Government outside  the local commuting area (National Capital Region) will be reimbursed to the 
Contractor in accordance with the Federal Travel Regulations (no local travel will be reimbursed 
under this contract). All travel shall be requested in advance and be approved by the COR in writing 
prior to the travel dates. No travel is authorized unless sufficient funds for travel are available under 
the contract. Travel is reimbursable at cost. Payment of fees or other charges is not applicable to 
travel. Travel shall be in accordance with FAR 31.205-46. 


 
3.3 Exercise of Option - Phase II 
Phase II, Low-Rate Initial Production (LRIP) is the second of the three-phased HAIBP requirement sought 
under this Solicitation and will not be funded at the time of award. The exercise of all Phase II CLINs is 
dependent on the results of the Government’s Initial Article Testing and Evaluation. The Phase II LRIP 
and Travel CLINs are Optional CLINs and the Government will exercise these CLINs at its sole 
discretion. 
 
3.4 Exercise of Option - Phase III 
Phase III, Full-Rate Production (FRP) is the third of the three-phased HAIBP requirement sought under this 
Solicitation and will not be funded at the time of award. The exercise of all Phase III CLINs is dependent 
on the results of the Government’s Production Unit Testing and Evaluation. The Phase III FRP and 
Warranty CLIN are Optional CLINs and the Government will exercise these CLINs at its sole discretion. 


 
3.5 Contractor Identification 
Contractor employees shall identify themselves as contractors along with their company 
name at/in all meetings/functions/e-mails related to performance under the anticipated 
contract. 


 
3.6 Integrated Master Schedule 
The Contractor shall develop and submit a complete and comprehensive integrated master schedule 
(IMS) that incorporates all projects, activities, and milestones necessary for the design and modification 
of its current commercial detection devices under the anticipated contract. Activities include, but are not 
limited to, major acquisition decision events, test events as defined in Section 3 of this RFP, training, etc. 
The schedule shall conform to the best practices set forth in the GAO Schedule Assessment Guide 
(GAO-16- 89G) and the HAIBP schedule set forth in Section 3 of this RFP. The Contractor shall submit 
this comprehensive schedule in advance of each design review and monthly schedule updates during 
Phase 2 of contract execution to the Government in an electronic format mutually agreed upon with the 
Government. 


 
The initial IMS submission shall be required not later than twenty (20) business days following contract 







 


Page 13 of 61  


award. All anticipated changes to the schedule baseline shall be communicated to the Contracting 
Officer’s Representative (COR) within three (3) business days. Following contract award, the Contractor 
shall attend weekly Integrated Project Team (IPT) meetings to identify schedule risks and all known and 
anticipated schedule variances, to include any potential impacts to the schedule baseline. 


 
3.7 Invoicing  Instructions 


 
A. FAR 52.232-1 Payments. In addition to invoice preparation as required by the FAR, the 
Contractor’s invoice shall include the following information: 


 
1) Cover sheet identifying DHS; 
2) Contract Number; 
3) Modification Number, if any; 
4) DUNS Number; 
5) TINS Number; and 
6) Month services provided or date deliverables completed 
7) Contract Line Item Number (CLIN) for each billed item. 


 
B. The Contractor shall submit an electronic copy to email address: [To be provided at award] 


 
C. Simultaneously provide an electronic copy of the invoice to the following individuals at the addresses 


below: 
 


Jennifer D’Addio, Contracting Officer 
Jennifer.DAddio@hq.dhs.gov; 202-447-0879 


 
Ryan Buck, Contracting Specialist 
Ryan.Buck@hq.dhs.gov  202-447-5313 


 
Todd Pardue, Contracting Officer Representative  
Todd.Pardue@HQ.DHS.GOV; 202-254-7224 
 


The Contractor shall submit invoices to the email address above. Additionally, the Contractor shall 
prepare and submit a sufficient and procurement regulatory compliant invoice and receiving report for 
technical certification of inspection/acceptance of services and approval for payment. The Contractor shall 
attach back up information to the invoices and receiving reports substantiating all costs for services 
performed. The receiving agency’s written or electronic acceptance by the COR and date of acceptance 
shall be included as part of the backup documentation. 


 
Payment for Phases 2 and 3 shall be based on the delivery to the Government of product deliverables, 
and acceptance by the Government of such product deliverables, in accordance with contract schedule. 
Deliverables rejected by the Government for non-performance or deficiencies shall be corrected by the 
Contractor at no additional cost to the Government prior to payment for that deliverable. Final payment 
for each increment shall be withheld until a determination of acceptance can be made by the 
Government based on a fully operational system meeting all mandatory HAIBP requirements, as tested 
and verified by a qualified independent party chosen by the Government. 


 
 
PART 4. SOLICITATION PROVISIONS AND CONTRACT CLAUSES 


4.1. PROVISIONS AND CLAUSES INCORPORATED BY REFERENCE 
 
FAR 52.203-18 Prohibition on Contracting with Entities that Require Certain Internal 


Confidentiality Agreements or Statements – Representation (JAN 2017) 
FAR 52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (JAN 2017) 







 


Page 14 of 61  


FAR 52.216-7 Allowable Cost and Payment (JUN 2013)  
FAR 52.227-9 Refund of Royalties (APR 1984) 
FAR 52.227-14 Rights in Data - General 
FAR 52.232-1 Payments (APR 1984) 
FAR 52.232-18 Availability of Funds (APR 1984)  
FAR 52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013) 
FAR 52.239-1 Privacy or Security Safeguards (AUG 1996) 
FAR 52.246-2 Inspection of Supplies – Fixed Price (AUG 1996) 
HSAR 3052.219.70 Small Business Subcontracting Plan Reporting (JUN 2006) 
HSAR 3052.242-72 Contracting Officer’s Technical Representative (DEC 2003) 


 
4.2. PROVISIONS AND CLAUSES INCORPORATED BY FULL TEXT  


52.212-3 -- Offeror Representations and Certifications -- Commercial Items (Jan 2017) 


The offeror shall complete only paragraphs (b) of this provision if the Offeror has completed the annual 
representations and certification electronically via the System for Award Management (SAM) Web site 
located at http://www.sam.gov/portal. If the Offeror has not completed the annual representations and 
certifications electronically, the Offeror shall complete only paragraphs (c) through (u) of this provision. 


(a) Definitions. As used in this provision-- 


“Administrative merits determination” means certain notices or findings of labor law violations issued by 
an enforcement agency following an investigation. An administrative merits determination may be final or 
be subject to appeal or further review. To determine whether a particular notice or finding is covered by this 
definition, it is necessary to consult section II.B. in the DOL Guidance. 


“Arbitral award or decision” means an arbitrator or arbitral panel determination that a labor law violation 
occurred, or that enjoined or restrained a violation of labor law. It includes an award or decision that is not 
final or is subject to being confirmed, modified, or vacated by a court, and includes an award or decision 
resulting from private or confidential proceedings. To determine whether a particular award or decision is 
covered by this definition, it is necessary to consult section II.B. in the DOL Guidance. 


“Civil judgment” means-- 


(1) In paragraph (h) of this provision: A judgment or finding of a civil offense by any court of 
competent jurisdiction. 


(2) In paragraph (s) of this provision: Any judgment or order entered by any Federal or State court 
in which the court determined that a labor law violation occurred, or enjoined or restrained a 
violation of labor law. It includes a judgment or order that is not final or is subject to appeal. To 
determine whether a particular judgment or order is covered by this definition, it is necessary to 
consult section II.B. in the DOL Guidance. 


“DOL Guidance” means the Department of Labor (DOL) Guidance entitled: “Guidance for Executive Order 
13673, ‘Fair Pay and Safe Workplaces’ “. The DOL Guidance, dated August 25, 2016, can be obtained 
from www.dol.gov/fairpayandsafeworkplaces. 


“Economically disadvantaged women-owned small business (EDWOSB) concern” means a small business 
concern that is at least 51 percent directly and unconditionally owned by, and the management and daily 
business operations of which are controlled by, one or more women who are citizens of the United States 
and who are economically disadvantaged in accordance with 13 CFR part 127. It automatically qualifies as 
a women-owned small business eligible under the WOSB Program. 


“Enforcement agency” means any agency granted authority to enforce the Federal labor laws. It includes 
the enforcement components of DOL (Wage and Hour Division, Office of Federal Contract Compliance 
Programs, and Occupational Safety and Health Administration), the Equal Employment Opportunity 
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Commission, the Occupational Safety and Health Review Commission, and the National Labor Relations 
Board. It also means a State agency designated to administer an OSHA-approved State Plan, but only to the 
extent that the State agency is acting in its capacity as administrator of such plan. It does not include other 
Federal agencies which, in their capacity as contracting agencies, conduct investigations of potential labor 
law violations. The enforcement agencies associated with each labor law under E.O. 13673 are-- 


(1) Department of Labor Wage and Hour Division (WHD) for-- 


(i) The Fair Labor Standards Act; 


(ii) The Migrant and Seasonal Agricultural Worker Protection Act; 


(iii) 40 U.S.C. chapter 31, subchapter IV, formerly known as the Davis-Bacon Act; 


(v) 41 U.S.C. chapter 67, formerly known as the Service Contract Act; 


(vi) The Family and Medical Leave Act; and 


(vii) E.O. 13658 of February 12, 2014 (Establishing a Minimum Wage for Contractors); 


(2) Department of Labor Occupational Safety and Health Administration (OSHA) for-- 


(i) The Occupational Safety and Health Act of 1970; and 


(ii) OSHA-approved State Plans; 


(3) Department of Labor Office of Federal Contract Compliance Programs (OFCCP) for-- 


(i) Section 503 of the Rehabilitation Act of 1973; 


(ii) The Vietnam Era Veterans' Readjustment Assistance Act of 1972 and the Vietnam Era 
Veterans' Readjustment Assistance Act of 1974; and 


(iii) E.O. 11246 of September 24, 1965 (Equal Employment Opportunity); 


(4) National Labor Relations Board (NLRB) for the National Labor Relations Act; and 


(5) Equal Employment Opportunity Commission (EEOC) for-- 


(i) Title VII of the Civil Rights Act of 1964; 


(ii) The Americans with Disabilities Act of 1990; 


(iii) The Age Discrimination in Employment Act of 1967; and 


(iv) Section 6(d) of the Fair Labor Standards Act (Equal Pay Act). 


“Forced or indentured child labor” means all work or service— 


(6) Exacted from any person under the age of 18 under the menace of any penalty for its 
nonperformance and for which the worker does not offer himself voluntarily; or 


(7) Performed by any person under the age of 18 pursuant to a contract the enforcement of which 
can be accomplished by process or penalties. 
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“Highest-level owner” means the entity that owns or controls an immediate owner of the offeror, or that 
owns or controls one or more entities that control an immediate owner of the offeror. No entity owns or 
exercises control of the highest level owner. 


“Immediate owner” means an entity, other than the offeror, that has direct control of the offeror. Indicators 
of control include, but are not limited to, one or more of the following: Ownership or interlocking 
management, identity of interests among family members, shared facilities and equipment, and the common 
use of employees.  


“Inverted domestic corporation,” means a foreign incorporated entity that meets the definition of an 
inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions of 
6 U.S.C. 395(c). 


“Labor compliance agreement” means an agreement entered into between a contractor or subcontractor and 
an enforcement agency to address appropriate remedial measures, compliance assistance, steps to resolve 
issues to increase compliance with the labor laws, or other related matters. 


“Labor laws” means the following labor laws and E.O.s: 


(1) The Fair Labor Standards Act. 


(2) The Occupational Safety and Health Act (OSHA) of 1970. 


(3) The Migrant and Seasonal Agricultural Worker Protection Act. 


(4) The National Labor Relations Act. 


(5) 40 U.S.C. chapter 31, subchapter IV, formerly known as the Davis-Bacon Act. 


(6) 41 U.S.C. chapter 67, formerly known as the Service Contract Act. 


(7) E.O. 11246 of September 24, 1965 (Equal Employment Opportunity). 


(8) Section 503 of the Rehabilitation Act of 1973. 


(9) The Vietnam Era Veterans' Readjustment Assistance Act of 1972 and the Vietnam Era Veterans' 
Readjustment Assistance Act of 1974. 


(10) The Family and Medical Leave Act. 


(11) Title VII of the Civil Rights Act of 1964. 


(12) The Americans with Disabilities Act of 1990. 


(13) The Age Discrimination in Employment Act of 1967. 


(14) E.O. 13658 of February 12, 2014 (Establishing a Minimum Wage for Contractors). 


(15) Equivalent State laws as defined in the DOL Guidance. (The only equivalent State laws 
implemented in the FAR are OSHA-approved State Plans, which can be found at 
www.osha.gov/dcsp/osp/approved_state_plans.html). 


“Labor law decision” means an administrative merits determination, arbitral award or decision, or civil 
judgment, which resulted from a violation of one or more of the laws listed in the definition of “labor laws”. 
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“Manufactured end product” means any end product in product and service codes (PSCs) 1000-9999, 
except— 


(1) PSC 5510, Lumber and Related Basic Wood Materials; 


(2) Product or Service Group (PSG) 87, Agricultural Supplies; 


(3) PSG 88, Live Animals; 


(4) PSG 89, Subsistence; 


(5) PSC 9410, Crude Grades of Plant Materials; 


(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 


(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 


(8) PSC 9610, Ores; 


(9) PSC 9620, Minerals, Natural and Synthetic; and 


(10) PSC 9630, Additive Metal Materials. 


“Place of manufacture” means the place where an end product is assembled out of components, or 
otherwise made or processed from raw materials into the finished product that is to be provided to the 
Government. If a product is disassembled and reassembled, the place of reassembly is not the place of 
manufacture. 


“Predecessor” means an entity that is replaced by a successor and includes any predecessors of the 
predecessor. 


“Restricted business operations” means business operations in Sudan that include power production 
activities, mineral extraction activities, oil-related activities, or the production of military equipment, as 
those terms are defined in the Sudan Accountability and Divestment Act of 2007 (Pub. L. 110-174). 
Restricted business operations do not include business operations that the person (as that term is defined in 
Section 2 of the Sudan Accountability and Divestment Act of 2007) conducting the business can 
demonstrate— 


(1) Are conducted under contract directly and exclusively with the regional government of southern 
Sudan; 


(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in 
the Department of the Treasury, or are expressly exempted under Federal law from the requirement 
to be conducted under such authorization; 


(3) Consist of providing goods or services to marginalized populations of Sudan; 


(4) Consist of providing goods or services to an internationally recognized peacekeeping force or 
humanitarian organization; 


(5) Consist of providing goods or services that are used only to promote health or education; or 


(6) Have been voluntarily suspended. 


Sensitive technology— 
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(1) Means hardware, software, telecommunications equipment, or any other technology that is to be 
used specifically— 


(i) To restrict the free flow of unbiased information in Iran; or 


(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 


(2) Does not include information or informational materials the export of which the President does 
not have the authority to regulate or prohibit pursuant to section 203(b)(3) of the International 
Emergency Economic Powers Act (50 U.S.C. 1702(b)(3)). 


“Service-disabled veteran-owned small business concern”— 


(1) Means a small business concern— 


(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, 
in the case of any publicly owned business, not less than 51 percent of the stock of which is 
owned by one or more service-disabled veterans; and 


(ii) The management and daily business operations of which are controlled by one or more 
service-disabled veterans or, in the case of a service-disabled veteran with permanent and 
severe disability, the spouse or permanent caregiver of such veteran. 


(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that 
is service-connected, as defined in 38 U.S.C. 101(16). 


“Small business concern” means a concern, including its affiliates that is independently owned and 
operated, not dominant in the field of operation in which it is bidding on Government contracts, and 
qualified as a small business under the criteria in 13 CFR Part 121 and size standards in this solicitation. 


“Small disadvantaged business concern, consistent with 13 CFR 124.1002,” means a small business 
concern under the size standard applicable to the acquisition, that-- 


(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by-- 


(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically 
disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the United 
States; and 


(ii) Each individual claiming economic disadvantage has a net worth not exceeding 
$750,000 after taking into account the applicable exclusions set forth at 13 CFR 
124.104(c)(2); and 


(2) The management and daily business operations of which are controlled (as defined at 13.CFR 
124.106) by individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this definition. 


“Subsidiary” means an entity in which more than 50 percent of the entity is owned— 


(1) Directly by a parent corporation; or 


(2) Through another subsidiary of a parent corporation. 


“Successor” means an entity that has replaced a predecessor by acquiring the assets and carrying out the 
affairs of the predecessor under a new name (often through acquisition or merger). The term “successor” 
does not include new offices/divisions of the same company or a company that only changes its name. The 
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extent of the responsibility of the successor for the liabilities of the predecessor may vary, depending on 
State law and specific circumstances. 


“Veteran-owned small business concern” means a small business concern— 


(1) Not less than 51 percent of which is owned by one or more veterans(as defined at 38 U.S.C. 
101(2)) or, in the case of any publicly owned business, not less than 51 percent of the stock of 
which is owned by one or more veterans; and 


(2) The management and daily business operations of which are controlled by one or more veterans. 


“Women-owned business concern” means a concern which is at least 51 percent owned by one or more 
women; or in the case of any publicly owned business, at least 51 percent of the its stock is owned by one or 
more women; and whose management and daily business operations are controlled by one or more women.  


“Women-owned small business concern” means a small business concern -- 


(1) That is at least 51 percent owned by one or more women or, in the case of any publicly owned 
business, at least 51 percent of the stock of which is owned by one or more women; and 


(2) Whose management and daily business operations are controlled by one or more women. 


“Women-owned small business (WOSB) concern eligible under the WOSB Program (in accordance with 13 
CFR part 127),” means a small business concern that is at least 51 percent directly and unconditionally 
owned by, and the management and daily business operations of which are controlled by, one or more 
women who are citizens of the United States. 


Note to paragraph (a): By a court order issued on October 24, 2016, the following definitions in this 
paragraph (a) are enjoined indefinitely as of the date of the order: “Administrative merits determination”, 
“Arbitral award or decision”, paragraph (2) of “Civil judgment”, “DOL Guidance”, “Enforcement agency”, 
“Labor compliance agreement”, “Labor laws”, and “Labor law decision”. The enjoined definitions will 
become effective immediately if the court terminates the injunction. At that time, DoD, GSA, and NASA 
will publish a document in the Federal Register advising the public of the termination of the injunction. 


(b)  


(1) Annual Representations and Certifications. Any changes provided by the offeror in paragraph 
(b)(2) of this provision do not automatically change the representations and certifications posted on 
the SAM website. 


(2) The offeror has completed the annual representations and certifications electronically via the 
SAM website accessed through https://www.acquisition.gov. After reviewing the SAM database 
information, the offeror verifies by submission of this offer that the representation and certifications 
currently posted electronically at FAR 52.212-3, Offeror Representations and Certifications—
Commercial Items, have been entered or updated in the last 12 months, are current, accurate, 
complete, and applicable to this solicitation (including the business size standard applicable to the 
NAICS code referenced for this solicitation), as of the date of this offer and are incorporated in this 
offer by reference (see FAR 4.1201), except for paragraphs ____________. [Offeror to identify the 
applicable paragraphs at (c) through (u) of this provision that the offeror has completed for the 
purposes of this solicitation only, if any. These amended representation(s) and/or certification(s) 
are also incorporated in this offer and are current, accurate, and complete as of the date of this 
offer. Any changes provided by the offeror are applicable to this solicitation only, and do not result 
in an update to the representations and certifications posted electronically on SAM.] 


(c) Offerors must complete the following representations when the resulting contract is to be performed in 
the United States or its outlying areas. Check all that apply. 
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(1) Small business concern. The offeror represents as part of its offer that it [_] is, [_] is not a small 
business concern. 


(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a 
small business concern in paragraph (c)(1) of this provision.] The offeror represents as part of its 
offer that it [_] is, [_] is not a veteran-owned small business concern. 


(3) Service-disabled veteran-owned small business concern. [Complete only if the offeror 
represented itself as a veteran-owned small business concern in paragraph (c)(2) of this provision.] 
The offeror represents as part of its offer that it [_] is, [_] is not a service-disabled veteran-owned 
small business concern. 


(4) Small disadvantaged business concern. [Complete only if the offeror represented itself as a 
small business concern in paragraph (c)(1) of this provision.] The offeror represents that it [_] is, 
[_] is not, a small disadvantaged business concern as defined in 13 CFR 124.1002. 


(5) Women-owned small business concern. [Complete only if the offeror represented itself as a 
small business concern in paragraph (c)(1) of this provision.] The offeror represents that it [_] is, 
[_] is not a women-owned small business concern. 


Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to exceed the 
simplified acquisition threshold. 


(6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror represented 
itself as a women-owned small business concern in paragraph (c)(5) of this provision.] The offeror 
represents that— 


(i) It [_] is, [_] is not a WOSB concern eligible under the WOSB Program, has provided all 
the required documents to the WOSB Repository, and no change in circumstances or 
adverse decisions have been issued that affects its eligibility; and 


(ii) It [_] is, [_] is not a joint venture that complies with the requirements of 13 CFR part 
127, and the representation in paragraph (c)(6)(i) of this provision is accurate for each 
WOSB concern eligible under the WOSB Program participating in the joint venture. [The 
offeror shall enter the name or names of the WOSB concern eligible under the WOSB 
Program and other small businesses that are participating in the joint venture: _________.] 
Each WOSB concern eligible under the WOSB Program participating in the joint venture 
shall submit a separate signed copy of the WOSB representation. 


(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete 
only if the offeror represented itself as a WOSB concern eligible under the WOSB Program in 
(c)(6) of this provision.] The offeror represents that— 


(i) It [_] is, [_] is not an EDWOSB concern, has provided all the required documents to the 
WOSB Repository, and no change in circumstances or adverse decisions have been issued 
that affects its eligibility; and 


(ii) It [_] is, [_] is not a joint venture that complies with the requirements of 13 CFR part 
127, and the representation in paragraph (c)(7)(i) of this provision is accurate for each 
EDWOSB concern participating in the joint venture. [The offeror shall enter the name or 
names of the EDWOSB concern and other small businesses that are participating in the 
joint venture: _____________.] Each EDWOSB concern participating in the joint venture 
shall submit a separate signed copy of the EDWOSB representation. 


(8) Women-owned business concern (other than small business concern). [Complete only if the 
offeror is a women-owned business concern and did not represent itself as a small business concern 
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in paragraph (c)(1) of this provision.] The offeror represents that it [_] is, a women-owned business 
concern. 


(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business 
offerors may identify the labor surplus areas in which costs to be incurred on account of 
manufacturing or production (by offeror or first-tier subcontractors) amount to more than 50 
percent of the contract price: 


_____________________________ 


(10) HUBZone small business concern. [Complete only if the offeror represented itself as a small 
business concern in paragraph (c)(1) of this provision.] The offeror represents, as part of its offer, 
that-- 


(i) It [_] is, [_] is not a HUBZone small business concern listed, on the date of this 
representation, on the List of Qualified HUBZone Small Business Concerns maintained by 
the Small Business Administration, and no material changes in ownership and control, 
principal office, or HUBZone employee percentage have occurred since it was certified in 
accordance with 13 CFR part 126; and 


(ii) It [_] is, [_] is not a HUBZone joint venture that complies with the requirements of 13 
CFR part 126, and the representation in paragraph (c)(10)(i) of this provision is accurate for 
each HUBZone small business concern participating in the HUBZone joint venture. [The 
offeror shall enter the names of each of the HUBZone small business concerns 
participating in the HUBZone joint venture: __________.] Each HUBZone small business 
concern participating in the HUBZone joint venture shall submit a separate signed copy of 
the HUBZone representation. 


(d) Representations required to implement provisions of Executive Order 11246 -- 


(1) Previous contracts and compliance. The offeror represents that -- 


(i) It [_] has, [_] has not, participated in a previous contract or subcontract subject to the 
Equal Opportunity clause of this solicitation; and 


(ii) It [_] has, [_] has not, filed all required compliance reports. 


(2) Affirmative Action Compliance. The offeror represents that -- 


(i) It [_] has developed and has on file, [_] has not developed and does not have on file, at 
each establishment, affirmative action programs required by rules and regulations of the 
Secretary of Labor (41 CFR parts 60-1 and 60-2), or 


(ii) It [_] has not previously had contracts subject to the written affirmative action programs 
requirement of the rules and regulations of the Secretary of Labor. 


(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). (Applies only if 
the contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of 
its knowledge and belief that no Federal appropriated funds have been paid or will be paid to any person for 
influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an 
officer or employee of Congress or an employee of a Member of Congress on his or her behalf in 
connection with the award of any resultant contract. If any registrants under the Lobbying Disclosure Act of 
1995 have made a lobbying contact on behalf of the offeror with respect to this contract, the offeror shall 
complete and submit, with its offer, OMB Standard Form LLL, Disclosure of Lobbying Activities, to 
provide the name of the registrants. The offeror need not report regularly employed officers or employees of 
the offeror to whom payments of reasonable compensation were made. 
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 (h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the contract 
value is expected to exceed the simplified acquisition threshold.) The offeror certifies, to the best of its 
knowledge and belief, that the offeror and/or any of its principals-- 


(1) [_] Are, [_] are not presently debarred, suspended, proposed for debarment, or declared 
ineligible for the award of contracts by any Federal agency;  


(2) [_] Have, [_] have not, within a three-year period preceding this offer, been convicted of or had 
a civil judgment rendered against them for: commission of fraud or a criminal offense in connection 
with obtaining, attempting to obtain, or performing a Federal, state or local government contract or 
subcontract; violation of Federal or state antitrust statutes relating to the submission of offers; or 
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making 
false statements, tax evasion, violating Federal criminal tax laws, or receiving stolen property; and 


(3) [_] Are, [_] are not presently indicted for, or otherwise criminally or civilly charged by a 
Government entity with, commission of any of these offenses enumerated in paragraph (h)(2) of 
this clause; and 


(4) [_] Have, [_] have not, within a three-year period preceding this offer, been notified of any 
delinquent Federal taxes in an amount that exceeds $3,500 for which the liability remains 
unsatisfied. 


(i) Taxes are considered delinquent if both of the following criteria apply: 


(A) The tax liability is finally determined. The liability is finally determined if it 
has been assessed. A liability is not finally determined if there is a pending 
administrative or judicial challenge. In the case of a judicial challenge to the 
liability, the liability is not finally determined until all judicial appeal rights have 
been exhausted. 


(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the 
taxpayer has failed to pay the tax liability when full payment was due and required. 
A taxpayer is not delinquent in cases where enforced collection action is precluded. 


(ii) Examples. 


(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, 
which entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. 
This is not a delinquent tax because it is not a final tax liability. Should the 
taxpayer seek Tax Court review, this will not be a final tax liability until the 
taxpayer has exercised all judicial appear rights. 


(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax 
liability, and the taxpayer has been issued a notice under I.R.C. §6320 entitling the 
taxpayer to request a hearing with the IRS Office of Appeals Contesting the lien 
filing, and to further appeal to the Tax Court if the IRS determines to sustain the 
lien filing. In the course of the hearing, the taxpayer is entitled to contest the 
underlying tax liability because the taxpayer has had no prior opportunity to contest 
the liability. This is not a delinquent tax because it is not a final tax liability. 
Should the taxpayer seek tax court review, this will not be a final tax liability until 
the taxpayer has exercised all judicial appeal rights. 


(C) The taxpayer has entered into an installment agreement pursuant to I.R.C. 
§6159. The taxpayer is making timely payments and is in full compliance with the 
agreement terms. The taxpayer is not delinquent because the taxpayer is not 
currently required to make full payment. 
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(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not 
delinquent because enforced collection action is stayed under 11 U.S.C. §362 (the 
Bankruptcy Code). 


(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). 
[The Contracting Officer must list in paragraph (i)(1) any end products being acquired under this 
solicitation that are included in the List of Products Requiring Contractor Certification as to Forced or 
Indentured Child Labor, unless excluded at 22.1503(b).] 


(1) Listed End Product 


Listed End Product: Listed Countries of Origin: 
      
      
      


(2) Certification. [If the Contracting Officer has identified end products and countries of origin in 
paragraph (i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(ii) by 
checking the appropriate block.] 


[_] (i) The offeror will not supply any end product listed in paragraph (i)(1) of this 
provision that was mined, produced, or manufactured in the corresponding country as listed 
for that product. 


[_] (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision 
that was mined, produced, or manufactured in the corresponding country as listed for that 
product. The offeror certifies that is has made a good faith effort to determine whether 
forced or indentured child labor was used to mine, produce, or manufacture any such end 
product furnished under this contract. On the basis of those efforts, the offeror certifies that 
it is not aware of any such use of child labor. 


(j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 
manufacture of the end products it expects to provide in response to this solicitation is predominantly— 


(1) [_] In the United States (Check this box if the total anticipated price of offered end products 
manufactured in the United States exceeds the total anticipated price of offered end products 
manufactured outside the United States); or  


(2) [_] Outside the United States. 


(k) Certificates regarding exemptions from the application of the Service Contract Labor Standards. 
(Certification by the offeror as to its compliance with respect to the contract also constitutes its certification 
as to compliance by its subcontractor if it subcontracts out the exempt services.) [The contracting officer is 
to check a box to indicate if paragraph (k)(1) or (k)(2) applies.] 


(1) [_] Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-
4(c)(1). The offeror [_] does [_] does not certify that— 


(i) The items of equipment to be serviced under this contract are used regularly for other 
than Governmental purposes and are sold or traded by the offeror (or subcontractor in the 
case of an exempt subcontract) in substantial quantities to the general public in the course 
of normal business operations; 
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(ii) The services will be furnished at prices which are, or are based on, established catalog 
or market prices (see FAR 22.1003-4(c)(2)(ii)) for the maintenance, calibration, or repair of 
such equipment; and 


(iii) The compensation (wage and fringe benefits) plan for all service employees 
performing work under the contract will be the same as that used for these employees and 
equivalent employees servicing the same equipment of commercial customers. 


(2) [_] Certain services as described in FAR 22.1003-4(d)(1). The offeror [_] does [_] does not 
certify that— 


(i) The services under the contract are offered and sold regularly to non-Governmental 
customers, and are provided by the offeror (or subcontractor in the case of an exempt 
subcontract) to the general public in substantial quantities in the course of normal business 
operations; 


(ii) The contract services will be furnished at prices that are, or are based on, established 
catalog or market prices (see FAR 22.1003-4(d)(2)(iii)); 


(iii) Each service employee who will perform the services under the contract will spend 
only a small portion of his or her time (a monthly average of less than 20 percent of the 
available hours on an annualized basis, or less than 20 percent of available hours during the 
contract period if the contract period is less than a month) servicing the Government 
contract; and 


(iv) The compensation (wage and fringe benefits) plan for all service employees 
performing work under the contract is the same as that used for these employees and 
equivalent employees servicing commercial customers. 


(3) If paragraph (k)(1) or (k)(2) of this clause applies— 


(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the 
Contracting Officer did not attach a Service Contract Labor Standards wage determination 
to the solicitation, the offeror shall notify the Contracting Officer as soon as possible; and 


(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to 
execute the certification in paragraph (k)(1) or (k)(2) of this clause or to contact the 
Contracting Officer as required in paragraph (k)(3)(i) of this clause. 


(l) Taxpayer identification number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the offeror is 
required to provide this information to the SAM database to be eligible for award.) 


(1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of this 
provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting 
requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations issued by the 
Internal Revenue Service (IRS). 


(2) The TIN may be used by the government to collect and report on any delinquent amounts 
arising out of the offeror’s relationship with the Government (31 U.S.C. 7701(c)(3)). If the resulting 
contract is subject to the payment reporting requirements described in FAR 4.904, the TIN provided 
hereunder may be matched with IRS records to verify the accuracy of the offeror’s TIN. 


(3) Taxpayer Identification Number (TIN). 


[_] TIN:_____________________. 
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[_] TIN has been applied for. 


[_] TIN is not required because: 


[_] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not 
have income effectively connected with the conduct of a trade or business in the United 
States and does not have an office or place of business or a fiscal paying agent in the 
United States; 


[_] Offeror is an agency or instrumentality of a foreign government; 


[_] Offeror is an agency or instrumentality of the Federal Government; 


(4) Type of organization. 


[_] Sole proprietorship; 


[_] Partnership; 


[_] Corporate entity (not tax-exempt); 


[_] Corporate entity (tax-exempt); 


[_] Government entity (Federal, State, or local); 


[_] Foreign government; 


[_] International organization per 26 CFR 1.6049-4; 


[_] Other ____________________. 


(5) Common parent. 


[_] Offeror is not owned or controlled by a common parent: 


[_] Name and TIN of common parent: 


Name_____________________________ 


TIN _____________________________ 


(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror 
does not conduct any restricted business operations in Sudan. 


(n) Prohibition on Contracting with Inverted Domestic Corporations— 


(1) Government agencies are not permitted to use appropriated (or otherwise made available) funds 
for contracts with either an inverted domestic corporation, or a subsidiary of an inverted domestic 
corporation, unless the exception at 9.108-2(b) applies or the requirement is waived in accordance 
with the procedures at 9.108-4. 


(2) Representation. The offeror represents that— 


(i) It [ ] is, [ ] is not an inverted domestic corporation; and 
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(ii) It [ ] is, [ ] is not a subsidiary of an inverted domestic corporation. 


(o) Prohibition on contracting with entities engaging in certain activities or transactions relating to Iran. 


(1) The offeror shall email questions concerning sensitive technology to the Department of State at 
CISADA106@state.gov. 


(2) Representation and Certification. Unless a waiver is granted or an exception applies as provided 
in paragraph (o)(3) of this provision, by submission of its offer, the offeror— 


(i) Represents, to the best of its knowledge and belief, that the offeror does not export any 
sensitive technology to the government of Iran or any entities or individuals owned or 
controlled by, or acting on behalf or at the direction of, the government of Iran;  


(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not 
engage in any activities for which sanctions may be imposed under section 5 of the Iran 
Sanctions Act; and 


(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not 
knowingly engage in any transaction that exceeds $3,500 with Iran’s Revolutionary Guard 
Corps or any of its officials, agents, or affiliates, the property and interests in property of 
which are blocked pursuant to the International Emergency Economic Powers Act 
(50(U.S.C. 1701 et seq.) (see OFAC’s Specially Designated Nationals and Blocked Persons 
List at http://www.treasury.gov/ofac/downloads/t11sdn.pdf). 


(3) The representation and certification requirements of paragraph (o)(2) of this provision do not 
apply if— 


(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a 
comparable agency provision); and 


(ii) The offeror has certified that all the offered products to be supplied are designated 
country end products. 


(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to be 
registered in SAM or a requirement to have a unique entity identifier in the solicitation. 


(1) The Offeror represents that it [ ] has or [ ] does not have an immediate owner. If the Offeror has 
more than one immediate owner (such as a joint venture), then the Offeror shall respond to 
paragraph (2) and if applicable, paragraph (3) of this provision for each participant in the joint 
venture. 


(2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the following 
information: 


Immediate owner CAGE code:______________________________ 


Immediate owner legal name:______________________________ 


(Do not use a “doing business as” name) 


Is the immediate owner owned or controlled by another entity: 


[ ] Yes or [ ] No. 
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(3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that the immediate 
owner is owned or controlled by another entity, then enter the following information: 


Highest level owner CAGE code:_ _____________________________ 


Highest level owner legal name:_ _____________________________ 


(Do not use a “doing business as” name) 


(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under any 
Federal Law. 


(1) As required by section 744 and 745 of Division E of the Consolidated and Further Continuing 
Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in subsequent 
appropriations acts, the Government will not enter into a contract with any corporation that— 


(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and 
administrative remedies have been exhausted or have lapsed, and that is not being paid in a 
timely manner pursuant to an agreement with the authority responsible for collecting the 
tax liability, where the awarding agency is aware of the unpaid tax liability, unless and 
agency has considered suspension or debarment of the corporation and made a 
determination that suspension or debarment is not necessary to protect the interests of the 
Government; or 


(ii) Was convicted of a felony criminal violation under any Federal law within the 
preceding 24 months, where the awarding agency is aware of the conviction, unless an 
agency has considered suspension or debarment of the corporation and made a 
determination that this action is not necessary to protect the interests of the Government. 


(2) The Offeror represents that-- 


(i) It is [ ] is not [ ] a corporation that has any unpaid Federal tax liability that has been 
assessed, for which all judicial and administrative remedies have been exhausted or have 
lapsed, and that is not being paid in a timely manner pursuant to an agreement with the 
authority responsible for collecting the tax liability; and  


(ii) It is [ ] is not [ ] a corporation that was convicted of a felony criminal violation under a 
Federal law within the preceding 24 months. 


(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, Commercial 
and Government Entity Code Reporting.) 


(1) The Offeror represents that it [ ] is or [ ] is not a successor to a predecessor that held a Federal 
contract or grant within the last three years. 


(2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the following 
information for all predecessors that held a Federal contract or grant within the last three years (if 
more than one predecessor, list in reverse chronological order): 


Predecessor CAGE code ______(or mark “Unknown). 


Predecessor legal name: _________________________.  
(Do not use a “doing business as” name). 
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(s) Representation regarding compliance with labor laws (Executive Order 13673). If the offeror is a joint 
venture that is not itself a separate legal entity, each concern participating in the joint venture shall 
separately comply with the requirements of this provision. 


(1)(i) For solicitations issued on or after October 25, 2016 through April 24, 2017: The Offeror [ ] 
does [ ] does not anticipate submitting an offer with an estimated contract value of greater than $50 
million. 


(ii) For solicitations issued after April 24, 2017: The Offeror [ ] does [ ] does not anticipate 
submitting an offer with an estimated contract value of greater than $500,000. 


(2) If the Offeror checked ``does'' in paragraph (s)(1)(i) or (ii) of this provision, the Offeror 
represents to the best of the Offeror's knowledge and belief [Offeror to check appropriate block]: 


[ ](i) There has been no administrative merits determination, arbitral award or decision, or 
civil judgment for any labor law violation(s) rendered against the offeror (see definitions in 
paragraph (a) of this section) during the period beginning on October 25, 2015 to the date 
of the offer, or for three years preceding the date of the offer, whichever period is shorter; 
or 


[ ](ii) There has been an administrative merits determination, arbitral award or decision, or 
civil judgment for any labor law violation(s) rendered against the Offeror during the period 
beginning on October 25, 2015 to the date of the offer, or for three years preceding the date 
of the offer, whichever period is shorter. 


(3)(i) If the box at paragraph (s)(2)(ii) of this provision is checked and the Contracting Officer has 
initiated a responsibility determination and has requested additional information, the Offeror shall 
provide-- 


(A) The following information for each disclosed labor law decision in the System 
for Award Management (SAM) at www.sam.gov, unless the information is already 
current, accurate, and complete in SAM. This information will be publicly 
available in the Federal Awardee Performance and Integrity Information System 
(FAPIIS): 


(1) The labor law violated. 


(2) The case number, inspection number, charge number, docket number, 
or other unique identification number. 


(3) The date rendered. 


(4) The name of the court, arbitrator(s), agency, board, or commission that 
rendered the determination or decision; 


(B) The administrative merits determination, arbitral award or decision, or civil 
judgment document, to the Contracting Officer, if the Contracting Officer requires 
it; 


(C) In SAM, such additional information as the Offeror deems necessary to 
demonstrate its responsibility, including mitigating factors and remedial measures 
such as offeror actions taken to address the violations, labor compliance 
agreements, and other steps taken to achieve compliance with labor laws. Offerors 
may provide explanatory text and upload documents. This information will not be 
made public unless the contractor determines that it wants the information to be 
made public; and 
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(D) The information in paragraphs (s)(3)(i)(A) and (s)(3)(i)(C) of this provision to 
the Contracting Officer, if the Offeror meets an exception to SAM registration (see 
FAR 4.1102(a)). 


(ii)(A) The Contracting Officer will consider all information provided under (s)(3)(i) of this 
provision as part of making a responsibility determination. 


(B) A representation that any labor law decision(s) were rendered against the 
Offeror will not necessarily result in withholding of an award under this 
solicitation. Failure of the Offeror to furnish a representation or provide such 
additional information as requested by the Contracting Officer may render the 
Offeror nonresponsible. 


(C) The representation in paragraph (s)(2) of this provision is a material 
representation of fact upon which reliance was placed when making award. If it is 
later determined that the Offeror knowingly rendered an erroneous representation, 
in addition to other remedies available to the Government, the Contracting Officer 
may terminate the contract resulting from this solicitation in accordance with the 
procedures set forth in FAR 12.403. 


(4) The Offeror shall provide immediate written notice to the Contracting Officer if at any time 
prior to contract award the Offeror learns that its representation at paragraph (s)(2) of this provision 
is no longer accurate. 


(5) The representation in paragraph (s)(2) of this provision will be public information in the Federal 
Awardee Performance and Integrity Information System (FAPIIS). 


Note to paragraph (s): By a court order issued on October 24, 2016, this paragraph (s) is enjoined 
indefinitely as of the date of the order. The enjoined paragraph will become effective immediately if the 
court terminates the injunction. At that time, DoD, GSA, and NASA will publish a document in the Federal 
Register advising the public of the termination of the injunction. 


(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all solicitations that 
require offerors to register in SAM (52.212-1(k)). 


(1) This representation shall be completed if the Offeror received $7.5 million or more in contract 
awards in the prior Federal fiscal year. The representation is optional if the Offeror received less 
than $7.5 million in Federal contract awards in the prior Federal fiscal year. 


(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)].  


(i) The Offeror (itself or through its immediate owner or highest-level owner) [ ] does, [ ] 
does not publicly disclose greenhouse gas emissions, i.e., makes available on a publicly 
accessible Web site the results of a greenhouse gas inventory, performed in accordance 
with an accounting standard with publicly available and consistently applied criteria, such 
as the Greenhouse Gas Protocol Corporate Standard. 


(ii) The Offeror (itself or through its immediate owner or highest-level owner) [ ] does, [ ] 
does not publicly disclose a quantitative greenhouse gas emissions reduction goal, i.e., 
make available on a publicly accessible Web site a target to reduce absolute emissions or 
emissions intensity by a specific quantity or percentage. 


(iii) A publicly accessible Web site includes the Offeror's own Web site or a recognized, 
third-party greenhouse gas emissions reporting program. 
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(3) If the Offeror checked ``does'' in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, respectively, 
the Offeror shall provide the publicly accessible Web site(s) where greenhouse gas emissions 
and/or reduction goals are reported:_____. 


(u) 


(1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent 
appropriations acts (and as extended in continuing resolutions), Government agencies are not 
permitted to use appropriated (or otherwise made available) funds for contracts with an entity that 
requires employees or subcontractors of such entity seeking to report waste, fraud, or abuse to sign 
internal confidentiality agreements or statements prohibiting or otherwise restricting such 
employees or subcontractors from lawfully reporting such waste, fraud, or abuse to a designated 
investigative or law enforcement representative of a Federal department or agency authorized to 
receive such information. 


(2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements 
applicable to Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 
(Sensitive Compartmented Information Nondisclosure Agreement), or any other form issued by a 
Federal department or agency governing the nondisclosure of classified information. 


(3) Representation. By submission of its offer, the Offeror represents that it will not require its 
employees or subcontractors to sign or comply with internal confidentiality agreements or 
statements prohibiting or otherwise restricting such employees or subcontractors from lawfully 
reporting waste, fraud, or abuse related to the performance of a Government contract to a 
designated investigative or law enforcement representative of a Federal department or agency 
authorized to receive such information (e.g., agency Office of the Inspector General). 


(End of Provision) 


52.212-5 -- Contract Terms and Conditions Required to Implement Statutes or Executive Orders -- 
Commercial Items (Jan 2017) 


(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which 
are incorporated in this contract by reference, to implement provisions of law or Executive orders 
applicable to acquisitions of commercial items: 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 
2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act 
2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in 
continuing resolutions)). 


(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015) 


(3) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 


(4) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 108-78 (19 
U.S.C. 3805 note)). 


(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executive 
orders applicable to acquisitions of commercial items: 


[Contracting Officer check as appropriate.] 


_X__ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I 
(Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 
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_X__ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 


_X_ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 
(Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts funded by the American Recovery and 
Reinvestment Act of 2009). 


_X_ (4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 2016) (Pub. 
L. 109-282) (31 U.S.C. 6101 note). 


___ (5) [Reserved] 


__ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of 
Div. C). 


___ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016) 
(Pub. L. 111-117, section 743 of Div. C). 


_X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note).  


___ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013) 
(41 U.S.C. 2313). 


___ (10) [Reserved] 


___ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a). 


___ (ii) Alternate I (Nov 2011) of 52.219-3. 


___ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct 
2014) (if the offeror elects to waive the preference, it shall so indicate in its offer)(15 U.S.C. 657a). 


___ (ii) Alternate I (Jan 2011) of 52.219-4. 


___ (13) [Reserved] 


___ (14) (i) 52.219-6, Notice of Total Small Business Aside (Nov 2011) (15 U.S.C. 644). 


___ (ii) Alternate I (Nov 2011). 


___ (iii) Alternate II (Nov 2011). 


___ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 


___ (ii) Alternate I (Oct 1995) of 52.219-7. 


___ (iii) Alternate II (Mar 2004) of 52.219-7. 


_X__ (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)). 


_X__ (17) (i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (d)(4)). 


___ (ii) Alternate I (Nov 2016) of 52.219-9. 


___ (iii) Alternate II (Nov 2016) of 52.219-9. 
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___ (iv) Alternate III (Nov 2016) of 52.219-9. 


___ (v) Alternate IV (Nov 2016) of 52.219-9. 


___ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 


_X__ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)). 


_X__ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)). 


___ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (15 
U.S.C. 657f). 


_X__ (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 U.S.C. 
632(a)(2)). 


___ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged 
Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)). 


___ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business 
Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 U.S.C. 637(m)). 


_X__ (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 


_X__ (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Oct 2016) (E.O. 13126). 


_X__ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


_X__ (28) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 


_X__ (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


_X__ (30) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793). 


_X__ (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


_X__ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) 
(E.O. 13496). 


_X__ (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O. 
13627). 


___ (ii) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 13627). 


___ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (E. O. 12989). (Not applicable to the 
acquisition of commercially available off-the-shelf items or certain other types of commercial items as 
prescribed in 22.1803.) 


_X__ (35) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016). (Applies at $50 
million for solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017; 
applies at $500,000 for solicitations and resultant contracts issued after April 24, 2017). 


Note to paragraph (b)(35): By a court order issued on October 24, 2016, 52.222-59 is enjoined indefinitely 
as of the date of the order. The enjoined paragraph will become effective immediately if the court 
terminates the injunction. At that time, DoD, GSA, and NASA will publish a document in the Federal 
Register advising the public of the termination of the injunction. 
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___ (36) 52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016). 


___ (37) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items 
(May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-
the-shelf items.) 


___ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 


___ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons 
(Jun 2016) (E.O.13693). 


___ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air 
Conditioners (Jun 2016) (E.O. 13693). 


___ (40) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014) (E.O.s 13423 
and 13514 


___ (ii) Alternate I (Oct 2015) of 52.223-13. 


___ (41) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.O.s 13423 and 
13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-14. 


___ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b). 


___ (43) (i) 52.223-16, Acquisition of EPEAT® -Registered Personal Computer Products (Oct 2015) (E.O.s 
13423 and 13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-16. 


_X__ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving (Aug 2011) 
(E.O. 13513). 


___ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 


___ (46) 52.223-21, Foams (Jun 2016) (E.O. 13696). 


_X__ (47) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


___ (ii) Alternate I (Jan 2017) of 52.224-3. 


__ (48) 52.225-1, Buy American--Supplies (May 2014) (41 U.S.C. chapter 83). 


__ (49) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act (May 2014) (41 U.S.C. 
chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 
103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-
43). 


___ (ii) Alternate I (May 2014) of 52.225-3. 


___ (iii) Alternate II (May 2014) of 52.225-3. 


___ (iv) Alternate III (May 2014) of 52.225-3. 
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_X_ (50) 52.225-5, Trade Agreements (Oct 2016) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 


_X__ (51) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, proclamations, and 
statutes administered by the Office of Foreign Assets Control of the Department of the Treasury). 


___ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 
2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 
2302 Note). 


___ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150). 


___ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 
U.S.C. 5150). 


___ (55) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505), 
10 U.S.C. 2307(f)). 


___ (56) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 U.S.C. 
2307(f)). 


_X__ (57) 52.232-33, Payment by Electronic Funds Transfer— System for Award Management (Jul 2013) 
(31 U.S.C. 3332). 


___ (58) 52.232-34, Payment by Electronic Funds Transfer—Other Than System for Award Management 
(Jul 2013) (31 U.S.C. 3332). 


___ (59) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 


___ (60) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 


_X__ (61) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 637(d)(12)). 


___ (62) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 
U.S.C. Appx 1241(b) and 10 U.S.C. 2631). 


___ (ii) Alternate I (Apr 2003) of 52.247-64. 


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial 
services, that the Contracting Officer has indicated as being incorporated in this contract by reference to 
implement provisions of law or executive orders applicable to acquisitions of commercial items: 


[Contracting Officer check as appropriate.] 


_X__ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495) 


___ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.). 


___ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41 
U.S.C. chapter 67). 


___ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment 
(Multiple Year and Option Contracts) (May 2014) (29 U.S.C.206 and 41 U.S.C. chapter 67). 


___ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment 
(May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 
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___ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U.S.C. chapter 
67). 


___ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67). 


_X__ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) (E.O. 13658). 


_X__ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 


___ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.S.C. 
1792). 


___ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) (31 U.S.C. 5112(p)(1)). 


(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this 
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified 
acquisition threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation. 


(1) The Comptroller General of the United States, or an authorized representative of the Comptroller 
General, shall have access to and right to examine any of the Contractor’s directly pertinent records 
involving transactions related to this contract. 


(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for 
any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this 
contract. If this contract is completely or partially terminated, the records relating to the work terminated 
shall be made available for 3 years after any resulting final termination settlement. Records relating to 
appeals under the disputes clause or to litigation or the settlement of claims arising under or relating to this 
contract shall be made available until such appeals, litigation, or claims are finally resolved. 


(3) As used in this clause, records include books, documents, accounting procedures and practices, and 
other data, regardless of type and regardless of form. This does not require the Contractor to create or 
maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant to a 
provision of law. 


(e)  


(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of this clause, the 
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a 
subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as 
required by the clause— 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 


(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 
2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations 
Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended 
in continuing resolutions)). 


(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)), in all 
subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small 
business concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the 
subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 
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(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 
accordance with paragraph (1) of FAR clause 52.222-17. 


(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 


(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793). 


(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 
13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40. 


(xi) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67). 


(xii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O. 13627). 


(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627). 


(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U.S.C. chapter 
67.) 


(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67) 


(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989). 


(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


(xvii) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016) (Applies at $50 
million for solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017; 
applies at $500,000 for solicitations and resultant contracts issued after April 24, 2017). 


Note to paragraph (e)(1)(xvii): By a court order issued on October 24, 2016, 52.222-59 is enjoined 
indefinitely as of the date of the order. The enjoined paragraph will become effective immediately if the 
court terminates the injunction. At that time, DoD, GSA, and NASA will publish a document in the Federal 
Register advising the public of the termination of the injunction. 


(xviii) 52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016). 


(xix) 52.222-62, Paid sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 


(xx) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


(B) Alternate I (Jan 2017) of 52.224-3. 


(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) 
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 
Note). 


(xxii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.S.C. 
1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6. 
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(xxiii) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46 U.S.C. 
Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 
52.247-64. 


(2) While not required, the Contractor may include in its subcontracts for commercial items a minimal 
number of additional clauses necessary to satisfy its contractual obligations. 


(End of Clause) 


52.216-1 -- Type of Contract (Apr 1984) 


The Government contemplates award of a Firm-Fixed Price (FFP) with Fixed-Price Prospective 
Price Redetermination (FP-PPR) and Time & Materials (T&M) CLINs contract resulting from this 
solicitation. 


(End of Provision) 


 


 
52.216-5 -- Price Redetermination -- Prospective (Oct 1997) 


(a) General. The unit prices and the total price stated in this contract shall be periodically redetermined in 
accordance with this clause, except that -- 


(1) The prices for supplies delivered and services performed before the first effective date of price 
redetermination (see paragraph (c) of this clause) shall remain fixed; and 


(2) In no event shall the total amount paid under this contract exceed any ceiling price included in 
the contract. 


(b) Definition. “Costs,” as used in this clause, means allowable costs in accordance with Part 31 of the 
Federal Acquisition Regulation (FAR) in effect on the date of this contract. 


(c) Price redetermination periods. For the purpose of price redetermination, performance of this contract is 
divided into successive periods. The first period shall extend from the date of the contract to nine months 
after award, and the second and each succeeding period shall extend for six months from the end of the last 
preceding period, except that the parties may agree to vary the length of the final period. The first day of the 
second and each succeeding period shall be the effective date of price redetermination for that period. 


(d) Data submission. 


(1) Not more than 45 nor less than 30 days before the end of each redetermination period, except 
the last, the Contractor shall submit -- 


(i) Proposed prices for supplies that may be delivered or services that may be performed in 
the next succeeding period, and -- 


(A) An estimate and breakdown of the costs of these supplies or services in the 
format of Table 15-2, FAR 15.408, or in any other form on which the parties may 
agree; 


(B) Sufficient data to support the accuracy and reliability of this estimate; and 


(C) An explanation of the differences between this estimate and the original (or last 
preceding) estimate for the same supplies or services; and 







 


Page 38 of 61  


(ii) A statement of all costs incurred in performing this contract through the end of the first 
month before the submission of proposed prices in the format of Table 15-2, FAR 15.408 
(or in any other form on which the parties may agree), with sufficient supporting data to 
disclose unit costs and cost trends for -- 


(A) Supplies delivered and services performed; and 


(B) Inventories of work in process and undelivered contract supplies on hand 
(estimated to the extent necessary). 


(2) The Contractor shall also submit, to the extent that it becomes available before negotiations on 
redetermined prices are concluded -- 


(i) Supplemental statements of costs incurred after the date stated in subdivision (d)(1)(ii) 
of this section for -- 


(A) Supplies delivered and services performed; and 


(B) Inventories of work in process and undelivered contract supplies on hand 
(estimated to the extent necessary); and 


(ii) Any other relevant data that the Contracting Officer may reasonably require. 


(3) If the Contractor fails to submit the data required by subparagraphs (d)(1) and (2) of this 
section, within the time specified, the Contracting Officer may suspend payments under this 
contract until the data are furnished. If it is later determined that the Government has overpaid the 
Contractor, the Contractor shall repay the excess to the Government immediately. Unless repaid 
within 30 days after the end of the data submittal period, the amount of the excess shall bear 
interest, computed from the date the data were due to the date of repayment, at the rate established 
in accordance with the Interest clause. 


(e) Price redetermination. Upon the Contracting Officer’s receipt of the data required by paragraph (d) of 
this section, the Contracting Officer and the Contractor shall promptly negotiate to redetermine fair and 
reasonable prices for supplies that may be delivered or services that may be performed in the period 
following the effective date of price redetermination. 


(f) Contract modifications. Each negotiated redetermination of prices shall be evidenced by a modification 
to this contract, signed by the Contractor and the Contracting Officer, stating the redetermined prices that 
apply during the redetermination period. 


(g) Adjusting billing prices. Pending execution of the contract modification (see paragraph (f) of this 
section), the Contractor shall submit invoices or vouchers in accordance with the billing prices stated in this 
contract. If at any time it appears that the then-current billing prices will be substantially greater than the 
estimated final prices, or if the Contractor submits data showing that the redetermined price will be 
substantially greater than the current billing prices, the parties shall negotiate an appropriate decrease or 
increase in billing prices. Any billing price adjustment shall be reflected in a contract modification and shall 
not affect the redetermination of prices under this clause. After the contract modification for price 
redetermination is executed, the total amount paid or to be paid on all invoices or vouchers shall be adjusted 
to reflect the agreed-upon prices, and any requested additional payments, refunds, or credits shall be made 
promptly. 


(h) Quarterly limitation on payments statement. This paragraph (h) applies only during periods for which 
firm prices have not been established. 


(1) Within 45 days after the end of the quarter of the Contractor’s fiscal year in which a delivery is 
first made (or services are first performed) and accepted by the Government under this contract, and 
for each quarter thereafter, the Contractor shall submit to the contract administration office (with a 
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copy to the contracting office and the cognizant contract auditor) a statement, cumulative from the 
beginning of the contract, showing -- 


(i) The total contract price of all supplies delivered (or services performed) and accepted by 
the Government and for which final prices have been established; 


(ii) The total costs (estimated to the extent necessary) reasonably incurred for, and properly 
allocable solely to, the supplies delivered (or services performed) and accepted by the 
Government and for which final prices have not been established; 


(iii) The portion of the total interim profit (used in establishing the initial contract price or 
agreed to for the purpose of this paragraph (h)) that is in direct proportion to the supplies 
delivered (or services performed) and accepted by the Government and for which final 
prices have not been established; and 


(iv) The total amount of all invoices or vouchers for supplies delivered (or services 
performed) and accepted by the Government (including amounts applied or to be applied to 
liquidate progress payments). 


(2) The statement required by subparagraph (h)(1) of this section need not be submitted for any 
quarter for which either no costs are to be reported under subdivision (h)(1)(ii) of this section, or 
revised billing prices have been established in accordance with paragraph (g) of this section, and do 
not exceed the existing contract price, the Contractor’s price-redetermination proposal, or a price 
based on the most recent quarterly statement, whichever is least. 


(3) Notwithstanding any provision of this contract authorizing greater payments, if on any quarterly 
statement the amount under subdivision (h)(1)(iv) of this section exceeds the sum due the 
Contractor, as computed in accordance with subdivisions (h)(1)(i), (ii), and (iii) of this section, the 
Contractor shall immediately refund or credit to the Government the amount of this excess. The 
Contractor may, when appropriate, reduce this refund or credit by the amount of any applicable tax 
credits due the Contractor under 26 U.S.C.1481 and by the amount of previous refunds or credits 
affected under this clause. If any portion of the excess has been applied to the liquidation of 
progress payments, then that portion may, instead of being refunded, be added to the unliquidated 
progress payment account, consistent with the Progress Payments clause. The Contractor shall 
provide complete details to support any claimed reductions in refunds. 


(4) If the Contractor fails to submit the quarterly statement within 45 days after the end of each 
quarter and it is later determined that the Government has overpaid the Contractor, the Contractor 
shall repay the excess to the Government immediately. Unless repaid within 30 days after the end 
of the statement submittal period, the amount of the excess shall bear interest, computed from the 
date the quarterly statement was due to the date of repayment, at the rate established in accordance 
with the Interest clause. 


(i) Subcontracts. No subcontract placed under this contract may provide for payment on a cost-plus-a-
percentage-of-cost basis. 


(j) Disagreements. If the Contractor and the Contracting Officer fail to agree upon redetermined prices for 
any price redetermination period within 60 days (or within such other period as the parties agree) after the 
date on which the data required by paragraph (d) of this section are to be submitted, the Contracting Officer 
shall promptly issue a decision in accordance with the Disputes clause. For the purpose of paragraphs (f), 
(g), and (h) of this section, and pending final settlement of the disagreement on appeal, by failure to appeal, 
or by agreement, this decision shall be treated as an executed contract modification. Pending final 
settlement, price redetermination for subsequent periods, if any, shall continue to be negotiated as provided 
in this clause. 


(k) Termination. If this contract is terminated, prices shall continue to be established in accordance with this 
clause for 
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(1) completed supplies and services accepted by the Government and 


(2) those supplies and services not terminated under a partial termination. All other elements of the 
termination shall be resolved in accordance with other applicable clauses of this contract. 


(End of Clause) 
 


FAR 52.217-5, Evaluation of Options (JUL 1990) 


Except when it is determined in accordance with FAR 17.206(b) not to be in the Government’s best 
interests, the Government will evaluate offers for award purposes by adding the total price for all options to 
the total price for the basic requirement. Evaluation of options will not obligate the Government to exercise 
the option(s). 
 


(End of Clause) 
 


52.217-6 -- Option for Increased Quantity (Mar 1989) 


The Government may increase the quantity of supplies called for in the Schedule by up to 48 at the unit 
price specified in Phase 3. The Contracting Officer may exercise the option by written notice to the 
Contractor within 10 days prior to exercise. Delivery of the added items shall continue at the same rate as 
the like items called for under the contract, unless the parties otherwise agree. 


(End of Clause) 


 
FAR 52.217-9, Option to Extend the Term of the contract (MAR 2000) 


 
(a) The Government may extend the term of this contract by written notice to the Contractor within 5 
days prior to the end of the contract period; provided that the Government gives the Contractor a 
preliminary written notice of its intent to extend at least 10 days before the contract expires. The 
preliminary notice does not commit the Government   to an extension. 


 
(b) If the Government exercises this option, the extended contract shall be considered to include this option 
clause. 


 
(c) The total duration of this contract, including the exercise of any options under this clause, shall not 
exceed 27… months. 


 
FAR 52.227-1, Authorization and Consent (DEC 2007) 


 
(a) The Government authorizes and consents to all use and manufacture, in performing this 
contract or any subcontract at any tier, of any invention described in and covered by a United 
States patent— 


 
(1) Embodied in the structure or composition of any article the delivery of which is 
accepted by the Government under this contract; or 


 
(2) Used in machinery, tools, or methods whose use necessarily results from compliance by the 
Contractor or a subcontractor with (i) specifications or written provisions forming a part of this 
contract or (ii) specific written instructions given by the Contracting Officer directing the manner 
of performance. the entire liability to the Government for infringement of a United States patent 
shall be determined solely by the provisions of the indemnity clause, if any, included in this 
contract or any subcontract hereunder (including any lower-tier subcontract), and the Government 
assumes liability for all other infringement to the extent of the authorization and consent 
hereinabove granted. 
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(b) The Contractor shall include the substance of this clause, including this paragraph (b), in all 
subcontracts that are expected to exceed the simplified acquisition threshold. However, omission of this 
clause from any subcontract, including those at or below the simplified acquisition threshold, does not 
affect this authorization and consent. 


 
(End of Clause) 


 
FAR 52.227-2, Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007) 


 
(a) The Contractor shall report to the Contracting Officer, promptly and in reasonable written detail, 


each notice or claim of patent or copyright infringement based on the performance of this contract of 
which the Contractor has knowledge. 


 
(b) In the event of any claim or suit against the Government on account of any alleged patent or 


copyright infringement arising out of the performance of this contract or out of the use of any supplies 
furnished or work or services performed under this contract, the Contractor shall furnish to the 
Government, when requested by the Contracting Officer, all evidence and information in the 
Contractor’s possession pertaining to such claim or suit. 
Such evidence and information shall be furnished at the expense of the Government except where the 
Contractor has agreed to indemnify the Government. 


 
(c) The Contractor shall include the substance of this clause, including this paragraph (c), in all 


subcontracts that are expected to exceed the simplified acquisition threshold. 
 


(End of Clause) 
 
FAR 52.227-6, Royalty Information (APR 1984) 


 
(a) Cost or charges for royalties. When the response to this solicitation contains costs or charges for 


royalties totaling more than $250, the following information shall be included in the response relating to 
each separate item of royalty or license fee: 


 
(1) Name and address of licensor. 
(2) Date of license agreement. 
(3) Patent numbers, patent application serial numbers, or other basis on which the royalty is payable. 
(4) Brief description, including any part or model numbers of each contract item or component on 


which the royalty is payable. 
(5) Percentage or dollar rate of royalty per unit. 
(6) Unit price of contract item. 
(7) Number of units. 
(8) Total dollar amount of royalties. 


 
(b) Copies of current licenses. In addition, if specifically requested by the Contracting Officer before 


execution of the contract, the offeror shall furnish a copy of the current license agreement and an 
identification of applicable claims of specific patents. 


 
FAR 52.227-3, Patent Indemnity (APR 1984) 


 
(a) The Contractor shall indemnify the Government and its officers, agents, and employees against 


liability, including costs, for infringement of any United States patent (except a patent issued upon an 
application that is now or may hereafter be withheld from issue pursuant to a Secrecy Order under 35 
U.S.C. 181) arising out of the manufacture or delivery of supplies, the performance of services, or the 
construction, alteration, modification, or 
repair of real property (hereinafter referred to as “construction work”) under this contract, or out of the 
use or disposal by or for the account of the Government of such supplies or construction work. 


 
(b) This indemnity shall not apply unless the Contractor shall have been informed as soon as 


practicable by the Government of the suit or action alleging such infringement and shall have been given 
such opportunity as is afforded by applicable laws, rules, or regulations to participate in its defense. 
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Further, this indemnity shall not apply to— 
(1) An infringement resulting from compliance with specific written instructions of the Contracting 
Officer directing a change in the supplies to be delivered or in the materials or equipment to be 
used, or directing a manner of performance of the contract not normally used by the Contractor; 
(2) An infringement resulting from addition to or change in supplies or components furnished or 
construction work performed that was made subsequent to delivery or performance; or 
(3) A claimed infringement that is unreasonably settled without the consent of the Contractor, 
unless required by final decree of a court of competent jurisdiction. 


 
(End of Clause) 


 
FAR 52.252-1, Solicitation Provisions Incorporated by Reference (FEB 1998) 


 
This solicitation incorporates one or more solicitation provisions by reference, with the same force and 
effect as if they were given in full text. Upon request, the Contracting Officer will make their full text 
available. The offeror is cautioned that the listed provisions may include blocks that must be completed by 
the offeror and submitted with its quotation or offer. In lieu of submitting the full text of those provisions, 
the offeror may identify the provision by paragraph identifier and provide the appropriate information with 
its quotation or offer. Also, the full text of a solicitation provision may be accessed electronically at 
this/these address(es): http://farsite.hill.af.mil/. 
 


(End of Provision) 
 


FAR 52.252-2, Clauses Incorporated by Reference (FEB 1998) 
 


This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the 
full text of a clause may be accessed electronically at this/these address(es): http://farsite.hill.af.mil/. 


 
(End of Clause) 


 
HSAR 3052.204-71, Contractor Employee Access (SEP 2012) 


 
(a) Sensitive Information, as used in this clause, means any information, which if lost, misused, 
disclosed, or, without authorization is accessed, or modified, could adversely affect the national or 
homeland security interest, the conduct of Federal programs, or the privacy to which individuals are 
entitled under section 552a of title 5, United States Code (the Privacy Act), but which has not been 
specifically authorized under criteria established by an Executive Order or an Act of Congress to be 
kept secret in the interest of national defense, homeland security or foreign policy. This definition 
includes the following categories of information: 


 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, 
Public Law 107-296, 196 Stat. 2135), as amended, the implementing regulations thereto 
(Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII Procedures 
Manual, as amended, and any supplementary guidance officially communicated by an 
authorized official of the Department of Homeland Security (including the PCII Program 
Manager or his/her designee); 


 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the Assistant Secretary for the 
Transportation Security Administration or his/her designee); 


 
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential 
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to the national or homeland security   interest; and 
 


(4) Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. 


 
(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer drives, 
network software, computer software, software programs, intranet sites, and internet sites. 
 
(c) Contractor employees working on this contract must complete such forms as may be necessary for 
security or other reasons, including the conduct of background investigations to determine suitability. 
Completed forms shall be submitted as directed by the Contracting Officer. Upon the Contracting 
Officer's request, the Contractor's employees shall be fingerprinted, or subject to other investigations as 
required. All Contractor employees requiring recurring access to Government facilities or access to 
sensitive information or IT resources are required to have a favorably adjudicated background 
investigation prior to commencing work on this contract unless this requirement is waived  under 
Departmental procedures. 


 
(d) The Contracting Officer may require the Contractor to prohibit individuals from working on the 
contract if the Government deems their initial or continued employment contrary to the public interest 
for any reason, including, but  not limited to, carelessness, insubordination, incompetence, or security 
concerns. 


 
(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor 
shall not disclose, orally or in writing, any sensitive information to any person unless authorized in 
writing by the Contracting Officer. For those Contractor employees authorized access to sensitive 
information, the Contractor shall ensure that these persons receive training concerning the protection 
and disclosure of sensitive information both during and after contract performance. 


 
(f) The Contractor shall include the substance of this clause in all subcontracts at any tier 
where the subcontractor may have access to Government facilities, sensitive information, or 
resources. 


 
(End of Clause) 


 
HSAR 3052.209-72, Organizational Conflict of Interest (JUN 2006) 


 
(a) Determination. The Government has determined that this effort may result in an actual or potential 
conflict of interest, or may provide one or more offerors with the potential to attain an unfair 
competitive advantage. The nature of the conflict of interest and the limitation on future contracting 
is that: (1) Potential offerors may have had access to non-public Government information that would 
provide an unfair competitive advantage under the present solicitation, (2) Potential offerors may 
have an unfair competitive advantage because they developed or established the ground rules for the 
present solicitation. 
 


(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify the 
offeror, or (2) determine that it is otherwise in the best interest of the United States to contract with the 
offeror and include the appropriate provisions to avoid, neutralize, mitigate, or waive such conflict in 
the contract awarded. After discussion with the offeror, the Contracting Officer may determine that 
the actual conflict cannot be avoided, neutralized, mitigated or otherwise resolved to the satisfaction of 
the Government, and the offeror may be found ineligible for award. 


 
(c) Disclosure: The offeror hereby represents, to the best of its knowledge that: 


 
  (1) It is not aware of any facts which create any actual or potential organizational 
conflicts of interest relating to the award of this contract, or 


 







 


Page 44 of 61  


  (2) It has included information in its proposal, providing all current information bearing 
on the existence of any actual or potential organizational conflicts of interest, and has 
included a mitigation plan in accordance with paragraph (d) of this provision. 


 
(d) Mitigation. If an offeror with a potential or actual conflict of interest or unfair competitive advantage 
believes the conflict can be avoided, neutralized, or mitigated, the offeror shall submit a mitigation plan 
to the Government for review. Award of a contract where an actual or potential conflict of interest exists 
shall not occur before Government approval of the mitigation plan. If a mitigation plan is approved, the 
restrictions of this provision do not apply to the extent defined in the mitigation plan. 


 
(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may 
require further relevant information from the offeror. The Contracting Officer will use all information 
submitted by the offeror, and any other relevant information known to DHS, to determine whether an 
award to the offeror may take place, and whether the mitigation plan adequately neutralizes or mitigates 
the conflict. 


 
(f) Corporation Change. The successful offeror shall inform the Contracting Officer within thirty (30) 
calendar days of the effective date of any corporate mergers, acquisitions, and/or divestitures that may 
affect this provision. 


 
(g) Flow-down. The contractor shall insert the substance of this clause in each first tier subcontract 


that exceeds the simplified acquisition threshold. 
 


(End of Provision) 
 
HSAR 3052.209-70, Prohibition on Contracts with Corporate Expatriates (JUN 2006) 


 
(a) Prohibitions. 


 
Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security 
from entering into any contract with a foreign incorporated entity which is treated as an inverted domestic 
corporation as defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive 
the prohibition with respect to any specific contract if the Secretary determines that the waiver is required 
in the interest of national security. 


 
(b) Definitions. As used in this clause: 


 
Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal 
Revenue Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of such 
Code shall be applied by substituting `more than 50 percent' for `at least 80 percent' each place it appears. 
 
Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the 
Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the 
Internal Revenue Code of 1986. 


 
Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic 
corporation if, pursuant to a plan (or a series of related transactions)— 


 
(1) The entity completes the direct or indirect acquisition of substantially all of the properties held 
directly or indirectly by a domestic corporation or substantially all of the properties constituting a 
trade or business of a domestic partnership; 


 
(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held— 


 
(i) In the case of an acquisition with respect to a domestic corporation, by former 
shareholders of the domestic corporation by reason of holding stock in the domestic 
corporation; or 
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(ii) In the case of an acquisition with respect to a domestic partnership, by former 
partners of the domestic partnership by reason of holding a capital or profits interest in 
the domestic partnership; and 


 
(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantial business activities in the foreign country in which or under the law of which the 
entity is created or organized when compared to the total business activities of such expanded 
affiliated group. 


 
Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), and (5) of 
section 7701(a) of the Internal Revenue Code of 1986, respectively. 


 
(c) Special rules. The following definitions and special rules shall apply when determining whether 
a foreign incorporated entity should be treated as an inverted domestic corporation. 


 
(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an 
inverted domestic corporation these shall not be taken into account in determining 
ownership: 


 
(i) Stock held by members of the expanded affiliated group which includes the 
foreign incorporated entity; or 


 
(ii) Stock of such entity which is sold in a public offering related to an acquisition 
described in section 835(b)(1) of the Homeland Security Act, 6 U.S.C. 395(b)(1). 


 
(2) Plan deemed in certain cases. If a foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year 
period beginning on the date which is 2 years before the ownership requirements of subsection 
(b)(2) are met, such actions shall be treated as pursuant to a plan. 


 
(3) Certain transfers disregarded. The transfer of properties or liabilities (including by 
contribution or distribution) shall be disregarded if such transfers are part of a plan a principal 
purpose of which is to avoid the purposes of this section. 


 
(d) Special rule for related partnerships. For purposes of applying section 835(b) of the 
Homeland Security Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as 
provided in regulations, all domestic partnerships which are under common control (within the 
meaning of section 482 of the Internal Revenue Code of 1986) shall be treated as a partnership. 


 
(e) Treatment of Certain Rights. 


 
(1) Certain rights shall be treated as stocks to the extent necessary to reflect the present 
value of all equitable interests incident to the transaction, as follows: 


 
(i) warrants; 
(ii) options; 
(iii) contracts to acquire stock; 
(iv) convertible debt instruments; and 
(v) others similar interests. 


 
(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to 
do so to reflect the present value of the transaction or to disregard transactions whose 
recognition would defeat the purpose of Section 835. 


 
(f) Disclosure. The offeror under this solicitation represents that [Check one]: 


 
     it is not a foreign incorporated entity that should be treated as an inverted domestic corporation 
pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 
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     it is a foreign incorporated entity that should be treated as an inverted domestic corporation 
pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has 
submitted a request for waiver pursuant to 3009.108-7004, which has not been denied; or 


 
     it is a foreign incorporated entity that should be treated as an inverted domestic corporation 
pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to 
submit a request for waiver pursuant to 3009.108-7004. 


 
(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a 
waiver has been applied for, shall be attached to the bid or proposal. 


 
(End of Clause) 


 
HSAR Deviation 15-01, Information Technology Security and Privacy Training (MAR 2015) 


 
(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees 
(hereafter referred to collectively as “Contractor”). The Contractor shall insert the substance of this 
clause in all subcontracts. 


 
(b) Security Training Requirements. 


 
(1) All users of Federal information systems are required by Title 5, Code of Federal Regulations, Part 
930.301, Subpart C, as amended, to be exposed to security awareness materials annually or whenever 
system security changes occur, or when the user’s responsibilities change. The Department of 
Homeland Security (DHS) requires that Contractor employees take an annual Information Technology 
Security Awareness Training course before accessing sensitive information under the contract. Unless 
otherwise specified, the training shall be completed within thirty 
(30) days of contract award and be completed on an annual basis thereafter not later than October 31st of 
each year. Any new Contractor employees assigned to the contract shall complete the training before 
accessing sensitive information under the contract. The training is accessible at 
http://www.dhs.gov/dhs-security-and-training- requirements-contractors. The Contractor shall 
maintain copies of training certificates for all Contractor and subcontractor employees as a record of 
compliance. Unless otherwise specified, initial training certificates for each Contractor and 
subcontractor employee shall be provided to the Contracting Officer’s Representative (COR) not later 
than thirty (30) days after contract award. Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the COR via e-mail notification not later than October 31st of each 
year. The e- mail notification shall state the required training has been completed for all Contractor and 
subcontractor employees. 


 
(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that will have 
access to DHS systems and sensitive information. The DHS Rules of Behavior shall be signed before 
accessing DHS systems and sensitive information. The DHS Rules of Behavior is a document that 
informs users of their responsibilities when accessing DHS systems and holds users accountable for 
actions taken while accessing DHS systems and using DHS Information Technology resources capable of 
inputting, storing, processing, outputting, and/or transmitting sensitive information. The DHS Rules of 
Behavior is accessible at http://www.dhs.gov/dhs-security-and-training- requirements-contractors. Unless 
otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) days of contract award. 
Any new Contractor employees assigned to the contract shall also sign the DHS Rules of Behavior before 
accessing DHS systems and sensitive information. The Contractor shall maintain signed copies of the 
DHS Rules of Behavior for all Contractor and subcontractor employees as a record of compliance. Unless 
otherwise specified, the Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR 
not later than thirty (30) days after contract award for each employee. The DHS Rules of Behavior will be 
reviewed annually and the COR will provide notification when a review is required. 


 
(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have access 
to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to take Privacy at 
DHS: Protecting Personal Information before accessing PII and/or SPII. The training is accessible at 
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http://www.dhs.gov/dhs- security-and-training-requirements-contractors. 


Training shall be completed within thirty (30) days of contract award and be completed on an annual 
basis thereafter not later than October 31st of each year. Any new Contractor employees assigned to the 
contract shall also complete the training before accessing PII and/or SPII. The Contractor shall maintain 
copies of training certificates for all Contractor and subcontractor employees as a record of compliance. 
Initial training certificates for each Contractor and subcontractor employee shall be provided to the COR 
not later than thirty (30) days after contract award. 


 
Subsequent training certificates to satisfy the annual training requirement shall be submitted to the COR via 
e-mail notification not later than October 31st of each year. The email notification shall state the required 
training has been completed for all Contractor and subcontractor employees. 


 
 
Accessibility Requirements (Section 508) 


 
Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 (P.L. 105-
220) requires that when Federal agencies develop, procure, maintain, or use electronic and information 
technology (EIT), they must ensure that it is accessible to people with disabilities. Federal employees and 
members of the public who have disabilities must have equal access to and use of information and data 
that is comparable to that enjoyed by non-disabled Federal employees and members of the public. All 
EIT deliverables within this work statement shall comply with the applicable technical and functional 
performance criteria of Section 508 unless exempt. Specifically, the following applicable EIT 
accessibility standards have been identified: 


 
Section 508 Applicable EIT Accessibility Standards 
36 CFR 1194.21 Software Applications and Operating Systems, applies to all EIT software applications 
and operating systems procured or developed under this work statement including but not limited to 
GOTS and COTS software. In addition, this standard is to be applied to Web-based applications when 
needed to fulfill the functional performance criteria. This standard also applies to some Web based 
applications as described within 36 CFR 1194.22. 


 
36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all Web-based 
deliverables, including documentation and reports procured or developed under this work statement. 
When any Web application uses a dynamic (non-static) interface, embeds custom user control(s), embeds 
video or multimedia, uses proprietary or technical approaches such as, but not limited to, Flash or 
Asynchronous Javascript and XML (AJAX) then 1194.21 Software standards also apply to fulfill 
functional performance criteria. 


 
36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products that are 
procured or developed under this work statement. Any video or multimedia presentation shall also comply 
with the software standards (1194.21) when the presentation is through the use of a Web or Software 
application interface having user controls available. 


 
36 CFR 1194.26 Desktop and Portable Computers, applies to all desktop and portable computers, 
including but not limited to laptops and personal data assistants (PDA) that are procured or developed 
under this work statement. 


 
36 CFR 1194.31 Functional Performance Criteria, applies to all EIT deliverables regardless of delivery 
method. All EIT deliverable shall use technical standards, regardless of technology, to fulfill the functional 
performance criteria. 


 
36 CFR 1194.41 Information Documentation and Support, applies to all documents, reports, as well as 
help and support services. To ensure that documents and reports fulfill the required 1194.31 Functional 
Performance Criteria, they shall comply with the technical standard associated with Web-based Intranet 
and Internet Information and Applications at a minimum. In addition, any help or support provided in this 
work statement that offer telephone support, such as, but not limited to, a help desk shall have the ability to 
transmit and receive messages using TTY. 
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Section 508 Applicable Exceptions 
Exceptions for this work statement have been determined by DHS and only the exceptions described 
herein may be applied. Any request for additional exceptions shall be sent to the COTR and 
determination will be made in accordance with DHS MD 4010.2. DHS has identified the following 
exceptions that may apply: 36 CFR 1194.3(b) Incidental to Contract, all EIT that is exclusively owned 
and used by the contractor to fulfill this work statement does not require compliance with Section 508. 
This exception does not apply to any EIT deliverable, service or item that will be used by any Federal 
employee(s) or member(s) of the public. This exception only applies to those contractors assigned to 
fulfill the obligations of this work statement and for the purposes of this requirement, are not considered 
members of the public. 


 
Section 508 Compliance Requirements 
36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, each agency shall procure 
products which comply with the provisions in this part when such products are available in the 
commercial marketplace or when such products are developed in response to a Government solicitation. 
Agencies cannot claim a product as a whole is not commercially available because no product in the 
marketplace meets all the standards. If products are commercially available that meet some but not all of 
the standards, the agency must procure the product that best meets the standards. When applying this 
standard, all procurements of EIT shall have documentation of market research that identify a list of 
products or services that first meet the agency business needs, and from that list of products or services, 
an analysis that the selected product met more of the accessibility requirements than the non- selected 
products as required by FAR 39.2. Any selection of a product or service that meets less accessibility 
standards due to a significant difficulty or expense shall only be permitted under an undue burden claim 
and requires authorization from the DHS Office of Accessible Systems and Technology (OAST) in 
accordance with DHS MD 4010.2. 


 
All tasks for testing of functional and/or technical requirements must include specific testing for Section 
508 compliance, and must use DHS Office of Accessible Systems and Technology approved testing 
methods and tools. For information about approved testing methods and tools send an email to 
accessibility@dhs.gov. 
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PART 5. INSTRUCTIONS TO OFFERORS 


This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab (PIL). The PIL is a 
virtual lab that experiments with innovative techniques for increasing efficiencies in the procurement process and 
institutionalizing best practices. There is nothing you need to do differently for this requirement. The PIL project 
team may reach out to successful and unsuccessful Offerors, after award, to assess effectiveness of the 
procurement process and the innovative techniques applied. The anonymous feedback will be used to further refine 
DHS procurement practices. Additional information on the PIL may be found here-- https://www.dhs.gov/pil. 
 


 
The Government intends to break down the proposal process into the following two steps (Paragraphs. 
5.1.1 and 5.1.2). 


 
Questions regarding the RFP must be received by the Government no later than April 02, 2018 
at 3PM Eastern Time. Please submit any RFP questions as follows: 


 
• Forward email to: Ryan.Buck@hq.dhs.gov & 


Jennifer.DAddio@hq.dhs.gov. Include “Vendor Questions” in the 
Subject line. 


 
Responses to vendor questions will be released to all vendors on or about April 04, 2018. 


 
 


STEP 1 – WRITTEN PORTION OF PROPOSALS: 
 


For the written portion of proposal submissions under STEP 1, Offerors are required to submit one 
Technical volume in accordance with the instructions below in Section 5.1.1.2. 


 
All written portions of proposal submissions shall be submitted electronically to the email addresses 
below and received by the Government no later than April 13, 2018 at 3:00PM, Eastern 


 
Deliver to: Jennifer.DAddio@hq.dhs.gov & Ryan.Buck@hq.dhs.gov  


 
In the “Subject” line for the written proposal, include the Solicitation 70RDND18R00000005. For 
proposals exceeding 7 MB, it is recommended that the Offeror submit multiple emails. When 
submitting multiple emails, Offerors shall identify the number of emails following the solicitation 
number in the “Subject” line as follows: Email 1 of 3, Email 2 of 3, etc. 


 
In the Body of the email, Offerors shall include the following: 


 
• Name of Offeror 
• Email contents/list of attachments 
• Offeror Point of Contact (name, phone number and email address) for any questions 


regarding submission. 
 


The Government is not obligated to review or evaluate any offer submitted to an email address other than 
the one set forth above.  Additionally, the Government is not obligated to review or evaluate any offer 
it receives past the submission deadline that is deemed late. An offer determined to be late may be 
eliminated from further consideration. 


 
The Government will not be obligated to pay any pre-award costs incurred by the offeror in preparing a 
response to this solicitation. 


 
Marking Proprietary Information: Any proprietary data included in Offerors’ proposals shall be 
clearly identified. Each page that contains proprietary data shall be marked CONTRACTOR 
PROPRIETARY at the bottom of the page. The title page of each proposal volume that contains 
proprietary data shall also be marked CONTRACTOR PROPRIETARY. 


Deleted: two 


Deleted: separate volumes


Deleted:  in response to this Solicitation: (1) Technical 
Volume and (2) Business Volume 
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5.1.1.1 HAIBP TECHNICAL VOLUME REQUIREMENTS 


 
5.1.1.2 HAIBP CONCEPT PAPERS (Factor 1 – Technical Capability and Approach) 


 
The Offeror shall include as an enclosure to its Concept Paper, its self-assessment of 
its proposed system against the performance requirements using Attachment 2, Self-
Assessment Worksheet. Offerors shall provide a Concept Paper which describes the 
Offeror’s approach to meeting the requirements as stated in Section 3 of this RFP. 
The Concept Paper shall include: 
 


Description of the System Proposed. The Offeror shall describe the 
system proposed, to include features and technical specifications including 
at minimum weight, size, power source, supporting equipment (charging 
or data cables, calibration equipment, etc), maintenance intervals, warranty 
options, and consumables. 
 
The Offeror shall describe the technology (including visual aids) utilized 
in their system and how it will meet the Key Performance Parameters 
(Attachment 2) and the Innovation goals indicated in Section 3 of this 
RFP. The Offeror shall identify any state-of-the-art technology leveraged 
in their proposed system, and shall describe the maturity of their proposed 
system. If the proposed system has been evaluated by a third party, the 
Offeror shall identify the testing entity, the test criteria, and give a brief 
summary of test results. 
 
Approach to Meeting the Requirements. For each requirement in the 
Self-Assessment Worksheet that the Offeror’s proposed system does not 
currently meet, the Offeror shall provide a detailed approach for how they 
will meet it and the associated schedule for doing so within the six-month 
Phase 1 prototype development timeline. If the Offeror does not believe a 
requirement can be met with the proposed system, the Offeror shall 
explain why it cannot meet it and what the expected impact is on the 
overall performance. The Offeror shall provide a risk assessment for 
meeting each requirement within the Phase 1 timeline as well as a draft 
Supply Chain Risk Management Plan. Please note that there is no 
mandatory format for the Supply Chain Risk Management Plan. The 
Offeror shall describe its production capability and delivery lead time. 
 
Description of Replay Tool. The Offeror shall describe its Replay Tool. 
The Offeror shall also describe its process for ensuring that the Replay 
Tool is updated during the Phase 1 prototype development to ensure that 
the Replay Tool maintains an accurate representation of the prototype 
itself for modeling and simulation purposes.  
 
Management. The Offeror shall describe its management team, their 
background and experience. The Offeror shall identify key project 
personnel (if different from the management team) and their qualifications. 
The Offeror shall outline its configuration management and quality 
management processes to ensure that Phase 1’s Initial Article delivery 
results in a production representative sample and meets all schedule and 
performance requirements.  
 
Bill of Materials (BOM) without Pricing Information (pricing 
information is prohibited from being submitted with technical volume – see 
BOM requirements for Business Volume, below) (no page limit) 
 
Formatting Requirements. The Concept Paper shall be in PDF or Word format and no more 
than 25 pages long (excluding any supporting third party test data for the system’s components 
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from this page limit). Page numbering does not include title page, table of contents, or index. 
Proposals shall be single sided pages (8-1/2 x 11 with 1” margins on all four sides) typed in no 
less than 12-point type. Figures and tables will have no less than 8-point font. Header/footer 
information (does not include any information to be evaluated) may be included in the margin 
space. Failure to fully adhere to the prescribed format may result in the Offeror’s 
disqualification from the competition. 
 
In order for the technical volume to be evaluated strictly on the merit of the material submitted 
no cost information should be included in the technical volume. Information provided in the 
technical volume that addresses each factor shall be complete to the extent that evaluation of 
one factor may be accomplished independently of, and concurrently with, evaluation of the 
other. 


 
5.1.1.3 HAIBP Past Performance Information (Factor 2 – Past Performance) 
 
   Past Performance citations (limit three (3) pages) - Provide up to three (3) relevant projects 


of similar size, scope and complexity to the proposed HAIBP effort within the last five (5) 
years from the date of this Solicitation; either executory or completed. The projects may be 
of the prime or a key prime subcontractor, but must clearly identify the owner of the project 
experience. If the reference pertains to a subcontractor’s experience, a letter of commitment 
to team with the prime on the subcontractor’s letterhead, signed by an individual of the 
subcontractor’s firm authorized to make such a commitment, shall be submitted along with 
the Past Performance citations. At a minimum, each reference shall include: 


 
• Name of project, duration, and dollar value. 
• Client Agency or Company for whom work was performed 
• Brief description of project (sufficient to establish relevance of experience to the 


HAIBP project), and role of prime or subcontractor which clearly identifies the level and 
type of services performed under the contract. 


• Point of Contact (Name, title, current phone number, and current email) familiar 
with the project and can confirm level and quality of referenced experience and 
work. 


 
Note: Offerors with no Past Performance of similar size, scope and complexity will receive a “neutral” 
rating for this factor. 


 
Advisory Notifications: After the government concludes its evaluation of Offerors’ written 
submissions under Step 1, Offerors will receive an advisory notification. Offerors that the government 
has determined likely to receive award based on evaluation of Step 1 submissions will receive a notice 
to proceed to Step 2. Offerors that that the government has determined to have a low likelihood of 
receiving award based on evaluation of Step 1 submissions will be advised not to proceed to Step 2. 
The intent of this distinction is to minimize proposal development costs for those Offerors with little 
or no chance of receiving an award. This will be a recommendation only and discontinuing the pursuit 
of the requirement following the notification is voluntary. Instructions for how to proceed, should an 
offeror choose to do that even with the Government’s notification that the offeror is unlikely to receive 
award, will be included in the advisory notification letter. However, in making a decision to proceed 
regardless of being advised not to continue, an Offeror should note that the Step 1 factors are more 
important than the Step 2 factors for award, and Factor 1- Technical Capability and Approach is the 
most important factor in the overall evaluation (See Part 6.1 Evaluation Factors). Note: If requested, 
details regarding the basis for the recommendation will not be provided until after award and any 
details provided are not construed to be a debriefing.  
  
Note: Failure to timely submit Step 1 proposals precludes further consideration of an Offeror. Offerors 
will not be permitted to participate in Step 2 if Step 1 proposals have not been received. 
 


STEP 2 – HAIBP BUSINESS VOLUME SUBMISSION & ORAL PRESENTATIONS 
 


5.1.1.4 HAIBP Price (Factor 4) 
 







 


Page 52 of 61  


Upon receipt of an Advisory notification in which instruction is received to proceed to STEP 2, Offerors 
will be required to submit pricing (Factor 4), in accordance with the instructions below. The Pricing 
submission will be due to the Government approximately one week after issuance of Advisory letters. 
The specific due date for the Pricing submission will be specified in each Advisory Letter. Note that the 
Government intends to award a hybrid type contract which will include Firm-Fixed Price (FFP), Time & 
Materials (T&M) and Fixed Price Prospective Price Redetermination (FPPR) CLINS.  
 
5.1.1.5 Individual CLIN Requirements for Submission 


 
A CLIN structure is provided in this section as well as the SF-1449 for CLINS in the execution of all 
tasks under each contract. Offerors are not permitted to deviate from this CLIN structure. 
Additionally, the government has established not-to-exceed thresholds for each CLIN under Phase 1, 
Phase 2, & Phase 3.  
 


CLIN CLIN Type CLIN 
Description 


Not to Exceed 
Value ($) per 
Contract 


0001 Firm-Fixed 
Price (FFP) 


 Phase 1 – 
Initial Article 


$248,000.00  
 


0002 Time & 
Materials 
(T&M) 


Phase 1 
Travel 


$2,000.00 


1001 Fixed Price 
Prospective 
Redetermination 
(FPPR) 


Phase 2 – 
LRIP  


None 


1002 Time & 
Materials 
(T&M) 


Phase 2 
Travel 


$2,000.00 


2001 Fixed Price 
(price per unit to 
include 5-year 
extended 
warranty) 
Prospective 
Redetermination 
(FPPR) 


Phase 3 – 
FRP Units 
with 5-Year 
Extended 
Warranty 


None 


2002 Time & 
Materials 
(T&M) 


Phase 3 
Travel 


$2,000.00 


 
 


Offerors shall: 
1. Submit Pricing information to include  


• A detailed pricing narrative and breakdown showing, at a minimum, the 
estimated material costs (IAW BOM submitted under STEP 1), and how 
these costs add up to the proposed price for each CLIN.  
Note: ALL pricing must be submitted in U.S. Dollars. Any business volume 
submitted that contains pricing in currency foreign to the United States will 
not be evaluated. 


• A completed SF-1449 showing the proposed price of each CLIN listed in the 
schedule. Note: The pricing for CLINs 0001 and 1001 should be inclusive of 
a standard manufacturer’s warranty for the IA and LRIP units to be 
delivered and CLIN 2001 must be inclusive of a 5-year extended warranty 
for each unit delivered under Phase 3. 


• Pricing for Phase 1 prototype development, to include delivery of a 
production representative sample. This shall include the delivery of the 
Replay Tool. 


Deleted: are 


Deleted: labor rates, hours, 
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• Offeror shall provide a pricing list for system quantities of 1-120. This 
pricing shall include the delivery of the Replay Tool.  


• The Offeror shall provide all device, training, and deliverable costs over the 
lifecycle of the contract’s performance period in addition to maintenance 
and calibration service rates. These costs should be based on reliability 
predictions, system part and component costs, planned preventive 
maintenance schedules (if applicable), and anticipated / predicted corrective 
maintenance necessary to sustain the HAIBP equipment 


2. Submit BOM with pricing for each item in clear, legible format. Please note that offerors are to 
propose pricing only for those items in the BOM that will required government funding to 
procure. Offerors are invited and encouraged to provide materials and components at no cost to 
the government. However, providing components or materials is not a mandatory requirement 
for this RFP. 


3. Complete and return Offeror’s response to Provision 3052.209-72, 
Organizational Conflict of Interest (See Part 4 of the RFP). 


4. Submit Subcontracting Plan (if applicable). 
5. Submit Data Rights Notices, as required. 
6. Provide proposal Point of Contact (name, title, phone number, and email). 


 
5.1.1.6 Business Volume File Breakdown: 


 
When submitting the Business Volume, it is requested that the volume be broken down into 
separate electronic files as follows: 


 
1. Pricing information (Pricing schedule and backup, BOM, OCI response, POC info). 
2. Subcontracting Plan, if required. 
3. Data Rights Notices, if required. 


 
5.1.1.7 Other Business Volume Submissions 


 
• Subcontracting Plan (Large Businesses Only): Large businesses responding to this RFP are 


required to submit a Subcontracting Plan with their proposals. A large business which fails to submit 
an acceptable subcontracting plan with its proposal may be eliminated from further consideration for 
award. (See 3052.219-70, Small Business Subcontracting Plan Reporting) 


 
• Organizational Conflict of Interest: Complete and return HSAR 3052.209-72, 


Organizational Conflict of Interest (see Part 4 of the RFP). Provide any additional 
required documentation related to this issue, as deemed necessary. 


 
• Data Rights Notices: In accordance with FAR 52.227-14- Rights in Data – General (See 


Part 4 of the RFP). 
 


 
 


5.2 Oral Presentations (Factor 3): 
 


Oral Presentations shall begin approximately two weeks after the Government issues advisory 
notifications and will conclude based on the number of offers received. The Contracting Officer 
will determine the order in which Offerors are scheduled through a random selection process. 
Requests to reschedule will be at the discretion of the Contracting Officer. An Offeror must notify 
DHS of its intent to participate in oral presentations within two work days after receipt of an 
Advisory Notification from the Contracting Officer, which will be issued approximately five (5) 
business days after the deadline for submission of Step 1 proposals in accordance with this RFP. All 
notifications of an Offeror’s intent to conduct oral presentations shall be accomplished as follows: 
 
i. Offeror shall forward email to: Jennifer.DAddio@hq.dhs.gov & Ryan.Buck@hq.dhs.gov. Include 
“HAIBP Advisory Notification” in the Subject line. 
 
ii. Offeror shall provide Name of Offeror, address, and point of contact (email and phone number) 


Deleted: This pricing list 


Deleted: , company-to-company NDA


Deleted: <#>Government Approved Purchasing and 
Accounting Systems: Provide evidence of Government 
approved purchasing and accounting systems. If you have 
an approved purchasing system, provide the POC 
information of the representative at your Cognizant 
DCMA or Cognizant Federal Agency (CFA) that 
determined approval; and a copy of the Contractor 
Purchasing System Review (CPSR) report, if available, 
and/or a copy of the official letter from DCMA or CFA 
verifying the approval of the purchasing system.¶
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with whom you wish the Government to coordinate the oral presentation schedule. 
 
iii. Offeror shall provide the names, e-mails, phone numbers, and proposed role of the five Prime 
Offeror participants for oral presentations.  
 
Within one business day of the notification of intent to participate deadline, the Contracting Officer 
or Contract Specialist will contact the Offeror’s POC to provide the schedule date and time of the 
oral presentation. Subsequently, the Government will provide written confirmation of the schedule 
in an email to the POC. Location and building access instructions will be provided at that time. Oral 
presentations will be held in person at a specified location in the Washington, DC metropolitan 
area. 


 
Introduction - Oral Presentations 
 
Through the Oral Presentations, the Government intends to understand the Offeror’s proposed 
solution and its capabilities as it relates to the Government’s performance objectives for the new 
system. Further, these presentations will be used as an opportunity to assess the viability of an 
Offeror to successfully deliver the HAIBP solution.  
 
Travel costs for the presentation will not be reimbursed. 


 
Oral Presentation Process/ Format/ Instructions: 
 
The Offeror shall arrive at least 20 minutes before the assigned scheduled time for 
processing and accessing the building. A DHS representative will escort the 
presenters to the appropriate location. Presentations will begin promptly at the 
appointed time. Presenter names and their roles in the HAIBP project shall be 
submitted to the specified Government Point of Contact (POC) at least three (3) 
business days in advance of the offeror’s scheduled oral presentation date 
(Government will provide POC during presentation scheduling). The presentation 
team shall be knowledgeable and well versed in all aspects of the Offeror’s proposed 
solution and be able to address all presented material independently of other sources. 
 
Presenters: The Offeror’s presentation team is limited to five (5) employees of the Prime and 
major subcontractors only. The Government requires at least one of the persons in the oral 
presentation to have a major functional role in the execution of the technical solution being proposed. 
Each presenter is required to carry and present a valid Government issued ID (e.g., driver’s license, 
passport, etc.). If personnel of the Prime Offeror’s Major Subcontractors will be participating in oral 
presentations, the Offeror shall submit a letter of commitment to team with the Prime Offeror 
signed by an individual of the Major Subcontractor’s firm authorized to make such a commitment 
and on the Major Subcontractor’s letterhead, that confirms a Subcontracting or teaming agreement 
is in place and that explains the role of the Major Subcontractor for the HAIBP Program. These 
letters of commitment shall be provided with the list of personnel provided to participate in oral 
presentations. Major Subcontractors may only team and propose with one Prime Offeror in 
response to this solicitation. A Major Subcontractor is defined as a subcontractor performing at 
least 25% (in hours or dollars) of the requirement relevant to solicitation. 
 
Presentation: Each Offeror will be provided two sets of questions: (1) The first set of questions 
are contained within the RFP below (see Attachment 3 & the section titled BASIS FOR 
AWARD); and, (2) the second set of questions will be provided the day of the oral presentation. 
The answers to both sets of the questions will serve as the basis of the Offeror’s presentation. 
Questions in the RFP will allow Offerors to prepare responses in advance of the presentation. 
For those questions received the day of the presentation, Offerors will be given one hour of 
preparation time prior to the start of the formal oral presentation. 


 
Oral presentations will be limited to 3 hours, broken down as follows: 


 
1. Preparation (60 minutes) - In addition to pre-released questions, the Government 


will provide a second set of prepared questions. The presenters will have 60 
minutes to prepare. 
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2. Presentation (90 minutes) – The Offerors will have 90 uninterrupted minutes to 
conduct a presentation on both the advance questions and those received the 
day of the presentation. 


3. Q&A (up to 30 minutes) – After the 90 minute presentation, the Government will 
caucus for up to 15 minutes to identify any clarifications it may require to 
understand the presentations. If needed, the Government will ask the Offeror any 
clarification questions. 


4. No exchanges or discussions between evaluators and presenters will be permitted 
during the preparation and presentation times. 


 
Oral Presentation Rules of Engagement – 
 


• Only the five provided participants may attend the oral presentation. The 
presentation team may not reach back to any other personnel for assistance during 
the oral presentation. 


• Offerors shall submit their final presentation reference material (e.g., slides, charts, graphs, 
diagrams, etc.) in .PDF format as well as the names of all of the presenters for the Offeror via 
email to both Jennifer D’Addio at Jennifer.DAddio@hq.dhs.gov and Ryan Buck at 
Ryan.Buck@hq.dhs.gov, within 5 business days after receipt of an advisory letter to allow for 
distribution to the Government evaluators in advance of commencement of oral presentations. 
Submitted presentation reference material is limited to addressing advance questions; each 
page must clearly indicate which advance question is being addressed. Each presentation 
package shall include no more than 15 pages total. Each page must be printable on 11”x17” 
paper or smaller and must be of Times New Roman font of size 10 or larger.  Each page must 
be legible. The Government will provide 5 copies to Offeror’s presenters for use during the 
presentation. There will be no capability to photocopy materials at the oral presentation. 


• The Government will provide flipcharts, paper, and writing materials, which may be used 
as needed, during the presentation. There will be no capability to photocopy at the oral 
presentation. The Government plans to project the submitted final presentation material 
on a projection screen. 


• All presentation materials will be collected after each oral presentation. 
• The Government will provide a conference room and a table of sufficient size to 


accommodate the Offeror’s five personnel. 
• Up to two oral presentations will be scheduled per day; one in the morning and one in the 


afternoon. 
 


Note: The confidence rating earned for the presentation will be based on the oral part of the 
presentations as well as the submitted reference material. The Government reserves the right to, and 
may, video record the oral presentations. 


 
 
PART 6. EVALUATION FACTORS AND BASIS OF AWARD 


6.1 EVALUATION FACTORS 
 
The evaluation will be based on an integrated assessment of the information submitted in the Offeror’s 
proposal and other evaluation information available to the Government. The integrated assessment of 
proposals will include a risk assessment of the overall proposal. 


 
Award will be made on a determination of Best Value. The non-Price Factors, when combined, are 
significantly more important than the Price Factor.  
 
In Step 1, Factor 1 is more important than Factor 2.  In Step 2, Factor 3 is significantly more important 
than Factor 4 - Price.  However, as the non-price merits of competing Offerors’ proposals approach 
equal, Factor 4 will become more important in the best value trade-off decision. Offerors are cautioned 
that the award may not necessarily be made to the lowest priced proposals. 
. 


 
STEP 1 EVALUATION – 
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FACTOR 1 – Technical Capability & Approach 
 
FACTOR 2 - Past Performance 


 
STEP 2 EVALUATION – 


 
FACTOR 3 – Oral Presentation  
 
FACTOR 4 – Price 
 


 
6.2 BASIS OF AWARD 


 
The responses received under this RFP will be evaluated based on the criteria defined below. Awards may 
be made to the contractor(s) whose proposals are determined to be the most advantageous to the 
Government, as determined by trade-off analysis, non-price and price factors considered. Trade-off 
analysis and other analytic means involve the evaluation of superior technical capability (e.g., benefits 
clearly attributable to increased productivity, probability of successful agreement performance, ability to 
control cost, maintain schedule, and/or unique and innovative approaches to the work effort) versus the 
price. 
 
The HAIBP evaluation will occur as follows:   
 
STEP 1, Factor 1 – Concept Paper Initial Screening (Pass/Fail): The Concept Papers will be screened 
to ensure that they are compliant with all stipulations and instructions stated in this RFP: 
 


• Are the RFP-specified Concept Paper format requirements met (page length, document type, font 
size, etc)? 


• Does the vendor’s current system meet the Commercial Item definition under 41 U.S.C. 103? 
• Does the vendor’s system rely on 3He-alternative technologies for neutron detection? 


 
Any Concept Paper which does not clearly meet these requirements will be eliminated from further 
consideration.  
 
STEP 1, Factor 1 - Evaluation of Technical Capability and Approach (Concept Paper): Based on the 
information presented in the Concept Paper, the evaluators will assess the offeror’s current commercial 
system’s capabilities as well as rate the proposed developmental pathway leading to the creation of a 
system meeting the HAIBP requirements.  
 


• Factor 1, Technical Capability and Approach: 
o In its Concept Paper, does the vendor’s current system meet the HAIBP requirements as 


defined in the KPPs? If not, does their technical approach provide a sound explanation as 
to how their current system will be modified under Phase 1 in order to meet each of the 
KPPs? 


o Does the Concept Paper provide evidence that the HAIBP requirements stated in Section 
3 of this RFP will be met? 


o Does the vendor’s Concept Paper provide evidence of the offeror’s ability and intent to 
meet the schedule requirements of each Phase of the HAIBP? 


o Has the vendor demonstrated that its current system meets any of the Innovation goals? If 
not, in its Concept Paper, does the vendor provide a sound approach as to how the 
Innovation goals, if any, will be met? 


o Has the vendor provided evidence that it currently has sufficient resources to scale its 
production capabilities in order to meet the demand for increased quantities under Phase 
2 and Phase 3 of this requirement? 


Note: Should an Offeror propose to meet any of the stated Innovation Goals, each instance of a 
proposal providing a sound technical approach to meeting said Innovation Goal(s) will be rated 
as a “Strength” in the offeror’s overall Technical evaluation. Thus, offerors are highly 
encouraged to pursue one or more innovation goals in responding to this requirement, as a 
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proposal that meets innovation goals in addition to the KPP’s will be rated technically superior to 
a proposal that meets the KPP’s alone.  Note that innovation goals are listed in the order of 
importance to the government. 


 
Confidence Rating System for Factor 1, Technical Capability and Approach and Factor 3, 


Oral Presentation  


Rating Definition 


High 
Confidence 


The Government has high confidence that the Offeror understands the requirement, 
proposes a sound approach, and will be successful in performing the contract with 
little or no Government intervention. 
Relative Risk:  Minor risk anticipated with delivery of quality product, on time, or of 
any degradation of performance or lack of customer satisfaction (or cost growth if 
applicable). 


Some 
Confidence 


The Government has some confidence that the Offeror understands the requirement, 
proposes a sound approach, and will be successful in performing the contract with 
some Government intervention. 
 Relative Risk:  Moderate risk anticipated with delivery of quality product, on time, 
and of degradation of performance. 


Low 
Confidence 


The Government has low confidence that the Offeror understands the requirement, 
proposes a sound approach, or will be successful in performing the contract even with 
Government intervention. 
Relative Risk:  Substantial risk anticipated with delivery of quality product, on time, 
and of degradation of performance. 


 
 


STEP 1, Factor 2 – Evaluation of Past Performance: The Government is required to review contractor 
past performance (available at www.ppirs.gov) prior to award.  In addition to this, the Government may 
use present and/or past performance data obtained from a variety of sources, including, but not limited to 
those contract references identified in a quote submission. In evaluating an offeror’s past performance, the 
government will seek to answer the following questions. 
 


o Has the vendor provided evidence of recent projects that are relevant in terms of size, scope and 
complexity to the HAIBP requirement? 


o Does the offeror’s past performance (CPARS, etc) contain any evidence of adverse past 
performance that could conceivably pose a risk of unsuccessful performance under this contract? 


The Government reserves the right to incorporate past performance information from commercial and 
Government sources and databases in its final rating determination for this factor. These sources may 
include, but are not limited to, Government audit reports, the Contractor Performance Assessment 
Reporting System (CPARS), the Past Performance Information Retrieval System (PPIRS), and 
commercial sources (such as Dun and Bradstreet Reports). In the event other sources conflict with the 
Offeror’s past performance information, the Offeror will be given an opportunity to address the 
inconsistencies. 
 
The Factor 2 Confidence Rating System is provided in the table below: 
 
Confidence Rating System for the Evaluation of Factor 2, Past Performance 


Rating Definition 


High 
Confidence 


The Government has high confidence that the Offeror will successfully 
perform the required effort with little or no Government intervention. 


Some 
Confidence 


The Government has some confidence that the Offeror will successfully 
perform the required the required effort with some Government intervention. 
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Low 
Confidence 


The Government has low confidence that the Offeror will be able to 
successfully perform the required effort based on recent/relevant past 
performance even with Government intervention. 


Neutral 
Confidence 


No recent/relevant past performance is available, or the Offeror’s performance 
record is so sparse, such that a meaningful confidence rating cannot be 
assigned. The Offeror may not be evaluated favorably or unfavorably on the 
factor of past performance. 


 


 
 


 
STEP 2, Factor 3 – Oral Presentation (Only advance questions are identified below. On-the-spot 
questions will be provided on the day of the scheduled presentation.) 
 


Offerors will be evaluated on a confidence scale (See Table on Page 58 of this Attachment) based on 
responses to the following advanced questions as well as the on-the-spot questions. 
 
1) Production Readiness:  As noted in the proposed timeline for vendors that continue to the Low 


Rate Initial Production Phase (LRIP) phase (Phase 2), the program seeks to have five (5) testable 
production representative HAIBP systems.  How do you mitigate the risk that you will not meet 
this timeline? 


 
2) Authority to Operate (ATO) Risk:  As noted, any system that will be deployed at the 


Transportation Security Administration (TSA) must first achieve an ATO.  Our schedule includes 
vulnerability testing during LRIP.  How would you proceed if a vulnerability is identified that 
would preclude certification?  What would be your path forward if a part became obsolete during 
Full Rate Production (FRP) and the Configuration Control Board (CCB) process identified a 
vulnerability at this stage? 


 
3)  Acquisition Innovation:  If you were in charge of designing the HAIBP Government Solicitation, 


what changes would you make to the RFP that would enable industry to be positioned to rapidly 
develop and field innovative solutions?  In reviewing the customized commercial-off-the-shelf 
(COTS) approach, what aspects do you like and not like? 


 
4)   


a) Your presentation addresses innovative ideas.  What metrics would be appropriate for 
verifying that your innovative ideas can be achieved in the six months available for the Initial 
Article Phase (Phase 1)?    
 
b) If unforeseen issues cause your innovation goals to not be met, (for instance the weight does 
not meet the goal threshold of 17 lbs) what is your plan to ensure a compliant prototype (KPP 
threshold: under 22lbs) will be provided on schedule?  Note: devices that are not provided in 
time to participate in scheduled testing will be disqualified. 


 
5) What do you consider to be the three highest risks to your modification strategy and why?  How 


do you plan to mitigate those risks? 
 


STEP 2, Factor 4 – Evaluation of Price: 
The Government will establish a “total evaluated” price based on receipt of an offeror’s pricing 
volume. The government expects to receive price competition through several offers. The “total 
evaluated price” will be evaluated for price reasonableness through comparison with other proposed 
prices and may include other price analysis techniques. The price Quote will not be given an 
adjectival rating. 
 
The Government will consider the following in its Evaluation of Price: 
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o Has the Offeror provided a pricing volume containing comprehensive pricing for all labor 
and materials required to modify their current systems to meet the requirements per 
Section 3 of this RFP and accomplish the proposed concept? 


o Was the total proposed pricing for each Phase at or below the maximum pricing threshold 
established in the RFP? 


o Has the offeror provided pricing for each CLIN to include a five (5) year standard 
warranty for all systems delivered under Phase 3? 
 


• Price will be evaluated for reasonableness based on competition, as well as analysis of price 
reasonableness for all items quoted in the proposed BOM.  However, price will not be rated.  It 
should be noted that an award may be made to other than the lower priced proposal if the 
Government determines that a price premium is warranted due to technical merit.  The 
Government may also make an award to other than the highest rated proposal, if the 
Government determines that a price premium is not warranted. 
 


• Due to the potential need of comparing pricing of diverse solutions, pure bottom line pricing 
comparisons among all proposed solutions will be paramount to the Government’s determination 
of fair and reasonable pricing. Thus, it is critical that Offerors be explicitly clear which 
components or materials with the BOM the Offeror plans to utilize Government funding in 
obtaining, and which components or materials Offerors shall provide at their own expense. Thus, 
Offerors are invited and encouraged to provide the maximum quantity of components or materials 
within their proposed BOM as is possible to successfully develop a HAIBP system in accordance 
with Section 3 of this RFP. 


 
6.3.1. Award on Initial Responses 
The government anticipates selecting the best-suited contractors from initial responses, without 
engaging in exchanges with contractors. Contractors are strongly encouraged to submit their best 
technical solutions and price in response to this RFP. 


 
6.3.2. Exchanges with Best-Suited Contractors 
Once the government determines the contractors that are the best-suited (i.e., the apparent successful 
contractors), the government reserves the right to communicate with only those contractors to address 
any remaining issues, if necessary, and finalize a contract with that contractor. These issues may 
include technical and price. If the parties cannot successfully address any remaining issues, as 
determined pertinent at the sole discretion of the government, the government reserves the right to 
communicate with the next best-suited contractor based on the original analysis and address any 
remaining issues. Once the government has begun communications with the next best-suited 
contractor, no further communications with the previous contractors will be entertained until after the 
contract or contracts have been awarded. This process shall continue until an agreement is 
successfully reached and a contract or multiple contracts are awarded. 


 


Deleted: s
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PART 7. LIST OF ATTACHMENTS 


 
RFP Attachment 1 – DNDO Replay Tool Requirements January 2016 
RFP Attachment 2 – HAIBP Self-Assessment Scorecard 
RFP Attachment 3 – HAIBP Questions for Oral Presentations 
RFP Attachment 4 – HAIBP Past Performance Questionnaire (PPQ) 
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August 2, 2017 


 
Dear GSA Contractors:  
 
The Department of Homeland Security (DHS) is pleased to present this Amended Request for 
Quote (RFQ) 00002 for the Electronic Contract File System (ECFS) for the Office of the Chief 
Procurement Officer (OCPO) and the DHS community. This competition is being conducted 
under Federal Acquisition Regulation Part 8.4 Federal Supply Schedules using GSA Information 
Technology Schedule 70, SIN 132 33 Perpetual Software Licenses, and will result in a single-
award Blanket Purchase Agreement.  
 
Questions shall be submitted via email to Contract Specialist Michael Lipperini and Contracting 
Officer Randy Dreyer utilizing email address: DHS.ECFS@hq.dhs.gov. Questions are due no 
later than 1:00 PM, Eastern Time, Wednesday, July 5, 2017.   
 
The Government is utilizing a three-phased approach for this RFQ. Phase 1 Quotes in response 
to this RFQ shall be submitted via email to Contract Specialist Michael Lipperini and 
Contracting Officer Randy Dreyer utilizing email address: DHS.ECFS@hq.dhs.gov. Phase 1 
Quote submissions are due by 1:00 PM, Eastern Time, Tuesday, July 11, 2017. Subsequent quote 
procedures are in Section 4: Instructions to Quoters.  
 
 
Sincerely,  
 
    /s/ 
 
Randy Dreyer 
Contracting Officer 
Information Technology Acquisition Center  
Office of Procurement Operations 
  
 
 
 
RFQ Appendix A – Requirements Identification Matrix 
RFQ Appendix B – Contract Checklists 
RFQ Attachment 1 – Capability Confirmation Checklist  
RFQ Attachment 2 – Past Performance Information Form 
RFQ Attachment 3 – Labor Category Descriptions and Qualifications 
RFQ Attachment 4 – Pricing Workbook 
RFQ Attachment 5 – ECFS Quoter Questions and Responses 
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1. BLANKET PURCHASE AGREEMENT (BPA) 


 
1.1 Blanket Purchase Agreement 


In the spirit of the Federal Acquisition Streamlining Act, the Department of Homeland Security 
and 
 
 


(Insert Contractor’s Name) 
 


 
enter into a Blanket Purchase Agreement (BPA) to support the U.S. Department of Homeland 
Security (DHS) Office of the Chief Procurement Officer (OCPO). The intent is to acquire an 
Electronic Contract Filing System (ECFS) utilizing a Software as a Service (SaaS) licensing and 
delivery model through the General Services Administration (GSA) Federal Supply Schedule 
(FSS) 70, Information Technology. The following Special Item Number (SIN) applicable to the 
Contractor’s GSA FSS contract shall be included in the BPA:    
  
132 33 Perpetual Software Licenses  
 
Note: The terms Quoter, Contractor, and BPA Holder are used interchangeably in this 
agreement. 
 
 
Signatures: 
 
DHS Office of Procurement Operations (OPO) BPA Contracting Officer 
 
 
       
Printed Name  OPO Title  Signature  Date 
       
 


Contractor 
 
 


      


       
Printed Name  Company Title  Signature  Date 


 
  







Request for Quote  Electronic Contract Filing System 


 


HSHQDC-17-Q-00231        Page 4 of 81 


 


2. BPA TERMS AND CONDITIONS 
 
This section presents the general requirements applicable to the Blanket Purchase Agreement 
(BPA) Contractor(s). 
 
It is the responsibility of the Contractor to notify the BPA Contracting Officer of GSA Schedule 
price changes affecting line items and services listed in this BPA prior to award of any Order. 
Discounts shall be in terms of a flat percentage to be applied against the GSA Schedule price for 
the product or service. If discounts are conditional on a given dollar volume or other condition, 
the Contractors’ assumptions applicable to each conditional discount must be clearly stated. 
Contractors are strongly encouraged to offer further price reductions in accordance with their 
commercial practice. The BPA Pricing Schedule shall include all supplies and services included 
in the scope of this BPA, with the proposed discounts applied. With the exception of labor hour 
rates, prices shall not escalate and are not subject to upward adjustment during the term of the 
BPA. All Orders are subject to the terms and conditions of the underlying GSA contract and to 
the additional terms and conditions provided within this Blanket Purchase Agreement.  
 
2.1 Scope of Services  
 
The following supplies and services can be ordered under this BPA: 
 
Perpetual Software Licenses, Program Management, System Design and Configuration, Testing, 
Certification and Accreditation, Training, Help Desk Support, Cloud Hosting, and Operations 
and Maintenance. 


 
2.2 Types of Orders 
 
Order types will be specified at the Order Level. This BPA provides for Firm Fixed Priced 
(FFP), Time and Material (T&M), Labor Hour (LH), and any combination of the three.  
  
2.3 BPA Volume 
 
The Government estimates, but does not guarantee that the volume of purchases under the BPA 
will be approximately $9.7 million over base and four one-year options. The Government is 
obligated only to the extent of authorized purchases actually made under this BPA. There is no 
minimum order guarantee.  
 
2.4 Obligation 
 
This BPA does not obligate any funds. The individual Orders placed against the BPA will 
obligate funds.   
 
2.5 Referenced Federal Acquisition Regulation (FAR) and Homeland Security 


Acquisition Regulation (HSAR) Clauses/Provisions 
 


The Contractor’s General Services Administration (GSA) Federal Supply Schedule 70 
Information Technology contract clauses are incorporated into this BPA. In addition, all clauses 
referenced below are applicable to the resulting BPA and all Orders unless otherwise stated.   
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A. CONTRACT CLAUSES INCORPORATED BY REFERENCE 


  
52.252-2 Clauses Incorporated by Reference (Feb 1998) 
 
This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text 
available. Also, the full text of a clause may be accessed electronically at this/these address(es): 
FAR: http://farsite.hill.af.mil/vffara.htm  
HSAR: http://farsite.hill.af.mil/vfhsara.htm 
 
 


Federal Acquisition Regulation (FAR) Clauses  / Provisions 


Clause Title Date 


52.203-17 Contractor Employee Whistleblower Rights and Requirement to 
Inform Employees of Whistleblower Rights 


Apr 2014 


52.204-2 Security Requirements Aug 1996 


52.204-9 Personal Identity Verification of Contractor Personnel Jan 2011 


52.209-10 Prohibition on Contracting With Inverted Domestic Corporations Nov 2015 


52.212-4 Contract Terms and Conditions—Commercial Items—Alternate I Jan 2017 


52.222-50 Combating Trafficking in Persons Mar 2015 


52.224-2 Privacy Act Apr 1984 


Homeland Security Acquisition Regulation (HSAR) Clauses  / Provisions 


Clause Title Date 


3052-205-70 Advertisements, Publicizing Awards, And Releases  Sep 2012 


3052.242-72 Contracting Officer’s Technical Representative Dec 2003 


 
B.  FAR CLAUSES INCORPORATED IN FULL TEXT 


52.204-21  Basic Safeguarding of Covered Contractor Information Systems (Jun 2016) 


(a) Definitions. As used in this clause-- 
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“Covered contractor information system” means an information system that is owned or operated 
by a contractor that processes, stores, or transmits Federal contract information. 


“Federal contract information” means information, not intended for public release, that is 
provided by or generated for the Government under a contract to develop or deliver a product or 
service to the Government, but not including information provided by the Government to the 
public (such as on public Web sites) or simple transactional information, such as necessary to 
process payments. 


“Information” means any communication or representation of knowledge such as facts, data, or 
opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, 
or audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009). 


“Information system” means a discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 
3502). 


“Safeguarding” means measures or controls that are prescribed to protect information systems. 


(b) Safeguarding requirements and procedures.  


(1) The Contractor shall apply the following basic safeguarding requirements and 
procedures to protect covered contractor information systems. Requirements and 
procedures for basic safeguarding of covered contractor information systems shall 
include, at a minimum, the following security controls: 


(i) Limit information system access to authorized users, processes acting on 
behalf of authorized users, or devices (including other information systems). 


(ii) Limit information system access to the types of transactions and functions that 
authorized users are permitted to execute. 


(iii) Verify and control/limit connections to and use of external information 
systems. 


(iv) Control information posted or processed on publicly accessible information 
systems.(v) Identify information system users, processes acting on behalf of users, 
or devices. 


(vi) Authenticate (or verify) the identities of those users, processes, or devices, as 
a prerequisite to allowing access to organizational information systems. 


(vii) Sanitize or destroy information system media containing Federal Contract 
Information before disposal or release for reuse. 


(viii) Limit physical access to organizational information systems, equipment, and 
the respective operating environments to authorized individuals. 
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(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical 
access; and control and manage physical access devices. 


(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external 
boundaries and key internal boundaries of the information systems. 


(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 


(xii) Identify, report, and correct information and information system flaws in a 
timely manner. 


(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 


(xiv) Update malicious code protection mechanisms when new releases are 
available. 


(xv) Perform periodic scans of the information system and real-time scans of files 
from external sources as files are downloaded, opened, or executed. 


(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to 
covered contractor information systems generally or other Federal safeguarding 
requirements for controlled unclassified information (CUI) as established by Executive 
Order 13556. 


(c) Subcontracts. The Contractor shall include the substance of this clause, including this 
paragraph (c), in subcontracts under this contract (including subcontracts for the acquisition of 
commercial items, other than commercially available off-the-shelf items), in which the 
subcontractor may have Federal contract information residing in or transiting through its 
information system. 
 


(End of clause) 
 
52.217-9  Option to Extend the Term of the Contract (Mar 2000) 
 
(a) The Government may extend the term of this contract by written notice to the Contractor 
within thirty (30) days; provided that the Government gives the Contractor a preliminary written 
notice of its intent to extend at least sixty (60) days before the contract expires. The preliminary 
notice does not commit the Government to an extension. 
 
(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 
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(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 60 months. 
 


(End of Clause) 
 


C.  HSAR CLAUSES INCORPORATED IN FULL TEXT	


HSAR 3052-204-70  Security Requirements for Unclassified Information Technology 
Resources (JUN 2006) 


(a) The Contractor shall be responsible for Information Technology (IT) security for all systems 
connected to a DHS network or operated by the Contractor for DHS, regardless of location. This 
clause applies to all or any part of the contract that includes information technology resources or 
services for which the Contractor must have physical or electronic access to sensitive 
information contained in DHS unclassified systems that directly support the agency’s mission. 


(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall 
describe the processes and procedures that will be followed to ensure appropriate security of IT 
resources that are developed, processed, or used under this contract. 


(1) Within thirty (30) business days after contract award, the contractor shall 
submit for approval its IT Security Plan, which shall be consistent with and 
further detail the approach contained in the offeror's proposal. The plan, as 
approved by the Contracting Officer, shall be incorporated into the contract as a 
compliance document. 


(2) The Contractor’s IT Security Plan shall comply with Federal laws that include, 
but are not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et 
seq.); the Government Information Security Reform Act of 2000; and the Federal 
Information Security Management Act of 2002; and with Federal policies and 
procedures that include, but are not limited to, OMB Circular A-130. 


(3) The security plan shall specifically include instructions regarding handling and 
protecting sensitive information at the Contractor’s site (including any 
information stored, processed, or transmitted using the Contractor’s computer 
systems), and the secure management, operation, maintenance, programming, and 
system administration of computer systems, networks, and telecommunications 
systems. 


(c) Examples of tasks that require security provisions include-- 


(1) Acquisition, transmission or analysis of data owned by DHS with significant 
replacement cost should the contractor’s copy be corrupted; and 


(2) Access to DHS networks or computers at a level beyond that granted the 
general public (e.g., such as bypassing a firewall). 
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(d) At the expiration of the contract, the contractor shall return all sensitive DHS information and 
IT resources provided to the contractor during the contract, and certify that all non-public DHS 
information has been purged from any contractor-owned system. Components shall conduct 
reviews to ensure that the security requirements in the contract are implemented and enforced. 


(e) Within 6 months after contract award, the contractor shall submit written proof of IT Security 
accreditation to DHS for approval by the DHS Contracting Officer. Accreditation will proceed 
according to the criteria of the DHS Sensitive System Policy Publication, 4300A (Version 2.1, 
July 26, 2004) or any replacement publication, which the Contracting Officer will provide upon 
request. This accreditation will include a final security plan, risk assessment, security test and 
evaluation, and disaster recovery plan/continuity of operations plan. This accreditation, when 
accepted by the Contracting Officer, shall be incorporated into the contract as a compliance 
document. The contractor shall comply with the approved accreditation documentation. 


(End of clause) 


HSAR 3052.204-71  Contractor Employee Access (SEP 2012) 


(a) Sensitive Information, as used in this clause, means any information, which if lost, misused, 
disclosed, or, without authorization is accessed, or modified, could adversely affect the national 
or homeland security interest, the conduct of Federal programs, or the privacy to which 
individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but 
which has not been specifically authorized under criteria established by an Executive Order or an 
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign 
policy. This definition includes the following categories of information: 


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the 
implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) 
as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the 
Department of Homeland Security (including the PCII Program Manager or 
his/her designee); 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding 
and Control of SSI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration 
or his/her designee); 


(3) Information designated as “For Official Use Only,” which is unclassified 
information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person’s privacy or welfare, the conduct of Federal programs, 
or other programs or operations essential to the national or homeland security 
interest; and 
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(4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland 
security information handling procedures. 


(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet sites. 


(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or 
subject to other investigations as required. All Contractor employees requiring recurring access 
to Government facilities or access to sensitive information or IT resources are required to have a 
favorably adjudicated background investigation prior to commencing work on this contract 
unless this requirement is waived under Departmental procedures. 


(d) The Contracting Officer may require the Contractor to prohibit individuals from working on 
the contract if the Government deems their initial or continued employment contrary to the 
public interest for any reason, including, but not limited to, carelessness, insubordination, 
incompetence, or security concerns. 


(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless 
authorized in writing by the Contracting Officer. For those Contractor employees authorized 
access to sensitive information, the Contractor shall ensure that these persons receive training 
concerning the protection and disclosure of sensitive information both during and after contract 
performance. 


(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where 
the subcontractor may have access to Government facilities, sensitive information, or resources. 


(End of clause) 


ALTERNATE I 
(SEP 2012) 


When the contract will require Contractor employees to have access to Information Technology 
(IT) resources, add the following paragraphs: 


(g) Before receiving access to IT resources under this contract the individual must receive a 
security briefing, which the Contracting Officer’s Technical Representative (COTR) will 
arrange, and complete any nondisclosure agreement furnished by DHS. 


(h) The Contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary for 
performance of the work under this contract. Any attempts by Contractor personnel to gain 
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access to any information technology resources not expressly authorized by the statement of 
work, other terms and conditions in this contract, or as approved in writing by the COTR, is 
strictly prohibited. In the event of violation of this provision, DHS will take appropriate actions 
with regard to the contract and the individual(s) involved. 


(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the Contractor performs business for the DHS Component. It is not a 
right, a guarantee of access, a condition of the contract, or Government Furnished Equipment 
(GFE). 


(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and 
save DHS harmless from any unauthorized use and agrees not to request additional time or 
money under the contract for any delays resulting from unauthorized use or access. 


(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has 
been granted by the Head of the Component or designee, with the concurrence of both the 
Department’s Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their 
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both 
the CSO and the CIO or their designees. In order for a waiver to be granted: 


(1) There must be a compelling reason for using this individual as opposed to a U. 
S. citizen; and 


(2) The waiver must be in the best interest of the Government. 


(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the contracting officer. 


(End of clause) 


HSAR 3052.209-70  Prohibition on Contracts with Corporate Expatriates (Jun 2006) 


(a) Prohibitions. 


Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland 
Security from entering into any contract with a foreign incorporated entity which is treated as an 
inverted domestic corporation as defined in this clause, or with any subsidiary of such an entity. 
The Secretary shall waive the prohibition with respect to any specific contract if the Secretary 
determines that the waiver is required in the interest of national security. 


(b) Definitions. As used in this clause: 


Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal 
Revenue Code of 1986 (without regard to section 1504(b) of such Code), except that section 
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1504 of such Code shall be applied by substituting `more than 50 percent' for `at least 80 percent' 
each place it appears. 


Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 
of the Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for 
purposes of the Internal Revenue Code of 1986. 


Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted 
domestic corporation if, pursuant to a plan (or a series of related transactions)— 


(1) The entity completes the direct or indirect acquisition of substantially all of 
the properties held directly or indirectly by a domestic corporation or substantially 
all of the properties constituting a trade or business of a domestic partnership; 


(2) After the acquisition at least 80 percent of the stock (by vote or value) of the 
entity is held— 


(i) In the case of an acquisition with respect to a domestic 
corporation, by former shareholders of the domestic corporation by 
reason of holding stock in the domestic corporation; or 


(ii) In the case of an acquisition with respect to a domestic 
partnership, by former partners of the domestic partnership by 
reason of holding a capital or profits interest in the domestic 
partnership; and 


(3) The expanded affiliated group which after the acquisition includes the entity 
does not have substantial business activities in the foreign country in which or 
under the law of which the entity is created or organized when compared to the 
total business activities of such expanded affiliated group. 


Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), and 
(5) of section 7701(a) of the Internal Revenue Code of 1986, respectively. 


(c) Special rules. The following definitions and special rules shall apply when determining 
whether a foreign incorporated entity should be treated as an inverted domestic corporation. 


(1) Certain stock disregarded. For the purpose of treating a foreign incorporated 
entity as an inverted domestic corporation these shall not be taken into account in 
determining ownership: 


(i) Stock held by members of the expanded affiliated group which 
includes the foreign incorporated entity; or 


(ii) Stock of such entity which is sold in a public offering related to 
an acquisition described in section 835(b)(1) of the Homeland 
Security Act, 6 U.S.C. 395(b)(1).  
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(2) Plan deemed in certain cases. If a foreign incorporated entity acquires directly 
or indirectly substantially all of the properties of a domestic corporation or 
partnership during the 4-year period beginning on the date which is 2 years before 
the ownership requirements of subsection (b)(2) are met, such actions shall be 
treated as pursuant to a plan. 


(3) Certain transfers disregarded. The transfer of properties or liabilities 
(including by contribution or distribution) shall be disregarded if such transfers 
are part of a plan a principal purpose of which is to avoid the purposes of this 
section. 


(d) Special rule for related partnerships. For purposes of applying section 835(b) of the 
Homeland Security Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as 
provided in regulations, all domestic partnerships which are under common control (within the 
meaning of section 482 of the Internal Revenue Code of 1986) shall be treated as a partnership. 


(e) Treatment of Certain Rights. 


(1) Certain rights shall be treated as stocks to the extent necessary to reflect the 
present value of all equitable interests incident to the transaction, as follows: 


(i) warrants; 


(ii) options; 


(iii) contracts to acquire stock; 


(iv) convertible debt instruments; and 


(v) others similar interests. 


(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed 
appropriate to do so to reflect the present value of the transaction or to disregard 
transactions whose recognition would defeat the purpose of Section 835. 


(f) Disclosure. The offeror under this solicitation represents that [Check one]: 


__ it is not a foreign incorporated entity that should be treated as an inverted domestic 
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 


__ it is a foreign incorporated entity that should be treated as an inverted domestic corporation 
pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has 
submitted a request for waiver pursuant to 3009.108-7004, which has not been denied; or 


__ it is a foreign incorporated entity that should be treated as an inverted domestic corporation 
pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans 
to submit a request for waiver pursuant to 3009.108-7004. 
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(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if 
a waiver has been applied for, shall be attached to the bid or proposal. 


(End of clause) 


HSAR 3052.209-72  Organizational Conflict of Interest (Jun 2006) 


(a) Determination. The Government has determined that this effort may result in an actual or 
potential conflict of interest, or may provide one or more offerors with the potential to attain an 
unfair competitive advantage. The nature of the conflict of interest and the limitation on future 
contracting is unequal access to information (potential access and visibility of DHS OCPO 
contract records). Offerors may gain access to non-public Government information that 
would provide an unfair competitive advantage under DHS solicitation(s). 


(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify 
the offeror, or (2) determine that it is otherwise in the best interest of the United States to 
contract with the offeror and include the appropriate provisions to avoid, neutralize, mitigate, or 
waive such conflict in the contract awarded. After discussion with the offeror, the Contracting 
Officer may determine that the actual conflict cannot be avoided, neutralized, mitigated or 
otherwise resolved to the satisfaction of the Government, and the offeror may be found ineligible 
for award. 


(c) Disclosure: The offeror hereby represents, to the best of its knowledge that: 


___ (1) It is not aware of any facts which create any actual or potential organizational conflicts 
of interest relating to the award of this contract, or 


___ (2) It has included information in its proposal, providing all current information bearing on 
the existence of any actual or potential organizational conflicts of interest, and has included a 
mitigation plan in accordance with paragraph (d) of this provision. 


(d) Mitigation. If an offeror with a potential or actual conflict of interest or unfair competitive 
advantage believes the conflict can be avoided, neutralized, or mitigated, the offeror shall submit 
a mitigation plan to the Government for review. Award of a contract where an actual or potential 
conflict of interest exists shall not occur before Government approval of the mitigation plan. If a 
mitigation plan is approved, the restrictions of this provision do not apply to the extent defined in 
the mitigation plan. 


(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may 
require further relevant information from the offeror. The Contracting Officer will use all 
information submitted by the offeror, and any other relevant information known to DHS, to 
determine whether an award to the offeror may take place, and whether the mitigation plan 
adequately neutralizes or mitigates the conflict. 


(f) Corporation Change. The successful offeror shall inform the Contracting Officer within thirty 
(30) calendar days of the effective date of any corporate mergers, acquisitions, and/or divestures 
that may affect this provision. 
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(g) Flow-down. The contractor shall insert the substance of this clause in each first tier 
subcontract that exceeds the simplified acquisition threshold. 


(End of provision) 


HSAR 3052.209-73 Limitation of Future Contracting (Jun 2006) 


(a) The Contracting Officer has determined that this acquisition may give rise to a potential 
organizational conflict of interest. Accordingly, the attention of prospective offerors is invited to 
FAR Subpart 9.5--Organizational Conflicts of Interest. 


(b) The nature of this conflict is unequal access to information (potential access and visibility 
of DHS OCPO contract records). Offerors may gain access to non-public Government 
information that would provide an unfair competitive advantage under DHS 
solicitation(s).. 


(c) The restrictions upon future contracting are as follows: 


(1) If the Contractor, under the terms of this contract, or through the performance 
of tasks pursuant to this contract, is required to develop specifications or 
statements of work that are to be incorporated into a solicitation, the Contractor 
shall be ineligible to perform the work described in that solicitation as a prime or 
first-tier subcontractor under an ensuing DHS contract. This restriction shall 
remain in effect for a reasonable time, as agreed to by the Contracting Officer and 
the Contractor, sufficient to avoid unfair competitive advantage or potential bias 
(this time shall in no case be less than the duration of the initial production 
contract). DHS shall not unilaterally require the Contractor to prepare such 
specifications or statements of work under this contract. 


(2) To the extent that the work under this contract requires access to proprietary, 
business confidential, or financial data of other companies, and as long as these 
data remain proprietary or confidential, the Contractor shall protect these data 
from unauthorized use and disclosure and agrees not to use them to compete with 
those other companies. 


(End of clause) 


HSAR 3052.215-70  Key Personnel or Facilities (Dec 2003)  


a) The personnel or facilities specified below are considered essential to the work being 
performed under this contract and may, with the consent of the contracting parties, be changed 
from time to time during the course of the contract by adding or deleting personnel or facilities, 
as appropriate. 


(b) Before removing or replacing any of the specified individuals or facilities, the Contractor 
shall notify the Contracting Officer, in writing, before the change becomes effective. The 
Contractor shall submit sufficient information to support the proposed action and to enable the 
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Contracting Officer to evaluate the potential impact of the change on this contract. The 
Contractor shall not remove or replace personnel or facilities until the Contracting Officer 
approves the change. 


Key Personnel or Facilities under this BPA: 


• Project Manager (BPA Level) 
• 1102 Subject Matter Expert 
• Other Key Personnel as specified at the individual Order(s)  


 
(End of Clause)  


 
HSAR Class Deviation 15-01  Safeguarding of Sensitive Information (Mar 2015) 


(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”).  The Contractor shall insert the 
substance of this clause in all subcontracts. 
 
(b) Definitions.  As used in this clause— 
 
“Personally Identifiable Information (PII)” means information that can be used to distinguish or 
trace an individual's identity, such as name, social security number, or biometric records, either 
alone, or when combined with other personal or identifying information that is linked or linkable 
to a specific individual, such as date and place of birth, or mother’s maiden name.  The definition 
of PII is not anchored to any single category of information or technology.  Rather, it requires a 
case-by-case assessment of the specific risk that an individual can be identified.  In performing 
this assessment, it is important for an agency to recognize that non-personally identifiable 
information can become personally identifiable information whenever additional information is 
made publicly available—in any medium and from any source—that, combined with other 
available information, could be used to identify an individual. 
 
PII is a subset of sensitive information.  Examples of PII include, but are not limited to:  name, 
date of birth, mailing address, telephone number, Social Security number (SSN), email address, 
zip code, account numbers, certificate/license numbers, vehicle identifiers including license 
plates, uniform resource locators (URLs), static Internet protocol addresses, biometric identifiers 
such as fingerprint, voiceprint, iris scan, photographic facial images, or any other unique 
identifying number or characteristic, and any information where it is reasonably foreseeable that 
the information will be linked with other information to identify the individual. 
 
“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, 
as any information, which if lost, misused, disclosed, or, without authorization is accessed, or 
modified, could adversely affect the national or homeland security interest, the conduct of 
Federal programs, or the privacy to which individuals are entitled under section 552a of Title 5, 
United States Code (the Privacy Act), but which has not been specifically authorized under 
criteria established by an Executive Order or an Act of Congress to be kept secret in the interest 
of national defense, homeland security or foreign policy.  This definition includes the following 
categories of information:   
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(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee);  
 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the Department of Homeland Security (including the Assistant Secretary for the Transportation 
Security Administration or his/her designee);   
  
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and  
 
(4)  Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. 
 
“Sensitive Information Incident” is an incident that includes the known, potential, or suspected 
exposure, loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or 
unauthorized access or attempted access of any Government system, Contractor system, or 
sensitive information. 
 
“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 
compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual.  Some forms of PII are sensitive 
as stand-alone elements.  Examples of such PII include: Social Security numbers (SSN), driver’s 
license or state identification number, Alien Registration Numbers (A-number), financial account 
number, and biometric identifiers such as fingerprint, voiceprint, or iris scan.  Additional 
examples include any groupings of information that contain an individual’s name or other unique 
identifier plus one or more of the following elements: 
 
(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother’s maiden name, account passwords or 


personal identification numbers (PIN) 
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Other PII may be “sensitive” depending on its context, such as a list of employees and their 
performance ratings or an unlisted home address or phone number.  In contrast, a business card 
or public telephone directory of agency employees contains PII but is not sensitive.   
 
(c) Authorities.  The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors, 
or available upon request from the Contracting Officer, including but not limited to: 
 
(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official 
Use Only) Information 
(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel 
Suitability and Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance  
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 
Cryptographic Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html 
(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security 
and Privacy Controls for Federal Information Systems and Organizations accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 
 
(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well as the 
policies and procedures described below, is required.   
 
(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel 
security requirements are set forth in various Management Directives (MDs), Directives, and 
Instructions.  MD 11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information describes how Contractors must handle sensitive but unclassified information.  DHS 
uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but unclassified information 
that is not otherwise categorized by statute or regulation.  Examples of sensitive information that 
are categorized by statute or regulation are PCII, SSI, etc.  The DHS Sensitive Systems Policy 
Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and 
procedures on security for Information Technology (IT) resources.  The DHS Handbook for 
Safeguarding Sensitive Personally Identifiable Information provides guidelines to help safeguard 
SPII in both paper and electronic form.  DHS Instruction Handbook 121-01-007 Department of 
Homeland Security Personnel Suitability and Security Program establishes procedures, program 
responsibilities, minimum standards, and reporting protocols for the DHS Personnel Suitability 
and Security Program.   
 
(2) The Contractor shall not use or redistribute any sensitive information processed, stored, 
and/or transmitted by the Contractor except as specified in the contract. 
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(3) All Contractor employees with access to sensitive information shall execute DHS Form 
11000-6, Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition 
of access to such information.  The Contractor shall maintain signed copies of the NDA for all 
employees as a record of compliance.  The Contractor shall provide copies of the signed NDA to 
the Contracting Officer’s Representative (COR) no later than two (2) days after execution of the 
form.  
 
(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support 
financial or other administrative functions shall not maintain SPII.  It is acceptable to maintain in 
these systems the names, titles and contact information for the COR or other Government 
personnel associated with the administration of the contract, as needed. 
 
(e) Authority to Operate.  The Contractor shall not input, store, process, output, and/or transmit 
sensitive information within a Contractor IT system without an Authority to Operate (ATO) 
signed by the Headquarters or Component CIO, or designee, in consultation with the 
Headquarters or Component Privacy Officer.  Unless otherwise specified in the ATO letter, the 
ATO is valid for three (3) years.  The Contractor shall adhere to current Government policies, 
procedures, and guidance for the Security Authorization (SA) process as defined below.   
 
(1) Complete the Security Authorization process.  The SA process shall proceed according to the 
DHS Sensitive Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor 
publication, DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any 
successor publication, and the Security Authorization Process Guide including templates.   
 


(i) Security Authorization Process Documentation.  SA documentation shall be developed 
using the Government provided Requirements Traceability Matrix and Government 
security documentation templates.  SA documentation consists of the following:  Security 
Plan, Contingency Plan, Contingency Plan Test Results, Configuration Management 
Plan, Security Assessment Plan, Security Assessment Report, and Authorization to 
Operate Letter.  Additional documents that may be required include a Plan(s) of Action 
and Milestones and Interconnection Security Agreement(s).  During the development of 
SA documentation, the Contractor shall submit a signed SA package, validated by an 
independent third party, to the COR for acceptance by the Headquarters or Component 
CIO, or designee, at least thirty (30) days prior to the date of operation of the IT system. 
The Government is the final authority on the compliance of the SA package and may 
limit the number of resubmissions of a modified SA package.  Once the ATO has been 
accepted by the Headquarters or Component CIO, or designee, the Contracting Officer 
shall incorporate the ATO into the contract as a compliance document.  The 
Government’s acceptance of the ATO does not alleviate the Contractor’s responsibility to 
ensure the IT system controls are implemented and operating effectively. 


 
(ii) Independent Assessment.  Contractors shall have an independent third party validate the 


security and privacy controls in place for the system(s).  The independent third party shall 
review and analyze the SA package, and report on technical, operational, and 
management level deficiencies as outlined in NIST Special Publication 800-53 Security 
and Privacy Controls for Federal Information Systems and Organizations.  The 
Contractor shall address all deficiencies before submitting the SA package to the 
Government for acceptance. 
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(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed.  As part of 


the SA process, the Contractor may be required to support the Government in the 
completion of the PTA.  The requirement to complete a PTA is triggered by the creation, 
use, modification, upgrade, or disposition of a Contractor IT system that will store, 
maintain and use PII, and must be renewed at least every three (3) years.  Upon review of 
the PTA, the DHS Privacy Office determines whether a Privacy Impact Assessment 
(PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, 
are required.  The Contractor shall provide all support necessary to assist the Department 
in completing the PIA in a timely manner and shall ensure that project management plans 
and schedules include time for the completion of the PTA, PIA, and SORN (to the extent 
required) as milestones.  Support in this context includes responding timely to requests 
for information from the Government about the use, access, storage, and maintenance of 
PII on the Contractor’s system, and providing timely review of relevant compliance 
documents for factual accuracy.  Information on the DHS privacy compliance process, 
including PTAs, PIAs, and SORNs, is accessible at http://www.dhs.gov/privacy-
compliance. 


 
(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO shall be renewed 
every three (3) years.  The Contractor is required to update its SA package as part of the ATO 
renewal process.  The Contractor shall update its SA package by one of the following methods: 
(1) Updating the SA documentation in the DHS automated information assurance tool for 
acceptance by the Headquarters or Component CIO, or designee, at least 90 days before the ATO 
expiration date for review and verification of security controls; or (2) Submitting an updated SA 
package directly to the COR for approval by the Headquarters or Component CIO, or designee, 
at least 90 days before the ATO expiration date for review and verification of security controls.  
The 90 day review process is independent of the system production date and therefore it is 
important that the Contractor build the review into project schedules.  The reviews may include 
onsite visits that involve physical or logical inspection of the Contractor environment to ensure 
controls are in place.   
 
(3) Security Review.  The Government may elect to conduct random periodic reviews to ensure 
that the security requirements contained in this contract are being implemented and enforced.  
The Contractor shall afford DHS, the Office of the Inspector General, and other Government 
organizations access to the Contractor’s facilities, installations, operations, documentation, 
databases and personnel used in the performance of this contract.  The Contractor shall, through 
the Contracting Officer and COR, contact the Headquarters or Component CIO, or designee, to 
coordinate and participate in review and inspection activity by Government organizations 
external to the DHS.  Access shall be provided, to the extent necessary as determined by the 
Government, for the Government to carry out a program of inspection, investigation, and audit to 
safeguard against threats and hazards to the integrity, availability and confidentiality of 
Government data or the function of computer systems used in performance of this contract and to 
preserve evidence of computer crime. 
 
(4) Continuous Monitoring.  All Contractor-operated systems that input, store, process, output, 
and/or transmit sensitive information shall meet or exceed the continuous monitoring 
requirements identified in the Fiscal Year 2014 DHS Information Security Performance Plan, or 
successor publication. The plan is updated on an annual basis.  The Contractor shall also store 
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monthly continuous monitoring data at its location for a period not less than one year from the 
date the data is created.  The data shall be encrypted in accordance with FIPS 140-2 Security 
Requirements for Cryptographic Modules and shall not be stored on systems that are shared with 
other commercial or Government entities.  The Government may elect to perform continuous 
monitoring and IT security scanning of Contractor systems from Government tools and 
infrastructure. 
 
(5) Revocation of ATO.  In the event of a sensitive information incident, the Government may 
suspend or revoke an existing ATO (either in part or in whole).  If an ATO is suspended or 
revoked in accordance with this provision, the Contracting Officer may direct the Contractor to 
take additional security measures to secure sensitive information.  These measures may include 
restricting access to sensitive information on the Contractor IT system under this contract.  
Restricting access may include disconnecting the system processing, storing, or transmitting the 
sensitive information from the Internet or other networks or applying additional security 
controls. 
 
(6) Federal Reporting Requirements.  Contractors operating information systems on behalf of the 
Government or operating systems containing sensitive information shall comply with Federal 
reporting requirements.  Annual and quarterly data collection will be coordinated by the 
Government.  Contractors shall provide the COR with requested information within three (3) 
business days of receipt of the request.  Reporting requirements are determined by the 
Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 
Plan, or successor publication.  The Contractor shall provide the Government with all 
information to fully satisfy Federal reporting requirements for Contractor systems. 
 
(f) Sensitive Information Incident Reporting Requirements.   
 
(1) All known or suspected sensitive information incidents shall be reported to the Headquarters 
or Component Security Operations Center (SOC) within one hour of discovery in accordance 
with 4300A Sensitive Systems Handbook Incident Response and Reporting requirements.  When 
notifying the Headquarters or Component SOC, the Contractor shall also notify the Contracting 
Officer, COR, Headquarters or Component Privacy Officer, and US-CERT using the contact 
information identified in the contract.  If the incident is reported by phone or the Contracting 
Officer’s email address is not immediately available, the Contractor shall contact the Contracting 
Officer immediately after reporting the incident to the Headquarters or Component SOC.  The 
Contractor shall not include any sensitive information in the subject or body of any e-mail. To 
transmit sensitive information, the Contractor shall use FIPS 140-2 Security Requirements for 
Cryptographic Modules compliant encryption methods to protect sensitive information in 
attachments to email.  Passwords shall not be communicated in the same email as the attachment.  
A sensitive information incident shall not, by itself, be interpreted as evidence that the Contractor 
has failed to provide adequate information security safeguards for sensitive information, or has 
otherwise failed to meet the requirements of the contract.   
 
(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 
requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 
Contractors shall also provide as many of the following data elements that are available at the 
time the incident is reported, with any remaining data elements provided within 24 hours of 
submission of the initial incident report: 
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(i) Data Universal Numbering System (DUNS);  
(ii) Contract numbers affected unless all contracts by the company are affected; 
(iii) Facility CAGE code if the location of the event is different than the prime contractor 


location; 
(iv) Point of contact (POC) if different than the POC recorded in the System for Award 


Management (address, position, telephone, email); 
(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor 


network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time of the incident, both at the 


Contractor and subcontractor level; 
(xii) Description of the Government PII and/or SPII contained within the system; 
(xiii) Number of people potentially affected and the estimate or actual number of records 


exposed and/or contained within the system; and 
(xiv) Any additional information relevant to the incident. 


 
(g) Sensitive Information Incident Response Requirements. 
 
(1) All determinations related to sensitive information incidents, including response 
activities, notifications to affected individuals and/or Federal agencies, and related services (e.g., 
credit monitoring) will be made in writing by the Contracting Officer in consultation with the 
Headquarters or Component CIO and Headquarters or Component Privacy Officer. 
 
(2) The Contractor shall provide full access and cooperation for all activities determined by 
the Government to be required to ensure an effective incident response, including providing all 
requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents. 
 
(3) Incident response activities determined to be required by the Government may include, 
but are not limited to, the following: 
 


(i) Inspections, 
(ii) Investigations, 
(iii) Forensic reviews, and 
(iv) Data analyses and processing.  


 
(4) The Government, at its sole discretion, may obtain the assistance from other Federal 
agencies and/or third-party firms to aid in incident response activities. 
 
(h) Additional PII and/or SPII Notification Requirements.   
 
(1) The Contractor shall have in place procedures and the capability to notify any individual 
whose PII resided in the Contractor IT system at the time of the sensitive information incident 
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not later than 5 business days after being directed to notify individuals, unless otherwise 
approved by the Contracting Officer.  The method and content of any notification by the 
Contractor shall be coordinated with, and subject to prior written approval by the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS 
Privacy Incident Handling Guidance.  The Contractor shall not proceed with notification unless 
the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, 
has determined in writing that notification is appropriate. 
 
(2) Subject to Government analysis of the incident and the terms of its instructions to the 
Contractor regarding any resulting notification, the notification method may consist of letters to 
affected individuals sent by first class mail, electronic means, or general public notice, as 
approved by the Government.  Notification may require the Contractor’s use of address 
verification and/or address location services.  At a minimum, the notification shall include:   
 


(i) A brief description of the incident;  
(ii) A description of the types of PII and SPII involved;  
(iii) A statement as to whether the PII or SPII was encrypted or protected by other means;  
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to investigate the incident, to 
mitigate the incident, and to protect against any future incidents; and  
(vi) Information identifying who individuals may contact for additional information. 


 
(i) Credit Monitoring Requirements.  In the event that a sensitive information incident involves 
PII or SPII, the Contractor may be required to, as directed by the Contracting Officer: 
 
(1) Provide notification to affected individuals as described above; and/or 
 
(2) Provide credit monitoring services to individuals whose data was under the control of the 
Contractor or resided in the Contractor IT system at the time of the sensitive information incident 
for a period beginning the date of the incident and extending not less than 18 months from the 
date the individual is notified.  Credit monitoring services shall be provided from a company 
with which the Contractor has no affiliation.  At a minimum, credit monitoring services shall 
include: 
 


(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; 


and/or 
 
(3) Establish a dedicated call center.  Call center services shall include: 
 


(i) A dedicated telephone number to contact customer service within a fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports and credit 


scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be 


handled by call center staff and must be resolved by call center management or DHS, as 
appropriate), and other key metrics; 
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(iv) Escalation of calls that cannot be handled by call center staff to call center management 
or DHS, as appropriate; 


(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with 
the Headquarters or Component Chief Privacy Officer; and 


(vi) Information for registrants to contact customer service representatives and fraud 
resolution representatives for credit monitoring assistance. 


 
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information.  As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special Publication 
800-88 Guidelines for Media Sanitization. 
 


(End of clause) 
 


HSAR Class Deviation 15-01  Information Technology Security and Privacy Training (Mar 
2015) 


 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”).  The Contractor shall insert the 
substance of this clause in all subcontracts. 
 
(b) Security Training Requirements.   
 
(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness materials 
annually or whenever system security changes occur, or when the user’s responsibilities change.  
The Department of Homeland Security (DHS) requires that Contractor employees take an annual 
Information Technology Security Awareness Training course before accessing sensitive 
information under the contract.  Unless otherwise specified, the training shall be completed 
within thirty (30) days of contract award and be completed on an annual basis thereafter not later 
than October 31st of each year.  Any new Contractor employees assigned to the contract shall 
complete the training before accessing sensitive information under the contract.  The training is 
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  The 
Contractor shall maintain copies of training certificates for all Contractor and subcontractor 
employees as a record of compliance.  Unless otherwise specified, initial training certificates for 
each Contractor and subcontractor employee shall be provided to the Contracting Officer’s 
Representative (COR) not later than thirty (30) days after contract award.  Subsequent training 
certificates to satisfy the annual training requirement shall be submitted to the COR via e-mail 
notification not later than October 31st of each year.  The e-mail notification shall state the 
required training has been completed for all Contractor and subcontractor employees.   
 
(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 
that will have access to DHS systems and sensitive information.  The DHS Rules of Behavior 
shall be signed before accessing DHS systems and sensitive information.  The DHS Rules of 
Behavior is a document that informs users of their responsibilities when accessing DHS systems 
and holds users accountable for actions taken while accessing DHS systems and using DHS 
Information Technology resources capable of inputting, storing, processing, outputting, and/or 
transmitting sensitive information.  The DHS Rules of Behavior is accessible at 
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http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  Unless otherwise 
specified, the DHS Rules of Behavior shall be signed within thirty (30) days of contract award.  
Any new Contractor employees assigned to the contract shall also sign the DHS Rules of 
Behavior before accessing DHS systems and sensitive information.  The Contractor shall 
maintain signed copies of the DHS Rules of Behavior for all Contractor and subcontractor 
employees as a record of compliance.  Unless otherwise specified, the Contractor shall e-mail 
copies of the signed DHS Rules of Behavior to the COR not later than thirty (30) days after 
contract award for each employee.  The DHS Rules of Behavior will be reviewed annually and 
the COR will provide notification when a review is required.   
 
(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have 
access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to take 
Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII.  The training 
is accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  
Training shall be completed within thirty (30) days of contract award and be completed on an 
annual basis thereafter not later than October 31st of each year.  Any new Contractor employees 
assigned to the contract shall also complete the training before accessing PII and/or SPII.  The 
Contractor shall maintain copies of training certificates for all Contractor and subcontractor 
employees as a record of compliance.  Initial training certificates for each Contractor and 
subcontractor employee shall be provided to the COR not later than thirty (30) days after 
contract award.  Subsequent training certificates to satisfy the annual training requirement shall 
be submitted to the COR via e-mail notification not later than October 31st of each year.  The e-
mail notification shall state the required training has been completed for all Contractor and 
subcontractor employees.   
 


(End of clause) 
 


2.6 BPA Term 
 
This BPA shall consist of one (1) base period and four (4) option periods as shown below. 
Orders may have a Period of Performance of twelve (12) months from the last day of Option 
Period Four of this BPA.  
 


BPA Period Ordering Period 
Base Period 12 months 
Option Period One 12 months 
Option Period Two 12 months 
Option Period Three 12 months 
Option Period Four 12 months 


 
This BPA expires at the end of Option Period Four or on the end date of the Contractor’s GSA 
Schedule contract, or on the end date of each subsequent contract period for which GSA extends 
the GSA Schedule contract by modification, in which case this BPA will be comparably 
extended by modification not to exceed a total period of performance of sixty (60) months. 
Orders may be placed against this BPA on or before the last day of Option Period Four if the 
option is exercised.  
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The BPA Holder is to possess a period of performance sufficient to provide the Government with 
a continuous sixty (60) month period of performance for the BPA. Quoters may be awarded 
BPAs that extend beyond the current term of their GSA Schedule contract, so long as there are 
option periods in their GSA Schedule contract that, if exercised, will cover the BPA's period of 
performance. The BPA Holder is required to immediately notify, in writing, the BPA 
Contracting Officer if at any time the GSA Contract, upon which the BPA is based, is no longer 
in force.  
 
This BPA is not a contract. If the BPA Holder fails to perform in a manner satisfactory to the 
BPA Contracting Officer, this BPA may be canceled at any time with written notice to the BPA 
Holder by the BPA Contracting Officer. BPA cancellation does not simultaneously cancel 
existing orders written against the BPA. 
 
2.7 Ordering Officers 
 
DHS Warranted Contracting Officers. 
 
2.8 Orders 
 
Orders will be placed against this BPA by DHS Contracting Activities in accordance with the 
Ordering Procedures in Section 2.19.   
 
2.9 Award of Orders under the BPA 
 
Each Order issued under this BPA will include, at a minimum, the following information as 
applicable:  
 


1. BPA and Order Number;  
2. Date of the order; 
3. Description of the service(s) to be acquired and/or work to be performed; 
4. Period of performance or required completion date; 
5. Place of performance; 
6. Deliverables; 
7. CLIN/SLIN number and description, contract type, quantity, unit price and extended 


price; 
8. The security requirements; 
9. The payment schedule; and 
10. Accounting and appropriation data.  


 
2.10 Order Period of Performance  
 
The period of performance will be designated at the Order level. Orders may be issued at any 
time during the period of performance. Orders for supplies and services shall be priced using the 
pricing table specified in the BPA applicable to the Order’s anticipated period of performance. 
Periods of Performance for orders for supplies or services issued in the final year of the BPA 
shall not extend beyond 12 months after the BPA’s ordering period end date. The period of 
performance for each order shall be consistent with the funding appropriation being obligated.   
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2.11 Invoicing 
 


Invoicing procedures will be specified in each individual Order. The “remit to” address to which 
payment must be sent is applicable at the Order level. At a minimum, each invoice shall include 
the following information:  
 


(i)  Name and address of the Contractor;  
(ii)  Invoice date and invoice number. (Contractors should date invoices as close as 


possible to the date of mailing or transmission.); 
(iii)  BPA and Order number and period of performance or other authorization for 


supplies delivered or services performed (including order number and contract line 
item number);  


(iv) Description of supplies or services;   
(v)  Name (where practicable), title, phone number, and mailing address of person to 


notify in the event of a defective invoice. 
 
2.12 Order of Precedence 
 
The terms and conditions apply to all Orders pursuant to the BPA. In the event of an 
inconsistency between the provisions of this BPA and the terms and conditions of the 
Contractor’s GSA FSS contract, the federal supply schedule contract shall take precedence. 
 
2.13 Place of Performance 
 
The primary place of performance will be the Contractor’s facilities with frequent visits to 
Department of Homeland Security in Washington, DC. The place of performance will be 
specified at the Order level.  
 
2.14 Travel  
 
Contractor travel may be required to support this requirement. All travel required by the 
Government outside the local commuting area(s) will be reimbursed to the Contractor in 
accordance with FAR 31.205-46 -- Travel Costs. The Contractor shall be responsible for 
obtaining COR approval (electronic mail is acceptable) for all reimbursable travel in advance of 
each travel event. Travel requirements will be specified at the Order level.  
 
2.15 Security Considerations  
 
Contractor access to unclassified, but Security Sensitive Information may be required under this 
BPA. Contractor employees shall safeguard this information against unauthorized disclosure or 
dissemination. Security requirements will be specified at the Order level.  
 
2.16 Hours of Operation 


 
The hours of operation will be specified at the Order level.  
 
2.17 Post Award Conference 
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The Contractor shall attend a Post-Award Conference with the BPA Contracting Officer and the 
Contracting Officer’s Representative (COR) no later than ten (10) business days after the date of 
award. The purpose of the Post-Award Conference, which will be chaired by the Contracting 
Officer, is to discuss contracting requirements. The Post-Award Conference will be held at 301 
7th Street, SW, Washington, DC 20407 or via teleconference as determined by the Contracting 
Officer.   
 
Post award conferences at the Order level shall be held at the discretion of the Order Contracting 
Officer (OCO) awarding the Order if that OCO determines one to be necessary.  
 
2.18 Past Performance  
 
Contractor Performance Assessment Reporting System (CPARS) will be utilized to record a 
Contractor’s past performance information on individual Orders when applicable.  
 
2.19 Ordering Procedures 
 
2.19.1 General 
 
The DHS Order Contracting Officer (OCO) will award and administer Orders in accordance 
with the ordering procedures set forth in the BPA and the procedures outlined in FAR 8.405-
3(c) -- Ordering from BPAs.  
 
2.19.2 Order Request for Quotation (RFQ) 
 
Orders will be within the scope, issued within the period of performance, and be within the 
estimated value of the BPA. Only the Contracting Officer for the BPA may modify the 
agreement to change the scope, period, or estimated value as allowed by law. 
 
The Order Request for Quote (RFQ) will be in writing (via mail, e-mail, or fax) and include a 
description of the required supplies or services, the evaluation or review criteria, and the 
evaluation or review procedure. The evaluation or review will be based on technical factors such 
as, but not limited to, technical capabilities, management approach, past performance, and price.  
 
The BPA Holder shall submit a quotation in accordance with the OCO's RFQ instructions. The 
information that the OCO requests from the BPA Holder shall be the minimum needed.  
 
No payment will be made to the BPA Holder for the cost to prepare or submit an Order quote. 
 
2.20 Commencing Work 
 
The BPA Holder shall not commence work until authorized by the OCO. This BPA does not 
obligate any funds. The Government is obligated only to the extent of authorized purchases by 
orders issued under this BPA. 


2.21 Annual Review of the BPA  
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In accordance with FAR 8.405-3(e), the Department of Homeland Security, Office of 
Procurement Operations which has established this BPA will conduct an annual review to 
determine whether the schedule contract, upon which the BPA was established, is still in effect, 
the BPA still represents the best value, and estimated quantities/amounts have been exceeded 
and additional price reductions can be obtained. The results of this review will be documented 
in accordance with the Federal Acquisition Regulation. 
 
2.22 BPA Administration  
 


The Contracting Officer (CO) for this BPA is identified below: 
 


Name: Randy Dreyer 


Agency: Office of Procurement Operations (OPO) 


Department of Homeland Security (DHS) 


Address:  


Voice:  


Email:  


 
The Contract Specialist (CS) for this BPA is identified below: 
 


Name: Michael Lipperini 


Agency: Office of Procurement Operations (OPO) 


Department of Homeland Security (DHS) 


Address:  


Voice:  


Email:  


 
Contracting Officer’s Representative (COR):   
 


Name: Brian Wilson 


Agency: Office of Chief Procurement Officer (OCPO) 


Department of Homeland Security (DHS) 


Address:  


Voice:  


Email:  
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3. STATEMENT OF WORK 
ELECTRONIC CONTRACT FILING SYSTEM (ECFS) 


July 7, 2017 


 
3.1 BACKGROUND 
 
The Department of Homeland Security (DHS) seeks to implement an Electronic Contract Filing 
System (ECFS) utilizing Software as a Service (SaaS) on an authorized FedRAMP cloud hosted 
environment on an unclassified network.  DHS requires an electronic Commercial-Off-The-Shelf 
(COTS) solution to support electronic contract file storage, workflow, document management, 
and records management. The Office of the Chief Procurement Officer (OCPO) Oversight and 
Strategic Support (OSS) Acquisition Systems Branch (ASB) is overseeing the ECFS effort. 


DHS OCPO supports eight Heads of Contracting Activity (HCA) located within the Components 
of DHS. These HCAs are located within Customs and Border Protection (CBP), Federal 
Emergency Management Agency (FEMA), Federal Law Enforcement Training Center (FLETC), 
Immigration Customs Enforcement (ICE), Office of Procurement Operations (OPO), 
Transportation Security Administration (TSA), United States Coast Guard (USCG), and United 
States Secret Service (USSS). Procurement office locations are dispersed across the United 
States. 
 
There are approximately 1,321 total contracting officers and contract specialists.  In addition, 
there are approximately 600 support personnel across the contracting activities that may also 
access an electronic contract filing solution. The total number of personnel fluctuates due to 
employee turnover.  The table below shows the estimated number of contracting officers and 
contract specialists (also referred to as “1102s”) by component 
 


Contracting 
Activity 


Estimated Number of 1102s 


CBP 159 


FEMA 162 


FLETC 46 


ICE 144 


OPO 263 


TSA 129 


USCG 390 
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USSS 28 


Total 1,321 


 


DHS estimates that the total number of users on this system could be as high as 2000 once it is 
implemented to all users.  Initially, DHS intends to implement the solution via a Pilot Program 
for a small group of users with representation from all of the Contracting Activities. 


The following chart illustrates the average number of new contracts created each year by 
contracting activity.  This number was derived by taking the average from the total number of 
new awards, including Interagency Agreements (IAA) and Grants, for the past five years.  It is 
estimated that each contract file will require on average 42 MB of storage space.   


Contracting 
Activity 


Average new 
procurement actions 
per year. 


CBP 4,806 


FEMA 4,548 


FLETC 1,591 


ICE 2,021 


OPO 3,780 


TSA 979 


USCG 21,590 


USSS 1,013 


Total DHS 40,328 


 


DHS currently uses a combination of paper-based and electronic contract files to manage and 
process contracts throughout their lifecycle. The use of paper based processes hampers the 
OCPO mission because staff does not have easy access to documents required to perform their 
work. Furthermore, as the Department embraces remote working trends, disaster preparedness, 
and improved operations, paper based processes do not allow the contracting staff to fully work 
on files that cannot be accessed remotely.  


3.2 SCOPE OF WORK 
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The scope of this contract includes planning, requirements definition, configuration, testing, 
certification and accreditation, training, help desk, implementation, software, cloud hosting, and 
operations and maintenance of an Electronic Contract Filing System for DHS. The solution shall 
include at a minimum: 


• a configuration/testing  environment 
• a staging/pre-production environment 
• a production environment with disaster recovery capability that complies with DHS 


standards 
 


The solution shall be implemented using a three (3) phase approach: 
• Configuration/Testing/Accreditation 
• Pilot 
• Full Implementation   


 
3.3 OBJECTIVE  
 
The objective of this Blanket Purchase Agreement (BPA) is to procure, implement, operate, and 
maintain an Electronic Contract Filing System that will support the DHS acquisition community. 
 
3.4 REQUIREMENTS/TASKS 
 
The Contractor shall provide all supplies and services as set forth in the areas below: 
 
3.4.1 PROJECT MANAGEMENT 
 
CPO requires expert project management skills and abilities to seamlessly manage and oversee 
tasks and functions involved with delivering the full range of capabilities throughout all phases 
of the Electronic Contract Filing System.  
 
The Contractor shall: 


a) Deliver a Project Management Plan to include but not limited: identification of detailed 
tasks, task durations, implementation approach (to include Pilot phase), and resource 
assignments for the effort.  


b) Manage the project in close coordination with the Contracting Officer Representative 
(COR).   


c) Have weekly status meetings with the COR.   
d) Provide the government with a written Monthly Status Report. The report at a minimum 


shall address:   
• work accomplished in this period 
• work to be accomplished in the next period 
• schedule variance 
• risks and issues that need to be addressed between the contractor and government 


e) Support technical compliance and service in all functional areas. 
f) Develop and implement quality control and quality assurance measures for all areas of 


program performance. 
g) Analyze descriptive and inferential data. 
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h) Provide quantitative and qualitative program evaluation and analysis. 
i) Deliver continuous process improvement. 
j) Develop and deliver business continuity of operations. 
k) Respond promptly to technical questions. 
l) Report program status and trending information. 
m) Maintain effective internal and external communication processes and systems. 
n) Rapidly respond to changing and emerging requirements and mandates. 


 
 3.4.1.1 Change Management 
 The Contractor shall develop a Change Management Plan that addresses how to prepare 
 the end user for this solution. The plan shall cover all phases of the project and shall 
 include vision and goals, stakeholders, resources required to carry out the plan, a 
 schedule, roles and responsibilities, and communication tools and strategy (including key 
 messages). 


 
3.4.2 ELECTRONIC CONTRACT FILING SYSTEM 
 
The Contractor shall:  


a) Provide an Electronic Contract Filing System utilizing a Software as a Service (SaaS) 
licensing and delivery model on an authorized FedRAMP cloud hosted environment. 


b) System shall meet the requirements addressed at Appendix A – Requirements 
Identification Matrix and Appendix B – Contract File Checklists.   


c) Provide a license mixture that is appropriate for the phased implementation approach 
(Testing, Pilot, and Full Implementation).   


d) Provide a complete solution that meets the standard required for the DHS Enterprise 
Architecture (see SOW section 3.5.5, DHS Enterprise Architecture Compliance).   


e) Provide a solution that complies with the DHS Management Directive (MD) 4300A 
Sensitive Systems Policy Handbook. 
 


The Solution shall:  
a) Allow for electronic contract storage, workflow, document management, secure digital 


signature, document extraction and redaction, and records management. 
b) Comply with the DHS Technical Reference Model (TRM), Federal Acquisition 


Regulation, Management Directive 4300, and Section 508, and other documents listed in 
the requirements located at Appendix A and in SOW section 3.5.5.  


c) Support the entire DHS procurement community of users in geographically dispersed 
locations (roughly 1,400 Contracting Officers/Specialists and 600 support personnel).  


d) Support a minimum of 3 Government System Administrators per component in 
geographically dispersed locations 


e) Consist of three logically isolated environments designated as configuration/testing, 
staging/pre-production and production.  


f) Be scalable allowing DHS the flexibility to meet current and future requirements.  
 
3.4.2.1 Configuration/Testing Environment 
The development environment shall support all development activities, integration, 
testing, actor shall provide an effective solution that utilizes industry standards such as, 
ANSI, IEEE, and ISO as required, and best practices that supports the continued 
development of the ECFS solution. The solution shall be scalable, maintainable, and 
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reliable to accommodate any future enhancements. 
 
3.4.2.2 Staging/Pre-Production Environment 
The Staging/Pre-production Environment shall support all pre-production activities, 
training, user acceptance testing, and troubleshooting. This environment must be 
logically isolated from the end user but representative of the production environment. 
The Contractor shall provide an effective solution that utilizes industry standards and best 
practices to allow for testing, training and troubleshooting in a manner that is 
representative of the production environment. The solution shall be flexible to 
accommodate any future enhancements. 
 
3.4.2.3 Production Environment 
The Production Environment shall support all production activities. The Contractor shall 
provide an effective solution that utilizes industry standards and best practices. The 
solution shall be flexible to accommodate any future enhancements. 
 
3.4.2.4 Ad Hoc Workflow 
The contractor shall implement workflow to allow any user to route any document to one 
or more user with the appropriate access rights for review, comment, approval, and 
electronic signature. The contractor shall conduct all planning, analysis, system design, 
configuration, testing, training, and help desk necessary to accomplish this task. The 
contractor shall update any documentation (e.g., RTMX, system design document, 
system configuration document, training documents, etc.) that is impacted by this task. 
 
3.4.2.5 Secure Digital Signature 
The contractor shall implement secure digital signatures for documents that are approved 
within ECFS. Contractor’s digital signature solution shall meet DHS Electronic Signature 
Policy Guidance as outlined in “DHS Electronic Signature Policy Guidance, v1.03, 
October 2, 2015”. The contractor shall conduct all planning, analysis, system design, 
configuration, testing, training, and help desk necessary to accomplish this task. The 
contractor shall update any documentation (e.g., RTMX, system design document, 
system configuration document, training documents, etc.) that is impacted by this task. 
 
3.4.2.6 Document Extraction and Redaction 
The contractor shall implement functionality that will permit the user to select documents 
from a contract file, extract copies, and redact or support redaction of information for 
purposes such as responding to an audit, litigation, or Freedom of Information Act 
(FOIA) request. This capability shall include all related requirements located in Appendix 
A. The contractor shall conduct all planning, analysis, system design, configuration, 
testing, training, and help desk necessary to accomplish this task. The contractor shall 
update any documentation (e.g., RTMX, system design document, system configuration 
document, training documents, etc.) that is impacted by this task. 
 
3.4.2.7 Reports 
The solution shall have the capability to generated standard and configurable reports. . 
The contractor shall conduct all planning, analysis, system design, configuration, testing, 
training, and help desk necessary to accomplish this task. The contractor shall update any 
documentation (e.g., RTMX, system design document, system configuration document, 
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training documents, etc.) that is impacted by this task.   
 


3.4.3  SYSTEM FUNCTIONAL OVERVIEW 
 
The contractor shall provide a complete functional overview and demonstration on the functional 
capabilities of the solution to a DHS Government team of no more than 25 members. The 
overview and demonstration shall be a live demonstration of the solution’s available built in 
capabilities. The purpose of the demonstration is to provide the Government members an in-
depth understanding of how the software operates. 


 
3.4.4  REQUIREMENTS REVIEW 
 
The contractor shall work with the Government to conduct an in-depth analysis of functional 
requirements located in Appendix A Requirements Identification Matrix. The Government team 
shall consist of representatives from each of the contracting activities. The contractor shall work 
with the Government to determine how the solution will satisfy the functional requirements in 
detail. The contractor shall conduct an analysis, with the Government, to study the current 
approach to managing contract files; review functional requirements; define business rules; 
review policies and procedures; and determine how they will be accommodated within the 
solution. The contractor shall deliver a Requirements Traceability Matrix (RTMX) that lists each 
of the detailed requirements and maps the requirements back to the high level requirements. 


  
3.4.5 SYSTEM DESIGN 
 
The Contractor shall: 


a) Incorporate the system level requirements into the System Design Document to 
accommodate the requirements identified in the Requirements Identification Matrix 
(RIM). 


b) Deliver a System Design Document that is based on IEEE Std 1016 or the latest 
version, that includes: 


1. A system overview. 
2. Illustration of hardware components and software components. 
3. Documentation on how the system will meet the requirements identified in the 


RIM. 
4. Documentation on how business processes will be supported by the system. 
5. Data backups, redundancy methodology, and disaster recovery capability to 


prevent data loss due to hardware or software failure. 
6. Minimum desktop hardware and incorporates system and software 


requirements. 
 


3.4.6 CONFIGURATION 


 The Contractor shall: 
a) Deliver a System Configuration Document that documents specific configuration 


settings within the system. 
b) Configure the solution in accordance with the System Configuration Document. 
c) Include DHS technical representatives in the configuration efforts to incorporate DHS 


business rules and practices.  
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d) Provide and implement PIV/CAC functionality so that users must use their DHS PIV 
cards to gain access to the system. 


 
3.4.6.1 PIV/CAC Implementation 
The contractor shall provide and implement PIV/CAC functionality so that users must use 
their DHS PIV/CAC cards to gain access to the system. The contractor shall conduct all 
planning, analysis, system design, configuration, testing, training, and help desk necessary 
to accomplish this task. The contractor shall update any documentation (e.g., RTMX, 
system design document, system configuration document, training documents, etc.) that is 
impacted by this task. 


 
3.4.7  TESTING 
 
The Contractor shall: 


a) Deliver a System Test Plan that includes tests that will demonstrate and verify the 
solution successfully satisfies the requirements listed in Appendix A Requirements 
Identification Matrix (RIM). 


b) Test the solution in accordance with the System Test Plan. 
c) Deliver User Acceptance Test Procedures. 
d) Be available to answer questions and monitor the testing process. 
e) Document the results of testing in a Test Report. 


  
3.4.8  INFORMATION SECURITY 
 
The Contractor shall: 


a) Meet all security specifications to obtain an Authority to Operate (ATO) that complies 
with DHS MD4300A. 


b) Meet all security requirements for a solution in a FedRAMP cloud hosted environment on 
an unclassified network.  


c) Ensure the cloud hosted environment meets at a minimum, Moderate Security impact 
level. 


d) Submit an IT Security Plan, which details the approach, methods, and safeguards the 
contractor will utilize to comply with Government and DHS Information Technology 
security requirements. 


e) Assist the ECFS Information System Security Officer (ISSO) in the completion of 
applicable Security Authorization documentation required in order to obtain an ATO. 


f) Make all system configuration changes, software, or Operating System updates, and apply 
relevant security patches to the system as directed by the Authorizing Official (AO) or his 
representative.  


g) Work with the ISSO to modify or update the appropriate Security Authorization 
documentation as necessary during the certification testing process to reflect all system 
changes. 


h) Assist the ECFS ISSO to obtain the accreditation approval of the system and Security 
Authorization documentation from the AO or AO representative. 


 
3.4.9  OPERATION AND MAINTENANCE 
 
The Contractor shall operate and maintain the production, pre-production/staging, and 
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test/development environments of the system such that:  
a) Help Desk support is provided. 
b) System is available 24x7. 
c) Change control processes are provided to secure the functionality of the environment 


without hindering the ability of developers, managers to efficiently add new 
functionality, integration, and or delivery mechanisms. 


d) Appropriate patch management and control for operating systems is provided that 
adheres to FISMA and FedRAMP standards. 


e) Application software is maintained including installation of software defect corrections, 
database scripts and upgrades. 


f) The system status (server hardware, software, and database) is monitored to proactively 
identify issues. 


g) Automated monitoring of performance, resource utilization and other events such as 
failure of service, degraded service, availability of the network, storage, database 
systems, operating systems, applications, etc. is provided. 


h) Identified issues are researched and mitigated. 
i) Virus Protection is kept current. 
j) Performance analysis and tuning, running software/database update scripts, indexing 


tables is accomplished to optimize system performance.  
k) Contingency Plan testing is performed in accordance with security requirements. 
l) The solution is reviewed and managed in a manner that ensures the application and 


associated environment complies with the requirements established in DHS MD4300A. 
  


3.4.10 HELP DESK SUPPORT 
 
The Contractor shall: 


a) Provide help desk support in accordance with the Contractor’s SaaS licensing and 
delivery model.  


 
3.4.11 PILOT PROGRAM   
 
The Contractor shall: 


a) Implement the Solution in accordance with the Project Management Plan, System Design 
Document, and System Configuration Document. 


b) Implement the Solution for no more than 100 total user’s representative of all Contracting 
Activities. 


c) Use surveys and/or meetings with stakeholders to gather the feedback from the Pilot. 
 


 3.4.11.1 Post Pilot Implementation Review Report 
The Contractor shall compile stakeholder feedback in a Post Implementation Review 
Report and shall include recommended updates for the system based on stakeholder 
feedback and other findings. 
 


3.4.12  FULL IMPLEMTATION/ROLLOUT 
  


The Contractor shall:  
a) Support the rollout of the solution to the remaining users across DHS in accordance with 


the Project Management Plan. 
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b) Update as necessary documentation in support of implementation (to include, but not 
limited to: project plans, updated user guides, etc.). 


c) Perform all necessary tasks to support the implementation (to include, but not limited to: 
training, change management, etc.). 


 
3.4.13  TRAINING  
 
The Contractor shall: 


a) Determine the most effective training methodology for a dispersed end user community. 
b) Deliver a Training Plan that addresses at a minimum the functionalities of the system, 


training objectives, delivery methodology, detailed schedule, and its strategy and approach 
to ensuring end users are properly trained. 


c) Deliver the training in accordance with the Training Plan 
d) The contractor shall provide user guides that include DHS processes.   
e) Provide User guides that shall cover all topic areas covered in the training. The user 


guides shall be updated in the event that the system functionality changes. Guides shall be 
provided in an electronic format and via a context oriented online guide and shall be 508 
Compliant. 


f) Deliver System Administrator training in accordance with the training plan. 
g) Provide a System Administrator Guides for the DHS System Administrators. The Guides 


shall cover all topic areas covered in training. 
 


3.4.14  RECORDS MANAGEMENT 
 
The Contractor shall: 


a) Provide functionality to permit the management of federal records in accordance with 
DHS retention policies and NARA requirements. NARA regulations affecting Federal 
agencies and their records management programs are found in Subchapter B of 36 Code 
of Federal Regulations Chapter XII. 


b) Provide a solution IAW with FAR Subpart 4.7: Contractor Records Retention and FAR 
Subpart 4.8: Government Contract Files. 
 


3.4.15  TRANSITION OUT 
 
The Contractor shall: 


a) Provide a Phase Out Transition Plan that illustrates how the Contractor shall provide a 
seamless transition between the incumbent and the successor. This plan will ensure 
minimal disruption of the Government’s activities.  


b) Ensure data is transferable in a non-proprietary format. 
 
3.5 GENERAL   


 
3.5.1 CONTRACTOR PERSONNEL 
 
The Contractor shall provide qualified personnel to perform all requirements specified in this 
SOW. See Attachment 3 for Labor Category Descriptions and Qualifications. 
 


3.5.1.1 Continuity of Support  
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The Contractor shall ensure that the contractually required level of support for this 
requirement is maintained at all times. If for any reason the Contractor staffing levels are 
not maintained due to resignations, transfers, vacation, leave, appointments, etc., and 
replacement personnel will not be provided, the Contractor shall provide e-mail 
notification to the appropriate Contracting Officer’s Representative (COR). Otherwise, 
the Contractor shall provide a fully qualified replacement.  


 
 3.5.1.2 Key Personnel 
 


3.5.1.2.1 Project Manager 
The Contractor shall provide a Project Manager designated as Key Personnel that 
shall act as the central point of contact for the Government for all program-wide 
technical issues, and will represent the Contractor at all post-award status 
meetings. The Project Manager shall be responsible for all issue resolution, 
program management, and other contract support including providing 
comprehensive account support for the BPA. The Project Manager shall be a 
single point of contact for the BPA Contracting Officer and the BPA Contracting 
Officer’s Representative (COR). The Project Manager shall HAVE a minimum of 
five (5) years of experience. Requirements for this key position are: 
 


• Manage and oversee work performance of one or more Orders 
• Plan, manage and oversee the work efforts of team personnel 
• Interface with the Government to ensure client satisfaction 
• Determine and monitor Order schedules 
• Ensure compliance with all BPA and subsequent Order requirements and 


quality standards 
• Provide guidance, direction and Contractor management for the BPA, and 


reviews all services for conformance to Government requirements 
 
The Project Manager shall be available to the BPA COR via telephone between 
the hours of 8:00 a.m. and 5:00 p.m. (ET), Monday through Friday, and shall 
respond to a request for discussion or resolution of technical problems within 
twenty-four (24) hours of notification. 
 
The name of the Project Manager, and the name(s) of any alternate(s) who shall 
act for the Contractor in the absence of the Project Manager, shall be provided to 
the Government. The Project Manager is further designated as Key by the 
Government. During any absence of the Project Manager, only one alternate shall 
have full authority to act for the Contractor on all matters relating to work 
performed under this contract. Additionally, the Contractor shall not replace the 
Project Manager without prior approval from the BPA Contracting Officer. 


 
 3.5.1.2.2 Subject Matter Expert (SME) 


The contractor shall provide an 1102 Subject Matter Expert. “1102” is the 
Government’s Contracting Officer and Contract Specialist job series. The 1102 
SME shall have a minimum of five (5) years of experience in the federal 
procurement operations process. Specifically, the 1102 SME shall have an in-
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depth understanding of the contract filing process, the contract file lifecycle, and 
the documentation that constitutes the contract file. Ideally, the 1102 SME should 
have a minimum of one year of experience implementing and maintaining 
document management systems. 


 
Note:  Other “Key Personnel” will be identified at the Order level. 


 
3.5.1.2.3 Replacement of Key Personnel 
Before replacing any individual designated as Key by the Government, the 
Contractor shall notify the BPA Contracting Officer no less than fifteen (15) 
business days in advance, submit written justification for replacement, and 
provide the name and qualifications of any proposed substitute. All proposed 
substitutes shall possess at a minimum the required key personnel labor category 
qualifications and skill levels as listed in Attachment 4 Labor Category 
Descriptions and Qualifications. The Contractor shall not replace Key Contractor 
personnel without approval from the BPA Contracting Officer. 
 


3.5.1.3 Employee Identification 
 


3.5.1.3.1  Contractor employees visiting Government facilities shall wear an 
identification badge that, at a minimum, displays the Contractor name, the 
employee’s photo, name, clearance-level and badge expiration date. Visiting 
Contractor employees shall comply with all Government escort rules and 
requirements. All Contractor employees shall identify themselves as Contractors 
when their status is not readily apparent and display all identification and visitor 
badges in plain view above the waist at all times. 
 
3.5.1.3.2  Contractor employees working on-site at Government facilities shall 
wear a Government issued identification badge. All Contractor employees shall 
identify themselves as Contractors when their status is not readily apparent (in 
meetings, when answering Government telephones, in e-mail messages, etc.) and 
display the Government issued badge in plain view above the waist at all times. 
 


3.5.1.4  Employee Conduct 
Contractor’s employees shall comply with all applicable Government regulations, 
policies and procedures (e.g., fire, safety, sanitation, environmental protection, security, 
“off limits” areas, wearing of parts of DHS uniforms, and possession of weapons) when 
visiting or working at Government facilities. The Contractor shall ensure Contractor 
employees present a professional appearance at all times and that their conduct shall not 
reflect discredit on the United States or the Department of Homeland Security. The 
Project Manager shall ensure Contractor employees understand and abide by Department 
of Homeland Security established rules, regulations and policies concerning safety and 
security. 
 
3.5.1.5 Removing Employees for Misconduct or Security Reasons 
The Government may, at its sole discretion (via the Contracting Officer*), direct the 
Contractor to remove any Contractor employee from DHS facilities for misconduct or 
security reasons. Removal does not relieve the Contractor of the responsibility to 







Request for Quote  Electronic Contract Filing System 


 


HSHQDC-17-Q-00231        Page 41 of 81 


 


continue providing the services required under the contract. The Contracting Officer will 
provide the Contractor with a written explanation to support any request to remove an 
employee. 


 
3.5.2 IT SECURITY AND PRIVACY 


  
DHS requires that Contractor employees take an annual Information Technology Security 
Awareness Training course before accessing sensitive information under the contract. Unless 
otherwise specified, the training shall be completed within thirty (30) days of contract award and 
be completed on an annual basis thereafter not later than October 31st of each year. Any new 
Contractor employees assigned to the contract shall complete the training before accessing 
sensitive information under the contract. The training is accessible at http://www.dhs.gov/dhs-
security-and-training-requirements-contractors. The Contractor shall maintain copies of training 
certificates for all Contractor and subcontractor employees as a record of compliance. Unless 
otherwise specified, initial training certificates for each Contractor and subcontractor employee 
shall be provided to the Contracting Officer’s Representative (COR) not later than thirty (30) 
days after contract award. Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the COR via e-mail notification not later than October 31st of 
each year. The e-mail notification shall state the required training has been completed for all 
Contractor and subcontractor employees. 
 
The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 
that will have access to DHS systems and sensitive information. The DHS Rules of Behavior 
shall be signed before accessing DHS systems and sensitive information. The DHS Rules of 
Behavior is a document that informs users of their responsibilities when accessing DHS systems 
and holds users accountable for actions taken while accessing DHS systems and using DHS 
Information Technology resources capable of inputting, storing, processing, outputting, and/or 
transmitting sensitive information. The DHS Rules of Behavior is accessible at 
http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Unless otherwise 
specified, the DHS Rules of Behavior shall be signed within thirty (30) days of contract award. 
Any new Contractor employees assigned to the contract shall also sign the DHS Rules of 
Behavior before accessing DHS systems and sensitive information. The Contractor shall 
maintain signed copies of the DHS Rules of Behavior for all Contractor and subcontractor 
employees as a record of compliance. Unless otherwise specified, the Contractor shall e-mail 
copies of the signed DHS Rules of Behavior to the COR not later than thirty (30) days after 
contract award for each employee. The DHS Rules of Behavior will be reviewed annually and 
the COR will provide notification when a review is required. 
 
All Contractor and subcontractor employees that will have access to Personally Identifiable 
Information (PII) and/or Sensitive PII (SPII) are required to take Privacy at DHS: Protecting 
Personal Information before accessing PII and/or SPII. The training is accessible at 
http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Training shall be 
completed within thirty (30) days of contract award and be completed on an annual basis 
thereafter not later than October 31st of each year. Any new Contractor employees assigned to the 
contract shall also complete the training before accessing PII and/or SPII. The Contractor shall 
maintain copies of training certificates for all Contractor and subcontractor employees as a 
record of compliance. Initial training certificates for each Contractor and subcontractor employee 
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shall be provided to the COR not later than thirty (30) days after contract award. Subsequent 
training certificates to satisfy the annual training requirement shall be submitted to the COR via 
e-mail notification not later than October 31st of each year. The email notification shall state the 
required training has been completed for all Contractor and subcontractor employees. 
 


3.5.2.1 Security Review Terms and Conditions  
The Government may elect to conduct periodic reviews to ensure that the security and 
privacy requirements contained in this contract are being implemented and enforced. The 
Contractor shall afford DHS, including the organization of the DHS Office of the Chief 
Information Officer, the DHS Privacy Office, the Office of the Inspector General, 
authorized COR, and other Government oversight organizations, access to the 
Contractor’s facilities, installations, operations, documentation, databases, and personnel 
used in the performance of this contract. The Contractor will contact the DHS Chief 
Information Security Officer to coordinate and participate in the review and inspection 
activity of Government oversight organizations external to the DHS. Access shall be 
provided to the extent necessary for the Government to carry out a program of inspection, 
investigation, and audit to safeguard against threats and hazards to the integrity, 
availability, and confidentiality of DHS data or the function of computer systems 
operated on behalf of DHS, and to preserve evidence of computer crime.  
If the Contractor is to use non-DHS equipment or systems, the following terms and 
conditions will apply:  


 
3.5.2.1.1 Authority to Operate 
The Contractor shall not input, store, process, output, and/or transmit sensitive 
information within a Contractor IT system without an Authority to Operate 
(ATO) signed by the Headquarters or Component CIO, or designee, in 
consultation with the Headquarters or Component Privacy Officer. Unless 
otherwise specified in the ATO letter, the ATO is valid for three (3) years. 


 
3.5.2.1.2 Security Operations Terms and Conditions 
The Contractor shall operate a Security Operations Center (SOC) to provide the 
security services described below. The Contractor shall support regular reviews 
with the DHS Information Security Office to coordinate and synchronize the 
security posture of the Contractor hosting facility with that of the DHS Data 
Centers. The SOC personnel shall provide 24x7x365 staff to monitor the network 
and all of its devices. The Contractor staff shall also analyze the information 
generated by the devices for security events, respond to real-time events, correlate 
security device events, and perform continuous monitoring. It is recommended 
that the Contractor staff shall also maintain a trouble ticket system in which 
incidents and outages are recorded. In the event of an incident, the Contractor 
facility SOC shall adhere to the incident response plan. 


 
3.5.2.1.3 Computer Incident Response Services Terms and Conditions 
The Contractor shall provide Computer Incident Response Team (CIRT) services. 
The Contractor shall adhere to the standard Incident Reporting process as 
determined by the Component and is defined by a DHS-specific incident response 
plan that adheres to DHS policy and procedure for reporting incidents. The 
Contractor shall conduct Incident Response Exercises to ensure all personnel are 
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familiar with the plan. The Contractor shall notify the DHS SOC of any incident 
in accordance with the Incident Response Plan and work with DHS throughout 
the incident duration. 
 
In the event that a sensitive information incident involves PII or SPII, the 
Contractor may be required to, as directed by the Contracting Officer, provide 
credit monitoring services to individuals whose data was under the control of the 
Contractor or resided in the Contractor IT system at the time of the sensitive 
information incident for a period beginning with the date of the incident and 
extending not less than 18 months from the date the individual is notified. Credit 
monitoring services shall be provided from a company with which the Contractor 
has no affiliation. 


 
3.5.2.1.4 Firewall Management and Monitoring Terms and Conditions 
The Contractor shall provide firewall management services that include the 
design, configuration, implementation, maintenance, and operation of all firewalls 
within the hosted DHS infrastructure in accordance with DHS architecture and 
security policy. The Contractor shall provide all maintenance to include 
configuration, patching, rule maintenance (add, modify, delete), and comply with 
DHS’ configuration management / release management requirements when 
changes are required. Firewalls shall operate 24x7x365. Analysis of the firewall 
logs shall be reported to DHS COR in weekly status reports. If an abnormality or 
anomaly is identified, the Contractor shall notify the appropriate DHS point of 
contact in accordance with the incident response plan. 


 
3.5.2.1.5 Intrusion Detection Systems and Monitoring Terms and Conditions 
The Contractor shall provide the design, configuration, implementation, and 
maintenance of the sensors and hardware that are required to support the network 
intrusion detection system (NIDS) solution. The Contractor is responsible for 
creating and maintaining the NIDS rule sets. The NIDS solution should provide 
real-time alerts. These alerts and other relevant information shall be located in a 
central repository. The NIDS shall operate 24x7x365. A summary of alerts shall 
be reported to DHS COR in weekly status reports. If an abnormality or anomaly is 
identified, the Contractor shall notify the appropriate DHS point of contact in 
accordance with the incident response plan. 


 
3.5.2.1.6 Physical and Information Security and Monitoring Terms and 
Conditions 
The contractor shall provide a facility using appropriate protective measures to 
provide for physical security. The facility will be located within the United States 
and its territories. The contractor shall maintain a process to control physical 
access to assets. DHS contracted IT Assets shall be monitored 24x7x365. A 
summary of unauthorized access attempts shall be reported to the appropriate 
DHS security office. The contractor is required to maintain within the 50 states, 
the District of Columbia, or outlying areas of the United States, all Government 
data that is not physically located on DoD premises, unless otherwise authorized 
by the contracting officer in writing.  
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3.5.2.1.7 Vulnerability Assessments Terms and Conditions 
The Contractor shall provide all information from any managed device to DHS, as 
requested, and shall assist, as needed, to perform periodic vulnerability 
assessments of the network, operating systems, and applications to identify 
vulnerabilities and propose mitigations. Vulnerability assessments shall be 
included as part of compliance with the continuous monitoring of the system. 


 
3.5.2.1.8 Anti-malware (e.g., virus, spam) Terms and Conditions 
The Contractor shall design, implement, monitor, and manage to provide 
comprehensive anti-malware service. The Contractor shall provide all 
maintenance for the system providing the anti-malware capabilities to include 
configuration, definition updates, and comply with DHS’ configuration 
management / release management requirements when changes are required. A 
summary of alerts shall be reported to DHS COR in weekly status reports. If an 
abnormality or anomaly is identified, the Contractor shall notify the appropriate 
DHS point of contact in accordance with the incident response plan. 


 
3.5.2.1.9 Patch Management Terms and Conditions 
The Contractor shall provide patch management services. The Contractor shall 
push patches that are required by vendors and the DHS system owner. This is to 
ensure that the infrastructure and applications that directly support the DHS 
information system are current in their release and that all security patches are 
applied. The Contractor shall be informed by DHS, which patches that are 
required by DHS through the Information Security Vulnerability Management 
bulletins and advisories. Core applications, the ones DHS utilizes to fulfill their 
mission, shall be tested by DHS. However, the Contractor shall be responsible for 
deploying patches as directed by DHS. It is recommended that all other 
applications (host-based intrusion detection system (HIDS), NIDS, anti-malware, 
and Firewall) shall be tested by the Contractor prior to deployment in a test 
environment. 


 
3.5.2.1.10 Log Retention Terms and Conditions 
Log files for all infrastructure devices, physical access, and anti-malware should 
be retained online for 180 days and offline for three years. 


 
3.5.2.1.11 Controls 
The Contractor shall comply with Department of Homeland Security (DHS) 
technical, management and operational security controls to ensure that the 
Government's security requirements are met. These controls are described in DHS 
PD 4300A series security policy documents and are based on the NIST 800-53 
Special Publication (SP) standards. 
 


3.5.3 PROTECTION OF INFORMATION 
 
Contractor access to information protected under the Privacy Act is required under this SOW. 
Contractor employees shall safeguard this information against unauthorized disclosure or 
dissemination in accordance with the law and Government policy and regulation. 
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Contractor access to proprietary information is required under this SOW. Contractor employees 
shall safeguard this information against unauthorized disclosure or dissemination in accordance 
with DHS MD 11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information. The Contractor shall ensure that all Contractor personnel having access to business 
or procurement sensitive information sign a non-disclosure agreement (DHS Form 11000-6). 
 
3.5.4 PERSONALLY IDENTIFIABLE INFORMATION (PII) 


 
The Contractor shall exercise care when handling all PII. The Contractor shall: 


a) Only disclose PII within DHS to those who have a need-to-know and only outside of 
DHS in accordance with the Privacy Act and other applicable federal law and DHS 
policy. Sensitive PII requires special handling because of the increased risk of harm to an 
individual if it is compromised. 


b) Have a nondisclosure agreement on file with DHS, and complete the mandatory online 
privacy awareness training course. 


c) Handle Sensitive PII in accordance with the Handbook for Handling Sensitive Personally 
Identifiable Information. 


d) Access PII only via DHS-approved laptops, USB flash drives, and external hard drives, 
all of which must be encrypted as noted in DHS Sensitive Systems Policy Directive 
4300A. 


e) Follow all privacy incident reporting and handling requirements as set forth in the DHS 
Privacy Incident Handling Guide. 


 
3.5.5 COMPLIANCE AND REFERENCE DOCUMENTS 
 
The Contractor solution shall follow all current versions of Government and DHS policies, 
procedures, guidelines, and standards. The following documents provide specifications, 
standards, and/or guidelines that shall be complied with in order to meet the requirements of this 
BPA: 
 


• Title 5 U.S.C. 
• Title 5 CFR Chapter 1, Part 1-1199 
•   Title 36 CFR Chapter XII, Subpart B 
• All applicable Federal laws and regulations 
• All applicable guides, policies, guidance, and procedures (e.g., OPM, GAO, DHS, OMB, 


etc.) 
• DHS MD 11042.1 Safeguarding Sensitive but Unclassified (For Official Use Only) 


Information  
• MD 4300A DHS Sensitive Systems Policy and Handbook 
• Handbook for Safeguarding Sensitive Personally Identifiable Information, DHS Privacy 


Office, March 2012 
• Privacy Incident Handling Guide, January 2012 
• Management Directive 047-01, Privacy Policy Compliance 
• DHS IT Security Program Handbook for Sensitive Systems (MD 4300A), V9.0 dated 


October 11, 2011. 
• DHS Security Architecture Appendix: Cloud Computing Implementation V1.0, 11/17/2011 
• DHS Management Directive 140-01, Information Technology Security Services 
• ITAR Quick Essentials Guide V2.0, dated 12/29/2011 
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• Federal Cloud Computing Strategy, February 2011 
• Security Authorization of Information Systems in Cloud Computing Environments, 


December 2011 
• OMB Memo, subject: Security Authorization of Information Systems in Cloud Computing 


Environments, dated December 8, 2011 
• 25 Point Implementation Plan to Reform Federal Information Technology, December 2010 
• NIST Federal Information Processing Standards (FIPS) 200, Minimum Security 


Requirements for Federal Information and Information Systems 
• NIST SP 800-30, Risk Management Guide for Information Technology Systems, dated 


June 2001 
• NIST SP 800-34 R1, Contingency Planning Guide for Federal Information Systems, dated 


May 2010 
• NIST SP800-37 R1, Guide for Applying the Risk Management Framework to Federal 


Information Systems: A Security Life Cycle Approach, dated February 2010 
• NIST SP 800-47, Security Guide for Interconnecting Information Technology Systems, 


dated August 2002 
• NIST SP 800-53 R4, Recommended Security Controls for Federal Information Systems 


and Organizations, dated August 2009 
• NIST SP 800-60 R1, Guide for Mapping Types of Information and Information Systems to 


Security Categories, dated August 2008 
• NIST SP 800-63 R1, Electronic Authentication Guideline, dated December 2011 
• NIST SP 800-88, Guidelines for Media Sanitization, dated September 2006 
• NIST SP 800-116, A Recommendation for the Use of PIV Credentials in Physical Access 


Control Systems (PACS), dated November 2008 
• NIST SP 800-122, Guide to Protecting the Confidentiality of Personally Identifiable 


Information (PII), dated April 2010 
• NIST SP 800-125, Guide to Security for Full Virtualization Technologies, dated January 


2011 
• NIST SP 800-137, Information Continuous Monitoring for Federal Information Systems 


and Organizations, dated September 2011 
• NIST SP 800-144, Guidelines on Security and Privacy in Public Cloud Computing, dated 


December 2011 
• NIST SP 800-145. A NIST Definition of Cloud Computing, dated September 2011 
• NIST SP 800-146, DRAFT Cloud Computing Synopsis and Recommendations, dated May 


12, 2011 
• NIST SP 500-292, NIST Cloud Computing Reference Architecture  
• Office of Management and Budget (OMB) Circular A-130, Management of Federal 


Information Resources 
• Public Law 107-347, E-Government Act of 2002, including Title III, Federal Information 


Security Management Act (FISMA) 
• DHS Acquisition Instruction/Guidebook 102-01-001 Appendix B SELC Guide version 2.0 
• HSPD-12 Policies for a Common Identification Standard for Federal Employees and 


Contractors 
• OMB M-11-11 Continued Implementation of Homeland Security Presidential Directive 


(HSPD) 12 – Policy for a Common Identification Standard for Federal Employees and 
Contractors 


• OMB M-06-16 Acquisition of Products and Services for Implementation of HSPD-12 
• NIST FIPS 201 Personal Identity Verification (PIV) of Federal Employees and Contractors 
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• OMB M-10-15 FY 2010 Reporting Instructions for the Federal Information Security 
Management Act and Agency Privacy Management 


• DHS National Security Systems Policy Directive (PD) 4300B 
• DHS 4300B National Security Systems Handbook        
• DHS IT Security Architecture Guidance Volumes 1, 2 and 3 
•   DHS Electronic Signature Policy Guidance, v1.03, October 2, 2015 
• DHS System Lifecycle (SELC) 


 
3.5.6 GOVERNMENT-FURNISHED RESOURCES  
 
The Government will provide the workspace, equipment and supplies necessary to perform 
the on- site portion of Contractor services required in this BPA unless specifically stated 
otherwise in this work statement. The Contractor shall use Government furnished facilities, 
property, equipment, systems, and supplies only for the performance of work under this BPA, 
and shall be responsible for returning all Government-furnished facilities, property, and 
equipment in good working condition, subject to normal wear and tear. The Government will 
provide all necessary systems, information, data, and documents to the Contractor for work 
required under this BPA. 
 
The Contractor shall use Government-furnished systems, information, data, and documents 
only for the performance of work under this BPA. It is the Contractor’s responsibility to 
return all Government-furnished information, data, and documents to the Government at the 
end of the performance period. The Contractor shall not release Government-furnished 
information, data, and documents to outside parties without the prior and explicit written 
consent of the Contracting Officer and only in compliance with the Privacy Act, 5 U.S.C. § 
552a, and other applicable federal law and DHS policy. 
 
3.5.7 GOVERNMENT-FURNISHED PROPERTY 


 
The Government shall provide the on-site Contractor’s staff with computer workstations, 
network and system access, cubicles, access to duplicating machines, miscellaneous office 
supplies, and phones. The phones shall be used for work purposes only or for emergency calls. 
 
The Contractor shall use Government-furnished information, systems, data, and documents only 
for the performance of work under the BPA, and shall be responsible for returning all 
Government-furnished information, data, and documents to the Government at the end of the 
performance period. The Contractor shall not release Government-furnished information, data, 
and documents to outside parties without the prior and explicit consent of the Contracting Officer 
and only in compliance with the Privacy Act, 5 U.S.C. § 552a, and other applicable federal law 
and DHS policy. 
 
The Contractor’s employees shall keep the workstations neat and tidy. Personal items in the 
work area or hung on the cubicle walls must be kept to a minimum and must be in keeping with 
the professional image and guidelines of the Department of Homeland Security. The Government 
reserves the right to require an employee to remove any item that violates Equal Employment 
Opportunity laws, has the actual or the appearance of sexual harassment, or is not of a 
professional nature. 
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3.5.8 CONTRACTOR FURNISHED PROPERTY 
 
The Contractor shall furnish all facilities, materials, equipment, and services necessary to fulfill 
the requirements of this BPA, except for the Government Furnished Resources specified in the 
SOW. 
 
3.5.9 SECTION 508 COMPLIANCE 
 
Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) as amended by P.L. 
105-220 under Title IV (Rehabilitation Act Amendments of 1998) all Electronic and Information 
Technology (EIT) developed, procured, maintained and/or used under this contract shall be in 
compliance with the “Electronic and Information Technology Accessibility Standards” set forth 
by the Architectural and Transportation Barriers Compliance Board (also referred to as the 
“Access Board”) in 36 CFR Part 1194.  The complete text of Section 508 Standards can be 
accessed at http://www.access-board.gov/ or at http://www.section508.gov.  
 
Accessibility Requirements (Section 508) 
 
Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 
(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic 
and information technology (EIT), they must ensure that it is accessible to people with 
disabilities. Federal employees and members of the public who have disabilities must have equal 
access to and use of information and data that is comparable to that enjoyed by non-disabled 
Federal employees and members of the public.  
 
All EIT deliverables within this work statement shall comply with the applicable technical and 
functional performance criteria of Section 508 unless exempt. Specifically, the following 
applicable EIT accessibility standards have been identified:  
 
Section 508 Applicable EIT Accessibility Standards 
  
36 CFR 1194.21 Software Applications and Operating Systems, applies to all EIT software 
applications and operating systems procured or developed under this work statement including 
but not limited to GOTS and COTS software. In addition, this standard is to be applied to Web-
based applications when needed to fulfill the functional performance criteria. This standard also 
applies to some Web based applications as described within 36 CFR 1194.22. 
36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all 
Web-based deliverables, including documentation and reports procured or developed under this 
work statement. When any Web application uses a dynamic (non-static) interface, embeds 
custom user control(s), embeds video or multimedia, uses proprietary or technical approaches 
such as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) then 1194.21 
Software standards also apply to fulfill functional performance criteria.  
 
36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products 
that are procured or developed under this work statement. Any video or multimedia presentation 
shall also comply with the software standards (1194.21) when the presentation is through the use 
of a Web or Software application interface having user controls available.  
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36 CFR 1194.26 Desktop and Portable Computers, applies to all desktop and portable computers, 
including but not limited to laptops and personal data assistants (PDA) that are procured or 
developed under this work statement.  
 
36 CFR 1194.31 Functional Performance Criteria, applies to all EIT deliverables regardless of 
delivery method. All EIT deliverable shall use technical standards, regardless of technology, to 
fulfill the functional performance criteria.  
 
36 CFR 1194.41 Information Documentation and Support, applies to all documents, reports, as 
well as help and support services. To ensure that documents and reports fulfill the required 
1194.31 Functional Performance Criteria, they shall comply with the technical standard 
associated with Web-based Intranet and Internet Information and Applications at a minimum. In 
addition, any help or support provided in this work statement that offer telephone support, such 
as, but not limited to, a help desk shall have the ability to transmit and receive messages using 
TTY. 
  
Section 508 Applicable Exceptions  
 
Exceptions for this work statement have been determined by DHS and only the exceptions 
described herein may be applied. Any request for additional exceptions shall be sent to the 
COTR and determination will be made in accordance with DHS MD 4010.2. DHS has identified 
the following exceptions that may apply: 36 CFR 1194.3(b) Incidental to Contract, all EIT that is 
exclusively owned and used by the contractor to fulfill this work statement does not require 
compliance with Section 508. This exception does not apply to any EIT deliverable, service or 
item that will be used by any Federal employee(s) or member(s) of the public. This exception 
only applies to those contractors assigned to fulfill the obligations of this work statement and for 
the purposes of this requirement, are not considered members of the public.  
 
Section 508 Compliance Requirements 
 
36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, each agency shall 
procure products which comply with the provisions in this part when such products are available 
in the commercial marketplace or when such products are developed in response to a 
Government solicitation. Agencies cannot claim a product as a whole is not commercially 
available because no product in the marketplace meets all the standards. If products are 
commercially available that meet some but not all of the standards, the agency must procure the 
product that best meets the standards. When applying this standard, all procurements of EIT shall 
have documentation of market research that identify a list of products or services that first meet 
the agency business needs, and from that list of products or services, an analysis that the selected 
product met more of the accessibility requirements than the non-selected products as required by 
FAR 39.2. Any selection of a product or service that meets less accessibility standards due to a 
significant difficulty or expense shall only be permitted under an undue burden claim and 
requires authorization from the DHS Office of Accessible Systems and Technology (OAST) in 
accordance with DHS MD 4010.2. 
 
3.5.10 GENERAL REPORTS 
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The Contractor shall provide all written reports in electronic format with read/write capability 
using applications that are compatible with DHS workstations (Windows 7 and Microsoft Office 
Applications). 
 


3.5.10.1  Project Plan   
The Contractor shall provide a draft Project Plan at the Post Award Conference for 
Government review and comment. The Contractor shall provide a Final Contractor 
Project Plan to the COR not later than ten (10) business days after the Post Award 
Conference. 
 
3.5.10.2  Business Continuity Plan 
The Contractor shall prepare and submit a Business Continuity Plan (BCP) to the 
Government. The BCP Plan shall be due 30 business days after the date of award, and 
will be updated on an annual basis. The BCP shall document Contractor plans and 
procedures to maintain support during an emergency, including natural disasters and acts 
of terrorism. The BCP, at a minimum, shall include the following: 


 
• A description of the Contractor’s emergency management procedures and policy 
• A description of how the Contractor will account for their employees during an 


emergency 
• How the Contractor will communicate with the Government during emergencies 
• A list of primary and alternate Contractor points of contact, each with primary and 


alternate: 
o Telephone numbers 
o E-mail addresses 


 
3.5.10.2.1  Individual BCPs shall be activated immediately after determining that 
an emergency has occurred, shall be operational within 24 hours of activation or 
as directed by the Government, and shall be sustainable until the emergency 
situation is resolved and normal conditions are restored or the contract is 
terminated, whichever comes first. In case of a life threatening emergency, the 
COR shall immediately make contact with the Contractor Project Manager to 
ascertain the status of any Contractor personnel who were located in Government 
controlled space affected by the emergency. When any disruption of normal, daily 
operations occur, the Contractor Project Manager and the COR shall promptly 
open an effective means of communication and verify: 
 


• Key points of contact (Government and contractor) 
• Temporary work locations (alternate office spaces, telework, 


virtual offices, etc.) 
• Means of communication available under the circumstances (e.g. 


email, webmail, telephone, FAX, courier, etc.) 
• Essential Contractor work products expected to be continued, by 


priority  
 


3.5.10.2.2  The Government and Contractor Project Manager shall make use of 
the resources and tools available to continue contracted functions to the maximum 
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extent possible under emergency circumstances. Contractors shall obtain approval 
from the Contracting Officer prior to incurring costs over and above those 
allowed for under the terms of this contract. Regardless of contract type, and of 
work location, Contractors performing work in support of authorized tasks within 
the scope of their contract shall charge those hours accurately in accordance with 
the terms of this contract. 
 


3.5.10.3  Progress Reports   
The Project Manager shall provide a monthly progress report to the Contracting Officer 
and COR via electronic mail. This report shall include a summary of all Contractor work 
performed, including a breakdown of labor hours by labor category, all direct costs by 
line item, an assessment of technical progress, schedule status, any travel conducted and 
any Contractor concerns or recommendations for the previous reporting period.  
 


3.5.11 PROGRESS MEETINGS   
The Project Manager shall be available to meet with the COR upon request to present 
deliverables, discuss progress, exchange information and resolve emergent technical problems 
and issues. These meetings shall take place at the Government's facility or via teleconference.  
 
The Project Manager shall meet with the COR on a weekly basis to discuss progress, exchange 
information and resolve emergent technical problems and issues. These meetings shall take place 
at the Government's facility or via teleconference. 
 
3.5.12 GOVERNMENT ACCEPTANCE PERIOD 
The COR will review deliverables prior to acceptance and provide the contractor with an e-mail 
that provides documented reasons for non-acceptance. If the deliverable is acceptable, the COR 
will send an e-mail to the Contractor notifying it that the deliverable has been accepted.  
 


3.5.12.1  The COR will have the right to reject or require correction of any deficiencies 
found in the deliverables that are contrary to the information contained in the 
Contractor’s accepted proposal. In the event of a rejected deliverable, the Contractor will 
be notified in writing by the COR of the specific reasons for rejection. The Contractor 
may have an opportunity to correct the rejected deliverable and return it per delivery 
instructions. 
 
3.5.12.2  The COR will have ten (10) business days to review deliverables and make 
comments. The Contractor shall have five (5) business days to make corrections and 
redeliver.   
 
3.5.12.3  All other review times and schedules for deliverables shall be agreed upon by 
the parties based on the final approved Project Plan. The Contractor shall be responsible 
for timely delivery to Government personnel in the agreed upon review chain, at each 
stage of the review. The Contractor shall work with personnel reviewing the deliverables 
to assure that the established schedule is maintained. 


 
3.5.13 DELIVERABLES 
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The Contractor shall provide the following BPA deliverables in accordance with the following 
schedule. Order deliverable’s shall be specified at the order level.  
 
ITEM SOW 


REFERENCE DELIVERABLE / EVENT DUE BY  
DISTRIBUTION  


1 2.17 Post Award Conference 10 business days after 
Award 


 


N/A 


2 3.5.10.1 Draft Contractor Project Plan At Post Award 
Conference 


 


COR, Contracting 
Officer 


3 3.5.10.1 Final Contractor Project Plan 10 business days after 
post award conference 


COR, Contracting 
Officer 


4 3.4.8 Draft IT Security Plan At time of proposal COR, Contracting 
Officer 


5 3.4.8 Final IT Security Plan 30 business days after 
Award 


COR, Contracting 
Officer 


6 3.5.10.2 Original Business Continuity 
Plan 


30 business days after 
Award 


COR, Contracting 
Officer 


7 3.5.10.2 Updated Business Continuity 
Plan Adhoc/Annual COR, Contracting 


Officer 


8 3.5.10.3 Progress Reports Second Tuesday of each 
Month 


COR, Contracting 
Officer 
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4. INSTRUCTIONS TO QUOTERS 
(This section will be removed upon award.) 


 
4.1 Introduction 
 
This Request for Quote will be conducted in a three-phase approach as follows: 
 


Key  
    *Phase 1 Verification of FedRAMP Authorization, Solution 


Overview, Capability Confirmation Checklist 
  **Phase 2 Product Demonstration 
***Phase 3 Past Performance, Management/Technical Approach, 


Price 
 
Quoters must pass all aspects of a given Phase in order to receive notification to the next Phase. 
If a Quoter is found unacceptable during evaluation Phase progression, the Quoter’s submission 
will no longer be considered for BPA award.   
 
Phase 1 
 
The Quoters shall submit the following information as part of Phase 1: 
 
1. Documentation verifying FedRAMP Authorization; 
 
2. Solution Overview: Brief summary of Quoter’s solution signifying capabilities for electronic 
contract storage, document management, workflow, records management, electronic signature, 
document extraction and redaction, and PIV authentication.  
3. Capability Confirmation Checklist.  
 
Phase 1 quotation submissions are due no later than 1:00 p.m., Eastern Time (ET), Tuesday, 
July 11, 2017. Quotes shall be submitted electronically to the Contract Specialist and 
Contracting Officer at: DHS.ECFS@hq.dhs.gov. 
 
Phase 2 
 
Upon notification by the Contracting Officer (CO), Quoters shall provide a demonstration of 
their proposed solution. It is anticipated that demonstrations will start on or about Monday, July 
24, 2017. The CO will confirm the specific date and time with those Quoters invited to 
participate in Phase 2. Quoters must be prepared to provide a demonstration during the 
timeframe the CO sets forth. Demonstrations will take place at a Government facility located in 
the Washington, DC metro area. The specific location will be identified by the CO in the 
notification to Quoters invited to participate in Phase 2. 
 
The government will not provide any hardware, software, or technical capabilities for these 
demonstrations. Quoter will be required to bring all necessary equipment needed to conduct the 
technical demonstrations. 
 
Phase 3 
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The Quoters shall submit the following information as part of Phase 3: 
 


• Past Performance 
• Management/Technical Approach 


o Technical Approach 
o Management Plan 
o Staffing Plan 
o Draft IT Security Plan 
o Categorization of Government Requirements -  Requirements Identification 


Matrix 
o Contractor Teaming Arrangement/Subcontracting (if applicable) 


• Price 
 
Phase 3 quotation submissions are due no later than 1:00 p.m. ET, Tuesday, August 8, 2017. 
Quotes shall be submitted electronically to the Contract Specialist and Contracting Officer at: 
DHS.ECFS@hq.dhs.gov. 
 
Quoters shall submit their Phase 1 and Phase 3 quotations via email under the instructions 
contained herein. Quoters shall submit their Phase 1 and 3 quotations as “PDF” documents 
except when specified otherwise.   
 
Each electronic file shall be clearly named in accordance with the RFQ provisions. The Quoter’s 
electronic quotation shall be submitted according to the requirements set forth below: 
 


(1) The entire quotation shall be submitted in .pdf format, with the exception of any 
pricing documents, which shall be submitted in MS Excel format.   


(2) Adobe Acrobat shall be used to create the “PDF” files. 
(3) In order to facilitate secure transmission, it is recommended that emailed files are 


compressed (zipped) into one, ZIP file using WinZip. 
(4) The WinZip password shall be submitted under a separate email by the closing date 


and time of this RFQ.   
(5) All submissions shall include HSHQDC-17-Q-00231 in the subject line of the email.   


Quotations submitted must be received by the Goverrnment by the cut-off date and time as 
stipulated in the instructions. Late Quotes will be processed in accordance with FAR Part 
15.208—Submission, Modification, Revision, and Withdrawal of Proposals.  
 
4.2 Prospective Quoter’s Questions 


 
All questions regarding this RFQ shall be submitted in writing to the Contract Specialist, 
Michael Lipperini and the Contracting Officer, Randy Dreyer at: DHS.ECFS@hq.dhs.gov. 
 
Questions are due no later than 1:00 p.m. ET, Wednesday, July 5, 2017.    
 
Questions asked via telephone or voicemail will not be accepted and will not be addressed in any 
amendments to the RFQ. 
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The Government recommends that the Quoter ensure that questions are written to enable a clear 
understanding as to the Quoter’s issues or concerns with the referenced area of the RFQ. 
Statements expressing opinions, sentiments, or conjectures are not considered valid inquiries or 
comments for this purpose and will not receive a response from the Government. Late questions 
may be addressed if it’s in the Government’s interest. 
 
Answers to questions will be provided to all prospective Quoters, giving due regard to the proper 
protection of proprietary information. In order to receive responses to questions, Quoters shall 
cite, at a minimum, the section, paragraph, number, and page number in the format shown below. 
Further, Quoters are reminded that the DHS will not address hypothetical questions aimed 
toward receiving a potential “evaluation decision” from the DHS.  
 
When submitting questions and comments, please refer to the specific text of the RFQ in the 
following format: 
 
Email “subject line” shall read:   
RFQ No.:  HSHQDC-17-Q-00231 – Questions Submitted (Contractor Name) 
 
The table below may be included in the email or as a separate attachment but shall be in the 
below format.   
 


 Reference RFQ 
Section 


Paragraph No. Page No.(s) Question 


1     


2     


 
All questions will be answered in an amendment and provided to all Quoters via email. DHS will 
not attribute any question(s) asked to the submitting Quoter(s).  
 
4.3 General Quotation Preparation  
 
The Quotation shall clearly demonstrate the Quoter's understanding of the overall and specific 
requirements of the Statement of Work (SOW); convey the Quoter’s capabilities for 
transforming their understanding into accomplishments for performing the requirements. The 
Quoter shall follow the detailed quotation package instructions contained herein, and not include 
multiple combinations of alternates or extensive options within its quotation package.   
 
Information requested herein shall be furnished in writing fully and completely in compliance 
with instructions. The information requested and the manner of submittal is essential to permit 
prompt evaluation of all Quotations on a fair and uniform basis. Simple statements of 
compliance (i.e., “understood”; “will comply”) without the detailed description of how 
compliance will be met may not be considered sufficient evidence that the proposed services can 
technically meet the requirements of this RFQ. Accordingly, any Quotation in which material 
information requested is not furnished, or where indirect or incomplete answers or information is 
provided may be considered not acceptable for evaluation. 
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Changes to the Quotation by the Quoter shall be accomplished by amended quote(s). Any 
changes from the original information (quote) shall be indicated by a vertical line, adjacent to the 
change, on the outside right margin of the page. The Quoter shall include the date of the 
amendment on the lower right edge of the page. Quotation amendments will be allowed only 
prior to the due date for Quotations.  
 
Quoters whose Quotations were not selected for award will be notified. Such notification will 
state in general terms the basis of non-selection. Pursuant to FAR 8.405-3(b)(3), unsuccessful 
Quoters may request a brief explanation of the basis for the award decision that was based on 
factors other than price alone.  
 
The Contracting Officer will retain a copy of each quotation, successful or unsuccessful. 
 
4.3.1 Quotation Preparation Costs  
 
The Government will not pay any costs incurred by any Quoter in the preparation and 
submission of a quotation in response to this RFQ. 
 
4.3.2 Quotation Validity Period 
 
Quotations shall be valid for a minimum of ninety (90) days. 
 
4.3.3 Quotation Content and Submission Instructions  
 
4.3.3.1  Quotation Content (Phase 1 and Phase 3) 
 
Each Quoter shall submit a quotation, which consists of three (3) electronic volumes and a 
product demonstration. The electronic volumes are described below: 
 


 Naming Convention  Tab Title 


Volume I: Technical (Phase 1) (Electronic) (Zip File) 


Tab A (Document) Quotation Cover/Transmittal Letter (limit 2 pages) 


Tab B (Document) FedRAMP Authorization Documentation (limit 5 pages) 


Tab C (Document) Solution Overview (limit 10 pages) 


Tab D (Document) Capability Confirmation Checklist (1 page) 


Volume II: Technical (Phase 3) (Electronic) (Zip File)  


Tab A (Document) Past Performance (limit 5 pages excluding past performance 
information form(s)) 
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Tab B (Document) Management/Technical Approach (limit 20 pages excluding QAP, 
and resumes (resume limit 3 pages)) 


Tab C (Document) Categorization of Government Requirements -  Requirements 
Identification Matrix 


Tab D (Document) Contractor Teaming Arrangement/Subcontracting 


Volume III: Business & Pricing (Phase 3) (Electronic) (Zip File) 
Tab A (Document) Quotation Cover/Transmittal Letter (limit 2 pages); GSA Pricing 


Schedule; HSAR Clause 3052.209-70 (f) Disclosure; and HSAR 
Provision 3052.209-72 (c) Disclosure.  


Tab B (Document)  Worksheet 1 Labor Descriptions (Attachment 4) 


Tab C (Document) Worksheet 2 Pricing (Attachment 4) 


Tab D (Document) Worksheet 3 Total Price (Attachment 4) 


 
Information contained in each volume shall be complete to the extent that evaluation of each tab 
may be accomplished independently of, and concurrently with, evaluation of the other. Your 
responses must demonstrate that both your firm and personnel can successfully complete this 
project. Quoters shall strictly adhere to the page limits.  
 
NO PRICE INFORMATION IS TO BE INCLUDED IN VOLUME I AND II  
 
Volume I – Technical (Evaluation Factor 1) (Phase 1) 
 
Tab A: Quotation Cover/Transmittal Letter (limit 2 pages)   
 
Your submission of the Quotation Cover/Transmittal Letter shall include the following 
information:  
 


1) Dun & Bradstreet Number (DUNS) 
2) Authorized Point of Contact 
3) Contact Email address 
4) Contact telephone and fax number 
5) Complete business mailing address 
6) GSA schedule contract number and expiration 
7) Quote Validity Period 


 
Tab B: FedRAMP Authorization (limit 5 pages) 
Quoter shall provide documentation verifying the Cloud Hosting Environment has FedRAMP 
authorization at the Moderate security impact level at time of proposal. 
 
Tab C: Solution Overview (limit 10 pages) 
Quoter shall provide a high-level discussion of the functionalities of the proposed solution that 
must demonstrate each of the following minimum capabilities: 
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• Electronic contract storage 
• Document Management 
• Workflow 
• Records Management 
• Electronic Signature 
• Document Extraction and Redaction 
• PIV authentication 
• Reports 


 
Tab D. Capability Confirmation Checklist (limit 1 page) 
Quoter shall fill out the Capability Confirmation Checklist. Quoter shall have an authorized 
signee affirm that the proposed solution offers the minimum capabilities as cited in the checklist.  
 
Technical - Product Demonstration (Evaluation Factor 2) (Phase 2)   


 
The location, date, and time of product demonstration will be determined after evaluation of 
Phase 1. The Quoter will be notified by the Contract Specialist and/or Contracting Officer of the 
Quoter’s status to proceed to Phase 2. 
 
The Quoter shall conduct the following demonstration(s) of the proposed software solution to the 
Government evaluation team: 


• Access the solution using Microsoft Internet Explorer and Mozilla Firefox 
• Create a new user account and apply access rights 
• Log on using PIV credentials  
• Show dashboard or landing page that the user would see once logging in 
• Upload file 30GB in size 
• Demonstrate how a user can upload a minimum of 3 files simultaneously to a folder 


Show file structures consisting of groupings and subgroupings of files and folders similar 
to Appendix B Contract Checklists Enter a contract name that has 100 alphanumeric and 
symbolic characters 


• Search for documents based on key words using a minimum of 3 key words in a single 
search Demonstrate how a user at a minimum is able to search for a document, make 
changes to a document, and save the document back in the system with the 
changesDemonstrate how permissions are applied to folders and individual documents. 
Permissions at a minimum shall allow for “No Access” “Read Only”, “Contribute-No 
Delete”, “Contribute-with Delete ”, “Full Access” or comparable permission controls.  


• Demonstrate that a user sees only files they have been granted access to 
• Demonstrate how to create a standard workflow process to be used to support a document 


review, approval and signature process. A minimum of 3 users shall be able to be added 
to the workflow. Show basic ad hoc workflow where one user routes a document to 
another user for review, comment, approval, and electronic signature. (e.g., contract 
specialist sends a draft document to contracting officer for contracting officer to review 
and make comments). A minimum of 3 users shall be able to be added to the workflow. 
Demonstrate how a user can setup notifications and/or alerts at the folder and document 
level to alert them when changes to a document have been made and when new 







Request for Quote  Electronic Contract Filing System 


 


HSHQDC-17-Q-00231        Page 59 of 81 


 


documents have been added to a folder. A minimum of 1 alert per document and 1 alert 
per folder.Demonstrate how a user digitally signs a document within the solution 


• Demonstrate redaction of document contents  
• Demonstrate how a user designate files for archiving in accordance with NARA 


requirements 
• Demonstrate how files are disposed once they have been retained for the NARA specified 


amount of time period 
• Demonstrate how government “super users” can reset user passwords, apply permissions, 


configure workflows, and modify user accounts Demonstrate how a user can generate 
reports based on the following criteria at a minimum: Purchase Request Number, 
Solicitation Number, Contract Number, Periods of Performance, Option Periods, 
Delivery Date, Obligation Amount, and Total Contract Cost. User shall be able to 
generate a report of the above data using a minimum of 3 key words. 
 


The Government retains the right to ask the Quoter to repeat or clarify steps during the 
demonstrations. This act does not constitute discussions or exchanges with Quoters. 
 
Volume II – Technical (Phase 3) 
 
Tab A: Past Performance (Evaluation Factor 3) (limit 5 pages excluding past performance 
information form(s)) 


Demonstrated prior experience successfully delivering a high quality, functioning electronic 
contract filing system to a Federal agency to support the acquisition or procurement electronic 
contract filing requirements of the Federal agency. The Government will evaluate relevant past 
performance of each Quoter. The Quoter who will perform technical work relevant to the SOW 
shall identify three (3) ongoing or successfully completed projects performed by the Quoter (as a 
Prime Contractor or Subcontractor) that demonstrate recent and relevant past performance. 
Recent is defined as within the last three (3) years. Relevant is defined as work similar in size 
and scope to the work identified in the SOW.    
 
Quoters shall also provide the information outlined in Attachment 2, Past Performance 
Information Form. Attachment 2 will be used to assess the relevancy of past performance and 
may be used to obtain past performance references. In addition, Past Performance reports may 
also be accessed and utilized by the Government through the Past Performance Information 
Retrieval System (PPIRS) at https://www.ppirs.gov.  
 
Tab B: Management/Technical Approach (Evaluation Factor 4) (limit 20 pages excluding 
QAP and resumes (resume limit 3 pages)) 
 
The Quoter’s Management/Technical Approach shall describe the Quoter’s ability to effectively 
manage the work and provide the proposed team composition to accomplish the requirements in 
the SOW. In order to facilitate the evaluation of the Quoter’s Management/Technical Approach, 
the Quoter’s Management/Technical Approach shall include a Management Plan, Staffing Plan, 
and Draft IT Security Plan that is simple, easy to read and clearly describes personnel 
responsibilities.   
  


1) Technical Approach shall address the following: 
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• Discussion of the background, objectives, and work requirements of the SOW; 
• Discussion of how each aspect of the SOW will be accomplished including 


proposed methods and techniques for completing each task;  
• Discussion which supports how each task will be evaluated for full performance;  
• Discussion of any technical barriers/anticipated major difficulties and problem 


areas, along with potential recommended approaches for their resolution. 
 


2) The Management Plan, at a minimum, shall address the following: 
 


• Understanding of the ability to provide management and reporting support 
services as outlined in the SOW 


• A detailed explanation of how the Quoter intends to resolve technical issues, to 
include the methodology of providing customer service 


• Understanding of the corporate commitment to maintain this BPA as a corporate 
priority 


• A description of the Quoter’s communication and coordination plans, meetings, 
and deliverables 


• A copy of the Quoter’s Quality Control Plan (Provide as an appendix). 
 


3) The Staffing Plan, at a minimum, shall address the following: 
 


• A detailed description of the Quoter’s current personnel resources for this effort, 
staff retention that addresses the Quoter’s capabilities and experience relating to 
the SOW  


• A description of the teaming arrangements, if any. The description shall state all 
team roles and responsibilities, the services to be performed by each team 
member. Indicate the team members(s) GSA Schedule Number 


• Resumes, at a minimum, shall include a description of the experience and 
capability for the key personnel proposed. Descriptions shall address such items 
as the individual’s background, work experience, and accomplishments. Show the 
knowledge that Contractor personnel gained through completed and ongoing 
efforts that are similar in nature to the requirements of the RFQ. The resumes 
shall be limited to three (3) pages each. 


 
4) The Draft IT Security Plan, shall address the following: 


 
• Details the approach, methods, and safeguards the contractor will utilize to 


comply with Government and DHS Information Technology security 
requirements. 


 
Tab C: Categorization of Government Requirements - Requirements Identification Matrix 
(Evaluation Factor 4) 
 
Quoters shall categorize their solution capabilities to the Government requirements in the 
Requirement Identification Matrix. Quoters shall fill in the box under the corresponding heading, 
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which indicates the solution capabilities. Quoters shall include the completed document in 
Volume II, Tab C of their quote. 
 
Tab D: Contractor Teaming Arrangement (CTA) or GSA Prime 
Contractor/Subcontractors (if applicable) (Evaluation Factor 4) 
 


1) Quoters may structure their quotation packages either as a GSA MAS Contractor Team 
Arrangement (CTA) or as a GSA Prime Contractor/Subcontractor arrangement, 
whichever approach it believes provides the best value solution to the DHS. Further 
guidance on GSA CTAs may be found at the GSA MAS Desk Reference Section 10:  
Contractor Team Arrangements (CTAs). 


 
2) If a GSA CTA is proposed, the Quoter is to specifically identify it as such and submit the 


CTA supporting documentation to DHS as part of its quotation package. The CTA must 
identify and designate the Team Leader, all Team Members, their corresponding GSA 
Schedule Contract Number(s), and describe the services to be performed by the Team 
Leader and each Team Member. Each quotation submitted as a CTA shall describe the 
Team Leader and Team Member responsibilities in terms of receiving Orders under the 
BPAs, invoicing, and payment. Each quotation submitted as a CTA must include 
adequate Technical, and Business & Pricing information for DHS to evaluate the merits 
of the submission. In preparing their quote, CTA’s shall follow the Instruction to Quoters 
for each phase. Quoters shall include CTA supporting documentation in Volume II, Tab 
D of their quote. 


 
3) If a GSA Prime Contractor / Subcontractor Arrangement(s) is proposed, only the Prime 


Contractor must have a GSA Schedule IT 70 contract. The Prime cannot contract to offer 
services for which it does not hold the proper Schedule contract. GSA authorized 
subcontractors may fulfill requirements under the Prime Contractor’s GSA Contract 
number and pricing table quoted in Attachment 4.  


 
 
Volume III - Business & Pricing (Evaluation Factor 5) (Phase 3) 
 
There are no page limits to Volume 3, Price Quote. 
 
The Quoter shall prepare a Price Quotation that contains all information necessary to evaluate the 
prices and/or discounts (price reductions) proposed by the Quoter. Quoters shall only provide 
pricing for the supplies and services available on their GSA FSS 70 Information Technology 
contract. If the service is not available under their respective schedule contract, the Quoter shall 
not provide pricing for the service. The Government will not evaluate an open market item or 
service that is not available on the Quoter's GSA FSS 70 IT contract. The Price Quotation shall 
consist of SaaS subscriptions rates, fully burdened hourly rates and discounts offered. There are 
NO page limitations for Volume III (i.e., the price Quotation, and supporting narrative 
information). 
 
Quoters shall complete all yellow highlighted areas in Attachment 4, Worksheet 1 and 
Worksheet 2. Failure to complete all fields will result in a non-responsive quotation. The Quoter 
shall not alter the formulas in any cells. The Quoter is to input the requested information in each 
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yellow highlighted cell. Do not add any rows or columns. Worksheets 3 will automatically 
populate your total evaluated price quote based on pricing information provided in Worksheet 1 
and Worksheet 2.   
 
Tab A: Quotation Cover/Transmittal Letter  
 
Quotation Cover/Transmittal Letter (limit 2 pages); GSA Pricing Schedule; HSAR Clause 
3052.209-70 (f) Disclosure; and HSAR Provision 3052.209-72 (c) Disclosure.  
 
Tab B: Worksheet 1 Labor Descriptions (Attachment 4,) 
 
Quoters are to propose labor categories from the Quoter's awarded GSA FSS contract that 
mirrors (best fit) the Government’s Labor Category, Description, and Minimum Qualifications as 
provided on Attachment 4, Worksheet 1, Labor Descriptions. Quoters shall not change the 
Government Labor Category, Description, or Minimum Qualifications. Quoters shall include 
their GSA Schedule Labor Category, GSA Schedule Description, and GSA Schedule 
Qualifications and shall map all information to the Government provided Labor Descriptions. 
Quoters shall complete all yellow highlighted areas. 
 
Tab C: Worksheet 2 Pricing Worksheet (Attachment 4,) 
 
The Quoter shall complete the pricing table provided as Attachment 4: Pricing Worksheet. The 
Quoter shall provide a GSA rate and discount for SaaS subscriptions on the Government 
specified tier levels. Licensing shall be on a “named user” account basis. Quoters shall also 
provide fixed hourly rates and percentage discounts for the labor categories indicated in each 
Ordering Periods (Base and Option Year(s)). Quoters shall complete all yellow highlighted areas.   
 
Tab D: Worksheet 3 Total Price Worksheet (Attachment 4,) 
 
Please provide Worksheet 3. This Worksheet will automatically populate your total evaluated 
price quote based on the information provided in Worksheet 1 and Worksheet 2.   


4.3.4 Quotation Submission 
 
The quotation submitted shall fully comply with any and all requirements in the RFQ. The 
quotation shall clearly demonstrate the Quoter’s understanding of the overall and specific 
technical requirements of the SOW. The Quoter shall provide the requested past performance 
and pricing information. Failure of the Quoter to address all requirements of the RFQ in their 
Quotation may result in the Quotation not being considered for evaluation by the Government. 
Clarity and completeness of the Quotation is of the utmost importance. The Quotation shall be 
written in a practical, clear, and concise manner. It shall use quantitative terms whenever 
possible and shall avoid qualitative adjectives to the maximum extent possible.   
 
DHS requires that the Quoter submit an electronic copy of the Quotation. Electronic copies shall 
be formatted using Microsoft Office Version 2003 or later. Government will accept PDF files in 
order to not exceed the standard 5 MB individual file size limitation.   
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Quotations shall be legible, single-spaced, typewritten, in a font size not smaller than twelve (12) 
point Times New Roman. No reduction is permitted except for organization charts or other 
graphic illustrations. In those instances where reduction is allowable, Quoters shall ensure that 
the print is easily readable. Each page shall have text margins of at least one (1) inch on all sides. 
Header/footer information (which does not include any information to be evaluated) may be 
included in the margin space. Pages that exceed the maximum page limitation will not be 
evaluated.  
 
Documents/materials provided for the RFQ become Government property. Quoters, may at their 
discretion include proprietary markings on any document/materials provided to the Government. 
The Government will safeguard the materials in accordance with FAR PART 3.104-4 
Disclosure, Protection, and Marking of Contractor Bid or Proposal Information and Source 
Selection Information.  
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5.   EVALUATION  
(This section will be removed upon award.) 


 
5.1 Introduction 
 
This GSA Schedule BPA Request for Quotation seeks to obtain an Electronic Contract Filing 
System for DHS Office of the Chief Procurement Officer. DHS intends to acquire these supplies 
and services by establishing a single award competitive BPA to a GSA Federal Supply Schedule 
70 IT contract holder. However, DHS reserves the right to increase or decrease the number of 
BPA awards based upon the results of the evaluation.   
 
5.2 Basis for Award – Blanket Purchase Agreement 
 
The basis for award will be best value in accordance with FAR 8.405-3. Evaluation will be 
conducted and selection will be made in accordance with the guidelines provided in the Federal 
Acquisition Regulation (FAR), Homeland Security Acquisition Regulation (HSAR), the Request 
for Quote, and the Evaluation Plan. A single award will be made to the responsible Quoter 
submitting an overall quote that is determined best value to the Government, price and non-price 
factors considered.  
 
5.3 Evaluation Process 
 
The Government intends to use a three (3) phased approach to evaluate Quoters under FAR 
8.405-3 as follows: 
 


1) Phase 1: The Government will consider all Quoters using Evaluation Factor 1. All 
Quoters that achieve a “Pass” rating for Evaluation Factor 1 will proceed to Phase 2. 
Those Quoters that are notified as “Fail”, shall not proceed to Phase 2. 


 
2) Phase 2: The Government will continue its consideration by evaluating Evaluation Factor 


2. All Quoters that achieve a “Pass” rating for Evaluation Factor 2 will proceed to Phase 
3. Those Quoters that are notified as “Fail”, shall not proceed to Phase 3. 


 
3) Phase 3: The Government will continue its consideration by evaluating Evaluation 


Factors 3, 4, and 5. Phase 3 will be rated by use of confidence levels for Factors 3 and 4. 
The Government intends to select the best value Quoter based on a trade-off of 
Evaluation Factors, 3, 4, and 5. 
 


DHS will perform an evaluation, based on the Quoter's written Technical Information (Volume I 
and II), Product Demonstration, and Business & Pricing Information (Volume III), to assess the 
best value to the Government. The determination of best value will be made by comparing the 
differences in the value of the Technical Evaluation Factors (Volume II Factors 3 & 4)), with the 
differences in the Business & Pricing Evaluation Factor (Volume III Factor 5). Factors 3 and 4 
are of relatively equal importance, and the non-price evaluation factors (when combined) are 
significantly more important than the price evaluation factor, Factor 5. 
In making this comparison, the Government is more concerned with obtaining performance 
capability superiority rather than the lowest overall price. However, the Government will not 
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make an award at a significantly higher overall price to achieve only slightly superior 
performance capabilities. 


As the technical evaluation of quotes approaches equality, greater will be the importance of price 
in making the award determination. In the event that two or more quotes are determined not to 
have any substantial technical differences (i.e. are technically equivalent), award may be made to 
the lower priced quote. It should be noted that award may be made to other than the lowest 
priced quote if the Government determines that a price premium is warranted due to technical 
merit. The Government may also award to other than the highest technically rated quotation, if 
the Government determines that a price premium is not warranted.  
 
5.4 Award on Initial Quotations 
 
The Government may award without conducting exchanges; however, the Contracting Officer 
(CO) reserves the right to hold exchanges with Quoters based on the content of their individual 
quotations. Accordingly, each initial quotation should be submitted on the most favorable price 
and technical terms that the Quoter can submit to the Government. 


 
5.5  Evaluation Factors  
 
The Government will evaluate each quotation using the following evaluation factors listed 
below: 
 


• Factor 1: Technical (FedRAMP, Solution Overview, Capability Confirmation Checklist) 
(Volume I) (Phase 1);           


• Factor 2: Technical (Product Demonstration) (Phase 2);      
• Factor 3: Technical (Past Performance) (Volume II) (Phase 3);  
• Factor 4: Technical (Management/Technical Approach, Categorization of Government 


Requirements, CTA/Subcontracting) (Volume II) (Phase 3); 
• Factor 5: Business & Pricing (Volume III) including discount terms (Phase 3). Not rated. 


 
Evaluation Factor 1: FedRAMP, Solution Overview, Capability Confirmation Checklist 
 
The Government will evaluate documentation provided by the Quoter verifying the Cloud 
Hosting Environment has FedRAMP authorization at the Moderate security impact level at time 
of proposal. 
 
The Government will evaluate documentation provided by the Quoter detailing the 
functionalities of the solution, which meets the Government’s minimum capabilities: Electronic 
Contract Storage, Document Management, Workflow, Records Management, PIV authentication 
capability, Document Extraction and Redaction, and Electronic Signature. 
 
The Government will evaluate the Quoter’s Capability Confirmation Checklist ensuring it is 
filled out in its entirety and contains an authorized signee affirmation that the proposed solution 
offers the minimum capabilities as cited in the checklist.  
 
Evaluation Factor 2: Product Demonstration 
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Through the demonstration, the Government intends to understand the Quoter’s proposed 
solution and its capabilities as it relates to the Governments requirements. Further, the product 
demonstration will be used as an opportunity to assess the viability of an Quoter to successfully 
deliver the ECFS solution. 
 
The Government will evaluate the Product Demonstration validating the proposed software 
solution has the capabilities of performing the elements as outlined in Evaluation Factor 2.  
 
The Government retains the right to ask the Quoter to repeat or clarify steps during the 
demonstrations. This act does not constitute discussions or exchanges with Quoters. 
 
Presenters: The Quoter’s presentation team is limited to five (5) employees with no more than 
two (2) from the Sub-contractors. The Government requires at least one of the persons in the 
Product Demonstration to have a major functional role in the execution of the technical solution 
being proposed. Each presenter is required to carry and present a valid Government issued ID 
(e.g., driver’s license, passport, etc.). 
 
Evaluation Factor 3:  Past Performance 
  
The Government will assess the Quoter’s past performance (as a Prime Contractor or 
Subcontractor) delivering a high quality, functioning electronic contract filing system to a 
Federal Agency to support the acquisition or procurement electronic contract filing requirements 
of the Federal Agency. The past performance evaluation will examine the extent to which the 
Quoter’s past performance demonstrates their capability to deliver high quality service. Only 
recent (or ongoing) and relevant past performance data regarding work will be evaluated. Recent 
is defined as within the last three (3) years. Relevant is defined as work similar in size and scope 
to the work identified in the SOW.  
 
Past Performance evaluations will be based on: (a) Quoter’s quote submission  identifying three 
(3) projects previously or currently performed; (b) Information obtained in Government past 
performance reference checks relevant to the project descriptions submitted as well as other 
inquiries on Quoter’s past performance, and (c) Information obtained from Government past 
performance databases. Past Performance evaluations will be rated using a confidence level. A 
neutral rating will be provided for this Factor if the Quoter does not have recent/relevant past 
performance. 
 
Evaluation Factor 4: Management/Technical Approach 
 
The Government will evaluate the Quoters’s ability to effectively perform and manage the 
requirements in the SOW. This assessment will consider the Quoter’s use of personnel against 
the required tasks, management of tasks to be performed and quality control. In addition, the 
Quoter’s ability to identify any technical barriers/difficulties and problem areas that could 
conceivably be encountered in accomplishing the required work and potential approaches how 
those barriers could be overcome. The Government will access the Quoter’s Technical 
Approach, Management Plan, Staffing Plan, and Draft IT Security Plan to determine the extent 
to which it demonstrates a comprehensive, sound, and reasonable method to fulfilling the 
requirements as described in the SOW. The Government will evaluate the Quoter's capabilities 
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submission to meeting the Governments capability requirements of the Requirements 
Identification Matrix. The Government will consider the capabilities of the proposed solution 
meeting Government requirements and the risk involved of requiring additional work or 
enhancements to meet Government needs. The Government will evaluate Quoters quotes for 
CTA and subcontracting, validating documentation and quoted methods of accomplishing the 
tasks in the SOW.  
 
Evaluation Factor 5: Business & Pricing (Volume III) including Discount Terms (Not 
Rated) 
 
The Government will evaluate the Quoter's Labor Description, Pricing, and Total Price provided 
in Attachment 4. The evaluation will assess the accuracy, completeness, GSA schedule pricing, 
discounts offered (price reduction), and reasonableness. The total evaluated price, including the 
base and four options, will be used in price analysis to determine reasonableness. This process 
involves comparison of competitive quotes for supplies and services, verification that prices are 
included for all RFQ requirements, figures are correctly calculated, and prices are presented in an 
adequate format. Quoters are encouraged to propose price reductions from their GSA Schedule 
contract.  
 
Pricing will be used to establish the BPA level evaluated price. The established BPA will include 
SaaS Subscription tiered level pricing, and fixed hourly labor rates for all services and 
subsequent orders under the BPA. The Quoter is required to submit pricing data in the formats 
indicated in Attachment 4, Pricing of the RFQ.  
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Appendices 


Appendix A Requirements Identification Matrix 


Appendix B Contract Checklists 
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Appendix A – Requirements Identification Matrix 
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Appendix B – Contract File Checklists 


The Checklists in this Appendix represent the checklists most commonly used by DHS 1102s. 
The checklist entitled “Contract Checklist” encompasses all documents required in a contract 
file. The other checklists contain a subset of the documents in the Contract Checklist. As 
described in the requirements listed in Appendix A, the solution shall allow users to select 
optional documents for the checklist. The solution should not allow them to remove the 
documents marked as mandatory.   


The tab at the top of each worksheet represents the top-tier tab that appears in the contract file. 
There are six top tier tabs in every contract file (Pre-Solicitation, Solicitation, Pre-Award, 
Award, Contract Administration, and Contract Closeout). The subtabs are the tabs that appear 
beneath the top tier tabs (e.g., purchase request documentation, market research, small business 
review, etc.). There can be multiple documents stored under a subtab. The subtabs can also 
remain empty until the 1102 has a document that is ready to be stored.   


The contractor shall address the seven (7) attachments associated with this Appendix B. 


 


 


 


 


 


 


 


 


 


 


ATTACHMENTS 


ECFS Contract Checklist.xlsx ECFS BPA Checklist.xlsx ECFS SAP Checklist.xlsx


ECFS DO-TO-Call Checklist.xlsx ECFS IAA Checklist.xlsx ECFS IGSA Checklist.xlsx


ECFS Grants Checklist.xlsx
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Attachment 1:  
 


 
Capability Confirmation Checklist (1 page) 


 
Attachment 2:  
 


 
Past Performance Information Form (3 pages) 


Attachment 3:  
 


Labor Category Descriptions and Qualifications (3 pages) 


 
Attachment 4:  
 


 
ECFS Pricing Workbook (3 pages) 


Attachment 5  ECFS Quoter Questions and Responses 
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Attachment 1 
 Capability Confirmation Checklist 


 


 


 


 
  


Capability 
Confirmation Checklist (4).docx
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Attachment 2 
 Past Performance Information Form 


 
(Quoters are required to complete this form and shall identify three (3) separate relevant 
contracts/projects) 
 


Quoter:  


Company Group / Division:  
Program, Project, Or Task 
Title: 


 
 


REFERENCE INFORMATION 
 


1 Customer Name:  


2 Address:  


 


 


 Customer Info: Contracting Contact Program / Project Manager or 
COR 


3 Name & Title:   


4 Organization:   


5 Address:    


  


  


5 Phone No.:   


6 Fax No.:   


7 E-mail:   


8 
Contract Number:  


Past Performance Information Retrieval System 
(PPIRS) Record Available? 


 


9 Contract Type (e.g. contract, BPA, task order) and 
pricing type (e.g. fixed price, cost reimbursement): 
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10 Dollar Value (Not-to Exceed):  
Cumulative funded amount:  


11 Project Start Date  
Estimated/Actual Completion Date:  


12 Current status, e.g. completed and/or in progress  


Description of Work Performed and Relevance to Requirements in this RFQ 
 


 


 


 


 


 


 


 


 


 
Problems Encountered and Resolutions 
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Attachment 3 
Labor Category Descriptions and Qualifications 


 


Project Manager  


Duties: Responsible for project and task management throughout all phases of the Electronic 
Contract Filing System. Technical and business job functions include but are not limited to; 
the management of overall project/task schedules, funding vs. cost allocation, tasks completion 
status, resource allocations, routine oral and written communication regarding project/task 
status and all other duties typical to the deployment of complex automated systems, 
developing and implementing sustaining operating procedures in support of knowledge 
capture and management, and other management information skills. Reports in writing and 
orally to contractor management and government representatives, including the government 
contracting officer. 
 
Skill Level: 


• A minimum of 5 years of experience managing projects of comparable size and 
complexity. 


• A minimum of two years of experience managing projects to implement the solution 
proposed. 


Minimum Qualifications: Bachelor’s degree in a related discipline from an accredited 
college or university and five (5) years of management and supervisory experience including 
performance in program management functions. 


Contract Subject Matter Expert 


Duties:   Provide technical, managerial, and administrative direction for problem definition, 
analysis, requirements development, and implementation of complex solutions by making 
information technology/information management related recommendations. In-depth 
understanding of the contract filing process, the contract file lifecycle, and the documentation 
that constitutes the contract file. 


Skill Level:   


• A minimum of five years of experience in the federal procurement operations process. 
• A minimum of one year of experience implementing and maintaining document 


management systems. 
• In-depth understanding of the contract filing process, the contract file lifecycle, and the 


documentation that constitutes the contract file. 
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Attachment 3 
Labor Category Descriptions and Qualifications 


 


Minimum Qualifications: Bachelor’s degree in a related discipline from an accredited 
college or university and five (5) years of professional experience in federal procurement 
operations. 


Systems Analyst  


Duties: Manage and analyze user needs, determine functional and cross-functional 
requirements. Perform functional allocation to identify required tasks and their 
interrelationships. Assist in the development of functional requirements and creation of 
functional specifications. Assist in the development and documentation of technical system 
design. Design, and configure Document Management and/or Records Management Systems.  
Senior level experience in the design, development, implementation, maintenance and 
operation of technology and business solutions; functional analysis of business and technology 
customer needs; and providing expert advice regarding integration, testing and troubleshooting 
solution issues. 


Skill Level: 


• Extensive experience developing functional requirements and creating functional and 
technical specifications 


• Senior level experience in applying any of the disciplines of planning, analysis, design, 
development (configure/coding) and implementation of complex system information 
(infrastructure, network and application) projects. 


• Senior level experience in the design, development, implementation, maintenance and 
operation of technology and business solutions; functional analysis of business and 
technology customer needs; and providing expert advice regarding integration, testing 
and troubleshooting solution issues. 


Minimum Qualifications: Bachelor’s degree in a related discipline from an accredited college 
or university and three (5) years of professional experience in an information 
technology/information management or related field. 


Database Administrator 


Duties: Provides technical expertise and guidance in the logical and physical database design, 
development, operation, and maintenance of information systems for business processing 
applications. Ability to formulate specifications for computer programmers to use in coding, 
testing, and debugging of computer software. Very knowledgeable in both commercially-
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Attachment 3 
Labor Category Descriptions and Qualifications 


 


available-off-the-shelf (COTS) and custom database software platforms, and develops 
technical documentation detailing the installation procedures. 


Skill Level: 


• At least 6 years of experience in database management systems 


• Minimum 3 years of relevant programming experience in a batch or online 
environment 


• Ability to formulate specifications for computer programmers to use in coding, testing, 
and debugging of computer software.  


• Very knowledgeable in both commercially available off- the-shelf (COTS) and custom 
database software platforms; and develops technical documentation detailing the 
installation procedures. 


Minimum Qualifications: Advanced degree or equivalent training and experience in 
computer science, information systems, engineering, or related areas with specific training in 
database management systems. 


At least 6 years of experience in database management systems. 


Technical Writer 


Duties: Develop user, reference and procedure manuals. Design and maintain written style 
guides and templates for various documents. Provide management reports and updates on 
project status. Ensures technical documentation is accurate, complete, meets editorial and 
government specifications and adheres to standards for quality, graphics, coverage, format, 
and style. 


Skills: 


• 2-5 years of experience as a Technical Writer in a related project 


• High level of expertise in word processing packages including Microsoft Word 


Minimum Qualifications: Bachelor’s degree in related discipline from an accredited college 
or university and two (2) or more years of technical writing or related experience. 


Help Desk Specialist 


Duties: Provides telephone support to users for the software application deployed under this 
contract. Monitor and respond quickly and effectively to requests received through the IT 
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Attachment 3 
Labor Category Descriptions and Qualifications 


 


helpdesk. Answers user's calls and records all necessary information. Offers assistance over 
the phone and follows the problem through to resolution. Assigns problems to the appropriate 
area for resolution. Logs and reports data on the number and types of calls received. 


Skill Level: 


• Experience in hardware, software, network troubleshooting, basic operating system 
functionality or equivalent training and/or education 


Minimum Qualifications: Bachelor's Degree or equivalent and 6 years of general experience 
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Attachment 4 
Pricing Workbook 


 


 
 


 


  


ECFS Pricing 
Worksheet.xlsx
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Attachment 5 
 


ECFS Quoter Questions and Responses 
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Section I - Overview 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
  
The Federal Emergency Management Agency (FEMA) intends to award a single Blanket Purchase 
Agreement (BPA) under the General Service Administration (GSA) Federal Supply Schedule 
(FSS) for the Grants Management Modernization (GMM), Systems and Platform using Agile 
Releases and Consolidation (SPARC). The method of competition is unrestricted. The Request for 
Quote (RFQ) will be solicited under GSA Schedule 70, SIN 132-51, The North American Industry 
Classification Code System (NAICS) code is 541512 Computer System Design Services and the 
small business size standard is $27.5 million 
 
 
GSA Schedule 


At the time of award for this BPA and prior to the exercise of BPA options years, the Quoters 
must have a valid GSA Schedule in effect that covers the appropriate performance year of the 
BPA. Also the current Schedule must be posted at GSA Advantage in accordance with GSA 
terms and conditions. Failure to comply will result in the Quoters being ineligible for award or 
in the case of options the order/BPA may not be renewed. The Quoters shall notify the 
Contracting Officer no later than 12 months before its GSA schedule expiration whether or not 
they will be establishing a new GSA schedule, extend its current schedule or establishing a new 
schedule with similar scope. 


  
The BPA established as a result of this RFQ will be based on the Quoters current GSA 70 
schedule contract and discounts provided. In the event that the successful BPA holder has their 
current GSA 70 schedule contract canceled or it expires, or is awarded a new GSA 70 schedule 
contract, the Government reserves the right to transfer the new GSA 70 schedule contract if the 
current Schedule contract is canceled or expired and a new one has been awarded, but prior to 
doing that the Contracting Officer must ascertain that the new GSA Schedule does not contain 
terms and conditions unfavorable to FEMA and new price reductions are negotiated. 


 
Requirement details, agency specific and GSA terms and conditions, and FAR Clauses will be 
incorporated and applicable to all orders awarded under the BPA. 


 


Transfer of Source Code, Software Licenses, and Accounts at Close of Contract 
Upon the completion of the period of performance or upon any other termination of this contract, 
Contractor shall provide the Government (1) all source code it develops or generates in the 
course of its performance under this contract; (2) all software licenses, including without 
limitation all licenses for development or automation tools, software embedded within 
equipment, or incorporated into application code, that it acquired or generated in course of its 
performance under this contract; and (3) all user accounts, service accounts, or developer 
accounts for cloud service providers Contractor acquired, generated or used in the course of its
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performance under this contract.  All such code, licenses, or accounts shall be the property of the 
Government; and shall be delivered to the Government within 30 days of the completion or 
termination of this contract, or as the FEMA Contracting Officer may from time to time direct 
during the progress of the work.    
 
1. Authority 
Pursuant to FAR 8.405-3, a single Blanket Purchase Agreement (BPA) will be awarded to a 
single contractor as a result of this Request for Quote (RFQ) for the Federal Emergency 
Management Agency (FEMA) Grants Management Modernization (GMM) Program.  
 
2. Term 
The BPA term is one (12) month base period and four (12) month option periods. The total 
contract duration if all options are exercised is five years. 
 
2.1 Period of Performance (Actual date will be filled in at time of 
award) 
  Base Period:    Date of award (DOA) through 12 months 
Option Year 1: 13 through 24 months 
Option Year 2: 25 through 36 months 
Option Year 3: 37 through 48 months 
Option Year 4: 49 through 60 months 
 
2.2  Order Period of Performance 
The BPA expires when the Contractor’s GSA MAS contract, which the BPA is predicated 
upon, expires.  Orders issued against the BPA will have their own period of performance, which 
may be up to five years.  Orders issued prior to but not completed before the BPA expires shall 
be completed (including any order options) in accordance with the BPA Contractor’s GSA 
Schedule contract FAR Clause 52.216-22. 


 
2.3 BPA Volume 
The Government estimates, but does not guarantee, that the volume of purchases under the entire 
BPA will be approximately $80 million over the BPA’ five (5) year term.  However, the 
Government is obligated only to the extent of authorized purchases actually made under the 
BPAs.  There is no guaranteed minimum order quantity or dollar amount. 
 
3.   Place of Performance 
The place of performance shall be the Government and Contractor’s facilities.  The primary 
place of performance shall be the Contractor’s facilities where system design development and 
integration activities will occur.  The contractor facility shall be located in the National Capital 
Region, in close proximity to the FEMA facility at 500 C St. SW Washington, DC. 


 
Meetings, and briefings are anticipated to be performed primarily at FEMA Headquarters 
offices, located at 500 C Street SW, Washington, D.C., or other Government-specified 
locations in Washington D.C and Winchester VA. Meetings may also occur at the contractor’s 
work site, especially when close collaboration between stakeholders and the development team 
is needed. The Contractor shall provide dedicated workspace, such as a team room, to 
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accommodate up to six Government representatives and/or contract FEMA IV&V testers. 
 
Telework options may be available. Telework must be preapproved by the COR in writing. 


 
4. Travel 
Contractor travel is anticipated for this requirement to interact with system users. Travel must 
be pre-approved by the COR. All travel shall be in accordance with the Federal Travel 
Regulations and FAR 31.205-46. If applicable, a not-to-exceed travel amount will be 
identified under a separate CLIN on each Order. 


 
5. Order Type 
BPA Orders will be Firm Fixed Price (FFP) and Time and Materials (T&M). Fixed hourly rates 
are applicable. 


 
6. Attachment 1 – GMM SPARC Price Template  
Fully-burdened labor rates include all direct labor and indirect costs applicable to that direct 
labor (such as fringe benefits, overhead, G&A), and profit. The fully-burdened hourly rates are 
ceiling rates. FEMA is seeking price discounts from your GSA Schedule. 


 
 
6.1  Government Site and Contractor Site  
Government Site Rates 
When performing at Government sites, the Contractor shall furnish fully-burdened labor rates. 
The Government will provide only office space and may provide furniture and office 
equipment and supplies, as specified in individual call orders. Situational or regular telework, 
when authorized under individual call orders, is considered Government Rates. 
 
Contractor Site Rates 
When performing at a Contractor site, the fully-burdened labor rates shall include applicable 
indirect costs for work space and all normal supplies required to support the work. 


 


Firm- Fixed-Price (FFP) Call Orders 
For FFP type call orders, the quantity of each item or labor category ordered will be multiplied 
against the rate listed in this schedule, or as negotiated if lower rates are proposed; and the 
cumulative extended total of all items ordered will define the firm-fixed price. FFP type call 
orders shall align to the Contractor’s technical approach to the work as proposed, and partial 
payment of FFP type orders may be negotiated based on the completion of 
milestones/deliverables.   


 


Time and Material (T&M) Type Call Orders 
For labor hour T&M orders, the quantity of hours ordered from each labor category will be 
specified as deliverable hours billable at the ceiling rates or as negotiated. For T&M type call 
orders, profit on materials is not allowable. Further, travel shall be priced in accordance with 
Federal Travel Regulations.  The cumulative extended total of all labor categories ordered plus 
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materials and travel will define the call order ceiling price. Reimbursement under the contract 
shall be governed by the clause at FAR 52.232-7, Payments under Time and Materials and 
Labor-Hour Contracts. 
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Section II - Statement of Objectives (SOO) 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
 
 
 
 
 
 
 
 
 
 


See Attachment 2 – GMM SPARC Call #1 Statement of Objectives (SOO) 
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Section III - General and Administrative Information 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
 
1. FEMA Contracting Officer  
(a)  The FEMA CO is the only person authorized to approve changes to or modify any of the 
requirements under the BPA.  In the event the Contractor effects any such change at the direction 
of any person other than the CO, the change will be considered to have been made without 
authority and no adjustment will be made in the contract price to cover any expenses  incurred as 
a result thereof.  FEMA CO is: 
 


 
 Name:   Kimmeria Hall 
 Address: Federal Emergency Management Agency 
   500 C. Street, SW, 3rd Floor 
   Washington, DC 20472-3205 
 Email:  Kimmeria.Hall@fema.dhs.gov  


Tel No: 202-372-5613 
 


 
 (b)  The Contractor shall submit requests for modification of this contract and other 
administrative requests to the CO and courtesy copy the COR. 
 (c)  Contractual problems of any nature should be handled as soon as possible, and 
according to applicable public laws and regulations (e.g., Federal Acquisition Regulation).  The 
problem resolution escalation sequence in FEMA is as follows: 1) the initial point of contact for 
problem resolution is the Contracting Officer’s Representative (COR) authorized to oversee 
services, 2) then the Contracting Officer that awarded the Order. 
 (d)  Requests for information on matters related to this contract, such as explanation of 
terms and contract interpretation, shall be submitted to the CO.  The CO is the only official 
authorized to terminate for cause, to issue notices of termination for cause, and to issue cure 
notices and show cause notices for the BPA. 
 
The CO is responsible for:  
1) Negotiation and Award of Orders. COs have the authority to issue call orders, and otherwise 
legally bind their organization to task order modifications.  
2) Administration of call orders. Day-to-day administration activities will generally be carried out by 
the COR.  
3) Settlement and Resolution of Contracting Issues. The CO is authorized to settle and resolve 
contracting issues.  
4) Contract Records. The CO is responsible for maintaining a complete record of all contracting 
documents (electronically and/or manually).  
 
2. FEMA Contracting Officer Representative (COR) 
The COR has responsibility for receipt and acceptance of the contract-level deliverables and 
reports and past performance reporting for the contract.  The COR supports the CO and PM in 
the general management of the program.  
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 Name:  Jose Francisco (Frank) Oporto   
 Address:  Federal Emergency Management Agency 
      500 C. Street, SW, 5th Floor 
       Washington, DC 20472-3205 
 Email:  Frank.Oporto@fema.dhs.gov 
 Tel No: (202) 329-5629  
 
The CO may designate CORs for individual Orders that will be responsible for the day-to-day 
oversight of the Order. The COR will represent the CO in the administration of technical details 
within the scope of the call order. The COR is also responsible for the final inspection and 
acceptance of all call order deliverables and reports, and such other responsibilities as may be 
specified in the order.  The COR is not otherwise authorized to make any representations or 
commitments of any kind on behalf of the CO or the Government. The COR does not have 
authority to alter the Contractor’s obligations or to change the order specifications, price, terms 
or conditions.  If, as a result of technical discussions, it is desirable to modify order obligations 
or the specification, changes will be issued in writing and signed by the CO. 
 
(A) The designated COR may provide written technical direction to the Contractor 
concerning the work performed under the contract. Technical direction is limited to direction that 
fills in details or otherwise completes the general description of the work set forth in the contract.  
Technical direction includes: 
 
1) Directions to the Contractor that suggest pursuit of certain lines of inquiry, shift work 
emphasis, fill in details or otherwise serve to accomplish the contractual statement of work. 
2) Guidelines to the Contractor, that help interpret technical portions of work descriptions. 
 
(B) Technical direction must be within the general scope of work stated in the contract.   
 
Technical direction may not be used to: 
1) Assign additional work under the contract. 
2) Direct a change as defined in the “CHANGES” clause of the contract. 
3) Increase or decrease the contract price or estimated contract amount (including fee), as 
applicable, the direct labor hours, or time required for contract performance. 
4) Change any of the terms, conditions or specifications of the contract. 
5) Interfere with the Contractor’s rights to perform the terms and conditions of the contract. 
 
(C) All technical direction has to be in writing (or via e-mail) by the applicable COR. 
 
(D) If the Contractor believes any technical direction calls for effort outside the scope of the 
contract or is inconsistent with this requirement, the Contractor must notify the Contracting 
Officer in writing within five (5) working days after receipt of any such instruction.  The 
Contractor must not proceed with the work affected by the technical direction unless and until 
the Contractor is notified by the Contracting Officer that the technical direction is within the 
scope of this contract.  To notify the Contractor, the Contracting Officer will either issue an 
appropriate contract modification within a reasonable time or advise the Contractor in writing 
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within 30 days that the instruction or direction is- 
 
1) Rescinded in its entirety; or 
2) Within the scope of the contract and does not constitute a change under the changes 
clause of the contract, and that the Contractor should proceed promptly with its performance. 
 
(E) Failure of the Contractor and Contracting Officer to agree that the instruction or direction 
is both within the scope of the contract and does not constitute a change under the changes 
clause, or a failure to agree upon the contract action to be taken with respect to the instruction or 
direction, is subject to the Disputes clause of this contract. 
 
(F) Any action(s) taken by the Contractor in response to any direction given by any person 
other than the Contracting Officer or the applicable COR is at the Contractor’s risk. 
 
(G) Nothing in the foregoing paragraph will excuse the Contractor from performing that 
portion of the contractual work statement which is not affected by the disputed technical 
direction. 
 
3. Ordering Procedures 
(a) The CO will provide a technical request to the contractor, within the scope of the BPA SOO.  
 
 (b) The CO will request a quote and technical approach. The contractor shall evaluate 
the scope of the request and provide a quote.     
 
 (c)  The quote shall indicate either compliance with the requirements, risks, assumptions 
and any conflict of interest issues. Written technical quotes shall address as appropriate: (other 
items may be requested at CO discretion) 
  
• Proposed personnel (labor mix); 
• Technical Approach; 
• Other quote elements (travel and purchase parts and supplies etc.); 
• Order terms; 
• Other pertinent data, (e.g., potential conflict of interest issues) 
  
(d)  The quote shall include detailed pricing for all requirements requested at prices equal to or 
lower than those established in the BPA. The Government is permitted to negotiate pricing other 
than originally proposed and established in the contract.   
(e)  Other related information shall always be in writing and shall address relevant information as 
required by the contract or requested by the CO. The contractor shall assume all expenses 
associated with quote preparation for Orders. Contractors will not be reimbursed for quote 
preparation. 
 
3.1 BPA Orders 
Orders issued under this contract may contain the following information: 
 
(a) Date of order; 
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(b) Contract number and Order number; 
(c) Description, quantity or units ordered and contract price; 
(d) Period of Performance; 
(e) Place of Performance; 
(f) Accounting and appropriation data; 
(g) Any other pertinent information such as name and address of Contractor;  
 
BPA Call Order deliverables will be defined in advance of each call (i.e., Base Task: The 
contractor shall perform all necessary tasks to ensure the delivery of Initial Operating Capability 
for the GMM target solution by the end of the first call order period of performance.) 
 
 
4. Invoicing and Payment 


 
The Contractor shall invoice in accordance with the Pricing Schedule agreed upon in the 
awarded BPA Call Order.  For any Firm-Fixed Price CLINs structured around increments, 
invoicing and payment is permitted only after completion and Government acceptance of each 
increment in accordance with acceptance criteria and Definition of Done agreed upon by the 
Government and the Contractor prior to the start of any given increment.  The Government 
will inspect code for each increment in the Pre-Production environment as part of the 
Government acceptance process.   


 
The contractor shall submit an invoice(s) upon delivery and acceptance of all supplies or services as 
specified in the Price/Cost Schedule.  
 
Contractors shall submit vouchers electronically in pdf format to the FEMA Finance Center at FEMA-
Finance-Vendor-Payments@fema.dhs.gov,    
 
AND 
 
Contractors shall also submit an electronic pdf copy to FEMA COR or program person if a COR is not 
designated at their email address.   
 
The submission of vouchers electronically will reduce correspondence and other causes for delay to a 
minimum and will facilitate prompt payment to the Contractor.  Paper vouchers mailed to the finance 
center will not be processed for payment. If the Contractor is unable to submit a payment request in 
electronic form, the contractor shall submit the payment request using a method mutually agreed to by the 
Contractor, the Contracting Officer, and the payment office.  


Invoices shall be submitted as follows: Contractors shall use Standard Form (SF) 1034 (Public Voucher 
for Purchases and Services Other Than Personal) and SF 1035 (Continuation Sheet) when requesting 
payment for supplies or services rendered.  Both forms are located at 
http://www.gsa.gov/portal/forms/type/SF.  Suitable self-designed forms (contractor invoice forms) may 
be submitted instead of the SF 1035 as long as they contain the information required.  
 
The voucher must provide a description of the supplies or services, by line item (if applicable), quantity, 
unit price, and total amount. The item description, unit of measure, and unit price must match those 
specified in the contract. Invoices that do not match the line item pricing in the contract will be 
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considered improper and will be returned to the Contractor. The Contractor shall not be paid more 
frequently than on a monthly basis. 
 
SF 1034 and 1035 instructions:  
 
SF 1034 – Public Voucher for Purchases and Services Other than Personal 
 
The information which a contractor is required to submit in its Standard Form 1034 is set forth as follows:  
(1) U.S. Department, Bureau, or establishment and location insert the names and address of the 
servicing finance office unless the contract specifically provides otherwise.  
(2) Date Voucher Prepared - insert date on which the public voucher is prepared and submitted.  
(3) Contract/Delivery Order Number and Date - insert the number and date of the contract and 
delivery order, if applicable, under which reimbursement is claimed.  
(4) Requisition Number and Date - leave blank.  
(5) Voucher Number - insert the appropriate serial number of the voucher. A separate series of 
consecutive numbers, beginning with Number 1, shall be used by the contractor for each new contract. 
When an original voucher was submitted, but not paid in full because of suspended costs, resubmission 
vouchers should be submitted in a separate invoice showing the original voucher number and designated 
with the letter "R" as the last character of the number. If there is more than one resubmission, use the 
appropriate suffix (R2, R3, etc.)  
(6) Schedule Number; Paid By; Date Invoice Received - leave blank.  
(7) Discount Terms - enter terms of discount, if applicable.  
(8) Payee's Account Number - this space may be used by the contractor to record the account or job 
number(s) assigned to the contract or may be left blank.  
(9) Payee's Name and Address - show the name of the contractor exactly as it appears in the contract 
and its correct address, except when an assignment has been made by the contractor, or the right to 
receive payment has been restricted, as in the case of an advance account. When the right to receive 
payment is restricted, the type of information to be shown in this space shall be furnished by the 
Contracting Officer.  
(10) Shipped From; To; Weight Government B/L Number - insert for supply contracts.  
(11) Date of Delivery or Service - show the month, day and year, beginning and ending dates of supplies 
or services delivered.  
(12) Articles and Services - insert the following: "For detail, see Standard Form 1035" OR “For detail, 
see contractor invoice form”.   
(13) Type the following certification, signed by an authorized official, on the face of the Standard Form 
1034.  
 


"I certify that all payments requested are for appropriate  
purposes and in accordance with the agreements set forth in  


the contract."  
________________ ___________  


(Name of Official) (Title)  
(14) Amount - insert the amount claimed for the period indicated in (11) above.  This amount should be 
transferred from the total per the SF 1035 Continuation Sheet or contractor invoice form.  
 
SF 1035 – Continuation Sheet 
 
The SF 1035 will be used to identify the specific item description, quantities, unit of measure, and prices 
for each category of deliverable item or service. Suitable self-designed forms (contractor invoice form) 
may be submitted instead of the SF 1035 as long as they contain the information required.  
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The information which a contractor is required to submit in its Standard Form 1035 is set forth as follows:  
 
U.S. Department, Bureau, or Establishment - insert the name and address of the servicing finance 
office.  
Voucher Number - insert the voucher number as shown on the Standard Form 1034.  
Schedule Number - leave blank.  
Sheet Number - insert the sheet number if more than one sheet is used in numerical sequence. Use as 
many sheets as necessary to show the information required.  
Number and Date of Order - insert payee's name and address as in the Standard Form 1034.  
Articles or Services - insert the contract number as in the Standard Form 1034, and description.  
Quantity; Unit Price – insert for supply contracts. 
Amount - insert the total quantities contract value, and amount and type of fee payable (as applicable).  
A summary of claimed current and cumulative goods and services delivered and accepted to date. -  
Invoices shall include an itemization of all goods and services delivered and accepted for the period by 
item and by CLIN. Each invoice shall include sufficient detail to identify goods and services as compared. 
 
ELECTRONIC FUNDS TRANSFER (EFT) INFORMATION 


1. To receive payment, the contractor shall submit their EFT information to the 
Government.   EFT information may be submitted by EFT form, through System for 
Award Management (SAM), or on invoice.  Failure to provide the EFT information or 
failure to notify the Government of changes to this EFT information may result in delays 
in payments and/or rejection of the invoice in accordance with the Prompt Payment 
clause of this contract.  EFT forms may be submitted directly the FEMA Finance Center 
at  FEMA-Finance-RecordsMaintenance@fema.dhs.gov, or to the Contracting Office. 


2. If submitting EFT information on invoice/voucher, the following EFT information should 
be submitted: 


 
         (a) Routing Transit Number (RTN) – The contractor shall provide the current 9-digit RTN 
of the payee's bank 
 
         (b) Payee's account number 
 
         (c) Contractor's Tax Identification Number (TIN) 
 
       (The EFT information submitted must be that of the contractor unless there is an official 
Assignment of Claims on file with the payment office.) 
 
       If at any time during the term of this contract, the contractor changes any EFT information, 
(i.e. financial agent, RTN, account number, etc.) the new EFT information must replace the old 
EFT information on subsequent invoices submitted under this contract, through SAM, or by 
submission of a new EFT form.   
 
5. Advertisements, Publicizing Awards and News Releases 
Under no circumstances shall the Contractor, or anyone acting on behalf of the Contractor, refer 
to the supplies, services, or equipment furnished pursuant to the provisions of this contract in any 
publicity/ news release or commercial advertising without first obtaining explicit written consent 
to do so from FEMA Contracting Officer.  This restriction does not apply to marketing materials 







Grants Management Modernization (GMM) Request for Quote (RFQ) 
 
 


 Page 15 
 
 
 


developed for presentation to potential government customers of this contract vehicle. 
 
The Contractor agrees not to refer to awards in commercial advertising in such a manner as to 
state or imply that the product or service provided is endorsed or preferred by the Federal 
Government or is considered by the Government to be superior to other products or services. 
 
6. Identification of Contractor Personnel 
The Contractor shall ensure that its employees and subcontractors will identify themselves as 
employees of their company while working on FEMA contracts.  For example, Contractor 
personnel shall introduce themselves in person and in voice-mail, as employees of their 
respective companies, and not as FEMA employees.  Under no circumstances and at no time 
shall subcontractors of the prime identify themselves as employees of the prime or in any other 
way suggest, by action or inaction, that they are employees of the prime. Failure to adhere to this 
requirement may constitute grounds for termination for cause of the base FEMA BPA. 
Contractor shall ensure that their personnel use the following format signature on all official e-
mails generated by DHS computers: 
 
Name 
Position or Professional Title 
Prime FEMA Contractor Name OR Subcontractor Company Name in support of Prime FEMA 
Contractor Name 
Supporting the __________Division/Office of FEMA 
Phone 
Fax 
 
7. Post-Award Evaluation of Contractor Performance 
Contractor Performance Evaluations: Annual and final evaluations of Contractor performance, at 
the BPA level, will be prepared on this contract in accordance with FAR 42.1500.  The final 
performance evaluations will be prepared following the end of the period of performance.  
Annual and final evaluations will be provided to the Contractor as soon as practicable after 
completion of the evaluation.  The Contractor can elect to review the evaluation and submit 
additional information or a rebuttal statement.  The Contractor shall be permitted thirty (30) days 
to respond.  Contractor response is voluntary.  Any disagreement between the parties regarding 
an evaluation will be referred to the cognizant Division Director (or his/her equivalent), whose 
decision is final. Copies of the evaluations, Contractor responses, and review comments, if any, 
will be retained as part of the contract file, and may be used to support future award decisions. 
 
Electronic Access to Contractor Performance Evaluations: FAR 42.15 requires agencies to 
prepare annual and final evaluations of Contractor performance.   The Past Performance 
Information Retrieval System (PPIRS) is used to record and maintain past performance 
information.  The FEMA utilizes the Contractor Performance Assessment Reporting System 
(CPARS), which feeds its information into the PPIRS system in order to share information with 
other federal agencies. The process for submitting such reports shall be in accordance with 
agency procedures (see below).  Contractors may view evaluations, once completed via CPARS, 
through a secure Web site that can be obtained at the following URL - www.ppirs.gov.    
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The registration process requires the Contractor to identify an individual that will serve as a 
primary contact and who will be authorized access to the evaluation for review and comment.  In 
addition, the Contractor shall be required to identify a secondary contact who will be responsible 
for notifying the cognizant contracting official in the event the primary contact is unavailable to 
process the evaluation within a thirty (30) day time period.  Once a performance evaluation has 
been prepared and is ready for comment, the CPARS will send an email to the Contractor 
representative notifying that individual that a performance evaluation is electronically available 
for review and comment. 
 
8. Access to or Use of Unclassified Facilities, Information Technology 
Resources, and Sensitive Information 
The assurance of the security of unclassified facilities, Information Technology (IT) resources, 
and sensitive information during the acquisition process and contract performance are essential 
to the DHS/FEMA mission. DHS Management Directive (MD) 11042.1 Safeguarding Sensitive 
but Unclassified (For Official Use Only) Information, describes how Contractors must handle 
sensitive but unclassified information.  DHS/FEMA Information Security directives such as MD 
4300A Sensitive Systems Security Policy, the DHS Sensitive Systems Handbook, and mandatory 
configuration guidelines (such as Security Technical Implementation Guides or hardening 
guidelines issued by DHS or DISA) prescribe policies and procedures on security for IT 
resources.  Contractors shall comply with these policies and procedures, any replacement 
publications, or any other current or future DHS policies and procedures covering Contractors 
specifically for all orders that require access to facilities, IT resources or sensitive information.  
Contractors shall not use or redistribute any DHS information processed, stored, or transmitted 
by the Contractor except as specified in the Order. 
 
9. Government Records 
(a) Government's Records:  Except as is provided in paragraph (b) may be otherwise agreed upon 
by the Government and the Contractor, all records acquired or generated by the Contractor, in its 
performance of this contract shall be the property of the Government; and shall be delivered to 
the Government or otherwise disposed of by the Contractor, either as FEMA Contracting Officer 
may from time to time direct during the progress of the work or, in any event, as FEMA 
Contracting Officer directs upon settlement of this contract.  The Contractor shall, subject to 
security regulations, requirements, and other provisions of the contract, have the right to inspect; 
and at its own expense, duplicate only those processes, procedures, or records delivered, or to be 
delivered, to the Government by the Contractor under this contract, or retain duplicates which are 
in excess of the Government's requirements.  However, nothing in this paragraph shall:  (1) 
permit the Contractor to duplicate or retain for its own purposes any official Government 
documents or proprietary information relating to the Government or to other Contractors; (2) 
constitute any commitment on the part of the Government to retain such records for any period 
beyond customary retention periods for the various types of records; and (3) have any effect on 
the provisions of FAR Clause 52.227 14 (DEC 2007), entitled "Rights in Data - General." 
 
(b) Contractor's Own Records:  The following records are considered the property of the 
Contractor and not within the scope of paragraph (a) above: 
(1) Personnel records and files maintained on individual employees, applicants and former 
employees; 
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(2) Privileged or confidential Contractor financial information and correspondence between 
segments of the Contractor's organization; and 
(3) Internal legal files. 
 
(c) Inspection and Audit of Records:  All records acquired, or generated by the Contractor under 
this contract, and in the possession of the Contractor, including those described in paragraph (b) 
above (exclusive of subparagraph (b)(2) and (b)(3)), shall be subject to inspection and audit any 
reasonable times.  The Contractor shall afford the proper facilities for such inspection and audit. 
 
10. Disclosure of Information – Official Use Only  
Each officer or employee of the Contractor or Subcontractor at any tier to whom “Official Use 
Only” information may be made available or disclosed shall be notified in writing by the 
Contractor that “Official Use Only” information disclosed to such officer or employee can be 
used only for a purpose and to the extent authorized herein, and that further disclosure of any 
such “Official Use Only” information, by any means, for a purpose or to an extent unauthorized 
herein, may subject the offender to criminal sanctions imposed by 18 U.S.C. Sections 641 and 
3571.  Section 641 of 18 U.S.C. provides, in pertinent part, that whoever knowingly converts to 
his use or the use of another, or without authority sells, conveys, or disposes of any record of the 
United States or whoever receives the same with the intent to convert it to his use or gain, 
knowing it to have been converted, shall be guilty of a crime punishable by a fine or imprisoned 
up to ten years or both.  
 
11. Confidentiality of Information 
(a) To the extent that the work under this contract requires that the Contractor be given access to 
confidential or proprietary business, technical, or financial information belonging to other private 
parties or the Government, the Contractor shall after receipt thereof, treat such information as 
confidential and agrees not to appropriate such information for its own use or to disclose such 
information to third parties unless specifically authorized by the Contracting Officer in writing.  
The foregoing obligations, however, shall not apply to: 
 
(1) Information which, at the time of receipt by the Contractor, is in the public domain; 
(2) Information which is published after receipt thereof by the Contractor or otherwise becomes 
part of the public domain through no fault of the Contractor; 
(3) Information which the Contractor can demonstrate was in its possession at the time of receipt 
thereof and was not acquired directly or indirectly from the Government or other  companies; or, 
(4) Information which the Contractor can demonstrate was received by them from a third  party 
who did not require the Contractor to hold it in their confidence. 
 
(b) The Contractor shall obtain the written agreement, in a form satisfactory to the FEMA 
Contracting Officer, of each employee permitted access, whereby the employee agrees that 
he/she will not discuss, divulge, or disclose any such information or data to any person or entity 
except those persons within the Contractor's organization directly concerned with the 
performance of the contract. 
 
(c) The Contractor agrees that upon request by the Contracting Officer, it will execute an 
approved agreement with any party whose facilities or proprietary data they are given access to 
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in regards to the restrictive use and disclosure of the data and the information obtained from such 
facilities.  Upon request by Contracting Officer, such an agreement shall also be signed by 
Contractor personnel. 
 
(d) This language shall flow down to all subcontracts. 
 
12. Government-Furnished Property and Government-Furnished Information 
Specific requirements for Government-furnished property and/or Government-furnished 
information will be addressed in the Orders.  
  
13. Unauthorized Work 
The Contractor is not authorized at any time to commence Order performance prior to the 
issuance of a signed Order or other written approval provided by the CO to begin work. 
 
14. Federal Holidays 
The Government observes the following federal holidays.  When any such day falls on a 
Saturday, the preceding Friday is observed.  When any such day falls on a Sunday, the following 
Monday is observed. 
 


New Year’s Day Labor Day 
Martin Luther King, Jr.’s 
Birthday 


Columbus Day 


Presidents’ Day Veterans’ Day 
Memorial Day Thanksgiving Day 
Independence Day Christmas Day 
Inauguration Day  
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Section IV - Clauses 


Grants Management Modernization (GMM) 
Request for Quote (RFQ) 


 
FAR 52.252-2 Clauses Incorporated By Reference (FEB 1998) 
 
This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text.  Upon request, the Contracting Officer will make their full text 
available.  Also, the full text of a clause may be accessed electronically at 
www.acquisition.gov/far. 
 
All GSA Terms and Conditions and clauses are applicable to this BPA. FEMA Terms and 
Conditions and clauses are applicable to this BPA.  
 


FAR Clause No. Title and Date 


52.227-1 Authorization and Consent (DEC 2007) 


52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007) 


52.227-3 Patent Indemnity (APR 1984) 


52.227-14 Rights in Data- General  (May 2014) 


52.227-15 
Representation of Limited Rights Data and Restricted Computer Software (DEC 
2007) 


52.227-16 Additional Data Requirements (June 1987) 


52-227-19 Commercial Computer Software License (DEC 2007) 


52.232-18 Availability of Funds (APR 1984) 


52.232-20 Limitation of Cost (APR 1984) 


52.232-22 Limitation of Funds (APR 1984) 


52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013) 


52.242-1 Notice of Intent to Disallow Costs (APR 1984) 


52.242-3 Penalties for Unallowable Costs (MAY 2014) 


52.243-1 Changes — Fixed-Price (AUG 1987) ALT II (APR 1984) 


52.244-6 Subcontracts for Commercial Items (JUN 2016) 


52.245-1 Government Property (APR 2012) 
 
52.249-2 Termination for Convenience of the Government (Fixed Price) (APR 2012) 
52.249-8 Default (Fixed-Price Supply and Service) (APR 1984) 
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  HSAR Clause 
No. 
  


Title and Date   


3052.203-70 Instructions for Contractor Disclosure of Violations (SEP 2012) 


3052.205-70 Advertisements, Publicizing Awards, and Releases (SEP 2012) 
Alternate I (SEP 2012) 


3052.215-70 Key Personnel and Facilities (DEC 2003) 
3052.228-70 Insurance (DEC 2003) 


3052.242-72 Contracting Officer’s Technical Representative (DEC 2003) 
 
 
52.204-1 -- Approval of Contract (DEC 1989) 
This contract is subject to the written approval of Contracting Officer and shall not be binding 
until so approved. 
 
52.216-19 -- Order Limitations (OCT 1995) 
 (a) Minimum order. When the Government requires supplies or services covered by this contract 
in an amount of less than $50.00 the Government is not obligated to purchase, nor is the 
Contractor obligated to furnish, those supplies or services under the contract. 


(b) Maximum order. The Contractor is not obligated to honor -- 


(1) Any order for a single item in excess of $80,000,000.00. 


(2) Any order for a combination of items in excess of $80,000,000.00. 


or 


(3) A series of orders from the same ordering office within 30 days that together call for 
quantities exceeding the limitation in subparagraph (b)(1) or (2) of this section. 


(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-
21 of the Federal Acquisition Regulation (FAR)), the Government is not required to order a part 
of any one requirement from the Contractor if that requirement exceeds the maximum-order 
limitations in paragraph (b) of this section. 


(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order 
exceeding the maximum order limitations in paragraph (b), unless that order (or orders) is 
returned to the ordering office within 5 days after issuance, with written notice stating the 
Contractor’s intent not to ship the item (or items) called for and the reasons. Upon receiving this 
notice, the Government may acquire the supplies or services from another source. 


52.217-8 -- Option to Extend Services (Nov 1999) 
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The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed 6 months. 
The Contracting Officer may exercise the option by written notice to the Contractor within 30 
days.  


In accordance with FAR 52.217-5 and FAR 52.217-8, the Government will evaluate a price for 
the Option to Extend Services, in case the Government elects to exercise that option.  The 
method for calculating the price for that option will be to take the price of all CLINS for the last 
option period and extend the estimated price for an additional six months of performance, in 
accordance with the maximum time available for extension under the clause.  This will give the 
total price for the base period of performance and all options contained in the contract.  The 
contractor is not to price anything for this six month option.  The Government will add the 
calculated price for the six month Option to Extend Services to the contractor’s proposed total 
price. 


52.217-9 -- Option to Extend the Term of the Contract (MAR 2000) 
 (a) The Government may extend the term of this contract by written notice to the Contractor 
within 30 days provided that the Government gives the Contractor a preliminary written notice 
of its intent to extend at least 30 days before the contract expires. The preliminary notice does 
not commit the Government to an extension. 


(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 


(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 5 years and 6 months. 


 


HSAR Clauses Incorporated In Full Text 
 
3052.215-70 Key personnel or facilities (DEC 2003)  
(a) The personnel or facilities specified below are considered essential to the work being 
performed under this contract and may, with the consent of the contracting parties, be changed 
from time to time during the course of the contract by adding or deleting personnel or facilities, 
as appropriate.  
 
(b) Before removing or replacing any of the specified individuals or facilities, the Contractor 
shall notify the Contracting Officer, in writing, before the change becomes effective. The 
Contractor shall submit sufficient information to support the proposed action and to enable the 
Contracting Officer to evaluate the potential impact of the change on this contract. The 
Contractor shall not remove or replace personnel or facilities until the Contracting Officer 
approves the change.  
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The Key Personnel or Facilities under this Contract:  
Program Manager 
Any additional Key Personnel designated by Quoter 


 
3052.204-71 CONTRACTOR EMPLOYEE ACCESS (SEP 2012) 
(a) Sensitive Information, as used in this clause, means any information, which if lost, 
misused, disclosed, or, without authorization is accessed, or modified, could adversely affect 
the national or homeland security interest, the conduct of Federal programs, or the privacy to 
which individuals are entitled under section 552a of title 5, United States Code (the Privacy 
Act), but which has not been specifically authorized under criteria established by an 
Executive Order or an Act of Congress to be kept secret in the interest of national defense, 
homeland security or foreign policy. This definition includes the following categories of 
information: 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107- 
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of 
Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the PCII Program Manager or his/her 
designee); 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the Assistant Secretary for the 
Transportation Security Administration or his/her designee) 
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential 
to the national or homeland security interest; and 
(4) Any information that is designated “sensitive” or subject to other controls, safeguards 
or protections in accordance with subsequently adopted homeland security information 
handling procedures. 
(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet 
sites. 
(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting 
Officer. Upon the Contracting Officer's request, the Contractor's 06-01-2006 HSAR 52-6 
employees shall be fingerprinted, or subject to other investigations as required. All 
Contractor employees requiring recurring access to Government facilities or access to 
sensitive information or IT resources are required to have a favorably adjudicated background 
investigation prior to commencing work on this contract unless this requirement is waived 
under Departmental procedures. 
(d) The Contracting Officer may require the Contractor to prohibit individuals from working 
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on the contract if the Government deems their initial or continued employment contrary to 
the public interest for any reason, including, but not limited to, carelessness, 
insubordination, incompetence, or security concerns. 
(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person 
unless authorized in writing by the Contracting Officer. For those Contractor employees 
authorized access to sensitive information, the Contractor shall ensure that these persons 
receive training concerning the protection and disclosure of sensitive information both 
during and after contract performance. 
(f) The Contractor shall include the substance of this clause in all subcontracts at any tier 
where the subcontractor may have access to Government facilities, sensitive information, or 
resources. 


(End of clause) 
 
ALTERNATE I (SEP 2012) 
When the contract will require contractor employees to have access to Information 
Technology (IT) resources, add the following paragraphs: 
(g) Before receiving access to IT resources under this contract the individual must 
receive a security briefing, which the Contracting Officer’s Technical Representative 
(COTR) will arrange, and complete any nondisclosure agreement furnished by DHS. 
(h) The Contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary 
for performance of the work under this contract. Any attempts by Contractor personnel to 
gain access to any information technology resources not expressly authorized by the 
statement of work, other terms and conditions in this contract, or as approved in writing by 
the COTR, is strictly prohibited. In the event of violation of this provision, DHS will take 
appropriate actions with regard to the contract and the individual(s) involved. 
 
(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the Contractor performs business for the DHS Component. It is 
not a right, a guarantee of access, a condition of the contract, or Government 06-01-2006 
HSAR 52-7 Furnished Equipment (GFE). 
(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold 
and save DHS harmless from any unauthorized use and agrees not to request additional time 
or money under the contract for any delays resulting from unauthorized use or access. 
(k) Non-U.S. citizens shall not be authorized to access or assist in the development, 
operation, management or maintenance of Department IT systems under the contract, unless 
a waiver has been granted by the Head of the Component or designee, with the concurrence 
of both the Department’s Chief Security Officer (CSO) and the Chief Information Officer 
(CIO) or their designees. Within DHS Headquarters, the waiver may be granted only with 
the approval of both the CSO and the CIO or their designees. In order for a waiver to be 
granted: 
(1) There must be a compelling reason for using this individual as opposed to a U. S. citizen; 


and 
(2) The waiver must be in the best interest of the Government. 
(l) Contractors shall identify in their quotes the names and citizenship of all non-U.S. citizens 
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proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the Contracting Officer. 


(End of clause) 
 
 
HSAR 3052.209-70 PROHIBITION ON CONTRACTS WITH 
CORPORATE EXPATRIATES (JUN 2006) 


 
(a) Prohibitions. 


 
Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of 
Homeland Security from entering into any contract with a foreign incorporated entity which 
is treated as an inverted domestic corporation as defined in this clause, or with any 
subsidiary of such an entity. The Secretary shall waive the prohibition with respect to any 
specific contract if the Secretary determines that the waiver is required in the interest of 
national security. 


 
(b) Definitions. As used in this clause: 
  
Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the 
Internal Revenue Code of 1986 (without regard to section 1504(b) of such Code), except that 
section 1504 of such Code shall be applied by substituting `more than 50 percent' for `at least 
80 percent' each place it appears. 


 
Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 
835 of the Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation 
for purposes of the Internal Revenue Code of 1986. 


 
Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted 
domestic corporation if, pursuant to a plan (or a series of related transactions)— 


 
(1) The entity completes the direct or indirect acquisition of substantially all of 
the properties held directly or indirectly by a domestic corporation or 
substantially   all of the properties constituting a trade or business of a 
domestic partnership; 


 
(2) After the acquisition at least 80 percent of the stock (by vote or value) of 
the entity is held— 


 
(i) In the case of an acquisition with respect to a domestic 
corporation, by former shareholders of the domestic corporation 
by reason of holding stock in the domestic corporation; or 


 
(ii) In the case of an acquisition with respect to a domestic 
partnership, by former partners of the domestic partnership 
by reason of holding a capital or profits interest in the 
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domestic partnership; and 
 


(3) The expanded affiliated group which after the acquisition includes the 
entity does not have substantial business activities in the foreign country in 
which or under the law of which the entity is created or organized when 
compared to the total business activities of such expanded affiliated group. 


 
Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), 
and 
(5) of section 7701(a) of the Internal Revenue Code of 1986, respectively. 


 
(c) Special rules. The following definitions and special rules shall apply when 
determining whether a foreign incorporated entity should be treated as an inverted 
domestic corporation. 


 
(1) Certain stock disregarded. For the purpose of treating a foreign 
incorporated entity as an inverted domestic corporation these shall not be 
taken into account in determining ownership: 


 
(i) Stock held by members of the expanded affiliated group 
which includes the foreign incorporated entity; or  


 


(ii) Stock of such entity which is sold in a public offering related 
to an acquisition described in section 835(b)(1) of the 
Homeland Security Act, 6 U.S.C. 395(b)(1). 


 
(2) Plan deemed in certain cases. If a foreign incorporated entity acquires 
directly or indirectly substantially all of the properties of a domestic 
corporation or partnership during the 4-year period beginning on the date 
which is 2 years before the ownership requirements of subsection (b)(2) are 
met, such actions shall be treated as pursuant to a plan. 


 
(3) Certain transfers disregarded. The transfer of properties or liabilities 
(including by contribution or distribution) shall be disregarded if such 
transfers are part of a plan a principal purpose of which is to avoid the 
purposes of this section. 


 
(d) Special rule for related partnerships. For purposes of applying section 835(b) of the 
Homeland Security Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except 
as provided in regulations, all domestic partnerships which are under common control 
(within the meaning of section 482 of the Internal Revenue Code of 1986) shall be treated 
as a partnership. 


 
(e) Treatment of Certain Rights. 


 
(1) Certain rights shall be treated as stocks to the extent necessary to reflect 
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the present value of all equitable interests incident to the transaction, as 
follows: 


 
(i) warrants; 


 
(ii) options; 


 
(iii) contracts to acquire stock; 


 
(iv) convertible debt instruments; and 


 
(v) others similar interests. 


 
(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed 
appropriate to do so to reflect the present value of the transaction or to 
disregard transactions whose recognition would defeat the purpose of Section 
835. 


 
(f) Disclosure. The Quoter under this solicitation represents that [Check one]: 


 


     it is not a foreign incorporated entity that should be treated as an inverted domestic 
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-
7003; 
     it is a foreign incorporated entity that should be treated as an inverted domestic corporation 
pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has 
submitted a request for waiver pursuant to 3009.108-7004, which has not been denied; or 


 


     it is a foreign incorporated entity that should be treated as an inverted domestic 
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-
7003, but it plans to submit a request for waiver pursuant to 3009.108-7004. 


 
(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver 
request, if a waiver has been applied for, shall be attached to the bid or proposal. 


 
(End) 


 
 
 


HSAR 3052.209-73 Limitation of Future Contracting (Jun 2006) 
 
(a) The Contracting Officer has determined that this acquisition may give rise to a potential 
organizational conflict of interest. Accordingly, the attention of prospective Quoters is invited to 
FAR Subpart 9.5--Organizational Conflicts of Interest. 
 
(b) The nature of this conflict is due to the software development support detailed in the 
Statement of Objectives. 
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(c) The restrictions upon future contracting are as follows: 
 
(1)  The Government considers the below referenced FEMA contracts/solicitations to be 
organizational conflict of interests with the FEMA Grants Management Modernization SPARC 
Request for Quote and any resultant BPA.  Contractors, subcontractors and consultants which 
have a current award or which receive an award under any of the below referenced FEMA 
contracts/solicitations may therefore be considered to have an organizational conflict of interest 
with the FEMA Grants Management Modernization SPARC Request for Quote and any resultant 
BPA.  If a Quoter with a potential or actual conflict of interest or unfair competitive advantage 
believes the conflict can be avoided, neutralized, or mitigated, the Quoter shall submit a 
mitigation plan to the Government for review as part of its Price Volume submission in 
accordance with the terms and conditions of the FEMA Grants Management Modernization 
SPARC Request for Quote. 


Acquisition 
Considerations 


Domain 
Analysis 
[closed] 


Program Mgt. 
Support 
Services 


(PMSS)/PW
C 


Acquisition 
Planning 
Support 


Legacy 
Systems 
Analysis 


DataDRAFT B-SIGMA Operational 
Test Agent 


Support 


Action Identifier HSFE40-14- GS10F04664 HSHQDC- HSHQDC-06- GS-35F- GS-35F- HSFE70-16-D- 
(e.g. contract or 
 


A-0184 HSFE60-16- 14-D-0006 D-0001 320AA / 0119F / 0207 
grant number) 
IDV PIID 


HSFE40-15- 
J-0158 


[closed] 


F-0202 HSFE40-16- 
J-0200 


/HSFEHQ-08- 
J-2009, Work 


Order 44 


HSF330- 
16F-0232 


HSF330
- 16F-
0232  


 Contractor Gryphon 
Scientific 


Price 
Waterhouse 


Coopers 
Public Sector 


LLP 


MITRE- 
System 


Engineering 
& 


Development 
Institute (SEDI) 


IBM 
Corporation 


Constellation 
Software 
Engineering 


Carahsoft Garud 
Technology 
Services 


Description of 
Service 


Data gap 
analysis with 


external 
internal/repor


t ting 
requirements 


analysis, 
transition 
plan, and 


environment 
for staging 


Administrativ
e Support, 


Scheduling, 
Notes, 


Comment 
adjudication, 


Budget 
Documents 


Grants 
Management 


Modernization 
- Acquisition 
Life-Cycle 


Support 


FEMA 
Enterprise 


Applications 
Development 


Integration and 
Sustainment 


Support 


Conducts 
functional 


performance 
and data 


architecture/ 
management 


analysis; 
functional/tech
nical system 


level 
transformation 


& transition 
planning 


Provides 
provide 


discovery, 
analysis, 


re- design, 
and 


prototyping 
the future 
state of 
FEMA 


Grants 
Domain 


Interact & 
coordinate with 


DHS S&T 
DOT&E and the 


Test Area 
Managers 
(TAMs) 


 
Plan, prepare, 
and conduct 
OT&E with 
associated 


cybersecurity 
testing 


 
Review test 


plans, scripts, 
and Release Test 


activities for 
possible 


inclusion of test 
data 
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Period of 
Performance 
(start and end 
dates) 


Jul 2, 2015 – 
Oct 1, 2016 


Mar 16.2017 
– Mar 15, 


2019 


Feb 25, 2016 – 
June 24, 2017 


Feb 29, 2016 – 
Mar 13, 2017 


June 27, 2016 
– Dec 26, 2019 


Jul 20, 
2016 – Jul 
19, 2018 


Nov 16, 2016 – 
Jan 31, 2018 


 
 
 


(2)  If the Contractor, under the terms of this contract, or through the performance of tasks 
pursuant to this contract, is required to develop specifications or statements of work that are to be 
incorporated into a solicitation, the Contractor shall be ineligible to perform the work described 
in that solicitation as a prime or first-tier subcontractor under an ensuing DHS contract. This 
restriction shall remain in effect for a reasonable time, as agreed to by the Contracting Officer 
and the Contractor, sufficient to avoid unfair competitive advantage or potential bias (this time 
shall in no case be less than the duration of the initial production contract). DHS shall not 
unilaterally require the Contractor to prepare such specifications or statements of work under this 
contract. 


 
(3) To the extent that the work under this contract requires access to proprietary, business 
confidential, or financial data of other companies, and as long as these data remain proprietary or 
confidential, the Contractor shall protect the data from unauthorized use and disclosure and 
agrees not to use them to compete with those other companies. 


 
(End of clause) 


 
 


INFORMATION TECHNOLOGY SECURITY AND PRIVACY 
TRAINING (MAR 2015) 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert 
the substance of this clause in all subcontracts. 


 
(b) Security Training Requirements. 


 
(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness 
materials annually or whenever system security changes occur, or when the user’s 
responsibilities 
change.  The Department of Homeland Security (DHS) requires that Contractor employees 
take an annual Information Technology Security Awareness Training course before accessing 
sensitive information under the contract. Unless otherwise specified, the training shall be 
completed within thirty (30) days of contract award and be completed on an annual basis 
thereafter not later than October 31st of each year. Any new Contractor employees assigned to 
the contract shall complete the training before accessing sensitive information under the  
contract.  The training is accessible at http://www.dhs.gov/dhs-security-and-training- 
requirements-contractors.  The Contractor shall maintain copies of training certificates for all 
Contractor and subcontractor employees as a record of compliance. Unless otherwise 
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specified, initial training certificates for each Contractor and subcontractor employee shall be 
provided to the Contracting Officer’s Representative (COR) not later than thirty (30) days 
after contract award.  Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the COR via e-mail notification not later than October 31st 


of each year. The e-mail notification shall state the required training has been completed for 
all Contractor and subcontractor employees. 


 
(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 
that will have access to DHS systems and sensitive information. The DHS Rules of Behavior 
shall be signed before accessing DHS systems and sensitive information. The DHS Rules of 
Behavior is a document that informs users of their responsibilities when accessing DHS 
systems and holds users accountable for actions taken while accessing DHS systems and 
using DHS Information Technology resources capable of inputting, storing, processing, 
outputting, and/or transmitting sensitive information.  The DHS Rules of Behavior is 
accessible at  http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  Unless 
otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) days of 
contract award.  Any new Contractor employees assigned to the contract shall also sign the 
DHS Rules of Behavior before accessing DHS systems and sensitive information. The 
Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and 
subcontractor employees as a record of compliance.  Unless otherwise specified, the 
Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR not later 
than thirty (30) days after contract award for each employee. The DHS Rules of Behavior 
will be reviewed annually and the COR will provide notification when a review is required. 


 
(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have 
access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to 
take Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII.  The 
training is accessible at http://www.dhs.gov/dhs-security-and-training-requirements- 
contractors.  Training shall be completed within thirty (30) days of contract award and be 
completed on an annual basis thereafter not later than October 31st of each year. Any new 
Contractor employees assigned to the contract shall also complete the training before 
accessing PII and/or SPII.  The Contractor shall maintain copies of training certificates for 
all Contractor and subcontractor employees as a record of compliance.  Initial training 
certificates for each Contractor and subcontractor employee shall be provided to the COR 
not later than thirty (30) days after contract award.  Subsequent training certificates to 
satisfy the annual training requirement shall be submitted to the COR via e-mail 
notification not later than October 31st of each year.  The e-mail notification shall state the 
required training has been completed for all Contractor and subcontractor employees. 


 
(End of clause) 


 
SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015) 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert 
the substance of this clause in all subcontracts. 
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(b) Definitions.  As used in this clause— 
 


“Personally Identifiable Information (PII)” means information that can be used to distinguish 
or trace an individual's identity, such as name, social security number, or biometric records, 
either alone, or when combined with other personal or identifying information that is linked 
or linkable to a specific individual, such as date and place of birth, or mother’s maiden name.  
The definition of PII is not anchored to any single category of information or technology.  
Rather, it requires a case-by-case assessment of the specific risk that an individual can be 
identified.  In performing this assessment, it is important for an agency to recognize that non-
personally identifiable information can become personally identifiable information whenever 
additional information is available information, could be used to identify an individual. 


 
PII is a subset of sensitive information.  Examples of PII include, but are not limited to: 
name, date of birth, mailing address, telephone number, Social Security number (SSN), email 
address, zip code, account numbers, certificate/license numbers, vehicle identifiers including 
license plates, uniform resource locators (URLs), static Internet protocol addresses, biometric 
identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 
unique identifying number or characteristic, and any information where it is reasonably 
foreseeable that the information will be linked with other information to identify the 
individual. 


 
“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee 
Access, as any information, which if lost, misused, disclosed, or, without authorization is 
accessed, or modified, could adversely affect the national or homeland security interest, the 
conduct of Federal programs, or the privacy to which individuals are entitled under section 
552a of Title 5, United States Code (the Privacy Act), but which has not been specifically 
authorized under Quoter established by an Executive Order or an Act of Congress to be kept 
secret in the interest of national defense, homeland security or foreign policy. This 
definition includes the following categories of information: 


 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing 
regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the 
applicable PCII Procedures Manual, as amended, and any supplementary guidance 
officially communicated by an authorized official of the Department of Homeland 
Security (including the PCII Program Manager or his/her designee); 


 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and 
Control of SSI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration or 
his/her designee); 


 
(3) Information designated as “For Official Use Only,” which is unclassified 
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information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person’s privacy or welfare, the conduct of Federal programs, or 
other programs or operations essential to the national or homeland security interest; 
and 


 
(4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland security 
information handling procedures. 


 
“Sensitive Information Incident” is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, or unauthorized access or attempted access of any 
Government system, Contractor system, or sensitive information. 


 
“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 
compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual. Some forms of PII are 
sensitive as stand-alone elements.  Examples of such PII include: Social Security 
numbers (SSN), driver’s license or state identification number, Alien Registration 
Numbers (A-number), financial account number, and biometric identifiers such as 
fingerprint, voiceprint, or iris scan.  Additional examples include any groupings of 
information that contain an individual’s name or other unique identifier plus one or 
more of the following elements: 


 
(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother’s maiden name, 
account passwords or personal identification numbers (PIN) 


 
Other PII may be “sensitive” depending on its context, such as a list of employees and 
their performance ratings or an unlisted home address or phone number.  In contrast, a 
business card or public telephone directory of agency employees contains PII but is 
not sensitive. 


 
(c) Authorities.  The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors, or available upon request from the Contracting Officer, including but not 
limited to: 


 
(1) DHS Management Directive 11042.1 Safeguarding Sensitive But 
Unclassified (for Official Use Only) Information 
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(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally 
Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland 
Security Personnel Suitability and Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance 
(9) Federal Information Processing Standard (FIPS) 140-2 Security 
Requirements for Cryptographic Modules accessible at  
http://csrc.nist.gov/groups/STM/cmvp/standards.html  


 


(10) National Institute of Standards and Technology (NIST) Special 
Publication 800-53 Security and Privacy Controls for Federal Information 
Systems and Organizations accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 
(11) NIST Special Publication 800-88 Guidelines for Media 
Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 


 


(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well as 
the policies and procedures described below, is required. 


 
(1) Department of Homeland Security (DHS) policies and procedures on 
Contractor personnel security requirements are set forth in various 
Management Directives (MDs), Directives, and Instructions. MD 11042.1, 
Safeguarding Sensitive But Unclassified (For Official Use Only) Information 
describes how Contractors must handle sensitive but unclassified information. 
DHS uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but 
unclassified information that is not otherwise categorized by statute or 
regulation. Examples of sensitive information that are categorized by statute 
or regulation are PCII, SSI, etc.  The DHS Sensitive Systems Policy Directive 
4300A and the DHS 4300A Sensitive Systems Handbook provide the policies 
and procedures on security for Information Technology (IT) resources. The 
DHS Handbook for Safeguarding Sensitive Personally Identifiable 
Information provides guidelines to help safeguard SPII in both paper and 
electronic form.  DHS Instruction Handbook 121-01-007 Department of 
Homeland Security Personnel Suitability and Security Program establishes 
procedures, program responsibilities, minimum standards, and reporting 
protocols for the DHS Personnel Suitability and Security Program. 


 
(2) The Contractor shall not use or redistribute any sensitive information 
processed, stored, and/or transmitted by the Contractor except as specified in 
the contract. 
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(3) All Contractor employees with access to sensitive information shall 
execute DHS Form 11000-6, Department of Homeland Security Non-
Disclosure Agreement (NDA), as a condition of access to such information. 
The Contractor shall maintain signed copies of the NDA for all employees 
as a record of compliance.  The Contractor shall provide copies of the signed 
NDA to the Contracting Officer’s Representative (COR) no later than two 
(2) days after execution of the form. 


 
(4) The Contractor’s invoicing, billing, and other recordkeeping systems 
maintained to support financial or other administrative functions shall not 
maintain SPII.  It is acceptable to maintain in these systems the names, titles 
and contact information for the COR or other Government personnel 
associated with the administration of the contract, as needed. 


 
(e) Authority to Operate.  The Contractor shall not input, store, process, output, and/or 
transmit sensitive information within a Contractor IT system without an Authority to 
Operate (ATO) signed by the Headquarters or Component CIO, or designee, in consultation 
with the Headquarters or Component Privacy Officer.  Unless otherwise specified in the 
ATO letter, the ATO is valid for three (3) years. The Contractor shall adhere to current 
Government policies, procedures, and guidance for the Security Authorization (SA) process 
as defined below. 


 
(1) Complete the Security Authorization process. The SA process shall 
proceed according to the DHS Sensitive Systems Policy Directive 4300A 
(Version 11.0, April 30, 2014), or any successor publication, DHS 4300A 
Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor 
publication, and the Security Authorization Process Guide including 
templates. 


 
(i) Security Authorization Process Documentation.  SA documentation 


shall be developed using the Government provided Requirements 
Traceability Matrix and Government security documentation 
templates.  SA documentation consists of the following: Security Plan, 
Contingency Plan, Contingency Plan Test Results, Configuration 
Management Plan, Security Assessment Plan, Security Assessment 
Report, and Authorization to Operate Letter. Additional documents 
that may be required include a Plan(s) of Action and Milestones and 
Interconnection Security Agreement(s).  During the development of SA 
documentation, the Contractor shall submit a signed SA package, 
validated by an independent third party, to the COR for acceptance by 
the Headquarters or Component CIO, or designee, at least thirty (30) 
days prior to the date of operation of the IT system. The Government is 
the final authority on the compliance of the SA package and may limit 
the number of resubmissions of a modified SA package.  Once the 
ATO has been accepted by the Headquarters or Component CIO, or 
designee, the Contracting Officer shall incorporate the ATO into the 
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contract as a compliance document.  The Government’s acceptance of 
the ATO does not alleviate the Contractor’s responsibility to ensure the 
IT system controls are implemented and operating effectively. 


 
(ii) Independent Assessment.  Contractors shall have an independent third 


party validate the security and privacy controls in place for the 
system(s). The independent third party shall review and analyze the 
SA package, and report on technical, operational, and management 
level deficiencies as outlined in NIST Special Publication 800-53 
Security and Privacy Controls for Federal Information Systems and 
Organizations.  The Contractor shall address all deficiencies before 
submitting the SA package to the Government for acceptance. 


 
(iii) Support the completion of the Privacy Threshold Analysis (PTA) as 


needed.  As part of the SA process, the Contractor may be required to 
support the Government in the completion of the PTA.  The 
requirement to complete a PTA is triggered by the creation, use, 
modification, upgrade, or disposition of a Contractor IT system that 
will store, maintain and use PII, and must be renewed at least every 
three (3) years. Upon review of the PTA, the DHS Privacy Office 
determines whether a Privacy Impact Assessment (PIA) and/or Privacy 
Act System of Records Notice (SORN), or modifications thereto, are 
required. The Contractor shall provide all support necessary to assist 
the Department in completing the PIA in a timely manner and shall 
ensure that project management plans and schedules include time for 
the completion of the PTA, PIA, and SORN (to the extent required) as 
milestones.  Support in this context includes responding timely to 
requests for information from the Government about the use, access, 
storage, and maintenance of PII on the Contractor’s system, and 
providing timely review of relevant compliance documents for factual 
accuracy.  Information on the DHS privacy compliance process, 
including PTAs, PIAs, and SORNs, is accessible at  
http://www.dhs.gov/privacy-compliance. 


 


(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO 
shall be renewed every three (3) years.  The Contractor is required to update 
its SA package as part of the ATO renewal process. The Contractor shall 
update its SA package by one of the following methods: (1) Updating the SA 
documentation in the DHS automated information assurance tool for 
acceptance by the Headquarters or Component CIO, or designee, at least 90 
days before the ATO expiration date for review and verification of security 
controls; or (2) Submitting an updated SA package directly to the COR for 
approval by the Headquarters or Component CIO, or designee, at least 90 days 
before the ATO expiration date for review and verification of security 
controls.  The 90 day review process is independent of the system production 
date and therefore it is important that the Contractor build the review into 
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project schedules. The reviews may include onsite visits that involve physical 
or logical inspection of the Contractor environment to ensure controls are in 
place. 


 
(3) Security Review.  The Government may elect to conduct random periodic 
reviews to ensure that the security requirements contained in this contract are 
being implemented and enforced. The Contractor shall afford DHS, the Office 
of the Inspector General, and other Government organizations access to the 
Contractor’s facilities, installations, operations, documentation, databases and 
personnel used in the performance of this contract. The Contractor shall, 
through the Contracting Officer and COR, contact the Headquarters or 
Component CIO, or designee, to coordinate and participate in review and 
inspection activity by Government organizations external to the DHS. Access 
shall be provided, to the extent necessary as determined by the Government, 
for the Government to carry out a program of inspection, investigation, and 
audit to safeguard against threats and hazards to the integrity, availability and 
confidentiality of Government data or the function of computer systems used 
in performance of this contract and to preserve evidence of computer crime. 


 
(4) Continuous Monitoring.  All Contractor-operated systems that input, 
store, process, output, and/or transmit sensitive information shall meet or 
exceed the continuous monitoring requirements identified in the Fiscal 
Year 2014 DHS Information Security Performance Plan, or successor 
publication. The plan is updated on an annual basis.  The Contractor shall 
also store monthly continuous monitoring data at its location for a period 
not less than one year from the date the data is created.  The data shall be 
encrypted in accordance with FIPS 140-2 Security Requirements for 
Cryptographic Modules and shall not be stored on systems that are shared 
with other commercial or Government entities.  The Government may 
elect to perform continuous monitoring and IT security scanning of 
Contractor systems from Government tools and infrastructure. 


 
(5) Revocation of ATO.  In the event of a sensitive information incident, 
the Government may suspend or revoke an existing ATO (either in part 
or in whole).  If an ATO is suspended or revoked in accordance with this 
provision, the Contracting Officer may direct the Contractor to take 
additional security measures to secure sensitive information.  These 
measures may include restricting access to sensitive information on the 
Contractor IT system under this contract. Restricting access may 
include disconnecting the system processing, storing, or transmitting 
the sensitive information from the Internet or other networks or applying 
additional security controls. 


 
(6) Federal Reporting Requirements.  Contractors operating information 
systems on behalf of the Government or operating systems containing 
sensitive information shall comply with Federal reporting requirements. 
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Annual and quarterly data collection will be coordinated by the Government. 
Contractors shall provide the COR with requested information within three 
(3) business days of receipt of the request.  Reporting requirements are 
determined by the Government and are defined in the Fiscal Year 2014 DHS 
Information Security Performance Plan, or successor publication.  The 
Contractor shall provide the Government with all information to fully satisfy 
Federal reporting requirements for Contractor systems. 


 
(f) Sensitive Information Incident Reporting Requirements. 


(1) All known or suspected sensitive information incidents shall be reported to 
the Headquarters or Component Security Operations Center (SOC) within one 
hour of discovery in accordance with 4300A Sensitive Systems Handbook 
Incident Response and Reporting requirements. When notifying the 
Headquarters or Component SOC, the Contractor shall also notify the 
Contracting Officer, COR, Headquarters or Component Privacy Officer, and 
US-CERT using the contact information identified in the contract.  If the 
incident is reported by phone or the Contracting Officer’s email address is not 
immediately available, the Contractor shall contact the Contracting Officer 
immediately after reporting the incident to the Headquarters or Component 
SOC. The Contractor shall not include any sensitive information in the subject 
or body of any e-mail. To transmit sensitive information, the Contractor shall 
use FIPS 140-2 Security Requirements for Cryptographic Modules compliant 
encryption methods to protect sensitive information in attachments to email.  
Passwords shall not be communicated in the same email as the attachment. A 
sensitive information incident shall not, by itself, be interpreted as evidence 
that the Contractor has failed to provide adequate information security 
safeguards for sensitive information, or has otherwise failed to meet the 
requirements of the contract. 


 
(2) If a sensitive information incident involves PII or SPII, in addition to the 
reporting requirements in 4300A Sensitive Systems Handbook Incident 
Response and Reporting, Contractors shall also provide as many of the 
following data elements that are available at the time the incident is reported, 
with any remaining data elements provided within 24 hours of submission of 
the initial incident report: 


 
(i) Data Universal Numbering System (DUNS); 
(ii) Contract numbers affected unless all contracts by the company 


are affected; 
(iii) Facility CAGE code if the location of the event is different 


than the prime contractor location; 
(iv) Point of contact (POC) if different than the POC recorded in 


the System for Award Management (address, position, 
telephone, email); 


(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
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(vii) Name of subcontractor and CAGE code if this was an incident 
on a subcontractor network; 


(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time 


of the incident, both at the Contractor and subcontractor 
level; 


(xii) Description of the Government PII and/or SPII contained 
within the system; 


(xiii) Number of people potentially affected and the estimate or 
actual number of records exposed and/or contained within the 
system; and 


(xiv) Any additional information relevant to the incident. 
 


(g) Sensitive Information Incident Response Requirements. 
(1) All determinations related to sensitive information incidents, including 


response activities, notifications to affected individuals and/or Federal 
agencies, and related services (e.g., credit monitoring) will be made in writing 
by the Contracting Officer in consultation with the Headquarters or 
Component CIO and Headquarters or Component Privacy Officer. 


 
(2) The Contractor shall provide full access and cooperation for all activities 


determined by the Government to be required to ensure an effective 
incident response, including providing all requested images, log files, and 
event information to facilitate rapid resolution of sensitive information 
incidents. 


 
(3) Incident response activities determined to be required by the Government 


may include, but are not limited to, the following: 
 


i. Inspections, 
ii. Investigations, 


iii. Forensic reviews, and 
iv. Data analyses and processing. 


 
(4) The Government, at its sole discretion, may obtain the assistance from 


other Federal agencies and/or third-party firms to aid in incident response 
activities. 


 
(h) Additional PII and/or SPII Notification Requirements. 


(1) The Contractor shall have in place procedures and the capability to notify 
any individual whose PII resided in the Contractor IT system at the time 
of 
the sensitive information incident not later than 5 business days after being 
directed to notify individuals, unless otherwise approved by the Contracting 
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Officer.  The method and content of any notification by the Contractor shall 
be coordinated with, and subject to prior written approval by the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, 
utilizing the DHS Privacy Incident Handling Guidance.  The Contractor shall 
not proceed with notification unless the Contracting Officer, in consultation 
with the Headquarters or Component Privacy Officer, has determined in 
writing that notification is appropriate. 


 
(2) Subject to Government analysis of the incident and the terms of its 


instructions to the Contractor regarding any resulting notification, the 
notification method may consist of letters to affected individuals sent by 
first class mail, electronic means, or general public notice, as approved by 
the Government.  Notification may require the Contractor’s use of address 
verification and/or address location services.  At a minimum, the 
notification shall include: 


 
(i) A brief description of the incident; 
(ii) A description of the types of PII and SPII involved; 
(iii) A statement as to whether the PII or SPII was encrypted 


or protected by other means; 
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to 


investigate the incident, to mitigate the incident, and to 
protect against any future incidents; and 


(vi) Information identifying who individuals may contact for 
additional information. 


 
 


 


(i) Credit Monitoring Requirements.  In the event that a sensitive information incident 
involves PII or SPII, the Contractor may be required to, as directed by the Contracting 
Officer: 


(1) Provide notification to affected individuals as described above; and/or 
 


(2) Provide credit monitoring services to individuals whose data was under the 
control of the Contractor or resided in the Contractor IT system at the time of 
the sensitive information incident for a period beginning the date of the incident 
and extending not less than 18 months from the date the individual is notified. 
Credit monitoring services shall be provided from a company with which the 
Contractor has no affiliation. At a minimum, credit monitoring services shall 
include: 


 
(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use 
of fraud alerts; and/or 
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(3) Establish a dedicated call center. Call center services shall include: 
 


(i) A dedicated telephone number to contact customer service within a 
fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports 
and credit scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls 
that cannot be handled by call center staff and must be resolved by call center 
management or DHS, as appropriate), and other key metrics; 
(iv) Escalation of calls that cannot be handled by call center staff to call 
center management or DHS, as appropriate; 
(v) Customized FAQs, approved in writing by the Contracting Officer in 
coordination with the Headquarters or Component Chief Privacy Officer; 
and 
(vi) Information for registrants to contact customer service representatives 
and fraud resolution representatives for credit monitoring assistance. 


 
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information.  As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special 
Publication 800-88 Guidelines for Media Sanitization. 
 


BACKGROUND INVESTIGATIONS 
 
All contractor personnel who require access to DHS or FEMA information systems, routine 
access to DHS or FEMA facilities, or access to sensitive information, including but not limited to 
Personally Identifiable Information (PII), shall be subject to a full background investigation 
commensurate with the level of the risk associated with the job function or work being 
performed.  FEMA’s Personnel Security Division (PSD) will determine the risk designation for 
each contractor position by comparing the functions and duties of the position against those of a 
same or similar federal position, applying the same standard for evaluating the associated 
potential for impact on the integrity and efficiency of federal service.   
 
Low Risk without Information System Access 
Contractor personnel occupying positions or performing functions with a Low Risk designation 
and who do not require access to DHS or FEMA information systems shall undergo a National 
Agency Check with Inquiries (NACI) Tier 1 and a credit check and must receive a favorable 
adjudication thereof from FEMA PSD prior to performing work under this contract. 
 
Low Risk with Information System Access 
Contractor personnel occupying positions or performing functions with a Low Risk designation 
and who require access to DHS or FEMA information systems shall undergo a Tier 2 Suitability 
Background Investigation (T2) and must receive a favorable adjudication thereof from FEMA 
PSD prior to performing work under this contract. 
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Moderate Risk 
Contractor personnel occupying positions or performing functions with a Moderate Risk 
designation shall undergo a Tier 2 Suitability Background Investigation (T2) and must receive a 
favorable adjudication thereof from FEMA PSD prior to performing work under this contract.   
 
High Risk 
Contractor personnel occupying positions or performing functions with a High Risk designation 
shall undergo a Tier 4 Background Investigation (BI) and must receive a favorable adjudication 
thereof from FEMA PSD prior to performing work under this contract.   
 
Background Investigation Process 
To initiate the request to process contractor personnel, the Contractor shall provide the FEMA 
Contracting Officer’s Representative (COR) with all required information and comply with all 
necessary instructions to complete Section II of the FEMA Form 121-3-1-6, “Contract 
Fitness/Security Screening Request.”  The FEMA COR shall ensure that all other applicable 
sections of the FEMA Form 121-3-1-6 are complete prior to submitting the form to FEMA PSD 
for processing.  The Contractor shall also provide the FEMA COR with completed OF 306, 
“Declaration for Federal Employment,” forms for all contractor personnel. 
 
Contractor personnel who already have a favorably adjudicated background investigation, may 
be eligible to perform work under this contract without further processing by FEMA PSD if  
 


• the investigation was completed within the last five years,  
• it meets or exceeds the minimum requirement for the position they will occupy or 


functions they will perform on  this contract,  
• the contractor personnel have not had a break in employment since the prior favorable 


adjudication, and  
• FEMA PSD has verified the investigation and confirmed that no new derogatory 


information has been disclosed which may require a reinvestigation.   
 
FEMA PSD will notify the COR of the names of the contractor personnel eligible to work based 
on prior, favorable adjudication.  The COR will, in turn, notify the Contractor of the names of 
the favorably adjudicated contractor personnel, at which time the favorably adjudicated 
contractor personnel will be eligible to begin work under this contract.   


 
For those contractor personnel who do not have an acceptable, prior, favorable adjudication or 
who otherwise require reinvestigation, FEMA PSD will issue an electronic notification via email 
to the contractor personnel that  contains the following documents, which are incorporated into 
this contract by reference, along with a link to the Office of Personnel Management’s Electronic 
Questionnaires for Investigation Processing (e-QIP) system and instructions for submitting the 
necessary information: 
 


• Standard Form 85P, “Questionnaire for Public Trust Positions” 
• Optional Form 306, “Declaration for Federal Employment” 
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• SF 87, “Fingerprint Card” (2 copies)  
• DHS Form 11000-6, “Non-Disclosure Agreement” 
• DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports 


Pursuant to the Fair Credit Reporting Act” 


FEMA PSD will only accept complete packages consisting of all of the above document and 
Standard Form 85P, which must be completed electronically through the Office of Personnel 
Management’s e-QIP system.  The Contractor is responsible for ensuring that all contractor 
personnel timely and properly submit all required background information. 
 
Once contractor personnel have properly submitted the complete package of all required 
background information, FEMA’s Personnel Security Division, at its sole discretion, may grant 
contractor personnel temporary eligibility to perform work under this contract prior to 
completion of the full background investigation if the Personnel Security Division’s initial 
review of the contractor personnel’s background information reveals no issues of concern.  In 
such cases, FEMA’s Personnel Security Division will provide notice of such temporary 
eligibility to the COR who will then notify the Prime Contractor, at which time the identified 
contractor personnel will be temporarily eligible to begin work under this contract.  Neither the 
Prime Contractor nor the contractor personnel has any right to such a grant of temporary 
eligibility.  The grant of such temporary eligibility shall not be considered as assurance that the 
contactor personnel will remain eligible to perform work under this contract upon completion of 
and final adjudication of the full background investigation. 
 
Upon favorable adjudication of the full background investigation, FEMA’s Personnel Security 
Division will update the contractor personnel’s security file and take no further action.  In any 
instance where the final adjudication results in an unfavorable determination FEMA’s Personnel 
Security Division will notify the contractor personnel directly, in writing, of the decision and will 
provide the COR with the name(s) of the contractor personnel whose adjudication was 
unfavorable.  The COR will then forward that information to the Contractor.  Contractor 
personnel who receive an unfavorable adjudication shall be ineligible to perform work under this 
contract.  Unfavorable adjudications are final and not subject to review or appeal. 
 
Continued Eligibility and Reinvestigation 
Eligibility determinations based on a Low Risk (NACI w/Credit or T1), Moderate Risk (MBI or 
T2S or High Risk (BI or T4) are valid for five years from the date that the investigation was 
completed and closed. Contractor personnel required to undergo a background investigation to 
perform work under this contract shall be ineligible to perform work under this contract upon the 
expiration the background investigation unless and until the contractor personnel have undergone 
a reinvestigation and FEMA’s Personnel Security Division has renewed their eligibility to 
perform work under this contract. 
 
Exclusion by Contracting Officer 
The Contracting Officer, independent of FEMA’s Personnel Security Division, may direct the 
Contractor be excluded from working on this contract.  Any contractor found or deemed to be 
unfit or whose continued employment on the contract is deemed contrary to the public interest or 
inconsistent with the best interest of the agency may be removed. 
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FACILITY ACCESS   
 
The Contractor shall comply with FEMA Directive 121-1 “FEMA Personal Identity Verification 
Guidance,” FEMA Directive 121-3 “Facility Access,” and FEMA Manual 121-3-1 “FEMA 
Credentialing Access Manual,” to arrange for contractor personnel’s access to FEMA facilities, 
which includes, but is not limited to, arrangements to obtain any necessary identity badges for 
contractor personnel.  
 
Contractor personnel working within any FEMA facility who do not require access to DHS or 
FEMA IT systems and do not qualify for a PIV Card may be issued a Facility Access Card 
(FAC). FACs cannot exceed 180 days; all contractors requiring access greater than 180 days will 
need to qualify for and receive a PIV card before being allowed facility access beyond 180 days.   
 
Contractor personnel shall not receive a FAC until they have submitted a SF 87, “Fingerprint 
Card,” and receive approval from FEMA PSD.  Contractor personnel using a FAC for access to 
FEMA facilities must be escorted in Critical Infrastructure areas (i.e., server rooms, weapons 
rooms, mechanical rooms, etc.) at all times.   
 
FEMA may deny facility access to any contractor personnel whom FEMA’s Office of the Chief 
Security Officer has determined to be a potential security threat.  
 
The Contractor shall notify the FEMA COR of all terminations/resignations within five calendar 
days of occurrence. The Contractor must account for all forms of Government-provided 
identification issued to contractor employees under a contract (i.e., the PIV cards or other similar 
badges) must return such identification to FEMA as soon as any of the following occurs: 


• When no longer needed for contract performance. 
• Upon completion of a contractor employee’s employment. 
• Upon contract completion or termination. 


 
If an identification card or building pass is not available to be returned, the Contractor shall 
submit a report to the FEMA COR, referencing the pass or card number, name of the individual 
to whom it was issued, and the last known location and disposition of the pass or card. 
 
The Contractor or contractor personnel’s failure to return all DHS- or FEMA-issued 
identification cards and building passes upon expiration, upon the contractor personnel’s removal 
from the contract, or upon demand by DHS or FEMA may subject the contractor personnel and 
the Contractor to civil and criminal liability. 
 
DHS ENTERPRISE ARCHITECTURE COMPLIANCE 
All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 
 


• All developed solutions and requirements shall be compliant with the HLS EA.  


• All IT hardware and software shall be compliant with the HLS EA Technical Reference 
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Model (TRM) Standards and Products Profile.  


• Description information for all data assets, information exchanges and data standards, 
whether adopted or developed, shall be submitted to the Enterprise Data Management 
Office (EDMO) for review, approval and insertion into the DHS Data Reference Model 
and Enterprise Architecture Information Repository.  


• Development of data assets, information exchanges and data standards will comply with 
the DHS Data Management Policy MD 103-01 and all data-related artifacts will be 
developed and validated according to DHS data management architectural guidelines.  


• Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components 
(networks, infrastructure, and applications) specific to individual acquisitions shall be in 
accordance with the DHS Enterprise Architecture (per OMB Memorandum M-05-22, 
August 2, 2005) regardless of whether the acquisition is for modification, upgrade, or 
replacement. All EA-related component acquisitions shall be IPv6 compliant as defined 
in the U.S. Government Version 6 (USGv6) Profile (National Institute of Standards and 
Technology (NIST) Special Publication 500-267) and the corresponding declarations of 
conformance defined in the USGv6 Test Program.  
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Section V – Instructions to Quoters 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
 


This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab (PIL). The PIL is a 
virtual lab that experiments with innovative techniques for increasing efficiencies in the procurement process and 
institutionalizing best practices. There is nothing you need to do differently for this requirement. The PIL project 
team may reach out to successful and unsuccessful Quoters, after award, to assess effectiveness of the procurement 
process and the innovative techniques applied. The anonymous feedback will be used to further refine DHS 
procurement practices. Additional information on the PIL may be found here-- https://www.dhs.gov/pil.. 
 
1. Service of Protest (FAR 52.233-2) (SEP 2006) 
(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed 
directly with an agency, and copies of any protests that are filed with the Government  
Accountability Office (GAO), shall be served to the Contracting Officer by submitting an e-mail, 
and by obtaining an acknowledgment of receipt via e-mail, to the following e-mail addresses: 
  


 
 Name:   Contracting Officer, Kimmeria Hall 
 Address: Federal Emergency Management Agency 
   500 C. Street, SW, 3rd Floor 


 Washington, DC 20472-3205 
 Email:  Kimmeria.Hall@fema.dhs.gov 


Tel No:  202-372-5613 
 


 
(b) The copy of any protest shall be received in the office designated above within one day of filing 
a protest with the GAO. 
 
2. 52.216-1 -- Type of Contract (APR 1984) 
The Government contemplates award of a FFP and T&M BPA. 


 
3. Hand Delivered or Fax Submissions, Modifications, or Withdrawals of 
Quotes 
Facsimile submissions, modifications, or withdrawals of quotes are not permitted and the 
Contracting Officer will disregard such quotes if any are received. Alternate proposals will not 
be accepted. 
 
4. Disposition of Quotes 
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Quotes will be disposed of as follows: FEMA will retain one (1) copy of each quote for the 
official contract file of record, and the remainder will be destroyed.  No destruction certificate 
will be furnished. 
 
5. Questions 
Any questions regarding this solicitation must be submitted via email to Contracting Officer at 
Kimmeria.Hall@fema.dhs.gov no later than 5pm EST on 03/2/2018.  The Quoters must include 
the company name and solicitation number in the subject line of the email. Questions must be 
submitted via the Questions Template, see Attachment 7.  
 
6.  Phased Procurement 
The Government intends to conduct this procurement through a phased quote submission and 
phased evaluation.   
 
A notional schedule for the procurement is below: 
 


Event Date 
Phase I Quotes Due 15 March 2018 
Notification of Advisory Down Select, 
and Schedule for Oral Presentations, as 
applicable 


13 April 2018 


Phase II Quotes Due 4 May 2018 
Oral Presentations 10 May- 21 May 2018 
Award  July 2018 


 
7.  Quote Due Date and Submission 
(a) The Quoters shall submit the quote volumes associated with Phase I via email to 
Kimmeria.Hall@fema.dhs.gov no later than NOON EST on 03/15/2018.  Further instructions 
for Phase II volume submission will be provided after the Government completes its 
evaluation of quotes received in response to Phase I.  
 
No other methods of submission will be accepted. 
 
The Government is not liable for any expenses incurred by the Quoters in developing and 
submitting quotes for this solicitation. 
  
8. Instructions for Quote Preparation 
 
The following instructions are for the preparation and submission of quotes. The purpose of this 
section is to establish requirements for the format and content of quotes so that quotes contain all 
essential information and can be evaluated equitably. Quoters are instructed to read the entire 
solicitation document, including all attachments, prior to submitting questions and/or preparing 
your offer. Omission of any information from the quote submission requirements may result in 
rejection of the offer. 
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(1) Quoters shall note that quote will be evaluated and a selection decision will be made.  
Quotes will therefore be treated independently of any other quotes.   
 


(2) Quoters are expected to follow the detailed quote preparation instructions fully and 
carefully.  The Government will rely on the information provided by the Quoters to 
evaluate the quotes.  It is therefore imperative that Quoters carefully follow the 
instructions set forth below and submit their quotes in the format and with the content 
specified below, providing all requested information.   
 


(3) Quotes that fail to provide information in the format requested may be found 
unacceptable and may be rejected without further consideration if the Contracting Officer 
determines that a significant revision or addendum to the Quoter’s quote would be 
required to permit further evaluation, and especially if the incompleteness of the quote or 
errant formatting of the quote appears to be due from a lack of diligence or competence 
of the Quoters. 
 


(4) The instructions provided have been specifically tailored to the evaluation Quoter to be 
applied during quote evaluation.  They are designed to ensure the submission of 
information essential to the understanding and comprehensive validation and evaluation 
of quotes.  Clarity and completeness are of utmost importance to the quote.  The 
relevance and conciseness of the quote is important. The Quoters are responsible for the 
accuracy and completeness of its quote.  The quote shall be valid for one hundred and 
eighty (180) calendar days from the quote due date. 
 


 
9. Page Size and Font 
Paper size shall be 8 1/2 by 11-inch white paper with printing on one (1) side only, using 12 
point font.  No reduction is permitted except for organization charts or other graphic illustrations, 
or in headers/footers.  In those instances where reduction is allowable, Quoters shall ensure that 
the print is easily readable; no less than 8 point font on graphs and 10 point font on tables.  Each 
page shall have adequate margins on each side (at least one (1) inch) of the page.  Header/footer 
information (which does not include any information to be evaluated) may be included in the 1" 
margin space.  Pages that exceed the maximum page limitation will not be evaluated.   
 
For the electronic copy of the quote, each file shall be submitted in a format readable by 
Microsoft Office 2013 or searchable PDF.  It is the sole responsibility of the Quoter to ensure 
that the electronic media submitted is virus-free and can be opened and read by the Government.  
If the electronic media cannot be opened and read by the Government, the Quoter shall have four 
(4) business hours after notification to correct the deficiency.  After that time, if the electronic 
media cannot be opened and read by the Government, the offer may be considered non-
responsive and that may render the Quoter ineligible for any award.  The deadline for submission 
of the electronic copy of the quote is firm.  As the closing date and time draws near, heavy traffic 
on the web server may cause delays.  Quoters are strongly encouraged to plan ahead and leave 
ample time to prepare and submit their quotes.  Quoter bears the risk of web site inaccessibility 
due to heavy usage, which may occur during the final days/hours before the solicitation closing 
time.  The electronic copy of the quote will constitute the official copy for timely receipt. 
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10. Quote Content (Phase I and Phase II) 
 


Naming 
Convention  


Tab Title Associated 
Evaluation 


Criteria 
Volume I: Technical and Management Volume (Phase I)  


Tab A 
(Document) 


Video and SF-425 Working Prototype Overview and Access 
Information ( 3 page limit)  


1 and 2 


Tab B 
(Document) 


Resumes of Proposed Key Personnel (2 pages/resume; 1 resume for 
each proposed Key Personnel). Offer Letters not included in page 
count. 


3 


Tab C 
(Document) 


Contractor Teaming Arrangement (CTA) or GSA Prime 
Contractor/Subcontractor Arrangement 


1-6, as 
applicable 


Volume II: Technical and Management Volume (Phase II)  


Tab A 
(PowerPoint 
Slides) 


PowerPoint Slides for Oral Presentation (25 Slide Limit) 4 


Oral Presentation Specific Date/Time/Location for the Oral Presentation Will Be 
Provided by the Government  


4 


Tab B 
(Document) 


Technical/Management Approach for BPA Call #1 (10 page limit) 5 


   
Volume III: Business & Pricing (Phase II) 


Tab A 
(Document) 


Quotation Cover/Transmittal Letter  N/A 


Tab B 
(Document) 


GSA Pricing Schedule 6 


Tab C 
(Document) 


HSAR Clause 3052.209-70 (f) Disclosure and HSAR Provision 
3052.209-72 (c) Disclosure and HSAR 


N/A 


Tab D 
(Document) 


HSAR 3052.209-72 – Organizational Conflict of Interest (c) 
Disclosure and Mitigation Plan (if applicable) 


N/A 


Tab E 
(Document) 


Pricing Excel Workbook (Attachment 1) 6 


Tab F 
(Document) 


Quote Assumptions, Exceptions and Dependencies 1-6, as 
applicable 


   
 
Information contained in each volume shall be complete to the extent that evaluation of each tab may be 
accomplished independently of, and concurrently with, evaluation of the other. Your responses must 
demonstrate that both your firm and personnel can successfully complete this project. Quoters shall 
strictly adhere to the page limits.  
 
NO PRICE INFORMATION IS TO BE INCLUDED IN VOLUME I AND II  
 
 
11. Instructions - Phase I 
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Volume I – Technical and Management Volume (Phase I)  
 
Tab A: Video and SF-425 Working Prototype Overview and Access Information (3 page 
limit) 
 
The Quoter shall provide an overview of the video and SF-425 working prototype, which 
includes video access information for the Government to be able to access an “unlisted” or 
“private” Youtube that is no longer than 20 minutes in length/duration.  Additionally, the 
overview shall include SF-425 working prototype access information for the Government to be 
able to access a password protected or private web-based link to the SF-425 prototype. The 
overview shall include: 


• The technical platform and stack, including any COTS products, on which the web-
based SF-425 working prototype was developed, along with the Quoter’s rationale for 
the choice of the technical platform and stack, including any COTS products utilized 
for the prototype.  


• The technical and design assumptions the Quoter made as it employed its agile 
methodology and process in the development of the revised web-based SF-425 
working prototype, given no interaction with the Government (i.e., Product Owner) 
was available for this scenario.  


• A diagram showing the prototype’s system architecture and a diagram showing the 
prototype’s database schema 


• Any design artifacts created to enable development of the prototype such as user 
personas, wireframes, or journey mapping. 


 
The overview shall document how the prototype is baselined to prevent changes to be made to 
the prototype after submission in accordance with the RFQ.  The government reserves the right 
to request that Quoters provide the government build documentation, control logs, or other 
verification to support that the prototype has not been changed after the submission due date in 
response to this RFQ.  
 
Video content that extends beyond 20 minutes will not be considered in the evaluation. 
Videos must be submitted through the “unlisted”  or “private” Youtube.com link. Do not 
provide a shortened URL, such as youtu.be.  If a “private” Youtube.com link is provided, the 
Quoter shall share the “private” link with the Contracting Officer using the following e-mail: 
Kimmeria.Hall@fema.dhs.gov.   


 
The video shall include participation by the Quoter’s proposed Key Personnel that would be 
providing support under a resultant BPA. 


 
NOTE 1: A Quoter who includes information in its quote data that it does not want disclosed 
to the public for any purpose, or used by the Government except for evaluation purposes, 
shall prepare text conforming to para. (e) of the provision at FAR 52.215-1, Instructions to 
Quoters—Competitive Acquisition.  This text alone may be displayed for the first thirty 
seconds of the video submission, which will not count against the total 20 minute time 
allowed. 
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The web-based link to the SF-425 working prototype shall provide the Government full front-end 
access to the working prototype.  
 
The video and SF-425 working prototype will be utilized to evaluate Criteria 1 – Prior Relevant 
Experience of the Prime Quoter and Criteria 2 - Agile Methodology, Process, and SF-425 
Working Prototype. 
 
Criteria 1-Prior Relevant Experience from the Prime Quoter 
The Government assumes that regardless of whether the Quoter proposes a custom solution, a 
COTS based solution, or a hybrid solution, some level of custom code development will still 
be required.  The Quoter shall demonstrate that it has a mature agile methodology that it has 
implemented successfully to support the scope and complexity as listed below in items a) 
through e), and with a minimum single contract dollar value of $5,000,000.00 across at least 3 
agile teams (over an annual basis). 
 


a) Organizational evolution and transformation from waterfall to agile processes; 
b) Structure (i.e., Team X has 1x Product Manager, 1x Product Designer, and 4x 


Product Engineers including Architecture/Infrastructure) and management of 
multiple Agile teams (at least 3) supporting concurrent application development, 
integration and delivery efforts in a single organization that delivers quality 
products on a consistent basis.  This should include how to pair and rotate 
resources;  


c) Delivery of micro-services and web-based application of similar size, scope and 
complexity to the GMM agile and consolidation requirement. These services and 
applications should demonstrate a strong execution of user experience design 
techniques that shape the product along the way. 


d) Transition and Re-factoring of applications from legacy support models to a 
Development-Security-Operations (DevSecOps; DevOps with integrated 
security) support model utilizing cloud Infrastructure as a Service; 


e) Sustaining micro services web-based applications utilizing a DevSecOps support 
model utilizing cloud Infrastructure as a Service including help/service desk. 


 
The Quoter shall present up to three (3) recent examples of relevant experience. Recent 
is considered to be within the last 3 years and relevant is considered to be of similar scope and 
complexity to items a) through e) with a minimum contract dollar value of $5,000,000.00 and at 
least 3 agile teams (over an annual basis). If Quoter determines that they have not performed any 
contracts that are relevant to this solicitation, they should indicate this in the Youtube.com 
submission. Relevant experience should only come from the Prime Quoter or Contractor Teaming 
Agreement, and not from any other proposed subcontractor. 
 
 
 
 
For each example of relevant experience provided, the Prime Quoter or Contractor Teaming 
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Agreement shall discuss: 
1.  How the Quoter fostered their customer’s transition to an mature agile approach to 


software development. 
2. A rationale for the agile methodology employed and whether or not the 


objectives, budget, schedule were met or unmet, and why; 
3. The team(s) structure, composition and roles, including any team incentives, 


rotations and pairing that were employed and if it improved quality and sped-up 
delivery; 


4. Demonstration of a website developed by the Quoter  or of a prototype, 
including how the teams employed user-experience design techniques employed 
to shape the final product); 


5. Representative examples of how user feedback was captured through user 
research, usability testing, help/service desk metrics, and customer satisfaction 
summary report; 


6. How the total engagement and increments were priced (including contract type, 
total contract amount, and CLIN); 
 


Criteria 2: Agile Methodology, Process, and SF-425 Working Prototype:   


In the video, the Quoter shall provide sufficient information regarding their agile methodology 
and process and how that methodology and process supports the objectives of the GMM 
solution. Specifically, the Government is interested in the following areas as it relates to the 
GMM solution: 


 
a. Overview of the proposed GMM solution architecture (i.e., custom, COTS, or 
hybrid solution); 
b. Proposed agile methodology and process that will be used to support incremental 
delivery of the GMM solution; 
c. A description of the proposed integrated development, security and operations 
(DevSecOps) processes with a continuous integration, and continuous delivery (CI/CD) 
pipeline that includes automation first for testing and compliance.   
 
Note: First for testing means that the DevSecOps pipeline must integrate and automate the 
various code specific tests and security/vulnerability scans as well as compliance checks 
before code delivery/promotion is allowed. Code will not be deliverable if it fails any of the 
automated tests. Examples of compliance required in this solicitation and resultant BPA 
include 508 Compliance, FISMA 2014, Clinger-Cohen, Privacy Act, PCI-DSS, HIPAA, 
SOX, OMB A-123, OMB A-130, DHS 4300A, NIST 800-series, FIPS, Executive Orders, and 
all other Federal Regulations which impact Cybersecurity requirements. 
 


SF-425 Working Prototype Scenario: The Quoter shall utilize the development process 
for the web-based SF-425 working prototype as example of its proposed agile methodology 
and processes for Criteria 2. In addition to the video submission, a revised SF-425 working 
prototype as a web-based form that reflects the output of the below related user stories 
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utilizing the Quoter’s proposed agile methodology and processes shall be submitted to the 
Government as part of the Phase 1 submission.  


SF-425 Scenario’s: Post-Award Recipient Submission of a SF-425, Grant Manager 
Review, and Approval Process Modification 
The following user stories document the functional capability desired for the web-based SF-
425 working prototype.  The user story includes a title in the “As a…I want to…so that…” 
format, a description of the business function/needs of the user story, and functional 
acceptance criteria that document what the web-based SF-425 working prototype is required to 
demonstrate in order to be accepted by the customer. 


Scenario 1 
 


a. Title: As a Grant Recipient user, I want to complete and submit the semi-annual 
SF-425 financial report, so that I can comply with the reporting requirements for 
my grant award. 


 
b.  Description:  In this scenario, the recipient is required to report semi-annually. 


When implemented, this story will allow a recipient user to complete and 
submit the required financial progress report utilizing the approved SF-425 
form.  The form layout, instructions, schema, and data constraints can be found 
here: https://www.grants.gov/web/grants/forms/post-award-reporting-
forms.html#sortby=1 Use form version 1.0. 


 


Scenario 2 
a. Title: As a Grants Program Analyst I want to assign the review of a single 


SF- 425 report to a Grants Management Specialist user, so that the Grants 
Management Specialist can accept or reject the report before I review it. 


 
b. Description:  In this scenario, the Grants Program Analyst wants a Grants 


Management Specialist to review a specific SF-425 report before the Grants 
Program Analyst does so.  When implemented, this story will allow a Grants 
Program Analyst to assign the review of a single report to a Grants Management 
Specialist, and will allow the Grants Management Specialist to accept or reject 
the report.  If the Grants Management Specialist approves the report, the story 
will allow the report be assigned back to the Grants Program Analyst for 
review, and will allow the Grants Program Analyst to accept or reject the report 
through a second review. 


 


Scenario 3 
a. Title: As a Grants Program Analyst I want to modify the workflow for 


reviewing all SF-425 reports for a program, so that Grants Management 
Specialists review all reports before Grants Program Analysts. 


 
b. Description:  In this scenario, the grant program has decided that having a 
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Grants Management Specialist review all SF-425s before Grant Program 
Analysts is a best practice that should be implemented across the program 
going forward. When implemented, the story will allow the Grants Program 
Analyst to modify the report review workflow for the grant program, so that all 
SF-425s that are submitted go through an initial review by a Grants 
Management Specialist, and those that are approved then go through a second 
review by a Grants Program Analyst. 


 
Tab B:  Resumes of Proposed Key Personnel (2 pages/resume; 1 resume for each 
proposed Key Personnel)  
 


Criteria 3 –Key Personnel 
The Quoter shall provide resumes for the Program Manager and any other proposed Key 
Personnel to support the GMM SPARC Program Management and Technical Support Services 
requirements, in accordance with the requirements below.   
 
The resumes shall clearly demonstrate how each of the proposed Key Personnel meet the 
Quoter’s IT Schedule 70 contract requirements for education and experience for the specified 
labor category proposed, as well as the additional GMM SPARC specific requirements for 
Program Manager.   
 
The proposed Key Personnel will apply to the entire BPA, including in the performance of BPA 
Call #1.  
 
The resumes shall identify the proposed Key Personnel as either “existing employee of the Prime 
Contractor” “existing employee of the, Contractor Teaming Arrangement”, or “existing 
employee of the Prime’s Major Subcontractor.”  If not an existing employee of the Prime, 
Contractor Teaming Arrangement or Prime’s Major Subcontractor, the resume shall clearly state 
that the proposed key personnel has confirmed placement for the proposed position if an award is 
received” and a Tentative/Contingent Offer letter shall also be provided which documents that 
the proposed key personnel has accepted the proposed position if an award is received The 
Tentative/Contingent Offer letters are not included in the page count for Volume I, Tab B.  


The Key Personnel and their associated requirements are as follows: 
Program Manager 


• In addition to the requirements of the Quoters IT Schedule 70 contract, the proposed Program 
Manager shall: 


o Have a minimum of ten (10) years of experience specific to IT Project Management 
focusing on IT development projects.  


o Have, at a minimum, a Bachelor’s degree in Computer Science, Information 
Technology Management, or Engineering or other hard science degree.  


o Have, at least two (2) years specialized experience in managing IT DevSecOps 
projects and scrum team(s).  


 


The Program Manager is responsible for the entire BPA and associated BPA Calls, shall 
ensure that all work under the BPA and BPA Calls comply with the BPA and BPA Call order 
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terms and conditions, and shall have access to contractor corporate senior leadership when 
necessary. The Program Manager shall be the primary interface with the GMM’s Contracting 
Officer’s Representative (COR) and FEMA’s Contracting Officer (CO), and shall attend status 
meetings and ad hoc meetings with stakeholders as required, accompanied by other proposed 
Key Personnel as necessary. The Program Manager shall be a single point of contact for 
resolution of BPA and call order issues. 


 
Other Proposed Key Personnel 
The Quoter shall submit resumes for any number of additional Key Personnel that possess 
skillsets the Quoter identifies as crucial for successful performance under the resultant BPA, 
including BPA Call #1.  The intent of permitting Quoters flexibility in identifying additional Key 
Personnel is to provide the Quoter an opportunity to staff the BPA and BPA Call #1 as most 
appropriate to the Quoter’s proposed technical solution and approach to the work.  
 
In addition to describing the experience and education of proposed Key Personnel, the submitted 
resumes for all additional proposed Key Personnel shall also document a) the role the proposed 
Key Personnel will serve under the resultant BPA and BPA Call #1 and the associated labor 
category and level  from the Quoter’s approved GSA IT Schedule 70 Labor Categories,  b) the 
specific crucial skillset that is being met by the proposed Key Personnel and c) the level of effort 
for all periods of performance which will be associated with the proposed Key Personnel. 
 
Identified Key Personnel shall be responsible for ensuring consistency across work streams, and 
to the extent possible, remain on the BPA throughout the duration of contract performance.  The 
government seeks a well-balanced team of Key Personnel that includes Agile coaching, solution 
architecture, database architecture, product management, user experience design, and software 
engineering.  Key personnel shall demonstrate expertise in the Agile and DevSecOps 
approaches, and experience using many of the tools included in the Development/Test Tool 
Suite identified in the solicitation and important to the Quoter’s proposed technical solution for 
GMM SPARC.  Engineers must have an understanding of supporting full-stack (application, 
data, network) development, as well as an understanding of automated and programmable 
security controls, dedicated management/security in a virtual private cloud (VPC), identify and 
access control, hardening OS’s and applications, and encrypting data at rest and in motion. 
 
Tab C:  Contractor Teaming Arrangement (CTA) or GSA Prime 
Contractor/Subcontractor Arrangement 
 


1) Quoters may structure their quotation packages either as a GSA MAS Contractor Team 
Arrangement (CTA) or as a GSA Prime Contractor/Subcontractor arrangement, 
whichever approach it believes provides the best value solution to the DHS. Further 
guidance on GSA CTAs may be found at the GSA MAS Desk Reference Section 10:  
Contractor Team Arrangements (CTAs). 


 
2) If a GSA CTA is proposed, the Quoter is to specifically identify it as such and submit the 


CTA supporting documentation to DHS as part of its quotation package. The CTA must 
identify and designate the Team Leader, all Team Members, their corresponding GSA 
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Schedule Contract Number(s), and describe the services to be performed by the Team 
Leader and each Team Member. Each quotation submitted as a CTA shall describe the 
Team Leader and Team Member responsibilities in terms of receiving Orders under the 
BPAs, invoicing, and payment. Each quotation submitted as a CTA must include 
adequate Technical, and Business & Pricing information for DHS to evaluate the merits 
of the submission. In preparing their quote, CTA’s shall follow the Instruction to Quoters 
for each phase. Quoters shall include CTA supporting documentation in Volume II, Tab 
C of their quote that shall include a cover page with their agreements to include a list of 
the teaming/partnering parties and the following information for each party: company 
name, DUNS number, address, point of contact, email address, phone and fax numbers. 


 
3) If a GSA Prime Contractor / Subcontractor Arrangement(s) is proposed, only the Prime 


Contractor must have a GSA Schedule IT 70 contract. The Prime cannot contract to offer 
services for which it does not hold the proper Schedule contract. GSA authorized 
subcontractors may fulfill requirements under the Prime Contractor’s GSA Contract that 
shall include Quoters cover page with their agreements to include a list of the 
teaming/partnering parties and the following information for each party: company name, 
DUNS number, address, point of contact, email address, phone and fax numbers. 


 
12.  Advisory Down-Selection Notification 


After the Government completes evaluation Criteria 1, 2 and 3,   Quoters will receive an 
advisory notification via  e-mail from the Contracting Officer.  This notification will advise 
the Quoter of the Government’s advisory recommendation to proceed or not to proceed with 
Phase II submission. Quoters who are rated most highly for criteria 1, 2 and 3 will be advised 
to proceed to Phase II of the quote submission process. Quoters who were not among the 
most highly rated will be advised that they are unlikely to be viable competitors, along with 
the general basis for the Government’s advisory recommendation. The intent of this advice is 
to minimize quote development costs for those Quoters with little to no chance of receiving 
an award.  Quoters should note that Phase I evaluation criteria are more important than Phase 
II evaluation criteria.  
 
The Government intends to provide no more than 5 Quoters with an advisory notification to 
proceed.  However, the Government’s advice will be a recommendation only, and those 
Quoters who are advised not to proceed may elect to continue their participation in the 
procurement.   
 
The Government does not intend to provide debriefings after the completion of the advisory 
down select notifications. Failure to participate in Phase I of the procurement precludes 
further consideration of a Quoter. Quoter submissions will not be accepted from Quoters who 
have not submitted Phase I quotes by the due date and time stated in this solicitation.  For 
those Quoters that are rated most highly and advised to proceed to Phase II of the quote 
submission process, the Contracting Officer will include the Phase II submission instructions 
on the advisory notification, including the date, time and exact location of the Quoter’s 
scheduled oral presentation, as well as the due date for the written portion of the Phase II 
submission.  The Phase II written submission due date will be a minimum of 3 weeks from the 
date of the advisory notification, and oral presentations will be scheduled after the submission 
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of written Phase II quotes.   
 


Those Quoters that received advisory notification not to proceed to Phase II, but regardless 
choose to proceed to Phase II , shall send an email to  Kimmeria.Hall@fema.dhs.gov, not later 
than 24 hours after receipt of the advisory recommendation not to proceed, indicating its 
intent to participate in Phase II. After the Contracting Officer receives notice from the Quoter 
stating its intent to participate in Phase II despite the Government’s advisory notification not 
to proceed, the Contracting Officer will send a separate e-mail with Phase II submission 
instructions within 2 business days.   


 
13.  Instructions - Phase II 
The Government’s notification to Quoters after evaluation of Phase I quote submissions will 
include the due date for Phase II written quote submissions, as well as the scheduled time for 
Quoters oral presentations.  The due date for Phase II written submissions will be prior to the 
scheduled oral presentations. 


 
Volume II: Technical and Management Volume (Phase II) 
 
Tab A:  PowerPoint Slides for Oral Presentation – Proposed GMM Target Solution (Criteria 4) (25 
Slide Limit) 
 
Quoters shall submit PowerPoint slides that will be utilized for oral presentations.  While the slide limit is 
25 slides for this submission, the Quoter is reminded to consider that the oral presentation is time-boxed 
and is encouraged to consider how many slides can be adequately covered during the oral presentation.   


Oral Presentation - Proposed GMM Target Solution (Criteria 4) 
 


The Quoter’s oral presentation shall provide the Government an understanding of the Quoter’s 
proposed GMM Target Solution.  The oral presentation shall address the solution, plans and 
resources necessary to satisfy all SOO objectives,  


leverage the current investment and existing approved technologies to achieve Initial Operating 
Capability (IOC) as well as Full Operating Capability (FOC).     
 


 
 
 
In detailing its target solution, the Quoter shall provide the trade-off analysis of CGOS and 
custom solutions that was performed in order to determine the best approach for its proposed 
target solution to implement, which includes the impacts of custom development that would 
be required for integration of commercial and/or open source frameworks.  The Quoter shall 
detail how its proposed GMM Target Solution provides for “as needed” and elastic surge 
capability designed to provide sufficient system resources during instances of peaks or surges 
in user activity and transactions, while also remaining cost effective. 


 
 
 
Exchanges during Oral Presentation:  The Government intends for the oral presentation to be 


Deleted: leverage the existing  to achieve Initial Operating 
Capability (IOC) as well as Full Operating Capability 
(FOC).    …
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an interactive dialogue between the Quoter and the Government.  These exchanges are viewed as 
a component of the oral presentation itself and do not constitute discussions.  
 


Location: Oral presentations will be held at a FEMA office within the Washington, DC area. 
The order in which Quoters are scheduled for oral presentations will be randomly selected by 
the Government. The presentation may be recorded by the Government. The recording is 
source selection sensitive and will be handled accordingly. 


 
Quoter Participants: The Quoter’s participants in the oral presentations shall be limited to the 
Key Personnel proposed by the Quoter in the quote submission, as well as the responsible 
corporate official.  No more than seven (7) total Quoter Participants shall attend the oral 
presentation. 


 
Within two (2) calendar days of notice that the Quoter has been invited to participate in an oral 
presentation, the Quoter shall provide the Contracting Officer with the name, current 
employer/company, and e-mails of the Quoter Participants for the oral presentation. 


 


Format for Oral Presentation: 
The Government intends for the oral presentation to proceed as follows: 


Oral 
Presentation 


Portion 


Oral Presentation Component Total Time 
Allotment  


1 Introductions and Rules of Engagement 
 


Not specified 


2 The Quoter shall present the proposed GMM Target 
Solution. 


60 minute 
limit 


3 The Government will caucus prior to interactive dialogue. 15 minutes limit 


4 The Government and Quoter will participate in an interactive 
dialogue related to the information presented by the Quoter during 
the oral presentation (including the PowerPoint slides) 


60 minute limit 


6 The Quoter departs. Not specified 
 


Rules of Engagement for Oral Presentations: 
1. The Government does not intend to ask questions about information contained in a Quoter’s 
submission except for the PowerPoint Slides for the Oral Presentation (Phase II, Criteria 4, Tab 
A) and information presented during the oral presentation itself.   
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2. The Government intends for the oral presentation to be an interactive exchange 
between the Quoter and the Government.  These exchanges are viewed as a component of 
the oral presentation itself and do not constitute discussions. The Government will not ask 
questions that will invite or allow the Quoter to change its offer.  The Quoter shall not 
volunteer any information that might be construed as changing its offer. Oral 
presentations are distinct from the Government’s reserved right to conduct discussions. 


 
3. The Quoter is in control of its presentation and may choose not to present or 
respond to any question provided by the Government. 


 
4. The Government will have the Offeror’s PowerPoint slides available on a Government 
issued laptop connected to a projector or screen.  The Offeror shall be provided a remote / 
presentation pointer to advance slides or otherwise be afforded the opportunity to control 
slide advancement.  Additionally, the Government provide a white board and dry erase 
markers for use during oral presentations. 


 
5. The Quoter shall not bring any computers, tablets or smart phones into the oral presentation 


conference room, and shall not bring or distribute any written or electronic materials during 
the oral presentation.  However, Quoters can bring one (1) hard copy of their quote to the 
oral presentations if desired. 


 
6. The Quoter participants shall not reach back, by telephone, e-mail or any other means, to 
any other personnel or persons for assistance during the oral presentation. 


 
7. Quoters can expect the presentation will be conducted in a conference room with a table 
of sufficient size to accommodate the participants, including the Government attendees. 
 


Tab B: Technical/Management Approach for BPA Call Order #1 (10 page limit) 
(Criteria 5) 
 
The Quoter shall provide its technical and management approach to meet or exceed the 
requirements of the 3 month Initial Planning Task (BPA Call Order #1), which is to perform all 
necessary initial planning tasks to prepare for the delivery of Initial Operating Capability 
(IOC) for the GMM Target Solution within 12 months after contract award.  The approach 
should include how the minimum deliverables, as well as any other proposed deliverables, will 
be of quality and well aligned to support successful delivery of the GMM Target Solution IOC 
within 12 months after contract award.  
 


 
 


 
Volume III: Business & Pricing (Phase II) 
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There are no page limits to Volume III, Business & Pricing Volume 
 


Tab A: Quotation Cover/Transmittal Letter  
 
The Quoter shall provide a Quotation Cover/Transmittal Letter (limit 2 pages) with pertinent Quoter 
information.  This information should include, at a minimum, the company name, DUNS number, 
address, authorized corporate representative and their title, email and phone number.   
 


Representations and Certifications 
In accordance with the FAR 52.204-7, Quoters Representations and Certifications, the Quoter 
has completed the annual representations and certifications electronically via the SAM website 
accessed through https://www.sam.gov/portal/SAM/. 
 


After reviewing the SAM database information, the Quoter verifies by submission of this offer 
that the representations and certifications currently posted at https://www.sam.gov/portal/SAM/ 
have been entered or updated in the last 12 months, are current, accurate, complete, and 
applicable to this solicitation. 
 
Any changes to Quoters Annual Representations and Certifications must be updated accordingly 
at https://www.sam.gov/portal/SAM/ prior to award. 
 
Quoters participating in teaming/partnering arrangements for this procurement shall submit their 
teaming/partnering agreements with their quote. The agreements shall be signed by the parties and 
shall demonstrate the relationship between firms and identify contractual relationships and 
authorities to bind the firm and the team/partnership. Quoters proposing major subcontracts 
(subcontracts exceeding 10% of the overall prime contract value) shall submit signed letters of 
commitment from the subcontractors which define the contractual relationship and identify 
contribution to the planned arrangement in terms of the type and proportion of work to be 
performed. Copies of agreements and letters of commitment shall be submitted with the quote 
under this section and will not count towards the page limitation.  Quoters shall include a cover 
page with their agreements to include a list of the teaming/partnering parties and the following 
information for each party: company name, DUNS number, address, point of contact, email 
address, phone and fax numbers. 
 
Tab B:  GSA Pricing Schedule 
 
The Quoter shall provide its GSA pricing schedule. 
 
 
Tab C: HSAR Clause 3052.209-70 (f) Disclosure and HSAR Provision 3052.209-72 (c) 
Disclosure 
 
Tab D:  HSAR 3052.209-72 – Organizational Conflict of Interest (c) Disclosure, and 
Mitigation Plan (if applicable) 


 
Volume III shall also include the Quoter’s submitted response to HSAR 3052.209-72 – 
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Organizational Conflict of Interest (Jun 2006) in writing as part of its quote submission, 
including any mitigation plan, if applicable.  Failure to include a response to this HSAR 
provision may make a quote non-conforming and susceptible to Government rejection of the 
complete quote.  Award of a contract where an actual or potential conflict of interest exists shall 
not occur before Government approval of the mitigation plan. 


 
HSAR 3052.209-72 Organizational Conflict of Interest (Jun 2006) 
 
(a) Determination. The Government has determined that this effort may result in an actual or 
potential conflict of interest, or may provide one or more Quoters with the potential to attain an 
unfair competitive advantage. The nature of the conflict of interest and the limitation on future 
contracting is due to work that the Quoter will perform as detailed in the SOO that may result in 
an actual or real conflict of interest or potential to attain an unfair competitive advantage based 
on other supported efforts for the Government as detailed in this Request for Quote. 
 
(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify 
the Quoter, or (2) determine that it is otherwise in the best interest of the United States to 
contract with the Quoter and include the appropriate provisions to avoid, neutralize, mitigate, or 
waive such conflict in the contract awarded. After discussion with the Quoter, the Contracting 
Officer may determine that the actual conflict cannot be avoided, neutralized, mitigated or 
otherwise resolved to the satisfaction of the Government, and the Quoter may be found ineligible 
for award. 
 
(c) Disclosure: The Quoter hereby represents, to the best of its knowledge that: 
___ (1) It is not aware of any facts which create any actual or potential organizational conflicts 
of interest relating to the award of this contract, or 
___ (2) It has included information in its proposal, providing all current information bearing on 
the existence of any actual or potential organizational conflicts of interest, and has included a 
mitigation plan in accordance with paragraph (d) of this provision. 
 
(d) Mitigation. If a Quoter with a potential or actual conflict of interest or unfair competitive 
advantage believes the conflict can be avoided, neutralized, or mitigated, the Quoter shall submit 
a mitigation plan to the Government for review. Award of a contract where an actual or potential 
conflict of interest exists shall not occur before Government approval of the mitigation plan. If a 
mitigation plan is approved, the restrictions of this provision do not apply to the extent defined in 
the mitigation plan. 
 
(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may 
require further relevant information from the Quoter. The Contracting Officer will use all 
information submitted by the Quoter, and any other relevant information known to DHS, to 
determine whether an award to the Quoter may take place, and whether the mitigation plan 
adequately neutralizes or mitigates the conflict. 
 
(f) Corporation Change. The successful Quoter shall inform the Contracting Officer within thirty 
(30) calendar days of the effective date of any corporate mergers, acquisitions, and/or divestures 
that may affect this provision. 
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(g) Flow-down. The contractor shall insert the substance of this clause in each first tier 
subcontract that exceeds the simplified acquisition threshold. 
 


(End of provision) 
 


FAR 9.5 Organizational and Consultant Conflicts of Interest 
 
The Contractor is notified that the Government will review Quoter’s submitted responses to 
HSAR 3052.209-72 – Organizational Conflict of Interest (Jun 2006) in accordance with FAR 
9.5, including FAR 9.505-1 – Providing Systems Engineering and Technical Direction, prior to 
award decision, to determine if any conflicts relevant to this Request for Quote exist for the 
apparent awardee and whether the mitigation plan adequately neutralizes or mitigates any 
identified conflicts. A quote from a Quoter deemed to have a conflict under FAR 9.505-1 may 
be considered non-conforming and susceptible to Government rejection of the complete quote.   
 
Tab E:  Pricing Excel Workbook (Attachment A1b.) 
 
It is anticipated that pricing and award of this acquisition will be based on adequate price 
competition. Completion of the price template is necessary for a full evaluation of a Quoter’s 
quote. A submitted Business and Price Volume that fails to meet or comply with price quote 
instructions may be deemed nonresponsive.   
 
Quoters shall complete a price breakdown for the initial BPA Call Order #1 per Attachment 
A1b. Labor Hours, ODC, and Proposed Price tabs - which will be the basis for price 
evaluation and award.  BPA Call Order #1 will be Time and Materials. 
 
In addition, while not used as the basis for price evaluation for award, the Quoter shall 
complete Attachment A1b. Labor Rates tab to include all BPA Labor Categories that the 
Quoter requires to perform the full scope of work anticipated under the awarded BPA, 
including BPA Call Order #1.  This template shall also include the Key Personnel (Program 
Manager) and any additional proposed Key Personnel.  Price discounts on rates for labor 
categories proposed for the BPA are strongly encouraged.   
 
The Government will evaluate the discounts offered, and determine that the labor rates are 
fair and reasonable, but will not otherwise utilize the BPA Labor Rates tab for purposes of 
price evaluation and trade off analysis, which will focus on evaluation of price for BPA Call 
Order #1 
 


Tab F:  Assumptions, Exceptions and Dependencies 
 


The Government does not encourage Quoters to make assumptions or take exceptions from the 
requirements of the Request for Quote.  Quoters are encouraged to submit questions, in 
accordance with the Request for Quote instructions, in order to obtain any necessary 
clarifications regarding the Request for Quote prior to quote submission.  In the event that a 
Quoter does make assumptions or take exception to any Request for Quote requirement, the 
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Quoter’s Volume II submission must clearly and unambiguously identify all such assumptions, 
exceptions, or dependencies on which the Quoter’s quote is based.  Each assumption, exception 
or dependency shall be specifically related to a paragraph and/or specific section of the Request 
for Quote.  The Quoter shall provide a rationale in support of any noted assumption, exception 
or dependency, explaining its effect in comparison to the Request for Quote.  This information 
shall be provided in the format with content as outlined in the table below. 
 


Request for Quote 
Document 


Paragraph/Page Requirement/Portion Rationale 


RFQ, RFQ 
Attachment (SOO, 
etc.) 


Applicable 
paragraph and page 
number(s) 


Identify the 
requirement or 
portion to which an 
assumption, 
exception or 
dependency is being 
taken 


Justify why the 
requirement will not 
be met or discuss 
reasons why not 
meeting the 
Government’s terms 
and conditions 
might be 
advantageous to the 
Government.  


 
Any assumption, exception or dependency taken, for all Volumes I-III, shall be contained in 
Volume III and shall address the pertinent information for each respective Volume of the 
Quoter’s proposal. 
 
Assumptions, exceptions or dependencies do not make a proposal automatically unacceptable.  
However, a large number of assumptions, exceptions or dependencies, or a significant 
assumption, exception or dependency, which provide(s) little or no benefit to the Government 
or which do(es) not support the Government’s requirement as documented in the Request for 
Quote may receive unfavorable evaluation in accordance with the Request for Quote 
Evaluation criteria for Award. 


 
  
 
 
 
 
 
 
 
 


Section VI – Evaluation Criteria 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
 
1. Basis for Award 


The Government intends to award a single BPA to the responsible Quoter whose quote 
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represents the best value to the Government. Using the best-value, tradeoff process, the 
Government will evaluate each quote in accordance with the evaluation criteria. 
 
Phase I, Criteria 1 – Prior Relevant Experience of the Prime Quoter 
 
Phase I, Criteria 2 - Agile Methodology & Process 
  
Phase I, Criteria 3 - Key Personnel 
 
Phase II, Criteria 4 – Oral Presentation – Proposed GMM Target Solution 
 
Phase II, Criteria 5 –  Technical/Management Approach for BPA Call Order #1 
 
Phase II, Criteria 6 – Price 
 
Phase I Evaluation Criteria, when combined, are more important than Phase II evaluation 
criteria, when combined.  Within Phase I, Criteria 1, 2, and 3 are listed in descending order of 
importance.  Within Phase II, Criteria 4 and 5 are listed in descending order of importance.  
All non-price evaluation criteria, when combined, are significantly more important than 
Criteria 6 – Price.  As the non-price merits of competing Quoter’s quotes approach equal, 
Criteria 6 will become more important in the best value trade-off decision. Criteria are 
cautioned that the award may not necessarily be made to the lowest priced quote. 


 
Evaluations will be based solely on the materials included in the quote.  Therefore, the 
Quoters initial quote should contain the Quoters best terms. After receipt of quotes, the 
Government will conduct an evaluation. However, during the evaluation process, the 
Government may, solely at its discretion, communicate with Quoters regarding quote 
elements.  At any time prior to selection, including upon receipt of quote, the Government 
may exclude a quote from further consideration for any material failure to follow instructions, 
including the omission of required information. 


 
2. Evaluation Criteria 
 


Table 2.1 
 


Criteria 1-5 - Adjectival Ratings 
Rating Description 


 
Excellent 


The Government has a high expectation that the Quoter will 
successfully perform the required effort. 


 
Fair 


The Government has a reasonable expectation that the Quoter 
will successfully perform the required effort. 
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Poor 
The Government has a low expectation that the Quoter will 
successfully perform the required effort. 


 
2.1 Phase I, Criteria 1: Prior Relevant Experience from the Prime Quoter  


Relevant experience will be evaluated and will be assigned an adjectival rating in accordance 
with Table 2.1. The evaluation is based on recent and relevant experience examples. Prior 
experience will be evaluated to assess the expectation of successful outcomes based on the 
similarity and extent to which the offeror has performed agile software development similar to 
what is required under this solicitation. The government will evaluate offerors prior 
experience to determine that offerors demonstrate a comprehensive understanding and 
successful execution of agile processes, modern technology, and user experience design. 
 
  
 


 
 


Phase I - Criteria 2 Agile Methodology, Process, and SF-425 Working Prototype 
Agile Methodology, Process and SF-425 Working Prototype will be assigned an adjectival 
rating in accordance with Table 2 Adjectival Ratings. Evaluation of the SF-425 Working 
Prototype will be based on the acceptance criteria detailed below, as well as an evaluation of:  
•  The extent to which the Quoter’s rationale for the choice of the technical platform and 


stack, including any COTS products utilized for the prototype demonstrates a 
comprehensive understanding of modern technology and the tradeoffs of using different 
technologies;  


• The extent to which the technical and design assumptions the Quoter made as it 
employed its agile methodology and process in the development of the revised web-
based SF-425 working prototype demonstrate an understanding of the federal 
environment, iterative development, and user-centered design. 


• The agile methodology and process that the Quoter proposed as it demonstrates the 
ability to support incremental delivery of the GMM solution. 


• The system architecture diagram and the database schema as it demonstrates the 
quoter’s technical design acumen and technical communication skills; 


• The extent to which the design artifacts presented demonstrate an understanding and 
successful execution of user-centered design practices and processes. 


 


Scenario 1 
Acceptance 
Critiera: 


i. The Grant Recipient can view the SF-425 Federal Financial Report. 
ii. The Grant Recipient can complete the SF-425 fields and attach 


any necessary attachments. 
iii. The Grant Recipient can submit the completed SF-425 and any 


necessary attachments to FEMA. 
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Scenario 2 
Acceptance 
Criteria: 


 
i. The FEMA Grants Program Analyst can view the current workflow 


state of the submitted SF-425 Federal Financial Report submission. 
ii. The FEMA Grants Program Analyst can assign the Grants 


Management Specialist to review the submitted SF-425. 
iii. The Grants Management Specialist can review, comment and either 


accept or reject the submitted SF-425. 
iv. If the Grants Management Specialist accepts the submitted SF-425, then 


it is assigned back to the Grants Program Analyst for review. 
 


v. The Grants Program Analyst can view the Grants Management 
Specialist review results, and can review, comment, and either 
accept or reject the SF-425. 


 


Scenario 3 
Acceptance 
Criteria: 


i.       The Grants Program Analyst can modify the SF-425 report 
review workflow to allow for (a) an initial review by a Grants 
Management Specialist, and (b) for those reports that the Grants 
Management Specialist approves, a second review by a Grants 
Program Analyst for the grant program. 


NOTE 2: The Government does not intend to evaluate the quality of the video submissions. 
Unnecessarily elaborate videos beyond that which is sufficient to present a complete and 
effective response to this solicitation are not desired and may be construed as an indication of 
the Quoter's lack of cost consciousness, considered as part of the Contracting Officer’s 
Responsibility Determination in accordance with FAR 9.104 – “Standards”. A smartphone 
video or other low-cost video production is encouraged. 
 
2.4 Phase I, Criteria 3 -Key Personnel 


The Government will assess the extent to which the Quoter identifies and commits Key 
Personnel with appropriate experience and qualifications and will be assigned an adjectival 
rating .   


 
2.5 Phase II,  Criteria 4 - Oral Presentation - Proposed GMM Target 


Solution 
 


The Quoter’s oral presentation shall provide the Government an understanding of the Quoter’s 
proposed GMM Target Solution.  The oral presentation shall address the solution, plans and 
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resources necessary to satisfy all SOO objectives,  
leverage the current investment and existing approved technologies to achieve Initial Operating 
Capability (IOC) as well as Full Operating Capability (FOC).     
     


 
 
In detailing its target solution, the Quoter shall provide the trade-off analysis of CGOS and 
custom solutions that was performed in order to determine the best approach for its proposed 
target solution to implement, which includes the impacts of custom development that would 
be required for integration of commercial and/or open source frameworks.  The Quoter shall 
detail how its proposed GMM Target Solution provides for “as needed” and elastic surge 
capability designed to provide sufficient system resources during instances of peaks or surges 
in user activity and transactions, while also remaining cost effective. 
 
 
Oral presentations will be assigned an adjectival rating in accordance with Table 2.1 
Adjectival Ratings.  
Oral presentations will be evaluated based on the Quoter’s presentation of its proposed GMM 
Target Solution in oral presentation portion 2, as well as the interactive dialogue in oral presentation 
portion 4 related to its proposed GMM target solution.  The Quoter’s team dynamics during the 
oral presentation portion 2 and 4 may also be evaluated. 
 


Oral 
Presentation 


Portion 


Oral Presentation Component Total Time 
Allotment  


1 Introductions and Rules of Engagement 
 


Not specified 


2 The Quoter shall present the proposed GMM Target 
Solution. 


60 minute 
limit 


3 The Government will caucus prior to interactive dialogue. 15 minutes limit 


4 The Government and Quoter will participate in an interactive 
dialogue related to the information presented by the Quoter during 
the oral presentation (including the PowerPoint slides) 


60 minute limit 


6 The Quoter departs. Not specified 
 


 
2.6 Phase II Criteria 5 - Technical/Management Approach for BPA Call 


Deleted: leverage the existing  to achieve Initial Operating 
Capability (IOC) as well as Full Operating Capability 
(FOC).…
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Order #1 
The BPA Call Order #1 Technical/Management Approach will be evaluated and assigned an 
adjectival rating in accordance with Table 2.1. The BPA Call Order #1 Technical/Management 
Approach will be evaluated based on the Quoter’s approach to meet SOO objectives for the 
initial planning task to prepare for the delivery of Initial Operating Capability (IOC) for the 
GMM Target Solution within 12 months after contract award, including how the minimum 
deliverables, as well as any other proposed deliverables, will be of quality and well aligned to 
support successful delivery of the GMM Target Solution IOC within 12 months after contract 
award.  


 
2.7 Phase II Criteria 6- Price 
The Government will establish a “total evaluated” price based on a completed Attachment 
A1b. – GMM SPARC Price Template, Labor Hours, ODCs and Proposed Price tabs. The 
government expects to receive price competition through several offers. The “total 
evaluated price” will be evaluated for price reasonableness through comparison with other 
proposed prices and may include other price analysis techniques. The Government will 
evaluate the alignment of the proposed pricing for BPA Call Order #1 to the Quoter’s 
proposed technical and management approach in accordance with FAR 8.4.  Price that 
does not align to the Quoter’s proposed technical and management approach may indicate 
an inability to understand the requirements and therefore may be considered a high-risk 
approach to contract performance. The price quote will not be given an adjectival rating. 
 
 
The Labor Rates tab will not be included in the “total evaluated price” or overall trade-off 
assessment, but discounts and rates will be evaluated to ensure labor categories and rates are fair 
and reasonable. 
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Section I - Overview 


NFIP PIVOT Program  
Task Order Proposal Request  


 
The Federal Emergency Management Agency (FEMA) intends to award a single task order  
under the Department of Homeland Security (DHS) Enterprise Acquisition Gateway for 
Leading-Edge Solutions II (EAGLE II) contract for the National Flood Insurance Program 
(NFIP) PIVOT Program. The requirement will be competed under Functional Category (FC) 1, 
Service Delivery, including Integration, Software Design/Development, Operations & 
Maintenance among 8(a) track IDIQ holders. The North American Industry Classification Code 
System (NAICS) code is 541511 Custom Computer Programming Services and the small 
business size standard is $27.5 million. 
 
EAGLE II 
At the time of award for this task order and prior to the exercise of options, the Offerors must 
have a valid Eagle II contract in effect that covers the appropriate performance period of the task 
order. The Offeror shall notify the Contracting Officer no later than 90 days before its EAGLE II 
contract expiration and inform of a contract extension or not. The task order established as a 
result of this TOPR will be based on established EAGLE II rates and any applicable rate 
discounts.  
 
1. Authority 
Pursuant to FAR 16.505 and in accordance with DHS Directive 060-01 Development and Use of 
Strategic Sourcing Contract Vehicles a single task order will be awarded under the DHS EAGLE 
II. Eagle terms and conditions for FC1 8(a) track are applicable to this order.  
 
2. Term 
The Order term is one (6) month base period and four (6) month option periods. The total 
contract duration if all options are exercised is two years and 6 months or 30 months.  
 
2.1 Period of Performance (Actual date will be filled in at time of award) 
Base Period: Date of award (DOA) through 6 months 
Option Period: 6 Months  
Option Period: 6 Months  
Option Period: 6 Months 
Option Period: 6 Months  
 
3. Place of Performance  
The principal place of performance shall be at FEMA Headquarters, located in Washington D.C. 
as well as optional telework at the Contractor’s Work Site. Telework must be preapproved by the 
COR in writing. FEMA PMO and stakeholders are located within 400/500 C St. SW, 
Washington D.C., 20472. 
 
4. Travel 
Contractor travel is anticipated for this requirement. Travel must be pre-approved by the COR 
and the CO. All travel shall be in accordance with the Contractor’s EAGLE II IDIQ contract, 
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Federal Travel Regulation and FAR 31.205-46. Approved travel expenses will be reimbursed 
based on actual costs incurred.   
 
5. Order Type 
The task order will be Time and Materials. Materials and travel will be reimbursed at actual cost. 
Labor category rates will be fixed and in accordance with the master contract. 
  
6. Contract Ceiling (not to exceed) 
The total value of the task order is $18,000,000.00. That is the not to exceed value.  
 
7. Attachment 1 – NFIP PIVOT Price Template Fully-burdened labor rates include all direct 
labor and indirect costs applicable to that direct labor (such as fringe benefits, overhead, G&A), 
and profit. The fully-burdened hourly rates are ceiling rates. Eagle II rates for the current year are 
applicable.  
 
7.1 EAGLE II Rates - Government Site  
Government Site Rates.  
When performing at Government sites, the Contractor shall furnish fully-burdened labor rates. 
The Government will provide only office space and may provide furniture and office equipment 
and supplies. Situational or regular telework, when authorized, shall be billed at Government Site 
Rates.  
 
B.7.2 Time and Material (T&M) Task and Labor-Hour (L-H) Type  
For T&M or L-H type orders, the quantity of hours ordered from each labor category will be 
billable per the number of labor hours expended for each labor category. For T&M type task 
orders, profit on materials is not allowable. Reimbursement under the contract shall be governed 
by the clause at FAR 52.232-7, Payments under Time and Materials and Labor-Hour Contracts. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Section II - Statement of Objectives (SOO) 
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NFIP PIVOT Program  


Task Order Proposal Request  
 
 
 
 
 
 
 
 
 
 


See Attachment 2 – NFIP PIVOT Program Statement of Objectives (SOO) 
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Section III - Deliverables Media, Inspection and Place of Performance 
 


NFIP PIVOT Program  
Task Order Proposal Request  


 
1. Deliverables Media 
The Contractor shall provide deliverables to the addresses identified in Order. Administrative 
deliverables shall be provided in machine readable format using Microsoft Office Suite and/or 
Adobe via email, or flash drives for those deliveries that cannot be emailed. All deliverables 
containing Agency specific, sensitive, and project detail information shall only be provided via 
email servers or hard copy via U.S. Mail, FedEx, or USPS. Orders will identify specific delivery 
requirements if different from the above. The Contractor shall use recommended commercial 
practices for formatting deliverables under Orders unless the agency’s standard operating 
procedures state otherwise, standard information procedures and other formats. 
 
2. Marking for Delivery 
Unless otherwise specified, all deliverables submitted to the Government shall clearly indicate 
the task order number, contractor’s name, description of items contained therein and the 
consignee’s name and address for which the information is being submitted. 
 
3. Inspection and Acceptance 
Inspection and acceptance of the services and support to be furnished hereunder shall be made by 
the appropriate COR, or other authorized Government representative designated in the Order.  
 
3.1 Scope of Inspection 
All deliverables may be inspected for content, completeness, accuracy and conformance to Order 
requirements by the COR or other Government authorized representative designated in each 
Order. Inspection may include validation of information or inspection of the deliverables, as 
specified in each Order. The scope and nature of this inspection will be comprehensive to 
validate the completeness, accuracy, and conformance to requirements. 
 
3.2 Acceptance Criteria 
Acceptance criteria will be defined by the COR; however, general quality measures, as set forth 
below, will be applied to each work product received from the Contractor. 
 
• Professional – Staff will work in an integrated Federal and Contractor Program Management 
Office, and will be professional and supportive. 
 
• Accuracy - Work products shall be accurate in presentation, technical content, and adherence to 
accepted elements of style. 
 
• Clarity - Work products shall be clear and concise using plain language. Any/all diagrams shall 
be easy to understand and be relevant to the supporting narrative. 
 
• Consistency to Requirements - All work products must satisfy the requirements of the call/task 
order with emphasis on technology, process and resource optimization. 
 
• File Editing - All text and diagrammatic files shall be editable by the Government.  
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• Format - Work products shall be submitted in hard copy (where applicable) and in media 
mutually agreed upon prior to submission. Hard copy formats shall follow any specified 
Directives or Manuals.  
 
• Timeliness - Work products shall be submitted on or before the due date specified in the task 
order or submitted in accordance with a later scheduled date determined by the COR. 
 
• Transferability - Work products shall be submitted with all the context and background 
necessary for PMO, Federal or other Contractors to understand and iterate on. 
 
• Transparent - Work products shall be non-proprietary and be developed using an open 
architecture to promote transparency within the PMO and amongst all stakeholders. 
 
4. Inspection and Acceptance of Services 


Within approximately five (5) business days of each sprint's conclusion, FEMA NFIP will inspect, test, 
review and accept all Code submitted in the identified repository, as applicable. 
 
The COR and the FEMA NFIP Product Lead will review all deliverables and provide concurrence to the 
CO for deliverable acceptance/rejection. The CO will formally accept all deliverables to the contractor 
within approximately 30 calendar days from the end of the task order, via electronic means. The COR’s 
acceptance of all deliverables will be contingent on Product Owner approval. 
 
Any contractor performance to correct defects found by the Government as a result of quality assurance 
surveillance and by the contractor as a result of quality control, shall be in accordance with FAR 52.246-
6, Inspection – Time-and-Materials and Labor-Hour. The COR and the FEMA NFIP COR will monitor 
compliance and report to the Contracting Officer. 
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Section IV - General and Administrative Information 
 


NFIP PIVOT Program  
Task Order Proposal Request  


 
1. FEMA Contracting Officer (CO)  
(a)  The FEMA CO is the only person authorized to approve changes to or modify any of the 
requirements under the Order.  In the event the Contractor effects any such change at the 
direction of any person other than the CO, the change will be considered to have been made 
without authority and no adjustment will be made in the contract price to cover any expenses  
incurred as a result thereof.  FEMA CO is: 
 
 Name:   Nicole Smith 
 Address: Federal Emergency Management Agency 
   500 C. Street, SW, 3rd Floor 
   Washington, DC 20472-3205 
 Email:  Nicole.Smith@fema.dhs.gov  


Tel No: 202-212-4109  
 
 (b)  The Contractor shall submit requests for modification of this contract and other 
administrative requests to the CO and courtesy copy the COR. 
 (c)  Contractual problems of any nature should be handled as soon as possible, and 
according to applicable public laws and regulations (e.g., Federal Acquisition Regulation).  The 
problem resolution escalation sequence in FEMA is as follows: 1) the initial point of contact for 
problem resolution is the Contracting Officer’s Representative (COR) authorized to oversee 
services, 2) then the Contracting Officer that awarded the Order. 
 (d)  Requests for information on matters related to this contract, such as explanation of 
terms and contract interpretation, shall be submitted to the CO.  The CO is the only official 
authorized to terminate for cause, to issue notices of termination for cause, and to issue cure 
notices and show cause notices for the Order. 
 
The CO is responsible for:  
1) Negotiation and Award of the order. CO have the authority to legally bind their organization to 
order modifications.  
2) Administration of the task order. Day-to-day administration activities will generally be carried out 
by the COR.  
3) Settlement and Resolution of Contracting Issues. The CO is authorized to settle and resolve 
contracting issues.  
4) Contract Records. The CO is responsible for maintaining a complete record of all contracting 
documents (electronically and/or manually).  
 
2. FEMA Contracting Officer Representative (COR) 
The COR has responsibility for receipt and acceptance of the contract-level deliverables and 
reports and past performance reporting for the contract.  The COR supports the CO and PM in 
the general management of the program.  
 
  
 Name:  Traci Crawford   
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 Address:  Federal Emergency Management Agency 
      500 C. Street, SW, 5th Floor 
       Washington, DC 20472-3205 
 Email:  To Be Provided Upon Task Order Award 
 Tel No.: To Be Provided Upon Task Order Award 
  
The CO may designate one or more CORs for the Order that will be responsible for the day-to-
day oversight of the Order. The COR will represent the CO in the administration of technical 
details within the scope of the task order. The COR is also responsible for the final inspection 
and acceptance of all task order deliverables and reports, and such other responsibilities as may 
be specified in the order.  The COR is not otherwise authorized to make any representations or 
commitments of any kind on behalf of the CO or the Government. The COR does not have 
authority to alter the Contractor’s obligations or to change the order specifications, price, terms 
or conditions.  If, as a result of technical discussions, it is desirable to modify order obligations 
or the specification, changes will be issued in writing and signed by the CO. 
 
(A) The designated COR may provide written technical direction to the Contractor 
concerning the work performed under the contract. Technical direction is limited to direction that 
fills in details or otherwise completes the general description of the work set forth in the contract.  
Technical direction includes: 
 
1) Directions to the Contractor that suggest pursuit of certain lines of inquiry, shift work 
emphasis, fill in details or otherwise serve to accomplish the contractual Statement of Objectives. 
2) Guidelines to the Contractor, that help interpret technical portions of work descriptions. 
 
(B) Technical direction must be within the general scope of work stated in the contract.   
 
Technical direction may not be used to: 
1) Assign additional work under the contract. 
2) Direct a change as defined in the “CHANGES” clause of the contract. 
3) Increase or decrease the contract price or estimated contract amount (including fee), as 
applicable, the direct labor hours, or time required for contract performance. 
4) Change any of the terms, conditions or specifications of the contract. 
5) Interfere with the Contractor’s rights to perform the terms and conditions of the contract. 
 
(C) All technical direction has to be in writing (or via e-mail) by the applicable COR. 
 
(D) If the Contractor believes any technical direction calls for effort outside the scope of the 
contract or is inconsistent with this requirement, the Contractor must notify the CO in writing 
within five (5) working days after receipt of any such instruction.  The Contractor must not 
proceed with the work affected by the technical direction unless and until the Contractor is 
notified by the CO that the technical direction is within the scope of this contract.  To notify the 
Contractor, the CO will either issue an appropriate contract modification within a reasonable 
time or advise the Contractor in writing within 30 days that the instruction or direction is- 
 
1) Rescinded in its entirety; or 
2) Within the scope of the contract and does not constitute a change under the changes 
clause of the contract, and that the Contractor should proceed promptly with its performance. 







NFIP PIVOT TOPR 70FA3018Q00000003 
 


10 
 


 
(E) Failure of the Contractor and CO to agree that the instruction or direction is both within 
the scope of the contract and does not constitute a change under the changes clause, or a failure 
to agree upon the contract action to be taken with respect to the instruction or direction, is subject 
to the Disputes clause of this contract. 
 
(F) Any action(s) taken by the Contractor in response to any direction given by any person 
other than the CO or the applicable COR is at the Contractor’s risk. 
 
(G) Nothing in the foregoing paragraph will excuse the Contractor from performing that 
portion of the contractual work statement which is not affected by the disputed technical 
direction. 
 
3. Invoicing and Payment 
The contractor shall submit an invoice(s) upon delivery and acceptance of all supplies or services 
as specified in the Price/Cost Schedule and per COR acceptance. Invoices shall be 
submitted on a monthly basis. 
 
Electronic copies must be submitted to the following individuals: 


ü Contracting Officer 
ü Contract Specialist/Administrator 
ü Contracting Officer’s Representative 


 
All invoices shall be submitted to the “Designated Billing Office” and/or “Designated Payment 
Office”.  Invoices will be handled in accordance with the Prompt Payment Act and a payment will 
be made for items accepted by the Government that have been provided. Invoices may be 
submitted via e-mail to Fema-finance-vendor-payment@fema.dhs.gov. The FEMA Finance 
Center, P.O. Box 9001, Winchester, VA. 22604. The telephone number is 540-504-1900. The 
submission of vouchers electronically will reduce correspondence and other causes for delay to a 
minimum and will facilitate prompt payment to the Contractor.  
 
Paper vouchers mailed to the finance center will not be processed for payment. If the Contractor 
is unable to submit a payment request in electronic form, the contractor shall submit the payment 
request using a method mutually agreed to by the Contractor, the Contracting Officer, and the 
payment office. 
 
To constitute a proper invoice; the invoice must include those items cited in FAR 52.232-25, 
Prompt Payment, Paragraphs (a) (3) (i) through (a) (3) (viii). Unless otherwise stated in the 
Order, the Contractor shall submit an original invoice containing the following information, if 
applicable:   
 
(a) Name and address of the Contractor; 
(b) Invoice date and number; 
(c) Contract number, contract line item number (CLIN) and Order number; 
(d) Description, quantity, unit of measure, unit price, labor category, labor hours, and 


extended price of the items delivered; 
(e) Name and address of official to whom payment is to be sent; 
(f) Name, title, and phone number of person to notify in event of defective invoice; and 
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(g) Electronic funds transfer (EFT) banking information.   
(h) Invoice total 
(i) Period of Performance 
(j) For each individual working under a labor-hour, including firm-fix priced payment: 


- Individual’s name 
- Labor category 
- Labor rate 
- Number of hours worked 
- Time sheet for the billing period 


(k) Other Direct Cost related to licenses and subscription, may include but not limited too 
- Instance Category (actual name from provider, size, type, etc) 
- Rate of Instances per hour 
- Number of hours running 
- Utilization per instance for billing period 


 
The submission of vouchers electronically will reduce correspondence and other causes for delay 
to a minimum and will facilitate prompt payment to the Contractor.  Paper vouchers mailed to 
the finance center will not be processed for payment. If the Contractor is unable to submit a 
payment request in electronic form, the contractor shall submit the payment request using a 
method mutually agreed to by the Contractor, the Contracting Officer, and the payment office.  
 
Invoices shall be submitted as follows: Contractors shall use Standard Form (SF) 1034 (Public 
Voucher for Purchases and Services Other Than Personal) and SF 1035 (Continuation Sheet) 
when requesting payment for supplies or services rendered.  Both forms are located at 
http://www.gsa.gov/portal/forms/type/SF.  Suitable self-designed forms (contractor invoice 
forms) may be submitted instead of the SF 1035 as long as they contain the information required.  
 
The voucher must provide a description of the supplies or services, by line item (if applicable), 
quantity, unit price, and total amount. The item description, unit of measure, and unit price must 
match those specified in the contract. Invoices that do not match the line item pricing in the 
contract will be considered improper and will be returned to the Contractor. The Contractor shall 
not be paid more frequently than on a monthly basis. 
 
SF 1034 and 1035 instructions:  
SF 1034 – Public Voucher for Purchases and Services Other than Personal 
 
The information which a Contractor is required to submit in its Standard Form 1034 is set forth 
as follows:  
(1) U.S. Department, Bureau, or establishment and location insert the names and address of 
the servicing finance office unless the contract specifically provides otherwise.  
(2) Date Voucher Prepared - insert date on which the public voucher is prepared and submitted.  
(3) Contract/Delivery Order Number and Date - insert the number and date of the contract 
and delivery order, if applicable, under which reimbursement is claimed.  
(4) Requisition Number and Date - leave blank.  
(5) Voucher Number - insert the appropriate serial number of the voucher. A separate series of 
consecutive numbers, beginning with Number 1, shall be used by the Contractor for each new 
contract. When an original voucher was submitted, but not paid in full because of suspended 
costs, resubmission vouchers should be submitted in a separate invoice showing the original 
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voucher number and designated with the letter "R" as the last character of the number. If there is 
more than one resubmission, use the appropriate suffix (R2, R3, etc.)  
(6) Schedule Number; Paid By; Date Invoice Received - leave blank.  
(7) Discount Terms - enter terms of discount, if applicable.  
(8) Payee's Account Number - this space may be used by the Contractor to record the account 
or job number(s) assigned to the contract or may be left blank.  
(9) Payee's Name and Address - show the name of the Contractor exactly as it appears in the 
contract and its correct address, except when an assignment has been made by the Contractor, or 
the right to receive payment has been restricted, as in the case of an advance account. When the 
right to receive payment is restricted, the type of information to be shown in this space shall be 
furnished by the CO.  
(10) Shipped From; To; Weight Government B/L Number - insert for supply contracts.  
(11) Date of Delivery or Service - show the month, day and year, beginning and ending dates of 
supplies or services delivered.  
(12) Articles and Services - insert the following: "For detail, see Standard Form 1035" OR “For 
detail, see contractor invoice form”.   
(13) Type the following certification, signed by an authorized official, on the face of the 
Standard Form 1034.  
 
"I certify that all payments requested are for appropriate  
purposes and in accordance with the agreements set forth in  
the contract."  
________________ ___________  
(Name of Official) (Title)  
(14) Amount - insert the amount claimed for the period indicated in (11) above.  This amount 
should be transferred from the total per the SF 1035 Continuation Sheet or contractor invoice 
form.  
 
SF 1035 – Continuation Sheet 
The SF 1035 will be used to identify the specific item description, quantities, unit of measure, 
and prices for each category of deliverable item or service. Suitable self-designed forms 
(contractor invoice form) may be submitted instead of the SF 1035 as long as they contain 
the information required.  
 
The information which a contractor is required to submit in its Standard Form 1035 is set forth as 
follows:  
 
U.S. Department, Bureau, or Establishment - insert the name and address of the servicing 
finance office.  
Voucher Number - insert the voucher number as shown on the Standard Form 1034.  
Schedule Number - leave blank.  
Sheet Number - insert the sheet number if more than one sheet is used in numerical sequence. 
Use as many sheets as necessary to show the information required.  
Number and Date of Order - insert payee's name and address as in the Standard Form 1034.  
Articles or Services - insert the contract number as in the Standard Form 1034, and description.  
Quantity; Unit Price – insert for supply contracts. 
Amount - insert the total quantities contract value, and amount and type of fee payable (as 
applicable).  
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A summary of claimed current and cumulative goods and services delivered and accepted 
to date. -  
Invoices shall include an itemization of all goods and services delivered and accepted for the 
period by item and by CLIN. Each invoice shall include sufficient detail to identify goods and 
services as compared 
 
ELECTRONIC FUNDS TRANSFER (EFT) INFORMATION 


1. To receive payment, the contractor shall submit their EFT information to the 
Government.   EFT information may be submitted by EFT form, through System for 
Award Management (SAM), or on invoice.  Failure to provide the EFT information or 
failure to notify the Government of changes to this EFT information may result in delays 
in payments and/or rejection of the invoice in accordance with the Prompt Payment 
clause of this contract.  EFT forms may be submitted directly the FEMA Finance Center 
at  FEMA-Finance-RecordsMaintenance@fema.dhs.gov, or to the Contracting Office. 


2. If submitting EFT information on invoice/voucher, the following EFT information should 
be submitted: 


 
         (a) Routing Transit Number (RTN) – The contractor shall provide the current 9-digit RTN 
of the payee's bank 
 
         (b) Payee's account number 
 
         (c) Contractor's Tax Identification Number (TIN) 
 
       (The EFT information submitted must be that of the contractor unless there is an official 
Assignment of Claims on file with the payment office.) 
 
       If at any time during the term of this contract, the contractor changes any EFT information, 
(i.e. financial agent, RTN, account number, etc.) the new EFT information must replace the old 
EFT information on subsequent invoices submitted under this contract, through SAM, or by 
submission of a new EFT form.   
 
4. Advertisements, Publicizing Awards and News Releases 
Under no circumstances shall the Contractor, or anyone acting on behalf of the Contractor, refer 
to the supplies, services, or equipment furnished pursuant to the provisions of this contract in any 
publicity/ news release or commercial advertising without first obtaining explicit written consent 
to do so from FEMA Contracting Officer.  This restriction does not apply to marketing materials 
developed for presentation to potential government customers of this contract vehicle. 
 
The Contractor agrees not to refer to awards in commercial advertising in such a manner as to 
state or imply that the product or service provided is endorsed or preferred by the Federal 
Government or is considered by the Government to be superior to other products or services. 
 
5. Identification of Contractor Personnel 
The Contractor shall ensure that its employees and subcontractors will identify themselves as 
employees of their company while working on FEMA contracts.  For example, Contractor 
personnel shall introduce themselves in person and in voice-mail, as employees of their 
respective companies, and not as FEMA employees.  Under no circumstances and at no time 







NFIP PIVOT TOPR 70FA3018Q00000003 
 


14 
 


shall subcontractors of the prime identify themselves as employees of the prime or in any other 
way suggest, by action or inaction, that they are employees of the prime. Failure to adhere to this 
requirement may constitute grounds for termination for cause. Contractor shall ensure that their 
personnel use the following format signature on all official e-mails generated by DHS 
computers: 
 
Name 
Position or Professional Title 
Prime FEMA Contractor Name OR Subcontractor Company Name in support of Prime FEMA 
Contractor Name 
Supporting the __________Division/Office of FEMA 
Phone 
Fax 
 
6. Post-Award Evaluation of Contractor Performance 
Contractor Performance Evaluations: Annual and final evaluations of Contractor performance 
will be prepared on this contract in accordance with FAR 42.1500.  The final performance 
evaluations will be prepared following the end of the period of performance.  Annual and final 
evaluations will be provided to the Contractor as soon as practicable after completion of the 
evaluation.  The Contractor can elect to review the evaluation and submit additional information 
or a rebuttal statement.  The Contractor shall be permitted thirty (30) days to respond.  
Contractor response is voluntary.  Any disagreement between the parties regarding an evaluation 
will be referred to the cognizant Division Director (or his/her equivalent), whose decision is 
final. Copies of the evaluations, Contractor responses, and review comments, if any, will be 
retained as part of the contract file, and may be used to support future award decisions. 
 
Electronic Access to Contractor Performance Evaluations: FAR 42.15 requires agencies to 
prepare annual and final evaluations of Contractor performance.   The Past Performance 
Information Retrieval System (PPIRS) is used to record and maintain past performance 
information.  The FEMA utilizes the Contractor Performance Assessment Reporting System 
(CPARS), which feeds its information into the PPIRS system in order to share information with 
other federal agencies. The process for submitting such reports shall be in accordance with 
agency procedures (see below).  Contractors may view evaluations, once completed via CPARS, 
through a secure Web site that can be obtained at the following URL - www.ppirs.gov.    
 
The registration process requires the Contractor to identify an individual that will serve as a 
primary contact and who will be authorized access to the evaluation for review and comment.  In 
addition, the Contractor shall be required to identify a secondary contact who will be responsible 
for notifying the cognizant contracting official in the event the primary contact is unavailable to 
process the evaluation within a thirty (30) day time period.  Once a performance evaluation has 
been prepared and is ready for comment, the CPARS will send an email to the Contractor 
representative notifying that individual that a performance evaluation is electronically available 
for review and comment. 
 
7. Government Records 
(a) Government's Records:  Except as is provided in paragraph (b) may be otherwise agreed upon 
by the Government and the Contractor, all records acquired or generated by the Contractor, in its 
performance of this contract shall be the property of the Government; and shall be delivered to 
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the Government or otherwise disposed of by the Contractor, either as FEMA Contracting Officer 
may from time to time direct during the progress of the work or, in any event, as FEMA 
Contracting Officer directs upon settlement of this contract.  The Contractor shall, subject to 
security regulations, requirements, and other provisions of the contract, have the right to inspect; 
and at its own expense, duplicate only those processes, procedures, or records delivered, or to be 
delivered, to the Government by the Contractor under this contract, or retain duplicates which are 
in excess of the Government's requirements.  However, nothing in this paragraph shall:  (1) 
permit the Contractor to duplicate or retain for its own purposes any official Government 
documents or proprietary information relating to the Government or to other Contractors; (2) 
constitute any commitment on the part of the Government to retain such records for any period 
beyond customary retention periods for the various types of records; and (3) have any effect on 
the provisions of FAR Clause 52.227 14 (DEC 2007), entitled "Rights in Data - General." 
 
(b) Contractor's Own Records:  The following records are considered the property of the 
Contractor and not within the scope of paragraph (a) above: 
(1) Personnel records and files maintained on individual employees, applicants and former 
employees; 
(2) Privileged or confidential Contractor financial information and correspondence between 
segments of the Contractor's organization; and 
(3) Internal legal files. 
 
(c) Inspection and Audit of Records:  All records acquired, or generated by the Contractor under 
this contract, and in the possession of the Contractor, including those described in paragraph (b) 
above (exclusive of subparagraph (b)(2) and (b)(3)), shall be subject to inspection and audit any 
reasonable times.  The Contractor shall afford the proper facilities for such inspection and audit. 
 
8. Disclosure of Information – Official Use Only  
Each officer or employee of the Contractor or Subcontractor at any tier to whom “Official Use 
Only” information may be made available or disclosed shall be notified in writing by the 
Contractor that “Official Use Only” information disclosed to such officer or employee can be 
used only for a purpose and to the extent authorized herein, and that further disclosure of any 
such “Official Use Only” information, by any means, for a purpose or to an extent unauthorized 
herein, may subject the offender to criminal sanctions imposed by 18 U.S.C. Sections 641 and 
3571.  Section 641 of 18 U.S.C. provides, in pertinent part, that whoever knowingly converts to 
his use or the use of another, or without authority sells, conveys, or disposes of any record of the 
United States or whoever receives the same with the intent to convert it to his use or gain, 
knowing it to have been converted, shall be guilty of a crime punishable by a fine or imprisoned 
up to ten years or both.  
 
9. Confidentiality of Information 
(a) To the extent that the work under this contract requires that the Contractor be given access to 
confidential or proprietary business, technical, or financial information belonging to other private 
parties or the Government, the Contractor shall after receipt thereof, treat such information as 
confidential and agrees not to appropriate such information for its own use or to disclose such 
information to third parties unless specifically authorized by the Contracting Officer in writing.  
The foregoing obligations, however, shall not apply to: 
 
(1) Information which, at the time of receipt by the Contractor, is in the public domain; 
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(2) Information which is published after receipt thereof by the Contractor or otherwise becomes 
part of the public domain through no fault of the Contractor; 
(3) Information which the Contractor can demonstrate was in its possession at the time of receipt 
thereof and was not acquired directly or indirectly from the Government or other  companies; or, 
(4) Information which the Contractor can demonstrate was received by them from a third  party 
who did not require the Contractor to hold it in their confidence. 
 
(b) The Contractor shall obtain the written agreement, in a form satisfactory to the FEMA 
Contracting Officer, of each employee permitted access, whereby the employee agrees that 
he/she will not discuss, divulge, or disclose any such information or data to any person or entity 
except those persons within the Contractor's organization directly concerned with the 
performance of the contract. 
 
(c) The Contractor agrees that upon request by the Contracting Officer, it will execute an 
approved agreement with any party whose facilities or proprietary data they are given access to 
in regards to the restrictive use and disclosure of the data and the information obtained from such 
facilities.  Upon request by Contracting Officer, such an agreement shall also be signed by 
Contractor personnel. 
 
(d) This language shall flow down to all subcontracts. 
 
 


 


 


 


 


 


 


Section V – Clauses 


 
NFIP PIVOT Program  


Task Order Proposal Request  
 
FAR 52.252-2 Clauses Incorporated By Reference (FEB 1998) 
 
This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text.  Upon request, the Contracting Officer will make their full text 
available.  Also, the full text of a clause may be accessed electronically at 
www.acquisition.gov/far. 
 
DHS EAGLE II 8(a) track terms, conditions, and clauses are applicable to this order.   
  HSAR Clause 
No. 
  


Title and Date   
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3052.203-70 Instructions for Contractor Disclosure of Violations (SEP 2012) 


3052.205-70 Advertisements, Publicizing Awards, and Releases (SEP 2012) 
Alternate I (SEP 2012) 


3052.215-70 Key Personnel and Facilities (DEC 2003) 
3052.228-70 Insurance (DEC 2003) 


3052.242-72 Contracting Officer’s Technical Representative (DEC 2003) 
 
52.204-1 -- Approval of Contract (DEC 1989) 
This contract is subject to the written approval of Contracting Officer and shall not be binding 
until so approved. 
 
52.217-8 -- Option to Extend Services (Nov 1999) 
The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed 6 months. 
The Contracting Officer may exercise the option by written notice to the Contractor within 30 
days.  
 
52.217-9 -- Option to Extend the Term of the Contract (MAR 2000) 
 (a) The Government may extend the term of this contract by written notice to the Contractor 
within 30 days provided that the Government gives the Contractor a preliminary written notice 
of its intent to extend at least 30 days before the contract expires. The preliminary notice does 
not commit the Government to an extension. 


(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 


(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 36 months. 


52.219-14 - Limitations on Subcontracting (Jan 2017) Reference F.8.4 of the 8(a) master 
contract.  
(a) This clause does not apply to the unrestricted portion of a partial set-aside. 


(b) Applicability. This clause applies only to-- 


(1) Contracts that have been set aside or reserved for small business concerns or 8(a) 
participants; 


(2) Part or parts of a multiple-award contract that have been set aside for small business concerns 
or 8(a) participants; and 


(3) Orders set aside for small business or 8(a) participants under multiple-award contracts as 
described in 8.405-5 and 16.505(b)(2)(i)(F). 
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(c) By submission of an offer and execution of a contract, the Offeror/Contractor agrees that in 
performance of the contract in the case of a contract for -- 


(1) Services (except construction). At least 50 percent of the cost of contract performance 
incurred for personnel shall be expended for employees of the concern. 


(2) Supplies (other than procurement from a nonmanufacturer of such supplies). The concern 
shall perform work for at least 50 percent of the cost of manufacturing the supplies, not including 
the cost of materials. 


(3) General construction. The concern will perform at least 15 percent of the cost of the contract, 
not including the cost of materials, with its own employees. 


(4) Construction by special trade contractors. The concern will perform at least 25 percent of the 
cost of the contract, not including the cost of materials, with its own employees. 


HSAR Clauses Incorporated In Full Text 
 


3052.204-71 CONTRACTOR EMPLOYEE ACCESS (SEP 2012) 
(a) Sensitive Information, as used in this clause, means any information, which if lost, 
misused, disclosed, or, without authorization is accessed, or modified, could adversely affect 
the national or homeland security interest, the conduct of Federal programs, or the privacy to 
which individuals are entitled under section 552a of title 5, United States Code (the Privacy 
Act), but which has not been specifically authorized under criteria established by an 
Executive Order or an Act of Congress to be kept secret in the interest of national defense, 
homeland security or foreign policy. This definition includes the following categories of 
information: 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107- 
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of 
Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the PCII Program Manager or his/her 
designee); 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the Assistant Secretary for the 
Transportation Security Administration or his/her designee) 
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential 
to the national or homeland security interest; and 
(4) Any information that is designated “sensitive” or subject to other controls, safeguards 
or protections in accordance with subsequently adopted homeland security information 
handling procedures. 
(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
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drives, network software, computer software, software programs, intranet sites, and internet 
sites. 
(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting 
Officer. Upon the Contracting Officer's request, the Contractor's 06-01-2006 HSAR 52-6 
employees shall be fingerprinted, or subject to other investigations as required. All 
Contractor employees requiring recurring access to Government facilities or access to 
sensitive information or IT resources are required to have a favorably adjudicated background 
investigation prior to commencing work on this contract unless this requirement is waived 
under Departmental procedures. 
(d) The Contracting Officer may require the Contractor to prohibit individuals from working 
on the contract if the Government deems their initial or continued employment contrary to 
the public interest for any reason, including, but not limited to, carelessness, 
insubordination, incompetence, or security concerns. 
(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person 
unless authorized in writing by the Contracting Officer. For those Contractor employees 
authorized access to sensitive information, the Contractor shall ensure that these persons 
receive training concerning the protection and disclosure of sensitive information both 
during and after contract performance. 
(f) The Contractor shall include the substance of this clause in all subcontracts at any tier 
where the subcontractor may have access to Government facilities, sensitive information, or 
resources. 


(End of clause) 
 


ALTERNATE I (SEP 2012) 
When the contract will require contractor employees to have access to Information 
Technology (IT) resources, add the following paragraphs: 
(g) Before receiving access to IT resources under this contract the individual must 
receive a security briefing, which the Contracting Officer’s Technical Representative 
(COTR) will arrange, and complete any nondisclosure agreement furnished by DHS. 
(h) The Contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary 
for performance of the work under this contract. Any attempts by Contractor personnel to 
gain access to any information technology resources not expressly authorized by the 
statement of work, other terms and conditions in this contract, or as approved in writing by 
the COTR, is strictly prohibited. In the event of violation of this provision, DHS will take 
appropriate actions with regard to the contract and the individual(s) involved. 
 
(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the Contractor performs business for the DHS Component. It is 
not a right, a guarantee of access, a condition of the contract, or Government 06-01-2006 
HSAR 52-7 Furnished Equipment (GFE). 
(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold 
and save DHS harmless from any unauthorized use and agrees not to request additional time 
or money under the contract for any delays resulting from unauthorized use or access. 
(k) Non-U.S. citizens shall not be authorized to access or assist in the development, 
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operation, management or maintenance of Department IT systems under the contract, unless 
a waiver has been granted by the Head of the Component or designee, with the concurrence 
of both the Department’s Chief Security Officer (CSO) and the Chief Information Officer 
(CIO) or their designees. Within DHS Headquarters, the waiver may be granted only with 
the approval of both the CSO and the CIO or their designees. In order for a waiver to be 
granted: 
(1) There must be a compelling reason for using this individual as opposed to a U. S. citizen; 


and 
(2) The waiver must be in the best interest of the Government. 
(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. 
citizens proposed to work under the contract. Any additions or deletions of non-U.S. citizens 
after contract award shall also be reported to the Contracting Officer. 


(End of clause) 
 


 
INFORMATION TECHNOLOGY SECURITY AND PRIVACY TRAINING (MAR 
2015) 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert 
the substance of this clause in all subcontracts. 


 
(b) Security Training Requirements. 


 
(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness 
materials annually or whenever system security changes occur, or when the user’s 
responsibilities 
change.  The Department of Homeland Security (DHS) requires that Contractor employees 
take an annual Information Technology Security Awareness Training course before accessing 
sensitive information under the contract. Unless otherwise specified, the training shall be 
completed within thirty (30) days of contract award and be completed on an annual basis 
thereafter not later than October 31st of each year. Any new Contractor employees assigned to 
the contract shall complete the training before accessing sensitive information under the  
contract.  The training is accessible at http://www.dhs.gov/dhs-security-and-training- 
requirements-contractors.  The Contractor shall maintain copies of training certificates for all 
Contractor and subcontractor employees as a record of compliance. Unless otherwise 
specified, initial training certificates for each Contractor and subcontractor employee shall be 
provided to the Contracting Officer’s Representative (COR) not later than thirty (30) days 
after contract award.  Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the COR via e-mail notification not later than October 31st 


of each year. The e-mail notification shall state the required training has been completed for 
all Contractor and subcontractor employees. 


 
(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 
that will have access to DHS systems and sensitive information. The DHS Rules of Behavior 
shall be signed before accessing DHS systems and sensitive information. The DHS Rules of 
Behavior is a document that informs users of their responsibilities when accessing DHS 
systems and holds users accountable for actions taken while accessing DHS systems and 
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using DHS Information Technology resources capable of inputting, storing, processing, 
outputting, and/or transmitting sensitive information.  The DHS Rules of Behavior is 
accessible at  http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  
Unless otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) 
days of contract award.  Any new Contractor employees assigned to the contract shall also 
sign the DHS Rules of Behavior before accessing DHS systems and sensitive information. 
The Contractor shall maintain signed copies of the DHS Rules of Behavior for all 
Contractor and subcontractor employees as a record of compliance.  Unless otherwise 
specified, the Contractor shall e-mail copies of the signed DHS Rules of Behavior to the 
COR not later than thirty (30) days after contract award for each employee. The DHS Rules 
of Behavior will be reviewed annually and the COR will provide notification when a review 
is required. 


 
(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have 
access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to 
take Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII.  The 
training is accessible at http://www.dhs.gov/dhs-security-and-training-requirements- 
contractors.  Training shall be completed within thirty (30) days of contract award and be 
completed on an annual basis thereafter not later than October 31st of each year. Any new 
Contractor employees assigned to the contract shall also complete the training before 
accessing PII and/or SPII.  The Contractor shall maintain copies of training certificates for 
all Contractor and subcontractor employees as a record of compliance.  Initial training 
certificates for each Contractor and subcontractor employee shall be provided to the COR 
not later than thirty (30) days after contract award.  Subsequent training certificates to 
satisfy the annual training requirement shall be submitted to the COR via e-mail 
notification not later than October 31st of each year.  The e-mail notification shall state the 
required training has been completed for all Contractor and subcontractor employees. 


 
(End of clause) 


 
SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015) 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert 
the substance of this clause in all subcontracts. 


 
(b) Definitions.  As used in this clause— 


 
“Personally Identifiable Information (PII)” means information that can be used to distinguish 
or trace an individual's identity, such as name, social security number, or biometric records, 
either alone, or when combined with other personal or identifying information that is linked 
or linkable to a specific individual, such as date and place of birth, or mother’s maiden name.  
The definition of PII is not anchored to any single category of information or technology.  
Rather, it requires a case-by-case assessment of the specific risk that an individual can be 
identified.  In performing this assessment, it is important for an agency to recognize that non-
personally identifiable information can become personally identifiable information whenever 
additional information is available information, could be used to identify an individual. 


 
PII is a subset of sensitive information.  Examples of PII include, but are not limited to: 
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name, date of birth, mailing address, telephone number, Social Security number (SSN), email 
address, zip code, account numbers, certificate/license numbers, vehicle identifiers including 
license plates, uniform resource locators (URLs), static Internet protocol addresses, biometric 
identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 
unique identifying number or characteristic, and any information where it is reasonably 
foreseeable that the information will be linked with other information to identify the 
individual. 


 
“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee 
Access, as any information, which if lost, misused, disclosed, or, without authorization is 
accessed, or modified, could adversely affect the national or homeland security interest, the 
conduct of Federal programs, or the privacy to which individuals are entitled under section 
552a of Title 5, United States Code (the Privacy Act), but which has not been specifically 
authorized under criteria established by an Executive Order or an Act of Congress to be kept 
secret in the interest of national defense, homeland security or foreign policy. This 
definition includes the following categories of information: 


 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing 
regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the 
applicable PCII Procedures Manual, as amended, and any supplementary guidance 
officially communicated by an authorized official of the Department of Homeland 
Security (including the PCII Program Manager or his/her designee); 


 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and 
Control of SSI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration or 
his/her designee); 


 
(3) Information designated as “For Official Use Only,” which is unclassified 
information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person’s privacy or welfare, the conduct of Federal programs, or 
other programs or operations essential to the national or homeland security interest; 
and 


 
(4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland security 
information handling procedures. 


 
“Sensitive Information Incident” is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, or unauthorized access or attempted access of any 
Government system, Contractor system, or sensitive information. 


 
“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 
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compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual. Some forms of PII are 
sensitive as stand-alone elements.  Examples of such PII include: Social Security 
numbers (SSN), driver’s license or state identification number, Alien Registration 
Numbers (A-number), financial account number, and biometric identifiers such as 
fingerprint, voiceprint, or iris scan.  Additional examples include any groupings of 
information that contain an individual’s name or other unique identifier plus one or 
more of the following elements: 


 
(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother’s maiden name, 
account passwords or personal identification numbers (PIN) 


 
Other PII may be “sensitive” depending on its context, such as a list of employees and 
their performance ratings or an unlisted home address or phone number.  In contrast, a 
business card or public telephone directory of agency employees contains PII but is 
not sensitive. 


 
(c) Authorities.  The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors, or available upon request from the Contracting Officer, including but not 
limited to: 


 
(1) DHS Management Directive 11042.1 Safeguarding Sensitive But 
Unclassified (for Official Use Only) Information 
(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally 
Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland 
Security Personnel Suitability and Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance 
(9) Federal Information Processing Standard (FIPS) 140-2 Security 
Requirements for Cryptographic Modules accessible at  
http://csrc.nist.gov/groups/STM/cmvp/standards.html  


 


(10) National Institute of Standards and Technology (NIST) Special 
Publication 800-53 Security and Privacy Controls for Federal Information 
Systems and Organizations accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 
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(11) NIST Special Publication 800-88 Guidelines for Media 
Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 


 


(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well as 
the policies and procedures described below, is required. 


 
(1) Department of Homeland Security (DHS) policies and procedures on 
Contractor personnel security requirements are set forth in various 
Management Directives (MDs), Directives, and Instructions. MD 11042.1, 
Safeguarding Sensitive But Unclassified (For Official Use Only) Information 
describes how Contractors must handle sensitive but unclassified information. 
DHS uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but 
unclassified information that is not otherwise categorized by statute or 
regulation. Examples of sensitive information that are categorized by statute 
or regulation are PCII, SSI, etc.  The DHS Sensitive Systems Policy Directive 
4300A and the DHS 4300A Sensitive Systems Handbook provide the policies 
and procedures on security for Information Technology (IT) resources. The 
DHS Handbook for Safeguarding Sensitive Personally Identifiable 
Information provides guidelines to help safeguard SPII in both paper and 
electronic form.  DHS Instruction Handbook 121-01-007 Department of 
Homeland Security Personnel Suitability and Security Program establishes 
procedures, program responsibilities, minimum standards, and reporting 
protocols for the DHS Personnel Suitability and Security Program. 


 
(2) The Contractor shall not use or redistribute any sensitive information 
processed, stored, and/or transmitted by the Contractor except as specified in 
the contract. 


 
(3) All Contractor employees with access to sensitive information shall 
execute DHS Form 11000-6, Department of Homeland Security Non-
Disclosure Agreement (NDA), as a condition of access to such information. 
The Contractor shall maintain signed copies of the NDA for all employees 
as a record of compliance.  The Contractor shall provide copies of the signed 
NDA to the Contracting Officer’s Representative (COR) no later than two 
(2) days after execution of the form. 


 
(4) The Contractor’s invoicing, billing, and other recordkeeping systems 
maintained to support financial or other administrative functions shall not 
maintain SPII.  It is acceptable to maintain in these systems the names, titles 
and contact information for the COR or other Government personnel 
associated with the administration of the contract, as needed. 


 
(e) Authority to Operate.  The Contractor shall not input, store, process, output, and/or 
transmit sensitive information within a Contractor IT system without an Authority to 
Operate (ATO) signed by the Headquarters or Component CIO, or designee, in consultation 
with the Headquarters or Component Privacy Officer.  Unless otherwise specified in the 
ATO letter, the ATO is valid for three (3) years. The Contractor shall adhere to current 
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Government policies, procedures, and guidance for the Security Authorization (SA) process 
as defined below. 


 
(1) Complete the Security Authorization process. The SA process shall 
proceed according to the DHS Sensitive Systems Policy Directive 4300A 
(Version 11.0, April 30, 2014), or any successor publication, DHS 4300A 
Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor 
publication, and the Security Authorization Process Guide including 
templates. 


 
(i) Security Authorization Process Documentation.  SA documentation 


shall be developed using the Government provided Requirements 
Traceability Matrix and Government security documentation 
templates.  SA documentation consists of the following: Security Plan, 
Contingency Plan, Contingency Plan Test Results, Configuration 
Management Plan, Security Assessment Plan, Security Assessment 
Report, and Authorization to Operate Letter. Additional documents 
that may be required include a Plan(s) of Action and Milestones and 
Interconnection Security Agreement(s).  During the development of SA 
documentation, the Contractor shall submit a signed SA package, 
validated by an independent third party, to the COR for acceptance by 
the Headquarters or Component CIO, or designee, at least thirty (30) 
days prior to the date of operation of the IT system. The Government is 
the final authority on the compliance of the SA package and may limit 
the number of resubmissions of a modified SA package.  Once the 
ATO has been accepted by the Headquarters or Component CIO, or 
designee, the Contracting Officer shall incorporate the ATO into the 
contract as a compliance document.  The Government’s acceptance of 
the ATO does not alleviate the Contractor’s responsibility to ensure the 
IT system controls are implemented and operating effectively. 


 
(ii) Independent Assessment.  Contractors shall have an independent third 


party validate the security and privacy controls in place for the 
system(s). The independent third party shall review and analyze the 
SA package, and report on technical, operational, and management 
level deficiencies as outlined in NIST Special Publication 800-53 
Security and Privacy Controls for Federal Information Systems and 
Organizations.  The Contractor shall address all deficiencies before 
submitting the SA package to the Government for acceptance. 


 
(iii) Support the completion of the Privacy Threshold Analysis (PTA) as 


needed.  As part of the SA process, the Contractor may be required to 
support the Government in the completion of the PTA.  The 
requirement to complete a PTA is triggered by the creation, use, 
modification, upgrade, or disposition of a Contractor IT system that 
will store, maintain and use PII, and must be renewed at least every 
three (3) years. Upon review of the PTA, the DHS Privacy Office 
determines whether a Privacy Impact Assessment (PIA) and/or Privacy 
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Act System of Records Notice (SORN), or modifications thereto, are 
required. The Contractor shall provide all support necessary to assist 
the Department in completing the PIA in a timely manner and shall 
ensure that project management plans and schedules include time for 
the completion of the PTA, PIA, and SORN (to the extent required) as 
milestones.  Support in this context includes responding timely to 
requests for information from the Government about the use, access, 
storage, and maintenance of PII on the Contractor’s system, and 
providing timely review of relevant compliance documents for factual 
accuracy.  Information on the DHS privacy compliance process, 
including PTAs, PIAs, and SORNs, is accessible at  
http://www.dhs.gov/privacy-compliance. 


 


(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO 
shall be renewed every three (3) years.  The Contractor is required to update 
its SA package as part of the ATO renewal process. The Contractor shall 
update its SA package by one of the following methods: (1) Updating the SA 
documentation in the DHS automated information assurance tool for 
acceptance by the Headquarters or Component CIO, or designee, at least 90 
days before the ATO expiration date for review and verification of security 
controls; or (2) Submitting an updated SA package directly to the COR for 
approval by the Headquarters or Component CIO, or designee, at least 90 days 
before the ATO expiration date for review and verification of security 
controls.  The 90 day review process is independent of the system production 
date and therefore it is important that the Contractor build the review into 
project schedules. The reviews may include onsite visits that involve physical 
or logical inspection of the Contractor environment to ensure controls are in 
place. 


 
(3) Security Review.  The Government may elect to conduct random periodic 
reviews to ensure that the security requirements contained in this contract are 
being implemented and enforced. The Contractor shall afford DHS, the Office 
of the Inspector General, and other Government organizations access to the 
Contractor’s facilities, installations, operations, documentation, databases and 
personnel used in the performance of this contract. The Contractor shall, 
through the Contracting Officer and COR, contact the Headquarters or 
Component CIO, or designee, to coordinate and participate in review and 
inspection activity by Government organizations external to the DHS. Access 
shall be provided, to the extent necessary as determined by the Government, 
for the Government to carry out a program of inspection, investigation, and 
audit to safeguard against threats and hazards to the integrity, availability and 
confidentiality of Government data or the function of computer systems used 
in performance of this contract and to preserve evidence of computer crime. 


 
(4) Continuous Monitoring.  All Contractor-operated systems that input, 
store, process, output, and/or transmit sensitive information shall meet or 
exceed the continuous monitoring requirements identified in the Fiscal 
Year 2014 DHS Information Security Performance Plan, or successor 
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publication. The plan is updated on an annual basis.  The Contractor shall 
also store monthly continuous monitoring data at its location for a period 
not less than one year from the date the data is created.  The data shall be 
encrypted in accordance with FIPS 140-2 Security Requirements for 
Cryptographic Modules and shall not be stored on systems that are shared 
with other commercial or Government entities.  The Government may 
elect to perform continuous monitoring and IT security scanning of 
Contractor systems from Government tools and infrastructure. 


 
(5) Revocation of ATO.  In the event of a sensitive information incident, 
the Government may suspend or revoke an existing ATO (either in part 
or in whole).  If an ATO is suspended or revoked in accordance with this 
provision, the Contracting Officer may direct the Contractor to take 
additional security measures to secure sensitive information.  These 
measures may include restricting access to sensitive information on the 
Contractor IT system under this contract. Restricting access may 
include disconnecting the system processing, storing, or transmitting 
the sensitive information from the Internet or other networks or applying 
additional security controls. 


 
(6) Federal Reporting Requirements.  Contractors operating information 
systems on behalf of the Government or operating systems containing 
sensitive information shall comply with Federal reporting requirements. 
Annual and quarterly data collection will be coordinated by the Government. 
Contractors shall provide the COR with requested information within three 
(3) business days of receipt of the request.  Reporting requirements are 
determined by the Government and are defined in the Fiscal Year 2014 DHS 
Information Security Performance Plan, or successor publication.  The 
Contractor shall provide the Government with all information to fully satisfy 
Federal reporting requirements for Contractor systems. 


 
(f) Sensitive Information Incident Reporting Requirements. 


(1) All known or suspected sensitive information incidents shall be reported to 
the Headquarters or Component Security Operations Center (SOC) within one 
hour of discovery in accordance with 4300A Sensitive Systems Handbook 
Incident Response and Reporting requirements. When notifying the 
Headquarters or Component SOC, the Contractor shall also notify the 
Contracting Officer, COR, Headquarters or Component Privacy Officer, and 
US-CERT using the contact information identified in the contract.  If the 
incident is reported by phone or the Contracting Officer’s email address is not 
immediately available, the Contractor shall contact the Contracting Officer 
immediately after reporting the incident to the Headquarters or Component 
SOC. The Contractor shall not include any sensitive information in the subject 
or body of any e-mail. To transmit sensitive information, the Contractor shall 
use FIPS 140-2 Security Requirements for Cryptographic Modules compliant 
encryption methods to protect sensitive information in attachments to email.  
Passwords shall not be communicated in the same email as the attachment. A 
sensitive information incident shall not, by itself, be interpreted as evidence 







NFIP PIVOT TOPR 70FA3018Q00000003 
 


28 
 


 
 


that the Contractor has failed to provide adequate information security 
safeguards for sensitive information, or has otherwise failed to meet the 
requirements of the contract. 


 
(2) If a sensitive information incident involves PII or SPII, in addition to the 
reporting requirements in 4300A Sensitive Systems Handbook Incident 
Response and Reporting, Contractors shall also provide as many of the 
following data elements that are available at the time the incident is reported, 
with any remaining data elements provided within 24 hours of submission of 
the initial incident report: 


 
(i) Data Universal Numbering System (DUNS); 
(ii) Contract numbers affected unless all contracts by the company 


are affected; 
(iii) Facility CAGE code if the location of the event is different 


than the prime contractor location; 
(iv) Point of contact (POC) if different than the POC recorded in 


the System for Award Management (address, position, 
telephone, email); 


(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
(vii) Name of subcontractor and CAGE code if this was an incident 


on a subcontractor network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time 


of the incident, both at the Contractor and subcontractor 
level; 


(xii) Description of the Government PII and/or SPII contained 
within the system; 


(xiii) Number of people potentially affected and the estimate or 
actual number of records exposed and/or contained within the 
system; and 


(xiv) Any additional information relevant to the incident. 
 


(g) Sensitive Information Incident Response Requirements. 
(1) All determinations related to sensitive information incidents, including 


response activities, notifications to affected individuals and/or Federal 
agencies, and related services (e.g., credit monitoring) will be made in writing 
by the Contracting Officer in consultation with the Headquarters or 
Component CIO and Headquarters or Component Privacy Officer. 


 
(2) The Contractor shall provide full access and cooperation for all activities 


determined by the Government to be required to ensure an effective 
incident response, including providing all requested images, log files, and 
event information to facilitate rapid resolution of sensitive information 
incidents. 
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(3) Incident response activities determined to be required by the Government 


may include, but are not limited to, the following: 
 


i. Inspections, 
ii. Investigations, 


iii. Forensic reviews, and 
iv. Data analyses and processing. 


 
(4) The Government, at its sole discretion, may obtain the assistance from 


other Federal agencies and/or third-party firms to aid in incident response 
activities. 


 
(h) Additional PII and/or SPII Notification Requirements. 


(1) The Contractor shall have in place procedures and the capability to notify 
any individual whose PII resided in the Contractor IT system at the time 
of 
The sensitive information incident not later than 5 business days after being 
directed to notify individuals, unless otherwise approved by the Contracting 
Officer.  The method and content of any notification by the Contractor shall 
be coordinated with, and subject to prior written approval by the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, 
utilizing the DHS Privacy Incident Handling Guidance.  The Contractor shall 
not proceed with notification unless the Contracting Officer, in consultation 
with the Headquarters or Component Privacy Officer, has determined in 
writing that notification is appropriate. 


 
(2) Subject to Government analysis of the incident and the terms of its 


instructions to the Contractor regarding any resulting notification, the 
notification method may consist of letters to affected individuals sent by 
first class mail, electronic means, or general public notice, as approved by 
the Government.  Notification may require the Contractor’s use of address 
verification and/or address location services.  At a minimum, the 
notification shall include: 


 
(i) A brief description of the incident; 
(ii) A description of the types of PII and SPII involved; 
(iii) A statement as to whether the PII or SPII was encrypted 


or protected by other means; 
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to 


investigate the incident, to mitigate the incident, and to 
protect against any future incidents; and 


(vi) Information identifying who individuals may contact for 
additional information. 


 
 


 


(i) Credit Monitoring Requirements.  In the event that a sensitive information incident 
involves PII or SPII, the Contractor may be required to, as directed by the Contracting 
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Officer: 
(1) Provide notification to affected individuals as described above; and/or 


 
(2) Provide credit monitoring services to individuals whose data was under the 


control of the Contractor or resided in the Contractor IT system at the time of 
the sensitive information incident for a period beginning the date of the incident 
and extending not less than 18 months from the date the individual is notified. 
Credit monitoring services shall be provided from a company with which the 
Contractor has no affiliation. At a minimum, credit monitoring services shall 
include: 


 
(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use 
of fraud alerts; and/or 


 
(3) Establish a dedicated call center. Call center services shall include: 


 
(i) A dedicated telephone number to contact customer service within a 
fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports 
and credit scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls 
that cannot be handled by call center staff and must be resolved by call center 
management or DHS, as appropriate), and other key metrics; 
(iv) Escalation of calls that cannot be handled by call center staff to call 
center management or DHS, as appropriate; 
(v) Customized FAQs, approved in writing by the Contracting Officer in 
coordination with the Headquarters or Component Chief Privacy Officer; 
and 
(vi) Information for registrants to contact customer service representatives 
and fraud resolution representatives for credit monitoring assistance. 


 
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information.  As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special 
Publication 800-88 Guidelines for Media Sanitization. 
 


BACKGROUND INVESTIGATIONS 
All contractor personnel who require access to DHS or FEMA information systems, routine 
access to DHS or FEMA facilities, or access to sensitive information, including but not limited to 
Personally Identifiable Information (PII), shall be subject to a full background investigation 
commensurate with the level of the risk associated with the job function or work being 
performed.  FEMA’s Personnel Security Division (PSD) will determine the risk designation for 
each contractor position by comparing the functions and duties of the position against those of a 
same or similar federal position, applying the same standard for evaluating the associated 
potential for impact on the integrity and efficiency of federal service.   
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Low Risk without Information System Access 
Contractor personnel occupying positions or performing functions with a Low Risk designation 
and who do not require access to DHS or FEMA information systems shall undergo a National 
Agency Check with Inquiries (NACI) Tier 1 and a credit check and must receive a favorable 
adjudication thereof from FEMA PSD prior to performing work under this contract. 
 
Low Risk with Information System Access 
Contractor personnel occupying positions or performing functions with a Low Risk designation 
and who require access to DHS or FEMA information systems shall undergo a Tier 2 Suitability 
Background Investigation (T2) and must receive a favorable adjudication thereof from FEMA 
PSD prior to performing work under this contract. 
 
Moderate Risk 
Contractor personnel occupying positions or performing functions with a Moderate Risk 
designation shall undergo a Tier 2 Suitability Background Investigation (T2) and must receive a 
favorable adjudication thereof from FEMA PSD prior to performing work under this contract.   
 
High Risk 
Contractor personnel occupying positions or performing functions with a High Risk designation 
shall undergo a Tier 4 Background Investigation (BI) and must receive a favorable adjudication 
thereof from FEMA PSD prior to performing work under this contract.   
 
Background Investigation Process 
To initiate the request to process contractor personnel, the Contractor shall provide the FEMA 
Contracting Officer’s Representative (COR) with all required information and comply with all 
necessary instructions to complete Section II of the FEMA Form 121-3-1-6, “Contract 
Fitness/Security Screening Request.”  The FEMA COR shall ensure that all other applicable 
sections of the FEMA Form 121-3-1-6 are complete prior to submitting the form to FEMA PSD 
for processing.  The Contractor shall also provide the FEMA COR with completed OF 306, 
“Declaration for Federal Employment,” forms for all contractor personnel. 
 
Contractor personnel who already have a favorably adjudicated background investigation, may 
be eligible to perform work under this contract without further processing by FEMA PSD if  
 


• the investigation was completed within the last five years,  
• it meets or exceeds the minimum requirement for the position they will occupy or 


functions they will perform on  this contract,  
• the contractor personnel have not had a break in employment since the prior favorable 


adjudication, and  
• FEMA PSD has verified the investigation and confirmed that no new derogatory 


information has been disclosed which may require a reinvestigation.   
 
FEMA PSD will notify the COR of the names of the contractor personnel eligible to work based 
on prior, favorable adjudication.  The COR will, in turn, notify the Contractor of the names of 
the favorably adjudicated contractor personnel, at which time the favorably adjudicated 
contractor personnel will be eligible to begin work under this contract.   


 







NFIP PIVOT TOPR 70FA3018Q00000003 
 


32 
 


For those contractor personnel who do not have an acceptable, prior, favorable adjudication or 
who otherwise require reinvestigation, FEMA PSD will issue an electronic notification via email 
to the contractor personnel that  contains the following documents, which are incorporated into 
this contract by reference, along with a link to the Office of Personnel Management’s Electronic 
Questionnaires for Investigation Processing (e-QIP) system and instructions for submitting the 
necessary information: 
 


• Standard Form 85P, “Questionnaire for Public Trust Positions” 
• Optional Form 306, “Declaration for Federal Employment” 
• SF 87, “Fingerprint Card” (2 copies)  
• DHS Form 11000-6, “Non-Disclosure Agreement” 
• DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports 


Pursuant to the Fair Credit Reporting Act” 


FEMA PSD will only accept complete packages consisting of all of the above document and 
Standard Form 85P, which must be completed electronically through the Office of Personnel 
Management’s e-QIP system.  The Contractor is responsible for ensuring that all contractor 
personnel timely and properly submit all required background information. 
 
Once contractor personnel have properly submitted the complete package of all required 
background information, FEMA’s Personnel Security Division, at its sole discretion, may grant 
contractor personnel temporary eligibility to perform work under this contract prior to 
completion of the full background investigation if the Personnel Security Division’s initial 
review of the contractor personnel’s background information reveals no issues of concern.  In 
such cases, FEMA’s Personnel Security Division will provide notice of such temporary 
eligibility to the COR who will then notify the Prime Contractor, at which time the identified 
contractor personnel will be temporarily eligible to begin work under this contract.  Neither the 
Prime Contractor nor the contractor personnel has any right to such a grant of temporary 
eligibility.  The grant of such temporary eligibility shall not be considered as assurance that the 
contactor personnel will remain eligible to perform work under this contract upon completion of 
and final adjudication of the full background investigation. 
 
Upon favorable adjudication of the full background investigation, FEMA’s Personnel Security 
Division will update the contractor personnel’s security file and take no further action.  In any 
instance where the final adjudication results in an unfavorable determination FEMA’s Personnel 
Security Division will notify the contractor personnel directly, in writing, of the decision and will 
provide the COR with the name(s) of the contractor personnel whose adjudication was 
unfavorable.  The COR will then forward that information to the Contractor.  Contractor 
personnel who receive an unfavorable adjudication shall be ineligible to perform work under this 
contract.  Unfavorable adjudications are final and not subject to review or appeal. 
 
Continued Eligibility and Reinvestigation 
Eligibility determinations based on a Low Risk (NACI w/Credit or T1), Moderate Risk (MBI or 
T2S or High Risk (BI or T4) are valid for five years from the date that the investigation was 
completed and closed. Contractor personnel required to undergo a background investigation to 
perform work under this contract shall be ineligible to perform work under this contract upon the 
expiration the background investigation unless and until the contractor personnel have undergone 
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a reinvestigation and FEMA’s Personnel Security Division has renewed their eligibility to 
perform work under this contract. 
 
Exclusion by Contracting Officer 
The Contracting Officer, independent of FEMA’s Personnel Security Division, may direct the 
Contractor be excluded from working on this contract.  Any contractor found or deemed to be 
unfit or whose continued employment on the contract is deemed contrary to the public interest or 
inconsistent with the best interest of the agency may be removed. 
 
FACILITY ACCESS   
The Contractor shall comply with FEMA Directive 121-1 “FEMA Personal Identity Verification 
Guidance,” FEMA Directive 121-3 “Facility Access,” and FEMA Manual 121-3-1 “FEMA 
Credentialing Access Manual,” to arrange for contractor personnel’s access to FEMA facilities, 
which includes, but is not limited to, arrangements to obtain any necessary identity badges for 
contractor personnel.  
 
Contractor personnel working within any FEMA facility who do not require access to DHS or 
FEMA IT systems and do not qualify for a PIV Card may be issued a Facility Access Card 
(FAC). FACs cannot exceed 180 days; all contractors requiring access greater than 180 days will 
need to qualify for and receive a PIV card before being allowed facility access beyond 180 days.   
 
Contractor personnel shall not receive a FAC until they have submitted a SF 87, “Fingerprint 
Card,” and receive approval from FEMA PSD.  Contractor personnel using a FAC for access to 
FEMA facilities must be escorted in Critical Infrastructure areas (i.e., server rooms, weapons 
rooms, mechanical rooms, etc.) at all times.   
 
FEMA may deny facility access to any contractor personnel whom FEMA’s Office of the Chief 
Security Officer has determined to be a potential security threat.  
 
The Contractor shall notify the FEMA COR of all terminations/resignations within five calendar 
days of occurrence. The Contractor must account for all forms of Government-provided 
identification issued to contractor employees under a contract (i.e., the PIV cards or other similar 
badges) must return such identification to FEMA as soon as any of the following occurs: 


• When no longer needed for contract performance. 
• Upon completion of a contractor employee’s employment. 
• Upon contract completion or termination. 


 
If an identification card or building pass is not available to be returned, the Contractor shall 
submit a report to the FEMA COR, referencing the pass or card number, name of the individual 
to whom it was issued, and the last known location and disposition of the pass or card. 
 
The Contractor or contractor personnel’s failure to return all DHS- or FEMA-issued 
identification cards and building passes upon expiration, upon the contractor personnel’s removal 
from the contract, or upon demand by DHS or FEMA may subject the contractor personnel and 
the Contractor to civil and criminal liability. 
 
 
DHS ENTERPRISE ARCHITECTURE COMPLIANCE 
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All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 
 


• All developed solutions and requirements shall be compliant with the HLS EA.  


• All IT hardware and software shall be compliant with the HLS EA Technical Reference 
Model (TRM) Standards and Products Profile.  


• Description information for all data assets, information exchanges and data standards, 
whether adopted or developed, shall be submitted to the Enterprise Data Management 
Office (EDMO) for review, approval and insertion into the DHS Data Reference Model 
and Enterprise Architecture Information Repository.  


• Development of data assets, information exchanges and data standards will comply with 
the DHS Data Management Policy MD 103-01 and all data-related artifacts will be 
developed and validated according to DHS data management architectural guidelines.  


• Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components 
(networks, infrastructure, and applications) specific to individual acquisitions shall be in 
accordance with the DHS Enterprise Architecture (per OMB Memorandum M-05-22, 
August 2, 2005) regardless of whether the acquisition is for modification, upgrade, or 
replacement. All EA-related component acquisitions shall be IPv6 compliant as defined 
in the U.S. Government Version 6 (USGv6) Profile (National Institute of Standards and 
Technology (NIST) Special Publication 500-267) and the corresponding declarations of 
conformance defined in the USGv6 Test Program.  


 
 
 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Section VI – Instructions to Offerors 
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NFIP PIVOT Program  
Task Order Proposal Request  


 
1. Service of Protest (FAR 52.233-2) (SEP 2006) 
(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed 
directly with an agency, and copies of any protests that are filed with the Government  
Accountability Office (GAO), shall be served to the Contracting Officer by submitting an e-mail, 
and by obtaining an acknowledgment of receipt via e-mail, to the following e-mail addresses: 
 
 Name:   Contracting Officer, Nicole Smith 
 Address: Federal Emergency Management Agency 
   500 C. Street, SW, 3rd Floor 


 Washington, DC 20472-3205 
 Email:  Nicole.Smith@fema.dhs.gov  


Tel No: (202) 212-4109  
 


(b) The copy of any protest shall be received in the office designated above within one day of filing 
a protest with the GAO. 
 
2. 52.216-1 -- Type of Contract (APR 1984) 
The task order will be Time and Materials. Materials and travel will be reimbursed at actual cost. 
Labor category rates will be fixed and in accordance with the master contract. 


 
3. Hand Delivered or Fax Submissions, Modifications, or Withdrawals of Proposals 
Facsimile submissions, modifications, or withdrawals of proposals are not permitted and the 
Contracting Officer will disregard such proposals if any are received. Alternate proposals will 
not be accepted. 
 
4. Disposition of Proposals 
Proposals will be disposed of as follows: FEMA will retain one (1) copy of each proposal for the 
official contract file of record, and the remainder will be destroyed.  No destruction certificate 
will be furnished. 
 
5. Questions 
Any questions regarding this solicitation must be submitted via email to the Contracting Officer 
at Nicole.Smith@fema.dhs.gov and Benjamin.Mendelsohn@associates.fema.dhs.gov no later 
than Noon EST on 01/4/2018.  The Offerors must include the company name and solicitation 
number in the subject line of the email. Questions shall be submitted on Attachment 3 NFIP 
PIVOT Questions and Answers Template.  
  
All questions will be answered in an amendment and provided to all Offerors via email. DHS 
will not attribute any question(s) asked to the submitting Offeror(s). 
 
 
6.  Phased Procurement 
The Government intends to conduct this procurement through a phased proposal submission and 
phased evaluation. 
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A notional schedule for this procurement is below: 
 


Event Date 
Phase I Quotes Due January 16, 2018 
Notification of Advisory Down Select, 
and Schedule for Oral Presentations, as 
applicable 


February 1, 2018 


Phase II Quotes Due February 9, 2018 
Oral Presentations March 2, 2018 
Award  April 2018 


 
 
7. Phase I Proposal Due Date 
The Offerors shall submit the proposal volumes for Phase I via email to 
Nicole.Smith@fema.dhs.gov and Benjamin.Mendelsohn@associates.fema.dhs.gov later than 
NOON EST on 01/16/2018. 
 
No other methods of submission will be accepted. 
 
The Government is not liable for any expenses incurred by the Offerors in developing and 
submitting proposals for this solicitation. 
 
8. Debriefings 
Post award notices and debriefings will be issued in accordance with FAR 16.505(b)(6). 
 
9. Procedures 
This is a fair opportunity ordering process under FAR 16.505(b)(1)(iv). The procedures in FAR 
subpart 15.3 do not apply to this acquisition. 
 
10. Instructions for Proposal Preparation 
The following instructions are for the preparation and submission of proposals. The purpose of 
this section is to establish requirements for the format and content of proposals so that proposals 
contain all essential information and can be evaluated equitably. Offerors are instructed to read 
the entire solicitation document, including all attachments, prior to submitting questions and/or 
preparing your offer. Omission of any information from the proposal submission requirements 
may result in rejection of the offer. 
 


(1) Offerors shall note that proposals will be evaluated and a selection decision will be made.  
Proposals will therefore be treated independently of any other proposals.   
 


(2) Offerors are expected to follow the detailed proposal preparation instructions fully and 
carefully.  The Government will rely on the information provided by the Offerors to 
evaluate the proposals.  It is therefore imperative that Offerors carefully follow the 
instructions set forth below and submit their proposals in the format and with the content 
specified below, providing all requested information.   
 


(3) Proposals that fail to provide information in the format requested may be found 
unacceptable and may be rejected without further consideration if the Contracting Officer 
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determines that a significant revision or addendum to the Offerors proposal would be 
required to permit further evaluation, and especially if the incompleteness of the proposal 
or errant formatting of the proposal appears to be due to a lack of diligence or 
competence of the Offerors. 
 


(4) The instructions provided have been specifically tailored to the evaluation factors to be 
applied during proposal evaluation.  They are designed to ensure the submission of 
information essential to the understanding and comprehensive validation and evaluation 
of proposals.  Clarity and completeness are of utmost importance to the proposal.  The 
relevance and conciseness of the proposal is important.  
 


(5) The Offerors are responsible for the accuracy and completeness of its proposal.  The 
proposal shall be valid for one hundred and eighty (180) calendar days from the proposal 
due date. 
 


11. Proposal Format and Submission 
Offerors shall submit an electronic copy of its proposal to Nicole.Smith@fema.dhs.gov and 
Benjamin.Mendelsohn@associates.fema.dhs.gov. 
 
12. Page Size and Font 
Paper size shall be 8 1/2 by 11-inch white paper, using 12 point font.  No reduction is permitted 
except for organization charts or other graphic illustrations, or in headers/footers.  In those 
instances where reduction is allowable, Offerors shall ensure that the print is easily readable; no 
less than 8 point font on graphs and 10 point font on tables.  Each page shall have adequate 
margins on each side (at least one (1) inch) of the page.  Header/footer information (which does 
not include any information to be evaluated) may be included in the 1" margin space.  Pages that 
exceed the maximum page limitation will not be evaluated.   
 
Each submitted file of the electronic copy of the proposal shall be submitted in Microsoft Office 
Word format and ensure its compatible with Microsoft Office 2013. It is the sole responsibility 
of the Offerors to ensure that the electronic media submitted is virus-free and can be opened and 
read by the Government. The deadline for submission of the electronic copy of the proposal is 
firm.  As the closing date and time draws near, heavy traffic on the web server may cause delays.  
Offerors are strongly encouraged to plan ahead and leave ample time to prepare and submit their 
proposals.  Offerors bear the risk of web site inaccessibility due to heavy usage, which may 
occur during the final days/hours before the solicitation closing time.  The electronic copy of the 
proposal will constitute the official copy for timely receipt. 
 
13. Quote Content (Phase I and Phase II)  


Proposal Parts 


Phase I 


Factor Submission Requirements 
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Phase I - Factor 1: 
Demonstrated Prior 
Experience  


• YouTube Video Submission  
• Cover Letter w/video link /instructions (1 page limit)  
• Major Subcontractor(s) Letter(s) of Commitment (no 


page limit) 


Phase I - Factor 2: 
Capability of Proposed 
Key Personnel 


• Resumes of Proposed Key Personnel - Attachment 5 
NFIP Resume Template 


• Offer Letters (no page limit)  


Advisory Notification 


Phase II 


Factor Submission Requirements 
 
Phase II - Factor 3: Oral 
Presentation - Technical 
and Management 
Capability  


 
• Oral Presentation List of Attendees 


Phase II - Factor 4: 
Performance Work 
Statement (PWS) 


• Performance Work Statement (20 page limit; tabs and 
table of contents, are not included in the page limit) 


Phase II - Factor 5: Price  


• Business Proposal (no page limit) 
• Completed Attachment 1 – NFIP PIVOT Price 


Template  
 
14. Phase I - Evaluation Factors and Instructions 
 
14.1.1            Phase I - Factor 1: Demonstrated Prior Experience Video Submission 
Instructions 
The Offeror shall submit a YouTube video that is no longer than 15 minutes in length/duration 
for the Government to access. Video content that extends beyond 15 minutes will not be 
considered in the evaluation. Videos must be submitted through the “private” YouTube.com link. 
Videos must be marked private.  The Offeror shall provide a one-page cover letter that contains 
instructions for accessing the private YouTube link.  The Offeror shall ensure that Nicole Smith, 
Contracting Officer, and Benjamin Mendelson are provided access to the private YouTube video 
(using the e-mail address of Nicole.Smith@fema.dhs.gov and 
Benjamin.Mendelsohn@associates.fema.dhs.gov). Do not provide a shortened URL, such as 
youtu.be.   
 
The Government requires that each video feature the three (3) proposed Key Personnel – the one 
(1) Project Manager as well as the two (2) Project Manager/Scrum Masters.  In addition, if 
Offerors plan to propose additional Key Personnel, those other proposed Key Personnel may also 
present in the video. The individual and role should be included for any individual presenting 
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during the video.   
 
NOTE 1: Unnecessarily elaborate videos beyond that which is sufficient to present a complete 
and effective response to this solicitation are not desired. Computer-generated graphics, 
background music, elegant sets, and so forth are neither necessary nor wanted. A smartphone 
video or other low-cost video production is strongly encouraged.   
 
NOTE 2: An Offeror who includes in its proposal data that it does not want disclosed to the 
public for any purpose, or used by the Government except for evaluation purposes, shall prepare 
text conforming to para. (e) of the provision at FAR 52.215-1, Instructions to Offerors—
Competitive Acquisition.  This text may be displayed for the first thirty seconds of the video 
submission. 


14.1.2 Phase 1 - Factor 1: Demonstrated Prior Experience (Video Submission) 
The Offeror shall demonstrate in the video that it has experience developing and implementing 
IT systems with mature agile development methodologies to support the scope and complexity 
identified in items a) through c) below, with a minimum contract dollar value of $5,000,000.00, 
and 2 or more concurrent agile teams.   Demonstrated prior experience examples can be from the 
Prime Offeror or the Prime Offeror’s Major Subcontractors.  
 


a) Organizational evolution and transformation from waterfall to agile development, 
delivery, and sustainment processes; 


b) Structure (i.e. Team X has 1x Product Manager, 1x Product Designer, and 4x Product 
Engineers including Architecture/Infrastructure) and management of multiple Agile 
teams (at least 2) supporting concurrent application development, integration and 
delivery efforts in a single organization that delivers quality products on a consistent 
basis.  This should include how to pair and rotate resources; and 


c) Support and development of applications from legacy support models to a Development - 
Operations model. 


For each example of experience discussed in the video, the Offeror shall describe:  
1. The objectives of the engagement and what Agile methodology was used, and 


why; 
2. Whether or not the objectives were met or unmet, and why; 
3. The team composition and roles, including any team incentives that were 


employed; 
4. How the engagement was priced (including contract type and total contract 


amount); 
5. Representative examples of metrics that were used to track performance; 
6. Any conflicts that occurred and how those were resolved/mitigated; 
7. How the Prime Contractor’s or Major Subcontractor’s company culture and 


approach contributed to successful performance; and 
8. How quality scope was delivered on time and within budget. 


 
The evaluation is based on the demonstrated prior experience examples presented in the video. 
Offerors may provide up to three (3) recent examples of demonstrated prior experience. Recent 
is considered to be within the last 3 years, and relevant is considered to be of similar scope and 
complexity to items a) through c) above, with a minimum contract dollar value of $5,000,000.00, 
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and 2 or more concurrent agile teams. One of the three (3) examples of demonstrated prior 
experience shall be demonstrated prior experience at FEMA or another DHS component. 
Agile experience within an insurance industry is favorable but not required.  Additionally, 
examples where the Prime Offeror and Major Subcontractor can demonstrate prior experience 
performing together/teaming together is also favorable but not required.  
 
If demonstrated prior experience of the Prime Offeror’s Major Subcontractors is utilized, the 
Offeror must clearly identify the owner of the demonstrated prior experience in the video.  
Further, the Offeror shall submit a letter of commitment to team with the Prime Offeror signed 
by an individual of the Major Subcontractor’s firm authorized to make such a commitment and 
on the Major Subcontractor’s letterhead, that confirms a Subcontracting or teaming agreement is 
in place and that explains the role of the Major Subcontractor for the FEMA NFIP PIVOT task 
order.  These letters of commitment shall be provided with the Cover Page for Factor 1 - 
Demonstrated Prior Experience, and are not subject to page limitations.  Major Subcontractors 
may only team and propose with one Prime Offeror in response to this Task Order 
Proposal Request.  A Major Subcontractor is defined as a subcontractor performing at least 
25% (in hours or dollars) of the requirement relevant to the prospective task order. Joint 
Ventures involving non-EAGLE 8(a) vendors are NOT allowed.   
 
14.2 Phase I - Factor 2 - Capability of Proposed Key Personnel 
The Offeror shall submit resumes for all proposed Key Personnel.  The resumes shall 
demonstrate that the proposed Key Personnel met the experience and education requirements for 
the labor category of both the Offeror’s EAGLE II IDIQ and any additional requirements set 
forth in this Task Order Proposal Request for Key Personnel.  The resumes shall demonstrate the 
technical competency of each proposed Key Personnel to support the requirements of the scope 
and contractual obligations contained within the solicitation and the Offeror’s EAGLE II IDIQ 
contract for each proposed Key Personnel.  Key Personnel must be an employee of the Prime 
Offeror or the Prime Offeror’s Major Subcontractor.  Major Subcontractors may only team 
and propose with one Prime Offeror in response to this solicitation.  The resumes shall 
identify the proposed Key Personnel as either “Existing Employee of the Prime Offeror” or 
“Existing Employee of Major Subcontractor.” 
 
 
Required Key Personnel 
1. Project Manager Level II (100% FTE) 
2. Project Manager/Scrum Master Level II (100% FTE) 
3. Project Manager/Scrum Master Level II (100% FTE) 


• To ensure successful performance of the requirement, contractor shall satisfy the 
following: 


o The contractor shall assign one Project Manager and two Project 
Manager/Scrum Master as Key Personnel whose résumés are submitted with its 
quotation. 


o Key Personnel must have a full understanding of the technical approach 
discussed in the proposal. 


o Project Manager II must have an Associate’s Degree or higher and/or 5-15 
years’ experience and be a certified Project Management Professional (PMP) 
(strongly preferred). 
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o Project Manager/Scrum Master Level II must have an Associate’s Degree or 
higher and/or 5-15 years’ experience and be a certified Agile Scrum Master. 
(strongly preferred). 


o Key Personnel will be a direct liaison to the COR and the FEMA NFIP Product 
Lead 


o Key Personnel shall be responsible for the supervision and management of the 
contractor’s personnel, technical assistance, and interface.  


o Desired skills and experience include: 
§ Experience in technical leadership. 
§ Ability to rapidly prioritize competing requirements. 
§ Ability to understand and simplify customer requirements. 
§ Ability to communicate end user feedback to technical and design leads. 
§ Strong communication skills. 
§ Proven knowledge of industry standards. 


 


Additional Proposed Key Personnel 
The Offeror may submit resumes for any number of additional Key Personnel that possess 
skillsets the Offeror identifies as crucial for successful performance under a resultant task order.  
The intent of permitting Offerors flexibility in identifying additional Key Personnel is to provide 
the Offeror an opportunity to staff the task order as most appropriate to the Offeror’s proposed 
approach to the work.   In addition to education and experience, the resumes for additional 
proposed Key Personnel shall document 1) the role the proposed Key Personnel, 2) the EAGLE 
II labor category and level under which the Key Personnel is being proposed, and 3) the % FTE 
for which the Key Personnel is being proposed.  
 
3052.215-70 Key personnel or facilities (DEC 2003)  
(a) The personnel or facilities specified below are considered essential to the work being 
performed under this contract and with the consent of the contracting parties, may only be 
changed from time to time during the course of the contract by adding or deleting personnel or 
facilities, as appropriate.  
 
(b) Before removing or replacing any of the specified individuals or facilities, the Contractor 
shall notify the Contracting Officer, in writing, before the change becomes effective. The 
Contractor shall submit sufficient information to support the proposed action and to enable the 
Contracting Officer to evaluate the potential impact of the change on this contract. The 
Contractor shall not remove or replace personnel or facilities until the Contracting Officer 
approves the change.  
 
The Required Key Personnel or Facilities under this Contract: 


Project Manager II (Overall Project Management) 
Project Manager/Scrum Master II (Agile Team) 
Project Manager/Scrum Master II (Agile Team) 
Other Proposed Key Personnel (TBD) 


 
• If any individual proposed as Key Personnel becomes unavailable during the course of the 


contract and or evaluation process, the contractor shall notify the CO immediately and 
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provide a substitute person with résumé. Any Key Personnel proposed who are not currently 
employed by the contractor shall be identified as such and an additional letters of intent 
signed by the proposed Key Personnel shall be provided that indicates that person's intent to 
be employed by the contractor if awarded this call order. 


• The contractor agrees during the period of performance, no Key Personnel substitutions 
shall be made unless necessitated outside the contractor's control. In any of such event, 
the contractor shall promptly notify the COR and the FEMA NFIP Product Lead and 
provide the information required by paragraphs below on the proposed replacement for 
Government approval. 


• All requests for substitutions/additions of Key Personnel must include a detailed 
explanation of the circumstances necessitating the proposed substitution or addition, a 
complete résumé for the proposed substitute or addition including skills, experience, 
education, training, and security level, and an additional letter of intent signed by the 
proposed Key Personnel. As determined by the CO, all proposed substitutes/additions 
must have qualifications that meet or exceed the qualifications of the person to be 
replaced. 


• The CO, or duly designated COR/ACOR and the FEMA Product Lead, will review the 
requests for substitutions/additions of Key Personnel and the CO will notify the 
contractor, in writing, of approval or disapproval. Disapproval of the proposed 
individual(s) shall not provide grounds for non-performance by the contractor or form 
the basis of any claim for monies, delivery schedule extension, or any other equitable 
adjustment. 


 
15. Advisory Notification 
After the Government completes evaluation of Phase I submissions (Factor 1 and Factor 2), 
Offerors will receive an advisory notification via email from the Contracting Officer. Offerors 
who rate most highly for Factor 1 and Factor 2 will be advised to proceed to Phase II. Offerors 
who were not among the most highly rated will be advised not to proceed to Phase II.  Offerors 
who were not among the most highly rated will be advised that they are unlikely to be viable 
competitors, along with the general basis for that opinion. The intent of this advice is to 
minimize proposal development costs for those Offerors with little chance of receiving an award. 
This will be a recommendation only and discontinuing the pursuit of the requirement following 
the notification is voluntary. The Government does not intend to provide debriefings after the 
completion of the advisory down select notifications.  Failure to participate in Phase I precludes 
further consideration of an Offeror.  Offeror submissions will not be accepted from Offerors who 
have not submitted Phase I requirements by the due date and time provided for in this 
solicitation.  
 
Offerors that are rated most highly and advised to proceed to Phase II of the proposal process 
will receive the Phase II due date in the advisory notification, as well as the date and time for the 
Offeror’s oral presentation. 
 
Offerors that are not rated most highly and advised that they are unlikely to be viable competitors 
and still choose to proceed to Phase II, shall send an email to Nicole.Smith@fema.dhs.gov and 
Benjamin.Mendelsohn@associates.fema.dhs.gov no later than 24 hours after the receipt of the 
advisory notification indicating intent to participate in Phase II.   
 
Phase II due date will be two weeks from the date of the advisory notification.  Phase II 
submissions will be due prior to oral presentations.  
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16.   Phase II - Evaluation Factors and Instructions 
 
16.1 Phase II – Factor 3 – Oral Presentation 


Oral Presentation - Technical & Management Capability (Factor 3) 
Offerors shall provide an oral presentation based on a standard set of scenario-based questions 
to be provided by the Contracting Officer the day of the scheduled oral presentation. Offerors 
shall adhere to the format for oral presentation guidance in addition to the rules of engagement 
for oral presentations. Offerors will receive the scenario based questions at the time of their 
oral presentation, after introductions. 


 
Location: Oral presentations will be held at a FEMA office within the Washington, DC area. 
The order in which Offerors are scheduled for oral presentations will be randomly selected by 
the Government. The presentation may be recorded by the Government.  If recorded, the 
recording is source selection sensitive and will be handled accordingly. 


 
Offeror Participants: The Offeror’s participants in the oral presentations shall be limited to 
the Key Personnel proposed by the Offeror in the quote submission, as well as the responsible 
corporate official.  No more than six (6) total Offeror Participants shall attend the oral 
presentation.  Recall that Key Personnel must be an employee of the Prime Offeror or the 
Prime Offeror’s Major Subcontractor and that Major Subcontractors may only team 
and propose with one Prime Offeror in response to this solicitation.   


 
Offerors shall provide the Contracting Officer with the name, employer/company, and e-mails 
of the Offeror Participants for the oral presentation as part of its Phase II submission. 


Format for Oral Presentation: 
The Government intends for the oral presentation to proceed as follows: 


Oral 
Presentation 


Portion 


Oral Presentation Component Total Time 
Allotment (up 
to 3 hours) 


1 Introductions and Rules of Engagement 
A standard set of management/technical scenario based questions 
related to Agile contract performance issues will be provided. 


Not specified 


2 The Offeror shall caucus among themselves to prepare 
answers/responses and notes for its oral presentation. 


60 minutes 
limit 


3  
The Offeror will present its answers/responses to the Government. 


60 minutes 
limit 


4 The Government will caucus and formulate additional questions if 
needed. 


15 minutes 


5 The Offeror will responds to additional questions if needed. 15 minutes 
6 The Offeror departs. Not specified 


 
Recording: The Government reserves the right to record portions 1, 3 and 5 above of the 
oral presentation. 


Rules of Engagement for Oral Presentations: 
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1. The Government will not provide the Offeror a copy of its quote during oral presentations. 
 
2. The Government does not intend to ask questions about information contained in an 
Offeror’s submission for Phase I or the Offeror’s written submission for Phase II. The 
Government questions will be presented by the Contracting Officer after the Government 
caucuses; any other Government attendees are not expected to engage with Offerors directly. 


 
3. The Offeror may not generally ask questions during the oral presentation.  Any 
questions asked must be directed to the Contracting Officer, and should only deal with 
logistics and conduct of the oral presentation. 


 
4. Oral presentations do not constitute discussions. The Government will not ask questions 
that will invite or allow the Offeror to change its offer.  The Offeror shall not volunteer 
any information that might be construed as changing its offer. Oral presentations are 
distinct from the Government’s reserved right to conduct exchanges. 


 
5. The Offeror will be provided with a standard question set. The Offeror is in control 
of its presentation and may choose not to present or respond to any question provided 
by the Government. 


 
6. The Government will provide a white board, dry erase markers, a flip chart pad, blue 
tape, notepads, pens and pencils for use during oral presentations, including during the one 
hour caucus period. 


 
7. The Offeror shall not bring any computers, tablets or smart phones into the oral presentation 


conference room, and shall not bring or distribute any written or electronic materials during 
the oral presentation. 


 
8. The Offeror participants shall not reach back, by telephone, e-mail or any other means, to 
any other personnel or persons for assistance during the oral presentation. 


 
9. Offerors can expect the presentation will be conducted in a conference room with a table 
of sufficient size to accommodate the participants, including the Government attendees. 
 


16.2 Phase II - Factor 4: Performance Work Statement (PWS)  
Offerors shall provide a detailed PWS that addresses plans and resources necessary to satisfy all 
SOO objectives. The PWS shall describe how the Offeror will meet or exceed SOO objectives.  
 
The PWS shall also include, at a minimum, the following details regarding the Offeror’s 
proposed agile methodology and how that methodology and process supports the PWS approach: 
1. Proposed agile methodology, team processes, how user stories will be sized, how estimation 
and sizing is accomplished and how that correlates to incremental delivery of work (the key of 
agile). Include how proposed methodology prioritizes work, incorporates user feedback, scopes 
and envisions projects.   
2. Integrated development, with a continuous integration, continuous development, and 
continuous delivery (CI/CD) pipeline that includes automation first for testing and compliancy 
3. Achieving better results through greater operational focus, communication, and security 
principles. Building security into applications so it's baked in rather than applied after the fact. 
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4. Integration into multiple concurrent development efforts. 
 
17. Phase II – Factor 5 – Price 
 
17.1 Business Proposal 
There are no page limits to the Business Proposal. 
 
Tab A:  Cover Letter 
The Offeror shall provide a cover letter (limit 1 page) with pertinent Offeror information. 
 
Representations and Certifications and System for Award Management 
In accordance with the FAR 52.204-7 the Offeror has completed the annual representations and 
certifications electronically via the SAM website accessed through 
https://www.sam.gov/portal/SAM/. 
 
After reviewing the SAM database information, the Offerors verifies by submission of this offer 
that the representations and certifications currently posted at https://www.sam.gov/portal/SAM/ 
have been entered or updated in the last 12 months, are current, accurate, complete, and 
applicable to this solicitation.  
 
Any changes to Offerors Annual Representations and Certifications must be updated accordingly 
at https://www.sam.gov/portal/SAM/ prior to award.  
 
Tab B:  Organizational Conflict of Interest (c) Disclosure, and Mitigation Plan (if 
applicable) 
HSAR 3052.209-72 ORGANIZATIONAL CONFLICT OF INTEREST (JUN 2006) 
 


 (a) Determination. The Government has determined that this effort may result in an actual or 
potential conflict of interest, or may provide one or more offerors with the potential to attain 
an unfair competitive advantage. The nature of the conflict of interest may include offerors 
that currently or previously supported NFIP legacy systems. 


 
(a) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify 
the offeror, or (2) determine that it is otherwise in the best interest of the United States to 
contract with the offeror and include the appropriate provisions to avoid, neutralize, mitigate, 
or waive such conflict in the contract awarded. After discussion with the offeror, the 
Contracting Officer may determine that the actual conflict cannot be avoided, neutralized, 
mitigated or otherwise resolved to the satisfaction of the Government, and the offeror may be 
found ineligible for award. 
 
(b) The contractor is required to complete and sign an OCI Statement in accordance with the 
Disclosure information in part (c) below.  The Offeror must represent either that (1) It is not 
aware of any facts which create any actual or potential OCI relating to the award of this 
contract, or (2) It has included information in its proposal, providing all current information 
bearing on the existence of any actual or potential OCI and has included a mitigation plan in 
accordance with paragraph (d) below. 


 
(c) Disclosure: The offeror hereby represents, to the best of its knowledge that: 
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   (1) It is not aware of any facts which create any actual or potential organizational 
conflicts of interest relating to the award of this contract, or 


 


   (2) It has included information in its proposal, providing all current information bearing 
on the existence of any actual or potential organizational conflicts of interest, and has 
included a mitigation plan in accordance with paragraph (d) of this provision. 


 
(d) Mitigation. If an offeror with a potential or actual conflict of interest or unfair competitive 
advantage believes the conflict can be avoided, neutralized, or mitigated, the offeror shall 
submit a mitigation plan to the Government for review. Award of a contract where an actual 
or potential conflict of interest exists shall not occur before Government approval of the 
mitigation plan. If a mitigation plan is approved, the restrictions of this provision do not 
apply to the extent defined in the mitigation plan. 


 
(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer 
may require further relevant information from the offeror. The Contracting Officer will use 
all information submitted by the offeror, and any other relevant information known to DHS, 
to determine whether an award to the offeror may take place, and whether the mitigation 
plan adequately neutralizes or mitigates the conflict. 


 
(f) Corporation Change. The successful offeror shall inform the Contracting Officer within 


thirty (30) calendar days of the effective date of any corporate mergers, acquisitions, and/or 
divestures that may affect this provision. 


 
(g) Flow-down. The contractor shall insert the substance of this clause in each first 
tier subcontract that exceeds the simplified acquisition threshold. 


 
FAR 9.5 Organizational and Consultant Conflicts of Interest 
The Contractor is notified that the Government will review the Offeror’s submitted responses to 
HSAR 3052.209-72 – Organizational Conflict of Interest (Jun 2006) in accordance with FAR 
9.5, including FAR 9.505-1 – Providing Systems Engineering and Technical Direction, prior to 
award decision, to determine if any conflicts relevant to this Request for Quote exist for the 
apparent awardee and whether the mitigation plan adequately neutralizes or mitigates any 
identified conflicts. A quote from an Offeror deemed to have a conflict under FAR 9.505-1 may 
be considered non-conforming and susceptible to Government rejection of the complete quote.   


 
Tab C:  Assumptions, Exceptions or Dependencies 


The Government does not encourage Offerors to make assumptions or take exceptions from the 
requirements of the TOPR.  Offerors are encouraged to submit questions, in accordance with 
the TOPR instructions, in order to obtain any necessary clarifications regarding TOPR prior to 
quote submission.  In the event that an Offeror does make assumptions or take exception to any 
TOPR requirement, the Offeror’s business proposal must clearly and unambiguously identify 
all such assumptions, exceptions, or dependencies on which the Offeror’s proposal is based.  
Each assumption, exception or dependency shall be specifically related to a paragraph and/or 
specific section of the TOPR.  The Offeror shall provide a rationale in support of any noted 
assumption, exception or dependency, explaining its effect in comparison to the TOPR.  This 
information shall be provided in the format with content as outlined in the table below. 
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TOPR Document Paragraph/Page Requirement/Portion Rationale 


TOPR or TOPR 
Attachment (SOO, 
etc.) 


Applicable 
paragraph and page 
number(s) 


Identify the 
requirement or 
portion to which an 
assumption, 
exception or 
dependency is being 
taken 


Justify why the 
requirement will not 
be met or discuss 
reasons why not 
meeting the 
Government’s terms 
and conditions 
might be 
advantageous to the 
Government.  


 
Any assumption, exception or dependency for the Offeror’s entire proposal submission shall be 
contained in the business proposal. 
 
Assumptions, exceptions or dependencies do not make a proposal automatically unacceptable.  
However, a large number of assumptions, exceptions or dependencies, or a significant 
assumption, exception or dependency, which provide(s) little or no benefit to the Government 
or which do(es) not support the Government’s requirement as documented in the TOPR may 
receive unfavorable evaluation in accordance with the TOPR Evaluation Factors for Award. 


 
17.2 Attachment 1- NFIP PIVOT Price Template 
The Government will establish a “total evaluated price” based on a completed Attachment 1 – 
NFIP PIVOT Price Template. Price volumes failing to meet or comply with price proposal 
instructions may be deemed noncompliant.  Offerors must use Attachment 1 - NFIP PIVOT 
Price Template. 
 
In accordance with EAGLE II Contract Section G.4.5(e)(1), when competing for TO awards 
under the fair opportunity process, the Offeror is permitted to propose labor rates that are lower 
than those originally proposed and established in the EAGLE II contract, Attachment B-1, Labor 
Rate Tables of the Offeror’s EAGLE II IDIQ Contract. The Contractor shall fully explain the 
basis for proposing lower rates.   
 
The Option to Extend Services (FAR 52.217-8), allows the contract to be extended up to six 
months. Offerors shall include six month pricing in their price proposals as follows: the 6-month 
pricing will the same as option period 4 pricing. The offeror shall not propose the 6-month 
pricing.  This 6-month option pricing will be part of the total evaluated price. 
 
The total evaluated price is the total price (base and option periods, inclusive of the 6 month 
option to Extend). The total evaluated price will be based on the base period and option periods, 
as well as the 6-month option period after the last period of performance allowed under FAR 
52.217-8.   
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Section VII – Evaluation Criteria 
NFIP PIVOT Program  


 
1. Basis for Award 
The Government intends to award a single task order to the responsible Offeror whose proposal 
represents the best value to the Government.  The basis for award will be best value in 
accordance with FAR 16.505.  Offerors are cautioned that the award may not necessarily be 
made to the lowest priced proposal.  
 
Evaluations will be based solely on the information included in the proposal.  Therefore, the 
Offerors initial Proposal should contain the Offerors best terms.  After receipt of proposals, the 
Government will conduct an evaluation.  However, during the evaluation process, the 
Government may, solely at its discretion, communicate with Offerors regarding proposal 
elements.  At any time prior to selection, including upon receipt of proposals, the Government 
may exclude a proposal from further consideration for any material failure to follow instructions, 
including the omission of required information. FEMA may negotiate and request revised quotes 
from only the apparent successful vendor or those that are determined to be only the highest 
rated. This does not constitute a competitive range in accordance with FAR 15.306(c) as this 
procurement is being conducted in accordance with FAR Part 16.5. 
 
The Government will evaluate Offeror’s proposal submissions based on the following evaluation 
factors, listed in descending order of importance: 
 
Phase I: 
Factor 1 – Demonstrated Prior Experience 
Factor 2 – Capability of Proposed Key Personnel 
 
Phase II: 
Factor 3 – Oral Presentation - Technical & Management Capability 
Factor 4 – Performance Work Statement (PWS) 
Factor 5 – Price 
 
2. Evaluation Criteria 
2.1 Phase I - Factor 1: Demonstrated Prior Experience 
The evaluation is based on recent and relevant experience examples presented in the video. 
Offerors may provide up to three (3) recent examples of demonstrated prior experience. Recent 
is considered to be within the last 3 years, and relevant is considered to be of similar scope and 
complexity to items a) through c) with a minimum contract dollar value of $5,000,000.00 and 2 
or more concurrent agile teams. One of the three (3) examples of demonstrated prior experience 
shall be demonstrated prior experience at FEMA or another DHS component.  Agile experience 
within an insurance industry is favorable but not required.  Additionally, examples where the 
Prime Offeror and Major Subcontractor can demonstrate prior experience performing 
together/teaming together is also favorable but not required. 
 
2.2 Phase I – Factor 2 – Capability of Proposed Key Personnel 
The evaluation is based on the proposed Key Personnel’s experience and qualifications for the 
proposed role.  At a minimum, the proposed Key Personnel must meet the Offeror’s EAGLE II 
IDIQ experience and education requirements for the proposed labor category and level.   
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2.3 Phase II – Factor 3 – Oral Presentation – Technical and Management Capability  
Oral presentations will be evaluated based on oral presentation portions 3 and 5 (responses to the 
standard set of management/technical questions related to Agile contract performance and 
responses to additional questions).  The Government will evaluate the ability of the Offeror to 
meet or exceed the requirements of the TOPR based on an evaluation of the Offeror’s responses 
to a standard set of questions provided during the oral presentation.  Team dynamics of the Key 
Personnel and responsible corporate official during the oral presentation may also be evaluated.  
 
2.4 Phase II - Factor 4: Performance Work Statement (PWS)  
The PWS will be evaluated based on the Offeror’s approach to meet or exceed SOO objectives 
and to achieve a sustained target solution for Full Operational Capability (FOC) prior to the end 
of the period of performance under a resultant task order.  The PWS must meet the minimum 
requirements identified in Factor 4.   
 
2.5. Phase II – Factor 5: Price 
The Government will establish a “total evaluated price” based on a completed Attachment 1 – 
NFIP PIVOT Price Template. It is anticipated that pricing and award of this acquisition will be 
based on adequate price competition. Completion of the price templates is necessary for a full 
evaluation of an Offeror’s proposal. The “total evaluated price” will be evaluated for price 
reasonableness through comparison with other proposed prices and may include other price 
analysis techniques. Due to the potential variations in technical approaches to the work that each 
Offeror may propose, technical analysis in accordance with FAR 15.404-1(e) will be conducted 
utilizing other proposal information received from the Offeror, including a review of the 
technical approach proposed in comparison to the total proposed staffing mix, level of effort, and 
materials.   The price proposal will not be given a rating.  
                                                          
The Government will evaluate price quotes for award purposes by adding the total price for all 
options to the price for the base requirement.  Evaluation of options does not obligate the 
Government to exercise the options.  
 
Evaluation of options will be conducted in accordance with FAR 52.217-5, Evaluation of 
Options, to include FAR 52.217-8, Option to Extend Services and FAR 52.217-9, Option to 
Extend the Term of the Contract.  The objective of the evaluation of options is to determine that 
the price for each of the options to be fair and reasonable.  The evaluation of options shall not 
obligate the Government to exercise any options. 
 
The Option to Extend Services (FAR 52.217-8), is designated to evaluate the 6-month option.  
For evaluation purposes, the 6-month pricing will be the same as option period 4 pricing. The 
Offeror shall not propose the 6-month pricing.  This 6-month option pricing will be part of the 
total evaluated price. 
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Section I - Overview 


NFIP PIVOT Program  
Task Order Proposal Request  


 
The Federal Emergency Management Agency (FEMA) intends to award a single task order  
under the Department of Homeland Security (DHS) Enterprise Acquisition Gateway for 
Leading-Edge Solutions II (EAGLE II) contract for the National Flood Insurance Program 
(NFIP) PIVOT Program. The requirement will be competed under Functional Category (FC) 1, 
Service Delivery, including Integration, Software Design/Development, Operations & 
Maintenance among 8(a) track IDIQ holders. The North American Industry Classification Code 
System (NAICS) code is 541511 Custom Computer Programming Services and the small 
business size standard is $27.5 million. 
 
EAGLE II 
At the time of award for this task order and prior to the exercise of options, the Offerors must 
have a valid Eagle II contract in effect that covers the appropriate performance period of the task 
order. The Offeror shall notify the Contracting Officer no later than 90 days before its EAGLE II 
contract expiration and inform of a contract extension or not. The task order established as a 
result of this TOPR will be based on established EAGLE II rates and any applicable rate 
discounts.  
 
1. Authority 
Pursuant to FAR 16.505 and in accordance with DHS Directive 060-01 Development and Use of 
Strategic Sourcing Contract Vehicles a single task order will be awarded under the DHS EAGLE 
II. Eagle terms and conditions for FC1 8(a) track are applicable to this order.  
 
2. Term 
The Order term is one (6) month base period and four (6) month option periods. The total 
contract duration if all options are exercised is two years and 6 months or 30 months.  
 
2.1 Period of Performance (Actual date will be filled in at time of award) 
Base Period: Date of award (DOA) through 6 months 
Option Period: 6 Months  
Option Period: 6 Months  
Option Period: 6 Months 
Option Period: 6 Months  
 
3. Place of Performance  
The principal place of performance shall be at FEMA Headquarters, located in Washington D.C. 
as well as optional telework at the Contractor’s Work Site. Telework must be preapproved by the 
COR in writing. FEMA PMO and stakeholders are located within 400/500 C St. SW, 
Washington D.C., 20472. 
 
4. Travel 
Contractor travel is anticipated for this requirement. Travel must be pre-approved by the COR 
and the CO. All travel shall be in accordance with the Contractor’s EAGLE II IDIQ contract, 
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Federal Travel Regulation and FAR 31.205-46. Approved travel expenses will be reimbursed 
based on actual costs incurred.   
 
5. Order Type 
The task order will be Time and Materials. Materials and travel will be reimbursed at actual cost. 
Labor category rates will be fixed and in accordance with the master contract. 
  
6. Contract Ceiling (not to exceed) 
The total value of the task order is $18,000,000.00. That is the not to exceed value.  
 
7. Attachment 1 – NFIP PIVOT Price Template Fully-burdened labor rates include all direct 
labor and indirect costs applicable to that direct labor (such as fringe benefits, overhead, G&A), 
and profit. The fully-burdened hourly rates are ceiling rates. Eagle II rates for the current year are 
applicable.  
 
7.1 EAGLE II Rates - Government Site  
Government Site Rates.  
When performing at Government sites, the Contractor shall furnish fully-burdened labor rates. 
The Government will provide only office space and may provide furniture and office equipment 
and supplies. Situational or regular telework, when authorized, shall be billed at Government Site 
Rates.  
 
B.7.2 Time and Material (T&M) Task and Labor-Hour (L-H) Type  
For T&M or L-H type orders, the quantity of hours ordered from each labor category will be 
billable per the number of labor hours expended for each labor category. For T&M type task 
orders, profit on materials is not allowable. Reimbursement under the contract shall be governed 
by the clause at FAR 52.232-7, Payments under Time and Materials and Labor-Hour Contracts. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Section II - Statement of Objectives (SOO) 
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NFIP PIVOT Program  


Task Order Proposal Request  
 
 
 
 
 
 
 
 
 
 


See Attachment 2 – NFIP PIVOT Program Statement of Objectives (SOO) 
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Section III - Deliverables Media, Inspection and Place of Performance 
 


NFIP PIVOT Program  
Task Order Proposal Request  


 
1. Deliverables Media 
The Contractor shall provide deliverables to the addresses identified in Order. Administrative 
deliverables shall be provided in machine readable format using Microsoft Office Suite and/or 
Adobe via email, or flash drives for those deliveries that cannot be emailed. All deliverables 
containing Agency specific, sensitive, and project detail information shall only be provided via 
email servers or hard copy via U.S. Mail, FedEx, or USPS. Orders will identify specific delivery 
requirements if different from the above. The Contractor shall use recommended commercial 
practices for formatting deliverables under Orders unless the agency’s standard operating 
procedures state otherwise, standard information procedures and other formats. 
 
2. Marking for Delivery 
Unless otherwise specified, all deliverables submitted to the Government shall clearly indicate 
the task order number, contractor’s name, description of items contained therein and the 
consignee’s name and address for which the information is being submitted. 
 
3. Inspection and Acceptance 
Inspection and acceptance of the services and support to be furnished hereunder shall be made by 
the appropriate COR, or other authorized Government representative designated in the Order.  
 
3.1 Scope of Inspection 
All deliverables may be inspected for content, completeness, accuracy and conformance to Order 
requirements by the COR or other Government authorized representative designated in each 
Order. Inspection may include validation of information or inspection of the deliverables, as 
specified in each Order. The scope and nature of this inspection will be comprehensive to 
validate the completeness, accuracy, and conformance to requirements. 
 
3.2 Acceptance Criteria 
Acceptance criteria will be defined by the COR; however, general quality measures, as set forth 
below, will be applied to each work product received from the Contractor. 
 
• Professional – Staff will work in an integrated Federal and Contractor Program Management 
Office, and will be professional and supportive. 
 
• Accuracy - Work products shall be accurate in presentation, technical content, and adherence to 
accepted elements of style. 
 
• Clarity - Work products shall be clear and concise using plain language. Any/all diagrams shall 
be easy to understand and be relevant to the supporting narrative. 
 
• Consistency to Requirements - All work products must satisfy the requirements of the call/task 
order with emphasis on technology, process and resource optimization. 
 
• File Editing - All text and diagrammatic files shall be editable by the Government.  
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• Format - Work products shall be submitted in hard copy (where applicable) and in media 
mutually agreed upon prior to submission. Hard copy formats shall follow any specified 
Directives or Manuals.  
 
• Timeliness - Work products shall be submitted on or before the due date specified in the task 
order or submitted in accordance with a later scheduled date determined by the COR. 
 
• Transferability - Work products shall be submitted with all the context and background 
necessary for PMO, Federal or other Contractors to understand and iterate on. 
 
• Transparent - Work products shall be non-proprietary and be developed using an open 
architecture to promote transparency within the PMO and amongst all stakeholders. 
 
4. Inspection and Acceptance of Services 


Within approximately five (5) business days of each sprint's conclusion, FEMA NFIP will inspect, test, 
review and accept all Code submitted in the identified repository, as applicable. 
 
The COR and the FEMA NFIP Product Lead will review all deliverables and provide concurrence to the 
CO for deliverable acceptance/rejection. The CO will formally accept all deliverables to the contractor 
within approximately 30 calendar days from the end of the task order, via electronic means. The COR’s 
acceptance of all deliverables will be contingent on Product Owner approval. 
 
Any contractor performance to correct defects found by the Government as a result of quality assurance 
surveillance and by the contractor as a result of quality control, shall be in accordance with FAR 52.246-
6, Inspection – Time-and-Materials and Labor-Hour. The COR and the FEMA NFIP COR will monitor 
compliance and report to the Contracting Officer. 
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Section IV - General and Administrative Information 
 


NFIP PIVOT Program  
Task Order Proposal Request  


 
1. FEMA Contracting Officer (CO)  
(a)  The FEMA CO is the only person authorized to approve changes to or modify any of the 
requirements under the Order.  In the event the Contractor effects any such change at the 
direction of any person other than the CO, the change will be considered to have been made 
without authority and no adjustment will be made in the contract price to cover any expenses  
incurred as a result thereof.  FEMA CO is: 
 
 Name:   Nicole Smith 
 Address: Federal Emergency Management Agency 
   500 C. Street, SW, 3rd Floor 
   Washington, DC 20472-3205 
 Email:  Nicole.Smith@fema.dhs.gov  


Tel No: 202-212-4109  
 
 (b)  The Contractor shall submit requests for modification of this contract and other 
administrative requests to the CO and courtesy copy the COR. 
 (c)  Contractual problems of any nature should be handled as soon as possible, and 
according to applicable public laws and regulations (e.g., Federal Acquisition Regulation).  The 
problem resolution escalation sequence in FEMA is as follows: 1) the initial point of contact for 
problem resolution is the Contracting Officer’s Representative (COR) authorized to oversee 
services, 2) then the Contracting Officer that awarded the Order. 
 (d)  Requests for information on matters related to this contract, such as explanation of 
terms and contract interpretation, shall be submitted to the CO.  The CO is the only official 
authorized to terminate for cause, to issue notices of termination for cause, and to issue cure 
notices and show cause notices for the Order. 
 
The CO is responsible for:  
1) Negotiation and Award of the order. CO have the authority to legally bind their organization to 
order modifications.  
2) Administration of the task order. Day-to-day administration activities will generally be carried out 
by the COR.  
3) Settlement and Resolution of Contracting Issues. The CO is authorized to settle and resolve 
contracting issues.  
4) Contract Records. The CO is responsible for maintaining a complete record of all contracting 
documents (electronically and/or manually).  
 
2. FEMA Contracting Officer Representative (COR) 
The COR has responsibility for receipt and acceptance of the contract-level deliverables and 
reports and past performance reporting for the contract.  The COR supports the CO and PM in 
the general management of the program.  
 
  
 Name:  Traci Crawford   
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 Address:  Federal Emergency Management Agency 
      500 C. Street, SW, 5th Floor 
       Washington, DC 20472-3205 
 Email:  To Be Provided Upon Task Order Award 
 Tel No.: To Be Provided Upon Task Order Award 
  
The CO may designate one or more CORs for the Order that will be responsible for the day-to-
day oversight of the Order. The COR will represent the CO in the administration of technical 
details within the scope of the task order. The COR is also responsible for the final inspection 
and acceptance of all task order deliverables and reports, and such other responsibilities as may 
be specified in the order.  The COR is not otherwise authorized to make any representations or 
commitments of any kind on behalf of the CO or the Government. The COR does not have 
authority to alter the Contractor’s obligations or to change the order specifications, price, terms 
or conditions.  If, as a result of technical discussions, it is desirable to modify order obligations 
or the specification, changes will be issued in writing and signed by the CO. 
 
(A) The designated COR may provide written technical direction to the Contractor 
concerning the work performed under the contract. Technical direction is limited to direction that 
fills in details or otherwise completes the general description of the work set forth in the contract.  
Technical direction includes: 
 
1) Directions to the Contractor that suggest pursuit of certain lines of inquiry, shift work 
emphasis, fill in details or otherwise serve to accomplish the contractual Statement of Objectives. 
2) Guidelines to the Contractor, that help interpret technical portions of work descriptions. 
 
(B) Technical direction must be within the general scope of work stated in the contract.   
 
Technical direction may not be used to: 
1) Assign additional work under the contract. 
2) Direct a change as defined in the “CHANGES” clause of the contract. 
3) Increase or decrease the contract price or estimated contract amount (including fee), as 
applicable, the direct labor hours, or time required for contract performance. 
4) Change any of the terms, conditions or specifications of the contract. 
5) Interfere with the Contractor’s rights to perform the terms and conditions of the contract. 
 
(C) All technical direction has to be in writing (or via e-mail) by the applicable COR. 
 
(D) If the Contractor believes any technical direction calls for effort outside the scope of the 
contract or is inconsistent with this requirement, the Contractor must notify the CO in writing 
within five (5) working days after receipt of any such instruction.  The Contractor must not 
proceed with the work affected by the technical direction unless and until the Contractor is 
notified by the CO that the technical direction is within the scope of this contract.  To notify the 
Contractor, the CO will either issue an appropriate contract modification within a reasonable 
time or advise the Contractor in writing within 30 days that the instruction or direction is- 
 
1) Rescinded in its entirety; or 
2) Within the scope of the contract and does not constitute a change under the changes 
clause of the contract, and that the Contractor should proceed promptly with its performance. 
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(E) Failure of the Contractor and CO to agree that the instruction or direction is both within 
the scope of the contract and does not constitute a change under the changes clause, or a failure 
to agree upon the contract action to be taken with respect to the instruction or direction, is subject 
to the Disputes clause of this contract. 
 
(F) Any action(s) taken by the Contractor in response to any direction given by any person 
other than the CO or the applicable COR is at the Contractor’s risk. 
 
(G) Nothing in the foregoing paragraph will excuse the Contractor from performing that 
portion of the contractual work statement which is not affected by the disputed technical 
direction. 
 
3. Invoicing and Payment 
The contractor shall submit an invoice(s) upon delivery and acceptance of all supplies or services 
as specified in the Price/Cost Schedule and per COR acceptance. Invoices shall be 
submitted on a monthly basis. 
 
Electronic copies must be submitted to the following individuals: 


ü Contracting Officer 
ü Contract Specialist/Administrator 
ü Contracting Officer’s Representative 


 
All invoices shall be submitted to the “Designated Billing Office” and/or “Designated Payment 
Office”.  Invoices will be handled in accordance with the Prompt Payment Act and a payment will 
be made for items accepted by the Government that have been provided. Invoices may be 
submitted via e-mail to Fema-finance-vendor-payment@fema.dhs.gov. The FEMA Finance 
Center, P.O. Box 9001, Winchester, VA. 22604. The telephone number is 540-504-1900. The 
submission of vouchers electronically will reduce correspondence and other causes for delay to a 
minimum and will facilitate prompt payment to the Contractor.  
 
Paper vouchers mailed to the finance center will not be processed for payment. If the Contractor 
is unable to submit a payment request in electronic form, the contractor shall submit the payment 
request using a method mutually agreed to by the Contractor, the Contracting Officer, and the 
payment office. 
 
To constitute a proper invoice; the invoice must include those items cited in FAR 52.232-25, 
Prompt Payment, Paragraphs (a) (3) (i) through (a) (3) (viii). Unless otherwise stated in the 
Order, the Contractor shall submit an original invoice containing the following information, if 
applicable:   
 
(a) Name and address of the Contractor; 
(b) Invoice date and number; 
(c) Contract number, contract line item number (CLIN) and Order number; 
(d) Description, quantity, unit of measure, unit price, labor category, labor hours, and 


extended price of the items delivered; 
(e) Name and address of official to whom payment is to be sent; 
(f) Name, title, and phone number of person to notify in event of defective invoice; and 
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(g) Electronic funds transfer (EFT) banking information.   
(h) Invoice total 
(i) Period of Performance 
(j) For each individual working under a labor-hour, including firm-fix priced payment: 


- Individual’s name 
- Labor category 
- Labor rate 
- Number of hours worked 
- Time sheet for the billing period 


(k) Other Direct Cost related to licenses and subscription, may include but not limited too 
- Instance Category (actual name from provider, size, type, etc) 
- Rate of Instances per hour 
- Number of hours running 
- Utilization per instance for billing period 


 
The submission of vouchers electronically will reduce correspondence and other causes for delay 
to a minimum and will facilitate prompt payment to the Contractor.  Paper vouchers mailed to 
the finance center will not be processed for payment. If the Contractor is unable to submit a 
payment request in electronic form, the contractor shall submit the payment request using a 
method mutually agreed to by the Contractor, the Contracting Officer, and the payment office.  
 
Invoices shall be submitted as follows: Contractors shall use Standard Form (SF) 1034 (Public 
Voucher for Purchases and Services Other Than Personal) and SF 1035 (Continuation Sheet) 
when requesting payment for supplies or services rendered.  Both forms are located at 
http://www.gsa.gov/portal/forms/type/SF.  Suitable self-designed forms (contractor invoice 
forms) may be submitted instead of the SF 1035 as long as they contain the information required.  
 
The voucher must provide a description of the supplies or services, by line item (if applicable), 
quantity, unit price, and total amount. The item description, unit of measure, and unit price must 
match those specified in the contract. Invoices that do not match the line item pricing in the 
contract will be considered improper and will be returned to the Contractor. The Contractor shall 
not be paid more frequently than on a monthly basis. 
 
SF 1034 and 1035 instructions:  
SF 1034 – Public Voucher for Purchases and Services Other than Personal 
 
The information which a Contractor is required to submit in its Standard Form 1034 is set forth 
as follows:  
(1) U.S. Department, Bureau, or establishment and location insert the names and address of 
the servicing finance office unless the contract specifically provides otherwise.  
(2) Date Voucher Prepared - insert date on which the public voucher is prepared and submitted.  
(3) Contract/Delivery Order Number and Date - insert the number and date of the contract 
and delivery order, if applicable, under which reimbursement is claimed.  
(4) Requisition Number and Date - leave blank.  
(5) Voucher Number - insert the appropriate serial number of the voucher. A separate series of 
consecutive numbers, beginning with Number 1, shall be used by the Contractor for each new 
contract. When an original voucher was submitted, but not paid in full because of suspended 
costs, resubmission vouchers should be submitted in a separate invoice showing the original 







NFIP PIVOT TOPR 70FA3018Q00000003 
 


12 
 


voucher number and designated with the letter "R" as the last character of the number. If there is 
more than one resubmission, use the appropriate suffix (R2, R3, etc.)  
(6) Schedule Number; Paid By; Date Invoice Received - leave blank.  
(7) Discount Terms - enter terms of discount, if applicable.  
(8) Payee's Account Number - this space may be used by the Contractor to record the account 
or job number(s) assigned to the contract or may be left blank.  
(9) Payee's Name and Address - show the name of the Contractor exactly as it appears in the 
contract and its correct address, except when an assignment has been made by the Contractor, or 
the right to receive payment has been restricted, as in the case of an advance account. When the 
right to receive payment is restricted, the type of information to be shown in this space shall be 
furnished by the CO.  
(10) Shipped From; To; Weight Government B/L Number - insert for supply contracts.  
(11) Date of Delivery or Service - show the month, day and year, beginning and ending dates of 
supplies or services delivered.  
(12) Articles and Services - insert the following: "For detail, see Standard Form 1035" OR “For 
detail, see contractor invoice form”.   
(13) Type the following certification, signed by an authorized official, on the face of the 
Standard Form 1034.  
 
"I certify that all payments requested are for appropriate  
purposes and in accordance with the agreements set forth in  
the contract."  
________________ ___________  
(Name of Official) (Title)  
(14) Amount - insert the amount claimed for the period indicated in (11) above.  This amount 
should be transferred from the total per the SF 1035 Continuation Sheet or contractor invoice 
form.  
 
SF 1035 – Continuation Sheet 
The SF 1035 will be used to identify the specific item description, quantities, unit of measure, 
and prices for each category of deliverable item or service. Suitable self-designed forms 
(contractor invoice form) may be submitted instead of the SF 1035 as long as they contain 
the information required.  
 
The information which a contractor is required to submit in its Standard Form 1035 is set forth as 
follows:  
 
U.S. Department, Bureau, or Establishment - insert the name and address of the servicing 
finance office.  
Voucher Number - insert the voucher number as shown on the Standard Form 1034.  
Schedule Number - leave blank.  
Sheet Number - insert the sheet number if more than one sheet is used in numerical sequence. 
Use as many sheets as necessary to show the information required.  
Number and Date of Order - insert payee's name and address as in the Standard Form 1034.  
Articles or Services - insert the contract number as in the Standard Form 1034, and description.  
Quantity; Unit Price – insert for supply contracts. 
Amount - insert the total quantities contract value, and amount and type of fee payable (as 
applicable).  
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A summary of claimed current and cumulative goods and services delivered and accepted 
to date. -  
Invoices shall include an itemization of all goods and services delivered and accepted for the 
period by item and by CLIN. Each invoice shall include sufficient detail to identify goods and 
services as compared 
 
ELECTRONIC FUNDS TRANSFER (EFT) INFORMATION 


1. To receive payment, the contractor shall submit their EFT information to the 
Government.   EFT information may be submitted by EFT form, through System for 
Award Management (SAM), or on invoice.  Failure to provide the EFT information or 
failure to notify the Government of changes to this EFT information may result in delays 
in payments and/or rejection of the invoice in accordance with the Prompt Payment 
clause of this contract.  EFT forms may be submitted directly the FEMA Finance Center 
at  FEMA-Finance-RecordsMaintenance@fema.dhs.gov, or to the Contracting Office. 


2. If submitting EFT information on invoice/voucher, the following EFT information should 
be submitted: 


 
         (a) Routing Transit Number (RTN) – The contractor shall provide the current 9-digit RTN 
of the payee's bank 
 
         (b) Payee's account number 
 
         (c) Contractor's Tax Identification Number (TIN) 
 
       (The EFT information submitted must be that of the contractor unless there is an official 
Assignment of Claims on file with the payment office.) 
 
       If at any time during the term of this contract, the contractor changes any EFT information, 
(i.e. financial agent, RTN, account number, etc.) the new EFT information must replace the old 
EFT information on subsequent invoices submitted under this contract, through SAM, or by 
submission of a new EFT form.   
 
4. Advertisements, Publicizing Awards and News Releases 
Under no circumstances shall the Contractor, or anyone acting on behalf of the Contractor, refer 
to the supplies, services, or equipment furnished pursuant to the provisions of this contract in any 
publicity/ news release or commercial advertising without first obtaining explicit written consent 
to do so from FEMA Contracting Officer.  This restriction does not apply to marketing materials 
developed for presentation to potential government customers of this contract vehicle. 
 
The Contractor agrees not to refer to awards in commercial advertising in such a manner as to 
state or imply that the product or service provided is endorsed or preferred by the Federal 
Government or is considered by the Government to be superior to other products or services. 
 
5. Identification of Contractor Personnel 
The Contractor shall ensure that its employees and subcontractors will identify themselves as 
employees of their company while working on FEMA contracts.  For example, Contractor 
personnel shall introduce themselves in person and in voice-mail, as employees of their 
respective companies, and not as FEMA employees.  Under no circumstances and at no time 
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shall subcontractors of the prime identify themselves as employees of the prime or in any other 
way suggest, by action or inaction, that they are employees of the prime. Failure to adhere to this 
requirement may constitute grounds for termination for cause. Contractor shall ensure that their 
personnel use the following format signature on all official e-mails generated by DHS 
computers: 
 
Name 
Position or Professional Title 
Prime FEMA Contractor Name OR Subcontractor Company Name in support of Prime FEMA 
Contractor Name 
Supporting the __________Division/Office of FEMA 
Phone 
Fax 
 
6. Post-Award Evaluation of Contractor Performance 
Contractor Performance Evaluations: Annual and final evaluations of Contractor performance 
will be prepared on this contract in accordance with FAR 42.1500.  The final performance 
evaluations will be prepared following the end of the period of performance.  Annual and final 
evaluations will be provided to the Contractor as soon as practicable after completion of the 
evaluation.  The Contractor can elect to review the evaluation and submit additional information 
or a rebuttal statement.  The Contractor shall be permitted thirty (30) days to respond.  
Contractor response is voluntary.  Any disagreement between the parties regarding an evaluation 
will be referred to the cognizant Division Director (or his/her equivalent), whose decision is 
final. Copies of the evaluations, Contractor responses, and review comments, if any, will be 
retained as part of the contract file, and may be used to support future award decisions. 
 
Electronic Access to Contractor Performance Evaluations: FAR 42.15 requires agencies to 
prepare annual and final evaluations of Contractor performance.   The Past Performance 
Information Retrieval System (PPIRS) is used to record and maintain past performance 
information.  The FEMA utilizes the Contractor Performance Assessment Reporting System 
(CPARS), which feeds its information into the PPIRS system in order to share information with 
other federal agencies. The process for submitting such reports shall be in accordance with 
agency procedures (see below).  Contractors may view evaluations, once completed via CPARS, 
through a secure Web site that can be obtained at the following URL - www.ppirs.gov.    
 
The registration process requires the Contractor to identify an individual that will serve as a 
primary contact and who will be authorized access to the evaluation for review and comment.  In 
addition, the Contractor shall be required to identify a secondary contact who will be responsible 
for notifying the cognizant contracting official in the event the primary contact is unavailable to 
process the evaluation within a thirty (30) day time period.  Once a performance evaluation has 
been prepared and is ready for comment, the CPARS will send an email to the Contractor 
representative notifying that individual that a performance evaluation is electronically available 
for review and comment. 
 
7. Government Records 
(a) Government's Records:  Except as is provided in paragraph (b) may be otherwise agreed upon 
by the Government and the Contractor, all records acquired or generated by the Contractor, in its 
performance of this contract shall be the property of the Government; and shall be delivered to 
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the Government or otherwise disposed of by the Contractor, either as FEMA Contracting Officer 
may from time to time direct during the progress of the work or, in any event, as FEMA 
Contracting Officer directs upon settlement of this contract.  The Contractor shall, subject to 
security regulations, requirements, and other provisions of the contract, have the right to inspect; 
and at its own expense, duplicate only those processes, procedures, or records delivered, or to be 
delivered, to the Government by the Contractor under this contract, or retain duplicates which are 
in excess of the Government's requirements.  However, nothing in this paragraph shall:  (1) 
permit the Contractor to duplicate or retain for its own purposes any official Government 
documents or proprietary information relating to the Government or to other Contractors; (2) 
constitute any commitment on the part of the Government to retain such records for any period 
beyond customary retention periods for the various types of records; and (3) have any effect on 
the provisions of FAR Clause 52.227 14 (DEC 2007), entitled "Rights in Data - General." 
 
(b) Contractor's Own Records:  The following records are considered the property of the 
Contractor and not within the scope of paragraph (a) above: 
(1) Personnel records and files maintained on individual employees, applicants and former 
employees; 
(2) Privileged or confidential Contractor financial information and correspondence between 
segments of the Contractor's organization; and 
(3) Internal legal files. 
 
(c) Inspection and Audit of Records:  All records acquired, or generated by the Contractor under 
this contract, and in the possession of the Contractor, including those described in paragraph (b) 
above (exclusive of subparagraph (b)(2) and (b)(3)), shall be subject to inspection and audit any 
reasonable times.  The Contractor shall afford the proper facilities for such inspection and audit. 
 
8. Disclosure of Information – Official Use Only  
Each officer or employee of the Contractor or Subcontractor at any tier to whom “Official Use 
Only” information may be made available or disclosed shall be notified in writing by the 
Contractor that “Official Use Only” information disclosed to such officer or employee can be 
used only for a purpose and to the extent authorized herein, and that further disclosure of any 
such “Official Use Only” information, by any means, for a purpose or to an extent unauthorized 
herein, may subject the offender to criminal sanctions imposed by 18 U.S.C. Sections 641 and 
3571.  Section 641 of 18 U.S.C. provides, in pertinent part, that whoever knowingly converts to 
his use or the use of another, or without authority sells, conveys, or disposes of any record of the 
United States or whoever receives the same with the intent to convert it to his use or gain, 
knowing it to have been converted, shall be guilty of a crime punishable by a fine or imprisoned 
up to ten years or both.  
 
9. Confidentiality of Information 
(a) To the extent that the work under this contract requires that the Contractor be given access to 
confidential or proprietary business, technical, or financial information belonging to other private 
parties or the Government, the Contractor shall after receipt thereof, treat such information as 
confidential and agrees not to appropriate such information for its own use or to disclose such 
information to third parties unless specifically authorized by the Contracting Officer in writing.  
The foregoing obligations, however, shall not apply to: 
 
(1) Information which, at the time of receipt by the Contractor, is in the public domain; 
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(2) Information which is published after receipt thereof by the Contractor or otherwise becomes 
part of the public domain through no fault of the Contractor; 
(3) Information which the Contractor can demonstrate was in its possession at the time of receipt 
thereof and was not acquired directly or indirectly from the Government or other  companies; or, 
(4) Information which the Contractor can demonstrate was received by them from a third  party 
who did not require the Contractor to hold it in their confidence. 
 
(b) The Contractor shall obtain the written agreement, in a form satisfactory to the FEMA 
Contracting Officer, of each employee permitted access, whereby the employee agrees that 
he/she will not discuss, divulge, or disclose any such information or data to any person or entity 
except those persons within the Contractor's organization directly concerned with the 
performance of the contract. 
 
(c) The Contractor agrees that upon request by the Contracting Officer, it will execute an 
approved agreement with any party whose facilities or proprietary data they are given access to 
in regards to the restrictive use and disclosure of the data and the information obtained from such 
facilities.  Upon request by Contracting Officer, such an agreement shall also be signed by 
Contractor personnel. 
 
(d) This language shall flow down to all subcontracts. 
 
 


 


 


 


 


 


 


Section V – Clauses 


 
NFIP PIVOT Program  


Task Order Proposal Request  
 
FAR 52.252-2 Clauses Incorporated By Reference (FEB 1998) 
 
This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text.  Upon request, the Contracting Officer will make their full text 
available.  Also, the full text of a clause may be accessed electronically at 
www.acquisition.gov/far. 
 
DHS EAGLE II 8(a) track terms, conditions, and clauses are applicable to this order.   
  HSAR Clause 
No. 
  


Title and Date   
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3052.203-70 Instructions for Contractor Disclosure of Violations (SEP 2012) 


3052.205-70 Advertisements, Publicizing Awards, and Releases (SEP 2012) 
Alternate I (SEP 2012) 


3052.215-70 Key Personnel and Facilities (DEC 2003) 
3052.228-70 Insurance (DEC 2003) 


3052.242-72 Contracting Officer’s Technical Representative (DEC 2003) 
 
52.204-1 -- Approval of Contract (DEC 1989) 
This contract is subject to the written approval of Contracting Officer and shall not be binding 
until so approved. 
 
52.217-8 -- Option to Extend Services (Nov 1999) 
The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed 6 months. 
The Contracting Officer may exercise the option by written notice to the Contractor within 30 
days.  
 
52.217-9 -- Option to Extend the Term of the Contract (MAR 2000) 
 (a) The Government may extend the term of this contract by written notice to the Contractor 
within 30 days provided that the Government gives the Contractor a preliminary written notice 
of its intent to extend at least 30 days before the contract expires. The preliminary notice does 
not commit the Government to an extension. 


(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 


(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 36 months. 


52.219-14 - Limitations on Subcontracting (Jan 2017) Reference F.8.4 of the 8(a) master 
contract.  
(a) This clause does not apply to the unrestricted portion of a partial set-aside. 


(b) Applicability. This clause applies only to-- 


(1) Contracts that have been set aside or reserved for small business concerns or 8(a) 
participants; 


(2) Part or parts of a multiple-award contract that have been set aside for small business concerns 
or 8(a) participants; and 


(3) Orders set aside for small business or 8(a) participants under multiple-award contracts as 
described in 8.405-5 and 16.505(b)(2)(i)(F). 
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(c) By submission of an offer and execution of a contract, the Offeror/Contractor agrees that in 
performance of the contract in the case of a contract for -- 


(1) Services (except construction). At least 50 percent of the cost of contract performance 
incurred for personnel shall be expended for employees of the concern. 


(2) Supplies (other than procurement from a nonmanufacturer of such supplies). The concern 
shall perform work for at least 50 percent of the cost of manufacturing the supplies, not including 
the cost of materials. 


(3) General construction. The concern will perform at least 15 percent of the cost of the contract, 
not including the cost of materials, with its own employees. 


(4) Construction by special trade contractors. The concern will perform at least 25 percent of the 
cost of the contract, not including the cost of materials, with its own employees. 


HSAR Clauses Incorporated In Full Text 
 


3052.204-71 CONTRACTOR EMPLOYEE ACCESS (SEP 2012) 
(a) Sensitive Information, as used in this clause, means any information, which if lost, 
misused, disclosed, or, without authorization is accessed, or modified, could adversely affect 
the national or homeland security interest, the conduct of Federal programs, or the privacy to 
which individuals are entitled under section 552a of title 5, United States Code (the Privacy 
Act), but which has not been specifically authorized under criteria established by an 
Executive Order or an Act of Congress to be kept secret in the interest of national defense, 
homeland security or foreign policy. This definition includes the following categories of 
information: 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107- 
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of 
Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the PCII Program Manager or his/her 
designee); 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the Assistant Secretary for the 
Transportation Security Administration or his/her designee) 
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential 
to the national or homeland security interest; and 
(4) Any information that is designated “sensitive” or subject to other controls, safeguards 
or protections in accordance with subsequently adopted homeland security information 
handling procedures. 
(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
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drives, network software, computer software, software programs, intranet sites, and internet 
sites. 
(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting 
Officer. Upon the Contracting Officer's request, the Contractor's 06-01-2006 HSAR 52-6 
employees shall be fingerprinted, or subject to other investigations as required. All 
Contractor employees requiring recurring access to Government facilities or access to 
sensitive information or IT resources are required to have a favorably adjudicated background 
investigation prior to commencing work on this contract unless this requirement is waived 
under Departmental procedures. 
(d) The Contracting Officer may require the Contractor to prohibit individuals from working 
on the contract if the Government deems their initial or continued employment contrary to 
the public interest for any reason, including, but not limited to, carelessness, 
insubordination, incompetence, or security concerns. 
(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person 
unless authorized in writing by the Contracting Officer. For those Contractor employees 
authorized access to sensitive information, the Contractor shall ensure that these persons 
receive training concerning the protection and disclosure of sensitive information both 
during and after contract performance. 
(f) The Contractor shall include the substance of this clause in all subcontracts at any tier 
where the subcontractor may have access to Government facilities, sensitive information, or 
resources. 


(End of clause) 
 


ALTERNATE I (SEP 2012) 
When the contract will require contractor employees to have access to Information 
Technology (IT) resources, add the following paragraphs: 
(g) Before receiving access to IT resources under this contract the individual must 
receive a security briefing, which the Contracting Officer’s Technical Representative 
(COTR) will arrange, and complete any nondisclosure agreement furnished by DHS. 
(h) The Contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary 
for performance of the work under this contract. Any attempts by Contractor personnel to 
gain access to any information technology resources not expressly authorized by the 
statement of work, other terms and conditions in this contract, or as approved in writing by 
the COTR, is strictly prohibited. In the event of violation of this provision, DHS will take 
appropriate actions with regard to the contract and the individual(s) involved. 
 
(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the Contractor performs business for the DHS Component. It is 
not a right, a guarantee of access, a condition of the contract, or Government 06-01-2006 
HSAR 52-7 Furnished Equipment (GFE). 
(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold 
and save DHS harmless from any unauthorized use and agrees not to request additional time 
or money under the contract for any delays resulting from unauthorized use or access. 
(k) Non-U.S. citizens shall not be authorized to access or assist in the development, 
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operation, management or maintenance of Department IT systems under the contract, unless 
a waiver has been granted by the Head of the Component or designee, with the concurrence 
of both the Department’s Chief Security Officer (CSO) and the Chief Information Officer 
(CIO) or their designees. Within DHS Headquarters, the waiver may be granted only with 
the approval of both the CSO and the CIO or their designees. In order for a waiver to be 
granted: 
(1) There must be a compelling reason for using this individual as opposed to a U. S. citizen; 


and 
(2) The waiver must be in the best interest of the Government. 
(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. 
citizens proposed to work under the contract. Any additions or deletions of non-U.S. citizens 
after contract award shall also be reported to the Contracting Officer. 


(End of clause) 
 


 
INFORMATION TECHNOLOGY SECURITY AND PRIVACY TRAINING (MAR 
2015) 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert 
the substance of this clause in all subcontracts. 


 
(b) Security Training Requirements. 


 
(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness 
materials annually or whenever system security changes occur, or when the user’s 
responsibilities 
change.  The Department of Homeland Security (DHS) requires that Contractor employees 
take an annual Information Technology Security Awareness Training course before accessing 
sensitive information under the contract. Unless otherwise specified, the training shall be 
completed within thirty (30) days of contract award and be completed on an annual basis 
thereafter not later than October 31st of each year. Any new Contractor employees assigned to 
the contract shall complete the training before accessing sensitive information under the  
contract.  The training is accessible at http://www.dhs.gov/dhs-security-and-training- 
requirements-contractors.  The Contractor shall maintain copies of training certificates for all 
Contractor and subcontractor employees as a record of compliance. Unless otherwise 
specified, initial training certificates for each Contractor and subcontractor employee shall be 
provided to the Contracting Officer’s Representative (COR) not later than thirty (30) days 
after contract award.  Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the COR via e-mail notification not later than October 31st 


of each year. The e-mail notification shall state the required training has been completed for 
all Contractor and subcontractor employees. 


 
(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 
that will have access to DHS systems and sensitive information. The DHS Rules of Behavior 
shall be signed before accessing DHS systems and sensitive information. The DHS Rules of 
Behavior is a document that informs users of their responsibilities when accessing DHS 
systems and holds users accountable for actions taken while accessing DHS systems and 
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using DHS Information Technology resources capable of inputting, storing, processing, 
outputting, and/or transmitting sensitive information.  The DHS Rules of Behavior is 
accessible at  http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  
Unless otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) 
days of contract award.  Any new Contractor employees assigned to the contract shall also 
sign the DHS Rules of Behavior before accessing DHS systems and sensitive information. 
The Contractor shall maintain signed copies of the DHS Rules of Behavior for all 
Contractor and subcontractor employees as a record of compliance.  Unless otherwise 
specified, the Contractor shall e-mail copies of the signed DHS Rules of Behavior to the 
COR not later than thirty (30) days after contract award for each employee. The DHS Rules 
of Behavior will be reviewed annually and the COR will provide notification when a review 
is required. 


 
(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have 
access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to 
take Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII.  The 
training is accessible at http://www.dhs.gov/dhs-security-and-training-requirements- 
contractors.  Training shall be completed within thirty (30) days of contract award and be 
completed on an annual basis thereafter not later than October 31st of each year. Any new 
Contractor employees assigned to the contract shall also complete the training before 
accessing PII and/or SPII.  The Contractor shall maintain copies of training certificates for 
all Contractor and subcontractor employees as a record of compliance.  Initial training 
certificates for each Contractor and subcontractor employee shall be provided to the COR 
not later than thirty (30) days after contract award.  Subsequent training certificates to 
satisfy the annual training requirement shall be submitted to the COR via e-mail 
notification not later than October 31st of each year.  The e-mail notification shall state the 
required training has been completed for all Contractor and subcontractor employees. 


 
(End of clause) 


 
SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015) 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert 
the substance of this clause in all subcontracts. 


 
(b) Definitions.  As used in this clause— 


 
“Personally Identifiable Information (PII)” means information that can be used to distinguish 
or trace an individual's identity, such as name, social security number, or biometric records, 
either alone, or when combined with other personal or identifying information that is linked 
or linkable to a specific individual, such as date and place of birth, or mother’s maiden name.  
The definition of PII is not anchored to any single category of information or technology.  
Rather, it requires a case-by-case assessment of the specific risk that an individual can be 
identified.  In performing this assessment, it is important for an agency to recognize that non-
personally identifiable information can become personally identifiable information whenever 
additional information is available information, could be used to identify an individual. 


 
PII is a subset of sensitive information.  Examples of PII include, but are not limited to: 
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name, date of birth, mailing address, telephone number, Social Security number (SSN), email 
address, zip code, account numbers, certificate/license numbers, vehicle identifiers including 
license plates, uniform resource locators (URLs), static Internet protocol addresses, biometric 
identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 
unique identifying number or characteristic, and any information where it is reasonably 
foreseeable that the information will be linked with other information to identify the 
individual. 


 
“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee 
Access, as any information, which if lost, misused, disclosed, or, without authorization is 
accessed, or modified, could adversely affect the national or homeland security interest, the 
conduct of Federal programs, or the privacy to which individuals are entitled under section 
552a of Title 5, United States Code (the Privacy Act), but which has not been specifically 
authorized under criteria established by an Executive Order or an Act of Congress to be kept 
secret in the interest of national defense, homeland security or foreign policy. This 
definition includes the following categories of information: 


 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing 
regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the 
applicable PCII Procedures Manual, as amended, and any supplementary guidance 
officially communicated by an authorized official of the Department of Homeland 
Security (including the PCII Program Manager or his/her designee); 


 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and 
Control of SSI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration or 
his/her designee); 


 
(3) Information designated as “For Official Use Only,” which is unclassified 
information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person’s privacy or welfare, the conduct of Federal programs, or 
other programs or operations essential to the national or homeland security interest; 
and 


 
(4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland security 
information handling procedures. 


 
“Sensitive Information Incident” is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, or unauthorized access or attempted access of any 
Government system, Contractor system, or sensitive information. 


 
“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 
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compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual. Some forms of PII are 
sensitive as stand-alone elements.  Examples of such PII include: Social Security 
numbers (SSN), driver’s license or state identification number, Alien Registration 
Numbers (A-number), financial account number, and biometric identifiers such as 
fingerprint, voiceprint, or iris scan.  Additional examples include any groupings of 
information that contain an individual’s name or other unique identifier plus one or 
more of the following elements: 


 
(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother’s maiden name, 
account passwords or personal identification numbers (PIN) 


 
Other PII may be “sensitive” depending on its context, such as a list of employees and 
their performance ratings or an unlisted home address or phone number.  In contrast, a 
business card or public telephone directory of agency employees contains PII but is 
not sensitive. 


 
(c) Authorities.  The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors, or available upon request from the Contracting Officer, including but not 
limited to: 


 
(1) DHS Management Directive 11042.1 Safeguarding Sensitive But 
Unclassified (for Official Use Only) Information 
(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally 
Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland 
Security Personnel Suitability and Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance 
(9) Federal Information Processing Standard (FIPS) 140-2 Security 
Requirements for Cryptographic Modules accessible at  
http://csrc.nist.gov/groups/STM/cmvp/standards.html  


 


(10) National Institute of Standards and Technology (NIST) Special 
Publication 800-53 Security and Privacy Controls for Federal Information 
Systems and Organizations accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 







NFIP PIVOT TOPR 70FA3018Q00000003 
 


24 
 


 
 


(11) NIST Special Publication 800-88 Guidelines for Media 
Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 


 


(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well as 
the policies and procedures described below, is required. 


 
(1) Department of Homeland Security (DHS) policies and procedures on 
Contractor personnel security requirements are set forth in various 
Management Directives (MDs), Directives, and Instructions. MD 11042.1, 
Safeguarding Sensitive But Unclassified (For Official Use Only) Information 
describes how Contractors must handle sensitive but unclassified information. 
DHS uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but 
unclassified information that is not otherwise categorized by statute or 
regulation. Examples of sensitive information that are categorized by statute 
or regulation are PCII, SSI, etc.  The DHS Sensitive Systems Policy Directive 
4300A and the DHS 4300A Sensitive Systems Handbook provide the policies 
and procedures on security for Information Technology (IT) resources. The 
DHS Handbook for Safeguarding Sensitive Personally Identifiable 
Information provides guidelines to help safeguard SPII in both paper and 
electronic form.  DHS Instruction Handbook 121-01-007 Department of 
Homeland Security Personnel Suitability and Security Program establishes 
procedures, program responsibilities, minimum standards, and reporting 
protocols for the DHS Personnel Suitability and Security Program. 


 
(2) The Contractor shall not use or redistribute any sensitive information 
processed, stored, and/or transmitted by the Contractor except as specified in 
the contract. 


 
(3) All Contractor employees with access to sensitive information shall 
execute DHS Form 11000-6, Department of Homeland Security Non-
Disclosure Agreement (NDA), as a condition of access to such information. 
The Contractor shall maintain signed copies of the NDA for all employees 
as a record of compliance.  The Contractor shall provide copies of the signed 
NDA to the Contracting Officer’s Representative (COR) no later than two 
(2) days after execution of the form. 


 
(4) The Contractor’s invoicing, billing, and other recordkeeping systems 
maintained to support financial or other administrative functions shall not 
maintain SPII.  It is acceptable to maintain in these systems the names, titles 
and contact information for the COR or other Government personnel 
associated with the administration of the contract, as needed. 


 
(e) Authority to Operate.  The Contractor shall not input, store, process, output, and/or 
transmit sensitive information within a Contractor IT system without an Authority to 
Operate (ATO) signed by the Headquarters or Component CIO, or designee, in consultation 
with the Headquarters or Component Privacy Officer.  Unless otherwise specified in the 
ATO letter, the ATO is valid for three (3) years. The Contractor shall adhere to current 
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Government policies, procedures, and guidance for the Security Authorization (SA) process 
as defined below. 


 
(1) Complete the Security Authorization process. The SA process shall 
proceed according to the DHS Sensitive Systems Policy Directive 4300A 
(Version 11.0, April 30, 2014), or any successor publication, DHS 4300A 
Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor 
publication, and the Security Authorization Process Guide including 
templates. 


 
(i) Security Authorization Process Documentation.  SA documentation 


shall be developed using the Government provided Requirements 
Traceability Matrix and Government security documentation 
templates.  SA documentation consists of the following: Security Plan, 
Contingency Plan, Contingency Plan Test Results, Configuration 
Management Plan, Security Assessment Plan, Security Assessment 
Report, and Authorization to Operate Letter. Additional documents 
that may be required include a Plan(s) of Action and Milestones and 
Interconnection Security Agreement(s).  During the development of SA 
documentation, the Contractor shall submit a signed SA package, 
validated by an independent third party, to the COR for acceptance by 
the Headquarters or Component CIO, or designee, at least thirty (30) 
days prior to the date of operation of the IT system. The Government is 
the final authority on the compliance of the SA package and may limit 
the number of resubmissions of a modified SA package.  Once the 
ATO has been accepted by the Headquarters or Component CIO, or 
designee, the Contracting Officer shall incorporate the ATO into the 
contract as a compliance document.  The Government’s acceptance of 
the ATO does not alleviate the Contractor’s responsibility to ensure the 
IT system controls are implemented and operating effectively. 


 
(ii) Independent Assessment.  Contractors shall have an independent third 


party validate the security and privacy controls in place for the 
system(s). The independent third party shall review and analyze the 
SA package, and report on technical, operational, and management 
level deficiencies as outlined in NIST Special Publication 800-53 
Security and Privacy Controls for Federal Information Systems and 
Organizations.  The Contractor shall address all deficiencies before 
submitting the SA package to the Government for acceptance. 


 
(iii) Support the completion of the Privacy Threshold Analysis (PTA) as 


needed.  As part of the SA process, the Contractor may be required to 
support the Government in the completion of the PTA.  The 
requirement to complete a PTA is triggered by the creation, use, 
modification, upgrade, or disposition of a Contractor IT system that 
will store, maintain and use PII, and must be renewed at least every 
three (3) years. Upon review of the PTA, the DHS Privacy Office 
determines whether a Privacy Impact Assessment (PIA) and/or Privacy 
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Act System of Records Notice (SORN), or modifications thereto, are 
required. The Contractor shall provide all support necessary to assist 
the Department in completing the PIA in a timely manner and shall 
ensure that project management plans and schedules include time for 
the completion of the PTA, PIA, and SORN (to the extent required) as 
milestones.  Support in this context includes responding timely to 
requests for information from the Government about the use, access, 
storage, and maintenance of PII on the Contractor’s system, and 
providing timely review of relevant compliance documents for factual 
accuracy.  Information on the DHS privacy compliance process, 
including PTAs, PIAs, and SORNs, is accessible at  
http://www.dhs.gov/privacy-compliance. 


 


(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO 
shall be renewed every three (3) years.  The Contractor is required to update 
its SA package as part of the ATO renewal process. The Contractor shall 
update its SA package by one of the following methods: (1) Updating the SA 
documentation in the DHS automated information assurance tool for 
acceptance by the Headquarters or Component CIO, or designee, at least 90 
days before the ATO expiration date for review and verification of security 
controls; or (2) Submitting an updated SA package directly to the COR for 
approval by the Headquarters or Component CIO, or designee, at least 90 days 
before the ATO expiration date for review and verification of security 
controls.  The 90 day review process is independent of the system production 
date and therefore it is important that the Contractor build the review into 
project schedules. The reviews may include onsite visits that involve physical 
or logical inspection of the Contractor environment to ensure controls are in 
place. 


 
(3) Security Review.  The Government may elect to conduct random periodic 
reviews to ensure that the security requirements contained in this contract are 
being implemented and enforced. The Contractor shall afford DHS, the Office 
of the Inspector General, and other Government organizations access to the 
Contractor’s facilities, installations, operations, documentation, databases and 
personnel used in the performance of this contract. The Contractor shall, 
through the Contracting Officer and COR, contact the Headquarters or 
Component CIO, or designee, to coordinate and participate in review and 
inspection activity by Government organizations external to the DHS. Access 
shall be provided, to the extent necessary as determined by the Government, 
for the Government to carry out a program of inspection, investigation, and 
audit to safeguard against threats and hazards to the integrity, availability and 
confidentiality of Government data or the function of computer systems used 
in performance of this contract and to preserve evidence of computer crime. 


 
(4) Continuous Monitoring.  All Contractor-operated systems that input, 
store, process, output, and/or transmit sensitive information shall meet or 
exceed the continuous monitoring requirements identified in the Fiscal 
Year 2014 DHS Information Security Performance Plan, or successor 
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publication. The plan is updated on an annual basis.  The Contractor shall 
also store monthly continuous monitoring data at its location for a period 
not less than one year from the date the data is created.  The data shall be 
encrypted in accordance with FIPS 140-2 Security Requirements for 
Cryptographic Modules and shall not be stored on systems that are shared 
with other commercial or Government entities.  The Government may 
elect to perform continuous monitoring and IT security scanning of 
Contractor systems from Government tools and infrastructure. 


 
(5) Revocation of ATO.  In the event of a sensitive information incident, 
the Government may suspend or revoke an existing ATO (either in part 
or in whole).  If an ATO is suspended or revoked in accordance with this 
provision, the Contracting Officer may direct the Contractor to take 
additional security measures to secure sensitive information.  These 
measures may include restricting access to sensitive information on the 
Contractor IT system under this contract. Restricting access may 
include disconnecting the system processing, storing, or transmitting 
the sensitive information from the Internet or other networks or applying 
additional security controls. 


 
(6) Federal Reporting Requirements.  Contractors operating information 
systems on behalf of the Government or operating systems containing 
sensitive information shall comply with Federal reporting requirements. 
Annual and quarterly data collection will be coordinated by the Government. 
Contractors shall provide the COR with requested information within three 
(3) business days of receipt of the request.  Reporting requirements are 
determined by the Government and are defined in the Fiscal Year 2014 DHS 
Information Security Performance Plan, or successor publication.  The 
Contractor shall provide the Government with all information to fully satisfy 
Federal reporting requirements for Contractor systems. 


 
(f) Sensitive Information Incident Reporting Requirements. 


(1) All known or suspected sensitive information incidents shall be reported to 
the Headquarters or Component Security Operations Center (SOC) within one 
hour of discovery in accordance with 4300A Sensitive Systems Handbook 
Incident Response and Reporting requirements. When notifying the 
Headquarters or Component SOC, the Contractor shall also notify the 
Contracting Officer, COR, Headquarters or Component Privacy Officer, and 
US-CERT using the contact information identified in the contract.  If the 
incident is reported by phone or the Contracting Officer’s email address is not 
immediately available, the Contractor shall contact the Contracting Officer 
immediately after reporting the incident to the Headquarters or Component 
SOC. The Contractor shall not include any sensitive information in the subject 
or body of any e-mail. To transmit sensitive information, the Contractor shall 
use FIPS 140-2 Security Requirements for Cryptographic Modules compliant 
encryption methods to protect sensitive information in attachments to email.  
Passwords shall not be communicated in the same email as the attachment. A 
sensitive information incident shall not, by itself, be interpreted as evidence 
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that the Contractor has failed to provide adequate information security 
safeguards for sensitive information, or has otherwise failed to meet the 
requirements of the contract. 


 
(2) If a sensitive information incident involves PII or SPII, in addition to the 
reporting requirements in 4300A Sensitive Systems Handbook Incident 
Response and Reporting, Contractors shall also provide as many of the 
following data elements that are available at the time the incident is reported, 
with any remaining data elements provided within 24 hours of submission of 
the initial incident report: 


 
(i) Data Universal Numbering System (DUNS); 
(ii) Contract numbers affected unless all contracts by the company 


are affected; 
(iii) Facility CAGE code if the location of the event is different 


than the prime contractor location; 
(iv) Point of contact (POC) if different than the POC recorded in 


the System for Award Management (address, position, 
telephone, email); 


(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
(vii) Name of subcontractor and CAGE code if this was an incident 


on a subcontractor network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time 


of the incident, both at the Contractor and subcontractor 
level; 


(xii) Description of the Government PII and/or SPII contained 
within the system; 


(xiii) Number of people potentially affected and the estimate or 
actual number of records exposed and/or contained within the 
system; and 


(xiv) Any additional information relevant to the incident. 
 


(g) Sensitive Information Incident Response Requirements. 
(1) All determinations related to sensitive information incidents, including 


response activities, notifications to affected individuals and/or Federal 
agencies, and related services (e.g., credit monitoring) will be made in writing 
by the Contracting Officer in consultation with the Headquarters or 
Component CIO and Headquarters or Component Privacy Officer. 


 
(2) The Contractor shall provide full access and cooperation for all activities 


determined by the Government to be required to ensure an effective 
incident response, including providing all requested images, log files, and 
event information to facilitate rapid resolution of sensitive information 
incidents. 
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(3) Incident response activities determined to be required by the Government 


may include, but are not limited to, the following: 
 


i. Inspections, 
ii. Investigations, 


iii. Forensic reviews, and 
iv. Data analyses and processing. 


 
(4) The Government, at its sole discretion, may obtain the assistance from 


other Federal agencies and/or third-party firms to aid in incident response 
activities. 


 
(h) Additional PII and/or SPII Notification Requirements. 


(1) The Contractor shall have in place procedures and the capability to notify 
any individual whose PII resided in the Contractor IT system at the time 
of 
The sensitive information incident not later than 5 business days after being 
directed to notify individuals, unless otherwise approved by the Contracting 
Officer.  The method and content of any notification by the Contractor shall 
be coordinated with, and subject to prior written approval by the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, 
utilizing the DHS Privacy Incident Handling Guidance.  The Contractor shall 
not proceed with notification unless the Contracting Officer, in consultation 
with the Headquarters or Component Privacy Officer, has determined in 
writing that notification is appropriate. 


 
(2) Subject to Government analysis of the incident and the terms of its 


instructions to the Contractor regarding any resulting notification, the 
notification method may consist of letters to affected individuals sent by 
first class mail, electronic means, or general public notice, as approved by 
the Government.  Notification may require the Contractor’s use of address 
verification and/or address location services.  At a minimum, the 
notification shall include: 


 
(i) A brief description of the incident; 
(ii) A description of the types of PII and SPII involved; 
(iii) A statement as to whether the PII or SPII was encrypted 


or protected by other means; 
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to 


investigate the incident, to mitigate the incident, and to 
protect against any future incidents; and 


(vi) Information identifying who individuals may contact for 
additional information. 


 
 


 


(i) Credit Monitoring Requirements.  In the event that a sensitive information incident 
involves PII or SPII, the Contractor may be required to, as directed by the Contracting 
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Officer: 
(1) Provide notification to affected individuals as described above; and/or 


 
(2) Provide credit monitoring services to individuals whose data was under the 


control of the Contractor or resided in the Contractor IT system at the time of 
the sensitive information incident for a period beginning the date of the incident 
and extending not less than 18 months from the date the individual is notified. 
Credit monitoring services shall be provided from a company with which the 
Contractor has no affiliation. At a minimum, credit monitoring services shall 
include: 


 
(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use 
of fraud alerts; and/or 


 
(3) Establish a dedicated call center. Call center services shall include: 


 
(i) A dedicated telephone number to contact customer service within a 
fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports 
and credit scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls 
that cannot be handled by call center staff and must be resolved by call center 
management or DHS, as appropriate), and other key metrics; 
(iv) Escalation of calls that cannot be handled by call center staff to call 
center management or DHS, as appropriate; 
(v) Customized FAQs, approved in writing by the Contracting Officer in 
coordination with the Headquarters or Component Chief Privacy Officer; 
and 
(vi) Information for registrants to contact customer service representatives 
and fraud resolution representatives for credit monitoring assistance. 


 
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information.  As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special 
Publication 800-88 Guidelines for Media Sanitization. 
 


BACKGROUND INVESTIGATIONS 
All contractor personnel who require access to DHS or FEMA information systems, routine 
access to DHS or FEMA facilities, or access to sensitive information, including but not limited to 
Personally Identifiable Information (PII), shall be subject to a full background investigation 
commensurate with the level of the risk associated with the job function or work being 
performed.  FEMA’s Personnel Security Division (PSD) will determine the risk designation for 
each contractor position by comparing the functions and duties of the position against those of a 
same or similar federal position, applying the same standard for evaluating the associated 
potential for impact on the integrity and efficiency of federal service.   
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Low Risk without Information System Access 
Contractor personnel occupying positions or performing functions with a Low Risk designation 
and who do not require access to DHS or FEMA information systems shall undergo a National 
Agency Check with Inquiries (NACI) Tier 1 and a credit check and must receive a favorable 
adjudication thereof from FEMA PSD prior to performing work under this contract. 
 
Low Risk with Information System Access 
Contractor personnel occupying positions or performing functions with a Low Risk designation 
and who require access to DHS or FEMA information systems shall undergo a Tier 2 Suitability 
Background Investigation (T2) and must receive a favorable adjudication thereof from FEMA 
PSD prior to performing work under this contract. 
 
Moderate Risk 
Contractor personnel occupying positions or performing functions with a Moderate Risk 
designation shall undergo a Tier 2 Suitability Background Investigation (T2) and must receive a 
favorable adjudication thereof from FEMA PSD prior to performing work under this contract.   
 
High Risk 
Contractor personnel occupying positions or performing functions with a High Risk designation 
shall undergo a Tier 4 Background Investigation (BI) and must receive a favorable adjudication 
thereof from FEMA PSD prior to performing work under this contract.   
 
Background Investigation Process 
To initiate the request to process contractor personnel, the Contractor shall provide the FEMA 
Contracting Officer’s Representative (COR) with all required information and comply with all 
necessary instructions to complete Section II of the FEMA Form 121-3-1-6, “Contract 
Fitness/Security Screening Request.”  The FEMA COR shall ensure that all other applicable 
sections of the FEMA Form 121-3-1-6 are complete prior to submitting the form to FEMA PSD 
for processing.  The Contractor shall also provide the FEMA COR with completed OF 306, 
“Declaration for Federal Employment,” forms for all contractor personnel. 
 
Contractor personnel who already have a favorably adjudicated background investigation, may 
be eligible to perform work under this contract without further processing by FEMA PSD if  
 


• the investigation was completed within the last five years,  
• it meets or exceeds the minimum requirement for the position they will occupy or 


functions they will perform on  this contract,  
• the contractor personnel have not had a break in employment since the prior favorable 


adjudication, and  
• FEMA PSD has verified the investigation and confirmed that no new derogatory 


information has been disclosed which may require a reinvestigation.   
 
FEMA PSD will notify the COR of the names of the contractor personnel eligible to work based 
on prior, favorable adjudication.  The COR will, in turn, notify the Contractor of the names of 
the favorably adjudicated contractor personnel, at which time the favorably adjudicated 
contractor personnel will be eligible to begin work under this contract.   
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For those contractor personnel who do not have an acceptable, prior, favorable adjudication or 
who otherwise require reinvestigation, FEMA PSD will issue an electronic notification via email 
to the contractor personnel that  contains the following documents, which are incorporated into 
this contract by reference, along with a link to the Office of Personnel Management’s Electronic 
Questionnaires for Investigation Processing (e-QIP) system and instructions for submitting the 
necessary information: 
 


• Standard Form 85P, “Questionnaire for Public Trust Positions” 
• Optional Form 306, “Declaration for Federal Employment” 
• SF 87, “Fingerprint Card” (2 copies)  
• DHS Form 11000-6, “Non-Disclosure Agreement” 
• DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports 


Pursuant to the Fair Credit Reporting Act” 


FEMA PSD will only accept complete packages consisting of all of the above document and 
Standard Form 85P, which must be completed electronically through the Office of Personnel 
Management’s e-QIP system.  The Contractor is responsible for ensuring that all contractor 
personnel timely and properly submit all required background information. 
 
Once contractor personnel have properly submitted the complete package of all required 
background information, FEMA’s Personnel Security Division, at its sole discretion, may grant 
contractor personnel temporary eligibility to perform work under this contract prior to 
completion of the full background investigation if the Personnel Security Division’s initial 
review of the contractor personnel’s background information reveals no issues of concern.  In 
such cases, FEMA’s Personnel Security Division will provide notice of such temporary 
eligibility to the COR who will then notify the Prime Contractor, at which time the identified 
contractor personnel will be temporarily eligible to begin work under this contract.  Neither the 
Prime Contractor nor the contractor personnel has any right to such a grant of temporary 
eligibility.  The grant of such temporary eligibility shall not be considered as assurance that the 
contactor personnel will remain eligible to perform work under this contract upon completion of 
and final adjudication of the full background investigation. 
 
Upon favorable adjudication of the full background investigation, FEMA’s Personnel Security 
Division will update the contractor personnel’s security file and take no further action.  In any 
instance where the final adjudication results in an unfavorable determination FEMA’s Personnel 
Security Division will notify the contractor personnel directly, in writing, of the decision and will 
provide the COR with the name(s) of the contractor personnel whose adjudication was 
unfavorable.  The COR will then forward that information to the Contractor.  Contractor 
personnel who receive an unfavorable adjudication shall be ineligible to perform work under this 
contract.  Unfavorable adjudications are final and not subject to review or appeal. 
 
Continued Eligibility and Reinvestigation 
Eligibility determinations based on a Low Risk (NACI w/Credit or T1), Moderate Risk (MBI or 
T2S or High Risk (BI or T4) are valid for five years from the date that the investigation was 
completed and closed. Contractor personnel required to undergo a background investigation to 
perform work under this contract shall be ineligible to perform work under this contract upon the 
expiration the background investigation unless and until the contractor personnel have undergone 
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a reinvestigation and FEMA’s Personnel Security Division has renewed their eligibility to 
perform work under this contract. 
 
Exclusion by Contracting Officer 
The Contracting Officer, independent of FEMA’s Personnel Security Division, may direct the 
Contractor be excluded from working on this contract.  Any contractor found or deemed to be 
unfit or whose continued employment on the contract is deemed contrary to the public interest or 
inconsistent with the best interest of the agency may be removed. 
 
FACILITY ACCESS   
The Contractor shall comply with FEMA Directive 121-1 “FEMA Personal Identity Verification 
Guidance,” FEMA Directive 121-3 “Facility Access,” and FEMA Manual 121-3-1 “FEMA 
Credentialing Access Manual,” to arrange for contractor personnel’s access to FEMA facilities, 
which includes, but is not limited to, arrangements to obtain any necessary identity badges for 
contractor personnel.  
 
Contractor personnel working within any FEMA facility who do not require access to DHS or 
FEMA IT systems and do not qualify for a PIV Card may be issued a Facility Access Card 
(FAC). FACs cannot exceed 180 days; all contractors requiring access greater than 180 days will 
need to qualify for and receive a PIV card before being allowed facility access beyond 180 days.   
 
Contractor personnel shall not receive a FAC until they have submitted a SF 87, “Fingerprint 
Card,” and receive approval from FEMA PSD.  Contractor personnel using a FAC for access to 
FEMA facilities must be escorted in Critical Infrastructure areas (i.e., server rooms, weapons 
rooms, mechanical rooms, etc.) at all times.   
 
FEMA may deny facility access to any contractor personnel whom FEMA’s Office of the Chief 
Security Officer has determined to be a potential security threat.  
 
The Contractor shall notify the FEMA COR of all terminations/resignations within five calendar 
days of occurrence. The Contractor must account for all forms of Government-provided 
identification issued to contractor employees under a contract (i.e., the PIV cards or other similar 
badges) must return such identification to FEMA as soon as any of the following occurs: 


• When no longer needed for contract performance. 
• Upon completion of a contractor employee’s employment. 
• Upon contract completion or termination. 


 
If an identification card or building pass is not available to be returned, the Contractor shall 
submit a report to the FEMA COR, referencing the pass or card number, name of the individual 
to whom it was issued, and the last known location and disposition of the pass or card. 
 
The Contractor or contractor personnel’s failure to return all DHS- or FEMA-issued 
identification cards and building passes upon expiration, upon the contractor personnel’s removal 
from the contract, or upon demand by DHS or FEMA may subject the contractor personnel and 
the Contractor to civil and criminal liability. 
 
 
DHS ENTERPRISE ARCHITECTURE COMPLIANCE 
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All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 
 


• All developed solutions and requirements shall be compliant with the HLS EA.  


• All IT hardware and software shall be compliant with the HLS EA Technical Reference 
Model (TRM) Standards and Products Profile.  


• Description information for all data assets, information exchanges and data standards, 
whether adopted or developed, shall be submitted to the Enterprise Data Management 
Office (EDMO) for review, approval and insertion into the DHS Data Reference Model 
and Enterprise Architecture Information Repository.  


• Development of data assets, information exchanges and data standards will comply with 
the DHS Data Management Policy MD 103-01 and all data-related artifacts will be 
developed and validated according to DHS data management architectural guidelines.  


• Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components 
(networks, infrastructure, and applications) specific to individual acquisitions shall be in 
accordance with the DHS Enterprise Architecture (per OMB Memorandum M-05-22, 
August 2, 2005) regardless of whether the acquisition is for modification, upgrade, or 
replacement. All EA-related component acquisitions shall be IPv6 compliant as defined 
in the U.S. Government Version 6 (USGv6) Profile (National Institute of Standards and 
Technology (NIST) Special Publication 500-267) and the corresponding declarations of 
conformance defined in the USGv6 Test Program.  


 
 
 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Section VI – Instructions to Offerors 
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NFIP PIVOT Program  
Task Order Proposal Request  


 
1. Service of Protest (FAR 52.233-2) (SEP 2006) 
(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed 
directly with an agency, and copies of any protests that are filed with the Government  
Accountability Office (GAO), shall be served to the Contracting Officer by submitting an e-mail, 
and by obtaining an acknowledgment of receipt via e-mail, to the following e-mail addresses: 
 
 Name:   Contracting Officer, Nicole Smith 
 Address: Federal Emergency Management Agency 
   500 C. Street, SW, 3rd Floor 


 Washington, DC 20472-3205 
 Email:  Nicole.Smith@fema.dhs.gov  


Tel No: (202) 212-4109  
 


(b) The copy of any protest shall be received in the office designated above within one day of filing 
a protest with the GAO. 
 
2. 52.216-1 -- Type of Contract (APR 1984) 
The task order will be Time and Materials. Materials and travel will be reimbursed at actual cost. 
Labor category rates will be fixed and in accordance with the master contract. 


 
3. Hand Delivered or Fax Submissions, Modifications, or Withdrawals of Proposals 
Facsimile submissions, modifications, or withdrawals of proposals are not permitted and the 
Contracting Officer will disregard such proposals if any are received. Alternate proposals will 
not be accepted. 
 
4. Disposition of Proposals 
Proposals will be disposed of as follows: FEMA will retain one (1) copy of each proposal for the 
official contract file of record, and the remainder will be destroyed.  No destruction certificate 
will be furnished. 
 
5. Questions 
Any questions regarding this solicitation must be submitted via email to the Contracting Officer 
at Nicole.Smith@fema.dhs.gov and Benjamin.Mendelsohn@associates.fema.dhs.gov no later 
than Noon EST on 01/4/2018.  The Offerors must include the company name and solicitation 
number in the subject line of the email. Questions shall be submitted on Attachment 3 NFIP 
PIVOT Questions and Answers Template.  
  
All questions will be answered in an amendment and provided to all Offerors via email. DHS 
will not attribute any question(s) asked to the submitting Offeror(s). 
 
 
6.  Phased Procurement 
The Government intends to conduct this procurement through a phased proposal submission and 
phased evaluation. 
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A notional schedule for this procurement is below: 
 


Event Date 
Phase I Quotes Due January 16, 2018 
Notification of Advisory Down Select, 
and Schedule for Oral Presentations, as 
applicable 


February 1, 2018 


Phase II Quotes Due February 9, 2018 
Oral Presentations March 2, 2018 
Award  April 2018 


 
 
7. Phase I Proposal Due Date 
The Offerors shall submit the proposal volumes for Phase I via email to 
Nicole.Smith@fema.dhs.gov and Benjamin.Mendelsohn@associates.fema.dhs.gov later than 
NOON EST on 01/16/2018. 
 
No other methods of submission will be accepted. 
 
The Government is not liable for any expenses incurred by the Offerors in developing and 
submitting proposals for this solicitation. 
 
8. Debriefings 
Post award notices and debriefings will be issued in accordance with FAR 16.505(b)(6). 
 
9. Procedures 
This is a fair opportunity ordering process under FAR 16.505(b)(1)(iv). The procedures in FAR 
subpart 15.3 do not apply to this acquisition. 
 
10. Instructions for Proposal Preparation 
The following instructions are for the preparation and submission of proposals. The purpose of 
this section is to establish requirements for the format and content of proposals so that proposals 
contain all essential information and can be evaluated equitably. Offerors are instructed to read 
the entire solicitation document, including all attachments, prior to submitting questions and/or 
preparing your offer. Omission of any information from the proposal submission requirements 
may result in rejection of the offer. 
 


(1) Offerors shall note that proposals will be evaluated and a selection decision will be made.  
Proposals will therefore be treated independently of any other proposals.   
 


(2) Offerors are expected to follow the detailed proposal preparation instructions fully and 
carefully.  The Government will rely on the information provided by the Offerors to 
evaluate the proposals.  It is therefore imperative that Offerors carefully follow the 
instructions set forth below and submit their proposals in the format and with the content 
specified below, providing all requested information.   
 


(3) Proposals that fail to provide information in the format requested may be found 
unacceptable and may be rejected without further consideration if the Contracting Officer 
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determines that a significant revision or addendum to the Offerors proposal would be 
required to permit further evaluation, and especially if the incompleteness of the proposal 
or errant formatting of the proposal appears to be due to a lack of diligence or 
competence of the Offerors. 
 


(4) The instructions provided have been specifically tailored to the evaluation factors to be 
applied during proposal evaluation.  They are designed to ensure the submission of 
information essential to the understanding and comprehensive validation and evaluation 
of proposals.  Clarity and completeness are of utmost importance to the proposal.  The 
relevance and conciseness of the proposal is important.  
 


(5) The Offerors are responsible for the accuracy and completeness of its proposal.  The 
proposal shall be valid for one hundred and eighty (180) calendar days from the proposal 
due date. 
 


11. Proposal Format and Submission 
Offerors shall submit an electronic copy of its proposal to Nicole.Smith@fema.dhs.gov and 
Benjamin.Mendelsohn@associates.fema.dhs.gov. 
 
12. Page Size and Font 
Paper size shall be 8 1/2 by 11-inch white paper, using 12 point font.  No reduction is permitted 
except for organization charts or other graphic illustrations, or in headers/footers.  In those 
instances where reduction is allowable, Offerors shall ensure that the print is easily readable; no 
less than 8 point font on graphs and 10 point font on tables.  Each page shall have adequate 
margins on each side (at least one (1) inch) of the page.  Header/footer information (which does 
not include any information to be evaluated) may be included in the 1" margin space.  Pages that 
exceed the maximum page limitation will not be evaluated.   
 
Each submitted file of the electronic copy of the proposal shall be submitted in Microsoft Office 
Word format and ensure its compatible with Microsoft Office 2013. It is the sole responsibility 
of the Offerors to ensure that the electronic media submitted is virus-free and can be opened and 
read by the Government. The deadline for submission of the electronic copy of the proposal is 
firm.  As the closing date and time draws near, heavy traffic on the web server may cause delays.  
Offerors are strongly encouraged to plan ahead and leave ample time to prepare and submit their 
proposals.  Offerors bear the risk of web site inaccessibility due to heavy usage, which may 
occur during the final days/hours before the solicitation closing time.  The electronic copy of the 
proposal will constitute the official copy for timely receipt. 
 
13. Quote Content (Phase I and Phase II)  


Proposal Parts 


Phase I 


Factor Submission Requirements 
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Phase I - Factor 1: 
Demonstrated Prior 
Experience  


• YouTube Video Submission  
• Cover Letter w/video link /instructions (1 page limit)  
• Major Subcontractor(s) Letter(s) of Commitment (no 


page limit) 


Phase I - Factor 2: 
Capability of Proposed 
Key Personnel 


• Resumes of Proposed Key Personnel - Attachment 5 
NFIP Resume Template 


• Offer Letters (no page limit)  


Advisory Notification 


Phase II 


Factor Submission Requirements 
 
Phase II - Factor 3: Oral 
Presentation - Technical 
and Management 
Capability  


 
• Oral Presentation List of Attendees 


Phase II - Factor 4: 
Performance Work 
Statement (PWS) 


• Performance Work Statement (20 page limit; tabs and 
table of contents, are not included in the page limit) 


Phase II - Factor 5: Price  


• Business Proposal (no page limit) 
• Completed Attachment 1 – NFIP PIVOT Price 


Template  
 
14. Phase I - Evaluation Factors and Instructions 
 
14.1.1            Phase I - Factor 1: Demonstrated Prior Experience Video Submission 
Instructions 
The Offeror shall submit a YouTube video that is no longer than 15 minutes in length/duration 
for the Government to access. Video content that extends beyond 15 minutes will not be 
considered in the evaluation. Videos must be submitted through the “private” YouTube.com link. 
Videos must be marked private.  The Offeror shall provide a one-page cover letter that contains 
instructions for accessing the private YouTube link.  The Offeror shall ensure that Nicole Smith, 
Contracting Officer, and Benjamin Mendelson are provided access to the private YouTube video 
(using the e-mail address of Nicole.Smith@fema.dhs.gov and 
Benjamin.Mendelsohn@associates.fema.dhs.gov). Do not provide a shortened URL, such as 
youtu.be.   
 
The Government requires that each video feature the three (3) proposed Key Personnel – the one 
(1) Project Manager as well as the two (2) Project Manager/Scrum Masters.  In addition, if 
Offerors plan to propose additional Key Personnel, those other proposed Key Personnel may also 
present in the video. The individual and role should be included for any individual presenting 
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during the video.   
 
NOTE 1: Unnecessarily elaborate videos beyond that which is sufficient to present a complete 
and effective response to this solicitation are not desired. Computer-generated graphics, 
background music, elegant sets, and so forth are neither necessary nor wanted. A smartphone 
video or other low-cost video production is strongly encouraged.   
 
NOTE 2: An Offeror who includes in its proposal data that it does not want disclosed to the 
public for any purpose, or used by the Government except for evaluation purposes, shall prepare 
text conforming to para. (e) of the provision at FAR 52.215-1, Instructions to Offerors—
Competitive Acquisition.  This text may be displayed for the first thirty seconds of the video 
submission. 


14.1.2 Phase 1 - Factor 1: Demonstrated Prior Experience (Video Submission) 
The Offeror shall demonstrate in the video that it has experience developing and implementing 
IT systems with mature agile development methodologies to support the scope and complexity 
identified in items a) through c) below, with a minimum contract dollar value of $5,000,000.00, 
and 2 or more concurrent agile teams.   Demonstrated prior experience examples can be from the 
Prime Offeror or the Prime Offeror’s Major Subcontractors.  
 


a) Organizational evolution and transformation from waterfall to agile development, 
delivery, and sustainment processes; 


b) Structure (i.e. Team X has 1x Product Manager, 1x Product Designer, and 4x Product 
Engineers including Architecture/Infrastructure) and management of multiple Agile 
teams (at least 2) supporting concurrent application development, integration and 
delivery efforts in a single organization that delivers quality products on a consistent 
basis.  This should include how to pair and rotate resources; and 


c) Support and development of applications from legacy support models to a Development - 
Operations model. 


For each example of experience discussed in the video, the Offeror shall describe:  
1. The objectives of the engagement and what Agile methodology was used, and 


why; 
2. Whether or not the objectives were met or unmet, and why; 
3. The team composition and roles, including any team incentives that were 


employed; 
4. How the engagement was priced (including contract type and total contract 


amount); 
5. Representative examples of metrics that were used to track performance; 
6. Any conflicts that occurred and how those were resolved/mitigated; 
7. How the Prime Contractor’s or Major Subcontractor’s company culture and 


approach contributed to successful performance; and 
8. How quality scope was delivered on time and within budget. 


 
The evaluation is based on the demonstrated prior experience examples presented in the video. 
Offerors may provide up to three (3) recent examples of demonstrated prior experience. Recent 
is considered to be within the last 3 years, and relevant is considered to be of similar scope and 
complexity to items a) through c) above, with a minimum contract dollar value of $5,000,000.00, 
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and 2 or more concurrent agile teams. One of the three (3) examples of demonstrated prior 
experience shall be demonstrated prior experience at FEMA or another DHS component. 
Agile experience within an insurance industry is favorable but not required.  Additionally, 
examples where the Prime Offeror and Major Subcontractor can demonstrate prior experience 
performing together/teaming together is also favorable but not required.  
 
If demonstrated prior experience of the Prime Offeror’s Major Subcontractors is utilized, the 
Offeror must clearly identify the owner of the demonstrated prior experience in the video.  
Further, the Offeror shall submit a letter of commitment to team with the Prime Offeror signed 
by an individual of the Major Subcontractor’s firm authorized to make such a commitment and 
on the Major Subcontractor’s letterhead, that confirms a Subcontracting or teaming agreement is 
in place and that explains the role of the Major Subcontractor for the FEMA NFIP PIVOT task 
order.  These letters of commitment shall be provided with the Cover Page for Factor 1 - 
Demonstrated Prior Experience, and are not subject to page limitations.  Major Subcontractors 
may only team and propose with one Prime Offeror in response to this Task Order 
Proposal Request.  A Major Subcontractor is defined as a subcontractor performing at least 
25% (in hours or dollars) of the requirement relevant to the prospective task order. Joint 
Ventures involving non-EAGLE 8(a) vendors are NOT allowed.   
 
14.2 Phase I - Factor 2 - Capability of Proposed Key Personnel 
The Offeror shall submit resumes for all proposed Key Personnel.  The resumes shall 
demonstrate that the proposed Key Personnel met the experience and education requirements for 
the labor category of both the Offeror’s EAGLE II IDIQ and any additional requirements set 
forth in this Task Order Proposal Request for Key Personnel.  The resumes shall demonstrate the 
technical competency of each proposed Key Personnel to support the requirements of the scope 
and contractual obligations contained within the solicitation and the Offeror’s EAGLE II IDIQ 
contract for each proposed Key Personnel.  Key Personnel must be an employee of the Prime 
Offeror or the Prime Offeror’s Major Subcontractor.  Major Subcontractors may only team 
and propose with one Prime Offeror in response to this solicitation.  The resumes shall 
identify the proposed Key Personnel as either “Existing Employee of the Prime Offeror” or 
“Existing Employee of Major Subcontractor.” 
 
 
Required Key Personnel 
1. Project Manager Level II (100% FTE) 
2. Project Manager/Scrum Master Level II (100% FTE) 
3. Project Manager/Scrum Master Level II (100% FTE) 


• To ensure successful performance of the requirement, contractor shall satisfy the 
following: 


o The contractor shall assign one Project Manager and two Project 
Manager/Scrum Master as Key Personnel whose résumés are submitted with its 
quotation. 


o Key Personnel must have a full understanding of the technical approach 
discussed in the proposal. 


o Project Manager II must have an Associate’s Degree or higher and/or 5-15 
years’ experience and be a certified Project Management Professional (PMP) 
(strongly preferred). 
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o Project Manager/Scrum Master Level II must have an Associate’s Degree or 
higher and/or 5-15 years’ experience and be a certified Agile Scrum Master. 
(strongly preferred). 


o Key Personnel will be a direct liaison to the COR and the FEMA NFIP Product 
Lead 


o Key Personnel shall be responsible for the supervision and management of the 
contractor’s personnel, technical assistance, and interface.  


o Desired skills and experience include: 
§ Experience in technical leadership. 
§ Ability to rapidly prioritize competing requirements. 
§ Ability to understand and simplify customer requirements. 
§ Ability to communicate end user feedback to technical and design leads. 
§ Strong communication skills. 
§ Proven knowledge of industry standards. 


 


Additional Proposed Key Personnel 
The Offeror may submit resumes for any number of additional Key Personnel that possess 
skillsets the Offeror identifies as crucial for successful performance under a resultant task order.  
The intent of permitting Offerors flexibility in identifying additional Key Personnel is to provide 
the Offeror an opportunity to staff the task order as most appropriate to the Offeror’s proposed 
approach to the work.   In addition to education and experience, the resumes for additional 
proposed Key Personnel shall document 1) the role the proposed Key Personnel, 2) the EAGLE 
II labor category and level under which the Key Personnel is being proposed, and 3) the % FTE 
for which the Key Personnel is being proposed.  
 
3052.215-70 Key personnel or facilities (DEC 2003)  
(a) The personnel or facilities specified below are considered essential to the work being 
performed under this contract and with the consent of the contracting parties, may only be 
changed from time to time during the course of the contract by adding or deleting personnel or 
facilities, as appropriate.  
 
(b) Before removing or replacing any of the specified individuals or facilities, the Contractor 
shall notify the Contracting Officer, in writing, before the change becomes effective. The 
Contractor shall submit sufficient information to support the proposed action and to enable the 
Contracting Officer to evaluate the potential impact of the change on this contract. The 
Contractor shall not remove or replace personnel or facilities until the Contracting Officer 
approves the change.  
 
The Required Key Personnel or Facilities under this Contract: 


Project Manager II (Overall Project Management) 
Project Manager/Scrum Master II (Agile Team) 
Project Manager/Scrum Master II (Agile Team) 
Other Proposed Key Personnel (TBD) 


 
• If any individual proposed as Key Personnel becomes unavailable during the course of the 


contract and or evaluation process, the contractor shall notify the CO immediately and 
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provide a substitute person with résumé. Any Key Personnel proposed who are not currently 
employed by the contractor shall be identified as such and an additional letters of intent 
signed by the proposed Key Personnel shall be provided that indicates that person's intent to 
be employed by the contractor if awarded this call order. 


• The contractor agrees during the period of performance, no Key Personnel substitutions 
shall be made unless necessitated outside the contractor's control. In any of such event, 
the contractor shall promptly notify the COR and the FEMA NFIP Product Lead and 
provide the information required by paragraphs below on the proposed replacement for 
Government approval. 


• All requests for substitutions/additions of Key Personnel must include a detailed 
explanation of the circumstances necessitating the proposed substitution or addition, a 
complete résumé for the proposed substitute or addition including skills, experience, 
education, training, and security level, and an additional letter of intent signed by the 
proposed Key Personnel. As determined by the CO, all proposed substitutes/additions 
must have qualifications that meet or exceed the qualifications of the person to be 
replaced. 


• The CO, or duly designated COR/ACOR and the FEMA Product Lead, will review the 
requests for substitutions/additions of Key Personnel and the CO will notify the 
contractor, in writing, of approval or disapproval. Disapproval of the proposed 
individual(s) shall not provide grounds for non-performance by the contractor or form 
the basis of any claim for monies, delivery schedule extension, or any other equitable 
adjustment. 


 
15. Advisory Notification 
After the Government completes evaluation of Phase I submissions (Factor 1 and Factor 2), 
Offerors will receive an advisory notification via email from the Contracting Officer. Offerors 
who rate most highly for Factor 1 and Factor 2 will be advised to proceed to Phase II. Offerors 
who were not among the most highly rated will be advised not to proceed to Phase II.  Offerors 
who were not among the most highly rated will be advised that they are unlikely to be viable 
competitors, along with the general basis for that opinion. The intent of this advice is to 
minimize proposal development costs for those Offerors with little chance of receiving an award. 
This will be a recommendation only and discontinuing the pursuit of the requirement following 
the notification is voluntary. The Government does not intend to provide debriefings after the 
completion of the advisory down select notifications.  Failure to participate in Phase I precludes 
further consideration of an Offeror.  Offeror submissions will not be accepted from Offerors who 
have not submitted Phase I requirements by the due date and time provided for in this 
solicitation.  
 
Offerors that are rated most highly and advised to proceed to Phase II of the proposal process 
will receive the Phase II due date in the advisory notification, as well as the date and time for the 
Offeror’s oral presentation. 
 
Offerors that are not rated most highly and advised that they are unlikely to be viable competitors 
and still choose to proceed to Phase II, shall send an email to Nicole.Smith@fema.dhs.gov and 
Benjamin.Mendelsohn@associates.fema.dhs.gov no later than 24 hours after the receipt of the 
advisory notification indicating intent to participate in Phase II.   
 
Phase II due date will be two weeks from the date of the advisory notification.  Phase II 
submissions will be due prior to oral presentations.  
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16.   Phase II - Evaluation Factors and Instructions 
 
16.1 Phase II – Factor 3 – Oral Presentation 


Oral Presentation - Technical & Management Capability (Factor 3) 
Offerors shall provide an oral presentation based on a standard set of scenario-based questions 
to be provided by the Contracting Officer the day of the scheduled oral presentation. Offerors 
shall adhere to the format for oral presentation guidance in addition to the rules of engagement 
for oral presentations. Offerors will receive the scenario based questions at the time of their 
oral presentation, after introductions. 


 
Location: Oral presentations will be held at a FEMA office within the Washington, DC area. 
The order in which Offerors are scheduled for oral presentations will be randomly selected by 
the Government. The presentation may be recorded by the Government.  If recorded, the 
recording is source selection sensitive and will be handled accordingly. 


 
Offeror Participants: The Offeror’s participants in the oral presentations shall be limited to 
the Key Personnel proposed by the Offeror in the quote submission, as well as the responsible 
corporate official.  No more than six (6) total Offeror Participants shall attend the oral 
presentation.  Recall that Key Personnel must be an employee of the Prime Offeror or the 
Prime Offeror’s Major Subcontractor and that Major Subcontractors may only team 
and propose with one Prime Offeror in response to this solicitation.   


 
Offerors shall provide the Contracting Officer with the name, employer/company, and e-mails 
of the Offeror Participants for the oral presentation as part of its Phase II submission. 


Format for Oral Presentation: 
The Government intends for the oral presentation to proceed as follows: 


Oral 
Presentation 


Portion 


Oral Presentation Component Total Time 
Allotment (up 
to 3 hours) 


1 Introductions and Rules of Engagement 
A standard set of management/technical scenario based questions 
related to Agile contract performance issues will be provided. 


Not specified 


2 The Offeror shall caucus among themselves to prepare 
answers/responses and notes for its oral presentation. 


60 minutes 
limit 


3  
The Offeror will present its answers/responses to the Government. 


60 minutes 
limit 


4 The Government will caucus and formulate additional questions if 
needed. 


15 minutes 


5 The Offeror will responds to additional questions if needed. 15 minutes 
6 The Offeror departs. Not specified 


 
Recording: The Government reserves the right to record portions 1, 3 and 5 above of the 
oral presentation. 


Rules of Engagement for Oral Presentations: 
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1. The Government will not provide the Offeror a copy of its quote during oral presentations. 
 
2. The Government does not intend to ask questions about information contained in an 
Offeror’s submission for Phase I or the Offeror’s written submission for Phase II. The 
Government questions will be presented by the Contracting Officer after the Government 
caucuses; any other Government attendees are not expected to engage with Offerors directly. 


 
3. The Offeror may not generally ask questions during the oral presentation.  Any 
questions asked must be directed to the Contracting Officer, and should only deal with 
logistics and conduct of the oral presentation. 


 
4. Oral presentations do not constitute discussions. The Government will not ask questions 
that will invite or allow the Offeror to change its offer.  The Offeror shall not volunteer 
any information that might be construed as changing its offer. Oral presentations are 
distinct from the Government’s reserved right to conduct exchanges. 


 
5. The Offeror will be provided with a standard question set. The Offeror is in control 
of its presentation and may choose not to present or respond to any question provided 
by the Government. 


 
6. The Government will provide a white board, dry erase markers, a flip chart pad, blue 
tape, notepads, pens and pencils for use during oral presentations, including during the one 
hour caucus period. 


 
7. The Offeror shall not bring any computers, tablets or smart phones into the oral presentation 


conference room, and shall not bring or distribute any written or electronic materials during 
the oral presentation. 


 
8. The Offeror participants shall not reach back, by telephone, e-mail or any other means, to 
any other personnel or persons for assistance during the oral presentation. 


 
9. Offerors can expect the presentation will be conducted in a conference room with a table 
of sufficient size to accommodate the participants, including the Government attendees. 
 


16.2 Phase II - Factor 4: Performance Work Statement (PWS)  
Offerors shall provide a detailed PWS that addresses plans and resources necessary to satisfy all 
SOO objectives. The PWS shall describe how the Offeror will meet or exceed SOO objectives.  
 
The PWS shall also include, at a minimum, the following details regarding the Offeror’s 
proposed agile methodology and how that methodology and process supports the PWS approach: 
1. Proposed agile methodology, team processes, how user stories will be sized, how estimation 
and sizing is accomplished and how that correlates to incremental delivery of work (the key of 
agile). Include how proposed methodology prioritizes work, incorporates user feedback, scopes 
and envisions projects.   
2. Integrated development, with a continuous integration, continuous development, and 
continuous delivery (CI/CD) pipeline that includes automation first for testing and compliancy 
3. Achieving better results through greater operational focus, communication, and security 
principles. Building security into applications so it's baked in rather than applied after the fact. 
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4. Integration into multiple concurrent development efforts. 
 
17. Phase II – Factor 5 – Price 
 
17.1 Business Proposal 
There are no page limits to the Business Proposal. 
 
Tab A:  Cover Letter 
The Offeror shall provide a cover letter (limit 1 page) with pertinent Offeror information. 
 
Representations and Certifications and System for Award Management 
In accordance with the FAR 52.204-7 the Offeror has completed the annual representations and 
certifications electronically via the SAM website accessed through 
https://www.sam.gov/portal/SAM/. 
 
After reviewing the SAM database information, the Offerors verifies by submission of this offer 
that the representations and certifications currently posted at https://www.sam.gov/portal/SAM/ 
have been entered or updated in the last 12 months, are current, accurate, complete, and 
applicable to this solicitation.  
 
Any changes to Offerors Annual Representations and Certifications must be updated accordingly 
at https://www.sam.gov/portal/SAM/ prior to award.  
 
Tab B:  Organizational Conflict of Interest (c) Disclosure, and Mitigation Plan (if 
applicable) 
HSAR 3052.209-72 ORGANIZATIONAL CONFLICT OF INTEREST (JUN 2006) 
 


 (a) Determination. The Government has determined that this effort may result in an actual or 
potential conflict of interest, or may provide one or more offerors with the potential to attain 
an unfair competitive advantage. The nature of the conflict of interest may include offerors 
that currently or previously supported NFIP legacy systems. 


 
(a) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify 
the offeror, or (2) determine that it is otherwise in the best interest of the United States to 
contract with the offeror and include the appropriate provisions to avoid, neutralize, mitigate, 
or waive such conflict in the contract awarded. After discussion with the offeror, the 
Contracting Officer may determine that the actual conflict cannot be avoided, neutralized, 
mitigated or otherwise resolved to the satisfaction of the Government, and the offeror may be 
found ineligible for award. 
 
(b) The contractor is required to complete and sign an OCI Statement in accordance with the 
Disclosure information in part (c) below.  The Offeror must represent either that (1) It is not 
aware of any facts which create any actual or potential OCI relating to the award of this 
contract, or (2) It has included information in its proposal, providing all current information 
bearing on the existence of any actual or potential OCI and has included a mitigation plan in 
accordance with paragraph (d) below. 


 
(c) Disclosure: The offeror hereby represents, to the best of its knowledge that: 
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   (1) It is not aware of any facts which create any actual or potential organizational 
conflicts of interest relating to the award of this contract, or 


 


   (2) It has included information in its proposal, providing all current information bearing 
on the existence of any actual or potential organizational conflicts of interest, and has 
included a mitigation plan in accordance with paragraph (d) of this provision. 


 
(d) Mitigation. If an offeror with a potential or actual conflict of interest or unfair competitive 
advantage believes the conflict can be avoided, neutralized, or mitigated, the offeror shall 
submit a mitigation plan to the Government for review. Award of a contract where an actual 
or potential conflict of interest exists shall not occur before Government approval of the 
mitigation plan. If a mitigation plan is approved, the restrictions of this provision do not 
apply to the extent defined in the mitigation plan. 


 
(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer 
may require further relevant information from the offeror. The Contracting Officer will use 
all information submitted by the offeror, and any other relevant information known to DHS, 
to determine whether an award to the offeror may take place, and whether the mitigation 
plan adequately neutralizes or mitigates the conflict. 


 
(f) Corporation Change. The successful offeror shall inform the Contracting Officer within 


thirty (30) calendar days of the effective date of any corporate mergers, acquisitions, and/or 
divestures that may affect this provision. 


 
(g) Flow-down. The contractor shall insert the substance of this clause in each first 
tier subcontract that exceeds the simplified acquisition threshold. 


 
FAR 9.5 Organizational and Consultant Conflicts of Interest 
The Contractor is notified that the Government will review the Offeror’s submitted responses to 
HSAR 3052.209-72 – Organizational Conflict of Interest (Jun 2006) in accordance with FAR 
9.5, including FAR 9.505-1 – Providing Systems Engineering and Technical Direction, prior to 
award decision, to determine if any conflicts relevant to this Request for Quote exist for the 
apparent awardee and whether the mitigation plan adequately neutralizes or mitigates any 
identified conflicts. A quote from an Offeror deemed to have a conflict under FAR 9.505-1 may 
be considered non-conforming and susceptible to Government rejection of the complete quote.   


 
Tab C:  Assumptions, Exceptions or Dependencies 


The Government does not encourage Offerors to make assumptions or take exceptions from the 
requirements of the TOPR.  Offerors are encouraged to submit questions, in accordance with 
the TOPR instructions, in order to obtain any necessary clarifications regarding TOPR prior to 
quote submission.  In the event that an Offeror does make assumptions or take exception to any 
TOPR requirement, the Offeror’s business proposal must clearly and unambiguously identify 
all such assumptions, exceptions, or dependencies on which the Offeror’s proposal is based.  
Each assumption, exception or dependency shall be specifically related to a paragraph and/or 
specific section of the TOPR.  The Offeror shall provide a rationale in support of any noted 
assumption, exception or dependency, explaining its effect in comparison to the TOPR.  This 
information shall be provided in the format with content as outlined in the table below. 
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TOPR Document Paragraph/Page Requirement/Portion Rationale 


TOPR or TOPR 
Attachment (SOO, 
etc.) 


Applicable 
paragraph and page 
number(s) 


Identify the 
requirement or 
portion to which an 
assumption, 
exception or 
dependency is being 
taken 


Justify why the 
requirement will not 
be met or discuss 
reasons why not 
meeting the 
Government’s terms 
and conditions 
might be 
advantageous to the 
Government.  


 
Any assumption, exception or dependency for the Offeror’s entire proposal submission shall be 
contained in the business proposal. 
 
Assumptions, exceptions or dependencies do not make a proposal automatically unacceptable.  
However, a large number of assumptions, exceptions or dependencies, or a significant 
assumption, exception or dependency, which provide(s) little or no benefit to the Government 
or which do(es) not support the Government’s requirement as documented in the TOPR may 
receive unfavorable evaluation in accordance with the TOPR Evaluation Factors for Award. 


 
17.2 Attachment 1- NFIP PIVOT Price Template 
The Government will establish a “total evaluated price” based on a completed Attachment 1 – 
NFIP PIVOT Price Template. Price volumes failing to meet or comply with price proposal 
instructions may be deemed noncompliant.  Offerors must use Attachment 1 - NFIP PIVOT 
Price Template. 
 
In accordance with EAGLE II Contract Section G.4.5(e)(1), when competing for TO awards 
under the fair opportunity process, the Offeror is permitted to propose labor rates that are lower 
than those originally proposed and established in the EAGLE II contract, Attachment B-1, Labor 
Rate Tables of the Offeror’s EAGLE II IDIQ Contract. The Contractor shall fully explain the 
basis for proposing lower rates.   
 
The Option to Extend Services (FAR 52.217-8), allows the contract to be extended up to six 
months. Offerors shall include six month pricing in their price proposals as follows: the 6-month 
pricing will the same as option period 4 pricing. The offeror shall not propose the 6-month 
pricing.  This 6-month option pricing will be part of the total evaluated price. 
 
The total evaluated price is the total price (base and option periods, inclusive of the 6 month 
option to Extend). The total evaluated price will be based on the base period and option periods, 
as well as the 6-month option period after the last period of performance allowed under FAR 
52.217-8.   
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Section VII – Evaluation Criteria 
NFIP PIVOT Program  


 
1. Basis for Award 
The Government intends to award a single task order to the responsible Offeror whose proposal 
represents the best value to the Government.  The basis for award will be best value in 
accordance with FAR 16.505.  Offerors are cautioned that the award may not necessarily be 
made to the lowest priced proposal.  
 
Evaluations will be based solely on the information included in the proposal.  Therefore, the 
Offerors initial Proposal should contain the Offerors best terms.  After receipt of proposals, the 
Government will conduct an evaluation.  However, during the evaluation process, the 
Government may, solely at its discretion, communicate with Offerors regarding proposal 
elements.  At any time prior to selection, including upon receipt of proposals, the Government 
may exclude a proposal from further consideration for any material failure to follow instructions, 
including the omission of required information. FEMA may negotiate and request revised quotes 
from only the apparent successful vendor or those that are determined to be only the highest 
rated. This does not constitute a competitive range in accordance with FAR 15.306(c) as this 
procurement is being conducted in accordance with FAR Part 16.5. 
 
The Government will evaluate Offeror’s proposal submissions based on the following evaluation 
factors, listed in descending order of importance: 
 
Phase I: 
Factor 1 – Demonstrated Prior Experience 
Factor 2 – Capability of Proposed Key Personnel 
 
Phase II: 
Factor 3 – Oral Presentation - Technical & Management Capability 
Factor 4 – Performance Work Statement (PWS) 
Factor 5 – Price 
 
2. Evaluation Criteria 
2.1 Phase I - Factor 1: Demonstrated Prior Experience 
The evaluation is based on recent and relevant experience examples presented in the video. 
Offerors may provide up to three (3) recent examples of demonstrated prior experience. Recent 
is considered to be within the last 3 years, and relevant is considered to be of similar scope and 
complexity to items a) through c) with a minimum contract dollar value of $5,000,000.00 and 2 
or more concurrent agile teams. One of the three (3) examples of demonstrated prior experience 
shall be demonstrated prior experience at FEMA or another DHS component.  Agile experience 
within an insurance industry is favorable but not required.  Additionally, examples where the 
Prime Offeror and Major Subcontractor can demonstrate prior experience performing 
together/teaming together is also favorable but not required. 
 
2.2 Phase I – Factor 2 – Capability of Proposed Key Personnel 
The evaluation is based on the proposed Key Personnel’s experience and qualifications for the 
proposed role.  At a minimum, the proposed Key Personnel must meet the Offeror’s EAGLE II 
IDIQ experience and education requirements for the proposed labor category and level.   
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2.3 Phase II – Factor 3 – Oral Presentation – Technical and Management Capability  
Oral presentations will be evaluated based on oral presentation portions 3 and 5 (responses to the 
standard set of management/technical questions related to Agile contract performance and 
responses to additional questions).  The Government will evaluate the ability of the Offeror to 
meet or exceed the requirements of the TOPR based on an evaluation of the Offeror’s responses 
to a standard set of questions provided during the oral presentation.  Team dynamics of the Key 
Personnel and responsible corporate official during the oral presentation may also be evaluated.  
 
2.4 Phase II - Factor 4: Performance Work Statement (PWS)  
The PWS will be evaluated based on the Offeror’s approach to meet or exceed SOO objectives 
and to achieve a sustained target solution for Full Operational Capability (FOC) prior to the end 
of the period of performance under a resultant task order.  The PWS must meet the minimum 
requirements identified in Factor 4.   
 
2.5. Phase II – Factor 5: Price 
The Government will establish a “total evaluated price” based on a completed Attachment 1 – 
NFIP PIVOT Price Template. It is anticipated that pricing and award of this acquisition will be 
based on adequate price competition. Completion of the price templates is necessary for a full 
evaluation of an Offeror’s proposal. The “total evaluated price” will be evaluated for price 
reasonableness through comparison with other proposed prices and may include other price 
analysis techniques. Due to the potential variations in technical approaches to the work that each 
Offeror may propose, technical analysis in accordance with FAR 15.404-1(e) will be conducted 
utilizing other proposal information received from the Offeror, including a review of the 
technical approach proposed in comparison to the total proposed staffing mix, level of effort, and 
materials.   The price proposal will not be given a rating.  
                                                          
The Government will evaluate price quotes for award purposes by adding the total price for all 
options to the price for the base requirement.  Evaluation of options does not obligate the 
Government to exercise the options.  
 
Evaluation of options will be conducted in accordance with FAR 52.217-5, Evaluation of 
Options, to include FAR 52.217-8, Option to Extend Services and FAR 52.217-9, Option to 
Extend the Term of the Contract.  The objective of the evaluation of options is to determine that 
the price for each of the options to be fair and reasonable.  The evaluation of options shall not 
obligate the Government to exercise any options. 
 
The Option to Extend Services (FAR 52.217-8), is designated to evaluate the 6-month option.  
For evaluation purposes, the 6-month pricing will be the same as option period 4 pricing. The 
Offeror shall not propose the 6-month pricing.  This 6-month option pricing will be part of the 
total evaluated price. 
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Section I - Overview 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
  
The Federal Emergency Management Agency (FEMA) intends to award a single Blanket Purchase 
Agreement (BPA) under the General Service Administration (GSA) Federal Supply Schedule 
(FSS) for the Grants Management Modernization (GMM), Systems and Platform using Agile 
Releases and Consolidation (SPARC). The method of competition is unrestricted. The Request for 
Quote (RFQ) will be solicited under GSA Schedule 70, SIN 132-51, The North American Industry 
Classification Code System (NAICS) code is 541512 Computer System Design Services and the 
small business size standard is $27.5 million 
 
 
GSA Schedule 


At the time of award for this BPA and prior to the exercise of BPA options years, the Quoters 
must have a valid GSA Schedule in effect that covers the appropriate performance year of the 
BPA. Also the current Schedule must be posted at GSA Advantage in accordance with GSA 
terms and conditions. Failure to comply will result in the Quoters being ineligible for award or 
in the case of options the order/BPA may not be renewed. The Quoters shall notify the 
Contracting Officer no later than 12 months before its GSA schedule expiration whether or not 
they will be establishing a new GSA schedule, extend its current schedule or establishing a new 
schedule with similar scope. 


  
The BPA established as a result of this RFQ will be based on the Quoters current GSA 70 
schedule contract and discounts provided. In the event that the successful BPA holder has their 
current GSA 70 schedule contract canceled or it expires, or is awarded a new GSA 70 schedule 
contract, the Government reserves the right to transfer the new GSA 70 schedule contract if the 
current Schedule contract is canceled or expired and a new one has been awarded, but prior to 
doing that the Contracting Officer must ascertain that the new GSA Schedule does not contain 
terms and conditions unfavorable to FEMA and new price reductions are negotiated. 


 
Requirement details, agency specific and GSA terms and conditions, and FAR Clauses will be 
incorporated and applicable to all orders awarded under the BPA. 


 


Transfer of Source Code, Software Licenses, and Accounts at Close of Contract 
Upon the completion of the period of performance or upon any other termination of this contract, 
Contractor shall provide the Government (1) all source code it develops or generates in the 
course of its performance under this contract; (2) all software licenses, including without 
limitation all licenses for development or automation tools, software embedded within 
equipment, or incorporated into application code, that it acquired or generated in course of its 
performance under this contract; and (3) all user accounts, service accounts, or developer 
accounts for cloud service providers Contractor acquired, generated or used in the course of its
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performance under this contract.  All such code, licenses, or accounts shall be the property of the 
Government; and shall be delivered to the Government within 30 days of the completion or 
termination of this contract, or as the FEMA Contracting Officer may from time to time direct 
during the progress of the work.    
 
1. Authority 
Pursuant to FAR 8.405-3, a single Blanket Purchase Agreement (BPA) will be awarded to a 
single contractor as a result of this Request for Quote (RFQ) for the Federal Emergency 
Management Agency (FEMA) Grants Management Modernization (GMM) Program.  
 
2. Term 
The BPA term is one (12) month base period and four (12) month option periods. The total 
contract duration if all options are exercised is five years. 
 
2.1 Period of Performance (Actual date will be filled in at time of 
award) 
  Base Period:    Date of award (DOA) through 12 months 
Option Year 1: 13 through 24 months 
Option Year 2: 25 through 36 months 
Option Year 3: 37 through 48 months 
Option Year 4: 49 through 60 months 
 
2.2  Order Period of Performance 
The BPA expires when the Contractor’s GSA MAS contract, which the BPA is predicated 
upon, expires.  Orders issued against the BPA will have their own period of performance, which 
may be up to five years.  Orders issued prior to but not completed before the BPA expires shall 
be completed (including any order options) in accordance with the BPA Contractor’s GSA 
Schedule contract FAR Clause 52.216-22. 


 
2.3 BPA Volume 
The Government estimates, but does not guarantee, that the volume of purchases under the entire 
BPA will be approximately $80 million over the BPA’ five (5) year term.  However, the 
Government is obligated only to the extent of authorized purchases actually made under the 
BPAs.  There is no guaranteed minimum order quantity or dollar amount. 
 
3.   Place of Performance 
The place of performance shall be the Government and Contractor’s facilities.  The primary 
place of performance shall be the Contractor’s facilities where system design development and 
integration activities will occur.  The contractor facility shall be located in the National Capital 
Region, in close proximity to the FEMA facility at 500 C St. SW Washington, DC. 


 
Meetings, and briefings are anticipated to be performed primarily at FEMA Headquarters 
offices, located at 500 C Street SW, Washington, D.C., or other Government-specified 
locations in Washington D.C and Winchester VA. Meetings may also occur at the contractor’s 
work site, especially when close collaboration between stakeholders and the development team 
is needed. The Contractor shall provide dedicated workspace, such as a team room, to 
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accommodate up to six Government representatives and/or contract FEMA IV&V testers. 
 
Telework options may be available. Telework must be preapproved by the COR in writing. 


 
4. Travel 
Contractor travel is anticipated for this requirement to interact with system users. Travel must 
be pre-approved by the COR. All travel shall be in accordance with the Federal Travel 
Regulations and FAR 31.205-46. If applicable, a not-to-exceed travel amount will be 
identified under a separate CLIN on each Order. 


 
5. Order Type 
BPA Orders will be Firm Fixed Price (FFP) and Time and Materials (T&M). Fixed hourly rates 
are applicable. 


 
6. Attachment 1 – GMM SPARC Price Template  
Fully-burdened labor rates include all direct labor and indirect costs applicable to that direct 
labor (such as fringe benefits, overhead, G&A), and profit. The fully-burdened hourly rates are 
ceiling rates. FEMA is seeking price discounts from your GSA Schedule. 


 
 
6.1  Government Site and Contractor Site  
Government Site Rates 
When performing at Government sites, the Contractor shall furnish fully-burdened labor rates. 
The Government will provide only office space and may provide furniture and office 
equipment and supplies, as specified in individual call orders. Situational or regular telework, 
when authorized under individual call orders, is considered Government Rates. 
 
Contractor Site Rates 
When performing at a Contractor site, the fully-burdened labor rates shall include applicable 
indirect costs for work space and all normal supplies required to support the work. 


 


Firm- Fixed-Price (FFP) Call Orders 
For FFP type call orders, the quantity of each item or labor category ordered will be multiplied 
against the rate listed in this schedule, or as negotiated if lower rates are proposed; and the 
cumulative extended total of all items ordered will define the firm-fixed price. FFP type call 
orders shall align to the Contractor’s technical approach to the work as proposed, and partial 
payment of FFP type orders may be negotiated based on the completion of 
milestones/deliverables.   


 


Time and Material (T&M) Type Call Orders 
For labor hour T&M orders, the quantity of hours ordered from each labor category will be 
specified as deliverable hours billable at the ceiling rates or as negotiated. For T&M type call 
orders, profit on materials is not allowable. Further, travel shall be priced in accordance with 
Federal Travel Regulations.  The cumulative extended total of all labor categories ordered plus 







Grants Management Modernization (GMM) Request for Quote (RFQ) 
 
 


 Page 7 
 
 
 


materials and travel will define the call order ceiling price. Reimbursement under the contract 
shall be governed by the clause at FAR 52.232-7, Payments under Time and Materials and 
Labor-Hour Contracts. 
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Section II - Statement of Objectives (SOO) 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
 
 
 
 
 
 
 
 
 
 


See Attachment 2 – GMM SPARC Call #1 Statement of Objectives (SOO) 
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Section III - General and Administrative Information 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
 
1. FEMA Contracting Officer  
(a)  The FEMA CO is the only person authorized to approve changes to or modify any of the 
requirements under the BPA.  In the event the Contractor effects any such change at the direction 
of any person other than the CO, the change will be considered to have been made without 
authority and no adjustment will be made in the contract price to cover any expenses  incurred as 
a result thereof.  FEMA CO is: 
 


 
 Name:   Kimmeria Hall 
 Address: Federal Emergency Management Agency 
   500 C. Street, SW, 3rd Floor 
   Washington, DC 20472-3205 
 Email:  Kimmeria.Hall@fema.dhs.gov  


Tel No: 202-372-5613 
 


 
 (b)  The Contractor shall submit requests for modification of this contract and other 
administrative requests to the CO and courtesy copy the COR. 
 (c)  Contractual problems of any nature should be handled as soon as possible, and 
according to applicable public laws and regulations (e.g., Federal Acquisition Regulation).  The 
problem resolution escalation sequence in FEMA is as follows: 1) the initial point of contact for 
problem resolution is the Contracting Officer’s Representative (COR) authorized to oversee 
services, 2) then the Contracting Officer that awarded the Order. 
 (d)  Requests for information on matters related to this contract, such as explanation of 
terms and contract interpretation, shall be submitted to the CO.  The CO is the only official 
authorized to terminate for cause, to issue notices of termination for cause, and to issue cure 
notices and show cause notices for the BPA. 
 
The CO is responsible for:  
1) Negotiation and Award of Orders. COs have the authority to issue call orders, and otherwise 
legally bind their organization to task order modifications.  
2) Administration of call orders. Day-to-day administration activities will generally be carried out by 
the COR.  
3) Settlement and Resolution of Contracting Issues. The CO is authorized to settle and resolve 
contracting issues.  
4) Contract Records. The CO is responsible for maintaining a complete record of all contracting 
documents (electronically and/or manually).  
 
2. FEMA Contracting Officer Representative (COR) 
The COR has responsibility for receipt and acceptance of the contract-level deliverables and 
reports and past performance reporting for the contract.  The COR supports the CO and PM in 
the general management of the program.  
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 Name:  Jose Francisco (Frank) Oporto   
 Address:  Federal Emergency Management Agency 
      500 C. Street, SW, 5th Floor 
       Washington, DC 20472-3205 
 Email:  Frank.Oporto@fema.dhs.gov 
 Tel No: (202) 329-5629  
 
The CO may designate CORs for individual Orders that will be responsible for the day-to-day 
oversight of the Order. The COR will represent the CO in the administration of technical details 
within the scope of the call order. The COR is also responsible for the final inspection and 
acceptance of all call order deliverables and reports, and such other responsibilities as may be 
specified in the order.  The COR is not otherwise authorized to make any representations or 
commitments of any kind on behalf of the CO or the Government. The COR does not have 
authority to alter the Contractor’s obligations or to change the order specifications, price, terms 
or conditions.  If, as a result of technical discussions, it is desirable to modify order obligations 
or the specification, changes will be issued in writing and signed by the CO. 
 
(A) The designated COR may provide written technical direction to the Contractor 
concerning the work performed under the contract. Technical direction is limited to direction that 
fills in details or otherwise completes the general description of the work set forth in the contract.  
Technical direction includes: 
 
1) Directions to the Contractor that suggest pursuit of certain lines of inquiry, shift work 
emphasis, fill in details or otherwise serve to accomplish the contractual statement of work. 
2) Guidelines to the Contractor, that help interpret technical portions of work descriptions. 
 
(B) Technical direction must be within the general scope of work stated in the contract.   
 
Technical direction may not be used to: 
1) Assign additional work under the contract. 
2) Direct a change as defined in the “CHANGES” clause of the contract. 
3) Increase or decrease the contract price or estimated contract amount (including fee), as 
applicable, the direct labor hours, or time required for contract performance. 
4) Change any of the terms, conditions or specifications of the contract. 
5) Interfere with the Contractor’s rights to perform the terms and conditions of the contract. 
 
(C) All technical direction has to be in writing (or via e-mail) by the applicable COR. 
 
(D) If the Contractor believes any technical direction calls for effort outside the scope of the 
contract or is inconsistent with this requirement, the Contractor must notify the Contracting 
Officer in writing within five (5) working days after receipt of any such instruction.  The 
Contractor must not proceed with the work affected by the technical direction unless and until 
the Contractor is notified by the Contracting Officer that the technical direction is within the 
scope of this contract.  To notify the Contractor, the Contracting Officer will either issue an 
appropriate contract modification within a reasonable time or advise the Contractor in writing 
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within 30 days that the instruction or direction is- 
 
1) Rescinded in its entirety; or 
2) Within the scope of the contract and does not constitute a change under the changes 
clause of the contract, and that the Contractor should proceed promptly with its performance. 
 
(E) Failure of the Contractor and Contracting Officer to agree that the instruction or direction 
is both within the scope of the contract and does not constitute a change under the changes 
clause, or a failure to agree upon the contract action to be taken with respect to the instruction or 
direction, is subject to the Disputes clause of this contract. 
 
(F) Any action(s) taken by the Contractor in response to any direction given by any person 
other than the Contracting Officer or the applicable COR is at the Contractor’s risk. 
 
(G) Nothing in the foregoing paragraph will excuse the Contractor from performing that 
portion of the contractual work statement which is not affected by the disputed technical 
direction. 
 
3. Ordering Procedures 
(a) The CO will provide a technical request to the contractor, within the scope of the BPA SOO.  
 
 (b) The CO will request a quote and technical approach. The contractor shall evaluate 
the scope of the request and provide a quote.     
 
 (c)  The quote shall indicate either compliance with the requirements, risks, assumptions 
and any conflict of interest issues. Written technical quotes shall address as appropriate: (other 
items may be requested at CO discretion) 
  
• Proposed personnel (labor mix); 
• Technical Approach; 
• Other quote elements (travel and purchase parts and supplies etc.); 
• Order terms; 
• Other pertinent data, (e.g., potential conflict of interest issues) 
  
(d)  The quote shall include detailed pricing for all requirements requested at prices equal to or 
lower than those established in the BPA. The Government is permitted to negotiate pricing other 
than originally proposed and established in the contract.   
(e)  Other related information shall always be in writing and shall address relevant information as 
required by the contract or requested by the CO. The contractor shall assume all expenses 
associated with quote preparation for Orders. Contractors will not be reimbursed for quote 
preparation. 
 
3.1 BPA Orders 
Orders issued under this contract may contain the following information: 
 
(a) Date of order; 
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(b) Contract number and Order number; 
(c) Description, quantity or units ordered and contract price; 
(d) Period of Performance; 
(e) Place of Performance; 
(f) Accounting and appropriation data; 
(g) Any other pertinent information such as name and address of Contractor;  
 
BPA Call Order deliverables will be defined in advance of each call (i.e., Base Task: The 
contractor shall perform all necessary tasks to ensure the delivery of Initial Operating Capability 
for the GMM target solution by the end of the first call order period of performance.) 
 
 
4. Invoicing and Payment 


 
The Contractor shall invoice in accordance with the Pricing Schedule agreed upon in the 
awarded BPA Call Order.  For any Firm-Fixed Price CLINs structured around increments, 
invoicing and payment is permitted only after completion and Government acceptance of each 
increment in accordance with acceptance criteria and Definition of Done agreed upon by the 
Government and the Contractor prior to the start of any given increment.  The Government 
will inspect code for each increment in the Pre-Production environment as part of the 
Government acceptance process.   


 
The contractor shall submit an invoice(s) upon delivery and acceptance of all supplies or services as 
specified in the Price/Cost Schedule.  
 
Contractors shall submit vouchers electronically in pdf format to the FEMA Finance Center at FEMA-
Finance-Vendor-Payments@fema.dhs.gov,    
 
AND 
 
Contractors shall also submit an electronic pdf copy to FEMA COR or program person if a COR is not 
designated at their email address.   
 
The submission of vouchers electronically will reduce correspondence and other causes for delay to a 
minimum and will facilitate prompt payment to the Contractor.  Paper vouchers mailed to the finance 
center will not be processed for payment. If the Contractor is unable to submit a payment request in 
electronic form, the contractor shall submit the payment request using a method mutually agreed to by the 
Contractor, the Contracting Officer, and the payment office.  


Invoices shall be submitted as follows: Contractors shall use Standard Form (SF) 1034 (Public Voucher 
for Purchases and Services Other Than Personal) and SF 1035 (Continuation Sheet) when requesting 
payment for supplies or services rendered.  Both forms are located at 
http://www.gsa.gov/portal/forms/type/SF.  Suitable self-designed forms (contractor invoice forms) may 
be submitted instead of the SF 1035 as long as they contain the information required.  
 
The voucher must provide a description of the supplies or services, by line item (if applicable), quantity, 
unit price, and total amount. The item description, unit of measure, and unit price must match those 
specified in the contract. Invoices that do not match the line item pricing in the contract will be 
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considered improper and will be returned to the Contractor. The Contractor shall not be paid more 
frequently than on a monthly basis. 
 
SF 1034 and 1035 instructions:  
 
SF 1034 – Public Voucher for Purchases and Services Other than Personal 
 
The information which a contractor is required to submit in its Standard Form 1034 is set forth as follows:  
(1) U.S. Department, Bureau, or establishment and location insert the names and address of the 
servicing finance office unless the contract specifically provides otherwise.  
(2) Date Voucher Prepared - insert date on which the public voucher is prepared and submitted.  
(3) Contract/Delivery Order Number and Date - insert the number and date of the contract and 
delivery order, if applicable, under which reimbursement is claimed.  
(4) Requisition Number and Date - leave blank.  
(5) Voucher Number - insert the appropriate serial number of the voucher. A separate series of 
consecutive numbers, beginning with Number 1, shall be used by the contractor for each new contract. 
When an original voucher was submitted, but not paid in full because of suspended costs, resubmission 
vouchers should be submitted in a separate invoice showing the original voucher number and designated 
with the letter "R" as the last character of the number. If there is more than one resubmission, use the 
appropriate suffix (R2, R3, etc.)  
(6) Schedule Number; Paid By; Date Invoice Received - leave blank.  
(7) Discount Terms - enter terms of discount, if applicable.  
(8) Payee's Account Number - this space may be used by the contractor to record the account or job 
number(s) assigned to the contract or may be left blank.  
(9) Payee's Name and Address - show the name of the contractor exactly as it appears in the contract 
and its correct address, except when an assignment has been made by the contractor, or the right to 
receive payment has been restricted, as in the case of an advance account. When the right to receive 
payment is restricted, the type of information to be shown in this space shall be furnished by the 
Contracting Officer.  
(10) Shipped From; To; Weight Government B/L Number - insert for supply contracts.  
(11) Date of Delivery or Service - show the month, day and year, beginning and ending dates of supplies 
or services delivered.  
(12) Articles and Services - insert the following: "For detail, see Standard Form 1035" OR “For detail, 
see contractor invoice form”.   
(13) Type the following certification, signed by an authorized official, on the face of the Standard Form 
1034.  
 


"I certify that all payments requested are for appropriate  
purposes and in accordance with the agreements set forth in  


the contract."  
________________ ___________  


(Name of Official) (Title)  
(14) Amount - insert the amount claimed for the period indicated in (11) above.  This amount should be 
transferred from the total per the SF 1035 Continuation Sheet or contractor invoice form.  
 
SF 1035 – Continuation Sheet 
 
The SF 1035 will be used to identify the specific item description, quantities, unit of measure, and prices 
for each category of deliverable item or service. Suitable self-designed forms (contractor invoice form) 
may be submitted instead of the SF 1035 as long as they contain the information required.  
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The information which a contractor is required to submit in its Standard Form 1035 is set forth as follows:  
 
U.S. Department, Bureau, or Establishment - insert the name and address of the servicing finance 
office.  
Voucher Number - insert the voucher number as shown on the Standard Form 1034.  
Schedule Number - leave blank.  
Sheet Number - insert the sheet number if more than one sheet is used in numerical sequence. Use as 
many sheets as necessary to show the information required.  
Number and Date of Order - insert payee's name and address as in the Standard Form 1034.  
Articles or Services - insert the contract number as in the Standard Form 1034, and description.  
Quantity; Unit Price – insert for supply contracts. 
Amount - insert the total quantities contract value, and amount and type of fee payable (as applicable).  
A summary of claimed current and cumulative goods and services delivered and accepted to date. -  
Invoices shall include an itemization of all goods and services delivered and accepted for the period by 
item and by CLIN. Each invoice shall include sufficient detail to identify goods and services as compared. 
 
ELECTRONIC FUNDS TRANSFER (EFT) INFORMATION 


1. To receive payment, the contractor shall submit their EFT information to the 
Government.   EFT information may be submitted by EFT form, through System for 
Award Management (SAM), or on invoice.  Failure to provide the EFT information or 
failure to notify the Government of changes to this EFT information may result in delays 
in payments and/or rejection of the invoice in accordance with the Prompt Payment 
clause of this contract.  EFT forms may be submitted directly the FEMA Finance Center 
at  FEMA-Finance-RecordsMaintenance@fema.dhs.gov, or to the Contracting Office. 


2. If submitting EFT information on invoice/voucher, the following EFT information should 
be submitted: 


 
         (a) Routing Transit Number (RTN) – The contractor shall provide the current 9-digit RTN 
of the payee's bank 
 
         (b) Payee's account number 
 
         (c) Contractor's Tax Identification Number (TIN) 
 
       (The EFT information submitted must be that of the contractor unless there is an official 
Assignment of Claims on file with the payment office.) 
 
       If at any time during the term of this contract, the contractor changes any EFT information, 
(i.e. financial agent, RTN, account number, etc.) the new EFT information must replace the old 
EFT information on subsequent invoices submitted under this contract, through SAM, or by 
submission of a new EFT form.   
 
5. Advertisements, Publicizing Awards and News Releases 
Under no circumstances shall the Contractor, or anyone acting on behalf of the Contractor, refer 
to the supplies, services, or equipment furnished pursuant to the provisions of this contract in any 
publicity/ news release or commercial advertising without first obtaining explicit written consent 
to do so from FEMA Contracting Officer.  This restriction does not apply to marketing materials 
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developed for presentation to potential government customers of this contract vehicle. 
 
The Contractor agrees not to refer to awards in commercial advertising in such a manner as to 
state or imply that the product or service provided is endorsed or preferred by the Federal 
Government or is considered by the Government to be superior to other products or services. 
 
6. Identification of Contractor Personnel 
The Contractor shall ensure that its employees and subcontractors will identify themselves as 
employees of their company while working on FEMA contracts.  For example, Contractor 
personnel shall introduce themselves in person and in voice-mail, as employees of their 
respective companies, and not as FEMA employees.  Under no circumstances and at no time 
shall subcontractors of the prime identify themselves as employees of the prime or in any other 
way suggest, by action or inaction, that they are employees of the prime. Failure to adhere to this 
requirement may constitute grounds for termination for cause of the base FEMA BPA. 
Contractor shall ensure that their personnel use the following format signature on all official e-
mails generated by DHS computers: 
 
Name 
Position or Professional Title 
Prime FEMA Contractor Name OR Subcontractor Company Name in support of Prime FEMA 
Contractor Name 
Supporting the __________Division/Office of FEMA 
Phone 
Fax 
 
7. Post-Award Evaluation of Contractor Performance 
Contractor Performance Evaluations: Annual and final evaluations of Contractor performance, at 
the BPA level, will be prepared on this contract in accordance with FAR 42.1500.  The final 
performance evaluations will be prepared following the end of the period of performance.  
Annual and final evaluations will be provided to the Contractor as soon as practicable after 
completion of the evaluation.  The Contractor can elect to review the evaluation and submit 
additional information or a rebuttal statement.  The Contractor shall be permitted thirty (30) days 
to respond.  Contractor response is voluntary.  Any disagreement between the parties regarding 
an evaluation will be referred to the cognizant Division Director (or his/her equivalent), whose 
decision is final. Copies of the evaluations, Contractor responses, and review comments, if any, 
will be retained as part of the contract file, and may be used to support future award decisions. 
 
Electronic Access to Contractor Performance Evaluations: FAR 42.15 requires agencies to 
prepare annual and final evaluations of Contractor performance.   The Past Performance 
Information Retrieval System (PPIRS) is used to record and maintain past performance 
information.  The FEMA utilizes the Contractor Performance Assessment Reporting System 
(CPARS), which feeds its information into the PPIRS system in order to share information with 
other federal agencies. The process for submitting such reports shall be in accordance with 
agency procedures (see below).  Contractors may view evaluations, once completed via CPARS, 
through a secure Web site that can be obtained at the following URL - www.ppirs.gov.    
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The registration process requires the Contractor to identify an individual that will serve as a 
primary contact and who will be authorized access to the evaluation for review and comment.  In 
addition, the Contractor shall be required to identify a secondary contact who will be responsible 
for notifying the cognizant contracting official in the event the primary contact is unavailable to 
process the evaluation within a thirty (30) day time period.  Once a performance evaluation has 
been prepared and is ready for comment, the CPARS will send an email to the Contractor 
representative notifying that individual that a performance evaluation is electronically available 
for review and comment. 
 
8. Access to or Use of Unclassified Facilities, Information Technology 
Resources, and Sensitive Information 
The assurance of the security of unclassified facilities, Information Technology (IT) resources, 
and sensitive information during the acquisition process and contract performance are essential 
to the DHS/FEMA mission. DHS Management Directive (MD) 11042.1 Safeguarding Sensitive 
but Unclassified (For Official Use Only) Information, describes how Contractors must handle 
sensitive but unclassified information.  DHS/FEMA Information Security directives such as MD 
4300A Sensitive Systems Security Policy, the DHS Sensitive Systems Handbook, and mandatory 
configuration guidelines (such as Security Technical Implementation Guides or hardening 
guidelines issued by DHS or DISA) prescribe policies and procedures on security for IT 
resources.  Contractors shall comply with these policies and procedures, any replacement 
publications, or any other current or future DHS policies and procedures covering Contractors 
specifically for all orders that require access to facilities, IT resources or sensitive information.  
Contractors shall not use or redistribute any DHS information processed, stored, or transmitted 
by the Contractor except as specified in the Order. 
 
9. Government Records 
(a) Government's Records:  Except as is provided in paragraph (b) may be otherwise agreed upon 
by the Government and the Contractor, all records acquired or generated by the Contractor, in its 
performance of this contract shall be the property of the Government; and shall be delivered to 
the Government or otherwise disposed of by the Contractor, either as FEMA Contracting Officer 
may from time to time direct during the progress of the work or, in any event, as FEMA 
Contracting Officer directs upon settlement of this contract.  The Contractor shall, subject to 
security regulations, requirements, and other provisions of the contract, have the right to inspect; 
and at its own expense, duplicate only those processes, procedures, or records delivered, or to be 
delivered, to the Government by the Contractor under this contract, or retain duplicates which are 
in excess of the Government's requirements.  However, nothing in this paragraph shall:  (1) 
permit the Contractor to duplicate or retain for its own purposes any official Government 
documents or proprietary information relating to the Government or to other Contractors; (2) 
constitute any commitment on the part of the Government to retain such records for any period 
beyond customary retention periods for the various types of records; and (3) have any effect on 
the provisions of FAR Clause 52.227 14 (DEC 2007), entitled "Rights in Data - General." 
 
(b) Contractor's Own Records:  The following records are considered the property of the 
Contractor and not within the scope of paragraph (a) above: 
(1) Personnel records and files maintained on individual employees, applicants and former 
employees; 
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(2) Privileged or confidential Contractor financial information and correspondence between 
segments of the Contractor's organization; and 
(3) Internal legal files. 
 
(c) Inspection and Audit of Records:  All records acquired, or generated by the Contractor under 
this contract, and in the possession of the Contractor, including those described in paragraph (b) 
above (exclusive of subparagraph (b)(2) and (b)(3)), shall be subject to inspection and audit any 
reasonable times.  The Contractor shall afford the proper facilities for such inspection and audit. 
 
10. Disclosure of Information – Official Use Only  
Each officer or employee of the Contractor or Subcontractor at any tier to whom “Official Use 
Only” information may be made available or disclosed shall be notified in writing by the 
Contractor that “Official Use Only” information disclosed to such officer or employee can be 
used only for a purpose and to the extent authorized herein, and that further disclosure of any 
such “Official Use Only” information, by any means, for a purpose or to an extent unauthorized 
herein, may subject the offender to criminal sanctions imposed by 18 U.S.C. Sections 641 and 
3571.  Section 641 of 18 U.S.C. provides, in pertinent part, that whoever knowingly converts to 
his use or the use of another, or without authority sells, conveys, or disposes of any record of the 
United States or whoever receives the same with the intent to convert it to his use or gain, 
knowing it to have been converted, shall be guilty of a crime punishable by a fine or imprisoned 
up to ten years or both.  
 
11. Confidentiality of Information 
(a) To the extent that the work under this contract requires that the Contractor be given access to 
confidential or proprietary business, technical, or financial information belonging to other private 
parties or the Government, the Contractor shall after receipt thereof, treat such information as 
confidential and agrees not to appropriate such information for its own use or to disclose such 
information to third parties unless specifically authorized by the Contracting Officer in writing.  
The foregoing obligations, however, shall not apply to: 
 
(1) Information which, at the time of receipt by the Contractor, is in the public domain; 
(2) Information which is published after receipt thereof by the Contractor or otherwise becomes 
part of the public domain through no fault of the Contractor; 
(3) Information which the Contractor can demonstrate was in its possession at the time of receipt 
thereof and was not acquired directly or indirectly from the Government or other  companies; or, 
(4) Information which the Contractor can demonstrate was received by them from a third  party 
who did not require the Contractor to hold it in their confidence. 
 
(b) The Contractor shall obtain the written agreement, in a form satisfactory to the FEMA 
Contracting Officer, of each employee permitted access, whereby the employee agrees that 
he/she will not discuss, divulge, or disclose any such information or data to any person or entity 
except those persons within the Contractor's organization directly concerned with the 
performance of the contract. 
 
(c) The Contractor agrees that upon request by the Contracting Officer, it will execute an 
approved agreement with any party whose facilities or proprietary data they are given access to 







Grants Management Modernization (GMM) Request for Quote (RFQ) 
 
 


 Page 18 
 
 
 


in regards to the restrictive use and disclosure of the data and the information obtained from such 
facilities.  Upon request by Contracting Officer, such an agreement shall also be signed by 
Contractor personnel. 
 
(d) This language shall flow down to all subcontracts. 
 
12. Government-Furnished Property and Government-Furnished Information 
Specific requirements for Government-furnished property and/or Government-furnished 
information will be addressed in the Orders.  
  
13. Unauthorized Work 
The Contractor is not authorized at any time to commence Order performance prior to the 
issuance of a signed Order or other written approval provided by the CO to begin work. 
 
14. Federal Holidays 
The Government observes the following federal holidays.  When any such day falls on a 
Saturday, the preceding Friday is observed.  When any such day falls on a Sunday, the following 
Monday is observed. 
 


New Year’s Day Labor Day 
Martin Luther King, Jr.’s 
Birthday 


Columbus Day 


Presidents’ Day Veterans’ Day 
Memorial Day Thanksgiving Day 
Independence Day Christmas Day 
Inauguration Day  
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Section IV - Clauses 


Grants Management Modernization (GMM) 
Request for Quote (RFQ) 


 
FAR 52.252-2 Clauses Incorporated By Reference (FEB 1998) 
 
This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text.  Upon request, the Contracting Officer will make their full text 
available.  Also, the full text of a clause may be accessed electronically at 
www.acquisition.gov/far. 
 
All GSA Terms and Conditions and clauses are applicable to this BPA. FEMA Terms and 
Conditions and clauses are applicable to this BPA.  
 


FAR Clause No. Title and Date 


52.227-1 Authorization and Consent (DEC 2007) 


52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007) 


52.227-3 Patent Indemnity (APR 1984) 


52.227-14 Rights in Data- General  (May 2014) 


52.227-15 
Representation of Limited Rights Data and Restricted Computer Software (DEC 
2007) 


52.227-16 Additional Data Requirements (June 1987) 


52-227-19 Commercial Computer Software License (DEC 2007) 


52.232-18 Availability of Funds (APR 1984) 


52.232-20 Limitation of Cost (APR 1984) 


52.232-22 Limitation of Funds (APR 1984) 


52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013) 


52.242-1 Notice of Intent to Disallow Costs (APR 1984) 


52.242-3 Penalties for Unallowable Costs (MAY 2014) 


52.243-1 Changes — Fixed-Price (AUG 1987) ALT II (APR 1984) 


52.244-6 Subcontracts for Commercial Items (JUN 2016) 


52.245-1 Government Property (APR 2012) 
 
52.249-2 Termination for Convenience of the Government (Fixed Price) (APR 2012) 
52.249-8 Default (Fixed-Price Supply and Service) (APR 1984) 
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  HSAR Clause 
No. 
  


Title and Date   


3052.203-70 Instructions for Contractor Disclosure of Violations (SEP 2012) 


3052.205-70 Advertisements, Publicizing Awards, and Releases (SEP 2012) 
Alternate I (SEP 2012) 


3052.215-70 Key Personnel and Facilities (DEC 2003) 
3052.228-70 Insurance (DEC 2003) 


3052.242-72 Contracting Officer’s Technical Representative (DEC 2003) 
 
 
52.204-1 -- Approval of Contract (DEC 1989) 
This contract is subject to the written approval of Contracting Officer and shall not be binding 
until so approved. 
 
52.216-19 -- Order Limitations (OCT 1995) 
 (a) Minimum order. When the Government requires supplies or services covered by this contract 
in an amount of less than $50.00 the Government is not obligated to purchase, nor is the 
Contractor obligated to furnish, those supplies or services under the contract. 


(b) Maximum order. The Contractor is not obligated to honor -- 


(1) Any order for a single item in excess of $80,000,000.00. 


(2) Any order for a combination of items in excess of $80,000,000.00. 


or 


(3) A series of orders from the same ordering office within 30 days that together call for 
quantities exceeding the limitation in subparagraph (b)(1) or (2) of this section. 


(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-
21 of the Federal Acquisition Regulation (FAR)), the Government is not required to order a part 
of any one requirement from the Contractor if that requirement exceeds the maximum-order 
limitations in paragraph (b) of this section. 


(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order 
exceeding the maximum order limitations in paragraph (b), unless that order (or orders) is 
returned to the ordering office within 5 days after issuance, with written notice stating the 
Contractor’s intent not to ship the item (or items) called for and the reasons. Upon receiving this 
notice, the Government may acquire the supplies or services from another source. 


52.217-8 -- Option to Extend Services (Nov 1999) 
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The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed 6 months. 
The Contracting Officer may exercise the option by written notice to the Contractor within 30 
days.  


In accordance with FAR 52.217-5 and FAR 52.217-8, the Government will evaluate a price for 
the Option to Extend Services, in case the Government elects to exercise that option.  The 
method for calculating the price for that option will be to take the price of all CLINS for the last 
option period and extend the estimated price for an additional six months of performance, in 
accordance with the maximum time available for extension under the clause.  This will give the 
total price for the base period of performance and all options contained in the contract.  The 
contractor is not to price anything for this six month option.  The Government will add the 
calculated price for the six month Option to Extend Services to the contractor’s proposed total 
price. 


52.217-9 -- Option to Extend the Term of the Contract (MAR 2000) 
 (a) The Government may extend the term of this contract by written notice to the Contractor 
within 30 days provided that the Government gives the Contractor a preliminary written notice 
of its intent to extend at least 30 days before the contract expires. The preliminary notice does 
not commit the Government to an extension. 


(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 


(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 5 years and 6 months. 


 


HSAR Clauses Incorporated In Full Text 
 
3052.215-70 Key personnel or facilities (DEC 2003)  
(a) The personnel or facilities specified below are considered essential to the work being 
performed under this contract and may, with the consent of the contracting parties, be changed 
from time to time during the course of the contract by adding or deleting personnel or facilities, 
as appropriate.  
 
(b) Before removing or replacing any of the specified individuals or facilities, the Contractor 
shall notify the Contracting Officer, in writing, before the change becomes effective. The 
Contractor shall submit sufficient information to support the proposed action and to enable the 
Contracting Officer to evaluate the potential impact of the change on this contract. The 
Contractor shall not remove or replace personnel or facilities until the Contracting Officer 
approves the change.  
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The Key Personnel or Facilities under this Contract:  
Program Manager 
Any additional Key Personnel designated by Quoter 


 
3052.204-71 CONTRACTOR EMPLOYEE ACCESS (SEP 2012) 
(a) Sensitive Information, as used in this clause, means any information, which if lost, 
misused, disclosed, or, without authorization is accessed, or modified, could adversely affect 
the national or homeland security interest, the conduct of Federal programs, or the privacy to 
which individuals are entitled under section 552a of title 5, United States Code (the Privacy 
Act), but which has not been specifically authorized under criteria established by an 
Executive Order or an Act of Congress to be kept secret in the interest of national defense, 
homeland security or foreign policy. This definition includes the following categories of 
information: 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107- 
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of 
Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the PCII Program Manager or his/her 
designee); 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the Assistant Secretary for the 
Transportation Security Administration or his/her designee) 
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential 
to the national or homeland security interest; and 
(4) Any information that is designated “sensitive” or subject to other controls, safeguards 
or protections in accordance with subsequently adopted homeland security information 
handling procedures. 
(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet 
sites. 
(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting 
Officer. Upon the Contracting Officer's request, the Contractor's 06-01-2006 HSAR 52-6 
employees shall be fingerprinted, or subject to other investigations as required. All 
Contractor employees requiring recurring access to Government facilities or access to 
sensitive information or IT resources are required to have a favorably adjudicated background 
investigation prior to commencing work on this contract unless this requirement is waived 
under Departmental procedures. 
(d) The Contracting Officer may require the Contractor to prohibit individuals from working 
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on the contract if the Government deems their initial or continued employment contrary to 
the public interest for any reason, including, but not limited to, carelessness, 
insubordination, incompetence, or security concerns. 
(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person 
unless authorized in writing by the Contracting Officer. For those Contractor employees 
authorized access to sensitive information, the Contractor shall ensure that these persons 
receive training concerning the protection and disclosure of sensitive information both 
during and after contract performance. 
(f) The Contractor shall include the substance of this clause in all subcontracts at any tier 
where the subcontractor may have access to Government facilities, sensitive information, or 
resources. 


(End of clause) 
 
ALTERNATE I (SEP 2012) 
When the contract will require contractor employees to have access to Information 
Technology (IT) resources, add the following paragraphs: 
(g) Before receiving access to IT resources under this contract the individual must 
receive a security briefing, which the Contracting Officer’s Technical Representative 
(COTR) will arrange, and complete any nondisclosure agreement furnished by DHS. 
(h) The Contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary 
for performance of the work under this contract. Any attempts by Contractor personnel to 
gain access to any information technology resources not expressly authorized by the 
statement of work, other terms and conditions in this contract, or as approved in writing by 
the COTR, is strictly prohibited. In the event of violation of this provision, DHS will take 
appropriate actions with regard to the contract and the individual(s) involved. 
 
(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the Contractor performs business for the DHS Component. It is 
not a right, a guarantee of access, a condition of the contract, or Government 06-01-2006 
HSAR 52-7 Furnished Equipment (GFE). 
(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold 
and save DHS harmless from any unauthorized use and agrees not to request additional time 
or money under the contract for any delays resulting from unauthorized use or access. 
(k) Non-U.S. citizens shall not be authorized to access or assist in the development, 
operation, management or maintenance of Department IT systems under the contract, unless 
a waiver has been granted by the Head of the Component or designee, with the concurrence 
of both the Department’s Chief Security Officer (CSO) and the Chief Information Officer 
(CIO) or their designees. Within DHS Headquarters, the waiver may be granted only with 
the approval of both the CSO and the CIO or their designees. In order for a waiver to be 
granted: 
(1) There must be a compelling reason for using this individual as opposed to a U. S. citizen; 


and 
(2) The waiver must be in the best interest of the Government. 
(l) Contractors shall identify in their quotes the names and citizenship of all non-U.S. citizens 
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proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the Contracting Officer. 


(End of clause) 
 
 
HSAR 3052.209-70 PROHIBITION ON CONTRACTS WITH 
CORPORATE EXPATRIATES (JUN 2006) 


 
(a) Prohibitions. 


 
Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of 
Homeland Security from entering into any contract with a foreign incorporated entity which 
is treated as an inverted domestic corporation as defined in this clause, or with any 
subsidiary of such an entity. The Secretary shall waive the prohibition with respect to any 
specific contract if the Secretary determines that the waiver is required in the interest of 
national security. 


 
(b) Definitions. As used in this clause: 
  
Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the 
Internal Revenue Code of 1986 (without regard to section 1504(b) of such Code), except that 
section 1504 of such Code shall be applied by substituting `more than 50 percent' for `at least 
80 percent' each place it appears. 


 
Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 
835 of the Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation 
for purposes of the Internal Revenue Code of 1986. 


 
Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted 
domestic corporation if, pursuant to a plan (or a series of related transactions)— 


 
(1) The entity completes the direct or indirect acquisition of substantially all of 
the properties held directly or indirectly by a domestic corporation or 
substantially   all of the properties constituting a trade or business of a 
domestic partnership; 


 
(2) After the acquisition at least 80 percent of the stock (by vote or value) of 
the entity is held— 


 
(i) In the case of an acquisition with respect to a domestic 
corporation, by former shareholders of the domestic corporation 
by reason of holding stock in the domestic corporation; or 


 
(ii) In the case of an acquisition with respect to a domestic 
partnership, by former partners of the domestic partnership 
by reason of holding a capital or profits interest in the 
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domestic partnership; and 
 


(3) The expanded affiliated group which after the acquisition includes the 
entity does not have substantial business activities in the foreign country in 
which or under the law of which the entity is created or organized when 
compared to the total business activities of such expanded affiliated group. 


 
Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), 
and 
(5) of section 7701(a) of the Internal Revenue Code of 1986, respectively. 


 
(c) Special rules. The following definitions and special rules shall apply when 
determining whether a foreign incorporated entity should be treated as an inverted 
domestic corporation. 


 
(1) Certain stock disregarded. For the purpose of treating a foreign 
incorporated entity as an inverted domestic corporation these shall not be 
taken into account in determining ownership: 


 
(i) Stock held by members of the expanded affiliated group 
which includes the foreign incorporated entity; or  


 


(ii) Stock of such entity which is sold in a public offering related 
to an acquisition described in section 835(b)(1) of the 
Homeland Security Act, 6 U.S.C. 395(b)(1). 


 
(2) Plan deemed in certain cases. If a foreign incorporated entity acquires 
directly or indirectly substantially all of the properties of a domestic 
corporation or partnership during the 4-year period beginning on the date 
which is 2 years before the ownership requirements of subsection (b)(2) are 
met, such actions shall be treated as pursuant to a plan. 


 
(3) Certain transfers disregarded. The transfer of properties or liabilities 
(including by contribution or distribution) shall be disregarded if such 
transfers are part of a plan a principal purpose of which is to avoid the 
purposes of this section. 


 
(d) Special rule for related partnerships. For purposes of applying section 835(b) of the 
Homeland Security Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except 
as provided in regulations, all domestic partnerships which are under common control 
(within the meaning of section 482 of the Internal Revenue Code of 1986) shall be treated 
as a partnership. 


 
(e) Treatment of Certain Rights. 


 
(1) Certain rights shall be treated as stocks to the extent necessary to reflect 
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the present value of all equitable interests incident to the transaction, as 
follows: 


 
(i) warrants; 


 
(ii) options; 


 
(iii) contracts to acquire stock; 


 
(iv) convertible debt instruments; and 


 
(v) others similar interests. 


 
(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed 
appropriate to do so to reflect the present value of the transaction or to 
disregard transactions whose recognition would defeat the purpose of Section 
835. 


 
(f) Disclosure. The Quoter under this solicitation represents that [Check one]: 


 


     it is not a foreign incorporated entity that should be treated as an inverted domestic 
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-
7003; 
     it is a foreign incorporated entity that should be treated as an inverted domestic corporation 
pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has 
submitted a request for waiver pursuant to 3009.108-7004, which has not been denied; or 


 


     it is a foreign incorporated entity that should be treated as an inverted domestic 
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-
7003, but it plans to submit a request for waiver pursuant to 3009.108-7004. 


 
(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver 
request, if a waiver has been applied for, shall be attached to the bid or proposal. 


 
(End) 


 
 
 


HSAR 3052.209-73 Limitation of Future Contracting (Jun 2006) 
 
(a) The Contracting Officer has determined that this acquisition may give rise to a potential 
organizational conflict of interest. Accordingly, the attention of prospective Quoters is invited to 
FAR Subpart 9.5--Organizational Conflicts of Interest. 
 
(b) The nature of this conflict is due to the software development support detailed in the 
Statement of Objectives. 
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(c) The restrictions upon future contracting are as follows: 
 
(1)  The Government considers the below referenced FEMA contracts/solicitations to be 
organizational conflict of interests with the FEMA Grants Management Modernization SPARC 
Request for Quote and any resultant BPA.  Contractors, subcontractors and consultants which 
have a current award or which receive an award under any of the below referenced FEMA 
contracts/solicitations may therefore be considered to have an organizational conflict of interest 
with the FEMA Grants Management Modernization SPARC Request for Quote and any resultant 
BPA.  If a Quoter with a potential or actual conflict of interest or unfair competitive advantage 
believes the conflict can be avoided, neutralized, or mitigated, the Quoter shall submit a 
mitigation plan to the Government for review as part of its Price Volume submission in 
accordance with the terms and conditions of the FEMA Grants Management Modernization 
SPARC Request for Quote. 


Acquisition 
Considerations 


Domain 
Analysis 
[closed] 


Program Mgt. 
Support 
Services 


(PMSS)/PW
C 


Acquisition 
Planning 
Support 


Legacy 
Systems 
Analysis 


DataDRAFT B-SIGMA Operational 
Test Agent 


Support 


Action Identifier HSFE40-14- GS10F04664 HSHQDC- HSHQDC-06- GS-35F- GS-35F- HSFE70-16-D- 
(e.g. contract or 
 


A-0184 HSFE60-16- 14-D-0006 D-0001 320AA / 0119F / 0207 
grant number) 
IDV PIID 


HSFE40-15- 
J-0158 


[closed] 


F-0202 HSFE40-16- 
J-0200 


/HSFEHQ-08- 
J-2009, Work 


Order 44 


HSF330- 
16F-0232 


HSF330
- 16F-
0232  


 Contractor Gryphon 
Scientific 


Price 
Waterhouse 


Coopers 
Public Sector 


LLP 


MITRE- 
System 


Engineering 
& 


Development 
Institute (SEDI) 


IBM 
Corporation 


Constellation 
Software 
Engineering 


Carahsoft Garud 
Technology 
Services 


Description of 
Service 


Data gap 
analysis with 


external 
internal/repor


t ting 
requirements 


analysis, 
transition 
plan, and 


environment 
for staging 


Administrativ
e Support, 


Scheduling, 
Notes, 


Comment 
adjudication, 


Budget 
Documents 


Grants 
Management 


Modernization 
- Acquisition 
Life-Cycle 


Support 


FEMA 
Enterprise 


Applications 
Development 


Integration and 
Sustainment 


Support 


Conducts 
functional 


performance 
and data 


architecture/ 
management 


analysis; 
functional/tech
nical system 


level 
transformation 


& transition 
planning 


Provides 
provide 


discovery, 
analysis, 


re- design, 
and 


prototyping 
the future 
state of 
FEMA 


Grants 
Domain 


Interact & 
coordinate with 


DHS S&T 
DOT&E and the 


Test Area 
Managers 
(TAMs) 


 
Plan, prepare, 
and conduct 
OT&E with 
associated 


cybersecurity 
testing 


 
Review test 


plans, scripts, 
and Release Test 


activities for 
possible 


inclusion of test 
data 
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Period of 
Performance 
(start and end 
dates) 


Jul 2, 2015 – 
Oct 1, 2016 


Mar 16.2017 
– Mar 15, 


2019 


Feb 25, 2016 – 
June 24, 2017 


Feb 29, 2016 – 
Mar 13, 2017 


June 27, 2016 
– Dec 26, 2019 


Jul 20, 
2016 – Jul 
19, 2018 


Nov 16, 2016 – 
Jan 31, 2018 


 
 
 


(2)  If the Contractor, under the terms of this contract, or through the performance of tasks 
pursuant to this contract, is required to develop specifications or statements of work that are to be 
incorporated into a solicitation, the Contractor shall be ineligible to perform the work described 
in that solicitation as a prime or first-tier subcontractor under an ensuing DHS contract. This 
restriction shall remain in effect for a reasonable time, as agreed to by the Contracting Officer 
and the Contractor, sufficient to avoid unfair competitive advantage or potential bias (this time 
shall in no case be less than the duration of the initial production contract). DHS shall not 
unilaterally require the Contractor to prepare such specifications or statements of work under this 
contract. 


 
(3) To the extent that the work under this contract requires access to proprietary, business 
confidential, or financial data of other companies, and as long as these data remain proprietary or 
confidential, the Contractor shall protect the data from unauthorized use and disclosure and 
agrees not to use them to compete with those other companies. 


 
(End of clause) 


 
 


INFORMATION TECHNOLOGY SECURITY AND PRIVACY 
TRAINING (MAR 2015) 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert 
the substance of this clause in all subcontracts. 


 
(b) Security Training Requirements. 


 
(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness 
materials annually or whenever system security changes occur, or when the user’s 
responsibilities 
change.  The Department of Homeland Security (DHS) requires that Contractor employees 
take an annual Information Technology Security Awareness Training course before accessing 
sensitive information under the contract. Unless otherwise specified, the training shall be 
completed within thirty (30) days of contract award and be completed on an annual basis 
thereafter not later than October 31st of each year. Any new Contractor employees assigned to 
the contract shall complete the training before accessing sensitive information under the  
contract.  The training is accessible at http://www.dhs.gov/dhs-security-and-training- 
requirements-contractors.  The Contractor shall maintain copies of training certificates for all 
Contractor and subcontractor employees as a record of compliance. Unless otherwise 
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specified, initial training certificates for each Contractor and subcontractor employee shall be 
provided to the Contracting Officer’s Representative (COR) not later than thirty (30) days 
after contract award.  Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the COR via e-mail notification not later than October 31st 


of each year. The e-mail notification shall state the required training has been completed for 
all Contractor and subcontractor employees. 


 
(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 
that will have access to DHS systems and sensitive information. The DHS Rules of Behavior 
shall be signed before accessing DHS systems and sensitive information. The DHS Rules of 
Behavior is a document that informs users of their responsibilities when accessing DHS 
systems and holds users accountable for actions taken while accessing DHS systems and 
using DHS Information Technology resources capable of inputting, storing, processing, 
outputting, and/or transmitting sensitive information.  The DHS Rules of Behavior is 
accessible at  http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  Unless 
otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) days of 
contract award.  Any new Contractor employees assigned to the contract shall also sign the 
DHS Rules of Behavior before accessing DHS systems and sensitive information. The 
Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and 
subcontractor employees as a record of compliance.  Unless otherwise specified, the 
Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR not later 
than thirty (30) days after contract award for each employee. The DHS Rules of Behavior 
will be reviewed annually and the COR will provide notification when a review is required. 


 
(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have 
access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to 
take Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII.  The 
training is accessible at http://www.dhs.gov/dhs-security-and-training-requirements- 
contractors.  Training shall be completed within thirty (30) days of contract award and be 
completed on an annual basis thereafter not later than October 31st of each year. Any new 
Contractor employees assigned to the contract shall also complete the training before 
accessing PII and/or SPII.  The Contractor shall maintain copies of training certificates for 
all Contractor and subcontractor employees as a record of compliance.  Initial training 
certificates for each Contractor and subcontractor employee shall be provided to the COR 
not later than thirty (30) days after contract award.  Subsequent training certificates to 
satisfy the annual training requirement shall be submitted to the COR via e-mail 
notification not later than October 31st of each year.  The e-mail notification shall state the 
required training has been completed for all Contractor and subcontractor employees. 


 
(End of clause) 


 
SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015) 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert 
the substance of this clause in all subcontracts. 
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(b) Definitions.  As used in this clause— 
 


“Personally Identifiable Information (PII)” means information that can be used to distinguish 
or trace an individual's identity, such as name, social security number, or biometric records, 
either alone, or when combined with other personal or identifying information that is linked 
or linkable to a specific individual, such as date and place of birth, or mother’s maiden name.  
The definition of PII is not anchored to any single category of information or technology.  
Rather, it requires a case-by-case assessment of the specific risk that an individual can be 
identified.  In performing this assessment, it is important for an agency to recognize that non-
personally identifiable information can become personally identifiable information whenever 
additional information is available information, could be used to identify an individual. 


 
PII is a subset of sensitive information.  Examples of PII include, but are not limited to: 
name, date of birth, mailing address, telephone number, Social Security number (SSN), email 
address, zip code, account numbers, certificate/license numbers, vehicle identifiers including 
license plates, uniform resource locators (URLs), static Internet protocol addresses, biometric 
identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 
unique identifying number or characteristic, and any information where it is reasonably 
foreseeable that the information will be linked with other information to identify the 
individual. 


 
“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee 
Access, as any information, which if lost, misused, disclosed, or, without authorization is 
accessed, or modified, could adversely affect the national or homeland security interest, the 
conduct of Federal programs, or the privacy to which individuals are entitled under section 
552a of Title 5, United States Code (the Privacy Act), but which has not been specifically 
authorized under Quoter established by an Executive Order or an Act of Congress to be kept 
secret in the interest of national defense, homeland security or foreign policy. This 
definition includes the following categories of information: 


 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing 
regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the 
applicable PCII Procedures Manual, as amended, and any supplementary guidance 
officially communicated by an authorized official of the Department of Homeland 
Security (including the PCII Program Manager or his/her designee); 


 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and 
Control of SSI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration or 
his/her designee); 


 
(3) Information designated as “For Official Use Only,” which is unclassified 
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information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person’s privacy or welfare, the conduct of Federal programs, or 
other programs or operations essential to the national or homeland security interest; 
and 


 
(4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland security 
information handling procedures. 


 
“Sensitive Information Incident” is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, or unauthorized access or attempted access of any 
Government system, Contractor system, or sensitive information. 


 
“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 
compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual. Some forms of PII are 
sensitive as stand-alone elements.  Examples of such PII include: Social Security 
numbers (SSN), driver’s license or state identification number, Alien Registration 
Numbers (A-number), financial account number, and biometric identifiers such as 
fingerprint, voiceprint, or iris scan.  Additional examples include any groupings of 
information that contain an individual’s name or other unique identifier plus one or 
more of the following elements: 


 
(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother’s maiden name, 
account passwords or personal identification numbers (PIN) 


 
Other PII may be “sensitive” depending on its context, such as a list of employees and 
their performance ratings or an unlisted home address or phone number.  In contrast, a 
business card or public telephone directory of agency employees contains PII but is 
not sensitive. 


 
(c) Authorities.  The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors, or available upon request from the Contracting Officer, including but not 
limited to: 


 
(1) DHS Management Directive 11042.1 Safeguarding Sensitive But 
Unclassified (for Official Use Only) Information 
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(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally 
Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland 
Security Personnel Suitability and Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance 
(9) Federal Information Processing Standard (FIPS) 140-2 Security 
Requirements for Cryptographic Modules accessible at  
http://csrc.nist.gov/groups/STM/cmvp/standards.html  


 


(10) National Institute of Standards and Technology (NIST) Special 
Publication 800-53 Security and Privacy Controls for Federal Information 
Systems and Organizations accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 
(11) NIST Special Publication 800-88 Guidelines for Media 
Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 


 


(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well as 
the policies and procedures described below, is required. 


 
(1) Department of Homeland Security (DHS) policies and procedures on 
Contractor personnel security requirements are set forth in various 
Management Directives (MDs), Directives, and Instructions. MD 11042.1, 
Safeguarding Sensitive But Unclassified (For Official Use Only) Information 
describes how Contractors must handle sensitive but unclassified information. 
DHS uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but 
unclassified information that is not otherwise categorized by statute or 
regulation. Examples of sensitive information that are categorized by statute 
or regulation are PCII, SSI, etc.  The DHS Sensitive Systems Policy Directive 
4300A and the DHS 4300A Sensitive Systems Handbook provide the policies 
and procedures on security for Information Technology (IT) resources. The 
DHS Handbook for Safeguarding Sensitive Personally Identifiable 
Information provides guidelines to help safeguard SPII in both paper and 
electronic form.  DHS Instruction Handbook 121-01-007 Department of 
Homeland Security Personnel Suitability and Security Program establishes 
procedures, program responsibilities, minimum standards, and reporting 
protocols for the DHS Personnel Suitability and Security Program. 


 
(2) The Contractor shall not use or redistribute any sensitive information 
processed, stored, and/or transmitted by the Contractor except as specified in 
the contract. 
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(3) All Contractor employees with access to sensitive information shall 
execute DHS Form 11000-6, Department of Homeland Security Non-
Disclosure Agreement (NDA), as a condition of access to such information. 
The Contractor shall maintain signed copies of the NDA for all employees 
as a record of compliance.  The Contractor shall provide copies of the signed 
NDA to the Contracting Officer’s Representative (COR) no later than two 
(2) days after execution of the form. 


 
(4) The Contractor’s invoicing, billing, and other recordkeeping systems 
maintained to support financial or other administrative functions shall not 
maintain SPII.  It is acceptable to maintain in these systems the names, titles 
and contact information for the COR or other Government personnel 
associated with the administration of the contract, as needed. 


 
(e) Authority to Operate.  The Contractor shall not input, store, process, output, and/or 
transmit sensitive information within a Contractor IT system without an Authority to 
Operate (ATO) signed by the Headquarters or Component CIO, or designee, in consultation 
with the Headquarters or Component Privacy Officer.  Unless otherwise specified in the 
ATO letter, the ATO is valid for three (3) years. The Contractor shall adhere to current 
Government policies, procedures, and guidance for the Security Authorization (SA) process 
as defined below. 


 
(1) Complete the Security Authorization process. The SA process shall 
proceed according to the DHS Sensitive Systems Policy Directive 4300A 
(Version 11.0, April 30, 2014), or any successor publication, DHS 4300A 
Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor 
publication, and the Security Authorization Process Guide including 
templates. 


 
(i) Security Authorization Process Documentation.  SA documentation 


shall be developed using the Government provided Requirements 
Traceability Matrix and Government security documentation 
templates.  SA documentation consists of the following: Security Plan, 
Contingency Plan, Contingency Plan Test Results, Configuration 
Management Plan, Security Assessment Plan, Security Assessment 
Report, and Authorization to Operate Letter. Additional documents 
that may be required include a Plan(s) of Action and Milestones and 
Interconnection Security Agreement(s).  During the development of SA 
documentation, the Contractor shall submit a signed SA package, 
validated by an independent third party, to the COR for acceptance by 
the Headquarters or Component CIO, or designee, at least thirty (30) 
days prior to the date of operation of the IT system. The Government is 
the final authority on the compliance of the SA package and may limit 
the number of resubmissions of a modified SA package.  Once the 
ATO has been accepted by the Headquarters or Component CIO, or 
designee, the Contracting Officer shall incorporate the ATO into the 
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contract as a compliance document.  The Government’s acceptance of 
the ATO does not alleviate the Contractor’s responsibility to ensure the 
IT system controls are implemented and operating effectively. 


 
(ii) Independent Assessment.  Contractors shall have an independent third 


party validate the security and privacy controls in place for the 
system(s). The independent third party shall review and analyze the 
SA package, and report on technical, operational, and management 
level deficiencies as outlined in NIST Special Publication 800-53 
Security and Privacy Controls for Federal Information Systems and 
Organizations.  The Contractor shall address all deficiencies before 
submitting the SA package to the Government for acceptance. 


 
(iii) Support the completion of the Privacy Threshold Analysis (PTA) as 


needed.  As part of the SA process, the Contractor may be required to 
support the Government in the completion of the PTA.  The 
requirement to complete a PTA is triggered by the creation, use, 
modification, upgrade, or disposition of a Contractor IT system that 
will store, maintain and use PII, and must be renewed at least every 
three (3) years. Upon review of the PTA, the DHS Privacy Office 
determines whether a Privacy Impact Assessment (PIA) and/or Privacy 
Act System of Records Notice (SORN), or modifications thereto, are 
required. The Contractor shall provide all support necessary to assist 
the Department in completing the PIA in a timely manner and shall 
ensure that project management plans and schedules include time for 
the completion of the PTA, PIA, and SORN (to the extent required) as 
milestones.  Support in this context includes responding timely to 
requests for information from the Government about the use, access, 
storage, and maintenance of PII on the Contractor’s system, and 
providing timely review of relevant compliance documents for factual 
accuracy.  Information on the DHS privacy compliance process, 
including PTAs, PIAs, and SORNs, is accessible at  
http://www.dhs.gov/privacy-compliance. 


 


(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO 
shall be renewed every three (3) years.  The Contractor is required to update 
its SA package as part of the ATO renewal process. The Contractor shall 
update its SA package by one of the following methods: (1) Updating the SA 
documentation in the DHS automated information assurance tool for 
acceptance by the Headquarters or Component CIO, or designee, at least 90 
days before the ATO expiration date for review and verification of security 
controls; or (2) Submitting an updated SA package directly to the COR for 
approval by the Headquarters or Component CIO, or designee, at least 90 days 
before the ATO expiration date for review and verification of security 
controls.  The 90 day review process is independent of the system production 
date and therefore it is important that the Contractor build the review into 
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project schedules. The reviews may include onsite visits that involve physical 
or logical inspection of the Contractor environment to ensure controls are in 
place. 


 
(3) Security Review.  The Government may elect to conduct random periodic 
reviews to ensure that the security requirements contained in this contract are 
being implemented and enforced. The Contractor shall afford DHS, the Office 
of the Inspector General, and other Government organizations access to the 
Contractor’s facilities, installations, operations, documentation, databases and 
personnel used in the performance of this contract. The Contractor shall, 
through the Contracting Officer and COR, contact the Headquarters or 
Component CIO, or designee, to coordinate and participate in review and 
inspection activity by Government organizations external to the DHS. Access 
shall be provided, to the extent necessary as determined by the Government, 
for the Government to carry out a program of inspection, investigation, and 
audit to safeguard against threats and hazards to the integrity, availability and 
confidentiality of Government data or the function of computer systems used 
in performance of this contract and to preserve evidence of computer crime. 


 
(4) Continuous Monitoring.  All Contractor-operated systems that input, 
store, process, output, and/or transmit sensitive information shall meet or 
exceed the continuous monitoring requirements identified in the Fiscal 
Year 2014 DHS Information Security Performance Plan, or successor 
publication. The plan is updated on an annual basis.  The Contractor shall 
also store monthly continuous monitoring data at its location for a period 
not less than one year from the date the data is created.  The data shall be 
encrypted in accordance with FIPS 140-2 Security Requirements for 
Cryptographic Modules and shall not be stored on systems that are shared 
with other commercial or Government entities.  The Government may 
elect to perform continuous monitoring and IT security scanning of 
Contractor systems from Government tools and infrastructure. 


 
(5) Revocation of ATO.  In the event of a sensitive information incident, 
the Government may suspend or revoke an existing ATO (either in part 
or in whole).  If an ATO is suspended or revoked in accordance with this 
provision, the Contracting Officer may direct the Contractor to take 
additional security measures to secure sensitive information.  These 
measures may include restricting access to sensitive information on the 
Contractor IT system under this contract. Restricting access may 
include disconnecting the system processing, storing, or transmitting 
the sensitive information from the Internet or other networks or applying 
additional security controls. 


 
(6) Federal Reporting Requirements.  Contractors operating information 
systems on behalf of the Government or operating systems containing 
sensitive information shall comply with Federal reporting requirements. 







Grants Management Modernization (GMM) Request for Quote (RFQ) 
 
 


 Page 36 
 
 
 


 
 


Annual and quarterly data collection will be coordinated by the Government. 
Contractors shall provide the COR with requested information within three 
(3) business days of receipt of the request.  Reporting requirements are 
determined by the Government and are defined in the Fiscal Year 2014 DHS 
Information Security Performance Plan, or successor publication.  The 
Contractor shall provide the Government with all information to fully satisfy 
Federal reporting requirements for Contractor systems. 


 
(f) Sensitive Information Incident Reporting Requirements. 


(1) All known or suspected sensitive information incidents shall be reported to 
the Headquarters or Component Security Operations Center (SOC) within one 
hour of discovery in accordance with 4300A Sensitive Systems Handbook 
Incident Response and Reporting requirements. When notifying the 
Headquarters or Component SOC, the Contractor shall also notify the 
Contracting Officer, COR, Headquarters or Component Privacy Officer, and 
US-CERT using the contact information identified in the contract.  If the 
incident is reported by phone or the Contracting Officer’s email address is not 
immediately available, the Contractor shall contact the Contracting Officer 
immediately after reporting the incident to the Headquarters or Component 
SOC. The Contractor shall not include any sensitive information in the subject 
or body of any e-mail. To transmit sensitive information, the Contractor shall 
use FIPS 140-2 Security Requirements for Cryptographic Modules compliant 
encryption methods to protect sensitive information in attachments to email.  
Passwords shall not be communicated in the same email as the attachment. A 
sensitive information incident shall not, by itself, be interpreted as evidence 
that the Contractor has failed to provide adequate information security 
safeguards for sensitive information, or has otherwise failed to meet the 
requirements of the contract. 


 
(2) If a sensitive information incident involves PII or SPII, in addition to the 
reporting requirements in 4300A Sensitive Systems Handbook Incident 
Response and Reporting, Contractors shall also provide as many of the 
following data elements that are available at the time the incident is reported, 
with any remaining data elements provided within 24 hours of submission of 
the initial incident report: 


 
(i) Data Universal Numbering System (DUNS); 
(ii) Contract numbers affected unless all contracts by the company 


are affected; 
(iii) Facility CAGE code if the location of the event is different 


than the prime contractor location; 
(iv) Point of contact (POC) if different than the POC recorded in 


the System for Award Management (address, position, 
telephone, email); 


(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
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(vii) Name of subcontractor and CAGE code if this was an incident 
on a subcontractor network; 


(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time 


of the incident, both at the Contractor and subcontractor 
level; 


(xii) Description of the Government PII and/or SPII contained 
within the system; 


(xiii) Number of people potentially affected and the estimate or 
actual number of records exposed and/or contained within the 
system; and 


(xiv) Any additional information relevant to the incident. 
 


(g) Sensitive Information Incident Response Requirements. 
(1) All determinations related to sensitive information incidents, including 


response activities, notifications to affected individuals and/or Federal 
agencies, and related services (e.g., credit monitoring) will be made in writing 
by the Contracting Officer in consultation with the Headquarters or 
Component CIO and Headquarters or Component Privacy Officer. 


 
(2) The Contractor shall provide full access and cooperation for all activities 


determined by the Government to be required to ensure an effective 
incident response, including providing all requested images, log files, and 
event information to facilitate rapid resolution of sensitive information 
incidents. 


 
(3) Incident response activities determined to be required by the Government 


may include, but are not limited to, the following: 
 


i. Inspections, 
ii. Investigations, 


iii. Forensic reviews, and 
iv. Data analyses and processing. 


 
(4) The Government, at its sole discretion, may obtain the assistance from 


other Federal agencies and/or third-party firms to aid in incident response 
activities. 


 
(h) Additional PII and/or SPII Notification Requirements. 


(1) The Contractor shall have in place procedures and the capability to notify 
any individual whose PII resided in the Contractor IT system at the time 
of 
the sensitive information incident not later than 5 business days after being 
directed to notify individuals, unless otherwise approved by the Contracting 
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Officer.  The method and content of any notification by the Contractor shall 
be coordinated with, and subject to prior written approval by the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, 
utilizing the DHS Privacy Incident Handling Guidance.  The Contractor shall 
not proceed with notification unless the Contracting Officer, in consultation 
with the Headquarters or Component Privacy Officer, has determined in 
writing that notification is appropriate. 


 
(2) Subject to Government analysis of the incident and the terms of its 


instructions to the Contractor regarding any resulting notification, the 
notification method may consist of letters to affected individuals sent by 
first class mail, electronic means, or general public notice, as approved by 
the Government.  Notification may require the Contractor’s use of address 
verification and/or address location services.  At a minimum, the 
notification shall include: 


 
(i) A brief description of the incident; 
(ii) A description of the types of PII and SPII involved; 
(iii) A statement as to whether the PII or SPII was encrypted 


or protected by other means; 
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to 


investigate the incident, to mitigate the incident, and to 
protect against any future incidents; and 


(vi) Information identifying who individuals may contact for 
additional information. 


 
 


 


(i) Credit Monitoring Requirements.  In the event that a sensitive information incident 
involves PII or SPII, the Contractor may be required to, as directed by the Contracting 
Officer: 


(1) Provide notification to affected individuals as described above; and/or 
 


(2) Provide credit monitoring services to individuals whose data was under the 
control of the Contractor or resided in the Contractor IT system at the time of 
the sensitive information incident for a period beginning the date of the incident 
and extending not less than 18 months from the date the individual is notified. 
Credit monitoring services shall be provided from a company with which the 
Contractor has no affiliation. At a minimum, credit monitoring services shall 
include: 


 
(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use 
of fraud alerts; and/or 
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(3) Establish a dedicated call center. Call center services shall include: 
 


(i) A dedicated telephone number to contact customer service within a 
fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports 
and credit scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls 
that cannot be handled by call center staff and must be resolved by call center 
management or DHS, as appropriate), and other key metrics; 
(iv) Escalation of calls that cannot be handled by call center staff to call 
center management or DHS, as appropriate; 
(v) Customized FAQs, approved in writing by the Contracting Officer in 
coordination with the Headquarters or Component Chief Privacy Officer; 
and 
(vi) Information for registrants to contact customer service representatives 
and fraud resolution representatives for credit monitoring assistance. 


 
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information.  As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special 
Publication 800-88 Guidelines for Media Sanitization. 
 


BACKGROUND INVESTIGATIONS 
 
All contractor personnel who require access to DHS or FEMA information systems, routine 
access to DHS or FEMA facilities, or access to sensitive information, including but not limited to 
Personally Identifiable Information (PII), shall be subject to a full background investigation 
commensurate with the level of the risk associated with the job function or work being 
performed.  FEMA’s Personnel Security Division (PSD) will determine the risk designation for 
each contractor position by comparing the functions and duties of the position against those of a 
same or similar federal position, applying the same standard for evaluating the associated 
potential for impact on the integrity and efficiency of federal service.   
 
Low Risk without Information System Access 
Contractor personnel occupying positions or performing functions with a Low Risk designation 
and who do not require access to DHS or FEMA information systems shall undergo a National 
Agency Check with Inquiries (NACI) Tier 1 and a credit check and must receive a favorable 
adjudication thereof from FEMA PSD prior to performing work under this contract. 
 
Low Risk with Information System Access 
Contractor personnel occupying positions or performing functions with a Low Risk designation 
and who require access to DHS or FEMA information systems shall undergo a Tier 2 Suitability 
Background Investigation (T2) and must receive a favorable adjudication thereof from FEMA 
PSD prior to performing work under this contract. 
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Moderate Risk 
Contractor personnel occupying positions or performing functions with a Moderate Risk 
designation shall undergo a Tier 2 Suitability Background Investigation (T2) and must receive a 
favorable adjudication thereof from FEMA PSD prior to performing work under this contract.   
 
High Risk 
Contractor personnel occupying positions or performing functions with a High Risk designation 
shall undergo a Tier 4 Background Investigation (BI) and must receive a favorable adjudication 
thereof from FEMA PSD prior to performing work under this contract.   
 
Background Investigation Process 
To initiate the request to process contractor personnel, the Contractor shall provide the FEMA 
Contracting Officer’s Representative (COR) with all required information and comply with all 
necessary instructions to complete Section II of the FEMA Form 121-3-1-6, “Contract 
Fitness/Security Screening Request.”  The FEMA COR shall ensure that all other applicable 
sections of the FEMA Form 121-3-1-6 are complete prior to submitting the form to FEMA PSD 
for processing.  The Contractor shall also provide the FEMA COR with completed OF 306, 
“Declaration for Federal Employment,” forms for all contractor personnel. 
 
Contractor personnel who already have a favorably adjudicated background investigation, may 
be eligible to perform work under this contract without further processing by FEMA PSD if  
 


• the investigation was completed within the last five years,  
• it meets or exceeds the minimum requirement for the position they will occupy or 


functions they will perform on  this contract,  
• the contractor personnel have not had a break in employment since the prior favorable 


adjudication, and  
• FEMA PSD has verified the investigation and confirmed that no new derogatory 


information has been disclosed which may require a reinvestigation.   
 
FEMA PSD will notify the COR of the names of the contractor personnel eligible to work based 
on prior, favorable adjudication.  The COR will, in turn, notify the Contractor of the names of 
the favorably adjudicated contractor personnel, at which time the favorably adjudicated 
contractor personnel will be eligible to begin work under this contract.   


 
For those contractor personnel who do not have an acceptable, prior, favorable adjudication or 
who otherwise require reinvestigation, FEMA PSD will issue an electronic notification via email 
to the contractor personnel that  contains the following documents, which are incorporated into 
this contract by reference, along with a link to the Office of Personnel Management’s Electronic 
Questionnaires for Investigation Processing (e-QIP) system and instructions for submitting the 
necessary information: 
 


• Standard Form 85P, “Questionnaire for Public Trust Positions” 
• Optional Form 306, “Declaration for Federal Employment” 
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• SF 87, “Fingerprint Card” (2 copies)  
• DHS Form 11000-6, “Non-Disclosure Agreement” 
• DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports 


Pursuant to the Fair Credit Reporting Act” 


FEMA PSD will only accept complete packages consisting of all of the above document and 
Standard Form 85P, which must be completed electronically through the Office of Personnel 
Management’s e-QIP system.  The Contractor is responsible for ensuring that all contractor 
personnel timely and properly submit all required background information. 
 
Once contractor personnel have properly submitted the complete package of all required 
background information, FEMA’s Personnel Security Division, at its sole discretion, may grant 
contractor personnel temporary eligibility to perform work under this contract prior to 
completion of the full background investigation if the Personnel Security Division’s initial 
review of the contractor personnel’s background information reveals no issues of concern.  In 
such cases, FEMA’s Personnel Security Division will provide notice of such temporary 
eligibility to the COR who will then notify the Prime Contractor, at which time the identified 
contractor personnel will be temporarily eligible to begin work under this contract.  Neither the 
Prime Contractor nor the contractor personnel has any right to such a grant of temporary 
eligibility.  The grant of such temporary eligibility shall not be considered as assurance that the 
contactor personnel will remain eligible to perform work under this contract upon completion of 
and final adjudication of the full background investigation. 
 
Upon favorable adjudication of the full background investigation, FEMA’s Personnel Security 
Division will update the contractor personnel’s security file and take no further action.  In any 
instance where the final adjudication results in an unfavorable determination FEMA’s Personnel 
Security Division will notify the contractor personnel directly, in writing, of the decision and will 
provide the COR with the name(s) of the contractor personnel whose adjudication was 
unfavorable.  The COR will then forward that information to the Contractor.  Contractor 
personnel who receive an unfavorable adjudication shall be ineligible to perform work under this 
contract.  Unfavorable adjudications are final and not subject to review or appeal. 
 
Continued Eligibility and Reinvestigation 
Eligibility determinations based on a Low Risk (NACI w/Credit or T1), Moderate Risk (MBI or 
T2S or High Risk (BI or T4) are valid for five years from the date that the investigation was 
completed and closed. Contractor personnel required to undergo a background investigation to 
perform work under this contract shall be ineligible to perform work under this contract upon the 
expiration the background investigation unless and until the contractor personnel have undergone 
a reinvestigation and FEMA’s Personnel Security Division has renewed their eligibility to 
perform work under this contract. 
 
Exclusion by Contracting Officer 
The Contracting Officer, independent of FEMA’s Personnel Security Division, may direct the 
Contractor be excluded from working on this contract.  Any contractor found or deemed to be 
unfit or whose continued employment on the contract is deemed contrary to the public interest or 
inconsistent with the best interest of the agency may be removed. 
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FACILITY ACCESS   
 
The Contractor shall comply with FEMA Directive 121-1 “FEMA Personal Identity Verification 
Guidance,” FEMA Directive 121-3 “Facility Access,” and FEMA Manual 121-3-1 “FEMA 
Credentialing Access Manual,” to arrange for contractor personnel’s access to FEMA facilities, 
which includes, but is not limited to, arrangements to obtain any necessary identity badges for 
contractor personnel.  
 
Contractor personnel working within any FEMA facility who do not require access to DHS or 
FEMA IT systems and do not qualify for a PIV Card may be issued a Facility Access Card 
(FAC). FACs cannot exceed 180 days; all contractors requiring access greater than 180 days will 
need to qualify for and receive a PIV card before being allowed facility access beyond 180 days.   
 
Contractor personnel shall not receive a FAC until they have submitted a SF 87, “Fingerprint 
Card,” and receive approval from FEMA PSD.  Contractor personnel using a FAC for access to 
FEMA facilities must be escorted in Critical Infrastructure areas (i.e., server rooms, weapons 
rooms, mechanical rooms, etc.) at all times.   
 
FEMA may deny facility access to any contractor personnel whom FEMA’s Office of the Chief 
Security Officer has determined to be a potential security threat.  
 
The Contractor shall notify the FEMA COR of all terminations/resignations within five calendar 
days of occurrence. The Contractor must account for all forms of Government-provided 
identification issued to contractor employees under a contract (i.e., the PIV cards or other similar 
badges) must return such identification to FEMA as soon as any of the following occurs: 


• When no longer needed for contract performance. 
• Upon completion of a contractor employee’s employment. 
• Upon contract completion or termination. 


 
If an identification card or building pass is not available to be returned, the Contractor shall 
submit a report to the FEMA COR, referencing the pass or card number, name of the individual 
to whom it was issued, and the last known location and disposition of the pass or card. 
 
The Contractor or contractor personnel’s failure to return all DHS- or FEMA-issued 
identification cards and building passes upon expiration, upon the contractor personnel’s removal 
from the contract, or upon demand by DHS or FEMA may subject the contractor personnel and 
the Contractor to civil and criminal liability. 
 
DHS ENTERPRISE ARCHITECTURE COMPLIANCE 
All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 
 


• All developed solutions and requirements shall be compliant with the HLS EA.  


• All IT hardware and software shall be compliant with the HLS EA Technical Reference 
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Model (TRM) Standards and Products Profile.  


• Description information for all data assets, information exchanges and data standards, 
whether adopted or developed, shall be submitted to the Enterprise Data Management 
Office (EDMO) for review, approval and insertion into the DHS Data Reference Model 
and Enterprise Architecture Information Repository.  


• Development of data assets, information exchanges and data standards will comply with 
the DHS Data Management Policy MD 103-01 and all data-related artifacts will be 
developed and validated according to DHS data management architectural guidelines.  


• Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components 
(networks, infrastructure, and applications) specific to individual acquisitions shall be in 
accordance with the DHS Enterprise Architecture (per OMB Memorandum M-05-22, 
August 2, 2005) regardless of whether the acquisition is for modification, upgrade, or 
replacement. All EA-related component acquisitions shall be IPv6 compliant as defined 
in the U.S. Government Version 6 (USGv6) Profile (National Institute of Standards and 
Technology (NIST) Special Publication 500-267) and the corresponding declarations of 
conformance defined in the USGv6 Test Program.  
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Section V – Instructions to Quoters 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
 


This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab (PIL). The PIL is a 
virtual lab that experiments with innovative techniques for increasing efficiencies in the procurement process and 
institutionalizing best practices. There is nothing you need to do differently for this requirement. The PIL project 
team may reach out to successful and unsuccessful Quoters, after award, to assess effectiveness of the procurement 
process and the innovative techniques applied. The anonymous feedback will be used to further refine DHS 
procurement practices. Additional information on the PIL may be found here-- https://www.dhs.gov/pil.. 
 
1. Service of Protest (FAR 52.233-2) (SEP 2006) 
(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed 
directly with an agency, and copies of any protests that are filed with the Government  
Accountability Office (GAO), shall be served to the Contracting Officer by submitting an e-mail, 
and by obtaining an acknowledgment of receipt via e-mail, to the following e-mail addresses: 
  


 
 Name:   Contracting Officer, Kimmeria Hall 
 Address: Federal Emergency Management Agency 
   500 C. Street, SW, 3rd Floor 


 Washington, DC 20472-3205 
 Email:  Kimmeria.Hall@fema.dhs.gov 


Tel No:  202-372-5613 
 


 
(b) The copy of any protest shall be received in the office designated above within one day of filing 
a protest with the GAO. 
 
2. 52.216-1 -- Type of Contract (APR 1984) 
The Government contemplates award of a FFP and T&M BPA. 


 
3. Hand Delivered or Fax Submissions, Modifications, or Withdrawals of 
Quotes 
Facsimile submissions, modifications, or withdrawals of quotes are not permitted and the 
Contracting Officer will disregard such quotes if any are received. Alternate proposals will not 
be accepted. 
 
4. Disposition of Quotes 
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Quotes will be disposed of as follows: FEMA will retain one (1) copy of each quote for the 
official contract file of record, and the remainder will be destroyed.  No destruction certificate 
will be furnished. 
 
5. Questions 
Any questions regarding this solicitation must be submitted via email to Contracting Officer at 
Kimmeria.Hall@fema.dhs.gov no later than 5pm EST on 03/2/2018.  The Quoters must include 
the company name and solicitation number in the subject line of the email. Questions must be 
submitted via the Questions Template, see Attachment 7.  
 
6.  Phased Procurement 
The Government intends to conduct this procurement through a phased quote submission and 
phased evaluation.   
 
A notional schedule for the procurement is below: 
 


Event Date 
Phase I Quotes Due 15 March 2018 
Notification of Advisory Down Select, 
and Schedule for Oral Presentations, as 
applicable 


13 April 2018 


Phase II Quotes Due 4 May 2018 
Oral Presentations 10 May- 21 May 2018 
Award  July 2018 


 
7.  Quote Due Date and Submission 
(a) The Quoters shall submit the quote volumes associated with Phase I via email to 
Kimmeria.Hall@fema.dhs.gov no later than NOON EST on 03/15/2018.  Further instructions 
for Phase II volume submission will be provided after the Government completes its 
evaluation of quotes received in response to Phase I.  
 
No other methods of submission will be accepted. 
 
The Government is not liable for any expenses incurred by the Quoters in developing and 
submitting quotes for this solicitation. 
  
8. Instructions for Quote Preparation 
 
The following instructions are for the preparation and submission of quotes. The purpose of this 
section is to establish requirements for the format and content of quotes so that quotes contain all 
essential information and can be evaluated equitably. Quoters are instructed to read the entire 
solicitation document, including all attachments, prior to submitting questions and/or preparing 
your offer. Omission of any information from the quote submission requirements may result in 
rejection of the offer. 
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(1) Quoters shall note that quote will be evaluated and a selection decision will be made.  
Quotes will therefore be treated independently of any other quotes.   
 


(2) Quoters are expected to follow the detailed quote preparation instructions fully and 
carefully.  The Government will rely on the information provided by the Quoters to 
evaluate the quotes.  It is therefore imperative that Quoters carefully follow the 
instructions set forth below and submit their quotes in the format and with the content 
specified below, providing all requested information.   
 


(3) Quotes that fail to provide information in the format requested may be found 
unacceptable and may be rejected without further consideration if the Contracting Officer 
determines that a significant revision or addendum to the Quoter’s quote would be 
required to permit further evaluation, and especially if the incompleteness of the quote or 
errant formatting of the quote appears to be due from a lack of diligence or competence 
of the Quoters. 
 


(4) The instructions provided have been specifically tailored to the evaluation Quoter to be 
applied during quote evaluation.  They are designed to ensure the submission of 
information essential to the understanding and comprehensive validation and evaluation 
of quotes.  Clarity and completeness are of utmost importance to the quote.  The 
relevance and conciseness of the quote is important. The Quoters are responsible for the 
accuracy and completeness of its quote.  The quote shall be valid for one hundred and 
eighty (180) calendar days from the quote due date. 
 


 
9. Page Size and Font 
Paper size shall be 8 1/2 by 11-inch white paper with printing on one (1) side only, using 12 
point font.  No reduction is permitted except for organization charts or other graphic illustrations, 
or in headers/footers.  In those instances where reduction is allowable, Quoters shall ensure that 
the print is easily readable; no less than 8 point font on graphs and 10 point font on tables.  Each 
page shall have adequate margins on each side (at least one (1) inch) of the page.  Header/footer 
information (which does not include any information to be evaluated) may be included in the 1" 
margin space.  Pages that exceed the maximum page limitation will not be evaluated.   
 
For the electronic copy of the quote, each file shall be submitted in a format readable by 
Microsoft Office 2013 or searchable PDF.  It is the sole responsibility of the Quoter to ensure 
that the electronic media submitted is virus-free and can be opened and read by the Government.  
If the electronic media cannot be opened and read by the Government, the Quoter shall have four 
(4) business hours after notification to correct the deficiency.  After that time, if the electronic 
media cannot be opened and read by the Government, the offer may be considered non-
responsive and that may render the Quoter ineligible for any award.  The deadline for submission 
of the electronic copy of the quote is firm.  As the closing date and time draws near, heavy traffic 
on the web server may cause delays.  Quoters are strongly encouraged to plan ahead and leave 
ample time to prepare and submit their quotes.  Quoter bears the risk of web site inaccessibility 
due to heavy usage, which may occur during the final days/hours before the solicitation closing 
time.  The electronic copy of the quote will constitute the official copy for timely receipt. 
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10. Quote Content (Phase I and Phase II) 
 


Naming 
Convention  


Tab Title Associated 
Evaluation 


Criteria 
Volume I: Technical and Management Volume (Phase I)  


Tab A 
(Document) 


Video and SF-425 Working Prototype Overview and Access 
Information ( 3 page limit)  


1 and 2 


Tab B 
(Document) 


Resumes of Proposed Key Personnel (2 pages/resume; 1 resume for 
each proposed Key Personnel). Offer Letters not included in page 
count. 


3 


Tab C 
(Document) 


Contractor Teaming Arrangement (CTA) or GSA Prime 
Contractor/Subcontractor Arrangement 


1-6, as 
applicable 


Volume II: Technical and Management Volume (Phase II)  


Tab A 
(PowerPoint 
Slides) 


PowerPoint Slides for Oral Presentation (25 Slide Limit) 4 


Oral Presentation Specific Date/Time/Location for the Oral Presentation Will Be 
Provided by the Government  


4 


Tab B 
(Document) 


Technical/Management Approach for BPA Call #1 (10 page limit) 5 


   
Volume III: Business & Pricing (Phase II) 


Tab A 
(Document) 


Quotation Cover/Transmittal Letter  N/A 


Tab B 
(Document) 


GSA Pricing Schedule 6 


Tab C 
(Document) 


HSAR Clause 3052.209-70 (f) Disclosure and HSAR Provision 
3052.209-72 (c) Disclosure and HSAR 


N/A 


Tab D 
(Document) 


HSAR 3052.209-72 – Organizational Conflict of Interest (c) 
Disclosure and Mitigation Plan (if applicable) 


N/A 


Tab E 
(Document) 


Pricing Excel Workbook (Attachment 1) 6 


Tab F 
(Document) 


Quote Assumptions, Exceptions and Dependencies 1-6, as 
applicable 


   
 
Information contained in each volume shall be complete to the extent that evaluation of each tab may be 
accomplished independently of, and concurrently with, evaluation of the other. Your responses must 
demonstrate that both your firm and personnel can successfully complete this project. Quoters shall 
strictly adhere to the page limits.  
 
NO PRICE INFORMATION IS TO BE INCLUDED IN VOLUME I AND II  
 
 
11. Instructions - Phase I 
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Volume I – Technical and Management Volume (Phase I)  
 
Tab A: Video and SF-425 Working Prototype Overview and Access Information (3 page 
limit) 
 
The Quoter shall provide an overview of the video and SF-425 working prototype, which 
includes video access information for the Government to be able to access an “unlisted” or 
“private” Youtube that is no longer than 20 minutes in length/duration.  Additionally, the 
overview shall include SF-425 working prototype access information for the Government to be 
able to access a password protected or private web-based link to the SF-425 prototype. The 
overview shall include: 


• The technical platform and stack, including any COTS products, on which the web-
based SF-425 working prototype was developed, along with the Quoter’s rationale for 
the choice of the technical platform and stack, including any COTS products utilized 
for the prototype.  


• The technical and design assumptions the Quoter made as it employed its agile 
methodology and process in the development of the revised web-based SF-425 
working prototype, given no interaction with the Government (i.e., Product Owner) 
was available for this scenario.  


• A diagram showing the prototype’s system architecture and a diagram showing the 
prototype’s database schema 


• Any design artifacts created to enable development of the prototype such as user 
personas, wireframes, or journey mapping. 


 
The overview shall document how the prototype is baselined to prevent changes to be made to 
the prototype after submission in accordance with the RFQ.  The government reserves the right 
to request that Quoters provide the government build documentation, control logs, or other 
verification to support that the prototype has not been changed after the submission due date in 
response to this RFQ.  
 
Video content that extends beyond 20 minutes will not be considered in the evaluation. 
Videos must be submitted through the “unlisted”  or “private” Youtube.com link. Do not 
provide a shortened URL, such as youtu.be.  If a “private” Youtube.com link is provided, the 
Quoter shall share the “private” link with the Contracting Officer using the following e-mail: 
Kimmeria.Hall@fema.dhs.gov.   


 
The video shall include participation by the Quoter’s proposed Key Personnel that would be 
providing support under a resultant BPA. 


 
NOTE 1: A Quoter who includes information in its quote data that it does not want disclosed 
to the public for any purpose, or used by the Government except for evaluation purposes, 
shall prepare text conforming to para. (e) of the provision at FAR 52.215-1, Instructions to 
Quoters—Competitive Acquisition.  This text alone may be displayed for the first thirty 
seconds of the video submission, which will not count against the total 20 minute time 
allowed. 
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The web-based link to the SF-425 working prototype shall provide the Government full front-end 
access to the working prototype.  
 
The video and SF-425 working prototype will be utilized to evaluate Criteria 1 – Prior Relevant 
Experience of the Prime Quoter and Criteria 2 - Agile Methodology, Process, and SF-425 
Working Prototype. 
 
Criteria 1-Prior Relevant Experience from the Prime Quoter 
The Government assumes that regardless of whether the Quoter proposes a custom solution, a 
COTS based solution, or a hybrid solution, some level of custom code development will still 
be required.  The Quoter shall demonstrate that it has a mature agile methodology that it has 
implemented successfully to support the scope and complexity as listed below in items a) 
through e), and with a minimum single contract dollar value of $5,000,000.00 across at least 3 
agile teams (over an annual basis). 
 


a) Organizational evolution and transformation from waterfall to agile processes; 
b) Structure (i.e., Team X has 1x Product Manager, 1x Product Designer, and 4x 


Product Engineers including Architecture/Infrastructure) and management of 
multiple Agile teams (at least 3) supporting concurrent application development, 
integration and delivery efforts in a single organization that delivers quality 
products on a consistent basis.  This should include how to pair and rotate 
resources;  


c) Delivery of micro-services and web-based application of similar size, scope and 
complexity to the GMM agile and consolidation requirement. These services and 
applications should demonstrate a strong execution of user experience design 
techniques that shape the product along the way. 


d) Transition and Re-factoring of applications from legacy support models to a 
Development-Security-Operations (DevSecOps; DevOps with integrated 
security) support model utilizing cloud Infrastructure as a Service; 


e) Sustaining micro services web-based applications utilizing a DevSecOps support 
model utilizing cloud Infrastructure as a Service including help/service desk. 


 
The Quoter shall present up to three (3) recent examples of relevant experience. Recent 
is considered to be within the last 3 years and relevant is considered to be of similar scope and 
complexity to items a) through e) with a minimum contract dollar value of $5,000,000.00 and at 
least 3 agile teams (over an annual basis). If Quoter determines that they have not performed any 
contracts that are relevant to this solicitation, they should indicate this in the Youtube.com 
submission. Relevant experience should only come from the Prime Quoter or Contractor Teaming 
Agreement, and not from any other proposed subcontractor. 
 
 
 
 
For each example of relevant experience provided, the Prime Quoter or Contractor Teaming 
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Agreement shall discuss: 
1.  How the Quoter fostered their customer’s transition to an mature agile approach to 


software development. 
2. A rationale for the agile methodology employed and whether or not the 


objectives, budget, schedule were met or unmet, and why; 
3. The team(s) structure, composition and roles, including any team incentives, 


rotations and pairing that were employed and if it improved quality and sped-up 
delivery; 


4. Demonstration of a website developed by the Quoter  or of a prototype, 
including how the teams employed user-experience design techniques employed 
to shape the final product); 


5. Representative examples of how user feedback was captured through user 
research, usability testing, help/service desk metrics, and customer satisfaction 
summary report; 


6. How the total engagement and increments were priced (including contract type, 
total contract amount, and CLIN); 
 


Criteria 2: Agile Methodology, Process, and SF-425 Working Prototype:   


In the video, the Quoter shall provide sufficient information regarding their agile methodology 
and process and how that methodology and process supports the objectives of the GMM 
solution. Specifically, the Government is interested in the following areas as it relates to the 
GMM solution: 


 
a. Overview of the proposed GMM solution architecture (i.e., custom, COTS, or 
hybrid solution); 
b. Proposed agile methodology and process that will be used to support incremental 
delivery of the GMM solution; 
c. A description of the proposed integrated development, security and operations 
(DevSecOps) processes with a continuous integration, and continuous delivery (CI/CD) 
pipeline that includes automation first for testing and compliance.   
 
Note: First for testing means that the DevSecOps pipeline must integrate and automate the 
various code specific tests and security/vulnerability scans as well as compliance checks 
before code delivery/promotion is allowed. Code will not be deliverable if it fails any of the 
automated tests. Examples of compliance required in this solicitation and resultant BPA 
include 508 Compliance, FISMA 2014, Clinger-Cohen, Privacy Act, PCI-DSS, HIPAA, 
SOX, OMB A-123, OMB A-130, DHS 4300A, NIST 800-series, FIPS, Executive Orders, and 
all other Federal Regulations which impact Cybersecurity requirements. 
 


SF-425 Working Prototype Scenario: The Quoter shall utilize the development process 
for the web-based SF-425 working prototype as example of its proposed agile methodology 
and processes for Criteria 2. In addition to the video submission, a revised SF-425 working 
prototype as a web-based form that reflects the output of the below related user stories 
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utilizing the Quoter’s proposed agile methodology and processes shall be submitted to the 
Government as part of the Phase 1 submission.  


SF-425 Scenario’s: Post-Award Recipient Submission of a SF-425, Grant Manager 
Review, and Approval Process Modification 
The following user stories document the functional capability desired for the web-based SF-
425 working prototype.  The user story includes a title in the “As a…I want to…so that…” 
format, a description of the business function/needs of the user story, and functional 
acceptance criteria that document what the web-based SF-425 working prototype is required to 
demonstrate in order to be accepted by the customer. 


Scenario 1 
 


a. Title: As a Grant Recipient user, I want to complete and submit the semi-annual 
SF-425 financial report, so that I can comply with the reporting requirements for 
my grant award. 


 
b.  Description:  In this scenario, the recipient is required to report semi-annually. 


When implemented, this story will allow a recipient user to complete and 
submit the required financial progress report utilizing the approved SF-425 
form.  The form layout, instructions, schema, and data constraints can be found 
here: https://www.grants.gov/web/grants/forms/post-award-reporting-
forms.html#sortby=1 Use form version 1.0. 


 


Scenario 2 
a. Title: As a Grants Program Analyst I want to assign the review of a single 


SF- 425 report to a Grants Management Specialist user, so that the Grants 
Management Specialist can accept or reject the report before I review it. 


 
b. Description:  In this scenario, the Grants Program Analyst wants a Grants 


Management Specialist to review a specific SF-425 report before the Grants 
Program Analyst does so.  When implemented, this story will allow a Grants 
Program Analyst to assign the review of a single report to a Grants Management 
Specialist, and will allow the Grants Management Specialist to accept or reject 
the report.  If the Grants Management Specialist approves the report, the story 
will allow the report be assigned back to the Grants Program Analyst for 
review, and will allow the Grants Program Analyst to accept or reject the report 
through a second review. 


 


Scenario 3 
a. Title: As a Grants Program Analyst I want to modify the workflow for 


reviewing all SF-425 reports for a program, so that Grants Management 
Specialists review all reports before Grants Program Analysts. 


 
b. Description:  In this scenario, the grant program has decided that having a 
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Grants Management Specialist review all SF-425s before Grant Program 
Analysts is a best practice that should be implemented across the program 
going forward. When implemented, the story will allow the Grants Program 
Analyst to modify the report review workflow for the grant program, so that all 
SF-425s that are submitted go through an initial review by a Grants 
Management Specialist, and those that are approved then go through a second 
review by a Grants Program Analyst. 


 
Tab B:  Resumes of Proposed Key Personnel (2 pages/resume; 1 resume for each 
proposed Key Personnel)  
 


Criteria 3 –Key Personnel 
The Quoter shall provide resumes for the Program Manager and any other proposed Key 
Personnel to support the GMM SPARC Program Management and Technical Support Services 
requirements, in accordance with the requirements below.   
 
The resumes shall clearly demonstrate how each of the proposed Key Personnel meet the 
Quoter’s IT Schedule 70 contract requirements for education and experience for the specified 
labor category proposed, as well as the additional GMM SPARC specific requirements for 
Program Manager.   
 
The proposed Key Personnel will apply to the entire BPA, including in the performance of BPA 
Call #1.  
 
The resumes shall identify the proposed Key Personnel as either “existing employee of the Prime 
Contractor” “existing employee of the, Contractor Teaming Arrangement”, or “existing 
employee of the Prime’s Major Subcontractor.”  If not an existing employee of the Prime, 
Contractor Teaming Arrangement or Prime’s Major Subcontractor, the resume shall clearly state 
that the proposed key personnel has confirmed placement for the proposed position if an award is 
received” and a Tentative/Contingent Offer letter shall also be provided which documents that 
the proposed key personnel has accepted the proposed position if an award is received The 
Tentative/Contingent Offer letters are not included in the page count for Volume I, Tab B.  


The Key Personnel and their associated requirements are as follows: 
Program Manager 


• In addition to the requirements of the Quoters IT Schedule 70 contract, the proposed Program 
Manager shall: 


o Have a minimum of ten (10) years of experience specific to IT Project Management 
focusing on IT development projects.  


o Have, at a minimum, a Bachelor’s degree in Computer Science, Information 
Technology Management, or Engineering or other hard science degree.  


o Have, at least two (2) years specialized experience in managing IT DevSecOps 
projects and scrum team(s).  


 


The Program Manager is responsible for the entire BPA and associated BPA Calls, shall 
ensure that all work under the BPA and BPA Calls comply with the BPA and BPA Call order 
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terms and conditions, and shall have access to contractor corporate senior leadership when 
necessary. The Program Manager shall be the primary interface with the GMM’s Contracting 
Officer’s Representative (COR) and FEMA’s Contracting Officer (CO), and shall attend status 
meetings and ad hoc meetings with stakeholders as required, accompanied by other proposed 
Key Personnel as necessary. The Program Manager shall be a single point of contact for 
resolution of BPA and call order issues. 


 
Other Proposed Key Personnel 
The Quoter shall submit resumes for any number of additional Key Personnel that possess 
skillsets the Quoter identifies as crucial for successful performance under the resultant BPA, 
including BPA Call #1.  The intent of permitting Quoters flexibility in identifying additional Key 
Personnel is to provide the Quoter an opportunity to staff the BPA and BPA Call #1 as most 
appropriate to the Quoter’s proposed technical solution and approach to the work.  
 
In addition to describing the experience and education of proposed Key Personnel, the submitted 
resumes for all additional proposed Key Personnel shall also document a) the role the proposed 
Key Personnel will serve under the resultant BPA and BPA Call #1 and the associated labor 
category and level  from the Quoter’s approved GSA IT Schedule 70 Labor Categories,  b) the 
specific crucial skillset that is being met by the proposed Key Personnel and c) the level of effort 
for all periods of performance which will be associated with the proposed Key Personnel. 
 
Identified Key Personnel shall be responsible for ensuring consistency across work streams, and 
to the extent possible, remain on the BPA throughout the duration of contract performance.  The 
government seeks a well-balanced team of Key Personnel that includes Agile coaching, solution 
architecture, database architecture, product management, user experience design, and software 
engineering.  Key personnel shall demonstrate expertise in the Agile and DevSecOps 
approaches, and experience using many of the tools included in the Development/Test Tool 
Suite identified in the solicitation and important to the Quoter’s proposed technical solution for 
GMM SPARC.  Engineers must have an understanding of supporting full-stack (application, 
data, network) development, as well as an understanding of automated and programmable 
security controls, dedicated management/security in a virtual private cloud (VPC), identify and 
access control, hardening OS’s and applications, and encrypting data at rest and in motion. 
 
Tab C:  Contractor Teaming Arrangement (CTA) or GSA Prime 
Contractor/Subcontractor Arrangement 
 


1) Quoters may structure their quotation packages either as a GSA MAS Contractor Team 
Arrangement (CTA) or as a GSA Prime Contractor/Subcontractor arrangement, 
whichever approach it believes provides the best value solution to the DHS. Further 
guidance on GSA CTAs may be found at the GSA MAS Desk Reference Section 10:  
Contractor Team Arrangements (CTAs). 


 
2) If a GSA CTA is proposed, the Quoter is to specifically identify it as such and submit the 


CTA supporting documentation to DHS as part of its quotation package. The CTA must 
identify and designate the Team Leader, all Team Members, their corresponding GSA 
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Schedule Contract Number(s), and describe the services to be performed by the Team 
Leader and each Team Member. Each quotation submitted as a CTA shall describe the 
Team Leader and Team Member responsibilities in terms of receiving Orders under the 
BPAs, invoicing, and payment. Each quotation submitted as a CTA must include 
adequate Technical, and Business & Pricing information for DHS to evaluate the merits 
of the submission. In preparing their quote, CTA’s shall follow the Instruction to Quoters 
for each phase. Quoters shall include CTA supporting documentation in Volume II, Tab 
C of their quote that shall include a cover page with their agreements to include a list of 
the teaming/partnering parties and the following information for each party: company 
name, DUNS number, address, point of contact, email address, phone and fax numbers. 


 
3) If a GSA Prime Contractor / Subcontractor Arrangement(s) is proposed, only the Prime 


Contractor must have a GSA Schedule IT 70 contract. The Prime cannot contract to offer 
services for which it does not hold the proper Schedule contract. GSA authorized 
subcontractors may fulfill requirements under the Prime Contractor’s GSA Contract that 
shall include Quoters cover page with their agreements to include a list of the 
teaming/partnering parties and the following information for each party: company name, 
DUNS number, address, point of contact, email address, phone and fax numbers. 


 
12.  Advisory Down-Selection Notification 


After the Government completes evaluation Criteria 1, 2 and 3,   Quoters will receive an 
advisory notification via  e-mail from the Contracting Officer.  This notification will advise 
the Quoter of the Government’s advisory recommendation to proceed or not to proceed with 
Phase II submission. Quoters who are rated most highly for criteria 1, 2 and 3 will be advised 
to proceed to Phase II of the quote submission process. Quoters who were not among the 
most highly rated will be advised that they are unlikely to be viable competitors, along with 
the general basis for the Government’s advisory recommendation. The intent of this advice is 
to minimize quote development costs for those Quoters with little to no chance of receiving 
an award.  Quoters should note that Phase I evaluation criteria are more important than Phase 
II evaluation criteria.  
 
The Government intends to provide no more than 5 Quoters with an advisory notification to 
proceed.  However, the Government’s advice will be a recommendation only, and those 
Quoters who are advised not to proceed may elect to continue their participation in the 
procurement.   
 
The Government does not intend to provide debriefings after the completion of the advisory 
down select notifications. Failure to participate in Phase I of the procurement precludes 
further consideration of a Quoter. Quoter submissions will not be accepted from Quoters who 
have not submitted Phase I quotes by the due date and time stated in this solicitation.  For 
those Quoters that are rated most highly and advised to proceed to Phase II of the quote 
submission process, the Contracting Officer will include the Phase II submission instructions 
on the advisory notification, including the date, time and exact location of the Quoter’s 
scheduled oral presentation, as well as the due date for the written portion of the Phase II 
submission.  The Phase II written submission due date will be a minimum of 3 weeks from the 
date of the advisory notification, and oral presentations will be scheduled after the submission 
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of written Phase II quotes.   
 


Those Quoters that received advisory notification not to proceed to Phase II, but regardless 
choose to proceed to Phase II , shall send an email to  Kimmeria.Hall@fema.dhs.gov, not later 
than 24 hours after receipt of the advisory recommendation not to proceed, indicating its 
intent to participate in Phase II. After the Contracting Officer receives notice from the Quoter 
stating its intent to participate in Phase II despite the Government’s advisory notification not 
to proceed, the Contracting Officer will send a separate e-mail with Phase II submission 
instructions within 2 business days.   


 
13.  Instructions - Phase II 
The Government’s notification to Quoters after evaluation of Phase I quote submissions will 
include the due date for Phase II written quote submissions, as well as the scheduled time for 
Quoters oral presentations.  The due date for Phase II written submissions will be prior to the 
scheduled oral presentations. 


 
Volume II: Technical and Management Volume (Phase II) 
 
Tab A:  PowerPoint Slides for Oral Presentation – Proposed GMM Target Solution (Criteria 4) (25 
Slide Limit) 
 
Quoters shall submit PowerPoint slides that will be utilized for oral presentations.  While the slide limit is 
25 slides for this submission, the Quoter is reminded to consider that the oral presentation is time-boxed 
and is encouraged to consider how many slides can be adequately covered during the oral presentation.   


Oral Presentation - Proposed GMM Target Solution (Criteria 4) 
 


The Quoter’s oral presentation shall provide the Government an understanding of the Quoter’s 
proposed GMM Target Solution.  The oral presentation shall address the solution, plans and 
resources necessary to satisfy all SOO objectives,  


leverage the current investment and existing approved technologies to achieve Initial Operating 
Capability (IOC) as well as Full Operating Capability (FOC).     
 


 
 
 
In detailing its target solution, the Quoter shall provide the trade-off analysis of CGOS and 
custom solutions that was performed in order to determine the best approach for its proposed 
target solution to implement, which includes the impacts of custom development that would 
be required for integration of commercial and/or open source frameworks.  The Quoter shall 
detail how its proposed GMM Target Solution provides for “as needed” and elastic surge 
capability designed to provide sufficient system resources during instances of peaks or surges 
in user activity and transactions, while also remaining cost effective. 


 
 
 
Exchanges during Oral Presentation:  The Government intends for the oral presentation to be 


Deleted: leverage the existing  to achieve Initial Operating 
Capability (IOC) as well as Full Operating Capability 
(FOC).    …
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an interactive dialogue between the Quoter and the Government.  These exchanges are viewed as 
a component of the oral presentation itself and do not constitute discussions.  
 


Location: Oral presentations will be held at a FEMA office within the Washington, DC area. 
The order in which Quoters are scheduled for oral presentations will be randomly selected by 
the Government. The presentation may be recorded by the Government. The recording is 
source selection sensitive and will be handled accordingly. 


 
Quoter Participants: The Quoter’s participants in the oral presentations shall be limited to the 
Key Personnel proposed by the Quoter in the quote submission, as well as the responsible 
corporate official.  No more than seven (7) total Quoter Participants shall attend the oral 
presentation. 


 
Within two (2) calendar days of notice that the Quoter has been invited to participate in an oral 
presentation, the Quoter shall provide the Contracting Officer with the name, current 
employer/company, and e-mails of the Quoter Participants for the oral presentation. 


 


Format for Oral Presentation: 
The Government intends for the oral presentation to proceed as follows: 


Oral 
Presentation 


Portion 


Oral Presentation Component Total Time 
Allotment  


1 Introductions and Rules of Engagement 
 


Not specified 


2 The Quoter shall present the proposed GMM Target 
Solution. 


60 minute 
limit 


3 The Government will caucus prior to interactive dialogue. 15 minutes limit 


4 The Government and Quoter will participate in an interactive 
dialogue related to the information presented by the Quoter during 
the oral presentation (including the PowerPoint slides) 


60 minute limit 


6 The Quoter departs. Not specified 
 


Rules of Engagement for Oral Presentations: 
1. The Government does not intend to ask questions about information contained in a Quoter’s 
submission except for the PowerPoint Slides for the Oral Presentation (Phase II, Criteria 4, Tab 
A) and information presented during the oral presentation itself.   
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2. The Government intends for the oral presentation to be an interactive exchange 
between the Quoter and the Government.  These exchanges are viewed as a component of 
the oral presentation itself and do not constitute discussions. The Government will not ask 
questions that will invite or allow the Quoter to change its offer.  The Quoter shall not 
volunteer any information that might be construed as changing its offer. Oral 
presentations are distinct from the Government’s reserved right to conduct discussions. 


 
3. The Quoter is in control of its presentation and may choose not to present or 
respond to any question provided by the Government. 


 
4. The Government will have the Offeror’s PowerPoint slides available on a Government 
issued laptop connected to a projector or screen.  The Offeror shall be provided a remote / 
presentation pointer to advance slides or otherwise be afforded the opportunity to control 
slide advancement.  Additionally, the Government provide a white board and dry erase 
markers for use during oral presentations. 


 
5. The Quoter shall not bring any computers, tablets or smart phones into the oral presentation 


conference room, and shall not bring or distribute any written or electronic materials during 
the oral presentation.  However, Quoters can bring one (1) hard copy of their quote to the 
oral presentations if desired. 


 
6. The Quoter participants shall not reach back, by telephone, e-mail or any other means, to 
any other personnel or persons for assistance during the oral presentation. 


 
7. Quoters can expect the presentation will be conducted in a conference room with a table 
of sufficient size to accommodate the participants, including the Government attendees. 
 


Tab B: Technical/Management Approach for BPA Call Order #1 (10 page limit) 
(Criteria 5) 
 
The Quoter shall provide its technical and management approach to meet or exceed the 
requirements of the 3 month Initial Planning Task (BPA Call Order #1), which is to perform all 
necessary initial planning tasks to prepare for the delivery of Initial Operating Capability 
(IOC) for the GMM Target Solution within 12 months after contract award.  The approach 
should include how the minimum deliverables, as well as any other proposed deliverables, will 
be of quality and well aligned to support successful delivery of the GMM Target Solution IOC 
within 12 months after contract award.  
 


 
 


 
Volume III: Business & Pricing (Phase II) 
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There are no page limits to Volume III, Business & Pricing Volume 
 


Tab A: Quotation Cover/Transmittal Letter  
 
The Quoter shall provide a Quotation Cover/Transmittal Letter (limit 2 pages) with pertinent Quoter 
information.  This information should include, at a minimum, the company name, DUNS number, 
address, authorized corporate representative and their title, email and phone number.   
 


Representations and Certifications 
In accordance with the FAR 52.204-7, Quoters Representations and Certifications, the Quoter 
has completed the annual representations and certifications electronically via the SAM website 
accessed through https://www.sam.gov/portal/SAM/. 
 


After reviewing the SAM database information, the Quoter verifies by submission of this offer 
that the representations and certifications currently posted at https://www.sam.gov/portal/SAM/ 
have been entered or updated in the last 12 months, are current, accurate, complete, and 
applicable to this solicitation. 
 
Any changes to Quoters Annual Representations and Certifications must be updated accordingly 
at https://www.sam.gov/portal/SAM/ prior to award. 
 
Quoters participating in teaming/partnering arrangements for this procurement shall submit their 
teaming/partnering agreements with their quote. The agreements shall be signed by the parties and 
shall demonstrate the relationship between firms and identify contractual relationships and 
authorities to bind the firm and the team/partnership. Quoters proposing major subcontracts 
(subcontracts exceeding 10% of the overall prime contract value) shall submit signed letters of 
commitment from the subcontractors which define the contractual relationship and identify 
contribution to the planned arrangement in terms of the type and proportion of work to be 
performed. Copies of agreements and letters of commitment shall be submitted with the quote 
under this section and will not count towards the page limitation.  Quoters shall include a cover 
page with their agreements to include a list of the teaming/partnering parties and the following 
information for each party: company name, DUNS number, address, point of contact, email 
address, phone and fax numbers. 
 
Tab B:  GSA Pricing Schedule 
 
The Quoter shall provide its GSA pricing schedule. 
 
 
Tab C: HSAR Clause 3052.209-70 (f) Disclosure and HSAR Provision 3052.209-72 (c) 
Disclosure 
 
Tab D:  HSAR 3052.209-72 – Organizational Conflict of Interest (c) Disclosure, and 
Mitigation Plan (if applicable) 


 
Volume III shall also include the Quoter’s submitted response to HSAR 3052.209-72 – 
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Organizational Conflict of Interest (Jun 2006) in writing as part of its quote submission, 
including any mitigation plan, if applicable.  Failure to include a response to this HSAR 
provision may make a quote non-conforming and susceptible to Government rejection of the 
complete quote.  Award of a contract where an actual or potential conflict of interest exists shall 
not occur before Government approval of the mitigation plan. 


 
HSAR 3052.209-72 Organizational Conflict of Interest (Jun 2006) 
 
(a) Determination. The Government has determined that this effort may result in an actual or 
potential conflict of interest, or may provide one or more Quoters with the potential to attain an 
unfair competitive advantage. The nature of the conflict of interest and the limitation on future 
contracting is due to work that the Quoter will perform as detailed in the SOO that may result in 
an actual or real conflict of interest or potential to attain an unfair competitive advantage based 
on other supported efforts for the Government as detailed in this Request for Quote. 
 
(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify 
the Quoter, or (2) determine that it is otherwise in the best interest of the United States to 
contract with the Quoter and include the appropriate provisions to avoid, neutralize, mitigate, or 
waive such conflict in the contract awarded. After discussion with the Quoter, the Contracting 
Officer may determine that the actual conflict cannot be avoided, neutralized, mitigated or 
otherwise resolved to the satisfaction of the Government, and the Quoter may be found ineligible 
for award. 
 
(c) Disclosure: The Quoter hereby represents, to the best of its knowledge that: 
___ (1) It is not aware of any facts which create any actual or potential organizational conflicts 
of interest relating to the award of this contract, or 
___ (2) It has included information in its proposal, providing all current information bearing on 
the existence of any actual or potential organizational conflicts of interest, and has included a 
mitigation plan in accordance with paragraph (d) of this provision. 
 
(d) Mitigation. If a Quoter with a potential or actual conflict of interest or unfair competitive 
advantage believes the conflict can be avoided, neutralized, or mitigated, the Quoter shall submit 
a mitigation plan to the Government for review. Award of a contract where an actual or potential 
conflict of interest exists shall not occur before Government approval of the mitigation plan. If a 
mitigation plan is approved, the restrictions of this provision do not apply to the extent defined in 
the mitigation plan. 
 
(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may 
require further relevant information from the Quoter. The Contracting Officer will use all 
information submitted by the Quoter, and any other relevant information known to DHS, to 
determine whether an award to the Quoter may take place, and whether the mitigation plan 
adequately neutralizes or mitigates the conflict. 
 
(f) Corporation Change. The successful Quoter shall inform the Contracting Officer within thirty 
(30) calendar days of the effective date of any corporate mergers, acquisitions, and/or divestures 
that may affect this provision. 
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(g) Flow-down. The contractor shall insert the substance of this clause in each first tier 
subcontract that exceeds the simplified acquisition threshold. 
 


(End of provision) 
 


FAR 9.5 Organizational and Consultant Conflicts of Interest 
 
The Contractor is notified that the Government will review Quoter’s submitted responses to 
HSAR 3052.209-72 – Organizational Conflict of Interest (Jun 2006) in accordance with FAR 
9.5, including FAR 9.505-1 – Providing Systems Engineering and Technical Direction, prior to 
award decision, to determine if any conflicts relevant to this Request for Quote exist for the 
apparent awardee and whether the mitigation plan adequately neutralizes or mitigates any 
identified conflicts. A quote from a Quoter deemed to have a conflict under FAR 9.505-1 may 
be considered non-conforming and susceptible to Government rejection of the complete quote.   
 
Tab E:  Pricing Excel Workbook (Attachment A1b.) 
 
It is anticipated that pricing and award of this acquisition will be based on adequate price 
competition. Completion of the price template is necessary for a full evaluation of a Quoter’s 
quote. A submitted Business and Price Volume that fails to meet or comply with price quote 
instructions may be deemed nonresponsive.   
 
Quoters shall complete a price breakdown for the initial BPA Call Order #1 per Attachment 
A1b. Labor Hours, ODC, and Proposed Price tabs - which will be the basis for price 
evaluation and award.  BPA Call Order #1 will be Time and Materials. 
 
In addition, while not used as the basis for price evaluation for award, the Quoter shall 
complete Attachment A1b. Labor Rates tab to include all BPA Labor Categories that the 
Quoter requires to perform the full scope of work anticipated under the awarded BPA, 
including BPA Call Order #1.  This template shall also include the Key Personnel (Program 
Manager) and any additional proposed Key Personnel.  Price discounts on rates for labor 
categories proposed for the BPA are strongly encouraged.   
 
The Government will evaluate the discounts offered, and determine that the labor rates are 
fair and reasonable, but will not otherwise utilize the BPA Labor Rates tab for purposes of 
price evaluation and trade off analysis, which will focus on evaluation of price for BPA Call 
Order #1 
 


Tab F:  Assumptions, Exceptions and Dependencies 
 


The Government does not encourage Quoters to make assumptions or take exceptions from the 
requirements of the Request for Quote.  Quoters are encouraged to submit questions, in 
accordance with the Request for Quote instructions, in order to obtain any necessary 
clarifications regarding the Request for Quote prior to quote submission.  In the event that a 
Quoter does make assumptions or take exception to any Request for Quote requirement, the 
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Quoter’s Volume II submission must clearly and unambiguously identify all such assumptions, 
exceptions, or dependencies on which the Quoter’s quote is based.  Each assumption, exception 
or dependency shall be specifically related to a paragraph and/or specific section of the Request 
for Quote.  The Quoter shall provide a rationale in support of any noted assumption, exception 
or dependency, explaining its effect in comparison to the Request for Quote.  This information 
shall be provided in the format with content as outlined in the table below. 
 


Request for Quote 
Document 


Paragraph/Page Requirement/Portion Rationale 


RFQ, RFQ 
Attachment (SOO, 
etc.) 


Applicable 
paragraph and page 
number(s) 


Identify the 
requirement or 
portion to which an 
assumption, 
exception or 
dependency is being 
taken 


Justify why the 
requirement will not 
be met or discuss 
reasons why not 
meeting the 
Government’s terms 
and conditions 
might be 
advantageous to the 
Government.  


 
Any assumption, exception or dependency taken, for all Volumes I-III, shall be contained in 
Volume III and shall address the pertinent information for each respective Volume of the 
Quoter’s proposal. 
 
Assumptions, exceptions or dependencies do not make a proposal automatically unacceptable.  
However, a large number of assumptions, exceptions or dependencies, or a significant 
assumption, exception or dependency, which provide(s) little or no benefit to the Government 
or which do(es) not support the Government’s requirement as documented in the Request for 
Quote may receive unfavorable evaluation in accordance with the Request for Quote 
Evaluation criteria for Award. 


 
  
 
 
 
 
 
 
 
 


Section VI – Evaluation Criteria 
Grants Management Modernization (GMM) 


Request for Quote (RFQ) 
 
1. Basis for Award 


The Government intends to award a single BPA to the responsible Quoter whose quote 







Grants Management Modernization (GMM) Request for Quote (RFQ) 
 
 


 Page 62 
 
 
 


represents the best value to the Government. Using the best-value, tradeoff process, the 
Government will evaluate each quote in accordance with the evaluation criteria. 
 
Phase I, Criteria 1 – Prior Relevant Experience of the Prime Quoter 
 
Phase I, Criteria 2 - Agile Methodology & Process 
  
Phase I, Criteria 3 - Key Personnel 
 
Phase II, Criteria 4 – Oral Presentation – Proposed GMM Target Solution 
 
Phase II, Criteria 5 –  Technical/Management Approach for BPA Call Order #1 
 
Phase II, Criteria 6 – Price 
 
Phase I Evaluation Criteria, when combined, are more important than Phase II evaluation 
criteria, when combined.  Within Phase I, Criteria 1, 2, and 3 are listed in descending order of 
importance.  Within Phase II, Criteria 4 and 5 are listed in descending order of importance.  
All non-price evaluation criteria, when combined, are significantly more important than 
Criteria 6 – Price.  As the non-price merits of competing Quoter’s quotes approach equal, 
Criteria 6 will become more important in the best value trade-off decision. Criteria are 
cautioned that the award may not necessarily be made to the lowest priced quote. 


 
Evaluations will be based solely on the materials included in the quote.  Therefore, the 
Quoters initial quote should contain the Quoters best terms. After receipt of quotes, the 
Government will conduct an evaluation. However, during the evaluation process, the 
Government may, solely at its discretion, communicate with Quoters regarding quote 
elements.  At any time prior to selection, including upon receipt of quote, the Government 
may exclude a quote from further consideration for any material failure to follow instructions, 
including the omission of required information. 


 
2. Evaluation Criteria 
 


Table 2.1 
 


Criteria 1-5 - Adjectival Ratings 
Rating Description 


 
Excellent 


The Government has a high expectation that the Quoter will 
successfully perform the required effort. 


 
Fair 


The Government has a reasonable expectation that the Quoter 
will successfully perform the required effort. 
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Poor 
The Government has a low expectation that the Quoter will 
successfully perform the required effort. 


 
2.1 Phase I, Criteria 1: Prior Relevant Experience from the Prime Quoter  


Relevant experience will be evaluated and will be assigned an adjectival rating in accordance 
with Table 2.1. The evaluation is based on recent and relevant experience examples. Prior 
experience will be evaluated to assess the expectation of successful outcomes based on the 
similarity and extent to which the offeror has performed agile software development similar to 
what is required under this solicitation. The government will evaluate offerors prior 
experience to determine that offerors demonstrate a comprehensive understanding and 
successful execution of agile processes, modern technology, and user experience design. 
 
  
 


 
 


Phase I - Criteria 2 Agile Methodology, Process, and SF-425 Working Prototype 
Agile Methodology, Process and SF-425 Working Prototype will be assigned an adjectival 
rating in accordance with Table 2 Adjectival Ratings. Evaluation of the SF-425 Working 
Prototype will be based on the acceptance criteria detailed below, as well as an evaluation of:  
•  The extent to which the Quoter’s rationale for the choice of the technical platform and 


stack, including any COTS products utilized for the prototype demonstrates a 
comprehensive understanding of modern technology and the tradeoffs of using different 
technologies;  


• The extent to which the technical and design assumptions the Quoter made as it 
employed its agile methodology and process in the development of the revised web-
based SF-425 working prototype demonstrate an understanding of the federal 
environment, iterative development, and user-centered design. 


• The agile methodology and process that the Quoter proposed as it demonstrates the 
ability to support incremental delivery of the GMM solution. 


• The system architecture diagram and the database schema as it demonstrates the 
quoter’s technical design acumen and technical communication skills; 


• The extent to which the design artifacts presented demonstrate an understanding and 
successful execution of user-centered design practices and processes. 


 


Scenario 1 
Acceptance 
Critiera: 


i. The Grant Recipient can view the SF-425 Federal Financial Report. 
ii. The Grant Recipient can complete the SF-425 fields and attach 


any necessary attachments. 
iii. The Grant Recipient can submit the completed SF-425 and any 


necessary attachments to FEMA. 
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Scenario 2 
Acceptance 
Criteria: 


 
i. The FEMA Grants Program Analyst can view the current workflow 


state of the submitted SF-425 Federal Financial Report submission. 
ii. The FEMA Grants Program Analyst can assign the Grants 


Management Specialist to review the submitted SF-425. 
iii. The Grants Management Specialist can review, comment and either 


accept or reject the submitted SF-425. 
iv. If the Grants Management Specialist accepts the submitted SF-425, then 


it is assigned back to the Grants Program Analyst for review. 
 


v. The Grants Program Analyst can view the Grants Management 
Specialist review results, and can review, comment, and either 
accept or reject the SF-425. 


 


Scenario 3 
Acceptance 
Criteria: 


i.       The Grants Program Analyst can modify the SF-425 report 
review workflow to allow for (a) an initial review by a Grants 
Management Specialist, and (b) for those reports that the Grants 
Management Specialist approves, a second review by a Grants 
Program Analyst for the grant program. 


NOTE 2: The Government does not intend to evaluate the quality of the video submissions. 
Unnecessarily elaborate videos beyond that which is sufficient to present a complete and 
effective response to this solicitation are not desired and may be construed as an indication of 
the Quoter's lack of cost consciousness, considered as part of the Contracting Officer’s 
Responsibility Determination in accordance with FAR 9.104 – “Standards”. A smartphone 
video or other low-cost video production is encouraged. 
 
2.4 Phase I, Criteria 3 -Key Personnel 


The Government will assess the extent to which the Quoter identifies and commits Key 
Personnel with appropriate experience and qualifications and will be assigned an adjectival 
rating .   


 
2.5 Phase II,  Criteria 4 - Oral Presentation - Proposed GMM Target 


Solution 
 


The Quoter’s oral presentation shall provide the Government an understanding of the Quoter’s 
proposed GMM Target Solution.  The oral presentation shall address the solution, plans and 
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resources necessary to satisfy all SOO objectives,  
leverage the current investment and existing approved technologies to achieve Initial Operating 
Capability (IOC) as well as Full Operating Capability (FOC).     
     


 
 
In detailing its target solution, the Quoter shall provide the trade-off analysis of CGOS and 
custom solutions that was performed in order to determine the best approach for its proposed 
target solution to implement, which includes the impacts of custom development that would 
be required for integration of commercial and/or open source frameworks.  The Quoter shall 
detail how its proposed GMM Target Solution provides for “as needed” and elastic surge 
capability designed to provide sufficient system resources during instances of peaks or surges 
in user activity and transactions, while also remaining cost effective. 
 
 
Oral presentations will be assigned an adjectival rating in accordance with Table 2.1 
Adjectival Ratings.  
Oral presentations will be evaluated based on the Quoter’s presentation of its proposed GMM 
Target Solution in oral presentation portion 2, as well as the interactive dialogue in oral presentation 
portion 4 related to its proposed GMM target solution.  The Quoter’s team dynamics during the 
oral presentation portion 2 and 4 may also be evaluated. 
 


Oral 
Presentation 


Portion 


Oral Presentation Component Total Time 
Allotment  


1 Introductions and Rules of Engagement 
 


Not specified 


2 The Quoter shall present the proposed GMM Target 
Solution. 


60 minute 
limit 


3 The Government will caucus prior to interactive dialogue. 15 minutes limit 


4 The Government and Quoter will participate in an interactive 
dialogue related to the information presented by the Quoter during 
the oral presentation (including the PowerPoint slides) 


60 minute limit 


6 The Quoter departs. Not specified 
 


 
2.6 Phase II Criteria 5 - Technical/Management Approach for BPA Call 


Deleted: leverage the existing  to achieve Initial Operating 
Capability (IOC) as well as Full Operating Capability 
(FOC).…
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Order #1 
The BPA Call Order #1 Technical/Management Approach will be evaluated and assigned an 
adjectival rating in accordance with Table 2.1. The BPA Call Order #1 Technical/Management 
Approach will be evaluated based on the Quoter’s approach to meet SOO objectives for the 
initial planning task to prepare for the delivery of Initial Operating Capability (IOC) for the 
GMM Target Solution within 12 months after contract award, including how the minimum 
deliverables, as well as any other proposed deliverables, will be of quality and well aligned to 
support successful delivery of the GMM Target Solution IOC within 12 months after contract 
award.  


 
2.7 Phase II Criteria 6- Price 
The Government will establish a “total evaluated” price based on a completed Attachment 
A1b. – GMM SPARC Price Template, Labor Hours, ODCs and Proposed Price tabs. The 
government expects to receive price competition through several offers. The “total 
evaluated price” will be evaluated for price reasonableness through comparison with other 
proposed prices and may include other price analysis techniques. The Government will 
evaluate the alignment of the proposed pricing for BPA Call Order #1 to the Quoter’s 
proposed technical and management approach in accordance with FAR 8.4.  Price that 
does not align to the Quoter’s proposed technical and management approach may indicate 
an inability to understand the requirements and therefore may be considered a high-risk 
approach to contract performance. The price quote will not be given an adjectival rating. 
 
 
The Labor Rates tab will not be included in the “total evaluated price” or overall trade-off 
assessment, but discounts and rates will be evaluated to ensure labor categories and rates are fair 
and reasonable. 
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 INSTRUCTIONS, CONDITIONS, AND NOTICES TO OFFERORS 


 52.212-1 Instructions to Offerors—Commercial Items (Jan 2017) 
(a) North American Industry Classification System (NAICS) code and small business size 


standard. The NAICS code and small business size standard for this acquisition appear in Block 10 of the 
solicitation cover sheet (SF 1449). However, the small business size standard for a concern which submits an 
offer in its own name, but which proposes to furnish an item which it did not itself manufacture, is 500 employees.  


(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or 
before the exact time specified in this solicitation. Offers may be submitted on the SF 1449, letterhead stationery, 
or as otherwise specified in the solicitation. As a minimum, offers must show—  


(1) The solicitation number; 
(2) The time specified in the solicitation for receipt of offers; 
(3) The name, address, and telephone number of the offeror; 
(4) A technical description of the items being offered in sufficient detail to evaluate compliance with the 


requirements in the solicitation. This may include product literature, or other documents, if necessary; 
(5) Terms of any express warranty; 
(6) Price and any discount terms; 
(7) “Remit to” address, if different than mailing address; 
(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 


those representations and certifications that the offeror shall complete electronically);  
(9) Acknowledgment of Solicitation Amendments; 
(10) Past performance information, when included as an evaluation factor, to include recent and relevant 


contracts for the same or similar items and other references (including contract numbers, points of contact with 
telephone numbers and other relevant information); and 


(11) If the offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the terms and conditions of the solicitation may be excluded from 
consideration.  


(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer firm for 30 calendar 
days from the date specified for receipt of offers, unless another time period is specified in an addendum to the 
solicitation.  


(d) Product samples. When required by the solicitation, product samples shall be submitted at or prior to the 
time specified for receipt of offers. Unless otherwise specified in this solicitation, these samples shall be submitted 
at no expense to the Government, and returned at the sender’s request and expense, unless they are destroyed 
during preaward testing.  


(e) Multiple offers. Offerors are encouraged to submit multiple offers presenting alternative terms and 
conditions, including alternative line items (provided that the alternative line items are consistent with subpart 4.10 
of the Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this 
solicitation. Each offer submitted will be evaluated separately.  


(f) Late submissions, modifications, revisions, and withdrawals of offers. 
(1) Offerors are responsible for submitting offers, and any modifications, revisions, or withdrawals, so as to 


reach the Government office designated in the solicitation by the time specified in the solicitation. If no time is 
specified in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on 
the date that offers or revisions are due. 


(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated 
in the solicitation after the exact time specified for receipt of offers is “late” and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and— 



https://www.acquisition.gov/sites/default/files/current/far/html/FormsStandard67.html#wp1189284

https://www.acquisition.gov/sites/default/files/current/far/html/FormsStandard67.html#wp1189284

https://www.acquisition.gov/sites/default/files/current/far/html/52_212_213.html#wp1179194

https://www.acquisition.gov/sites/default/files/current/far/html/52_212_213.html#wp1179194

https://www.acquisition.gov/sites/default/files/current/far/html/FormsStandard67.html#wp1189284
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(A) If it was transmitted through an electronic commerce method authorized by the solicitation, it was 
received at the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior 
to the date specified for receipt of offers; or 


(B) There is acceptable evidence to establish that it was received at the Government installation 
designated for receipt of offers and was under the Government’s control prior to the time set for receipt of offers; 
or 


(C) If this solicitation is a request for proposals, it was the only proposal received. 
(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to 


the Government, will be considered at any time it is received and may be accepted. 
(3) Acceptable evidence to establish the time of receipt at the Government installation includes the time/date 


stamp of that installation on the offer wrapper, other documentary evidence of receipt maintained by the 
installation, or oral testimony or statements of Government personnel. 


(4) If an emergency or unanticipated event interrupts normal Government processes so that offers cannot be 
received at the Government office designated for receipt of offers by the exact time specified in the solicitation, 
and urgent Government requirements preclude amendment of the solicitation or other notice of an extension of 
the closing date, the time specified for receipt of offers will be deemed to be extended to the same time of day 
specified in the solicitation on the first work day on which normal Government processes resume. 


(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of 
offers. Oral offers in response to oral solicitations may be withdrawn orally. If the solicitation authorizes facsimile 
offers, offers may be withdrawn via facsimile received at any time before the exact time set for receipt of offers, 
subject to the conditions specified in the solicitation concerning facsimile offers. An offer may be withdrawn in 
person by an offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of 
the person requesting withdrawal is established and the person signs a receipt for the offer. 


(g) Contract award (not applicable to Invitation for Bids). The Government intends to evaluate offers 
and award a contract without discussions with offerors. Therefore, the offeror’s initial offer should contain the 
offeror’s best terms from a price and technical standpoint. However, the Government reserves the right to conduct 
discussions if later determined by the Contracting Officer to be necessary. The Government may reject any or all 
offers if such action is in the public interest; accept other than the lowest offer; and waive informalities and minor 
irregularities in offers received.  


(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror 
qualifies the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted 
for quantities less than those specified. The Government reserves the right to make an award on any item for a 
quantity less than the quantity offered, at the unit prices offered, unless the offeror specifies otherwise in the offer.  


(i) Availability of requirements documents cited in the solicitation.  
(1)(i) The GSA Index of Federal Specifications, Standards and Commercial Item Descriptions, FPMR 


Part 101-29, and copies of specifications, standards, and commercial item descriptions cited in this solicitation 
may be obtained for a fee by submitting a request to— 


GSA Federal Supply Service Specifications Section  
Suite 8100  
470 East L’Enfant Plaza, SW  
Washington, DC 20407  


Telephone (202) 619-8925  
Facsimile (202) 619-8978.  


(ii) If the General Services Administration, Department of Agriculture, or Department of Veterans Affairs 
issued this solicitation, a single copy of specifications, standards, and commercial item descriptions cited in this 
solicitation may be obtained free of charge by submitting a request to the addressee in paragraph (i)(1)(i) of this 
provision. Additional copies will be issued for a fee. 


(2) Most unclassified Defense specifications and standards may be downloaded from the following ASSIST 
websites: 
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(i) ASSIST (https://assist.dla.mil/online/start/).  
(ii) Quick Search (http://quicksearch.dla.mil/).  
(iii) ASSISTdocs.com (http://assistdocs.com).  


(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock 
Point (DoDSSP) by— 


(i) Using the ASSIST Shopping Wizard (https://assist.dla.mil/wizard/index.cfm);  
(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 
(iii) Ordering from DoDSSP, Building 4, Section D, 700 Robbins Avenue, Philadelphia, PA 19111-5094, 


Telephone (215) 697-2667/2179, Facsimile (215) 697-1462. 
(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their 


preparation, publication, or maintenance. 
(j) Unique entity identifier. (Applies to all offers exceeding $3,500, and offers of $3,500 or less if the 


solicitation requires the Contractor to be registered in the System for Award Management (SAM) database.) The 
Offeror shall enter, in the block with its name and address on the cover page of its offer, the annotation “Unique 
Entity Identifier” followed by the unique entity identifier that identifies the Offeror’s name and address. The Offeror 
also shall enter its Electronic Funds Transfer (EFT) indicator, if applicable. The EFT indicator is a four-character 
suffix to the unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional 
SAM records for identifying alternative EFT accounts (see subpart 32.11) for the same entity. If the Offeror does 
not have a unique entity identifier, it should contact the entity designated at www.sam.gov for unique entity 
identifier establishment directly to obtain one. The Offeror should indicate that it is an offeror for a Government 
contract when contacting the entity designated at www.sam.gov for establishing the unique entity identifier. 


(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM 
database prior to award, during performance and through final payment of any contract resulting from this 
solicitation. If the Offeror does not become registered in the SAM database in the time prescribed by the 
Contracting Officer, the Contracting Officer will proceed to award to the next otherwise successful registered 
Offeror. Offerors may obtain information on registration and annual confirmation requirements via the SAM 
database accessed through https://www.acquisition.gov.  


(l) Debriefing. If a post-award debriefing is given to requesting offerors, the Government shall disclose the 
following information, if applicable:  


(1) The agency’s evaluation of the significant weak or deficient factors in the debriefed offeror’s offer. 
(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and 


past performance information on the debriefed offeror. 
(3) The overall ranking of all offerors, when any ranking was developed by the agency during source 


selection. 
(4) A summary of the rationale for award; 
(5) For acquisitions of commercial items, the make and model of the item to be delivered by the successful 


offeror. 
(6) Reasonable responses to relevant questions posed by the debriefed offeror as to whether source-


selection procedures set forth in the solicitation, applicable regulations, and other applicable authorities were 
followed by the agency. 



https://assist.dla.mil/online/start/

http://quicksearch.dla.mil/

http://assistdocs.com/

https://assist.dla.mil/wizard/index.cfm

https://www.acquisition.gov/sites/default/files/current/far/html/Subpart%2032_11.html#wp1043964

https://www.acquisition.gov/sites/default/files/current/far/html/www.sam.gov

https://www.acquisition.gov/sites/default/files/current/far/html/www.sam.gov

https://www.acquisition.gov/
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 52.216-1 Type of Contract (Apr 1984) 
The Government contemplates award of a combination Firm-Fixed Price and Indefinite Delivery 
Indefinite Quantity contract resulting from this solicitation. 


 52.251-2 Solicitation Provisions Incorporated by Reference (Feb 1998) 


L.3.1. 52.204-7 System for Award Management (Oct 2016) 


L.3.2. 52.204-16 Commercial and Government Entity Code Reporting (Jul 2016) 


L.3.3. 52.204-18 Commercial and Government Entity Code Maintenance (Jul 2016) 


L.3.4. 52.237-1 Site Visit (Apr 1984) 


 Proposal Submission Instructions 


L.4.1. Proposals shall consist of a 20-minute video submission, a written price proposal, and an 
oral presentation. 


L.4.2. STEP 1, Factor 1 - Video Submission of Experience 


L.4.2.1. Video Submission Instructions 


L.4.2.1.1. The offeror shall submit a video that is no longer than 20 minutes in 
length/duration utilizing Youtube.com for the Government to access.  Video 
content that extends beyond 20 minutes will not be considered in the 
evaluation.  Videos may be marked public or private.  By 8:00am EST on 
Wednesday, October 11, 2017, the Offeror shall send a YouTube link and 
password to Sandra Oliver Schmidt at Sandra.Schmidt@fletc.dhs.gov in 
order for DHS to access the video submission.  The Contracting Officer will 
confirm receipt of Video Submissions.  Do not provide a shortened URL, 
such as youtu.be. 


L.4.2.1.2. It is the Government’s desire that the video feature at least one (1) individual 
who will manage the contract performance from company headquarters or 
the company’s centralized office.  This person should be a current employee 
at the company. 


L.4.2.1.3. Offerors shall provide sufficient information for the Government to determine 
its level of confidence in the ability of the Offeror to perform the 
requirements of the RFP based on an assessment of relevant experience 
from the contractor.  The Offeror shall demonstrate experience in 
accordance with Factor 1 evaluation criteria.  ONLY EXPERIENCE 
SHOULD BE DISCUSSED IN THE VIDEO.  Information regarding other 
factors will make it difficult for the Government to evaluate its confidence 
in your Experience.  The Government will not use information regarding 
other factors to supplement the Oral Presentation. 



mailto:Sandra.Schmidt@fletc.dhs.gov
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L.4.2.1.4. NOTE 1:  The Government does not intend to evaluate the quality of the video 
submissions.  Unnecessarily elaborate videos beyond that which is sufficient 
to present a complete and effective response to this solicitation are not 
desired and may be construed as an indication of the offeror’s lack of cost 
consciousness.  Computer-generated graphics, background music, elegant 
sets, and so forth are neither necessary nor wanted.  The Government 
strongly encourages Offerors not to invest significantly in the video 
submission.  A smartphone video or other low-cost video production is 
encouraged. 


L.4.2.1.5. NOTE 2:  An offeror who includes in its proposal data that it does not want 
disclosed to the public for any purpose, or used by the Government except 
for evaluation purposes, shall prepare a text indicating such.  This text may 
be displayed for no more than the first thirty seconds of the video 
submission.  This 30-second display will not count towards the 20-minute 
time limit. 


L.4.3. STEP 2 - Advisory Down-select Notification 


L.4.3.1.1. After the Government completes evaluation of Step 1 – Video Submissions, 
Offerors will receive an advisory notification.  Offerors who are rated most 
highly for Factor 1 will be advised to proceed to Oral Presentations.  
Offerors who were not among the most highly rated will be advised that 
they are unlikely to be viable competitors, along with the general basis for 
that opinion. The intent of this advice is to minimize proposal development 
costs for those Offerors with little chance of receiving an award.  However, 
the Government’s advice will be a recommendation only, and those offerors 
may elect to continue their participation in the acquisition.  The Government 
does not intend to provide debriefings after the completion of Step 1. 


L.4.3.1.2. Failure to participate in Step 1 precludes further consideration of an Offeror.  
Offeror submissions will not be accepted from Offerors who have not 
submitted Step 1 – Video Submissions by the due date and time stated in 
this solicitation. 


L.4.4. STEP 3 – Oral Presentation Attendance Request, Price Proposal, and Past Performance 


L.4.4.1. Within three (3) days of the Government’s issuance of the Advisory Notice, Contractors 
wishing to participate in Oral Presentations shall provide the following to the Contracting 
Officer via email at Sandra.Schmidt@fletc.dhs.gov:  


L.4.4.1.1. The names of the people who will attend the presentation, their current 
employers, their intended roles on the contract, whether they are proposed as 
key personnel, and a completed form FTC-OSPR-17Z.  An offering 
contractor will be invited to no more than one (1) oral presentation.  NOTE:  
Due to security restrictions and timing, only U.S. Citizens will be eligible to 
attend.  On the day of Oral Presentations, U.S. Citizen attendees born in 
another country will be required to show hard-copy proof of citizenship; all 
attendees will be required to bring a picture identification. 



mailto:Sandra.Schmidt@fletc.dhs.gov
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L.4.4.1.2. An Adobe PDF document of the Offeror’s Representations and Certifications 
(Section K clauses filled in). 


L.4.4.2. Upon the timely submission of the items above, the Contracting Officer will provide the 
following: 


L.4.4.2.1. A due date for Price Proposal and Past Performance reference list:  this due 
date will be approximately two (2) weeks from the issuance of the Advisory 
Notice. 


L.4.4.2.2. An assigned date and time of Oral Presentations: this date will be 
approximately three (3) weeks from the issuance of the Advisory Notice. 
The presentations will be held at FLETC Cheltenham which is located at 
4000 Commo Road, Cheltenham, Maryland.   


L.4.4.3. Price Proposal Instructions: 


L.4.4.3.1. The price proposal shall consist of two (2) documents:  One (1) Excel .xlsx 
file and one (1) Adobe PDF document. 


L.4.4.3.1.1. The Excel .xlsx format document shall include a detailed 
pricing narrative and breakdown showing, at a minimum, 
the labor rates, hours, material costs, all overhead rates, and 
how these costs add up to the proposed price for each CLIN.  
The file shall also include a Summary Worksheet showing 
the proposed price of each CLIN in Section B.  While 
certified cost and pricing data is not required, other than 
certified cost and pricing data is required.  The detailed 
breakdown of your proposal is required in order to allow the 
Government to determine both price realism and price 
reasonableness.  It will also allow the Government to ensure 
the applicable Wage Determination rates have been utilized. 


L.4.4.3.1.2. The Adobe PDF document shall contain the following:  1) A 
signed SF-1449, 2) Signed SF-30 forms for all RFP 
amendments issued, 3) audited company financial 
statements for the last three annual reporting periods, 4) a 
detailed discussion which demonstrates the Offeror’s 
proposed approach to having sufficient resources to enter 
into and sustain the effort proposed, and 5) any fill-ins 
completed along with other documentation required by any 
clause or provision of the solicitation. 
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If audited company financial statements are not available, 
the Chief Financial Officer shall provide a formal statement 
attesting to the accuracy of the financial information 
provided. 
 
When discussing sufficient resources, include a description 
of the financial resources that presently exist within the 
company to support this effort, whether outside financial 
support must be obtained, and if so, how it will be obtained 
and from what source.  Include documentation to 
substantiate outside financial support. 
 
The company financial statements and the narrative 
regarding resources will be utilized for a determination of 
responsibility and will not be used in proposal evaluation. 


L.4.4.3.1.3. Work completed under this contract is subject to the 
McNamara-O’Hara Service Contract Act.  The applicable 
Wage Determination is Number 2015-4281, Revision 7, 
dated 07/25/2017, and can be found in Section J. 


L.4.4.4. Past Performance Instructions: 


L.4.4.4.1. The Past Performance document shall consist of one (1) Adobe PDF 
document and be no more than two (2) pages in length. 


L.4.4.4.1.1. No more than four (4) past performance references shall be 
submitted. 


L.4.4.4.1.2. At a minimum, each reference shall include a contract 
number, dollar amount, period of performance, customer, 
location, and a current phone number and email for the 
current point-of-contact.  It is the responsibility of the 
offeror to ensure the point-of-contact for each reference is 
available to be reached by phone during the days 
immediately following the past performance submission. 


L.4.5. STEP 4 –Oral Presentation Instructions 


L.4.5.1.1. Oral Presentation 


L.4.5.1.1.1. The presentations will be held at FLETC Cheltenham which 
is located at 4000 Commo Road, Cheltenham, Maryland.  
The order in which offers are scheduled will be randomly 
selected by the Government and all portions of the 
presentations will be recorded with the exception of the 
caucus amongst the offering contractor in the first hour and 
the Government caucus in the third hour. 
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L.4.5.1.1.2. The offering contractor’s attendees at the oral presentation 
may include up to three (3) persons.  The Government 
desires at least two (2) of these individuals to be current 
employees of the prime contractor.  The Government desires 
at least one (1) person who is proposed to fulfill a key 
personnel position.   


L.4.5.1.1.3. For the one-hour caucus prior to the oral presentation, the 
Government will provide contractors with a private room, 
letter-size paper, and writing materials.  The contractor shall 
not bring any computers, tablets, or smart phones into the 
caucus room; and offerors shall not bring any electronic 
materials.  The Contracting Officer will collect electronic 
materials if necessary.  Written materials are permitted. 


L.4.5.1.1.4. For the Oral Presentation, the Government will provide a 
white board easel and at least one (1) white board marker.  
Offering contractors can expect the presentation to be 
conducted in a conference room with a table of sufficient 
size to accommodate the offering contractor’s three (3) 
people, the evaluators, and potentially government 
advisors/observers.  The contractor shall not bring any 
computers, tablets, or smart phones into the oral 
presentation room, and shall not bring, present, or distribute 
any written or electronic materials.  Notes created during the 
one-hour caucus along with other paper notes prepared prior 
to the oral presentation are allowed but may not be used for 
any type of visual presentation. 


L.4.5.1.2. The Government intends for the oral presentation to proceed as follows— 


L.4.5.1.2.1. FIRST HOUR.  The Contracting Officer will share a 
standard set of technical questions to the offering contractor 
involving issues the offering contractor should reasonably 
expect on this contract.  The Government evaluator will 
leave the room to allow the offering contractor’s attendees 
to caucus among themselves to review the information.  The 
offering contractor may prepare notes during this time for its 
own use during the second hour. 







 315 of 319 


L.4.5.1.2.2. SECOND HOUR.  The offering contractor will share its 
answers and problem resolution with the Government 
evaluators.  It will also provide its prepared presentation to 
address its technical approach, key personnel qualifications, 
and Past Performance.  At random times throughout the 
presentation, the Contracting Officer will pose a situational 
question to the offeror.  There will be five (5) questions total 
and the offering Contractor will be expected to answer them 
during the Oral Presentation.  These questions involve real 
situations the offering contractor may experience during the 
performance of the contract.  Offering contractors will not 
be provided the situational questions ahead of time. 


L.4.5.1.2.3. THIRD HOUR.  The Government will caucus for up to a 
half-hour to identify any clarification it may require to 
understand the presentation.  The remainder of the hour will 
be for the Government to ask any clarification questions of 
the offering contractor.  In addition, the offering contractor 
will be given an opportunity to address adverse past 
performance information. 


 Discussions 
The Government intends to make an award based on initial proposals but reserves the right to hold 
discussions.  Offerors are encouraged to ensure their initial proposal is their best and final. 


 Questions 


L.6.1. Questions are due via email to the Contracting Officer by 9:00am EST on Wednesday, 
October 4, 2017; Sandra.Schmidt@fletc.dhs.gov.  
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 EVALUATION FACTORS FOR AWARD 


 52.212-2 Evaluation—Commercial Items (Oct 2014) 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror 
whose offer conforming to the solicitation will be most advantageous to the Government, price and other 
factors considered. The following factors shall be used to evaluate offers: 
 
_See Section M.2_____________________________________  
 ________________________________________________  
 ________________________________________________  
 
[Contracting Officer shall insert the significant evaluation factors, such as (i) technical capability of the 
item offered to meet the Government requirement; (ii) price; (iii) past performance (see FAR 15.304); 
and include them in the relative order of importance of the evaluation factors, such as in descending 
order of importance.]  
 
Technical and past performance, when combined, are __See M.2________ [Contracting Officer state, in 
accordance with FAR 15.304, the relative importance of all other evaluation factors, when combined, 
when compared to price.]  
 
(b) Options. The Government will evaluate offers for award purposes by adding the total price for all 
options to the total price for the basic requirement. The Government may determine that an offer is 
unacceptable if the option prices are significantly unbalanced. Evaluation of options shall not obligate 
the Government to exercise the option(s).  
 
(c) A written notice of award or acceptance of an offer, mailed or otherwise furnished to the successful 
offeror within the time for acceptance specified in the offer, shall result in a binding contract without 
further action by either party. Before the offer’s specified expiration time, the Government may accept 
an offer (or part of an offer), whether or not there are negotiations after its receipt, unless a written 
notice of withdrawal is received before award. 


 Basis of Award 


M.2.1. Basis upon which selection will be made: 
Factor 1:  Video Submission of Experience 
Factor 2:  Oral Presentation 
Factor 3:  Price 


M.2.1.1. Best Value – Tradeoff analysis will be used to make an award decision.  Factor 1 is more 
important than Factor 2.  When combined, Factors 1 and 2 are more important than price.   


M.2.2. Factor 1:  Video Submission of Experience 


M.2.2.1. The Government will assess its level of confidence that the contractor will successfully 
perform the requirements based on their EXPERIENCE, considering matters such as— 


M.2.2.1.1. The relevancy of the experience as it relates to the requirements in the RFP. 
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M.2.2.1.2. Occupational Safety and Health Management:  Managing an employee safety 
and health management program for individuals who are working with and 
are exposed to hazardous materials; managing a workplace safety program 
as it relates to general building safety, fire prevention devices, drinking 
water testing, machine operation, and firearms/ammunition handling. 


M.2.2.1.3. Environmental Services:  Complying with required hazardous material control 
and management requirements; properly performing hazardous substance 
spill response; properly performing potable water system operations; 
properly performing storm water management; properly performing pest 
management; writing and managing environmental management plans. 


M.2.2.1.4. Warehouse Management:  successfully account for, track, manage, distribute, 
and move materials, mail, recycling, furniture, shipping/receiving.  


M.2.2.1.5. Grounds:  Providing equipment and labor to successfully perform all grass 
mowing, landscaping, sidewalk clearing, snow/ice removal, fence repair, 
and retention pond management. 


M.2.2.1.6. Pest Control:  Providing pest management for both interior and exterior areas; 
using the appropriate pesticides in accordance with referenced standards; 
providing appropriate certified personnel to perform the work. 


M.2.2.1.7. Firearms Facility Maintenance and Cleaning:  Independently maintaining and 
cleaning an indoor firearms range for a minimum of seven (7) ranges and 
surrounding areas in accordance with appropriate property management, 
environmental, and safety regulations and procedures; providing property 
servicing and management to indoor firearms range air handling, heating, 
and air conditioning systems and targeting systems. 


M.2.2.1.8. Weapons Management:  Securing, distributing, and accounting for firearms 
and ammunition. 


M.2.2.1.9. Educational Aides:  Providing training assistance in the form of classroom set-
up assistance, exam grading, student record maintenance, and document 
generation. 


M.2.2.2. The Government will also evaluate its confidence in the offeror’s ability based on 
whether or not the video is within the appropriate time limit and if the Government’s 
desire that the video to feature at least one (1) individual who will manage the contract 
performance from company headquarters or the company’s centralized office has been 
met. 


M.2.2.3. The Government expects only Experience to be addressed during the Video Submission.  
Should the Offeror provide information for other technical factors during the Video 
Submission, the Government will assume the offeror does not understand the requirement 
and in turn may provide a lower confidence rating when assessing Experience.   Should 
the Offeror be advised to provide an Oral Presentation, any non-Experience information 
provided in the Video Submission will not be utilized as a supplement for the 
Government when evaluating the Oral Presentation. 


M.2.3. Oral Presentation 
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M.2.3.1.1. The Government will assess its level of confidence that the offering contractor 
will successfully perform all requirements in regards to the technical 
approach, management approach, and key personnel qualifications.  Past 
Performance will also be evaluated.  The Government will consider matters 
such as: 


M.2.3.1.1.1. Technical approach to complying with all safety and 
environmental requirements; Weapon/Ammunition 
Inventory and Security; Equipment Issue/Recovery; 
Maintenance of the Heating, Ventilation, Air Conditioning, 
Refrigeration, air Filtration System and Target System; 
General Maintenance (firearms complex) and Lead 
Removal. 


M.2.3.1.1.2. Qualifications of Key Personnel. 


M.2.3.1.1.3. The skillset, quantity, and management of proposed labor 
force.  


M.2.3.1.1.4. The answers provided to the five (5) questions provided 
immediately prior to the oral presentation. 


M.2.3.1.1.5. The answers provided to the five (5) situational questions 
asked during the oral presentation. 


M.2.3.1.1.6. Relevancy, currency, size, scope, and performance feedback 
from points-of-contact listed for the past performance 
references and any other past performance information 
obtained by other sources available to the government.  
Offering contractors who do not have any past performance 
history or whose past performance is not available, the 
offering contractor may not be evaluated favorably or 
unfavorably. 


M.2.3.1.1.7. There are no more than three (3) presenters with at least two 
(2) of the presenters being current employees and at least 
one (1) person being proposed to fill a key personnel 
position. 


M.2.4. Price 


M.2.4.1. The Government will evaluate the proposed prices for price reasonableness and price 
realism.  The prices being evaluated include the base period, all options, and the unit 
prices for Indefinite Delivery Indefinite Quantity (IDIQ) CLINs.  The Government will 
also evaluate compliance with the applicable wage determinations. 


 Rating System 


M.3.1. The table below shows the ratings the Government will assign in its evaluation of offers 
when evaluating Factors 1 and 2.  A combined confidence rating will also be assessed for 
each proposal. 
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High Confidence The Government has high confidence that the offeror 


understands the requirement, proposes a sound approach, 
and will be successful in performing the work. 


Some Confidence The Government has some confidence that the offeror 
understand the requirement, proposes a sound approach, and 
will be successful in performing the work. 


Low Confidence The Government has low confidence that the offeror 
understands the requirement, proposes a sound approach, or 
will be successful in performing the work. 


 
 


M.3.2. The Government intends to rank the proposals based on the tradeoff analysis. 


 Incorporation of Aspects of Offer into the Contract 


M.4.1. One or more aspects of an offering contractor’s offer may be incorporated into the award 
resulting from this solicitation. 


 
 
 





		SECTION B. SUPPLIES OR SERVICES AND PRICES/COSTS

		B.1. Schedule

		B.2. Task Orders

		B.2.1. Work under CLINs x011 will be performed via a task/delivery order and will be on a firm-fixed price basis.  The Government will solicit the Contractor for a quote prior to award of the task/delivery order.



		B.3. Proposed Task Order Overhead

		B.3.1. The Offeror shall propose a fixed rate (as a percentage) to be utilized in task orders awarded under CLIN x011.  This rate shall be inclusive of overhead, G&A, material handling, profit, and any other overhead rates not mentioned.  The offeror’...

		__________________%



		B.4. Pricing



		SECTION C. DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK

		C.1. GENERAL MANAGEMENT AND ADMINISTRATION

		C.1.1. INTRODUCTION

		C.1.2. MISSION

		C.1.3. SCOPE

		C.1.4. FACILITY LOCATION and DESCRIPTION

		C.1.5. NON-PERSONAL SERVICES

		C.1.6. BUSINESS RELATIONS

		C.1.7. HOURS of OPERATION

		C.1.8. PROJECTED WORKLOAD

		C.1.8.1. The projected workload for this contract is delineated in (Section J, Attachment C.1.1) and the workload volume is subject to variance due to fluctuation in training programs.

		C.1.8.2. The Contractor shall manage workload so as not to interfere with Government or other contractor operations or business.  The Government will provide the Contractor with a class schedule sample; see (Section J, Attachment C.1.2).  The Contract...

		C.1.8.3. New and renovated facilities at FLETC may be completed and occupied during the course of this contract, which may impact projected workload.  The Contractor’s right to a price adjustment due to workload impact shall be governed as prescribed ...



		C.1.9. ABBREVIATIONS, ACRONYMS, AND DEFINITIONS

		C.1.10. REFERENCES AND TECHNICAL DOCUMENTS

		C.1.10.1. THE Contractor shall maintain a technical library of all technical data related information to the services specified in the contract. The library will include such items as: FLETC directives, applicable Government publications and  regulati...

		C.1.10.2. All documents obtained and collected during the performance of this contract shall remain the property of the Government.

		C.1.10.3. When supplements or amendments to existing publications are issued, the  Contractor shall immediately implement those changes which result in a decrease or no change in the cost of performance under this contract.  Before implementing a chan...



		C.1.11. DAMAGE TO GOVERNMENT PROPERTY

		C.1.11.1. Damage to Government property resulting from Contractor's work or negligence shall be repaired or replaced by the Contractor at no cost to the Government.



		C.1.12. OFFICE SPACE

		C.1.12.1. The Government will provide, without cost, office space for Operations and Project Management.  The government furnished spaces are located in Buildings 2, 5 and 50.   The Educational Aides shall utilize two offices on the third floor of Bui...

		C.1.12.2. Break Areas:  Breaks by Contractor employees shall not be taken in any Government staff or training areas. Contractor employee breaks shall not disrupt Government business, training, or staff areas.



		C.1.13. STORAGE

		C.1.13.1. The Government will furnish the Contractor available space for the storage of an inventory of bulk supplies, replacement parts, and the equipment which is to be used in the performance of work under this contract.  There is a storage shed (5...



		C.1.14. GOVERNMENT FURNISHED PROPERTY/EQUIPMENT (GFP/GFE)

		C.1.14.1. The Government will provide, without cost, the equipment and materials listed in (Section J, Attachment C.1.5).  The Government Furnished Property (GFP) must not be construed as being sufficient or adequate to meet the requirements of this c...

		C.1.14.2. At the beginning of the Contract, the Contractor must acknowledge in writing to the Inventory Management Specialist an inventory and receipt of all Government-Furnished Accountable Property.  A copy of the acknowledgment must be furnished to...

		C.1.14.3. The Contractor must assist in identifying excess, obsolete, or worn-out GFP by promptly initiating FTC-ADM-44 “Survey Report” (Section J, Attachment C.1.6) and submitting it through the Administrative COR to the Inventory Management Speciali...

		C.1.14.3.1. Contract Number and Name

		C.1.14.3.2. Property Number

		C.1.14.3.3. Property Nomenclature, Serial Number and Model Number

		C.1.14.3.4. Condition of Equipment



		C.1.14.4. The Government must pay all repair or replacement costs.  Should repairs be necessary due to contractor accident or negligence, the contractor must pay all such costs.  If the cost of repair exceeds fifty (50) percent of the depreciated valu...

		C.1.14.5. The Contractor will use Government-owned and/or related property only to provide contract services.  The Contractor must not use Government-owned property in any manner for any personal advantage, business gain, or other personal endeavor.  ...

		C.1.14.6. The Contractor must be obligated to reimburse the Government for any damage to Government Property that may occur during the execution of this contract resulting from negligence on the part of the contractor or his employees.  The Contractor...

		C.1.14.7. The Contractor must accomplish and retain signed delivery receipts for Government Furnished Consumable Supplies delivered and used at the contract site.

		C.1.14.8. Any Government property going off FLETC (e.g. vehicles to be repaired) requires A Temporary Hand Receipt.  The contractor must prepare FTC-ADM-80 “FLETC Inventory Control Form” (Section J, Attachment C.1.7), when required and provide a copy ...

		C.1.14.9. When weight scale equipment is calibrated, paperwork designating this calibration must be routed to the Administrative COR and the Inventory Management Specialist.  The individual responsible for the calibration needs to be properly licensed...

		C.1.14.10. Thirty (30) Days prior to the contract expiration date, the contractor must submit, in a form acceptable to the Contracting Officer, inventory schedules covering all items of government property not consumed in the performance of this contr...



		C.1.15. CONTRACTOR FUNISHED SUPPLY, MATERIALS AND PROPERTY

		C.1.15.1. Equipment, Tool, and Cleaning Gear

		C.1.15.1.1. The Contractor shall furnish everything required to perform the work prescribed within this specification, except for those items specifically stated to be Government furnished (See Section J, Attachment 2). All items are subject to inspec...

		C.1.15.1.2. The Contractor shall ensure that all equipment are operated and maintained in accordance with, or as specified in, the equipment manufacturers operation and maintenance manual(s).  The Contractor shall ensure that all custodial equipment, ...



		C.1.15.2. Materials and Supplies

		C.1.15.2.1. Unless specified otherwise in this specification, the Contractor shall furnish all materials and supplies required to perform the work prescribed in this contract. Contractor supplied items include: cellophane wrap, liquid hand soap and di...

		C.1.15.2.2.  The Contractor is responsible for providing collateral office equipment such as additional desks/tables not supplied by the government, additional file cabinets not supplied by the Government, calculators, typewriters, consumables, and ge...



		C.1.15.3. Inspection

		C.1.15.3.1. Equipment, tools, and cleaning gear used by the Contractor shall be subject to inspection by the Government. The CO may reject use of equipment, tools, and cleaning gear determined to be in non-compliance with the requirements of this spec...



		C.1.15.4. Waste Disposal

		C.1.15.4.1. The Contractor shall dispose of all trash and other waste collected that day to the nearest appropriate outside refuse containers for pickup and disposal. The Government will be responsible for dumpster pick up. The Contractor shall proper...





		C.1.16. CONTRACT PERSONNEL

		C.1.16.1.1. The Contractor shall employ responsible and competent personnel that can meet and perform the requirements of this contract. The Contractor shall employ persons able to speak, write, read, and understand English fluently for those position...

		C.1.16.1.2. The Contractor shall require all employees performing services under this contract while on duty, to wear distinctive uniform clothing (shirts and pants) for identification and shall ensure that every employee is in uniform no later than t...

		C.1.16.1.3. The Contractor must ensure that applicable qualifications are maintained as required for each respective labor category and/or position held, throughout the duration of the contract. The Contractor, in determining staffing levels, is stron...

		C.1.16.1.4. The Contractor must establish and maintain individual employee training records and files. All training records must be available on site and copies routed to the Administrative COR and/or Contracting Officer.  The Contractor must maintain...



		C.1.17. KEY PERSONNEL

		C.1.17.1. The Contractor shall employ the following full time key personnel in performance of this contract.  Key personnel positions are individual positions established to fulfill the requirements under this contract and will not be double billeted ...

		C.1.17.1.1. Project Manager (PM) and Alternate Project Manager (APM):  Prior to assignment to the contract, the Contractor shall submit a Personnel Resume for project management personnel. The personnel shall be subject to the Contracting Officer’s ap...

		C.1.17.1.1.1. Proficiency in oral and written communications in English.

		C.1.17.1.1.2. Three (3) years of progressively responsible general experience gained in analytical decision-making and administrative work and activities.

		C.1.17.1.1.3. Five (5) years (within the last 10 years) of specialized experience at the Project/Assistant Project Management level directly related to the support services of the types specified in this Statement of Work.



		C.1.17.1.2. Range Master:  The Lead Range Support Officer(s) must possess the following minimum requirements:

		C.1.17.1.2.1. At least two (2) years of experience with weapons maintenance.

		C.1.17.1.2.2. Some experience in range operations (military or police)

		C.1.17.1.2.3. Graduate of a recognized agency Range Support Officer school for law enforcement (i.e., National Rifle Association, military service school, federal service school, etc.).

		C.1.17.1.2.4. Offerors shall include with their proposal the name of their proposed applicant(s) and copies of his/her credentials and whether or not he/she is committed to work for the contractor in the event of a contract award.

		C.1.17.1.2.5. A detailed resume containing the same information specified for supervisory employees must be submitted for each Range Support Officer to the Contracting Officer or his/her designee for approval prior to the assignment of that Range Supp...



		C.1.17.1.3. Occupational Safety and Health Coordinator (OSHC):  The Contractor shall designate a competent OSHC to be on-site at FLETC or available (on call) by phone twenty-four (24) hours a day, seven (7) days a week. The OSHC shall have the authori...

		C.1.17.1.3.1. Before commencement of work, the Contractor shall provide the Contracting Officer, in writing, the name of the proposed OSHC, the designee’s professional resume, pertinent telephone numbers, and normal areas of assigned responsibilities....

		C.1.17.1.3.2. The OSHC shall possess the commensurate knowledge, skills, and abilities in order to properly execute the Contractor’s occupational safety and health program.  The Government desires the OSHC to have five (5) years of experience but is o...

		C.1.17.1.3.3. At a minimum, the OSHC shall have completed and be current in the following or equivalent training courses and maintain currency in this training during the contract period in accordance with applicable laws and regulations:

		OSHA 501 Trainer Course in OSHA Standards for General Industry

		OSHA 510 Occupational Safety and Health Standards for the Construction Industry

		OSHA 511 Occupational Safety and Health Standards for General Industry

		NFPA 10, Standard for Portable Fire Extinguishers

		NFPA 101, Life Safety Code

		First Aid, CPR & AED Certification & Instructor’s Course

		Hazardous Waste Operations and Emergency Response (HAZWOPER), in accordance with 29 CFR 1910.120.

		Additional environmental training for the OSHC may subsequently be identified by FLETC, as required.  The OSHC shall complete this training in a timely manner in order to maintain regulatory compliance.



		C.1.17.1.4. Environmental Program Representative (EPR):  The Contractor shall designate a competent Environmental Program Representative (EPR) to be on-site at FLETC or available (on call) by phone twenty-four (24) hours a day, seven (7) days a week. ...

		C.1.17.1.4.1. Before commencement of work, the Contractor shall provide the Contracting Officer, in writing, the name of the proposed EPR, the designee’s professional resume, pertinent telephone numbers, and normal areas of assigned responsibilities. ...

		C.1.17.1.4.2. The Government desires the EPR to have five (5) years of experience but is only requiring a minimum of one (1) year of experience in managing environmental compliance programs.  The EPR shall have completed the following training within ...

		Hazardous waste management as required by 40 CFR 265.16 and COMAR 26.13.05.02G

		Hazardous materials transportation as required by 49 CFR 172.704 and COMAR 26.13.03.05

		MDE Responsible Person Training

		Additional environmental training for the EPR may subsequently be identified by the EPS, as required.  The EPR shall complete this training in a timely manner in order to maintain regulatory compliance.



		C.1.17.1.5. Educational Aides:  Educational aides shall have the following minimum qualifications:

		C.1.17.1.5.1. High school diploma or equivalent certification

		C.1.17.1.5.2. Ability to operate a computer terminal, photocopier and other office equipment

		C.1.17.1.5.3. Able to read, write and speak fluent English

		C.1.17.1.5.4. Able to type 40 words per minute with 95% accuracy

		C.1.17.1.5.5. Able to lift up to 40 pounds



		C.1.17.1.6. HVAC&R Mechanic:  The Contractor must provide qualified tradesmen with current valid certified training certificates to include an EPA universal CFC certification for all personnel working on any Heating Ventilating Air Conditioning (HVAC)...

		C.1.17.1.7. Electrician:  The Contractor must provide qualified Electrical tradesmen with current valid proof of successfully completed training equal to an electrical journeyman level, certified on control wiring, VFD’s (to include programming), fire...





		C.1.18. CONTRACTOR QUALIFICATIONS

		C.1.18.1. General:  The Contractor must be able to provide the full range of support functions to ensure the safe and efficient operation of a non-residential law enforcement training facility.  The Contractor must be able to perform warehouse, invent...

		C.1.18.2. Experience:  The Contractor’s experience must be directly related to Facilities Support Services for Training Facilities, with the experience preferably relating to Law Enforcement Training Facilities.  The Contractor must have experience in...



		C.1.19. SECURITY

		C.1.19.1. Contract employees shall not open locked rooms or areas to permit entrance by persons other than the COR, FLETC Security, and other custodial employees performing assigned duties. All rooms found locked shall not be left unattended during th...

		C.1.19.2. No employees or representatives of the Contractor or any subcontractor will be admitted to the work site unless all security clearance requirements have been properly satisfied.  All Contractor and Subcontractor employees performing work at ...

		C.1.19.3. The Contractor will ensure that all persons under their direction and control at the Federal Law Enforcement Training Centers, Cheltenham, MD will be aware of and adhere to the terms and conditions articulated in the Department of Homeland S...



		C.1.20. PERFORMANCE EVALUATION MEETINGS

		C.1.20.1. The Contracting Officer may require the Project Manager to meet with the Contracting Officer, Contract Administrator, COR and other Government Personnel as deemed necessary. The Contractor may request a meeting with the Contracting Officer w...

		C.1.20.2. Electronic Data Interchange (EDI) refers to direct computer-to-computer exchange of data that is machine readable and can be processed using a public standard.  FLETC is committed to the use of EDI to improve the quality and timeliness of pr...



		C.1.21. SUSTAINABILITY REQUIREMENTS IAW EXECUTIVE ORDER 13693

		C.1.21.1. The Contractor shall comply with the sustainability requirements contained in Executive Order (EO) 13693, Planning for Federal Sustainability in the Next Decade.  EO 13693 establishes the goal for executive branch agencies to maintain leader...

		C.1.21.2. Within 30 days of Notice to Proceed, the Contractor shall prepare and submit a draft Sustainability Compliance Plan (SCP) to the CO.  At a minimum, the SCP shall address the following items:

		C.1.21.2.1. Purchasing preference for recycle content products designated by EPA;

		C.1.21.2.2. Purchasing preference for energy and water efficient products and services, such as ENERGY STAR qualified and Federal Energy Management Program (FEMP)-designated products, identified by EPA and the Department of Energy (DOE);

		C.1.21.2.3. Purchasing preference for Bio-Preferred and bio-based designated products designated by the United States Department of Agriculture; requirements of present and future generations of Americans (EO 13423, Section 9 and EO 13514, Section 19(...

		C.1.21.2.4. Purchasing sustainable products and services identified by EPA programs including:

		C.1.21.2.4.1. Significant New Alternative Policy (SNAP) chemicals or other alternatives to ozone-depleting substances and high global warming potential hydro-fluorocarbons, where feasible, as identified by SNAP

		C.1.21.2.4.2. Water-Sense certified products and services (water efficient products)

		C.1.21.2.4.3. Safer Choice labeled products (chemically intensive products that contain safer ingredients)

		C.1.21.2.4.4. Smart-Way Transport partners and Smart-Way products (fuel efficient products and services)



		C.1.21.2.5. Purchasing environmentally preferable products or services that:

		C.1.21.2.5.1. Meet or exceed specifications, standards, or labels recommended by EPA that have been determined to assist agencies in meeting their needs and further advance sustainable procurement goals of EO 13693 or

		C.1.21.2.5.2. Meet environmental performance criteria developed or adopted by voluntary consensus standards bodies consistent with section 12(d) of the National Technology Transfer and Advancement Act of 1995 (Public Law 104–113) and OMB Circular A–11...





		C.1.21.3. The SCP will provide information allowing FLETC-OCH to evaluate and verify the environmental preferability characteristics of the chemical products, supplies, and materials required in performance of this contract. The contractor shall ident...

		C.1.21.4. The Contractor shall provide the requisite certifications and submit periodic reports to the CO and EPS in order to evaluate its compliance with the federal sustainability mandates specified herein and as required by the relevant clauses con...





		C.2. OCCUPATIONAL SAFETY and HEALTH

		C.2.1. DESCRIPTION OF SERVICES

		C.2.1.1. FLETC-OCH considers the protection of the safety and health of all of its personnel, including contract personnel, to be an integral component of its operations and support services.  To that end, the Contractor shall furnish its employees a ...

		C.2.1.2. The Contractor shall support the safety and health requirements specific to the overall FLETC-OCH operations, including, but not limited to, those tasks specified in this SOW, such as:

		C.2.1.2.1. Workplace safety and accident prevention

		C.2.1.2.2.  Physical, mechanical, chemical, toxic, animal, and disease exposure  hazards

		C.2.1.2.3.  Hazardous substance exposure risk identification and mitigation

		C.2.1.2.4.  Facility operations and maintenance

		C.2.1.2.5.  Building life safety inspections, testing and monitoring

		C.2.1.2.6.  Fire extinguisher and AED inspections, testing, and maintenance

		C.2.1.2.7.  Hazardous material and waste management

		C.2.1.2.8.  Material handling and warehouse operations

		C.2.1.2.9.  Vehicle and equipment operations

		C.2.1.2.10.  Elevator and lift inspection and testing

		C.2.1.2.11.  Backflow prevention device testing

		C.2.1.2.12.  Heat stress monitoring and awareness

		C.2.1.2.13. Hearing, eye, foot, head, and respiratory protection

		C.2.1.2.14.  Engineering and administrative safety controls

		C.2.1.2.15.  Personal protective equipment

		C.2.1.2.16.  Firearms and Driver’s Training Ranges safety

		C.2.1.2.17.  Firearms, ammunition and explosives management

		C.2.1.2.18.  Firearms Training Range inspection, testing, monitoring and cleaning for  the purpose of reducing exposure to hazardous and toxic substances (See  Section C.9)





		C.2.2. REFERENCES

		C.2.2.1. Standards

		C.2.2.1.1. The Occupational Safety and Health Act (OSHA) (29 USC 651-678) governs the issues related to occupational safety and health.  Standards covering various aspects of workplace safety can be found in the following OSHA Standards:

		C.2.2.1.1.1. General Industry Standards, 29 CFR 1903, 1904, and 1910

		C.2.2.1.1.2. Construction Industry Standards, 29 CFR 1926

		C.2.2.1.1.3. Basic Program Elements for Federal Employees OSHA, 29 CFR 1960



		C.2.2.1.2. The McNamara-O'Hara Service Contract Act of 1965 (41 U.S.C. 351, et seq.) requires that every service contract over $2,500 require compliance by the contractor and any subcontractors with applicable safety and health standards as codified i...

		C.2.2.1.3.  Executive Order 12196, Occupational Safety and Health Programs for Federal Employees, issued February 26, 1980, prescribes specific responsibilities to federal agencies in addition to those prescribed in 29 CFR 1960.

		C.2.2.1.4.  The Maryland Occupational Safety and Health (MOSH) Act, published in the Annotated Code of Maryland, Labor and Employment Article Sections 5-101 to 5-901, and codified in the Code of Maryland Regulations (COMAR) 09.12.20 to 09.12.38, gover...

		C.2.2.1.5.  The Annotated Code of Maryland, Public Safety Article, Title 12, Sections 12-805, 12-806, 12-809, and 809, govern safety requirements for elevators, escalators, chairlifts, and hoists within Maryland.  Governing regulations are codified in...

		C.2.2.1.6.  The Annotated Code of Maryland, Business Occupations and Professions Article, Title 12, Sections 12-205 through 12-307 covers the Maryland State Plumbing Code, including cross-connection and backflow prevention. Maryland has adopted the Na...

		C.2.2.1.7.  The National Fire Protection Association (NFPA) is responsible for over 380 codes and standards that are designed to minimize the risk and effects of fire by establishing criteria for building, processing, design, service, and installation...

		C.2.2.1.8.  The American National Standards Institute (ANSI) oversees the development of voluntary consensus standards for products, services, processes, systems, and personnel in the United States.  Certain ANSI standards carry the force of law and m...

		C.2.2.1.9.  The American Society of Mechanical Engineer (ASME) maintains eight major codes addressing safety in design, construction, installation, operation, inspection, testing, maintenance, alteration, and repair of elevators, dumbwaiters, escalato...

		C.2.2.1.10.  https://www.asme.org/about-asme/standards/safety-codes-for-elevators-and-escalators.



		C.2.2.2. Guidance

		C.2.2.2.1. DHS Directive 066-01, Safety and Health Programs, establishes policy, responsibilities and requirements regarding safety and health programs within DHS and its components. (Section J, Attachment C.2.1)

		C.2.2.2.2. The DHS Safety and Health Manual provides guidance in support of DHS Directive 066-01.  It summarizes the major federal occupational safety and health program management requirements for components under the jurisdiction of the Department o...

		C.2.2.2.3. FLETC Manual 79-09, Occupational Safety and Health Program covers specific safety and health program and policy elements unique to FLETC. This directive applies to all FLETC locations and training sites and contains elements that apply to a...

		C.2.2.2.4. FLETC Directive 67-92.A, Heat Stress Guidance, sets forth the guidance to be followed at all training delivery points, including Cheltenham, during times of high heat and humidity.  The purpose of this directive is to protect employees and ...

		C.2.2.2.5. The National Institute for Occupational Safety and Health (NIOSH) is responsible for conducting research and making recommendations for the prevention of work-related injury and illness.  NIOSH produces various publications, guidelines, and...

		C.2.2.2.6. NIOSH Publication Number 2009-136, NIOSH Alert: Preventing Occupational Exposure to Lead and Noise at Indoor Firing Ranges, examines firing range operations, exposure assessment and control methods, existing regulations, and exposure standa...

		C.2.2.2.7. OSHA Publication 2254, Training Requirements in OSHA Standards, provides an easy-to-use guide to the various training requirements for employees and occupational safety and health professionals sprinkled throughout the OSHA standards.  This...

		C.2.2.2.8. OSHA Publication 3071, Job Hazard Analysis, provides information on how to recognize workplace hazards, analyze the risks and consequences of these hazards, and eliminate or reduce them to an acceptable risk level.  This publication is avai...

		C.2.2.2.9. OSHA Publication 3162, Screening and Surveillance: A Guide to OSHA Standards is a quick reference guide to help employers locate and implement the screening and surveillance requirements of the Federal OSHA standards.  This publication is a...





		C.2.3. SAFETY AND HEALTH PROGRAM

		C.2.3.1. Basic Program Requirements

		C.2.3.1.1. Upon commencement of work under this contract, the Contractor shall implement a suitable and proactive occupational safety and health program for the benefit of all of its employees performing work under this SOW and FLETC staff, Partner Or...

		C.2.3.1.2.  The Contractor shall furnish all personnel, supervision, equipment, management, materials, employee training, transportation and supplies necessary to perform tasks required by this contract, utilizing occupational safety and health statut...

		C.2.3.1.3.  Participation in the Contractor’s safety and health program, including hazard exposure monitoring, the medical surveillance program, use of hazard controls, wear of PPE, and training and meeting attendance, by its employees shall be mandat...

		C.2.3.1.4.  For the purposes of OSHA regulatory compliance, FLETC-OCH is considered a multi-employer worksite.  Therefore, the Contractor shall comply with the obligations set forth in OSHA Directive Number CPL 02-00-124, Multi-Employer Worksite Citat...

		C.2.3.1.4.1. 29 CFR 1910.119, Process Safety Management

		C.2.3.1.4.2. 29 CFR 1910.146, Permit-Required Confined Spaces

		C.2.3.1.4.3. 29 CFR 1910.147, Lockout/Tagout

		C.2.3.1.4.4. 29 CFR 1910.1200, Hazard Communication



		C.2.3.1.5. The Contractor shall develop an accident investigation procedure which identifies root causes of employee accidents and mitigates those causes.  FLETC-OCH EPS shall be notified of Contractor workplace mishaps resulting in injuries within tw...



		C.2.3.2. Occupational Safety and Health Management Plan

		C.2.3.2.1. Within 30 days of Notice to Proceed, the Contractor shall prepare and submit a draft consolidated Occupational Safety and Health Compliance Plan (OSHCP) to the CO. The OSHCP will document the Contractor’s plan to implement all work activiti...

		C.2.3.2.1.1. Organization, roles responsibilities, lines of authority, plans, procedures, inspections, recordkeeping, reporting, and other documentation required to be kept

		C.2.3.2.1.2. References to other occupational safety and health issues related to all of the tasks specified within this SOW

		C.2.3.2.1.3. Address specific General Industry Standards in 29 CFR 1910 applicable to the tasks performed under this SOW

		C.2.3.2.1.4. Description of how the Contractor will ensure regulatory compliance of its and FLETC operations

		C.2.3.2.1.5. Work plans, Standard Operating Procedures (SOPs), and other details of how the Contractor shall execute specific occupational safety and health duties

		C.2.3.2.1.6. Oversight of subcontractor safety plans

		C.2.3.2.1.7. A Continuity of Operations Plan for use during transition of personnel

		C.2.3.2.1.8. Other items as may be agreed upon between the Contractor and FLETC staff



		C.2.3.2.2. The Contractor shall continually review and update the plan.  The Contractor shall amend the plan when new processes, procedures, tools, equipment, materials, or chemicals are introduced into the workplace.  The Contractor shall also perfor...



		C.2.3.3. Regulatory Compliance

		C.2.3.3.1. The Contractor is directly responsible for the safety and health of its employees while on the job and complying with all applicable safety and health standards.  FLETC does not exercise direct control over the Contractor’s safety and healt...

		C.2.3.3.2.  The Contractor is not an employee of the government and shall not represent the government in an official or unofficial capacity without the express prior written permission from the CO.  This authorization notwithstanding, in the event th...

		C.2.3.3.3.  The Contractor shall be responsible to correct in a timely manner all safety hazards created by the Contractor, its Subcontractors, and employees of both, including any hazardous material or waste release.  The Contractor shall also be res...

		C.2.3.3.4.  The Contractor shall make all premises and operations under its control available to the Government for routine periodic safety and health compliance inspections.

		C.2.3.3.5.  Stop Work Order.  Negligent or willful violations of safety and health standards by the Contractor, its Subcontractors, or any of their employees, will not be tolerated.  If the Contractor fails, refuses, or is unable to promptly comply wi...



		C.2.3.4. Occupational Safety and Health Coordinator

		C.2.3.4.1. RESERVED

		C.2.3.4.2. RESERVED

		C.2.3.4.3. Responsibilities.  The OSHC shall perform the following duties:

		C.2.3.4.3.1. Execute the Contractor’s workplace safety and accident prevention program, as outlined in the Occupational Safety and Health Compliance Plan (OSHCP)

		C.2.3.4.3.2. Ensure regulatory and contract compliance with all occupational safety and health tasks specified within this SOW.  The OSHC shall provide a monthly compliance status report to the COR and EPS.  The OSHC shall conduct an annual audit to m...

		C.2.3.4.3.3. Manage the Contractor’s job hazard analyses, respiratory protection, exposure monitoring, and medical surveillance programs.

		C.2.3.4.3.4. Ensure Contractor personnel charged with occupational safety and health duties are qualified and appropriately trained to perform their duties.

		C.2.3.4.3.5. Determine personal protective equipment needs for workers performing hazardous tasks, including the proper selection, wear, and use of PPE.

		C.2.3.4.3.6. Conduct safety orientation training within five (5) days for new employees or existing employees when new processes, procedures, tools, equipment, materials, or chemicals are introduced into the workplace.

		C.2.3.4.3.7. Develop and distribute topics and lessons for weekly shop safety meetings and maintain central repository of meeting records

		C.2.3.4.3.8. Participate in and perform periodic workplace safety and regulatory compliance inspections, assessment, and audits, including as a team member for the annual Environmental, Safety, and Occupational Health (ESOH) assessment.

		C.2.3.4.3.9. Manage workplace accident reporting and investigations

		C.2.3.4.3.10. Maintain regular and routine communications FLETC-OCH EPS

		C.2.3.4.3.11. Participate in FLETC-OCH cross-functional teams, such as the Environmental, Safety, and Occupational Health Council (ESOHC) and other teams as may be designated by the Site Director

		C.2.3.4.3.12. Brief FLETC leadership on status of Contractor environmental programs and regulatory compliance, as requested





		C.2.3.5. Hazard Identification, Assessment, and Mitigation

		C.2.3.5.1. Job Hazard Analysis (JHA)

		C.2.3.5.1.1. In accordance with 29 CFR 1910.132(d)(2), the Contractor shall perform a workplace job hazard assessment (JHA) through a written certification that identifies the workplace evaluated; the person certifying that the evaluation has been per...

		C.2.3.5.1.2. The Contractor shall perform a JHA for each of its employees as warranted by the hazards associated with the job tasks.  The Contractor shall determine the need for an analysis for each employee position within its area of responsibility....

		C.2.3.5.1.3. Within 30 days of Notice to Proceed, the Contractor shall submit completed JHAs to the CO and EPS for review.  The JHAs will become a part of the Contractor’s OSHCP.

		C.2.3.5.1.4. The Contractor shall review each JHA at least annually, or as hazards and work conditions change.  The JHA shall be reviewed and updated, as necessary, when new personnel, processes, procedures, tools, equipment, materials, or chemicals a...



		C.2.3.5.2. Exposure Monitoring.  The Contractor shall establish an Exposure Monitoring program and implement SOPs in compliance with specific OSHA safety standards.  The Contractor shall develop SOPs for each specific monitoring task.  The Contractor ...

		C.2.3.5.2.1. Conduct hazard exposure monitoring based on the applicable safety and health standard for the specific hazardous task(s) being performed by affected employee.

		C.2.3.5.2.2. At a minimum, develop thresholds, action levels, limits and controls for employee exposure to blood borne pathogens, hazardous chemicals, heat stress, lead, noise, and toxic airborne contaminants.

		C.2.3.5.2.3. Monitor exposure by air sampling, surface sampling, use of measuring devices, or other test method required or approved for use.



		C.2.3.5.3. Medical Surveillance Program.  The Contractor shall establish a Medical Surveillance program and implement SOPs based on the applicable safety and health standard for the specific hazardous task(s) being performed by affected employee.  The...

		C.2.3.5.3.1. Medically evaluate and monitor employees who perform duties relevant to the following standards:

		C.2.3.5.3.2. 29 CFR 1910.95, Occupational Noise Exposure

		C.2.3.5.3.3. 29 CFR 1910.120, Hazardous Waste Operations and Emergency Response

		C.2.3.5.3.4. 29 CFR 1910.134, Respiratory Protection

		C.2.3.5.3.5. 29 CFR 1910.1025, Lead

		C.2.3.5.3.6. 29 CFR 1910.1030, Blood borne Pathogens

		C.2.3.5.3.7. Provide pre-employment, annual and post-employment physicals for employees performing hazardous duties in accordance with the specific JHA.

		C.2.3.5.3.8. Safeguard the medical information and personally identifiable information (PII) of its employees from the improper release of this data.



		C.2.3.5.4. Respiratory Protection.  The Contractor shall establish a Respiratory Protection program and implement SOPs based on the applicable safety and  health standard for the specific hazardous task(s) being performed by affected employees.  The C...

		C.2.3.5.5.  Fall Protection. The Contractor shall train employees on fall protection requirements and provide required fall protection equipment in accordance with 29 CFR 1910.28 and 29 CFR 1910.29 and 29 CRFR 1910.140.

		C.2.3.5.6.  Hazard Control.  The Contractor shall establish a Hazard Control program and implement SOPs based on the applicable safety and health standard for the specific hazardous task(s) being performed by each employee.  The Contractor shall incor...

		C.2.3.5.6.1. Engineering controls focus on the source of the hazard, unlike other types of controls that generally focus on the employee exposed to the hazard.  To the extent feasible, the work environment and the job itself should be designed to elim...

		C.2.3.5.6.2. If feasible, design the facility, equipment, or process to remove the hazard and/or substitute something that is not hazardous or is less hazardous.

		C.2.3.5.6.3. If removal is not feasible, enclose the hazard to prevent exposure in normal operations.

		C.2.3.5.6.4. Where complete enclosure is not feasible, establish physical barriers, such as shields, guards, locks, baffles, or local ventilation, to reduce exposure to the hazard in normal operations.

		C.2.3.5.6.5. Administrative controls involve modifications of work assignments and schedules to reduce employees' exposure to hazards, such as managing work breaks; rotating employees to reduce exposure time; adding more workers; and safe work practic...

		C.2.3.5.6.6. Personal protective equipment (PPE) should only be used when exposure to hazards cannot be engineered completely out of normal operations and maintenance work, and when safe work practices and administrative controls cannot provide suffic...



		C.2.3.5.7. Workplace Safety and Accident Prevention.  The Contractor shall establish a Workplace Safety and Accident Prevention program and implement SOPs in compliance with OSHA safety standards.  The Contractor shall incorporate programs and procedu...

		C.2.3.5.7.1. Ensure employees are trained, qualified, certified, or licensed, as appropriate, in accordance with the applicable safety and health standard for the specific task(s) being performed by each employee.

		C.2.3.5.7.2. Perform periodic fire, safety and health inspections of Contractor work areas.  The Contractor shall document these inspections and any required corrective actions and keep these records for three (3) years.

		C.2.3.5.7.3. Hold weekly shop safety meetings with its employees.  A record of attendance shall be kept for each meeting.  The Contractor’s Occupational Safety and Health Coordinator (OSHC) will develop and distribute topics and lessons for weekly sho...

		C.2.3.5.7.4. Implement a communication system that employees can use to report unsafe working conditions in a timely manner to the Contractor without fear of retribution.  The Contractor may use FTC-EVS-07, Hazard Report Form, or other suitable form, ...

		C.2.3.5.7.5. Make all mandatory notifications, postings, announcements and warnings in accordance with applicable safety and health standards.  The Contractor shall make notification and post warning signs when work it is to perform creates a hazard a...

		C.2.3.5.7.6. Conduct periodic safety and accident prevention awareness campaigns throughout the year, but at least quarterly.  These campaigns shall be conducted at no additional expense to the Government.  Such campaigns might include, but are not li...







		C.2.4. INSPECTIONS, TESTING, AND MAINTENANCE

		C.2.4.1. Fire Extinguishers (QTY:  125)

		C.2.4.1.1. The Contractor shall assign a unique identification number to each extinguisher and mark it on the extinguisher and use it on inspection forms and test records.  Records shall include a description of the type and location of the extinguish...

		C.2.4.1.2. Once per month, the Contractor shall perform the following services:

		C.2.4.1.2.1. Ensure that the hose is properly attached, not cracked and in good condition and replace any hose in disrepair.

		C.2.4.1.2.2. Check the extinguishers for damage, including dents, rust, broken or missing parts, or missing markings and labels.  Repair damage, if practicable, or submit a replacement request to the CO for units beyond repair.

		C.2.4.1.2.3. Initial and date the inspection tag after each inspection.  Replace the tag it is unreadable, faded, torn, or unusable

		C.2.4.1.2.4. Supply new replacement inspection tags and affix them to extinguishers, when necessary, and maintain old tags for three years.



		C.2.4.1.3. Once per year, the Contractor shall perform the following services:

		C.2.4.1.3.1. Weigh all extinguishers

		C.2.4.1.3.2. Hydrostatic cylinder tests

		C.2.4.1.3.3. Repair damage, if practicable, or submit a replacement request to the CO for units beyond repair.



		C.2.4.1.4. The Contractor may use FLETC Form FTC-EVS-17, Fire Extinguisher Inspection Record, or other suitable form, for the inspection process. (Section J, Attachment C.2.8)

		C.2.4.1.5. The Contractor shall provide a monthly report that includes the inspection results and any needed repairs or replacements.



		C.2.4.2. Emergency Exit Signs (QTY:  120)

		C.2.4.2.1. The Contractor shall assign a unique identification number to each sign and inconspicuously mark it on the sign and use it on inspection forms and test records.  Records shall include a description of the type and location of the sign in a ...

		C.2.4.2.2. Once per month, the Contractor shall inspect and test all lighted emergency exit signs located in buildings throughout the Center for proper operation and record the results. Inspection and testing consists of the following actions:

		C.2.4.2.2.1. Check the signs for damage, including broken or missing parts

		C.2.4.2.2.2. Depress and hold the “test button” for thirty seconds. The sign must remain illuminated for the entire thirty second period.

		C.2.4.2.2.3. Document the working condition of each sign by recording the results, store the records electronically, and retain a copy of the records for a period of three years.



		C.2.4.2.3. The Contractor shall provide a monthly report that includes the inspection results and any needed repairs or replacements.



		C.2.4.3. Emergency Egress Lighting (QTY:  470)

		C.2.4.3.1. The Contractor shall assign a unique identification number to each light fixture and inconspicuously mark it on the fixture and use it on inspection forms and test records.  Records shall include a description of the type and location of th...

		C.2.4.3.2. Once per month, the Contractor shall inspect and test all emergency egress light fixtures located in buildings throughout the Center for proper operation and record the results. Inspection and testing consists of the following actions:

		C.2.4.3.2.1. Check the light fixtures and lamps for damage, including broken or missing parts or if the lamp is not illuminating properly.

		C.2.4.3.2.2. Depress and hold the “test button” for thirty seconds. The lamp must remain illuminated for the entire thirty second period.

		C.2.4.3.2.3. Document the working condition of each fixture by recording the results, store the records electronically, and retain a copy of the records for a period of three years.



		C.2.4.3.3. The Contractor shall provide a monthly report that includes the inspection results and any needed repairs or replacements.



		C.2.4.4. Automatic External Defibrillators (AEDs) (QTY:  24)

		C.2.4.4.1. The Contractor shall assign a unique identification number to each AED and inconspicuously mark it on the device and use it on inspection forms and test records.  Records shall include a description of the type and location of the AED in a ...

		C.2.4.4.2. Inspection and testing consists of the following actions:

		C.2.4.4.2.1. Once per month, the Contractor shall ensure the test light is illuminated and initial and date the service tag.

		C.2.4.4.2.2. Replace device pads annually and batteries upon reaching their expiration date

		C.2.4.4.2.3. Document the working condition of each fixture by recording the results, store the records electronically, and retain a copy of the records for a period of three years.

		C.2.4.4.2.4. The Contractor may use FLETC Forms FTC-EVS-11, AED Supply Checklist (Section J, Attachment C.2.9) and FTC-EVS-15 AED Maintenance Checklist (Section J, Attachment C.2.10), or other suitable forms, as a part of the inspection process.



		C.2.4.4.3. The Contractor shall provide a monthly report that includes the inspection results and any needed repairs or replacements



		C.2.4.5. Emergency Eye Washes and Showers (QTY:  16)

		C.2.4.5.1. The Contractor shall assign a unique identification number to each emergency eye wash and shower and mark it on the unit and use it on inspection forms and test records.  Records shall include a description of the type and location of the e...

		C.2.4.5.2. The Contractor shall inspect, test, and service all emergency eye washes and showers located throughout the Center in accordance with ANSI Standard Z358.1.  The Contractor shall record the results on the unit’s service tag and electronicall...

		C.2.4.5.3. Once per week, the Contractor shall perform the following services:

		C.2.4.5.3.1. Activate plumbed emergency eye wash stations and showers to verify correct operation

		C.2.4.5.3.2. Visually check self-contained showers to determine if the flushing fluid needs to be changed or supplemented

		C.2.4.5.3.3. Inspect gravity-fed eye wash to verify flushing fluid level and maintain in accordance with manufacturer instructions

		C.2.4.5.3.4. Inspect portable and personal eye wash and eye saline bottles in accordance with manufacture instructions.  The Contractor shall periodically change-out eye wash bottles with new ones in accordance with manufacturers’ instructions.



		C.2.4.5.4. All emergency eye washes and showers must be inspected annually to make sure they meet ANSI Z358.1 performance requirements.

		C.2.4.5.5. The Contractor shall provide a monthly report that includes the inspection results and any needed repairs or replacements.



		C.2.4.6. Annual Building Inspection (QTY:  48)

		C.2.4.6.1. The Contractor shall conduct an annual safety inspection of all FLETC-OCH buildings in accordance with 29 CFR 1960 and FLETC Manual 70-09,Chapter 6.  The inspection process includes, but is not limited to, assessment for Life Safety Code co...

		C.2.4.6.2. The Contractor shall document the inspection using FLETC Form FTC-ESD-31, Annual Safety Inspection Checklist (Section J, Attachment C.2.11).  If a hazard or deficiency is found, a detailed finding will be attached to the inspection report u...

		C.2.4.6.3. The Contractor shall distribute the buildings inspections over the course of the fiscal year.  The Contractor shall develop a schedule of buildings to be inspected each quarter and provide it to the CO and CAD at least 45 days prior to the ...

		C.2.4.6.4. While FLETC Form FTC-ESD-31 is comprehensive, it cannot cover all aspects of the safety compliance of a building or location; however, it is designed to meet the key elements found in the safety and health standards which are common to many...





		C.2.5. OPERATIONS AND SERVICES

		C.2.5.1. HEAT STRESS MONITORING. The Contractor shall provide heat stress  monitoring through the use of the Questemp 34 Thermal Environmental Monitor Wet Bulb Globe Temperature (WBGT) equipment provided as Government Furnished Equipment. Heat stress ...

		C.2.5.1.1. Monitor the air temperature throughout each duty day as reported by the National Weather Service (NWS) for Cheltenham, Maryland.  Weather conditions can be monitored online at: http://forecast.weather.gov/MapClick.php?textField1=38.74&textF...

		C.2.5.1.2. Ensure that the Questemp 34 WBGT is properly calibrated and functional at the beginning of the heat stress monitoring season. The Contractor shall bear all costs for calibrating the unit.  The unit is manufactured by 3M who has the field ca...

		C.2.5.1.3. The Contractor must measure and record in writing the hourly WBGT. A permanent log book of all index readings will be maintained by the contractor.

		C.2.5.1.4. Readings will be posted by the start of the regular training day at 0730 or by the scheduled start time of early morning physical training sessions, as needed

		C.2.5.1.5. Notify all personnel of any change in the WBGT, and assign the correct warning flag. Notification will be accomplished in two ways: through the updating of the automated phone message (ext. 8383) and the other via written e-mail message to ...

		C.2.5.1.6. To change/update the auto-attendant (phone message) go to voice mail and enter extension 8383 then enter password 852-852-852. It should be noted that once either the red flag or black flag conditions have been reached, FLETC will remain un...

		C.2.5.1.7. The Government will supply the WBGT; however, the Contractor shall be responsible for the condition and maintenance of the WBGT IAW manufacturer’s instructions.



		C.2.5.2. Fire Prevention and Evacuation Plan.  The Contractor shall establish a Fire Prevention and Evacuation Plan in compliance with 29 CFR 1910.39, NFPA standards, and FLETC-OCH Occupant Evacuation Plans (OEPs).  The Contractor shall conduct period...

		C.2.5.3. Material Handling Equipment

		C.2.5.3.1. The Contractor must train and license its operators of powered industrial equipment in accordance with safety standards and maintain a record of the names of those licensed, type of license, and date for a period of one year.

		C.2.5.3.2. The Contractor must label, inspect, test, maintain and keep in good repair all material handling equipment in accordance with specifications contained in 29 CFR 1910.  Material handling equipment not specifically addressed elsewhere must be...



		C.2.5.4. Explosives, Ordinance, Ammunition, and Pyrotechnics

		C.2.5.4.1. An explosive safety program must be established in accordance with 29 CFR 1910.109, Explosive and Blasting Agents.  The program must cover storage and handling of all shotgun, rifle, pistol, revolver cartridges and pyrotechnics. It will als...

		C.2.5.4.2. The Contractor must provide SOPs to the employees before beginning any operation involving the use or storage of explosives or other hazardous materials, to include protective measures and equipment required, and symptoms of exposure. The i...



		C.2.5.5. Hazardous Materials and Waste. The Contractor shall handle and manage all hazardous materials and waste in accordance with Section C.3 of this SOW, including all operations, training, inspection, and recordkeeping requirements.

		C.2.5.6. Control of Hazardous Energy (Lockout/Tagout).  The Contractor shall establish a Lockout/Tagout program and develop and implement SOPs in compliance with 29 CFR 1910.147, The Control of Hazardous Energy (Lockout/Tagout).  The Contractor shall ...

		C.2.5.6.1. High Voltage: Contractor personnel working on high voltage energized circuits (six hundred (600) volts or less) shall be required to work in accordance with requirements set forth in applicable safety standards.  All circuit breakers de-ene...

		C.2.5.6.2. Lockout/Tagout: All de-energized circuit breakers, installed equipment, or any other piece of equipment or utility line that is shut down for maintenance and could potentially pose a life/safety danger to personnel must be locked and tagged...



		C.2.5.7. Confined Space.  The Contractor shall establish a Confined Space Entry program and implement SOPs in compliance with 29 CFR 1910.146.  The Contractor shall incorporate programs and procedures into the OSHCP and submit a draft plan within 30 d...

		C.2.5.7.1. The Contractor may use FLETC Form FTC-EVS-5, Confined Spaces at FLETC Facilities, or other suitable form, to identify and characterize confined spaces on FLETC-OCH. (Section J, Attachment C.2.14)

		C.2.5.7.2. The Contractor shall coordinate all confined space entries, including permitted and non-permitted entry, with FLETC-OCH EPS.  Permitted confined entry shall be coordinated with emergency services personnel and require the issuance of a writ...

		C.2.5.7.3. The Contractor may use FLETC Form FTC-EVS-8 (Section J, Attachment C.2.15) Confined Spaces Entry, or other suitable form, as an authorization and preparation checklist for permit-required confined spaces entry.  The Contractor may use FLETC...



		C.2.5.8. Blood Borne Pathogens. The Contractor shall establish a Blood Borne Pathogen program and implement SOPs in compliance with 29 CFR 1910.1030.  The Contractor shall incorporate programs and procedures into the OSHCP and submit a draft plan with...



		C.2.6. PERSONNEL TRAINING

		C.2.6.1. Safety training shall be an integral part of the Contractor’s Occupational Safety and Health program.  The Contractor shall comply with all mandatory training requirements specified in relevant safety and health standards.  The Contractor sho...

		C.2.6.2. Within 30 days of Notice to Proceed, the Contractor shall prepare and submit a draft comprehensive Occupational Safety and Health Training Plan and incorporate it into the OSHCP.  The Contractor Training Plan shall:

		C.2.6.2.1. Conduct safety orientation training within five (5) days for new employees or existing employees when new processes, procedures, tools, equipment, materials, or chemicals are introduced into the workplace.

		C.2.6.2.2. Provide initial, annual, and refresher training to enable employees to conduct their work in a safe manner and to recognize and report hazardous conditions.

		C.2.6.2.3. Document all training and maintain training for the duration of an employee’s work tenure with the Contractor.





		C.2.7. INDEFINITE DELIVERY/INDEFINITE QUANTITY (IDIQ) WORK

		C.2.7.1. As directed by the Contracting Officer, the Contractor shall perform work other than as specified in this SOW.  Work may be tasked in areas throughout the Center and may include: industrial hygiene analytical testing sampling and monitoring i...

		C.2.7.2. The tasks specified in any additional IDIQ work may involve construction; thus, the Contractor may have to comply with the requirements of 29 CFR 1926, Construction Industry Standards, for construction projects.



		C.2.8. RECORDS, REPORTS, AND OTHER DELIVERABLES

		C.2.8.1. The Contractor shall use forms, record data and maintain records in accordance with the applicable regulatory and permit requirements, plans and SOPs, DHS and FLETC policy, and other more specific requirements specified in individual subsecti...

		C.2.8.2. The Contractor shall use computer-based software in order to manage and  track plans and procedures; inspection, sampling, and monitoring data; PM  activities; certification and training records; and regulatory reporting information.  If avai...

		C.2.8.3. The Contractor shall record all reportable safety incidents using OSHA Form 300  and make reports to OSHA or MOSH, as required.  The Contractor shall notify the CO and FLETC-OCH of any reports and provide a copy of the incident report; howeve...

		C.2.8.4. The Contractor shall post a copy of the previous calendar year’s OSHA Form 300A from February 1 through April 30 at highly visible locations throughout workplaces under the Contractor’s control so that it may be seen by the Contractor’s emplo...

		C.2.8.5. The Contractor shall submit a monthly report to the CO describing the compliance status of each occupational safety and health program.  The report shall include a summary of actions the contractor performed during the month to maintain regul...

		C.2.8.6. The Contractor shall submit an annual compliance report to the CO subsequent to the annual ESOH assessment.

		C.2.8.7. The Contractor may also be required to provide data or prepare reports for submission to HQ FLETC or DHS.





		C.3. ENVIRONMENTAL OPERATIONS AND SERVICES

		C.3.1. DESCRIPTION OF SERVICES

		C.3.1.1. This Section identifies a range of environmental activities necessary to meet Center mission requirements and mandates from local, state, and federal regulatory agencies.  The Contractor will provide environmental services to support the foll...

		C.3.1.1.1. Environmental Program Support (Subsection C.3.3)

		C.3.1.1.2. Hazardous Material Control and Management (Subsection C.3.4)

		C.3.1.1.3. Hazardous Waste Management (Subsection C.3.5)

		C.3.1.1.4. Scrap Tire Management (Subsection C.3.6)

		C.3.1.1.5. Hazardous Substance Spill and Emergency Response (Subsection C.3.7)

		C.3.1.1.6. Potable Water System Operations & Services (Subsection C.3.8)

		C.3.1.1.7. Storm Water Management (Subsection C.3.9)

		C.3.1.1.8. Pest Management (see Section C.6)



		C.3.1.2. This Section outlines the current known requirements as identified by local, state, and federal law and regulation and DHS and FLETC policies.  Any changes to mission requirements, laws, or regulations may cause these tasks to be modified.



		C.3.2. REFERENCES

		C.3.2.1. Standards

		C.3.2.1.1. The Occupational Safety and Health Act (OSHA) (29 USC 651-678) governs the issues related to occupational safety and health.  Regulatory standards covering various aspects of workplace safety related to hazardous materials management can be...

		C.3.2.1.2. Executive Order (EO) 12088, Federal Compliance with Pollution Standards, requires federally owned and operated facilities to comply with applicable federal, state, and local pollution control standards.

		C.3.2.1.3. EO 13693, Planning for Federal Sustainability in the Next Decade, requires Federal agencies to lead by example in advancing the nation’s energy security and environmental performance by achieving goals outlined in the EO.

		C.3.2.1.4. Regulatory Authorizations consist of individual facility and general permits, registrations, and licenses, required by law or regulation.  While each applicable authorization is discussed in the relevant subsections below, Table 3.1 (Sectio...

		C.3.2.1.5. Specific training and certification is required for certain tasks in accordance with applicable laws and regulations discussed in the relative subsections below.  The Contractor is responsible to train and certify individuals performing rel...



		C.3.2.2. Guidance

		C.3.2.2.1. DHS Directive 023-02, Environmental Management Program, establishes policy regarding the administration of environmental programs within DHS and its components. (Section J, Attachment C.3.3)

		C.3.2.2.2. DHS Environmental Management Manual 023-02-002-01 provides guidance in support of DHS Directive 023-02.  It summarizes the major Federal environmental program management requirements for components under the jurisdiction of the Department o...

		C.3.2.2.3. The Environmental Assessment and Management (TEAM) Guide published by the U.S. Army Engineer Research and Development Center/Construction Engineering Research Laboratory (ERD/CERL) offers federal facility environmental managers a comprehens...





		C.3.3. ENVIRONMENTAL PROGRAM SUPPORT

		C.3.3.1. Environmental Program Representative

		C.3.3.1.1. RESERVED

		C.3.3.1.2. RESERVED

		C.3.3.1.3. Responsibilities.  The EPR shall perform the following duties:

		C.3.3.1.3.1. Ensure regulatory and contract compliance with all environmental tasks specified within this SOW.  The EPR shall provide a monthly compliance status report to the COR and EPS.  The EPR shall conduct an annual audit to make sure the proper...

		C.3.3.1.3.2. Ensure Contractor personnel charged with environmental management duties are qualified and appropriately trained to perform their duties.

		C.3.3.1.3.3. Maintain regular and routine communications FLETC-OCH EPS

		C.3.3.1.3.4. Participate in FLETC-OCH cross-functional teams, such as the Storm water Pollution prevention team (SWPPT), Environmental, Safety, and Occupational Health Council (ESOHC) and other teams as may be designated by the Site Director

		C.3.3.1.3.5. Participate in and perform periodic regulatory compliance inspections, assessment, and audits, including as a team member for the annual Environmental, Safety, and Occupational Health (ESOH) assessment.

		C.3.3.1.3.6. Brief FLETC leadership on status of Contractor environmental programs and regulatory compliance, as requested





		C.3.3.2. Environmental Management Plans

		C.3.3.2.1. Within 30 days of Notice to Proceed, the Contractor shall prepare and submit a draft consolidated Environmental Compliance Plan (ECP) to the CO. The ECP will document the Contractor’s plan to implement all work activities required under thi...

		C.3.3.2.1.1. How the Contractor will ensure regulatory compliance of its and FLETC operations

		C.3.3.2.1.2. Contain or reference other environmental plans specified within this SOW

		C.3.3.2.1.3. Work plans, Standard Operating Procedures (SOPs), and other details of how the Contractor shall execute specific environmental duties

		C.3.3.2.1.4. A Continuity of Operations Plan for use during transition of personnel

		C.3.3.2.1.5. Other items as may be agreed upon between the Contractor and FLETC staff



		C.3.3.2.2. Table 3.3 (Section J, Attachment C.3.8) Management Plans Standard Operating Procedures, contains a summary of these items required in this SOW.



		C.3.3.3. Regulatory Compliance Inspections

		C.3.3.3.1. The Contractor shall perform various inspections as specified within this Section in order to maintain compliance with the regulatory requirements of each environmental media specified herein.

		C.3.3.3.2. The Contractor shall participate in an annual facility-wide ESOH assessment based on the U.S. Army ERD/CERL TEAM Guide. Assessment team members may include Center and Contractor employees, FLETC-OCH EPS, Glynco ESD, U.S. Army ERD/CERL, cont...

		C.3.3.3.3. Some of the inspections specified in this Section may overlap with other compliance inspections required within this SOW.  Where practicable, the Contractor shall consolidate inspections in order to eliminate redundancies and increase the c...

		C.3.3.3.4. The Contractor shall document and report in a timely manner any noncompliance with applicable federal, state, or local environmental laws or regulations, or nonconformance with DHS or FLETC policies to the  CO, COR, and EPS.  The Contractor...

		C.3.3.3.5. The Contractor shall assist FLETC staff in preparing for and accompanying them during regulatory compliance inspections conducted by local, state or federal regulators.

		C.3.3.3.6. The Contractor is not an employee of the government and shall not represent the government in an official or unofficial capacity without the express prior written permission from the CO.  This authorization notwithstanding, in the event tha...



		C.3.3.4. Personal Protective Equipment

		C.3.3.4.1. The Contractor shall provide Contractor personnel with the appropriate PPE for all necessary work functions and training in the proper use of such PPE. The Contractor will monitor Contractor personnel for compliance with the proper use and ...



		C.3.3.5. Use of Tools, Equipment, Vehicles and Supplies

		C.3.3.5.1. The Contractor shall use Government or Contractor furnished tools, equipment, vehicles, and supplies, as specified in this contract, in the performance of the tasks outlined in this Section.  Such items may include, but are not limited to h...





		C.3.4. HAZARDOUS MATERIAL CONTROL AND MANAGEMENT

		C.3.4.1. Description of Services

		C.3.4.1.1. The Contractor shall establish and maintain a Hazardous Material Control and Management (HMCM) Program for total life cycle control, or “cradle to grave” management, of all hazardous materials, explosives, and hazardous wastes located at FL...



		C.3.4.2. References

		C.3.4.2.1. The OSHA Hazard Communication Standard, found in 29 CFR 1910.1200, requires the hazards of all chemicals produced or imported are classified, and that information concerning these hazards is transmitted to employers and employees

		C.3.4.2.2. The Hazardous Materials Transportation Act of 1975 (49 USC 1801-1819) governs the transportation of hazardous materials. The Department of Transportation (DOT) Hazardous Material Regulations are codified in 49 CFR Parts 100-185 and govern t...

		C.3.4.2.3. Emergency Planning and Community Right-to-Know Act of 1986 (EPCRA), also known as SARA Title III, was designed to promote emergency planning and preparedness at both the state and local level. It provides citizens, local governments, and lo...

		C.3.4.2.3.1. Emergency planning (Sections 301-303)

		C.3.4.2.3.2. Emergency release notification (Section 304)

		C.3.4.2.3.3. Community right-to-know reporting (Sections 311-312)

		C.3.4.2.3.4. Toxic chemical release reporting (Section 313)



		C.3.4.2.4. The Pollution Prevention Act of 1990 (PPA) establishes a pollution prevention hierarchy that includes the following:

		C.3.4.2.4.1. Preventing or reducing pollution at the source whenever feasible;

		C.3.4.2.4.2. Pollution that cannot be prevented should be recycled in an environmentally safe manner whenever feasible;

		C.3.4.2.4.3. Pollution that cannot be prevented or recycled should be treated in an environmentally safe manner whenever feasible; and

		C.3.4.2.4.4. Disposal or other release into the environment should be employed only as a last resort and conducted in an environmentally safe manner.



		C.3.4.2.5. The PPA requires owners or operators of facilities who have to file an annual toxic chemical release form (Form R)  under EPCRA Section 313 to include a toxic chemical source reduction and recycling report for the preceding calendar year, w...

		C.3.4.2.6. The National Fire Code, Flammable and Combustible Liquids Code, NFPA 30, covers the storage of flammable liquids in containers in general-purpose warehousing.

		C.3.4.2.7. Executive Order 13693, Planning for Federal Sustainability in the Next Decade, establishes the goal for executive branch agencies to maintain leadership in sustainability and greenhouse gas emission reductions.

		C.3.4.2.8. DHS Environmental Management Manual 023-02-002-01, Section F, provides information on the requirements, strategies, tools, and guidance to assist in implementing and complying with the environmental requirements related to the storage and u...

		C.3.4.2.9. MDE Emergency Planning and Community Right-to-Know Act Program web page, available online at:  http://mde.maryland.gov/programs/Businessinfocenter/CommunityRightToKnow/Pages/index.aspx

		C.3.4.2.10. EPA Toxic Release Inventory (TRI) Program web page, available online at: https://www.epa.gov/toxics-release-inventory-tri-program



		C.3.4.3. Plans and Procedures

		C.3.4.3.1. The Contractor shall develop and implement standard operating procedures (SOPs) for inclusion in the Contractor ECP that demonstrate how the Contractor shall implement and comply with all tasks specified within this Subsection.

		C.3.4.3.2. To establish the HMCM Program, the Contractor shall develop specific uniform policies and procedures for effective management and control of all hazardous materials, explosives, and hazardous waste  currently at FLETC- OCH and include them ...

		C.3.4.3.3. The policies and procedures shall govern all hazardous material and explosives as it is received, stored, collected, and issued (for on-site use). The policies and procedures shall also regulate the collection and handling of hazardous wast...

		C.3.4.3.4. The Contractor shall develop a written Hazard Communication  (HAZCOM) Program that meets the requirements of 29 CFR 1910.1200 for FLETC Cheltenham. The written program shall be site-specific to FLETC- OCH and be submitted to the Contracting...

		C.3.4.3.5. The Contractor shall ensure that all hazardous material and explosive shipments received are accompanied by a Safety Data Sheet (SDS).  No hazardous material will be received without an SDS.

		C.3.4.3.6. All hazardous material must be received and processed at the Shipping and Receiving Warehouse, Building 2.  The Contractor shall verify the receipt and distribution of material upon arrival at the  Cheltenham facility or designated secondar...

		C.3.4.3.7. Explosives, to specifically include small arms ammunition, shall be stored at approved warehouse sites for distribution to the firing range.

		C.3.4.3.8. The Contractor must ensure that all hazardous material and explosive shipments for off-site transportation are properly packed, crated, marked, labeled, placarded, documented, and manifested.  Shipping papers may only be signed by FLETC per...



		C.3.4.4. Hazardous Substance Management System (HSMS)

		C.3.4.4.1. The Contractor shall provide operation and maintenance of a Hazardous Substance Management System (HSMS) at FLETC Cheltenham.  The HSMS is a computerized material tracking system designed to provide tracking for the hazardous materials used...

		C.3.4.4.2. The Contractor shall provide a Database Manager (DBM) with a knowledge of hazardous substances and materials to support the continued operations of the HSMS.  The DBM will have a minimum of one year of experience in managing hazardous mater...

		C.3.4.4.2.1. The DBM shall perform duties as a technical specialist for HSMS including: data troubleshooting and analysis; data input and maintenance, HSMS user data access management; computer system administration at the workstation level; and setup...

		C.3.4.4.2.2. The DBM shall retrieve relevant data and produce regulatory compliance reports, such as, but not limited to, purchasing reports, EPCRA reports, pollution prevention reports, sustainable purchasing reports, recycling reports, and other rep...

		C.3.4.4.2.3. The DBM, in coordination with the EPR and EPS, may suggest material substitutes or limit the size and quantity of the unit of issue in order to meet pollution prevention goals.



		C.3.4.4.3. The Contractor will track the specific Federal Stock Classes listed in Table 3.4 (Section J, Attachment C.3.9).  This list is not comprehensive for all items at FLETC. The Contractor will research the hazard characteristics of newly identif...



		C.3.4.5. HSMS Operations and Services

		C.3.4.5.1. Database and Inventory Management

		C.3.4.5.1.1. Load all applicable substance information such as SDS information, chemical constituent data, chemical usage, inventory, tracking, ordering information, material receipts, and disposal information from each function and facilities at FLET...

		C.3.4.5.1.2. Within 90 days of the start of work, the Contractor shall conduct a complete inventory of all FLETC-OCH areas where hazardous materials are stored, stocked, issued or used. This information will be placed into the computerized material tr...

		C.3.4.5.1.3. The Contractor, in coordination with FLETC EPS, shall develop and implement a pre-approval procedures for chemical and hazardous materials purchases and uses at FLETC-OCH.  Prior to ordering, receiving, or adding chemicals to FLETC HSMS d...

		C.3.4.5.1.4. The Contractor shall be responsible for labeling all chemical containers that have not been properly labeled, including secondary use containers.



		C.3.4.5.2. Safety Data Sheet Maintenance

		C.3.4.5.2.1. The Contractor shall establish a SDS Master File of all chemicals used on FLETC. This master file shall be kept electronically. If a hazardous material is received with an incorrect SDS or without an SDS, the Contractor shall obtain the c...

		C.3.4.5.2.2. For each work or storage site at FLETC-OCH where hazardous materials are located, the Contractor shall ensure each activity maintains an accurate SDS file. A current inventory of all hazardous materials, chemical substances, or components...



		C.3.4.5.3. Customer Technical Assistance and Support

		C.3.4.5.3.1. The Contractor shall provide technical assistance and functional support to FLETC staff and work activities related to the HSMS.

		C.3.4.5.3.2. The Contractor shall provide copies of correct SDSs to customers who request one in a timely manner.

		C.3.4.5.3.3. The Contractor, including the DBM and EPR, shall work closely with FLETC EPS to ensure proper storage and segregation of hazardous materials at various work and storage sites. When performing workplace inventories, the Contractor will ens...



		C.3.4.5.4. Hazardous Material Shelf-Life Management

		C.3.4.5.4.1. In order to reduce the quantity of expired hazardous material being disposed of as waste, the Contractor will implement an aggressive shelf-life management program. The Contractor will monitor expiration dates, using a First-In and First-...





		C.3.4.6. Records, Reports, and Other Deliverables

		C.3.4.6.1. The Contractor shall use forms, record data, and maintain records in accordance with regulatory and permit requirements, plans, SOPs and FLETC policy.  The Contractor shall make these records routinely available to FLETC staff.

		C.3.4.6.2. If available, the Contractor shall use software or an online data  management system prescribed by FLETC.  FLETC is currently using SDS Online, which locate online at: https://www.sdsonline.com.  The Government determines the appropriate nu...

		C.3.4.6.3. The Contractor shall be able to provide at any time, an accurate, running inventory of hazardous materials that have been issued to FLETC personnel and other on-site agencies.  The Contractor will generate an inventory report on a monthly b...

		C.3.4.6.4. All SDSs must be kept on file for 30 years in accordance with the record retention requirements found in 29 CFR 1910.1020.  SDSs for materials in active use shall be made readily accessible to any employee in accordance with 29 CFR 1910.1200.

		C.3.4.6.5. The Contractor shall prepare all reports required by the Emergency Planning and Community Right-to- Know Act (EPCRA) for hazardous materials on-site at FLETC.  Contractor shall ensure data accuracy and generate all data required for report ...

		C.3.4.6.5.1. Section 311, Hazardous Chemical Storage Reporting

		The Contractor shall identify hazardous chemicals that exceed EPCRA quantity thresholds and notify the EPS.  The Contractor shall provide SDSs to the EPS for submission to the Maryland State Emergency Response Committee (SERC), the Prince George’s Co...

		Within 45 days of the Notice to Proceed, the Contractor shall perform a one-time collection of SDSs for all hazardous chemicals that meet threshold limits and submit them to the EPS for submission to the SERC, LEPC, and local fire department

		Subsequently, new SDSs must be submitted to the EPS within 45 days of the first date that the threshold for the hazardous chemical is exceeded.



		C.3.4.6.5.2. Section 312, Tier Two Emergency and Hazardous Chemical Inventory Reports

		The Contractor shall identify hazardous chemicals that exceed EPCRA quantity thresholds for Tier Two Emergency and Hazardous Chemical Inventory reporting.  Annually, the Contractor shall retrieve relevant data from the computerized material tracking ...

		The Section 312 inventory report is due March 1st each year and covers the materials at the facility during the preceding calendar year.

		The Contractor shall prepare a draft report and submit it to the Cheltenham EPS at least 30 days prior to the reporting deadline for review.  The Cheltenham EPS will submit comments to the Contractor within 10 days; the Contractor shall make changes ...



		C.3.4.6.5.3. Section 313, Toxics Release Inventory (TRI) Reporting

		The Contractor shall identify hazardous chemicals that exceed EPCRA quantity thresholds for TRI reporting.  Annually, the Contractor shall retrieve the relevant data from the computerized material tracking system and prepare the TRI Form R via the EP...

		The Section 313 TRI Form R is due July 1st each year and covers the materials at the facility during the preceding calendar year.

		The Contractor shall prepare a draft Form R and submit it to the Cheltenham EPS at least 30 days prior to the reporting deadline for review.  The Cheltenham EPS will submit comments to the Contractor within 10 days; the Contractor shall make changes ...









		C.3.5. HAZARDOUS WASTE MANAGEMENT

		C.3.5.1. Description of Services

		C.3.5.1.1. The Contractor shall perform services in support of FLETC hazardous waste management program in compliance with applicable laws, regulations and policies.  Hazardous waste services shall include, but are not limited to:

		C.3.5.1.1.1. Hazardous waste identification, sampling, characterization, accumulation, collection, packaging, marking, labeling, transporting and preparation for shipment

		C.3.5.1.1.2. Operate, manage, and maintain hazardous waste accumulation and storage areas, including performing periodic inspections of these areas

		C.3.5.1.1.3. Collecting and entering waste information into an electronic data retrieval system in order to manage hazardous waste streams, update inventories, and identify waste reduction opportunities, and prepare various reports.

		C.3.5.1.1.4. Supporting preparation of, and updates to, hazardous waste management and waste characterization plans.





		C.3.5.2. References

		C.3.5.2.1. The Resource Conservation and Recovery Act (RCRA) of 1976 and the Hazardous and Solid Waste Amendments (HSWA) of 1984 govern the generation, characterization, accumulation, storage, handling, transportation, disposal, training, and recordke...

		C.3.5.2.2.  The Federal Facility Compliance Act of 1992 (42 USC 6901, et seq.) waives sovereign immunity for federal agencies from fines resulting from violations of RCRA solid and hazardous waste laws and regulations.

		C.3.5.2.3.  The Hazardous Materials Transportation Act of 1975 (49 USC 1801-1819) governs the transportation of hazardous materials, which includes hazardous wastes. The Department of Transportation (DOT) Hazardous Material Regulations (HMR) are codif...

		C.3.5.2.4. The Annotated Code of Maryland, Environment Article, Title 7, Subtitle 2, Controlled Hazardous Substances, as codified in COMAR 26.13, govern the generation, characterization, accumulation, storage, handling, transportation, disposal, train...

		C.3.5.2.5.  Hazardous Waste Operations and Emergency Response   (HAZWOPER) training is required in accordance with 29 CFR   1010.120.

		C.3.5.2.6.  DHS Environmental Management Manual 023-02-002-01, Section H, provides information on the requirements, strategies, tools, and guidance to assist in implementing hazardous and municipal solid waste management through improved awareness, pr...

		C.3.5.2.7.  FLETC Hazardous Waste Management Plan (HWMP) addresses hazardous waste (HW)) regulations for the management and disposal of HW at all Federal Law Enforcement Training Centers (FLETC)   sites, including Cheltenham. (Section J, Attachment C....



		C.3.5.3. Hazardous Waste Management Program

		C.3.5.3.1. FLETC-OCH EPA Generator ID number is MDR000503847

		C.3.5.3.2. In accordance with COMAR 26.13.02.05, MDE considers FLETC-OCH as a fully regulated generator since it generates more than 100 kg per month or accumulates more than 100 kg on-site at any one time of regulated hazardous controlled substances....

		C.3.5.3.3. FLETC-OCH accumulates hazardous waste in the following locations throughout the Center that the Contractor shall manage.  A complete inventory and locations where hazardous and universal wastes are accumulated is attached at (Section J, Att...

		C.3.5.3.3.1. Satellite Accumulation Areas (SAAs): 49

		C.3.5.3.3.2. Hazardous Waste Staging Areas (HWSAs), Building 5: 3

		C.3.5.3.3.3. 90-Day Central Accumulation Site (CAS), Building 53: 1



		C.3.5.3.4. FLETC-OCH accumulates, handles, manages, packages, ships, and disposes or recycles certain waste that would otherwise be considered hazardous waste in accordance with COMAR 26.13.10.  The Contractor shall be responsible for managing these i...

		C.3.5.3.4.1. Universal Wastes, such as spent batteries, mercury-containing equipment, fluorescent lamps, and PCB-containing lamp ballasts

		C.3.5.3.4.2. Spent ammunition, including lead bullets, brass ammunition shell casings and simulated ammunition cartridges



		C.3.5.3.5. FLETC has characterized all wastes stream using a Waste Identification Document (WID) (Section J, Attachment C.3.12). The WID is the primary management document for all regulated substances on FLETC.  It includes waste name, description, co...

		C.3.5.3.6.  The Contractor may use FLETC HWMP recommendations for the marking and labeling of hazardous waste containers; however, the Contract shall be responsible for compliance with all applicable regulations, including state regulations.  Sample m...

		C.3.5.3.7.  FLETC has issued a separate contract for the pickup and transport of hazardous waste to a treatment, storage, and disposal facility (TSDF).

		C.3.5.3.8.  FLETC recycles spent lead bullets through an agreement with a third-party vendor who recycles the lead as scrap metal.  The vendor provides a vehicle for off-site transport, but the driver does not prepare the containers or load the vehicle.

		C.3.5.3.9.  FLETC sells spent brass ammunition casings through GSA.  The purchaser is required to pick up the material and transport it off-site.

		C.3.5.3.10.  FLETC processes and recycles spent simulated ammunition cartridges through the Glynco ALM. Drums of these items must be shipped from Cheltenham to Glynco for processing.



		C.3.5.4. Plans and Procedures

		C.3.5.4.1. The Contractor shall develop and implement Cheltenham-specific standard operating procedures (SOPs) for inclusion in the Contractor ECP that demonstrate how the Contractor shall implement and comply with all  tasks specified within this Sub...

		C.3.5.4.2. The Contractor and its employees shall comply with all regulatory requirements and FLETC plans and policies governing the generation, handling, storage, disposal, and management of hazardous and non-hazardous wastes in all of its every day ...

		C.3.5.4.3. The Contractor shall provide two-way communications equipment to its employees when performing tasks in the HWSAs and 90-Day CAS, in accordance with 40 CFR 265.32 and COMAR 26.13.05.03. This equipment must be immediately available at the sc...

		C.3.5.4.4.  The Contractor shall not remove, ship, treat, store, or dispose of any regulated wastes generated by any activity on the Center off-site without the express written approval of the CO and EPS.

		C.3.5.4.5.  Shipments of regulated wastes must be properly documented on an applicable shipping manifest or bill of lading.  Hazardous waste shipment must be documented on a Uniform Hazardous Waste Manifest, EPA Form 8700-22 (Section J, Attachment C.3...

		C.3.5.4.6.  The Contractor will provide a Hazardous Waste Coordinator (HWC) to oversee hazardous waste activities.  The HWC will have a minimum of one year of experience in identifying, classifying, handling, labeling, marking, storing, and selecting ...

		C.3.5.4.7.  The HWC shall have completed the following training within one year prior to the contract Notice to Proceed and shall maintain this training in accordance with applicable regulations:

		C.3.5.4.7.1. Hazardous Waste Management as required by 40 CFR 265.16 and COMAR 26.13.05.02G

		C.3.5.4.7.2. DOT Hazardous Materials Transportation as required by 49 CFR 172.704 and COMAR 26.13.03.05

		C.3.5.4.7.3. 24-Hour HAZWOPER in accordance with 29 CFR 1910.120



		C.3.5.4.8. The HWC shall:

		C.3.5.4.8.1. Operate the 90-Day CAS during normal Center duty hours, usually from 0700 to 1600, Monday through Friday, except on holidays or when the Center is closed.  The Government may request the Contractor open the 90-Day CAS after hours as part ...

		C.3.5.4.8.2. Ensure all hazardous wastes are properly characterized, containerized, stored, segregated, marked and labeled at all SAAs, HWSAs, and the 90-Day CAS.  The HWC shall determine the compatibility of wastes streams stored in the 90-Day CAS an...

		C.3.5.4.8.3. Maintain a running inventory of all wastes that includes hazardous wastes, universal wastes and spent ammunition destined for recycling.  After the wastes are shipped, the HWC shall consolidate the running inventories into a single list f...

		C.3.5.4.8.4. Track all HW containers from time of generation until they leave the facility.  To that end, the Contractor shall develop and implement a numbering and tracking system for each container issued to the SAAs, HWSAs, or 90-Day CAS.  This sys...

		C.3.5.4.8.5. Ensure that hazardous, universal, and recyclable wastes do not exceed their allowable accumulation limits or storage time on-site.  For SAAs, up to 55-gallons of hazardous waste may be accumulated indefinitely; for HWSAs and the 90-Day CA...

		C.3.5.4.8.6. Maintain a current inventory stock of empty drums, containers, labels, spill containment materials and other material handling accessories.  The Contractor shall immediately make the COR aware when stock levels of high-use items purchased...

		C.3.5.4.8.7. Establish and manage temporary SAAs. Occasionally, FLETC will award construction contracts and some of these construction sites will generate hazardous waste, which will require establishment of temporary SAAs.  The HWC will manage these ...

		C.3.5.4.8.8. Maintain regular and routine communications FLETC-OCH EPS

		C.3.5.4.8.9. Assist the EPS in properly identifying and characterize waste streams and updating WIDs on a periodic basis.





		C.3.5.5. Inspections

		C.3.5.5.1. The HWC shall perform the following inspections:

		C.3.5.5.1.1. Daily inspections of all Satellite Accumulation Areas (SAAs)  using the SAA Inspection Checklist, located in Appendix D of FLETC HWMP (Section J, Attachment C.3.16)

		C.3.5.5.1.2. Weekly inspection of the HWSAs and 90-Day CAS using the Hazardous Waste Accumulation Site Inspection Form, located in Table 4-1 of FLETC HWMP (Section J, Attachment C.3.17)

		C.3.5.5.1.3. Weekly, inspection of all emergency and response equipment (i.e., eyewash, fire extinguishers, spill kits, etc.) located at the SAAs, HWSAs, and 90-Day CAS to ensure proper operation and stock levels.

		C.3.5.5.1.4. Weekly inspection of material handling equipment, such as  forklifts, drum grabbers, pallets, and scales; and other tools, equipment, and supplies to ensure they are in good repair, working order, and sufficient stock.

		C.3.5.5.1.5. Visually inspect all sway cars and roll-offs at all construction sites on the Center property daily. If disposal of unauthorized waste is evident, Contractor shall notify the COR or FLETC EPS as soon as is practical.

		C.3.5.5.1.6. Incidental to these inspections, the HWC shall perform routine and regular housekeeping duties at the SAAs, HWSAs, and 90-Day CAS, such as sweeping, dusting, rinsing, pumping, draining, emptying, and removing trash, dirt, water, and other...

		C.3.5.5.1.7. Incidental to these inspections, the Contractor shall maintain material handling equipment such as; forklifts, drum grabbers, pallets jacks, scales and other tools, equipment, and supplies to ensure they are in good repair and working ord...





		C.3.5.6. Operations and Services

		C.3.5.6.1. The Contractor shall provide the following customer support to SAAs (including temporary SAAs), HSAs, 90-Day CAS, and other FLETC personnel, as required.

		C.3.5.6.2. Technical assistance to hazardous waste generating process owners.  The Contractor shall assist customers in container selection, housekeeping, and proper accumulation, storage, and handling procedures.

		C.3.5.6.3. Appropriately mark and label all containers at point of issue.

		C.3.5.6.4. Waste pick up (both hazardous and non-hazardous) when daily inspections indicate the container is full or within four (4) hours of a customer call notifying the Contractor of need for pick up.

		C.3.5.6.4.1. If the volume of hazardous waste exceeds 55-gallons at an SAA, the excess must move to the 90-Day CAS before close of business that day.

		C.3.5.6.4.2. Prior to accepting any waste from the SAAs, the Contractor shall open each container to confirm that the waste corresponds with the description on the label and the WID.

		C.3.5.6.4.3. The Contractor will ensure that the container is properly closed prior to movement.

		C.3.5.6.4.4. The Contractor shall correct any discrepancies with the waste being picked up prior to transporting such waste to the 90-Day CAS.



		C.3.5.6.5. Restock supplies as needed or upon request.  Supplies may include, but are not limited to, empty drums or containers, labels, lever locking rings, and spill response and cleanup items.

		C.3.5.6.6. Providing spill cleanup and assistance per Subsection 3.7, Hazardous Substance Spill and Emergency Response.

		C.3.5.6.7. The Contractor shall manage spent pre-filters and HEPA filters removed from the air handling units (AHUs) in Bldg. 5, Firearms Training  Range, in accordance with Subsection 7.6.4 of this SOW, as hazardous waste.  These filters are a charac...

		C.3.5.6.8. Pre-filters are changed out 1-2 times per month for each AHU and packaged in cubic yard boxes in the air handler rooms.  Since the volume of the pre-filters exceed 55-gallons, the storage locations are considered HWSAs, subject to marking o...

		C.3.5.6.9. At least once per month, the Contractor shall move the cubic yard boxes to an open firearms range and compact the filters from the cubic yard boxes into 55-gallon steel drums.  Normally, the contents of nine cubic yard boxes can be combined...

		C.3.5.6.10. HEPA filters are changed out when requested by the Government, based on readings from the magnehelic gauges, usually after 18 months or more of use.  Prior to filter change out, the Contractor shall schedule and have delivered on-site a 40...

		C.3.5.6.11. The Contractor shall perform special waste operations that manage, minimize, reduce, eliminate or dispose of certain hazardous waste streams,  such as, but no limited to:

		C.3.5.6.11.1. Puncturing aerosol cans at the 214 annex.   Aerosol cans are collected at three SAAs on Center.  The Contractor shall move full containers to Bldg. 214 Annex for processing.  Upon receipt of pressurized aerosol cans, the Contractor shall...

		C.3.5.6.11.2. Universal Wastes, such as spent batteries, mercury-containing equipment, fluorescent lamps, and PCB-containing lamp ballasts).  The Contractor shall establish and maintain collection stations throughout the Center where these items are g...



		C.3.5.6.12. Manage spent lead bullets collected in accordance with  Subsection C.9.8 of this SOW.  The Contractor shall move all full containers to the warehouse at Bldg. 54 for preparation for shipment.

		C.3.5.6.13. Manage spent brass ammunition shell casings collected in accordance with Subsection C.8.3.11 of this SOW.  The Contractor shall move all full containers to the warehouse at Building 54 for preparation for sale.

		C.3.5.6.14. Collect and containerize spent simulated ammunition cartridges separately from other spent ammunition.  The Contractor shall move all full containers from the initial SAA to the warehouse at Building 54 in preparation for shipment to Glynco.

		C.3.5.6.15.  The Contractor shall prepare all waste containers stored at the 90-Day CAS and warehouse at Building 54 for shipment.

		C.3.5.6.16.  Weigh each container upon initial receipt using a certified scale.  The scale shall be serviced and calibrated at least annually.

		C.3.5.6.17.  Prepare containers for shipment off-site in accordance with the DOT HMR.  Such preparation may include, but is not limited to, selection of proper packaging; properly marking and labeling containers; and complete all proper documentation.

		C.3.5.6.18. Segregate incompatible wastes so that they are not placed incorrectly onto the transport vehicle.

		C.3.5.6.19. The Contractor shall assist the hazardous waste transporter during the loading of waste at the 90-Day CAS for disposal off-site. Assistance may consist of loading the transporter’s vehicle using fork or hand truck and correcting any discre...

		C.3.5.6.20. The Contractor shall assist the spent lead bullet transporter at the  warehouse at Building 54 by properly loading, moving, and securing  container loads on the vehicle in accordance with DOT requirements.

		C.3.5.6.21. Normally, purchasers are required to pick up and spent brass ammunition shell casings using their own equipment; however, the Contractor may assist the purchaser by loading the containers onto the purchaser’s vehicle.  The purchaser will b...

		C.3.5.6.22. The Contractor, in coordination with FLETC-OCH EPS and Glynco ALM, shall prepare and ship containers of spent simulated ammunition to Glynco for processing.

		C.3.5.6.23. Subject to the conditions of Subsection 3.10, the Contractor may be requested to perform Indefinite Delivery/Indefinite Quantity (IDIQ) Work to  characterize or re-characterize waste streams for the purpose of making a proper hazardous was...



		C.3.5.7. Personnel Training

		C.3.5.7.1. In addition to the HWC, any other Contractor personnel performing hazardous waste duties must complete the same training as required of the HWC specified in Subsection 3.4.5.  This training must completed within 90 days of task assignment. ...



		C.3.5.8. Records, Reports, and Other Deliverables

		C.3.5.8.1. The Contractor shall use forms, record data, and maintain records in accordance with regulatory and permit requirements, plans, SOPs and FLETC policy.  The Contractor shall make these records routinely available to FLETC staff.  A sample wa...

		C.3.5.8.2. The Contractor shall use computer-based software in order to manage and track hazardous wastes generated at FLETC-OCH.  If available, the Contractor shall use software or online data management system prescribed by FLETC; otherwise, the Con...

		C.3.5.8.3. If possible, the Contractor should use a system that tracks both hazardous materials and wastes within the HSMS specified in Subsection 3.4.4, above.  The Contractor will propose their method of achieving this requirement to the Contracting...

		C.3.5.8.4. The Contractor shall maintain hazardous waste program records in accordance with COMAR26.13.03.06A and DHS or FLETC policy.

		C.3.5.8.5. The Contractor shall maintain a file copy of all WIDs and any other waste characterization determinations.

		C.3.5.8.6. The Contractor shall prepare the Maryland Biennial Hazardous Waste Report in accordance with COMAR 26.13.03.06B for all regulated wastes on-site at FLETC.  The Biennial Report covers waste management during odd-numbered calendar years.

		C.3.5.8.7. The Contractor shall ensure data accuracy and generate all data required for report submission. The Contractor EPR will coordinate with FLETC EPS to accomplish the submission of the Biennial Report to MDE. The Biennial Report is due to MDE ...

		C.3.5.8.8. The Contractor shall prepare a draft of the Biennial Report and submit it within 30 days of the end of the reporting period to the Cheltenham EPS for review.  The Cheltenham EPS will submit comments to the Contractor within 10 days. Upon ma...

		C.3.5.8.9. The Contractor shall prepare data and reports in such a way that they  are compatible for entry into the MDE reporting database.  MDE is currently using EASITRACK software, available online at: www.arminc.net





		C.3.6. SCRAP TIRE STORAGE AND DISPOSAL

		C.3.6.1. Description of Services

		C.3.6.1.1. The Contractor shall collect, store, transfer for disposal, and otherwise manage scrap tires generated by the motor vehicle maintenance shop in accordance with the Maryland Scrap Tire Program requirements.  A scrap tire is any tire or part ...



		C.3.6.2. References

		C.3.6.2.1. Maryland Environmental Article 9-228, as codified in COMAR 26.04.08, applies to all persons, which includes FLETC, engaged in the storage, collection, transferring, hauling, recycling, or processing of scrap tires.

		C.3.6.2.2. COMAR 26.04.08.02 defines terms for which the Contractor shall operate under within the scope of this subsection.

		C.3.6.2.3. The Contractor shall comply with applicable licenses and permits (Section J, Attachment C.3.19) required under COMAR 26.04.08, which is based on the number of scrap tires accumulated on site at any one time.  If the Contractor uses a third-...

		C.3.6.2.4. MDE Scrap Tire Program web page, available online at: http://mde.maryland.gov/programs/Land/RecyclingandOperationsprogram/Pages/scraptire.aspx



		C.3.6.3. Plans and Procedures

		C.3.6.3.1. The Contractor shall develop and implement standard operating procedures (SOPs) for inclusion in the Contractor ECP that demonstrate how the Contractor shall implement and comply with all tasks specified within this Subsection. At a minimum...

		C.3.6.3.1.1. Contractor personnel names, responsibilities, and qualifications

		C.3.6.3.1.2. Inspection sampling, analysis, and monitoring (SAM) procedures and frequency

		C.3.6.3.1.3. Specific operational procedures, with dates, and timelines for completion

		C.3.6.3.1.4. Forms used and recordkeeping and reporting requirements





		C.3.6.4. Operations and Services

		C.3.6.4.1. The Contractor shall collect, store, process, and transfer for final disposition 300 to 500 scrap tires generated annually on the Cheltenham facility.  Scrap tires shall be picked up from the Vehicle Maintenance Garage Building 11, at the r...

		C.3.6.4.2. The Contractor shall store scrap tires in an enclosed facility or  structure and not allow water to accumulate in the tires or create a  hazardous physical, safety or environmental condition.  The Contractor shall maintain a current invento...

		C.3.6.4.3. The Contractor shall inspect and inventory the storage location and scrap tires at least weekly and record these inspections on a form approved by the Cheltenham Environmental Protection Specialist (EPS).  During the inspection, all water c...

		C.3.6.4.4. The Contractor shall periodically transfer scrap tires off site to a state licensed or approved processing facility.  The Contractor with the approval of the Government, shall select the transfer facility and schedule and coordinate all tra...



		C.3.6.5. Records, Reports, and Other Deliverables

		C.3.6.5.1. The Contractor shall use forms, record data, and maintain records in accordance with regulatory and permit requirements, plans, SOPs and FLETC policy.  The Contractor shall make these records routinely available to FLETC staff.

		C.3.6.5.2. The Contractor shall use computer-based software in order to manage and track hazardous wastes generated at FLETC-OCH.  If available, the Contractor shall use software or online data management system prescribed by FLETC; otherwise, the Con...

		C.3.6.5.3. The Contractor shall maintain all records required to properly manage the scrap tires and comply with COMAR 26.04.08. The Contractor shall make all records available to FLETC staff.

		C.3.6.5.4. The contractor shall prepare the semi-annual MDE Scrap Tire Facility Collection Report (Section J, Attachment C.3.20) and, if applicable, the semi-annual MDE Scrap Tire Hauler Report (Section J, Attachment C.3.21).  These reports are due as...

		C.3.6.5.4.1. Reporting period 1 January - 30 June (due August 1st)

		C.3.6.5.4.2. Reporting period 1 July - 31 December (due February 1st)



		C.3.6.5.5. The Contractor shall prepare drafts of all required regulatory reports and submit them within 10 days of the end of the reporting period to the Cheltenham EPS for review.  The Cheltenham EPS will submit comments to the Contractor within 10 ...





		C.3.7. HAZARDOUS SUBSTANCE SPILL AND EMERGENCY RESPONSE

		C.3.7.1. Description of Services

		C.3.7.1.1. The Contractor shall provide hazardous substance spill planning, preparation, inspection, testing, emergency response and spill cleanup services.  The Contractor shall produce Hazardous Substance Spill and Emergency Response standard operat...



		C.3.7.2. References

		C.3.7.2.1. Federal Oil Pollution Prevention requirements are covered under 40 CFR 112.  These regulations establish procedures, methods, equipment, and other requirements to prevent the discharge of oil from non-transportation-related onshore and offs...

		C.3.7.2.2. The Comprehensive Environmental Response, Compensation, and Liability Act (CERCLA), commonly known as Superfund, authorizes the EPA to respond to releases or threatened releases of hazardous substances that may endanger public health, welfa...

		C.3.7.2.3. Planning for oil spill response and cleanup are covered under 40 CFR 300, National Oil and Hazardous Substances Pollution Contingency Plan and 29 CFR 1910.120, Hazardous Waste Operations and Emergency Response

		C.3.7.2.4. The Annotated Code of Maryland, Environment Article, Title 4, requires a permit be issued in order to operate an oil storage facility.  Requirements for these permits are specified in COMAR 26.10.07.

		C.3.7.2.5. MDE Oil Operations Permit No. 2013-OPT-22285 (Section J, Attachment C.3.22) regulates the management of FLETC-OCH ASTs.

		C.3.7.2.6. As applicable, hazardous substance standards specified in Subsection 3.4; and hazardous waste standards as specified in Subsection 3.5, above

		C.3.7.2.7. DHS Environmental Management Manual 023-02-002-01, Section O, provides information on the requirements, strategies, tools, and guidance to assist in implementing the provisions of the National Oil and Hazardous Substances Pollution Continge...

		C.3.7.2.8. FLETC Office of Cheltenham Operations (OCH) Spill Prevention, Control, and Countermeasures (SPCC) Plan, June 2016 or most current  version. (Section J, Attachment C.3.23)   The SPCC Plan describes the controls and procedures at the facility...

		C.3.7.2.9.  FLETC Office of Cheltenham Operations (OCH) Occupant Emergency Plans (OEPs). OEPs describe actions personnel must take during emergency situations, such as fire, hazardous substance releases, or natural disasters.  OEPs assign roles and re...



		C.3.7.3. Plans and Procedures

		C.3.7.3.1. The Contractor shall develop and implement standard operating procedures (SOPs) for inclusion in the Contractor ECP that demonstrate how the Contractor shall implement and comply with all tasks specified within this Subsection. These SOPs s...

		C.3.7.3.1.1. Pre-emergency planning and coordination with outside parties

		C.3.7.3.1.2. Personnel roles, lines of authority, and communication

		C.3.7.3.1.3. Emergency recognition and prevention

		C.3.7.3.1.4. Safe distances and places of refuge

		C.3.7.3.1.5. Site security and control

		C.3.7.3.1.6. Evacuation routes and procedures

		C.3.7.3.1.7. Decontamination procedures

		C.3.7.3.1.8. Emergency medical treatment and first aid

		C.3.7.3.1.9. Emergency alerting and response procedures

		C.3.7.3.1.10. Critique of response and follow-up

		C.3.7.3.1.11. Personnel protective equipment and emergency equipment

		C.3.7.3.1.12. Personnel training and emergency drills





		C.3.7.4. Inspections and Testing

		C.3.7.4.1. The Contractor shall perform monthly visual inspections and testing of up to 18 aboveground storage tanks (ASTs) and generator belly tanks located on the Center in accordance with MDE Oil Operations Permit No. 2013-OPT-22285 and FLETC-OCH S...

		C.3.7.4.2. Based on inspection and testing results, the Contractor shall maintain a list of needed repairs and other requirements and provide a monthly report to the Administrative COR.  The Contractor shall also make this data available to FLETC CAD ...



		C.3.7.5. Operations and Services

		C.3.7.5.1. Hazardous Substance Spill and Emergency Response Procedures

		C.3.7.5.1.1. The Contractor shall respond to all hazardous substance spills, including, but not limited to, hazardous substances, hazardous waste, and oil spills at FLETC.  The Contractor must provide all manpower, tools, equipment, supplies, and mate...

		C.3.7.5.1.2. The Contractor shall execute response actions which may be done safely, including, but not limited to:

		Notify and evacuate building occupants

		Stop product flow

		Shut off ignition sources

		Initiate containment

		Move other items out of the way that may impede response activities or become damaged incidental to the response

		Deploy absorbent pads, socks, and granular absorbent

		Notify FLETC emergency response personnel





		C.3.7.5.2. The Contractor shall immediately notify the EPS and Administrative COR of all spills within 15 minutes of being notified of the spill.

		C.3.7.5.3. The Contractor shall assist FLETC staff in meeting regulatory reporting requirements to local, state, or federal agencies.  Such assistance may include, but is not limited to, providing information on the type and quantity of substance spil...

		C.3.7.5.4. The Contractor may be required to respond to spills in conjunction with other emergency response services, such as from the Prince George’s County Fire Department; another local, state, or federal response agency; or another contractor.

		C.3.7.5.5. The Contractor, upon notification by the CO or COR, may be requested by FLETC staff to participate in Center emergency response  planning and drills.

		C.3.7.5.6. As directed by an Authorized Individual, the Contractor shall be available to respond to hazardous substance spills at any time, twenty-four  (24) hours per day seven (7) days per week.  The Contractor must provide all manpower, tools, equi...



		C.3.7.6. Hazardous Substance Spill Cleanup

		C.3.7.6.1. The FOSS contractor must clean, remove, and remediate all hazardous substance spills of volumes up to 100 gallons in accordance with FLETC, local, state, and federal regulatory and policy requirements. Substances requiring cleanup may inclu...

		C.3.7.6.2. For spills in excess of 100 gallons, the Contractor may be required to respond to spills in conjunction with other emergency cleanup services, such as from a local, state, or federal response agency or another contractor.

		C.3.7.6.3. Subject to Paragraph C.3.8.5.a.4 of this Subsection, the Contractor may be required to provide cleanup services subsequent to after-hours emergency response actions, as directed by the Authorized Individual.

		C.3.7.6.4. All recovered substances and cleanup debris shall be disposed of in accordance with the hazardous substance standards specified in Subsection 3.4; and hazardous waste standards as specified in Subsection 3.5, above.



		C.3.7.7. Records, Reports, and Other Deliverables

		C.3.7.7.1. The Contractor shall use forms, record data, and maintain records in accordance with regulatory and permit requirements, the SPCC Plan, and the Hazardous Substance Spill and Emergency Response SOPs.  The Contractor shall make these records ...

		C.3.7.7.2. The Contractor shall use computer-based software in order to manage and track plans and procedures; emergency response and cleanup actions; and tank inspections and testing.  If available, the Contractor shall use  software or an online dat...

		C.3.7.7.3. The Contractor shall complete a Discharge Report Form, found in Appendix B of the SPCC, and submit it to FLETC-OCH EPS as soon as possible, but no later than one business day after a spill cleanup.  The Contractor shall use this form in ord...

		C.3.7.7.4. The Contractor shall provide FLETC staff with cleanup information required to meet regulatory reporting requirements to local, state, or federal agencies.  Such assistance may include, but is not limited to, providing information on the typ...





		C.3.8. POTABLE WATER SYSTEM OPERATIONS AND SERVICES

		C.3.8.1. Description of Services

		C.3.8.1.1. The Contractor shall operate and maintain two FLETC Cheltenham potable water treatment plant systems as specified in this subsection, in accordance with applicable DHS, local, state, and federal regulatory requirements.

		C.3.8.1.2. FLETC Cheltenham potable water system is designated as a Non-Transient Non-Community (NTNC) drinking water system by the Maryland Department of the Environment (MDE).  The MDE PWS Identification (PWSID) number is 0160018.  In 2016, the Cent...

		C.3.8.1.3. On a monthly average, Center population consists of approximately the following number of personnel:

		C.3.8.1.3.1. Full-time FLETC, partner organization, tenant, and contractor personnel: 200

		C.3.8.1.3.2. Transient students: 1525

		C.3.8.1.3.3. Transient contractors: 125

		C.3.8.1.3.4. Transient visitors: 1400





		C.3.8.2. References

		C.3.8.2.1. The Safe Drinking Water Act (SDWA) of 1974 (42 USC 300f et. seq.) Protects public health by regulating the nation’s public drinking water supply.  The EPA promulgated guidelines establishing test procedures for the analysis of pollutants in...

		C.3.8.2.2. The Annotated Code of Maryland, Environment Article, Title 5, Sections 5-203, et. seq., requires a permit be issued for water withdrawals from state waters.  Requirements for these permits are specified in COMAR 26.17.06.

		C.3.8.2.3. FLETC Cheltenham has been issued Water Appropriation and Use Permit No. PG1994G007 for its ground water withdrawals. (Section J, Attachment C.3.24)

		C.3.8.2.4. The Annotated Code of Maryland, Environment Article, Subtitles 2 and 4, govern the quality of drinking water in Maryland.  Governing regulations are codified in COMAR 26.04.01.

		C.3.8.2.5. The Annotated Code of Maryland, Environment Article, Subtitles 2, codified in COMAR 26.08.05, govern the sampling, analysis, and monitoring of drinking water, including certification requirements for drinking water samplers.

		C.3.8.2.6. The Annotated Code of Maryland, Environment Article, Title 12, and COMAR 26.06.01 define the type of water treatment plant and distribution systems requiring certified operators and outline training and certification requirements for water ...

		C.3.8.2.7. MDE Water Supply Program Schedule of Monitoring Requirements for Public Water Supplies for PWSID Number 0160018 (Section J, Attachment C.3.25)

		C.3.8.2.8. MDE Permit for Discharges from Tanks, Pipes and Other Liquid Containment Structures at Facilities Other Than Oil Terminals, General Discharge Permit No. 11-HT, or its successor, authorizes water distribution system operators located in the ...

		C.3.8.2.9. MDE Water Supply Program information web page, available online  at:     http://www.mde.state.md.us/programs/water/water_supply/Pages/index.aspx

		C.3.8.2.10.  DHS Environmental Management Manual 023-02-002-01, Section M, provides information on the requirements, strategies, tools, and guidance to assist in the protection and enhancement of the quality of drinking water at DHS facilities, organi...

		C.3.8.2.11. Department of Defense (DOD) Uniform Facilities Criteria (UFC) 3-230-02, O&M: Water Supply Systems, available online at:  http://www.wbdg.org/ffc/dod/unified-facilities-criteria-ufc/ufc-3-230-02



		C.3.8.3. Plans and Procedures

		C.3.8.3.1. The Contractor shall develop and implement standard operating procedures (SOPs) for inclusion in the Contractor ECP that demonstrate how the Contractor shall implement and comply with all tasks specified within this Subsection. At a minimum...

		C.3.8.3.1.1. Contractor personnel names, responsibilities, and qualifications

		C.3.8.3.1.2. Treatment plant operations

		C.3.8.3.1.3. Inspection sampling, analysis, and monitoring procedures and frequency

		C.3.8.3.1.4. Forms used and recordkeeping and reporting requirements



		C.3.8.3.2. The Contractor shall prepare a written drinking water sampling, analysis, and monitoring (SAM) plan in accordance with COMAR 26.04.01.11A(5). The Contractor shall submit a copy of the sampling plan to the EPS for review and approval.  The C...

		C.3.8.3.3. The Contractor shall perform drinking water SAM in accordance with MDE standards listed in COMAR 26.04.01 and summarized within the MDE Water Supply Program Schedule of Monitoring Requirements for Public Water Supplies for PWSID Number 0160...

		C.3.8.3.4. The Contractor shall acquire all sampling equipment and supplies from and submit drinking water samples to a Maryland State certified laboratory for analyses at no additional cost to the Government. Turnaround times for most analytical serv...



		C.3.8.4. Operations and Services

		C.3.8.4.1. Operate two (2) water treatment plants.  FLETC Cheltenham’s  potable water system is supplied by two (2) potable water wells inside of a water treatment plant at Buildings 9 and 108.  Each treatment system is connected to a 100,000 elevated...

		C.3.8.4.2. The contractor shall provide personnel who are properly, trained, certified, or licensed to properly operate the potable water system, as follows:

		C.3.8.4.2.1. Class 1 Water Treatment Plant Operator:

		On-site five (5) days per week, Monday thru Friday (excluding Government holidays), for a minimum of one (1) hour daily

		Inspect the system for proper operations and troubleshoot problems

		Take daily measurements and record system characteristics, as follows:  Record the elapsed time indicator (ETI) readings on the well pump, Record the gallons of water produced to include run-hour meter, Record the system pressure, Check/test the wate...

		Add disinfectant to the system and making dosing adjustments in order to maintain chlorine levels at satisfactorily and regulatory levels

		Record data and tasks performed in the facility log book



		C.3.8.4.2.2. Class 1 Water Treatment Plant Superintendent:

		Conduct site visits at least once per  month, or as needed, to assist and supervise the Water Treatment Plant Operator

		Complete and sign Monthly Operating Reports (MORs) (Section J, Attachment C.3.27)

		Complete semi-annual water withdrawal reports

		Submit draft copies of the MORs and water withdrawal reports to the Cheltenham EPS for review

		Make any changes to the MORs, as needed, and submit the final reports to the MDE Water Supply Program in a timely manner

		Make any changes to the water withdrawal reports, as needed, and submit the final reports to the Cheltenham EPS

		Final reports shall be submitted in sufficient time, at least 10 days prior to their deadlines, so that they can be mailed to MDE prior to the deadline.



		C.3.8.4.2.3. Maryland State Public Drinking Water Sampler:

		Collect samples as required by the MDE Schedule of Monitoring for FLETC Cheltenham, PWSID 0160018, and submit them to a Maryland State certified lab for analysis.

		Submit the laboratory results to the Water Treatment Plant Superintendent in a timely manner for inclusion in the MOR.

		Update the sampling plan based on the reissuance of the MDE Schedule of Monitoring.  The schedule is normally reissued annually by MDE in March.





		C.3.8.4.3. The Contractor shall provide a 55-gallon drum of Sodium Hypochlorite (12.5%) for use in disinfecting the water supply for potable use.  The Government estimates the need for one to two drums per quarter for a total of 4-6 drums per year; ho...

		C.3.8.4.4. The Contractor shall perform preventative maintenance on treatment plant equipment, to include replacing check valves, diaphragms, and suction tubing on the chemical feed pumps.  The Contractor is responsible for up to $500 per option perio...

		C.3.8.4.5. Hydraulic flushing of the water treatment plants, elevated storage tanks, or fire hydrants shall be conducted in accordance with MDE General Permit No. 11-HT, or its successor, as described in Paragraph 3.7.2.a.7, above.

		C.3.8.4.6. The Contractor shall be available to respond 24 hours per day, 7 days per week to address emergency situations, such as an equipment malfunction, unsatisfactory water quality, or regulatory inspection.



		C.3.8.5. Records, Reports, and Other Deliverables

		C.3.8.5.1. The Contractor shall use forms, record data, and maintain records in accordance with regulatory and permit requirements, the SWPPP and FLETC policy.  The Contractor shall make these records routinely available to FLETC staff.

		C.3.8.5.2. The Contractor shall use computer-based software in order to manage and track hazardous wastes generated at FLETC-OCH.  If available, the Contractor shall use software or online data management system prescribed by FLETC; otherwise, the Con...

		C.3.8.5.3. The Contractor shall prepare and submit reports to FLETC-OCH as follows:

		C.3.8.5.3.1. Monthly Operating Reports (MORs) as prescribed in Subsection 3.8.4, above.

		C.3.8.5.3.2. Semi-annual MDE Water Withdrawal Report (Section J, Attachment C.3.28) as prescribed in Subsection 3.8.4.2, above, for the following periods:

		1 January - 30 June (due August 1st)

		1 July - 31 December (due February 1st)









		C.3.9. STORM WATER MANAGEMENT

		C.3.9.1. Description of Services

		C.3.9.1.1. The Contractor shall provide various management, inspection, operation, and other services required for FLETC-OCH to comply with applicable FLETC, local, state, and federal laws, regulations and policies related to eliminating or reducing p...

		C.3.9.1.2. The MDE MS4 GDP establishes six minimum control measures (MCMs) that FLETC-OCH must implement at the facility for proper storm water management.  The SWPPP describes how these MCMs will be implemented at FLETC-OCH.  The six MCMs include:

		C.3.9.1.2.1. Personnel Education and Outreach

		C.3.9.1.2.2. Partnering Organizations Involvement and Participation

		C.3.9.1.2.3. Illicit Discharge Detection and Elimination

		C.3.9.1.2.4. Construction Site Stormwater Runoff Control

		C.3.9.1.2.5. Post Construction Stormwater Management

		C.3.9.1.2.6. Pollution Prevention and Good Housekeeping





		C.3.9.2. References

		C.3.9.2.1. Section 405 of the Water Quality Act of 1987 (33 U.S.C. 13421) amended Section 402 of the Clean Water Act (CWA) and required states to establish permitting programs through the National Pollution Discharge Elimination System (NPDES) for sto...

		C.3.9.2.2. Section 438 of the Energy Independence and Security Act of 2007 (42 USC 17094) defines certain storm water runoff requirements for federal development projects.

		C.3.9.2.3. The Annotated Code of Maryland, Environment Article, Title 4, Subtitles 1 and 2; the Erosion and Sediment Control Regulations, Code of Maryland Regulations (COMAR) 26.17.01; and the Stormwater Management Regulations, COMAR 26.17.02; provide...

		C.3.9.2.4. MDE NPDES General Permit for Discharges from State and Federal Small MS4s, General Discharge Permit (GDP) No. 05-SF-5501 (Section  J, Attachment C.3.29), lists the requirements for managing storm water from FLETC Cheltenham. (This permit is...

		C.3.9.2.5. U.S. Army Corps of Engineers Maryland State Programmatic General Permit-5 (MDSPGP-5) authorizes work in waters of the United States within the state of Maryland for activities that would cause no more than minimal adverse environmental effe...

		C.3.9.2.6. FLETC Office of Cheltenham Operations (OCH) Storm Water Pollution Prevention Plan (SWPPP), November 2016 or most current version (Section J, Attachment C.3.32).  The SWPPP implements FLETC OCH storm water program to comply with the MDE MS4 ...

		C.3.9.2.7. Maryland Stormwater Management and Erosion & Sediment Control Guidelines for State and Federal Projects; available online at: http://mde.maryland.gov/programs/water/StormwaterManagementProgram/Pages/PlanReviewforStateandFederalProjects.aspx

		C.3.9.2.8. Technical Guidance on Implementing the Stormwater Runoff Requirements for Federal Projects under Section 438 of the Energy Independence and Security Act; available online at:   https://www.epa.gov/sites/production/files/2015-08/documents/ep...

		C.3.9.2.9.  DHS Environmental Management Manual 023-02-002-01, Section M, provides information on the requirements, strategies, tools, and guidance to assist in ensuring the availability, conservation, and protection of water resources by components u...

		C.3.9.2.10.  Center for watershed Protection, October 2004; Illicit Discharge Detection and Elimination: A Guidance Manual for Program Development and Technical Assessments; available online at: http://owl.cwp.org/mdocs-posts/idde-guidance-manual/



		C.3.9.3. Plans and Procedures

		C.3.9.3.1. The Contractor shall develop and implement standard operating procedures (SOPs) for inclusion in the Contractor ECP that demonstrate how the Contractor shall implement and comply with all tasks specified within this Subsection.  These SOPs ...

		C.3.9.3.1.1. Contractor personnel names, responsibilities, and qualifications

		C.3.9.3.1.2. Inspection sampling, analysis, and monitoring procedures and frequency

		C.3.9.3.1.3. Specific operational procedures, with dates, and timelines for completion

		C.3.9.3.1.4. Forms used and recordkeeping and reporting requirements



		C.3.9.3.2. The Contractor shall comply with MDE storm water laws and regulations in performance of the tasks specified within this SOW.  The Contractor shall comply with erosion and sediment control rules, perform construction or other groundbreaking ...



		C.3.9.4. Inspections

		C.3.9.4.1. The Contractor shall perform various inspections as specified herein in order to maintain compliance with Maryland storm water regulations and permit mandates.  The Contractor shall use the MDE MS4 GDP and FLETC-OCH SWPPP as guidance for pe...

		C.3.9.4.2.  Post-Storm Event Inspections: The Contractor shall inspect all storm water BMPs after a major storm event.  A storm water BMP is a structural pollution control, engineering design, or management practice that affect the quality, quantity, ...

		C.3.9.4.3. Quarterly Visual Housekeeping Inspections: As specified in FLETC-OCH SWPPP, visual inspections will be performed throughout the Center for evidence of, or the potential for, conditions, which may result in contamination of storm water runof...

		C.3.9.4.3.1. Fueling areas and containment areas for leaks or structural damage

		C.3.9.4.3.2. Hazardous substance, waste, and recyclables accumulation and storage areas

		C.3.9.4.3.3. Monthly inspections of Aboveground Storage Tanks (ASTs)

		C.3.9.4.3.4. Spill response kits dispersed throughout the Center



		C.3.9.4.4. Quarterly Visual Inspections of BMPs: The Contractor shall conduct quarterly visual inspections of BMPs on Center in order to assess the integrity of these controls.  A Standard Operating Procedure (SOP) for the Inspection and Maintenance o...

		C.3.9.4.4.1. Wet detention basins

		C.3.9.4.4.2. Bio-retention fields

		C.3.9.4.4.3. Grass channels

		C.3.9.4.4.4. Catch basin inlets



		C.3.9.4.5. Periodic Illicit Discharge Detection and Elimination (IDDE) Inspections: The Contractor shall conduct periodic IDDE inspections in accordance with the Standard Operating Procedure (SOP) for the Illicit Discharge Detection and Elimination (I...



		C.3.9.5. Operations

		C.3.9.5.1. The Contractor shall perform periodic preventative maintenance (PM) on Center storm water controls based on inspection results and in accordance with the BMP SOP located in Appendix F of the SWPPP in order to keep BMPs properly functioning ...

		C.3.9.5.1.1. Minor repairs may include, but are not limited to:

		Small repairs, such as patching holes in embankments, re-grading due to mower or vehicle ruts, and fixing minor erosion in and around BMPs

		Clearing minor sedimentation and debris from risers, pipes, drains, barrels, trash racks, emergency overflows, filtration devices riprap, and other BMP structures

		Replacing mulch and riprap stones, as necessary



		C.3.9.5.1.2. Major repairs may include, but are not limited to:

		Removal and repair of animals and animal burrows

		Filling and repairing large sink holes or major erosion

		Removal of trees or other large quantities of woody vegetation

		Structural damage requiring construction repairs

		Cleaning and removal of sediment beyond design depths

		Re-grading, reseeding and replacement of topsoil for over 50% of BMP

		Storm damage repairs

		Retrofitting to bring BMP up to new standards

		End-of-service-life BMP failure





		C.3.9.5.2. Based on inspection results, the Contractor shall maintain a list of minor and major repairs needs and requirements and provide a monthly  report to the Administrative COR.  The Contractor shall also make this data available to FLETC CAD st...



		C.3.9.6. Certifications and Training

		C.3.9.6.1. For site construction projects performed by the Contractor on the Center as specified within this SOW or as an IDIQ project, the Contractor shall provide one or more “Responsible Person(s)” in accordance with COMAR 26.17.01.06.  A “Responsi...

		C.3.9.6.2.  Contractor employees working at material handling areas within the Center shall receive annual Stormwater pollution prevention training in accordance with the MDE MS4 GDP and FLETC-OCH SWPPP.  This training includes those personnel respons...

		C.3.9.6.2.1. SWPPP implementation

		C.3.9.6.2.2. Spill response

		C.3.9.6.2.3. Work center housekeeping and materials management

		C.3.9.6.2.4. Conducting inspections and visual observations

		C.3.9.6.2.5. Fueling operations

		C.3.9.6.2.6. Equipment/vehicle washing operations



		C.3.9.6.3. Training will cover the goals and components of the SWPPP and will include, at a minimum, the following:

		C.3.9.6.3.1. Stormwater pollution prevention

		C.3.9.6.3.2. Spill prevention and response

		C.3.9.6.3.3. Good housekeeping practices

		C.3.9.6.3.4. Preventive maintenance and inspection practices

		C.3.9.6.3.5. Reporting and documentation requirements



		C.3.9.6.4. Contractor personnel performing storm water inspection, operations and program management duties shall receive more specialized technical training commensurate with their assigned tasks at least annually.



		C.3.9.7. Records, Reports, and Other Deliverables

		C.3.9.7.1. The Contractor shall use forms, record data, and maintain records in accordance with regulatory and permit requirements, the SWPPP and FLETC policy.  The Contractor shall make these records routinely available to FLETC staff.

		C.3.9.7.2.  The Contractor shall use computer-based software in order to manage  and track hazardous wastes generated at FLETC-OCH.  If available, the Contractor shall use software or online data management system prescribed by FLETC; otherwise, the C...

		C.3.9.7.3. The Contractor shall prepare an Annual Stormwater Report to the MDE Water Management Administration (WMA) in accordance with the MDE MS4 GDP and FLETC-OCH SWPPP.  The Annual Report provides MDE an update on facility progress towards impleme...

		C.3.9.7.3.1. The status of compliance with permit conditions; an assessment of the appropriateness of the identified BMPs; progress toward achieving the identified measurable goals for each of the six MCMs mandated in the MDE MS4 GDP; and any changes ...

		C.3.9.7.3.2. An updated BMP database and a brief narrative discussing progress made toward completing the database and performing routine maintenance and inspections.

		C.3.9.7.3.3. Results of information collected and analyzed, including data from inspections and routine maintenance activities during the reporting period.  Provide an update of site conditions based on these results

		C.3.9.7.3.4. A summary of the Stormwater and construction activities FLETC-OCH plans to undertake during the next reporting period

		C.3.9.7.3.5. An impervious area baseline analysis submitted with the first year annual report for MDE review and approval and then updated annually

		C.3.9.7.3.6. An Impervious Area Restoration Work Plan and annual activity updates.  The work plan includes a narrative discussing progress made toward restoration efforts and a description of adaptive management strategies necessary to keep proposed i...

		C.3.9.7.3.7. A description of the coordination efforts with other agencies regarding implementation of the MCMs including the status of any MOU or other agreement executed between FLETC-OCH and another entity

		C.3.9.7.3.8. A fiscal analysis of FLETC-OCH capital and operating expenditures to implement the MCMs



		C.3.9.7.4. The Contractor shall prepare a draft Annual Stormwater Report each reporting year and submit it to the Cheltenham EPS at least 30 days prior to the reporting deadline for review.  The Cheltenham EPS will submit comments to the Contractor wi...





		C.3.10. INDEFINITE DELIVERY/INDEFINITE QUANTITY (IDIQ) WORK

		C.3.10.1. As directed by the Contracting Officer, the Contractor shall perform other than as specified in the Sections as described below and elsewhere in this SOW.  Work may be tasked in areas throughout the Center and may include: inspections and SA...



		C.3.11. RECORDS, REPORTS, AND OTHER DELIVERABLES

		C.3.11.1. The Contractor shall use forms, record data and maintain records in accordance with the applicable regulatory and permit requirements, plans and SOPs, FLETC policy, and other more specific requirements specified in individual subsections her...

		C.3.11.2. The Contractor shall use computer-based software in order to manage and  track plans and procedures; inspection, sampling, and monitoring data; PM activities; certification and training records; and regulatory reporting information.  If avai...

		C.3.11.3. The Contractor shall submit a monthly report to the CO describing the compliance status of each environmental program.  The report shall include a summary of actions the contractor performed during the month to maintain regulatory compliance...

		C.3.11.4. The Contractor shall submit an annual compliance report to the CO subsequent to the annual ESOH assessment.

		C.3.11.5. The Contractor may also be required to provide data or prepare reports for submission to HQ FLETC or DHS.

		C.3.11.6. Table 3.5 (Section J, Attachment C.3.33) Summary of Regulatory  Compliance Reports, summarizes the regulatory compliance reporting requirements specified within this Section.  This list is not all-inclusive, but the Contactor shall comply wi...





		C.4. WAREHOUSE MANAGEMENT/LOGISTICS

		C.4.1. For the purposes of this section, the term warehouse refers to all areas where-in the Contractor is responsible for the care, storage, and maintenance of government furnished property, equipment, and supplies for both training and non-training ...

		C.4.1.1. The Contractor shall furnish all supervision and labor to satisfactorily oversee the entire warehouse operation, which will be headquartered in Building 2 and will include all ancillary storage areas.

		C.4.1.2. Under this section, the Contractor shall perform the following services:

		C.4.1.2.1. Warehouse Management

		C.4.1.2.2. Uniform Issue

		C.4.1.2.3. Shipping and Receiving

		C.4.1.2.4. Mail/Messenger Services

		C.4.1.2.5. Parcel Pickup and Delivery

		C.4.1.2.6. Inventory Accounting Services

		C.4.1.2.7. Furniture Warehouse Section

		C.4.1.2.8. Office Supply Warehouse Section

		C.4.1.2.9. Physical Relocation of Furniture & Equipment

		C.4.1.2.10. Assembly, Repair, and Installation Work

		C.4.1.2.11. Brass recovery/recycling



		C.4.1.3. The Contractor shall provide all vehicles, supplies, tools, equipment and materials, including packing materials, etc. not otherwise specified in this contract as Government furnished. The Contractor furnished items must include, but is not l...



		C.4.2. WAREHOUSE (LOGISTICS)

		C.4.2.1. SCOPE

		C.4.2.1.1. The Contractor shall furnish all supervision, personnel and labor for the care, storage, and maintenance of government furnished property, equipment and supplies, for both training and non-training purposes.



		C.4.2.2. GENERAL REQUIREMENTS

		C.4.2.2.1. The Contractor shall furnish all management, supervision and personnel to perform the following:

		C.4.2.2.1.1. Load and unload freight from freight vehicles, utilizing forklift as necessary. All items are received by contractor personnel at a central receiving point. Inspect the packaging of all items received and note obvious damages on all accep...

		C.4.2.2.1.2. X-ray all incoming parcels/freight upon arrival at Building 2. The Government will provide training in the utilization of the x-ray equipment.

		C.4.2.2.1.3. Maintain a pending order file from which to verify the product information, count, and condition of all items received.  Compare order information with the packing document(s) and notify the COR of any discrepancies.  Document all obvious...

		C.4.2.2.1.4. Enter the receiving information into the Government furnished inventory management software system; complete a Contractor’s Receiving Report “FTC-ADM-82” (Section J, Attachment C.4.1), sign and date the packing slip or Bill of Lading, and...

		C.4.2.2.1.5. Maintain, correct and updated labels on all bays, bins, and shelves  with item description and stock numbers.  Store items in assigned, designated shelf or location using the first-in first-out restocking method. Notify the Administrative...

		C.4.2.2.1.6. Issue supplies/items from the warehouse sections during normal  working hours, unless otherwise directed by the Contracting Officer.  Enter issuing information into the inventory management system within  twenty four (24) hours of issuing...

		C.4.2.2.1.7. Conduct a quarterly wall-to-wall inventory of every warehouse section to verify item description(s), stock number(s), quantity(s), price(s), and location(s). All information must be compared against that listed in the inventory management...

		C.4.2.2.1.8. Have scales calibrated quarterly and furnish written notification of compliance to the Contracting Officer.  Ensure that the individual doing the calibration is properly trained and licensed.  When completed, written notification shall be...

		C.4.2.2.1.9. The Contractor shall assist in identifying excess, obsolete, or worn-out GFP by promptly completing a Survey Report/FTC-ADM-44 (Section J, Attachment C.4.2). The Contractor shall notify the Inventory Management Specialist or COR for remov...

		C.4.2.2.1.10. Maintain a neat and orderly warehouse/work area using standard industry accepted warehousing methods, procedures, and techniques.  This includes daily sweeping and trash removal in all warehouse and storage areas.  Any items that have no...







		C.4.3. UNIFORM ISSUE

		C.4.3.1. The contractor shall maintain an inventory of uniform items on hand and shall issue uniforms for FLETC instructional staff, mission support staff, and administrative staff, by employee category, in accordance with FLETC Directives (FDs) 65-94...

		C.4.3.2. The contractor shall receive and individually inventory the return of all uniforms from departing staff members.  The contractor shall ensure that all items  listed on the uniform issue cards are returned.  If any items are missing, the contr...

		C.4.3.3. The contractor shall exchange uniform items on a one-for-one basis to staff due to incorrect sizes, wear and tear, and damage.  At the time of each exchange, the Contractor shall annotate the change(s), to include sizes, on the appropriate un...

		C.4.3.4. Items returned shall be inspected for continued usefulness. Those items that are ripped, stained, excessively worn, or otherwise no longer serviceable shall be set aside and reported to the Inventory Management Specialist for survey.  The con...



		C.4.4. INVENTORY ACCOUNTING

		C.4.4.1. The Contractor shall maintain an accurate inventory of all Government Furnished property and daily transactions described in Section C. The Contractor shall input all daily transactions into the automated inventory management system on the da...

		C.4.4.1.1. Maintain separate inventories for each section of the warehouse areas.

		C.4.4.1.2. Upon receipt of items enter the date and quantity received into the appropriate inventory management program.

		C.4.4.1.3. Make data entry changes to inventories in response to various work orders, purchase requests/orders, receiving documents, and other documents forwarded by the Inventory Management Specialist.  Copies of these changes shall be provided to th...

		C.4.4.1.4. Verify the location, nomenclature, and unit cost for each item and update the inventory management system data as applicable.

		C.4.4.1.5. Record the issue date, quantity issued, the unit cost and the total cost on pertinent issuing documents.

		C.4.4.1.6. Assign sequential stock numbers to any warehouse items that do not have a national stock number.  Give the assigned stock number to the requesting customer immediately.



		C.4.4.2. The Contractor shall provide the Administrative COR with a complete computer-generated report of all individual warehouse inventories weekly, or as otherwise coordinated. Computer printout lines shall be numbered sequentially. Each inventory ...

		C.4.4.2.1. Federal (or assigned) Stock Number

		C.4.4.2.2. Item Name and Description

		C.4.4.2.3. Quantity on Hand

		C.4.4.2.4. Unit of Issue

		C.4.4.2.5. Cost per unit and Extended Cost with Total Inventory Value

		C.4.4.2.6. Location Assignment Code

		C.4.4.2.7. Total Issued/Assigned YTD and during reporting period

		C.4.4.2.8. Minimum Required/Reorder Point

		C.4.4.2.9. NOTE:  Minimum Required/Reorder Point will be established by the Government and provided to the Contractor by the Administrative COR after award. The Government may revise as necessary throughout the life of the contract.



		C.4.4.3. On the first workday of each week, the Contractor shall provide to the Administrative COR a report which lists all items which have a balance equal to or below the designated reorder point. A separate report shall be submitted for each wareho...

		C.4.4.4. Ad-hoc Reports – Upon 24 hour notification, the Contractor shall provide to the Government ad-hoc reports for individual or all warehouse sections.  All reports shall be in electronic editable format (i.e., not .pdf).  Requested report data m...

		C.4.4.4.1. Master Inventory - by time span to include items in stock and all transactions

		C.4.4.4.2. Master Inventory - by Federal or assigned Stock Number

		C.4.4.4.3. Master Inventory – alphabetical

		C.4.4.4.4. Transactions (Items Received, Issued, or Surveyed) - by time span to include Division/Branch, Class, or Requestor to whom issued

		C.4.4.4.5. Inventory Cost Totals



		C.4.4.5. FURNITURE WAREHOUSE SECTION

		C.4.4.5.1. Items issued from and stored in this warehouse section include but are  not limited to desks, chairs, bookcases, credenzas, filing cabinets, tables, etc...

		C.4.4.5.2. The Contractor shall:

		C.4.4.5.2.1. Issue furniture and equipment upon receipt of a FTC-ADM-46 Move Order Request (Section J, Attachment C.4.5), OF-347 Order for Supplies or Services (Section J, Attachment C.4.6), FTC-ADM-80 Inventory Control Form (Section J, Attachment C.4...

		C.4.4.5.2.2. Ensure that description and stock numbers are correct on all pertinent documents and that documents have FLETC ID number, if applicable.

		C.4.4.5.2.3.  Forward all completed forms to the Administrative COR for  forwarding to the Inventory Management Specialist.

		C.4.4.5.2.4.  Follow up to ensure that temporary issue items are returned as scheduled and notify Administrative COR when items are overdue.





		C.4.4.6. OFFICE SUPPLY WAREHOUSE SECTION

		C.4.4.6.1. Representative items issued and stored in this warehouse section include pens, pencils, file folders, tape, tape dispensers, notebook binders, lined notepads, gem clips, binder clips, rulers, computer diskettes, computer paper, copier paper...

		C.4.4.6.2. The Contractor shall:

		C.4.4.6.2.1. Issue supplies/items from this section using FLETC Purchase Requisition (Section J, Attachment C.4.9) as the authorizing document of issuance. Ensure that the customer’s signature and date of receipt are obtained when the items are picked...







		C.4.5. ASSEMBLY, INSTALLATION AND RELOCATION OF FURNITURE AND EQUIPMENT

		C.4.5.1. The Contractor shall develop a schedule based on work orders received. Priorities will be set by the Administrative COR when schedule conflicts exist. The COR shall be notified in advance the date that the work is planned to be accomplished.

		C.4.5.2. As scheduled, the Contractor shall:

		C.4.5.2.1. Upon receipt of a FTC-ADM-61 Service Contract Work Request  (Section J, Attachment C.4.10) assemble items received in an unassembled condition.

		C.4.5.2.2. Upon receipt of a FTC-ADM-61 Service Contract Work Request    (Section J, Attachment C.4.10) perform minor, first repairs (such as  repair of desk drawers, replacement of chair casters, etc.) to office furniture and furnishings.

		C.4.5.2.3. Perform physical relocation of furnishings, furniture and equipment upon receipt of a FTC-ADM-46 Move Order Request (Section J, Attachment C.4.5). All moves will be scheduled and completed within three (3) working days of request.

		C.4.5.2.4. If accountable property is moved, obtain receipt signatures on the FTC-ADM-43 Property Accounting Change Report (Section J, Attachment C.4.8). The contractor SHALL NOT move accountable property (that is, an item that has a FLETC ID number),...

		C.4.5.2.5. Make appropriate distribution (including original signed copy) of the FTC-ADM-43 Property Accounting Change Report (Section J, Attachment C.4.8) to the Administrative COR and Inventory Management Specialist within two (2) workdays of comple...





		C.4.6. MAIL PICKUP AND DELIVERY SERVICES

		C.4.6.1. The Contractor shall furnish all management, supervision, personnel, equipment and transportation to operate a Mail Distribution Center from Building 2.

		C.4.6.2. Mail

		C.4.6.2.1. Mail Delivery within the Cheltenham Facility:  All mail sorting will be completed in Building 2.  The Contractor shall pick-up and deliver inter-office, U.S. mail, and other packages twice daily, Monday through Friday, excluding Federal hol...

		C.4.6.2.2. Package Shipping:  The Contractor shall prepare various packages (ranging from 1 to 70 pounds in weight) for daily pick-up by government and commercial parcel services. The Requestor sending the package will designate the preferred method o...

		C.4.6.2.3. Truck Shipments:  The Contractor shall prepare large shipments for truck transport upon receipt of a Government Bill of Lading, Material Return Authorization, or other similar transportation document.  Such shipments may require shrink-wrap...

		C.4.6.2.4. Mail: The Contractor shall weigh and apply postage to all Government envelopes and packages intended for shipment via the U.S. Postal Service.  Stamps shall not, under any circumstances, be used to apply postage to any personal mail. The Co...

		C.4.6.2.5. Post Office Mail and Delivery:  The Contractor shall deliver outgoing mail to the U.S. Post Office located at 11505 Cherry Tree Crossing Road, Cheltenham, Maryland 20623 before 1630 Monday through Friday, excluding Federal holidays.

		C.4.6.2.6. Documentation and Reports:  The Contractor shall maintain a log book of all postage used in support of Government mailings throughout the Fiscal Year and shall submit a report detailing that usage with the  annual invoice. The Contractor sh...



		C.4.6.3. PICKUP AND DELIVERY

		C.4.6.3.1. The Contractor Shall pick-up or deliver parcels between any location within the Center and any local area merchants and shipping/receiving points within a twenty-five (25) mile radius off the Center, on an as needed basis. These pick-up and...

		C.4.6.3.2. The Contractor shall deliver office supplies once per week to Buildings 1, 4, 11, 13, 14, 32, 50, 98, 100, or 101 following receipt of a FTC-ADM-1A FLETC Purchase Requisition (Section J, Attachment C.4.9) which will be submitted to the supp...





		C.4.7. REPORTS AND OTHER DELIVERABLES

		C.4.7.1. The Contractor shall collect and submit copies of completed forms to the Administrative COR as per the following schedule:

		C.4.7.1.1. FTC-ADM-1A FLETC Purchase Requisition (Section J, Attachment C.4.9) before close of business each Friday.

		C.4.7.1.2. FTC-ADM-46 Move Order Request (Section J, Section C.4.5) on the last business day of each month.

		C.4.7.1.3. FTC-ADM-61 Service Contract Work Request (Section J, Attachment C.4.10) upon completion of project.

		C.4.7.1.4. FTC-ADM-82, Contractor’s Receiving Report (Section J, Attachment C.4.1) to the Inventory Management Specialist/COR daily.

		C.4.7.1.5. Form OF 347 Order for Supplies or Services (Section J, Attachment C.4.6) upon completion/delivery of items/supplies and sign off upon receipt.

		C.4.7.1.6. FTC-ADM-43 Property Accounting Change Report (Section J, Attachment C.4.8) upon completion of the project.





		C.4.8. DOCUMENTATION

		C.4.8.1. The Contractor shall compile data on the number of move orders performed. The Contractor shall also compile data on the requested/accomplished status of relocation and assembly of furniture, equipment, etc. The report shall indicate the  numb...

		C.4.8.2. The Contractor shall compile data on the dollar value and quantity of supplies ordered and received/delivered each month. The Contractor shall also track the  items ordered and report on non-delivered items for possible re-order. These report...



		C.4.9. BRASS

		C.4.9.1. Brass will be stored in the Recycle Facility building 54.  Once the contractor has accumulated 20 drums, the Inventory Management Specialist will be called to arrange a brass sale.  Once the sale has been arranged, the contractor shall load t...





		C.5. GROUNDS

		C.5.1. SCOPE

		C.5.1.1. The Contractor must furnish all labor, supervision, tools, equipment, and material necessary to provide ground maintenance services for all specified areas at the Center. The services include, but are not limited to: lawn and landscape mainte...



		C.5.2. PERFORMANCE REQUIREMENTS

		C.5.2.1. The Contractor must remove trash, paper or other debris that would detract from the finished appearance or present a safety hazard. The Contractor must perform grass cutting according to established maintenance levels. The Contractor must mai...

		C.5.2.2. As directed by the Contracting Officer, perform ground maintenance services other than as specified elsewhere in this Statement of Work. Work may be tasked in areas throughout FLETC and may include debris removal due to extreme acts of  natur...



		C.5.3. LAWN AND LANDSCAPE MAINTENANCE

		C.5.3.1. Policing, Debris Removal, and Disposal

		C.5.3.1.1. Policing is defined as removing any trash, paper, leaves or other debris that would detract from the finished appearance or present a safety hazard. The Contractor must perform policing of all maintained areas before and  after mowing and e...

		C.5.3.1.2. All branches, limbs, leaves, clippings, grass and vegetation cuttings, trash, rubbish and other debris collected during lawn and landscape maintenance must be placed in an area on Center designated by the Contracting Officer.  The disposal ...

		C.5.3.1.3. Mower shredding of trash, rubbish and other debris is prohibited. Trash, rubbish, cigarette butts, landscape debris (leaves, twigs, branches, etc.), and all materials not part of a natural landscape environment must be cleaned up and dispos...



		C.5.3.2. Grass Cutting, Trimming, and Edging

		C.5.3.2.1. Grass must be cut according to established maintenance levels as shown in  (Section J, Attachment C.5.1), free of scalping, rutting, uneven and rough cutting, and trim around trees, shrubs, fences, poles, walls, sprinkler heads, valves, and...

		C.5.3.2.2. Cutting must occur during all natural growth periods to ensure proper health and an attractive appearance on FLETC.

		C.5.3.2.3. All mowing equipment used in any one area must be adjusted to provide a uniform grass height. Grass strips, corners of high grass, or vegetation must not remain uncut, and there must be no significant visible grass clippings or windrows rem...

		C.5.3.2.4. Once the mowing operation has started on a particular lawn, plot, or area, the contractor must complete mowing, trimming and edging of the particular lawn, plot or area before proceeding to the next lawn, plot, or  area. Edging will be perf...

		C.5.3.2.5. When grass cutting in close proximity of buildings, parking lots and in front of buildings, the Contractor must use either hand gas operated mowers or other equipment specifically designed for close grounds maintenance work, ensuring that a...

		C.5.3.2.6. Trees, shrubs, bushes and other cultivated plants must not be damaged by mowing, trimming or edging operations. Newly planted trees, shrubs, bushes, hedges and or other cultivated plants less than 4” (inches) that die out shall be replaced ...

		C.5.3.2.7. All grass cutting equipment must be returned to the designated storage area at the end of each day.

		C.5.3.2.8. The driver training track will be mowed two (2) times per month during all natural growth periods occurring historically between 01 May and 30 October, give or take a month and the grass shall be maintained at a level 2 height not to exceed...

		C.5.3.2.9. The existing mowed footprint is to be maintained to include the All-terrain vehicle training area located above the skid pad training area and the eight  (8) control towers A through E located throughout the driver training range. Towers A ...



		C.5.3.3. Lawn and Landscape Care, Repairs, and Replacement

		C.5.3.3.1. Ensuring that mower blades are sharpened to prevent shredding of grass ends during mowing.

		C.5.3.3.2. Ensuring that grass cutting is free of scalping, rutting, uneven and rough cutting.

		C.5.3.3.3. Using smaller lawn care equipment following rain or when ground conditions warrant the usage of smaller, lighter equipment.

		C.5.3.3.4. Filling and reseeding and/or placement of sod in ruts and depressions.

		C.5.3.3.5. Using hulled Kentucky 31 (K-31) grass seed, cut sod, or any other lawn material approved by the COR for lawn repairs.

		C.5.3.3.6. Grass areas damaged by vehicular traffic or other events must be graded, seeded or repaired with sod and irrigated until the desired grass is established, to conform to the adjacent turf surfaces. On high pedestrian traffic areas, and road ...



		C.5.3.4. Sidewalk Maintenance

		C.5.3.4.1. The Contractor will maintain all sidewalks so that there is no vegetation or debris encroaching or growing on sidewalks. All clippings and debris that fall onto paved areas or is thrown into a cultivated areas (e.g., flower bed, grassed are...



		C.5.3.5. Sweeping and Cleaning

		C.5.3.5.1. After every lawn mowing, the Contractor must, sweep and remove all clippings and debris on all sidewalks adjacent to buildings. The Contractor must keep sidewalks, porches, exterior stairs and steps free of clippings and debris, making it p...



		C.5.3.6. Weeding

		C.5.3.6.1. Herbicides, insecticides, fungicides, miticides, growth regulators, desiccants, and rodenticides are a few of the materials categorized as pesticides. A pesticide is defined as any substance used to control, prevent, destroy, repel, or miti...



		C.5.3.7. Flower/Mulch Beds

		C.5.3.7.1. The Contractor will cultivate and maintain existing flower beds. Cultivation must include the dressing of flower beds, the removal of weeds and leaves, and the removal and replacement of dead/dying flowers and plants. Mulching of existing f...



		C.5.3.8. Pruning and Trimming

		C.5.3.8.1. Trees, shrubs, bushes, hedges and other cultivated plants must be inspected at least once per month and must perform maintenance as necessary.

		C.5.3.8.1.1. The Contractor must prune and trim all shrubs, bushes, hedges and other cultivated plants according to their natural growth habit, ensuring proper plant health and attractive appearance. Pruning must be completed so as to form and evenly ...

		C.5.3.8.1.2. The Contractor must prune all trees according to their natural growth  habit, ensuring proper health and attractive appearance. Remove branches to provide clearance over sidewalks, parking lots, driveways, and vehicles and prevent obstruc...

		C.5.3.8.1.3. For trees, the Contractor must perform branch pruning and trimming so as to maintain a minimum clearance of 6 feet from any part of the exterior of the closest buildings, 10 feet clearance from power lines (no overhanging limbs or branche...

		C.5.3.8.1.4. Pruning and trimming must be performed as needed to remove any safety hazard.



		C.5.3.8.2. Year round landscape maintenance, inclusive of debris removal, must be performed as needed to prevent interference with pedestrian or vehicular traffic and to prevent damage to buildings, structures and power lines.



		C.5.3.9. Fence Maintenance

		C.5.3.9.1. All chain link fence lines on the perimeter of FLETC and the Department of Energy (DOE) property to include all fence lines surrounding the Cheltenham Driver Training (CDT) area are to be maintained (Section J, Attachment C.5.4).  All maint...

		C.5.3.9.2. CDT fence lines (links, posts, and other structural elements) must be kept clear and free of any and all vegetation, growth and debris within five (5) feet inside and outside of the CDT fence. This is part of the regular maintenance level m...

		C.5.3.9.3. Monthly, inspect all maintained fence lines and report, in writing on a contractor generated report, all damaged or loose fence links and posts and other structural defects to the Contracting Officer.



		C.5.3.10. Roads

		C.5.3.10.1. Perimeter Road (Dirt Road). The Contractor must keep the road free of potholes, debris  and vegetation, making it passable for all vehicles. This includes the roadways on the  Department of Energy property adjacent to FLETC.





		C.5.4. GOVERNMENT FURNISHED PROPERTY (GFP)

		C.5.4.1. The government furnished storage shed behind Building 214 will be provided for the storage of equipment such as lawn mowers, lawn tractors, weed eaters and other tools needed to provide ground maintenance.  No maintenance equipment will be pr...



		C.5.5. INDEFINITE DELIVERY/INDEFINITE QUANTITY (IDIQ) WORK

		C.5.5.1. Additional work may be ordered by the issuance of delivery orders. Such work includes: weeding, flower bed maintenance, application of herbicides and fertilizers, tree removal, fence repair, miscellaneous grounds maintenance and storm water m...

		C.5.5.2. Tree Removal

		C.5.5.2.1. For trees greater than 4” inch and less than 8” inches in diameter, trees and stumps shall be removed to a depth of four (4) inches below existing grade.  All depressions must be backfilled with earth fill. All backfill soil areas must be c...

		C.5.5.2.2. For trees larger than 8 inches in diameter, remove any trees or roots which pose a potential hazard to building foundations, utilities etc…  The tree removal must include root stump removal up to a 10’ foot radius from tree stump center, wi...

		C.5.5.2.3. Within 45 calendar days following the contract start date, the contractor must conduct a preliminary inspection of the perimeter fence line and must present to the Contracting Officer a report detailing any initial tree removal which may be...



		C.5.5.3. Fence Repair

		C.5.5.3.1. With Contracting Officer approval, fence lines (posts, links, and other structural elements) must be repaired as needed to maintain the integrity of the fence.

		C.5.5.3.2. All chain link fencing is to be repaired free of holes, broken links, loose fence, and broken or loose fence posts.

		C.5.5.3.3. Within 45 calendar days following the contract start date, the contractor must conduct a preliminary inspection of the perimeter fence line and must present to the Contracting Officer a report detailing any repairs which may be immediately ...



		C.5.5.4. Snow, Ice Removal for Buildings and Training Venues

		C.5.5.4.1. The Contractor shall commence with snow or ice removal operations on FLETC on an event by event basis with the concurrence of the Contracting Officer.   In the event that snow or ice begins accumulating, removal must begin immediately at su...

		C.5.5.4.1.1. Building entry ways:  Entrance ways, porches, exterior stairs, steps and all loading docks shall be clear of snow and ice.  Magnesium chloride and sand shall be applied as needed for the areas to be passable and safe for traversing by foot.

		C.5.5.4.1.2. Building heat pumps:  The Contractor will clear all snow away from all building heat pumps to ensure the pumps are functioning properly.

		C.5.5.4.1.3. Fuel storage tanks:  When the snow measures 1 foot or more, the Contractor will clear a 2 foot wide minimum path from the road or parking lot to the fill location in each above ground fuel storage tanks around the Center. The Contractor w...





		C.5.5.5. Snow, Ice Removal for Roads, Parking Lots and Sidewalks

		The contractor shall provide all labor, materials, and equipment necessary to clear snow and ice from ALL roadways, parking areas and sidewalks and to ensure all personnel can safely access required areas.  ALL building sidewalks to the entrances that...

		C.5.5.5.1. Pre-season:  The following areas shall be properly marked with snow stakes prior to any snowfall and maintained throughout the snow season.  Historically, the snow season period of performance is typically 6 months and runs from November 1 ...

		C.5.5.5.1.1. Handicap parking areas

		C.5.5.5.1.2. Fire hydrants

		C.5.5.5.1.3. Handicap ramps and curb cuts

		C.5.5.5.1.4. Loading dock and ramps

		C.5.5.5.1.5. Sidewalks

		C.5.5.5.1.6. Parking lots and parking stalls

		C.5.5.5.1.7. Streets, cross streets and intersections



		C.5.5.5.2. Designated snow removal areas:  The contractor shall remove snow and ice to provide a safe access to and from buildings in accordance with the following zones and priorities.

		C.5.5.5.2.1. Zone 1 Priority 1

		Security Building 6 parking areas and sidewalks

		Buildings 1, 3, 4, 5, 12, 13, 31, 64 parking areas

		Classroom buildings 1, 3, 4, 5, 12, 13, 31, 64 sidewalks

		Clear main roads throughout the Center.



		C.5.5.5.2.2. Zone 1 Priority 2

		Both Security Guard entrance Buildings 8 & 10 including the commercial truck entrance area and gates.  The contractor will not push snow under or block the truck scale at the commercial gate.



		C.5.5.5.2.3. Zone 2 Priority 2

		SIM City Tactical Training Areas, Building 109, 112, and 114 roadways, sidewalks into classrooms, sidewalks around the inside of SIM CITY, walkways around Conex buildings, and parking areas.



		C.5.5.5.2.4. Zone 3 Priority 3

		Buildings 14, 32, 50, 101 & 100 sidewalks and any parking areas. For the parking lot of Building 11, the contractor is only responsible for clearing open areas and not between any vehicles.

		Building 2 - Shipping and Receiving.



		C.5.5.5.2.5. Zone 4 Priority 3

		Buildings 51, 53, 214 and ARMAG Ammo storage road and access areas.

		Building 54 access points into building.





		C.5.5.5.3. De-Icing Operations:  Two (2) different types of de-icing services may be required:  1) de-icing as a result of a re-freezing of surfaces after snow removal and 2) de-icing as a result of an ice storm.  In both situations, de-icing shall be...

		C.5.5.5.4. Activation of Services:  The COR or Contracting Officer (CO) will notify the contractor to begin snow removal or de-icing services. The contractor shall begin snow removal or de-icing services within two (2) hours of notification. CONTRACTO...

		C.5.5.5.5. Hours of Service:  If snow removal services are authorized during non-regular work hours (evenings and weekends) then the contractor shall provide updates to the COR via phone every four (4) hours. The COR will monitor work performed.

		C.5.5.5.6. Chemicals:  The Contractor is authorized to use the following snow-melt products on the designated surfaces, the use of any other de-icing compounds require written approval of the COR.

		C.5.5.5.7. Magnesium Chloride: roads and parking areas

		C.5.5.5.8. Washed Concrete Sand: roads, parking areas, and sidewalks

		C.5.5.5.9. Post season:  The Contractor will perform the following;

		C.5.5.5.9.1. Remove all snow stakes

		C.5.5.5.9.2. Replace all parking blocks/curbs that were disturbed by plowing

		C.5.5.5.9.3. Repair any damage to grounds or other property

		C.5.5.5.9.4. Clean up any residual piles of sand throughout the center

		C.5.5.5.9.5. General housekeeping in Building 214

		C.5.5.5.9.6.





		C.5.5.6. False Weather Report of No-Call

		C.5.5.6.1. In the event the contractor is instructed to be on stand by for a snow event but the snow event does not occur, the contractor is authorized to invoice in accordance with CLIN XX11.  In addition, the Contractor is required to stay on-site f...

		C.5.5.6.2. In the event there is a plow-able snow event with 3 or more inches of snow on the ground and the Government chooses not to activate snow  removal operations within 48 hours of the event, the Contractor is authorized to invoice in accordance...

		C.5.5.6.3. Contractor Furnished Equipment and Materials

		C.5.5.6.3.1. The contractor is responsible for furnishing all snow removal equipment.

		C.5.5.6.3.2. The contractor is responsible for purchasing and providing magnesium chloride and bulk washed concrete sand.



		C.5.5.6.4. Government Furnished Equipment, Property, and Materials

		C.5.5.6.4.1. Storage of Contractor purchased magnesium chloride bags and limited snow removal equipment will be provided in Building 214.  Storage of bulk washed concrete sand will be provided adjacent to Building 214.

		C.5.5.6.4.2. Contractor equipment and materials shall be removed upon completion of the task order unless otherwise authorized in writing by the COR.



		C.5.5.6.5. Property Liability

		C.5.5.6.5.1. All Government property in and around the contract areas including but not limited to trees, shrubs, lawns, railing, pop-up bollards, light post, sign posts, catch basin, manhole covers, curb stops and vehicle stop blocks etc., shall be c...

		C.5.5.6.5.2. The Contractor shall accept any property damaged while meeting the requirements of this Statement of Work (SOW).

		C.5.5.6.5.3. The Contractor shall be solely responsible for any damages to private or Government property (i.e., automobiles, etc.) resulting from snow/ice removal operations.

		C.5.5.6.5.4. The Contractor shall be required to immediately notify the COR when any such damage occurs.  The contractor shall take immediate necessary action to resolve the issue if damage occurs to Government or Private Property.





		C.5.5.7. Miscellaneous Grounds Maintenance

		C.5.5.7.1. As directed by the Contracting Officer, perform ground maintenance services other than as specified elsewhere in this Statement of Work. Work may be tasked in areas throughout FLETC and may include debris removal due to extreme acts of natu...





		C.5.6. REPORTS AND OTHER DELIVERABLES

		C.5.6.1. Monthly Report

		C.5.6.1.1. Contractor Monthly Summary/Log will be submitted to the Administrative COR. This report must be in a format prescribed by the Contracting Officer and Administrative COR. It will be reflective of Contractor Activities pertinent to the month....

		C.5.6.1.1.1. Title

		C.5.6.1.1.2. Date

		C.5.6.1.1.3. Locations/Areas of work;

		C.5.6.1.1.4. Dates and times; Started and finished

		C.5.6.1.1.5. Mowing, edging, trimming, trash pick-up

		C.5.6.1.1.6. Damages observed;

		C.5.6.1.1.7. Locations/Areas and types as follows

		C.5.6.1.1.8. Shrub/flower/mulch beds, bushes/hedges, trees



		C.5.6.1.2. The Contractor must submit an end of the month “Gardening Progress Report” on gardening progress. This report will be contractor generated. The report must address:

		C.5.6.1.2.1. Identification of vulnerable/diseased plants

		C.5.6.1.2.2. Detection of insects, fungi, soil deficiencies, and any other harmful disorder(s) requiring corrective actions(s) to obtain and/or maintain healthy lawn or plant areas

		C.5.6.1.2.3. Recommendation of a complete professional plan of treatment (with consideration to the application of herbicides, insecticides, fungicides, lime, poisons, or fertilizers) for new conditions

		C.5.6.1.2.4. Any condition that represents hazardous or impediment to efficient operation (for example, exposed roots, large rocks, etc.), anything that effects the efficient mowing process (for example, pallets or abandoned vehicles, etc.)









		C.6. PEST CONTROL

		C.6.1. SCOPE

		C.6.1.1. Unless as excepted herein, the Contractor shall provide Integrated Pest Management (IPM) for the interior and exterior of all buildings, structures, grounds, waters, equipment, and other assets within the specified areas of the Center in orde...

		C.6.1.2. Pests include insects, weeds, plant pathogens, birds, non-human mammals and other organisms (except for human or animal disease-causing organisms) that adversely affect facility appearance, operations, or the well-being of personnel and anima...

		C.6.1.3. IPM is a comprehensive approach to managing pests by considering the interrelationship between pest populations and the ecosystem and combining biological, cultural, physical, and chemical tools in a way that minimizes economic, health, and e...

		C.6.1.4. Pesticides are any substances or mixture of substances intended for: preventing, destroying, repelling, or mitigating any pest; use as a plant regulator, defoliant, or desiccant; or use as a spray adjuvant such as a wetting agent or adhesive....



		C.6.2. REFERENCES

		C.6.2.1. Standards

		C.6.2.1.1. The Federal Insecticide, Fungicide, and Rodenticide Act (FIFRA) (7 U.S.C. 136) provides for federal regulation of pesticide distribution, sale, and use.  FIFRA establishes the basic U.S. system of pesticide regulation, under 40 CFR Parts 15...

		C.6.2.1.2.  Section 303 of the Food Quality Protection Act of 1996 (7 U.S.C. 136r-1) states that Federal agencies shall use Integrated Pest Management (IPM) techniques in carrying out pest management activities and shall promote Integrated Pest Manage...

		C.6.2.1.3.  The Maryland Pesticide Applicator's Law, as codified in the Code of Maryland Annotated Regulations (COMAR) 15.05.01, details the requirements for  the use and sale of pesticides, certification of pesticide applicators and pest control cons...

		C.6.2.1.4.  The Maryland Fertilizer Law, as codified in COMAR 15.20.10, details the requirements for the selection, use, application, and reporting of fertilizer use in grounds maintenance activities.

		C.6.2.1.5.  MDE General Permit for Discharges from the Application of  Pesticides, General Discharge Permit No. 11PE or its successors, regulates discharges to waters of the State of Maryland resulting from pesticide applications according to certain ...

		C.6.2.1.6.  Title 10 of the Maryland Natural Resources Code, as codified in COMAR 08.03.15., outlines the permitting requirements for animal control within the state.



		C.6.2.2. Guidance

		C.6.2.2.1. DHS Environmental Management Manual 023-02-002-01, Section P, provides information on the requirements, strategies, tools, and guidance for the use of pesticides on land and water and other uses of pesticides by components under the jurisdi...

		C.6.2.2.2. The Maryland Pest Applicator Training Manual contains training requirements for the most prevalent certification categories used within the state, including the Core Training, Wildlife, Rodent, Public Health, and Calculation Methods and Con...

		C.6.2.2.3. The Maryland Professional Lawn Care Manual provides lawn care professionals a comprehensive knowledge of the processes involved, an understanding of the science and reasoning behind the processes, and the skills needed to pass the Maryland ...

		C.6.2.2.4. Centers for Disease Control publication “Surveillance and Control of Aedes aegypti and Aedes albopictus in the United States;” available online at:  https://www.cdc.gov/chikungunya/resources/vector-control.html

		C.6.2.2.5. Arthropod Surveillance Programs: Basic Components, Strategies, and Analysis; Ann Entomol Soc Am. 2012 March; 105(2): 135–149 available online at: https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4630213/

		C.6.2.2.6. Armed Forces Pest Management Board Technical Guide No. 26, Tick-Borne Diseases: Vector Surveillance and Control; available online at: http://www.acq.osd.mil/eie/afpmb/docs/techguides/tg26.pdf

		C.6.2.2.7. Armed Forces Pest Management Board Technical Guide No. 42, Aedes Mosquito Vector Control; available online at: http://www.acq.osd.mil/eie/afpmb/docs/techguides/tg42.pdf

		C.6.2.2.8. Armed Forces Pest Management Board Technical Guide No. 47, Self-Help Integrated Pest Management; available online at:  http://www.acq.osd.mil/eie/afpmb/docs/techguides/tg47.pdf





		C.6.3. PERMITS, CERTIFICATION AND LICENSING

		C.6.3.1. The Contractor is responsible for obtaining and complying with all applicable federal, state, and local permits, certifications, licenses and training required to fulfill the obligations enumerated under this section at no additional cost to ...

		C.6.3.2. All pest control applicators, supervisors and consultants shall be permitted, certified, or licensed in all categories that in they in which they are making pesticide applications, in accordance with FIFRA or the Maryland Pest Applicator Law,...

		C.6.3.3. Anyone who applies fertilizer to turf not used for agricultural purposes may not apply fertilizer containing nitrogen or phosphorus to turf unless that person is a certified professional fertilizer applicator, or working under the direct supe...

		C.6.3.4. All permit applications for work specific to FLETC Cheltenham shall be coordinated with the Cheltenham Environmental Protection Specialist (EPS)  prior to submission to the respective regulatory agency. Copies of all approved permits, certifi...



		C.6.4. OPERATIONS AND SERVICES

		C.6.4.1. Integrated Pest Management Program

		C.6.4.1.1. The contractor shall develop and implement an Integrated Pest Management (IPM) program, based on the statutory, regulatory and policy  references stated herein.  Implementation of the pest management program will prevent or manage pests tha...

		C.6.4.1.2.  Within 45 days of initial Notice to Proceed, the Contractor shall submit a draft IPM Plan for review and approval by the Cheltenham Administration Division (CAD).  The Contractor shall incorporate any required changes to the Plan submitted...

		C.6.4.1.3.  At a minimum, the IPM Plan should cover:

		C.6.4.1.3.1. Program Operations

		C.6.4.1.3.2. Program Management

		C.6.4.1.3.3. Facilities and Grounds

		C.6.4.1.3.4. Self-Help Pest Control

		C.6.4.1.3.5. Health and Safety

		C.6.4.1.3.6. Regulatory Compliance

		C.6.4.1.3.7. Local Conditions

		C.6.4.1.3.8. Environmental Protection





		C.6.4.2. Pest Monitoring and Control

		C.6.4.2.1. As a part of the IPM Plan, the Contractor shall develop and implement a periodic pest inspection, identification, control, and treatment regimens for indoor and outdoor areas. Indoor areas should be inspected at least monthly, or as require...

		C.6.4.2.2. Pest controls should only be used once a pest infestation has been observed.  Under no circumstance shall chemical pesticides be used as preventative maintenance.

		C.6.4.2.3. The Contractor shall acquire for use at its own expense any equipment, devices, tools, pesticides, and supplies required to perform inspection, monitoring, surveillance, or treatment activities.

		C.6.4.2.4. All pesticides shall be purchase through or registered in FLETC hazardous material management system, including those used by any subcontractors, as specified in Sections C.3.4 through C.3.6 of this SOW.

		C.6.4.2.5. The Contractor shall develop, use, maintain forms that have been approved by CAD.  The forms may include, but are not limited to: the date, time, location, and type of inspection; name and certificate number (if applicable) of the person pe...



		C.6.4.3. Service Calls

		C.6.4.3.1. The Contractor must perform service calls and render effective  treatment in response to observed or reported pest sightings. Service calls  must include:

		C.6.4.3.1.1. Complete inspection of the site

		C.6.4.3.1.2. Identification of pests and visible pest damage

		C.6.4.3.1.3. Control, treatment, or application of an approved pesticide

		C.6.4.3.1.4. Application of deodorizer, if needed

		C.6.4.3.1.5. Evaluation of the treatment

		C.6.4.3.1.6. Documentation of service call as specified in Paragraph C.6.4.2.e above.



		C.6.4.3.2. Service call must be responded to within 24 hours of call.



		C.6.4.4. Self-Help Pest Control

		C.6.4.4.1. In accordance with the IPM Plan, the Contractor shall establish FLETC Cheltenham Self-Help Pest Control program.  This program is established as a convenience to customers and is not intended to replace an effective, well-managed pest manag...

		C.6.4.4.2. The Contractor shall store, stock, and issue only pest control items approved for consumer use, typically the type of items sold in retail stores. The Contractor shall submit for approval by CAD a list of self-help pest control items.  Self...

		C.6.4.4.2.1. Insect repellants for staff and students performing outdoor work or training.  Repellants may include, but are not limited to spray and sunscreen containing DEET for protection against mosquitos, ticks, fleas, flies, and other insects.

		C.6.4.4.2.2. Bee, wasp, and hornet spray for issue to training and FMD staff for use in training and work areas, as needed.

		C.6.4.4.2.3. Insect bait stations and sticky traps and rodent traps (except for spring-loaded rat traps) and glue boards for issue to building managers for use in insect and rodent control

		C.6.4.4.2.4. Fly swatters



		C.6.4.4.3. The Contractor shall store, stock, issue, inventory and account for all self-help pest control items in accordance with Section 4 Warehouse Management/Logistics of this SOW. In addition, the Contractor shall capture and record pesticide dat...

		C.6.4.4.4. The Contractor shall issue self-help items in the lowest quantity required  for effective treatment.  Chemical pesticides shall be issued only    to authorized staff, as approved by the Cheltenham EPS.  The EPS may   issue a blanket approva...

		C.6.4.4.5.  The Contractor shall prepare training aids, such as brochures, posters, technical information sheets, or handouts, in order to assist customers in the proper use of self-help pest control items.



		C.6.4.5. Animal Control

		C.6.4.5.1. The Contractor must perform service calls and render effective  treatment in response to observed or reported animal sightings, such a rodents, raccoons, woodchucks (aka, groundhogs), squirrels, cats, or other small animals, in and around b...

		C.6.4.5.2. The Contractor is not responsible for the long term management of chronic animal populations on site, such as deer, beaver, geese, or other migratory or transitory animals or birds that do not invade buildings, storage facilities, and train...

		C.6.4.5.3. The Contractor shall control and treat animal pests in accordance with industry standards, but, at all times, in a humane and responsible manner.  The Contractor shall take care to avoid actions that create the appearance  of animal cruelty...



		C.6.4.6. Pest Vector Monitoring and Treatment

		C.6.4.6.1. The Contractor shall perform outdoor mosquito and tick surveillance on the facility in order to identify risks to human health and to identify or implement mitigation strategies in accordance with the IPM Plan.  The period within which surv...

		C.6.4.6.2. For surveillance purposes, mosquitos and ticks shall be collected or trapped; identified and sorted by location, quantity, sex, age, physiological type and other pertinent characteristics; and counted, preserved and stored for laboratory as...

		C.6.4.6.3. The Contractor shall collect tick and mosquito specimens at least monthly or more often if advised by state public health officials, and have them analyzed by an approved and accredited laboratory.  Specimens shall be assayed for further id...

		C.6.4.6.4. The Contractor shall obtain and use all appropriate tools, equipment and procedures to perform these tasks, including, but not limited to, dippers, buckets, flag sticks, bait stations, aspirators, electronic or passive traps, dry ice, phero...

		C.6.4.6.5. The Contractor shall seek advice from and coordinate with the MDA Office of Plant Industries and Pest Management and the University of Maryland Extension Service for regulatory guidance, technical support, and state pest management program ...

		C.6.4.6.6.  Mosquitos

		C.6.4.6.6.1. Immature surveillance and treatment: The Contractor shall identify potential mosquito breeding areas on FLETC Cheltenham and monitor these areas for the presence of mosquito eggs, larvae, or pupae.  The contractor shall coordinate with th...

		C.6.4.6.6.2. Adult Surveillance and Treatment: The Contractor shall identify  areas on FLETC Cheltenham of high adult mosquito activity and monitor these areas in order to count the number and type of adult mosquitos present using an appropriate aspir...



		C.6.4.6.7. Ticks

		C.6.4.6.7.1. The Contractor shall identify areas on FLETC Cheltenham of high tick activity and monitor these areas in order to count the number and type of ticks present.  The Contractor shall determine and implement the most effective monitoring meth...

		C.6.4.6.7.2. The Contractor shall purchase, set up, operate, and maintain 4-6 USDA Agricultural Research Service (ARS) 4-Poster or similar tick control devices around the facility in order to reduce tick populations carried by deer.  The Contractor sh...







		C.6.5. SAFETY

		C.6.5.1. Health and safety procedures shall be incorporated in the IPM Plan that covers Contractor, subcontractor, and Center personnel and staff, students, and visitors.

		C.6.5.2. Contractor employee(s) and subcontractor personnel must take all reasonable measures to avoid accidental injury or poisoning of humans and domestic animals ensuring that pesticides do not move from the intended site of application, ensuring t...

		C.6.5.3. The Contractor shall attempt to schedule pesticide treatment as far ahead as possible, so that Center personnel may be notified.  The Contractor shall notify  the Administrative COR of any planned use of pesticides at least 24 hours prior to ...

		C.6.5.4. During preparation, application and/or disposal of pesticides the contractor must:

		C.6.5.4.1. Use appropriate safety equipment, and keep a spill kit available.

		C.6.5.4.2. Never leave equipment unattended, so as to cause an overflow while filling.

		C.6.5.4.3. Use an effective anti-siphon device or back-flow preventer on all hoses or lines used to fill or rinse pest control equipment, pesticide containers, or areas where pesticides are mixed, loaded or stored.

		C.6.5.4.4. Inspect equipment (per manufacturer's label) and the area during application to insure proper and safe treatment.

		C.6.5.4.5. Dispose of all pesticides and containers in accordance with the label and procedures of those pesticides.

		C.6.5.4.6. Provide each employee with personal protective equipment and applicable safety information as indicated on the pesticide label or as required by regulation.

		C.6.5.4.7. Have available at the time and place of application a copy of the label for the pesticide being applied.



		C.6.5.5. It is the Contractor’s responsibility to insure that all pest control personnel  have received appropriate training and pass medical testing and surveillance physicals.



		C.6.6. MISCELLANEOUS PEST CONTROL SERVICES (IDIQ WORK)

		C.6.6.1. As directed by the Contracting Officer, perform pest control services other than as specified elsewhere in this SOW. Work may be tasked in areas throughout the Center and may include mosquito control, feral cat, dog or other wildlife control;...



		C.6.7. RECORDS, REPORTS, AND OTHER DELIVERABLES

		C.6.7.1. The Contractor shall use computer-based software in order to manage the pest control program and to track all pest control activities, including, but not limited to, pest management personnel, permits, licenses, certifications, training, insp...

		C.6.7.2. The Contractor shall perform all inspections, record all data, using the appropriate forms, and maintain all records in accordance with the applicable law, regulation, or policy listed herein.  The Contractor shall make these data available t...

		C.6.7.3. The Contractor shall prepare and submit any and all reports required by law, regulation, or policy listed herein within the time period required.  The Contractor shall submit copies of draft reports to the EPS for review and approval prior to...

		C.6.7.4. For each pest identification, pesticide recommendation, or pesticide application, the Contractor shall record the following information, where applicable, and maintain the data for at least three (3) years:

		C.6.7.4.1. Name of applicator or consultant

		C.6.7.4.2. Date of application, recommendation, or pest identification

		C.6.7.4.3. The plant, animal, or site to which the pesticide was applied or  recommended, and the pest to be controlled

		C.6.7.4.4. Acreage, square footage, cubic footage, linear footage, or numbers of plants or animals or a description of the area or structure treated with the acreage, square footage, cubic footage, or linear footage recorded when label instructions sp...

		C.6.7.4.5. Location of treated area

		C.6.7.4.6.  Common name and EPA registration number of pesticide or pesticides used or recommended

		C.6.7.4.7.  Rate and concentration of pesticides used or recommended

		C.6.7.4.8.  Total amount of pesticide used

		C.6.7.4.9.  Type of equipment used

		C.6.7.4.10.  Time of day of application

		C.6.7.4.11.  The direction and estimated velocity of the wind at the site when the pesticide was applied outdoors, although this information need not be recorded if the application consists of baits in bait stations or is made within 3 feet of a struc...



		C.6.7.5.  The Contractor shall maintain for 3 years records of each fertilizer, or non-   fertilizer nutrient application. The following information shall be recorded,    when applicable:

		C.6.7.5.1. Name of applicator

		C.6.7.5.2. Date of application

		C.6.7.5.3. Size of the application area

		C.6.7.5.4. Location of the application area

		C.6.7.5.5. Fertilizer analysis

		C.6.7.5.6. Rate of fertilizer application

		C.6.7.5.7. Total amount of fertilizer used

		C.6.7.5.8. An original or legible copy of the label of the fertilizer used



		C.6.7.6. In accordance with the Maryland Fertilizer Law, the company that is licensed and certified and actually makes the applications should report must report fertilizer applications.  Therefore, the Contractor shall perform the following actions i...

		C.6.7.6.1. Prepare and submit the Annual Fertilizer Application Report for all regulated fertilizers used on FLETC-OCH grounds.  The Contractor shall the data required using the MDA Annual Fertilizer Application Report. (Section J, Attachment C.6.2)

		C.6.7.6.2. The Annual Fertilizer Application Report is due to MDE no later than March 1 each year.  Failure to meet the reporting deadline could result in penalties, such as fines or loss of applicator certification.

		C.6.7.6.3. The Contractor shall prepare a draft of the Annual Fertilizer Application Report and submit it within 30 days of the end of the reporting period to the Cheltenham EPS for review.  The Cheltenham EPS will submit comments to the Contractor wi...



		C.6.7.7. The Contractor must submit a monthly summary report to the Administrative COR of all pest control services and fertilizer applications performed. This report must be in a format prescribed by the Contracting Officer and Administrative COR.

		C.6.7.8. The Contractor must submit an annual Integrated Pest Management Report to the Administrative COR by March 1 each year.  The report shall account for all pest control services and fertilizer applications performed over the past calendar year a...

		C.6.7.9. The Contractor may also be required to provide data or prepare reports for  submission to HQ FLETC or DHS.





		C.7. FIREARMS RANGE FACILITIES MAINTENANCE AND CLEANING

		C.7.1. BACKGROUND

		C.7.1.1. FLETC-OCH Firearms Training Range consists of a double-winged, two story structure that houses seven (7) separate small arms firing ranges, including: four (4) 12-point 25-yard ranges; two (2) 25-point 50-yard ranges; and one (1) 10-point 100...

		C.7.1.2. Each firing range uses a sophisticated bullet trap and collection system located behind the targets.  These traps are designed to guide the path of a bullet from initial impact to its entrance into the deceleration chamber along a continuous ...

		C.7.1.3. The walls and ceilings within the seven firing ranges are baffled with an acoustical covering to reduce noise levels and the range floors are sealed concrete.  Each firing range has an instructor control booth centrally located in the rear of...

		C.7.1.4. Each firing range has a classroom associated with it.  These classrooms are located outside of the firing ranges and cleaning rooms and each has a separate entrance from the hallways into the classrooms.



		C.7.2. GENERAL REQUIREMENTS

		C.7.2.1. The Contractor shall provide the Government and requesting POC’s a completion notice (email is sufficient) when maintenance/repairs have been completed.

		C.7.2.2. The CO will provide the Contractor with a list of authorized individuals to place after hour service calls. The Contractor shall follow the procedures of  facility maintenance related service calls (Section C.7.9.3) and be on-site within one ...

		C.7.2.3. The Contractor shall provide the COR by the third (3rd) workday of each month, a written report of ALL work that was not completed on schedule during the previous month.

		C.7.2.4. The Government reserves the right to require the Contractor to submit replacement parts and other items for COR approval prior to installation.

		C.7.2.5. See (Section J, Attachment C.7.2) Facility Equipment Inventory, for equipment information for building 5 (equipment type, quantity, model/if available, and characteristics). Additionally, the Contractor shall be responsible for updating this ...

		C.7.2.6. Perform general housekeeping tasks, including mopping and dusting of the interior of the instructor control booths and weapons staging rooms.

		C.7.2.7. Cleaning of range surfaces exposed to hazardous and toxic substances, such as floors, cleaning tables, instructor control booths, classrooms, storage areas, mechanical rooms, and other areas not covered elsewhere in this SOW.

		C.7.2.8. Remove bullets, lead, brass, trash, and debris from the ranges, behind the firing lines, bullet traps, and auger rooms.

		C.7.2.9. Removal and replacement of HVAC filters

		C.7.2.10. Collection, containerizing, handling, marking, labeling, loading, and transportation and management of hazardous materials and wastes used, stored generated, or accumulated within the facility.

		C.7.2.11. Building Operating Plan (BOP):  Within 30 days of Notice to Proceed, the  Contractor shall prepare and submit a draft BOP to the CO that describes how the Contractor shall implement all work activities required under this Section.  FLETC sta...

		C.7.2.11.1. Organization, roles responsibilities, lines of authority, plans, procedures, inspections, recordkeeping, reporting, and other documentation required to be kept

		C.7.2.11.2. Description of how the Contractor and Contractor employees shall collaborate and coordinate their work with FLETC staff, Partner organizations, trainees, visitors, Contractor employees and the employees of other contractors

		C.7.2.11.3. Standard Operating Procedures (SOPs) and other details of how the Contractor shall execute specific duties

		C.7.2.11.4. A Quality Control Section that describes the level of service to be provided; uses quantitative criteria to evaluate performance; provides methods to determine acceptable outcomes; and implements corrective actions, when needed

		C.7.2.11.5. Cleaning and maintenance procedures, frequency, and schedules

		C.7.2.11.6. List(s) of cleaning supplies and equipment, including stock levels for consumables and service, maintenance, and repair requirements for equipment

		C.7.2.11.7. Description of how the Contractor will ensure regulatory compliance of Contractor and FLETC operations.  This description shall include references to the environmental and occupational safety and health issues related to all of the tasks s...

		C.7.2.11.8. Address specific OSHA General Industry Standards in 29 CFR 1910 applicable to the tasks performed under this SOW

		C.7.2.11.9. Oversight of subcontractor work

		C.7.2.11.10. A Continuity of Operations Plan for use during transition of personnel

		C.7.2.11.11. Other items as may be agreed upon between the Contractor and FLETC staff

		C.7.2.11.12. The BOP shall detail job-specific work procedures to be used in the removal of lead, lead dust, lead debris.  These procedures shall cover the following items:

		C.7.2.11.12.1. Environmental, health and safety issues

		C.7.2.11.12.2. Identification and control of workplace hazards

		C.7.2.11.12.3. The interface of various job trades

		C.7.2.11.12.4. Proper selection and use of tools, equipment, and cleaning supplies

		C.7.2.11.12.5. Sequencing of lead related work

		C.7.2.11.12.6. Hazardous material and waste management

		C.7.2.11.12.7. Personnel qualifications and training requirements

		C.7.2.11.12.8. Detailed description of the methods the Contractor will take to control lead contamination in work areas and keep it from spreading from controlled areas.

		C.7.2.11.12.9. Identification, selection, use, cleaning, and maintenance of proper personal protective equipment (PPE)

		C.7.2.11.12.10. Sampling, analysis, and monitoring strategies, locations, techniques, frequencies, exposure limits, and acceptable clearance levels



		C.7.2.11.13. The Contractor may reference other plans and SOPs required under this SOW that address issues relevant to the BOP.  Such plans include, but are not limited to, the Occupational Safety and Health Compliance Plan (OSHCP) specified in Sectio...

		C.7.2.11.14.  The Contractor shall continuously review and update the BOP.  The Contractor shall amend the BOP when new processes, procedures, tools, equipment, materials, or chemicals are introduced into the workplace.  The Contractor shall also perf...



		C.7.2.12. Regulatory Compliance:  The Contractor shall comply with the regulatory  compliance standards specified in Section 2, Occupational Safety & Health; and Section 3, Environmental Operations & Services of this SOW.  Compliance with these standa...



		C.7.3. CONTRACTOR REPRESENTATIVE

		C.7.3.1. Appointment.  The Contractor shall designate one or more competent Contractor Representative(s) with enough delegated authority to ensure satisfactory completion of the tasks specified in this Section.  At least one Contractor Representative ...

		C.7.3.2. Qualifications.  The Contractor Representative(s) shall possess the  commensurate experience, knowledge, skills, and abilities in order to properly execute the tasks outlined in this Section.  Contractor Representatives should have a minimum ...

		C.7.3.3. Responsibilities.  The Contractor Representative(s) shall perform the following    duties:

		C.7.3.3.1. Supervise Contractor, sub-contractor employees in the performance of their duties, as specified within this SOW, including ensuring timely training completion

		C.7.3.3.2. Execute the Contractor’s workplace safety and accident prevention program, as outlined in the Occupational Safety and Health Compliance Plan (OSHCP)

		C.7.3.3.3. Identify existing and predictable hazards in the surroundings or working conditions which are unsanitary, hazardous, or dangerous to employees, and have authorization to take prompt corrective measures to eliminate them.

		C.7.3.3.4. Coordinate occupational safety and health and environmental regulatory issues with the Contractor’s Occupational Safety and Health Coordinator (OSHC) and Environmental Program Representative (EPR).  This coordination shall include periodic ...

		C.7.3.3.5. Ensure the proper selection, use and maintenance of personal protective equipment (PPE), including respiratory, hearing, eye, head, hand, foot and other body protection equipment

		C.7.3.3.6. Ensure subordinate employees obtain their periodic medical evaluations in a timely manner

		C.7.3.3.7. Conduct weekly shop safety meetings, take attendance, and maintain records of these meetings

		C.7.3.3.8. Report workplace accidents and injuries in a timely manner and participate in incident investigations





		C.7.4. DEFINITIONS – TECHNICAL

		C.7.4.1. Acceptable Level of Maintenance:  The level of maintenance which will preserve equipment and buildings in an unimpaired operating condition that is above the point where deterioration begins.

		C.7.4.2. Acceptance:  An authorized representative of the Government has inspected and agreed that the work meets all requirements of this contract, to include documentation requirements.

		C.7.4.3. Additional services:  Services that the Contractor will provide at an additional cost to the Government, to include all labor, supervision, supplies and materials specifically identified as being outside the provisions of the basic services a...

		C.7.4.4. Approval:  The Government has reviewed submittals, deliverables and administrative documents (e.g., insurance certificates, installation schedules, planned utility interruptions, etc.) and has determined the documents conform to contract requ...

		C.7.4.5. Basic services:  The contract consist of recurring operations and maintenance contract requirements for which the Contractor is paid as a base price, i.e., the requirements established by the contract statement of work and related general and...

		C.7.4.6. Building:  A reference to “facility” and “site” are interchangeable with “building”.  A man made structure or edifice which services are performed within or on the exterior of the formation and is intended to support or shelter any use or con...

		C.7.4.7. Building Automation System (BAS):  Automatic centralized control of a building's heating ventilation and air conditioning HVAC, lighting and other systems through a building management system or building automation system (BAS). The objective...

		C.7.4.8. Building Operating Plan:  A mandatory plan that the Contractor prepares for Government approval that describes the Contractor’s program for operating and maintaining the building to include both normal circumstances and contingencies.

		C.7.4.9. Computerized Maintenance Management System (CMMS):  A database and application software package that automates the Operations, Maintenance and Repair record keeping requirements.

		C.7.4.10. Consumable Parts:  Parts or components that customarily require regular replacement rather than repair in a maintenance program and must be disposed of properly. Examples include oil, grease, belts, filters, ballasts, lamps, etc. All filter ...

		C.7.4.11. Contractor Representative:  A foreman, supervisor or key contractor employee who has been given authority by the Contractor, to act on behalf of the Contractor.

		C.7.4.12. Control and Control System:  A “control system” is any low-voltage control, communication and monitoring system, including but not limited to device, field and global controllers, instrumentation,  networking infrastructure, computers and pe...

		C.7.4.13. Emergency Callback:  A service call or other request for service placed outside of normal working hours and of such a nature that response cannot wait for the resumption of the next day’s normal working hours.

		C.7.4.14. Facility:  An establishment, structure, or assembly of units of equipment designated for a specific function.

		C.7.4.15. Indefinite Quantity:  A provision that permits the Government to order additional work in addition to the basic services and upon acceptance permit additional payment to the Contractor.

		C.7.4.16. Inspections:  Inspections can be classified as either visual or physical. A visual inspection is an examination of the facilities, equipment and procedures to evaluate visible operating conditions and to determine what apparent physical defe...

		C.7.4.17. Latent Defects:  Latent defects are defects that are present in a hidden or in a concealed state and are not visible or apparent at the time of inspection, and which could not be discovered by reasonable and customary observations or inspect...

		C.7.4.18. Maintenance:  The recurring day-to-day, periodic, or scheduled work required to preserve or restore a real property facility to such a condition that it may be effectively utilized for its designated purpose. The term includes work undertake...

		C.7.4.19. Operations:  The continual process of using building equipment systems to accomplish their function, optimize building performance, and improve energy efficiency. Operations includes analysis of requirements and systems capabilities, operati...

		C.7.4.20. Planned Overhaul and Parts Replacement:  Extensive form of scheduled services. Only qualified personnel must perform overhaul and replacements.

		C.7.4.21. Pleasing Appearance:  Pleasing appearance must be construed to mean the original appearance with only minor unobjectionable deterioration resulting from normal wear and tear.

		C.7.4.22. Plumbing:  Installation and repair of piping, systems, and fixtures that supply domestic water and domestic hot water to and throughout the building, sewage waste and drainage lines and gas/air piping.

		C.7.4.23. Predictive maintenance:  A program of maintenance activities in which scheduling of maintenance derives from monitoring the operating condition, or changes in the operating condition, of equipment being maintained.

		C.7.4.24. Preventive Maintenance (Scheduled and Unscheduled):  Scheduled preventive maintenance is a program of maintenance activities performed based on a fixed schedule or on equipment runtimes.  Unscheduled preventive maintenance is all work perfor...

		C.7.4.25. Re-lamping:  A procedure by which the Contractor inspects each Building included in this contract in order to systematically replace burned out and/or blinking fluorescent tubes and incandescent bulbs.

		C.7.4.26. Repair:  An act of restoring inoperable, dysfunctional or deteriorated equipment, systems, or material to a fully functional, non-deteriorated state. Repairs usually involve some combination of labor and replacement parts, components, materi...

		C.7.4.27. Repair (non-reimbursable):  A repair that is the Contractor’s responsibility with no additional reimbursement from the Government.

		C.7.4.28. Repair (reimbursable):  A repair that is reimbursable to the Contractor, in whole or in part and in accordance with the provisions in this document.

		C.7.4.29. Response Time:  Response time is defined as the time allowed the Contractor after initial notification of a work requirement to be physically on the premises at the work site with appropriate tools, equipment, and materials, ready to perform...

		C.7.4.30. Scheduled Services:  Recurring work, which is authorized by Contractor prepared schedules, shall be submitted to the COR/Contracting Officer for approval within thirty (30) days from date of contract award.

		C.7.4.31. Sequence of Operations:  The control logic used to operate a system normally put into effect through a control program.

		C.7.4.32. Servicing:  Routine, non-emergency inspections and maintenance performed on systems and/or components to maintain them operating efficiently.

		C.7.4.33. Testing:  A procedure for subjecting systems, or components, to conditions that simulate actual operating conditions, and is performed only by qualified personnel.

		C.7.4.34. Troubleshooting:  An investigation or analysis to determine the cause or nature of a condition or problem uncovered during services. It generally requires some systematic combination of visual inspection, physical checks, or testing, and inv...



		C.7.5. MAINTENANCE, REPAIR, AND CLEANING

		C.7.5.1. The Contractor shall perform all actions required to maintain a good state of repair to ensure proper and efficient operations of structural and architectural components, appliances, and electrical/plumbing/heating/air conditioning and refrig...

		C.7.5.2. Major Repair or replacement is NOT included within the scope of this contract.  Major repair or replacement is defined as:

		C.7.5.2.1. Complete or sectional roofing replacement

		C.7.5.2.2. Replacement of exterior walls, ceiling structures, bearing walls, storage sheds or other major structural elements.

		C.7.5.2.3. Complete rewiring of a facility, complete replacement of hot and cold water or drainage piping of a facility or building

		C.7.5.2.4. Complete replacement of heating or air conditioning ductwork, or units, hot and chilled water piping system of a facility or building



		C.7.5.3. Individual replacement of door hardware, plumbing/electrical fixtures, tiles (vinyl, ceramic, porcelain etc…) and component parts of plumbing, electrical, HVACR and structural systems ARE within the scope of work of these specifications.

		C.7.5.4. The work identified below is excluded from this requirement and will remain the sole responsibility of the Government.

		C.7.5.4.1. Fire alarm systems to include all detection and activation devices. Complete sprinkler system to include all components.

		C.7.5.4.2. Fueling operations of the Convault 4,000 gallon aboveground fuel tank supplying the building 5 boiler system.

		C.7.5.4.3. All lock cylinders and security devices (i.e. cameras, sensors etc…) to include the repair, or replacement of the security system.

		C.7.5.4.4. All IT equipment, PA sound systems, telephone, wiring and ancillary devices throughout the facility.

		C.7.5.4.5. All roofing repairs and replacements



		C.7.5.5. All materials and parts needed for performance of this contract will be supplied by the Contractor unless otherwise specified.

		C.7.5.6. Individual replacement and component parts valued at $800.00 or less are to be supplied by the Contractor and those parts valued over $800.00 shall be purchased after Government approval and authorization.  The Government will reimburse the c...

		C.7.5.7. The Contractor shall always accomplish maintenance and repairs with proper regard to preservation of life and property.

		C.7.5.8. Maintenance and repair efforts will be initiated by the Contractor in coordination with the COR.

		C.7.5.9. The Contractor shall make repairs in accordance with manufacturers' specifications or guidelines, federal, state, county, and local authority (the Government has adopted the IBC, NFPA, NEC and IPC).

		C.7.5.10. The Contractor shall make quality repairs that prevent any malfunction or  re-occurrences due to poor workmanship or other Contractor inadequacies.  Repaired work shall be carried to completion, including painting. The Contractor shall remov...

		C.7.5.11. The Contractor shall provide new parts and components when providing maintenance  and repair services as described herein:

		C.7.5.11.1. The Contractor shall ensure all replacement units, parts, components, and materials used in the maintenance, repair, and alteration of facilities and of equipment are compatible with the existing equipment on which it is to be used

		C.7.5.11.2. Are of equal or better quality than original equipment specifications

		C.7.5.11.3. Comply with applicable government, manufacturer, commercial, or industrial standards; and are used in accordance with original design and manufacturer intent

		C.7.5.11.4. If the original manufacturer has updated the quality of parts for current production, the Contractor shall ensure parts supplied are equal to or exceed the updated quality

		C.7.5.11.5. The Contractor shall retain the parts replaced for at least ten (10) working days after completion of the job and make these parts readily available for inspection by the COR upon request



		C.7.5.12. If materials, equipment, or components used by the Contractor are found to be unacceptable to the Government, the Contractor shall, at no additional cost to the Government, remove, replace, and rework material, equipment, and components so t...

		C.7.5.13. The Contractor shall NOT allow debris to spread unnecessarily into adjacent areas or accumulate in the work area. The Contractor shall clean up  all debris at the end of each workday and remove all remaining debris at job completion.

		C.7.5.14. Structural and Architectural Components

		C.7.5.14.1. Stairways/Handrails/Guardrails:  Shall provide a safe and useable system.  All handrails and guardrails shall be tight with no defects in material that may present a safety hazard (to include metal/wood/concrete treads, risers, vinyl tread...

		C.7.5.14.2. Doors:  Shall operate smoothly and properly without binding, sticking or any other defect which would prevent them from functioning in accordance with design intent.

		C.7.5.14.2.1. Exterior doors and windows shall be weather tight sealed with caulking, glazing, and weather stripping fully intact

		C.7.5.14.2.2. All glass doors and windows shall be free from cracked, chipped, or broken glass and shall be weather tight to prevent any condensation or hazing between glass panels. Windows and doors will be painted to match existing where normal dete...

		C.7.5.14.2.3. New glass used for replacement shall be the same thickness, type and quality as the existing glass. All hardware such as hinges, locks, strike plates, operator mechanisms, door closers, and springs shall be free of corrosion or other def...



		C.7.5.14.3. Venetian Blinds:  Shall operate smoothly and properly and be free of damaged slats, deteriorated tapes, cords, and hardware.

		C.7.5.14.4. Interior Wall Systems:  Shall be free of damage, deterioration, cracks or defective materials, noticeable discoloration or other defects (to include vinyl/fabric wall coverings).

		C.7.5.14.5. Ceilings and Framing Members:  Shall be properly secured. The ceiling shall be free of holes and cracks. Badly soiled, defaced or water damaged  surfaces or other defects which would render an unsightly appearance are to be repaired or rep...

		C.7.5.14.6. Floors and Floor Coverings:

		C.7.5.14.6.1. Concrete floors:  Shall be useable, safe and free of cracked, spalled, pitted, stained or broken areas or cracks which would be considered safety hazards or would adversely affect the structural integrity of the floor.

		C.7.5.14.6.2.  Linoleum and Resilient Tile floor coverings:  Shall be useable, free of cracks, chips and loose, torn, or excessively worn material.

		C.7.5.14.6.3. Ceramic Tile floors and walls:  Shall be free of loose, damaged, broken, missing or cracked tiles and have joints properly sealed to provide the intended water tight surface.



		C.7.5.14.7. Interior Trim:  Shall be free of unsightly appearances. Surfaces shall be smooth, free of chipped or peeling paint, exposed nails, warps, cracks, rot, or termite damage.

		C.7.5.14.8. Cabinetry:   Shall be in a useable condition with a pleasing appearance. Missing or inoperative hardware shall be replaced (cabinets, shelving, countertops and similar equipment).

		C.7.5.14.8.1. Countertops shall be free of warped, marred, burned or damaged areas.

		C.7.5.14.8.2. Repaired/replaced cabinets shall be restored to original arrangement and finished to original condition.



		C.7.5.14.9. Accessories:   Shall be maintained free of defects and in an operational condition (such as doorstops, paper holders, soap dispensers, towel bars, shower curtain rods, toilet seats, building/room numbers, exit signs, dryer vents, etc…).



		C.7.5.15. Electrical

		C.7.5.15.1. The Contractor shall maintain and or make necessary minor alterations at the Governments request to electrical equipment and distribution systems (less than six hundred (600) volts) beginning at the secondary side of the utility step-down ...

		C.7.5.15.2. The Contractor shall maintain electrical equipment, distribution panels, circuit breakers, connections, grounds, outlets, switches, wiring, lighting fixtures etc… in a safe, operational and useable condition.  Cracked or broken receptacles...

		C.7.5.15.3. The Contractor shall use "low mercury" environmentally safe and energy efficient lighting products when installing new lighting fixtures or re-lamping.

		C.7.5.15.4. Any T-12 lighting fixtures that require repair shall be replaced with new T-5 fixtures rated at the same wattage and voltage as the existing fixture.  Any fixtures that are modified shall use T-8 type components that are rated at the same ...



		C.7.5.16. Plumbing

		C.7.5.16.1. The Contractor shall maintain domestic water lines and waste and sewage lines within the footprint of the building 5 firing range complex.

		C.7.5.16.2. The Contractor shall maintain all plumbing systems and fixtures (including sinks, toilets, basins, lavatories, hose bibs, showers, fire sprinkler systems etc…) in a safe, operational, and useable condition. They shall drain freely and be f...

		C.7.5.16.3. The Contractor shall make emergency repairs to plumbing systems in a timely manner; all efforts will be taken to restore the building/facility to a habitable condition within eight (8) hours. Notification of any major leaks in the plumbing...

		C.7.5.16.4. Personnel working on any plumbing system shall have working knowledge of all components as would relate to water conditioning, water filter systems, water heaters and shall be able to make repairs to and adjustments of these systems.



		C.7.5.17. Heating, Ventilation, Air Conditioning and Refrigeration (HVACR) Systems

		C.7.5.17.1. Contractor investigation of HVACR problems shall be thorough and include all related systems including hot water boiler systems, chiller systems, pumps, motors, fans, VFD's, DDC systems and components, VAV boxes and equipment necessary to ...

		C.7.5.17.2. The Contractor shall inspect, operate and maintain these systems and all components in a safe, efficient and reliable operating condition consistent with manufacturer's recommendations:

		C.7.5.17.2.1. All individuals performing refrigerant recovery operations shall be certified IAW 40 CFR 82.161 Technician Certification.  Refrigerant shall not be purposely vented to the atmosphere during repair operations.

		C.7.5.17.2.2. All materials and equipment furnished shall be the same type, grade, quality, and size as the original.

		C.7.5.17.2.3. Monthly reports on refrigerant used, captured, recycled, purchased, and/or leaked shall be provided to the COR by the 5th business day of the following month.



		C.7.5.17.3. The Contractor shall perform all Preventative Maintenance (PM) work for these systems as noted in WebTMA and respond to and arrest all Emergency/Safety service work generated for these systems per contract.



		C.7.5.18. Chillers

		C.7.5.18.1. The Contractor shall maintain daily operating logs on all chillers with log entries at a minimum shall contain chilled water entering and leaving temperature and pressures, ambient temperature, chiller operating pressures (refrigerant and ...



		C.7.5.19. Boilers

		C.7.5.19.1. The Contractor shall maintain daily operating logs on all boilers with the log entries at a minimum shall contain hot water entering and leaving temperatures and pressures, any visual discrepancies in regards to leaks on the boiler/s, pump...



		C.7.5.20. Painting

		C.7.5.20.1. Interior and exterior painting:  Shall include all work necessary for a finished job including windows, doors, frames, trim, molding, shutters, gutters, downspouts and appearances comprising an integral part of the facility or structure.

		C.7.5.20.2. Surfaces to be painted shall be cleaned of all dirt, debris substances and sanded as needed to obtain a smooth transition from painted to unpainted surfaces. Unless specified otherwise, surfaces to be painted shall be completely dry prior ...

		C.7.5.20.3. All paint shall be applied in accordance with manufacturer's specification and instructions.  The Contractor shall NOT use thinners unless written permission for thinning has been given by the COR.

		C.7.5.20.4. Paint and stain finishes shall be carefully applied with good clean brushes or approved rollers. Finish coat shall be smooth and free from surface preparation defects. Each coat of paint shall be of sufficient thickness to cover completely...

		C.7.5.20.5. The Contractor shall conduct work so as to avoid damage to other surfaces, public or private property in the area.  Surfaces not painted shall be properly protected.  Paint shall be promptly removed from surfaces not to be painted.



		C.7.5.21. Wood Surfaces

		C.7.5.22. Gypsum Wallboard (drywall)

		C.7.5.23. Metal Surfaces

		C.7.5.23.1. Zinc coated surfaces to be painted shall be cleaned with mineral spirits and wiped dry with clean, dry cloths.

		C.7.5.23.2. Aluminum surfaces to be painted shall be solvent cleaned.

		C.7.5.23.3. Ferrous surfaces to be painted shall be solvent cleaned to remove oil and grease and then mechanically cleaned by powered wire brushing or surface blasting to remove rust, mill scale and other foreign substances. Minor amounts of residual ...

		C.7.5.23.4. Immediately after being cleaned, metal surfaces (including aluminum, brass, copper, zinc-coated surfaces and unprimed steel and iron surfaces) to be painted shall be given one coat of pretreatment coating applied to a dry film thickness of...



		C.7.5.24. Firing Range Custodial Requirements

		C.7.5.24.1. General Custodial Requirements: On a daily basis, the Contractor will  vacuum, pick-up and remove all bullet fragments, lead, brass, trash or debris  such as dirt, leaves, sand, wood, paper cardboard and other foreign matter which has accu...

		C.7.5.24.2. The Contractor must remove all spent bullets, lead dust, spent shell casings, shot gun wadding, and miscellaneous trash and debris from the firing ranges.  HEPA vacuum cleaners, automatic floor scrubbers, and accessories will be provided a...

		C.7.5.24.2.1. Collect all unfired ammunition and expended shell casings daily prior to clean-up activities.  Unfired rounds will be placed into Government-furnished ammunition cans.  Expended shell casings (aka brass) will be placed into separate desi...

		C.7.5.24.2.2. HEPA vacuum all areas on all seven indoor firing ranges daily so they are maintained in a neat and clean condition, to include but not limited to: floors, doors, fixtures, weapons cleaning areas, target areas, impact plates, bullets trap...

		C.7.5.24.2.3. Perform a thorough cleaning of the range monthly, to include, but not limited to, vacuum and clean cracks, crevices; wet wash the floor with the automatic floor scrubber; wet wipe, as needed, all surfaces, including duct work, ledges, wa...

		C.7.5.24.2.4. Maintain, repair, and replace sound baffles and acoustic wall coverings in the ranges, as needed.  The materials and tools will be furnished by the Government.



		C.7.5.24.3. The Contractor shall accumulate, collect, store, package, mark, label, transport and ship lead contaminated dust, trash, scrap, debris and wastewater as a hazardous waste in accordance with Subsection 3.5, Hazardous waste Management, of th...

		C.7.5.24.3.1. All wastes shall be collected in accordance with its Waste Identification Document (WID).  Wastes with different WID numbers shall not be commingled nor shall hazardous and non-hazardous wastes or recyclables be commingled for disposal.

		C.7.5.24.3.2. AHU pre-filters and HEPA filters shall be handled in accordance with Subsection 3.5.6 and 7.4.4 of this SOW.  Since the volume of spent filters exceed 55-gallons when replaced, the locations used to store spent filters prior to disposal ...

		C.7.5.24.3.3. All other wastes generated at the facility are accumulated at Satellite Accumulation Areas (SAAs).  Containers used to store hazardous wastes at these locations must be removed to the 90-Day Central Accumulation Site (CAS) when the volum...

		C.7.5.24.3.4. For the disposal of HEPA vacuum pans, the Contractor shall properly seal the pan, wet wipe the outer surface of the pan or container, and immediately move it to the 90-Day CAS in an approved container.



		C.7.5.24.4. The Contractor shall clean the instructor control booths and cleaning rooms on a daily basis after range training sessions are concluded.  Sweep floors and dispose of any loose trash and debris.  Wipe down weapon cleaning benches, counters...

		C.7.5.24.5. Auger rooms:

		C.7.5.24.5.1. The Contractor shall remove spent bullets and fragments from the auger room collection cylinders by activating the augers at least twice per day or whenever the cylinders reach 75% capacity.  Due to the loud noise they generate during op...

		C.7.5.24.5.2. The Contractor shall perform a thorough monthly inspection and maintenance program of the auger rooms to include but not limited to:

		Remove and properly dispose of dust, trash debris, and other waste

		HEPA vacuum and wet wipe or mop floors, walls, deceleration chambers, trap plates, cylinders, chutes, drum adapters, scales and other equipment

		Inspect and tighten cylinder hangers and bolts

		Lubricate auger bearings with silicone lubricant

		Check entry and rollup doors for proper operation





		C.7.5.24.6. Warehouse and Storage Rooms:

		C.7.5.24.6.1. Warehouse and Storage Rooms: The Contractor must maintain warehouses and all other storage spaces in a neat, clean manner and organized to allow for forklift and pallet jack operation. Trash such as cardboard and plastic packaging, bandi...





		C.7.5.25. Control of Lead Contamination

		C.7.5.25.1. Certain work tasks specified in this contract may generate airborne lead contamination that exceeds the established OSHA action level of 30 micrograms per cubic meter of air or the permissible exposure limit (PEL) of 50 micrograms per cubi...

		C.7.5.25.2. At a minimum, the Contractor take the following actions in order to control lead contamination in work areas, including minimizing employee exposure, preventing it from spreading out side of the work area, and properly disposing of it.  Wo...

		C.7.5.25.2.1. Comply with the requirements outlined in Section 2, Occupational Safety & Health; and Section 3, Environmental Operations & Services. Contractor personnel shall also follow the work procedures for the replacement of AHU filters specified...

		C.7.5.25.2.2. Establish physical boundaries around lead contaminated work areas.  Cordon off the work area through the use of safety ropes, curtains, portable partitions or other enclosures to keep unauthorized personnel out of the work area and keep ...

		C.7.5.25.2.3. Remove furnishings and other moveable objects prior to the start of work.  These items must be cleaned prior to being moved to another location.  Stationary and immoveable objects within lead-contaminated areas must be covered and protec...

		C.7.5.25.2.4. Seal off work areas to keep lead contamination from moving from contaminated areas into uncontaminated areas.  Such actions may include, but are not limited to: shutting down, locking out, and isolating HVAC systems and closing and seali...

		C.7.5.25.2.5. Establish and enforce strict entry and exit procedures for lead-contaminated work areas.  Such procedures may include, but are not limited to: the use of change rooms and showers; changing from street to work clothing; proper donning and...

		C.7.5.25.2.6. Use adequate ventilation to control personnel exposure to lead in accordance with 29 CFR 1910.1025.  To the extent feasible, use fixed local exhaust ventilation connected to HEPA filters or other collection systems, approved by the CP. L...

		C.7.5.25.2.7. Prohibit the use of dry sweeping, compressed air, or silica sand and other abrasive blasting materials in work areas.

		C.7.5.25.2.8. Clean the areas of visible lead contamination by vacuuming with a HEPA filtered vacuum cleaner, wet mopping the area and wet wiping the area as specified in the BOP.  Re-clean areas where residual lead-contaminated dust, trash, or debris...

		C.7.5.25.2.9. Lead contaminated trash, dust, and debris shall be segregated for disposal from non-lead contaminated trash, dust, and debris.  Rags, mops, plastic sheeting, and other cleaning equipment used to clean lead contamination will be disposed ...



		C.7.5.25.3. Pressure washing of lead contaminated surfaces requires prior approval from the CO or COR. Wash water must be contained to prevent the runoff of all water, over-spray, detergents, and debris into drains, sewer systems, or the environment. ...

		C.7.5.25.4.  Furnishings and other moveable objects located, used, or stored within lead-contaminated areas, such as inside the firing ranges and near the AHUs, must be thoroughly cleaned prior to being moved to another location.  Cloth-covered items ...

		C.7.5.25.5.  The Contractor shall conduct air monitoring during each shift in which operations involve working with lead contaminated items.  Areas to be sampled include lead-contaminated work areas and areas immediately adjacent to lead control areas...

		C.7.5.25.5.1. Stop work and notify the CO or COR and FLETC-OCH EPS immediately

		C.7.5.25.5.2. Immediately evacuate unprotected personnel from areas where lead levels meet or exceed the OSHA PEL of 50 micrograms per cubic meter of air

		C.7.5.25.5.3. Determine and correct the cause of the elevated lead levels outside the boundary

		C.7.5.25.5.4. Update the lead removal procedures in the BOP

		C.7.5.25.5.5. Resume work only after approved by the CO or COR and FLETC-OCH EPS

		C.7.5.25.5.6. Afterwards, determine if condition(s) require any further change in work methods



		C.7.5.25.6. The Contractor shall periodically perform wipe sampling inside and outside of work areas to ensure no surface lead contamination exits and has not  spread from work areas into other areas of the facility as follows:

		C.7.5.25.6.1. The Contractor shall develop and implement a wipe sampling plan as a part of the BOP and integrated it into the Occupational Safety and Health Plan (OSHCP).

		C.7.5.25.6.2. Random wipe sampling shall be performed in accordance with the OSHA sampling protocols in order to determine lead content of settled dust and dirt in micrograms per square foot of surface area.

		C.7.5.25.6.3. Areas to be wipe sampled include only those areas where personnel may reasonably be expected to come into contact with or exposed to lead contamination.  Such areas may include, but are not limited to, the firing ranges, staging rooms, i...

		C.7.5.25.6.4. Wipe sampling shall be performed at the conclusion of filter changes in the HVAC mechanical room; once every two weeks in the staging rooms and instructor control booths; monthly on the firing ranges after they have been cleaned with the...

		C.7.5.25.6.5. Clearance lead levels for wipe sample results shall be less than 800 micrograms per square foot on surfaces in the firing ranges and HVAC mechanical rooms; less than 200 micrograms per square foot on surfaces in the staging rooms and ins...





		C.7.5.26. Janitorial Services

		C.7.5.26.1. The Contractor shall perform daily cleaning of the Building 5 lobby, hallways, WASDA offices, and instructor control booths as follows:

		C.7.5.26.1.1. Remove dust and debris from all surfaces

		C.7.5.26.1.2. Vacuum and mop tile floors in the control towers using a HEPA vacuum

		C.7.5.26.1.3. Vacuum lobby entrance mats

		C.7.5.26.1.4. Empty trash cans and insert new liners

		C.7.5.26.1.5. Empty recycle bins in lobby and take to recycle dumpster outside of the building



		C.7.5.26.2. The Contractor shall perform daily cleaning of the Building 5 restrooms and emergency shower room each duty day as follows:

		C.7.5.26.2.1. No later than 12:00 PM: Pick up trash off of the floor and counters; replenish antibacterial hand soap, paper towels, and toilet tissue; wipe down sink top counters; and mop floors, if needed.

		C.7.5.26.2.2. At the end of day after classes are completed: Clean and sanitize sinks, toilets, fixtures, urinals, shower stalls, partitions, doors, and walls; wipe mirrors clean; empty trash cans and waste receptacles and insert liners; replenish ant...



		C.7.5.26.3. The Contractor shall perform daily servicing of exterior trash cans and  waste smoking material receptacles, to include: emptying trash and cigarette butts from containers and insert new liners in trash cans; and police and clean up areas ...

		C.7.5.26.4. The Contractor shall maintain floors as follows:

		C.7.5.26.4.1. Buff hallways and classrooms every Friday (weekly)

		C.7.5.26.4.2. Buff Control towers every other Friday (biweekly)

		C.7.5.26.4.3. Strip and wax all floors each spring (annually)



		C.7.5.26.5. The Government may require Contractor use of certain disinfectants to eliminate specific pathogens such as, but not limited to; MRSA, ringworm, HIV-1 or other blood borne pathogens if discovered within the occupied areas of Building 5.

		C.7.5.26.6. The Contractor shall post the appropriate signs to notify building occupants of any hazards such as slip and fall hazards due to slippery floors.





		C.7.6. PREVENTIVE MAINTENANCE (PM)

		C.7.6.1. *** Equipment under warranty shall be maintained in accordance with   warranty instructions and conditions as well as Operations and     Maintenance manuals. ***

		C.7.6.2.  The Contractor shall perform all Preventive Maintenance (PM) to include all labor, materials and supervision on systems or equipment in accordance with the manufacturers' maintenance recommendations, O&M Manuals and the PM task sheets genera...

		C.7.6.3. The POC will be within the Facilities Maintenance Section for information requests, problems and support requests for WebTMA as they occur.  The Contractor SHALL NOT make any changes or deviate from the preventive maintenance instructions wit...

		C.7.6.3.1. Scheduling

		C.7.6.3.1.1. The Contractor shall develop an annual schedule (by dates and equipment) for periodic PM of equipment and systems located at and within the building 5 firing range complex.  This schedule shall be submitted to the Contracting Officer/COR ...



		C.7.6.3.2. Once the Government has generated and released PMs on the first day of each month from WebTMA, the Contractor shall schedule its completion within the same month issued.  The Contractor shall perform these PMs in accordance with the applica...

		C.7.6.3.3. The Contractor shall perform all scheduled preventive maintenance during the month in which it is scheduled.  Requests for schedule deviation(s) from the approved schedule must be submitted to the COR with appropriate justification.  Schedu...

		C.7.6.3.4. The mechanic performing the PM work shall submit the completed PMI task sheet to the Government Facilities service desk located in Building 101 no later than 1000 the following work day for close out or action requiring additional services.

		C.7.6.3.4.1. The Task Sheet shall include, but not limit to:

		a) Mechanics notes

		b) Findings

		c) Readings taken

		d) Name printed, signed and dated when the work was performed and completed





		C.7.6.3.5. The Contractor shall notify the COR seventy-two (72) hours in advance of any planned power, water, HVAC or utility outages that may impact building occupants, safety, or training.

		C.7.6.3.6. All Monthly PMI on Range HVAC units requiring shut down shall be performed after 1600 or scheduled when not in use. All other PMI for Daily's, Weekly, Monthly, Quarterly, Semi-Annual and Annual will have to be scheduled around the Firing Ra...



		C.7.6.4. General Requirements and Procedures for Recurring Work

		C.7.6.4.1. Recurring maintenance and repair work is authorized by means of Contractor prepared schedules and must be performed by the Contractor in accordance with the terms and conditions of this provision.  All schedules must be submitted through th...



		C.7.6.5. Recurring and Preventive Maintenance Inspection (PMI) Requirements

		C.7.6.5.1. The Equipment Inventory (Section J, Attachment C.7.2, C.7.3, C.7.4) provided by the Facilities Department lists the mechanical, plumbing, overhead rollup doors, electrical, electrical lighting, and lead collection systems. The Contractor mu...

		C.7.6.5.2.  Building 5 is monitored and /or controlled by an Automated Logic, WebCTRL BAS system.  The Contractor shall be familiar with the operation, capabilities, parameters and use of this type of system.  The Contractor shall not make any permane...

		C.7.6.5.3.  After completion of work, the Contractor must fill out the required PMI work task sheet and submit it to the Facilities Department in Building 101 no later than 1000 the following work day.  Also, the Contractor must provide one copy to th...



		C.7.6.6. AHU Filter Replacement

		C.7.6.6.1. There are a total of 14 air handling units located within the Building 5 Firearms Range Complex.  Air Handling Units (AHU) 3, 4, 5, 6, 8A, 8B, 10, 11A and 11B are equipped with HEPA Filters. The HEPA filters measure 24”x 24” x 11 ½”. The HE...

		C.7.6.6.2. Upon removal of the lead-contaminated filters, HEPA vacuum the filter rack, entire floor area and all around the chamber area. This task must be accomplished prior to installation of the new HEPA filters.

		C.7.6.6.3. Recycled Air Fan Chamber: Every 30 calendar days, the Contractor must HEPA vacuum the entire chamber area. The Contractor must remove lead accumulation from all the chamber areas so that no lead residue remains.

		C.7.6.6.4. At the conclusion of each filter replacement, the Contractor must ensure the entire range fan pit area is vacuumed, policed and all debris removed.

		C.7.6.6.5.  If the Contractor notices failure of equipment or if a failure has been  reported to the Contractor by other personal, the contractor will notify the facilities department help desk immediately.



		C.7.6.7. Monthly Report

		C.7.6.7.1. The Contractor shall submit a monthly progress report to the COR indicating the preventive maintenance work completed for the previous calendar month.  The report shall describe any past due maintenance items and the cumulative preventive m...





		C.7.7. CONTRACTOR FURNISHED ITEMS (FIXED PRICE)

		C.7.7.1. Except for items specifically stated to be Government furnished, the Contractor must provide all materials, parts, labor and equipment for the operation, maintenance, repair and replacement of the facility systems and equipment.

		C.7.7.1.1. The Contractor shall furnish its employees personal protective equipment (PPE), in accordance with Paragraph C.2.3.5.F.3 of this SOW, at no expense to the employee and at no additional cost to the government.

		C.7.7.1.2. Contractor furnished equipment shall comply with all applicable manufacturing and safety standards.  For example, equipment used in flammable atmospheres must be explosion-proof or intrinsically safe; vacuum equipment used to clean toxic su...

		C.7.7.1.3. If rental equipment is to be used by the Contractor for lead abatement and range maintenance, the Contractor must notify the rental agency in writing concerning the intended use of the equipment.  A copy of the written notification will be ...

		C.7.7.1.4. The Contractor shall submit specification sheets, manufacturer’s catalogue information, online hyperlinks, or other data describing the type of specialty tools, equipment, supplies, and PPE the Contractor intends to purchase and use in supp...



		C.7.7.2. Maximum Limitations for Parts, Materials and Supplies used for  Equipment Repairs or Replacement

		C.7.7.2.1. All materials, parts and supplies needed for performance of this contract will be supplied by the Contractor unless otherwise specified.  The Contractor must provide new or factory reconditioned parts and components when providing maintenan...

		C.7.7.2.2.  If the original manufacturer has updated the quality of parts for current production, parts supplied under this contract must equal or exceed the updated quality. The Contractor shall retain the parts replaced for at least ten (10) working...



		C.7.7.3. Shop Equipment

		C.7.7.3.1. The Contractor must furnish all Shop Equipment, except for those items specifically stated to be Government Furnished, including all Test and Measurement (T&M) equipment, required to perform the work prescribed within this subsection. The C...



		C.7.7.4. Inspection of Contractor Equipment

		C.7.7.4.1. Equipment, tools and cleaning gear used by the Contractor shall be subject to inspection by the Government. The Contracting Officer may reject use of equipment, tools and cleaning gear determined to be in non-compliance with the requirement...





		C.7.8. WORK CONTROL AND RECEPTION

		C.7.8.1. The Contractor shall schedule all work in accordance with the frequencies specified in the appropriate section and shall control and perform all work so as not to cause interference with any Training, Government work or work being performed b...



		C.7.9. SERVICE CALLS

		C.7.9.1. Service Call Reception

		C.7.9.1.1. During Regular Work Hours.  FLETC Facilities work reception desk will receive service call requests during regular working hours and classify each call in accordance with the definitions provided below. A description of the problem or reque...

		C.7.9.1.2. After Regular Work Hours.  For Contractors required response to Emergency or Urgent service calls, the Security Officer on duty must notify the proper representative from FLETC Facilities office who will classify the service call as Emergen...



		C.7.9.2. Completed Service Calls

		C.7.9.2.1. Within one (1) working day after completion of each service call, the Contractor must add the following information to the work authorization form and return the completed form to the facilities service desk in Building 101:

		C.7.9.2.1.1. Description of work actually completed

		C.7.9.2.1.2. Brief description of material and parts used, including quantities

		C.7.9.2.1.3. Date and time work began

		C.7.9.2.1.4. Date and time work was completed

		C.7.9.2.1.5. Hours of labor (by craft) expended

		C.7.9.2.1.6. Signature or initials of the Contractor’s craftsman performing the work (or supervisor) indicating that the work has been completed.





		C.7.9.3. Facility Maintenance Related Service Calls

		C.7.9.3.1. Service calls are Contractor responses to maintenance, repair, or other miscellaneous work requirements received by email, telephone, FLETC Work Request form, or verbally.  Upon receipt, the Contractor shall review, categorize and schedule ...



		C.7.9.4. Service Call Classifications of Facility Maintenance Related Service Calls

		C.7.9.4.1. The Government will classify Facility Maintenance related Service Calls as one of the following classifications in WebTMA:

		C.7.9.4.1.1. Emergency:  Service calls will be classified as emergency when the work consists of correcting conditions that constitute an immediate danger to personnel or threaten to damage property (including wind storm damage, overflowing drains, bu...

		C.7.9.4.1.2. Immediate:  Service calls will be classified as immediate when the conditions do not immediately endanger personnel or threaten damage to property, but would soon inconvenience and affect the health or well-being of the personnel or disru...

		C.7.9.4.1.3. Respond as Schedule Permits:  Service calls will be classified as respond as schedule permits when the work does not qualify as an emergency or immediate call.  Respond as schedule permits service calls shall be looked at the same day the...





		C.7.9.5. Non-Maintenance Related Service Calls

		C.7.9.5.1. The Contractor shall provide a single email address that is specific for service calls for the Government to communicate Non-Facility and Maintenance Related Service Calls.  Service calls are Contractor responses to Logistics, Grounds, Pest...

		C.7.9.5.2. A service call is work that is unscheduled non-routine services under this contract.  Therefore, the Contractor is expected to perform recurring work as specified in this performance work statement.

		C.7.9.5.3.  Upon receipt, the Contractor shall create a Service Call Log in a Microsoft Excel spreadsheet format and categorize the Service Call Requests as emergency, urgent, routine, or rework service calls, service call number, the name of individu...

		C.7.9.5.4. The Contractor shall provide to the COR a monthly report within three (3) days of the start of each month for the previous month's service calls.



		C.7.9.6. Service Call Classification of Non-Maintenance Related Service Calls

		C.7.9.6.1. The Government will classify Non-Maintenance related Service Calls as one of the following classifications:

		C.7.9.6.1.1. Emergency:  Service calls will be classified as emergency when the work  consists of correcting conditions that constitute an immediate danger to personnel or threaten to damage property (including life, health, and safety) or as determin...

		C.7.9.6.1.2. Urgent:  Service calls will be classified as urgent when the conditions do not immediately endanger personnel or threaten damage to property, but would soon inconvenience and affect the health or wellbeing of the personnel or disrupt sche...

		C.7.9.6.1.3. Routine:  Service calls will be classified as routine when the work does not qualify as an emergency or urgent call.  Routine service calls shall be looked at the same day the service call was received and must be started  within two (2) ...

		C.7.9.6.1.4. Rework:  The Contractor shall correct as required, those deficiencies, which are due to poor Contractor workmanship, use of unauthorized materials or supplies, or neglect.  Rework shall be corrected within two (2) working days after notif...





		C.7.9.7. Beyond Scope of Service Call

		C.7.9.7.1. If the Contractor responds to a service call and believes that the work required is beyond the scope of a service call as defined above, the work authorization form must be returned to the Contracting Officer no later than 10:00 AM the foll...

		C.7.9.7.2. If the Contracting Officer agrees that the work required is beyond the scope of a service call, the statement of the work will be revised and a new service call work authorization issued by the Government or the original work authorization ...

		C.7.9.7.3. If the Contracting Officer determines that the work falls within the scope of a service call, the original work authorization will be returned to the Contractor, who must complete the work.  Work on such calls must still be completed within...



		C.7.9.8. Materials and Equipment

		C.7.9.8.1. The Contractor must maintain sufficient off-the-shelf materials and equipment on hand to support routine service call work requirements. Lack of availability of materials or equipment shall not relieve the Contractor from the requirement to...





		C.7.10. UNFORSEEN CONDITIONS

		C.7.10.1. The Contractor shall:

		C.7.10.1.1. Estimate the change for the unforeseen condition only

		C.7.10.1.2. 2) Prepare a modified estimate for the total job as revised



		C.7.10.2. The Contractor shall, after review of the estimate by the COR and       approval of the Contracting Officer:

		C.7.10.2.1. Commence work within five (5) business days or immediately if required and complete within twenty (20) business days (any work requiring more than twenty (20) business days shall require the Contracting Officer approval for the extension).





		C.7.11. QUALIFICATIONS

		C.7.11.1. Mechanical Trades Qualifications

		C.7.11.1.1. The Contractor shall provide Heating Ventilating Air Conditioning and Refrigeration (HVAC&R) tradesman that must be currently licensed (journeyman level) by the state and or county local authority, with proof of experience in the ability t...



		C.7.11.2. Electrical Trades Qualifications

		C.7.11.2.1. The Contractor shall provide Electrical tradesman that must be currently licensed (journeyman level) by the State and or County local authority with proof of experience on control wiring, VFD’s (to include programming), basic electrical wi...



		C.7.11.3. Resume Submittal Process

		C.7.11.3.1. The Contractor must submit resumes for both trades listed above for any personnel performing work on any of the above equipment. All resumes must show proof of the requirements as stated above in sections C.7.11.1.., and C.7.11.2.

		C.7.11.3.2. The Contracting Officer will determine the proper qualifications and approve any personnel before being allowed to perform work on any equipment identified in Section J, Attachments.





		C.7.12. RECORDS, REPORTS, AND DELIVERABLES

		C.7.12.1. The Contractor shall use forms, record data and maintain records in accordance with the applicable regulatory and permit requirements, plans and SOPs, DHS and FLETC policy, and other more specific requirements specified in individual subsect...

		C.7.12.2. The Contractor shall use computer-based software in order to manage and  track plans and procedures; inspection, sampling, and monitoring data; PM  activities; certification and training records; and regulatory reporting information.  If ava...

		C.7.12.3. The Contractor shall record all reportable safety incidents using OSHA Form 300 and make reports to OSHA or MOSH, as required.  The Contractor shall notify the CO and FLETC-OCH of any reports and provide a copy of the incident report; howeve...

		C.7.12.4. The Contractor shall submit a monthly report to the CO that includes a summary of actions the contractor performed during the preceding month and the compliance status of regulatory issues.  The Contractor shall report non-compliance issues ...

		C.7.12.5. The Contractor may also be required to provide data or prepare reports for  submission to HQ FLETC or DHS.



		C.7.13. INDEFINITE DELIVERY/INDEFINITE QUANTITY (IDIQ) WORK

		C.7.13.1. The contractor may be requested to perform repairs to facility buildings or equipment throughout FLETC Cheltenham at the request of the Facilities Maintenance Department. If requested, the Facilities Department will provide a scope of work t...





		C.8. FIREARMS RANGE AND SIM CITY SUPPORT

		C.8.1. SCOPE

		C.8.1.1. The Contractor must furnish all personnel, supervision, and management to perform DAILY accountability for ALL weapons and ammunition (including expended ammunition casing and spent lead) in the custody of the Contractor utilizing the Governm...



		C.8.2. ACCOUNTABILITY OF WEAPONS AND AMMUNITION

		C.8.2.1. Issue, collect, inventory, transport, and secure all training weapons, (including stored personal weapons) ammunition, (including Partner Organizations) and other supplies used in support of firearms training.



		C.8.3. EQUIPMENT/SUPPLIES ISSUE AND INVENTORY

		C.8.3.1. The normal hours of operation for the Weapons Ammunition Storage Distribution Area (WASDA) will be 0600 to 1700, Monday through Friday, excluding Federal holidays. Some training on Saturday will be scheduled.

		C.8.3.2. The Contractor must issue, receive, inventory and secure FLETC and Partner Organizations equipment and supplies, to include:

		C.8.3.2.1. Weapons (handguns, long guns, submachine guns, light machine guns and all other weapons and accessories used in law enforcement training, demonstrations, tours, proficiency, and instructor/team development.

		C.8.3.2.2. Ammunition, flash bangs, smoke etc… (All FLETC and Partner Organizations)

		C.8.3.2.3. Action proving dummy rounds

		C.8.3.2.4. Cleaning supplies for the various types of weapons

		C.8.3.2.5. Containers for brass recovery

		C.8.3.2.6. Eye protection (safety glasses, side shields, etc.)

		C.8.3.2.7. Ear protection (ear muffs, inner ear plugs, including soft ear protection)

		C.8.3.2.8. Duty belt gear and accessories (holster, pouch, belt and buckle, speed loaders, ammunition magazines, etc.)

		C.8.3.2.9. Body armor (gloves, head protection, flashlights, laser vests, and shooting mats)

		C.8.3.2.10. Electronic and electrical equipment, timers, stop watches, portable radios, binoculars, cellular telephone, and firearms testing equipment, chronograph, tripod, bipod, gun case, padlock and keys, rifle vices, spotting scopes and other acco...

		C.8.3.2.11. Trigger control and hand strengthening devices.

		C.8.3.2.12. Instructor equipment (hearing protectors, eye protectors, screwdriver kit, flashlight, and whistles).

		C.8.3.2.13. Carts

		C.8.3.2.14. Trauma kits, first aid kits, band aids, antiseptic packs and cold packs (to be maintained by the Cheltenham Training Division (CTR) designee).

		C.8.3.2.15. Batteries for electrical and electronic equipment (batteries issued directly to individuals must require 1 for 1 replacement.)

		C.8.3.2.16. Battery charges

		C.8.3.2.17. Battery testers

		C.8.3.2.18. Spray paint

		C.8.3.2.19. Protective clothing for the Non-lethal Shoot House, Use of Cover Course.

		C.8.3.2.20. Pyrotechnics



		C.8.3.3. The Contractor must simultaneously deliver firearms training equipment and supplies, to CTR training locations at various locations on FLETC, Cheltenham.

		C.8.3.4. The Contractor must ensure all Government and personal property items found out of place (items found on floor or in restrooms and common use areas that obviously do not belong where found) are turned in to the supervisor  of the space involv...

		C.8.3.5. The Contractor must ensure that electronic and electrical equipment (i.e., flashlight and portable radio, etc.) are in good working condition prior to issue. Batteries are to be tested for proper charge and charged or replaced, if necessary, ...

		C.8.3.6. The Contractor must store electronic and electrical equipment with switches in the OFF position. Batteries must be removed, unless the equipment is designed to preclude removal.

		C.8.3.7. Range Equipment and Supply Delivery

		C.8.3.7.1. Metal Targets (static and manually operated)

		C.8.3.7.2. Mechanical Targets (electrical and electronic)

		C.8.3.7.3. Items used as barricades; i.e., barricade posts, signs, cones, motor vehicles, mailboxes, portable facades, fire hydrants, etc.)

		C.8.3.7.4. Paper Targets, i.e., Transtar II, B27, FBI Circle, Realistic, and overlays, etc.

		C.8.3.7.5. Cardboard Target Transtar II, paper and plastic (all sizes and types)

		C.8.3.7.6. Accessories and spare parts for targeting devices (furring strips, rubber bands, clamps, etc.)

		C.8.3.7.7. Electrolyte Solution

		C.8.3.7.8. Stapler and staples

		C.8.3.7.9. Gun cleaning supplies, i.e., brushes, rods, patches, lubricants, solvents, shop towels, paper towels, etc.

		C.8.3.7.10. Compressed Air Bottles (full)

		C.8.3.7.11. First aid kits and Band-Aids

		C.8.3.7.12. NLTA

		C.8.3.7.13. Weapons & Equipment



		C.8.3.8. Duties Before Class Arrival

		C.8.3.8.1. The Contractor must:

		C.8.3.8.1.1. Verify daily, the CTR training schedule, the PE schedule and all other written requests and have the correct weapons, ammunition, equipment and supplies staged and ready at the specified time with no resulting delay to the scheduled event...

		C.8.3.8.1.2. The Contractor will use the provided information to build class sessions and issue sheets for all scheduled and unscheduled training events in the Training Ammunition Management System (TAMS).

		C.8.3.8.1.3. The Contractor will determine the type and quantity of weapons, ammunition, supplies and equipment to be issued for each scheduled class and training request verifying the correct type of ammunition is loaded for the appropriate range.

		C.8.3.8.1.4. The Contractor will input training material requirements for each class into TAMS and use the data output to load the carts with the required equipment and supplies including instructor special request items (timers, vests, helmets, etc.).

		C.8.3.8.1.5. The Contractor will prepare range carts for issue to instructors.

		C.8.3.8.1.6.  The Contractor will issue materials to the Instructor/Class Coordinator, ensuring that all items are accounted for and signed for by the instructor before removal.

		C.8.3.8.1.7. At the start of each class session, (0730, 0930, 1200 and 1400 hours) the contractor will check each firearms range not scheduled to be used and turn off all lighting and set the air filtration system to unoccupied.

		C.8.3.8.1.8. Coordinate with appropriate Class Coordinator(s) when special range equipment or supplies are requested. Transport specified range equipment and supplies from the designated storage areas to specified range and assists coordinator with pl...

		C.8.3.8.1.9. Determine the type, quantity, and exact location (i.e., safe, drawer) of weapons, ammunition, and equipment to be issued (follow course requirement list for basic classes and CAW for O-OST-29, Ammunition - Munitions - Weapons Request (Sec...

		C.8.3.8.1.10. At the WASDA, load the pushcarts with required equipment and supplies including instructor special request items (timers, vests, helmets, etc.).

		C.8.3.8.1.11. Place pushcarts in the staging area inside WASDA to await issue to instructors.

		C.8.3.8.1.12. Issue Materials to the Instructor/Class Coordinator as appropriate. Inventory all equipment and supplies jointly with Instructor/Class Coordinator using contractor generated form (inventory includes inspection of all weapons for live amm...

		C.8.3.8.1.13. Ensure that electrical and electronic equipment being issued is in proper operating conditions, i.e., flashlights, laser guns, gun lights, radios, etc.

		C.8.3.8.1.14. Fill all compressed air bottles





		C.8.3.9. Duties After Class Activities

		C.8.3.9.1. When the Instructor/Class Coordinator returns the cart to the Issue Room, the Contractor must:

		C.8.3.9.1.1. At the completion of training, the Contractor will receive the cart from the Instructor/Class Coordinator, and inventory all equipment and supplies jointly with the Instructor/Class Coordinator, return unused ammunition to the inventory i...

		C.8.3.9.1.2. The Contractor shall maintain accurate meter (number of rounds fired) records for each FLETC-owned training weapon.  The Contractor will input weapon meters into TAMS for each weapon.

		C.8.3.9.1.3. Inventory all equipment and supplies jointly with the Instructor/Class Coordinator using contractor-generated form. Inventory includes ammunition, trays, equipment and weapons inspection.

		C.8.3.9.1.4. Verify ammunition usage with the Class Coordinator.  Receive recovered plastic ammunition trays from the Class Coordinator, and count in the presence of the Class Coordinator. Box the trays and record the number of trays per box on the ou...

		C.8.3.9.1.5. The contractor must not accept custody of weapons that are improperly tagged, not physically present, or dirty.

		C.8.3.9.1.6. Notify the Instructor/Class Coordinator of any discrepancies. Discrepancies not corrected immediately will be reported to the COR.

		C.8.3.9.1.7. Sign issue ticket for receipt.

		C.8.3.9.1.8. Return the equipment/supplies to stock, or reissue, as appropriate.

		C.8.3.9.1.9. Record the returned ammunition and turn in using form Daily Ammunition Inventory (Section J, Attachment C.8.3) to the Firearms COR daily.

		C.8.3.9.1.10. Wipe down cart and weapons pegboard using Formula 409, or other COR approved Tri-Sodium Phosphate based detergent.

		C.8.3.9.1.11. Remove batteries from all equipment that is designed to allow removal (laser guns, vests, targeting devices, video recorders, radios, flashlights, etc.).

		C.8.3.9.1.12. Clean, sanitize and repair issued eye and ear protection after each use.

		C.8.3.9.1.13. FLETC weapons for repair will be tagged and the COR notified.

		C.8.3.9.1.14. Remove special range equipment from the ranges and return to storage.

		C.8.3.9.1.15. Each range target room is to be visually inspected for proper cardboard Transtar II targets, various paper targets and other supplies as needed. If the supplies are running low, replenish all required supplies.

		C.8.3.9.1.16. Turn off all lighting and set the air filtration system to unoccupied for all ranges not scheduled for additional training.

		C.8.3.9.1.17. Ensure all weapons being returned are in a “safe” condition. (See Lesson Plan 6105 FEB 11 (Section J, Attachment C.8.4).  The Contractor will visually inspect the chamber area of each weapon being returned.

		Semi – automatics:  Insert a “block” (pen/pencil or similar object – chamber flag) through the ejection port into the magazine well.  While holding the block in position, allow the slide to move forward by pushing down on the slide stop/catch. The wi...

		Revolvers:  Block the cylinder with either a pen/pencil or other object which will not allow the cylinder to close.  Leave the cylinder open.

		Gun:  Action to the rear and chamber open. Option: Insert a “block” – chamber flag in position, allow the bolt to move forward.

		Full Automatic Weapons (H&K, MP-5, Colt M04):  Insert a “Block” – chamber flag in position, allow the bolt to move forward by pushing down on the cocking level or bolt release.

		Bolt Action Rifles:  Insert a “Block” (pen, pencil or similar object – chamber flag) thorough the ejection port and into the magazine well. While holding the block in position, allot the bolt to move forward by pushing down on the cocking lever or bo...

		Lever action rifles:  Inserting an object in the opening between the action/bolt and the chamber, or tying a piece of cloth or rope around the stock in the area where the lever rests when the weapon is ready to fire. The will not allow the lever to s...







		C.8.3.10. Non-Training and Personal Weapons

		C.8.3.10.1. The Contractor must receive, transfer, and issue non-training personal weapons, including handguns, long guns, ammunition and all other items considered being weapons from individual owners and from FLETC Security.

		C.8.3.10.1.1. Initial Receipt:  The owner must unload and otherwise make his/her firearm safe and fill out the FTC-SIS-15, Weapons Registration Form (Section J, Attachment C.8.5) and a Property Identification Tag (Section J, Attachment C.8.6) identify...

		C.8.3.10.1.2. Magazines, speed loaders, gun cases, boxes, holsters, and belts are to remain with the owner.



		C.8.3.10.2. Personal Training Weapons

		C.8.3.10.2.1. These are weapons furnished by the trainee or his/her agency. The personal training weapon must be affixed with a Property Identification Tag (Section J, Attachment C.8.6). The Contractor must place these personal training weapons in the...

		C.8.3.10.2.2. Personal training weapon may be received from FLETC Security, COR, agency representative, Class Coordinator or advanced student.





		C.8.3.11. Departure

		C.8.3.11.1. When a weapon owner is departing FLETC, the Contractor must issue weapons to that owner, upon request, between the hours of 0600 and 1600 Monday through Friday, excluding Federal holidays. Upon the owner’s presentation of a proper “FTC-SIS...

		C.8.3.11.1.1. Locate weapon by owner’s name and serial number

		C.8.3.11.1.2. Verify ownership by comparing the owner’s name on the Property Identification Tag (Section J, Attachment C.8.6) with the yellow copy of the “FTC- SIS-15”, Weapons Registration form (Section J, Attachment C.8.5) and requestor’s FLETC iden...

		C.8.3.11.1.3. If the requestor does not present the yellow registration form, two forms of the above mentioned identification will be photocopied and retained with white copy of receipt

		C.8.3.11.1.4. Inspect and note condition of weapon on registration form (both copies) signed by the requestor

		C.8.3.11.1.5. Issue weapon and file receipts



		C.8.3.11.2. If it is not possible for the owner to retrieve the weapon, he/she may authorize the Agency Class Coordinator or FLETC assigned agency representative to do so. The designation must be in writing, must contain  the weapon serial number and,...



		C.8.3.12. Training Equipment Cleaning

		C.8.3.12.1. After each use, the Contractor must clean, CAW Branch protective clothing and other items which are subject to bodily contact when used. The disinfecting detergent to be used by the Contractor must be approved by the COR. This protective g...

		C.8.3.12.1.1. Face Protectors

		C.8.3.12.1.2. Cool Vests

		C.8.3.12.1.3. Chest, Breast and Groin Protectors

		C.8.3.12.1.4. Back Protectors

		C.8.3.12.1.5. Firearm Protectors

		C.8.3.12.1.6. Coveralls

		C.8.3.12.1.7. Throat Protectors

		C.8.3.12.1.8. Jackets

		C.8.3.12.1.9. Hoods

		C.8.3.12.1.10. Gloves

		C.8.3.12.1.11. Hearing Protectors

		C.8.3.12.1.12. Helmets

		C.8.3.12.1.13. Body Armors

		C.8.3.12.1.14. Bull Horns

		C.8.3.12.1.15. Microphones

		C.8.3.12.1.16. Safety Glasses

		C.8.3.12.1.17. Training Carts



		C.8.3.12.2. The Contractor will be responsible for inspection/repair of each item of equipment that has suffered physical damage at the time of turn-in. Tools necessary for repair will be furnished by the Contractor. The Contractor will be responsible...

		C.8.3.12.2.1. Face Protectors

		C.8.3.12.2.2. Hearing Protectors (ear pads, foam liners)

		C.8.3.12.2.3. Safety Glasses (lenses, temple bars)

		C.8.3.12.2.4. Electronic & Electrical equipment (replace batteries)



		C.8.3.12.3. The Contractor must perform a weekly inspection of all weapons for cleanliness, corrosion, rust, and any other visible damage. A report of damaged, dirty or missing equipment listing discrepancies must be turned in to the COR.  The definit...

		C.8.3.12.3.1. The exterior of the weapon will be free of gunshot residues, and in the case of blue guns and paintball guns, paint.

		C.8.3.12.3.2. The magazine well and chamber area will be free of ammunition and residue.

		C.8.3.12.3.3. The barrel will be clear of any obstruction.



		C.8.3.12.4. Equipment not included in Section C.8.3.6.b which is identified as being in need of repair or replacement must be reported to the COR.



		C.8.3.13. Firing Ranges

		C.8.3.13.1. Police the ranges to ensure that targets, target carts, target backers, staples, are in appropriate storage location.

		C.8.3.13.2. Dispose of any loose trash (boxes, used targets, used cardboard, etc…) left on the ranges.



		C.8.3.14. Warehouse and Store Rooms

		C.8.3.14.1. The Contractor must maintain warehouses and all other storage spaces in a neat, clean manner and organized to allow for forklift/pallet jack operation. Trash such as cardboard and plastic packaging, banding material, and empty pallets must...



		C.8.3.15. Issue Rooms and Annex

		C.8.3.15.1. The Contractor must sweep or vacuum the WASDA and office and dispose of trash daily.

		C.8.3.15.2.  The Contractor must maintain the issue rooms in a neat and clean condition, furniture and fixtures must be dusted and floors swept daily and mopped weekly.



		C.8.3.16. Contractor Duties (Other)

		C.8.3.16.1. The Contractor must follow standard industry practices or Standard Operating Procedures (SOPs) as provided by the CAW Branch. In the event of any conflict, the provisions of this contract prevail.



		C.8.3.17. Brass Recovery

		C.8.3.17.1. The Contractor must:

		C.8.3.17.1.1. Segregate out live cartridges, cartridges with a light hit, and submit to COR weekly.

		C.8.3.17.1.2. Weigh filled 55 gallon barrels of brass casings and band 4 barrels to a pallet. Mark the gross, tare and net weights of items on the top and one side of the 55 gallon drums. Drum also to be labeled with the appropriate percentages of nic...

		C.8.3.17.1.3. Furnish an inventory of all spent ammunition including description and quantity of inserts, to the COR as required.

		C.8.3.17.1.4. Prior to removal of filled boxes/55 gallon drums from the range, they must be wiped down using an approved cleaner.

		C.8.3.17.1.5. Once the filled boxes/55 gallon drums containing brass have been removed from the range, it will be weighed at the WASDA prior to being removed to the Storage Area.





		C.8.3.18. Transport

		C.8.3.18.1. The Contractor must appropriately transport equipment and supplies used by the CAW between FLETC Shipping and Receiving (Building 2) and the Firearms Training facilities. The FTC-SIS-15 Weapons Registration Form (Section J, Attachment C.8....

		C.8.3.18.2. Shipments of ammunition will be received between the hours of 0800 and 1500 on the day of delivery.

		C.8.3.18.3. The Contractor will notify the appropriate FLETC or agency armorer of any weapons requiring repair and shall deliver those weapons to the armory upon request.

		C.8.3.18.4. FLETC weapons tagged for repair will be stored separately from fully functional weapons.  The Contractor will use TAMS to change the weapon status from an active status to a repair status.



		C.8.3.19. Contractor Duties—Security and Accountability

		C.8.3.19.1. Ammunition

		C.8.3.19.1.1. The Contractor must perform tasks at Building 5 WASDA as required by The CAW Branch Ammunition Inventory Requirements. These inventory tasks will be done on a daily and monthly basis.

		C.8.3.19.1.2. The location of all ammunition/weapons, whether issued or in storage, must be known at all times. Ammunition/weapons located in the issue rooms, storage rooms and/or other storage locations (Building 5 and Building 53) are considered to ...

		C.8.3.19.1.3. Weapons Ammo Storage Distribution Area (WASDA) doors are to remain closed and locked at all times.

		C.8.3.19.1.4. The Contractor must limit access to the WASDA to those personnel authorized by FD’s 70-09.J (Section J, Attachment C.8.8).  The Contractor must ensure that only authorized personnel are permitted access to the WASDA. Access to WASDA must...

		C.8.3.19.1.5. The Contractor must ensure that all exterior doors to the WASDA remain closed and locked, except when transporting ammunition and supplies in and out of the storerooms. These doors must not be used for routine access to the issue rooms. ...



		C.8.3.19.2. Weapons

		C.8.3.19.2.1. The Contractor must store training firearms and other weapons belonging to FLETC, Partner Organizations, in the WASDA weapons room. Doors and gates to these areas must remain closed and locked at all times when not in use. Training firea...

		C.8.3.19.2.2. The Contractor must maintain permanent records of all firearms stored within Building 5 - WASDA.

		C.8.3.19.2.3. The Contractor must store equipment and supplies used in firearms training in Building 5 - WASDA. Routine access to contractor controlled spaces, supplies, and equipment must not be permitted.

		C.8.3.19.2.4. The Contractor must ensure that only persons authorized in writing by the Contracting Officer, the CAW COR, or the Branch Chief, are given access to CAW supplies, equipment, firearms, and ammunition and their storage spaces, and that the...





		C.8.3.20. Contractor Duties—Inventory Control

		C.8.3.20.1. Ammunition

		C.8.3.20.1.1. Code numbers and type abbreviations (provided by the COR) must be used for recording and reporting all ammunition transactions.

		C.8.3.20.1.2. Daily – in the morning, prior to performing any other duties, the Contractor must inventory all ammunition in the Building 5 issue room. Every evening, after all issue/receipt services have been completed, the Contractor must inventory b...

		C.8.3.20.1.3. Verify ammunition usage reports by initialing ammunition units used and make duplicate copies of all usage.

		C.8.3.20.1.4. The Daily Ammunition Inventory (Section J, Attachment C.8.3) must include the following information:

		Date

		Code number

		Use

		Type

		Year

		Month

		Daily

		Out

		In

		End

		Cost per unit (round)



		C.8.3.20.1.5. Stocks of ammunition must be inventoried as ammunition is added or removed. This inventory must include the code number, quantity in each code and manufacturer’s product number. The Contractor must record all issues and receipts of ammun...

		C.8.3.20.1.6. Receipts of ammunition must be logged prior to distribution.

		C.8.3.20.1.7. Monthly – on the last work day of each month, the contractor Lead Range Support Officer must inventory all ammunition stored in the WASDA and the Ammunition Magazine Storage Structure. This inventory will be done with the CAW COR using t...

		C.8.3.20.1.8. The Contractor must ensure that no ammunition is removed from storage on the day of the inventory unless authorized by the COR.



		C.8.3.20.2. Weapons

		C.8.3.20.2.1. The Contractor shall maintain an accurate inventory of all weapons assigned to the Contractor for issue and storage.

		C.8.3.20.2.2. The Contractor will maintain inventory records and transactions using the Government-provided Sunflower Asset Management System and Government-provided barcode tags for each weapon.

		C.8.3.20.2.3. The Contractor will document the location and disbursement of all weapons assigned to and stored by the Contractor.

		C.8.3.20.2.4. The Contractor will assign weapons in numbered sets and weapons will be assigned to sets by serial number. Weapon sets will be entered into TAMS as Kits.  Kits will be scanned before issue and scanned upon return.

		C.8.3.20.2.5. Weapons added to or removed from a Kit will be documented in TAMS promptly and will not be issued until the change has been documented.

		C.8.3.20.2.6. The Contractor must maintain accurate daily usage (number of rounds fired) records for each weapon assigned to the Contractor for issue and receipt. The record will reflect the date, location, serial number and the make/model of the weapon.

		C.8.3.20.2.7. Daily Weapons Inventory. Each evening after all weapons have been turned in, the contractor must physically inventory all training weapons by visual sight count using the form “CAW Daily Weapons Inventory Report“(Section J, Attachment C....

		C.8.3.20.2.8. Quarterly Weapons Inventory. During the last week of each quarter of the Federal fiscal year, the contractor must conduct a detailed CAW Quarterly Weapons Inventory (Section J, Attachment C.8.11). This inventory will identify each weapon...

		C.8.3.20.2.9. Annual Weapons Inventory. Coincidental with the December Quarterly Inventory, the annual weapons inventory must be conducted jointly with the Contract Lead Fire Arms Support Officer, COR, FLETC Armorer, and Property Custodian or Alternat...

		C.8.3.20.2.10. A typewritten memorandum signed by the Project Manager, stating the results of the inventory, with the dates and times the inventory (daily, monthly, quarterly and annually) was conducted. This memorandum will state the results of the I...



		C.8.3.20.3. Other Training Equipment and Supplies

		C.8.3.20.3.1. The Contractor shall manage Government-furnished training equipment utilizing the Government-furnished Training Ammunition Management System (TAMS) module using Government-furnished barcode scanners, computers and tablets to maintain cur...

		C.8.3.20.3.2. The Contractor must store equipment and supplies used for firearms training in the WASDA. The Contractor will do an equipment inventory which will include all items listed in the Government furnished property (property) list (Section J, ...

		C.8.3.20.3.3. The Contractor will, on a daily basis, set up carts of property and equipment with pertinent items for use in each firearms range. The carts will carry property and equipment listed on FLETC Property and equipment Issue Form (Section J, ...

		Class

		Date

		Time

		Item Description

		Range

		Quantity Out

		Quantity In

		Signature Out

		Signature In



		C.8.3.20.3.4. Accurate inventory practices and usage reports must be maintained in accordance with Sections 8.3 of this contract.





		C.8.3.21. Contractor Duties—Reports

		C.8.3.21.1. The Contractor must submit required reports as indicated in this section:

		C.8.3.21.1.1. Reports must be dated with the date of completion and show a reference for the timeframe (month, quarter year, fiscal year, etc.) for which it is generated.

		C.8.3.21.1.2. All reports must be computer generated or typewritten with the exception of the Brass recovery, Bullet Fragment Recovery, and Vehicle Key Control reports, which may be filled in by hand.

		C.8.3.21.1.3. Reports must be filled out completely, ditto marks are not permitted. Reports must be in the format prescribed in Section J unless the Contracting Officer or the COR approves a different format.

		C.8.3.21.1.4. All reports must be signed by the Lead Range Support Officer or assistant and turned into the CAW COR prior to 1200 the following workday.

		C.8.3.21.1.5. Contractor Weekly Summary/Log will be submitted to the Administrative COR. This report must be in a format prescribed by the Contracting Officer, CAW COR and Administrative COR. It will be reflective of Contractor Activities pertinent to...

		Title

		Date

		Inventories (Daily, Monthly, Quarterly and Annual) Dates: Started and finished for Weapons and/or ammunition.

		Custodial Services: Cleaning actions, what accomplished. Dates and times: Started and finished.



		C.8.3.21.1.6. Monthly Training Resource Utilization Report (Section J, Attachment C.8.14).  This report will be reflective of all contractor controlled training resources (including WASDA) utilized in all Center Advanced, Agency Specific Basic, Agency...

		Title

		Date

		Reporting Period

		Class Name

		Class Date(s)

		FLETC Resources Utilized by each class to include total ammunition (by caliber), explosives, and projectiles expended any and all equipment and supplies checked out from any storage location excluding those items that are normally included on the ins...

		Negative Report - for classes not utilizing additional resources









		C.8.4. REPORTS AND DELIVERABLES

		C.8.4.1. DAILY REPORTS

		C.8.4.1.1. CAW Daily Weapons Inventory Report

		C.8.4.1.2. Daily Ammunition Inventory

		C.8.4.1.3. Property and Equipment Issue Form

		C.8.4.1.4. Ledger



		C.8.4.2. MONTHLY REPORTS

		C.8.4.2.1. Monthly Ammunition Inventory

		C.8.4.2.2. Contractor Monthly Summary Report (Summarization of unusual activities, items of interest)

		C.8.4.2.3. Monthly Training Resource Utilization Report



		C.8.4.3. QUARTERLY REPORTS

		C.8.4.3.1. CAW Quarterly Weapons Inventory Report

		C.8.4.3.2. Quarterly Training Equipment & Supplies Inventory Report



		C.8.4.4. ANNUAL REPORTS

		C.8.4.4.1. Annual Weapons Inventory Report



		C.8.4.5. AD HOC REPORTS

		C.8.4.5.1. Contractor must provide when requested:

		C.8.4.5.1.1. CAW Branch, Ammunition – Munitions – Weapons Request “O-OST-29”

		C.8.4.5.1.2. Weapons Registration Form “FTC-SIS-15”

		C.8.4.5.1.3. Property Identification (ID) Tag

		C.8.4.5.1.4. Complete Broken or Missing Weapon Form









		C.9. EDUCATIONAL AIDES SUPPORT

		C.9.1. SCOPE

		C.9.1.1. The Contractor shall provide training related services in support of all training programs at the Office of Cheltenham Operations (OCH) to include Requalification (RQ), Center Advanced (CA), Center Basic (CB), Agency Advanced (AA), and  Agenc...

		C.9.1.2. Due to the nature of training on center, the Contractor must be aware that certain services may not be completed during normal working hours.  Therefore, the Contractor may find it necessary to schedule manpower requirements using employees w...

		C.9.1.3. The Government will furnish the Contractor with software, test grader (create an exam/grade an exam), forms, postage, franked envelopes, packaging materials, cardboard boxes, etc.  The Contractor is responsible for monitoring supplies and not...

		C.9.1.4. Educational Aides prepare, assemble and coordinate documents within or between departments in accordance with schedules or established priorities.  They process student registration files, temporarily hold, retrieve and disseminate student re...

		C.9.1.5. All information gathered or collected by the Contractor is covered under the Privacy Act.  Any information requested on any individual should be referred to the Administrative COR.

		C.9.1.6. A central storage location will be provided in Building 50 for storage of training supplies to be utilized by the Contractor.  The location must be stocked by the Contractor for easy access when classroom materials are  needed.  The Contracto...

		C.9.1.7. Standard training support requirements are outlined in the following sections. Support requirements specific to designated programs are listed in the Program Support Requirements attachment (Section J, Attachment C.9.2).



		C.9.2. PRE-ARRIVAL

		C.9.2.1. The Government will provide the Contractor with access to an electronic training schedule (Section J, Attachment C.9.3) indicating the location and start time of training. This weekly training schedule will normally be available  seven (7) ca...

		C.9.2.2. For training programs of less than one-day in duration (firearms RQT), pre-arrival support is generally not required.  For programs requiring pre-arrival support, the Government will provide the Contractor with an Agency Roster and Class Sche...

		C.9.2.3. The Contractor will prepare student information folders (Section J,  Attachment C.9.6) for each registered student.  The folder will contain the  Cheltenham Facility Student Handbook and a class schedule (Section J, Attachment C.9.4).



		C.9.3. CLASSROOM SETUP

		C.9.3.1. The Contractor will ensure that all identified Government provided necessary classroom items are present:

		C.9.3.1.1. Computer

		C.9.3.1.2. Display Screen

		C.9.3.1.3. Flip Chart on Easel

		C.9.3.1.4. Desks and Chairs



		C.9.3.2. Prior to training, the Contractor will arrange the classroom per the standard layout diagram with adequate seating to support the class size (Section J, Attachment C.9.7) unique requirement may be listed in the Program Support Requirements (S...

		C.9.3.3. The government will provide the contractor with a container to maintain classroom material (Section J, Attachment C.9.1).  The contractor shall ensure the container is placed in the classroom prior to the start of every class and collect upon...

		C.9.3.4. After class completion, the Contractor will pick-up all training materials and return the reusable materials to the training materials storage area.  Bundled student material supplied by the Glynco print shop will be returned to the Building ...



		C.9.4. TRAINING PROGRAM SUPPORT

		C.9.4.1. The Government will provide the Contractor with access to the electronic training schedule and registration database to record student attendance in scheduled training.  The Contractor will input student identifying information (to include na...

		C.9.4.2. For firearms RQ programs, the Government will provide the Contractor Score Cards (Section J, Attachments C.9.10) for each RQ session, to enter the registration information.  For all other programs, the Government will  provide the Contractor ...

		C.9.4.3. In the event of a student departure, the Government will electronically provide the Contractor with a Report of Student Departure Form (Section J, Attachment C.9.13).  The Contractor will update the registration records accordingly.

		C.9.4.4. The Contractor will prepare the requested Dismissal / Academic probation letters (Section J, Attachment C.9.14).

		C.9.4.5. The Government will provide the Contractor with grades for all evaluations and practical exercises.  As applicable, the Contractor must enter  all grades into the corresponding electronic spreadsheet including the Master Grade Sheet, Firearms...



		C.9.5. EXAMINATIONS

		C.9.5.1. The Contractor must keep copies of examinations secure at all times.

		C.9.5.2. The Government will provide exams at least one week in advance via an electronic database.  The Contractor must prepare the exam packages for issuance to the Training Technician or Program Specialist at least one week in advance of the schedu...

		C.9.5.3. Upon request, the Contractor will provide the Training Technician or Program Specialist with the Exam Plan and Exam Study Guide, which may occur in advance of the Exam Package.

		C.9.5.4. The Contractor must prepare sufficient Student Exam Booklets, Answer Sheets, and  pencils for the class size.  Upon request, the Contractor must issue the exam package to the designated Training Technician or Program Specialist and include ex...

		C.9.5.5. Following issuance of the exam, the Government will return the exam package to the contractor.  The Contractor must count the Exam Booklets and Answer Sheets to verify the proper number has been received.  The Contractor must notify the Gover...

		C.9.5.6. The Contractor must grade the exams utilizing Government-owned equipment.  The Contractor must IMMEDIATELY grade the exams and return the results for the test review.  The Contractor will print the Exam Results and Item Analysis forms (Sectio...

		C.9.5.7. In the event a test item is discounted, the Government will notify the Contractor using the Written Examination Question Review form.  The Contractor will IMMEDIATELY re-grade the exams and provide the revised Exam Results and Item Analysis f...

		C.9.5.8. The Government will notify the Contractor of any required remedial exams.  The Contractor will prepare a remedial exam package IMMEDIATELY upon request.

		C.9.5.9. Within one week following graduation of the class, the contractor will destroy all Exam Booklets and Answer Sheets utilizing a shredder.  The test security and chain-of-custody will be maintained until the exam material is destroyed. The chai...



		C.9.6. GRADUATION

		C.9.6.1. The Contractor must prepare all Graduation Packages to include Graduation Certificates, awards, letters, and transcripts in accordance with FLETC directives 91- 01 Student Special Awards and 10-09.A Student Evaluation Policy and Graduation Re...

		C.9.6.2. The preparation of Graduation Certificates and Letters (Section J, Attachment C.9.21) must take precedence in the preparation of Graduation Packages.  To ensure graduation ceremonies are not delayed, Graduation Certificates will be prepared p...

		C.9.6.3. Graduation Certificates will be prepared at least one day prior to the scheduled graduation ceremony.  For programs of one-day duration, Graduation Certificates will be prepared within three hours of receipt of the Student Registration forms....

		C.9.6.4. The Contractor must prepare all applicable certificates, letters, and awards  to have them signed by the appropriate official, manually or via electronic file.  The Contractor must place the student Graduation Certificates in individual gradu...

		C.9.6.5. The Contractor must arrange the Graduation Packages in the precise order consistent with the graduation program or official Roster.  Special awards such as the Most Wanted Award, Highest Academic Award, Directors’ Award, Distinguished Graduat...

		C.9.6.6. Upon request, the Contractor will provide the Training Technician with the applicable Program Critiques (Section J, Attachment C.9.22) for issuance to the students in accordance with the attached Critique Procedures Guide (Section J, Attachme...

		C.9.6.7. The Government will notify the Contractor of Center Basic training programs requiring formal graduation ceremonies. For formal graduation ceremonies, the Contractor will prepare graduation programs (Section J, Attachment C.9.25) per the direc...

		C.9.6.8. As applicable, the Government will provide the Contractor with a class photo (Section J, Attachment C.9.26).  The Contractor will email the class photo to graduates of the training program.



		C.9.7. STUDENT RECORDS

		C.9.7.1. Training Documentation

		C.9.7.1.1. Upon conclusion of the entry of student information in the electronic registration database, the Contractor will provide all physical documents of registration information to the Training Admissions Specialist or Training Technician.  The C...





		C.9.8. REPORTS AND OTHER DELIVERABLES

		C.9.8.1. The following products will be generated and/or maintained by the  Educational Aides.

		C.9.8.1.1. Official Class Roster from registration database.  Student information will be entered within 24 hours of receipt of Score Cards or Student Registration Forms.  Official Class Roster will be provided daily to the Training Admissions Special...

		C.9.8.1.2. Report of Student Departure will be entered into the registration database within 4 hours of receipt of all classes conducted on a given day.

		C.9.8.1.3. FLETC Exam Chain of Custody Log will be updated immediately upon every transaction.

		C.9.8.1.4. Student Welcome Packages will be initiated to Students at least two weeks prior to the start date of a scheduled program.

		C.9.8.1.5. Written Examinations. Exam packages will be prepared one week prior to scheduled exams. Completed Score Sheets will be scored IMMEDIATELY and Exam Results provided to the Training Technician.

		C.9.8.1.6. Academic probation and dismissal letters as requested by the Government will be generated within one hour.

		C.9.8.1.7. Master Grade Sheet, Firearms Automatic Scoring and Firearms Overall Records will be emailed to the Training Technician within four hours of receipt of the last Practical Exercise and/or Written Examination score.

		C.9.8.1.8. Graduation Packages.  Completed packages provided to the Training Technician or Program Specialist at least two hours prior to scheduled graduations.

		C.9.8.1.9. Certificates will be prepared at least one day prior to scheduled graduations as indicated in C.9.6.c above.

		C.9.8.1.10. Awards and letters will be completed at least one day prior to scheduled graduations.

		C.9.8.1.11. Graduation Coversheet must be completed one day prior to scheduled graduations.

		C.9.8.1.12. Graduation Programs will be provided to the Training Technician two days prior to scheduled graduations.

		C.9.8.1.13. Program Critiques.  Blanks provided to the Training Technician upon request.  Completed critiques will be scanned and returned to the Training Technician with the Feedback Summary Report attached within four hours.







		C.10. DRIVER TRAINING RANGE

		C.10.1. SCOPE

		C.10.1.1. The Contractor must furnish all personnel, supervision and management necessary to perform work as ordered under the Indefinite Quantity (IDIQ) portion of the contract to perform items of work such as cleaning cars, constructing tire barrica...



		C.10.2. HOURS OF OPERATION

		C.10.2.1. The CDT has two schedules of operation that may be in use during the term of this contract as follows:

		C.10.2.1.1. Normal Schedule-Monday through Friday, 7:00 a.m. through 4:00 p.m.

		C.10.2.1.2. Extended Schedule-Monday through Friday, 4:00 p.m. through 11:00 p.m.





		C.10.3. DUTIES OF THE CONTRACTOR (IDIQ WORK)

		C.10.3.1. The Contractor must provide services as ordered under the Indefinite Delivery - Indefinite Quantity (IDIQ) portion of the contract.  Work may be tasked in areas throughout Driver Training Facility. Work must be ordered by the Contracting Off...



		C.10.4. WORKING CONDITIONS

		C.10.4.1. Work will be accomplished inside and out and in all types of weather conditions. Indoors the Contractor may be exposed to fumes, drafts, noise, dust, and dirt. Outside, the Contractor may be exposed to the sun, heat, and freezing temperature...







		SECTION D. PACKAGING AND MARKING

		D.1. PAYMENT OF POSTAGE AND FEES

		D.1.1. The Contractor shall pay all postage and fees related to submitting information (including forms, reports, etc.) to the Contracting Officer.



		D.2. MARKING

		D.2.1. All information submitted to the Contracting Officer shall clearly indicate the contract number and name of the Contractor for which the information is being submitted.





		SECTION E. INSPECTION AND ACCEPTANCE

		E.1. 52.246-4 Inspection of Services—Fixed-Price (Aug 1996)

		E.2. 52.246-16 Responsibility for Supplies (Apr 1984)

		E.3. ACCEPTANCE

		E.3.1. The performance by the Contractor and the quality of all work delivered, including services rendered and any documentation or written material compiled, will be subject to inspection, review, and acceptance by the Government.



		E.4. CONTRACTOR QUALITY CONTROL (QC)

		E.4.1. In accordance with FAR clause 52.246-4 Inspection of Services-Fixed-Price, the contractor shall establish and maintain a complete Quality Control Program (QCP) that is acceptable to the Contracting Officer to assure the requirements of the cont...

		E.4.2. A Quality control plan is required to be submitted with the Contractor’s initial proposal submission as outlined in Section L.  After contract award two (2) copies of the complete QCP shall be provided to the Contracting Officer for review and ...

		E.4.3. As a minimum, the program shall include:

		E.4.3.1. A quality control inspection system covering all services included in the contract specifying areas to be inspected on both a scheduled or unscheduled basis and how inspections are to be conducted.

		E.4.3.2. The name(s) of the individual(s) tasked to perform the quality control inspections, their qualifications, and the extent of their authority.

		E.4.3.3. A method for identifying deficiencies in the quality of services performed and for taking corrective action before the level of performance becomes unsatisfactory.

		E.4.3.4. A customer complaint feedback system for correction of validated complaints and to inform the customer of corrections.  At a minimum, the Customer Complaint System shall contain procedures for the customer to file complaints with the Contract...

		E.4.3.5. Procedures for written and verbal communication with the Government regarding the performance of the contract.

		E.4.3.6. Specific surveillance techniques for each contract service identified in the Performance Requirements Summary (PRS) (at the end of this section).



		E.4.4. The Contractor file of all quality control inspections, inspection results, and any corrective action shall be the property of the Government.  The file shall be turned over to the Contracting Officer within ten (10) calendar days after complet...

		E.4.5. The parties to this contract agree that the Contractor, as a result of the contractual obligation to supervise the personnel furnished and oversee the quality of their performance, shall be conclusively presumed to have actual knowledge of work...



		E.5. PERFORMANCE REQUIREMENTS SUMMARY (PRS)



		SECTION F. DELIVERIES OR PERFORMANCE

		F.1. 52.242-15 Stop-Work Order (Aug 1989)

		F.2. 52.242-17 Government Delay of Work (Apr 1984)

		F.3. PLACE OF PERFORMANCE

		F.3.1. Services shall be performed at the Federal Law Enforcement Training Centers (FLETC) Cheltenham site located at 9000 Commo Road, Cheltenham, Maryland 20588-4000.  Section C provides additional information regarding the location and the descripti...



		F.4. PERIOD OF PERFORMANCE

		F.4.1. The period of performance for this contract consists of a base period and option periods totaling five (5) years as follows:

		F.4.1.1. The Base Period is inclusive of a one-month transition period which will occur during the first month of performance.





		F.5. WORK SCHEDULE

		F.5.1. The work schedule shall be in accordance with the requirements in Section C.



		F.6. POST AWARD AND CONFERENCE

		F.6.1. The Contractor shall be available within the first ten (10) days after award to meet with the Contracting Officer and Contracting Officer’s Representative to discuss and develop mutual understandings relative to scheduling and administering wor...

		F.6.2. Immediately upon award, the Contractor shall submit the required security paperwork to ensure the on-boarding of employees during the one-month transition period.  The paperwork is required to be submitted within seven (7) days of contract award.



		F.7. Deliverables

		F.7.1. The contractor shall submit deliverables in accordance with what is listed at the end of each topic/section in Section C.  They shall be delivered by either email, hard copy, or other electronic method (which may include uploading to a Governme...





		12/1/2017 – 09/30/2018

		Base Period

		10/1/2018 – 09/30/2019

		Option Period 1

		10/01/2019 – 09/30/2020

		Option Period 2

		10/01/2020 – 09/30/2021

		Option Period 3

		10/01/2021 – 09/30/2022

		Option Period 4

		10/01/2022 – 11/30/2022

		Option Period 5

		SECTION G. CONTRACT ADMINISTRATION DATA

		G.1. ACCOUNTING AND APPROPRIATION DATA

		G.1.1. Funds have been reserved for this acquisition.  The applicable accounting appropriation data will be provided in any resulting contract.  Funds may be subject-to-availability-of-funds.



		G.2. CONTRACTING OFFICER DATA

		G.2.1. Contracting Officer: Ms. Sandra Oliver Schmidt Department of Homeland Security Federal Law Enforcement Training Centers 9000 Commo Road, STOP 4000 Cheltenham, MD 20588-4000 Phone:  301-877-8568 Email:  Sandra.Schmidt@fletc.dhs.gov

		G.2.2. Alternate Contracting Officer: Mr. Terrence (Terry) Gragg Department of Homeland Security Federal Law Enforcement Training Centers 9000 Commo Road, STOP 4000 Cheltenham, MD 20588-4000 Phone:  301-599-1692 Email:  Terry.Gragg@fletc.dhs.gov



		G.3. ROLE OF GOVERNMENT PERSONEL IN CONTRACT ADMINISTRATION

		G.3.1. Contracting Officer (CO)

		G.3.1.1. The Contracting Officer has the overall responsibility for the administration of this contract.  All communication pertaining to contractual or administrative matters under the contract shall be addressed to the Contracting Officer.  The Cont...



		G.3.2. Contracting Officer’s Representative (COR)

		G.3.2.1. The Contracting Officer will designate the Contracting Officer's Representative (COR) at time of award.  The Contractor may direct all questions of a technical nature to the COR.  On all matters that pertain to the contract terms the Contract...

		G.3.2.2. The COR's responsibility is to clarify technical requirements of the contract, as needed, to ensure understanding by the Contractor, and to provide the Contractor access to working data to assure useful expenditures of the Contractor's effort...

		G.3.2.3. The COR will provide no supervisory or instructional assistance to the Contractor's personnel.

		G.3.2.4. The COR does NOT have the authority to enter into, modify and/or terminate the contract.  The COR is not empowered to make any commitments or changes which affect the contract price, terms, or delivery requirements.  Any such proposed changes...

		G.3.2.5. Whenever, in the opinion of the Contractor, the COR requests effort outside the scope of the contract, the Contractor should so advise the COR.  If the COR persists and there still exists a disagreement as to proper contractual coverage, the ...





		G.4. ORDERING AUTHORITY

		G.4.1. Only a FLETC Contracting Officer with a warrant may issue a delivery/task order or modification thereto up to the maximum order limitation.



		G.5. INVOICES

		G.5.1. Invoice Content and Submission

		G.5.1.1. All payments under this contract will be made by electronic funds transfer (EFT) in accordance with FAR 52.232-33, Payment by Electronic Funds Transfer—System for Award Management (See Section I).  An invoice is a written request for payment ...

		G.5.1.1.1. Name and address of Contractor and Contractor’s Tax Identification Number (TIN) and DUNS Number (or DUNS + 4, if applicable).

		G.5.1.1.2.  Invoice date

		G.5.1.1.3.  Contract number (including Task Order number, if any)

		G.5.1.1.4. Itemized contract line item, contract description of supplies or services, quantity, contract unit of measure and unit price, and extended totals

		G.5.1.1.5. Payment/discount terms

		G.5.1.1.6. Name and address to which payment is to be sent (which must be the same as that in the contract or on a proper notice of assignment);

		G.5.1.1.7. Name, title, phone number and mailing address of person to be notified in event of a defective invoice; and any other information or documentation required by other provisions of the contract (such as evidence of shipment).

		G.5.1.1.8. Upon work requests and contract completion, the Contractor shall submit an invoice annotated "Final Invoice" to the Contracting Officer (CO).





		G.5.2. Invoice Instructions

		G.5.2.1. Invoices shall be prepared and emailed to the Contracting Officer, unless otherwise specified.  Government certification on the invoice is required prior to payment.

		G.5.2.2. The Contractor shall submit an invoice to the Contracting Officer no later than fifth business day of the month (this can be adjusted after coordination with and approval of the Contracting Officer) for services performed in the preceding mon...

		G.5.2.3. Upon receipt of required Contractor submittals and verification of work actually performed, the Government will process invoices for payment.  Payment will be based on invoices submitted by the Contractor for satisfactorily completed work.   ...

		G.5.2.4. The Contracting Officer then must approve for payment before the invoice will be forwarded to the Finance Officer for payment. Payment will be based upon:

		G.5.2.4.1. The fixed monthly charge (for the fixed-price portion of the contract), less appropriate reductions for the entire preceding month.

		G.5.2.4.2. The actual quantities of work performed for the indefinite quantity and requirements potion of the contract.



		G.5.2.5. On the 12th or last invoice, received each fiscal year, an anticipated amount of reductions will be withheld until the actual reductions have been established.  When actual reductions are established, an invoice will be processed to make any ...





		G.6. PAYMENTS

		G.6.1. Payment Schedule

		G.6.1.1. The Government will make payments to the Contractor for services completed upon the submission of a proper itemized invoice to the Contracting Officer accompanied by the required documentation.



		G.6.2. Interest on Overdue Payments

		G.6.2.1. The Prompt Payment Act, Public Law 97-177 is applicable under this contract and requires the payment of interest on overdue payments and improperly taken discounts.

		G.6.2.2. The date of the check issued in payment or the date of payment by wire transfer through the Treasury Financial Communication Systems shall be considered to be the date payment is made.

		G.6.2.3. Determinations of interest due will be made in accordance with the provisions of the Prompt Payment Act and Office of Management and Budget Circular A-125.





		G.7. TASK ORDER AND MODIFICATION PROPOSALS – PRICE BREAKDOWN

		G.7.1. The Contractor, in connection with any proposal it makes for a task order or contract modification/change, shall furnish a price breakdown which is itemized as required by the Contracting Officer.   Unless otherwise directed, the breakdown shal...



		G.8. SERVICE CONTRACT ACT – WAGE DETERMINATION

		G.8.1. Section J, Attachment G.1 shows the most current Wage Determination and is applicable to this contract.





		SECTION H. SPECIAL CONTRACT REQUIREMENTS

		H.1. DIRECTIVES, REGULATIONS, AND INSTRUCTIONS (JUL 2013)

		H.1.1. The Contractor, its personnel, subcontractors, their personnel, and representatives shall become acquainted with and fully comply at all times with the Federal Law Enforcement Training Centers (FLETC) Regulations, Directives, and Instructions. ...

		H.1.2. In the event of a conflict between this contract and any FLETC Directive, Regulation or Instruction the contract prevails.



		H.2. OPERATION ON THE FACILITY (JUL 2013)

		H.2.1. Safety

		H.2.1.1. The Contractor shall conduct the operation(s) under this contract in strict conformance with all FLETC safety directives and Federal, State, and local requirements and with all applicable provisions of 29 CFR Part 1910 and 1926 of the Occupat...



		H.2.2. The Contractor shall conform to all safety rules and requirements in effect on the award date of this contract and shall take such additional precautions as the Contracting Officer (CO) may reasonably require for safety and accident prevention ...

		H.2.2.1. The Contractor shall make contract personnel available for Government furnished safety and occupational training for an estimate of two (2) hours to four (4) hours annually per individual. Government furnished training may include Quality, Sa...



		H.2.3. Accident Reports

		H.2.3.1. Within 24-hours of occurrence, the Contractor shall prepare a report of all job-related accidents and injuries occurring on FLETC property. The Contractor shall deliver the report to the Contracting Officer Representative (COR). The Contracto...



		H.2.4. Occupational Hazards

		H.2.4.1. The Contractor shall comply with all elements of OSHA Safety and Health Standards and FLETC Safety and Health Directives.



		H.2.5. Fire Prevention

		H.2.5.1. Contract personnel shall report fires immediately upon detection. The Contractor shall observe all OSHA, FLETC, and National Fire Prevention Association (NFPA) requirements for handling and storage of combustible supplies, materials, waste, a...



		H.2.6. Traffic Regulations

		H.2.6.1. Contractor and subcontractor personnel operating motor vehicles on FLETC shall observe traffic regulations and posted speed limits except as defined elsewhere in this contract. The only exception to posted speed limits is passing jogging form...



		H.2.7. Weapons

		H.2.7.1. Contractor and subcontractor personnel are not permitted to bring privately owned firearms, weapons, or ammunition on the Center. This restriction includes handguns, rifles, shotguns, hunting bow and arrows, etc. All privately owned firearms,...



		H.2.8. Supervision of Contractor Personnel

		H.2.8.1. The Contractor's personnel shall remain under the Contractor's direct supervision at all times. Although the Government will coordinate direction within the scope of the contract, detailed instructions for the Contractor's personnel's perform...





		H.3. MEDICAL TREATMENT

		H.3.1. Only emergency medical care is available in Government facilities to Contractor personnel who suffer on-the-job injury. The Government will NOT perform physical examinations on Contractor personnel except as specified elsewhere in this contract...

		H.3.2. Transfer to other than Government medical treatment facilities shall be affected by the Local Rescue Squad or Security Vehicle as determined necessary by attending medical authorities. The Contractor shall render payment for care at the rates e...



		H.4. SUBCONTRACTING

		H.4.1. The Government reserves the right to approve or disapprove subcontractors for any work required by this contract. The Contractor shall obtain the CO's written approval of all subcontractors and provide copies of approved subcontracts



		H.5. ORDER OF WORK

		H.5.1. The Contractor shall arrange the work so that it will not cause interference with the normal conduct of Government business or with the progress of other Contractors' projects. The Contractor shall submit all work schedules for approval by the ...



		H.6. OTHER CONTRACTS

		H.6.1. The Government may award third party contracts for additional work at or near the site of work under this contract. The Contractor shall fully cooperate with the other contractors and with Government employees and shall carefully adapt scheduli...



		H.7. DISRUPTION OF CONTRACTOR WORK SCHEDULE

		H.7.1. The Contractor shall promptly notify the CO and the COR when it appears that Government activities or personnel or other contractor's projects are hindering the effective execution of its work efforts.



		H.8. RIGHTS OF THE GOVERNMENT TO PERFORM FUNCTIONS WITH ITS OWN PERSONNEL

		H.8.1. The Government reserves the right to perform or supplement performance of contract functions with Government personnel during periods of disaster, war emergencies, police actions, or acts of God. Such performance shall not constitute a breach o...

		H.8.2. The Contractor agrees under such circumstances to permit the Government to use any essential Contractor-furnished property. The Government will equitably compensate the Contractor for use of such property.



		H.9. GOVERNMENT PERFORMANCE OF SERVICES DURING LABOR STRIKES

		H.9.1. Because the services called for under this contract are of critical importance to FLETC, the Government reserves the right to take over or supplement performance of this contract in the event of a labor strike by the Contractor's personnel whic...

		H.9.2. The Contractor will not be entitled to payment for any performance period, in part or in total, during which the Government assumes performance under this clause. This clause does not limit the Government's rights under any other clause of this...



		H.10. CONSERVATION

		H.10.1. Contractor and subcontractor personnel shall actively participate in all energy conservation efforts and programs applicable to work performed under this contract. The Contractor shall instruct its personnel and subcontractors in utilities con...



		H.11. LABOR RELATIONS

		H.11.1. The Contractor shall maintain satisfactory labor relations with its personnel. Representatives of the Contracting Office will not participate in labor relation matters unless disputes develop that interfere with the proper performance of the c...

		H.11.2. The Contractor shall provide the CO with a copy of any collective bargaining agreement applicable to personnel performing on this contract.



		H.12. RESERVED

		H.13. PHOTOGRAPHY

		H.13.1. No photography, of any nature, is allowed while on FLETC without the written authorization of the CO. Submit photography requests to the CO at least two (2) business days prior to anticipated photo session.



		H.14. CONDUCT OF PERSONEL

		H.14.1. The CO may require the Contractor to remove from the job site any individual under this contract for reasons of misconduct, security, suspected or found to be under the influence of alcohol, drugs, or other incapacitating agent. Contractor and...



		H.15. CONTRACTOR VEHICLES

		H.15.1. All Contractor vehicles operated on Government property shall be in operable condition, maintained in good repair, and meet all local, State and Federal safety requirements. Vehicles found to be unsafe or unable to function as designed shall b...

		H.15.2. All Contractor vehicles shall be operated in accordance with FLETC traffic regulations.

		H.15.3. Should a vehicle fail to meet the standards, the Contractor shall be liable of any resultant delays (including jeopardizing their performance report rating on contract schedules).

		H.15.4. The Contractor's name and telephone number shall be conspicuously legible on both sides of all Contractor vehicles and over-the-road equipment.



		H.16. PERMITS

		H.16.1. The Contractor shall without additional expense to the Government obtain all appointments, licenses, and permits required for the prosecution of the work and for compliance with all applicable Federal, State and local laws, regulations, and co...

		H.16.2. The Contractor shall ensure that all Contractor personnel who will be driving a vehicle in support of this contract possess required license, prior to driving that vehicle. This specifically includes personnel operating FLETC Government owned ...



		H.17. ENVIRONMENTAL PROTECTION

		H.17.1. The Contractor shall comply with all applicable environmental protection requirements including all Federal, State and local laws and regulations. All environmental protection matters shall be coordinated with the CO or designated representati...



		H.18. ACCESS TO BUILDINGS

		H.18.1. It shall be the Contractor's responsibility, through the COR, to obtain access to buildings and to arrange for each room/area to be opened and closed as necessary in performance of contract requirements. The Contractor shall be responsible for...



		H.19. KEY CONTROL

		H.19.1. Keys to include keyless entry cards or other similar control devices will be issued to the Contractor as appropriate. The Contractor shall receive, service, and account for all keys issued for use in the performance of this contract. The Contr...

		H.19.2. Neither the Contractor, nor any Contractor personnel, shall duplicate or fabricate any Government key in its custody. Should replacement keys be required, the Contractor shall submit a WRITTEN REQUEST to the COR. The Contractor shall report lo...

		H.19.3. The Contractor shall control access to all Government provided lock combinations to preclude unauthorized entry. The Contractor shall immediately notify the COR when lock combinations have been compromised.

		H.19.4. Should the security of a facility become compromised by the loss of a key by Contractor personnel, the Contractor shall be responsible for replacement cost for rekeying of locks or lock replacements as determined appropriate by the CO. In the ...

		H.19.5. Contractor personnel shall not allow anyone the use of any Government key in their possession. They shall not open locked rooms or areas to permit entrance by persons other than Contractor personnel performing assigned duties. Any room unlocke...



		H.20. DISCLOSURE OF INFORMATION

		H.20.1. Neither the Contractor nor any contract personnel shall disclose, or cause to be disseminated, any information concerning the operations which could result in or increase the likelihood of the possibility of a breach of FLETC (or its partner o...

		H.20.2. No Contractor personnel or representative shall provide any information related to FLETC activities to any element of the media without the CO's prior written permission. This prohibition includes publicity releases, recruitment notices, etc. ...

		H.20.3. Under no circumstances shall the Contractor, or anyone acting on behalf of the Contractor, refer to the equipment or services furnished pursuant to the provisions of this contract in, or in connection with, any news release or commercial adver...

		H.20.4. Should any such reference appear in any news release or commercial advertising issued by or on behalf of the Contractor without such prior consent, the Government shall consider institution of all remedies available under the provisions of thi...

		H.20.5. Deviations from, or violations of, any of the provisions of this paragraph will, in addition to all other criminal and civil remedies provided by law, subject the Contractor to immediate termination for default and the individual(s) involved t...



		H.21. ADVERTISING OF AWARD

		H.21.1. The Contractor shall not refer to awards in commercial advertising in such a manner as to state or imply that the product or service provided is endorsed or preferred by the Federal Government or is considered by the Government to be superior ...



		H.22. DAMAGE REPORTS

		H.22.1. In all instances where Government property or equipment is damaged by Contractor personnel, the Contractor shall submit a full written report of the facts and extent of such to the COR within 24 hours.



		H.23. PROPERTY DAMAGE AND PERSONAL INJURIES

		H.23.1. The Contractor shall assume full responsibility for any and all damages or claims for damage for injury to persons, property, or equipment which results from any service performed under this contract. The Contractor shall repair or replace to ...



		H.24. INDEMNITY AND LIABILITY

		H.24.1. The Contractor shall exercise reasonable care and use the Contractor's best efforts to prevent accidents, injury, or damage to all persons and property in and about the work and to the facility or part(s) thereof upon which work is done.

		H.24.2. The Contractor shall indemnify and hold harmless the Government against any and all liability claims and costs for injury to any property (Government or otherwise) arising from the occupancy, use, service, operation or performance of work in c...

		H.24.3. The Government will in no way be responsible for damages or loss occasioned by fire, theft, and accident or otherwise to the Contractor's stored supplies, materials, equipment, or its personnel's personal belongings.

		H.24.4. The Contractor shall indemnify the Government against any and all liability claims for injuries, or death of any person and for loss or damage to any property occurring in connection with the occupancy, use, service, operation, or performance ...



		H.25. CONTRACTOR LIABILITY FOR ACTS OF GOD

		H.25.1. The Contractor shall not be held responsible for damages incurred as a result of an Act of God, including but not limited to: flood, lightning, hurricane, tornado, earthquake, and unusually severe weather conditions documented by the National ...



		H.26. INSURANCE (JUL 2013)

		H.26.1. The Contractor shall procure and maintain insurance at the Contractor’s expense during the term of the contract and any extensions. Before starting work under this contract, the Contractor shall certify to the CO in writing that the required i...

		H.26.1.1. Comprehensive General Liability: $200,000 per person and $500,000 per accident for bodily injury and $50,000 per occurrence for property damage

		H.26.1.2. Automobile Insurance: $200,000 per person and $500,000 per occurrence for bodily injury and $20,000 per occurrence for property damage

		H.26.1.3. Standard Workers' Compensation and Employer's Liability Insurance in the minimum amount of $100,000.



		H.26.2. The general liability policy shall name "The United States of America, acting by and through the Department of Homeland Security (DHS), Federal Law Enforcement Training Center (FLETC)" as an additional insured with respect to operations perfor...

		H.26.3. The Certificate of Insurance shall provide for a minimum of 30 days written notice to the CO by the insurance company prior to cancellation or material change in policy coverage.



		H.27. HOLIDAYS

		H.27.1. "Federal holidays" to be used to compute labor hours in the solicitation and contract, are: New Year's Day Labor Day Martin Luther King's Birthday Columbus Day President's Day Veteran's Day Memorial Day Thanksgiving Day Independence Day Christ...

		H.27.2. When any holiday falls on a Saturday, the preceding Friday is observed. When any holiday falls on a Sunday, the following Monday is observed. Observance of such days by Government personnel shall not by itself be cause for an additional period...

		H.27.3. Occasionally Federal holidays will be declared normal training days and full Contractor support will be required. Notice of this requirement will be given to the Contractor at least one week in advance.

		H.27.4. The Contractor shall NOT receive premium rates for any special declared holiday for Federal employees (e.g., national day of mourning for death of a former president).



		H.28. HOURS OF OPERATION

		H.28.1. Hours of operation are listed in Section C, paragraph C.1.7.



		H.29. PHYSICAL AND PERSONNEL SECURITY REQUIREMENTS (JUL 2013)

		H.29.1. General Requirements

		H.29.1.1. Contractor and subcontractor personnel in the performance of this contract or any representative of the Contractor entering FLETC shall abide by all FLETC security regulations which may be in effect during the contract period. Any such indiv...

		H.29.1.1.1. If an MBI or NACI investigation is required, Contractor and subcontractor personnel will be required to complete a Standard Form 85 (SF 85), Questionnaire for Non-Sensitive Positions, or SF 85P, Questionnaire for Public Trust Positions. An...

		H.29.1.1.2. For a cleared contract, the security background check will be conducted on the Contractor (facility) and Contractor and subcontractor personnel by the Defense Industrial Security Clearance Office (DISCO).



		H.29.1.2. FLETC reserves the right and prerogative to deny and/or restrict facility and information access of any Contractor or subcontractor personnel whose actions are in conflict with the standards of conduct, 5 CFR 2635. In accordance with the mos...

		H.29.1.2.1. Any felony conviction within the last six years;

		H.29.1.2.2. Any misdemeanor conviction of a serious nature within the last three years;

		H.29.1.2.3. Multiple misdemeanor convictions within the last six years;

		H.29.1.2.4. An active "habitual offender" classification for any violation of the law;

		H.29.1.2.5. Any conviction for drug usage trafficking or involvement in the last two years;

		H.29.1.2.6. Violence against Law Enforcement Officers (LEO);

		H.29.1.2.7. Disdain of legal authority;

		H.29.1.2.8. Violations of moral turpitude (e.g., child brutality, child molestation, rape, wrongful death of another, etc.);

		H.29.1.2.9. Other crimes of violence;

		H.29.1.2.10. An active arrest warrant for any of the aforementioned crimes, and/or;

		H.29.1.2.11. Past incidents that would reflect badly on FLETC in the eyes of the public or that would otherwise pose a threat to the safety and security of FLETC personnel or property.



		H.29.1.3. The Contractor shall report to the CSO any adverse information coming to their attention concerning Contractor and subcontractor personnel during the course of the contract. The report shall include the individual's name and social security ...

		H.29.1.4. Costs, delays and other hardships that result from Contractor or subcontractor personnel being denied access to FLETC shall be borne entirely by the Contractor. Denial of access for Contractor or subcontractor personnel to FLETC by the CSO s...



		H.29.2. Access to FLETC Facilities by Contractor Personnel

		H.29.2.1. Determination of Contractor and subcontractor personnel's physical security access requirements must be coordinated with the CO or COR. Contractor and subcontractor personnel are subject to specific access requirements as defined herein.

		H.29.2.2. Contractor. The Contractor shall manage the submission of personnel requests for background investigations, and shall conduct their own pre-screening to ensure not only that the application is complete, but also to pre-screen for suitability...

		H.29.2.2.1. Public record criminal checks

		H.29.2.2.2. Past Employment History

		H.29.2.2.3. Education

		H.29.2.2.4. Bankruptcies, Liens, Judgments

		H.29.2.2.5. Verify Social Security Number (SSN), Date of Birth (DOB), and Residence

		H.29.2.2.6. E-Verify name check (foreign born)

		H.29.2.2.7. Google Query

		H.29.2.2.8. Social Network Query



		H.29.2.3. Suitability for Contractor Personnel to Perform on FLETC. Suitability factors are identified in the most current version of DHS Instruction Handbook 121-01-007, Suitability and Security Program. The Contractor shall:

		H.29.2.3.1. Furnish to prospective Contractor and subcontractor personnel under this contract the necessary forms to be completed to request access to FLETC (Form I-9, OF 306, and FTC-SEM-17).

		H.29.2.3.2. Review the completed forms for completeness and accuracy and submit completed forms to the CO or COR for processing.

		H.29.2.3.3. Ensure that personnel have been checked through E-Verify.

		H.29.2.3.3.1. E-Verify informational brochure on how to create an account: http://www.uscis.gov/USCIS/Verification/E-Verify/Publications/Guides/guide-enrollment.pdf

		H.29.2.3.3.2. E-Verify login at: https://e-verify.uscis.gov/emp/vislogin.aspx

		H.29.2.3.3.3. Ensure that proposed Contractor and subcontractor personnel meet the standards as outlined in the preceding paragraphs.

		H.29.2.3.3.4. Ensure that personnel who are moderate risk and require an MBI do not exceed the DHS bad debt limit of $7,500.00.



		H.29.2.3.4. Cleared Contractors. Contractor and subcontractor personnel that are to perform on FLETC in a national security position as identified by FLETC CSO must be cleared personnel who have received their clearance from the DISCO. Both the Contra...



		H.29.2.4. Contractor Personnel Access For More Than Six Months. All Contractor and subcontractor personnel who are not temporary or intermittent and who work at FLETC on a regular basis for more than six (6) months will be required to complete an SF 8...

		H.29.2.4.1. The Security and Emergency Management Division (SEM) / Personnel Security Program (SEM/PER) will initiate Contractor and subcontractor personnel into the e-QIP system using information provided on the FTC-SEM-17.

		H.29.2.4.2. Contractor and subcontractor personnel will then receive an e-mail message that provides information on accessing the OPM website and completing the electronic questionnaire.

		H.29.2.4.3. In order for Contractor and subcontractor personnel to begin work, the SF 85/85P must be completed and electronically released to SEM/PER. SEM/PER will then release the SF 85/85P to the OPM for the background investigation.

		H.29.2.4.4. For positions identified by the CSO or FLETC Information System Security Manager (ISSM) as low, moderate, or high risk for suitability for employment, the Contractor shall:

		H.29.2.4.4.1. Provide to the CO a Form I-9, OF 306, and Badge Application FTC-SEM-17 for all identified Contractor and subcontractor personnel. All forms must be completed in their entirety. For U.S. Citizens, the Contractor must submit the required f...

		H.29.2.4.4.2. Upon notification from FLETC Security staff, Contractor and subcontractor personnel will be required to appear in person before an authorized FLETC representative for the purpose of verifying the individual's identity in accordance with ...

		A picture identification card issued by either a governmental entity of one of the several States or the United States Federal government, and;

		One other form of identification specified on Form I-9. Upon verifying the Contractor and subcontractor personnel's identity, Contractor and subcontractor personnel shall provide fingerprints and a photograph.

		Following a favorably adjudicated background investigation, FLETC may issue a Personal Identity Verification (PIV) Card to Contractor and subcontractor personnel that will enable appropriate access to the facility and IT systems. Such access will onl...

		At the discretion of the CSO and following the receipt of favorable National Agency Check (NAC), FLETC may elect to approve temporary access to the facility for Contractor and subcontractor personnel while the rest of the suitability investigation is...







		H.29.2.5. Contractor Personnel Less Than Six Months, More Than Five Days. Contractor and subcontractor personnel who will require access to FLETC for more than five (5) days, but less than six (6) months, the Contractor shall provide a completed OF 30...

		H.29.2.5.1. FLETC shall conduct background checks for access using the information provided in Sections A and B of FTC-SEM-17.

		H.29.2.5.1.1. Upon notification from FLETC Security staff, Contractor and subcontractor personnel will be required to appear in person before an authorized FLETC representative for the purpose of verifying the individual's identity. Verification of th...

		A picture identification card issued by either a governmental entity of one of the several States or the United States Federal government, and;

		One other form of identification specified on Form I-9. Upon verifying the Contractor and subcontractor personnel's identity, Contractor and subcontractor personnel shall provide fingerprints and a photograph.

		Once the results of the fingerprints are received by the SEM/PER are successfully adjudicated, the Contractor will be allowed to begin work.







		H.29.2.6. Contractor Personnel for Five Days or Less. For Contractor and subcontractor personnel who will require access to FLETC for up to five (5) days, the Contractor shall request temporary or intermittent access utilizing FTC-SEM-17. Such access ...

		H.29.2.7. Employment and Prime Contractor Requirements for Non-U.S. Citizens. The Contractor will adhere to the following requirements when attempting to employ Non-U.S. Citizens on FLETC.

		H.29.2.7.1. Employment requests for Foreign Nationals (FN) must be submitted to the SEM with full and complete documentation in the below identified time frame(s). Requests must be made on FTC-SEM-17, which can be obtained from FLETC Registration Buil...

		H.29.2.7.1.1. NOTE: All FNs seeking to perform at FLETC MUST present valid identification documents (i.e., Resident Alien card, Permanent Resident card, Passport, Visa, Employment Authorization Card, etc.) at the Registration Building/Visitor Center. ...



		H.29.2.7.2. For FNs who are Lawful Permanent Residents (LPRs) of the United States, requests must be submitted to the SEM no less than 10 business days in advance of the first day of access. A copy of the FN's LPR card must be attached.

		H.29.2.7.3. Requests for permission to work for FNs who are not LPRs, must be submitted to SEM no less than 30 business days in advance of the first day of access. A copy of the FN¿s passport (and visa, if applicable) must be attached.

		H.29.2.7.4. The Contractor must notify the responsible CO as to whether they will employ any Non-U.S. Citizen Contractor or subcontractor personnel that fall into positions/areas with possible access to SBU information. SBU information includes but is...

		H.29.2.7.4.1. Confirm in writing that the FN Contractor and subcontractor personnel has been an LPR of the U.S. for two (2) years or more or if non-LPR the Contractor must confirm in writing that FN personnel have a valid Employment Authorization Docu...

		H.29.2.7.4.2. Confirm in writing that the Contractor believes that the FN Contractor and subcontractor personnel are not a threat to the U.S. and would properly protect and/or handle the SBU information they will be required to work with or near.

		H.29.2.7.4.3. Confirm in writing that the FN Contractor and subcontractor personnel have indicated that they are willing to submit to the OPM-conducted MBI and have agreed to complete the SF 85P, Form I-9, submit a set of fingerprints; and provide any...

		H.29.2.7.4.4. The cost of the investigation and adjudication shall be responsibility of the FN Contractor and subcontractor personnel or the Contractor.

		H.29.2.7.4.5. FN Contractor and subcontractor personnel who are temporary/intermittent and who have work-related, or may have inadvertent, access to SBU information are required to have a successfully adjudicated MBI prior to beginning work.

		H.29.2.7.4.6. Access for those FN/LPR Contractor and subcontractor personnel in these kinds of positions that are not included in the Contractor's request document will be immediately rescinded.

		H.29.2.7.4.7. When a FN/LPR contract position applicant is being sponsored by a FLETC Partner Organization (PO) for a position with access to SBU information, the PO must conduct the required background investigations and the PO sponsor must indicate ...







		H.29.3. Identification Badges and Vehicle Passes

		H.29.3.1. All individuals working on or requesting access to FLETC must obtain authorization to enter FLETC through the issuance of an appropriate FLETC identification badge or PIV card. FLETC badge/card or PIV card are required to be worn visibly on ...

		H.29.3.2. Vehicle passes are issued by FLETC to those who need to operate and or park vehicles on FLETC property. Vehicle passes will only be issued to Contractor and subcontractor personnel for vehicles maintained in a safe operating condition. Those...

		H.29.3.3. A $15.00 replacement charge will be assessed against the Contractor for each FLETC badge/card or pass that must be replaced for other than excessive wear, name change, or other reason approved by the SEM. The replacement charge for a PIV car...

		H.29.3.4. If Contractor and subcontractor personnel resign, are terminated, or denied access to FLETC, voluntarily or otherwise, prior to contract completion, the bearer of FLETC identification badge or PIV card and vehicle pass shall immediately surr...



		H.29.4. Completion of the Contract

		H.29.4.1. The Contractor shall be responsible for returning to the SEM all identification badges and vehicle passes issued under the contract no later than 15 days after the final acceptance of the work by FLETC. Final contract payment shall not be au...

		H.29.4.2. Before final payment is made, the CO in conjunction with the SEM may review the number of badge applications submitted under this contract. If the number of Contractor and subcontractor personnel denied access to FLETC because of the results...



		H.29.5. Review of Access and Suitability Determinations

		H.29.5.1. Access Determinations. Access to classified national security information and the receipt of a security clearance will be in accordance with Executive Order (EO) 13526, as well as all applicable Department of Homeland Security Directives and...

		H.29.5.2. Suitability Determinations. When adverse information is developed in the course of a suitability investigation, the scope of the inquiry will normally be expanded to the extent necessary to obtain such additional information as may be requir...





		H.30. SECURITY TRAINING

		H.30.1. General. All Contractor personnel (including subcontractors or any representative of the Contractor) entering the Federal Law Enforcement Training Center (FLETC) shall be provided Security training prior to performing on FLETC. Training materi...

		H.30.2. Training. Security training shall be provided by the Contractor, at least annually, for Contractor and subcontractor personnel, and applicable representatives requiring access to FLETC. The training shall consist of the viewing of a Government...

		H.30.2.1. All Contractor and subcontractor personnel requiring access to FLETC shall review the Government- provided material from the COR or CO. Contractor supervisory personnel will ensure that the Exhibit is available for review by any contractor e...

		H.30.2.1.1. Contractor and subcontractor personnel requiring access to FLETC for a period of six (6) months or more shall also view the Government-provided Security Orientation for Contractors Video at the required reporting timeframes specified below.

		H.30.2.1.2. Contractor and subcontractor personnel requiring access for less than six (6) months shall review the Government-provided material provided by the COR or CO.

		H.30.2.1.3. Reporting. The Contractor shall deliver to the CO a Security Training List within the first 30 days of performance, and semi-annually on the first day of October and April. The Security Training List shall be provided in Microsoft Excel fo...



		H.30.2.2. Certification. The Contractor shall certify information submitted on the Security Training List is accurate. The Contractor shall designate an authorized representative for certification purposes





		H.31. ACCESS TO UNCLASSIFIED FACILITIES, INFORMATION TECHNOLOGY RESOURCES, AND SENSITIVE INFORMATION REQUIREMENT (JUL 2013)

		H.31.1. The assurance of the security of unclassified facilities, IT resources, and sensitive information during the acquisition process and contract performance are essential to the DHS mission. DHS Directive 11042.1, Safeguarding Sensitive But Uncla...

		H.31.2. The Government will provide the Contractor with access to existing system.

		H.31.3. Sensitive Information, means any information, the loss, misuse, disclosure, or unauthorized access to or modification of which could adversely affect the national or homeland security interest, or the conduct of Federal programs, or the privac...

		H.31.3.1. Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing reg...

		H.31.3.2. Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as amended, "Policies and Procedures of Safeguarding and Control of SSI," as amended, and any supplementary guidance officially communicate...

		H.31.3.3. Information designated as FOUO, which is unclassified information of a sensitive nature and the unauthorized disclosure of which could adversely impact a person's privacy or welfare, the conduct of Federal programs, or other programs or oper...

		H.31.3.4. NOTE: By Fiscal Year 2014, the designation "Controlled Unclassified Information" (CUI) will replace FOUO and other sensitive but unclassified markings. As mandatory implementation time comes closer, the Contractor may find more documents, ma...

		H.31.3.5. Any information that is designated "sensitive" or subject to other controls, safeguards or protections in accordance with subsequently adopted homeland security information handling procedures.

		H.31.3.6. "Information Technology Resources" include, but are not limited to, computer equipment, networking equipment, telecommunications equipment, cabling, network drives, computer drives, network software, computer software, software programs, int...



		H.31.4. Contractor and subcontractor personnel working on this contract must complete such forms as may be necessary for security or other reasons, including the conduct of background investigations to determine suitability. Completed forms shall be s...

		H.31.5. The CO may require the Contractor to prohibit individuals from working on the contract if the government deems their initial or continued employment contrary to the public interest for any reason, including, but not limited to, carelessness, i...

		H.31.6. Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the CO. For Contractor and subcon...

		H.31.7. The Contractor shall include the substance of this clause in all subcontracts at any tier where the subcontractor may have access to Government facilities, sensitive information, or resources.

		H.31.8. Before receiving access to IT resources under this contract the individual must receive a security briefing, which the COR will arrange, and complete the Contractor's verification of Security Training.



		H.32. OPERATIONS SECURITY (OPSEC) REQUIREMENTS (JUL 2013)

		H.32.1. FLETC OPSEC Program (SEM/OPS) acts to secure against the inadvertent release or unauthorized disclosure of such information outside established control procedures. Specific, unclassified facts about FLETC's mission, intentions, capabilities, o...

		H.32.1.1. FLETC must determine if there is critical information associated with the contract or activities involved in the contract that warrants the inclusion of OPSEC requirements. Consideration shall be given to the type of work being performed and...

		H.32.1.1.1. Indications of when and where activities will occur (such as tests) which can possibly be targeted and present collection opportunities by foreign intelligence.

		H.32.1.1.2. The duration of a contract and indications of results (such as in ads, status reports and brochures).

		H.32.1.1.3. The existence of a contract, services involved and what is being developed in U.S. press releases, stock prospective, etc.

		H.32.1.1.4. Pictures indicating classified design features or approaches.

		H.32.1.1.5. The lettering of contracts and identity of subcontractors.

		H.32.1.1.6. Maps, Aerial Photographs, Floor Plans of the project.

		H.32.1.1.7. Photographs including facial images.

		H.32.1.1.8. Official and Personal websites (including social networking sites) revealing details of the project.

		H.32.1.1.9. Contract specifications detailing how project and contractor personnel are handling/protecting SBU information.



		H.32.1.2. To ensure uniformity in the way OPSEC requirements are presented to industry, the following guidance shall be followed:

		H.32.1.2.1. Guidance will be appended to basic solicitations or contracts and labeled "OPSEC Requirements."

		H.32.1.2.2. OPSEC guidance will include Critical Information pertinent to contractual activities and essential secrecy to be maintained and statement of harm if adversaries derive accurate estimates.



		H.32.1.3. If OPSEC requirements are necessary, an OPSEC review shall be conducted of the statement of work (SOW) for contracts prior to the time the CO releases the SOW to contract offerors/bidders. The SOW is a publicly released document that can rev...

		H.32.1.4. FLETC and PO COs, CORs, and contractor managers are responsible for ensuring that their respective Contractors are aware of this policy and adhere to these requirements. This includes responding to Contractor inquiries on what photography is...

		H.32.1.5. Contractor and subcontractor personnel may be required to participate in formal OPSEC classroom and/or computer based training (CBT) and briefings, as required.

		H.32.1.6. Contractor and subcontractor personnel use of personal still and video photography (including cell phone cameras) is prohibited.

		H.32.1.7. Contractor and subcontractor personnel use of still and video photography is limited to ONLY those authorized activities on FLETC facilities that have been approved by the applicable FLETC Training Directorate and/or PO Academy, are part of ...

		H.32.1.8. Photographing of ANY training activity must be approved in writing by the applicable FLETC Training Directorate and/or PO Academy.

		H.32.1.8.1. Contractor and subcontractor personnel to whom access to FLETC-related SBU and critical information is granted will:

		H.32.1.8.2. Be aware of and comply with FLETC safeguarding requirements for OPSEC, as applicable.

		H.32.1.8.3. Be aware that not protecting DHS and FLETC critical information may result in administrative or disciplinary action.

		H.32.1.8.4. Participate in formal OPSEC classroom and/or CBT and briefings, as required.

		H.32.1.8.5. The Contractor will coordinate with Project Coordinators, e.g., FMD, and SEM/OPS the conduct of OPSEC reviews, assessments, and evaluations of FLETC contractor products designated for external distribution or publication to include televis...

		H.32.1.8.5.1. As applicable, the Contractor will ensure that all subordinate Contractor and subcontractor personnel will participate with these reviews, surveys, assessments, development of countermeasures, etc., for their respective organization.

		H.32.1.8.5.2. The Contractor will ensure documentation of individual Contractor and subcontractor personnel attendance at OPSEC briefings and training occurs by following established training documentation procedures, as applicable. Submit all applica...









		H.33. INFORMATION TECHNOLOGY AND DATA SECURITY REQUIREMENTS (JUL 2013)

		H.33.1. General Requirements:

		H.33.1.1. All Contractor and subcontractor personnel in the performance of this contract requiring access to FLETC information technology (IT) systems or sensitive data shall abide by all FLETC IT security regulations which may be in effect during the...

		H.33.1.2. Determination of Contractor and subcontractor personnel IT access needs must be coordinated with the COR. IT system and data suitability background investigation requirements may be greater than those requirements for physical security acces...

		H.33.1.3. The required suitability background investigation forms will be provided upon contract award. All forms must be completed in their entirety by all Contractor and subcontractor personnel subject to the requirement. If the background investiga...



		H.33.2. Contract Completion:

		H.33.2.1. The Contractor shall be responsible for ensuring FLETC Chief Information Officer (CIO) Directorate is notified of all Contractor and subcontractor personnel released from this contract support at the time of release, voluntarily or otherwise...



		H.33.3. Information Technology Security Training

		H.33.3.1. All Contractor and subcontractor personnel entering FLETC shall be provided IT Security training prior to accessing an information system, its information, and resources. Training material will be provided by the Government. 5 CFR part 930, ...

		H.33.3.2. IT Security Awareness training shall be provided by the Contractor for Contractor and subcontractor personnel requiring access to FLETC IT systems and resources. The Contractor shall use training prescribed by the Chief Information Security ...

		H.33.3.3. The Contractor shall deliver to the CO an IT Security training report within the first 30 days of performance. The report shall be provided in Microsoft Excel format. The report shall contain the Company Name, Employee Name, Date, and Date o...

		H.33.3.4. The Contractor shall verify information submitted on the report is accurate.

		H.33.3.5. In addition to IT Security Awareness training, the Contractor shall provide Contractor and subcontractor personnel performing significant IT security responsibilities under this contract with specific role-based training prescribed in Append...



		H.33.4. IT Access

		H.33.4.1. The Contractor shall sign the prescribed Rules of Behavior before access to FLETC IT systems will be granted. The Contractor consents to monitoring for compliance and other lawful purposes while using a FLETC-issued account.



		H.33.5. Contractor IT Security Plan

		H.33.5.1. The Contractor shall provide, implement and maintain an IT Security Plan. The plan shall be delivered to the CO in accordance with HSAR 3052.204-70, Security Requirements for Unclassified Information Technology Resources for Government appro...



		H.33.6. Interconnection Security Agreements

		H.33.6.1. Interconnections between FLETC and non-FLETC IT systems shall be established only through controlled interfaces and via approved service providers. The controlled interfaces shall be accredited at the highest security level of information on...



		H.33.7. Information Security Standards Applicable to this Contract

		H.33.7.1. DHS Sensitive Systems Policy Directive 4300A, version 9.0.2, March 2012, or subsequent publication.





		H.34. PHASE-IN/ORIENTATION PERIOD (JUL 2013)

		H.34.1. The Contractor shall become acquainted with all available information regarding difficulties which may be encountered and the conditions under which the work of this contract must be accomplished. The Contractor will NOT be relieved from assum...

		H.34.2. The Contractor shall begin phase-in only after post award conference and in accordance with the requirements contained in the submitted phase-in plan. The Contractor is expected to be at full performance at the completion of the phase-in period.

		H.34.3. To ensure a smooth transition of work effort from the incumbent, the Contractor shall begin an orientation to:

		H.34.3.1. Become thoroughly familiar with work requirements and work procedures.

		H.34.3.2. Finalize development of necessary work plans and procedures.

		H.34.3.3. Complete personnel requirements (work force) including the hiring of personnel to assure satisfactory performance beginning on the contract start date.

		H.34.3.4. Obtain security clearances, if required.

		H.34.3.5. Complete training requirements and accomplish necessary training of Contractor and subcontractor personnel.

		H.34.3.6. Finalize the development of quality control plans and procedures.

		H.34.3.7. The Contractor is prohibited from soliciting Government personnel for employment.

		H.34.3.8. The Contractor shall negotiate in good faith a plan with the incumbent as described in the below cited clause entitled ¿PHASE-OUT/CONTRACT COMPLETION.



		H.34.4. Immediately after award and prior to performance, the Contractor's representative and the COR shall make an on-site, in-depth review of the total job requirements. The Contractor will be allowed access to the facilities to familiarize supervis...

		H.34.5. The Contractor shall make provisions for all required building, material, and equipment inventories to be conducted during the last 10 business days of the phase-in period. The Contractor shall coordinate these inventories with the COR so thos...



		H.35. ACTIVE SHOOTER TRAINING (DEC 2015)

		H.35.1. General. All Contractor personnel (including subcontractors or any representative of the Contractor) entering the Federal Law Enforcement Training Centers (FLETC) shall be provided Active Shooter Threat training. Training material will be prov...

		H.35.2. Training. Active Shooter Threat training shall be provided by the Contractor, at least annually, for Contractor and subcontractor personnel, and applicable representatives requiring access to FLETC. The training shall consist of viewing the on...

		H.35.2.1. All current contractor and subcontractor personnel requiring access to FLETC shall view the Government-provided material at Section J, Exhibit [Contracting Officer insert Exhibit Number] within thirty (30) days. The DVD will be provided at t...

		H.35.2.2. All new contractor and subcontractor personnel requiring access to FLETC shall be trained within the first thirty (30) days of reporting for duty.



		H.35.3. Reporting. The Contractor shall deliver to the CO an Active Shooter Threat Training List within the first 30 days of performance, and semi-annually on the first day of October and April. The Active Shooter Threat Training List shall be provide...

		H.35.4. Certification. The Contractor shall certify information submitted on the Active Shooter Threat Training List is accurate. The Contractor shall designate an authorized representative for certification purposes.



		H.36. PHASE-OUT/CONTRACT COMPLETION (JUL 2013)

		H.36.1. The Contractor shall provide a phase-out plan to the Contracting Officer for approval 102 days prior to contract completion. The plan shall describe how the contractor shall approach the following issues: orientation and training of follow-on ...

		H.36.2. At a minimum the incumbent contractor Project Manager shall be available to attend the post-award conference to the follow-on contract as a means to aid in transition. Duration of engagement shall be limited to two (2) hour. Incumbent shall be...

		H.36.3. If there is a change in Contractor, the incumbent Contractor shall negotiate in good faith a plan with the follow-on contractor addressing the nature and extent of orientation and training to ensure nominal impact during transition and to comp...

		H.36.4. The Contractor shall schedule all inventories to occur within 15 business days prior to exercise of options or the termination of the contract. The Contractor shall coordinate these inventories with the COR so those appropriate representatives...

		H.36.5. Within five (5) business days after completion of this contract (or as otherwise directed by the CO) the Contractor shall remove all Contractor owned vehicles, equipment, tools, supplies, materials, or other items from FLETC. The Government re...

		H.36.6. Within 21 business days after completion of this contract the Contractor shall return all personnel identification badges. Final contract payment will not be authorized until FLETC has received all identification badges and passes issued under...

		H.36.7. All documents will be maintained in an organized, acceptable working order by the Contractor in the Government provided office. The Technical Library, if required by this contract, shall remain in place, in acceptable working order, at the Con...



		H.37. SALVAGE

		H.37.1. All Government-owned material and equipment which are removed or disconnected, but are not specifically indicated or specified for reuse shall remain the property of the Government if determined by the COR to be of value. Such items shall be d...



		H.38. SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015)

		H.39. INFORMATION TECHNOLOGY SECURITY & PRIVACY TRAINING (MAR 2015)



		SECTION I. CONTRACT CLAUSES

		I.1. 52.212-4 CONTRACT TERMS AND CONDITIONS—COMMERCIAL ITEMS (JAN 2017)

		I.2. 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUES OR EXECUTIVE ORDERS—COMMERCIAL ITEMS (JAN 2017)

		I.3. 52.204-21 Basic Safeguarding of Covered Contractor Information Systems (Jun 2016)

		I.4. 52.216-18 Ordering (Oct 1995)

		I.5. 52.216-19 Order Limitations (Oct 1995)

		I.6. 52.216-22 Indefinite Quantity (Oct 1995)

		I.7. 52.216-24 Limitation of Government Liability (Apr 1984)

		I.8. 52.216-25 Contract Definitization (Oct 2010)

		I.9. 52.217-9 Option to Extend the Term of the Contract (Mar 2000)

		I.10. 52.219-12 Special 8(a) Subcontract Conditions (Jan 2017)

		I.11. 52.219-17 Section 8(a) Award (Jan 2017)

		I.12. 52.219-18 Notification of Competition Limited to Eligible 8(a) Participants (Jan 2017)

		I.13. 52.233-2 Service of Protest (Sept 2006)

		I.14. 52.252-2 Clauses Incorporated by Reference (Feb 1998)

		I.14.1. 52.203-17 Contractor Employee Whistleblower Rights and Requirement to Inform Employees of Whistleblower Rights (Apr 2014)

		I.14.2. 52.204-4 Printed or Copied Double-Sided on Postconsumer Fiber Content Paper (May 2011)

		I.14.3. 52.211-11 Liquidated Damages—Supplies, Services, or Research and Development (Sept 2000)

		I.14.4. 52.213-1 Fast Payment Procedure (May 2006)

		I.14.5. 52.215-21 Requirements for Certified Cost or Pricing Data and Data Other Than Certified Cost or Pricing Data—Modifications (Oct 2010)

		I.14.6. 52.216-4 Economic Price Adjustment—Labor and Material (Jan 2017)

		I.14.7. 52.217-8 Option to Extend Services (Nov 1999)

		I.14.8. 52.219-11 Special 8(a) Contract Conditions (Jan 2017)

		I.14.9. 52.223-22 Public Disclosure of Greenhouse Gas Emissions and Reduction Goals-Representation (Dec 2016)

		I.14.10. 52.232-40 Providing Accelerated Payments to Small Business Subcontractors (Dec 2013)

		I.14.11. 52.233-1 Disputes (May 2014)

		I.14.12. 52.233-3 Protest After Award (Aug 1996)

		I.14.13. 52.233-4 Applicable Law for Breach of Contract Claim (Oct 2004)

		I.14.14. 52.237-2 Protection of Government Buildings, Equipment, and Vegetation (Apr 1984)

		I.14.15. 52.237-3 Continuity of Services (Jan 1991)

		I.14.16. 52.243-1 Changes—Fixed-Price (Aug 1987)

		I.14.17. 52.244-5 Competition in Subcontracting (Dec 1996)

		I.14.18. 52.244-6 Subcontracts for Commercial Items (Jan 2017)

		I.14.19. 52.245-1 Government Property (Jan 2017)

		I.14.20. 52.245-9 Use and Charges (Apr 2012)

		I.14.21. 52.249-2 Termination for Convenience of the Government (Fixed Price) (April 2012)

		I.14.22. 52.249-8 Default (Fixed-Price Supply and Service) (April 1984)

		I.14.23. 3052.203-70 Instructions for Contractor Disclosure of Violations (Sep 2012)

		I.14.24. 3052.205-70 Advertisements, Publicizing Awards, and Releases (Sep 2012)

		I.14.25. 3052.223-70 Removal or Disposal of Hazardous Substances—applicable licenses and Permits (Jun 2016)

		I.14.26.



		I.15. 3052.204-71 Contractor Employee Access (Sep 2012)

		I.16. 3052.207-70 Prohibition on Contracts with Corporate Expatriates (Jun 2016)

		I.17. 3052.212-70 Contract Terms and Conditions Applicable to DHS Acquisition of Commercial Items (Sep 2012)

		I.18. 3052.225-70 Requirement for Use of Certain Domestic Commodities (Aug 2009)



		SECTION J. ATTACHMENTS

		SECTION K. Representations, certifications, AND OTHER STATEMENTS OF OFFERORS

		K.1. 52.204-19 Incorporation by Reference of Representations and Certifications (Dec 2014)

		K.2. 52.209-7 Information Regarding Responsibility Matters (Jul 2013)

		K.3. 52.212-3 Offeror Representations and Certifications—Commercial Items (Jan 2017)

		K.4. 52.219-1 Small Business Program Representations (Oct 2014)

		K.5. INCORPORATED BY REFERENCE

		K.5.1. 52.225-25 Prohibition on Contracting with Entities Engaging in Certain Activities or Transactions Relating to Iran—Representation and Certifications (Oct 2015)





		SECTION L. INSTRUCTIONS, CONDITIONS, AND NOTICES TO OFFERORS

		L.1. 52.212-1 Instructions to Offerors—Commercial Items (Jan 2017)

		L.2. 52.216-1 Type of Contract (Apr 1984)

		L.3. 52.251-2 Solicitation Provisions Incorporated by Reference (Feb 1998)

		L.3.1. 52.204-7 System for Award Management (Oct 2016)

		L.3.2. 52.204-16 Commercial and Government Entity Code Reporting (Jul 2016)

		L.3.3. 52.204-18 Commercial and Government Entity Code Maintenance (Jul 2016)

		L.3.4. 52.237-1 Site Visit (Apr 1984)



		L.4. Proposal Submission Instructions

		L.4.1. Proposals shall consist of a 20-minute video submission, a written price proposal, and an oral presentation.

		L.4.2. STEP 1, Factor 1 - Video Submission of Experience

		L.4.2.1. Video Submission Instructions

		L.4.2.1.1. The offeror shall submit a video that is no longer than 20 minutes in length/duration utilizing Youtube.com for the Government to access.  Video content that extends beyond 20 minutes will not be considered in the evaluation.  Videos may be...

		L.4.2.1.2. It is the Government’s desire that the video feature at least one (1) individual who will manage the contract performance from company headquarters or the company’s centralized office.  This person should be a current employee at the company.

		L.4.2.1.3. Offerors shall provide sufficient information for the Government to determine its level of confidence in the ability of the Offeror to perform the requirements of the RFP based on an assessment of relevant experience from the contractor.  T...

		L.4.2.1.4. NOTE 1:  The Government does not intend to evaluate the quality of the video submissions.  Unnecessarily elaborate videos beyond that which is sufficient to present a complete and effective response to this solicitation are not desired and ...

		L.4.2.1.5. NOTE 2:  An offeror who includes in its proposal data that it does not want disclosed to the public for any purpose, or used by the Government except for evaluation purposes, shall prepare a text indicating such.  This text may be displayed...





		L.4.3. STEP 2 - Advisory Down-select Notification

		L.4.3.1.1. After the Government completes evaluation of Step 1 – Video Submissions, Offerors will receive an advisory notification.  Offerors who are rated most highly for Factor 1 will be advised to proceed to Oral Presentations.  Offerors who were n...

		L.4.3.1.2. Failure to participate in Step 1 precludes further consideration of an Offeror.  Offeror submissions will not be accepted from Offerors who have not submitted Step 1 – Video Submissions by the due date and time stated in this solicitation.



		L.4.4. STEP 3 – Oral Presentation Attendance Request, Price Proposal, and Past Performance

		L.4.4.1. Within three (3) days of the Government’s issuance of the Advisory Notice, Contractors wishing to participate in Oral Presentations shall provide the following to the Contracting Officer via email at Sandra.Schmidt@fletc.dhs.gov:

		L.4.4.1.1. The names of the people who will attend the presentation, their current employers, their intended roles on the contract, whether they are proposed as key personnel, and a completed form FTC-OSPR-17Z.  An offering contractor will be invited ...

		L.4.4.1.2. An Adobe PDF document of the Offeror’s Representations and Certifications (Section K clauses filled in).



		L.4.4.2. Upon the timely submission of the items above, the Contracting Officer will provide the following:

		L.4.4.2.1. A due date for Price Proposal and Past Performance reference list:  this due date will be approximately two (2) weeks from the issuance of the Advisory Notice.

		L.4.4.2.2. An assigned date and time of Oral Presentations: this date will be approximately three (3) weeks from the issuance of the Advisory Notice. The presentations will be held at FLETC Cheltenham which is located at 4000 Commo Road, Cheltenham, M...



		L.4.4.3. Price Proposal Instructions:

		L.4.4.3.1. The price proposal shall consist of two (2) documents:  One (1) Excel .xlsx file and one (1) Adobe PDF document.

		L.4.4.3.1.1. The Excel .xlsx format document shall include a detailed pricing narrative and breakdown showing, at a minimum, the labor rates, hours, material costs, all overhead rates, and how these costs add up to the proposed price for each CLIN.  T...

		L.4.4.3.1.2. The Adobe PDF document shall contain the following:  1) A signed SF-1449, 2) Signed SF-30 forms for all RFP amendments issued, 3) audited company financial statements for the last three annual reporting periods, 4) a detailed discussion w...

		If audited company financial statements are not available, the Chief Financial Officer shall provide a formal statement attesting to the accuracy of the financial information provided.  When discussing sufficient resources, include a description of th...

		L.4.4.3.1.3. Work completed under this contract is subject to the McNamara-O’Hara Service Contract Act.  The applicable Wage Determination is Number 2015-4281, Revision 7, dated 07/25/2017, and can be found in Section J.





		L.4.4.4. Past Performance Instructions:

		L.4.4.4.1. The Past Performance document shall consist of one (1) Adobe PDF document and be no more than two (2) pages in length.

		L.4.4.4.1.1. No more than four (4) past performance references shall be submitted.

		L.4.4.4.1.2. At a minimum, each reference shall include a contract number, dollar amount, period of performance, customer, location, and a current phone number and email for the current point-of-contact.  It is the responsibility of the offeror to ens...







		L.4.5. STEP 4 –Oral Presentation Instructions

		L.4.5.1.1. Oral Presentation

		L.4.5.1.1.1. The presentations will be held at FLETC Cheltenham which is located at 4000 Commo Road, Cheltenham, Maryland.  The order in which offers are scheduled will be randomly selected by the Government and all portions of the presentations will ...

		L.4.5.1.1.2. The offering contractor’s attendees at the oral presentation may include up to three (3) persons.  The Government desires at least two (2) of these individuals to be current employees of the prime contractor.  The Government desires at le...

		L.4.5.1.1.3. For the one-hour caucus prior to the oral presentation, the Government will provide contractors with a private room, letter-size paper, and writing materials.  The contractor shall not bring any computers, tablets, or smart phones into th...

		L.4.5.1.1.4. For the Oral Presentation, the Government will provide a white board easel and at least one (1) white board marker.  Offering contractors can expect the presentation to be conducted in a conference room with a table of sufficient size to ...



		L.4.5.1.2. The Government intends for the oral presentation to proceed as follows—

		L.4.5.1.2.1. FIRST HOUR.  The Contracting Officer will share a standard set of technical questions to the offering contractor involving issues the offering contractor should reasonably expect on this contract.  The Government evaluator will leave the ...

		L.4.5.1.2.2. SECOND HOUR.  The offering contractor will share its answers and problem resolution with the Government evaluators.  It will also provide its prepared presentation to address its technical approach, key personnel qualifications, and Past ...

		L.4.5.1.2.3. THIRD HOUR.  The Government will caucus for up to a half-hour to identify any clarification it may require to understand the presentation.  The remainder of the hour will be for the Government to ask any clarification questions of the off...







		L.5. Discussions

		L.6. Questions

		L.6.1. Questions are due via email to the Contracting Officer by 9:00am EST on Wednesday, October 4, 2017; Sandra.Schmidt@fletc.dhs.gov.





		SECTION M. EVALUATION FACTORS FOR AWARD

		M.1. 52.212-2 Evaluation—Commercial Items (Oct 2014)

		M.2. Basis of Award

		M.2.1. Basis upon which selection will be made: Factor 1:  Video Submission of Experience Factor 2:  Oral Presentation Factor 3:  Price

		M.2.1.1. Best Value – Tradeoff analysis will be used to make an award decision.  Factor 1 is more important than Factor 2.  When combined, Factors 1 and 2 are more important than price.



		M.2.2. Factor 1:  Video Submission of Experience

		M.2.2.1. The Government will assess its level of confidence that the contractor will successfully perform the requirements based on their EXPERIENCE, considering matters such as—

		M.2.2.1.1. The relevancy of the experience as it relates to the requirements in the RFP.

		M.2.2.1.2. Occupational Safety and Health Management:  Managing an employee safety and health management program for individuals who are working with and are exposed to hazardous materials; managing a workplace safety program as it relates to general ...

		M.2.2.1.3. Environmental Services:  Complying with required hazardous material control and management requirements; properly performing hazardous substance spill response; properly performing potable water system operations; properly performing storm ...

		M.2.2.1.4. Warehouse Management:  successfully account for, track, manage, distribute, and move materials, mail, recycling, furniture, shipping/receiving.

		M.2.2.1.5. Grounds:  Providing equipment and labor to successfully perform all grass mowing, landscaping, sidewalk clearing, snow/ice removal, fence repair, and retention pond management.

		M.2.2.1.6. Pest Control:  Providing pest management for both interior and exterior areas; using the appropriate pesticides in accordance with referenced standards; providing appropriate certified personnel to perform the work.

		M.2.2.1.7. Firearms Facility Maintenance and Cleaning:  Independently maintaining and cleaning an indoor firearms range for a minimum of seven (7) ranges and surrounding areas in accordance with appropriate property management, environmental, and safe...

		M.2.2.1.8. Weapons Management:  Securing, distributing, and accounting for firearms and ammunition.

		M.2.2.1.9. Educational Aides:  Providing training assistance in the form of classroom set-up assistance, exam grading, student record maintenance, and document generation.



		M.2.2.2. The Government will also evaluate its confidence in the offeror’s ability based on whether or not the video is within the appropriate time limit and if the Government’s desire that the video to feature at least one (1) individual who will man...

		M.2.2.3. The Government expects only Experience to be addressed during the Video Submission.  Should the Offeror provide information for other technical factors during the Video Submission, the Government will assume the offeror does not understand th...



		M.2.3. Oral Presentation

		M.2.3.1.1. The Government will assess its level of confidence that the offering contractor will successfully perform all requirements in regards to the technical approach, management approach, and key personnel qualifications.  Past Performance will a...

		M.2.3.1.1.1. Technical approach to complying with all safety and environmental requirements; Weapon/Ammunition Inventory and Security; Equipment Issue/Recovery; Maintenance of the Heating, Ventilation, Air Conditioning, Refrigeration, air Filtration S...

		M.2.3.1.1.2. Qualifications of Key Personnel.

		M.2.3.1.1.3. The skillset, quantity, and management of proposed labor force.

		M.2.3.1.1.4. The answers provided to the five (5) questions provided immediately prior to the oral presentation.

		M.2.3.1.1.5. The answers provided to the five (5) situational questions asked during the oral presentation.

		M.2.3.1.1.6. Relevancy, currency, size, scope, and performance feedback from points-of-contact listed for the past performance references and any other past performance information obtained by other sources available to the government.  Offering contr...

		M.2.3.1.1.7. There are no more than three (3) presenters with at least two (2) of the presenters being current employees and at least one (1) person being proposed to fill a key personnel position.





		M.2.4. Price

		M.2.4.1. The Government will evaluate the proposed prices for price reasonableness and price realism.  The prices being evaluated include the base period, all options, and the unit prices for Indefinite Delivery Indefinite Quantity (IDIQ) CLINs.  The ...





		M.3. Rating System

		M.3.1. The table below shows the ratings the Government will assign in its evaluation of offers when evaluating Factors 1 and 2.  A combined confidence rating will also be assessed for each proposal.

		M.3.2. The Government intends to rank the proposals based on the tradeoff analysis.



		M.4. Incorporation of Aspects of Offer into the Contract

		M.4.1. One or more aspects of an offering contractor’s offer may be incorporated into the award resulting from this solicitation.
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13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS.  IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.


12. ACCOUNTING AND APPROPRIATION DATA (If required)


is not extended.is extended, 


Items 8 and 15, and returning


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended , by one of the following methods: (a) By completing


The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offers


11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS


FACILITY CODE CODE 


10B. DATED (SEE ITEM 13)


10A. MODIFICATION OF CONTRACT/ORDER NO.


9B. DATED (SEE ITEM 11)


9A. AMENDMENT OF SOLICITATION NO.


CODE 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)


7. ADMINISTERED BY (If other than Item 6)CODE 6. ISSUED BY


PAGE   OF  PAGES


4. REQUISITION/PURCHASE REQ. NO.3. EFFECTIVE DATE2. AMENDMENT/MODIFICATION  NO. 5. PROJECT NO. (If applicable)


1.  CONTRACT ID CODE
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT


10/31/2017


CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority)  THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:


D. OTHER (Specify type of modification and authority)


 appropriation date, etc.)  SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).


E. IMPORTANT: Contractor is not, is required to sign this document and return    __________________ copies to the issuing office.


 ORDER NO. IN ITEM 10A.


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)


The purpose of this Amendment is as follows:


1)To provide the Government’s response to questions received on the RFP, provided as


Attachment A000001;


2)To provide revised Attachment A, DHS Hosting;


3)To provide a revised Schedule B Attachment – Pricing Model; and


4)To provide a revised RFP.


DO/DPAS Rating: NONE


16A. NAME  AND TITLE OF CONTRACTING OFFICER (Type or print)15A. NAME AND TITLE OF SIGNER (Type or print)


15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 15B. CONTRACTOR/OFFEROR 16C. DATE SIGNED


(Signature of person authorized to sign) (Signature of Contracting Officer)


Cynthia Aki


STANDARD FORM 30 (REV. 10-83)


Prescribed by GSA


FAR (48 CFR) 53.243


NSN 7540-01-152-8070


Previous edition unusable


Except as provided herein, all terms and conditions of the document referenced in Item 9 A or 10A, as heretofore changed, remains unchanged and in full force and effect .
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SECTION I - SUPPLIES OR SERVICES AND PRICE/COSTS 


1 TASK ORDER TYPE 


The Government anticipates this task order will be a Hybrid type, which may include a 
combination of Labor Hour (LH), Time and Materials (T&M), and Firm-Fixed Price (FFP) type 
CLINs, as proposed by the Contractor. This task order is established under the contractor's 
Enterprise Acquisition Gateway for Leading-Edge Solutions II (EAGLE II) - IT Solutions 
contract.  All terms and conditions of the Offeror’s EAGLE II contract remain unchanged and in 
full force and effect, unless specifically stated otherwise herein.  


2 SCHEDULE B 


See Schedule B Attachment–Pricing Model 
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SECTION II - STATEMENT OF WORK 


1 GENERAL 


The Department of Homeland Security (DHS) has a need for program management, change 
management, and software engineering services to support the continuation of the Financial 
Systems Modernization (FSM) program in support of the Domestic Nuclear Detection Office 
(DNDO), Transportation Security Administration (TSA) and the United States Coast Guard 
(USCG), also known as the TRIO.  These services shall include resources to support program 
and change management, Business Process Re-engineering (BPR) support, requirements, 
refinement, rework/deployment/implementation, perform testing, provide training, complete 
configuration and integration, migration of service and data, operations and maintenance 
(O&M), and critical infrastructure services for full lifecycle support in accordance with the DHS 
System Engineering Life Cycle (DHS SELC) policy (as detailed in DHS Acquisition Directive 
102-01) and USCG System Development Life Cycle (USCG SDLC) and all applicable TRIO 
policies, plans, procedures and standards, as follows:  


• DHS Enterprise Architecture (EA) framework;  
• DHS System Engineering Life Cycle (SELC);  
• USCG System Development Life Cycle (SDLC);  
• Federal Information Security Management Act (FISMA);  
• Federal Information Technology Acquisition Reform Act (FITARA);  
• Clinger-Cohen Act of 1996, Federal Managers’ Financial Integrity Act (FMFIA);  
• DHS Financial Accountability Act;  
• National Institute of Standards and Technology’s (NIST) Special Publication (SP) 


800-171;  
• DHS IT Security 4300A; 
• Defense Information Security Agency (DISA) Security Technical Implementation 


Guide (STIG); 
• DHS Test and Evaluation Directive 026-06-001; and  
• DHS Test and Evaluation Master Plan (TEMP) Instruction Guide 0026-06-001-


01. 


DISA STIG Guidance can be found on the DoD/DISA Information Assurance Support 
Environment (IASE) websites:  http://iase.disa.mil/policy-guidance/Pages/index.aspx, 
http://iase.disa.mil and http://iase.disa.mil/stigs/index.html. 


2 BACKGROUND 


In August of 2014, DHS entered into an Interagency Agreement (IAA) with the Department of 
the Interior (DOI)/ Interior Business Center (IBC) as its shared service provider for a FSM 
Program and Solution to obtain an integrated finance, procurement and asset management 
business solution.  In February 2017, DHS and DOI/IBC mutually agreed to transition FSM 
efforts from DOI/IBC to DHS. 



http://iase.disa.mil/policy-guidance/Pages/index.aspx

http://iase.disa.mil/

http://iase.disa.mil/stigs/index.html
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The solution included the deployment of the integrated Oracle Federal Financials, Oracle 
Business Intelligence Enterprise Edition (OBIEE), Oracle Business Intelligence Application 
(OBIA), Oracle Contract Lifecycle Management (CLM), Kofax’s Markview, and Sunflower for 
three of its Component organizations:  DNDO, TSA, and USCG.  DNDO became operational for 
the full user base on November 2, 2015.  TSA and USCG remain on the legacy DHS financial 
system pending remaining implementation activities, included here within.  Under this task 
order, the Government has defined the high-level notional schedule as: Global and DNDO 
capabilities fully functional in DHS Data Center #2 no later than FY19Q1, TSA capabilities and 
CG-LIMS fully functional in DHS Data Center #2 no later than FY20Q1, and USCG capabilities 
fully functional in DHS Data Center #2 no later than FY21Q1.  This Statement of Work (SOW) 
uses the term “FSM Solution” to refer to the full set of application systems and modules being 
deployed to support the TRIO. 


The TRIO’s implementation is running on a single instance of Oracle 12.2.4 with multiple sets of 
books.  DHS agreed to two customizations of the Oracle product that are specific to USCG’s Oil 
Spill Liability Trust Fund; however, they will not be deployed until USCG’s go live on the new 
solution.  


The Oracle applications (OFF, OBIA/OBIEE, and CLM), Kofax’s Markview, and Sunflower are 
the base systems being deployed. The current FSM Solution utilizes the Oracle SPARC T5-8.  
The SPARC server runs the Oracle Solaris operating system at the legacy data center with 
network connectivity via a two DS3 circuits provided by DHS.  DHS anticipates the new hosting 
environment at the hosting provider facility will include the Oracle M8 SuperCluster and/or a 
“like for like” hardware to support production, sustainment, and disaster recovery.  Additional, 
there will be RHEL Linux servers running under x86 processors provided at the data center 
facility to support applications not deployed on the M8 platform.  Storage/SAN devices being 
provided and hosted at the data center include the Oracle ZFS 5-2 Storage appliance. 


2.1 FSM Solution Hosting Collaboration 


Under this requirement, the Contractor shall be required to work collaboratively with the hosting 
provider to support migration of the Application from DOI/IBC to the new hosting environment 
in order to assume the operations and sustainment for the FSM Solution.  The 
migration/transition of the system from DOI/IBC to DHS must be completed in accordance with 
the Government’s transition schedule.  The Contractor shall build out their portion of the 
transition plan/schedule that shows the tasks the Contractor will need to complete to assume 
implementation and operations and maintenance responsibility for the FSM Solution. 


The hosting provider has documented their ITIL processes and employs approved IT service 
management tools that as referenced in the DHS Technical Reference Manual (TRM).  The 
hosting provider will build out their portion of the migration transition plan/schedule, propose 
migration options to transition the FSM Solution from DOI/IBC to DHS, establish the 
infrastructure as a service (IaaS) capability to receive the FSM Solution, provide security 
documentation and/or input to the DHS ISSO supporting the DHS JPMO to obtain the FSM 
Solution ATO and assume hosting O&M for the IaaS capability up to the operating system after 
transition of the FSM Solution.  Each application identified in Attachment A will be migrated 
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using one of the migration options listed below.  The Government and hosting provider are still 
finalizing the appropriate option for each application; however, at a minimum Control M, Black 
Box, and GRC will require re-installation.  The data center hosting provider infrastructure 
monitoring tools include the following: 


• Inside the SDN environment is satellite to BMC Operations Manager. 
• Outside SDN in the hosting provider’s managed network will be standard monitoring 


tools, Oracle Enterprise Manager and Oracle Ops-Center. 


Migration Options: 


1. Cloning:  Creates an identical copy of an existing Oracle system using Oracle cloning tools, 
works best when cloning between machines that are running identical versions of an operating 
system.   


2. Re-Installation:  Applications are installed on OS from Oracle images, patches applied, 
network settings assigned and configured for application, data synchronized from source 
application, and applications are setup in pristine environment according to DHS data center 
standards. 


3. Backup and Restore:  Create backup copy of entire application and data environments, transfer 
to target. 


The Contractor shall ensure all components documentation, testing, system components, source 
code, etc. are successfully transitioned during migration to ensure the Contractor can assume 
O&M responsibility for the FSM Solution.  The Contractor shall create missing support 
documents such as standard operating procedures, installation guides, O&M support 
documentation, etc.  The Contractor shall be responsible for the migration of the FSM Solution 
including the re-installation of the application if required.  While cloning and backup/restore will 
bring over the application and the database, the Contractor shall be responsible for ensuring the 
complete FSM Solution was transitioned.  The Government anticipates there will be multiple 
“shakeout” migrations that will allow all support teams an opportunity to test, shakeout, create 
step by step procedures for the final cutover, and inspect, etc. the FSM Solution.  The initial 
shakeout/mock migration will provide the teams with a copy of production, TSA development, 
and USCG development environments with the list of all environments needed for final cutover 
being identified during the discovery meetings and included in the final cutover over procedures 
document. 


Financial applications will be migrated to a Private Cloud solution in DHS Data Centers, DC1 
and DC2.  DHS specific customized requirements will be maintained in the target environment.  
The support includes managing the Platform including Hardware through operating system (OS) 
and supporting environment (LDOMs and Zones) and databases.  Oracle M7 hardware with 
Solaris operating system will be used at both locations.  DHS Data Center #2 will support this 
effort in a Private Cloud environment with DHS Data Center #1 providing the Disaster Recovery 
capability.  
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Additional information regarding the DHS FSM Hosting environments, applications, number of 
users/concurrent users is provided as Attachment A to this RFP.  The list of environments is an 
estimate that the Contractor should review with updates being driven based upon their proposed 
configuration management processes. 


2.2 DHS Joint Program Management Office (JPMO) 


The DHS Office of Financial Management (OFM) Financial Systems Modernization (FSM) 
Program established a Joint Program Management Office (JPMO) responsible for coordinating 
all efforts to support the FSM Solution.  JPMO functions include program management, 
information technology management, and business transformation.  The JPMO will work with 
the DHS component agencies, DHS leadership, and external stakeholders from the Office of 
Management and Budget (OMB), the General Services Administration (GSA), and the Unified 
Shared Services Management (USSM). 


2.3 U.S. Coast Guard Finance Center Business Operations  


The USCG Finance Center (FINCEN) provides the business operations and functional operations 
and maintenance support for the TRIO.  A draft responsible, accountable, consulted, informed 
(RACI) matrix, identifying the roles and responsibilities is provided as Attachment C to this 
RFP.  Attachment C is broken into two sections; Functional O&M with a RACI and Technical 
O&M with a TRACI.  The RACI provides the tasks required for Functional O&M support and 
identifies who is responsible, accountable, consulted and informed.  The TRACI provides the 
tasks required for Technical O&M support and identifies who is technical, responsible, 
accountable, consulted, and informed.  Since the RACI is specific to Functional O&M, this 
section only speaks to the RACI tasks identified in Attachment C.  Section 5.3 references the 
TRACI in more detail.  The Contractor shall collaborate with the USCG FINCEN to update and 
finalize the RACI matrix for Functional O&M support items during the transition.  These are 
some of the USCG FINCEN support tasks: 


• Tier 1 and Tier 2 Help Desk support; 
• Manual data pulls for interfaces from external sources; 
• Print jobs; 
• Error correction for interfaces; 
• Period closing; 
• TSA and DNDO liaison support; and 
• Execute concurrent processes. 


2.4 Component Trio Project Management Offices and Support Contractors 


Each Trio Component utilizing or migrating to the solution has established a team that will 
coordinate with the JPMO to support implementation/migration and sustainment activities.  In 
support of O&M, the following functions will be provided by Component PMO: 


• TIER 0 Support – initial triage of user issue; 
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• Submitting Change Requests to the Program Change Management Board (P-
CCB); and 


• Participating in the P-CCB as a voting member. 


In support of implementations, the following functions will be provided by Component PMO: 


• Data cleansing and data preparation for migration; 
• Change Management, component specific; 
• Attending Discovery Meetings; 
• Providing requirements for the Joint Concept of Operations (ConOps) and 


Operational Requirements Document (ORD); 
• Attending Configuration/Setup Meetings, Testing Events, Contractor provided 


training, etc.; 
• Reviewing, providing comments and accepting DHS SELC documents provided 


by the Contractor that support implementation; and 
• Providing SMEs for meetings, training, testing, etc.. 


3 OBJECTIVES 


The FSM Solution has been put into operation to meet general DHS goals including improve 
data quality and timeliness; provide useful and reliable information; provide accurate and timely 
information to OMB, Congress, Government Accountability Office (GAO), Office of Inspector 
General (OIG), and the public; and to support unqualified audit opinions on DHS financial 
statements.  In the end state, all TRIO components will be transitioned to the TRIO FSM 
Solution, supported by the Contractor and maintained in the DHS hosting environment. DNDO 
will transition from DOI/IBC first to the DHS-led hosted and managed solution, and TSA will 
cut-over to the FSM Solution next, followed by USCG.  The TSA and USCG cut-over (i.e. "go-
live") will occur at the beginning at the start of a fiscal year. The key success factors of the FSM 
Solution include: 


• Global and DNDO capabilities fully functional in DHS Data Center #2 no later than 
FY19Q1; TSA capabilities and USCG’s CG-LIMS integration fully functional in DHS 
Data Center #2 no later than FY20Q1; and USCG capabilities fully functional in DHS 
Data Center #2 no later than FY21Q1; 


• The capability to produce an unqualified audit and accurately report the use of resources 
is provided by the FSM Solution;  


• Information Technology Infrastructure Library (ITIL) Service Design for Information 
Technology Service, Business, and Operations Management and FSM Solution IT 
Governance are established, implemented, and successfully support the JPMO and 
customers;  


• All Documentation required supporting DHS SELC stages and reviews as required in 
DHS Directive Number: 102-01-001 and USCG SDLC are created and maintained;  


• Successful coordination with the Infrastructure hosting provider and the Functional O&M 
provider that ensures customer service level agreement (SLA) requirements are met;  
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• Successful transition of the FSM Solution environments (DNDO production, DNDO 
development, TSA development, USCG development, test, sandbox, training, etc.) (See 
Attachment A) from the DOI/IBC shared service environments into the DHS designated 
infrastructure hosting provider’s established environments;  


• Environments are available for rework, implementation, development, production, 
testing, training, and help desk tiers 1, 2, 3, and 4 to support all three TRIO components;  


• FSM Solution O&M support is in place for the TRIO components with a signed off 
operational familiarization demonstration(OFD) by the contractor accepting 
responsibility for the FSM Solution (see Attachment I); 


• All rework needed to assume responsibility for the FSM Solution is completed and is 
evidenced when DNDO and FINCEN Business Operations support for DNDO users can 
perform their business in the system;  


• Customer service level agreements are in place and a mechanism to measure satisfaction, 
product delivery quality, and SLA metrics implemented, tracked, reported, maintained, 
and attained;  


• TSA and USCG development environments are available to begin the work needed to 
complete the TSA and USCG implementation; 


• Successful completion of software configuration, development and implementation, 
which includes but is not limited to reports, interfaces, extensions and workflows, to meet 
any remaining unmet requirements necessary to stabilize DNDO and complete the TSA 
and USCG implementations, data migration, data migration testing event, cut over and 
“go-live”; and 


• Comprehensive training strategies and user guides are planned, deployed, delivered and 
maintained that enable DNDO, TSA and USCG users to effectively utilize the FSM 
Solution over the life of the solution to meet their Component’s operational requirements. 


4 SCOPE 


The scope of this task order is to support the three DHS TRIO agencies (DNDO, TSA, and 
USCG) and incorporates the software engineering tasking required to provide full lifecycle 
support for the FSM Program and Solution.  Support services required under this task order 
include all solutions, processes, and procedures necessary to sustain business applications at the 
highest levels of service and availability consistent with cost, schedule, and performance 
objectives.   


This task order will provide the System Deployment Agent/System Support Agent (SDA/SSA) 
roles that are required for implementation and sustainment of the TRIO Financial System 
Modernization (FSM) Solution.  The Contractor shall show how they intend to segregate the 
duties between the SDA and SSA and how they will maintain that segregation to ensure future 
audits of the Contractor’s methodology/processes/procedures provide that evidence. 


The Contractor shall provide documentation, tools, solutions and engineering life cycle tasks 
required to establish the FSM Solution IT Service Management and IT governance and support 
structures, change approach and processes, and implement engineering life cycle support.  The 
list of business applications and systems that encompass the FSM Solution will be detailed in the 
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documentation provided in OMB Max as Government Furnished Information (GFI) after task 
order award.  


5 REQUIREMENTS 
 


5.1 Functional Requirements & System Requirements Documentation 


The Contractor shall maintain, refine and periodically deliver Functional Requirement 
Document(s) and System Requirement Specification(s).  Functional Requirements are derived 
from the Business Processes.  System Requirements are derived from the Functional 
Requirements.  The Contractor shall review draft documents, capture change requests, capture 
final review comments, and include them in the final technical documentation deliverables. 


The Contractor shall review, evaluate, and propose modification to the Requirements 
Traceability Matrix (RTM) to ensure derived requirements essential to support the business and 
operational requirements are captured and identify any that may be missing.  For example, if the 
RTM states the system shall allow a user to create an award to procure commercial items, and 
shall allow the user to create optional CLINS, but does not have another requirement defined in 
the RTM to exercise the optional CLIN and associate funding, then the requirement(s) would be 
considered incomplete and will most likely cause confusion for the user when no test scripts 
were developed to execute an optional CLIN with funding.  If during the review of the RTM, the 
Contractor noted the requirement to exercise the CLIN and associate funding to the CLIN did not 
exist, then the Contractor shall include their findings in the Discovery Report.  The Government 
shall review the report and determine how the RTM is updated.  The Contractor shall evaluate 
the RTM and provide feedback including a request for additional information when requirements 
are not clear, may not be valid, and do not appear testable or otherwise able to be evaluated as 
written.  The maintenance for the RTM shall be collaborative between the Contractor and the 
Government to ensure business and operational requirements are met. 


5.2 Application Configuraiton, Implementation, and Deployment 


The Contractor shall establish architectures for development activities, for developmental 
integration and test activities and for software build activities.  The Contractor shall perform 
technology assessments, system upgrade analysis and testing, concept prototyping, product 
evaluations, and human/computer interface evaluations.  The Contractor shall perform and/or 
coordinate system activities with other business applications where an interface has been or 
needs to be established to maintain/create the exchange of information between the business 
applications.  The Contractor shall demonstrate the product(s) being proposed to meet the 
solution, both pre- and post- design. The Contractor shall design, develop, implement/deploy, 
configure, conduct risk analysis and life cycle analysis for new software application 
deployment/development.   


All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 


• All developed solutions and requirements shall be compliant with the HLS EA 
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• All IT hardware and software shall be compliant with the HLS EA Technical Reference 
Model (TRM) Standards and Products Profile.  


• Description information for all data assets, information exchanges and data standards, 
whether adopted or developed, shall be submitted to the Enterprise Data Management 
Office (EDMO) for review, approval and insertion into the DHS Data Reference Model 
and Enterprise Architecture Information Repository.  


• Development of data assets, information exchanges and data standards will comply with 
the DHS Data Management Policy MD 103-01 and all data-related artifacts will be 
developed and validated according to DHS data management architectural guidelines.  


• Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components 
(networks, infrastructure, and applications) specific to individual acquisitions shall be in 
accordance with the DHS Enterprise Architecture (per OMB Memorandum M-05-22, 
August 2, 2005) regardless of whether the acquisition is for modification, upgrade, or 
replacement. 


• All EA-related component acquisitions shall be IPv6 compliant as defined in the U.S. 
Government Version 6 (USGv6) Profile (National Institute of Standards and Technology 
(NIST) Special Publication 500-267) and the corresponding declarations of conformance 
defined in the USGv6 Test Program. 


5.3 Software Maintenance & Upgrades 


The Contractor shall perform preventive, corrective, perfective and adaptive sustainment 
engineering, and corrective maintenance for all business applications and associated databases.  
The Contractor shall perform obsolescence management.  Regular system maintenance is 
required to support the FSM Solution production instances.  The maintenance for the FSM 
Solution should be proposed by the Contractor.  For information purposes only, DHS is 
providing the DOI/IBC scheduled maintenance windows. 


• Weekly Maintenance Windows:  DOI/IBC schedules weekly maintenance windows 
during which routine system and infrastructure maintenance occurs. 


• Monthly Maintenance Windows:  Used to push patches to the FSM Solution.  The 
Contractor shall coordinate all downtime with the other support teams (FINCEN and the 
DHS hosting provider) to ensure there are no conflicts. 


Upgrades, patches, and/or updates to the FSM Solution should be coordinated and put in place 
during agreed to maintenance windows or downtime.  Commercial off the shelf (COTS) 
applications shall be updated to the latest version, either major or minor, within three (3) months 
of the update being received unless cyber security requirements state the update must be sooner. 


The Contractor shall work with the DHS JPMO, Stakeholders, and other support teams to 
determine the maintenance windows/schedules.  Note:  The DHS hosting provider will complete 
the operating system patching in coordination with the Contractor. The draft technical, 
responsible, accountable, consulted, and informed (TRACI) matrix will be provided by the 
Government and updated by the Contractor and the hosting provider prior to final transition of 
the FSM Solution from DOI/IBC.  
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5.4 Software Testing 


The Contractor shall perform formal testing of business application and software components 
and regression testing using an industry standard and best practice, repeatable test methodology, 
and automated testing tools.  The Contractor shall develop test case specification(s), acceptance 
test procedures, test plans, test scripts, and test reports.   


The Contractor shall submit an overall contractor Test and Evaluation (T&E) plan for DHS 
approval which details their test methodology and approach and how they intend to support the 
requirements identified in DHS Instruction Guide 026-06-001-01.  Note:  The Government is not 
requesting the Contractor to develop the Test and Evaluation Master Plan (TEMP).  The TEMP 
will be provided by the Government as GFI. The Contractor shall conduct T&E tasks as follows: 


 Plan, prepare for, and conduct test readiness reviews; 
 Develop, update, and perform configuration management of test plans; ensure that 


test plans include the strategy used to prioritize and select what is versus what is 
not tested (i.e., due to time constraints) including for regression tests; 


 Develop, update, and perform configuration management of test scripts; ensure 
the scripts contain the steps and data necessary to verify cited requirements and 
design use cases; 


 Execute tests in accordance with test plans and provide in-person and remote 
access to DHS, Components, and Operational Test Agent (OTA) representatives; 


 Develop test reports and perform other post-test activities in accordance with the 
test plan; 


 Ensure defects that are also applicable to the production instance can be readily 
tracked following the test event; and 


 Review past DOI/IBC, Component, and OTA test reports to gauge the potential 
for past issues to impact the instance received and avoid similar problems. 


Note:  The Contractor shall conduct Section 508 testing of the FSM Solution.  See Attachment G 
for Section 508 testing requirements. 


5.5 Software Documentation 


The Contractor shall provide system documentation services required to create, update, and 
maintain any application, user, and system documentation, along with architectural diagrams for 
the system and any and all operating environments (development, test (including depicting 
interfaces with external systems), staging/integration, training, production, etc.).  All software 
code and documentation will be the property of the Government and shall be stored in 
Government approved and hosted repositories.   


5.6 System Administration 


The Contractor shall provide system administration services for all business applications 
developed, hosted, and maintained on behalf of DHS and shall coordinate with the hosting 
provider for system administration services as required.   
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The Contractor shall perform preventative maintenance for the FSM Solution acquired, 
developed, hosted, and maintained on behalf of DHS, to include installation of upgrades and 
patches to applications and database software and COTS products.  The Contractor shall be 
responsible for configuration of the tools that will be provided as GFE.  The Contractor shall 
coordinate with the hosting provider to manage changes to the infrastructure such as hardware 
upgrades or operating system (OS) updates that directly affect the FSM Solution.  It is important 
that the Contractor’s configuration management plan is closely coupled and compliments the 
hosting provider’s configuration management plan and that all change proposed by either the 
Contractor on this task order or the Contractor supporting the hosting collaborate and coordinate 
how change(s) will be introduced into the FSM Solution to ensure availability requirements and 
customer SLAs are met. 


The Contractor shall provide planning, development, test and O&M support to investigate, 
resolve, track and report business application performance (issues and errors) and how they will 
coordinate with the infrastructure hosting provider, DHS CIO and the Component CIOs to 
investigate and resolve network issues that degrade or affect the FSM Solution user’s ability to 
access and use the system.  The Contractor shall track and manage open and resolved issues, 
ensure audit capabilities are enacted to collect and log security audit and application performance 
data, and shall review audit and performance logs.  These items shall be reported in the Monthly 
Progress Report (MPR). 


5.6.1 Database Management and Administration 


The Contractor shall perform database management, administration, and documentation for the 
FSM Solution, to include creation, installation, and maintenance of databases for project and 
mission support, configuration of accounts per mission-specific requirements, and verification of 
application and database backup processes for system recovery purposes.  The Contractor shall 
coordinate with the infrastructure hosting provider to complete the tasks in this section and how 
they shall document the standard operating procedures. 


5.7 System Configuration Management Plan (S-CM Plan) 


The Contractor shall provide Configuration Management and an S-CM Plan that identifies the 
processes which will be used for identifying, organizing, documenting, and managing changes to 
the FSM Solution program as it evolves throughout the DHS SELC/USCG SDLC. The S-CM 
Plan shall include the managerial and technical activities established to ensure that standard 
procedures are defined to protect the integrity of the FSM Solution baseline and provide a means 
for evaluating and improving the program. The S-CM Plan shall include processes for 
monitoring, metrics/statistics, auditing, and archiving of FSM Solution configuration items. The 
S-CM Plan must include controls to ensure that changes are checked into a version control 
system and tasks are created to rectify any non-conformance. 


5.7.1 DHS Approved Repositories 


All source code and documentation shall be version controlled in DHS approved repositories.  
The Contractor shall create and maintain all source code and documentation supplied under this 
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task order, including COTS software items in the DHS approved repositories.  The Contractor 
shall not maintain copies of source code and/or documentation within their site on local 
workstations or servers.  All deliverables, including source code, created to support the FSM 
Solution shall be checked in daily into the DHS approved repositories in accordance with the 
System Configuration Management Plan. 


5.8 Requirements Management Plan 


The Contractor shall provide a Requirements Management Plan that identifies how the 
Contractor will gather, analyze, document, and control system requirements and how they will 
provide tractability to user requirements, test scripts, test results, etc.  DHS will provide the 
Contractor with access to Jira as the requirements management tool.  The Plan shall detail the 
tool configuration, procedures and processes for requirements management.  


5.9 Data Management Plan and Data Migration Plan 


Migration of TSA and the USCG data requires a multi-step process of data analysis, selection, 
validation, conversion, test and load that will be performed iteratively by TSA and USCG’s 
migration Contractors to allow for proper testing prior to migration of production data. Analysts 
on the Component Data Migration Teams first analyze the data and identify the business rules 
that will allow for the correct selection of data to be migrated. The data to be migrated shall 
include active master record data, such as suppliers and customers, along with open/active 
transaction records, such as contracts, unliquidated obligations and fixed assets. Next, the 
selected data is transformed to fit the business rules of the target environment. Transformation 
includes cross walking legacy data values to new valid lookup values and loading the data into 
Excel formatted templates for eventual loading into the FSM Solution. The Contractor shall load 
the data through mock conversion processes that identify data errors that must be corrected 
before the final production cutover.   


The Contractor shall review the existing FSM Solution Data Management Plan, TSA Final Mock 
Migration Guide, Migration Templates, etc. and recommend updates or changes to the 
Government.  The DMP shall identify DHS information needs, data requirements, data 
conversion, data security strategies, and the metrics required to demonstrate success. The 
existing Data Management Plan is provided as Attachment F.  


The Contractor shall support TSA and USCG data migrations. The Contractor shall migrate TSA 
and USCG financial, procurement, asset, general ledger, etc. provided data to the FSM Solution 
and shall provide: 


• Updates to data template rules as defined in the excel templates provided to the 
Component at least 60 days prior to the beginning of a full Mock Conversion; 


• At least one (1) Mock Migration in a non-Multi-Org environment (at a minimum TSA 1 
and USCG 1); 


• Mini-Mock Migration(s) with Collaboration Session(s) used to validate template, data 
scenarios, and SME understanding of configuration choices; 
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• Multiple Mock Migrations into Multi-Org environment (at a minimum TSA 2 and USCG 
3); 


• Collaboration Review Sessions for each mini (1 day session) and major (1 week session) 
mock to include the TSA and USCG Data Migration Teams and SMEs; 


• Final Cutover Migration; 
• Final Cutover Review Session(s) with Data Teams and SMEs to obtain SME signatures 


that data is loaded as expected prior to final standup, cutover, and reconciliation; and 
• One full test event using 100% converted data to ensure converted data is usable, reliable, 


and correct.  This test event is in addition to the test events required for regression, 
performance, acceptance, and operational testing of the FSM Solution. 


The objective of the mini mocks and review sessions is to allow the data migration teams and the 
SMEs, via small incremental mocks of specific data, to understand how data transformation 
rules, configuration settings, template rules, etc. will affect the full/final data migration(s).  These 
will help “tweak” migration assumptions, data extraction/transformation rules, template 
population, data loads, etc. to ensure success when full mock migrations and final cutover are 
completed. 


TSA completed three (3) Mock Migrations into a non-Multi-Org environment and a fourth 
migration into a Multi-Org environment.  The USCG completed one (1) Mock Migration into a 
non-Multi-Org environment.     


Note:  The USCG data scenarios for CLM required Oracle to provide SRs to correct the load 
process.  All USCG data scenarios for CLM have not been fully tested/exercised.  The 
Contractor shall be required to work with Oracle to correct the CLM load API, where applicable.   


The list of Mock Migrations outlined above are provided as reference for what the Government 
would expect the Contractor to consider when completing the Discovery Report.  The Discovery 
Report shall detail the Mock Migrations TSA and USCG will need to complete implementation.   


The Data Management Plan shall detail how the Contractor shall ensure the quality of the 
migrated data, the ability of the operational community to use the migrated data, that all the data 
sent from TSA and USCG is fully loaded, and the General Ledger balances match TSA and 
USCG balances.  The Data Management Plan shall include metrics to define and track the 
success of the Data Migration.  


Note:  The data migration environments will be established by the hosting provider with input 
from the Contractor.   


5.10 Data Security Management Plan 


The Contractor shall develop and maintain the Data Security Management Plan for the FSM 
Solution and Program.  The plan shall adhere to DHS and USCG Operation System Center 
(OSC) data security management policies and shall ensure sensitive, privacy, and other data are 
protected.   
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Note:  The OSC data security management policies will be provided in the Reading Room and as 
GFI after award.  The plan shall detail how data will be securely transmitted between internal 
sources and external sources.  The plan shall provide the instructions for identifying, 
maintaining, managing, and securing system data. 


5.11 Training Plan 


The Contractor shall provide a Training Plan.  The plan shall include a comprehensive strategy 
including methods such as: classroom training and materials, online help systems, and 
Computer-Based Training (CBT).  Training may be required outside of the DC area.  TSA and 
USCG are located throughout the Continental US.  The Contractor shall propose ways to 
complete training in other locations outside of the DC metro area. 


The Contractor shall provide End User Training to include business processes with hands on 
exercises and appropriately staged data. 


5.12 System Administrator - User Productivity Kit (UPK) 


The Contractor shall provide a User Productivity Kit (UPK) administrator and developer(s) to 
maintain the UPK application and content.  The UPK administrator is a critical component to 
installation, deployment, and maintenance of the UPK application.  The following is a list of key 
responsibilities associated with the UPK administrator role during the initial deployment phase 
of the software lifecycle and pre content development: 


• UPK administrator works directly with the Technical Team (Database Administrator) 
to install and configure the tool; 


• The UPK administrator is responsible for testing connectivity issues and resolving 
systemic issues; and 


• The UPK administrator configures access to the Knowledge Center which is a 
repository for Oracle-based transactional templates used in Oracle Federal Financials. 


The UPK Admin configures the profiles of each UPK developer, establishes security access to 
the UPK library, and customizes embedded UPK templates to reflect component specific 
insignia. 


The Contractor shall coordinate and collaborate with the TRIO Training SMEs on the setup and 
use of UPK.  The Contractor shall complete a needs assessment for UPK, in conjunction with the 
TRIO training SMEs and include the assessment into the Discovery Report.  The Contractor 
shall update UPK content at least 3 months prior to go live for TSA and USCG.  The Contractor 
shall coordinate with the DHS hosting provider to host Oracle’s UPK, which must be installed on 
a dedicated UPK server and configured for use by UPK developers (of training content).  The 
UPK developer licenses will be provided by the Government as GFE. 


After the UPK application has been successfully installed, the UPK Admin is responsible for the 
on-going maintenance of the software. The following is list of key responsibilities associated 
with UPK Admin role post deployment:  
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• Applying Oracle recommended patches and testing; 
• Scheduling backups of development content to minimize file corruption; 
• Publishing developer content to the production environment; 
• Troubleshooting and resolving technical issues; 
• Communicate with Oracle vendors to resolve systemic issues beyond user error; and 
• Ensuring components (end-users) have access to customized training material and generic 


material contained in the Knowledge Center. 


5.13 System Integration 


The Contractor shall perform system integration to unify the business application components 
with other subsystems function, develop and maintain interfaces to other business applications 
for the purposes of data sharing and dissemination, work with the infrastructure hosting provider 
to incorporate hardware and infrastructure components with business application and software 
designs to test newly developed software with existing components, develop software prototypes 
required for system design or capability analysis and ensure improvements do not adversely 
affect ongoing operations.  System integration testing, including interface testing, should be 
specified in the DHS approved User Acceptance Test Plan. 


5.14 Transition of the FSM Solution from DOI/IBC to DHS and O&M Responsibility 


The Contractor shall provide transition O&M support functions, support environments, etc. from 
DOI/IBC to DHS support entities.  The following sections provide more details on the specific 
tasks that the Government has identified to date that will affect the Contractor’s methodology.  
The Contractor shall propose any additional tasks that will be required to assume full O&M and 
implementation responsibility in their Discovery Report. 


5.15 Transition Tasks to Complete Relocation of the FSM Solution 


The Contractor shall coordinate with the USCG FINCEN to ensure customer support level 
agreements are maintained.  The Contractor shall provide periodic, on-site support at FINCEN, 
on an as-needed basis, to ensure the Functional O&M support is communicated, coordinated, 
maintained, and executed the timeframes required to support the customer SLAs as outlined in 
the Place of Performance section in the statement of work for this task order. 


The Contractor shall participate in meetings to finalize the joint FSM Solution Transition Plan 
(STP) that includes a detailed project plan for the portions of the STP that the contractor is 
responsible for executing.  The Contractor may be required to travel to DOI/IBC facilities in 
Denver, Colorado and Reston, Virginia to perform this requirement. 


The STP shall include the Technical O&M, specific identified Functional O&M tasking as 
appropriate, and implementation support for the FSM Solution including T&E activities.    The 
Contractor shall coordinate with all responsible support parties to review and update the TRACI 
and RACI matrix that clearly define the functions and roles needed for support and who is 
responsible, accountable, consulted, and informed on those functions. (See Attachment C) 
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The Contractor shall collaborate, and coordinate with DOI/IBC and the DHS hosting provider to 
complete the full transition.  The items listed below are some of the identified tasks that shall be 
included in the FSM STP.  Additional items most like will be identified during the bi-weekly 
transition meetings.  They include but are not limited to: 


• GRC re-implementation 
• Re-establish Interconnection Security Agreements (ISAs) for interfaces 
• Re-establish interfaces with external and internal customers/vendors 
• Re-establish crons/scheduled jobs 
• Re-establish Service to load new FAR Clause(s) updates 


The Contractor shall include in the Transition Project Plan the timeframes required to complete 
their identified tasking in their portion of the FSM STP.  The Contractor working with the other 
key members of the transition team shall execute the tasks identified in the FSM STP to 
transition the FSM Solution to the DHS hosting provider.   


5.16 Interim and Full Authority to Operate (ATO) 


During all SELC phases, the Contractor shall develop documentation and provide any required 
information in support of the certification (authorization) / accreditation process requested by the 
DHS IA Office, who is providing the ISSO to support the FSM Solution ATO and will be 
coordinating with the hosting provider and this task order Contractor.  The system is categorized 
as Moderate – Moderate – Moderate.  In addition, the Contractor security certification 
(authorization) / accreditation support shall be performed using the DHS certification/ 
accreditation process, methodology and tools. 


DHS Sensitive Systems Policy Directive 4300 A, Section 4.1.4 requires the "Separation of duties 
to prevent a single individual from being able to disrupt or corrupt a critical security process." 
The Policy requires the following: "Components shall divide and separate duties and 
responsibilities of critical IT system functions among different individuals to minimize the 
possibility that any one individual would have the necessary authority or system access to be 
able to engage in fraudulent or criminal activity.  "Security testing is but one critical systems 
function that needs to be performed by a provider (either government or contractor) other than 
the system designer / developer / operator (SDA/SSA).  The Contractor shall coordinate with the 
DHS COR and JPMO, DHS IA and Components offices to complete all required certification 
(authorization) and accreditation documentation, actions and approvals necessary to obtain an 
interim Authority to Operate (ATO) prior to deployment of the system for use by DHS, DNDO, 
TSA and USCG.  The Contractor shall support obtaining a full ATO as required within the 
timeframe established by the DHS IA office.  All A&A (formerly C&A) activities shall be 
conducted in accordance with DHS 4300A for Information Assurance, and all other applicable 
DHS information assurance policies, procedures, regulations and standards. 


The Contractor shall submit a Security Test and Evaluation (ST&E) plan for DHS approval prior 
to conducting ST&E activities.  The ST&E report shall be delivered for information 30 days after 
test completion. Some of the data from the ST&E may be used by DHS to determine the 
operational cyber resilience of the solution.  The contractor shall support the DHS Operational 
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Test Agent (OTA) with preparation, conduction, and analysis of the OTA’s cyber security threat 
based penetration testing in the production or production like environment. 


5.17 Operations & Maintenance (O&M) 


Upon successful completion of OFDs and written approval by the Government, the Contractor 
shall assume full responsibility for the Contract services specified in this task order in direct 
support of the FSM Solution.  The Contractor shall now be responsible for O&M support over 
the FSM Solution and shall have established all the documentation, plans, processes, and 
procedures required to assume full responsibility (i.e., SOPs defined and implemented). 


The Contractor shall complete all documentation needed to take responsibility for the FSM 
Solution, create a system maintenance plan and maintenance requirements list(s) (MRLs) for 
O&M to include recurring maintenance activities to be conducted during the course of the task 
order performance period.   


The lists of required environments will most likely change as the Contractor performs the 
discovery of what is in the current support model.   The Contractor shall provide in the 
Discovery Report the correct number of environments that are needed to support the ITIL 
Services and tools, DHS SELC/USCG SDLC functions based upon TRIO requirements.  The 
Contractor shall collaborate and coordinate with the hosting provider to create and maintain all 
FSM Solution environments required to support this task order. 


5.18 Discovery Analysis and Report 


The Contractor shall provide discovery analysis services to “open, inspect, shakeout, and provide 
a gap analysis” of the FSM Solution, hardware, software, all supporting artifacts and provide a 
Discovery Report that defines the current configuration and to determine the “state” of the FSM 
Solution and needs for TRIO implementation.  The following list includes the minimum content 
requirement of the Discovery Report:  


• Identify the configuration items were, and were not received from DOI/IBC; 
• Identify configuration items that will need to be re-created/implemented after 


transition; 
• Identify the environments provided by DOI/IBC; 
• Determine if environments match what is in production; 
• Identify any re-sync requirement for the environments; 
• Identify all Standard Operating Procedures received; 
• Identify training objectives and validate the strategy for training TRIO users; 
• Validate sufficiency of the DOI/IBC maintenance plan; 
• Identify any requirement to re-sync DNDO data and  baseline; 
• Validate interfaces and functional configurations against TRIO requirements, SSP 


documentation, and DNDO known issues to determine follow-on task order 
requirements; 
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• Detailed baseline, rework, TSA/USCG implementation tasks, and recommendations; 
and 


• Identify documentation gaps for the Contractor to assume full lifecycle O&M 
support. 


The Contractor shall evaluate Global Configurations for the TRIO, DNDO requirements, TSA 
requirements (TSA financial, procurement, payroll (TSAPay), TSA Financial Data Warehouse 
(TFDW), travel, and property/asset management (Sunflower)), and USCG requirements to 
ensure traceability to functionality and serviceability.  All requirements shall be traceable to 
identified requirements provided in the Requirements Traceability Matrix (RTM).  The 
Contractor shall review the requirements and ensure completeness.   


The Contractor shall validate interfaces (ex. Payroll, Travel, IPAC, PCARD, IPP, etc.) and 
functional configurations against TRIO requirements, DOI/IBC documentation, and other known 
issues documents.  The report shall include information as detailed above as well as any 
identified deficiencies or issues found by the Contractor during their open/discovery/ 
shakeout/gap analysis.  The Discovery Report shall include the information detailed above, and 
identify all interface tasks required to stabilize the solution for DNDO, and to allow work to 
resume for TSA and USCG implementations. The Government provides the following items as a 
start, the Contractor shall include additional areas as needed: 


• The Contractor shall determine the extent to which the FSM Solution has been 
customized/enhanced that would impact future upgrades and that would need to 
be considered for rework; 


• Provide estimates required to complete rework, known issues, etc.; 
• Provide estimates and timeframes to complete the TSA and USCG 


implementations; 
• Determine if interfaces are implemented using Oracle SOA solution or would 


require rework to implement using the Oracle SOA; 
• Review existing documentation and determine how much needs to be updated; 
• Determine if the environments need to be updated and re-synched to production; 
• Determine the state of the DNDO, TSA, and USCG development environments; 


and 
• Provide a list of known issues with severity ranking included. 


5.19 Section 508 Compliance Requirements 


The Contractor shall meet all necessary requirements as identified in Attachment G – Section 
508 Compliance Requirements to ensure the FSM solution fully meets Section 508 
standards.   The existing FSM solution does not fully meet the current Section 508 
standards.   The current Section 508 Standards have been updated and the Revised Section 508 
Standards will become applicable on January 18, 2018.  To support the January 18th revision of 
the Section 508 Standards, the Section 508 requirements in this statement of work are divided 
into those which must be met prior to January 18, 2018, and those which must be met on or after 
January 18, 2018.   
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6 DNDO, TSA, AND USCG STABILIZATION/ REWORK 


The DNDO FSM Solution development and implementation has achieved initial operational 
capability, but is not yet at full operational capability.  There will be some additional 
developmental rework to address current manual work-arounds and other issues, before entering 
the operations and maintenance phase. 


DNDO Stabilization/rework, TSA rework and implementation and USCG implementation will 
need to be completed after DHS assumes full lifecycle support for the FSM Solution. 


6.1 DNDO Rework/Stabilization 


The Contractor shall correct/rework/stabilize the DNDO FSM Solution.  Rework activities 
necessary for DNDO stabilization will follow the initial Discovery activities of the project, and 
will include: fixes in code or configurations and development efforts to redesign, develop, and 
deploy the RICE-W objects required to stabilize DNDO.  Identification of the scope of required 
rework shall be included in the Discovery Report.  


6.2 DNDO Operations &Maintenance (O&M) Support 


Upon successful transition of the FSM Solution from DOI/IBC, the Contractor shall be 
responsible for the DNDO production environment.  The Contractor shall provide O&M support 
for the FSM Solution in support of DNDO. This shall include establishing an SLA for the 
DNDO support levels as well as updating the maintenance requirements list (MRL).   


The FSM Solution modules to be supported, along with the estimated number of users per 
module, are included in the table below. 


Functional Area Number of End Users 
Federal Administrator 60 
Sourcing 150 
iProcurement 150 
Contract Lifecycle Mgt (CLM) 150 (this count is for sourcing, iProcurement and CLM) 


Inventory 5 
Purchasing 10 
Accounts Payable 65 
Fixed Assets 10 
Accounts Receivable 35 
General Ledger 75 
Project Costing 60 
Project Billing 20 
Advanced Collections 10 


Additionally, DNDO support will include OBIA and Kofax Markview.   
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The DHS OBIA solution includes 'Financial Analytics' and 'Procurement & Spend 
Analytics'.  The design scope limits customization, leveraging Oracle standard/canned solution to 
support the customers reporting needs.  Users access the application using EBS responsibilities 
integrated with OBIEE.  The solution houses a significant number of BI Publisher reports that 
are displayed on the OBIEE homepage as hyperlinks.  The OBIA configuration includes 37 
canned reports, 0 custom subject area, 14 out of the box subject areas, and custom objects 
include 106 BI Publisher reports available to run from hyperlinks displayed on the OBIA 
homepage. 


Further details regarding the Markview configuration can be found in Attachment J. 


6.3 TSA Rework/Implementation 


The Contractor shall complete the implementation of TSA into the FSM Solution. Testing, 
primary training, rehearsal data preparation and rehearsal migration shall be completed prior to 
the end of the third quarter of the federal fiscal year before implementation and transition. Final 
cutover for TSA and USCG will occur in the first quarter of the fiscal year.  TSA notional 
schedule shows cutover in FY20Q1. 


TSA financial, procurement, payroll (TSAPay), Transportation Security Administration 
Financial Data Warehouse (TFDW), travel, and property/asset management (Sunflower) 
functionality, serviceability, and traceability are identified requirements in the provided 
Requirements Traceability Matrix (RTM). Many interfaces and configurations will require 
verification and potentially modification or development. Discovery will result in a plan to 
deliver all required remaining work, rework and modifications to deliver full functionality and 
capability. Remaining functionality and requirements not delivered in the DOI/IBC FSM 
Solution, but required for TSA to effectively maintain financial management, contract lifecycle 
management and auditability include, but are not limited to: User Access Management (UAM); 
Single Sign On (SSO); Sunflower, including integration; the Transportation Security 
Administration Financial Data Warehouse (TFDW); TSAPay; Contract Lifecycle Management 
(CLM) Clause Logic Revisions; Configuration of Oracle Complex Purchase Order functionality; 
Configuration/Development for any Federally mandated requirements between now and go live 
(ex. PIID updates, OMB Data Act requirements); implementation of required travel interface 
requirements; Implementation of Oracle SR’s related to the current environment that are 
delivered in the DOI/IBC FSM Solution; Resolution of outstanding issues that were not resolved 
prior to acceptance of the application by DHS; modification to the PCARD interface as required 
for the newly selected DHS PCARD vendor (if required); modification to the existing Oracle 
configurations to record general ledger transactions at the detail level versus summary level; and 
other work/re-work necessary. 


The Contractor shall develop an executable plan to identify required work and rework necessary 
to deliver full functionality and capability not received in the FSM Solution delivered by 
DOI/IBC. (See Attachment D) 
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6.4 TSA O&M Support  


The TSA implementation shall be moved to O&M for support after “go live”.  The Contractor 
shall provide O&M support to TSA and shall follow the same protocols/procedures established 
for DNDO O&M support.  The Contractor shall include TSA into the O&M support after 
implementation.  This shall include establishing an SLA for the TSA support levels as well as 
updating the maintenance requirements list (MRL).  This includes the TSA O&M support tasks.   


6.5 USCG Implementation 


The Contractor shall complete the development and implementation of the USCG on the FSM 
Solution.  The USCG implementation shall commence with deploying CG-LIMS financial, 
procurement (including MILSTRIP capability) and property functionality, based on the 
identified requirements in the Requirements Traceability Matrix (RTM), and followed by the 
remainder of USCG requirements to deploy full USCG functionality, as outlined in Attachment 
E, including end-user training as part of deployment.  CG-LIMS deployment requires the FSM 
Solution to establish integration no later than FY20Q1.  Rework and implementation activities 
necessary for USCG implementation will follow the initial Discovery phase of the project.  
USCG notional schedule shows full cutover in FY21Q1.  This phased approach shall require the 
Contractor to support multiple data migrations from multiple source systems.  The Contractor 
shall provide three (3) months of support after USCG implementation.   


As part of the Discovery Report, the Contractor shall develop an executable plan to identify 
required work and rework necessary to deliver full functionality and capability not received in 
the FSM Solution delivered by DOI/IBC. (See Attachment E) 


6.6 USCG O&M Support  


USCG implementation shall be moved to O&M for support after “go live”.  The Contractor shall 
be required to provide O&M support to USCG and shall follow the same protocols/procedures 
established for DNDO/TSA O&M support.  The Contractor shall include USCG into the O&M 
support after implementation.  This shall include the USCG support levels as well as updating 
the maintenance requirements list (MRL) to include establishing an SLA for the USCG support 
level as well as updating the maintenance requirements list (MRL).   


6.7 Business/System Availability Requirements 


The Contractor shall report downtime for the business application, databases and system 
interfaces.  The Contractor shall coordinate this reporting with the hosting provider. Network and 
hardware downtime will be reported by the hosting provider.  The Contractor shall coordinate 
with the hosting provider hardware support personnel in executing any downtime event and shall 
report consolidated downtime for business application, databases and system interfaces 
supported by the Contractor as well as hardware and network components support by the hosting 
provider through a single downtime reporting system.  The Contractor’s business application 
downtime reporting procedures shall be defined in their business model and detailed in the 
Program Management Plan. 
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The Contractor shall communicate/coordinate with the hosting provider to schedule system 
downtime which shall be communicated in the system downtime report provided to stakeholders 
and posted to the approved DHS repositories.  The Contractor shall work in conjunction with the 
hosting provider as part of an Integrated Project Team (IPT) to provide support to customers and 
the FSM Solution.  The respective support teams will have their own CM plans that state the 
processes and procedures for CM of the Configuration Items (CI)/baselines in support of the 
FSM Solution.  There will be times when the Contractor shall be required to follow CM 
processes of the hosting provider.  The Contractor and hosting provider shall work together per 
the directives set forth in the established Service Level agreements (SLAs).  The Contractor shall 
work with the hosting provider to define, create and maintain the SLA between the two support 
teams.  


6.8 Business Application Availability 


The Contractor shall meet the availability requirements for the business applications specified in 
this task order.  The Contractor shall calculate actual business application availability monthly 
and compare the results of actual performance with the stated requirements in their MPR.  The 
definition of and formula for calculating monthly availability is: 


A = [( T - B ) / ( T - M )] x 100 
Where A = availability in percent 
T = total minutes in the time period (typically monthly) 
M = total minutes of actual downtime for scheduled, approved maintenance in the time period 
(typically monthly) 
B = total minutes of accumulated downtime (actual downtime for scheduled, approved 
maintenance [M from above] plus the total of all actual unscheduled downtime) in the time 
period (typically monthly). 


Note:  M reflects only the time the system is actually down for scheduled downtime and does not 
include any unscheduled downtime.  Therefore, the value of M will typically be zero during 
normal working hours unless scheduled downtime is previously agreed upon with the 
Government. (See Attachment H). 


6.8.1 Scheduled Business Application Downtime 


The Contractor shall schedule business application downtime outside the normal working hours 
for each business application specified in this task order.  For each application, the Contractor 
shall establish and provide in electronic format a schedule of downtime planned to perform 
preventive maintenance, backups, archiving, application or database upgrades or other activities 
approved by the Government.  The schedule shall be modified as frequently as needed to meet 
desired performance levels.  The Contractor shall also: 


• Request Government approval of schedule changes via e-mail at least 24 hours in 
advance of the implementation of schedule changes 


• Schedule system downtime outside the defined normal working hours, local time.  
Exceptions require prior approval from the Government 
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• Initiate broadcast announcements to user communities through business application 
website, electronic bulletin boards, login and sign-on screens, or any other capability 
or facility that may be provided for such user notifications 


• Provide announcements and notifications at least 3 working days prior to scheduled 
downtime.  Announcements shall be for the purpose of communicating advisories to 
user communities regarding changes in availability of the business application. 


• Provide updates to field users if the downtime is expected to exceed the announced 
time frame. 


6.8.2 Unscheduled Business Application Downtime 


The Contractor shall respond to unscheduled events or notifications of events that reduce or may 
reduce the availability of each business application to a level below that required, and shall take 
corrective actions needed to restore required availability and update documentation affected by 
the problem correction. 


The Contractor shall report unscheduled business application downtime in the MPR.  An initial 
assessment of the downtime even shall be reported to the Government within 24 hours of the 
downtime event.  When a final assessment of the downtime event has been determined, the 
Contractor shall report their findings to the Government in the MPR.  The Contractor shall 
evaluate trends in unscheduled downtime, recommend improvements to minimize impacts on 
business application availability requirements, and implement changes as be approved by the 
Government System CCB in accordance with software maintenance and development 
specifications. 


6.9 System Performance 


The system shall adhere to the Key Performance Parameters (KPPs) outlined in Attachment H.  
With regards to each system parameter, the Contractor shall strive for the objective but at a 
minimum achieve the threshold.  The Contractor shall conduct performance testing to ensure 
these metrics are continuously being met.  The Contractor shall coordinate and collaborate with 
the hosting provider to conduct this testing and remediate any identified issues.  The Contractor 
shall conduct customer surveys to ensure the users are receiving the expected response times and 
remediation for issues that arise on a consistent basis.  The Contractor shall coordinate and 
collaborate with other responsible parties (Government and Contractor) to analyze performance 
issues reported by users by utilizing tools/ appliances to determine where issues exist either in 
the hardware, network, application, etc, and shall work with the appropriate responsible party to 
remediate the issue.  This Contractor shall work with the hosting provider to meet the KPPs.  The 
Contractor will not be held accountable for performance issues outside of their control, such as 
hardware and network components. 


Note: All KPPs apply universally through DNDO, TSA, and USCG’s implementations with the 
exception of DESIGN: Users.  The chart below defines the performance parameters for users 
through each phase of the implementation. 
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Component(s) Total Users Threshold Concurrent Objective Concurrent 
DNDO 150 50 100 
DNDO & TSA 2,000 550 900 
DNDO, TSA, & USCG 16,000 1,100 1,700 


6.10 Development Methodology 


DHS Agile First Policy requires development of new applications and enhancement of existing 
IT capabilities follows the Agile Software Development methodologies.  If the Contractor’s 
development methodology is not Agile, then the Contractor should explain the reasoning for the 
decision and how their development methodology is better suited for this effort. 


The Contractor shall break the work in their integrated master schedule (IMS) into 90 day 
capability increments.  If the Contractor has tasks that do not logically break down to 90 day 
capability increments, then the Contractor shall provide the reasoning with an explanation for 
how they intend to show progress on the task to meet the due dates in the IMS. 


6.11 Technical Reference Model 


The DHS Technical Reference Model (TRM) governs the range of compliant platforms to be 
utilized to support requirements for this task order.  Conformance to these reference models is 
required in the performance of work described herein and shall be utilized when acquiring tools 
for this effort.  The Contractor shall create all documentation required to insert a new 
requirement into the DHS TRM. The TRM is available via the Enterprise Architecture 
Information Repository (EAIR).  Once the Contractor is onboard and has a PIV, they will be able 
to access the EAIR and TRM. 


6.12 Service Oriented Architecture (SOA)/Enterprise Service Bus (ESB) 


The Contractor shall describe how they would implement SOA for the FSM Solution interfaces.  
Implementation of SOA and aligning to the USCG’s Enterprise Service Bus (ESB) is essential to 
achieving DHS IT strategic goals and guiding the modernization of DHS system development.  
Therefore, an understanding of SOA governance in the context of EA and how SOA can be used 
to elaborate the various EA reference models will be required in completing the requirements of 
task orders issued under this task order.  The Contractor shall support the sharing of data 
between various Government and Commercial entities using standard protocols that are widely 
used to send and receive data from other Government and Commercial sources.  During the open 
and inspect tasking, the Contractor shall address the interfaces to include proposing to phase out 
the traditional point to point integrations that were developed for DNDO.   


6.13 Data Exchange Model 


The development of a common enterprise data model is critical to an effective SOA 
implementation strategy.  DHS has adopted the National Information Exchange Model (NIEM) 
as its data exchange model.  In the future, this model will govern how the DHS exchanges data 
both internally (between DHS systems) and externally (with other DHS agencies and systems), 
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and will therefore conform to DHS data models.  The use of established data exchange models 
will be required in completing the requirements of the task order. 


6.14 Industry Best Practices 


It is the Government’s desire to benefit from industry best practices that will extend the 
architecture to make DHS IT capabilities more adaptable, agile, interoperable, upgradeable and 
mission-responsive.  The Contractor shall continuously implement and maintain industry best 
practices for IT software engineering disciplines throughout the performance of this task order.  


6.15 Task Order Phase Out 


The Contractor shall provide a plan for transitioning work from one Contractor to another.  This 
transition may be to a Government entity, another Contractor or to the incumbent Contractor 
under a new contract/order.  The task order Phase-Out Plan shall be delivered to the Contracting 
Officer and COR for review no later than 30 days prior to the commencement of the Phase-Out 
period.  The task order Phase-Out Plan shall address, at a minimum, the following items: 


• Coordination with Government representatives, 
• Review, evaluation and transition of current support services, (i.e., hosting services, 


etc.) 
• Transfer of hardware warranties and software licenses (if applicable), 
• Transfer of all necessary business, functional and/or technical documentation, 
• Transfer of compiled and uncompiled source code, to include all versions, 


maintenance updates and patches (if applicable), 
• Disposition of Contractor purchased Government owned assets, including equipment, 


software, licenses, maintenance agreements, etc., 
• Coordination with the Government to account for government keys, ID/access cards, 


and security codes, and 
• All other information as requested by the Government. 
• Phase-Out Execution 


7 CONTRACTOR PERSONNEL 


The contractor shall provide qualified personnel to perform all requirements specified in this 
Statement of Work.  The Contractor shall provide appropriately trained personnel and shall be 
responsible to ensure that necessary certifications are kept up-to-date in relevant areas. 


The Contractor shall notify the Contracting Officer not less than 15 days in advance of replacing 
any individual designated as key personnel under this task order.  The Contractor shall submit 
written justification for replacement and provide the name and qualifications of any proposed 
substitute(s).  All proposed substitutes shall possess qualifications equal to or superior to those of 
the key person being replaced and must be approved in writing by the Contracting Officer.   
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7.1 Key Personnel 


The Government has designated the following position as Key Personnel for this task order. 
Additional Key personnel positions may be included at award.  


• Program Manager Level III   


The Contractor shall proposal additional Key Personnel with skill sets appropriate to the 
Contractors technical approach (e.g. Financial and Procurement (CLM) SME, Senior Process 
Analyst, Senior Database Specialist, Senior Solutions Architect, Senior Test and Evaluation 
Specialist, Information Assurance Specialist, OCM Consultant, etc.). 


7.2 Program Manager Level III (Key Personnel) 


The Contractor shall provide a Program Manager who shall have full decision making authority 
over Contractor staff and be responsible for all Contractor work performed in accordance with 
the FSM Solution task order. The Program Manager shall be the single point of contact for the 
CO and the task order COR for technical matters. The name of the Program Manager and the 
name(s) of any alternate(s) who shall act for the Contractor in the absence of the Program 
Manager shall be provided to the Government. During any absence of the Program Manager, 
only one alternate shall have full authority to act for the Contractor on all matters relating to 
work performed under this task o 


8 REPORTING REQUIREMENTS 


The Contractor shall provide all written reports in electronic format with read/write capability 
using applications that are compatible with the current DHS, DNDO, TSA, and USCG Standard 
Workstation Windows and Microsoft products. 


Due to DHS/DNDO/TSA/USCG Internet restrictions, the Contractor shall load all deliverables to 
the Government furnished portal site and shall notify the COR via email of submission of the 
deliverables. 


8.1 DHS Program and SELC Documentation 


The Contractor shall provide the program and system documentation that supports the FSM 
Solution efforts. The Government intends to collect the documentation as a tool for becoming 
familiar with the solution, as well as, planning and measuring the level of effort required to 
prepare for respective Department’s acquisition program and/or engineering oversight reviews.  


The Contractor shall cross reference their documentation to the appropriate Government 
deliverable for each stage and review cycle found in Attachment F: Applicable Documents, 
Definitions, and Federal Regulations.  The required documents will be based upon the 
Government SELC Tailoring Plan provided and the DHS SELC/USCG SDLC phase. 
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In addition, the Contractor shall support the Government’s efforts to produce Technology 
Insertion packages/documentation regarding elements of the FSM Solution target architecture’s 
alignment and compliance with the DHS Technical Reference Model (TRM) of approved 
software. 


The Contractor shall provide an overview of the IT service management high level hierarchy and 
processes that demonstrates how the JPMO and Contractor will provide support services to the 
FSM Solution customers.  


8.2 Weekly Status Reports 


The Contractor shall provide a weekly status report and briefing; at a minimum the report shall 
include the items listed below: 


• All activities by technical/functional area 
• Updates to the IMS 
• Cost, Schedule and Scope Performance Metrics and Forecast 
• Deliverables submitted to the DHS COR 
• Outstanding deliverables 
• Deliverables due for the next reporting period 
• Risks and mitigation plans 
• Issues and action items 
• Recommendations for improved service 
• Staff changes 


The Contractor shall document minutes at the completion of each weekly briefing. 


8.3 Monthly Progress Report 


The Contractor shall ensure that a Monthly Progress Report (MPR) is developed and is submitted 
to the COR no later than the 5th business day of the month.  The Government will provide a 
MPR Template to the Contractor, which follows a quad chart format.  Changes proposed to the 
format by the Contractor shall be approved by the COR.  The Contractor shall schedule, present, 
and facilitate a Monthly Review Meeting where the MPR shall be presented to the Government 
and Stakeholder SMEs.  The MPR provides the Government with visibility into the overall 
support for the FSM Solution and provides an opportunity to discuss issues, schedules, scheduled 
tasks, etc.  At a minimum, the MPR will include: 


• System availability and downtime metrics 
• Active and future projects with status 
• Cost, Schedule and Scope Performance Metrics 
• Project risks 
• Monthly accomplishments 
• Upcoming activities 
• System architecture diagrams 
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• Security and C&A compliance 
• KPP achievement (Attachment H) 


8.4 Quality Control Plan 


The Contractor shall develop and maintain a Quality Control Plan (QCP) describing the set of 
procedures used to ensure that services provided will meet the quality goals at the best value to 
the Government. 


The QCP identifies the planned approach, activities, and approvals required to assess and 
validate project products and deliverables against requirements.  The QCP shall describe how the 
Contractor will meet and comply with the quality standards established in the Contractor’s QCP.  
At a minimum, the QCP must include a self-inspection plan, proposed performance metrics, 
staffing plan, and an outline of the procedures that the Contractor will use to maintain quality, 
timeliness, responsiveness, customer satisfaction, and any other requirements set forth in this 


8.5 Quality Assurance Report 


The Government will audit the Contractor by the quality standards established in the 
Contractor’s QCMP and QCP.  The Contractor shall create a Report within five (5) days after the 
audit.  The report shall summarize the quality review activities that occurred, the trends and 
issues that were identified and provide recommendations for corrective actions.  The Contractor 
shall provide the report to the Government for review and approval within five (5) days after the 
audit.  Corrective actions shall be incorporated into the QCMP and QCP within fifteen (15) days 
after approval by the Government. 


8.6 Program Management Plan 


The Contractor shall develop a Program Management Plan (PMP) for the task order which 
addresses each of the Program Management knowledge areas listed previously.   Following 
Government approval, the PMP shall be applied by the Contractor to manage, track, coordinate, 
and evaluate the Contractor’s performance for all task orders issued.  For all tasks exercised to 
support the FSM Solution and Program, the PMP shall be updated to incorporate those 
requirements. The planning and control policies and procedures should address identification of 
milestones, dependencies and critical path items where Government information or activity is 
required as well as identification of timeline dependencies for subsequent Contractor activities.  
The PMP must also identify the Contractors program management structure and program 
management strategy.  The plan shall consist of control policies and procedures in accordance 
with standard industry practices found in Program Management Body of Knowledge (PMBOK) 
for project administration, execution and tracking, and shall include the following: 


• Be CMMI Level 3 certified 
• Capability to Implement ITIL IT Service Management. 


The Contractor shall update the PMP quarterly. 
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8.6.1 Work Breakdown Structure (WBS) 


The Project Management Plan shall include the Contractors WBS.  The Contractor shall develop 
the WBS based upon their proposed development methodology.  The WBS shall provide a 
common thread for the IMS, allowing consistency in understanding program cost and schedule 
performance.  The Contractor shall be responsible for making all updates to the WBS (and IMS) 
to ensure consistency between each WBS created for individual tasks.  The government shall 
have visibility into the first three WBS levels. 


8.7 Change Management Plan 


The Contractor shall provide a Change Management Plan that addresses the change process 
methodology and model; process flows, diagrams and timelines; the activities in driving the 
change, communicating and capturing the change; and the approach to measuring and 
monitoring change.  The Change Management Plan shall include the following detailed planning 
documents to support the execution of the technical activities of the FSM Solution program such 
as: 


• Stakeholder Analysis 
• Engagement Plans 
• Organizational Impact Assessments 
• Role Definition and mapping 
• Communications Management 
• Training Plans 


8.8 Risk Management Plan 


The Contractor shall collaborate with the Government and incorporate their details and processes 
to provide a consolidated Risk Management Plan. The plan shall follow PMBOK standards to 
detail the processes used to identify, document, analyze, track, prioritize, mitigate, monitor, and 
report project risk  throughout the system engineering life cycle (SELC). The plan must align 
with the FSM Solution JPMO’s Risk Management Plan.  The Contractor shall provide the 
Government with electronic access to any proposed risk management tools and requisite training 
on these tools. 


9 PROGRAM MANAGEMENT 


The Contractor shall ensure the full and complete integration of Contractor Program 
Management processes with DHS Program Management processes for this task order.  To 
support the work required on this task order, the following program management knowledge 
areas are required: 


• Transition/Integration Management 
• Quality Management 
• Project (Schedule and Scope) Management 
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• Human Resources Management 
• Communications Management 
• Change Management 
• Risk Management 
• Earned Value Management (EVM) 
• Cost & Procurement Management 


The Contractor shall be responsible for implementing, managing, measuring, and participating in 
all internal and external processes necessary for the adequate execution of all activities described 
in this task order.  The Contractor shall provide, implement and maintain the requisite 
organization, disciplines and certifications necessary to manage the personnel and resources 
required to complete the tasks required to support the FSM Solution and Program. 


9.1 Transition/Integration Management 


The Contractor shall coordinate with DOI/IBC, the hosting provider, and the Accounting 
Operations Provider (USCG FINCEN) to ensure that there is no disruption of DHS DNDO, TSA 
and USCG missions during FSM Solution and task order transition.  The Contractor shall add the 
required tasks and details to complete the transitions to the FSM System Transition Plan (FSM 
STP) as required supporting the systems, environments, O&M support, etc. transfer to the 
appropriate DHS support entities.  The FSM STP is an evolving document that requires the 
Contractor to coordinate with the incumbent contractor (DOI/IBC), the hosting provider, and the 
FINCEN in order to transition the FSM Solution from DOI/IBC to DHS support structures.  As 
such, the Contractor shall update their portion of the plan as required to ensure the final product 
is executable.  Once the plan is finalized, the Contractor shall work with the other support 
entities to execute the plan. 


The Contractor shall notify the JPMO Program Manager and COR in writing when the transition 
is complete and will confirm that they have assumed full responsibility for the software 
engineering tasking detailed in the task order.  The Contractor shall ensure the completion of the 
following tasks as part of the task order Phase-In: 


• Develop and Execute/Complete Operational Familiarization Demonstrations (OFDs) 
documents to support all systems/applications and new functions to existing system 
being supported by this Contractor prior to the conclusion of the task order phase-in 
period.  OFDs provide the Government with assurance that the Contractor has all the 
documentation in place to maintain support, can execute the processes/procedures 
that are required for O&M support, and the Contractor has demonstrated their 
knowledge of the system such that they are able to “take over” the O&M support for 
the entire system including all environments used for sustainment, rework, and 
implementation, etc.  In the event of an error or conflict in the OFD scripts, the COR, 
or his or her designate, will determine the validity of the error, and if deemed 
necessary and appropriate, waive or modify the specific OFD performance 
requirement in question.  The OFD shall be included as a task in the System 
Transition Project Management Plan and shall be updated as required.(See 
Attachment I) 
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• Upon successful completion of OFDs and written approval from the COR in 
coordination with the JPMO Program Manager, the Contractor shall assume full 
responsibility for the services specified in this task order. 


The Contractor shall ensure the full and complete integration of Contractor Program 
Management processes with DHS PMO operations.  The Contractor shall likewise ensure proper 
coordination with DOI/IBC, the hosting provider, and USCG Finance Center (FINCEN) to 
ensure that there is no disruption of DHS missions during FSM Solution lifecycle support 
transition.  


9.2 Quality Control Management Program 


The Contractor shall develop and adhere to a Quality Control Management Plan (QCMP) for 
measuring and attaining quality of performance to ensure products or services are designed and 
produced to meet or exceed customer requirements under all task orders supported by this 
Contractor.  The Contractor’s QCMP shall explain the manner in which the Contractor shall 
ensure all requirements are being accomplished in accordance with the specifications of this 
SOW against industry standards. 


A sustaining focus throughout the QCMP shall be the attainment of continuous quality 
improvement.  The QCMP shall emphasize deficiency prevention over deficiency detection.  The 
Contractor’s QCMP and any services performed will be accepted by the COR only when in full 
compliance.  The Contractor shall demonstrate a concerted effort in improving its QCMP to 
prevent unsatisfactory performance from recurring in any area and to ensure unsatisfactory 
performance is addressed and rectified in a timely manner. 


9.3 Project (Schedule and Scope) Management 


The Contractor’s project management model shall address overall tasking and DHS SELC 
compliance for both development/enhancement and sustainment support activities covering the 
FSM Solution and Program requirements to ensure that all program support structures are in 
place and software engineering projects are completed on schedule, within scope and meet 
established performance, availability and functionality requirements. 


9.4 Engineering Tasking 


All project initiation or kickoffs and all final product deliverables to be implemented in 
production will require a Government review and approval.  Further, the Project or Release 
deliverables to production are required to follow the rigor of Configuration Management and 
must receive Government approval before the engineering change will be introduced to the 
production environment in a planned and supervised manner.  The Contractor shall provide 
engineering tasking and release notes for all change introduced to production. 
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9.5 Integrated Schedules 


The Contractor shall develop and maintain a comprehensive integrated master schedule (IMS) 
covering the full scope of this task order.  The Contractor shall report any changes to the IMS 
during the Weekly Status meeting.  The IMS should include, but not limited to, resource loading, 
baselining capability, critical path identification, 90 day increments, and traceability to the 
Contactor WBS.  The Contractor shall ensure that all parties involved in any engineering or 
sustainment support tasks are engaged via coordinated communication using an integrated 
schedule to accomplish the tasking.  This includes parties not only working directly for the 
Contractor but also the other Contractors and their staffs that may be supporting other aspects of 
the DHS’ mission and IT capabilities.  The Contractor shall ensure that appropriate integrated 
schedules are used to ensure that communication and coordination is accomplished within the 
Contractor’s assignment of tasking.  The Contractor shall further ensure that the appropriate 
integrated schedule is used to ensure communication and coordination for dependent work they 
may be producing that affects other DHS Contractors or for other dependent work the Contractor 
is expecting from the other DHS Contractors/service providers to ensure successful 
accomplishment of assigned tasking. 


9.6 Communications Management 


The Contractor shall provide a communications strategy that supports the FSM Solution and 
Program.  The communications strategy shall be used to inform the appropriate stakeholders 
affected by the FSM Solution and Program availability, implementation, defect resolution, 
change requests, change in service requirements, status of projects, etc. 


9.7 Executive Management and FSM Solution ESC Reports/Briefings 


The Contractor shall assist the DHS JPMO with creating and providing reports and metrics of 
program and project level schedules and updates to Executive Management and other 
stakeholders as appropriate. The Government will provide clarification on executive 
management reporting requirements prior to any action taken by the Contractor. 


The Contractor shall provide the materials and facilitate an in-person overview of the FSM 
Solution to the FSM Solution Executive Steering Committee (ESC) as required to inform on the 
progress and status of the FSM Solution effort. 


The Contractor shall assist the Government with executive management reports, briefings, 
acquisition and DHS SELC stage reviews, FSM Solution overviews, Integrated Baseline 
Reviews, and completed documentation as required to support reviews. 


Some meetings are held ad hoc while others are weekly, bi-weekly, monthly, quarterly, semi-
annually, or annually. 
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9.8 Acquisition, Program & Engineering Oversight Reviews and Governance Support 


The Contractor shall actively participate in the Department’s acquisition, program and/or 
engineering oversight reviews.  The Contractor shall assist DHS with: 


• Creating, editing and updating planning documents and lifecycle deliverables as 
required for stage review entrance and exit criteria, which will be used as inputs to the 
oversight reviews 


• Coordinating DHS activities associated with the respective oversight reviews 
• Creation of documents and assisting with activities in support of DHS governance 


boards 
• The DHS efforts in complying with the Department policies. 


9.9 Integrated Baseline Review (IBR) 


The Contractor shall support the Government’s program manager in IBRs to analyze the risks 
inherent in the task order planned performance measurement baseline. The Government will 
provide the Contractor with a proposed agenda for each IBR to assist the Contractor in planning 
for the IBR. Each IBR should verify that the Contractor is using a reliable performance 
measurement baseline which includes the entire task order scope of work, is consistent with task 
order schedule requirements, and has adequate resources assigned.  The Contractor shall provide 
meeting minutes at the completion of each IBR. The initial IBR shall be held two weeks after 
task order award.  Recurring IBR’s are expected to be held every three (3) months or as 
requested by the Government.  In support of ongoing IBR’s, the Contractor will provide monthly 
EVM-like metrics for consolidation and analysis by the JPMO. 


9.10 Change Management 


The Contractor shall provide a change management strategy and structured approach that ensures 
changes are smoothly and seamlessly implemented to achieve lasting benefits for DHS and its 
Components.  Change directly affects all of DHS from the entry level employee to the senior 
management.  The approach proposed by the Contractor shall take into consideration what each 
level of the organization needs to transition to the FSM Solution and to ensure customer support 
agreements are being achieved. 


The Contractor shall support the DHS JPMO in the strategy, creation, implementation and 
dissemination of Government approved communications.  As the Department executes change 
management activities (e.g. implementing service delivery, service management, and governance 
processes) the Contractor shall be responsible for assisting the DHS JPMO with Departmental, 
Component, leadership, and stakeholder communications. The Contractor shall schedule and 
provide monthly progress review meetings with the stakeholders to discuss support structures 
being implemented/maintained, progress for implementations, and issues defect resolution.  The 
Contractor shall provide the DHS JPMO with: 


• The planning, design, development, and implementation of all FSM Solution program 
and project communications initiatives and materials 







Request for Proposal      RFP No. 70RDAD18R00000001 
____________________________________________________________________________ 


Financial Systems Modernization (FSM) Support Services           Page 36 of 94 


• Coordinating FSM Solution communications activities with all relevant stakeholders 
internal and external to the program 


• The development and delivery of oral and written presentations and reports to 
multiple levels of management, including executive leadership 


• The Contractor’s communication efforts shall work in conjunction with the 
Government’s Change Management Team(s). 


9.11 Risk Management 


The Contractor shall perform Risk Management in order to identify, categorize, color code, 
assess, and prioritize the project and program risks.  Several risk management standards have 
been developed, including standards created by the Project Management Institute, the National 
Institute for Science and Technology, actuarial societies, and the International Organization for 
Standardization.  The Government will be the final approval entity of all entries, ratings, 
changes, and deletions of risks. 


9.12 Risk Register 


The Contractor shall provide, maintain and manage a risk register identifying risks and provide 
organizational risk assessments which shall be included in the weekly status and monthly project 
review meetings. The Contractor shall use the risk register in conjunction with the overall risk 
management strategy to identify, analyze and manage risks. The risk register will contain 
information on project risks that the project team identifies and will be updated as changes in 
project tasking effects overall risk assessments. The project team shall consider the extent to 
which the effects of risks affect the baseline duration estimate for each schedule activity, 
particularly the risks with high impact. 


9.13 Performance Reporting 


The Contractor shall provide monthly performance metrics regarding scope, cost, and schedule.  
The Contractor shall rely on industry standards and best practices for monthly EVM-like 
submission.    


9.14 Cost Management 


The Contractor shall track costs associated with development, modernization, and/or 
enhancement (DME) projects separate from operations and maintenance costs.  The Contractor 
shall provide DME costs to the Government at the conclusion of implementation of the DME 
build to production.  Costs include labor costs, sub-Contractor costs, etc. and shall be tracked and 
reported in accordance with Federal Accounting Standards Advisory Board Statement of Federal 
Financial Accounting Standards Number 10 (Preliminary design costs, Development costs and 
post implementation costs) and cite payment terms.  The Government uses this cost information 
to track and support asset capitalization requirements for IT systems.  The Contractor shall 
support additional reporting based on future Government requirements, which will be based on 
OMB A-11. 
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9.15 IT Service, Business, and Operations Management and Governance 


The JPMO is responsible for providing support services to customers and governance for the 
FSM Solution.  The JPMO will establish the services and governance structures that will be used 
to manage the FSM Solution and provide continuous support to its customers.  The JPMO has 
chosen to implement ITIL service framework to support their customers and establish the IT 
governance.   


The Contractor shall implement the IT Infrastructure Library (ITIL) IT Service Management, IT 
Business Management, and IT Operations Management services/business support functions and 
define the services required to provide support and governance for the FSM Solution.  The 
Contractor shall coordinate with the Government to design, develop, and implement the IT 
Service, Business, and Operations Management services/processes.  The Contractor shall ensure 
all ITIL processes work together in a seamless way, provide adequate industry-standard and ITIL 
Best-Practices compatible with DHS provided tools. The Contractor shall defined and agreed to 
ITIL processes, make sure the ITIL processes are sufficiently documented using Business 
Process Modeling Notation (BPMN), and provide continuous improvement process cycles.     


The Contractor shall show where the DHS SELC aligns to the ITIL services/processes.  All 
defined ITIL services shall be approved by the Government prior to implementation.  All 
changes proposed shall be reviewed and approved by the Government.  The Contractor shall 
maintain the IT Service, Business, and Operations Management baseline, as well as identify and 
track artifacts and configuration items.   


9.16 IT Engineering Activities 


The Contractor shall provide the full range of software engineering services required to 
develop/deploy, operate, maintain, update and enhance business applications and GOTS/COTS 
software integration in accordance with the DHS SELC.  The Contractor shall perform 
engineering integration across all software components developed, hosted and/or maintained by 
DHS to ensure the integrity and compatibility of the applications with DHS enterprise 
architecture requirements. 


The SELC/SDLC Phases provide deliverables that are due or updated during the various DHS 
SELC/USCG SDLC phases.  However, while the DHS SELC/USCG SDLC uses the Waterfall 
method of development, the Government expects the Contractor to take into consideration their 
proposed development/deployment methodology to propose the right frequency and timeframe 
for the DHS SELC/USCG SDLC required deliverables.  The Government expects the Contractor 
to consider a more customer, proactive approach to completing the work in this task order, by 
proposing a methodology that involves the customer up front and allows for quick corrections to 
assumptions and design and mitigates the risk of trying to deliver the entire solution for any 
agency all at once where the user is only involved at the end during user acceptance testing.  The 
Government expects the Contractor to address how they will ensure design/configuration choices 
meet customer expectations before the final user acceptance testing.  The Contractor shall 
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address how they will include the customer from requirements to design to testing to 
implementation to ensure design/configuration choices are correct resulting in high customer 
acceptance of the system. 


9.17 Systems Engineering 


The Contractor shall ensure the FSM Solution systems, services and capabilities developed, 
hosted and maintained by DHS fully support mission requirements, objectives and customer 
service agreements.  The Contractor shall provide systems engineering activities conducted in 
accordance with their proposed business model and development methodology.  The Contractor 
shall include in their methodology the following systems engineering services: 


9.18 Technology Exploration 


The Contractor shall provide resources to identify and research emerging technologies in the IT 
arena.  Based on this research, the Contractor shall architect prototype solutions and present 
findings and recommendations to the Government for their consideration. 


9.19 System Design, Development & Deployment 


The Contractor shall provide an integrated system architecture and designs to meet all system 
requirements, to include incorporation of appropriate DHS infrastructure components.  The 
Contractor shall include how they will assess all system engineering change requests, maintain a 
current assessment of all new, pending and active projects for each system, and provide systems 
coordination with external systems and development agencies utilizing components and services 
provided via DHS supported systems and infrastructure.  


9.20 System Operations & Maintenance (O&M) 


The Contractor shall perform operations and maintenance on all business applications developed, 
deployed and/or maintained supporting the FSM Solution, and how they shall maintain 
operational services in accordance with project specific requirements.  The Contractor shall 
provide IT support on 24-hour per day by seven days per week basis for sustainment activities. 


9.21 System Documentation 


The Contractor shall review the FSM Solution existing documentation and shall develop, update, 
and maintain all documentation supporting the FSM Solution.  The Contractor shall conduct 
review sessions with Government personnel to review draft documents and capture change 
requests and final review comments which shall be included in the final technical documentation 
deliverables.   


9.22 System Configuration Management 


The Contractor shall ensure source code and binary compiles/builds are maintained in the 
Government designated code repositories and technology transfer and export documentation, 
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rules, and regulations have been completed for each version of software, in accordance with the 
DHS SELC policy. The Contractor shall ensure compliance with appropriate processes and the 
overarching DHS JPMO Program.  CM activities to be performed include: 


• Preparing software builds for integrated development testing and delivery 
• Providing accessibility, control, and traceability of build and version history 
• Ensuring definitive control of executable operational configurations. 


The FSM Solution Contractor shall propose their methodology to ensure source code and binary 
compiles/builds are maintained in the Government designated code repositories and technology 
transfer and export documentation, rules, and regulations have been completed for each version 
of software, in accordance with the DHS SELC policy. 


DHS contractor support under an existing Independent, Verification &Validation (IV&V) task 
order will be performing IV&V, Configuration Management Audit (CM Audit) and Quality 
Assurance (QA) Services to monitor and report on activities supporting this task order. 


9.23 System Analysis 


The Contractor shall perform system analyses, trade studies and assessments to determine 
options and recommendations for system capabilities, design and development, and provide level 
of effort, recurring sustainment cost estimates, risk analysis and impact assessments for all 
system changes and upgrades requiring Program Change Control Board (P-CCB) and System 
Configuration Control Board (S-CCB) approvals.  The Contractor shall determine system 
functional element interrelationships and interactions, predict system performance and compare 
competing design alternatives.  


The Contractor shall ensure proposed extensions / enhancements are reviewed/approved by the 
Government prior to work start.  The goal for the Government is to ensure updates/upgrades can 
be accomplished while sustainment recurring costs are minimized. 


9.24 System Risk Analysis 


The Contractor shall provide a detailed risk analysis/assessment and define risk mitigation 
processes to provide overall system risk management to support continual identification and 
assessment of technical, schedule, cost, security and organizational risks involved with the 
operation of systems.  


9.25 System Testing 


The Contractor shall perform system testing of software or hardware on a complete, integrated 
system to evaluate the system's compliance with its specified requirements.  System testing shall 
include all of the "integrated" software components that have successfully passed integration 
testing and also the software system itself integrated with any applicable hardware system(s).   
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The Contractor shall identify, test, and remediate defects both within the "inter-assemblages" and 
also within the system as a whole. 


The Contractor shall also provide Components access to “sandbox” environments that mirror the 
instance to be tested with respect to functionality, configuration, and data.  The sandbox 
environment shall be at least 30 days prior to User Acceptance Testing based upon the agreed 
upon schedule. 


The Contractor shall assist the Government with creating User Acceptance Testing scripts to 
include providing training to the Government on the application as necessary for new 
functionality and/or changes to the application/system.  The Contractor shall develop and 
conduct system engineering acceptance tests as required, technology assessments, system 
upgrade analysis and testing, concept prototyping, product evaluations, and human/computer 
interface evaluations.   


The Contractor shall also submit a User Acceptance Test Plan for DHS approval and incorporate 
inputs from the OTA who may require (operational test and evaluation (OT&E) data to support 
integrated DT/OT testing in accordance with the approved TEMP. 


9.26 Technology Integration 


The Contractor shall assess the potential usefulness of industry technological advances in 
improving efficiency and/or reducing cost, and maintain knowledge on new and existing 
technologies relevant to DHS and DHS systems and operations.  The Contractor implement 
technology integration to improve system reliability, scalability, interoperability, and 
performance. 


9.27 System Fielding/Deployment 


The Contractor shall provide all support for the fielding of new systems and new, enhanced or 
updated system capabilities, as required.  On a limited basis, the Contractor may be required to 
travel to a deployment site in support of fielding a new system or new system capability. 


The Contractor shall prepare and distribute release notes detailing the contents of the release 
package, to include descriptions of systems enhancements, bug fixes, data corrections, and 
hardware and software updates.  The Contractor shall maintain version tracking of all software 
and hardware releases consistent with the DHS/USCG Configuration Management Policy.  


9.28 System Training 


The Contractor shall create and maintain a Training Plan.  The Contractor shall provide all 
application training to the Customers.  All travel in support of system training must be approved 
in advance by the COR and CO.  The specific training requirements and locations will be 
determined by the Government in the task orders. 
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10 TECHNICAL FIELD SUPPORT 


The Contractor shall provide Tier 3 and Tier 4 (COTS Vendor coordination) Help Desk services 
to customers.  The USCG Finance Center (FINCEN) is the business operations support center for 
all three TRIO agencies and will provide Tier 1 and 2 help desk support. 


The Contractor shall provide technical field support and help desk to the customer.  The 
Contractor shall include strong emphasis on customer and stakeholder satisfaction, cooperation 
between Government and all Contractors supporting the FSM Solution, delivering all work 
products in accordance with the Contractor’s proposed timelines and agreed to project plans, 
identifying issues with potential solutions, and problem resolution at the lowest level possible for 
successful support and implementation of the FSM Solution.   


The Contractor shall include how they will provide technical field support for all business 
applications detailed under this task order.  The Contractor shall coordinate with the USCG 
Finance Center (FINCEN) Tier 1 and 2 Help Desk, as appropriate, for problem resolution for 
field users to diagnose and correct systems issues experienced in the field.  The Contractor shall: 


• Populate a Knowledge Management database to attain metrics for Tier 1 support and 
provide an automated solution for user access and password resets.  All Contractors’ 
resolution specifics shall be captured in the Knowledge Management tool/database. 


• Coordinate with the Functional and Technical SMEs for ticket resolution at Tier 1 
support to attain the metric that tickets are resolved at Tier 1 support 85% of the time 
within 24 hours of ticket receipt.  If the Tier 1 support cannot resolve the issue, the 
trouble ticket will be escalated to Tier 2, which is the USCG FINCEN Business 
Operations Group or Tier 3 for Contractor’s resolution depending upon the type of 
issue.   


• Track tickets to conclusion. 
• Provide metrics to show Help Desk performance. 
• Attain a customer service satisfaction rating of at least 80%. 
• Coordinate with the Commercial-off the Shelf (COTS) vendor for Tier 4 support.  


This type of support would require the COTS vendor to provide a patch to the COTS 
product.   


• Ramp up Help Desk support for DNDO, TSA and USCG based upon the projected 
usage.  Average monthly ticket submission for the Trio follows: 
o DNDO – 30 FSM Solution – Start immediately after the Contractor assumes full 


responsibility for the FSM Solution 


Ticket Aging Total of 44 since 10/1 
a. >30 days =      7   16% 
b. 16-29 days =  6   14% 
c. 7-15 days =   15   34% 
d. 0-7 days =     16   36% 


o TSA – 307 – based on current CAS Suite – Begins after implementation 
o USCG – 3,800 – based on current CAS Suite – Begins after implementation 
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The Contractor shall provide a “Rapid Response” Team capability to address priority 1 and 2 
issues (user is unable to continue) and/or business operational knowledge issues that prevent 
business operations from meeting critical business events.  Priority/Severity 1 and 2 issues are 
issues that have no work around or a work around that can only be completed by the technical 
team and is a temporary solution that requires an emergency release to correct the issue.  The 
Contractor methodology shall be captured in their System Configuration Management Plan (S-
CM Plan) that shall align with the Program Change Management Plan (P-CM Plan). 


11 INFORMATION ASSURANCE (IA) 


The DHS IA program and associated consultation services will be managed under the DHS 
CISO Information Assurance contract vehicle, in conjunction with TRIO CISOs, in order to 
ensure that IT investments managed by the DHS meet the requirements of the Federal 
Information Security Management Act (FISMA), and Federal Managers’ Financial Integrity Act 
(FMFIA).  The IA consultants will guide the IT systems developed, hosted and maintained by 
DHS through the Security Authorization Process, provide oversight and assistance to the 
Contractor on this task order with on-going computer security functions, and provide 
consultation in the development and maintenance of disaster recovery capabilities. 


It is the responsibility of the Contractor on this task order to ensure that all software 
enhancement and maintenance activities provided for under this task order are compliant with 
DHS Information Security Policy, DHS 140.01 as implemented by DHS MD 4300A Sensitive 
Systems Handbook and DISA STIG.  The Contractor shall conform to these IA requirements to 
include ensuring that all appropriate Contractor personnel achieve and maintain required IA 
professional certifications as detailed under DoD 8570.1 for the Information Assurance 
Technical (IAT) and Information Assurance Workforce System Architecture and Engineer 
(IASAE) specialties.   


The task order Contractor shall create and maintain any and all documentation required by DHS 
CISO and DHS MD 4300A to obtain an Interim and Full Authority to Operate (ATO).  The 
Contractor shall provide a certified Information Systems Security Officer (ISSO) to collaborate 
and coordinate with DHS CISO to complete the documentation required on this task order for an 
ATO.  The ISSO shall perform all Information Assurance tasks to ensure the FSM Solution 
maintains its ATO.  The Contractor shall coordinate with the hosting provider to run application 
vulnerability scans on the system as required by DISA and DHS.  The Contractor shall provide 
Plan of Action and Milestones (POAMs) to remediate issues found and track/report the 
completion of the POAMs that result from the scan.  The Contractor shall include the security 
findings metrics in their Monthly Progress Report.  The Contractor shall create a Risk 
Acceptance Memo (RAM) for Authorizing Official (AO) signature and acceptance for POAMs 
where the JPMO Program Manager recommends accepting the risk and has gained agreement 
from the FSM Solution Authorizing Official (AO) and the DHS CISO.  The Contractor shall 
provide ATO data to the OTA in order to assist them in evaluating the operational cyber security 
of the solution.  The contractor shall support the DHS OTA with preparation, conduction, and 
analysis of the OTA’s cyber security threat based penetration testing in the production or 
production like environment. 
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12 DISASTER RECOVERY AND BUSINESS CONTINUITY (DRBC) 


The Contractor shall be responsible for the DRBC program and shall coordinate with the DHS 
Component business operations subject matter experts (SMEs) and future infrastructure hosting 
provider to ensure the DRBC program is defined, documented, and exercised in accordance with 
DHS policy.  The Contractor shall support exercising annual Contingency Plans for each system 
developed, deployed and maintained by DHS. 


The Contractor shall develop specific contingency and disaster recovery plans relevant to each 
business application, and shall incorporate those plans into the DHS's overall DRBC planning 
structure.  The Contractor shall coordinate testing of each plan with the future infrastructure 
hosting provider and business operations subject matter experts (SMEs) at least annually, or 
more frequently if so required by the plan, and shall perform a full evaluation of each test at its 
completion, making recommendations for improvements or modifications to existing plans, 
infrastructure (hosting agreements) or procedures as appropriate.  The Contractor shall maintain 
business application processes, policies and procedures related to preparing for recovery or 
continuation of critical business application functionality.  The amount of time to cutover to DR 
shall be 48 hours. 


12.1 System Recovery Support Services 


The Contractor shall provide personnel resources to ensure a system recovery capability that will 
support Government goals and objectives in accordance with established system availability 
requirements.  At a minimum, the Contractor shall provide the capability for primary and backup 
systems to support recovery of all critical software programs and sensitive Government 
information.   


The Contractor shall describe how they will coordinate an enterprise systems recovery support 
services plan with the infrastructure hosting provider.  This plan shall be provided to the 
Government for approval and updated semi-annually. 


12.2 System Downtime 


The Contractor shall describe how they will coordinate with the infrastructure hosting provider 
to report downtime for the business application, databases and system interfaces, execute any 
downtime event, and report consolidated downtime for business application, databases and 
system interfaces supported by the Contractor on this task order as well as hardware and network 
components supported by the infrastructure hosting provider through a single downtime 
reporting system.  Network and hardware downtime reporting shall be included in the Monthly 
Progress Report (MPR) for overall system availability requirements to Customers.  The 
Contractor’s defined methodology for business application downtime reporting procedures shall 
be defined in their business model and detailed in the Program Management Plan 
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12.3 Software Engineering 


Software engineering includes analysis, requirements, design, development, testing, installation, 
implementation (deployment), and operations and maintenance activities which support the 
configuration, creation and maintenance of software required to meet new or modified functional 
requirements resulting from federal law, congressional mandate, or DHS policy and direction.  
The Contractor shall gather requirements, configure, develop, deploy, implement, maintain, 
update and change business application and COTS software. 
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SECTION III – DELIVERY OR PERFORMANCE 


1 PERIOD OF PERFORMANCE 


The period of performance for this task order encompasses a Base Period of twelve (12) Months, 
two (2) 12-month Option Periods, and one 11-month Option Period. 


2 PLACE OF PERFORMANCE 


The place of performance may vary among the Contractor’s facilities, DHS headquarters in 
Washington, DC, DHS Component sites, and DHS service provider sites.  Any individual placed 
in a role that the Government designates as Key under this task order shall be available to be 
onsite at DHS headquarters in Washington, DC as work requires.  The Contractor will be 
provided temporary office and general engineering space, as required, within the DHS 
Headquarters facilities or other Government facilities as necessary.  Three primary locations will 
exist for performance of the requirements on this task order with on-site visits to other locations 
as identified below.   


Contractor’s Facility.  Many of the requirements for this task orders can be performed at the 
Contractor’s facility with on-site visits to the DHS and DHS Component facilities (DHS 
Headquarters in Washington DC and to locations identified in Section 4.8.1) as necessary to 
complete the tasks set forth in this task order and all logical follow on task orders.   


Government’s Facility – DHS HQ.  The Program Management support requirements may be 
performed at the Government’s facility to meet the requirements in this task orders.  The 
Contractor Program Manager and a limited number of Key Contractor personnel supporting this 
task order will be provided temporary “hoteling” type work space at the DHS Headquarters 
Command located at 300 7th Street SW, Washington, DC 20024 on an as needed basis. 


Government’s Facility – Non-DHS HQ.  A limited number of Contractor personnel supporting 
this task order may need to be located at other Government facilities to support the requirements 
on this task order.  Contractor performance supporting technical/functional operations and 
maintenance type tasks may take place at other facilities outside of DHS Headquarters, the 
Contractor and/or co-location site.  The Government and Contractor shall determine which O&M 
support tasks require Contractor support be located at DHS Component sites.  Written approval 
from the JPMO Program Manager and the Contracting Officer is required prior to executing this 
need. 


3 HOURS OF OPERATION 


The Customer Service Level Agreements are required for each Component in the TRIO.  The 
customer SLAs will define the support agreements required by the Components and will drive 
the operational hours the Contractors is required to support the Customer.  For example, support 
for DNDO is required between the hours of 0630 to 1800.  TSA and USCG require support 
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between the hours of 0630 to 2100 because their users are located throughout the CONUS.  
Service Level Objectives will be provided to the Contractor from the TRIO for the development 
and implementation of Service Level Agreements (SLAs) for performance of individual tasks.    
The SLAs provide both incentives to the Contractor for superior service.  The Contractor shall 
establish metrics that measure the satisfaction of their customers. 


There may be occasions when Contractor employees shall be required to work other than normal 
business hours, including weekends and holidays, to fulfill requirements under this task order. 


4 DELIVERABLES AND DELIVERY SCHEDULE 


The contractor shall ensure delivery of all draft and final deliverables s in accordance with 
Deliverables table below. The Government will review all draft and final deliverables to ensure 
accuracy, functionality, completeness, professional quality, and overall compliance with 
government policies, regulations, laws, and directives.  Written documents shall be concise and 
clearly written. 


The Contractor shall provide all written reports in electronic format with read/write capability 
using applications that are compatible with the current DHS, DNDO, TSA, and USCG Standard 
Workstation Windows and Microsoft products. 


Due to DHS/DNDO/TSA/USCG Internet restrictions, the Contractor shall load all deliverables to 
the Government furnished portal site and shall notify the COR via email of submission of the 
deliverables.   


The Contractor shall submit request for change (CR) to the approved/accepted support plans and 
processes to the CO and COR for approval within ten (10) business days prior to implementation 
of any changes. 


1. Final documentation deliverables shall be provided in hard and soft copy using MS 
Office products as specified below.  Daily, weekly, interim, informal deliverables and working-
copy products may be provided by e-mail or disk, as arranged. 


2. The government will have ten (10) business days to accept or reject task order 
deliverables.  If a deliverable is rejected and returned to the Contractor for revision, the 
Contractor shall provide the corrected deliverable within five business days of notification of the 
request for revision. 


3. All Deliverables shall be submitted to the COR identified in this task order.  A copy of 
the Monthly Status Report shall be submitted to the COR and CO. 
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Table 1 – Deliverables  


Deliverable  Requirement  Due Date 
Base Period and Option Periods  


Kickoff Meeting 
Contractor shall meet with the Contracting Officer, 
COR, and JPMO to discuss task order Objectives 
in accordance of the task order SOW 


Five (5) business days 
after task order issuance 


Public Trust Forms 
and Finger Print 
Cards  


The Contractor shall provide a visit 
request/clearance verification listing for all new 
employees to demonstrate that a valid SF-85P 
(Questionnaire for Public Trust Positions) and FD-
258 (Finger Print Cards) has been completed for 
each employee and is kept on-file by the 
Contractor.  This information shall be provided 
within 14 calendar days of award. 


Reoccurring  


Non-Disclosure 
Agreements (DHS 
Form 11000-6) 


Deliver completed, signed Non-Disclosure 
Agreements for all Contractor employees. Reoccurring 


Government 
Facility Access List  


The Contractor shall provide a revised list of 
contractor personnel who require access to the 
DHS, DNDO, TSA, and USCG Components 
during the course of the task order within 5 days of 
requiring access in accordance with Section H of 
the task order.  


Reoccurring  


Phase-In Project 
Plan 


The Contractor shall provide a Phase-In Project 
Plan in accordance with the SOW. 


Draft 15 business days 
post-award 
Final ten (10) business 
days after Government 
Review 


Staffing Matrix The Contractor shall provide a Staffing Matrix in 
accordance with the SOW.  


Initially fifteen (15) 
business days post- 
award with updates as 
required 


Communications 
Strategy 


The Contractor shall provide a communications 
strategy in accordance with Section 9.6 of the task 
order SOW 


Initially fifteen (15) 
business days post-
award with updates as 
required 


Travel Request 
Form 


The Contractor shall submit a Travel Request 
Form for each month when there will be travel in 
accordance with the SOW. 


As Required 
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Deliverable  Requirement  Due Date 


FSM System 
Transition Plan 


The Contractor shall update their portion of the 
FSM STP in accordance with the SOW 9.1. As Required 


Operational 
Familiarization 
Demonstrations  
(Attachment I) 


OFDs are required for all subsequent systems, and 
new functions to existing systems.  OFDs are 
required for all individuals who assume new 
positions in accordance with the SOW 9.1. 


As Required   


Notification in 
writing of 
assumption of 
responsibility for 
FSM Solution 


The Contractor shall notify the Government in 
writing of the assumption of responsibility for the 
FSM Solution in accordance with the SOW 


Once 


DHS Audit Report 


DHS Audits shall be coordinated with the 
Contractor at least five (5) days prior to inspection 
of the Contractor’s quality 
standards/facility/processes/procedures, etc.  The 
Contractor shall allow the Government Auditors 
and IV&V Support Personnel access to all 
information as required to determine the 
Contractor is following their established quality 
standards and DHS/TRIO policies, audit 
requirements, etc. in accordance with the SOW. 


As Required - Due five 
(5) business days after 
an Audit 


Program 
Management Plan  


Complete and deliver an electronic Program 
Management Plan.  This plan will be updated 
quarterly in accordance with the SOW 8.6. 


Draft 15 business days 
post-award 
Final due ten (10) 
business days after 
Government Review, 
updates Quarterly  


Executive 
Reports/Briefings 


The Contractor shall provide 
reports/metrics/program-project level schedules 
and updates to Executive Management and other 
stakeholders in accordance with the SOW 9.7. 


As Required 


Acquisition, 
Program & Eng. 
Oversight Reviews 


The Contractor shall prepare documents required 
for acquisition reviews in accordance with the 
SOW. 


As Required 


Integrated Baseline 
Review (IBR) 
Meetings Minutes 


The Contractor shall provide meeting minutes at 
the completion of each IBR in accordance with the 
SOW 9.9. 


Quarterly or more 
frequent As Required by 
the Government 
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Deliverable  Requirement  Due Date 


Weekly Status 
Report 


Provide a weekly status report in accordance with 
the SOW 8.2 Weekly 


Monthly Progress 
Reports and 
Briefings  


Create and deliver Monthly Progress Reports and 
Briefings for business systems or support areas 
supported under this task order in accordance with 
the SOW.   


Monthly  


EVM-like Metrics/ 
Data 


The Contractor shall provide monthly metrics/ data 
on scope, schedule, and cost in accordance with 
industry standards and best practices, SOW 9.9, 
9.13. 


Monthly 


Technology 
Insertion Packages The Contactor shall provide Technology Insertion 


packages/documentation to support proposed IT 
tools that are not found within the DHS TRM in 
accordance with the SOW. 


As Required 


Quality Control 
Management Plan The Contractor shall develop and deliver a QCMP 


to include performance metrics in accordance with 
the SOW 9.2 


Draft 15 business days 
post-award 
Final due ten (10) 
business days after 
Government Review 
with annual updates. 


Quality Control 
Plan  The Contactor shall develop and deliver a draft 


QCP describing how the Contractor will meet and 
comply with the quality standards established in 
the Contractor’s QCMP in accordance with the 
SOW 8.4. 


Draft 15 business days 
post-award 
Final due ten (10) 
business days after 
Government Review 
with annual updates.  


Change 
Management 
Strategy and 
Support 


Various deliverables in accordance with the SOW. As Required 


Change 
Management Plan Provide a consolidated Change Management Plan 


in accordance with the SOW 8.7. 


Initially 15 business 
days post-award,  with 
annual updates 


Risk Management 
Plan Create and deliver a Risk Management Plan in 


accordance with the SOW 8.8. 


Initially 15 business 
days post-award, with 
annual updates 


Disaster Recovery 
and Business 
Continuity Plan 


The Contractor shall develop specific contingency 
and disaster recovery plans relevant to each 
business application 


Before delivery of OFD 
with annual updates 
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Deliverable  Requirement  Due Date 
Disaster Recovery 
Test Report 


The Contractor shall coordinate testing of each 
plan with the future infrastructure hosting provider 
and business operations subject matter experts. 


As Required 


Risk Register 
The Contractor shall manage a risk register for 
identified risks in accordance the SOW 9.12. As Required 


Design ITIL 
Services – BPMN Deliver Services and document processes using 


BPMN in accordance with the SOW 9.15 


Contractor to propose 
timeframes to complete 
this work 


System Availability  The Contractor shall calculate the System 
Availability and performance, and compare the 
results of actual performance with stated 
requirements in accordance with the SOW.  


Monthly  


Customer Service 
Level Agreements 
(SLAs) The contractor shall provide SLAs in accordance 


with the SOW 3.0. 


DNDO SLA 30 
calendar days before 
assuming O&M support 
responsibility.  TSA 30 
calendar before go live.  
USCG 30 calendar days 
before go live. 


Customer Service 
Metrics  


The Contractor shall provide metrics to measure 
Customer satisfaction and compare to required 
level of satisfaction in accordance with the SOW. 


Monthly  


Phase-Out  
Phase-Out Plan  Create and deliver an electronic Phase-Out Plan in 


accordance with the task order SOW 6.15.  Once   


Government Issued 
Badges, 
Identification 
Cards, Passes, and 
Vehicle 
Registrations  


The Contractor shall submit a certification to the 
contracting officer that the Government Issued 
Badges, Identification Cards, Passes, and Vehicle 
Registrations have been accounted for all former 
employees and subcontractor employees.  The 
approved certification shall be attached to the 
Contractor’s final invoice. 


Once  


IT Security 


IT Security Plan 


The Contractor shall provide, implement, and 
maintain an IT Security Plan in Accordance with 
HSAR Clause 3052.204-70 Security Requirements 
for Unclassified Information Technology 
Resources and NIST Standard 800-171. 


Draft within 60 calendar 
days post-award, Final 
due 6 months post-
award 


Security 
Requirements Not 
Implemented 


The Contractor shall provide in writing to the 
Contracting Officer any security requirements not 
implemented at the time of task order award. 


Due 30 calendar days 
post-award 
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Deliverable  Requirement  Due Date 
Program Support Documentation 


System 
Configuration 
Management Plan 


The Contractor shall provide a System CM Plan in 
accordance with the SOW 5.7. 


Initial 90 calendar days 
post-award and update 
as required 


Requirements 
Management Plan 


The Contractor shall provide a RMP in accordance 
with the SOW 5.8. 


Initial 90 calendar days 
post-award and update 
as required 


Data Management 
Plan 


The Contractor shall provide a DMP in accordance 
with the SOW 5.9. 


Initial 90 calendar days 
post-award and update 
as required 


Data Security 
Management Plan 


The Contractor shall provide a DSMP in 
accordance with the SOW 5.10. 


Initial 90 calendar days 
post-award and update 
as required 


Information 
Assurance 
Deliverables 


There are many documents that will need to be 
created for information assurance.  See applicable 
SOW sections. 


As Required to obtain 
IATO within 90 
calendar days and full 
ATO within 6 months of 
DHS assuming 
responsibility of FSM 
Solution 


DHS FSM Solution 
Policies, Plans, 
Process, 
Procedures, Guides, 
Templates, etc. 


The Contractor shall create the JPMO FSM 
Solution documentation.  


Contractor to propose 
timeframes to complete 
this work 


IT Software Tools, 
Services, etc.  
Standard Operating 
Procedures 


The Contractor shall create and deliver SOPs for 
all IT Software Tools in accordance with the SOW As Required 


IT Software Tools, 
IT Services, ITIL 
Framework 
Services, etc. 
Training 


The Contractor shall configure, create and deliver 
training for the IT Software tools, IT Services, 
ITIL Framework Services in accordance with the 
SOW. 


As Required 


Discovery Report 
(Draft) 


The Contractor shall provide the Discovery Report 
in accordance with the SOW 5.18. 


Due within thirty (30) 
calendar days after the 
FSM Solution is 
accessible by the 
Contractor 
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Deliverable  Requirement  Due Date 


Discovery Report 
(Final) 


The Contractor shall provide the Discovery Report 
in accordance with the SOW 5.18. 


Due within sixty (60) 
Calendar days after the 
FSM Solution is 
accessible by the 
Contractor 


TRACI Matrix 
(Technical O&M) 


The Contractor shall create and deliver a TRACI 
Matrix in accordance with the SOW. 


Before O&M OFD sign 
off 


RACI Matrix 
(Functional O&M) 


The Contractor shall create and deliver a RACI 
Matrix in accordance with the SOW. 


Before O&M OFD sign 
off 


The Contractor shall provide the following deliverables to support systems engineering 
operations during the Development and Testing/Obtain, Implementation/Obtain, and Operations 
& Maintenance/Produce, Deploy, Support phases of the DHS SELC/USCG SDLC (as 
applicable) to implement and support the TRIO component.  See Sections 5.68 of the task order 
SOW.  These deliverables are updated as the system moves from one phase to the next.  New 
requirements and functionality will also cause updates to existing documentation.  See the DHS 
SELC and USCG SDLC for frequency requirements.  Outlined below are some of the more 
common deliverables.  The Contractor shall review the DHS SELC, USCG SDLC . 


Deliverable  Requirement  Frequency 
Development & Testing/Obtain Phase 
User Support 
Documentation (Help 
Files, Tutorials, User 
Manuals, Oracle 
UPK) 


Create and deliver system specific user support 
documentation (such help files, tutorials, and user 
manuals) per Government direction and specifications. 


As Required 


Operational 
Familiarization 
Demonstration (OFD) 
(Attachment I) 


Create, update and perform Operational Familiarization 
Demonstrations.  OFDs are required for all new 
systems, new functions to existing systems, and all 
individuals who assume new positions in accordance 
with the task order SOW.       


As Required 


Release Candidate 
Baseline 


Create and deliver release notes detailing the baseline 
functionality to be delivered with the deployment of the 
new system or new system functionality. 


As Required 


System 
Implementation Plan 


Create and deliver a System Implementation Plan 
detailing all activities required to successfully develop 
and deploy the system or new system functionality. 


As Required 


System Maintenance 
Plan 


Create and deliver a System Maintenance Plan 
detailing the system maintenance activities to be 


As Required 
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Deliverable  Requirement  Frequency 
conducted during the course of the task order 
Performance Period 


System Maintenance 
Requirements List 
(MRL) 


Create and deliver a System Maintenance 
Requirements List (MRL) in accordance with the 
SOW. 


As Required 


System 
Documentation Suite 


Create and deliver a full set of system documentation  As Required 


Test and Evaluation 
Plan 


As required by the Government Program Office, create 
and deliver a test plan detailing required testing 
activities, key roles and responsibilities, and 
schedules/timelines. 


As Required 


System Test Scripts Create and deliver test scripts to support testing of the 
delivered system or new system functionality prior to 
deployment. 


As Required 


User Acceptance Test 
Script 


Assist the Government with creating user acceptance 
test scripts in accordance with the SOW 


As Required 


Test Report Create and deliver a report detailing the results of the 
test execution. 


As Required 


Section 508 Test 
Report 


Create and deliver a Section 508 Test Report and 
coordinate updates to the Application with the COTS 
vendor in accordance with the SOW 


As Required 


Training Plan  As required by the Government Program Office, create 
and deliver a Training Plan to support the deployment 
of the new system or new system functionality.   


As Required 


Implementation/Obtain 
User Support 
Documentation (Help 
Files, Tutorials, User 
Manuals) 


Update baseline system specific user support 
documentation (such help files, tutorials, and user 
manuals) as needed. 


Incremental  updates 
as needed 


Operational 
Familiarization 
Demonstration (OFD) 
(Attachment I) 


Update and perform Operational Familiarization 
Demonstrations.  OFDs are required for all new 
systems, new functions to existing systems, and all 
individuals who assume new positions in accordance 
with the task order SOW 


Incremental  updates 
as needed 


System Maintenance 
Plan 


Update System Maintenance Plan detailing the system 
maintenance activities to be conducted during the 
course of the task order Performance Period 


Incremental  updates 
as needed 


System Maintenance 
Requirements List 
(MRL) 


Create and deliver a System Maintenance 
Requirements List (MRL) in accordance with the 
SOW. 


Incremental updates 
as needed 


System 
Documentation Suite 


Update full set of system documentation Incremental  updates 
as needed 


Training Plan  As required by the Government Program Office, update 
Training Plan to support the deployment of the new 


Incremental  updates 
as needed 
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Deliverable  Requirement  Frequency 
system or new system functionality.   


Operations & Maintenance/Produce, Deploy, Support 
User Support 
Documentation (Help 
Files, Tutorials, User 
Manuals) 


Create and deliver system specific user support 
documentation (such help files, tutorials, and user 
manuals) per Government direction and specifications. 


On-going 
maintenance/ updates 


Operational 
Familiarization 
Demonstration (OFD) 
(Attachment I) 


Create, update and perform Operational Familiarization 
Demonstrations.  OFDs are required for all new 
systems, new functions to existing systems, and all 
individuals who assume new positions in accordance 
with the task order SOW.       


On-going 
maintenance/ updates 


System Maintenance 
Plan 


Create and deliver a System Maintenance Plan 
detailing the system maintenance activities to be 
conducted during the course of the task order 
Performance Period 


On-going 
maintenance/ updates 


System Maintenance 
Requirements List 
(MRL) 


Create and deliver a System Maintenance 
Requirements List (MRL) in accordance with the 
SOW. 


On-going 
maintenance/ updates 


System 
Documentation Suite 


Create and deliver a full set of system documentation  On-going 
maintenance/ updates 


System Test Scripts Create and deliver test scripts to support testing of the 
delivered system or new system functionality prior to 
deployment. 


On-going 
maintenance/ updates 


System Performance 
Reports 


Conduct periodic system performance reviews to 
ensure that the system complies with system 
performance and availability requirements. 


Initial plus on-going 
maintenance/ 
updates. 
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SECTION IV - CONTRACT ADMINISTRATION DATA 
 


1 GOVERNMENT FURNISHED EQUIPMENT (GFE) 


Government Furnished Equipment (GFE) provided will include access to DHS virtual desktop 
interface (VDI) or DHS laptops and PIV cards.  DHS VDI or laptops(s) will be configured to 
allow installation of support and/or development tools the Contractor may need to complete the 
tasks required under this task order.  DHS VDI or laptops(s) are required to access the hosting 
environments.  Typical GFE includes: office space, desks, chairs, workstations, telephones, 
infrastructure, and facilities support.  


2 POST AWARD CONFERENCE 


The Contractor shall attend a Post Award Conference with the Contracting Officer, JPMO 
Program Manager, and COR no later than 5 business days after the date of award (or within 10 
business days if agreed upon.) The purpose of the Post Award Conference is to discuss technical 
and contracting objectives of this task order.  The post-award conference will be held at the 
Government’s facility or via teleconference.  The date, time, and office location will be provided 
after award. 


3 KICK-OFF MEETING 


The Contractor’s Key Personnel shall meet with the Contracting Officer, COR, JPMO and key 
stakeholders to discuss the goals for the task order at the Kick-Off Meeting, which will be held 
five (5) business days after task order issuance at the Government’s facility.  This meeting will 
be held to discuss the Phase-In plan, FSM Solution Program, and the goals for the transition, 
O&M, rework and implementation effort required on this task order.  The Contractor shall 
provide the following task order specific deliverables as draft in their proposal and finalized ten 
(10) business days after Government review.  The Government shall review the documents and 
provide comments within ten (10) business days of after the kick off meeting. 


• Phase-In Project Plan 
• Program Management Plan 


4 CONTRACT ADMINISTRATION 
 


4.1 Contracting Officer 


The Contracting Officer for this task order is: 


Ms. Cynthia Aki 
DHS Office of Procurement Operations (OPO) 
Departmental Operations Acquisition Division (DOAD) 
U.S. Department of Homeland Security 
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Phone Number: (202) 447-5542 
E-mail: cynthia.aki@hq.dhs.gov 


Copies of all correspondence concerning this task order shall be provided to the Contracting 
Officer listed above. 


4.2 Contracting Officer’s Authority 


A warranted Contracting Officer is the only person authorized to issue modifications to the task 
order, approve changes in any of the requirements, or obligate funds.  Notwithstanding any 
clause/provision contained elsewhere in this task order, the authority to modify the task order 
remains solely with the Contracting Officer.  If the Contractor makes any task order changes at 
the direction of any person other than the Contracting Officer, the change will be considered to 
have been made without authority and no adjustment will be made in the task order to cover any 
increases in charges that may result.  The Contracting Officer has the authority to perform any 
and all post-award functions in administering and enforcing the proposed task order in 
accordance with its terms and conditions. 


4.3 Contract Specialist 


This task order will be administered by: 


Ms. Amanda Aung, Contract Specialist 
DHS Office of Procurement Operations (OPO) 
Departmental Operations Acquisition Division (DOAD) 
U.S. Department of Homeland Security 
Phone Number: (202) 447-5214 
E-mail: Amanda.Aung@hq.dhs.gov 


4.4 CONTRACTING OFFICER’S REPRESENTATIVE (COR) 


The COR for this task order is: 


[TBD]  
DHS Office of the Chief Financial Officer (OCFO) 
Office of Financial Management  
Joint Program Management Office (JPMO) 
U.S. Department of Homeland Security 
Phone Number: [TBD] 
E-mail: [TBD] 


The COR name and contact information will be provided upon task order award. 



mailto:cynthia.aki@hq.dhs.gov

mailto:Amanda.Aung@hq.dhs.gov
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SECTION V - INVOICE AND PAYMENT PROVISIONS 


1 INVOICING 


Invoices shall be prepared per in accordance with FAR Clauses 52.232-25 Prompt Payment, 
52.232-7 Payments under Time-and-Materials and Labor-Hour Contracts, and 52.232-16 
Progress Payments.   In addition to invoice preparation as required by the FAR, the Contractor’s 
invoice shall include the following information: 


1)  Cover sheet identifying DHS; 
2)  Task order and associated EAGLE II Contract Number; 
3)  Modification number, if any; 
4)  DUNS Number; 
5)  Month services provided 
6)  CLIN and Accounting Classifications 


The invoice shall clearly document by Contract Line Item Number (CLIN) each billed item 
(Labor Hour [LH], Firm-Fixed Price [FFP], and Travel [T&M],).  The Contractor shall invoice 
monthly, based on the below: 


Labor Hour (LH)) - When invoicing for the Labor Hour CLINs, the Contractor shall indicate the 
associated CLIN and dollar amount invoiced.  Supporting documentation shall include labor 
categories, rates, and hours burned for the billing period; contractor employee name; total 
cumulative hours to date and dollar amount for contractor employees.   


Firm Fixed Price (FFP) – Firm Fixed Price CLINS will be associated with increment based 
payments aligned to delivery based on agreed upon acceptance criteria and/or definition of done 
or to milestone payments.  The invoicing for FFP CLINS shall align with the Contractor’s 
technical approach to the work as proposed, and the structure of the FFP CLIN invoicing will be 
mutually agreed upon after award, in accordance with the Contractor’s proposed technical 
approach to the work.   


Travel (Reimbursable Cost) – Support for SOW task reference number and task title; identify 
local or business (TDY) travel; description/purpose of travel, include dates; staff name(s); 
breakout of all expenses, total travel amount for staff member per trip; total monthly amount for 
all staff travel grouped by task and total monthly amount for all travel for all tasks.   


 
As appropriate, after award, Labor Hour CLINs may be converted to Firm-Fixed Price CLINs 
through mutual agreement of both parties, based on the labor categories and rates negotiated at 
the time of award.    


1.1 Invoice Submission 


The contractor shall submit one invoice by the 10th business day of each month. 


The Contractor shall submit the invoice electronically to the address below: 
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ATTN: MGTInvoice.Consolidation 


E-mail:MGTInvoice.Consolidation@ice.dhs.gov 


The Contractor shall simultaneously provide an electronic copy of the invoice to the following 
individuals at the addresses below: 


1)  ATTN: Office of Procurement Operations/Amanda Aung (Contract Specialist) 


E-mail: Amanda.Aung@hq.dhs.gov 


2)  ATTN: Office of Procurement Operations/Cynthia Aki (Contracting Officer) 


E-mail: Cynthia.Aki@hq.dhs.gov 


3)  ATTN:  Office of the Chief Financial Officer/TBD (COR) 


E-mail: TBD 


The contractor shall submit invoices to the email address above.  Additionally, the contractor 
shall prepare and submit a sufficient and procurement regulatory compliant invoice and receiving 
report for technical certification of inspection/acceptance of services and approval for payment.  
The contractor shall attach back up information to the invoices and receiving reports 
substantiating all costs for services performed.  The receiving agency’s written or electronic 
acceptance by the COR and date of acceptance shall be included as part of the backup 
documentation. 


If the invoice is submitted without all required back up documentation, if required, the invoice 
shall be rejected.  The Government reserves the right to have all invoices and backup 
documentation reviewed by the Contracting Officer prior to payment approval. 



mailto:MGTInvoice.Consolidation@ice.dhs.gov

mailto:Amanda.Aung@hq.dhs.gov

mailto:Cynthia.Aki@hq.dhs.gov
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SECTION VI – SPECIAL CONTRACT REQUIREMENTS 
 


1 PERSONNEL QUALIFICATIONS 


The contractor shall be responsible for employing technically qualified personnel to perform the 
work specified in this Statement of Work.  The contractor shall maintain the personnel, 
organization, and administrative control necessary to ensure that the work delivered meets the 
government’s specifications and requirements.  The work history of each contractor employee 
must contain experience directly related to the work he/she is required to perform under this task 
order. 


In addition, the contractor must have the demonstrated ability to reach out to a wide variety of 
subject matter experts in relevant fields, retain their services, and productively engage them in 
support of government requirements. 


The Contractor shall provide qualified personnel to perform all requirements specified in this 
SOW Contractors shall ensure all proposed personnel meet or exceed the labor category 
qualifications as described in their EAGLE, FC1 contract, and that all proposed labor categories 
are consistent with the Contractors EAGLE II FC 1 contract.  


2 DISCLOSURE OF INFORMATION - OFFICIAL USE ONLY 


Each officer or employee of the Contractor or Subcontractor at any tier to whom “Official Use 
Only” information may be made available or disclosed shall be notified in writing by the 
Contractor that “Official Use Only” information disclosed to such officer or employee can be 
used only for a purpose and to the extent authorized herein, and that further disclosure of any 
such “Official Use Only” information, by any means, for a purpose or to an extent unauthorized 
herein, may subject the offender to criminal sanctions imposed by 18 United States Code 
(U.S.C.) Sections 641 and 3571.  Section 641 of 18 U.S.C. provides, in pertinent part, that 
whoever knowingly converts to his use or the use of another, or without authority sells, conveys, 
or disposes of any record of the United States or whoever receives the same with the intent to 
convert it to his use or gain, knowing it to have been converted, shall be guilty of a crime 
punishable by a fine or imprisoned up to ten (10) years or both.  


3 STANDARD CONDUCT AT GOVERNMENT INSTALLATIONS 


The Contractor shall be responsible for maintaining satisfactory standards of employee 
competency conduct, appearance and integrity and shall be responsible for taking such 
disciplinary action with respect to his employees as may be necessary.  The Contractor is also 
responsible for ensuring that his employees do not disturb papers on desks, open desk drawers or 
cabinets, or use Government telephones except as authorized. 
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In performing on-site work under this task order on a Government installation or in a 
Government building, the Contractor shall: 


Conform to the specific safety requirements established by a task order. 


Comply with the safety rules of the Government installation that concern related activities not 
directly addressed in this task order. 


Take all reasonable steps and precautions to prevent accidents and preserve the life and health of 
Contractor and Government personnel connected in any way with performance under this task 
order. 


Take such additional immediate precautions as the CO or COTR may reasonably require for 
safety and accident prevention purposes. 


4 SECURITY REQUIREMENTS 


The work performed under this task order requires employees to complete a favorable fingerprint 
check and a NACI at a minimum and in some cases a SECRET level clearance.  The procedures 
outlined below shall be followed in order for the DHS Security Office to process background 
investigations and suitability determinations, as required, in a timely and efficient manner.  US 
citizenship is required for all contractor employees working under this task order. 


Carefully read the security clauses in the task order.  Compliance with these clauses is not 
optional. 


Contractor employees (to include applicants, temporaries, part-time and replacement employees) 
under the task order, requiring access to sensitive information, shall undergo a position 
sensitivity analysis based on the duties each individual will perform on the task order.  The 
results of the position sensitivity analysis shall identify the appropriate background investigation 
to be conducted.  All background investigations will be processed through the DHS Security 
Office.  Prospective Contractor employees shall submit the following completed forms to the 
DHS Security Office.  The Standard Form 85P will be completed electronically, through the 
Office of Personnel Management’s e-QIP SYSTEM.  The completed forms must be given to the 
DHS Security Office no less than thirty (30) days before the start date of the task order or thirty 
(30) days prior to entry on duty of any employees, whether a replacement, addition, 
subcontractor employee, or vendor: 


• Standard Form 85P, “Questionnaire for Public Trust Positions” 
• FD Form 258, “Fingerprint Card” (2 copies) 
• DHS Form 11000-6 “Conditional Access to Sensitive but Unclassified Information Non-


Disclosure Agreement” 
• DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports 


Pursuant to the Fair Credit Reporting Act” 
• Only complete packages will be accepted by the DHS Security Office.  Specific 


instructions on submission of packages will be provided upon award of the task order. 
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DHS may, as appropriate, authorize and grant a favorable entry on duty (EOD) decision based on 
preliminary suitability checks.  The favorable EOD decision would allow the employees to 
commence work temporarily prior to the completion of the full investigation.  The granting of a 
favorable EOD decision shall not be considered a determination that a full employment 
suitability authorization will follow.  A favorable EOD decision or a full employment suitability 
determination shall in no way prevent, preclude, or bar DHS from withdrawing or terminating 
access government facilities or information, at any time during the term of the task order.  No 
employee of the Contractor shall be allowed unescorted access to a Government facility without 
a favorable EOD decision or suitability determination by the Security Office. 


Contractor employees waiting for an EOD decision may begin work on the task order provided 
they do not access sensitive Government information.  Limited access to Government buildings 
is allowable prior to the EOD decision if the Contractor is escorted by a Government employee.  
This limited access is to allow Contractors to attend briefings, non-recurring meetings and begin 
transition work. 


The Contractor shall notify the DHS Security Office of all terminations/resignations within five 
(5) days of occurrence.  The Contractor shall return to the Contracting Officer Technical 
Representative (COTR) all DHS issued identification cards and building passes that have either 
expired or have been collected from terminated employees.  If an identification card or building 
pass is not available to be returned, a report shall be submitted to the COTR, referencing the pass 
or card number, name of individual to who it was issued and the last known location and 
disposition of the pass or card. 


When sensitive government information is processed on Department telecommunications and 
automated information systems, the Contractor shall provide for the administrative control of 
sensitive data being processed. Contractor personnel must have favorably adjudicated 
background investigations commensurate with the defined sensitivity level. 


Contractors who fail to comply with Department security policy are subject to having their 
access to Department IT systems and facilities terminated, whether or not the failure results in 
criminal prosecution.  Any person who improperly discloses sensitive information is subject to 
criminal and civil penalties and sanctions under a variety of laws (e.g., Privacy Act). 


Failure to follow these instructions may delay the completion of suitability determinations and 
background checks.  Note that any delays in this process that are not caused by the government 
do not relieve the Contractor from performing under the terms of the task order. 


Your POC at the Security Office is: 


DHS, Office of Security 
Personnel Security Staff 
Washington DC  20528 
Telephone:  (202) 447-5010 
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5 NON-DISCLOURE AGREEMENT 


The Contractor shall submit an executed Attachment B – Non-Disclosure Agreement for each 
individual performing under this task order. The Contractor shall submit copies of the Non-
Disclosure Agreement to the Contracting Officer and COR prior to an individual beginning 
performance under this task order. 


6 ADDITIONAL SECURITY REQUIREMENTS 


Contractor access to unclassified, but Security Sensitive information may be required under this 
SOW.  Contractor employees shall safeguard this information against unauthorized disclosure or 
dissemination.  Contractor access to classified information is not currently required under this 
SOW.  However, the Government at a later date may require some contractor personnel to have 
Secret clearances.  Accordingly, all Contractor employees performing on this task order must be 
eligible for a Secret clearance. 
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SECTION VII–TASK ORDERCLAUSES 


1 INCORPORATED BY REFERENCE 


The Contractor’s EAGLE II contract clauses are hereby incorporated into this task order. This 
task order also incorporates one or more clauses by reference with the same force and effect as if 
they were given in full text.  Upon request, the Contracting Officer will make their full text 
available.  Also, the full text of a clause may be accessed electronically at these addresses:   
https://www.acquisition.gov/far or for DHS specific clauses at 
http://farsite.hill.af.mil/VFHSARA.HTM 
 
Clause Title Date 
Additional FAR Clauses Incorporated by Reference 
52.203-13 Contractor Code of Business Ethics and Conduct  Oct 2015 
52.203-17 Contractor Employee Whistleblower Rights and Requirement 


To Inform Employees of Whistleblower Rights  
Apr 2014 


52.204-2 Security Requirements Aug 1996 
52.204-9  Personal Identity Verification of Contractor Personnel  Jan 2011 
52.222-50 Combating Trafficking in Persons  Mar 2015 
52.209-10 Prohibition on Contracting with Inverted Domestic 


Corporations  
Nov 2015 


52.224-1 Privacy Act Notification Apr 1984 
52.224-2 Privacy Act Apr 1984 
52.227-14 Rights in Data – General ALT IV  
52.228-7 Insurance – Liability to Third Persons  Mar 1996 
52.243-3 Changes – Time and Materials or Labor Hours  Sept 2000 
52.246-6 Inspection – Time and Material and Labor Hour May 2001 
DHS Clauses Incorporated by Reference 
3052.203-70 Instructions for Contractor Disclosure of Violations Sept 2012 
3052.205-70 Advertisements, Publicizing Awards and Releases Sept 2012 
3052.228-70 Insurance Dec 2003 
3052.242-72 Contracting Officer's Technical Representative   Dec 2003 


2 INCORPORATED BY FULL TEXT 


FAR 52.217-8:  Option to Extend Services (Nov 1999) 


The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor.  The option provision may be 
exercised more than once, but the total extension of performance hereunder shall not exceed 
6 months.  The Contracting Officer may exercise the option by written notice to the Contractor 
within 30 calendar days. 
 



https://www.acquisition.gov/far

http://farsite.hill.af.mil/VFHSARA.HTM
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FAR 52.217-9:  Option to Extend the Term of the Contract (Mar 2000) 


(a) The Government may extend the term of this contract by written notice to the Contractor 
within 1 calendar day; provided that the Government gives the Contractor a preliminary 
written notice of its intent to extend at least 30 days before the contract expires.  The 
preliminary notice does not commit the Government to an extension.  


 
(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 


(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed shall not exceed 52 (months).   


HSAR CLAUSES  


3052.204-71 CONTRACTOR EMPLOYEE ACCESS (SEP 2012) 


(a)Sensitive Information, as used in this clause, means any information, which if lost, misused, 
disclosed, or, without authorization is accessed, or modified, could adversely affect the national 
or homeland security interest, the conduct of Federal programs, or the privacy to which 
individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but 
which has not been specifically authorized under criteria established by an Executive Order or an 
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign 
policy. This definition includes the following categories of information: 


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee); 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the Department of Homeland Security (including the Assistant Secretary for the Transportation 
Security Administration or his/her designee); 


(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and 


(4) Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. 
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(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet sites. 


(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or 
subject to other investigations as required. All Contractor employees requiring recurring access 
to Government facilities or access to sensitive information or IT resources are required to have a 
favorably adjudicated background investigation prior to commencing work on this contract 
unless this requirement is waived under Departmental procedures. 


(d) The Contracting Officer may require the Contractor to prohibit individuals from working on 
the contract if the Government deems their initial or continued employment contrary to the 
public interest for any reason, including, but not limited to, carelessness, insubordination, 
incompetence, or security concerns. 


(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless 
authorized in writing by the Contracting Officer. For those Contractor employees authorized 
access to sensitive information, the Contractor shall ensure that these persons receive training 
concerning the protection and disclosure of sensitive information both during and after contract 
performance. 


(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where 
the subcontractor may have access to Government facilities, sensitive information, or 
resources.(End of clause) 


3052.204-71 CONTRACTOR EMPLOYEE ACCESS - ALTERNATE I (Sep 2012) 


When the contract will require Contractor employees to have access to Information Technology 
(IT) resources, add the following paragraphs: 


(g) Before receiving access to IT resources under this contract the individual must receive a 
security briefing, which the Contracting Officer’s Technical Representative (COTR) will 
arrange, and complete any nondisclosure agreement furnished by DHS. 


(h) The Contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary for 
performance of the work under this contract. Any attempts by Contractor personnel to gain 
access to any information technology resources not expressly authorized by the Statement of 
Work , other terms and conditions in this contract, or as approved in writing by the COTR, is 
strictly prohibited. In the event of violation of this provision, DHS will take appropriate actions 
with regard to the contract and the individual(s) involved. 
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(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the Contractor performs business for the DHS Component. It is not a 
right, a guarantee of access, a condition of the contract, or Government Furnished Equipment 
(GFE). 


(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and 
save DHS harmless from any unauthorized use and agrees not to request additional time or 
money under the contract for any delays resulting from unauthorized use or access. 


(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has 
been granted by the Head of the Component or designee, with the concurrence of both the 
Department’s Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their 
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both 
the CSO and the CIO or their designees. In order for a waiver to be granted: 


(1) There must be a compelling reason for using this individual as opposed to a U. S. 
citizen; and  
(2) The waiver must be in the best interest of the Government. 


(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the contracting officer.(End of clause) 


HSAR 3052.209-72 ORGANIZATIONAL CONFLICT OF INTEREST (JUN 2006) 
 


(a) Determination. The Government has determined that this effort may result in an actual or 
potential conflict of interest, or may provide one or more offerors with the potential to attain 
an unfair competitive advantage. The nature of the conflict of interest and the limitation on 
future contracting includes access to DHS business confidential, financial and procurement 
sensitive information; To the extent that the work under this contract requires access to 
proprietary, business confidential, or financial data of other companies, and as long as these 
data remain proprietary or confidential, the Contractor shall protect these data from 
unauthorized use and disclosure. 


 
(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify 


the offeror, or (2) determine that it is otherwise in the best interest of the United States to 
contract with the offeror and include the appropriate provisions to avoid, neutralize, mitigate, 
or waive such conflict in the contract awarded. After discussion with the offeror, the 
Contracting Officer may determine that the actual conflict cannot be avoided, neutralized, 
mitigated or otherwise resolved to the satisfaction of the Government, and the offeror may be 
found ineligible for award.  


 
(c) Disclosure: The offeror hereby represents, to the best of its knowledge that:  
 
___ (1) It is not aware of any facts which create any actual or potential organizational conflicts of 
interest relating to the award of this contract, or ___ (2) It has included information in its proposal, 
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providing all current information bearing on the existence of any actual or potential organizational 
conflicts of interest, and has included a mitigation plan in accordance with paragraph (d) of this 
provision. 
 
(d) Mitigation. If an offeror with a potential or actual conflict of interest or unfair competitive 
advantage believes the conflict can be avoided, neutralized, or mitigated, the offeror shall submit a 
mitigation plan to the Government for review. Award of a contract where an actual or potential 
conflict of interest exists shall not occur before Government approval of the mitigation plan. If a 
mitigation plan is approved, the restrictions of this provision do not apply to the extent defined in the 
mitigation plan.  
 
(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may 
require further relevant information from the offeror. The Contracting Officer will use all 
information submitted by the offeror, and any other relevant information known to DHS, to 
determine whether an award to the offeror may take place, and whether the mitigation plan 
adequately neutralizes or mitigates the conflict.  
 
(f) Corporation Change. The successful offeror shall inform the Contracting Officer within thirty (30) 
calendar days of the effective date of any corporate mergers, acquisitions, and/or divestures that may 
affect this provision. 
 
(g) Flow-down. The contractor shall insert the substance of this clause in each first tier subcontract 
that exceeds the simplified acquisition threshold.  
 
(End of provision)  
 
HSAR 3052.209-73 LIMITATION OF FUTURE CONTRACTING (JUN 2006)  
 
(a) The Contracting Officer has determined that this acquisition may give rise to a potential 
organizational conflict of interest. Accordingly, the attention of prospective offerors is invited to 
FAR Subpart 9.5 --Organizational Conflicts of Interest.  
 
(b) The nature of this conflict is access to DHS business confidential, financial and procurement 


sensitive information.  
 
(c) The restrictions upon future contracting are as follows:  
 
(1) If the Contractor, under the terms of this contract, or through the performance of tasks pursuant to 
this contract, is required to develop specifications or statements of work that are to be incorporated 
into a solicitation, the Contractor shall be ineligible to perform the work described in that solicitation 
as a prime or first-tier subcontractor under an ensuing DHS contract. This restriction shall remain in 
effect for a reasonable time, as agreed to by the Contracting Officer and the Contractor, sufficient to 
avoid unfair competitive advantage or potential bias (this time shall in no case be less than the 
duration of the initial production contract). DHS shall not unilaterally require the Contractor to 
prepare such specifications or statements of work under this contract.  


(2) To the extent that the work under this contract requires access to proprietary, business 
confidential, or financial data of other companies, and as long as these data remain proprietary or 
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confidential, the Contractor shall protect these data from unauthorized use and disclosure and agrees 
not to use them to compete with those other companies. (End of clause) 


HSAR 3052.215-70 - Key Personnel or Facilities (Dec 2003) 


(a) The personnel or facilities specified below are considered essential to the work being 
performed under this contract and may, with the consent of the contracting parties, be changed 
from time to time during the course of the contract by adding or deleting personnel or facilities, 
as appropriate. 


(b) Before removing or replacing any of the specified individuals or facilities, the Contractor 
shall notify the Contracting Officer, in writing, no less than 15 business days in advance before 
the change becomes effective.  The Contractor shall submit sufficient information to support the 
proposed action and to enable the Contracting Officer to evaluate the potential impact of the 
change on this contract.  The Contractor shall not remove or replace personnel or facilities until 
the Contracting Officer approves the change. 


The Key Personnel under this task order: 


• Program Manager Level III 


(End of Clause)  


HSAR Class Deviation 15-01 SAFEGUARDING OF SENSITIVE INFORMATION [MAR 
2015] 


(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”).  The Contractor shall insert the 
substance of this clause in all subcontracts. 


(b) Definitions.  As used in this clause— 


“Personally Identifiable Information (PII)” means information that can be used to distinguish or 
trace an individual's identity, such as name, social security number, or biometric records, either 
alone, or when combined with other personal or identifying information that is linked or linkable 
to a specific individual, such as date and place of birth, or mother’s maiden name.  The definition 
of PII is not anchored to any single category of information or technology.  Rather, it requires a 
case-by-case assessment of the specific risk that an individual can be identified.  In performing 
this assessment, it is important for an agency to recognize that non-personally identifiable 
information can become personally identifiable information whenever additional information is 
made publicly available—in any medium and from any source—that, combined with other 
available information, could be used to identify an individual. 


PII is a subset of sensitive information.  Examples of PII include, but are not limited to:  name, 
date of birth, mailing address, telephone number, Social Security number (SSN), email address, 
zip code, account numbers, certificate/license numbers, vehicle identifiers including license 







Request for Proposal      RFP No. 70RDAD18R00000001 
____________________________________________________________________________ 


Financial Systems Modernization (FSM) Support Services           Page 69 of 94 


plates, uniform resource locators (URLs), static Internet protocol addresses, biometric identifiers 
such as fingerprint, voiceprint, iris scan, photographic facial images, or any other unique 
identifying number or characteristic, and any information where it is reasonably foreseeable that 
the information will be linked with other information to identify the individual. 


“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, 
as any information, which if lost, misused, disclosed, or, without authorization is accessed, or 
modified, could adversely affect the national or homeland security interest, the conduct of 
Federal programs, or the privacy to which individuals are entitled under section 552a of Title 5, 
United States Code (the Privacy Act), but which has not been specifically authorized under 
criteria established by an Executive Order or an Act of Congress to be kept secret in the interest 
of national defense, homeland security or foreign policy.  This definition includes the following 
categories of information: 


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee);  


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the Department of Homeland Security (including the Assistant Secretary for the Transportation 
Security Administration or his/her designee);   


(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and  


(4)  Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. 


“Sensitive Information Incident” is an incident that includes the known, potential, or suspected 
exposure, loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or 
unauthorized access or attempted access of any Government system, Contractor system, or 
sensitive information. 


“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 
compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual.  Some forms of PII are sensitive 
as stand-alone elements.  Examples of such PII include: Social Security numbers (SSN), driver’s 
license or state identification number, Alien Registration Numbers (A-number), financial account 
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number, and biometric identifiers such as fingerprint, voiceprint, or iris scan.  Additional 
examples include any groupings of information that contain an individual’s name or other unique 
identifier plus one or more of the following elements: 


(1) Truncated SSN (such as last 4 digits) 


(2) Date of birth (month, day, and year) 


(3) Citizenship or immigration status 


(4) Ethnic or religious affiliation 


(5) Sexual orientation 


(6) Criminal History 


(7) Medical Information 


(8) System authentication information such as mother’s maiden name, account passwords or 
personal identification numbers (PIN) 


Other PII may be “sensitive” depending on its context, such as a list of employees and their 
performance ratings or an unlisted home address or phone number.  In contrast, a business card 
or public telephone directory of agency employees contains PII but is not sensitive.   


(c) Authorities.  The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors, 
or available upon request from the Contracting Officer, including but not limited to: 


(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for 
Official Use Only) Information 


(2) DHS Sensitive Systems Policy Directive 4300A 


(3) DHS 4300A Sensitive Systems Handbook and Attachments 


(4) DHS Security Authorization Process Guide 


(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 


(6) DHS Instruction Handbook 121-01-007Department of Homeland Security Personnel 
Suitability and Security Program 


(7) DHS Information Security Performance Plan (current fiscal year) 


(8) DHS Privacy Incident Handling Guidance  



http://www.dhs.gov/dhs-security-and-training-requirements-contractors
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(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 
Cryptographic Modules accessible at 
http://csrc.nist.gov/groups/STM/cmvp/standards.html 


(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 
Security and Privacy Controls for Federal Information Systems and Organizations 
accessible at http://csrc.nist.gov/publications/PubsSPs.html 


(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 


(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well as the 
policies and procedures described below, is required.   


(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel 
security requirements are set forth in various Management Directives (MDs), Directives, and 
Instructions.  MD11042.1, Safeguarding Sensitive but Unclassified (For Official Use Only) 
Information describes how Contractors must handle sensitive but unclassified information.  DHS 
uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but unclassified information 
that is not otherwise categorized by statute or regulation.  Examples of sensitive information that 
are categorized by statute or regulation are PCII, SSI, etc.  The DHS Sensitive Systems Policy 
Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and 
procedures on security for Information Technology (IT) resources.  The DHS Handbook for 
Safeguarding Sensitive Personally Identifiable Information provides guidelines to help safeguard 
SPII in both paper and electronic form.  DHS Instruction Handbook121-01-007 Department of 
Homeland Security Personnel Suitability and Security Program establishes procedures, program 
responsibilities, minimum standards, and reporting protocols for the DHS Personnel Suitability 
and Security Program.   


(2) The Contractor shall not use or redistribute any sensitive information processed, stored, 
and/or transmitted by the Contractor except as specified in the contract. 


(3) All Contractor employees with access to sensitive information shall execute DHS Form 
11000-6,Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of 
access to such information.  The Contractor shall maintain signed copies of the NDA for all 
employees as a record of compliance.  The Contractor shall provide copies of the signed NDA to 
the Contracting Officer’s Representative (COR) no later than two (2) days after execution of the 
form.  


(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support 
financial or other administrative functions shall not maintain SPII.  It is acceptable to maintain in 
these systems the names, titles and contact information for the COR or other Government 
personnel associated with the administration of the contract, as needed. 


(e) Authority to Operate.  The Contractor shall not input, store, process, output, and/or transmit 
sensitive information within a Contractor IT system without an Authority to Operate (ATO) 



http://csrc.nist.gov/publications/PubsSPs.html
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signed by the Headquarters or Component CIO, or designee, in consultation with the 
Headquarters or Component Privacy Officer.  Unless otherwise specified in the ATO letter, the 
ATO is valid for three (3) years.  The Contractor shall adhere to current Government policies, 
procedures, and guidance for the Security Authorization (SA) process as defined below.   


(1) Complete the Security Authorization process.  The SA process shall proceed according to the 
DHS Sensitive Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor 
publication, DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any 
successor publication, and the Security Authorization Process Guide including templates.   


(i) Security Authorization Process Documentation.  SA documentation shall be developed 
using the Government provided Requirements Traceability Matrix and Government security 
documentation templates.  SA documentation consists of the following:  Security Plan, 
Contingency Plan, Contingency Plan Test Results, Configuration Management Plan, Security 
Assessment Plan, Security Assessment Report, and Authorization to Operate Letter.  
Additional documents that may be required include a Plan(s) of Action and Milestones and 
Interconnection Security Agreement(s).  During the development of SA documentation, the 
Contractor shall submit a signed SA package, validated by an independent third party, to the 
COR for acceptance by the Headquarters or Component CIO, or designee, at least thirty (30) 
days prior to the date of operation of the IT system. The Government is the final authority on 
the compliance of the SA package and may limit the number of resubmissions of a modified 
SA package.  Once the ATO has been accepted by the Headquarters or Component CIO, or 
designee, the Contracting Officer shall incorporate the ATO into the contract as a compliance 
document.  The Government’s acceptance of the ATO does not alleviate the Contractor’s 
responsibility to ensure the IT system controls are implemented and operating effectively. 
 
(ii) Independent Assessment.  Contractors shall have an independent third party validate the 
security and privacy controls in place for the system(s).  The independent third party shall 
review and analyze the SA package, and report on technical, operational, and management 
level deficiencies as outlined in NIST Special Publication 800-53 Security and Privacy 
Controls for Federal Information Systems and Organizations.  The Contractor shall address 
all deficiencies before submitting the SA package to the Government for acceptance. 


 


(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed.  As part of 
the SA process, the Contractor may be required to support the Government in the completion 
of the PTA.  The requirement to complete a PTA is triggered by the creation, use, 
modification, upgrade, or disposition of a Contractor IT system that will store, maintain and 
use PII, and must be renewed at least every three (3) years.  Upon review of the PTA, the 
DHS Privacy Office determines whether a Privacy Impact Assessment (PIA) and/or Privacy 
Act System of Records Notice (SORN), or modifications thereto, are required.  The 
Contractor shall provide all support necessary to assist the Department in completing the PIA 
in a timely manner and shall ensure that project management plans and schedules include 
time for the completion of the PTA, PIA, and SORN (to the extent required) as milestones.  
Support in this context includes responding timely to requests for information from the 
Government about the use, access, storage, and maintenance of PII on the Contractor’s 
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system, and providing timely review of relevant compliance documents for factual accuracy.  
Information on the DHS privacy compliance process, including PTAs, PIAs, and SORNs, is 
accessible at http://www.dhs.gov/privacy-compliance. 


 


(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO shall be renewed 
every three (3) years.  The Contractor is required to update its SA package as part of the ATO 
renewal process.  The Contractor shall update its SA package by one of the following methods: 
(1) Updating the SA documentation in the DHS automated information assurance tool for 
acceptance by the Headquarters or Component CIO, or designee, at least 90 days before the ATO 
expiration date for review and verification of security controls; or (2) Submitting an updated SA 
package directly to the COR for approval by the Headquarters or Component CIO, or designee, 
at least 90 days before the ATO expiration date for review and verification of security controls.  
The 90 day review process is independent of the system production date and therefore it is 
important that the Contractor build the review into project schedules.  The reviews may include 
onsite visits that involve physical or logical inspection of the Contractor environment to ensure 
controls are in place.   


(3) Security Review.  The Government may elect to conduct random periodic reviews to ensure 
that the security requirements contained in this contract are being implemented and enforced.  
The Contractor shall afford DHS, the Office of the Inspector General, and other Government 
organizations access to the Contractor’s facilities, installations, operations, documentation, 
databases and personnel used in the performance of this contract.  The Contractor shall, through 
the Contracting Officer and COR, contact the Headquarters or Component CIO, or designee, to 
coordinate and participate in review and inspection activity by Government organizations 
external to the DHS.  Access shall be provided, to the extent necessary as determined by the 
Government, for the Government to carry out a program of inspection, investigation, and audit to 
safeguard against threats and hazards to the integrity, availability and confidentiality of 
Government data or the function of computer systems used in performance of this contract and to 
preserve evidence of computer crime. 


(4) Continuous Monitoring.  All Contractor-operated systems that input, store, process, output, 
and/or transmit sensitive information shall meet or exceed the continuous monitoring 
requirements identified in the Fiscal Year 2014 DHS Information Security Performance Plan, or 
successor publication. The plan is updated on an annual basis.  The Contractor shall also store 
monthly continuous monitoring data at its location for a period not less than one year from the 
date the data is created.  The data shall be encrypted in accordance with FIPS 140-2Security 
Requirements for Cryptographic Modules and shall not be stored on systems that are shared with 
other commercial or Government entities.  The Government may elect to perform continuous 
monitoring and IT security scanning of Contractor systems from Government tools and 
infrastructure. 


(5) Revocation of ATO.  In the event of a sensitive information incident, the Government may 
suspend or revoke an existing ATO (either in part or in whole).  If an ATO is suspended or 
revoked in accordance with this provision, the Contracting Officer may direct the Contractor to 
take additional security measures to secure sensitive information.  These measures may include 
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restricting access to sensitive information on the Contractor IT system under this 
contract.  Restricting access may include disconnecting the system processing, storing, or 
transmitting the sensitive information from the Internet or other networks or applying additional 
security controls. 


(6) Federal Reporting Requirements.  Contractors operating information systems on behalf of the 
Government or operating systems containing sensitive information shall comply with Federal 
reporting requirements.  Annual and quarterly data collection will be coordinated by the 
Government.  Contractors shall provide the COR with requested information within three (3) 
business days of receipt of the request.  Reporting requirements are determined by the 
Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 
Plan, or successor publication.  The Contractor shall provide the Government with all 
information to fully satisfy Federal reporting requirements for Contractor systems. 


(f) Sensitive Information Incident Reporting Requirements. 


(1) All known or suspected sensitive information incidents shall be reported to the Headquarters 
or Component Security Operations Center (SOC) within one hour of discovery in accordance 
with 4300A Sensitive Systems Handbook Incident Response and Reporting requirements.  When 
notifying the Headquarters or Component SOC, the Contractor shall also notify the Contracting 
Officer, COR, Headquarters or Component Privacy Officer, and US-CERT using the contact 
information identified in the contract.  If the incident is reported by phone or the Contracting 
Officer’s email address is not immediately available, the Contractor shall contact the Contracting 
Officer immediately after reporting the incident to the Headquarters or Component SOC.  The 
Contractor shall not include any sensitive information in the subject or body of any e-mail. To 
transmit sensitive information, the Contractor shall use FIPS 140-2Security Requirements for 
Cryptographic Modules compliant encryption methods to protect sensitive information in 
attachments to email.  Passwords shall not be communicated in the same email as the attachment.  
A sensitive information incident shall not, by itself, be interpreted as evidence that the Contractor 
has failed to provide adequate information security safeguards for sensitive information, or has 
otherwise failed to meet the requirements of the contract.   


(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 
requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 
Contractors shall also provide as many of the following data elements that are available at the 
time the incident is reported, with any remaining data elements provided within 24 hours of 
submission of the initial incident report: 


(i) Data Universal Numbering System (DUNS);  
(ii) Contract numbers affected unless all contracts by the company are affected; 
(iii) Facility CAGE code if the location of the event is different than the prime contractor 
location; 
(iv) Point of contact (POC) if different than the POC recorded in the System for Award 
Management (address, position, telephone, email); 
(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
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(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor 
network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time of the incident, both at the 
Contractor and subcontractor level; 
(xii) Description of the Government PII and/or SPII contained within the system; 
(xiii) Number of people potentially affected and the estimate or actual number of records 
exposed and/or contained within the system; and 
(xiv) Any additional information relevant to the incident. 
 


(g) Sensitive Information Incident Response Requirements. 


(1) All determinations related to sensitive information incidents, including response activities, 
notifications to affected individuals and/or Federal agencies, and related services (e.g., credit 
monitoring) will be made in writing by the Contracting Officer in consultation with the 
Headquarters or Component CIO and Headquarters or Component Privacy Officer. 
(2) The Contractor shall provide full access and cooperation for all activities determined by the 
Government to be required to ensure an effective incident response, including providing all 
requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents. 
(3) Incident response activities determined to be required by the Government may include, but 
are not limited to, the following: 


(i) Inspections, 
(ii) Investigations, 
(iii) Forensic reviews, and 
(iv) Data analyses and processing.  


(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies 
and/or third-party firms to aid in incident response activities. 
(h) Additional PII and/or SPII Notification Requirements.   


(1) The Contractor shall have in place procedures and the capability to notify any individual 
whose PII resided in the Contractor IT system at the time of the sensitive information incident 
not later than 5 business days after being directed to notify individuals, unless otherwise 
approved by the Contracting Officer.  The method and content of any notification by the 
Contractor shall be coordinated with, and subject to prior written approval by the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS 
Privacy Incident Handling Guidance.  The Contractor shall not proceed with notification unless 
the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, 
has determined in writing that notification is appropriate. 


(2) Subject to Government analysis of the incident and the terms of its instructions to the 
Contractor regarding any resulting notification, the notification method may consist of letters to 
affected individuals sent by first class mail, electronic means, or general public notice, as 
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approved by the Government.  Notification may require the Contractor’s use of address 
verification and/or address location services.  At a minimum, the notification shall include:   


(i) A brief description of the incident;  
(ii) A description of the types of PII and SPII involved;  
(iii) A statement as to whether the PII or SPII was encrypted or protected by other means;  
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to investigate the incident, to 
mitigate the incident, and to protect against any future incidents; and  
(vi) Information identifying who individuals may contact for additional information. 


(i) Credit Monitoring Requirements.  In the event that a sensitive information incident involves 
PII or SPII, the Contractor may be required to, as directed by the Contracting Officer: 


(1) Provide notification to affected individuals as described above; and/or 
(2) Provide credit monitoring services to individuals whose data was under the control of the 
Contractor or resided in the Contractor IT system at the time of the sensitive information incident 
for a period beginning the date of the incident and extending not less than 18 months from the 
date the individual is notified.  Credit monitoring services shall be provided from a company 
with which the Contractor has no affiliation.  At a minimum, credit monitoring services shall 
include: 


(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; 
and/or 


(3) Establish a dedicated call center.  Call center services shall include: 
(i) A dedicated telephone number to contact customer service within a fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports and credit 
scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be 
handled by call center staff and must be resolved by call center management or DHS, as 
appropriate), and other key metrics; 
(iv) Escalation of calls that cannot be handled by call center staff to call center management 
or DHS, as appropriate; 
(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with 
the Headquarters or Component Chief Privacy Officer; and 
(vi) Information for registrants to contact customer service representatives and fraud 
resolution representatives for credit monitoring assistance. 


(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information.  As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special Publication 
800-88 Guidelines for Media Sanitization.(End of clause) 
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SECTION VIII – INSTRUCTION TO OFFERORS 


(This section will be removed upon award.) 


1 INTRODUCTION 


This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab 
(PIL). The PIL is a virtual lab that experiments with innovative techniques for increasing 
efficiencies in the procurement process and institutionalizing best practices. There is nothing you 
need to do differently for this requirement. The PIL project team may reach out to successful and 
unsuccessful offerors to assess effectiveness of the procurement process and the innovative 
techniques applied. The anonymous feedback will be used to further refine DHS procurement 
practices. Additional information on the PIL may be found at www.dhs.gov/pil.  


This RFP is issued under the DHS EAGLE II Strategic Sourcing Contract Vehicles, Functional 
Category 1 (Unrestricted). Only prime contractors under Functional Category 1 may submit an 
offer for this requirement. This procurement will be conducted in accordance with FAR 16.505. 


2 GENERAL INSTRUCTIONS  


Offerors shall submit the written portion of their Proposal as .pdf documents, via email in 
accordance with the instructions contained herein. Offerors shall submit their Pricing proposal as 
a completed Schedule B attachment in MS Excel format as provided.  


Each electronic file shall be clearly named in accordance with the solicitation provisions.  The 
Offeror’s electronic Proposal shall be submitted according to the requirements set forth below: 


Proposals will be considered late unless the Offeror completes the entire transmission of the 
Proposal before the closing date and time for receipt of Proposals under this solicitation.  Late 
Proposals may not be eligible for award.  Proposal transmission must be completed by the date 
and time indicated below.  Please Note:  As applicable, these submission instructions will also 
apply to any future correspondence related to this solicitation. 


2.1 Errors, Omissions or Ambiguities 


If an Offeror believes the solicitation, including the instructions to Offerors, contains an error, 
omission or ambiguity, or is otherwise unsound, the Offeror shall immediately notify the 
Contract Specialist and Contracting Officer in writing with supporting rationale. 


2.2 False Statements in Offers 


Offerors must provide full, accurate and complete information as required by this solicitation and 
its attachments.  The penalty for making false statements in offers is prescribed in 18 U.S.C. 
1001. 


 



http://www.dhs.gov/pil
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2.3 Authorized Personnel 


The Offeror shall provide the name, title, address, e-mail, and phone number of the company 
representative(s) who can obligate the Offeror contractually.  Also, the Offeror shall identify the 
individual(s) authorized to negotiate with the Government by providing the name, title, address, 
e-mail, and phone number of the individual(s). 


2.4 No Prior Knowledge 


Offerors shall assume the Government has no prior knowledge of their experience and will base 
its evaluation on the information presented in the Offeror’s proposal. 


2.5 Confidential or Proprietary Information 


In the event an Offeror is concerned that information submitted in response to this solicitation 
contains confidential financial and proprietary information, including trade secrets, then the 
information must be clearly marked.  In the event an Offeror considers specific information to be 
confidential, they shall provide a written declaration to the Contracting Officer containing the 
supporting rationale for their contention that the information constitutes an exception to release 
under Federal Law. The Proposal shall clearly demonstrate the Offeror's understanding of the 
overall and specific requirements of the Statement of Work (SOW); convey the Offeror’s 
capabilities for transforming their understanding into accomplishments for performing the 
requirements.  


2.6 Proposal Preparation Costs 


The Government will not pay any costs incurred by any Offeror in the preparation and 
submission of a Proposal in response to this RFP. 


2.7 Proposal Validity Period 


Proposals shall be valid for a minimum of ninety (90) days. 


3 QUESTIONS AND AMENDMENTS 


All questions regarding this RFP shall be submitted in writing to the Contract Specialist, Ms. 
Amanda Aung at Amanda.Aung@hq.dhs.gov  and the Contracting Officer, Ms. Cynthia Aki at 
Cynthia.Aki@hq.dhs.gov.   Questions are due no later than 4:00pm (ET), November 2, 2017.  


Questions asked via telephone or voicemail will not be accepted and will not be addressed in any 
amendments to the RFP. 


The Government recommends that the Offeror ensures that questions are written to enable a clear 
understanding as to the Offeror’s issues or concerns with the referenced area of the solicitation.  
Statements expressing opinions, sentiments, or conjectures are not considered valid inquiries or 
comments for this purpose and will not receive a response from the Government. 



mailto:Amanda.Aung@hq.dhs.gov

mailto:Cynthia.Aki@hq.dhs.gov
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Answers to questions will be provided to all prospective Offerors, giving due regard to the 
proper protection of proprietary information.  In order to receive responses to questions, Offerors 
shall cite, at a minimum, the section, paragraph, number, and page number in the format shown 
below.   Further, Offerors are reminded that DHS will not address hypothetical questions aimed 
toward receiving a potential “evaluation decision” from DHS.  


When submitting questions and comments, please refer to the specific text of the RFP in the 
following format: 


Email “subject line” shall read:   


RFP No.:  70RDAD18R00000001 – Questions Submitted (Contractor Name) 


Questions shall be submitted in a Microsoft Excel (2003 or later version when available) file in 
the following format: 


 Solicitation or 
Attachments RFP Section 


Paragraph 
No. 


Page 
No.(s) 


Question Category 
(Contract or Technical) 


Question 


1      
2      


All questions will be answered in an amendment and provided to all Offerors via email.  DHS 
will not attribute any question(s) asked to the submitting Offeror(s).  


If Amendments to the solicitation are issued, all Offerors must acknowledge the Amendments by 
signing the accompanying Standard Form 30 and returning the signed Standard Form 30 for all 
Amendments issued with the Offeror’s proposal submission.  Failure to acknowledge all 
Amendments issued by the Government may result in the proposal submitted in response to the 
solicitation being found non-responsive by the Government.  


4 PROPOSAL CONTENT AND SUBMISSION INSTRUCTIONS 
 


4.1 Optional Down-Selection / Phased Evaluation 


In accordance with FAR Part 16.505 and the EAGLE II Ordering Guide, the Government 
reserves the right to down-select in order to complete its evaluation and make a best value award 
decision. 


If deemed in the best interest of the Government, the down-select will reduce the number of 
proposals based on the Government’s evaluation of Factor 1 and Factor 2.  These are the most 
important evaluation factors for award.   


The down-select will be announced by the Government and Offerors not included in the down-
select will have an opportunity to be debriefed in accordance with the EAGLE II contract 
Section G.4.5(k) and (l).   
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4.2 Technical Proposal Submission Due Date 


Responses for the written proposal submission of this solicitation shall be received no later than 
12:00 pm, (ET) on November 14, 2017 to the email addresses identified herein. 


4.3 Technical Proposal Submission Content 


4.3.1 Demonstrated Prior Experience & Past Performance (10 pages; plus any required 
Subcontractor letters – Subcontractor letters do not count against page limitation for this 
submission.) 


Prime Contractors shall provide demonstrated prior experience from two or more contracts/task 
orders performed within the last five (5) years, which shall include at least one instance of 
demonstrated prior experience from the Prime Contractor’s Major Subcontractor, leading and 
completing financial system modernization efforts (including financial, procurement and asset 
management ) for the Federal Government.  The cited demonstrated prior experience should 
include management and coordination of multiple support teams and subcontractor relationships 
that resulted in achieving quality performance under contracts that were of a comparable size, 
scope and complexity to the DHS financial system modernization requirement.  Demonstrated 
prior experience may also include work performed for state or local governments or private 
entities.  The demonstrated prior experience shall explain the Offeror’s success in transitioning 
Government financial systems of a comparable size, scope and complexity to the DHS financial 
system modernization requirement described in this solicitation, and where different sub-units 
were transitioned during different phases of the development lifecycle, similar to the DHS TRIO 
requirement.  Demonstrated prior experience shall also evidence the Offeror’s demonstrated 
prior experience supporting the Oracle e-Business Suite Version 12. 


Comparability of size, scope and complexity will be in relation to the DHS financial system 
modernization requirement as documented in Section II related to size, scope and complexity, 
such as number of transactions, transaction volume, component budgets, user base, and other 
relevant data related to size and scope.  A Major Subcontractor is defined as a subcontractor 
performing at least 25% (in hours or dollars) of the requirement relevant to the prospective 
contract/task order.   


If demonstrated prior experience of Major Subcontractors is submitted, the Offeror must clearly 
identify the owner of the demonstrated prior experience and submit a letter of commitment to 
team with the Prime Offeror signed by an individual of the Subcontractor’s firm authorized to 
make such a commitment and on the subcontractor’s letterhead, that confirms a Subcontracting 
agreement is in place and that explains the role of the Subcontractor for the current DHS 
requirement.  These letters of commitment from the Subcontractor’s shall not count against the 
page limitation.  Major Subcontractors may only team and propose with one Prime Offeror 
in response to this solicitation.  Additionally, the Government will evaluate most favorably 
examples of Major Subcontractor demonstrated prior experience where the Prime Offeror and 
Major Subcontractor performed together/previously teamed.  


For each example of prior experience provided, the Offeror shall, at a minimum, document: 







Request for Proposal      RFP No. 70RDAD18R00000001 
____________________________________________________________________________ 


Financial Systems Modernization (FSM) Support Services           Page 81 of 94 


• Name of project, duration, and dollar value. 
• Government Agency or Company for whom work was performed and a name, title, e-mail 


and phone number for a representative of that client agency or company that can attest to 
the work performed. 


• Brief description of project (sufficient to establish relevance of experience to the DHS 
TRIO requirement), and role of Prime or Major Subcontractor which clearly identifies the 
level and type of services performed under the contract, and the role of the Prime or 
Major Subcontractor in performing the work. 


• Point of Contact from the Government entity (name, title, current phone number, and 
current e-mail) familiar with the project and can confirm level and quality of the Offerors 
referenced past performance experience and work. The Government reserves the right to 
communicate with the Point of Contact provided. 


The Offeror is permitted to submit on-going projects as demonstrated prior experience (for 
itself or Major Subcontractors) if 12 months of performance, at a minimum, under the on-
going contract has been completed and if the Offeror clearly describes the stage that the 
project is at/what has been completed under performance to date. 


The Government will contact the identified representative of the Government agency or 
company as part of the past performance reference checks to confirm the level and quality 
of this demonstrated prior experience.  


4.3.2 Key Personnel (2 pages per resume for each proposed Key Personnel) 


The Offeror shall submit resumes for all proposed Key Personnel.  The resumes shall 
demonstrate that the proposed Key Personnel meet the experience and education requirements 
for the labor category of both the Offeror’s EAGLE II IDIQ and any additional requirements set 
forth in this solicitation for Key Personnel.  The resumes shall demonstrate the technical 
competency of each proposed Key Personnel to support the requirements of the scope and 
contractual obligations contained within this solicitation and the Offeror’s EAGLE II IDIQ 
contract for each Key Personnel.  Key Personnel proposed must be an employee of the Prime 
Offeror or a Major Subcontractor to the Prime Offeror. Major Subcontractors may only team 
and propose with one Prime Offeror in response to this solicitation.  The resumes shall 
identify the proposed Key Personnel as either “Existing Employee of the Prime Offeror” or 
“Existing Employee of Major Subcontractor”. 


A Program Manager Level III is required to be a Key Personnel.   


The Offeror shall submit resumes for any number of additional Key Personnel that possess 
skillsets the Offeror identifies as crucial for successful performance under a resultant task order.  
The intent of permitting Offerors flexibility in identifying additional Key Personnel is to provide 
the Offeror an opportunity to staff the task order as most appropriate to the Offeror’s proposed 
technical approach to the work.  


The resumes for all additional proposed Key Personnel shall document the role the proposed Key 
Personnel will serve under a resultant task order, mapped to one of the Offeror’s approved 
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EAGLE II Labor Categories.  The resume shall also clearly specify what crucial skillset is being 
met by the proposed Key Personnel. 


The Government reserves the right to incorporate any aspect of the Offeror’s written proposal 
submission into a resultant task order award.   


4.3.3  Technical Approach (40 pages) 


The Offeror shall provide a written Technical Approach in response to the RFP and the SOW.  
The Technical Approach shall describe how the Offeror will meet or exceed the requirements of 
the SOW. 


The Technical Approach shall describe the Offeror’s proposed plan to conduct discovery 
activities for the DHS TRIO financial system that is currently residing with DOI/IBC, in order to 
effectively establish a baseline from which to migrate and transition the DHS DNDO, TSA and 
USCG financial system from DOI/IBC to the DHS hosting provider, and to support a plan 
forward for the work needed to support full implementation of the financial system for DNDO, 
TSA, and USCG.   The Offeror shall also consider the SOW and describe its proposed approach 
to provide sustainment support (O&M) for the DHS TRIO FSM Solution once implementation 
has been completed.   


The Technical Approach shall include, at a minimum, the following details of the Offeror’s 
approach: 


1. The Offeror’s approach for successfully navigating the complexity of the DHS FSM 
environment and proactively responding to the organizational evolution and 
transformation necessary to successfully implement the modernized financial system for 
the DHS TRIO. 


2. The Offeror’s assessment of the difficulties and risks which may be encountered, and the 
Offeror’s approach to addressing the noted difficulties and risks while still successfully 
performing the work.  This assessment shall include a description of what the Offeror 
requires from the Government in order to ensure success, as well as the Offeror’s 
identification of barriers that would reduce or delay success. 


3. The Offeror’s list of tools that are required to successfully perform work under a resultant 
task order, and the rationale for the need for the tools. These tools would be assessed and 
if acceptable, separately procured by the Government.  Therefore, if a tool is essential to 
the proposed technical approach, it is imperative that the Offeror clearly specify this and 
the risks to performance without such proposed tool. 


4. The Offeror’s demonstration of how the FSM Solution will meet all requirements for 
compliance with Section 508 and the applicable IT security requirements detailed in this 
solicitation. 


The Technical Approach shall also include, at a minimum, the following details regarding the 
Offeror’s proposed software development/implementation methodology: 
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1. The methodology to be provided to perform the work in response to the solicitation, 
including how the Offeror proposes to scope and envision the project, and prioritize 
work; 


2. A description of the team processes, including the number of team members, the team 
member roles, and how work will be structured under a resultant task order. 


3. The process through which development/implementation under a resultant task order 
will result in delivery of a quality, functioning FSM Solution. The Offeror shall 
propose a high-level description of how it proposes the Government shall inspect and 
accept work/delivery under a resultant task order, and how work and delivery aligns 
to the CLIN contract type proposed by the Offeror. 


4. The process for working with the Government to capture requirements, prioritize and 
accomplish work under a resultant task order.  


The Technical Approach shall also include the Offeror’s proposed innovations to support 
improvements of the DHS FSM Program requirement as described in the SOW.  The innovations 
shall describe ways to do things differently in order to support an increase in value to the 
customer.  The innovations can be related to people, processes and/or technologies. 


The Offeror shall affirm that is has CMMI Level III certification in its Technical Approach. 


The Government reserves the right to include all or portions of the proposed Technical 
Approach into a resultant task order. 


5 PRICE PROPOSAL (no page limitations) 


Offerors shall include the following information in the cover letter of its price proposal:   


• Dun & Bradstreet Number (DUNS) 
• EAGLE II, FC1 Contract Number 
• Contact Name 
• Contact Telephone and E-mail Address 


Complete Business Mailing Address 
 
The Price Volume shall be clearly organized and presented in order to allow an evaluation by the 
Government.  An Offeror’s proposal is presumed to represent the Offeror’s best efforts to 
respond to the RFP.  Furthermore, the services priced in the price volume must be consistent 
with the services that are described in other volumes of the proposal.  Inconsistency, if 
unexplained, raises a fundamental issue regarding the Offeror’s understanding of the RFP, as 
well as of the Offeror’s ability to meet the requirements of the RFP. 


It is the Government’s intent to permit Offerors the ability to propose the labor categories and 
hours for each team under the CLIN structure in Excel Workbook (Pricing Template), as well as 
associate each CLIN with the Offeror’s proposed contract type (Labor Hours or Firm-Fixed-
Price), such that flexibility in the CLIN structure is permitted to ensure the best fit between the 
Offeror’s proposed technical approach and the Offeror’s proposed price.  The Government 
reserves the right to negotiate any changes to CLIN contract type after completion of transition 







Request for Proposal      RFP No. 70RDAD18R00000001 
____________________________________________________________________________ 


Financial Systems Modernization (FSM) Support Services           Page 84 of 94 


and discovery, with the objective of ensuring timely, incremental delivery of a quality, 
functioning modernized financial system.  Such negotiation would be through mutual agreement 
of the Government and the Contractor and would be based on the labor categories and rates 
proposed in response to this solicitation and awarded on a resultant task order.    


The proposal must identify and justify any Government Furnished Equipment (GFE) and/or 
Government-Furnished Information (GFI) required for task order performance that is not already 
provided for in the RFP.   


The Offeror is encouraged to provide discounts to its EAGLE II labor rates where possible.  The 
reduced labor rates will apply only to the respective task order and will not change the fixed rates 
in the Attachment B-1, Labor Rate Tables of the Offeror’s EAGLE II IDIQ Contract. 
 
Each CLIN should be associated with the requisite labor categories under the Offeror’s EAGLE 
II IDIQ contract needed to perform the work associated with each respective CLIN.  If additional 
labor categories not included in the Offeror’s EAGLE II IDIQ contract are required to perform 
the scope of work under a resultant task order, the Offeror shall comply with the EAGLE II IDIQ 
contract requirements for proposing additional labor categories.  
 
The Schedule B Attachment – Pricing Template requires the Offeror to input its proposed 
EAGLE II labor categories, EAGLE II labor rates, discounts and hours proposed for each 
proposed labor category for each CLIN.  The Offeror must propose either a firm-fixed price or 
labor hour contract type for each CLIN.  Additionally, the Surge CLINs across the base and all 
option periods are pre-set to an established percentage of the Offeror’s associated price for the 
corresponding CLIN.  The Pricing Template will calculate the total proposed price for the 
Offeror for each sub-CLIN and CLIN, both for each period of performance and for the total 
period of performance.   
 
For Surge CLINs, the Pricing Template will calculate the established set percentage based on the 
proposed price of the related CLIN.  This formula/percentage will be consistent across all Offers.   
 
Additionally, the Time & Materials (T&M) Travel CLINs for each period of performance are set 
Not-To-Exceed amounts that are consistent across all Offers. 
 
The Offeror shall submit all assumptions, conditions and exceptions to any of the terms and 
conditions of this solicitation in the pricing section.  If not noted in the proposal, it will be 
assumed that the Offeror proposes no assumptions for award, and agrees to comply with all of 
the terms and conditions as set forth herein.  It is not the responsibility of the Government to 
seek out and identify assumptions, conditions or exceptions buried within the Offeror’s proposal. 


Each assumption, exception or dependency shall be specifically related to a paragraph and/or 
specific section of the RFP or associated clearly with an aspect of the pricing proposed.  The 
Offeror shall provide a rationale in support of any noted assumption, exception or dependency, 
explaining its effect in comparison to the RFP.  This information shall be provided in the format 
with content as outlined in the table below, and is to be included in the price volume. 
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RFP 
Section/Document 


Paragraph/Page Requirement/Portion 
and Assumption, 


Condition or 
Exception 


Rationale 


RFP, Schedule, 
Attachment 


Applicable paragraph 
and/or page 
number(s) 


Identify the 
requirement or 
portion to which an 
assumption, 
exception or 
dependency is being 
taken and detail the 
assumption, condition 
or exception  


Justify why the 
requirement will not 
be met, the rationale 
for the assumption, 
condition or 
exception, and/or 
discuss reasons why 
not meeting the 
Government’s terms 
and conditions might 
be advantageous to 
the Government.  


 


Assumptions, exceptions or dependencies do not make a proposal automatically unacceptable 
but will be considered as part of the evaluation of the Offeror’s price as it relates to the Offeror’s 
overall proposed solution.   


The total proposed price will be used as the basis of price evaluation.  The total proposed price 
will consist of the total proposed price for the base period of performance and all option periods 
of performance.  The Surge and Travel CLINs will be included in the total evaluated price.  
While price will be factored in a best value determination based primarily on competition, due to 
the potential variations in technical approaches to the work that each Offeror may propose, a 
determination of reasonableness as it relates to the Offeror’s overall proposed solution will also 
be part of the Government’s evaluation and will be considered for award.  The Government 
reserves the right to utilize other proposal information received from the Offeror to assist in 
making a determination of reasonableness, including a review of the technical approach 
proposed in comparison to the total proposed price. 


6 ORAL PRESENTATIONS 


Following the Government’s evaluation of Factors 1 and 2, Offerors may receive an invitation to 
oral presentations which will include the date, time and location for its scheduled oral 
presentation.  This notification will afford the Offeror at least 3 calendar days advance notice 
of the date, time and location of the Offeror’s scheduled oral presentation. The order in which 
Offerors are scheduled for oral presentations will be randomly selected by the Government.  The 
oral presentation will be held in-person in the Washington, DC metropolitan area.  Travel costs 
for the oral presentation will not be reimbursed.  
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6.1 Oral Presentation Format  


The oral presentation is intended to provide the opportunity for the Offeror to detail its proposed 
approach to meet or exceed the requirements of the solicitation. The oral presentation shall not 
provide the Offeror any opportunity to revise or change any of the previously provided written 
proposal documentation, and is therefore not construed to be discussions with the Offeror. 


The Government intends for the oral presentation to proceed as follows: 


Oral 
Presentation 


Portion 
Oral Presentation Component 


Maximum Time 
Allotment:           


3 Hours 


(does not include 
Portion 1) 


1 Introduction and Oral Presentation Process and Expectations.   Not specified 
2 The Offeror shall present its PowerPoint slide presentation. Up to 90 minutes 


3 The Government shall caucus among themselves to prepare 
clarifying questions.  Offerors shall receive a break. 


Up to 30 minutes 


4 


The Government will ask clarifying questions, and will also 
ask a standard set of on-the-spot scenario-based questions of 
Offerors.  The Offeror will respond to the Government’s 
clarifying questions and standard on-the-spot scenario-based 
questions. 


Up to 60 minutes 


Offerors can expect the presentation will be conducted in a conference room with a table of 
sufficient size to accommodate the participants, including the Government attendees.   


The Offeror shall furnish their own electronic devices, including additional computers, tablets or 
smart phones into the oral presentation conference room.   


The Offeror Participants shall not reach back, by telephone, e-mail or any other means, to any 
other personnel or persons for assistance during the oral presentation.  There will not be internet 
or wifi access during the oral presentation.  


6.1.1 Oral Presentation Procedures (Prepared PowerPoint Slide Presentation (30 slides 
maximum) 


The Offeror shall submit a .PDF file of up to 30 PowerPoint slides which the offeror intends to 
present during its scheduled oral presentation.  Presentation slides will be due at 12:00 pm one 
day prior to the commencement of scheduled Oral Presentations.  The due date will be included 
in the 3 day advance notification. The presentation slides will not be evaluated, as the evaluation 
will be based on the oral presentation.  The presentation slides are intended solely to help the 
evaluators follow the Offeror’s oral presentation.  Advance submission of the PowerPoint slides 
is solely to protect the integrity of maintaining equal submission development time for all 
Offerors regardless of the scheduled date for oral presentations. 
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The Government reserves the right to record the oral presentation.   Additionally, the 
Government reserves the right to include aspects of the Offeror’s oral presentation as special 
terms and conditions to any resultant task order.  


6.2 Offeror Participants 


The Offeror’s participants in the oral presentations shall be limited to the Program Manager 
Level III Key Personnel proposed by the Offeror, up to four (4) of the Offeror’s additional 
proposed Key Personnel, and a responsible corporate official.   Thus, the Offeror may have no 
more than 6 participants attend oral presentations.  Participants in the oral presentation are 
limited to personnel of the Prime Offeror and Major Subcontractors.  It is important to recall 
that Major Subcontractors may only team and propose with one Prime Offeror in 
response to this solicitation.  


Offerors shall provide the name and e-mail of the Offeror Participants for the oral presentation 
via email to Contracting Officer and Contract Specialist prior to their scheduled date of their 
Oral Presentation.  The Government will validate that all Offeror participants, with the exception 
of the responsible corporate official, were submitted as proposed Key Personnel with the 
Offeror’s written proposal submission, and will deny participation by any submitted participant 
who was not proposed as a Key Personnel, again, with the exception of the responsible corporate 
official.   


6.3 Oral Presentation Content 


The Offeror shall prepare and present an oral presentation which shall address the offerors 
approach to the following task areas identified below. During oral presentations, the Government 
will also ask Offerors a standard set of on-the-spot technical and management questions. 


6.3.1 Implementation Services 


The Oral Presentation addressing implementation services shall include the following elements: 


6.3.1.1 Strategy - The Offeror shall describe its proposed strategy for working with DHS to 
configure and fully implement the financial system. The strategy shall address the ability to 
assume full lifecycle support of the Financial System Modernization solution from DOI/IBC and 
support the residual configuration and implementation of the financial system necessary to 
achieve full implementation.   


6.3.1.2 Integration Services: The Offeror shall describe its proposed integration services for 
interfaces with DHS systems, federal systems, and other external systems, to include the 
proposed system interface development methodology to support a service-oriented architecture 
and framework. 


6.3.1.3 Software Development Methodology: The Offeror shall detail its proposed 
methodology for software design, development, testing and release. Additionally, the Offeror’s 
proposed approach shall detail how the methodology will support the maintenance of stable 
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production environments, address technical debt, and align with the DHS Systems Engineering 
Life Cycle (SELC) and Agile First Policy. 


6.3.1.4 Data Migration: The Offeror shall describe its proposed methodology for data 
conversion and migration support services.   


6.3.1.5 Delivery:  The Offeror shall describe its processes and procedures to comply with and 
deliver the requirements of the Statement of Work (SOW), including the specific documentation 
it will produce and deliver to the Government. However, the Government recognizes that the 
Offeror may have different processes and procedures to more effectively meet the key success 
factors identified in the SOW.  Thus, the Offeror is encouraged to propose innovations to the 
documentation and deliverables specified in the SOW. If any innovations are being proposed to 
the documentation and deliverables specified in the SOW, the Offeror shall clearly detail the 
innovations and provide a description of the value the innovations will bring to the DHS 
financial system.  


6.3.1.6  Intellectual Property:  The Offeror shall describe how the services provided will ensure 
the DHS financial system development is: 1) transparent in design and practice to the 
Government oversight personnel; 2) capable of being seamlessly handed over to a successor 
contractor, including any documentation and licensing of any third party software components or 
modules; and 3) capable of being contemporaneously archived to assure stability and the ability 
to survive outages.  The Offeror shall describe how it will be compliant with the Data Rights 
clause contained within the solicitation. 


6.3.2 IT Security 


The Oral Presentation addressing IT Security shall include the following elements: 


6.3.2.1 IT Security Compliance:  The Offeror shall detail its proposed methodology, including 
providing any supporting information or documentation, that demonstrates that all software 
products and software development supported under performance this task order will be 
compliant and current with Federal Financial System and IT Security requirements set forth in 
this solicitation, including compliance with any DHS, legislative, Office of Management and 
Budget (OMB), Department of Treasury, or other federal mandates affecting financial systems 
management and reporting or related IT systems and security that are current, enacted, or 
promulgated after the award of a resultant task order.  The Offeror shall describe its proposed 
approach for privacy protection, security readiness, and DHS accessibility compliance (Section 
508), and describe how its proposed approach minimizes the IT security risk of performance 
under a resultant task order.  The Offeror shall include a description of its solution for 
redundancy and reliability including disaster recovery and continuity of operations. 


6.3.2.2 IT Security Release Management:  The Offeror shall provide a schedule of estimated 
major release upgrades over the life of the contract period of performance for all software 
detailed in the solicitation.  The Offeror shall describe its philosophy and approach to technology 
refresh, patching and upgrades as well as the Offeror’s controls for testing and deployment of 
new technologies/releases, including its proposed system configuration methodology. 
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6.3.2.3 IT Security Management:  The Offeror shall detail how it will ensure security 
management and access control methodology for all environments. 


6.3.3 Sustainment / Operations & Maintenance 


The Oral Presentation addressing Sustainment/Operations & Maintenance shall include the 
Offerors proposed processes and procedures for operations & maintenance support for the DHS 
financial system.  The processes and procedures shall include, but are not limited to: version 
3processes to meet SLA requirements (including subscription services, help desk tickets, user 
access requests), and management of enhancement requests, software bug fixes, and standard 
application patches (i.e, Oracle, Sunflower).  


6.3.4 Staffing and Management 


The Oral Presentation addressing staffing and management services shall include the following 
elements: 


6.3.4.1 Staffing Plan and Organization Structure:  The Offeror shall detail its proposed 
organizational structure, including the roles and responsibilities of each company or organization 
that is a member of the team.  The Offeror shall detail its process for ensuring sufficient 
experienced personnel, who have both technical and domain expertise, are recruited, on-boarded, 
and retained by the Offeror throughout the duration of the task order period of performance.   
The staffing plan and organizational structure shall discuss the roles of each labor category under 
each CLIN; where and why the proposed Key Personnel are situated within the staffing plan and 
organizational structure, including the CLIN structure for each period of performance; and how 
the staffing plan and organizational structure ensures timely delivery of the full operational 
capacity financial management system for the TRIO. 


6.3.4.2 Organizational Change Management:  The Offeror shall describe its proposed 
organizational change management support, including its proposed business processes, the 
communication mediums and forums for the anticipated changes, and how it plans to align group 
expectations and communications to targeted stakeholder. 


6.3.4.3 Training:  The Offeror shall describe its proposed training development and delivery 
methodology for delivering both initial and recurring training to users, including training 
activities to move users from the old system to the new system.  The training development and 
delivery methodology shall detail the approach to provide financial, procurement and asset 
management training.   


6.3.4.4 Performance:  The Offeror shall describe its management approach to ensure quality 
performance under a resultant task order, to include meeting or exceeding all key performance 
parameters and performance metrics for the financial systems modernization requirement.   The 
Offeror shall describe its methodology and strategy for collecting and providing monthly EVM-
like performance metrics. 
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SECTION IX – EVALUATION 


(This section will be removed upon award.) 


1 BASIS FOR AWARD 


One award will be made to the responsible Offeror submitting an overall proposal that is 
determined most advantageous to the Government, price and non-price factors considered. The 
basis for award will be best value in accordance with FAR 16.505.  Evaluation will be conducted 
and selection will be made in accordance with the guidelines provided in the Federal Acquisition 
Regulation (FAR), Homeland Security Acquisition Manual (HSAM), and this RFP.     


The Government will not make an award at a significantly higher overall price to achieve a 
marginal increase in superior technical capability.  The Government will conduct a tradeoff 
analysis that involves the assessment of benefits of superior technical quotation features (i.e., 
benefits clearly attributable to increased productivity, increased probability of successful task 
order performance, and unique and innovative approaches or capabilities) versus the added price.  
Overall price to the Government may become the ultimate determining criterion for award of the 
task order as proposals become more equal based on other criteria. 


2 EVALUATION PROCESS 


2.1 Fair Opportunity 


This RFP is conducted under the fair opportunity guidelines of FAR 16.505 which outlines the 
ordering procedures for orders issued under Multiple Award Indefinite Delivery Indefinite 
Quantity contracts. Award will be based on a determination of best value to the Government, 
price and non-price factors considered. “Best value” means the expected outcome of an 
acquisition that, in the Government’s estimation, provides the greatest overall benefit in response 
to the requirement. Best value evaluation is, in and of itself, is a subjective assessment by the 
Government of the proposed solution that provides the optimal results to the Government. 


This method does not use any aspects of FAR subpart 15.3. The use of this fair opportunity 
process does not obligate the Government to determine a competitive range, conduct discussions 
with any Offerors, solicit proposals or revisions thereto, or use any other source selection 
techniques associated with FAR subpart 15.3. 


2.2 Comparative Analysis 


Following receipt of responses (including oral presentations), and completion of evaluation of 
each eligible individual Offeror’s response, the Government may perform a comparative analysis 
(comparing Offeror responses to one another) to select the Offeror that is best suited to fulfill the 
requirements, based on the Offerors’ responses to the factors outlined in this RFP and their 
relative importance. 
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2.3 Award on Initial Responses 


The Government anticipates selecting the best-suited Offeror from initial responses, without 
engaging in exchanges with Offerors. Offerors are strongly encouraged to submit their best 
technical solutions and price in response to this RFP. 


2.4 Exchanges with Best-Suited Offeror 


Once the Government determines the Offeror that is the best-suited (i.e., the apparent successful 
Offeror), the Government reserves the right to communicate with only that Offeror to address 
any remaining issues, if necessary, and finalize a task order with that Offeror. These issues may 
include technical and price. If the parties cannot successfully address any remaining issues, as 
determined pertinent at the sole discretion of the Government, the Government reserves the right 
to communicate with the next best-suited Offeror based on the original analysis and address any 
remaining issues. Once the Government has begun communications with the next best-suited 
Offeror, no further communications with the previous Offeror will be entertained until after the 
task order has been awarded.  This process shall continue until an agreement is successfully 
reached and a task order is awarded. 


3 EVALUATION FACTORS FOR AWARD 


3.1 Evaluation Factors and Relative Order of Importance 


The Government will evaluate Offeror’s proposal submissions based on the following evaluation 
factors and relative order of importance.   


• Factor 1 – Demonstrated Prior Experience & Past Performance  
• Factor 2 – Capability of Proposed Key Personnel 
• Factor 3 -  Technical and Management Approach  


o Sub-Element A – Technical Approach 
o Sub-Element B – Oral Presentation  


• Factor 4 – Price 
 


The evaluation factors are listed in descending order of importance.  All non-price evaluation 
factors, when combined, are significantly more important than price.  As the non-price merits of 
competing Offeror’s proposals approach equal, Price will become more important in the best 
value trade-off decision. 


Additionally, given the criticality of information security to this requirement, the responsibility 
determination may also consider information related counter-intelligence matters (such as 
ongoing open investigations by a law enforcement or counterintelligence agency, or significant 
issues with foreign ownership, control or influence with the company) as well as security issues 
(such as current or prior unsatisfactory security ratings as granted by the Defense Security 
Service or other US Government Department or Agency).   
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3.2 Factor 1 – Demonstrated Prior Experience & Past Performance Reference Checks 


The Government will evaluate the Offeror’s demonstrated prior experience by evaluating (1) the 
Prime Contractors demonstrated prior experience from two or more contracts/task orders 
performed within the last five (5) years, including at least one instance of demonstrated prior 
experience from the Prime Contractor’s Major Subcontractor, in leading and successfully 
completing financial system modernization efforts (including financial, procurement and asset 
management) for the Federal Government; (2) the extent to which the cited demonstrated prior 
experience includes management and coordination of multiple support teams and subcontractor 
relationships that resulted in achieving quality performance under contracts that were of a 
comparable size, scope and complexity to the DHS financial system modernization requirement 
(3) the extent to which the demonstrated prior experience include work performed for state or 
local governments or private entities; (4) the extent to which the demonstrated prior experience 
explains the Offeror’s experience in transitioning Government financial systems of a comparable 
size, scope and complexity to the DHS financial system modernization requirement described in 
this solicitation, and where different sub-units were transitioned during different phases of the 
development lifecycle, similar to the DHS TRIO requirement, (5) the extent to which the 
demonstrated prior experience includes evidence the Offeror’s demonstrated prior experience 
supporting the Oracle e-Business Suite Version 12; and (6) conducting past performance 
reference checks on the Offerors demonstrated prior experience. 


3.3 Factor 2 - Capability of Proposed Key Personnel 


The Government will evaluate qualifications (resumes) for all proposed Key Personnel by 
evaluating (1) the extent to which all proposed Key Personnel resumes demonstrate that the 
proposed Key Personnel meet the experience and education requirements for the labor category 
of the Offeror’s EAGLE II IDIQ contract and (2) the resumes demonstrate the technical 
competency of each proposed Key Personnel to support the requirements of the scope and 
contractual obligations contained within this solicitation and the Offeror’s EAGLE II IDIQ 
contract for each Key Personnel. 


3.4 Factor 3 – Technical and Management Approach  


The Government will evaluate the Offeror’s Technical and Management Approach by 
evaluating (1) the Offeror’s proposed plan to conduct discovery activities for the DHS TRIO 
financial system; (2) the Offeror’s proposed software development/implementation 
methodology; (3) the Offeror’s proposed innovations to support improvements of the DHS FSM; 
(4) if the Offeror’s affirms that it has CMMI Level III certification; and (5) the Offeror’s Oral 
Presentation.   


3.5 Evaluation Ratings 


In its evaluation, the Government will consider the benefits and risks associated with the 
Offeror’s proposed approaches to arrive at a confidence assessment of the Offeror’s likelihood of 
successfully performing the work and meeting the requirements of the solicitation. The table 
below shows the ratings the Government will assign in its evaluation of these factors. 
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RATINGS FOR FACTOR 1, Factor 2, and Factor 3 
Rating Definition 
High Confidence The Government has high confidence that the Offeror 


understands the requirement, proposes a sound approach, and 
will be successful in performing the contract with little or no 
Government intervention. 


Some Confidence The Government has some confidence that the Offeror 
understands the requirement, proposes a sound approach, and 
will be successful in performing the contract with some 
Government intervention. 


Low Confidence The Government has low confidence that the Offeror 
understands the requirement, proposes a sound approach, or will 
be successful in performing the contract even with Government 
intervention. 


Note that for Factor 3 the confidence rating will be assigned based on the evaluation of the 
Offeror’s written technical approach and the Offeror’s oral presentation.  The Offeror’s written 
submission for the oral presentation (PowerPoint Slides) will only be evaluated to the extent 
there is an issue with consistency and alignment between the written PowerPoint Slides and the 
Offeror’s oral presentation. 


4.2 Factor 4 – Price 


The total proposed price will be used as the basis of price evaluation, and will be the total 
evaluated price evaluated in accordance with FAR 15.404(1)(b).  The total proposed price will 
consist of the total proposed price for the base period of performance and all option periods of 
performance.  The Surge and Travel CLINs will be included in the total evaluated price.  While 
price will be factored in a best value determination based primarily on competition, due to the 
potential variations in technical approaches to the work that each Offeror may propose, a 
determination of reasonableness as it relates to the Offeror’s overall proposed solution will also 
be part of the Government’s evaluation and will be considered for award.  The Government 
reserves the right to utilize other proposal information received from the Offeror to assist in 
making a determination of reasonableness, including a review of the technical approach 
proposed in comparison to the total proposed price.   


4.4  Evaluation of Options 


The Government will also evaluate the option periods in accordance with FAR 52.217-5 
Evaluation of Options (JUL 1990):  Except when it is determined in accordance with FAR 
17.206(b) not to be in the Government’s best interests, the Government will evaluate quotes for 
award purposes by adding the total price for all options to the total price for the base period.  
Evaluation of options will not obligate the Government to exercise the option(s).   
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If needed, the Government intends to exercise the option or options under FAR 52.217-8 without 
further competition or need for a limited source justification.  For purposes of evaluation, the 
potential need to exercise the option under FAR 52.217-8 to extend the period of contract 
performance for the maximum period of six (6) months beyond the last option period will be 
considered the same for all Offerors.  In considering the price of the base period and any option 
periods, the Government will consider that if the extension of service clause (FAR 52.217-8) is 
exercised, it will be on the exact same rates and terms, other than length of performance, as the 
base or option period being extended. The Government will determine whether the price, 
inclusive of all options (including the options available under FAR 52.217-8), is fair and 
reasonable, and whether the price of the base period and all option periods (including the 
option(s) represented by FAR 52.217-8), in combination with the other evaluation criteria 
specified in the solicitation, represents the best value to the Government. 
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(i) This is a combined synopsis/solicitation issued for commercial items prepared in 
accordance with the format in the Federal Acquisition Regulations (FAR) Subpart 12.6, 
as supplemented with additional information included in this notice. This announcement 
constitutes the only solicitation.  The clauses and provisions referenced in this 
solicitation may be reviewed/obtained in full text form at 
http://www.acquisition.gov/far. 


 
(ii) Solicitation number 70CMSD21R00000002 is being issued using full and open 
competition procedures.  The National American Industry Classification System 
(NAICS) code for this acquisition is 519130 Internet Publishing and Broadcasting and 
Web Search Portals, with a small business size standard of 1,000 employees.  The 
Product Service Code (PSC) for this acquisition is D317, IT and Telecom Web Based 
Subscription.  No set-aside will be used; however, small businesses are encouraged to 
submit proposals. This procurement will be conducted under FAR Part 12 supplemented 
with FAR Part 15 procedures.  The Government anticipates awarding up to two (2) Firm 
Fixed Price (FFP) contracts with a one-year base period and four one-year option 
periods.  FAR 52.217-8 Option to Extend Services will be included. 
 
(iii)  The Government will be using innovative procurement techniques for this award in 
order to maximize competition.  Only one solicitation will be issued for the total 
requirement; however, the Government will be evaluating tasks separately and may or 
may not award two, single-award contracts as detailed below: 


 
One contract award for all tasks—Task 1, Task 1A, Task 2, and Task 2A 
Two contract awards—one award for Task 1 and Task 1A and one award for Task 2 and Task 2A 


 
Each task would have its own technical rating.  During oral presentations, each vendor would 
present whichever tasks they are competing for:  Tasks 1 and 1A or all tasks during their allotted 
timeframe.   
 
All dates included in the table below are intended to be helpful with planning purposes 
and are not set in stone; these dates are subject to change and may fluctuate. It is the 
Government’s intent to adhere to this schedule.  
 


Draft Solicitation Release November 25, 2020 
Draft Questions Due Monday, November 30, 2020 


Final Solicitation Release December 4, 2020 
Oral Presentation Request December 11, 2020 
Government conducts 
Oral Presentations 


December 14 - 18, 2020 


Government sends 
advisory notifications 


NLT December 30, 2020 


Offeror response due  NLT January 4, 2021 



http://www.acquisition.gov/far
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Phase II Submissions 
due 


January 4, 2021 


Phase II Trial Period January 7 – 13, 2021 


Award February 16, 2021 


 
Since the Government requested, received, and responded to questions during the draft 
solicitation phase, the Government may not engage in any further questions concerning 
this solicitation. 
 
Phase I:  Oral Presentations 
Interested parties who would like to give an oral presentation to the Government must 
contact the Contracting Officer no later than 4:00pm CT, December 11, 2020 at 
Tracy.Riley@ice.dhs.gov to secure a day/time to present a virtual oral presentation.  
This email request must include the offeror’s participants, their role and company, and 
the company’s expressed intent to participate in the Phase 1 Oral Presentations.   
Identify if presentation will cover tasks 1 and 1A or 2 and 2A or all tasks. 
 
Offeror Participants: The Offeror’s presentation team is limited to five (5) employees 
of the team. At least three (3) of the five (5) team members must be from the Prime 
Contractor. Only three (3) members of the team will present during the 90-minute 
technical exchange. If a Sub-contractor is included in a Prime Contractor’s Oral 
Presentation, that Sub-contractor shall not participate in another Oral Presentation for 
this requirement. Sub-contractor participation in an Oral Presentation is limited to one 
Prime Contractor only. 
 
Oral Presentation dates: 
Oral presentations are planned between December 14-18, 2020 using Microsoft Teams.  
If vendors cannot access Microsoft Teams, they shall advise the contracting officer 
immediately so that an alternative platform can be discussed, requested, and approved 
prior to the oral presentation.   
 
Oral Presentation/Demonstration Timeline for a Single Task Proposal 
If an offeror is proposing to a single task (Task 1 or Task 2) and not to both tasks, the 
oral presentation timeline in Table 1 below will be followed. 
  


 
 
 
 
 
 
 
 



mailto:Tracy.Riley@ice.dhs.gov
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Table 1 


 
  
Oral Presentation/Demonstration Timeline for a Two-Task Proposal 
If an offeror is proposing under both tasks (Task 1 and Task 2), then the offeror may do 
so in a single oral presentation. For a two-task presentation, the oral presentation timeline 
in Table 2 below will be followed. 
 


Table 2 


Oral 
Presentation 
Portion for 
One Task 


Oral Presentation Component Total Time 
Allotment  


(120 minutes) 


1 Introductions and Rules of Engagement Not specified 


2 The Offeror will present its oral presentation/demonstration. 
 


60 minutes 


3 Window for Government to interrupt and ask questions during 
presentation if required for clarity 


15 minutes, this 
will not count 
against the 
presenters 60-
minute time limit 


4 The Government will caucus and formulate additional question if 
needed. 


Up to 15 minutes 


5 The Government and Offeror will engage in an interactive dialogue 
(if needed at the sole discretion of the Government) where the 
Government will ask question(s) to the Offeror and the offeror 
responds.  


Up to 30 minutes 


6 The Offeror departs. Not specified 


Oral 
Presentation 
Portion for 
Two Tasks 


Oral Presentation Component Total Time 
Allotment 


(180 minutes) 


1 Introductions and Rules of Engagement Not specified 
2 The Offeror will present its oral presentation/demonstration. 


 
120 minute 
Limit** 


3 Window for Government to interrupt and ask questions during 
presentation if required for clarity 


15 minutes, this 
will not count 
against the 
presenters 120 
minute time 
limit 
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Oral Presentation Rules of Engagement for all Proposals 
 


• By participating in the oral presentations, the Offeror acknowledges that it is in 
compliance with all solicitation rules and parameters, in accordance with 
applicable laws and statutes. The Government encourages Offerors to abide by 
applicable social distancing guidelines and rules established by the Centers for 
Disease Control and Prevention (CDC) and state and local Governments, 
including applicable active stay-at-home orders, to reduce the spread of the 
coronavirus disease 2019 (COVID-19). 
 


• Recording: Recording of oral presentations by Offerors is strictly prohibited, 
notwithstanding local laws and regulations with regards to virtual meeting. The 
Government reserves the right to record oral presentations. If recorded, the 
recording is source selection sensitive and will be handled accordingly. 


 
• Exchanges: The Government intends to engage in interactive dialogue during the 


oral presentations. These exchanges are viewed as a component of the oral 
presentation itself and do not constitute discussions. Oral presentations are distinct 
from the Government’s reserved right to conduct clarifications or discussions. 


 
• The Offeror participants shall not reach back, by phone/conference bridge, email 


or any other means, to any other personnel or persons for assistance during the 
oral presentation. 


 
• Contractors will be allowed to provide handouts or other written artifacts to aid the 


Government in following along the presentation, however any written material 
must be compiled in an MS PowerPoint slide deck not exceeding 25 slides. These 
slides will NOT be evaluated, and any content the contractor wishes to present for 
an evaluation must be done orally during the oral presentation. 


 
Advisory Notification 
 
After the Government completes evaluation of Factor 1, Offerors will receive an advisory 
notification via e-mail from the Contracting Officer. This notification will advise the 
Offerors of the Government’s advisory recommendation to proceed or not to proceed with 
Phase II submission. Offerors who are rated most highly for Factor 1 will be advised to 


4 The Government will caucus and formulate additional question if 
needed  


Up to 15 minutes 


5 The Government and Offeror will engage in an interactive 
dialogue (if needed at the sole discretion of the Government) 
where the Government will ask question to the Offeror and the 
offeror responds.  


Up to 30 minutes 


6 The Offeror departs. Not specified 
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proceed to Phase II of the proposal submission process. Offerors who were not among the 
most highly rated will be advised that they are unlikely to be viable competitors, along 
with the general basis for the Government’s advisory recommendation. The intent of this 
advice is to minimize proposal development costs for those Offerors with little to no 
chance of receiving an award. Offerors should note that Phase I, Factor 1 is more 
important than the Phase II evaluation factors. 
 
The Government intends to provide no more than 3 Offerors with an advisory notification 
to proceed. However, the Government’s advice will be a recommendation only, and those 
Offerors who are advised not to proceed may elect to continue their participation in the 
procurement. 
 
Failure to participate in Phase I of the procurement precludes further consideration of an 
Offeror. Phase II submissions will not be accepted from Offerors who have not submitted 
Phase I proposals by the due date and time stated in this solicitation. For those Offerors 
that are rated most highly and advised to proceed to Phase II of the proposal submission 
process, the Contracting Officer will include the Phase II submission instructions on the 
advisory notification, including the date, time and exact location of the Offerors scheduled 
oral presentation, as well as the due date for the written portion (Price) of the Phase II 
submission. The Government recommends Offerors to begin preparation of Phase II 
proposals only after receipt of the Phase 1 advisory down-select notice. 
 
The down-select notifications will include further information, but the Government 
intends to allow Offerors 48 -72 hours to decide whether it wishes to proceed with a 
Phase II submission. The specific times/dates for oral presentations will 
subsequently be provided to those Offerors remaining in Phase II. 
 
Phase II:  User Trial Period  
Vendors will provide user access via a trial subscription period for up to five business days for 
no more than three ICE users.  During this trial period vendors shall provide help desk/general 
user support for up to ten hours.  All offerors will receive an advisory letter recommending 
participation/non-participation in Phase II no later than December 30, 2020.  Offerors must 
contact the contracting officer no later than 2:00pm, Jan 4, 2021 to schedule the user trial 
period.  Trial periods are expected to take place starting Jan 7, 2021. 


 
The following items shall be submitted to the contracting officer no later than 4:00pm CT, 
January 4, 2021: 


1. Solicitation Provisions and Clauses that require contractor response/fill ins. 
2. Factor 3-Past Performance—submitted directly from customers to the contracting 


officer (using the past performance questionnaire provided by the Government). 
3. Factor 4-Price Matrix—using the Price Matrix attachment provided by the 


Government. 
 
NO WRITTEN/NARRATIVE PROPOSAL IS REQUIRED, NOR WILL IT BE 
EVALUATED IF SUBMITTED.   







Solicitation number 70CMSD21R00000002 
Law Enforcement Investigative Database Subscription (LEIDS) 


December 7, 2020 
  


Page 6 of 34 
 


 
Estimated Total Period of Performance is 3/1/2021-2/28/2026 
 
 Contract Line Item Number           CLIN Description                          Quantity           Unit of Issue 
CLIN 0001 
3/1/2021-2/28/2022 


Database Functionality 
Requirements Task 1 


 
12 Month 


CLIN 0002 
3/1/2021-2/28/2022 


Training and User Maintenance 
Task 1A 


 
12 Month 


CLIN 0003 
3/1/2021-2/28/2022 


LPR 
Task 2 


 
12 Month 


CLIN 0004 
3/1/2021-2/28/2022 


LPR Training and User 
Maintenance 
Task 2A 


 
12 


Month 
CLIN 1001 
3/1/2022-2/28/2023 


Database Functionality 
Requirements Task 1 


 
12 Month 


CLIN 1002 
3/1/2022-2/28/2023 


Training and User Maintenance 
Task 1A 


 
12 Month 


CLIN 1003 
3/1/2022-2/28/2023  


LPR 
Task 2 


 
12 Month 


CLIN 1004 
3/1/2022-2/28/2023 


LPR Training and User 
Maintenance 
Task 2A 


 
 
12 Month 


CLIN 2001 
3/1/2023-2/28/2024 


Database Functionality 
Requirements Task 1 


 
12 Month 


CLIN 2002 
3/1/2023-2/28/2024 


Training and User Maintenance 
Task 1A 


 
12 Month 


CLIN 2003 
3/1/2023-2/28/2024 


LPR 
Task 2 


 
12 Month 


CLIN 2004 
3/1/2023-2/28/2024 


LPR Training and User 
Maintenance 
Task 2A 


 
 
12 Month 


CLIN 3001 
3/1/2024-2/28/2025 


Database Functionality 
Requirements Task 1 


 
12 Month 


CLIN 3002  
3/1/2024-2/28/2025 


Training and User Maintenance 
Task 1A 


 
12 Month 


CLIN 3003  
3/1/2024-2/28/2025 


LPR  
Task 2 


 
12 Month 


CLIN 3004  
3/1/2024-2/28/2025 


LPR Training and User 
Maintenance 
Task 2A 


 
 
12  Month 


CLIN 4001 
3/1/2025-2/28/2026  


Database Functionality 
Requirements Task 1 


 
12 Month 


CLIN 4002 
3/1/2025-2/28/2026 


Training and User Maintenance 
Task 1A 


 
12 Month 
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CLIN 4003 
3/1/2025-2/28/2026 


LPR  
Task 2 


 
12 Month 


CLIN 4004 
3/1/2025-2/28/2026 


LPR Training and User 
Maintenance 
Task 2A 


 
 
12 Month 


 
 
Description of Requirements:  Contractor shall provide all personnel, supplies, and services 
necessary to meet the Government requirement specified in Attachment 2, Performance Work 
Statement (PWS) to this solicitation.   
 
The following attachments are included for this solicitation: 
Attachment 1-Clauses 
Attachment 2-PWS 
Attachment 3-Price Matrix 
Attachment 4-Quality Assurance Surveillance Plan (QASP) 
Attachment 5-Past Performance Questionnaire 
 


FAR PROVISIONS 
 
Provisions for this solicitation are listed below; some incorporated by reference and some 
included in full text.  The completed provisions will not become part of the resulting IDIQ 
contract; they will be utilized for evaluation purposes only.  The clauses listed in Attachment 
1-Clauses, to this solicitation will be incorporated as an attachment to the awarded contract. 
 
FAR Provisions Incorporated by Reference: 
FAR 52.204-7, System for Award Management (Oct 2018) 
FAR 52.204-16, Commercial and Government Entity Code Reporting (Jul 2016) 
FAR 52.204-17, Ownership or Control of Offeror (Jul 2016) 
 
FAR Provisions Included in Full Text: 
 
FAR 52.204-24 Representation Regarding Certain Telecommunications and Video Surveillance 
Services or Equipment (Oct 2020) 


The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has 
represented that it "does not provide covered telecommunications equipment or services as a part of its 
offered products or services to the Government in the performance of any contract, subcontract, or other 
contractual instrument" in paragraph (c)(1) in the provision at 52.204-26, Covered Telecommunications 
Equipment or Services—Representation, or in paragraph (v)(2)(i) of the provision at 52.212-3, Offeror 
Representations and Certifications-Commercial Items. The Offeror shall not complete the representation in 
paragraph (d)(2) of this provision if the Offeror has represented that it "does not use covered 
telecommunications equipment or services, or any equipment, system, or service that uses covered 
telecommunications equipment or services" in paragraph (c)(2) of the provision at 52.204-26, or in 
paragraph (v)(2)(ii) of the provision at 52.212-3. 



https://www.acquisition.gov/far/52.204-26#FAR_52_204_26

https://www.acquisition.gov/far/52.212-3#FAR_52_212_3

https://www.acquisition.gov/far/52.204-26#FAR_52_204_26

https://www.acquisition.gov/far/52.212-3#FAR_52_212_3
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      (a) Definitions. As used in this provision— 


      Backhaul, covered telecommunications equipment or services, critical technology, 
interconnection arrangements, reasonable inquiry, roaming, and substantial or essential 
component have the meanings provided in the clause 52.204-25, Prohibition on Contracting for Certain 
Telecommunications and Video Surveillance Services or Equipment. 


      (b) Prohibition. 


(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 
2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from 
procuring or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, 
or service that uses covered telecommunications equipment or services as a substantial or essential 
component of any system, or as critical technology as part of any system. Nothing in the prohibition shall 
be construed to— 


                (i) Prohibit the head of an executive agency from procuring with an entity to provide a service 
that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; 
or 


                (ii) Cover telecommunications equipment that cannot route or redirect user data traffic or 
cannot permit visibility into any user data or packets that such equipment transmits or otherwise handles. 


           (2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal 
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020, from 
entering into a contract or extending or renewing a contract with an entity that uses any equipment, system, 
or service that uses covered telecommunications equipment or services as a substantial or essential 
component of any system, or as critical technology as part of any system. This prohibition applies to the 
use of covered telecommunications equipment or services, regardless of whether that use is in performance 
of work under a Federal contract. Nothing in the prohibition shall be construed to— 


                (i) Prohibit the head of an executive agency from procuring with an entity to provide a service 
that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; 
or 


                (ii) Cover telecommunications equipment that cannot route or redirect user data traffic or 
cannot permit visibility into any user data or packets that such equipment transmits or otherwise handles. 


      (c) Procedures. The Offeror shall review the list of excluded parties in the System for Award 
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for 
"covered telecommunications equipment or services". 


      (d) Representation. The Offeror represents that— 



https://www.acquisition.gov/far/52.204-25#FAR_52_204_25

https://www.sam.gov/
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           (1) It □ will, □ will not provide covered telecommunications equipment or services to the 
Government in the performance of any contract, subcontract or other contractual instrument resulting from 
this solicitation. The Offeror shall provide the additional disclosure information required at paragraph 
(e)(1) of this section if the Offeror responds "will" in paragraph (d)(1) of this section; and 


           (2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror 
represents that— 


          It □ does, □ does not use covered telecommunications equipment or services, or use any 
equipment, system, or service that uses covered telecommunications equipment or services. The Offeror 
shall provide the additional disclosure information required at paragraph (e)(2) of this section if the 
Offeror responds "does" in paragraph (d)(2) of this section. 


      (e) Disclosures.  


(1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has responded 
"will" in the representation in paragraph (d)(1) of this provision, the Offeror shall provide the following 
information as part of the offer: 


                (i) For covered equipment— 


                     (A) The entity that produced the covered telecommunications equipment (include entity 
name, unique entity identifier, CAGE code, and whether the entity was the original equipment 
manufacturer (OEM) or a distributor, if known); 


                     (B) A description of all covered telecommunications equipment offered (include brand; 
model number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); and 


                     (C) Explanation of the proposed use of covered telecommunications equipment and any 
factors relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) 
of this provision. 


                (ii) For covered services— 


                     (A) If the service is related to item maintenance: A description of all covered 
telecommunications services offered (include on the item being maintained: Brand; model number, such as 
OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); or 


                     (B) If not associated with maintenance, the Product Service Code (PSC) of the service 
being provided; and explanation of the proposed use of covered telecommunications services and any 
factors relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) 
of this provision. 
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           (2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has 
responded "does" in the representation in paragraph (d)(2) of this provision, the Offeror shall provide the 
following information as part of the offer: 


                (i) For covered equipment— 


                     (A) The entity that produced the covered telecommunications equipment (include entity 
name, unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if 
known); 


                     (B) A description of all covered telecommunications equipment offered (include brand; 
model number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); and 


                     (C) Explanation of the proposed use of covered telecommunications equipment and any 
factors relevant to determining if such use would be permissible under the prohibition in paragraph (b)(2) 
of this provision. 


                (ii) For covered services— 


                     (A) If the service is related to item maintenance: A description of all covered 
telecommunications services offered (include on the item being maintained: Brand; model number, such as 
OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); or 


                     (B) If not associated with maintenance, the PSC of the service being provided; and 
explanation of the proposed use of covered telecommunications services and any factors relevant to 
determining if such use would be permissible under the prohibition in paragraph (b)(2) of this provision. 


(End of provision) 


  
52.204-26 Covered Telecommunications Equipment or Services-Representation. (Dec 2019) 
      (a) Definitions. As used in this provision, “covered telecommunications equipment or services” has the 
meaning provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications 
and Video Surveillance Services or Equipment. 
      (b) Procedures. The Offeror shall review the list of excluded parties in the System for Award 
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for 
“covered telecommunications equipment or services”. 
      (c) Representation. The Offeror represents that it □ does, □ does not provide covered 
telecommunications equipment or services as a part of its offered products or services to the Government 
in the performance of any contract, subcontract, or other contractual instrument. 
(End of provision) 
 
FAR 52.209-7 Information Regarding Responsibility Matters (Oct 2018) 
      (a) Definitions. As used in this provision— 



https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#unique_1605198408

https://www.sam.gov/
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     “Administrative proceeding” means a non-judicial process that is adjudicatory in nature in order to 
make a determination of fault or liability (e.g., Securities and Exchange Commission Administrative 
Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed Services Board of Contract 
Appeals Proceedings). This includes administrative proceedings at the Federal and State level but only in 
connection with performance of a Federal contract or grant. It does not include agency actions such as 
contract audits, site visits, corrective plans, or inspection of deliverables. 
     “Federal contracts and grants with total value greater than $10,000,000” means— 
           (1) The total value of all current, active contracts and grants, including all priced options; and 
           (2) The total value of all current, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 
          “Principal” means an officer, director, owner, partner, or a person having primary management or 
supervisory responsibilities within a business entity (e.g., general manager; plant manager; head of a 
division or business segment; and similar positions). 
      (b) The offeror □ has □ does not have current active Federal contracts and grants with total value 
greater than $10,000,000. 
      (c)If the offeror checked “has” in paragraph (b) of this provision, the offeror represents, by submission 
of this offer, that the information it has entered in the Federal Awardee Performance and Integrity 
Information System (FAPIIS) is current, accurate, and complete as of the date of submission of this offer 
with regard to the following information: 
             (1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the subject 
of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 
                (i)In a criminal proceeding, a conviction. 
                (ii)In a civil proceeding, a finding of fault and liability that results in the payment of a monetary 
fine, penalty, reimbursement, restitution, or damages of $5,000 or more. 
                (iii)In an administrative proceeding, a finding of fault and liability that results in– 
                     (A) The payment of a monetary fine or penalty of $5,000 or more; or 
                     (B) The payment of a reimbursement, restitution, or damages in excess of $100,000. 
                (iv)In a criminal, civil, or administrative proceeding, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor if the proceeding could have led to any of 
the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this provision. 
           (2)If the offeror has been involved in the last five years in any of the occurrences listed in (c)(1) of 
this provision, whether the offeror has provided the requested information with regard to each occurrence. 
(d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this provision in 
FAPIIS as required through maintaining an active registration in the System for Award Management, 
which can be accessed via https://www.sam.gov (see 52.204-7). 
(End of provision) 
 
FAR 52.212-1 Instructions to Offerors-Commercial Items (June 2020) 


      (a) North American Industry Classification System (NAICS) code and small business size standard. 
The NAICS code(s) and small business size standard(s) for this acquisition appear elsewhere in the 
solicitation. However, the small business size standard for a concern which submits an offer in its own 
name, but which proposes to furnish an item which it did not itself manufacture, is 500 employees. 


      (b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at 



https://www.sam.gov/

https://www.acquisition.gov/far/part-52#FAR_52_204_7
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or before the exact time specified in this solicitation. Offers may be submitted on the SF 1449, letterhead 
stationery, or as otherwise specified in the solicitation. As a minimum, offers must show— 


           (1)The solicitation number; 
           (2)The time specified in the solicitation for receipt of offers; 
           (3)The name, address, and telephone number of the offeror; 
           (4)A technical description of the items being offered in sufficient detail to evaluate compliance 


with the requirements in the solicitation. This may include product literature, or other documents, if 
necessary; 


           (5)Terms of any express warranty; 
           (6)Price and any discount terms; 
           (7)“Remit to” address, if different than mailing address; 
           (8)A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-


3(b) for those representations and certifications that the offeror shall complete electronically); 
           (9)Acknowledgment of Solicitation Amendments; 
           (10)Past performance information, when included as an evaluation factor, to include recent and 


relevant contracts for the same or similar items and other references (including contract numbers, points of 
contact with telephone numbers and other relevant information); and 


           (11)If the offer is not submitted on the SF 1449, include a statement specifying the extent of 
agreement with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish 
required representations or information, or reject the terms and conditions of the solicitation may be 
excluded from consideration. 


      (c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer firm for 30 
calendar days from the date specified for receipt of offers, unless another time period is specified in an 
addendum to the solicitation. 


      (d) Product samples. When required by the solicitation, product samples shall be submitted at or 
prior to the time specified for receipt of offers. Unless otherwise specified in this solicitation, these 
samples shall be submitted at no expense to the Government, and returned at the sender’s request and 
expense, unless they are destroyed during preaward testing. 


      (e) Multiple offers. Offerors are encouraged to submit multiple offers presenting alternative terms 
and conditions, including alternative line items (provided that the alternative line items are consistent 
with subpart  4.10 of the Federal Acquisition Regulation), or alternative commercial items for satisfying 
the requirements of this solicitation. Each offer submitted will be evaluated separately. 


      (f)Late submissions, modifications, revisions, and withdrawals of offers. 
(1)Offerors are responsible for submitting offers, and any modifications, revisions, or withdrawals, so as 


to reach the Government office designated in the solicitation by the time specified in the solicitation. If no 
time is specified in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated 
Government office on the date that offers or revisions are due. 


           (2)  
(i)Any offer, modification, revision, or withdrawal of an offer received at the Government office 


designated in the solicitation after the exact time specified for receipt of offers is “late” and will not be 
considered unless it is received before award is made, the Contracting Officer determines that accepting 
the late offer would not unduly delay the acquisition; and- 


                     (A)If it was transmitted through an electronic commerce method authorized by the 
solicitation, it was received at the initial point of entry to the Government infrastructure not later than 5:00 
p.m. one working day prior to the date specified for receipt of offers; or 



https://www.gsa.gov/forms-library/solicitationcontractorder-commercial-items

https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#i1060550

https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#i1060550

https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#i1060550

https://www.gsa.gov/forms-library/solicitationcontractorder-commercial-items

https://www.acquisition.gov/content/part-4-administrative-and-information-matters#iSubpart_4_10
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                     (B)There is acceptable evidence to establish that it was received at the Government 
installation designated for receipt of offers and was under the Government’s control prior to the time set 
for receipt of offers; or 


                     (C)If this solicitation is a request for proposals, it was the only proposal received. 
                (ii)However, a late modification of an otherwise successful offer, that makes its terms more 


favorable to the Government, will be considered at any time it is received and may be accepted. 
           (3)Acceptable evidence to establish the time of receipt at the Government installation includes 


the time/date stamp of that installation on the offer wrapper, other documentary evidence of receipt 
maintained by the installation, or oral testimony or statements of Government personnel. 


           (4)If an emergency or unanticipated event interrupts normal Government processes so that offers 
cannot be received at the Government office designated for receipt of offers by the exact time specified in 
the solicitation, and urgent Government requirements preclude amendment of the solicitation or other 
notice of an extension of the closing date, the time specified for receipt of offers will be deemed to be 
extended to the same time of day specified in the solicitation on the first work day on which normal 
Government processes resume. 


           (5)Offers may be withdrawn by written notice received at any time before the exact time set for 
receipt of offers. Oral offers in response to oral solicitations may be withdrawn orally. If the solicitation 
authorizes facsimile offers, offers may be withdrawn via facsimile received at any time before the exact 
time set for receipt of offers, subject to the conditions specified in the solicitation concerning facsimile 
offers. An offer may be withdrawn in person by an offeror or its authorized representative if, before the 
exact time set for receipt of offers, the identity of the person requesting withdrawal is established and the 
person signs a receipt for the offer. 


      (g) Contract award (not applicable to Invitation for Bids). The Government intends to evaluate 
offers and award a contract without discussions with offerors. Therefore, the offeror’s initial offer should 
contain the offeror’s best terms from a price and technical standpoint. However, the Government reserves 
the right to conduct discussions if later determined by the Contracting Officer to be necessary. The 
Government may reject any or all offers if such action is in the public interest; accept other than the lowest 
offer; and waive informalities and minor irregularities in offers received. 


      (h) Multiple awards. The Government may accept any item or group of items of an offer, unless the 
offeror qualifies the offer by specific limitations. Unless otherwise provided in the Schedule, offers may 
not be submitted for quantities less than those specified. The Government reserves the right to make an 
award on any item for a quantity less than the quantity offered, at the unit prices offered, unless the offeror 
specifies otherwise in the offer. 


      (i)Availability of requirements documents cited in the solicitation. 
           (1)  
(i)The GSA Index of Federal Specifications, Standards and Commercial Item Descriptions, FPMR Part 


101-29, and copies of specifications, standards, and commercial item descriptions cited in this solicitation 
may be obtained for a fee by submitting a request to- 
  


GSA Federal Supply Service Specifications Section 
  


Suite 8100 470 East L’Enfant Plaza, SW 
  


Washington, DC 20407 
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Telephone (202) 619-8925 
  


Facsimile (202) 619-8978. 
                (ii)If the General Services Administration, Department of Agriculture, or Department of 


Veterans Affairs issued this solicitation, a single copy of specifications, standards, and commercial item 
descriptions cited in this solicitation may be obtained free of charge by submitting a request to the 
addressee in paragraph (i)(1)(i) of this provision. Additional copies will be issued for a fee. 


           (2)Most unclassified Defense specifications and standards may be downloaded from the 
following ASSIST websites: 


                (i)ASSIST ( https://assist.dla.mil/online/start/). 
                (ii)Quick Search ( http://quicksearch.dla.mil/). 
                (iii)ASSISTdocs.com (http://assistdocs.com). 
           (3)Documents not available from ASSIST may be ordered from the Department of Defense 


Single Stock Point (DoDSSP) by- 
                (i)Using the ASSIST Shopping Wizard (https://assist.dla.mil/wizard/index.cfm); 
                (ii)Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 


EST; or 
                (iii)Ordering from DoDSSP, Building 4, Section D, 700 Robbins Avenue, Philadelphia, PA 


19111-5094, Telephone (215) 697-2667/2179, Facsimile (215) 697-1462. 
           (4)Nongovernment (voluntary) standards must be obtained from the organization responsible for 


their preparation, publication, or maintenance. 
      (j) Unique entity identifier. (Applies to all offers that exceed the micro-purchase threshold, and 


offers at or below the micro-purchase threshold if the solicitation requires the Contractor to be registered 
in the System for Award Management (SAM).) The Offeror shall enter, in the block with its name and 
address on the cover page of its offer, the annotation “Unique Entity Identifier” followed by the unique 
entity identifier that identifies the Offeror's name and address. The Offeror also shall enter its Electronic 
Funds Transfer (EFT) indicator, if applicable. The EFT indicator is a four-character suffix to the unique 
entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying alternative EFT accounts (see FAR subpart  32.11) for the same entity. If the Offeror does 
not have a unique entity identifier, it should contact the entity designated at www.sam.gov for unique 
entity identifier establishment directly to obtain one. The Offeror should indicate that it is an offeror for a 
Government contract when contacting the entity designated at www.sam.gov for establishing the unique 
entity identifier. 


      (k)[Reserved] 
      (l) Debriefing. If a post-award debriefing is given to requesting offerors, the Government shall 


disclose the following information, if applicable: 
           (1)The agency’s evaluation of the significant weak or deficient factors in the debriefed offeror’s 


offer. 
           (2)The overall evaluated cost or price and technical rating of the successful and the debriefed 


offeror and past performance information on the debriefed offeror. 
           (3)The overall ranking of all offerors, when any ranking was developed by the agency during 


source selection. 
           (4)A summary of the rationale for award; 
           (5)For acquisitions of commercial items, the make and model of the item to be delivered by the 


successful offeror. 



http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3

http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3

http://assistdocs.com/

https://assist.dla.mil/wizard/index.cfm

https://www.acquisition.gov/content/part-32-contract-financing#i1080713

http://www.sam.gov/

http://www.sam.gov/
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           (6)Reasonable responses to relevant questions posed by the debriefed offeror as to whether 
source-selection procedures set forth in the solicitation, applicable regulations, and other applicable 
authorities were followed by the agency. 


(End of provision) 
 
FAR 52.212-2 Evaluation-Commercial Items (Oct 2014) 
    (a) The Government will award a contract resulting from this solicitation to the responsible 
offeror whose offer conforming to the solicitation will be the most advantageous to the Government, price 
and other factors considered. The Government will use trade off source selection procedures to procure up 
to two awards to the offeror(s) whose solution(s) represents the best value to the Government.  The 
Government may award to other than the lowest priced or the highest rated offeror(s).  The evaluation will 
be conducted as a two phase, advisory down select.  The phases will include the following evaluation 
factors: 
 
Phase I 
Factor 1: Technical Approach (Demonstration/Oral Presentation) 
 
Phase II 
Factor 2: Trial Test Period for Subject Matter Experts (SMEs) 
Factor 3: Past Performance 
Factor 4: Price 
 
The order of importance is as follows: 
 
The factors are listed in descending order of importance:  Factor 1, 2, 3, and 4. When all technical factors 
are combined, they are significantly more important than price.  Factor 4, Price, is the least important 
factor.   
 
      (b) Options. The Government will evaluate offers for award purposes by adding the total price for all 
options to the total price for the basic requirement. The Government may determine that an offer is 
unacceptable if the option prices are significantly unbalanced. Evaluation of options shall not obligate the 
Government to exercise the option(s).  
      (c)A written notice of award or acceptance of an offer, mailed or otherwise furnished to the successful 
offeror within the time for acceptance specified in the offer, shall result in a binding contract without 
further action by either party. Before the offer’s specified expiration time, the Government may accept an 
offer (or part of an offer), whether or not there are negotiations after its receipt, unless a written notice of 
withdrawal is received before award. 


(End of provision) 
 
Rating Scale for Technical Factors 1 and 2 
In evaluating Factors 1 and 2, each factor will have its own confidence assessment. The Government will 
consider the Offeror’s approaches and the risks associated with the approaches proposed by the Offeror to 
arrive at a confidence assessment of the Offeror’s likelihood of successfully performing the work. The 
table below shows the ratings the Government will assign in its evaluation of these factors. 
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 Technical Evaluation Confidence Ratings 
Rating Definition 


High 
Confidence 


The Government has high confidence that the Offeror understands the 
requirement, proposes a sound approach, and will be successful in 
performing the contract with little or no Government intervention. 


Some 
Confidence 
 


The Government has some confidence that the Offeror understands the 
requirement, proposes a sound approach, and will be successful in 
performing the contract with some Government intervention. 


Low  
Confidence 


 


The Government has low confidence that the Offeror understands the 
requirement, proposes a sound approach, and will be successful in performing 
the contract even with Government intervention.  


 
Phase I 
 
Factor 1, Technical Approach (Demonstration/Oral Presentation) 
Factor 1 will be evaluated by Offerors providing an oral presentation to the Government’s 
technical team.  This presentation will be done via MS Teams.  Each offeror should cover the 
requirements under PWS, Section 3.0 Task Requirements during their presentation. 
 


Advisory Down Select 
Phase II 
 
Factor 2, Trial Test Period for SMEs 
Factor 2 will be evaluated through a five-day (business) trial/test period for SMEs.  During this time, each 
contractor shall provide up to ten hours of help desk or instructional support for the SMEs.  This support 
may be via telephone or email.  The Government will assess its confidence that the offeror will be 
successful in performing the contract based on its Factor 2 Trial Test Period. The testing includes, but is 
not limited to:  
 


1. User friendliness 
2. Effectiveness and response time of help desk support 
3. Ability to run specific reports/details within each report available 
4. Validity of data received during trial period 
 


  Offerors may be rated more highly if their database has unique or added features, or other 
innovations, that provide benefit to the Government.  It is possible that an offeror’s database 
offers additional features that are of no additional benefit to the Government.  Those features 
will not assist offerors in getting a higher confidence rating for this factor.  The determination 
of what features are of benefit to the Government is at the sole discretion of the Government 
and its evaluation team. 
 
Factor 3:  Past Performance 
 
The Government is providing a “Contractor Past Performance Evaluation Survey” (RFP Past Performance 
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Attachment) for Offerors to submit to the cited client/customer points of contact for completion.   
The completed survey forms must be returned directly to Tracy Riley no later than the first day of the 
trial/test period in Phase II. Client can email surveys to Tracy.Riley@ice.dhs.gov.  The completed survey 
must come from the Client (not the Offeror). The Offeror is responsible for ensuring timely submission.  
The Government is seeking to determine whether the Offeror has a high-quality record of past 
performance that will enhance its ability to successfully perform the required effort. Past Performance 
should be recent and relevant.  No past performance on contracts that ended more than three years ago will 
be accepted.  Similarly, contracts that are not of similar size and scope will not be accepted. 
 
In evaluating past performance, the Government may supplement the information offerors provide with 
performance information it may obtain from any source including its own experience with the offeror 
performing prior orders with the federal Government or otherwise, and agency databases. 
 
The Government, after reviewing the past performance information, will assign a confidence rating 
rating of “High Confidence”, “Some Confidence”, “Low Confidence”, or “Unknown Confidence/N/A” to 
Factor 3, Past Performance. 
 


Past Performance Rating Definitions: 
 
High Confidence 
Based on the Offeror’s recent (NLT 3 years) and relevant (similar in magnitude and scope of 
this effort) performance record, the Government has a high expectation that the Offeror will 
successfully perform based on the offeror’s performance.   


 
Some Confidence 
Based on the Offeror’s recent (NLT 3 years) and relevant (similar in magnitude and scope of 
this effort) performance record, the Government has a reasonable expectation that the Offeror 
will successfully perform based on the offeror’s performance.   


 
Low Confidence 
Based on the Offeror’s recent (NLT 3 years) and relevant (similar in magnitude and scope of this 
effort) performance record, the Government has a limited expectation that the Offeror will 
successfully perform based on the offeror’s performance.   


 
Unknown Confidence (N/A) 
The Offeror does not have recent (NLT 3 years) and relevant (similar in magnitude and scope of 
this effort) performance; or the Offeror’s performance record is so sparse, a meaningful 
confidence rating cannot be reasonably assigned. This rating is neutral, neither favorable or 
unfavorable. 


 
Factor 4: Price: 
 
Offerors do not need submit pricing until Phase II.  If an offeror decides they do not wish to 
participate in Phase II, no pricing will be required from that offeror.  The Government will 
provide a price matrix with this solicitation for all offerors to fill out. The matrix will be 
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broken down by task.  
 
Price will be evaluated to determine whether it is fair and reasonable. Price will be evaluated 
by CLIN/Task Number.  Each offeror shall propose pricing for the task(s) they plan to 
compete for.  For example, if a company plans to compete for both tasks, that offeror shall 
submit pricing for each task separately; in a second column in the price matrix will contain 
pricing for each task assuming an offeror were to win both tasks (only one contract award 
made).  This allows offerors to provide any discounts that would be provided if an offeror 
were to be awarded both tasks.   
 
The Government will evaluate price on Offerors’ Total Evaluated Price (TEP). The TEP 
by adding the base and all option years for the total period of performance to include the 
possible six-month extension IAW FAR 52.217-8 Option to Extend Services. There will 
not be a separate CLIN for the possible extension (up to six months) at the end of Option 
Period Four.  Offerors do not need to submit pricing for FAR 52.217-8.  The Government 
will use the pricing submitted for Option Period Four to calculate the pricing for the 
possible six-month extension for evaluation purposes.  If Option Period Four is extended 
the period of performance for that option will simply be extended, at the same prices. 
 
FAR 52.212-3 Offeror Representations and Certifications-Commercial Items (Dec 2019)  
Offeror Representations and Certifications-Commercial Items (Nov 2020) 
The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 
representations and certification electronically in the System for Award Management (SAM) accessed 
through https://www.sam.gov. If the Offeror has not completed the annual representations and 
certifications electronically, the Offeror shall complete only paragraphs (c) through (v)) of this provision. 
      (a) Definitions. As used in this provision— 
     "Covered telecommunications equipment or services" has the meaning provided in the clause 52.204-
25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or 
Equipment. 
      Economically disadvantaged women-owned small business (EDWOSB) concern means a small 
business concern that is at least 51 percent directly and unconditionally owned by, and the management 
and daily business operations of which are controlled by, one or more women who are citizens of the 
United States and who are economically disadvantaged in accordance with 13 CFR part 127. It 
automatically qualifies as a women-owned small business eligible under the WOSB Program. 
      Forced or indentured child labor means all work or service— 
           (1) Exacted from any person under the age of 18 under the menace of any penalty for its 
nonperformance and for which the worker does not offer himself voluntarily; or 
           (2) Performed by any person under the age of 18 pursuant to a contract the enforcement of which 
can be accomplished by process or penalties. 
      Highest-level owner means the entity that owns or controls an immediate owner of the offeror, or that 
owns or controls one or more entities that control an immediate owner of the offeror. No entity owns or 
exercises control of the highest level owner. 
Immediate owner means an entity, other than the offeror, that has direct control of the offeror. Indicators of 
control include, but are not limited to, one or more of the following: ownership or interlocking 



https://www.sam.gov/
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management, identity of interests among family members, shared facilities and equipment, and the 
common use of employees. 
      Inverted domestic corporation, means a foreign incorporated entity that meets the definition of an 
inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions 
of 6 U.S.C. 395(c). 
      Manufactured end product means any end product in product and service codes (PSCs) 1000-9999, 
except— 
           (1) PSC 5510, Lumber and Related Basic Wood Materials; 
           (2) Product or Service Group (PSG) 87, Agricultural Supplies; 
           (3) PSG 88, Live Animals; 
           (4) PSG 89, Subsistence; 
           (5) PSC 9410, Crude Grades of Plant Materials; 
           (6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 
           (7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 
           (8) PSC 9610, Ores; 
           (9) PSC 9620, Minerals, Natural and Synthetic; and 
           (10) PSC 9630, Additive Metal Materials. 
      Place of manufacture means the place where an end product is assembled out of components, or 
otherwise made or processed from raw materials into the finished product that is to be provided to the 
Government. If a product is disassembled and reassembled, the place of reassembly is not the place of 
manufacture. 
Place of manufacture means the place where an end product is assembled out of components, or otherwise 
made or processed from raw materials into the finished product that is to be provided to the Government. 
If a product is disassembled and reassembled, the place of reassembly is not the place of manufacture. 
      Predecessor means an entity that is replaced by a successor and includes any predecessors of the 
predecessor. 
      Reasonable inquiry has the meaning provided in the clause 52.204-25, Prohibition on Contracting for 
Certain Telecommunications and Video Surveillance Services or Equipment. 
      Restricted business operations means business operations in Sudan that include power production 
activities, mineral extraction activities, oil-related activities, or the production of military equipment, as 
those terms are defined in the Sudan Accountability and Divestment Act of 2007 (Pub. L. 110-174). 
Restricted business operations do not include business operations that the person (as that term is defined in 
Section 2 of the Sudan Accountability and Divestment Act of 2007) conducting the business can 
demonstrate— 
           (1) Are conducted under contract directly and exclusively with the regional government of southern 
Sudan; 
           (2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in 
the Department of the Treasury, or are expressly exempted under Federal law from the requirement to be 
conducted under such authorization; 
           (3) Consist of providing goods or services to marginalized populations of Sudan; 
           (4) Consist of providing goods or services to an internationally recognized peacekeeping force or 
humanitarian organization; 
           (5) Consist of providing goods or services that are used only to promote health or education; or 
           (6) Have been voluntarily suspended. "Sensitive technology"— 
      Sensitive technology— 



http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title6-section395&num=0&edition=prelim
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(1) Means hardware, software, telecommunications equipment, or any other technology that is to be used 
specifically— 
                (i) To restrict the free flow of unbiased information in Iran; or 
                (ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 
           (2) Does not include information or informational materials the export of which the President does 
not have the authority to regulate or prohibit pursuant to section 203(b)(3)of the International Emergency 
Economic Powers Act (50 U.S.C. 1702(b)(3)). 
      Service-disabled veteran-owned small business concern— 
           (1) Means a small business concern— 
                (i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in 
the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or 
more service-disabled veterans; and 
                (ii) The management and daily business operations of which are controlled by one or more 
service-disabled veterans or, in the case of a service-disabled veteran with permanent and severe disability, 
the spouse or permanent caregiver of such veteran. 
           (2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that 
is service connected, as defined in 38 U.S.C. 101(16). 
      Small business concern— 
           (1) Means a concern, including its affiliates, that is independently owned and operated, not 
dominant in the field of operation in which it is bidding on Government contracts, and qualified as a small 
business under the criteria in 13 CFR part 121 and size standards in this solicitation.  
           (2) Affiliates, as used in this definition, means business concerns, one of whom directly or indirectly 
controls or has the power to control the others, or a third party or parties control or have the power to 
control the others. In determining whether affiliation exists, consideration is given to all appropriate 
factors including common ownership, common management, and contractual relationships. SBA 
determines affiliation based on the factors set forth at 13 CFR 121.103.  
      Small disadvantaged business concern, consistent with13 CFR 124.1002, means a small business 
concern under the size standard applicable to the acquisition, that— 
           (1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by— 
(i) One or more socially disadvantaged (as defined at13 CFR 124.103) and economically disadvantaged (as 
defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
                (ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 
after taking into account the applicable exclusions set forth at 13 CFR124.104(c)(2); and 
           (2) The management and daily business operations of which are controlled (as defined at 13.CFR 
124.106) by individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this definition. 
      Subsidiary means an entity in which more than 50 percent of the entity is owned— 
           (1) Directly by a parent corporation; or 
           (2) Through another subsidiary of a parent corporation 
      Successor means an entity that has replaced a predecessor by acquiring the assets and carrying out the 
affairs of the predecessor under a new name (often through acquisition or merger). The term "successor" 
does not include new offices/divisions of the same company or a company that only changes its name. The 
extent of the responsibility of the successor for the liabilities of the predecessor may vary, depending on 
State law and specific circumstances. 
      Veteran-owned small business concern means a small business concern— 
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           (1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 
101(2)) or, in the case of any publicly owned business, not less than 51 percent of the stock of which is 
owned by one or more veterans; and 
(2) The management and daily business operations of which are controlled by one or more veterans. 
      Women-owned small business (WOSB) concern eligible under the WOSB Program (in accordance with 
13 CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally 
owned by, and the management and daily business operations of which are controlled by, one or more 
women who are citizens of the United States. 
     Women-owned small business concern means a small business concern— 
           (1) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned 
business, at least51 percent of the stock of which is owned by one or more women; and 
           (2) Whose management and daily business operations are controlled by one or more women. 
      (b)  
(1) Annual Representations and Certifications. Any changes provided by the Offeror in paragraph (b)(2) of 
this provision do not automatically change the representations and certifications in SAM 
           (2) The offeror has completed the annual representations and certifications electronically in SAM 
accessed through http://www.sam.gov. After reviewing SAM information, the Offeror verifies by 
submission of this offer that the representations and certifications currently posted electronically at FAR 
52.212-3, Offeror Representations and Certifications-Commercial Items, have been entered or updated in 
the last 12 months, are current, accurate, complete, and applicable to this solicitation (including the 
business size standard(s) applicable to the NAICS code(s) referenced for this solicitation), at the time this 
offer is submitted and are incorporated in this offer by reference (see FAR 4.1201), except for paragraphs 
______________. 
 [Offeror to identify the applicable paragraphs at (c) through (v) of this provision that the offeror has 
completed for the purposes of this solicitation only, if any.  
           These amended representation(s) and/or certification(s) are also incorporated in this offer and are 
current, accurate, and complete as of the date of this offer.  
           Any changes provided by the offeror are applicable to this solicitation only, and do not result in an 
update to the representations and certifications posted electronically on SAM.] 
      (c) Offerors must complete the following representations when the resulting contract will be performed 
in the United States or its outlying areas. Check all that apply. 
           (1) Small business concern. The offeror represents as part of its offer that it □ is, □ is not a small 
business concern. 
           (2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a 
small business concern in paragraph (c)(1) of this provision.] The offeror represents as part of its offer 
that it □ is, □ is not a veteran-owned small business concern. 
           (3) Service-disabled veteran-owned small business concern. [Complete only if the offeror 
represented itself as a veteran-owned small business concern in paragraph (c)(2) of this provision.] The 
offeror represents as part of its offer that it □ is, □ is not a service-disabled veteran-owned small business 
concern. 
           (4) Small disadvantaged business concern. [Complete only if the offeror represented itself as a 
small business concern in paragraph (c)(1) of this provision.] The offeror represents, that it □ is, □ is not a 
small disadvantaged business concern as defined in 13 CFR124.1002. 
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           (5) Women-owned small business concern. [Complete only if the offeror represented itself as a 
small business concern in paragraph (c)(1) of this provision.] The offeror represents that it □ is, □ is not a 
women-owned small business concern. 
           (6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror represented 
itself as a women-owned small business concern in paragraph (c)(5) of this provision.] The offeror 
represents that- 
                (i) It □ is, □ is not a WOSB concern eligible under the WOSB Program, has provided all the 
required documents to the WOSB Repository, and no change in circumstances or adverse decisions have 
been issued that affects its eligibility; and 
(ii) It □ is, □ is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of this provision is accurate for each WOSB concern eligible under 
the WOSB Program participating in the joint venture. [The offeror shall enter the name or names of the 
WOSB concern eligible under the WOSB Program and other small businesses that are participating in the 
joint venture: __________.] Each WOSB concern eligible under the WOSB Program participating in the 
joint venture shall submit a separate signed copy of the WOSB representation. 
           (7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete 
only if the offeror represented itself as a WOSB concern eligible under the WOSB Program in (c)(6) of 
this provision.] The offeror represents that- 
                (i) It □ is, □ is not an EDWOSB concern, has provided all the required documents to the WOSB 
Repository, and no change in circumstances or adverse decisions have been issued that affects its 
eligibility; and 
                (ii) It □ is, □ is not a joint venture that complies with the requirements of 13 CFR part 127, and 
the representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB concern 
participating in the joint venture. [The offeror shall enter the name or names of the EDWOSB concern and 
other small businesses that are participating in the joint venture: __________.] Each EDWOSB concern 
participating in the joint venture shall submit a separate signed copy of the EDWOSB representation. 
                Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to exceed the 
simplified acquisition threshold. 
           (8) Women-owned business concern (other than small business concern). [Complete only if the 
offeror is a women-owned business concern and did not represent itself as a small business concern in 
paragraph (c)(1) of this provision.] The offeror represents that it □ is a women-owned business concern. 
           (9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business 
offerors may identify the labor surplus areas in which costs to be incurred on account of manufacturing or 
production (by offeror or first-tier subcontractors) amount to more than 50 percent of the contract 
price:____________________________________ 
           (10) HUBZone small business concern. [Complete only if the offeror represented itself as a small 
business concern in paragraph (c)(1) of this provision.] The offeror represents, as part of its offer, that– 
  (i) It □ is, □ is not a HUBZone small business concern listed, on the date of this representation, on the 
List of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, 
and no material changes in ownership and control, principal office, or HUBZone employee percentage 
have occurred since it was certified in accordance with 13 CFR Part 126; and 
                (ii) It □ is, □ is not a HUBZone joint venture that complies with the requirements of 13 CFR Part 
126, and the representation in paragraph (c)(10)(i) of this provision is accurate for each HUBZone small 
business concern participating in the HUBZone joint venture. [The offeror shall enter the names of each of 
the HUBZone small business concerns participating in the HUBZone joint venture: __________.] Each 
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HUBZone small business concern participating in the HUBZone joint venture shall submit a separate 
signed copy of the HUBZone representation. 
      (d) Representations required to implement provisions of Executive Order11246- 
(1) Previous contracts and compliance. The offeror represents that- 
                (i) It □ has, □ has not participated in a previous contract or subcontract subject to the Equal 
Opportunity clause of this solicitation; and 
                (ii) It □ has, □ has not filed all required compliance reports. 
           (2) Affirmative Action Compliance. The offeror represents that- 
                (i) It □ has developed and has on file, □ has not developed and does not have on file, at each 
establishment, affirmative action programs required by rules and regulations of the Secretary of Labor (41 
CFR parts 60-1 and 60-2), or 
                (ii) It □ has not previously had contracts subject to the written affirmative action programs 
requirement of the rules and regulations of the Secretary of Labor. 
      (e) Certification Regarding Payments to Influence Federal Transactions (31 http://uscode.house.gov/ 
U.S.C. 1352). (Applies only if the contract is expected to exceed $150,000.) By submission of its offer, the 
offeror certifies to the best of its knowledge and belief that no Federal appropriated funds have been paid 
or will be paid to any person for influencing or attempting to influence an officer or employee of any 
agency, a Member of Congress, an officer or employee of Congress or an employee of a Member of 
Congress on his or her behalf in connection with the award of any resultant contract. If any registrants 
under the Lobbying Disclosure Act of 1995 have made a lobbying contact on behalf of the offeror with 
respect to this contract, the offeror shall complete and submit, with its offer, OMB Standard Form LLL, 
Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not report 
regularly employed officers or employees of the offeror to whom payments of reasonable compensation 
were made. 
      (f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR) 
52.225-1, Buy American-Supplies, is included in this solicitation.) 
   (1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this provision, is 
a domestic end product and that for other than COTS items, the offeror has considered components of 
unknown origin to have been mined, produced, or manufactured outside the United States. The offeror 
shall list as foreign end products those end products manufactured in the United States that do not qualify 
as domestic end products, i.e., an end product that is not a COTS item and does not meet the component 
test in paragraph (2) of the definition of "domestic end product." The terms "commercially available off-
the-shelf (COTS) item" "component," "domestic end product," "end product," "foreign end product," and 
"United States" are defined in the clause of this solicitation entitled "Buy American-Supplies." 
           (2) Foreign End Products: 
Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
______________ _________________ 
          [List as necessary] 
           (3) The Government will evaluate offers in accordance with the policies and procedures of FAR 
part  25. 
      (g)  
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(1) Buy American-Free Trade Agreements-Israeli Trade Act Certificate. (Applies only if the clause at FAR 
52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act, is included in this solicitation.) 
(i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or (g)(1)(iii) of 
this provision, is a domestic end product and that for other than COTS items, the offeror has considered 
components of unknown origin to have been mined, produced, or manufactured outside the United States. 
The terms "Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end product," "commercially 
available off-the-shelf (COTS) item," "component," "domestic end product," "end product," "foreign end 
product," "Free Trade Agreement country," "Free Trade Agreement country end product," "Israeli end 
product," and "United States" are defined in the clause of this solicitation entitled "Buy American-Free 
Trade Agreements–Israeli Trade Act." 
                (ii) The offeror certifies that the following supplies are Free Trade Agreement country end 
products (other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 
Trade Act": 
               Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani, 
Panamanian, or Peruvian End Products) or Israeli End Products: 
Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
______________ _________________ 
               [List as necessary] 
   (iii) The offeror shall list those supplies that are foreign end products (other than those listed in 
paragraph (g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled "Buy American-
Free Trade Agreements-Israeli Trade Act." The offeror shall list as other foreign end products those end 
products manufactured in the United States that do not qualify as domestic end products, i.e., an end 
product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 
"domestic end product." 
               Other Foreign End Products: 
Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
______________ _________________ 
               [List as necessary] 
                (iv) The Government will evaluate offers in accordance with the policies and procedures of FAR 
part  25. 
           (2) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate I. If Alternate I 
to the clause at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) 
for paragraph (g)(1)(ii) of the basic provision: 
  (g)(1)(ii) The offeror certifies that the following supplies are Canadian end products as defined in the 
clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act": 
          Canadian End Products: 
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Line Item No. 
_______________________________________ 
_______________________________________ 
_______________________________________ 
          [List as necessary] 
           (3) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate II. If Alternate II 
to the clause at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) 
for paragraph (g)(1)(ii) of the basic provision: 
          (g)(1)(ii) The offeror certifies that the following supplies are Canadian end products or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 
Trade Act": 
 Canadian or Israeli End Products: 
Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
______________ _________________ 
          [List as necessary] 
           (4) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate III. If Alternate 
III to the clause at 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for 
paragraph (g)(1)(ii) of the basic provision: 
          (g)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement country end 
products (other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or 
Israeli end products as defined in the clause of this solicitation entitled "Buy American-Free Trade 
Agreements-Israeli Trade Act": 
          Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 
Panamanian, or Peruvian End Products) or Israeli End Products: 
Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
______________ _________________ 
          [List as necessary] 
           (5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, 
is included in this solicitation.) 
                (i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(ii) of this 
provision, is a U.S.-made or designated country end product, as defined in the clause of this solicitation 
entitled "Trade Agreements." 
                (ii) The offeror shall list as other end products those end products that are not U.S.-made or 
designated country end products. 
               Other End Products: 
Line Item No. Country of Origin 
_______________ __________________ 
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Line Item No. Country of Origin 
_______________ __________________ 
_______________ __________________ 
               [List as necessary] 
                (iii) The Government will evaluate offers in accordance with the policies and procedures of FAR 
part  25. For line items covered by the WTO GPA, the Government will evaluate offers of U.S.-made or 
designated country end products without regard to the restrictions of the Buy American statute. The 
Government will consider for award only offers of U.S.-made or designated country end products unless 
the Contracting Officer determines that there are no offers for such products or that the offers for such 
products are insufficient to fulfill the requirements of the solicitation. 
      (h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the 
contract value is expected to exceed the simplified acquisition threshold.) The offeror certifies, to the best 
of its knowledge and belief, that the offeror and/or any of its principals– 
           (1) □ Are, □ are not presently debarred, suspended, proposed for debarment, or declared ineligible 
for the award of contracts by any Federal agency; 
           (2) □ Have, □ have not, within a three-year period preceding this offer, been convicted of or had a 
civil judgment rendered against them for: commission of fraud or a criminal offense in connection with 
obtaining, attempting to obtain, or performing a Federal, state or local government contract or subcontract; 
violation of Federal or state antitrust statutes relating to the submission of offers; or commission of 
embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, tax 
evasion, violating Federal criminal tax laws, or receiving stolen property; 
           (3) □ Are, □ are not presently indicted for, or otherwise criminally or civilly charged by a 
Government entity with, commission of any of these offenses enumerated in paragraph (h)(2) of this 
clause; and 
           (4) □ Have, □ have not, within a three-year period preceding this offer, been notified of any 
delinquent Federal taxes in an amount that exceeds the threshold at 9.104-5(a)(2) for which the liability 
remains unsatisfied. 
                (i) Taxes are considered delinquent if both of the following criteria apply: 
                     (A) The tax liability is finally determined. The liability is finally determined if it has been 
assessed. A liability is not finally determined if there is a pending administrative or judicial challenge. In 
the case of a judicial challenge to the liability, the liability is not finally determined until all judicial appeal 
rights have been exhausted. 
                     (B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer 
has failed to pay the tax liability when full payment was due and required. A taxpayer is not delinquent in 
cases where enforced collection action is precluded. 
                (ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 
taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax because it is 
not a final tax liability. Should the taxpayer seek Tax Court review, this will not be a final tax liability until 
the taxpayer has exercised all judicial appeal rights. 
                     (B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and 
the taxpayer has been issued a notice under I.R.C. §6320 entitling the taxpayer to request a hearing with 
the IRS Office of Appeals contesting the lien filing, and to further appeal to the Tax Court if the IRS 
determines to sustain the lien filing. In the course of the hearing, the taxpayer is entitled to contest the 
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underlying tax liability because the taxpayer has had no prior opportunity to contest the liability. This is 
not a delinquent tax because it is not a final tax liability. Should the taxpayer seek tax court review, this 
will not be a final tax liability until the taxpayer has exercised all judicial appeal rights. 
                     (C) The taxpayer has entered into an installment agreement pursuant to I.R.C. §6159. The 
taxpayer is making timely payments and is in full compliance with the agreement terms. The taxpayer is 
not delinquent because the taxpayer is not currently required to make full payment. 
(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced 
collection action is stayed under 11 U.S.C. §362 (the Bankruptcy Code). 
      (i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 
13126). [The Contracting Officer must list in paragraph (i)(1) any end products being acquired under this 
solicitation that are included in the List of Products Requiring Contractor Certification as to Forced or 
Indentured Child Labor, unless excluded at 22.1503(b).]  
           (1) Listed end products.  
Listed End Product Listed Countries of Origin 
___________________ ___________________ 
___________________ ___________________ 
           (2) Certification. [If the Contracting Officer has identified end products and countries of origin in 
paragraph (i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(ii) by checking 
the appropriate block.]  
                (i) The offeror will not supply any end product listed in paragraph (i)(1) of this provision that 
was mined, produced, or manufactured in the corresponding country as listed for that product. 
                (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision that was 
mined, produced, or manufactured in the corresponding country as listed for that product. The offeror 
certifies that it has made a good faith effort to determine whether forced or indentured child labor was used 
to mine, produce, or manufacture any such end product furnished under this contract. On the basis of those 
efforts, the offeror certifies that it is not aware of any such use of child labor. 
(j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 
manufacture of the end products it expects to provide in response to this solicitation is predominantly- 
           (1) □ In the United States (Check this box if the total anticipated price of offered end products 
manufactured in the United States exceeds the total anticipated price of offered end products manufactured 
outside the United States); or 
           (2) □ Outside the United States. 
      (k) Certificates regarding exemptions from the application of the Service Contract Labor Standards 
(Certification by the offeror as to its compliance with respect to the contract also constitutes its 
certification as to compliance by its subcontractor if it subcontracts out the exempt services.) [The 
contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2) applies.] 
           (1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-4(c)(1). 
The offeror □ does □ does not certify that– 
                (i) The items of equipment to be serviced under this contract are used regularly for other than 
Governmental purposes and are sold or traded by the offeror (or subcontractor in the case of an exempt 
subcontract) in substantial quantities to the general public in the course of normal business operations; 
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                (ii) The services will be furnished at prices which are, or are based on, established catalog or 
market prices (see FAR 22.1003-4(c)(2)(ii)) for the maintenance, calibration, or repair of such equipment; 
and 
                (iii) The compensation (wage and fringe benefits) plan for all service employees performing 
work under the contract will be the same as that used for these employees and equivalent employees 
servicing the same equipment of commercial customers. 
           (2) Certain services as described in FAR 22.1003-4(d)(1). The offeror □ does □ does not certify 
that- 
                (i) The services under the contract are offered and sold regularly to non-Governmental 
customers, and are provided by the offeror (or subcontractor in the case of an exempt subcontract) to the 
general public in substantial quantities in the course of normal business operations; 
                (ii) The contract services will be furnished at prices that are, or are based on, established catalog 
or market prices (see FAR 22.1003-4(d)(2)(iii)); 
                (iii) Each service employee who will perform the services under the contract will spend only a 
small portion of his or her time (a monthly average of less than 20 percent of the available hours on an 
annualized basis, or less than 20 percent of available hours during the contract period if the contract period 
is less than a month) servicing the Government contract; and 
  (iv) The compensation (wage and fringe benefits) plan for all service employees performing work under 
the contract is the same as that used for these employees and equivalent employees servicing commercial 
customers. 
           (3) If paragraph (k)(1) or (k)(2) of this clause applies– 
                (i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the 
Contracting Officer did not attach a Service Contract Labor Standards wage determination to the 
solicitation, the offeror shall notify the Contracting Officer as soon as possible; and 
                (ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute 
the certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting Officer as required 
in paragraph (k)(3)(i) of this clause. 
      (l) Taxpayer Identification Number (TIN) ( 26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the 
offeror is required to provide this information to the SAM to be eligible for award.) 
           (1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of this 
provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting 
requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations issued by the Internal 
Revenue Service (IRS). 
           (2) The TIN may be used by the Government to collect and report on any delinquent amounts 
arising out of the offeror’s relationship with the Government (31 U.S.C. 7701(c)(3)). If the resulting 
contract is subject to the payment reporting requirements described in FAR 4.904, the TIN provided 
hereunder may be matched with IRS records to verify the accuracy of the offeror’s TIN. 
           (3) Taxpayer Identification Number (TIN). 
               TIN: ________________________________. 
               TIN has been applied for. 
               TIN is not required because: 
Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income 
effectively connected with the conduct of a trade or business in the United States and does not have an 
office or place of business or a fiscal paying agent in the United States; 
               Offeror is an agency or instrumentality of a foreign government; 
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               Offeror is an agency or instrumentality of the Federal Government. 
           (4) Type of organization. 
               Sole proprietorship; 
               Partnership; 
               Corporate entity (not tax-exempt); 
               Corporate entity (tax-exempt); 
               Government entity (Federal, State, or local); 
               Foreign government; 
               International organization per 26 CFR1.6049-4; 
               Other ________________________________. 
           (5) Common parent. 
               Offeror is not owned or controlled by a common parent; 
               Name and TIN of common parent: 
     Name ________________________________. 
     TIN _________________________________. 
  (m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the 
offeror does not conduct any restricted business operations in Sudan. 
      (n) Prohibition on Contracting with Inverted Domestic Corporations. 
(1) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts with either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, 
unless the exception at 9.108-2(b) applies or the requirement is waived in accordance with the procedures 
at 9.108-4. 
           (2) Representation. The Offeror represents that– 
                (i) It □ is, □ is not an inverted domestic corporation; and 
                (ii) It □ is, □ is not a subsidiary of an inverted domestic corporation. 
      (o) Prohibition on contracting with entities engaging in certain activities or transactions relating to Iran. 
(1) The offeror shall e-mail questions concerning sensitive technology to the Department of State at 
CISADA106@state.gov. 
           (2) Representation and Certifications. Unless a waiver is granted or an exception applies as 
provided in paragraph (o)(3) of this provision, by submission of its offer, the offeror- 
                (i) Represents, to the best of its knowledge and belief, that the offeror does not export any 
sensitive technology to the government of Iran or any entities or individuals owned or controlled by, or 
acting on behalf or at the direction of, the government of Iran; 
                (ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage 
in any activities for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 
                (iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not 
knowingly engage in any transaction that exceeds the threshold at FAR 25.703-2(a)(2) with Iran’s 
Revolutionary Guard Corps or any of its officials, agents, or affiliates, the property and interests in 
property of which are blocked pursuant to the International Emergency Economic Powers Act (et seq.) 
(see OFAC’s Specially Designated Nationals and Blocked Persons List at 
https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx). 
           (3) The representation and certification requirements of paragraph (o)(2) of this provision do not 
apply if- 
                (i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a comparable 
agency provision); and 
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                (ii) The offeror has certified that all the offered products to be supplied are designated country 
end products. 
(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to be 
registered in SAM or a requirement to have a unique entity identifier in the solicitation). 
           (1) The Offeror represents that it □ has or □ does not have an immediate owner. If the Offeror has 
more than one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) 
and if applicable, paragraph (3) of this provision for each participant in the joint venture. 
           (2) If the Offeror indicates "has" in paragraph (p)(1) of this provision, enter the following 
information: 
          Immediate owner CAGE code: ____________________. 
          Immediate owner legal name: _____________________. 
          (Do not use a "doing business as" name) 
          Is the immediate owner owned or controlled by another entity: □ Yes or □ No. 
           (3) If the Offeror indicates "yes" in paragraph (p)(2) of this provision, indicating that the immediate 
owner is owned or controlled by another entity, then enter the following information: 
          Highest-level owner CAGE code: __________________. 
          Highest-level owner legal name: ___________________. 
          (Do not use a "doing business as" name) 
      (q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under 
any Federal Law.  
           (1) As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing 
Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in subsequent 
appropriations acts, The Government will not enter into a contract with any corporation that– 
                (i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and 
administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely manner 
pursuant to an agreement with the authority responsible for collecting the tax liability, where the awarding 
agency is aware of the unpaid tax liability, unless an agency has considered suspension or debarment of 
the corporation and made a determination that suspension or debarment is not necessary to protect the 
interests of the Government; or 
(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or 
debarment of the corporation and made a determination that this action is not necessary to protect the 
interests of the Government. 
           (2) The Offeror represents that– 
                (i) It is □ is not □ a corporation that has any unpaid Federal tax liability that has been assessed, 
for which all judicial and administrative remedies have been exhausted or have lapsed, and that is not 
being paid in a timely manner pursuant to an agreement with the authority responsible for collecting the 
tax liability; and 
                (ii) It is □ is not □ a corporation that was convicted of a felony criminal violation under a Federal 
law within the preceding 24 months. 
      (r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, 
Commercial and Government Entity Code Reporting.) 
           (1) The Offeror represents that it □ is or □ is not a successor to a predecessor that held a Federal 
contract or grant within the last three years. 
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(2) If the Offeror has indicated "is" in paragraph (r)(1) of this provision, enter the following information 
for all predecessors that held a Federal contract or grant within the last three years (if more than one 
predecessor, list in reverse chronological order): 
               Predecessor CAGE code: (or mark "Unknown"). 
               Predecessor legal name: ____. 
               (Do not use a "doing business as" name). 
      (s) [Reserved]. 
      (t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all solicitations 
that require offerors to register in SAM (12.301(d)(1)). 
           (1) This representation shall be completed if the Offeror received $7.5 million or more in contract 
awards in the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 
million in Federal contract awards in the prior Federal fiscal year. 
           (2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (itself or through its immediate owner or highest-level owner) □ does, □ does not publicly 
disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results of a 
greenhouse gas inventory, performed in accordance with an accounting standard with publicly available 
and consistently applied criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
                (ii) The Offeror (itself or through its immediate owner or highest-level owner) □ does, □ does 
not publicly disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a 
publicly accessible website a target to reduce absolute emissions or emissions intensity by a specific 
quantity or percentage. 
                (iii) A publicly accessible website includes the Offeror's own website or a recognized, third-
party greenhouse gas emissions reporting program. 
           (3) If the Offeror checked "does" in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, respectively, 
the Offeror shall provide the publicly accessible website(s) where greenhouse gas emissions and/or 
reduction goals are reported:_________________. 
(u)  
(1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further Continuing 
Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts 
(and as extended in continuing resolutions), Government agencies are not permitted to use appropriated (or 
otherwise made available) funds for contracts with an entity that requires employees or subcontractors of 
such entity seeking to report waste, fraud, or abuse to sign internal confidentiality agreements or 
statements prohibiting or otherwise restricting such employees or subcontractors from lawfully reporting 
such waste, fraud, or abuse to a designated investigative or law enforcement representative of a Federal 
department or agency authorized to receive such information. 
           (2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements 
applicable to Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 
(Sensitive Compartmented Information Nondisclosure Agreement), or any other form issued by a Federal 
department or agency governing the nondisclosure of classified information. 
           (3) Representation. By submission of its offer, the Offeror represents that it will not require its 
employees or subcontractors to sign or comply with internal confidentiality agreements or statements 
prohibiting or otherwise restricting such employees or subcontractors from lawfully reporting waste, fraud, 
or abuse related to the performance of a Government contract to a designated investigative or law 
enforcement representative of a Federal department or agency authorized to receive such information (e.g., 
agency Office of the Inspector General). 
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      (v) Covered Telecommunications Equipment or Services-Representation. Section 889(a)(1)(A) and 
section 889 (a)(1)(B) of Public Law 115-232. 
           (1) The Offeror shall review the list of excluded parties in the System for Award Management 
(SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for "covered 
telecommunications equipment or services". 
           (2) The Offeror represents that– 
                (i) It□ does, □ does not provide covered telecommunications equipment or services as a part of 
its offered products or services to the Government in the performance of any contract, subcontract, or other 
contractual instrument. 
                (ii) After conducting a reasonable inquiry for purposes of this representation, that it □ does, □ 
does not use covered telecommunications equipment or services, or any equipment, system, or service that 
uses covered telecommunications equipment or services. 
(End of Provision)    
HSAR 3052.209-70 Prohibition on Contracts with Corporate Expatriates (JUN 2006) 
(a) Prohibitions. 
Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security 
from entering into any contract with a foreign incorporated entity which is treated as an inverted domestic 
corporation as defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive 
the prohibition with respect to any specific contract if the Secretary determines that the waiver is required 
in the interest of national security. 
(b) Definitions. As used in this clause: 
Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue 
Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code 
shall be applied by substituting `more than 50 percent' for `at least 80 percent' each place it appears. 
Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the 
Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the 
Internal Revenue Code of 1986. 
Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic 
corporation if, pursuant to a plan (or a series of related transactions)— 


(1) The entity completes the direct or indirect acquisition of substantially all of the 
properties held directly or indirectly by a domestic corporation or substantially all of the 
properties constituting a trade or business of a domestic partnership; 
(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is 
held— 


(i) In the case of an acquisition with respect to a domestic corporation, by 
former shareholders of the domestic corporation by reason of holding stock 
in the domestic corporation; or 
(ii) In the case of an acquisition with respect to a domestic partnership, by 
former partners of the domestic partnership by reason of holding a capital or 
profits interest in the domestic partnership; and 


(3) The expanded affiliated group which after the acquisition includes the entity does not 
have substantial business activities in the foreign country in which or under the law of 
which the entity is created or organized when compared to the total business activities of 
such expanded affiliated group. 
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Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), and (5) of 
section 7701(a) of the Internal Revenue Code of 1986, respectively. 
(c) Special rules. The following definitions and special rules shall apply when determining whether a 
foreign incorporated entity should be treated as an inverted domestic corporation. 


(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as 
an inverted domestic corporation these shall not be taken into account in determining 
ownership: 


(i) Stock held by members of the expanded affiliated group which includes 
the foreign incorporated entity; or 
(ii) Stock of such entity which is sold in a public offering related to an 
acquisition described in section 835(b)(1) of the Homeland Security Act, 6 
U.S.C. 395(b)(1).  


(2) Plan deemed in certain cases. If a foreign incorporated entity acquires directly or 
indirectly substantially all of the properties of a domestic corporation or partnership during 
the 4-year period beginning on the date which is 2 years before the ownership requirements 
of subsection (b)(2) are met, such actions shall be treated as pursuant to a plan. 
(3) Certain transfers disregarded. The transfer of properties or liabilities (including by 
contribution or distribution) shall be disregarded if such transfers are part of a plan a 
principal purpose of which is to avoid the purposes of this section. 


(d) Special rule for related partnerships. For purposes of applying section 835(b) of the Homeland 
Security Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as provided in 
regulations, all domestic partnerships which are under common control (within the meaning of section 482 
of the Internal Revenue Code of 1986) shall be treated as a partnership. 
(e) Treatment of Certain Rights. 


(1) Certain rights shall be treated as stocks to the extent necessary to reflect the present 
value of all equitable interests incident to the transaction, as follows: 


(i) warrants; 
(ii) options; 
(iii) contracts to acquire stock; 
(iv) convertible debt instruments; and 
(v) others similar interests. 


(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate 
to do so to reflect the present value of the transaction or to disregard transactions whose 
recognition would defeat the purpose of Section 835. 


(f) Disclosure. The offeror under this solicitation represents that [Check one]: 
__ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation 
pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 
__ it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to 
the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for 
waiver pursuant to 3009.108-7004, which has not been denied; or 
__ it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to 
the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for 
waiver pursuant to 3009.108-7004. 
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(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver 
has been applied for, shall be attached to the bid or proposal. 


(End of provision) 
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Performance Work Statement (PWS) 
Department of Homeland Security (DHS),  


Immigration and Customs Enforcement (ICE) 
Law Enforcement Investigative Database Subscription 


December 3, 2020 
 


 
1. BACKGROUND   
 
The intent of this Performance Work Statement (PWS) is to procure a web-based law 
enforcement investigative database subscription service to assist Immigration, Customs and 
Enforcement (ICE) mission of conducting criminal investigations that protect the United States 
against terrorists and criminal organizations that threaten our safety and national security; to 
combat transnational criminal enterprises that see to exploit America’s legitimate trade, travel 
and financial systems.  ICE investigative agents require a robust analytical research tool for its 
in-depth exploration of persons of interest and vehicles.     
 
The purpose of this contract is to provide ICE agents an investigative database system to further 
strategize arrests to minimize and, in some cases, avoid impact of potential injury.  ICE 
requirement of a web-based law enforcement investigative database platform is to include,  
integration access to public records and commercial data with uninterrupted service, integrate 
investigative capabilities with the license plate recognition capabilities to be utilized by multiple 
ICE Directorates to include but not limited to Homeland Security Investigative (HSI), 
Enforcement and Removal Operations (ERO) and Office of Professional Responsibility (OPR).  
Use of this database subscription services furthers the criminal law enforcement mission.   
 
1.1 DHS/ICE 


 
ICE is the largest investigative agency in the Department of Homeland Security (DHS) and 
was formally established on March 1, 2003. ICE's primary mission is to protect national 
security, public safety, and the integrity of the US borders through the criminal and civil 
enforcement of federal laws governing border control, customs, trade, and immigration. 
 
ICE investigates a range of domestic and international activities including: 
• Human smuggling and trafficking; 
• Narcotics, cultural property, weapons and other contraband smuggling; 
• Export enforcement, e.g., illegal arms and dual-use equipment; 
• Financial crimes; 
• Commercial fraud; 
• Intellectual property rights violations; 
• Cyber-crimes; 
• Immigration fraud; and, 
• Human rights violations. 


 
The law enforcement investigative database system currently supports over 11,000 users across 
multiple program areas with analytical data and concrete information to search high risk and 
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politically exposed criminal activity worldwide.  The database subscription service plays a 
crucial role in ICEs overall investigative mission success.  Moreover, the agency can achieve 
cost savings to the government when reducing the work hours required for physical surveillance.   
 
2.0 SCOPE/OBJECTIVES   
 
The Department of Homeland Security (DHS), U.S. Immigration and Customs Enforcement 
(ICE) houses a large dataset of detailed data that is available to an assortment of approved law 
enforcement users. ICE criminal law enforcement mission; to enhance investigations to support 
all mission activities mentioned above in over 50 countries and 67 locations globally; to provide 
a platform where the continuity of public records and commercial data is available on an 
uninterrupted basis and to identify criminal suspects, businesses and assets of targets of 
investigations for potential arrest, seizure and forfeiture will require the usage of a robust 
investigative database subscription service. 


The scope of this requirement is to subscribe to and use the contractor's proprietary data, content 
and analytical data to optimize ICE operational support functions to enable mission success. This 
includes supporting all aspects of ICE screening and vetting, lead development, and criminal 
analysis activities. It also includes, but is not limited to, conducting data extractions to identify 
unusual trends, data anomalies, and control breakdowns, identifying possible trends, patterns, 
and links to automate methods for detecting, monitoring, analyzing, summarizing and 
graphically representing patterns of relationships between entities, identifying potentially 
criminal and fraudulent behavior before crime and fraud can materialize, and detecting and 
reporting elements of crimes involving the exploitation or attempts to exploit the immigration 
and customs laws of the United States.   
 
ICE requires web-based law enforcement investigative databases platform to provide constant 
(24 hour, seven days per week, 365 days a year) accessibility to a database for ICE law 
enforcement personnel across the United States in the execution of their official law enforcement 
duties.  
 
The task areas listed constitute the technical scope of this PWS: 
• Task Area 1: Database Functionality Requirements (CLIN 0001) 
• Task Area 1A:  Training and User Management Support (CLIN 0002) 
• Task Area 2: License Plate Reader (LPR) (CLIN 0003) 
• Task Area 2A: License Plate Reader Training and User Management Support (CLIN 0004) 
 
Contractor shall provide database access to 11,000 users. 
 
3.0 TASK REQUIREMENTS 
 
The ICE law enforcement investigative database platform shall contain a web-based, centralized 
database for client management and reporting.  Generally, all users shall provide direct input into 
the database and output requests (reports) shall be generated directly from the database system.   
 
The ICE participating programs shall provide input (i.e., client level data) and the contractor 
shall provide the database systems administrative and support for report generation. The 
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investigative platform requires the best-supported investigative data and data-analytic 
management available in the marketplace; to allow readily available access to billions of public 
records and additional investigative content in an intuitive working environment. 
 
The tasks required under this Performance Work Statement (PWS) require a community-wide 
data-analytic collection and management system that includes the following: 
 


3.1 TASK AREA 1: DATABASE FUNCTIONAL REQUIREMENTS 
 


• The government's requirement is that the database uses a matching algorithm to 
return search records that can identify and eliminate duplicated results. The 
database shall use Entity Resolution applied across results from all sources as they 
are returned. This maximizes the value of searching multiple sources and saves 
time by automating the process of record comparison. 


• The government's requirement is that the database must be able to interface with 
FALCON/Raven Palantir systems. The database program shall offer a system-
to-system (S2S) connection that merges the database program’s public and 
proprietary data with Palantir analytical information to narrow in and locate 
persons and assets of interest. (S2S application-programming interface (API) 
will replace Palantir connection) 


• The government's requirement is that the database must compare the input search 
criteria and score them against all records in their data sources. The database must 
use a Relevant Scoring application that allows them to return the most relevant and 
most current records at the top of the results list. 


• The government's requirement is that the database program must have the 
ability to construct link charts. The database shall use Link-Chart Visualization 
and Mapping, which allows investigators to save selected results and report data 
indefinitely and provides the capability to generate link charts and map views of 
the data. 


• The government's requirement is that the database program must allow for 
multiple searches using unique criteria. Investigators must be allowed to enter 
specific search criteria once, the system then returns all relevant data, regardless of 
the source. The program must support search federation against both open-source 
and internal data repositories and include features like entity resolution, search 
filtering and charting and mapping across all supported sources. 


• The government's requirement is that the database program must allow for Batch 
Requests where multiple social security numbers (SSN) and or phone numbers may 
be queried at one time. This capability is both time- and cost-saving for Worksite 
and Identity Benefit Fraud investigations where multiple SSN's are queried at one 
time vs. one at a time. 


• The government's requirement is that the database must allow for mobile “on the 
go” access. The law enforcement investigative research tool shall provide full 
access to core search and report capability from mobile, wireless devices, including 
HTML5-supported smartphones.  


• Available functionality includes person, vehicle, watercraft and phone searches 
and the National Comprehensive Report. Reports shall be saved automatically in a 







 LAW ENFORCEMENT SENSITIVE                        Page 4 of 15 
 


results tab for future viewing. 
• The government’s requirement is that the database shall have the ability to conform 


to the investigator’s needs, so reports generated can be customized to an 
investigator or analyst case load. Users shall create report templates by setting 
report preferences, identifying which sections to include, and setting the sequence 
in which sections are displayed. For example, customers wanting to see only the 
asset-related information for an individual could create an “Asset Profile” report 
with the sections they want included, in the order that they want. The law 
enforcement online research tool shall also offer a workspace feature which allows 
users to save selected results and report data indefinitely and provides the ability to 
generate link-chart and map views of the data. Visualizing information on multiple 
subjects in a link-chart view makes it easier for investigators to discern possible 
connections or associations between subjects/entities. 


• The government’s requirement is that the information provided by the law 
enforcement online research tool should enable ICE to effectively and quickly 
identify assets currently owned or previously owned/operated by suspect 
individuals and/or organizations under investigation. The research tool should 
allow for the flexibility of locating suspects' assets through a multitude of search 
options. It should also offer the ability to create custom searches so investigators 
can retrieve information more specific to the time of criminal activity and/or by 
target name. 


•  The government’s requirement is that the information provided by the law enforcement 
online research tool should enable ICE OPR to effectively identify searching of a 
record/document and generate a corresponding audit record.  The system shall allow 
OPR to search sign-on data for the user profile based on a beginning and ending date 
and time. 
 


• The government’s requirement is the system will have the capacity to: 
o Generate program, agency, community, and, if applicable, collaborative level 


reports. 
o Produce standard, built-in reports and forms to be queried by Area of 


Responsibility (AOR), to include user reports, agency reports, 
component, location and sublocation reports and other reports as 
required.  


o Perform integrated ad hoc reporting that maintains user level security 
restrictions while allowing for user flexibility in choosing tables and 
fields as well as filtering and conditional report aspects. 


o Import and export data through XML and CSV formats, imports and 
exports and ability to securely strip data of identifiers and manage data 
transmission. 


• The government’s requirement is that System Security will include 
Integrated technical safeguards to ensure a high level of privacy and 
security, including: 


o Back end server(s), including data encryption and transmission 
o Administrator controlled username and password access 
o Automatic timeout/log-off 
o Administrator controlled user level read, write, edit and delete capabilities 
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o Administrator controlled user level module and sub-module access 
o Automated audit trail 
o Information Security Industry Standard encryption and SSL certifications 


(256-Bit AES encryption) 
All technical safeguards required to protect Personally Identifiable Information (PII) All 
security safeguards required for compliance. 


 
3.2 TASK AREA 2: LICENSE PLATE READER (LPR) REQUIREMENTS 


 
• The LPR data service shall contain LPR records from a variety of sources across the 


United States, such as publicly accessible toll roads or parking lot cameras, vehicles 
repossession companies and law enforcement agencies.  


• The LPR data service shall include substantial unique LPR detection records. 
• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 


populous metropolitan statistical areas to the extend authorized by law in those 
locations. 


o A metropolitan statistical area is defined as:  a geographical region with a 
relatively high population density at its core and close economic ties throughout 
the area as defined by the Office of Management and Budget (OMB) and used 
by the Census Bureau and other federal government agencies for statistical 
purposes.  


• The LPR data service provider shall demonstrate the number of new unique records that 
were added to the commercially available LPR database each month for the last 
consecutive twelve (12) months.  


• The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 


 
3.2.1 QUERY CAPABILITIES 


 
• The contract shall ensure that before a user is able to perform a query from the 


database or mobile application; the tool must display upon logon a splash screen that 
describes the agency’s permissible uses of the database application, the data and all 
user’s affirmative consent to the rules of behavior prior to initial entry of the 
investigative tool.   


• The contractor shall ensure the splash screen shall appear at each logon event. 
• The contractor shall ensure the text on the splash screen shall also be available to the 


users via a hyperlink within the main system interface (to include mobile app 
interface) 


• The contractor shall provide the language for the splash screen content. 
• The contractor shall ensure that queries of the LPR data service can be based on a 


complete or partial license plate number queried by the user only and the data 
returned in response must be limited to matches of that license plate number only 
within the specified period of time. 


• The contractor shall create separate log-on environments for ICE personnel 
authorized to perform advanced queries. One environment will appear for users who 
must enter a license plate number (full or partial) or other non-geographical 
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coordinate based restrictions to query the database, and the other environment will 
appear for users authorized to search by geographic area.  


• The query interface shall include a drop-down field for users to select a reason code 
for the query from a pre-populated list. The specific reason codes shall be provided 
by ICE. This field is mandatory for conducting a query. 


• The contractor shall ensure geographic queries also include a common plate search 
feature.  A common plate search allows investigators to analyze multiple locations to 
see if any license plate(s) appeared in the selected locations.   


• The query interface will require the user to identify whether the user is entering data 
for either him or herself or for another individual.  If the user is entering data for 
another individual, the query interface will require the user to enter the name of the 
other individual.  


• The query interface must include a free-text field of at least 255 alphanumeric 
characters for user notes. This will allow for additional information that will assist 
ICE in referencing the specific case for which the query was performed. Completing 
this field shall be mandatory for conducting a query.     


• The system will have the capability to limit the query by time frame to allow users to 
comply with agency policy. Depending on the type of investigation being conducted, 
agency policy will allow the user to query the historical LPR detection records for 
only a certain period of time (e.g., going back 5 years from the date of query for any 
immigration investigation).   


• The query interface will have a field for the user to select or input the 
appropriate timeframe for the query.  


• The system will display results only for LPR detection records within that 
timeframe (e.g., only for the last 5 years).   


• The system shall not run a query that lacks a time frame entered by the user.   
• The contractor shall guarantee the results of queries meet a high degree of 


accuracy in datasets, with a margin of error not more than 2%. 
• To ensure accuracy of information, the response to a query must include at 


least two photos on all hits.  
• Photos must be of sufficient quality to allow the user to visually confirm 


the license plate and vehicle make/model in the photo are the same as 
what is represented in the contractor system.  


• Query results must seamlessly integrate with web-based interactive maps. 
The printable report should show two different map views, nearest 
address, nearest intersection and coordinates. 


• The contractor shall provide a notification mechanism in the event ICE 
users identify photographs that do not match the data in their system 
(license plate numbers or make/model mismatches). The contractor shall 
address all erroneous data. The contractor shall notify ICE and the ICE 
user of any inputted erroneous data and keep ICE and ICE users informed 
of corrections to erroneous data.  


 
• The contractor will not use any information provided by the agency (query data) for 


its own purposes or share the information with other customers, business partners, or 
any other entity.   
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• The contractor will not use ICE’s queries (the license plate numbers input into the 
system) for its commercial purposes.  The contractor will only use the queries 
submitted by ICE to maintain an audit log. 


• The contractor will ensure ICE user queries are conducted anonymously to ensure 
other individuals or entities that use the LPR service (whether a law enforcement 
agency, commercial entity, or otherwise) are not able to identify that ICE is 
investigating a license plate.  


 
3.2.2 ALERT LIST CAPABILITIES 


 
• The LPR data service shall provide an “Alert List” feature that will save license plate 


numbers to query them against new records loaded into the contractor’s LPR database 
on an on-going basis. Any matches will result in a near real-time notification to the 
user who queried the license plate number. 


• The LPR data service Alert List will provide capabilities to share Alert List 
notifications between ICE users involved in the investigation.  


• The Alert List feature will: 1) Automatically match new incoming detection records 
to user-uploaded or -entered Alert Lists containing the license plate numbers of 
interest in the investigation; 2) Send an email notification to the user originating such 
Alert List records and to any ICE user that has been shared the Alert List indicating 
there is a license plate match to new records in the system; and 3) Provide within the 
LPR system for download a PDF case file report for the match (with maps, vehicle 
images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user 
group of ICE law enforcement officers involved in the specific investigation.  The 
notification will comply with all applicable laws, including the Driver’s Privacy 
Protection Act of 1994, 18 U.S.C. §§ 2721-2725. 


• The LPR data service will allow specifically designated users to batch upload a 
maximum of 2,500 license plate records into the “Alert List”. The batch upload will 
be in the form of a single comma separated variable (CSV) file with data fields to 
include, but not limited to the following: Plate number; State of Registration; Vehicle 
Year, Make, Model & Color; reason code and an open text field, of at least 255 
alphanumeric characters for a user note to assist in referencing the specific purpose / 
investigation / operation for which the query was performed.   


• The contractor will provide the ability to establish Alert List submissions, flag license 
plates for deconfliction, and perform searches, all conducted anonymously, to ensure 
other individuals or entities that use the LPR service (whether a law enforcement 
agency, commercial entity, or otherwise) are not able to identify that ICE is 
investigating a license plate. 


• License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for 
matching with license plates on any current ICE Alert List. Any positive matches 
shall return to the iOS application (identified below) alerting authorized users of a 
positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory information needed for a normal 
query. 
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• Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users prior to expiration and 
allow the user to keep the particular Alert List or license plate number active or be 
given the option to delete the license plate from the Alert List.  If the user does not 
renew, the system shall remove the license plate number from the Alert List.   


• All Alert List activity shall be audited to capture username, date and time, reason 
code, and user note associated with the query, as well as license plate number entry, 
deletion, renewal, and expiration from the alert list.  


• Have quick access and recall of any queries and Alert Lists associated with the user 
or designated user group. The contractor application will delete any saved data on the 
mobile device after 60 days, if not already deleted manually by the user.  


• The contractor shall not retain any data entered onto an Alert List except as part of the 
audit trail once the entry has expired per the process described above, or once the user 
has deleted the entry from the Alert List. 


 
3.2.3 MOBILE DEVICE CAPABILITIES 


 
• The LPR data service shall feature an iOS-compatible mobile application that allows 


authorized ICE users to: 
• Query the LPR data service by entering the license plate number (complete/partial), 


state of registration, reason code, and the ability to add returned positive matches into 
the Alert List.   


• The contractor shall ensure the mobile application allows the user to scan vehicle 
plates (full and/or partial), using their mobile device camera, which are automatically 
uploaded into the contractor’s database and queried against various hotlists in the 
existing IOS/Android compatible applications. 


• The contractor shall ensure the mobile application has a mobile alert feature. Scanned 
plates are sent as detections to the contractor’s law enforcement archival and 
reporting network which could trigger alert notifications. The mobile alert shall 
enable an alert banner display in near real time if a scanned plate is a shared hot list 
match.   


• Queries can be performed by inputting geographic area (for authorized users). 
• The mobile application will conform all other performance, privacy, and functional 


requirements identified in the PWS.  The contractor shall coordinate with ICE to 
make sure that the mobile application undergoes the required privacy assessment 
prior to use. 


 
3.2.4 AUDIT AND REPORTING CAPABILITIES 


 
• The contractor shall generate an immutable audit log in electronic form that 


chronicles the following data:   
• Identity of the user initiating the query or the person on whose behalf the 


query is initiated, if different;  
• Exact query entered, to include license plate number, date limitations, 


geographic limitations (if applicable), reason code, and any other data selected 
or input by the user;  
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• Date and time of query; and 
• Results of the query. 


 
• All Alert List activity shall be audited to capture username, date and time, reason 


code, and user note associated with the query, as well as license plate number entry, 
deletion, renewal, and expiration from the alert list.     
  


• The contractor shall provide to ICE user audit reports upon request.  Audit reports 
shall contain the audit log information of a given user(s) for the specified period of 
time.  The contractor shall provide the audit log in electronic form via secure 
transmission to ICE promptly upon request. The format of the audit log shall allow 
for ICE to retrieve user activity by username (or ID), query entered (e.g., particular 
license plate) and date/time. The exact technical requirements and format for the audit 
log will be negotiated after contract award.   


 
• The contractor shall promptly cooperate with an ICE request to retrieve and provide a 


copy of the actual records retrieved from the LPR data service in response to a 
particular query, or any other data relevant to user activity on the contractor system, 
for purposes of the agency’s internal investigations and oversight.   


 
• The contractor shall not use audit trail data for any purpose other than those specified 


and authorized in this contract.   
 
• The contractor is to provide monthly and upon request, statistics based on positive 


hits against the number of requested searches and hit list. 
 
• The audit logs specified in this statement of work are records under the Federal 


Records Act.  The contractor shall maintain these records on behalf of ICE 
throughout the life of the contract, but for no more than seven (7) years.  The 
contractor is not authorized to share these records, or the Alert List data, with any 
outside entities including other law enforcement agencies.  At the end of the contract, 
the contractor shall extract, transfer, and load these records (including any still-active 
Alert List data, if requested by ICE) to another storage medium or location specified 
by ICE.  This transfer of records shall occur no later than thirty (30) days after the 
contract ends.  After successful transfer of these records, the contractor shall ensure 
all copies of the records (including any still-active Alert List data) are securely 
deleted from all networks and storage media under its control or under the control of 
any of its agents or subcontractors.   


 
• The contractor shall meet the following Key Performance Parameters (KPPs): 


 
Metric Unit of Measure Minimum 


 LPR Data Service Uptime – Unit of measure 100% >99.0 
 Operating Schedule 24/7/365 
 Scheduled downtime </= 4 hours per month 
 Meantime between failure (MTBF) 4,000 operating hours 
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Overall Support Service Support availability 24/7/365 
Results of LPR Query Results of a single LPR query </= 5 seconds after submission 


 
 
3.3 TASK AREAS 1A and 2A: TRAINING AND USER MANAGEMENT SUPPORT. 
 
The object of this task is to provide training to ICE personnel through on-site, remote, and/or on-
demand training on the Law Enforcement Investigative database tool.  Training and user 
management support is implemented to ensure proper guidance and navigation of the database 
tool is accessible to all assigned users. 
 


• The contract shall provide written instruction manuals and guidance to facilitate use of 
the database investigative tool and the LPR system.  


 
• The contract shall ensure the user has the ability to compare new user requests with lists 


of personnel authorized by ICE to utilize the database and LPR tool. 
 


• The contractor shall ensure that all users has automatic verification of accounts with the 
ability to audit by using the user’s Originating Agency Identifier (ORI) to be matched 
against a current real-time list of active ORI numbers provided directly or indirectly by 
the National Law Enforcement Telecommunications System (NLETS). 


 
• The contractor shall have the ability to add new users or delete existing users within 24 


business hours of ICEs request. 
 


• The contract shall provide initial training or subsequent training to orient persons to the 
use of the database investigative and LPR tool; to include the “Help Desk” support 
related to the use, access and maintenance of the tool.   


 
• The contractor shall provide customized training on-site, telephone and web-based 


training to include webinars and “on demand” classes and electronic quick reference 
guides for users.  On-site training shall be limited to the Washington, DC location with a 
maximum of 2 training visits per year.   


 
• The contract shall provide system training and escalation procedures as it pertains to 


agency administrators and shall include procedures for password resets to the database 
tool. 


 
• The contractor shall provide unlimited technical support for all users. 


 
• The contractor shall perform periodic or as needed updates (maintenance, refresh, etc.) to 


the overall database tool, web-based interface and mobile application.  The contractor 
shall also ensure to employ appropriate technical, administrative and physical security 
controls are in place to protect the integrity, availability and confidentiality of the data 
that resides on all of its systems. 
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4.0 OTHER APPLICABLE REQUIREMENTS  
 
4.1 PERIOD OF PERFORMANCE   
 
The Period of Performance will consist of a base year with four (4) one-year options.  
 
4.2 PLACE OF PERFORMANCE   
 
The primary place of performance will be the Contractor’s facilities with frequent visits to the, 
Immigration and Customs Enforcement (ICE) headquarters facilities in the Washington Metro 
Area. 
 
4.3 TRAVEL   
 
Contractor travel is not required for this requirement.  Local meetings or activities planned 
outside of the defined place of performance are permitted, but all expenses incurred are the 
responsibility of the contractor.  
 
4.4 POST AWARD CONFERENCE   
 
The Contractor shall attend Post Award Conference with the Contracting Officer and the COR 
no later than 5 business days after the date of award.  The purpose of the Post Award 
Conference, which will be chaired by the Contracting Officer, is to discuss technical and 
contracting objectives of this contract.  The Post Award Conference will be held either virtually 
(e.g., MS Teams, Zoom, Adobe Connect, etc.) and/or at the Government’s facility, location to be 
determined via teleconference. 
 
4.5 INVOICES 
 
A standard invoice template shall be provided by the contractor and confirmed by the COR for 
use on this contract.  Invoices shall be verified by the Government COR and submitted on a 
monthly basis.   
 
4.6 CONTRACTOR QUALITY ASSURANCE SURVEILLANCE PLAN (QASP) 
 
The Contractor shall establish and maintain a Quality Assurance Surveillance Plan (QASP) to 
ensure the requirements of this contract are provided as specified.  The Contractor shall provide a 
QASP describing the inspection system that they intend to use for the requested services listed.  
The contractor shall implement procedures to identify, prevent and ensure non-recurrence of 
defective services. The Contractor’s draft QASP shall be required as part of their quote 
submittal.  The CO will notify the Contractor of acceptance or the necessity for QASP 
modification of the plan no later than 10 business days after award.  The Contractor shall provide 
a final QASP to the COR no later than 20 business days after award. The QASP shall be updated 
as changes occur and shall be submitted to the COR for review and subsequent CO acceptance 
by the government. The Performance Requirements Summary (PRS) and Performance Standards 
Matrix (PSM) is outlined in the Quality Assurance Surveillance Plan (QASP) Appendix A.  
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5.0 DELIVERABLES 
 
The contractor shall provide the following deliverables in the format and frequency listed. 


Deliverables Name PWS 
Paragraph Frequency 


Kick-off Meeting/Post Award Conference 


4.4 A kick-off meeting with 
the government will be 
conducted within 5 days 
of award. Meeting minutes 
due from Contractor to 
COR & CO within 2 
business days of the 
meeting.  


Audit report, ad hoc reports, user manuals, etc. 


3.2.4 
3.3 


Reports are due upon 
request of the COR and/or 
as required.  To include 
any subsequent updates.  


Audit Logs, transfer of records 
3.2.4 Provide email 


confirmation 30 days after 
contract ends. 


Data Rights any work first produced such as 
user administrative and operations manuals 
and anything else first produced under this 
PWS if applicable. 


 One month prior to the 
end of the period of 
performance (POP). 


QASP/Progress Reports 


4.7 Draft due to the 
government proposal. 
Final QASP due to the 
COR and CO 20 days after 
award. Subsequent reports 
due quarterly and/or as 
requested. 


Invoices 


4.5 Invoice should be 
submitted on a monthly 
basis to the COR and 
designated Finance Center 
for all services performed 
and no more than 30 days 
in the arrears of the last 
day of the POP. 


 
 
5.1 GENERAL REPORT REQUIREMENTS 
   
The Contractor shall provide all written reports in electronic format with read/write capability 
using applications that are compatible with ICE workstations (Windows XP and Microsoft 
Office Applications). 







 LAW ENFORCEMENT SENSITIVE                        Page 13 of 15 
 


 
5.2 ACCEPTANCE CRITERIA 
 
ICE will accept or reject deliverables within fifteen (15) business days after delivery.  If rejected, 
the Contractor shall make corrections as specified and resubmit the deliverable for review and 
approval within five (5) business days provided however that contractor is not dependent upon a 
third party for performance.  If the government does not reply within the specific timeframe than 
the deliverable shall be determined acceptable.  
 
6.0 SECTION 508 COMPLIANCE 
 
Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) as amended by P.L. 
105-220 under Title IV (Rehabilitation Act Amendments of 1998) all Electronic and Information 
Technology (EIT) developed, procured, maintained and/or used under this contract shall be in 
compliance with the “Electronic and Information Technology Accessibility Standards” set forth 
by the Architectural and Transportation Barriers Compliance Board (also referred to as the 
“Access Board”) in 36 CFR Part 1194.  The complete text of Section 508 Standards can be 
accessed at http://www.access-board.gov/ or at http://www.section508.gov.  
 
7.0 PRIVACY REQUIREMENTS 
 
Limiting Access to Privacy Act and Other Sensitive Information 
In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984), and FAR 52.224-2 
Privacy Act (APR 1984), if this contract requires contractor personnel to have access to 
information protected by the Privacy Act of 1974, the contractor is advised that the relevant DHS 
system of records notices (SORNs) applicable to this Privacy Act information may be found at 
https://www.dhs.gov/system-records-notices-sorns. Applicable SORNS of other agencies may be 
accessed through the agencies’ websites or by searching GovInfo, available at 
https://www.govinfo.gov that replaced the FDsys website in December 2018. SORNs may be 
updated at any time.  
 
Prohibition on Performing Work Outside a Government Facility/Network/Equipment  
The Contractor shall perform all tasks on authorized Government networks, using Government-
furnished IT and other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized 
by the statement of work.  Government information shall remain within the confines of 
authorized Government networks at all times.  Except where telework is specifically authorized 
within this contract, the Contractor shall perform all tasks described in this document at 
authorized Government facilities; the Contractor is prohibited from performing these tasks at or 
removing Government-furnished information to any other facility; and Government information 
shall remain within the confines of authorized Government facilities at all times. Contractors 
may only access classified materials on government furnished equipment in authorized 
government owned facilities regardless of telework authorizations.  
 
Prior Approval Required to Hire Subcontractors 
The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any 
contractual relationship (Subcontractor) in support of this contract requiring the disclosure of 



http://www.access-board.gov/

http://www.section508.gov/

https://www.dhs.gov/system-records-notices-sorns

https://www.govinfo.gov/
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information, documentary material and/or records generated under or relating to this contract. 
The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensitive and proprietary information.  
 
Separation Checklist for Contractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee 
terminates working on the contract. The separation checklist must verify: (1) return of any 
Government-furnished equipment; (2) return or proper disposal of sensitive personally 
identifiable information (PII), in paper or electronic form, in the custody of the employee or 
Subcontractor employee including the sanitization of data on any computer systems or media as 
appropriate; and (3) termination of any technological access to the Contractor’s facilities or 
systems that would permit the terminated employee’s access to sensitive PII.  
In the event of adverse job actions resulting in the dismissal of an employee or Subcontractor 
employee, the Contractor shall notify the Contracting Officer’s Representative (COR) within 24 
hours. For normal separations, the Contractor shall submit the checklist on the last day of 
employment or work on the contract.  
 
As requested, contractors shall assist the ICE Point of Contact (ICE/POC), Contracting Officer, 
or COR with completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist 
by returning all Government-furnished property including but not limited to computer 
equipment, media, credentials and passports, smart cards, mobile devices, PIV cards, calling 
cards, and keys and terminating access to all user accounts and systems.  
 
Contractor’s Commercial License Agreement and Government Electronic Information 
Rights 
Except as stated in the Performance Work Statement and, where applicable, the Contractor’s 
Commercial License Agreement, the Government Agency owns the rights to all electronic 
information (electronic data, electronic information systems or electronic databases) and all 
supporting documentation and associated metadata created as part of this contract. All 
deliverables (including all data and records) under the contract are the property of the U.S. 
Government and are considered federal records, for which the Agency shall have unlimited 
rights to use, dispose of, or disclose such data contained therein. The Contractor must deliver 
sufficient technical documentation with all data deliverables to permit the agency to use the data.  
 
Privacy Lead Requirements 
If the contract involves an IT system build or substantial development or changes to an IT system 
that may require privacy documentation, the Contractor shall assign or procure a Privacy Lead, 
to be listed under the SOW or PWS’s required Contractor Personnel section. The Privacy Lead 
shall be responsible for providing adequate support to DHS to ensure DHS can complete any 
required PTA, PIA, SORN, or other supporting documentation to support privacy compliance. 
The Privacy Lead shall work with personnel from the program office, the ICE Privacy Unit, the 
Office of the Chief Information Officer, and the Records and Data Management Unit to ensure 
that the privacy documentation is kept on schedule, that the answers to questions in the PIA are 
thorough and complete, and that questions asked by the ICE Privacy Unit and other offices are 
answered in a timely fashion.  
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The Privacy Lead: 
• Must have excellent writing skills, the ability to explain technology clearly 


for a non-technical audience, and the ability to synthesize information from a 
variety of sources. 


• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have 


experience writing PIAs for DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-


Government Act of 2002. 
• Must be able to work well with others.  


 
If a Privacy Lead is already in place with the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a 
separate Private Lead specifically assigned under this contract may be waived provided the 
Contractor agrees to have the existing Privacy Lead coordinate with and support the ICE Privacy 
POC to ensure privacy concerns are proactively reviewed and so ICE can complete any required 
PTA, PIA, SORN, or other supporting documentation to support privacy compliance if required. 
 The Contractor shall work with personnel from the program office, the ICE Office of 
Information Governance and Privacy, and the Office of the Chief Information Officer to ensure 
that the privacy documentation is kept on schedule, that the answers to questions in any privacy 
documents are thorough and complete, that all records management requirements are met, and 
that questions asked by the ICE Privacy Unit and other offices are answered in a timely fashion. 
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		Estimated Total Period of Performance is 3/1/2021-2/28/2026
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EXECUTIVE SUMMARY 


This Request for Proposal (RFP) is for the Department of Homeland Security 
(DHS) National Protection and Programs Directorate (NPPD) Office of Identity 
Management’s (OBIM) new, more robust biometrics system, titled the Homeland 
Advanced Recognition Technology (HART). HART will replace the existing 
Automated Biometric Identification System (IDENT). 
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1  Introduction  


1.1  Purpose  
The Department of Homeland Security (DHS) Office of Biometric Identity Management 
(OBIM) seeks to replace its existing identity management system, the Automated Biometric 
Identification System (IDENT) with an enhanced, scalable, modular, and multimodal identity 
management system to be known as the Homeland Advanced Recognition Technology (HART) 
system.  


1.2  Background 
The Consolidated and Further Continuing Appropriations Act, 2013 designated OBIM, a 
subcomponent of the National Protection and Programs Directorate (NPPD), as the lead entity 
within DHS for biometric identity management services. OBIM assumed this cross-cutting 
responsibility from the former United States Visitor and Immigrant Status Indicator Technology 
(US-VISIT) Program. This responsibility to match, store, share, and analyze biometric identity 
information includes the operation, maintenance, and modernization of IDENT as well as 
providing identity services expertise. 


Congressional mandates established US-VISIT in 2003 as the DHS provider for biometric and 
associated biographic identity screening and analysis services. US-VISIT’s mission was to 
receive, maintain, and share information on foreign nationals to enhance national security, 
facilitate legitimate travel and trade, and ensure the integrity of the Nation’s immigration system, 
while deploying the program in accordance with existing privacy laws and policies. US-VISIT 
accomplished this mission by deploying identity management capabilities through IDENT, based 
on the system of the same name developed in 1994 and used by the Immigration and 
Naturalization Service (INS). The program’s biometric and associated biographic identity 
services directly supported its customers including DHS Components; the Departments of State 
(DOS), Justice (DOJ), and Defense (DoD); State, local, tribal, and territorial law enforcement; 
the Intelligence Community; and foreign country partners. 


An Analysis of Alternatives (AoA), United States Visitor and Immigrant Status Indicator 
Technology (US-VISIT) Program Technical Engineering and Architecture Recommendations for 
US-VISIT 1.0 Analysis of Alternatives, dated July 31, 2012, determined that the aging IDENT 
system is at risk of failure and requires replacement. This determination was revalidated on 
November 30, 2014. 


1.3  Mission and Needs 
OBIM’s mission is to provide enduring identity services to DHS and its mission partners that 
enable informed decision making by producing accurate, timely, and high assurance biometric 
identity information and analysis in compliance with the 2013 Appropriations Act. The ability of 
DHS and its partner agencies to fulfill their missions requires access to actionable, timely, and 
accurate information that distinctly identifies individuals. Decision makers must be able to verify 
presented identities, identify persons who may be inadmissible to the United States, and identify 
persons ineligible for certain status or privileges granted by the Government. Biometrically 
established and verified identity information provides a higher level of assurance of an 
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individual’s identity than the mere possession of identity affirming documents. Persons of 
specific concern are those who may be immigration violators, domestic and international 
fugitives, military detainees, known or suspected terrorists (KSTs) or national security threats 
(NSTs) 


Decision makers require actionable, timely, and accurate information supported by high-trust 
identity capabilities to: 


• Determine visa issuance and admissibility into the United States; 


• Establish eligibility for immigration benefits; 


• Issue credentials (i.e., determine whether an individual should be granted access to a 
sensitive facility or sensitive system); 


• Take law enforcement actions with potential homeland security implications; 


• Verify the identity of persons associated with matters of national security; and 


• Conduct intelligence and trend analyses employing identity determinations and 
verifications provided by OBIM. 


OBIM’s customers typically carry out their missions by capturing biometric data and submitting 
the biometric data to OBIM. OBIM’s mission functions are to match, store, share, and analyze 
the results. 


Stakeholder operational mission needs require DHS biometric identity service capabilities that 
provide biometric matching, storing, sharing and analyzing capabilities, and other services using 
multiple and expanding sets of biometrics beyond just fingerprints to increase identity assurance. 
System capabilities must include the ability to:  


• Extend biometric identification services to accommodate a rapidly growing customer 
base; 


• Receive and exchange information through standards-based interfaces that maximize the 
use of sharable data and support increased interoperability; 


• Provide timely and accurate biometric matching results to customers based on varying 
operational requirements; 


• Match multiple types of biometrics and leverage or fuse identity determinations based on 
multiple biometric modalities for increased accuracy;  


• Provide forensic (latent) fingerprint and other biometric matching services involving 
partial biometrics captured during investigations;  


• Efficiently store and retrieve biometric identification records including associated 
biographic information and photographic images;  


• Meet customer-specific requirements for data storage, retention, and deletion; 


• Handle continued growth in storage and processing demands; 


• Enable the search, management, and analysis of biometric and associated biographic 
data;  
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• Provide reporting and data analysis capabilities on biometric identity records;  


• Provide timely identity determinations during stakeholder encounters with applicants for 
entry to the US or for other government benefits thereby enabling fraud detection; 


• Protect, access, and filter available data based on information security, privacy and civil 
rights and civil liberties requirements, and data ownership guidelines; and 


• Share biometric and associated biographic identity information to an expanding customer 
and partner base, including: 


o Providing fingerprint and other biometric identification sharing services to other 
Federal agency biometric systems or non-Federal customers as appropriate; and 


o Supporting international information sharing agreements. 


Independent analyses of IDENT have identified performance limitations. Some of those 
limitations have been addressed for the near term; others can only be addressed through adoption 
of a new foundational system architecture that provides solutions to resolve current and projected 
shortfalls. Critical architectural limitations and risks include: 


• Diminishing returns from adding additional hardware to increase capacity in the face of 
exponential growth in transaction volumes and biometric image gallery sizes necessary to 
provide continuing support to current customers; 


• Inability to guarantee near 7x24x365 system availability to avoid service disruptions to 
OBIM’s customers’ operations supporting their respective missions; 


• Increasing costs of maintaining and sustaining system operations due to increasing 
biometric image gallery growth and increasing demand; 


• Inability to implement new customer requirements and administrative changes to existing 
processing without complex systems development; 


• Inability to respond to new customer requirements in a timely fashion; 


• Inability to integrate system security with DHS enterprise security; 


• Inability to store and match additional biometric modalities being captured by OBIM’s 
customers;  


• Inability to complete a search of the entire gallery of stored fingerprints to determine 
whether a submitted fingerprint matches a known identity within 10 seconds; and  


• Inability to easily resolve identities among the multiple disparate identity systems 
currently in use – specifically the Federal Bureau of Investigation (FBI) Next Generation 
Identification (NGI) system and the DoD Automated Biometric Identification System 
(ABIS). 


OBIM’s inability to achieve near 7x24x365 availability is due to the necessity of taking the 
system offline in order to implement application patches, updates, and new IDENT releases.  


HART shall be developed with a service oriented architecture and standards-based interfaces. 
The redesign and development of the system will address the baseline and the current gaps 
including capacity, increased security and privacy protections, interoperability, unsustainable 
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costs, and performance and availability. Support of the system for additional biometric identity 
modalities beyond fingerprints will address the gaps of accuracy and surety of matching results 
and interoperability. 


1.4  Homeland Advanced Recognition Technology Program 
HART will be developed in four increments.  


1.4.1 Increment 1 – HART Foundation 
Increment 1 forms the architectural foundation for HART. This Increment replaces IDENT and 
its monolithic, custom-coded IDENT transaction processing application with the HART core 
application - a modular application that results from the integration of proven, off-the-shelf 
software applications, open source products, or frameworks. The HART core application shall 
provide business workflow and business rules management; interface to biometric matching 
services; feature an authentication and authorization web service; and fully integrate with DHS 
enterprise system security. 


HART shall have a modular biometric matching subsystem interface architecture that enables the 
application to communicate with multiple biometric matching subsystems concurrently and that 
isolates the transaction and business processing components of the HART core application from 
the internal details of individual biometric matching subsystems.   


HART Increment 1 will include fingerprint matching capabilities and analysis that encompass 
OBIM’s current 10-print and 2-print matching subsystems either by replacing or incorporating 
those subsystems. HART will also provide latent fingerprint management and analysis 
capabilities. HART shall have the capability to incorporate matching subsystems for additional 
fingerprint matching technologies and matching technologies for additional biometric modalities, 
specifically large scale iris and facial modalities. All biometric matching subsystems will 
connect to HART through a standard biometric matching subsystem interface without the need to 
modify the main business and transaction processing system. In Increment 1, the existing 
Multimodal Bridge Solution (MMBS) capability face and iris matching subsystem implemented 
with NEC technology will continue to operate.  Implementation of production scaled face and 
iris matching will occur in Increment 2. In Increment 1, the HART Contractor will be expected 
to treat MMBS as a distinct application that must interface to HART. The HART Contractor will 
be expected to modify the MMBS interface as necessary to connect to HART through the HART 
standard biometric matching subsystem interface. This interface will communicate iris and face 
matching requests to the MMBS and return matching results from MMBS to HART. Fingerprint 
matching subsystems implemented during Increment 1 will also connect to the HART 
application through this biometric matching subsystem interface. All future matching subsystems 
will use this same interface.  


Increment 1 shall implement a new data architecture and includes the transition of existing data 
to that new architecture. The new data architecture includes logical and physical data models, 
data management capabilities, and physical storage for both identity data and biometric image 
data where each identity may have multiple associated biometric images of the same or different 
modalities. All data models (such as conceptual, logical and physical), if relational, shall be 
developed by adhering to the standards and the data modeling development life cycle defined in 
OBIM Data Modeling Methodology Standards document. The data architecture and data storage 
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architecture shall be designed for scalability to address the projected growth in identity and 
image data volumes, log and monitoring data volumes, data warehousing volumes, and to 
accommodate long term data retention requirements for storage growth projections. 


The physical infrastructure for HART shall be designed and the necessary capabilities and 
capacities shall be acquired, tested, and deployed in an operational-ready status during Increment 
1 and shall support initial production processing. This deployment shall achieve the system’s 
formal Initial Operating Capability (IOC) milestone. The production environment shall be 
designed to meet OBIM’s objectives for system availability and for scalability to provide for 
increased capacity to meet future processing demand.  


Increment 1 includes the implementation of a new system development and testing environment 
for performing maintenance on HART applications and enhancing and extending the capability 
of those applications. This environment shall be accompanied by a new testing protocol suitable 
for future HART maintenance and enhancements efforts and a Performance Test Environment.  


During Increment 1, existing IDENT biometric matching subsystems that are retained for 
incorporation into the HART architecture will connect to HART; internal operation of each 
matching subsystem will remain unchanged. The HART contractor will modify the interface 
with each retained matching subsystem as required to interface to HART. Matching subsystems 
that may be incorporated and which may be affected include the 3M Cogent 10-print, 2-print and 
latent print matching subsystems and the MMBS limited production face and iris matching 
subsystems.   


The Performance Test Environment shall have storage and processing capacities capable of 
stressing the application. The Performance Test Environment shall contain sufficient capacity in 
servers, data storage, and application and utility software to mimic the architecture and 
performance of the production system. It shall have the capacity to store large quantities of 
identity data and identity transactions that can be used in volume stress testing of the application 
during initial development and during later maintenance and enhancement efforts. The test data 
used in conjunction with simulation capabilities will enable OBIM to simulate transaction and 
data access workloads similar to those that will be encountered in actual production processing. 
Test data in the Performance Test Environment shall include data to be used in measuring the 
accuracy of installed HART biometric matching technologies and the accuracy of matching 
technologies that may be candidates for addition to HART. 


1.4.2 Increment 2 – Multimodal Biometric Identity Management and 
Data Warehouse 


Increment 2 builds on the business processing workflows implemented in the HART core 
application in Increment 1. Increment 2 shall implement multimodal matching through the 
addition of full production scale iris and facial image matching and by adding business 
processing that leverages the results from multiple biometric matching operations to increase 
overall system matching accuracy. The production level iris and face matching capabilities added 
in Increment 2 shall supersede the current limited MMBS iris and facial matching capabilities. 
Increment 2 shall also provide OBIM’s forensic examiners with the integrated capability to 
adjudicate matching results and provide identity management services for iris and facial 
modalities. Increment 2 shall introduce the capability to improve biometric matching accuracy 
by fusion of the matching results from multiple biometric modality matches. 
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Increment 2 shall expand the Performance Test Environment created during Increment 1 to 
include the infrastructure and applications necessary to subject the capabilities introduced during 
Increment 2 to testing under production-like workloads. Increment 2 shall add test data to the 
Performance Test Environment to enable testing multimodal identity matching performance and 
multimodal matching accuracy. 


The optional Increment 2 HART Data Warehouse task shall implement data warehousing and 
data mart capabilities to establish the foundation for improved reporting and analytical 
processing. Data stores associated with data warehouse and data mart subsystems shall be 
established and continuously updated with operational data and shall be available for analytical 
processing and operational reporting without affecting production system performance. 


1.4.3 Future Requirements 
HART Increments 3 and 4 are not in scope for this solicitation. Those increments will be 
addressed in future solicitations and are included here to describe the future intent for the overall 
program. 


1.4.3.1 Increment 3 – Web Portal and Applications 
Increment 3 is not in scope for this solicitation. Increment 3 will establish a web portal that 
provides web access to the various HART services implemented in earlier Increments. These will 
include but are not limited to: identification, pre-verification, verification, information retrieval, 
information update, information addition, redress, and notification. Increment 3 will also 
implement an identity directory that links identities present in OBIM data storage and in multiple 
external identity data stores to provide the capability to achieve an overall person-centric view of 
all information associated with an identity. Increment 3 will add additional biometric modalities 
for storage and retrieval but without biometric matching and will implement an expanded 
information sharing service with external customers. 


1.4.3.2 Increment 4 – Advanced Examination Tools, Reporting and Analytical 
Processing 


Increment 4 is not in scope for this solicitation. Increment 4 will fully integrate OBIM biometric 
verification and identity management capabilities across biometric modalities and will introduce 
user-available reporting and online analytical processing (OLAP) applications for advanced data 
analysis along with the necessary data stores and processing infrastructure to support both the 
analytical processing and the enhanced reporting and analysis that OLAP enables. System full 
operating capability (FOC) will be achieved with the completion of Increment 4. 


1.5  Scope 
The Contractor shall design, engineer, develop, acquire, integrate, test, and install the software 
applications required to fulfill HART requirements. The Contractor shall also acquire or 
otherwise provision the infrastructure necessary to host HART processing. The Contactor shall 
also provide or otherwise ensure post-deployment operations and maintenance support for both 
the HART software applications and the HART infrastructure. This effort includes not only 
developing and integrating the new biometric system itself but also designing a scalable 
information technology (IT) infrastructure to host the system; designing scalable image and data 
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storage architecture; acquiring all hardware, hosting services, and software necessary to 
provision the supporting IT infrastructure both for new system testing environments and for 
production operating environments; and providing post-deployment operational support.  


This Baseline Performance Objectives (BPO) document describes the objectives of Increments 1 
and 2 of the HART program - the design, development, and implementation of the HART core 
application and its supporting infrastructure. The HART core application shall be based on the 
integration of commercial, government, and/or open-source off-the-shelf software components 
and/or frameworks. This effort also calls for the design and provisioning of the computing, data 
management, data storage, and network infrastructures necessary to support both testing and 
production operations for the HART system and the transition of data and processing from the 
current IDENT system to the replacement system.  


The scope of this BPO, in addition to the work described above, includes the following optional 
efforts. 


• Post-Deployment Support – Period 1; 


• Post-Deployment Support – Period 2; 


• Increment 2 – Data Warehouse Capability Implementation; 


• Legacy Interface Development; 


• IDENT Exchange Messages (IXM) Specification Version Translation; and 


• Transition Out. 
The scope of the post-deployment support includes maintenance and enhancement support for 
the HART application and O&M support for the HART infrastructure in place at the end of 
Increment 1 and shall include any additional software applications or infrastructure added to the 
HART processing environment during Increment 1 and during Increment 2 as a result of 
Increment 2 development. These options also include the provision of Level 2 and Level 3 
system support (see description in Appendix C, Definitions) for all HART infrastructure, data, 
and applications. 


1.6  IDENT and Reuse Guideline 
The proposed HART architecture may retain, re-use, repurpose, or dispose of any IDENT 
components. Reuse of existing IDENT components is available but not required. However, 
OBIM requires the redesign and replacement, not the reuse, of the existing Transaction Manager 
application. Any proposed component reuse shall not affect the availability of the IDENT 
system, the integrity of IDENT data, or degrade IDENT system performance in any way. The 
HART Contractor shall take no action during the development and deployment of HART that 
affects IDENT performance or availability until such time as all customer service request 
processing has been successfully transitioned from IDENT to HART.   


1.7  Period of Performance 
The base period of performance for the contract will be 18 months for Increment 1, the 
implementation and production deployment of the HART Core Application and Infrastructure 
and the migration of processing to HART from IDENT for at least one OBIM customer, 
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achieving HART IOC during that period of performance. The period of performance for 
completing customer migration to HART for those customers whose migration was not 
completed during Increment 1 will be 6 months. The period of performance for Increment 2, 
Multimodal Biometric Identity Matching Implementation, will also be 18 months. The period of 
performance for the optional Increment 2, Data Warehouse Capability Implementation, will be 
18 months. The optional Post-Deployment Support – Period 1, for Post-Deployment Support, 
will have a period of performance of 12 months beginning at the end of Increment 1; the optional 
Post-Deployment Support – Period 2, will extend the support initiated in Period 1 for an 
additional 12 months. The optional Legacy Interface Development and IXM Specification 
Version Translation efforts will, if awarded, be concurrent with Increment 1 but will have a 
shorter period of performance. The optional Transition out task will be exercised so as to 
terminate concurrently with the completion of the periods of performance of the last activities 
performed as a result of other awarded tasks under this solicitation; period of performance to be 
specified in the notice to proceed. 


Table 1. Periods of Performance 


Task Period of 
Performance 
(in months) 


Start Work Condition 


Increment 1   


   HART Core Application and Infrastructure 18 Contract effective start date 


Customer Migration 6 Completion of Increment 1 


Increment 2   


   Multimodal Biometric Identity Matching 18 Notice to Proceed 


   Option – Data Warehouse 18 Option Award 


Optional Tasks (Concurrent with Increment 1)   


   Legacy Interface Development  < 18 Option Award 


   IXM Specification Version Translation < 18 Option Award 


Post-deployment Support   


   Support Period 1 12 Option Award (At end of 
Increment 1) 


   Support Period 2 12 Option Award (At end of Post 
Deployment Support Period 1) 


End of Contract Transition Out Specified in Notice to 
Proceed 


Notice to Proceed 
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1.8  Place of Performance 
The primary place of performance shall be the Contractor’s facilities where system design 
development and integration activities will occur, with periodic travel to DHS, NPPD, and 
OBIM facilities within the National Capital Region (NCR). Periodic travel to the DHS Enterprise 
Data Centers in Stennis, Mississippi and Clarksville, Virginia or to other hosting locations 
engaged by the Contractor may be necessary; on-site Contractor support will be required at all 
locations. In addition, Contractor provided training will require travel to San Diego CA and 
OBIM facilities within NCR. Contractor access to any testing and production environments 
located in the DHS Enterprise Data Centers will be granted through remote access technology 
managed by the DHS Enterprise Data Centers. 


1.9  Document Organization 
Section 1 of this Baseline Performance Objectives document contains general HART program 
background information.  


The objectives to be accomplished under this solicitation are described in the following sections: 


Section 2 contains the objectives to be accomplished during HART Increment 1; 


Section 3 contains the objectives to be accomplished during HART Post-IOC Customer 
Migration; 
Section 4 describes Increment 2 Multimodal matching objectives; 


Section 5 describes general HART objectives; 


Section 6 describes the objectives of each of the HART optional tasks. 


Section 7 lists the types of deliverables that OBIM expects to receive in fulfillment of HART 
objectives. 


Section 8 lists guidelines and mandatory constraints and restrictions. 


Section 9 contains lists of applicable documents. 


Appendix A lists the performance requirements specified in the HART Operational 
Requirements Document (ORD) that HART that the HART system shall satisfy. 


Appendix B provides general system sizing targets. 


Appendix C provides definitions of terms used in the Baseline Performance Objectives 
document. 
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2  Performance Objectives – HART Increment 1 – 
HART Core Application and Infrastructure 


Increment 1 of HART shall establish the foundational system architecture for subsequent 
development and expansion. Increment 1 shall establish the HART identity database, biometric 
image storage, a fingerprint matching subsystem, and a latent fingerprint matching subsystem. 
Increment 1 includes the design, development, and integration of the HART core application 
software suite, the implementation of testing environments for developmental and performance 
testing, system functional and performance testing, the conversion of existing IDENT data stores 
into the HART data management architecture, and the partial migration of processing under 
IDENT to production processing under HART.  


The HART Contractor shall perform system design, development, engineering, and integration 
activities in its own facilities. The Contractor shall transfer the source code repository containing 
the developed and integrated HART system to OBIM for placement under OBIM configuration 
control, and loading into an OBIM source code repository and testing environments for 
integration testing with OBIM’s customers, security authorization, and formal operational and 
acceptance testing. The HART Contractor shall provide operations and maintenance (O&M) 
support both before and after system implementation. 


The existing IDENT system includes the following major components. Each includes capability 
to be addressed by HART – either through replacement or through component reuse and 
incorporation in HART. The HART Contractor shall have the discretion to incorporate and reuse 
the following components in whole or in part in the HART system. 


• Active and stand-by computing environments. IDENT currently has duplicate computing 
environments, one in each of the DHS Enterprise Data Centers. IDENT does not operate 
in an active/active configuration. A primary site handles all processing; the secondary site 
is in standby mode for activation in response to loss of the primary. Application updates 
and new software releases require that OBIM take IDENT offline to accomplish the 
updates thus degrading system availability. 


• Duplicate data storage and update. IDENT currently employs a duplicate data storage 
architecture. Identity and image data stores are duplicated in the two DHS Enterprise 
Data Centers; updates to identity and image data are applied to both data stores to keep 
them in synchronization. 


• Enterprise Service Bus (ESB). IDENT currently employs a TIBCO enterprise service bus 
as its primary interface for communicating with external customers transmitting identity-
related transactions to IDENT for processing. TIBCO ActiveMatrix Business Works is 
the application used to develop services, automate business processes, and integrate 
applications. 


• Duplicate fingerprint matching subsystems. IDENT currently has duplicate fingerprint 
matching subsystems in each DHS Enterprise Data Center for 10-print, 2-print, and latent 
fingerprints. These subsystems operate concurrently in an active-active configuration. 
Matching requests are load balanced between the subsystems at the data centers. Updates 
made to the fingerprint galleries in each data center are replicated in the corresponding 
matching gallery in the other data center. All matching subsystems use 3M-Cogent 
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matchers. Latent fingerprint processing is provided by the Cogent Automated Biometric 
Information System (CABIS). 


• Processing locations. All IDENT infrastructure is currently installed in the two DHS 
Enterprise Data Centers located in Stennis, MS and Clarksville, VA. 


• Cloud based data reporting. OBIM is in the initial stages of implementing a data 
reporting system designated as the Operational Data Store / Operational Data Reporting 
(ODS/ODR) system. The ODR (reporting) portion will implemented on the Amazon Web 
Services (AWS) GovCloud. The ODR will employ the Amazon Redshift database and 
the Birst business intelligence tool for reporting and analysis. The ODS (data store) 
component is a data storage staging area hosted in a DHS Enterprise Data Center. The 
ODS consists of selected data tables copied from IDENT using Informatica. An extract 
from ODS is planned for upload to the GovCloud ODR. ODS/ODR is currently in 
development; the extract, translate, and load (ETL) from ODS to ODR has not yet 
occurred and specifications are not yet available. 


 


The performance objectives for HART Increment 1 follow. 


2.1  System Architecture Objectives 
OBIM requires that the HART Contractor deliver a high availability system architecture that 
shall achieve the availability requirements specified in HART ORD. Depending upon the 
Contractor’s system architecture and deployment plan, the resulting HART testing and 
production systems may consist of components that are: 


• Provided by cloud-based infrastructure services; 


• Installed and operated in one or more non-DHS data centers, Government-owned or 
commercial; 


• Installed and operated in one or both of the DHS Enterprise Data Centers; or 


• Installed and operated as any hybrid of the above options. 
The HART system shall have the following architectural characteristics. 


a. HART shall have a high availability architecture that avoids single points of failure. The 
HART architecture may leverage any combination of cloud-based infrastructure services, 
infrastructure installed in DHS Enterprise Data Centers, or infrastructure installed in 
other Government or commercial data centers in order to provide the redundant 
capabilities necessary to meet the Availability and Mean Time to Repair targets specified 
in Appendix A.  


b. HART shall have a Service Oriented Architecture that makes the system functionality 
available as discrete services, callable and capable of being orchestrated where needed in 
system processing workflows.  


c. HART shall have a modular design that incorporates an open systems design and utilizes 
open standards to the maximum extent possible. Commercial off-the-shelf (COTS), 
Government off-the-shelf (GOTS), and open-source products are desired with minimal 
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customization. New systems development is discouraged unless specific processing 
capabilities or workflows are not addressed within existing COTS, GOTS, or open-source 
solutions or if performance targets are not otherwise achievable. If significant 
customization would be required to COTS or GOTS solutions, purpose-built functionality 
on open source frameworks can be considered. 


d. The HART design shall provide for the expansion of interoperable services similar to 
those provided to FBI and DoD systems to include additional Federal agency biometric 
systems and non-Federal customers without requiring modifications to the foundational 
system architecture.  


e. The system design shall make provision for defining new transaction processing 
workflow functionality and modifying existing workflow functionality without requiring 
modifications to the underlying system design or requiring systems development activity. 


f. The system architecture shall be designed to be scalable and shall be able to 
accommodate increasing workloads resulting from increased numbers of transactions due 
to the addition of new services and the addition of new customers.  


g. The system architecture shall be designed to support rapidly expanding identity and 
biometric image data volumes as well as expanding volumes of monitoring and audit trail 
data without the need to modify the underlying system architecture or workflows. 


h. The system infrastructure shall be capable of processing the business volume growth 
forecast over the three (3) years following the end of Increment 1 without the need for a 
capacity upgrade.  


i. The HART system design shall maximize the ease and efficiency of O&M. The design 
shall, to the extent practicable, standardize hardware platforms, peripherals, operating 
systems, and data management systems to simplify O&M, minimize technical complexity 
in the architecture, and limit the types of technical expertise necessary for the ongoing 
maintenance of the HART operating environment.  


j. The HART system shall be designed such that system and application software patches, 
upgrades, and releases can be applied and implemented in the production processing 
environment without affecting system availability and without taking the system offline. 


k. The HART system design shall also maximize hardware and software monitoring to 
facilitate failure and degradation detection, notification, and fault isolation.  


l. The HART system shall collect and store data on service requests received, responses 
generated, referrals to external systems, matching requests sent to biometric matching 
subsystems, and responses from biometric subsystems and external systems. HART shall 
also generate periodic traffic analyses by customer and request type, response type, and 
external referral type. 


m. The HART architecture shall include a biometric matching subsystem interface through 
which the HART core application will communicate with all HART biometric matching 
subsystems. This interface shall provide the standard application programming interface 
for connecting any vendor’s matching subsystem to the HART core application and shall 
isolate the HART core application from the internals of each separate HART biometric 
matching subsystem or technology.   
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2.2  Data Management 
IDENT currently maintains duplicate data stores for identity-related data and for biometric 
images. Updates made to the identity and image data stores attached to the active IDENT system 
instance in one DHS data center are replicated to their respective duplicate data stores in the 
other data center to ensure availability of up-to-date identity and image data in the event of a 
system failure. The HART data architecture shall ensure that the integrity and currency of HART 
identity and image data are maintained at all times. 


a. HART shall ensure the availability of current, up-to-date identity and image data. The 
Contractor shall implement a data architecture leveraging those combinations of cloud-
based and data center-based storage necessary to achieve both data integrity and 
continuous data availability in accord with the targets in Appendix A. 


b. The HART data architecture shall be capable of recovering identity and image data stores 
following system failures within the parameters established in Appendix A.  


c. HART shall store and manage identity data, biographic data, encounter data, biometric 
images, monitoring data, system logs, audit logs, and administrative data.  


d. HART shall enable the entry, update, and maintenance of identity and biometric 
information in the HART data stores and provide the capability to correct erroneous 
information. HART shall also enable the resolution of incorrect associations of 
biometrics with identities.  


e. HART shall ensure overall integrity of all identity data as well as that of biometric image 
data stores (e.g. fingerprint images, latent fingerprint images, iris images, and facial 
images). Integrity maintenance includes ensuring the ability to recover or restore HART 
data stores in the event of storage device failure, system failures, or natural disaster. 


f. HART shall maintain a record of biometric images enrolled into the latent fingerprint 
subsystem. 


g. HART shall ensure the availability of all data stores and ensure that no data loss ensues 
from system component failures or loss of communication with processing sites hosting 
HART processing. 


h. HART shall have the capability to store the data supporting match results returned to 
customers including any biographic information matched and biometrics matched so that 
OBIM has a record of the information provided back to a customer such that OBIM can 
recreate the match (or no-match) scenario that generated the result returned to the 
customer.  


i. Images shall be stored regardless of whether HART includes matching capability for a 
particular image type at the time of receipt. HART shall provide the framework for 
adding matching capabilities for additional image types when those capabilities are 
required to satisfy demand from OBIM customers.  


j. HART shall have the capability to automatically manage the storage and retention of 
identity and biometric image data along with associated biographic data as specified by 
each data owning customer’s unique data retention policies. These policies are specified 
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in each customer’s Service Level Agreement (SLA), Memorandum of Agreement, or 
Memorandum of Understanding.  


2.3  External Biometric System Service Request Processing 
HART will process service requests submitted by the FBI NGI biometric identity management 
system and by ABIS and respond to those requests. In addition, HART will function as an 
intermediary between NGI and ABIS and other HART customers.  


a. HART shall support and maintain current interoperability with the FBI NGI system 
which includes outbound transmission of EBTS messages to NGI. 


b. HART shall receive transactions from customer systems that require access to services 
provided by external Federal biometric matching systems such as the FBI NGI system 
and DoD ABIS. HART shall forward these transactions to their intended destinations. 
HART shall likewise receive responses from those external systems and forward those 
responses to the originating customer systems.  


c. HART shall initiate service requests for biometric matching and identity information 
retrieval to external biometric systems such as NGI or ABIS and receive responses to 
those requests from those systems.  


d. HART shall receive requests for biometric matching and identity information retrieval 
from customers of external biometric systems such as NGI or ABIS whose requests are 
transmitted to HART through the NGI or ABIS interface mechanisms. HART shall 
perform the necessary processing to satisfy those requests and respond to those external 
systems’ customers through those same external systems. 


2.4  Business Processing 
HART shall process service requests received from its customers and generate responses to those 
requests requiring a response. HART shall perform biometric matching and shall store, retrieve, 
or update identity information as each specific request requires. 


a. HART shall respond to incoming service requests by executing the business rule logic, 
performing biometric matching, retrieving biometric and biographic identity data, and 
updating identity and image data stores as necessary to respond to those service requests.    


b. The Contractor shall configure the HART architecture so that it can receive, process, and 
respond to all message formats in the IXM specification and respond to four additional 
service requests not currently part of the IXM specification that will be submitted by the 
Secondary Inspection Tool (SIT) application. These are services unique to SIT and are 
not intended to be used by OBIM customers and stakeholders; these services are 
therefore not found in the IXM specification. The three additional services are: 


i. Merge identities; 
ii. Separate identities; 


iii. Delete photos 
c. HART shall process the service requests documented in the HART Functional 


Requirements Document (FRD) for implementation during Increment 1.  
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d. HART shall implement each of the system to system interfaces with OBIM’s customers’ 
systems for both inbound and outbound messages. There are currently 40 interfaces 
currently implemented using the IDENT Enterprise Service Bus (ESB) consisting of 
TIBCO-implemented messaging protocols and twelve (12) legacy interfaces using a total 
of six (6) different technologies to communicate with IDENT. 


e. HART shall implement a business rules processing capability and establish a centralized 
business rules repository containing sets of configurable business rules that can be 
managed using well recognized processes and maintained under configuration control. 


f. Business rules shall be configurable and shall govern transaction processing, data 
sharing, and data access. 


g. Business rule execution shall occur in business rule engine instances executing business 
rules maintained and controlled in the central business rules repository and distributed 
from that repository to rules engines embedded in processing workflows.  


2.5  IXM Specification Version 6.1 Upgrade 
The baseline version of the IXM specification at time of contract award will be IXM 6.0.9. IXM 
version 6.0.9 implements a 1:N facial identification capability along with various minor 
capability enhancements. The Contractor shall generate a major update to the IXM specification, 
version 6.1, to add new service requests planned for implementation during Increment 1 and 
specified in the FRD to the 6.0.9 baseline to generate the IXM 6.1 specification.  


a. The Contractor shall identify the data requirements associated with each service request 
specified in the FRD for implementation during HART Increment 1. 


b. The HART Contractor shall create the specification for IXM version 6.1 which shall be 
the upgrade to IXM 6.0.9 incorporating updates necessary to implement all Increment 1 
service request data requirements. Note that IXM schema updates should pursue NIEM 
conformance where appropriate. 


c. The Contractor shall implement all HART Increment 1 service requests in accord with 
the new IXM 6.1 specification. 


2.6  Workload Management 
HART shall have the capability to monitor and dynamically manage its workload processing and 
shall provide HART systems administrators the means to establish processing priorities for each 
type of incoming service request for each customer submitting that type of request. 


a. HART shall have the capability to enable systems administrators to establish a processing 
priority for each type of service request received and have the capability to customize that 
priority for each customer submitting that type of request. 


b. HART shall have the capability to enable systems administrators to set a schedule for 
changes to service request processing priorities to accommodate cyclical fluctuations in 
transaction volume.  
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c. HART shall provide the capability to automatically alter transaction priorities according 
to a pre-established schedule. HART shall include the capability to change workload 
management parameters on a prescheduled basis or by immediate override. 


d. HART shall include a workload management capability that dynamically, and to the 
maximum extent practicable, automatically manages workload prioritization, scheduling, 
and processing in response to varying workload conditions to facilitate compliance with 
OBIM SLAs and achieve overall processing efficiency.  


e. HART shall manage the execution of the mix of service requests submitted by OBIM 
customers through established interfaces and batched transactions delivered as datasets 
separately from normal interface submissions to ensure that SLAs are met and that 
system resource utilization is optimized automatically with minimal need for operator 
intervention or override.  


f. HART shall monitor the workload under active management and processing at any given 
point in time and shall generate dashboard displays for OBIM systems administrators to 
monitor real time system activity. HART shall also generate periodic workload analyses 
covering pre-selected time periods for evaluating overall system workload management.  


g. HART shall identify processing bottlenecks, automatically override transaction 
processing priorities to ensure SLA fulfillment, and provide the capability for systems 
administrators to dynamically modify transaction priorities to account for special or 
unforeseen circumstances such as special processing requests or system failures. HART 
shall also log all automated priority modifications and manual priority overrides for later 
priority tuning analysis. 


h. HART shall record audit trails of changes made to service request processing priorities 
and changes made to system operating parameters and thresholds. 


2.7  Biometric Matching 
In Increment 1, HART will process biometric matching requests for all of the biometric 
modalities currently being processed by IDENT. IDENT currently has five (5) matching 
subsystems: 10-print fingerprint, 2-print fingerprint, latent fingerprint, iris, and face. At present, 
the iris and face MMBS matching is limited in scale. The current limitations include: limited 
numbers of transactions being processed; no attempt to reconcile or “fuse” the separate matching 
results from the iris and face matching subsystems for increased accuracy and returning to the 
service requestor the raw results of both the iris and face matchers.  


The interface between IDENT and each of the existing matching subsystems conforms to the 
IDENT Matcher Interface Service (MIS) Specification. OBIM’s matching vendors were tasked 
with modifying the interface to their respective matching subsystems to comply with the MIS 
specification. 


In Increment 1, the HART Contractor shall implement fingerprint matching capabilities that will 
encompass 10-print, 2-print, and latent print matching. The Contractor may retain some or all of 
the current IDENT fingerprint matching technologies, may choose to replace those existing 
technologies, or choose to introduce new technologies to operate in parallel with existing 
technologies. The existing limited-scale MMBS iris and face matching subsystem will be 
retained during HART Increment 1.  
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a. The HART Contractor shall implement a biometric matching subsystem interface that 
shall be the common, well-defined interface through which the HART core 
application shall communicate with all biometric matching subsystems – current and 
future.  


b. The Contractor shall connect all of the HART biometric matching subsystems to the 
HART application through the HART biometric matching subsystem interface as the 
standard for connecting biometric matching subsystems to the HART core 
application. These subsystems may include the redesigned or retained 10-print and 2-
print fingerprint matching subsystems, the unmodified limited-scale MMBS iris and 
face matching subsystems, and the latent print matching system – whether the 
retained CABIS subsystem or a replacement. The HART Contractor shall make any 
modifications to the interfaces to existing matching subsystems necessary in order to 
connect those subsystems to HART.  


c. The HART system architecture shall be designed to enable the expansion of biometric 
matching capability by the addition of subsystems for matching existing modalities 
(i.e. fingerprint, iris, and face) and by adding subsystems for matching new biometric 
modalities. This architecture shall enable the removal or replacement of biometric 
matching subsystems without impact beyond the subsystem connection through the 
HART biometric matching subsystem interface and necessary workflow 
modifications.  


d. The HART system architecture shall be designed to provide a clear path for 
increasing the processing and storage capacity of all biometric matching capabilities 
to accommodate increasing volumes of matching requests and growth in gallery sizes. 


e. HART shall have an open biometric matching subsystem interface that will enable 
any biometric matching vendor to develop an interface that conforms to the HART 
biometric matching subsystem interface specification. Conformance with that 
specification will allow any vendor’s matching technology to integrate with HART. 
The HART biometric matching subsystem interface shall be an open application 
programming interface for connecting any biometric matching subsystem to the 
HART core application, regardless of vendor or modality to be matched.  


f. The HART Contractor shall document the HART biometric matching subsystem 
interface in a formal specification suitable for distribution to biometric matching 
technology vendors or third party developers for use in integrating vendor matching 
solutions with HART.  


g. The HART architectural framework shall be open and flexible to allow multiple 
vendors’ biometric matching technologies to operate concurrently for each biometric 
modality. The system shall also have the capability to add, update, and remove 
matching algorithms in each matching subsystem.   


h. HART shall perform quality assessments on each submitted biometric image during 
receipt processing. 


i. HART shall have a configurable capability to set quality thresholds.  
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j. HART shall have the capability to assess quality based on multiple standards 
including, at a minimum, National Institute of Standards and Technology (NIST) 
standards.  


k. HART shall be capable of adding additional quality standards and assessing image 
quality against those standards. 


l. HART shall be capable of removing, replacing, or updating quality standard 
comparison parameters.  


m. HART shall also be capable of storing multiple quality assessments against different 
standards for each image. 


n. HART shall achieve accuracy levels in matching biometric modalities listed in 
Appendix A.  


o. HART shall achieve the system response time targets specified in Appendix A. Those 
response times are for the sum of the processing time attributed to the biometric 
matching subsystems added to the processing time attributed to the HART core 
application.  


p. HART shall have the ability to route candidate matches to a submitted image to the 
BSC for expert examiner review and match determination when either the submitted 
image or the reference image is of low quality or where the results of matching 
operations are indeterminate.  


q. When a matching operation against the full biometric gallery using one or more 
biometrics returns one or more candidate matches, HART shall record the result of 
that matching operation, the biometric images used as search parameters, and the 
context (i.e. time, date, location, agency, officer, purpose, documents, source of 
match determination, etc.) in a transaction log that shall be retained for an OBIM-
specified period of time.  


r. HART shall be capable of accepting bulk transmissions of biometric transactions or 
deliveries of transactions in bulk file format and processing those transactions to 
accomplish high volume on-boarding of new customers or historical identity loading. 
HART shall execute transactions received in bulk quantities at low priority to avoid 
interference with current processing demand. Biometric transactions received in bulk 
may be fingerprint, latent print, iris, or facial modality transactions. This will be a 
new capability not currently available in IDENT. 


2.7.1 Fingerprint Matching – 10-Print and 2-Print 
In Increment 1 the Contractor shall deploy fingerprint matching capabilities that satisfy the 
performance and accuracy requirements specified in Appendix A. IDENT currently has separate 
fingerprint galleries for 10-print and 2-print modalities. Matching for each is performed by a 3M 
Cogent matching subsystem. The government seeks creative technical approaches to fingerprint 
matching that meet service level agreement performance guarantees and offer opportunities for 
optimizing efficiency in both hardware and software design and operation. The government 
encourages solutions that offer opportunities for initial and ongoing cost control.  
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a. HART shall implement fingerprint matching capabilities that meet the performance and 
accuracy targets listed in Appendix A. 


b. HART biometric matching subsystems shall communicate with the HART core 
application through the HART biometric matching subsystem interface.  


c. OBIM is open to technical strategies including but not limited to the following: 


1. Increasing the capacity of the existing duplexed IDENT fingerprint 
subsystems, one currently resident in each of the DHS Enterprise Data 
Centers, to satisfy future growth projections and performance requirements.  


2. Introducing completely new fingerprint matching subsystems to replace one 
or both of the existing IDENT fingerprint subsystems.  


3. Including multiple vendor fingerprint matching technologies or multiple 
matching algorithms from one or more vendors that may be focused on 
different processing tasks or workloads. 


4. Re-engineering the currently separate 10-print and 2-print matching 
subsystems into a single subsystem with a single fingerprint gallery. OBIM 
recognizes that 10-print and 2-print can be combined into a single gallery.  


d. OBIM is open to matching solutions hosted as described under Hosting Environments in 
Section 8.1, Guidelines. 


e. The HART fingerprint matching subsystem(s) shall support the forecast matching 
transaction volumes summarized in Appendix B. 


f. The HART fingerprint matching subsystem(s) shall be scalable such that the increasing 
volume of fingerprints can be managed within the proposed architecture and such that 
matching subsystem performance and response can be maintained with appropriate 
capacity upgrades as the fingerprint gallery increases in size.  


g. The Contractor shall provision all biometric matching capabilities.  


1. For data center hosted solutions, the Contractor shall design, size, procure, and 
installed any infrastructure (e.g. servers, data storage, and networking) needed to 
host the proposed matching subsystem(s).  


2. For matching provided as a cloud-based infrastructure service, the Contractor 
shall establish that service and provision all capabilities necessary to interface that 
service to the HART core application. 


h. The Contractor shall provision any communications capacity necessary for the proposed 
solution design. 


i. If the HART Contractor introduces a new fingerprint matching technology, the 
Contractor shall enroll those legacy fingerprint images currently residing in IDENT 
image storage, if necessary, in the HART matching subsystem employing that new 
matching technology.  


j. The Contractor shall migrate fingerprint matching operations from the existing legacy 
fingerprint matching subsystem to the HART system. Matching operations will continue 
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during the migration from IDENT to HART without interruption or performance 
degradation.  


2.7.2 Latent Fingerprint 
HART shall have a latent fingerprint management subsystem. The IDENT system currently 
utilizes the 3M Cogent CABIS system and Cogent Programmable Matching Accelerator (PMA) 
hardware matchers as its latent fingerprint management subsystem. 


CABIS is a commercial product currently consisting of a matcher interface, back end database, 
and the CABIS front-end interface. The matcher interface acts as the communication layer 
between the latent sub-system and IDENT. IDENT manages enrollments of IDENT known-print 
records both in IDENT and in the latent system. There is also a process where a daily download 
of new latent prints is received by the latent system, automatically encoded, and launched for 
matching against the known-print galleries in the latent system. Candidate matches to the known-
print gallery from both processes are reviewed by latent print examiners in the Biometric Support 
Center using CABIS workstations. Match adjudication results are recorded in the latent sub-
system and reported on from there. If a submitted latent print is not identified, it is enrolled in the 
Unsolved Latent File (ULF). 


All fingerprints submitted by OBIM’s customers are enrolled both in IDENT fingerprint galleries 
and in the latent print galleries. The “known-print” gallery in the latent system therefore contains 
at least one set of prints for each identity in IDENT; some records with derogatory information 
may have more than one latent enrollment to account for rolled and flat prints for additional 
matching accuracy on those high interest records. There are currently approximately 200 million 
identities enrolled in the latent known print gallery and 350 thousand in the ULF. Because each 
identity enrolled in the IDENT production matching subsystem is also enrolled separately in the 
latent system, growth of the latent print gallery can be expected to mirror that of the IDENT 
production fingerprint matching subsystem. 


a. The HART Contractor shall implement a latent print matching capability. This 
capability may be achieved by reusing the existing CABIS, by introducing a 
replacement system, by introducing a new technology to operate alongside CABIS, or 
by providing a cloud-based infrastructure service. The HART latent fingerprint 
matching subsystem may be cloud-based, a physical subsystem installed on-site in the 
DHS Enterprise Data Centers, a physical subsystem hosted in some other data center, 
or a hybrid of these approaches.  


b. The HART latent fingerprint matching subsystem shall be scalable such that the 
increasing volume of fingerprints can be managed within the proposed architecture.  


c. HART latent fingerprint matching solution shall communicate with the HART core 
application through the HART biometric matching subsystem interface.  


d. HART shall receive and process incoming service requests for latent fingerprint 
image matching and addition to the HART latent print gallery.  


e. HART shall generate responses to the initial request, if required, using the message 
format specified for that response.  


f. HART shall store incoming latent fingerprint images in the HART biometric 
modality image store, enroll those images in both the HART latent fingerprint 
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matching subsystem and the HART production fingerprint matching subsystem, and 
compare the submitted latent prints against the full OBIM fingerprint gallery for 
potential matches.  


g. HART shall forward potential matches to the BSC for examiner confirmation. 


h. HART shall have the ability to compare latent fingerprint submissions to the system’s 
existing 10-print and 2-print fingerprint holdings and generate a list of candidate 
matches to those existing fingerprint holdings.  


i. HART shall provide the ability for identities associated with fingerprints to be 
marked as having been matched to a latent submission. 


j. HART shall provide BSC with tools necessary to allow them to compare 10-print and 
latent fingerprint images submitted through HART interfaces and through direct 
external communications to images stored in the OBIM image data stores.   


k. HART shall provide the BSC with the capability to manage the incoming matching 
workload from HART, assign priorities to incoming match requests, reprioritize in-
queue match requests, distribute the matching workload among BSC examiners, track 
work queues and time to examination completion, and generate workload analyses. 


l. HART shall provide the BSC with the capability to receive fingerprints from 
non-HART sources, dispatch those fingerprints to HART for enrollment in the latent 
or 10-print fingerprint galleries as appropriate, and examine those prints received out-
of-band in the same manner as prints received through regular HART customer 
interfaces. HART shall enable BSC examiners to examine all prints, regardless of 
source, using BSC examination tools. 


m. The Contractor shall enroll legacy latent print images currently residing in IDENT 
image storage, as necessary during migration from IDENT to HART, in the HART 
latent fingerprint matching subsystem. Reenrollment will likely involve expert 
examiner interaction and print remarking. Latent print matching operations shall 
successfully transition from the existing legacy latent print matching subsystem to the 
HART system. Matching operations shall continue during the transition from the old 
system to the new system without interruption or performance degradation.  


2.7.3 Multimodal Bridge Solution (MMBS) 
The MMBS is IDENT’s low volume iris and facial matching subsystem. MMBS runs on the 
existing IDENT infrastructure and responds to messages submitted using the IDENT MIS 
specification. MMBS is implemented using NEC Integra technology and employs DeltaID and 
NEC iris matching algorithms and a NEC facial matching algorithm. MMBS communicates with 
IDENT using the MIS specification and TIBCO Enterprise Messaging Service queues on the 
IDENT Enterprise Service Bus.  


a. HART shall support the continued operation of the MMBS until the Increment 2 
multimodal capability has been implemented.  


b. HART shall interface with the MMBS and transmit matching requests to MMBS. MMBS 
shall continue to receive matching requests conforming to the MIS specification and 
operate until such time as the HART multimodal capability is implemented and iris and 
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facial matching has been successfully migrated from MMBS to the HART multimodal 
capability. 


c. The HART Contractor, as part of the implementation of HART Increment 1, shall ensure 
that the MMBS continues to operate and receive and respond to matching request 
messages without interference. 


d. The HART Contractor shall make any modifications necessary to enable the MMBS 
NEC matching subsystem to connect to the HART core system.  


2.8 Biometric Support Center Support Tools 
Support for BSC examiners requires that software applications be provided to allow them to 
perform essential biometric examination operations and that existing software applications 
continue to operate until replaced by next-generation capabilities. 


2.8.1  Basic Support Capabilities 
HART shall provide essential examination support applications for BSC examiners. 


a. HART shall provide BSC examiners with tools necessary to allow them to compare 
submitted fingerprint images to file images that are candidates for a match; perform 
biometric image corrections; retrieve current and historical identity information; retrieve 
a history of changes to identity information; and make necessary corrections to identity 
information and resolve incorrect associations of biometric images with identities.  


b. HART shall provide BSC examiners with the capability to retrieve and view any image 
independent of matching operations for troubleshooting, correction, and redress purposes. 
This applies specifically to iris images for resolving easily identifiable issues (e.g. 
cosmetic contact lens; partially obstructed image) but not to issues associated with 
matching operations. 


c. HART shall provide BSC examiners with the capability to override automated HART 
match determinations. In Increment 1, this routing shall be limited to potential fingerprint 
matches. 


d. HART Contractor shall ensure that there are sufficient numbers of software licenses to 
support a minimum of 64 fingerprint examiners in two locations: San Diego CA and 
Arlington VA. 


2.8.2 Support Application Upgrades 
The BSC currently has two software applications used for performing its identity management 
operations that require interaction with the current IDENT identity and image databases and will 
require interaction with the HART data stores in the future. Those tools are the Candidate 
Verification Tool (CVT) and SIT. CVT and SIT are custom coded applications. CVT interacts 
directly with the IDENT database to perform its operations; this system will require modification 
to interact with the new HART identity database. SIT interacts with the current IDENT database 
using service request messages conforming to the IXM specification and using four additional 
service requests that are not part of the IXM specification. CVT requires modification by the 
HART Contractor; SIT does not require modification. 
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a. The Contractor shall modify the CVT application so that it operates under HART and 
provides the same functionality that it currently provides while operating with IDENT. The 
modification shall enable the CVT application to interact directly with the future HART 
identity and image data stores. The Contractor shall assume maintenance and enhancement 
responsibility for the CVT application under HART. 


b. The Contractor shall configure the HART core application so that it can receive, process, and 
respond to all message formats in the IXM specification and to the four additional service 
requests submitted by the SIT application that are not found in the IXM specification. These 
services are: 


i) Merge identities; 
ii) Separate identities; 
iii) Add and remove photographs; and 
iv) Delete encounters. 


2.9  System Management 
HART will provide OBIM with capabilities for dynamically managing the HART transaction 
processing environment, providing visibility into the operations of that environment, and 
generating after-the-fact analyses and records of service volumes and efficiency of service 
delivery. 


a. HART shall provide the capability for system administrators to perform system 
operations management and modify system operational parameters without having to 
engage in source-code-level systems development (maintenance programming) activities 
and associated code-level testing.  


b. HART shall provide an administrative interface that will allow systems and business 
administrators to create and modify processing workflows, configure business processing 
rules, load and update customer SLAs, and perform other routine operations.  


c. HART shall provide the capability to track and log changes made to workflows, business 
processing rules, SLAs, and other administrative parameters and shall maintain audit 
trails of all such changes. 


d. HART shall create logs of identity transactions executed and of administrative changes 
made to the system. The system shall create and retain audit logs of all identity data 
retrieval requests, searches, and biometric matching results disseminated in response to 
customer service requests. It shall also capture processing statistics, metrics, and 
analytical data for performing system operations and root cause analyses. 


e. HART shall include a capability that establishes transaction processing performance 
baselines, monitors transaction performance relative to those baselines, detects deviations 
from baseline performance and diagnoses performance problems and isolates those 
problems to the specific subsystem where the problem originated in under an hour.  


f. HART shall create dashboard displays showing current system operating statistics, work 
queues, and general system health characteristics to enable system managers to assess 
and respond to processing issues in real time.  
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g. HART shall create standard operations reports and enable the creation of ad-hoc reports 
from various dashboard displays by system administrators.  


h. HART shall include the generation of periodic operational reports analyzing such system 
characteristics as overall transaction response times, response times delivered to specific 
customers, general workload management and disposition, log file analysis, and out of 
band operating incidents for further investigation and remedy. 


2.10  Performance Testing Prior to Production 
OBIM requires that all new applications and maintenance or enhancement releases of existing 
applications be subjected to performance testing prior to being deployed in production. This 
testing shall stress the HART application with workloads that both approximate and exceed 
workloads expected to be encountered in actual production processing. This test will determine 
whether the application meets its response time and matching accuracy targets. 


a. The Contractor shall develop a plan for executing a performance test for the HART 
system developed and integrated during Increment 1 that exercises all components of the 
HART application, employs quantities of transaction data that approximate anticipated 
transaction throughput, and operates against a representative identity database. 


b. The Contractor shall employ an OBIM-provided set of identities including identities 
selected for both transaction throughput and matching accuracy testing. This set of 
identities will consist of approximately 50 million identities for volume testing. This set 
of identities will have corresponding images – multiple per modality per identity – for use 
in testing.  


c. The Contractor shall implement a simulation capability to supplement the 
OBIM-provided set of identities (see above) to increase the stress load on the system up 
to and beyond OBIM’s forecasts for growth in its identity data stores.  


d. The Contractor shall provide the infrastructure necessary for the performance test and 
ensure its installation and operational support. For HART Increment 1, the performance 
test infrastructure may consist of all or part of that infrastructure that that the Contractor 
has put in place to host HART production processing provided that IDENT production 
processing is not degraded. Alternatively, in Increment 1, the performance test 
infrastructure may be independent of the HART production environment and may include 
all or part of the full Performance Test Environment that the Offeror will deliver as part 
of the HART effort.  


e. Following the achievement of IOC, the Contractor shall conduct all required performance 
tests using the Performance Test Environment infrastructure. 


f. The Contractor shall ensure that the selected testing environment generates sufficient 
measurement data to demonstrate at a minimum response times achieved, matching 
accuracy levels attained, control of access to and release of system data, security and 
access control, and transaction volumes processed.  
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2.11  Performance Test Environment 
HART shall include an independent testing environment for stress testing HART and other 
OBIM applications prior to implementation in production without affecting system availability 
or degrading production processing performance. OBIM does not currently have a robust testing 
environment that is independent of the IDENT production environment in which it can stress test 
new releases of the current IDENT system and has been criticized for installing system releases 
in production without prior high-volume stress testing. The HART Performance Test 
Environment will be the venue for performing appropriate stress testing and will house sufficient 
amounts of test data (i.e. transaction data, identity data, and image data) to allow for the 
approximation of production processing volumes. OBIM will provide the necessary test data for 
test execution. Performance and stress tests shall be conducted prior to moving HART 
applications into the production processing environment. 


a. HART shall implement a permanent performance testing environment that is independent 
of the HART production environment and is capable of subjecting HART and its 
component applications to performance tests that replicate production workloads in 
transaction volume, timing, mix of transaction types and sources, interfaces, and 
workload management configuration. This test environment shall enable the assessment 
of HART’s ability to withstand and process workloads that match and exceed anticipated 
production workloads.  


b. The HART Performance Test Environment shall archive performance data and related 
input conditions to support regression analysis of performance.  


c. The Performance Test Environment shall be independent of the production processing 
environment and shall duplicate the architecture, but not necessarily the sizing or the 
specific equipment items, in the HART production environment. This environment shall 
contain all of the operating system, application, data management, system management 
and monitoring, and utility software found in the production environment.  


d. The Performance Test Environment may be hosted following the Hosting Environments 
guidelines in Section 8.1. If the Performance Test Environment is not hosted in the same 
facility as the production environment, it should employ the same hardware as the 
production environment. If any part of the production environment is hosted in the cloud, 
the corresponding elements of the Performance Test Environment should be hosted by 
the same cloud provider. 


e. The Performance Test Environment shall host a test identity data store, a test image data 
store, and a test transaction stream that includes a set of business processing transactions 
for test purposes that reflects a typical mix transaction types encountered in normal 
production processing. Test data shall also include matching accuracy test cases that can 
be used to verify the matching accuracy of each of the HART matching subsystems. The 
test identity database shall contain a sufficient volume of identity and associated data to 
approximate production processing performance of data access, retrieval, and update 
operations during testing. The accuracy test database shall be able to be updated 
periodically to add test cases to address changing characteristics of incoming biometric 
modality images and to add test cases for new biometric modalities. The actual test data 
will be provided by OBIM.  


37 of 158







 


 


f. The Performance Test Environment shall be able to store a transaction stream for use in 
testing and have the capability to resubmit that transaction stream sufficient numbers of 
times to achieve the necessary transaction volumes.  


g. The Performance Test Environment shall be capable of simulating test parameters. The 
Performance Test Environment will share access to simulation capabilities with the Test 
Systems described in Section 5.5. HART testing environments shall have the capability to 
simulate the following: 


i. Transaction load – a capability to generate a test transaction stream in lieu of or in 
addition to a stream of IDENT transactions captured for testing purposes.  


ii. Biometric matching operation – a capability to simulate the action of biometric 
matching capabilities during testing operations when actual biometric matchers 
are unavailable and for volume testing when matchers attached to a test system 
lack the capacity for production level processing. This simulation is a substitute 
for a full complement of biometric modality matching subsystems when biometric 
matching performance or accuracy is not specifically being tested.  


iii. Interfaces – a capability to simulate interfaces with external systems currently 
connecting to IDENT for test purposes without the participation of the external 
interface owning organization. 


iv. End user interaction – a capability to simulate end user system interactions for 
testing purposes. 


h. The Performance Test Environment shall include monitoring, data capture, and logging 
capabilities necessary to collect the data necessary to demonstrate performance results 
using analytical methods to determine test result accuracy. 


i. The Performance Test Environment shall include a limited scale matching subsystem for 
each matching technology present in the HART production system for each biometric 
modality being matched by the overall system. Each matching subsystem shall have the 
capacity to hold and process a gallery of 2 million identities for each distinct modality to 
be matched by HART (i.e. 10-print; 2-print; iris, and face). The Performance Test 
Environment shall also be capable of connecting to additional matching subsystems for 
testing different matching technologies for current or biometric modalities and 
technologies for matching additional biometric modalities in the future. These limited 
scale systems shall be used for conducting matching accuracy tests and shall house 
specialized ground truth test data (i.e. transaction and identity data) for evaluating the 
accuracy of biometric matching technologies.  


j. The Performance Test Environment shall have the capability to manage a test data set and 
restore that data set to its pre-test condition following performance tests. 


k. The Contractor shall provide Level 2 and Level 3 operational support (see Appendix C, 
Definitions) for the Performance Test Environment if implemented in a DHS Enterprise 
Data center and ensure the equivalent of Level 1, 2, and 3 operational support if all or 
part of that environment is hosted in other data centers or implemented using cloud-based 
infrastructure services.  


l. The HART Contractor shall manage the operation of the Performance Test Environment. 
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m. At IOC, the Performance Test Environment shall be provisioned with the application 
software, data storage capacity, computing capacity, and data necessary to conduct 
production volume stress tests of the HART Increment 1 core application suite and 
infrastructure. Post-IOC, this environment shall be used to stress test all additions, 
updates, and enhancements to the HART system before being transferred into the HART 
production processing environment. 


n. The Contractor shall provision the Performance Test Environment so that it duplicates the 
architecture of the HART production environment but not necessarily the capacity. This 
provisioning shall include provisioning all required computing, data storage, networking, 
and software services for cloud-based implementations. Provisioning shall include the 
procurement of any computing, data storage, networking, peripheral equipment, and 
software infrastructure necessary for data center implementations and ensuring the 
delivery and installation of that infrastructure in the subject data centers. For cloud-based 
infrastructure service implementations, provisioning shall include providing all 
capabilities and capacities necessary to support the testing objectives of the environment. 
The Contractor shall ensure that the entire Performance Test Environment and all of its 
components have been tested and are in an operational state. 


o. Performance Test Environment software or software services shall include all 
infrastructure software (e.g. operating systems, utilities, monitoring applications, data 
store management systems, etc.) necessary to mirror the HART production software 
environment; all software tools to be used in testing the HART system processing 
application; and all COTS, GOTS, or open-source applications integrated into HART. 


p. The Performance Test Environment architecture shall, to the extent practicable, be 
sufficiently flexible so as to enable the rapid reconfiguration of test components and test 
data 


2.12  Pre-Production Operations and Maintenance Support 
Depending upon the Contractor’s system architecture and deployment plan, the resulting HART 
testing and production systems and all associated subsystems may be hosted following the 
Hosting Environments guidelines in Section 8.1. 


Components of both test and production systems will be implemented in their respective hosting 
environments during system development and integration.  


a. The HART Contractor shall ensure the provision of Level 1, Level 2, and Level 3 pre-
production O&M support for all HART components and subsystems depending on 
hosting arrangements. See Appendix C, Definitions, for a description of Levels 1, 2, and 
3. This applies to virtualized developmental and testing environments, the Performance 
Test Environment, and production environments – both before and after the initiation of 
production processing. 


b. For HART components installed in DHS Data Centers, the Contractor shall provide 
Level 2 and Level 3 O&M support beginning with the installation of those components in 
the data center. DHS has contracts in place that provide Level 1 O&M support for 
systems installed in the DHS Enterprise Data Centers; OBIM will issue the necessary 
contracts or task orders for this Level 1 support. All HART components residing in the 
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Enterprise Data Centers will receive Level 1 O&M support under those existing 
contracts.  


c. For HART components that are retained from the IDENT system, the Contractor shall 
assume Level 2 and Level 3 O&M support for those components at the time they are 
incorporated into the HART system architecture. At IDENT retirement, all remaining 
components of the IDENT infrastructure planned to be absorbed into HART shall transfer 
to the HART Contractor for Level 2 and Level 3 O&M support. 


d. For HART components provisioned as a cloud-based infrastructure the HART Contractor 
shall ensure the provision of the equivalent of Level 1, Level 2, and Level 3 equivalent 
O&M support from the date of service initiation for the cloud-based services.  


e. The Contractor shall apply regular system patches and implement HART application 
upgrades, software patches, and application releases no less frequently than monthly.  


f. The Contractor shall apply security patches within 20 business days from patch release or 
as directed by the Government. 


2.13  Migration from IDENT to HART Production Processing 
The progression of HART from development through integration, testing, acceptance to 
implementation of production operation will require the planning of a phased migration of 
customer workload from IDENT to HART; the conversion of IDENT data stores into their 
HART equivalents; a period of parallel operation of IDENT and HART maintaining 
synchronization between IDENT and HART data stores; and contingency planning in the event 
that reversion to IDENT becomes necessary. 


a. The Increment 1 migration from IDENT operations to HART operations shall occur 
without unscheduled interruption of service delivery to OBIM’s customers, with minimal 
scheduled service outages, and without degradation in service levels (response time) to 
those customers. This shall apply to any incremental implementation of HART 
functionality.  


b. Any IDENT components or subsystems planned for reuse into HART shall continue to 
support IDENT processing and support IDENT service delivery without interruption until 
such time as those components are no longer required for IDENT processing. 


c. Migration from IDENT to HART shall be preceded by the modification of the CVT 
application used by BSC examiners to ensure the continuation of support for 10-print and 
2-print fingerprint match adjudication during and after migration (See Section 2.8.2). 


d. A migration plan addressing both system and data store conversion and migration shall 
be developed and submitted to the Government for review and approval. The plan shall 
also address the phased migration of OBIM customers from IDENT to HART processing. 


e. Migration shall be accompanied by fully documented operating procedures that detail the 
process for executing the migration from IDENT to HART, including procedures for the 
installation, operation, and maintenance of the HART core application suite and 
supporting infrastructure developed during Increment 1.  
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f. As part of HART migration all identity, encounter, and image data characterizing 
identities in the production IDENT identity and image data stores shall be converted from 
the IDENT data store structure to the HART data structure. Conversion shall include a 
quality assessment of IDENT identity data and any data clean-up, separation of identities, 
identity deduplication, identity consolidation, data correction, or other data modification 
that may be necessary to prepare IDENT identity data for loading into the HART data 
store structure. The Contractor may use any existing OBIM data migration tools, data 
cleansing tools, and data correction methods and techniques in the migration effort.  


g. The Contractor shall migrate fingerprint matching operations from the existing legacy 
fingerprint matching subsystem to the HART system. The Contractor shall, if necessary, 
enroll legacy fingerprint images in the HART fingerprint matching subsystem(s) as part 
of the migration. Fingerprint matching operations will continue during the migration from 
IDENT to HART without interruption or performance degradation.  


h. The HART Contractor shall procure or develop any applications necessary for 
accomplishing data store conversion and shall provision any temporary computing or 
data storage infrastructure that the Contractor’s migration plan deems necessary to 
accomplish the IDENT data store conversion and subsequent coordination between 
IDENT and HART during parallel operations. Any temporary computing capacity or data 
storage, if required, may either be cloud-based or installed in a data center.  


i. During parallel operations, database updates to legacy IDENT and HART shall be kept in 
synchronization; updates shall be made to both systems’ data stores.  


j. The HART Contractor shall test all elements of the data migration effort prior to 
conducting the actual migration. 


2.14  Increment 1 – Customer Migration 
During Increment 1, the Contractor shall transition OBIM customers from IDENT processing to 
processing under HART. The contractor shall migrate a minimum of one customer during 
Increment 1.  


a. The HART Contractor shall identify the OBIM customers to be migrated and develop a 
plan for accomplishing the migration. 


b. The HART Contractor shall coordinate with each customer to configure and test each 
customer’s service request interface to ensure that the interface has been properly 
configured and that interface operation and interaction with HART have been 
successfully tested and demonstrate proper service execution. 


c. The HART Contractor shall schedule and coordinate the redirection of each customer’s 
incoming service requests from IDENT to HART. 


d. In Increment 1, the HART Contractor shall migrate at least one current OBIM customer 
from IDENT to HART in order to achieve IOC while IDENT processing continues for 
the remainder of OBIM customers and without affecting the service response for the 
migrated customer or other OBIM customers. 


e. During Increment 1, the Contractor shall migrate such other customers as practicable 
during the Increment 1 schedule timeframe. 
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2.15  Increment 1 – Operational Data Reporting Continuity 
OBIM is in the process of implementing a cloud based data warehouse, the ODS/ODR system. 
This system will include a data warehouse implemented on the AWS GovCloud using the 
Amazon Redshift database and the Birst business intelligence application. The ODS/ODR 
consists of two distinct parts: ODS and ODR. 


ODS is a data staging area located in the Enterprise Data Center that holds a subset of the 
IDENT database. Storage size for this subset is currently estimated to be between 40 and 50 
terabytes of data. The information in the ODS consists of tables selected from the IDENT Oracle 
database and copied from the inactive IDENT database into the ODS using Informatica 
PowerExchange Change Data Capture. The ODS database is managed in a separate Oracle 
database. The copied tables contain only text identity and biographical information – no 
biometrics are included.  


Informatica PowerCenter executes extract, translate, and load operations to extract data from the 
ODS and format it for upload to Amazon Simple Storage Service (S3); PowerCenter Integration 
Service copies data from Amazon S3 to the Amazon Redshift data warehouse for reporting and 
analytical processing using the Birst business intelligence tool. There are currently forty-one (41) 
recurring operational reports that will be generated by the ODR. The ODR will be used to 
respond to ad-hoc information and additional reporting and analytical requests to support OBIM 
operations and requests from OBIM customers. 


The operation of ODS including copying of IDENT Oracle data tables to the ODS, ETL data 
extraction, and upload to ODR is the responsibility of the Enterprise Data Center operations 
contractor. Use of the Birst tool operating in the AWS GovCloud will initially be limited to a 
small number of OBIM staff or support contractors who will provide analytical and reporting 
services. Use of ODR will expand within OBIM as expertise with the Birst tool becomes more 
widespread. Eventually, OBIM will grant access to Birst to small numbers of staff in selected 
customer organizations. Initially, OBIM has contracted for fifty (50) licenses for Birst.  


In Increment 1, the cloud portion of the system, the ODR, will remain in place without 
modification. 


a. The HART Contractor shall ensure that the existing ODR system continues to operate 
during Increment 1. The Contractor shall implement an ETL process operating on the 
HART data stores that extracts from HART the same information as that currently 
extracted from the IDENT ODS and formats that extracted data for upload into the 
existing ODR.  


b. The HART Contractor shall operate the ETL process against the HART data stores and 
upload the data extracted by the HART ETL process to the ODR in the Amazon 
GovCloud to maintain the currency of ODR data and support continued analytical and 
reporting operations conducted by OBIM personnel. 


Note: ODS/ODR implementation is currently in progress but not yet complete.   
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 ETL specifications and data structures, while not currently available, will be provided when 
completed. 


2.16    Increment 1 Training 
The Contractor shall develop and deliver training that will enable OBIM to maintain, operate, 
enhance, and sustain the HART system as delivered in Increment 1.  


a. The Contractor shall develop Increment 1 training for audiences drawn from the 
following classes of HART system users. 


a. System administration, operation, and hardware maintenance personnel 
b. Software application development, maintenance, and enhancement personnel 
c. BSC biometric examination personnel. (Note: Training for BSC personnel shall 


be required if and only if any of the relevant tools or systems pertaining to BSC 
operations have been changed or modified during Increment 1) 


b. The Contractor shall develop and deliver training for relevant members of the above three 
audiences in two modes: 1). Classroom with guided hands-on training; and 2). Web-
accessible training available on a self-service basis.  


c. The Contractor shall deliver training to contract staff providing HART operations, 
maintenance, and technical support and to Federal operational and technical staff.  


d. Web-based training must be Sharable Content Object Reference Model (SCORM)-
compliant and compatible with Internet Explorer version 11 and above, Google Chrome, 
and other major browsers. Training may be delivered via multiple learning management 
systems.  


e. During Increment 1, the Contractor shall conduct up to 6 sessions of classroom with 
hands-on training for up to 20 attendees per session and shall address the following topics 
at a minimum: 


i. HART operations and maintenance for HART production, NPE, and Performance 
Test environments 


ii. HART system health monitoring and operations management 
iii. HART disaster recovery 
iv. HART automated test and continuous testing frameworks and operations 
v. Biometric identification system workflow definition and modification and 


business rule specification, modification, and management 
vi. Fingerprint and Latent Print recognition system designs 


vii. New fingerprint examination tools, if introduced during Increment 1 
f. The Contractor shall develop the instructional content and presentation and shall conduct 


the training. The Contractor shall also develop training presenting the same content in a 
recorded webinar format that can be viewed on a self-service basis. 


g. The Contractor shall present each module to OBIM for one (1) instructional design 
review cycle. 


h. If BSC training is required due to a change in BSC tools during Increment 1, the 
Contractor shall conduct six (6) sessions of classroom with hands-on training to be held 
in Arlington VA with from 8 to 10 attendees in each session. For BSC personnel located 
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in San Diego, the Contractor shall conduct five (5) sessions to be held in San Diego for 
from 8 to 10 attendees per session.  


i. The Contractor shall conduct 2 sessions of classroom with hands on training focused 
specifically on help desk personnel for up to 15 attendees each. The Contractor shall also 
develop training presenting the same content in a recorded webinar format that can be 
viewed on a self-service basis. 
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3 Post-IOC Customer Migration 
Following IOC and the completion of Increment 1, the Contractor shall continue the migration of 
OBIM customers from IDENT to HART until all IDENT service request processing has been 
migrated to HART and IDENT is no longer processing incoming service requests.  


a. The Contractor shall identify those OBIM customers whose service request processing 
was not migrated to HART during Increment 1. 


b. The Contractor shall schedule and coordinate the redirection of each customer’s 
incoming service requests from IDENT to HART. 


c. The Contractor shall coordinate with each customer to test each customer’s interface and 
associated services to ensure proper operation and interaction with HART. 


d. The Contractor shall successfully complete the migration of OBIM Customers’ service 
request processing from IDENT to HART. 


e. The Contractor shall coordinate as required with Government and other contractor 
personnel responsible for IDENT operation and maintenance to ensure the smooth 
migration of each customer’s processing to HART. 


4 HART Increment 2 - Production-Scaled Multimodal 
Modality Matching and Fusion 


Multimodal matching will implement iris and face matching capacities at levels that can meet the 
projected matching workloads for those modalities. Multimodal matching will introduce those 
new business processing workflows and business rules necessary to leverage multiple biometric 
modalities to improve the overall level accuracy of OBIM’s matching operations. 


4.1  HART Multimodal Infrastructure 
Multimodal infrastructure will consist of iris and face matching subsystems capable of meeting 
HART production processing volume and performance targets specified in Appendix A.  


a. HART Increment 2 shall implement high volume iris and facial matching subsystems 
to its infrastructure.  


b. Face and iris matching may be hosted in any environments described in the Hosting 
Environments guidelines in Section 8.1.  


c. At the completion of Increment 2, OBIM shall have an identity management system 
capable of determining whether the fingerprint, iris, and facial image scans on file 
match those submitted by an OBIM customer.  


d. The HART production level iris and facial matching subsystems may be implemented 
by expanding the capacity of the existing limited scale MMBS pilot iris and facial 
matching capability. Alternatively, the Contractor may augment the MMBS matching 
capability or replace it with one or more alternative matching technologies. 


e. The Contractor shall select, procure, install, tune, optimize, and implement matching 
technologies for iris and facial matching subsystems if those subsystems are to be 
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deployed in an Enterprise Data Center. If those matching services are to be deployed 
in a non-DHS data center or be provided as a cloud service, the Contractor shall 
connect that service to the HART core application and ensure that any cloud service 
provider or alternative data center meets the security requirements in Section 4.1.  


f. The Contractor shall design subsystems for iris and facial matching; the Contractor 
shall acquire, install, and test the infrastructure necessary for implementing those 
subsystems. The face and iris matching subsystems shall be sized to accommodate the 
volume of images specified in Appendix B.  


g. The Contractor shall transition facial images from the production IDENT image data 
store and from the MMBS facial matching subsystem, if necessary, into the HART 
facial matching subsystem. The Contractor shall perform a quality analysis on 
photographic images currently in IDENT and select those that meet an OBIM 
specified minimum quality threshold for loading into the HART facial matching 
subsystem. 


h. The Contractor shall transition iris scans from the IDENT image store and from the 
MMBS iris matching subsystem, if necessary, to the HART iris matching subsystem 
and shall enroll each iris scan in the HART iris matching subsystem. 


i. The Contractor shall connect each matching subsystem (or service) to the HART core 
application through the HART biometric matching subsystem interface. Each 
individual subsystem shall be tested for basic operation, performance, and matching 
accuracy; each subsystem shall meet or exceed the accuracy thresholds specified in 
Appendix A. 


4.2  Multimodal Transaction Processing 
HART Increment 2 will implement service request processing that processes iris and facial 
matching service requests in addition to processing fingerprint matching service requests. 


a. The Contractor shall implement the service requests documented in the HART FRD 
for Increment 2.  


b. The Contractor shall implement service requests capable of service request processing 
for fingerprint, face, or iris modalities individually and in any combination. 


c. The Contractor shall develop the necessary workflows and business processing rules 
required to implement service request processing for each biometric modality 
individually and shall implement workflows and business rules necessary to 
implement fusion processing for any combination of biometric matching results from 
fingerprint, iris, and facial matches and shall integrate those into the HART core 
application. 


d. The Contractor shall develop and implement a fusion capability that can leverage the 
matching results from combinations of fingerprint, iris, and facial modality matching 
results from two or more matching subsystems to achieve a higher match confidence 
and accuracy than would be possible with a single match result from a single 
modality alone.  
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e. The Contractor shall transition production iris and facial modality processing from 
the legacy MMBS subsystem to the new full capacity HART subsystems. 


4.3  Multimodal Biometric Service Center Support 
The implementation of multimodal processing in HART Increment 2 will increase examination 
demands on the BSC by adding iris and facial match examination to the BSC’s existing 
fingerprint workload. The BSC will require software applications that will enable its examiners 
to compare potential iris and facial matches in order to make an expert determination. 


a. The Contractor shall equip the BSC with software applications and supporting 
infrastructure that shall allow examiners to view and compare iris and facial modality 
scans in addition to 10-print fingerprints and latent prints; resolve indeterminate 
biometric matches; merge and split identities; resolve incorrectly sequenced 
biometrics; and transfer mismatched biometrics and biographical data from one 
identity to another. Those software tools shall enable examination of facial matches 
and shall enable troubleshooting of iris matching results.  


b. The Contractor shall equip the BSC with any infrastructure, software, and associated 
licenses to accommodate a minimum of fifteen (15) examiners for face and iris match 
adjudication, nine (9) to be located in San Diego CA and six (6) located in Arlington 
VA. 


c. The Contractor shall integrate new software applications supporting BSC operations 
with the BSC’s automated queue-based workflows and workflow management 
system. 


4.4 Increment 2 Testing Environments 
Increment 2 will add capabilities to the HART system. In order for the Performance Test 
Environment to be capable of subjecting the complete HART application as it exists at the end of 
Increment 2 to production level transaction processing and data management workloads, 
additional hardware and software elements may need to be added to that environment to fully 
reflect the implementation of multimodal processing during Increment 2. Additions to the HART 
development and test environments may also be necessary for future maintenance and 
enhancement to the HART application. 


a. The Contractor shall complete the build-out of the Performance Test Environment in 
Increment 2. The Contractor shall make all additions to the Performance Test 
Environment implemented during Increment 1 necessary to mirror the production 
environment resulting from Increment 2 development and integration efforts.  


i. The Contractor shall implement all hardware and software capabilities 
necessary to mirror the HART system production environment. The 
Contractor shall identify the necessary capabilities and size, acquire, 
implement, test, and ensure that the environment is ready for the conduct 
of production volume performance and stress testing.  


ii. The Contractor shall add iris and facial matching subsystems to the 
Performance Test Environment infrastructure for matching accuracy 
testing purposes. These subsystems shall be of the same technologies as 
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those selected for production face and iris matching. Increment 2 shall add 
simulation capability to substitute for actual iris and facial matching 
during production workload volume testing. 


iii. Test data present in the Performance Test Environment shall include both 
a test identity data store and a test image data store. The Contractor shall 
load test identity, image, and transaction data into the Performance Test 
Environment as necessary to test multimodal biometric matching and 
fusion and load test data necessary for testing the accuracy of iris and 
facial modality matching operations. 


iv. At the completion of Increment 2, the Contractor shall deliver a fully 
functioning performance testing infrastructure capability ready to test 
releases of the HART core application and its associated subsystems under 
transaction processing loads and database volumes. Tests shall be 
conducted in a technical environment having an architecture identical to 
the architecture, but not necessarily the capacity, of the OBIM production 
processing environment, but which is hosted and provisioned such that 
testing conducted in the Performance Test Environment has no impact on 
production system operation, availability, or performance. 


b. The Contractor shall implement scaled-down iris and facial matching subsystems 
accessible by the non-production environment (NPE) testing environments – both the 
Performance Test Environment and testing systems described in Section 5.5 - to 
ensure that those environments contain the ability to test each matching technology in 
use in HART. These environments shall be sized to accommodate galleries holding 2 
million iris and 2 million face modality templates. 


c. The Contractor shall implement a simulation capability in the NPE testing 
environments so that application testing can proceed without actually engaging the 
physical test matching subsystems. 


4.5 IXM Specification Version 6.2 Upgrade 
Service requests planned for implementation during Increment 2 and specified in the FRD will 
require updates to the IXM 6.1 specification to accommodate the data requirements of the 
service requests planned for implementation during Increment 2. 


a. The Contractor shall identify the data requirements associated with each service 
request specified for implementation during HART Increment 2. 


b. The HART Contractor shall create IXM version 6.2 which shall be the upgrade to the 
IXM 6.1 specification developed during Increment 1 necessary to implement all 
Increment 2 service request data requirements. Note that IXM schema updates should 
pursue NIEM conformance where appropriate. 


c. The Contractor shall implement all HART Increment 2 service requests in accord 
with the new IXM 6.2 specification and ensure that all HART service requests 
implemented in both Increment 1 and Increment 2 operate using IXM 6.2  
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4.6  Increment 2 Training 
The implementation of HART Increment 2 will be accompanied by training necessary to enable 
the future operation and maintenance of the system. 


a. The Contractor shall develop and deliver training for new capabilities enabled during 
increment 2. The Contractor shall also enhance the training developed during 
Increment 1 to account for system features and functions added to HART during 
Increment 2 that apply to the following classes of HART system users. 


i. System administration, operation, and hardware maintenance personnel 
ii. Software application development, maintenance, and enhancement personnel 


iii. BSC personnel 
b. The Contractor shall develop and deliver training for relevant members of the above 


three audiences in two modes: 1). Classroom or guided hands-on training; and 2). 
Web-accessible training available on a self-service basis.  


c. The Contractor shall deliver training to contract staff providing HART operations, 
maintenance, and technical support and to Federal operational and technical staff in 
the National Capitol Region. 


d. Web-based training must be Sharable Content Object Reference Model (SCORM)-
compliant and compatible with Internet Explorer version 11 and above, Google 
Chrome, and other major browsers. Training may be delivered via multiple learning 
management systems.  


e. During Increment 2, the Contractor shall conduct up to 6 sessions of classroom with 
hands-on training modules specifically related to HART for up to 20 attendees per 
session that shall address at a minimum the following topics: 


i. HART operations and maintenance update for multimodal processing 
ii. Multimodal processing including workflow definition and modification and 


business rules creation, modification, and management for multimodal processing 
iii. Iris and Facial examination, comparison, and matching tools for the BSC 
iv. Facial recognition systems design 
v. Facial recognition training for the BSC 


vi. Iris recognition systems design 
f. The Contractor shall also enhance the webinar-based training developed during 


Increment 1 to include the above Increment topics and conduct two (2) sessions of 
classroom with hands-on training specifically for help desk personnel for 15 attendees 
each.  The Contractor shall also develop training presenting the same content in a 
recorded webinar format that can be viewed on a self-service basis. 


g. The Contractor shall develop training for BSC personnel in the use of those software 
tools provided to support iris and facial match examination and adjudication. The 
Contractor shall also develop training presenting the same content in a recorded 
webinar format that can be viewed on a self-service basis. 


h. The Contractor shall conduct two (2) sessions of classroom with hands-on training to 
be delivered in San Diego CA for 6 to 8 attendees each for BSC personnel located in 
San Diego, CA and two (2) sessions of classroom with hands-on training to be 
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delivered in Arlington VA for 6 to 8 attendees each for BSC personnel located in 
Arlington VA.   


i. The Contractor shall present each module to OBIM for one (1) instructional design 
review cycle. 
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5  General Objectives 
The objectives in this section shall apply to each HART Increment and to each exercised Option.  


5.1  Security 
HART is categorized as a Federal Information Processing Standard (FIPS) 199 “High”, “High”, 
“High” for Confidentiality, Integrity, and Availability (CIA) and requires commensurate levels 
of system security.  


a. The Contractor shall design, develop, and implement a security authentication and 
authorization process for HART that shall integrate with DHS Enterprise Security and 
shall comply with DHS Sensitive Systems Policy Directive 4300A, Homeland Security 
Presidential Directive 12, and all other applicable DHS security requirements. 


b. The Contractor shall ensure that the HART security authentication and authorization shall 
comply with the eighteen security control families set forth in NIST Special Publication 
(SP) 800-53 Revision 4, Security and Privacy Controls for Federal Information Systems 
and at https://web.nvd.nist.gov/view/800-53/Rev4/home. 


c. The HART Contractor shall ensure that any cloud infrastructure provider included in the 
HART solution possesses FedRAMP certification at the “High”, “High”, “High” levels 
and shall ensure that: 


i. Data in the cloud is secured in accordance with all applicable federal regulations, 
DHS management directives, and industry best practices; 


ii. Audit records are detailed and incidents can be rapidly coordinated with the DHS 
Security Operations Center (SOC); and 


iii. Statutory data reproducibility requirements and Federal Rules of Evidence for 
Criminal Proceedings and eDiscovery are supported. 


d. The HART Contractor shall ensure that any non-DHS data center proposed as a hosting 
location for HART meets the minimum security requirements specified in FIPS 200.  


e. The HART Contractor shall ensure that any non-DHS data center proposed as a hosting 
location for HART is certified to host federal information systems with a security 
categorization of “High”, High”, “High” for CIA as defined in FIPS 199.  


f. The Contractor shall ensure that HART interfaces and interacts with the Password 
Issuance Control System (PICS) and support approved DHS Homeland Security 
Presidential Directive (HSPD)-12 Public Key Infrastructure (PKI) Methods for access 
control. 


g. HART shall be resilient to denial of service attacks. 


h. HART shall be resilient to attacks that cause degradation of service. 
i. HART shall implement access controls to mitigate data manipulation attacks. 


j. HART shall monitor system activities to identify and take action on: 


i. Potential data manipulation attacks 
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ii. Potential data exfiltration attacks 


k. HART shall maintain separate roles and access privileges as part of a strategy to mitigate 
external pivot attacks. 


5.2  Security Authorization Process 
Each major implementation of HART components must complete the security authorization 
process, formerly known as certification and accreditation (C&A), prior to being placed in 
operation. The result of a successful security authorization process will be an Authority to 
Operate (ATO) issued by the Authorizing Official (AO). 


a. The Contractor shall execute all security authorization process analysis and generate all 
required security authorization process artifacts for each HART component or subsystem 
requiring an ATO. The Contractor shall deliver all security authorization process 
documentation for transmittal to the DHS Inventory Management Team for entry in the 
DHS Information Assurance Compliance System (IACS).  


b. The Contractor shall generate security authorization artifacts, as determined to be 
required, leading to an ATO for the all components of the HART program including but 
not limited to the following: 


i. HART Increment 1 – HART core application and production environment(s); 


ii. HART Increment 1 – Performance Test Environment; 


iii. HART Increment 1 – Non-production development and testing environment; 


iv. HART Increment 1 – Fingerprint matching subsystems for 10-print and latent 
print matching; 


v. HART Increment 2 – Multimodal face and iris matching subsystems and updates 
to the HART core application to incorporate face and iris match processing and 
fusion with fingerprint matching results; 


vi. HART Increment 2 – Performance Test Environment, if required as a result of 
Increment 2 upgrades; 


vii. HART Increment 2 – Non-production development and testing environment, if 
required as a result of Increment 2 upgrades; and 


viii. HART Increment 2 – Data Warehouse. 


c. The Contractor shall remediate all significant security weaknesses identified in HART 
during testing or during the security authorization process in a timely manner to allow the 
AO to issue the ATO for each deployed HART Increment and for each subsequent 
system release or enhancement. 


5.3  Early Delivery of Functionality 
The DHS Agile Development and Delivery Instruction identifies Agile as the preferred approach 
for all IT programs and projects, when appropriate. This guidance is consistent with the concept 
of modular development as outlined in the 25 Point Implementation Plan, which places a 
relatively short “time box” around a project or project segment in which to plan, design, develop, 
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test, and implement a capability. This guidance calls for the delivery of working software to 
users in discrete increments within shortened time frames of six months or less for initial 
delivery of new projects.   


a. The Government’s objective is to develop and deploy HART in production and begin to 
phase-out the IDENT system as early as is practicable. To that end the Government 
encourages the early delivery of useful system segments of capability, ultimately 
resulting in the early implementation of the system in production. Useful segments may 
be fully developed, integrated, and tested applications; operations-ready system 
components such as servers or data storage; necessary development products that are 
prerequisites for subsequent design and development activities such as the delivery of a 
data architecture, logical data model or physical data model; the delivery of a subsystem 
design; or the installation of a system component such as a server ready for application 
integration.  


b. The Government now requires the use of development approaches that embrace Agile 
principles and that are iterative, useable, and time boxed resulting in the opportunity for 
the delivery of identifiable, successfully tested, and measurable capabilities sooner in the 
systems engineering life cycle. The Government invites Contractors to propose 
innovative strategies to achieve partial or total production operation at the earliest 
possible point in their proposed schedules using Agile approaches. The Government 
invites proposals of strategies that provide transparency and visibility into development 
throughput and performance metrics throughout the development life cycle. 


5.4  Testing 
HART operational and performance testing shall include testing of HART applications and the 
procedures developed for system operation, system maintenance, system administration, business 
process administration, and help desk support. 


a. The Contractor shall rigorously test all HART applications prior to acceptance by the 
Government and shall successfully complete performance and stress testing prior to the 
transition of the system from test to production operation, according to the test plans 
developed by the Contractor, approved by the Government, and in accordance with the 
test strategy and framework documented in the Test and Evaluation Master Plan (TEMP). 
Performance and stress testing shall occur with operationally-representative transaction 
and data volumes and the Contractor shall demonstrate system resilience and the ability 
to meet transaction response requirements specified in SLAs under production 
workloads.  


b. The Contractor shall employ the Agile principle of continuous testing during HART 
application development and integration.  


c. The Contractor shall support third party testing activities in addition to conducting its 
own testing activities. The Contractor shall support independent verification & validation 
(IV&V) activities and testing directed by the HART Operational Test Agent (OTA). An 
IV&V contractor will perform analyses and will execute tests in the various HART 
system test environments. The HART OTA will design and oversee formal operational 
testing of the system prior to transition to production. Testing will verify the fulfillment 
of all HART requirements. The HART Contractor shall provide all artifacts and other 
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information requested by the Government, IV&V contractor, or the OTA to facilitate 
validation, verification, and operational testing activities. The Contractor shall work with 
the OTA and other members of the OT&E community, under HART Program Office 
direction, to support test data collection and preparation of OT&E plans and procedures. 


d. The Contractor shall provide the OTA with design data, system performance data, and 
analytic support as needed to support the operations test team’s independent assessment 
of the HART design. 


e. During the Early Operational Assessment phase, the HART Contractor shall be 
responsible for providing the OTA with design data and analytic support at such times as 
are needed to support the operational test team’s independent assessment of the HART 
design. To ensure effective and efficient integrated test and evaluation, the HART 
Contractor shall support questions and answers for the IV&V contractor. The 
Government will provide copies of project deliverables to the IV&V contractor.  


f. The HART contractor shall support and facilitate the deployment of applications to a 
designated testing environment that the IV&V contractor can access. During both Early 
Operational and Operational phases, the Hart Contractor’s development team shall be 
responsible for enabling OTA observations of development, test, and evaluation 
activities. The HART Contractor shall be responsible for data collection and analysis in 
support of operational test and evaluation during the Concurrent Operational Test and 
Evaluation and Follow-on Test and Evaluation phases. HART will be operated in parallel 
with IDENT during these test and evaluation phases. 


5.5  Non Production Environment 
The delivered HART system shall include operationally representative, fully functional, non-
production environments (NPE) to be used in developmental, application integration, functional, 
integration, performance, operational, and acceptance testing and as a training environment that, 
at a minimum, meets the capabilities of the existing IDENT training environment. These 
environments shall be in addition to the Performance Test Environment. These NPEs shall 
support the testing program described in the HART TEMP. All testing environments including 
computing capacity, data storage capacity, development tools, testing and test automation tools 
shall be provisioned by the Contractor.  


NPEs will be development and testing environments in which maintenance of the HART 
application can take place and in which system enhancements can be developed. NPEs shall 
contain all of the development tools necessary to accomplish system maintenance and 
enhancement. The NPE environments shall host test data necessary to test HART updates and 
future system releases while in development life cycle phases and for conducting acceptance 
tests of system releases. 


a. The Contractor shall design, provision, and implement a virtualized NPE to provide test 
systems necessary to develop, implement, maintain, and enhance the HART application 
and to which customer systems may connect for testing and customer training purposes.  


b. The Contactor shall implement a virtualized NPE testing infrastructure from which 
development and testing environments can be provisioned automatically in response to 
on-demand, self-service requests. 
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c. The Contractor shall determine where and how each testing environment shall be hosted 
and implemented following the Hosting Environments guidelines in Section 8.1.  


d. For testing environments proposed to be either totally or partially implemented as cloud 
services, the Contractor shall ensure that those services include all elements necessary for 
development and testing.  


e. For any testing environments proposed for total or partial installation in a physical data 
center the Contractor shall design the data center testing environment, procure all 
hardware and software components necessary for the total implementation of that testing 
environment, ensure delivery and installation, and ensure that all components are 
operational.  


f. The Contractor shall access any environments located in DHS Enterprise Data Centers 
remotely.  


g. The Contractor shall provision each testing environment with a full suite of development 
and testing tools used by the Contractor in the development and integration of the HART 
application including the software repository containing developed HART application 
code. 


h. The Contractor shall implement a defect tracking mechanism within the testing 
infrastructure for tracking issues identified during the conduct of tests through issue 
resolution.  


i. The Contractor shall provision each testing environment with non-developmental 
software applications and components that are being integrated into the HART 
application and provide licenses for all such components for each environment. 


j. The Contractor shall design and develop procedures for managing testing environments 
and for advancing components of the developed and integrated applications through the 
testing environments, to the Performance Test Environment, and into production. 


k. The Contractor shall manage and operate all test systems and provide Level 2 and Level 
3 infrastructure support for systems installed in DHS Enterprise Data Centers and ensure 
provision of Level 1, 2, and 3 support for systems provided in other hosting 
environments. 


l. The Contractor shall provide at least five (5) licenses to the Government for each testing 
and development tool employed by the Contractor in the development and testing of 
HART. 


m. The Contractor shall implement connections to customer systems for integration testing 
and customer training purposes. These connections shall support both OBIM and 
customer integration testing and shall enable OBIM customers to execute test and 
training scenarios in which their client applications interact with HART. There are 
currently eight (8) customer systems connected to an IDENT integration testing 
environment; others may be added at any time. The Contractor shall ensure that these 
eight existing connections are supported in the HART NPE and shall plan to implement 
up to four (4) additional customer system connections to the NPE for a total of twelve. 
The current 8 connecting customers are: 


1. Customs and Border Protection Passenger Systems Program Office (PSPO) 
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2. Immigration and Customs Enforcement (ICE) 


3. Department of State (DOS) 


4. United States Citizenship and Immigration Services (USCIS) 


5. Federal Emergency Management Agency (FEMA) 


6. Transportation Safety Administration (TSA) 


7. International Criminal Police Organization (INTERPOL) 


8. Department of Justice Criminal Justice Information Services (CJIS) 


n. The Contractor shall ensure connection of scaled-down implementations of each type of 
biometric matching subsystem included in HART to the NPE testing environments. 
These shall be the same matchers described in Section 2.11 Performance Test 
Environment. Each scaled-down matching subsystem environment shall be capable of 
supporting a gallery containing 2 million identities. These implementations will allow 
OBIM customers to execute very low-volume end-to-end tests of IXM message request 
processing including matching operations.  


o. The Contractor shall design the capacity of the NPE testing environments such that those 
environments are able to host test data in sufficient quantities, in accordance with the 
TEMP, to support functional testing.   


p. The Contractor shall implement simulation capabilities for use during testing operations. 
The Contractor shall provide simulation capabilities for transaction load generation, 
biometric matching simulation, external system interface substitution, and end user 
interaction as part of the testing infrastructure (See Section 2.11h). These will be the 
same simulation capabilities called for and accessible in the Performance Test 
Environment.  


q. The Contractor shall develop a program plan that specifies when the testing environments 
shall be delivered. The Contractor shall plan the delivery of these environments at a point 
in the schedule in time for integration testing with customer systems prior to system 
acceptance and performance testing. The Contractor shall deliver the completed HART 
application into the NPE environment. 


5.6  Test Automation, Continuous Testing, and Continuous 
Integration 


OBIM desires to establish an automated testing capability for the HART program and utilize 
continuous testing approaches during HART development and during subsequent HART 
maintenance and enhancement. To that end, OBIM desires that the HART Contractor implement 
such capabilities in the delivered development environment. 


a. The Contractor shall implement a test automation framework as part of the NPE testing 
environments for use during HART development and integration that includes testing 
tools, programming interfaces, protocols and procedures enabling the automated 
management of testing activities.  The automation framework shall represent and validate 
production capabilities and shall be updated with new, revised, and retired scripts with 
each release. 
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b. The Contractor shall implement a continuous testing framework as part of the NPE 
testing environments for use during HART development and during subsequent 
maintenance and enhancement activities. 


c. The Contractor shall establish a continuous integration capability and process that 
requires the integration of developed application code into a source code repository on a 
regularly scheduled basis and followed by verification of that code through an automated 
build. 


d. HART shall implement and maintain a regression test suite that includes all test cases, 
data, code, scripts, anticipated results, instructions and other elements necessary for 
automated test execution through the test automation framework.   


e. The Contractor shall deliver to the Government the tools and procedures necessary to 
operate and maintain the HART automated testing and continuous testing frameworks. 
The Contractor shall deliver five (5) license for each software tool- within those 
frameworks, procedures for utilizing those tools, and training in the operation and 
maintenance of that environment.  


5.7  Project Management 
HART effort shall be managed according to industry best practices in project and program 
management and in accordance with the DHS SELC, which is documented in DHS Guidebook 
102-01-103-01 and the OBIM HART system SELC Tailoring Plan. The tailored SELC will 
allow for the accomplishment of the goals of formal SELC gate review events in the context of 
activities within agile methodologies.   


a. The Contractor shall manage its operations and provide timely reporting on management, 
technical, and financial progress.  


b. The Contractor shall develop and maintain an overall integrated schedule of its activities 
as well as schedules for individual project efforts that the Contractor finds necessary for 
HART development and implementation. These schedules shall be consistent with the 
HART contract line item number (CLIN) structure and the HART work breakdown 
structure (WBS). 


c. The Contractor shall meet with the Government not later than 30 business days following 
contract award to conduct a baseline review addressing project cost/price, schedule and 
performance to establish common understanding and expectations for the execution of 
the contract. During the course of this review, the Contractor and the Government shall 
identify reasonable technical performance measures to be reported regularly to provide 
the Government with visibility into the Contractor’s progress towards developing and 
delivering the expected capability.  


d. The Contractor shall participate in weekly status meetings with representatives of the 
Government’s Project Management Office to review overall progress and any current 
schedule or technical issues. The Contractor shall provide formal progress and financial 
reports on a regular basis but not less frequently than monthly to include reporting on the 
technical performance measures approved by the Government (see 5.7c above). 
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e. The Contractor shall develop and submit a complete and comprehensive integrated 
master schedule (IMS) that incorporates all projects, activities, and milestones necessary 
for the design, development and implementation of HART Increment 1, Increment 2, and 
optional tasks. Activities include, but are not limited to, major acquisition decision 
events, systems engineering lifecycle reviews, test events, security, training, etc.  The 
IMS shall provide for regular delivery of configuration items, utilizing an iterative 
approach, to satisfy the requirements contained in this document. The schedule shall 
conform to the best practices set forth in the GAO Schedule Assessment Guide (GAO-
16-89G) and to the structure of the HART work breakdown and CLIN structures set forth 
in this contract. The Contractor shall submit this comprehensive schedule and all 
schedule updates during the course of contract execution to the Government in an 
electronic format mutually agreed upon with the Government. 


f. The initial IMS submission shall be required not later than 20 business days following 
contract award. All anticipated changes to the schedule baseline shall be communicated 
to the Contracting Officer’s Representative (COR) within three (3) business days of 
identification; IMS updates shall be delivered bi-weekly. This notification shall include 
identified impact factors and potential recovery mechanisms. The contractor shall 
perform schedule risk assessments on the integrated technical and business schedules for 
all detailed schedules. The government will perform schedule integration within the 
OBIM Schedules. The contractor shall attend weekly Integrated Project Team (IPT) 
meetings to identify schedule risks and all known and anticipated schedule variances, to 
include any potential impacts to the schedule baseline. 


g. The Contractor shall inform the Government of changes in schedules for its individual 
projects and of changes to the Contractor’s overall integrated master schedule during the 
first weekly status meeting following identification of the need for the change. 


h. The Contractor shall communicate schedule updates to the Government in an electronic 
format mutually agreed upon by the Contractor and the Government on a regular basis 
but not less frequently than monthly. 


i. The Contractor shall support the Government’s Project Management Office in 
stakeholder management, communications, outreach, onboarding new customers, and 
other Government project management office functions. 


j. The Contractor shall meet the SELC requirements as specified in the HART SELC 
Tailoring Plan and shall support the HART Program Management Office in preparations 
for all gate, oversight, and governance reviews. 


k. The Contractor shall present a quarterly In-Progress Review (IPR) briefing to OBIM and 
HART Program Management addressing program progress, cost/price, schedule, 
performance, risk, technical, and management issues. 


5.8  Requirements Management 
The HART development effort shall result in a documented record of functional and system 
requirements present in an OBIM document repository.  


a. The Contractor shall validate and finalize draft HART functional requirements, business 
processes, and rules. The HART Contractor shall review any business process and 
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business rules documentation provided by OBIM and shall assess the functional 
requirements documented in the HART FRD and develop additional detail needed to 
proceed with system design and development. The Contractor may elect to review 
existing IDENT documentation, application design, and application source code and any 
other system documentation and specifications that the Contractor deems necessary to 
ensure that all business rules and workflows have been captured and migrated into 
HART. 


b. The Contractor shall generate the system requirements necessary to support HART 
functional requirements and business processing.  


c. The Contractor shall ensure traceability of requirements from the Mission Needs 
Statement, Concept of Operations Document, and Operational Requirements Document 
to the functional requirements, system requirements, and system design in the OBIM 
requirements repository tool – Serena Dimensions RM.  


d. The Contractor shall manage existing requirements, updates to those requirements, and 
new requirements in the OBIM requirements management tool throughout the 
development and implementation of HART. 


5.9  Site Coordination and Preparation 
Depending upon system design and architecture, HART may include components provided as 
cloud-based services or as OBIM-owned components hosted in DHS Enterprise Data Centers or 
other data centers. 


a. The Contractor shall coordinate the delivery and installation of HART computing, data 
storage, networking, and peripheral components required to be installed in DHS 
Enterprise Data Centers with the Enterprise Data Center support contractors. The 
Enterprise Data Center support contractors will receive and install HART components 
and provide continuing system management support for those components.  


b. The Contractor shall coordinate the delivery and installation of HART computing, data 
storage, networking, and peripheral components required to be installed in an alternative 
data center with the management of that data center. The Contractor shall make 
provisions for data center management to receive and install HART components and 
provide continuing system management support for those components.  


c. The Contractor shall contract for any cloud-based infrastructure services necessary for 
the implementation of the proposed HART system architecture and for all 
communications capabilities necessary to access those services. 


d. The Contractor shall coordinate all necessary preparations for deploying OBIM-owned 
components of the HART production system, test systems, and Performance Test 
Environment with the management of the destination hosting or service provision 
environment.   


e. The Contractor shall procure all equipment necessary, not reused from IDENT, for the 
HART infrastructure to be installed in any physical data centers. The Contractor shall be 
responsible for the provision of any cloud-based processing or storage capabilities 
included in the HART system architecture.  
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f. All additions to test and production environments hosted in data centers and to be 
delivered to OBIM shall be approved beforehand through the OBIM and DHS change 
management processes. 


5.10  Infrastructure Delivery 
The Contractor shall ensure the timely delivery of HART components to the physical locations 
where those components will be deployed. Delivery does not apply to cloud-based system 
components. 


a. The Contractor shall ensure that hardware and infrastructure software procured as part of 
HART and intended to be installed in DHS Enterprise Data Centers are delivered to one 
or both of the DHS Enterprise Data Centers as required for installation by the DHS 
Enterprise Data Center support contractor.  


b. The Contractor shall ensure that hardware and infrastructure software procured as part of 
HART and intended to be installed in alternative data centers are delivered to those data 
centers for installation in a timely manner according to the Contractor’s proposed 
schedule. The Contractor shall make all arrangements necessary to ensure installation and 
continuing support of HART components in those data centers. 


5.11  Change and Configuration Management 
The HART program shall comply with the latest OBIM and DHS change management 
requirements and processes. 


a. The HART Contractor shall either employ a government provided configuration 
management system or select and implement an equivalent alternative configuration 
management system for use in managing the configuration of all hardware, software, 
networking resources, documentation, policies, procedures, requirements, and other 
artifacts associated with the HART Program. 


b. The HART Contractor shall transfer the content of its configuration management system 
to OBIM applications in use for configuration management: 


a. BMC Remedy – for hardware and software configurations and change request 
management; 


b. BMC Discovery – for automated IT infrastructure asset identification; 
c. Netbrain – for network topology mapping and configuration discovery; 
d. Serena Dimensions RM – for requirements management; 
e. Serena Dimensions CM – for software code management;  
f. Quality Center – for test management and as the testing repository; and 
g. SharePoint Controlled Document Library – for all HART documentation artifacts. 


c. The Contractor shall submit all proposed implementations of and changes to HART 
environments to the OBIM change management process as specified in the OBIM 
Change Management Handbook and to the DHS change management process and DHS 
Infrastructure Change Control Board (ICCB) as specified in the DHS ICCB Process 
Handbook. The Contractor shall obtain approval prior to proceeding with those 
implementations and changes.  
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5.12  Software Delivery 
HART software delivery will include the delivery of licenses and rights for non-developmental 
software products integrated into the HART solution; source code for applications, interfaces and 
tools custom-developed for HART; and licenses or rights for all design, development, and testing 
applications used to engineer the final HART application. 


a. The delivery of HART shall include any COTS, GOTS, and open-source products that 
may have been integrated into the solution along with sufficient numbers of licenses for 
each product as necessary for the implementation of the full system design – production, 
testing, and Performance Test Environments - along with product keys, as applicable, for 
all licenses and documentation for each product.  


b. Delivery shall also include the delivery of source code, executables, scripts, configuration 
files and documentation for any software developed as a part of HART. Source code 
delivery shall include the Contractor’s software repository and loading delivered code 
into an OBIM source code management and control system and software repository. 


c. For the purposes of this solicitation, developed software shall include all custom 
developed portions of HART as well as any auxiliary applications and tools developed to 
aid in development, testing, and data conversion associated with HART but are not part 
of the installed system. Delivery shall also include configuration specifications and 
parameters applicable to each component in HART. 


d. The delivery of HART shall include the delivery of (licenses for) the tools used by the 
Contractor to design and specify the HART infrastructure and tools used to develop, 
integrate, and test the HART application software components. 


e. The Contractor shall deliver to OBIM five (5) licenses for each tool used in the design, 
development and implementation of HART.  


5.13  Knowledge Transfer 
OBIM desires that system design and specifications be transferred to the Government formally in 
the formats specified. The Government also requires that the all designs, specifications, 
configurations, be transferred to the Government as source files compatible with the tools used to 
develop those designs, specifications, and configurations. In addition, the Government requires 
the delivery of licenses for each design and development tool used to implement HART. 


a. The Contractor shall deliver all designs, specifications, configurations, logical and 
physical design views, data management specifications, and software architecture designs 
to the government both in the format required for formal delivery and in the source 
format for those design and development applications used to design, develop, and 
implement HART.  


b. The Contractor shall deliver all development, testing, and operating procedures 
developed in association with HART in the format specified for formal delivery and, if 
different, as source files for the tools used to develop those procedures.  


c. Knowledge transfer shall deliver tools and techniques used to design and document the 
system, develop the system, test the system, and convert and load data. Knowledge 
transfer shall also convey procedures used during system development, for operating the 
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production system, for transitioning from IDENT to HART, for installing releases of 
HART, and for maintaining HART once in production status. 


d. The Contractor shall accomplish knowledge transfer on a “just-in-time” basis throughout 
the period of performance from the development Contractor to OBIM and to one or more 
OBIM-designated personnel or contractors.  
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6 HART Optional Efforts 
HART includes six (6) optional efforts. HART Increment 2 will be implemented through the 
exercise of four of those options. The two other options represent development activities to 
address situations where OBIM customers do not upgrade to current IXM messaging standards 
or interface technologies.  


• Increment 2 - HART Data Warehouse. 


• HART Post-Deployment Support Period 1. 


• HART Post-Deployment Support Period 2. 


• Legacy Interface Development. 


• IDENT Exchange Messages (IXM) Specification Version Translation. 


• End of Contract Transition (Transition Out). 


6.1  Increment 2 - HART Data Warehouse 
HART Increment 2 shall implement OBIM’s data warehousing capability. The HART data 
warehouse will consist of infrastructure that is separate from the HART production environment. 
This will address a continuing problem for the IDENT architecture in which data analysis and 
reporting takes place in and degrades the performance of the production environment. 


a. In HART Option 2 the Contractor shall establish an analytical data warehouse with 
data storage hosted on storage devices that are separate from the production HART 
system data storage. This data warehouse shall enable the generation of data marts, 
subsets of the warehouse data, for focused analysis. The data warehouse shall allow 
data manipulation, reporting, and analytical processing to be performed concurrently 
with HART production processing without affecting the performance of the 
production HART system. OBIM is in the process of establishing ODS/ODR data 
warehouse using the Amazon Redshift database with the Birst business intelligence 
tool implemented on the Amazon GovCloud. The HART data warehouse may 
expand, enhance, or incorporate, the planned (or existing) ODS/ODR, replace it, or 
exist in parallel with it. 


b. The Contractor shall implement one or more business intelligence tools to access and 
analyze data resident in the HART data warehouse and may elect to use the Birst 
business intelligence tool used with the ODR portion of ODS/ODR. 


c. The Contractor shall develop a concept of operations for the data warehouse that 
includes the identification of data in the HART production environment, the 
continuing population of the data warehouse with HART data extracts from the 
production system, data cleansing operations, data storage, and data availability for 
analysis and reporting. The concept of operations shall also establish criteria for 
retaining data within the data warehouse, and for periodic removal of data no longer 
required for analytical purposes.  
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d. Contractor shall design the data warehouse and associated procedures to ensure the 
integrity of resident data and provide for the recovery of that data following failures 
of individual warehouse components or of the warehouse as a whole. 


e. Contractor shall design and implement the infrastructure for the data warehouse. That 
infrastructure may consist of the necessary application and data servers, data storage 
devices, and software applications necessary to support the data warehouse.  


f. If the data warehouse system in whole or in part is proposed for installation in DHS 
Enterprise Data Centers or in other data centers the Contractor shall acquire all 
infrastructure components necessary for the implementation of the warehouse to 
include all application and data management servers, data storage devices, 
communications equipment, and software. The Contractor shall ensure the delivery of 
those components to the destination data center. 


g. If the data warehouse system in whole or in part is proposed to be provided as a 
cloud-based infrastructure service, the Contractor shall engage the necessary cloud-
based services to supply the computing, data storage, and analytical services 
necessary for data warehouse operation. 


h. The Contractor shall provide Level 2 and Level 3 support for Data Warehouse 
components installed in one or both of the DHS Enterprise Data Centers. The 
Contractor shall ensure the provision of the equivalent of Level 1, 2, and 3 support 
services for components installed in non-DHS data centers and for any Data 
Warehouse components implemented as cloud-based infrastructure services.  


i. The Contractor shall select and implement software applications necessary to 
implement the data warehouse. Applications may include data warehouse 
management applications, analytical software separate from the data warehouse 
application, business intelligence, and ETL applications or equivalent for loading data 
from the production environment into the data warehousing environment. The 
Contractor shall also implement initial data warehouse-based analytical processing 
and reporting. 


j. The Contractor shall design and implement the data structure for the data warehouse. 


k. The Contractor shall import data residing in the existing ODS/ODR data warehouse, 
transform that data as necessary into HART data warehouse data structures, and load 
that data into the HART data warehouse. 


l. The Contractor shall implement an ETL process to extract data from the HART 
production database and load that data into the HART data warehouse. 


m. Note: The HART Data Warehouse will not be added to the Performance Test 
Environment. 


n. The Contractor shall develop training in the operation and use of the HART data 
warehouse and its associated software for the following classes of HART data 
warehouse system users: 


1. System administration and operation personnel; 
2. System application maintenance and usage; 
3. Help desk; 
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4. OBIM data warehouse users; and 
5. OBIM customer data warehouse users. 


o. The Contractor shall develop and deliver training for each group in two modes: 1). 
Classroom with guided hands-on training; and 2). Web-accessible training available 
on a self-service basis. Web-based training shall comply with SCORM. 


p. The Contractor shall conduct 2 sessions of with hands-on training for up to 20 
attendees per session that shall cover at a minimum the following topics. 


i. HART data warehouse operation and maintenance 
ii. HART data warehouse system administration and management 


iii. HART data warehouse extract, translate, and load 
iv. Data mart generation 
v. Data warehouse and analytical and business intelligence tool operation to 


accomplish data query and data analytical operations. 
q. The Contractor shall develop the training content and presentation and shall conduct 


or otherwise arrange for the conduct of the training. The Contractor shall also develop 
training presenting the same content in a recorded webinar format that can be viewed 
on a self-service basis. 


r. The Contractor shall conduct training evaluations following completion of instruction 
and present the results to the HART Training Lead. 


s. The Contractor shall conduct one (1) session of hands-on training for up to 20 help 
desk personnel. The Contractor shall also develop training presenting the same 
content in a recorded webinar format that can be viewed on a self-service basis. 


t. The Contractor shall conduct two (2) sessions of hands-on training for up to 20 
attendees for data warehouse system administration and operation and maintenance.  
The Contractor shall also develop training presenting the same content in a recorded 
webinar format that can be viewed on a self-service basis. 


u. The Contractor shall conduct five (5) sessions of classroom training for up to 20 
attendees each for end users of data warehouse reporting, query, and analytical 
capabilities.  


v. The Contractor shall submit developed training for one OBIM instructional design 
review. 


6.2 Post-Deployment Support Period 1 
It is OBIM’s intention to have the HART Contractor provide infrastructure and application 
support through the initial implementation of HART production processing and during the 
phased migration of all OBIM customers from IDENT to HART processing.  


a. The HART system effort will include an optional period of 12 months of 
post-deployment support for HART application software and infrastructure 
implemented during Increment 1 and any HART Increment 2 software and 
infrastructure that is implemented during the period. The option will commence at the 
scheduled end of Increment 1 following the achievement of IOC and concurrent with 
the migration of the 1st OBIM customer to HART processing. 
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b. Post-deployment support shall also include the provision of Level 2 and Level 3 
O&M support services (see Appendix C, Definitions) for components of HART 
installed in DHS Enterprise Data Centers. For HART components installed in non-
DHS data centers or provided as cloud-based services, the Contractor shall ensure the 
provision of the equivalent of Level 1, Level 2, and Level 3 O&M support. 


c. Post-deployment support shall include assuming responsibility for Level 2 and Level 
3 O&M support for IDENT components retained and incorporated into the HART 
system architecture and for continuing to meet the SLAs for those components. 


d. Post-deployment support shall include the resolution of help desk tickets related to 
problems with the HART system, generated by the OBIM help desk system.   


e. Support under this option shall include fixes to developed portions of the HART 
application, enhancements to developed portions of the application, implementation 
of new releases of off-the-shelf applications integrated into the overall HART 
application, and ensuring maintenance and upgrade support for integrated 
applications.  


f. The Contractor shall apply regular system patches and implement HART application 
upgrades, software patches, and application releases no less frequently than monthly.  


g. The Contractor shall apply security patches within 20 business days from patch 
release or as directed by the Government.  


h. Support under this option shall also include system performance monitoring, and 
performance tuning as necessary to achieve and sustain the required levels of 
performance and service delivery. 


i. This support shall include performing impact analyses on proposed changes and 
assisting in prioritizing proposed modifications and planning the releases of new or 
modified system capabilities.  


j. This support shall also include any necessary modifications to operating and 
administrative procedures discovered after system implementation.  


k. Post deployment support shall include consulting with any 3rd party operations and 
maintenance contractor supporting any aspect of HART O&M to analyze and resolve 
any system performance and tuning issues. Any additional software capabilities 
added to the HART system during the support period shall be added to the scope of 
this support task. 


6.3  Post-Deployment Support Period 2 
The HART system effort will include a second optional period (Post-Deployment Support – 
Period 2) of 12 months of post-implementation support the HART application software and 
HART system infrastructure O&M. The description of this support is identical to the description 
of the support described for Post-Implementation Support – Period 1 and will initiate at the end 
of Post Deployment Period 1. The support scope of this support includes all HART software and 
infrastructure implemented during Increments 1 and 2. 
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6.4  IDENT Exchange Messages (IXM) Specification Version 
Translation 


Some of OBIM’s customers currently submit messages formatted using IXM version 5.0. For a 
variety of reasons, these customers have not upgraded their message submissions to IXM 6.0.x. 
In the event that these customers are unable to accomplish the upgrade to the current version of 
IXM in time for HART IOC implementation, a translation application will be required to ensure 
continued service delivery to these customers. 


a. The Contractor shall develop a translation capability to translate incoming messages in 
IXM 5.0 format to the IXM 6.0.x format. This capability shall also translate HART 
responses to those incoming messages from the HART-generated IXM 6.0.x format 
response to the IXM 5.0 format readable by customer systems. 


b. The Contractor shall test the translation application to ensure the proper operation. 


c. The Contractor shall implement the translation application for each customer requiring 
IXM 5.0 message translation prior to that customer’s processing being migrated from 
IDENT to HART.  


6.5  Legacy Interface Development 
OBIM has customers who currently communicate with IDENT using messages that do not 
comply with any IXM specification and which are not received on the Enterprise Service Bus. 
OBIM is currently advocating that each customer employing one of these interfaces upgrade to 
the use of the Enterprise Service Bus for interface communication and to the IXM specification 
for request message and response formats. In the event that one or more of these interfaces 
continue in use by OBIM customers, it will be necessary to continue to support those continuing 
interfaces both in message format and in communication mechanism.  


There are currently twelve (12) such interfaces. See Table 2 for details on each interface. 


• Message formats used include: 
o IXM 5.0. Six (6) interfaces use IXM 5.0 message formats. 


o IXM 6.0.x. One (1) interface uses IXM 6.0.x. 


o Non-IXM. Five (5) interfaces employ non-IXM message formats. 


• Communication technologies used include: 
o Secure Hypertext Transmission Protocol (HTTPS). 


o IBM Message Queuing (MQ) via legacy propagation bus. 


o Oracle Advanced Queuing (AQ) via legacy propagation bus. 


o Simple Mail Transport Protocol (SMTP) for human-readable email. 


o SQL*NET. 


For each remaining legacy interface: 


a. The Contractor shall include in the system architecture a mechanism necessary for 
communicating through for each remaining legacy interface. 
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b. The Contractor shall develop an application that translates the customer’s legacy request 
message format to IXM 6.0.x format and translates HART IXM 6.0.x responses to the 
customer’s legacy response format. 


c. The Contractor shall implement the architectural communications mechanism as part of 
HART IOC. 


d. The Contractor shall implement the translation application for each legacy customer as 
that customer’s processing is migrated from IDENT to HART. 


Table 2 lists the specific legacy interfaces and associated technologies. 


 
Table 2. Legacy Interfaces for Optional Development 


 
 


6.6  End of Contract Transition (Transition Out) 
The Contractor shall ensure a smooth handoff to the Government and to one or more successor 
contractors at the government’s discretion. 


a. The Contractor shall develop a plan for transferring responsibility for HART application 
and O&M support to the Government and to any successor contractors that the 
Government should designate. 


b. The transition plan shall identify specific Contractor personnel participating in the 
transition and shall identify the duties of each.  


c. The transition plan shall identify all application, management, and operational 
documentation and procedures necessary for the successful operation of the system. 


d. The Contract shall develop a transition plan that identifies key training essential to the 
continued operations of the system and submit a list of training topics and proposed 
methods of delivery to the HART Program Manager or delegate for approval prior to 


ID
Customer 


Organization
Description Stakeholder


Message 
Exchange 
Pattern


IXM
Non IXM Payload 


Type
Messaging 
Transport


OBIM BUS or 
ESB


1 DoJ:FBI:CJIS EBTS Requests IAFIS/NGI Out-Only/In-Only EBTS SMTP ESB
2 DHS:CBP Data push to ADIS. ADIS In-Only/Out-Only 5.0 AQ BUSPRD
3 DHS:CBP IXM 5.0 MQ via legacy Propagation BUS. LANDENTRY In-Only/Out-Only 5.0 MQ BUSPRD


4 DHS:USCG


IXM 5.0 (inbound), human- readable email (outbound), SMTP ESB. 
Currently sends IXM 5.0 request but receives custom email (non-
IXM) response. USCG-BASS In-Only/Out-Only 5.0 SMTP ESB


5 DoJ:FBI:CJIS EFTS Requests JABS Out-Only/In-Only EFTS SMTP JABS Gateway
6 DoS IXM 5.0. AQ via legacy Propagation BUS. CA In-Only/Out-Only 5.0 AQ BUSPRD
7 INTL:UKVISAS IXM 5.0 AQ via legacy Propagation BUS UK-Visas In-Only/Out-Only 5.0 MQ BUSPRD


8 DHS:ICE ENFORCE
Legacy – non IXM. ENFORCE sync process that copies IDENT data 
to ENFORCE. E3 handling IXM Services. ENFORCE SQL SQL*NET EID


9 DHS:CIS Document Issuance CIS LEGACY In-Only/Out-Only 5.0 MQ BUSPRD
10 DoJ:FBI:CJIS EBTS Requests IAFIS/NGI In-Only/Out-Only 6.07 SMTP ESB


11 DoJ:FBI:CJIS JABS
Legacy – non-IXM HTTPS between stakeholder and JABS 
Gateway; SMTP between JABS Gateway and JABS JABS Client In-Only/Out-Only EFTS HTTPS/HTTP JABS Gateway


12 DoJ:FBI:CJIS


Legacy – non IXM. HTTPS between CJIS and OBIM Non-IXM 
interface currently used to receive daily ingest and updates to 
Wants and Warrants (W/W) and Foreign Special Interest (FSI) 
datasets. IAFIS/NGI In-Only/Out-Only


WList_RQS_WS_VIPS, 
WHit_RQS_WS_VIPS HTTPS/HTTP VIPS
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instruction development. The Contractor shall submit developed training for one (1) 
OBIM instructional design review after initial material development. The Contractor 
shall deliver that training to two (2) groups of thirty (30) or fewer attendees. Attendees 
will be a combination of Government and other contractor personnel. 


e. The transition plan shall make provision for the cessation of any processing being 
performed outside of DHS Enterprise Data Centers in coordination with the 
Government’s alternative arrangements for continuing operations.  


f. The transition plan shall make provision for the return of any Government furnished 
equipment and for the return of any Government-owned HART software and data that 
may be in the Contractor’s possession, hosted in non-DHS facilities, or otherwise under 
the Contractor’s control. 


g. The Contractor shall execute the transition plan including the return of any data and 
equipment, transfer of operations, training, general turnover of responsibilities, and 
cessation of service and operations required to completely close out HART support and 
related activity. 


h. The Contractor shall familiarize successor contractor personnel with all aspects of HART 
design, operation, and implementation during a period of up to 30 business days while the 
respective contracts’ periods of performance overlap. 


i. The Contractor shall brief the Government and any contractors that the government may 
designate on current system status, performance, and operations and outstanding system 
issues at the transition point. 
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7  Deliverables 
Production implementation of HART shall be preceded by the delivery of comprehensive 
procedures for system operation, system maintenance, system administration, data conversion, 
system transition and help desk support. Standard Operating Procedures (SOPs) for HART 
include disaster recovery procedures for recovering from the loss of a DHS Enterprise Data 
Center or other location hosting any portion of HART. 


In addition to hardware, software, and services, the Government expects to receive deliverable 
artifacts that address the scope of deliverable categories listed in this section. Deliverables 
addressing the scope of each of the following categories of artifacts should be generated and 
delivered to the Government during the course of the HART design, development, test, 
installation, operation, and support efforts. Each individual deliverable should be complete, 
comprehensive, and of high quality. Table 3 lists the expected deliverables. 


Each HART deliverable shall be delivered in the unlocked and modifiable electronic format of 
the application used to develop that deliverable and, where called for, hardcopy and searchable 
portable document format (.pdf) format. Hardcopy or .pdf formats unaccompanied by electronic 
formats shall be unacceptable as deliverables. Hardcopy or .pdf versions of deliverables may be 
submitted along with electronic deliveries to document the as-delivered state of a deliverable. 
Specific formats for each deliverable shall be specified at contract award.  


The Contractor shall deliver to the Government five (5) licenses for each software tool used to 
develop HART design documentation. The Government may relax this requirement for widely-
used software applications (e.g. Microsoft Office and Visio) on a case by case basis. 


The Contractor shall submit draft deliverables (excluding weekly deliverables) for Government 
review five business days prior submission of the final deliverable. Government reserves the 
right to modify the format requirement for any deliverable. Any format change will be 
communicated to the contractor at least 10 business days prior to the due date. 


Table 3. HART Deliverables 


# Format Title Due Date Submit 
to: 


1 MS Office & 
Searchable PDF 


Project Management Plan (to include 
Risk Management Plan) 


20 business days 
after contract 


award 
COR, PM 


2 MS Project Integrated master schedule 
20 business days 


after contract 
award 


COR, PM 


3 MS Project Integrated master schedule updates Bi-weekly COR, PM 


4 TBD at Contract Award System requirements TBD at Contract 
Award COR, PM 


5 TBD at Contract Award Requirements Traceability Matrix  TBD at Contract 
Award COR, PM 


6 TBD at Contract Award Requirements Traceability Matrix  TBD at Contract 
Award COR, PM 


7 TBD at Contract Award HART System architecture design  TBD at Contract 
Award COR, PM 
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# Format Title Due Date Submit 
to: 


8 TBD at Contract Award HART System architecture design  TBD at Contract 
Award COR, PM 


9 TBD at Contract Award Application design for each custom 
software component  


TBD at Contract 
Award COR, PM 


10 TBD at Contract Award System testing infrastructure design  TBD at Contract 
Award COR, PM 


11 TBD at Contract Award System production infrastructure 
design  


TBD at Contract 
Award COR, PM 


12 TBD at Contract Award 
Data architecture design for HART 
system identity and biometric image 
data storage 


TBD at Contract 
Award COR, PM 


13 TBD at Contract Award 
Logical data store and data file designs 
necessary to implement the HART 
system data architecture 


TBD at Contract 
Award COR, PM 


14 TBD at Contract Award 
Physical data store and data file designs 
necessary to implement the HART 
system data architecture. 


TBD at Contract 
Award COR, PM 


15 TBD at Contract Award Test system Bill of Materials TBD at Contract 
Award COR, PM 


16 TBD at Contract Award Production system Bill of Materials TBD at Contract 
Award COR, PM 


17 TBD at Contract Award Infrastructure equipment delivery to 
DHS Enterprise Data Centers 


TBD at Contract 
Award COR, PM 


18 Licenses and Software 


Software licenses for each COTS, 
GOTS, or open-source application 
necessary to provision each test and 
production environment. 


TBD at Contract 
Award COR, PM 


19 Licenses and Software 


Software licenses for all data and data 
store management software required to 
implement the HART system data 
architecture 


TBD at Contract 
Award COR, PM 


20 Licenses and Software 
Licenses for all software tools used to 
design and document the HART system 
– minimum of five (5) licenses per tool. 


TBD at Contract 
Award COR, PM 


21 Licenses and Software 


Licenses for each development tool 
used to develop the HART system 
application – minimum of five (5) 
licenses per tool. 


TBD at Contract 
Award COR, PM 


22 Licenses and Software 
Licenses for all testing tools introduced 
by the Contractor minimum of five (5) 
licenses per tool. 


TBD at Contract 
Award COR, PM 


23 Licenses and Software 


Licenses for biometric examination and 
other software tools introduced into the 
BSC to accommodate the full 
population of examiners (i.e. 64 for 
fingerprint and 15 for face and iris) 


TBD at Contract 
Award COR, PM 
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# Format Title Due Date Submit 
to: 


24 TBD at Contract Award  


Data definition code in editable 
electronic format for each HART 
system data store and data file 
necessary to implement the HART 
system data architecture 


TBD at Contract 
Award COR, PM 


25 TBD at Contract Award  


Source code in editable electronic 
format for all applications developed to 
integrate pre- existing applications into 
the HART and all stand-alone 
applications developed to fulfill 
requirements not addressed by pre-
existing software 


TBD at Contract 
Award COR, PM 


26 TBD at Contract Award  


Executable modules for those 
applications developed using compiled 
development languages or executable 
load module generating tools 


TBD at Contract 
Award COR, PM 


27 TBD at Contract Award  Software repository holding the 
developed HART application code 


TBD at Contract 
Award COR, PM 


28 TBD at Contract Award  


Configuration parameters and 
configuration data stores or files for 
each COTS, GOTS, or open-source 
application 


TBD at Contract 
Award COR, PM 


29 TBD at Contract Award  IDENT to HART User Migration Plan TBD at Contract 
Award COR, PM 


30 TBD at Contract Award  IDENT to HART Data Store Migration 
and Conversion Plan 


TBD at Contract 
Award COR, PM 


31 TBD at Contract Award  
All files and data stores holding the 
data used by the software tools used to 
design and document the HART system 


TBD at Contract 
Award COR, PM 


32 TBD at Contract Award  HART biometric matcher interface 
specification 


TBD at Contract 
Award COR, PM 


33 TBD at Contract Award  Test Plans for conducting each level of 
testing specified in the TEMP 


TBD at Contract 
Award COR, PM 


34 TBD at Contract Award  Developmental Test Plan TBD at Contract 
Award COR, PM 


35 TBD at Contract Award  Test cases for each level of testing 
specified in the TEMP 


TBD at Contract 
Award COR, PM 


36 TBD at Contract Award  Test procedures for each test to be 
conducted 


TBD at Contract 
Award COR, PM 


37 TBD at Contract Award  Test problem reports generated during 
each test 


TBD at Contract 
Award COR, PM 


38 TBD at Contract Award  Regression test suites for use during 
testing 


TBD at Contract 
Award COR, PM 
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# Format Title Due Date Submit 
to: 


39 TBD at Contract Award  Summary reports summarizing each 
phase of testing 


TBD at Contract 
Award COR, PM 


40 TBD at Contract Award  Procedures for system installation and 
configuration 


TBD at Contract 
Award COR, PM 


41 TBD at Contract Award  Procedures for system operation TBD at Contract 
Award COR, PM 


42 TBD at Contract Award  Procedures for system application 
maintenance and enhancement 


TBD at Contract 
Award COR, PM 


43 TBD at Contract Award  
Procedures for help desk personnel 
providing telephone support for the 
system 


TBD at Contract 
Award COR, PM 


44 TBD at Contract Award  


Security Authorization Process and 
Security Accreditation documentation 
as required by the DHS Security 
Authorization Process Guide Version 
11.1 including 


TBD at Contract 
Award COR, PM 


45 TBD at Contract Award  - Security Plan TBD at Contract 
Award COR, PM 


46 TBD at Contract Award  - Contingency Plan TBD at Contract 
Award COR, PM 


47 TBD at Contract Award  - Contingency Plan Test Results TBD at Contract 
Award COR, PM 


48 TBD at Contract Award  - Configuration Management Plan TBD at Contract 
Award COR, PM 


49 TBD at Contract Award  - Security Assessment Plan TBD at Contract 
Award COR, PM 


50 TBD at Contract Award  - Security Assessment Report TBD at Contract 
Award COR, PM 


51 TBD at Contract Award  - Authorization to Operate Letter TBD at Contract 
Award COR, PM 


52 TBD at Contract Award  - Plan(s) of Action and Milestones TBD at Contract 
Award COR, PM 


53 TBD at Contract Award  - Interconnection Security 
Agreement(s) 


TBD at Contract 
Award COR, PM 


54 TBD at Contract Award  Training documentation, manuals, and 
training presentations. 


TBD at Contract 
Award COR, PM 


55 TBD at Contract Award  Training documentation, manuals, and 
training presentations. 


TBD at Contract 
Award COR, PM 


56 TBD at Contract Award  Classroom training, as specified TBD at Contract 
Award COR, PM 


57 TBD at Contract Award  Self-service training, as specified TBD at Contract 
Award COR, PM 


58 MS Project  Project schedules TBD at Contract 
Award COR, PM 
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# Format Title Due Date Submit 
to: 


59 TBD at Contract Award  
Automated Biometric Identification 
System (IDENT) Exchange Messages 
(IXM) Specification, Version 6.1 


TBD at Contract 
Award COR, PM 


60 TBD at Contract Award  
Automated Biometric Identification 
System (IDENT) Exchange Messages 
(IXM) Specification, Version 6.2 


TBD at Contract 
Award COR, PM 


61 TBD at Contract Award  Technical progress reports  TBD at Contract 
Award COR, PM 


62 TBD at Contract Award  Financial progress reports  TBD at Contract 
Award COR, PM 


63 TBD at Contract Award  Task order status reports As directed by 
Gov't COR, PM 


64 TBD at Contract Award  Transition Out Plan As directed by 
Gov't COR, PM 


65 TBD at Contract Award  Transition Out Training As directed by 
Gov't COR, PM 


66 TBD at Contract Award  
Deployment and site preparation plans 
for each test and production system 
installation 


TBD at Contract 
Award COR, PM 


67 TBD at Contract Award  


SELC review presentations and 
required artifacts for each SELC gate 
review required by the final HART 
SELC Tailoring Plan 


TBD at Contract 
Award COR, PM 


68 TBD at Contract Award  Operations manuals TBD at Contract 
Award COR, PM 


69 TBD at Contract Award  User manuals TBD at Contract 
Award COR, PM 


70 TBD at Contract Award  Maintenance manuals TBD at Contract 
Award COR, PM 


71 TBD at Contract Award  As-Built designs of each test and 
production installation 


TBD at Contract 
Award COR, PM 


72 TBD at Contract Award  Business continuity plans and updates TBD at Contract 
Award COR, PM 


73 TBD at Contract Award  Disaster recovery plans and updates TBD at Contract 
Award COR, PM 


74 TBD at Contract Award  


Technology insertion packages for 
hardware or software to be added to the 
DHS Technical Reference Model 
(TRM) 


TBD at Contract 
Award COR, PM 


75 TBD at Contract Award  End of contract Transition-Out Plan TBD at Contract 
Award COR, PM 
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# Format Title Due Date Submit 
to: 


76 TBD at Contract Award  End of Contract transition schedule TBD at Contract 
Award COR, PM 


77 TBD at Contract Award  Monthly Asset Report 10th business day 
of each month COR, PM 


78 TBD at Contract Award  Annual Inventory Report 12 months after 
award date COR, PM 
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8 Guidelines, Constraints, and Performance Targets 
The following are guidelines to be considered and constraints to be observed in responding to 
this solicitation. 


8.1  Guidelines 
The HART Contractor should be guided by the following when responding to and performing 
the work specified in this document. 


Hosting Environments. HART production and test system components including data storage, 
data warehousing, fingerprint matching, and latent print management subsystems may be hosted 
in any one or combination of several different environments. Preference should be given to 
environments and infrastructure solutions that allow maximum flexibility, ease and speed of 
deployment, and on-demand scalability. All HART hosting environments shall be Federal Risk 
and Authorization Management Program (FedRAMP) and Federal Information Security 
Management Act (FISMA) compliant, as appropriate. The potential hosting environment 
include: 


• Cloud-based environments providing infrastructure services for HART; 


• Non-DHS data center environments, which may be either Government-owned or 
commercial data center environments, hosting OBIM-owned HART infrastructure 
components;  


• DHS Enterprise Data Center environments; and 


• Hybrid environments hosting HART components in any combination of the above types 
of environments.  


IDENT Reuse. The proposed HART architecture may retain, re-use, repurpose, or dispose of any 
hardware or software components currently present in the IDENT system. Reuse of existing 
IDENT components is encouraged where practicable and financially advantageous, but not 
required. However, OBIM requires the redesign and replacement, not the reuse, of the existing 
Transaction Manager application. Any proposed component reuse shall not affect the availability 
of the IDENT system, the integrity of IDENT data, or degrade IDENT system performance in 
any way. The HART Contractor shall take no action during the development and deployment of 
HART that affects IDENT performance or availability until such time as all customer service 
request processing has been successfully transitioned from IDENT to HART.   


Licenses and maintenance. The Government will not provide licenses or maintenance for 
software applications necessary to implement HART or for hardware that the Offeror acquires 
for HART. For existing IDENT components that the Offeror chooses to incorporate into HART 
rather than replace, the Government will continue to provide the hardware maintenance for the 
incorporated system. 


Off-the-Shelf Software. OBIM prefers system design proposals for HART that incorporate 
loosely coupled, off-the-shelf or non-developmental software applications for performing the 
majority of key system functions. These applications may be COTS, GOTS, or open-source. 
Functions that may be candidates for performance by off-the-shelf products include but are not 
limited to: messaging, workflow management, business rules management, business rules 
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execution, transaction volume management, transaction priority management, biometric 
matching, multimodal biometric matching and fusion, biographic matching, data store and file 
access, system monitoring, and security access control, authentication, and authorization. HART 
design should deliver major portions of its functionality through those COTS, GOTS, or open-
source products integrated into the system. If significant customization would be required to 
COTS or GOTS solutions, purpose-built functionality on open-source frameworks can be 
considered. 


The Government envisions the delivered solution to be a framework of loosely-coupled off-the-
shelf components augmented by custom-developed components to assure system adaptability 
and flexibility. 


Off-the-Shelf Application Utilization. OBIM prefers that HART utilize a majority of the 
functionality of those off-the-shelf applications incorporated into the HART solution. If 
significant customization would be required to COTS or GOTS solutions, purpose-built 
functionality on open-source frameworks can be considered. 


Functionality as Services. HART should implement a substantial portion of the functionality it 
delivers as callable services through the integration of COTS, GOTS, or open-source products. 
Services provided by individual products should be available for orchestration with services from 
other products and with those provided by any custom-developed applications to fulfill HART 
functional processing requirements.  


Data Management Systems. OBIM currently employs the Oracle relational database for 
managing IDENT data. Where the need for a data management system arises in HART, OBIM 
requires that the data management solution proposed support continuous availability and 
scalability both vertically and horizontally – that is scaling of the capacity of the storage 
hardware and the ability to expand the overall capacity of data under management by 
implementing additional, potentially heterogeneous, storage devices under management by the 
data management solution. 


Operations and Maintenance Cost Minimization. The Government has an objective to minimize 
O&M costs for the HART system. The Government encourages system proposals that offer 
opportunities to control and reduce continuing O&M costs. 


8.2  Mandatory Constraints and Restrictions 
The following constraints and restrictions shall be observed in designing HART system solution. 


Standards Compliance. HART shall comply with all applicable DHS, NIST, and Federal 
Standards. 


Change Management. HART shall be subject to and comply with all DHS and OBIM change 
management policies and procedures.  


Section 508 Compliance. All components of HART shall comply with Section 508 of the 
Rehabilitation Act, as amended by the Workforce Investment Act of 1998 (P.L. 105-220). 
Section 508 requires that when Federal agencies develop, procure, maintain, or use electronic 
and information technology (EIT), they must ensure that it is accessible to people with 
disabilities. 
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Design Deliverables File Formats. The Contractor shall provide all deliverables in the native 
electronic format of the software tool used to develop that deliverable. In addition to any other 
specification of formats for system design, architectural drawing, network diagram, schematics, 
and any other technical design deliverables, the HART Contractor shall deliver those artifacts in 
the electronic file format produced by the design tool or tools used to develop those deliverables. 
Hardcopy and portable document formats alone are unacceptable. Electronic deliverables shall 
be unlocked and modifiable so that OBIM can update and maintain those design-related artifacts 
as the system evolves over time. The Contractor shall also deliver five (5) licenses for each 
application used to generate those HART system design artifacts. 


Documentation Delivery. The Contractor shall place all documentation products to be delivered 
to the Government under configuration control and shall maintain currency of each document. 
All documents, both electronic and hardcopy, shall be current and up-to-date at time of delivery. 


Electronic Biometric Transmission Specification Compatibility (EBTS). HART shall support the 
current interoperability with the FBI NGI system which includes generating outbound 
transmissions of EBTS messages to NGI. HART shall provide EBTS support as follows: 


• HART shall be able to initiate outbound queries of NGI in EBTS format and receive the 
resulting responses from NGI in EBTS format. 


• HART shall only accept inbound EBTS messages for automated Latent print search 
requests. 


IDENT Exchange Message (IXM) Version Support. IXM 6.0.9 is the current version at the time 
of this procurement. Versions 6.0.4 and 6.0.7 are in use by OBIM customers. IXM version 6.0.9 
implements a 1:N face matching capability to IXM along with other minor updates. HART 
Increments 1 and 2 shall support IXM 6.0.4, 6.0.7, 6.0.8, and 6.0.9, which are backward 
compatible with each other. IXM 6.0.x data elements are based on NIEM attributes. Future 
versions of IXM should continue to be based on NIEM constructs where applicable. 


Hardware Installation. Installation of HART infrastructure hardware in the DHS Enterprise Data 
Centers, whether for test or production environments, shall be handled by the DHS Data Center 
Support contractors. The HART Contractor shall be responsible for ensuring that the installation 
of HART infrastructure in any hosting environment other that the DHS Enterprise Data Centers 
occurs in a technically correct and timely manner. 


Operations and Maintenance. In DHS Enterprise Data Centers, Level 1 operations and 
maintenance support for HART components will be performed by the DHS Enterprise Data 
Center Support contractors. This contractor will provide the data center operating environment, 
hardware maintenance, operating system and utility infrastructure software maintenance. This 
support will commence when equipment is delivered to the Enterprise Data Centers for 
installation. Level 2 and Level 3 support will be provided by the HART Contractor. For any 
cloud-based system components or components hosted in a non-DHS data center, the HART 
Contractor is responsible ensuring that the equivalent of Level 1, Level 3, and Level 3 support is 
provided for those components.  


Government Ownership. Government ownership rights shall in accordance with the relevant 
clauses in Part 4 of the RFP.  
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Data Ownership. All data loaded into test environments for purposes of testing the HART system 
during development shall be the property of the government. All data loaded into the production 
HART system implementations at the DHS Enterprise Data Centers or other locations shall be 
the property of the government. All intermediate versions of data created as part of conversion 
efforts from IDENT data formats and storage organization to HART data formats and storage 
shall be the property of the Government. When no longer needed for their original purpose, any 
intermediate data versions that have been created shall, at the Government’s direction, either be 
returned to the Government or destroyed. 


Multiple Biometric Modalities and Matching Technologies. HART shall be designed to 
accommodate multiple biometric modalities, multiple biometric matching technologies for each 
modality, incorporation of additional biometric matching technologies for each modality, and 
removal or retirement of biometric matching technologies.  


Remote Access. Contractor access to any HART test environments installed in DHS Enterprise 
Data Centers shall be remote. The Contractor shall use only approved mechanisms to access 
HART test environments. Any development or other work done in HART test environments 
installed in the DHS Enterprise Data Centers shall be done remotely from the Contractor’s own 
facilities. 


Development Languages. For new systems development (i.e. coding) undertaken for HART, the 
Contractor shall design and produce the software using one of the following languages: Java, C#, 
JavaScript, Python, Ruby, or Go. Contractor shall request approval from the Contracting Officer 
prior to use of any other language for coding. 


Legacy Interface Compatibility. HART shall support the legacy interfaces in place with OBIM’s 
customers and their systems. HART shall support all legacy communications mechanisms 
employed to communicate between OBIM and its customers.  


Information Assurance. Information Assurance (IA) shall be considered a requirement for all 
systems used to input, process, store, display, or transmit sensitive or national security 
information. IA shall be achieved through the acquisition and appropriate implementation of 
evaluated or validated COTS IA and IA-enabled IT products. These products shall provide for 
the availability of systems. The products also shall ensure the integrity and confidentiality of 
information and the authentication and nonrepudiation of parties in electronic transactions.  


Technical Reference Model (TRM) Compliance. All products, both hardware and software, 
integrated into HART shall either reside in the TRM or be capable of qualifying for addition to 
the TRM. The Contractor shall identify any products included in the HART system solution that 
are not currently on the TRM and shall coordinate with OBIM to follow the DHS Technology 
Insertion protocol to secure approval for those products and their addition to the TRM.
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9 Applicable Documents 


9.1  Compliance Documents 
The following documents provide specifications, standards, and guidelines with which 
compliance is required in order to meet the requirements of this contract. The HART system 
shall comply with the following: 


• American National Standards Institute (ANSI)/NIST Information Technology Laboratory 
(ITL) (ANSI/NIST-ITL) 1-2011 Update 2013, Data Format for the Interchange of 
Fingerprint, Facial & Other Biometric Information Part 1. 


• ANSI/NIST-ITL 2-2008, Data Format for the Interchange of Fingerprint, Facial & 
Other Biometric Information Part 2: XML Version, August 2008. 


• ISO/IEC JTC 1/SC 37, Biometric Data Format and Related Standards. 
• FIPS Publication 199, Standards for Security Categorization of Federal Information 


Processing Systems, February 2004. 
• FIPS Publication 200, Minimum Security Requirements for Federal Information and 


Information Systems, March 2006. 
• NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal 


Information Systems and Organizations, April 2013. 
• DHS Sensitive Systems Policy Directive 4300A, Version 12.01, February 2016. 
• DHS Security Authorization Process Guide Version 11.1 March 16, 2015. 
• DHS Homeland Security Enterprise Architecture Interoperability Standards. 
• DHS Guidebook 102-01-103-01, Systems Engineering Life Cycle Guidebook, April 


2016.  
• DHS Privacy Policy Guidance Memorandum 2011-02: Roles & Responsibilities for 


Shared IT Services, June 30, 2011. 
• U.S. Government Accountability Office Schedule Assessment Guide, GAO-16-89G, 


December 22, 2015. 
• OBIM Change Management Handbook Version 2.3 
• DHS Infrastructure Change Control Board (ICCB) Process Handbook Version 14.0, 


October 26,2015 
• OBIM Data Modeling Methodology Standards, January 14, 2016 (for all relational data 


models)  
• HART Biometric System Operational Requirements Document (ORD), Version 1.0, 


November 16, 2015. 


9.2  Reference Documents 
The following documents will provide necessary information for the Contractor in performing 
the work described in this document: 


• Replacement Biometric System Concept of Operations (CONOPS), Version 1.0, June 24, 
2015.  
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• HART System Test and Evaluation Master Plan (TEMP). Version 1.0, November 30, 
2014.  


• Replacement Biometric System Mission Needs Statement (MNS). Version 1.0, December 
14, 2014 


• HART Systems Engineering Lifecycle (SELC) Tailoring Plan, December 9, 2015. 
• Department of Justice Electronic Biometric Transmission Specification Version 10.0.5, 


June 13, 2013; https://www.fbispect.cjis.gov/ebts/Approved. 
• Automated Biometric Identification System (IDENT) Exchange Messages (IXM) 


Specification, Version 6.0.7. 
• Automated Biometric Identification System (IDENT) Exchange Messages (IXM) 


Specification, Version 6.0. 
• Automated Biometric Identification System (IDENT) Exchange Messages (IXM) 


Specification, Version 5.0. 
• Federal Bureau of Investigation Electronic Biometric Transmission Specification, 


https://www.fbibiospecs.org/, Version 10.0.2 Final, June 2014. 
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Appendix A   HART Performance Requirements 
HART shall meet the performance requirements established in the HART 
Operational Requirements Document (ORD). Table 4 in this appendix lists the 
performance requirements to be met by HART. Measures of Performance (MOPs) in 
Table 4 originate in the HART ORD Table 9, Measures of Performance. Key 
Performance Parameters (KPPs) in Table 4 are sourced from ORD Table 25, OBIM 
Key Performance Parameters.  


The “Threshold” column in Table 4 indicates the minimum performance requirement 
for each performance measure. The “Objective” column indicates the desired 
performance objective. The “Source” column lists the origin of each performance 
measure and whether that measure is a KPP or MOP. KPPs are more general 
performance requirements; MOPs are more specific requirements.   


Table 4. HART Performance Requirements 


Performance Measure Threshold Objective Source 


Availability. HART shall provide the 
availability of: ≥ 99.7% ≥ 99.95% ORD KPP** #1 


Biometric Identification Service. HART 
shall provide a fingerprint biometric 
identification service that meets 
approved customer service level 
agreements (SLAs) for an aggregated 
percentage of customer requests: 


≥ 95% ≥ 99% ORD KPP #2 


Multimodal Biometric Search Response 
time.* For DHS customers for law 
enforcement purposes, HART shall 
provide a percentage of multimodal full 
gallery searches completed within 2 
minutes or fewer for any given hour of 
the day: 


≥ 95% ≥ 99% ORD KPP #3 


Multimodal Biometric Verification 
Service. HART shall provide a 
multimodal biometric verification 
service that meets approved customer 
SLAs for an aggregated percentage of 
customer requests: 


≥ 95% ≥ 99% ORD KPP #4 


Multimodal Biometric Verification 
Accuracy. HART shall provide an 
average Travelers Inconvenienced Due 
to False-Positive Matches multimodal 
rate of: 


≤ 0.02% ≤ 0.01% ORD KPP #5 
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Performance Measure Threshold Objective Source 


Interoperability. HART shall provide 
an average response time to process full 
gallery multimodal biometric search 
requests received from DOJ’s NGI for 
criminal and civil fingerprint 
submissions: 


≤ 15 
minutes 


≤ 10 
minutes 


ORD KPP #6 


Availability: HART shall have an 
overall availability threshold of 99.70% 
with an objective of 99.95%, which 
includes both scheduled and 
unscheduled downtime.  


≥ 99.7% ≥ 99.95% ORD 
MOP***#1 


Mean Time Between Failures. HART 
shall have a Mean Time between 
Failures (MTBF) for the overall system 
at a threshold greater than or equal to 50 
days with an objective greater than or 
equal to 365 days. 


≥ 50 days ≥ 365 days ORD MOP-2 


Mean Time to Repair. HART shall have 
a Mean Time to Repair (MTTR) for the 
overall system at a threshold less than 
or equal to 3.6 hours with an objective 
less than or equal to 3.6 hours. 


≤ 3.6 Hours ≤ 3.6 hours ORD MOP-3 


BioVisa Response. HART shall have a 
search and response time for DOS 
BioVisa of less than or equal to 
15 minutes with a threshold of greater 
than or equal to 95% of all requests, and 
an objective of greater than or equal to 
98% of all requests. 


≥ 95% ≥ 98% ORD MOP-4 


Customs and Border Protection (CBP) 
Port of Entry (POE) Response. HART 
shall have a full-gallery search and 
response time for CBP POE at Primary 
Inspection of less than or equal to 10 
seconds with a threshold of greater than 
or equal to 95% of all requests and an 
objective of greater than or equal to 
98% of all fingerprint requests. 


≥ 95% ≥ 98% ORD MOP-5 
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Performance Measure Threshold Objective Source 


Law Enforcement Response. HART 
shall have a search and response time 
for DHS customers for law enforcement 
purposes [United States Coast Guard, 
CBP / Border Patrol and Office of Field 
Operations (OFO), and Immigration 
and Customs Enforcement (ICE)] of 
less than or equal to 2 minutes with a 
threshold of greater than or equal to 
95% of all requests and an objective of 
greater than or equal to 98% of all 
fingerprint requests. 


≥ 95% ≥ 98% ORD MOP-6 


Department of Justice (DOJ) Response. 
HART shall have a search and response 
time for DOJ of less than or equal to 15 
minutes with a threshold of greater than 
or equal to 95% of all requests and an 
objective of greater than or equal to 
98% of all fingerprint requests. 


≥ 95% ≥ 98% ORD MOP-7a 


Federal Emergency Management 
Administration (FEMA) Response. 
HART shall have a search and response 
time for FEMA of less than or equal to 
24 hours with a threshold of greater 
than or equal to 95% of all requests and 
an objective of greater than or equal to 
98% of all requests. 


≥ 95% ≥ 98% ORD MOP-7b 


Transportation Security Administration 
(TSA) Response. HART shall have a 
search and response time for TSA of 
less than or equal to 24 hours with a 
threshold of greater than or equal to 
95% of all requests and an objective of 
greater than or equal to 98% of all 
requests. 


≥ 95% ≥ 98% ORD MOP-7c 


United States Citizenship and 
Immigration Services (USCIS) Field 
Office Successful Verification Response. 
HART shall have a verification and 
response time for USCIS field office 
verifications of less than 10 seconds for 
successful verifications with a threshold 
of greater than or equal to 95% of all 
requests and an objective of greater than 
or equal to 98% of all requests. 


≥ 95% ≥ 98% ORD MOP-7d 
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Performance Measure Threshold Objective Source 


USCIS Verification Mismatch Full 
Gallery Response. HART shall have a 
verification and response time for 
USCIS field office verifications of less 
than or equal to 10 minutes, for 
mismatches with Biometric Support 
Center (BSC) review with full gallery 
search and response, with a threshold of 
greater than or equal to 95% of all 
requests and an objective of greater than 
or equal to 98% of all requests. 


≥ 95% ≥ 98% ORD MOP-7e 


USCIS Enrollment Search and 
Response. HART shall have a search 
and response time for USCIS 
application support center enrollments 
of less than or equal to 24 hours with a 
threshold of greater than or equal to 
95% of all requests and an objective of 
greater than or equal to 98% of all 
requests. 


≥ 95% ≥ 98% ORD MOP-7f 


CBP Biometric Exit Response. HART 
shall have a response time for CBP 
Biometric Exit Verification (1:1 
requests) of less than or equal to 3 
seconds with a threshold of greater than 
or equal to 95% of all requests and an 
objective of greater than or equal to 
98% of all requests. 


≥ 95% ≥ 98% ORD MOP-7g 


Fingerprint Verification Accuracy. 
HART shall support a threshold and 
objective of greater than or equal to 
99.5% Target or True Acceptance Rate 
(TAR) at less than or equal to 0.008% 
False Acceptance Rate (FAR) for 
fingerprint verification accuracy (1:1 
comparisons). 


TAR ≥ 
99.5% 


at 
FAR ≤ 
.008% 


TAR ≥ 
99.5% 


at 
FAR  ≤ 
.008% 


ORD MOP-8 


Biometric Transactions Referred to 
BSC. HART shall support a less than 
or equal to 0.6% threshold and less 
than or equal to 0.5% objective for 
biometric Identification (1:N) 
transactions sent to BSC (“gray-area 
hit”) for fingerprint evaluation.  


≤ 0.6% ≤ 0.5% ORD-MOP 9 
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Performance Measure Threshold Objective Source 


Simultaneous Biometric Modalities 
Matched. HART shall support a 
threshold of two and an objective of 
three simultaneously matched 
biometric modalities during 
multimodal fusion. 


2 3 ORD-MOP 10 


Fingerprint Identification Accuracy. 
HART shall support a threshold and 
objective of greater than or equal to 
99.5% TAR at less than or equal to 
0.008% FAR for fingerprint 
identification accuracy (1:N 
comparisons) of match subsystem. 


TAR ≥ 
99.5% 


at 
FAR ≤ 
.008% 


TAR ≥ 
99.5% 


at 
FAR ≤ 
.008% 


ORD MOP-11 


Face Verification Accuracy. HART 
shall support a threshold and objective 
of greater than or equal to 95% TAR at 
less than or equal to 0.1% FAR for face 
verification accuracy (1:1 comparisons) 
of match subsystem. This requirement 
applies to identities and/or face 
images that OBIM determines to be 
of sufficient quality for matching. 
OBIM will consider input and 
analysis from the vendor when 
determining what is to be measured 
as matchable. 


TAR ≥ 
95.0% 


and 
FAR ≤ 
.010% 


TAR ≥ 
95.0% 


and 
FAR ≤ 
.010% 


ORD MOP -12 


Iris Identification Accuracy. HART 
shall support a threshold and 
objective of greater than or equal to 
98% TAR at less than or equal to 
0.0080% FAR for iris (dual) 
identification accuracy (one-to-many 
comparisons) of match subsystem. 


TAR ≥ 98% 
and 


FAR ≤ 
.0080% 


TAR ≥ 98% 
and 


FAR ≤ 
.0080% 


ORD MOP-13 


 


Iris Verification Accuracy. HART 
shall support a threshold and 
objective of greater than or equal to 
98% TAR at less than or equal to 
0.01% FAR for iris (dual) 
identification accuracy (one-to-many 
comparisons) of match subsystem. 


TAR ≥ 
98.0% 


and 
FAR ≤ 
.010% 


TAR ≥ 
98.0% 


and 
FAR ≤ 
.010% 


Planned 
Addition to 
ORD 
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Performance Measure Threshold Objective Source 


Fusion Accuracy. HART shall support a 
threshold and objective of greater than 
or equal to 99.9% TAR at less than or 
equal to 0.008% FAR for fusion 
accuracy of match subsystem.1 


TAR ≥ 
99.9% 


and 
FAR ≤ 
.008% 


TAR ≥ 
99.9% 


and 
FAR ≤ 
.008% 


ORD MOP-15 


*     Response times are measured from the time OBIM systems receive an in-bound 
request to the time OBIM systems make an out-bound response available to the requesting 
system. 


**   Key Performance Parameter (KPP) – HART Operational Requirements Document 
(ORD), Table 25, Key Performance Parameters. 


*** Measures of Performance (MOP) – HART Operational Requirements Document 
(ORD), Table 9, Measures of Performance. 


 


                                                      
1 OBIM expects fusion to improve overall system biometric matching accuracy to meet the 
stated threshold, encompassing both identification and verification matching scenarios. 
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Appendix B   HART Sizing Information 
This appendix contains selected extracts from information sources present in the 
HART Reading Room that potential growth in the number of identities, encounters, 
and transactions that HART must address. It also contains the current matching and 
storage capacity utilization report for the existing IDENT system.  


Table 5 shows the anticipated growth in overall OBIM sizing parameters for three 
years beyond the implementation of HART Increment 1 assuming a January 2017 
start to HART development and completion of Increment 1 in July of 2018 (18 
months). 
Table 5. Projected Growth: Three Years Beyond Increment 1 Completion (July 2018 – 


July 2021) 


Scalability Factors Volume at End of 
Increment 1 - July 


2018 
(in Millions) 


Volume 3 Years 
After Increment 1 


(July 2021) 
(in Millions) 


Unique Identities2.  Growth in the 
cumulative number of unique identities 
stored in OBIM databases. 


225 261 


Encounters3. Growth in the number of 
cumulative encounters recorded in 
OBIM databases.  


893 1,196 


Biometric Images4. Growth in the 
aggregate number of biometric images 
stored in OBIM databases (Fingerprint, 
Iris, and Face combined).  


3,703 4,891 


Transaction Growth5. Growth in the 
total number of transactions processed 
shall accommodate the daily transaction 
growth over time while still satisfying 
the response times and SLA 
requirements. 


1.099 1.414 


 


                                                      
2 IDENT _UniqueEncounters_TrendAnalysis.xlsx, IDENT Encounters Tab, HART Reading Room EXCEL 
Workbook 
3 Ibid. 
4 IDENT _UniqueEncounters_TrendAnalysis.xlsx, Images Historical Tab, HART Reading Room EXCEL 
Workbook 
5 Daily Revised Transaction Forecast – Reading Room EXCEL Workbook – Generated December 12, 2016 
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Table 6 shows the projected cumulative number of enrollments expected in OBIM’s 
biometric matching galleries for fingerprint, iris, and face images. The projections in 
Table 6 are anticipated year end totals. Fingerprint biometrics include 10-print and 
2-print sets; iris biometrics are iris pairs. 


Table 6. Projected Matching Gallery Cumulative Enrollments 


Projected Gallery Enrollments (in Millions) 


Year Fingerprint6 Face Iris (Pairs) 
2016 201.4 0 0.3 


2017 214.9 300 5.5 


2018 228.5 500 6.1 


2019 242.0 700 7.6 


2020 255.6 1,000 9.1 


2021 269.1 1,300 10.6 


2022 282.6 1,600 12.0 


 


Table 7 shows the estimated number of Iris and Face Identification transactions 
projected for 7 years. Both daily and annual estimates are shown.  


 
Table 7. Iris and Face Identification Transaction Projections 


Projected Iris and Face Identification (1:N) Transactions (in Thousands) 
Year Face Daily Iris Daily Face Annual Iris Annual 
2017 50.2 9.7 18,323 3,538 
2018 69.2 11.7 25,259 4,283 
2019 92.7 16.8 33,844 6,142 
2020 96.3 31.7 35,145 11,555 
2021 100.0 44.6 36,499 16,272 
2022 103.9 58.5 37,906 21,359 


 


Table 8 shows the estimated number of Iris and face Verification transaction 
projected for 6 years. Both daily and annual estimates are shown. 


                                                      
6 IDENT_UniqueEncounters_TrendAnalysis.xlsx, IDENT Encounters Tab, HART Reading Room EXCEL 
Workbook 
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Table 8. Iris and Face Verification Transaction Projections 


Projected Iris and Face Verification (1:1) Transactions (in Thousands) 
Year Face Daily Iris Daily Face Annual Iris Annual 
2017 8.2 0.9 2,993 329 
2018 26.5 1.9 9,673 694 
2019 44.5 4.9 16,243 1,789 
2020 77.0 5.1 28,105 1,862 
2021 90.0 5.5 32,850 1,935 
2022 100.0 58.5 36,500 2,008 


 


Tables 9 and 10 show projected Daily and Annual transaction rates respectively for 
four types of fingerprint processing transactions: Identify, Verify, Pre-Verify, and 
Retrieve Identity. 


Table 9. Daily Transaction Rates – Current and Projected - Fingerprint7 


Daily Transaction Rates – Current and Projected 


Transaction Type: 


 


Identify Verify Pre-
Verify 


Retrieve 
Identity 


Current Transaction Rates (in Thousands) 


Average Per Day 133.9 136.8 637.82 75.3 


Peak Hour 5.6 12.2 36.1 4.3 


Projected Transaction Rates per Day (in Thousands) 


2017 144.0 148.5 637.9 78.4 


2018 155.0 161.2 698.9 81.6 


2019 166.9 175.0 765.8 84.9 


2020 179.9 190.0 839.1 88.4 


2021 194.0 206.5 919.4 92.0 


 
 


 


                                                      
7 Daily_Revised_Transaction Forecast - Reading Room EXCEL Workbook – Generated December 12, 2016 


91 of 158







 


 


Table 10. Projected Annual Transaction Rates - Fingerprint8 


Projected Annual Transaction Rates (in Millions) 


Transaction Type: 


 


Identify Verify Pre-
Verify 


Retrieve 
Identity 


2017 52.6 54.2 232.8 28.6 


2018 56.6 58.8 255.1 29.8 


2019 60.9 63.9 279.5 31.0 


2020 65.7 69.4 306.3 32.3 


2021 70.8 75.4 335.6 33.6 


 


Tables 11 and 12 contain the Weekly IDENT Capacity Management report for 
September 30, 2016 for organic matcher gallery growth and storage, respectively.  


 


                                                      
8 Ibid. 
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Table 11. Weekly IDENT Capacity Report – September 30, 2016 – Gallery Organic Growth 


 
 


 


 


 


 


 


  Forecasted Organic Growth - 09/30/2016 


  


Matcher Gallery 
10-PRINT 2-PRINT LATENT 


IDENT 10P 
WL (10P) - 
Elite V 


IDENT 10P 
WL (2P/4P) - 
Elite V Lite 


IDENT 10P 
VST (10P) - 
Elite V 


IDENT 10P 
VST (2P/4P) - 
Elite V Lite 


IDENT 2P VF 
- Elite IV 


IDENT 2P VM - Elite 
IV 


Latent 10P 
WL - Elite II 


Latent 10P 
VST - Elite II 


Latent 2P VF 
& VM - Elite II 


Unresolved 
Latent - Elite 
II 


Total PMA Capacity 40,000,000  10,000,000  200,000,000  10,000,000  32,000,000  32,000,000  40,000,000  200,000,000  50,000,000  1,000,000  
PMA Capacity Used 9,339,105  1,517,971  158,851,211  95,368  17,993,291  18,338,577  14,404,217  158,946,579  36,331,868  273,686  
PMA Capacity Used (%) 23.3% 15.2% 79.4% 1.0% 56.2% 57.3% 36.0% 79.5% 72.7% 27.4% 
Expected Date for 95% PMA 
Capacity Threshold > 5 Years N/A Aug-2018 N/A > 5 Years > 5 Years > 5 Years Aug-2018 > 5 Years > 5 Years 
Expected Date for 100% PMA 
Capacity Depletion > 5 Years N/A Apr-2019 N/A > 5 Years > 5 Years > 5 Years Apr-2019 > 5 Years > 5 Years 
Throughput < 95th Percentile  
Peak Hour Workload Jun-2019 Oct-2018 > 5 Years > 5 Years N/A 
Throughput < Avg. Peak Hour 
Workload Aug-2021 Feb-2021 > 5 Years > 5 Years N/A 
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Table 12. Weekly IDENT Capacity Report – September 30, 2016 - Storage 


 
 


 


 


  Storage – 09/30/2016 
  DC1 (Primary)   DC2 (Backup) 
    


IDENT 
IMAGEDG 


IDENT 
DATADG ESB Matcher    


IDENT 
IMAGEDG 


IDENT 
DATADG Matcher 


Current Storage Capacity 
Used   88.1% 79.9% 18.7% 55.7% Current Storage 


Capacity Used   88.1% 79.9% 77.9% 


Total (TB)   675.0 71.9 22.0 80.8 Total (TB)   675.0 71.9 59.9 
Free (TB)   80.3 14.4 17.9 35.8 Free(TB)   80.3 14.4 13.3 
Used (TB)   594.7 57.5 4.1 45.1 Used (TB)   594.7 57.5 46.7 


Expected Date for 80% 
Capacity Threshold   Jul-16 Oct-16 Sep-23 Jan-20 


Expected Date for 
80% Capacity 
Threshold 


  Jul-16 Oct-16 Dec-16 


Expected Date for 100% 
Capacity Depletion   Sep-17 Aug-19 Sep-23 Sep-22 


Expected Date for 
100% Capacity 
Depletion 


  Sep-17 Aug-19 Dec-18 
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Table 13 contains sizing metrics for the Secondary Inspection Tool (SIT). SIT is a 
Java application. These metrics were generated using the Serena Dimensions source 
code management tool. 


Table 13. Secondary Inspection Tool Lines of Java Code Analysis9 


Symbol Quantitative Measure Description 


Files and directories 


Source Files 338 Source Files 


Directories 97 Directories 


Source Lines of Code 


BLOC 13,529 Blank Source Lines of Code 


SLOC-P 46,535 Physical Executable Source Lines of Java 
Code 


CLOC 23,388 Comment Only Source Lines of Code 


TOTAL 83,452 Total Source Lines of Code 


Additional Descriptive Metrics 


SLOC-L 32,316 Logical Executable Lines of Code 


MVG 5,396 McCabe Cyclometric Complexity 


C&CLOC 604 Code and Comment Lines of Code 


CWORD 124,150 Commentary Words 


HCLOC 541 Header Comment Lines of Code 


HCWORD 2,196 Header Commentary Words 


 


 


 


                                                      
9 Analysis generated using Serena Dimensions, November 18, 2016 


95 of 158







 


 


Appendix C   Definitions  
1:N Match. A 1:N (one-to all) biometric match is a search of all individual 
biometrics stored in the full biometric repository, for example, a search of all 
fingerprints on file, seeking a match to the to the submitted biometric modalities.  
1:1 Match. A 1:1 (one-to-one) match is a biometric identity verification search 
matching attempting to match modalities submitted with a biometric verification 
request to a single identity record retrieved from the biometric repository by a 
document-based or unique identifier-based search. 
Biometric Support Center (BSC). The Biometric Support Center (BSC) has two 
locations – one in the Washington DC metropolitan area and the other in the San 
Diego area – currently staffed by expert fingerprint examiners. These examiners are 
supported by the 3M Cogent Automated Biometric Information System (CABIS) 
system for latent fingerprint management as well as custom-developed tools for use 
in fingerprint examination and accessing and updating the current IDENT system. 
The custom developed tools are the Candidate Verification Tool (CVT) and 
Secondary Inspection Tool (SIT). Examiners also have access to tools developed by 
other DHS components for access to the IDENT system and associated data. 
Biometric Matching Subsystem. A biometric matching subsystem is a vendor-
specific configuration of application servers, database servers, data storage, and 
software that enrolls biometric images in its gallery and conducts searches of that 
gallery to verify an identity or find an identity that matches a biometric.   


Biometric Matching Subsystem Interface. This interface is a standard interface 
through which all biometric matching subsystems will connect to the HART core 
application. This interface will implement an application programming interface that 
will be the standard for interfacing biometric matching subsystems to the HART 
core application. 


Customer. A customer is any government agency whether federal, state, domestic, 
or foreign, civilian, law enforcement, or military that accesses OBIM identity 
services, provides identity information to OBIM, or exchanges identity information 
with OBIM. 


Enrollment. The process of adding an instance of a biometric modality (i.e. 
fingerprint set, iris pair, or facial image) to a biometric matching gallery and 
generating templates from incoming biometric modality images and loading those 
templates into the matching gallery. 


False Acceptance Rate (FAR). A statistic used to measure biometric performance 
when performing verification tasks. FAR is expressed as a percentage and is a 
measure of the frequency with which the system produces a false acceptance which 
occurs when a submitted biometric sample is incorrectly matched to another 
individual’s existing biometric.  


Full Gallery Search. Multimodal Full Gallery Search. A full gallery search is a 
search of all biometric images enrolled in a single biometric gallery. A multimodal 
full gallery search is a search of the entire biometric gallery for each of the biometric 
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modalities submitted with a search request. For example, if an identification search 
request is submitted with both fingerprint and iris modalities, then a multimodal full 
gallery search would involve searching the entire fingerprint gallery and the entire 
iris gallery for a match.  


Full Operating Capability (FOC). FOC is the point at which all of the functionality 
developed by a program has been successfully installed for production processing 
and is actively processing production workloads. 


Fusion. “Fusion” is general term used to represent the techniques used to make a 
final determination of identity match when more than one modality has been 
submitted for identity verification through separate matching technologies, when 
more than one algorithm has been used to match an incoming modality, or when 
both conditions apply.  


Gallery. A biometric matching subsystem’s database, or set of known identities, for 
a specific modality (e.g. fingerprint, iris, or face). 


Identification. An operation during which a biometric matching subsystem searches 
its database or gallery for a reference matching a submitted biometric modality 
sample and if found returns a corresponding identity. 


Identity database. The term “identity database” is used to refer to all non-image 
identity data received and stored by OBIM systems. 


Images. For the purposes of this SOO, the term “image” refers to any of the 
following: scanned fingerprint images, scanned iris images, scanned images of other 
biometric modalities, facial photographs, scanned facial photographs, other 
photographs, scanned images of biometric image hardcopies, scanned signature 
images, generic images of scanned documents, video recordings, and voice 
recordings. 


Initial Operating Capability (IOC). IOC is a program milestone selected and 
defined by the program office that corresponds to that point on the schedule where 
all system capabilities included within the scope of program Increment 1 have been 
fielded to one or more locations and when those Increment 1 capabilities are 
processing the production workload for at least one (1) OBIM customer.  


Latent Fingerprint. A fingerprint image, full or partial, left on a surface touched by 
an individual and submitted by a law enforcement agency. 


Level 1 Operations & Maintenance Support – Basic Level Service. Basic Level 
Service (Level 1) is a hosting service that includes hardware maintenance and network 
monitoring for equipment. All services provided shall be consistent with the Uptime 
Institute’s TIER III data center classification. The service includes monitoring system 
viability (also known as ping); monitoring all facilities services (known as power); and 
monitoring all network services (also known as pipe). The Contractor shall install 
equipment in the data center and bring it up to an operational state and provide limited 
O&M support. Basic Level Service provides basic facility services such as space, power, 
and security. It includes network connectivity from the servers to the wide area network 
(WAN) for all systems hosted in the environment. The Contractor shall provide 
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personnel, processes, and technology to support hosting services for DHS systems and 
applications. Level 1 service includes: 


• Acquisition - The Contractor shall acquire server, software, storage, and General 
Support Systems (GSS) assets as required 


• Installation - The Contractor shall install, configure, test and document the basic 
system including, but not limited to, racks, cabinets, servers, storage/backup, and 
network systems and shall coordinate all installation configurations. 


• Hardware Maintenance – The Contractor shall maintain all contractor furnished 
equipment (CFE) and Government furnished equipment (GFE) to meet SLAs. 


• Hardware/System Configuration - The Contractor shall configure the hardware 
systems based on DHS and OBIM (if it does not contradict DHS) - provided 
configuration guidelines, document and deliver updates to the as-built 
documentation to the HART Program Manager for incorporation into the system 
master baseline, and maintain configuration information resulting from 
maintenance or change implementations. 


• Project Management - The Contractor shall provide project management support 
and logistics and oversight support including points of contact and project 
management for basic level services to support HART systems and services. The 
Contractor shall implement its production integration process for all workload 
migrations into the DHS Enterprise Data Centers. 


• Accounting and Chargeback – The Contractor shall provide financial 
management services including but not limited to cost estimates, monthly and 
annual billing, and support for government auditing. 


• Inventory Control – The Contractor shall maintain and update asset inventory 
information, perform physical audits, inventories, and inspections, provide 
inventory reports, provide audit reports, provide inventory management, ensure 
the configuration management database is accurate and in accord with SLAs, 
manage removal and replacement of defective parts under warranty, and manage 
the production software library. 


• Incident Management – The Contractor shall monitor equipment from its 
operations center and in the event of an incident open a ticket for the designated 
service desk and perform touch labor tasks to assist remote staff in incident 
resolution. 


• Decommissioning - The Contractor shall provide decommissioning services as 
requested. The Contractor shall start the decommissioning process after 
notification by the Government. The images, settings and data from the device 
shall be retained until the supported project is no longer in use or when there is 
written permission to delete/dispose of the data from the Government. 


Level 2 Operations & Maintenance Support - Managed Level Service. Managed 
level service includes all Basic Level Services plus system administration, operations, 
database, and middleware services. The Contractor shall provide managed level service 
for both government-furnished and contractor-furnished systems. Level 2 service 
includes: 
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• Operating System Installation, Configuration, and Management - The Contractor 
shall install and configure platform operating system and utility programs. 


• Patch Management - The Contractor shall maintain patch release services and 
provide patch management in order to maintain operational functionality of new 
releases, service, and compliance with the configuration management processes 
and procedures, including, but not limited to, patch application, patch testing, 
installation and deployment, configuration management database updates, and 
support and implementation of DHS Data Center Service Resource Management 
Process. 


• Storage Management - The Contractor shall provide storage services and utility 
offerings. These offerings include the ability for the customer to receive 
management of /or consume storage in accordance with Task Orders. The 
Contractor shall install and configure all Storage Area Network (SAN) and 
Network Attached Storage (NAS), including any management software, and 
manage the allocation and retraction of storage in a dedicated and/or virtualized 
storage environment. 


• Backup and Restore - The Contractor shall perform backup and restore services 
to include incremental backups daily and full backups weekly and manage 
backup scripts to backup critical operating system and system data files 
including all system batch processes. The Contractor shall restore operating 
systems according to the Component Disaster Recovery plan. 


• Database Support - The Contractor shall provide database support services to 
manage, configure and maintain database servers for hosting and application 
support services. 


• Middleware Support - The Contractor shall provide middleware support services 
to manage, configure and maintain middleware servers and software for hosting 
and application support services. 


• Monitoring - The Contractor shall provide monitoring of hardware and Level 2 
processes for availability, performance, and degradations. 


• Services Normally Provided in a Managed Service Environment - The 
Contractor shall perform other tasks that it normally provides in a managed 
service environment. These tasks shall include services such as but not limited to 
the following:  


o Mainframe operation and maintenance;  
o Software license management for IBM and independent software 
vendor products and applications;  
o Maintaining mainframe networks; 
o Production batch job scheduling and production control;  
o Server operation and maintenance;  
o Software license management;  
o Maintenance changes;  
o Software installation;  
o Performance reporting;  
o Interfacing with application Contractor support as required for other 
included functions; 
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o Running and maintaining audit tools; 
o Production Operations;  
o Automation Services; and 
o Tape handling, including rotation of backup tapes to and from an off-
site storage facility. 


 


Level 3 Operations & Maintenance Support – Application Level Service. At 
Level 3 the Contractor shall provide personnel, processes and technology to support 
application support services. Level 3 service includes, but is not limited to, application 
monitoring, initial application baselining; application changes; porting; quality 
assurance; system assurance; installation; integration; end user training; application code 
testing; application migration; database support; application C&A support. Level 3 
service includes: 


• Application Monitoring - The Contractor shall manage and monitor application 
performance and degradation and provide fault prevention capabilities for data 
center operations and system metrics to mitigate potential problems. The 
Contractor shall integrate the application into monitoring systems as a project, 
and then provide the actual monitoring as a regular part of O&M. 


• Initial Application Baselining - The Contractor shall provide initial application 
baselining services. This applies to, but is not limited to, data center tools, 
application tools, and functional applications. 


• Application Changes - The Contractor shall provide Application Change 
Services per industry best practices. 


• Application Porting - The Contractor shall provide Application Porting 
Services. Application Porting includes, but is not limited to: 


o Revision of applications for a new system or operating system. 
o Validation and verification for all newly ported applications before 


entering the production environment. This includes migration and 
integration  


o Stringent testing to meet DHS security standards  
• Quality Control - The Contractor shall provide Application Quality Control 


services in order to maintain application integrity. Application Quality Control 
shall meet the quality standards as set forth by DHS Quality Assurance 
guidelines for Application Management Services. The Contractor shall manage 
Quality Control according to industry best practices, for example, with processes 
and staff that are functionally and administratively independent from the product 
lines and the services delivered to the HART customer. The Contractor shall 
detect and report quality problems per the SLAs and maintain a Quality Control 
Plan. The Contractor shall support DHS IV&V activities. 


• System Assurance - The Contractor shall provide support to System Assurance 
services. System assurance provides certifiable operational capability in a 
24x7x365(366) environment. 
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• Application Installation and Test - The Contractor shall provide application 
installation and testing services in order to ensure proper functionality of 
applications. 


• Application Integration - The Contractor shall provide Application Integration 
services. Application integration includes, but is not limited to, verification and 
validation testing. 


• End User Training - The Contractor shall provide Application End User 
Training. This consists of all training necessary to provide staff with needed 
resources to execute full functionality of applications and effectively support the 
application. 


• Application Code Testing - The Contractor shall provide Application Code 
Testing services for all applications undergoing application testing. All code 
shall undergo proper change management and code release procedures. Code 
testing shall be done on non-production machines and shall undergo thorough 
test and evaluation procedures. 


• Application Migration - The Contractor shall provide application code release 
and migration services that provide application code release management and 
migration support to migrate application code onto new platforms without 
disrupting data center functionality. 


• Application Component and Database Maintenance - The Contractor shall 
support application databases and provide maintenance on all managed 
applications, databases, web servers, and other application components to assure 
optimal application performance. 


Matcher. “Matcher” is the generic term used to refer to the implemented capability 
to compare an incoming biometric image to those images previously enrolled in the 
matching sub-system galleries to determine whether the incoming image has been 
previously enrolled. Matchers may be hardware or software based. Software 
matchers consist of software algorithms hosted on application servers that compare 
templates generated for incoming images against images already resident in the 
matching sub-system galleries. Hardware matchers perform the same function as 
their software counterparts with the exception that the hardware matchers are high 
speed blade computers designed specifically for high-speed match performance. 


Matching sub-system. The Matching Sub-system is the component of the system 
architecture that consists of the applications, servers, and data storage that enroll 
biometric images in template galleries and execute matching operations for incoming 
biometric images against those already enrolled in the biometric template galleries. 
In Increment 1 of the HART system, the matching sub-system will be limited to 
fingerprint capabilities. In Increment 2, the necessary applications and infrastructure 
will be added to the matching subsystem to enroll iris and facial images and to match 
incoming images against the matching sub-system galleries corresponding to the 
type of incoming image. 
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Multimodal Bridge Subsystem (MMBS). OBIM’s Identity Technology Division 
has established a small processing capability, the Multimodal Bridge System, for 
matching face and iris modalities. This system: 


• Lacks the capacity for processing full production transaction volumes 
requiring face and iris matching. 


• Does not automatically forward indeterminate matches to the Biometric 
Support Center for resolution. 


• Returns only the raw match results for each modality (i.e. iris and face) and 
makes no attempt to improve accuracy by leveraging (i.e. fusing) match 
results from multiple modalities. 


This subsystem will not be modified during HART Increment 1. It will connect to 
the HART core application through the HART multimodal matching subsystem 
interface. 


Multimodal full gallery search. Multimodal full gallery searches are searches of 
the multiple modality galleries attempting to find a match to more than one 
biometric modality. These searches are intended to search the “full gallery” – that is 
all of the enrolled biometrics for each modality – and generate a match or no-match 
result for each modality searched. 


Redress. Redress is the process of removing or correcting derogatory information 
associated with an identity at the request of the identity’s owner. 


Response time. Response time for HART transactions shall be the elapsed time 
from the point where an incoming transaction is received to the point where HART 
releases the response. The elapsed time will be the sum of the elapsed time for 
HART core application processing added to the time for biometric matching 
subsystem operation, 


Sizing timeframe. All projections for sizing will assume a timeframe of three (3) 
years past the end of HART Program Increment 1. OBIM requires that the delivered 
system infrastructure installed in DHS or other data centers be capable of processing 
the business volume growth forecast over the 3 elapsed years following the end of 
Increment 1 without the need for a capacity upgrade.  


Target (True) Acceptance Rate (TAR). TAR is expressed as a percent and reflects 
the percentage of times a system correctly verifies a true claim of identity. 


Template (biometric template). A template is a digital reference of distinct 
characteristics that have been extracted from a biometric modality image and stored 
in a matching subsystem for use in subsequent biometric matching and 
authentication processes. 


Verification. An operation during which a biometric matching subsystem retrieves a 
reference from its gallery corresponding to a specific identity and verifies whether 
the biometrics submitted with the request match the biometrics on file for that 
identity. 
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List of Acronyms 
Acronym  Definition 


ABIS DoD Automated Biometric Identification System 


ANSI American National Standards Institute 


AO Authorizing Official 


AoA Analysis of Alternatives 


AQ ORACLE Advanced Queuing 


ATO Authority to Operate 


AWS Amazon Web Services 


BLOC Blank Lines of Code 


BPO Baseline Performance Objectives 


BRM Business Reference Model 


BSC Biometric Support Center 


C&A Certification and Accreditation – Superseded by Security 
Authorization Process 


CABIS Cogent Automated Biometric Identification System 


CBP Customs and Border Protection 


CFE Contractor Furnished Equipment 


CIA Confidentiality, Integrity, and Availability 


CJIS Department of Justice Criminal Justice Information Services 


CLIN Contract Line Item Number 


CLOC Comment Only Lines of Code 


CONOPS Concept of Operations 


COR Contracting Officer’s Representative 


COTS Commercial Off the Shelf 


CVT Candidate Verification Tool 


CWORD Commentary Words 


DHS Department of Homeland Security 


DoD Department of Defense 
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Acronym  Definition 


DOJ Department of Justice 


DOS Department of State 


EBTS Electronic Biometric Transmission Specification  


EIT Electronic Information Technology 


ESB Enterprise Service Bus 


ETL Extract, Translate, and Load 


FAR False Acceptance Rate 


FAR Federal Acquisition Regulations 


FBI Federal Bureau of Investigation 


FedRAMP Federal Risk and Authorization Management Program 


FEMA Federal Emergency Management Agency 


FIPS Federal Information Processing Standard 


FISMA Federal Information Security Management Act 


FOC Full Operating Capability 


FRD Homeland Advanced Recognition Technology Functional 
Requirements Document Increments 1 and 2 


GAO U.S. Government Accountability Office 


GFE Government Furnished Equipment 


GOTS Government Off the Shelf 


GSS General Support Systems 


HART Homeland Advanced Recognition Technology 


HCLOC Header Comment Lines of Code 


HCWORD Header Commentary Words 


HSPD Homeland Security Presidential Directive 


HTTPS Secure Hypertext Transfer Protocol 


IA Information Assurance 


IACS DHS Information Assurance Compliance System 


ICAM Identity, Credential, and Access Management    


ICCB DHS Infrastructure Change Control Board 
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Acronym  Definition 


ICE Immigration and Customs Enforcement 


IDENT Automated Biometric Identification System 


IOC Initial Operating Capability 


INS Immigration and Naturalization Service 


INTERPOL International Criminal Police Organization 


IPR In-Progress Review 


IT Information Technology 


ITL Information Technology Laboratory 


IV&V Independent Verification and Validation 


IXM IDENT Exchange Messages Specification 


KPP Key Performance Parameter 


KST Known or Suspected Terrorist 


MIS Matcher Interface Service 


MMBS Multimodal Bridge Solution 


MNS Mission Needs Statement 


MOP Measure of Performance 


MQ IBM Message Que 


MTBF Mean Time Between Failures 


MTTR Mean Time to Repair 


MVG McCabe Cyclometric Complexity 


NAS Network Attached Storage 


NCR National Capital Region 


NGI Next Generation Identification System 


NIEM National Information Exchange Model 


NIST National Institute of Standards and Technology 


NPE Non Production Environment 


NPPD National Protection and Programs Directorate 


NST National Security Threat 
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Acronym  Definition 


O&M Operations and Maintenance 


OBIM Office of Biometric Identity Management 


ODS/ODR Operational Data Store / Operational Data Repository 


OFO Customs and Border Protection Office of Field Operations 


OLAP Online Analytical Processing 


ORD Operational Requirements Document 


OTA Operational Test Agent 


PICS Password Issuance Control System 


PMA Programmable Matching Accelerator 


POE Port of Entry 


PSPO Customs and Border Protection Passenger Systems Program 
Office 


S3 Amazon Simple Storage Service 


SAN Storage Area Network 


SCORM Sharable Content Object Reference Model 


SELC Systems Engineering Life Cycle 


SIT Secondary Inspection Tool 


SLA Service Level Agreement 


SLOC-P Source Lines of Code - Physical 


SMTP Simple Mail Transfer Protocol 


SOC Security Operations Center 


SOP Standard Operating Procedure 


SORN System of Records Notification 


SP Special Publication 


TAR Target Acceptance Rate 


TBD To Be Determined 


TEMP Test and Evaluation Master Plan 


TRM Technical Resource Model 


TSA Transportation Security Administration 
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Acronym  Definition 


ULF Unsolved Latent File 


USCIS United States Citizenship and Immigration Services 


US-VISIT United States Visitor and Immigrant Status Indicator Technology 


WAN Wide Area Network 


WBS Work Breakdown Structure 
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PART 3. SPECIAL CONTRACT REQUIREMENTS 
 


3.1 Organizational Conflict of Interest Notice 
 


(a) Offerors should be aware that they may be deemed ineligible to participate in this acquisition by reason of an 


organizational conflict of interest (OCI) (see FAR 9.5, Organizational and Consultant Conflicts of Interest). 


Offerors should carefully examine and comply with HSAR 3052.209-72, Organizational Conflict of Interest, found 


in Section 4 of this solicitation. An offeror’s eligibility or ineligibility to participate in the current acquisition is 


determined by the contracting officer. 


 


(b) Offerors should be aware that the type of work required by this acquisition may give rise to an OCI that may 


restrict the offeror’s ability to compete for follow-on work. These types of OCI do not generally lend themselves to 


successful mitigation (see FAR 9.5, Organizational and Consultant Conflicts of Interest). Offerors should carefully 


examine and comply with HSAR 3052.209 73, Limitation of Future Contracting, found in Section 4 of this 


solicitation. An offeror’s eligibility or ineligibility to participate in a future acquisition is determined by the 


contracting officer. 


 


3.2 Contract Incentives (Fixed Price Incentives – Award Fee) 


 


Incentives (award-fee) under this task order are designed to promote efficiency and quality performance in the 


execution of the work to be delivered and performed. The basis for the incentives is some element of superior cost, 


schedule and performance. The incentive percentage under this task order is a maximum [TBD] percent of the 


negotiated fixed price on each of the key CLINs referenced below. The contractor, when exceeding the stated 


criteria in the contract as specified, has the opportunity to receive a maximum of [TBD] percent above the 


negotiated CLIN price for each of the referenced CLINs. The fixed price award fee CLINs are as follows: 


 


CLIN 0001 Phase I, Increment 1, Core Biometric Management System 


CLIN 0008 Post IOC Customer Migration  


 


Incentives are applicable only on the above referenced CLINS and are not applicable to any other task order CLIN. 


The contractor will be assessed and paid, as applicable, after the final completion of each increment (i.e., after the 


final delivery and acceptance of CLINs 0001 and 0008). There is no incentive attached to the Hardware/Software 


CLIN for Increments 1, which is FFP. 


 


NOTE: The award-fee amount and the award-fee determination methodology are unilateral decisions made solely 


at the discretion of the Government. 


 


3.2.1 Incentive Increases/Decreases during Performance 
Increases or decreases in the total maximum incentive fee available under the task order may result from 


changes to the requirement during performance which result in an increase or decrease in the total price 


under the affected key CLINs referenced in the above paragraph. However, such incentive fee increases 


or decreases shall be limited to additions or deletions of work formally directed or accepted by the 


Government in writing that exceed or vary from the original scope negotiated at the time of award. Not 


applicable for incentive adjustment are changes limited to Government caused delays (see 3.2.2 below 


for time adjustments). Any incentive increase or decrease shall be accompanied by a formally signed 


modification by the Contracting Officer and reflect a within scope change in the work originally planned 


at the time of award. 


 


3.2.2 Adjustments for Time (Schedule) 
Two types of time adjustments are envisioned under this task order. They are adjustments resulting 


from the addition of work scope under the task order and Government caused delays. The contractor 


shall not be negatively impacted in incentive determinations based on schedule in either of these 


situations. Any schedule change shall be incorporated in the task order by a formal modification. In 


the event of 


 


Government caused delays, compensation to the contractor, if appropriate, is limited to an equitable 
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adjustment for proven costs incurred. Such an increase in CLIN price shall not result in any adjustment 


to the maximum incentive fee attainable. 


 


3.2.3 Basis for Incentive Fee Payment 
Incentive fees are payable only on the CLINS identified as (FPAF) in the payment schedule and shall 


not exceed [TBD] percent of the negotiated price for successfully meeting the related CLIN 


requirement objectives.  Incentive fee is based on predetermined achievement goals in schedule and/or 


performance that exceed selected objectives set in the Baseline Performance Objectives and defined in 


Attachment 7.2, Award-Fee Plan. 


 


3.3 Travel 


 


The Contractor travel may be required to support this requirement. All travel required by the Government 


outside  the local commuting area (National Capital Region) will be reimbursed to the Contractor in 


accordance with the Federal Travel Regulations (no local travel will be reimbursed under this task order). 


All travel shall be requested in advance and be approved by the COR in writing prior to the travel dates. No 


travel is authorized unless sufficient funds for travel are available on the contract. Travel is reimbursable at 


cost. Payment of fees or other charges is not applicable to travel. Travel shall be in accordance with FAR 


31.205-46. 


 


3.4 Purchasing Hardware and Software under the Task Order (CPFF) 


 


The Contractor shall submit requests for hardware/software purchases for Government review and written 


approval prior to the purchase. For changes to a previously approved Government Bill of Materials (BOM), the 


Contractor shall provide written notification including a rational basis for the change in hardware/software 


simultaneously to the COR and Contracting Officer at least seven days prior to the intended purchase. In 


addition, notifications shall include a list of the required equipment to be purchased and the corresponding 


deleted items, if appropriate, with estimated costs and quantities for each new and substituted item.  Changes to 


HW/SW on the approved BOM resulting in no additional costs to the Government (i.e., substitutions or deletions 


of items of equal or less value) may be approved by the COR after proper technical vetting of the proposed 


change by the Government.  Changes or additions to HW/SW on the approved BOM resulting in increased net 


costs of the BOM estimate require written approval by the Contracting Officer after proper technical vetting of the 


proposed change by the Government.  Purchasing hardware/software in advance of proper written Government 


approval of the purchase may result in non-payment of the Contractor’s invoice for those purchases. All purchases 


of material under this contract shall be in accordance with a Government approved Purchasing system.   


 


The Contractor is required to track all changes to the BOM and shall provide written notification of all changes in a 


clear, logical, and legible format to the COR and the Contracting Officer.   


 


Payment for hardware and software will be made incrementally based on delivery and Government acceptance of 


completed deliverables in accordance with the delivery schedule.   


 


The Fixed Fee for all hardware/software purchases under this task order shall not exceed the lesser of 1 percent of 


estimated HW/SW costs for each increment or $500,000.   


 


3.5 As-Builts and Hardware/Software Inventory 


 


Within 30 days after the completion by the Contractor and acceptance by the Government of each Increment, the 


contractor shall deliver to the COR, a hard and electronic copy of the system “as-built” drawings and a complete 


inventory list of all hardware and software delivered to the Government. In addition, the Contractor shall amend 


and update such drawings and inventory lists to record and capture any changes or corrections, as necessary, 


during the life of the task order. 


 


3.6 Exercise of Phase II/Increment 2 


 


Phase IIa, Increment 2, Production-Scaled Multimodal Modality Matching and Fusion is one of two parts of Phase 
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II of the HART system development under the task order and will not be funded at the time of award (subject to 


the availability of funds in accordance with FAR 52.232.-18) and is dependent on the Government’s acceptance 


and approval of the Systems Engineering Life Cycle (SELC) Critical Design Review. Phase IIb, Increment 2, 


Data Warehouse is an Optional CLIN and will be exercised at the sole discretion of the Government. 


 


3.7 Government as Co-Licensee 


 


Any software license proposed or issued by the Contractor in the performance of this contract shall include the 


Government as a co-licensee and provision the license for substitution of a successor contractor.  To accomplish 


this, some negotiation by the contractor of the commercial terms may be required prior to Government acceptance of 


the software.  To facilitate the process of license acceptance, the contractor shall provide written notification and a 


copy of the commercial license to the Contracting Officer as soon as practicable for Government review and 


comment prior to the purchase of the license.  Any additional costs resulting from the contractor’s failure to notify 


the Government of potentially unacceptable software licensing terms in a timely manner shall be borne by the 


contractor.   


 


3.8   Substitution of Software 


 


The Government may, in its sole discretion, provide as Government Furnished Software the same software 


proposed by the Contractor in place of software that would otherwise be provided under license to the 


Contractor.   


 


3.9  No Private Use of Data First Produced 


 


Pursuant to subparagraph (d)(2) of the Rights in Data-General clause of this task order, the contractor may not use 


any data first produced in the performance of this task order for any purpose other than the performance of this task 


order without the prior, written permission of the Contracting Officer. 


 


3.10 Contractor Identification 


 


Contractor employees shall identify themselves as contractors along with their company name at/in all 


meetings/functions/e-mails related to performance under this contract. 


 


3.11 Integrated Master Schedule  


 


The Contractor shall develop and submit a complete and comprehensive integrated master schedule (IMS) that 


incorporates all projects, activities, and milestones necessary for the design, development and implementation of 


HART Increment 1, Increment 2, and optional tasks. Activities include, but are not limited to, major acquisition 


decision events, systems engineering lifecycle reviews, test events, security, training, etc.  The IMS shall provide for 


regular delivery of configuration items, utilizing an iterative approach, to satisfy the requirements contained in the 


BPO. The schedule shall conform to the best practices set forth in the GAO Schedule Assessment Guide (GAO-16-


89G) and to the structure of the HART work breakdown and CLIN structures set forth in this contract. The 


Contractor shall submit this comprehensive schedule and all schedule updates during the course of contract 


execution to the Government in an electronic format mutually agreed upon with the Government. 


 


The initial IMS submission shall be required not later than 20 business days following contract award. All 


anticipated changes to the schedule baseline shall be communicated to the Contracting Officer’s Representative 


(COR) within three (3) business days. This notification shall include identified impact factors and potential recovery 


mechanisms. The contractor shall perform schedule risk assessments on the integrated technical and business 


schedules for all detailed schedules. The government will perform schedule integration within the OBIM Schedules. 


The contractor shall attend weekly Integrated Project Team (IPT) meetings to identify schedule risks and all known 


and anticipated schedule variances, to include any potential impacts to the schedule baseline. 


 


3.12 Software Deliverables for Use under Government Contracts or Interagency Agreements 


 


Definitions. 
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a. “Open Source Software” for the purpose of this statement of work means computer software that is 


made generally available under a copyright license in which the user is granted the rights to use, copy, modify, 


prepare derivative works and distribute, in source code or other format, the software, in original or modified form 


and derivative works thereof without remuneration of any kind. 


 


b. “Server” means a computer system designed to provide the capability of use by multiple users. A 


server may be the combined operation of hardware and software or software only. This contract [interagency 


agreement] either requires the contractor to first produce computer software or the first production of computer 


software will be integral to the performance of the contract. 


 


1. Design of Computer Software. The Contractor will design the computer software under the following bases: 


 


a. Computer Language. The Contractor shall design and produce the software using one of the following 


languages: Java, C#, JavaScript, Python, Ruby or Go. If the Contractor recommends the use of any other 


language, it may request the permission of the Contracting Officer. 


 


b. Open Source Software Components. To the extent that the Contractor intends to incorporate open 


source content into the computer software, it may use open source content subject to an open source license that 


either requires only acknowledgement of the source or the source and a disclaimer of liability. Prior to 


incorporating open source content subject to any other license conditions, the Contractor must request and 


receive the prior written approval of the Contracting Officer. 


 


c. Commercial or Proprietary Software Components. The Contractor shall not incorporate into the 


computer software content that is subject to either commercial or proprietary license conditions without the 


prior approval of the Contracting Officer. 


 


d. Server Compatibility. To the extent that the computer software is to be designed for loading on a 


server, the Contractor shall design the computer software to be operated on at least one of the following server 


operating systems: Linux (Kernel version 4+), Microsoft Windows (version 2012+ for server software, version 


10+ for client software), or Unix-based operating systems (e.g., AIX). 


 


2. Computer Software Deliverables. Upon conclusion of contract performance and at any times specified by the 


contract during contract performance, the Contractor shall provide the following deliverables associated with that 


computer software. 


 


a. Operable Source Code. The Contractor shall deliver at the conclusion of contract performance 


one computer disc containing the complete, compilable, and operable source code in the DHS approved 


language. 


 


b. Executable Code. The Contractor will deliver at the conclusion of contract performance one 


computer disc containing the complete and operable executable code. 


 


c. Software Documentation. The Contractor shall create and deliver software documentation, containing 


any programmer notes and describing the software, its operation, its organization, and any significant 


characteristics of its design so that a computer programmer skilled in the art of programming according to the 


approved language may operate, maintain, update, modify, and perform all operations necessary to perpetuate 


the utility of the computer software. 


 


d. Description of Third Party Licenses Used. To the extent that the Contractor has included in the 


computer software either DHS approved open source content or software content subject to proprietary 


licenses, the Contractor shall provide each of those licenses and incorporate those licenses in a text file in the 


discs delivered. 


 


3. Independence of Cloud Based Software. The Contractor must insure that cloud based software is capable of 


running on non-Contractor based servers. Any cloud based software must be capable of running on equivalent 
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DHS or third party servers. This attribute must be an aspect of the software’s underling design. 


 


4. Interoperability of Related Data. Data derived from the created software must be capable of being transferred to 


other software in a machine legible format with a minimal level of outside intervention when consistent with 


standard industry practice. This attribute must be part of the software’s underlying design. The Contractor shall not 


develop software or use COTS that store OBIM business data using methods and/or data structures that are wholly 


proprietary or that otherwise would require OBIM to exert undue effort or expense to extract/re-use its own data. 


 


5. Testing of Software. 


 


(1) Software Testing Required. Any software created under interagency agreement or contract prior to 


delivery must undergo software testing. Software testing must be conducted using industry 


standard tools. 


 


(2) Timing of Software Testing. Software testing should occur once executable software has been created. 


 


(3) Software Testing Requirements. Software testing should determine the following: 


 


(a) That the software is capable of serving the purpose of its creation and meets the requirements. 


(b) That the software is stable and performs correctly to all inputted information. 


(c) The software is usable and performs its functions within a time frame appropriate for the nature 


of the operation. 


 


(4) Installation Testing. Installation testing that identifies what will be necessary for a user to install 


and successfully run the software will be required prior to delivery. 


 


3.13 Invoicing Instructions 


 


A. 52.232-1 Payments. In addition to invoice preparation as required by the FAR, the Contractor’s invoice 


shall include the following information: 


 


1) Cover sheet identifying DHS; 


2) Task Order Number; 


3) Modification Number, if any; 


4) DUNS Number; 


5) TINS Number; and 


6) Month services provided or date deliverables completed 


7) Contract Line Item Number (CLIN) for each billed item. 


 


B. The contractor shall submit an electronic copy to email address: nppdinvoice.consolidation@dhs.gov. 


 


C. Simultaneously provide an electronic copy of the invoice to the following individuals at the addresses below: 


 


Robert Degnan, Contracting Officer 


Robert.Degnan@hq.dhs.gov;   202-447-5576 


 


Shannon Ozoria, Contracting Specialist 


Shannon.Ozoria@hq.dhs.gov;    202-447-0230 


 


Abe Jacob, Contracting Officer Representative 


Abe.Jacob@ice.dhs.gov; 202-295-0787 


 


The contractor shall submit invoices to the email address above. Additionally, the contractor shall prepare and 


submit a sufficient and procurement regulatory compliant invoice and receiving report for technical certification of 


inspection/acceptance of services and approval for payment. The contractor shall attach back up information to the 


invoices and receiving reports substantiating all costs for services performed. The receiving agency’s written or 
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electronic acceptance by the COR and date of acceptance shall be included as part of the backup documentation. 


 


Payment for Increments 1 and 2 shall be based on the delivery to, and acceptance by the Government of product 


deliverables in accordance with task order schedule. Deliverables rejected by the Government for non-performance 


or deficiencies shall be corrected by the contractor at no additional cost to the Government prior to payment for 


that deliverable.  Final payment for each Increment shall be withheld until a determination of acceptance can be 


made by the Government based on a fully operational system meeting all Performance Work Statement (PWS) 


requirements, as tested and verified by a qualified independent party chosen by the Government. 


 


3.14 Performance and Acceptance Criteria 


 


The following criteria will serve as the basis to evaluate the contractor on providing timely and high quality 


performance during execution of the contract.  The criteria are broken into the following performance based 


elements:  Code Quality and SELC Deliverable Quality. Each performance element is independent and evaluated 


throughout contract execution. 


 


Element 1: Code Quality 


Application of the code quality analysis tools shall be performed by the contractor using CAST AIP or 


equivalent static or dynamic code analysis tools. Code quality analysis tools, their configurations, rule 


settings, or other tool operational parameters will be available for review, verification. And validation by 


the Government or its representative, and the tool settings used shall be subject to configuration 


management.  All code quality analysis tools results shall be made available to designated government 


representatives.  The code quality tools shall comply with software industry rules, standards, and best 


practices.  Deviations from the rules shall be logged as critical violation and posted to the tool’s dashboard 


portal. 


 


Element 2: Deliverable Quality 


The government will evaluate the quality of the contract deliverables to ensure documentation quality. The 


contractor shall be responsible for ensuring the timeliness, quality, and completeness of each 


documentation deliverable. Criteria that will be used to evaluate the documentation will result in three 


major categories of comments: Critical Issues, Important Clarifications, and Editorial Recommendations. 


All critical issues and important clarifications must be addressed with the final submission. 


 


3.15 Security of Deliverables and Information 


 


All document deliverables of the contractor shall remain categorized as, and shall be clearly labeled as "For Official 


Use Only". The release of any portion of the deliverable beyond contractor personnel working on the contract with a 


need to know the information contained therein to perform under this contract must be authorized in writing by the 


Government. 


 


In accordance with DHS 4300A, email transmissions of all official correspondence specifically For Official Use 


Only (FOUO) or Sensitive PII classifications being sent/received outside of DHS domains will be protected by 


encryption or transmitted within secure communications systems (e.g., government email). For added security, when 


transmitting FOUO/SPII over a regular email channel, the information will be included as a password protected 


attachment with the password provided under separate cover. FOUO designated information shall not be sent to 


personal email accounts. Email containing FOUO will contain (U) in the subject line and CLASSIFICATION: 


UNCLASSIFIED//FOUO   Caveats: None or Law Enforcement Sensitive at the beginning and end of email body. 


Where the sensitivity of the information material warrants additional access and dissemination restrictions, the 


originator may cite a WARNING: This email contains FOR OFFICIAL USE ONLY (FOUO) OR PRIVACY 


DATA. It may contain information exempt from public release under the Freedom of Information Act (5 U.S.C. 


552). The information contained herein must be controlled, stored, handled, transmitted, distributed, and disposed of 


in accordance with DHS policy relating to FOUO/PII information and is not to be released to the public or other 


personnel who do not have a valid "need-to-know" without prior approval of an authorized DHS official. The 


contractor is responsible for practicing sound operations security (OPSEC) and ensuring other personnel have a 


valid “need to know”. Digital Signature or Other Electronic Signature Methods shall be used whenever practical, 


except where handwritten signatures are required by law, regulation, Executive Order, or other agency requirement. 
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Digital Signature or Other Electronic Signature Methods, when properly executed, shall be accepted to the 


maximum extent practicable. 


 


3.16 Company Information Review/ Acquisition Risk 


During the period of performance of the contract, the Contractor is under a continuing obligation to 


ensure that all responses to the acquisition risk questions remain complete, accurate, and up-to-date.  The 


Contractor shall promptly notify and submit updated responses to the CO when any change in 


circumstances of the Contractor or subcontractors warrants a change in the Contractor’s or 


subcontractor’s responses to the acquisition risk questions.  In addition, the Contractor is under a 


continuing obligation to promptly disclose to the CO any proposed additional or replacement 


subcontractors.  Failure to comply with these continuing obligations may be grounds for termination for 


default under the termination clause of this contract.  


The government reserves the right to prohibit individuals who are not U.S. citizens from performing services or 


delivering goods under this contract. 
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PART 4. SOLICITATION PROVISIONS AND CONTRACT CLAUSES 
 


4.1. PROVISIONS AND CLAUSES INCORPORATED BY REFERENCE  
 


FAR 52.203-18 Prohibition on Contracting with Entities that Require Certain Internal Confidentiality 


Agreements or Statements – Representation (JAN 2017) 


FAR 52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements 


(JAN 2017)  


FAR 52.216-7 Allowable Cost and Payment (JUN 2013) 


FAR 52.216-8 Fixed Fee (JUN 2011) 


FAR 52.216-29 Time-and-Materials/ Labor-Hour Proposal Requirements - Non-Commercial Item 


Acquisition with Adequate Price Competition (FEB 2007) 


FAR 52.223-15  Energy Efficiency in Energy-Consuming Products (DEC 2007)  


FAR 52.227-9  Refund of Royalties (APR 1984) 


FAR 52.227-16   Additional Data Requirements (JUN 1987) 


FAR 52.232-1  Payments (APR 1984) 


FAR 52.232-18  Availability of Funds (APR 1984) 


FAR 52.237-3  Continuity of Services (JAN 1991) 


FAR 52.232-39  Unenforceability of Unauthorized Obligations (JUN 2013) 


FAR 52.239-1  Privacy or Security Safeguards (AUG 1996)  


FAR 52.245-1  Government Property (APR 2012) 


FAR 52.246-2  Inspection of Supplies – Fixed Price (AUG 1996) 


FAR 52.246-6  Inspection – Time and Material and Labor Hour (MAY 2001)  


HSAR 3052.219.70 Small Business Subcontracting Plan Reporting (JUN 2006) 


HSAR 3052.242-72 Contracting Officer’s Technical Representative (DEC 2003) 


 


4.2. PROVISIONS AND CLAUSES INCORPORATED BY FULL TEXT  


 


FAR 52.217-5, Evaluation of Options (JUL 1990) 
 


Except when it is determined in accordance with FAR 17.206(b) not to be in the Government’s best interests, the 


Government will evaluate offers for award purposes by adding the total price for all options to the total price for the 


basic requirement. Evaluation of options will not obligate the Government to exercise the option(s). 


 


The following two Option clauses are applicable to Post Deployment Support Services periods only.  


 


FAR 52.217-8, Option to Extend Services (NOV 1999) 
 


The Government may require continued performance of any services within the limits and at the rates specified 


in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by 


the Secretary of Labor. The option provision may be exercised more than once, but the total extension of 


performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written 


notice to the Contractor within 10 days prior to the end of the contract period. 


 


FAR 52.217-9, Option to Extend the Term of the contract (MAR 2000) 
 


(a) The Government may extend the term of this contract by written notice to the Contractor within 15 days prior 


to the end of the contract period; provided that the Government gives the Contractor a preliminary written notice 


of its intent to extend at least 30 days before the contract expires. The preliminary notice does not commit the 


Government to an extension. 


 


(b) If the Government exercises this option, the extended contract shall be considered to include this option clause. 
 


(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 


24 months after deployment of Increment 1. 
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The following clause will apply to all data first produced in the performance of the contract and to any 


devices that originate in the performance of the contract. 


 


FAR 52.227-1, Authorization and Consent (DEC 2007) 
 


(a) The Government authorizes and consents to all use and manufacture, in performing this contract or any 


subcontract at any tier, of any invention described in and covered by a United States patent— 


 


(1) Embodied in the structure or composition of any article the delivery of which is accepted by the 


Government under this contract; or 


 


(2) Used in machinery, tools, or methods whose use necessarily results from compliance by the Contractor or 


a subcontractor with (i) specifications or written provisions forming a part of this contract or (ii) specific 


written instructions given by the Contracting Officer directing the manner of performance. the entire liability 


to the Government for infringement of a United States patent shall be determined solely by the provisions of 


the indemnity clause, if any, included in this contract or any subcontract hereunder (including any lower-tier 


subcontract), and the Government assumes liability for all other infringement to the extent of the 


authorization and consent hereinabove granted. 


 


(b) The Contractor shall include the substance of this clause, including this paragraph (b), in all subcontracts that are 


expected to exceed the simplified acquisition threshold. However, omission of this clause from any subcontract, 


including those at or below the simplified acquisition threshold, does not affect this authorization and consent. 


 


FAR 52.227-2, Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007) 


  


(a) The Contractor shall report to the Contracting Officer, promptly and in reasonable written detail, each notice 


or claim of patent or copyright infringement based on the performance of this contract of which the Contractor has 


knowledge. 


 


(b) In the event of any claim or suit against the Government on account of any alleged patent or copyright 


infringement arising out of the performance of this contract or out of the use of any supplies furnished or work or 


services performed under this contract, the Contractor shall furnish to the Government, when requested by the 


Contracting Officer, all evidence and information in the Contractor’s possession pertaining to such claim or suit. 


Such evidence and information shall be furnished at the expense of the Government except where the Contractor has 


agreed to indemnify the Government. 


 


(c) The Contractor shall include the substance of this clause, including this paragraph (c), in all subcontracts that 


are expected to exceed the simplified acquisition threshold. 


 


FAR 52.227-6, Royalty Information (APR 1984) 


 


(a) Cost or charges for royalties. When the response to this solicitation contains costs or charges for royalties 


totaling more than $250, the following information shall be included in the response relating to each separate item of 


royalty or license fee:  


 


(1) Name and address of licensor. 


(2) Date of license agreement. 


(3) Patent numbers, patent application serial numbers, or other basis on which the royalty is payable. 


(4) Brief description, including any part or model numbers of each contract item or component on which the 


royalty is payable. 


(5) Percentage or dollar rate of royalty per unit. 


(6) Unit price of contract item. 


(7) Number of units. 


(8) Total dollar amount of royalties. 


 


116 of 158







Solicitation No. HSHQDC-16-R-00080 


Part 4: Solicitation Provisions and Contract Clauses 


(b) Copies of current licenses. In addition, if specifically requested by the Contracting Officer before execution of 


the contract, the offeror shall furnish a copy of the current license agreement and an identification of applicable 


claims of specific patents.  


 


The following clause will apply to any data, devices, or equipment that are not first produced in the 


performance of the contract in the form that they existed at the time of award of the task order.  


 


FAR 52.227-3, Patent Indemnity (APR 1984) 


 


(a) The Contractor shall indemnify the Government and its officers, agents, and employees against liability, 


including costs, for infringement of any United States patent (except a patent issued upon an application that is now 


or may hereafter be withheld from issue pursuant to a Secrecy Order under 35 U.S.C. 181) arising out of the 


manufacture or delivery of supplies, the performance of services, or the construction, alteration, modification, or 


repair of real property (hereinafter referred to as “construction work”) under this contract, or out of the use or 


disposal by or for the account of the Government of such supplies or construction work.  


 


(b) This indemnity shall not apply unless the Contractor shall have been informed as soon as practicable by the 


Government of the suit or action alleging such infringement and shall have been given such opportunity as is 


afforded by applicable laws, rules, or regulations to participate in its defense. Further, this indemnity shall not apply 


to— 


(1) An infringement resulting from compliance with specific written instructions of the Contracting Officer 


directing a change in the supplies to be delivered or in the materials or equipment to be used, or directing a 


manner of performance of the contract not normally used by the Contractor; 


(2) An infringement resulting from addition to or change in supplies or components furnished or construction 


work performed that was made subsequent to delivery or performance; or 


(3) A claimed infringement that is unreasonably settled without the consent of the Contractor, unless required 


by final decree of a court of competent jurisdiction. 


 


FAR 52.227-14, Rights in Data -- General (MAY 2014), Alternate II (DEC 2007) and Alternate III (DEC 


2007) (DEVIATION) 
 


(a) Definitions. As used in this clause— 


 


“Computer database” or “database” means a collection of recorded information in a form capable of, and for 


the purpose of, being stored in, processed, and operated on by a computer. The term does not include 


computer software. 


 


“Computer software”— 
 


(1) Means 
 


(i) Computer programs that comprise a series of instructions, rules, routines, or 


statements, regardless of the media in which recorded, that allow or cause a computer 


to perform a specific operation or series of operations; and 


 


(ii) Recorded information comprising source code listings, design details, 


algorithms, processes, flow charts, formulas, and related material that would 


enable the computer program to be produced, created, or compiled. 


 


(2) Does not include computer databases or computer software documentation. 


 


“Computer software documentation” means owner’s manuals, user’s manuals, installation instructions, operating 


instructions, and other similar items, regardless of storage medium, that explain the capabilities of the computer 


software or provide instructions for using the software. 


 


“Data” means recorded information, regardless of form or the media on which it may be recorded. The term 
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includes technical data and computer software. The term does not include information incidental to contract 


administration, such as financial, administrative, cost or pricing, or management information. 
 


“Form, fit, and function data” means data relating to items, components, or processes that are sufficient to enable 


physical and functional interchangeability, and data identifying source, size, configuration, mating, and 


attachment characteristics, functional characteristics, and performance requirements. For computer software it 


means data identifying source, functional characteristics, and performance requirements but specifically 


excludes the source code, algorithms, processes, formulas, and flow charts of the software. 
 


“Limited rights” means the rights of the Government in limited rights data as set forth in the Limited Rights 


Notice of subparagraph (g)(2) if included in this clause. 


 


“Limited rights data” means data, other than computer software, that embody trade secrets or are commercial or 


financial and confidential or privileged, to the extent that such data pertain to items, components, or processes 


developed at private expense, including minor modifications. 


 


”Restricted computer software” means computer software developed at private expense and that is a trade secret; 


is commercial or financial and is confidential or privileged; or is copyrighted computer software, including 


minor modifications of the computer software. 
 


“Restricted rights,” as used in this clause, means the rights of the Government in restricted computer software, as 


set forth in a Restricted Rights Notice of paragraph (g) if included in this clause, or as otherwise may be 


provided in a collateral agreement incorporated in and made part of this contract, including minor modifications 


of such computer software. 
 


“Technical data” means recorded information (regardless of the form or method of the recording) of a scientific 


or technical nature (including computer databases and computer software documentation). This term does not 


include computer software or financial, administrative, cost or pricing, or management data or other information 


incidental to contract administration. The term includes recorded information of a scientific or technical nature 


that is included in computer databases (See 41 U.S.C. 116). 
 


“Unlimited rights” means the right of the Government to use, disclose, reproduce, prepare derivative works, 


distribute copies to the public, and perform publicly and display publicly, in any manner and for any purpose, and 


to have or permit others to do so. 


 


(b) Allocation of rights. 
 


(1) Except as provided in paragraph (c) of this clause, the Government shall have— 
 


(i) Unlimited rights in: 
 


(A) Data first produced in the performance of this contract; 


 


(B) Form, fit, and function data delivered under this contract; 


 


(C) Data delivered under this contract (except for restricted computer software) that 


constitute manuals or instructional and training material for installation, operation, or 


routine maintenance and repair of items, components, or processes delivered or 


furnished for use under this contract; 


 


(D) All other data delivered under this contract unless provided otherwise for 


limited rights data or restricted computer software in accordance with paragraph 


(g) of this clause; and 
 


(ii) The right to limit the Contractor’s assertion of copyright in data first produced in the 


performance of this contract, and to obtain assignment of copyright in that data, in 
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accordance with paragraph (c)(1) of this clause. 


 


(2) The Contractor shall have the right to— 
 


(i) Assert copyright in data first produced in the performance of this contract to the 


extent provided in paragraph (c)(1) of this clause; 


 


(ii) Use, release to others, reproduce, distribute, or publish any data first produced or specifically 


used by the Contractor in the performance of this contract, unless provided otherwise in 


paragraph 


(d) of this clause; 


 


(iii) Substantiate use of, add or correct limited rights, restricted rights, or copyright notices and 


to take other appropriate action, in accordance with paragraphs (e) and (f) of this clause; and 
 


(iv) Protect from unauthorized disclosure and use those data that are limited rights data 


or restricted computer software to the extent provided in paragraph (g) of this clause. 


 


(c) Copyright— 


 


(1) Data first produced in the performance of this contract. 
 


(i) Unless provided otherwise in paragraph (d) of this clause, the Contractor may establish,  


without prior approval of the Contracting Officer, claim to copyright in scientific and technical 


articles based on or containing data first produced in the performance of this contract and 


published in academic, technical or professional journals, symposia proceedings or similar 


works. The prior, express written permission of the Contracting Officer is required to assert 


copyright in all other data first produced in the performance of this contract. 


 


(ii) If the Government desires to obtain copyright in data first produced in the performance of 


this contract and permission has not been granted as set forth in paragraph (c)(1)(i) of this 


clause, the Contracting Officer shall direct the Contractor to assign (with or without 


registration), or obtain the assignment of, the copyright to the Government or its designated 


assignee. 


 


(iii) When authorized to assert copyright to the data, the Contractor shall affix the 


applicable copyright notices of 17 U.S.C. 401 or 402, and acknowledgment of Government 


sponsorship (including contract number). 
 


(iv) When authorized to assert copyright to the data, for data other than computer software, the 


Contractor grants to the Government, and others acting on its behalf, a paid-up, nonexclusive, 


irrevocable worldwide license in such copyrighted data to reproduce, prepare derivative works, 


distribute copies to the public, and perform publicly and display publicly, by or on behalf of the 


Government. For computer software, the Contractor grants to the Government and others acting  


on its behalf, a paid-up nonexclusive, irrevocable worldwide license in such copyrighted 


computer software to reproduce, prepare derivative works, and perform publicly and display 


publicly (but  not to distribute copies to the public) by or on behalf of the Government. 
 


(2) Data not first produced in the performance of this contract. The Contractor shall not, without prior 


written permission of the Contracting Officer, incorporate in data delivered under this contract any data 


not first produced in the performance of this contract unless the Contractor— 


 


(i) Identifies the data; and 
 


(ii) Grants to the Government, or acquires on its behalf, a license of the same scope as set forth 


in subparagraph (c)(1) of this clause or; if such data are restricted computer software, the 
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Government shall acquire a copyright license as set forth in subparagraph (g)(4) of this clause 


(if included in this contract) or as otherwise provided in a collateral agreement incorporated in 


or made part of this contract. 
 


(3) Removal of copyright notices. The Government will not remove any authorized copyright notices 


placed on data pursuant to this paragraph (c), and will include such notices on all reproductions of the 


data. 


 


(d) Release, publication and use of data. The Contractor shall have the right to use, release to others, 


reproduce, distribute, or publish any data first produced or specifically used by the Contractor in the 


performance of this contract, except— 


 


(1) As prohibited by Federal law or regulation (e.g., export control or national security laws or regulations); 


 


(2) As expressly set forth in this contract; or 
 


(3) If the Contractor receives or is given access to data necessary for the performance of this contract 


which contain restrictive markings, the Contractor shall treat the data in accordance with such markings 


unless otherwise specifically authorized otherwise in writing by the Contracting Officer. 


 


(e) Unauthorized marking of data. 
 


(1) Notwithstanding any other provisions of this contract concerning inspection or acceptance, if any data 


delivered under this contract are marked with the notices specified in paragraph (g)(3) or (g)(4) of this 


clause and use of the notices is not authorized by this clause, or if such data bears any other restrictive or 


limiting markings not authorized by this contract, the Contracting Officer may at any time either return 


the data to the Contractor, or cancel or ignore the markings. However, pursuant to 41 U.S.C. 4703, the 


following procedures shall apply prior to canceling or ignoring the markings. 


 


(i) The Contracting Officer will make written inquiry to the Contractor affording the Contractor 


60 days from receipt of the inquiry to provide written justification to substantiate the propriety 


of the markings; 
 


(ii) If the Contractor fails to respond or fails to provide written justification to substantiate the 


propriety of the markings within the 60-day period (or a longer time approved in writing by 


the Contracting Officer for good cause shown), the Government shall have the right to cancel 


or ignore the markings at any time after said period and the data will no longer be made 


subject to any disclosure prohibitions. 
 


(iii) If the Contractor provides written justification to substantiate the propriety of the markings 


within the period set in subdivision (e)(1)(i) of this clause, the Contracting Officer will consider 


such written justification and determine whether or not the markings are to be canceled or 


ignored. If the Contracting Officer determines that the markings are authorized, the Contractor 


will be so notified in writing. If the Contracting Officer determines, with concurrence of the 


head of the contracting activity, that the markings are not authorized, the Contracting Officer 


will furnish the Contractor a written determination, which determination shall become the final 


agency decision regarding the appropriateness of the markings unless the Contractor files suit 


in a court of competent jurisdiction within 90 days of receipt of the Contracting Officer’s 


decision. The Government shall continue to abide by the markings under this paragraph 


(e)(1)(iii) until final resolution of the matter either by the Contracting Officer’s determination 


becoming final (in which instance the Government will thereafter have the right to cancel or 


ignore the markings at any time and the data will no longer be made subject to any disclosure 


prohibitions), or by final disposition of the matter by court decision if suit is filed. 
 


(2) The time limits in the procedures set forth in subparagraph (e)(1) of this clause may be modified 


in accordance with agency regulations implementing the Freedom of Information Act (5 U.S.C. 
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552) if necessary to respond to a request thereunder. 


 


(3) Except to the extent the Government’s action occurs as the result of final disposition of the matter by 


a court of competent jurisdiction, the Contractor is not precluded by paragraph (e) of this clause from 


brining a claim, in accordance with the Disputes clause of this contract, that may arise as a result of the 


Government removing or ignoring authorized markings on data delivered under this contract. 


 


(f) Omitted or incorrect markings. 
 


(1) Data delivered to the Government without any restrictive markings shall be deemed to have been 


furnished with unlimited rights. The Government is not liable for the disclosure, use, or reproduction 


of such data. 


 


(2) If the unmarked data has not been disclosed without restriction outside the Government, the 


Contractor may request, within 6 months (or a longer time approved by the Contracting Officer in 


writing for good cause shown) after delivery of such data, permission to have authorized notices placed 


on qualifying data at the Contractor’s expense, and the Contracting Officer may agree to do so if the 


Contractor— 


 


(i) Identifies the data to which the omitted notice is to be applied; 


 


(ii) Demonstrates that the omission of the notice was inadvertent; 
 


(iii) Establishes that the use of the proposed notice is authorized; and 


 


(iv) Acknowledges that the Government has no liability for the disclosure, use, or reproduction 


of any data made prior to the addition of the notice or resulting from the omission of the 


notice. 
 


(3) If data has been marked with an incorrect notice, the Contracting Officer may— 


 


(i) Permit correction of the notice at the Contractor’s expense if the Contractor identifies the 


data and demonstrates that the correct notice is authorized, or 
 


(ii) Correct any incorrect notices. 


 


(g) Protection of limited rights data and restricted computer software. 


 


(1) The Contractor may withhold from delivery qualifying limited rights data or restricted computer 


software that are not data identified in paragraphs (b)(1)(i), (ii), and (iii) of this clause. As a condition 


to this withholding, the Contractor shall— 


 


(i) Identify the data being withheld; and 
 


(ii) Furnish form, fit, and function data instead. 


 


(2) Limited rights data that are formatted as a computer database for delivery to the Government shall 


be treated as limited rights data and not restricted computer software. 


 


(3) Notwithstanding paragraph (g)(1) of this clause, the contract may identify and specify the delivery 


of limited rights data, or the Contracting Officer may require by written request the delivery of limited 


rights data that has been withheld or would otherwise be entitled to be withheld. If delivery of that data 


is required, the Contractor shall affix the following “Limited Rights Notice” to the data and the 


Government will treat the data, subject to the provisions of paragraphs (e) and (f) of this clause, in 


accordance with the notice: 


Limited Rights Notice (Dec 2007) 
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(a) These data are submitted with limited rights under Government Contract No. (and subcontract


 , if appropriate). These data may be reproduced and used by the Government with the express limitation that 


they will not, without written permission of the Contractor, be used for purposes of manufacture nor disclosed 


outside the Government; except that the Government may disclose these data outside the Government for the 


following purposes, if any; provided that the Government makes such disclosure subject to prohibition against 


further use and disclosure: [Agencies may list additional purposes as set forth in 27.404(c)(1) or if none, so 


state.] 


 


(i) Use (except for manufacture) by support service contractors. 


 


(ii) Evaluation by nongovernment evaluators. 
 


(iii) Use (except for manufacture) by other contractors participating in the Government’s 


program of which the specific contract is a part. 


 


(iv) Emergency repair or overhaul work. 
 


(v) Release to a foreign government, or its instrumentalities, if required to serve the interests of the 


U.S. Government, for information or evaluation, or for emergency repair or overhaul work by 


the foreign government. 


 


(b) This Notice shall be marked on any reproduction of these data, in whole or in 


part. (4) 


(i) Notwithstanding paragraph (g)(1) of this clause, the contract may identify and specify the 


delivery of restricted computer software, or the Contracting Officer may require by written 


request the delivery of restricted computer software that has been withheld or would otherwise 


be entitled to be withheld. If delivery of that computer software is required, the Contractor 


shall affix the following “Restricted Rights Notice” to the computer software and the 


Government will treat the computer software, subject to paragraphs (e) and (f) of this clause, 


in accordance with the notice: 


 


Restricted Rights Notice (Dec 


2007) 
 


(a) This computer software is submitted with restricted rights under Government Contract No. (and 


subcontract _, if appropriate). It may not be used, reproduced, or disclosed by the Government except 


as provided in paragraph (b) of this notice or as otherwise expressly stated in the contract. 


 


(b) This computer software may be— 
 


(1) Used or copied for use in or with the computer(s) for which it was acquired, including use at 


any Government installation to which such computer(s) may be transferred; 
 


(2) Used or copied for use in a backup computer if any computer for which it was acquired is inoperative; 


 


(3) Reproduced for safekeeping (archives) or backup purposes; 


 


(4) Modified, adapted, or combined with other computer software, provided that the modified, adapted, 


or combined portions of the derivative software incorporating any of the delivered, restricted computer 


software shall be subject to the same restricted rights; 


 


(5) Disclosed to and reproduced for use by support service Contractors or their subcontractors 


in accordance with paragraphs (b)(1) through (4) of this notice; and 


 


(6) Used or copied for use in or transferred to a replacement computer. 
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(c) Notwithstanding the foregoing, if this computer software is copyrighted computer software, it is licensed to 


the Government with the minimum rights set forth in paragraph (b) of this notice. 


 


(d) Any other rights or limitations regarding the use, duplication, or disclosure of this computer software are to 


be expressly stated in, or incorporated in, the contract. 
 


(e) This Notice shall be marked on any reproduction of this computer software, in whole or in part. 


 


(End of notice) 
 


(ii) Where it is impractical to include the Restricted Rights Notice on restricted computer software, 


the following short-form Notice may be used instead: 


 


Restricted Rights Notice Short Form (Jun 


1987) 
 


Use, reproduction, or disclosure is subject to restrictions set forth in Contract No.


 (and subcontract, if appropriate) with


 (name of Contractor and subcontractor). 


 


(End of notice) 


 


(iii) If restricted computer software is delivered with the copyright notice of 17 U.S.C. 401, it will be 


presumed to be licensed to the Government without disclosure prohibitions, with the minimum rights 


set forth in paragraph (b) of this clause. 


 


(h) Subcontracting. The Contractor shall obtain from its subcontractors all data and rights therein necessary to 


fulfill the Contractor’s obligations to the Government under this contract. If a subcontractor refuses to accept terms 


affording the Government such rights, the Contractor shall promptly notify the Contracting Officer of the refusal 


and shall not proceed with the subcontract award without authorization in writing from the Contracting Officer. 


 


(i) Relationship to patents or other rights. Nothing contained in this clause shall imply a license to the 


Government under any patent or be construed as affecting the scope of any license or other right otherwise 


granted to the Government. 


 


FAR 52.227-15, Representation of Limited Rights Data and Restricted Computer Software (DEC 2007) 


 


(a) This solicitation sets forth the Government’s known delivery requirements for data (as defined in the clause at 


52.227-14, Rights in Data--General). Any resulting contract may also provide the Government the option to order 


additional data under the Additional Data Requirements clause at 52.227-16, if included in the contract. Any data 


delivered under the resulting contract will be subject to the Rights in Data--General clause at 52.227-14 included in 


this contract. Under the latter clause, a Contractor may withhold from delivery data that qualify as limited rights data 


or restricted computer software, and deliver form, fit, and function data instead. The latter clause also may be used 


with its Alternates II and/or III to obtain delivery of limited rights data or restricted computer software, marked with 


limited rights or restricted rights notices, as appropriate. In addition, use of Alternate V with this latter clause 


provides the Government the right to inspect such data at the Contractor’s facility. 


 


(b) By completing the remainder of this paragraph, the offeror represents that it has reviewed the requirements for 


the delivery of technical data or computer software and states [offeror check appropriate block]— 


 


[ ] (1) None of the data proposed for fulfilling the data delivery requirements qualifies as limited rights data or 


restricted computer software; or 


 


[ ] (2) Data proposed for fulfilling the data delivery requirements qualify as limited rights data or restricted computer 


software and are identified as follows: 
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_____________________________________________________ 


____________________________________________________ 


____________________________________________________ 


 


(c) Any identification of limited rights data or restricted computer software in the offeror's response is not 


determinative of the status of the data should a contract be awarded to the offeror. 


 


FAR 52.252-1, Solicitation Provisions Incorporated by Reference (FEB 1998) 


 


This solicitation incorporates one or more solicitation provisions by reference, with the same force and effect as if 


they were given in full text. Upon request, the Contracting Officer will make their full text available. The offeror is 


cautioned that the listed provisions may include blocks that must be completed by the offeror and submitted with its 


quotation or offer. In lieu of submitting the full text of those provisions, the offeror may identify the provision by 


paragraph identifier and provide the appropriate information with its quotation or offer. Also, the full text of a 


solicitation provision may be accessed electronically at this/these address(es): http://farsite.hill.af.mil/.  


 


FAR 52.252-2, Clauses Incorporated by Reference (FEB 1998) 


 


This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 


full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may 


be accessed electronically at this/these address(es): http://farsite.hill.af.mil/.  


 


HSAR 3052.204-71, Contractor Employee Access (SEP 2012) 


 
(a) Sensitive Information, as used in this clause, means any information, which if lost, misused, disclosed, or, 


without authorization is accessed, or modified, could adversely affect the national or homeland security interest, the 


conduct of Federal programs, or the privacy to which individuals are entitled under section 552a of title 5, United 


States Code (the Privacy Act), but which has not been specifically authorized under criteria established by an 


Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland security or 


foreign policy. This definition includes the following categories of information: 


 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 


Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 


Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal Regulations, 


Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any supplementary 


guidance officially communicated by an authorized official of the Department of Homeland Security 


(including the PCII Program Manager or his/her designee); 


 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, 


as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as amended, and any 


supplementary guidance officially communicated by an authorized official of the Department of 


Homeland Security (including the Assistant Secretary for the Transportation Security Administration or 


his/her designee); 


 
(3) Information designated as “For Official Use Only,” which is unclassified information of a sensitive 


nature and the unauthorized disclosure of which could adversely impact a person’s privacy or welfare, 


the conduct of Federal programs, or other programs or operations essential to the national or homeland 


security interest; and 


 
(4) Any information that is designated “sensitive” or subject to other controls, safeguards or protections 


in accordance with subsequently adopted homeland security information handling procedures. 


 
(b) “Information Technology Resources” include, but are not limited to, computer equipment, networking 


equipment, telecommunications equipment, cabling, network drives, computer drives, network software, computer 


software, software programs, intranet sites, and internet sites. 


124 of 158



http://farsite.hill.af.mil/

http://farsite.hill.af.mil/





Solicitation No. HSHQDC-16-R-00080 


Part 4: Solicitation Provisions and Contract Clauses 


 
(c) Contractor employees working on this contract must complete such forms as may be necessary for security or 


other reasons, including the conduct of background investigations to determine suitability. Completed forms shall 


be submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the Contractor's 


employees shall be fingerprinted, or subject to other investigations as required. All Contractor employees requiring 


recurring access to Government facilities or access to sensitive information or IT resources are required to have a 


favorably adjudicated background investigation prior to commencing work on this contract unless this requirement 


is waived under Departmental procedures. 


 
(d) The Contracting Officer may require the Contractor to prohibit individuals from working on the contract if 


the Government deems their initial or continued employment contrary to the public interest for any reason, 


including, but not limited to, carelessness, insubordination, incompetence, or security concerns. 


 
(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not 


disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the 


Contracting Officer. For those Contractor employees authorized access to sensitive information, the Contractor 


shall ensure that these persons receive training concerning the protection and disclosure of sensitive information 


both during and after contract performance. 


 
(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where the 


subcontractor may have access to Government facilities, sensitive information, or resources. 


 


HSAR 3052.209-72, Organizational Conflict of Interest (JUN 2006) 


 


(a) Determination. The Government has determined that this effort may result in an actual or potential conflict 


of interest, or may provide one or more offerors with the potential to attain an unfair competitive advantage. 


The nature of the conflict of interest and the limitation on future contracting is that: (1) Potential offerors may 


have had access to non-public Government information that would provide an unfair competitive advantage 


under the present solicitation, (2) Potential offerors may have an unfair competitive advantage because they 


developed or established the ground rules for the present solicitation, or (3) Potential offerors may have an 


actual conflict of interest if the contractor currently has a contract supporting the legacy system Automated 


Biometric Identification System (IDENT) or the future HART system.  
 


(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify the offeror, or (2) 


determine that it is otherwise in the best interest of the United States to contract with the offeror and include the 


appropriate provisions to avoid, neutralize, mitigate, or waive such conflict in the contract awarded. After 


discussion with the offeror, the Contracting Officer may determine that the actual conflict cannot be avoided, 


neutralized, mitigated or otherwise resolved to the satisfaction of the Government, and the offeror may be found 


ineligible for award. 


 
(c) Disclosure: The offeror hereby represents, to the best of its knowledge that: 
 


  (1) It is not aware of any facts which create any actual or potential organizational conflicts of 


interest relating to the award of this contract, or 
 


  (2) It has included information in its proposal, providing all current information bearing on the 


existence of any actual or potential organizational conflicts of interest, and has included a mitigation 


plan in accordance with paragraph (d) of this provision. 


 
(d) Mitigation. If an offeror with a potential or actual conflict of interest or unfair competitive advantage believes 


the conflict can be avoided, neutralized, or mitigated, the offeror shall submit a mitigation plan to the Government 


for review. Award of a contract where an actual or potential conflict of interest exists shall not occur before 


Government approval of the mitigation plan. If a mitigation plan is approved, the restrictions of this provision do not 


apply to the extent defined in the mitigation plan. 
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(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may require further 


relevant information from the offeror. The Contracting Officer will use all information submitted by the offeror, 


and any other relevant information known to DHS, to determine whether an award to the offeror may take place, 


and whether the mitigation plan adequately neutralizes or mitigates the conflict. 


 
(f) Corporation Change. The successful offeror shall inform the Contracting Officer within thirty (30) calendar 


days of the effective date of any corporate mergers, acquisitions, and/or divestitures that may affect this provision. 


 
(g) Flow-down. The contractor shall insert the substance of this clause in each first tier subcontract that exceeds 


the simplified acquisition threshold. 


 


HSAR 3052.209-73, Limitation on Future Contracting (JUN 2006) 


 
(a) The Contracting Officer has determined that this acquisition may give rise to a potential organizational 


conflict of interest. Accordingly, the attention of prospective offerors is invited to FAR Subpart 9.5—
Organizational Conflicts of Interest. 


 
(b) The nature of this conflict is that: (1) The contractor may gain access to non-public Government information 


that would provide an unfair competitive advantage under a future acquisition, or (2) The contractor may gain an 


unfair competitive advantage because it developed or established the ground rules for a future acquisition. 


 
(c) The restrictions upon future contracting are as follows: 


 
(1) If the Contractor, under the terms of this contract, or through the performance of tasks pursuant to 


this contract, is required to develop specifications or statements of work that are to be incorporated into 


a solicitation, the Contractor shall be ineligible to perform the work described in that solicitation as a 


prime or first-tier subcontractor under an ensuing DHS contract. This restriction shall remain in effect 


for a reasonable time, as agreed to by the Contracting Officer and the Contractor, sufficient to avoid 


unfair competitive advantage or potential bias (this time shall in no case be less than the duration of the 


initial production contract). DHS shall not unilaterally require the Contractor to prepare such 


specifications or statements of work under this contract. 


 


 
(2) To the extent that the work under this contract requires access to proprietary, business confidential, 


or financial data of other companies, and as long as these data remain proprietary or confidential, the 


Contractor shall protect these data from unauthorized use and disclosure and agrees not to use them to 


compete with those other companies. 


 


HSAR 3052.209-70, Prohibition on Contracts with Corporate Expatriates (JUN 2006) 


 


(a) Prohibitions. 


 


Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 


entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 


defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 


respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 


security. 


 


(b) Definitions. As used in this clause: 


 


Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue Code of 


1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 


substituting `more than 50 percent' for `at least 80 percent' each place it appears. 
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Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the Homeland 


Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 


1986. 


 


Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 


pursuant to a plan (or a series of related transactions)— 


 


(1) The entity completes the direct or indirect acquisition of substantially all of the properties held directly 


or indirectly by a domestic corporation or substantially all of the properties constituting a trade or business 


of a domestic partnership; 


 


(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held— 


 


(i) In the case of an acquisition with respect to a domestic corporation, by former shareholders of 


the domestic corporation by reason of holding stock in the domestic corporation; or 


 


(ii) In the case of an acquisition with respect to a domestic partnership, by former partners of the 


domestic partnership by reason of holding a capital or profits interest in the domestic partnership; 


and 


 


(3) The expanded affiliated group which after the acquisition includes the entity does not have substantial 


business activities in the foreign country in which or under the law of which the entity is created or 


organized when compared to the total business activities of such expanded affiliated group. 


 


Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), and (5) of section 7701(a) 


of the Internal Revenue Code of 1986, respectively. 


 


(c) Special rules. The following definitions and special rules shall apply when determining whether a foreign 


incorporated entity should be treated as an inverted domestic corporation. 


 


(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an inverted 


domestic corporation these shall not be taken into account in determining ownership: 


 


(i) Stock held by members of the expanded affiliated group which includes the foreign 


incorporated entity; or 


 


(ii) Stock of such entity which is sold in a public offering related to an acquisition described in 


section 835(b)(1) of the Homeland Security Act, 6 U.S.C. 395(b)(1).  


 


(2) Plan deemed in certain cases. If a foreign incorporated entity acquires directly or indirectly substantially 


all of the properties of a domestic corporation or partnership during the 4-year period beginning on the date 


which is 2 years before the ownership requirements of subsection (b)(2) are met, such actions shall be 


treated as pursuant to a plan. 


 


(3) Certain transfers disregarded. The transfer of properties or liabilities (including by contribution or 


distribution) shall be disregarded if such transfers are part of a plan a principal purpose of which is to avoid 


the purposes of this section. 


 


(d) Special rule for related partnerships. For purposes of applying section 835(b) of the Homeland Security 


Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as provided in regulations, all 


domestic partnerships which are under common control (within the meaning of section 482 of the Internal 


Revenue Code of 1986) shall be treated as a partnership. 


 


(e) Treatment of Certain Rights. 
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(1) Certain rights shall be treated as stocks to the extent necessary to reflect the present value of all 


equitable interests incident to the transaction, as follows: 


 


(i) warrants; 


(ii) options; 


(iii) contracts to acquire stock; 


(iv) convertible debt instruments; and 


(v) others similar interests. 


 


(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do so to 


reflect the present value of the transaction or to disregard transactions whose recognition would defeat the 


purpose of Section 835. 


 


(f) Disclosure. The offeror under this solicitation represents that [Check one]: 


 


__ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant 


to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 


 


__ it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to 


the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for 


waiver pursuant to 3009.108-7004, which has not been denied; or 


 


__ it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to 


the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for 


waiver pursuant to 3009.108-7004. 


 


(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 


applied for, shall be attached to the bid or proposal. 


 


HSAR 3052.215-70, Key Personnel or Facilities (DEC 2003) (Applicable to Post Deployment Periods 1 and 2) 


 
(a) The personnel or facilities specified below are considered essential to the work being performed under this 


contract and may, with the consent of the contracting parties, be changed from time to time during the course of the 


contract by adding or deleting personnel or facilities, as appropriate. 


 
(b) Before removing or replacing any of the specified individuals or facilities, the Contractor shall notify the 


Contracting Officer, in writing, before the change becomes effective. The Contractor shall submit sufficient 


information to support the proposed action and to enable the Contracting Officer to evaluate the potential impact 


of the change on this contract. The Contractor shall not remove or replace personnel or facilities until the 


Contracting Officer approves the change. 


 
The Key Personnel or Facilities under this Contract: TBD 60 days prior to start of Post Deployment Period 1 


 
HSAR 3052.216-71, Determination of Award-Fee (SEP 2012) 


 


(a) The Government shall evaluate contractor performance at the end of each specified evaluation period(s) to 


determine the amount of award. The contractor agrees that the amount of award and the award fee methodology are 


unilateral decisions to be made at the sole discretion of the Government. 


 


(b) Contractor performance shall be evaluated according to a Performance Evaluation Plan. The contractor shall be 


periodically informed of the quality of its performance and areas in which improvements are expected. 


 


(c) The contractor shall be promptly advised, in writing, of the determination and reasons why the award fee was or 


was not earned. The contractor may submit a performance self-evaluation for each evaluation period. The amount of 


award is at the sole discretion of the Government but any self-evaluation received within 10 business days after the 
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end of the current evaluation period will be given such consideration, as may be deemed appropriate by the 


Government. 


 


HSAR 3052.216-72, Performance Evaluation Plan (DEC 2003) 


 


(a) A Performance Evaluation Plan shall be unilaterally established by the Government based on the criteria stated in 


the contract and used for the determination of award fee. This plan shall include the criteria used to evaluate each 


area and the percentage of award fee (if any) available for each area. A copy of the plan shall be provided to the 


contractor 21 business days prior to the start of the first evaluation period. 


 


(b) The criteria contained within the Performance Evaluation Plan may relate to: (1) Technical (including schedule) 


requirements if appropriate; (2) Management; and (3) Cost. 


 


(c) The Performance Evaluation Plan may, consistent with the contract, be revised unilaterally by the Government at 


any time during the period of performance. Notification of such changes shall be provided to the contractor 21 


calendar days prior to the start of the evaluation period to which the change will apply. 


 


HSAR 3052.216-73, Distribution of Award-Fee (DEC 2003) 


 


(a) The total amount of award fee available under this contract is assigned according to the following evaluation 


periods and amounts: 


 


Evaluation Period: Phase I/Increment 1 and Post IOC Customer Migration 


 


Available Award Fee: TBD 


 


(b) Payment of the award fee shall be made, provided that after payment of 85 percent of the potential award fee, the 


Government may withhold further payment of the award fee until a reserve is set aside in an amount that the 


Government considers necessary to protect its interest. This reserve shall not exceed 15 percent of the total potential 


award fee or $100,000, whichever is less. 


 


(c) In the event of contract termination, either in whole or in part, the amount of award fee available shall represent a 


pro rata distribution associated with evaluation period activities or events as determined by the Government. 


 


(d) The Government will promptly make payment of any award fee upon the submission by the contractor to the 


contracting officer's authorized representative, of a public voucher or invoice in the amount of the total fee earned 


for the period evaluated. Payment will be made by issuing a contract modification. 


 


HSAR Deviation 15-01, Information Technology Security and Privacy Training (MAR 2015) 
 


(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 


referred to collectively as “Contractor”). The Contractor shall insert the substance of this clause in all subcontracts. 
 


(b) Security Training Requirements. 


 


(1) All users of Federal information systems are required by Title 5, Code of Federal Regulations, Part 930.301, 


Subpart C, as amended, to be exposed to security awareness materials annually or whenever system security 


changes occur, or when the user’s responsibilities change. The Department of Homeland Security (DHS) requires 


that Contractor employees take an annual Information Technology Security Awareness Training course before 


accessing sensitive information under the contract. Unless otherwise specified, the training shall be completed 


within thirty 


(30) days of contract award and be completed on an annual basis thereafter not later than October 31st of each year. 


Any new Contractor employees assigned to the contract shall complete the training before accessing sensitive 


information under the contract. The training is accessible at http://www.dhs.gov/dhs-security-and-training-


requirements-contractors. The Contractor shall maintain copies of training certificates for all Contractor and 


subcontractor employees as a record of compliance. Unless otherwise specified, initial training certificates for 
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each Contractor and subcontractor employee shall be provided to the Contracting Officer’s Representative (COR)  


not later than thirty (30) days after contract award. Subsequent training certificates to satisfy the annual training 


requirement shall be submitted to the COR via e-mail notification not later than October 31st of each year. The e- 


mail notification shall state the required training has been completed for all Contractor and subcontractor 


employees. 
 


(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that will have access to 


DHS systems and sensitive information. The DHS Rules of Behavior shall be signed before accessing DHS systems 


and sensitive information. The DHS Rules of Behavior is a document that informs users of their responsibilities 


when accessing DHS systems and holds users accountable for actions taken while accessing DHS systems and using 


DHS Information Technology resources capable of inputting, storing, processing, outputting, and/or transmitting 


sensitive information. The DHS Rules of Behavior is accessible at http://www.dhs.gov/dhs-security-and-training-


requirements-contractors. Unless otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) 


days of contract award. Any new Contractor employees assigned to the contract shall also sign the DHS Rules of 


Behavior before accessing DHS systems and sensitive information. The Contractor shall maintain signed copies of 


the DHS Rules of Behavior for all Contractor and subcontractor employees as a record of compliance. Unless 


otherwise specified, the Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR not later 


than thirty (30) days after contract award for each employee. The DHS Rules of Behavior will be reviewed annually 


and the COR will provide notification when a review is required. 
 


(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have access to 


Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to take Privacy at DHS: Protecting 


Personal Information before accessing PII and/or SPII. The training is accessible at http://www.dhs.gov/dhs-


security-and-training-requirements-contractors. 
 


Training shall be completed within thirty (30) days of contract award and be completed on an annual basis 


thereafter not later than October 31st of each year. Any new Contractor employees assigned to the contract shall 


also complete the training before accessing PII and/or SPII. The Contractor shall maintain copies of training 


certificates for all Contractor and subcontractor employees as a record of compliance. Initial training certificates for 


each Contractor and subcontractor employee shall be provided to the COR not later than thirty (30) days after 


contract award. 


 


Subsequent training certificates to satisfy the annual training requirement shall be submitted to the COR via e-mail 


notification not later than October 31st of each year. The email notification shall state the required training has been 


completed for all Contractor and subcontractor employees. 


 


HSAR Deviation 15-01, Safeguarding Sensitive Information (MAR 2015) 
 


(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 


referred to collectively as “Contractor”). The Contractor shall insert the substance of this clause in all subcontracts. 


 


(b)Definitions. As used in this clause— 


 


“Personally Identifiable Information (PII)” means information that can be used to distinguish or trace an 


individual's identity, such as name, social security number, or biometric records, either alone, or when combined 


with other personal or identifying information that is linked or linkable to a specific individual, such as date and 


place of birth, or mother’s maiden name. The definition of PII is not anchored to any single category of 


information or technology. Rather, it requires a case-by-case assessment of the specific risk that an individual can 


be identified. In performing this assessment, it is important for an agency to recognize that non-personally 


identifiable information can become personally identifiable information whenever additional information is made 


publicly available—in any medium and from any source—that, combined with other available information, could 


be used to identify an individual. 


 


PII is a subset of sensitive information. Examples of PII include, but are not limited to: name, date of birth, 


mailing address, telephone number, Social Security number (SSN), email address, zip code, account numbers, 


certificate/license numbers, vehicle identifiers including license plates, uniform resource locators (URLs), static 
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Internet protocol addresses, biometric identifiers such as fingerprint, voiceprint, iris scan, photographic facial 


images, or any other unique identifying number or characteristic, and any information where it is reasonably 


foreseeable that the information will be linked with other information to identify the individual. 


 


“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, as any information, 


which if lost, misused, disclosed, or, without authorization is accessed, or modified, could adversely affect the 


national or homeland security interest, the conduct of Federal programs, or the privacy to which individuals are 


entitled under section 552a of Title 5, United States Code (the Privacy Act), but which has not been specifically 


authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of 


national defense, homeland security or foreign policy. This definition includes the following categories of 


information: 
 


 Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act 


of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as 


amended, the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as 


amended, the applicable PCII Procedures Manual, as amended, and any supplementary guidance 


officially communicated by an authorized official of the Department of Homeland Security (including the 


PCII Program Manager or his/her designee); 


 Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as 


amended, “Policies and Procedures of Safeguarding and Control of SSI,” as amended, and any 


supplementary guidance officially communicated by an authorized official of the Department of 


Homeland Security (including the Assistant Secretary for the Transportation Security Administration or 


his/her designee); 


 Information designated as “For Official Use Only,” which is unclassified information of a sensitive nature 


and the unauthorized disclosure of which could adversely impact a person’s privacy or welfare, the 


conduct of Federal programs, or other programs or operations essential to the national or homeland 


security interest; and (4) Any information that is designated “sensitive” or subject to other controls, 


safeguards or protections in accordance with subsequently adopted homeland security information 


handling procedures. 


 


“Sensitive Information Incident” is an incident that includes the known, potential, or suspected exposure, loss of 


control, compromise, unauthorized disclosure, unauthorized acquisition, or unauthorized access or attempted access 


of any Government system, Contractor system, or sensitive information. 
 


“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, compromised or disclosed 


without authorization, could result in substantial harm, embarrassment, inconvenience, or unfairness to an 


individual. Some forms of PII are sensitive as stand-alone elements. Examples of such PII include: Social Security 


numbers (SSN), driver’s license or state identification number, Alien Registration Numbers (A-number), financial 


account number, and biometric identifiers such as fingerprint, voiceprint, or iris scan. Additional examples include 


any groupings of information that contain an individual’s name or other unique identifier plus one or more of the 


following elements: 


 


(1) Truncated SSN (such as last 4 digits) 


(2) Date of birth (month, day, and year) 


(3) Citizenship or immigration status 


(4) Ethnic or religious affiliation 


(5) Sexual orientation 


(6) Criminal History 


(7) Medical Information 


(8) System authentication information such as mother’s maiden name, account passwords or personal 


identification numbers (PIN) 
 


Other PII may be “sensitive” depending on its context, such as a list of employees and their performance ratings or 


an unlisted home address or phone number. In contrast, a business card or public telephone directory of agency 


employees contains PII but is not sensitive. 
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(c) Authorities. The Contractor shall follow all current versions of Government policies and guidance accessible at   


http://www.dhs.gov/dhs-security-and-training-requirements-contractors, or available upon request from the 


Contracting Officer, including but not limited to: 


 


 DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use Only) 


Information 


 DHS Sensitive Systems Policy Directive 4300A 


 DHS 4300A Sensitive Systems Handbook and Attachments 


 DHS Security Authorization Process Guide 


 DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 


 DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and 


Security Program 


 DHS Information Security Performance Plan (current fiscal year) 


 DHS Privacy Incident Handling Guidance 


 Federal Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic 


Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html 


 National Institute of Standards and Technology (NIST) Special Publication 800-53 Security and 


Privacy Controls for Federal Information Systems and Organizations accessible at 


http://csrc.nist.gov/publications/PubsSPs.html 


 NIST Special Publication 800-88 Guidelines for Media Sanitization 


accessible at  http://csrc.nist.gov/publications/PubsSPs.html 
 


(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies and 


procedures described below, is required. 


 


 Department of Homeland Security (DHS) policies and procedures on Contractor personnel security 


requirements are set forth in various Management Directives (MDs), Directives, and Instructions. MD 


11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) Information describes how 


Contractors must handle sensitive but unclassified information. DHS uses the term “FOR OFFICIAL 


USE ONLY” to identify sensitive but unclassified information that is not otherwise categorized by statute 


or regulation. Examples of sensitive information that are categorized by statute or regulation are PCII, SSI, 


etc. The DHS Sensitive Systems Policy Directive 4300A and the DHS 4300A Sensitive Systems Handbook 


provide the policies and procedures on security for Information Technology (IT) resources. The DHS 


Handbook for Safeguarding Sensitive Personally Identifiable Information provides guidelines to help 


safeguard SPII in both paper and electronic form. DHS Instruction Handbook 121-01-007 Department of 


Homeland Security Personnel Suitability and Security Program establishes procedures, program 


responsibilities, minimum standards, and reporting protocols for the DHS Personnel Suitability and 


Security Program. 


 


 The Contractor shall not use or redistribute any sensitive information processed, stored, and/or transmitted 


by the Contractor except as specified in the contract. 
 


 All Contractor employees with access to sensitive information shall execute DHS Form 11000-6, 


Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of access to such 


information. The Contractor shall maintain signed copies of the NDA for all employees as a record of 


compliance. The Contractor shall provide copies of the signed NDA to the Contracting Officer’s 


Representative (COR) no later than two (2) days after execution of the form. 


 


 The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support financial or 


other administrative functions shall not maintain SPII. It is acceptable to maintain in these systems the 


names, titles and contact information for the COR or other Government personnel associated with the 


administration of the contract, as needed. 
 


(e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit sensitive 


information within a Contractor IT system without an Authority to Operate (ATO) signed by the Headquarters or 
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Component CIO, or designee, in consultation with the Headquarters or Component Privacy Officer. Unless 


otherwise specified in the ATO letter, the ATO is valid for three (3) years. The Contractor shall adhere to current 


Government policies, procedures, and guidance for the Security Authorization (SA) process as defined below. 
 


(1) Complete the Security Authorization process. The SA process shall proceed according to the DHS Sensitive 


Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, DHS 4300A Sensitive 


Systems Handbook (Version 9.1, July 24, 2012), or any successor publication, and the Security Authorization 


Process Guide including templates. 
 


(i) Security Authorization Process Documentation. SA documentation shall be developed using the 


Government provided Requirements Traceability Matrix and Government security documentation 


templates. SA documentation consists of the following: Security Plan, Contingency Plan, Contingency 


Plan Test Results, Configuration Management Plan, Security Assessment Plan, Security Assessment 


Report, and Authorization to Operate Letter. Additional documents that may be required include a 


Plan(s) of Action and Milestones and Interconnection Security Agreement(s). During the development 


of SA documentation, the Contractor shall submit a signed SA package, validated by an independent 


third party, to the COR for acceptance by the Headquarters or Component CIO, or designee, at least 


thirty (30) days prior to the date of operation of the IT system. The Government is the final authority on 


the compliance of the SA package and may limit the number of resubmissions of a modified SA 


package. Once the ATO has been accepted by the Headquarters or Component CIO, or designee, the 


Contracting Officer shall incorporate the ATO into the contract as a compliance document. The 


Government’s acceptance of the ATO does not alleviate the Contractor’s responsibility to ensure the IT 


system controls are implemented and operating effectively. 
 


(ii) Independent Assessment. Contractors shall have an independent third party validate the security and 


privacy controls in place for the system(s). The independent third party shall review and analyze the SA 


package, and report on technical, operational, and management level deficiencies as outlined in NIST Special 


Publication 800-53 Security and Privacy Controls for Federal Information Systems and Organizations. The 


Contractor shall address all deficiencies before submitting the SA package to the Government for acceptance. 
 


(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part of the SA process, 


the Contractor may be required to support the Government in the completion of the PTA. The requirement to 


complete a PTA is triggered by the creation, use, modification, upgrade, or disposition of a Contractor IT 


system that will store, maintain and use PII, and must be renewed at least every three (3) years. Upon review 


of the PTA, the DHS Privacy Office determines whether a Privacy Impact Assessment (PIA) and/or Privacy 


Act System of Records Notice (SORN), or modifications thereto, are required. The Contractor shall provide all 


support necessary to assist the Department in completing the PIA in a timely manner and shall ensure that 


project management plans and schedules include time for the completion of the PTA, PIA, and SORN (to the 


extent required) as milestones. Support in this context includes responding timely to requests for information 


from the Government about the use, access, storage, and maintenance of PII on the Contractor’s system, and 


providing timely review of relevant compliance documents for factual accuracy. Information on the DHS 


privacy compliance process, including PTAs, PIAs, and SORNs, is accessible at http://www.dhs.gov/privacy-


compliance. 
 


(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed every three (3) 


years.  The Contractor is required to update its SA package as part of the ATO renewal process. The Contractor 


shall update its SA package by one of the following methods: (1) Updating the SA documentation in the DHS 


automated information assurance tool for acceptance by the Headquarters or Component CIO, or designee, at least 


90 days before the ATO expiration date for review and verification of security controls; or (2) Submitting an 


updated SA package directly to the COR for approval by the Headquarters or Component CIO, or designee, at least 


90 days before the ATO expiration date for review and verification of security controls. The 90 day review process 


is independent of the system production date and therefore it is important that the Contractor build the review into 


project schedules. The reviews may include onsite visits that involve physical or logical inspection of the 


Contractor environment to ensure controls are in place. 
 


(3) Security Review. The Government may elect to conduct random periodic reviews to ensure that the security 
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requirements contained in this contract are being implemented and enforced. The Contractor shall afford DHS, the 


Office of the Inspector General, and other Government organizations access to the Contractor’s facilities, 


installations, operations, documentation, databases and personnel used in the performance of this contract. The 


Contractor shall, through the Contracting Officer and COR, contact the Headquarters or Component CIO, or 


designee, to coordinate and participate in review and inspection activity by Government organizations external to    


the DHS. Access shall be provided, to the extent necessary as determined by the Government, for the Government 


to carry out a program of inspection, investigation, and audit to safeguard against threats and hazards to the 


integrity, availability and confidentiality of Government data or the function of computer systems used in 


performance of this contract and to preserve evidence of computer crime. 
 


(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, and/or transmit 


sensitive information shall meet or exceed the continuous monitoring requirements identified in the Fiscal Year   


2014 DHS Information Security Performance Plan, or successor publication. The plan is updated on an annual 


basis. The Contractor shall also store monthly continuous monitoring data at its location for a period not less than 


one year from the date the data is created. The data shall be encrypted in accordance with FIPS 140-2 Security 


Requirements for Cryptographic Modules and shall not be stored on systems that are shared with other commercial 


or Government entities. The Government may elect to perform continuous monitoring and IT security scanning of 


Contractor systems from Government tools and infrastructure. 


 


(5) Revocation of ATO. In the event of a sensitive information incident, the Government may suspend or revoke 


an existing ATO (either in part or in whole). If an ATO is suspended or revoked in accordance with this provision, 


the Contracting Officer may direct the Contractor to take additional security measures to secure sensitive 


information. 
 


These measures may include restricting access to sensitive information on the Contractor IT system under this 


contract. Restricting access may include disconnecting the system processing, storing, or transmitting the sensitive 


information from the Internet or other networks or applying additional security controls. 
 


(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the Government or 


operating systems containing sensitive information shall comply with Federal reporting requirements. Annual and 


quarterly data collection will be coordinated by the Government. Contractors shall provide the COR with requested 


information within three (3) business days of receipt of the request. Reporting requirements are determined by the 


Government and are defined in the Fiscal Year 2014 DHS Information Security Performance Plan, or successor 


publication. The Contractor shall provide the Government with all information to fully satisfy Federal reporting 


requirements for Contractor systems. 


 


(f) Sensitive Information Incident Reporting Requirements. 


 


(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or Component 


Security Operations Center (SOC) within one hour of discovery in accordance with 4300A Sensitive Systems 


Handbook Incident Response and Reporting requirements. When notifying the Headquarters or Component SOC, 


the Contractor shall also notify the Contracting Officer, COR, Headquarters or Component Privacy Officer, and 


US- CERT using the contact information identified in the contract. If the incident is reported by phone or the 


Contracting Officer’s email address is not immediately available, the Contractor shall contact the Contracting 


Officer immediately after reporting the incident to the Headquarters or Component SOC. The Contractor shall not 


include any sensitive information in the subject or body of any e-mail. To transmit sensitive information, the 


Contractor shall use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption methods 


to protect sensitive information in attachments to email. Passwords shall not be communicated in the same email as 


the attachment. A sensitive information incident shall not, by itself, be interpreted as evidence that the Contractor 


has failed to provide adequate information security safeguards for sensitive information, or has otherwise failed to 


meet the requirements of the contract. 


 


(2) If a sensitive information incident involves PII or SPII, in addition to the reporting requirements in 4300A 


Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as many of the 


following data elements that are available at the time the incident is reported, with any remaining data elements 


provided within 24 hours of submission of the initial incident report: 
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(i) Data Universal Numbering System (DUNS); 


(ii) Contract numbers affected unless all contracts by the company are affected; 


(iii) Facility CAGE code if the location of the event is different than the prime contractor location; 


(iv) Point of contact (POC) if different than the POC recorded in the System for Award Management 


(address, position, telephone, email); 


(v) Contracting Officer POC (address, telephone, email); 


(vi) Contract clearance level; 


(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor network; 


(viii) Government programs, platforms or systems involved; 


(ix) Location(s) of incident; 


(x) Date and time the incident was discovered; 


(xi) Server names where sensitive information resided at the time of the incident, both at 


the Contractor and subcontractor level; 


(xii) Description of the Government PII and/or SPII contained within the system; 


(xiii) Number of people potentially affected and the estimate or actual number of records exposed and/or 


contained within the system; and 


(xiv) Any additional information relevant to the incident. 


 


(g) Sensitive Information Incident Response Requirements. 


 


(1) All determinations related to sensitive information incidents, including response activities, notifications to 


affected individuals and/or Federal agencies, and related services (e.g., credit monitoring) will be made in writing 


by the Contracting Officer in consultation with the Headquarters or Component CIO and Headquarters or 


Component Privacy Officer. 
 


(2) The Contractor shall provide full access and cooperation for all activities determined by the Government to 


be required to ensure an effective incident response, including providing all requested images, log files, and 


event information to facilitate rapid resolution of sensitive information incidents. 


 


(3) Incident response activities determined to be required by the Government may include, but are not limited to, 


the following: 
 


(xv) Inspections, 


(xvi) Investigations, 


(xvii) Forensic reviews, and 


(xviii) Data analyses and processing. 
 


(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or third-


party firms to aid in incident response activities. 


 


(h) Additional PII and/or SPII Notification Requirements. 


 


(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII resided in 


the Contractor IT system at the time of the sensitive information incident not later than 5 business days after being 


directed to notify individuals, unless otherwise approved by the Contracting Officer. The method and content of any 


notification by the Contractor shall be coordinated with, and subject to prior written approval by the Contracting 


Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS Privacy Incident 


Handling Guidance. The Contractor shall not proceed with notification unless the Contracting Officer, in 


consultation with the Headquarters or Component Privacy Officer, has determined in writing that notification is 


appropriate. 


 


(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor regarding 


any resulting notification, the notification method may consist of letters to affected individuals sent by first class 


mail, electronic means, or general public notice, as approved by the Government. Notification may require the 


Contractor’s use of address verification and/or address location services. At a minimum, the notification shall 
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include: 


 


(xix) A brief description of the incident; 


(xx) A description of the types of PII and SPII involved; 


(xxi) A statement as to whether the PII or SPII was encrypted or protected by other means; 


(xxii) Steps individuals may take to protect themselves; 


(xxiii) What the Contractor and/or the Government are doing to investigate the incident, to mitigate the incident, 


and to protect against any future incidents; and 


(xxiv) Information identifying who individuals may contact for additional information. 


(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or SPII, 


the Contractor may be required to, as directed by the Contracting Officer: 


 


(1) Provide notification to affected individuals as described above; and/or 


 
(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor or 


resided in the Contractor IT system at the time of the sensitive information incident for a period beginning the 


date of the incident and extending not less than 18 months from the date the individual is notified. Credit 


monitoring services shall be provided from a company with which the Contractor has no affiliation. At a 


minimum, credit monitoring services shall include: 
 


(i) Triple credit bureau monitoring; 


(ii) Daily customer service; 


(iii) Alerts provided to the individual for changes and fraud; and 


(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or 


 


(3) Establish a dedicated call center. Call center services shall include: 
 


(i) A dedicated telephone number to contact customer service within a fixed period; 


(ii) Information necessary for registrants/enrollees to access credit reports and credit scores; 


(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled by call 


center staff and must be resolved by call center management or DHS, as appropriate), and other key metrics; 


(iv) Escalation of calls that cannot be handled by call center staff to call center management or DHS, as appropriate; 


(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the Headquarters 


or Component Chief Privacy Officer; and 


(vi) Information for registrants to contact customer service representatives and fraud resolution representatives 


for credit monitoring assistance. 


 


(j) Certification of Sanitization of Government and Government-Activity-Related Files and Information. As part of 


contract closeout, the Contractor shall submit the certification to the COR and the Contracting Officer following the 


template provided in NIST Special Publication 800-88 Guidelines for Media Sanitization. 


 


4.3. OTHER TERMS AND CONDITIONS 


 


DHS Enterprise Architecture Compliance Terms and Conditions 


 


All solutions and services shall meet DHS Enterprise Architecture policies, standards, and procedures. Specifically, 


the contractor shall comply with the following HLS EA requirements: 


 


- All developed solutions and requirements shall be compliant with the HLS EA. 


 


- All IT hardware and software shall be compliant with the HLS EA Technical Reference Model (TRM) Standards 


and Products Profile.  


 


- Description information for all data assets, information exchanges and data standards, whether adopted or 


developed, shall be submitted to the Enterprise Data Management Office (EDMO) for review, approval and 


insertion into the DHS Data Reference Model and Enterprise Architecture Information Repository. 
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- Development of data assets, information exchanges and data standards will comply with   the DHS Data 


Management Policy MD 103-01 and all data-related artifacts will be developed and validated according to DHS data 


management architectural guidelines. 


 


- Applicability of Internet Protocol Version 6 (IPv6) to DRS-related components (networks, infrastructure, and 


applications) specific to individual acquisitions shall be in accordance with the DHS Enterprise Architecture (per 


OMB Memorandum M-05-22, August 2, 2005) regardless of whether the acquisition is for modification, upgrade, or 


replacement. All EA-related component acquisitions shall be IPv6 compliant as defined in the US. Government 


Version 6 (USGv6) Profile National Institute of Standards and Technology (NIST) Special Publication 500-267) and 


the corresponding declarations of conformance defined in the USGv6 Test Program. 


 


DHS Geospatial Information System Terms and Conditions 


 


All implementations including geospatial data, information, and services shall comply with the policies and 


requirements set forth in the DHS Geospatial Information Infrastructure (GII), including (but not limited to) the 


following: 


 


- All data built to the GII, whether adopted or developed, shall be submitted to the government for review and 


insertion into the DHS Data Reference Model. 


 


- All software built to the GII, whether adopted or developed, shall be submitted to the government for review and 


insertion into the DHS Technical Reference Model. 


 
Accessibility Requirements (Section 508) 


 


Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 (P.L. 105-220) requires 


that when Federal agencies develop, procure, maintain, or use electronic and information technology (EIT), they 


must ensure that it is accessible to people with disabilities. Federal employees and members of the public who have 


disabilities must have equal access to and use of information and data that is comparable to that enjoyed by non-


disabled Federal employees and members of the public. All EIT deliverables within this work statement shall 


comply with the applicable technical and functional performance criteria of Section 508 unless exempt. Specifically, 


the following applicable EIT accessibility standards have been identified:  


 


Section 508 Applicable EIT Accessibility Standards  


36 CFR 1194.21 Software Applications and Operating Systems, applies to all EIT software applications and 


operating systems procured or developed under this work statement including but not limited to GOTS and COTS 


software. In addition, this standard is to be applied to Web-based applications when needed to fulfill the functional 


performance criteria. This standard also applies to some Web based applications as described within 36 CFR 


1194.22.  


 


36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all Web-based 


deliverables, including documentation and reports procured or developed under this work statement. When any Web 


application uses a dynamic (non-static) interface, embeds custom user control(s), embeds video or multimedia, uses 


proprietary or technical approaches such as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) 


then 1194.21 Software standards also apply to fulfill functional performance criteria.  


 


36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products that are procured or 


developed under this work statement. Any video or multimedia presentation shall also comply with the software 


standards (1194.21) when the presentation is through the use of a Web or Software application interface having user 


controls available.  


 


36 CFR 1194.26 Desktop and Portable Computers, applies to all desktop and portable computers, including but not 


limited to laptops and personal data assistants (PDA) that are procured or developed under this work statement.  


 


36 CFR 1194.31 Functional Performance Criteria, applies to all EIT deliverables regardless of delivery method. All 
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EIT deliverable shall use technical standards, regardless of technology, to fulfill the functional performance criteria.  


 


36 CFR 1194.41 Information Documentation and Support, applies to all documents, reports, as well as help and 


support services. To ensure that documents and reports fulfill the required 1194.31 Functional Performance Criteria, 


they shall comply with the technical standard associated with Web-based Intranet and Internet Information and 


Applications at a minimum. In addition, any help or support provided in this work statement that offer telephone 


support, such as, but not limited to, a help desk shall have the ability to transmit and receive messages using TTY.  


 


Section 508 Applicable Exceptions  


Exceptions for this work statement have been determined by DHS and only the exceptions described herein may be 


applied. Any request for additional exceptions shall be sent to the COTR and determination will be made in 


accordance with DHS MD 4010.2. DHS has identified the following exceptions that may apply: 36 CFR 1194.3(b) 


Incidental to Contract, all EIT that is exclusively owned and used by the contractor to fulfill this work statement 


does not require compliance with Section 508. This exception does not apply to any EIT deliverable, service or item 


that will be used by any Federal employee(s) or member(s) of the public. This exception only applies to those 


contractors assigned to fulfill the obligations of this work statement and for the purposes of this requirement, are not 


considered members of the public.  


 


Section 508 Compliance Requirements 


36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, each agency shall procure products which 


comply with the provisions in this part when such products are available in the commercial marketplace or when 


such products are developed in response to a Government solicitation. Agencies cannot claim a product as a whole is 


not commercially available because no product in the marketplace meets all the standards. If products are 


commercially available that meet some but not all of the standards, the agency must procure the product that best 


meets the standards. When applying this standard, all procurements of EIT shall have documentation of market 


research that identify a list of products or services that first meet the agency business needs, and from that list of 


products or services, an analysis that the selected product met more of the accessibility requirements than the non-


selected products as required by FAR 39.2. Any selection of a product or service that meets less accessibility 


standards due to a significant difficulty or expense shall only be permitted under an undue burden claim and requires 


authorization from the DHS Office of Accessible Systems and Technology (OAST) in accordance with DHS MD 


4010.2.  


 


All tasks for testing of functional and/or technical requirements must include specific testing for Section 508 


compliance, and must use DHS Office of Accessible Systems and Technology approved testing methods and tools. 


For information about approved testing methods and tools send an email to accessibility@dhs.gov.  


 


Energy Star Standards 


 


All hardware procured directly or in support of this action must meet applicable and appropriate EPEAT and 


ENERGY Star standards.   


 
Government-Furnished Equipment (GFE), Government-Furnished Property (GFP) and Contractor 


Acquired Property (CAP) 


 


If the proposed solution requires the use of GFP/GFE/CAP to be provided then the contractor shall maintain 


accounting and inventory documentation regarding the issuance of GFP/GFE/CAP to all program contractor 


employees or subcontractors in accordance with FAR Part 45, FAR 52.245-1and FAR 52.245-9. Also the contractor 


shall be responsible in identifying, tracking, conducting 100% physical inventories and maintaining control of all 


Government-Furnished Property, Government-Furnished Equipment, and Contractor-Acquired Property 


(GFP/GFE/CAP) in its possession including subcontractors and that all physical inventory reporting and property 


reporting requirements are met. The contractor shall possess an established, government-approved property control 


system to identify every item providing complete, current, auditable records of all transactions.  


 


The contractor shall coordinate and obtain OBIM Asset Management approval prior to transferring/moving any 


government property, including disposal or exchanges. The contractor shall provide a Monthly Property 


Management Report of all GFE/GFP/CAP on hand to the government as specified under the Deliverable table. Any 
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specific documentation/information needed to complete this effort will be provided by the government at the time of 


award. The contractor shall perform an annual 100% physical inventory consisting of all GFE/GFP/CAP in the 


custody of the contractor on hand as specified in the deliverable table. 


 


Property Inventory 


Contractor will ensure personnel apply a DHS-supplied barcode to all property purchased for NPPD.  Contractor 


must establish and maintain an accurate master inventory of all property purchase for NPPD under this 


[Contract/IAA].  


 


Notification of Property Receipt 


Contractor will confirm receipt of NPPD property purchased under this SOW with the assigned NPPD Accountable 


Property Officer within 5 business days of receipt.  


 


Monthly Asset Management Report 


Contractor will ensure personnel prepare a monthly Asset Management Report, which contains accurate information 


for all NPPD property located at their facility.  At a minimum, this report must include: 


 


• DHS Barcode 


• Acquisition Date 


• Acquisition Status 


• Asset Condition 


• Manufacturer Name 


• Manufacturer Model 


• Asset Description 


• Serial Number 


• Asset Cost 


• Location 


 


Invoice/Receipts 


Contractor will ensure copies of all invoices/packing slips/receipts for property purchased for NPPD accompanies 


the Monthly Asset Management Report. 


 


Company Information Review Provision  


 


Due to the sensitive nature of the requirements in this solicitation, and the Counterintelligence efforts to support 


mitigation of the foreign intelligence threat to the Department’s supply chain by obtaining a CIR, the Government 


intends to procure services or supplies from Contractors that are not a national security acquisition risk.  The 


Government reserves the right to award a contract to an offeror that presents a level of acquisition risk, under 


appropriate arrangements, when the government determines that awarding such a contract is in the Government’s 


interest. 


 


Accordingly, all offerors responding to this solicitation are required to answer the acquisition risk questions located 


in PART 7, Attachment 7.8.  All answers must reference the parent and subsidiary entities of the offeror.  In 


addition, offerors are required to request, collect, and submit to the Government answers to Attachment 7.8 


acquisition risk questions for all subcontractors performing services or supplying goods under the awarded contract.  


Offerors are responsible for the accuracy and completeness of each subcontractor’s submission. 


 


After award of the contract, during the period of performance the selected Contractor is under a continuing 


obligation to ensure that all responses to the acquisition risk questions remain complete, accurate, and up-to-date.  


The Contractor shall promptly notify and submit updated responses to the CO when any change in circumstances of 


the Contractor or subcontractors warrants a change in the Contractor’s or subcontractor’s responses to the 


acquisition risk questions.  In addition, the selected Contractor is under a continuing obligation to promptly disclose 


to the CO any proposed additional or replacement subcontractors.  Failure to comply with these continuing 


obligations may be grounds for termination for default under the termination clause of this contract.  


 


The Government reserves the right to prohibit individuals who are not U.S. citizens from performing services or 
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delivering goods under this contract. 


 


Any Offeror who submits a proposal to this RFP acknowledges the Government’s requirement for secure services or 


supplies and the need to assess the offeror’s acquisition risk posture.  The offeror understands and agrees that the 


Government retains the right to reject the offeror’s proposal, if the Government determines that awarding a contract 


to that offeror presents an unacceptable risk to national security. 
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PART 5. INSTRUCTIONS TO OFFERORS 
 
This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab (PIL). The PIL is a 
virtual lab that experiments with innovative techniques for increasing efficiencies in the procurement process and 
institutionalizing best practices. There is nothing you need to do differently for this requirement. The PIL project 
team may reach out to successful and unsuccessful offerors to assess effectiveness of the procurement process and 
the innovative techniques applied. The anonymous feedback will be used to further refine DHS procurement 
practices. Additional information on the PIL may be found here-- https://www.dhs.gov/publication/acquisition-
innovations-motion. 
 
5.1 GENERAL INSTRUCTIONS 
 
This RFP is issued under the DHS EAGLE II Strategic Sourcing Contract Vehicles, Functional Category 1 
(Unrestricted). Only prime contractors under Functional Category 1 may submit an offer for this requirement. 
This procurement will be conducted in accordance with FAR 16.505. 
 
The Government intends to break down the proposal process into the following two steps (Paras. 5.1.1 and 5.1.2). 
 
Vendor questions regarding the RFP must be received no later than February 14, 2017 at 5PM ET.  Please 
submit any RFP questions as follows:   
 


• Forward email to:  HARTProposalSubmission@hq.dhs.gov.  Include “Vendor 
Questions” in the Subject line. 


 
Responses to vendor questions will be released to all EAGLE II, FC 1 vendors on or about February 17, 2017. 


 
5.1.1 STEP 1 – Oral Presentations:  
 
Orals shall begin approximately two weeks after release of the RFP and will conclude based on the number of 
offers received. The CO will determine the order in which Offerors are scheduled through a random selection 
process. Requests to reschedule will be at the discretion of the CO. An Offeror must notify DHS of its intent 
to submit an offer within two work days after formal release of the RFP (DUE Date/Time, Tuesday, 
2/14/17, 5PM ET).  All notifications of an Offeror’s intent to submit an offer shall be accomplished as follows:   


 
i. Offeror shall forward email to: HARTProposalSubmission@hq.dhs.gov.  Include “Intent 


Notification” in the Subject line.  
ii. Offeror shall provide Name of Offeror, address, and point of contact (email and phone number) 


with whom you wish DHS to coordinate the oral presentation schedule.   
 


Within one work day of the notification of intent deadline, the Contracting Officer or Contract Specialist will 
contact the Offeror’s POC to provide the schedule date and time of the oral presentation. Subsequently, DHS will 
provide written confirmation of the schedule in an email to the POC.  Location and building access instructions 
will be provided at that time.  Oral presentations will be held in person at a specified location in the Washington, 
DC metropolitan area.   
 
After the conclusion of the oral presentations, Offerors will receive an advisory notification. Some Offerors 
determined to have strong oral presentations will receive a notice to proceed with the written proposal.  Some 
Offerors may be advised not to submit a written proposal if it is determined from the oral presentations that the 
chance for an award is fairly low.  The intent of this distinction is to minimize proposal development costs for 
those Offerors with little or no chance of receiving an award.  This will be a recommendation only and 
discontinuing the pursuit of the requirement following the notification is voluntary.  However, in making a 
decision to proceed regardless of being advised not to continue, an Offeror should note that the Oral Presentation 
is the most important factor in the overall evaluation (See Part 6.1 Evaluation Factors).  Note: If requested, details 
regarding the basis for the recommendation will not be provided until after award.   
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Note: Failure to participate in the Oral Presentation precludes further consideration of an Offeror. Written 
proposals will not be accepted from Offerors who have not completed an Oral Presentation.  


 
5.1.2 STEP 2 – Written Proposals:  
 
For the written part, Offerors are required to submit two separate volumes in response to this solicitation: a 
Technical Volume and a Business Volume in accordance with the instructions below. 
 
All written offers shall be submitted electronically by the date, time and to the email address, below: 
 


Proposal Due Date:  Approximately four (4) weeks after an advisory notification (actual due date will be 
provided in advisory notification). 


Deliver to: HartProposalSubmission@hq.dhs.gov 
 
In the “Subject” line for the written proposal, include the Solicitation HSHQDC-16-R-00080. For proposals 
exceeding 7 MB, it is recommended that the Offeror submit multiple emails. When submitting multiple emails, 
Offerors shall identify the number of emails following the solicitation number in the “Subject” line as follows: Email 
1 of 3, Email 2 of 3, etc. 
 
In the Body of the email, Offerors shall include the following: 
 


• Name of Offeror 
• Email contents/list of attachments 
• Offeror Point of Contact (name, phone number and email address) for any questions regarding 


submission. 
 


The Government is not obligated to review or evaluate any offer due to the Offeror’s failure to submit an offer to the 
appropriate email address and/or by the date and time specified above. An offer determined to be late may be 
eliminated from further consideration. 


 
The government will not be obligated to pay any pre-award costs incurred by the offeror in preparing a response to 
this solicitation. 
 
Marking Proprietary Information: Any proprietary data included in Offerors’ proposals shall be clearly 
identified. Each page that contains proprietary data shall be marked CONTRACTOR PROPRIETARY at the 
bottom of the page. The title page of each proposal volume that contains proprietary data shall also be marked 
CONTRACTOR PROPRIETARY. 
 
Proposal Formatting/ Print Size: Computer-generated pages shall use Arial or Times New Roman Fonts at 
twelve points or larger; 10 point Times New Roman Font may be used in presenting tables where the data would 
otherwise not easily fit onto the page width; and 9 point Times New Roman Font may be used in embedded 
graphics. Proposal page size shall not exceed 8 1/2” by 11”. A page is defined as one printed side of one 8 1/2” by 
11” sheet of paper. Drawings may be depicted on a page size of up to 11” by 17” if needed (drawings only). All 
pages shall be numbered at the bottom of each page “Page <X> of <Total>” including appendices and any 
drawings. All files shall be in Adobe PDF with the exception of the WBS.  Offerors must complete the WBS using 
the template in Attachment 7.3.1 and provide as an .xlsx file.    
 
5.2 FACTOR 1 - Oral Presentation (Step 1)  


 
Through the Oral Presentations, the Government intends to understand the Offeror’s proposed solution and its 
capabilities as it relates to the Government’s performance objectives for the new system.  Further, these 
presentations will be used as an opportunity to assess the viability of an Offeror to successfully deliver the HART 
solution.   
 
Travel costs for the presentation will not be reimbursed.   
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5.2.1 Oral Presentation Process/ Format/ Instructions: 
 
The Offeror shall arrive at least 20 minutes before the assigned scheduled time for processing and accessing the 
building.  A DHS representative will escort the presenters to the appropriate location.  Presentations will begin 
promptly at the appointed time.   


 
5.2.1.1 Presenters: The Offeror’s presentation team is limited to five (5) employees of the Prime 
Contractor only. Sub-contractors or consultants are not authorized to participate in the oral presentation.  
The Government requires at least one of the persons in the oral presentation to have a major functional role in 
the execution of the technical solution being proposed. Each presenter is required to carry and present a valid 
Government issued ID (e.g., driver’s license, passport, etc.).  


 
5.2.1.2 Presentation: Each Offeror will be provided two sets of questions: (1) The first set of questions are 
contained within the RFP below (see 6.1); and, (2) the second set of questions will be provided the day of the oral 
presentation.  The answers to both sets of the questions will serve as the basis of the Offeror’s presentation.  
Questions in the RFP will allow Offerors to prepare responses in advance of the presentation.  For those questions 
received the day of the presentation, Offerors will be given one hour of preparation time prior to the start of the 
formal oral presentation.   


 
Oral presentations will be limited to 3 hours, broken down as follows: 
 


a) Preparation (60 minutes) - In addition to pre-released questions, the Government will provide a 
second set of prepared questions.  The presenters will have 60 minutes to prepare. 


b) Presentation (90 minutes) – The Offerors will have 90 uninterrupted minutes to conduct a 
presentation on both the advance questions and those received the day of the presentation. 


c) Q&A (up to 30 minutes) – After the 90 minute presentation, the Government will caucus for up 
to 15 minutes to identify any clarifications it may require to understand the presentations.  If 
needed, the Government will ask any clarification questions of the offering contractor. 


d) No exchanges or discussions between evaluators and presenters will be permitted during the 
preparation and presentation times.  


 
5.2.1.3 Oral Presentation Rules of Engagement –  
 


• Presenter names and their roles in the HART project shall be submitted to the specified Government Point 
of Contact (POC) at least three (3) business days in advance of the offeror’s scheduled oral presentation 
date (Government will provide POC during presentation scheduling).  The presentation team shall be 
knowledgeable and well versed in all aspects of the Offeror’s proposed solution and be able to address all 
presented material independently of other sources.  


• The presentation team may not reach back to any other personnel for assistance during the oral 
presentation. 


• The presentation team may bring no more than four (4) pre-drawn flipcharts (max 27"x34") to use as 
visual aid to assist its presentation.  


• Presenters shall not bring and, are forbidden to use, electronic equipment of any kind after arriving at the 
presentation site (no laptops, tablets, phones, etc.). The Government will provide secure storage of 
Offeror’s electronic equipment during the preparation, presentation and Q&A times, as well as personal 
belongings such as handbags, briefcases, etc. 


• Offerors shall submit their final presentation reference material (e.g., slides, charts, graphs, diagrams, etc.) 
in .PDF format via email to both Shannon Ozoria at Shannon.Ozoria@hq.dhs.gov,  and Robert Degnan at 
Robert.Degnan@hq.dhs.gov, within 10 business days after release of the RFP for distribution to the 
Government evaluators and Offeror’s presenters on the day of the oral presentation. Submitted 
presentation reference material is limited to addressing advance questions; each page must clearly indicate 
which advance question is being addressed. Each presentation package shall include no more than 15 
pages total. Each page must be printable on 11”x17” paper or smaller.  Each page must be legible.  The 
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Government will provide 5 copies to Offeror’s presenters for use during the presentation.  There will be 
no capability to photocopy materials at the oral presentation.    


• The Government will provide flipcharts, paper, and writing materials, which may be used as needed, 
during the presentation.  There will be no capability to photocopy at the oral presentation.  The 
Government plans to project the submitted final presentation material on a projection screen.     


• All presentation materials will be collected after each oral presentation. 
• The Government will provide a conference room and a table of sufficient size to accommodate the 


Offeror’s five personnel.  
• Up to two oral presentations will be scheduled per day; one in the morning and one in the afternoon.   


 
Note: The confidence rating earned for the presentation will be based on the oral part of the presentations as well as 
the submitted reference material, with the oral part of the presentations given significantly more importance than 
written. The Government reserves the right to, and may video record the oral presentations.  
 
5.3 FACTORS 2, 3, 4, 5 and 6 - Written Proposals (Step 2)  


 
Written proposals shall have a Technical Volume and a Business Volume in accordance with the instructions below: 


 
5.3.1 Technical Volume Requirements: 


 
The Technical Volume is written and includes documentation required for Factors 2, 3, 4 and 5. The written 
technical volume shall include the following (page limitations referenced below):  


 
5.3.1.1 FACTOR 2 - System Development and Execution 
 


a) Performance Work Statement (PWS) – Proposed tasks and deliverables in response to the Baseline 
Performance Objectives (BPO) attached to this RFP. (limit 100 pages) 


b) Schedule (limit 5 pages) - A complete and comprehensive schedule that incorporates activities and 
milestones necessary for the design, development and implementation of Increment 1, Increment 2, and 
option periods. The activities include, but are not limited to, major acquisition decision events, systems 
engineering lifecycle reviews, test events, security, training, etc.  The project schedule provides for regular 
delivery of configuration items, utilizing an iterative approach, to satisfy the requirements contained in the 
BPO. 


c) Diagrams (Architecture/Drawings) (limit 10 pages) 
d) Management Approach – How the execution of tasks will be managed (limit 5 pages) 
e) Quality Assurance Surveillance Plan (QASP) (limit 10 pages) 
f) Bill of Materials (pricing not required with technical volume – see BOM requirements 


for  Business Volume, Section 5.3.2, below) (no page limit) 
 


Note: If cloud services are proposed to support your solution, the Offeror shall clearly establish which 
hardware/software is to be purchased under the proposed BOM and which hardware/software is proposed through a 
cloud service provider. 
 
5.3.1.2 FACTOR 3 - Resource Analysis 
 


a) Life Cycle Cost WBS Elements (Attachment 7.3.1) – must use WBS template and must return in Excel format (no 
page limit) 


b) Long Term O&M Supplemental Questions (Attachment 7.4) - Response to Questions, limit 10 pages 
 


5.3.1.3 FACTOR 4 - Staffing  
 


a) Staffing Plan (limit 3 pages) - A high level composition of the proposed team, which includes an 
estimated number of personnel and labor categories. Include brief summary of team(s) and the team(s) 
relationships and responsibilities in the execution of the planned work. 
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5.3.1.4 FACTOR 5 – Past Performance 
 


a) Past Performance citations (limit 3 pages) - Provide up to three (3) relevant projects of similar size, scope 
and complexity to the proposed HART effort within the last five (5) years from the date of this 
solicitation; either executory or completed. The projects may be of the prime or a key prime 
subcontractor, but must clearly identify the owner of the project experience. If the reference refers to a 
subcontractor’s experience, a letter of commitment to team with the prime on the subcontractor’s 
letterhead, signed by an individual of the subcontractor’s firm authorized to make such a commitment, 
shall be submitted along with the Past Performance citations. At a minimum, each reference shall 
include: 


 
• Name of project, duration, and dollar value. 
• Client Agency or Company for whom work was performed 
• Brief description of project (sufficient to establish relevance of experience to the HART project), and 


role of prime or subcontractor which clearly identifies the level and type of services performed under the 
contract. 


• Point of Contact (Name, title, current phone number, and current email) familiar with the project 
and can confirm level and quality of referenced experience and work. 


 
Note: Offerors with no Past Performance of similar size, scope and complexity will receive a “neutral” rating for 
this factor.   


 
5.3.1.5 Technical Volume File Breakdown: 
 
When submitting the Technical Volume, at a minimum, it is requested that the volume be broken down into 
separate electronic files within the major headings as follows: 


 
Factor 2 - System Development and Execution 


• PWS/ Schedule /Diagrams 
• Management Approach 
• Bill of Materials 
• QASP 


 
Factor 3 - Resource Analysis 


• Life Cycle Cost WBS 
• Long Term O&M Supplemental Questions 


 
Factor 4 – Staffing  


• Staffing  Plan 
 


Factor 5 – Past Performance 
• Past Performance 


 
5.3.2 Business Volume Requirements: 


 
5.3.2.1 FACTOR 6 – Price  


 
Offerors are required to submit pricing (Factor 6) in accordance with the instructions below. Note that the 
Government intends to award a hybrid type task order which will include Fixed Price Award Fee (FPAF), Firm 
Fixed Price (FFP), Time and Materials (T&M) and Cost Reimbursement (CR) CLINS. 
 
5.3.2.2 Pricing Logic 
 
CLIN Structure – The CLIN structure for this requirement is developed to logically parse the cost elements into a 
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logical framework to manage costs, incentivize performance, and provide a reasonable method to pay for completed 
work.  


 
There are two FPAF CLINS: 


CLIN 0001, Core Biometric Management System, Phase 1, Increment 1, and 
CLIN 0008, Post IOC Customer Migration 
 


CLIN 0001 primarily encompasses costs for product development (comprised mostly of labor, but payable based on a 
successfully completed deliverable), yet the hardware and software used in the product development are payable 
under a separate CPFF CLIN (HW/SW CLIN 0001B).  There is no incentive for the purchase of the equipment 
associated with the deliverable achieved under CLIN 0001.   


 
CLIN 0008 Post IOC Customer Migration is a fixed price award fee (FPAF) CLIN and is payable upon completion 
of full customer migration to the HART system (estimated period of performance is 6 months).  This migration will 
coincide with the commencement of Post Deployment Period 1.  


 
CLINS 0001A and 0008A are CLINS set up to accommodate award fee amounts for the corresponding FPAF CLINS (CLIN 0001 
and 0008).  Offerors may propose an award fee percentage and include the amount on CLINS 0001A and 0008A.  The award fee 
percentage shall be applied to FPAF CLINS, 0001 and 0008, only.  Note: Proposed award fees are subject to Government review and 
acceptance prior to award.  


 
CLIN 0002, Phase IIa, Increment 2 - Production-Scale Multimodal Modality Matching and Fusion is FFP.  Similar to 
CLIN 0001, it primarily encompasses costs for product development (comprised mostly of labor, but payable based on 
a successfully completed deliverable).  CLIN 0002B is HW/SW for Phase IIa, Increment 2 (Production-Scale 
Multimodal Modality Matching and Fusion) used in the product development and is CPFF.  
 
CLIN 0003 (Optional CLIN), Phase IIb, Increment 2, Data Warehouse, is set up similarly to CLINS 0001 and 0002 
in that it is comprised mostly of labor.  It is also an FFP CLIN.  Hardware and software for Phase IIb,  Increment 
2 is on a separate CPFF CLIN (0003B).  
 
Hardware and software (CLINS 0001B, 0002B and 0003B) is cost plus fixed fee payable at completion and acceptance 
of an associated deliverable. In other words, multiple separate payments for hardware and software may be proposed 
by the Offeror, as further explained in the paragraphs below. Hardware and software purchased under this task order 
under the hardware and software CLINS will be Government owned equipment after the delivery and Government 
acceptance of the product. To leverage enterprise IDENT software applications, Offerors are to negotiate with 
licensors directly to obtain the best pricing/terms for such licenses on the open market and include those costs in 
your proposed cost estimate. However, post-award, the Government reserves the right to substitute any existing 
enterprise license(s) in lieu of any proposed open-market license on an exact product for product basis. 
 
CLIN 000#C is for hosting and support services provided by the contractor during the phased development and 
implementation of the related Increments.  The Offeror has one of two pricing options for hosting and support 
services.  If it is the intent of the Offeror to propose using the DHS Data Center for its hosting solution, the 
Offeror must complete its pricing on 000#C.1.  Level 1 services using the DHS Data Center will be provided by 
a separate DHS contractor, but the Offeror will need to price Level 2 and Level 3 support services under CLIN 
000#C.1.    
 
If the Offeror proposes Non-DHS hosting, either in a cloud or a non-DHS data center, the Offeror shall price and 
complete CLIN 000#C.2, which requires the Offeror to support Levels 1, 2 and 3 services.  This separate CLIN 
category, 000#C, exists for the Increment development and implementation period only.  Further, the Offeror is 
required to estimate the number of months the service is required and provide a firm fixed monthly price for those 
services in its offer (FFP CLIN). Once a completed Increment is received and accepted by the Government, the 
cost of non DHS hosting services shall be included in the Post Deployment CLINS (Periods 1 and 2). If DHS hosting 
services are proposed as part of the solution, the Offeror shall NOT include a price for the Level 1 support services under 
CLINS 000#C.1 or the Post Deployment CLINs 1001A.1, 2001A.1, or 2001B.1.   
 
Other ODC’s associated with development of Increments 1 and 2 and not characterized as hardware/software or 
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hosting and support services shall be included with the CLINS that include labor calculations and will be paid in 
accordance with the accepted deliverables. 
 
Post-Deployment Period 1 and Period 2 (Option CLINS – 1001A.1, 1001A.2, 2001A.1, 2001A.2, 2001B.1 and 
2001B.2) are firm fixed price (FFP) and payable on a monthly basis. Pricing for these CLINS shall include all 
costs of maintaining and operating a fully operational Increment(s) in accordance with requirement descriptions of 
the BPO for the Post Deployment periods, based on the Offerors’ proposed hosting approach.  CLINS #001A.1 and 
B.1 shall be completed when the Offeror proposes to utilize DHS hosting services for Level 1 support.  CLINS #001.A2 and B.2 
shall be completed when the Offeror proposes to host Level 1 services either in the cloud or at a non-DHS data center.     Note: It 
is expected that only Increment 1 will be operational in Post-Deployment Period 1.  However, it is expected that both 
Increments 1 and 2 will be fully operational by the start of Post- Deployment 2.  
 
CLINS 2001B.1 and 2001B.2 Post Deployment 2 for Data Warehouse, hosted either in a DHS Data Center or 
in a Non-DHS Data Center or the cloud, are FFP Optional CLINS. In the event that Phase IIb, Increment 2 
(CLIN 0003) and one of the optional hosting CLINS 0003C.1 or 0003C.2 are exercised, there will be a need for 
Data Warehouse Hosting and Support Services during the Post Deployment 2 period.  The Offeror shall submit a 
price with its offer for one of the Data Warehouse Hosting and Support Services CLINS based on the hosting 
approach the Offeror proposes.   
 
Transition-out (Optional CLIN 0005) is FFP and payable in a one-time lump sum amount and related to the cost of 
transitioning operations to a succeeding contractor in accordance with the requirements of the BPO. 
 
Legacy Interface Development (Optional CLIN 0006) is a T&M CLIN and payable based on the labor rates and the 
actual level of effort performed on an individual monthly basis. Total estimated hours for this CLIN is 3,304. This 
CLIN requires the Offeror to submit backup detail (labor mix and hourly rates for each proposed labor category) on its 
proposed not-to exceed amount based on a level of effort of 3,304 hours, as provided herein by the Government.  Labor 
rates shall not exceed those approved under the EAGLE II IDIQ contract. Discounted rates are encouraged.    
 
IXM Specification Version Translation (Optional CLIN 0007) is an FFP CLIN and payable in a one-time lump sum 
amount. 
 
Travel CLINS are Cost Reimbursement CLINS in which authorized travel is reimbursed at cost. Fees, or other 
charges, are not applicable to this CLIN. For purposes of this solicitation, the Government provides an 
estimated amount for travel. 
 
NOTE: The Offeror has a number of hosting options for its proposed HART solution in accordance with 
BPO.  The proposed solution may include the use of the DHS data center (a hosting cost that is separate from 
the proposed task order award amount), commercial cloud services, or a commercial data center (i.e. non-
DHS data center).  These diverse choices can result in significant variances of the total evaluated prices of the 
various proposed solutions.  As such, to normalize the comparison of prices from one proposed solution to 
another, DHS will adjust prices based on Offeror’s proposed hosting choices.  To account for the associated 
cost of DHS data center hosting and Level 1 managed services, the Government will add an amount of up to 
$16.2 million per year to the prices proposed in the following CLINS: 0001C.1, 0002C.1, 0003C.1, 1001A.1, 
2001A.1 and 2001B.1 to reflect the current estimated yearly cost incurred by the Government for these data 
center services.  This represents up to an additional $1.35 million per month to the monthly price quoted on a 
prorated basis, proportional to the proposed DHS data center footprint.  The referenced CLIN prices will be 
adjusted by the Government upon review of hosting choices made by the Offeror and the estimated hidden 
hosting costs of the proposed approach. 


 
5.3.2.3 Individual CLIN Requirements for Submission 
 
A pricing schedule (i.e. SF18) is included in this RFP for key CLINS in the execution of all tasks under the task 
order. Offerors may provide a further break down of the DHS CLIN structure into sub CLINS in their proposals 
for CLINS 0001, 0002 and 0003, Phase I/Increment1 and Phase II/Increment 2 (Phases IIa and b). This “sub 
CLIN” structure shall be based on critical sub component development and deliverable milestones in the overall 
completion of these major CLIN requirements. These sub CLINS should be non-severable deliverables that can be 
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validated or tested to prove functionality of the component segment, and as development progresses, collectively 
with other completed component segments for which they interrelate. Payment for each sub CLIN will be based on 
proven successful functionality of its operational purpose. 
 
NOTE: All sub CLINS under a particular Increment shall add up to the Increment price on the Pricing 
Schedule. A separate percentage for award fee is applicable on the FPAF CLINS, 0001 and 0008. The Award Fee 
CLINS are identified as CLIN 0001A and 0008A, accordingly, on the pricing schedule. 
 
Similarly, the Offeror may provide a further break down of Hardware and Software CLINS 0001B,  0002B and 0003B 
into sub CLINS to parallel the sub CLINS identified by the Offeror as Increment 1  and Increment 2 deliverables. That 
is, the proposed prices for the hardware and software required to achieve the functionality of the Increment 1 and 
Increment 2 sub CLINS may be billed accordingly with the sub-increment deliverable schedule. Payment of the CPFF 
HW/SW sub CLINS will be based on proven successful functionality of associated Increments 1 and 2 deliverables. 


 
 CLIN 
 


 


Type Description 
0001 FPAF Phase I/Increment 1 Core Biometric Management System: Provide total dollar 


amount in Price Schedule for all costs associated with the successful completion of 
Phase I/Increment 1 with the exception of the costs for hardware/software (See 
CLIN 0001B for Phase I hardware/software). When creating sub CLINS for 
Increment 1, all sub CLIN prices, when totaled, must equal the total dollar amount 
in the Price Schedule for Phase I/Increment 1. Provide breakout attachment for all 
sub CLINS proposed. Include description and pricing for each sub CLIN. 


0001A (Fee) Phase I/Increment 1 Award Fee (Offeror may propose percentage) 
0001B CPFF Hardware/Software Phase I/Increment 1: Provide total price in Price Schedule for 


all costs for hardware/software for this phase. In addition, provide a detailed Bill 
of Materials (BOM) breakdown for all proposed hardware/software.  When 
creating sub CLINS for HW/SW for Increment 1, all sub CLIN prices, when 
totaled, must equal the total dollar amount in the Price Schedule for HW/SW for 
Phase I/Increment 1. Provide breakout attachment for all sub CLINS proposed. 
Include description and pricing for each sub CLIN. 


0001C.1 FFP Phase I/Increment 1: DHS Hosting and Support Services in DHS Data Center 
(Levels 2 and 3 Services for portion of solution in the DHS Data Center) - 
Provide per month cost and estimated number of months for all support services to 
cover service costs through Increment 1 development period in the DHS Data 
Center, if applicable. 


0001C.2 FFP Phase I/Increment 1: Non-DHS Hosting and Support Services (Levels 1, 2 and 3 
Support)  -  Provide per month cost and estimated number of months of Non-DHS 
Hosting Services to cover service costs through Increment 1 development period, if 
applicable.  


0002 FFP Phase IIa/Increment 2 Production-Scale Multimodal Modality Matching and 
Fusion: Format instructions are the same as those for Phase I/Increment 1. 


0002A  Skip  
0002B CPFF Hardware/Software Phase IIa/Increment 2: Format instructions are the same as 


those for HW/SW Phase I/Increment 1. 
0002C.1 FFP Phase IIa/Increment 2: DHS Hosting and Support Services in DHS Data Center 


(Levels 2 and 3 Services for portion of solution in the DHS Data Center) - 
Provide per month cost and estimated number of months for all support 
services to cover service costs through Phase IIa, Increment 2 development period 
in the DHS Data Center, if applicable. 


0002C.2 FFP Phase IIa/Increment 2: Non-DHS Hosting and Support Services (Levels 1, 2 and 
3 Support)  Provide per month cost and estimated number of months of Non-
DHS Hosting Services to cover service costs through Phase IIa, Increment 2 
development period, if applicable. 
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0003 FFP Phase IIb/Increment 2 Data Warehouse Optional CLIN: Format instructions are 
the same as those for Phase I/Increment 1. 


0003A  Skip 
0003B CPFF Hardware/Software Phase IIb/Increment 2 Data Warehouse Optional CLIN: Format 


instructions are the same as those for HW/SW Phase I/Increment 1. 
0003C.1 FFP Phase IIb/Increment 2 Data Warehouse Optional CLIN: DHS Hosting and 


Support Services in DHS Data Center (Levels 2 and 3 Services for portion of 
solution in the DHS Data Center) - Provide per month cost and estimated number 
of months for all support services to cover service costs through Phase IIb, 
Increment 2 development period in the DHS Data Center, if applicable. 


0003C.2 FFP Phase IIb/Increment 2 Data Warehouse Optional CLIN: Non-DHS Hosting and 
Support Services (Levels 1, 2 and 3 Support)  Provide per month cost and 
estimated number of months of Non-DHS Hosting Services to cover service costs 
through Phase IIb, Increment 2 development period, if applicable. 


0004 CR Travel Increments 1 and 2: NTE $305,000 
0005 FFP Transition-Out (Optional CLIN) 
0006 T&M Legacy Interface Development (Optional CLIN) 
0007 FFP IXM Specification Version Translation (Optional CLIN) 
0008 FPAF Post IOC Customer Migration  
0008A (Fee) POST IOC Customer Migration Award Fee (Offeror may propose percentage) 
1001A.1 FFP Option 1 Post Deployment Period 1: DHS Hosting and Support Services in 


DHS Data Center Price per month (all labor, service and hosting charges and 
materials included) (12 months) – Does not include non-DHS hosting 
services.  


1001A.2 FFP Option 1 Post Deployment Period 1: Non-DHS Hosting Services (Optional 
CLIN): Price per month (All costs non-DHS hosting services only) (12 
months) 


1002 CR Option 1Travel: NTE $150,000 
2001A.1 FFP Option 2 Post Deployment Period 2: DHS Hosting and Support Services in 


DHS Data Center Price per month (all labor, service charges and materials 
included) (12 months) – Does not include Data Warehouse DHS hosting 
services (See 2001B.1) 


2001A.2 FFP Option 2 Post Deployment Period 2: Non-DHS Hosting and Support Services 
for Data Warehouse (Optional CLIN): Price per month (12 months) - Does 
not include Data Warehouse non-DHS hosting services (See 2001B.2). 


2001B.1 FFP Option 2 Post Deployment Period 2: DHS Hosting and Support Services in 
DHS Data Center for Data Warehouse (Optional CLIN) - Price per month 
(All labor, service charges and materials costs for Data Warehouse only) 
included) (12 months). 


2001B.2 FFP Option 2 Post Deployment Period 2 Non-DHS Hosting and Support 
Services for Data Warehouse (Optional CLIN): Price per month (All labor, 
service charges, and materials for Data Warehouse non-DHS hosting services 
only) (12 months). 


2002 CR Option 2 Travel: NTE $150,000 


 
5.3.2.4 Other Business Volume Submissions 
 


• Subcontracting Plan (Large Businesses Only): Large businesses responding to this RFP are required to 
submit a Subcontracting Plan with their proposals. Subcontracting requirements and goals are applicable 
for this task order in accordance with the controlling IDIQ (Small Business Subcontracting Goal 40%). 
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A large business which fails to submit an acceptable subcontracting plan with its proposal may be 
eliminated from further consideration for award. (See 3052.219-70, Small Business Subcontracting Plan 
Reporting) 


 
• Organizational Conflict of Interest: Complete and return Provision HSAR 3052.209-72, 


Organizational Conflict of Interest (see Part 4 of the RFP). Provide any additional required 
documentation related to this issue, as deemed necessary. 


 
• Data Rights Notices:  In accordance with Data Rights clause FAR 52.227-14- Rights in Data (See 


Part 4 of the RFP). 
 


• Data Rights Representation: In accordance with Data Rights provision FAR 52.227-15, 
Representation of Limited Rights Data and Restricted Computer Software (See Part 4 of the RFP). 


 
• Government Approved Purchasing and Accounting Systems: Provide evidence of Government 


approved purchasing and accounting systems.  If you have an approved purchasing system, provide 
the POC information of the representative at your Cognizant DCMA or Cognizant Federal Agency 
(CFA) that determined approval; and a copy of the Contractor Purchasing System Review (CPSR) 
report, if available, and/or a copy of the official letter from DCMA or CFA verifying the approval of 
the purchasing system.  


 
• Negotiated Licenses Terms and Conditions for Proposed Software: For any software proposed for 


use within the offeror’s solution, the offeror shall provide an accompanying software license 
agreement.  Any software license agreements provided with the offeror’s proposal as required by this 
RFP must not contain any terms and conditions that are contrary to federal law or are not in the best 
interest of the Government. While the Government has highlighted 10 common areas that the 
Government cannot agree to, other terms and conditions that may be problematic may exist (See 
Attachment 7.5). Therefore, it is incumbent upon the offeror to negotiate those terms and conditions 
changes with the software provider prior to the submission of the offeror’s written proposal. The 
Government will not advise offerors on what terms and conditions must be changed in each license 
prior to the submission of written proposals. The Government suggests that offerors consult with 
their legal counsel to ensure that any terms and conditions contained in the required license 
agreements do not contain terms and conditions that are contrary to federal law.  


 
• Company to Company NDA: Proprietary Information: The Government will be utilizing non-federal 


employees for administrative and/or technical assistance. All contractor support will sign non-disclosures 
with the Government. All Offerors planning on submitting a proposal to this solicitation are required to 
submit a completed company-to-company agreement. The Offeror shall provide copies of completed 
“company-to-company” NDA agreements with MITRE and Tecolote to be forwarded with the Offeror’s 
written proposal in the Business Volume. A copy of the company-to-company agreement and instructions 
on how to fill out the form can be directly obtained from the Government support service provider. The 
firm and a POC is identified below:  


 
Name of Company: MITRE  
Company POC: Wendell “Delle” Wright or September O’Brien  
Address: MITRE 1 Building, 7525 Colshire Drive, McLean, VA 22102-7539  
Tel. No. 703-983-0090 (Mr. Wright) or 703-983-5184 (Ms. O’Brien)  
Email: wwright@mitre.org or slobrien@mitre.org  
 
Name of Company: Tecolote Research, Inc. 
Company POC: Elizabeth Hawes 
Address: 420 S. Fairview Ave, Suite 201, Goleta, CA 93117 
Tel. No.805-571-6336 x126 
Email: ehawes@tecolote.com 
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• Acquisition Risk Questions: Provide completed Acquisition Risk Question form(s) (See Attachment 7.8) 
 


• Proposal Point of Contact (name, title, phone number, email). 
 


5.3.2.5 Business Volume Instructions (No page limit): 
 
Offerors shall: 
 


• Complete and submit enclosed Pricing Schedule (i.e. SF18) and provide backup information 
in accordance with individual CLIN instructions in the table above. 


• Submit BOM with pricing for each item in clear, legible format. 
• Complete and return Offeror’s response to Provision HSAR 3052.209-72, 


Organizational Conflict of Interest (See Part 4 of the RFP). 
• Submit Subcontracting Plan (Large businesses only). 
• Submit Data Rights Notices, as required. 
• Submit Negotiated License Terms and Conditions for Proposed Software (See Attachment 7.5) 
• Provide proposal Point of Contact (name, title, phone number, and email). 
• Provide copies of “company to company” non-disclosure agreements (See 5.3.2.7, Contractor Support 


(Company to Company) below) 
 
5.3.2.6 Business Volume File Breakdown: 
 
When submitting the Business Volume, it is requested that the volume be broken down into separate 
electronic files as follows: 
 


• Pricing information (Pricing schedule and backup, BOM, OCI response, company to company 
NDA, POC). 


• Subcontracting Plan, if required. 
• Data Rights Notices, if required. 
• Negotiated License Terms and Conditions for Proposed Software 


 
 


151 of 158







Solicitation No. HSHQDC-16-R-00080 


Part 6: Evaluation Factors and Basis of Award 


 


 


PART 6. EVALUATION FACTORS AND BASIS OF AWARD 


6.1 EVALUATION FACTORS 
 


The evaluation will be based on an integrated assessment of the information submitted in the Offeror’s proposal and 


other evaluation information available to the Government. The integrated assessment of proposals will include a risk 


assessment of the overall proposal. 
 


Award will be made on a determination of Best Value. The non-Price Factors, when combined, are significantly more 


important than the Price Factor. Factors 1, 2, 3, 4 and 5 are in descending order of importance.  


 


6.1.1 FACTOR 1 – Oral Presentation (Only advance questions are identified below. On-the-spot questions 


will be provided on the day of the scheduled presentation.)  


 


Offerors will be evaluated on a confidence scale based on responses to the following advanced questions as well as 


the on-the-spot questions.  


  


 Discuss the major tradeoffs that had to be resolved in coming up with your specific proposal, including 


consideration and value proposition for innovations. Do not simply discuss general engineering tradeoffs. 


 Discuss your proposal’s approach to biometric matching and how that approach will facilitate the 


implementation of future advances in biometric matching technology. 


 Describe the overall technical solution. Please describe how the solution components will work together, 


how the key HART business capabilities will be executed by the solution, and how the transition from 


IDENT to HART will occur. 


 Given your proposed technical solution, how will it reduce long-term system operations and maintenance 


cost growth.  


 


6.1.2 FACTOR 2 – System Development and Execution 


 Architecture Principles - Does the proposed system architecture avoid dispersing business rules processing 


among multiple components? Has the offeror achieved an optimal distribution of functionality between 


COTS/GOTS open source and customer development components? To what degree of viability does the 


offeror demonstrate that the architecture will leverage new approaches to ensure system scalability and 


performance in a cost effective way? To what degree of viability does the offeror demonstrate that the 


architecture will facilitate the insertion of new technologies, designed to improve the accuracy, reliability 


and cost effectiveness of biometric and biographic services? Will this enhance the ability to provide new 


and/or improved capabilities to its customer base in a timely manner? Is separation of concerns and 


abstraction applied to apportion system functionality in a way that minimizes the impact of system 


changes?  Will the system be flexible enough to operate in an environment with changing customer 


requirements (post-HART deployment)?  To what degree does the offeror show that, because of this 


modular design, a new customer/stakeholder could be on-boarded relatively quickly and that SLA 


business rule settings would not require extensive testing and configurations throughout the HART 


system? Are all components and their internal and external interfaces identified and described 


appropriately.  Does the architectural approach minimize unnecessary complexity? Has the offeror 


provided specifications that allow to determine whether desired performance and capacity objectives can 


be obtained? To what degree of viability does the offeror demonstrate that the architecture will enable the 


correlation of facts and encounter information that pertain to a biometric identity? To what degree of 


viability does the offeror demonstrate that the architecture will virtually eliminate scheduled and 


unscheduled downtime? To what degree of viability does the offeror demonstrate that the systems and 


components are arranged into a layered architecture with each layer providing specific functional 


software, partitioned to achieve operational capabilities based on services? Does the architectural 


approach standardize hardware and software to the maximum extent? Does the proposal describe all 


architectural/design tradeoffs? 


 Data Management - To what degree of viability does the offeror provide both proactive and reactive data 


quality controls to identify bad data and remediate it? Does the proposal explain how data will be 
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partitioned to enhance application’s performance, manageability and availability? Does the proposal 


contain a model driven database development approach? Does the proposal address data retention 


objectives in a way that minimizes ad-hoc processing? Does the proposal show how to maintain the 


integrity of the relationship between biometric templates and the images from which they derive?   Does 


the proposal provide a front-end solution for browsing, querying and reporting warehouse data that 


include display interfaces, analysis tools and query functionalities? Does the proposal provide for data 


integration, ETL functionality, data quality checks, metadata management and Data Warehouse 


administration? 


 Biometric Matching - To what degree of viability does the offeror demonstrate the matching subsystem 


will achieve accuracy levels in matching biometric modalities listed in BPO? To what degree does the 


offeror demonstrate their understanding of the integration required to continue operations of existing 


fingerprint comparison software and workflows? To what degree does the offeror demonstrate their 


understanding of the integration required to continue operations of the latent sub-system? To what degree 


does the offeror demonstrate their understanding of the integration required to continue operations of the 


Secondary Inspection Tool? To what degree does the offeror demonstrate a willingness to leverage 


multiple modalities to ensure the highest accuracy possible given the varied quality of both the submitted 


biometric images and the enrolled galleries?  To what degree does the offeror demonstrate a willingness 


to apply fusion techniques within a single modality? Is the proposed matcher interface flexible enough to 


allow integration of a new matcher subsystems or algorithm with minimal impact on the biometric 


integration tier? To what degree of viability does the offeror demonstrate that the infrastructure proposed 


for the matching tier will meet performance and maintenance requirements in a cost-effective way? Will 


the matching subsystem scale both horizontally to gallery size and vertically to service requests? To what 


degree of viability does the offeror demonstrate the matching tier provides specific functionality, e.g., 


quality checking, segmentation, template conversion, enrollment, identification, verification, single 


modality fusion, and multiple modality fusion? To what degree does the offeror minimize the use of 


proprietary information or values to allow for future integration or migration to/from different matching 


vendors? 


 Performance Test Environment - Has the Offeror demonstrated the proposed performance test 


environment design achieves the objectives and requirements as stated in the Baseline Performance 


Objectives (BPO) and Functional Requirements Document (FRD)?  Does the proposed solution utilize a 


highly virtualized system infrastructure in order to reduce foot print and overall operational costs? Is the 


proposed solution de-coupled from the production environment and does it duplicate its architecture? To 


what degree does the offeror demonstrate an understanding of the need for a Performance Test 


Environment (PTE) to evaluate the throughput and accuracy of the system?  Is there a plan to combine 


real matching capability with simulated matching to deliver a cost effective PTE solution? To what degree 


does the offeror propose a PTE with the flexibility to both replicate the production system and also test 


new thresholds, matcher configurations and vendors? 


 Security - Is the architectural approach consistent with defense in depth principles? Are internal and 


external interfaces appropriately secured? Are the appropriate security standards, methods and tools 


adopted and inserted in the system architecture? Is a balance achieved between security and usability and 


ease of maintenance? 


 Transition to Production - Does the proposal lay out a plan with the appropriate timelines, artifacts and 


risks to migrate the IDENT data and system functionality to the new HART system? Does the proposal 


provide appropriate details on how the processing will be switched to the new system including all 


temporary scaffolding and infrastructure? 


 Product Delivery - To what degree of viability does the offeror demonstrate the hardware and 


infrastructure software procured as part of HART and intended to be installed in DHS facilities will be 


delivered to one or both of the DHS Enterprise Data Centers (EDCs) for installation by the EDC support 


contractor? To what degree of viability does the offeror demonstrate that custom developed software 


(including all auxiliary applications and tools used in development, testing or data conversion) is clearly 


identified along with delivery methodology and version control? To what degree of viability does the 


offeror demonstrate that change management will occur via a controlled, mature, systematic and 


consistent process? To what degree of viability does the offeror demonstrate that in conjunction with the 
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production implementation  of HART, there will be a transfer of knowledge at the end of each period of 


performance, to include an end of contract transition out approach, from the development contractor to 


OBIM and to one or more OBIM-designated contractors and/or Government personnel?                                                                                                                                                                                 


 Testing - Has the offeror proposed a technically and programmatically sound approach to the planning 


and conduct of all testing activities? To what degree is the proposed testing methodology comprehensive, 


objective, relevant and measurable? To what extent is the performance test strategy sufficient in scope to 


yield statistically significant results? Does the proposal include a realistic way to test system performance 


in the absence of a full performance test environment?  To what extent has the offeror demonstrated a 


sound technical approach to analyzing and extrapolating the results of performance testing on a scaled 


environment? Is the testing approach comprehensive enough to verify readiness and compliance with the 


HART system requirements? To what degree has the offeror proposed a suite of tools, including test 


automation tools, that fully supports their test approach? Does the testing process ensure test coverage and 


include the insertion of corner cases to assess system behavior at boundary conditions? Does the testing 


approach include a way to realistically test the security attributes of the system? Is the proposed test 


environment architecture appropriate and does it provide the flexibility for testing with service 


virtualization or within a cloud environment? To what degree does the offeror demonstrate their ability to 


support integration testing with multiple stakeholders with varying degrees of participation?  


 Design Quality - To what degree does the Offeror demonstrate willingness to design a system specific to 


DHS needs? Do the components and functions listed show a creative approach to the large scope and 


scale of DHS biometric operations as opposed to outdated, single-function traditional biometric systems? 


To what degree does the offeror demonstrate a willingness to leverage the latest IT advancements and best 


practices to deploy a technical forward-looking solution? To what degree does the offeror demonstrate an 


understanding of the challenges present within the DHS biometrics mission space? To what degree does 


the offeror demonstrate an understanding of the legacy systems operational and non-operational 


environments and service requirements, to include systems, databases, infrastructures, networks and end-


user environments? 


 Management Approach - The proposal demonstrates a thorough understanding of the requirements 


contained in the BPO.  The proposal describes the management processes and procedures that will be used 


in managing the work efforts to accomplish the requirements specified in the BPO. The offeror has 


provided a definitive and comprehensive approach to managing a development project equivalent to 


Capability Maturity Model Integration (CMMI) for Development Maturity Level 3 or higher to include 


but not limited to risk management, configuration management, quality management, and requirements 


management to allow for effective and efficient program/project management. The approach includes 


adherence and coordination with the requirements of system engineering lifecycle activities, 


documentation, pre-review and review cycles and gates. 


 Schedule - The proposal includes a complete and comprehensive schedule that incorporates activities and 


milestones necessary for the design, development and implementation of Increment 1, Increment 2, and 


option periods. The activities include, but are not limited to, major acquisition decision events, systems 


engineering lifecycle reviews, test events, security, training, etc.  The project schedule provides for regular 


delivery of configuration items, utilizing an iterative approach, to satisfy the requirements contained in the 


BPO. 


 Innovation – The proposal describes three (3) innovations and their value propositions in your proposed 


technical approach, including how such innovations will increase customer value.     


 


6.1.3 FACTOR 3 – Resource and Analysis 


 WBS – Life Cycle Costs - Assessed based upon traceability between the two typologies and consistency 


of cost data in the two formats.  Each structure should be a consistent variation, or view, of the same 


scope, schedule and resource approach proposed by the vendor. 


 Long term O&M analysis - Assessed against the offeror’s corresponding technical response to evaluate the 


reasonableness of the resources proposed to accomplish the actions proposed in the project plan and 


schedule.  (Reference Attachment 7.4) 
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6.1.4 FACTOR 4 – Staffing  


 Staffing - The Government intends to evaluate the extent to which the proposal documents an efficient 


and well-structured project management organization with clear lines of authority that provides a realistic 


and achievable staffing plan for satisfying the requirements of the BPO; the proposal demonstrates the 


incorporation of subcontractors and partners in the staffing plan; and the staffing plan identifies a skill 


mix with the appropriate level of knowledge and experience for successful execution of the task order 


requirements. 


 


6.1.5 FACTOR 5 - Past Performance 


 Past Performance – The Offeror’s past performance submission demonstrates successful management of 


projects of similar size, scope and complexity as identified in the BPO within the last five years.   


 The Offeror demonstrates past experience in designing, developing, testing, integrating, deploying and 


supporting large-scale information technology transactional systems including those involving integration 


with legacy systems currently in operation.  The past performance indicates applicable experience with 


the methodologies, tools and technologies proposed for executing the work in the BPO.   


 The Offeror demonstrates past experience in incremental iterative development and deployment of 


configuration items, to include training execution, database updates and restructuring, and configuration 


management of multiple configurations in various stages of development and deployment. 


 Offerors who lack past performance in response to the requirements contained in the RFP will be given a 


neutral rating for the past performance indicators.   


 


Note:  The Government reserves the right to incorporate past performance information from commercial and 


Government sources and databases in its final rating determination for this factor. These sources may include, 


but are not limited to, Government audit reports, the Contractor Performance Assessment Reporting System 


(CPARS), the Past Performance Information Retrieval System (PPIRS), and commercial sources (such as Dun 


and Bradstreet Reports).   In the event other sources conflict with the Offeror’s past performance information, 


the Offeror will be given an opportunity to address the inconsistencies. 


 


6.1.6 FACTOR 6 – Price 


Price will be evaluated for reasonableness based on competition and WBS analysis that supports the Offeror’s 


proposed HART PWS. 


 


Due to the potential need of comparing pricing of diverse solutions, pure bottom line pricing comparisons among 


all proposed solutions provide challenges in determining the reasonableness of pricing solely on the comparison of 


one total priced offer to another.  The Offeror has a number of hosting options for its proposed HART solution in 


accordance with the BPO.  The proposed solution may include the use of the DHS data center (a hosting cost that is 


separate from the proposed task order award amount), commercial cloud services, or a commercial data center.  


These diverse choices can result in significant variances of the total evaluated prices of the various proposed 


solutions.  As such, to normalize the comparison of prices from one proposed solution to another, DHS will adjust 


prices based on vendor hosting choices.  To account for the associated cost of DHS data center hosting and Level 1 


managed services, the Government will add an amount of up to $16.2 million per year to the prices proposed in the 


following CLINS: 0001C.1, 0002C.1, 0003C.1, 1001A.1, 2001A.1 and 2001B.1 to reflect the current estimated 


yearly cost incurred by the Government for these data center services.  This represents up to an additional $1.35 


million per month to the monthly price quoted on a prorated basis, proportional to the proposed DHS data center 


footprint.  The referenced CLIN prices will be adjusted by the Government upon review of hosting choices made by 


the Offeror and the estimated hidden hosting costs of the proposed approach. 


 


6.2 EVALUATION METHODOLOGY  


 


6.2.1 Factors (Technical) 


The evaluation of each Factor will be done holistically with a rating scale from "high confidence" to "some confidence" to 


"low confidence." Further, the bulleted indicators or questions under each Factor are not listed in any specific order of 


importance because an assessment of “confidence” will be made on the totality of each Factor and not based on any 


individual indicator or question. To receive a rating of “high confidence” the overall submission under a factor must 
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clearly support the expectation that the Offeror can successfully meet and deliver the BPO requirements. For 


example, a proposed superior “management approach” under Factor 2 cannot offset an unworkable or flawed technical 


solution to secure a higher confidence rating. If the totality of the technical submission and the weakness of any 


indicator does not lead to a successful and functional outcome determination as it relates to the BPO, a low 


confidence rating is likely. A rating of “some confidence” on a technical factor indicates that the Offeror’s 


submission for that factor in total represents a determination by the evaluation team that there is a reasonable 


expectation that the Offeror has demonstrated its ability to successfully meet the functional and schedule 


requirements of the BPO. 


 


6.2.2 Factor (Price) 


There will be no “confidence” rating for Price. Price will be factored in a best value determination based primarily 


on competition. However, due to the potential variations in solutions that each Offeror may propose to meet the 


BPO, a determination of “reasonableness” as it relates to the Offeror’s overall proposed solution is also required to 


be considered for award. The Government reserves the right to utilize the WBS submission or any other proposal 


information received from the Offeror to assist the Business Team in making a determination of reasonableness. 


The total evaluated price for purposes of award will be determined by: 


 


1. The total calculation of all CLINS, including options, as identified in the Price Schedule, and 


2. The total value of 6 months of Post Deployment 2 to accommodate the estimated value of support services 
under FAR clause 52.217-8, Option to Extend Services, in the event it is exercised. 


3.  Adjustments to Offers to normalize the impact of proposal options on the issue of government vs. non-
Government hosting.  See referenced CLINS under Factor 6, Price, above. 


 


6.3 BASIS OF AWARD 
 


6.3.1. Fair Opportunity 


This RFP is conducted under the fair opportunity guidelines of FAR 16.505, which outlines the ordering 


procedures for orders issued under Multiple Award Indefinite Delivery Indefinite Quantity contracts. Award will 


be based on a determination of best value to the government, price and non-price factors considered. “Best 


value” means the expected outcome of an acquisition that, in the government’s estimation, provides the greatest 


overall benefit in response to the requirement. Best value evaluation is, in and of itself, a subjective assessment 


by the government of the proposed solution that provides the optimal results to the government. 


 


This method does not use any aspects of FAR subpart 15.3. The use of this fair opportunity process does not 


obligate the government to determine a competitive range, conduct discussions with any contractors, solicit 


proposals or revisions thereto, or use any other source selection techniques associated with FAR subpart 15.3. 


 


6.3.2. Comparative Analysis 


Following receipt of responses (including oral presentations), the government may perform a comparative 


analysis (comparing contractor responses to one another) to select the contractor that is best suited to fulfill the 


requirements, based on the contractors’ responses to the factors outlined in this RFP and their relative 


importance. 


 


6.3.3. Award on Initial Responses 


The government anticipates selecting the best-suited contractor from initial responses, without engaging in 


exchanges with contractors. Contractors are strongly encouraged to submit their best technical solutions and 


price in response to this RFP. 


 


6.3.4. Exchanges with Best-Suited Contractor 


Once the government determines the contractor that is the best-suited (i.e., the apparent successful contractor), 


the government reserves the right to communicate with only that contractor to address any remaining issues, if 


necessary, and finalize a task order with that contractor. These issues may include technical and price. If the 


parties cannot successfully address any remaining issues, as determined pertinent at the sole discretion of the 


government, the government reserves the right to communicate with the next best-suited contractor based on the 


original analysis and address any remaining issues. Once the government has begun communications with the 


next best-suited contractor, no further communications with the previous contractor will be entertained until 
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after the task order has been awarded. This process shall continue until an agreement is successfully reached and 


a task order is awarded. 


 


6.4 OTHER CONDITIONS FOR AWARD  


 


 Only proposals received from EAGLE II, FC1, Unrestricted vendors will be considered for award.  
 


 Subcontracting Plan: For large businesses, an acceptable Subcontracting Plan is required.  


“Acceptability” of a Subcontracting Plan will be made by the Contracting Officer in accordance with the 
subcontracting goals and objectives stated in the Offeror’s EAGLE II IDIQ contract. A large business 


which fails to submit an acceptable subcontracting plan with its proposal may be eliminated from further 


consideration for award. (See 3052.219-70, Small Business Subcontracting Plan Reporting) 
 


 Software Licensing: The Government will review the offeror’s provided software license agreements 
and review the terms and conditions to ensure that no terms and conditions are contrary to federal law.  


If the license agreements contain terms or conditions that are contrary to federal law, the offeror may 


not receive an award.   


 


 Acquisition Risk Assessment: The Government will review the Offeror’s response to the Acquisition 
Risk Questions (See Attachment 7.8) to determine if the Offeror has proposed the use of services, or the 


incorporation of supplies, that present a national security acquisition risk.  If it is determined by the 


Government that the offeror presents a solution, through the proposed services or supplies, with an 
unacceptable risk to national security, the Government retains the right to reject the Offeror’s proposal.     


 


Note:  In addition to Government personnel, the Government intends to utilize contractor personnel from Tecolote 


Research, Inc. as well as The MITRE Corporation, a Federally Funded Research and Development Center, 


(FFRDC) as technical advisors in support of the HART system source selection.  Technical advisors will assist in a non-


voting capacity and shall be prohibited from proposal rating, ranking, or recommending the selection of a source.  All 


non-Government support personnel are required to sign a Non-Disclosure Agreement (NDA )with the Government.  All 


Offerors planning on submitting a proposal to this solicitation are required to secure a completed “company-to-


company” NDA agreement with Mitre and Tecolote. Copies of such agreements should be forwarded with the 


Offeror’s written proposal in the Business Volume. 
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SECTION B – SUPPLIES/ SERVICES AND PRICES/COSTS 


Purpose 


 


The purpose of this Request for Quotation (RFQ) is to provide Information Technology (IT) 


data processing, web hosting, and related services in support of the Office of Science & 


Technology Directorate, Office of Industry Partnerships (OIP).  The services to be procured 


under this RFQ are to be issued under the General Services Administration (GSA) Schedule 70 


contract vehicle, specifically incorporating Special Item Number 132-51.    


 


All support provided by the contractor must be within scope, consistent, and fully compliant 


with the terms and conditions of the contractor’s GSA Schedule 70 Contract.  The contractor 


shall be responsible for all requirements as stated in the attached Statement of Work (SOW).    


 


Type of Task Order 


 


A Labor Hours (LH) Task Order as described in the Federal Acquisitions Regulation (FAR)  


16.602 shall be placed. 


 


Supplies and Services 


 


For the consideration set forth in the RFQ, the contractor shall, during the period as 


specified in the task order terms and conditions, provide the following services and 


deliver the following reports and deliverables: 


 


(a) Services 


 


The contractor shall provide the estimated hours of direct employee, consultant and/or 


subcontractor labor to perform the requirements in the Statement of Work (SOW) as 


further described in Section 2.0: Statement of Work. 


 


(b) Reports and Deliverables 


 


The contractor shall deliver the reports and deliverables as specified in Section 9.0 


(Deliverables) of the SOW.  


 


Price Schedule 


 


a)  The Task Order Pricing Schedule, Attachment I herein, shall provide support covering 


the services available from the contractor’s applicable GSA Schedule 70 Contract.  The 


price schedule shall identify and price the services and support as identified.  The level of 


effort shall include all costs and fees, including overhead and profit.  The quoter must fill 


out Attachment I (Pricing Schedule) when responding to the solicitation, listing the total 


proposed price. 
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b) The contractor may transfer hours between labor categories for up to ten percent (10%) 


of the total price of the related CLIN so long as the established ceiling price of the CLIN 


is not exceeded. 


 


c) As prescribed in FAR 16.601(d)(2), the resultant task order award will set a ceiling price for 


each period of performance that the contractor exceeds at its own risk.  The ceiling price will 


represent the total dollar amount that may be incurred and expended for all efforts on the task 


order, including the base and all option periods. The contractor exceeds the ceiling amount at its 


own risk. The ceiling price is the current obligated amount of [to be determined]. 


 


d) The Government is requesting additional discounts for this task order.  


 


Level of Effort   


 


a) It is estimated that the recommended labor categories described in the Statement of 


Work will be required to perform the services described in Section III, SOW.  These 


labor category descriptions provide only guidelines for possible combinations of staff. 


The labor categories identified in this section represent the type and qualifications of 


individuals that DHS envisions working under this task order. If the contractor’s 


Schedule 70 Contract has a labor category with a different title but the qualifications 


and duty descriptions are the same or similar please provide that information to include 


the labor category title and the description.  


 


b) The man-hours of direct labor exclude sick pay, vacations, holidays and hours 


expended in indirect labor, but include subcontract hours and allowable overtime under 


the provisions of FAR 52.222-2.  However, overtime will not be reimbursed unless 


authorized in writing by the COR with concurrence by the CO.  Overtime is defined as 


hours worked in excess of the employee's normal workweek.  The normal workweek 


is defined as forty (40) hours. 
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SECTION C – STATEMENT OF WORK (SOW) 


See Attachment II – Statement of Work 


(End of Section C) 
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SECTION D: PACKAGING AND MARKING 


D.1 Packing, Packaging, Marking and Storage of Equipment 


 


Unless otherwise specified, all items to be delivered under this task order shall be 


preserved, packaged, and packed in accordance with normal commercial practices to 


meet the packing requirements of the carrier and ensure safe delivery at destination. 


 


All initial packing, marking and storage incidental to shipping of equipment to be 


provided under this contract shall be at the Contractor’s expense. The Contractor shall 


supervise the packing of all acquired equipment furnished by the Contractor and shall 


supervise the unpacking of equipment to be installed. 


 


The Contractor and the Contracting Officer’s Representative (COR) will finalize the 


method in which report deliverables are to be submitted and marked for delivery. 


Additionally, Report Deliverables may be required to be submitted electronically and 


in hard copy. 


 


D.2 Markings 


 


All deliverables submitted to the Contracting Officer (CO) and Contracting Officer 


Representative (COR) shall be accompanied by a packing list or other suitable 


shipping document that shall clearly indicate the following: 


 


(a) Contract number; 


(b) Task order number; 


(c) Name and address of the consignor; 


(d) Name and address of the consignee; 


(e) Government bill of lading number covering the shipment (if any); and 


(f) Description of the item/material shipped, including item 


number, quantity, number of containers and package 


number (if any). 


 


D.3 Branding 


 


The Contractor shall comply with the requirements of any Department of Homeland 


Security Branding and Marking policies under 18 U.S.C. § 701 and 28 U.S.C. § 


1733(b). As a matter of law, Federal criminal statutes prohibit unauthorized uses of 


the Department of Homeland Security Seal. In addition, DHS policy prohibits 


granting authorization for certain commercial uses of its Seal. However, it is 


permissible to reference DHS in materials if the reference is limited to true, factual 


statements. The words DHS and/or Homeland Security should appear in the same 


color, font, and size as the rest of the text in the document. Moreover, such references 


shall not imply in any way an endorsement of a product, company, or technology. 
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“The use of the DHS seal by any persons or organizations outside of 


DHS may only be done with the prior written approval of the Secretary 


or his designee. Any such requests for the use of the DHS seal must be 


made in writing and must specify, in detail, the exact use to be made. 


Any permission granted by the Secretary will apply only to the specific 


use outlined in the written request and is not construed as permission 


for any other use. The Secretary may seek advice from the Office of 


General Counsel when making these determinations.” As such, requests 


to use the DHS seal shall be submitted using the DHS Official Seal 


Usage Approval Form. See Attachment II: DHS Official Seal Usage 


Approval Form. The completed DHS Official Seal Usage Approval 


form should be sent via e-mail to Kathleen.McShea@hq.dhs.gov, DHS 


Director of New Media & Web Communications, and to the CO, with a 


copy to the COR. 


 


D.4 Government Terms & Definitions 


 


AES – Advanced Encryption Standard 


CLIN – Contract Line Item Number 


CO – Contracting Officer 


COR – Contracting Officer’s Representative 


COTS-  Commercial off the Shelf  


DHS – Department of Homeland Security 


EOD – Entry on Duty 


FTE – Full Time Equivalent 


FY – Fiscal Year 


GOTS – Government off the Shelf 


IT – Information Technology 


MD – Management Directive 


NSI – National Security Information 


OAST – Office of Accessible Systems and Technology 


OGC – Office of General Counsel 


OIP -   Office of Industry Partnerships  


OPO – Office of Procurement Operations 


POC – Point of Contact 


PM – Program Manager 


PR – Purchase Request 


PSD – Personnel Security Division 


RFQ – Request for Quotation 


R&D – Research & Development 


SOW – Statement of Work 


SCIF – Sensitive Compartmented Information Facility 


SF – Standard Form 


S&T – Science & Technology 



mailto:Kathleen.McShea@hq.dhs.gov
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SME – Subject Matter Expert 


SSI – Security Sensitive Information (Sensitive but Unclassified Information) 


SSO – Security Sensitive Office 


TO – Task Order 


VTA – Vermont Avenue 


 


(End of Section D) 
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SECTION E: INSPECTION AND ACCEPTANCE 


 


E.1    FAR 52.252-2 Clauses Incorporated by Reference (FEB 1998) 


 


This contract incorporates the following clauses by reference with the same force 


and effect as if they were given in full text. Upon request, the CO will make their 


full text available. Also, the full text can be accessed electronically at the following 


internet address: http://www.acquisition.gov/far. 


 


FAR Clause No. Title and Date 


52.212-4 (a) Contract Terms and Conditions-Commercial Items (OCT 2018) 


52.212-4 (ALT I) Contract Terms and Conditions-Commercial Items (JAN 2017) 


 


E.2 Inspection and Acceptance 


 


(a)  Inspection and acceptance of products and services shall be performed by a 


duly authorized Government representative identified in the Task Order in 


accordance with the FAR clauses incorporated at Section I, the Inspection and 


Acceptance clauses in the GSA Schedule 70 contract and as further defined in the 


Task Order. 


 


(b) All deliverables will be inspected for content, completeness, accuracy and 


conformance to the Task Order requirements by the COR or as detailed in 


individual Task Order. The COR will review deliverables prior to acceptance and 


provide the contractor with an e-mail that provides documented reasons for non-


acceptance. If the deliverable is acceptable, the COR will send an e-mail to the 


Contractor that the deliverable has been accepted. 


 


(c)The COR will have the right to reject or require correction of any deficiencies in the 


deliverables that are contrary to the information contained in the Contractor’s 


accepted proposal. In the event of a rejected deliverable, the Contractor will be 


notified in writing by the COR of the specific reasons for rejection. The 


Contractor shall have an opportunity to correct the rejected deliverable and 


return it per delivery instructions. 


 


(d) The COR will have 10 business days to review deliverables and make 


comments. The Contractor shall have five (5) business days to make corrections 


and redeliver. All other review times and schedules for deliverables shall be 


agreed upon by the parties. The Contractor shall be responsible for timely 


delivery to Government personnel in the agreed upon review chain, at each stage 


of the review. The Contractor shall work with personnel reviewing the 


deliverables to assure that the established schedule is maintained. 



http://www.acquisition.gov/far





RFQ: 70RSAT19Q00000041   


11 | P a g e  


 


(e)Services and cost reimbursable items such as travel and Other Direct Costs 


(ODCs) will be accepted upon receipt of proper documentation as specified in 


the order. If custom services are provided, acceptance will be as specified for 


the milestone with which they are associated. If custom services are for 


software development, the final acceptance of the software program will occur 


when all discrepancies, errors or other deficiencies identified in writing by the 


Government have been resolved, through either documentation updates, 


program correction, or other mutually agreeable methods. 


(f)Reports, documents and narrative type deliverables will be accepted when 


all discrepancies, errors or other deficiencies identified in writing by the 


Government have been corrected. 


(g)Non-conforming products or services will be rejected. Unless otherwise agreed 


by the parties, deficiencies will be corrected within five (5) calendar days of the 


rejection notice. If the deficiencies cannot be corrected within five (5) days, the 


Contractor will immediately notify the CO of the reason for the delay and provide 


a proposed corrective action plan within three (3) working days. 


 


E.3 Contractor Responsibilities Associated with Inspection, Testing and 


Acceptance of Contractor Provided Products and Services 


 


The Contractor is responsible for completion, verification, confirmation and 


communication to the Government of all inspections and test results necessary to 


substantiate that the products and services furnished under the Task Order 


conform to the Task Order requirements. Receipt is not complete and 


Government testing, inspection and acceptance need not begin until after the 


Contractor has fulfilled the aforementioned responsibilities. 


 


 


(End of Section E) 
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SECTION F: DELIVERABLES OR PERFORMANCE 


 


F.1 FAR 52.252-2 Clauses Incorporated by Reference (FEB 1998) 


 


This contract incorporates the following clauses by reference with the same force 


and effect as if they were given in full text. Upon request, the CO will make their 


full text available. Also, the full text can be accessed electronically at the following 


internet address: http://www.acquisition.gov/far/ and 


http://farsite.hill.af.mil/VFHSARA.HTM 


 


FAR Clause No. Title and Date 


52.212-4 (f) 
 


Excusable Delays (OCT 2018) 


52.242-15 Stop-Work Order (AUG 1989) (for other than cost reimbursement 


Task Orders) 


52.247-34 F.O.B. Destination (NOV 1991) 


52.247-35 F.O.B. Destination, Within Consignee’s Premises (APR 1984) 


 


F.2 Period of Performance 


 


The period of performance of this task order is a twelve (12) month base period and four (4) 12-


month option periods as follows: 


 


Base Period  September 9, 2019 through September 8, 2020 


Option Period One September 9, 2020 through September 8, 2021 


Option Period Two     September 9, 2021 through September 8, 2022 


Option Period Three September 9, 2022 through September 8, 2023 


Option Period Four  September 9, 2023 through September 8, 2024 


 


The estimated value for each period of performance will be the ceiling for that task order period 


that the contractor exceeds at its own risk. FAR 16.601(d)(2 


 


F.3  Delivery 


 


The services required under the Task Order shall be delivered and received at 


destination within the timeframe specified in the Task Order. 


 


F.4  Master Contract Applicability 


 


The performance period of this Task Order may not extend beyond the Contractor's 


GSA Schedule 70 master contract performance period. Notwithstanding all 


performance under this Task Order may also not extend beyond the end date of the 


contractor’s GSA Schedule 70 master contract unless the contractor’s GSA 



http://www.acquisition.gov/far/

http://farsite.hill.af.mil/VFHSARA.HTM
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Schedule 70  master contract allows for orders to extend beyond the master contract 


performance period. 


 


 


F.5 Place of Performance 


 


The work will be performed at the following Government site: 


DHS Science and Technology Directorate, 1120 Vermont Avenue (VTA), 


Washington, DC* Teleworking will be permitted under the following 


guidelines: 


 


Telework is to be used to accommodate either scheduled medical appointments or 


inclement weather days when the Government is open. Telework may be used as a 


standard occurrence such as a weekly/bi-weekly telework day(s), per the provisions 


below. Telework will not be used when the Government is closed without express 


written advance authorization from the COR or Contracting Officer, even if it is a 


regularly scheduled telework work day for that contractor employee, given the time 


frame available for Government oversight to be provided will be contingent upon 


the COR’s availability. 


a. Regular Re-Occurring Telework: Telework may be performed 


under this Task Order if the following conditions are met: 


 


i. There must be a telework agreement in place between the 


Contractor and their company specifying dates, times, and 


location for telework. The Contractor Program Manager must 


provide a copy of each signed agreement to Government, both 


the Contracting Officer and the COR, for the task order 


records. 


 


ii. The number of scheduled telework days may not exceed 2 days per week 


 


iii. Work under this Task Order can only be completed on a 


DHS issued laptop via the DHS VPN connection. 


 


iv. Items completed must be specified in the Contractor’s 


monthly report for that month as having been completed 


while teleworking. 


 


v. The Contractor PM must ensure that Contractor employees 


are reachable via telephone by the COR at the telework 
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location. 


b. Intermittent Telework: Intermittent Telework, anything 


outside of regularly scheduled telework, may be performed 


under this Task Order if the following conditions are met: 


i. Prior approval to telework must be obtained in writing from 


the Task Order COR by the Contractor’s Task Order 


Program Manager (PM). All requests must originate from 


the Contractor’s PM, or the Contractor’s responsible 


contracts representative. Requests must include the 


Contracting Officer as a courtesy copy (cc :). Tasking must 


be able to be accomplished efficiently and effectively in a 


remote fashion, and must be of sufficient quantity to fill the 


duration of the planned telework period for a given 


Contractor employee. 


ii. The Task Order COR must review all tasks to be 


completed/worked on during the telework period prior to 


providing written approval or disapproval of the PM’s 


written request. 


iii. Work under this Task Order can only be completed on a DHS 


issued laptop via the DHS VPN connection. 


iv. The PM must report tasks that were completed, and show 


products from those tasks, if applicable, at the end of the 


workday. These items must be specified in the 


Contractor’s monthly report for that month as having been 


completed while teleworking. 


v. The PM must ensure that Contractor employees are reachable 


via telephone by the COR at the telework location. 


vi. The PM must state the hours that a given Contractor 


employee will be online and working, and any hours the 


employee will be unavailable. 


vii. Telework may only take place within the DC metro area at one 


of the following locations, provided the COR has given prior 


written approval: 


a. The Contractor’s facility 
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b. The Contractor employee’s place of residence 


 


c. DHS components other than S&T 


 


d. Approved offices onsite at FFRDC locations 


 


Employees approved for regular and situational telework who are not able to report to their 


assigned office location due to office closure or dismissal because of a natural or man-made 


emergency event (e.g., hurricane, earthquake, wild fire, snow storm, flooding, act of terrorism) 


or when the Office of Personnel Management or other official agency announces that 


Government offices are open with the option for unscheduled telework, are required to telework 


each regularly scheduled workday during the emergency situation, when the capability to 


telework is available at the alternative worksite. 


Classified work will be done at the Government location only. * 


 


F.6  Hours of Operations 


When working on Government sites, normal duty hours are 8:00 am - 5:00 pm, Monday 


through Friday (except Federal holidays). Overtime will not be permitted under this Task Order, 


unless authorized in writing by the COR with concurrence by the CO. In the event of a 


shutdown for any reason (including, but not limited to: Government closures due to inclement 


weather or other public emergency, building closures due to lack of power or water, and 


additional Government holidays granted by the President), the Government will not be liable for 


Contractors’ costs incurred during this period except to the extent agreed in advance and in 


writing by the COR or CO. 


F.7  Observance of Legal Holidays and Excused Absence 


(a) The Government hereby provides notification that Government personnel 


observe the listed days as holidays: The ten listed holidays apply to services 


performed within the United States, and is provided for informational purposes 


only. 


 
(1) New Year's Day (6) Labor Day 


(2) Martin Luther King's Birthday (7) Columbus Day 


(3) President’s Day (8) Veterans' Day 


(4) Memorial Day (9) Thanksgiving Day 
(5) Independence Day (10) Christmas Day 


 


(b) In addition to the 10 days designated as holidays, the Government observes: 


 


(1) Any other day designated by Federal Statute; 


(2) Any other day designated by Executive Order; and 


(3) Any other day designated by the President’s Proclamation. 


 


(c) It is understood and agreed between the Government and the Contractor that 
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observance of such days by Government personnel shall not otherwise be a 


reason for an additional period of performance, or entitlement of compensation 


except as set forth in the Task Order. As such, this provision does not preclude 


reimbursement for authorized overtime work if applicable to the Task Order. 


 


(d) When the Federal and governmental entities grants excused absence to its 


employees, the Contractor may dismiss its assigned contractor personnel; 


however, the contractor may not bill the Government for time associated with 


such excused absences. The Contractor agrees to continue to provide sufficient 


personnel to perform critical tasks already in operation or scheduled, and shall 


be guided by the instructions issued by the CO or the COR, as applicable. 


 


F.8  Notice to the Government of Delays 


 


In the event the Contractor encounters difficulty in meeting performance requirements, or when 


it anticipates difficulty in complying with the contract delivery schedule or completion date, or 


as soon as the Contractor has knowledge that any actual or potential situation is delaying or 


threatens to delay the timely performance of this contract, the Contractor shall immediately 


notify the CO and the COR in writing. The notification shall give pertinent details and the data 


shall be informational only in character. As such, this provision shall not be construed as a 


waiver by the Government of any delivery schedule or date, or any rights or remedies provided 


by law or under this contract. See FAR 52.212-4 (f), Excusable Delays. 


F.9  Deliverables: Meetings, Plans and Reports 


a) Per Section 9.0 of the Statement of Work, the Contractor shall provide all written 


deliverables directly to the DHS COR. The Contractor shall provide deliverables 


according to the following schedule and format requirements. The Contractor shall 


provide all written reports in electronic format with read/write capability using 


applications that are compatible with DHS workstations (Windows XP and 


Microsoft Office Applications) in hardcopy and electronic form and in accordance 


with the contract, unless otherwise noted. 


 


b) The Task Order will include specific requirements for meetings, plans, reports, 


and other deliverables. The Contractor shall submit reports, deliverables or 


outputs as described in Table F- 1: Deliverables, to the COR. All deliverables 


shall be written in the English language. 


 


The information in Table F-1 below represents the range of meetings, plans, 


and reports that may be required as ordered by the CO and/or the COR. 


 


All applicable deliverables, their required delivery dates, destination of 


delivery, and schedule for completion of work to be performed will be 


specified in the TO, as applicable. 


 


For purposes of delivery, all deliverables shall be made by close of business (COB) 


5:00 P.M. local time (Washington D.C.) at destination, Monday through Friday, 
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unless stated otherwise in the TO. 


 


All deliverables submitted in electronic format shall be free of any known 


computer virus or defects. If a virus or defect is found, the initial deliverable 


will not be accepted. The replacement file shall be provided within two (2) 


business days after notification of the presence of a virus. 


 


Each task specific deliverable shall be accompanied by a cover letter from 


the Contractor on Company letterhead. Multiple deliverables may be 


delivered with a single cover letter describing the contents of the deliverable 


package. 


 


In the event the Contractor anticipates difficulty in complying with any contract-


level delivery schedule, the Contractor shall immediately provide written notice 


to the CO and COR. For any Task Order level deliverable, the Contractor shall 


provide written notification immediately to the CO and COR. Each notification 


shall give pertinent details, including the date by which the Contractor expects 


to make delivery; provided that this data shall be informational only in character 


and that receipt thereof shall not be construed as a waiver by the Government 


of any contract delivery schedule, or any rights or remedies provided by law or 


under this contract. 


 


In the event that a Contractor is non-compliant in submission of deliverables, the 


Government will reflect the non-compliance in the Contractor’s past performance report. 


 


c) Deliverables 


 


Table F-1: 


 


ITEM SOW 


REFERENCE 


DELIVERABLE / 


EVENT 
DUE BY 


 
DISTRIBUTION  


1 2.1, Task 2 
Functional Description on 


Major Changes 


NLT 15 business days 


prior to any planned 


major change 


COR, 


Contracting 


Officer, OIP 


Portal Program 


Managers 


2 4.6 Post Award Conference 
NLT 5 business days 


after award 


 


N/A 


3 4.6, 4.7 
Draft Contractor Project 


Plan 


NLT 5 business days 


after award 


 


COR, 


Contracting 


Officer 
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ITEM SOW 


REFERENCE 


DELIVERABLE / 


EVENT 
DUE BY 


 
DISTRIBUTION  


4 4.7 
Final Contractor 


Project Plan 


NLT 20 business days 


after award 


COR, 


Contracting 


Officer 


5 4.8 
Original Business 


Continuity Plan 


NLT 30 business days 


after award 


COR, 


Contracting 


Officer 


6 4.8 
Updated Business 


Continuity Plan 
Annually 


COR, 


Contracting 


Officer 


7 4.9 Transition Out Plan 


120 calendar days 


prior to end of base 


contract year; updated 


120 calendar days 


prior to option year 


end 


COR, 


Contracting 


Officer 


8 4.9 System Documentation 
60 days prior to 


contract end-date 


COR, 


Contracting 


Officer 


9 4.10 Progress Reports 
NLT 5 business days 


after award 


COR, 


Contracting 


Officer 


10 4.11 Stakeholder Meetings 


Weekly with CIO; 


Monthly with OIP 


Portal Program 


Managers 


See “Due By” 


d) The Contractor shall not use, release to others, reproduce, distribute, or 


publish the data deliverables or any data first produced in the 


performance of this contract without first receiving approval from the 


COR. 


F.9.1 Meetings 


 


a)  Progress Meetings. The Contractor shall be responsible for keeping the 


COR informed about Contractor progress throughout the performance period 


of this contract, and ensure that all contractor activities are aligned with 


DHS objectives. At a minimum, the Contractor shall review the status and 


results of its performance with the COR on a monthly basis at scheduled 
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meetings. These meetings shall be both working and formal sessions to 


review overall program efforts. 


b)  Post Award Conference. The Contractor shall meet with the CO, COR, 


the incumbent Service Provider Project Management, and members of the 


Program Management Office not later than seven (7) calendar days after 


award to jointly review project management tasks, work assignments, roles, 


responsibilities, and the proposed schedule for startup and program 


activities. The Post Award Conference will be held at DHS Science and 


Technology Directorate, 1120 Vermont Avenue (VTA), Washington, DC. 


 


F.9.2   Reports 


 


a) Monthly Progress Reports - The Contractor shall provide a monthly 


progress report to the Contracting Officer and COR via electronic mail and 


two hard copies to the COR. This report shall provide monthly cost and 


performance reporting of all assigned tasks. The contents and formats (MS 


Word and/or Excel) of the reports shall be specified in the Contract 


Management Plan. At a minimum, these reports shall include: highlights of 


support provided, expenditures, projected expenditures for the next reporting 


period and to term, and major issues affecting cost and performance. The costs 


portion of the report shall be structured to enable ready discernment of cost 


trends, projections, and variances. The Program Manager or the Contractor’s 


designated GSA Schedule 70  labor category shall be qualified to act as the 


Contractor’s single point of contact for all technical and administrative matters 


related to this Task Order. If more than one Task Order is awarded, the reports 


will be consolidated. This report shall also include a summary of all 


Contractor work performed, including a breakdown of labor hours by labor 


category, all direct costs by line item, an assessment of technical progress, 


schedule status, any travel conducted and any Contractor concerns or 


recommendations for the previous reporting period. 


 


b)Transition In Plan – The Contractor shall provide a transition in plan to the 


Contracting Officer and COR via electronic mail and two hard copies to the 


COR. This plan shall address the contractors plan for minimizing impact such 


that continuity of services will be maintained without disruption. The 


contractor shall describe how it will achieve full staff support levels with 60 


days of award. This report is due 10 business days after award of contract. 


c)Transition Out Plan – The Contractor shall provide a transition out plan 


to the Contracting Officer and COR via electronic mail and two hard copies 


to the COR. This plan shall address the contractors plan for minimizing 


impact such that continuity of services will be maintained with disruption. 


The contractor shall describe how it will transition work to the new 


contractor. This report is due 90 days before the expiration of the contract. 
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(End of Section F) 
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SECTION G: CONTRACT ADMINISTRATION DATA 


 


G.1 Contracting Officer: 


 


The Contracting Officer (CO) is the only person authorized to approve changes to any of the 


terms and conditions of this delivery order. In the event the contractor effects any changes at the 


direction of any person other than the CO, the changes will be considered to have been made 


without authority and no adjustment will be made in the contract price to cover any increase in 


costs incurred as a result thereof. The CO shall be the only individual authorized to accept 


nonconforming work, waive any requirement of the contract, or modify any term or condition of 


the contract. The CO is the only individual who can legally obligate government funds. No cost 


chargeable to the proposed contract can be incurred before receipt of a fully executed contract, 


which included any subsequent contract modifications to other specific written authorization 


from the CO. 


 


The contractor shall not comply with any order, direction or request of government personnel 


unless it is issued in writing and signed by the CO, or is pursuant to specific authority otherwise 


included as a part of this contract. No order, statement, or conduct of government personnel, 


other than the CO, who visits the contractor’s facilities or in any other manner communicate 


with the contractor personnel during performance of this contract shall constitute a change 


under the 


Changes clause of this contract. 


 


The procuring and administering CO for this task order is: 


 


Michael Jones, Contracting Officer 


U.S. Department of Homeland Security 


Office of Procurement Operations 


S&T Acquisition Division 


245 Murray Lane 


Washington, DC 20528-0202 


Tel: 202-447-5893 


Michael.Jones@hq.dhs.gov 


 


G.2  Contracting Officer Representative 


 


The COR will represent the Contracting Officer (CO) in the administration of technical details 


within the scope of the Task Order. The TO COR is also responsible for the final inspection and 


acceptance of all Task Order deliverables and reports, and such other responsibilities as may be 


specified in the Task Order. The COR is not otherwise authorized to make any representations or 


commitments of any kind on behalf of the CO or the Government. The COR does not have 


authority to alter the Contractor’s obligations or to change the Task Order specifications, price, 


terms or conditions. If, as a result of technical discussions, it is desirable to modify Task Order 


obligations or the specification, changes will be issued in writing and signed by the CO. 


 



mailto:Michael.Jones@hq.dhs.gov
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The Contracting Officer’s Representative for this delivery order is designated in accordance 


with Homeland Security Acquisition Regulation (HSAR) 3052.242-72 Contracting Officer’s 


Representative, 


 


The designated Primary COR is: TBD 


The designated Alternate COR is: TBD 


 


G.3  Marco Macherelli, Contract Specialist 


U.S. Department of Homeland Security 


Office of Procurement Operations 


S&T Acquisition Division 


245 Murray Lane 


Washington, DC 20528-0202 


Tel: 202-447-5964 


Marco.Macherelli@hq.dhs.gov  


 


G.4  Invoicing and payment 


 


Invoices shall be prepared in accordance with FAR 52.212-4 (g). In addition, the 


Contractor’s invoice shall include: 


 


1) Cover sheet identifying DHS; 


2) Task Order and GSA Schedule 70  Contract Number; 


3) Modification Number, if any; 


4) Data Universal Numbering System (DUNS) Number; 


5) Month services provided; and 


6) Contract Line Item Number (CLIN) and Accounting Classifications. 


 


The Contractor shall submit one invoice by the 10th day of each month, in 


accordance with the delivery schedule in the Task Order. 


 


Invoicing instructions: Invoices shall be submitted to the following addresses: 


invoiceSAT.consolidation@ice.dhs.gov, and simultaneously a copy to the CORs, TBD and the 


CO, Michael.Jones@hq.dhs.gov. 


 


Additionally, the Contractor shall prepare and submit a sufficient and procurement 


regulatory compliant invoice and receiving report for technical certification of 


inspection/acceptance of services and approval for payment. The Contractor shall 


attach back up information to the invoices and receiving reports substantiating all 


costs for services performed. The receiving agency’s written or electronic 


acceptance by the COR and date of acceptance shall be included as part of the 


backup documentation. If the invoice is submitted without all required back up 


documentation, the invoice shall be rejected. The Government reserves the right to 


have all invoices and backup documentation reviewed by the CO prior to payment 


approval. 


 



mailto:Marco.Macherelli@hq.dhs.gov
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G.5   Task Order Award 


The Contractor must be authorized by the Contracting Officer prior to 


commencing work under the awarded Task Order. 


 


G.6  Task Order Administration 


The Contracting Officer is the only individual with the authority to extend the 


Contractor's period of performance under the Task Order. 


 


The COR has the authority to adjust the number of days/hours ordered within 


existing labor categories once the total dollar value of labor ordered is not 


exceeded. The COR must provide approval in writing to the CO before the 


Contractor may make adjustment. The Contractor must request approval of the 


CO if revision of days/hours ordered includes the addition of a labor category or if 


total dollar value of labor would be exceeded. 


 


The total Task Order ceiling price shall include a monetary sub-ceiling for total 


labor ordered and a separate monetary sub-ceiling for all other direct costs. The 


COR has the authority to approve revisions of costs within each respective sub-


ceiling, provided such revision(s) are within the terms and conditions of the Task 


Order. However, the COR does not have the authority to approve revisions that 


exceed the respective sub-ceilings, move costs from one sub-ceiling category to 


the other, or increase the overall total estimated cost of the TO. COR approvals 


must be in writing and clearly state that the revision is at no additional cost to the 


Government. 


 


G.7  Flow Down of Clauses 


 


All applicable GSA Schedule 70 Contract clauses shall flow down to the Task 


Order. Furthermore, the Task Order pricing will only be changed as a result of a 


bilateral modification. 


 


G.8  Order of Precedence 


 


In the event of any inconsistencies between the provisions of the Task Order 


and the Contractor’s GSA Schedule 70 Contract, the provisions of the GSA 


Schedule 70 Contract will take precedence. The Contractor shall not change 


condition or deviate from the Task Order pricing terms, or cause such to occur. 


The Contractor shall strictly comply with the terms and conditions of the RFQ 


and the resulting Task Order. 


 


G.9  Pricing Terms 


 


Requests for price adjustments shall be submitted in writing to the CO for DHS 


review. The Contractor may voluntarily decrease prices upon written 


notification to the CO. Price reductions and volume discounting are requested 


and encouraged. The unit prices will be reviewed annually, or as required to 
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determine whether further reductions are appropriate. Prices shall not include 


any fees to the sponsoring organization of any other DHS organization. The 


Contractor shall be responsible for the fee payments and other filings with DHS 


in accordance with the terms of its parent GSA Schedule 70 Contract. 


 


G.10  Price Reduction 


 


The unit prices for services available under the Task Order shall be at least as 


low as the unit prices that the Contractor including any teaming partners 


identified herein, offers under their GSA Schedule 70  contract. If at any time 


during the term of the Task Order the prices under the Contractor’s DHS 


Schedule 70 contract becomes lower than the prices under the Task Order, the 


Task Order will be modified to include the lower prices. 


 


G.11  Order Administration 


 


Task Order and administration will be accomplished by a duly appointed CO 


assigned by DHS within their warranted authority. 


 


G.12  Termination 


 


Notwithstanding any other provision relating to the Task Order, the DHS 


Ordering CO may terminate at any time in accordance with the termination 


provisions contained in FAR 52.212-4 (l) and (m), Termination for Cause or 


Termination for the Government’s Convenience. 


 


G.13  Advertisements, Publicizing Awards, and Releases 


 


(a) The Contractor shall not refer to this contract in commercial advertising or 


similar promotions in such a manner as to state or imply that the product or 


service provided is endorsed or preferred by the Federal Government or is 


considered by the Government to be superior to other products or services. 


 


(b) All advertisements, releases, announcements, or other publication 


regarding this contract or the agency programs and projects covered under it, 


or the results or conclusions made pursuant to performance, must be approved 


by the Contracting Officer. Under no circumstances shall the Contractor, or 


anyone acting on behalf of the Contractor, refer to the supplies, services, or 


equipment furnished pursuant to the provisions of this contract in any 


publicity, release, or commercial advertising without first obtaining explicit 


written consent to do so from the Contracting Officer. 


(End of clause) 


 


G.14  Non-Disclosure Agreements 


 


All contractor personnel are required to sign non-disclosure agreements (DHS 







RFQ: 70RSAT19Q00000041   


25 | P a g e  


 


Form 11000-6) upon starting work and as deemed necessary under this contract 


to protect proprietary and/or source selection information. Attachment IV. 


 


(End of Section G) 
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SECTION H: SPECIAL CONTRACTING REQUIREMENTS  


H.1   Logistic Support 


 


DHS will provide information, materials, and forms unique to DHS to the vendor to 


support certain tasks under this SOW. These will be task specific and issued upon 


task commencement or as needed during task performance. 


 


The Contractor shall use Government furnished facilities, property, equipment and 


supplies only for the performance of work under this contract, and shall be 


responsible for returning all Government furnished facilities, property, and 


equipment in good working condition, subject to normal wear and tear. 


Government resources to be provided are as follows: 


 


• Office spaces, computers, telephone, equipment, and supplies deemed 


necessary by the Government to execute this work. 


• Hardware, software, database, and documentation support deemed 


necessary by the Government to execute this work. 


 


The Contractor shall use Government furnished information, data and documents 


only for the performance of work under this contract, and shall be responsible for 


returning all Government furnished information, data and documents to the 


Government at the end of the period of performance. The Contractor shall not 


release Government furnished information, data and documents to outside parties 


without the prior and explicit consent of the Contracting Officer. 


 


H.2     Implementation of E.O. 13224- Executive Order on Terrorist Financing 


 


The Contractor is reminded that U.S. Executive Orders and U.S. law prohibits 


transactions with, and the provision of resources and support to, individuals and 


organizations associated with terrorism. It is the legal responsibility of the 


Contractor to ensure compliance with the United States Executive Orders and 


laws. 


 


H.3    Materials 


 


Contractor purchased materials may be required to support this requirement. The 


Contractor will be notified by the COR for any such required materials. When 


required and in accordance with FAR 37.114(b), the Contractor shall: 


 


Submit the documentation required to the COR for approval prior to entering into 


any equipment lease or purchase agreement. The COR will be required to provide 


all written documentation to the Contracting Officer. 







RFQ: 70RSAT19Q00000041   


27 | P a g e  


 


 


After Task Order award and obligation of funds for materials by the CO and in 


accordance with FAR 37.114 (b), the Contractor shall obtain written consent from 


COR for purchases equal to or exceeding $3,000.00 dollars with approval from 


the CO. The DHS S&T COR may NOT lower or raise the aforementioned 


$3,000.00 dollars threshold at his/her discretion without prior written approval of 


the CO. If the DHS CO consents to such purchase, such item shall become the 


property of DHS. The Contractor will maintain any such items according to 


currently existing property accountability procedures. The DHS CO/COR will 


determine the final disposition of any such items. 


 


H.4  Disclosure of Information 


 


a. The Contractor is reminded that information furnished under this contract may 


be subject to disclosure under the Freedom of Information Act (FOIA). Therefore, 


all items that are confidential to business, or contain trade secrets, proprietary, or 


personnel information must be clearly marked. Marking of items will not 


necessarily preclude disclosure when DHS or the Government determines 


disclosure is warranted by the FOIA. However, if such items are not marked, all 


information contained within the submitted documents will be deemed releasable. 


 


b. Any information made available to the Contractor by the Government must be 


used only for carrying out the provisions of this Task Order and must not be 


divulged or made known in any manner to any person except as may be necessary 


in the performance of the contract. 


 


c. In performance of this contract, the Contractor assumes responsibility for 


protection of the confidentiality of Government records and must ensure that all 


work performed by its subcontractors shall be under the supervision of the 


Contractor or the Contractor’s responsible employees. 


 


d.  Each officer or employee of the Contractor or any of its subcontractors to 


whom any Government record may be made available or disclosed must be 


notified in writing by the Contractor that information disclosed to such officer or 


employee can be used only for the purpose and to the extent authorized herein, and 


that further disclosure of any such information, by any means, for a purpose or to 


an extent unauthorized herein, may subject the offender to criminal sanctions 


imposed by 19 U.S.C. 641.19 U.S.C. 641. This section provides, in pertinent part, 


that whoever knowingly converts to their use or the use of another, or without 


authority, sells, conveys, or disposes of any record of the United States or whoever 


receives the same with intent to convert it to their use or gain, knowing it to have 


been converted, shall be guilty of a crime punishable by a fine of up to $10,000, or 


imprisoned up to ten years, or both. 


 


H.5  Section 508 Compliance 
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Section 508 of the Rehabilitation Act, as amended by the Workforce Investment 


Act of 1998 (P.L. 105-220) requires that when Federal agencies develop, procure, 


maintain, or use electronic and information technology, they must ensure that it is 


accessible to people with disabilities. Federal employees and members of the 


public who have disabilities must have equal access to and use of information and 


data that is comparable to that enjoyed by non-disabled Federal employees and 


members of the public. 


 


All EIT deliverables within this work statement shall comply with the applicable 


technical and functional performance criteria of Section 508 unless exempt. 


Specifically, the following applicable standards have been identified: 


36 CFR 1194.21 – Software Applications and Operating Systems, applies to all 


EIT software applications and operating systems procured or developed under this 


work statement including but not limited to GOTS and COTS software. In 


addition, this standard is to be applied to Web-based applications when needed to 


fulfill the functional performance criteria. This standard also applies to some Web 


based applications as described within 36 CFR 1194.22. 


 


36 CFR 1194.22 – Web-based Intranet and Internet Information and Applications, 


applies to all Web-based deliverables, including documentation and reports 


procured or developed under this work statement. When any Web application uses 


a dynamic (non-static) interface, embeds custom user control(s), embeds video or 


multimedia, uses proprietary or technical approaches such as, but not limited to, 


Flash or Asynchronous JavaScript and XML (AJAX) then “1194.21 Software” 


standards also apply to fulfill functional performance criteria. 


 


36 CFR 1194.24 Video and Multimedia Products, applies to all video and 


multimedia products that are procured or developed under this work statement. 


Any video or multimedia presentation shall also comply with the software 


standards (1194.21) when the presentation is using a Web or Software application 


interface having user controls available. 


 


36 CFR 1194.26 – Desktop and Portable Computers, applies to all desktop and 


portable computers, including but not limited to laptops and personal data 


assistants (PDA) that are procured or developed under this work statement. 


 


36 CFR 1194.31 – Functional Performance Criteria applies to all EIT deliverables 


regardless of delivery method. All EIT deliverable shall use technical standards, 


regardless of technology, to fulfill the functional performance criteria. 


 


36 CFR 1194.41 – Information Documentation and Support, applies to all 


documents, reports, as well as help and support services. To ensure that 


documents and reports fulfill the required “1194.31 Functional Performance 


Criteria”, they shall comply with the technical standard associated with Web-


based Intranet and Internet Information and Applications at a minimum. In 


addition, any help or support provided in this work statement that offer telephone 
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support, such as, but not limited to, a help desk shall have the ability to transmit 


and receive messages using TTY. 


 


Exceptions for this work statement have been determined by DHS and only the 


exceptions described herein may be applied. Any request for additional exceptions 


shall be sent to the COR and determination will be made in accordance with DHS 


MD 4010.2. DHS has identified the following exceptions that may apply: 


 


36 CFR 1194.2(b) – (COTS/GOTS products), When procuring a product, each 


agency shall procure products that comply with the provisions in this part when 


such products are available in the commercial marketplace or when such products 


are developed in response to a Government solicitation. Agencies cannot claim a 


product as a whole is not commercially available because no product in the 


marketplace meets all the standards. If products are commercially available that 


meets some but not all of the standards, the agency must procure the product that 


best meets the standards. 


When applying this standard, all procurements of EIT shall have documentation of 


market research that identify a list of products or services that first meet the 


agency business needs, and from that list of products or services, an analysis that 


the selected product met more of the accessibility requirements than the non-


selected products as required by FAR 39.2. Any selection of a product or service 


that meets less accessibility standards due to a significant difficulty or expense 


shall only be permitted under an undue burden claim and requires approval from 


the DHS Office of Accessible Systems and Technology (OAST) in accordance 


with DHS MD 4010.2. 


 


36 CFR 1194.3(b) – Incidental to Contract, all EIT that is exclusively owned and 


used by the Contractor to fulfill this work statement does not require compliance 


with Section 508. This exception does not apply to any EIT deliverable, service or 


item that will be used by any Federal employee(s) or member(s) of the public. This 


exception only applies to those Contractors assigned to fulfill the obligations of 


this work statement and for the purposes of this requirement, are not considered 


members of the public. 


 


H.6  Non Personal Services 


 


a. The services required under the contract constitute professional and 


management services, which are essential to the mission but not otherwise 


available within. 


 


b. The Government will neither supervise Contractor employees nor control 


the method by which the Contractor performs the required tasks. Under no 


circumstances shall the Government assign tasks to, or prepare work 


schedules for, individual Contractor employees. It shall be the 


responsibility of the Contractor to manage their employees and guard 


against any actions that have the nature of personal services, or give the 
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perception of personal services. If the Contractor feels that any actions 


constitute, or are perceived to constitute personal services, it shall be the 


Contractor’s further responsibility to notify the Contracting Officer 


immediately. 


 


c. These services shall not be used to perform work of a policy/decision 


making or management nature. All decisions relative to programs supported 


by the Contractor will be the sole responsibility of the Government. 


Support services will not be ordered to circumvent personnel ceilings, pay 


limitations, or competitive employment procedures. 


 


H.7  Qualifications of Contractor Support 


 


The Government may, at its sole discretion (via the Contracting Officer), direct 


the Contractor to remove any Contractor employee from DHS facilities for 


misconduct or security reasons. Removal does not relieve the Contractor of the 


responsibility to continue providing the services required under the contract. The 


Contracting Officer will provide the Contractor with a written explanation to 


support any request to remove an employee. 


 


H.8  Employee Identification 


a. Throughout the duration of the contract, the Contractor shall be in 


compliance with Executive Order 13526, Classified National Security 


Information, and Homeland Security PD 12, Policy for a Common 


Identification Standard for Federal Employees and Contractors. 


 


b. The Contractor shall coordinate with the COR to assure that any Contractor 


employee requiring routine access to the DHS offices and laboratories has 


appropriate Government- issued identification badges and building access 


cards before the employee enters on duty under this contract or any of its 


Task Orders. The Government-issued badges shall be worn in plain view, 


above the waist, at all times. 


 


c. Within five (5) business days of a Contractor employee’s termination, 


reassignment, or other cessation of need, the Contractor shall return the 


employee’s identification badge(s) and building pass(es) to the COR. 


 


d. The contractor shall return any unneeded, expired, or non-serviceable 


Government issued identification badges or building passes to the COR. If 


an identification badge or building pass is not available to be returned, a 


report must be submitted to the COR, referencing the badge or card 


number, name of individual to whom issued, and the last known location 


and disposition of the badge or card. 


 


e. Contractor employees visiting Government facilities shall wear an 
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identification badge that, at a minimum, displays the Contractor name, the 


employee’s photo, name, clearance-level and badge expiration date. Visiting 


contractor employees shall comply with all Government escort rules and 


requirements. All contractor employees shall identify themselves as 


Contractors when their status is not readily apparent and display all 


identification and visitor badges in plain view above the waist at all times. 


 


f. Contractor employees working on-site at Government facilities shall wear 


a Government issued identification badge. All contractor employees shall 


identify themselves as Contractors when their status is not readily apparent 


(in meetings, when answering Government telephones, in e-mail messages, 


etc.) and display the Government issued badge in plain view above the 


waist at all times. 


 


H.9  Employee Conduct 


 


The contractor shall be responsible for maintaining satisfactory standards of 


employee conduct, appearance, and behavior and shall be responsible for taking 


disciplinary action as may be necessary. 


 


a. Contractor’s employees shall comply with all applicable Government 


regulations, policies and procedures (e.g., fire, safety, security, sanitation, 


environmental protection, “off limits” areas) when visiting or working at 


Government facilities. The contractor shall ensure contractor employees 


present a professional appearance at all times and that their conduct shall 


not reflect discredit on the United States or the Department of Homeland 


Security. 


 


b. If through fault or negligence, the contractor, contractor employees, or 


authorized contractor agents destroy, lose, or damage any Government 


property, equipment, stock, or supplies during performance of this 


contract, the Contractor shall repair or replace that property or reimburse 


the Government for its full replacement cost. 


 


c. The contractor is responsible for maintaining clean and orderly assigned 


working spaces. Furniture that may be assigned to the space(s) shall 


remain in place and not be removed. All telephones are for conducting 


official Government business. 


 


 


H.10  Travel and Per Diem 


 


a.  Domestic and International travel will be required in connection with this 


Task Order. International locations may include the following location: Canada. 


All travel will require the advanced written approval of the COR. Travelers are 


required to submit a summary trip report to the COR within five working days 
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following the completion of travel. Travel shall be in accordance with the Federal 


Travel Regulation 


 


 b.  All travel will be reimbursed in accordance with the Federal Travel Regulation 


(FTR). However, unless approved by the COR, local travel will not be reimbursed 


within a 50-mile radius of the worksite. The worksite shall be considered the S&T 


office facility located at 1120 Vermont Avenue (VTA), Washington, DC or the 


location of the Contractor’s on-site Government personnel, whichever is within the 


50-mile radius. 


If it is determined by the COR that local travel is required from the Government 


facility at 1120 Vermont Ave NW, to other government facilities is required in 


order to fulfill the tasks as outlined in the Statement of Work, the contractor may 


submit an initial request for local travel to the COR. 


 


H.11  Protection of Information 


 


a. The Contractor agrees to adhere to the procedures governing DHS IT System 


as outlined in DHS IT Security Program Publication DHS MD 4300. 


Contractors who fail to comply with Department security policy are subject to 


having their access to DHS facilities and IT systems terminated. 


 


b. All Contractor employees using Department automated systems or processing 


Department sensitive data shall successfully complete periodic security 


awareness training provided by DHS. Contractor employees with access to 


classified information shall successfully complete specialized training provided 


by DHS. The level of training shall be commensurate with the individual's 


duties and responsibilities and is intended to promote a thorough and consistent 


understanding of the principles and concepts of IT security. Contractor 


employees shall not attach (physically  or  electronically)  any  unauthorized  


device  to  any  device  on  the   DHS-net.  The COR will provide each 


Contractor employee (having a demonstrated need), with an Iron Key USB 


flash drive. The Contractor shall return the Iron Key USB flash drive to the 


COR, when the Contractor employee’s need for it ceases to exist. 


 


c. Contractor access to proprietary information is required under this SOW. 


Contractor employees shall safeguard this information against unauthorized 


disclosure or dissemination in accordance with DHS MD 11042.1, 


Safeguarding Sensitive But Unclassified (For Official Use Only) Information. 


The Contractor shall ensure that all Contractor personnel having access to 


business or procurement sensitive information sign a non-disclosure agreement 


(DHS Form 11000-6). 


 


d. With regard to Section 508 compliance, this contract vehicle may require the 


purchase of electronic and information technology. Any electronic or 


information technology procured under this acquisition will be incidental to the 
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overall performance requirements. The Electronic and Information Technology 


Accessibility Standards are not applicable, per the exception § 1194.3 


(b) “This part does not apply to electronic and information technology that is 


acquired by a contractor incidental to a contract.” 


 


H.12  Protection of Privacy Act Information 


 


Contractor access to proprietary information is required under the SOW. 


Contractor employees shall safeguard this information against unauthorized 


disclosure or dissemination in accordance with DHS MD 11042.1, 


Safeguarding Sensitive But Unclassified (For Official Use Only) Information. 


The Contractor shall ensure that all Contractor personnel having access to 


business or procurement sensitive information sign a non-disclosure agreement 


(DHS Form 11000-6). See Attachment III. 


 


H.13  Proprietary Information (company-to-company agreements) 


 


The Contractor may be given access to third-parties’ proprietary information 


during the course of performing this SOW. In accordance with FAR 9.505-4(b), 


“[a] contractor that gains access to proprietary information of other companies in 


performing advisory and assistance services for the Government must agree with 


the other companies to protect their information from unauthorized use or 


disclosure for as long as it remains proprietary and refrain from using the 


information for any purpose other than that for which it was furnished. The 


contracting officer shall obtain copies of these agreements and ensure that they are 


properly executed.” While the contractor employee(s) may have a non-disclosure 


agreement (NDA) (DHS Form 11000-6) in place, it does not replace the separate 


FAR 9.505-4(b) requirement for a “company-to-company” agreement when the 


latter situation is present. Therefore, before gaining access to third-party 


information marked as proprietary or upon realizing of an attempt to be provided 


with such proprietary information, the contractor shall immediately alert the DHS 


Contracting Officer to obtain direction on whether a “company-to-company” 


agreement must be sought before proceeding further in reviewing or accessing the 


proprietary information. If the Contracting Officer indicates a “company-to- 


company agreement” is required, the contractor shall contract the third party in 


question and subsequently provide a copy of the finalized agreement to the 


Contracting Officer shortly following its execution. 


 


H.14  Public Release of Information 


 


Publicity releases and request for publication in connection with this contract 


shall not be made by the Contractor unless prior written approval has been 


received from the CO and cleared through appropriate DHS security review. 


 


H.15  Government Furnished Resources 
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When applicable DHS will provide information, materials, and forms unique to 


DHS to the vendor to support certain tasks under this SOW. These will be task 


specific and issued upon task commencement or as needed during task 


performance. 


 


The Contractor shall use Government furnished facilities, property, equipment 


and supplies only for the performance of work under this contract, and shall be 


responsible for returning all Government furnished facilities, property, and 


equipment in good working condition, subject to normal wear and tear. 


Government resources to be provided are as follows: 


 


 Office spaces, computers, telephone, equipment, and supplies 
deemed necessary by the Government to execute this work. 


 Hardware, software, database, and documentation support 


deemed necessary by the Government to execute this work. 


 


The Contractor shall use Government furnished information, data and documents 


only for the performance of work under this contract, and shall be responsible for 


returning all Government furnished information, data and documents to the 


Government at the end of the period of performance. The Contractor shall not 


release Government furnished information, data and documents to outside parties 


without the prior and explicit consent of the Contracting Officer. 


 


The Government will provide the Contractor with office space, workspace, 


general supplies, office equipment, and supplies necessary to perform work that 


that must be accomplished at the Government work site. The workspaces will 


be equipped with a computer connected to the DHS- net and a telephone. Only 


DHS approved computers are permitted to connect to the DHS networks. 


 


H.16  DHS-Furnished Facilities 


 


The Contractor shall use Government furnished facilities, property, equipment 


and supplies only for the performance of work under this contract, and shall be 


responsible for returning all Government furnished facilities, property, and 


equipment in good working condition, subject to normal wear and tear. 


 


The Contractor shall use Government furnished information, data and 


documents only for the performance of work under this contract, and shall be 


responsible for returning all Government furnished information, data and 


documents to the Government at the end of the period of performance. The 


Contractor shall not release Government furnished information, data and 


documents to outside parties without the prior and explicit consent of the 


Contracting Officer. 


 


H.17  Contractor Furnished Property 
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The Contractor shall furnish all facilities, materials, equipment and services 


necessary to fulfill the requirements of this contract, except for the Government 


Furnished Resources specified in Section H.18. 


 


H.18  Claims 


 


Notwithstanding the claim period Stated in FAR 52.233-1, Disputes, and 


pursuant to FAR 33.206, Initiation of a Claim, the contractor agrees to submit 


any claim related to this contract within 12 months after accrual. 


 


H.19  Past Performance Evaluation 


 


Past performance information is relevant for future TO source selection 


purposes, regarding a Contractor’s actions under previously awarded TOs 


under the same contract. It includes, but is not limited to, the Contractor’s 


record of conforming to contract requirements and to standards of good 


workmanship; the Contractor’s adherence to contract schedules, including the 


administrative aspects of performance; the Contractor’s history of reasonable 


and cooperative behavior and commitment to customer satisfaction; and 


generally, the Contractor’s business-like concern for the interests of the 


customer. 


 


In accordance with DHS FAR Class Deviation 11-03, applicable to 


instruments awarded after August 11, 2011, requires evaluations for all supply 


contracts and orders that exceed $500,000, and for all service contracts and 


orders that exceed $1,000,000, except as provided in (d) below. Evaluation 


thresholds for other types of contracts and orders established by FAR 42.15 


paragraphs (e) and (f) remain unchanged. For instruments awarded prior to 


August 11, 2011, evaluations are required for all contracts, including task and 


delivery orders, which exceed the simplified acquisition threshold, or  other 


thresholds  established by FAR  42.15  except  as  provided in (d) below. 


Notwithstanding that, however, Components shall prioritize assessments of 


contracts and orders that: 1) use high-risk vehicles, such as cost-


reimbursement, time-and-materials type, or award fee contracts, 2) are 


complex in nature, such as large software development and implementation 


contracts, or 3) involve high dollar values or major acquisitions, regardless of 


the contract type. Interim evaluations shall be performed on contracts and 


orders exceeding one year in duration (but see FAR 42.1502 (h)) to assist with 


improving the contractor’s marginal performance and identifying any major 


deficiencies. For Task Order or delivery order contracts and blanket purchase 


agreements awarded by DHS Offices or Components, contractor performance 


evaluations may be consolidated for orders that are (A) issued by the same 


office and (B) performed at the same location (e.g., performed at the same 


facility). 


 


The DHS Office of Procurement Operations uses Contractor Performance 
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Assessment Reporting System (CPARS), a web-enabled application to collects 


and manages the library of automated Contractor performance assessments. 


CPARS is for UNCLASSIFIED use only. Classified information is not to be 


entered into the CPARS system. An assessment evaluates a Contractor's 


performance, both positive and negative, and provides a record on a given 


Contractor during a specific period, under a specific contract or Task Order. 


Each assessment is based on objective facts and supported by program and 


contract management data, such as cost performance reports, customer 


comments, quality reviews, technical interchange meetings, financial solvency 


assessments, production management reviews, Contractor operations reviews, 


functional performance evaluations, and earned contract incentives. The 


CPARS automated information system contains management and technical 


controls to ensure that only authorized personnel have access to the data. 


CPARS is located https://www.cpars.csd.disa.mil. 


 


Contractors that are not familiar with CPARS are encouraged to attend the 


online Contractor Overview (two (2) hours). This training will give the 


Contractor an understanding of the Contractor Representative and Contractor 


Corporate Senior Management levels of access, the policies and regulations 


governing. The training is located at: 


http://www.cpars.csd.disa.mil/allapps/cpartrng/webtrain/webtrain_all.htm. 


 


Contractors shall provide a CPARS POC upon award of this Task Order to 


include name, phone number, and e-mail address. The contractor may provide a 


company e-mail account (i.e., xyzCPARS@xyz.com) so that past performance 


notifications can be sent to the designated e-mail address. 


 


H.20  Subcontractor Team 


 


If the Contractor proposes to use subcontractors, the request must include duly 


executed teaming agreements by the parties of the Contractor’s team. Letters 


of commitment are acceptable examples of teaming agreements and are 


considered teaming agreements for the purpose of responses to this 


solicitation. If submitted, letters of commitment shall include, at a minimum: 


(1) signatures of the principals and/or owners of the respective parties; 2) 


statements on the division of tasks, relationship of the parties, and 


responsibilities of parties; and 3) statements on the handling of disputes. 


Letters of commitment must state that they are valid and in effect for a period 


of not less than five (5) years. 


 


H.21  Key Personnel 


 


Key personnel are those contractor personnel considered essential to the 


performance of the Task Order. See SOW Section C, 4.0 “Key Personnel”. 


 


If the Government determines that certain personnel are “key” to successful 



https://www.cpars.csd.disa.mil/

http://www.cpars.csd.disa.mil/allapps/cpartrng/webtrain/webtrain_all.htm

mailto:xyzCPARS@xyz.com
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completion of a TO, they will be designated as "Key TO Personnel" in the TO 


in accordance with HSAR 3052.215-70. “Key To Personnel” is defined as 


follows: 


 


(a) Personnel identified in the Task Proposal as key individuals to be 


assigned for participation in the performance of the TO and who may, at 


the discretion of the Government, be interviewed to verify résumé 


representations; 


(b) Personnel whose résumés were submitted with the TO Proposal; or 


(c) Individuals who are designated as key personnel by 


agreement between the Government and the Contractor 


during TO negotiations. 


 


H.22  Procurement Integrity – Special Task Order Provisions 


 


All Contractor personnel, and subcontractors who will be personally and 


substantially involved in the performance of services issued under this Task 


Order which requires the Contractor to provide advice with respect to any 


phase of an agency procurement, as defined in FAR 3.104-4, shall execute and 


submit an “Employee/Contractor Non-Disclosure Agreement” Form (See 


Attachment III). This is required prior to the commencement of any work and 


whenever replacement personnel are proposed. 


 


A Non-Disclosure Agreement (NDA), DHS Form 11000-6, shall be signed by 


all Contractor employees assigned to perform services prior to any work 


commencing on the TO by those individuals. 


 


H.23  Prohibition on Contractor Support of Congressional Testimony, 


Responses, Reports; also, agency responses to the IG, GAO, or other 


Federal Audit Entities 


 


Contractor employees are prohibited from the drafting of Congressional 


testimony, responses to Congressional correspondence, or agency responses to 


audit reports from the Inspector General, the Government Accountability 


Office, or other Federal audit entity (in accordance with FAR 7.503(c)(20) and 


HSAM 3037.103(e)). 


 


H.24  Implementation of E.O. 13224- Executive Order on Terrorist Financing 


 


The Contractor is reminded that U.S. Executive Orders and U.S. law 


prohibits transactions with, and the provision of resources and support to, 


individuals and organizations associated with terrorism. It is the legal 


responsibility of the Contractor to ensure compliance with the United States 


Executive Orders and laws. 


 


H.25  Organizational Conflict of Interest Notice 
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(a)  The Contractor should be aware that they may be deemed ineligible to 


participate in this acquisition because of an organizational conflict of interest 


(OCI) (see FAR 9.5, Organizational and Consultant Conflicts of Interest). The 


Contractor should carefully examine and comply with HSAR 3052.209-72, 


Organizational Conflict of Interest, found in Section I of this solicitation. A 


Contractor’s eligibility or ineligibility to participate in the current acquisition 


is determined by the contracting officer. 


 


(b)  The Contractor should be aware that the type of work required by this 


acquisition may give rise to an OCI that may restrict the Contractor’s ability 


to compete for follow-on work. These types of OCI do not generally lend 


themselves to successful mitigation (see FAR 9.5, Organizational and 


Consultant Conflicts of Interest). The Contractor should carefully examine 


and comply with HSAR 3052.209-73, Limitation of Future Contracting, 


found in Section I of this solicitation. A Contractor’s eligibility or ineligibility 


to participate in a future acquisition is determined by the contracting officer. 


H.26  Incremental Funding Fixed Price and/or Labor Hours and 


Time and Material Contracts During a Continuing Resolution (CR) 


In the event that the Government is operation under a CR, the following procedures will 


apply: 


(a)  Contract line item(s) listed below are incrementally funded or fully funded 


as shown in the below table. For these item(s), the sum of $ * of the total price 


is presently available for payment and allotted to this contract. This funding 


table will be updated in each contract action that provides additional funds, if 


any. 


 


CLIN CLIN Price Currently Allotted 


Funding 


Funds Required for 


Complete Funding 


    


    


    


    


 


(b)  For item(s) identified in paragraph (a) as not fully funded, the Contractor 


agrees to perform up to the point at which the total amount payable by the 
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Government, including reimbursement of authorized termination costs in the 


event of termination of those item(s) for the Government’s convenience, does not 


exceed the total amount currently allotted to the items not fully funded under the 


contract. The Contractor is not authorized to continue work on those item(s) 


beyond that point. The total amount payable by the Government in the event of 


such termination of those contract line item(s) identified in paragraph (a) above 


includes costs, profit, and estimated/negotiated termination settlement costs for 


those item(s). The Government will not be obligated in any event to reimburse the 


Contractor in excess of the amount allotted to the line items of the contract 


regardless of anything to the contrary in any other clause, such as the clause 


entitled “Termination for Convenience of the Government” or paragraph (l) 


entitled “Termination for the Government’s Convenience” of the clause at FAR 


52.212-4, “Commercial Terms and Conditions-Commercial Items.” 


(c)  Notwithstanding paragraph (i) of this requirement, the Contractor will notify 


the Contracting Officer in writing at least    thirty  (or insert ninety or sixty) 


days prior to the date when, in the Contractor’s best judgment, the work will 


reach the point at which the total amount payable by the Government, including 


any cost for termination for convenience, will approximate 85 percent of the total 


amount then allotted to the contract for performance of the applicable item(s). 


The notification will state (1) the estimated date when that point will be reached 


and (2) an estimate of additional funding, if any, needed to continue performance. 


The notification will also advise the Contracting Officer of the estimated amount 


of additional funds that will be required for the timely performance of the item(s) 


funded pursuant to this contract. If after such notification additional funds are not 


allotted by the date identified in the Contractor’s notification, or by an agreed 


substitute date, the Contracting Officer will terminate any item(s) for which 


additional funds have not been allotted, pursuant to the clause of this contract 


authorizing termination for the convenience of the government, such as the clause 


entitled “Termination for Convenience of the Government” or paragraph (l) 


entitled “Termination for the Government’s Convenience” of the clause at FAR 


52.212-4, “Commercial Terms and Conditions-Commercial Items.” 


(d)  When additional funds are allotted for continued performance of the contract 


line item(s) identified in paragraph (a), the parties will agree as to the period of 


contract performance that will be covered by the funds. The provisions of 


paragraphs (b) through (d) will apply in like manner to the additional allotted 


funds and agreed substitute date, and the contract will be modified accordingly. 


(e)  The Government may at any time prior to termination, allot additional funds 


for the performance of the contract line item(s) identified in paragraph (a). 
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(f)  The termination provisions of paragraphs (a) through (i) do not limit the 


rights of the Government under the clause entitled “Default” or “Termination 


for Cause.” The provisions of this clause are limited to the work and allotment 


of funds for the contract line item(s) set forth in paragraph (a). This clause no 


longer applies once the contract is fully funded. 


(g)  Nothing in this clause affects the right of the Government to terminate this 


contract pursuant to the clause of this contract entitled “Termination for 


Convenience of the Government” or paragraph (l) entitled “Termination for the 


Government’s Convenience” of the clause at FAR 52.212-4, “Commercial 


Terms and Conditions-Commercial Items.” 


(h)  Nothing in this clause shall be construed as authorization of 


voluntary services whose acceptance is otherwise prohibited under 31 


U.S.C. 1342. 


(i)  The parties contemplate that the Government will allot funds to this 


contract from time to time as the need arises and as funds become available. 


There is no fixed schedule for providing additional funds. 


* To be inserted after negotiation. 


 


H.27  Special Acquisition Requirements (FAR 37.114(c)) 


 


All contractor personnel attending meetings, answering Government telephones, 


and working in other situations where their contractor status is not obvious to 


third parties are required to identify themselves as such to avoid creating an 


impression in the minds of members of the public or Congress that they are 


Government officials, unless, in the judgment of the agency, no harm can come 


from failing to identify themselves. They must also ensure that all documents or 


reports produced by contractors are suitably marked as contractor products or 


that contractor participation is appropriately disclosed. 


 


(End of Section H) 
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SECTION I - CONTRACT CLAUSES 


 


The Contracting Officer may include additional contract clauses in the Task 


Order, other than those enumerated in section I, such as (1) additional “required 


when applicable” FAR clauses, (2) activity or Component clauses, (3) 


unmentioned FAR alternate clauses, and (4) Task Order specifically tailored 


clauses. 


 


I.1 FAR 52.252-2-Clauses Incorporated By Reference (Feb. 1998) 


 


The Contractor’s GSA Schedule 70 Contract clauses are incorporated into this Task 


Order. This Task Order also incorporates one or more clauses by reference, with 


the same force and effect as if they were given in full text. Upon request, the 


Contracting Officer will make their full text available. Also, the full text of a 


FAR clause or DHS specific clause  


may be accessed electronically at this address:  http://farsite.hill.af.mil/  


 


Table I-1:  FAR Clause 


Clause Title Date 


52.202-1 Definitions Nov 2013 


52.203-3 Gratuities Apr 1984 


52.203-5 Covenant against Contingent Fees May 2014 


52.203-7 Anti-Kickback Procedures May 2014 


52.203-8 Cancellation, Rescission and Recovery of Funds for 
Illegal or Improper Activity 


 
May 2014 


52.203-17 Contractor Employee Whistleblower Rights and 
Requirement To Inform Employees of Whistleblower 
Rights 


 Apr 2014 


52.204-4 Printed or Copied Double Sided on Recycled Paper May 2011 


52.204-9 Personal Identity Verification of Contractor 
Personnel 


Jan 2011 


52.204-13 System for Award Management Maintenance Oct 2018 


52.204-14 Service Contract Reporting Requirements Oct 2016 


52.209-10 Prohibition on Contracting with Inverted Domestic 
Corporations  


Nov 2015 


52.212-4 with 
Alt. 1 


Contract Terms and Conditions – Commercial Items 
Alternate I 


Oct 2018; 
Jan 2017 


52.215-2 Audit and Records – Negotiation Oct 2010 


52.216-7 Allowable Cost and Payment Aug 2018 


52.222-54 Employment Eligibility Verification  Oct 2015 


52.224-2 Privacy Act April 1984 


52.227-14 Rights in Data-General May 2014 


52.227-16 Additional Data Requirements  Jun 1987 


52.228-5 Insurance—Work on a Government Installation Jan 1997 



http://farsite.hill.af.mil/
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 Award Management Oct 2018 


52.233-4 Applicable Law for Breach of Contract Claim Oct 2004 


52.242-3 Penalties for Unallowable Costs May 2014 


52.244-6 Subcontracts for Commercial Items Jan 2019 


52.245-1 Government Property Jan 2017 


52.246-25 Limitation of Liability-Services Feb 1997 


52.253-1 Computer Generated Forms Jan 1991 


 


 


I.2 FAR 52.209-9 Updates of Publicly Available Information Regarding 


Responsibility Matters (Oct 2018) 


 


(a) The Contractor shall update the information in the Federal Awardee 


Performance and Integrity Information System (FAPIIS) on a semi-


annual basis, throughout the life of the contract, by posting the required 


information in the System for Award Management database via 


https://www.acquisition.gov. 


 


(b) As required by section 3010 of the Supplemental Appropriations Act, 


2010 (Pub. L. 111-212), all information posted in FAPIIS on or after 


April 15, 2011, except past performance reviews, will be publicly 


available. FAPIIS consist of two segments— 


 


(1) The non-public segment, into which Government 


officials and the Contractor post information, which can 


only be viewed by— 


 


(i) Government personnel and authorized users 


performing business on behalf of the Government; or 


 


(ii) The Contractor, when viewing data on itself; and 


 


(2) The publicly-available segment, to which all data in the non-


public segment of FAPIIS is automatically transferred after a 


waiting period of 14 calendar days, except for-- 


52.230-2 Cost Accounting Standards Oct 2015 


52.230-3 Disclosure and Consistency of Cost Accounting 
Standards 


 
Oct 2015 


52.230-6 Administration of Cost Accounting Standards Jun 2010 


52.232-7 Payments under Time and Materials and Labor Hour 
Contracts 


Aug 2012 


52.232-17 Interest May 2014 


52.232-25 Prompt Payment Jan 2017 


52.232-33 Payment by Electronic Funds Transfer System for  



https://www.acquisition.gov/
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(i) Past performance reviews required by subpart 42.15; 


 


(ii) Information that was entered prior to April 15, 2011; or 


 


(iii) Information that is withdrawn during the 14-


calendar-day waiting period by the Government official 


who posted it in accordance with paragraph (c) (1) of this 


clause. 


 


(c) The Contractor will receive notification when the Government 


posts new information to the Contractor’s record. 


 


(1) If the Contractor asserts in writing within 7 calendar days, to 


the Government official who posted the information, that some of 


the information posted to the non-public segment of FAPIIS is 


covered by a disclosure exemption under the Freedom of 


Information Act, the Government official who posted the 


information must remove the posting from FAPIIS within seven 


(7) calendar days and resolve the issue in accordance with agency 


Freedom of Information procedures, prior to reposting the 


releasable information. The contractor must cite 52.209-9 and 


request removal within 7 calendar days of the posting to FAPIIS. 


 


(2) The Contractor will also have an opportunity to post 


comments regarding information that has been posted by the 


Government. The comments will be retained as long as the 


associated information is retained, i.e., for a total period of 6 


years. Contractor comments will remain a part of the record 


unless the Contractor revises them. 


 


(3) As required by section 3010 of Pub. L. 111-212, all 


information posted in FAPIIS on or after April 15, 2011, except 


past performance reviews, will be publicly available. 


 


(d) Public requests for system information posted prior to April 15, 


2011, will be handled under Freedom of Information Act procedures, 


including, where appropriate, procedures promulgated under E.O. 


12600. 


 


(End of clause) 


 


I.3 FAR 52.212-5 Contract Terms and Conditions Required to Implement 


Statutes or Executive Orders - Commercial Items (JAN 2019) 


 


(a) The Contractor shall comply with the following Federal Acquisition Regulation 
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(FAR) clauses, which are incorporated in this contract by reference, to 


implement provisions of law or Executive orders applicable to acquisitions of 


commercial items: 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) (section 


743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 


2015 (Pub. L. 113-235) and its 


successor provisions in subsequent appropriations acts (and as extended in continuing 


resolutions)). 


(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or 


Provided by Kaspersky 


Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-91). 


(3) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015). 


(4) 52.233-3, Protest After Award (Aug 1996) (31U.S.C.3553). 


(5) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-77 


and 108-78 (19 U.S.C. 


3805 note)). 


(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting 


Officer has indicated as 


being incorporated in this contract by reference to implement provisions of law or Executive 


orders applicable to acquisitions 


of commercial items: 


[Contracting Officer check as appropriate.] 


_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with 


Alternate I (Oct 1995) (41 


U.S.C.4704 and 10 U.S.C.2402). 


_X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 


3509)). 


__ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment 


Act of 2009 (June 2010) 


(Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and 


Reinvestment Act of 2009.) 


__ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Oct 


2018) (Pub. L. 109-282) 


(31 U.S.C. 6101 note). 


__ (5) [Reserved]. 


_X_ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 


section 743 of Div. C). 


__ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts 


(Oct 2016) (Pub. L. 


111-117, section 743 of Div. C). 


__ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with Contractors 


Debarred, Suspended, or 


Proposed for Debarment. (Oct 2015) (31 U.S.C. 6101 note). 


_X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters 


(Oct 2018) (41 U.S.C. 
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2313). 


__ (10) [Reserved]. 


__ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 


U.S.C.657a). 


__ (ii) Alternate I (Nov 2011) of 52.219-3. 


__ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 


Concerns (Oct 2014) (if the 


offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a). 


__ (ii) Alternate I (Jan 2011) of 52.219-4. 


__ (13) [Reserved] 


_X_ (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2011) (15 U.S.C.644). 


__ (ii) Alternate I (Nov 2011). 


__ (iii) Alternate II (Nov 2011). 


__ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 


__ (ii) Alternate I (Oct 1995) of 52.219-7. 


__ (iii) Alternate II (Mar 2004) of 52.219-7. 


__ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and 


(3)). 


__ (17) (i) 52.219-9, Small Business Subcontracting Plan (Aug2018) (15 U.S.C. 637(d)(4)) 


__ (ii) Alternate I (Jan 2017) of 52.219-9. 


__ (iii) Alternate II (Nov 2016) of 52.219-9. 


__ (iv) Alternate III (Nov 2016) of 52.219-9. 


__ (v) Alternate IV (Aug 2018) of 52.219-9 


__ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 


__ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C.637(a)(14)). 


__ (20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 


637(d)(4)(F)(i)). 


__ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 


2011) (15 U.S.C. 657f). 


__ (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 U.S.C. 


632(a)(2)). 


__ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 


Disadvantaged Women-Owned 


Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)). 


__ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 


Business Concerns 


Eligible Under the Women-Owned Small Business Program (Dec2015) (15 U.S.C. 637(m)). 


_X_ (25) 52.222-3, Convict Labor (June 2003) (E.O.11755). 


_X_ (26) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Jan 2018) 


(E.O.13126). 


_X_ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


_X_ (28) (i) 52.222-26, Equal Opportunity (Sept 2016) (E.O.11246). 


_X_ (ii) Alternate I (Feb 1999) of 52.222-26. 


_X_ (29) (i) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


__ (i) Alternate I (July 2014) of 52.222-35. 
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_X_ (30) (i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 


U.S.C.793). 


__ (ii) Alternate I (July 2014) of 52.222-36. 


_X_ (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


_X_ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 


(Dec 2010) (E.O. 13496). 


_X_ (33) (i) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and 


E.O. 13627). 


__ (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 


__ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). 


(Not applicable to 


the acquisition of commercially available off-the-shelf items or certain other types of 


commercial items as prescribed in 


22.1803.) 


__ (35) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–


Designated Items (May 2008) 


(42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-


the-shelf items.) 


__ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the 


acquisition of 


commercially available off-the-shelf items.) 


__ (36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 


Hydrofluorocarbons (Jun 2016) 


(E.O. 13693). 


__ (37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and 


Air Conditioners 


(Jun2016) (E.O. 13693). 


__ (38) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) 


(E.O.s 13423 and 13514). 


__ (ii) Alternate I (Oct 2015) of 52.223-13. 


__ (39) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 13423 


and 13514). 


__ (ii) Alternate I (Jun2014) of 52.223-14. 


__ (40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 


8259b). 


__ (41) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (Oct 


2015) (E.O.s 13423 and 


13514). 


__ (ii) Alternate I (Jun 2014) of 52.223-16. 


_X_ (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving 


(Aug 2011) (E.O. 13513). 


__ (43) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 


__ (44) 52.223-21, Foams (Jun2016) (E.O. 13693). 


__ (45) (i) 52.224-3 Privacy Training (Jan2017) (5 U.S.C. 552 a). 


__ (ii) Alternate I (Jan 2017) of 52.224-3. 


__ (46) 52.225-1, Buy American-Supplies (May 2014) (41 U.S.C.chapter 83). 
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__ (47) (i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (May 2014) (41 


U.S.C. chapter 83, 


19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 


103-182, 108-77, 108-78, 


108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43. 


__ (ii) Alternate I (May 2014) of 52.225-3. 


__ (iii) Alternate II (May 2014) of 52.225-3. 


__ (iv) Alternate III (May 2014) of 52.225-3. 


__ (48) 52.225-5, Trade Agreements (Aug 2016) (19 U.S.C.2501, et seq., 19 U.S.C. 3301 note). 


_X_ (49) 52.225-13, Restrictions on Certain Foreign Purchases (June 2008) (E.O.’s, 


proclamations, and statutes 


administered by the Office of Foreign Assets Control of the Department of the Treasury). 


__ (50) 52.225-26, Contractors Performing Private Security Functions Outside the United States 


(Oct 2016) (Section 


862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 


2302 Note). 


__ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov2007) (42 U.S.C. 


5150). 


__ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 


(Nov2007) (42 U.S.C. 5150). 


__ (53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 


U.S.C.4505, 10 


U.S.C.2307(f)). 


__ (54) 52.232-30, Installment Payments for Commercial Items (Jan2017) (41 U.S.C.4505, 10 


U.S.C.2307(f)). 


_X_ (55) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management 


(Oct2018) (31 U.S.C. 


3332). 


__ (56) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award 


Management (Jul 2013) (31 


U.S.C.3332). 


__ (57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C.3332). 


__ (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 


__ (59) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 


637(d)(12)). 


__ (60) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 


2006) (46 


U.S.C.Appx.1241(b) and 10 U.S.C. 2631). 


__ (ii) Alternate I (Apr 2003) of 52.247-64. 


__ (iii) Alternate II (Feb 2006) of 52.247-64. 


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 


commercial services, that the 


Contracting Officer has indicated as being incorporated in this contract by reference to 


implement provisions of law or 


Executive orders applicable to acquisitions of commercial items: 


[Contracting Officer check as appropriate.] 
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__ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014)(E.O. 13495). 


__ (2) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 67). 


__ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 


and 41 U.S.C. chapter 


67). 


_X_ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 


Adjustment (Multiple Year and Option Contracts) (Aug 2014) (29 U.S.C. 206 and 41 U.S.C. 


chapter 67). 


__ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price 


Adjustment (May 2014) (29 


U.S.C.206 and 41 U.S.C.chapter 67). 


__ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Maintenance, 


Calibration, or Repair of Certain Equipment-Requirements (May 2014) (41 U.S.C.chapter 67). 


__ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain 


Services-Requirements (May 2014) (41 U.S.C.chapter 67). 


__ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


__ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706). 


__ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 


U.S.C. 1792). 


(d) Comptroller General Examination of Record. The Contractor shall comply with the 


provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 


excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, 


Audit and Records-Negotiation. 


(1) The Comptroller General of the United States, or an authorized representative of the 


Comptroller General, shall have access to and right to examine any of the Contractor’s directly 


pertinent records involving transactions related to this contract. 


(2) The Contractor shall make available at its offices at all reasonable times the records, 


materials, and other evidence for examination, audit, or reproduction, until 3 years after final 


payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 


Records Retention, of the other clauses of this contract. If this contract is completely or partially 


terminated, the records relating to the work terminated shall be made available for 3 years after 


any resulting final termination settlement. Records relating to appeals under the disputes clause 


or to litigation or the settlement of claims arising under or relating to this contract shall be made 


available until such appeals, litigation, or claims are finally resolved. 


(3) As used in this clause, records include books, documents, accounting procedures and 


practices, and other data, regardless of type and regardless of form. This does not require the 


Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 


course of business or pursuant to a provision of law. 


(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this 


clause, the Contractor is not required to flow down any FAR clause, other than those in this 


paragraph (e)(1) in a subcontract for commercial items. 


Unless otherwise indicated below, the extent of the flow down shall be as required by the 


clause- 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 
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(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 


Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 


subsequent appropriations acts (and as extended in continuing resolutions)). 


(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or 


Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 


115-91). 


(iv) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C.637(d)(2) and (3)), 


in all subcontracts that offer further subcontracting opportunities. If the subcontract (except 


subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction of any 


public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer 


subcontracting opportunities. 


(v) 52.222-17, Nondisplacement of Qualified Workers (May2014) (E.O. 13495). Flow down 


required in accordance with paragraph (l) of FAR clause 52.222-17. 


(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


(vii) 52.222-26, Equal Opportunity (Sept 2015) (E.O.11246). 


(viii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C.4212). 


(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C.793). 


(x) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C.4212) 


(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 


2010) (E.O. 13496).  Flow down required in accordance with paragraph (f) of FAR clause 


52.222-40. 


(xii) 52.222-41, Service Contract Labor Standards (Aug 2014) (41 U.S.C. chapter 67). 


(xiii) (A) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and 


E.O 13627). 


(B) Alternate I (Mar2015) of 52.222-50(22 U.S.C. chapter 78 and E.O 13627). 


(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for 


Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May2014) (41 


U.S.C.chapter 67). 


(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain Services-Requirements (May 2014) (41 U.S.C.chapter 67). 


(xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E.O. 12989). 


(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


(xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706). 


(xix) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


(B) Alternate I (Jan 2017) of 52.224-3. 


(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United States 


(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal 


Year 2008; 10 U.S.C. 2302 Note). 


(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 


U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6. 


(xxii) 52.247-64, Preferencefor Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 


U.S.C. 


Appx.1241(b) and 10 U.S.C.2631). Flow down required in accordance with paragraph (d) of 


FAR clause 52.247-64. 
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(2) While not required, the Contractor may include in its subcontracts for commercial items a 


minimal number of additional clauses necessary to satisfy its contractual obligations. 


 


 (End of clause) 


 


 


I.4 FAR 52.215-19 Notification of Ownership Changes (Oct 1997) 


 


(a) The Contractor shall make the following notifications in writing: 


 


(1) When the Contractor becomes aware that a change in its 


ownership has occurred, or is certain to occur, that could result in 


changes in the valuation of its capitalized assets in the accounting 


records, the Contractor shall notify the Administrative Contracting 


Officer within 30 days. 


(2) The Contractor shall also notify the ACO within 30 days 


whenever changes to asset valuations or any other cost 


changes have occurred or are certain to occur because of a 


change in ownership. 


 


(b) The Contractor shall-- 


 


(1) Maintain current, accurate, and complete inventory records of assets and their 


costs; 


 


(2) Provide the ACO or designated representative ready access to the records upon 


request; 


 


(3) Ensure that all individual and grouped assets, their capitalized 


values, accumulated depreciation or amortization and remaining 


useful lives are identified accurately before and after each of the 


Contractor’s ownership changes; and 


 


(4) Retain and continue to maintain depreciation and amortization 


schedules based on the asset records maintained before each 


Contractor ownership change. 


 


(c) The Contractor shall include the substance of this clause in all 


subcontracts under this contract that meet the applicability 


requirement of FAR 15.408(k). 


 


(End of clause) 


 


 


I.5 FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000) 
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(a) The Government may extend the term of this contract by written notice to 


the Contractor within 30 Days provided that the Government gives the 


Contractor a preliminary written notice of its intent to extend at least 60 


days before the contract expires. The preliminary notice does not commit 


the Government to an extension. 


 


(b) If the Government exercises this option, the extended contract shall be 


considered to include this option clause. 


 


(c) The total duration of this contract, including the exercise of any options   


under this clause, shall not exceed five (5) years. 


(End of clause) 


 


HSAR Clauses Incorporated By Full Text 


 


The following Homeland Security Acquisition Regulation (HSAR) clauses are 


provided in full text. All HSAR clauses shall flow down to all subcontractors as 


applicable: 


 


I.6 HSAR 3052.204-71 Contractor Employee Access (Sep 2012) with 


Alternate I (Sep 2012) and Alternate II (Jun 2006) 


 


(a) Sensitive Information, as used in this clause, means any information, which if 


lost, misused, disclosed, or, without authorization is accessed, or modified 


could adversely affect the national or homeland security interest, the conduct of 


Federal programs, or the privacy to which individuals are entitled under section 


552a of title 5, United States Code (the Privacy Act), but which has not been 


specifically authorized under criteria established by an Executive Order or an 


Act of Congress to be kept secret in the interest of national defense, homeland 


security or foreign policy. This definition includes the following categories of 


information: 


 


(1) Protected Critical Infrastructure Information (PCII) as set out in the 


Critical Infrastructure Information Act of 2002 (Title II, Subtitle B, of the 


Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the 


implementing regulations thereto (Title 6, Code of Federal Regulations, Part 


29) as amended, the applicable PCII Procedures Manual, as amended, and any 


supplementary guidance officially communicated by an authorized official of 


the Department of Homeland Security (including the PCII Program Manager 


or his/her designee); 


 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of 


Federal Regulations, Part 1520, as amended, “Policies and Procedures of 


Safeguarding and Control of SSI,” as amended, and any supplementary 


guidance officially communicated by an authorized official of the Department 
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of Homeland Security (including the Assistant Secretary for the 


Transportation Security Administration or his/her designee); 


 


(3)Information designated as “For Official Use Only,” which is unclassified 


information of a sensitive nature and the unauthorized disclosure of which 


could adversely impact a person’s privacy or welfare, the conduct of Federal 


programs, or other programs or operations essential to the national or 


homeland security interest; and 


 


(4)Any information that is designated “sensitive” or subject to other controls, 


safeguards or protections in accordance with subsequently adopted homeland 


security information handling procedures. 


 


(b)“Information Technology Resources” include, but are not limited to, 


computer equipment, networking equipment, telecommunications equipment, 


cabling, network drives, computer drives, network software, computer 


software, software programs, intranet sites, and internet sites. 


 


(c)Contractor employees working on this contract must complete such forms as 


may be necessary for security or other reasons, including the conduct of 


background investigations to determine suitability. Completed forms shall be 


submitted as directed by the Contracting Officer. Upon the Contracting 


Officer's request, the Contractor's employees shall be fingerprinted, or subject 


to other investigations as required. All Contractor employees requiring 


recurring access to Government facilities or access to sensitive information or 


IT resources are required to have a favorably adjudicated background 


investigation prior to commencing work on this contract unless this 


requirement is waived under Departmental procedures. 


 


(d)The Contracting Officer may require the Contractor to prohibit individuals 


from working on the contract if the Government deems their initial or 


continued employment contrary to the public interest for any reason, including, 


but not limited to, carelessness, insubordination, incompetence, or security 


concerns. 


 


(e)Work under this contract may involve access to sensitive information. 


Therefore, the Contractor shall not disclose, orally or in writing, any sensitive 


information to any person unless authorized in writing by the Contracting 


Officer. For those Contractor employees authorized access to sensitive 


information, the Contractor shall ensure that these persons receive training 


concerning the protection and disclosure of sensitive information both during 


and after contract performance. 
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(f)The Contractor shall include the substance of this clause in all subcontracts 


at any tier where the subcontractor may have access to Government facilities, 


sensitive information, or resources. 


 


(End of clause) 


 


Alternate I (September 2012) 


 


(g)  Before receiving access to IT resources under this contract the individual 


must receive a security briefing, which the Contracting Officer’s Technical 


Representative (COTR) will arrange, and complete any nondisclosure 


agreement furnished by DHS. 


 


(h) The Contractor shall have access only to those areas of DHS information 


technology resources explicitly stated in this contract or approved by the COTR 


in writing as necessary for performance of the work under this contract. Any 


attempts by Contractor personnel to gain access to any information technology 


resources not expressly authorized by the statement of work, other terms and 


conditions in this contract, or as approved in writing by the COTR, is strictly 


prohibited. In the event of violation of this provision, DHS will take 


appropriate actions with regard to the contract and the individual(s) involved. 


 


(i) Contractor access to DHS networks from a remote location is a temporary 


privilege for mutual convenience while the Contractor performs business for 


the DHS Component. It is not a right, a guarantee of access, a condition of the 


contract, or Government Furnished Equipment (GFE). 


 


(j) Contractor access will be terminated for unauthorized use. The Contractor 


agrees to hold and save DHS harmless from any unauthorized use and agrees 


not to request additional time or money under the contract for any delays 


resulting from unauthorized use or access. 


 


(k) Non-U.S. citizens shall not be authorized to access or assist in the 


development, operation, management or maintenance of Department IT 


systems under the contract, unless a waiver has been granted by the Head of 


the Component or designee, with the concurrence of both the Department’s 


Chief Security Officer (CSO) and the Chief Information Officer (CIO) or 


their designees. Within DHS Headquarters, the waiver may be granted only 


with the approval of both the CSO and the CIO or their designees. In order 


for a waiver to be granted: 


(1) There must be a compelling reason for using this individual as opposed to a U. S. 
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citizen; and 


(2) The waiver must be in the best interest of the Government. 


(l)  Contractors shall identify in their proposals the names and citizenship of 


all non-U.S. citizens proposed to work under the contract. Any additions or 


deletions of non-U.S. citizens after contract award shall also be reported to the 


Contracting Officer. 


(End of clause) 


 


Alternate II (June 2006) 


 


(g) Each individual employed under the contract shall be a citizen of the 


United States of America, or an alien who has been lawfully admitted for 


permanent residence as evidenced by a Permanent Resident Card (USCIS 


I-551). Any exceptions must be approved by the Department’s Chief 


Security Officer or designee. 


 


(h) Contractors shall identify in their proposals, the names and citizenship of 


all non-U.S. citizens proposed to work under the contract. Any additions 


or deletions of non-U.S. citizens after contract award shall also be 


reported to the contracting officer. 


 


(End of clause) 


 


I.7 HSAR 3052.205-70 Advertisements, Publicizing Awards and Releases (Sep 2012) 


 


The Contractor shall not refer to this contract in commercial advertising or 


similar promotions in such a manner as to state or imply that the product or 


service provided is endorsed or preferred by the Federal Government or is 


considered by the Government to be superior to other products or services. 


 


(End of clause) 


 


I.8 HSAR 3052.209-70 Prohibition on Contracts with Corporate Expatriates (Jun. 


2006) 


 


(a) Prohibitions. Section 835 of the Homeland Security Act, 6 U.S.C. 


395, prohibits the Department of Homeland Security from entering into 


any contract with a foreign incorporated entity which is treated as an 


inverted domestic corporation as defined in this clause, or with any 


subsidiary of such an entity. The Secretary shall waive the prohibition 


with respect to any specific contract if the Secretary determines that the 


waiver is required in the interest of national security. 


(b)Definitions. As used in this clause: 



http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&amp;vr=2.0&amp;DB=1000546&amp;DocName=6USCAS395&amp;FindType=L

http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&amp;vr=2.0&amp;DB=1000546&amp;DocName=6USCAS395&amp;FindType=L
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Expanded Affiliated GrONL means an affiliated grONL as defined in section 1504(a) 


of the Internal Revenue Code of 1986 (without regard to section 1504(b) of such Code), 


except that section 1504 of such Code shall be applied by substituting ‘more than 50 


percent’ for ‘at least 80 percent’ each place it appears. 


Foreign Incorporated Entity means any entity which is, or but for 


subsection (b) of section 835 of the Homeland Security Act, 6 U.S.C. 395, 


would be, treated as a foreign corporation for purposes of the Internal 


Revenue Code of 1986. 


Inverted Domestic Corporation. A foreign incorporated entity shall be 


treated as an inverted domestic corporation if, pursuant to a plan (or a 


series of related transactions)-- 


(1) The entity completes the direct or indirect acquisition of 


substantially all of the properties held directly or indirectly by a domestic 


corporation or substantially all of the properties constituting a trade or 


business of a domestic partnership; 


(2) After the acquisition at least 80 percent of the stock (by vote or value) of the 


entity is held-- 


(i)  In the case of an acquisition with respect to a domestic corporation, 


by former shareholders of the domestic corporation by reason of holding 


stock in the domestic corporation; or 


(ii)  In the case of an acquisition with respect to a domestic partnership, 


by former partners of the domestic partnership by reason of holding a 


capital or profits interest in the domestic partnership; and 


 (3)The expanded affiliated grONL which after the acquisition includes 


the entity does not have substantial business activities in the foreign 


country in which or under the law of which the entity is created or 


organized when compared to the total business activities of such expanded 


affiliated grONL. Person, domestic, and foreign have the meanings given 


such terms by paragraphs (1), (4), and (5) of section 7701(a) of the 


Internal Revenue Code of 1986, respectively. 


(c) Special rules. The following definitions and special rules shall apply 


when determining whether a foreign incorporated entity should be treated 


as an inverted domestic corporation. 


(1) Certain stock disregarded. For the purpose of treating a foreign 


incorporated entity as an inverted domestic corporation these shall not be 


taken into account in determining ownership: 


(i)stock held by members of the expanded affiliated grONL which 


includes the foreign incorporated entity; or 


(ii) Stock of such entity which is sold in a public offering related to an 


acquisition described in section 835(b)(1) of the Homeland Security Act, 


6 U.S.C. 395(b)(1). 
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(1) Plan deemed in certain cases. If a foreign incorporated entity 


acquires directly or indirectly substantially all of the properties of a 


domestic corporation or partnership during the 4-year period beginning on 


the date which is 2 years before the ownership requirements of subsection 


(b)(2) are met, such actions shall be treated as pursuant to a plan. 


(2) Certain transfers disregarded. The transfer of properties or liabilities 


(including by contribution or distribution) shall be disregarded if such 


transfers are part of a plan a principal purpose of which is to avoid the 


purposes of this section. 


(d) Special rule for related partnerships. For purposes of applying section 


835(b) of the Homeland Security Act, 6 U.S.C. 395(b) to the acquisition 


of a domestic partnership, except as provided in regulations, all domestic 


partnerships which are under common control (within the meaning of 


section 482 of the Internal Revenue Code of 1986) shall be treated as a 


partnership. 


(e)Treatment of Certain Rights. 


(1) Certain rights shall be treated as stocks to the extent necessary to 


reflect the present value of all equitable interests incident to the 


transaction, as follows: 


(i) Warrants; 


(ii) Options; 


(iii) Contracts to acquire stock; 


(iv) Convertible debt instruments; 


(v) Others similar interests. 


(2) Rights labeled as stocks shall not be treated as stocks whenever it is 


deemed appropriate to do so to reflect the present value of the transaction 


or to disregard transactions whose recognition would defeat the purpose 


of section 835. 


(f) Disclosure. The contractor represents that [Check one]: 


       it is not a foreign incorporated entity that should be treated as an 


inverted domestic corporation pursuant to the criteria of (HSAR) 48 


CFR 3009.104-70 through 3009.104-73; 


       it is a foreign incorporated entity that should be treated as an 


inverted domestic corporation pursuant to the criteria of (HSAR) 48 


CFR 3009.104-70 through 3009.104-73, but it has submitted a request 


for waiver pursuant to 3009.104-74, which has not been denied; or 


       it is a foreign incorporated entity that should be treated as an inverted domestic 


corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 


3009.104-73, but it plans to submit a request for waiver pursuant to 3009.104-74. 


 


(g) A copy of the approved waiver, if a waiver has already been granted, 


or the waiver request, if a waiver has been applied for, shall be attached to 


the bid or proposal. 
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(End of clause) 


 


I.9 HSAR 3052.209-73 Limitation of Future Contracting (Jun. 2006) 


 


(a) Determination. The Government has determined that this effort may 


result in an actual or potential conflict of interest, or may provide one or 


more offerors with the potential to attain an unfair competitive advantage. 


The nature of the conflict of interest and the limitation on future 


contracting is as follows: 


(1) Potential offerors may have had access to non-public Government 


information that would provide an unfair competitive advantage under the 


present solicitation, 


(2) Potential offerors may have an unfair competitive advantage because 


they developed or established the ground rules for the present solicitation, 


or 


(3) Potential offerors may have an unfair competitive advantage because 


they have been in a position to evaluate other potential competitors or 


they had access to the non-public information of other potential 


competitors under this solicitation. 


(4) Potential offerors have a conflicting role that will prevent them from 


providing unbiased advice or assistance. 


(5) See HSAR 3052.209-72 for the limitation on future contracting. 


(b) If any such conflict of interest is found to exist, the Contracting Officer 


may (1) disqualify the offeror, or (2) determine that it is otherwise in the 


best interest of the United States to contract with the offeror and include 


the appropriate provisions to avoid, neutralize, mitigate, or waive such 


conflict in the contract awarded. After discussion with the offeror, the 


Contracting Officer may determine that the actual conflict cannot be 


avoided, neutralized, mitigated or otherwise resolved to the satisfaction of 


the Government, and the offeror may be found ineligible for award. 


(c) Disclosure: The offeror hereby represents, to the best of its knowledge that: 


       (1) It is not aware of any facts which create any actual or potential 


organizational conflicts of interest relating to the award of this contract, or 


       (2) It has included information in its proposal, providing all current 


information bearing on the existence of any actual or potential 


organizational conflicts of interest, and has included a mitigation plan in 


accordance with paragraph (d) of this provision. 


(d) Mitigation. If an offeror with a potential or actual conflict of interest or 


unfair competitive advantage believes the conflict can be avoided, 


neutralized, or mitigated, the offeror shall submit a mitigation plan to the 


Government for review. Award of a contract where an actual or potential 


conflict of interest exists shall not occur before Government approval of 


the mitigation plan. If a mitigation plan is approved, the restrictions of 


this provision do not apply to the extent defined in the mitigation plan. 


(e) Other Relevant Information: In addition to the mitigation plan, the 
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Contracting Officer may require further relevant information from the 


offeror. The Contracting Officer will use all information submitted by the 


offeror, and any other relevant information known to DHS, to determine 


whether an award to the offeror may take place, and whether the 


mitigation plan adequately neutralizes or mitigates the conflict. 


(f)    Corporation Change. The successful offeror shall inform the Contracting Officer 


within thirty (30) calendar days of the effective date of any corporate mergers, 


acquisitions, and/or divestures that may affect this provision. 


(g)Flow-down. The contractor shall insert the substance of this clause in 


each first tier subcontract that exceeds the simplified acquisition 


threshold. 


 


(End of clause) 


 


I.10 HSAR 3052.215-70 Key Personnel or Facilities (Dec. 2003) 


 


(a) The personnel or facilities specified below are considered essential to the 


work being performed under this contract and may, with the consent of the 


contracting parties, be changed from time to time during the course of the 


contract by adding or deleting personnel or facilities, as appropriate. 


 


(b) Before removing or replacing any of the specified individuals or facilities, the 


Contractor shall notify the Contracting Officer, in writing, before the change 


becomes effective. The Contractor shall submit sufficient information to support 


the proposed action and to enable the Contracting Officer to evaluate the 


potential impact of the change on this contract. The Contractor shall not remove 


or replace personnel or facilities until the Contracting Officer approves the 


change. 


 


The Key Personnel or Facilities under this Contract: 


 


The Program Manager shall be responsible for comprehensive account support 


for this contract, and act as the central point of contact with the Government for 


all contract-level issues. The Program Manager will represent the Contractor at 


all post-award contract-level meetings. 


 


(End of clause) 


 


I.11 HSAR 3052.228-70 Insurance (Dec 2003) 


 


In accordance with the clause entitled “Insurance - Work on a Government 


Installation" in Section I, insurance of the following kinds and minimum amounts 


shall be furnished at any time at the request of the CO and maintained during the 


period of performance of this contract: 


 


(a) Worker's compensation and employer's liability. The Contractor shall, as a 
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minimum, meet the requirements specified at (FAR) 48 CFR 28.307-2(a). 


 


(b) General liability. The Contractor shall, as a minimum, meet the requirements specified 


at 


(FAR) 48 CFR 28.307-2(b). 


 


(c) Automobile liability. The Contractor shall, as a minimum, meet the 


requirements specified at (FAR) 48 CFR 28.307-2(c). 


 


(End of clause) 


 


I.12 3052.242-72 Contracting Officer's Technical Representative (Dec 2003) 


 


a) The Contracting Officer may designate Government personnel to act as 


the Contracting Officer's Technical Representative (COTR) to perform 


functions under the contract such as review or inspection and 


acceptance of supplies, services, including construction, and other 


functions of a technical nature. The Contracting Officer will provide a 


written notice of such designation to the Contractor within five working 


days after contract award or for construction, not less than five working 


days prior to giving the contractor the notice to proceed. The 


designation letter will set forth the authorities and limitations of the 


COTR under the contract. 


 


(b) The Contracting Officer cannot authorize the COTR or any other 


representative to sign documents such as contracts, contract 


modifications, etc., that require the signature of the Contracting Officer. 


 


(End of clause) 


 


 


 


 


(End of Section I) 


 


 


 


 


SECTION J – LIST OF ATTACHMENTS 


 


 


Attachment I:    Task Order Pricing Schedule 


Attachment  II:   Statement of Work (SOW) 


Attachment III:   DHS Official Seal Usage Approval F 


Attachment IV:   DHS Non-Disclosure Agreement Form 
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(End of Section J) 
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SECTION K - REPRESENTATIONS AND CERTIFICATIONS 


 


In accordance with FAR 52.212-3 (Offeror Representations and Certifications), representations 


and certifications must be on file and accessible via the System for Award Management (SAM) 


portal. Such representation and certification should have been done in conjunction with each 


quoter’s selection as a GSA Schedule 70 contract holder.   


 


(End of Section K) 
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SECTION L – REQUEST FOR PROPOSAL INSTRUCTIONS, CONDITIONS, AND 


NOTICES TO QUOTERS 


 


This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab (PIL). 


The PIL is a virtual lab that experiments with innovative techniques for increasing efficiencies in the 


procurement process and institutionalizing best practices. There is nothing you need to do differently 


for this requirement. The PIL project team may reach out to successful and unsuccessful Quoters, after 


award, to assess effectiveness of the procurement process and the innovative techniques applied. The 


anonymous feedback will be used to further refine DHS procurement practices. Additional information 


on the PIL may be found here-- https://www.dhs.gov/pil.. 


 


L.1  52.216-1 -- Type of Contract (APR 1984) 


The Government contemplates award of a Labor Hours Task Order. 


 


L.2 Questions 
Any questions regarding this solicitation must be submitted via email to Contracting Officer at 


Michael.Jones@hq.dhs.gov  and Contract Specialist at Marco.Macherelli@hq.dhs.gov no later 


than 5:00pm EST on July 7, 2019.  The Quoter must include the solicitation number in the 


subject line of the email.   


 


L.3 Phased Procurement 
The Government intends to conduct this procurement through a phased proposal submission and 


phased evaluation.   


 


A notional schedule for                                                                                                                                                                                                                         


is below: 


 


Event Date 


Phase I Proposals Due  July 10, 2019  


Notification of Advisory Down Select, 


and Schedule for Oral Presentations, as 


applicable 


 


 


July 20, 2019 


Phase II Proposals Due August 3, 2019  


Oral Presentations August 7, 2019  


Award  August 17, 2019  


 


L.4  Proposal Due Date and Submission 
(a) The quoters shall submit the proposal volumes associated with Phase I via email to 


Michael.Jones@hq.dhs.gov  and Marco.Macherelli@hq.dhs.gov no later than 2:00pm EST on 


July 10, 2019.  Further instructions for Phase II volume submission will be provided after 


the Government completes its evaluation of quotes received in response to Phase I.  


 


No other methods of submission will be accepted. 


 



mailto:Edna.McKellery@fema.dhs.gov

mailto:Marco.Macherelli@hq.dhs.gov

mailto:Michael.Jones@hq.dhs.gov

mailto:Marco.Macherelli@hq.dhs.gov
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The Government is not liable for any expenses incurred by the Quoters in developing and 


submitting quotes for this solicitation. 


 


L.5 Instructions for Phase I Proposal Preparation 
The following instructions are for the preparation and submission of proposals. The purpose of 


this section is to establish requirements for the format and content of proposals so that proposals 


contain all essential information and can be evaluated equitably. Quoters are instructed to read 


the entire solicitation document, including all attachments, prior to submitting questions and/or 


preparing your offer. Omission of any information from the quote submission requirements may 


result in rejection of the offer. 


 


 


(1) Quoters are expected to follow the detailed proposal preparation instructions fully and 


carefully.  The Government will rely on the information provided by the Quoters to 


evaluate the proposals.  It is therefore imperative that Quoters carefully follow the 


instructions set forth below and submit their proposals in the format and with the content 


specified below, providing all requested information.   


 


(2) Proposals that fail to provide information in the format requested may be found 


unacceptable and may be rejected without further consideration if the Contracting Officer 


determines that a significant revision or addendum to the Quoter’s proposal would be 


required to permit further evaluation, and especially if the incompleteness of the proposal 


or errant formatting of the quote appears to be due from a lack of diligence or competence 


of the Quoters. 


 


(3) The instructions provided have been specifically tailored to the evaluation procedures to 


be applied for proposal evaluations.  They are designed to ensure the submission of 


information essential to the understanding and comprehensive validation and evaluation 


of proposals.  Clarity and completeness are of utmost importance to the proposal.  The 


relevance and conciseness of the proposal is important. The Quoters are responsible for 


the accuracy and completeness of its proposal.  The proposal shall be valid for one hundred 


and eighty (180) calendar days from the proposal due date. 


 


L.6  Page Size and Font 
Number of Pages – No more than 12 single-sided pages.  If the technical proposal is longer than 


this page-count limitation, the excess pages shall not be reviewed nor evaluated.  The page count 


for the technical proposal is exclusive of the cover letter, cover page, table of contents, resume. 


Paper size shall be 8 1/2 by 11-inch white paper with printing on one (1) side only, using 12 point 


font.  No reduction is permitted except for organization charts or other graphic illustrations, or in 


headers/footers.  In those instances where reduction is allowable, Quoters shall ensure that the 


print is easily readable; no less than 8 point font on graphs and 10 point font on tables.  Each page 


shall have adequate margins on each side (at least one (1) inch) of the page.  Header/footer 


information (which does not include any information to be evaluated) may be included in the 1" 


margin space.  Pages that exceed the maximum page limitation will not be evaluated.   


For the electronic copy of the quote, each file shall be submitted in a format readable by Microsoft 


Office 2013 or searchable PDF.   
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L.7  Proposal Content (Phase I and Phase II) 
 


Naming 


Convention  


Tab Title Associated 


Evaluation  


Criteria 


Volume I: Technical and Management (Phase I)  


Tab A 


(Document) 


Technical Approach: Migration and Implementation   (5 page 


limit)  


1  


Tab B 


(Document) 


Resumes of Proposed Key Personnel (2 pages/resume; 1 resume 


for each proposed Key Personnel)  Not included in page count. 


2 


Tab C 


(Document)  


Prior Demonstrated Experience ( 4 page limit)  3 


Tac D  


(Document_ 


Staffing (3 page limit)  4 


Volume II: Oral Presentations (Phase II)  


Oral 


Presentation 


Portal Demonstration: Demonstration of key functions  5 


Tab A 


(Document) 


PowerPoint Slides for Oral Presentation (25 Slide Limit) – NOT 


EVALUATED 


N/A 


Volume III: Business & Pricing (Phase II) 
Tab A 


(Document) 
Quotation Cover/Transmittal Letter  N/A 


Tab B 


(Document) 
GSA Pricing Schedule 6 


Tab C 


(Document) 


HSAR Clause 3052.209-70 (f) Disclosure and HSAR Provision 


3052.209-72 (c) Disclosure and HSAR 


N/A 


Tab D 


(Document) 
HSAR 3052.209-72 – Organizational Conflict of Interest (c) 


Disclosure and Mitigation Plan (if applicable) 


N/A 


Tab E 


(Document) 


Pricing Excel Workbook (Attachment 1) 6 


Tab F 


(Document) 


Proposal Assumptions, Exceptions and Dependencies 1-6, as 


applicable 


   
 


Information contained in each volume shall be complete to the extent that evaluation of each tab 


may be accomplished independently of, and concurrently with, evaluation of the other. Your 


responses must demonstrate that both your firm and personnel can successfully complete this 


project. Quoters shall strictly adhere to the page limits.  
 


NO PRICE INFORMATION IS TO BE INCLUDED IN VOLUME I AND II  


 


L.8  Instructions - Phase I 
 


Volume I – Technical and Management Volume (Phase I)  


 


 Tab A: Criteria 1 - Technical Approach/Migration and Implementation  (5 page limit)  
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The Quoter shall also demonstrate the sufficiency of its approach to engaging the customer to 


obtain and/or share information required for the migration and implementation, including 


requirements gathering sessions, project status meetings, and training approach.   


   


Tab B: Criteria 2- Prior Demonstrated Experience (4 page limit)  


 


The Quoter shall identify its three previous or current contracts that are most similar in size, 


scope, and complexity to the work of this acquisition to demonstrate its experience to perform 


this work.  This should be the Quoter’s own experience as a prime or subcontractor; experience 


from a proposed subcontractor shall not be submitted.  The Quoter shall describe how each 


contract is similar to (and dissimilar to) this work, and shall provide sufficient information 


related to past or current design, maintenance and enhancement efforts associated with systems 


similar to the portal requirements described in the Statement of Work; as well as completeness 


of demonstration of an example system and discussion of performance characteristics and 


contractor’s actions toward design, maintenance and enhancement of that system for the 


Government  to evaluate its level of confidence in the ability of the Quoter to perform the 


requirements of the RFQ. The Quoter shall also demonstrate that it has successfully operated 


and maintained systems similar to the scope and complexity of this requirement. The sum total 


of quoter’s three submitted demonstrated experiences must total at least $5,000,000.00.  


 


Tab C:  Criteria 3 - Resumes of Proposed Key Personnel (2 pages/resume; 1 resume for 


each proposed Key Personnel)  


 


The Quoter shall provide resumes for the Project Manager and any other proposed Key 


Personnel to support the IPP Program Management and Technical Support Services in 


accordance with the requirements below.   


 


The resumes shall clearly demonstrate how each of the proposed Key Personnel meet the 


Quoter’s IT Schedule 70 contract requirements for education and experience for the specified 


labor category proposed, as well as the additional IPP specific requirements for Project 


Manager.   


 


The resumes shall identify the proposed Key Personnel as either “existing employee of the Prime 


Contractor” or “existing employee of the Prime’s Major Subcontractor.”  If not an existing 


employee of the Prime or Prime’s Major Subcontractor, the resume shall clearly state that the 


proposed key personnel has confirmed placement for the proposed position if an award is 


received” and a Tentative/Contingent Offer letter shall also be provided which documents that 


the proposed key personnel has accepted the proposed position if an award is received.  The 


Tentative/Contingent Offer letters are not included in the page count for Volume I, Tab B.  


The Key Personnel and their associated requirements are identified in the Statement of Work.  


 


Other Proposed Key Personnel 


 


The Quoter shall submit resumes for any number of additional Key Personnel that possess 


skillsets the Quoter identifies as crucial for successful performance under the resultant task order.   
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The intent of permitting Quoters flexibility in identifying additional Key Personnel is to provide 


the Quoter an opportunity to staff the task order as most appropriate to the Quoter’s proposed 


technical solution and approach to the work.  


 


In addition to describing the experience and education of proposed Key Personnel, the submitted 


resumes for all additional proposed Key Personnel shall also document a) the role the proposed 


Key Personnel will serve under the resultant task order and the associated labor category and level  


from the Quoter’s  approved GSA IT Schedule 70 Labor Categories,  b) the specific crucial 


skillset that is being met by the proposed Key Personnel and c) the level of effort for all periods 


of performance which will be associated with the proposed Key Personnel. 


 


Tab D:  Criteria 4 - Staffing (3 page limit)  


 


The staffing plan should describe the manner in which the Quoter intends to recruit, hire, retain 


and develop qualified staff, as well as the OEM certification training process that its personnel 


receives, maintaining of  professional credentials  and the continuing learning opportunities 


available to its personnel. 


 


L.9  Advisory Down-Selection Notification 
 


After the Government completes evaluation Criteria 1, 2, 3 and 4, Quoters will receive an 


advisory notification via  e-mail from the Contracting Officer.  This notification will advise 


the Quoter of the Government’s advisory recommendation to proceed or not to proceed with 


Phase II submission. Quoters who are rated most highly for criteria 1, 2, 3 and 4 will be 


advised to proceed to Phase II of the quote submission process. Quoters who were not 


among the most highly rated will be advised that they are unlikely to be viable competitors, 


along with the general basis for the Government’s advisory recommendation. The intent of 


this advice is to minimize quote development costs for those Quoters with little to no chance 


of receiving an award.  Quoters should note that Phase I evaluation criteria are more 


important than Phase II evaluation criteria.  


 


The Government intends to provide no more than 5 Quoters with an advisory notification to 


proceed.  However, the Government’s advice will be a recommendation only, and those 


Quoters who are advised not to proceed may elect to continue their participation in the 


procurement.   


 


 Failure to participate in Phase I of the procurement precludes further consideration of a 


Quoter.  Phase II submissions will not be accepted from Quoters who have not submitted 


Phase I proposals by the due date and time stated in this solicitation.  For those Quoters that 


are rated most highly and advised to proceed to Phase II of the quote submission process, the 


Contracting Officer will include the Phase II submission instructions on the advisory 


notification, including the date, time and exact location of the Quoter’s scheduled oral 


presentation, as well as the due date for the written portion of the Phase II submission.  The 


Phase II written submission due date will be a minimum of 3 weeks from the date of the 


advisory notification, and oral presentations will be scheduled after the submission of written 


Phase II proposals.   The Government recommends Quoters to begin preparation of Phase II 
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quotations only after receipt of the Phase 1 advisory down-select notice. 


 


Those Quoters that received advisory notification not to proceed to Phase II, but regardless 


choose to proceed to Phase II , shall send an email to  Michael.Jones@hq.dhs.gov, and 


Marco.Macherelli@hq.dhs.gov not later than 24 hours after receipt of the advisory 


recommendation not to proceed, indicating its intent to participate in Phase II. After the 


Contracting Officer receives notice from the Quoter stating its intent to participate in Phase II 


despite the Government’s advisory notification not to proceed, the Contracting Officer will 


send a separate e-mail with Phase II submission instructions within 2 business days.   


 


L.10  Instructions - Phase II 
 


The Government’s notification to Quoters after evaluation of Phase I quote submissions will 


include the due date for Phase II written submissions, as well as the scheduled time for 


Quoters oral presentations.  The due date for Phase II written submissions will be prior to the 


scheduled oral presentations. 
 


Volume II: Oral Presentation (Phase II) 
 
Tab A:  PowerPoint Slides for Oral Presentation – Proposed Demonstration of Key 


Functions (Criteria 5) (25 Slide Limit) – (OPTIONAL) SLIDES ARE NOT EVALUATED 


 


Oral Presentation - Proposed Industry Partnerships (OIP) Portal Solution (Criteria 5) 


 
The Quoter’s oral presentation shall provide the Government an understanding of the Quoter’s 


proposed OIP Portal Solution.  The oral presentation shall address the solution, plans and 


resources necessary to satisfy all SOW objectives. In detailing its target solution, the Quoter 


shall provide capability of portal requirements focusing on file management, user access, 


user interface features and embedded training.  The Quoter shall detail: 


 


a. How its proposed OIP Portal Solution’s governance process is sufficient to manage the    


implementation of the DHS application under a resultant contract;  


b. The sufficiency of firm’s ability to resolve problems, address workflow process stability, 


manage system upgrades, and troubleshoot unforeseen problems;  


c. Demonstrated experience with the SOW requirements for O&M Support including the 


CONOPS Document (SOW Section XYZ) or similar CONOPS;  


d. The quoter’s demonstration and knowledge of the governance process utilized to evaluate 


changes, and the impact of potential changes, to the DHS application provides for “as needed” 


and elastic surge capability designed to provide sufficient system resources during instances 


of peaks or surges in user activity and transactions, while also remaining cost effective. 


 


Quoters may submit PowerPoint slides to accompany their oral presentations.  The slide limit is 


25  however the Quoter is reminded to consider that the oral presentation is time-boxed and is 


encouraged to consider how many slides can be adequately covered during the oral presentation.  


The 25 slides to be submitted with the oral presentation WILL NOT BE EVALUATED. The content 



mailto:.Jones@hq.dhs.gov,
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of the oral presentation is being evaluated and any material not presented at the oral presentation 


will not be considered in the evaluation regardless if it was included in the slide deck. 


 


Exchanges during Oral Presentation:  The Government intends for the oral presentation to be 


an interactive dialogue between the Quoter and the Government.  These exchanges are viewed 


as a component of the oral presentation itself and do not constitute discussions.  


 


Location: Oral presentations will be held at a DHS/S&T office within the Washington, DC 


area. The order in which Quoters are scheduled for oral presentations will be randomly 


selected by the Government. The presentation may be recorded by the Government. The 


recording is source selection sensitive and will be handled accordingly.  The Quoter retains 


full responsibility for ensuring its participants are able to gain access into the oral 


presentation location.  


 


Quoter Participants: The Quoter’s participants in the oral presentations shall be limited to 


the Key Personnel proposed by the Quoter in the quote submission, as well as the responsible 


corporate official.  No more than three (3) total Quoter Participants shall attend the oral 


presentation. 


 


Within two (2) calendar days of notice that the Quoter has been invited to participate in an 


oral presentation, the Quoter shall provide the Contracting Officer with the name, current 


employer/company, and e-mails of the Quoter Participants for the oral presentation. 


Format for Oral Presentation: 
The Government intends for the oral presentation to proceed as follows: 


Oral 


Presentation 


Portion 


Oral Presentation Component Total Time 


Allotment  


1 Introductions and Rules of Engagement 


 


Not specified 


2 The Quoter shall present the proposed OIP Portal 


Solution or similar relevant portal implementation. 


60 minute 


limit 


3 The Government will caucus prior to interactive dialogue. approx.. 15 
minutes  


4 The Government and Quoter will participate in an interactive 
dialogue related to the information presented by the Quoter during 
the oral presentation  


60 minute limit 


5 The Quoter departs. Not specified 
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Rules of Engagement for Oral Presentations: 
 


1. The proposed Program Manager and two other people identified as Key Personnel shall 


attend oral presentations.  Although the two other people can be supporting any other key 


roles, the team is expected to be able to answer any questions . 


2. The Government WILL NOT ask questions about information contained in a Quoter’s 


submission for Phase I. Phase 1 submissions will be submitted and evaluated prior to 


Oral Presentations being conducted.   


3. The Quoter may not generally ask questions during the oral presentation. Any questions 


asked must be directed to the Contracting Officer, and should only deal with logistics and 


conduct of the oral presentation. 


4. Oral presentations do not constitute discussions. The Government will not ask questions 


that will invite or allow the Quoter to change its offer. The Quoter shall not volunteer any 


information that might be construed as changing its offer. Oral presentations are distinct 


from the Government’s reserved right to conduct exchanges. 


5. The Government will provide a white board, dry erase markers, a flip chart pad, blue 


tape, notepads, pens and pencils for use during oral presentations.  Quoter will be 


expected to provide a laptop, internet connectivity and any other IT devices required for 


the demonstration.     


6. The Quoter participants shall not reach back, by telephone, e-mail or any other means, to 


any other personnel or persons for assistance during the oral presentation. 


7. Quoters can expect the presentation will be conducted in a conference room with a table 


of sufficient size to accommodate the participants, including the Government attendees. 


 


Volume III: Business & Pricing (Phase II) 


 


There are no page limits to Volume III, Business & Pricing Volume 


 
Tab A: Proposal Cover/Transmittal Letter  


 


The Quoter shall provide a Proposal Cover/Transmittal Letter (limit 2 pages) with pertinent Quoter 


information.  This information should include, at a minimum, the company name, DUNS number, 


address, authorized corporate representative and their title, email and phone number.   


 
 


Quoters participating in teaming/partnering arrangements for this acquisition shall submit their 


teaming/partnering agreements with their proposal. The agreements shall be signed by the parties 


and shall demonstrate the relationship between firms and identify contractual relationships and 


authorities to bind the firm and the team/partnership. Quoters proposing major subcontracts 


(subcontracts exceeding 10% of the overall prime contract value) shall submit signed letters of 


commitment from the subcontractors which define the contractual relationship and identify 


contribution to the planned arrangement in terms of the type and proportion of work to be 


performed. Copies of agreements and letters of commitment shall be submitted with the quote 


under this section and will not count towards the page limitation.  Quoters shall include a cover 


page with their agreements to include a list of the teaming/partnering parties and the following 
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information for each party: company name, DUNS number, address, point of contact, email 


address, phone and fax numbers. 
 


Tab B:  GSA Pricing Schedule 


 


The Quoter shall provide its GSA pricing schedule. 


 


Tab C: HSAR Clause 3052.209-70 (f) Disclosure and HSAR Provision 3052.209-72 (c) 


Disclosure 


 


Tab D:  HSAR 3052.209-72 – Organizational Conflict of Interest (c) Disclosure, and 


Mitigation Plan (if applicable) 
 


Volume III shall also include the Quoter’s submitted response to HSAR 3052.209-72 – 


Organizational Conflict of Interest (Jun 2006) in writing as part of its quote submission, including 


any mitigation plan, if applicable.  Failure to include a response to this HSAR provision may 


make a proposal non-conforming and susceptible to Government rejection of the complete quote.  


Award of a contract where an actual or potential conflict of interest exists shall not occur before 


Government approval of the mitigation plan. 


 


HSAR 3052.209-72 Organizational Conflict of Interest (Jun 2006) 


 


(a) Determination. The Government has determined that this effort may result in an actual or 


potential conflict of interest, or may provide one or more Quoters with the potential to attain an 


unfair competitive advantage. The nature of the conflict of interest and the limitation on future 


contracting is due to work that the Quoter will perform as detailed in the SOO that may result in 


an actual or real conflict of interest or potential to attain an unfair competitive advantage based 


on other supported efforts for the Government as detailed in this Request for Quote. 


 


(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify the 


Quoter, or (2) determine that it is otherwise in the best interest of the United States to contract 


with the Quoter and include the appropriate provisions to avoid, neutralize, mitigate, or waive 


such conflict in the contract awarded. After discussion with the Quoter, the Contracting Officer 


may determine that the actual conflict cannot be avoided, neutralized, mitigated or otherwise 


resolved to the satisfaction of the Government, and the Quoter may be found ineligible for award. 


 


(c) Disclosure: The Quoter hereby represents, to the best of its knowledge that: 


___ (1) It is not aware of any facts which create any actual or potential organizational conflicts 


of interest relating to the award of this contract, or 


___ (2) It has included information in its proposal, providing all current information bearing on 


the existence of any actual or potential organizational conflicts of interest, and has included a 


mitigation plan in accordance with paragraph (d) of this provision. 


 


(d) Mitigation. If a Quoter with a potential or actual conflict of interest or unfair competitive 


advantage believes the conflict can be avoided, neutralized, or mitigated, the Quoter shall 


submit a mitigation plan to the Government for review. Award of a contract where an actual or 


potential conflict of interest exists shall not occur before Government approval of the mitigation 
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plan. If a mitigation plan is approved, the restrictions of this provision do not apply to the extent 


defined in the mitigation plan. 


 


(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may 


require further relevant information from the Quoter. The Contracting Officer will use all 


information submitted by the Quoter, and any other relevant information known to DHS, to 


determine whether an award to the Quoter may take place, and whether the mitigation plan 


adequately neutralizes or mitigates the conflict. 


 


(f) Corporation Change. The successful Quoter shall inform the Contracting Officer within 


thirty (30) calendar days of the effective date of any corporate mergers, acquisitions, and/or 


divestures that may affect this provision. 


 


(g) Flow-down. The contractor shall insert the substance of this clause in each first tier 


subcontract that exceeds the simplified acquisition threshold. 


 


(End of provision) 


 


FAR 9.5 Organizational and Consultant Conflicts of Interest 


 


The Contractor is notified that the Government will review Quoter’s submitted responses to 


HSAR 3052.209-72 – Organizational Conflict of Interest (Jun 2006) in accordance with FAR 


9.5, including FAR 9.505-1 – Providing Systems Engineering and Technical Direction, prior to 


award decision, to determine if any conflicts relevant to this Request for Proposal exist for the 


apparent awardee and whether the mitigation plan adequately neutralizes or mitigates any 


identified conflicts. A proposal from a Quoter deemed to have a conflict under FAR 9.505-1 


may be considered non-conforming and susceptible to Government rejection of the complete 


proposal.   


 


Tab E:  Pricing Excel Workbook (Attachment I.) 


 


It is anticipated that pricing and award of this acquisition will be based on adequate price 


competition. Completion of the price template is necessary for a full evaluation of a 


Quoter’s proposal. A submitted Business and Price Volume that fails to meet or comply with 


price proposal instructions may be deemed nonresponsive.   


 


Quoters shall complete a price breakdown per Attachment I. Labor Hours and Proposed 


Price which will be the basis for price evaluation and award.  The awarded task will be 


Labor Hours. Price discounts on rates for labor categories proposed are strongly 


encouraged.   


 


The Government will evaluate the discounts offered, and determine that the labor rates are 


fair and reasonable.  


 


Tab F:  Assumptions, Exceptions and Dependencies 
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The Government does not encourage Quoters to make assumptions or take exceptions from the 


requirements of the Request for Proposal.  Quoters are encouraged to submit questions, in 


accordance with the Request for Quotation instructions, in order to obtain any necessary 


clarifications regarding the Request for Quotation prior to proposal submission.  In the event 


that a Quoter does make assumptions or take exception to any Request for Proposal requirement, 


the Quoter’s Volume III submission must clearly and unambiguously identify all such 


assumptions, exceptions, or dependencies on which the Quoter’s quotation is based.  Each 


assumption, exception or dependency shall be specifically related to a paragraph and/or specific 


section of the Request for Proposal.  The Quoter shall provide a rationale in support of any noted 


assumption, exception or dependency, explaining its effect in comparison to the Request for 


Quote. This information shall be provided in the format with content as outlined in the table 


below. 


 


Request for Quote 
Document 


Paragraph/Page Requirement/Portion Rationale 


RFP, RFP 
Attachment (SOW, 
etc.) 


Applicable 
paragraph and 
page number(s) 


Identify the 
requirement or 
portion to which an 
assumption, 
exception or 
dependency is being 
taken 


Justify why the 
requirement will 
not be met or 
discuss reasons 
why not meeting 
the Government’s 
terms and 
conditions might 
be advantageous 
to the 
Government.  


 


Any assumption, exception or dependency taken, for all Volumes I-III, shall be contained in 


Volume III and shall address the pertinent information for each respective Volume of the 


Quoter’s proposal. 


 


Assumptions, exceptions or dependencies do not make a proposal automatically unacceptable.  


However, a large number of assumptions, exceptions or dependencies, or a significant 


assumption, exception or dependency, which provide(s) little or no benefit to the Government 


or which do(es) not support the Government’s requirement as documented in the Request for 


Proposal may receive unfavorable evaluation in accordance with the Request for Proposal 


Evaluation criteria for Award. 


 


L.11  Service of Protest (FAR 52.233-2) (SEP 2006) 


 
(a) Protests, as defined in Section 33.101 of the Federal Acquisition Regulation, that are filed 


directly with the agency shall be served on the CO (addressed as follows) by obtaining 


written and dated acknowledgment of receipt from: 
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Michael Jones, Contracting Officer 


Department of Homeland Security 


Office of Procurement Operations/STAD 


245 Murray Drive, SW 


Mailstop 0120 


Washington, DC 20528 


 


(b) The copy of any protest shall be received in the office designated above within one day of 


filing a protest with the agency. . 


                                            


 


                                             (End of Section L)  
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                           SECTION M – EVALUATION FACTORS FOR AWARD 
 


 


M.1.  Basis for Award 
 


The Government intends to award a single task order to the responsible Quoter whose 


proposal represents the best value to the Government. Using the best-value, tradeoff process, 


the Government will evaluate each proposal in accordance with the evaluation criteria. 


 


Phase I, Criteria 1 – Technical Approach: Migration and Implementation  


 


Phase I, Criteria 2 – Resumes of Proposed Key Personnel  


  


Phase I, Criteria 3 – Prior Demonstrated Experience  


 


  Phase I, Criteria 4 – Staffing 


 


Phase II, Criteria 5 – Oral Presentation – Proposed OIP Portal Solution 


 


Phase II, Criteria 6 – Price 


 


Phase I Evaluation Criteria, when combined, are more important than Phase II evaluation 


criteria, when combined.  Within Phase I, Criteria 1, 2, 3 and 4 are listed in descending order 


of importance.  Within Phase II, Criteria 5 is listed in descending order of importance.  All 


non-price evaluation criteria, when combined, are significantly more important than Criteria 6 


– Price.  As the non-price merits of competing Quoter’s proposals approach equal, Criteria 6 


will become more important in the best value trade-off decision. Criteria are cautioned that the 


award may not necessarily be made to the lowest priced proposal. 


 


Evaluations will be based solely on the materials included in the proposal.  Therefore, the 


Quoter’s’s initial quote should contain the Quoter’s best terms. After receipt of proposals, the 


Government will conduct an evaluation. However, during the evaluation process, the 


Government may, solely at its discretion, communicate with Quoters regarding proposal 


elements.  At any time prior to selection, including upon receipt of proposal, the Government 


may exclude a proposal from further consideration for any material failure to follow 


instructions, including the omission of required information, or when the Quoter is no longer 


considered to be among the most highly rated quoters being considered for award. 


 


M.2. Evaluation Criteria 
 


Both the downselect (Phase I) and the Phase II will be performed using confidence ratings (Table 


1).   


2.1 Comparative Evaluation  
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Following receipt of responses (including oral presentations), the Government may perform a 


comparative analysis (comparing quoter responses to one another) to select the quoter that is 


best suited to fulfill the requirements, based on the quoters’ responses to the factors outlined in 


this RFQ and their relative importance. 
 


Table 1 –  Criteria 1-5 Confidence Ratings 
 


High 
Confidence 


The Government has high confidence that the Quoter understands the 


requirement, proposes a sound approach, and will be successful in performing 
the contract with little or no Government intervention. 


Some 
Confidence 


The Government has some confidence that the Quoter understands the 
requirement, proposes a sound approach, and will be successful in performing 
the contract with some Government intervention. 


Low 
Confidence 


The Government has low confidence that the Quoter understands the 


requirement, proposes a sound approach, or will be successful in performing the 
contract even with Government intervention. 


Upon completion of Phase I and II evaluations, the Government may perform a 


comparative evaluation of the quotations (comparing quoter responses to one another) to 


select the quotation that is best suited to fulfill the requirements, based on the quoters’ 


responses to the criteria outlined in this RFQ and their relative importance.  
 


The Government anticipates selecting the best-suited quoter from initial responses, without 


engaging in exchanges with quoters. Quoters are strongly encouraged to submit their best 


technical solutions and price in response to this RFQ. 


 


Once the Government determines the quoter that is the best-suited (i.e., the apparent successful 


quoter), the Government reserves the right to communicate with only that quoter to address any 


remaining issues, if necessary, and finalize a task order with that quoter. These issues may include 


technical and price. If the parties cannot successfully address any remaining issues, as determined 


pertinent at the sole discretion of the Government, the Government reserves the right to 


communicate with the next best-suited quoter based on the original analysis and address any 


remaining issues. Once the Government has begun communications with the next best-suited 


quoter, no further communications with the previous quoter will be entertained until after the task 


order has been awarded. This process shall continue until an agreement is successfully reached 


and a task order is awarded. 


 


M.2.1 Phase I, Criteria 1 –Technical Approach: Migration and Implementation  


The Quoterr’s technical approach will be evaluated based upon on their understanding of the 


objectives of the SOW and planned execution of the project.  This refers to the manner in which 


the Quoter proposes to plan, manage, control, and provide the services and deliverables. The 


extent to which the Quoter demonstrates a solid understanding of addressing anticipated 


problems, issues, constraints, organizations and system(s) involved and the approach and 


methodologies proposed to ensure successful accomplishment of all tasks in the SOW will be 


evaluated.  The Government will evaluate the Quoter’s proposed technical approach based on 


their demonstrated understanding of the objectives of the SOW and planned execution of the 
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project and will be assigned a confidence rating. The following elements will be evaluated:  


a) The manner in which the Quoter  proposes to plan, manage, control, and provide the 


required services and deliverables;  


b) The extent to which the Quoter understands the problems, issues, constraints, organizations 


and system(s) involved;  


c) The methodologies proposed to ensure successful accomplishment of the work.  


 


 


M.2.2  Phase I, Criteria 2: Prior Demonstrated Experience   


 


The Government will assess its confidence that the Quoter will successfully perform the work, 


by evaluating the Quoter's demonstrated experience from  three contracts/orders performed 


within the past five (5) years (from the date of this RFQ release).  Prior experience will be 


evaluated to assess the expectation of successful outcomes based on the extent to which the 


Quoter has successfully performed on systems similar to the portal requirements described in 


the Statement of Work. The Government will also evaluate the relevance of the Quoter’s 


demonstrated prior experience to the SOW technical and business solution; and successful 


execution of agile processes, modern technology, and user experience design. 


M.2.3 Phase I - Criteria 3: Resumes of Proposed Key Personnel  


 


The Government will assess the extent to which the Quoter identifies and commits Key 


Personnel with appropriate experience and qualifications and will be assigned a confidence 


rating. Resumes will be evaluated based on the currency, quality and depth of experience of 


individual personnel working on similar projects (size, scope, magnitude, duration, and 


complexity 


 


M.2.4  Phase I, Criteria 4 –Staffing  


 


The Quoter’s staffing plan will be evaluated based upon the degree to which the Quoter 


demonstrates the ability to recruit, hire and retain and develop qualified staff. 


 


The staffing plan will also be evaluated based on the strength of the Quoter’s OEM certification 


training process that its personnel receives, maintaining of  professional credentials  and the 


continuing learning opportunities available to its personnel 


 


M.2.5 Phase II,  Criteria 5 - Oral Presentation - Proposed OIP Portal  Solution 


 


The Quoter’s oral presentation shall provide the Government an understanding of the Quoter’s 


proposed OIP Portal Solution.  The oral presentation shall address the proposed solution, plans 


and resources necessary to satisfy all SOW requirements and which will successfully design, 


enhance and maintain the web portal system for to meet the needs of Industry Partnership (OIP) 


Programs.      


   


The Quoter shall detail how its proposed Solution provides for an end-to-end proposal 


management system that can supports the OIP Program award processes – from solicitation 
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development, to proposal submission and evaluation, to contract award and administration 


while also remaining cost effective. 


 


Oral presentations will be assigned a confidence rating in accordance with Table 1.  Oral 


presentations will be evaluated based on the Quoter’s  presentation of its proposed OIP Portal  


Solution in oral presentation portion 2, as well as the interactive dialogue in oral presentation 


portion 4 related to its proposed OIP portal solution.  The Quoter’s team dynamics during the 


oral presentation portion 2 and 4 may also be evaluated. The optional slides for the oral 


presentation will not be evaluated. 


 


M.2.6  Phase II Criteria 6- Price 
 


The Government will establish a “total evaluated” price based on a completed Attachment 


I. – OIP Price Schedule, Labor Hours and Proposed Price tabs. The Government expects to 


receive price competition through several offers. The “total evaluated price” will be 


evaluated for price reasonableness through comparison with other proposed prices and may 


include other price analysis techniques. The Government will evaluate the alignment of the 


proposed pricing to the Quoter’s proposed technical and management approach in 


accordance with FAR 8.405-2(d).  Price that does not align to the Quoter’s proposed 


technical and management approach may indicate an inability to understand the 


requirements and therefore may be considered a high-risk approach to contract 


performance. The price proposal will not be given a confidence rating but discounts and 


rates will be evaluated to ensure labor categories and rates are fair and reasonable. 


 


(End of Section M) 
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SECTION B – SUPPLIES/ SERVICES AND PRICES/COSTS 


Purpose 


 


The purpose of this Request for Quotation (RFQ) is to provide Information Technology (IT) 


data processing, web hosting, and related services in support of the Office of Science & 


Technology Directorate, Office of Industry Partnerships (OIP).  The services to be procured 


under this RFQ are to be issued under the General Services Administration (GSA) Schedule 70 


contract vehicle, specifically incorporating Special Item Number 132-51.    


 


All support provided by the contractor must be within scope, consistent, and fully compliant 


with the terms and conditions of the contractor’s GSA Schedule 70 Contract.  The contractor 


shall be responsible for all requirements as stated in the attached Statement of Work (SOW).    


 


Type of Task Order 


 


A Labor Hours (LH) Task Order as described in the Federal Acquisitions Regulation (FAR)  


16.602 shall be placed. 


 


Supplies and Services 


 


For the consideration set forth in the RFQ, the contractor shall, during the period as 


specified in the task order terms and conditions, provide the following services and 


deliver the following reports and deliverables: 


 


(a) Services 


 


The contractor shall provide the estimated hours of direct employee, consultant and/or 


subcontractor labor to perform the requirements in the Statement of Work (SOW) as 


further described in Section 2.0: Statement of Work. 


 


(b) Reports and Deliverables 


 


The contractor shall deliver the reports and deliverables as specified in Section 9.0 


(Deliverables) of the SOW.  


 


Price Schedule 


 


a)  The Task Order Pricing Schedule, Attachment I herein, shall provide support covering 


the services available from the contractor’s applicable GSA Schedule 70 Contract.  The 


price schedule shall identify and price the services and support as identified.  The level of 


effort shall include all costs and fees, including overhead and profit.  The quoter must fill 


out Attachment I (Pricing Schedule) when responding to the solicitation, listing the total 


proposed price. 
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b) The contractor may transfer hours between labor categories for up to ten percent (10%) 


of the total price of the related CLIN so long as the established ceiling price of the CLIN 


is not exceeded. 


 


c) As prescribed in FAR 16.601(d)(2), the resultant task order award will set a ceiling price for 


each period of performance that the contractor exceeds at its own risk.  The ceiling price will 


represent the total dollar amount that may be incurred and expended for all efforts on the task 


order, including the base and all option periods. The contractor exceeds the ceiling amount at its 


own risk. The ceiling price is the current obligated amount of [to be determined]. 


 


d) The Government is requesting additional discounts for this task order.  


 


Level of Effort   


 


a) It is estimated that the recommended labor categories described in the Statement of 


Work will be required to perform the services described in Section III, SOW.  These 


labor category descriptions provide only guidelines for possible combinations of staff. 


The labor categories identified in this section represent the type and qualifications of 


individuals that DHS envisions working under this task order. If the contractor’s 


Schedule 70 Contract has a labor category with a different title but the qualifications 


and duty descriptions are the same or similar please provide that information to include 


the labor category title and the description.  


 


b) The man-hours of direct labor exclude sick pay, vacations, holidays and hours 


expended in indirect labor, but include subcontract hours and allowable overtime under 


the provisions of FAR 52.222-2.  However, overtime will not be reimbursed unless 


authorized in writing by the COR with concurrence by the CO.  Overtime is defined as 


hours worked in excess of the employee's normal workweek.  The normal workweek 


is defined as forty (40) hours. 
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SECTION C – STATEMENT OF WORK (SOW) 


See Attachment II – Statement of Work 


(End of Section C) 
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SECTION D: PACKAGING AND MARKING 


D.1 Packing, Packaging, Marking and Storage of Equipment 


 


Unless otherwise specified, all items to be delivered under this task order shall be 


preserved, packaged, and packed in accordance with normal commercial practices to 


meet the packing requirements of the carrier and ensure safe delivery at destination. 


 


All initial packing, marking and storage incidental to shipping of equipment to be 


provided under this contract shall be at the Contractor’s expense. The Contractor shall 


supervise the packing of all acquired equipment furnished by the Contractor and shall 


supervise the unpacking of equipment to be installed. 


 


The Contractor and the Contracting Officer’s Representative (COR) will finalize the 


method in which report deliverables are to be submitted and marked for delivery. 


Additionally, Report Deliverables may be required to be submitted electronically and 


in hard copy. 


 


D.2 Markings 


 


All deliverables submitted to the Contracting Officer (CO) and Contracting Officer 


Representative (COR) shall be accompanied by a packing list or other suitable 


shipping document that shall clearly indicate the following: 


 


(a) Contract number; 


(b) Task order number; 


(c) Name and address of the consignor; 


(d) Name and address of the consignee; 


(e) Government bill of lading number covering the shipment (if any); and 


(f) Description of the item/material shipped, including item 


number, quantity, number of containers and package 


number (if any). 


 


D.3 Branding 


 


The Contractor shall comply with the requirements of any Department of Homeland 


Security Branding and Marking policies under 18 U.S.C. § 701 and 28 U.S.C. § 


1733(b). As a matter of law, Federal criminal statutes prohibit unauthorized uses of 


the Department of Homeland Security Seal. In addition, DHS policy prohibits 


granting authorization for certain commercial uses of its Seal. However, it is 


permissible to reference DHS in materials if the reference is limited to true, factual 


statements. The words DHS and/or Homeland Security should appear in the same 


color, font, and size as the rest of the text in the document. Moreover, such references 


shall not imply in any way an endorsement of a product, company, or technology. 
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“The use of the DHS seal by any persons or organizations outside of 


DHS may only be done with the prior written approval of the Secretary 


or his designee. Any such requests for the use of the DHS seal must be 


made in writing and must specify, in detail, the exact use to be made. 


Any permission granted by the Secretary will apply only to the specific 


use outlined in the written request and is not construed as permission 


for any other use. The Secretary may seek advice from the Office of 


General Counsel when making these determinations.” As such, requests 


to use the DHS seal shall be submitted using the DHS Official Seal 


Usage Approval Form. See Attachment II: DHS Official Seal Usage 


Approval Form. The completed DHS Official Seal Usage Approval 


form should be sent via e-mail to Kathleen.McShea@hq.dhs.gov, DHS 


Director of New Media & Web Communications, and to the CO, with a 


copy to the COR. 


 


D.4 Government Terms & Definitions 


 


AES – Advanced Encryption Standard 


CLIN – Contract Line Item Number 


CO – Contracting Officer 


COR – Contracting Officer’s Representative 


COTS-  Commercial off the Shelf  


DHS – Department of Homeland Security 


EOD – Entry on Duty 


FTE – Full Time Equivalent 


FY – Fiscal Year 


GOTS – Government off the Shelf 


IT – Information Technology 


MD – Management Directive 


NSI – National Security Information 


OAST – Office of Accessible Systems and Technology 


OGC – Office of General Counsel 


OIP -   Office of Industry Partnerships  


OPO – Office of Procurement Operations 


POC – Point of Contact 


PM – Program Manager 


PR – Purchase Request 


PSD – Personnel Security Division 


RFQ – Request for Quotation 


R&D – Research & Development 


SOW – Statement of Work 


SCIF – Sensitive Compartmented Information Facility 


SF – Standard Form 


S&T – Science & Technology 



mailto:Kathleen.McShea@hq.dhs.gov
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SME – Subject Matter Expert 


SSI – Security Sensitive Information (Sensitive but Unclassified Information) 


SSO – Security Sensitive Office 


TO – Task Order 


VTA – Vermont Avenue 


 


(End of Section D) 
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SECTION E: INSPECTION AND ACCEPTANCE 


 


E.1    FAR 52.252-2 Clauses Incorporated by Reference (FEB 1998) 


 


This contract incorporates the following clauses by reference with the same force 


and effect as if they were given in full text. Upon request, the CO will make their 


full text available. Also, the full text can be accessed electronically at the following 


internet address: http://www.acquisition.gov/far. 


 


FAR Clause No. Title and Date 


52.212-4 (a) Contract Terms and Conditions-Commercial Items (OCT 2018) 


52.212-4 (ALT I) Contract Terms and Conditions-Commercial Items (JAN 2017) 


 


E.2 Inspection and Acceptance 


 


(a)  Inspection and acceptance of products and services shall be performed by a 


duly authorized Government representative identified in the Task Order in 


accordance with the FAR clauses incorporated at Section I, the Inspection and 


Acceptance clauses in the GSA Schedule 70 contract and as further defined in the 


Task Order. 


 


(b) All deliverables will be inspected for content, completeness, accuracy and 


conformance to the Task Order requirements by the COR or as detailed in 


individual Task Order. The COR will review deliverables prior to acceptance and 


provide the contractor with an e-mail that provides documented reasons for non-


acceptance. If the deliverable is acceptable, the COR will send an e-mail to the 


Contractor that the deliverable has been accepted. 


 


(c)The COR will have the right to reject or require correction of any deficiencies in the 


deliverables that are contrary to the information contained in the Contractor’s 


accepted proposal. In the event of a rejected deliverable, the Contractor will be 


notified in writing by the COR of the specific reasons for rejection. The 


Contractor shall have an opportunity to correct the rejected deliverable and 


return it per delivery instructions. 


 


(d) The COR will have 10 business days to review deliverables and make 


comments. The Contractor shall have five (5) business days to make corrections 


and redeliver. All other review times and schedules for deliverables shall be 


agreed upon by the parties. The Contractor shall be responsible for timely 


delivery to Government personnel in the agreed upon review chain, at each stage 


of the review. The Contractor shall work with personnel reviewing the 


deliverables to assure that the established schedule is maintained. 



http://www.acquisition.gov/far
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(e)Services and cost reimbursable items such as travel and Other Direct Costs 


(ODCs) will be accepted upon receipt of proper documentation as specified in 


the order. If custom services are provided, acceptance will be as specified for 


the milestone with which they are associated. If custom services are for 


software development, the final acceptance of the software program will occur 


when all discrepancies, errors or other deficiencies identified in writing by the 


Government have been resolved, through either documentation updates, 


program correction, or other mutually agreeable methods. 


(f)Reports, documents and narrative type deliverables will be accepted when 


all discrepancies, errors or other deficiencies identified in writing by the 


Government have been corrected. 


(g)Non-conforming products or services will be rejected. Unless otherwise agreed 


by the parties, deficiencies will be corrected within five (5) calendar days of the 


rejection notice. If the deficiencies cannot be corrected within five (5) days, the 


Contractor will immediately notify the CO of the reason for the delay and provide 


a proposed corrective action plan within three (3) working days. 


 


E.3 Contractor Responsibilities Associated with Inspection, Testing and 


Acceptance of Contractor Provided Products and Services 


 


The Contractor is responsible for completion, verification, confirmation and 


communication to the Government of all inspections and test results necessary to 


substantiate that the products and services furnished under the Task Order 


conform to the Task Order requirements. Receipt is not complete and 


Government testing, inspection and acceptance need not begin until after the 


Contractor has fulfilled the aforementioned responsibilities. 


 


 


(End of Section E) 
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SECTION F: DELIVERABLES OR PERFORMANCE 


 


F.1 FAR 52.252-2 Clauses Incorporated by Reference (FEB 1998) 


 


This contract incorporates the following clauses by reference with the same force 


and effect as if they were given in full text. Upon request, the CO will make their 


full text available. Also, the full text can be accessed electronically at the following 


internet address: http://www.acquisition.gov/far/ and 


http://farsite.hill.af.mil/VFHSARA.HTM 


 


FAR Clause No. Title and Date 


52.212-4 (f) 
 


Excusable Delays (OCT 2018) 


52.242-15 Stop-Work Order (AUG 1989) (for other than cost reimbursement 


Task Orders) 


52.247-34 F.O.B. Destination (NOV 1991) 


52.247-35 F.O.B. Destination, Within Consignee’s Premises (APR 1984) 


 


F.2 Period of Performance 


 


The period of performance of this task order is a twelve (12) month base period and four (4) 12-


month option periods as follows: 


 


Base Period  September 9, 2019 through September 8, 2020 


Option Period One September 9, 2020 through September 8, 2021 


Option Period Two     September 9, 2021 through September 8, 2022 


Option Period Three September 9, 2022 through September 8, 2023 


Option Period Four  September 9, 2023 through September 8, 2024 


 


The estimated value for each period of performance will be the ceiling for that task order period 


that the contractor exceeds at its own risk. FAR 16.601(d)(2 


 


F.3  Delivery 


 


The services required under the Task Order shall be delivered and received at 


destination within the timeframe specified in the Task Order. 


 


F.4  Master Contract Applicability 


 


The performance period of this Task Order may not extend beyond the Contractor's 


GSA Schedule 70 master contract performance period. Notwithstanding all 


performance under this Task Order may also not extend beyond the end date of the 


contractor’s GSA Schedule 70 master contract unless the contractor’s GSA 



http://www.acquisition.gov/far/

http://farsite.hill.af.mil/VFHSARA.HTM
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Schedule 70  master contract allows for orders to extend beyond the master contract 


performance period. 


 


 


F.5 Place of Performance 


 


The work will be performed at the following Government site: 


DHS Science and Technology Directorate, 1120 Vermont Avenue (VTA), 


Washington, DC* Teleworking will be permitted under the following 


guidelines: 


 


Telework is to be used to accommodate either scheduled medical appointments or 


inclement weather days when the Government is open. Telework may be used as a 


standard occurrence such as a weekly/bi-weekly telework day(s), per the provisions 


below. Telework will not be used when the Government is closed without express 


written advance authorization from the COR or Contracting Officer, even if it is a 


regularly scheduled telework work day for that contractor employee, given the time 


frame available for Government oversight to be provided will be contingent upon 


the COR’s availability. 


a. Regular Re-Occurring Telework: Telework may be performed 


under this Task Order if the following conditions are met: 


 


i. There must be a telework agreement in place between the 


Contractor and their company specifying dates, times, and 


location for telework. The Contractor Program Manager must 


provide a copy of each signed agreement to Government, both 


the Contracting Officer and the COR, for the task order 


records. 


 


ii. The number of scheduled telework days may not exceed 2 days per week 


 


iii. Work under this Task Order can only be completed on a 


DHS issued laptop via the DHS VPN connection. 


 


iv. Items completed must be specified in the Contractor’s 


monthly report for that month as having been completed 


while teleworking. 


 


v. The Contractor PM must ensure that Contractor employees 


are reachable via telephone by the COR at the telework 
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location. 


b. Intermittent Telework: Intermittent Telework, anything 


outside of regularly scheduled telework, may be performed 


under this Task Order if the following conditions are met: 


i. Prior approval to telework must be obtained in writing from 


the Task Order COR by the Contractor’s Task Order 


Program Manager (PM). All requests must originate from 


the Contractor’s PM, or the Contractor’s responsible 


contracts representative. Requests must include the 


Contracting Officer as a courtesy copy (cc :). Tasking must 


be able to be accomplished efficiently and effectively in a 


remote fashion, and must be of sufficient quantity to fill the 


duration of the planned telework period for a given 


Contractor employee. 


ii. The Task Order COR must review all tasks to be 


completed/worked on during the telework period prior to 


providing written approval or disapproval of the PM’s 


written request. 


iii. Work under this Task Order can only be completed on a DHS 


issued laptop via the DHS VPN connection. 


iv. The PM must report tasks that were completed, and show 


products from those tasks, if applicable, at the end of the 


workday. These items must be specified in the 


Contractor’s monthly report for that month as having been 


completed while teleworking. 


v. The PM must ensure that Contractor employees are reachable 


via telephone by the COR at the telework location. 


vi. The PM must state the hours that a given Contractor 


employee will be online and working, and any hours the 


employee will be unavailable. 


vii. Telework may only take place within the DC metro area at one 


of the following locations, provided the COR has given prior 


written approval: 


a. The Contractor’s facility 
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b. The Contractor employee’s place of residence 


 


c. DHS components other than S&T 


 


d. Approved offices onsite at FFRDC locations 


 


Employees approved for regular and situational telework who are not able to report to their 


assigned office location due to office closure or dismissal because of a natural or man-made 


emergency event (e.g., hurricane, earthquake, wild fire, snow storm, flooding, act of terrorism) 


or when the Office of Personnel Management or other official agency announces that 


Government offices are open with the option for unscheduled telework, are required to telework 


each regularly scheduled workday during the emergency situation, when the capability to 


telework is available at the alternative worksite. 


Classified work will be done at the Government location only. * 


 


F.6  Hours of Operations 


When working on Government sites, normal duty hours are 8:00 am - 5:00 pm, Monday 


through Friday (except Federal holidays). Overtime will not be permitted under this Task Order, 


unless authorized in writing by the COR with concurrence by the CO. In the event of a 


shutdown for any reason (including, but not limited to: Government closures due to inclement 


weather or other public emergency, building closures due to lack of power or water, and 


additional Government holidays granted by the President), the Government will not be liable for 


Contractors’ costs incurred during this period except to the extent agreed in advance and in 


writing by the COR or CO. 


F.7  Observance of Legal Holidays and Excused Absence 


(a) The Government hereby provides notification that Government personnel 


observe the listed days as holidays: The ten listed holidays apply to services 


performed within the United States, and is provided for informational purposes 


only. 


 
(1) New Year's Day (6) Labor Day 


(2) Martin Luther King's Birthday (7) Columbus Day 


(3) President’s Day (8) Veterans' Day 


(4) Memorial Day (9) Thanksgiving Day 
(5) Independence Day (10) Christmas Day 


 


(b) In addition to the 10 days designated as holidays, the Government observes: 


 


(1) Any other day designated by Federal Statute; 


(2) Any other day designated by Executive Order; and 


(3) Any other day designated by the President’s Proclamation. 


 


(c) It is understood and agreed between the Government and the Contractor that 
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observance of such days by Government personnel shall not otherwise be a 


reason for an additional period of performance, or entitlement of compensation 


except as set forth in the Task Order. As such, this provision does not preclude 


reimbursement for authorized overtime work if applicable to the Task Order. 


 


(d) When the Federal and governmental entities grants excused absence to its 


employees, the Contractor may dismiss its assigned contractor personnel; 


however, the contractor may not bill the Government for time associated with 


such excused absences. The Contractor agrees to continue to provide sufficient 


personnel to perform critical tasks already in operation or scheduled, and shall 


be guided by the instructions issued by the CO or the COR, as applicable. 


 


F.8  Notice to the Government of Delays 


 


In the event the Contractor encounters difficulty in meeting performance requirements, or when 


it anticipates difficulty in complying with the contract delivery schedule or completion date, or 


as soon as the Contractor has knowledge that any actual or potential situation is delaying or 


threatens to delay the timely performance of this contract, the Contractor shall immediately 


notify the CO and the COR in writing. The notification shall give pertinent details and the data 


shall be informational only in character. As such, this provision shall not be construed as a 


waiver by the Government of any delivery schedule or date, or any rights or remedies provided 


by law or under this contract. See FAR 52.212-4 (f), Excusable Delays. 


F.9  Deliverables: Meetings, Plans and Reports 


a) Per Section 9.0 of the Statement of Work, the Contractor shall provide all written 


deliverables directly to the DHS COR. The Contractor shall provide deliverables 


according to the following schedule and format requirements. The Contractor shall 


provide all written reports in electronic format with read/write capability using 


applications that are compatible with DHS workstations (Windows XP and 


Microsoft Office Applications) in hardcopy and electronic form and in accordance 


with the contract, unless otherwise noted. 


 


b) The Task Order will include specific requirements for meetings, plans, reports, 


and other deliverables. The Contractor shall submit reports, deliverables or 


outputs as described in Table F- 1: Deliverables, to the COR. All deliverables 


shall be written in the English language. 


 


The information in Table F-1 below represents the range of meetings, plans, 


and reports that may be required as ordered by the CO and/or the COR. 


 


All applicable deliverables, their required delivery dates, destination of 


delivery, and schedule for completion of work to be performed will be 


specified in the TO, as applicable. 


 


For purposes of delivery, all deliverables shall be made by close of business (COB) 


5:00 P.M. local time (Washington D.C.) at destination, Monday through Friday, 
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unless stated otherwise in the TO. 


 


All deliverables submitted in electronic format shall be free of any known 


computer virus or defects. If a virus or defect is found, the initial deliverable 


will not be accepted. The replacement file shall be provided within two (2) 


business days after notification of the presence of a virus. 


 


Each task specific deliverable shall be accompanied by a cover letter from 


the Contractor on Company letterhead. Multiple deliverables may be 


delivered with a single cover letter describing the contents of the deliverable 


package. 


 


In the event the Contractor anticipates difficulty in complying with any contract-


level delivery schedule, the Contractor shall immediately provide written notice 


to the CO and COR. For any Task Order level deliverable, the Contractor shall 


provide written notification immediately to the CO and COR. Each notification 


shall give pertinent details, including the date by which the Contractor expects 


to make delivery; provided that this data shall be informational only in character 


and that receipt thereof shall not be construed as a waiver by the Government 


of any contract delivery schedule, or any rights or remedies provided by law or 


under this contract. 


 


In the event that a Contractor is non-compliant in submission of deliverables, the 


Government will reflect the non-compliance in the Contractor’s past performance report. 


 


c) Deliverables 


 


Table F-1: 


 


ITEM SOW 


REFERENCE 


DELIVERABLE / 


EVENT 
DUE BY 


 
DISTRIBUTION  


1 2.1, Task 2 
Functional Description on 


Major Changes 


NLT 15 business days 


prior to any planned 


major change 


COR, 


Contracting 


Officer, OIP 


Portal Program 


Managers 


2 4.6 Post Award Conference 
NLT 5 business days 


after award 


 


N/A 


3 4.6, 4.7 
Draft Contractor Project 


Plan 


NLT 5 business days 


after award 


 


COR, 


Contracting 


Officer 
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ITEM SOW 


REFERENCE 


DELIVERABLE / 


EVENT 
DUE BY 


 
DISTRIBUTION  


4 4.7 
Final Contractor 


Project Plan 


NLT 20 business days 


after award 


COR, 


Contracting 


Officer 


5 4.8 
Original Business 


Continuity Plan 


NLT 30 business days 


after award 


COR, 


Contracting 


Officer 


6 4.8 
Updated Business 


Continuity Plan 
Annually 


COR, 


Contracting 


Officer 


7 4.9 Transition Out Plan 


120 calendar days 


prior to end of base 


contract year; updated 


120 calendar days 


prior to option year 


end 


COR, 


Contracting 


Officer 


8 4.9 System Documentation 
60 days prior to 


contract end-date 


COR, 


Contracting 


Officer 


9 4.10 Progress Reports 
NLT 5 business days 


after award 


COR, 


Contracting 


Officer 


10 4.11 Stakeholder Meetings 


Weekly with CIO; 


Monthly with OIP 


Portal Program 


Managers 


See “Due By” 


d) The Contractor shall not use, release to others, reproduce, distribute, or 


publish the data deliverables or any data first produced in the 


performance of this contract without first receiving approval from the 


COR. 


F.9.1 Meetings 


 


a)  Progress Meetings. The Contractor shall be responsible for keeping the 


COR informed about Contractor progress throughout the performance period 


of this contract, and ensure that all contractor activities are aligned with 


DHS objectives. At a minimum, the Contractor shall review the status and 


results of its performance with the COR on a monthly basis at scheduled 
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meetings. These meetings shall be both working and formal sessions to 


review overall program efforts. 


b)  Post Award Conference. The Contractor shall meet with the CO, COR, 


the incumbent Service Provider Project Management, and members of the 


Program Management Office not later than seven (7) calendar days after 


award to jointly review project management tasks, work assignments, roles, 


responsibilities, and the proposed schedule for startup and program 


activities. The Post Award Conference will be held at DHS Science and 


Technology Directorate, 1120 Vermont Avenue (VTA), Washington, DC. 


 


F.9.2   Reports 


 


a) Monthly Progress Reports - The Contractor shall provide a monthly 


progress report to the Contracting Officer and COR via electronic mail and 


two hard copies to the COR. This report shall provide monthly cost and 


performance reporting of all assigned tasks. The contents and formats (MS 


Word and/or Excel) of the reports shall be specified in the Contract 


Management Plan. At a minimum, these reports shall include: highlights of 


support provided, expenditures, projected expenditures for the next reporting 


period and to term, and major issues affecting cost and performance. The costs 


portion of the report shall be structured to enable ready discernment of cost 


trends, projections, and variances. The Program Manager or the Contractor’s 


designated GSA Schedule 70  labor category shall be qualified to act as the 


Contractor’s single point of contact for all technical and administrative matters 


related to this Task Order. If more than one Task Order is awarded, the reports 


will be consolidated. This report shall also include a summary of all 


Contractor work performed, including a breakdown of labor hours by labor 


category, all direct costs by line item, an assessment of technical progress, 


schedule status, any travel conducted and any Contractor concerns or 


recommendations for the previous reporting period. 


 


b)Transition In Plan – The Contractor shall provide a transition in plan to the 


Contracting Officer and COR via electronic mail and two hard copies to the 


COR. This plan shall address the contractors plan for minimizing impact such 


that continuity of services will be maintained without disruption. The 


contractor shall describe how it will achieve full staff support levels with 60 


days of award. This report is due 10 business days after award of contract. 


c)Transition Out Plan – The Contractor shall provide a transition out plan 


to the Contracting Officer and COR via electronic mail and two hard copies 


to the COR. This plan shall address the contractors plan for minimizing 


impact such that continuity of services will be maintained with disruption. 


The contractor shall describe how it will transition work to the new 


contractor. This report is due 90 days before the expiration of the contract. 







RFQ: 70RSAT19Q00000041   


20 | P a g e  


 


 


(End of Section F) 
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SECTION G: CONTRACT ADMINISTRATION DATA 


 


G.1 Contracting Officer: 


 


The Contracting Officer (CO) is the only person authorized to approve changes to any of the 


terms and conditions of this delivery order. In the event the contractor effects any changes at the 


direction of any person other than the CO, the changes will be considered to have been made 


without authority and no adjustment will be made in the contract price to cover any increase in 


costs incurred as a result thereof. The CO shall be the only individual authorized to accept 


nonconforming work, waive any requirement of the contract, or modify any term or condition of 


the contract. The CO is the only individual who can legally obligate government funds. No cost 


chargeable to the proposed contract can be incurred before receipt of a fully executed contract, 


which included any subsequent contract modifications to other specific written authorization 


from the CO. 


 


The contractor shall not comply with any order, direction or request of government personnel 


unless it is issued in writing and signed by the CO, or is pursuant to specific authority otherwise 


included as a part of this contract. No order, statement, or conduct of government personnel, 


other than the CO, who visits the contractor’s facilities or in any other manner communicate 


with the contractor personnel during performance of this contract shall constitute a change 


under the 


Changes clause of this contract. 


 


The procuring and administering CO for this task order is: 


 


Michael Jones, Contracting Officer 


U.S. Department of Homeland Security 


Office of Procurement Operations 


S&T Acquisition Division 


245 Murray Lane 


Washington, DC 20528-0202 


Tel: 202-447-5893 


Michael.Jones@hq.dhs.gov 


 


G.2  Contracting Officer Representative 


 


The COR will represent the Contracting Officer (CO) in the administration of technical details 


within the scope of the Task Order. The TO COR is also responsible for the final inspection and 


acceptance of all Task Order deliverables and reports, and such other responsibilities as may be 


specified in the Task Order. The COR is not otherwise authorized to make any representations or 


commitments of any kind on behalf of the CO or the Government. The COR does not have 


authority to alter the Contractor’s obligations or to change the Task Order specifications, price, 


terms or conditions. If, as a result of technical discussions, it is desirable to modify Task Order 


obligations or the specification, changes will be issued in writing and signed by the CO. 
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The Contracting Officer’s Representative for this delivery order is designated in accordance 


with Homeland Security Acquisition Regulation (HSAR) 3052.242-72 Contracting Officer’s 


Representative, 


 


The designated Primary COR is: TBD 


The designated Alternate COR is: TBD 


 


G.3  Marco Macherelli, Contract Specialist 


U.S. Department of Homeland Security 


Office of Procurement Operations 


S&T Acquisition Division 


245 Murray Lane 


Washington, DC 20528-0202 


Tel: 202-447-5964 


Marco.Macherelli@hq.dhs.gov  


 


G.4  Invoicing and payment 


 


Invoices shall be prepared in accordance with FAR 52.212-4 (g). In addition, the 


Contractor’s invoice shall include: 


 


1) Cover sheet identifying DHS; 


2) Task Order and GSA Schedule 70  Contract Number; 


3) Modification Number, if any; 


4) Data Universal Numbering System (DUNS) Number; 


5) Month services provided; and 


6) Contract Line Item Number (CLIN) and Accounting Classifications. 


 


The Contractor shall submit one invoice by the 10th day of each month, in 


accordance with the delivery schedule in the Task Order. 


 


Invoicing instructions: Invoices shall be submitted to the following addresses: 


invoiceSAT.consolidation@ice.dhs.gov, and simultaneously a copy to the CORs, TBD and the 


CO, Michael.Jones@hq.dhs.gov. 


 


Additionally, the Contractor shall prepare and submit a sufficient and procurement 


regulatory compliant invoice and receiving report for technical certification of 


inspection/acceptance of services and approval for payment. The Contractor shall 


attach back up information to the invoices and receiving reports substantiating all 


costs for services performed. The receiving agency’s written or electronic 


acceptance by the COR and date of acceptance shall be included as part of the 


backup documentation. If the invoice is submitted without all required back up 


documentation, the invoice shall be rejected. The Government reserves the right to 


have all invoices and backup documentation reviewed by the CO prior to payment 


approval. 
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G.5   Task Order Award 


The Contractor must be authorized by the Contracting Officer prior to 


commencing work under the awarded Task Order. 


 


G.6  Task Order Administration 


The Contracting Officer is the only individual with the authority to extend the 


Contractor's period of performance under the Task Order. 


 


The COR has the authority to adjust the number of days/hours ordered within 


existing labor categories once the total dollar value of labor ordered is not 


exceeded. The COR must provide approval in writing to the CO before the 


Contractor may make adjustment. The Contractor must request approval of the 


CO if revision of days/hours ordered includes the addition of a labor category or if 


total dollar value of labor would be exceeded. 


 


The total Task Order ceiling price shall include a monetary sub-ceiling for total 


labor ordered and a separate monetary sub-ceiling for all other direct costs. The 


COR has the authority to approve revisions of costs within each respective sub-


ceiling, provided such revision(s) are within the terms and conditions of the Task 


Order. However, the COR does not have the authority to approve revisions that 


exceed the respective sub-ceilings, move costs from one sub-ceiling category to 


the other, or increase the overall total estimated cost of the TO. COR approvals 


must be in writing and clearly state that the revision is at no additional cost to the 


Government. 


 


G.7  Flow Down of Clauses 


 


All applicable GSA Schedule 70 Contract clauses shall flow down to the Task 


Order. Furthermore, the Task Order pricing will only be changed as a result of a 


bilateral modification. 


 


G.8  Order of Precedence 


 


In the event of any inconsistencies between the provisions of the Task Order 


and the Contractor’s GSA Schedule 70 Contract, the provisions of the GSA 


Schedule 70 Contract will take precedence. The Contractor shall not change 


condition or deviate from the Task Order pricing terms, or cause such to occur. 


The Contractor shall strictly comply with the terms and conditions of the RFQ 


and the resulting Task Order. 


 


G.9  Pricing Terms 


 


Requests for price adjustments shall be submitted in writing to the CO for DHS 


review. The Contractor may voluntarily decrease prices upon written 


notification to the CO. Price reductions and volume discounting are requested 


and encouraged. The unit prices will be reviewed annually, or as required to 
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determine whether further reductions are appropriate. Prices shall not include 


any fees to the sponsoring organization of any other DHS organization. The 


Contractor shall be responsible for the fee payments and other filings with DHS 


in accordance with the terms of its parent GSA Schedule 70 Contract. 


 


G.10  Price Reduction 


 


The unit prices for services available under the Task Order shall be at least as 


low as the unit prices that the Contractor including any teaming partners 


identified herein, offers under their GSA Schedule 70  contract. If at any time 


during the term of the Task Order the prices under the Contractor’s DHS 


Schedule 70 contract becomes lower than the prices under the Task Order, the 


Task Order will be modified to include the lower prices. 


 


G.11  Order Administration 


 


Task Order and administration will be accomplished by a duly appointed CO 


assigned by DHS within their warranted authority. 


 


G.12  Termination 


 


Notwithstanding any other provision relating to the Task Order, the DHS 


Ordering CO may terminate at any time in accordance with the termination 


provisions contained in FAR 52.212-4 (l) and (m), Termination for Cause or 


Termination for the Government’s Convenience. 


 


G.13  Advertisements, Publicizing Awards, and Releases 


 


(a) The Contractor shall not refer to this contract in commercial advertising or 


similar promotions in such a manner as to state or imply that the product or 


service provided is endorsed or preferred by the Federal Government or is 


considered by the Government to be superior to other products or services. 


 


(b) All advertisements, releases, announcements, or other publication 


regarding this contract or the agency programs and projects covered under it, 


or the results or conclusions made pursuant to performance, must be approved 


by the Contracting Officer. Under no circumstances shall the Contractor, or 


anyone acting on behalf of the Contractor, refer to the supplies, services, or 


equipment furnished pursuant to the provisions of this contract in any 


publicity, release, or commercial advertising without first obtaining explicit 


written consent to do so from the Contracting Officer. 


(End of clause) 


 


G.14  Non-Disclosure Agreements 


 


All contractor personnel are required to sign non-disclosure agreements (DHS 
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Form 11000-6) upon starting work and as deemed necessary under this contract 


to protect proprietary and/or source selection information. Attachment IV. 


 


(End of Section G) 
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SECTION H: SPECIAL CONTRACTING REQUIREMENTS  


H.1   Logistic Support 


 


DHS will provide information, materials, and forms unique to DHS to the vendor to 


support certain tasks under this SOW. These will be task specific and issued upon 


task commencement or as needed during task performance. 


 


The Contractor shall use Government furnished facilities, property, equipment and 


supplies only for the performance of work under this contract, and shall be 


responsible for returning all Government furnished facilities, property, and 


equipment in good working condition, subject to normal wear and tear. 


Government resources to be provided are as follows: 


 


• Office spaces, computers, telephone, equipment, and supplies deemed 


necessary by the Government to execute this work. 


• Hardware, software, database, and documentation support deemed 


necessary by the Government to execute this work. 


 


The Contractor shall use Government furnished information, data and documents 


only for the performance of work under this contract, and shall be responsible for 


returning all Government furnished information, data and documents to the 


Government at the end of the period of performance. The Contractor shall not 


release Government furnished information, data and documents to outside parties 


without the prior and explicit consent of the Contracting Officer. 


 


H.2     Implementation of E.O. 13224- Executive Order on Terrorist Financing 


 


The Contractor is reminded that U.S. Executive Orders and U.S. law prohibits 


transactions with, and the provision of resources and support to, individuals and 


organizations associated with terrorism. It is the legal responsibility of the 


Contractor to ensure compliance with the United States Executive Orders and 


laws. 


 


H.3    Materials 


 


Contractor purchased materials may be required to support this requirement. The 


Contractor will be notified by the COR for any such required materials. When 


required and in accordance with FAR 37.114(b), the Contractor shall: 


 


Submit the documentation required to the COR for approval prior to entering into 


any equipment lease or purchase agreement. The COR will be required to provide 


all written documentation to the Contracting Officer. 
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After Task Order award and obligation of funds for materials by the CO and in 


accordance with FAR 37.114 (b), the Contractor shall obtain written consent from 


COR for purchases equal to or exceeding $3,000.00 dollars with approval from 


the CO. The DHS S&T COR may NOT lower or raise the aforementioned 


$3,000.00 dollars threshold at his/her discretion without prior written approval of 


the CO. If the DHS CO consents to such purchase, such item shall become the 


property of DHS. The Contractor will maintain any such items according to 


currently existing property accountability procedures. The DHS CO/COR will 


determine the final disposition of any such items. 


 


H.4  Disclosure of Information 


 


a. The Contractor is reminded that information furnished under this contract may 


be subject to disclosure under the Freedom of Information Act (FOIA). Therefore, 


all items that are confidential to business, or contain trade secrets, proprietary, or 


personnel information must be clearly marked. Marking of items will not 


necessarily preclude disclosure when DHS or the Government determines 


disclosure is warranted by the FOIA. However, if such items are not marked, all 


information contained within the submitted documents will be deemed releasable. 


 


b. Any information made available to the Contractor by the Government must be 


used only for carrying out the provisions of this Task Order and must not be 


divulged or made known in any manner to any person except as may be necessary 


in the performance of the contract. 


 


c. In performance of this contract, the Contractor assumes responsibility for 


protection of the confidentiality of Government records and must ensure that all 


work performed by its subcontractors shall be under the supervision of the 


Contractor or the Contractor’s responsible employees. 


 


d.  Each officer or employee of the Contractor or any of its subcontractors to 


whom any Government record may be made available or disclosed must be 


notified in writing by the Contractor that information disclosed to such officer or 


employee can be used only for the purpose and to the extent authorized herein, and 


that further disclosure of any such information, by any means, for a purpose or to 


an extent unauthorized herein, may subject the offender to criminal sanctions 


imposed by 19 U.S.C. 641.19 U.S.C. 641. This section provides, in pertinent part, 


that whoever knowingly converts to their use or the use of another, or without 


authority, sells, conveys, or disposes of any record of the United States or whoever 


receives the same with intent to convert it to their use or gain, knowing it to have 


been converted, shall be guilty of a crime punishable by a fine of up to $10,000, or 


imprisoned up to ten years, or both. 


 


H.5  Section 508 Compliance 


 







RFQ: 70RSAT19Q00000041   


28 | P a g e  


 


Section 508 of the Rehabilitation Act, as amended by the Workforce Investment 


Act of 1998 (P.L. 105-220) requires that when Federal agencies develop, procure, 


maintain, or use electronic and information technology, they must ensure that it is 


accessible to people with disabilities. Federal employees and members of the 


public who have disabilities must have equal access to and use of information and 


data that is comparable to that enjoyed by non-disabled Federal employees and 


members of the public. 


 


All EIT deliverables within this work statement shall comply with the applicable 


technical and functional performance criteria of Section 508 unless exempt. 


Specifically, the following applicable standards have been identified: 


36 CFR 1194.21 – Software Applications and Operating Systems, applies to all 


EIT software applications and operating systems procured or developed under this 


work statement including but not limited to GOTS and COTS software. In 


addition, this standard is to be applied to Web-based applications when needed to 


fulfill the functional performance criteria. This standard also applies to some Web 


based applications as described within 36 CFR 1194.22. 


 


36 CFR 1194.22 – Web-based Intranet and Internet Information and Applications, 


applies to all Web-based deliverables, including documentation and reports 


procured or developed under this work statement. When any Web application uses 


a dynamic (non-static) interface, embeds custom user control(s), embeds video or 


multimedia, uses proprietary or technical approaches such as, but not limited to, 


Flash or Asynchronous JavaScript and XML (AJAX) then “1194.21 Software” 


standards also apply to fulfill functional performance criteria. 


 


36 CFR 1194.24 Video and Multimedia Products, applies to all video and 


multimedia products that are procured or developed under this work statement. 


Any video or multimedia presentation shall also comply with the software 


standards (1194.21) when the presentation is using a Web or Software application 


interface having user controls available. 


 


36 CFR 1194.26 – Desktop and Portable Computers, applies to all desktop and 


portable computers, including but not limited to laptops and personal data 


assistants (PDA) that are procured or developed under this work statement. 


 


36 CFR 1194.31 – Functional Performance Criteria applies to all EIT deliverables 


regardless of delivery method. All EIT deliverable shall use technical standards, 


regardless of technology, to fulfill the functional performance criteria. 


 


36 CFR 1194.41 – Information Documentation and Support, applies to all 


documents, reports, as well as help and support services. To ensure that 


documents and reports fulfill the required “1194.31 Functional Performance 


Criteria”, they shall comply with the technical standard associated with Web-


based Intranet and Internet Information and Applications at a minimum. In 


addition, any help or support provided in this work statement that offer telephone 
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support, such as, but not limited to, a help desk shall have the ability to transmit 


and receive messages using TTY. 


 


Exceptions for this work statement have been determined by DHS and only the 


exceptions described herein may be applied. Any request for additional exceptions 


shall be sent to the COR and determination will be made in accordance with DHS 


MD 4010.2. DHS has identified the following exceptions that may apply: 


 


36 CFR 1194.2(b) – (COTS/GOTS products), When procuring a product, each 


agency shall procure products that comply with the provisions in this part when 


such products are available in the commercial marketplace or when such products 


are developed in response to a Government solicitation. Agencies cannot claim a 


product as a whole is not commercially available because no product in the 


marketplace meets all the standards. If products are commercially available that 


meets some but not all of the standards, the agency must procure the product that 


best meets the standards. 


When applying this standard, all procurements of EIT shall have documentation of 


market research that identify a list of products or services that first meet the 


agency business needs, and from that list of products or services, an analysis that 


the selected product met more of the accessibility requirements than the non-


selected products as required by FAR 39.2. Any selection of a product or service 


that meets less accessibility standards due to a significant difficulty or expense 


shall only be permitted under an undue burden claim and requires approval from 


the DHS Office of Accessible Systems and Technology (OAST) in accordance 


with DHS MD 4010.2. 


 


36 CFR 1194.3(b) – Incidental to Contract, all EIT that is exclusively owned and 


used by the Contractor to fulfill this work statement does not require compliance 


with Section 508. This exception does not apply to any EIT deliverable, service or 


item that will be used by any Federal employee(s) or member(s) of the public. This 


exception only applies to those Contractors assigned to fulfill the obligations of 


this work statement and for the purposes of this requirement, are not considered 


members of the public. 


 


H.6  Non Personal Services 


 


a. The services required under the contract constitute professional and 


management services, which are essential to the mission but not otherwise 


available within. 


 


b. The Government will neither supervise Contractor employees nor control 


the method by which the Contractor performs the required tasks. Under no 


circumstances shall the Government assign tasks to, or prepare work 


schedules for, individual Contractor employees. It shall be the 


responsibility of the Contractor to manage their employees and guard 


against any actions that have the nature of personal services, or give the 
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perception of personal services. If the Contractor feels that any actions 


constitute, or are perceived to constitute personal services, it shall be the 


Contractor’s further responsibility to notify the Contracting Officer 


immediately. 


 


c. These services shall not be used to perform work of a policy/decision 


making or management nature. All decisions relative to programs supported 


by the Contractor will be the sole responsibility of the Government. 


Support services will not be ordered to circumvent personnel ceilings, pay 


limitations, or competitive employment procedures. 


 


H.7  Qualifications of Contractor Support 


 


The Government may, at its sole discretion (via the Contracting Officer), direct 


the Contractor to remove any Contractor employee from DHS facilities for 


misconduct or security reasons. Removal does not relieve the Contractor of the 


responsibility to continue providing the services required under the contract. The 


Contracting Officer will provide the Contractor with a written explanation to 


support any request to remove an employee. 


 


H.8  Employee Identification 


a. Throughout the duration of the contract, the Contractor shall be in 


compliance with Executive Order 13526, Classified National Security 


Information, and Homeland Security PD 12, Policy for a Common 


Identification Standard for Federal Employees and Contractors. 


 


b. The Contractor shall coordinate with the COR to assure that any Contractor 


employee requiring routine access to the DHS offices and laboratories has 


appropriate Government- issued identification badges and building access 


cards before the employee enters on duty under this contract or any of its 


Task Orders. The Government-issued badges shall be worn in plain view, 


above the waist, at all times. 


 


c. Within five (5) business days of a Contractor employee’s termination, 


reassignment, or other cessation of need, the Contractor shall return the 


employee’s identification badge(s) and building pass(es) to the COR. 


 


d. The contractor shall return any unneeded, expired, or non-serviceable 


Government issued identification badges or building passes to the COR. If 


an identification badge or building pass is not available to be returned, a 


report must be submitted to the COR, referencing the badge or card 


number, name of individual to whom issued, and the last known location 


and disposition of the badge or card. 


 


e. Contractor employees visiting Government facilities shall wear an 
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identification badge that, at a minimum, displays the Contractor name, the 


employee’s photo, name, clearance-level and badge expiration date. Visiting 


contractor employees shall comply with all Government escort rules and 


requirements. All contractor employees shall identify themselves as 


Contractors when their status is not readily apparent and display all 


identification and visitor badges in plain view above the waist at all times. 


 


f. Contractor employees working on-site at Government facilities shall wear 


a Government issued identification badge. All contractor employees shall 


identify themselves as Contractors when their status is not readily apparent 


(in meetings, when answering Government telephones, in e-mail messages, 


etc.) and display the Government issued badge in plain view above the 


waist at all times. 


 


H.9  Employee Conduct 


 


The contractor shall be responsible for maintaining satisfactory standards of 


employee conduct, appearance, and behavior and shall be responsible for taking 


disciplinary action as may be necessary. 


 


a. Contractor’s employees shall comply with all applicable Government 


regulations, policies and procedures (e.g., fire, safety, security, sanitation, 


environmental protection, “off limits” areas) when visiting or working at 


Government facilities. The contractor shall ensure contractor employees 


present a professional appearance at all times and that their conduct shall 


not reflect discredit on the United States or the Department of Homeland 


Security. 


 


b. If through fault or negligence, the contractor, contractor employees, or 


authorized contractor agents destroy, lose, or damage any Government 


property, equipment, stock, or supplies during performance of this 


contract, the Contractor shall repair or replace that property or reimburse 


the Government for its full replacement cost. 


 


c. The contractor is responsible for maintaining clean and orderly assigned 


working spaces. Furniture that may be assigned to the space(s) shall 


remain in place and not be removed. All telephones are for conducting 


official Government business. 


 


 


H.10  Travel and Per Diem 


 


a.  Domestic and International travel will be required in connection with this 


Task Order. International locations may include the following location: Canada. 


All travel will require the advanced written approval of the COR. Travelers are 


required to submit a summary trip report to the COR within five working days 
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following the completion of travel. Travel shall be in accordance with the Federal 


Travel Regulation 


 


 b.  All travel will be reimbursed in accordance with the Federal Travel Regulation 


(FTR). However, unless approved by the COR, local travel will not be reimbursed 


within a 50-mile radius of the worksite. The worksite shall be considered the S&T 


office facility located at 1120 Vermont Avenue (VTA), Washington, DC or the 


location of the Contractor’s on-site Government personnel, whichever is within the 


50-mile radius. 


If it is determined by the COR that local travel is required from the Government 


facility at 1120 Vermont Ave NW, to other government facilities is required in 


order to fulfill the tasks as outlined in the Statement of Work, the contractor may 


submit an initial request for local travel to the COR. 


 


H.11  Protection of Information 


 


a. The Contractor agrees to adhere to the procedures governing DHS IT System 


as outlined in DHS IT Security Program Publication DHS MD 4300. 


Contractors who fail to comply with Department security policy are subject to 


having their access to DHS facilities and IT systems terminated. 


 


b. All Contractor employees using Department automated systems or processing 


Department sensitive data shall successfully complete periodic security 


awareness training provided by DHS. Contractor employees with access to 


classified information shall successfully complete specialized training provided 


by DHS. The level of training shall be commensurate with the individual's 


duties and responsibilities and is intended to promote a thorough and consistent 


understanding of the principles and concepts of IT security. Contractor 


employees shall not attach (physically  or  electronically)  any  unauthorized  


device  to  any  device  on  the   DHS-net.  The COR will provide each 


Contractor employee (having a demonstrated need), with an Iron Key USB 


flash drive. The Contractor shall return the Iron Key USB flash drive to the 


COR, when the Contractor employee’s need for it ceases to exist. 


 


c. Contractor access to proprietary information is required under this SOW. 


Contractor employees shall safeguard this information against unauthorized 


disclosure or dissemination in accordance with DHS MD 11042.1, 


Safeguarding Sensitive But Unclassified (For Official Use Only) Information. 


The Contractor shall ensure that all Contractor personnel having access to 


business or procurement sensitive information sign a non-disclosure agreement 


(DHS Form 11000-6). 


 


d. With regard to Section 508 compliance, this contract vehicle may require the 


purchase of electronic and information technology. Any electronic or 


information technology procured under this acquisition will be incidental to the 
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overall performance requirements. The Electronic and Information Technology 


Accessibility Standards are not applicable, per the exception § 1194.3 


(b) “This part does not apply to electronic and information technology that is 


acquired by a contractor incidental to a contract.” 


 


H.12  Protection of Privacy Act Information 


 


Contractor access to proprietary information is required under the SOW. 


Contractor employees shall safeguard this information against unauthorized 


disclosure or dissemination in accordance with DHS MD 11042.1, 


Safeguarding Sensitive But Unclassified (For Official Use Only) Information. 


The Contractor shall ensure that all Contractor personnel having access to 


business or procurement sensitive information sign a non-disclosure agreement 


(DHS Form 11000-6). See Attachment III. 


 


H.13  Proprietary Information (company-to-company agreements) 


 


The Contractor may be given access to third-parties’ proprietary information 


during the course of performing this SOW. In accordance with FAR 9.505-4(b), 


“[a] contractor that gains access to proprietary information of other companies in 


performing advisory and assistance services for the Government must agree with 


the other companies to protect their information from unauthorized use or 


disclosure for as long as it remains proprietary and refrain from using the 


information for any purpose other than that for which it was furnished. The 


contracting officer shall obtain copies of these agreements and ensure that they are 


properly executed.” While the contractor employee(s) may have a non-disclosure 


agreement (NDA) (DHS Form 11000-6) in place, it does not replace the separate 


FAR 9.505-4(b) requirement for a “company-to-company” agreement when the 


latter situation is present. Therefore, before gaining access to third-party 


information marked as proprietary or upon realizing of an attempt to be provided 


with such proprietary information, the contractor shall immediately alert the DHS 


Contracting Officer to obtain direction on whether a “company-to-company” 


agreement must be sought before proceeding further in reviewing or accessing the 


proprietary information. If the Contracting Officer indicates a “company-to- 


company agreement” is required, the contractor shall contract the third party in 


question and subsequently provide a copy of the finalized agreement to the 


Contracting Officer shortly following its execution. 


 


H.14  Public Release of Information 


 


Publicity releases and request for publication in connection with this contract 


shall not be made by the Contractor unless prior written approval has been 


received from the CO and cleared through appropriate DHS security review. 


 


H.15  Government Furnished Resources 
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When applicable DHS will provide information, materials, and forms unique to 


DHS to the vendor to support certain tasks under this SOW. These will be task 


specific and issued upon task commencement or as needed during task 


performance. 


 


The Contractor shall use Government furnished facilities, property, equipment 


and supplies only for the performance of work under this contract, and shall be 


responsible for returning all Government furnished facilities, property, and 


equipment in good working condition, subject to normal wear and tear. 


Government resources to be provided are as follows: 


 


 Office spaces, computers, telephone, equipment, and supplies 
deemed necessary by the Government to execute this work. 


 Hardware, software, database, and documentation support 


deemed necessary by the Government to execute this work. 


 


The Contractor shall use Government furnished information, data and documents 


only for the performance of work under this contract, and shall be responsible for 


returning all Government furnished information, data and documents to the 


Government at the end of the period of performance. The Contractor shall not 


release Government furnished information, data and documents to outside parties 


without the prior and explicit consent of the Contracting Officer. 


 


The Government will provide the Contractor with office space, workspace, 


general supplies, office equipment, and supplies necessary to perform work that 


that must be accomplished at the Government work site. The workspaces will 


be equipped with a computer connected to the DHS- net and a telephone. Only 


DHS approved computers are permitted to connect to the DHS networks. 


 


H.16  DHS-Furnished Facilities 


 


The Contractor shall use Government furnished facilities, property, equipment 


and supplies only for the performance of work under this contract, and shall be 


responsible for returning all Government furnished facilities, property, and 


equipment in good working condition, subject to normal wear and tear. 


 


The Contractor shall use Government furnished information, data and 


documents only for the performance of work under this contract, and shall be 


responsible for returning all Government furnished information, data and 


documents to the Government at the end of the period of performance. The 


Contractor shall not release Government furnished information, data and 


documents to outside parties without the prior and explicit consent of the 


Contracting Officer. 


 


H.17  Contractor Furnished Property 
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The Contractor shall furnish all facilities, materials, equipment and services 


necessary to fulfill the requirements of this contract, except for the Government 


Furnished Resources specified in Section H.18. 


 


H.18  Claims 


 


Notwithstanding the claim period Stated in FAR 52.233-1, Disputes, and 


pursuant to FAR 33.206, Initiation of a Claim, the contractor agrees to submit 


any claim related to this contract within 12 months after accrual. 


 


H.19  Past Performance Evaluation 


 


Past performance information is relevant for future TO source selection 


purposes, regarding a Contractor’s actions under previously awarded TOs 


under the same contract. It includes, but is not limited to, the Contractor’s 


record of conforming to contract requirements and to standards of good 


workmanship; the Contractor’s adherence to contract schedules, including the 


administrative aspects of performance; the Contractor’s history of reasonable 


and cooperative behavior and commitment to customer satisfaction; and 


generally, the Contractor’s business-like concern for the interests of the 


customer. 


 


In accordance with DHS FAR Class Deviation 11-03, applicable to 


instruments awarded after August 11, 2011, requires evaluations for all supply 


contracts and orders that exceed $500,000, and for all service contracts and 


orders that exceed $1,000,000, except as provided in (d) below. Evaluation 


thresholds for other types of contracts and orders established by FAR 42.15 


paragraphs (e) and (f) remain unchanged. For instruments awarded prior to 


August 11, 2011, evaluations are required for all contracts, including task and 


delivery orders, which exceed the simplified acquisition threshold, or  other 


thresholds  established by FAR  42.15  except  as  provided in (d) below. 


Notwithstanding that, however, Components shall prioritize assessments of 


contracts and orders that: 1) use high-risk vehicles, such as cost-


reimbursement, time-and-materials type, or award fee contracts, 2) are 


complex in nature, such as large software development and implementation 


contracts, or 3) involve high dollar values or major acquisitions, regardless of 


the contract type. Interim evaluations shall be performed on contracts and 


orders exceeding one year in duration (but see FAR 42.1502 (h)) to assist with 


improving the contractor’s marginal performance and identifying any major 


deficiencies. For Task Order or delivery order contracts and blanket purchase 


agreements awarded by DHS Offices or Components, contractor performance 


evaluations may be consolidated for orders that are (A) issued by the same 


office and (B) performed at the same location (e.g., performed at the same 


facility). 


 


The DHS Office of Procurement Operations uses Contractor Performance 
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Assessment Reporting System (CPARS), a web-enabled application to collects 


and manages the library of automated Contractor performance assessments. 


CPARS is for UNCLASSIFIED use only. Classified information is not to be 


entered into the CPARS system. An assessment evaluates a Contractor's 


performance, both positive and negative, and provides a record on a given 


Contractor during a specific period, under a specific contract or Task Order. 


Each assessment is based on objective facts and supported by program and 


contract management data, such as cost performance reports, customer 


comments, quality reviews, technical interchange meetings, financial solvency 


assessments, production management reviews, Contractor operations reviews, 


functional performance evaluations, and earned contract incentives. The 


CPARS automated information system contains management and technical 


controls to ensure that only authorized personnel have access to the data. 


CPARS is located https://www.cpars.csd.disa.mil. 


 


Contractors that are not familiar with CPARS are encouraged to attend the 


online Contractor Overview (two (2) hours). This training will give the 


Contractor an understanding of the Contractor Representative and Contractor 


Corporate Senior Management levels of access, the policies and regulations 


governing. The training is located at: 


http://www.cpars.csd.disa.mil/allapps/cpartrng/webtrain/webtrain_all.htm. 


 


Contractors shall provide a CPARS POC upon award of this Task Order to 


include name, phone number, and e-mail address. The contractor may provide a 


company e-mail account (i.e., xyzCPARS@xyz.com) so that past performance 


notifications can be sent to the designated e-mail address. 


 


H.20  Subcontractor Team 


 


If the Contractor proposes to use subcontractors, the request must include duly 


executed teaming agreements by the parties of the Contractor’s team. Letters 


of commitment are acceptable examples of teaming agreements and are 


considered teaming agreements for the purpose of responses to this 


solicitation. If submitted, letters of commitment shall include, at a minimum: 


(1) signatures of the principals and/or owners of the respective parties; 2) 


statements on the division of tasks, relationship of the parties, and 


responsibilities of parties; and 3) statements on the handling of disputes. 


Letters of commitment must state that they are valid and in effect for a period 


of not less than five (5) years. 


 


H.21  Key Personnel 


 


Key personnel are those contractor personnel considered essential to the 


performance of the Task Order. See SOW Section C, 4.0 “Key Personnel”. 


 


If the Government determines that certain personnel are “key” to successful 



https://www.cpars.csd.disa.mil/

http://www.cpars.csd.disa.mil/allapps/cpartrng/webtrain/webtrain_all.htm

mailto:xyzCPARS@xyz.com
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completion of a TO, they will be designated as "Key TO Personnel" in the TO 


in accordance with HSAR 3052.215-70. “Key To Personnel” is defined as 


follows: 


 


(a) Personnel identified in the Task Proposal as key individuals to be 


assigned for participation in the performance of the TO and who may, at 


the discretion of the Government, be interviewed to verify résumé 


representations; 


(b) Personnel whose résumés were submitted with the TO Proposal; or 


(c) Individuals who are designated as key personnel by 


agreement between the Government and the Contractor 


during TO negotiations. 


 


H.22  Procurement Integrity – Special Task Order Provisions 


 


All Contractor personnel, and subcontractors who will be personally and 


substantially involved in the performance of services issued under this Task 


Order which requires the Contractor to provide advice with respect to any 


phase of an agency procurement, as defined in FAR 3.104-4, shall execute and 


submit an “Employee/Contractor Non-Disclosure Agreement” Form (See 


Attachment III). This is required prior to the commencement of any work and 


whenever replacement personnel are proposed. 


 


A Non-Disclosure Agreement (NDA), DHS Form 11000-6, shall be signed by 


all Contractor employees assigned to perform services prior to any work 


commencing on the TO by those individuals. 


 


H.23  Prohibition on Contractor Support of Congressional Testimony, 


Responses, Reports; also, agency responses to the IG, GAO, or other 


Federal Audit Entities 


 


Contractor employees are prohibited from the drafting of Congressional 


testimony, responses to Congressional correspondence, or agency responses to 


audit reports from the Inspector General, the Government Accountability 


Office, or other Federal audit entity (in accordance with FAR 7.503(c)(20) and 


HSAM 3037.103(e)). 


 


H.24  Implementation of E.O. 13224- Executive Order on Terrorist Financing 


 


The Contractor is reminded that U.S. Executive Orders and U.S. law 


prohibits transactions with, and the provision of resources and support to, 


individuals and organizations associated with terrorism. It is the legal 


responsibility of the Contractor to ensure compliance with the United States 


Executive Orders and laws. 


 


H.25  Organizational Conflict of Interest Notice 
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(a)  The Contractor should be aware that they may be deemed ineligible to 


participate in this acquisition because of an organizational conflict of interest 


(OCI) (see FAR 9.5, Organizational and Consultant Conflicts of Interest). The 


Contractor should carefully examine and comply with HSAR 3052.209-72, 


Organizational Conflict of Interest, found in Section I of this solicitation. A 


Contractor’s eligibility or ineligibility to participate in the current acquisition 


is determined by the contracting officer. 


 


(b)  The Contractor should be aware that the type of work required by this 


acquisition may give rise to an OCI that may restrict the Contractor’s ability 


to compete for follow-on work. These types of OCI do not generally lend 


themselves to successful mitigation (see FAR 9.5, Organizational and 


Consultant Conflicts of Interest). The Contractor should carefully examine 


and comply with HSAR 3052.209-73, Limitation of Future Contracting, 


found in Section I of this solicitation. A Contractor’s eligibility or ineligibility 


to participate in a future acquisition is determined by the contracting officer. 


H.26  Incremental Funding Fixed Price and/or Labor Hours and 


Time and Material Contracts During a Continuing Resolution (CR) 


In the event that the Government is operation under a CR, the following procedures will 


apply: 


(a)  Contract line item(s) listed below are incrementally funded or fully funded 


as shown in the below table. For these item(s), the sum of $ * of the total price 


is presently available for payment and allotted to this contract. This funding 


table will be updated in each contract action that provides additional funds, if 


any. 


 


CLIN CLIN Price Currently Allotted 


Funding 


Funds Required for 


Complete Funding 


    


    


    


    


 


(b)  For item(s) identified in paragraph (a) as not fully funded, the Contractor 


agrees to perform up to the point at which the total amount payable by the 
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Government, including reimbursement of authorized termination costs in the 


event of termination of those item(s) for the Government’s convenience, does not 


exceed the total amount currently allotted to the items not fully funded under the 


contract. The Contractor is not authorized to continue work on those item(s) 


beyond that point. The total amount payable by the Government in the event of 


such termination of those contract line item(s) identified in paragraph (a) above 


includes costs, profit, and estimated/negotiated termination settlement costs for 


those item(s). The Government will not be obligated in any event to reimburse the 


Contractor in excess of the amount allotted to the line items of the contract 


regardless of anything to the contrary in any other clause, such as the clause 


entitled “Termination for Convenience of the Government” or paragraph (l) 


entitled “Termination for the Government’s Convenience” of the clause at FAR 


52.212-4, “Commercial Terms and Conditions-Commercial Items.” 


(c)  Notwithstanding paragraph (i) of this requirement, the Contractor will notify 


the Contracting Officer in writing at least    thirty  (or insert ninety or sixty) 


days prior to the date when, in the Contractor’s best judgment, the work will 


reach the point at which the total amount payable by the Government, including 


any cost for termination for convenience, will approximate 85 percent of the total 


amount then allotted to the contract for performance of the applicable item(s). 


The notification will state (1) the estimated date when that point will be reached 


and (2) an estimate of additional funding, if any, needed to continue performance. 


The notification will also advise the Contracting Officer of the estimated amount 


of additional funds that will be required for the timely performance of the item(s) 


funded pursuant to this contract. If after such notification additional funds are not 


allotted by the date identified in the Contractor’s notification, or by an agreed 


substitute date, the Contracting Officer will terminate any item(s) for which 


additional funds have not been allotted, pursuant to the clause of this contract 


authorizing termination for the convenience of the government, such as the clause 


entitled “Termination for Convenience of the Government” or paragraph (l) 


entitled “Termination for the Government’s Convenience” of the clause at FAR 


52.212-4, “Commercial Terms and Conditions-Commercial Items.” 


(d)  When additional funds are allotted for continued performance of the contract 


line item(s) identified in paragraph (a), the parties will agree as to the period of 


contract performance that will be covered by the funds. The provisions of 


paragraphs (b) through (d) will apply in like manner to the additional allotted 


funds and agreed substitute date, and the contract will be modified accordingly. 


(e)  The Government may at any time prior to termination, allot additional funds 


for the performance of the contract line item(s) identified in paragraph (a). 
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(f)  The termination provisions of paragraphs (a) through (i) do not limit the 


rights of the Government under the clause entitled “Default” or “Termination 


for Cause.” The provisions of this clause are limited to the work and allotment 


of funds for the contract line item(s) set forth in paragraph (a). This clause no 


longer applies once the contract is fully funded. 


(g)  Nothing in this clause affects the right of the Government to terminate this 


contract pursuant to the clause of this contract entitled “Termination for 


Convenience of the Government” or paragraph (l) entitled “Termination for the 


Government’s Convenience” of the clause at FAR 52.212-4, “Commercial 


Terms and Conditions-Commercial Items.” 


(h)  Nothing in this clause shall be construed as authorization of 


voluntary services whose acceptance is otherwise prohibited under 31 


U.S.C. 1342. 


(i)  The parties contemplate that the Government will allot funds to this 


contract from time to time as the need arises and as funds become available. 


There is no fixed schedule for providing additional funds. 


* To be inserted after negotiation. 


 


H.27  Special Acquisition Requirements (FAR 37.114(c)) 


 


All contractor personnel attending meetings, answering Government telephones, 


and working in other situations where their contractor status is not obvious to 


third parties are required to identify themselves as such to avoid creating an 


impression in the minds of members of the public or Congress that they are 


Government officials, unless, in the judgment of the agency, no harm can come 


from failing to identify themselves. They must also ensure that all documents or 


reports produced by contractors are suitably marked as contractor products or 


that contractor participation is appropriately disclosed. 


 


(End of Section H) 
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SECTION I - CONTRACT CLAUSES 


 


The Contracting Officer may include additional contract clauses in the Task 


Order, other than those enumerated in section I, such as (1) additional “required 


when applicable” FAR clauses, (2) activity or Component clauses, (3) 


unmentioned FAR alternate clauses, and (4) Task Order specifically tailored 


clauses. 


 


I.1 FAR 52.252-2-Clauses Incorporated By Reference (Feb. 1998) 


 


The Contractor’s GSA Schedule 70 Contract clauses are incorporated into this Task 


Order. This Task Order also incorporates one or more clauses by reference, with 


the same force and effect as if they were given in full text. Upon request, the 


Contracting Officer will make their full text available. Also, the full text of a 


FAR clause or DHS specific clause  


may be accessed electronically at this address:  http://farsite.hill.af.mil/  


 


Table I-1:  FAR Clause 


Clause Title Date 


52.202-1 Definitions Nov 2013 


52.203-3 Gratuities Apr 1984 


52.203-5 Covenant against Contingent Fees May 2014 


52.203-7 Anti-Kickback Procedures May 2014 


52.203-8 Cancellation, Rescission and Recovery of Funds for 
Illegal or Improper Activity 


 
May 2014 


52.203-17 Contractor Employee Whistleblower Rights and 
Requirement To Inform Employees of Whistleblower 
Rights 


 Apr 2014 


52.204-4 Printed or Copied Double Sided on Recycled Paper May 2011 


52.204-9 Personal Identity Verification of Contractor 
Personnel 


Jan 2011 


52.204-13 System for Award Management Maintenance Oct 2018 


52.204-14 Service Contract Reporting Requirements Oct 2016 


52.209-10 Prohibition on Contracting with Inverted Domestic 
Corporations  


Nov 2015 


52.212-4 with 
Alt. 1 


Contract Terms and Conditions – Commercial Items 
Alternate I 


Oct 2018; 
Jan 2017 


52.215-2 Audit and Records – Negotiation Oct 2010 


52.216-7 Allowable Cost and Payment Aug 2018 


52.222-54 Employment Eligibility Verification  Oct 2015 


52.224-2 Privacy Act April 1984 


52.227-14 Rights in Data-General May 2014 


52.227-16 Additional Data Requirements  Jun 1987 


52.228-5 Insurance—Work on a Government Installation Jan 1997 



http://farsite.hill.af.mil/
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 Award Management Oct 2018 


52.233-4 Applicable Law for Breach of Contract Claim Oct 2004 


52.242-3 Penalties for Unallowable Costs May 2014 


52.244-6 Subcontracts for Commercial Items Jan 2019 


52.245-1 Government Property Jan 2017 


52.246-25 Limitation of Liability-Services Feb 1997 


52.253-1 Computer Generated Forms Jan 1991 


 


 


I.2 FAR 52.209-9 Updates of Publicly Available Information Regarding 


Responsibility Matters (Oct 2018) 


 


(a) The Contractor shall update the information in the Federal Awardee 


Performance and Integrity Information System (FAPIIS) on a semi-


annual basis, throughout the life of the contract, by posting the required 


information in the System for Award Management database via 


https://www.acquisition.gov. 


 


(b) As required by section 3010 of the Supplemental Appropriations Act, 


2010 (Pub. L. 111-212), all information posted in FAPIIS on or after 


April 15, 2011, except past performance reviews, will be publicly 


available. FAPIIS consist of two segments— 


 


(1) The non-public segment, into which Government 


officials and the Contractor post information, which can 


only be viewed by— 


 


(i) Government personnel and authorized users 


performing business on behalf of the Government; or 


 


(ii) The Contractor, when viewing data on itself; and 


 


(2) The publicly-available segment, to which all data in the non-


public segment of FAPIIS is automatically transferred after a 


waiting period of 14 calendar days, except for-- 


52.230-2 Cost Accounting Standards Oct 2015 


52.230-3 Disclosure and Consistency of Cost Accounting 
Standards 


 
Oct 2015 


52.230-6 Administration of Cost Accounting Standards Jun 2010 


52.232-7 Payments under Time and Materials and Labor Hour 
Contracts 


Aug 2012 


52.232-17 Interest May 2014 


52.232-25 Prompt Payment Jan 2017 


52.232-33 Payment by Electronic Funds Transfer System for  



https://www.acquisition.gov/
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(i) Past performance reviews required by subpart 42.15; 


 


(ii) Information that was entered prior to April 15, 2011; or 


 


(iii) Information that is withdrawn during the 14-


calendar-day waiting period by the Government official 


who posted it in accordance with paragraph (c) (1) of this 


clause. 


 


(c) The Contractor will receive notification when the Government 


posts new information to the Contractor’s record. 


 


(1) If the Contractor asserts in writing within 7 calendar days, to 


the Government official who posted the information, that some of 


the information posted to the non-public segment of FAPIIS is 


covered by a disclosure exemption under the Freedom of 


Information Act, the Government official who posted the 


information must remove the posting from FAPIIS within seven 


(7) calendar days and resolve the issue in accordance with agency 


Freedom of Information procedures, prior to reposting the 


releasable information. The contractor must cite 52.209-9 and 


request removal within 7 calendar days of the posting to FAPIIS. 


 


(2) The Contractor will also have an opportunity to post 


comments regarding information that has been posted by the 


Government. The comments will be retained as long as the 


associated information is retained, i.e., for a total period of 6 


years. Contractor comments will remain a part of the record 


unless the Contractor revises them. 


 


(3) As required by section 3010 of Pub. L. 111-212, all 


information posted in FAPIIS on or after April 15, 2011, except 


past performance reviews, will be publicly available. 


 


(d) Public requests for system information posted prior to April 15, 


2011, will be handled under Freedom of Information Act procedures, 


including, where appropriate, procedures promulgated under E.O. 


12600. 


 


(End of clause) 


 


I.3 FAR 52.212-5 Contract Terms and Conditions Required to Implement 


Statutes or Executive Orders - Commercial Items (JAN 2019) 


 


(a) The Contractor shall comply with the following Federal Acquisition Regulation 
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(FAR) clauses, which are incorporated in this contract by reference, to 


implement provisions of law or Executive orders applicable to acquisitions of 


commercial items: 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) (section 


743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 


2015 (Pub. L. 113-235) and its 


successor provisions in subsequent appropriations acts (and as extended in continuing 


resolutions)). 


(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or 


Provided by Kaspersky 


Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-91). 


(3) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015). 


(4) 52.233-3, Protest After Award (Aug 1996) (31U.S.C.3553). 


(5) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-77 


and 108-78 (19 U.S.C. 


3805 note)). 


(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting 


Officer has indicated as 


being incorporated in this contract by reference to implement provisions of law or Executive 


orders applicable to acquisitions 


of commercial items: 


[Contracting Officer check as appropriate.] 


_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with 


Alternate I (Oct 1995) (41 


U.S.C.4704 and 10 U.S.C.2402). 


_X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 


3509)). 


__ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment 


Act of 2009 (June 2010) 


(Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and 


Reinvestment Act of 2009.) 


__ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Oct 


2018) (Pub. L. 109-282) 


(31 U.S.C. 6101 note). 


__ (5) [Reserved]. 


_X_ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 


section 743 of Div. C). 


__ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts 


(Oct 2016) (Pub. L. 


111-117, section 743 of Div. C). 


__ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with Contractors 


Debarred, Suspended, or 


Proposed for Debarment. (Oct 2015) (31 U.S.C. 6101 note). 


_X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters 


(Oct 2018) (41 U.S.C. 
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2313). 


__ (10) [Reserved]. 


__ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 


U.S.C.657a). 


__ (ii) Alternate I (Nov 2011) of 52.219-3. 


__ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 


Concerns (Oct 2014) (if the 


offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a). 


__ (ii) Alternate I (Jan 2011) of 52.219-4. 


__ (13) [Reserved] 


_X_ (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2011) (15 U.S.C.644). 


__ (ii) Alternate I (Nov 2011). 


__ (iii) Alternate II (Nov 2011). 


__ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 


__ (ii) Alternate I (Oct 1995) of 52.219-7. 


__ (iii) Alternate II (Mar 2004) of 52.219-7. 


__ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and 


(3)). 


__ (17) (i) 52.219-9, Small Business Subcontracting Plan (Aug2018) (15 U.S.C. 637(d)(4)) 


__ (ii) Alternate I (Jan 2017) of 52.219-9. 


__ (iii) Alternate II (Nov 2016) of 52.219-9. 


__ (iv) Alternate III (Nov 2016) of 52.219-9. 


__ (v) Alternate IV (Aug 2018) of 52.219-9 


__ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 


__ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C.637(a)(14)). 


__ (20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 


637(d)(4)(F)(i)). 


__ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 


2011) (15 U.S.C. 657f). 


__ (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 U.S.C. 


632(a)(2)). 


__ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 


Disadvantaged Women-Owned 


Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)). 


__ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 


Business Concerns 


Eligible Under the Women-Owned Small Business Program (Dec2015) (15 U.S.C. 637(m)). 


_X_ (25) 52.222-3, Convict Labor (June 2003) (E.O.11755). 


_X_ (26) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Jan 2018) 


(E.O.13126). 


_X_ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


_X_ (28) (i) 52.222-26, Equal Opportunity (Sept 2016) (E.O.11246). 


_X_ (ii) Alternate I (Feb 1999) of 52.222-26. 


_X_ (29) (i) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


__ (i) Alternate I (July 2014) of 52.222-35. 
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_X_ (30) (i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 


U.S.C.793). 


__ (ii) Alternate I (July 2014) of 52.222-36. 


_X_ (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


_X_ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 


(Dec 2010) (E.O. 13496). 


_X_ (33) (i) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and 


E.O. 13627). 


__ (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 


__ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). 


(Not applicable to 


the acquisition of commercially available off-the-shelf items or certain other types of 


commercial items as prescribed in 


22.1803.) 


__ (35) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–


Designated Items (May 2008) 


(42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-


the-shelf items.) 


__ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the 


acquisition of 


commercially available off-the-shelf items.) 


__ (36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 


Hydrofluorocarbons (Jun 2016) 


(E.O. 13693). 


__ (37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and 


Air Conditioners 


(Jun2016) (E.O. 13693). 


__ (38) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) 


(E.O.s 13423 and 13514). 


__ (ii) Alternate I (Oct 2015) of 52.223-13. 


__ (39) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 13423 


and 13514). 


__ (ii) Alternate I (Jun2014) of 52.223-14. 


__ (40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 


8259b). 


__ (41) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (Oct 


2015) (E.O.s 13423 and 


13514). 


__ (ii) Alternate I (Jun 2014) of 52.223-16. 


_X_ (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving 


(Aug 2011) (E.O. 13513). 


__ (43) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 


__ (44) 52.223-21, Foams (Jun2016) (E.O. 13693). 


__ (45) (i) 52.224-3 Privacy Training (Jan2017) (5 U.S.C. 552 a). 


__ (ii) Alternate I (Jan 2017) of 52.224-3. 


__ (46) 52.225-1, Buy American-Supplies (May 2014) (41 U.S.C.chapter 83). 
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__ (47) (i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (May 2014) (41 


U.S.C. chapter 83, 


19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 


103-182, 108-77, 108-78, 


108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43. 


__ (ii) Alternate I (May 2014) of 52.225-3. 


__ (iii) Alternate II (May 2014) of 52.225-3. 


__ (iv) Alternate III (May 2014) of 52.225-3. 


__ (48) 52.225-5, Trade Agreements (Aug 2016) (19 U.S.C.2501, et seq., 19 U.S.C. 3301 note). 


_X_ (49) 52.225-13, Restrictions on Certain Foreign Purchases (June 2008) (E.O.’s, 


proclamations, and statutes 


administered by the Office of Foreign Assets Control of the Department of the Treasury). 


__ (50) 52.225-26, Contractors Performing Private Security Functions Outside the United States 


(Oct 2016) (Section 


862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 


2302 Note). 


__ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov2007) (42 U.S.C. 


5150). 


__ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 


(Nov2007) (42 U.S.C. 5150). 


__ (53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 


U.S.C.4505, 10 


U.S.C.2307(f)). 


__ (54) 52.232-30, Installment Payments for Commercial Items (Jan2017) (41 U.S.C.4505, 10 


U.S.C.2307(f)). 


_X_ (55) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management 


(Oct2018) (31 U.S.C. 


3332). 


__ (56) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award 


Management (Jul 2013) (31 


U.S.C.3332). 


__ (57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C.3332). 


__ (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 


__ (59) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 


637(d)(12)). 


__ (60) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 


2006) (46 


U.S.C.Appx.1241(b) and 10 U.S.C. 2631). 


__ (ii) Alternate I (Apr 2003) of 52.247-64. 


__ (iii) Alternate II (Feb 2006) of 52.247-64. 


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 


commercial services, that the 


Contracting Officer has indicated as being incorporated in this contract by reference to 


implement provisions of law or 


Executive orders applicable to acquisitions of commercial items: 


[Contracting Officer check as appropriate.] 
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__ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014)(E.O. 13495). 


__ (2) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 67). 


__ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 


and 41 U.S.C. chapter 


67). 


_X_ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 


Adjustment (Multiple Year and Option Contracts) (Aug 2014) (29 U.S.C. 206 and 41 U.S.C. 


chapter 67). 


__ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price 


Adjustment (May 2014) (29 


U.S.C.206 and 41 U.S.C.chapter 67). 


__ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Maintenance, 


Calibration, or Repair of Certain Equipment-Requirements (May 2014) (41 U.S.C.chapter 67). 


__ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain 


Services-Requirements (May 2014) (41 U.S.C.chapter 67). 


__ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


__ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706). 


__ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 


U.S.C. 1792). 


(d) Comptroller General Examination of Record. The Contractor shall comply with the 


provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 


excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, 


Audit and Records-Negotiation. 


(1) The Comptroller General of the United States, or an authorized representative of the 


Comptroller General, shall have access to and right to examine any of the Contractor’s directly 


pertinent records involving transactions related to this contract. 


(2) The Contractor shall make available at its offices at all reasonable times the records, 


materials, and other evidence for examination, audit, or reproduction, until 3 years after final 


payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 


Records Retention, of the other clauses of this contract. If this contract is completely or partially 


terminated, the records relating to the work terminated shall be made available for 3 years after 


any resulting final termination settlement. Records relating to appeals under the disputes clause 


or to litigation or the settlement of claims arising under or relating to this contract shall be made 


available until such appeals, litigation, or claims are finally resolved. 


(3) As used in this clause, records include books, documents, accounting procedures and 


practices, and other data, regardless of type and regardless of form. This does not require the 


Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 


course of business or pursuant to a provision of law. 


(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this 


clause, the Contractor is not required to flow down any FAR clause, other than those in this 


paragraph (e)(1) in a subcontract for commercial items. 


Unless otherwise indicated below, the extent of the flow down shall be as required by the 


clause- 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 
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(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 


Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 


subsequent appropriations acts (and as extended in continuing resolutions)). 


(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or 


Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 


115-91). 


(iv) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C.637(d)(2) and (3)), 


in all subcontracts that offer further subcontracting opportunities. If the subcontract (except 


subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction of any 


public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer 


subcontracting opportunities. 


(v) 52.222-17, Nondisplacement of Qualified Workers (May2014) (E.O. 13495). Flow down 


required in accordance with paragraph (l) of FAR clause 52.222-17. 


(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


(vii) 52.222-26, Equal Opportunity (Sept 2015) (E.O.11246). 


(viii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C.4212). 


(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C.793). 


(x) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C.4212) 


(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 


2010) (E.O. 13496).  Flow down required in accordance with paragraph (f) of FAR clause 


52.222-40. 


(xii) 52.222-41, Service Contract Labor Standards (Aug 2014) (41 U.S.C. chapter 67). 


(xiii) (A) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and 


E.O 13627). 


(B) Alternate I (Mar2015) of 52.222-50(22 U.S.C. chapter 78 and E.O 13627). 


(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for 


Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May2014) (41 


U.S.C.chapter 67). 


(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain Services-Requirements (May 2014) (41 U.S.C.chapter 67). 


(xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E.O. 12989). 


(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


(xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706). 


(xix) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


(B) Alternate I (Jan 2017) of 52.224-3. 


(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United States 


(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal 


Year 2008; 10 U.S.C. 2302 Note). 


(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 


U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6. 


(xxii) 52.247-64, Preferencefor Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 


U.S.C. 


Appx.1241(b) and 10 U.S.C.2631). Flow down required in accordance with paragraph (d) of 


FAR clause 52.247-64. 
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(2) While not required, the Contractor may include in its subcontracts for commercial items a 


minimal number of additional clauses necessary to satisfy its contractual obligations. 


 


 (End of clause) 


 


 


I.4 FAR 52.215-19 Notification of Ownership Changes (Oct 1997) 


 


(a) The Contractor shall make the following notifications in writing: 


 


(1) When the Contractor becomes aware that a change in its 


ownership has occurred, or is certain to occur, that could result in 


changes in the valuation of its capitalized assets in the accounting 


records, the Contractor shall notify the Administrative Contracting 


Officer within 30 days. 


(2) The Contractor shall also notify the ACO within 30 days 


whenever changes to asset valuations or any other cost 


changes have occurred or are certain to occur because of a 


change in ownership. 


 


(b) The Contractor shall-- 


 


(1) Maintain current, accurate, and complete inventory records of assets and their 


costs; 


 


(2) Provide the ACO or designated representative ready access to the records upon 


request; 


 


(3) Ensure that all individual and grouped assets, their capitalized 


values, accumulated depreciation or amortization and remaining 


useful lives are identified accurately before and after each of the 


Contractor’s ownership changes; and 


 


(4) Retain and continue to maintain depreciation and amortization 


schedules based on the asset records maintained before each 


Contractor ownership change. 


 


(c) The Contractor shall include the substance of this clause in all 


subcontracts under this contract that meet the applicability 


requirement of FAR 15.408(k). 


 


(End of clause) 


 


 


I.5 FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000) 
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(a) The Government may extend the term of this contract by written notice to 


the Contractor within 30 Days provided that the Government gives the 


Contractor a preliminary written notice of its intent to extend at least 60 


days before the contract expires. The preliminary notice does not commit 


the Government to an extension. 


 


(b) If the Government exercises this option, the extended contract shall be 


considered to include this option clause. 


 


(c) The total duration of this contract, including the exercise of any options   


under this clause, shall not exceed five (5) years. 


(End of clause) 


 


HSAR Clauses Incorporated By Full Text 


 


The following Homeland Security Acquisition Regulation (HSAR) clauses are 


provided in full text. All HSAR clauses shall flow down to all subcontractors as 


applicable: 


 


I.6 HSAR 3052.204-71 Contractor Employee Access (Sep 2012) with 


Alternate I (Sep 2012) and Alternate II (Jun 2006) 


 


(a) Sensitive Information, as used in this clause, means any information, which if 


lost, misused, disclosed, or, without authorization is accessed, or modified 


could adversely affect the national or homeland security interest, the conduct of 


Federal programs, or the privacy to which individuals are entitled under section 


552a of title 5, United States Code (the Privacy Act), but which has not been 


specifically authorized under criteria established by an Executive Order or an 


Act of Congress to be kept secret in the interest of national defense, homeland 


security or foreign policy. This definition includes the following categories of 


information: 


 


(1) Protected Critical Infrastructure Information (PCII) as set out in the 


Critical Infrastructure Information Act of 2002 (Title II, Subtitle B, of the 


Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the 


implementing regulations thereto (Title 6, Code of Federal Regulations, Part 


29) as amended, the applicable PCII Procedures Manual, as amended, and any 


supplementary guidance officially communicated by an authorized official of 


the Department of Homeland Security (including the PCII Program Manager 


or his/her designee); 


 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of 


Federal Regulations, Part 1520, as amended, “Policies and Procedures of 


Safeguarding and Control of SSI,” as amended, and any supplementary 


guidance officially communicated by an authorized official of the Department 
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of Homeland Security (including the Assistant Secretary for the 


Transportation Security Administration or his/her designee); 


 


(3)Information designated as “For Official Use Only,” which is unclassified 


information of a sensitive nature and the unauthorized disclosure of which 


could adversely impact a person’s privacy or welfare, the conduct of Federal 


programs, or other programs or operations essential to the national or 


homeland security interest; and 


 


(4)Any information that is designated “sensitive” or subject to other controls, 


safeguards or protections in accordance with subsequently adopted homeland 


security information handling procedures. 


 


(b)“Information Technology Resources” include, but are not limited to, 


computer equipment, networking equipment, telecommunications equipment, 


cabling, network drives, computer drives, network software, computer 


software, software programs, intranet sites, and internet sites. 


 


(c)Contractor employees working on this contract must complete such forms as 


may be necessary for security or other reasons, including the conduct of 


background investigations to determine suitability. Completed forms shall be 


submitted as directed by the Contracting Officer. Upon the Contracting 


Officer's request, the Contractor's employees shall be fingerprinted, or subject 


to other investigations as required. All Contractor employees requiring 


recurring access to Government facilities or access to sensitive information or 


IT resources are required to have a favorably adjudicated background 


investigation prior to commencing work on this contract unless this 


requirement is waived under Departmental procedures. 


 


(d)The Contracting Officer may require the Contractor to prohibit individuals 


from working on the contract if the Government deems their initial or 


continued employment contrary to the public interest for any reason, including, 


but not limited to, carelessness, insubordination, incompetence, or security 


concerns. 


 


(e)Work under this contract may involve access to sensitive information. 


Therefore, the Contractor shall not disclose, orally or in writing, any sensitive 


information to any person unless authorized in writing by the Contracting 


Officer. For those Contractor employees authorized access to sensitive 


information, the Contractor shall ensure that these persons receive training 


concerning the protection and disclosure of sensitive information both during 


and after contract performance. 


 







RFQ: 70RSAT19Q00000041   


53 | P a g e  


 


(f)The Contractor shall include the substance of this clause in all subcontracts 


at any tier where the subcontractor may have access to Government facilities, 


sensitive information, or resources. 


 


(End of clause) 


 


Alternate I (September 2012) 


 


(g)  Before receiving access to IT resources under this contract the individual 


must receive a security briefing, which the Contracting Officer’s Technical 


Representative (COTR) will arrange, and complete any nondisclosure 


agreement furnished by DHS. 


 


(h) The Contractor shall have access only to those areas of DHS information 


technology resources explicitly stated in this contract or approved by the COTR 


in writing as necessary for performance of the work under this contract. Any 


attempts by Contractor personnel to gain access to any information technology 


resources not expressly authorized by the statement of work, other terms and 


conditions in this contract, or as approved in writing by the COTR, is strictly 


prohibited. In the event of violation of this provision, DHS will take 


appropriate actions with regard to the contract and the individual(s) involved. 


 


(i) Contractor access to DHS networks from a remote location is a temporary 


privilege for mutual convenience while the Contractor performs business for 


the DHS Component. It is not a right, a guarantee of access, a condition of the 


contract, or Government Furnished Equipment (GFE). 


 


(j) Contractor access will be terminated for unauthorized use. The Contractor 


agrees to hold and save DHS harmless from any unauthorized use and agrees 


not to request additional time or money under the contract for any delays 


resulting from unauthorized use or access. 


 


(k) Non-U.S. citizens shall not be authorized to access or assist in the 


development, operation, management or maintenance of Department IT 


systems under the contract, unless a waiver has been granted by the Head of 


the Component or designee, with the concurrence of both the Department’s 


Chief Security Officer (CSO) and the Chief Information Officer (CIO) or 


their designees. Within DHS Headquarters, the waiver may be granted only 


with the approval of both the CSO and the CIO or their designees. In order 


for a waiver to be granted: 


(1) There must be a compelling reason for using this individual as opposed to a U. S. 
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citizen; and 


(2) The waiver must be in the best interest of the Government. 


(l)  Contractors shall identify in their proposals the names and citizenship of 


all non-U.S. citizens proposed to work under the contract. Any additions or 


deletions of non-U.S. citizens after contract award shall also be reported to the 


Contracting Officer. 


(End of clause) 


 


Alternate II (June 2006) 


 


(g) Each individual employed under the contract shall be a citizen of the 


United States of America, or an alien who has been lawfully admitted for 


permanent residence as evidenced by a Permanent Resident Card (USCIS 


I-551). Any exceptions must be approved by the Department’s Chief 


Security Officer or designee. 


 


(h) Contractors shall identify in their proposals, the names and citizenship of 


all non-U.S. citizens proposed to work under the contract. Any additions 


or deletions of non-U.S. citizens after contract award shall also be 


reported to the contracting officer. 


 


(End of clause) 


 


I.7 HSAR 3052.205-70 Advertisements, Publicizing Awards and Releases (Sep 2012) 


 


The Contractor shall not refer to this contract in commercial advertising or 


similar promotions in such a manner as to state or imply that the product or 


service provided is endorsed or preferred by the Federal Government or is 


considered by the Government to be superior to other products or services. 


 


(End of clause) 


 


I.8 HSAR 3052.209-70 Prohibition on Contracts with Corporate Expatriates (Jun. 


2006) 


 


(a) Prohibitions. Section 835 of the Homeland Security Act, 6 U.S.C. 


395, prohibits the Department of Homeland Security from entering into 


any contract with a foreign incorporated entity which is treated as an 


inverted domestic corporation as defined in this clause, or with any 


subsidiary of such an entity. The Secretary shall waive the prohibition 


with respect to any specific contract if the Secretary determines that the 


waiver is required in the interest of national security. 


(b)Definitions. As used in this clause: 



http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&amp;vr=2.0&amp;DB=1000546&amp;DocName=6USCAS395&amp;FindType=L
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Expanded Affiliated GrONL means an affiliated grONL as defined in section 1504(a) 


of the Internal Revenue Code of 1986 (without regard to section 1504(b) of such Code), 


except that section 1504 of such Code shall be applied by substituting ‘more than 50 


percent’ for ‘at least 80 percent’ each place it appears. 


Foreign Incorporated Entity means any entity which is, or but for 


subsection (b) of section 835 of the Homeland Security Act, 6 U.S.C. 395, 


would be, treated as a foreign corporation for purposes of the Internal 


Revenue Code of 1986. 


Inverted Domestic Corporation. A foreign incorporated entity shall be 


treated as an inverted domestic corporation if, pursuant to a plan (or a 


series of related transactions)-- 


(1) The entity completes the direct or indirect acquisition of 


substantially all of the properties held directly or indirectly by a domestic 


corporation or substantially all of the properties constituting a trade or 


business of a domestic partnership; 


(2) After the acquisition at least 80 percent of the stock (by vote or value) of the 


entity is held-- 


(i)  In the case of an acquisition with respect to a domestic corporation, 


by former shareholders of the domestic corporation by reason of holding 


stock in the domestic corporation; or 


(ii)  In the case of an acquisition with respect to a domestic partnership, 


by former partners of the domestic partnership by reason of holding a 


capital or profits interest in the domestic partnership; and 


 (3)The expanded affiliated grONL which after the acquisition includes 


the entity does not have substantial business activities in the foreign 


country in which or under the law of which the entity is created or 


organized when compared to the total business activities of such expanded 


affiliated grONL. Person, domestic, and foreign have the meanings given 


such terms by paragraphs (1), (4), and (5) of section 7701(a) of the 


Internal Revenue Code of 1986, respectively. 


(c) Special rules. The following definitions and special rules shall apply 


when determining whether a foreign incorporated entity should be treated 


as an inverted domestic corporation. 


(1) Certain stock disregarded. For the purpose of treating a foreign 


incorporated entity as an inverted domestic corporation these shall not be 


taken into account in determining ownership: 


(i)stock held by members of the expanded affiliated grONL which 


includes the foreign incorporated entity; or 


(ii) Stock of such entity which is sold in a public offering related to an 


acquisition described in section 835(b)(1) of the Homeland Security Act, 


6 U.S.C. 395(b)(1). 
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(1) Plan deemed in certain cases. If a foreign incorporated entity 


acquires directly or indirectly substantially all of the properties of a 


domestic corporation or partnership during the 4-year period beginning on 


the date which is 2 years before the ownership requirements of subsection 


(b)(2) are met, such actions shall be treated as pursuant to a plan. 


(2) Certain transfers disregarded. The transfer of properties or liabilities 


(including by contribution or distribution) shall be disregarded if such 


transfers are part of a plan a principal purpose of which is to avoid the 


purposes of this section. 


(d) Special rule for related partnerships. For purposes of applying section 


835(b) of the Homeland Security Act, 6 U.S.C. 395(b) to the acquisition 


of a domestic partnership, except as provided in regulations, all domestic 


partnerships which are under common control (within the meaning of 


section 482 of the Internal Revenue Code of 1986) shall be treated as a 


partnership. 


(e)Treatment of Certain Rights. 


(1) Certain rights shall be treated as stocks to the extent necessary to 


reflect the present value of all equitable interests incident to the 


transaction, as follows: 


(i) Warrants; 


(ii) Options; 


(iii) Contracts to acquire stock; 


(iv) Convertible debt instruments; 


(v) Others similar interests. 


(2) Rights labeled as stocks shall not be treated as stocks whenever it is 


deemed appropriate to do so to reflect the present value of the transaction 


or to disregard transactions whose recognition would defeat the purpose 


of section 835. 


(f) Disclosure. The contractor represents that [Check one]: 


       it is not a foreign incorporated entity that should be treated as an 


inverted domestic corporation pursuant to the criteria of (HSAR) 48 


CFR 3009.104-70 through 3009.104-73; 


       it is a foreign incorporated entity that should be treated as an 


inverted domestic corporation pursuant to the criteria of (HSAR) 48 


CFR 3009.104-70 through 3009.104-73, but it has submitted a request 


for waiver pursuant to 3009.104-74, which has not been denied; or 


       it is a foreign incorporated entity that should be treated as an inverted domestic 


corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 


3009.104-73, but it plans to submit a request for waiver pursuant to 3009.104-74. 


 


(g) A copy of the approved waiver, if a waiver has already been granted, 


or the waiver request, if a waiver has been applied for, shall be attached to 


the bid or proposal. 
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(End of clause) 


 


I.9 HSAR 3052.209-73 Limitation of Future Contracting (Jun. 2006) 


 


(a) Determination. The Government has determined that this effort may 


result in an actual or potential conflict of interest, or may provide one or 


more offerors with the potential to attain an unfair competitive advantage. 


The nature of the conflict of interest and the limitation on future 


contracting is as follows: 


(1) Potential offerors may have had access to non-public Government 


information that would provide an unfair competitive advantage under the 


present solicitation, 


(2) Potential offerors may have an unfair competitive advantage because 


they developed or established the ground rules for the present solicitation, 


or 


(3) Potential offerors may have an unfair competitive advantage because 


they have been in a position to evaluate other potential competitors or 


they had access to the non-public information of other potential 


competitors under this solicitation. 


(4) Potential offerors have a conflicting role that will prevent them from 


providing unbiased advice or assistance. 


(5) See HSAR 3052.209-72 for the limitation on future contracting. 


(b) If any such conflict of interest is found to exist, the Contracting Officer 


may (1) disqualify the offeror, or (2) determine that it is otherwise in the 


best interest of the United States to contract with the offeror and include 


the appropriate provisions to avoid, neutralize, mitigate, or waive such 


conflict in the contract awarded. After discussion with the offeror, the 


Contracting Officer may determine that the actual conflict cannot be 


avoided, neutralized, mitigated or otherwise resolved to the satisfaction of 


the Government, and the offeror may be found ineligible for award. 


(c) Disclosure: The offeror hereby represents, to the best of its knowledge that: 


       (1) It is not aware of any facts which create any actual or potential 


organizational conflicts of interest relating to the award of this contract, or 


       (2) It has included information in its proposal, providing all current 


information bearing on the existence of any actual or potential 


organizational conflicts of interest, and has included a mitigation plan in 


accordance with paragraph (d) of this provision. 


(d) Mitigation. If an offeror with a potential or actual conflict of interest or 


unfair competitive advantage believes the conflict can be avoided, 


neutralized, or mitigated, the offeror shall submit a mitigation plan to the 


Government for review. Award of a contract where an actual or potential 


conflict of interest exists shall not occur before Government approval of 


the mitigation plan. If a mitigation plan is approved, the restrictions of 


this provision do not apply to the extent defined in the mitigation plan. 


(e) Other Relevant Information: In addition to the mitigation plan, the 
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Contracting Officer may require further relevant information from the 


offeror. The Contracting Officer will use all information submitted by the 


offeror, and any other relevant information known to DHS, to determine 


whether an award to the offeror may take place, and whether the 


mitigation plan adequately neutralizes or mitigates the conflict. 


(f)    Corporation Change. The successful offeror shall inform the Contracting Officer 


within thirty (30) calendar days of the effective date of any corporate mergers, 


acquisitions, and/or divestures that may affect this provision. 


(g)Flow-down. The contractor shall insert the substance of this clause in 


each first tier subcontract that exceeds the simplified acquisition 


threshold. 


 


(End of clause) 


 


I.10 HSAR 3052.215-70 Key Personnel or Facilities (Dec. 2003) 


 


(a) The personnel or facilities specified below are considered essential to the 


work being performed under this contract and may, with the consent of the 


contracting parties, be changed from time to time during the course of the 


contract by adding or deleting personnel or facilities, as appropriate. 


 


(b) Before removing or replacing any of the specified individuals or facilities, the 


Contractor shall notify the Contracting Officer, in writing, before the change 


becomes effective. The Contractor shall submit sufficient information to support 


the proposed action and to enable the Contracting Officer to evaluate the 


potential impact of the change on this contract. The Contractor shall not remove 


or replace personnel or facilities until the Contracting Officer approves the 


change. 


 


The Key Personnel or Facilities under this Contract: 


 


The Program Manager shall be responsible for comprehensive account support 


for this contract, and act as the central point of contact with the Government for 


all contract-level issues. The Program Manager will represent the Contractor at 


all post-award contract-level meetings. 


 


(End of clause) 


 


I.11 HSAR 3052.228-70 Insurance (Dec 2003) 


 


In accordance with the clause entitled “Insurance - Work on a Government 


Installation" in Section I, insurance of the following kinds and minimum amounts 


shall be furnished at any time at the request of the CO and maintained during the 


period of performance of this contract: 


 


(a) Worker's compensation and employer's liability. The Contractor shall, as a 







RFQ: 70RSAT19Q00000041   


59 | P a g e  


 


minimum, meet the requirements specified at (FAR) 48 CFR 28.307-2(a). 


 


(b) General liability. The Contractor shall, as a minimum, meet the requirements specified 


at 


(FAR) 48 CFR 28.307-2(b). 


 


(c) Automobile liability. The Contractor shall, as a minimum, meet the 


requirements specified at (FAR) 48 CFR 28.307-2(c). 


 


(End of clause) 


 


I.12 3052.242-72 Contracting Officer's Technical Representative (Dec 2003) 


 


a) The Contracting Officer may designate Government personnel to act as 


the Contracting Officer's Technical Representative (COTR) to perform 


functions under the contract such as review or inspection and 


acceptance of supplies, services, including construction, and other 


functions of a technical nature. The Contracting Officer will provide a 


written notice of such designation to the Contractor within five working 


days after contract award or for construction, not less than five working 


days prior to giving the contractor the notice to proceed. The 


designation letter will set forth the authorities and limitations of the 


COTR under the contract. 


 


(b) The Contracting Officer cannot authorize the COTR or any other 


representative to sign documents such as contracts, contract 


modifications, etc., that require the signature of the Contracting Officer. 


 


(End of clause) 


 


 


 


 


(End of Section I) 


 


 


 


 


SECTION J – LIST OF ATTACHMENTS 


 


 


Attachment I:    Task Order Pricing Schedule 


Attachment  II:   Statement of Work (SOW) 


Attachment III:   DHS Official Seal Usage Approval F 


Attachment IV:   DHS Non-Disclosure Agreement Form 
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(End of Section J) 
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SECTION K - REPRESENTATIONS AND CERTIFICATIONS 


 


In accordance with FAR 52.212-3 (Offeror Representations and Certifications), representations 


and certifications must be on file and accessible via the System for Award Management (SAM) 


portal. Such representation and certification should have been done in conjunction with each 


quoter’s selection as a GSA Schedule 70 contract holder.   


 


(End of Section K) 
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SECTION L – REQUEST FOR PROPOSAL INSTRUCTIONS, CONDITIONS, AND 


NOTICES TO QUOTERS 


 


This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab (PIL). 


The PIL is a virtual lab that experiments with innovative techniques for increasing efficiencies in the 


procurement process and institutionalizing best practices. There is nothing you need to do differently 


for this requirement. The PIL project team may reach out to successful and unsuccessful Quoters, after 


award, to assess effectiveness of the procurement process and the innovative techniques applied. The 


anonymous feedback will be used to further refine DHS procurement practices. Additional information 


on the PIL may be found here-- https://www.dhs.gov/pil.. 


 


L.1  52.216-1 -- Type of Contract (APR 1984) 


The Government contemplates award of a Labor Hours Task Order. 


 


L.2 Questions 
Any questions regarding this solicitation must be submitted via email to Contracting Officer at 


Michael.Jones@hq.dhs.gov  and Contract Specialist at Marco.Macherelli@hq.dhs.gov no later 


than 5:00pm EST on July 7, 2019.  The Quoter must include the solicitation number in the 


subject line of the email.   


 


L.3 Phased Procurement 
The Government intends to conduct this procurement through a phased proposal submission and 


phased evaluation.   


 


A notional schedule for                                                                                                                                                                                                                         


is below: 


 


Event Date 


Phase I Proposals Due  July 10, 2019  


Notification of Advisory Down Select, 


and Schedule for Oral Presentations, as 


applicable 


 


 


July 20, 2019 


Phase II Proposals Due August 3, 2019  


Oral Presentations August 7, 2019  


Award  August 17, 2019  


 


L.4  Proposal Due Date and Submission 
(a) The quoters shall submit the proposal volumes associated with Phase I via email to 


Michael.Jones@hq.dhs.gov  and Marco.Macherelli@hq.dhs.gov no later than 2:00pm EST on 


July 10, 2019.  Further instructions for Phase II volume submission will be provided after 


the Government completes its evaluation of quotes received in response to Phase I.  


 


No other methods of submission will be accepted. 


 



mailto:Edna.McKellery@fema.dhs.gov

mailto:Marco.Macherelli@hq.dhs.gov

mailto:Michael.Jones@hq.dhs.gov

mailto:Marco.Macherelli@hq.dhs.gov
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The Government is not liable for any expenses incurred by the Quoters in developing and 


submitting quotes for this solicitation. 


 


L.5 Instructions for Phase I Proposal Preparation 
The following instructions are for the preparation and submission of proposals. The purpose of 


this section is to establish requirements for the format and content of proposals so that proposals 


contain all essential information and can be evaluated equitably. Quoters are instructed to read 


the entire solicitation document, including all attachments, prior to submitting questions and/or 


preparing your offer. Omission of any information from the quote submission requirements may 


result in rejection of the offer. 


 


 


(1) Quoters are expected to follow the detailed proposal preparation instructions fully and 


carefully.  The Government will rely on the information provided by the Quoters to 


evaluate the proposals.  It is therefore imperative that Quoters carefully follow the 


instructions set forth below and submit their proposals in the format and with the content 


specified below, providing all requested information.   


 


(2) Proposals that fail to provide information in the format requested may be found 


unacceptable and may be rejected without further consideration if the Contracting Officer 


determines that a significant revision or addendum to the Quoter’s proposal would be 


required to permit further evaluation, and especially if the incompleteness of the proposal 


or errant formatting of the quote appears to be due from a lack of diligence or competence 


of the Quoters. 


 


(3) The instructions provided have been specifically tailored to the evaluation procedures to 


be applied for proposal evaluations.  They are designed to ensure the submission of 


information essential to the understanding and comprehensive validation and evaluation 


of proposals.  Clarity and completeness are of utmost importance to the proposal.  The 


relevance and conciseness of the proposal is important. The Quoters are responsible for 


the accuracy and completeness of its proposal.  The proposal shall be valid for one hundred 


and eighty (180) calendar days from the proposal due date. 


 


L.6  Page Size and Font 
Number of Pages – No more than 12 single-sided pages.  If the technical proposal is longer than 


this page-count limitation, the excess pages shall not be reviewed nor evaluated.  The page count 


for the technical proposal is exclusive of the cover letter, cover page, table of contents, resume. 


Paper size shall be 8 1/2 by 11-inch white paper with printing on one (1) side only, using 12 point 


font.  No reduction is permitted except for organization charts or other graphic illustrations, or in 


headers/footers.  In those instances where reduction is allowable, Quoters shall ensure that the 


print is easily readable; no less than 8 point font on graphs and 10 point font on tables.  Each page 


shall have adequate margins on each side (at least one (1) inch) of the page.  Header/footer 


information (which does not include any information to be evaluated) may be included in the 1" 


margin space.  Pages that exceed the maximum page limitation will not be evaluated.   


For the electronic copy of the quote, each file shall be submitted in a format readable by Microsoft 


Office 2013 or searchable PDF.   
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L.7  Proposal Content (Phase I and Phase II) 
 


Naming 


Convention  


Tab Title Associated 


Evaluation  


Criteria 


Volume I: Technical and Management (Phase I)  


Tab A 


(Document) 


Technical Approach: Migration and Implementation   (5 page 


limit)  


1  


Tab B 


(Document) 


Resumes of Proposed Key Personnel (2 pages/resume; 1 resume 


for each proposed Key Personnel)  Not included in page count. 


2 


Tab C 


(Document)  


Prior Demonstrated Experience ( 4 page limit)  3 


Tac D  


(Document_ 


Staffing (3 page limit)  4 


Volume II: Oral Presentations (Phase II)  


Oral 


Presentation 


Portal Demonstration: Demonstration of key functions  5 


Tab A 


(Document) 


PowerPoint Slides for Oral Presentation (25 Slide Limit) – NOT 


EVALUATED 


N/A 


Volume III: Business & Pricing (Phase II) 
Tab A 


(Document) 
Quotation Cover/Transmittal Letter  N/A 


Tab B 


(Document) 
GSA Pricing Schedule 6 


Tab C 


(Document) 


HSAR Clause 3052.209-70 (f) Disclosure and HSAR Provision 


3052.209-72 (c) Disclosure and HSAR 


N/A 


Tab D 


(Document) 
HSAR 3052.209-72 – Organizational Conflict of Interest (c) 


Disclosure and Mitigation Plan (if applicable) 


N/A 


Tab E 


(Document) 


Pricing Excel Workbook (Attachment 1) 6 


Tab F 


(Document) 


Proposal Assumptions, Exceptions and Dependencies 1-6, as 


applicable 


   
 


Information contained in each volume shall be complete to the extent that evaluation of each tab 


may be accomplished independently of, and concurrently with, evaluation of the other. Your 


responses must demonstrate that both your firm and personnel can successfully complete this 


project. Quoters shall strictly adhere to the page limits.  
 


NO PRICE INFORMATION IS TO BE INCLUDED IN VOLUME I AND II  


 


L.8  Instructions - Phase I 
 


Volume I – Technical and Management Volume (Phase I)  


 


 Tab A: Criteria 1 - Technical Approach/Migration and Implementation  (5 page limit)  
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The Quoter shall also demonstrate the sufficiency of its approach to engaging the customer to 


obtain and/or share information required for the migration and implementation, including 


requirements gathering sessions, project status meetings, and training approach.   


   


Tab B: Criteria 2- Prior Demonstrated Experience (4 page limit)  


 


The Quoter shall identify its three previous or current contracts that are most similar in size, 


scope, and complexity to the work of this acquisition to demonstrate its experience to perform 


this work.  This should be the Quoter’s own experience as a prime or subcontractor; experience 


from a proposed subcontractor shall not be submitted.  The Quoter shall describe how each 


contract is similar to (and dissimilar to) this work, and shall provide sufficient information 


related to past or current design, maintenance and enhancement efforts associated with systems 


similar to the portal requirements described in the Statement of Work; as well as completeness 


of demonstration of an example system and discussion of performance characteristics and 


contractor’s actions toward design, maintenance and enhancement of that system for the 


Government  to evaluate its level of confidence in the ability of the Quoter to perform the 


requirements of the RFQ. The Quoter shall also demonstrate that it has successfully operated 


and maintained systems similar to the scope and complexity of this requirement. The sum total 


of quoter’s three submitted demonstrated experiences must total at least $5,000,000.00.  


 


Tab C:  Criteria 3 - Resumes of Proposed Key Personnel (2 pages/resume; 1 resume for 


each proposed Key Personnel)  


 


The Quoter shall provide resumes for the Project Manager and any other proposed Key 


Personnel to support the IPP Program Management and Technical Support Services in 


accordance with the requirements below.   


 


The resumes shall clearly demonstrate how each of the proposed Key Personnel meet the 


Quoter’s IT Schedule 70 contract requirements for education and experience for the specified 


labor category proposed, as well as the additional IPP specific requirements for Project 


Manager.   


 


The resumes shall identify the proposed Key Personnel as either “existing employee of the Prime 


Contractor” or “existing employee of the Prime’s Major Subcontractor.”  If not an existing 


employee of the Prime or Prime’s Major Subcontractor, the resume shall clearly state that the 


proposed key personnel has confirmed placement for the proposed position if an award is 


received” and a Tentative/Contingent Offer letter shall also be provided which documents that 


the proposed key personnel has accepted the proposed position if an award is received.  The 


Tentative/Contingent Offer letters are not included in the page count for Volume I, Tab B.  


The Key Personnel and their associated requirements are identified in the Statement of Work.  


 


Other Proposed Key Personnel 


 


The Quoter shall submit resumes for any number of additional Key Personnel that possess 


skillsets the Quoter identifies as crucial for successful performance under the resultant task order.   
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The intent of permitting Quoters flexibility in identifying additional Key Personnel is to provide 


the Quoter an opportunity to staff the task order as most appropriate to the Quoter’s proposed 


technical solution and approach to the work.  


 


In addition to describing the experience and education of proposed Key Personnel, the submitted 


resumes for all additional proposed Key Personnel shall also document a) the role the proposed 


Key Personnel will serve under the resultant task order and the associated labor category and level  


from the Quoter’s  approved GSA IT Schedule 70 Labor Categories,  b) the specific crucial 


skillset that is being met by the proposed Key Personnel and c) the level of effort for all periods 


of performance which will be associated with the proposed Key Personnel. 


 


Tab D:  Criteria 4 - Staffing (3 page limit)  


 


The staffing plan should describe the manner in which the Quoter intends to recruit, hire, retain 


and develop qualified staff, as well as the OEM certification training process that its personnel 


receives, maintaining of  professional credentials  and the continuing learning opportunities 


available to its personnel. 


 


L.9  Advisory Down-Selection Notification 
 


After the Government completes evaluation Criteria 1, 2, 3 and 4, Quoters will receive an 


advisory notification via  e-mail from the Contracting Officer.  This notification will advise 


the Quoter of the Government’s advisory recommendation to proceed or not to proceed with 


Phase II submission. Quoters who are rated most highly for criteria 1, 2, 3 and 4 will be 


advised to proceed to Phase II of the quote submission process. Quoters who were not 


among the most highly rated will be advised that they are unlikely to be viable competitors, 


along with the general basis for the Government’s advisory recommendation. The intent of 


this advice is to minimize quote development costs for those Quoters with little to no chance 


of receiving an award.  Quoters should note that Phase I evaluation criteria are more 


important than Phase II evaluation criteria.  


 


The Government intends to provide no more than 5 Quoters with an advisory notification to 


proceed.  However, the Government’s advice will be a recommendation only, and those 


Quoters who are advised not to proceed may elect to continue their participation in the 


procurement.   


 


 Failure to participate in Phase I of the procurement precludes further consideration of a 


Quoter.  Phase II submissions will not be accepted from Quoters who have not submitted 


Phase I proposals by the due date and time stated in this solicitation.  For those Quoters that 


are rated most highly and advised to proceed to Phase II of the quote submission process, the 


Contracting Officer will include the Phase II submission instructions on the advisory 


notification, including the date, time and exact location of the Quoter’s scheduled oral 


presentation, as well as the due date for the written portion of the Phase II submission.  The 


Phase II written submission due date will be a minimum of 3 weeks from the date of the 


advisory notification, and oral presentations will be scheduled after the submission of written 


Phase II proposals.   The Government recommends Quoters to begin preparation of Phase II 
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quotations only after receipt of the Phase 1 advisory down-select notice. 


 


Those Quoters that received advisory notification not to proceed to Phase II, but regardless 


choose to proceed to Phase II , shall send an email to  Michael.Jones@hq.dhs.gov, and 


Marco.Macherelli@hq.dhs.gov not later than 24 hours after receipt of the advisory 


recommendation not to proceed, indicating its intent to participate in Phase II. After the 


Contracting Officer receives notice from the Quoter stating its intent to participate in Phase II 


despite the Government’s advisory notification not to proceed, the Contracting Officer will 


send a separate e-mail with Phase II submission instructions within 2 business days.   


 


L.10  Instructions - Phase II 
 


The Government’s notification to Quoters after evaluation of Phase I quote submissions will 


include the due date for Phase II written submissions, as well as the scheduled time for 


Quoters oral presentations.  The due date for Phase II written submissions will be prior to the 


scheduled oral presentations. 
 


Volume II: Oral Presentation (Phase II) 
 
Tab A:  PowerPoint Slides for Oral Presentation – Proposed Demonstration of Key 


Functions (Criteria 5) (25 Slide Limit) – (OPTIONAL) SLIDES ARE NOT EVALUATED 


 


Oral Presentation - Proposed Industry Partnerships (OIP) Portal Solution (Criteria 5) 


 
The Quoter’s oral presentation shall provide the Government an understanding of the Quoter’s 


proposed OIP Portal Solution.  The oral presentation shall address the solution, plans and 


resources necessary to satisfy all SOW objectives. In detailing its target solution, the Quoter 


shall provide capability of portal requirements focusing on file management, user access, 


user interface features and embedded training.  The Quoter shall detail: 


 


a. How its proposed OIP Portal Solution’s governance process is sufficient to manage the    


implementation of the DHS application under a resultant contract;  


b. The sufficiency of firm’s ability to resolve problems, address workflow process stability, 


manage system upgrades, and troubleshoot unforeseen problems;  


c. Demonstrated experience with the SOW requirements for O&M Support including the 


CONOPS Document (SOW Section XYZ) or similar CONOPS;  


d. The quoter’s demonstration and knowledge of the governance process utilized to evaluate 


changes, and the impact of potential changes, to the DHS application provides for “as needed” 


and elastic surge capability designed to provide sufficient system resources during instances 


of peaks or surges in user activity and transactions, while also remaining cost effective. 


 


Quoters may submit PowerPoint slides to accompany their oral presentations.  The slide limit is 


25  however the Quoter is reminded to consider that the oral presentation is time-boxed and is 


encouraged to consider how many slides can be adequately covered during the oral presentation.  


The 25 slides to be submitted with the oral presentation WILL NOT BE EVALUATED. The content 



mailto:.Jones@hq.dhs.gov,

mailto:Marco.Macherelli@hq.dhs.gov
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of the oral presentation is being evaluated and any material not presented at the oral presentation 


will not be considered in the evaluation regardless if it was included in the slide deck. 


 


Exchanges during Oral Presentation:  The Government intends for the oral presentation to be 


an interactive dialogue between the Quoter and the Government.  These exchanges are viewed 


as a component of the oral presentation itself and do not constitute discussions.  


 


Location: Oral presentations will be held at a DHS/S&T office within the Washington, DC 


area. The order in which Quoters are scheduled for oral presentations will be randomly 


selected by the Government. The presentation may be recorded by the Government. The 


recording is source selection sensitive and will be handled accordingly.  The Quoter retains 


full responsibility for ensuring its participants are able to gain access into the oral 


presentation location.  


 


Quoter Participants: The Quoter’s participants in the oral presentations shall be limited to 


the Key Personnel proposed by the Quoter in the quote submission, as well as the responsible 


corporate official.  No more than three (3) total Quoter Participants shall attend the oral 


presentation. 


 


Within two (2) calendar days of notice that the Quoter has been invited to participate in an 


oral presentation, the Quoter shall provide the Contracting Officer with the name, current 


employer/company, and e-mails of the Quoter Participants for the oral presentation. 


Format for Oral Presentation: 
The Government intends for the oral presentation to proceed as follows: 


Oral 


Presentation 


Portion 


Oral Presentation Component Total Time 


Allotment  


1 Introductions and Rules of Engagement 


 


Not specified 


2 The Quoter shall present the proposed OIP Portal 


Solution or similar relevant portal implementation. 


60 minute 


limit 


3 The Government will caucus prior to interactive dialogue. approx.. 15 
minutes  


4 The Government and Quoter will participate in an interactive 
dialogue related to the information presented by the Quoter during 
the oral presentation  


60 minute limit 


5 The Quoter departs. Not specified 
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Rules of Engagement for Oral Presentations: 
 


1. The proposed Program Manager and two other people identified as Key Personnel shall 


attend oral presentations.  Although the two other people can be supporting any other key 


roles, the team is expected to be able to answer any questions . 


2. The Government WILL NOT ask questions about information contained in a Quoter’s 


submission for Phase I. Phase 1 submissions will be submitted and evaluated prior to 


Oral Presentations being conducted.   


3. The Quoter may not generally ask questions during the oral presentation. Any questions 


asked must be directed to the Contracting Officer, and should only deal with logistics and 


conduct of the oral presentation. 


4. Oral presentations do not constitute discussions. The Government will not ask questions 


that will invite or allow the Quoter to change its offer. The Quoter shall not volunteer any 


information that might be construed as changing its offer. Oral presentations are distinct 


from the Government’s reserved right to conduct exchanges. 


5. The Government will provide a white board, dry erase markers, a flip chart pad, blue 


tape, notepads, pens and pencils for use during oral presentations.  Quoter will be 


expected to provide a laptop, internet connectivity and any other IT devices required for 


the demonstration.     


6. The Quoter participants shall not reach back, by telephone, e-mail or any other means, to 


any other personnel or persons for assistance during the oral presentation. 


7. Quoters can expect the presentation will be conducted in a conference room with a table 


of sufficient size to accommodate the participants, including the Government attendees. 


 


Volume III: Business & Pricing (Phase II) 


 


There are no page limits to Volume III, Business & Pricing Volume 


 
Tab A: Proposal Cover/Transmittal Letter  


 


The Quoter shall provide a Proposal Cover/Transmittal Letter (limit 2 pages) with pertinent Quoter 


information.  This information should include, at a minimum, the company name, DUNS number, 


address, authorized corporate representative and their title, email and phone number.   


 
 


Quoters participating in teaming/partnering arrangements for this acquisition shall submit their 


teaming/partnering agreements with their proposal. The agreements shall be signed by the parties 


and shall demonstrate the relationship between firms and identify contractual relationships and 


authorities to bind the firm and the team/partnership. Quoters proposing major subcontracts 


(subcontracts exceeding 10% of the overall prime contract value) shall submit signed letters of 


commitment from the subcontractors which define the contractual relationship and identify 


contribution to the planned arrangement in terms of the type and proportion of work to be 


performed. Copies of agreements and letters of commitment shall be submitted with the quote 


under this section and will not count towards the page limitation.  Quoters shall include a cover 


page with their agreements to include a list of the teaming/partnering parties and the following 
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information for each party: company name, DUNS number, address, point of contact, email 


address, phone and fax numbers. 
 


Tab B:  GSA Pricing Schedule 


 


The Quoter shall provide its GSA pricing schedule. 


 


Tab C: HSAR Clause 3052.209-70 (f) Disclosure and HSAR Provision 3052.209-72 (c) 


Disclosure 


 


Tab D:  HSAR 3052.209-72 – Organizational Conflict of Interest (c) Disclosure, and 


Mitigation Plan (if applicable) 
 


Volume III shall also include the Quoter’s submitted response to HSAR 3052.209-72 – 


Organizational Conflict of Interest (Jun 2006) in writing as part of its quote submission, including 


any mitigation plan, if applicable.  Failure to include a response to this HSAR provision may 


make a proposal non-conforming and susceptible to Government rejection of the complete quote.  


Award of a contract where an actual or potential conflict of interest exists shall not occur before 


Government approval of the mitigation plan. 


 


HSAR 3052.209-72 Organizational Conflict of Interest (Jun 2006) 


 


(a) Determination. The Government has determined that this effort may result in an actual or 


potential conflict of interest, or may provide one or more Quoters with the potential to attain an 


unfair competitive advantage. The nature of the conflict of interest and the limitation on future 


contracting is due to work that the Quoter will perform as detailed in the SOO that may result in 


an actual or real conflict of interest or potential to attain an unfair competitive advantage based 


on other supported efforts for the Government as detailed in this Request for Quote. 


 


(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify the 


Quoter, or (2) determine that it is otherwise in the best interest of the United States to contract 


with the Quoter and include the appropriate provisions to avoid, neutralize, mitigate, or waive 


such conflict in the contract awarded. After discussion with the Quoter, the Contracting Officer 


may determine that the actual conflict cannot be avoided, neutralized, mitigated or otherwise 


resolved to the satisfaction of the Government, and the Quoter may be found ineligible for award. 


 


(c) Disclosure: The Quoter hereby represents, to the best of its knowledge that: 


___ (1) It is not aware of any facts which create any actual or potential organizational conflicts 


of interest relating to the award of this contract, or 


___ (2) It has included information in its proposal, providing all current information bearing on 


the existence of any actual or potential organizational conflicts of interest, and has included a 


mitigation plan in accordance with paragraph (d) of this provision. 


 


(d) Mitigation. If a Quoter with a potential or actual conflict of interest or unfair competitive 


advantage believes the conflict can be avoided, neutralized, or mitigated, the Quoter shall 


submit a mitigation plan to the Government for review. Award of a contract where an actual or 


potential conflict of interest exists shall not occur before Government approval of the mitigation 
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plan. If a mitigation plan is approved, the restrictions of this provision do not apply to the extent 


defined in the mitigation plan. 


 


(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may 


require further relevant information from the Quoter. The Contracting Officer will use all 


information submitted by the Quoter, and any other relevant information known to DHS, to 


determine whether an award to the Quoter may take place, and whether the mitigation plan 


adequately neutralizes or mitigates the conflict. 


 


(f) Corporation Change. The successful Quoter shall inform the Contracting Officer within 


thirty (30) calendar days of the effective date of any corporate mergers, acquisitions, and/or 


divestures that may affect this provision. 


 


(g) Flow-down. The contractor shall insert the substance of this clause in each first tier 


subcontract that exceeds the simplified acquisition threshold. 


 


(End of provision) 


 


FAR 9.5 Organizational and Consultant Conflicts of Interest 


 


The Contractor is notified that the Government will review Quoter’s submitted responses to 


HSAR 3052.209-72 – Organizational Conflict of Interest (Jun 2006) in accordance with FAR 


9.5, including FAR 9.505-1 – Providing Systems Engineering and Technical Direction, prior to 


award decision, to determine if any conflicts relevant to this Request for Proposal exist for the 


apparent awardee and whether the mitigation plan adequately neutralizes or mitigates any 


identified conflicts. A proposal from a Quoter deemed to have a conflict under FAR 9.505-1 


may be considered non-conforming and susceptible to Government rejection of the complete 


proposal.   


 


Tab E:  Pricing Excel Workbook (Attachment I.) 


 


It is anticipated that pricing and award of this acquisition will be based on adequate price 


competition. Completion of the price template is necessary for a full evaluation of a 


Quoter’s proposal. A submitted Business and Price Volume that fails to meet or comply with 


price proposal instructions may be deemed nonresponsive.   


 


Quoters shall complete a price breakdown per Attachment I. Labor Hours and Proposed 


Price which will be the basis for price evaluation and award.  The awarded task will be 


Labor Hours. Price discounts on rates for labor categories proposed are strongly 


encouraged.   


 


The Government will evaluate the discounts offered, and determine that the labor rates are 


fair and reasonable.  


 


Tab F:  Assumptions, Exceptions and Dependencies 
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The Government does not encourage Quoters to make assumptions or take exceptions from the 


requirements of the Request for Proposal.  Quoters are encouraged to submit questions, in 


accordance with the Request for Quotation instructions, in order to obtain any necessary 


clarifications regarding the Request for Quotation prior to proposal submission.  In the event 


that a Quoter does make assumptions or take exception to any Request for Proposal requirement, 


the Quoter’s Volume III submission must clearly and unambiguously identify all such 


assumptions, exceptions, or dependencies on which the Quoter’s quotation is based.  Each 


assumption, exception or dependency shall be specifically related to a paragraph and/or specific 


section of the Request for Proposal.  The Quoter shall provide a rationale in support of any noted 


assumption, exception or dependency, explaining its effect in comparison to the Request for 


Quote. This information shall be provided in the format with content as outlined in the table 


below. 


 


Request for Quote 
Document 


Paragraph/Page Requirement/Portion Rationale 


RFP, RFP 
Attachment (SOW, 
etc.) 


Applicable 
paragraph and 
page number(s) 


Identify the 
requirement or 
portion to which an 
assumption, 
exception or 
dependency is being 
taken 


Justify why the 
requirement will 
not be met or 
discuss reasons 
why not meeting 
the Government’s 
terms and 
conditions might 
be advantageous 
to the 
Government.  


 


Any assumption, exception or dependency taken, for all Volumes I-III, shall be contained in 


Volume III and shall address the pertinent information for each respective Volume of the 


Quoter’s proposal. 


 


Assumptions, exceptions or dependencies do not make a proposal automatically unacceptable.  


However, a large number of assumptions, exceptions or dependencies, or a significant 


assumption, exception or dependency, which provide(s) little or no benefit to the Government 


or which do(es) not support the Government’s requirement as documented in the Request for 


Proposal may receive unfavorable evaluation in accordance with the Request for Proposal 


Evaluation criteria for Award. 


 


L.11  Service of Protest (FAR 52.233-2) (SEP 2006) 


 
(a) Protests, as defined in Section 33.101 of the Federal Acquisition Regulation, that are filed 


directly with the agency shall be served on the CO (addressed as follows) by obtaining 


written and dated acknowledgment of receipt from: 
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Michael Jones, Contracting Officer 


Department of Homeland Security 


Office of Procurement Operations/STAD 


245 Murray Drive, SW 


Mailstop 0120 


Washington, DC 20528 


 


(b) The copy of any protest shall be received in the office designated above within one day of 


filing a protest with the agency. . 


                                            


 


                                             (End of Section L)  
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                           SECTION M – EVALUATION FACTORS FOR AWARD 
 


 


M.1.  Basis for Award 
 


The Government intends to award a single task order to the responsible Quoter whose 


proposal represents the best value to the Government. Using the best-value, tradeoff process, 


the Government will evaluate each proposal in accordance with the evaluation criteria. 


 


Phase I, Criteria 1 – Technical Approach: Migration and Implementation  


 


Phase I, Criteria 2 – Resumes of Proposed Key Personnel  


  


Phase I, Criteria 3 – Prior Demonstrated Experience  


 


  Phase I, Criteria 4 – Staffing 


 


Phase II, Criteria 5 – Oral Presentation – Proposed OIP Portal Solution 


 


Phase II, Criteria 6 – Price 


 


Phase I Evaluation Criteria, when combined, are more important than Phase II evaluation 


criteria, when combined.  Within Phase I, Criteria 1, 2, 3 and 4 are listed in descending order 


of importance.  Within Phase II, Criteria 5 is listed in descending order of importance.  All 


non-price evaluation criteria, when combined, are significantly more important than Criteria 6 


– Price.  As the non-price merits of competing Quoter’s proposals approach equal, Criteria 6 


will become more important in the best value trade-off decision. Criteria are cautioned that the 


award may not necessarily be made to the lowest priced proposal. 


 


Evaluations will be based solely on the materials included in the proposal.  Therefore, the 


Quoter’s’s initial quote should contain the Quoter’s best terms. After receipt of proposals, the 


Government will conduct an evaluation. However, during the evaluation process, the 


Government may, solely at its discretion, communicate with Quoters regarding proposal 


elements.  At any time prior to selection, including upon receipt of proposal, the Government 


may exclude a proposal from further consideration for any material failure to follow 


instructions, including the omission of required information, or when the Quoter is no longer 


considered to be among the most highly rated quoters being considered for award. 


 


M.2. Evaluation Criteria 
 


Both the downselect (Phase I) and the Phase II will be performed using confidence ratings (Table 


1).   


2.1 Comparative Evaluation  







RFQ: 70RSAT19Q00000041   


75 | P a g e  


 


Following receipt of responses (including oral presentations), the Government may perform a 


comparative analysis (comparing quoter responses to one another) to select the quoter that is 


best suited to fulfill the requirements, based on the quoters’ responses to the factors outlined in 


this RFQ and their relative importance. 
 


Table 1 –  Criteria 1-5 Confidence Ratings 
 


High 
Confidence 


The Government has high confidence that the Quoter understands the 


requirement, proposes a sound approach, and will be successful in performing 
the contract with little or no Government intervention. 


Some 
Confidence 


The Government has some confidence that the Quoter understands the 
requirement, proposes a sound approach, and will be successful in performing 
the contract with some Government intervention. 


Low 
Confidence 


The Government has low confidence that the Quoter understands the 


requirement, proposes a sound approach, or will be successful in performing the 
contract even with Government intervention. 


Upon completion of Phase I and II evaluations, the Government may perform a 


comparative evaluation of the quotations (comparing quoter responses to one another) to 


select the quotation that is best suited to fulfill the requirements, based on the quoters’ 


responses to the criteria outlined in this RFQ and their relative importance.  
 


The Government anticipates selecting the best-suited quoter from initial responses, without 


engaging in exchanges with quoters. Quoters are strongly encouraged to submit their best 


technical solutions and price in response to this RFQ. 


 


Once the Government determines the quoter that is the best-suited (i.e., the apparent successful 


quoter), the Government reserves the right to communicate with only that quoter to address any 


remaining issues, if necessary, and finalize a task order with that quoter. These issues may include 


technical and price. If the parties cannot successfully address any remaining issues, as determined 


pertinent at the sole discretion of the Government, the Government reserves the right to 


communicate with the next best-suited quoter based on the original analysis and address any 


remaining issues. Once the Government has begun communications with the next best-suited 


quoter, no further communications with the previous quoter will be entertained until after the task 


order has been awarded. This process shall continue until an agreement is successfully reached 


and a task order is awarded. 


 


M.2.1 Phase I, Criteria 1 –Technical Approach: Migration and Implementation  


The Quoterr’s technical approach will be evaluated based upon on their understanding of the 


objectives of the SOW and planned execution of the project.  This refers to the manner in which 


the Quoter proposes to plan, manage, control, and provide the services and deliverables. The 


extent to which the Quoter demonstrates a solid understanding of addressing anticipated 


problems, issues, constraints, organizations and system(s) involved and the approach and 


methodologies proposed to ensure successful accomplishment of all tasks in the SOW will be 


evaluated.  The Government will evaluate the Quoter’s proposed technical approach based on 


their demonstrated understanding of the objectives of the SOW and planned execution of the 
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project and will be assigned a confidence rating. The following elements will be evaluated:  


a) The manner in which the Quoter  proposes to plan, manage, control, and provide the 


required services and deliverables;  


b) The extent to which the Quoter understands the problems, issues, constraints, organizations 


and system(s) involved;  


c) The methodologies proposed to ensure successful accomplishment of the work.  


 


 


M.2.2  Phase I, Criteria 2: Prior Demonstrated Experience   


 


The Government will assess its confidence that the Quoter will successfully perform the work, 


by evaluating the Quoter's demonstrated experience from  three contracts/orders performed 


within the past five (5) years (from the date of this RFQ release).  Prior experience will be 


evaluated to assess the expectation of successful outcomes based on the extent to which the 


Quoter has successfully performed on systems similar to the portal requirements described in 


the Statement of Work. The Government will also evaluate the relevance of the Quoter’s 


demonstrated prior experience to the SOW technical and business solution; and successful 


execution of agile processes, modern technology, and user experience design. 


M.2.3 Phase I - Criteria 3: Resumes of Proposed Key Personnel  


 


The Government will assess the extent to which the Quoter identifies and commits Key 


Personnel with appropriate experience and qualifications and will be assigned a confidence 


rating. Resumes will be evaluated based on the currency, quality and depth of experience of 


individual personnel working on similar projects (size, scope, magnitude, duration, and 


complexity 


 


M.2.4  Phase I, Criteria 4 –Staffing  


 


The Quoter’s staffing plan will be evaluated based upon the degree to which the Quoter 


demonstrates the ability to recruit, hire and retain and develop qualified staff. 


 


The staffing plan will also be evaluated based on the strength of the Quoter’s OEM certification 


training process that its personnel receives, maintaining of  professional credentials  and the 


continuing learning opportunities available to its personnel 


 


M.2.5 Phase II,  Criteria 5 - Oral Presentation - Proposed OIP Portal  Solution 


 


The Quoter’s oral presentation shall provide the Government an understanding of the Quoter’s 


proposed OIP Portal Solution.  The oral presentation shall address the proposed solution, plans 


and resources necessary to satisfy all SOW requirements and which will successfully design, 


enhance and maintain the web portal system for to meet the needs of Industry Partnership (OIP) 


Programs.      


   


The Quoter shall detail how its proposed Solution provides for an end-to-end proposal 


management system that can supports the OIP Program award processes – from solicitation 
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development, to proposal submission and evaluation, to contract award and administration 


while also remaining cost effective. 


 


Oral presentations will be assigned a confidence rating in accordance with Table 1.  Oral 


presentations will be evaluated based on the Quoter’s  presentation of its proposed OIP Portal  


Solution in oral presentation portion 2, as well as the interactive dialogue in oral presentation 


portion 4 related to its proposed OIP portal solution.  The Quoter’s team dynamics during the 


oral presentation portion 2 and 4 may also be evaluated. The optional slides for the oral 


presentation will not be evaluated. 


 


M.2.6  Phase II Criteria 6- Price 
 


The Government will establish a “total evaluated” price based on a completed Attachment 


I. – OIP Price Schedule, Labor Hours and Proposed Price tabs. The Government expects to 


receive price competition through several offers. The “total evaluated price” will be 


evaluated for price reasonableness through comparison with other proposed prices and may 


include other price analysis techniques. The Government will evaluate the alignment of the 


proposed pricing to the Quoter’s proposed technical and management approach in 


accordance with FAR 8.405-2(d).  Price that does not align to the Quoter’s proposed 


technical and management approach may indicate an inability to understand the 


requirements and therefore may be considered a high-risk approach to contract 


performance. The price proposal will not be given a confidence rating but discounts and 


rates will be evaluated to ensure labor categories and rates are fair and reasonable. 


 


(End of Section M) 
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July 11, 2017  
 
To:          Prospective Firms on GSA Schedule IT-70, SIN 132-51 


  
From:     Office of Procurement Operations (OPO), Department of Homeland Security (DHS) 


Headquarters 
  
Subject:  Request for Quotation (RFQ) HSHQDC-17-Q-00232 for a Service Management Tool and 


Support Services 
 


The OPO is issuing this competitive RFQ to solicit selected General Services Administration (GSA), 


Federal Supply IT 70 Schedule (General Purpose Communication Information Technology Equipment, 


Software, and Services) contract holders for the purpose of entering into a Task Order under an existing 


GSA Schedule contract. 


 


The DHS OPO will conduct this acquisition using Federal Acquisition Regulation (FAR) Subpart 8.4, and 


it anticipates awarding a Task Order after receipt and evaluation of qualified vendor quotations.   


 


It is the Government’s intent to award a task order to the responsible Offeror whose quote, in conforming 


to the RFQ, provides the overall best value to the Government considering technical evaluation factors 


and price. 


 


The Government reserves the right to cancel this solicitation without award if the needs of the 


requirement are not met.  This RFQ does not commit the Government to pay for the preparation and 


submission of a quotation.  


 


A two phase multi-step down-select strategy will be used for this procurement.   


 


Interested firms are required to submit one Phase I Technical Submission.  Upon review and 


validation of the Pass/Fail (Go/No Go) factors, qualified firms will be invited to submit a Phase II 


Technical Quotation and a separate Price Quotation (Volume II and III) with the Key Personnel 


participating in an interactive technical submission (oral presentation) to deliver the technical 


portion of the response to this solicitation.  The quotations will be provided to Government officials for 


the purposes of assuring that the prospective contractor has a complete understanding of the scope of this 


effort and has the capability to complete all required tasks of the Statement of Work (SOW).  A pricing 


response must be provided for all of the tasks associated within each Task Area as requested with the 


Schedule of Prices - pricing attachment (Attachment 3).  Any quotation that is non-compliant with 


any requested submission requirement of this RFQ may immediately be removed from further 


consideration.   
 


The Government anticipates that the majority of this effort may be performed under the GSA Federal 


Supply schedule (FSS) GENERAL PURPOSE COMMERCIAL INFORMATION TECHNOLOGY 


EQUIPMENT, SOFTWARE, AND SERVICES, Schedule 70, SIN 132 51, Information Technology 


Professional Services.  However, in order to provide a total solution using GSA schedules and labor 


categories, other GSA schedules may be appropriate.  Firms may propose appropriate labor categories 


from their other GSA Federal Supply Schedule contracts or contractors may team with another GSA 


Schedule holder to offer a blended solution.  When proposing multiple schedules, please identify and 


group labor categories by their respective schedule contracts. 
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If you are interested in this acquisition, you may participate by submitting your response in accordance 


with the following instructions. 


 


RFQ INSTRUCTIONS: 
 


● Phase I – Submission of Pass/Fail (Go/No Go) factors (Volume I) 


● Phase II Submission (Upon Request): Qualified firms are required to submit two separate 


volumes – (1) one Technical quote (Volume II:  Technical Quote) and (2) one Price Quote 


(Volume III:  Pricing Quote) to Government officials for the purpose of assuring that the 


prospective contractor has a complete understanding of the scope of this effort and has the 


capability to complete all required tasks of Statement of Work (SOW) (Attachment 1). 


  


● Your submission MUST cite the applicable GSA Schedule contract number(s) in all documents 


submitted in response to this RFQ. 


 


●  A response must be provided for all of the tasks associated within each Task Area where 


a submission is provided.  Any quotation that is non-compliant with any requested 


submission requirements of this RFQ may immediately be removed from further 


consideration.   
 


● All Firms shall certify in writing that their proposed solution falls within the scope of the 


vendor’s referenced GSA Schedule contract(s) as applicable by completing, signing, and 


returning RFQ Attachment 2. 


 


● Please review the requirement and respond via email to the Contracting Officer (CO) and 


Contract Specialist (CS) with a courtesy intent to provide a quote or no-quote (bid/no-bid 


decision) as soon as possible.     
 


 


1.  SERVICES REQUIRED: 
 


OPO requests quotations for the requested services to be provided using a Hybrid Fixed-Price and Time 


and Material basis.  


 


Service Management Tool and Support Project Summary: 


 


The DHS Office of the Chief Information Officer (OCIO), Information Technology Services Office 


(ITSO) provides IT support to the Management components approximately 14,000 users.  As a part of 


this support ITSO uses a service management software to track and process IT break/fix issues (BMC’s 


Remedy).  This includes entering assets into the system as they arrive, tracking distribution to 


Management personnel, taking Help Desk tickets as they break or need maintenance, tracking the status 


of Help Desk tickets across multiple contractors providing support, to finally reclaiming the asset and 


ultimately disposing of it.  Other Management Offices also use service management software.  For 


instance, the Office of the Chief Financial Officer (OCFO) uses a service management software to track 


financial actions.  The Office of the Chief Human Capital Officer (OCHO) uses a service management 


software to track human capital, from on-boarding to assignment to off-boarding, and everything in 


between.  The Office of the Chief Security Officer (OCSO) uses a service management software to track 


security packages, including Entry-on-Duty (EOD) applications, clearance assignments and 
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upgrades.  Currently all of these Offices use a different service management software, all of which are 


housed at a DHS data center.   


 


In November 2010, the Office of Management and Budget (OMB) announced that federal government 


agencies would adopt lighter IT solutions, including a “cloud-first policy” and a goal of reducing data 


centers usage 40% by 2015.  Therefore, ITSO has a requirement for service management tool (SMT) 


support to migrate the current SMTs from the data center into the cloud.  In order to save costs and 


streamline operations this SMT that will provide required support for all Management Directorate 


Offices.     


 


See the Statement of Work (SOW) – RFQ Attachment 1, Entitled: “Service Management Tool and 


Support” for additional information. 


 


 


2.  PERIOD OF PERFORMANCE: 
 


The period of performance for this non-severable and severable services task order is 78 months 


beginning from date of award through option period 6.  There is a Base Period of 1 year plus five 


12 month option periods and one 6 month option period. 


 


Base Period:             From Date of Award through Month 12 


Option Period 1:      Month 13 through Month 24  


Option Period 2:      Month 25 through Month 36 


Option Period 3:      Month 37 through Month 48 


Option Period 4:      Month 49 through Month 60 


Option Period 5      Month 61 through Month 72 


Option Period 6:      Month 73 through Month 78 
 


 


 


3.  SPECIFIC REQUIREMENTS: 
 


See the Statement of Work (SOW) - RFQ Attachment 1. 


 


4.  LEVEL OF EFFORT: 
 


The Government’s estimated Level of Effort under this task order is listed in the Pricing 


spreadsheet.  Firms are required to submit pricing in compliance with the Attachment 3 Pricing 


Template – Schedule of Prices (Excel Spreadsheet) 
  


The estimated level of effort is an approximation that is NOT binding and may or may not 


represent the full scope of the requirement.  This information, along with any other estimate 


provided within this document or attachments is provided only for estimation purposes.  As 


applicable, all firms must analyze the requirements of the SOW and propose a level of effort and 


labor mix that they believe will provide the necessary capabilities. 
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5.  QUESTIONS: 
 
If your firm has questions regarding this requirement, please submit your inquiries immediate via 


email but no later than 7 July, 2017 at 3:00PM Eastern Standard Time to both points of contact 


listed below: 
 


Name: Gregory Ruderman 
Contracting Officer 
Email: Gregory.Ruderman@hq.dhs.gov 


 
  Name: Scott Simpson 
  Contract Specialist 
  Email: Scott.Simpson@hq.dhs.gov 
 


● Questions submitted by a method other than email will not be accepted or answered. 


● Any questions received after the above specified cut-off date and time will not be 


accepted or answered. 


● All email inquiries must have “Questions – RFQ # HSHQDS-17-Q-00232” included in 


the subject line. 


● The Government’s response will be emailed to all solicited vendors on/about 8 July, 


2017.  


 


 
6.  ANTICIPATED CONTRACT TYPE: 


 
The Government anticipates awarding a Hybrid Firm-Fixed Price, Labor Hours, and Time and 


Materials task order. 
  


 
7.  RFQ RESPONSE DUE DATE and RFQ Timeline: 
  


RFQ DUE DATE:  This solicitation will be conducted in two phases.  Written responses to the 


1st phase of this RFQ must be submitted by July 11th, 2017 3:00 PM Eastern Time (EST), 


Month to the CO/ and CS.  All correspondence must have “RFQ # HSHQDS-17-Q-00232” in 


the subject line.  Qualified firms will be invited to continue into Phase II.  The Phase II 


submission will consist of an Oral Presentation augmented by a limited written (MS 


PowerPoint Slides) submission with key personal resumes.   


  
NOTE:  It is the Offeror’s responsibility to read the RFQ and all related documents carefully.  


Additionally, it is the Offeror’s responsibility to ensure/verify the Government receives its 


submission on or before the date/time specified.  The Government reserves the right to not 


accept any late quotes.  Please do not wait until the deadline to submit your quotation. 
 


PLANNED RFQ TIMELINE:  The following table provides planned dates for RFQ events.  


These dates are subject to change. 


 


Event Date 


Questions Due from Vendors July 7 


Answers Sent to Interested Firms July 8 
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Event Date 


Phase I Quotes Due  July 11 


Phase II Quotes Due July 17 – 3PM Eastern 


Oral Presentations   July 19-25 


Award Decision  August 16 


 


 


8.  SUBMISSION REQUIREMENTS:  
 


All submissions shall be submitted electronically via email on or before the RFQ closing date as 


stated above.  We kindly request a “no quote / no-bid reply” with a brief explanation if your firm 


chooses not to respond to this RFQ.    
 


 
A. Format for Submission: 


 


Volume # & Contents 


/ 
 Section # 


Volume 1 


Phase I  


Submission of 


Pass/Fail (Go/No 


Go) factors 


Volume 2 


Phase II 


Technical Quotation 


Volume 3 


Phase II 


Price Quotation 


Section 1 Phase I: Factors 1-5 General General 


Section 2  Technical 


Assumptions 
Price Assumptions 


Section 3  Technical Quote: 


Factor 1: 


Migration and 


Implementation 


Experience 


AND 


Factor 2:  


Technical and 


Management 


Approach 


 


Pricing Quotation 


(Schedule of 


Prices) 


 
B.  Page Limitation:   


 
Phase I Volume I – The Submission of Pass/Fail (Go/No Go) factors – Attachment 4 


has no page limitation.  The template as provided in Attachment 4 will constitute the 


complete Phase I submission. 


 
Phase II Volume II – The PowerPoint submission is not limited to a certain number of 


slides but all slides must be presented in the oral presentation to be considered. A cover 


page, Section 1 (General), Section 2 (Technical Assumptions), and Resumes are not 


included in this limitation.  For resumes, individual resumes are limited to two (2) pages 


per person.  Resume pages in excess of two (2) pages will not be considered.   







Page 6 of 48 


Solicitation Number HSHQDC-17-Q-00232 


Revised with Amendment 005 Dated 7/13/2017 


 
Phase II Volume III – The Price submission has no page limitation.  The Excel-based 


worksheet as provided in Attachment 3, “Pricing Template” will constitute the complete 


price submission. 


 
Format (In Print Form): 


● Paper size should be 8.5” x 11.”  


● Double-sided pages 


●  Single-spaced lines, including text in figures  


● 1 inch margins for the body of the document 


● ½ inch margins for headers and footers 


● Standard, consecutive page numbering; in “page x of y pages” format of the page footer. 


Font: 
● 11-point or larger (New Times Roman) text for the proposal and all attachments 


● 10-point or larger (New Times Roman) text for all tables and figures in the body of the 


proposal 


  
*Note - Firms shall not include any pricing related information in their technical quotes. 


 


 
C. Interactive Oral Presentation – General Information: 


 


Upon entry into the Phase II Evaluation, firms are required to submit one technical quote and a 


separate price quote to Government officials for the purposes of assuring that the prospective 


contractor has a complete understanding of the scope of this effort and has the capability to 


complete all required tasks of the Statement of Work (SOW) (Attachment 1).  This technical 


quote shall consist of a PowerPoint slide presentation and attachments, submitted in writing and 


presented interactively.  The combined written and interactive presentation will constitute the 


complete technical submission.  


 


The Contracting Officer, Contract Specialist, and the Technical Evaluation Team members will 


attend the required presentation.   


 


Constraints:  


Attendance at the oral presentation and the subsequent question and answer session will be 


limited to the firm’s key personnel and no more than two (2) additional corporate representatives 


of the firm’s team. A firm’s key personnel includes only those persons who will be assigned to 


the contract as key personnel (which may include teaming partners).  The additional individuals 


(e.g., CEO, company president, VP, legal or contract representative, etc.) from the firm’s team 


may attend but will not be allowed to present at the oral presentation, except as part of a brief 


introduction that will not be evaluated, but will count towards the firm’s allotted time. 


 


The firm will be given 15 minutes for set up. After opening remarks by the Government, the firm 


will be given up to 120 minutes to make the best case that they can to convince the Government 


that they should be selected, while discussing all of the submission requirements listed in this 


RFQ. The presentation will be stopped precisely at 120 minutes from the start of the presentation.  
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Upon completion of the presentation, the Government will caucus to discuss the firm’s 


presentation and to formulate any questions regarding the presentation. The Government and firm 


will then address any questions or clarifications posed by the Contracting Officer or the Technical 


Evaluation Team Chairperson. The question and answer session is expected to last approximately 


not more than 60 minutes. If necessary, the firm may briefly caucus to coordinate responses to 


specific questions or clarifications.  Any questions posed by the Government in response to the 


presentation will be for elucidation/engagement only, it will not be for the purpose of changing or 


altering the firm’s submission.  


 


The total presentation, caucus, and question and answer session are expected to last 


approximately 3.5 hours. At the expiration of this time, the quotation response will be considered 


complete.  Unsolicited changes to the submission will not be accepted without a formal 


Contracting Officer written request.     


 


Interactive Oral Presentation Format and Media:  


The presentation content should be ordered as listed as stated in section 8 and 9 of this document.  


Firms are advised that the presentation format should be organized to cover each of the assigned 


technical evaluation factors for the volume.  During the presentation the contractor shall not 


present or discuss any information related to the price evaluation factor.  The contractor will not 


present or discuss any topic that is not stated in the written slides. 


 


There is no limit to the number of slides that can be presented during the oral presentation.  Slides 


should be sequentially numbered in the slide footer. The slides shall not contain any fonts smaller 


than a proportionally spaced font (such as Times New Roman) of at least 11 points.  


 


 Submission of Volume II 


Offerors must email an electronic copy of the PowerPoint Slides to the Contracting Officer and 


Contract Specialist no later than 10:00 AM Eastern Time on the Friday before the date of the 


schedule interactive oral presentation.  The presentation format must be compatible with 


Microsoft PowerPoint version 2013.  Attachments to the presentation (eg. resumes) must be in 


Microsoft Word or in PDF format. 


 


Firms must bring 5 copies of the presentation for the Government audience.  It is recommended 


that firms provide a projector for their presentation.  A Government issued projector may be 


provided upon request.  All firms are required to provide a laptop for their presentation.  Please 


note: Internet connectivity is not permitted.   


 
Oral Presentation Scheduling:  


The Contracting Officer will schedule the presentations.  They will be held in the Washington DC 


area and are tentatively scheduled to begin on 19 July, 2017.  Time slots will be selected by 


lottery and assigned randomly and may not be swapped or changed. The Government reserves the 


right to reschedule any Offeror’s presentation at its sole discretion.  The exact location, will be 


provided when the presentations are scheduled.  All firms found qualified for Phase II will be 


notified in writing by the Contracting Officer with the date and time of their interactive oral 


presentation.  All firms found to be not qualified in Phase I will be notified in writing by the CO. 
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Recording of Oral Presentation:  


The firms may not electronically record any of the oral presentation process.  However, the 


Government may elect to record the oral presentations. 


 


 
9. REQUIRED COMPONENTS OF EACH VOLUME AND SECTION: 
 
Volume 1 Phase I - Submission of Pass/Fail (Go/No Go) Factors 
 


Phase I 


Factor 1: OEM Hosted cloud solution 


The firm is required to provide the name of the Service Management Tool that they propose to use to 


meet the requirements of the RFQ. 


The firm is required to certify that the proposed tool is hosted in the SMT Original Equipment 


Manufacturer’s (OEM) Cloud. 


Eg. Firm proposes to use “ABC” SMT solution.  Vendor certifies that “ABC” SMT solution is hosted in 


“ABC’s” cloud. 


The solution may not be hosted in a non SMT OEM commercial cloud.   


Factor 2:  FedRAMP certified for cloud services 


The firm is required to provide documentation that its solution is certified by FedRAMP to be hosted and 


used in the specified cloud. 


Ex. Firm proposes to use ABC solution, hosted in ABC’s cloud.  Vendor must provide documentation 


that FedRAMP has certified ABC’s Service Management Tool to be hosted in ABC’s cloud. 


Factor 3:  Meets Government technical modules 


The firm is required to document that its solution meets all of the Government’s technical modules within 


a single platform.  Statement of Work (Service Management Tool Licensing SOW) Section II – Service 


Management Tool Modules – which states the different Service Management Tool modules required and 


their descriptions.  Firms must provide documentation that their solution meets all of these module 


requirements. 


Factor 4:  OEM Certified Key Personnel 


The firm is required to state that proposed Key Personnel have been certified by the OEM Service 


Management Tool provider to migrate, install, operate, and maintain its product.   


Ex. The vendor proposes to use ABC solution.  Vendor must state that ABC certified the vendor’s key 


personnel to migrate, install, operate, and maintain ABC’s product. 


 


Factor 5: GSA Pricing  


All quoted requirements (including SMT Licensing, M&I, O&M services) must be included on the Firm’s 


and or an approved partner’s GSA Schedule.  Firm’s will self-certify using Attachment 2 for validation. 
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Volume 2 Phase II – Technical Quotation  


(Delivered in the form of a Microsoft PowerPoint slide presentation) 


  
Section 1 – General 


 
This section shall include a cover sheet.  This cover sheet shall only include the 


information listed below in letters A - Q: 


 
A. Name of Vendor 


B. Address 


C. City, State, Zip code 


D. Data Universal Numbering System (DUNS) Number 


E. Taxpayer Identification Number (TIN) 


F. Points of Contact (Primary & Alternate) for both Technical and Pricing 


Submissions 


G. Telephone Number 


H. Electronic Mail Address 


I. Solicitation/Quotation number 


J. Date of Quotation 


K. GSA Schedule Contract Number  


L. Small Business Representations made by the Vendor 


M. Prompt Payment Terms 


N. A statement specifying the extent of agreement with all terms, conditions, and 


provisions included in the solicitation and agreement to furnish any or all items 


upon which prices are offered at the price set opposite each item 


O. Names and contact information of persons authorized to negotiate on the 


Offeror’s behalf with the Government in connection with this solicitation 


P. Name, title, and signature of person authorized to sign the quotation. 


Q. Current Performance Period the GSA Schedule with Option Periods as applicable 


  
 


Section 2 – Technical Assumptions 


 
Assumptions - Firms must indicate, in this section only, if any technical related 


assumptions have been made, conditions have been stipulated or exceptions have been 


taken with the Statement of Work as written. If technical assumptions are not noted in 


this Volume and this section of the quote, it will be assumed that the Offeror’s quote 


reflects no technical assumptions for award and the Offeror agrees to comply with all of 


the terms and conditions set forth herein. It is not the responsibility of the Government to 


seek out and identify assumptions, conditions, or exceptions buried within the Offeror’s 


quote.  Accordingly, any technical related assumptions listed in any other volume or 


section shall be null and void. 
  
Any exceptions taken to the terms and conditions of the RFQ shall be stated in this 


Section.  The Offeror is advised that any exception taken to the terms and conditions of 


the RFQ may adversely impact its evaluation rating.  Any assumptions that are 


considered unacceptable by the Government and cannot be resolved may result in the 


Offeror being removed from consideration.  
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Section 3 – Technical Quote  


To be delivered in the form of a PowerPoint document and presented orally   


See Section 8 above for Interactive Oral Presentation instructions.    
 


The following areas in the Offeror’s technical quote must be addressed to sufficiently 


demonstrate the Offeror’s ability, unique capabilities, and demonstrated experience to 


successfully support this requirement. 


  


(a) Migration and Implementation Experience – FACTOR 1 
(b) Technical and Management Approach – FACTOR 2 


 


 


Migration and Implementation Experience – Factor 1 


 


The firm should show prior examples of successful implementation of similar tasks resulting in 


accomplishments, deliverables, and cost savings. 


 


Factor 1:  Migration and Implementation Experience 


 


The vendor must describe its migration and implementation (M&I) experience.  Specifically, the vendor 


shall list the migrations and implementations it has successfully accomplished within the last three (3) 


years of only its proposed solution.  Note: If the vendor is proposing ABC solution it shall only list the 


migration and experience for that product.  This description for each M&I must include, at a minimum, 


when the M&I took place, the name of the customer, the cumulative customer satisfaction rating 


(score/percent) for each M&I (as applicable), the contract number (if a federal agency), the dollar value, 


an estimate of the number of licensed users in the project’s user base, and whether the effort was 


reviewed by the OEM.  If the vendor has a certification from the OEM for its M&I experience it shall list 


that certification as well as the total number of M&I’s performed in the last three years for that OEM.  


This information should be presented as a table in the PowerPoint submission using the minimum subject 


requirements as column headers. 


 


 


Technical and Management Approach – Factor 2 


 


In this section, the firm should describe its overall technical and management approach for meeting the 


contract objectives. The technical approach must be discussed in sufficient detail to clearly and concisely 


demonstrate that the firm has an understanding of all requirements specified in the SOW.   


 


Factor 2:  Technical and Management Approach 


 


The vendor must demonstrate and discuss the following elements: 


 


Migration and Implementation –its technical approach to migrating and implementing the first SMT 


module (ITSM) in the Base Period and all future modules in the Option Periods.  This approach shall 


include an draft outline of a Quality Assurance (QA) Plan that addresses, at a minimum, its escalation 


and governance process, how it identifies and escalates critical issues and information, an explanation of 


the controls and people involved in the decision-making process, its methods for identifying, tracking, 
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reducing and reporting risks.  A Final QA Plan will be required to be submitted to the Government for 


review and approval within 30 days after Task Order award. 


 


Customer engagement – its approach to engaging the customer to obtain and/or share information 


required for the migration and implementation.  This includes but it not limited to, requirements gathering 


sessions, project status meetings, training approach (e.g., execution of the deliverable titled “Service 


Management Tool Training Approach, Training Plan and Training schedule”).   


 


Operations and Maintenance – its technical approach to operate and maintain the installed SMT 


modules in the Option Periods in accordance with SOW Section I, Subsection 5 entitled “Operation and 


Maintenance.” The approach to executing the governance process as defined in the requested SOW 


deliverable titled “Service Management Tool Governance Document.”  The purpose of the governance 


process is to manage the implementation of changes to the DHS HQ service management tool instance.  


Discuss how your firm will facilitate a service management change board meeting to review and 


adjudicate government official (COR / CO) requested changes to the tool.  Discuss how your firm will 


execute proposed changes and the approach for future discussion and how it will impact the system, 


application, workflow stability and/or difficulties for future system upgrades.  


 


Management – its overall approach to managing both stages (M&I and O&M), including, at a minimum, 


cost management, schedule management, performance management, and any other miscellaneous issue of 


which the Government should be aware.  The vendor shall also describe the process by which they will 


convert T&M/LH Tasks to Fixed Price. 


 


Staffing – The firm should discuss its staffing approach, including how the firm plans to recruit, hire and 


retain and develop qualified staff.  The firm should discuss its OEM certification training process and 


how its personnel receive and maintain professional credentials, the experience of its personnel, and the 


continuing learning opportunities available to its personnel. 


 
Key Personnel Resumes 
 


Resumes should be an attachment to the PowerPoint submission.  (This is not expected to be included 


within the PowerPoint presentation nor will this count towards any other submission page limitations). 


 


Firms shall provide complete resumes for all Key Personnel. The resumes for Key Personnel are limited 


to 2 pages and must include proposed labor category for the individuals and the following additional 


information:  


 
● Name of proposed person 


● Proposed position, function, or role 


● Proposed GSA labor category 


● Education [including, in reverse chronological order, colleges and/or technical 


schools attended (with dates), degree(s) / professional credentials and or 


certification(s) received, major field(s) of study, and approximate number of total 


class hours if available] 


● Experience (including, in reverse chronological order, area(s) of work in which a 


person is qualified, company and title of position, approximate starting and 
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ending dates (month/year), concise descriptions of experience for each position 


held 


● Certification that the information contained in the resume is correct and accurate. 


 


The above information should be presented in the PowerPoint submission.  (Resumes may be included as 


an attachment to the PowerPoint submission). 


 


 


Volume 3 Phase II – Price Quotation 


 


Section 1 – General 
 


This section shall include a cover sheet.  This cover sheet shall only include the information listed below 


in letters A - R: 


 
A. Name of Vendor 


B. Address 


C. City, State, Zipcode 


D. Data Universal Numbering System (DUNS) Number 


E. Taxpayer Identification Number (TIN) 


F. Points of Contact (Primary & Alternate) for both Technical and Pricing 


Submissions 


G. Telephone Number 


H. Electronic Mail Address 


I. Solicitation/Quotation number 


J. Date of Quotation 


K. GSA Schedule Contract Number  


L. Small Business Representations made by the Vendor 


M. Prompt Payment Terms 


N. A statement specifying the extent of agreement with all terms, conditions, and 


provisions included in the solicitation and agreement to furnish any or all items 


upon which prices are offered at the price set opposite each item 


O. Names and contact information of persons authorized to negotiate on the 


Offeror’s behalf with the Government in connection with this solicitation 


P. Name, title, and signature of person authorized to sign the quotation. 


Q. Current Performance Period the GSA Schedule with Option Periods as applicable 


R. Attached PDF formatted (soft copy) of the Firm’s applicable GSA Schedule 


Contract(s) 


 
 


Section 2 – Pricing Assumptions 


 
 


Assumptions - Firms must indicate, in this section only, if any pricing related assumptions have been 


made, conditions have been stipulated or exceptions have been taken with this RFQ or the Statement of 


Work as written. If assumptions are not noted in this Volume and this section of the quote, it will be 


assumed that the firm’s quote reflects no assumptions for award and the firm agrees to comply with all of 


the terms and conditions set forth herein. It is not the responsibility of the Government to seek out and 


identify assumptions, conditions, or exceptions buried within the firm’s quote.  Accordingly, any pricing 


related assumptions listed in any other volume or section shall be null and void. 
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Any exceptions taken to the price related terms and conditions of the RFQ shall be stated in this Section.   


 


Any assumptions that are considered unacceptable by the Government and cannot be resolved may result 


in the firm being removed from consideration.  


 


Failure to utilize the attached Schedule of Prices (Attachment 3) will result in the firm being removed 


from consideration for award. 
 


Section 3 – Pricing Quotation (Schedule of Prices) 


Factor 3 - Price 


 


To assist Firms in providing conforming price quotations and to promote standardization across 


submissions, the Government has provided a pricing template Attachment 3, that shall be used.  The 


Government’s Level of Effort estimation is listed in this attachment.  There is no page limit for the price 


quote. 


 


Failure to use the Excel template (Attachment 3) as provided, adding columns or manipulating the 


Excel sheet other than to provide information in the areas specifically designated for Vendor 


import will be viewed as unacceptable and the Offeror will be removed from consideration for 


award. 


 
***Non-compliant quotes will be removed from consideration for award*** 


 


 


Task 1 shall be Firm-Fixed Price (FFP).  Vendors shall describe their level of effort.  Task 1 must not 


include any of the licenses required during Migration and Implementation (M&I).  For all other Tasks the 


vendor shall only input the labor rate for the labor category and hours provided. 


 


Licenses shall include fixed unit prices depending on the range of licenses ordered.  The Contractor shall 


estimate the number of licenses required for M&I and shall not change the number of licenses required 


for O&M.  The Government will not purchase all of the O&M production licenses during the M&I phase.  


The Government will only purchase all of the required productions licenses once M&I phase is complete 


and the O&M phase begins. 


 


All Firms shall certify in writing that their proposed solution falls within the scope of the vendor’s 


referenced GSA Schedule contract(s) as applicable by completing, signing, and returning RFQ 


Attachment 2. Your price quotation shall be based on your firm’s current GSA Schedule IT-70, SIN 132-


51 contract labor rates. 
 
The Government requests a discount from your GSA Schedule Contract labor rates for the base and 


option periods.  Please indicate the non-discounted rates, the proposed percentage of discount and the 


discounted rate. 


  
In the spirit of cost transparency, cost savings to the taxpayer, and to the Federal Government, 


please consider voluntarily waiving labor rate and license cost escalation within your price 


submission for this project.  We ask all firms to highly consider saving tax payer funds by removing 
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automatic labor rate increases from current proposed rates.  Also, please summarize the savings 


you are providing to the Government through this additional discounting effort.  
 
All firms must map / crosswalk their quoted GSA Schedule labor categories to the Government’s 


identified labor categories to be utilized for this effort, a description of the skills and experience per 


category, and the hourly rates quoted, and any other quoted associated pricing, for calculating the quoted 


price for this effort.  


 


For each labor category, ensure that there is a one-to-one correlation between the SOW labor category 


names provided in the RFQ, and the GSA Schedule IT-70, SIN 132-51 labor category names provided 


within the quote.  Failure to demonstrate an appropriate crosswalk or mapping of labor categories may be 


considered failure to comply with the terms of this RFQ. 


 


Other Direct Costs (ODCs).  ODCs are provided under this Task Order.  ODCs are defined pursuant to 


FAR 16.601 (e.g., direct materials, G&A, subcontracts, and other direct costs that must have prior written 


approval from the COR in order for the Contractor to be reimbursed).  The Government has provided 


Not-to-Exceed (NTE) placeholder amounts for quoting the ODC portions of this requirement.  The 


placeholder amounts for ODC’s are indicated in Attachment 3 - CLIN Pricing Template – Schedule of 


Prices (Excel Spreadsheet).  Note that G&A may only be applied to travel and shall not be applied to 


ODC’s.  The G&A will be set and fixed at the rate proposed at time of award for base and all option 


periods.  This G&A will not be subject to change.  Profit/Fee is not allowed on ODCs.  Local Travel will 


not be reimbursed under this order. 


 


Teaming Arrangements.  Subcontracting/Partnering Agreements (IAW GSA subcontracting procedures) 


rate information must also be included, if applicable.  Any Contractor Teaming/Partnering Agreements 


shall be in accordance with GSA policy and guidelines.   


 
If the quote includes subcontractor costs, the quote must include confirmation that the subcontractor effort 


is within the scope of the prime contractor’s Schedule and is proposed under the prime contractor’s 


Schedule labor categories and applicable rates.   
 
The vendor shall submit sufficiently detailed information to permit the Contracting Officer and authorized 


representatives to evaluate the offer. Unless otherwise stated in this solicitation, the information may be 


submitted in the Offeror’s own format. 


 
Section 3 – GSA Schedule IT-70, SIN 132-51  


 
Volume 3 must also include a complete copy in PDF of the GSA Schedule IT-70, SIN 132-51 / contract 


terms and conditions, against which the price quotation has been issued. 


 
10.     EVALUATION FACTORS: 
  


The Phase I evaluation will executed on a be a pass/fail basis utilizing objective criteria as submitted by 


each firm along with the (coversheet) checklist provided in Attachment 4.  Failure of ANY of the 


following Phase I factors will result in automatic removal from further award consideration. 
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Phase I - Submission of Pass/Fail (Go/No Go) Factors 


Factor 1: OEM Hosted cloud solution 


1.  Did the firm provide the name of the Service Management Tool that they propose to use?   


2.  Did the firm certify that the proposed tool is hosted in the Original Equipment Manufacturer’s (OEM) 


Cloud? 


 


Factor 2:  FedRAMP certified for cloud services 


Did the firm provide documentation that its solution is certified by FedRAMP to be hosted and used in 


the specified cloud? 


 


Factor 3:  Meets Government technical modules  


Did the firm provide documentation that their solution meets all of the Government technical module 


requirements, SOW - Section II – Service Management Tool Modules 


 
Factor 4:  OEM Certified Key Personnel 


Did the firm state that proposed Key Personnel have been certified by the OEM Service Management 


Tool provider to migrate, install, operate, and maintain its product? 


Factor 5: GSA Pricing  


1. Are all quoted licenses, products, and services included on the Firm’s and or an approved partner’s 


GSA Schedule? 


2. Did the firm complete and sign the proper use of GSA Schedule self-certification using Attachment 2? 


 


 


The Phase II Technical factors (Factor 1: Migration and Implementation Experience and Factor 2: 


Technical and Management Approach) are of equal importance to each other.  All Phase II elements listed 


under each factor are of equal importance to each other.  All technical factors are individually greater than 


price. However, price may become more important in selecting the successful firm as technical quotes 


become more comparable.  
   


 


Phase II - Technical Quote 


 


A.     Factor 1:  Migration and Implementation Experience 
  


 Degree to which the Offeror demonstrates M&I experience with similar, directly relevant 


technical and business solutions. 


 The number of applicable M&I successfully executed in the past 3 years 


 The overall strength of the firms customer satisfaction ratings  


 


 
 
B.    Factor 2:  Technical and Management Approach 


 


Migration and Implementation 


 The firm’s technical approach will be evaluated on their understanding of the objectives of the 


SOW and planned execution of the project. This refers to the manner in which the firm 


proposes to plan, manage, control, and provide the services and deliverables. The extent to 
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which the Offeror understands the problems, issues, constraints, organizations and system(s) 


involved and the approach and methodologies proposed to ensure successful accomplishment 


of the work will be evaluated. 


 


 The firm draft Quality Assurance (QA) Plan’s ability to address the anticipated potential 


problems, issues, constraints, and creativity and feasibility of solutions to problems and future 


integration of new processes and technology enhancements. 


 


Customer engagement   


 Demonstrates the sufficiency of its approach to engaging the customer to obtain and/or share 


information required for the migration and implementation, including requirements gathering 


sessions, project status meetings, training approach.  


 


Operations and Maintenance  


 The sufficiency of firm’s governance process to manage the implementation of changes to the 


DHS HQ service management tool instance.  


 The sufficiency of firm’s ability to resolve problems, address workflow process stability, 


manage system upgrades, and troubleshoot unforeseen problems 


 Demonstrated experience with the SOW requirement working with the Service Management 


Tool O&M Support CONOPS Document (SOW Section I subsection 4.3) or similar concept 


of operations documents 


 The firm’s demonstration and knowledge of the governance process utilized evaluate changes 


to and their potential impact to the SMT 


 


Management  


 Degree to which the Offeror’s quote demonstrates an understanding of cost management, 


schedule management, and performance management, and any other miscellaneous issue of 


which the Government should be aware.   


 The Degree to which the firm’s quote demonstrates a sufficient process by which they will 


convert T&M/LH Tasks to Fixed Price.  


 


Staffing  


 Degree to which the Offeror demonstrates ability to recruit, hire and retain and develop 


qualified staff. 


 The strength of the firm’s OEM certification training process for its personnel receives, 


maintains professional credentials; the experience of its personnel, and the continuing learning 


opportunities available to its personnel  
 


Key Personnel Resumes 


 The overall strength of the proposed key personnel including education professional 


certifications / credentials  


 The currency, quality and depth of experience of individual personnel working on similar 


projects (size, scope, magnitude, duration, and complexity etc.)     
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Phase II – Pricing Quotation 
 
Price Quote 
 
The overall price quote will be evaluated for its fair and reasonableness.  Any price quotation that does 


not provide a fair and reasonable price may be deemed unacceptable and removed from further 


consideration.   


 


The firm-fixed price quote section (ITSM Tool) will be evaluated based on the level of effort and the mix 


of labor proposed to perform the requirement in relationship to the Offeror’s quoted solution.   


 


The firm’s labor rates will be evaluated at the labor category level for fair and reasonableness. 


 


The Government may reject any price quote that is evaluated to be significantly not compliant with the 


solicitation requirements, have an unreasonable level of effort and or labor mix, an unreasonably high or 


low price, or reflects a failure to comprehend the complexity and risks of the work to be performed.   


 


The price quote will be evaluated inclusive of optional line items (CLINS) and optional periods of 


performance based on the total quoted value. 


 
 
11.  BASIS FOR AWARD 


 
It is the Government’s intent to award a task order against an existing a GSA Schedule contract using the 


procedures in FAR 8.405, to the responsible Offeror whose quote, in conforming to the RFQ, provides the 


overall best value to the Government considering technical evaluation factors and price. The evaluation 


will be based on the demonstrated capabilities of the prospective firm in relation to the needs of the 


project as set forth in this RFQ.  The merits of each quote will be evaluated carefully.  Each quote must 


demonstrate the feasibility of successful implementation of the requirements of the RFQ.  


 
The Government may reject any quote that is evaluated to be non-compliant with the solicitation 


requirements, unreasonably high or low in price, or reflects a failure to comprehend the complexity and 


risks of the work to be performed. 


 


Should initial quotes not provide the Government with a satisfactory total solution, the Government 


reserves the right to engage with quoting firms to obtain a better understand and to reach a best value 


determination.  The Government reserves the right to engage all, some, or none of the firms submitting 


quotations in response to this RFQ.   


 


Once the government determines that a firm is the best-suited (e.g. the apparent successful awardee), the 


government reserves the right to engage with only that firm to address any remaining issues, if necessary, 


and finalize a task order with that firm.  These issues may include technical and price.  If the parties 


cannot successfully address any remaining issues, as determined pertinent at the sole discretion of the 


government, the government reserves the right to engage the next best-suited firm based on the original 


analysis and address any remaining issues.  Once the government has engaged the next best-suited firm, 


no further engagements with the previous firm will be entertained until after the task order has been 


awarded.  This process will continue until an agreement is successfully reached and a task order is 


awarded.  


 


Best Value Trade-Offs: The Government reserves the right to make an award to other than the low 


priced firm if the superior technical solution, or the solution indicating a reduced performance risk, 
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warrants paying a premium.  The Government's objective is to obtain the highest technical quality 


considered necessary to achieve the project objectives, with a fair and reasonable price.   


 
Technical evaluation factors are more important than price. As non-price factors equalize, price will 


become a more important factor in selecting the best value.  Each firm should recognize that its initial 


price and technical quote may be used as the sole and final basis for award and should quote accordingly. 


Please provide pricing discounts as requested within this RFQ. 
 


 


12.  SOLICITATION PROVISIONS: 


FAR PROVISIONS INCORPORATED BY REFERENCE 
 


 


The provisions and clauses prescribed in this part shall be revised, as necessary, to reflect the applicability 


of statutes and executive orders to the acquisition of commercial items. 


 


(1) 52.204-16 - Commercial and Government Entity Code Reporting (Jul 2016) 


(2) 52.204-18 - Commercial and Government Entity Code Maintenance (Jul 2016) 


(3) 52.204-21 - Basic Safeguarding of Covered Contractor Information Systems (Jun 2016) 


(4) 52.209-7 - Information Regarding Responsibility Matters (Jul 2013) 


(5) 52.209-12 - Certification Regarding Tax Matters (Feb 2016) 


(6) 52.222-56 - Certification Regarding Trafficking in Persons Compliance Plan (Mar 2015) 


(7) 52.212-3 - Offeror Representations and Certifications—Commercial Items. (Jan 2017) – (Note: Not 


required as a separate submission - Use the System for Award Management). 


 
 


FAR Provisions Incorporated by Full Text 
 


52.216-1  Type of Contract (APR 1984) 
The Government contemplates award of a Hybrid Firm-Fixed Price / Labor Hour / Time and Material 


contract resulting from this solicitation. 
(End of provision) 


  
52.216-31  Time and Materials / Labor Hour Proposal Requirements - Commercial Item 


Acquisition (FEB 2007) 
(a) The Government contemplates award of a Labor-Hour type of contract resulting from this solicitation. 
(b) The Offeror must specify fixed hourly rates in its offer that include wages, overhead, general and 


administrative expenses, and profit. The Offeror must specify whether the fixed hourly rate for each labor 


category applies to labor performed by— 
(1) The Offeror; 
(2) Subcontractors; and/or 
(3) Divisions, subsidiaries, or affiliates of the Offeror under a common control. 


(End of provision) 
  


52.217-5 -- Evaluation of Options (JUL 1990) 
Except when it is determined in accordance with FAR 17.206(b) not to be in the Government’s best 


interests, the Government will evaluate offers for award purposes by adding the total price for all options 


to the total price for the basic requirement.  Evaluation of options will not obligate the Government to 


exercise the option(s). 
(End of provision) 
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52.233-2 -- Service of Protest (SEP 2006) (Deviation) 
(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed directly with 


an agency, and copies of any protests that are filed with the Government Accountability Office (GAO), 


shall be served on the Contracting Officer (addressed as follows) by obtaining written and dated 


acknowledgment of receipt from: 
 


Gregory Ruderman 
Contracting Officer 
 


 


(b) The copy of any protest shall be received in the office designated above within one day of filing a 


protest with the GAO. 
(End of provision) 


 
 
 
13.  TASK ORDER CLAUSES: 
 
Clauses incorporated at the GSA Schedule contract level flow down to this Task Order. 


 
The resulting task order will include the following clauses: 


 
 


52.212-5 -- Contract Terms and Conditions Required to Implement Statutes or Executive Orders -- 


Commercial Items. 


As prescribed in 12.301(b)(4), insert the following clause: 


Contract Terms and Conditions Required to Implement Statutes or Executive Orders -- 


Commercial Items (Jan 2017) 


(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which 


are incorporated in this contract by reference, to implement provisions of law or Executive orders 


applicable to acquisitions of commercial items: 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 


Continuing Appropriations Act 2015 (Pub. L. 113-235) and its successor provisions in 


subsequent appropriations acts (and as extended in continuing resolutions)). 


(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015) 


(3) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 


(4) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 


108-78 (19 U.S.C. 3805 note)). 



http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/far/12.htm#P120_20016
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(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer 


has indicated as being incorporated in this contract by reference to implement provisions of law or 


Executive orders applicable to acquisitions of commercial items: 


_X__ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with 


Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 


_X__ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 


3509). 


___ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment 


Act of 2009 (Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts funded by the 


American Recovery and Reinvestment Act of 2009). 


_X__ (4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 


2016) (Pub. L. 109-282) (31 U.S.C. 6101 note). 


___ (5) [Reserved] 


_X__ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 


section 743 of Div. C). 


___ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts 


(Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 


___ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with Contractors 


Debarred, Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note).  


_X__ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters 


(Jul 2013) (41 U.S.C. 2313). 


___ (10) [Reserved] 


___ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 


U.S.C. 657a). 


___ (ii) Alternate I (Nov 2011) of 52.219-3. 


___ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 


Concerns (Oct 2014) (if the offeror elects to waive the preference, it shall so indicate in its 


offer)(15 U.S.C. 657a). 


___ (ii) Alternate I (Jan 2011) of 52.219-4. 


___ (13) [Reserved] 


___ (14) (i) 52.219-6, Notice of Total Small Business Aside (Nov 2011) (15 U.S.C. 644). 


___ (ii) Alternate I (Nov 2011). 
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___ (iii) Alternate II (Nov 2011). 


___ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 


___ (ii) Alternate I (Oct 1995) of 52.219-7. 


___ (iii) Alternate II (Mar 2004) of 52.219-7. 


___ (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and 


(3)). 


___ (17) (i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (d)(4)). 


___ (ii) Alternate I (Nov 2016) of 52.219-9. 


___ (iii) Alternate II (Nov 2016) of 52.219-9. 


___ (iv) Alternate III (Nov 2016) of 52.219-9. 


___ (v) Alternate IV (Nov 2016) of 52.219-9. 


___ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 


___ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)). 


___ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 


637(d)(4)(F)(i)). 


___ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 


2011) (15 U.S.C. 657f). 


___ (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 U.S.C. 


632(a)(2)). 


___ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 


Disadvantaged Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)). 


___ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 


Business Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 


U.S.C. 637(m)). 


_X__ (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 


_X__ (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Oct 2016) 


(E.O. 13126). 


_X__ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


_X__ (28) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 
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_X__ (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


_X__ (30) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 


793). 


_X__ (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


_X__ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 


(Dec 2010) (E.O. 13496). 


_X__ (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 


and E.O. 13627). 


___ (ii) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 13627). 


_X__ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (E. O. 12989). (Not 


applicable to the acquisition of commercially available off-the-shelf items or certain other types 


of commercial items as prescribed in 22.1803.) 


_X__ (35) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016). 


(Applies at $50 million for solicitations and resultant contracts issued from October 25, 2016 


through April 24, 2017; applies at $500,000 for solicitations and resultant contracts issued after 


April 24, 2017). 


Note to paragraph (b)(35): By a court order issued on October 24, 2016, 52.222-59 is enjoined 


indefinitely as of the date of the order. The enjoined paragraph will become effective immediately 


if the court terminates the injunction. At that time, DoD, GSA, and NASA will publish a 


document in the Federal Register advising the public of the termination of the injunction. 


_X__ (36) 52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016). 


___ (37) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated 


Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of 


commercially available off-the-shelf items.) 


___ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the 


acquisition of commercially available off-the-shelf items.) 


___ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 


Hydrofluorocarbons (Jun 2016) (E.O.13693). 


___ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and 


Air Conditioners (Jun 2016) (E.O. 13693). 


___ (40) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014) 


(E.O.s 13423 and 13514 


___ (ii) Alternate I (Oct 2015) of 52.223-13. 







Page 23 of 48 


Solicitation Number HSHQDC-17-Q-00232 


Revised with Amendment 005 Dated 7/13/2017 


___ (41) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.O.s 13423 


and 13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-14. 


___ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 


8259b). 


___ (43) (i) 52.223-16, Acquisition of EPEAT® -Registered Personal Computer Products (Oct 


2015) (E.O.s 13423 and 13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-16. 


_X__ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving 


(Aug 2011) (E.O. 13513). 


___ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 


___ (46) 52.223-21, Foams (Jun 2016) (E.O. 13696). 


_X__ (47) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


___ (ii) Alternate I (Jan 2017) of 52.224-3. 


___ (48) 52.225-1, Buy American--Supplies (May 2014) (41 U.S.C. chapter 83). 


___ (49) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act (May 2014) (41 


U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 


4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-


138, 112-41, 112-42, and 112-43). 


___ (ii) Alternate I (May 2014) of 52.225-3. 


___ (iii) Alternate II (May 2014) of 52.225-3. 


___ (iv) Alternate III (May 2014) of 52.225-3. 


___ (50) 52.225-5, Trade Agreements (Oct 2016) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 


___ (51) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, proclamations, 


and statutes administered by the Office of Foreign Assets Control of the Department of the 


Treasury). 


___ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States 


(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 


2008; 10 U.S.C. 2302 Note). 


___ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 


5150). 
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___ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 


2007) (42 U.S.C. 5150). 


_X__ (55) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 


U.S.C. 4505), 10 U.S.C. 2307(f)). 


___ (56) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 


U.S.C. 2307(f)). 


_X__ (57) 52.232-33, Payment by Electronic Funds Transfer— System for Award Management 


(Jul 2013) (31 U.S.C. 3332). 


___ (58) 52.232-34, Payment by Electronic Funds Transfer—Other Than System for Award 


Management (Jul 2013) (31 U.S.C. 3332). 


___ (59) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 


_X__ (60) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 


___ (61) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 


637(d)(12)). 


___ (62) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 


2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). 


___ (ii) Alternate I (Apr 2003) of 52.247-64. 


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial 


services, that the Contracting Officer has indicated as being incorporated in this contract by reference to 


implement provisions of law or executive orders applicable to acquisitions of commercial items: 


___ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495) 


___ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.). 


___ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 


and 41 U.S.C. chapter 67). 


___ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards -- Price 


Adjustment (Multiple Year and Option Contracts) (May 2014) (29 U.S.C.206 and 41 U.S.C. 


chapter 67). 


___ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards -- Price 


Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 


___ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 


2014) (41 U.S.C. chapter 67). 
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___ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67). 


___ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) (E.O. 13658). 


___ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 


_X__ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) 


(42 U.S.C. 1792). 


_X__ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) (31 U.S.C. 5112(p)(1)). 


(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this 


paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified 


acquisition threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation. 


(1) The Comptroller General of the United States, or an authorized representative of the 


Comptroller General, shall have access to and right to examine any of the Contractor’s directly 


pertinent records involving transactions related to this contract. 


(2) The Contractor shall make available at its offices at all reasonable times the records, 


materials, and other evidence for examination, audit, or reproduction, until 3 years after final 


payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor 


Records Retention, of the other clauses of this contract. If this contract is completely or partially 


terminated, the records relating to the work terminated shall be made available for 3 years after 


any resulting final termination settlement. Records relating to appeals under the disputes clause or 


to litigation or the settlement of claims arising under or relating to this contract shall be made 


available until such appeals, litigation, or claims are finally resolved. 


(3) As used in this clause, records include books, documents, accounting procedures and 


practices, and other data, regardless of type and regardless of form. This does not require the 


Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 


course of business or pursuant to a provision of law. 


(e)  


(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of this 


clause, the Contractor is not required to flow down any FAR clause, other than those in this 


paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the 


extent of the flow down shall be as required by the clause— 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 


3509). 


(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and 


Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor 


provisions in subsequent appropriations acts (and as extended in continuing resolutions)). 
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(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) 


and (3)), in all subcontracts that offer further subcontracting opportunities. If the 


subcontract (except subcontracts to small business concerns) exceeds $700,000 ($1.5 


million for construction of any public facility), the subcontractor must include 52.219-8 


in lower tier subcontracts that offer subcontracting opportunities. 


(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow 


down required in accordance with paragraph (1) of FAR clause 52.222-17. 


(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 


(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 


793). 


(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 


(Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR 


clause 52.222-40. 


(xi) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67). 


(xii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 


and E.O. 13627). 


(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627). 


(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements 


(May 2014) (41 U.S.C. chapter 67.) 


(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67) 


(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989). 


(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


(xvii) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016) 


(Applies at $50 million for solicitations and resultant contracts issued from October 25, 


2016 through April 24, 2017; applies at $500,000 for solicitations and resultant contracts 


issued after April 24, 2017). 


Note to paragraph (e)(1)(xvii): By a court order issued on October 24, 2016, 52.222-59 


is enjoined indefinitely as of the date of the order. The enjoined paragraph will become 
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effective immediately if the court terminates the injunction. At that time, DoD, GSA, and 


NASA will publish a document in the Federal Register advising the public of the 


termination of the injunction. 


(xviii) 52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016). 


(xix) 52.222-62, Paid sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 


13706). 


(xx) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


(B) Alternate I (Jan 2017) of 52.224-3. 


(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United 


States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act 


for Fiscal Year 2008; 10 U.S.C. 2302 Note). 


(xxii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 


2014) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR 


clause 52.226-6. 


(xxiii) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 


2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance 


with paragraph (d) of FAR clause 52.247-64. 


(2) While not required, the Contractor may include in its subcontracts for commercial items a 


minimal number of additional clauses necessary to satisfy its contractual obligations. 


(End of Clause) 


 


 
52.217-8 -- Option to Extend Services (NOV 1999) 
The Government may require continued performance of any services within the limits and at the 


rates specified in the contract. These rates may be adjusted only as a result of revisions to 


prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 


more than once, but the total extension of performance hereunder shall not exceed 6 months. The 


Contracting Officer may exercise the option by written notice to the Contractor within 7 days.  
(End of clause) 


 


Note: IAW FAR 52.217-8, the option to extend services for an additional six months using FAR 


Clause 52.217-8 will be incorporated within the award resulting from this RFQ.  A six month 


extension will be considered to be within the total project scope for purposes of evaluation and 


award justification.   


 


The CO reserves the right to exercise FAR 52.217-8, Option to Extend Services if it is determined 


it is in the best interests of the Government. FAR 52.217-8 provides in part that the Government 


may require continued performance of any services within the limits, prices, and rates specified in 


the award.  FAR 52.217-8 may be exercised at any point during the period of performance of the 
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task order and applies to the current period of performance immediately preceding exercising the 


subject option.    


 


52.217-9 -- Option to Extend the Term of the Contract (MAR 2000) 
(a) The Government may extend the term of this contract by written notice to the Contractor 


within 7 days; provided, that the Government gives the Contractor a preliminary written notice of 


its intent to extend at least 14 days before the contract expires. The preliminary notice does not 


commit the Government to an extension. 
(b) If the Government exercises this option, the extended contract shall be considered to include 


this option clause. 
(c) The total duration of this contract, including the exercise of any options under this clause, 


shall not exceed 78 Months.  
(End of clause) 


  
52.252-6 -- Authorized Deviations in Clauses (APR 1984) 
(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 


1) clause with an authorized deviation is indicated by the addition of “(DEVIATION)” after the 


date of the clause. 
(b) The use in this solicitation or contract of any 48 CFR Chapter 14, 48 CFR Chapter 3 clause 


with an authorized deviation is indicated by the addition of “(DEVIATION)” after the name of 


the regulation. 
(End of Clause) 


 
 


FAR CLAUSES INCORPORATED BY REFERENCE 
 
FAR 52.252-2 -- Clauses Incorporated by Reference (Feb 1998) 
This contract incorporates one or more clauses by reference, with the same force and effect as if 


they were given in full text. Upon request, the Contracting Officer will make their full text 


available. Also, the full text of a clause may be accessed electronically at this/these address(es): 
 
http://farsite.hill.af.mil/vffara.htm  
https://www.acquisition.gov/far/current/html/52_301Matrix.html  
 
FAR 52.202-1 -- Definitions (Nov 2013) 
 
FAR 52.203-12 -- Limitation on Payments to Influence Certain Federal Transactions (Oct 


2010) 
 


FAR 52.204-2 -- Security Requirements (Aug 1996) 
FAR 52.204-9 -- Personal Identity Verification of Contractor Personnel (Jan 2011) 
 


FAR 52.212-4 -- Contract Terms and Conditions -- Commercial Items (Jan 2017) 


Alternate I (Jan 2017) When a time-and-materials or labor-hour contract is contemplated, substitute the 


following paragraphs (a), (e), (i), (l), and (m) for those in the basic clause. 


 


FAR 52.223-10 -- Waste Reduction Program (May 2011) 


FAR 52.227-14 -- Rights in Data – General (May 2014) 



http://farsite.hill.af.mil/vffara.htm

https://www.acquisition.gov/far/current/html/52_301Matrix.html
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FAR 52.232-18 – Availability of Funds (Apr 1984) 


FAR 52.243-3 -- Changes -- Time-and-Materials or Labor-Hours (Sep 2000) 


FAR 52.245-1 -- Government Property (Jan 2017); With Alternate I (Apr 2012) 
FAR 52.245-9 -- Use and Charges (Apr 2012) 


FAR 52.246-6 -- Inspection -- Time-and-Material and Labor-Hour (May 2001) 
 
 


CUSTOM TASK ORDER CLAUSES: 
 
 
Custom Clause #1 - Invoice Processing - RESERVED 


 


Invoicing information will be included with task order award  


 


Clause # 2 - Personnel Requirements & Optional Levels of Effort 
 


Key Personnel Definition 
Certain skilled experienced professional and/or technical personnel are essential for 


accomplishing the work to be performed. These individuals are defined as “Key Personnel” and 


are those persons whose resumes were submitted and marked by the vendor as “Key Personnel”.  


No substitutions shall be made of accepted key personnel except for sudden illness or death, or 


termination of employment.  Substitutions shall only be accepted if in compliance with 


“Substitution of Key Personnel” provision identified below.  Unapproved substitutions will 


reflect negatively on past performance ratings.  
  
Key Personnel Designation 


For the purpose of the overall performance of this effort, the Contract Program Manager, 


Subject Matter Expert(s), and Tool Administrator must be designated as Key Personnel. 
 
The Contract Program Manager shall be the Contractor’s authorized point of contact with the 


Government CO and the COR.  The Program Manager shall be responsible for formulating and 


enforcing work standards, assigning schedules, reviewing work discrepancies, and 


communicating policies, purposes, and goals of the organization to subordinates. 
  
Key Personnel Substitution 
All Contractor requests for approval of substitutions hereunder shall be submitted in writing to 


the COR and the Contracting Officer at least thirty (30) calendar days in advance of the effective 


date, whenever possible, and shall provide a detailed explanation of the circumstances 


necessitating the proposed substitution, a complete resume for the proposed substitute, and any 


other information requested by the Contracting Officer necessary to approve or disapprove the 


proposed substitution.  All proposed substitutions shall possess qualifications and experience 


equal to or superior to those of the Key Personnel being replaced.  A “meet and greet” may also 


be requested.  The COR and the Contracting Officer will evaluate such requests and promptly 


notify the Contractor of approval or disapproval in writing.     


  
Personnel Performance/Replacement 


A.  The Contractor shall provide a resume for each individual assigned to work on this 


effort. 


B.  Personnel assigned to this contract will not be removed without Government Approval. 
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C.   The Government reserves the right to judge the technical skill and competence of the 


individual and to require the individual’s replacement if the individual’s qualifications or 


performance are judged deficient at any time with written notification. 


D.   The Government reserves the right to judge the qualifications and acceptability of any 


individual proposed by the contractor for any position, and may require the contractor to 


replace an individual whose qualifications and suitability are judged deficient with 


written notification. 


E.  The Government requires from the contractor to identify key personnel for the total 


period of the project.  The execution of project tasks will be subject to the precise 


assignment of specific individuals identified as key personnel. The contractor must 


ensure the continued assignment of personnel from project start to project finish.  In the 


event an individual become incapacitated or leaves the company, it is the responsibility of 


the contractor to have qualified and/or cleared (if required) individuals on staff to 


accomplish the task with a minimal learning curve. 


F.  For temporary and/or permanent replacement personnel, the contractor shall provide a 


resume for each individual prior to that individual’s reporting for work on this effort. 


 
(End of Custom Clause #2) 


 
Custom Clause #3 – Burn Rate Management & Reporting 
The vendor is required to manage this requirement to the proposed CLIN ceilings.    


 
The awardee of this task order will be required to submit labor category expenditure / burn rate 


management reports with each electronic invoice to ensure ceilings are managed.  Failure to 


submit this supporting documentation may result in rejection of an invoice and delay payment.  
(End of Custom Clause #3) 


 
Clause # 4 – Confidentiality and Disclosure of Information  
Confidentiality:  All information regarding the procedures developed under this task order will be 


regarded as sensitive information by the Contractor and not be disclosed to anyone outside the 


Contractor’s organization without the written permission of the Contracting Officer.  All 


contractor employees supporting the Government on this project will be required to sign a 


statement of non-disclosure applicable to this task order. 
  
Release of Data:  The contractor and/or contractor personnel shall not divulge or release any data 


or information developed or obtained in performance of this effort without written approval of the 


Contracting Officer (CO).  The contractor shall not use, disclose, or reproduce proprietary data 


that may or may not carry a restrictive legend, other than as required in the performance of this 


effort.  Each Contractor employee shall complete a Commitment to Protect Non-Public, Sensitive 


Information Agreement. 
 
Disclosure of Sensitive Information:  Information made available to the contractor by the 


Government for the performance or administration of this effort shall be used only for those 


purposes and shall not be used in any other way without the written agreement of the Contracting 


Officer.  The contractor agrees to assume responsibility for protecting the confidentiality of 


Government records, which are not public information.  Each contractor or employee of the 


contractor to whom information may be made available or disclosed shall be notified in writing 


by the contractor that such information may be disclosed only for a purpose and to the extent 


authorized herein. 
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Limited Use of Data:  Performance of this effort may require the contractor to access and use data 


and information proprietary to a Government agency or Government contractor which is of such a 


nature that its dissemination or use, other than in performance of this effort, would be adverse to 


the interests of the Government and/or others.  
 (End of Custom Clause #4) 


 
Clause # 5 - Organizational Conflict of Interest  
The Contractor warrants that, to the best of the Contractor's knowledge and belief, there are no 


relevant facts or circumstances which would give rise to an organizational conflict of interest, as 


defined in FAR Subpart 9.5, or that the Contractor has disclosed all such relevant information. 
  
The Contractor agrees that if an actual or potential organizational conflict of interest is discovered 


after award, the Contractor make will a full disclosure in writing to the Contracting Officer.  This 


disclosure shall include a description of actions which the Contractor has taken or proposes to 


take, after consultation with the Contracting Officer, to avoid, mitigate, or neutralize the actual or 


potential conflict. 


 
Remedies - The Contracting Officer may terminate this contract action for convenience, in whole 


or in part, if it deems such termination necessary to avoid an organizational conflict of interest.  If 


the Contractor was aware of a potential organizational conflict of interest prior to award or 


discovered an actual or potential conflict after award and did not disclose or misrepresented 


relevant information to the Contracting Officer, the Government may terminate the contract for 


cause or default, debar the Contractor from Government contracting, or pursue such other 


remedies as may be permitted by law or this contract. 


  
The Contractor further agrees to insert clauses which shall conform substantially to the language 


of this clause in any subcontract of consultant agreement hereunder. 
  


(End of Custom Clause #5) 


 
Custom Clause #6 – Optional Contract Line Items 
The Government will provide funding that exercises CLINs.  All funded CLINS are defined as 


core CLINs.  All unfunded CLINS are defined as optional CLINs.  There are no unfunded core 


CLINs.  The task order may utilize incremental funding subject to the passing of a federal budget 


and or continuing resolution(s).  
 
Optional CLINS are designed to accommodate additional Governmental needs which cannot be 


fully anticipated at the time of award.  Optional CLINS may be activated as often as necessary, in 


any quantity, but will not exceed the total quantity as specified within the CLIN structure.  


Optional CLINs may be unilaterally exercised by the Government based on the availability of 


funds.  Any quantities not exercised in any performance period may be carried forth to any 


subsequent exercised option period.  If additional capacity is required after the exhaustion of all 


optional quantities in the current period of performance, optional quantities from future option 


periods may be transferred to the current period.  Any quantities carried from other than the 


current period of performance shall be exercised at the rate(s) for the current performance period. 
(End of Custom Clause #6) 


 
Custom Clause # 7 - Cooperation with Other On-Site Contractors 
A.  When the Government undertakes or awards other task orders or contracts for additional work 


at the facilities, the Contractor must: (1) fully cooperate with the other Contractors and 


Government employees, and (2) carefully fit its own work to such other additional contracted 
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work as may be directed by the COR. The Contractor must not commit or permit any act that 


will interfere with the performance of work awarded to another Contractor or with the 


performance of other Government employees. 


B. In any case where, in the course of fulfilling the task order requirements, the Contractor disturbs 


any work guaranteed under another separate contract, the Contractor must restore such 


disturbed work to a condition satisfactory to the COR and guarantee such restored work to the 


same extent as it was guaranteed under the other contract. 


(End of Custom Clause #7) 
 
Custom Clause #8 - Security 


The contractor will only be given access to information that a specific need to know has been 


established and approved by the Contracting Officer. The service management tool must have an 


active Authority to Operate (ATO) provided by the government.  The contractor is responsible for 


providing any and all documentation required by the government to process an ATO.  The ATO 


certification process can take up to 160 calendar days.   
(End of Custom Clause #8) 


 
Custom Clause #9 – DHS Enterprise Architecture Compliance 


All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 


procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 


 


 All developed solutions and requirements shall be compliant with the HLS EA. 


 All IT hardware and software shall be compliant with the HLS EA Technical Reference 


Model (TRM) Standards and Products Profile. 


 Description information for all data assets, information exchanges and data standards, 


whether adopted or developed, shall be submitted to the Enterprise Data Management Office 


(EDMO) for review, approval and insertion into the DHS Data Reference Model and 


Enterprise Architecture Information Repository. 


 Development of data assets, information exchanges and data standards will comply with the 


DHS Data Management Policy MD 103-01 and all data-related artifacts will be developed 


and validated according to DHS data management architectural guidelines. 


 Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components (networks, 


infrastructure, and applications) specific to individual acquisitions shall be in accordance with 


the DHS Enterprise Architecture (per OMB Memorandum M-05-22, August 2, 2005) 


regardless of whether the acquisition is for modification, upgrade, or replacement. All EA-


related component acquisitions shall be IPv6 compliant as defined in the U.S. Government 


Version 6 (USGv6) Profile (National Institute of Standards and Technology (NIST) Special 


Publication 500-267) and the corresponding declarations of conformance defined in the 


USGv6 Test Program. 


(End of Custom Clause #9) 
 


 
Custom Clause #10 – RESERVED 


 


(End of Custom Clause #10) 
 
Custom Clause #11 – Work Flow Delineation 


The duties of the Contract Manager and Supervisors include the assurance of a clear line 


of delineation for workflow to their employees assigned under the task order.  The 
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Contract Manager and Supervisor assignments may include individual or group task 


assignments, changes in a work assignment, reallocation of workflow, time-and-


attendance, and other tasks within the scope of the award.  The designation of the 


Contract Manager and Supervisor roles provides the Contracting Officer, Contracting 


Officer Representatives, and alternate CORs a contact point to ensure that assignments 


and changes are properly communicated to the support team and promptly implemented.  
  
Awardees will ensure sufficient delegation of authority to allow the Government to 


communicate workflow between the Federal officials and the awardee’ staff within each 


Federal operational unit.  This delegation may occur at the level that is most practicable, 


but will allow at least one point of contact to receive workflow instructions within each 


shift or operational unit where an awardee has contractors providing support.        


(End of Custom Clause #11) 
 
Custom Clause #12 – Safeguarding of Sensitive Information (Mar 2015) - HSAR Class 


Deviation 15-01 
a. Applicability 


This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 


referred to collectively as “Contractor”).  The Contractor shall insert the substance of this 


clause in all subcontracts. 


 


b. Definitions.  As used in this clause— 


 


“Personally Identifiable Information (PII)” means information that can be used to distinguish 


or trace an individual's identity, such as name, social security number, or biometric records, 


either alone, or when combined with other personal or identifying information that is linked 


or linkable to a specific individual, such as date and place of birth, or mother’s maiden name.  


The definition of PII is not anchored to any single category of information or technology.  


Rather, it requires a case-by-case assessment of the specific risk that an individual can be 


identified.  In performing this assessment, it is important for an agency to recognize that non-


personally identifiable information can become personally identifiable information whenever 


additional information is made publicly available—in any medium and from any source—


that, combined with other available information, could be used to identify an individual. 


 


PII is a subset of sensitive information.  Examples of PII include, but are not limited to:  


name, date of birth, mailing address, telephone number, Social Security number (SSN), email 


address, zip code, account numbers, certificate/license numbers, vehicle identifiers including 


license plates, uniform resource locators (URLs), static Internet protocol addresses, biometric 


identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 


unique identifying number or characteristic, and any information where it is reasonably 


foreseeable that the information will be linked with other information to identify the 


individual. 


 


“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee 


Access, as any information, which if lost, misused, disclosed, or, without authorization is 


accessed, or modified, could adversely affect the national or homeland security interest, the 







Page 34 of 48 


Solicitation Number HSHQDC-17-Q-00232 


Revised with Amendment 005 Dated 7/13/2017 


conduct of Federal programs, or the   to which individuals are entitled under section 552a of 


Title 5, United States Code (the Privacy Act), but which has not been specifically authorized 


under criteria established by an Executive Order or an Act of Congress to be kept secret in the 


interest of national defense, homeland security or foreign policy.  This definition includes the 


following categories of information:   


 


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 


Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-


296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of 


Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as 


amended, and any supplementary guidance officially communicated by an authorized official 


of the Department of Homeland Security (including the PCII Program Manager or his/her 


designee);  


 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 


Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 


amended, and any supplementary guidance officially communicated by an authorized official 


of the Department of Homeland Security (including the Assistant Secretary for the 


Transportation Security Administration or his/her designee);   


  


(3) Information designated as “For Official Use Only,” which is unclassified information of a 


sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 


privacy or welfare, the conduct of Federal programs, or other programs or operations 


essential to the national or homeland security interest; and  


 


(4)  Any information that is designated “sensitive” or subject to other controls, safeguards or 


protections in accordance with subsequently adopted homeland security information handling 


procedures. 


 


“Sensitive Information Incident” is an incident that includes the known, potential, or 


suspected exposure, loss of control, compromise, unauthorized disclosure, unauthorized 


acquisition, or unauthorized access or attempted access of any Government system, 


Contractor system, or sensitive information. 


 


“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 


compromised or disclosed without authorization, could result in substantial harm, 


embarrassment, inconvenience, or unfairness to an individual.  Some forms of PII are 


sensitive as stand-alone elements.  Examples of such PII include: Social Security numbers 


(SSN), driver’s license or state identification number, Alien Registration Numbers (A-


number), financial account number, and biometric identifiers such as fingerprint, voiceprint, 


or iris scan.  Additional examples include any groupings of information that contain an 


individual’s name or other unique identifier plus one or more of the following elements: 


 


(1) Truncated SSN (such as last 4 digits) 
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(2) Date of birth (month, day, and year) 


(3) Citizenship or immigration status 


(4) Ethnic or religious affiliation 


(5) Sexual orientation 


(6) Criminal History 


(7) Medical Information 


(8) System authentication information such as mother’s maiden name, account passwords or 


personal identification numbers (PIN) 


 


Other PII may be “sensitive” depending on its context, such as a list of employees and their 


performance ratings or an unlisted home address or phone number.  In contrast, a business 


card or public telephone directory of agency employees contains PII but is not sensitive.   


 


c. Authorities 


 


The Contractor shall follow all current versions of Government policies and guidance 


accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors, or 


available upon request from the Contracting Officer, including but not limited to: 


 


(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for 


Official Use Only) Information 


(2) DHS Sensitive Systems Policy Directive 4300A 


(3) DHS 4300A Sensitive Systems Handbook and Attachments 


(4) DHS Security Authorization Process Guide 


(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 


(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel 


Suitability and Security Program 


(7) DHS Information Security Performance Plan (current fiscal year) 


(8) DHS Privacy Incident Handling Guidance  


(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 


Cryptographic Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html 


(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 


Security and Privacy Controls for Federal Information Systems and Organizations accessible 


at http://csrc.nist.gov/publications/PubsSPs.html 


(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 


http://csrc.nist.gov/publications/PubsSPs.html 


 


d. Handling of Sensitive Information 


 


Contractor compliance with this clause, as well as the policies and procedures described 


below, is required.   


 


(1) Department of Homeland Security (DHS) policies and procedures on Contractor 


personnel security requirements are set forth in various Management Directives (MDs), 
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Directives, and Instructions.  MD 11042.1, Safeguarding Sensitive But Unclassified (For 


Official Use Only) Information describes how Contractors must handle sensitive but 


unclassified information.  DHS uses the term “FOR OFFICIAL USE ONLY” to identify 


sensitive but unclassified information that is not otherwise categorized by statute or 


regulation.  Examples of sensitive information that are categorized by statute or regulation are 


PCII, SSI, etc.  The DHS Sensitive Systems Policy Directive 4300A and the DHS 4300A 


Sensitive Systems Handbook provide the policies and procedures on security for Information 


Technology (IT) resources.  The DHS Handbook for Safeguarding Sensitive Personally 


Identifiable Information provides guidelines to help safeguard SPII in both paper and 


electronic form.  DHS Instruction Handbook 121-01-007 Department of Homeland Security 


Personnel Suitability and Security Program establishes procedures, program responsibilities, 


minimum standards, and reporting protocols for the DHS Personnel Suitability and Security 


Program.   


 


(2) The Contractor shall not use or redistribute any sensitive information processed, stored, 


and/or transmitted by the Contractor except as specified in the contract. 


 


(3) All Contractor employees with access to sensitive information shall execute DHS Form 


11000-6, Department of Homeland Security Non-Disclosure Agreement (NDA), as a 


condition of access to such information.  The Contractor shall maintain signed copies of the 


NDA for all employees as a record of compliance.  The Contractor shall provide copies of the 


signed NDA to the Contracting Officer’s Representative (COR) no later than two (2) days 


after execution of the form.  


 


(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to 


support financial or other administrative functions shall not maintain SPII.  It is acceptable to 


maintain in these systems the names, titles and contact information for the COR or other 


Government personnel associated with the administration of the contract, as needed. 


 


e. Authority to Operate 


 


The Contractor shall not input, store, process, output, and/or transmit sensitive information 


within a Contractor IT system without an Authority to Operate (ATO) signed by the 


Headquarters or Component CIO, or designee, in consultation with the Headquarters or 


Component Privacy Officer.  Unless otherwise specified in the ATO letter, the ATO is valid 


for three (3) years.  The Contractor shall adhere to current Government policies, procedures, 


and guidance for the Security Authorization (SA) process as defined below.   


 


(1) Complete the Security Authorization process.  The SA process shall proceed according to 


the DHS Sensitive Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any 


successor publication, DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 


2012), or any successor publication, and the Security Authorization Process Guide including 


templates.   
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(i) Security Authorization Process Documentation.  SA documentation shall be developed 


using the Government provided Requirements Traceability Matrix and Government security 


documentation templates.  SA documentation consists of the following:  Security Plan, 


Contingency Plan, Contingency Plan Test Results, Configuration Management Plan, Security 


Assessment Plan, Security Assessment Report, and Authorization to Operate Letter.  


Additional documents that may be required include a Plan(s) of Action and Milestones and 


Interconnection Security Agreement(s).  During the development of SA documentation, the 


Contractor shall submit a signed SA package, validated by an independent third party, to the 


COR for acceptance by the Headquarters or Component CIO, or designee, at least thirty (30) 


days prior to the date of operation of the IT system. The Government is the final authority on 


the compliance of the SA package and may limit the number of resubmissions of a modified 


SA package.  Once the ATO has been accepted by the Headquarters or Component CIO, or 


designee, the Contracting Officer shall incorporate the ATO into the contract as a compliance 


document.  The Government’s acceptance of the ATO does not alleviate the Contractor’s 


responsibility to ensure the IT system controls are implemented and operating effectively. 


 


(ii) Independent Assessment.  Contractors shall have an independent third party validate the 


security and privacy controls in place for the system(s).  The independent third party shall 


review and analyze the SA package, and report on technical, operational, and management 


level deficiencies as outlined in NIST Special Publication 800-53 Security and Privacy 


Controls for Federal Information Systems and Organizations.  The Contractor shall address 


all deficiencies before submitting the SA package to the Government for acceptance. 


 


(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed.  As part of 


the SA process, the Contractor may be required to support the Government in the completion 


of the PTA.  The requirement to complete a PTA is triggered by the creation, use, 


modification, upgrade, or disposition of a Contractor IT system that will store, maintain and 


use PII, and must be renewed at least every three (3) years.  Upon review of the PTA, the 


DHS Privacy Office determines whether a Privacy Impact Assessment (PIA) and/or Privacy 


Act System of Records Notice (SORN), or modifications thereto, are required.  The 


Contractor shall provide all support necessary to assist the Department in completing the PIA 


in a timely manner and shall ensure that project management plans and schedules include 


time for the completion of the PTA, PIA, and SORN (to the extent required) as milestones.  


Support in this context includes responding timely to requests for information from the 


Government about the use, access, storage, and maintenance of PII on the Contractor’s 


system, and providing timely review of relevant compliance documents for factual accuracy.  


Information on the DHS privacy compliance process, including PTAs, PIAs, and SORNs, is 


accessible at http://www.dhs.gov/privacy-compliance. 


 


(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO shall be 


renewed every three (3) years.  The Contractor is required to update its SA package as part of 


the ATO renewal process.  The Contractor shall update its SA package by one of the 


following methods: (1) Updating the SA documentation in the DHS automated information 


assurance tool for acceptance by the Headquarters or Component CIO, or designee, at least 
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90 days before the ATO expiration date for review and verification of security controls; or (2) 


Submitting an updated SA package directly to the COR for approval by the Headquarters or 


Component CIO, or designee, at least 90 days before the ATO expiration date for review and 


verification of security controls.  The 90 day review process is independent of the system 


production date and therefore it is important that the Contractor build the review into project 


schedules.  The reviews may include onsite visits that involve physical or logical inspection 


of the Contractor environment to ensure controls are in place.   


 


(3) Security Review.  The Government may elect to conduct random periodic reviews to 


ensure that the security requirements contained in this contract are being implemented and 


enforced.  The Contractor shall afford DHS, the Office of the Inspector General, and other 


Government organizations access to the Contractor’s facilities, installations, operations, 


documentation, databases and personnel used in the performance of this contract.  The 


Contractor shall, through the Contracting Officer and COR, contact the Headquarters or 


Component CIO, or designee, to coordinate and participate in review and inspection activity 


by Government organizations external to the DHS.  Access shall be provided, to the extent 


necessary as determined by the Government, for the Government to carry out a program of 


inspection, investigation, and audit to safeguard against threats and hazards to the integrity, 


availability and confidentiality of Government data or the function of computer systems used 


in performance of this contract and to preserve evidence of computer crime. 


 


(4) Continuous Monitoring.  All Contractor-operated systems that input, store, process, 


output, and/or transmit sensitive information shall meet or exceed the continuous monitoring 


requirements identified in the Fiscal Year 2014 DHS Information Security Performance Plan, 


or successor publication. The plan is updated on an annual basis.  The Contractor shall also 


store monthly continuous monitoring data at its location for a period not less than one year 


from the date the data is created.  The data shall be encrypted in accordance with FIPS 140-2 


Security Requirements for Cryptographic Modules and shall not be stored on systems that are 


shared with other commercial or Government entities.  The Government may elect to perform 


continuous monitoring and IT security scanning of Contractor systems from Government 


tools and infrastructure. 


 


(5) Revocation of ATO.  In the event of a sensitive information incident, the Government 


may suspend or revoke an existing ATO (either in part or in whole).  If an ATO is suspended 


or revoked in accordance with this provision, the Contracting Officer may direct the 


Contractor to take additional security measures to secure sensitive information.  These 


measures may include restricting access to sensitive information on the Contractor IT system 


under this contract.  Restricting access may include disconnecting the system processing, 


storing, or transmitting the sensitive information from the Internet or other networks or 


applying additional security controls. 


 


(6) Federal Reporting Requirements.  Contractors operating information systems on behalf of 


the Government or operating systems containing sensitive information shall comply with 


Federal reporting requirements.  Annual and quarterly data collection will be coordinated by 
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the Government.  Contractors shall provide the COR with requested information within three 


(3) business days of receipt of the request.  Reporting requirements are determined by the 


Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 


Plan, or successor publication.  The Contractor shall provide the Government with all 


information to fully satisfy Federal reporting requirements for Contractor systems. 


 


f. Sensitive Information Incident Reporting Requirements 


 


(1) All known or suspected sensitive information incidents shall be reported to the 


Headquarters or Component Security Operations Center (SOC) within one hour of discovery 


in accordance with 4300A Sensitive Systems Handbook Incident Response and Reporting 


requirements.  When notifying the Headquarters or Component SOC, the Contractor shall 


also notify the Contracting Officer, COR, Headquarters or Component Privacy Officer, and 


US-CERT using the contact information identified in the contract.  If the incident is reported 


by phone or the Contracting Officer’s email address is not immediately available, the 


Contractor shall contact the Contracting Officer immediately after reporting the incident to 


the Headquarters or Component SOC.  The Contractor shall not include any sensitive 


information in the subject or body of any e-mail. To transmit sensitive information, the 


Contractor shall use FIPS 140-2 Security Requirements for Cryptographic Modules 


compliant encryption methods to protect sensitive information in attachments to email.  


Passwords shall not be communicated in the same email as the attachment.  A sensitive 


information incident shall not, by itself, be interpreted as evidence that the Contractor has 


failed to provide adequate information security safeguards for sensitive information, or has 


otherwise failed to meet the requirements of the contract.   


 


(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 


requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 


Contractors shall also provide as many of the following data elements that are available at the 


time the incident is reported, with any remaining data elements provided within 24 hours of 


submission of the initial incident report: 


 


(i) Data Universal Numbering System (DUNS);  


(ii) Contract numbers affected unless all contracts by the company are affected; 


(iii) Facility CAGE code if the location of the event is different than the prime contractor 


location; 


(iv) Point of contact (POC) if different than the POC recorded in the System for Award 


Management (address, position, telephone, email); 


(v) Contracting Officer POC (address, telephone, email); 


(vi) Contract clearance level; 


(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor 


network; 


(viii) Government programs, platforms or systems involved; 


(ix) Location(s) of incident; 


(x) Date and time the incident was discovered; 
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(xi) Server names where sensitive information resided at the time of the incident, both at the 


Contractor and subcontractor level; 


(xii) Description of the Government PII and/or SPII contained within the system; 


(xiii) Number of people potentially affected and the estimate or actual number of 


records exposed and/or contained within the system; and 


(xiv) Any additional information relevant to the incident. 


 


g. Sensitive Information Incident Response Requirements 


 


(1) All determinations related to sensitive information incidents, including response 


activities, notifications to affected individuals and/or Federal agencies, and related services 


(e.g., credit monitoring) will be made in writing by the Contracting Officer in consultation 


with the Headquarters or Component CIO and Headquarters or Component Privacy Officer. 


 


(2) The Contractor shall provide full access and cooperation for all activities determined by 


the Government to be required to ensure an effective incident response, including providing 


all requested images, log files, and event information to facilitate rapid resolution of sensitive 


information incidents. 


 


(3) Incident response activities determined to be required by the Government may include, 


but are not limited to, the following: 


 


(i) Inspections, 


(ii) Investigations, 


(iii) Forensic reviews, and 


(iv) Data analyses and processing.  


 


(4) The Government, at its sole discretion, may obtain the assistance from other Federal 


agencies and/or third-party firms to aid in incident response activities. 


 


h. Additional PII and/or SPII Notification Requirements 


 


(1) The Contractor shall have in place procedures and the capability to notify any individual 


whose PII resided in the Contractor IT system at the time of the sensitive information incident 


not later than 5 business days after being directed to notify individuals, unless otherwise 


approved by the Contracting Officer.  The method and content of any notification by the 


Contractor shall be coordinated with, and subject to prior written approval by the Contracting 


Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the 


DHS Privacy Incident Handling Guidance.  The Contractor shall not proceed with 


notification unless the Contracting Officer, in consultation with the Headquarters or 


Component Privacy Officer, has determined in writing that notification is appropriate. 


 


(2) Subject to Government analysis of the incident and the terms of its instructions to the 


Contractor regarding any resulting notification, the notification method may consist of letters 
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to affected individuals sent by first class mail, electronic means, or general public notice, as 


approved by the Government.  Notification may require the Contractor’s use of address 


verification and/or address location services.  At a minimum, the notification shall include:   


 


(i) A brief description of the incident;  


(ii) A description of the types of PII and SPII involved;  


(iii) A statement as to whether the PII or SPII was encrypted or protected by other means;  


(iv) Steps individuals may take to protect themselves; 


(v) What the Contractor and/or the Government are doing to investigate the incident, to 


mitigate the incident, and to protect against any future incidents; and  


(vi) Information identifying who individuals may contact for additional information. 


 


i. Credit Monitoring Requirements 


 


In the event that a sensitive information incident involves PII or SPII, the Contractor may be 


required to, as directed by the Contracting Officer: 


 


(1) Provide notification to affected individuals as described above; and/or 


 


(2) Provide credit monitoring services to individuals whose data was under the control of the 


Contractor or resided in the Contractor IT system at the time of the sensitive information 


incident for a period beginning the date of the incident and extending not less than 18 months 


from the date the individual is notified.  Credit monitoring services shall be provided from a 


company with which the Contractor has no affiliation.  At a minimum, credit monitoring 


services shall include: 


 


(i) Triple credit bureau monitoring; 


(ii) Daily customer service; 


(iii) Alerts provided to the individual for changes and fraud; and 


(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; 


and/or 


 


(3) Establish a dedicated call center.  Call center services shall include: 


 


(i) A dedicated telephone number to contact customer service within a fixed period; 


(ii) Information necessary for registrants/enrollees to access credit reports and credit scores; 


(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be 


handled by call center staff and must be resolved by call center management or DHS, as 


appropriate), and other key metrics; 


(iv) Escalation of calls that cannot be handled by call center staff to call center management 


or DHS, as appropriate; 


(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with 


the Headquarters or Component Chief Privacy Officer; and 
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(vi) Information for registrants to contact customer service representatives and fraud 


resolution representatives for credit monitoring assistance. 


 


j. Certification of Sanitization of Government and Government-Activity-Related Files and 


Information 


 


As part of contract closeout, the Contractor shall submit the certification to the COR and the 


Contracting Officer following the template provided in NIST Special Publication 800-88 


Guidelines for Media Sanitization. 


 


(End of Custom Clause #12) 
 
 
Custom Clause # 13 - RESERVED 


 


(End of Custom Clause #13) 


 
Custom Clause #14 – Return of Data  
The Government shall have the right to request the Contractor to return all data provided by the 


Government and/or developed/generated during the performance of this requirement.  The 


Contractor shall return all data within 15 days, upon request by the Contracting Officer.  Such 


request can be either in writing or in email. 


  
The Contractor shall timely convert all data, stored in electronic form, to a format, defined by the 


Government, within the 15-day transfer period.  The Contractor shall convey such data at no-cost 


by the Vendor to either the Government or a designated Contractor’s storage.  The Contractor 


shall also include source code to software developed by the Vendor for the Government. 
 (End of Custom Clause #14) 


 
Custom Clause #15 -  Information Technology Security and Privacy Training 
a. Applicability 


 


This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 


referred to collectively as “Contractor”).  The Contractor shall insert the substance of this 


clause in all subcontracts. 


 


b. Security Training Requirements 


 


(1) All users of Federal information systems are required by Title 5, Code of Federal 


Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness 


materials annually or whenever system security changes occur, or when the user’s 


responsibilities change.  The Department of Homeland Security (DHS) requires that 


Contractor employees take an annual Information Technology Security Awareness Training 


course before accessing sensitive information under the contract.  Unless otherwise specified, 


the training shall be completed within thirty (30) days of contract award and be completed on 


an annual basis thereafter not later than October 31st of each year.  Any new Contractor 


employees assigned to the contract shall complete the training before accessing sensitive 
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information under the contract.  The training is accessible at http://www.dhs.gov/dhs-


security-and-training-requirements-contractors.  The Contractor shall maintain copies of 


training certificates for all Contractor and subcontractor employees as a record of compliance.  


Unless otherwise specified, initial training certificates for each Contractor and subcontractor 


employee shall be provided to the Contracting Officer’s Representative (COR) not later than 


thirty (30) days after contract award.  Subsequent training certificates to satisfy the annual 


training requirement shall be submitted to the COR via e-mail notification not later than 


October 31st of each year.  The e-mail notification shall state the required training has been 


completed for all Contractor and subcontractor employees.   


 


(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 


that will have access to DHS systems and sensitive information.  The DHS Rules of Behavior 


shall be signed before accessing DHS systems and sensitive information.  The DHS Rules of 


Behavior is a document that informs users of their responsibilities when accessing DHS 


systems and holds users accountable for actions taken while accessing DHS systems and 


using DHS Information Technology resources capable of inputting, storing, processing, 


outputting, and/or transmitting sensitive information.  The DHS Rules of Behavior is 


accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  Unless 


otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) days of 


contract award.  Any new Contractor employees assigned to the contract shall also sign the 


DHS Rules of Behavior before accessing DHS systems and sensitive information.  The 


Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and 


subcontractor employees as a record of compliance.  Unless otherwise specified, the 


Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR not later than 


thirty (30) days after contract award for each employee.  The DHS Rules of Behavior will be 


reviewed annually and the COR will provide notification when a review is required.   


 


c. Privacy Training Requirements 


 


All Contractor and subcontractor employees that will have access to Personally Identifiable 


Information (PII) and/or Sensitive PII (SPII) are required to take Privacy at DHS: Protecting 


Personal Information before accessing PII and/or SPII.  The training is accessible at 


http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  Training shall be 


completed within thirty (30) days of contract award and be completed on an annual basis 


thereafter not later than October 31st of each year.  Any new Contractor employees assigned 


to the contract shall also complete the training before accessing PII and/or SPII.  The 


Contractor shall maintain copies of training certificates for all Contractor and subcontractor 


employees as a record of compliance.  Initial training certificates for each Contractor and 


subcontractor employee shall be provided to the COR not later than thirty (30) days after 


contract award.  Subsequent training certificates to satisfy the annual training requirement 


shall be submitted to the COR via e-mail notification not later than October 31st of each year.  


The e-mail notification shall state the required training has been completed for all Contractor 


and subcontractor employees.   


(End of Custom Clause #15) 
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Custom Clause # 16 - Post Award Evaluation of Contractor Performance 
Contractor Performance Evaluations 


 
Interim and final evaluations of contractor performance will be prepared on this effort in 


accordance with FAR Subpart 42.1500.  A final performance evaluation will be prepared, by the 


COR, at the time of completion of work.  In addition to the final evaluation, interim evaluations 


may be prepared, by the COR, annually to coincide with the anniversary date of this effort. 
  
Interim and final evaluations will be provided to the Contractor as soon as practicable after 


completion of the evaluation.  The Contractor will be permitted thirty (30) calendar days to review 


the document and to submit additional information or a rebutting statement.  Any disagreement 


between the parties regarding an evaluation will be referred to an individual one level above the 


CO, whose decision will be final. 


  
Copies of the evaluations, Contractor responses, and review comments, if any, will be retained as 


part of the contract file, and may be used to support future award decisions. 
  
Electronic Access to Contractor Performance Evaluations 


  
Contractors that have Internet capability may access evaluations through a secure Web site for 


review and comment by completing the registration form that can be obtained at the following 


address: https://www.cpars.gov/    . 
  
The registration process requires the contractor to identify an individual that will serve as a primary 


contact and who will be authorized access to the evaluation for review and comment.  In addition, 


the Contractor will be required to identify an alternate contact who will be responsible for notifying 


the contracting official in the event the primary contact is unavailable to process the evaluation 


within the required thirty (30) calendar day time frame. 
(End of Custom Clause #16) 


 


Custom Clause # 17 - Accessibility Requirements (Section 508) 


Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 


(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic 


and information technology (EIT), they must ensure that it is accessible to people with 


disabilities. Federal employees and members of the public who have disabilities must have equal 


access to and use of information and data that is comparable to that enjoyed by non-disabled 


Federal employees and members of the public.  


All EIT deliverables within this work statement shall comply with the applicable technical and 


functional performance criteria of Section 508 unless exempt. Specifically, the following 


applicable EIT accessibility standards have been identified:  


 


Section 508 Applicable EIT Accessibility Standards  


36 CFR 1194.21 Software Applications and Operating Systems, applies to all EIT software 


applications and operating systems procured or developed under this work statement including 


but not limited to GOTS and COTS software. In addition, this standard is to be applied to Web-



https://www.cpars.gov/
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based applications when needed to fulfill the functional performance criteria. This standard also 


applies to some Web based applications as described within 36 CFR 1194.22.  


 


36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all 


Web-based deliverables, including documentation and reports procured or developed under this 


work statement. When any Web application uses a dynamic (non-static) interface, embeds custom 


user control(s), embeds video or multimedia, uses proprietary or technical approaches such as, but 


not limited to, Flash or Asynchronous Javascript and XML (AJAX) then 1194.21 Software 


standards also apply to fulfill functional performance criteria.  


 


36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products 


that are procured or developed under this work statement. Any video or multimedia presentation 


shall also comply with the software standards (1194.21) when the presentation is through the use 


of a Web or Software application interface having user controls available.  


 


36 CFR 1194.31 Functional Performance Criteria, applies to all EIT deliverables regardless of 


delivery method. All EIT deliverable shall use technical standards, regardless of technology, to 


fulfill the functional performance criteria.  


 


36 CFR 1194.41 Information Documentation and Support, applies to all documents, reports, as 


well as help and support services. To ensure that documents and reports fulfill the required 


1194.31 Functional Performance Criteria, they shall comply with the technical standard 


associated with Web-based Intranet and Internet Information and Applications at a minimum. In 


addition, any help or support provided in this work statement that offer telephone support, such 


as, but not limited to, a help desk shall have the ability to transmit and receive messages using 


TTY.  


 


Section 508 Applicable Exceptions  


Exceptions for this work statement have been determined by DHS and only the exceptions 


described herein may be applied. Any request for additional exceptions shall be sent to the COTR 


and determination will be made in accordance with DHS MD 4010.2. DHS has identified the 


following exceptions that may apply: 36 CFR 1194.3(b) Incidental to Contract, all EIT that is 


exclusively owned and used by the contractor to fulfill this work statement does not require 


compliance with Section 508. This exception does not apply to any EIT deliverable, service or 


item that will be used by any Federal employee(s) or member(s) of the public. This exception 


only applies to those contractors assigned to fulfill the obligations of this work statement and for 


the purposes of this requirement, are not considered members of the public.  


 


Section 508 Compliance Requirements 


36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, each agency shall procure 


products which comply with the provisions in this part when such products are available in the 


commercial marketplace or when such products are developed in response to a government 


solicitation. Agencies cannot claim a product as a whole is not commercially available because no 


product in the marketplace meets all the standards. If products are commercially available that 
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meet some but not all of the standards, the agency must procure the product that best meets the 


standards. When applying this standard, all procurements of EIT shall have documentation of 


market research that identify a list of products or services that first meet the agency business 


needs, and from that list of products or services, an analysis that the selected product met more of 


the accessibility requirements than the non-selected products as required by FAR 39.2. Any 


selection of a product or service that meets less accessibility standards due to a significant 


difficulty or expense shall only be permitted under an undue burden claim and requires 


authorization from the DHS Office of Accessible Systems and Technology (OAST) in accordance 


with DHS MD 4010.2.  


 


All tasks for testing of functional and/or technical requirements must include specific testing for 


Section 508 compliance, and must use DHS Office of Accessible Systems and Technology 


approved testing methods and tools. For information about approved testing methods and tools 


send an email to accessibility@dhs.gov. 


(End of Custom Clause #17) 


 


 


Custom Clause # 18 - Personnel Eligibility and Security 


Suitability Determination 


DHS shall have and exercise full control over granting, denying, withholding, or terminating 


unescorted government facility and/or sensitive Government information access for Contractor 


employees, based upon the results of a background investigation. DHS may, as it deems 


appropriate, authorize and make a favorable entry on duty (EOD) decision based on preliminary 


security checks. The favorable EOD decision would allow the employees to commence work 


temporarily prior to the completion of the full investigation.  The granting of a favorable EOD 


decision shall not be considered as assurance that a full employment suitability authorization will 


follow as a result thereof. The granting of a favorable EOD decision or a full employment 


suitability determination shall in no way prevent, preclude, or bar the withdrawal or termination 


of any such access by DHS, at any time during the term of the Task Order. No employee of the 


Contractor shall be allowed to EOD and/or access sensitive information or systems without a 


favorable EOD decision or suitability determination by the Office of Professional Responsibility, 


Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed unescorted 


access to a Government facility without a favorable EOD decision or suitability determination by 


the OPR-PSU. Contractor employees assigned to this requirement not needing access to sensitive 


DHS information or recurring access to DHS facilities will not be subject to security suitability 


screening.  


 


Background Investigations 


Contractor employees (to include applicants, temporaries, part-time and replacement employees) 


under the Task Order, needing access to sensitive information, shall undergo a position sensitivity 


analysis based on the duties each individual will perform. The results of the position sensitivity 


analysis shall identify the appropriate background investigation to be conducted. Background 


investigations will be processed through the OPR-PSU. Prospective Contractor employees with 


adequate security clearances issued by the Defense Industrial Security Clearance Office (DISCO) 


may not be required to submit complete security packages, as the clearance issued by DISCO 


may be accepted.    Prospective Contractor employees without adequate security clearances 


issued by DISCO shall submit the following completed forms to the OPR-PSU through the COR, 


no less than 45 days before the starting date of the Task Order or 45 days prior to the expected 



mailto:accessibility@dhs.gov
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entry on duty of any employees, whether a replacement, addition, subcontractor employee, or 


vendor: 


 Standard Form 86, “Questionnaire for National Security Positions”  


 Form will be submitted via e-QIP (electronic forms submission).   


 FD Form 258, “Fingerprint Card”  (2 copies) 


 Foreign National Relatives or Associates Statement 


 DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports Pursuant to the Fair 


Credit Reporting Act” 


 Optional Form 306 Declaration for Federal Employment (applies to Contractors as well) 


 Authorization for Release of Medical Information 


Required forms will be provided by DHS at the time of award.  Only complete packages will be 


accepted by the OPR-PSU.  Specific instructions on submission of packages will be provided upon 


award. 


 


Be advised that unless an applicant requiring access to sensitive information has resided in the US 


for three of the past five years, the Government may not be able to complete a satisfactory 


background investigation. In such cases, DHS retains the right to deem an applicant as ineligible 


due to insufficient background information. The use of Non-U.S. citizens, including Lawful 


Permanent Residents (LPRs), is not permitted in the performance for any position that involves 


access to, development of, or maintenance to any DHS IT system. 


 


Employment Eligibility 


The Contractor shall ensure that employees will successfully pass the DHS Employment 


Eligibility Verification (E-Verify) program operated by USCIS to establish work authorization. 


Eligibility includes: 


 The Contractor must agree that each employee working under this Task Order will have a Social 


Security Card issued and approved by the Social Security Administration.   


 The Contractor shall be responsible to the Government for acts and omissions of his own employees 


and for any Subcontractor(s) and their employees. 


 Subject to existing law, regulations and/ or other provisions, illegal or undocumented aliens will not 


be employed by the Contractor, under this Task Order.  The Contractor will ensure that this 


provision is expressly incorporated into any and all Subcontracts or subordinate agreements issued 


in support of this Task Order. 


 


Continued Eligibility  


If a prospective employee is found to be ineligible for access to Government facilities or 


information, the COR will advise the Contractor that the employee shall not continue to work or 


to be assigned to work under the Task Order. The OPR-PSU may require drug screening for 


probable cause at any time and/ or when the Contractor independently identifies, circumstances 


where probable cause exists. 


 


The OPR-PSU may require reinvestigations when derogatory information is received and/or 


every 5 years. DHS reserves the right and prerogative to deny and/ or restrict the facility and 


information access of any Contractor employee whose actions are in conflict with the standards of 


conduct, CFR 2635 and CFR 3801, or whom DHS determines to present a risk of compromising 


sensitive Government information to which he or she would have access. The Contractor will 


report any adverse information coming to their attention concerning contractor employees under 


the Task Order to the OPR-PSU through the COR. Reports based on rumor or innuendo should 


not be made. The subsequent termination of employment of an employee does not obviate the 


requirement to submit this report. The report shall include the employees’ name and social 
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security number, along with the adverse information being reported. The OPR-PSU must be 


notified of all terminations/ resignations within five days of occurrence. The Contractor will 


return any expired DHS issued identification cards and building passes, or those of terminated 


employees to the COR. If an identification card or building pass is not available to be returned, a 


report must be submitted to the COR, referencing the pass or card number, name of individual to 


whom issued, the last known location and disposition of the pass or card. The COR will return the 


identification cards and building passes to the responsible ID Unit. 


(End of Custom Clause #18) 
 


 


14.  CONTRACT AWARD 
 


Contract award shall be made to the responsible firm whose quote, in conforming to this RFQ, provides 


the overall best value to the Government.  Technical evaluation factors will be more important than price.  


The Government's objective is to obtain the highest technical quality considered necessary to achieve the 


project objectives, with a fair and reasonable price.  It is the intent of the Government to notify interested 


firms with a brief explanation of the basis for the award decision after project award. 
 


 


 


 


Gregory Ruderman 


Contracting Officer 


 


 


ATTACHMENTS: 
1. Statement of Work (SOW) with attachments – Attachment 1 


2. GSA Vendor Certification – Attachment 2 


3. CLIN Pricing Template – Schedule of Prices (Excel Spreadsheet) – Attachment 3 


4. Pass/Fail (Go/No Go) Factors – Attachment 4 
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July 11, 2017  
 
To:          Prospective Firms on GSA Schedule IT-70, SIN 132-51 


  
From:     Office of Procurement Operations (OPO), Department of Homeland Security (DHS) 


Headquarters 
  
Subject:  Request for Quotation (RFQ) HSHQDC-17-Q-00232 for a Service Management Tool and 


Support Services 
 


The OPO is issuing this competitive RFQ to solicit selected General Services Administration (GSA), 


Federal Supply IT 70 Schedule (General Purpose Communication Information Technology Equipment, 


Software, and Services) contract holders for the purpose of entering into a Task Order under an existing 


GSA Schedule contract. 


 


The DHS OPO will conduct this acquisition using Federal Acquisition Regulation (FAR) Subpart 8.4, and 


it anticipates awarding a Task Order after receipt and evaluation of qualified vendor quotations.   


 


It is the Government’s intent to award a task order to the responsible Offeror whose quote, in conforming 


to the RFQ, provides the overall best value to the Government considering technical evaluation factors 


and price. 


 


The Government reserves the right to cancel this solicitation without award if the needs of the 


requirement are not met.  This RFQ does not commit the Government to pay for the preparation and 


submission of a quotation.  


 


A two phase multi-step down-select strategy will be used for this procurement.   


 


Interested firms are required to submit one Phase I Technical Submission.  Upon review and 


validation of the Pass/Fail (Go/No Go) factors, qualified firms will be invited to submit a Phase II 


Technical Quotation and a separate Price Quotation (Volume II and III) with the Key Personnel 


participating in an interactive technical submission (oral presentation) to deliver the technical 


portion of the response to this solicitation.  The quotations will be provided to Government officials for 


the purposes of assuring that the prospective contractor has a complete understanding of the scope of this 


effort and has the capability to complete all required tasks of the Statement of Work (SOW).  A pricing 


response must be provided for all of the tasks associated within each Task Area as requested with the 


Schedule of Prices - pricing attachment (Attachment 3).  Any quotation that is non-compliant with 


any requested submission requirement of this RFQ may immediately be removed from further 


consideration.   
 


The Government anticipates that the majority of this effort may be performed under the GSA Federal 


Supply schedule (FSS) GENERAL PURPOSE COMMERCIAL INFORMATION TECHNOLOGY 


EQUIPMENT, SOFTWARE, AND SERVICES, Schedule 70, SIN 132 51, Information Technology 


Professional Services.  However, in order to provide a total solution using GSA schedules and labor 


categories, other GSA schedules may be appropriate.  Firms may propose appropriate labor categories 


from their other GSA Federal Supply Schedule contracts or contractors may team with another GSA 


Schedule holder to offer a blended solution.  When proposing multiple schedules, please identify and 


group labor categories by their respective schedule contracts. 
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If you are interested in this acquisition, you may participate by submitting your response in accordance 


with the following instructions. 


 


RFQ INSTRUCTIONS: 
 


● Phase I – Submission of Pass/Fail (Go/No Go) factors (Volume I) 


● Phase II Submission (Upon Request): Qualified firms are required to submit two separate 


volumes – (1) one Technical quote (Volume II:  Technical Quote) and (2) one Price Quote 


(Volume III:  Pricing Quote) to Government officials for the purpose of assuring that the 


prospective contractor has a complete understanding of the scope of this effort and has the 


capability to complete all required tasks of Statement of Work (SOW) (Attachment 1). 


  


● Your submission MUST cite the applicable GSA Schedule contract number(s) in all documents 


submitted in response to this RFQ. 


 


●  A response must be provided for all of the tasks associated within each Task Area where 


a submission is provided.  Any quotation that is non-compliant with any requested 


submission requirements of this RFQ may immediately be removed from further 


consideration.   
 


● All Firms shall certify in writing that their proposed solution falls within the scope of the 


vendor’s referenced GSA Schedule contract(s) as applicable by completing, signing, and 


returning RFQ Attachment 2. 


 


● Please review the requirement and respond via email to the Contracting Officer (CO) and 


Contract Specialist (CS) with a courtesy intent to provide a quote or no-quote (bid/no-bid 


decision) as soon as possible.     
 


 


1.  SERVICES REQUIRED: 
 


OPO requests quotations for the requested services to be provided using a Hybrid Fixed-Price and Time 


and Material basis.  


 


Service Management Tool and Support Project Summary: 


 


The DHS Office of the Chief Information Officer (OCIO), Information Technology Services Office 


(ITSO) provides IT support to the Management components approximately 14,000 users.  As a part of 


this support ITSO uses a service management software to track and process IT break/fix issues (BMC’s 


Remedy).  This includes entering assets into the system as they arrive, tracking distribution to 


Management personnel, taking Help Desk tickets as they break or need maintenance, tracking the status 


of Help Desk tickets across multiple contractors providing support, to finally reclaiming the asset and 


ultimately disposing of it.  Other Management Offices also use service management software.  For 


instance, the Office of the Chief Financial Officer (OCFO) uses a service management software to track 


financial actions.  The Office of the Chief Human Capital Officer (OCHO) uses a service management 


software to track human capital, from on-boarding to assignment to off-boarding, and everything in 


between.  The Office of the Chief Security Officer (OCSO) uses a service management software to track 


security packages, including Entry-on-Duty (EOD) applications, clearance assignments and 
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upgrades.  Currently all of these Offices use a different service management software, all of which are 


housed at a DHS data center.   


 


In November 2010, the Office of Management and Budget (OMB) announced that federal government 


agencies would adopt lighter IT solutions, including a “cloud-first policy” and a goal of reducing data 


centers usage 40% by 2015.  Therefore, ITSO has a requirement for service management tool (SMT) 


support to migrate the current SMTs from the data center into the cloud.  In order to save costs and 


streamline operations this SMT that will provide required support for all Management Directorate 


Offices.     


 


See the Statement of Work (SOW) – RFQ Attachment 1, Entitled: “Service Management Tool and 


Support” for additional information. 


 


 


2.  PERIOD OF PERFORMANCE: 
 


The period of performance for this non-severable and severable services task order is 78 months 


beginning from date of award through option period 6.  There is a Base Period of 1 year plus five 


12 month option periods and one 6 month option period. 


 


Base Period:             From Date of Award through Month 12 


Option Period 1:      Month 13 through Month 24  


Option Period 2:      Month 25 through Month 36 


Option Period 3:      Month 37 through Month 48 


Option Period 4:      Month 49 through Month 60 


Option Period 5      Month 61 through Month 72 


Option Period 6:      Month 73 through Month 78 
 


 


 


3.  SPECIFIC REQUIREMENTS: 
 


See the Statement of Work (SOW) - RFQ Attachment 1. 


 


4.  LEVEL OF EFFORT: 
 


The Government’s estimated Level of Effort under this task order is listed in the Pricing 


spreadsheet.  Firms are required to submit pricing in compliance with the Attachment 3 Pricing 


Template – Schedule of Prices (Excel Spreadsheet) 
  


The estimated level of effort is an approximation that is NOT binding and may or may not 


represent the full scope of the requirement.  This information, along with any other estimate 


provided within this document or attachments is provided only for estimation purposes.  As 


applicable, all firms must analyze the requirements of the SOW and propose a level of effort and 


labor mix that they believe will provide the necessary capabilities. 
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5.  QUESTIONS: 
 
If your firm has questions regarding this requirement, please submit your inquiries immediate via 


email but no later than 7 July, 2017 at 3:00PM Eastern Standard Time to both points of contact 


listed below: 
 


Name: Gregory Ruderman 
Contracting Officer 
Email: Gregory.Ruderman@hq.dhs.gov 


 
  Name: Scott Simpson 
  Contract Specialist 
  Email: Scott.Simpson@hq.dhs.gov 
 


● Questions submitted by a method other than email will not be accepted or answered. 


● Any questions received after the above specified cut-off date and time will not be 


accepted or answered. 


● All email inquiries must have “Questions – RFQ # HSHQDS-17-Q-00232” included in 


the subject line. 


● The Government’s response will be emailed to all solicited vendors on/about 8 July, 


2017.  


 


 
6.  ANTICIPATED CONTRACT TYPE: 


 
The Government anticipates awarding a Hybrid Firm-Fixed Price, Labor Hours, and Time and 


Materials task order. 
  


 
7.  RFQ RESPONSE DUE DATE and RFQ Timeline: 
  


RFQ DUE DATE:  This solicitation will be conducted in two phases.  Written responses to the 


1st phase of this RFQ must be submitted by July 11th, 2017 3:00 PM Eastern Time (EST), 


Month to the CO/ and CS.  All correspondence must have “RFQ # HSHQDS-17-Q-00232” in 


the subject line.  Qualified firms will be invited to continue into Phase II.  The Phase II 


submission will consist of an Oral Presentation augmented by a limited written (MS 


PowerPoint Slides) submission with key personal resumes.   


  
NOTE:  It is the Offeror’s responsibility to read the RFQ and all related documents carefully.  


Additionally, it is the Offeror’s responsibility to ensure/verify the Government receives its 


submission on or before the date/time specified.  The Government reserves the right to not 


accept any late quotes.  Please do not wait until the deadline to submit your quotation. 
 


PLANNED RFQ TIMELINE:  The following table provides planned dates for RFQ events.  


These dates are subject to change. 


 


Event Date 


Questions Due from Vendors July 7 


Answers Sent to Interested Firms July 8 
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Event Date 


Phase I Quotes Due  July 11 


Phase II Quotes Due July 17 – 3PM Eastern 


Oral Presentations   July 19-25 


Award Decision  August 16 


 


 


8.  SUBMISSION REQUIREMENTS:  
 


All submissions shall be submitted electronically via email on or before the RFQ closing date as 


stated above.  We kindly request a “no quote / no-bid reply” with a brief explanation if your firm 


chooses not to respond to this RFQ.    
 


 
A. Format for Submission: 


 


Volume # & Contents 


/ 
 Section # 


Volume 1 


Phase I  


Submission of 


Pass/Fail (Go/No 


Go) factors 


Volume 2 


Phase II 


Technical Quotation 


Volume 3 


Phase II 


Price Quotation 


Section 1 Phase I: Factors 1-5 General General 


Section 2  Technical 


Assumptions 
Price Assumptions 


Section 3  Technical Quote: 


Factor 1: 


Migration and 


Implementation 


Experience 


AND 


Factor 2:  


Technical and 


Management 


Approach 


 


Pricing Quotation 


(Schedule of 


Prices) 


 
B.  Page Limitation:   


 
Phase I Volume I – The Submission of Pass/Fail (Go/No Go) factors – Attachment 4 


has no page limitation.  The template as provided in Attachment 4 will constitute the 


complete Phase I submission. 


 
Phase II Volume II – The PowerPoint submission is not limited to a certain number of 


slides but all slides must be presented in the oral presentation to be considered. A cover 


page, Section 1 (General), Section 2 (Technical Assumptions), and Resumes are not 


included in this limitation.  For resumes, individual resumes are limited to two (2) pages 


per person.  Resume pages in excess of two (2) pages will not be considered.   
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Phase II Volume III – The Price submission has no page limitation.  The Excel-based 


worksheet as provided in Attachment 3, “Pricing Template” will constitute the complete 


price submission. 


 
Format (In Print Form): 


● Paper size should be 8.5” x 11.”  


● Double-sided pages 


●  Single-spaced lines, including text in figures  


● 1 inch margins for the body of the document 


● ½ inch margins for headers and footers 


● Standard, consecutive page numbering; in “page x of y pages” format of the page footer. 


Font: 
● 11-point or larger (New Times Roman) text for the proposal and all attachments 


● 10-point or larger (New Times Roman) text for all tables and figures in the body of the 


proposal 


  
*Note - Firms shall not include any pricing related information in their technical quotes. 


 


 
C. Interactive Oral Presentation – General Information: 


 


Upon entry into the Phase II Evaluation, firms are required to submit one technical quote and a 


separate price quote to Government officials for the purposes of assuring that the prospective 


contractor has a complete understanding of the scope of this effort and has the capability to 


complete all required tasks of the Statement of Work (SOW) (Attachment 1).  This technical 


quote shall consist of a PowerPoint slide presentation and attachments, submitted in writing and 


presented interactively.  The combined written and interactive presentation will constitute the 


complete technical submission.  


 


The Contracting Officer, Contract Specialist, and the Technical Evaluation Team members will 


attend the required presentation.   


 


Constraints:  


Attendance at the oral presentation and the subsequent question and answer session will be 


limited to the firm’s key personnel and no more than two (2) additional corporate representatives 


of the firm’s team. A firm’s key personnel includes only those persons who will be assigned to 


the contract as key personnel (which may include teaming partners).  The additional individuals 


(e.g., CEO, company president, VP, legal or contract representative, etc.) from the firm’s team 


may attend but will not be allowed to present at the oral presentation, except as part of a brief 


introduction that will not be evaluated, but will count towards the firm’s allotted time. 


 


The firm will be given 15 minutes for set up. After opening remarks by the Government, the firm 


will be given up to 120 minutes to make the best case that they can to convince the Government 


that they should be selected, while discussing all of the submission requirements listed in this 


RFQ. The presentation will be stopped precisely at 120 minutes from the start of the presentation.  
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Upon completion of the presentation, the Government will caucus to discuss the firm’s 


presentation and to formulate any questions regarding the presentation. The Government and firm 


will then address any questions or clarifications posed by the Contracting Officer or the Technical 


Evaluation Team Chairperson. The question and answer session is expected to last approximately 


not more than 60 minutes. If necessary, the firm may briefly caucus to coordinate responses to 


specific questions or clarifications.  Any questions posed by the Government in response to the 


presentation will be for elucidation/engagement only, it will not be for the purpose of changing or 


altering the firm’s submission.  


 


The total presentation, caucus, and question and answer session are expected to last 


approximately 3.5 hours. At the expiration of this time, the quotation response will be considered 


complete.  Unsolicited changes to the submission will not be accepted without a formal 


Contracting Officer written request.     


 


Interactive Oral Presentation Format and Media:  


The presentation content should be ordered as listed as stated in section 8 and 9 of this document.  


Firms are advised that the presentation format should be organized to cover each of the assigned 


technical evaluation factors for the volume.  During the presentation the contractor shall not 


present or discuss any information related to the price evaluation factor.  The contractor will not 


present or discuss any topic that is not stated in the written slides. 


 


There is no limit to the number of slides that can be presented during the oral presentation.  Slides 


should be sequentially numbered in the slide footer. The slides shall not contain any fonts smaller 


than a proportionally spaced font (such as Times New Roman) of at least 11 points.  


 


 Submission of Volume II 


Offerors must email an electronic copy of the PowerPoint Slides to the Contracting Officer and 


Contract Specialist no later than 10:00 AM Eastern Time on the Friday before the date of the 


schedule interactive oral presentation.  The presentation format must be compatible with 


Microsoft PowerPoint version 2013.  Attachments to the presentation (eg. resumes) must be in 


Microsoft Word or in PDF format. 


 


Firms must bring 5 copies of the presentation for the Government audience.  It is recommended 


that firms provide a projector for their presentation.  A Government issued projector may be 


provided upon request.  All firms are required to provide a laptop for their presentation.  Please 


note: Internet connectivity is not permitted.   


 
Oral Presentation Scheduling:  


The Contracting Officer will schedule the presentations.  They will be held in the Washington DC 


area and are tentatively scheduled to begin on 19 July, 2017.  Time slots will be selected by 


lottery and assigned randomly and may not be swapped or changed. The Government reserves the 


right to reschedule any Offeror’s presentation at its sole discretion.  The exact location, will be 


provided when the presentations are scheduled.  All firms found qualified for Phase II will be 


notified in writing by the Contracting Officer with the date and time of their interactive oral 


presentation.  All firms found to be not qualified in Phase I will be notified in writing by the CO. 
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Recording of Oral Presentation:  


The firms may not electronically record any of the oral presentation process.  However, the 


Government may elect to record the oral presentations. 


 


 
9. REQUIRED COMPONENTS OF EACH VOLUME AND SECTION: 
 
Volume 1 Phase I - Submission of Pass/Fail (Go/No Go) Factors 
 


Phase I 


Factor 1: OEM Hosted cloud solution 


The firm is required to provide the name of the Service Management Tool that they propose to use to 


meet the requirements of the RFQ. 


The firm is required to certify that the proposed tool is hosted in the SMT Original Equipment 


Manufacturer’s (OEM) Cloud. 


Eg. Firm proposes to use “ABC” SMT solution.  Vendor certifies that “ABC” SMT solution is hosted in 


“ABC’s” cloud. 


The solution may not be hosted in a non SMT OEM commercial cloud.   


Factor 2:  FedRAMP certified for cloud services 


The firm is required to provide documentation that its solution is certified by FedRAMP to be hosted and 


used in the specified cloud. 


Ex. Firm proposes to use ABC solution, hosted in ABC’s cloud.  Vendor must provide documentation 


that FedRAMP has certified ABC’s Service Management Tool to be hosted in ABC’s cloud. 


Factor 3:  Meets Government technical modules 


The firm is required to document that its solution meets all of the Government’s technical modules within 


a single platform.  Statement of Work (Service Management Tool Licensing SOW) Section II – Service 


Management Tool Modules – which states the different Service Management Tool modules required and 


their descriptions.  Firms must provide documentation that their solution meets all of these module 


requirements. 


Factor 4:  OEM Certified Key Personnel 


The firm is required to state that proposed Key Personnel have been certified by the OEM Service 


Management Tool provider to migrate, install, operate, and maintain its product.   


Ex. The vendor proposes to use ABC solution.  Vendor must state that ABC certified the vendor’s key 


personnel to migrate, install, operate, and maintain ABC’s product. 


 


Factor 5: GSA Pricing  


All quoted requirements (including SMT Licensing, M&I, O&M services) must be included on the Firm’s 


and or an approved partner’s GSA Schedule.  Firm’s will self-certify using Attachment 2 for validation. 
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Volume 2 Phase II – Technical Quotation  


(Delivered in the form of a Microsoft PowerPoint slide presentation) 


  
Section 1 – General 


 
This section shall include a cover sheet.  This cover sheet shall only include the 


information listed below in letters A - Q: 


 
A. Name of Vendor 


B. Address 


C. City, State, Zip code 


D. Data Universal Numbering System (DUNS) Number 


E. Taxpayer Identification Number (TIN) 


F. Points of Contact (Primary & Alternate) for both Technical and Pricing 


Submissions 


G. Telephone Number 


H. Electronic Mail Address 


I. Solicitation/Quotation number 


J. Date of Quotation 


K. GSA Schedule Contract Number  


L. Small Business Representations made by the Vendor 


M. Prompt Payment Terms 


N. A statement specifying the extent of agreement with all terms, conditions, and 


provisions included in the solicitation and agreement to furnish any or all items 


upon which prices are offered at the price set opposite each item 


O. Names and contact information of persons authorized to negotiate on the 


Offeror’s behalf with the Government in connection with this solicitation 


P. Name, title, and signature of person authorized to sign the quotation. 


Q. Current Performance Period the GSA Schedule with Option Periods as applicable 


  
 


Section 2 – Technical Assumptions 


 
Assumptions - Firms must indicate, in this section only, if any technical related 


assumptions have been made, conditions have been stipulated or exceptions have been 


taken with the Statement of Work as written. If technical assumptions are not noted in 


this Volume and this section of the quote, it will be assumed that the Offeror’s quote 


reflects no technical assumptions for award and the Offeror agrees to comply with all of 


the terms and conditions set forth herein. It is not the responsibility of the Government to 


seek out and identify assumptions, conditions, or exceptions buried within the Offeror’s 


quote.  Accordingly, any technical related assumptions listed in any other volume or 


section shall be null and void. 
  
Any exceptions taken to the terms and conditions of the RFQ shall be stated in this 


Section.  The Offeror is advised that any exception taken to the terms and conditions of 


the RFQ may adversely impact its evaluation rating.  Any assumptions that are 


considered unacceptable by the Government and cannot be resolved may result in the 


Offeror being removed from consideration.  
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Section 3 – Technical Quote  


To be delivered in the form of a PowerPoint document and presented orally   


See Section 8 above for Interactive Oral Presentation instructions.    
 


The following areas in the Offeror’s technical quote must be addressed to sufficiently 


demonstrate the Offeror’s ability, unique capabilities, and demonstrated experience to 


successfully support this requirement. 


  


(a) Migration and Implementation Experience – FACTOR 1 
(b) Technical and Management Approach – FACTOR 2 


 


 


Migration and Implementation Experience – Factor 1 


 


The firm should show prior examples of successful implementation of similar tasks resulting in 


accomplishments, deliverables, and cost savings. 


 


Factor 1:  Migration and Implementation Experience 


 


The vendor must describe its migration and implementation (M&I) experience.  Specifically, the vendor 


shall list the migrations and implementations it has successfully accomplished within the last three (3) 


years of only its proposed solution.  Note: If the vendor is proposing ABC solution it shall only list the 


migration and experience for that product.  This description for each M&I must include, at a minimum, 


when the M&I took place, the name of the customer, the cumulative customer satisfaction rating 


(score/percent) for each M&I (as applicable), the contract number (if a federal agency), the dollar value, 


an estimate of the number of licensed users in the project’s user base, and whether the effort was 


reviewed by the OEM.  If the vendor has a certification from the OEM for its M&I experience it shall list 


that certification as well as the total number of M&I’s performed in the last three years for that OEM.  


This information should be presented as a table in the PowerPoint submission using the minimum subject 


requirements as column headers. 


 


 


Technical and Management Approach – Factor 2 


 


In this section, the firm should describe its overall technical and management approach for meeting the 


contract objectives. The technical approach must be discussed in sufficient detail to clearly and concisely 


demonstrate that the firm has an understanding of all requirements specified in the SOW.   


 


Factor 2:  Technical and Management Approach 


 


The vendor must demonstrate and discuss the following elements: 


 


Migration and Implementation –its technical approach to migrating and implementing the first SMT 


module (ITSM) in the Base Period and all future modules in the Option Periods.  This approach shall 


include an draft outline of a Quality Assurance (QA) Plan that addresses, at a minimum, its escalation 


and governance process, how it identifies and escalates critical issues and information, an explanation of 


the controls and people involved in the decision-making process, its methods for identifying, tracking, 
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reducing and reporting risks.  A Final QA Plan will be required to be submitted to the Government for 


review and approval within 30 days after Task Order award. 


 


Customer engagement – its approach to engaging the customer to obtain and/or share information 


required for the migration and implementation.  This includes but it not limited to, requirements gathering 


sessions, project status meetings, training approach (e.g., execution of the deliverable titled “Service 


Management Tool Training Approach, Training Plan and Training schedule”).   


 


Operations and Maintenance – its technical approach to operate and maintain the installed SMT 


modules in the Option Periods in accordance with SOW Section I, Subsection 5 entitled “Operation and 


Maintenance.” The approach to executing the governance process as defined in the requested SOW 


deliverable titled “Service Management Tool Governance Document.”  The purpose of the governance 


process is to manage the implementation of changes to the DHS HQ service management tool instance.  


Discuss how your firm will facilitate a service management change board meeting to review and 


adjudicate government official (COR / CO) requested changes to the tool.  Discuss how your firm will 


execute proposed changes and the approach for future discussion and how it will impact the system, 


application, workflow stability and/or difficulties for future system upgrades.  


 


Management – its overall approach to managing both stages (M&I and O&M), including, at a minimum, 


cost management, schedule management, performance management, and any other miscellaneous issue of 


which the Government should be aware.  The vendor shall also describe the process by which they will 


convert T&M/LH Tasks to Fixed Price. 


 


Staffing – The firm should discuss its staffing approach, including how the firm plans to recruit, hire and 


retain and develop qualified staff.  The firm should discuss its OEM certification training process and 


how its personnel receive and maintain professional credentials, the experience of its personnel, and the 


continuing learning opportunities available to its personnel. 


 
Key Personnel Resumes 
 


Resumes should be an attachment to the PowerPoint submission.  (This is not expected to be included 


within the PowerPoint presentation nor will this count towards any other submission page limitations). 


 


Firms shall provide complete resumes for all Key Personnel. The resumes for Key Personnel are limited 


to 2 pages and must include proposed labor category for the individuals and the following additional 


information:  


 
● Name of proposed person 


● Proposed position, function, or role 


● Proposed GSA labor category 


● Education [including, in reverse chronological order, colleges and/or technical 


schools attended (with dates), degree(s) / professional credentials and or 


certification(s) received, major field(s) of study, and approximate number of total 


class hours if available] 


● Experience (including, in reverse chronological order, area(s) of work in which a 


person is qualified, company and title of position, approximate starting and 
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ending dates (month/year), concise descriptions of experience for each position 


held 


● Certification that the information contained in the resume is correct and accurate. 


 


The above information should be presented in the PowerPoint submission.  (Resumes may be included as 


an attachment to the PowerPoint submission). 


 


 


Volume 3 Phase II – Price Quotation 


 


Section 1 – General 
 


This section shall include a cover sheet.  This cover sheet shall only include the information listed below 


in letters A - R: 


 
A. Name of Vendor 


B. Address 


C. City, State, Zipcode 


D. Data Universal Numbering System (DUNS) Number 


E. Taxpayer Identification Number (TIN) 


F. Points of Contact (Primary & Alternate) for both Technical and Pricing 


Submissions 


G. Telephone Number 


H. Electronic Mail Address 


I. Solicitation/Quotation number 


J. Date of Quotation 


K. GSA Schedule Contract Number  


L. Small Business Representations made by the Vendor 


M. Prompt Payment Terms 


N. A statement specifying the extent of agreement with all terms, conditions, and 


provisions included in the solicitation and agreement to furnish any or all items 


upon which prices are offered at the price set opposite each item 


O. Names and contact information of persons authorized to negotiate on the 


Offeror’s behalf with the Government in connection with this solicitation 


P. Name, title, and signature of person authorized to sign the quotation. 


Q. Current Performance Period the GSA Schedule with Option Periods as applicable 


R. Attached PDF formatted (soft copy) of the Firm’s applicable GSA Schedule 


Contract(s) 


 
 


Section 2 – Pricing Assumptions 


 
 


Assumptions - Firms must indicate, in this section only, if any pricing related assumptions have been 


made, conditions have been stipulated or exceptions have been taken with this RFQ or the Statement of 


Work as written. If assumptions are not noted in this Volume and this section of the quote, it will be 


assumed that the firm’s quote reflects no assumptions for award and the firm agrees to comply with all of 


the terms and conditions set forth herein. It is not the responsibility of the Government to seek out and 


identify assumptions, conditions, or exceptions buried within the firm’s quote.  Accordingly, any pricing 


related assumptions listed in any other volume or section shall be null and void. 
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Any exceptions taken to the price related terms and conditions of the RFQ shall be stated in this Section.   


 


Any assumptions that are considered unacceptable by the Government and cannot be resolved may result 


in the firm being removed from consideration.  


 


Failure to utilize the attached Schedule of Prices (Attachment 3) will result in the firm being removed 


from consideration for award. 
 


Section 3 – Pricing Quotation (Schedule of Prices) 


Factor 3 - Price 


 


To assist Firms in providing conforming price quotations and to promote standardization across 


submissions, the Government has provided a pricing template Attachment 3, that shall be used.  The 


Government’s Level of Effort estimation is listed in this attachment.  There is no page limit for the price 


quote. 


 


Failure to use the Excel template (Attachment 3) as provided, adding columns or manipulating the 


Excel sheet other than to provide information in the areas specifically designated for Vendor 


import will be viewed as unacceptable and the Offeror will be removed from consideration for 


award. 


 
***Non-compliant quotes will be removed from consideration for award*** 


 


 


Task 1 shall be Firm-Fixed Price (FFP).  Vendors shall describe their level of effort.  Task 1 must not 


include any of the licenses required during Migration and Implementation (M&I).  For all other Tasks the 


vendor shall only input the labor rate for the labor category and hours provided. 


 


Licenses shall include fixed unit prices depending on the range of licenses ordered.  The Contractor shall 


estimate the number of licenses required for M&I and shall not change the number of licenses required 


for O&M.  The Government will not purchase all of the O&M production licenses during the M&I phase.  


The Government will only purchase all of the required productions licenses once M&I phase is complete 


and the O&M phase begins. 


 


All Firms shall certify in writing that their proposed solution falls within the scope of the vendor’s 


referenced GSA Schedule contract(s) as applicable by completing, signing, and returning RFQ 


Attachment 2. Your price quotation shall be based on your firm’s current GSA Schedule IT-70, SIN 132-


51 contract labor rates. 
 
The Government requests a discount from your GSA Schedule Contract labor rates for the base and 


option periods.  Please indicate the non-discounted rates, the proposed percentage of discount and the 


discounted rate. 


  
In the spirit of cost transparency, cost savings to the taxpayer, and to the Federal Government, 


please consider voluntarily waiving labor rate and license cost escalation within your price 


submission for this project.  We ask all firms to highly consider saving tax payer funds by removing 
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automatic labor rate increases from current proposed rates.  Also, please summarize the savings 


you are providing to the Government through this additional discounting effort.  
 
All firms must map / crosswalk their quoted GSA Schedule labor categories to the Government’s 


identified labor categories to be utilized for this effort, a description of the skills and experience per 


category, and the hourly rates quoted, and any other quoted associated pricing, for calculating the quoted 


price for this effort.  


 


For each labor category, ensure that there is a one-to-one correlation between the SOW labor category 


names provided in the RFQ, and the GSA Schedule IT-70, SIN 132-51 labor category names provided 


within the quote.  Failure to demonstrate an appropriate crosswalk or mapping of labor categories may be 


considered failure to comply with the terms of this RFQ. 


 


Other Direct Costs (ODCs).  ODCs are provided under this Task Order.  ODCs are defined pursuant to 


FAR 16.601 (e.g., direct materials, G&A, subcontracts, and other direct costs that must have prior written 


approval from the COR in order for the Contractor to be reimbursed).  The Government has provided 


Not-to-Exceed (NTE) placeholder amounts for quoting the ODC portions of this requirement.  The 


placeholder amounts for ODC’s are indicated in Attachment 3 - CLIN Pricing Template – Schedule of 


Prices (Excel Spreadsheet).  Note that G&A may only be applied to travel and shall not be applied to 


ODC’s.  The G&A will be set and fixed at the rate proposed at time of award for base and all option 


periods.  This G&A will not be subject to change.  Profit/Fee is not allowed on ODCs.  Local Travel will 


not be reimbursed under this order. 


 


Teaming Arrangements.  Subcontracting/Partnering Agreements (IAW GSA subcontracting procedures) 


rate information must also be included, if applicable.  Any Contractor Teaming/Partnering Agreements 


shall be in accordance with GSA policy and guidelines.   


 
If the quote includes subcontractor costs, the quote must include confirmation that the subcontractor effort 


is within the scope of the prime contractor’s Schedule and is proposed under the prime contractor’s 


Schedule labor categories and applicable rates.   
 
The vendor shall submit sufficiently detailed information to permit the Contracting Officer and authorized 


representatives to evaluate the offer. Unless otherwise stated in this solicitation, the information may be 


submitted in the Offeror’s own format. 


 
Section 3 – GSA Schedule IT-70, SIN 132-51  


 
Volume 3 must also include a complete copy in PDF of the GSA Schedule IT-70, SIN 132-51 / contract 


terms and conditions, against which the price quotation has been issued. 


 
10.     EVALUATION FACTORS: 
  


The Phase I evaluation will executed on a be a pass/fail basis utilizing objective criteria as submitted by 


each firm along with the (coversheet) checklist provided in Attachment 4.  Failure of ANY of the 


following Phase I factors will result in automatic removal from further award consideration. 
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Phase I - Submission of Pass/Fail (Go/No Go) Factors 


Factor 1: OEM Hosted cloud solution 


1.  Did the firm provide the name of the Service Management Tool that they propose to use?   


2.  Did the firm certify that the proposed tool is hosted in the Original Equipment Manufacturer’s (OEM) 


Cloud? 


 


Factor 2:  FedRAMP certified for cloud services 


Did the firm provide documentation that its solution is certified by FedRAMP to be hosted and used in 


the specified cloud? 


 


Factor 3:  Meets Government technical modules  


Did the firm provide documentation that their solution meets all of the Government technical module 


requirements, SOW - Section II – Service Management Tool Modules 


 
Factor 4:  OEM Certified Key Personnel 


Did the firm state that proposed Key Personnel have been certified by the OEM Service Management 


Tool provider to migrate, install, operate, and maintain its product? 


Factor 5: GSA Pricing  


1. Are all quoted licenses, products, and services included on the Firm’s and or an approved partner’s 


GSA Schedule? 


2. Did the firm complete and sign the proper use of GSA Schedule self-certification using Attachment 2? 


 


 


The Phase II Technical factors (Factor 1: Migration and Implementation Experience and Factor 2: 


Technical and Management Approach) are of equal importance to each other.  All Phase II elements listed 


under each factor are of equal importance to each other.  All technical factors are individually greater than 


price. However, price may become more important in selecting the successful firm as technical quotes 


become more comparable.  
   


 


Phase II - Technical Quote 


 


A.     Factor 1:  Migration and Implementation Experience 
  


 Degree to which the Offeror demonstrates M&I experience with similar, directly relevant 


technical and business solutions. 


 The number of applicable M&I successfully executed in the past 3 years 


 The overall strength of the firms customer satisfaction ratings  


 


 
 
B.    Factor 2:  Technical and Management Approach 


 


Migration and Implementation 


 The firm’s technical approach will be evaluated on their understanding of the objectives of the 


SOW and planned execution of the project. This refers to the manner in which the firm 


proposes to plan, manage, control, and provide the services and deliverables. The extent to 
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which the Offeror understands the problems, issues, constraints, organizations and system(s) 


involved and the approach and methodologies proposed to ensure successful accomplishment 


of the work will be evaluated. 


 


 The firm draft Quality Assurance (QA) Plan’s ability to address the anticipated potential 


problems, issues, constraints, and creativity and feasibility of solutions to problems and future 


integration of new processes and technology enhancements. 


 


Customer engagement   


 Demonstrates the sufficiency of its approach to engaging the customer to obtain and/or share 


information required for the migration and implementation, including requirements gathering 


sessions, project status meetings, training approach.  


 


Operations and Maintenance  


 The sufficiency of firm’s governance process to manage the implementation of changes to the 


DHS HQ service management tool instance.  


 The sufficiency of firm’s ability to resolve problems, address workflow process stability, 


manage system upgrades, and troubleshoot unforeseen problems 


 Demonstrated experience with the SOW requirement working with the Service Management 


Tool O&M Support CONOPS Document (SOW Section I subsection 4.3) or similar concept 


of operations documents 


 The firm’s demonstration and knowledge of the governance process utilized evaluate changes 


to and their potential impact to the SMT 


 


Management  


 Degree to which the Offeror’s quote demonstrates an understanding of cost management, 


schedule management, and performance management, and any other miscellaneous issue of 


which the Government should be aware.   


 The Degree to which the firm’s quote demonstrates a sufficient process by which they will 


convert T&M/LH Tasks to Fixed Price.  


 


Staffing  


 Degree to which the Offeror demonstrates ability to recruit, hire and retain and develop 


qualified staff. 


 The strength of the firm’s OEM certification training process for its personnel receives, 


maintains professional credentials; the experience of its personnel, and the continuing learning 


opportunities available to its personnel  
 


Key Personnel Resumes 


 The overall strength of the proposed key personnel including education professional 


certifications / credentials  


 The currency, quality and depth of experience of individual personnel working on similar 


projects (size, scope, magnitude, duration, and complexity etc.)     
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Phase II – Pricing Quotation 
 
Price Quote 
 
The overall price quote will be evaluated for its fair and reasonableness.  Any price quotation that does 


not provide a fair and reasonable price may be deemed unacceptable and removed from further 


consideration.   


 


The firm-fixed price quote section (ITSM Tool) will be evaluated based on the level of effort and the mix 


of labor proposed to perform the requirement in relationship to the Offeror’s quoted solution.   


 


The firm’s labor rates will be evaluated at the labor category level for fair and reasonableness. 


 


The Government may reject any price quote that is evaluated to be significantly not compliant with the 


solicitation requirements, have an unreasonable level of effort and or labor mix, an unreasonably high or 


low price, or reflects a failure to comprehend the complexity and risks of the work to be performed.   


 


The price quote will be evaluated inclusive of optional line items (CLINS) and optional periods of 


performance based on the total quoted value. 


 
 
11.  BASIS FOR AWARD 


 
It is the Government’s intent to award a task order against an existing a GSA Schedule contract using the 


procedures in FAR 8.405, to the responsible Offeror whose quote, in conforming to the RFQ, provides the 


overall best value to the Government considering technical evaluation factors and price. The evaluation 


will be based on the demonstrated capabilities of the prospective firm in relation to the needs of the 


project as set forth in this RFQ.  The merits of each quote will be evaluated carefully.  Each quote must 


demonstrate the feasibility of successful implementation of the requirements of the RFQ.  


 
The Government may reject any quote that is evaluated to be non-compliant with the solicitation 


requirements, unreasonably high or low in price, or reflects a failure to comprehend the complexity and 


risks of the work to be performed. 


 


Should initial quotes not provide the Government with a satisfactory total solution, the Government 


reserves the right to engage with quoting firms to obtain a better understand and to reach a best value 


determination.  The Government reserves the right to engage all, some, or none of the firms submitting 


quotations in response to this RFQ.   


 


Once the government determines that a firm is the best-suited (e.g. the apparent successful awardee), the 


government reserves the right to engage with only that firm to address any remaining issues, if necessary, 


and finalize a task order with that firm.  These issues may include technical and price.  If the parties 


cannot successfully address any remaining issues, as determined pertinent at the sole discretion of the 


government, the government reserves the right to engage the next best-suited firm based on the original 


analysis and address any remaining issues.  Once the government has engaged the next best-suited firm, 


no further engagements with the previous firm will be entertained until after the task order has been 


awarded.  This process will continue until an agreement is successfully reached and a task order is 


awarded.  


 


Best Value Trade-Offs: The Government reserves the right to make an award to other than the low 


priced firm if the superior technical solution, or the solution indicating a reduced performance risk, 
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warrants paying a premium.  The Government's objective is to obtain the highest technical quality 


considered necessary to achieve the project objectives, with a fair and reasonable price.   


 
Technical evaluation factors are more important than price. As non-price factors equalize, price will 


become a more important factor in selecting the best value.  Each firm should recognize that its initial 


price and technical quote may be used as the sole and final basis for award and should quote accordingly. 


Please provide pricing discounts as requested within this RFQ. 
 


 


12.  SOLICITATION PROVISIONS: 


FAR PROVISIONS INCORPORATED BY REFERENCE 
 


 


The provisions and clauses prescribed in this part shall be revised, as necessary, to reflect the applicability 


of statutes and executive orders to the acquisition of commercial items. 


 


(1) 52.204-16 - Commercial and Government Entity Code Reporting (Jul 2016) 


(2) 52.204-18 - Commercial and Government Entity Code Maintenance (Jul 2016) 


(3) 52.204-21 - Basic Safeguarding of Covered Contractor Information Systems (Jun 2016) 


(4) 52.209-7 - Information Regarding Responsibility Matters (Jul 2013) 


(5) 52.209-12 - Certification Regarding Tax Matters (Feb 2016) 


(6) 52.222-56 - Certification Regarding Trafficking in Persons Compliance Plan (Mar 2015) 


(7) 52.212-3 - Offeror Representations and Certifications—Commercial Items. (Jan 2017) – (Note: Not 


required as a separate submission - Use the System for Award Management). 


 
 


FAR Provisions Incorporated by Full Text 
 


52.216-1  Type of Contract (APR 1984) 
The Government contemplates award of a Hybrid Firm-Fixed Price / Labor Hour / Time and Material 


contract resulting from this solicitation. 
(End of provision) 


  
52.216-31  Time and Materials / Labor Hour Proposal Requirements - Commercial Item 


Acquisition (FEB 2007) 
(a) The Government contemplates award of a Labor-Hour type of contract resulting from this solicitation. 
(b) The Offeror must specify fixed hourly rates in its offer that include wages, overhead, general and 


administrative expenses, and profit. The Offeror must specify whether the fixed hourly rate for each labor 


category applies to labor performed by— 
(1) The Offeror; 
(2) Subcontractors; and/or 
(3) Divisions, subsidiaries, or affiliates of the Offeror under a common control. 


(End of provision) 
  


52.217-5 -- Evaluation of Options (JUL 1990) 
Except when it is determined in accordance with FAR 17.206(b) not to be in the Government’s best 


interests, the Government will evaluate offers for award purposes by adding the total price for all options 


to the total price for the basic requirement.  Evaluation of options will not obligate the Government to 


exercise the option(s). 
(End of provision) 
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52.233-2 -- Service of Protest (SEP 2006) (Deviation) 
(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed directly with 


an agency, and copies of any protests that are filed with the Government Accountability Office (GAO), 


shall be served on the Contracting Officer (addressed as follows) by obtaining written and dated 


acknowledgment of receipt from: 
 


Gregory Ruderman 
Contracting Officer 
 


 


(b) The copy of any protest shall be received in the office designated above within one day of filing a 


protest with the GAO. 
(End of provision) 


 
 
 
13.  TASK ORDER CLAUSES: 
 
Clauses incorporated at the GSA Schedule contract level flow down to this Task Order. 


 
The resulting task order will include the following clauses: 


 
 


52.212-5 -- Contract Terms and Conditions Required to Implement Statutes or Executive Orders -- 


Commercial Items. 


As prescribed in 12.301(b)(4), insert the following clause: 


Contract Terms and Conditions Required to Implement Statutes or Executive Orders -- 


Commercial Items (Jan 2017) 


(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which 


are incorporated in this contract by reference, to implement provisions of law or Executive orders 


applicable to acquisitions of commercial items: 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 


Continuing Appropriations Act 2015 (Pub. L. 113-235) and its successor provisions in 


subsequent appropriations acts (and as extended in continuing resolutions)). 


(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015) 


(3) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 


(4) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 


108-78 (19 U.S.C. 3805 note)). 



http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/far/12.htm#P120_20016
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(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer 


has indicated as being incorporated in this contract by reference to implement provisions of law or 


Executive orders applicable to acquisitions of commercial items: 


_X__ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with 


Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 


_X__ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 


3509). 


___ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment 


Act of 2009 (Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts funded by the 


American Recovery and Reinvestment Act of 2009). 


_X__ (4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 


2016) (Pub. L. 109-282) (31 U.S.C. 6101 note). 


___ (5) [Reserved] 


_X__ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 


section 743 of Div. C). 


___ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts 


(Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 


___ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with Contractors 


Debarred, Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note).  


_X__ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters 


(Jul 2013) (41 U.S.C. 2313). 


___ (10) [Reserved] 


___ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 


U.S.C. 657a). 


___ (ii) Alternate I (Nov 2011) of 52.219-3. 


___ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 


Concerns (Oct 2014) (if the offeror elects to waive the preference, it shall so indicate in its 


offer)(15 U.S.C. 657a). 


___ (ii) Alternate I (Jan 2011) of 52.219-4. 


___ (13) [Reserved] 


___ (14) (i) 52.219-6, Notice of Total Small Business Aside (Nov 2011) (15 U.S.C. 644). 


___ (ii) Alternate I (Nov 2011). 
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___ (iii) Alternate II (Nov 2011). 


___ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 


___ (ii) Alternate I (Oct 1995) of 52.219-7. 


___ (iii) Alternate II (Mar 2004) of 52.219-7. 


___ (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and 


(3)). 


___ (17) (i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (d)(4)). 


___ (ii) Alternate I (Nov 2016) of 52.219-9. 


___ (iii) Alternate II (Nov 2016) of 52.219-9. 


___ (iv) Alternate III (Nov 2016) of 52.219-9. 


___ (v) Alternate IV (Nov 2016) of 52.219-9. 


___ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 


___ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)). 


___ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 


637(d)(4)(F)(i)). 


___ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 


2011) (15 U.S.C. 657f). 


___ (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 U.S.C. 


632(a)(2)). 


___ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 


Disadvantaged Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)). 


___ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 


Business Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 


U.S.C. 637(m)). 


_X__ (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 


_X__ (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Oct 2016) 


(E.O. 13126). 


_X__ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


_X__ (28) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 
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_X__ (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


_X__ (30) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 


793). 


_X__ (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


_X__ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 


(Dec 2010) (E.O. 13496). 


_X__ (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 


and E.O. 13627). 


___ (ii) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 13627). 


_X__ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (E. O. 12989). (Not 


applicable to the acquisition of commercially available off-the-shelf items or certain other types 


of commercial items as prescribed in 22.1803.) 


_X__ (35) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016). 


(Applies at $50 million for solicitations and resultant contracts issued from October 25, 2016 


through April 24, 2017; applies at $500,000 for solicitations and resultant contracts issued after 


April 24, 2017). 


Note to paragraph (b)(35): By a court order issued on October 24, 2016, 52.222-59 is enjoined 


indefinitely as of the date of the order. The enjoined paragraph will become effective immediately 


if the court terminates the injunction. At that time, DoD, GSA, and NASA will publish a 


document in the Federal Register advising the public of the termination of the injunction. 


_X__ (36) 52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016). 


___ (37) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated 


Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of 


commercially available off-the-shelf items.) 


___ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the 


acquisition of commercially available off-the-shelf items.) 


___ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 


Hydrofluorocarbons (Jun 2016) (E.O.13693). 


___ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and 


Air Conditioners (Jun 2016) (E.O. 13693). 


___ (40) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014) 


(E.O.s 13423 and 13514 


___ (ii) Alternate I (Oct 2015) of 52.223-13. 







Page 23 of 48 


Solicitation Number HSHQDC-17-Q-00232 


Revised with Amendment 005 Dated 7/13/2017 


___ (41) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.O.s 13423 


and 13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-14. 


___ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 


8259b). 


___ (43) (i) 52.223-16, Acquisition of EPEAT® -Registered Personal Computer Products (Oct 


2015) (E.O.s 13423 and 13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-16. 


_X__ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving 


(Aug 2011) (E.O. 13513). 


___ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 


___ (46) 52.223-21, Foams (Jun 2016) (E.O. 13696). 


_X__ (47) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


___ (ii) Alternate I (Jan 2017) of 52.224-3. 


___ (48) 52.225-1, Buy American--Supplies (May 2014) (41 U.S.C. chapter 83). 


___ (49) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act (May 2014) (41 


U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 


4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-


138, 112-41, 112-42, and 112-43). 


___ (ii) Alternate I (May 2014) of 52.225-3. 


___ (iii) Alternate II (May 2014) of 52.225-3. 


___ (iv) Alternate III (May 2014) of 52.225-3. 


___ (50) 52.225-5, Trade Agreements (Oct 2016) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 


___ (51) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, proclamations, 


and statutes administered by the Office of Foreign Assets Control of the Department of the 


Treasury). 


___ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States 


(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 


2008; 10 U.S.C. 2302 Note). 


___ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 


5150). 
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___ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 


2007) (42 U.S.C. 5150). 


_X__ (55) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 


U.S.C. 4505), 10 U.S.C. 2307(f)). 


___ (56) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 


U.S.C. 2307(f)). 


_X__ (57) 52.232-33, Payment by Electronic Funds Transfer— System for Award Management 


(Jul 2013) (31 U.S.C. 3332). 


___ (58) 52.232-34, Payment by Electronic Funds Transfer—Other Than System for Award 


Management (Jul 2013) (31 U.S.C. 3332). 


___ (59) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 


_X__ (60) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 


___ (61) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 


637(d)(12)). 


___ (62) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 


2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). 


___ (ii) Alternate I (Apr 2003) of 52.247-64. 


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial 


services, that the Contracting Officer has indicated as being incorporated in this contract by reference to 


implement provisions of law or executive orders applicable to acquisitions of commercial items: 


___ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495) 


___ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.). 


___ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 


and 41 U.S.C. chapter 67). 


___ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards -- Price 


Adjustment (Multiple Year and Option Contracts) (May 2014) (29 U.S.C.206 and 41 U.S.C. 


chapter 67). 


___ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards -- Price 


Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 


___ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 


2014) (41 U.S.C. chapter 67). 
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___ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67). 


___ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) (E.O. 13658). 


___ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 


_X__ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) 


(42 U.S.C. 1792). 


_X__ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) (31 U.S.C. 5112(p)(1)). 


(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this 


paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified 


acquisition threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation. 


(1) The Comptroller General of the United States, or an authorized representative of the 


Comptroller General, shall have access to and right to examine any of the Contractor’s directly 


pertinent records involving transactions related to this contract. 


(2) The Contractor shall make available at its offices at all reasonable times the records, 


materials, and other evidence for examination, audit, or reproduction, until 3 years after final 


payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor 


Records Retention, of the other clauses of this contract. If this contract is completely or partially 


terminated, the records relating to the work terminated shall be made available for 3 years after 


any resulting final termination settlement. Records relating to appeals under the disputes clause or 


to litigation or the settlement of claims arising under or relating to this contract shall be made 


available until such appeals, litigation, or claims are finally resolved. 


(3) As used in this clause, records include books, documents, accounting procedures and 


practices, and other data, regardless of type and regardless of form. This does not require the 


Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 


course of business or pursuant to a provision of law. 


(e)  


(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of this 


clause, the Contractor is not required to flow down any FAR clause, other than those in this 


paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the 


extent of the flow down shall be as required by the clause— 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 


3509). 


(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and 


Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor 


provisions in subsequent appropriations acts (and as extended in continuing resolutions)). 
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(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) 


and (3)), in all subcontracts that offer further subcontracting opportunities. If the 


subcontract (except subcontracts to small business concerns) exceeds $700,000 ($1.5 


million for construction of any public facility), the subcontractor must include 52.219-8 


in lower tier subcontracts that offer subcontracting opportunities. 


(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow 


down required in accordance with paragraph (1) of FAR clause 52.222-17. 


(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 


(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 


793). 


(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 


(Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR 


clause 52.222-40. 


(xi) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67). 


(xii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 


and E.O. 13627). 


(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627). 


(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements 


(May 2014) (41 U.S.C. chapter 67.) 


(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67) 


(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989). 


(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


(xvii) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016) 


(Applies at $50 million for solicitations and resultant contracts issued from October 25, 


2016 through April 24, 2017; applies at $500,000 for solicitations and resultant contracts 


issued after April 24, 2017). 


Note to paragraph (e)(1)(xvii): By a court order issued on October 24, 2016, 52.222-59 


is enjoined indefinitely as of the date of the order. The enjoined paragraph will become 
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effective immediately if the court terminates the injunction. At that time, DoD, GSA, and 


NASA will publish a document in the Federal Register advising the public of the 


termination of the injunction. 


(xviii) 52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016). 


(xix) 52.222-62, Paid sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 


13706). 


(xx) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


(B) Alternate I (Jan 2017) of 52.224-3. 


(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United 


States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act 


for Fiscal Year 2008; 10 U.S.C. 2302 Note). 


(xxii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 


2014) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR 


clause 52.226-6. 


(xxiii) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 


2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance 


with paragraph (d) of FAR clause 52.247-64. 


(2) While not required, the Contractor may include in its subcontracts for commercial items a 


minimal number of additional clauses necessary to satisfy its contractual obligations. 


(End of Clause) 


 


 
52.217-8 -- Option to Extend Services (NOV 1999) 
The Government may require continued performance of any services within the limits and at the 


rates specified in the contract. These rates may be adjusted only as a result of revisions to 


prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 


more than once, but the total extension of performance hereunder shall not exceed 6 months. The 


Contracting Officer may exercise the option by written notice to the Contractor within 7 days.  
(End of clause) 


 


Note: IAW FAR 52.217-8, the option to extend services for an additional six months using FAR 


Clause 52.217-8 will be incorporated within the award resulting from this RFQ.  A six month 


extension will be considered to be within the total project scope for purposes of evaluation and 


award justification.   


 


The CO reserves the right to exercise FAR 52.217-8, Option to Extend Services if it is determined 


it is in the best interests of the Government. FAR 52.217-8 provides in part that the Government 


may require continued performance of any services within the limits, prices, and rates specified in 


the award.  FAR 52.217-8 may be exercised at any point during the period of performance of the 
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task order and applies to the current period of performance immediately preceding exercising the 


subject option.    


 


52.217-9 -- Option to Extend the Term of the Contract (MAR 2000) 
(a) The Government may extend the term of this contract by written notice to the Contractor 


within 7 days; provided, that the Government gives the Contractor a preliminary written notice of 


its intent to extend at least 14 days before the contract expires. The preliminary notice does not 


commit the Government to an extension. 
(b) If the Government exercises this option, the extended contract shall be considered to include 


this option clause. 
(c) The total duration of this contract, including the exercise of any options under this clause, 


shall not exceed 78 Months.  
(End of clause) 


  
52.252-6 -- Authorized Deviations in Clauses (APR 1984) 
(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 


1) clause with an authorized deviation is indicated by the addition of “(DEVIATION)” after the 


date of the clause. 
(b) The use in this solicitation or contract of any 48 CFR Chapter 14, 48 CFR Chapter 3 clause 


with an authorized deviation is indicated by the addition of “(DEVIATION)” after the name of 


the regulation. 
(End of Clause) 


 
 


FAR CLAUSES INCORPORATED BY REFERENCE 
 
FAR 52.252-2 -- Clauses Incorporated by Reference (Feb 1998) 
This contract incorporates one or more clauses by reference, with the same force and effect as if 


they were given in full text. Upon request, the Contracting Officer will make their full text 


available. Also, the full text of a clause may be accessed electronically at this/these address(es): 
 
http://farsite.hill.af.mil/vffara.htm  
https://www.acquisition.gov/far/current/html/52_301Matrix.html  
 
FAR 52.202-1 -- Definitions (Nov 2013) 
 
FAR 52.203-12 -- Limitation on Payments to Influence Certain Federal Transactions (Oct 


2010) 
 


FAR 52.204-2 -- Security Requirements (Aug 1996) 
FAR 52.204-9 -- Personal Identity Verification of Contractor Personnel (Jan 2011) 
 


FAR 52.212-4 -- Contract Terms and Conditions -- Commercial Items (Jan 2017) 


Alternate I (Jan 2017) When a time-and-materials or labor-hour contract is contemplated, substitute the 


following paragraphs (a), (e), (i), (l), and (m) for those in the basic clause. 


 


FAR 52.223-10 -- Waste Reduction Program (May 2011) 


FAR 52.227-14 -- Rights in Data – General (May 2014) 



http://farsite.hill.af.mil/vffara.htm

https://www.acquisition.gov/far/current/html/52_301Matrix.html
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FAR 52.232-18 – Availability of Funds (Apr 1984) 


FAR 52.243-3 -- Changes -- Time-and-Materials or Labor-Hours (Sep 2000) 


FAR 52.245-1 -- Government Property (Jan 2017); With Alternate I (Apr 2012) 
FAR 52.245-9 -- Use and Charges (Apr 2012) 


FAR 52.246-6 -- Inspection -- Time-and-Material and Labor-Hour (May 2001) 
 
 


CUSTOM TASK ORDER CLAUSES: 
 
 
Custom Clause #1 - Invoice Processing - RESERVED 


 


Invoicing information will be included with task order award  


 


Clause # 2 - Personnel Requirements & Optional Levels of Effort 
 


Key Personnel Definition 
Certain skilled experienced professional and/or technical personnel are essential for 


accomplishing the work to be performed. These individuals are defined as “Key Personnel” and 


are those persons whose resumes were submitted and marked by the vendor as “Key Personnel”.  


No substitutions shall be made of accepted key personnel except for sudden illness or death, or 


termination of employment.  Substitutions shall only be accepted if in compliance with 


“Substitution of Key Personnel” provision identified below.  Unapproved substitutions will 


reflect negatively on past performance ratings.  
  
Key Personnel Designation 


For the purpose of the overall performance of this effort, the Contract Program Manager, 


Subject Matter Expert(s), and Tool Administrator must be designated as Key Personnel. 
 
The Contract Program Manager shall be the Contractor’s authorized point of contact with the 


Government CO and the COR.  The Program Manager shall be responsible for formulating and 


enforcing work standards, assigning schedules, reviewing work discrepancies, and 


communicating policies, purposes, and goals of the organization to subordinates. 
  
Key Personnel Substitution 
All Contractor requests for approval of substitutions hereunder shall be submitted in writing to 


the COR and the Contracting Officer at least thirty (30) calendar days in advance of the effective 


date, whenever possible, and shall provide a detailed explanation of the circumstances 


necessitating the proposed substitution, a complete resume for the proposed substitute, and any 


other information requested by the Contracting Officer necessary to approve or disapprove the 


proposed substitution.  All proposed substitutions shall possess qualifications and experience 


equal to or superior to those of the Key Personnel being replaced.  A “meet and greet” may also 


be requested.  The COR and the Contracting Officer will evaluate such requests and promptly 


notify the Contractor of approval or disapproval in writing.     


  
Personnel Performance/Replacement 


A.  The Contractor shall provide a resume for each individual assigned to work on this 


effort. 


B.  Personnel assigned to this contract will not be removed without Government Approval. 
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C.   The Government reserves the right to judge the technical skill and competence of the 


individual and to require the individual’s replacement if the individual’s qualifications or 


performance are judged deficient at any time with written notification. 


D.   The Government reserves the right to judge the qualifications and acceptability of any 


individual proposed by the contractor for any position, and may require the contractor to 


replace an individual whose qualifications and suitability are judged deficient with 


written notification. 


E.  The Government requires from the contractor to identify key personnel for the total 


period of the project.  The execution of project tasks will be subject to the precise 


assignment of specific individuals identified as key personnel. The contractor must 


ensure the continued assignment of personnel from project start to project finish.  In the 


event an individual become incapacitated or leaves the company, it is the responsibility of 


the contractor to have qualified and/or cleared (if required) individuals on staff to 


accomplish the task with a minimal learning curve. 


F.  For temporary and/or permanent replacement personnel, the contractor shall provide a 


resume for each individual prior to that individual’s reporting for work on this effort. 


 
(End of Custom Clause #2) 


 
Custom Clause #3 – Burn Rate Management & Reporting 
The vendor is required to manage this requirement to the proposed CLIN ceilings.    


 
The awardee of this task order will be required to submit labor category expenditure / burn rate 


management reports with each electronic invoice to ensure ceilings are managed.  Failure to 


submit this supporting documentation may result in rejection of an invoice and delay payment.  
(End of Custom Clause #3) 


 
Clause # 4 – Confidentiality and Disclosure of Information  
Confidentiality:  All information regarding the procedures developed under this task order will be 


regarded as sensitive information by the Contractor and not be disclosed to anyone outside the 


Contractor’s organization without the written permission of the Contracting Officer.  All 


contractor employees supporting the Government on this project will be required to sign a 


statement of non-disclosure applicable to this task order. 
  
Release of Data:  The contractor and/or contractor personnel shall not divulge or release any data 


or information developed or obtained in performance of this effort without written approval of the 


Contracting Officer (CO).  The contractor shall not use, disclose, or reproduce proprietary data 


that may or may not carry a restrictive legend, other than as required in the performance of this 


effort.  Each Contractor employee shall complete a Commitment to Protect Non-Public, Sensitive 


Information Agreement. 
 
Disclosure of Sensitive Information:  Information made available to the contractor by the 


Government for the performance or administration of this effort shall be used only for those 


purposes and shall not be used in any other way without the written agreement of the Contracting 


Officer.  The contractor agrees to assume responsibility for protecting the confidentiality of 


Government records, which are not public information.  Each contractor or employee of the 


contractor to whom information may be made available or disclosed shall be notified in writing 


by the contractor that such information may be disclosed only for a purpose and to the extent 


authorized herein. 
  







Page 31 of 48 


Solicitation Number HSHQDC-17-Q-00232 


Revised with Amendment 005 Dated 7/13/2017 


Limited Use of Data:  Performance of this effort may require the contractor to access and use data 


and information proprietary to a Government agency or Government contractor which is of such a 


nature that its dissemination or use, other than in performance of this effort, would be adverse to 


the interests of the Government and/or others.  
 (End of Custom Clause #4) 


 
Clause # 5 - Organizational Conflict of Interest  
The Contractor warrants that, to the best of the Contractor's knowledge and belief, there are no 


relevant facts or circumstances which would give rise to an organizational conflict of interest, as 


defined in FAR Subpart 9.5, or that the Contractor has disclosed all such relevant information. 
  
The Contractor agrees that if an actual or potential organizational conflict of interest is discovered 


after award, the Contractor make will a full disclosure in writing to the Contracting Officer.  This 


disclosure shall include a description of actions which the Contractor has taken or proposes to 


take, after consultation with the Contracting Officer, to avoid, mitigate, or neutralize the actual or 


potential conflict. 


 
Remedies - The Contracting Officer may terminate this contract action for convenience, in whole 


or in part, if it deems such termination necessary to avoid an organizational conflict of interest.  If 


the Contractor was aware of a potential organizational conflict of interest prior to award or 


discovered an actual or potential conflict after award and did not disclose or misrepresented 


relevant information to the Contracting Officer, the Government may terminate the contract for 


cause or default, debar the Contractor from Government contracting, or pursue such other 


remedies as may be permitted by law or this contract. 


  
The Contractor further agrees to insert clauses which shall conform substantially to the language 


of this clause in any subcontract of consultant agreement hereunder. 
  


(End of Custom Clause #5) 


 
Custom Clause #6 – Optional Contract Line Items 
The Government will provide funding that exercises CLINs.  All funded CLINS are defined as 


core CLINs.  All unfunded CLINS are defined as optional CLINs.  There are no unfunded core 


CLINs.  The task order may utilize incremental funding subject to the passing of a federal budget 


and or continuing resolution(s).  
 
Optional CLINS are designed to accommodate additional Governmental needs which cannot be 


fully anticipated at the time of award.  Optional CLINS may be activated as often as necessary, in 


any quantity, but will not exceed the total quantity as specified within the CLIN structure.  


Optional CLINs may be unilaterally exercised by the Government based on the availability of 


funds.  Any quantities not exercised in any performance period may be carried forth to any 


subsequent exercised option period.  If additional capacity is required after the exhaustion of all 


optional quantities in the current period of performance, optional quantities from future option 


periods may be transferred to the current period.  Any quantities carried from other than the 


current period of performance shall be exercised at the rate(s) for the current performance period. 
(End of Custom Clause #6) 


 
Custom Clause # 7 - Cooperation with Other On-Site Contractors 
A.  When the Government undertakes or awards other task orders or contracts for additional work 


at the facilities, the Contractor must: (1) fully cooperate with the other Contractors and 


Government employees, and (2) carefully fit its own work to such other additional contracted 
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work as may be directed by the COR. The Contractor must not commit or permit any act that 


will interfere with the performance of work awarded to another Contractor or with the 


performance of other Government employees. 


B. In any case where, in the course of fulfilling the task order requirements, the Contractor disturbs 


any work guaranteed under another separate contract, the Contractor must restore such 


disturbed work to a condition satisfactory to the COR and guarantee such restored work to the 


same extent as it was guaranteed under the other contract. 


(End of Custom Clause #7) 
 
Custom Clause #8 - Security 


The contractor will only be given access to information that a specific need to know has been 


established and approved by the Contracting Officer. The service management tool must have an 


active Authority to Operate (ATO) provided by the government.  The contractor is responsible for 


providing any and all documentation required by the government to process an ATO.  The ATO 


certification process can take up to 160 calendar days.   
(End of Custom Clause #8) 


 
Custom Clause #9 – DHS Enterprise Architecture Compliance 


All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 


procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 


 


 All developed solutions and requirements shall be compliant with the HLS EA. 


 All IT hardware and software shall be compliant with the HLS EA Technical Reference 


Model (TRM) Standards and Products Profile. 


 Description information for all data assets, information exchanges and data standards, 


whether adopted or developed, shall be submitted to the Enterprise Data Management Office 


(EDMO) for review, approval and insertion into the DHS Data Reference Model and 


Enterprise Architecture Information Repository. 


 Development of data assets, information exchanges and data standards will comply with the 


DHS Data Management Policy MD 103-01 and all data-related artifacts will be developed 


and validated according to DHS data management architectural guidelines. 


 Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components (networks, 


infrastructure, and applications) specific to individual acquisitions shall be in accordance with 


the DHS Enterprise Architecture (per OMB Memorandum M-05-22, August 2, 2005) 


regardless of whether the acquisition is for modification, upgrade, or replacement. All EA-


related component acquisitions shall be IPv6 compliant as defined in the U.S. Government 


Version 6 (USGv6) Profile (National Institute of Standards and Technology (NIST) Special 


Publication 500-267) and the corresponding declarations of conformance defined in the 


USGv6 Test Program. 


(End of Custom Clause #9) 
 


 
Custom Clause #10 – RESERVED 


 


(End of Custom Clause #10) 
 
Custom Clause #11 – Work Flow Delineation 


The duties of the Contract Manager and Supervisors include the assurance of a clear line 


of delineation for workflow to their employees assigned under the task order.  The 
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Contract Manager and Supervisor assignments may include individual or group task 


assignments, changes in a work assignment, reallocation of workflow, time-and-


attendance, and other tasks within the scope of the award.  The designation of the 


Contract Manager and Supervisor roles provides the Contracting Officer, Contracting 


Officer Representatives, and alternate CORs a contact point to ensure that assignments 


and changes are properly communicated to the support team and promptly implemented.  
  
Awardees will ensure sufficient delegation of authority to allow the Government to 


communicate workflow between the Federal officials and the awardee’ staff within each 


Federal operational unit.  This delegation may occur at the level that is most practicable, 


but will allow at least one point of contact to receive workflow instructions within each 


shift or operational unit where an awardee has contractors providing support.        


(End of Custom Clause #11) 
 
Custom Clause #12 – Safeguarding of Sensitive Information (Mar 2015) - HSAR Class 


Deviation 15-01 
a. Applicability 


This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 


referred to collectively as “Contractor”).  The Contractor shall insert the substance of this 


clause in all subcontracts. 


 


b. Definitions.  As used in this clause— 


 


“Personally Identifiable Information (PII)” means information that can be used to distinguish 


or trace an individual's identity, such as name, social security number, or biometric records, 


either alone, or when combined with other personal or identifying information that is linked 


or linkable to a specific individual, such as date and place of birth, or mother’s maiden name.  


The definition of PII is not anchored to any single category of information or technology.  


Rather, it requires a case-by-case assessment of the specific risk that an individual can be 


identified.  In performing this assessment, it is important for an agency to recognize that non-


personally identifiable information can become personally identifiable information whenever 


additional information is made publicly available—in any medium and from any source—


that, combined with other available information, could be used to identify an individual. 


 


PII is a subset of sensitive information.  Examples of PII include, but are not limited to:  


name, date of birth, mailing address, telephone number, Social Security number (SSN), email 


address, zip code, account numbers, certificate/license numbers, vehicle identifiers including 


license plates, uniform resource locators (URLs), static Internet protocol addresses, biometric 


identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 


unique identifying number or characteristic, and any information where it is reasonably 


foreseeable that the information will be linked with other information to identify the 


individual. 


 


“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee 


Access, as any information, which if lost, misused, disclosed, or, without authorization is 


accessed, or modified, could adversely affect the national or homeland security interest, the 
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conduct of Federal programs, or the   to which individuals are entitled under section 552a of 


Title 5, United States Code (the Privacy Act), but which has not been specifically authorized 


under criteria established by an Executive Order or an Act of Congress to be kept secret in the 


interest of national defense, homeland security or foreign policy.  This definition includes the 


following categories of information:   


 


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 


Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-


296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of 


Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as 


amended, and any supplementary guidance officially communicated by an authorized official 


of the Department of Homeland Security (including the PCII Program Manager or his/her 


designee);  


 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 


Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 


amended, and any supplementary guidance officially communicated by an authorized official 


of the Department of Homeland Security (including the Assistant Secretary for the 


Transportation Security Administration or his/her designee);   


  


(3) Information designated as “For Official Use Only,” which is unclassified information of a 


sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 


privacy or welfare, the conduct of Federal programs, or other programs or operations 


essential to the national or homeland security interest; and  


 


(4)  Any information that is designated “sensitive” or subject to other controls, safeguards or 


protections in accordance with subsequently adopted homeland security information handling 


procedures. 


 


“Sensitive Information Incident” is an incident that includes the known, potential, or 


suspected exposure, loss of control, compromise, unauthorized disclosure, unauthorized 


acquisition, or unauthorized access or attempted access of any Government system, 


Contractor system, or sensitive information. 


 


“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 


compromised or disclosed without authorization, could result in substantial harm, 


embarrassment, inconvenience, or unfairness to an individual.  Some forms of PII are 


sensitive as stand-alone elements.  Examples of such PII include: Social Security numbers 


(SSN), driver’s license or state identification number, Alien Registration Numbers (A-


number), financial account number, and biometric identifiers such as fingerprint, voiceprint, 


or iris scan.  Additional examples include any groupings of information that contain an 


individual’s name or other unique identifier plus one or more of the following elements: 


 


(1) Truncated SSN (such as last 4 digits) 
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(2) Date of birth (month, day, and year) 


(3) Citizenship or immigration status 


(4) Ethnic or religious affiliation 


(5) Sexual orientation 


(6) Criminal History 


(7) Medical Information 


(8) System authentication information such as mother’s maiden name, account passwords or 


personal identification numbers (PIN) 


 


Other PII may be “sensitive” depending on its context, such as a list of employees and their 


performance ratings or an unlisted home address or phone number.  In contrast, a business 


card or public telephone directory of agency employees contains PII but is not sensitive.   


 


c. Authorities 


 


The Contractor shall follow all current versions of Government policies and guidance 


accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors, or 


available upon request from the Contracting Officer, including but not limited to: 


 


(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for 


Official Use Only) Information 


(2) DHS Sensitive Systems Policy Directive 4300A 


(3) DHS 4300A Sensitive Systems Handbook and Attachments 


(4) DHS Security Authorization Process Guide 


(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 


(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel 


Suitability and Security Program 


(7) DHS Information Security Performance Plan (current fiscal year) 


(8) DHS Privacy Incident Handling Guidance  


(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 


Cryptographic Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html 


(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 


Security and Privacy Controls for Federal Information Systems and Organizations accessible 


at http://csrc.nist.gov/publications/PubsSPs.html 


(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 


http://csrc.nist.gov/publications/PubsSPs.html 


 


d. Handling of Sensitive Information 


 


Contractor compliance with this clause, as well as the policies and procedures described 


below, is required.   


 


(1) Department of Homeland Security (DHS) policies and procedures on Contractor 


personnel security requirements are set forth in various Management Directives (MDs), 
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Directives, and Instructions.  MD 11042.1, Safeguarding Sensitive But Unclassified (For 


Official Use Only) Information describes how Contractors must handle sensitive but 


unclassified information.  DHS uses the term “FOR OFFICIAL USE ONLY” to identify 


sensitive but unclassified information that is not otherwise categorized by statute or 


regulation.  Examples of sensitive information that are categorized by statute or regulation are 


PCII, SSI, etc.  The DHS Sensitive Systems Policy Directive 4300A and the DHS 4300A 


Sensitive Systems Handbook provide the policies and procedures on security for Information 


Technology (IT) resources.  The DHS Handbook for Safeguarding Sensitive Personally 


Identifiable Information provides guidelines to help safeguard SPII in both paper and 


electronic form.  DHS Instruction Handbook 121-01-007 Department of Homeland Security 


Personnel Suitability and Security Program establishes procedures, program responsibilities, 


minimum standards, and reporting protocols for the DHS Personnel Suitability and Security 


Program.   


 


(2) The Contractor shall not use or redistribute any sensitive information processed, stored, 


and/or transmitted by the Contractor except as specified in the contract. 


 


(3) All Contractor employees with access to sensitive information shall execute DHS Form 


11000-6, Department of Homeland Security Non-Disclosure Agreement (NDA), as a 


condition of access to such information.  The Contractor shall maintain signed copies of the 


NDA for all employees as a record of compliance.  The Contractor shall provide copies of the 


signed NDA to the Contracting Officer’s Representative (COR) no later than two (2) days 


after execution of the form.  


 


(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to 


support financial or other administrative functions shall not maintain SPII.  It is acceptable to 


maintain in these systems the names, titles and contact information for the COR or other 


Government personnel associated with the administration of the contract, as needed. 


 


e. Authority to Operate 


 


The Contractor shall not input, store, process, output, and/or transmit sensitive information 


within a Contractor IT system without an Authority to Operate (ATO) signed by the 


Headquarters or Component CIO, or designee, in consultation with the Headquarters or 


Component Privacy Officer.  Unless otherwise specified in the ATO letter, the ATO is valid 


for three (3) years.  The Contractor shall adhere to current Government policies, procedures, 


and guidance for the Security Authorization (SA) process as defined below.   


 


(1) Complete the Security Authorization process.  The SA process shall proceed according to 


the DHS Sensitive Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any 


successor publication, DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 


2012), or any successor publication, and the Security Authorization Process Guide including 


templates.   
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(i) Security Authorization Process Documentation.  SA documentation shall be developed 


using the Government provided Requirements Traceability Matrix and Government security 


documentation templates.  SA documentation consists of the following:  Security Plan, 


Contingency Plan, Contingency Plan Test Results, Configuration Management Plan, Security 


Assessment Plan, Security Assessment Report, and Authorization to Operate Letter.  


Additional documents that may be required include a Plan(s) of Action and Milestones and 


Interconnection Security Agreement(s).  During the development of SA documentation, the 


Contractor shall submit a signed SA package, validated by an independent third party, to the 


COR for acceptance by the Headquarters or Component CIO, or designee, at least thirty (30) 


days prior to the date of operation of the IT system. The Government is the final authority on 


the compliance of the SA package and may limit the number of resubmissions of a modified 


SA package.  Once the ATO has been accepted by the Headquarters or Component CIO, or 


designee, the Contracting Officer shall incorporate the ATO into the contract as a compliance 


document.  The Government’s acceptance of the ATO does not alleviate the Contractor’s 


responsibility to ensure the IT system controls are implemented and operating effectively. 


 


(ii) Independent Assessment.  Contractors shall have an independent third party validate the 


security and privacy controls in place for the system(s).  The independent third party shall 


review and analyze the SA package, and report on technical, operational, and management 


level deficiencies as outlined in NIST Special Publication 800-53 Security and Privacy 


Controls for Federal Information Systems and Organizations.  The Contractor shall address 


all deficiencies before submitting the SA package to the Government for acceptance. 


 


(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed.  As part of 


the SA process, the Contractor may be required to support the Government in the completion 


of the PTA.  The requirement to complete a PTA is triggered by the creation, use, 


modification, upgrade, or disposition of a Contractor IT system that will store, maintain and 


use PII, and must be renewed at least every three (3) years.  Upon review of the PTA, the 


DHS Privacy Office determines whether a Privacy Impact Assessment (PIA) and/or Privacy 


Act System of Records Notice (SORN), or modifications thereto, are required.  The 


Contractor shall provide all support necessary to assist the Department in completing the PIA 


in a timely manner and shall ensure that project management plans and schedules include 


time for the completion of the PTA, PIA, and SORN (to the extent required) as milestones.  


Support in this context includes responding timely to requests for information from the 


Government about the use, access, storage, and maintenance of PII on the Contractor’s 


system, and providing timely review of relevant compliance documents for factual accuracy.  


Information on the DHS privacy compliance process, including PTAs, PIAs, and SORNs, is 


accessible at http://www.dhs.gov/privacy-compliance. 


 


(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO shall be 


renewed every three (3) years.  The Contractor is required to update its SA package as part of 


the ATO renewal process.  The Contractor shall update its SA package by one of the 


following methods: (1) Updating the SA documentation in the DHS automated information 


assurance tool for acceptance by the Headquarters or Component CIO, or designee, at least 
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90 days before the ATO expiration date for review and verification of security controls; or (2) 


Submitting an updated SA package directly to the COR for approval by the Headquarters or 


Component CIO, or designee, at least 90 days before the ATO expiration date for review and 


verification of security controls.  The 90 day review process is independent of the system 


production date and therefore it is important that the Contractor build the review into project 


schedules.  The reviews may include onsite visits that involve physical or logical inspection 


of the Contractor environment to ensure controls are in place.   


 


(3) Security Review.  The Government may elect to conduct random periodic reviews to 


ensure that the security requirements contained in this contract are being implemented and 


enforced.  The Contractor shall afford DHS, the Office of the Inspector General, and other 


Government organizations access to the Contractor’s facilities, installations, operations, 


documentation, databases and personnel used in the performance of this contract.  The 


Contractor shall, through the Contracting Officer and COR, contact the Headquarters or 


Component CIO, or designee, to coordinate and participate in review and inspection activity 


by Government organizations external to the DHS.  Access shall be provided, to the extent 


necessary as determined by the Government, for the Government to carry out a program of 


inspection, investigation, and audit to safeguard against threats and hazards to the integrity, 


availability and confidentiality of Government data or the function of computer systems used 


in performance of this contract and to preserve evidence of computer crime. 


 


(4) Continuous Monitoring.  All Contractor-operated systems that input, store, process, 


output, and/or transmit sensitive information shall meet or exceed the continuous monitoring 


requirements identified in the Fiscal Year 2014 DHS Information Security Performance Plan, 


or successor publication. The plan is updated on an annual basis.  The Contractor shall also 


store monthly continuous monitoring data at its location for a period not less than one year 


from the date the data is created.  The data shall be encrypted in accordance with FIPS 140-2 


Security Requirements for Cryptographic Modules and shall not be stored on systems that are 


shared with other commercial or Government entities.  The Government may elect to perform 


continuous monitoring and IT security scanning of Contractor systems from Government 


tools and infrastructure. 


 


(5) Revocation of ATO.  In the event of a sensitive information incident, the Government 


may suspend or revoke an existing ATO (either in part or in whole).  If an ATO is suspended 


or revoked in accordance with this provision, the Contracting Officer may direct the 


Contractor to take additional security measures to secure sensitive information.  These 


measures may include restricting access to sensitive information on the Contractor IT system 


under this contract.  Restricting access may include disconnecting the system processing, 


storing, or transmitting the sensitive information from the Internet or other networks or 


applying additional security controls. 


 


(6) Federal Reporting Requirements.  Contractors operating information systems on behalf of 


the Government or operating systems containing sensitive information shall comply with 


Federal reporting requirements.  Annual and quarterly data collection will be coordinated by 
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the Government.  Contractors shall provide the COR with requested information within three 


(3) business days of receipt of the request.  Reporting requirements are determined by the 


Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 


Plan, or successor publication.  The Contractor shall provide the Government with all 


information to fully satisfy Federal reporting requirements for Contractor systems. 


 


f. Sensitive Information Incident Reporting Requirements 


 


(1) All known or suspected sensitive information incidents shall be reported to the 


Headquarters or Component Security Operations Center (SOC) within one hour of discovery 


in accordance with 4300A Sensitive Systems Handbook Incident Response and Reporting 


requirements.  When notifying the Headquarters or Component SOC, the Contractor shall 


also notify the Contracting Officer, COR, Headquarters or Component Privacy Officer, and 


US-CERT using the contact information identified in the contract.  If the incident is reported 


by phone or the Contracting Officer’s email address is not immediately available, the 


Contractor shall contact the Contracting Officer immediately after reporting the incident to 


the Headquarters or Component SOC.  The Contractor shall not include any sensitive 


information in the subject or body of any e-mail. To transmit sensitive information, the 


Contractor shall use FIPS 140-2 Security Requirements for Cryptographic Modules 


compliant encryption methods to protect sensitive information in attachments to email.  


Passwords shall not be communicated in the same email as the attachment.  A sensitive 


information incident shall not, by itself, be interpreted as evidence that the Contractor has 


failed to provide adequate information security safeguards for sensitive information, or has 


otherwise failed to meet the requirements of the contract.   


 


(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 


requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 


Contractors shall also provide as many of the following data elements that are available at the 


time the incident is reported, with any remaining data elements provided within 24 hours of 


submission of the initial incident report: 


 


(i) Data Universal Numbering System (DUNS);  


(ii) Contract numbers affected unless all contracts by the company are affected; 


(iii) Facility CAGE code if the location of the event is different than the prime contractor 


location; 


(iv) Point of contact (POC) if different than the POC recorded in the System for Award 


Management (address, position, telephone, email); 


(v) Contracting Officer POC (address, telephone, email); 


(vi) Contract clearance level; 


(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor 


network; 


(viii) Government programs, platforms or systems involved; 


(ix) Location(s) of incident; 


(x) Date and time the incident was discovered; 
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(xi) Server names where sensitive information resided at the time of the incident, both at the 


Contractor and subcontractor level; 


(xii) Description of the Government PII and/or SPII contained within the system; 


(xiii) Number of people potentially affected and the estimate or actual number of 


records exposed and/or contained within the system; and 


(xiv) Any additional information relevant to the incident. 


 


g. Sensitive Information Incident Response Requirements 


 


(1) All determinations related to sensitive information incidents, including response 


activities, notifications to affected individuals and/or Federal agencies, and related services 


(e.g., credit monitoring) will be made in writing by the Contracting Officer in consultation 


with the Headquarters or Component CIO and Headquarters or Component Privacy Officer. 


 


(2) The Contractor shall provide full access and cooperation for all activities determined by 


the Government to be required to ensure an effective incident response, including providing 


all requested images, log files, and event information to facilitate rapid resolution of sensitive 


information incidents. 


 


(3) Incident response activities determined to be required by the Government may include, 


but are not limited to, the following: 


 


(i) Inspections, 


(ii) Investigations, 


(iii) Forensic reviews, and 


(iv) Data analyses and processing.  


 


(4) The Government, at its sole discretion, may obtain the assistance from other Federal 


agencies and/or third-party firms to aid in incident response activities. 


 


h. Additional PII and/or SPII Notification Requirements 


 


(1) The Contractor shall have in place procedures and the capability to notify any individual 


whose PII resided in the Contractor IT system at the time of the sensitive information incident 


not later than 5 business days after being directed to notify individuals, unless otherwise 


approved by the Contracting Officer.  The method and content of any notification by the 


Contractor shall be coordinated with, and subject to prior written approval by the Contracting 


Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the 


DHS Privacy Incident Handling Guidance.  The Contractor shall not proceed with 


notification unless the Contracting Officer, in consultation with the Headquarters or 


Component Privacy Officer, has determined in writing that notification is appropriate. 


 


(2) Subject to Government analysis of the incident and the terms of its instructions to the 


Contractor regarding any resulting notification, the notification method may consist of letters 
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to affected individuals sent by first class mail, electronic means, or general public notice, as 


approved by the Government.  Notification may require the Contractor’s use of address 


verification and/or address location services.  At a minimum, the notification shall include:   


 


(i) A brief description of the incident;  


(ii) A description of the types of PII and SPII involved;  


(iii) A statement as to whether the PII or SPII was encrypted or protected by other means;  


(iv) Steps individuals may take to protect themselves; 


(v) What the Contractor and/or the Government are doing to investigate the incident, to 


mitigate the incident, and to protect against any future incidents; and  


(vi) Information identifying who individuals may contact for additional information. 


 


i. Credit Monitoring Requirements 


 


In the event that a sensitive information incident involves PII or SPII, the Contractor may be 


required to, as directed by the Contracting Officer: 


 


(1) Provide notification to affected individuals as described above; and/or 


 


(2) Provide credit monitoring services to individuals whose data was under the control of the 


Contractor or resided in the Contractor IT system at the time of the sensitive information 


incident for a period beginning the date of the incident and extending not less than 18 months 


from the date the individual is notified.  Credit monitoring services shall be provided from a 


company with which the Contractor has no affiliation.  At a minimum, credit monitoring 


services shall include: 


 


(i) Triple credit bureau monitoring; 


(ii) Daily customer service; 


(iii) Alerts provided to the individual for changes and fraud; and 


(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; 


and/or 


 


(3) Establish a dedicated call center.  Call center services shall include: 


 


(i) A dedicated telephone number to contact customer service within a fixed period; 


(ii) Information necessary for registrants/enrollees to access credit reports and credit scores; 


(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be 


handled by call center staff and must be resolved by call center management or DHS, as 


appropriate), and other key metrics; 


(iv) Escalation of calls that cannot be handled by call center staff to call center management 


or DHS, as appropriate; 


(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with 


the Headquarters or Component Chief Privacy Officer; and 
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(vi) Information for registrants to contact customer service representatives and fraud 


resolution representatives for credit monitoring assistance. 


 


j. Certification of Sanitization of Government and Government-Activity-Related Files and 


Information 


 


As part of contract closeout, the Contractor shall submit the certification to the COR and the 


Contracting Officer following the template provided in NIST Special Publication 800-88 


Guidelines for Media Sanitization. 


 


(End of Custom Clause #12) 
 
 
Custom Clause # 13 - RESERVED 


 


(End of Custom Clause #13) 


 
Custom Clause #14 – Return of Data  
The Government shall have the right to request the Contractor to return all data provided by the 


Government and/or developed/generated during the performance of this requirement.  The 


Contractor shall return all data within 15 days, upon request by the Contracting Officer.  Such 


request can be either in writing or in email. 


  
The Contractor shall timely convert all data, stored in electronic form, to a format, defined by the 


Government, within the 15-day transfer period.  The Contractor shall convey such data at no-cost 


by the Vendor to either the Government or a designated Contractor’s storage.  The Contractor 


shall also include source code to software developed by the Vendor for the Government. 
 (End of Custom Clause #14) 


 
Custom Clause #15 -  Information Technology Security and Privacy Training 
a. Applicability 


 


This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 


referred to collectively as “Contractor”).  The Contractor shall insert the substance of this 


clause in all subcontracts. 


 


b. Security Training Requirements 


 


(1) All users of Federal information systems are required by Title 5, Code of Federal 


Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness 


materials annually or whenever system security changes occur, or when the user’s 


responsibilities change.  The Department of Homeland Security (DHS) requires that 


Contractor employees take an annual Information Technology Security Awareness Training 


course before accessing sensitive information under the contract.  Unless otherwise specified, 


the training shall be completed within thirty (30) days of contract award and be completed on 


an annual basis thereafter not later than October 31st of each year.  Any new Contractor 


employees assigned to the contract shall complete the training before accessing sensitive 
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information under the contract.  The training is accessible at http://www.dhs.gov/dhs-


security-and-training-requirements-contractors.  The Contractor shall maintain copies of 


training certificates for all Contractor and subcontractor employees as a record of compliance.  


Unless otherwise specified, initial training certificates for each Contractor and subcontractor 


employee shall be provided to the Contracting Officer’s Representative (COR) not later than 


thirty (30) days after contract award.  Subsequent training certificates to satisfy the annual 


training requirement shall be submitted to the COR via e-mail notification not later than 


October 31st of each year.  The e-mail notification shall state the required training has been 


completed for all Contractor and subcontractor employees.   


 


(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 


that will have access to DHS systems and sensitive information.  The DHS Rules of Behavior 


shall be signed before accessing DHS systems and sensitive information.  The DHS Rules of 


Behavior is a document that informs users of their responsibilities when accessing DHS 


systems and holds users accountable for actions taken while accessing DHS systems and 


using DHS Information Technology resources capable of inputting, storing, processing, 


outputting, and/or transmitting sensitive information.  The DHS Rules of Behavior is 


accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  Unless 


otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) days of 


contract award.  Any new Contractor employees assigned to the contract shall also sign the 


DHS Rules of Behavior before accessing DHS systems and sensitive information.  The 


Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and 


subcontractor employees as a record of compliance.  Unless otherwise specified, the 


Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR not later than 


thirty (30) days after contract award for each employee.  The DHS Rules of Behavior will be 


reviewed annually and the COR will provide notification when a review is required.   


 


c. Privacy Training Requirements 


 


All Contractor and subcontractor employees that will have access to Personally Identifiable 


Information (PII) and/or Sensitive PII (SPII) are required to take Privacy at DHS: Protecting 


Personal Information before accessing PII and/or SPII.  The training is accessible at 


http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  Training shall be 


completed within thirty (30) days of contract award and be completed on an annual basis 


thereafter not later than October 31st of each year.  Any new Contractor employees assigned 


to the contract shall also complete the training before accessing PII and/or SPII.  The 


Contractor shall maintain copies of training certificates for all Contractor and subcontractor 


employees as a record of compliance.  Initial training certificates for each Contractor and 


subcontractor employee shall be provided to the COR not later than thirty (30) days after 


contract award.  Subsequent training certificates to satisfy the annual training requirement 


shall be submitted to the COR via e-mail notification not later than October 31st of each year.  


The e-mail notification shall state the required training has been completed for all Contractor 


and subcontractor employees.   


(End of Custom Clause #15) 
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Custom Clause # 16 - Post Award Evaluation of Contractor Performance 
Contractor Performance Evaluations 


 
Interim and final evaluations of contractor performance will be prepared on this effort in 


accordance with FAR Subpart 42.1500.  A final performance evaluation will be prepared, by the 


COR, at the time of completion of work.  In addition to the final evaluation, interim evaluations 


may be prepared, by the COR, annually to coincide with the anniversary date of this effort. 
  
Interim and final evaluations will be provided to the Contractor as soon as practicable after 


completion of the evaluation.  The Contractor will be permitted thirty (30) calendar days to review 


the document and to submit additional information or a rebutting statement.  Any disagreement 


between the parties regarding an evaluation will be referred to an individual one level above the 


CO, whose decision will be final. 


  
Copies of the evaluations, Contractor responses, and review comments, if any, will be retained as 


part of the contract file, and may be used to support future award decisions. 
  
Electronic Access to Contractor Performance Evaluations 


  
Contractors that have Internet capability may access evaluations through a secure Web site for 


review and comment by completing the registration form that can be obtained at the following 


address: https://www.cpars.gov/    . 
  
The registration process requires the contractor to identify an individual that will serve as a primary 


contact and who will be authorized access to the evaluation for review and comment.  In addition, 


the Contractor will be required to identify an alternate contact who will be responsible for notifying 


the contracting official in the event the primary contact is unavailable to process the evaluation 


within the required thirty (30) calendar day time frame. 
(End of Custom Clause #16) 


 


Custom Clause # 17 - Accessibility Requirements (Section 508) 


Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 


(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic 


and information technology (EIT), they must ensure that it is accessible to people with 


disabilities. Federal employees and members of the public who have disabilities must have equal 


access to and use of information and data that is comparable to that enjoyed by non-disabled 


Federal employees and members of the public.  


All EIT deliverables within this work statement shall comply with the applicable technical and 


functional performance criteria of Section 508 unless exempt. Specifically, the following 


applicable EIT accessibility standards have been identified:  


 


Section 508 Applicable EIT Accessibility Standards  


36 CFR 1194.21 Software Applications and Operating Systems, applies to all EIT software 


applications and operating systems procured or developed under this work statement including 


but not limited to GOTS and COTS software. In addition, this standard is to be applied to Web-



https://www.cpars.gov/
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based applications when needed to fulfill the functional performance criteria. This standard also 


applies to some Web based applications as described within 36 CFR 1194.22.  


 


36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all 


Web-based deliverables, including documentation and reports procured or developed under this 


work statement. When any Web application uses a dynamic (non-static) interface, embeds custom 


user control(s), embeds video or multimedia, uses proprietary or technical approaches such as, but 


not limited to, Flash or Asynchronous Javascript and XML (AJAX) then 1194.21 Software 


standards also apply to fulfill functional performance criteria.  


 


36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products 


that are procured or developed under this work statement. Any video or multimedia presentation 


shall also comply with the software standards (1194.21) when the presentation is through the use 


of a Web or Software application interface having user controls available.  


 


36 CFR 1194.31 Functional Performance Criteria, applies to all EIT deliverables regardless of 


delivery method. All EIT deliverable shall use technical standards, regardless of technology, to 


fulfill the functional performance criteria.  


 


36 CFR 1194.41 Information Documentation and Support, applies to all documents, reports, as 


well as help and support services. To ensure that documents and reports fulfill the required 


1194.31 Functional Performance Criteria, they shall comply with the technical standard 


associated with Web-based Intranet and Internet Information and Applications at a minimum. In 


addition, any help or support provided in this work statement that offer telephone support, such 


as, but not limited to, a help desk shall have the ability to transmit and receive messages using 


TTY.  


 


Section 508 Applicable Exceptions  


Exceptions for this work statement have been determined by DHS and only the exceptions 


described herein may be applied. Any request for additional exceptions shall be sent to the COTR 


and determination will be made in accordance with DHS MD 4010.2. DHS has identified the 


following exceptions that may apply: 36 CFR 1194.3(b) Incidental to Contract, all EIT that is 


exclusively owned and used by the contractor to fulfill this work statement does not require 


compliance with Section 508. This exception does not apply to any EIT deliverable, service or 


item that will be used by any Federal employee(s) or member(s) of the public. This exception 


only applies to those contractors assigned to fulfill the obligations of this work statement and for 


the purposes of this requirement, are not considered members of the public.  


 


Section 508 Compliance Requirements 


36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, each agency shall procure 


products which comply with the provisions in this part when such products are available in the 


commercial marketplace or when such products are developed in response to a government 


solicitation. Agencies cannot claim a product as a whole is not commercially available because no 


product in the marketplace meets all the standards. If products are commercially available that 
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meet some but not all of the standards, the agency must procure the product that best meets the 


standards. When applying this standard, all procurements of EIT shall have documentation of 


market research that identify a list of products or services that first meet the agency business 


needs, and from that list of products or services, an analysis that the selected product met more of 


the accessibility requirements than the non-selected products as required by FAR 39.2. Any 


selection of a product or service that meets less accessibility standards due to a significant 


difficulty or expense shall only be permitted under an undue burden claim and requires 


authorization from the DHS Office of Accessible Systems and Technology (OAST) in accordance 


with DHS MD 4010.2.  


 


All tasks for testing of functional and/or technical requirements must include specific testing for 


Section 508 compliance, and must use DHS Office of Accessible Systems and Technology 


approved testing methods and tools. For information about approved testing methods and tools 


send an email to accessibility@dhs.gov. 


(End of Custom Clause #17) 


 


 


Custom Clause # 18 - Personnel Eligibility and Security 


Suitability Determination 


DHS shall have and exercise full control over granting, denying, withholding, or terminating 


unescorted government facility and/or sensitive Government information access for Contractor 


employees, based upon the results of a background investigation. DHS may, as it deems 


appropriate, authorize and make a favorable entry on duty (EOD) decision based on preliminary 


security checks. The favorable EOD decision would allow the employees to commence work 


temporarily prior to the completion of the full investigation.  The granting of a favorable EOD 


decision shall not be considered as assurance that a full employment suitability authorization will 


follow as a result thereof. The granting of a favorable EOD decision or a full employment 


suitability determination shall in no way prevent, preclude, or bar the withdrawal or termination 


of any such access by DHS, at any time during the term of the Task Order. No employee of the 


Contractor shall be allowed to EOD and/or access sensitive information or systems without a 


favorable EOD decision or suitability determination by the Office of Professional Responsibility, 


Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed unescorted 


access to a Government facility without a favorable EOD decision or suitability determination by 


the OPR-PSU. Contractor employees assigned to this requirement not needing access to sensitive 


DHS information or recurring access to DHS facilities will not be subject to security suitability 


screening.  


 


Background Investigations 


Contractor employees (to include applicants, temporaries, part-time and replacement employees) 


under the Task Order, needing access to sensitive information, shall undergo a position sensitivity 


analysis based on the duties each individual will perform. The results of the position sensitivity 


analysis shall identify the appropriate background investigation to be conducted. Background 


investigations will be processed through the OPR-PSU. Prospective Contractor employees with 


adequate security clearances issued by the Defense Industrial Security Clearance Office (DISCO) 


may not be required to submit complete security packages, as the clearance issued by DISCO 


may be accepted.    Prospective Contractor employees without adequate security clearances 


issued by DISCO shall submit the following completed forms to the OPR-PSU through the COR, 


no less than 45 days before the starting date of the Task Order or 45 days prior to the expected 



mailto:accessibility@dhs.gov
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entry on duty of any employees, whether a replacement, addition, subcontractor employee, or 


vendor: 


 Standard Form 86, “Questionnaire for National Security Positions”  


 Form will be submitted via e-QIP (electronic forms submission).   


 FD Form 258, “Fingerprint Card”  (2 copies) 


 Foreign National Relatives or Associates Statement 


 DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports Pursuant to the Fair 


Credit Reporting Act” 


 Optional Form 306 Declaration for Federal Employment (applies to Contractors as well) 


 Authorization for Release of Medical Information 


Required forms will be provided by DHS at the time of award.  Only complete packages will be 


accepted by the OPR-PSU.  Specific instructions on submission of packages will be provided upon 


award. 


 


Be advised that unless an applicant requiring access to sensitive information has resided in the US 


for three of the past five years, the Government may not be able to complete a satisfactory 


background investigation. In such cases, DHS retains the right to deem an applicant as ineligible 


due to insufficient background information. The use of Non-U.S. citizens, including Lawful 


Permanent Residents (LPRs), is not permitted in the performance for any position that involves 


access to, development of, or maintenance to any DHS IT system. 


 


Employment Eligibility 


The Contractor shall ensure that employees will successfully pass the DHS Employment 


Eligibility Verification (E-Verify) program operated by USCIS to establish work authorization. 


Eligibility includes: 


 The Contractor must agree that each employee working under this Task Order will have a Social 


Security Card issued and approved by the Social Security Administration.   


 The Contractor shall be responsible to the Government for acts and omissions of his own employees 


and for any Subcontractor(s) and their employees. 


 Subject to existing law, regulations and/ or other provisions, illegal or undocumented aliens will not 


be employed by the Contractor, under this Task Order.  The Contractor will ensure that this 


provision is expressly incorporated into any and all Subcontracts or subordinate agreements issued 


in support of this Task Order. 


 


Continued Eligibility  


If a prospective employee is found to be ineligible for access to Government facilities or 


information, the COR will advise the Contractor that the employee shall not continue to work or 


to be assigned to work under the Task Order. The OPR-PSU may require drug screening for 


probable cause at any time and/ or when the Contractor independently identifies, circumstances 


where probable cause exists. 


 


The OPR-PSU may require reinvestigations when derogatory information is received and/or 


every 5 years. DHS reserves the right and prerogative to deny and/ or restrict the facility and 


information access of any Contractor employee whose actions are in conflict with the standards of 


conduct, CFR 2635 and CFR 3801, or whom DHS determines to present a risk of compromising 


sensitive Government information to which he or she would have access. The Contractor will 


report any adverse information coming to their attention concerning contractor employees under 


the Task Order to the OPR-PSU through the COR. Reports based on rumor or innuendo should 


not be made. The subsequent termination of employment of an employee does not obviate the 


requirement to submit this report. The report shall include the employees’ name and social 
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security number, along with the adverse information being reported. The OPR-PSU must be 


notified of all terminations/ resignations within five days of occurrence. The Contractor will 


return any expired DHS issued identification cards and building passes, or those of terminated 


employees to the COR. If an identification card or building pass is not available to be returned, a 


report must be submitted to the COR, referencing the pass or card number, name of individual to 


whom issued, the last known location and disposition of the pass or card. The COR will return the 


identification cards and building passes to the responsible ID Unit. 


(End of Custom Clause #18) 
 


 


14.  CONTRACT AWARD 
 


Contract award shall be made to the responsible firm whose quote, in conforming to this RFQ, provides 


the overall best value to the Government.  Technical evaluation factors will be more important than price.  


The Government's objective is to obtain the highest technical quality considered necessary to achieve the 


project objectives, with a fair and reasonable price.  It is the intent of the Government to notify interested 


firms with a brief explanation of the basis for the award decision after project award. 
 


 


 


 


Gregory Ruderman 


Contracting Officer 


 


 


ATTACHMENTS: 
1. Statement of Work (SOW) with attachments – Attachment 1 


2. GSA Vendor Certification – Attachment 2 


3. CLIN Pricing Template – Schedule of Prices (Excel Spreadsheet) – Attachment 3 


4. Pass/Fail (Go/No Go) Factors – Attachment 4 
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SECTION I – PRICING SCHEDULE & ORDERING 
INFORMATION  


 
A. INTRODUCTION AND AUTHORITY   


 
The Transportation Security Administration (TSA) intends to establish two (2) single-award 
Blanket Purchase Agreements (BPAs) for testing and evaluation support services. Each of 
the BPAs will support a different area of TSA’s Acquisition Program Management (APM) 
Testing and Evaluation (T&E) portfolio.  
 
These BPAs will be established pursuant to the terms of the Contractor’s GSA Multiple 
Award Schedule (MAS) Professional Services - Technical and Engineering Services (non-
IT).  The terms and conditions of the GSA Schedule shall govern except in situations when 
specific TSA or DHS guidelines are outlined in the BPA or resultant BPA Orders.  
 


B. DESCRIPTION OF SERVICES 
 
The two anticipated BPAs are:  
 
(i) Acceptance Testing Support Services (ATSS); 
(ii) Integrated Testing Support Services (ITSS); and  
 
The BPA holder shall provide services in accordance with the BPA, applicable Performance 
Work Statement (PWS) or Statement of Work (SOW), and requirements as described in 
specific BPA Orders.  These services will be provided when ordered by an authorized 
Contracting Officer within TSA during the performance period of the BPA.  Quotes for BPA 
Orders will be solicited from the selected BPA holder.   
 
Please note that ITSS is subject to a small business set-aside. ATSS is not subject to a 
small business set-aside. Both BPAs may be awarded to the same contractor.  


 
C. PERIOD OF PERFORMANCE  


 
1. BASE BPA: The Ordering Period for each BPA includes a 12-Month Base Period and 


four (4) 12-Month Option Periods, as identified below:  
 
ATSS:  
 


Base Period   TBD (12 months) 
Option Period 1   TBD (12 months) 
Option Period 2  TBD (12 months) 
Option Period 3  TBD (12 months) 
Option Period 4  TBD (12 months) 
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ITSS: 
 
Base Period   TBD (12 months) 
Option Period 1   TBD (12 months) 
Option Period 2  TBD (12 months) 
Option Period 3  TBD (12 months) 
Option Period 4  TBD (12 months) 
 


Any BPA Order placed before the end date of the last exercised Period of Performance 
(POP) (e.g., Base Period and any subsequent Option Period) of the BPA will have a 
period of performance not to exceed 12 months past the end date of the last exercised 
Option Period of the BPA.  For example, if the last exercised Option Period of the BPA 
ends on July 15, 2026, any issued BPA Order shall not extend beyond July 14, 2027.  
During this period, TSA may modify existing orders (e.g., exercise optional Contract 
Item Line Numbers (CLINs)) and take other similar actions so long as the period of 
performance does not exceed 12 months past the end of the last exercised Option Period 
of the BPA.   
 
TSA recognizes that Contractors’ GSA MAS Professional Services - Technical and 
Engineering Services (non-IT) contracts may expire during the ordering period of the 
BPAs.  In the best interest of the Government, and to maximize competition to allow all 
qualified, interested vendor’s to participate, the Government reserves the right to 
transition from the vendors awarded GSA MAS Professional Services – Technical and 
Engineering Services (non-IT) contract number to the vendor’s successor GSA Schedule 
Contract, provided that the following conditions are met:  
 
a. The successor GSA Schedule Contract represents the same offering, to include, but 


not limited to, similar mix of products and services, labor categories, and labor 
specifications and qualifications;  


b. All contract specific requirements are maintained; and  
c. If the successor GSA Schedule Contract contains lower labor rates than the base 


BPA pre-negotiated labor rates, then the Base BPA labor rates shall be adjusted 
downward accordingly. The same percentage of discount applied by the Contractor 
in support the proposed labor categories/rates of the award of the Base BPA shall be 
provided to the Government with the use of the successor GSA Schedule Contract.   


This transition may include reissuance of the BPA to reflect the new GSA Schedule 
Contract number.  The Contractor shall take all necessary actions requested by the 
Government in order to support the transition to a successor GSA Schedule Contract.   


 
2. BPA ORDERS: The Period of Performance will be specified in each individual BPA 


Order.  
 


D. ORDERING PROCEDURES  
 


Ordering procedures shall be in accordance with FAR 8.405-3(c)(1).   
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E. ORDER OF PRECEDENCE 
 


In the event of a conflict between this BPA, its individual Orders, or the parent GSA MAS 
Professional Services - Technical and Engineering Services (non-IT), the terms of the GSA 
schedule shall apply, followed by the Base BPA, then the BPA Orders.  


 
F. PLACE OF PERFORMANCE  


 
Place of performance shall be specified on each individual BPA order issued hereunder.   
  
G. TYPE OF ORDERS  


 
Orders, also known as BPA Orders, placed against this BPA will be Firm-Fixed Price and may 
include other than Firm-Fixed Price CLIN(s) to support labor, travel and Other Direct Costs 
(ODCs). No profit or fee shall be applied by the Contractor in support of ODCs under a Cost 
CLIN.  
  
H. PRICING  


 
The Contractor agrees that prices under this BPA and subsequent BPA Orders shall be as low as 
or lower than those listed in the applicable GSA Schedule Contract.  If at any time, the prices 
under the applicable GSA Schedule Contract become lower than the prices in this BPA/BPA 
Order, the BPA/BPA Orders will be modified to include the lower prices.  
 
Pricing under this BPA shall be reviewed no less than annually to ensure compliance with the 
paragraph above and determine fair and reasonable prices.  BPA pricing may be refreshed to 
accommodate a downward trend in market prices. The BPA holder can voluntarily reduce its 
rates at any time during the BPA by giving advanced written notice to the Contracting Officer or 
when responding to a specific Request for Quote. The labor rates quoted under this BPA will 
undergo annual review by the Contracting Officer. In addition, Quotes for BPA Orders may be 
required to be supported by actual labor hours performed on previous BPA Orders.  
 
The Awardee’s proposed labor rates will be incorporated into this BPA as “ceiling rates” which 
can then be further discounted at the BPA Order level.  As future labor rates are established in 
the Awardees’ GSA Schedules, should the GSA Schedule rates be lower than the BPA ceiling 
rates, the BPA will be modified to incorporate the lower GSA Schedule rates and associated 
discounts.  These labor rates are intended to be used for other than firm-fixed price tasks, as well 
as for “hybrid” tasks that can be priced on either a Firm Fixed-Price (FFP) or Time and Materials 
(T&M) basis. 
 
The Government estimates, but does not guarantee, that the total value of all BPA Orders issued 
under the two BPAs will have the following estimated values:  


 
ATSS -  $110,000,000.00  
ITSS - $81,000,000.00 
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I. BPA SCHEDULE OF PRICING  
 


ATSS:  
 
Please see Attachment ATSS-1 – Pricing Schedule  


ITSS: 


Please see Attachment ITSS-1 – Pricing Schedule  


Please note that the Pricing Schedule for ATSS and ITSS contain a number of CLINs, which are 
divided into separate tasks. TSA intends to obligate funding at the CLIN level for specific tasks. 
For firm-fixed price CLINs, at the written direction of Contracting Officer’s Representatives 
(CORs) or Technical Monitors (TMs), task quantities can be increased or decreased without a 
formal modification so long as the amount obligated under that CLIN remains unchanged.  
 
J. LABOR CATEGORIES AND RATES 


 
The below Labor Rate Table provides the labor categories and corresponding fully loaded hourly 
labor rates. The fully-loaded hourly labor rates are the ceiling rates representing the maximum 
labor rates allowable. The fully-burdened labor rates include all direct, indirect, General and 
Administrative (G&A) costs, and profit associated with providing the required labor category. 
These fully-loaded hourly labor rates are intended to be used for other than firm-fixed price 
tasks, as well as for “hybrid” tasks that can be priced on either a Firm Fixed-Price (FFP) or Time 
and Materials (T&M) basis. 


 
ATSS:  
Please see Attachment ATSS-2 – Labor Categories and Rates   


ITSS: 


Please see Attachment ITSS-2 – Labor Categories and Rates 


The below Labor Categories and Descriptions table provides the labor categories and their 
corresponding minimum requirements and general responsibilities.  


 
ATSS:  
Please see Attachment ATSS-3 – Labor Categories and Descriptions   


ITSS: 


Please see Attachment ITSS-3 – Labor Categories and Descriptions  


[End of Section I]   
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SECTION II – PERFORMANCE WORK STATEMENT / 
STATEMENT OF WORK  


 
ATSS:  
 
Please see Attachment ATSS-4 – Performance Work Statement    


ITSS: 


Please see Attachment ITSS-4 – Statement of Work 


The following additional requirements shall apply to the ATSS and ITSS BPAs and, shall, unless 
otherwise specified, also apply to all BPA Orders:  
 
TSA-RQMTS: PACKAGING AND MARKING REQUIREMENTS FOR 
TRANSPORTATION SECURITY SCREENING EQUIPMENT UNDER PRODUCTION 
AND/OR EXISTING MAINTENANCE SERVICES (SEP 2020) 
 
 
A. Government Property Management 
 
For existing Government Property under this contract, the Contractor shall not relocate and/or 
ship Government Property without prior notification to and approval from the Government 
Property Administrator (GPA).  The GPA has authority only to provide instructions concerning 
the relocation and shipment of such property and required government paperwork.  These 
instructions do not constitute a “change” to the contract’s requirements within the meaning of 
that term as defined by the “Changes” clause of this contract.  The Contracting Officer’s 
Representative (COR) shall be included on all correspondence between the Contractor and GPA. 
 
B. Packaging and Marking  


 
The Contractor shall preserve, pack, and mark all supplies to be furnished under this contract in 
accordance with standard practices as defined in ASTM-D-3951 (Standard Practice for 
Commercial Packaging) for the packaging of supplies and equipment for shipment or storage.    
 
The Contractor shall ensure that packaging meets Department of Transportation/ International 
Aviation Transport Association standards outlined in 49 CFR and is sufficient to prevent damage 
or deterioration to supplies and ensure packaging can sustain more than one shipment to 
minimize cost to the government.  The Contractor shall be fully liable for any damage, 
diminution in value, or losses incurred during shipment, handling, and installation that is 
attributed to improper packaging.   
 
The Contractor shall report any loss, stolen, or damaged equipment within 24 hours of the 
incident, along with an incident report as described herein.  In addition, if this contract is to 
acquire new Transportation Security Equipment (TSE) or provides qualifying peripherals 
(defined as those meeting the acquisition cost threshold of $5,000.00 or that have the ability to 
store Sensitive Security Information (SSI)) in support of a repair under a maintenance contract, 
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the Contractor shall ensure a “TSA Form 251/251-1 – Vendor Shipping and Receiving Report” is 
processed and included in each shipment.  Existing equipment shall include a Department of 
Defense (DoD) “Requisition and Invoice/Shipping Document” Form 1149 in accordance to 
contract specifications.  
 
C. Marking of Deliverables 
 
The Contractor shall mark all deliverables on the outside of the packaging with the following: 


1. TSA Contract and/or Order Number and modification number, if applicable 
2. Contractor’s Name and Address 
3. List of Contents 
4. Date of Submittal 


 
D. Storage Requirements 


 
If this contract is to acquire TSE or provides qualifying peripherals in support of a repair under a 
maintenance contract, the Contractor shall identify any unique storage requirements for the 
unit(s) and related equipment.  All materials will be packaged and marked in accordance with 
ASTM-D-3951.  In addition, each unit, intermediate, and exterior container will be clearly 
marked to identify contents.   
 
E. Marking of Reports 


 
The Contractor shall mark all reports as follows: 


1. TSA Contract and/or Order Number and modification number, if applicable 
2. Report Title 
3. Date of submittal  
4. Distribution 


 
F. Equipment/Parts Shipping Requirements 


 
If this contract is to acquire TSE or provides qualifying peripherals in support of a repair under a 
maintenance contract: Upon award, the Contractor shall request TSA barcodes from the GPA.  
Prior to packaging, the Contractor shall ensure TSA barcode(s) are physically attached on the 
units and peripherals each meeting the acquisition cost threshold of $5,000.00 or that have the 
ability to store SSI.  The Contractor shall request exact placement instructions of TSA barcodes 
with the GPA and COR.  
 
The balance of the term applies to equipment and maintenance.  The Contractor shall coordinate 
all inbound and outbound shipments and moves of government property with the GPA and the 
COR.  The Contractor shall ship units F.O.B Destination for locations within the United States 
and U.S. Territories (if not instructed otherwise by the Contracting Officer in advance to ship 
elsewhere).  The Contractor shall provide the Government with tracking information for all 
government property in transit.   
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The Contractor shall clearly identify the serial number on several sides of the crate/package.  The 
Contractor shall notify the GPA if the equipment does not have a barcode.  The serial number 
shall be clearly identified on the top and at least two sides of the crate/package.  
 
The Contractor shall provide the following documents when shipping systems:  


 Safety Data Sheet in accordance with Occupational Safety and Health Administration 
(OSHA) Hazard Communication Standard (HCS) (29 CFR 1910.1200(g) and Federal 
Acquisition Regulation (FAR) 52.223-3 – Hazardous Material Identification and Material 
Safety Data; and Federal Standard No. 313, Material Safety Data, Transportation Data 
and Disposal Data for Hazardous Materials Furnished to Government Activities; or an 
official letter affirming that the shipment does not contain radioactive/hazmat materials  
 


 Standard Configuration Report which shall include the following: 
o Picture of the Equipment 
o Manufacturer 
o Model Number 
o Description 
o Standard (TSA Barcode Number, Acquisition Costs, Peripherals, Allocated Other 


Direct Cost, Expensed, etc.) 
o Networking & Integration Equipment 


 
If a contract/order is modified to have the Contractor upgrade the system, to provide additional 
equipment or provide qualifying peripherals in support of a repair under a maintenance contract, 
an updated configuration report must be submitted. 


 “Vendor Shipping and Receiving Report” (TSA Form 251/251-1)  
o The Contractor shall complete and submit TSA Form 251 to the GPA no later 


than one business day after successful Factory Acceptance Test (FAT) and a 
revised TSA Form 251 upon successful Site Acceptance Test (SAT).  


o The contractor shall complete and submit TSA Form 251 to the GPA no later than 
one business day after successful Operational Readiness Test (ORT) for hardware 
upgrades/replacements over the $5,000 threshold or have the ability to store SSI.  


o The Contractor shall complete and submit a TSA Form 251-1 (as needed) for 
additional equipment associated with the main unit.  


o Equipment being replaced or refurbished (threshold of $5,000.00 and above) must 
be identified on the TSA Form 251 (by manufacturer, make, model, serial 
number, and TSA barcode number).  The TSA Form 251 must also identify the 
equipment being replaced by manufacturer, make, model, serial number, and TSA 
barcode number).  


 Department of Defense (DoD) “Requisition and Invoice/Shipping Document” Form DD-
1149. A DD-1149, most current version, is required on all government-owned equipment 
being moved by the Contractor (this excludes the initial shipment from the OEM after 
FAT).  The Contractor shall email this form to the GPA and COR for approval 3-5 
business days prior to the movement of TSA equipment.  The form shall include an 
itemized listing with description, make, model, serial number, full TSA barcode (if 
applicable), and contract/order number. 


o The subject line of the email and the DD-1149 file name shall both follow the 
below structure. 
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 1) From airport to depot:  SerialNumber_Dateinblock5_ Site/location code   
_to_OEMName (e.g. 30787 21JUN2016 LRD to “OEM name”.docx; 
21020041010 17JUNE2016 ORD to “OEM name”.docx). 
2) From depot to airport: SerialNumber_Dateinblock5_ 
OEMName_to_Site/location code (e.g. 54371 27JUN2016 “OEM name” 
to MHT; 53491_23Jun2016_”OEM name” to DVL). 


 Block_1) From: Full Name Location including and Site Code_Full Shipping Address and 
2 POCs (Name, Email Address, and Telephone Number) 


  Block_2) To: Full Name Location including and Site Code_Full Shipping Address and 2 
POCs (Name, Email Address, and Telephone Number) 


 Block_3) Ship To: Mark For: (Only used to hold equipment for temporary storage 
location within one business day.) 


 Block_4) Appropriation Symbol and Subhead: Manufacturer, make, model, SN#/TSA 
barcode number/condition code; quantity, type of container, container numbers 


 Block_5) Requisition Date: (Always the date the document is being sent) 
 Block_7) Date Material Required: (Date equipment needs to be at designation) 
 Block_8) Priority (e.g. Standard or Expedite) 
 Block_9) Authority or Purpose: (Contract Number and/or Task Order Number; TSA 


Loan Agreement (if applicable)) 
 Block_12) Date Shipped: (Always the date equipment shipped) 
 Block_13) Mode of Shipment: Ground and or Water (E.g. Carrier Name, Driver’s Name, 


Driver’s Cell Number, Truck Number, Trailer Number)  
 Block_18) Issued By: (Full Name of Person completing DD-1149), (Total containers, 


type of containers, description, total weight) 
The Contractor is responsible for safeguarding government property at all times until the 
Government takes possession in shipment, warehouses, manufacturer’s depot, and/or 
loading/unloading to/from site locations including installations/decommissions, as 
applicable.    


 
 The Contractor shall submit an incident report (including pictures) to the Contracting 


Officer, COR, and GPA for any government property loss, damage, destruction, or theft 
(from negligence, misuse, dishonesty, or willful destruction) within 24 hours of the 
incident. 


 
The Contractor incident report shall, at a minimum, contain the following information: 


1. Date of Incident  
2. OEM/Manufacturer, Make, Model, Serial Number (if applicable), TSA Barcode Number 


(if applicable) (e.g. #057000000xxxxxx), Condition Code (e.g. 1 = New (never been 
installed), 4 = Used (installed at least once), 7 = Need Evaluation/Repair or X = Final 
Disposition/Disposal), Requisition and Invoice/Shipping Document/Government 
Paperwork, and quantity 


3. Contract and/or Order Number 
4. Cause and Corrective Action taken or to be taken to prevent recurrence 
5. Copies of all supporting documentation (including pictures) 
6. Last known location of the property 
7. A statement that the property did or did not contain hazardous material, and if so, that the 


appropriate agencies were notified. 
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TSA-RQMTS: TRANSPORTATION SECURITY EQUIPMENT PROPERTY 
MANAGEMENT CONTACT (SEP 2020). 
 
The Government Property Administrator:  The Government Property Administrator (GPA) for 
Transportation Security Equipment (TSE) is responsible for documenting and accounting for all 
property purchased under this contract.  The GPA is the TSA point of contact for any questions 
concerning government property. The GPA has authority only to provide instructions concerning 
the relocation and shipment of such property.  These instructions do not constitute a “change” to 
the contract’s requirements within the meaning of that term as defined by the “Changes” clause 
of this contract.  The Contracting Officer’s Representative (COR) shall be included on all 
correspondence between the Contractor and GPA.  
  


TSA Government Property Administrator for TSE 
 
Email address: 
 
TSA_APM_Government_Property_Management@tsa.dhs.gov 


 
TSA-RQMTS: CONTRACTOR PERSONNEL ACCESS TO TSA FACILITIES, 
INFORMATION AND/OR SYSTEMS (SEP 2020) 
 
A. All Contractor personnel requiring access to TSA facilities, information systems, and/or 


information will be subject to the security procedures set forth in this contract. 
 
B. All contractor employees seeking to provide services to TSA under a TSA contract are 


subject to a fitness determination to assess whether their initial employment or continued 
employment on a TSA contract protects or promotes the efficiency of the agency.  TSA, by 
and through the Law Enforcement/Federal Air Marshal Service’s, Personnel Security Section  
(PerSec), will allow a contractor employee to commence work on a TSA contract only if a 
review of the contractor employee’s preliminary background check is favorable.  Contractor 
employees with unfavorable preliminary background checks will not be allowed to work on a 
TSA contract. 


 
C. A fitness determination involves the following three phases: 


1. Phase 1: Enter On Duty Fitness Determination:  a review of a contractor employee’s 
consumer credit report, criminal history records, and submitted security forms to 
determine, to the extent possible, if the contractor employee has bad debt and/or criminal 
offenses and/or falsification issues that would prohibit employment as a TSA contractor.  
This determination may include verification of citizenship for contractor employees born 
outside of the United States.  A favorable Enter On Duty Suitability Determination is not 
a final fitness determination; rather, it is a preliminary review of external data sources 
that allows the contractor employee to commence work prior to the required background 
investigation being completed.   
When a contractor employee is deemed eligible to commence work on a TSA contract, 
TSA PerSec will notify the appropriate Contracting Officer’s Representative (COR) of 
the favorable determination.  Similar notifications will be sent when a contractor 







70T04021Q7672N001 – A0005 
Testing Support Services  


Request for Quote  


Page 11 of 112 
 


employee has not passed the preliminary background check and has been deemed 
unsuitable.        


 
2. Phase 2: Background Investigation:  Once the contractor employee commences work on a 


TSA contract, TSA PerSec will process all submitted security forms to determine 
whether the contractor has previously been the subject of a federal background 
investigation sufficient in scope to meet TSA minimum investigative requirements.  
Contractor employees who have a federal investigation sufficient in scope will 
immediately be processed for final fitness adjudication.  Those contractor employees who 
do not have a previous federal background investigation sufficient in scope will be 
scheduled for the appropriate level background investigation through the submission of 
their security forms to the Office of Personnel Management (OPM).    
 


3. Phase 3: Final Fitness Adjudication:  TSA PerSec will complete the final fitness 
determination after receipt, review, and adjudication of the completed OPM background 
investigation.   The final fitness determination is an assessment made by TSA PerSec to 
determine whether there is reasonable expectation that the continued employment of the 
TSA contractor will or will not protect or promote the efficiency of the agency.  An 
unfavorable final fitness determination will result in a notification to the COR that the 
contractor employee has been deemed unfit for continued contract employment and that 
he/she shall be removed from the TSA contract. 


 
D. The period of performance may begin 60 days after contract award to allow for the Enter On 


Duty Fitness Determination.  A contract modification shall be executed to revise the period 
of performance once the determination process is completed. For Fixed price awards, in the 
event of staggered completed determinations the parties may negotiate fixed monthly rates so 
that performance can begin with partial staff.   


 
E. Whenever personal identity verification (PIV) cards are required for issuance or re-issuance 


to contractor personnel for authorized access to Government facilities, under the guidance of 
the Contracting Officer’s Representative (COR), the Contractor is responsible for making all 
arrangements for affected Contractor personnel to report in-person at the nearest Government 
issuing facility to initiate and complete procedures for PIV card issuance.  The Government 
will not be able to provide PIV card issuance at any other locations than those officially 
designated as available.  PIV card issuing facilities that are available for the completion of 
this requirement for TSA contractors are as listed by the TSA Personnel Security Section, 
and the COR will advise the Contractor about Government PIV card issuing facility locations 
that are nearby the contractor’s location(s) of performance that will be potentially available 
for card issuance when required.   


 
 


F. Computer Access Agreement.  All Contractor employees (users, managers, and operators of 
the TSA network) must sign TSA Form 1403, Computer Access Agreement.  A copy of 
which shall be provided to the TSA contracting officer’s representative for retention for the 
duration of the contract.  
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G. Personnel Security.  
 


1. Privileged access users are individuals who have access to an information technology 
(IT) system with privileges of Administrator or above and have access to sensitive 
network infrastructure data.  Privileged access users will be appropriately screened on 
entry into the privileged access position and the initial screening shall be refreshed every 
two years, 


 
2. Individuals terminating voluntarily or involuntarily from a Contractor performing under 


contract at TSA must have an exit briefing, conducted by a supervisory or management-
level employee of the Contractor in order to identify and explain their post-employment 
responsibilities to the TSA.   


 
3. Records of exit interviews will be signed and maintained by the Contractor as part of the 


individual employment record for a period of not less than two years following the 
termination of the individual’s employment. 


 
Failure of any Contractor personnel to pass a background investigation, without timely 
substitution that meets the contracts requirements, may be grounds for termination of the 
contract. 
 
H. Non-Disclosure Agreements. 
 


1. All TSA contractor employees and consultants must execute a DHS Form 11000-6, 
Sensitive But Unclassified Information Non-Disclosure Agreement (NDA) upon initial 
assignment to TSA and before being provided access to TSA “sensitive and/or mission 
critical information.” The original NDA will be provided to the TSA contracting officer’s 
representative for retention for the duration of the contract.  


 
2. The Contractor, and those operating on its behalf, shall adhere to the requirements of the 


non-disclosure agreement unless otherwise authorized in writing by the Contracting 
Officer. 


 
I. All Contractor personnel with TSA IT accounts requiring unescorted access to TSA facilities, 


information systems, or information will be required to complete Workplace Violence 
Prevention training available through the TSA Online Learning Center.  The course, entitled 
“Preventing Workplace Violence at TSA” shall be completed within 60 days of onboarding.   


 
TSA RQMTS:  REQUIREMENTS FOR HANDLING SENSITIVE SECURITY 
INFORMATION (SSI)(SEP 2020) 
 
Pursuant to 49 U.S.C. § 114(r), Sensitive Security Information and Nondisclosure of Security 
Activities, Sensitive Security Information (SSI) is a category of sensitive but unclassified (SBU) 
information that must be protected because it is information that, if publicly released, would be 
detrimental to the security of transportation.  Under 49 Code of Federal Regulations section 
1520.5(a), the SSI Regulation also provides additional reasons for protecting information as SSI 
beyond the condition that the release of the information would be detrimental to the security of 
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transportation.  TSA, however, primarily uses the criterion of “detrimental to the security of 
transportation” when determining whether information is SSI. 
 
Title 49 of the Code of Federal Regulations, Part 1520 defines the scope, categorization, 
handling requirements and disposition of information deemed SSI 
(http://ecfr.gpoaccess.gov/).  Persons authorized to access specific SSI (i.e., covered persons) 
include those contracted to DHS or TSA with a need-to-know basis for specific information in 
the course of fulfilling their TSA contractual obligations.  TSA may deliver SSI materials to the 
Contractor.  Also, materials created by the Contractor may require SSI designation and 
protection, and the Contractor has the responsibility to identify such materials to TSA as possible 
SSI.  For guidance while working on TSA and DHS matters, see the TSA SSI Application 
Guide, 2011_04_01 for identifying the type of information covered by the regulation. 
 
For purposes of this requirement, the term “Contractor” shall include an individual or other legal 
entity who performs work for or on behalf of TSA or DHS under a contract, interagency 
agreement, or other transaction agreement.  Such contracts include, but are not limited to, 
contracts between any non-Federal entity and/or TSA or DHS and subcontracts, joint venture 
agreements, and teaming agreements between any non-Federal entity and another non-Federal 
entity to perform work related to the primary contract with the TSA or DHS.   
 
While SSI is not classified national security information subject to the handling requirements 
governing classified information, it is subject to certain legal disclosure limitations.  To ensure 
regulatory compliance, the Contractor shall be subject to the following requirements and include 
this entire requirement as flow-down in subcontracts, etc.: 
 
A. Handling and Safeguarding.  The TSA Contractor shall safeguard and handle any SSI in 


accordance with the policies and procedures outlined in 49 C.F.R. Part 1520, as well as the 
DHS and TSA policies and procedures for handling and safeguarding SSI.  These 
safeguarding procedures shall include SSI recognition, identification and marking of 
materials that possibly contain SSI, including Contractor-created materials, as well as 
following restrictions on disclosure, storage, handling, sharing, dissemination and destruction 
of SSI.  The Contractor, without exception, shall place this requirement in all subcontracts, 
joint venture agreements, and teaming agreements related to the performance of this 
contract.    


 
B. Non-Disclosure Agreements (NDAs).  (DHS Form 11000-6, NDAs are required to be 


signed by all Contractor personnel when access to SSI is necessary for performance of the 
contract.  By signing the NDA, the recipient certifies in writing that they will take the 
necessary steps to prevent the unauthorized disclosure and use of information.   
 


C. Request for Access to SSI materials. Pursuant to 49 C.F.R. §1520.9(a)(3), the Contractor 
must contact SSI@tsa.dhs.gov for guidance on handling requests to access to SSI (before 
using SSI materials) for any other purpose besides activities falling within the scope of the 
contract by other persons, including requests from experts, consultants, and legal counsel 
(“requesters”) hired by the Contractor.  The Contractor shall include the Contracting Officer 
(CO) and Contracting Officer Representative (COR) as a carbon copy “cc” recipient of its 
contact to SSI@tsa.dhs.gov .  The TSA SSI Office must first make a determination as to 
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whether the requesters are a “covered person” with a “need to know” under 49 C.F.R. §§ 
1520.7 and 1520.11.   Special request processing and handling requirements apply to 
contractor employees who may be foreign nationals.  The Contractor must clearly identify 
any employees who are not US citizens who are otherwise requested to have access to SSI; 
the requirements of TSA Management Directive 2810.3 “Management of Foreign Access to 
Sensitive Information” apply.    


 
D. Training and Certification.  All Contractor personnel who are covered persons with a need-


to- know basis must complete the TSA-mandated SSI Awareness Training course prior to 
accessing SSI, and on an annual basis for the duration of the contract or for the duration of 
the requester’s need for access to SSI, whichever is later.  Contractor personnel must also 
review and adhere to the SSI Quick Reference Guide for DHS Employees and 
Contractors.  The Contractor shall certify to the Contracting Officer annually that all covered 
persons have completed the mandated SSI training, that all SSI policies and procedures have 
been followed, and that those individuals with access understand their responsibilities to 
protect the information.  


E. Breach.  In accordance with 49 C.F.R. § 1520.9(c), the Contractor agrees that in the event of 
any actual or suspected breach of SSI (i.e., loss of control, compromise, unauthorized 
disclosure, access for an unauthorized purpose, or other unauthorized access, whether 
physical or electronic), the Contractor shall immediately, and in no event later than one hour 
of discovery, report the breach to the Contracting Officer and the COR.  The Contractor is 
responsible for positively verifying that notification is received and acknowledged by at least 
one of the foregoing Government officials. 
 


In the event that an SSI breach occurs as a result of the violation of a term of this contract by the 
Contractor or its employees, or the Contractor’s covered persons, the Contractor shall, as 
directed by the Contracting Officer and at no cost to the Government, without delay correct or 
mitigate the violation. 


 
For unauthorized disclosure of SSI, the Contractor and Contractor's employees and Contractor’s 
covered persons may also be subject to civil penalties and other consequences as set forth in 49 
CFR § 1520.17. 
 


TSA-RQMTS: REQUIREMENTS FOR CONTRACTOR EMPLOYEES PERFORMING 
AT OR IN AIRPORT LOCATIONS (SEP 2020) 
 
Contractor employees are required to meet: 
 
A. all airport security screening requirements which include criminal history, background and 
fingerprint check. Contractor employees working in this facility will be required to obtain, 
possess and display a Secure Identification Display Area (SIDA) badge in accordance with the 
airport’s physical and personnel security requirements.  The Contractor is responsible for any 
fees associated with obtaining and/or replacing SIDA badges. For further information regarding 
Security Requirements, please contact the Contracting Officer’s Representative.  
 
B. The contractor shall obtain all necessary permits and approvals from regulatory authorities at 
the airport location(s) to allow for the timely completion of the work required under the contract. 
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For further information regarding Permitting Requirements, please contact the Contacting 
Officer’s Representative.    
 
C. The Contractor must have approved insurance on file with airports that require insurance to 
perform the work required under this BPA.  The Contractor is required to procure at its own 
expense, and keep in effect at all times during the term of the contract, the types and amounts of 
insurance specified. Typically, companies whose work is performed within buildings and 
terminals are required to have liability insurance. Companies who require tools and/or 
equipment, and airfield access must have liability insurance. Air Carrier Operating Permits and 
Leases may have additional insurance coverage requirements. Please contact the Contracting 
Officer’s Representative for additional information regarding insurance requirements.  
 
TSA-RQMTS: PERFORMANCE STANDARDS (SEP 2020) 
 
The Contractor/Provider shall comply fully with Section 504 of the Rehabilitation Act of 1973, 
as amended, which prohibits discrimination against qualified individuals with disabilities.  No 
otherwise qualified individual with a disability shall, solely by reason of his or her disability, be 
excluded from participation in, be denied the benefits of, or be subjected to discrimination under 
any program or activity for which the Contractor/Provider is awarded a contract and/or receives 
Federal financial assistance from the Transportation Security Administration.  This includes, but 
is not limited to, providing reasonable accommodations and effective communication to persons 
with disabilities and ensuring physical accessibility to all participants. The Contractor/Provider 
shall ensure this requirement flows to all affected subcontracts. 
 
Adherence to Standards. The Contractor shall adhere to the same professional and ethical 
standards of conduct required of Government personnel. See TSA Management Directive (MD) 
1100.73-5, Employee Responsibilities and Code of Conduct.  Contractor employees performing 
work under this contract shall not: 
 


-Solicit new business (on-site at government spaces, or while on work during periods paid by 
Government) while performing work under the contract; 
-Conduct business other than that which is covered by this contract during periods paid by 
the Government; 
-Conduct business not directly related to this contract while on Government premises; 
-Use Government computer systems or networks, Government property or materials, and/or 
Government facilities for company or personal business; 
-Recruit while on Government premises or otherwise act to disrupt official Government 
business while on Government premises. 
-Discuss with unauthorized persons any information obtained during the performance of 
work under this contract. 
-Engage in harassment. See TSA MD 1100-73.3 Anti-Harassment Program. 
 


Reporting Matters. 
 
Illegal, and Unethical, or Inappropriate Conduct. The Contractor, and its employees shall 
immediately report to the Contracting Officer and/or Contracting Officer’s Representative, any 
illegal, or unethical, or inappropriate conduct observed, noticed, or discovered while on 
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Government premises or during periods paid by the Government under this contract, without 
regard as to the source of such conduct (except that any matter involving only contractor 
employees, apart from any Government requirements or the specific requirements of this 
contract, is deemed to be strictly the concern of the Contractor). The Contractor shall 
immediately report to the Government all actual or suspected violations of Government 
information, personnel, or physical security requirements. The Contractor shall fully comply 
with all of the reporting requirements that are expressed for specified circumstances and issues 
identified in discrete Federal Acquisition Regulation or Homeland Security Acquisition 
Regulation terms in force under this contract. 
 
Emergency Situations While on Government Premises. Contractor employees shall immediately 
report any emergency situations they may witness (any circumstance where actual or potential 
loss of life, serious injury, or critical damage to property, or other serious incidents, such as fires, 
or workplace violence, terrorist activities, or other criminal behavior is occurring) per standing 
TSA procedures while they are performing under contract in government facilities. 
 
CONTRACTOR’S RESPONSIBILITY FOR ASSIGNED SPACE, EQUIPMENT, AND 
SUPPLIES  
 
If, due to the fault or neglect of the Contractor, his agents, or employees, damages are caused to 
any Government property, equipment, stock or supplies, during the performance of this contract, 
the Contractor shall be responsible for such loss or damage and the Government, at its option, 
may either require the Contractor to replace all property or to reimburse the Government for the 
full value of the lost or damaged property.  The Contractor is responsible for maintaining all 
assigned space(s) in a clean and orderly fashion during the course of this contract.  All 
telephones are for conducting official Government business only. 
 
PERSONAL SERVICES 
 
“Personal services” are those in which contractor personnel would appear to be, in effect, 
Government employees via the direct supervision and oversight by Government employees.  No 
personal services shall be performed under this contract.  No Contractor employee will be 
directly supervised by a Government employee.   All individual Contractor employee 
assignments, and daily work direction, shall be given by the applicable employee supervisor of 
the Contractor.   If the Contractor believes any Government action or communication has been 
given that would create a personal services relationship between the Government and any 
Contractor employee, the Contractor shall promptly notify the Contracting Officer of this 
communication or action.  
 
The Contractor shall not perform any inherently Governmental actions as defined by FAR 
7.500.  No Contractor employee shall hold him or herself out to be a Government employee, 
agent, or representative.  No Contractor employee shall state orally or in writing at any time that 
he or she is acting on behalf of the Government.  In all communications in connection with this 
contract, Contractor employees shall identify themselves as Contractor employees and specify 
the name of the company for which they work.  In all communications with other Government 
Contractors in connection with this contract, the Contractor employee shall state that they have 
no authority to in any way change any contract and that if the other Contractor believes this 
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communication to be a direction to change their contract, they should notify the Contracting 
Officer for that contract and not carry out the direction until a clarification has been issued by the 
Contracting Officer. 
 
The Contractor shall ensure that all of its employees working on this contract are informed of the 
substance of this term.  
 
TSA-RQMTS:  CONTRACTOR PERFORMANCE ASSESSMENT REPORTING 
SYSTEM (CPARS) (SEP 2020) 
 
In accordance with FAR 42.15, the Transportation Security Administration (TSA) is required to 
report the contractor’s performance under contract. The TSA reporting thresholds, in accordance 
with the Department of Homeland Security’s (DHS) FAR class deviation, is $1,000,000 for 
contracts and orders for services, and $500,000 for contracts and orders for supplies.  
In order to support thorough and timely Contractor Performance Assessment Reporting System 
(CPARS) reports, the contractor shall provide a self-assessment of their performance within 10 
days after the end of the base period and within 10 days after the end of any exercised option 
period(s) of the contract. The contractor shall provide a detailed narrative for each of the relevant 
evaluation areas (Quality, Schedule, Cost Control, Management, Utilization of Small Business, 
and Regulatory Compliance).  The contractor may also provide their own self-assessment rating 
(Exceptional, Very Good, Satisfactory, Marginal or Unsatisfactory) per FAR Table 42-1 for each 
area for Government consideration.   
 
The following are elements to be addressed in each area in order to support the narrative and any 
self-rating: 


 Quality: Requirements; conformance to specifications; workmanship; accurate 
reports/data. 


 Schedule: Milestones; delivery schedules; administrative requirements; schedule 
variance. 


 Cost Control: Causes and contractor-proposed solutions for cost overruns/underruns; 
contractor adherence to total estimated cost; billings current, accurate, and complete. (Not 
required to be addressed for Fixed Price type contracts unless specifically required 
elsewhere in the contract) 


 Management: Contractor oriented toward customer; interaction between contractor and 
Government; adequacy of the contractor’s accounting, billing, estimating systems and 
management of Government Furnished Property (GFP); effort devoted to managing 
subcontractors; risk management practices; supporting key personnel; replace key 
personnel as necessary. 


 Utilization of Small Business: Small business participation goals stated in 
contractor/order; achievement on each individual goal stated within contract/order or 
subcontracting plan including good faith efforts if goal was not achieved. 


 Regulatory Compliance: Contractor complied with contract clause requirements; 
complied with reporting requirements; complied with Quality Assurance Surveillance 
Plan (QASP); complied with specifications, reporting into databases as required under the 
contract, and reporting requirements in response to the solicitation provisions and clauses 
effective under the contract, or other requirements. 


 The contractor should utilize the Guidance for the Contractor Performance Assessment 
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Reporting System (CPARS) located on the CPARS website, https://www.cpars.gov/, to 
assist in preparation of the self-evaluation. The contractor shall submit their self-
evaluation, preferably via email, as a MS Word or other Office compatible document to 
the Contracting Officer and Contracting Officer’s Representative (COR) identified in the 
contract within the time period identified above. Standard USPS mail may also be 
utilized, if required.  The TSA may consider the contractor’s self-assessment, along with 
all available relevant data and information, when completing the contractor’s past 
performance evaluation for each specific performance period. Submission of a 
contractor’s self-evaluation is considered information regarding the contractor’s 
performance and may not represent the final CPARS rating.    Submission of this 
contractor self-assessment to the Government does not otherwise alter, change, or 
diminish any rights of the Government as expressed under Federal Acquisition 
Regulation Part 42 concerning the use of past performance information about any 
contractual vehicle. 


 
TSA-RQMTS: CONTRACTOR EMPLOYEE TRAINING REQUIREMENTS (SEP 2020) 
 
All Contractor personnel with TSA IT accounts requiring unescorted access to TSA facilities, 
information systems, or information will be required to complete Workplace Violence 
Prevention training available through the TSA Online Learning Center.  The course, entitled 
“Preventing Workplace Violence at TSA” shall be completed within 60 days of onboarding.   
   
The contractor shall provide fully trained and experienced personnel.  Training of contractor 
personnel shall be performed by the contractor at its expense, except as directed by the 
Government through written authorization by the Contracting Officer to meet special 
requirements peculiar to the contract.  The Contracting Officer’s Representative will identify any 
specified government training which the contractor’s employees with access to TSA IT accounts 
will be required to complete as a precursor to or coincident with their authorized access to or use 
of government space or facilities, equipment, information, or information systems as a necessary 
component of performance required under the contract.  Contractor employees are responsible 
for providing required evidence of timely training completion when the Government assigns 
such training.  Training includes attendance at seminars, symposia or user group conferences.  
Training will not be authorized for the purpose of keeping contractor personnel abreast of 
advances in the state-of-the-art or for training contractor employees on equipment, computer 
languages and computer operating systems that are available on the commercial market or 
required by a contract.  This includes training to obtain or increase proficiency in word 
processing, spreadsheets, presentations, and electronic mail. 
 
TSA Contacting Officer 
 
The Contracting Officer is the only person authorized to make any changes, approve any changes 
in the requirements of this contract, issue orders, obligate funds and authorize the expenditure of 
funds, and notwithstanding any term contained elsewhere in this contract, such authority remains 
vested solely in the Contracting Officer.  (For further information, the Contracting Officer is a 
federal government employee who is specifically authorized and appointed in writing under 
specified agency procedures and granted the authority to enter into, administer, and/or terminate 
contracts and make related determinations and findings.)   In the event, the Contractor makes any 







70T04021Q7672N001 – A0005 
Testing Support Services  


Request for Quote  


Page 19 of 112 
 


changes at the direction of any person other than the Contracting Officer, the change will be 
considered to have been without authority and no adjustment will be made in the contract price 
to cover any increase in costs incurred as a result thereof.   
 
The name of the Contracting Officer will be provided following award.  
 


[End of Section II]  
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SECTION III – SUPPLEMENTAL CLAUSES  
 
The following clauses are hereby added to the BPA. In the event that any of these clauses 
conflict with the GSA Multiple Award Schedule contract, the GSA Schedule shall take 
precedence. Please note that ITSS is subject to a small-business set-aside. TSA has indicated 
which clauses apply only to the ITSS requirement.  
 
FAR 52.252-2 Clauses Incorporated by Reference (Feb 1998)  
 
This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text 
available. Also, the full text of a clause may be accessed electronically at this/these address(es):  
 
Acquisition.gov/ 
 
FAR CLAUSES INCORPORATED BY REFERENCE 
 


FAR Clauses Incorporated by Reference 
52.203-3 Gratuities (Apr 1984)  
52.203-7 Anti-Kickback Procedures (Jun 2020)  
52.203-12  Limitation on Payments to Influence Certain Federal Transactions (Jun 2020)  
52.203-17 Contractor Employee Whistleblower Rights and Requirements to Inform 


Employees of Whistleblower Rights (Jun 2020)  
52.204-2 Security Requirements (Aug 1996) 
52.204-4 Printed or Copied Double-Sided on Postconsumer Fiber Content Paper (May 2011)  
52.204-9 Personal Identity Verification of Contractor Personnel (Jan 2011)  
52.204-13 System for Award Management Maintenance (Oct 2018)  
52.204-18 Commercial and Government Entity Code Maintenance (Aug 2020)  
52.204-19 Incorporation by Reference of Representations and Certifications (Dec 2014)  
52.222-55 Minimum Wages Under Executive Order 13658 (Nov 2020)  
52.223-5 Pollution Prevention and Right-to-Know Information (May 2011)  
52.223-6 Drug-Free Workplace (May 2001)  
52.227-1 Authorization and Consent (Jun 2020) 
52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (Jun 2020) 
52.227-11 Patent Rights - Ownership by the Contractor (May 2014) 
52.227-14 Rights In Data – General (May 2014) 


Note: Unless specified at the order level, this clause will apply rather than 
FAR 52.227-17.  


52.227-17 Rights in Data – Special Works (Dec 2007)  
52.229-3 Federal, State, and Local Taxes (Feb 2013) 
52.232-1 Payments (Apr 1984)  
52.232-20 Limitation of Cost (Apr 1984). Note: Clause applicable only to cost type 


portions of the requirements.  
52.233-4 Applicable Law for Breach of Contract Claim (Oct 2004)  
52.239-1 Privacy or Security Safeguards (Aug 1996)  
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52.242-1 Notice of Intent to Disallow Costs (Apr 1984). Note: Clause applicable only to 
cost type portions of the requirements. 


52.242-13 Bankruptcy (July 1995)  
52.245-1 Government Property (Jan 2017)  
52.245-9 Use and Charges (Apr 2012)  
52.253-1  Computer Generated Forms (Jan 1991)  


 
 
FAR CLAUSES INCORPORATED BY FULL TEXT 
 
The Contractor must comply with the following commercial item terms and conditions, which 
are incorporated herein by full text:  
 
FAR 52.204-21 Basic Safeguarding of Covered Contractor Information Systems (Jun 2016) 
 
(a) Definitions. As used in this clause– 


        Covered contractor information system means an information system that is owned or operated 
by a contractor that processes, stores, or transmits Federal contract information. 


         Federal contract information means information, not intended for public release, that is provided 
by or generated for the Government under a contract to develop or deliver a product or service to 
the Government, but not including information provided by the Government to the public (such 
as on public websites) or simple transactional information, such as necessary to process 
payments. 


         Information means any communication or representation of knowledge such as facts, data, or 
opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, 
or audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009). 


Information system means a discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 
3502). 


Safeguarding means measures or controls that are prescribed to protect information systems. 


(b)Safeguarding requirements and procedures. 


(1) The Contractor shall apply the following basic safeguarding requirements and procedures to 
protect covered contractor information systems. Requirements and procedures for basic 
safeguarding of covered contractor information systems shall include, at a minimum, the 
following security controls: 


(i) Limit information system access to authorized users, processes acting on behalf of authorized 
users, or devices (including other information systems). 
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(ii) Limit information system access to the types of transactions and functions that authorized 
users are permitted to execute. 


(iii) Verify and control/limit connections to and use of external information systems. 


(iv) Control information posted or processed on publicly accessible information systems. 


(v) Identify information system users, processes acting on behalf of users, or devices. 


(vi)Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite 
to allowing access to organizational information systems. 


(vii)Sanitize or destroy information system media containing Federal Contract Information 
before disposal or release for reuse. 


(viii)Limit physical access to organizational information systems, equipment, and the respective 
operating environments to authorized individual 


(ix)Escort visitors and monitor visitor activity; maintain audit logs of physical access; and 
control and manage physical access devices. 


(x)Monitor, control, and protect organizational communications (i.e., information transmitted or 
received by organizational information systems) at the external boundaries and key internal 
boundaries of the information systems. 


(xi)Implement subnetworks for publicly accessible system components that are physically or 
logically separated from internal networks. 


(xii)Identify, report, and correct information and information system flaws in a timely manner. 


(xiii)Provide protection from malicious code at appropriate locations within organizational 
information systems. 


(xiv)Update malicious code protection mechanisms when new releases are available. 


(xv)Perform periodic scans of the information system and real-time scans of files from external 
sources as files are downloaded, opened, or executed. 


(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguarding requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 


(c) Subcontracts. The Contractor shall include the substance of this clause, including this 
paragraph (c), in subcontracts under this contract (including subcontracts for the acquisition of 
commercial items, other than commercially available off-the-shelf items), in which the 







70T04021Q7672N001 – A0005 
Testing Support Services  


Request for Quote  


Page 23 of 112 
 


subcontractor may have Federal contract information residing in or transiting through its 
information system. 


 


FAR 52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, 
AND SERVICES DEVELOPED OR PROVIDED BY KASPERSKY LAB AND OTHER 
COVERED ENTITIES (JUL 2018) (DEVIATION 20-05)  
 
(a) Definitions. As used in this clause—  
 
“Covered article” means any hardware, software, or service that–  
 
(1) Is developed or provided by a covered entity;  
 
(2) Includes any hardware, software, or service developed or provided in whole or in part by a 
covered entity; or  
 
(3) Contains components using any hardware or software developed in whole or in part by a 
covered entity.  
“Covered entity” means–  
 
(1) Kaspersky Lab;  
 
(2) Any successor entity to Kaspersky Lab;  
 
(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or  
 
(4) Any entity of which Kaspersky Lab has a majority ownership.  
 
(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal 
Year 2018 (Pub. L. 115-91) prohibits Government use of any covered article. The Contractor is 
prohibited from—  
 
(1) Providing any covered article that the Government will use on or after October 1, 2018; and  
 
(2) Using any covered article on or after October 1, 2018, in the development of data or 
deliverables first produced in the performance of the contract.  
 
(c) Reporting requirement.  
 
(1) In the event the Contractor identifies covered article provided to the Government during 
contract performance, or the Contractor is notified of such by a subcontractor at any tier or by 
any other source, the Contractor shall report, in writing, via email, to the Contracting Officer, 
Contracting Officer’s Representative, and the Enterprise Security Operations Center (SOC) at 
NDAA_Incidents@hq.dhs.gov, with required information in the body of the email. In the case of 
the Department of Defense, the Contractor shall report to the website at https://dibnet.dod.mil. 
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For indefinite delivery contracts, the Contractor shall report to the Enterprise SOC, Contracting 
Officer for the indefinite delivery contract and the Contracting Officer(s) and Contracting 
Officer’s Representative(s) for any affected order or, in the case of the Department of Defense, 
identify both the indefinite delivery contract and any affected orders in the report provided at 
https://dibnet.dod.mil.  
 
(2) The Contractor shall report the following information pursuant to paragraph (c)(1) of this 
clause:  
 
(i) Within 1 business day from the date of such identification or notification: the contract 
number; the order number(s), if applicable; supplier name; brand; model number (Original 
Equipment Manufacturer (OEM) number, manufacturer part number, or wholesaler number); 
item description; and any readily available information about mitigation actions undertaken or 
recommended.  
 
(ii) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this clause: 
any further available information about mitigation actions undertaken or recommended. In 
addition, the Contractor shall describe the efforts it undertook to prevent use or submission of a 
covered article, any reasons that led to the use or submission of the covered article, and any 
additional efforts that will be incorporated to prevent future use or submission of covered 
articles.  
 
(d) Subcontracts. The Contractor shall insert the substance of this clause, including this 
paragraph (d), in all subcontracts, including subcontracts for the acquisition of commercial items.  
 


(End of clause)  
 
FAR 52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN 
TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR 
EQUIPMENT (DEVIATION 20-05) (Dec 2020)  
 
(a) Definitions. As used in this clause- 
 
"Backhaul" means intermediate links between the core network, or backbone network, and the 
small subnetworks at the edge of the network (e.g., connecting cell phones/towers to the core 
telephone network). Backhaul can be wireless (e.g., microwave) or wired (e.g., fiber optic, 
coaxial cable, Ethernet). 
 
"Covered foreign country" means The People's Republic of China.  
 
"Covered telecommunications equipment or services" means- 
 
(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE 
Corporation (or any subsidiary or affiliate of such entities); 
 
(2) For the purpose of public safety, security of Government facilities, physical security  
surveillance of critical infrastructure, and other national security purposes, video surveillance  
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and telecommunications equipment produced by Hytera Communications Corporation, 
Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any 
subsidiary or affiliate of such entities); 
 
(3) Telecommunications or video surveillance services provided by such entities or using such  
equipment; or 
 
(4) Telecommunications or video surveillance equipment or services produced or provided by an  
entity that the Secretary of Defense, in consultation with the Director of National Intelligence or  
the Director of the Federal Bureau of Investigation, reasonably believes to be an entity owned or  
controlled by, or otherwise connected to, the government of a covered foreign country. 
 
"Critical technology" means- 
 
(l) Defense articles or defense services included on the United States Munitions List set forth in  
the International Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code 
of Federal Regulations; 
 
(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of 
the Export Administration Regulations under subchapter C of chapter VII of title 15, Code of 
Federal Regulations, and controlled- 
 
(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical  
and biological weapons proliferation, nuclear nonproliferation, 
or missile technology; or  
 
(ii) For reasons relating to regional stability or surreptitious listening; 
 
(3) Specially designed and prepared nuclear equipment, parts and components, materials, 
software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating 
to assistance to foreign atomic energy activities); 
 
(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal  
Regulations (relating to export and import of nuclear equipment and material); 
 
(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121  
of title 9 of such Code, or part 73 of title 42 of such Code; or 
 
(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export  
Control Reform Act of2018 (50 U.S.C. 4817). 
 
"Interconnection arrangements" means arrangements governing the physical connection of two 
or more networks to allow the use of another's network to hand off traffic where it is ultimately 
delivered (e.g., connection of a customer of telephone provider A to a customer of telephone 
company B) or sharing data and other information resources. 
 
"Reasonable inquiry" means an inquiry designed to uncover any information in the entity's  
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possession about the identity of the producer or provider of covered telecommunications 
equipment or services used by the entity that excludes the need to include an internal or third-
party audit. 
 
"Roaming" means cellular communications services (e.g., voice, video, data) received from a 
visited network when unable to connect to the facilities of the home network either because 
signal coverage is too weak or because traffic is too high. 
 
"Substantial or essential component" means any component necessary for the proper function or  
performance of a piece of equipment, system, or service. 
 
(b) Prohibition. 
 
(1) Section 889(a)(l)(A) of the John S. McCain National Defense Authorization Act for Fiscal 
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 
2019, from procuring or obtaining, or extending or renewing a contract to procure or obtain, any 
equipment, system, or service that uses covered telecommunications equipment or services as a 
substantial or essential component of any system, or as critical technology as part of any system. 
The Contractor is prohibited from providing to the Government any equipment, system, or 
service that uses covered telecommunications equipment or services as a substantial or essential 
component of any system, or as critical technology as part of any system, unless an exception at 
paragraph(c) of this clause applies or the covered telecommunication equipment or services are 
covered by a waiver described in FAR 4.2104.  
 
(2) Section 889(a)(l)(B) of the John S. McCain National Defense Authorization Act for Fiscal 
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 
2020, from entering into a contract, or extending or renewing a contract, with an entity that uses 
any equipment, system, or service that uses covered telecommunications equipment or services 
as a substantial or essential component of any system, or as critical technology as part of any 
system, unless an exception at paragraph (c) of this clause applies or the covered 
telecommunication equipment or services are covered by a  
waiver described in FAR 4.2104. This prohibition applies to the use of covered 
telecommunications equipment or services, regardless of whether that use is in performance of 
work under a Federal  
contract. 
 
(c) Exceptions. This clause does not prohibit contractors from providing- 
 
(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or  
interconnection arrangements; or 
 
(2) Telecommunications equipment that cannot route or redirect user data traffic or permit  
visibility into any user data or packets that such equipment transmits or otherwise handles. 
 
(d) Reporting requirement. 
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(1) In the event the Contractor identifies covered telecommunications equipment or services used 
as a substantial or essential component of any system, or as critical technology as part of any  
system, during contract performance, or the Contractor is notified of such by a subcontractor at  
any tier or by any other source, the Contractor shall report the information in paragraph (d)(2) of  
this clause in writing via email to the Contracting Officer, Contracting Officer's Representative,  
and the Network Operations Security Center (NOSC) at NDAA  Incidents@hg.dhs.gov , with 
required information in the body of the email. In the case of the Department of Defense, the 
Contractor shall report to the website at https://dibnet.dod.mil. For indefinite delivery contracts, 
the Contractor shall report to the NOSC, Contracting Officer for the indefinite delivery contract 
and the Contracting Officer(s) and Contracting Officer's Representative(s) for any affected order 
or, in the case of the Department of Defense, identify both the indefinite delivery contract and 
any affected orders in the report provided at https://dibnet.clod.mil. 
 
(2) The Contractor shall report the following information pursuant to paragraph (d)(l) of this  
clause 
 
(i) Within one business day from the date of such identification or notification:  the contract  
number; the order number(s), if applicable; supplier name; supplier unique entity identifier (if  
known); supplier Commercial and Government Entity (CAGE) code (if known); brand; model 
number (original equipment manufacturer number, manufacturer part number, or wholesaler 
number); item description; and any readily available information about mitigation actions 
undertaken or recommended. 
 
(ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this clause:  
any further available information about mitigation actions undertaken or recommended. In 
addition, the Contractor shall describe the efforts it undertook to prevent use or submission of 
covered telecommunications equipment or services, and any additional efforts that will be 
incorporated to prevent future use or submission of covered telecommunications equipment or 
services. 
 
(e) Subcontracts. The Contractor shall insert the substance of this clause, including this  
paragraph (e) and excluding paragraph (b)(2), in all subcontracts and other contractual 
instruments, including subcontracts for the acquisition of commercial items. 
 


(End of clause) 
 
 
FAR 52.212-4 Contract Terms and Conditions – Commercial Items (Oct 2018) 
 
(a) Inspection/Acceptance. The Contractor shall only tender for acceptance those items that 
conform to the requirements of this contract. The Government reserves the right to inspect or test 
any supplies or services that have been tendered for acceptance. The Government may require 
repair or replacement of nonconforming supplies or reperformance of nonconforming services at 
no increase in contract price. If repair/replacement or reperformance will not correct the defects 
or is not possible, the Government may seek an equitable price reduction or adequate 
consideration for acceptance of nonconforming supplies or services. The Government must 
exercise its post-acceptance rights- 
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(1) Within a reasonable time after the defect was discovered or should have been discovered; and 
 
(2) Before any substantial change occurs in the condition of the item, unless the change is due to 
the defect in the item. 
 
(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a 
result of performance of this contract to a bank, trust company, or other financing institution, 
including any Federal lending agency in accordance with the Assignment of Claims Act 
(31 U.S.C. 3727). However, when a third party makes payment (e.g., use of the Governmentwide 
commercial purchase card), the Contractor may not assign its rights to receive payment under 
this contract. 
 
(c) Changes. Changes in the terms and conditions of this contract may be made only by written 
agreement of the parties. 
 
(d) Disputes. This contract is subject to 41 U.S.C. chapter 71, Contract Disputes. Failure of the 
parties to this contract to reach agreement on any request for equitable adjustment, claim, appeal 
or action arising under or relating to this contract shall be a dispute to be resolved in accordance 
with the clause at FAR 52.233-1, Disputes, which is incorporated herein by reference. The 
Contractor shall proceed diligently with performance of this contract, pending final resolution of 
any dispute arising under the contract. 
 
(e) Definitions. The clause at FAR 52.202-1, Definitions, is incorporated herein by reference. 
 
(f) Excusable delays. The Contractor shall be liable for default unless nonperformance is caused 
by an occurrence beyond the reasonable control of the Contractor and without its fault or 
negligence such as, acts of God or the public enemy, acts of the Government in either its 
sovereign or contractual capacity, fires, floods, epidemics, quarantine restrictions, strikes, 
unusually severe weather, and delays of common carriers. The Contractor shall notify the 
Contracting Officer in writing as soon as it is reasonably possible after the commencement of 
any excusable delay, setting forth the full particulars in connection therewith, shall remedy such 
occurrence with all reasonable dispatch, and shall promptly give written notice to the Contracting 
Officer of the cessation of such occurrence. 
 
(g) Invoice.  


 
(1) The Contractor shall submit an original invoice and three copies (or electronic invoice, if 
authorized) to the address designated in the contract to receive invoices. An invoice must 
include- 
 


                (i)Name and address of the Contractor; 
                (ii)Invoice date and number; 
                (iii)Contract number, line item number and, if applicable, the order number; 
                (iv)Description, quantity, unit of measure, unit price and extended price of the items delivered; 
                (v)Shipping number and date of shipment, including the bill of lading number and weight of 


shipment if shipped on Government bill of lading; 
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                (vi)Terms of any discount for prompt payment offered; 
                (vii)Name and address of official to whom payment is to be sent; 
                (viii)Name, title, and phone number of person to notify in event of defective invoice; and 
                (ix)Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the invoice 


only if required elsewhere in this contract. 
                (x)Electronic funds transfer (EFT) banking information. 


                      
(A)The Contractor shall include EFT banking information on the invoice only if required 
elsewhere in this contract. 
 
(B) If EFT banking information is not required to be on the invoice, in order for the invoice to be 
a proper invoice, the Contractor shall have submitted correct EFT banking information in 
accordance with the applicable solicitation provision, contract clause (e.g., 52.232-33, Payment 
by Electronic Funds Transfer-System for Award Management, or 52.232-34, Payment by 
Electronic Funds Transfer-Other Than System for Award Management), or applicable agency 
procedures. 
 
(C) EFT banking information is not required if the Government waived the requirement to pay 
by EFT. 
 
(2) Invoices will be handled in accordance with the Prompt Payment Act (31 U.S.C.3903) and 
Office of Management and Budget (OMB) prompt payment regulations at 5 CFR Part 1315. 
 
(h) Patent indemnity. The Contractor shall indemnify the Government and its officers, employees 
and agents against liability, including costs, for actual or alleged direct or contributory 
infringement of, or inducement to infringe, any United States or foreign patent, trademark or 
copyright, arising out of the performance of this contract, provided the Contractor is reasonably 
notified of such claims and proceedings. 
 
(i)Payment.-  


 
(1) Items accepted. Payment shall be made for items accepted by the Government that have been 
delivered to the delivery destinations set forth in this contract. 
 
(2) Prompt payment. The Government will make payment in accordance with the Prompt 
Payment Act (31 U.S.C.3903) and prompt payment regulations at 5 CFR Part 1315. 
  
(3) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-
5(b) for the appropriate EFT clause. 
  
(4) Discount. In connection with any discount offered for early payment, time shall be computed 
from the date of the invoice. For the purpose of computing the discount earned, payment shall be 
considered to have been made on the date which appears on the payment check or the specified 
payment date if an electronic funds transfer payment is made. 
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(5) Overpayments. If the Contractor becomes aware of a duplicate contract financing or invoice 
payment or that the Government has otherwise overpaid on a contract financing or invoice 
payment, the Contractor shall- 
  
(i)Remit the overpayment amount to the payment office cited in the contract along with a 
description of the overpayment including the- 
 
(A)Circumstances of the overpayment (e.g., duplicate payment, erroneous payment, liquidation 
errors, date(s) of overpayment); 
 
(B)Affected contract number and delivery order number, if applicable; 
 
(C)Affected line item or subline item, if applicable; and 
 
(D)Contractor point of contact. 
 
(ii)Provide a copy of the remittance and supporting documentation to the Contracting Officer. 
            
(6) Interest.  
 
(i)All amounts that become payable by the Contractor to the Government under this contract 
shall bear simple interest from the date due until paid unless paid within 30 days of becoming 
due. The interest rate shall be the interest rate established by the Secretary of the Treasury as 
provided in 41 U.S.C. 7109, which is applicable to the period in which the amount becomes due, 
as provided in (i)(6)(v) of this clause, and then at the rate applicable for each six-month period as 
fixed by the Secretary until the amount is paid. 
  
(ii)The Government may issue a demand for payment to the Contractor upon finding a debt is 
due under the contract. 
  
(iii) Final decisions. The Contracting Officer will issue a final decision as required by 33.211 if– 
   
(A)The Contracting Officer and the Contractor are unable to reach agreement on the existence or 
amount of a debt within 30 days; 
  
(B)The Contractor fails to liquidate a debt previously demanded by the Contracting Officer 
within the timeline specified in the demand for payment unless the amounts were not repaid 
because the Contractor has requested an installment payment agreement; or 
 
(C)The Contractor requests a deferment of collection on a debt previously demanded by the 
Contracting Officer (see 32.607-2). 
 
(iv)If a demand for payment was previously issued for the debt, the demand for payment 
included in the final decision shall identify the same due date as the original demand for 
payment. 
 
(v)Amounts shall be due at the earliest of the following dates: 
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(A)The date fixed under this contract. 
 
(B)The date of the first written demand for payment, including any demand for payment 
resulting from a default termination. 
 
(vi)The interest charge shall be computed for the actual number of calendar days involved 
beginning on the due date and ending on- 
 
(A)The date on which the designated office receives payment from the Contractor; 
 
(B)The date of issuance of a Government check to the Contractor from which an amount 
otherwise payable has been withheld as a credit against the contract debt; or 
  
(C)The date on which an amount withheld and applied to the contract debt would otherwise have 
become payable to the Contractor. 
  
(vii)The interest charge made under this clause may be reduced under the procedures prescribed 
in 32.608-2 of the Federal Acquisition Regulation in effect on the date of this contract. 
 
(j) Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to the 
supplies provided under this contract shall remain with the Contractor until, and shall pass to the 
Government upon: 
 
(1) Delivery of the supplies to a carrier, if transportation is f.o.b. origin; or 
 
(2) Delivery of the supplies to the Government at the destination specified in the contract, if 
transportation is f.o.b. destination. 
 
(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties. 
 
(l) Termination for the Government’s convenience. The Government reserves the right to 
terminate this contract, or any part hereof, for its sole convenience. In the event of such 
termination, the Contractor shall immediately stop all work hereunder and shall immediately 
cause any and all of its suppliers and subcontractors to cease work. Subject to the terms of this 
contract, the Contractor shall be paid a percentage of the contract price reflecting the percentage 
of the work performed prior to the notice of termination, plus reasonable charges the Contractor 
can demonstrate to the satisfaction of the Government using its standard record keeping system, 
have resulted from the termination. The Contractor shall not be required to comply with the cost 
accounting standards or contract cost principles for this purpose. This paragraph does not give 
the Government any right to audit the Contractor’s records. The Contractor shall not be paid for 
any work performed or costs incurred which reasonably could have been avoided. 
 
(m) Termination for cause. The Government may terminate this contract, or any part hereof, for 
cause in the event of any default by the Contractor, or if the Contractor fails to comply with any 
contract terms and conditions, or fails to provide the Government, upon request, with adequate 
assurances of future performance. In the event of termination for cause, the Government shall not 







70T04021Q7672N001 – A0005 
Testing Support Services  


Request for Quote  


Page 32 of 112 
 


be liable to the Contractor for any amount for supplies or services not accepted, and the 
Contractor shall be liable to the Government for any and all rights and remedies provided by law. 
If it is determined that the Government improperly terminated this contract for default, such 
termination shall be deemed a termination for convenience. 
 
(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract 
shall pass to the Government upon acceptance, regardless of when or where the Government 
takes physical possession. 
 
(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are 
merchantable and fit for use for the particular purpose described in this contract. 
 
(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor 
will not be liable to the Government for consequential damages resulting from any defect or 
deficiencies in accepted items. 
 
(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local 
laws, executive orders, rules and regulations applicable to its performance under this contract. 
 
(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply 
with 31 U.S.C. 1352 relating to limitations on the use of appropriated funds to influence certain 
Federal contracts; 18 U.S.C. 431 relating to officials not to benefit; 40 U.S.C. chapter 37, 
Contract Work Hours and Safety Standards; 41 U.S.C. chapter 87, Kickbacks; 41 U.S.C. 
4712 and 10 U.S.C. 2409 relating to whistleblower protections; 49 U.S.C. 40118, Fly American; 
and 41 U.S.C. chapter 21 relating to procurement integrity. 
 
(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by 
giving precedence in the following order: 
 
(1) The schedule of supplies/services. 
 
(2) The Assignments, Disputes, Payments, Invoice, Other Compliances, Compliance with Laws 
Unique to Government Contracts, and Unauthorized Obligations paragraphs of this clause; 
 
(3) The clause at 52.212-5. 
 
(4) Addenda to this solicitation or contract, including any license agreements for computer 
software. 
 
(5) Solicitation provisions if this is a solicitation. 
 
(6) Other paragraphs of this clause. 
 
(7)The Standard Form 1449. 
 
(8) Other documents, exhibits, and attachments. 
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(9) The specification. 
 
(t)[Reserved] 


       
(u) Unauthorized Obligations.  
 
(1) Except as stated in paragraph (u)(2) of this clause, when any supply or service acquired under 
this contract is subject to any End User License Agreement (EULA), Terms of Service (TOS), or 
similar legal instrument or agreement, that includes any clause requiring the Government to 
indemnify the Contractor or any person or entity for damages, costs, fees, or any other loss or 
liability that would create an Anti-Deficiency Act violation (31 U.S.C. 1341), the following shall 
govern: 
 
(i) Any such clause is unenforceable against the Government. 
 
(ii) Neither the Government nor any Government authorized end user shall be deemed to have 
agreed to such clause by virtue of it appearing in the EULA, TOS, or similar legal instrument or 
agreement. If the EULA, TOS, or similar legal instrument or agreement is invoked through an "I 
agree" click box or other comparable mechanism (e.g., "click-wrap" or "browse-wrap" 
agreements), execution does not bind the Government or any Government authorized end user to 
such clause. 
 
(iii)Any such clause is deemed to be stricken from the EULA, TOS, or similar legal instrument 
or agreement. 
 
(2) Paragraph (u)(1) of this clause does not apply to indemnification by the Government that is 
expressly authorized by statute and specifically authorized under applicable agency regulations 
and procedures. 
 
(v) Incorporation by reference. The Contractor’s representations and certifications, including 
those completed electronically via the System for Award Management (SAM), are incorporated 
by reference into the contract. 


 
The following Alternate only applies to time-and-materials or labor-hour portions of the 
requirements:   


Alternate I (Jan 2017). When a time-and-materials or labor-hour contract is contemplated, 
substitute the following paragraphs (a), (e), (i), (l), and (m) for those in the basic clause. 


(a) Inspection/Acceptance. (1) The Government has the right to inspect and test all materials 
furnished and services performed under this contract, to the extent practicable at all places and 
times, including the period of performance, and in any event before acceptance. The Government 
may also inspect the plant or plants of the Contractor or any subcontractor engaged in contract 
performance. The Government will perform inspections and tests in a manner that will not 
unduly delay the work. 
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(2) If the Government performs inspection or tests on the premises of the Contractor or a 
subcontractor, the Contractor shall furnish and shall require subcontractors to furnish all 
reasonable facilities and assistance for the safe and convenient performance of these duties. 


(3) Unless otherwise specified in the contract, the Government will accept or reject services and 
materials at the place of delivery as promptly as practicable after delivery, and they will be 
presumed accepted 60 days after the date of delivery, unless accepted earlier. 


(4) At any time during contract performance, but not later than 6 months (or such other time as 
may be specified in the contract) after acceptance of the services or materials last delivered under 
this contract, the Government may require the Contractor to replace or correct services or 
materials that at time of delivery failed to meet contract requirements. Except as otherwise 
specified in paragraph (a)(6) of this clause, the cost of replacement or correction shall be 
determined under paragraph (i) of this clause, but the "hourly rate" for labor hours incurred in the 
replacement or correction shall be reduced to exclude that portion of the rate attributable to 
profit. Unless otherwise specified below, the portion of the "hourly rate" attributable to profit 
shall be 10 percent. The Contractor shall not tender for acceptance materials and services 
required to be replaced or corrected without disclosing the former requirement for replacement 
or correction, and, when required, shall disclose the corrective action taken. The portion of the 
labor rate attributable to profit is TBD.   


(5)(i) If the Contractor fails to proceed with reasonable promptness to perform required 
replacement or correction, and if the replacement or correction can be performed within the 
ceiling price (or the ceiling price as increased by the Government), the Government may- 


(A) By contract or otherwise, perform the replacement or correction, charge to the Contractor 
any increased cost, or deduct such increased cost from any amounts paid or due under this 
contract; or 


(B) Terminate this contract for cause. 


(ii) Failure to agree to the amount of increased cost to be charged to the Contractor shall be a 
dispute under the Disputes clause of the contract. 


(6) Notwithstanding paragraphs (a)(4) and (5) above, the Government may at any time require 
the Contractor to remedy by correction or replacement, without cost to the Government, any 
failure by the Contractor to comply with the requirements of this contract, if the failure is due to- 


(i) Fraud, lack of good faith, or willful misconduct on the part of the Contractor's managerial 
personnel; or 


(ii) The conduct of one or more of the Contractor’s employees selected or retained by the 
Contractor after any of the Contractor’s managerial personnel has reasonable grounds to believe 
that the employee is habitually careless or unqualified. 


(7) This clause applies in the same manner and to the same extent to corrected or replacement 
materials or services as to materials and services originally delivered under this contract. 
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(8) The Contractor has no obligation or liability under this contract to correct or replace materials 
and services that at time of delivery do not meet contract requirements, except as provided in this 
clause or as may be otherwise specified in the contract. 


(9) Unless otherwise specified in the contract, the Contractor's obligation to correct or replace 
Government-furnished property shall be governed by the clause pertaining to Government 
property. 


(e) Definitions. (1) The clause at FAR 52.202-1, Definitions, is incorporated herein by reference. 
As used in this clause- 


(i) "Direct materials" means those materials that enter directly into the end product, or that are 
used or consumed directly in connection with the furnishing of the end product or service. 


(ii) "Hourly rate" means the rate(s) prescribed in the contract for payment for labor that meets the 
labor category qualifications of a labor category specified in the contract that are- 


(A) Performed by the contractor; 


(B) Performed by the subcontractors; or 


(C) Transferred between divisions, subsidiaries, or affiliates of the contractor under a common 
control. 


(iii) "Materials" means- 


(A) Direct materials, including supplies transferred between divisions, subsidiaries, or affiliates 
of the contractor under a common control; 


(B) Subcontracts for supplies and incidental services for which there is not a labor category 
specified in the contract; 


(C) Other direct costs (e.g., incidental services for which there is not a labor category specified in 
the contract, travel, computer usage charges, etc.); 


(D) The following subcontracts for services which are specifically excluded from the hourly rate: 
TBD; and 


(E) Indirect costs specifically provided for in this clause. 


(iv) "Subcontract" means any contract, as defined in FAR subpart  2.1, entered into with a 
subcontractor to furnish supplies or services for performance of the prime contract or a 
subcontract including transfers between divisions, subsidiaries, or affiliates of a contractor or 
subcontractor. It includes, but is not limited to, purchase orders, and changes and modifications 
to purchase orders. 
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(i) Payments. (1) Work performed. The Government will pay the Contractor as follows upon the 
submission of commercial invoices approved by the Contracting Officer: 


(i) Hourly rate. 


(A) The amounts shall be computed by multiplying the appropriate hourly rates prescribed in the 
contract by the number of direct labor hours performed. Fractional parts of an hour shall be 
payable on a prorated basis. 


(B) The rates shall be paid for all labor performed on the contract that meets the labor 
qualifications specified in the contract. Labor hours incurred to perform tasks for which labor 
qualifications were specified in the contract will not be paid to the extent the work is performed 
by individuals that do not meet the qualifications specified in the contract, unless specifically 
authorized by the Contracting Officer. 


(C) Invoices may be submitted once each month (or at more frequent intervals, if approved by 
the Contracting Officer) to the Contracting Officer or the authorized representative. 


(D) When requested by the Contracting Officer or the authorized representative, the Contractor 
shall substantiate invoices (including any subcontractor hours reimbursed at the hourly rate in the 
schedule) by evidence of actual payment, individual daily job timecards, records that verify the 
employees meet the qualifications for the labor categories specified in the contract, or other 
substantiation specified in the contract. 


(E) Unless the Schedule prescribes otherwise, the hourly rates in the Schedule shall not be varied 
by virtue of the Contractor having performed work on an overtime basis. 


(1) If no overtime rates are provided in the Schedule and the Contracting Officer approves 
overtime work in advance, overtime rates shall be negotiated. 


(2) Failure to agree upon these overtime rates shall be treated as a dispute under the Disputes 
clause of this contract. 


(3) If the Schedule provides rates for overtime, the premium portion of those rates will be 
reimbursable only to the extent the overtime is approved by the Contracting Officer. 


(ii) Materials. 


(A) If the Contractor furnishes materials that meet the definition of a commercial item at 2.101, 
the price to be paid for such materials shall not exceed the Contractor’s established catalog or 
market price, adjusted to reflect the- 


(1) Quantities being acquired; and 


(2) Any modifications necessary because of contract requirements. 
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(B) Except as provided for in paragraph (i)(1)(ii)(A) and (D)(2) of this clause, the Government 
will reimburse the Contractor the actual cost of materials (less any rebates, refunds, or discounts 
received by the contractor that are identifiable to the contract) provided the Contractor- 


(1) Has made payments for materials in accordance with the terms and conditions of the 
agreement or invoice; or 


(2) Makes these payments within 30 days of the submission of the Contractor’s payment request 
to the Government and such payment is in accordance with the terms and conditions of the 
agreement or invoice. 


(C) To the extent able, the Contractor shall- 


(1) Obtain materials at the most advantageous prices available with due regard to securing 
prompt delivery of satisfactory materials; and 


(2) Give credit to the Government for cash and trade discounts, rebates, scrap, commissions, and 
other amounts that are identifiable to the contract. 


(D) Other Costs. Unless listed below, other direct and indirect costs will not be reimbursed. 


(1) Other Direct Costs. The Government will reimburse the Contractor on the basis of actual cost 
for the following, provided such costs comply with the requirements in paragraph (i)(1)(ii)(B) of 
this clause: TBD.  


(2) Indirect Costs (Material Handling, Subcontract Administration, etc.). The Government will 
reimburse the Contractor for indirect costs on a pro-rata basis over the period of contract 
performance at the following fixed price: TBD. 


(2) Total cost. It is estimated that the total cost to the Government for the performance of this 
contract shall not exceed the ceiling price set forth in the Schedule and the Contractor agrees to 
use its best efforts to perform the work specified in the Schedule and all obligations under this 
contract within such ceiling price. If at any time the Contractor has reason to believe that the 
hourly rate payments and material costs that will accrue in performing this contract in the next 
succeeding 30 days, if added to all other payments and costs previously accrued, will exceed 85 
percent of the ceiling price in the Schedule, the Contractor shall notify the Contracting Officer 
giving a revised estimate of the total price to the Government for performing this contract with 
supporting reasons and documentation. If at any time during the performance of this contract, the 
Contractor has reason to believe that the total price to the Government for performing this 
contract will be substantially greater or less than the then stated ceiling price, the Contractor shall 
so notify the Contracting Officer, giving a revised estimate of the total price for performing this 
contract, with supporting reasons and documentation. If at any time during performance of this 
contract, the Government has reason to believe that the work to be required in performing this 
contract will be substantially greater or less than the stated ceiling price, the Contracting Officer 
will so advise the Contractor, giving the then revised estimate of the total amount of effort to be 
required under the contract. 
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(3) Ceiling price. The Government will not be obligated to pay the Contractor any amount in 
excess of the ceiling price in the Schedule, and the Contractor shall not be obligated to continue 
performance if to do so would exceed the ceiling price set forth in the Schedule, unless and until 
the Contracting Officer notifies the Contractor in writing that the ceiling price has been increased 
and specifies in the notice a revised ceiling that shall constitute the ceiling price for performance 
under this contract. When and to the extent that the ceiling price set forth in the Schedule has 
been increased, any hours expended and material costs incurred by the Contractor in excess of 
the ceiling price before the increase shall be allowable to the same extent as if the hours 
expended and material costs had been incurred after the increase in the ceiling price. 


(4) Access to records. At any time before final payment under this contract, the Contracting 
Officer (or authorized representative) will have access to the following (access shall be limited to 
the listing below unless otherwise agreed to by the Contractor and the Contracting Officer): 


(i) Records that verify that the employees whose time has been included in any invoice meet the 
qualifications for the labor categories specified in the contract; 


(ii) For labor hours (including any subcontractor hours reimbursed at the hourly rate in the 
schedule), when timecards are required as substantiation for payment- 


(A) The original timecards (paper-based or electronic); 


(B) The Contractor’s timekeeping procedures; 


(C) Contractor records that show the distribution of labor between jobs or contracts; and 


(D) Employees whose time has been included in any invoice for the purpose of verifying that 
these employees have worked the hours shown on the invoices. 


(iii) For material and subcontract costs that are reimbursed on the basis of actual cost- 


(A) Any invoices or subcontract agreements substantiating material costs; and 


(B) Any documents supporting payment of those invoices. 


(5) Overpayments/Underpayments. Each payment previously made shall be subject to reduction 
to the extent of amounts, on preceding invoices, that are found by the Contracting Officer not to 
have been properly payable and shall also be subject to reduction for overpayments or to increase 
for underpayments. The Contractor shall promptly pay any such reduction within 30 days unless 
the parties agree otherwise. The Government within 30 days will pay any such increases, unless 
the parties agree otherwise. The Contractor’s payment will be made by check. If the Contractor 
becomes aware of a duplicate invoice payment or that the Government has otherwise overpaid on 
an invoice payment, the Contractor shall- 


(i) Remit the overpayment amount to the payment office cited in the contract along with a 
description of the overpayment including the- 
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(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous payment, liquidation 
errors, date(s) of overpayment); 


(B) Affected contract number and delivery order number, if applicable; 


(C) Affected line item or subline item, if applicable; and 


(D) Contractor point of contact. 


(ii) Provide a copy of the remittance and supporting documentation to the Contracting Officer. 


(6)(i) All amounts that become payable by the Contractor to the Government under this contract 
shall bear simple interest from the date due until paid unless paid within 30 days of becoming 
due. The interest rate shall be the interest rate established by the Secretary of the Treasury, as 
provided in 41 U.S.C. 7109, which is applicable to the period in which the amount becomes due, 
and then at the rate applicable for each six month period as established by the Secretary until the 
amount is paid. 


(ii) The Government may issue a demand for payment to the Contractor upon finding a debt is 
due under the contract. 


(iii) Final Decisions. The Contracting Officer will issue a final decision as required by 33.211 if- 


(A) The Contracting Officer and the Contractor are unable to reach agreement on the existence 
or amount of a debt in a timely manner; 


(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer 
within the timeline specified in the demand for payment unless the amounts were not repaid 
because the Contractor has requested an installment payment agreement; or 


(C) The Contractor requests a deferment of collection on a debt previously demanded by the 
Contracting Officer (see FAR 32.607-2). 


(iv) If a demand for payment was previously issued for the debt, the demand for payment 
included in the final decision shall identify the same due date as the original demand for 
payment. 


(v) Amounts shall be due at the earliest of the following dates: 


(A) The date fixed under this contract. 


(B) The date of the first written demand for payment, including any demand for payment 
resulting from a default termination. 


(vi) The interest charge shall be computed for the actual number of calendar days involved 
beginning on the due date and ending on- 
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(A) The date on which the designated office receives payment from the Contractor; 


(B) The date of issuance of a Government check to the Contractor from which an amount 
otherwise payable has been withheld as a credit against the contract debt; or 


(C) The date on which an amount withheld and applied to the contract debt would otherwise 
have become payable to the Contractor. 


(vii) The interest charge made under this clause may be reduced under the procedures prescribed 
in 32.608-2 of the Federal Acquisition Regulation in effect on the date of this contract. 


(viii) Upon receipt and approval of the invoice designated by the Contractor as the "completion 
invoice" and supporting documentation, and upon compliance by the Contractor with all terms of 
this contract, any outstanding balances will be paid within 30 days unless the parties agree 
otherwise. The completion invoice, and supporting documentation, shall be submitted by the 
Contractor as promptly as practicable following completion of the work under this contract, but 
in no event later than 1 year (or such longer period as the Contracting Officer may approve in 
writing) from the date of completion. 


(7) Release of claims. The Contractor, and each assignee under an assignment entered into under 
this contract and in effect at the time of final payment under this contract, shall execute and 
deliver, at the time of and as a condition precedent to final payment under this contract, a release 
discharging the Government, its officers, agents, and employees of and from all liabilities, 
obligations, and claims arising out of or under this contract, subject only to the following 
exceptions. 


(i) Specified claims in stated amounts, or in estimated amounts if the amounts are not susceptible 
to exact statement by the Contractor. 


(ii) Claims, together with reasonable incidental expenses, based upon the liabilities of the 
Contractor to third parties arising out of performing this contract, that are not known to the 
Contractor on the date of the execution of the release, and of which the Contractor gives notice in 
writing to the Contracting Officer not more than 6 years after the date of the release or the date 
of any notice to the Contractor that the Government is prepared to make final payment, 
whichever is earlier. 


(iii) Claims for reimbursement of costs (other than expenses of the Contractor by reason of its 
indemnification of the Government against patent liability), including reasonable incidental 
expenses, incurred by the Contractor under the terms of this contract relating to patents. 


(8) Prompt payment. The Government will make payment in accordance with the Prompt 
Payment Act (31 U.S.C. 3903) and prompt payment regulations at 5 CFR part 1315. 


(9) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-
5(b) for the appropriate EFT clause. 
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(10) Discount. In connection with any discount offered for early payment, time shall be 
computed from the date of the invoice. For the purpose of computing the discount earned, 
payment shall be considered to have been made on the date that appears on the payment check or 
the specified payment date if an electronic funds transfer payment is made. 


(l) Termination for the Government’s convenience. The Government reserves the right to 
terminate this contract, or any part hereof, for its sole convenience. In the event of such 
termination, the Contractor shall immediately stop all work hereunder and shall immediately 
cause any and all of its suppliers and subcontractors to cease work. Subject to the terms of this 
contract, the Contractor shall be paid an amount for direct labor hours (as defined in the 
Schedule of the contract) determined by multiplying the number of direct labor hours expended 
before the effective date of termination by the hourly rate(s) in the contract, less any hourly rate 
payments already made to the Contractor plus reasonable charges the Contractor can demonstrate 
to the satisfaction of the Government using its standard record keeping system that have resulted 
from the termination. The Contractor shall not be required to comply with the cost accounting 
standards or contract cost principles for this purpose. This paragraph does not give the 
Government any right to audit the Contractor’s records. The Contractor shall not be paid for any 
work performed or costs incurred that reasonably could have been avoided. 


(m) Termination for cause. The Government may terminate this contract, or any part hereof, for 
cause in the event of any default by the Contractor, or if the Contractor fails to comply with any 
contract terms and conditions, or fails to provide the Government, upon request, with adequate 
assurances of future performance. In the event of termination for cause, the Government shall not 
be liable to the Contractor for any amount for supplies or services not accepted, and the 
Contractor shall be liable to the Government for any and all rights and remedies provided by law. 
If it is determined that the Government improperly terminated this contract for default, such 
termination shall be deemed a termination for convenience. 


(End of clause)  
 
 
FAR 52.212-5 Contract Terms and Conditions Required to Implement Statutes or 
Executive Orders-Commercial Items (Jan 2021) 
 
(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 
 
(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 
(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or 
Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-
91). 
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(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Aug 2020) (Section 889(a)(1)(A) of Pub. L. 115-232). 
 
(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015). 
 
(5) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553). 
 
(6) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-77 and 
108-78 ( 19 U.S.C. 3805 note)). 
 
(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting 
Officer has indicated as being incorporated in this contract by reference to implement provisions 
of law or Executive orders applicable to acquisitions of commercial items: 
 
    _X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (June 2020), 
with Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 
 
            _X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun 2020) (41 
U.S.C. 3509)). 
 
            __ (3) 52.203-15, Whistleblower Protections under the American Recovery and 
Reinvestment Act of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts 
funded by the American Recovery and Reinvestment Act of 2009.) 
 
            _X_ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract 
Awards (Jun 2020) (Pub. L. 109-282) ( 31 U.S.C. 6101 note). 
 
            __ (5) [Reserved]. 
 
            _X_ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-
117, section 743 of Div. C). 
 
            __ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery 
Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 
 
             _X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with 
Contractors Debarred, Suspended, or Proposed for Debarment. (Jun 2020) (31 U.S.C. 6101 
note). 
 
             _X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility 
Matters (Oct 2018) (41 U.S.C. 2313). 
 
            __ (10) [Reserved]. 
 
          __ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Mar 2020) (15 
U.S.C. 657a). 
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                  __ (ii) Alternate I (Mar 2020) of 52.219-3. 
 
           _X_ (12)(i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small 
Business Concerns (Mar 2020) (if the offeror elects to waive the preference, it shall so indicate 
in its offer) (15 U.S.C. 657a).  
 
                  __ (ii) Alternate I (Mar 2020) of 52.219-4. 
 
            __ (13) [Reserved] 
 
          __ (14)(i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2020) (15 U.S.C. 
644). 
 
                  __ (ii) Alternate I (Mar 2020) of 52.219-6. 
 
          _X_ (15)(i) 52.219-7, Notice of Partial Small Business Set-Aside (Nov 2020) (15 U.S.C. 
644). ITSS is subject to a small business set-aside. Fill-In: Offeror shall submit a separate 
offer for each portion of the solicitation for which it wants to compete (i.e., set-aside 
portion, non-set-aside portion, or both).  
 
                  __ (ii) Alternate I (Mar 2020) of 52.219-7. 
 
             _X_ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 
637(d)(2) and (3)). 
 
           __ (17)(i) 52.219-9, Small Business Subcontracting Plan (Jun 2020) (15 U.S.C. 
637(d)(4)). 
 
                  __ (ii) Alternate I (Nov 2016) of 52.219-9. 
 
                   __ (iii) Alternate II (Nov 2016) of 52.219-9. 
 
                  __ (iv) Alternate III (Jun 2020) of 52.219-9. 
 
                  __ (v) Alternate IV (Jun 2020) of 52.219-9 
 
          __ (18)(i) 52.219-13, Notice of Set-Aside of Orders (Mar 2020) (15 U.S.C. 644(r)). 
 
                  __ (ii) Alternate I (Mar 2020) of 52.219-13. 
 
             _X_ (19) 52.219-14, Limitations on Subcontracting (Mar 2020) (15 U.S.C. 637(a)(14)). 
Fill In: By the end of the base term of the contract and then by the end of each subsequent 
option period. 
 
            _X_ (20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 
637(d)(4)(F)(i)). 
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            __ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside 
(Mar 2020) (15 U.S.C. 657f). 
 
          _X_ (22)(i) 52.219-28, Post Award Small Business Program Rerepresentation (Nov 2020) 
(15 U.S.C. 632(a)(2)). 
 
                  __ (ii) Alternate I (MAR 2020) of 52.219-28. 
 
            __ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 
Disadvantaged Women-Owned Small Business Concerns (Mar 2020) (15 U.S.C. 637(m)). 
 
            __ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned 
Small Business Concerns Eligible Under the Women-Owned Small Business Program 
(Mar2020) (15 U.S.C. 637(m)). 
 
            __ (25) 52.219-32, Orders Issued Directly Under Small Business Reserves (Mar 2020) 
(15 U.S.C. 644(r)). 
 
            __ (26) 52.219-33, Nonmanufacturer Rule (Mar 2020) (15U.S.C. 637(a)(17)). 
 
            _X_ (27) 52.222-3, Convict Labor (Jun 2003) (E.O.11755). 
 
            __ (28) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Jan2020) 
(E.O.13126). 
 
            _X_ (29) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
 
          _X_ (30)(i) 52.222-26, Equal Opportunity (Sep 2016) (E.O.11246). 
 
                  __ (ii) Alternate I (Feb 1999) of 52.222-26. 
 
          _X_ (31)(i) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212). 
 
                  __ (ii) Alternate I (Jul 2014) of 52.222-35. 
 
          _X_ (32)(i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 
U.S.C. 793). 
 
                  __ (ii) Alternate I (Jul 2014) of 52.222-36. 
 
            _X_ (33) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212). 
 
            _X_ (34) 52.222-40, Notification of Employee Rights Under the National Labor 
Relations Act (Dec 2010) (E.O. 13496). 
 
          _X_ (35)(i) 52.222-50, Combating Trafficking in Persons (Oct 2020) (22 U.S.C. chapter 
78 and E.O. 13627). 
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                  __ (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
 
            _X_ (36) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 
12989). (Not applicable to the acquisition of commercially available off-the-shelf items or 
certain other types of commercial items as prescribed in 22.1803.) 
 
          __ (37)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–
Designated Items (May 2008) ( 42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition 
of commercially available off-the-shelf items.) 
 
                  __ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable 
to the acquisition of commercially available off-the-shelf items.) 
 
            __ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 
Hydrofluorocarbons (Jun 2016) (E.O. 13693). 
 
            __ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment 
and Air Conditioners (Jun 2016) (E.O. 13693). 
 
          __ (40)(i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) 
(E.O.s 13423 and 13514). 
 
                  __ (ii) Alternate I (Oct 2015) of 52.223-13. 
 
          __ (41)(i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 
13423 and 13514). 
 
                  __ (ii) Alternate I (Jun2014) of 52.223-14. 
 
            __ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (May 2020) (42 
U.S.C. 8259b). 
 
          __ (43)(i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products 
(Oct 2015) (E.O.s 13423 and 13514). 
 
                  __ (ii) Alternate I (Jun 2014) of 52.223-16. 
 
            _X_ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While 
Driving (Jun 2020) (E.O. 13513). 
 
            __ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 
 
            __ (46) 52.223-21, Foams (Jun2016) (E.O. 13693). 
 
          _X_ (47)(i) 52.224-3 Privacy Training (Jan 2017) (5 U.S.C. 552 a). 
 







70T04021Q7672N001 – A0005 
Testing Support Services  


Request for Quote  


Page 46 of 112 
 


                   X  (ii) Alternate I (Jan 2017) of 52.224-3. 
Clause subject to FAR Class Deviation 17-003. See clause and deviation in full text, below. 
 
            __ (48) 52.225-1, Buy American-Supplies (Jan2021) (41 U.S.C. chapter 83). 
 
          __ (49)(i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (Jan 
2021)(41 U.S.C.chapter83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 
U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-
283, 110-138, 112-41, 112-42, and 112-43. 
 
                  __ (ii) Alternate I (Jan 2021) of 52.225-3. 
 
                  __ (iii) Alternate II (Jan 2021) of 52.225-3. 
 
                  __ (iv) Alternate III (Jan 2021) of 52.225-3. 
 
            __ (50) 52.225-5, Trade Agreements (Oct 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 
note). 
 
            _X_ (51) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, 
proclamations, and statutes administered by the Office of Foreign Assets Control of the 
Department of the Treasury). 
 
            __ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. 2302Note). 
 
            __ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov2007) (42 U.S.C. 
5150). 
 
            __ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 
(Nov2007) (42 U.S.C. 5150). 
 
            _X_ (55) 52.229-12, Tax on Certain Foreign Procurements (Jun 2020). 
 
            __ (56) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) 
(41 U.S.C. 4505, 10 U.S.C. 2307(f)). 
 
            __ (57) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 
4505, 10 U.S.C. 2307(f)). 
 
            _X_ (58) 52.232-33, Payment by Electronic Funds Transfer-System for Award 
Management (Oct2018) (31 U.S.C. 3332). 
 
            __ (59) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award 
Management (Jul 2013) (31 U.S.C. 3332). 
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            __ (60) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 
 
            _X_ (61) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 
 
            _X_ (62) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 
637(d)(13)). 
 
          __ (63)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 
2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). 
 
                  __ (ii) Alternate I (Apr 2003) of 52.247-64. 
 
                  __ (iii) Alternate II (Feb 2006) of 52.247-64. 
 
      (c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 
 
            _X_ (1) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter67). 
 
            _X_ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 
U.S.C. 206 and 41 U.S.C. chapter 67). 
 
            _X_ (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (Multiple Year and Option Contracts) (Aug 2018) (29 U.S.C. 206 and 41 U.S.C. 
chapter 67). 
 
           _X_ (4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (May 2014) ( 29U.S.C.206 and 41 U.S.C. chapter 67). 
 
            __ (5) 52.222-51, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 
2014) (41 U.S.C. chapter 67). 
 
            __ (6) 52.222-53, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67). 
 
            _X_ (7) 52.222-55, Minimum Wages Under Executive Order 13658 (Nov 2020). 
 
            __ (8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 
13706). 
 
            __ (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020) 
(42 U.S.C. 1792). 
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      (d) Comptroller General Examination of Record. The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of 
this contract, and does not contain the clause at 52.215-2, Audit and Records-Negotiation. 
 
           (1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor’s directly 
pertinent records involving transactions related to this contract. 
 
           (2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 
Records Retention, of the other clauses of this contract. If this contract is completely or partially 
terminated, the records relating to the work terminated shall be made available for 3 years after 
any resulting final termination settlement. Records relating to appeals under the disputes clause 
or to litigation or the settlement of claims arising under or relating to this contract shall be made 
available until such appeals, litigation, or claims are finally resolved. 
 
           (3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 
course of business or pursuant to a provision of law. 
 
      (e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of 
this clause, the Contractor is not required to flow down any FAR clause, other than those in this 
paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the 
extent of the flow down shall be as required by the clause- 
 
                (i) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun 2020) (41 U.S.C. 
3509). 
 
                (ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements 
or Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 
 
                (iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 
of Pub. L. 115-91). 
 
                (iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Aug 2020) (Section 889(a)(1)(A) of Pub. L. 115-232). 
 
                (v) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) 
and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract 
(except subcontracts to small business concerns) exceeds the applicable threshold specified in 
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FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in 
lower tier subcontracts that offer subcontracting opportunities. 
 
                (vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
 
                (vii) 52.222-26, Equal Opportunity (Sep 2015) (E.O.11246). 
 
                (viii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212). 
 
                (ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C. 
793). 
 
                (x) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212). 
 
                (xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations 
Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR 
clause 52.222-40. 
 
                (xii) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 67). 
 
                (xiii) 
 
(A) 52.222-50, Combating Trafficking in Persons (Oct 2020) (22 U.S.C. chapter 78 and E.O 
13627). 
 
                     (B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
 
                (xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements 
(May2014) (41 U.S.C. chapter 67). 
 
                (xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67). 
 
                (xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E.O. 12989). 
 
                (xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Nov 2020). 
 
                (xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 
13706). 
 
                (xix) 
 
(A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 
 
                     (B) Alternate I (Jan 2017) of 52.224-3. 
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                (xx) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. 2302 Note). 
 
                (xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 
2020) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 
52.226-6. 
 
                (xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 
2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with 
paragraph (d) of FAR clause 52.247-64. 
 
           (2) While not required, the Contractor may include in its subcontracts for commercial 
items a minimal number of additional clauses necessary to satisfy its contractual obligations. 


 
(End of clause) 


 
FAR 52.217-6 Option for Increased Quantity (Mar 1989) 


The Government may increase the quantity of supplies called for in the Schedule at the unit price 
specified. The Contracting Officer may exercise the option by written notice to the Contractor 
within the entire BPA period of performance. Delivery of the added items shall continue at the 
same rate as the like items called for under the contract, unless the parties otherwise agree. 


(End of clause) 


FAR 52.217-7 Option for Increased Quantity-Separately Price Line Item (Mar 1989)  


The Government may require the delivery of the numbered line item, identified in the Schedule 
as an option item, in the quantity and at the price stated in the Schedule. The Contracting Officer 
may exercise the option by written notice to the Contractor within the entire BPA period of 
performance. Delivery of added items shall continue at the same rate that like items are called for 
under the contract, unless the parties otherwise agree. 


(End of clause) 


FAR 52.217-9 Option to Extend the Terms of the Contract (Mar 2000) 
 
(a) The Government may extend the term of this contract by written notice to the Contractor 
within 60 days provided that the Government gives the Contractor a preliminary written notice of 
its intent to extend at least 60 days before the contract expires. The preliminary notice does not 
commit the Government to an extension. 
 
(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 
 
(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed five (5) years. 
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(End of clause) 


FAR 52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business 
Concerns (Mar 2020)(DEVIATION 19-01)  
 
(a) Definitions. As used in this clause —  
 
“HUBZone small business concern” means a small business concern, certified by the Small 
Business Administration (SBA), that appears on the List of Qualified HUBZone Small Business 
Concerns maintained by the SBA (13 CFR 126.103). “Similarly situated entity” means a first-tier 
subcontractor, including an independent contractor, that has the same small business program 
status as that which qualified the prime contractor for the award, and that is considered small for 
the NAICS code the prime contractor assigned to the subcontract the subcontractor will perform. 
An example of a similarly situated entity is a first-tier subcontractor that is a HUBZone small 
business concern for a HUBZone setaside or sole source award under the HUBZone Program.  
 
(b) Evaluation preference.  
 
(1) Offers will be evaluated by adding a factor of 10 percent to the price of all offers, except—  
 
(i) Offers from HUBZone small business concerns that have not waived the evaluation 
preference; and  
     
(ii) Otherwise successful offers from small business concerns.  
 
(2) The factor of 10 percent shall be applied on a line item basis or to any group of items on 
which award may be made. Other evaluation factors described in the solicitation shall be applied 
before application of the factor.  
(3) When the two highest rated offerors are a HUBZone small business concern and a large 
business, and the evaluated offer of the HUBZone small business concern is equal to the 
evaluated offer of the large business after considering the price evaluation preference, award will 
be made to the HUBZone small business concern.  
 
(c) Waiver of evaluation preference.  
 
A HUBZone small business concern may elect to waive the evaluation preference, in which case 
the factor will be added to its offer for evaluation purposes. The agreements in paragraphs (e), 
(f), and (g) of this clause do not apply if the offeror has waived the evaluation preference.  
 
__ Offeror elects to waive the evaluation preference.  
 
(d) Independent contractors. An independent contractor shall be considered a subcontractor.  
 
(e) Agreement. By submission of an offer and execution of a contract, a HUBZone small 
business concern agrees (unless the price evaluation preference is waived by the offeror) that, in 
the case of a contract for—  
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(1) Services (except construction), it will not pay more than 50 percent of the amount paid by the 
Government for contract performance to subcontractors that are not similarly situated entities. 
Any work that a similarly situated entity further subcontracts will count toward the 50 percent 
subcontract amount that cannot be exceeded;  
 
(2) Supplies (other than procurement from a nonmanufacturer of such supplies), it will not pay 
more than 50 percent of the amount paid by the Government for contract performance, excluding 
the cost of materials, to subcontractors that are not similarly situated entities. Any work that a 
similarly situated entity further subcontracts will count toward the 50 percent subcontract amount 
that cannot be exceeded;  
 
(3) General construction, it will not pay more than 85 percent of the amount paid by the 
Government for contract performance, excluding the cost of materials, to subcontractors that are 
not similarly situated entities. Any work that a similarly situated entity further subcontracts will 
count toward the 85 percent subcontract amount that cannot be exceeded; or  
 
(4) Construction by special trade contractors, it will not pay more than 75 percent of the amount 
paid by the Government for contract performance, excluding the cost of materials, to 
subcontractors that are not similarly situated entities. Any work that a similarly situated entity 
further subcontracts will count toward the 75 percent subcontract amount that cannot be 
exceeded.  
 
(f) A HUBZone joint venture agrees that the aggregate of the HUBZone small business  
concerns to the joint venture, not each concern separately, will perform the applicable 
requirements specified in paragraph (e) of this clause.  
  
(g) (1)Unless SBA has waived the requirements of paragraphs (g)(1)(i) through (iii) of this 
clause in accordance with 13 CFR 121.1204, a HUBZone small business concern that provides 
an end item it did not manufacture, process, or produce, shall—  
 
(i) Provide an end item that a small business has manufactured, processed, or produced in the 
United States or its outlying areas;  
 
(ii) Be primarily engaged in the retail or wholesale trade and normally sell the type of item being 
supplied; and  
 
(iii) Take ownership or possession of the item(s) with its personnel, equipment, or facilities in a 
manner consistent with industry practice; for example, providing storage, transportation, or 
delivery. 
 
(2) Paragraph (g) clause does not apply in connection to construction or service contracts, or 
when the price evaluation preference is waived by the offeror.  
 
 (h)  Notice. The HUBZone small business offeror acknowledges that a prospective  
 HUBZone awardee must be a HUBZone small business concern at the time of award of this  
 contract. The HUBZone offeror shall provide the Contracting Officer a  copy of the  notice  
 required by 13 CFR 126.501 if material changes occur before contract award that could affect its  
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 HUBZone eligibility. If the apparently successful HUBZone offeror is not a HUBZone small  
 business concern at the time of award of this contract, the Contracting Officer will proceed to   
award to the next otherwise successful HUBZone small business concern or other offeror.  
  


(End of clause) 
 


FAR 52.224-3 Privacy Training – Alternate I (DEVIATION 17-03) 
 
(a) Definition. As used in this clause, personally identifiable information means information that 
can be used to distinguish or trace an individual’s identity, either alone or when combined with  
other information that is linked or linkable to a specific individual. (See Office of Management  
and Budget (OMB) Circular A–130, Managing Federal Information as a Strategic Resource). 
 
(b) The Contractor shall ensure that initial privacy training, and annual privacy training  
thereafter, is completed by contractor employees who— 
 
(1) Have access to a system of records; 
 
(2) Create, collect, use, process, store, maintain, disseminate, disclose, dispose, or otherwise  
handle personally identifiable information on behalf of an agency; or 
 
(3) Design, develop, maintain, or operate a system of records (see also FAR subpart 24.1 and  
39.105). 
 
(c) The contracting agency will provide initial privacy training, and annual privacy training  
thereafter, to Contractor employees for the duration of this contract.  Contractor employees shall  
satisfy this requirement by completing Privacy at DHS: Protecting Personal Information 
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  Training 
shall be completed within 30 days of contract award and be completed on an annual basis 
thereafter not later than October 31st of each year. 
 
(d) The Contractor shall maintain and, upon request, provide documentation of completion of 
privacy  
training to the Contracting Officer. 
 
(e) The Contractor shall not allow any employee access to a system of records, or permit any  
employee to create, collect, use, process, store, maintain, disseminate, disclose, dispose or  
otherwise handle personally identifiable information, or to design, develop, maintain, or operate 
a system of records unless the employee has completed privacy training, as required by this 
clause. 
 
(f) The substance of this clause, including this paragraph (f), shall be included in all  
subcontracts under this contract, when subcontractor employees will— 
 
(1)  Have access to a system of records; 
 
(2) Create, collect, use, process, store, maintain, disseminate, disclose, dispose, or otherwise  
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handle personally identifiable information; or 
 
(3) Design, develop, maintain, or operate a system of records. 
 


(End of clause) 
 
FAR 52.225 Trade Agreements (Jul 2020)(DEVIATION 20-07)  


(a) Definitions. As used in this clause. 


Caribbean Basin country end product—  


(1) Means an article that—  


(i)(A) Is wholly the growth, product, or manufacture of a Caribbean Basin country; or  


(B) In the case of an article that consists in whole or in part of materials from another country, 
has been substantially transformed in a Caribbean Basin country into a new and different article 
of commerce with a name, character, or use distinct from that of the article or articles from 
which it was transformed; and  


(ii) Is not excluded from duty-free treatment for Caribbean countries under 19 U.S.C. 2703(b).  


(A) For this reason, the following articles are not Caribbean Basin country end products:  


(1) Tuna, prepared or preserved in any manner in airtight containers;  


(2) Petroleum, or any product derived from petroleum;  


(3) Watches and watch parts (including cases, bracelets, and straps) of whatever type including, 
but not limited to, mechanical, quartz digital, or quartz analog, if such watches or watch parts 
contain any material that is the product of any country to which the Harmonized Tariff Schedule 
of the United States (HTSUS) column 2 rates of duty apply (i.e., Afghanistan, Cuba, Laos, North 
Korea, and Vietnam); and  


(4) Certain of the following: textiles and apparel articles; footwear, handbags, luggage, flat 
goods, work gloves, and leather wearing apparel; or handloomed, handmade, and folklore 
articles;  


(B) Access to the HTSUS to determine duty-free status of articles of these types is available at 
https://usitc.gov/tata/hts/index.htm. In particular, see the following:  


(1) General Note 3(c), Products Eligible for Special Tariff treatment.  


(2) General Note 17, Products of Countries Designated as Beneficiary Countries under the 
United States-Caribbean Basin Trade Partnership Act of 2000.  
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(3) Section XXII, Chapter 98, Subchapter II, Articles Exported and Returned, Advanced or 
Improved Abroad, U.S. Note 7(b).  


(4) Section XXII, Chapter 98, Subchapter XX, Goods Eligible for Special Tariff Benefits under 
the United States-Caribbean Basin Trade Partnership Act; and  


(2) Refers to a product offered for purchase under a supply contract, but for purposes of 
calculating the value of the acquisition, includes services (except transportation services) 
incidental to the article, provided that the value of those incidental services does not exceed that 
of the article itself. 


Designated country means any of the following countries: 


(1) A World Trade Organization Government Procurement Agreement (WTO GPA) country 
(Armenia, Aruba, Australia, Austria, Belgium, Bulgaria, Canada, Croatia, Cyprus, Czech 
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hong Kong, Hungary, Iceland, 
Ireland, Israel, Italy, Japan, Korea (Republic of), Latvia, Liechtenstein, Lithuania, Luxembourg, 
Malta, Moldova, Montenegro, Netherlands, New Zealand, Norway, Poland, Portugal, Romania, 
Singapore, Slovak Republic, Slovenia, Spain, Sweden, Switzerland, Taiwan (known in the 
World Trade Organization as “the Separate Customs Territory of Taiwan, Penghu, Kinmen and 
Matsu (Chinese Taipei)”), Ukraine, or United Kingdom); 


(2) A Free Trade Agreement (FTA) country (Australia, Bahrain, Chile, Colombia, Costa Rica, 
Dominican Republic, El Salvador, Guatemala, Honduras, Korea (Republic of), Mexico, 
Morocco, Nicaragua, Oman, Panama, Peru, or Singapore); 


(3) A least developed country (Afghanistan, Angola, Bangladesh, Benin, Bhutan, Burkina Faso, 
Burundi, Cambodia, Central African Republic, Chad, Comoros, Democratic Republic of Congo, 
Djibouti, Equatorial Guinea, Eritrea, Ethiopia, Gambia, Guinea, Guinea-Bissau, Haiti, Kiribati, 
Laos, Lesotho, Liberia, Madagascar, Malawi, Mali, Mauritania, Mozambique, Nepal, Niger, 
Rwanda, Samoa, Sao Tome and Principe, Senegal, Sierra Leone, Solomon Islands, Somalia, 
South Sudan, Tanzania, Timor-Leste, Togo, Tuvalu, Uganda, Vanuatu, Yemen, or Zambia); or 


(4) A Caribbean Basin country (Antigua and Barbuda, Aruba, Bahamas, Barbados, Belize, 
Bonaire, British Virgin Islands, Curacao, Dominica, Grenada, Guyana, Haiti, Jamaica, 
Montserrat, Saba, St. Kitts and Nevis, St. Lucia, St. Vincent and the Grenadines, Sint Eustatius, 
Sint Maarten, or Trinidad and Tobago). 


Designated country end product means a WTO GPA country end product, an FTA country end 
product, a least developed country end product, or a Caribbean Basin country end product. 


End product means those articles, materials, and supplies to be acquired under the contract for 
public use. 


Free Trade Agreement country end product means an article that— 


(1) Is wholly the growth, product, or manufacture of a Free Trade Agreement (FTA) country; or 
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(2) In the case of an article that consists in whole or in part of materials from another country, 
has been substantially transformed in an FTA country into a new and different article of 
commerce with a name, character, or use distinct from that of the article or articles from which it 
was transformed. The term refers to a product offered for purchase under a supply contract, but 
for purposes of calculating the value of the end product includes services (except transportation 
services) incidental to the article, provided that the value of those incidental services does not 
exceed that of the article itself. 


Least developed country end product means an article that— 


(1) Is wholly the growth, product, or manufacture of a least developed country; or 


(2) In the case of an article that consists in whole or in part of materials from another country, 
has been substantially transformed in a least developed country into a new and different article of 
commerce with a name, character, or use distinct from that of the article or articles from which it 
was transformed. The term refers to a product offered for purchase under a supply contract, but 
for purposes of calculating the value of the end product, includes services (except transportation 
services) incidental to the article, provided that the value of those incidental services does not 
exceed that of the article itself. 


United States means the 50 States, the District of Columbia, and outlying areas. 


U.S.-made end product means an article that is mined, produced, or manufactured in the United 
States or that is substantially transformed in the United States into a new and different article of 
commerce with a name, character, or use distinct from that of the article or articles from which it 
was transformed., 


WTO GPA country end product means an article that— 


(1) Is wholly the growth, product, or manufacture of a WTO GPA country; or 


(2) In the case of an article that consists in whole or in part of materials from another country, 
has been substantially transformed in a WTO GPA country into a new and different article of 
commerce with a name, character, or use distinct from that of the article or articles from which it 
was transformed. The term refers to a product offered for purchase under a supply contract, but 
for purposes of calculating the value of the end product includes services, (except transportation 
services) incidental to the article, provided that the value of those incidental services does not 
exceed that of the article itself. 


(b) Delivery of end products. The Contracting Officer has determined that the WTO GPA and 
FTAs apply to this acquisition. Unless otherwise specified, these trade agreements apply to all 
items in the Schedule. The Contractor shall deliver under this contract only U.S.-made or 
designated country end products except to the extent that, in its offer, it specified delivery of 
other end products in the provision entitled “Trade Agreements Certificate.” 


(End of clause)  
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FAR 52.232-40 Providing Payments to Small Business Subcontractors (Dec 2013)  
 
(a)(l) In accordance with 31 U.S.C. 3903 and 10 U.S.C. 2307, upon receipt of 
accelerated payments from the Government, the Contractor shall make accelerated 
payments to its small business subcontractors under this contract in accordance with 
the accelerated payment date established, to the maximum extent practicable and prior 
to when such payment is otherwise required under the applicable contract or 
subcontract, with a goal of 15 days after receipt of a proper invoice and all other 
required documentation from the small business subcontractor if a specific payment 
date is not established by contract. 
 


(2) The Contractor agrees to make such payments to its small business 
subcontractors without any further consideration from or fees charged to the 
subcontractor. 
 


(b) The acceleration of payments under this clause does not provide any 
new rights under the Prompt Payment Act. 
 


(c) Include the substance of this clause, including this paragraph (c), in all 
subcontracts with small business concerns, including subcontracts with small business 
concerns for the acquisition of commercial items. 
 


(End of clause)  
 
FAR 52.252-6 Authorized Deviations in Clauses (Nov 2020)  


(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR 
Chapter 1) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" 
after the date of the clause. 


(b) The use in this solicitation or contract of any Homeland Security Acquisition Regulation (48 
CFR 30) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" 
after the name of the regulation. 


(End of clause) 
 


Homeland Security Acquisition Regulation (HSAR) Provisions and Clauses  
 
The following HSAR provisions and clauses shall apply to the BPA. In the event that any of 
these clauses conflict with the GSA Multiple Award Schedule contract, the GSA Schedule shall 
take precedence  
 
3052.212-70 Contract Terms and Conditions Applicable to DHS Acquisition of Commercial 
Items (Sep 2012) 
 
(a) Provisions.  
 
____3052.209-72 Organizational Conflicts of Interest.  







70T04021Q7672N001 – A0005 
Testing Support Services  


Request for Quote  


Page 58 of 112 
 


 
____3052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment Clause.  
 
____3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor Protégé 
Program.  
 
(b) Clauses.  
 
__X_3052.203-70 Instructions for Contractor Disclosure of Violations.  
 
__X_3052.204-70 Security Requirements for Unclassified Information Technology Resources. 
Fill-in: 60-days. 
 
__X_3052.204-71 Contractor Employee Access.  
 
__X_ Alternate I  
__X_3052.205-70 Advertisement, Publicizing Awards, and Releases.  
 
____3052.209-73 Limitation on Future Contracting.  
 
__X_3052.215-70 Key Personnel or Facilities.  
 


ATSS:  
 
Please see Attachment ATSS-4 – Performance Work Statement for a list of Key Personnel 
or Facilities.  


ITSS: 


Please see Attachment ITSS-4 – Statement of Work for a list of Key Personnel or Facilities 


 
____3052.216-71 Determination of Award Fee.  
 
____3052.216-72 Performance Evaluation Plan.  
 
____3052.216-73 Distribution of Award Fee.  
 
 
 
__X_3052.219-71 DHS Mentor Protégé Program.  
 
____3052.228-70 Insurance.  
 
____3052.236-70 Special Provisions for Work at Operating Airports.  
 
__X_3052.242-72 Contracting Officer’s Technical Representative.  
 







70T04021Q7672N001 – A0005 
Testing Support Services  


Request for Quote  


Page 59 of 112 
 


____3052.247-70 F.o.B. Origin Information.  
 
____Alternate I  
 
____Alternate II  
 
____3052.247-71 F.o.B. Origin Only.  
 
____3052.247-72 F.o.B. Destination Only.  
 


(End of clause) 
 
TSA Instructions   
 
The following instructions shall apply to the BPA and, shall, unless otherwise specified, also 
apply to all BPA Orders. 
 
TSA-INSTR:  CONTRACTING OFFICER’S REPRESENTATIVE (COR) AND 
TECHNICAL MONITORS  (SEP 2020) 
 
The principle role of the COR is to support the Contracting Officer in managing the contract.  
This is done through furnishing technical direction within the confines of the contract, 
monitoring performance, ensuring requirements are met within the terms of the contract, and 
maintaining a strong relationship with the Contracting Officer.  As a team the Contracting 
Officer and COR must ensure that program requirements are clearly communicated and that the 
agreement is performed to meet them.  The principle role of the Technical Monitor (TM) is to 
support the COR on all work orders, tasks, deliverables and actions that require immediate 
attention relating to the approved scope and obligated funding of the contract action.   
    
The COR(s) and TM(s) may be changed at any time by the Government without prior notice to 
the Contractor, but notification of the change, including the name and phone number of the 
successor COR, will be promptly provided to the Contractor by the Contracting Officer in 
writing. 
 
The responsibilities and limitations of the COR are as follows: 


 
 The COR is responsible for the technical aspects of the project and technical liaison with 


the Contractor.  The COR is also responsible for the final inspection and acceptance of all 
reports and such other responsibilities as may be specified in the contract. 


 The COR may designate assistant COR(s) to act for him/her by naming such assistant in 
writing and transmitting a copy of such designation through the Contracting Officer to 
the Contractor.  


 The COR will maintain communications with the Contractor and the Contracting Officer.  
The COR must report any observed fraud, waste, or opportunities to improve 
performance of cost efficiency to the Contracting Officer. 
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 The COR will immediately alert the Contracting Officer to any possible Contractor 
deficiencies or questionable practices so that corrections can be made before the 
problems become significant. 


 The COR is not authorized to make any commitments or otherwise obligate the 
Government or authorize any changes which affect the contract’s price, terms or 
conditions.  Any Contractor request for changes shall be referred to the Contracting 
Officer directly or through the COR.  No such changes shall be made without the 
expressed prior authorization of the Contracting Officer.   


 The COR is not authorized to direct the Contractor on how to perform the work. 
 The COR is not authorized to issue stop-work orders.  The COR may recommend the 


authorization by the Contracting Officer to issue a stop work order, but the Contracting 
Officer is the only official authorized to issue such order. 


 The COR is not authorized to discuss new proposed efforts or encourage the Contractor 
to perform additional efforts on an existing contract or order. 


 
The responsibilities and limitations of the TM are as follows: 
 


 Coordinating with the COR on all work orders, task, deliverables and actions that require 
immediate attention relating to the approved scope and obligated funding of the contract 
action. 


 Monitoring the Contractor’s performance in relation to the technical requirements of the 
assigned functional area of the contract to ensure that the Contractor’s performance is 
strictly within the contract’s scope and obligated funding.  


 Ensuring that all recommended changes in any work under the contract are coordinated 
and submitted in writing to the COR for consideration.  


 Informing the COR if the Contractor is not meeting performance, cost, schedule 
milestones.  


 Performing technical reviews of the Contractor’s proposals as directed by the COR.  
 Performing acceptance of the Contractor’s deliverables as directed by the COR.  
 Reporting any threats to the health and safety of persons or potential for damage to 


Government property or critical national infrastructure which may result from the 
Contractor’s performance or failure to perform the contract’s requirements. 


 
TSA will provide the name if the COR and Technical Monitor(s) if any, following award.  
 
TSA-INSTR:  SUBMISSION OF INVOICES (SEP 2020) 
 
Background:  The Transportation Security Administration (TSA) partners with the United States 
Coast Guard Finance Center for financial services in support of TSA operations, including the 
payment of contractor invoices.  Therefore, all contractor invoices must be submitted to, and will 
be paid by, the U.S. Coast Guard Finance Center (FinCen). 
 
Invoice Submission Method:  Invoices may be submitted via facsimile, U.S. Mail, or email.  
Contractors shall utilize ONLY ONE method per invoice submission.  The submission 
information for each of the methods is as follows in order of preference: 
 


1. Facsimile number is:  757-413-7314 
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 The facsimile number listed above shall be used by contractors for ORIGINAL invoice 
submission only.  If facsimile submission is utilized, contractors shall not submit hard copies of 
invoices via the U.S. mail.  It is the responsibility of the contractor to verify that invoices are 
received, regardless of the method of submission used.  Contractors may inquire regarding the 
receipt of invoices by contacting the U.S. Coast Guard Finance Center via the methods listed in 
subparagraph (d) of this instruction. 
 


2. Address to mail invoices: 
United States Coast Guard Finance Center 
TSA Commercial Invoices 
P.O. Box 4111 
Chesapeake, VA 23327-4111 


 
3.  Email Address:  FIN-SMB-TSAInvoices@uscg.mil  or www.fincen.uscg.mil 


 
Invoice Process:  Upon receipt of contractor invoices, FinCen will electronically route invoices 
to the appropriate TSA Contracting Officer’s Representative and/or Contracting Officer for 
review and approval.  Upon approval, the TSA will electronically route the invoices back to 
FinCen.  Upon receipt of certified invoices from an Authorized Certifying Official, FinCen will 
initiate payment of the invoices.   
 
Discounts on invoices.  If desired, the Contractor should offer discounts directly upon the 
invoice submitted, clearly specifying the terms of the discount.  Contractors can structure 
discounted amounts for payment for any time period less than the usual thirty day payment 
period specified under Prompt Payment requirements; however, the Contractor should not 
structure terms for payment of net amounts invoiced any sooner than the standard period 
required under FAR Subpart 32.9 regarding prompt payments for the specified deliverables 
under contract. 
 


Discounts offered after invoice submission.  If the Contractor should wish to offer a discount 
on a specific invoice after its submission for payment, the Contractor should submit a letter 
to the Finance Center identifying the specific invoice for which a discount is offered and 
specify the exact terms of the discount offered and what time period the Government should 
make payment by in order to receive the discount.  The Contractor should clearly indicate the 
contract number, invoice number and date, and the specific terms of the discount offered.  
Contractors should not structure terms for net amount payments any sooner than the standard 
period required under FAR Subpart 32.9 regarding prompt payments for the specified 
deliverables under contract.   


 
Payment Status: Contractors may inquire on the payment status of an invoice by any of the 
following means: 
 


1. Via the internet: https://www.fincen.uscg.mil 
Contacting the FinCen Customer Service Section via telephone at 1-800-564-5504 or (757) 523-
6940 (Voice Option #1).  The hours of operation for the Customer Service line are 8:00 AM to 







70T04021Q7672N001 – A0005 
Testing Support Services  


Request for Quote  


Page 62 of 112 
 


5:00 PM Eastern Time, Monday through Friday.  However, the Customer Service line has a 
voice-mail feature that is available 24 hours per day, 7 days per week. 
 


2. Via the Payment Inquiry Form:  https://www.fincen.uscg.mil/secure/payment.htm 
 
Invoice Elements:  Invoices will automatically be rejected if the information required in 
subparagraph (a)(2) of the Prompt Payment Clause, contained in this Section of the Contract, 
including EFT banking information, Taxpayer Identification Number (TIN), and DUNS number 
are not included in the invoice.  All invoices must clearly correlate invoiced amounts to the 
corresponding contract line item number and funding citation. The Contractor shall work with 
the Government to mutually refine the format, content and method of delivery for all invoice 
submissions during the performance of the Contract. 
 
Supplemental Invoice Documentation: Contractors shall submit all supplemental invoice 
documentation (e.g. copies of subcontractor invoices, travel vouchers, etc.) necessary to approve 
an invoice along with the original invoice.  The Contractor invoice must contain the information 
stated in the Prompt Payment Clause in order to be received and processed by FinCen.  
Supplemental invoice documentation required for review and approval of invoices may, at the 
written direction of the Contracting Officer, be submitted directly to either the Contracting 
Officer, or the Contracting Officer’s Representative.  Note for “time-and-material” type 
contracts:  The Contractor must submit the following statement with each invoice for labor hours 
invoiced under a “time-and-materials” type contract, order, or contract line item: “The 
Contractor hereby certifies in accordance with paragraph (c) of FAR 52.232-7, that each labor 
hour has been performed by an employee (prime or subcontractor) who meets the contract’s 
specified requirements for the labor category invoiced.” 
 
Additional Invoice Preparation Instructions for Software Development and/or Hardware.  
The Contractor shall clearly include a separate breakdown (by CLIN) for any software 
development activities (labor costs, subcontractor costs, etc.) in accordance with Federal 
Accounting Standards Advisory Board Statement of Federal Financial Accounting Standards 
Number 10 (Preliminary design costs, Development costs and post implementation costs) and 
cite payment terms.  The contractor shall provide make and model descriptions as well as serial 
numbers for purchases of hardware and software (where applicable.) 
 
Frequency of Invoice Submission.  Invoices shall be submitted in accordance with the 
instructions provided within each BPA Order. 


 TSA-INSTR:  SUBMISSION OF INVOICES ALTERNATE I (SEP 2020) 
 
Invoices for Transportation Security Equipment, related peripheral equipment, and/or associated 
services (e.g. site surveys, site preparation, upgrades, shipping, temporary storage, travel, testing, 
rigging, installation, integration, and networking) shall: 
 


1. Be submitted with TSA Form 251/251-1, Vendor Shipping and Receiving Report for all 
equipment (base unit and peripheral equipment) signed by the COR with a cost of at least 
$5,000 including any equipment with data storage billed on the invoice.   
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2. Cite the site code, site name, location, serial number(s) and full TSA barcode number(s) 
of the equipment or peripheral equipment.  For associated service(s), cite the serial 
number(s) and TSA barcode number(s) of the equipment or peripheral equipment for 
which the service(s) were provided.  If the serial number(s) and TSA barcode number(s) 
are cited on supporting documentation rather than the invoice, the invoice must state, 
“See attached (title of supporting documentation) for detail.”  


 
TSA-INSTR:  PUBLICITY AND DISSEMINATION OF CONTRACT INFORMATION 
(SEP 2020)  
 
The Contractor shall not publish, permit to be published, or distribute for public consumption, 
any information, oral or written, concerning the results or conclusions made pursuant to the 
award and/or performance of this contract without the prior written consent of the Contracting 
Officer. The Contractor shall submit any request for public release at least ten (10) business days 
in advance of the planned release. Under no circumstances shall the Contractor release any 
requested submittal prior to TSA approval. 
 
Any material proposed to be published or distributed shall be submitted via email to the 
Contracting Officer. The Contracting Officer will follow the procedures in Management 
Directives 1700.3 and 1700.4. The Administrator retains the authority to deny publication 
authorization.  Any conditions on the approval for release will be clearly described.  Notice of 
disapproval will be accompanied by an explanation of the basis or bases for disapproval.   
 
TSA-INSTR:  NON-FEDERAL ACCESS TO TSA NATIONAL CAPITAL REGION 
FACILITIES (SEP 2020) 
 
Background.  Department of Homeland Security (DHS) Visitor Access Policy mandates that 
visitors, to include all parties such as proposed subcontractors, accessing DHS National Capital 
Region (NCR) Component Headquarters and related Headquarters NCR facilities be subject to a 
criminal history check.  To that end, in July 2016, TSA began requiring the submission of 
Personally Identifiable Information (PII) for all non-federal visitors and foreign national visitors 
entering TSA facilities in the National Capital Region, including TSA Headquarters, the 
Freedom Center, Annapolis Junction, Walker Lane, and the Transportation Security Integration 
Facility (TSIF), in order to process the required screening checks. Of note, for contracts 
requiring access to TSA facilities, information systems, or sensitive but unclassified information 
as part of contract performance, contractor employees are subject to a suitability determination.  
 
A. Purpose: The submitted information will be used to conduct screening checks to permit and 


maintain records of access to DHS NCR facilities pursuant to the authority of 40 U.S.C. § 
1315; 41 C.F.R. Part 102-81; Executive Order. 9397. 


 
B. Applicability: A Non-Federal Visitor or Foreign National Visitor is an individual who has 


not been issued a DHS Personal Identity Verification (PIV) card or is not a current Federal 
government employee. Non-TSA current Federal government employees will be recorded in 
the Visitor Request Form excluding any PII.     
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C. Routine Uses: The information requested may be shared externally as a "routine use" to the 
Department of Justice, Federal Bureau of Investigation and other government agencies as 
part of the screening process. A complete list of the routine uses can be found in the system 
of records notice, "Department of Homeland Security/ALL-024 Facility and Perimeter 
Access Control and Visitor Management System of Records." 


 
D. Consequences of Failure to Provide Information: Providing this information, including Social 


Security Number (SSN), is voluntary. However, failure to provide the information requested 
may result in being denied access to a DHS facility; failure to provide the SSN may prevent 
completion of screening. 


 
E. Information Requirements.  In accordance with the above:  


 
1. Non-Federal Visitors. Non-Federal visitors to TSA facilities will need to provide Date of 
Birth and Social Security Number information.   The required information shall be provided 
in a password protected Microsoft Excel spreadsheet emailed to the Contracting Officer at 
least one (1) full business day prior to the visit date. (For further information, the Contracting 
Officer is a federal government employee who is specifically authorized and appointed in 
writing under specified agency procedures and granted the authority to enter into, administer, 
and/or terminate contracts and make related determinations and findings.)  The Contracting 
Officer may delegate the receipt of this information to the respective Contracting Officer 
Representative (COR). In order to ensure protection of this information, the password for the 
password protected spreadsheet shall be sent to the Contracting Officer (or delegated COR) 
in a separate email, at the same time.  If multiple non-federal visitors from one company 
require access to TSA Headquarters facilities, that company should submit a single complete 
spreadsheet.  A DHS/TSA employee shall be responsible for both inputting the information 
into the Visitor Request Form and actual escorting the visitor(s) at all times. The submitted 
emails shall then be deleted by TSA. 
 
2. Foreign National Visitors.  Foreign Nationals visiting TSA facilities in the U.S. and its 
territories will need to submit additional information to screening purposes, specifically: 
 


 Date of Birth 
 Gender 
 Country of Citizenship 
 Country of Birth 
 Passport Number and Expiration Date 
 Position/Title  


 
The required information shall be provided in a password protected Microsoft Excel  
spreadsheet emailed to the Contracting Officer at least seven (7) full business days prior to 
the visit date.  The Contracting Officer may delegate the receipt of this information to the 
respective Contracting Officer Representative (COR). In order to ensure protection of this 
information, the password for the password protected spreadsheet shall be sent to the 
Contracting Officer (or delegated COR)  in a separate email, at the same time.  If multiple 
Foreign National   visitors from one company require access to TSA Headquarters facilities, 
that company should submit a single complete spreadsheet.  A DHS/TSA employee shall be 
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responsible for both inputting the information into the Visitor Request Form and actual 
escorting the visitor(s) at all times. The submitted emails shall then be deleted by TSA. 


 
 


TSA-INSTR:  PERFORMANCE BY FOREIGN NATIONAL CONTRACTOR 
EMPLOYEES (SEP 2020) 
 
Special request processing and handling requirements apply to contractor employees who may be 
foreign nationals.  The Contractor must clearly identify any employees who are not US citizens 
who are otherwise requested to have access to SSI; the requirements of TSA Management 
Directive 2810.3 “Management of Foreign Access to Sensitive Information” apply.   
Notwithstanding the requirements in HSAR 3052.204-71, Contractor Employee Access, 
contractors who propose to have contract work performed by contractor employees who are not   
United States Citizens or Lawful Permanent Residents and who will have access to sensitive but 
unclassified information in performance of their job shall be required to submit biographical 
information (e.g. name, date of birth, passport information, etc.) for vetting purposes. 
 
The required vetting must occur both prior to the start of the contract, and annually thereafter.  
As such, the contractor must submit the necessary biographical information no later than ninety 
(90) days prior the start of the contract and prior to the end of the contract’s annual performance 
period.  In the event such Contractor employees are no longer utilized for performance under the 
contract, the Contractor shall notify the Contracting Officer and Contracting Officer 
Representative (COR) by the 10th day and begin the replacement of personnel and vetting. The 
re-vetting of all said current personnel shall remain on the above annual schedule.   Please note 
that this requirement under this contract’s Key Personnel clause(s) for any non-United States 
Citizens or Lawful Permanent Residents that are deemed key personnel remain in effect. 
 
This annual vetting process requirement does not and will not affect the Government’s separate 
and unilateral discretion on whether to exercise the contract’s option(s) to extend the contract nor 
the Contracting Officer’s discretion on whether to issue a notification to exercise the contract’s 
option period. The administrative requirement for contractor submission of vetting information 
(along with any vetting clearance results) will have no relationship as to whether the Contracting 
Officer issues a notice of intent to exercise an option and the Government’s discretion to exercise 
the option. 
 
The required information shall be provided in a password protected Microsoft Excel spreadsheet 
emailed to the Contracting Officer. The Contracting Officer may delegate the receipt of this 
information to the respective COR. In order to ensure protection of this information, the 
password for the password protected spreadsheet shall be sent to the Contracting Officer (or 
delegated COR) in a separate email, at the same time.  If multiple Foreign National employees 
from one company require vetting, that company must submit a single complete spreadsheet.  All 
password protected submissions shall be protected by the Government and destroyed upon 
conclusion of the annual vetting exercise. 
 
The Contracting Officer and/or COR will notify the contractor of the conclusion of the vetting 
process. 
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TSA-INSTR:  CONTRACTOR RESPONSIBILITY, CONDUCT AND PERFORMANCE 
UNDER TSA SERVICE CONTRACTS (SEP 2020) 
 
BASIC REQUIREMENTS AFFECTING CONTRACTOR PERFORMANCE 
 
1.  The Government observes the following holidays (and government facilities are generally 
closed on these days, or restricted access or entrance requirements may apply due to security 
procedures): 
 
New Year’s Day 
Martin Luther King, Jr. Birthday 
Washington’s Birthday (President’s Day) 
Memorial Day 
Independence Day 
Labor Day 
Columbus Day 
Veteran’s Day 
Thanksgiving Day 
Christmas Day 


 
a)  In addition to the days designated as holidays, the Government observes also the 


following days: 
 Any other day designated by Federal Statute, and 
 Any other day designated by Executive Order, and 
 Any other day designated by President’s Proclamation, such as extreme weather 


conditions. 
 Inauguration Day (Washington, DC metropolitan area) (Likewise government 


facilities in the DC area are generally closed on these days, or restricted access or 
entrance requirements may apply due to security procedures). 


 Inclement weather closures and/or early dismissals 
 Or any other officially declared reason: 


 
b)  When the Government grants excused absence to its employees in a specific location, 


assigned Contractor personnel at that same location may also be dismissed.  The Contractor 
agrees to continue to provide sufficient personnel to perform critical tasks already in operation or 
scheduled, and shall be guided by the instructions issued by the Contracting Officer or the 
Contracting Officer’s Representative.  Observance of such holidays by Government personnel 
shall not be a reason for the Contractor to request an extension of the period of performance, or 
entitlement of compensation except as set forth within the contract.   


 
c)  In the event the Contractor’s personnel work during the holiday or other excused 


absences, they may be compensated by the Contractor, however, no form of holiday or other 
premium compensation will be considered either as a direct or indirect cost, other than their 
normal compensation for the time worked.  For cost reimbursement and time and materials 
(T&M)/ labor hour (LH) contracts, the Government will only consider as direct and/or indirect 
costs those efforts actually performed during the holiday or excused absences in the event 
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contractor personnel are not dismissed.  This provision does not preclude reimbursement for 
authorized overtime work if applicable to this contract.  


 
Otherwise, the management responsibility for contractor functions approved by the 


Contracting Officer for offsite work, in the event of inaccessibility of federal workplaces, is the 
sole responsibility of the contractor.  The contractor may propose telework or other solutions 
when critical work is required, however, the Contractor is solely responsible for any cost 
differential in performance, all liabilities that may be due to performance at an alternate location, 
and all resources necessary to complete such performance. 


 
d)  In the event of an actual emergency, the Contracting Officer may direct the contractor to 


change work hours or locations or institute telework, utilize personal protective equipment, or 
other mandated items. 


 
e)  In the event of a Government closure (furlough) caused by a lapse in appropriations, 


which can occur at the beginning of a fiscal year if no funds have been appropriated for that year, 
or upon expiration of a continuing resolution if a new continuing resolution or appropriations law 
is not passed, the Contractor shall continue performance under the contract unless otherwise 
instructed in writing by a Contracting Officer.  Unless the Contractor is provided a formal 
notification to the contrary, usually via a Stop Work Order pursuant to FAR 52.242-15, the 
Contractor must continue to comply with all terms and conditions of the contract.  If a contract 
will not be affected by a shutdown, generally no separate notification or communication of that 
fact will be provided. Processing of contractor invoices for payment may or may not be deemed 
an excepted duty during a furlough.  As such, contractor performance is expected even though 
invoices are pending payment processing. The Prompt Payment Act still applies.  


 
2.  Department of Homeland Security (DHS) may close a DHS facility for all or a portion of a 
business day as a result of-  
 


 Granting administrative leave to non-essential DHS employees (e.g., unanticipated 
holiday);  


 Inclement weather;  
 Failure of Congress to appropriate operational funds;  
 Or any other reason.  


 
In such cases, contractor personnel not classified as essential, i.e., not performing critical 


round-the-clock services or tasks, who are not already on duty at the facility shall not report to 
the facility. Such contractor personnel already present shall be dismissed and shall leave the 
facility. The contractor is responsible for notifying all of its affected personnel in such 
circumstances once the Contracting Officer or Contracting Officer’s Representative provides 
notice of such. The contractor agrees to continue to provide sufficient personnel to perform 
continual requirements of critical tasks already in operation or scheduled for performance during 
the period in which DHS employees are dismissed, and shall be guided by any specific 
instructions of the Contracting Officer or his/her duly authorized representative.  
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When contractor personnel services are not required or provided due to closure of a DHS facility 
as described in this instruction, the contractor’s payment under the contract shall be affected as 
follows--  
 


For cost-reimbursement, time-and-materials and labor-hour type contracts, DHS 
shall not reimburse as direct costs, the costs of salaries or wages of contractor personnel for the 
period during which such personnel are dismissed from, or do not have access to, the facility. 
 


For fixed-price contracts, the price will not be prorated and the contractor is expected to 
satisfy the contract requirement during the period of performance without requested extension. 
 


The Government may also terminate a contract for convenience either in partial or full. 
 
EMPLOYEE TERMINATION.  The contractor shall notify the Contracting Officer and the 
Contracting Officer’s Representative within 48 hours when an employee performing work under 
this contract who has been granted access to government information, information systems, 
property, or government facilities access terminates employment, no longer is assigned to the 
contract, or no longer requires such access.  The contractor shall be responsible for returning, or 
ensuring that employees return, all DHS/TSA -issued contractor/employee identification, all 
other TSA or DHS property, and any security access cards to Government offices issued by a 
landlord of commercial space. 
 
INTERRELATIONSHIP OF ASSOCIATE CONTRACTORS.  The TSA may enter into 
contractual agreements with other Contractors (i.e., “Associate Contractors”) in order to fulfill 
requirements separate from the work to be performed under this contract, yet having a 
relationship to performance under this contract. It is expected that contractors working under 
TSA contracts will have to work together under certain conditions in order to achieve a common 
solution for TSA.   The Contractor may be required to coordinate with other such Contractor(s) 
through the cognizant Contracting Officer (CO) and/or designated representative in providing 
suitable, non-conflicting technical and/or management interface and in avoidance of duplication 
of effort.  Information on deliverables provided under separate contracts may, at the discretion of 
the TSA and/or other Government agencies, be provided to such other Contractor(s) for the 
purpose of such work. 
 


Where the Contractor and an associate Contractor fail to agree upon action to be taken in 
connection with their respective responsibilities, each Contractor shall promptly bring the 
matters to the attention of the cognizant CO and furnish the Contractor’s recommendations for a 
solution. The Contractor shall not be relieved of its obligations to make timely deliveries or be 
entitled to any other adjustment because of failure of the Contractor and its associate to promptly 
refer matters to the CO or because of failure to implement CO directions.   


 
Where the Contractor and Associate Contractors are required to collaborate to deliver a 


service; the Government will designate, in writing and prior to the definition of the task, to both 
Contractors, a “lead Contractor” for the project. In these cases, the Associate Contractors shall 
also be contractually required to coordinate and collaborate with the Contractor. TSA will 
facilitate the mutual execution of Non-Disclosure Agreements. 
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[End of Section III]  
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SECTION IV – ATTACHMENTS 


 
ATSS 
 


No. Attachment Title 
ATSS-1 Pricing Schedule (PDF and Word)  
ATSS-2 Labor Categories and Rates  (PDF and Word) 
ATSS-3 Labor Categories and Descriptions  (PDF and Word) 
ATSS-4 Performance Work Statement  
ATSS-5 Quality Assurance Surveillance Plan  
ATSS-6 Phase I, Factor 1 – Demonstrated Prior Experience Questions  


 
ITSS 
 


No. Attachment Title 
ITSS-1 Pricing Schedule (PDF and Word) 
ITSS-2 Labor Categories and Rates (PDF and Word)   
ITSS-3 Labor Categories and Descriptions (PDF and Word)  
ITSS-4 Statement of Work 
ITSS-5 Phase I, Factor 1 – Demonstrated Prior Experience Questions  


 
Other Attachments  
 


No. Attachment Title 
CP-1 Request for Clarification  


CP-2A  Price Proposal Template (ATSS)  
CP-2B Price Proposal Template (ITSS) 


 
[End of Section IV]  


  







70T04021Q7672N001 – A0005 
Testing Support Services  


Request for Quote  


Page 71 of 112 
 


 
SECTION V – INSTRUCTIONS TO PREPARE QUOTE 


AND EVALUATION FACTORS 


A. INTRODUCTION   
 
As set-forth in Section I, the Government intends to establish two (2) single-award BPAs for 
testing and evaluation support services, with each BPA supporting a different area of TSA’s 
T&E portfolio. Because the Government intends to establish two separate BPAs, offerors must 
submit separate quotes for each BPA (i.e., ATSS and/or ITSS) that they wish to compete for. For 
example, if an offeror wishes to compete for both the ATSS and ITSS BPAs, the offeror will 
need to submit separate ATSS and ITSS quotes.    
 
The Government intends to utilize a multi-phased submission and evaluation process for each 
BPA and intends to conduct the evaluations for each BPA separately.  
 
The evaluation process is summarized below:  
 
Phase I 
 
During Phase I, offerors will submit a written quote consisting of a cover letter and a written 
response to questions in order for TSA to evaluate its level of confidence regarding the offeror’s 
experience as it aligns to the requirements of the solicitation. This will be evaluated on a “pass” / 
“fail” basis.  
 
Advisory Notification  
 
After the Government completes its evaluation of the Phase I submissions, offerors will receive 
an advisory notification from the Contracting Officer either advising them to proceed to Phase II 
or advising them that they are unlikely to be viable competitors. This will be a recommendation 
only and discontinuing the pursuit of the requirement following the notification is voluntary. 
 
Phase II   
 
During Phase II, offerors will provide written responses to questions provided by the 
Government and will also provide a price quote and other information requested by the 
Government. Phase II questions will be provided as part of the advisory notification after Phase 
I.  
 
Following Phase II, the Government will evaluate the offerors’ submissions and make an award 
decision. The Government intends to use on the spot consensus as part of its Phase II evaluation.  
 
This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab 
(PIL). The PIL is a virtual lab that experiments with innovative techniques for increasing 
efficiencies in the procurement process and institutionalizing best practices. There is nothing the 
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offeror needs to do differently for this requirement. After an award(s), the PIL project team may 
reach out to successful and unsuccessful offerors to assess effectiveness of the procurement 
process and the innovative techniques applied. The anonymous feedback will be used to further 
refine DHS procurement practices. Additional information on the PIL may be found here—
www.dhs.gov/pil. 
 
This solicitation does not commit the Government to pay any cost incurred in the submission of 
the quote or in making necessary studies or designs for the preparation thereof, nor to contract 
for services or supplies.  
 
Offerors are reminded that, in accordance with FAR 52.219-7, Notice of Partial Small 
Business Set-Aside (Mar 2020) (15 U.S.C. 644), ITSS is subject to a small business set-aside. 
 
B. SOLICITATION PROVISIONS   
 
FAR PROVISIONS INCORPORATED BY REFERENCE 


FAR 52.252-1 Solicitation Provisions Incorporated by Reference (Feb 1998) 


This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the Contracting Officer will 
make their full text available. The offeror is cautioned that the listed provisions may include 
blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of 
submitting the full text of those provisions, the offeror may identify the provision by paragraph 
identifier and provide the appropriate information with its quotation or offer. Also, the full text 
of a solicitation provision may be accessed electronically at this/these address(es): 
Acquisition.gov/ 


(End of provision)  
 
 


FAR Provisions  Incorporated by Reference 
52.204-7 System for Award Management (Oct 2018) 
52.204-16 Commercial and Government Entity Code Reporting (Aug 2020)  
52.204-22 Alternative Line Item Proposal (Jan 2017)  
52.216-31  Time-and-Materials/Labor-Hour Proposal Requirements – Commercial Item 


Acquisition (Feb 2007) 
Note: Only applies to the Time-and-Materials/Labor-Hour portion of the 
requirements.  


52.217-5 Evaluation of Options (July 1990)  
52.222-24 Preaward On-Site Equal Opportunity Compliance Evaluation (Feb 1999)  
52.225-25 Prohibition on Contracting with Entities Engaging in Certain Activities or 


Transactions Relating to Iran – Representation and Certifications (June 2020)  
 


FAR PROVISIONS INCORPORATED BY FULL TEXT  
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The Contractor must comply with the following commercial item provisions, which are 
incorporated herein in full text. 


FAR 52.204-24 Representation Regarding Certain Telecommunications and Video 
Surveillance Services or Equipment (Oct 2020) 


The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the 
Offeror has represented that it "does not provide covered telecommunications equipment or 
services as a part of its offered products or services to the Government in the performance of any 
contract, subcontract, or other contractual instrument" in paragraph (c)(1) in the provision 
at 52.204-26, Covered Telecommunications Equipment or Services—Representation, or in 
paragraph (v)(2)(i) of the provision at 52.212-3, Offeror Representations and Certifications-
Commercial Items. The Offeror shall not complete the representation in paragraph (d)(2) of this 
provision if the Offeror has represented that it "does not use covered telecommunications 
equipment or services, or any equipment, system, or service that uses covered 
telecommunications equipment or services" in paragraph (c)(2) of the provision at 52.204-26, or 
in paragraph (v)(2)(ii) of the provision at 52.212-3. 


(a) Definitions. As used in this provision— 


Backhaul, covered telecommunications equipment or services, critical technology, 
interconnection arrangements, reasonable inquiry, roaming, and substantial or essential 
component have the meanings provided in the clause 52.204-25, Prohibition on Contracting for 
Certain Telecommunications and Video Surveillance Services or Equipment. 


(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization 
Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after 
August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or 
obtain, any equipment, system, or service that uses covered telecommunications equipment or 
services as a substantial or essential component of any system, or as critical technology as part of 
any system. Nothing in the prohibition shall be construed to— 


(i) Prohibit the head of an executive agency from procuring with an entity to provide a service 
that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection 
arrangements; or 


(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot 
permit visibility into any user data or packets that such equipment transmits or otherwise 
handles. 


(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal 
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 
2020, from entering into a contract or extending or renewing a contract with an entity that uses 
any equipment, system, or service that uses covered telecommunications equipment or services 
as a substantial or essential component of any system, or as critical technology as part of any 
system. This prohibition applies to the use of covered telecommunications equipment or services, 
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regardless of whether that use is in performance of work under a Federal contract. Nothing in the 
prohibition shall be construed to— 


(i) Prohibit the head of an executive agency from procuring with an entity to provide a service 
that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection 
arrangements; or 


(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot 
permit visibility into any user data or packets that such equipment transmits or otherwise 
handles. 


(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award 
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards 
for "covered telecommunications equipment or services". 


(d) Representation. The Offeror represents that— 


(1) It  will,  will not provide covered telecommunications equipment or services to the 
Government in the performance of any contract, subcontract or other contractual instrument 
resulting from this solicitation. The Offeror shall provide the additional disclosure information 
required at paragraph (e)(1) of this section if the Offeror responds "will" in paragraph (d)(1) of 
this section; and 


(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror 
represents that— 


It  does,  does not use covered telecommunications equipment or services, or use any 
equipment, system, or service that uses covered telecommunications equipment or services. The 
Offeror shall provide the additional disclosure information required at paragraph (e)(2) of this 
section if the Offeror responds "does" in paragraph (d)(2) of this section. 


(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the 
Offeror has responded "will" in the representation in paragraph (d)(1) of this provision, the 
Offeror shall provide the following information as part of the offer: 


(i) For covered equipment— 


(A) The entity that produced the covered telecommunications equipment (include entity name, 
unique entity identifier, CAGE code, and whether the entity was the original equipment 
manufacturer (OEM) or a distributor, if known); 


(B) A description of all covered telecommunications equipment offered (include brand; model 
number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); and 
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(C) Explanation of the proposed use of covered telecommunications equipment and any factors 
relevant to determining if such use would be permissible under the prohibition in paragraph 
(b)(1) of this provision. 


(ii) For covered services— 


(A) If the service is related to item maintenance: A description of all covered 
telecommunications services offered (include on the item being maintained: Brand; model 
number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); or 


(B) If not associated with maintenance, the Product Service Code (PSC) of the service being 
provided; and explanation of the proposed use of covered telecommunications services and any 
factors relevant to determining if such use would be permissible under the prohibition in 
paragraph (b)(1) of this provision. 


(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has 
responded "does" in the representation in paragraph (d)(2) of this provision, the Offeror shall 
provide the following information as part of the offer: 


(i) For covered equipment— 


(A) The entity that produced the covered telecommunications equipment (include entity name, 
unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if 
known); 


(B) A description of all covered telecommunications equipment offered (include brand; model 
number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); and 


(C) Explanation of the proposed use of covered telecommunications equipment and any factors 
relevant to determining if such use would be permissible under the prohibition in paragraph 
(b)(2) of this provision. 


(ii) For covered services— 


(A) If the service is related to item maintenance: A description of all covered 
telecommunications services offered (include on the item being maintained: Brand; model 
number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); or 


(B) If not associated with maintenance, the PSC of the service being provided; and explanation 
of the proposed use of covered telecommunications services and any factors relevant to 
determining if such use would be permissible under the prohibition in paragraph (b)(2) of this 
provision. 


(End of provision) 
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FAR 52.204-26 Covered Telecommunications Equipment or Services – Representation (Oct 
2020) 


(a) Definitions. As used in this provision, "covered telecommunications equipment or 
services" and "reasonable inquiry" have the meaning provided in the clause 52.204-25, 
Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or 
Equipment. 


(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award 
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards 
for "covered telecommunications equipment or services". 


(c) (1) Representation. The Offeror represents that it  does,  does not provide covered 
telecommunications equipment or services as a part of its offered products or services to the 
Government in the performance of any contract, subcontract, or other contractual instrument. 


(2) After conducting a reasonable inquiry for purposes of this representation, the offeror 
represents that it  does,  does not use covered telecommunications equipment or services, or 
any equipment, system, or service that uses covered telecommunications equipment or services. 


(End of provision) 


FAR 52.209-7 Information Regarding Responsibility Matters (Oct 2018) 


(a) Definitions. As used in this provision— 


Administrative proceeding means a non-judicial process that is adjudicatory in nature in order to 
make a determination of fault or liability (e.g., Securities and Exchange Commission 
Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed 
Services Board of Contract Appeals Proceedings). This includes administrative proceedings at 
the Federal and State level but only in connection with performance of a Federal contract or 
grant. It does not include agency actions such as contract audits, site visits, corrective plans, or 
inspection of deliverables. 


Federal contracts and grants with total value greater than $10,000,000 means— 


(1) The total value of all current, active contracts and grants, including all priced options; and 


(2) The total value of all current, active orders including all priced options under indefinite-
delivery, indefinite-quantity, 8(a), or requirements contracts (including task and delivery and 
multiple-award Schedules). 


Principal means an officer, director, owner, partner, or a person having primary management or 
supervisory responsibilities within a business entity (e.g., general manager; plant manager; head 
of a division or business segment; and similar positions). 
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(b) The offeror  has  does not have current active Federal contracts and grants with total value 
greater than $10,000,000. 


(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by 
submission of this offer, that the information it has entered in the Federal Awardee Performance 
and Integrity Information System (FAPIIS) is current, accurate, and complete as of the date of 
submission of this offer with regard to the following information: 


(1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been 
the subject of a proceeding, at the Federal or State level that resulted in any of the following 
dispositions: 


(i) In a criminal proceeding, a conviction. 


(ii) In a civil proceeding, a finding of fault and liability that results in the payment of a monetary 
fine, penalty, reimbursement, restitution, or damages of $5,000 or more. 


(iii) In an administrative proceeding, a finding of fault and liability that results in– 


(A) The payment of a monetary fine or penalty of $5,000 or more; or 


(B) The payment of a reimbursement, restitution, or damages in excess of $100,00  


(iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor if the proceeding could have led 
to any of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this provision. 


(2) If the offeror has been involved in the last five years in any of the occurrences listed in (c)(1) 
of this provision, whether the offeror has provided the requested information with regard to each 
occurrence. 


(d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this 
provision in FAPIIS as required through maintaining an active registration in the System for 
Award Management, which can be accessed via https://www.sam.gov (see 52.204-7). 


(End of provision) 


FAR 52.212-1 INSTRUCTIONS TO OFFERORS – COMMERCIAL ITEMS (JUNE 2020) 
 
(a) North American Industry Classification System (NAICS) code and small business size 
standard. The NAICS code(s) and small business size standard(s) for this acquisition appear 
elsewhere in the solicitation. However, the small business size standard for a concern which 
submits an offer in its own name, but which proposes to furnish an item which it did not itself 
manufacture, is 500 employees. 
(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation 
at or before the exact time specified in this solicitation. Offers may be submitted on the SF 1449, 
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letterhead stationery, or as otherwise specified in the solicitation. As a minimum, offers must 
show— 


           (1) The solicitation number; 
           (2) The time specified in the solicitation for receipt of offers; 
           (3) The name, address, and telephone number of the offeror; 
           (4) A technical description of the items being offered in sufficient detail to evaluate 


compliance with the requirements in the solicitation. This may include product literature, or 
other documents, if necessary; 


           (5) Terms of any express warranty; 
           (6) Price and any discount terms; 
           (7) "Remit to" address, if different than mailing address; 
           (8) A completed copy of the representations and certifications at FAR 52.212-3 (see 


FAR 52.212-3(b) for those representations and certifications that the offeror shall complete 
electronically); 


           (9) Acknowledgment of Solicitation Amendments; 
           (10) Past performance information, when included as an evaluation factor, to include 


recent and relevant contracts for the same or similar items and other references (including 
contract numbers, points of contact with telephone numbers and other relevant information); and 


           (11) If the offer is not submitted on the SF 1449, include a statement specifying the 
extent of agreement with all terms, conditions, and provisions included in the solicitation. Offers 
that fail to furnish required representations or information, or reject the terms and conditions of 
the solicitation may be excluded from consideration. 
 
(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer firm for 30 
calendar days from the date specified for receipt of offers, unless another time period is specified 
in an addendum to the solicitation. 
 
(d) Product samples. When required by the solicitation, product samples shall be submitted at or 
prior to the time specified for receipt of offers. Unless otherwise specified in this solicitation, 
these samples shall be submitted at no expense to the Government, and returned at the sender’s 
request and expense, unless they are destroyed during preaward testing. 
 
(e) Multiple offers. Offerors are encouraged to submit multiple offers presenting alternative 
terms and conditions, including alternative line items (provided that the alternative line items are 
consistent with subpart  4.10 of the Federal Acquisition Regulation), or alternative commercial 
items for satisfying the requirements of this solicitation. Each offer submitted will be evaluated 
separately. 
 
(f) Late submissions, modifications, revisions, and withdrawals of offers. 
  


(1) Offerors are responsible for submitting offers, and any modifications, revisions, or 
withdrawals, so as to reach the Government office designated in the solicitation by the time 
specified in the solicitation. If no time is specified in the solicitation, the time for receipt is 4:30 
p.m., local time, for the designated Government office on the date that offers or revisions are 
due. 
   (2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government 
office designated in the solicitation after the exact time specified for receipt of offers is "late" 
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and will not be considered unless it is received before award is made, the Contracting Officer 
determines that accepting the late offer would not unduly delay the acquisition; and- 
 
(A)If it was transmitted through an electronic commerce method authorized by the solicitation, it 
was received at the initial point of entry to the Government infrastructure not later than 5:00 p.m. 
one working day prior to the date specified for receipt of offers; or 
 
(B)There is acceptable evidence to establish that it was received at the Government installation 
designated for receipt of offers and was under the Government’s control prior to the time set for 
receipt of offers; or 
 
(C)If this solicitation is a request for proposals, it was the only proposal received. 
 
(ii)However, a late modification of an otherwise successful offer, that makes its terms more 
favorable to the Government, will be considered at any time it is received and may be accepted. 
 
(3) Acceptable evidence to establish the time of receipt at the Government installation includes 
the time/date stamp of that installation on the offer wrapper, other documentary evidence of 
receipt maintained by the installation, or oral testimony or statements of Government personnel. 
(4) If an emergency or unanticipated event interrupts normal Government processes so that 
offers cannot be received at the Government office designated for receipt of offers by the exact 
time specified in the solicitation, and urgent Government requirements preclude amendment of 
the solicitation or other notice of an extension of the closing date, the time specified for receipt 
of offers will be deemed to be extended to the same time of day specified in the solicitation on 
the first work day on which normal Government processes resume. 
 
(5) Offers may be withdrawn by written notice received at any time before the exact time set for 
receipt of offers. Oral offers in response to oral solicitations may be withdrawn orally. If the 
solicitation authorizes facsimile offers, offers may be withdrawn via facsimile received at any 
time before the exact time set for receipt of offers, subject to the conditions specified in the 
solicitation concerning facsimile offers. An offer may be withdrawn in person by an offeror or its 
authorized representative if, before the exact time set for receipt of offers, the identity of the 
person requesting withdrawal is established and the person signs a receipt for the offer. 
 
(g) Contract award (not applicable to Invitation for Bids). The Government intends to evaluate 
offers and award a contract without discussions with offerors. Therefore, the offeror’s initial 
offer should contain the offeror’s best terms from a price and technical standpoint. However, the 
Government reserves the right to conduct discussions if later determined by the Contracting 
Officer to be necessary. The Government may reject any or all offers if such action is in the 
public interest; accept other than the lowest offer; and waive informalities and minor 
irregularities in offers received. 
 
(h) Multiple awards. The Government may accept any item or group of items of an offer, unless 
the offeror qualifies the offer by specific limitations. Unless otherwise provided in the Schedule, 
offers may not be submitted for quantities less than those specified. The Government reserves 
the right to make an award on any item for a quantity less than the quantity offered, at the unit 
prices offered, unless the offeror specifies otherwise in the offer. 
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      (i)Availability of requirements documents cited in the solicitation. 
 
      (1) (i)The GSA Index of Federal Specifications, Standards and Commercial Item 


Descriptions, FPMR Part 101-29, and copies of specifications, standards, and commercial item 
descriptions cited in this solicitation may be obtained for a fee by submitting a request to- 
  
GSA Federal Supply Service Specifications Section 
Suite 8100 470 East L’Enfant Plaza, SW 
Washington, DC 20407 
 Telephone (202) 619-8925 
 Facsimile (202) 619-8978. 


                
(ii)If the General Services Administration, Department of Agriculture, or Department of 
Veterans Affairs issued this solicitation, a single copy of specifications, standards, and 
commercial item descriptions cited in this solicitation may be obtained free of charge by 
submitting a request to the addressee in paragraph (i)(1)(i) of this provision. Additional copies 
will be issued for a fee. 


           (2) Most unclassified Defense specifications and standards may be downloaded from 
the following ASSIST websites: 


                (i)ASSIST ( https://assist.dla.mil/online/start/). 
                (ii)Quick Search ( http://quicksearch.dla.mil/). 
                (iii)ASSISTdocs.com (http://assistdocs.com). 
           
 (3) Documents not available from ASSIST may be ordered from the Department of Defense 


Single Stock Point (DoDSSP) by- 
                (i)Using the ASSIST Shopping Wizard (https://assist.dla.mil/wizard/index.cfm); 
                (ii)Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 


1600 EST; or 
                (iii)Ordering from DoDSSP, Building 4, Section D, 700 Robbins Avenue, 


Philadelphia, PA 19111-5094, Telephone (215) 697-2667/2179, Facsimile (215) 697-1462. 
            
(4) Nongovernment (voluntary) standards must be obtained from the organization responsible 


for their preparation, publication, or maintenance. 
      (j) Unique entity identifier.(Applies to all offers that exceed the micro-purchase threshold, 


and offers at or below the micro-purchase threshold if the solicitation requires the Contractor to 
be registered in the System for Award Management (SAM).) The Offeror shall enter, in the 
block with its name and address on the cover page of its offer, the annotation "Unique Entity 
Identifier" followed by the unique entity identifier that identifies the Offeror's name and address. 
The Offeror also shall enter its Electronic Funds Transfer (EFT) indicator, if applicable. The EFT 
indicator is a four-character suffix to the unique entity identifier. The suffix is assigned at the 
discretion of the Offeror to establish additional SAM records for identifying alternative EFT 
accounts (see FAR subpart  32.11) for the same entity. If the Offeror does not have a unique 
entity identifier, it should contact the entity designated at www.sam.gov for unique entity 
identifier establishment directly to obtain one. The Offeror should indicate that it is an offeror for 
a Government contract when contacting the entity designated at www.sam.gov for establishing 
the unique entity identifier. 
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(k)[Reserved] 
 
(l) Debriefing. If a post-award debriefing is given to requesting offerors, the Government shall 
disclose the following information, if applicable: 


           (1) The agency’s evaluation of the significant weak or deficient factors in the debriefed 
offeror’s offer. 


           (2) The overall evaluated cost or price and technical rating of the successful and the 
debriefed offeror and past performance information on the debriefed offeror. 


           (3) The overall ranking of all offerors, when any ranking was developed by the agency 
during source selection. 


           (4) A summary of the rationale for award; 
           (5) For acquisitions of commercial items, the make and model of the item to be 


delivered by the successful offeror. 
           (6) Reasonable responses to relevant questions posed by the debriefed offeror as to 


whether source-selection procedures set forth in the solicitation, applicable regulations, and other 
applicable authorities were followed by the agency. 


 
(End of provision) 


 


FAR 52.212-3 Offeror Representations and Certifications – Commercial Items (Jan 2021)  


The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the 
annual representations and certification electronically in the System for Award Management 
(SAM) accessed through https://www.sam.gov. If the Offeror has not completed the annual 
representations and certifications electronically, the Offeror shall complete only paragraphs (c) 
through (v)) of this provision. 


      (a) Definitions. As used in this provision— 


     "Covered telecommunications equipment or services" has the meaning provided in the 
clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. 


      Economically disadvantaged women-owned small business (EDWOSB) concern means a 
small business concern that is at least 51 percent directly and unconditionally owned by, and the 
management and daily business operations of which are controlled by, one or more women who 
are citizens of the United States and who are economically disadvantaged in accordance with 13 
CFR part 127. It automatically qualifies as a women-owned small business eligible under the 
WOSB Program. 


      Forced or indentured child labor means all work or service— 


           (1) Exacted from any person under the age of 18 under the menace of any penalty for its 
nonperformance and for which the worker does not offer himself voluntarily; or 
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           (2) Performed by any person under the age of 18 pursuant to a contract the enforcement of 
which can be accomplished by process or penalties. 


      Highest-level owner means the entity that owns or controls an immediate owner of the 
offeror, or that owns or controls one or more entities that control an immediate owner of the 
offeror. No entity owns or exercises control of the highest level owner. 


      Immediate owner means an entity, other than the offeror, that has direct control of the 
offeror. Indicators of control include, but are not limited to, one or more of the following: 
ownership or interlocking management, identity of interests among family members, shared 
facilities and equipment, and the common use of employees. 


      Inverted domestic corporation, means a foreign incorporated entity that meets the definition 
of an inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules 
and definitions of 6 U.S.C. 395(c). 


      Manufactured end product means any end product in product and service codes (PSCs) 
1000-9999, except— 


           (1) PSC 5510, Lumber and Related Basic Wood Materials; 


           (2) Product or Service Group (PSG) 87, Agricultural Supplies; 


           (3) PSG 88, Live Animals; 


           (4) PSG 89, Subsistence; 


           (5) PSC 9410, Crude Grades of Plant Materials; 


           (6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 


           (7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 


           (8) PSC 9610, Ores; 


           (9) PSC 9620, Minerals, Natural and Synthetic; and 


           (10) PSC 9630, Additive Metal Materials. 


      Place of manufacture means the place where an end product is assembled out of components, 
or otherwise made or processed from raw materials into the finished product that is to be 
provided to the Government. If a product is disassembled and reassembled, the place of 
reassembly is not the place of manufacture. 


      Predecessor means an entity that is replaced by a successor and includes any predecessors of 
the predecessor. 
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      Reasonable inquiry has the meaning provided in the clause 52.204-25, Prohibition on 
Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. 


      Restricted business operations means business operations in Sudan that include power 
production activities, mineral extraction activities, oil-related activities, or the production of 
military equipment, as those terms are defined in the Sudan Accountability and Divestment Act 
of 2007 (Pub. L. 110-174). Restricted business operations do not include business operations that 
the person (as that term is defined in Section 2 of the Sudan Accountability and Divestment Act 
of 2007) conducting the business can demonstrate— 


           (1) Are conducted under contract directly and exclusively with the regional government of 
southern Sudan; 


           (2) Are conducted pursuant to specific authorization from the Office of Foreign Assets 
Control in the Department of the Treasury, or are expressly exempted under Federal law from the 
requirement to be conducted under such authorization; 


           (3) Consist of providing goods or services to marginalized populations of Sudan; 


           (4) Consist of providing goods or services to an internationally recognized peacekeeping 
force or humanitarian organization; 


           (5) Consist of providing goods or services that are used only to promote health or 
education; or 


           (6) Have been voluntarily suspended."Sensitive technology"— 


      Sensitive technology— 


           (1) Means hardware, software, telecommunications equipment, or any other technology 
that is to be used specifically— 


                (i) To restrict the free flow of unbiased information in Iran; or 


                (ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 


           (2) Does not include information or informational materials the export of which the 
President does not have the authority to regulate or prohibit pursuant to section 203(b)(3)of the 
International Emergency Economic Powers Act (50 U.S.C. 1702(b)(3)). 


      Service-disabled veteran-owned small business concern— 


           (1) Means a small business concern— 


                (i) Not less than 51 percent of which is owned by one or more service-disabled 
veterans or, in the case of any publicly owned business, not less than 51 percent of the stock of 
which is owned by one or more service-disabled veterans; and 
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                (ii) The management and daily business operations of which are controlled by one or 
more service-disabled veteransor, in the case of a service-disabled veteran with permanent and 
severe disability, the spouse or permanent caregiver of such veteran. 


           (2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a 
disability that is service connected, as defined in 38 U.S.C. 101(16). 


      Small business concern— 


           (1) Means a concern, including its affiliates, that is independently owned and operated, 
not dominant in the field of operation in which it is bidding on Government contracts, and 
qualified as a small business under the criteria in 13 CFR part 121 and size standards in this 
solicitation. 


           (2) Affiliates, as used in this definition, means business concerns, one of whom directly or 
indirectly controls or has the power to control the others, or a third party or parties control or 
have the power to control the others. In determining whether affiliation exists, consideration is 
given to all appropriate factors including common ownership, common management, and 
contractual relationships. SBA determines affiliation based on the factors set forth at 13 CFR 
121.103. 


      Small disadvantaged business concern, consistent with13 CFR 124.1002, means a small 
business concern under the size standard applicable to the acquisition, that— 


           (1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 
124.105) by— 


                (i) One or more socially disadvantaged (as defined at13 CFR 124.103) and 
economically disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the 
United States; and 


                (ii) Each individual claiming economic disadvantage has a net worth not exceeding 
$750,000 after taking into account the applicable exclusions set forth at 13 CFR124.104(c)(2); 
and 


           (2) The management and daily business operations of which are controlled (as defined at 
13.CFR 124.106) by individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this 
definition. 


      Subsidiary means an entity in which more than 50 percent of the entity is owned— 


           (1) Directly by a parent corporation; or 


           (2) Through another subsidiary of a parent corporation 


      Successor means an entity that has replaced a predecessor by acquiring the assets and 
carrying out the affairs of the predecessor under a new name (often through acquisition or 
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merger). The term "successor" does not include new offices/divisions of the same company or a 
company that only changes its name. The extent of the responsibility of the successor for the 
liabilities of the predecessor may vary, depending on State law and specific circumstances. 


      Veteran-owned small business concern means a small business concern— 


           (1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 
U.S.C. 101(2)) or, in the case of any publicly owned business, not less than 51 percent of the 
stock of which is owned by one or more veterans; and 


           (2) The management and daily business operations of which are controlled by one or more 
veterans. 


      Women-owned small business (WOSB) concern eligible under the WOSB Program (in 
accordance with 13 CFR part 127), means a small business concern that is at least 51 percent 
directly and unconditionally owned by, and the management and daily business operations of 
which are controlled by, one or more women who are citizens of the United States. 


     Women-owned small business concern means a small business concern— 


           (1) That is at least 51 percent owned by one or more women; or, in the case of any 
publicly owned business, at least51 percent of the stock of which is owned by one or more 
women; and 


           (2) Whose management and daily business operations are controlled by one or more 
women. 


      (b) 


(1) Annual Representations and Certifications. Any changes provided by the Offeror in 
paragraph (b)(2) of this provision do not automatically change the representations and 
certifications in SAM 


           (2) The offeror has completed the annual representations and certifications electronically 
in SAM accessed through http://www.sam.gov. After reviewing SAM information, the Offeror 
verifies by submission of this offer that the representations and certifications currently posted 
electronically at FAR 52.212-3, Offeror Representations and Certifications-Commercial Items, 
have been entered or updated in the last 12 months, are current, accurate, complete, and 
applicable to this solicitation (including the business size standard(s) applicable to the NAICS 
code(s) referenced for this solicitation), at the time this offer is submitted and are incorporated in 
this offer by reference (see FAR 4.1201), except for paragraphs ______________. 


          [Offeror to identify the applicable paragraphs at (c) through (v) of this provision that the 
offeror has completed for the purposes of this solicitation only, if any. 


           These amended representation(s) and/or certification(s) are also incorporated in this 
offer and are current, accurate, and complete as of the date of this offer. 
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           Any changes provided by the offeror are applicable to this solicitation only, and do not 
result in an update to the representations and certifications posted electronically on SAM.] 


      (c) Offerors must complete the following representations when the resulting contract will be 
performed in the United States or its outlying areas. Check all that apply. 


           (1) Small business concern. The offeror represents as part of its offer that it  is,  is not a 
small business concern. 


           (2) Veteran-owned small business concern. [Complete only if the offeror represented itself 
as a small business concern in paragraph (c)(1) of this provision.] The offeror represents as part 
of its offer that it  is,  is not a veteran-owned small business concern. 


           (3) Service-disabled veteran-owned small business concern. [Complete only if the offeror 
represented itself as a veteran-owned small business concern in paragraph (c)(2) of this 
provision.] The offeror represents as part of its offer that it  is,  is not a service-disabled 
veteran-owned small business concern. 


           (4) Small disadvantaged business concern. [Complete only if the offeror represented itself 
as a small business concern in paragraph (c)(1) of this provision.] The offeror represents, that 
it  is,  is not a small disadvantaged business concern as defined in 13 CFR124.1002. 


           (5) Women-owned small business concern. [Complete only if the offeror represented itself 
as a small business concern in paragraph (c)(1) of this provision.] The offeror represents that 
it  is,  is not a women-owned small business concern. 


           (6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror 
represented itself as a women-owned small business concern in paragraph (c)(5) of this 
provision.] The offeror represents that- 


                (i) It  is,  is not a WOSB concern eligible under the WOSB Program, has provided 
all the required documents to the WOSB Repository, and no change in circumstances or adverse 
decisions have been issued that affects its eligibility; and 


                (ii) It  is,  is not a joint venture that complies with the requirements of 13 CFR part 
127, and the representation in paragraph (c)(6)(i) of this provision is accurate for each WOSB 
concern eligible under the WOSB Program participating in the joint venture. [The offeror shall 
enter the name or names of the WOSB concern eligible under the WOSB Program and other 
small businesses that are participating in the joint venture: __________.] Each WOSB concern 
eligible under the WOSB Program participating in the joint venture shall submit a separate 
signed copy of the WOSB representation. 


           (7) Economically disadvantaged women-owned small business (EDWOSB) concern. 
[Complete only if the offeror represented itself as a WOSB concern eligible under the WOSB 
Program in (c)(6) of this provision.] The offeror represents that- 
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                (i) It  is,  is not an EDWOSB concern, has provided all the required documents to 
the WOSB Repository, and no change in circumstances or adverse decisions have been issued 
that affects its eligibility; and 


                (ii) It  is,  is not a joint venture that complies with the requirements of 13 CFR part 
127, and the representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB 
concern participating in the joint venture. [The offeror shall enter the name or names of the 
EDWOSB concern and other small businesses that are participating in the joint 
venture: __________.] Each EDWOSB concern participating in the joint venture shall submit a 
separate signed copy of the EDWOSB representation. 


                Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to 
exceed the simplified acquisition threshold. 


           (8) Women-owned business concern (other than small business concern). [Complete only 
if the offeror is a women-owned business concern and did not represent itself as a small business 
concern in paragraph (c)(1) of this provision.] The offeror represents that it  is a women-owned 
business concern. 


           (9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small 
business offerors may identify the labor surplus areas in which costs to be incurred on account of 
manufacturing or production (by offeror or first-tier subcontractors) amount to more than 50 
percent of the contract price:____________________________________ 


           (10) HUBZone small business concern. [Complete only if the offeror represented itself as 
a small business concern in paragraph (c)(1) of this provision.] The offeror represents, as part of 
its offer, that– 


                (i) It  is,  is not a HUBZone small business concern listed, on the date of this 
representation, on the List of Qualified HUBZone Small Business Concerns maintained by the 
Small Business Administration, and no material changes in ownership and control, principal 
office, or HUBZone employee percentage have occurred since it was certified in accordance 
with 13 CFR Part 126; and 


                (ii) It  is,  is not a HUBZone joint venture that complies with the requirements of 13 
CFR Part 126, and the representation in paragraph (c)(10)(i) of this provision is accurate for each 
HUBZone small business concern participating in the HUBZone joint venture. [The offeror shall 
enter the names of each of the HUBZone small business concerns participating in the HUBZone 
joint venture: __________.] Each HUBZone small business concern participating in the 
HUBZone joint venture shall submit a separate signed copy of the HUBZone representation. 


      (d) Representations required to implement provisions of Executive Order11246- 


(1) Previous contracts and compliance. The offeror represents that- 


                (i) It  has,  has not participated in a previous contract or subcontract subject to the 
Equal Opportunity clause of this solicitation; and 
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                (ii) It  has,  has not filed all required compliance reports. 


           (2) Affirmative Action Compliance. The offeror represents that- 


                (i) It  has developed and has on file,  has not developed and does not have on file, at 
each establishment, affirmative action programs required by rules and regulations of the 
Secretary of Labor (41 CFR parts 60-1 and 60-2), or 


                (ii) It  has not previously had contracts subject to the written affirmative action 
programs requirement of the rules and regulations of the Secretary of Labor. 


      (e) Certification Regarding Payments to Influence Federal Transactions 
(31 http://uscode.house.gov/ U.S.C. 1352). (Applies only if the contract is expected to exceed 
$150,000.) By submission of its offer, the offeror certifies to the best of its knowledge and belief 
that no Federal appropriated funds have been paid or will be paid to any person for influencing 
or attempting to influence an officer or employee of any agency, a Member of Congress, an 
officer or employee of Congress or an employee of a Member of Congress on his or her behalf in 
connection with the award of any resultant contract. If any registrants under the Lobbying 
Disclosure Act of 1995 have made a lobbying contact on behalf of the offeror with respect to this 
contract, the offeror shall complete and submit, with its offer, OMB Standard Form LLL, 
Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 
report regularly employed officers or employees of the offeror to whom payments of reasonable 
compensation were made. 


      (f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation 
(FAR) 52.225-1, Buy American-Supplies, is included in this solicitation.) 


           (1) 


(i) The Offeror certifies that each end product, except those listed in paragraph (f)(2) of this 
provision, is a domestic end product. 


                (ii) The Offeror shall list as foreign end products those end products manufactured in 
the United States that do not qualify as domestic end products. 


                (iii) The terms "domestic end product," "end product," "foreign end product," and 
"United States" are defined in the clause of this solicitation entitled "Buy American-Supplies." 


           (2) Foreign End Products: 


Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
______________ _________________ 


          [List as necessary] 
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           (3) The Government will evaluate offers in accordance with the policies and procedures of 
FAR part  25. 


      (g) 


(1) Buy American-Free Trade Agreements-Israeli Trade Act Certificate. (Applies only if the 
clause at FAR 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act, is included in 
this solicitation.) 


                (i) 


(A) The Offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or (iii) 
of this provision, is a domestic end product. 


                     (B) The terms "Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end 
product," "domestic end product," "end product," "foreign end product," "Free Trade Agreement 
country," "Free Trade Agreement country end product," "Israeli end product," and "United 
States" are defined in the clause of this solicitation entitled "Buy American-Free Trade 
Agreements-Israeli Trade Act." 


                (ii) The Offeror certifies that the following supplies are Free Trade Agreement country 
end products (other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) 
or Israeli end products as defined in the clause of this solicitation entitled "Buy American-Free 
Trade Agreements-Israeli Trade Act." 


               Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, 
Omani, Panamanian, or Peruvian End Products) or Israeli End Products: 


Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
______________ _________________ 


               [List as necessary] 


                (iii) The Offeror shall list those supplies that are foreign end products (other than those 
listed in paragraph (g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled 
"Buy American-Free Trade Agreements-Israeli Trade Act." The Offeror shall list as other foreign 
end products those end products manufactured in the United States that do not qualify as 
domestic end products. 


               Other Foreign End Products: 


Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
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Line Item No. Country of Origin 
______________ _________________ 


               [List as necessary] 


                (iv) The Government will evaluate offers in accordance with the policies and 
procedures of FAR part  25. 


           (2) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate I. If 
Alternate I to the clause at FAR 52.225-3 is included in this solicitation, substitute the following 
paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


          (g)(1)(ii) The offeror certifies that the following supplies are Canadian end products as 
defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 
Trade Act": 


          Canadian End Products: 


Line Item No. 
_______________________________________ 
_______________________________________ 
_______________________________________ 


          [List as necessary] 


           (3) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate II. If 
Alternate II to the clause at FAR 52.225-3 is included in this solicitation, substitute the following 
paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


          (g)(1)(ii) The offeror certifies that the following supplies are Canadian end products or 
Israeli end products as defined in the clause of this solicitation entitled "Buy American-Free 
Trade Agreements-Israeli Trade Act": 


          Canadian or Israeli End Products: 


Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
______________ _________________ 


          [List as necessary] 


           (4) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate III. If 
Alternate III to the clause at 52.225-3 is included in this solicitation, substitute the following 
paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 
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          (g)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement 
country end products (other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or 
Peruvian end products) or Israeli end products as defined in the clause of this solicitation entitled 
"Buy American-Free Trade Agreements-Israeli Trade Act": 


          Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, 
Omani, Panamanian, or Peruvian End Products) or Israeli End Products: 


Line Item No. Country of Origin 
______________ _________________ 
______________ _________________ 
______________ _________________ 


          [List as necessary] 


           (5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade 
Agreements, is included in this solicitation.) 


                (i) The offeror certifies that each end product, except those listed in paragraph 
(g)(5)(ii) of this provision, is a U.S.-made or designated country end product, as defined in the 
clause of this solicitation entitled "Trade Agreements." 


                (ii) The offeror shall list as other end products those end products that are not U.S.-
made or designated country end products. 


               Other End Products: 


Line Item No. Country of Origin 
_______________ __________________ 
_______________ __________________ 
_______________ __________________ 


               [List as necessary] 


                (iii) The Government will evaluate offers in accordance with the policies and 
procedures of FAR part  25. For line items covered by the WTO GPA, the Government will 
evaluate offers of U.S.-made or designated country end products without regard to the 
restrictions of the Buy American statute. The Government will consider for award only offers of 
U.S.-made or designated country end products unless the Contracting Officer determines that 
there are no offers for such products or that the offers for such products are insufficient to fulfill 
the requirements of the solicitation. 


      (h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if 
the contract value is expected to exceed the simplified acquisition threshold.) The offeror 
certifies, to the best of its knowledge and belief, that the offeror and/or any of its principals– 
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           (1)  Are,  are not presently debarred, suspended, proposed for debarment, or declared 
ineligible for the award of contracts by any Federal agency; 


           (2)  Have,  have not, within a three-year period preceding this offer, been convicted of 
or had a civil judgment rendered against them for: commission of fraud or a criminal offense in 
connection with obtaining, attempting to obtain, or performing a Federal, state or local 
government contract or subcontract; violation of Federal or state antitrust statutes relating to the 
submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or 
destruction of records, making false statements, tax evasion, violating Federal criminal tax laws, 
or receiving stolen property; 


           (3)  Are,  are not presently indicted for, or otherwise criminally or civilly charged by a 
Government entity with, commission of any of these offenses enumerated in paragraph (h)(2) of 
this clause; and 


           (4)  Have,  have not, within a three-year period preceding this offer, been notified of 
any delinquent Federal taxes in an amount that exceeds the threshold at 9.104-5(a)(2) for which 
the liability remains unsatisfied. 


                (i) Taxes are considered delinquent if both of the following criteria apply: 


                     (A) The tax liability is finally determined. The liability is finally determined if it has 
been assessed. A liability is not finally determined if there is a pending administrative or judicial 
challenge. In the case of a judicial challenge to the liability, the liability is not finally determined 
until all judicial appeal rights have been exhausted. 


                     (B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the 
taxpayer has failed to pay the tax liability when full payment was due and required. A taxpayer is 
not delinquent in cases where enforced collection action is precluded. 


                (ii) Examples. 


(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which 
entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a 
delinquent tax because it is not a final tax liability. Should the taxpayer seek Tax Court review, 
this will not be a final tax liability until the taxpayer has exercised all judicial appeal rights. 


                     (B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax 
liability, and the taxpayer has been issued a notice under I.R.C. §6320 entitling the taxpayer to 
request a hearing with the IRS Office of Appeals contesting the lien filing, and to further appeal 
to the Tax Court if the IRS determines to sustain the lien filing. In the course of the hearing, the 
taxpayer is entitled to contest the underlying tax liability because the taxpayer has had no prior 
opportunity to contest the liability. This is not a delinquent tax because it is not a final tax 
liability. Should the taxpayer seek tax court review, this will not be a final tax liability until the 
taxpayer has exercised all judicial appeal rights. 
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                     (C) The taxpayer has entered into an installment agreement pursuant to I.R.C. 
§6159. The taxpayer is making timely payments and is in full compliance with the agreement 
terms. The taxpayer is not delinquent because the taxpayer is not currently required to make full 
payment. 


                     (D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent 
because enforced collection action is stayed under 11 U.S.C. §362 (the Bankruptcy Code). 


      (i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive 
Order 13126). [The Contracting Officer must list in paragraph (i)(1) any end products being 
acquired under this solicitation that are included in the List of Products Requiring Contractor 
Certification as to Forced or Indentured Child Labor, unless excluded at 22.1503(b).] 


           (1) Listed end products. 


Listed End Product Listed Countries of Origin 
___________________ ___________________ 
___________________ ___________________ 


           (2) Certification. [If the Contracting Officer has identified end products and countries of 
origin in paragraph (i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or 
(i)(2)(ii) by checking the appropriate block.] 


                (i) The offeror will not supply any end product listed in paragraph (i)(1) of this 
provision that was mined, produced, or manufactured in the corresponding country as listed for 
that product. 


                (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision 
that was mined, produced, or manufactured in the corresponding country as listed for that 
product. The offeror certifies that it has made a good faith effort to determine whether forced or 
indentured child labor was used to mine, produce, or manufacture any such end product 
furnished under this contract. On the basis of those efforts, the offeror certifies that it is not 
aware of any such use of child labor. 


      (j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the 
acquisition of manufactured end products.) For statistical purposes only, the offeror shall indicate 
whether the place of manufacture of the end products it expects to provide in response to this 
solicitation is predominantly- 


           (1)  In the United States (Check this box if the total anticipated price of offered end 
products manufactured in the United States exceeds the total anticipated price of offered end 
products manufactured outside the United States); or 


           (2)  Outside the United States. 


      (k) Certificates regarding exemptions from the application of the Service Contract Labor 
Standards (Certification by the offeror as to its compliance with respect to the contract also 
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constitutes its certification as to compliance by its subcontractor if it subcontracts out the exempt 
services.) [The contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2) 
applies.] 


           (1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-
4(c)(1). The offeror  does  does not certify that– 


                (i) The items of equipment to be serviced under this contract are used regularly for 
other than Governmental purposes and are sold or traded by the offeror (or subcontractor in the 
case of an exempt subcontract) in substantial quantities to the general public in the course of 
normal business operations; 


                (ii) The services will be furnished at prices which are, or are based on, established 
catalog or market prices (see FAR 22.1003-4(c)(2)(ii)) for the maintenance, calibration, or repair 
of such equipment; and 


                (iii) The compensation (wage and fringe benefits) plan for all service employees 
performing work under the contract will be the same as that used for these employees and 
equivalent employees servicing the same equipment of commercial customers. 


           (2) Certain services as described in FAR 22.1003-4(d)(1). The offeror  does  does not 
certify that- 


                (i) The services under the contract are offered and sold regularly to non-Governmental 
customers, and are provided by the offeror (or subcontractor in the case of an exempt 
subcontract) to the general public in substantial quantities in the course of normal business 
operations; 


                (ii) The contract services will be furnished at prices that are, or are based on, 
established catalog or market prices (see FAR 22.1003-4(d)(2)(iii)); 


                (iii) Each service employee who will perform the services under the contract will 
spend only a small portion of his or her time (a monthly average of less than 20 percent of the 
available hours on an annualized basis, or less than 20 percent of available hours during the 
contract period if the contract period is less than a month) servicing the Government contract; 
and 


                (iv) The compensation (wage and fringe benefits) plan for all service employees 
performing work under the contract is the same as that used for these employees and equivalent 
employees servicing commercial customers. 


           (3) If paragraph (k)(1) or (k)(2) of this clause applies– 


                (i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the 
Contracting Officer did not attach a Service Contract Labor Standards wage determination to the 
solicitation, the offeror shall notify the Contracting Officer as soon as possible; and 
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                (ii) The Contracting Officer may not make an award to the offeror if the offeror fails to 
execute the certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting 
Officer as required in paragraph (k)(3)(i) of this clause. 


      (l) Taxpayer Identification Number (TIN) ( 26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable 
if the offeror is required to provide this information to the SAM to be eligible for award.) 


           (1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of 
this provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), 
reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations 
issued by the Internal Revenue Service (IRS). 


           (2) The TIN may be used by the Government to collect and report on any delinquent 
amounts arising out of the offeror’s relationship with the Government (31 U.S.C. 7701(c)(3)). If 
the resulting contract is subject to the payment reporting requirements described in FAR 4.904, 
the TIN provided hereunder may be matched with IRS records to verify the accuracy of the 
offeror’s TIN. 


           (3) Taxpayer Identification Number (TIN). 


               TIN: ________________________________. 


               TIN has been applied for. 


               TIN is not required because: 


               Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not 
have income effectively connected with the conduct of a trade or business in the United States 
and does not have an office or place of business or a fiscal paying agent in the United States; 


               Offeror is an agency or instrumentality of a foreign government; 


               Offeror is an agency or instrumentality of the Federal Government. 


           (4) Type of organization. 


               Sole proprietorship; 


               Partnership; 


               Corporate entity (not tax-exempt); 


               Corporate entity (tax-exempt); 


               Government entity (Federal, State, or local); 


               Foreign government; 
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               International organization per 26 CFR1.6049-4; 


               Other ________________________________. 


           (5) Common parent. 


               Offeror is not owned or controlled by a common parent; 


               Name and TIN of common parent: 


     Name ________________________________. 


     TIN _________________________________. 


      (m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies 
that the offeror does not conduct any restricted business operations in Sudan. 


      (n) Prohibition on Contracting with Inverted Domestic Corporations. 


(1) Government agencies are not permitted to use appropriated (or otherwise made available) 
funds for contracts with either an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation, unless the exception at 9.108-2(b) applies or the requirement is waived in 
accordance with the procedures at 9.108-4. 


           (2) Representation. The Offeror represents that– 


                (i) It  is,  is not an inverted domestic corporation; and 


                (ii) It  is,  is not a subsidiary of an inverted domestic corporation. 


      (o) Prohibition on contracting with entities engaging in certain activities or transactions 
relating to Iran. 


(1) The offeror shall e-mail questions concerning sensitive technology to the Department of State 
at CISADA106@state.gov. 


           (2) Representation and Certifications. Unless a waiver is granted or an exception applies 
as provided in paragraph (o)(3) of this provision, by submission of its offer, the offeror- 


                (i) Represents, to the best of its knowledge and belief, that the offeror does not export 
any sensitive technology to the government of Iran or any entities or individuals owned or 
controlled by, or acting on behalf or at the direction of, the government of Iran; 


                (ii) Certifies that the offeror, or any person owned or controlled by the offeror, does 
not engage in any activities for which sanctions may be imposed under section 5 of the Iran 
Sanctions Act; and 
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                (iii) Certifies that the offeror, and any person owned or controlled by the offeror, does 
not knowingly engage in any transaction that exceeds the threshold at FAR 25.703-2(a)(2) with 
Iran’s Revolutionary Guard Corps or any of its officials, agents, or affiliates, the property and 
interests in property of which are blocked pursuant to the International Emergency Economic 
Powers Act (et seq.) (see OFAC’s Specially Designated Nationals and Blocked Persons List 
at https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx). 


           (3) The representation and certification requirements of paragraph (o)(2) of this provision 
do not apply if- 


                (i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a 
comparable agency provision); and 


                (ii) The offeror has certified that all the offered products to be supplied are designated 
country end products. 


      (p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement 
to be registered in SAM or a requirement to have a unique entity identifier in the solicitation). 


           (1) The Offeror represents that it  has or  does not have an immediate owner. If the 
Offeror has more than one immediate owner (such as a joint venture), then the Offeror shall 
respond to paragraph (2) and if applicable, paragraph (3) of this provision for each participant in 
the joint venture. 


           (2) If the Offeror indicates "has" in paragraph (p)(1) of this provision, enter the following 
information: 


          Immediate owner CAGE code: ____________________. 


          Immediate owner legal name: _____________________. 


          (Do not use a "doing business as" name) 


          Is the immediate owner owned or controlled by another entity:  Yes or  No. 


           (3) If the Offeror indicates "yes" in paragraph (p)(2) of this provision, indicating that the 
immediate owner is owned or controlled by another entity, then enter the following information: 


          Highest-level owner CAGE code: __________________. 


          Highest-level owner legal name: ___________________. 


          (Do not use a "doing business as" name) 


      (q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony 
Conviction under any Federal Law. 
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           (1) As required by sections 744 and 745 of Division E of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in 
subsequent appropriations acts, The Government will not enter into a contract with any 
corporation that– 


                (i) Has any unpaid Federal tax liability that has been assessed, for which all judicial 
and administrative remedies have been exhausted or have lapsed, and that is not being paid in a 
timely manner pursuant to an agreement with the authority responsible for collecting the tax 
liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has 
considered suspension or debarment of the corporation and made a determination that suspension 
or debarment is not necessary to protect the interests of the Government; or 


                (ii) Was convicted of a felony criminal violation under any Federal law within the 
preceding 24 months, where the awarding agency is aware of the conviction, unless an agency 
has considered suspension or debarment of the corporation and made a determination that this 
action is not necessary to protect the interests of the Government. 


           (2) The Offeror represents that– 


                (i) It is  is not  a corporation that has any unpaid Federal tax liability that has been 
assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, 
and that is not being paid in a timely manner pursuant to an agreement with the authority 
responsible for collecting the tax liability; and 


                (ii) It is  is not  a corporation that was convicted of a felony criminal violation under 
a Federal law within the preceding 24 months. 


      (r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-
16, Commercial and Government Entity Code Reporting.) 


           (1) The Offeror represents that it  is or  is not a successor to a predecessor that held a 
Federal contract or grant within the last three years. 


           (2) If the Offeror has indicated "is" in paragraph (r)(1) of this provision, enter the 
following information for all predecessors that held a Federal contract or grant within the last 
three years (if more than one predecessor, list in reverse chronological order): 


               Predecessor CAGE code: (or mark "Unknown"). 


               Predecessor legal name: ____. 


               (Do not use a "doing business as" name). 


      (s) [Reserved]. 


      (t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all 
solicitations that require offerors to register in SAM (12.301(d)(1)). 
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           (1) This representation shall be completed if the Offeror received $7.5 million or more in 
contract awards in the prior Federal fiscal year. The representation is optional if the Offeror 
received less than $7.5 million in Federal contract awards in the prior Federal fiscal year. 


           (2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 


(i) The Offeror (itself or through its immediate owner or highest-level owner)  does,  does not 
publicly disclose greenhouse gas emissions, i.e., makes available on a publicly accessible 
website the results of a greenhouse gas inventory, performed in accordance with an accounting 
standard with publicly available and consistently applied criteria, such as the Greenhouse Gas 
Protocol Corporate Standard. 


                (ii) The Offeror (itself or through its immediate owner or highest-level 
owner)  does,  does not publicly disclose a quantitative greenhouse gas emissions reduction 
goal, i.e., make available on a publicly accessible website a target to reduce absolute emissions 
or emissions intensity by a specific quantity or percentage. 


                (iii) A publicly accessible website includes the Offeror's own website or a recognized, 
third-party greenhouse gas emissions reporting program. 


           (3) If the Offeror checked "does" in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, 
respectively, the Offeror shall provide the publicly accessible website(s) where greenhouse gas 
emissions and/or reduction goals are reported:_________________. 


      (u) 


(1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions), Government agencies 
are not permitted to use appropriated (or otherwise made available) funds for contracts with an 
entity that requires employees or subcontractors of such entity seeking to report waste, fraud, or 
abuse to sign internal confidentiality agreements or statements prohibiting or otherwise 
restricting such employees or subcontractors from lawfully reporting such waste, fraud, or abuse 
to a designated investigative or law enforcement representative of a Federal department or 
agency authorized to receive such information. 


           (2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements 
applicable to Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 
(Sensitive Compartmented Information Nondisclosure Agreement), or any other form issued by a 
Federal department or agency governing the nondisclosure of classified information. 


           (3) Representation. By submission of its offer, the Offeror represents that it will not 
require its employees or subcontractors to sign or comply with internal confidentiality 
agreements or statements prohibiting or otherwise restricting such employees or subcontractors 
from lawfully reporting waste, fraud, or abuse related to the performance of a Government 
contract to a designated investigative or law enforcement representative of a Federal department 
or agency authorized to receive such information (e.g., agency Office of the Inspector General). 
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      (v) Covered Telecommunications Equipment or Services-Representation. Section 
889(a)(1)(A) and section 889 (a)(1)(B) of Public Law 115-232. 


           (1) The Offeror shall review the list of excluded parties in the System for Award 
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards 
for "covered telecommunications equipment or services". 


           (2) The Offeror represents that– 


                (i) It  does,  does not provide covered telecommunications equipment or services as 
a part of its offered products or services to the Government in the performance of any contract, 
subcontract, or other contractual instrument. 


                (ii) After conducting a reasonable inquiry for purposes of this representation, that 
it  does,  does not use covered telecommunications equipment or services, or any equipment, 
system, or service that uses covered telecommunications equipment or services. 


 (End of Provision) 


FAR 52.216-1 Type of Contract (Apr 1984) 


The Government contemplates award of a BPA resulting from this solicitation. 


(End of provision) 


FAR 52.229-11 Tax on Certain Foreign Procurements – Notice and Representation (Jun 
2020) - Please note, this representation is not included in the System for Award 
Management.  


(a) Definitions. As used in this provision— 


Foreign person means any person other than a United States person. 


Specified Federal procurement payment means any payment made pursuant to a contract with a 
foreign contracting party that is for goods, manufactured or produced, or services provided in a 
foreign country that is not a party to an international procurement agreement with the United 
States. For purposes of the prior sentence, a foreign country does not include an outlying area. 


United States person as defined in 26 U.S.C. 7701(a)(30) means 


(1) A citizen or resident of the United States; 


(2) A domestic partnership; 


(3) A domestic corporation; 


(4) Any estate (other than a foreign estate, within the meaning of 26 U.S.C. 701(a)(31)); and 
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(5) Any trust if– 


(i) A court within the United States is able to exercise primary supervision over the 
administration of the trust; and 


(ii) One or more United States persons have the authority to control all substantial decisions of 
the trust. 


(b) Unless exempted, there is a 2 percent tax of the amount of a specified Federal procurement 
payment on any foreign person receiving such payment. See 26 U.S.C. 5000C and its 
implementing regulations at 26 CFR 1.5000C-1 through 1.5000C-7. 


(c) Exemptions from withholding under this provision are described at 26 CFR 1.5000C-1(d)(5) 
through (7). The Offeror would claim an exemption from the withholding by using the 
Department of the Treasury Internal Revenue Service Form W-14, Certificate of Foreign 
Contracting Party Receiving Federal Procurement Payments, available via the internet 
at www.irs.gov/w14. Any exemption claimed and self-certified on the IRS Form W-14 is subject 
to audit by the IRS. Any disputes regarding the imposition and collection of the 26 U.S.C. 5000C 
tax are adjudicated by the IRS as the 26 U.S.C. 5000C tax is a tax matter, not a contract issue. 
The IRS Form W-14 is provided to the acquiring agency rather than to the IRS. 


(d) For purposes of withholding under 26 U.S.C. 5000C, the Offeror represents that 


(1) It [_] is [_] is not a foreign person; and 


(2) If the Offeror indicates "is" in paragraph (d)(1) of this provision, then the Offeror represents 
that—I am claiming on the IRS Form W-14 [__] a full exemption, or [__] partial or no 
exemption [Offeror shall select one] from the excise tax. 


(e) If the Offeror represents it is a foreign person in paragraph (d)(1) of this provision, then— 


(1) The clause at FAR 52.229-12, Tax on Certain Foreign Procurements, will be included in any 
resulting contract; and 


(2) The Offeror shall submit with its offer the IRS Form W-14. If the IRS Form W-14 is not 
submitted with the offer, exemptions will not be applied to any resulting contract and the 
Government will withhold a full 2 percent of each payment. 


(f) If the Offeror selects "is" in paragraph (d)(1) and "partial or no exemption" in paragraph 
(d)(2) of this provision, the Offeror will be subject to withholding in accordance with the clause 
at FAR 52.229-12, Tax on Certain Foreign Procurements, in any resulting contract. 


(g) A taxpayer may, for a fee, seek advice from the Internal Revenue Service (IRS) as to the 
proper tax treatment of a transaction. This is called a private letter ruling. Also, the IRS may 
publish a revenue ruling, which is an official interpretation by the IRS of the Internal Revenue 
Code, related statutes, tax treaties, and regulations. A revenue ruling is the conclusion of the IRS 
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on how the law is applied to a specific set of facts. For questions relating to the interpretation of 
the IRS regulations go to https://www.irs.gov/help/tax-law-questions. 


(End of provision) 


FAR 52.252-5 Authorized Deviations in Provisions (Nov 2020)  


(a) The use in this solicitation of any Federal Acquisition Regulation (48 CFR Chapter 1) 
provision with an authorized deviation is indicated by the addition of "(DEVIATION)" after the 
date of the provision. 
 
(b) The use in this solicitation of any Homeland Security Acquisition Regulation (48 CFR 
Chapter 30) provision with an authorized deviation is indicated by the addition of 
"(DEVIATION)" after the name of the regulation. 


 (End of provision) 


TSA Instructions: 


TSA-INSTR:  AVAILABILITY OF INTERNAL APPEAL PROCESS PER FAR 33.103 
(SEP 2020) 
 
In the event of receipt of the Contracting Officer’s final decision of an agency-level protest in 
accordance with Federal Acquisition Regulation 33.103, the offeror is hereby advised that an 
appeal process is available from within the agency.   The Assistant Administrator of the 
Contracting and Procurement in the Transportation Security Administration is the independent 
appeal authority.   All appeals must be submitted in writing and signed by a company official 
who is authorized to commit the company and contain the same elements required in FAR 
33.103(d) as well as an explanation of the Contracting Officer’s decision (and copy of such 
decision).  Appeals must be sent either in writing or via email to Transportation Security 
Administration, ATTN:  APPEAL OF AGENCY PROTEST, Contracting and Procurement, 
6595 Springfield Center Drive, Springfield, VA  22150-1923 , or via email to 
TSAProcurementPolicy@tsa.dhs.gov. The subject line for the email should clearly indicate 
“APPEAL OF AGENCY PROTEST”.  


C. CLARIFICATION QUESTIONS  
 
All requests for solicitation clarifications or other questions related to the solicitation shall be 
submitted via email to Joseph.Furtek@tsa.dhs.gov with a copy to Siobhan.Lawson@tsa.dhs.gov. 
The subject of the email must be titled “Clarification Request – [Relevant BPA] – [Company 
Name].” For Relevant BPA, indicate either ATSS or ITSS as appropriate.  
 
Offerors are instructed specifically to contact only the solicitation issuing officials listed above in 
connection with any aspect of this requirement prior to contract award.     
 
All questions or requests for clarifications must be received by the Government not later than 
May 25, 2021 at 3:00 PM (EST). Offerors shall utilize the appropriate worksheet on attachment 
CP-1 -  Request for Clarification when submitting their requests for clarifications. Unless the 
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Government elects otherwise, no response will be made to any questions or request for 
clarification received after this date and time or which do not follow the specified submission 
instructions.  
 
All answers to questions or requests for clarifications will be provided as soon as possible via a 
posting on GSA eBuy. Clarifications may require a formal Amendment to this solicitation. If the 
Government issues an Amendment to the solicitation, offerors must acknowledge the 
Amendment(s) in order to be considered responsive to the solicitation.  
 
C.1 PHASE II CLARIFICATION QUESTIONS  
 
Offerors may submit Phase II questions or requests for clarification in accordance with the 
instructions provided in this section.  
 
Phase II questions or requests for clarification must be limited in scope to only Phase II. That is, 
no “general” clarification questions are permitted.  
 
All Phase II questions or requests for clarification must be submitted via email to 
Joseph.Furtek@tsa.dhs.gov with a copy to Siobhan.Lawson@tsa.dhs.gov. The subject of the 
email must be titled “Clarification Request – [Relevant BPA] – [Company Name].” For Relevant 
BPA, indicate either ATSS or ITSS as appropriate.  
 
All Phase II questions or requests for clarification must be received by the Government not later 
than July 9, 2021 at 12:00 PM (EST). Offerors shall utilize the appropriate worksheet on 
attachment CP-1 -  Request for Clarification when submitting their requests for clarifications. 
Unless the Government elects otherwise, no response will be made to any questions or request 
for clarification received after this date and time or which do not follow the specified submission 
instructions. Offerors who have already submitted Phase II questions or requests for 
clarification must resubmit these questions in accordance with the instructions in this section.  
 
Answers to questions or requests for clarifications will be provided as soon as possible via email. 
Clarifications may require a formal Amendment to this solicitation. If the Government issues an 
Amendment to the solicitation, offerors must acknowledge the Amendment(s) in order to be 
considered responsive to the solicitation.  
 
 
D. SSI ACCESS REQUESTS  
 
It is not anticipated that offerors will require access to SSI during the pre-award phase of this 
procurement.  
 
E.  SUBMISSION OF QUOTES  
 
ATSS/ ITSS Phase I submissions shall be submitted to Joseph.Furtek@tsa.dhs.gov with a copy 
to Siobhan.Lawson@tsa.dhs.gov by 3:00 PM (Eastern) on June 10, 2021. 
 
The subject of the email must be titled “Phase I Submission – [Relevant BPA] – [Company 
Name] [Email X of X].” For Relevant BPA, indicate either ATSS or ITSS as appropriate.  
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ATSS/ ITSS Phase II submissions shall be submitted to Joseph.Furtek@tsa.dhs.gov with a copy 
to Siobhan.Lawson@tsa.dhs.gov by the date and time specified by the Government in the 
advisory notification.  
 
The subject of the email must be titled “Phase II Submission – [Relevant BPA] – [Company 
Name] [Email X of X].” For Relevant BPA, indicate either ATSS or ITSS as appropriate.  
 
Due to TSA restrictions on the size of email, ensure that all emails submitted are less than 5MB. 
If submissions exceed 5MB please divide into multiple emails. Any electronic submission 
determined to contain a virus will be deleted and not viewed or accepted for consideration under 
this solicitation.  Facsimile and mail submittals will not be accepted. Do not use special 
characters in the file titles or provide files within files. Also, do not provide links within 
documents (for instance to a cloud sharing website). 
 
No SF 1449 is required.  
 
Margin settings for Word and PDF documents are 1” for the Top, Bottom, Left and Right. Page 
Size is 8.5"x11".  
 
F. PHASE I – EVALUATION FACTORS AND INSTRUCTIONS   


For Phase I, offerors shall submit a written quote consisting of the following: 


Phase I  
Contents  Page Limits / Format  
Cover Letter  No Limit / Word or PDF 
Factor 1 – Demonstrated Prior Experience  ATSS – 12 (twelve) single-


spaced pages, minimum size 
12 font. 10 point font may be 
used for tables and figures 
only.  
 
ITSS – 10 (ten) single-spaced 
pages, minimum size 12 font. 
10 point font may be used for 
tables and figures only. 
   
/ PDF Format   


 
The Cover Letter shall include the following information: 
 


1. Solicitation Number and Solicitation Title, Contractor Name, DUNS Number, CAGE 
Code, GSA Schedule Number, Complete Business Mailing Address, Primary Points of 
Contact (POC) (name, title, e-mail address, and phone number), Business Size (small or 
large). The cover letter shall also be signed. Offerors may also provide teaming partner 
and/or subcontractor name(s) GSA Schedule Number, Complete Business Mailing 
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Address, Primary Points of Contact (POC) (name, title, e-mail address, and phone 
number), and/or Business Size (small or large).  
 


2. Offeror shall acknowledge any Amendment(s) to this solicitation, and state the offeror’s 
commitment to accept all solicitation specifications, requirements, terms, and conditions 
along with any exceptions to the above. If any, the offeror shall clearly provide, with 
reference to the specific section and paragraph of the solicitation, all exceptions taken to 
the solicitation, and the rationale for doing so. If no exceptions to a given solicitation 
requirement are noted in this section of the proposal, the Government will assume the 
offeror’s proposal corresponds exactly to the solicitation, and no alternate terms are being 
proposed.  
 


3. Offeror shall provide its representations and certifications in the cover letter. The offeror 
must complete the FAR and HSAR provisions in this solicitation as well as provide fill-in 
information for any clauses which require offeror fill-ins (generally denoted by “TBD”). 
Please note that some provisions from the FAR may not be in SAM and that some 
commercial FAR clauses require fill-ins. Failure to provide this information may 
lead to an offeror’s quote being disqualified at the discretion of the Government. 
The Government may request missing cover letter information from offerors, but 
this is not guaranteed.    
 


4. Large business offerors should already have Small Business Subcontracting Plans in 
place pursuant to FAR 52.219-9. Offerors shall describe how they intend to incorporate 
their subcontracting goals into the requirement.   
 


5. Any assumptions made by the offeror.  
 


6. Failure to provide the above information may lead to an offeror’s quote being 
disqualified at the discretion of the Government. The Government may request 
missing cover letter information from offerors, but this is not guaranteed.    
 


For Factor 1 – Demonstrated Prior Experience, the offeror shall provide a written response that 
address the questions in attachments ATSS-6 and/or ITSS-5. Written response content that 
extends beyond the page limit provided below will not be considered. The Government 
discourages offerors from submitting generic “capability statements” or similar marketing 
materials as part of its response for Factor 1 – Demonstrated Prior Experience. 
 
Please note, that offerors only need to respond to the questions applicable to the BPA(s) that it 
wishes to compete for.  
 
The offeror shall provide sufficient information for TSA to evaluate its level of confidence 
regarding the offeror’s experience as it aligns to the requirements of the solicitation based on an 
assessment of the offeror’s response to the questions.  
 
The following total page limits apply to offeror’s Factor 1 – Demonstrated Prior Experience 
submissions: 
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 ATSS – 12 (twelve) single-spaced pages, minimum size 12 font. 10 point font may be 
used for tables and figures only.   


 ITSS – 10 (ten) single-spaced pages, minimum size 12 font. 10 point font may be used 
for tables and figures only. 


 
Offerors may divide the total page limits specified above amongst the questions as they see fit.  
 
Apart from the advisory notification after Phase I, the Government intends to evaluate quotes 
and proceed to Phase II without further communication with offerors. The Government reserves 
the right to conduct communications if the Contracting Officer determines them to be in the best 
interests of the Government. In such a case, the Government reserves the right to communicate 
solely amongst the offerors proceeding to Phase II. Offeror’s Phase I submissions will be 
evaluated on a “pass” / “fail” basis.  
 
G. ADVISORY NOTIFICATION 


After the Government completes evaluation of Phase I submissions (Factor 1 and Cover Letter), 
offerors will receive an advisory notification via email from the Contracting Officer. Offerors 
who receive a rating of “Pass” for Factor 1 will be advised to proceed to Phase II. Offerors who 
receiving a rating of “Fail” for Factor 1 will be advised that they are unlikely to be viable 
competitors, along with the general basis for that opinion. Offerors will be advised that their 
Factor 1 evaluation results will carry forward to Phase II and will be considered in the best value 
award decision. The intent of this advice is to minimize proposal development costs for those 
offerors with little chance of receiving an award. This will be a recommendation only and 
discontinuing the pursuit of the requirement following the notification is voluntary. TSA does 
not intend to provide debriefings after the completion of the advisory notifications. Failure to 
participate in Phase I precludes further consideration of an offeror. Phase II offeror submissions 
will not be accepted from offerors who have not submitted Phase I requirements by the due date 
and time provided for in this solicitation.  
 
The advisory notification will include the Phase II due date and time. 
 
Offerors who receive a rating of “Fail” for Phase I that choose to proceed to Phase II must send 
an email to Joseph.Furtek@tsa.dhs.gov with a copy to Siobhan.Lawson@tsa.dhs.gov no later 
than two business days after receipt of the advisory notification.  
 
The Phase II due date will be approximately two weeks from the date of the advisory 
notification.  
 
H. PHASE II – EVALUATION FACTORS AND INSTRUCTIONS  


Phase II  
Contents  Page Limits / Format  
Updated Cover Letter (Clean and Track Changes)  No Limit / Word or PDF 
Factor 2 – Management, Planning and Technical 
Execution  


ATSS – 46 (forty-six) single-spaced 
pages, minimum size 12 font. 10 point 
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font may be used for tables and figures 
only. 
 
/ PDF Format  
 
ITSS –  25 (twenty-five) single-spaced 
pages, minimum size 12 font. 10 point 
font may be used for tables and figures 
only. 
   
/ PDF Format   


Factor 3 – Personnel and Staffing Approach  30 (thirty) single-spaced pages, 
minimum size 12 font / Word or PDF. 
10 point font may be used for tables 
and figures only. 
 
Resumes shall not count against the 30 
(thirty) page limitation.   
 
Quality Control Plan will not count 
against the 30 (thirty) page limitation.   


Factor 4 – Price/Cost Proposal  Attachment CP-2 – Price Proposal 
Template / Excel  
 
Pricing Schedule (attachments ATSS-
1 and/or ITSS-1) / PDF 
 
Labor Categories and Rates 
(Attachment ATSS-2 and/or ITSS-2) / 
PDF  


 
Updated Cover Letter (Clean and Track Changes) 
 
The offeror may update and resubmit their Cover Letter as part of their Phase II submission. If an 
offeror elects to do so, they must submit both a “clean” and “track changes” version of the Cover 
Letter showing all changes from the Cover Letter submitted during Phase I.    
 
Factor 2 – Management, Planning and Technical Execution  
 
The offeror shall provide written responses to the Phase II questions provided by the 
Government. Offerors may divide the total page limits specified above amongst their responses 
as they see fit. Written response content that extends beyond the page limit provided below will 
not be considered. 
 
The Basis of Estimate and Proposed Labor Categories provided on the Unit Price Build Up may 
also be used by the Government as part of its Factors 2 and 3 evaluations.  
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Factor 3 – Personnel and Staffing Approach 
 
The offeror shall provide a written staffing plan reflecting how adequate expertise is available to 
meet the requirements described in the applicable SOW or PWS and how staffing will be 
managed as new Orders are placed. The offeror shall also describe any teaming or subcontractor 
agreements and the specific task areas and approximate percentage of work to be performed by 
each party and if a teaming agreement has been signed. Offeror shall provide proof that any 
teaming partner or subcontractor is aware that they have been listed as such.  
 
Offerors shall also provide the appropriate completed Labor Categories and Descriptions 
(Attachment ATSS-3 and/or ITSS-3) table.    
 
The offeror shall present a recruitment and retention plan that addresses how resources will be 
replaced during performance due to attrition, competing priorities, and underperformance. This 
plan can be included in the staffing plan. 
 
The offeror shall provide resumes for Key Personnel, Task Leads, and other similar high-level 
personnel that the offeror expects to utilize in the performance of the BPA. Resumes for Core 
Support and/or Core Staff functions are not required.  
 
For ATSS, offerors shall also provide a Quality Control Plan. For clarification purposes, TSA 
intends for this Quality Control Plan to demonstrate how the offeror will establish and maintain 
high quality standards while meeting the Government’s requirements. The Quality Control Plan 
provided post-award is to be more focused and aligned to how the offeror will fulfill and 
maintain quality on awarded orders.  
 
 
Factor 4 – Price/Cost Proposal 
 
Offerors shall complete the appropriate Price Proposal Template (attachments CP-2A and/or CP-
2B) for the BPA(s) that it wishes to compete for. 
 
Offerors shall also provide the appropriate completed Labor Categories and Rates (Attachment 
ATSS-2 and/or ITSS-2) table. This table must crosswalk the proposed Labor Categories with the 
offeror’s GSA Schedule Contract Labor Categories.  
 
Offerors shall also complete the appropriate Pricing Schedule (attachments ATSS-1 and/or ITSS-
1) for the BPA(s) that it wishes to compete for.  
 
The Price Proposal Template, Labor Categories and Rates (Attachment ATSS-2 and/or ITSS-2) 
table, and Pricing Schedule (attachments ATSS-1 and/or ITSS-1) will be used to evaluate the 
offeror’s proposed prices and must be consistent.     
 
The Offeror shall completely fill out all worksheets with the Price Proposal Template and send 
as a Microsoft Excel spreadsheet electronically with the proposal.  The quantities listed in the 
Price Proposal Template are for evaluation purposes only.  Not-to-Exceed (NTE) amounts have 
been provided for some tasks and these NTE amounts must not be changed. Offerors must 
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ensure that numbers are consistent throughout the entire Price Proposal Template (i.e., the task 
extended prices on the Unit Price Build Up worksheet must be consistent with the Extended 
Prices and Total Evaluated Prices on other worksheets). The Unit Price Build Up worksheets are 
intended to show the basis of estimate / “build up” of the pricing for each task and must include 
travel, materials, etc. as appropriate.  
 
Offerors shall ensure cells and workbooks that contain calculations and formulas used to develop 
pricing described in the Microsoft Excel spreadsheet are not locked.  Please note, Adobe PDF 
files are not acceptable for the submission of attachments CP-2A and/or CP-2B.  Such 
submissions for the price proposal will be considered noncompliant with the solicitation 
requirements. 


 
I. BASIS OF AWARD  


The Government anticipates establishing a single-award BPA for ATSS and a single-award BPA 
for ITSS with the offeror for each whose quote is determined to best meet the needs of the 
Government after consideration of all factors-- i.e., provides the "best value."  "Best value" is 
defined here as the procurement process that results in the most advantageous acquisition 
decision for the Government and is performed through an integrated assessment and trade-off 
analysis among price and non-price factors. 


The basis for the establishment of a BPA as a result of this RFQ will be a detailed, integrated 
evaluation by the Government on the basis of how well the offeror satisfies the evaluation factors 
set-forth above. Accordingly, the Government may award a BPA to other than the lowest priced 
offeror or other than the offeror with the highest technical merit rating. Where quotes are 
determined to be substantially equal in technical merit, price will be become the predominating 
factor.  
 
As a result of this solicitation, the Government may award one, two, or no contracts at the 
Government’s discretion 
 
Award will be made to the responsible offeror whose quote provides the best overall value to the 
Government. 
 
For this solicitation, the evaluation factors are: 


 
Factor 1 (Non-Price/Cost): Demonstrated Prior Experience  
 
Factor 2 (Non-Price/Cost): Management, Planning and Technical Execution  
 
Factor 3 (Non-Price/Cost): Personnel and Staffing Approach  
 
Factor 4 (Price/Cost): Price Proposal   


 
All "Non-Price/Cost" factors when combined, are significantly more important than Price/Cost. 
Factor 1 is more important than Factor 2. Factor 2 is more important than Factor 3.   
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Evaluation of the Non-Price/Cost portion of the quote (Factors 1, 2, and 3) will be based on a 
Two-Phased approach; the first phase is an advisory down-select based on Factor 1 – 
Demonstrated Prior Experience.  
 
The second phase is based on Factor 2 –Management, Planning and Technical Execution, Factor 
3 – Personnel and Staffing Approach and Factor 4 – Price/Cost Proposal.  
 
Factor 2 - Management, Planning and Technical Execution focuses on the Government’s 
questions and the offeror’s answers to establish a confidence level rating for the offeror’s 
technical solution, approach, capabilities, and general understanding of the requirement to assess 
how the technical quote satisfies the requirements provided by the Government.  
 
Factor 3 – Personnel and Staffing approach focuses on the offeror’s labor-mix, level of effort, 
and overall staffing approach.  
 
The following evaluation factors and definitions will be used:  
 
 
 
 
Definitions  
 
Benefit – An element of the quote exceeds a requirement of the RFQ in a beneficial way to 
the Government. 


 
Risk – A quote element that has the potential to cause a disruption of schedule, an increase 
in price, or a degradation of performance.    
 


Phase I  


Factor 1 – Demonstrated Prior Experience  


Pass - The offeror’s response for Factor 1 demonstrates that the offeror: (i) understands the 
requirement and (ii) has demonstrated, relevant, prior experience which gives the Government 
confidence that the offeror will be able to successfully perform the requirement with little to 
limited Government intervention.      
 


Fail –  The offeror’s response for Factor 1 demonstrates that the offeror either: (i) does not 
understand the requirement or (ii) does not have demonstrated, relevant, prior experience which 
gives the Government confidence that the offeror will be able to successfully perform the 
requirement without significant Government intervention.    
 
Offerors who receive a rating of “Pass” for Factor 1 will be advised to proceed to Phase II. 
Offerors who receiving a rating of “Fail” for Factor 1 will be advised not to proceed to Phase II. 
 
Phase II 
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Factor 2 – Management, Planning and Technical Execution  


High Confidence - The offeror’s response for Factor 2 demonstrate that the offeror: (i) has a 
superior understanding of the requirement and/or (ii) proposes a superior approach which has a 
high likelihood of successful performance. The Government has confidence that the offeror will 
be successful in performing the contract with little or no Government intervention. The offeror’s 
approach includes benefits and minimal to no risks to the overall mission of TSA.    
 
Medium Confidence –  The offeror’s response for Factor 2 demonstrate that the offeror: (i) has a 
good understanding of the requirement and/or (ii) proposes an approach which has a sufficient 
likelihood of successful performance. The Government has confidence that the offeror will be 
successful in performing the contract with little Government intervention. The offeror’s approach 
may include benefits/and or risks to the overall mission of TSA.  
 
Low Confidence – The offeror’s response for Factor 2 demonstrate that the offeror: (i) has an 
incomplete understanding of the requirements and/or (ii) proposes an approach which has a 
nominal likelihood of successful performance. The Government has confidence that the offeror 
will be successful in performing the contract with some Government intervention. The offeror’s 
approach includes risks and/or provides minimal or no benefit to the overall mission of TSA. 
 
No Confidence – The offeror’s response for Factor 2 does not demonstrate that the offeror 
either: (i) understands the requirement, (ii) proposes a sound approach, (iii) will be successful in 
performing the contract even with significant Government intervention, or (iv) will be successful 
in performing the contract without an unacceptable level of risk to the overall mission of TSA. A 
rating of “No Confidence” prohibits the offeror from award.  
 
 
Factor 3 – Personnel and Staffing Approach 
 
High Confidence –  The offeror’s response for Factor 3 demonstrate that the offeror proposes a 
superior personnel and staffing approach which has a high likelihood of successful performance. 
The Government has confidence that the offeror will be successful in performing the contract 
with little or no Government intervention. The offeror’s approach includes benefits and minimal 
to no risks to the overall mission of TSA.    
 
Medium Confidence –  The offeror’s response for Factor 3 demonstrate that the offeror proposes 
a personnel and staffing approach which has a sufficient likelihood of successful performance. 
The Government has confidence that the offeror will be successful in performing the contract 
with little Government intervention. The offeror’s approach may include benefits/and or risks to 
the overall mission of TSA.  
 
Low Confidence – The offeror’s response for Factor 3 demonstrate that the offeror proposes a 
personnel and staffing approach which has a nominal likelihood of successful performance. The 
Government has confidence that the offeror will be successful in performing the contract with 
some  Government intervention. The offeror’s approach includes risks and/or provides minimal 
or no benefit to the overall mission of TSA. 
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No Confidence – The offeror’s response for Factor 3 does not demonstrate that the offeror 
either: (i) proposes a sound personnel and staffing approach, (ii) will be successful in performing 
the contract even with significant Government intervention or, (iii) will be successful in 
performing the contract without an unacceptable level of risk to the overall mission of TSA. A 
rating of “No Confidence” prohibits the offeror from award.    
 
Factor 4 – Price/Cost 
 
In accordance with FAR 12.209, the Government will evaluate proposed pricing by utilizing one 
or more of the following techniques: 
 


 Comparison of proposed prices received in response to the RFQ 
 Comparison of proposed prices with the IGCE 
 Comparison of proposed prices with available historical information 
 Comparison of market survey results 


 
The Government will evaluate the offeror’s proposed prices by Total Evaluated Price in order to 
determine if the prices are fair and reasonable for the work to be performed.  
 
The Government will calculate the Total Evaluated Price using the offeror’s Price Proposal 
Template as described below: 
 


 A total evaluated price will be calculated for each year by summing the Extended Prices 
for each task.  


 An overall Total Evaluated Price will be calculated by summing the total evaluated price 
for each of the five years of the BPA.  


 
In addition, as part of Factor 4, the Government will confirm that the proposed labor categories 
match the corresponding GSA labor categories and that the proposed labor rates are equal to or 
less than the applicable GSA schedule labor rates for that labor category. The Government will 
also evaluate proposed non-labor costs to determine whether they are fair and reasonable.    
 
The Basis of Estimate and Proposed Labor Categories provided on the Unit Price Build Up may 
be used by the Government as part of its Factors 2 and 3 evaluations.  
 
The offeror’s Cover Letter will not receive a rating, but failure of an offeror to provide all of the 
required information may result in a quote which is found to be nonconforming.  
 
The Government intends to evaluate proposals and award without discussions. However, the 
Government reserves the right to conduct discussions if in the best interest of the Government.   
 
 


[End of Section V]  
 


[End of RFQ]  
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FAIR OPPORTUNITY NOTICE – A0001 
DATE OF ISSUANCE: 08/23/2019 


FAST AMENDMENT 0001 (A0001) 


1. Referencing the TSA FAST Fair Opportunity Notice (FON) issued on 08/08/2019 under 
Reference #s 70T03019FON0001, 70T03019FON0002, 70T03019FON0003, and 
70T03019FON0004: Pages 1-10 of the FON dated 08/08/2019 are deleted and replaced in 
entirety with Pages 1-13 of this Amendment 0001. 


2. Referencing FON A0001 Section B.1, Submission Due Date/Time is EXTENDED, from 
August 29, 2019, to September 11, 2019 at 2:00 PM ET. 


3. Referencing FON Section I, Purpose, ALL FON Attachments are deleted and replaced in 
entirety (A0001 version is denoted by an “A0001” in the Attachment title).  


3a. Only the FON and FON Attachment A1 and Attachment B include revisions under A0001; 
however, although Attachments A2, A3, and C include no revisions, ALL Attachments are being 
replaced under A0001, for ease of reference.  


3b. The Government has made a reasonable effort to highlight revisions in the FON and FON 
Attachments, but in no way represents the highlighted revisions to be a complete listing of 
revisions.  Contractors responding to this FON agree to and are bound by all instructions, 
procedures, and rules of the revised A0001 FON and Attachments A1/2/3, B, and C, for the 
placement of a Task Order (TO). 


4. FON Attachment D- FAST FON Pre-Submission Conference Briefing Slides and FON 
Attachment E- Responses to Timely Questions, are being provided for informational purposes 
only. In the event there is a conflict in the information provided under FON Attachments D and 
E, the FON and Attachments A1/2/3, B, and C are the only documents that take precedence (in 
the order listed).  


5. All other Terms and Conditions remain unchanged. 
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FAIR OPPORTUNITY NOTICE – A0001 
DATE OF ISSUANCE: 08/22/2019 


I. Purpose: 


This is a Fair Opportunity Notice (FON) to be considered for task order award against the IDIQ 
Contract under FAR Part 16.505, Ordering: 


GSA Alliant 2 (Reference Number 70T03019FON0002) -OR- NIH CIO-SP3 Small Business 
(SB) (Reference Numbers 70T03019FON0001, 70T03019FON0003, 70T03019FON0004.  
 
Only submissions from valid IDIQ holders under the selected contracting vehicle will be 
accepted for consideration. Contractors responding to this FON agree to and are bound by all 
instructions, procedures, and rules of this FON for the placement of a Task Order (TO). 


The Government is seeking information pertaining to TSA’s requirements outlined in the FON 
attachments: 


Attachment  Title  
A -FAST Performance Work Statements (PWS): 


(1) Portfolio Based Agile Development PWS Including Task Order-Unique 
Requirements (Reference #s 70T03019FON0001 & 70T03019FON0002);  
(2) Technical Approach Assurance Team (TAAT) and Shared Development and 
Delivery Services (SDDS) PWS (Ref #s 70T03019FON0003 & 70T03019FON0004);  
(3) Technical Landscape (All Reference #s) 


B Draft Schedule of Supplies/Services (All Reference #s) 


C Technical Approach-Agile Development Team Composition Template (Applicable to 
FAST Portfolio Based Agile Development Task Orders under Reference #s 
70T03019FON0001 & 70T03019FON0002) 


D FON Pre-Submission Conference Briefing Slides (being provided for informational 
purposes only.) 


E Responses to Timely Questions (All Reference #s) 


 


II. Basis for Fair Opportunity Consideration: 


In an effort to save both the Contractor and Government resources, this procurement shall be 
conducted as an advisory multi-step process.  This multi-step process is being used to streamline 
and accelerate the ordering process as permitted under FAR Part 16.  
 
III. FON Overview:  


The procurement shall consist of two (2) steps. Step 1 consists of this Fair Opportunity Notice 
along with the FON submission requirements detailed in the FON. Step 1 will conclude with 
issuance of an advisory notice inviting the most highly viable competitors under Step 1 to 
participate in Step 2 consisting of the resultant solicitation/FON further submission and 
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evaluation instructions process. 
 


IV. FON Requirements, Instructions, Procedures, and Rules: 
 
A. General:  


A.1 FON Reference Numbers for Correspondence, Questions, and Submission: 
 


Reference Number Title Fair Opportunity 
under GWAC 


70T03019FON0001 Portfolio Based Agile Development Services 
*Planned Task Order #1 


NIH CIO-SP3 SB 


70T03019FON0002 Portfolio Based Agile Development Services 
*Planned Task Order #2-6 


GSA Alliant 2 


70T03019FON0003 Technical Approach Assurance Services 
*Planned TO #7   


NIH CIO-SP3 SB 


70T03019FON0004 Shared Development and Delivery Services 
*Planned TO #8 


NIH CIO-SP3 SB 


 
Note 1: Upon conclusion of FAST Step 1 and under FAST Step 2, the TSA anticipates issuing 
four (4) solicitations/FON further submission and evaluation instructions resulting in a total of up 
to eight (8) TOs to satisfy FAST requirements. However, the Government reserves the right to 
adjust the number of solicitations and planned TO awards. The Government intends to issue all 
FAST Step 2 Advisory Notices and solicitations/FON further submission instructions at or near 
the same time, and plans to award all planned TOs at/near the same time, however, reserves the 
right to issue Step 2 Advisory Notices, further submission instructions/solicitation(s) and TO 
Award(s) separately for each FON Reference #.   
 
Note 1A: Reference Number 70T03019FON0002: Alliant 2 IDIQ Holders may propose for one, 
some, or all of the planned Task Orders #2-6, and will have the opportunity under FAST Step 2 
to clearly denote portfolio award preferences. In FAST FON Step 1, the submitter’s Cover Letter  
(CL) is required to denote which FON Reference #(s) and Portfolio(s) are being proposed; 
however, only 1 video and supplemental documentation are to be provided for Submission 1 and 
Submission 2. 
 
Note 2: Organizational Conflict of Interest: The TSA considers the requirements included in the 
scope of the Technical Approach Assurance Team (TAAT) and Shared Development and 
Delivery Services (SDDS) planned TOs (70T03019FON0003 and 70T03019FON0004) to be an 
inherent conflict of interest with the requirements of the FAST Portfolio Based Agile 
Development Services (70T03019FON0001).  As a result, the contractor awarded the resultant 
task order for Portfolio-Based Agile Development Services shall be ineligible for award of the 
task order(s) for TAAT and SDDS requirements. Therefore, CIO-SP3 SB contractors will be 
limited to proposing under the FAST (TAAT), (SDDS) TOs Ref #s: 70T03019FON0003, 
70T03019FON0004 OR the FAST Portfolio Based Agile Development Services TO Ref #: 
70T03019FON0001. 
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Note 2A: Planned TOs being competed under FON Ref #s 70T03019FON0001, 
70T03019FON0003, and 70T03019FON0004 are being exclusively 100% set-aside for CIO-SP3 
Small Business IDIQ holders, including Small Business, 8(a), Service Disabled Veteran Owned 
(SDVOSB), and Women Owned Small Business (WOSB) concerns.    
 
Note 2B: FON Reference #s 70T03019FON0003 and 70T03019FON0004: CIO-SP3-SB holders 
may respond to neither, one, or both Ref #s 70T03019FON0003 and 70T030FON0004. There 
are distinct Submission 1 and 2 requirements pertaining to 70T03019FON0003 and 
70T03019FON0004. Therefore, if responding to both 70T03019FON0003 and 
70T03019FON0004, submit separate Technical Approach videos for each and separate PE/PP 
videos for each under separate Cover Letters (CL) for both to denote which FON Reference #(s) 
are being proposed.    
 
 
A.2 Government Points of Contact (POC): 


Respondents requesting information regarding this FON shall contact the below POCs only.  Contacts 
to other associated Government or non-Government personnel is prohibited.  The listed POCs are the 
only persons authorized to receive or release information regarding this FON.   
 


Government Points of Contact 
POC 1: Contracting Officer (CO) Name: Melisa Marcovitz  


Email: melisa.marcovitz@tsa.dhs.gov 
 


POC 2: Alternate   Name: Richard Melrose 
Email: richard.melrose@tsa.dhs.gov 
 


 
A.3 Questions: 
 
All questions or concerns regarding any aspect of this FON shall be submitted electronically to the 
above email addresses on August 19, 2019 no later than 2:00 PM ET.  Questions received after this 
date and time may not be responded to by the Government.   
 
All questions shall be submitted via email to the FON points of contact.  The subject line of the email 
shall contain the following:  70T03019FON000X – Questions.  Respondents shall clearly identify the 
specific section of the FON to which each question relates when submitting questions.  Reference 
shall be made to the FON Section Heading, page number, and specific location on the page (e.g., third 
paragraph) in order to facilitate the Government’s response to each question.   Questions shall be 
submitted in a Microsoft Excel file following a format similar to the table below: 
  


Question 
No. 


Reference 
Question 
Category 


Question 
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# 
FON, PWS, or 


Attachments, and 
Section 


FON or 
Technical 


Question 


 
Note: Responses to submitted questions will be provided to all of the GWAC IDIQ contractors. 
 
If a contractor believes the FON, including the instructions, contains an error, omission or 
ambiguity, or is otherwise unsound, the contractor shall immediately notify the FON POC in 
writing via e-mail with supporting rationale. 
 
A.4 Pre-Submission Conference: 
 
The Government intends to conduct a virtual Pre-Submission Conference on August 14, 2019 at 
10:00 AM ET. The Pre-Submission Conference is intended to allow contractors an opportunity 
to hear the Government’s explanation of this Fair Opportunity Notice.  
 
Contractors who wish to participate in the Pre-Submission Conference shall e-mail the FON 
POCs by August 13, 2019 at 10:00 AM ET. Access to the virtual conference will be provided 
via e-mail to all interested contractors. Availability to participate is on a “first-come/first-served” 
basis and solely the responsibility of the contractor. 
 
The virtual Pre-Submission Conference will not be an opportunity to ask questions regarding the 
requirements set forth in the PWS. The Government intends to address only clarifying questions 
pertaining to the FON and information presented during the Pre-Submission Conference. 
Attendance at the Pre-Submission Conference is not mandatory but may be of value to potential 
respondents and is not planned to be provided by any other means or at any other time. 
Contractors who choose not to participate do so at their own risk.  
 
 
B. FON Submission Requirements, Content, and Instructions: 
 
B.1 Submission Due Date/Time 
 
All submissions shall be provided via e-mail to the FON Government POCs in the format 
specified in these instructions. Submissions must be received no later than September 11, 2019 
at 2:00 PM ET.   
 
Submissions received after the specified date and time will not be considered. Any written 
portion of the submission shall be submitted via email, to the FON POCs.  The subject line of the 
email shall contain the following: 70T03019FON000X - Submission.  Note: Replace the “X” 
with the FON Reference for which you are submitting. 
 
B.2 Authorized Contractor POC 
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The contractor shall provide the name, title, address, e-mail and phone number of up to two (2) 
contractor POC(s) who is/are authorized to respond to communication from the Government, 
such as the advisory notice. 
 
B.3 Submission Conformance and Validity 
 
It is the responsibility of the respondent to confirm the Government’s receipt of the submission.  
The Government will not be responsible for submission or bid and proposal cost or any other 
pre-contract costs of any kind. 
 
Failure to comply with FON requirements may result in the contractor being removed from the 
competition as TSA reserves the right to eliminate submissions that do not conform.  
 
TSA requires a minimum validity period of 90 calendar days for all submissions. Respondents 
may specify a longer validity period.  A submission allowing less than TSA’s minimum validity 
period may be rejected. 
 
B.4 Submission Content Summary Table 
 


Submission Content 


Submission Description Constraints 


Cover Letter (CL) 


A. Company Information: Name, 
Address, Phone, DUNS, Cage, 
Size, etc. 
B. Authorized Contractor POC/e-
mails 
C. Validity Period 
D. Table of Contents 
E. Video Link/URL 
F. Which FON Reference #(s) and 
Portfolio(s) are being proposed.  
 


2-page maximum 
 
No Submission 1 or 2 information 
will be evaluated under this Cover 
Letter 


1 
Overall Technical Approach  
 


A. Recorded Video: no longer than 
40 minutes 
 
B. Completed FON Attachment C 
(Page N/A) - For Portfolio Based 
Agile Development TOs Only  
 
C. Confirmation of Corporate 
Capability (CC) Highly Desired 
Partnership Certifications (1-page 
max) - All Ref #’s 
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2 
 
Prior Experience (PE) and  
Past Performance (PP): 


A. Recorded Video: no longer than 
15 minutes  
 
B. PE/PP Summary Sheet with 
POCs for PP verification for all 
submitted projects (2-page max)  
 
C. FPDS & CPARS records for 
federal/public sector project or 
similar certified information for 
commercial project (or if  
performed as subcontractor) per 
submitted project. 


 
 
B.5 Submission Instructions: 
 
B.5.1 General Instructions  
 
Failure to follow these instructions may make the submission non-responsive to the FON 
requirements. 
 
All submissions shall adhere to all specified time limits and page limits.  
 
The Cover Letter and submission pages shall be submitted in a searchable Microsoft Excel, 
Microsoft Word, or PDF document. Documentation submitted in any other format shall not be 
considered by the Government. 
 
The contents of the files shall print on standard 8½” by 11” using Times New Roman or Arial 
12-point font or larger for text, Arial 10-point font or larger for tables and text in headers/footers, 
and Arial 8-point font or larger for graphics.  Do not use special characters (i.e. #, *, ?, {, }, %, >, 
<, /, \, $, | ) when naming files.   
 
Pages shall be numbered consecutively within all submissions (i.e., Submission #, Page ## of 
##).  For any submissions with a defined time or page limit, the overage time or pages exceeding 
the specified time or page limit will be removed and not evaluated.   
 
B.5.2 General Video Submission Instructions for Submissions 1 and 2:  
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Video submissions shall adhere to the proposal content maximum time limits utilizing Youtube.com 
for the Government to access.  Videos must be submitted through the “unlisted”  or “private” 
Youtube.com link. By the date and time specified, the offeror shall send a YouTube link (and 
password if a “private” link is provided) to the Government POCs in order for TSA to access the 
video submission. Do not provide a shortened URL, such as youtu.be. 
 
The Government does not intend to evaluate the quality of the video submissions. Unnecessarily 
elaborate videos beyond that which is sufficient to present a complete and effective response to this 
FON are not desired. Computer-generated graphics, background music, elegant sets, and so forth are 
neither necessary nor wanted. The Government strongly encourages not to invest significantly in the 
video submission. A low-cost video production is encouraged.  
 
The DHS Procurement Innovation Lab (PIL) has produced the following video to provide helpful 
information about video submissions: DHS YouTube Skit and Mock Video: 
https://www.youtube.com/watch?v=8DJpJ2qECtM&feature=em-share_video_user. Offerors are not 
required to adhere to the DHS mock video format. 
 
The contractor/submitter may submit one or separate youtube.com links for Submissions 1 and 2. If 
the contractor is only submitting one (1) video comprising both Submissions 1 and 2, a distinct delay 
must be inserted in between presentations for Submission 1 and Submission 2. This delay may include 
text indicating as such and will be displayed for no more than thirty (30) seconds. This delay will not 
count towards the total Submission time limit. 
 
B.5.3 FON Submission 1: Overall Technical Approach  
 
Submission 1 will include a video that is not longer than 40 minutes in length/duration utilizing 
Youtube.com for the Government to access. The submission and any supplemental 
documentation requirements shall provide sufficient information detailing the overall approach 
to perform the requirements of the FON/PWS, and specifically addressing: 


 
 Ref #: 70T03019FON0001, 70T03019FON0002: FAST Portfolio Based Agile Development 


Services: Overall Approach to Conducting Requirements Analysis as well as overall 
approach to performing Solution Recommendations to include the methodology to 
determine team size and composition related to complexity of the requirements.  


 
Submission 1 shall also include supplemental documentation:  
 
1) Completed Technical Approach-Agile Development Team Composition Template 
detailing the size and composition of agile development team(s) under the technical 
approach (FON Attachment C). Note: The Government prefers FON Attachment C to be 
provided in the MS Excel format the template was provided in, but will accept a searchable 
MS Word or PDF document if it contains all of the required information found in FON 
Attachment C; 
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2) Completed confirmation of Corporate Capability (CC) highly desired partnership 
certifications detailing the contractor’s Salesforce Partnership Level (“None” if no 
Partnership Level exists and/or “In-Process” if previously submitted but not finalized) and 
any other partnership(s) and/or certification(s) the contractor possesses demonstrating the 
contractor’s CC to perform the FON/PWS requirements. The submitted partnership(s) 
and/or certification(s) must be from the Prime Contractor/Submitter and clearly indicate the 
partnership(s) and/or certification(s) as well as level(s). The completed confirmation is 
considered to represent the Contractor/Submitter’s self-certification that the submitted 
information is accurate and complete, although the Government reserves the right to verify 
submitted information.  
 


 Ref #s: 70T03019FON0003, 70T03019FON0004:  
 
70T03019FON0003, TO #1- Technical Approach Assurance Team (TAAT): Overall 
approach to Conducting Requirements Analysis as well as overall approach to validation of 
Solution Recommendations related to complexity of the requirements. 
 
70T03019FON0004, TO #2- Shared Development and Delivery Services (SDDS): Overall 
approach to embedding a secure coding environment and conducting compliance testing.   
 
Submission 1 shall also include supplemental documentation:  
 
1) All Reference Numbers: Completed confirmation of Corporate Capability (CC) highly 
desired partnership certifications detailing the contractor’s Salesforce Partnership Level 
(“None” if no Partnership Level exists and/or “In-Process” if previously submitted but not 
finalized) and any other partnership(s) and/or certification(s) the contractor possesses 
demonstrating the contractor’s CC to perform the FON/PWS requirements. The submitted 
partnership(s) and/or certification(s) must be from the Prime Contractor/Submitter and 
clearly indicate the partnership(s) and/or certification(s) as well as level(s). The completed 
confirmation is considered to represent the Contractor/Submitter’s self-certification that the 
submitted information is accurate and complete, although the Government reserves the right 
to verify submitted information.   
   


 
B.5.4 FON Submission 2: Prior Experience (PE) and Past Performance (PP): 
 
Submission 2 will include a video submission not longer than 15 minutes in length/duration 
utilizing Youtube.com for the Government to access.  The presentation and supplemental 
documentation requirements shall provide sufficient information demonstrating the PE, and PP 
of the contractor to meet or exceed the requirements of the FON/PWS, addressing: 


 
 Ref #: 70T03019FON0001, 70T03019FON0002: FAST Portfolio Based Agile Development 


Services TOs:  
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(1) Relevant Prior Experience Managing Agile Application Development and Post 
Production Support Teams: Number of team(s), Size of team(s), and complexity of 
applications;  


(2) Relevant Prior Experience, Size, and Complexity Migrating and Developing Applications 
to and in the Cloud;  


(3) Relevant Prior Experience in Leading Edge Technology (LET) Projects: Secure Coding 
Practices, Build Automation, API Management, and Mobile IT (Innovation for 1 project 
per category, 4 Total. Submitted Innovation LETs may be utilized for more than 1 LET 
category and/or in other Relevant Prior Experience categories). 
 


 Ref #s: 70T03019FON0003- Technical Approach Assurance Team, 70T03019FON0004- 
Shared Development and Delivery Services: Up to three examples of recent relevant Prior 
Experience of a similar size, scope, complexity as required under the FON/PWS.  
 


Note 1: The submitted example(s) must be from the Prime Contractor/Submitter and have begun 
no earlier than four (4) years before the release date of this FON or remain currently 
performing/ongoing under a continuous period of performance. Relevant example(s) performed 
for the commercial and public sector/project, or performed as a subcontractor, may be provided.  
 
Note 2: Each cited relevant prior experience must include germane project information such as 
total dollar value, period of performance, customer point of contact information, performance 
and quality measures/metrics required and levels achieved and applicable statistical measures 
(e.g., range, mean, median, mode, number of defects, code quality, etc.) as applicable. 
 
Note 3: Submission 2 shall also include supplemental documentation:  
 


(1) PE/PP Summary Sheet listing each cited Prior Experience with POCs for Past 
Performance verification for all cited prior experience example(s). 
 
(2) FPDS & CPARS records for federal and all public sector project(s) or similar certified 
information for commercial project (or if performed as subcontractor) for all cited prior 
experience and past performance example(s). The most current FPDS and CPARS record 
(current period or last issued modification) shall be provided. If no FPDS and/or CPARS is 
currently available for the example(s), the contractor may submit similar certified 
information for federal/public sector (e.g., a copy of the Base Contract Award and 
Modification(s), Balanced Scorecard(s), etc.). FPDS & CPARS records may be provided as 
one searchable document in lieu of individual records.  


 
 
C. FON Submission Evaluation  
 
C.1 Order of Importance  
 
The Government will evaluate submissions based on the following evaluation factors and 
relative order of importance:  
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Factor 1 – Overall Technical Approach  
Factor 2 –Prior Experience (PE) and Past Performance (PP) 
 
The factors are of equal importance in determining the likelihood of competitive viability.   
  
C.2 Evaluation Approach 
 
Factor 1 – Overall Technical Approach: The Government will assess the degree of 
competitive viability based on the contractor’s submitted overall technical approach, to meet or 
exceed the requirements of the FON/PWS: 
 
 Ref #: 70T03019FON0001, 70T03019FON0002: FAST Portfolio Based Agile Development 


Services: Overall Approach to Conducting Requirements Analysis as well as overall 
approach to performing Solution Recommendations to include the methodology to determine 
team size and composition related to complexity of the requirements and Completed 
Technical Approach-Agile Development Team Composition Template detailing the size and 
composition of agile development team(s) under the technical approach (FON Attachment 
C), and demonstrated corporate capability.  


 
 Ref #s: 70T03019FON0003, 70T03019FON0004:  


 
70T03019FON0003, TO #7- Technical Approach Assurance Team (TAAT): Overall 
approach to Conducting Requirements Analysis as well as overall approach to validation of 
Solution Recommendations related to complexity of the requirements, and demonstrated 
corporate capability. 
 
70T03019FON0004, TO #8- Shared Development and Delivery Services (SDDS): Overall 
approach to embedding a secure coding environment and conducting compliance testing, 
and demonstrated corporate capability.   
 
     


Factor 2 –Prior Experience (PE) and Past Performance (PP): The Government will assess 
the degree of competitive viability based on the contractor’s demonstrated Prior Experience and 
Past Performance, to meet or exceed the FON/PWS requirements.  
 
A strong record of recent (begun no earlier than four (4) years before the release date of this 
FON or remain currently performing/ongoing under a continuous period of performance) and 
relevant PE/PP will be considered more competitively viable than little or no record of recent 
and relevant PE/PP. The Government reserves the right to contact the contractor’s PE/PP 
references to verify information regarding the performance, and such information (if obtained) 
may be used by the Government in its assessment. The Government reserves the right to evaluate 
PE/PP examples even if not submitted by the contractor under the FON, and such information (if 
obtained) may be used by the Government in its assessment. 
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C.3 Evaluation Ratings  
 
The TSA will evaluate submissions using the following ratings:  
 


 High Competitive Viability  
 Average Competitive Viability  
 Low Competitive Viability  


 
D.1 Advisory Notice:    
 
After FAST Step 1 FON submissions are evaluated, respondents will receive an advisory notice 
from the Contracting Officer via e-mail. The advisory notice will inform the respondent if it will 
be invited to participate in the FAST Step 2 (solicitation/further FON submission and evaluation 
instructions) or, based on the information submitted, it is unlikely to be a viable competitor. 
Respondents considered not to be the most viable competitors will be advised of the general 
basis for that opinion.  
 
The most highly viable competitors for Step 1 will be invited to participate in Step 2. For those 
respondents that are invited to participate in FAST Step 2, the Contracting Officer will include 
the Step 2 instructions in the advisory notice. 
 
Notwithstanding the advice provided by the Government in response to FON submissions, 
respondents may elect to participate in the resultant Step 2 solicitation(s)/further FON 
submission and evaluation instructions. In making a decision to proceed regardless of being 
advised not to continue, please note that Step 1 submissions will carry over, and carry the most 
weight in the best value determination.   


Those respondents notified they are not considered among the most highly viable competitors, 
but regardless choose to proceed to FAST Step 2, shall send an email to 
Melisa.Marcovitz@tsa.dhs.gov not later than 24 hours after delivery of the advisory 
recommendation not to proceed, indicating its intent to participate in Step 2. After the 
Contracting Officer receives notice from the respondent stating its intent to participate in Step 2 
despite the Government’s advisory notice not to proceed, the Contracting Officer will send a 
separate email with Step 2 instructions.  


Failure to participate in Step 1 of the procurement precludes further consideration of a 
competitor/offeror. Step 2 submissions/proposals will not be accepted from competitors/offerors 
who have not submitted Step 1 FON submissions by the due date and time stated in this FON. 


The Government intends to evaluate submissions and proceed to Step 2 without further 
communication with submitters. Therefore, the Step 1 FON submission(s) shall contain the 
sufficient information to allow for evaluation. Although the Government reserves the right to 
evaluate PE/PP examples even if not submitted by the contractor under the FON, the contractor 
shall assume that the Government has no prior knowledge of the contractor’s CC/PE/PP and that 
the Government will base its evaluation on the information presented in the FON submission. 
The Government reserves the right to conduct communications if the Contracting Officer (CO) 
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determines them to be in the best interests of the Government. In such a case, the Government 
reserves the right to communicate solely amongst the competitors proceeding to FAST Step 2. 
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U.S. Department of 
Homeland Security 
 
United States 
Coast Guard  


 


Commanding Officer 408 Coast Guard Drive 
U.S. Coast Guard Kearneysville, WV  25430 
Operations Systems Center Staff Symbol:  CO 
 Phone:  (304) 264-2550 


   
  4200 


April 18, 2019  
                                                                                                                                                                                                                             
To:   GSA Contractor 


Subject: Request for Quotation (RFQ) 70Z0G319QPBZ02900 (GSA RFQ 1361549) for 
Workforce Management Tools 
 


The United States Coast Guard (USCG) is issuing this competitive RFQ to solicit selected General 
Services Administration (GSA), Federal Supply IT Schedule (General Purpose Communication 
Information Technology Equipment, Software, and Services) contract holders for the purpose of 
entering into a Blanket Purchase Agreement (BPA) for workforce management software as a service to 
the United States Coast Guard (USCG). This RFQ does not commit the Government to pay for the 
preparation and submission of a quotation. 
 
The BPA competition will be conducted pursuant to FAR Subpart 8.4, full and open under IT Schedule 
70 SIN 132-51 NAICS 518210.  FAR Parts 13, 14 and 15 are not applicable to this RFQ. Offerors are 
solicited only from IT Schedule 70 SIN 132-51 contract holders.  
 
It is the Government’s intent to award a single BPA to the responsible Offeror whose quote, in 
conforming to the RFQ, provides the overall best value to the Government considering technical and 
business evaluation factors. For evaluation purposes, and with the intent to award as a call, the 
AUXDATA Modernization Statement of Work (Attachment 6) is also provided. All calls will be 
issued Firm-Fixed Price. 
 
A three phase multi-step down select strategy will be used for this procurement. Interested firms are 
required to submit one Phase I Prior Experience Submission.  Failure to participate in Phase I of the 
solicitation precludes further consideration of an Offeror.  After evaluation, Offerors who are rated 
most highly will be advised to proceed to Phase II of the proposal submission process. Offerors who 
were not among the most highly rated will be advised that they are unlikely to be viable competitors, 
along with the general basis for the Government’s advisory recommendation. The intent of this 
advisory notice is to minimize development and other costs for those Offerors with little to no chance 
of receiving an award. Offerors should note that factors evaluated in Phase I are more important than 
factors evaluated in Phases II and III. The Government’s advice will be a recommendation only, and 
those Offerors who are advised not to proceed may elect to continue their participation in the 
procurement.  
 
Offerors participating in Phase II shall provide a Technical demonstration and Oral Presentation. After 
evaluation, Offerors who are rated most highly will be advised to proceed to Phase III of the proposal 
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submission process. Offerors who were not among the most highly rated will be advised that they are 
unlikely to be viable competitors, along with the general basis for the Government’s advisory 
recommendation. The intent of this advisory notice is to minimize development and other costs for 
those Offerors with little to no chance of receiving an award. Offerors should note that factors 
evaluated in Phase II are more important than factors evaluated in Phase III. The Government’s advice 
will be a recommendation only, and those Offerors who are advised not to proceed may elect to 
continue their participation in the procurement.  
 
Offerors participating in Phase III of the evaluation shall provide a Schedule and Price submission. 
 
Any quotation that is non-compliant with any requested submission requirements of this RFQ may 
immediately be removed from further consideration. 
 
Thank you for your consideration of this request. 
 
      Sincerely, 
  
       
 
      Brenda E. Oberholzer 
      Contracting Officer 
 
Attachment (1)   BPA Statement of Work 
Attachment (2)   BPA Provisions and Clauses 
Attachment (3)   BPA Pricing Matrix 
Attachment (4)   Special Contracting Requirements 
Attachment (5)   Instructions and Evaluation for Award 
Attachment (6)   AUXDATA Call Statement of Work 
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ATTACHMENT 5 – RFQ INSTRUCTIONS AND EVALUATION FOR AWARD 
 


Introduction: 
 
1.1. Offeror Questions/Clarifications 


All Offeror questions and clarifications pursuant to this RFQ must be received by the 
Contracting Officer, Brenda.E.Oberholzer@uscg.mil, and Contract Specialist Kristi Durbin no 
later than April 26 2019 at 3:00 PM, EDT.  The Government reserves the right not to provide a 
response for any Offeror question/clarification received after the date and time stated above.  If, 
however, the Contracting Officer determines that a request cites an issue of significant 
importance, the Government will provide a written response to all Offerors. 
 
The Government will not provide information in response to telephone calls.  Contacting other 
USCG personnel regarding this solicitation in an attempt to gain procurement-sensitive 
information may result in disqualification from the evaluation process.  Written responses to all 
Offeror questions/clarifications will be sent to GSA IT Schedule 70 contract holders NAICS 
518210, SIN 132-51 “Information Technology Professional Services” Offerors with due regard 
to the proper protection of proprietary information via an amendment to the solicitation. 
 


1.2. Ordering Period 
The BPA ordering period includes a 12 month base period and four 12 month option periods for 
a total of 60 months beginning date of award.   
 


1.3. Specific Requirements 


See the BPA Statement of Work (Attachment 1).  For evaluation purposes, and with the intent to 
award as a call, the AUXDATA Modernization Statement of Work (Attachment 6) is also 
provided.  
 


1.4. Quotation Preparation and Delivery Instructions 


The Phase I submission shall consist of: (1) Signed cover letter certifying that the Offeror has 
read and agrees to comply with all of the conditions and instructions provided in this RFQ 
document, and all amendments issued; (2) Prior experience submission.  
 
Phase II will not require anything additional to be submitted but instructions and coordination 
will be communicated via email.  
 
Phase III submission shall consist of: (1) Signed cover letter certifying that the Offeror has read 
and agrees to comply with all of the conditions and instructions provided in this RFQ document, 
and all amendments issued; (2) Schedule and (3) Price Matrix.  
 
Signed cover letters must provide the following information: 
 


A. Name of Offeror  
B. Address  
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C. City, State, Zip code  
D. Data Universal Numbering System (DUNS) Number & CAGE Code 
E. Taxpayer Identification Number (TIN)  
F. Points of Contact (Primary & Alternate) for both Technical and Pricing Submissions  
G. Telephone Number  
H. Electronic Mail Address  
I. Solicitation/Quotation number  
J. Date of Quotation  
K. GSA Schedule Contract Number  
L. Small Business Representations made by the Offeror  
M. Prompt Payment Terms  
N. A statement specifying the extent of agreement with all terms, conditions, and provisions 


included in the solicitation without exceptions or assumptions. 
O. Names and contact information of persons authorized to negotiate on the Offeror’s behalf 


with the Government in connection with this solicitation. 
P. Name, title, and signature of person authorized to sign the quotation.  
Q. Current Performance Period the GSA Schedule with Option Periods as applicable  
R. A Statement certifying that the proposed solution falls within the scope of the Offeror’s 


referenced GSA Schedule contract(s) as applicable by signing the cover letter. 
 
All submissions MUST cite the applicable GSA Schedule contract number in all documents 
submitted in response to this RFQ.  
 
1.4.1.  Quotation Submission 


Please review the requirement and respond via email to the Contracting Officer with a courtesy 
intent to provide a quote or no-quote decision as soon as possible.  
 


Electronic Submissions:  The Offeror shall provide an electronic copy of its Phase I quote 
submission via GSA’s eBuy. Submission must occur prior to the Quotation Submission Deadline 
specified in Section 1.4.3 of this attachment. 


 


1.4.2. Quotation Preparation 


The Government will not consider pages submitted in excess of the stated page limitations, or 
materials not included in full text within the quote (no links to external information will be 
reviewed or considered.  Page limitations include all text, graphs, pictures, appendices, 
references, exhibits, etc. Tabs, index sheets, tables of contents, dividers and other such aids that 
are solely used to assist the evaluator in locating information and are advisory in nature, 
imparting no other information other than the identification of content, will not be counted 
against any page limits stated within this RFQ.  
 
Phase Volume  Not to Exceed Page Limits 
Phase I Factor 1: Prior Experience 10 pages 
Advisory Notice 
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Phase II Factor 2: Technical Solution Technical Demonstration 
Factor 3: Technical Approach Oral Presentation 


Advisory Notice 
Phase III Factor 4: Schedule 3 Pages 


Factor 5: Price  Attachment #3 Price Matrix; Representations & 
Certifications as required by 52.212-3 and copy of 
Offeror’s GSA Schedule Contract shall be included 
in the price matrix submission. 


   
  
All narrative text contained in the quote response must be formatted to 8 ½ x 11 paper with 
margins of at least 1” at the top, bottom, and both sides; using single spaced, Times New Roman 
12 point font.  For charts, tables, exhibits and figures, no less than 8 point Times new Roman 
font is acceptable. Offerors are cautioned that quotation elements using a font less than 12-point 
Times New Roman for the narrative and less than 8-point Times New Roman for charts will not 
be reviewed by the Government.  
 


1.4.3. Quotation Submission Deadline 


Offerors shall submit Phase I: Prior Experience responses no later than 3:00 pm, EDT May 17, 
2019.  
 
Submission deadlines for the later Phases will be detailed in future instructions provided by the 
Government.  Following Government advisory recommendation post Phase I, Offerors will have 
approximately 2 business days to notify Government of interest to proceed to Phase II; actual 
timeline will be communicated within the notification. The Offeror will have at least 2 weeks 
from the Government’s receipt of the Offeror’s decision to proceed to prepare the submission for 
Phase II. Following Government advisory recommendation post Phase II, Offerors will have 
approximately 2 business days to notify the Government of interest to proceed to Phase III; 
actual timeline will be communicated within the notification. Each Offeror will have at least 2 
weeks to prepare and submit Phase III upon receipt of instructions for Phase III. 


Failure to participate in Phase I of the solicitation precludes further consideration of an Offeror.  
Submissions will not be accepted from Offerors who have not submitted the Phase I quote by the 
due date and time stated in this RFQ. Additionally, an Offeror’s decision not to participate in 
Phase II of the procurement precludes further consideration of an Offeror.  Finally, the Offeror’s 
decision not to participate in Phase III of the procurement precludes further consideration of an 
Offeror and renders them ineligible for award.   


 


1.5. Breakdown of Evaluation Factors 


Technical Factors Business Factors 
1. Prior Experience 4. Schedule 
2. Technical Solution 5. Price 
3. Technical Approach  
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1.6. Specific Submission Instructions Relative to the Submission Phase 


Offerors are advised that if they are unable to meet all requirements in Attachment 6 then they 
will not be eligible for award. Offerors are encouraged to articulate how the proposed tool will 
allow for future Workforce Management capabilities above and beyond the initial task order 
specified in Attachment 6 under future task orders through the BPA. Offerors are cautioned that 
the quality of their quotation and adherence to RFQ response requirements and/or restrictions, 
are considered reflective of the manner in which Offerors will be expected to perform work 
under this BPA.  This will be given due consideration throughout the evaluation process. 
Offerors are strongly encouraged to emphasize content in response to all RFQ requirements.  
 


The Government will be conducting the evaluation in three phases. Evaluations will be based 
on the requirements specified in Attachment 6 AUXDATA Modernization Statement of 
Work.  
 
Phase I: The Government will be evaluating Factor 1: Prior Experience. The Offeror shall 
provide a maximum of three (3) examples of experience, of its own experience (the prime not the 
experience of any proposed subcontractors or their teaming partners).  The examples of prior 
experience must be for contracts that are ongoing or completed within the past three (3) years 
from the date of the solicitation. Offerors shall furnish examples of experience that collectively 
demonstrate results in all of the following areas: 
 


 Implementing a cloud-hosted application for a Federal Government/DoD entity at 
FedRAMP Moderate Baseline or higher (DODIN experience is preferred). 


 Managing the cloud-hosted application being proposed for a Federal Government/DoD 
entity at FedRAMP Moderate Baseline or higher (DODIN experience preferred). This 
should include details on: 


o Number of users of the application 
o Handling and implementing change requests 
o Patching and completing security updates. Were there any breaches? If there were 


what was the cause? Were there ever any functional/usability issues caused by a 
new patch and how were they corrected? 


o Meeting service level agreements. Offeror should include what service levels 
(such as availability) they were required to meet and if they ever were unable to 
meet them.  


o Handling and correcting trouble tickets, incidents, and problems. Include the 
volume of tickets handled. 


 Transitioning data and services to a cloud-hosted Software-as-a-Service for a Federal 
Government/DoD entity at FedRAMP Moderate Baseline or higher (DODIN experience 
is preferred). The Offeror should include the type and size of the data transferred, number 
of users, and explain how the overall strategy of transition was conducted. 


 Meeting and maintaining cybersecurity authorizations and accreditations at FedRAMP 
Moderate baseline or higher (DODIN experience is preferred). 


 
The Offeror must respond to the following in each submission as they pertain to the topic areas 
listed above: 
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(1) Explain how the submission meets one or more of the criteria. 
(2) Describe problems, failures, or data breaches that occurred during performance of the 


example and what actions were taken to overcome them and ensure quality of 
performance. 


(3)  Describe difficulties or constraints that occurred and what the company did to overcome 
them. 


(4) Describe challenges related to keeping software compliant with evolving cyber security 
requirements?  


 
The Government is more interested in the quality and similarity of the experience examples to 
the requirement than the quantity of examples.  The Offeror shall include the following 
information for each example: 


(1)  The name and contact information of a reference that can substantiate the experience and 
results.   


(2) Contract Number. Only one contract per example; 
(3) Agency that contract was performed for; 
(4) Contract Period of Performance (effective date and expiration date)’ 
(5) Contract value; 
(6) Contract Type. 


Any example that does not comply with the above instructions will not be evaluated.  
 
The information shall be sufficiently detailed that the Government can determine whether the 
example(s) demonstrate the prime contractor’s experience.  The Government will not contact the 
reference to obtain detail lacking from the Offeror’s response.   
 
After the Government completes evaluation of the Phase I submission, Offerors will receive an 
advisory notification via email from the KO. The notification will advise the Offeror of the 
Government’s advisory recommendation to proceed or not to proceed to Phase II. Offerors who 
are rated most highly will be advised to proceed to Phase II of the proposal submission process. 
Offerors who were not among the most highly rated will be advised that they are unlikely to be 
viable competitors, along with the general basis for the Government’s advisory recommendation. 
The intent of this advisory notice is to minimize development and other costs for those offerors 
with little to no chance of receiving an award. The Government’s advice will be a 
recommendation only and those Offerors who are advised not to proceed may elect to continue 
their participation in the procurement.  
 
The Government does not intend to provide debriefings after the completion of the advisory 
notifications.  
 
Phase II: The Government will be scheduling Technical Demonstrations/Oral Presentations to 
evaluate Factor 2: Technical Solution and Factor 3: Technical Approach. The Offeror shall 
prepare and provide an in person demonstration with the Government where they will be exhibit 
their proposed solution’s capability in performing selected requirements and an oral presentation 
discussing their technical approach. The list of requirements and capabilities the Offeror will be 
expected to demonstrate will be sent out with the specific instructions for Phase II. Any parts of 
the technical solution and oral presentation, including but not limited to responses to questions, 
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may be incorporated in the AUXDATA call.   
 
Specific timelines and instructions for the demonstration, including sample data, will be provided 
by the Government at least 2 weeks prior to the Offeror’s scheduled demonstration/oral 
presentation.  
 
After the Government completes evaluation of the Technical Demonstrations/Oral Presentations, 
Offerors will receive an advisory notification via email from the KO. The notification will advise 
the Offeror of the Government’s advisory recommendation to proceed or not to proceed to Phase 
III. Offerors who are rated most highly will be advised to proceed to Phase III of the proposal 
submission process. Offerors who were not among the most highly rated will be advised that 
they are unlikely to be viable competitors, along with the general basis for the Government’s 
advisory recommendation. The intent of this advisory notice is to minimize development and 
other costs for those offerors with little to no chance of receiving an award.  
The Government’s advice will be a recommendation only, and those offerors who are advised 
not to proceed may elect to continue their participation in the procurement.  
 
The Government does not intend to provide debriefings after the completion of the advisory 
notifications.  
 
Phase III: The final phase will require submission of Factor 4: Schedule and Factor 5: Price.  
This phase requires a written response.  The Schedule may be incorporated in the AUXDATA 
call.  The Price submissions may be incorporated in the BPA and AUXDTA call as applicable.  
Specific instructions including limitations and deadlines will be provided to those Offerors that 
elect to proceed to this phase at least 2 weeks prior to the submission due date. 
  
1.7. Evaluations and Selection 


Evaluations will be conducted in accordance with FAR Part 8.4.  The BPA will be established 
with the Offeror whose quotation for the AUXDATA Modernization Statement of Work 
(Attachment 6) represents the best value to the Government.  For the purposes of this RFQ, “best 
value” is defined as the procurement process resulting in the most advantageous acquisition 
decision for the Government and is performed through an integrated assessment and trade-off 
analysis among the five evaluation factors. The Government may elect to award to other than the 
lowest priced quote, based on the results of the tradeoff analysis between non-price and price 
factors. The Government intends to evaluate quotations and award a single-award BPA without 
communications with Offerors.  The Offerors should therefore propose their best approach to 
meeting the requirements of the SOW and solicitation.  However, the Government reserves the 
right to enter into communications if it is deemed to be in the best interests of the Government.   
 
Quotations submitted in response to the RFQ will be evaluated based on the following evaluation 
Factors: 
 
Factor 1: Prior Experience  
Factor 2: Technical Solution 
Factor 3: Technical Approach 
Factor 4:  Schedule 
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Factor 5: Price 
 
All technical factors are weighted in order of importance, with Factor 1 (Prior Experience) being 
more important than Factor 2 (Technical Solution), and both Factors 1 and 2 being more 
important than Factor 3 (Technical Approach). Of the business factors, Factor 4 (Schedule) is 
more important than Factor 5 (Price).  When combined, Factors 1, 2, and 3 are more important 
than Factors 4 and 5.  
 
The Government will be conducting the evaluation in three phases.  Phase I will evaluate Prior 
Experience.  An offeror must submit a quote for Phase I to be considered for award; failure to 
submit a quote in Phase I precludes an Offeror from submitting a quote for Phase II and III.  
Phase II will evaluate the Technical Solution and Technical Approach presented in the Technical 
Demonstration and Oral Presentation by the Offerors who are selected or who elect to participate 
in Phase II.  Phase III will evaluate Factors 4 and 5 for the Offerors who are selected or who 
elect to participate in Phase III.  Notifications will be sent out between Phase I and II and Phase 
II and III.     
 
Once the government determines that an Offeror is the best-suited (e.g. the apparent successful 
awardee), the government reserves the right to engage with only that firm to address any 
remaining issues, if necessary, and finalize a task order with that firm. If the parties cannot 
successfully address any remaining issues, as determined pertinent at the sole discretion of the 
government, the government reserves the right to engage the next best-suited firm based on the 
original analysis and address any remaining issues. Once the government has engaged the next 
best-suited firm, no further engagements with the previous firm will be entertained until after the 
task order has been awarded. This process will continue until an agreement is successfully 
reached and a task order is awarded. 


 


1.7.1. Phase I – Factor 1 


The Government will evaluate the prime Offeror’s prior experience for its confidence in the 
Offerors ability to successfully perform the task order requirements based on its Prior Experience 
of contracts that are ongoing or completed within 3 years of the date of the solicitation related to 
all of the following areas: 


 Implementing a cloud-hosted application for a Federal Government/DoD entity at 
FedRAMP Moderate Baseline or higher (DODIN experience is preferred). 


 Managing a cloud-hosted application for a Federal Government/DoD entity at FedRAMP 
Moderate Baseline or higher (DODIN experience is preferred). This should include 
details on: 


o Number of users of the application 
o Handling and implementing change requests 
o Patching and completing security updates. Were there any breaches? If there were 


what was the cause? Were there ever any functional/usability issues caused by a 
new patch and how were they corrected? 


o Meeting service level agreements. Offeror should include what service levels 
(such as availability) they were required to meet and if they ever were unable to 
meet them.  
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o Handling and correcting trouble tickets, incidents, and problems. Include the 
volume of tickets handled. 


 Transitioning data and services to a cloud-hosted Software-as-a-Service for a Federal 
Government/DoD entity at FedRAMP Moderate Baseline or higher (DODIN experience 
is preferred). The Offeror should include the type and size of the data transferred, number 
of users, and explain how the overall strategy of transition was conducted. 


 Meeting and maintaining cybersecurity authorizations and accreditations at FedRAMP 
Moderate baseline or higher (DODIN experience is preferred). 


 
Responses to the questions/requested information as set forth in Paragraph 1.6, Phase I, Factor 1, 
above will contribute to the assessment and the rating given for this factor.  Ratings will be made 
in terms of the Government’s confidence in the Offeror’s prior experience and ability to meet the 
requirements. The Government is more interested in the quality and similarity of the Prior 
Experience examples to the requirement than the quantity of examples.   
 


1.7.2. Phase II – Factors 2 & 3 


 


1.7.2.1 Factor 2: Technical Solution 


The Government will assess each Offeror’s demonstration for its confidence in the proposed 
technical solution and its ability to meet the mission needs of the Auxiliarists based on the 
technical demonstration and responses to questions. This includes the following characteristics: 


Fitness: Does the technology address the problem at hand, or is it being used for an unintended 
purpose? 
 
Simplicity: Is the design of the solution easily understood?  
 
Usability: Is the solution intuitive and easy to use? Will individuals with little technical 
understanding be able to use it with minimum guidance? 
 
Adaptability:  How easily can the solution modified to meet new requirements or requirements 
of similar workforce management systems. 
 


1.7.2.2 Factor 3: Technical Approach 


The Government will evaluate its overall confidence in the Offeror’s Technical approach based on the 
oral presentation and answers to questions.   
 
 
 


1.7.3. Phase III – Factors 4 & 5 


 


1.7.3.1. Factor 4: Schedule 
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The Government will evaluate each Offeror’s schedule with respect to how quickly they can 
implement a solution, and transition the current AUXDATA to the new solution. The 
Government has set a target date for this to be complete by 6 months after contract award.  
 
Schedule significance will increase as the Prior Experience, Technical Demonstration and 
Technical Approach equivalence, possibly promoting Schedule to a determinative factor. 
 


1.7.3.2. Factor 5: Price 


The Government will evaluate each Offeror’s total evaluated price with respect to reasonableness 
based on the total evaluated price as stipulated in the Government’s Price Matrix (Attachment 3).   
The total evaluated price consists of the total evaluated price for the base period and the four 
option periods.   
 
Price significance will increase as the Prior Experience, Technical Demonstration and Technical 
Approach equivalence, possibly promoting price to a determinative factor.   
 
Selection for Award 
All technical factors are weighted in order of importance, with Factor 1 (Prior Experience) being 
more important than Factor 2 (Technical Solution), and both Factors 1 and 2 being more 
important than Factor 3 (Technical Approach). Of the business factors, Factor 4 (Schedule) is 
more important than Factor 5 (Price).  When combined, Factors 1, 2, and 3 are more important 
than Factors 4 and 5.  Award shall be made to the Offeror whose quotation is determined to be 
the best value to the Government based on a tradeoff among the Technical and Business Factors. 
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STATEMENT OF WORK 


FOR 
WORKFORCE MANAGEMENT TOOLS 


U.S. COAST GUARD 
COMMAND, CONTROL, COMMUNICATIONS, COMPUTER 


AND 
INFORMATION TECHNOLOGY SERVICE CENTER 


1.0 GENERAL  
  
1.1 BACKGROUND 
 
The Government has multiple known and unknown future needs to modernize its Workforce 
Management (WFM) and Customer Relations Management (CRM) tools that are either near or at 
their end of life. This includes the Recruiting Analysis and Tracking System (RATS) that 
supports the USCG Recruiters, the USCG Learning Management System (LMS), the USCG 
Training Management Tool (TMT) which support all active duty, reservists, and Coast Guard 
Civilians, the AUXDATA system which is the sole system for supporting the Coast Guards 
26,000 + members, and various other CRM systems. It is the USCG’s objective to obtain a CRM 
tool, provided as a software as a service, that can be adapted to meet the needs of these related 
tools and systems, and enable the different functional areas of the USCG to take advantage of the 
solution chosen for the USCG AUXDATA. 
 
1.2 SCOPE  
The Government requires software managed service that can be adapted to meet the needs of 
various human resource units throughout the USCG. The tool will be expected to handle training 
and learning management, recruiting and workforce development, and most immediately, USCG 
Auxiliarist Management. Specific functions needed for each will be detailed within the 
individual calls. 
 
1.3 REQUIREMENTS: The Contractor shall provide, implement, and support a Commercial-
off-the-shelf (COTS) software tool hosted in a cloud environment to replace USCG systems 
specified in individual calls. The functional and non-functional requirements for each system 
will be identified in the individual calls.  For each system that is modernized there will be an 
implementation phase followed by a transition phase where the contractor will be required to 
transition all data, current users/accounts, and train all end users on the new system. Finally the 
Contractor shall provide regular maintenance and continued support. The software should, at a 
minimum, be configurable to do the following: 
 


• Provide a means of access for members and staff. 
• Provide a means to manage all members of the USCG and Auxiliary. 
• Provide a means to define an organization structure 
• Provide a means to establish recruiting targets and goals 
• Provide a means to manage recruiting leads 
• Provide a means to manage Organizational Units. 
• Provide a means to track activities of the USCG. 
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• Provide a means to track resources of the USCG. 
• Provide a means to produce reports on all USCG functions. 
• Provide a means to produce reports on USCG functions. 
• Provide a means to manage training of the USCG and Auxiliary 
• Provide a means to complete training for members of the USCG 
• Provide a means to manage security clearances  
• Provide a means to process patrol orders  
• Provide a means to process training requests 
• Provide a means to create various workflows 
• Provide a means to communicate to the learning audience 
• Provide a means to manage learning content 
• Provide a means to query and display specific data 
• Provide a means to manage instructor-led course sessions 
• Provide a means to manage, execute, and report electronic testing 
• Provide a means to manage synchronous and asynchronous e-learning  
• Provides a means to manage user roles and system functions 


 
1.4 CONTRACTOR PERSONNEL.  
 
The Contractor shall provide contracting support to deliver a fully maintained solution in 
accordance with the requirements in this SOW and applicable Federal and Agency regulations.   
 
1.4.1 Key personnel: The key personnel of this contract are considered to be essential to the 
work the Contractor agrees to perform hereunder. Prior to diverting the key personnel to other 
programs, the Contractor shall notify the Contracting Officer’s Representative (COR) and the 
Contracting Officer no less than 15 days in advance and shall submit justification, including 
proposed substitutions or replacements, in sufficient detail to permit the Contracting Officer to 
evaluate the impact on the work the Contractor is obligated to perform hereunder. The 
Contractor shall not replace any of the key personnel without the written consent of the 
Contracting Officer.  
 
1.4.1.1 BPA Program Manager (Key Personnel). The Contractor shall provide a Program 
Manager who shall be responsible for all contractor work performed under this contract. 
 
 
Description of Work: The Program Manager shall be a single point of contact for the 
Contracting Officer and the Contracting Officer’s Representative (COR).  It is anticipated that 
the Program Manager shall be one of the senior level employees provided by the Contractor for 
the work effort. The Program Manager shall be responsible for ensuring conformity to 
contractual obligations, establishing and maintaining master plans and schedules.  The Program 
Manager shall perform day-to-day management of overall contract support operations. 
 
Experience Requirements: Shall have a minimum of six (6) years of general IT Project 
Management experience. 
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1.4.2 Qualified Personnel. For each BPA call, the Contractor shall provide capable and 
qualified personnel to perform all requirements and tasks specified in this contract. Contractor 
employees supporting calls shall be able to read, write, speak and understand English fluently, 
and shall be United States citizens per HSAR 3052.204-71 Alt I. 
 
1.4.3 Employee Identification. Contractor employees visiting USCG and other Government 
facilities shall wear an identification badge that, at minimum, displays the Contractor’s name, the 
employee’s photo, name, clearance-level and badge expiration date.  Visiting Contractor 
employees shall comply with all USCG and Government escort rules and requirements.  All 
Contractor employees shall identify themselves as Contractors when their status is not readily 
apparent and display all identification and visitor badges in plain view above the waist at all 
times.  Contractor employees working on-site at Government facilities shall be identified as 
contractors on email, at their desks, at meetings, on phone calls, and badges.   
 
1.4.4 Employee Conduct. The Contractor’s employees shall observe and comply with all  
applicable regulations, policies and procedures (e.g., fire, safety, sanitation, environmental 
protection, security, flag officer courtesy, “off limits” areas, wearing of parts of military 
uniforms, and possession of firearms).  The Contractor shall ensure that all contractor employees 
present a professional appearance at all times, and their conduct does not reflect discredit on the 
United States, the Department of Homeland Security or the USCG. 
 
The Program Manager shall ensure Contractor employees understand and abide by USCG-
established rules, regulations and policies concerning safety and security. 
 
1.4.5 Removing an Employee for Misconduct or Security Reasons. The Government at its 
sole discretion may direct the Contractor to remove any contractor employee from USCG 
facilities for misconduct or security reasons.  Such removal does not relieve the Contractor of the 
responsibility to provide sufficient qualified staff for adequate and timely service.  The 
Government will provide the Contractor with a written rationale for the removal of the employee 
through the USCG Contracting Officer. 
 
1.4.6 Conflict of Interest. The Contractor shall not employ any person who is an employee of 
the United States Government if that employee could, or would appear to cause a conflict of 
interest.  If at any time a conflict of interest arises, the Contractor shall inform the Government 
and also provide a mitigation plan. 
 
1.5 SPECIAL REQUIREMENTS AND SECURITY. The Contractor shall adhere to the 
information systems security (ISS) policies, plans, and procedures administered by the USCG 
and DHS. The Contractor shall maintain the highest degree of security trust when accessing 
USCG’s resources, networks and, systems. Contractor does not require access to classified 
information under this contract but will be required to handle Sensitive but Unclassified (SBU) 
and For Official Use Only (FOUO). 
 
Further requirements are detailed in Section H: Special Contract Requirements. 
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1.6 DEPARTMENT OF DEFENSE TRUSTED ASSOCIATE SPONSORSHIP SYSTEM 
(TASS) AND COMMON ACCESS CARDS: All Contractor employees working for the USCG 
shall utilize the Department of Defense (DoD) Trusted Associate Sponsorship System (TASS) to 
apply for a Common Access Card (CAC) for their employees that require access to a USCG or 
other federally controlled computer information system.   


 
The Contractor shall submit a list of employees to the Contracting Officer’s Representative 
(COR) for the TASS within 3 days after contract award. 
 
Issuance of a CAC is contingent upon having a favorable NACI or equivalent investigation. 
 
Contractor and subcontractor employees requiring access to a USCG, DOD, or other federally 
controlled computer information system and/or facility, or need Public Key Infrastructure 
authentication to perform their contractual duties shall use TASS to obtain a CAC. 
  
The Contractor shall provide such forms to or request such information from Contractor 
employees that may be necessary for obtaining a CAC via the TASS.  Completed forms and 
information shall be submitted as directed by the COR.  Contractors are responsible for the 
accuracy and completeness of the information submitted and for any liability resulting from the 
Government’s reliance on inaccurate or incomplete information. 
 
Contractor or subcontractor employees who are declined a CAC via the TASS are ineligible to 
perform work that requires a CAC under this contract.  When an employee with a CAC is no 
longer performing work under this contract, the Contractor shall notify the COR on the same day 
the employee stops working and shall deliver the CAC to the COR within seven (7) calendar 
days after such notification. 
 
1.7 PERIOD OF PERFORMANCE. This contract consists of a base period of one year plus 
four one-year option periods for managing the service, for a total potential period of five years 
(60 months), if all options are exercised.  
 
Base Period:    16 May 2019 – 15 May 2020 (12 Months)  
 
Option Period 1:  16 May 2020 – 15 May 2021 (12 Months) 
 
Option Period 2:  16 May 2021 – 15 May 2022 (12 Months) 
 
Option Period 3:  16 May 2022 – 15 May 2023 (12 Months) 
 
Option Period 4:  16 May 2023 – 15 May 2024 (12 Months) 
 
 
1.8 PLACE OF PERFORMANCE. This work will be performed at the following locations:  
Primary work location: 
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 Contractor Facility as needed. 
 
Alternate work locations where in-person meetings, demonstrations, and/or briefs may occur: 


 U.S. Coast Guard C4ITSC at 7323 Telegraph Road, Alexandria, VA 22315 
 


 U.S. Coast Guard C4ITSC at 408 Coast Guard Drive, Kearneysville, WV 25430 
 


 U.S. Coast Guard C4ITSC at USCG Headquarters, 2703 Martin Luther King Jr. Ave SE, 
Washington, DC 20593.  


 
  Additional locations may be added during the performance of this order.  


 
1.9 HOURS OF OPERATION. Normal duty hours for the Government are Monday through 
Friday, 8:00AM to 5:00PM Eastern Standard Time (EST), excluding Federal Government 
holidays. The contractor shall be available during this time period, but also available to support 
any outages to the systems on a 24x7 basis.  It is the expectation of the government that the 
systems are built in such a way that they do not go down and therefore this support should be 
minimal. 
 
1.10 CONTRACT TYPE: BPA Call CLINs for implementation and support service will be 
Firm-Fixed Price (FFP). CLINs for travel will be Time & Materials without G&A.   
 
1.11 DELIVERABLES AND REPORTING REQUIREMENTS: See Section 5.0 below.  
 
1.12 PROTECTION OF INFORMATION.  
 
1.12.1 PRIVACY ACT INFORMATION. Contractor access to information protected under the 
Privacy Act may be required under this contract.  Contractor employees shall safeguard this 
information against unauthorized disclosure or dissemination in accordance with the law and 
Government policy and regulation. 
 
1.12.2 Personally Identifiable Information.  
 


• The contractors will cooperate with and exchange information with USCG officials, as 
determined necessary in order to effectively report and manage a suspected or confirmed 
breach. 


• The contractors and subcontractors (at any tier) will properly encrypt PII in accordance 
with OMB Circular A-130 and other applicable policies and comply with any USCG-
specific policies for protecting PII; 


• Regular training for contractors and subcontractors will be conducted (at any tier) on how 
to identify and report a breach; 


• Contractors and subcontractors (at any tier) will report a suspected or confirmed breach 
in any medium or form, including paper, oral, and electronic, as soon as possible and 
without unreasonable delay, consistent with the USCG’s incident management policy and 
US-CERT notification guidelines; 
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• Contractors and subcontractors (at any tier) will maintain capabilities to determine what 
Federal information was or could have been access and by whom, construct a timeline of 
user activity, determine methods and techniques used to access Federal information, and 
identify the initial attack vector; 


• Contractors will allow for an inspection, investigation, forensic analysis, and any other 
action necessary to ensure compliance with this Memorandum, the agency’s breach 
response plan, and to assist with respond to a breach; 


• Identify roles and responsibilities, and the USCG’s breach response plan; and 
• Explain that a report of a breach shall not, by itself, be interpreted as evidence that the 


contractor or its subcontractor (at any tier) failed to provide adequate safeguards for PII. 
 
1.12.3 PROPRIETARY INFORMATION: Contractor access to proprietary information may 
be required for this contract. Contractor employees shall safeguard this information against 
unauthorized disclosure or dissemination in accordance with DHS MD 11042.1, Safeguarding 
Sensitive but Unclassified (SBU) Information.  SBU includes information categorized by DHS 
or other government agencies as: For Official Use Only (FOUO); Official Use Only (OUO); 
Sensitive Homeland Security Information (SHSI); Limited Official Use (LOU); Law 
Enforcement Sensitive (LES); Safeguarding Information (SGI); Unclassified Controlled Nuclear 
Information (UCNI); and any other identifier used by other government agencies to categorize 
information as sensitive but unclassified.  The Contractor shall ensure that all Contractor 
personnel having access to business or procurement sensitive information sign a non-disclosure 
agreement (DHS Form 11000-6). The Contractor shall continue to ensure employees safeguard 
this information when the new Controlled Unclassified Information (CUI) framework replaces 
the sensitive but unclassified (SBU) categorization. 
 
1.13 TRAVEL. Contractor travel may be required to support the various BPA calls. All travel 
required by the Government outside the local commuting area(s) will be reimbursed to the 
Contractor in accordance with the Federal Acquisition Regulation (FAR) 31.205-46 - Travel 
Costs. The Contractor shall be responsible for obtaining COR approval via electronic mail, for 
all reimbursable travel. The Contractor shall submit on a monthly basis, a travel request for 
anticipated travel for the month travel is to be conducted.  
 
The Contractor shall include a trip report with the monthly travel invoice to the COR and KO via 
electronic mail no later than five (5) business days after all travel has been conducted for that 
month. 
 
2.0 Government Furnished Property/Resources and Information. The Government will 
provide access to a work area at the Government’s facility as needed for the duration of this 
contract. This includes access to unclassified USCG workstation/laptop computers with 
CGONENet access as needed to meet requirements of this contract.  
 
3.0 CONTRACTOR FURNISHED PROPERTY: N/A  
 
 
4.0 DELIVERABLES:  
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4.1 STATUS MEETINGS: The Contractor shall be available to meet with the Contracting 
Officer and COR upon request to discuss progress, exchange information and resolve emergent 
technical problems and issues. These meeting shall take place at USCG’s facilities and/or via 
telephone conference call. A mutual effort will be made to resolve all problems identified during 
these meetings. Specific status meetings and reports will be identified in the individual calls. 
 
4.2 GENERAL REPORTING REQUIREMENTS: The Contractor shall provide all written 
reports in electronic format with read/write capability using applications that are compatible with 
USCG Standard Workstation. 
 
4.3  BPA CALL DELIVERABLES:  Each BPA Call will identify specific deliverables. 
 
 
5.0 REFERENCES 
 


• Section 508 Accessibility Standards 
• Federal Information Security Management Act (FISMA) 
• Privacy Act of 1974 
• Clinger-Cohen Act (CCA) 
• Department of Defense Instruction (DODI) 8510.01 Risk Management Framework 


(RMF) for DoD Information Technology (IT) 
• DHS 4300A – Sensitive Systems Handbook  
• NIST 800-53 (series) – Security and Privacy Controls for Federal Information Systems 


and Organizations 
• NIST 800-146 – Cloud Computing Synopsis and Recommendations 


 
6.0 GOVERNMENT POINTS OF CONTACT:  
Contracting Officer’s Representative (COR):  
The COR and their contact information will be provided upon award. 
 
 
Contracting Officer:  
Brenda Oberholzer; 304-433-3223 (PH), 304-264-3817 (FX); e-mail: 
Brenda.E.Oberholzer@uscg.mil  
 
7.0 PAYMENT INFORMATION  
 
The Debt Collection Improvement Act of 1996 requires Federal agencies to convert from 
payment by check to payment by Electronic Funds Transfer (EFT) by January 1, 1999. This 
requirement will eventually cover all recipients of Federal payments other than payments under 
the Internal Revenue Code of 1986. This notice complies with the contract clauses at Federal 
Acquisition Regulation (FAR) 52.232-33 “Mandatory Information for Electronic Funds Transfer 
Payment” and 52.232-34 “Optional Information for Electronic Funds Transfer Payment.”  
The USCG requires the Contractor to submit certain information to the USCG Finance Center in 
order to facilitate Electronic Funds Transfer (EFT) payment for deliveries or performance under 
this Order. Accordingly, prior to submitting the first invoice for payment, the Contractor shall 
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complete the attached EFT/ACH Vendor Payment Enrollment Form. The form shall be provided 
directly to the USCG Finance Center (“payment office”) at the address below:  
 
Commanding Officer  
USCG Finance Center  
1430A Kristina Way  
Chesapeake, VA 23326  
 
8.0 CENTRALIZED INVOICE SUBMITTAL INSTRUCTIONS  
 
a) Each invoice shall contain the following information:  


 
1) Contract or Delivery/Task Order Number  
2) Name of the Contract Specialist or Contracting Officer  
3) Invoice Routing Code (IRC) assigned by the USCG  
4) Annotate on the invoice indicating that the contractor represents a small business for 


accelerated payment purposes.  
 


b) The USCG unique Invoice Routing Code (IRC) for this contract or delivery/task order is: 
“OSC”  


 
The IRC list may be found at http://cgweb.fincen.uscg.mil/centralinv/ under “WINS Remote 
Site Invoice Routing Code (IRC) Lookup”  


 
c) Each invoice and all supporting documentation must be submitted to the designated billing 


office via one of the following modes, listed in descending order of     preference:  
 


1) FINCEN Website invoice receipt form: 
http://www.fincen.uscg.mil/centralinv/central_inv_contr.cfm  


2) Fax: (757-523-6900)  
3) Mailed to: Commercial Invoices  


U.S. Coast Guard Finance Center  
1430A Kristina Way  
Chesapeake, VA 23326  
 


d) Invoices and any supporting documentation should be submitted electronically. This will 
utilize the FINCEN web based invoice submission capability and facilitate processing. The 
invoice must be submitted as a single Adobe .pdf formatted file (not to exceed 3 MB), or as 
otherwise specified in the contract.  
 
e) A courtesy copy of the invoice, along with all supporting documentation must also be e-
mailed to the Contracting Officer and/or Contract Specialist, and the OSC centralized invoice 
inbox at the addresses cited below:  
 
Brenda.E.Oberholzer@uscg.mil (Contracting Officer)  
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OSC-DG-INV@uscg.mil (OSC invoice inbox)  
 
f) In accordance with the Prompt Payment Act, for the purposes of determining a payment due 
date and the date on which interest will begin to accrue if a payment is late, a proper invoice 
shall be deemed to have been received:  


1) On the later of:  
(i) For invoices that are mailed or transmitted via facsimile, the date a proper invoice is 
actually received by the designated billing office and annotates the invoice with date of 
receipt at the time of receipt.  
(ii) For invoices electronically transmitted by the contractor via web based submission, 
the date a transmission is received by the designated billing office, and receipt 
confirmation is provided to the designated recipient; or  
(ii) The seventh day after the date on which the property is actually delivered or 
performance of the services is actually completed; unless—  


a) The agency has actually accepted the property or services before the seventh 
day in which case the acceptance date shall substitute for the seventh day after the 
delivery date; or  
b) A longer acceptance period is specified in the contract, in which case the date 
of actual acceptance or the date on which such longer acceptance period ends 
shall substitute for the seventh day after the delivery date;  


 
 


2) On the date placed on the invoice by the contractor, when the agency fails to annotate the 
invoice with date of receipt of the invoice at the time of receipt (such invoice must be a 
proper invoice); or  
 


3) On the date of delivery, when the contract specifies that the delivery ticket may serve as 
an invoice.  
 


4) Web based submission by the contractor and receipt confirmation does not reflect 
Government review or acceptance of the invoice.  
 


5)  Payment inquiries and status may be obtained - at the following website: -
https://www.fincen.uscg.mil/secure/payment.htm.  
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In addition to the clauses set forth in the Contractor’s Federal Supply Schedule (FSS) 
Contract, the following additional clauses are herein made a part of, and pertain to, any 
resultant contract action for this BPA. 


FEDERAL ACQUISITION REGULATION CLAUSES INCORPORATED BY 
REFERENCE 


CLAUSE NO. CLAUSE TITLE  DATE  


52.203-13    Contractor Code of Business Ethics and Conduct        OCT 2015 
52.204-7   System for Award Management    OCT 2016 
52.204-9       Personal Identity Verification of Contractor Personnel JAN 2011 
52.204-16  Commercial and Government Entity Code Reporting JUL 2016 
52.204-17   Ownership or Control of Offeror    JUL 2016 
52.204-18      Commercial and Government Entity Code Maintenance JUL 2016 
52.204-19  Incorporation by Reference of Representations and   DEC 2014 
   Certifications 
52.204-21  Basic Safeguarding of Covered Contractor Information JUN 2016 
   Systems 
52.209-11   Representation by Corporations Regarding Delinquent FEB 2016 
   Tax Liability or a Felony Conviction under any Federal  
   Law 
52.212-1  Instructions to Offerors--Commercial Items   JAN 2017 
52.212-4  Contract Terms and Conditions--Commercial Items  JAN 2017 
52.217-5   Evaluation of Options      JUL 1990 
52.224-2  Privacy Act       APR 1984 
52.225-25   Prohibition on Contracting with Entities Engaging  OCT 2015 
   in Certain Activities or Transactions Relating to Iran— 
   Representation and Certifications 
52.227-14   Rights in Data – General (Alternative IV)        DEC 2007 
52.227-16  Additional Data Requirements    JUN 1987 
52.227-19  Commercial Computer Software—Restricted      DEC 2007 
   Rights 
52.232-18   Availability of Funds           APR 1984 
52.232-39  Unenforceability of Unauthorized Obligations  JUN 2013 
52.237-3  Continuity of Services     JAN 1991 
52.245-1  Government Property           JAN 2017 
52.245-9    Use and Charges           APR 2012
  
FEDERAL ACQUISITION REGULATION CLAUSES INCORPORATED BY FULL 
TEXT 


52.203-17 – Contractor Employee Whistleblower Rights and Requirement To Inform 
Employees of Whistleblower Rights (APR 2014) 







Attachment 2 BPA Provisions and Clauses 
RFQ 70Z0G319QPBZ02900 
 


2 


 


 


(a) This contract and employees working on this contract will be subject to the whistleblower 
rights and remedies in the pilot program on Contractor employee whistleblower protections 
established at 41 U.S.C. 4712 by section 828 of the National Defense Authorization Act for 
Fiscal Year 2013 (Pub. L. 112-239) and FAR 3.908. 


(b) The Contractor shall inform its employees in writing, in the predominant language of the 
workforce, of employee whistleblower rights and protections under 41 U.S.C. 4712, as 
described in section 3.908 of the Federal Acquisition Regulation. 


(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all 
subcontracts over the simplified acquisition threshold. 


 (End of clause) 


52.204-2 SECURITY REQUIREMENTS (AUG 1996)  


(a) This clause applies to the extent that this contract involves access to information 
classified “Confidential,” “Secret,” or “Top Secret.”  


(b) The Contractor shall comply with—  


(1) The Security Agreement (DD Form 441), including the National Industrial 
Security Program Operating Manual (DoD 5220.22-M); and  


(2) Any revisions to that manual, notice of which has been furnished to the 
Contractor.  


(c) If, subsequent to the date of this contract, the security classification or security 
requirements under this contract are changed by the Government and if the changes cause an 
increase or decrease in security costs or otherwise affect any other term or condition of this 
contract, the contract shall be subject to an equitable adjustment as if the changes were 
directed under the Changes clause of this contract.  


(d) The Contractor agrees to insert terms that conform substantially to the language of this 
clause, including this paragraph (d) but excluding any reference to the Changes clause of this 
contract, in all subcontracts under this contract that involve access to classified information.  


(End of clause) 


52.204-15 Service Contract Reporting Requirements for Indefinite-Delivery Contracts 
(OCT 2016) 
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(a) Definition.  


“First-tier subcontract” means a subcontract awarded directly by the Contractor for the 
purpose of acquiring supplies or services (including construction) for performance of a prime 
contract. It does not include the Contractor’s supplier agreements with vendors, such as long-
term arrangements for materials or supplies that benefit multiple contracts and/or the costs of 
which are normally applied to a Contractor’s general and administrative expenses or indirect 
costs. 


(b) The Contractor shall report, in accordance with paragraphs (c) and(d) of this clause, 
annually by October 31, for services performed during the preceding Government fiscal year 
(October1-September 30) under this contract for orders that exceed the thresholds established 
in 4.1703(a)(2). 


(c) The Contractor shall report the following information: 


 (1) Contract number and order number. 


 (2) The total dollar amount invoiced for services performed during the previous 
Government fiscal year under the order. 


 (3) The number of Contractor direct labor hours expended on the services performed 
during the previous Government fiscal year. 


 (4) Data reported by subcontractors under paragraph (f) of this clause. 


(d) The information required in paragraph (c) of this clause shall be submitted via the internet 
at www.sam.gov. (See SAM User Guide). If the Contractor fails to submit the report in a 
timely manner, the contracting officer will exercise appropriate contractual remedies. In 
addition, the Contracting Officer will make the Contractor’s failure to comply with the 
reporting requirements a part of the Contractor’s performance information under FAR 
subpart 42.15. 


(e) Agencies will review Contractor reported information for reasonableness and consistency 
with available contract information. In the event the agency believes that revisions to the 
Contractor reported information are warranted, the agency will notify the Contractor no later 
than November 15. By November 30, the Contractor shall revise the report or document its 
rationale for the agency. 


(f) 







Attachment 2 BPA Provisions and Clauses 
RFQ 70Z0G319QPBZ02900 
 


4 


 


 (1) The Contractor shall require each first-tier subcontractor providing services under 
this contract, with subcontract(s) each valued at or above the thresholds set forth in 
4.1703(a)(2), to provide the following detailed information to the Contractor in sufficient 
time to submit the report: 


  (i) Subcontract number (including subcontractor name and unique entity  
  identifier), and 


  (ii) The number of first-tier subcontractor direct-labor hours expended on the 
  services performed during the previous Government fiscal year. 


 (2) The Contractor shall advise the subcontractor that the information will be made 
available to the public as required by section 743 of Division C of the Consolidated 
Appropriations Act, 2010. 


 (End of clause)  


52.209-7 Information Regarding Responsibility Matters (JUL 2013) 


(a) Definitions. As used in this provision— 
“Administrative proceeding” means a non-judicial process that is adjudicatory in nature in 


order to make a determination of fault or liability (e.g., Securities and Exchange 
Commission Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, 
and Armed Services Board of Contract Appeals Proceedings). This includes administrative 
proceedings at the Federal and State level but only in connection with performance of a 
Federal contract or grant. It does not include agency actions such as contract audits, site 
visits, corrective plans, or inspection of deliverables. 


“Federal contracts and grants with total value greater than $10,000,000” means— 
(1) The total value of all current, active contracts and grants, including all priced 


options; and 
(2) The total value of all current, active orders including all priced options under 


indefinite-delivery, indefinite-quantity, 8(a), or requirements contracts (including task and 
delivery and multiple-award Schedules). 


“Principal” means an officer, director, owner, partner, or a person having primary 
management or supervisory responsibilities within a business entity (e.g., general manager; 
plant manager; head of a division or business segment; and similar positions). 


(b) The offeror [ ] has [ ] does not have current active Federal contracts and grants with 
total value greater than $10,000,000. 


(c) If the offeror checked “has” in paragraph (b) of this pro- vision, the offeror represents, 
by submission of this offer, that the information it has entered in the Federal Awardee 
Performance and Integrity Information System (FAPIIS) is current, accurate, and complete 
as of the date of submission of this offer with regard to the following information: 


(1) Whether the offeror, and/or any of its principals, has or has not, within the last five 
years, in connection with the award to or performance by the offeror of a Federal contract 







Attachment 2 BPA Provisions and Clauses 
RFQ 70Z0G319QPBZ02900 
 


5 


 


or grant, been the subject of a proceeding, at the Federal or State level that resulted in any of 
the following dispositions: 


 (i) In a criminal proceeding, a conviction. 
 (ii) In a civil proceeding, a finding of fault and liability that results in the payment 
 of a monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or 
 more. 


 (iii) In an administrative proceeding, a finding of fault and liability that results in— 
  (A) The payment of a monetary fine or penalty of $5,000 or more; or 
  (B) The payment of a reimbursement, restitution, or damages in excess of  
  $100,000. 
 (iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by 
 consent or compromise with an acknowledgment of fault by the Contractor if the 
proceeding could have led to any of the outcomes specified in paragraphs (c)(1)(i), 
(c)(1)(ii), or (c)(1)(iii) of this provision. 


  (2) If the offeror has been involved in the last five years in any of the occurrences 
listed in (c)(1) of this provision, whether the offeror has provided the requested information 
with regard to each occurrence. 
    (d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this 
provision in FAPIIS as required through maintaining an active registration in the System for 
Award Management database via https:// www.acquisition.gov (see 52.204-7). 


 
(End of provision) 


 
52.209-9 Updates of Publicly Available Information Regarding Responsibility  


Matters (JUL 2013) 


(a) The Contractor shall update the information in the Federal Awardee Performance and 
Integrity Information System (FAPIIS) on a semi-annual basis, throughout the life of the 
contract, by posting the required information in the System for Award Management database 
via https://www.acquisition.gov.      


(b) As required by section 3010 of the Supplemental Appropriations Act, 2010 (Pub. L. 111-
212), all information posted in FAPIIS on or after April 15, 2011, except past performance 


reviews, will be publicly available. FAPIIS consists of two segments— 


 (1) The non-public segment, into which Government officials and the Contractor 
post information, which can only be viewed by— 


  (i) Government personnel and authorized users performing business on 
behalf of the Government; or 


  (ii) The Contractor, when viewing data on itself; and 
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 (2) The publicly-available segment, to which all data in the non-public segment of 
FAPIIS is automatically transferred after a waiting period of 14 calendar days, except for— 


  (i) Past performance reviews required by subpart 42.15; 


  (ii) Information that was entered prior to April 15, 2011; or 


  (iii) Information that is withdrawn during the 14-calendar-day waiting 
period by the Government official who posted it in accordance with paragraph (c)(1) of this 
clause. 


(c) The Contractor will receive notification when the Government posts new information to 
the Contractor’s record.  


 (1) If the Contractor asserts in writing within 7 calendar days, to the Government 
official who posted the information, that some of the information posted to the non-public 
segment of FAPIIS is covered by a disclosure exemption under the Freedom of Information 
Act, the Government official who posted the information must within 7 calendar days 
remove the posting from FAPIIS and resolve the issue in accordance with agency Freedom of 
Information procedures, prior to reposting the releasable information. The contractor must 
cite 52.209-9 and request removal within 7 calendar days of the posting to FAPIIS. 


 (2) The Contractor will also have an opportunity to post comments regarding 
information that has been posted by the Government. The comments will be retained as long 
as the associated information is retained, i.e., for a total period of 6 years. Contractor 
comments will remain a part of the record unless the Contractor revises them. 


 (3) As required by section 3010 of Pub. L. 111-212, all information posted in 
FAPIIS on or after April 15, 2011, except past performance reviews, will be publicly 
available. 


(d) Public requests for system information posted prior to April 15, 2011, will be handled 
under Freedom of Information Act procedures, including, where appropriate, procedures 
promulgated under E.O. 12600. 


(End of clause) 


52.212-3 Offeror Representations and Certifications--Commercial Items, Alternate I 
(NOV 2017) 


The offeror shall complete only paragraphs (b) of this provision if the Offeror has completed 
the annual representations and certification electronically via the System for Award 
Management (SAM) Web site located at https://www.sam.gov/portal. If the Offeror has not 
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completed the annual representations and certifications electronically, the Offeror shall 
complete only paragraphs (c) through (t) of this provision. 


(a) Definitions. As used in this provision— 


“Economically disadvantage women-owned small business (EDWOSB) concern” means a 
small business concern that is at least 51 percent directly and unconditionally owned by, and 
the management and daily business operations of which are controlled by, one or more 
women who are citizens of the United States and who are economically disadvantaged in 
accordance with 13 CFR part 127. It automatically qualifies as a women-owned small 
business eligible under the WOSB Program. 


“Highest-level owner” means the entity that owns or controls an immediate owner of the 
offeror, or that owns or controls one or more entities that control an immediate owner of the 
offeror. No entity owns or exercises control of the highest level owner. 


“Immediate owner” means an entity, other than the offeror, that has direct control of the 
offeror.  Indicators of control include, but are not limited to, one or more of the following: 
Ownership or interlocking management, identity of interests among family members, shared 
facilities and equipment, and the common use of employees.  


“Inverted domestic corporation” means a foreign incorporated entity that meets the 
definition of an inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance 
with the rules and definitions of 6 U.S.C. 395(c).  


“Manufactured end product” means any end product and service codes (PSCs) 1000-9999, 
except— 


(1) PSC 5510, Lumber and Related Basic Wood Materials; 


(2) Product or Service Group (PSG) 87, Agricultural Supplies; 


(3) PSG 88, Live Animals; 


(4) PSG 89, Subsistence; 


(5) PSC 9410, Crude Grades of Plant Materials; 


(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 


(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 


(8) PSC 9610, Ores; 


(9) PSC 9620, Minerals, Natural and Synthetic; and 
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(10) PSC 9630, Additive Metal Materials. 


“Place of manufacture” means the place where an end product is assembled out of 
components, or otherwise made or processed from raw materials into the finished product 
that is to be provided to the Government. If a product is disassembled and reassembled, the 
place of reassembly is not the place of manufacture. 


“Predecessor” means an entity that is replaced by a successor and includes any predecessors 
of the predecessor. 


“Restricted business operations” means business operations in Sudan that include power 
production activities, mineral extraction activities, oil-related activities, or the production of 
military equipment, as those terms are defined in the Sudan Accountability and Divestment 
Act of 2007 (Pub. L. 110-174). Restricted business operations do not include business 
operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Divestment Act of 2007) conducting the business can demonstrate— 


(1) Are conducted under contract directly and exclusively with the regional 
government of southern Sudan; 


(2) Are conducted pursuant to specific authorization from the Office of Foreign 
Assets Control in the Department of the Treasury, or are expressly exempted under 
Federal law from the requirement to be conducted under such authorization; 


(3) Consist of providing goods or services to marginalized populations of Sudan; 


(4) Consist of providing goods or services to an internationally recognized 
peacekeeping force or humanitarian organization; 


(5) Consist of providing goods or services that are used only to promote health or 
education; or 


(6) Have been voluntarily suspended. 


“Sensitive technology”— 


(1) Means hardware, software, telecommunications equipment, or any other 
technology that is to be used specifically-- 


(i) To restrict the free flow of unbiased information in Iran; or 


(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 


(2) Does not include information or informational materials the export of which the 
President does not have the authority to regulate or prohibit pursuant to section 
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203(b)(3) of the International Emergency Economic Powers Act (50 U.S.C. 
1702(b)(3)). 


“Service-disabled veteran-owned small business concern”-- 


(1) Means a small business concern-- 


(i) Not less than 51 percent of which is owned by one or more service--disabled 
veterans or, in the case of any publicly owned business, not less than 51 percent 
of the stock of which is owned by one or more service-disabled veterans; and 


(ii) The management and daily business operations of which are controlled by one 
or more service-disabled veterans or, in the case of a service-disabled veteran 
with permanent and severe disability, the spouse or permanent caregiver of such 
veteran. 


(2) “Service-disabled veteran” means a veteran, as defined in 38 U.S.C. 101(2), with 
a disability that is service-connected, as defined in 38 U.S.C. 101(16). 


“Small business concern” means a concern, including its affiliates, that is independently 
owned and operated, not dominant in the field of operation in which it is bidding on 
Government contracts, and qualified as a small business under the criteria in 13 CFR Part 
121 and size standards in this solicitation. 


“Small disadvantaged business concern, consistent with 13 CFR 124.1002,” means a small 
business concern under the size standard applicable to the acquisition, that-- 


(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 
124.105) by-- 


(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and 
economically disadvantaged (as defined at 13 CFR 124.104) individuals who 
are citizens of the United States; and 


(ii) Each individual claiming economic disadvantage has a net worth not 
exceeding $750,000 after taking into account the applicable exclusions set 
forth at 13 CFR 124.104(c)(2); and 


(2) The management and daily business operations of which are controlled (as 
defined at 13.CFR 124.106) by individuals, who meet the criteria in paragraphs (1)(i) 
and (ii) of this definition. 


“Subsidiary” means an entity in which more than 50 percent of the entity is owned— 
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(1) Directly by a parent corporation; or 


(2) Through another subsidiary of a parent corporation. 


“Successor” means an entity that has replaced a predecessor by acquiring the assets and 
carrying out the affairs of the predecessor under a new name (often through acquisition or 
merger). The term “successor” does not include new offices/divisions of the same company 
or a company that only changes its name. The extent of the responsibility of the successor for 
the liabilities of the predecessor may vary, depending on State law and specific 
circumstances. 


“Veteran-owned small business concern” means a small business concern-- 


(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 
38 U.S.C. 101(2)) or, in the case of any publicly owned business, not less than 51 
percent of the stock of which is owned by one or more veterans; and 


(2) The management and daily business operations of which are controlled by one or 
more veterans. 


"Women-owned business concern" means a concern which is at least 51 percent owned by 
one or more women; or in the case of any publicly owned business, at least 51 percent of its 
stock is owned by one or more women; and whose management and daily business 
operations are controlled by one or more women.  


“Women-owned small business concern” means a small business concern-- 


(1) That is at least 51 percent owned by one or more women; or in the case of any 
publicly owned business, at least 51 percent of the stock of which is owned by one or 
more women; and 


(2) Whose management and daily business operations are controlled by one or more 
women. 


“Women-owned small business (WOSB) concern eligible under the WOSB Program (in 
accordance with 13 CFR part 127),” means a small business concern that is at least 51 
percent directly and unconditionally owned by, and the management and daily business 
operations of which are controlled by, one or more women who are citizens of the United 
States. 


(b)(1) Annual Representations and Certifications. Any changes provided by the offeror in 
paragraph (b)(2) of this provision do not automatically change the representations and 
certifications posted on the SAM website. 
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(2) The offeror has completed the annual representations and certification 
electronically via the SAM website accessed through  http://www.acquisition.gov . 
After reviewing the SAM database information, the offeror verifies by submission of 
this offer that the representation and certifications currently posted electronically at 
FAR 52.212-3, Offeror Representations and Certifications—Commercial Items, have 
been entered or updated in the last 12 months, are current, accurate, complete, and 
applicable to this solicitation (including the business size standard applicable to the 
NAICS code referenced for this solicitation), as of the date of this offer and are 
incorporated in this offer by reference (see FAR 4.1201), except for paragraphs 
____________. [Offeror to identify the applicable paragraphs at (c) through (s) of 
this provision that the offeror has completed for the purposes of this solicitation only, 
if any. These amended representation(s) and/or certification(s) are also incorporated 
in this offer and are current, accurate, and complete as of the date of this offer. Any 
changes provided by the offeror are applicable to this solicitation only, and do not 
result in an update to the representations and certifications posted electronically on 
SAM.] 


(c) Offerors must complete the following representations when the resulting contract will be 
performed in the United States or its outlying areas. Check all that apply. 


(1) Small business concern. The offeror represents as part of its offer that it [  ]  is, [  ]  
is not a small business concern. 


(2) Veteran-owned small business concern. [Complete only if the offeror represented 
itself as a small business concern in paragraph (c)(1) of this provision.]  The offeror 
represents as part of its offer that it [  ]  is, [  ]  is not a veteran-owned small business 
concern. 


(3) Service-disabled veteran-owned small business concern. [Complete only if the 
offeror represented itself as a veteran-owned small business concern in paragraph 
(c)(2) of this provision.] The offeror represents as part of its offer that it [  ]  is,  [  ]  is 
not a service-disabled veteran-owned small business concern. 


(4) Small disadvantaged business concern. [Complete only if the offeror represented 
itself as a small business concern in paragraph (c)(1) of this provision.]  The offeror 
represents that it [  ]  is, [  ]  is not a small disadvantaged business concern as defined 
in 13 CFR 124.1002. 


(5) Women-owned small business concern. [Complete only if the offeror represented 
itself as a small business concern in paragraph (c)(1) of this provision.] 


The offeror represents that it [  ]  is, [  ]  is not a women-owned small business 
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concern. 


Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to 
exceed the simplified acquisition threshold. 


(6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror 
represented itself as a women-owned small business concern in paragraph (c)(5) of 
this provision.]  The offeror represents that— 


(i) It [  ]  is, [  ]  is not a WOSB concern eligible under the WOSB Program, 
has provided all the required documents to the WOSB Repository, and no 
change in circumstances or adverse decisions have been issued that affects its 
eligibility; and 


(ii) It [  ]  is, [  ]  is not a joint venture that complies with the requirements of 
13 CFR part 127, and the representation in paragraph (c)(6)(i) of this 
provision is accurate for each WOSB concern eligible under the WOSB 
Program participating in the joint venture. [The offeror shall enter the name 
or names of the WOSB concern eligible under the WOSB Program and other 
small businesses that are participating in the joint venture: 
______________.] Each WOSB concern eligible under the WOSB Program 
participating in the joint venture shall submit a separate signed copy of the 
WOSB representation. 


(7) Economically disadvantaged women-owned small business (EDWOSB) concern. 
[Complete only if the offeror represented itself as a WOSB concern eligible under the 
WOSB Program in (c)(6) of this provision.] The offeror represents that— 


(i) It [  ]  is, [  ]  is not an EDWOSB concern, has provided all the required 
documents to the WOSB Repository, and no change in circumstances or 
adverse decisions have been issued that affects its eligibility; and 


(ii) It [  ]  is, [  ]  is not  a joint venture that complies with the requirements of 
13 CFR part 127, and the representation in paragraph (c)(7)(i) of this 
provision is accurate for each EDWOSB concern participating in the joint 
venture. [The offeror shall enter the name or names of the EDWOSB concern 
and other small businesses that are participating in the joint venture: 
______________.] Each EDWOSB concern participating in the joint venture 
shall submit a separate signed copy of the EDWOSB representation. 


(8) Women-owned business concern (other than small business concern). [Complete 
only if the offeror is a women-owned business concern and did not represent itself as 
a small business concern in paragraph (c)(1) of this provision.]  The offeror 
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represents that it  [  ] is a women-owned business concern. 


(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, 
small business offerors may identify the labor surplus areas in which costs to be 
incurred on account of manufacturing or production (by offeror or first-tier 
subcontractors) amount to more than 50 percent of the contract price: 


______________________________________________________ 


(10) HUBZone small business concern. [Complete only if the offeror represented 
itself as a small business concern in paragraph (c)(1) of this provision.]  The offeror 
represents, as part of its offer, that— 


(i) It [  ] is, [  ] is not a HUBZone small business concern listed, on the date of 
this representation, on the List of Qualified HUBZone Small Business 
Concerns maintained by the Small Business Administration, and no material 
changes in ownership and control, principal office, or HUBZone employee 
percentage have occurred since it was certified in accordance with 13 CFR 
part 126; and 


(ii) It [  ] is, [  ] is not a HUBZone joint venture that complies with the 
requirements of 13 CFR part 126, and the representation in paragraph 
(c)(10)(i) of this provision is accurate for each HUBZone small business 
concern participating in the HUBZone joint venture. [The offeror shall enter 
the names of each of the HUBZone small business concerns participating in 
the HUBZone joint venture: ____________.] Each HUBZone small business 
concern participating in the HUBZone joint venture shall submit a separate 
signed copy of the HUBZone representation. 


(c)(11) (Complete if the offeror has represented itself as disadvantaged in paragraph (c)(4) or 
(c)(8) of this provision.) 


[The offeror shall check the category in which its ownership falls]: 


          Black American. 


          Hispanic American. 


          Native American (American Indians, Eskimos, Aleuts, or Native Hawaiians). 


          Asian-Pacific American (persons with origins from Burma, Thailand, Malaysia, 
Indonesia, Singapore, Brunei, Japan, China, Taiwan, Laos, Cambodia (Kampuchea), 
Vietnam, Korea, The Philippines, Republic of Palau, Republic of the Marshall 
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Islands, Federated States of Micronesia, the Commonwealth of the Northern Mariana 
Islands, Guam, Samoa, Macao, Hong Kong, Fiji, Tonga, Kiribati, Tuvalu, or Nauru). 


          Subcontinent Asian (Asian-Indian) American (persons with origins form India, 
Pakistan, Bangladesh, Sri Lanka, Bhutan, the Maldives Islands, or Nepal). 


          Individual/concern, other than one of the preceding. 


(d) Representations required to implement provisions of Executive Order 11246-- 


(1) Previous Contracts and Compliance. The offeror represents that-- 


(i) It [  ]  has, [  ]  has not participated in a previous contract or subcontract 
subject either to the Equal Opportunity clause of this solicitation; and 


(ii) It [  ]  has, [  ]  has not filed all required compliance reports. 


(2) Affirmative Action Compliance. The offeror represents that-- 


(i) It [  ]  has developed and has on file, [  ]  has not developed and does not 
have on file, at each establishment, affirmative action programs required by 
rules and regulations of the Secretary of Labor (41 CFR parts 60-1 and 60-2), 
or 


(ii) It [  ]  has not previously had contracts subject to the written affirmative 
action programs requirement of the rules and regulations of the Secretary of 
Labor. 


(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). 
(Applies only if the contract is expected to exceed $150,000.) By submission of its offer, the 
offeror certifies to the best of its knowledge and belief that no Federal appropriated funds 
have been paid or will be paid to any person for influencing or attempting to influence an 
officer or employee of any agency, a Member of Congress, an officer or employee of 
Congress or an employee of a Member of Congress on his or her behalf in connection with 
the award of any resultant contract. If any registrants under the Lobbying Disclosure Act of 
1995 have made a lobbying contact on behalf of the offeror with respect to this contract, the 
offeror shall complete and submit, with its offer, OMB Standard Form LLL Disclosure of 
Lobbying Activities, to provide the name of the registrants. The offeror need not report 
regularly employed officers or employees of the offeror to whom payment of reasonable 
compensation were made. 


(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition 
Regulation (FAR) 52.225-1, Buy American--Supplies, is included in this solicitation.) 
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(1) The offeror certifies that each end product, except those listed in paragraph (f)(2) 
of this provision, is a domestic end product and that for other than COTS items, the 
offeror has considered components of unknown origin to have been mined, produced, 
or manufactured outside the United States. The offeror shall list as foreign end 
products those end products manufactured in the United States that do not qualify as 
domestic end products, i.e., an end product that is not a COTS item and does not 
meet the component test in paragraph (2) of the definition of “domestic end product,” 
The terms “commercially available off-the-shelf (COTS) item,” “component,” 
“domestic end product,” “end product,” “foreign end product,” and “United States” 
are defined in the clause of this solicitation entitled “Buy American—Supplies.” 


(2) Foreign End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(3) The Government will evaluate offers in accordance with the policies and 
procedures of FAR Part 25.  


(g) (1) Buy American--Free Trade Agreements—Israeli Trade Act Certificate. (Applies only 
if the clause at FAR 52.225-3, Buy American--Free Trade Agreements--Israeli Trade 
Act, is included in this solicitation.) 


(i) The offeror certifies that each end product, except those listed in paragraph 
(g)(1)(ii) or (g)(1)(iii) of this provision, is a domestic end product and that for 
other than COTS items, the offeror has considered components of unknown 
origin to have been mined, produced, or manufactured outside the United 
States. The terms “Bahrainian, Moroccan, Omani, Panamanian, or Peruvian 
end product,” “commercially available off-the-shelf (COTS) item,” 
“component,” “domestic end product,” “end product,” “foreign end product,” 
“Free Trade Agreement country,” “Free Trade Agreement country end 
product,” “Israeli end product,” and “United States” are defined in the clause 
of this solicitation entitled “Buy American—Free Trade Agreements—Israeli 
Trade Act.” 


(ii) The offeror certifies that the following supplies are Free Trade Agreement 
country end products (other than Bahrainian, Moroccan, Omani, Panamanian, 
or Peruvian end products) or Israeli end products as defined in the clause of 







Attachment 2 BPA Provisions and Clauses 
RFQ 70Z0G319QPBZ02900 
 


16 


 


this solicitation entitled “Buy American--Free Trade Agreements--Israeli 
Trade Act”: 


Free Trade Agreement Country End Products (Other than Bahrainian, 
Moroccan, Omani, Panamanian, or Peruvian End Products) or Israeli 
End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(iii) The offeror shall list those supplies that are foreign end products (other 
than those listed in paragraph (g)(1)(ii) of this provision) as defined in the 
clause of this solicitation entitled "Buy American--Free Trade Agreements--
Israeli Trade Act.” The offeror shall list as other foreign end products those 
end products manufactured in the United States that do not qualify as 
domestic end products, i.e., an end product that is not a COTS item and does 
not meet the component test in paragraph (2) of the definition of “domestic 
end product.” 


Other Foreign End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(iv) The Government will evaluate offers in accordance with the policies and 
procedures of FAR Part 25.  


(2) Buy American--Free Trade Agreements--Israeli Trade Act  Certificate, Alternate I. 
If Alternate I to the clause at FAR 52.225-3 is included in this solicitation, substitute 
the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


(g) (1) (ii) The offeror certifies that the following supplies are Canadian end 
products as defined in the clause of this solicitation entitled “Buy American--
Free Trade Agreements--Israeli Trade Act": 
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(ii) Canadian End Products: 


Line Item No. 


_______________ 


_______________ 


[List as necessary] 


 (3) Buy American--Free Trade Agreements--Israeli Trade Act Certificate, Alternate 
II. If Alternate II to the clause at FAR 52.225-3 is included in this solicitation, 
substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic 
provision: 


(g) (1) (ii) The offeror certifies that the following supplies are Canadian end 
products or Israeli end products as defined in the clause of this solicitation 
entitled “Buy American--Free Trade Agreements--Israeli Trade Act": 


Canadian or Israeli End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(4) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate 
III. If Alternate III to the clause at 52.225-3 is included in this solicitation, substitute 
the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


(g) (1) (ii) The offeror certifies that the following supplies are Free Trade 
Agreement country end products (other than Bahrainian, Korean, Moroccan, 
Omani, Panamanian, or Peruvian end products) or Israeli end products as 
defined in the clause of this solicitation entitled “Buy American--Free Trade 
Agreements--Israeli Trade Act": 


Free Trade Agreement Country End Products (Other than Bahrainian, 
Korean, Moroccan, Omani, Panamanian, or Peruvian End Products) or 
Israeli End Products: 


Line Item No. Country Of Origin 
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_______________ __________________ 


_______________ __________________ 


[List as necessary]  


 (5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, 
Trade Agreements, is included in this solicitation.) 


(i) The offeror certifies that each end product, except those listed in paragraph 
(g)(5)(ii) of this provision, is a U.S.-made or designated country end product, 
as defined in the clause of this solicitation entitled “Trade Agreements.” 


(ii) The offeror shall list as other end products those end products that are not 
U.S.-made or designated country end products. 


Other End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(iii) The Government will evaluate offers in accordance with the policies and 
procedures of FAR Part 25. For line items covered by the WTO GPA, the 
Government will evaluate offers of U.S.-made or designated country end 
products without regard to the restrictions of the Buy American statute. The 
Government will consider for award only offers of U.S.-made or designated 
country end products unless the Contracting Officer determines that there are 
no offers for such products or that the offers for such products are insufficient 
to fulfill the requirements of the solicitation. 


(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if 
the contract value is expected to exceed the simplified acquisition threshold.) The offeror 
certifies, to the best of its knowledge and belief, that the offeror and/or any of its principals— 


(1)  [  ]  Are, [  ]  are not presently debarred, suspended, proposed for debarment, or 
declared ineligible for the award of contracts by any Federal agency;  


(2)  [  ]  Have, [  ]  have not, within a three-year period preceding this offer, been 
convicted of or had a civil judgment rendered against them for: Commission of fraud 
or a criminal offense in connection with obtaining, attempting to obtain, or 
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performing a Federal, state or local government contract or subcontract; violation of 
Federal or state antitrust statutes relating to the submission of offers; or Commission 
of embezzlement, theft, forgery, bribery, falsification or destruction of records, 
making false statements, tax evasion, violating criminal tax laws, or receiving stolen 
property; 


(3)  [  ]  Are, [  ]  are not presently indicted for, or otherwise criminally or civilly 
charged by a Government entity with, commission of any of these offenses 
enumerated in paragraph (h)(2) of this clause; and 


(4)  [  ] Have, [  ] have not, within a three-year period preceding this offer, been 
notified of any delinquent Federal taxes in an amount that exceeds $3,500 for which 
the liability remains unsatisfied. 


(i) Taxes are considered delinquent if both of the following criteria apply: 


(A) The tax liability is finally determined. The liability is finally 
determined if it has been assessed. A liability is not finally determined 
if there is a pending administrative or judicial challenge. In the case of 
a judicial challenge to the liability, the liability is not finally 
determined until all judicial appeal rights have been exhausted. 


(B) The taxpayer is delinquent in making payment. A taxpayer is 
delinquent if the taxpayer has failed to pay the tax liability when full 
payment was due and required. A taxpayer is not delinquent in cases 
where enforced collection action is precluded.  


(ii) Examples. 


(A) The taxpayer has received a statutory notice of deficiency, under 
I.R.C. section 6212, which entitles the taxpayer to seek Tax Court 
review of a proposed tax deficiency. This is not a delinquent tax 
because it is not a final tax liability. Should the taxpayer seek Tax 
Court review, this will not be a final tax liability until the taxpayer has 
exercised all judicial appear rights. 


(B) The IRS has filed a notice of Federal tax lien with respect to an 
assessed tax liability, and the taxpayer has been issued a notice under 
I.R.C. section 6320 entitling the taxpayer to request a hearing with the 
IRS Office of Appeals Contesting the lien filing, and to further appeal 
to the Tax Court if the IRS determines to sustain the lien filing. In the 
course of the hearing, the taxpayer is entitled to contest the underlying 
tax liability because the taxpayer has had no prior opportunity to 
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contest the liability. This is not a delinquent tax because it is not a final 
tax liability. Should the taxpayer seek tax court review, this will not be 
a final tax liability until the taxpayer has exercised all judicial appeal 
rights. 


(C) The taxpayer has entered into an installment agreement pursuant to 
I.R.C. section 6159. The taxpayer is making timely payments and is in 
full compliance with the agreement terms. The taxpayer is not 
delinquent because the taxpayer is not currently required to make full 
payment. 


(D) The taxpayer has filed for bankruptcy protection. The taxpayer is 
not delinquent because enforced collection action is stayed under 11 
U.S.C. section 362 (the Bankruptcy Code). 


(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive 
Order 13126). [The Contracting Officer must list in paragraph (j)(1) any end products being 
acquired under this solicitation that are included in the List of Products Requiring 
Contractor Certification as to Forced or Indentured Child Labor; unless excluded at 
22.1503(b).] 


(1)  Listed End Products. 


Listed End Product Listed Countries of Origin 


_______________ __________________ 


_______________ __________________ 


 (2)  Certification. [If the Contracting Officer has identified end products and 
countries of origin in paragraph (j)(1) of this provision, then the offeror must certify 
to either (j)(2)(i) or (j)(2)(ii) by checking the appropriate block.] 


[  ] (i) The offeror will not supply any end product listed in paragraph (j)(1) of 
this provision that was mined, produced, or manufactured in the 
corresponding country as listed for that product. 


[  ] (ii) The offeror may supply an end product listed in paragraph (j)(1) of this 
provision that was mined, produced, or manufactured in the corresponding 
country as listed for that product. The offeror certifies that is has made a good 
faith effort to determine whether forced or indentured child labor was used to 
mine, produce, or manufacture any such end product furnished under this 
contract. On the basis of those efforts, the offeror certifies that it is not aware 
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of any such use of child labor. 


(j) Place of Manufacture. (Does not apply unless the solicitation is predominantly for the 
acquisition of manufactured end products.) For statistical purposes only, the offeror shall 
indicate whether the place of manufacture of the end products it expects to provide in 
response to this solicitation is predominantly— 


(1) [  ]  In the United States (Check this box if the total anticipated price of offered 
end products manufactured in the United States exceeds the total anticipated price of 
offered end products manufactured outside the United States); or 


(2) [  ] Outside the United States. 


(k) Certificates regarding exemptions from the application of the Service Contract Labor 
Standards. (Certification by the offeror as to its compliance with respect to the contract also 
constitutes its certification as to compliance by its subcontractor if it subcontracts out the 
exempt services.)  


(1) [ ] Maintenance, calibration, or repair of certain equipment as described in FAR 
22.1003-4(c)(1). The offeror [  ] does [  ] does not certify that— 


(i) The items of equipment to be serviced under this contract are used 
regularly for other than Governmental purposes and are sold or traded by the 
offeror (or subcontractor in the case of an exempt subcontract) in substantial 
quantities to the general public in the course of normal business operations; 


(ii) The services will be furnished at prices which are, or are based on, 
established catalog or market prices (see FAR 22.1003-4(c)(2)(ii)) for the 
maintenance, calibration, or repair of such equipment; and 


(iii) The compensation (wage and fringe benefits) plan for all service 
employees performing work under the contract will be the same as that used 
for these employees and equivalent employees servicing the same equipment 
of commercial customers. 


(2) [ ] Certain services as described in FAR 22.1003-4(d)(1). The offeror [  ] does [  ] 
does not certify that— 


(i) The services under the contract are offered and sold regularly to non-
Governmental customers, and are provided by the offeror (or subcontractor in 
the case of an exempt subcontract) to the general public in substantial 
quantities in the course of normal business operations; 
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(ii) The contract services will be furnished at prices that are, or are based on, 
established catalog or market prices (see FAR 22.1003-4(d)(2)(iii)); 


(iii) Each service employee who will perform the services under the contract 
will spend only a small portion of his or her time (a monthly average of less 
than 20 percent of the available hours on an annualized basis, or less than 20 
percent of available hours during the contract period if the contract period is 
less than a month) servicing the Government contract; and 


(iv) The compensation (wage and fringe benefits) plan for all service 
employees performing work under the contract is the same as that used for 
these employees and equivalent employees servicing commercial customers. 


(3) If paragraph (k)(1) or (k)(2) of this clause applies— 


(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) 
and the Contracting Officer did not attach a Service Contract Labor Standards 
wage determination to the solicitation, the offeror shall notify the Contracting 
Officer as soon as possible; and 


(ii) The Contracting Officer may not make an award to the offeror if the 
offeror fails to execute the certification in paragraph (k)(1) or (k)(2) of this 
clause or to contact the Contracting Officer as required in paragraph (k)(3)(i) 
of this clause. 


(l) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable 
if the offeror is required to provide this information to the SAM database to be eligible for 
award.) 


(1) All offerors must submit the information required in paragraphs (l)(3) through 
(l)(5) of this provision to comply with debt collection requirements of 31 U.S.C. 
7701(c) and 3325(d), reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, 
and implementing regulations issued by the Internal Revenue Service (IRS). 


(2) The TIN may be used by the Government to collect and report on any delinquent 
amounts arising out of the offeror's relationship with the Government (31 U.S.C. 
7701(c)(3)). If the resulting contract is subject to the payment reporting requirements 
described in FAR 4.904, the TIN provided hereunder may be matched with IRS 
records to verify the accuracy of the offeror's TIN. 


(3) Taxpayer Identification Number (TIN). 


[  ] TIN:_________________________________________ 
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[  ] TIN has been applied for. 


[  ] TIN is not required because: 


[  ] Offeror is a nonresident alien, foreign corporation, or foreign partnership 
that does not have income effectively connected with the conduct of a trade or 
business in the United States and does not have an office or place of business 
or a fiscal paying agent in the United States; 


[  ] Offeror is an agency or instrumentality of a foreign government; 


[  ] Offeror is an agency or instrumentality of the Federal Government. 


(4) Type of organization. 


[  ] Sole proprietorship; 


[  ] Partnership; 


[  ] Corporate entity (not tax-exempt); 


[  ] Corporate entity (tax-exempt); 


[  ] Government entity (Federal, State, or Local); 


[  ] Foreign government; 


[  ] International organization per 26 CFR 1.6049-4; 


[  ] Other________________________________________ 


(5) Common parent. 


[  ] Offeror is not owned or controlled by a common parent; 


[  ] Name and TIN of common parent: 


Name___________________________________________ 


TIN_____________________________________________ 


(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies 
that the offeror does not conduct any restricted business operations in Sudan. 


(n) Prohibition on Contracting with Inverted Domestic Corporations. 
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(1) Government agencies are not permitted to use appropriated (or otherwise made 
available) funds for contracts with either an inverted domestic corporation, or a 
subsidiary of an inverted domestic corporation, unless the exception at 9.108-2(b) 
applies or the requirement is waived in accordance with the procedures at 9.108-4. 


(2) Representation. By submission of its offer, the offeror represents that— 


(i) It [  ] is, [  ] is not an inverted domestic corporation; and 


(ii) It [  ] is, [  ] is not a subsidiary of an inverted domestic corporation. 


(o) Prohibition on contracting with entities engaging in certain activities or transactions 
relating to Iran.  


(1) The offeror shall email questions concerning sensitive technology to the 
Department of State at CISADA106@state.gov. 


(2) Representation and Certification. Unless a waiver is granted or an exception 
applies as provided in paragraph (o)(3) of this provision, by submission of its offer, 
the offeror— 


(i) Represents, to the best of its knowledge and belief, that the offeror does not 
export any sensitive technology to the government of Iran or any entities or 
individuals owned or controlled by, or acting on behalf or at the direction of, 
the government of Iran; 


(ii) Certifies that the offeror, or any person owned or controlled by the offeror, 
does not engage in any activities for which sanctions may be imposed under 
section 5 of the Iran Sanctions Act; and 


(iii) Certifies that the offeror, and any person owned or controlled by the 
offeror, does not knowingly engage in any transaction that exceeds $3,500 
with Iran’s Revolutionary Guard Corps or any of its officials, agents, or 
affiliates, the property and interests in property of which are blocked pursuant 
to the International Emergency Economic Powers Act (50(U.S.C. 1701 et 
seq.) (see OFAC’s Specially Designated Nationals and Blocked Persons List 
at http://www.treasury.gov/ofac/downloads/t11sdn.pdf ). 


(3) The representation and certification requirements of paragraph (o)(2) of this 
provision do not apply if— 


(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) 
or a comparable agency provision); and 
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(ii) The offeror has certified that all the offered products to be supplied are 
designated country end products. 


(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement 
to be registered in SAM or a requirement to have a unique entity identifier in the solicitation. 


(1) The Offeror represents that it [  ] has or [  ] does not have an immediate owner. If 
the Offeror has more than one immediate owner (such as a joint venture), then the 
Offeror shall respond to paragraph (2) and if applicable, paragraph (3) of this 
provision for each participant in the joint venture. 


(2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the 
following information: 


Immediate owner CAGE 
code:_____________________________________________ 


Immediate owner legal 
name:______________________________________________ 


                        (Do not use a “doing business as” name) 


Is the immediate owner owned or controlled by another entity: 


[  ] Yes or [  ] No. 


(3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that 
the immediate owner is owned or controlled by another entity, then enter the 
following information: 


Highest level owner CAGE 
code:_____________________________________________ 


Highest level owner legal 
name:______________________________________________ 


                         (Do not use a “doing business as” name) 


(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony 
Conviction under any Federal Law. 


(1) As required by section 744 and 745 of Division E of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if 
contained in subsequent appropriations acts, the Government will not enter into a 
contract with any corporation that— 
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(i) Has any unpaid Federal tax liability that has been assessed, for which all 
judicial and administrative remedies have been exhausted or have lapsed, and 
that is not being paid in a timely manner pursuant to an agreement with the 
authority responsible for collecting the tax liability, where the awarding 
agency is aware of the unpaid tax liability, unless and agency has considered 
suspension or debarment of the corporation and made a determination that 
suspension or debarment is not necessary to protect the interests of the 
Government; or 


(ii) Was convicted of a felony criminal violation under any Federal law within 
the preceding 24 months, where the awarding agency is aware of the 
conviction, unless an agency has considered suspension or debarment of the 
corporation and made a determination that this action is not necessary to 
protect the interests of the Government. 


(2) The Offeror represents that-- 


(i) It is [  ]  is not [  ] a corporation that has any unpaid Federal tax liability 
that has been assessed, for which all judicial and administrative remedies have 
been exhausted or have lapsed, and that is not being paid in a timely manner 
pursuant to an agreement with the authority responsible for collecting the tax 
liability; and  


(ii) It is [  ]  is not [  ] a corporation that was convicted of a felony criminal 
violation under a Federal law within the preceding 24 months. 


(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-
16, Commercial and Government Entity Code Reporting.) 


(1) The Offeror represents that it [  ] is or [  ] is not a successor to a predecessor that 
held a Federal contract or grant within the last three years. 


(2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the 
following information for all predecessors that held a Federal contract or grant within 
the last three years (if more than one predecessor, list in reverse chronological order): 


Predecessor CAGE code ______(or mark “Unknown). 


Predecessor legal name: _________________________.  
(Do not use a “doing business as” name). 


(s) [Reserved]. 
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(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all 
solicitations that require offerors to register in SAM (52.212-1(k)). 


(1) This representation shall be completed if the Offeror received $7.5 million or 
more in contract awards in the prior Federal fiscal year. The representation is optional 
if the Offeror received less than $7.5 million in Federal contract awards in the prior 
Federal fiscal year. 


(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and 
(ii)].  


(i) The Offeror (itself or through its immediate owner or highest-level owner) 
[  ] does, [  ] does not publicly disclose greenhouse gas emissions, i.e., makes 
available on a publicly accessible Web site the results of a greenhouse gas 
inventory, performed in accordance with an accounting standard with publicly 
available and consistently applied criteria, such as the Greenhouse Gas 
Protocol Corporate Standard. 


(ii) The Offeror (itself or through its immediate owner or highest-level owner) 
[  ] does, [  ] does not publicly disclose a quantitative greenhouse gas 
emissions reduction goal, i.e., make available on a publicly accessible Web 
site a target to reduce absolute emissions or emissions intensity by a specific 
quantity or percentage. 


(iii) A publicly accessible Web site includes the Offeror's own Web site or a 
recognized, third-party greenhouse gas emissions reporting program. 


(3) If the Offeror checked “does” in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, 
respectively, the Offeror shall provide the publicly accessible Web site(s) where 
greenhouse gas emissions and/or reduction goals are reported:_________________. 


(End of provision) 


52.212-5      CONTRACT TERMS AND CONDITIONS REQUIRED TO 
IMPLEMENT STATUTES OR EXECUTIVE ORDERS--
COMMERCIAL ITEMS (JAN 2018) 


(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law 
or Executive orders applicable to acquisitions of commercial items: 
 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality 
Agreements or Statements (JAN 2017) (section 743 of Division E, Title VII, 
of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 
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113-235) and its successor provisions in subsequent appropriations acts (and 
as extended in continuing resolutions)). 


 
(2) 52.209-10, Prohibition on Contracting with Inverted Domestic 
Corporations (Nov 2015). 


(3) 52.233-3, Protest After Award (Aug 1996)(31 U.S.C 3553). 


(4) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004)(Public 
Laws 108-77 and 108-78 (19 U.S.C. 3805 note)). 


(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the 
Contracting Officer has indicated as being incorporated in this contract by reference to 
implement provisions of law or Executive orders applicable to acquisitions of commercial 
items: 


[Contracting Officer check as appropriate.] 


__X __ (1) 52.203-6, Restrictions on Subcontractor Sales to the 
Government (Sep 2006), with Alternate I (Oct 
1995)(41 U.S.C. 4704 and 10 U.S.C. 2402). 


__X __ (2) 52.203-13, Contractor Code of Business Ethics and Conduct 
(Oct 2015) (41 U.S.C. 3509). 


__ __ (3) 52.203-15, Whistleblower Protections Under the American 
Recovery and Reinvestment Act of 2009 (Jun 2010) 
(Section 1553 of Pub. L. 111-5). (Applies to contracts 
funded by the American Recovery and Reinvestment 
Act of 2009.) 


__X __ (4) 52.204-10, Reporting Executive Compensation and First-Tier 
Subcontract Awards (Oct 2016) (Pub. L. 109-282) (31 
U.S.C. 6101 note). 


 (5) [Reserved] 


__ __ (6) 52.204-14, Service Contract Reporting Requirements (Oct 
2016) (Pub. L. 111-117, section 743 of Div. C).  


__X__ (7) 52.204-15, Service Contract Reporting Requirements for 
Indefinite-Delivery Contracts (Oct 2016) (Pub. L. 111-
117, section 743 of Div. C). 
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__X__ (8) 52.209-6, Protecting the Government’s Interest When 
Subcontracting with Contractors Debarred, Suspended, 
or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 
note).  


__X __ (9) 52.209-9, Updates of Publicly Available Information 
Regarding Responsibility Matters (Jul 2013) (41 U.S.C. 
2313). 


 (10) [Reserved] 


__X __ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source 
Award (Nov 2011)(15 U.S.C. 657a). 


__ __   (ii) Alternate I (Nov 2011) of 52.219-3. 


__ __ (12) (i) 52.219-4, Notice of Price Evaluation Preference for 
HUBZone Small Business Concerns (Oct 2014) (if the 
offeror elects to waive the preference, it shall so 
indicate in its offer)(15 U.S.C. 657a). 


__ __   (ii) Alternate I (Jan 2011) of 52.219-4. 


 (13) [Reserved] 


__X__ (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 
2011)(15 U.S.C. 644). 


__ __   (ii) Alternate I (Nov 2011). 


__ __   (iii) Alternate II (Nov 2011). 


__ __ (15)  (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 
2003)(15 U.S.C. 644). 


__ __   (ii) Alternate I (Oct 1995) of 52.219-7. 


__ __   (iii) Alternate II (Mar 2004) of 52.219-7. 


__X __ (16)  52.219-8, Utilization of Small Business Concerns (Nov 2016) 
(15 U.S.C. 637(d)(2) and (3)). 


__ __ (17)  (i) 52.219-9, Small Business Subcontracting Plan (Nov 2016) 
(15 U.S.C. 637(d)(4)). (In accordance with DPAP 
Memo dated 15 Aug 2016, DAR Tracking Number 
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2016-O0009, Class Deviation—Subcontract Reporting, 
this clause and any applicable alternates are replaced 
with DFARS Deviation(s) dated Aug 2016, listed below 
when applicable. Effective until incorporated into the 
FAR or DFARS or until rescinded.) 


__ __  (ii) Alternate I (Nov 2016) of 52.219-9. 


__ __  (iii) Alternate II (Nov 2016) of 52.219-9. 


__ __  (iv) Alternate III (Nov 2016) of 52.219-9. 


____  (v) Alternate IV (Nov 2016) of 52.219-9. 


____ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15    
U.S.C. 644(r)). 


_X_  (19) 52.219-14, Limitations on Subcontracting (Jan 2017)(15 
U.S.C. 637(a)(14)). 


__ __ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 
1999) (15 U.S.C. 637(d)(4)(F)(i)). 


__ __ (21) 52.219-27, Notice of Total Service-Disabled Veteran-Owned 
Small Business Set-Aside (Nov 2011)(15 U.S.C. 657 f). 


__X __ (22) 52.219-28, Post Award Small Business Program 
Representation (Jul 2013) (15 U.S.C. 632(a)(2)). 


__ __ (23) 52.219-29, Notice of Set-Aside for, or Sole source Award to, 
Economically Disadvantaged Women-Owned Small 
Business Concerns (Dec 2015) (1 U.S.C. 637(m)). 


__ __ (24) 52.219-30, Notice of Set-Aside for, or Sole source Award to, 
Women-Owned Small Business Concerns Eligible 
Under the Women-Owned Small Business Program 
(Dec 2015) (15 U.S.C. 637(m)). 


__X __ (25) 52.222-3, Convict Labor (June 2003)(E.O. 11755). 


__ __ (26) 52.222-19, Child Labor—Cooperation with Authorities and 
Remedies (Jan 2018) (E.O. 13126). 


__X __ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
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__X __ (28) 52.222-26, Equal Opportunity (Sept 2016)(E.O. 11246). 


__X __ (29)  52.222-35, Equal Opportunity for Veterans (Oct 2015)(38 
U.S.C. 4212). 


__X __ (30) 52.222-36, Equal Opportunity For Workers with Disabilities 
(Jul 2014)(29 U.S.C. 793). 


__X __ (31) 52.222-37, Employment Reports on Veterans (Feb 2016)(38 
U.S.C. 4212). 


__X __ (32) 52.222-40, Notification of Employee Rights Under the 
National Labor relations Act (Dec 2010) E.O. 13496). 


__X __ (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) 
(22 U.S.C. chapter 78 and E.O. 13627). 


__ __  (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 
and E.O. 13627). 


_X__ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). 
(E. O. 12989). (Not applicable to the acquisition of 
commercially available off-the-shelf items or certain 
other types of commercial items as prescribed in 
22.1803.) 


__ __ (35) (i) 52.223-9, Estimate of Percentage of Recovered Material 
Content for EPA-Designated Items (May 2008)(42 
U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the 
acquisition of commercially available off-the-shelf 
items.) 


__ _  (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 
6962(i)(2)(C)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 


__ __ (36) 52.223-11, Ozone-Depleting Substances and High Global 
Warming Potential Hydrofluorocarbons (June 2016) 
(E.O. 13693). 


__ __ (37) 52.223-12, Maintenance, Service, repair, or Disposal of 
Refrigeration Equipment and Air Conditioners (June 
2016) (E.O.13693). 
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__ _ (38) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging 
Equipment (Jun 2014) (E.O.s 13423 and 13514). 


__ _  (ii) Alternate I (Oct 2015) of 52.223-13. 


__ _ (39) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions 
(Jun 2014) (E.O.s 13423 and 13514). 


__ _  (ii) Alternate I (Jun 2014) of 52.223-14. 


__ __ (40) 52.223-15, Energy Efficiency in Energy-Consuming Products 
(Dec 2007) (42.U.S.C. 8259b). 


__ __ (41) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal 
Computer Products (Oct 2015) (E.O.s 13423 and 
13514). 


__ _  (ii) Alternate I (Oct 2015) of 52.223-16. 


__X __ (42) 52.223-18, Encouraging Contractor Policies to Ban Text 
Messaging While Driving (Aug 2011) (E.O.13513). 


__ __ (43) 52.223-20, Aerosols (June 2016) (E.O. 13693) 


__ ___ (44) 52.223-21, Foams (June 2016) (E.O. 13693). 


__ X ___ (45) (i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 
 


            __ ___  (ii) Alternate I (JAN 2017) of 52.224-3. 


__ __ (46) 52.225-1, Buy American--Supplies (May 2014) (41 U.S.C.                                                                                    
chapter 83). 


__ __ (47) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli 
Trade Act (May 2014) (41 U.S.C. chapter 83, 19 U.S.C. 
3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 
19 U.S.C. 4001 note, Pub. L. 103-182,  108-77, 108-78, 
108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 
112-41, 112-42, and 112-43). 


__ _  (ii) Alternate I (May 2014) of 52.225-3. 


__ _  (iii) Alternate II (May 2014) of 52.225-3. 


__ _  (iv) Alternate III (May 2014) of 52.225-3. 
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__ __ (48) 52.225-5, Trade Agreements (Oct 2016) (19 U.S.C. 2501, et 
seq., 19 U.S.C. 3301 note). 


__X __ (49) 52.225-13, Restriction on Certain Foreign Purchases (Jun 
2008)(E.O.s, proclamations, and statutes administered 
by the Office of Foreign Assets Control of the 
Department of Treasury). 


__ __ (50) 52.225-26, Contractors Performing Private Security Functions 
Outside the United States (Oct 2016) (Section 862, as 
amended, of the National Defense Authorization Act 
for Fiscal Year 2008; 10 U.S.C. 2302 Note). 


__ __ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside 
(Nov 2007)(42 U.S.C. 5150). 


__ __ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or 
Emergency Area (Nov 2007)(42 U.S.C. 5150). 


__ __ (53) 52.232-29, Terms for financing of Purchases of Commercial 
Items (Feb 2002)(41 U.S.C. 4505, 10 U.S.C. 2307(f)). 


__ __ (54) 52.232-30, Installment Payments for Commercial Items (Oct 
1995)(41 U.S.C. 4505, 10 U.S.C. 2307(f)). 


__X__ (55) 52.232-33, Payment by Electronic Funds Transfer—System for 
Award Management (Jul 2013)(31.U.S.C. 3332). 


__ __ (56) 52.232-34, Payment by Electronic Funds Transfer—Other than 
System for Award Management (Jul 2013)(31.U.S.C. 
3332). 


__ __ (57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 
3332). 


__ __ (58) 52.239-1, Privacy or Security Safeguards (Aug 1996)(5 U.S.C. 
552a). 


_X__ (59) 52.242-5, Payments to Small Business Subcontractors (JAN 
2017)(15 U.S.C. 637(d)(12)). 
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__ __  (i) 52.247-64, Preference for Privately Owned U.S.-Flag 
Commercial Vessels (Feb 2006) (46 U.S.C. Appx. 
1241(b) and 10 U.S.C. 2631). 


__ _  (ii) Alternate I (Apr 2003) of 52.247-64. 


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 


[Contracting Officer check as appropriate.] 


__X __ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) 
(E.O. 13495). 


__X __ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 
U.S.C. chapter 67). 


__X __ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires 
(May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 


__X __ (4) 52.222-43, Fair Labor Standards Act and Service Contract 
Labor Standards--Price Adjustment (Multiple Year and 
Option Contracts) (May 2014)(29 U.S.C. 206 and 41 
U.S.C. chapter 67). 


__X __ (5) 52.222-44, Fair Labor Standards Act and Service Contract 
Labor Standards - Price Adjustment (May 2014) (29 
U.S.C. 206 and 41 U.S.C. chapter 67). 


__ __ (6) 52.222-51, Exemption from Application of the Service Contract 
Labor Standards to Contracts for Maintenance, 
Calibration, or Repair of Certain Equipment—
Requirements (May 2014) (41 U.S.C. chapter 67). 


__ __ (7) 52.222-53, Exemption from Application of the Service Contract 
Labor Standards to Contracts for Certain Services—
Requirements (May 2014)(41 U.S.C. chapter 67). 


__X __ (8) 52.222-55, Minimum Wages Under Executive Order 13658 
(Dec 2015). 


__X __ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706. 
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(JAN 2016) (E.O. 13706). 


__ __ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit 
Organizations. (May 2014) (42 U.S.C. 1792). 


__ __ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) 
(31 U.S.C. 5112(p)(1)). 


(d) Comptroller General Examination of Record. The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, 
Audit and Records--Negotiation. 


(1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor's 
directly pertinent records involving transactions related to this contract. 


(2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR Subpart 4.7, 
Contractor Records Retention, of the other clauses of this contract. If this contract is 
completely or partially terminated, the records relating to the work terminated shall be made 
available for 3 years after any resulting final termination settlement. Records relating to 
appeals under the disputes clause or to litigation or the settlement of claims arising under or 
relating to this contract shall be made available until such appeals, litigation, or claims are 
finally resolved. 


(3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the 
ordinary course of business or pursuant to a provision of law. 


(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of 
this clause, the Contractor is not required to flow down any FAR clause, other than those in 
paragraphs (e)(1) of this paragraph in a subcontract for commercial items. Unless otherwise 
indicated below, the extent of the flow down shall be as required by the clause— 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) 
(41 U.S.C. 3509). 


(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality 
Agreements or Statements (Jan 2017) (section 743 of Division E, Title VII, of 
the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 
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113-235) and its successor provisions in subsequent appropriations acts (and 
as extended in continuing resolutions)). 


(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 
637(d)(2) and (3)), in all subcontracts that offer further subcontracting 
opportunities. If the subcontract (except subcontracts to small business 
concerns) exceeds $700,000 ($1.5 million for construction of any public 
facility), the subcontractor must include 52.219-8 in lower tier subcontracts 
that offer subcontracting opportunities. 


(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 
13495). Flow Down required in accordance with paragraph (l) of FAR clause 
52.222-17. 


(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


(vi) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246). 


(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) 
(29 U.S.C. 793). 


(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 
4212). 


(x) 52.222-40, Notification of Employee Rights Under the National Labor 
Relations Act (Dec 2010) (E.O. 13496). Flow down required in accordance 
with paragraph (f) of FAR clause 52.222-40.  


(xi) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. 
chapter 67). 


(xii) __X __ (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 
U.S.C. chapter 78 and E.O. 13627). 


__ _(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 
13627). 


(xiii) 52.222-51, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Maintenance, Calibration, or Repair of Certain 
Equipment—Requirements (May 2014) (41 U.S.C. chapter 67). 
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(xiv) 52.222-53, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Certain Services—Requirements (May 2014) (41 
U.S.C. chapter 67). 


(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 
12989). 


(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


(xvii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) 
(E.O. 13706). 


(xviii)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 
(B) Alternate I (JAN 2017) of 52.224-3. 


 
(xix) 52.225-26, Contractors Performing Private Security Functions Outside 
the United States (Oct 2016) (Section 862, as amended, of the National 
Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note). 


(xx) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations 
(May 2014) (42 U.S.C. 1792). Flow down required in accordance with 
paragraphs (e) of FAR clause 52.226-6. 


(xxi) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial 
Vessels (Feb 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow 
down required in accordance with paragraph (d) of FAR clause 52.247-64. 


 (2)  While not required, the Contractor may include in its subcontracts for commercial 
items a minimal number of additional clauses necessary to satisfy its contractual 
obligations. 


(End of clause) 


 52.217-8 Option to Extend Services (NOV 1999) 


The Government may require continued performance of any services within the limits and at 
the rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be 
exercised more than once, but the total extension of performance hereunder shall not exceed 
6 months. The Contracting Officer may exercise the option by written notice to the 
Contractor within 60 calendar days. 


(End of clause) 
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52.217-9 Option to Extend the Term of the Contract (MAR 2000) 


(a) The Government may extend the term of this contract by written notice to the Contractor 
within 60 calendar days; provided that the Government gives the Contractor a preliminary 
written notice of its intent to extend at least 60 calendar days before the contract expires. The 
preliminary notice does not commit the Government to an extension. 


(b) If the Government exercises this option, the extended contract shall be considered to 
include this option clause. 


(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed five (5) years. 


(End of clause) 


52.222-54 Employment Eligibility Verification (OCT 2015) 


 (a) Definitions. As used in this clause—  


“Commercially available off-the-shelf (COTS) item”—  


(1) Means any item of supply that is—  


(i) A commercial item (as defined in paragraph (1) of the definition at 2.101);  


(ii) Sold in substantial quantities in the commercial marketplace; and  


(iii) Offered to the Government, without modification, in the same form in which it is 
sold in the commercial marketplace; and  


(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural 
products and petroleum products. Per 46 CFR 525.1 (c)(2), “bulk cargo” means cargo that is 
loaded and carried in bulk onboard ship without mark or count, in a loose unpackaged form, 
having homogenous characteristics. Bulk cargo loaded into intermodal equipment, except 
LASH or Seabee barges, is subject to mark and count and, therefore, ceases to be bulk cargo.  


“Employee assigned to the contract” means an employee who was hired after November 6, 
1986, (after November 27, 2009 in the Commonwealth of the Northern Mariana Islands), 
who is directly performing work, in the United States, under a contract that is required to 
include the clause prescribed at 22.1803. An employee is not considered to be directly 
performing work under a contract if the employee—  


(1) Normally performs support work, such as indirect or overhead functions; and  
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(2) Does not perform any substantial duties applicable to the contract.  


“Subcontract” means any contract, as defined in 2.101, entered into by a subcontractor to 
furnish supplies or services for performance of a prime contract or a subcontract. It includes 
but is not limited to purchase orders, and changes and modifications to purchase orders.  


“Subcontractor” means any supplier, distributor, vendor, or firm that furnishes supplies or 
services to or for a prime Contractor or another subcontractor.  


“United States”, as defined in 8 U.S.C. 1101(a)(38), means the 50 States, the District of 
Columbia, Puerto Rico, Guam, the Commonwealth of the Northern Mariana Islands, and the 
U.S. Virgin Islands.  


(b) Enrollment and verification requirements.  


(1) If the Contractor is not enrolled as a Federal Contractor in E-Verify at time of 
contract award, the Contractor shall—  


(i) Enroll. Enroll as a Federal Contractor in the E-Verify program within 30 calendar 
days of contract award;  


(ii) Verify all new employees. Within 90 calendar days of enrollment in the E-Verify 
program, begin to use E-Verify to initiate verification of employment eligibility of all new 
hires of the Contractor, who are working in the United States, whether or not assigned to the 
contract, within 3 business days after the date of hire (but see paragraph (b)(3) of this 
section); and  


(iii) Verify employees assigned to the contract. For each employee assigned to the 
contract, initiate verification within 90 calendar days after date of enrollment or within 30 
calendar days of the employee’s assignment to the contract, whichever date is later (but see 
paragraph (b)(4) of this section).  


(2) If the Contractor is enrolled as a Federal Contractor in E-Verify at time of contract 
award, the Contractor shall use E-Verify to initiate verification of employment eligibility 
of—  


(i) All new employees.  


(A) Enrolled 90 calendar days or more. The Contractor shall initiate verification of 
all new hires of the Contractor, who are working in the United States, whether or not 
assigned to the contract, within 3 business days after the date of hire (but see paragraph 
(b)(3) of this section); or  







Attachment 2 BPA Provisions and Clauses 
RFQ 70Z0G319QPBZ02900 
 


40 


 


(B) Enrolled less than 90 calendar days. Within 90 calendar days after enrollment 
as a Federal Contractor in E-Verify, the Contractor shall initiate verification of all new hires 
of the Contractor, who are working in the United States, whether or not assigned to the 
contract, within 3 business days after the date of hire (but see paragraph (b)(3) of this 
section); or  


(ii) Employees assigned to the contract. For each employee assigned to the contract, 
the Contractor shall initiate verification within 90 calendar days after date of contract award 
or within 30 days after assignment to the contract, whichever date is later (but see paragraph 
(b)(4) of this section).  


(3) If the Contractor is an institution of higher education (as defined at 20 U.S.C. 
1001(a)); a State or local government or the government of a Federally recognized Indian 
tribe; or a surety performing under a takeover agreement entered into with a Federal agency 
pursuant to a performance bond, the Contractor may choose to verify only employees 
assigned to the contract, whether existing employees or new hires. The Contractor shall 
follow the applicable verification requirements at (b)(1) or (b)(2) respectively, except that 
any requirement for verification of new employees applies only to new employees assigned 
to the contract.  


(4) Option to verify employment eligibility of all employees. The Contractor may elect to 
verify all existing employees hired after November 6, 1986 (after November 27, 2009, in the 
Commonwealth of the Northern Mariana Islands), rather than just those employees assigned 
to the contract. The Contractor shall initiate verification for each existing employee working 
in the United States who was hired after November 6, 1986 (after November 27, 2009, in the 
Commonwealth of the Northern Mariana Islands), within 180 calendar days of—  


 (i) Enrollment in the E-Verify program; or  


(ii) Notification to E-Verify Operations of the Contractor’s decision to exercise this 
option, using the contact information provided in the E-Verify program Memorandum of 
Understanding (MOU).  


(5) The Contractor shall comply, for the period of performance of this contract, with the 
requirements of the E-Verify program MOU.  


(i) The Department of Homeland Security (DHS) or the Social Security 
Administration (SSA) may terminate the Contractor’s MOU and deny access to the E-Verify 
system in accordance with the terms of the MOU. In such case, the Contractor will be 
referred to a suspension or debarment official.  
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(ii) During the period between termination of the MOU and a decision by the 
suspension or debarment official whether to suspend or debar, the Contractor is excused from 
its obligations under paragraph (b) of this clause. If the suspension or debarment official 
determines not to suspend or debar the Contractor, then the Contractor must reenroll in E-
Verify.  


(c) Web site. Information on registration for and use of the E-Verify program can be 
obtained via the Internet at the Department of Homeland Security Web site: 
http://www.dhs.gov/E-Verify.  


(d) Individuals previously verified. The Contractor is not required by this clause to perform 
additional employment verification using E-Verify for any employee—  


(1) Whose employment eligibility was previously verified by the Contractor through the 
E-Verify program;  


(2) Who has been granted and holds an active U.S. Government security clearance for 
access to confidential, secret, or top secret information in accordance with the National 
Industrial Security Program Operating Manual; or  


(3) Who has undergone a completed background investigation and been issued 
credentials pursuant to Homeland Security Presidential Directive (HSPD)-12, Policy for a 
Common Identification Standard for Federal Employees and Contractors.  


(e) Subcontracts. The Contractor shall include the requirements of this clause, including 
this paragraph (e) (appropriately modified for identification of the parties), in each 
subcontract that—  


(1) Is for—  


(i) Commercial or noncommercial services (except for commercial services that are 
part of the purchase of a COTS item (or an item that would be a COTS item, but for minor 
modifications), performed by the COTS provider, and are normally provided for that COTS 
item); or  


(ii) Construction;  


(2) Has a value of more than $3,500; and  


(3) Includes work performed in the United States.  


(End of clause) 
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52.232-40 Providing Accelerated Payments to Small Business Subcontractors (Dec 
2013) 


(a) Upon receipt of accelerated payments from the Government, the Contractor shall make 
accelerated payments to its small business subcontractors under this contract, to the 
maximum extent practicable and prior to when such payment is otherwise required under the 
applicable contract or subcontract, after receipt of a proper invoice and all other required 
documentation from the small business subcontractor.  


(b) The acceleration of payments under this clause does not provide any new rights under the 
Prompt Payment Act.  


(c) Include the substance of this clause, including this paragraph (c), in all subcontracts with 
small business concerns, including subcontracts with small business concerns for the 
acquisition of commercial items.  


(End of clause) 


52.252-1 Solicitation Provisions Incorporated by Reference (FEB 1998) 


This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the Contracting Officer will 
make their full text available. The offeror is cautioned that the listed provisions may include 
blocks that must be completed by the offeror and submitted with its quotation or offer.  In 
lieu of submitting the full text of those provisions, the offeror may identify the provision by 
paragraph identifier and provide the appropriate information with its quotation or offer.  
Also, the full text of a solicitation provision may be accessed electronically at this/these 
address(es): 


http://farsite.hill.af.mil/farsite.html 
http://farsite.hill.af.mil/VFHSARA.HTM  


(End of provision) 


52.252-2 Clauses Incorporated by Reference (FEB 1998) 


This contract incorporates one or more clauses by reference, with the same force and effect 
as if they were given in full text. Upon request, the Contracting Officer will make their full 
text available. Also, the full text of a clause may be accessed electronically at this/these 
address(es): 


http://farsite.hill.af.mil/farsite.html 
http://farsite.hill.af.mil/VFHSARA.HTM  
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(End of clause) 


52.252-5 Authorized Deviations in Provisions (APR 1984) 


(a) The use in this solicitation of any Federal Acquisition Regulation (48 CFR Chapter 1) 
provision with an authorized deviation is indicated by the addition of “(DEVIATION)” after 
the date of the provision. 


(b) The use in this solicitation of any Department of Homeland Security (48 CFR Chapter 
30) provision with an authorized deviation is indicated by the addition of “(DEVIATION)” 
after the name of the regulation. 


(End of provision) 


52.252-6 Authorized Deviations in Clauses. 


As prescribed in 52.107(f), insert the following clause in solicitations and contracts that 
include any FAR or supplemental clause with an authorized deviation. Whenever any FAR or 
supplemental clause is used with an authorized deviation, the contracting officer shall 
identify it by the same number, title, and date assigned to the clause when it is used without 
deviation, include regulation name for any supplemental clause, except that the contracting 
officer shall insert “(Deviation)” after the date of the clause. 


Authorized Deviations in Clauses (Apr 1984) 


(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR 
Chapter 1) clause with an authorized deviation is indicated by the addition of 
“(DEVIATION)” after the date of the clause. 


(b) The use in this solicitation or contract of any Department of Homeland Security (48 CFR 
Chapter 30) clause with an authorized deviation is indicated by the addition of 
“(DEVIATION)” after the name of the regulation. 


(End of clause)  


HOMELAND SECURITY ACQUISITION REGULATION (CFR CHAPTER 30 
CLAUSES) CLAUSES INCORPORATED BY REFERENCE 


This section contains clauses, which are incorporated by reference, with the same force and 
effect as if they were in full text.  Upon request, the Contract Specialist will make their full 
text available. 


CLAUSE NO.  CLAUSE TITLE     DATE 
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3052.209-70  Prohibition on Contract with Corporate    JUN 2006 
   Expatriates      
3052.222-70  Strikes or Picketing Affecting Timely Completion  DEC 2003 
   of the Contract Work        
3052.222-71  Strikes or Picketing Affecting Access to a DHS  DEC 2003 
   Facility 
3052.222-90  Local Hire (USCG)      JUN 2006 
3052-223-90  Accident and Fire Reporting (USCG)              DEC 2003 
 
HOMELAND SECURITY ACQUISITION REGULATION CLAUSES 
INCORPORATED BY FULL TEXT 


3052.212-70 Contract Terms and Conditions Applicable to DHS Acquisition of 
Commercial Items. 


CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION 
OF COMMERCIAL ITEMS (SEP 2012) 


The Contractor agrees to comply with any provision or clause that is incorporated herein by 
reference to implement agency policy applicable to acquisition of commercial items or 
components. The provision or clause in effect based on the applicable regulation cited on the 
date the solicitation is issued applies unless otherwise stated herein. The following provisions 
and clauses marked with an “X” are incorporated by reference: 


(a) Provisions. 


 _X_3052.209-72 Organizational Conflicts of Interest. 


 ____3052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment 
         Clause. 


 ____3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor 
         Protégé Program. 


(b) Clauses. 


 _X_3052.203-70 Instructions for Contractor Disclosure of Violations. 


 ____3052.204-70 Security Requirements for Unclassified Information Technology 
                    Resources. 


 _X_3052.204-71 Contractor Employee Access. 
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 _X_Alternate I 


 _X_3052.205-70 Advertisement, Publicizing Awards, and Releases. 


 _X_3052.209-73 Limitation on Future Contracting. 


 __X__ 3052.215-70 Key Personnel or Facilities. 


 ____3052.216-71 Determination of Award Fee. 


 ____3052.216-72 Performance Evaluation Plan. 


 ____3052.216-73 Distribution of Award Fee. 


 ____3052.217-91 Performance. (USCG) 


 ____3052.217-92 Inspection and Manner of Doing Work. (USCG) 


 ____3052.217-93 Subcontracts. (USCG) 


 ____3052.217-94 Lay Days. (USCG) 


 ____3052.217-95 Liability and Insurance. (USCG) 


 ____3052.217-96 Title. (USCG) 


 ____3052.217-97 Discharge of Liens. (USCG) 


 ____3052.217-98 Delays. (USCG) 


 ____3052.217-99 Department of Labor Safety and Health Regulations for Ship  
         Repair. (USCG) 


 ____3052.217-100 Guarantee. (USCG) 


 ____3052.219-70 Small Business Subcontracting Plan Reporting. 


 ____3052.219-71 DHS Mentor Protégé Program. 


 __X__3052.228-70 Insurance. 


 ____3052.228-90 Notification of Miller Act Payment Bond Protection. (USCG) 


 ____3052.228-91 Loss of or Damage to Leased Aircraft. (USCG) 
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 ____3052.228-92 Fair Market Value of Aircraft. (USCG) 


 ____3052.228-93 Risk and Indemnities. (USCG) 


 ____3052.236-70 Special Provisions for Work at Operating Airports. 


 __X__3052.242-72 Contracting Officer’s Technical Representative. 


 ____3052.247-70 F.o.B. Origin Information. 


 ____Alternate I 


 ____Alternate II 


 ____3052.247-71 F.o.B. Origin Only. 


 __X__3052.247-72 F.o.B. Destination Only. 


(End of clause) 


Personal Conflicts of Interest and Procurement Integrity 


In addition to the Organization Conflict of Interest Plan, the Contractor shall ensure that all 
personnel assigned to resulting task order(s) sign permanent non-disclosure agreements and 
procurement integrity certifications as required by the Contracting Officer (CO). All 
personnel assigned to resulting task order(s) shall immediately notify the CO in writing of 
any potential conflicts of interest that may be perceived through their performance on the 
resulting task order(s). The CO will determine if the particular individual or group of 
individuals will be excluded from any acquisition/project. In the event such a determination 
is made, the CO will provide immediate oral notification (followed by written notification 
within five days thereafter) of the individuals and the situation that precludes their 
performance under the resulting task order. The Contractor shall immediately (within five (5) 
days after receipt of oral notification) remove the individual(s) from the resulting task order 
and identify their replacement.  


(End of clause)  


CGAP SUBCHAPTER 3004.1301-90 Contract clause 


Trusted Associate Sponsorship System (TASS) 
 


(a) “Contractor employee” means an employee of a firm, or an individual, under contract  
or subcontract to the Coast Guard to provide services and who requires physical and/or 
logical access to information systems and/or facilities.  
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(b) Homeland Security Presidential Directive (HSPD)-12 mandates a Federal standard  
for secure and reliable forms of identification for Federal employees and contractor 
employees. The Common Access Card (CAC) is a personal identification card for the 
Department of Defense/Uniformed Services and complies with HSPD-12. The Coast Guard 
has instituted the CAC as its HSPD-12 compliant personal identification card for contractor 
and subcontractor employees who are required to access a Coast Guard, Department of 
Defense (DOD), or other federally-controlled computer information system and/or facility, or 
need public key infrastructure (PKI) authentication to perform their contractual duties. The 
Trusted Associate Sponsorship System (TASS) is the automated application process for 
obtaining a CAC.  
 
(c) Contractor and subcontractor employees working pursuant to this contract who are 
required to access a Coast Guard, DOD, or other federally-controlled computer information 
system and/or facility, or need PKI authentication to perform their contractual duties shall 
use TASS to obtain a CAC.  
 
(d) The Contracting Officer Representative (COR) shall serve as the TASS Trusted Agent 
and is responsible for creating contractor accounts in the TASS approving, returning, or 
rejecting CAC applications (as applicable); re-verifying assigned contractors every six 
months; revoking contractor and employee eligibility for a CAC; and confiscating a CAC 
when the contract expires or when a contractor or subcontractor employee stops working 
under the contract.  
(e) Current standards require a favorable fingerprint check and verification of an initiated  
or completed investigation for all incoming Coast Guard contractor personnel before CAC 
issuance. The COR shall ensure that contractor personnel satisfy the security requirements 
for CAC issuance, and that completed fingerprint cards and electronic questionnaires for 
investigation processing are submitted to the U.S. Coast Guard Security Center (SECCEN). 
 
(f) The COR or Contracting Officer shall provide such forms to, or request such information 
from, contractor employees that may be necessary for obtaining a CAC via the TASS. 
Completed forms and information shall be submitted as directed by the COR or Contracting 
Officer. Contractors are responsible for the accuracy and completeness of the information 
submitted and for any liability resulting from the Government’s reliance on inaccurate or 
incomplete information.  
 
(g) Contractor or subcontractor employees who are declined via the TASS are ineligible to 
perform work under this contract. When an employee with a CAC is no longer performing 
work under this contract, the employee must return them to the COR or Contracting Officer 
on the same day the employee stops working.  
 
(h) The contractor shall insert this clause in all subcontracts when a subcontractor’s 
employee is required to access a Coast Guard, DOD, or other federally-controlled computer 
information system and/or facility, or need PKI authentication to perform contractual duties. 
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(End of clause) 


 







ATTACHMENT 3 -  PRICING MATRIX
Workforce Management Services


RFQ #70Z0G319QPBZ02900


C4ITSC Labor Category  GSA Rate 
BPA Discount 


%
 Total 


Discount 


 Total 
Discounted 
Hourly Rate 


 Estimated 
Hours  Total Price 


-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           


Total Base Period (Labor) -                     -                                           
Other Direct Costs -                                           
Estimated Travel Costs (see Note) -                                           
Total Base Period (Labor + Travel) -                                           
Note:  There will be no G&A rate factored into the Estimated Travel Costs.  


Total -                                           


Total Option Period 1 -                                           


Total Option Period 2 -                                           


Total Option Period 3 -                                           


Total Option Period 4 -                                           


-                                           


Option Period 4 Service Management Phase (12 months)


Total Price (Base & Options): 60 months


RFQ 70Z0G319QPBZ02900: AUXDATA Pricing Matrix 
NOTE: Offerors shall complete all applicable yellow fields in this sheet. The Government requires an hourly rate for all Offeror specified labor categories. For all 
Post Implementation Service Periods of Performance, an offeror may either provide a single service cost as an ODC or detail the service cost with any 
combination of labor and ODC.


Base Period: Implementation/Transition Phase (TBD # Months)


Base Period: • Service Management Phase (12 months minus # of months proposed for implementation)


Option Period 1 • Service Management Phase (12 months)


Option Period 2 Service Management Phase (12 months)


Option Period 3 Service Management Phase (12 months)


Page 1







DAT001
System shall be able to retain data associated with activities for a minimum of 5 
years


DAT002
System shall be able to retain data associated with members for a minimum of 30 
years after a member is no longer active


DAT003


System shall be able to retain data associated with Auxiliary Facilities for  a 
minimum of 2 years after it becomes inactive or is withdrawn from service


DAT004
System shall be able to retain data associated with unit resources for a minimum 
of 5 years after final action is completed


DAT005
System shall be able to retain data associated with the training management tool 
for a minimum of 30 years 


DAT006 System shall be able to retain reports for a minimum of 5 years


EAR001
Contractor shall provide a DoDAF Compliant: DIV-1 Conceptual Data Model


EAR002 Contractor shall provide a DoDAF Compliant: DIV-2 Logical Data Model
EAR003 Contractor shall provide a DoDAF Compliant: DIV-3 Physical Data Model


EAR004
Contractor shall provide a DoDAF Compliant: SV-1 System Interface Description


EAR005 Contractor shall provide a DoDAF Compliant: SV-2 System Resource Flow


EAR006
Contractor shall provide a DoDAF Compliant: SV-6 System Resource Matrix


EAR007 Contractor shall provide a DoDAF Compliant: STD-V1 Standards Profile


EAR008
Provide an option to produce further DoDAF Compliant documentation as directed 
by the USCG.


CYB001
Infrastructure, Platform, and Software shall be compliant with FedRAMP+ Impact 
Level 4 as described in the DoD Cloud Computing SRG ver1, release 3.


CYB002
System shall provide a Moderate level of Availability as defined in NIST federal 
policy.


CYB003
Vendor shall produce reports and participate in events to validate the 
aforementioned security level.


CYB005
Vendor shall ensure data is stored in physical locations where US federal laws 
apply.


CYB006 Ensure all necessary CNSSI 1253 Privacy Overlays are implemented.


CYB007
Vendor shall perform duties and responsibilities of the ISSO role as defined in the 
NIST Risk Management Framework and NIST Information Security Handbook.


CYB008
Vendor shall work in concert with the USCG to attain a Provisional Authorization 
from DISA within 24 months of award.


CYB009


Vendor shall adhere to the DoD CIO's memorandum dated 15NOV17, titled 
"Department of Defense Cybersecurity Activities Performed for Cloud Service 
Offerings"


Enterprise Architecture Requirements


Data Retention Requirements


Cybersecurity  Requirements







CYB010
Vendor shall be able to route all traffic through a DoD/USCG Cloud Access Point at 
the direction of the Government.


REG002
Contractor shall comply with OMB Circular A-130 – Management of Federal 
Information Resources


REG003
Contractor shall comply with Federal Information Security Management Act 
(FISMA)


REG005 Contractor shall comply with Privacy Act of 1974
REG006 Contractor shall comply with Clinger-Cohen Act (CCA)


REG007


Contractor shall comply with Department of Defense Instruction (DODI) 8510.01 
Risk Management Framework (RMF) for DoD Information Technology (IT)


REG012 Contractor shall comply with DHS 4300A – Sensitive Systems Handbook 


REG013
Contractor shall comply with NIST 800-53 (series) – Security and Privacy Controls 
for Federal Information Systems and Organizations


REG015
Contractor shall comply with NIST 800-160 (series) – Systems Security Engineering


PM001
Vendor shall conduct user support activities in alignment with support policy and 
documentation provided by the USCG.


PM002
Vendor shall participate in weekly recurring meetings with the USCG to discuss 
performance, objectives, risks, schedules, and like concerns.


PM003
Vendor shall provide reports based on the Cybersecurity Requirements on a 
monthly basis.


PM004
Vendor shall provide montly service reports detailing the month's service metrics 
as compared to the service agreement.


PM005
Vendor shall provide and execute a plan to return to agreed upon service levels in 
the event of a service breach as detailed by the service agreement.


PM006


Vendor shall have a Service Management Plan. The service management plan shall 
include how the vendor will address Information Security Management, a Change 
Management Plan (design, develop, test, and deploy changes involving planned 
downtime, changes to system look, front end functionality, and/or cost shall be 
coordinated with the USCG), archive and searchable patch notes, Knowledge 
Management (e.g. desk guides, FAQs, user manuals, and/or training videos), 
participating in User Acceptance Testing, Service Continuity for unexpected loss or 
degradation of services, and the transition of the data back to the USCG at the 
conclusion of the contract.


PM007


Vendor shall provide User Acceptance Testing plans and execute them for system 
changes involving modification to the look, front end functionality, and/or 
unplanned costs.


PM008
If the vendor intends to deploy hardware to the field, the Service Management 
Plan shall include Supplier Management.


Policy/Regulation Compliance Requirements


Program Management Requirements
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STATEMENT OF WORK 
FOR 


AUXDATA MODERNIZATION CALL 
 
1.0 GENERAL  
 
1.1 BACKGROUND. 
 
The Auxiliary IT System (AUXDATA) is the United States Coast Guard’s (USCG) only 
repository for personnel, program, and activity data for the Auxiliary’s 25,700 active and 9,800 
retired members who provide year-round high-quality support to virtually every USCG program. 
It is the platform for the Auxiliary Order Management System that is used to issue all Auxiliary 
patrol orders and facilitate the reimbursement of over $2.9M in associated Auxiliary patrol 
expenses (e.g., fuel, maintenance, meals). It is one of the Coast Guard’s most heavily used 
information systems. Historically, it has been significantly underfunded. This funding deficit has 
resulted in a massive list of backlogged change requests needed to facilitate policy changes, as 
well as an inability to build additional functionality to properly track and manage new Auxiliary 
programs, such as Auxiliary Clergy Support (supporting CG-00A), Auxiliary Financial 
Educators (supporting CG-11 and CG-13), and the Auxiliary Build program (supporting CG-43).  
The government requires Contractor assistance transitioning the current AUXDATA system 
capabilities and its data to a Cloud-Hosted, vendor-managed Software-as-a-Service. 
 
1.2 SCOPE. 
 
This task order requires a rapid deployment of an AUXDATA system replacement.  The purpose 
of the Auxiliary Data (AUXDATA) system can be summarized as follows: 


• Accurately quantify the activities of the USCG Auxiliary members and produce a current 
record of those accomplishments in a variety of cumulative report formats. 


• Provide up-to-date data and statistical information necessary to define the Auxiliary’s 
mission value and position in the USCG family. Such information will be used by the 
USCG in presentations before the executive, legislative, and judicial branches of the 
Federal, State, and local Government agencies, as well as for intra- and inter-service and 
Public Affairs (media) needs. 


• Provide an accurate depiction of Auxiliary member and facility capabilities to the 
Operational Commanders of the USCG needing or contemplating the use of the Auxiliary 
in accomplishing their missions. 


• Maintain an automated national database for the Auxiliary organization with an ability to 
provide data reports at various organizational tiers. 


 
1.3 REQUIREMENTS 
 
The Contractor shall provide and implement a Commercial-off-the-shelf (COTS), Cloud-Hosted, 
Software-as-a-Service solution for the Government’s AUXDATA system. The functional and 
non-functional requirements are attached in Appendix A.  After implementation, there will be a 
transition phase where the Contractor will be required to transition all data (approximately 15GB 
of .dbf files stored in an Oracle 12c database), minimum 32,000 current users/accounts, 
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maximum 50,000 users/accounts, and train all end users on the Cloud-Hosted environment. 
Finally the Contractor shall provide regular maintenance and continued support. The purpose of 
the Auxiliary Data (AUXDATA) system application can be summarized as follows: 
• Provide a means of access for Auxiliarist members and staff. 
• Provide a means to manage all members of the Coast Guard Auxiliary. 
• Provide a means to manage Auxiliary Organizational Units. 
• Provide a means to track all activities of the Coast Guard Auxiliary. 
• Provide a means to track resources of the Coast Guard Auxiliary. 
• Provide a means to produce reports on all Coast Guard Auxiliary functions. 
• Provide a means to manage training of Auxiliarists. 
• Provide a means to manage security clearances of Auxiliarists. 
• Provide a means to process patrol orders for the Coast Guard Auxiliary. 
 
More detailed requirements can be found in Attachment 6/Appendix A. 
 
1.3 CONTRACTOR PERSONNEL. The Contractor shall provide contracting support to 
deliver a fully operational and maintained solution in accordance with the requirements in this 
SOW and applicable Federal and Agency regulations. 
 
1.4 APPLICABLE BPA REQUIREMENTS. 
 
1.4.2 Qualified Personnel 
1.4.3 Employee Identification 
1.4.4 Employee Conduct 
1.4.5 Removing an Employee for Misconduct or Security Reasons 
1.4.6 Conflict of Interest 
1.5 SPECIAL REQUIREMENTS AND SECURITY 


1.6 
DEPARTMENT OF DEFENSE TRUSTED ASSOCIATE 
SPONSORSHIP SYSTEM (TASS) AND COMMON ACCESS CARDS 


1.7 PLACE OF PERFORMANCE 
1.8 HOURS OF OPERATION 
1.12 PROTECTION OF INFORMATION 
1.13 TRAVEL 


2.0 
GOVERNMENT FURNISHED PROPERTY/RESOURCES AND 
INFORMATION 


3.0 CONTRACTOR FURNISHED PROPERTY 
4.1 STATUS MEETINGS 
5.0 REFERENCES 
6.0 GOVERNMENT POINTS OF CONTACT 
7.0 PAYMENT INFORMATION 
8.0 CENTRALIZED INVOICE SUBMITTAL INSTRUCTIONS 
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1.5 PERIOD OF PERFORMANCE. This call consists of a base period of one year, which 
includes implementation and management of the service, plus four one-year option periods for 
managing the service, for a total potential period of five years (60 months), if all options are 
exercised.  
 
Base Period:    16 May 2019 – 15 May 2020 (12 Months)  
 
Option Period 1:  16 May 2020 – 15 May 2021 (12 Months) 
 
Option Period 2:  16 May 2021 – 15 May 2022 (12 Months) 
 
Option Period 3:  16 May 2022 – 15 May 2023 (12 Months) 
 
Option Period 4:  16 May 2023 – 15 May 2024 (12 Months) 
 
 
1.6 CONTRACT TYPE. CLINs for implementation and management of the service will be 
Firm-Fixed Price (FFP). CLINs for travel will be Time & Materials without G&A.   
 
1.7 DELIVERABLES AND REPORTING REQUIREMENTS. See Section 5.0 below.  
 
2.0 DELIVERABLES 
 
2.1 TECHNICAL/PROJECT DOCUMENTATION. The Contractor shall provide the 
following documentation with the performance of this task order and as directed by the USCG: 
 
Item Deliverable/Event Description Due By 


1 Service Level 
Agreement (Draft) 


Service Level Agreement between the Service 
Provider (Vendor) and Service Consumer 
(Government). This will be based upon the 
requirements in the call and various aspects of 
the proposal. The remaining aspects will be 
proposed by the vendor in this draft. The DHS 
standard SLA template will be utilized. 


NLT Ten (10) 
business days after 
Call Award 


2 Service Level 
Agreement (Final) 


Service Level Agreement between the Service 
Provider (Vendor) and Service Consumer 
(Government). This will be the final version of 
the SLA, updated with the feedback from the 
Government on the SLA Draft, and signed by 
the Service Provider (Vendor). With 
Government approval, it will be signed and a 
copy returned to the vendor for their records. 


NLT Twenty-Five 
(25) business days 
after award 
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3 Project Plan The vendor project plan should include a 
work-breakdown structure and schedule for 
implementing the new solution, and 
transitioning data and operations from the 
current system to the new solution.  
Additionally, this plan should include the 
vendor’s plan for conducting and recording 
user acceptance testing. 


NLT Ten (10) 
business days after 
award 


4 Training Plan 
(Draft) 


The vendor must submit a proposed plan on 
how they will provide end-user training for all 
users of the new system 


NLT Ten (10) 
business days after 
award 


5 Training Plan 
(Final) 


The vendor must submit its final plan and 
schedule for conducting end-user training. 


TBD (dependent on 
proposed method and 
potential Government 
coordination) 


6 Training Materials Any proposed end-user training materials 
including but not limited to: videos, desk 
guides, course syllabi, power point 
presentations, etc. are subject to Government 
approval before dissemination. 


TBD (dependent on 
proposed schedule 
and method) 


7 User Acceptance 
Testing Report 


Final report for completed user acceptance 
testing, verifying the solution is suitable for the 
end user. 


TBD (dependent on 
proposed schedule) 


8 Fully Operational 
Service 


The point at which User Acceptance Testing is 
complete, all users and data have been 
transitioned to the system, the system is fully 
functioning, and services are being provided 
by the vendor.  


TBD (dependent on 
proposed schedule) 


9 Weekly Status 
Report 


This weekly progress report shall include a 
summary of all Contractor work performed, all 
direct costs by line items, an assessment of 
technical progress, schedule status, any travel 
conducted and any Contractor concerns or 
recommendations for the period being reported 
that may impact successful Contractor 


Weekly, every 
Wednesday from Call 
Award through 
transition to new 
solution 
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performance. 


10 Assist and develop 
ATO 
documentation 


These documents are dictated by the National 
Institute of Science and Technology’s Risk 
Management Framework. The contents of the 
deliverables will be provided jointly by the 
USCG and the vendor; however, the vendor 
will be responsible for producing many of the 
documents. The documents to be produced by 
the vendor will be detailed in the Security Plan 
of Actions and Milestones; which, is 
developed by the USCG. 


In accordance with 
Security Plan of 
Actions and 
Milestones. 


11 Monthly Service 
Metrics report 


Report provides all pertinent service metrics as 
detailed in the vendor’s Service Management 
Plan. This report must include the availability 
of services and the total unavailable minutes 
for all services delivered broken down between 
national day and night (Sunrise on East Coast 
to Sunset on West Coast) per the 
Requirements. 


The first Friday of 
every month post 
implementation/transi
tion 


12 Monthly Incident 
and Problem Report 


This report provides a summary of the events, 
incidents, and problems occurring within the 
month of report. An incident is an unplanned 
disruption of service(s) or an unplanned 
degradation to services. A problem is the root 
cause of one or more incidents. This report 
must include the total number of occurrences, 
average time to respond, and the number of 
repeat occurrences of Incidents and Problems 
during the period of report as well as all 
pertinent metrics as detailed in the vendor’s 
Service Management Plan. 


The first Friday of 
every month post 
implementation/transi
tion 


13 Knowledge 
Management 
Artifacts 


These artifacts represent the knowledge 
management repository for the user base. The 
type of artifact (e.g. Desk Guides, FAQ’s, 
and/or, Wiki, etc.) will depend upon the 
vendor’s Service Management Plan. The 
content for these artifacts will come from 


Upon identification 
by COR. 
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multiple sources such as user service requests, 
patch notes, incident/problem management, 
USCG management, etc. The vendor or the 
USCG can recommend new content; however, 
the content shall be developed by the vendor 
and approved for addition by the USCG. 


16 Patch Notes Report that informs the user base of the 
changes they can expect to experience after the 
deployment of a new feature or update to the 
system. It also provides user with ancillary 
information to accompany a change (i.e. 
information not directly associated with the 
new/changed feature but pertinent for the 
user’s ability to continue receiving the service 
from the tool). 


Immediately 
following release of 
an update or new 
feature. 


17 Transition Out The Contractor shall assist the Government in 
transitioning data out of the system in the 
format it was transitioned in, or a format 
proposed by the Contractor that is acceptable 
to the Government.  


Within 30 days of 
notification by COR. 


 
 
2.2 POST-AWARD CONFERENCE.  The Contractor shall attend a Post-Award Conference 
with the Contracting Officer and the COR no later than five (5) business days after the call has 
been awarded.  The purpose of the Post-Award Conference is to discuss technical and 
contracting objectives of the call.  Within three business days post Post-Award Conference, the 
Contractor shall provide meeting minutes.  


 
2.3 WEEKLY STATUS REPORTS. The Contractor shall provide a weekly status report to the 
COR and Contracting Officer via electronic mail from the first Wednesday post-award to when 
the transition to the new solution is complete. This weekly progress report shall include a 
summary of all Contractor work performed, an assessment of technical progress, schedule status, 
any travel conducted and any Contractor concerns or recommendations for the period being 
reported that may impact successful Contractor performance.  
 
2.4 GENERAL REPORT REQUIREMENTS. The Contractor shall provide all written reports 
in electronic format with read/write capability using applications that are compatible with the 
Coast Guard Standard Workstation. 
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2.5 TRAINING REQUIREMENTS. The Contractor shall provide a means for training all end-
users to ensure they understand all system functionality. At a minimum a basic user guide should 
be available for all users before transition. 
 
3.0 ENTERPRISE ARCHITECTURE REQUIREMENTS. All solutions and services shall 
meet DHS Enterprise Architecture policies, standards, and procedures. Specifically, the 
contractor shall comply with the following DHS EA requirements: 
 


• All developed solutions and requirements shall be compliant with the HLS EA 
• All IT hardware and software shall be compliant with the HLS EA Technical Reference 


Model (TRM) Standards and Products Profile 
• Contractor shall assist the Government in submitting description information for all data 


assets, information exchanges and data standards, whether adopted or developed, to the 
Enterprise Data Management Office (EDMO) for review, approval and insertion into the 
DHS Data Reference Model and Enterprise Architecture Information Repository. 


• Development of data assets, information exchanges and data standards shall comply with 
the DHS Data Management Policy MD 103-01 and all data-related artifacts shall be 
developed and validated according to DHS data management architectural guidelines. 


• The tool shall be IPv6 compliant per OMB Memorandum M-05-22, August 2, 2005 and 
as defined in the US. Government Version 6 (USGv6) Profile National Institute of 
Standards and Technology (NIST) Special Publication 500-267) and the corresponding 
declarations of conformance defined in the USGv6 Test Program. 


 
 
3.1 Transitioning Out. Throughout this call, the USCG is the sole owner of the data; both the 
data provided at the onset of the agreement and the data accrued and aggregated through the 
agreement’s duration. At the end of the call the Government will require full cooperation in 
transitioning its data out of the Contractor system within 30 days of notification by the COR. At 
a minimum, the Contractor must be able to transition the data out of their system in the format it 
was transitioned in; however, the Contractor may propose alternative formats to transition the 
data that can be used with approval by the COR.  Upon completion of the transition, the 
Contractor will attest, in writing, that its system no longer contains any of the data.  
 
3.2 Invoicing Payment Schedule 
 
Implementation/Transition Phase: This phase begins at call award and concludes upon the ‘Fully 
Operational Service’ Event.  This phase is firm-fixed price and may only be invoiced after 
complete.  


Service Management Phase: This phase begins after the ‘Fully Operational Service’ Event and 
continues through call expiration.  This firm-fixed price phase includes a base period and four 
12-month options.  Each option price will be divided by the number of months in that period for 
equal firm-fixed monthly payments. 


 
APPENDIX A: 
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U.S. Department of 
Homeland Security 
 
United States 
Coast Guard  


 


Commanding Officer 408 Coast Guard Drive 
U.S. Coast Guard Kearneysville, WV  25430 
Operations Systems Center Staff Symbol:  CO 
 Phone:  (304) 264-2550 


   
  4200 


April 18, 2019  
                                                                                                                                                                                                                             
To:   GSA Contractor 


Subject: Request for Quotation (RFQ) 70Z0G319QPBZ02900 (GSA RFQ 1361549) for 
Workforce Management Tools 
 


The United States Coast Guard (USCG) is issuing this competitive RFQ to solicit selected General 
Services Administration (GSA), Federal Supply IT Schedule (General Purpose Communication 
Information Technology Equipment, Software, and Services) contract holders for the purpose of 
entering into a Blanket Purchase Agreement (BPA) for workforce management software as a service to 
the United States Coast Guard (USCG). This RFQ does not commit the Government to pay for the 
preparation and submission of a quotation. 
 
The BPA competition will be conducted pursuant to FAR Subpart 8.4, full and open under IT Schedule 
70 SIN 132-51 NAICS 518210.  FAR Parts 13, 14 and 15 are not applicable to this RFQ. Offerors are 
solicited only from IT Schedule 70 SIN 132-51 contract holders.  
 
It is the Government’s intent to award a single BPA to the responsible Offeror whose quote, in 
conforming to the RFQ, provides the overall best value to the Government considering technical and 
business evaluation factors. For evaluation purposes, and with the intent to award as a call, the 
AUXDATA Modernization Statement of Work (Attachment 6) is also provided. All calls will be 
issued Firm-Fixed Price. 
 
A three phase multi-step down select strategy will be used for this procurement. Interested firms are 
required to submit one Phase I Prior Experience Submission.  Failure to participate in Phase I of the 
solicitation precludes further consideration of an Offeror.  After evaluation, Offerors who are rated 
most highly will be advised to proceed to Phase II of the proposal submission process. Offerors who 
were not among the most highly rated will be advised that they are unlikely to be viable competitors, 
along with the general basis for the Government’s advisory recommendation. The intent of this 
advisory notice is to minimize development and other costs for those Offerors with little to no chance 
of receiving an award. Offerors should note that factors evaluated in Phase I are more important than 
factors evaluated in Phases II and III. The Government’s advice will be a recommendation only, and 
those Offerors who are advised not to proceed may elect to continue their participation in the 
procurement.  
 
Offerors participating in Phase II shall provide a Technical demonstration and Oral Presentation. After 
evaluation, Offerors who are rated most highly will be advised to proceed to Phase III of the proposal 
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submission process. Offerors who were not among the most highly rated will be advised that they are 
unlikely to be viable competitors, along with the general basis for the Government’s advisory 
recommendation. The intent of this advisory notice is to minimize development and other costs for 
those Offerors with little to no chance of receiving an award. Offerors should note that factors 
evaluated in Phase II are more important than factors evaluated in Phase III. The Government’s advice 
will be a recommendation only, and those Offerors who are advised not to proceed may elect to 
continue their participation in the procurement.  
 
Offerors participating in Phase III of the evaluation shall provide a Schedule and Price submission. 
 
Any quotation that is non-compliant with any requested submission requirements of this RFQ may 
immediately be removed from further consideration. 
 
Thank you for your consideration of this request. 
 
      Sincerely, 
  
       
 
      Brenda E. Oberholzer 
      Contracting Officer 
 
Attachment (1)   BPA Statement of Work 
Attachment (2)   BPA Provisions and Clauses 
Attachment (3)   BPA Pricing Matrix 
Attachment (4)   Special Contracting Requirements 
Attachment (5)   Instructions and Evaluation for Award 
Attachment (6)   AUXDATA Call Statement of Work 
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STATEMENT OF WORK 


FOR 
WORKFORCE MANAGEMENT TOOLS 


U.S. COAST GUARD 
COMMAND, CONTROL, COMMUNICATIONS, COMPUTER 


AND 
INFORMATION TECHNOLOGY SERVICE CENTER 


1.0 GENERAL  
  
1.1 BACKGROUND 
 
The Government has multiple known and unknown future needs to modernize its Workforce 
Management (WFM) and Customer Relations Management (CRM) tools that are either near or at 
their end of life. This includes the Recruiting Analysis and Tracking System (RATS) that 
supports the USCG Recruiters, the USCG Learning Management System (LMS), the USCG 
Training Management Tool (TMT) which support all active duty, reservists, and Coast Guard 
Civilians, the AUXDATA system which is the sole system for supporting the Coast Guards 
26,000 + members, and various other CRM systems. It is the USCG’s objective to obtain a CRM 
tool, provided as a software as a service, that can be adapted to meet the needs of these related 
tools and systems, and enable the different functional areas of the USCG to take advantage of the 
solution chosen for the USCG AUXDATA. 
 
1.2 SCOPE  
The Government requires software managed service that can be adapted to meet the needs of 
various human resource units throughout the USCG. The tool will be expected to handle training 
and learning management, recruiting and workforce development, and most immediately, USCG 
Auxiliarist Management. Specific functions needed for each will be detailed within the 
individual calls. 
 
1.3 REQUIREMENTS: The Contractor shall provide, implement, and support a Commercial-
off-the-shelf (COTS) software tool hosted in a cloud environment to replace USCG systems 
specified in individual calls. The functional and non-functional requirements for each system 
will be identified in the individual calls.  For each system that is modernized there will be an 
implementation phase followed by a transition phase where the contractor will be required to 
transition all data, current users/accounts, and train all end users on the new system. Finally the 
Contractor shall provide regular maintenance and continued support. The software should, at a 
minimum, be configurable to do the following: 
 


• Provide a means of access for members and staff. 
• Provide a means to manage all members of the USCG and Auxiliary. 
• Provide a means to define an organization structure 
• Provide a means to establish recruiting targets and goals 
• Provide a means to manage recruiting leads 
• Provide a means to manage Organizational Units. 
• Provide a means to track activities of the USCG. 
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• Provide a means to track resources of the USCG. 
• Provide a means to produce reports on all USCG functions. 
• Provide a means to produce reports on USCG functions. 
• Provide a means to manage training of the USCG and Auxiliary 
• Provide a means to complete training for members of the USCG 
• Provide a means to manage security clearances  
• Provide a means to process patrol orders  
• Provide a means to process training requests 
• Provide a means to create various workflows 
• Provide a means to communicate to the learning audience 
• Provide a means to manage learning content 
• Provide a means to query and display specific data 
• Provide a means to manage instructor-led course sessions 
• Provide a means to manage, execute, and report electronic testing 
• Provide a means to manage synchronous and asynchronous e-learning  
• Provides a means to manage user roles and system functions 


 
1.4 CONTRACTOR PERSONNEL.  
 
The Contractor shall provide contracting support to deliver a fully maintained solution in 
accordance with the requirements in this SOW and applicable Federal and Agency regulations.   
 
1.4.1 Key personnel: The key personnel of this contract are considered to be essential to the 
work the Contractor agrees to perform hereunder. Prior to diverting the key personnel to other 
programs, the Contractor shall notify the Contracting Officer’s Representative (COR) and the 
Contracting Officer no less than 15 days in advance and shall submit justification, including 
proposed substitutions or replacements, in sufficient detail to permit the Contracting Officer to 
evaluate the impact on the work the Contractor is obligated to perform hereunder. The 
Contractor shall not replace any of the key personnel without the written consent of the 
Contracting Officer.  
 
1.4.1.1 BPA Program Manager (Key Personnel). The Contractor shall provide a Program 
Manager who shall be responsible for all contractor work performed under this contract. 
 
 
Description of Work: The Program Manager shall be a single point of contact for the 
Contracting Officer and the Contracting Officer’s Representative (COR).  It is anticipated that 
the Program Manager shall be one of the senior level employees provided by the Contractor for 
the work effort. The Program Manager shall be responsible for ensuring conformity to 
contractual obligations, establishing and maintaining master plans and schedules.  The Program 
Manager shall perform day-to-day management of overall contract support operations. 
 
Experience Requirements: Shall have a minimum of six (6) years of general IT Project 
Management experience. 
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1.4.2 Qualified Personnel. For each BPA call, the Contractor shall provide capable and 
qualified personnel to perform all requirements and tasks specified in this contract. Contractor 
employees supporting calls shall be able to read, write, speak and understand English fluently, 
and shall be United States citizens per HSAR 3052.204-71 Alt I. 
 
1.4.3 Employee Identification. Contractor employees visiting USCG and other Government 
facilities shall wear an identification badge that, at minimum, displays the Contractor’s name, the 
employee’s photo, name, clearance-level and badge expiration date.  Visiting Contractor 
employees shall comply with all USCG and Government escort rules and requirements.  All 
Contractor employees shall identify themselves as Contractors when their status is not readily 
apparent and display all identification and visitor badges in plain view above the waist at all 
times.  Contractor employees working on-site at Government facilities shall be identified as 
contractors on email, at their desks, at meetings, on phone calls, and badges.   
 
1.4.4 Employee Conduct. The Contractor’s employees shall observe and comply with all  
applicable regulations, policies and procedures (e.g., fire, safety, sanitation, environmental 
protection, security, flag officer courtesy, “off limits” areas, wearing of parts of military 
uniforms, and possession of firearms).  The Contractor shall ensure that all contractor employees 
present a professional appearance at all times, and their conduct does not reflect discredit on the 
United States, the Department of Homeland Security or the USCG. 
 
The Program Manager shall ensure Contractor employees understand and abide by USCG-
established rules, regulations and policies concerning safety and security. 
 
1.4.5 Removing an Employee for Misconduct or Security Reasons. The Government at its 
sole discretion may direct the Contractor to remove any contractor employee from USCG 
facilities for misconduct or security reasons.  Such removal does not relieve the Contractor of the 
responsibility to provide sufficient qualified staff for adequate and timely service.  The 
Government will provide the Contractor with a written rationale for the removal of the employee 
through the USCG Contracting Officer. 
 
1.4.6 Conflict of Interest. The Contractor shall not employ any person who is an employee of 
the United States Government if that employee could, or would appear to cause a conflict of 
interest.  If at any time a conflict of interest arises, the Contractor shall inform the Government 
and also provide a mitigation plan. 
 
1.5 SPECIAL REQUIREMENTS AND SECURITY. The Contractor shall adhere to the 
information systems security (ISS) policies, plans, and procedures administered by the USCG 
and DHS. The Contractor shall maintain the highest degree of security trust when accessing 
USCG’s resources, networks and, systems. Contractor does not require access to classified 
information under this contract but will be required to handle Sensitive but Unclassified (SBU) 
and For Official Use Only (FOUO). 
 
Further requirements are detailed in Section H: Special Contract Requirements. 
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1.6 DEPARTMENT OF DEFENSE TRUSTED ASSOCIATE SPONSORSHIP SYSTEM 
(TASS) AND COMMON ACCESS CARDS: All Contractor employees working for the USCG 
shall utilize the Department of Defense (DoD) Trusted Associate Sponsorship System (TASS) to 
apply for a Common Access Card (CAC) for their employees that require access to a USCG or 
other federally controlled computer information system.   


 
The Contractor shall submit a list of employees to the Contracting Officer’s Representative 
(COR) for the TASS within 3 days after contract award. 
 
Issuance of a CAC is contingent upon having a favorable NACI or equivalent investigation. 
 
Contractor and subcontractor employees requiring access to a USCG, DOD, or other federally 
controlled computer information system and/or facility, or need Public Key Infrastructure 
authentication to perform their contractual duties shall use TASS to obtain a CAC. 
  
The Contractor shall provide such forms to or request such information from Contractor 
employees that may be necessary for obtaining a CAC via the TASS.  Completed forms and 
information shall be submitted as directed by the COR.  Contractors are responsible for the 
accuracy and completeness of the information submitted and for any liability resulting from the 
Government’s reliance on inaccurate or incomplete information. 
 
Contractor or subcontractor employees who are declined a CAC via the TASS are ineligible to 
perform work that requires a CAC under this contract.  When an employee with a CAC is no 
longer performing work under this contract, the Contractor shall notify the COR on the same day 
the employee stops working and shall deliver the CAC to the COR within seven (7) calendar 
days after such notification. 
 
1.7 PERIOD OF PERFORMANCE. This contract consists of a base period of one year plus 
four one-year option periods for managing the service, for a total potential period of five years 
(60 months), if all options are exercised.  
 
Base Period:    16 May 2019 – 15 May 2020 (12 Months)  
 
Option Period 1:  16 May 2020 – 15 May 2021 (12 Months) 
 
Option Period 2:  16 May 2021 – 15 May 2022 (12 Months) 
 
Option Period 3:  16 May 2022 – 15 May 2023 (12 Months) 
 
Option Period 4:  16 May 2023 – 15 May 2024 (12 Months) 
 
 
1.8 PLACE OF PERFORMANCE. This work will be performed at the following locations:  
Primary work location: 
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 Contractor Facility as needed. 
 
Alternate work locations where in-person meetings, demonstrations, and/or briefs may occur: 


 U.S. Coast Guard C4ITSC at 7323 Telegraph Road, Alexandria, VA 22315 
 


 U.S. Coast Guard C4ITSC at 408 Coast Guard Drive, Kearneysville, WV 25430 
 


 U.S. Coast Guard C4ITSC at USCG Headquarters, 2703 Martin Luther King Jr. Ave SE, 
Washington, DC 20593.  


 
  Additional locations may be added during the performance of this order.  


 
1.9 HOURS OF OPERATION. Normal duty hours for the Government are Monday through 
Friday, 8:00AM to 5:00PM Eastern Standard Time (EST), excluding Federal Government 
holidays. The contractor shall be available during this time period, but also available to support 
any outages to the systems on a 24x7 basis.  It is the expectation of the government that the 
systems are built in such a way that they do not go down and therefore this support should be 
minimal. 
 
1.10 CONTRACT TYPE: BPA Call CLINs for implementation and support service will be 
Firm-Fixed Price (FFP). CLINs for travel will be Time & Materials without G&A.   
 
1.11 DELIVERABLES AND REPORTING REQUIREMENTS: See Section 5.0 below.  
 
1.12 PROTECTION OF INFORMATION.  
 
1.12.1 PRIVACY ACT INFORMATION. Contractor access to information protected under the 
Privacy Act may be required under this contract.  Contractor employees shall safeguard this 
information against unauthorized disclosure or dissemination in accordance with the law and 
Government policy and regulation. 
 
1.12.2 Personally Identifiable Information.  
 


• The contractors will cooperate with and exchange information with USCG officials, as 
determined necessary in order to effectively report and manage a suspected or confirmed 
breach. 


• The contractors and subcontractors (at any tier) will properly encrypt PII in accordance 
with OMB Circular A-130 and other applicable policies and comply with any USCG-
specific policies for protecting PII; 


• Regular training for contractors and subcontractors will be conducted (at any tier) on how 
to identify and report a breach; 


• Contractors and subcontractors (at any tier) will report a suspected or confirmed breach 
in any medium or form, including paper, oral, and electronic, as soon as possible and 
without unreasonable delay, consistent with the USCG’s incident management policy and 
US-CERT notification guidelines; 
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• Contractors and subcontractors (at any tier) will maintain capabilities to determine what 
Federal information was or could have been access and by whom, construct a timeline of 
user activity, determine methods and techniques used to access Federal information, and 
identify the initial attack vector; 


• Contractors will allow for an inspection, investigation, forensic analysis, and any other 
action necessary to ensure compliance with this Memorandum, the agency’s breach 
response plan, and to assist with respond to a breach; 


• Identify roles and responsibilities, and the USCG’s breach response plan; and 
• Explain that a report of a breach shall not, by itself, be interpreted as evidence that the 


contractor or its subcontractor (at any tier) failed to provide adequate safeguards for PII. 
 
1.12.3 PROPRIETARY INFORMATION: Contractor access to proprietary information may 
be required for this contract. Contractor employees shall safeguard this information against 
unauthorized disclosure or dissemination in accordance with DHS MD 11042.1, Safeguarding 
Sensitive but Unclassified (SBU) Information.  SBU includes information categorized by DHS 
or other government agencies as: For Official Use Only (FOUO); Official Use Only (OUO); 
Sensitive Homeland Security Information (SHSI); Limited Official Use (LOU); Law 
Enforcement Sensitive (LES); Safeguarding Information (SGI); Unclassified Controlled Nuclear 
Information (UCNI); and any other identifier used by other government agencies to categorize 
information as sensitive but unclassified.  The Contractor shall ensure that all Contractor 
personnel having access to business or procurement sensitive information sign a non-disclosure 
agreement (DHS Form 11000-6). The Contractor shall continue to ensure employees safeguard 
this information when the new Controlled Unclassified Information (CUI) framework replaces 
the sensitive but unclassified (SBU) categorization. 
 
1.13 TRAVEL. Contractor travel may be required to support the various BPA calls. All travel 
required by the Government outside the local commuting area(s) will be reimbursed to the 
Contractor in accordance with the Federal Acquisition Regulation (FAR) 31.205-46 - Travel 
Costs. The Contractor shall be responsible for obtaining COR approval via electronic mail, for 
all reimbursable travel. The Contractor shall submit on a monthly basis, a travel request for 
anticipated travel for the month travel is to be conducted.  
 
The Contractor shall include a trip report with the monthly travel invoice to the COR and KO via 
electronic mail no later than five (5) business days after all travel has been conducted for that 
month. 
 
2.0 Government Furnished Property/Resources and Information. The Government will 
provide access to a work area at the Government’s facility as needed for the duration of this 
contract. This includes access to unclassified USCG workstation/laptop computers with 
CGONENet access as needed to meet requirements of this contract.  
 
3.0 CONTRACTOR FURNISHED PROPERTY: N/A  
 
 
4.0 DELIVERABLES:  
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4.1 STATUS MEETINGS: The Contractor shall be available to meet with the Contracting 
Officer and COR upon request to discuss progress, exchange information and resolve emergent 
technical problems and issues. These meeting shall take place at USCG’s facilities and/or via 
telephone conference call. A mutual effort will be made to resolve all problems identified during 
these meetings. Specific status meetings and reports will be identified in the individual calls. 
 
4.2 GENERAL REPORTING REQUIREMENTS: The Contractor shall provide all written 
reports in electronic format with read/write capability using applications that are compatible with 
USCG Standard Workstation. 
 
4.3  BPA CALL DELIVERABLES:  Each BPA Call will identify specific deliverables. 
 
 
5.0 REFERENCES 
 


• Section 508 Accessibility Standards 
• Federal Information Security Management Act (FISMA) 
• Privacy Act of 1974 
• Clinger-Cohen Act (CCA) 
• Department of Defense Instruction (DODI) 8510.01 Risk Management Framework 


(RMF) for DoD Information Technology (IT) 
• DHS 4300A – Sensitive Systems Handbook  
• NIST 800-53 (series) – Security and Privacy Controls for Federal Information Systems 


and Organizations 
• NIST 800-146 – Cloud Computing Synopsis and Recommendations 


 
6.0 GOVERNMENT POINTS OF CONTACT:  
Contracting Officer’s Representative (COR):  
The COR and their contact information will be provided upon award. 
 
 
Contracting Officer:  
Brenda Oberholzer; 304-433-3223 (PH), 304-264-3817 (FX); e-mail: 
Brenda.E.Oberholzer@uscg.mil  
 
7.0 PAYMENT INFORMATION  
 
The Debt Collection Improvement Act of 1996 requires Federal agencies to convert from 
payment by check to payment by Electronic Funds Transfer (EFT) by January 1, 1999. This 
requirement will eventually cover all recipients of Federal payments other than payments under 
the Internal Revenue Code of 1986. This notice complies with the contract clauses at Federal 
Acquisition Regulation (FAR) 52.232-33 “Mandatory Information for Electronic Funds Transfer 
Payment” and 52.232-34 “Optional Information for Electronic Funds Transfer Payment.”  
The USCG requires the Contractor to submit certain information to the USCG Finance Center in 
order to facilitate Electronic Funds Transfer (EFT) payment for deliveries or performance under 
this Order. Accordingly, prior to submitting the first invoice for payment, the Contractor shall 
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complete the attached EFT/ACH Vendor Payment Enrollment Form. The form shall be provided 
directly to the USCG Finance Center (“payment office”) at the address below:  
 
Commanding Officer  
USCG Finance Center  
1430A Kristina Way  
Chesapeake, VA 23326  
 
8.0 CENTRALIZED INVOICE SUBMITTAL INSTRUCTIONS  
 
a) Each invoice shall contain the following information:  


 
1) Contract or Delivery/Task Order Number  
2) Name of the Contract Specialist or Contracting Officer  
3) Invoice Routing Code (IRC) assigned by the USCG  
4) Annotate on the invoice indicating that the contractor represents a small business for 


accelerated payment purposes.  
 


b) The USCG unique Invoice Routing Code (IRC) for this contract or delivery/task order is: 
“OSC”  


 
The IRC list may be found at http://cgweb.fincen.uscg.mil/centralinv/ under “WINS Remote 
Site Invoice Routing Code (IRC) Lookup”  


 
c) Each invoice and all supporting documentation must be submitted to the designated billing 


office via one of the following modes, listed in descending order of     preference:  
 


1) FINCEN Website invoice receipt form: 
http://www.fincen.uscg.mil/centralinv/central_inv_contr.cfm  


2) Fax: (757-523-6900)  
3) Mailed to: Commercial Invoices  


U.S. Coast Guard Finance Center  
1430A Kristina Way  
Chesapeake, VA 23326  
 


d) Invoices and any supporting documentation should be submitted electronically. This will 
utilize the FINCEN web based invoice submission capability and facilitate processing. The 
invoice must be submitted as a single Adobe .pdf formatted file (not to exceed 3 MB), or as 
otherwise specified in the contract.  
 
e) A courtesy copy of the invoice, along with all supporting documentation must also be e-
mailed to the Contracting Officer and/or Contract Specialist, and the OSC centralized invoice 
inbox at the addresses cited below:  
 
Brenda.E.Oberholzer@uscg.mil (Contracting Officer)  
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OSC-DG-INV@uscg.mil (OSC invoice inbox)  
 
f) In accordance with the Prompt Payment Act, for the purposes of determining a payment due 
date and the date on which interest will begin to accrue if a payment is late, a proper invoice 
shall be deemed to have been received:  


1) On the later of:  
(i) For invoices that are mailed or transmitted via facsimile, the date a proper invoice is 
actually received by the designated billing office and annotates the invoice with date of 
receipt at the time of receipt.  
(ii) For invoices electronically transmitted by the contractor via web based submission, 
the date a transmission is received by the designated billing office, and receipt 
confirmation is provided to the designated recipient; or  
(ii) The seventh day after the date on which the property is actually delivered or 
performance of the services is actually completed; unless—  


a) The agency has actually accepted the property or services before the seventh 
day in which case the acceptance date shall substitute for the seventh day after the 
delivery date; or  
b) A longer acceptance period is specified in the contract, in which case the date 
of actual acceptance or the date on which such longer acceptance period ends 
shall substitute for the seventh day after the delivery date;  


 
 


2) On the date placed on the invoice by the contractor, when the agency fails to annotate the 
invoice with date of receipt of the invoice at the time of receipt (such invoice must be a 
proper invoice); or  
 


3) On the date of delivery, when the contract specifies that the delivery ticket may serve as 
an invoice.  
 


4) Web based submission by the contractor and receipt confirmation does not reflect 
Government review or acceptance of the invoice.  
 


5)  Payment inquiries and status may be obtained - at the following website: -
https://www.fincen.uscg.mil/secure/payment.htm.  
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In addition to the clauses set forth in the Contractor’s Federal Supply Schedule (FSS) 
Contract, the following additional clauses are herein made a part of, and pertain to, any 
resultant contract action for this BPA. 


FEDERAL ACQUISITION REGULATION CLAUSES INCORPORATED BY 
REFERENCE 


CLAUSE NO. CLAUSE TITLE  DATE  


52.203-13    Contractor Code of Business Ethics and Conduct        OCT 2015 
52.204-7   System for Award Management    OCT 2016 
52.204-9       Personal Identity Verification of Contractor Personnel JAN 2011 
52.204-16  Commercial and Government Entity Code Reporting JUL 2016 
52.204-17   Ownership or Control of Offeror    JUL 2016 
52.204-18      Commercial and Government Entity Code Maintenance JUL 2016 
52.204-19  Incorporation by Reference of Representations and   DEC 2014 
   Certifications 
52.204-21  Basic Safeguarding of Covered Contractor Information JUN 2016 
   Systems 
52.209-11   Representation by Corporations Regarding Delinquent FEB 2016 
   Tax Liability or a Felony Conviction under any Federal  
   Law 
52.212-1  Instructions to Offerors--Commercial Items   JAN 2017 
52.212-4  Contract Terms and Conditions--Commercial Items  JAN 2017 
52.217-5   Evaluation of Options      JUL 1990 
52.224-2  Privacy Act       APR 1984 
52.225-25   Prohibition on Contracting with Entities Engaging  OCT 2015 
   in Certain Activities or Transactions Relating to Iran— 
   Representation and Certifications 
52.227-14   Rights in Data – General (Alternative IV)        DEC 2007 
52.227-16  Additional Data Requirements    JUN 1987 
52.227-19  Commercial Computer Software—Restricted      DEC 2007 
   Rights 
52.232-18   Availability of Funds           APR 1984 
52.232-39  Unenforceability of Unauthorized Obligations  JUN 2013 
52.237-3  Continuity of Services     JAN 1991 
52.245-1  Government Property           JAN 2017 
52.245-9    Use and Charges           APR 2012
  
FEDERAL ACQUISITION REGULATION CLAUSES INCORPORATED BY FULL 
TEXT 


52.203-17 – Contractor Employee Whistleblower Rights and Requirement To Inform 
Employees of Whistleblower Rights (APR 2014) 
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(a) This contract and employees working on this contract will be subject to the whistleblower 
rights and remedies in the pilot program on Contractor employee whistleblower protections 
established at 41 U.S.C. 4712 by section 828 of the National Defense Authorization Act for 
Fiscal Year 2013 (Pub. L. 112-239) and FAR 3.908. 


(b) The Contractor shall inform its employees in writing, in the predominant language of the 
workforce, of employee whistleblower rights and protections under 41 U.S.C. 4712, as 
described in section 3.908 of the Federal Acquisition Regulation. 


(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all 
subcontracts over the simplified acquisition threshold. 


 (End of clause) 


52.204-2 SECURITY REQUIREMENTS (AUG 1996)  


(a) This clause applies to the extent that this contract involves access to information 
classified “Confidential,” “Secret,” or “Top Secret.”  


(b) The Contractor shall comply with—  


(1) The Security Agreement (DD Form 441), including the National Industrial 
Security Program Operating Manual (DoD 5220.22-M); and  


(2) Any revisions to that manual, notice of which has been furnished to the 
Contractor.  


(c) If, subsequent to the date of this contract, the security classification or security 
requirements under this contract are changed by the Government and if the changes cause an 
increase or decrease in security costs or otherwise affect any other term or condition of this 
contract, the contract shall be subject to an equitable adjustment as if the changes were 
directed under the Changes clause of this contract.  


(d) The Contractor agrees to insert terms that conform substantially to the language of this 
clause, including this paragraph (d) but excluding any reference to the Changes clause of this 
contract, in all subcontracts under this contract that involve access to classified information.  


(End of clause) 


52.204-15 Service Contract Reporting Requirements for Indefinite-Delivery Contracts 
(OCT 2016) 
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(a) Definition.  


“First-tier subcontract” means a subcontract awarded directly by the Contractor for the 
purpose of acquiring supplies or services (including construction) for performance of a prime 
contract. It does not include the Contractor’s supplier agreements with vendors, such as long-
term arrangements for materials or supplies that benefit multiple contracts and/or the costs of 
which are normally applied to a Contractor’s general and administrative expenses or indirect 
costs. 


(b) The Contractor shall report, in accordance with paragraphs (c) and(d) of this clause, 
annually by October 31, for services performed during the preceding Government fiscal year 
(October1-September 30) under this contract for orders that exceed the thresholds established 
in 4.1703(a)(2). 


(c) The Contractor shall report the following information: 


 (1) Contract number and order number. 


 (2) The total dollar amount invoiced for services performed during the previous 
Government fiscal year under the order. 


 (3) The number of Contractor direct labor hours expended on the services performed 
during the previous Government fiscal year. 


 (4) Data reported by subcontractors under paragraph (f) of this clause. 


(d) The information required in paragraph (c) of this clause shall be submitted via the internet 
at www.sam.gov. (See SAM User Guide). If the Contractor fails to submit the report in a 
timely manner, the contracting officer will exercise appropriate contractual remedies. In 
addition, the Contracting Officer will make the Contractor’s failure to comply with the 
reporting requirements a part of the Contractor’s performance information under FAR 
subpart 42.15. 


(e) Agencies will review Contractor reported information for reasonableness and consistency 
with available contract information. In the event the agency believes that revisions to the 
Contractor reported information are warranted, the agency will notify the Contractor no later 
than November 15. By November 30, the Contractor shall revise the report or document its 
rationale for the agency. 


(f) 
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 (1) The Contractor shall require each first-tier subcontractor providing services under 
this contract, with subcontract(s) each valued at or above the thresholds set forth in 
4.1703(a)(2), to provide the following detailed information to the Contractor in sufficient 
time to submit the report: 


  (i) Subcontract number (including subcontractor name and unique entity  
  identifier), and 


  (ii) The number of first-tier subcontractor direct-labor hours expended on the 
  services performed during the previous Government fiscal year. 


 (2) The Contractor shall advise the subcontractor that the information will be made 
available to the public as required by section 743 of Division C of the Consolidated 
Appropriations Act, 2010. 


 (End of clause)  


52.209-7 Information Regarding Responsibility Matters (JUL 2013) 


(a) Definitions. As used in this provision— 
“Administrative proceeding” means a non-judicial process that is adjudicatory in nature in 


order to make a determination of fault or liability (e.g., Securities and Exchange 
Commission Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, 
and Armed Services Board of Contract Appeals Proceedings). This includes administrative 
proceedings at the Federal and State level but only in connection with performance of a 
Federal contract or grant. It does not include agency actions such as contract audits, site 
visits, corrective plans, or inspection of deliverables. 


“Federal contracts and grants with total value greater than $10,000,000” means— 
(1) The total value of all current, active contracts and grants, including all priced 


options; and 
(2) The total value of all current, active orders including all priced options under 


indefinite-delivery, indefinite-quantity, 8(a), or requirements contracts (including task and 
delivery and multiple-award Schedules). 


“Principal” means an officer, director, owner, partner, or a person having primary 
management or supervisory responsibilities within a business entity (e.g., general manager; 
plant manager; head of a division or business segment; and similar positions). 


(b) The offeror [ ] has [ ] does not have current active Federal contracts and grants with 
total value greater than $10,000,000. 


(c) If the offeror checked “has” in paragraph (b) of this pro- vision, the offeror represents, 
by submission of this offer, that the information it has entered in the Federal Awardee 
Performance and Integrity Information System (FAPIIS) is current, accurate, and complete 
as of the date of submission of this offer with regard to the following information: 


(1) Whether the offeror, and/or any of its principals, has or has not, within the last five 
years, in connection with the award to or performance by the offeror of a Federal contract 
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or grant, been the subject of a proceeding, at the Federal or State level that resulted in any of 
the following dispositions: 


 (i) In a criminal proceeding, a conviction. 
 (ii) In a civil proceeding, a finding of fault and liability that results in the payment 
 of a monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or 
 more. 


 (iii) In an administrative proceeding, a finding of fault and liability that results in— 
  (A) The payment of a monetary fine or penalty of $5,000 or more; or 
  (B) The payment of a reimbursement, restitution, or damages in excess of  
  $100,000. 
 (iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by 
 consent or compromise with an acknowledgment of fault by the Contractor if the 
proceeding could have led to any of the outcomes specified in paragraphs (c)(1)(i), 
(c)(1)(ii), or (c)(1)(iii) of this provision. 


  (2) If the offeror has been involved in the last five years in any of the occurrences 
listed in (c)(1) of this provision, whether the offeror has provided the requested information 
with regard to each occurrence. 
    (d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this 
provision in FAPIIS as required through maintaining an active registration in the System for 
Award Management database via https:// www.acquisition.gov (see 52.204-7). 


 
(End of provision) 


 
52.209-9 Updates of Publicly Available Information Regarding Responsibility  


Matters (JUL 2013) 


(a) The Contractor shall update the information in the Federal Awardee Performance and 
Integrity Information System (FAPIIS) on a semi-annual basis, throughout the life of the 
contract, by posting the required information in the System for Award Management database 
via https://www.acquisition.gov.      


(b) As required by section 3010 of the Supplemental Appropriations Act, 2010 (Pub. L. 111-
212), all information posted in FAPIIS on or after April 15, 2011, except past performance 


reviews, will be publicly available. FAPIIS consists of two segments— 


 (1) The non-public segment, into which Government officials and the Contractor 
post information, which can only be viewed by— 


  (i) Government personnel and authorized users performing business on 
behalf of the Government; or 


  (ii) The Contractor, when viewing data on itself; and 
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 (2) The publicly-available segment, to which all data in the non-public segment of 
FAPIIS is automatically transferred after a waiting period of 14 calendar days, except for— 


  (i) Past performance reviews required by subpart 42.15; 


  (ii) Information that was entered prior to April 15, 2011; or 


  (iii) Information that is withdrawn during the 14-calendar-day waiting 
period by the Government official who posted it in accordance with paragraph (c)(1) of this 
clause. 


(c) The Contractor will receive notification when the Government posts new information to 
the Contractor’s record.  


 (1) If the Contractor asserts in writing within 7 calendar days, to the Government 
official who posted the information, that some of the information posted to the non-public 
segment of FAPIIS is covered by a disclosure exemption under the Freedom of Information 
Act, the Government official who posted the information must within 7 calendar days 
remove the posting from FAPIIS and resolve the issue in accordance with agency Freedom of 
Information procedures, prior to reposting the releasable information. The contractor must 
cite 52.209-9 and request removal within 7 calendar days of the posting to FAPIIS. 


 (2) The Contractor will also have an opportunity to post comments regarding 
information that has been posted by the Government. The comments will be retained as long 
as the associated information is retained, i.e., for a total period of 6 years. Contractor 
comments will remain a part of the record unless the Contractor revises them. 


 (3) As required by section 3010 of Pub. L. 111-212, all information posted in 
FAPIIS on or after April 15, 2011, except past performance reviews, will be publicly 
available. 


(d) Public requests for system information posted prior to April 15, 2011, will be handled 
under Freedom of Information Act procedures, including, where appropriate, procedures 
promulgated under E.O. 12600. 


(End of clause) 


52.212-3 Offeror Representations and Certifications--Commercial Items, Alternate I 
(NOV 2017) 


The offeror shall complete only paragraphs (b) of this provision if the Offeror has completed 
the annual representations and certification electronically via the System for Award 
Management (SAM) Web site located at https://www.sam.gov/portal. If the Offeror has not 
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completed the annual representations and certifications electronically, the Offeror shall 
complete only paragraphs (c) through (t) of this provision. 


(a) Definitions. As used in this provision— 


“Economically disadvantage women-owned small business (EDWOSB) concern” means a 
small business concern that is at least 51 percent directly and unconditionally owned by, and 
the management and daily business operations of which are controlled by, one or more 
women who are citizens of the United States and who are economically disadvantaged in 
accordance with 13 CFR part 127. It automatically qualifies as a women-owned small 
business eligible under the WOSB Program. 


“Highest-level owner” means the entity that owns or controls an immediate owner of the 
offeror, or that owns or controls one or more entities that control an immediate owner of the 
offeror. No entity owns or exercises control of the highest level owner. 


“Immediate owner” means an entity, other than the offeror, that has direct control of the 
offeror.  Indicators of control include, but are not limited to, one or more of the following: 
Ownership or interlocking management, identity of interests among family members, shared 
facilities and equipment, and the common use of employees.  


“Inverted domestic corporation” means a foreign incorporated entity that meets the 
definition of an inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance 
with the rules and definitions of 6 U.S.C. 395(c).  


“Manufactured end product” means any end product and service codes (PSCs) 1000-9999, 
except— 


(1) PSC 5510, Lumber and Related Basic Wood Materials; 


(2) Product or Service Group (PSG) 87, Agricultural Supplies; 


(3) PSG 88, Live Animals; 


(4) PSG 89, Subsistence; 


(5) PSC 9410, Crude Grades of Plant Materials; 


(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 


(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 


(8) PSC 9610, Ores; 


(9) PSC 9620, Minerals, Natural and Synthetic; and 
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(10) PSC 9630, Additive Metal Materials. 


“Place of manufacture” means the place where an end product is assembled out of 
components, or otherwise made or processed from raw materials into the finished product 
that is to be provided to the Government. If a product is disassembled and reassembled, the 
place of reassembly is not the place of manufacture. 


“Predecessor” means an entity that is replaced by a successor and includes any predecessors 
of the predecessor. 


“Restricted business operations” means business operations in Sudan that include power 
production activities, mineral extraction activities, oil-related activities, or the production of 
military equipment, as those terms are defined in the Sudan Accountability and Divestment 
Act of 2007 (Pub. L. 110-174). Restricted business operations do not include business 
operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Divestment Act of 2007) conducting the business can demonstrate— 


(1) Are conducted under contract directly and exclusively with the regional 
government of southern Sudan; 


(2) Are conducted pursuant to specific authorization from the Office of Foreign 
Assets Control in the Department of the Treasury, or are expressly exempted under 
Federal law from the requirement to be conducted under such authorization; 


(3) Consist of providing goods or services to marginalized populations of Sudan; 


(4) Consist of providing goods or services to an internationally recognized 
peacekeeping force or humanitarian organization; 


(5) Consist of providing goods or services that are used only to promote health or 
education; or 


(6) Have been voluntarily suspended. 


“Sensitive technology”— 


(1) Means hardware, software, telecommunications equipment, or any other 
technology that is to be used specifically-- 


(i) To restrict the free flow of unbiased information in Iran; or 


(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 


(2) Does not include information or informational materials the export of which the 
President does not have the authority to regulate or prohibit pursuant to section 
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203(b)(3) of the International Emergency Economic Powers Act (50 U.S.C. 
1702(b)(3)). 


“Service-disabled veteran-owned small business concern”-- 


(1) Means a small business concern-- 


(i) Not less than 51 percent of which is owned by one or more service--disabled 
veterans or, in the case of any publicly owned business, not less than 51 percent 
of the stock of which is owned by one or more service-disabled veterans; and 


(ii) The management and daily business operations of which are controlled by one 
or more service-disabled veterans or, in the case of a service-disabled veteran 
with permanent and severe disability, the spouse or permanent caregiver of such 
veteran. 


(2) “Service-disabled veteran” means a veteran, as defined in 38 U.S.C. 101(2), with 
a disability that is service-connected, as defined in 38 U.S.C. 101(16). 


“Small business concern” means a concern, including its affiliates, that is independently 
owned and operated, not dominant in the field of operation in which it is bidding on 
Government contracts, and qualified as a small business under the criteria in 13 CFR Part 
121 and size standards in this solicitation. 


“Small disadvantaged business concern, consistent with 13 CFR 124.1002,” means a small 
business concern under the size standard applicable to the acquisition, that-- 


(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 
124.105) by-- 


(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and 
economically disadvantaged (as defined at 13 CFR 124.104) individuals who 
are citizens of the United States; and 


(ii) Each individual claiming economic disadvantage has a net worth not 
exceeding $750,000 after taking into account the applicable exclusions set 
forth at 13 CFR 124.104(c)(2); and 


(2) The management and daily business operations of which are controlled (as 
defined at 13.CFR 124.106) by individuals, who meet the criteria in paragraphs (1)(i) 
and (ii) of this definition. 


“Subsidiary” means an entity in which more than 50 percent of the entity is owned— 
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(1) Directly by a parent corporation; or 


(2) Through another subsidiary of a parent corporation. 


“Successor” means an entity that has replaced a predecessor by acquiring the assets and 
carrying out the affairs of the predecessor under a new name (often through acquisition or 
merger). The term “successor” does not include new offices/divisions of the same company 
or a company that only changes its name. The extent of the responsibility of the successor for 
the liabilities of the predecessor may vary, depending on State law and specific 
circumstances. 


“Veteran-owned small business concern” means a small business concern-- 


(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 
38 U.S.C. 101(2)) or, in the case of any publicly owned business, not less than 51 
percent of the stock of which is owned by one or more veterans; and 


(2) The management and daily business operations of which are controlled by one or 
more veterans. 


"Women-owned business concern" means a concern which is at least 51 percent owned by 
one or more women; or in the case of any publicly owned business, at least 51 percent of its 
stock is owned by one or more women; and whose management and daily business 
operations are controlled by one or more women.  


“Women-owned small business concern” means a small business concern-- 


(1) That is at least 51 percent owned by one or more women; or in the case of any 
publicly owned business, at least 51 percent of the stock of which is owned by one or 
more women; and 


(2) Whose management and daily business operations are controlled by one or more 
women. 


“Women-owned small business (WOSB) concern eligible under the WOSB Program (in 
accordance with 13 CFR part 127),” means a small business concern that is at least 51 
percent directly and unconditionally owned by, and the management and daily business 
operations of which are controlled by, one or more women who are citizens of the United 
States. 


(b)(1) Annual Representations and Certifications. Any changes provided by the offeror in 
paragraph (b)(2) of this provision do not automatically change the representations and 
certifications posted on the SAM website. 
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(2) The offeror has completed the annual representations and certification 
electronically via the SAM website accessed through  http://www.acquisition.gov . 
After reviewing the SAM database information, the offeror verifies by submission of 
this offer that the representation and certifications currently posted electronically at 
FAR 52.212-3, Offeror Representations and Certifications—Commercial Items, have 
been entered or updated in the last 12 months, are current, accurate, complete, and 
applicable to this solicitation (including the business size standard applicable to the 
NAICS code referenced for this solicitation), as of the date of this offer and are 
incorporated in this offer by reference (see FAR 4.1201), except for paragraphs 
____________. [Offeror to identify the applicable paragraphs at (c) through (s) of 
this provision that the offeror has completed for the purposes of this solicitation only, 
if any. These amended representation(s) and/or certification(s) are also incorporated 
in this offer and are current, accurate, and complete as of the date of this offer. Any 
changes provided by the offeror are applicable to this solicitation only, and do not 
result in an update to the representations and certifications posted electronically on 
SAM.] 


(c) Offerors must complete the following representations when the resulting contract will be 
performed in the United States or its outlying areas. Check all that apply. 


(1) Small business concern. The offeror represents as part of its offer that it [  ]  is, [  ]  
is not a small business concern. 


(2) Veteran-owned small business concern. [Complete only if the offeror represented 
itself as a small business concern in paragraph (c)(1) of this provision.]  The offeror 
represents as part of its offer that it [  ]  is, [  ]  is not a veteran-owned small business 
concern. 


(3) Service-disabled veteran-owned small business concern. [Complete only if the 
offeror represented itself as a veteran-owned small business concern in paragraph 
(c)(2) of this provision.] The offeror represents as part of its offer that it [  ]  is,  [  ]  is 
not a service-disabled veteran-owned small business concern. 


(4) Small disadvantaged business concern. [Complete only if the offeror represented 
itself as a small business concern in paragraph (c)(1) of this provision.]  The offeror 
represents that it [  ]  is, [  ]  is not a small disadvantaged business concern as defined 
in 13 CFR 124.1002. 


(5) Women-owned small business concern. [Complete only if the offeror represented 
itself as a small business concern in paragraph (c)(1) of this provision.] 


The offeror represents that it [  ]  is, [  ]  is not a women-owned small business 
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concern. 


Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to 
exceed the simplified acquisition threshold. 


(6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror 
represented itself as a women-owned small business concern in paragraph (c)(5) of 
this provision.]  The offeror represents that— 


(i) It [  ]  is, [  ]  is not a WOSB concern eligible under the WOSB Program, 
has provided all the required documents to the WOSB Repository, and no 
change in circumstances or adverse decisions have been issued that affects its 
eligibility; and 


(ii) It [  ]  is, [  ]  is not a joint venture that complies with the requirements of 
13 CFR part 127, and the representation in paragraph (c)(6)(i) of this 
provision is accurate for each WOSB concern eligible under the WOSB 
Program participating in the joint venture. [The offeror shall enter the name 
or names of the WOSB concern eligible under the WOSB Program and other 
small businesses that are participating in the joint venture: 
______________.] Each WOSB concern eligible under the WOSB Program 
participating in the joint venture shall submit a separate signed copy of the 
WOSB representation. 


(7) Economically disadvantaged women-owned small business (EDWOSB) concern. 
[Complete only if the offeror represented itself as a WOSB concern eligible under the 
WOSB Program in (c)(6) of this provision.] The offeror represents that— 


(i) It [  ]  is, [  ]  is not an EDWOSB concern, has provided all the required 
documents to the WOSB Repository, and no change in circumstances or 
adverse decisions have been issued that affects its eligibility; and 


(ii) It [  ]  is, [  ]  is not  a joint venture that complies with the requirements of 
13 CFR part 127, and the representation in paragraph (c)(7)(i) of this 
provision is accurate for each EDWOSB concern participating in the joint 
venture. [The offeror shall enter the name or names of the EDWOSB concern 
and other small businesses that are participating in the joint venture: 
______________.] Each EDWOSB concern participating in the joint venture 
shall submit a separate signed copy of the EDWOSB representation. 


(8) Women-owned business concern (other than small business concern). [Complete 
only if the offeror is a women-owned business concern and did not represent itself as 
a small business concern in paragraph (c)(1) of this provision.]  The offeror 
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represents that it  [  ] is a women-owned business concern. 


(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, 
small business offerors may identify the labor surplus areas in which costs to be 
incurred on account of manufacturing or production (by offeror or first-tier 
subcontractors) amount to more than 50 percent of the contract price: 


______________________________________________________ 


(10) HUBZone small business concern. [Complete only if the offeror represented 
itself as a small business concern in paragraph (c)(1) of this provision.]  The offeror 
represents, as part of its offer, that— 


(i) It [  ] is, [  ] is not a HUBZone small business concern listed, on the date of 
this representation, on the List of Qualified HUBZone Small Business 
Concerns maintained by the Small Business Administration, and no material 
changes in ownership and control, principal office, or HUBZone employee 
percentage have occurred since it was certified in accordance with 13 CFR 
part 126; and 


(ii) It [  ] is, [  ] is not a HUBZone joint venture that complies with the 
requirements of 13 CFR part 126, and the representation in paragraph 
(c)(10)(i) of this provision is accurate for each HUBZone small business 
concern participating in the HUBZone joint venture. [The offeror shall enter 
the names of each of the HUBZone small business concerns participating in 
the HUBZone joint venture: ____________.] Each HUBZone small business 
concern participating in the HUBZone joint venture shall submit a separate 
signed copy of the HUBZone representation. 


(c)(11) (Complete if the offeror has represented itself as disadvantaged in paragraph (c)(4) or 
(c)(8) of this provision.) 


[The offeror shall check the category in which its ownership falls]: 


          Black American. 


          Hispanic American. 


          Native American (American Indians, Eskimos, Aleuts, or Native Hawaiians). 


          Asian-Pacific American (persons with origins from Burma, Thailand, Malaysia, 
Indonesia, Singapore, Brunei, Japan, China, Taiwan, Laos, Cambodia (Kampuchea), 
Vietnam, Korea, The Philippines, Republic of Palau, Republic of the Marshall 
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Islands, Federated States of Micronesia, the Commonwealth of the Northern Mariana 
Islands, Guam, Samoa, Macao, Hong Kong, Fiji, Tonga, Kiribati, Tuvalu, or Nauru). 


          Subcontinent Asian (Asian-Indian) American (persons with origins form India, 
Pakistan, Bangladesh, Sri Lanka, Bhutan, the Maldives Islands, or Nepal). 


          Individual/concern, other than one of the preceding. 


(d) Representations required to implement provisions of Executive Order 11246-- 


(1) Previous Contracts and Compliance. The offeror represents that-- 


(i) It [  ]  has, [  ]  has not participated in a previous contract or subcontract 
subject either to the Equal Opportunity clause of this solicitation; and 


(ii) It [  ]  has, [  ]  has not filed all required compliance reports. 


(2) Affirmative Action Compliance. The offeror represents that-- 


(i) It [  ]  has developed and has on file, [  ]  has not developed and does not 
have on file, at each establishment, affirmative action programs required by 
rules and regulations of the Secretary of Labor (41 CFR parts 60-1 and 60-2), 
or 


(ii) It [  ]  has not previously had contracts subject to the written affirmative 
action programs requirement of the rules and regulations of the Secretary of 
Labor. 


(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). 
(Applies only if the contract is expected to exceed $150,000.) By submission of its offer, the 
offeror certifies to the best of its knowledge and belief that no Federal appropriated funds 
have been paid or will be paid to any person for influencing or attempting to influence an 
officer or employee of any agency, a Member of Congress, an officer or employee of 
Congress or an employee of a Member of Congress on his or her behalf in connection with 
the award of any resultant contract. If any registrants under the Lobbying Disclosure Act of 
1995 have made a lobbying contact on behalf of the offeror with respect to this contract, the 
offeror shall complete and submit, with its offer, OMB Standard Form LLL Disclosure of 
Lobbying Activities, to provide the name of the registrants. The offeror need not report 
regularly employed officers or employees of the offeror to whom payment of reasonable 
compensation were made. 


(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition 
Regulation (FAR) 52.225-1, Buy American--Supplies, is included in this solicitation.) 
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(1) The offeror certifies that each end product, except those listed in paragraph (f)(2) 
of this provision, is a domestic end product and that for other than COTS items, the 
offeror has considered components of unknown origin to have been mined, produced, 
or manufactured outside the United States. The offeror shall list as foreign end 
products those end products manufactured in the United States that do not qualify as 
domestic end products, i.e., an end product that is not a COTS item and does not 
meet the component test in paragraph (2) of the definition of “domestic end product,” 
The terms “commercially available off-the-shelf (COTS) item,” “component,” 
“domestic end product,” “end product,” “foreign end product,” and “United States” 
are defined in the clause of this solicitation entitled “Buy American—Supplies.” 


(2) Foreign End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(3) The Government will evaluate offers in accordance with the policies and 
procedures of FAR Part 25.  


(g) (1) Buy American--Free Trade Agreements—Israeli Trade Act Certificate. (Applies only 
if the clause at FAR 52.225-3, Buy American--Free Trade Agreements--Israeli Trade 
Act, is included in this solicitation.) 


(i) The offeror certifies that each end product, except those listed in paragraph 
(g)(1)(ii) or (g)(1)(iii) of this provision, is a domestic end product and that for 
other than COTS items, the offeror has considered components of unknown 
origin to have been mined, produced, or manufactured outside the United 
States. The terms “Bahrainian, Moroccan, Omani, Panamanian, or Peruvian 
end product,” “commercially available off-the-shelf (COTS) item,” 
“component,” “domestic end product,” “end product,” “foreign end product,” 
“Free Trade Agreement country,” “Free Trade Agreement country end 
product,” “Israeli end product,” and “United States” are defined in the clause 
of this solicitation entitled “Buy American—Free Trade Agreements—Israeli 
Trade Act.” 


(ii) The offeror certifies that the following supplies are Free Trade Agreement 
country end products (other than Bahrainian, Moroccan, Omani, Panamanian, 
or Peruvian end products) or Israeli end products as defined in the clause of 
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this solicitation entitled “Buy American--Free Trade Agreements--Israeli 
Trade Act”: 


Free Trade Agreement Country End Products (Other than Bahrainian, 
Moroccan, Omani, Panamanian, or Peruvian End Products) or Israeli 
End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(iii) The offeror shall list those supplies that are foreign end products (other 
than those listed in paragraph (g)(1)(ii) of this provision) as defined in the 
clause of this solicitation entitled "Buy American--Free Trade Agreements--
Israeli Trade Act.” The offeror shall list as other foreign end products those 
end products manufactured in the United States that do not qualify as 
domestic end products, i.e., an end product that is not a COTS item and does 
not meet the component test in paragraph (2) of the definition of “domestic 
end product.” 


Other Foreign End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(iv) The Government will evaluate offers in accordance with the policies and 
procedures of FAR Part 25.  


(2) Buy American--Free Trade Agreements--Israeli Trade Act  Certificate, Alternate I. 
If Alternate I to the clause at FAR 52.225-3 is included in this solicitation, substitute 
the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


(g) (1) (ii) The offeror certifies that the following supplies are Canadian end 
products as defined in the clause of this solicitation entitled “Buy American--
Free Trade Agreements--Israeli Trade Act": 
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(ii) Canadian End Products: 


Line Item No. 


_______________ 


_______________ 


[List as necessary] 


 (3) Buy American--Free Trade Agreements--Israeli Trade Act Certificate, Alternate 
II. If Alternate II to the clause at FAR 52.225-3 is included in this solicitation, 
substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic 
provision: 


(g) (1) (ii) The offeror certifies that the following supplies are Canadian end 
products or Israeli end products as defined in the clause of this solicitation 
entitled “Buy American--Free Trade Agreements--Israeli Trade Act": 


Canadian or Israeli End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(4) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate 
III. If Alternate III to the clause at 52.225-3 is included in this solicitation, substitute 
the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


(g) (1) (ii) The offeror certifies that the following supplies are Free Trade 
Agreement country end products (other than Bahrainian, Korean, Moroccan, 
Omani, Panamanian, or Peruvian end products) or Israeli end products as 
defined in the clause of this solicitation entitled “Buy American--Free Trade 
Agreements--Israeli Trade Act": 


Free Trade Agreement Country End Products (Other than Bahrainian, 
Korean, Moroccan, Omani, Panamanian, or Peruvian End Products) or 
Israeli End Products: 


Line Item No. Country Of Origin 
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_______________ __________________ 


_______________ __________________ 


[List as necessary]  


 (5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, 
Trade Agreements, is included in this solicitation.) 


(i) The offeror certifies that each end product, except those listed in paragraph 
(g)(5)(ii) of this provision, is a U.S.-made or designated country end product, 
as defined in the clause of this solicitation entitled “Trade Agreements.” 


(ii) The offeror shall list as other end products those end products that are not 
U.S.-made or designated country end products. 


Other End Products: 


Line Item No. Country Of Origin 


_______________ __________________ 


_______________ __________________ 


[List as necessary]  


(iii) The Government will evaluate offers in accordance with the policies and 
procedures of FAR Part 25. For line items covered by the WTO GPA, the 
Government will evaluate offers of U.S.-made or designated country end 
products without regard to the restrictions of the Buy American statute. The 
Government will consider for award only offers of U.S.-made or designated 
country end products unless the Contracting Officer determines that there are 
no offers for such products or that the offers for such products are insufficient 
to fulfill the requirements of the solicitation. 


(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if 
the contract value is expected to exceed the simplified acquisition threshold.) The offeror 
certifies, to the best of its knowledge and belief, that the offeror and/or any of its principals— 


(1)  [  ]  Are, [  ]  are not presently debarred, suspended, proposed for debarment, or 
declared ineligible for the award of contracts by any Federal agency;  


(2)  [  ]  Have, [  ]  have not, within a three-year period preceding this offer, been 
convicted of or had a civil judgment rendered against them for: Commission of fraud 
or a criminal offense in connection with obtaining, attempting to obtain, or 
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performing a Federal, state or local government contract or subcontract; violation of 
Federal or state antitrust statutes relating to the submission of offers; or Commission 
of embezzlement, theft, forgery, bribery, falsification or destruction of records, 
making false statements, tax evasion, violating criminal tax laws, or receiving stolen 
property; 


(3)  [  ]  Are, [  ]  are not presently indicted for, or otherwise criminally or civilly 
charged by a Government entity with, commission of any of these offenses 
enumerated in paragraph (h)(2) of this clause; and 


(4)  [  ] Have, [  ] have not, within a three-year period preceding this offer, been 
notified of any delinquent Federal taxes in an amount that exceeds $3,500 for which 
the liability remains unsatisfied. 


(i) Taxes are considered delinquent if both of the following criteria apply: 


(A) The tax liability is finally determined. The liability is finally 
determined if it has been assessed. A liability is not finally determined 
if there is a pending administrative or judicial challenge. In the case of 
a judicial challenge to the liability, the liability is not finally 
determined until all judicial appeal rights have been exhausted. 


(B) The taxpayer is delinquent in making payment. A taxpayer is 
delinquent if the taxpayer has failed to pay the tax liability when full 
payment was due and required. A taxpayer is not delinquent in cases 
where enforced collection action is precluded.  


(ii) Examples. 


(A) The taxpayer has received a statutory notice of deficiency, under 
I.R.C. section 6212, which entitles the taxpayer to seek Tax Court 
review of a proposed tax deficiency. This is not a delinquent tax 
because it is not a final tax liability. Should the taxpayer seek Tax 
Court review, this will not be a final tax liability until the taxpayer has 
exercised all judicial appear rights. 


(B) The IRS has filed a notice of Federal tax lien with respect to an 
assessed tax liability, and the taxpayer has been issued a notice under 
I.R.C. section 6320 entitling the taxpayer to request a hearing with the 
IRS Office of Appeals Contesting the lien filing, and to further appeal 
to the Tax Court if the IRS determines to sustain the lien filing. In the 
course of the hearing, the taxpayer is entitled to contest the underlying 
tax liability because the taxpayer has had no prior opportunity to 
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contest the liability. This is not a delinquent tax because it is not a final 
tax liability. Should the taxpayer seek tax court review, this will not be 
a final tax liability until the taxpayer has exercised all judicial appeal 
rights. 


(C) The taxpayer has entered into an installment agreement pursuant to 
I.R.C. section 6159. The taxpayer is making timely payments and is in 
full compliance with the agreement terms. The taxpayer is not 
delinquent because the taxpayer is not currently required to make full 
payment. 


(D) The taxpayer has filed for bankruptcy protection. The taxpayer is 
not delinquent because enforced collection action is stayed under 11 
U.S.C. section 362 (the Bankruptcy Code). 


(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive 
Order 13126). [The Contracting Officer must list in paragraph (j)(1) any end products being 
acquired under this solicitation that are included in the List of Products Requiring 
Contractor Certification as to Forced or Indentured Child Labor; unless excluded at 
22.1503(b).] 


(1)  Listed End Products. 


Listed End Product Listed Countries of Origin 


_______________ __________________ 


_______________ __________________ 


 (2)  Certification. [If the Contracting Officer has identified end products and 
countries of origin in paragraph (j)(1) of this provision, then the offeror must certify 
to either (j)(2)(i) or (j)(2)(ii) by checking the appropriate block.] 


[  ] (i) The offeror will not supply any end product listed in paragraph (j)(1) of 
this provision that was mined, produced, or manufactured in the 
corresponding country as listed for that product. 


[  ] (ii) The offeror may supply an end product listed in paragraph (j)(1) of this 
provision that was mined, produced, or manufactured in the corresponding 
country as listed for that product. The offeror certifies that is has made a good 
faith effort to determine whether forced or indentured child labor was used to 
mine, produce, or manufacture any such end product furnished under this 
contract. On the basis of those efforts, the offeror certifies that it is not aware 
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of any such use of child labor. 


(j) Place of Manufacture. (Does not apply unless the solicitation is predominantly for the 
acquisition of manufactured end products.) For statistical purposes only, the offeror shall 
indicate whether the place of manufacture of the end products it expects to provide in 
response to this solicitation is predominantly— 


(1) [  ]  In the United States (Check this box if the total anticipated price of offered 
end products manufactured in the United States exceeds the total anticipated price of 
offered end products manufactured outside the United States); or 


(2) [  ] Outside the United States. 


(k) Certificates regarding exemptions from the application of the Service Contract Labor 
Standards. (Certification by the offeror as to its compliance with respect to the contract also 
constitutes its certification as to compliance by its subcontractor if it subcontracts out the 
exempt services.)  


(1) [ ] Maintenance, calibration, or repair of certain equipment as described in FAR 
22.1003-4(c)(1). The offeror [  ] does [  ] does not certify that— 


(i) The items of equipment to be serviced under this contract are used 
regularly for other than Governmental purposes and are sold or traded by the 
offeror (or subcontractor in the case of an exempt subcontract) in substantial 
quantities to the general public in the course of normal business operations; 


(ii) The services will be furnished at prices which are, or are based on, 
established catalog or market prices (see FAR 22.1003-4(c)(2)(ii)) for the 
maintenance, calibration, or repair of such equipment; and 


(iii) The compensation (wage and fringe benefits) plan for all service 
employees performing work under the contract will be the same as that used 
for these employees and equivalent employees servicing the same equipment 
of commercial customers. 


(2) [ ] Certain services as described in FAR 22.1003-4(d)(1). The offeror [  ] does [  ] 
does not certify that— 


(i) The services under the contract are offered and sold regularly to non-
Governmental customers, and are provided by the offeror (or subcontractor in 
the case of an exempt subcontract) to the general public in substantial 
quantities in the course of normal business operations; 
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(ii) The contract services will be furnished at prices that are, or are based on, 
established catalog or market prices (see FAR 22.1003-4(d)(2)(iii)); 


(iii) Each service employee who will perform the services under the contract 
will spend only a small portion of his or her time (a monthly average of less 
than 20 percent of the available hours on an annualized basis, or less than 20 
percent of available hours during the contract period if the contract period is 
less than a month) servicing the Government contract; and 


(iv) The compensation (wage and fringe benefits) plan for all service 
employees performing work under the contract is the same as that used for 
these employees and equivalent employees servicing commercial customers. 


(3) If paragraph (k)(1) or (k)(2) of this clause applies— 


(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) 
and the Contracting Officer did not attach a Service Contract Labor Standards 
wage determination to the solicitation, the offeror shall notify the Contracting 
Officer as soon as possible; and 


(ii) The Contracting Officer may not make an award to the offeror if the 
offeror fails to execute the certification in paragraph (k)(1) or (k)(2) of this 
clause or to contact the Contracting Officer as required in paragraph (k)(3)(i) 
of this clause. 


(l) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable 
if the offeror is required to provide this information to the SAM database to be eligible for 
award.) 


(1) All offerors must submit the information required in paragraphs (l)(3) through 
(l)(5) of this provision to comply with debt collection requirements of 31 U.S.C. 
7701(c) and 3325(d), reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, 
and implementing regulations issued by the Internal Revenue Service (IRS). 


(2) The TIN may be used by the Government to collect and report on any delinquent 
amounts arising out of the offeror's relationship with the Government (31 U.S.C. 
7701(c)(3)). If the resulting contract is subject to the payment reporting requirements 
described in FAR 4.904, the TIN provided hereunder may be matched with IRS 
records to verify the accuracy of the offeror's TIN. 


(3) Taxpayer Identification Number (TIN). 


[  ] TIN:_________________________________________ 
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[  ] TIN has been applied for. 


[  ] TIN is not required because: 


[  ] Offeror is a nonresident alien, foreign corporation, or foreign partnership 
that does not have income effectively connected with the conduct of a trade or 
business in the United States and does not have an office or place of business 
or a fiscal paying agent in the United States; 


[  ] Offeror is an agency or instrumentality of a foreign government; 


[  ] Offeror is an agency or instrumentality of the Federal Government. 


(4) Type of organization. 


[  ] Sole proprietorship; 


[  ] Partnership; 


[  ] Corporate entity (not tax-exempt); 


[  ] Corporate entity (tax-exempt); 


[  ] Government entity (Federal, State, or Local); 


[  ] Foreign government; 


[  ] International organization per 26 CFR 1.6049-4; 


[  ] Other________________________________________ 


(5) Common parent. 


[  ] Offeror is not owned or controlled by a common parent; 


[  ] Name and TIN of common parent: 


Name___________________________________________ 


TIN_____________________________________________ 


(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies 
that the offeror does not conduct any restricted business operations in Sudan. 


(n) Prohibition on Contracting with Inverted Domestic Corporations. 
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(1) Government agencies are not permitted to use appropriated (or otherwise made 
available) funds for contracts with either an inverted domestic corporation, or a 
subsidiary of an inverted domestic corporation, unless the exception at 9.108-2(b) 
applies or the requirement is waived in accordance with the procedures at 9.108-4. 


(2) Representation. By submission of its offer, the offeror represents that— 


(i) It [  ] is, [  ] is not an inverted domestic corporation; and 


(ii) It [  ] is, [  ] is not a subsidiary of an inverted domestic corporation. 


(o) Prohibition on contracting with entities engaging in certain activities or transactions 
relating to Iran.  


(1) The offeror shall email questions concerning sensitive technology to the 
Department of State at CISADA106@state.gov. 


(2) Representation and Certification. Unless a waiver is granted or an exception 
applies as provided in paragraph (o)(3) of this provision, by submission of its offer, 
the offeror— 


(i) Represents, to the best of its knowledge and belief, that the offeror does not 
export any sensitive technology to the government of Iran or any entities or 
individuals owned or controlled by, or acting on behalf or at the direction of, 
the government of Iran; 


(ii) Certifies that the offeror, or any person owned or controlled by the offeror, 
does not engage in any activities for which sanctions may be imposed under 
section 5 of the Iran Sanctions Act; and 


(iii) Certifies that the offeror, and any person owned or controlled by the 
offeror, does not knowingly engage in any transaction that exceeds $3,500 
with Iran’s Revolutionary Guard Corps or any of its officials, agents, or 
affiliates, the property and interests in property of which are blocked pursuant 
to the International Emergency Economic Powers Act (50(U.S.C. 1701 et 
seq.) (see OFAC’s Specially Designated Nationals and Blocked Persons List 
at http://www.treasury.gov/ofac/downloads/t11sdn.pdf ). 


(3) The representation and certification requirements of paragraph (o)(2) of this 
provision do not apply if— 


(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) 
or a comparable agency provision); and 
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(ii) The offeror has certified that all the offered products to be supplied are 
designated country end products. 


(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement 
to be registered in SAM or a requirement to have a unique entity identifier in the solicitation. 


(1) The Offeror represents that it [  ] has or [  ] does not have an immediate owner. If 
the Offeror has more than one immediate owner (such as a joint venture), then the 
Offeror shall respond to paragraph (2) and if applicable, paragraph (3) of this 
provision for each participant in the joint venture. 


(2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the 
following information: 


Immediate owner CAGE 
code:_____________________________________________ 


Immediate owner legal 
name:______________________________________________ 


                        (Do not use a “doing business as” name) 


Is the immediate owner owned or controlled by another entity: 


[  ] Yes or [  ] No. 


(3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that 
the immediate owner is owned or controlled by another entity, then enter the 
following information: 


Highest level owner CAGE 
code:_____________________________________________ 


Highest level owner legal 
name:______________________________________________ 


                         (Do not use a “doing business as” name) 


(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony 
Conviction under any Federal Law. 


(1) As required by section 744 and 745 of Division E of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if 
contained in subsequent appropriations acts, the Government will not enter into a 
contract with any corporation that— 
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(i) Has any unpaid Federal tax liability that has been assessed, for which all 
judicial and administrative remedies have been exhausted or have lapsed, and 
that is not being paid in a timely manner pursuant to an agreement with the 
authority responsible for collecting the tax liability, where the awarding 
agency is aware of the unpaid tax liability, unless and agency has considered 
suspension or debarment of the corporation and made a determination that 
suspension or debarment is not necessary to protect the interests of the 
Government; or 


(ii) Was convicted of a felony criminal violation under any Federal law within 
the preceding 24 months, where the awarding agency is aware of the 
conviction, unless an agency has considered suspension or debarment of the 
corporation and made a determination that this action is not necessary to 
protect the interests of the Government. 


(2) The Offeror represents that-- 


(i) It is [  ]  is not [  ] a corporation that has any unpaid Federal tax liability 
that has been assessed, for which all judicial and administrative remedies have 
been exhausted or have lapsed, and that is not being paid in a timely manner 
pursuant to an agreement with the authority responsible for collecting the tax 
liability; and  


(ii) It is [  ]  is not [  ] a corporation that was convicted of a felony criminal 
violation under a Federal law within the preceding 24 months. 


(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-
16, Commercial and Government Entity Code Reporting.) 


(1) The Offeror represents that it [  ] is or [  ] is not a successor to a predecessor that 
held a Federal contract or grant within the last three years. 


(2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the 
following information for all predecessors that held a Federal contract or grant within 
the last three years (if more than one predecessor, list in reverse chronological order): 


Predecessor CAGE code ______(or mark “Unknown). 


Predecessor legal name: _________________________.  
(Do not use a “doing business as” name). 


(s) [Reserved]. 
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(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all 
solicitations that require offerors to register in SAM (52.212-1(k)). 


(1) This representation shall be completed if the Offeror received $7.5 million or 
more in contract awards in the prior Federal fiscal year. The representation is optional 
if the Offeror received less than $7.5 million in Federal contract awards in the prior 
Federal fiscal year. 


(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and 
(ii)].  


(i) The Offeror (itself or through its immediate owner or highest-level owner) 
[  ] does, [  ] does not publicly disclose greenhouse gas emissions, i.e., makes 
available on a publicly accessible Web site the results of a greenhouse gas 
inventory, performed in accordance with an accounting standard with publicly 
available and consistently applied criteria, such as the Greenhouse Gas 
Protocol Corporate Standard. 


(ii) The Offeror (itself or through its immediate owner or highest-level owner) 
[  ] does, [  ] does not publicly disclose a quantitative greenhouse gas 
emissions reduction goal, i.e., make available on a publicly accessible Web 
site a target to reduce absolute emissions or emissions intensity by a specific 
quantity or percentage. 


(iii) A publicly accessible Web site includes the Offeror's own Web site or a 
recognized, third-party greenhouse gas emissions reporting program. 


(3) If the Offeror checked “does” in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, 
respectively, the Offeror shall provide the publicly accessible Web site(s) where 
greenhouse gas emissions and/or reduction goals are reported:_________________. 


(End of provision) 


52.212-5      CONTRACT TERMS AND CONDITIONS REQUIRED TO 
IMPLEMENT STATUTES OR EXECUTIVE ORDERS--
COMMERCIAL ITEMS (JAN 2018) 


(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law 
or Executive orders applicable to acquisitions of commercial items: 
 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality 
Agreements or Statements (JAN 2017) (section 743 of Division E, Title VII, 
of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 
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113-235) and its successor provisions in subsequent appropriations acts (and 
as extended in continuing resolutions)). 


 
(2) 52.209-10, Prohibition on Contracting with Inverted Domestic 
Corporations (Nov 2015). 


(3) 52.233-3, Protest After Award (Aug 1996)(31 U.S.C 3553). 


(4) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004)(Public 
Laws 108-77 and 108-78 (19 U.S.C. 3805 note)). 


(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the 
Contracting Officer has indicated as being incorporated in this contract by reference to 
implement provisions of law or Executive orders applicable to acquisitions of commercial 
items: 


[Contracting Officer check as appropriate.] 


__X __ (1) 52.203-6, Restrictions on Subcontractor Sales to the 
Government (Sep 2006), with Alternate I (Oct 
1995)(41 U.S.C. 4704 and 10 U.S.C. 2402). 


__X __ (2) 52.203-13, Contractor Code of Business Ethics and Conduct 
(Oct 2015) (41 U.S.C. 3509). 


__ __ (3) 52.203-15, Whistleblower Protections Under the American 
Recovery and Reinvestment Act of 2009 (Jun 2010) 
(Section 1553 of Pub. L. 111-5). (Applies to contracts 
funded by the American Recovery and Reinvestment 
Act of 2009.) 


__X __ (4) 52.204-10, Reporting Executive Compensation and First-Tier 
Subcontract Awards (Oct 2016) (Pub. L. 109-282) (31 
U.S.C. 6101 note). 


 (5) [Reserved] 


__ __ (6) 52.204-14, Service Contract Reporting Requirements (Oct 
2016) (Pub. L. 111-117, section 743 of Div. C).  


__X__ (7) 52.204-15, Service Contract Reporting Requirements for 
Indefinite-Delivery Contracts (Oct 2016) (Pub. L. 111-
117, section 743 of Div. C). 
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__X__ (8) 52.209-6, Protecting the Government’s Interest When 
Subcontracting with Contractors Debarred, Suspended, 
or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 
note).  


__X __ (9) 52.209-9, Updates of Publicly Available Information 
Regarding Responsibility Matters (Jul 2013) (41 U.S.C. 
2313). 


 (10) [Reserved] 


__X __ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source 
Award (Nov 2011)(15 U.S.C. 657a). 


__ __   (ii) Alternate I (Nov 2011) of 52.219-3. 


__ __ (12) (i) 52.219-4, Notice of Price Evaluation Preference for 
HUBZone Small Business Concerns (Oct 2014) (if the 
offeror elects to waive the preference, it shall so 
indicate in its offer)(15 U.S.C. 657a). 


__ __   (ii) Alternate I (Jan 2011) of 52.219-4. 


 (13) [Reserved] 


__X__ (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 
2011)(15 U.S.C. 644). 


__ __   (ii) Alternate I (Nov 2011). 


__ __   (iii) Alternate II (Nov 2011). 


__ __ (15)  (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 
2003)(15 U.S.C. 644). 


__ __   (ii) Alternate I (Oct 1995) of 52.219-7. 


__ __   (iii) Alternate II (Mar 2004) of 52.219-7. 


__X __ (16)  52.219-8, Utilization of Small Business Concerns (Nov 2016) 
(15 U.S.C. 637(d)(2) and (3)). 


__ __ (17)  (i) 52.219-9, Small Business Subcontracting Plan (Nov 2016) 
(15 U.S.C. 637(d)(4)). (In accordance with DPAP 
Memo dated 15 Aug 2016, DAR Tracking Number 
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2016-O0009, Class Deviation—Subcontract Reporting, 
this clause and any applicable alternates are replaced 
with DFARS Deviation(s) dated Aug 2016, listed below 
when applicable. Effective until incorporated into the 
FAR or DFARS or until rescinded.) 


__ __  (ii) Alternate I (Nov 2016) of 52.219-9. 


__ __  (iii) Alternate II (Nov 2016) of 52.219-9. 


__ __  (iv) Alternate III (Nov 2016) of 52.219-9. 


____  (v) Alternate IV (Nov 2016) of 52.219-9. 


____ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15    
U.S.C. 644(r)). 


_X_  (19) 52.219-14, Limitations on Subcontracting (Jan 2017)(15 
U.S.C. 637(a)(14)). 


__ __ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 
1999) (15 U.S.C. 637(d)(4)(F)(i)). 


__ __ (21) 52.219-27, Notice of Total Service-Disabled Veteran-Owned 
Small Business Set-Aside (Nov 2011)(15 U.S.C. 657 f). 


__X __ (22) 52.219-28, Post Award Small Business Program 
Representation (Jul 2013) (15 U.S.C. 632(a)(2)). 


__ __ (23) 52.219-29, Notice of Set-Aside for, or Sole source Award to, 
Economically Disadvantaged Women-Owned Small 
Business Concerns (Dec 2015) (1 U.S.C. 637(m)). 


__ __ (24) 52.219-30, Notice of Set-Aside for, or Sole source Award to, 
Women-Owned Small Business Concerns Eligible 
Under the Women-Owned Small Business Program 
(Dec 2015) (15 U.S.C. 637(m)). 


__X __ (25) 52.222-3, Convict Labor (June 2003)(E.O. 11755). 


__ __ (26) 52.222-19, Child Labor—Cooperation with Authorities and 
Remedies (Jan 2018) (E.O. 13126). 


__X __ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
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__X __ (28) 52.222-26, Equal Opportunity (Sept 2016)(E.O. 11246). 


__X __ (29)  52.222-35, Equal Opportunity for Veterans (Oct 2015)(38 
U.S.C. 4212). 


__X __ (30) 52.222-36, Equal Opportunity For Workers with Disabilities 
(Jul 2014)(29 U.S.C. 793). 


__X __ (31) 52.222-37, Employment Reports on Veterans (Feb 2016)(38 
U.S.C. 4212). 


__X __ (32) 52.222-40, Notification of Employee Rights Under the 
National Labor relations Act (Dec 2010) E.O. 13496). 


__X __ (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) 
(22 U.S.C. chapter 78 and E.O. 13627). 


__ __  (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 
and E.O. 13627). 


_X__ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). 
(E. O. 12989). (Not applicable to the acquisition of 
commercially available off-the-shelf items or certain 
other types of commercial items as prescribed in 
22.1803.) 


__ __ (35) (i) 52.223-9, Estimate of Percentage of Recovered Material 
Content for EPA-Designated Items (May 2008)(42 
U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the 
acquisition of commercially available off-the-shelf 
items.) 


__ _  (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 
6962(i)(2)(C)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 


__ __ (36) 52.223-11, Ozone-Depleting Substances and High Global 
Warming Potential Hydrofluorocarbons (June 2016) 
(E.O. 13693). 


__ __ (37) 52.223-12, Maintenance, Service, repair, or Disposal of 
Refrigeration Equipment and Air Conditioners (June 
2016) (E.O.13693). 
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__ _ (38) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging 
Equipment (Jun 2014) (E.O.s 13423 and 13514). 


__ _  (ii) Alternate I (Oct 2015) of 52.223-13. 


__ _ (39) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions 
(Jun 2014) (E.O.s 13423 and 13514). 


__ _  (ii) Alternate I (Jun 2014) of 52.223-14. 


__ __ (40) 52.223-15, Energy Efficiency in Energy-Consuming Products 
(Dec 2007) (42.U.S.C. 8259b). 


__ __ (41) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal 
Computer Products (Oct 2015) (E.O.s 13423 and 
13514). 


__ _  (ii) Alternate I (Oct 2015) of 52.223-16. 


__X __ (42) 52.223-18, Encouraging Contractor Policies to Ban Text 
Messaging While Driving (Aug 2011) (E.O.13513). 


__ __ (43) 52.223-20, Aerosols (June 2016) (E.O. 13693) 


__ ___ (44) 52.223-21, Foams (June 2016) (E.O. 13693). 


__ X ___ (45) (i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 
 


            __ ___  (ii) Alternate I (JAN 2017) of 52.224-3. 


__ __ (46) 52.225-1, Buy American--Supplies (May 2014) (41 U.S.C.                                                                                    
chapter 83). 


__ __ (47) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli 
Trade Act (May 2014) (41 U.S.C. chapter 83, 19 U.S.C. 
3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 
19 U.S.C. 4001 note, Pub. L. 103-182,  108-77, 108-78, 
108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 
112-41, 112-42, and 112-43). 


__ _  (ii) Alternate I (May 2014) of 52.225-3. 


__ _  (iii) Alternate II (May 2014) of 52.225-3. 


__ _  (iv) Alternate III (May 2014) of 52.225-3. 
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__ __ (48) 52.225-5, Trade Agreements (Oct 2016) (19 U.S.C. 2501, et 
seq., 19 U.S.C. 3301 note). 


__X __ (49) 52.225-13, Restriction on Certain Foreign Purchases (Jun 
2008)(E.O.s, proclamations, and statutes administered 
by the Office of Foreign Assets Control of the 
Department of Treasury). 


__ __ (50) 52.225-26, Contractors Performing Private Security Functions 
Outside the United States (Oct 2016) (Section 862, as 
amended, of the National Defense Authorization Act 
for Fiscal Year 2008; 10 U.S.C. 2302 Note). 


__ __ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside 
(Nov 2007)(42 U.S.C. 5150). 


__ __ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or 
Emergency Area (Nov 2007)(42 U.S.C. 5150). 


__ __ (53) 52.232-29, Terms for financing of Purchases of Commercial 
Items (Feb 2002)(41 U.S.C. 4505, 10 U.S.C. 2307(f)). 


__ __ (54) 52.232-30, Installment Payments for Commercial Items (Oct 
1995)(41 U.S.C. 4505, 10 U.S.C. 2307(f)). 


__X__ (55) 52.232-33, Payment by Electronic Funds Transfer—System for 
Award Management (Jul 2013)(31.U.S.C. 3332). 


__ __ (56) 52.232-34, Payment by Electronic Funds Transfer—Other than 
System for Award Management (Jul 2013)(31.U.S.C. 
3332). 


__ __ (57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 
3332). 


__ __ (58) 52.239-1, Privacy or Security Safeguards (Aug 1996)(5 U.S.C. 
552a). 


_X__ (59) 52.242-5, Payments to Small Business Subcontractors (JAN 
2017)(15 U.S.C. 637(d)(12)). 
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__ __  (i) 52.247-64, Preference for Privately Owned U.S.-Flag 
Commercial Vessels (Feb 2006) (46 U.S.C. Appx. 
1241(b) and 10 U.S.C. 2631). 


__ _  (ii) Alternate I (Apr 2003) of 52.247-64. 


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 


[Contracting Officer check as appropriate.] 


__X __ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) 
(E.O. 13495). 


__X __ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 
U.S.C. chapter 67). 


__X __ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires 
(May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 


__X __ (4) 52.222-43, Fair Labor Standards Act and Service Contract 
Labor Standards--Price Adjustment (Multiple Year and 
Option Contracts) (May 2014)(29 U.S.C. 206 and 41 
U.S.C. chapter 67). 


__X __ (5) 52.222-44, Fair Labor Standards Act and Service Contract 
Labor Standards - Price Adjustment (May 2014) (29 
U.S.C. 206 and 41 U.S.C. chapter 67). 


__ __ (6) 52.222-51, Exemption from Application of the Service Contract 
Labor Standards to Contracts for Maintenance, 
Calibration, or Repair of Certain Equipment—
Requirements (May 2014) (41 U.S.C. chapter 67). 


__ __ (7) 52.222-53, Exemption from Application of the Service Contract 
Labor Standards to Contracts for Certain Services—
Requirements (May 2014)(41 U.S.C. chapter 67). 


__X __ (8) 52.222-55, Minimum Wages Under Executive Order 13658 
(Dec 2015). 


__X __ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706. 
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(JAN 2016) (E.O. 13706). 


__ __ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit 
Organizations. (May 2014) (42 U.S.C. 1792). 


__ __ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) 
(31 U.S.C. 5112(p)(1)). 


(d) Comptroller General Examination of Record. The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, 
Audit and Records--Negotiation. 


(1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor's 
directly pertinent records involving transactions related to this contract. 


(2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR Subpart 4.7, 
Contractor Records Retention, of the other clauses of this contract. If this contract is 
completely or partially terminated, the records relating to the work terminated shall be made 
available for 3 years after any resulting final termination settlement. Records relating to 
appeals under the disputes clause or to litigation or the settlement of claims arising under or 
relating to this contract shall be made available until such appeals, litigation, or claims are 
finally resolved. 


(3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the 
ordinary course of business or pursuant to a provision of law. 


(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of 
this clause, the Contractor is not required to flow down any FAR clause, other than those in 
paragraphs (e)(1) of this paragraph in a subcontract for commercial items. Unless otherwise 
indicated below, the extent of the flow down shall be as required by the clause— 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) 
(41 U.S.C. 3509). 


(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality 
Agreements or Statements (Jan 2017) (section 743 of Division E, Title VII, of 
the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 
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113-235) and its successor provisions in subsequent appropriations acts (and 
as extended in continuing resolutions)). 


(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 
637(d)(2) and (3)), in all subcontracts that offer further subcontracting 
opportunities. If the subcontract (except subcontracts to small business 
concerns) exceeds $700,000 ($1.5 million for construction of any public 
facility), the subcontractor must include 52.219-8 in lower tier subcontracts 
that offer subcontracting opportunities. 


(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 
13495). Flow Down required in accordance with paragraph (l) of FAR clause 
52.222-17. 


(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


(vi) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246). 


(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) 
(29 U.S.C. 793). 


(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 
4212). 


(x) 52.222-40, Notification of Employee Rights Under the National Labor 
Relations Act (Dec 2010) (E.O. 13496). Flow down required in accordance 
with paragraph (f) of FAR clause 52.222-40.  


(xi) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. 
chapter 67). 


(xii) __X __ (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 
U.S.C. chapter 78 and E.O. 13627). 


__ _(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 
13627). 


(xiii) 52.222-51, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Maintenance, Calibration, or Repair of Certain 
Equipment—Requirements (May 2014) (41 U.S.C. chapter 67). 
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(xiv) 52.222-53, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Certain Services—Requirements (May 2014) (41 
U.S.C. chapter 67). 


(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 
12989). 


(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


(xvii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) 
(E.O. 13706). 


(xviii)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 
(B) Alternate I (JAN 2017) of 52.224-3. 


 
(xix) 52.225-26, Contractors Performing Private Security Functions Outside 
the United States (Oct 2016) (Section 862, as amended, of the National 
Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note). 


(xx) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations 
(May 2014) (42 U.S.C. 1792). Flow down required in accordance with 
paragraphs (e) of FAR clause 52.226-6. 


(xxi) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial 
Vessels (Feb 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow 
down required in accordance with paragraph (d) of FAR clause 52.247-64. 


 (2)  While not required, the Contractor may include in its subcontracts for commercial 
items a minimal number of additional clauses necessary to satisfy its contractual 
obligations. 


(End of clause) 


 52.217-8 Option to Extend Services (NOV 1999) 


The Government may require continued performance of any services within the limits and at 
the rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be 
exercised more than once, but the total extension of performance hereunder shall not exceed 
6 months. The Contracting Officer may exercise the option by written notice to the 
Contractor within 60 calendar days. 


(End of clause) 
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52.217-9 Option to Extend the Term of the Contract (MAR 2000) 


(a) The Government may extend the term of this contract by written notice to the Contractor 
within 60 calendar days; provided that the Government gives the Contractor a preliminary 
written notice of its intent to extend at least 60 calendar days before the contract expires. The 
preliminary notice does not commit the Government to an extension. 


(b) If the Government exercises this option, the extended contract shall be considered to 
include this option clause. 


(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed five (5) years. 


(End of clause) 


52.222-54 Employment Eligibility Verification (OCT 2015) 


 (a) Definitions. As used in this clause—  


“Commercially available off-the-shelf (COTS) item”—  


(1) Means any item of supply that is—  


(i) A commercial item (as defined in paragraph (1) of the definition at 2.101);  


(ii) Sold in substantial quantities in the commercial marketplace; and  


(iii) Offered to the Government, without modification, in the same form in which it is 
sold in the commercial marketplace; and  


(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural 
products and petroleum products. Per 46 CFR 525.1 (c)(2), “bulk cargo” means cargo that is 
loaded and carried in bulk onboard ship without mark or count, in a loose unpackaged form, 
having homogenous characteristics. Bulk cargo loaded into intermodal equipment, except 
LASH or Seabee barges, is subject to mark and count and, therefore, ceases to be bulk cargo.  


“Employee assigned to the contract” means an employee who was hired after November 6, 
1986, (after November 27, 2009 in the Commonwealth of the Northern Mariana Islands), 
who is directly performing work, in the United States, under a contract that is required to 
include the clause prescribed at 22.1803. An employee is not considered to be directly 
performing work under a contract if the employee—  


(1) Normally performs support work, such as indirect or overhead functions; and  
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(2) Does not perform any substantial duties applicable to the contract.  


“Subcontract” means any contract, as defined in 2.101, entered into by a subcontractor to 
furnish supplies or services for performance of a prime contract or a subcontract. It includes 
but is not limited to purchase orders, and changes and modifications to purchase orders.  


“Subcontractor” means any supplier, distributor, vendor, or firm that furnishes supplies or 
services to or for a prime Contractor or another subcontractor.  


“United States”, as defined in 8 U.S.C. 1101(a)(38), means the 50 States, the District of 
Columbia, Puerto Rico, Guam, the Commonwealth of the Northern Mariana Islands, and the 
U.S. Virgin Islands.  


(b) Enrollment and verification requirements.  


(1) If the Contractor is not enrolled as a Federal Contractor in E-Verify at time of 
contract award, the Contractor shall—  


(i) Enroll. Enroll as a Federal Contractor in the E-Verify program within 30 calendar 
days of contract award;  


(ii) Verify all new employees. Within 90 calendar days of enrollment in the E-Verify 
program, begin to use E-Verify to initiate verification of employment eligibility of all new 
hires of the Contractor, who are working in the United States, whether or not assigned to the 
contract, within 3 business days after the date of hire (but see paragraph (b)(3) of this 
section); and  


(iii) Verify employees assigned to the contract. For each employee assigned to the 
contract, initiate verification within 90 calendar days after date of enrollment or within 30 
calendar days of the employee’s assignment to the contract, whichever date is later (but see 
paragraph (b)(4) of this section).  


(2) If the Contractor is enrolled as a Federal Contractor in E-Verify at time of contract 
award, the Contractor shall use E-Verify to initiate verification of employment eligibility 
of—  


(i) All new employees.  


(A) Enrolled 90 calendar days or more. The Contractor shall initiate verification of 
all new hires of the Contractor, who are working in the United States, whether or not 
assigned to the contract, within 3 business days after the date of hire (but see paragraph 
(b)(3) of this section); or  
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(B) Enrolled less than 90 calendar days. Within 90 calendar days after enrollment 
as a Federal Contractor in E-Verify, the Contractor shall initiate verification of all new hires 
of the Contractor, who are working in the United States, whether or not assigned to the 
contract, within 3 business days after the date of hire (but see paragraph (b)(3) of this 
section); or  


(ii) Employees assigned to the contract. For each employee assigned to the contract, 
the Contractor shall initiate verification within 90 calendar days after date of contract award 
or within 30 days after assignment to the contract, whichever date is later (but see paragraph 
(b)(4) of this section).  


(3) If the Contractor is an institution of higher education (as defined at 20 U.S.C. 
1001(a)); a State or local government or the government of a Federally recognized Indian 
tribe; or a surety performing under a takeover agreement entered into with a Federal agency 
pursuant to a performance bond, the Contractor may choose to verify only employees 
assigned to the contract, whether existing employees or new hires. The Contractor shall 
follow the applicable verification requirements at (b)(1) or (b)(2) respectively, except that 
any requirement for verification of new employees applies only to new employees assigned 
to the contract.  


(4) Option to verify employment eligibility of all employees. The Contractor may elect to 
verify all existing employees hired after November 6, 1986 (after November 27, 2009, in the 
Commonwealth of the Northern Mariana Islands), rather than just those employees assigned 
to the contract. The Contractor shall initiate verification for each existing employee working 
in the United States who was hired after November 6, 1986 (after November 27, 2009, in the 
Commonwealth of the Northern Mariana Islands), within 180 calendar days of—  


 (i) Enrollment in the E-Verify program; or  


(ii) Notification to E-Verify Operations of the Contractor’s decision to exercise this 
option, using the contact information provided in the E-Verify program Memorandum of 
Understanding (MOU).  


(5) The Contractor shall comply, for the period of performance of this contract, with the 
requirements of the E-Verify program MOU.  


(i) The Department of Homeland Security (DHS) or the Social Security 
Administration (SSA) may terminate the Contractor’s MOU and deny access to the E-Verify 
system in accordance with the terms of the MOU. In such case, the Contractor will be 
referred to a suspension or debarment official.  
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(ii) During the period between termination of the MOU and a decision by the 
suspension or debarment official whether to suspend or debar, the Contractor is excused from 
its obligations under paragraph (b) of this clause. If the suspension or debarment official 
determines not to suspend or debar the Contractor, then the Contractor must reenroll in E-
Verify.  


(c) Web site. Information on registration for and use of the E-Verify program can be 
obtained via the Internet at the Department of Homeland Security Web site: 
http://www.dhs.gov/E-Verify.  


(d) Individuals previously verified. The Contractor is not required by this clause to perform 
additional employment verification using E-Verify for any employee—  


(1) Whose employment eligibility was previously verified by the Contractor through the 
E-Verify program;  


(2) Who has been granted and holds an active U.S. Government security clearance for 
access to confidential, secret, or top secret information in accordance with the National 
Industrial Security Program Operating Manual; or  


(3) Who has undergone a completed background investigation and been issued 
credentials pursuant to Homeland Security Presidential Directive (HSPD)-12, Policy for a 
Common Identification Standard for Federal Employees and Contractors.  


(e) Subcontracts. The Contractor shall include the requirements of this clause, including 
this paragraph (e) (appropriately modified for identification of the parties), in each 
subcontract that—  


(1) Is for—  


(i) Commercial or noncommercial services (except for commercial services that are 
part of the purchase of a COTS item (or an item that would be a COTS item, but for minor 
modifications), performed by the COTS provider, and are normally provided for that COTS 
item); or  


(ii) Construction;  


(2) Has a value of more than $3,500; and  


(3) Includes work performed in the United States.  


(End of clause) 
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52.232-40 Providing Accelerated Payments to Small Business Subcontractors (Dec 
2013) 


(a) Upon receipt of accelerated payments from the Government, the Contractor shall make 
accelerated payments to its small business subcontractors under this contract, to the 
maximum extent practicable and prior to when such payment is otherwise required under the 
applicable contract or subcontract, after receipt of a proper invoice and all other required 
documentation from the small business subcontractor.  


(b) The acceleration of payments under this clause does not provide any new rights under the 
Prompt Payment Act.  


(c) Include the substance of this clause, including this paragraph (c), in all subcontracts with 
small business concerns, including subcontracts with small business concerns for the 
acquisition of commercial items.  


(End of clause) 


52.252-1 Solicitation Provisions Incorporated by Reference (FEB 1998) 


This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the Contracting Officer will 
make their full text available. The offeror is cautioned that the listed provisions may include 
blocks that must be completed by the offeror and submitted with its quotation or offer.  In 
lieu of submitting the full text of those provisions, the offeror may identify the provision by 
paragraph identifier and provide the appropriate information with its quotation or offer.  
Also, the full text of a solicitation provision may be accessed electronically at this/these 
address(es): 


http://farsite.hill.af.mil/farsite.html 
http://farsite.hill.af.mil/VFHSARA.HTM  


(End of provision) 


52.252-2 Clauses Incorporated by Reference (FEB 1998) 


This contract incorporates one or more clauses by reference, with the same force and effect 
as if they were given in full text. Upon request, the Contracting Officer will make their full 
text available. Also, the full text of a clause may be accessed electronically at this/these 
address(es): 


http://farsite.hill.af.mil/farsite.html 
http://farsite.hill.af.mil/VFHSARA.HTM  
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(End of clause) 


52.252-5 Authorized Deviations in Provisions (APR 1984) 


(a) The use in this solicitation of any Federal Acquisition Regulation (48 CFR Chapter 1) 
provision with an authorized deviation is indicated by the addition of “(DEVIATION)” after 
the date of the provision. 


(b) The use in this solicitation of any Department of Homeland Security (48 CFR Chapter 
30) provision with an authorized deviation is indicated by the addition of “(DEVIATION)” 
after the name of the regulation. 


(End of provision) 


52.252-6 Authorized Deviations in Clauses. 


As prescribed in 52.107(f), insert the following clause in solicitations and contracts that 
include any FAR or supplemental clause with an authorized deviation. Whenever any FAR or 
supplemental clause is used with an authorized deviation, the contracting officer shall 
identify it by the same number, title, and date assigned to the clause when it is used without 
deviation, include regulation name for any supplemental clause, except that the contracting 
officer shall insert “(Deviation)” after the date of the clause. 


Authorized Deviations in Clauses (Apr 1984) 


(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR 
Chapter 1) clause with an authorized deviation is indicated by the addition of 
“(DEVIATION)” after the date of the clause. 


(b) The use in this solicitation or contract of any Department of Homeland Security (48 CFR 
Chapter 30) clause with an authorized deviation is indicated by the addition of 
“(DEVIATION)” after the name of the regulation. 


(End of clause)  


HOMELAND SECURITY ACQUISITION REGULATION (CFR CHAPTER 30 
CLAUSES) CLAUSES INCORPORATED BY REFERENCE 


This section contains clauses, which are incorporated by reference, with the same force and 
effect as if they were in full text.  Upon request, the Contract Specialist will make their full 
text available. 


CLAUSE NO.  CLAUSE TITLE     DATE 







Attachment 2 BPA Provisions and Clauses 
RFQ 70Z0G319QPBZ02900 
 


44 


 


3052.209-70  Prohibition on Contract with Corporate    JUN 2006 
   Expatriates      
3052.222-70  Strikes or Picketing Affecting Timely Completion  DEC 2003 
   of the Contract Work        
3052.222-71  Strikes or Picketing Affecting Access to a DHS  DEC 2003 
   Facility 
3052.222-90  Local Hire (USCG)      JUN 2006 
3052-223-90  Accident and Fire Reporting (USCG)              DEC 2003 
 
HOMELAND SECURITY ACQUISITION REGULATION CLAUSES 
INCORPORATED BY FULL TEXT 


3052.212-70 Contract Terms and Conditions Applicable to DHS Acquisition of 
Commercial Items. 


CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION 
OF COMMERCIAL ITEMS (SEP 2012) 


The Contractor agrees to comply with any provision or clause that is incorporated herein by 
reference to implement agency policy applicable to acquisition of commercial items or 
components. The provision or clause in effect based on the applicable regulation cited on the 
date the solicitation is issued applies unless otherwise stated herein. The following provisions 
and clauses marked with an “X” are incorporated by reference: 


(a) Provisions. 


 _X_3052.209-72 Organizational Conflicts of Interest. 


 ____3052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment 
         Clause. 


 ____3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor 
         Protégé Program. 


(b) Clauses. 


 _X_3052.203-70 Instructions for Contractor Disclosure of Violations. 


 ____3052.204-70 Security Requirements for Unclassified Information Technology 
                    Resources. 


 _X_3052.204-71 Contractor Employee Access. 
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 _X_Alternate I 


 _X_3052.205-70 Advertisement, Publicizing Awards, and Releases. 


 _X_3052.209-73 Limitation on Future Contracting. 


 __X__ 3052.215-70 Key Personnel or Facilities. 


 ____3052.216-71 Determination of Award Fee. 


 ____3052.216-72 Performance Evaluation Plan. 


 ____3052.216-73 Distribution of Award Fee. 


 ____3052.217-91 Performance. (USCG) 


 ____3052.217-92 Inspection and Manner of Doing Work. (USCG) 


 ____3052.217-93 Subcontracts. (USCG) 


 ____3052.217-94 Lay Days. (USCG) 


 ____3052.217-95 Liability and Insurance. (USCG) 


 ____3052.217-96 Title. (USCG) 


 ____3052.217-97 Discharge of Liens. (USCG) 


 ____3052.217-98 Delays. (USCG) 


 ____3052.217-99 Department of Labor Safety and Health Regulations for Ship  
         Repair. (USCG) 


 ____3052.217-100 Guarantee. (USCG) 


 ____3052.219-70 Small Business Subcontracting Plan Reporting. 


 ____3052.219-71 DHS Mentor Protégé Program. 


 __X__3052.228-70 Insurance. 


 ____3052.228-90 Notification of Miller Act Payment Bond Protection. (USCG) 


 ____3052.228-91 Loss of or Damage to Leased Aircraft. (USCG) 
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 ____3052.228-92 Fair Market Value of Aircraft. (USCG) 


 ____3052.228-93 Risk and Indemnities. (USCG) 


 ____3052.236-70 Special Provisions for Work at Operating Airports. 


 __X__3052.242-72 Contracting Officer’s Technical Representative. 


 ____3052.247-70 F.o.B. Origin Information. 


 ____Alternate I 


 ____Alternate II 


 ____3052.247-71 F.o.B. Origin Only. 


 __X__3052.247-72 F.o.B. Destination Only. 


(End of clause) 


Personal Conflicts of Interest and Procurement Integrity 


In addition to the Organization Conflict of Interest Plan, the Contractor shall ensure that all 
personnel assigned to resulting task order(s) sign permanent non-disclosure agreements and 
procurement integrity certifications as required by the Contracting Officer (CO). All 
personnel assigned to resulting task order(s) shall immediately notify the CO in writing of 
any potential conflicts of interest that may be perceived through their performance on the 
resulting task order(s). The CO will determine if the particular individual or group of 
individuals will be excluded from any acquisition/project. In the event such a determination 
is made, the CO will provide immediate oral notification (followed by written notification 
within five days thereafter) of the individuals and the situation that precludes their 
performance under the resulting task order. The Contractor shall immediately (within five (5) 
days after receipt of oral notification) remove the individual(s) from the resulting task order 
and identify their replacement.  


(End of clause)  


CGAP SUBCHAPTER 3004.1301-90 Contract clause 


Trusted Associate Sponsorship System (TASS) 
 


(a) “Contractor employee” means an employee of a firm, or an individual, under contract  
or subcontract to the Coast Guard to provide services and who requires physical and/or 
logical access to information systems and/or facilities.  
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(b) Homeland Security Presidential Directive (HSPD)-12 mandates a Federal standard  
for secure and reliable forms of identification for Federal employees and contractor 
employees. The Common Access Card (CAC) is a personal identification card for the 
Department of Defense/Uniformed Services and complies with HSPD-12. The Coast Guard 
has instituted the CAC as its HSPD-12 compliant personal identification card for contractor 
and subcontractor employees who are required to access a Coast Guard, Department of 
Defense (DOD), or other federally-controlled computer information system and/or facility, or 
need public key infrastructure (PKI) authentication to perform their contractual duties. The 
Trusted Associate Sponsorship System (TASS) is the automated application process for 
obtaining a CAC.  
 
(c) Contractor and subcontractor employees working pursuant to this contract who are 
required to access a Coast Guard, DOD, or other federally-controlled computer information 
system and/or facility, or need PKI authentication to perform their contractual duties shall 
use TASS to obtain a CAC.  
 
(d) The Contracting Officer Representative (COR) shall serve as the TASS Trusted Agent 
and is responsible for creating contractor accounts in the TASS approving, returning, or 
rejecting CAC applications (as applicable); re-verifying assigned contractors every six 
months; revoking contractor and employee eligibility for a CAC; and confiscating a CAC 
when the contract expires or when a contractor or subcontractor employee stops working 
under the contract.  
(e) Current standards require a favorable fingerprint check and verification of an initiated  
or completed investigation for all incoming Coast Guard contractor personnel before CAC 
issuance. The COR shall ensure that contractor personnel satisfy the security requirements 
for CAC issuance, and that completed fingerprint cards and electronic questionnaires for 
investigation processing are submitted to the U.S. Coast Guard Security Center (SECCEN). 
 
(f) The COR or Contracting Officer shall provide such forms to, or request such information 
from, contractor employees that may be necessary for obtaining a CAC via the TASS. 
Completed forms and information shall be submitted as directed by the COR or Contracting 
Officer. Contractors are responsible for the accuracy and completeness of the information 
submitted and for any liability resulting from the Government’s reliance on inaccurate or 
incomplete information.  
 
(g) Contractor or subcontractor employees who are declined via the TASS are ineligible to 
perform work under this contract. When an employee with a CAC is no longer performing 
work under this contract, the employee must return them to the COR or Contracting Officer 
on the same day the employee stops working.  
 
(h) The contractor shall insert this clause in all subcontracts when a subcontractor’s 
employee is required to access a Coast Guard, DOD, or other federally-controlled computer 
information system and/or facility, or need PKI authentication to perform contractual duties. 
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(End of clause) 


 







ATTACHMENT 3 -  PRICING MATRIX
Workforce Management Services


RFQ #70Z0G319QPBZ02900


C4ITSC Labor Category  GSA Rate 
BPA Discount 


%
 Total 


Discount 


 Total 
Discounted 
Hourly Rate 


 Estimated 
Hours  Total Price 


-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           
-                 -                 -                                           


Total Base Period (Labor) -                     -                                           
Other Direct Costs -                                           
Estimated Travel Costs (see Note) -                                           
Total Base Period (Labor + Travel) -                                           
Note:  There will be no G&A rate factored into the Estimated Travel Costs.  


Total -                                           


Total Option Period 1 -                                           


Total Option Period 2 -                                           


Total Option Period 3 -                                           


Total Option Period 4 -                                           


-                                           


Option Period 4 Service Management Phase (12 months)


Total Price (Base & Options): 60 months


RFQ 70Z0G319QPBZ02900: AUXDATA Pricing Matrix 
NOTE: Offerors shall complete all applicable yellow fields in this sheet. The Government requires an hourly rate for all Offeror specified labor categories. For all 
Post Implementation Service Periods of Performance, an offeror may either provide a single service cost as an ODC or detail the service cost with any 
combination of labor and ODC.


Base Period: Implementation/Transition Phase (TBD # Months)


Base Period: • Service Management Phase (12 months minus # of months proposed for implementation)


Option Period 1 • Service Management Phase (12 months)


Option Period 2 Service Management Phase (12 months)


Option Period 3 Service Management Phase (12 months)


Page 1
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ATTACHMENT 4 SPECIAL CONTRACT REQUIREMENTS 


H.1. Introduction 


All requirements stated in the following sections will be required for all task orders issued under 
this contract. Specific application of Security Requirements will be provided for each TO.  


H.2. Security Requirements 


All contractor personnel working under this contract, at a minimum, must have a favorable 
fingerprint check and have the minimum Tier 1 investigation initiated or completed in order to 
obtain a Department of Defense (DoD) Common Access Card (CAC).   


All contractor personnel who require privileged access to systems must possess, at a minimum, a 
favorable Tier 1 investigation for unclassified systems.   


A list of contractors working under this contract shall be provided to the Government at the time 
the contract is awarded on an individual Visit Access Request (VAR). 


The following clauses address security clearance and access requirements: 


 HSAR 3052.204-71 Contractor Employee Access Alternate I (Sep 2012) 
 Safeguarding of Sensitive Information (Mar 2015) 
 Information Technology Security and Privacy Training (Mar 2015) 
 FAR 52.204-2 Security Requirements (Aug 1996) 


Contractor employees may have access to, view, process, or otherwise come into contact with 
information that is sensitive, procurement sensitive, For Official use Only (FOUO), Privacy Act, 
or other sensitive information. These employees must sign the DHS 11000-6 Non Disclosure 
Agreement during orientation with OSC Command Security. 


All services performed must be compliant with DHS Management Directive (MD 4300). 


H.3. Security Clearance Screening and Access 


The Contractor shall furnish appropriate documentation (Joint Personnel Adjudication System 
(JPAS) certification will suffice or Visitor Request) to the appropriate C4ITSC unit Command 
Security Officer (CSO) during the initial award of the contract, and annually thereafter.  
Specifically, all Contractor and Subcontractor employees working under this contract who have 
been granted a security clearance by the Office of Personnel Management (OPM) or formerly 
granted by PSI-I must furnish this documentation prior to the employee commencing work.  The 
Contractor shall inform the CSO when application materials are submitted for security 
investigations. The Contractor shall track and monitor progress of investigations; reporting all 
changes in status to the CSO, including active follow-up on all submissions. 
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Security screenings that reveal the following (but not limited to) may cause rejection of access to 
Government resources: conviction for a felony, a crime of violence or a serious misdemeanor, 
and/or a record of arrests for continuing offenses. 


The intent and purpose of security screening and investigation are to preclude the assignment of 
any individual who poses a threat to the Government or to successful contract completion due to 
past unlawful or inappropriate behavior.  The Contractor shall ensure that each prospective 
contract or subcontract employee furnishes all required data in the form and format determined 
by the Contracting Officer or the duly authorized representative. 


If a Contractor employee comes under suitability investigation, (see COMDTINST M5520.12 
(series) Personnel Security Program) the Contractor shall abide by the USCG Personnel Security 
Officer decision.  This may include the removal of the employee from work performed under this 
Contract and/or remove access to sensitive information pending the results of an investigation. 


a. The Government has the authority to grant, deny, withhold or terminate suitability 
determinations for Contractor employees.  The Government may, as it deems appropriate, 
conduct background checks or grant temporary suitability determinations to Contractor 
employees.  However, the granting of a temporary suitability determination to any 
Contractor employee shall not be considered as assurance that full favorable 
determination will follow as a result or condition thereof; and the granting of either 
temporary or final favorable determination shall in no way prevent, preclude or bar the 
withdrawal or termination of any such determination by the Government. 


b. The Government for a period of up to six months may grant temporary suitability 
determination allowances from the date that such allowance is approved.  All Contractor 
employees working under this Contract, after the expiration of the six month temporary 
determination and unless renewed one time for an additional six months, shall not work 
under this Contract until a full suitability determination has been completed. 


H.4. Sensitive Information 


The Government has designated that all contractor employees working under this contract will 
require at least a Tier 1 investigation, as defined by the Department of Homeland Security.  Tier 
1 investigations, until otherwise determined, are based upon Contractor supplied Position 
Descriptions (PDs). Therefore, the company shall cooridante with the local USCG Security 
Office to initiate the Tier 1 investigation process. A Tier 1 request shall be submitted by the 
company’s FSO to the local USCG Security Office using a VAR. The local USCG Security 
Office will intaite the SF-85 (Questionnaire for Non-Sensitive Positions) via the Office of 
Personnel Management’s e-QIP SYSTEM. The local USCG Security Office will schedule an 
appointment to have the applicants fingerprints taken. The U.S. Coast Guard Security Center, 
CSO and Contracting Officer will use this information to determine whether or not a temporary 
suitability determination will be granted to allow interim access to Government resources for a 
particular proposed employee until a final suitability determination can be made for privilege 
users. Documented proof of security clearances granted by OPM can be provided in lieu of these 
forms. 
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The Contracting Officer and CSO will designate the level of screening for a given position based 
on an evaluation of risk, benefit/cost, and feasibility.  In order to facilitate the proper assigning of 
security criticality levels for each Contractor employee, the Government requires position 
descriptions (PDs) for all labor categories proposed.  The PD descriptions shall be based on the 
contract labor categories proposed, and be tailored to the Contractor’s personnel and 
management structures.   


Following contract award, the Contracting Officer will use these PDs to evaluate each position 
for sensitivity and criticality, and then assign a criticality level.  The guidelines for reviewing and 
assigning criticality levels are stipulated in Commandant Instruction (COMDTINST) M5520.12 
(series) and COMDTINST M5500.13 (series) Chapter 6.  


H.5. Access to Government Resources 


By requesting access, the Contractor is certifying that all Contractor personnel involved in the 
management, use, and operation of systems under this Contract have received training 
appropriate to their assignment as defined in NIST Special Publication 500-172 Computer 
Security Training Guidelines. 


H.6. Safeguarding of Sensitive Information (Mar 2015) 


(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”).  The Contractor shall insert 
the substance of this clause in all subcontracts. 


(b) Definitions.  As used in this clause - 


“Personally Identifiable Information (PII)” means information that can be used to distinguish 
or trace an individual's identity, such as name, social security number, or biometric records, 
either alone, or when combined with other personal or identifying information that is linked 
or linkable to a specific individual, such as date and place of birth, or mother’s maiden name.  
The definition of PII is not anchored to any single category of information or technology.  
Rather, it requires a case-by-case assessment of the specific risk that an individual can be 
identified.  In performing this assessment, it is important for an agency to recognize that non-
personally identifiable information can become personally identifiable information whenever 
additional information is made publicly available—in any medium and from any source—
that, combined with other available information, could be used to identify an individual. 


PII is a subset of sensitive information.  Examples of PII include, but are not limited to:  
name, date of birth, mailing address, telephone number, Social Security number (SSN), email 
address, zip code, account numbers, certificate/license numbers, vehicle identifiers including 
license plates, uniform resource locators (URLs), static Internet protocol addresses, biometric 
identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 
unique identifying number or characteristic, and any information where it is reasonably 
foreseeable that the information will be linked with other information to identify the 
individual. 







Attachment 4 Special Contract Requirements 
RFQ 70Z0G319QPBZ02900  


4 
 


“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee 
Access, as any information, which if lost, misused, disclosed, or, without authorization is 
accessed, or modified, could adversely affect the national or homeland security interest, the 
conduct of Federal programs, or the privacy to which individuals are entitled under section 
552a of Title 5, United States Code (the Privacy Act), but which has not been specifically 
authorized under criteria established by an Executive Order or an Act of Congress to be kept 
secret in the interest of national defense, homeland security or foreign policy.  This definition 
includes the following categories of information:   


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland Security 
Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing regulations 
thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII 
Procedures Manual, as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the PCII Program Manager or his/her designee);  


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and 
Control of SSI,” as amended, and any supplementary guidance officially communicated 
by an authorized official of the Department of Homeland Security (including the 
Assistant Secretary for the Transportation Security Administration or his/her designee);   


(3) Information designated as “For Official Use Only,” which is unclassified information 
of a sensitive nature and the unauthorized disclosure of which could adversely impact a 
person’s privacy or welfare, the conduct of Federal programs, or other programs or 
operations essential to the national or homeland security interest; and  


(4) Any information that is designated “sensitive” or subject to other controls, safeguards 
or protections in accordance with subsequently adopted homeland security information 
handling procedures. 


“Sensitive Information Incident” is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, unauthorized 
acquisition, or unauthorized access or attempted access of any Government system, 
Contractor system, or sensitive information. 


“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 
compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual.  Some forms of PII are 
sensitive as stand-alone elements.  Examples of such PII include: Social Security 
numbers (SSN), driver’s license or state identification number, Alien Registration 
Numbers (A-number), financial account number, and biometric identifiers such as 
fingerprint, voiceprint, or iris scan.  Additional examples include any groupings of 
information that contain an individual’s name or other unique identifier plus one or 
more of the following elements: 


(i) Truncated SSN (such as last 4 digits) 
(ii) Date of birth (month, day, and year) 
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(iii) Citizenship or immigration status 
(iv) Ethnic or religious affiliation 
(v) Sexual orientation 
(vi) Criminal History 
(vii) Medical Information 
(viii) System authentication information such as mother’s maiden name, account 


passwords or personal identification numbers (PIN) 


Other PII may be “sensitive” depending on its context, such as a list of employees and 
their performance ratings or an unlisted home address or phone number.  In contrast, a 
business card or public telephone directory of agency employees contains PII but is not 
sensitive.   


(c) Authorities.  The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors,  or available upon request from the Contracting Officer, including but not limited 
to: 


(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for 
Official Use Only) Information 


(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel 


Suitability and Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance  
(9) DoD 8510.01 Risk Management Framework July 2017 
(10) Chairman Joints Staff Instruction (CJCSI) 6510.01F June 2015 
(11) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 


Cryptographic Modules accessible at 
http://csrc.nist.gov/groups/STM/cmvp/standards.html 


(12) National Institute of Standards and Technology (NIST) Special Publication 800-53 
Security and Privacy Controls for Federal Information Systems and Organizations 
accessible at http://csrc.nist.gov/publications/PubsSPs.html 


(13) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 


(14) Risk Management Framework (RMF) for DoD InformationTechnology (IT), DoDI 
8510.01 (series) 


(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well as the 
policies and procedures described below, is required.   


(1) Department of Homeland Security (DHS) policies and procedures on Contractor 
personnel security requirements are set forth in various Management Directives (MDs), 
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Directives, and Instructions.  MD 11042.1, Safeguarding Sensitive But Unclassified 
(For Official Use Only) Information describes how Contractors must handle sensitive 
but unclassified information.  DHS uses the term “FOR OFFICIAL USE ONLY” to 
identify sensitive but unclassified information that is not otherwise categorized by 
statute or regulation.  Examples of sensitive information that are categorized by statute 
or regulation are PCII, SSI, etc.  The DHS Sensitive Systems Policy Directive 4300A 
and the DHS 4300A Sensitive Systems Handbook provide the policies and procedures 
on security for Information Technology (IT) resources.  The DHS Handbook for 
Safeguarding Sensitive Personally Identifiable Information provides guidelines to help 
safeguard SPII in both paper and electronic form.  DHS Instruction Handbook 121-01-
007 Department of Homeland Security Personnel Suitability and Security Program 
establishes procedures, program responsibilities, minimum standards, and reporting 
protocols for the DHS Personnel Suitability and Security Program. 


(2) The Contractor shall not use or redistribute any sensitive information processed, stored, 
and/or transmitted by the Contractor except as specified in the contract. 


(3) All Contractor employees with access to sensitive information shall execute DHS Form 
11000-6, Department of Homeland Security Non-Disclosure Agreement (NDA), as a 
condition of access to such information.  The Contractor shall maintain signed copies of 
the NDA for all employees as a record of compliance.  The Contractor shall provide 
copies of the signed NDA to the Contracting Officer’s Representative (COR) no later 
than two (2) days after execution of the form. 


(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to 
support financial or other administrative functions shall not maintain SPII.  It is 
acceptable to maintain in these systems the names, titles and contact information for the 
COR or other Government personnel associated with the administration of the contract, 
as needed. 


(e) Authority to Operate.  The Contractor shall not input, store, process, output, and/or transmit 
sensitive information within a Contractor IT system without an Authority to Operate (ATO) 
signed by the Headquarters or Component CIO, or designee, in consultation with the 
Headquarters or Component Privacy Officer.  Unless otherwise specified in the ATO letter, 
the ATO is valid for three (3) years.  The Contractor shall adhere to current Government 
policies, procedures, and guidance for the Assessment and Authorization (A&A) process as 
defined below.   


(1) Complete the A&A process.  The A&A process shall proceed according to the DHS 
Sensitive Systems Policy Directive 4300A (Version 13.1, July 27, 2017), or any 
successor publication, and DHS 4300A Sensitive Systems Handbook (Version 12, 
November 15, 2015).   


(i) A&A Documentation.  A&A documentation shall be developed using the 
Government provided Requirements Traceability Matrix and Government 
security documentation templates.  A&A documentation consists of the following:  
Security Plan, Contingency Plan, Contingency Plan Test Results, Configuration 
Management Plan, Security Assessment Plan, Security Assessment Report, and 
Authorization to Operate Letter.  Additional documents that may be required 
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include a Plan(s) of Action and Milestones and Interconnection Security 
Agreement(s).  During the development of A&A documentation, the Contractor 
shall submit a signed A&A package, validated by an independent third party, to 
the COR for acceptance by the Headquarters or Component CIO, or designee, at 
least thirty (30) days prior to the date of operation of the IT system. The 
Government is the final authority on the compliance of the A&A package and 
may limit the number of resubmissions of a modified A&A package.  Once the 
ATO has been accepted by the Headquarters or Component CIO, or designee, the 
Contracting Officer shall incorporate the ATO into the contract as a compliance 
document.  The Government’s acceptance of the ATO does not alleviate the 
Contractor’s responsibility to ensure the IT system controls are implemented and 
operating effectively. 


(ii) Independent Assessment.  Contractors shall have an independent third party 
validate the security and privacy controls in place for the system(s).  The 
independent third party shall review and analyze the A&A package, and report on 
technical, operational, and management level deficiencies as outlined in NIST 
Special Publication 800-53 Security and Privacy Controls for Federal 
Information Systems and Organizations.  The Contractor shall address all 
deficiencies before submitting the A&A package to the Government for 
acceptance. 


(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed.  As 
part of the A&A process, the Contractor may be required to support the 
Government in the completion of the PTA.  The requirement to complete a PTA 
is triggered by the creation, use, modification, upgrade, or disposition of a 
Contractor IT system that will store, maintain and use PII, and must be renewed at 
least every three (3) years.  Upon review of the PTA, the DHS Privacy Office 
determines whether a Privacy Impact Assessment (PIA) and/or Privacy Act 
System of Records Notice (SORN), or modifications thereto, are required.  The 
Contractor shall provide all support necessary to assist the Department in 
completing the PIA in a timely manner and shall ensure that project management 
plans and schedules include time for the completion of the PTA, PIA, and SORN 
(to the extent required) as milestones.  Support in this context includes responding 
timely to requests for information from the Government about the use, access, 
storage, and maintenance of PII on the Contractor’s system, and providing timely 
review of relevant compliance documents for factual accuracy.  Information on 
the DHS privacy compliance process, including PTAs, PIAs, and SORNs, is 
accessible at http://www.dhs.gov/privacy-compliance. 


(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO shall be 
renewed every three (3) years.  The Contractor is required to update its A&A package 
as part of the ATO renewal process.  The Contractor shall update its A&A package by 
one of the following methods: (1) Updating the A&A documentation in the DHS 
automated information assurance tool for acceptance by the Headquarters or 
Component CIO, or designee, at least 90 days before the ATO expiration date for 
review and verification of security controls; or (2) Submitting an updated A&A 
package directly to the COR for approval by the Headquarters or Component CIO, or 
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designee, at least 90 days before the ATO expiration date for review and verification of 
security controls.  The 90 day review process is independent of the system production 
date and therefore it is important that the Contractor build the review into project 
schedules.  The reviews may include onsite visits that involve physical or logical 
inspection of the Contractor environment to ensure controls are in place. 


(3) Security Review.  The Government may elect to conduct random periodic reviews to 
ensure that the security requirements contained in this contract are being implemented 
and enforced.  The Contractor shall afford DHS, the Office of the Inspector General, 
and other Government organizations access to the Contractor’s facilities, installations, 
operations, documentation, databases and personnel used in the performance of this 
contract.  The Contractor shall, through the Contracting Officer and COR, contact the 
Headquarters or Component CIO, or designee, to coordinate and participate in review 
and inspection activity by Government organizations external to the DHS.  Access shall 
be provided, to the extent necessary as determined by the Government, for the 
Government to carry out a program of inspection, investigation, and audit to safeguard 
against threats and hazards to the integrity, availability and confidentiality of 
Government data or the function of computer systems used in performance of this 
contract and to preserve evidence of computer crime. 


(4) Continuous Monitoring.  All Contractor-operated systems that input, store, process, 
output, and/or transmit sensitive information shall meet or exceed the continuous 
monitoring requirements identified in the (current fiscal year)DHS Information 
Security Performance Plan, or successor publication. The plan is updated on an annual 
basis.  The Contractor shall also store monthly continuous monitoring data at its 
location for a period not less than one year from the date the data is created.  The data 
shall be encrypted in accordance with FIPS 140-2 Security Requirements for 
Cryptographic Modules and shall not be stored on systems that are shared with other 
commercial or Government entities.  The Government may elect to perform continuous 
monitoring and IT security scanning of Contractor systems from Government tools and 
infrastructure. 


(5) Revocation of ATO.  In the event of a sensitive information incident, the Government 
may suspend or revoke an existing ATO (either in part or in whole).  If an ATO is 
suspended or revoked in accordance with this provision, the Contracting Officer may 
direct the Contractor to take additional security measures to secure sensitive 
information.  These measures may include restricting access to sensitive information on 
the Contractor IT system under this contract.  Restricting access may include 
disconnecting the system processing, storing, or transmitting the sensitive information 
from the Internet or other networks or applying additional security controls. 


(6) Federal Reporting Requirements.  Contractors operating information systems on behalf 
of the Government or operating systems containing sensitive information shall comply 
with Federal reporting requirements.  Annual and quarterly data collection will be 
coordinated by the Government.  Contractors shall provide the COR with requested 
information within three (3) business days of receipt of the request.  Reporting 
requirements are determined by the Government and are defined in the Fiscal Year 
2014 DHS Information Security Performance Plan, or successor publication.  The 
Contractor shall provide the Government with all information to fully satisfy Federal 
reporting requirements for Contractor systems. 
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(f) Sensitive Information Incident Reporting Requirements.   


(1) All known or suspected sensitive information incidents shall be reported to the 
Headquarters or Component Security Operations Center (SOC) within one hour of 
discovery in accordance with 4300A Sensitive Systems Handbook Incident Response 
and Reporting requirements.  When notifying the Headquarters or Component SOC, the 
Contractor shall also notify the Contracting Officer, COR, Headquarters or Component 
Privacy Officer, and US-CERT using the contact information identified in the contract.  
If the incident is reported by phone or the Contracting Officer’s email address is not 
immediately available, the Contractor shall contact the Contracting Officer immediately 
after reporting the incident to the Headquarters or Component SOC.  The Contractor 
shall not include any sensitive information in the subject or body of any e-mail. To 
transmit sensitive information, the Contractor shall use FIPS 140-2 Security 
Requirements for Cryptographic Modules compliant encryption methods to protect 
sensitive information in attachments to email.  Passwords shall not be communicated in 
the same email as the attachment.  A sensitive information incident shall not, by itself, 
be interpreted as evidence that the Contractor has failed to provide adequate 
information security safeguards for sensitive information, or has otherwise failed to 
meet the requirements of the contract. 


(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 
requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 
Contractors shall also provide as many of the following data elements that are available 
at the time the incident is reported, with any remaining data elements provided within 
24 hours of submission of the initial incident report: 


(i) Data Universal Numbering System (DUNS);  
(ii) Contract numbers affected unless all contracts by the company are affected; 
(iii) Facility CAGE code if the location of the event is different than the prime 


contractor location; 
(iv) Point of contact (POC) if different than the POC recorded in the System for 


Award Management (address, position, telephone, email); 
(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor 


network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time of the incident, both 


at the Contractor and subcontractor level; 
(xii) Description of the Government PII and/or SPII contained within the system; 
(xiii) Number of people potentially affected and the estimate or actual number of 


records exposed and/or contained within the system; and 
(xiv) Any additional information relevant to the incident. 


(g) Sensitive Information Incident Response Requirements. 
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(1) All determinations related to sensitive information incidents, including response 
activities, notifications to affected individuals and/or Federal agencies, and related 
services (e.g., credit monitoring) will be made in writing by the Contracting Officer in 
consultation with the Headquarters or Component CIO and Headquarters or Component 
Privacy Officer. 


(2) The Contractor shall provide full access and cooperation for all activities determined by 
the Government to be required to ensure an effective incident response, including 
providing all requested images, log files, and event information to facilitate rapid 
resolution of sensitive information incidents. 


(3) Incident response activities determined to be required by the Government may include, 
but are not limited to, the following: 


(i) Inspections, 
(ii) Investigations, 
(iii) Forensic reviews, and 
(iv) Data analyses and processing.  


(4) The Government, at its sole discretion, may obtain the assistance from other Federal 
agencies and/or third-party firms to aid in incident response activities. 


(h) Additional PII and/or SPII Notification Requirements.   


(1) The Contractor shall have in place procedures and the capability to notify any 
individual whose PII resided in the Contractor IT system at the time of the sensitive 
information incident not later than 5 business days after being directed to notify 
individuals, unless otherwise approved by the Contracting Officer.  The method and 
content of any notification by the Contractor shall be coordinated with, and subject to 
prior written approval by the Contracting Officer, in consultation with the Headquarters 
or Component Privacy Officer, utilizing the DHS Privacy Incident Handling Guidance.  
The Contractor shall not proceed with notification unless the Contracting Officer, in 
consultation with the Headquarters or Component Privacy Officer, has determined in 
writing that notification is appropriate. 


(2) Subject to Government analysis of the incident and the terms of its instructions to the 
Contractor regarding any resulting notification, the notification method may consist of 
letters to affected individuals sent by first class mail, electronic means, or general 
public notice, as approved by the Government.  Notification may require the 
Contractor’s use of address verification and/or address location services.  At a 
minimum, the notification shall include:   


(i) A brief description of the incident;  
(ii) A description of the types of PII and SPII involved;  
(iii) A statement as to whether the PII or SPII was encrypted or protected by other 


means;  
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to investigate the incident, 


to mitigate the incident, and to protect against any future incidents; and  
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(vi) Information identifying who individuals may contact for additional information. 


(i) Credit Monitoring Requirements.  In the event that a sensitive information incident involves 
PII or SPII, the Contractor may be required to, as directed by the Contracting Officer: 


(1) Provide notification to affected individuals as described above; and/or 
(2) Provide credit monitoring services to individuals whose data was under the control of 


the Contractor or resided in the Contractor IT system at the time of the sensitive 
information incident for a period beginning the date of the incident and extending not 
less than 18 months from the date the individual is notified.  Credit monitoring services 
shall be provided from a company with which the Contractor has no affiliation.  At a 
minimum, credit monitoring services shall include: 


(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use of fraud 


alerts; and/or 


(3) Establish a dedicated call center.  Call center services shall include: 


(i) A dedicated telephone number to contact customer service within a fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports and credit 


scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot 


be handled by call center staff and must be resolved by call center management or 
DHS, as appropriate), and other key metrics; 


(iv) Escalation of calls that cannot be handled by call center staff to call center 
management or DHS, as appropriate; 


(v) Customized FAQs, approved in writing by the Contracting Officer in coordination 
with the Headquarters or Component Chief Privacy Officer; and 


(vi) Information for registrants to contact customer service representatives and fraud 
resolution representatives for credit monitoring assistance. 


(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information.  As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special 
Publication 800-88 Guidelines for Media Sanitization. 


H.7. Information Technology Security and Privacy Training (Mar 2015) 


(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”).  The Contractor shall insert 
the substance of this clause in all subcontracts. 


(b) Security Training Requirements.   
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(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness 
materials annually or whenever system security changes occur, or when the user’s 
responsibilities change.  The Department of Homeland Security (DHS) requires that 
Contractor employees take an annual Information Technology Security Awareness 
Training course before accessing sensitive information under the contract.  Unless 
otherwise specified, the training shall be completed within thirty (30) days of contract 
award and be completed on an annual basis thereafter not later than October 31st of 
each year.  Any new Contractor employees assigned to the contract shall complete the 
training before accessing sensitive information under the contract.  The training is 
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  
The Contractor shall maintain copies of training certificates for all Contractor and 
subcontractor employees as a record of compliance.  Unless otherwise specified, initial 
training certificates for each Contractor and subcontractor employee shall be provided 
to the Contracting Officer’s Representative (COR) not later than thirty (30) days after 
contract award.  Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the COR via e-mail notification not later than 
October 31st of each year.  The e-mail notification shall state the required training has 
been completed for all Contractor and subcontractor employees. 


(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and 
subcontractor that will have access to DHS systems and sensitive information.  The 
DHS Rules of Behavior shall be signed before accessing DHS systems and sensitive 
information.  The DHS Rules of Behavior is a document that informs users of their 
responsibilities when accessing DHS systems and holds users accountable for actions 
taken while accessing DHS systems and using DHS Information Technology resources 
capable of inputting, storing, processing, outputting, and/or transmitting sensitive 
information.  The DHS Rules of Behavior is accessible at http://www.dhs.gov/dhs-
security-and-training-requirements-contractors.  Unless otherwise specified, the DHS 
Rules of Behavior shall be signed within thirty (30) days of contract award.  Any new 
Contractor employees assigned to the contract shall also sign the DHS Rules of 
Behavior before accessing DHS systems and sensitive information.  The Contractor 
shall maintain signed copies of the DHS Rules of Behavior for all Contractor and 
subcontractor employees as a record of compliance.  Unless otherwise specified, the 
Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR not 
later than thirty (30) days after contract award for each employee.  The DHS Rules of 
Behavior will be reviewed annually and the COR will provide notification when a 
review is required.   


(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have 
access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to 
take Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII.  The 
training is accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors.  Training shall be completed within thirty (30) days of contract award and be 
completed on an annual basis thereafter not later than October 31st of each year.  Any new 
Contractor employees assigned to the contract shall also complete the training before 
accessing PII and/or SPII.  The Contractor shall maintain copies of training certificates for all 
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Contractor and subcontractor employees as a record of compliance.  Initial training 
certificates for each Contractor and subcontractor employee shall be provided to the COR not 
later than thirty (30) days after contract award.  Subsequent training certificates to satisfy the 
annual training requirement shall be submitted to the COR via e-mail notification not later 
than October 31st of each year.  The e-mail notification shall state the required training has 
been completed for all Contractor and subcontractor employees.   


H.8. Revocation of Access to Government Resources 


The Contractor shall maintain a list of personnel with completed clearances and security 
screenings.  Access to Government resources shall be revoked if an individual becomes a threat 
to the Government resources.  The Government may remove network or system access privileges 
from Contractor personnel for unauthorized, negligent or illegal actions. 


If a Contractor employee is fired or leaves the Contract or company under adverse conditions, 
the Contractor shall notify the Contracting Officer, CSO, and ISSO. 


H.9. Privacy Act Notification 


The personal information maintained in any system of records provided to, designed, developed 
or operated by the Contractor under the terms of this Contract is to be accorded the full 
protection of the Privacy Act of 1974.  Access to information must be limited to authorized 
USCG personnel or employees of the Contractor working directly on this Contract who have a 
valid need to know. 


Equipment and management controls must be adequate to prevent unauthorized access or 
disclosure which might result from concurrent utilization of computer resources by multiple, 
independent users. 


No dissemination or use of these records obtained by the Contractor from the USCG shall be 
permitted except in accordance with the terms of this Contract and the modifications thereto.  
Furthermore, any records, data, reports, information, or other documentation generated for the 
USCG, subject to the Privacy Act, are property of the USCG and such material, as well as those 
records originally provided pursuant to this Contract, shall be returned to the USCG upon 
completion of the terms of the Contract. 


It is the Contractor's responsibility under the terms of the Privacy Act for the purposes of this 
Contract to familiarize and brief the Contractor's employees involved with this Contract on the 
conditions of the Privacy Act of 1974.  


H.10. Personnel Requiring Access to Government Facilities 


The Contractor shall provide an initial list of Contractor personnel who require access to the 
Government installation during the course of the Contract to the Contracting Officer at the post-
award conference.  If Contractor personnel change during the term of the Contract, the 
Contractor shall provide a revised list to the Contracting Officer five days prior to Contractor 
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personnel requiring access to the installation.  (NOTE:  All key personnel changes must be in 
accordance with HSAR Clause 3052.215-70, Key Personnel or Facilities (DEC 2003). 


 Qualified Personnel - In addition to the Tier 1 minimum investigation, each employee of 
the Contractor shall be a citizen of the United States of America and have on file a DHS 
11000-6 Non-Disclosure Agreement (NDA).  


 Employee Identification - Visiting Contractor employees shall comply with all 
Government escort rules and requirements.  All Contractor employees shall identify 
themselves as Contractors when their status if not readily apparent and display all 
identification and visitor badges in plain view above the waist at all times. 


 Employee Conduct - Contractor employees shall present a professional appearance at all 
times and their conduct shall not reflect discredit upon the United States, the Department 
of Homeland Security, or the United States Coast Guard. 


 Conflict of Interest - The Contractor shall not employ any person who is an employee of 
the United States Government if that employment would, or would appear to cause a 
conflict of interest. 


 Security - Contractor access to information protected under the Privacy Act is required 
under this Contract.  Contractor employees shall safeguard this information against 
unauthorized disclosure or dissemination in accordance with the law and Government 
policy and regulation. 


H.11. Non-Supervision of Contractor Employees 


The Government shall not exercise any supervision or control over Contractor employees 
performing services under this contract.  The Contractor’s employees shall be accountable solely 
to the Contractor’s management, who in turn is responsible to the Government. 


H.12. Pass Down To Subcontracts 


The following requirements of the prime contract shall be included in subcontracts, awarded by 
the Contractor: 


a. HSAR 3052.209-72 Organizational Conflicts of Interest 
b. Key Personnel 
c. The Contractor shall pass down to subcontractor(s) Contract requirements necessary 


to ensure that products, services and documentation delivered to the Government are 
developed in accordance with prime Contractor requirements. 


H.13. DHS CIO Compliance Clauses 
H.13.1. Section 508 Accessibility Requirements 


Accessibility Requirements (Section 508) Section 508 of the Rehabilitation Act, as amended by 
the Workforce Investment Act of 1998 (P.L. 105-220) requires that when Federal agencies 
develop, procure, maintain, or use electronic and information technology (EIT), they must ensure 
that it is accessible to people with disabilities. Federal employees and members of the public who 
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have disabilities must have equal access to and use of information and data that is comparable to 
that enjoyed by non-disabled Federal employees and members of the public.  
 
All EIT deliverables within this work statement shall comply with the applicable technical and 
functional performance criteria of Section 508 unless exempt. Specifically, the following 
applicable EIT accessibility standards have been identified:  
 
Section 508 Applicable EIT Accessibility Standards  
 
Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 
(P.L. 105-220) (codified at 29 U.S.C. § 794d) requires that when Federal agencies develop, 
procure, maintain, or use information and communications technology (ICT), it shall be 
accessible to people with disabilities. Federal employees and members of the public with 
disabilities must be afforded access to and use of information and data comparable to that of 
Federal employees and members of the public without disabilities. 
 


 All products, platforms and services delivered as part of this work statement that, by 
definition, are deemed ICT or that contain ICT shall conform to the revised regulatory 
implementation of Section 508 Standards, which are located at 36 C.F.R. § 1194.1 & 
Apps. A, C & D, and available at https://www.gpo.gov/fdsys/pkg/CFR-2017-title36-
vol3/pdf/CFR-2017-title36-vol3-part1194.pdf. In the revised regulation, ICT replaced the 
term electronic and information technology (EIT) used in the original 508 standards. 


 
Item that contains Information and Communications Technology (ICT): Software 
Application 


 
Applicable Exception: N/A   Authorization #: N/A 


 
Applicable Functional Performance Criteria: All functional performance criteria in 
Chapter 3 apply to when using an alternative design or technology that results to achieve 
substantially equivalent or greater accessibility and usability by individuals with 
disabilities than would be provided by conformance to one or more of the requirements in 
Chapters 4 and 5 of the Revised 508 Standards, or when Chapters 4 or 5 do not address 
one or more functions of ICT. 


 
Applicable 508 requirements for electronic content features and components (including 
Internet and Intranet website; Electronic documents; Electronic forms; Electronic 
document templates; Electronic reports): All requirements in E205 apply, including all 
WCAG Level AA Success Criteria Apply 


 
Applicable 508 requirements for software features and components (including Web, 
desktop, server, mobile client applications; Service Offerings): All requirements in 
Chapter 5 apply, including all WCAG Level AA Success Criteria, 502 Interoperability 
with Assistive Technology, 503 Application, 504 Authoring Tools 


 
Applicable 508 requirements for hardware features and components: Does not apply 
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Applicable 508 requirements for support services and documentation: All requirements in 
Chapter 6 apply 


 
 


 When providing and managing hosting services for ICT, the contractor shall ensure the 
hosting service does not reduce the item’s original level of Section 508 conformance 
before providing the hosting service. 


 When providing installation, configuration or integration services for ICT, the contractor 
shall not reduce the original ICT item’s level of Section 508 conformance prior to the 
services being performed. 


 When providing maintenance upgrades, substitutions, and replacements to ICT, the 
contractor shall not reduce the original ICT’s level of Section 508 conformance prior to 
upgrade, substitution or replacement. The agency reserves the right to request an 
Accessibility Conformance Report (ACR) for proposed substitutions and replacements 
prior to acceptance. The ACR should be created using the on the Voluntary Product 
Accessibility Template Version 2.2 508 (or later). The template can be located at 
https://www.itic.org/policy/accessibility/vpat 


 When developing or modifying ICT for the government, the contractor shall ensure the 
ICT fully conforms to the applicable Section 508 Standards. When modifying a 
commercially available or government-owned ICT, the contractor shall not reduce the 
original ICT Item’s level of Section 508 conformance. 


 When developing or modifying web and software ICT, the contractor shall demonstrate 
Section 508 conformance by providing Section 508 test results based on the versions of 
the DHS Trusted Tester Methodology currently approved for use, as defined at 
https://www.dhs.gov/compliance-test-processes.  The contractor shall use testers who are 
certified by DHS on how to use the DHS Trusted Tester Methodology (e.g. “DHS 
Certified Trusted Testers”) to conduct accessibility testing. Information on how testers 
can become certified is located at https://www.dhs.gov/publication/trusted-tester-
resources. 


 When developing or modifying ICT that are delivered in an electronic Microsoft Office 
or Adobe PDF format, the contractor shall demonstrate conformance by providing 
Section 508 test results based on the Accessible Electronic Documents – Community of 
Practice (AED COP) Harmonized Testing Guidance at https://www.dhs.gov/compliance-
test-processes. 


 When developing or modifying software that generates electronic content (e.g., an 
authoring tool that is used to create html pages, reports, surveys, charts, dashboards, etc.), 
the contractor shall ensure software can be used to create electronic content that conforms 
to the Section 508 standards. 


 Contractor personnel shall possess the knowledge, skills and abilities necessary to 
address the applicable revised Section 508 Standards for each ICT. 


 Exceptions for this work statement have been determined by DHS and only the 
exceptions described herein may be applied. Any request for additional exceptions shall 
be sent to the Contracting Officer and a determination will be made according to DHS 
Directive 139-05, Office of Accessible Systems and Technology, dated January 29, 2016 
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and DHS Instruction 139-05-001, Managing the Accessible Systems and Technology 
Program, dated January 11, 2017. 


 Where ICT conforming to one or more requirements in the Revised 508 Standards is not 
commercially available, the agency shall procure the ICT that best meets the Revised 508 
Standards consistent with the agency’s business needs, in accordance with 36 CFR 
E202.7. Any selection of a product or service that meets less accessibility standards due 
to a significant difficulty or expense shall only be permitted under an undue burden claim 
and requires authorization from the DHS Office of Accessible Systems and Technology 
(OAST) according to DHS Directive 139-05, Office of Accessible Systems and 
Technology, dated January 29, 2016 and DHS Instruction 139-05-001, Managing the 
Accessible Systems and Technology Program, dated January 11, 2017 and 36 CFR 
E202.6.  


H.14. Coast Guard Information Technology Security Requirements 


No Contractor personnel shall commence any performance under this Contract, requiring system 
access, until they: 


a. Have completed the Automated Information Security (AIS) User Acknowledgement 
Form (CG-5500A).  


b. Completed the Information Systems Security (ISS) training (COMDTINST M5500.13 
(series)) from the appropriate Coast Guard Information Systems Security Officer (ISSO). 


c. “Continue to complete the Information Systems Security (ISS) training annually”. A copy 
of this user security agreement is provided as Appendix 3 of Attachment 1 of this 
Contract.  By signing the aforementioned user security agreement, the individual will be 
acknowledging their responsibility to properly use and safeguard all Coast Guard 
information technology resources and information related thereto.  The COR for this 
Contract shall arrange the aforementioned security briefing. 


The Contractor shall access only those areas of Coast Guard information technology resources 
(e.g., computer equipment, networking equipment, telecommunications equipment, cabling, 
network drives, computer drives, network software, computer software, software programs, 
intranet sites, internet sites. etc.) explicitly stated in this Contract and/or as approved by the COR 
in writing as necessary for performance of the work under this Contract.  Any attempts by 
Contractor personnel to gain access to any information technology resources not explicitly 
authorized by the Performance Work Statement, other terms and conditions in this Contract, or 
approved in writing by the COR is strictly prohibited.  In the event of violation of this provision, 
the Coast Guard will take appropriate action with regard to the Contract. 


Contractor access to Coast Guard computer systems and/or networks from a remote location is a 
temporary privilege for the mutual convenience it offers while the Contractor performs business 
for the Coast Guard.  It is not a right, a guarantee, a condition of the Contract, nor is it 
Government Furnished Equipment (GFE). 
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Contractor access may be terminated for unauthorized use.  The Contractor agrees to hold the 
Coast Guard harmless and the Contractor will not request additional time or money under the 
Contract for any delays resulting from unauthorized use. 


All hardware, software, and services provided under this contract must be compliant with DHS 
4300A DHS Sensitive System Policy and the DHS 4300A Sensitive Systems Handbook.  


H.15. Encryption Compliance: 


If encryption is required, the following methods are acceptable for encrypting sensitive 
information: 


1. FIPS 197 (Advanced Encryption Standard (AES)) 256 algorithm and cryptographic 
modules that have been validated under FIPS 140-2. 


2. National Security Agency (NSA) Type 2 or Type 1 encryption. 
3. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the Department of Homeland 


Security (DHS) IT Security Program Handbook (DHS Management Directive (MD) 
4300A) for Sensitive Systems). 


H.16. Access to Unclassified Facilities, Information Technology Resources, and Sensitive 
Information 


The assurance of the security of unclassified facilities, Information Technology (IT) resources, 
and sensitive information during the acquisition process and contract performance are essential 
to the DHS mission. DHS Management Directive (MD) 11042.1 Safeguarding Sensitive But 
Unclassified (For Official Use Only) Information, describes how contractors must handle 
sensitive but unclassified information. DHS MD 4300.1 Information Technology Systems 
Security and the DHS Sensitive Systems Handbook prescribe policies and procedures on security 
for IT resources. Contractors shall comply with these policies and procedures, any replacement 
publications, or any other current or future DHS policies and procedures covering contractors 
specifically for all contracts that require access to DHS facilities, IT resources or sensitive 
information. Contractors shall not use or redistribute any DHS information processed, stored, or 
transmitted by the contractor except as specified in the contract. 


H.17. Security Review 


The Government may elect to conduct periodic reviews to ensure that the security requirements 
contained in this contract are being implemented and enforced.  The Contractor shall afford DHS 
including the organization of the DHS Office of the Chief Information Officer, the Office of the 
Inspector General, authorized Contracting Officer’s Representative (COR), and other 
government oversight organizations, access to the Contractor’s facilities, installations, 
operations, documentation, databases, and personnel used in the performance of this contract.  
The Contractor will contact the DHS Chief Information Security Officer to coordinate and 
participate in the review and inspection activity of government oversight organizations external 
to the DHS.  Access shall be provided to the extent necessary for the government to carry out a 
program of inspection, investigation, and audit to safeguard against threats and hazards to the 
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integrity, availability, and confidentiality of DHS data or the function of computer systems 
operated on behalf of DHS, and to preserve evidence of computer crime. 


H.18. Interconnection Security Agreement (ISA) Requirements 


Interconnections between DHS and non-DHS IT systems shall be established only through 
controlled interfaces and via approved service providers.  The controlled interfaces shall be 
accredited at the highest security level of information on the network.  Connections with other 
Federal agencies shall be documented based on interagency agreements; memoranda of 
understanding, service level agreements or interconnect service agreements. 


H.19. DHS Enterprise Architecture Compliance Requirements 


Existing systems are considered as being aligned to the DHS Enterprise Architecture via the 
“Amnesty Day” list of products and standards in use at USCG prior to 31 December 2007.  Any 
new systems that use products not contained in the DHS Technical Reference Manual (TRM) 
must obtain a “technical insertion” granted by DHS. 


All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following Homeland Security 
Enterprise Architecture (HLS EA) requirements and United States Coast Guard EA 
requirements: 


 All developed solutions and requirements shall be compliant with Coast Guard and 
Homeland Security EA. 


 All IT hardware or software shall be compliant with the HLS EA Technical Reference 
Model (TRM) Standards and Products Profile, and with the USCG IT products and 
standards inventory.  


 All data assets, information exchanges and data standards, whether adopted or developed, 
shall be submitted to the DHS Enterprise Data Management Office (EDMO) for review 
and insertion into the DHS Data Reference Model. 


 In compliance with Office of Management and Budget (OMB) mandates, all network 
hardware shall be IPv6 compatible without modification, upgrade, or replacement. 


 All Information Technology assets being developed, procured, or acquired shall be IPv6 
capable.  


H.20. DHS Geospatial Information System Compliance Requirements 


The following requirements are for incorporation into acquisition documents only when 
geospatial equipment or data is involved with the acquisition: 


All implementations shall comply with the policies and requirements set forth in the DHS 
Geospatial Information Infrastructure (GII), including the following: 


 All developed solutions and requirements shall be compliant with the HLS EA. 
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 All IT hardware or software shall be compliant with the HLS EA Technical Reference 
Model (TRM) Standards and Products Profile. 


 All implementations shall comply with the policies and requirements set forth in the DHS 
Geospatial Information Infrastructure (GII). 


 The DHS geospatial data model shall be used building to the GII. 
 All data within the GII, whether adopted or developed, shall be submitted to the DHS 


Enterprise Data Management Office (EDMO) for review and insertion into the DHS Data 
Reference Model and Enterprise Architecture Information Repository. 


H.21. HSAR 3004.470-2   


DHS policies and procedures on contractor personnel security requirements are set forth in 
various management directives (MDs). MD 4300.1, entitled Information Technology Systems 
Security, and the DHS Sensitive Systems Handbook, prescribe the policies and procedures on 
security for Information Technology resources. MD 11042.1, Safeguarding Sensitive But 
Unclassified (For Official Use only) Information describes how contractors must handle 
sensitive but unclassified information. Compliance with these policies and procedures, any 
replacement publications, or any other current or future DHS policies and procedures, covering 
contractors specifically, is required in all contracts that require access to facilities, IT resources 
or sensitive information. (b) The contractor must not use or redistribute any DHS information 
processed, stored, or transmitted by the contractor except as specified in the contract".  


H.22. General Requirements 


The Contractor shall ensure all general requirements are expressly incorporated into any and all 
subcontracts or subordinate agreements issued in support of this contract. 


H.22.1. Contractor Personnel Suitability Determination 


DHS may, as it deems appropriate, authorize and grant a favorable entry on duty (EOD) decision 
based on preliminary suitability checks.  The favorable EOD decision would allow the 
employees to commence work temporarily prior to the completion of the full investigation.  The 
granting of a favorable EOD decision shall not be considered as assurance that a full 
employment suitability authorization will follow.  A favorable EOD decision or a full 
employment suitability determination shall in no way prevent, preclude, or bar DHS from 
withdrawing or terminating access government facilities or information, at any time during the 
term of the contract.  No employee of the Contractor shall be allowed to work under this contract 
without a favorable EOD decision or suitability determination by the Security Office. 


Contract employees waiting for an EOD decision may begin work on the contract provided they 
do not access sensitive Government information.  Limited access to Government buildings is 
allowable prior to the EOD decision if the Contractor is escorted by a Government employee.  
This limited access is to allow Contractors to attend briefings, non-recurring meetings and begin 
transition work. 
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H.22.2. Background Investigations 


To comply with the requirements HSAR Clause 3052.204-71, and Department policy contractor 
employees (to include applicants, temporaries, part-time and replacement employees) under the 
Contract, requiring access to sensitive information shall undergo a position sensitivity analysis 
based on the duties each individual will perform on the contract.  The results of the position 
sensitivity analysis shall identify the appropriate background investigation to be conducted.  All 
public trust background investigations will be processed through the local USCG Security 
Office.  The company FSO shall submit a VAR requesting a Tier 1 background investigation for 
the prospective contractor. Prospective Contractor employees that do not have a security 
clearance shall submit the following completed forms to the local USCG Security Office through 
their FSO unless otherwise noted: 


a. Standard Form 85, “Questionnaire for Non-Sensitive Positions” 
b. Optional Form 306, “Declaration for Federal Employment” 
c. DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports 


Pursuant to the Fair Credit Reporting Act” 


The Standard Form 85 will be completed electronically, through the Office of Personnel 
Management’s e-QIP SYSTEM.  The completed forms must be given to the local USCG 
Security Office and adjudicated by the USCG Security Center prior to entry on duty of any 
employees, whether a replacement, addition, subcontractor employee, or vendor. 


Only complete packages will be accepted by the local USCG Security Office.  Specific 
instructions on submission of packages will be provided upon award of the contract. 


Be advised that unless an applicant requiring access to sensitive information has resided in the 
Unite States for three of the past five years, the Government may not be able to complete a 
satisfactory background investigation.   


Non-U.S. citizens shall not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has 
been granted by the Head of the Component or designee, with the concurrence of both the 
Department’s Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their 
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both 
the CSO and the CIO or their designees. In order for a waiver to be granted: 


a. The individual must be a legal permanent resident of the U. S. or a citizen of Ireland, 
Israel, the Republic of the Philippines, or any nation on the Allied Nations List 
maintained by the Department of State; 


b. There must be a compelling reason for using this individual as opposed to a U. S. citizen; 
and 


c. The waiver must be in the best interest of the Government. 
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H.22.3. Continued Eligibility 


The Contracting Officer may require the contractor to prohibit individuals from working on 
contracts if the government deems their initial or continued employment contrary to the public 
interest for any reason, including, but not limited to, carelessness, insubordination, 
incompetence, or security concerns.   


H.22.4. Determinations 


The local USCG Security Office shall be notified of all terminations/resignations immediately.  
The Contractor shall return to the Contracting Officer Representative (COR) all DHS issued 
identification cards and building passes that have either expired or have been collected from 
terminated employees.  If an identification card or building pass is not available to be returned, a 
report shall be submitted to the COR, referencing the pass or card number, name of individual to 
who it was issued and the last known location and disposition of the pass or card. 


H.22.5. Information Technology Security Clearance 


When sensitive government information is processed on Department telecommunications and 
automated information systems, the Contractor shall provide for the administrative control of 
sensitive data being processed.  Contractor personnel must have favorably adjudicated 
background investigations commensurate with the defined sensitivity level. 


Contractors who fail to comply with Department security policy are subject to having their 
access to Department IT systems and facilities terminated, whether or not the failure results in 
criminal prosecution.  Any person who improperly discloses sensitive information is subject to 
criminal and civil penalties and sanctions under a variety of laws (e.g., Privacy Act). 


Contractor access will be terminated for unauthorized use.  The contractor agrees to hold and 
save DHS harmless from any unauthorized use and agrees not to request additional time or 
money under the contract for any delays resulting from unauthorized use or access. 


H.23. Observance of Legal Holidays and Excused Absence 


a. The Government hereby provides notification that Government personnel observe the listed 
days as holidays: 


(1) New Year's Day (6) Labor Day 
(2) Martin Luther King's Birthday (7) Columbus Day 
(3) President’s Day (8) Veterans' Day 
(4) Memorial Day (9) Thanksgiving Day 
(5) Independence Day (10) Christmas Day 


b. In addition to the days designated as holidays, the Government observes the following days: 


1. Any other day designated by Federal Statute 
2. Any other day designated by Executive Order 
3. Any other day designated by the President’s Proclamation 
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c. It is understood and agreed between the Government and the Contractor that observance of 


such days by Government personnel shall not otherwise be a reason for an additional period 
of performance, or entitlement of compensation except as set forth within the contract.  In the 
event the Contractor’s personnel work during the holiday, they may be reimbursed by the 
Contractor, however, no form of holiday or other premium compensation will be reimbursed 
by the Government either as a direct or indirect cost, other than their normal compensation 
for the time worked.  Contractor personnel under this contract are considered to be 
professional employees, therefore there will be no reimbursement for overtime work. 


d. If Federal Government personnel are furloughed, the Contractor shall continue to provide 
services previously funded under the task order contract.  The pricing of the task order will 
not be affected by a Federal Government furlough.   


e. Nothing in this clause abrogates the rights and responsibilities of the parties relating to stop 
work provisions as cited in other sections of this contract. 


H.24. Non-Personal Services 


The Government and the Contractor understand and agree that the services delivered by the 
Contractor to the Government are non-personal services.  The parties also recognize and agree 
that no employer-employee or master-servant relationship exists or will exist between the 
Government and the Contractor’s employees.  The Contractor and the Contractor’s employees 
are not employees of the Federal Government and are not eligible for entitlement and benefits 
given Federal employees. 


Contractor personnel under this contract shall not (i) be placed in a position where there is an 
appearance that they are employees of the Federal Government, or are under the supervision, 
direction, or control of or are evaluated by a Federal Official, or (ii) be placed in a position of 
command, supervision, administration, or control over Government personnel. 


H.25. Identification of Contractor Personnel 


The Contractor shall ensure that its employees will identify themselves as employees of their 
respective company while working on DHS/USCG contracts.  For example, contractor personnel 
shall introduce themselves in person and in voice-mail, as employees of their respective 
companies, and not as DHS/USCG employees.  The Contractor shall ensure that their personnel 
use the following format signature on all official e-mails generated by DHS/USCG computers: 


 Name 
 Position or Professional Title 
 Company Name 
 USCG Unit Name 
 Phone 
 Fax 
 Other contact information as desired 
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H.26. Department of Defense (DoD) Directive 8570 Contractor Compliance 


All contractor personnel shall be required to maintain a professional certification in accordance 
with the Department of Defense 8570.01-M, Information Assurance Workforce Improvement 
Program.  As a condition of privileged access to any information system, personnel performing 
IA functions as described in the Information Assurance Workforce Improvement Program, DoD 
8570.01-M, shall satisfy and sustain DoD IA training and certification requirements (see DoD 
8570.01-M, Chapters 3, 4, 6, and 11).  IAT Computing Environment certifications are not 
required. 
  


Contractor employee classifications are as follows:   
 SME Level I (Junior/Apprentice)  
     Minimum requirement is IAT-II or IAM-I for privileged access. 
  
 SME Level II (Mid/Journeyman) 
     Minimum requirement is IAT-II or IAM-I for privileged access. 
 
 SME Level III (Senior) 
     Minimum requirement is IAT-III or IAM-II for privileged access 
 


Upon request by the Government, the Contractor shall provide documentation supporting the 
Department of Defense 8570.01-M certification status.  Contractor personnel who do not have 
proper and current certifications shall be denied access to DOD information systems.  All 
Contractor employees shall be citizens of the United States, and meet the security background 
criteria as defined in Section H.  All Contractors, to include internal and external consultants 
and/or support staff must also meet required security criteria. All Contractor personnel must have 
a favorably adjudicated background investigation as defined by the USCG prior to being granted 
access to a USCG IT System.  The Contractor will be held responsible for applying for, 
obtaining and maintaining a valid Common Access Card (CAC) as a condition of continued 
employment under the contract.  
 
H.27. Department of Defense Cybersecurity Activities Performed for Cloud Service 
Offerings 
 
The contractor shall ensure compliance with DoD memorandum “Department of Defense 
Cybersecurity Activities Performed for Cloud Service Offerings” and understand the boundary 
between the functions performed by the Government and functions performed by the Cloud 
Service Provider (CSP). Per the memo the following cybersecurity activities will be performed 
by either the Government or the Contractor indicated by the X: 
 


Cyber Security Activity Government Contractor 
External Assesment*   
DoD Cyber Red Team Operations X  
Non-DoD Red Team  X 
Penetration Testing  X 
Intrustion Assessment  X 
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Vulnerability Management   
Apply DoD required security configurations  X 
Perform actions to mitigate potential vulnerabilities 
or threats 


 X 


Monitor vulnerability management compliance 
 


 X 


Report Vulnerability Management Compliance X  
Malware Protection   
Malware protection implementation  X 
Malware Notification X  
Information Security Continuous Monitoring 
(ISCM) 


  


Maintain continuous visibility into endpoint devices  X 
Correlate asset and vulnerability data with threat data X  
Cyber Incident Handling   
Network Security Monitoring/Intrusion Detection for 
Boundary Cyberspace Protection functions 


X  


Networkand endpoint security monitoring at the 
enclave level 


 X 


Incident reporting X  
Incident response- Analysis  X 
Incident Handling Response  X 
DODIN User Activity Monitoring (UAM) for DoD 
Insider Threat Program 


  


Employ UAM capabilities to detect anomalous 
insider activity  


 X 


Maintain insider threat audit data  X 
Correlate insider threat audit data with Counter 
Intilligence 


X  


Warning Intelligence and Attack Sensing and 
Warning (AS&W) 


  


AS&W for BCP X  
AS&W at the Application  X 
Warning Intelligence X  
Information Operations Condition (INFOCON) & 
Orders Compliance/Network Operations 
(NETOPS) Awareness 


  


INFOCON & Orders Implementation  X 
INFOCON & Orders Notification and Assistance X  
Mission Ownder Support and Cyber Security 
Training 


 X 


*  An external assessment must be performed annually. The AO will select the external 
assessment(s) that best fit the need of the application or mission system. The AO has the 
option to choose all of the external assessments, but only one is required annually. 
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The contractor will be expected to perform all cybersecurity activities and provide the necessary 
data to enable the Government to perform its cybersecurity functions, outlined in the table above. 
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ATTACHMENT 5 – RFQ INSTRUCTIONS AND EVALUATION FOR AWARD 
 


Introduction: 
 
1.1. Offeror Questions/Clarifications 


All Offeror questions and clarifications pursuant to this RFQ must be received by the 
Contracting Officer, Brenda.E.Oberholzer@uscg.mil, and Contract Specialist Kristi Durbin no 
later than April 26 2019 at 3:00 PM, EDT.  The Government reserves the right not to provide a 
response for any Offeror question/clarification received after the date and time stated above.  If, 
however, the Contracting Officer determines that a request cites an issue of significant 
importance, the Government will provide a written response to all Offerors. 
 
The Government will not provide information in response to telephone calls.  Contacting other 
USCG personnel regarding this solicitation in an attempt to gain procurement-sensitive 
information may result in disqualification from the evaluation process.  Written responses to all 
Offeror questions/clarifications will be sent to GSA IT Schedule 70 contract holders NAICS 
518210, SIN 132-51 “Information Technology Professional Services” Offerors with due regard 
to the proper protection of proprietary information via an amendment to the solicitation. 
 


1.2. Ordering Period 
The BPA ordering period includes a 12 month base period and four 12 month option periods for 
a total of 60 months beginning date of award.   
 


1.3. Specific Requirements 


See the BPA Statement of Work (Attachment 1).  For evaluation purposes, and with the intent to 
award as a call, the AUXDATA Modernization Statement of Work (Attachment 6) is also 
provided.  
 


1.4. Quotation Preparation and Delivery Instructions 


The Phase I submission shall consist of: (1) Signed cover letter certifying that the Offeror has 
read and agrees to comply with all of the conditions and instructions provided in this RFQ 
document, and all amendments issued; (2) Prior experience submission.  
 
Phase II will not require anything additional to be submitted but instructions and coordination 
will be communicated via email.  
 
Phase III submission shall consist of: (1) Signed cover letter certifying that the Offeror has read 
and agrees to comply with all of the conditions and instructions provided in this RFQ document, 
and all amendments issued; (2) Schedule and (3) Price Matrix.  
 
Signed cover letters must provide the following information: 
 


A. Name of Offeror  
B. Address  
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C. City, State, Zip code  
D. Data Universal Numbering System (DUNS) Number & CAGE Code 
E. Taxpayer Identification Number (TIN)  
F. Points of Contact (Primary & Alternate) for both Technical and Pricing Submissions  
G. Telephone Number  
H. Electronic Mail Address  
I. Solicitation/Quotation number  
J. Date of Quotation  
K. GSA Schedule Contract Number  
L. Small Business Representations made by the Offeror  
M. Prompt Payment Terms  
N. A statement specifying the extent of agreement with all terms, conditions, and provisions 


included in the solicitation without exceptions or assumptions. 
O. Names and contact information of persons authorized to negotiate on the Offeror’s behalf 


with the Government in connection with this solicitation. 
P. Name, title, and signature of person authorized to sign the quotation.  
Q. Current Performance Period the GSA Schedule with Option Periods as applicable  
R. A Statement certifying that the proposed solution falls within the scope of the Offeror’s 


referenced GSA Schedule contract(s) as applicable by signing the cover letter. 
 
All submissions MUST cite the applicable GSA Schedule contract number in all documents 
submitted in response to this RFQ.  
 
1.4.1.  Quotation Submission 


Please review the requirement and respond via email to the Contracting Officer with a courtesy 
intent to provide a quote or no-quote decision as soon as possible.  
 


Electronic Submissions:  The Offeror shall provide an electronic copy of its Phase I quote 
submission via GSA’s eBuy. Submission must occur prior to the Quotation Submission Deadline 
specified in Section 1.4.3 of this attachment. 


 


1.4.2. Quotation Preparation 


The Government will not consider pages submitted in excess of the stated page limitations, or 
materials not included in full text within the quote (no links to external information will be 
reviewed or considered.  Page limitations include all text, graphs, pictures, appendices, 
references, exhibits, etc. Tabs, index sheets, tables of contents, dividers and other such aids that 
are solely used to assist the evaluator in locating information and are advisory in nature, 
imparting no other information other than the identification of content, will not be counted 
against any page limits stated within this RFQ.  
 
Phase Volume  Not to Exceed Page Limits 
Phase I Factor 1: Prior Experience 10 pages 
Advisory Notice 







Attachment 5 RFQ Instructions and Evaluation for Award 
RFQ 70Z0G319QPBZ02900 
 


3 
 


Phase II Factor 2: Technical Solution Technical Demonstration 
Factor 3: Technical Approach Oral Presentation 


Advisory Notice 
Phase III Factor 4: Schedule 3 Pages 


Factor 5: Price  Attachment #3 Price Matrix; Representations & 
Certifications as required by 52.212-3 and copy of 
Offeror’s GSA Schedule Contract shall be included 
in the price matrix submission. 


   
  
All narrative text contained in the quote response must be formatted to 8 ½ x 11 paper with 
margins of at least 1” at the top, bottom, and both sides; using single spaced, Times New Roman 
12 point font.  For charts, tables, exhibits and figures, no less than 8 point Times new Roman 
font is acceptable. Offerors are cautioned that quotation elements using a font less than 12-point 
Times New Roman for the narrative and less than 8-point Times New Roman for charts will not 
be reviewed by the Government.  
 


1.4.3. Quotation Submission Deadline 


Offerors shall submit Phase I: Prior Experience responses no later than 3:00 pm, EDT May 17, 
2019.  
 
Submission deadlines for the later Phases will be detailed in future instructions provided by the 
Government.  Following Government advisory recommendation post Phase I, Offerors will have 
approximately 2 business days to notify Government of interest to proceed to Phase II; actual 
timeline will be communicated within the notification. The Offeror will have at least 2 weeks 
from the Government’s receipt of the Offeror’s decision to proceed to prepare the submission for 
Phase II. Following Government advisory recommendation post Phase II, Offerors will have 
approximately 2 business days to notify the Government of interest to proceed to Phase III; 
actual timeline will be communicated within the notification. Each Offeror will have at least 2 
weeks to prepare and submit Phase III upon receipt of instructions for Phase III. 


Failure to participate in Phase I of the solicitation precludes further consideration of an Offeror.  
Submissions will not be accepted from Offerors who have not submitted the Phase I quote by the 
due date and time stated in this RFQ. Additionally, an Offeror’s decision not to participate in 
Phase II of the procurement precludes further consideration of an Offeror.  Finally, the Offeror’s 
decision not to participate in Phase III of the procurement precludes further consideration of an 
Offeror and renders them ineligible for award.   


 


1.5. Breakdown of Evaluation Factors 


Technical Factors Business Factors 
1. Prior Experience 4. Schedule 
2. Technical Solution 5. Price 
3. Technical Approach  
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1.6. Specific Submission Instructions Relative to the Submission Phase 


Offerors are advised that if they are unable to meet all requirements in Attachment 6 then they 
will not be eligible for award. Offerors are encouraged to articulate how the proposed tool will 
allow for future Workforce Management capabilities above and beyond the initial task order 
specified in Attachment 6 under future task orders through the BPA. Offerors are cautioned that 
the quality of their quotation and adherence to RFQ response requirements and/or restrictions, 
are considered reflective of the manner in which Offerors will be expected to perform work 
under this BPA.  This will be given due consideration throughout the evaluation process. 
Offerors are strongly encouraged to emphasize content in response to all RFQ requirements.  
 


The Government will be conducting the evaluation in three phases. Evaluations will be based 
on the requirements specified in Attachment 6 AUXDATA Modernization Statement of 
Work.  
 
Phase I: The Government will be evaluating Factor 1: Prior Experience. The Offeror shall 
provide a maximum of three (3) examples of experience, of its own experience (the prime not the 
experience of any proposed subcontractors or their teaming partners).  The examples of prior 
experience must be for contracts that are ongoing or completed within the past three (3) years 
from the date of the solicitation. Offerors shall furnish examples of experience that collectively 
demonstrate results in all of the following areas: 
 


 Implementing a cloud-hosted application for a Federal Government/DoD entity at 
FedRAMP Moderate Baseline or higher (DODIN experience is preferred). 


 Managing the cloud-hosted application being proposed for a Federal Government/DoD 
entity at FedRAMP Moderate Baseline or higher (DODIN experience preferred). This 
should include details on: 


o Number of users of the application 
o Handling and implementing change requests 
o Patching and completing security updates. Were there any breaches? If there were 


what was the cause? Were there ever any functional/usability issues caused by a 
new patch and how were they corrected? 


o Meeting service level agreements. Offeror should include what service levels 
(such as availability) they were required to meet and if they ever were unable to 
meet them.  


o Handling and correcting trouble tickets, incidents, and problems. Include the 
volume of tickets handled. 


 Transitioning data and services to a cloud-hosted Software-as-a-Service for a Federal 
Government/DoD entity at FedRAMP Moderate Baseline or higher (DODIN experience 
is preferred). The Offeror should include the type and size of the data transferred, number 
of users, and explain how the overall strategy of transition was conducted. 


 Meeting and maintaining cybersecurity authorizations and accreditations at FedRAMP 
Moderate baseline or higher (DODIN experience is preferred). 


 
The Offeror must respond to the following in each submission as they pertain to the topic areas 
listed above: 
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(1) Explain how the submission meets one or more of the criteria. 
(2) Describe problems, failures, or data breaches that occurred during performance of the 


example and what actions were taken to overcome them and ensure quality of 
performance. 


(3)  Describe difficulties or constraints that occurred and what the company did to overcome 
them. 


(4) Describe challenges related to keeping software compliant with evolving cyber security 
requirements?  


 
The Government is more interested in the quality and similarity of the experience examples to 
the requirement than the quantity of examples.  The Offeror shall include the following 
information for each example: 


(1)  The name and contact information of a reference that can substantiate the experience and 
results.   


(2) Contract Number. Only one contract per example; 
(3) Agency that contract was performed for; 
(4) Contract Period of Performance (effective date and expiration date)’ 
(5) Contract value; 
(6) Contract Type. 


Any example that does not comply with the above instructions will not be evaluated.  
 
The information shall be sufficiently detailed that the Government can determine whether the 
example(s) demonstrate the prime contractor’s experience.  The Government will not contact the 
reference to obtain detail lacking from the Offeror’s response.   
 
After the Government completes evaluation of the Phase I submission, Offerors will receive an 
advisory notification via email from the KO. The notification will advise the Offeror of the 
Government’s advisory recommendation to proceed or not to proceed to Phase II. Offerors who 
are rated most highly will be advised to proceed to Phase II of the proposal submission process. 
Offerors who were not among the most highly rated will be advised that they are unlikely to be 
viable competitors, along with the general basis for the Government’s advisory recommendation. 
The intent of this advisory notice is to minimize development and other costs for those offerors 
with little to no chance of receiving an award. The Government’s advice will be a 
recommendation only and those Offerors who are advised not to proceed may elect to continue 
their participation in the procurement.  
 
The Government does not intend to provide debriefings after the completion of the advisory 
notifications.  
 
Phase II: The Government will be scheduling Technical Demonstrations/Oral Presentations to 
evaluate Factor 2: Technical Solution and Factor 3: Technical Approach. The Offeror shall 
prepare and provide an in person demonstration with the Government where they will be exhibit 
their proposed solution’s capability in performing selected requirements and an oral presentation 
discussing their technical approach. The list of requirements and capabilities the Offeror will be 
expected to demonstrate will be sent out with the specific instructions for Phase II. Any parts of 
the technical solution and oral presentation, including but not limited to responses to questions, 
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may be incorporated in the AUXDATA call.   
 
Specific timelines and instructions for the demonstration, including sample data, will be provided 
by the Government at least 2 weeks prior to the Offeror’s scheduled demonstration/oral 
presentation.  
 
After the Government completes evaluation of the Technical Demonstrations/Oral Presentations, 
Offerors will receive an advisory notification via email from the KO. The notification will advise 
the Offeror of the Government’s advisory recommendation to proceed or not to proceed to Phase 
III. Offerors who are rated most highly will be advised to proceed to Phase III of the proposal 
submission process. Offerors who were not among the most highly rated will be advised that 
they are unlikely to be viable competitors, along with the general basis for the Government’s 
advisory recommendation. The intent of this advisory notice is to minimize development and 
other costs for those offerors with little to no chance of receiving an award.  
The Government’s advice will be a recommendation only, and those offerors who are advised 
not to proceed may elect to continue their participation in the procurement.  
 
The Government does not intend to provide debriefings after the completion of the advisory 
notifications.  
 
Phase III: The final phase will require submission of Factor 4: Schedule and Factor 5: Price.  
This phase requires a written response.  The Schedule may be incorporated in the AUXDATA 
call.  The Price submissions may be incorporated in the BPA and AUXDTA call as applicable.  
Specific instructions including limitations and deadlines will be provided to those Offerors that 
elect to proceed to this phase at least 2 weeks prior to the submission due date. 
  
1.7. Evaluations and Selection 


Evaluations will be conducted in accordance with FAR Part 8.4.  The BPA will be established 
with the Offeror whose quotation for the AUXDATA Modernization Statement of Work 
(Attachment 6) represents the best value to the Government.  For the purposes of this RFQ, “best 
value” is defined as the procurement process resulting in the most advantageous acquisition 
decision for the Government and is performed through an integrated assessment and trade-off 
analysis among the five evaluation factors. The Government may elect to award to other than the 
lowest priced quote, based on the results of the tradeoff analysis between non-price and price 
factors. The Government intends to evaluate quotations and award a single-award BPA without 
communications with Offerors.  The Offerors should therefore propose their best approach to 
meeting the requirements of the SOW and solicitation.  However, the Government reserves the 
right to enter into communications if it is deemed to be in the best interests of the Government.   
 
Quotations submitted in response to the RFQ will be evaluated based on the following evaluation 
Factors: 
 
Factor 1: Prior Experience  
Factor 2: Technical Solution 
Factor 3: Technical Approach 
Factor 4:  Schedule 
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Factor 5: Price 
 
All technical factors are weighted in order of importance, with Factor 1 (Prior Experience) being 
more important than Factor 2 (Technical Solution), and both Factors 1 and 2 being more 
important than Factor 3 (Technical Approach). Of the business factors, Factor 4 (Schedule) is 
more important than Factor 5 (Price).  When combined, Factors 1, 2, and 3 are more important 
than Factors 4 and 5.  
 
The Government will be conducting the evaluation in three phases.  Phase I will evaluate Prior 
Experience.  An offeror must submit a quote for Phase I to be considered for award; failure to 
submit a quote in Phase I precludes an Offeror from submitting a quote for Phase II and III.  
Phase II will evaluate the Technical Solution and Technical Approach presented in the Technical 
Demonstration and Oral Presentation by the Offerors who are selected or who elect to participate 
in Phase II.  Phase III will evaluate Factors 4 and 5 for the Offerors who are selected or who 
elect to participate in Phase III.  Notifications will be sent out between Phase I and II and Phase 
II and III.     
 
Once the government determines that an Offeror is the best-suited (e.g. the apparent successful 
awardee), the government reserves the right to engage with only that firm to address any 
remaining issues, if necessary, and finalize a task order with that firm. If the parties cannot 
successfully address any remaining issues, as determined pertinent at the sole discretion of the 
government, the government reserves the right to engage the next best-suited firm based on the 
original analysis and address any remaining issues. Once the government has engaged the next 
best-suited firm, no further engagements with the previous firm will be entertained until after the 
task order has been awarded. This process will continue until an agreement is successfully 
reached and a task order is awarded. 


 


1.7.1. Phase I – Factor 1 


The Government will evaluate the prime Offeror’s prior experience for its confidence in the 
Offerors ability to successfully perform the task order requirements based on its Prior Experience 
of contracts that are ongoing or completed within 3 years of the date of the solicitation related to 
all of the following areas: 


 Implementing a cloud-hosted application for a Federal Government/DoD entity at 
FedRAMP Moderate Baseline or higher (DODIN experience is preferred). 


 Managing a cloud-hosted application for a Federal Government/DoD entity at FedRAMP 
Moderate Baseline or higher (DODIN experience is preferred). This should include 
details on: 


o Number of users of the application 
o Handling and implementing change requests 
o Patching and completing security updates. Were there any breaches? If there were 


what was the cause? Were there ever any functional/usability issues caused by a 
new patch and how were they corrected? 


o Meeting service level agreements. Offeror should include what service levels 
(such as availability) they were required to meet and if they ever were unable to 
meet them.  
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o Handling and correcting trouble tickets, incidents, and problems. Include the 
volume of tickets handled. 


 Transitioning data and services to a cloud-hosted Software-as-a-Service for a Federal 
Government/DoD entity at FedRAMP Moderate Baseline or higher (DODIN experience 
is preferred). The Offeror should include the type and size of the data transferred, number 
of users, and explain how the overall strategy of transition was conducted. 


 Meeting and maintaining cybersecurity authorizations and accreditations at FedRAMP 
Moderate baseline or higher (DODIN experience is preferred). 


 
Responses to the questions/requested information as set forth in Paragraph 1.6, Phase I, Factor 1, 
above will contribute to the assessment and the rating given for this factor.  Ratings will be made 
in terms of the Government’s confidence in the Offeror’s prior experience and ability to meet the 
requirements. The Government is more interested in the quality and similarity of the Prior 
Experience examples to the requirement than the quantity of examples.   
 


1.7.2. Phase II – Factors 2 & 3 


 


1.7.2.1 Factor 2: Technical Solution 


The Government will assess each Offeror’s demonstration for its confidence in the proposed 
technical solution and its ability to meet the mission needs of the Auxiliarists based on the 
technical demonstration and responses to questions. This includes the following characteristics: 


Fitness: Does the technology address the problem at hand, or is it being used for an unintended 
purpose? 
 
Simplicity: Is the design of the solution easily understood?  
 
Usability: Is the solution intuitive and easy to use? Will individuals with little technical 
understanding be able to use it with minimum guidance? 
 
Adaptability:  How easily can the solution modified to meet new requirements or requirements 
of similar workforce management systems. 
 


1.7.2.2 Factor 3: Technical Approach 


The Government will evaluate its overall confidence in the Offeror’s Technical approach based on the 
oral presentation and answers to questions.   
 
 
 


1.7.3. Phase III – Factors 4 & 5 


 


1.7.3.1. Factor 4: Schedule 
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The Government will evaluate each Offeror’s schedule with respect to how quickly they can 
implement a solution, and transition the current AUXDATA to the new solution. The 
Government has set a target date for this to be complete by 6 months after contract award.  
 
Schedule significance will increase as the Prior Experience, Technical Demonstration and 
Technical Approach equivalence, possibly promoting Schedule to a determinative factor. 
 


1.7.3.2. Factor 5: Price 


The Government will evaluate each Offeror’s total evaluated price with respect to reasonableness 
based on the total evaluated price as stipulated in the Government’s Price Matrix (Attachment 3).   
The total evaluated price consists of the total evaluated price for the base period and the four 
option periods.   
 
Price significance will increase as the Prior Experience, Technical Demonstration and Technical 
Approach equivalence, possibly promoting price to a determinative factor.   
 
Selection for Award 
All technical factors are weighted in order of importance, with Factor 1 (Prior Experience) being 
more important than Factor 2 (Technical Solution), and both Factors 1 and 2 being more 
important than Factor 3 (Technical Approach). Of the business factors, Factor 4 (Schedule) is 
more important than Factor 5 (Price).  When combined, Factors 1, 2, and 3 are more important 
than Factors 4 and 5.  Award shall be made to the Offeror whose quotation is determined to be 
the best value to the Government based on a tradeoff among the Technical and Business Factors. 







DAT001
System shall be able to retain data associated with activities for a minimum of 5 
years


DAT002
System shall be able to retain data associated with members for a minimum of 30 
years after a member is no longer active


DAT003


System shall be able to retain data associated with Auxiliary Facilities for  a 
minimum of 2 years after it becomes inactive or is withdrawn from service


DAT004
System shall be able to retain data associated with unit resources for a minimum 
of 5 years after final action is completed


DAT005
System shall be able to retain data associated with the training management tool 
for a minimum of 30 years 


DAT006 System shall be able to retain reports for a minimum of 5 years


EAR001
Contractor shall provide a DoDAF Compliant: DIV-1 Conceptual Data Model


EAR002 Contractor shall provide a DoDAF Compliant: DIV-2 Logical Data Model
EAR003 Contractor shall provide a DoDAF Compliant: DIV-3 Physical Data Model


EAR004
Contractor shall provide a DoDAF Compliant: SV-1 System Interface Description


EAR005 Contractor shall provide a DoDAF Compliant: SV-2 System Resource Flow


EAR006
Contractor shall provide a DoDAF Compliant: SV-6 System Resource Matrix


EAR007 Contractor shall provide a DoDAF Compliant: STD-V1 Standards Profile


EAR008
Provide an option to produce further DoDAF Compliant documentation as directed 
by the USCG.


CYB001
Infrastructure, Platform, and Software shall be compliant with FedRAMP+ Impact 
Level 4 as described in the DoD Cloud Computing SRG ver1, release 3.


CYB002
System shall provide a Moderate level of Availability as defined in NIST federal 
policy.


CYB003
Vendor shall produce reports and participate in events to validate the 
aforementioned security level.


CYB005
Vendor shall ensure data is stored in physical locations where US federal laws 
apply.


CYB006 Ensure all necessary CNSSI 1253 Privacy Overlays are implemented.


CYB007
Vendor shall perform duties and responsibilities of the ISSO role as defined in the 
NIST Risk Management Framework and NIST Information Security Handbook.


CYB008
Vendor shall work in concert with the USCG to attain a Provisional Authorization 
from DISA within 24 months of award.


CYB009


Vendor shall adhere to the DoD CIO's memorandum dated 15NOV17, titled 
"Department of Defense Cybersecurity Activities Performed for Cloud Service 
Offerings"


Enterprise Architecture Requirements


Data Retention Requirements


Cybersecurity  Requirements







CYB010
Vendor shall be able to route all traffic through a DoD/USCG Cloud Access Point at 
the direction of the Government.


REG002
Contractor shall comply with OMB Circular A-130 – Management of Federal 
Information Resources


REG003
Contractor shall comply with Federal Information Security Management Act 
(FISMA)


REG005 Contractor shall comply with Privacy Act of 1974
REG006 Contractor shall comply with Clinger-Cohen Act (CCA)


REG007


Contractor shall comply with Department of Defense Instruction (DODI) 8510.01 
Risk Management Framework (RMF) for DoD Information Technology (IT)


REG012 Contractor shall comply with DHS 4300A – Sensitive Systems Handbook 


REG013
Contractor shall comply with NIST 800-53 (series) – Security and Privacy Controls 
for Federal Information Systems and Organizations


REG015
Contractor shall comply with NIST 800-160 (series) – Systems Security Engineering


PM001
Vendor shall conduct user support activities in alignment with support policy and 
documentation provided by the USCG.


PM002
Vendor shall participate in weekly recurring meetings with the USCG to discuss 
performance, objectives, risks, schedules, and like concerns.


PM003
Vendor shall provide reports based on the Cybersecurity Requirements on a 
monthly basis.


PM004
Vendor shall provide montly service reports detailing the month's service metrics 
as compared to the service agreement.


PM005
Vendor shall provide and execute a plan to return to agreed upon service levels in 
the event of a service breach as detailed by the service agreement.


PM006


Vendor shall have a Service Management Plan. The service management plan shall 
include how the vendor will address Information Security Management, a Change 
Management Plan (design, develop, test, and deploy changes involving planned 
downtime, changes to system look, front end functionality, and/or cost shall be 
coordinated with the USCG), archive and searchable patch notes, Knowledge 
Management (e.g. desk guides, FAQs, user manuals, and/or training videos), 
participating in User Acceptance Testing, Service Continuity for unexpected loss or 
degradation of services, and the transition of the data back to the USCG at the 
conclusion of the contract.


PM007


Vendor shall provide User Acceptance Testing plans and execute them for system 
changes involving modification to the look, front end functionality, and/or 
unplanned costs.


PM008
If the vendor intends to deploy hardware to the field, the Service Management 
Plan shall include Supplier Management.


Policy/Regulation Compliance Requirements


Program Management Requirements
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STATEMENT OF WORK 
FOR 


AUXDATA MODERNIZATION CALL 
 
1.0 GENERAL  
 
1.1 BACKGROUND. 
 
The Auxiliary IT System (AUXDATA) is the United States Coast Guard’s (USCG) only 
repository for personnel, program, and activity data for the Auxiliary’s 25,700 active and 9,800 
retired members who provide year-round high-quality support to virtually every USCG program. 
It is the platform for the Auxiliary Order Management System that is used to issue all Auxiliary 
patrol orders and facilitate the reimbursement of over $2.9M in associated Auxiliary patrol 
expenses (e.g., fuel, maintenance, meals). It is one of the Coast Guard’s most heavily used 
information systems. Historically, it has been significantly underfunded. This funding deficit has 
resulted in a massive list of backlogged change requests needed to facilitate policy changes, as 
well as an inability to build additional functionality to properly track and manage new Auxiliary 
programs, such as Auxiliary Clergy Support (supporting CG-00A), Auxiliary Financial 
Educators (supporting CG-11 and CG-13), and the Auxiliary Build program (supporting CG-43).  
The government requires Contractor assistance transitioning the current AUXDATA system 
capabilities and its data to a Cloud-Hosted, vendor-managed Software-as-a-Service. 
 
1.2 SCOPE. 
 
This task order requires a rapid deployment of an AUXDATA system replacement.  The purpose 
of the Auxiliary Data (AUXDATA) system can be summarized as follows: 


• Accurately quantify the activities of the USCG Auxiliary members and produce a current 
record of those accomplishments in a variety of cumulative report formats. 


• Provide up-to-date data and statistical information necessary to define the Auxiliary’s 
mission value and position in the USCG family. Such information will be used by the 
USCG in presentations before the executive, legislative, and judicial branches of the 
Federal, State, and local Government agencies, as well as for intra- and inter-service and 
Public Affairs (media) needs. 


• Provide an accurate depiction of Auxiliary member and facility capabilities to the 
Operational Commanders of the USCG needing or contemplating the use of the Auxiliary 
in accomplishing their missions. 


• Maintain an automated national database for the Auxiliary organization with an ability to 
provide data reports at various organizational tiers. 


 
1.3 REQUIREMENTS 
 
The Contractor shall provide and implement a Commercial-off-the-shelf (COTS), Cloud-Hosted, 
Software-as-a-Service solution for the Government’s AUXDATA system. The functional and 
non-functional requirements are attached in Appendix A.  After implementation, there will be a 
transition phase where the Contractor will be required to transition all data (approximately 15GB 
of .dbf files stored in an Oracle 12c database), minimum 32,000 current users/accounts, 
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maximum 50,000 users/accounts, and train all end users on the Cloud-Hosted environment. 
Finally the Contractor shall provide regular maintenance and continued support. The purpose of 
the Auxiliary Data (AUXDATA) system application can be summarized as follows: 
• Provide a means of access for Auxiliarist members and staff. 
• Provide a means to manage all members of the Coast Guard Auxiliary. 
• Provide a means to manage Auxiliary Organizational Units. 
• Provide a means to track all activities of the Coast Guard Auxiliary. 
• Provide a means to track resources of the Coast Guard Auxiliary. 
• Provide a means to produce reports on all Coast Guard Auxiliary functions. 
• Provide a means to manage training of Auxiliarists. 
• Provide a means to manage security clearances of Auxiliarists. 
• Provide a means to process patrol orders for the Coast Guard Auxiliary. 
 
More detailed requirements can be found in Attachment 6/Appendix A. 
 
1.3 CONTRACTOR PERSONNEL. The Contractor shall provide contracting support to 
deliver a fully operational and maintained solution in accordance with the requirements in this 
SOW and applicable Federal and Agency regulations. 
 
1.4 APPLICABLE BPA REQUIREMENTS. 
 
1.4.2 Qualified Personnel 
1.4.3 Employee Identification 
1.4.4 Employee Conduct 
1.4.5 Removing an Employee for Misconduct or Security Reasons 
1.4.6 Conflict of Interest 
1.5 SPECIAL REQUIREMENTS AND SECURITY 


1.6 
DEPARTMENT OF DEFENSE TRUSTED ASSOCIATE 
SPONSORSHIP SYSTEM (TASS) AND COMMON ACCESS CARDS 


1.7 PLACE OF PERFORMANCE 
1.8 HOURS OF OPERATION 
1.12 PROTECTION OF INFORMATION 
1.13 TRAVEL 


2.0 
GOVERNMENT FURNISHED PROPERTY/RESOURCES AND 
INFORMATION 


3.0 CONTRACTOR FURNISHED PROPERTY 
4.1 STATUS MEETINGS 
5.0 REFERENCES 
6.0 GOVERNMENT POINTS OF CONTACT 
7.0 PAYMENT INFORMATION 
8.0 CENTRALIZED INVOICE SUBMITTAL INSTRUCTIONS 
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1.5 PERIOD OF PERFORMANCE. This call consists of a base period of one year, which 
includes implementation and management of the service, plus four one-year option periods for 
managing the service, for a total potential period of five years (60 months), if all options are 
exercised.  
 
Base Period:    16 May 2019 – 15 May 2020 (12 Months)  
 
Option Period 1:  16 May 2020 – 15 May 2021 (12 Months) 
 
Option Period 2:  16 May 2021 – 15 May 2022 (12 Months) 
 
Option Period 3:  16 May 2022 – 15 May 2023 (12 Months) 
 
Option Period 4:  16 May 2023 – 15 May 2024 (12 Months) 
 
 
1.6 CONTRACT TYPE. CLINs for implementation and management of the service will be 
Firm-Fixed Price (FFP). CLINs for travel will be Time & Materials without G&A.   
 
1.7 DELIVERABLES AND REPORTING REQUIREMENTS. See Section 5.0 below.  
 
2.0 DELIVERABLES 
 
2.1 TECHNICAL/PROJECT DOCUMENTATION. The Contractor shall provide the 
following documentation with the performance of this task order and as directed by the USCG: 
 
Item Deliverable/Event Description Due By 


1 Service Level 
Agreement (Draft) 


Service Level Agreement between the Service 
Provider (Vendor) and Service Consumer 
(Government). This will be based upon the 
requirements in the call and various aspects of 
the proposal. The remaining aspects will be 
proposed by the vendor in this draft. The DHS 
standard SLA template will be utilized. 


NLT Ten (10) 
business days after 
Call Award 


2 Service Level 
Agreement (Final) 


Service Level Agreement between the Service 
Provider (Vendor) and Service Consumer 
(Government). This will be the final version of 
the SLA, updated with the feedback from the 
Government on the SLA Draft, and signed by 
the Service Provider (Vendor). With 
Government approval, it will be signed and a 
copy returned to the vendor for their records. 


NLT Twenty-Five 
(25) business days 
after award 
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3 Project Plan The vendor project plan should include a 
work-breakdown structure and schedule for 
implementing the new solution, and 
transitioning data and operations from the 
current system to the new solution.  
Additionally, this plan should include the 
vendor’s plan for conducting and recording 
user acceptance testing. 


NLT Ten (10) 
business days after 
award 


4 Training Plan 
(Draft) 


The vendor must submit a proposed plan on 
how they will provide end-user training for all 
users of the new system 


NLT Ten (10) 
business days after 
award 


5 Training Plan 
(Final) 


The vendor must submit its final plan and 
schedule for conducting end-user training. 


TBD (dependent on 
proposed method and 
potential Government 
coordination) 


6 Training Materials Any proposed end-user training materials 
including but not limited to: videos, desk 
guides, course syllabi, power point 
presentations, etc. are subject to Government 
approval before dissemination. 


TBD (dependent on 
proposed schedule 
and method) 


7 User Acceptance 
Testing Report 


Final report for completed user acceptance 
testing, verifying the solution is suitable for the 
end user. 


TBD (dependent on 
proposed schedule) 


8 Fully Operational 
Service 


The point at which User Acceptance Testing is 
complete, all users and data have been 
transitioned to the system, the system is fully 
functioning, and services are being provided 
by the vendor.  


TBD (dependent on 
proposed schedule) 


9 Weekly Status 
Report 


This weekly progress report shall include a 
summary of all Contractor work performed, all 
direct costs by line items, an assessment of 
technical progress, schedule status, any travel 
conducted and any Contractor concerns or 
recommendations for the period being reported 
that may impact successful Contractor 


Weekly, every 
Wednesday from Call 
Award through 
transition to new 
solution 
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performance. 


10 Assist and develop 
ATO 
documentation 


These documents are dictated by the National 
Institute of Science and Technology’s Risk 
Management Framework. The contents of the 
deliverables will be provided jointly by the 
USCG and the vendor; however, the vendor 
will be responsible for producing many of the 
documents. The documents to be produced by 
the vendor will be detailed in the Security Plan 
of Actions and Milestones; which, is 
developed by the USCG. 


In accordance with 
Security Plan of 
Actions and 
Milestones. 


11 Monthly Service 
Metrics report 


Report provides all pertinent service metrics as 
detailed in the vendor’s Service Management 
Plan. This report must include the availability 
of services and the total unavailable minutes 
for all services delivered broken down between 
national day and night (Sunrise on East Coast 
to Sunset on West Coast) per the 
Requirements. 


The first Friday of 
every month post 
implementation/transi
tion 


12 Monthly Incident 
and Problem Report 


This report provides a summary of the events, 
incidents, and problems occurring within the 
month of report. An incident is an unplanned 
disruption of service(s) or an unplanned 
degradation to services. A problem is the root 
cause of one or more incidents. This report 
must include the total number of occurrences, 
average time to respond, and the number of 
repeat occurrences of Incidents and Problems 
during the period of report as well as all 
pertinent metrics as detailed in the vendor’s 
Service Management Plan. 


The first Friday of 
every month post 
implementation/transi
tion 


13 Knowledge 
Management 
Artifacts 


These artifacts represent the knowledge 
management repository for the user base. The 
type of artifact (e.g. Desk Guides, FAQ’s, 
and/or, Wiki, etc.) will depend upon the 
vendor’s Service Management Plan. The 
content for these artifacts will come from 


Upon identification 
by COR. 







Attachment 6: AUXDATA STATEMENT OF WORK 
RFQ 70Z0G319QPBZ02900 


 


6 
 


multiple sources such as user service requests, 
patch notes, incident/problem management, 
USCG management, etc. The vendor or the 
USCG can recommend new content; however, 
the content shall be developed by the vendor 
and approved for addition by the USCG. 


16 Patch Notes Report that informs the user base of the 
changes they can expect to experience after the 
deployment of a new feature or update to the 
system. It also provides user with ancillary 
information to accompany a change (i.e. 
information not directly associated with the 
new/changed feature but pertinent for the 
user’s ability to continue receiving the service 
from the tool). 


Immediately 
following release of 
an update or new 
feature. 


17 Transition Out The Contractor shall assist the Government in 
transitioning data out of the system in the 
format it was transitioned in, or a format 
proposed by the Contractor that is acceptable 
to the Government.  


Within 30 days of 
notification by COR. 


 
 
2.2 POST-AWARD CONFERENCE.  The Contractor shall attend a Post-Award Conference 
with the Contracting Officer and the COR no later than five (5) business days after the call has 
been awarded.  The purpose of the Post-Award Conference is to discuss technical and 
contracting objectives of the call.  Within three business days post Post-Award Conference, the 
Contractor shall provide meeting minutes.  


 
2.3 WEEKLY STATUS REPORTS. The Contractor shall provide a weekly status report to the 
COR and Contracting Officer via electronic mail from the first Wednesday post-award to when 
the transition to the new solution is complete. This weekly progress report shall include a 
summary of all Contractor work performed, an assessment of technical progress, schedule status, 
any travel conducted and any Contractor concerns or recommendations for the period being 
reported that may impact successful Contractor performance.  
 
2.4 GENERAL REPORT REQUIREMENTS. The Contractor shall provide all written reports 
in electronic format with read/write capability using applications that are compatible with the 
Coast Guard Standard Workstation. 
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2.5 TRAINING REQUIREMENTS. The Contractor shall provide a means for training all end-
users to ensure they understand all system functionality. At a minimum a basic user guide should 
be available for all users before transition. 
 
3.0 ENTERPRISE ARCHITECTURE REQUIREMENTS. All solutions and services shall 
meet DHS Enterprise Architecture policies, standards, and procedures. Specifically, the 
contractor shall comply with the following DHS EA requirements: 
 


• All developed solutions and requirements shall be compliant with the HLS EA 
• All IT hardware and software shall be compliant with the HLS EA Technical Reference 


Model (TRM) Standards and Products Profile 
• Contractor shall assist the Government in submitting description information for all data 


assets, information exchanges and data standards, whether adopted or developed, to the 
Enterprise Data Management Office (EDMO) for review, approval and insertion into the 
DHS Data Reference Model and Enterprise Architecture Information Repository. 


• Development of data assets, information exchanges and data standards shall comply with 
the DHS Data Management Policy MD 103-01 and all data-related artifacts shall be 
developed and validated according to DHS data management architectural guidelines. 


• The tool shall be IPv6 compliant per OMB Memorandum M-05-22, August 2, 2005 and 
as defined in the US. Government Version 6 (USGv6) Profile National Institute of 
Standards and Technology (NIST) Special Publication 500-267) and the corresponding 
declarations of conformance defined in the USGv6 Test Program. 


 
 
3.1 Transitioning Out. Throughout this call, the USCG is the sole owner of the data; both the 
data provided at the onset of the agreement and the data accrued and aggregated through the 
agreement’s duration. At the end of the call the Government will require full cooperation in 
transitioning its data out of the Contractor system within 30 days of notification by the COR. At 
a minimum, the Contractor must be able to transition the data out of their system in the format it 
was transitioned in; however, the Contractor may propose alternative formats to transition the 
data that can be used with approval by the COR.  Upon completion of the transition, the 
Contractor will attest, in writing, that its system no longer contains any of the data.  
 
3.2 Invoicing Payment Schedule 
 
Implementation/Transition Phase: This phase begins at call award and concludes upon the ‘Fully 
Operational Service’ Event.  This phase is firm-fixed price and may only be invoiced after 
complete.  


Service Management Phase: This phase begins after the ‘Fully Operational Service’ Event and 
continues through call expiration.  This firm-fixed price phase includes a base period and four 
12-month options.  Each option price will be divided by the number of months in that period for 
equal firm-fixed monthly payments. 


 
APPENDIX A: 
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1.0 INSTRUCTIONS TO OFFERORS 
 


This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab 


(PIL). The PIL is a virtual lab that experiments with innovative techniques for increasing 


efficiencies in the procurement process and institutionalizing best practices. There is nothing you 


need to do differently for this requirement. The PIL project team may reach out to successful and 


unsuccessful Offerors to assess effectiveness of the procurement process and the innovative 


techniques applied. The anonymous feedback will be used to further refine DHS procurement 


practices. Additional information on the PIL may be found here-https://www.dhs.gov/pil. 
 


1.1 GENERAL INSTRUCTIONS 


This document (70Z03819RM0000001) is issued as a Fair Opportunity Notice (FON) under 


FAR 16.505. This document and incorporated provisions and clauses are those in effect through 


Federal Acquisition Circular (FAC) 2020-01, effective 10 October 2019. This FON is issued 


under the DHS Strategic Sourcing Contract Vehicles, EAGLE Next Generation (Next Gen), 


Government Wide Acquisition Vehicles (GWACs), National Institute of Health’s (NIH), Chief 


Information Officer-Solutions and Partners 3 (CIO-SP3) Small Business (SB). Only HUBZone 


vendors may submit an offer for this requirement. This procurement will be conducted in 


accordance with FAR 16.505. The applicable North American Industry Classification Standard 


Code (NAICS) is 541512. The average annual receipts is $27.5M.   
 


The Government intends to award a Firm-Fixed Price task order resulting from the FON to the 


responsible Offeror whose offer represents the best value after evaluation IAW the factors in the 


FON. Therefore initial offers shall contain the best terms for both technical, past performance, 


and price. The task order will be a one (1) year Base Period and, if exercised, four (4) one (1) 


year Option Periods for ISD Professional Services.  
 


1.2 EVALUATION FACTORS OVERVIEW 
 


The evaluation will be based on an integrated assessment of the information submitted in the 


Offeror’s proposal and other evaluation information available to the Government. The integrated 


assessment of proposals will include a risk assessment of the overall proposal. 
 


The non-Price Factors, when combined, are significantly more important than the Price Factor. 


Phase I-Factor I and II are the most important factors and are in descending order of importance. 


Phase II-Factors III, IV, and V, are in descending order of importance. 
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This evaluation will evaluate the offers received in response to the FON using the following 


factors:  
 


PHASE I:   


Factor I-    Relevant Experience 


Factor II-   Past Performance  


    


PHASE II:   


 Factor III- Technical Capability (Oral Presentation) 


 Factor IV- Management Approach (Oral Presentation) 


 Factor V-  Price 


    


The Government intends to break down the proposal process into the following (2) phases 


(Paras. A.3 and A.4). 


 


Vendor questions regarding the FON must be received by the dates specified in the chart under 


Section 3.0.  


 


Please submit any FON questions as follows: 


• Submit questions using NIH’s e-GOS system. 


 


Instructions for Submitted Documentations 


All submitted documents shall comply with the instructions as followed: 


1. All font shall be Times New Roman twelve (12) point, except for diagrams and drawings 


where impractical. Fonts in graphics and charts shall be no smaller than eight (8) point 


and each page within each attachment shall be numbered consecutively.  


2. Files shall be submitted in PDF format, margins shall be set at 1” at the top and bottom, 


and .75” at the left and right, and the documents shall be submitted so that each page will 


print on 8.5” x 11” paper. 


3. Total email cannot exceed 10 megabyte (MB). Zip files are acceptable. 


4. Each page containing proprietary information should be so marked. 


5. Each page shall contain the following legend at the bottom of each sheet: This Document 


is Source Selection Sensitive Information in accordance with (IAW) FAR 2.101 and 


3.104. 


 


1.3 BREAK DOWN OF PHASE I AND MOVING TO PHASE II  
 


1.3.1 Phase I-Factor I –Relevant Experience 
 


Offerors are required to submit Relevant Experience in accordance with the instructions below: 


 


The Offeror shall provide a written summary of relevant prior experience for up to three (3) prior 


contracts and task orders. The total Relevant Experience summary shall not exceed 15 pages 


total. Each summary shall describe the Offeror's relevant experience and how that experience 
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reduces risk and/or increases likelihood of success for this acquisition. The summary shall 


include descriptions of up to three (3) contracts/task orders/IDIQs performed within the last five 


(5) years that demonstrate this experience. For each description, the Offeror shall point out ways 


in which the experience is similar to this acquisition and ways in which it is not. The summary 


shall describe how the Offeror's relevant experience provides confidence to the Government of 


success for this requirement. A Prime Contractor is defined as an Offeror who listed as a vendor 


on the NITAAC, NIH CIO-SP3 contract.  


 


If the Offeror is utilizing a Major Subcontractor and/or Teaming Partner in its proposal, at least 


one (1) of the three (3) examples of the relevant prior experience provided shall be that of a 


Major Subcontractor and/or Teaming Partner. If a prime is utilizing a Subcontractor and/or 


Teaming Partner AND it will exceed its three (3)-submission limit, one (1) additional submission 


only for a Subcontractor and/or Teaming Partner is permitted. An Offeror's Major Subcontractor 


is defined as one which is expected to perform 20% or more of the work on this task order. If the 


Prime Offeror does not intend to use any has Major Subcontractors in the performance of this 


task order, it should indicate this in its summary submission. The Offeror may reference 


additional Subcontractor and/or Teaming Partner in the summary; however, no examples shall be 


submitted.   


 


If demonstrated relevant prior experience of Subcontractors is submitted, the Offeror shall 


clearly identify the owner of the demonstrated relevant prior experience. A letter of commitment 


shall be submitted to team with the Offeror, the letter shall be signed by an individual of the 


Major Subcontractor/Teaming Partner's firm authorized to make such a commitment. This 


commitment shall be on Major Subcontractor/Teaming Partner's letterhead, and confirm a 


Subcontracting agreement is in place and explain the role of the Subcontractor for the current 


USCG requirement. These letters of commitment from the Major Subcontractor/Teaming 


Parnter(s) shall not count against the page limitation.  


 


The Offeror may include examples of on-going projects as demonstrated relevant prior 


experience (for itself or Major Subcontractors) providing that 12 months of performance, at a 


minimum, under the on-going contract has been completed. The Offeror must clearly describe 


the current stage of the project and what has been completed under performance to date. The 


Government reserves the right to contact the identified representative of the Government agency 


or company as part of the reference checks to confirm the information presented in the 


demonstrated relevant prior experience proposal submission. 


 


The totality of the cited prior experience should demonstrate the following "relevant" experience: 


 


 Experience with supporting mission critical applications, enterprise systems and Tier 3 


help desk support for 24 hours a day, 7 days a week, without exception; operations 


support of Federal/State/Local Government systems; the size, scope and complexity of 


those contracts/task orders should be comparable with the ISD Professional 


requirement; 
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 Work performed within the Program Management, Database Engineering, 


Development, Security, and Technology fields; 


 Experience with application development, web development, system engineering, 


account management asset management and network support;  


 Work requiring engagement of a wide array of stakeholder groups, and management of 


a backlog of highly dynamic, fluctuating requirements from across those stakeholder 


groups; 


 Direct, applicable experience supporting the complete support identified in the SOW; 


 Delivery of high quality work products which provide value to stakeholders; and 


 Retention of personnel, particularly the retention of key personnel positions, and 


turnover rate of key personnel; each reference should discuss managing a large and 


complex team under the same requirement for Information Technology (IT) services. 


 References may be considered more relevant if they involve a team of 50 employees or 


more.   


 Subcontracting work where 20% or more of the work on a contract or task order was 


performed. 


 


The summary for each contract/task order must also include the following data: 


 Name of Customer Agency 


 Point of Contact Information 


 Contract/Task Order Type 


 Prime/Subcontractor Percentage  


 Period of Performance 


 Total Contract Dollar Value 


 A summary of the scope/work performed for the contract/task order. 


 


Relevant Experience Submission requirement: 


 Submit Relevant Experience using NIH’s e-GOS system and must be received by the 


dates specified in the chart under Section 3.0. 
 


1.3.1.1  Relevant Experience Evaluation 
The Offeror’s Relevant Experience submission shall demonstrate successful management of 


relevant projects. Relevance is considered similar in nature, size and complexity to the SOW. 


The relevancy and source of the information and context of the data.  
 


Through the Relevant Experience evaluation, the Government will assess its confidence that the 


Offeror has the ability (which includes, if applicable, the extent of its Major Subcontractor’s and 


Teaming Partner’s involvement) to successfully accomplish the proposed effort based on the 


Offeror’s demonstrated Relevant Experience.  
 


 The Offeror shall provide all Relevant Experience Information IAW Section A.3.1 the 


directions provided in this FON.  
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1.3.2 Phase I-Factor II-Past Performance  


The Past Performance will assess the Offeror’s ability to successfully accomplish the proposed 


effort based on the Offeror’s demonstrated Past Performance. The Government may use 


information available from past contracts, task order, and purchase orders with the USCG, 


 


delivery information found in the USCG’s Asset Maintenance Management Information System 


(AMMIS) system, and any information found using sources such as Federal Government 


sources, Past Performance Information Retrieval System (PPIRS)/Contractor Performance 


Assessment Reporting System (CPARS). The Government reserves the right to limit or expand 


the number of references it decides to contact. 


 


1.3.2.1 Past Performance Evaluation 


The Past Performance evaluation will assess the ability (which includes, if applicable, the extent 


of its Major Subcontractor/Teaming Partner’s involvement) to successfully accomplish the 


proposed effort based on the Offeror’s demonstrated Past Performance. Past Performance will be 


evaluated using the definitions located in Section 2.1 of this document. 


 


Note 1: Failure to participate in Phase I of the procurement precludes further 


consideration of an Offeror. 


 


1.3.3 Advisory Down-Select Decision 


After the Government completes Phase I- Factor I, Offerors will receive an advisory notification 


via e-mail from the Contracting Officer (KO). This notification will advise the Offeror of the 


Government’s advisory recommendation to proceed or not to proceed with the Phase II 


submission. The Government intends to advise approximately three (3) scheduled contractors 


who are rated most highly for Factor I to proceed to Phase II of the submission process. Offerors 


who were not among the most highly rated will be advised that they are unlikely to be viable 


competitors, along with the general basis for the Government’s advisory recommendation. The 


intent of this advice is to minimize proposal development costs for those Offerors with little to 


no chance of receiving an award. Offerors should note that Phase I evaluation factors are more 


important than Phase II evaluation factors. 


 


Note 2:  All Offerors who are advised to proceed or choose to proceed despite the 


Government’s recommendation should inform the Contract Specialist (CS) of its intention 


to proceed within three (3) business days of receiving the down-select notice. 


 


1.3.4   Discovery Session 


Those Offerors that either received advisory notifications to proceed to Phase II or choose to 


self-include and continue to Phase II, shall be invited to participate in a scheduled discovery 


session to review Software Change Requests (SCR), CG FIXIT tickets, examples of code, and 


examples of ALC organic support to assist in oral presentation preparation. The Discovery 


Session will be conducted at a minimum of two (2) weeks from the date of receipt of the 
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advisory notification letter. Each Offeror will have its own Discovery Session, without other 


Offerors present. 


 


Offerors will receive instructions and schedule dates and times to visit ALC to review relevant 


data. The date and time to have access to ALC’s data will be coordinated with the Offerors POC 


upon approval of proposed personnel. The Government will have two (2) optional dates and 


times that will be made available to review the data provided by the Government.  


 


The Government will not delay the discovery session for personnel vetting issues. Additional 


personnel will not be processed for access to ALC if submitted personnel are not approved by 


the Government prior to the scheduled date and time.   
 


Note 3:  Access to ALC’s data is not required to proceed to Phase II-Oral Presentation; 


however, it is highly encouraged. The data provided at ALC will be standard for all 


Offerors.  


  


During the Discovery Session, each Offeror will be provided two (2) hours to review the data 


and ask questions to increase their understanding of the Government’s requirements based on 


the data provided. Each Offeror is permitted to bring up to five (5) personnel to the Discovery 


session. The five (5) personnel can be made up of any combination of the Prime and the Major 


Subcontractors/Teaming Partners. The Government will answer the questions, at its discretion, 


in a one-on-one setting in real time. This Discovery Session is not intended to provide feedback 


on Offerors proposed approaches. Questions and answers may differ across Offerors. Answers 


during these sessions are non-binding unless it results in an amendment to the RFP. Offerors are 


encouraged to prepare questions that are sufficient and detailed enough to support the 


preparation of Phase II proposal.  


 


The Discovery Session replaces traditional written question and answers exchange between the 


Offeror and the Government. However, if a question is asked and answered that may have 


relevance to all Offerors, the Government may share that information with other Phase II 


offerors but the Government is not obligated to do so.   


 


1.4 PHASE II – ORAL PRESENTATIONS 


 


1.4.1 Oral Presentation Scheduling 


Oral Presentations shall begin upon the completion of the Discovery Session; all potential 


Offerors will have approximately two (2) weeks to prepare for the Oral Presentations. Oral 


Presentations will conclude based on the numbers offers that choose to participate in Phase II. 


The CS will determine the order in which Offerors are scheduled through a random selection 


process. Requests to reschedule will be at the discretion of the CS.  
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Oral Presentation Intent to Offer Instructions 


All notifications of an Offeror’s intent to submit an offer shall be accomplished as 


follows: 


 


o i. The Offeror shall forward an email to: D05-DG-ALD-Procurement-


Staff@uscg.mil. Include “Intent Notification” in the Subject line. Email must be 


received by the dates specified in the chart under Section 3.0. 


 


o ii. The Offeror shall provide Name of Offeror, address, and point of contact 


(POC) including an e-mail and phone number of whom you wish USCG to 


coordinate the oral presentation schedule. 


 


Within two (2) business days after the notification of intent deadline, the KO or CS will contact 


via email the Offeror’s POC to provide the schedule date and time of the oral presentation. 


Location and building access instructions will be provided at that time. Oral presentations will be 


held in person at a specified location in Elizabeth City, NC.  


 


Note 4: Failure to participate in the Oral Presentation precludes further consideration of 


an Offeror.  
 


1.4.2  Presenter Requirements 


The Offeror’s presentation team is limited to five (5) current employees of the Prime 


Contractor or Major Subcontractor/Teaming Partner. Consultants or professional presenters are 


not authorized to participate in the oral presentation. The Government requires at least one of the 


persons in the oral presentation to have a major functional role in the execution of the technical 


solution being proposed.  


 


1.4.2.1 Oral Presentation Rules of Engagement  


Oral Presentation Rules of Engagement are broken down as follows: 
 


1. Presenter names and their roles in ISD Professional Services shall be submitted to the 


specified Government POC at least three (3) business days in advance of the Offeror’s 


scheduled oral presentation date (The Government will provide POC during presentation 


scheduling). The presentation team shall be knowledgeable and well versed in all aspects  


of the Offeror’s proposed solution and be able to address all presented material 


independently of other sources. 


2. The presentation team may not reach back, such as by telephone or e-mail, to any other 


personnel for assistance during the oral presentation. 


3. The Offeror may submit a PDF file up to 25 PowerPoint slides*; Offeror shall provide 


the PDF electronically by email. The submission deadline will be determined after the 


Discovery Session. The requirements listed in section 1.2 of this document do not apply 


to the PowerPoint slides. 
 


* Note: The slide limit of 25 applies to oral presentation as a whole; both portions of the 
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Oral Presentation Factors II and III, when combined have a limit of 25 slides. The slides 


are to be used by the Offeror in support of the Oral Presentation for Factors II and III on 


the date of their presentation. While the slide limit is 25 slides for this submission, the 


Offeror is reminded to consider that the oral presentation is time-boxed and is encouraged 


to consider how many slides can be adequately covered during the oral presentation. 


The presentation slides will not be evaluated; the evaluation will be based on the oral 


presentation. The presentation slides are intended solely to help the evaluators follow the 


Offeror's oral presentation. Advance submission of the PowerPoint slides is solely to 


protect the integrity of maintaining equal submission development time for all Offerors, 


regardless of the scheduled date for Oral Presentations. Additionally, the Government 


reserves the right to include aspects of the Offeror's Oral Presentation as special terms 


and conditions to any resultant task order. 


 


4. Presenters shall not bring and, are forbidden to use, electronic equipment of any kind 


after arriving at the presentation site (no laptops, tablets, phones, etc.). The Government 


will provide secure storage of Offeror’s electronic equipment during the preparation, 


presentation and Q&A times, as well as personal belongings such as handbags, 


briefcases, etc. 


5. The Government will provide flipcharts, paper, and writing materials, which may be used 


as needed, during the presentation. There will be no capability to photocopy at the oral 


presentation.  


6. All presentation materials will be collected after each oral presentation. 


7. The Government will provide a conference room and a table of sufficient size to 


accommodate the Offeror’s five (5) personnel. 


8. Travel costs for the presentation will not be reimbursed. 


 


Note 5: The confidence rating earned for the presentation will be based on the oral part of 


the presentations. The Government reserves the right to, and may audio or video record 


the oral presentations. 
 


1.4.3 Presentation Timeline 


Oral presentations will be limited to 3.5 hours *, broken down as follows: 
 


a) The Offeror shall arrive at least 20 minutes before the assigned scheduled time for 


processing and accessing the building. A USCG representative will escort the presenters 


to the appropriate location. Presentations will begin promptly at the appointed time. 


 


b) Preparation (up to 45 minutes) – In addition to advanced-released questions, the 


Government will provide a set of on-the-spot questions the day of the presentation. The 


on-the-spot questions will address the various technical and management elements listed 


in the requirements document. The presenters will have up to 45 minutes to prepare.  
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c) Presentation (105 minutes) – The Offerors will have up to 105 minutes to conduct a 


presentation on both the advance questions and the spot questions, and Factor II- 


Technical Capability and Factor III- Management Approach.   
 


d) Q&A (up to 60 minutes) – After the  presentation, the Government will caucus for up to 


60 minutes to identify any questions it may wish to ask based on the presentation. After 


the caucus, the Government and Offeror will participate in an interactive dialogue as the 


question and answer format. These exchanges are viewed as a component of the oral 


presentation itself and do not constitute discussions.  


 


* Note: Offerors’ Oral Presentation time does not include the 20 minutes at arrival or the   


Government’s 60 minutes caucus time.  


 


1.4.4 Questions 


Each Offeror will be provided two (2) sets of questions; the first set will be in advance, and the 


second set will be on-the-spot during the Oral Presentation. The advanced questions will allow 


Offerors to prepare responses in advance of the presentation. The advanced questions will be 


sent via email to the Offeror’s POC after confirmation to participate in the Oral Presentation. The 


on-the-spot questions will be provided the day of the Offeror’s Oral Presentation. The answers to 


both sets of the questions will serve as the basis of the Offeror’s presentation.  


 


1.4.5 Factor III – Technical Capability  


During the Oral Presentation, the Offeror must demonstrate their understanding of the 


requirement and the proposed risk. The Government will evaluate the Offeror’s ability to 


perform as well as their overall understanding of the technical requirements and compliance with 


the FON requirements. 


 


The Offeror shall demonstrate the aspects of their company that uniquely position itself to 


support the Government IT requirements and how the offeror can add value in executing the 


activities associated with the Government’s operational mission support and the Team Tasking. 


 


1.4.6 Factor IV -Management Approach  


The Oral Presentation shall provide sufficient information regarding how the execution of the 


task order will be managed, the management processes and procedures that will be used in 


managing the work efforts to accomplish the requirements specified in the SOW. The proposal 


shall also demonstrate a definitive and comprehensive approach to managing so that the 


Government is able to determine its level of confidence in the Offeror’s understanding of the 


requirements, ability to perform against the task order, and the likelihood of successful task order 


performance.  


 


The Offeror shall discuss and provide sufficient information exhibiting an efficient and well-


structured project management organization with clear lines of authority that provides a realistic 
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and achievable management approach for satisfying the requirements of the SOW; and the 


management approach shall identify the skill mix with the appropriate level of knowledge and  


experience for successful execution of the task order requirements. The following areas will be 


assessed: 


 Qualifications and experience meeting the position requirements; 


 Ability to recruit and retain qualified personnel in order to minimize learning curves and 


retain knowledge available; 


 Any impact to upgrades, patching and technical refreshes when analyzing the potential 


for disruption of schedule or degradation of performance; and 


 Total Compensation Plan and its likely effects on recruiting and retention.  


 


1.4.6.2 Areas of Importance 


The Offeror shall include a high level composition of the proposed team, which includes an 


estimated number of personnel and labor categories. Include a brief summary of team(s) and the 


team(s) relationships and responsibilities in the execution of the planned work. 


 Discuss the ability to establish a workforce sufficient to satisfy the requirements of the 


contract, over the entire life of the contract, to include any in-scope additional work.  
 


 The Offeror shall discuss ability to respond to contractual performance issues and 


conditions, including the method by which issues will be evaluated and addressed and the 


implementation of risk mitigation strategies to maintain task order performance, quality, 


schedule, reporting  and mission requirements. 


 


 The Offeror shall discuss their staffing plan, which includes an integrated approach to 


managing team members and subcontractors if utilized.  


 If the Offeror is teaming with a subcontractor, that discusses assessed viability of 


the proposed skill set structure and the Offeror’s ability to manage its subcontracts 


in an efficient, effective, and optimized manner. The Offeror shall state that at 


least 50% of the work will be performed by the Prime contractor or other 


HUBZone SB concerns, IAW FAR Part 52.219-3 (DEVIATION 2019-01) Notice 


of HUBZone Set-Aside or Sole-Source Award.  


 


 The Offeror shall discuss the recruitment and selection process for all staff under this task 


order. 


 


 The Offeror shall demonstrate the ability to obtain qualified personnel who meet all 


requirements associated with the Privileged User Management Program (PUMP). 


 


 The Offeror shall provide Attachment Five (5) – Resume Permission Form, completed in 


its entirety for all Key Personnel resumes submitted with the proposal to ensure approval 


was received from each candidate prior to submitting the resume with the proposal.  
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 Resumes for all Key Personnel shall be submitted electronically and are due prior 


to the Offeror’s Oral Presentation. 


 Personnel names shall be redacted from the resumes prior to submission. 


 


 The Offeror shall discuss their Training Plan demonstrating how they will provide 


refresher or proficiency training opportunities to their employees. 


 


 The Offeror shall discuss their Staff Retention Plan demonstrating the following: 


 The Offeror shall discuss their historical rate of retention for the past five (5) 


years, including employee turnover and timeliness in filling positions with 


qualified employees for contracts of similar scope to this requirement. 


 


 The Offeror shall submit a Retention Plan to include, but not limited to general 


health coverage plans, compensation plans, retention incentives, employee 


benefits, general health/wellness program, career development, and morale 


programs. 


o The Retention Plan shall be submitted electronically and is due prior to the 


Offerors’s Oral Presentation. The Retention Plan has a maximum of three 


(3) pages total.  


 


 The Offeror shall provide a brief summary of their approach to transitioning, including 


phase-in and phase out.  


 


1.4.7 Oral Presentation Evaluation 


Through the Oral Presentations, the Government intends to understand the Offeror’s proposed 


solution and its capabilities as it relates to the Government’s performance objectives. The 


Government will assess the quality, and based on the levels of quality, a confidence rating will 


be assigned. Further, the Oral Presentations will be used as an opportunity to assess the viability 


of an Offeror to successfully deliver the USCG’s mission for the ISD Professional Services, by 


evaluating the responses to the advanced questions, on-the-spot questions, Factor III-Technical 


Capability, and Factor IV- Management Approach.  


 


1.5 Factor V-Price 


The Offeror shall provide pricing as requested in Attachment Three (3) titled “Schedule of 


Services” is due prior to the Offeror’s Oral Presentation. No alternate formats are permitted. The 


Offeror shall populate all areas of the Schedule of Services highlighted in yellow. The Offeror 


shall fully complete the schedule with unit and extended prices for the base period, and all option 


periods. Offerors shall also complete the hourly rates for all labor categories proposed including 


the key personnel, which have already been identified on Page 6 in the Schedule of Services. The 


page limit for the Price proposal is eight (8) pages. The provided schedule is six (6) pages, so if 


the Offeror were to provide a narrative, it should be two (2) pages or less to stay within the eight 


(8)-page limit.  
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All proposed pricing provided by the Offeror shall be fully burdened (inclusive of overhead and 


profit). Prices proposed shall be in U.S. dollars, rounded to the nearest whole cent. The Offeror’s 


price shall represent their best price in response to the FON. Proposals with Schedules of 


Services that are provided in the incorrect format, do not include the hourly rates for all labor 


categories, or are not fully completed for the base and all option periods with the aforementioned 


information, may be determined non-responsive and excluded from further consideration. 


 


1.5.1 Price Evaluation  


The price evaluation will be based upon the total evaluated price for each Offeror. The 


Government will evaluate the price for award purposes by adding the total price for all options to 


the total price for the base year.  


There will be no “confidence” ratings for Price. Price will be factored in a best value 


determination based primarily on competition. However, due to the potential variations in 


solutions that each Offeror may propose to meet the SOW, a determination of “reasonableness” 


as it relates to the Offeror’s overall proposed solution is also required to be considered for award. 


The Government reserves the right to utilize any proposal information received from the Offeror 


to assist the selection team in making a determination of reasonableness. The total evaluated 


price for purposes of award will be determined by: 


1. The total calculation of all Contract Line Items (CLINs), including options, as identified 


in the Price Schedule, and 


2. The total value of six (6) months of the last option period to accommodate the estimated 


value of support services under FAR clause 52.217-8, Option to Extend Services, in the 


event it is exercised. 


 


2.0  EVALUATION METHODOLOGY 
 


2.1 General Information 


The Offerors shall provide sufficient information for the Government to determine its level of 


confidence in in the ability of the Offeror to perform the requirements of the FON based on the 


assessment of relevant experience, technical capabilities, and management approach from the 


Offeror in conjunction with Subcontractor or Teaming Partners.  


 


2.2   Evaluation of Non-Price Factors  


 


Factors I, III, and IV  


The evaluation of each Factor will be done on a rating scale of "high confidence,” "some 


confidence," and "low confidence,” representing the Government’s confidence that the Offeror 


understands the requirement and will be successful in performing the work. The bulleted 


indicators or questions under each Factor are not listed in any specific order of importance.  
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Definitions 


 High Confidence- The Government has high confidence that the Offeror understands the 


requirement, proposes a sound approach that demonstrates the Offerors ability to be 


successful in performing the contract with little or no Government intervention.  


 Some Confidence- The Government has some confidence that the Offeror understands 


the requirement, proposes a sound approach, and will be successful in performing the 


contract with some Government intervention. 


 Low Confidence – The Government has low confidence that the Offeror understands the 


requirement, proposes a sound approach, or will be successful in performing the contract 


even with Government intervention.  


 


Factor II - Definitions  


The evaluation of Factor II will be done on a rating scale of “neutral,” superior,” “satisfactory,” 


and “unsatisfactory.”  


 


 Neutral – No relevant performance record is identifiable upon which to base a 


meaningful performance rating. A search was unable to identify any relevant past 


performance information for the Offeror, or subcontractors. This is neither a negative or 


positive assessment.   


 Superior – Based on the Offeror’s past performance record, essentially no doubt exists 


that the Offeror will successfully perform the required effort.  


 Satisfactory – Based on the Offeror’s past performance record, it is likely that the 


Offeror will successfully perform the required effort.  


 Unsatisfactory – Based on the Offeror’s past performance record, it is not likely that the 


Offeror will successfully perform the required effort. 
 


3.0 FON EVENT BREAKDOWN 


See the Tables below for the Multiphase Proposal Events, Proposal Content, and Evaluation 


Process. 


 


Phase  RFP Event Description Due Date* 


 


 


 


 


I 


Release of the FON 


Questions from Offerors: Demonstrate Relevant Prior Experience and 


General FON  


October 11, 2019 


October 21, 2019 


8:00 AM ET 


Government to respond to all Offerors’ questions October 25, 2019 


Submission from Offerors (Factor I-Relevant Experience) November 1, 2019 


8:00 AM ET 


Highly Rated Notification of Optional Advisory Down Select Letters 


sent to all Offerors (Factor I –Relevant Experience) 


November 5, 2019 


Optional Advisory Down Select Responses from Offeror and Optional 


Discovery Session notification to the Government 


November 8, 2019 


4:00 PM ET 
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 Government to provide Discovery Session schedule and dates to all 


remaining Offerors  


November 12, 2019 


Optional Discovery Session December 3-6, 2019 


Offeror’s Notification of Intent (Phase II-Oral Presentation) December 11, 2019 


4:00 PM ET 


 


 


 


II 


Government to provide Oral Presentation Advanced Questions, 


schedule and dates to all remaining Offerors 


December 13, 2019 


Factor III-Technical Capabilities, Factor IV-Management Approach and 


Factor V-Price- All required documents that are required as part of Oral 


Presentation are due to Government 


January 10, 2020  


4:00 PM ET 


Oral Presentations January 13-16, 2020 


Anticipated Award  January 31, 2020 


* Dates are subject to change.  


 


PROPOSAL CONTENT, LIMITATIONS AND EVALUATION PROCESS 


Phase I- Relevant Experience  


Factor I Content Submission Type 


Demonstrate 


Relevant Prior 


Experience 


Written Summary of Relevant Prior Experience (15 


page limit) 


e-GOS Submission to 


Government-Written Summary  


Advisory Down Select 


Demonstrate 


Relevant Prior 


Experience 


Notification of Advisory Down Select Government Notification 


 Intention to Proceed to Discovery Session Offeror Notification 


 


Discovery Session (Optional) 


N/A Instructions and Scheduling to review ALC’s data Government Notification 


 Government will schedule a maximum of two (2) 


hours with Offerors remaining after evaluation of 


Phase I 


Government Notification 


 Intention to Proceed to Oral Proposal Offeror Notification 


 Specific Date/Time/Location for the Oral 


Presentation will be provided by the Government 


 


Government Notification 


Phase II-Oral Proposal 


Questions  Advanced Questions Government Notification  
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Offeror to prepare responses in advance of the 


Oral Presentation  


 On-the-Spot Questions 


Provided on day of Oral Presentation 


 


 


Government Notification 


Factor III Content Submission Type 


Technical 


Capabilities 


Oral Presentation   Government will notify the 


Offeror to provide  PDF 


PowerPoint slides 


electronically 


 


Factor IV Content Submission Type 


 


 


 


 


 


 


 


Management 


Approach 


Oral Presentation  Government will notify the 


Offeror to provide  PDF 


PowerPoint slides 


electronically 


 


Key Personnel Resumes  


 


 Attachment Five (5) – 


Resume Submission 


Confirmation Form 


 Government will notify 


Offeror to submit the PDF 


electronically 


 


Retention Plan  Written Statement  


 Government will notify 


Offeror to submit the PDF 


electronically 


 


Factor V Content Submission Type 


Price Schedule of Services  


Written Narrative (optional) 


 Attachment Three (3)-


Schedule of Services 


 Government will notify 


Offeror to submit the PDF 


electronically 
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4.0 BASIS OF AWARD 
 


4.1 Fair Opportunity 


This FON is conducted under the fair opportunity guidelines of FAR 16.505, which outlines the 


ordering procedures for orders issued under Multiple Award Indefinite Delivery Indefinite 


Quantity contracts.  
 


This method does not use any aspects of FAR subpart 15.3. The use of this fair opportunity 


process does not obligate the Government to determine a competitive range, conduct discussions 


with any contractors, solicit proposals or revisions thereto, or use any other source selection 


techniques associated with FAR subpart 15.3. 
 


4.2 Comparative Analysis 


Following receipt of responses (including oral presentations), the Government may perform a 


comparative analysis (comparing contractor responses to one another) to select the contractor 


that is best suited to fulfill the requirements, based on the contractors’ responses to the factors 


outlined in this FON and their relative importance. 
 


4.3 Award on Initial Responses 


The Government anticipates selecting the best-suited contractor from initial responses, without 


engaging in exchanges with contractors. Contractors are strongly encouraged to prepare their 


best technical solutions and price in response to the FON. 


 


4.4 Exchanges with Best-Suited Contractor 


Once the Government determines the contractor that is the best-suited (i.e., the apparent 


successful contractor), the Government reserves the right to communicate with only that 


contractor to address any remaining issues, if necessary, and finalize a task order with that 


contractor. These issues may include technical and price. If the parties cannot successfully 


address any remaining issues, as determined pertinent at the sole discretion of the Government, 


the Government reserves the right to communicate with the next best-suited contractor based on 


the original analysis and address any remaining issues. Once the Government has begun 


communications with the next best-suited contractor, no further communications with the 


original best contractor will be entertained until after the task order has been awarded. This 


process shall continue until an agreement is successfully reached and a task order is awarded. 


 


5.0 RELEVANT INFORMATION AND ACCOMPANYING DOCUMENTS 


 


Any costs associated in the preparation, submission or any other areas related to the proposals 


will be the sole responsibility of the contractor and will not be reimbursed by the Government. 


 


See attached documents titled:  


 Attachment 1- Terms and Conditions 


 Attachment 2- Statement of Work 


 Attachment 3- Schedule of Services  
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 Attachment 4- Historical Data 


 Attachment 5- Resume Submission Confirmation 


 


The Offeror shall contact the Government Contacts listed below, in writing, for access to any 


documents the Offeror needs for proposal preparation.  


 


Closing date and time for receipt of offers is November 1, 2019 at 8:00 a.m. eastern time 


(ET). Questions will only be accepted until October 21, 2019 at 8:00 a.m ET. Questions shall 


be submitting by using the e-GOS system, responses will be provided to Vendors using the e-


GOS system. Telephone questions will NOT be accepted. Answers to questions will be made 


accessible to all potential offerors under the selected schedule holders. Proposals shall be 


submitted via the e-GOS System. The Government contacts are listed below and when referring 


to the FON please indicate FON number 70Z03819RM0000001 in the subject line. Anticipated 


award date is on or about 01/31/20.  


 


Government Contacts 


Hayley Osmon and Summer Wood -D05-DG-ALC-ALD-Procurement-Staff@uscg.mil. 
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1.0 INSTRUCTIONS TO OFFERORS 
 


This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab 


(PIL). The PIL is a virtual lab that experiments with innovative techniques for increasing 


efficiencies in the procurement process and institutionalizing best practices. There is nothing you 


need to do differently for this requirement. The PIL project team may reach out to successful and 


unsuccessful Offerors to assess effectiveness of the procurement process and the innovative 


techniques applied. The anonymous feedback will be used to further refine DHS procurement 


practices. Additional information on the PIL may be found here-https://www.dhs.gov/pil. 
 


1.1 GENERAL INSTRUCTIONS 


This document (70Z03819RM0000001) is issued as a Fair Opportunity Notice (FON) under 


FAR 16.505. This document and incorporated provisions and clauses are those in effect through 


Federal Acquisition Circular (FAC) 2020-01, effective 10 October 2019. This FON is issued 


under the DHS Strategic Sourcing Contract Vehicles, EAGLE Next Generation (Next Gen), 


Government Wide Acquisition Vehicles (GWACs), National Institute of Health’s (NIH), Chief 


Information Officer-Solutions and Partners 3 (CIO-SP3) Small Business (SB). Only HUBZone 


vendors may submit an offer for this requirement. This procurement will be conducted in 


accordance with FAR 16.505. The applicable North American Industry Classification Standard 


Code (NAICS) is 541512. The average annual receipts is $27.5M.   
 


The Government intends to award a Firm-Fixed Price task order resulting from the FON to the 


responsible Offeror whose offer represents the best value after evaluation IAW the factors in the 


FON. Therefore initial offers shall contain the best terms for both technical, past performance, 


and price. The task order will be a one (1) year Base Period and, if exercised, four (4) one (1) 


year Option Periods for ISD Professional Services.  
 


1.2 EVALUATION FACTORS OVERVIEW 
 


The evaluation will be based on an integrated assessment of the information submitted in the 


Offeror’s proposal and other evaluation information available to the Government. The integrated 


assessment of proposals will include a risk assessment of the overall proposal. 
 


The non-Price Factors, when combined, are significantly more important than the Price Factor. 


Phase I-Factor I and II are the most important factors and are in descending order of importance. 


Phase II-Factors III, IV, and V, are in descending order of importance. 


 


 


 


 


Remainder of this page left blank intentionally 
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This evaluation will evaluate the offers received in response to the FON using the following 


factors:  
 


PHASE I:   


Factor I-    Relevant Experience 


Factor II-   Past Performance  


    


PHASE II:   


 Factor III- Technical Capability (Oral Presentation) 


 Factor IV- Management Approach (Oral Presentation) 


 Factor V-  Price 


    


The Government intends to break down the proposal process into the following (2) phases 


(Paras. A.3 and A.4). 


 


Vendor questions regarding the FON must be received by the dates specified in the chart under 


Section 3.0.  


 


Please submit any FON questions as follows: 


• Submit questions using NIH’s e-GOS system. 


 


Instructions for Submitted Documentations 


All submitted documents shall comply with the instructions as followed: 


1. All font shall be Times New Roman twelve (12) point, except for diagrams and drawings 


where impractical. Fonts in graphics and charts shall be no smaller than eight (8) point 


and each page within each attachment shall be numbered consecutively.  


2. Files shall be submitted in PDF format, margins shall be set at 1” at the top and bottom, 


and .75” at the left and right, and the documents shall be submitted so that each page will 


print on 8.5” x 11” paper. 


3. Total email cannot exceed 10 megabyte (MB). Zip files are acceptable. 


4. Each page containing proprietary information should be so marked. 


5. Each page shall contain the following legend at the bottom of each sheet: This Document 


is Source Selection Sensitive Information in accordance with (IAW) FAR 2.101 and 


3.104. 


 


1.3 BREAK DOWN OF PHASE I AND MOVING TO PHASE II  
 


1.3.1 Phase I-Factor I –Relevant Experience 
 


Offerors are required to submit Relevant Experience in accordance with the instructions below: 


 


The Offeror shall provide a written summary of relevant prior experience for up to three (3) prior 


contracts and task orders. The total Relevant Experience summary shall not exceed 15 pages 


total. Each summary shall describe the Offeror's relevant experience and how that experience 
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reduces risk and/or increases likelihood of success for this acquisition. The summary shall 


include descriptions of up to three (3) contracts/task orders/IDIQs performed within the last five 


(5) years that demonstrate this experience. For each description, the Offeror shall point out ways 


in which the experience is similar to this acquisition and ways in which it is not. The summary 


shall describe how the Offeror's relevant experience provides confidence to the Government of 


success for this requirement. A Prime Contractor is defined as an Offeror who listed as a vendor 


on the NITAAC, NIH CIO-SP3 contract.  


 


If the Offeror is utilizing a Major Subcontractor and/or Teaming Partner in its proposal, at least 


one (1) of the three (3) examples of the relevant prior experience provided shall be that of a 


Major Subcontractor and/or Teaming Partner. If a prime is utilizing a Subcontractor and/or 


Teaming Partner AND it will exceed its three (3)-submission limit, one (1) additional submission 


only for a Subcontractor and/or Teaming Partner is permitted. An Offeror's Major Subcontractor 


is defined as one which is expected to perform 20% or more of the work on this task order. If the 


Prime Offeror does not intend to use any has Major Subcontractors in the performance of this 


task order, it should indicate this in its summary submission. The Offeror may reference 


additional Subcontractor and/or Teaming Partner in the summary; however, no examples shall be 


submitted.   


 


If demonstrated relevant prior experience of Subcontractors is submitted, the Offeror shall 


clearly identify the owner of the demonstrated relevant prior experience. A letter of commitment 


shall be submitted to team with the Offeror, the letter shall be signed by an individual of the 


Major Subcontractor/Teaming Partner's firm authorized to make such a commitment. This 


commitment shall be on Major Subcontractor/Teaming Partner's letterhead, and confirm a 


Subcontracting agreement is in place and explain the role of the Subcontractor for the current 


USCG requirement. These letters of commitment from the Major Subcontractor/Teaming 


Parnter(s) shall not count against the page limitation.  


 


The Offeror may include examples of on-going projects as demonstrated relevant prior 


experience (for itself or Major Subcontractors) providing that 12 months of performance, at a 


minimum, under the on-going contract has been completed. The Offeror must clearly describe 


the current stage of the project and what has been completed under performance to date. The 


Government reserves the right to contact the identified representative of the Government agency 


or company as part of the reference checks to confirm the information presented in the 


demonstrated relevant prior experience proposal submission. 


 


The totality of the cited prior experience should demonstrate the following "relevant" experience: 


 


 Experience with supporting mission critical applications, enterprise systems and Tier 3 


help desk support for 24 hours a day, 7 days a week, without exception; operations 


support of Federal/State/Local Government systems; the size, scope and complexity of 


those contracts/task orders should be comparable with the ISD Professional 


requirement; 
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 Work performed within the Program Management, Database Engineering, 


Development, Security, and Technology fields; 


 Experience with application development, web development, system engineering, 


account management asset management and network support;  


 Work requiring engagement of a wide array of stakeholder groups, and management of 


a backlog of highly dynamic, fluctuating requirements from across those stakeholder 


groups; 


 Direct, applicable experience supporting the complete support identified in the SOW; 


 Delivery of high quality work products which provide value to stakeholders; and 


 Retention of personnel, particularly the retention of key personnel positions, and 


turnover rate of key personnel; each reference should discuss managing a large and 


complex team under the same requirement for Information Technology (IT) services. 


 References may be considered more relevant if they involve a team of 50 employees or 


more.   


 Subcontracting work where 20% or more of the work on a contract or task order was 


performed. 


 


The summary for each contract/task order must also include the following data: 


 Name of Customer Agency 


 Point of Contact Information 


 Contract/Task Order Type 


 Prime/Subcontractor Percentage  


 Period of Performance 


 Total Contract Dollar Value 


 A summary of the scope/work performed for the contract/task order. 


 


Relevant Experience Submission requirement: 


 Submit Relevant Experience using NIH’s e-GOS system and must be received by the 


dates specified in the chart under Section 3.0. 
 


1.3.1.1  Relevant Experience Evaluation 
The Offeror’s Relevant Experience submission shall demonstrate successful management of 


relevant projects. Relevance is considered similar in nature, size and complexity to the SOW. 


The relevancy and source of the information and context of the data.  
 


Through the Relevant Experience evaluation, the Government will assess its confidence that the 


Offeror has the ability (which includes, if applicable, the extent of its Major Subcontractor’s and 


Teaming Partner’s involvement) to successfully accomplish the proposed effort based on the 


Offeror’s demonstrated Relevant Experience.  
 


 The Offeror shall provide all Relevant Experience Information IAW Section A.3.1 the 


directions provided in this FON.  
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1.3.2 Phase I-Factor II-Past Performance  


The Past Performance will assess the Offeror’s ability to successfully accomplish the proposed 


effort based on the Offeror’s demonstrated Past Performance. The Government may use 


information available from past contracts, task order, and purchase orders with the USCG, 


 


delivery information found in the USCG’s Asset Maintenance Management Information System 


(AMMIS) system, and any information found using sources such as Federal Government 


sources, Past Performance Information Retrieval System (PPIRS)/Contractor Performance 


Assessment Reporting System (CPARS). The Government reserves the right to limit or expand 


the number of references it decides to contact. 


 


1.3.2.1 Past Performance Evaluation 


The Past Performance evaluation will assess the ability (which includes, if applicable, the extent 


of its Major Subcontractor/Teaming Partner’s involvement) to successfully accomplish the 


proposed effort based on the Offeror’s demonstrated Past Performance. Past Performance will be 


evaluated using the definitions located in Section 2.1 of this document. 


 


Note 1: Failure to participate in Phase I of the procurement precludes further 


consideration of an Offeror. 


 


1.3.3 Advisory Down-Select Decision 


After the Government completes Phase I- Factor I, Offerors will receive an advisory notification 


via e-mail from the Contracting Officer (KO). This notification will advise the Offeror of the 


Government’s advisory recommendation to proceed or not to proceed with the Phase II 


submission. The Government intends to advise approximately three (3) scheduled contractors 


who are rated most highly for Factor I to proceed to Phase II of the submission process. Offerors 


who were not among the most highly rated will be advised that they are unlikely to be viable 


competitors, along with the general basis for the Government’s advisory recommendation. The 


intent of this advice is to minimize proposal development costs for those Offerors with little to 


no chance of receiving an award. Offerors should note that Phase I evaluation factors are more 


important than Phase II evaluation factors. 


 


Note 2:  All Offerors who are advised to proceed or choose to proceed despite the 


Government’s recommendation should inform the Contract Specialist (CS) of its intention 


to proceed within three (3) business days of receiving the down-select notice. 


 


1.3.4   Discovery Session 


Those Offerors that either received advisory notifications to proceed to Phase II or choose to 


self-include and continue to Phase II, shall be invited to participate in a scheduled discovery 


session to review Software Change Requests (SCR), CG FIXIT tickets, examples of code, and 


examples of ALC organic support to assist in oral presentation preparation. The Discovery 


Session will be conducted at a minimum of two (2) weeks from the date of receipt of the 
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advisory notification letter. Each Offeror will have its own Discovery Session, without other 


Offerors present. 


 


Offerors will receive instructions and schedule dates and times to visit ALC to review relevant 


data. The date and time to have access to ALC’s data will be coordinated with the Offerors POC 


upon approval of proposed personnel. The Government will have two (2) optional dates and 


times that will be made available to review the data provided by the Government.  


 


The Government will not delay the discovery session for personnel vetting issues. Additional 


personnel will not be processed for access to ALC if submitted personnel are not approved by 


the Government prior to the scheduled date and time.   
 


Note 3:  Access to ALC’s data is not required to proceed to Phase II-Oral Presentation; 


however, it is highly encouraged. The data provided at ALC will be standard for all 


Offerors.  


  


During the Discovery Session, each Offeror will be provided two (2) hours to review the data 


and ask questions to increase their understanding of the Government’s requirements based on 


the data provided. Each Offeror is permitted to bring up to five (5) personnel to the Discovery 


session. The five (5) personnel can be made up of any combination of the Prime and the Major 


Subcontractors/Teaming Partners. The Government will answer the questions, at its discretion, 


in a one-on-one setting in real time. This Discovery Session is not intended to provide feedback 


on Offerors proposed approaches. Questions and answers may differ across Offerors. Answers 


during these sessions are non-binding unless it results in an amendment to the RFP. Offerors are 


encouraged to prepare questions that are sufficient and detailed enough to support the 


preparation of Phase II proposal.  


 


The Discovery Session replaces traditional written question and answers exchange between the 


Offeror and the Government. However, if a question is asked and answered that may have 


relevance to all Offerors, the Government may share that information with other Phase II 


offerors but the Government is not obligated to do so.   


 


1.4 PHASE II – ORAL PRESENTATIONS 


 


1.4.1 Oral Presentation Scheduling 


Oral Presentations shall begin upon the completion of the Discovery Session; all potential 


Offerors will have approximately two (2) weeks to prepare for the Oral Presentations. Oral 


Presentations will conclude based on the numbers offers that choose to participate in Phase II. 


The CS will determine the order in which Offerors are scheduled through a random selection 


process. Requests to reschedule will be at the discretion of the CS.  
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Oral Presentation Intent to Offer Instructions 


All notifications of an Offeror’s intent to submit an offer shall be accomplished as 


follows: 


 


o i. The Offeror shall forward an email to: D05-DG-ALD-Procurement-


Staff@uscg.mil. Include “Intent Notification” in the Subject line. Email must be 


received by the dates specified in the chart under Section 3.0. 


 


o ii. The Offeror shall provide Name of Offeror, address, and point of contact 


(POC) including an e-mail and phone number of whom you wish USCG to 


coordinate the oral presentation schedule. 


 


Within two (2) business days after the notification of intent deadline, the KO or CS will contact 


via email the Offeror’s POC to provide the schedule date and time of the oral presentation. 


Location and building access instructions will be provided at that time. Oral presentations will be 


held in person at a specified location in Elizabeth City, NC.  


 


Note 4: Failure to participate in the Oral Presentation precludes further consideration of 


an Offeror.  
 


1.4.2  Presenter Requirements 


The Offeror’s presentation team is limited to five (5) current employees of the Prime 


Contractor or Major Subcontractor/Teaming Partner. Consultants or professional presenters are 


not authorized to participate in the oral presentation. The Government requires at least one of the 


persons in the oral presentation to have a major functional role in the execution of the technical 


solution being proposed.  


 


1.4.2.1 Oral Presentation Rules of Engagement  


Oral Presentation Rules of Engagement are broken down as follows: 
 


1. Presenter names and their roles in ISD Professional Services shall be submitted to the 


specified Government POC at least three (3) business days in advance of the Offeror’s 


scheduled oral presentation date (The Government will provide POC during presentation 


scheduling). The presentation team shall be knowledgeable and well versed in all aspects  


of the Offeror’s proposed solution and be able to address all presented material 


independently of other sources. 


2. The presentation team may not reach back, such as by telephone or e-mail, to any other 


personnel for assistance during the oral presentation. 


3. The Offeror may submit a PDF file up to 25 PowerPoint slides*; Offeror shall provide 


the PDF electronically by email. The submission deadline will be determined after the 


Discovery Session. The requirements listed in section 1.2 of this document do not apply 


to the PowerPoint slides. 
 


* Note: The slide limit of 25 applies to oral presentation as a whole; both portions of the 
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Oral Presentation Factors II and III, when combined have a limit of 25 slides. The slides 


are to be used by the Offeror in support of the Oral Presentation for Factors II and III on 


the date of their presentation. While the slide limit is 25 slides for this submission, the 


Offeror is reminded to consider that the oral presentation is time-boxed and is encouraged 


to consider how many slides can be adequately covered during the oral presentation. 


The presentation slides will not be evaluated; the evaluation will be based on the oral 


presentation. The presentation slides are intended solely to help the evaluators follow the 


Offeror's oral presentation. Advance submission of the PowerPoint slides is solely to 


protect the integrity of maintaining equal submission development time for all Offerors, 


regardless of the scheduled date for Oral Presentations. Additionally, the Government 


reserves the right to include aspects of the Offeror's Oral Presentation as special terms 


and conditions to any resultant task order. 


 


4. Presenters shall not bring and, are forbidden to use, electronic equipment of any kind 


after arriving at the presentation site (no laptops, tablets, phones, etc.). The Government 


will provide secure storage of Offeror’s electronic equipment during the preparation, 


presentation and Q&A times, as well as personal belongings such as handbags, 


briefcases, etc. 


5. The Government will provide flipcharts, paper, and writing materials, which may be used 


as needed, during the presentation. There will be no capability to photocopy at the oral 


presentation.  


6. All presentation materials will be collected after each oral presentation. 


7. The Government will provide a conference room and a table of sufficient size to 


accommodate the Offeror’s five (5) personnel. 


8. Travel costs for the presentation will not be reimbursed. 


 


Note 5: The confidence rating earned for the presentation will be based on the oral part of 


the presentations. The Government reserves the right to, and may audio or video record 


the oral presentations. 
 


1.4.3 Presentation Timeline 


Oral presentations will be limited to 3.5 hours *, broken down as follows: 
 


a) The Offeror shall arrive at least 20 minutes before the assigned scheduled time for 


processing and accessing the building. A USCG representative will escort the presenters 


to the appropriate location. Presentations will begin promptly at the appointed time. 


 


b) Preparation (up to 45 minutes) – In addition to advanced-released questions, the 


Government will provide a set of on-the-spot questions the day of the presentation. The 


on-the-spot questions will address the various technical and management elements listed 


in the requirements document. The presenters will have up to 45 minutes to prepare.  
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c) Presentation (105 minutes) – The Offerors will have up to 105 minutes to conduct a 


presentation on both the advance questions and the spot questions, and Factor II- 


Technical Capability and Factor III- Management Approach.   
 


d) Q&A (up to 60 minutes) – After the  presentation, the Government will caucus for up to 


60 minutes to identify any questions it may wish to ask based on the presentation. After 


the caucus, the Government and Offeror will participate in an interactive dialogue as the 


question and answer format. These exchanges are viewed as a component of the oral 


presentation itself and do not constitute discussions.  


 


* Note: Offerors’ Oral Presentation time does not include the 20 minutes at arrival or the   


Government’s 60 minutes caucus time.  


 


1.4.4 Questions 


Each Offeror will be provided two (2) sets of questions; the first set will be in advance, and the 


second set will be on-the-spot during the Oral Presentation. The advanced questions will allow 


Offerors to prepare responses in advance of the presentation. The advanced questions will be 


sent via email to the Offeror’s POC after confirmation to participate in the Oral Presentation. The 


on-the-spot questions will be provided the day of the Offeror’s Oral Presentation. The answers to 


both sets of the questions will serve as the basis of the Offeror’s presentation.  


 


1.4.5 Factor III – Technical Capability  


During the Oral Presentation, the Offeror must demonstrate their understanding of the 


requirement and the proposed risk. The Government will evaluate the Offeror’s ability to 


perform as well as their overall understanding of the technical requirements and compliance with 


the FON requirements. 


 


The Offeror shall demonstrate the aspects of their company that uniquely position itself to 


support the Government IT requirements and how the offeror can add value in executing the 


activities associated with the Government’s operational mission support and the Team Tasking. 


 


1.4.6 Factor IV -Management Approach  


The Oral Presentation shall provide sufficient information regarding how the execution of the 


task order will be managed, the management processes and procedures that will be used in 


managing the work efforts to accomplish the requirements specified in the SOW. The proposal 


shall also demonstrate a definitive and comprehensive approach to managing so that the 


Government is able to determine its level of confidence in the Offeror’s understanding of the 


requirements, ability to perform against the task order, and the likelihood of successful task order 


performance.  


 


The Offeror shall discuss and provide sufficient information exhibiting an efficient and well-


structured project management organization with clear lines of authority that provides a realistic 
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and achievable management approach for satisfying the requirements of the SOW; and the 


management approach shall identify the skill mix with the appropriate level of knowledge and  


experience for successful execution of the task order requirements. The following areas will be 


assessed: 


 Qualifications and experience meeting the position requirements; 


 Ability to recruit and retain qualified personnel in order to minimize learning curves and 


retain knowledge available; 


 Any impact to upgrades, patching and technical refreshes when analyzing the potential 


for disruption of schedule or degradation of performance; and 


 Total Compensation Plan and its likely effects on recruiting and retention.  


 


1.4.6.2 Areas of Importance 


The Offeror shall include a high level composition of the proposed team, which includes an 


estimated number of personnel and labor categories. Include a brief summary of team(s) and the 


team(s) relationships and responsibilities in the execution of the planned work. 


 Discuss the ability to establish a workforce sufficient to satisfy the requirements of the 


contract, over the entire life of the contract, to include any in-scope additional work.  
 


 The Offeror shall discuss ability to respond to contractual performance issues and 


conditions, including the method by which issues will be evaluated and addressed and the 


implementation of risk mitigation strategies to maintain task order performance, quality, 


schedule, reporting  and mission requirements. 


 


 The Offeror shall discuss their staffing plan, which includes an integrated approach to 


managing team members and subcontractors if utilized.  


 If the Offeror is teaming with a subcontractor, that discusses assessed viability of 


the proposed skill set structure and the Offeror’s ability to manage its subcontracts 


in an efficient, effective, and optimized manner. The Offeror shall state that at 


least 50% of the work will be performed by the Prime contractor or other 


HUBZone SB concerns, IAW FAR Part 52.219-3 (DEVIATION 2019-01) Notice 


of HUBZone Set-Aside or Sole-Source Award.  


 


 The Offeror shall discuss the recruitment and selection process for all staff under this task 


order. 


 


 The Offeror shall demonstrate the ability to obtain qualified personnel who meet all 


requirements associated with the Privileged User Management Program (PUMP). 


 


 The Offeror shall provide Attachment Five (5) – Resume Permission Form, completed in 


its entirety for all Key Personnel resumes submitted with the proposal to ensure approval 


was received from each candidate prior to submitting the resume with the proposal.  
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 Resumes for all Key Personnel shall be submitted electronically and are due prior 


to the Offeror’s Oral Presentation. 


 Personnel names shall be redacted from the resumes prior to submission. 


 


 The Offeror shall discuss their Training Plan demonstrating how they will provide 


refresher or proficiency training opportunities to their employees. 


 


 The Offeror shall discuss their Staff Retention Plan demonstrating the following: 


 The Offeror shall discuss their historical rate of retention for the past five (5) 


years, including employee turnover and timeliness in filling positions with 


qualified employees for contracts of similar scope to this requirement. 


 


 The Offeror shall submit a Retention Plan to include, but not limited to general 


health coverage plans, compensation plans, retention incentives, employee 


benefits, general health/wellness program, career development, and morale 


programs. 


o The Retention Plan shall be submitted electronically and is due prior to the 


Offerors’s Oral Presentation. The Retention Plan has a maximum of three 


(3) pages total.  


 


 The Offeror shall provide a brief summary of their approach to transitioning, including 


phase-in and phase out.  


 


1.4.7 Oral Presentation Evaluation 


Through the Oral Presentations, the Government intends to understand the Offeror’s proposed 


solution and its capabilities as it relates to the Government’s performance objectives. The 


Government will assess the quality, and based on the levels of quality, a confidence rating will 


be assigned. Further, the Oral Presentations will be used as an opportunity to assess the viability 


of an Offeror to successfully deliver the USCG’s mission for the ISD Professional Services, by 


evaluating the responses to the advanced questions, on-the-spot questions, Factor III-Technical 


Capability, and Factor IV- Management Approach.  


 


1.5 Factor V-Price 


The Offeror shall provide pricing as requested in Attachment Three (3) titled “Schedule of 


Services” is due prior to the Offeror’s Oral Presentation. No alternate formats are permitted. The 


Offeror shall populate all areas of the Schedule of Services highlighted in yellow. The Offeror 


shall fully complete the schedule with unit and extended prices for the base period, and all option 


periods. Offerors shall also complete the hourly rates for all labor categories proposed including 


the key personnel, which have already been identified on Page 6 in the Schedule of Services. The 


page limit for the Price proposal is eight (8) pages. The provided schedule is six (6) pages, so if 


the Offeror were to provide a narrative, it should be two (2) pages or less to stay within the eight 


(8)-page limit.  
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All proposed pricing provided by the Offeror shall be fully burdened (inclusive of overhead and 


profit). Prices proposed shall be in U.S. dollars, rounded to the nearest whole cent. The Offeror’s 


price shall represent their best price in response to the FON. Proposals with Schedules of 


Services that are provided in the incorrect format, do not include the hourly rates for all labor 


categories, or are not fully completed for the base and all option periods with the aforementioned 


information, may be determined non-responsive and excluded from further consideration. 


 


1.5.1 Price Evaluation  


The price evaluation will be based upon the total evaluated price for each Offeror. The 


Government will evaluate the price for award purposes by adding the total price for all options to 


the total price for the base year.  


There will be no “confidence” ratings for Price. Price will be factored in a best value 


determination based primarily on competition. However, due to the potential variations in 


solutions that each Offeror may propose to meet the SOW, a determination of “reasonableness” 


as it relates to the Offeror’s overall proposed solution is also required to be considered for award. 


The Government reserves the right to utilize any proposal information received from the Offeror 


to assist the selection team in making a determination of reasonableness. The total evaluated 


price for purposes of award will be determined by: 


1. The total calculation of all Contract Line Items (CLINs), including options, as identified 


in the Price Schedule, and 


2. The total value of six (6) months of the last option period to accommodate the estimated 


value of support services under FAR clause 52.217-8, Option to Extend Services, in the 


event it is exercised. 


 


2.0  EVALUATION METHODOLOGY 
 


2.1 General Information 


The Offerors shall provide sufficient information for the Government to determine its level of 


confidence in in the ability of the Offeror to perform the requirements of the FON based on the 


assessment of relevant experience, technical capabilities, and management approach from the 


Offeror in conjunction with Subcontractor or Teaming Partners.  


 


2.2   Evaluation of Non-Price Factors  


 


Factors I, III, and IV  


The evaluation of each Factor will be done on a rating scale of "high confidence,” "some 


confidence," and "low confidence,” representing the Government’s confidence that the Offeror 


understands the requirement and will be successful in performing the work. The bulleted 


indicators or questions under each Factor are not listed in any specific order of importance.  
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Definitions 


 High Confidence- The Government has high confidence that the Offeror understands the 


requirement, proposes a sound approach that demonstrates the Offerors ability to be 


successful in performing the contract with little or no Government intervention.  


 Some Confidence- The Government has some confidence that the Offeror understands 


the requirement, proposes a sound approach, and will be successful in performing the 


contract with some Government intervention. 


 Low Confidence – The Government has low confidence that the Offeror understands the 


requirement, proposes a sound approach, or will be successful in performing the contract 


even with Government intervention.  


 


Factor II - Definitions  


The evaluation of Factor II will be done on a rating scale of “neutral,” superior,” “satisfactory,” 


and “unsatisfactory.”  


 


 Neutral – No relevant performance record is identifiable upon which to base a 


meaningful performance rating. A search was unable to identify any relevant past 


performance information for the Offeror, or subcontractors. This is neither a negative or 


positive assessment.   


 Superior – Based on the Offeror’s past performance record, essentially no doubt exists 


that the Offeror will successfully perform the required effort.  


 Satisfactory – Based on the Offeror’s past performance record, it is likely that the 


Offeror will successfully perform the required effort.  


 Unsatisfactory – Based on the Offeror’s past performance record, it is not likely that the 


Offeror will successfully perform the required effort. 
 


3.0 FON EVENT BREAKDOWN 


See the Tables below for the Multiphase Proposal Events, Proposal Content, and Evaluation 


Process. 


 


Phase  RFP Event Description Due Date* 


 


 


 


 


I 


Release of the FON 


Questions from Offerors: Demonstrate Relevant Prior Experience and 


General FON  


October 11, 2019 


October 21, 2019 


8:00 AM ET 


Government to respond to all Offerors’ questions October 25, 2019 


Submission from Offerors (Factor I-Relevant Experience) November 1, 2019 


8:00 AM ET 


Highly Rated Notification of Optional Advisory Down Select Letters 


sent to all Offerors (Factor I –Relevant Experience) 


November 5, 2019 


Optional Advisory Down Select Responses from Offeror and Optional 


Discovery Session notification to the Government 


November 8, 2019 


4:00 PM ET 
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 Government to provide Discovery Session schedule and dates to all 


remaining Offerors  


November 12, 2019 


Optional Discovery Session December 3-6, 2019 


Offeror’s Notification of Intent (Phase II-Oral Presentation) December 11, 2019 


4:00 PM ET 


 


 


 


II 


Government to provide Oral Presentation Advanced Questions, 


schedule and dates to all remaining Offerors 


December 13, 2019 


Factor III-Technical Capabilities, Factor IV-Management Approach and 


Factor V-Price- All required documents that are required as part of Oral 


Presentation are due to Government 


January 10, 2020  


4:00 PM ET 


Oral Presentations January 13-16, 2020 


Anticipated Award  January 31, 2020 


* Dates are subject to change.  


 


PROPOSAL CONTENT, LIMITATIONS AND EVALUATION PROCESS 


Phase I- Relevant Experience  


Factor I Content Submission Type 


Demonstrate 


Relevant Prior 


Experience 


Written Summary of Relevant Prior Experience (15 


page limit) 


e-GOS Submission to 


Government-Written Summary  


Advisory Down Select 


Demonstrate 


Relevant Prior 


Experience 


Notification of Advisory Down Select Government Notification 


 Intention to Proceed to Discovery Session Offeror Notification 


 


Discovery Session (Optional) 


N/A Instructions and Scheduling to review ALC’s data Government Notification 


 Government will schedule a maximum of two (2) 


hours with Offerors remaining after evaluation of 


Phase I 


Government Notification 


 Intention to Proceed to Oral Proposal Offeror Notification 


 Specific Date/Time/Location for the Oral 


Presentation will be provided by the Government 


 


Government Notification 


Phase II-Oral Proposal 


Questions  Advanced Questions Government Notification  
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Offeror to prepare responses in advance of the 


Oral Presentation  


 On-the-Spot Questions 


Provided on day of Oral Presentation 


 


 


Government Notification 


Factor III Content Submission Type 


Technical 


Capabilities 


Oral Presentation   Government will notify the 


Offeror to provide  PDF 


PowerPoint slides 


electronically 


 


Factor IV Content Submission Type 


 


 


 


 


 


 


 


Management 


Approach 


Oral Presentation  Government will notify the 


Offeror to provide  PDF 


PowerPoint slides 


electronically 


 


Key Personnel Resumes  


 


 Attachment Five (5) – 


Resume Submission 


Confirmation Form 


 Government will notify 


Offeror to submit the PDF 


electronically 


 


Retention Plan  Written Statement  


 Government will notify 


Offeror to submit the PDF 


electronically 


 


Factor V Content Submission Type 


Price Schedule of Services  


Written Narrative (optional) 


 Attachment Three (3)-


Schedule of Services 


 Government will notify 


Offeror to submit the PDF 


electronically 
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4.0 BASIS OF AWARD 
 


4.1 Fair Opportunity 


This FON is conducted under the fair opportunity guidelines of FAR 16.505, which outlines the 


ordering procedures for orders issued under Multiple Award Indefinite Delivery Indefinite 


Quantity contracts.  
 


This method does not use any aspects of FAR subpart 15.3. The use of this fair opportunity 


process does not obligate the Government to determine a competitive range, conduct discussions 


with any contractors, solicit proposals or revisions thereto, or use any other source selection 


techniques associated with FAR subpart 15.3. 
 


4.2 Comparative Analysis 


Following receipt of responses (including oral presentations), the Government may perform a 


comparative analysis (comparing contractor responses to one another) to select the contractor 


that is best suited to fulfill the requirements, based on the contractors’ responses to the factors 


outlined in this FON and their relative importance. 
 


4.3 Award on Initial Responses 


The Government anticipates selecting the best-suited contractor from initial responses, without 


engaging in exchanges with contractors. Contractors are strongly encouraged to prepare their 


best technical solutions and price in response to the FON. 


 


4.4 Exchanges with Best-Suited Contractor 


Once the Government determines the contractor that is the best-suited (i.e., the apparent 


successful contractor), the Government reserves the right to communicate with only that 


contractor to address any remaining issues, if necessary, and finalize a task order with that 


contractor. These issues may include technical and price. If the parties cannot successfully 


address any remaining issues, as determined pertinent at the sole discretion of the Government, 


the Government reserves the right to communicate with the next best-suited contractor based on 


the original analysis and address any remaining issues. Once the Government has begun 


communications with the next best-suited contractor, no further communications with the 


original best contractor will be entertained until after the task order has been awarded. This 


process shall continue until an agreement is successfully reached and a task order is awarded. 


 


5.0 RELEVANT INFORMATION AND ACCOMPANYING DOCUMENTS 


 


Any costs associated in the preparation, submission or any other areas related to the proposals 


will be the sole responsibility of the contractor and will not be reimbursed by the Government. 


 


See attached documents titled:  


 Attachment 1- Terms and Conditions 


 Attachment 2- Statement of Work 


 Attachment 3- Schedule of Services  
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 Attachment 4- Historical Data 


 Attachment 5- Resume Submission Confirmation 


 


The Offeror shall contact the Government Contacts listed below, in writing, for access to any 


documents the Offeror needs for proposal preparation.  


 


Closing date and time for receipt of offers is November 1, 2019 at 8:00 a.m. eastern time 


(ET). Questions will only be accepted until October 21, 2019 at 8:00 a.m ET. Questions shall 


be submitting by using the e-GOS system, responses will be provided to Vendors using the e-


GOS system. Telephone questions will NOT be accepted. Answers to questions will be made 


accessible to all potential offerors under the selected schedule holders. Proposals shall be 


submitted via the e-GOS System. The Government contacts are listed below and when referring 


to the FON please indicate FON number 70Z03819RM0000001 in the subject line. Anticipated 


award date is on or about 01/31/20.  


 


Government Contacts 


Hayley Osmon and Summer Wood -D05-DG-ALC-ALD-Procurement-Staff@uscg.mil. 
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Solicitation No.:  70SBUR19Q00000052 AMENDMENT #32 
   
 


Cover Page 
 
 
To: All Interested Vendors     
 
From: Heather V. Niquette, Contracting Officer 
 
Subject: Travel Documents Production Services II (TDPS II)  
 
Description:  This is a combined synopsis/solicitation 
 
All interested vendors are invited to submit quotes for consideration by the USCIS Office of 
Contracting in accordance with FAR Subpart 13.5.  The applicable NAICS code is 333244. 
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Part I—Schedule 


  


   Base Period*     


Item CLIN 
type Description Qty 


Unit  


Base 
Period 
x = 0 


Qty 
Unit 


 


First 
Option  


x = 1 


Second 
Option  


x = 2 


Third 
Option  


x = 3 


Fourth 
Option  


x = 4 


0001 FFP Printing 
Equipment 


1 
LO 


Lot price: 
 
total 
amt: 


 
$_______ 


 
$_______ 


    


  


x002 FFP Equipment 
Maintenance 


12 
MO 


monthly 
price: 
 
total 
amt: 


 
$_______ 


 
$_______ 


12 MO 


 
monthly 
price: 
 
total 
amt: 


  
$_______ 


 
$_______ 


 
$_______ 


 
$_______ 


  
$_______ 


 
$_______ 


 
$_______ 


 
$_______ 


x003 FFP Equipment 
Consumables 


12 
MO 


monthly 
price: 
 
total 
amt: 


 
$_______ 


 
$_______ 


12 MO 


monthly 
price: 
 
total 
amt: 


 
 $_______ 


 
$_______ 


 
$_______ 


 
$_______ 


  
$_______ 


 
$_______ 


 
$_______ 


 
$_______ 


 Total Base =  $_________ Total Option =  $_______ $________  
$________ 


 
$________ 


   


Total Value (Base and all Options): $ _________________________ 
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Part II—Contract Clauses 
 


Federal Acquisition Regulation (FAR) Clauses  
incorporated by reference 


 
52.252-2 Clauses Incorporated by Reference (Feb 1998) 
 This contract incorporated one or more clauses by reference, with the same 


force and effect as if they were given in full text.  Upon request, the Contracting 
Officer will make their full text available.  Also, the full text of a clause may be 
accessed electronically at the following address: http://acquisition.gov/far. 


(End of clause) 
 
   
52.217-8 Option to Extend Services (Nov 1999) 
  fill-in:  30 days before the contract expires 
 
52.212-4 Contract Terms and Conditions- Commercial Items (Oct 2018) 
 


Federal Acquisition Regulation (FAR) Clauses 
incorporated in full text 


 
52.252-6 Authorized Deviations in Clauses             (Apr 1984) 


(a) The use in this solicitation or contract of any Federal Acquisition Regulation 
(48 CFR Chapter 1) clause with an authorized deviation is indicated by the 
addition of “(DEVIATION)” after the date of the clause. 
(b) The use in this solicitation or contract of any HSAR clause with an authorized 
deviation is indicated by the addition of “(DEVIATION)” after the name of the 
regulation. 
 


(End of clause) 
 


52.209-4 First Article Approval- Government Testing           (Sep 1989) 
(a) The Contractor shall deliver 2 unit(s) in total of Item 0001 within 90 calendar 
days from the date of this contract to the Government at 50 F St. NW 
Washington, DC 20001 and 4100 North Fairfax Drive Arlington, VA 22203 for first 
article tests. The shipping documentation shall contain this contract number and 
the Lot/Item identification. The characteristics that the first article must meet 
and the testing requirements are specified elsewhere in this contract. 
(b) Within 120 calendar days after the Government receives the first article, the 
Contracting Officer shall notify the Contractor, in writing, of the conditional 



http://acquisition.gov/far
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approval, approval, or disapproval of the first article. The notice of conditional 
approval or approval shall not relieve the Contractor from complying with all 
requirements of the specifications and all other terms and conditions of this 
contract. A notice of conditional approval shall state any further action required 
of the Contractor. A notice of disapproval shall cite reasons for the disapproval. 
(c) If the first article is disapproved, the Contractor, upon Government request, 
shall submit an additional first article for testing. After each request, the 
Contractor shall make any necessary changes, modifications, or repairs to the 
first article or select another first article for testing. All costs related to these 
tests are to be borne by the Contractor, including any and all costs for additional 
tests following a disapproval. The Contractor shall furnish any additional first 
article to the Government under the terms and conditions and within the time 
specified by the Government. The Government shall act on this first article 
within the time limit specified in paragraph (b) of this clause. The Government 
reserves the right to require an equitable adjustment of the contract price for 
any extension of the delivery schedule or for any additional costs to the 
Government related to these tests. 
(d) If the Contractor fails to deliver any first article on time, or the Contracting 
Officer disapproves any first article, the Contractor shall be deemed to have 
failed to make delivery within the meaning of the Default clause of this contract. 
(e) Unless otherwise provided in the contract, the Contractor -- 
(1) May deliver the approved first article as a part of the contract quantity, 
provided it meets all contract requirements for acceptance and was not 
consumed or destroyed in testing; and 
(2) Shall remove and dispose of any first article from the Government test facility 
at the Contractor’s expense. 
(f) If the Government does not act within the time specified in paragraph (b) or 
(c) of this clause, the Contracting Officer shall, upon timely written request from 
the Contractor, equitably adjust under the Changes clause of this contract the 
delivery or performance dates and/or the contract price, and any other 
contractual term affected by the delay. 
(g) The Contractor is responsible for providing operating and maintenance 
instructions, spare parts support, and repair of the first article during any first 
article test. 
(h) Before first article approval, the acquisition of materials or components for, 
or the commencement of production of, the balance of the contract quantity is 
at the sole risk of the Contractor. Before first article approval, the costs thereof 
shall not be allocable to this contract for 
(1) progress payments, or 
(2) termination settlements if the contract is terminated for the convenience of 
the Government. 
(i) The Government may waive the requirement for first article approval test 
where supplies identical or similar to those called for in the schedule have been 
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previously furnished by the Offeror/Contractor and have been accepted by the 
Government. The Offeror/Contractor may request a waiver. 
 


(End of clause) 
 


52.212-5 Contract Terms and Conditions Required to Implement Statutes or Executive 
Orders- Commercial Items             (Oct 2018) 


(a) The Contractor shall comply with the following Federal Acquisition Regulation 
(FAR) clauses, which are incorporated in this contract by reference, to implement 
provisions of law or Executive orders applicable to acquisitions of commercial 
items: 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality 
Agreements or Statements (Jan 2017) (section 743 of Division E, Title VII, of the 
Consolidated and Further Continuing Appropriations Act 2015 (Pub. L. 113-235) 
and its successor provisions in subsequent appropriations acts (and as extended 
in continuing resolutions)). 


(2) 52.204-23, Prohibition on Contracting for Hardware,  


Software, and Services Developed or Provided by Kaspersky Lab and  


Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-91). 


(3) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations 
(Nov 2015) 


(4) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 


(5) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 
108-77, 108-78 (19 U.S.C. 3805 note)). 


(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the 
contracting officer has indicated as being incorporated in this contract by 
reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 


_X__ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 
2006), with Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 


_X__ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) 
(41 U.S.C. 3509). 
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___ (3) 52.203-15, Whistleblower Protections under the American Recovery and 
Reinvestment Act of 2009 (Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to 
contracts funded by the American Recovery and Reinvestment Act of 2009). 


_X__ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract 
Awards (Oct 2018) (Pub. L. 109-282) (31 U.S.C. 6101 note). 


___ (5) [Reserved] 


___ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 
111-117, section 743 of Div. C). 


___ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-
Delivery Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 


_X__ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting 
with Contractors Debarred, Suspended, or Proposed for Debarment (Oct 2015) 
(31 U.S.C. 6101 note).  


_X__ (9) 52.209-9, Updates of Publicly Available Information Regarding 
Responsibility Matters (Oct 2018) (41 U.S.C. 2313). 


___ (10) [Reserved] 


___ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 
2011) (15 U.S.C. 657a). 


___ (ii) Alternate I (Nov 2011) of 52.219-3. 


___ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small 
Business Concerns (Oct 2014) (if the quoter elects to waive the preference, it shall 
so indicate in its quote)(15 U.S.C. 657a). 


___ (ii) Alternate I (Jan 2011) of 52.219-4. 


___ (13) [Reserved] 


___ (14) (i) 52.219-6, Notice of Total Small Business Aside (Nov 2011) (15 U.S.C. 
644). 


___ (ii) Alternate I (Nov 2011). 


___ (iii) Alternate II (Nov 2011). 
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___ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 
U.S.C. 644). 


___ (ii) Alternate I (Oct 1995) of 52.219-7. 


___ (iii) Alternate II (Mar 2004) of 52.219-7. 


_X__ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 
637(d)(2) and (3)). 


_X__ (17) (i) 52.219-9, Small Business Subcontracting Plan (Aug 2018) (15 U.S.C. 
637 (d)(4)). 


___ (ii) Alternate I (Nov 2016) of 52.219-9. 


_X_ (iii) Alternate II (Nov 2016) of 52.219-9. 


___ (iv) Alternate III (Nov 2016) of 52.219-9. 


___ (v) Alternate IV (Aug 2018) of 52.219-9. 


___ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 


___ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 
637(a)(14)). 


_X__ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 
U.S.C. 637(d)(4)(F)(i)). 


___ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business 
Set-Aside (Nov 2011) (15 U.S.C. 657f). 


___ (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 
2013) (15 U.S.C. 632(a)(2)). 


___ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, 
Economically Disadvantaged Women-Owned Small Business Concerns (Dec 2015) 
(15 U.S.C. 637(m)). 


___ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-
Owned Small Business Concerns Eligible Under the Women-Owned Small 
Business Program (Dec 2015) (15 U.S.C. 637(m)). 


_X__ (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 
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_X__ (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies 
(Jan 2018) (E.O. 13126). 


_X__ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


_X__ (28) (i) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 


___ (ii) Alternate I (Feb 1999) of 52.222-26. 


_X__ (29) (i) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 
4212).  


___ (ii) Alternate I (July 2014) of 52.222-35. 


_X__ (30) (i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) 
(29 U.S.C. 793). 


___ (ii) Alternate I (July 2014) of 52.222-36. 


_X__ (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 
4212). 


_X__ (32) 52.222-40, Notification of Employee Rights Under the National Labor 
Relations Act (Dec 2010) (E.O. 13496). 


_X__ (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. 
chapter 78 and E.O. 13627). 


___ (ii) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 
13627). 


_X__ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (E. O. 12989). 
(Not applicable to the acquisition of commercially available off-the-shelf items or 
certain other types of commercial items as prescribed in 22.1803.) 


___ (35) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for 
EPA-Designated Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to 
the acquisition of commercially available off-the-shelf items.) 


___ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not 
applicable to the acquisition of commercially available off-the-shelf items.) 


___ (36) 52.223-11, Ozone-Depleting Substances and High Global Warming 
Potential Hydrofluorocarbons (Jun 2016) (E.O.13693). 
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___ (37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration 
Equipment and Air Conditioners (Jun 2016) (E.O. 13693). 


___ (38) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 
2014) (E.O.s 13423 and 13514 


___ (ii) Alternate I (Oct 2015) of 52.223-13. 


___ (39) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) 
(E.O.s 13423 and 13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-14. 


_X__ (40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) 
(42 U.S.C. 8259b). 


___ (41) (i) 52.223-16, Acquisition of EPEAT® -Registered Personal Computer 
Products (Oct 2015) (E.O.s 13423 and 13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-16. 


__X_ (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging while 
Driving (Aug 2011) (E.O. 13513). 


___ (43) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 


___ (44) 52.223-21, Foams (Jun 2016) (E.O. 13696). 


_X__ (45) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


_ __ (ii) Alternate I (Jan 2017) of 52.224-3. 


___ (46) 52.225-1, Buy American--Supplies (May 2014) (41 U.S.C. chapter 83). 


___ (47) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act 
(May 2014) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 
U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 
108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43). 


___ (ii) Alternate I (May 2014) of 52.225-3. 


___ (iii) Alternate II (May 2014) of 52.225-3. 


___ (iv) Alternate III (May 2014) of 52.225-3. 
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___ (48) 52.225-5, Trade Agreements (Aug 2018) (19 U.S.C. 2501, et seq., 19 
U.S.C. 3301 note). 


_X__ (49) 52.225-13, Restrictions on Certain Foreign Purchases (June 2008) 
(E.O.’s, proclamations, and statutes administered by the Office of Foreign Assets 
Control of the Department of the Treasury). 


___ (50) 52.225-26, Contractors Performing Private Security Functions Outside 
the United States (Oct 2016) (Section 862, as amended, of the National Defense 
Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note). 


___ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 
U.S.C. 5150). 


___ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency 
Area (Nov 2007) (42 U.S.C. 5150). 


___ (53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 
2002) (41 U.S.C. 4505), 10 U.S.C. 2307(f)). 


___ (54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 
U.S.C. 4505, 10 U.S.C. 2307(f)). 


_X__ (55) 52.232-33, Payment by Electronic Funds Transfer--System for Award 
Management (Oct 2018) (31 U.S.C. 3332). 


___ (56) 52.232-34, Payment by Electronic Funds Transfer—Other Than System 
for Award Management (Jul 2013) (31 U.S.C. 3332). 


___ (57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 


___ (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 


_X__ (59) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 
U.S.C. 637(d)(12)). 


___ (60) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial 
Vessels (Feb 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). 


___ (ii) Alternate I (Apr 2003) of 52.247-64. 


___ (iii) Alternate II (Feb 2006) of 52.247-64. 
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(c) The Contractor shall comply with the FAR clauses in this paragraph (c), 
applicable to commercial services, that the Contracting Officer has indicated as 
being incorporated in this contract by reference to implement provisions of law 
or executive orders applicable to acquisitions of commercial items: 


___ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 
13495) 


___ (2) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 
67.). 


___ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 
U.S.C. 206 and 41 U.S.C. chapter 67). 


___ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards 
-- Price Adjustment (Multiple Year and Option Contracts) (Aug 2018) (29 
U.S.C.206 and 41 U.S.C. chapter 67). 


___ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards 
-- Price Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 


___ (6) 52.222-51, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Maintenance, Calibration, or Repair of Certain 
Equipment--Requirements (May 2014) (41 U.S.C. chapter 67). 


___ (7) 52.222-53, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. 
chapter 67). 


___ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) 
(E.O. 13658). 


___ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 
13706). 


___ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. 
(May 2014) (42 U.S.C. 1792). 


(d) Comptroller General Examination of Record The Contractor shall comply with 
the provisions of this paragraph (d) if this contract was awarded using other than 
sealed bid, is in excess of the simplified acquisition threshold, and does not 
contain the clause at 52.215-2, Audit and Records -- Negotiation. 
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(1) The Comptroller General of the United States, or an authorized representative 
of the Comptroller General, shall have access to and right to examine any of the 
Contractor’s directly pertinent records involving transactions related to this 
contract. 


(2) The Contractor shall make available at its offices at all reasonable times the 
records, materials, and other evidence for examination, audit, or reproduction, 
until 3 years after final payment under this contract or for any shorter period 
specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses 
of this contract. If this contract is completely or partially terminated, the records 
relating to the work terminated shall be made available for 3 years after any 
resulting final termination settlement. Records relating to appeals under the 
disputes clause or to litigation or the settlement of claims arising under or 
relating to this contract shall be made available until such appeals, litigation, or 
claims are finally resolved. 


(3) As used in this clause, records include books, documents, accounting 
procedures and practices, and other data, regardless of type and regardless of 
form. This does not require the Contractor to create or maintain any record that 
the Contractor does not maintain in the ordinary course of business or pursuant 
to a provision of law. 


(e)  


(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and 
(d) of this clause, the Contractor is not required to flow down any FAR clause, 
other than those in this paragraph (e)(1) in a subcontract for commercial items. 
Unless otherwise indicated below, the extent of the flow down shall be as 
required by the clause— 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 
U.S.C. 3509). 


(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality 
Agreements or Statements (Jan 2017) (section 743 of Division E, Title VII, of the 
Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) 
and its successor provisions in subsequent appropriations acts (and as extended 
in continuing resolutions)). 


(iii) 52.204-23, Prohibition on Contracting for Hardware,  


Software, and Services Developed or Provided by Kaspersky Lab and  


Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-91). 







TDPS II 
70SBUR19Q00000052 


 


 
 


(iv) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 
637(d)(2) and (3)), in all subcontracts that quote further subcontracting 
opportunities. If the subcontract (except subcontracts to small business concerns) 
exceeds $700,000 ($1.5 million for construction of any public facility), the 
subcontractor must include 52.219-8 in lower tier subcontracts that quote 
subcontracting opportunities. 


(v) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). 
Flow down required in accordance with paragraph (1) of FAR clause 52.222-17. 


(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


(vii) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 


(viii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 
U.S.C. 793). 


(x) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


(xi) 52.222-40, Notification of Employee Rights Under the National Labor 
Relations Act (Dec 2010) (E.O. 13496). Flow down required in accordance with 
paragraph (f) of FAR clause 52.222-40. 


(xii) 52.222-41, Service Contract Labor Standards (Aug 2018), (41 U.S.C. chapter 
67). 


(xiii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. 
chapter 78 and E.O. 13627). 


(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627). 


(xiv) 52.222-51, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Maintenance, Calibration, or Repair of Certain 
Equipment--Requirements (May 2014) (41 U.S.C. chapter 67.) 


(xv) 52.222-53, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. 
chapter 67) 


(xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989). 


(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 
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(xviii) 52.222-62, Paid sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 
13706). 


(xix) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


(B) Alternate I (Jan 2017) of 52.224-3. 


(xx) 52.225-26, Contractors Performing Private Security Functions Outside the 
United States (Oct 2016) (Section 862, as amended, of the National Defense 
Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note). 


(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 
2014) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of 
FAR clause 52.226-6. 


(xxii) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels 
(Feb 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in 
accordance with paragraph (d) of FAR clause 52.247-64. 


(2) While not required, the Contractor may include in its subcontracts for 
commercial items a minimal number of additional clauses necessary to satisfy its 
contractual obligations. 


(End of Clause) 


52.217-9 Option to Extend the Term of the Contract (Mar 2000) 
 (a) The government may extend the term of this contract by written notice to 
the contractor within 15 days of contract expiration; provided that the 
government gives the contractor a preliminary written notice of its intent to 
extend at least 30 days before the contract expires. The preliminary notice does 
not commit the government to an extension. 
 (b) If the government exercises this option, the extended contract shall be 
considered to include this option clause. 
 (c) The total duration of this contract, including the exercise of any options 
under this clause, shall not exceed 60 months. 
 


(End of clause) 
 


52.224-3 Privacy Training – Alternate I (DEVIATION)    (Jan 2017) 
(a) Definition. As used in this clause, personally identifiable information means 
information that can be used to distinguish or trace an individual’s identity, 
either alone or when combined with other information that is linked or linkable 
to a specific individual. (See Office of Management and Budget (OMB) Circular 
A–130, Managing Federal Information as a Strategic Resource).  
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(b) The Contractor shall ensure that initial privacy training, and annual privacy 
training thereafter, is completed by contractor employees who—  
(1) Have access to a system of records;  
(2) Create, collect, use, process, store, maintain, disseminate, disclose, dispose, 
or otherwise handle personally identifiable information on behalf of an agency; 
or  
(3) Design, develop, maintain, or operate a system of records (see also FAR 
subpart 24.1 and 39.105).  
(c) The contracting agency will provide initial privacy training, and annual privacy 
training thereafter, to Contractor employees for the duration of this contract. 
Contractor employees shall satisfy this requirement by completing Privacy at 
DHS: Protecting Personal Information accessible at http://www.dhs.gov/dhs-
security-and-training-requirements-contractors. Training shall be completed 
within 30 days of contract award and be completed on an annual basis 
thereafter not later than October 31st of each year.  
(d) The Contractor shall maintain and, upon request, provide documentation of 
completion of privacy training to the Contracting Officer.  
(e) The Contractor shall not allow any employee access to a system of records, or 
permit any employee to create, collect, use, process, store, maintain, 
disseminate, disclose, dispose or otherwise handle personally identifiable 
information, or to design, develop, maintain, or operate a system of records 
unless the employee has completed privacy training, as required by this clause.  
(f) The substance of this clause, including this paragraph (f), shall be included in 
all subcontracts under this contract, when subcontractor employees will—  
(1) Have access to a system of records;  
(2) Create, collect, use, process, store, maintain, disseminate, disclose, dispose, 
or otherwise handle personally identifiable information; or  
(3) Design, develop, maintain, or operate a system of records.  


(End of clause) 
 
 


Homeland Security Acquisition Regulation (HSAR) Clauses  
incorporated by reference 


The full text of HSAR clauses and provisions may be accessed electronically at the follow 
address: http://farsite.hill.af.mil/vthsara.htm 
 
3052.203-70 Instructions for Contractor Disclosure of Violations  (Sep 2012) 
 
3052.205-70 Advertisements, Publicizing Awards, and Release  (Sep 2012) 
 
 


Homeland Security Acquisition Regulation (HSAR) Clauses  
incorporated in full text 



http://farsite.hill.af.mil/vthsara.htm
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3052.204-71 Contractor Employee Access, Alternate I     (Sep 2012) 


(a) Sensitive Information, as used in this clause, means any information, which if 
lost, misused, disclosed, or, without authorization is accessed, or modified, could 
adversely affect the national or homeland security interest, the conduct of 
Federal programs, or the privacy to which individuals are entitled under section 
552a of title 5, United States Code (the Privacy Act), but which has not been 
specifically authorized under criteria established by an Executive Order or an Act 
of Congress to be kept secret in the interest of national defense, homeland 
security or foreign policy. This definition includes the following categories of 
information: 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing 
regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, 
the applicable PCII Procedures Manual, as amended, and any supplementary 
guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee); 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 


Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding 
and Control of SSI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration 
or his/her designee);(3) Information designated as “For Official Use Only,” which 
is unclassified information of a sensitive nature and the unauthorized disclosure 
of which could adversely impact a person’s privacy or welfare, the conduct of 
Federal programs, or other programs or operations essential to the national or 
homeland security interest; and 


(4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland 
security information handling procedures. 


(b) “Information Technology Resources” include, but are not limited to, 
computer equipment, networking equipment, telecommunications equipment, 
cabling, network drives, computer drives, network software, computer software, 
software programs, intranet sites, and internet sites. 


(c) Contractor employees working on this contract must complete such forms as 
may be necessary for security or other reasons, including the conduct of 
background investigations to determine suitability. Completed forms shall be 
submitted as directed by the contracting officer. Upon the contracting officer's 
request, the contractor's employees shall be fingerprinted, or subject to other 
investigations as required. All contractor employees requiring recurring access to 
government facilities or access to sensitive information or IT resources are 
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required to have a favorably adjudicated background investigation prior to 
commencing work on this contract unless this requirement is waived under 
Departmental procedures. 


(d) The contracting officer may require the contractor to prohibit individuals 
from working on the contract if the government deems their initial or continued 
employment contrary to the public interest for any reason, including, but not 
limited to, carelessness, insubordination, incompetence, or security concerns. 


(e) Work under this contract may involve access to sensitive information. 
Therefore, the contractor shall not disclose, orally or in writing, any sensitive 
information to any person unless authorized in writing by the contracting officer. 
For those contractor employees authorized access to sensitive information, the 
contractor shall ensure that these persons receive training concerning the 
protection and disclosure of sensitive information both during and after contract 
performance. 


(f) The contractor shall include the substance of this clause in all subcontracts at 
any tier where the subcontractor may have access to government facilities, 
sensitive information, or resources. 


(g) Before receiving access to IT resources under this contract the individual must 
receive a security briefing, which the Contracting Officer’s Technical 
Representative (COTR) will arrange, and complete any nondisclosure agreement 
furnished by DHS. 


(h) The contractor shall have access only to those areas of DHS information 
technology resources explicitly stated in this contract or approved by the COTR 
in writing as necessary for performance of the work under this contract. Any 
attempts by contractor personnel to gain access to any information technology 
resources not expressly authorized by the statement of work, other terms and 
conditions in this contract, or as approved in writing by the COTR, is strictly 
prohibited. In the event of violation of this provision, DHS will take appropriate 
actions with regard to the contract and the individual(s) involved. 


(i) Contractor access to DHS networks from a remote location is a temporary 
privilege for mutual convenience while the contractor performs business for the 
DHS Component. It is not a right, a guarantee of access, a condition of the 
contract, or Government Furnished Equipment (GFE). 


(j) Contractor access will be terminated for unauthorized use. The contractor 
agrees to hold and save DHS harmless from any unauthorized use and agrees not 
to request additional time or money under the contract for any delays resulting 
from unauthorized use or access. 


(k) Non-U.S. citizens shall not be authorized to access or assist in the 
development, operation, management or maintenance of Department IT 
systems under the contract, unless a waiver has been granted by the Head of the 
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Component or designee, with the concurrence of both the Department’s Chief 
Security Officer (CSO) and the Chief Information Officer (CIO) or their designees. 
Within DHS Headquarters, the waiver may be granted only with the approval of 
both the CSO and the CIO or their designees. In order for a waiver to be granted: 


(1) There must be a compelling reason for using this individual as opposed to a  
 U.S. citizen; and 
(2) The waiver must be in the best interest of the government. 


(l) Contractors shall identify in their quotes the names and citizenship of all non-
U.S. citizens proposed to work under the contract. Any additions or deletions of 
non-U.S. citizens after contract award shall also be reported to the contracting 
officer. 


(End of clause) 


 


3052.215-70 Key Personnel or Facilities     (Dec 2003) 


(a) The personnel or facilities specified below are considered essential to the 
work being performed under this contract and may, with the consent of the 
contracting parties, be changed from time to time during the course of the 
contract by adding or deleting personnel or facilities, as appropriate. 


(b) Before removing or replacing any of the specified individuals or facilities, the 
contractor shall notify the contracting officer, in writing, before the change 
becomes effective. The contractor shall submit sufficient information to support 
the proposed action and to enable the contracting officer to evaluate the 
potential impact of the change on this contract. The contractor shall not remove 
or replace personnel or facilities until the contracting officer approves the 
change. 
The Key Facilities under this Contract: 


1. Corbin Production Facility, KY 
2. Lee’s Summit Production Facility, MO 


 (End of clause) 


 
Safeguarding Of Sensitive Information          (Mar 2015)  
(HSAR Class Deviation 15-01) 
(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor  
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert the  
substance of this clause in all subcontracts.  
 
(b) Definitions. As used in this clause—  
 
“Personally Identifiable Information (PII)” means information that can be used to distinguish or  
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trace an individual's identity, such as name, social security number, or biometric records, 
either alone, or when combined with other personal or identifying information that is linked or 
linkable to a specific individual, such as date and place of birth, or mother’s maiden name. The 
definition of PII is not anchored to any single category of information or technology. Rather, it 
requires a case-by-case assessment of the specific risk that an individual can be identified. In 
performing this assessment, it is important for an agency to recognize that non-personally 
identifiable information can become personally identifiable information whenever additional 
information is made publicly available—in any medium and from any source—that, combined 
with other available information, could be used to identify an individual.  
 
PII is a subset of sensitive information. Examples of PII include, but are not limited to: name, 
date of birth, mailing address, telephone number, Social Security number (SSN), email address, 
zip code, account numbers, certificate/license numbers, vehicle identifiers including license 
plates, uniform resource locators (URLs), static Internet protocol addresses, biometric 
identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 
unique identifying number or characteristic, and any information where it is reasonably 
foreseeable that the information will be linked with other information to identify the 
individual.  
 
“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, 
as any information, which if lost, misused, disclosed, or, without authorization is accessed, or 
modified, could adversely affect the national or homeland security interest, the conduct of 
Federal programs, or the privacy to which individuals are entitled under section 552a of Title 
5, United States Code (the Privacy Act), but which has not been specifically authorized under 
criteria established by an Executive Order or an Act of Congress to be kept secret in the 
interest of national defense, homeland security or foreign policy. This definition includes the 
following categories of information:  
 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107296, 
196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee);  
 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 
1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as amended, 
and any supplementary guidance officially communicated by an authorized official of the 
Department of Homeland Security (including the Assistant Secretary for the Transportation 
Security Administration or his/her designee);  
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(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a 
person’s  
privacy or welfare, the conduct of Federal programs, or other programs or operations essential 
to the national or homeland security interest; and  
 
(4) Any information that is designated “sensitive” or subject to other controls, safeguards or  
protections in accordance with subsequently adopted homeland security information 
handling procedures.  
“Sensitive Information Incident” is an incident that includes the known, potential, or suspected  
exposure, loss of control, compromise, unauthorized disclosure, unauthorized acquisition, 
or unauthorized access or attempted access of any Government system, Contractor 
system, or sensitive information.  
 
“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost,  
compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual. Some forms of PII are sensitive 
as stand-alone elements. Examples of such PII include: Social Security numbers (SSN), driver’s 
license or state identification number, Alien Registration Numbers (A-number), financial 
account number, and biometric identifiers such as fingerprint, voiceprint, or iris scan. Additional 
examples include any groupings of information that contain an individual’s name or other 
unique identifier plus one or more of the following elements:  
 
(1) Truncated SSN (such as last 4 digits)  
(2) Date of birth (month, day, and year)  
(3) Citizenship or immigration status  
(4) Ethnic or religious affiliation  
(5) Sexual orientation  
(6) Criminal History  
(7) Medical Information  
(8) System authentication information such as mother’s maiden name, account passwords or 
personal identification numbers (PIN)  
 
Other PII may be “sensitive” depending on its context, such as a list of employees and their  
performance ratings or an unlisted home address or phone number. In contrast, a business 
card or public telephone directory of agency employees contains PII but is not sensitive.  
 
(c) Authorities. The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors, or available upon request from the Contracting Officer, including but not limited 
to:  
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(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use 
Only) Information  
(2) DHS Sensitive Systems Policy Directive 4300A  
(3) DHS 4300A Sensitive Systems Handbook and Attachments  
(4) DHS Security Authorization Process Guide  
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information  
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel 
Suitability and Security Program  
(7) DHS Information Security Performance Plan (current fiscal year)  
(8) DHS Privacy Incident Handling Guidance  
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 
Cryptographic Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html  
(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security 
and Privacy Controls for Federal Information Systems and Organizations accessible at 
http://csrc.nist.gov/publications/PubsSPs.html  
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html  
 
(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the 
policies and procedures described below, is required.  
 
(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel 
security requirements are set forth in various Management Directives (MDs), Directives, and 
Instructions. MD 11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information describes how Contractors must handle sensitive but unclassified information. DHS 
uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but unclassified information that 
is not otherwise categorized by statute or regulation. Examples of sensitive information that are 
categorized by statute or regulation are PCII, SSI, etc. The DHS Sensitive Systems Policy Directive 
4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and procedures on 
security for Information Technology (IT) resources. The DHS Handbook for Safeguarding 
Sensitive Personally Identifiable Information provides guidelines to help safeguard SPII in both 
paper and electronic form. DHS Instruction Handbook 121-01-007 Department of Homeland 
Security Personnel Suitability and Security Program establishes procedures, program 
responsibilities, minimum standards, and reporting protocols for the DHS Personnel Suitability 
and Security Program.  
 
(2) The Contractor shall not use or redistribute any sensitive information processed, stored, 
and/or transmitted by the Contractor except as specified in the contract.  
 
(3) All Contractor employees with access to sensitive information shall execute DHS Form 
11000-6, Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of 
access to such information. The Contractor shall maintain signed copies of the NDA for all 
employees as a record of compliance. The Contractor shall provide copies of the signed NDA to 
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the Contracting Officer’s Representative (COR) no later than two (2) days after execution of the 
form.  
 
(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support 
financial or other administrative functions shall not maintain SPII. It is acceptable to maintain in 
these systems the names, titles and contact information for the COR or other Government 
personnel associated with the administration of the contract, as needed.  
 
(e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit 
sensitive information within a Contractor IT system without an Authority to Operate (ATO) 
signed by the Headquarters or Component CIO, or designee, in consultation with the 
Headquarters or Component Privacy Officer. Unless otherwise specified in the ATO letter, the 
ATO is valid for three (3) years. The Contractor shall adhere to current Government policies, 
procedures, and guidance for the Security Authorization (SA) process as defined below.  
 
(1) Complete the Security Authorization process. The SA process shall proceed according to the 
DHS Sensitive Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor 
publication, DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any 
successor publication, and the Security Authorization Process Guide including templates.  
 


(i) Security Authorization Process Documentation. SA documentation shall be developed 
using the Government provided Requirements Traceability Matrix and Government 
security documentation templates. SA documentation consists of the following: Security 
Plan, Contingency Plan, Contingency Plan Test Results, Configuration Management Plan, 
Security Assessment Plan, Security Assessment Report, and Authorization to Operate 
Letter. Additional documents that may be required include a Plan(s) of Action and 
Milestones and Interconnection Security Agreement(s). During the development of SA 
documentation, the Contractor shall submit a signed SA package, validated by an 
independent third party, to the COR for acceptance by the Headquarters or Component 
CIO, or designee, at least thirty (30) days prior to the date of operation of the IT system. 
The Government is the final authority on the compliance of the SA package and may 
limit the number of resubmissions of a modified SA package. Once the ATO has been 
accepted by the Headquarters or Component CIO, or designee, the Contracting Officer 
shall incorporate the ATO into the contract as a compliance document. The 
Government’s acceptance of the ATO does not alleviate the Contractor’s responsibility 
to ensure the IT system controls are implemented and operating effectively.  
 
(ii) Independent Assessment. Contractors shall have an independent third party validate 
the security and privacy controls in place for the system(s). The independent third party 
shall review and analyze the SA package, and report on technical, operational, and 
management level deficiencies as outlined in NIST Special Publication 800-53 Security 
and Privacy Controls for Federal Information Systems and Organizations. The Contractor 
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shall address all deficiencies before submitting the SA package to the Government for 
acceptance.  


 
(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part of 
the SA process, the Contractor may be required to support the Government in the 
completion of the PTA. The requirement to complete a PTA is triggered by the creation, 
use, modification, upgrade, or disposition of a Contractor IT system that will store, 
maintain and use PII, and must be renewed at least every three (3) years. Upon review 
of the PTA, the DHS Privacy Office determines whether a Privacy Impact Assessment 
(PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are 
required. The Contractor shall provide all support necessary to assist the Department in 
completing the PIA in a timely manner and shall ensure that project management plans 
and schedules include time for the completion of the PTA, PIA, and SORN (to the extent 
required) as milestones. Support in this context includes responding timely to requests 
for information from the Government about the use, access, storage, and maintenance 
of PII on the Contractor’s system, and providing timely review of relevant compliance 
documents for factual accuracy. Information on the DHS privacy compliance process, 
including PTAs, PIAs, and SORNs, is accessible at http://www.dhs.gov/privacy-
compliance.  
 


(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed 
every three (3) years. The Contractor is required to update its SA package as part of the ATO 
renewal process. The Contractor shall update its SA package by one of the following methods:  
(1) Updating the SA documentation in the DHS automated information assurance tool for 
acceptance by the Headquarters or Component CIO, or designee, at least 90 days before the 
ATO expiration date for review and verification of security controls; or (2) Submitting an 
updated SA package directly to the COR for approval by the Headquarters or Component CIO, 
or designee, at least 90 days before the ATO expiration date for review and verification of 
security controls. The 90 day review process is independent of the system production date and 
therefore it is important that the Contractor build the review into project schedules. The 
reviews may include onsite visits that involve physical or logical inspection of the Contractor 
environment to ensure controls are in place.  
 
(3) Security Review. The Government may elect to conduct random periodic reviews to ensure 
that the security requirements contained in this contract are being implemented and enforced. 
The Contractor shall afford DHS, the Office of the Inspector General, and other Government 
organizations access to the Contractor’s facilities, installations, operations, documentation, 
databases and personnel used in the performance of this contract. The Contractor shall, 
through the Contracting Officer and COR, contact the Headquarters or Component CIO, or 
designee, to coordinate and participate in review and inspection activity by Government 
organizations external to the DHS. Access shall be provided, to the extent necessary as 
determined by the Government, for the Government to carry out a program of inspection, 
investigation, and audit to safeguard against threats and hazards to the integrity, availability 



http://www.dhs.gov/privacy-compliance

http://www.dhs.gov/privacy-compliance
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and confidentiality of Government data or the function of computer systems used in 
performance of this contract and to preserve evidence of computer crime.  
 
(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, 
and/or transmit sensitive information shall meet or exceed the continuous monitoring 
requirements identified in the Fiscal Year 2014 DHS Information Security Performance Plan, or 
successor publication. The plan is updated on an annual basis. The Contractor shall also store 
monthly continuous monitoring data at its location for a period not less than one year from the 
date the data is created. The data shall be encrypted in accordance with FIPS 140-2 Security 
Requirements for Cryptographic Modules and shall not be stored on systems that are shared 
with other commercial or Government entities. The Government may elect to perform 
continuous monitoring and IT security scanning of Contractor systems from Government tools 
and infrastructure.  
 
(5) Revocation of ATO. In the event of a sensitive information incident, the Government may 
suspend or revoke an existing ATO (either in part or in whole). If an ATO is suspended or 
revoked in accordance with this provision, the Contracting Officer may direct the Contractor to 
take additional security measures to secure sensitive information. These measures may include 
restricting access to sensitive information on the Contractor IT system under this contract. 
Restricting access may include disconnecting the system processing, storing, or transmitting the 
sensitive information from the Internet or other networks or applying additional security 
controls.  
 
(6) Federal Reporting Requirements. Contractors operating information systems on behalf of 
the Government or operating systems containing sensitive information shall comply with 
Federal reporting requirements. Annual and quarterly data collection will be coordinated by the 
Government. Contractors shall provide the COR with requested information within three (3) 
business days of receipt of the request. Reporting requirements are determined by the 
Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 
Plan, or successor publication. The Contractor shall provide the Government with all 
information to fully satisfy Federal reporting requirements for Contractor systems.  
 
(f) Sensitive Information Incident Reporting Requirements.  
 
(1) All known or suspected sensitive information incidents shall be reported to the 
Headquarters or Component Security Operations Center (SOC) within one hour of discovery in 
accordance with 4300A Sensitive Systems Handbook Incident Response and Reporting 
requirements. When notifying the Headquarters or Component SOC, the Contractor shall also 
notify the Contracting Officer, COR, Headquarters or Component Privacy Officer, and US-CERT 
using the contact information identified in the contract. If the incident is reported by phone or 
the Contracting Officer’s email address is not immediately available, the Contractor shall 
contact the Contracting Officer immediately after reporting the incident to the Headquarters or 
Component SOC. The Contractor shall not include any sensitive information in the subject or 
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body of any e-mail. To transmit sensitive information, the Contractor shall use FIPS 140-2 
Security Requirements for Cryptographic Modules compliant encryption methods to protect 
sensitive information in attachments to email. Passwords shall not be communicated in the 
same email as the attachment. A sensitive information incident shall not, by itself, be 
interpreted as evidence that the Contractor has failed to provide adequate information security 
safeguards for sensitive information, or has otherwise failed to meet the requirements of the 
contract.  
 
(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 
requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 
Contractors shall also provide as many of the following data elements that are available at the 
time the incident is reported, with any remaining data elements provided within 24 hours of 
submission of the initial incident report:  
 


(i) Data Universal Numbering System (DUNS);  
(ii) Contract numbers affected unless all contracts by the company are affected;   
(iii) Facility CAGE code if the location of the event is different than the prime 
contractor location;  
(iv) Point of contact (POC) if different than the POC recorded in the System for 
Award Management (address, position, telephone, email);  
(v) Contracting Officer POC (address, telephone, email);  
(vi) Contract clearance level;  
(vii) Name of subcontractor and CAGE code if this was an incident on a 
subcontractor network;  
(viii) Government programs, platforms or systems involved;  
(ix) Location(s) of incident;  
(x) Date and time the incident was discovered;  
(xi) Server names where sensitive information resided at the time of the incident, both 
at the Contractor and subcontractor level;  
(xii) Description of the Government PII and/or SPII contained within the system;  
(xiii) Number of people potentially affected and the estimate or actual number of 
records exposed and/or contained within the system; and  
(xiv) Any additional information relevant to the incident.  


 
(g) Sensitive Information Incident Response Requirements.  
 
(1) All determinations related to sensitive information incidents, including response activities, 
notifications to affected individuals and/or Federal agencies, and related services (e.g., credit 
monitoring) will be made in writing by the Contracting Officer in consultation with the 
Headquarters or Component CIO and Headquarters or Component Privacy Officer.  
 
(2) The Contractor shall provide full access and cooperation for all activities determined by the 
Government to be required to ensure an effective incident response, including providing all 
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requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents.  
 
(3) Incident response activities determined to be required by the Government may include, but 
are not limited to, the following:  
 


(i) Inspections,  
(ii) Investigations,  
(iii) Forensic reviews, and  
(iv) Data analyses and processing.  


 
(4) The Government, at its sole discretion, may obtain the assistance from other Federal 
agencies and/or third-party firms to aid in incident response activities.  
 
(h) Additional PII and/or SPII Notification Requirements.  
 
(1) The Contractor shall have in place procedures and the capability to notify any individual 
whose PII resided in the Contractor IT system at the time of the sensitive information incident 
not later than 5 business days after being directed to notify individuals, unless otherwise 
approved by the Contracting Officer. The method and content of any notification by the 
Contractor shall be coordinated with, and subject to prior written approval by the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS 
Privacy Incident Handling Guidance. The Contractor shall not proceed with notification unless 
the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, 
has determined in writing that notification is appropriate.  
 
(2) Subject to Government analysis of the incident and the terms of its instructions to the 
Contractor regarding any resulting notification, the notification method may consist of letters 
to affected individuals sent by first class mail, electronic means, or general public notice, as  
approved by the Government. Notification may require the Contractor’s use of address  
verification and/or address location services. At a minimum, the notification shall include:  


 
(i) A brief description of the incident;  
(ii) A description of the types of PII and SPII involved;  
(iii) A statement as to whether the PII or SPII was encrypted or protected by other 
means;  
(iv) Steps individuals may take to protect themselves;  
(v) What the Contractor and/or the Government are doing to investigate the incident, to 
mitigate the incident, and to protect against any future incidents; and  
(vi) Information identifying who individuals may contact for additional information.  


 
(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves 
PII or SPII, the Contractor may be required to, as directed by the Contracting Officer:  
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(1) Provide notification to affected individuals as described above; and/or  
 
(2) Provide credit monitoring services to individuals whose data was under the control of the 
Contractor or resided in the Contractor IT system at the time of the sensitive information 
incident for a period beginning the date of the incident and extending not less than 18 months 
from the date the individual is notified. Credit monitoring services shall be provided from a 
company with which the Contractor has no affiliation. At a minimum, credit monitoring services 
shall include:  
 


(i) Triple credit bureau monitoring;  
(ii) Daily customer service;  
(iii) Alerts provided to the individual for changes and fraud; and  
(iv) Assistance to the individual with enrollment in the services and the use of fraud 
alerts; and/or  


 
(3) Establish a dedicated call center. Call center services shall include:  


 
(i) A dedicated telephone number to contact customer service within a fixed period;  
(ii) Information necessary for registrants/enrollees to access credit reports and credit 
scores;  
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that 
cannot be handled by call center staff and must be resolved by call center 
management or DHS, as appropriate), and other key metrics;  
(iv) Escalation of calls that cannot be handled by call center staff to call center 
management or DHS, as appropriate;  
(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with 
the Headquarters or Component Chief Privacy Officer; and  
(vi) Information for registrants to contact customer service representatives and fraud 
resolution representatives for credit monitoring assistance.  


 
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information. As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special Publication 
800-88 Guidelines for Media Sanitization.  


(End of clause) 
 


Information Technology Security and Privacy Training     (Mar 2015)  
(HSAR Class Deviation 15-01) 
(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert the 
substance of this clause in all subcontracts.  
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(b) Security Training Requirements.  
 
(1) All users of Federal information systems are required by Title 5, Code of Federal Regulations, 
Part 930.301, Subpart C, as amended, to be exposed to security awareness materials annually 
or whenever system security changes occur, or when the user’s responsibilities change. The 
Department of Homeland Security (DHS) requires that Contractor employees take an annual 
Information Technology Security Awareness Training course before accessing sensitive 
information under the contract. Unless otherwise specified, the training shall be completed 
within thirty (30) days of contract award and be completed on an annual basis thereafter not 


later than October 31
st 


of each year. Any new Contractor employees assigned to the contract 
shall complete the training before accessing sensitive information under the contract. The 
training is accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors. The Contractor shall maintain copies of training certificates for all Contractor and 
subcontractor employees as a record of compliance. Unless otherwise specified, initial training 
certificates for each Contractor and subcontractor employee shall be provided to the 
Contracting Officer’s Representative (COR) not later than thirty (30) days after contract award. 
Subsequent training certificates to satisfy the annual training requirement shall be submitted to 


the COR via e-mail notification not later than October 31
st 


of each year. The e-mail notification 
shall state the required training has been completed for all Contractor and subcontractor 
employees.  
 
(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that 
will have access to DHS systems and sensitive information. The DHS Rules of Behavior shall be 
signed before accessing DHS systems and sensitive information. The DHS Rules of Behavior is a 
document that informs users of their responsibilities when accessing DHS systems and holds 
users accountable for actions taken while accessing DHS systems and using DHS Information 
Technology resources capable of inputting, storing, processing, outputting, and/or transmitting 
sensitive information. The DHS Rules of Behavior is accessible at http://www.dhs.gov/dhs-
security-and-training-requirements-contractors. Unless otherwise specified, the DHS Rules of 
Behavior shall be signed within thirty (30) days of contract award. Any new Contractor 
employees assigned to the contract shall also sign the DHS Rules of Behavior before accessing 
DHS systems and sensitive information. The Contractor shall maintain signed copies of the DHS 
Rules of Behavior for all Contractor and subcontractor employees as a record of compliance. 
Unless otherwise specified, the Contractor shall e-mail copies of the signed DHS Rules of 
Behavior to the COR not later than thirty (30) days after contract award for each employee. The 
DHS Rules of Behavior will be reviewed annually and the COR will provide notification when a 
review is required.  
 
(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have 
access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to take 
Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII. The training is 
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  
Training shall be completed within thirty (30) days of contract award and be completed on an 
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annual basis thereafter not later than October 31
st 


of each year. Any new Contractor employees 
assigned to the contract shall also complete the training before accessing PII and/or SPII. The 
Contractor shall maintain copies of training certificates for all Contractor and subcontractor 
employees as a record of compliance. Initial training certificates for each Contractor and 
subcontractor employee shall be provided to the COR not later than thirty (30) days after 
contract award. Subsequent training certificates to satisfy the annual training requirement shall 


be submitted to the COR via e-mail notification not later than October 31
st 


of each year. The e-
mail notification shall state the required training has been completed for all Contractor and 
subcontractor employees.  


(End of clause) 
 


 
 


Other Contract Requirements 
 
C-1.  ADDITIONAL INVOICING INSTRUCTIONS 
 (a) In accordance with FAR Part 32.905, all invoices submitted to USCIS for payment shall 
include the following:  
  (1) Name and address of the contractor. 
  (2) Invoice date and invoice number. 


(3) Contract number or other authorization for supplies delivered or services performed 
(including order number and contract line item number). 


(4) Description, quantity, unit of measure, period of performance, unit price, and 
extended price of supplies delivered or services performed. 


  (5) Shipping and payment terms. 
  (6) Name and address of contractor official to whom payment is to be sent. 


(7) Name (where practicable), title, phone number, and mailing address of person to 
notify in the event of a defective invoice. 


  (8) Taxpayer Identification Number (TIN). 
 (b) Invoices not meeting these requirements will be rejected and not paid until a corrected 
invoice meeting the requirements is received. 
 (c) USCIS’ preferred method for invoice submission is electronically. Invoices shall be 
submitted in Adobe pdf format with each pdf file containing only one invoice. The pdf files shall 
be submitted electronically to USCISInvoice.Consolidation@ice.dhs.gov with each email 
conforming to a size limit of 500 KB. 
 (d) If a paper invoice is submitted, mail the invoice to: 
   USCIS Invoice Consolidation   
   PO Box 1000   
   Williston, VT 05495   
   (802) 288-7600   
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C-2.  PERFORMANCE REPORTING 
 The government intends to record and maintain contractor performance information for 
this contract in accordance with FAR Subpart 42.15. The contractor is encouraged to enroll at 
www.cpars.gov so it can participate in this process. 
 
C-3.  POSTING OF ORDER IN FOIA READING ROOM 
 (a) The government intends to post the order resulting from this solicitation to a public FOIA 
reading room. 
 (b) Within 30 days of award, the contractor shall submit a redacted copy of the executed  
order (including all attachments) suitable for public posting under the provisions of the 
Freedom of Information Act (FOIA). The contractor shall submit the documents to the USCIS 
FOIA Office by email at foiaerr.nrc@uscis.dhs.gov with a courtesy copy to the contracting 
officer. 
 (c) The USCIS FOIA Office will notify the contractor of any disagreements with the 
contractor’s redactions before public posting of the contract or order in a public FOIA reading 
room. 
 
C-4.  NOTICE TO PROCEED (NTP) 
 (a) Performance of the work requires escorted access to government facilities or automated 
systems, and/or access to sensitive but unclassified information.  The attachment titled Security 
Requirements applies.   
 (b) The contractor is responsible for submitting packages from employees who will receive 
favorable entry-on-duty (EOD) decisions and suitability determinations, and for submitting 
them in a timely manner.  A government decision to not grant a favorable EOD decision or 
suitability determination, or to later withdraw or terminate such decision or termination, shall 
not excuse the contractor from performance of obligations under this contract. 
 (c) The contractor should submit background investigation packages immediately following 
contract award.  
 (d) This contract does not provide for direct payment to the contractor for EOD efforts. 
Work for which direct payment is not provided is a subsidiary obligation of the contractor.  
 (e) The Government intends for performance to begin no later than 60 days following 
contract award (allowing up to 60 days for EOD period). All required personnel must have 
received a favorable EOD by that date. 
 (f) The contracting officer will issue an NTP at least one day before performance is to begin. 
The initial NTP will be done via modification to set the period of performance for the contract. 
All following NTPs (as full teams receive EODs) will be via a letter from the Contracting Officer.  
 (g) If the contractor fails to meet its obligations under paragraph (e) above, the 
Government, at its sole discretion, may forbear termination for cause and instead may issue a 
partial NTP for those CLINs where the contractor met its obligations.  If so, a subsequent NTP 
for the remaining CLINs may be issued later.  For those CLINs included in the subsequent NTP, 
the duration of the performance period for that CLIN shall be reduced so that it ends on the 
same date as those that started with the initial NTP. Individual CLINs shall not have staggered 
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end dates. An NTP issued after the initial NTP shall capture the revised performance period for 
each CLIN associated with that NTP. If an NTP does not align with a full billing month, the first 
invoice for that team shall be pro-rated to an amount negotiated by the Contracting Officer and 
the contractor for the partial month.  
 
C-5.  FINAL PAYMENT 
 As a condition precedent to final payment, a release discharging the government, its 
officers, agents and employees of and from all liabilities, obligations, and claims arising out of 
or under this order shall be completed.  A release of claims will be forwarded to the contractor 
at the end of each performance period for contractor completion as soon thereafter as 
practicable. 
 


Part III—List of Attachments 
 
Attachment Title/Description Pages 


1 Statement of Work (SOW) 19 
2 Security Requirements (Clause 5) 4 
3 Vendor Question Submission and USCIS Responses 


(solicitation only) 
1 


 
The government intends to incorporate the contents of parts I, II, and III into the resulting 
contract.  Attachment 3 will not be incorporated into the subsequent contract. 


 


 
Part IV—Solicitation Provisions / Instructions / Evaluation 


 
52.252-1  Solicitation Provisions Incorporated by Reference           (Feb 1998)  


This solicitation incorporates one or more solicitation provisions by reference, 
with the same force and effect as if they were given in full text. Upon request, 
the Contracting Officer will make their full text available. The quoter is cautioned 
that the listed provisions may include blocks that must be completed by the 
quoter and submitted with its quotation or quote. In lieu of submitting the full 
text of those provisions, the quoter may identify the provision by paragraph 
identifier and provide the appropriate information with its quotation or quote. 
Also, the full text of a solicitation provision may be accessed electronically at this 
address: http://www.acquisition.gov/far. 
 


(End of Provision) 
 
52.217-5 Evaluation of Options      (Jul 1990) 


  
 



http://www.acquisition.gov/far
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Federal Acquisition Regulation (FAR) provisions 
incorporated in full text 


 
52.212-3 Quoter Representations and Certifications- Commercial Items (Oct 2018) 


The Quoter shall complete only paragraph (b) of this provision if the Quoter has 
completed the annual representations and certification electronically in the 
System for Award Management (SAM) accessed through https://www.sam.gov. 
If the Quoter has not completed the annual representations and certifications 
electronically, the Quoter shall complete only paragraphs (c) through (u)) of this 
provision. 


(a) Definitions. As used in this provision-- 


“Economically disadvantaged women-owned small business (EDWOSB) concern” 
means a small business concern that is at least 51 percent directly and 
unconditionally owned by, and the management and daily business operations of 
which are controlled by, one or more women who are citizens of the United 
States and who are economically disadvantaged in accordance with 13 CFR part 
127. It automatically qualifies as a women-owned small business eligible under 
the WOSB Program. 


“Forced or indentured child labor” means all work or service— 


(6) Exacted from any person under the age of 18 under the menace of any penalty 
for its nonperformance and for which the worker does not quote himself 
voluntarily; or 


(7) Performed by any person under the age of 18 pursuant to a contract the 
enforcement of which can be accomplished by process or penalties. 


“Highest-level owner” means the entity that owns or controls an immediate 
owner of the quoter, or that owns or controls one or more entities that control an 
immediate owner of the quoter. No entity owns or exercises control of the 
highest level owner. 


“Immediate owner” means an entity, other than the quoter, that has direct 
control of the quoter. Indicators of control include, but are not limited to, one or 
more of the following: Ownership or interlocking management, identity of 
interests among family members, shared facilities and equipment, and the 
common use of employees.  



https://www.sam.gov/
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“Inverted domestic corporation,” means a foreign incorporated entity that meets 
the definition of an inverted domestic corporation under 6 U.S.C. 395(b), applied 
in accordance with the rules and definitions of 6 U.S.C. 395(c). 


“Manufactured end product” means any end product in product and service 
codes (PSCs) 1000-9999, except— 


(1) PSC 5510, Lumber and Related Basic Wood Materials; 


(2) Product or Service Group (PSG) 87, Agricultural Supplies; 


(3) PSG 88, Live Animals; 


(4) PSG 89, Subsistence; 


(5) PSC 9410, Crude Grades of Plant Materials; 


(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 


(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 


(8) PSC 9610, Ores; 


(9) PSC 9620, Minerals, Natural and Synthetic; and 


(10) PSC 9630, Additive Metal Materials. 


“Place of manufacture” means the place where an end product is assembled out 
of components, or otherwise made or processed from raw materials into the 
finished product that is to be provided to the Government. If a product is 
disassembled and reassembled, the place of reassembly is not the place of 
manufacture. 


“Predecessor” means an entity that is replaced by a successor and includes any 
predecessors of the predecessor. 


“Restricted business operations” means business operations in Sudan that include 
power production activities, mineral extraction activities, oil-related activities, or 
the production of military equipment, as those terms are defined in the Sudan 
Accountability and Divestment Act of 2007 (Pub. L. 110-174). Restricted business 
operations do not include business operations that the person (as that term is 
defined in Section 2 of the Sudan Accountability and Divestment Act of 2007) 
conducting the business can demonstrate— 
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(1) Are conducted under contract directly and exclusively with the regional 
government of southern Sudan; 


(2) Are conducted pursuant to specific authorization from the Office of Foreign 
Assets Control in the Department of the Treasury, or are expressly exempted 
under Federal law from the requirement to be conducted under such 
authorization; 


(3) Consist of providing goods or services to marginalized populations of Sudan; 


(4) Consist of providing goods or services to an internationally recognized 
peacekeeping force or humanitarian organization; 


(5) Consist of providing goods or services that are used only to promote health or 
education; or 


(6) Have been voluntarily suspended. 


Sensitive technology— 


(1) Means hardware, software, telecommunications equipment, or any other 
technology that is to be used specifically— 


(i) To restrict the free flow of unbiased information in Iran; or 


(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 


(2) Does not include information or informational materials the export of which 
the President does not have the authority to regulate or prohibit pursuant to 
section 203(b)(3) of the International Emergency Economic Powers Act (50 U.S.C. 
1702(b)(3)). 


“Service-disabled veteran-owned small business concern”— 


(1) Means a small business concern— 


(i) Not less than 51 percent of which is owned by one or more service-disabled 
veterans or, in the case of any publicly owned business, not less than 51 percent 
of the stock of which is owned by one or more service-disabled veterans; and 


(ii) The management and daily business operations of which are controlled by one 
or more service-disabled veterans or, in the case of a service-disabled veteran 
with permanent and severe disability, the spouse or permanent caregiver of such 
veteran. 
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(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with 
a disability that is service-connected, as defined in 38 U.S.C. 101(16). 


“Small business concern” means a concern, including its affiliates, that is 
independently owned and operated, not dominant in the field of operation in 
which it is bidding on Government contracts, and qualified as a small business 
under the criteria in 13 CFR Part 121 and size standards in this solicitation. 


“Small disadvantaged business concern, consistent with 13 CFR 124.1002,” means 
a small business concern under the size standard applicable to the acquisition, 
that-- 


(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 
124.105) by-- 


(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and 
economically disadvantaged (as defined at 13 CFR 124.104) individuals who are 
citizens of the United States; and 


(ii) Each individual claiming economic disadvantage has a net worth not exceeding 
$750,000 after taking into account the applicable exclusions set forth at 13 CFR 
124.104(c)(2); and 


(2) The management and daily business operations of which are controlled (as 
defined at 13.CFR 124.106) by individuals, who meet the criteria in paragraphs 
(1)(i) and (ii) of this definition. 


“Subsidiary” means an entity in which more than 50 percent of the entity is 
owned— 


(1) Directly by a parent corporation; or 


(2) Through another subsidiary of a parent corporation. 


“Successor” means an entity that has replaced a predecessor by acquiring the 
assets and carrying out the affairs of the predecessor under a new name (often 
through acquisition or merger). The term “successor” does not include new 
offices/divisions of the same company or a company that only changes its name. 
The extent of the responsibility of the successor for the liabilities of the 
predecessor may vary, depending on State law and specific circumstances. 


“Veteran-owned small business concern” means a small business concern— 
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(1) Not less than 51 percent of which is owned by one or more veterans(as 
defined at 38 U.S.C. 101(2)) or, in the case of any publicly owned business, not 
less than 51 percent of the stock of which is owned by one or more veterans; and 


(2) The management and daily business operations of which are controlled by one 
or more veterans. 


“Women-owned business concern” means a concern which is at least 51 percent 
owned by one or more women; or in the case of any publicly owned business, at 
least 51 percent of the its stock is owned by one or more women; and whose 
management and daily business operations are controlled by one or more 
women.  


“Women-owned small business concern” means a small business concern -- 


(1) That is at least 51 percent owned by one or more women or, in the case of any 
publicly owned business, at least 51 percent of the stock of which is owned by 
one or more women; and 


(2) Whose management and daily business operations are controlled by one or 
more women. 


“Women-owned small business (WOSB) concern eligible under the WOSB 
Program (in accordance with 13 CFR part 127),” means a small business concern 
that is at least 51 percent directly and unconditionally owned by, and the 
management and daily business operations of which are controlled by, one or 
more women who are citizens of the United States. 


(b)  


(1) Annual Representations and Certifications. Any changes provided by the 
Quoter in paragraph (b)(2) of this provision do not automatically change the 
representations and certifications in SAM. 


(2) The quoter has completed the annual representations and certifications 
electronically in SAM accessed through http://www.sam.gov. After reviewing 
SAM information, the Quoter verifies by submission of this quote that the 
representations and certifications currently posted electronically at FAR 52.212-3, 
Quoter Representations and Certifications--Commercial Items, have been entered 
or updated in the last 12 months, are current, accurate, complete, and applicable 
to this solicitation (including the business size standard applicable to the NAICS 
code referenced for this solicitation), at the time this quote is submitted and are 
incorporated in this quote by reference (see FAR 4.1201), except for paragraphs 
__. [Quoter to identify the applicable paragraphs at (c) through (u) of this 



http://www.sam.gov/
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provision that the quoter has completed for the purposes of this solicitation only, 
if any. These amended representation(s) and/or certification(s) are also 
incorporated in this quote and are current, accurate, and complete as of the date 
of this quote. Any changes provided by the quoter are applicable to this 
solicitation only, and do not result in an update to the representations and 
certifications posted electronically on SAM.] 


(c) Quoters must complete the following representations when the resulting 
contract is to be performed in the United States or its outlying areas. Check all 
that apply. 


(1) Small business concern. The quoter represents as part of its quote that it [_] is, 
[_] is not a small business concern. 


(2) Veteran-owned small business concern. [Complete only if the quoter 
represented itself as a small business concern in paragraph (c)(1) of this 
provision.] The quoter represents as part of its quote that it [_] is, [_] is not a 
veteran-owned small business concern. 


(3) Service-disabled veteran-owned small business concern. [Complete only if the 
quoter represented itself as a veteran-owned small business concern in 
paragraph (c)(2) of this provision.] The quoter represents as part of its quote that 
it [_] is, [_] is not a service-disabled veteran-owned small business concern. 


(4) Small disadvantaged business concern. [Complete only if the quoter 
represented itself as a small business concern in paragraph (c)(1) of this 
provision.] The quoter represents that it [_] is, [_] is not, a small disadvantaged 
business concern as defined in 13 CFR 124.1002. 


(5) Women-owned small business concern. [Complete only if the quoter 
represented itself as a small business concern in paragraph (c)(1) of this 
provision.] The quoter represents that it [_] is, [_] is not a women-owned small 
business concern. 


Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to 
exceed the simplified acquisition threshold. 


(6) WOSB concern eligible under the WOSB Program. [Complete only if the quoter 
represented itself as a women-owned small business concern in paragraph (c)(5) 
of this provision.] The quoter represents that— 


(i) It [_] is, [_] is not a WOSB concern eligible under the WOSB Program, has 
provided all the required documents to the WOSB Repository, and no change in 
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circumstances or adverse decisions have been issued that affects its eligibility; 
and 


(ii) It [_] is, [_] is not a joint venture that complies with the requirements of 13 
CFR part 127, and the representation in paragraph (c)(6)(i) of this provision is 
accurate for each WOSB concern eligible under the WOSB Program participating 
in the joint venture. [The quoter shall enter the name or names of the WOSB 
concern eligible under the WOSB Program and other small businesses that are 
participating in the joint venture: _________.] Each WOSB concern eligible under 
the WOSB Program participating in the joint venture shall submit a separate 
signed copy of the WOSB representation. 


(7) Economically disadvantaged women-owned small business (EDWOSB) 
concern. [Complete only if the quoter represented itself as a WOSB concern 
eligible under the WOSB Program in (c)(6) of this provision.] The quoter 
represents that— 


(i) It [_] is, [_] is not an EDWOSB concern, has provided all the required 
documents to the WOSB Repository, and no change in circumstances or adverse 
decisions have been issued that affects its eligibility; and 


(ii) It [_] is, [_] is not a joint venture that complies with the requirements of 13 
CFR part 127, and the representation in paragraph (c)(7)(i) of this provision is 
accurate for each EDWOSB concern participating in the joint venture. [The quoter 
shall enter the name or names of the EDWOSB concern and other small 
businesses that are participating in the joint venture: _____________.] Each 
EDWOSB concern participating in the joint venture shall submit a separate signed 
copy of the EDWOSB representation. 


(8) Women-owned business concern (other than small business concern). 
[Complete only if the quoter is a women-owned business concern and did not 
represent itself as a small business concern in paragraph (c)(1) of this provision.] 
The quoter represents that it [_] is, a women-owned business concern. 


(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, 
small business quoters may identify the labor surplus areas in which costs to be 
incurred on account of manufacturing or production (by quoter or first-tier 
subcontractors) amount to more than 50 percent of the contract price: 


___________________________________________ 


(10) HUBZone small business concern. [Complete only if the quoter represented 
itself as a small business concern in paragraph (c)(1) of this provision.] The quoter 
represents, as part of its quote, that-- 
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(i) It [_] is, [_] is not a HUBZone small business concern listed, on the date of this 
representation, on the List of Qualified HUBZone Small Business Concerns 
maintained by the Small Business Administration, and no material changes in 
ownership and control, principal office, or HUBZone employee percentage have 
occurred since it was certified in accordance with 13 CFR part 126; and 


(ii) It [_] is, [_] is not a HUBZone joint venture that complies with the 
requirements of 13 CFR part 126, and the representation in paragraph (c)(10)(i) of 
this provision is accurate for each HUBZone small business concern participating 
in the HUBZone joint venture. [The quoter shall enter the names of each of the 
HUBZone small business concerns participating in the HUBZone joint venture: 
__________.] Each HUBZone small business concern participating in the HUBZone 
joint venture shall submit a separate signed copy of the HUBZone representation. 


(d) Representations required to implement provisions of Executive Order 11246 -- 


(1) Previous contracts and compliance. The quoter represents that -- 


(i) It [_] has, [_] has not, participated in a previous contract or subcontract subject 
to the Equal Opportunity clause of this solicitation; and 


(ii) It [_] has, [_] has not, filed all required compliance reports. 


(2) Affirmative Action Compliance. The quoter represents that -- 


(i) It [_] has developed and has on file, [_] has not developed and does not have 
on file, at each establishment, affirmative action programs required by rules and 
regulations of the Secretary of Labor (41 CFR parts 60-1 and 60-2), or 


(ii) It [_] has not previously had contracts subject to the written affirmative action 
programs requirement of the rules and regulations of the Secretary of Labor. 


(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 
1352). (Applies only if the contract is expected to exceed $150,000.) By 
submission of its quote, the quoter certifies to the best of its knowledge and 
belief that no Federal appropriated funds have been paid or will be paid to any 
person for influencing or attempting to influence an officer or employee of any 
agency, a Member of Congress, an officer or employee of Congress or an 
employee of a Member of Congress on his or her behalf in connection with the 
award of any resultant contract. If any registrants under the Lobbying Disclosure 
Act of 1995 have made a lobbying contact on behalf of the quoter with respect to 
this contract, the quoter shall complete and submit, with its quote, OMB 
Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the 
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registrants. The quoter need not report regularly employed officers or employees 
of the quoter to whom payments of reasonable compensation were made. 


(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition 
Regulation (FAR) 52.225-1, Buy American – Supplies, is included in this 
solicitation.) 


(1) The quoter certifies that each end product, except those listed in paragraph 
(f)(2) of this provision, is a domestic end product and that for other than COTS 
items, the quoter has considered components of unknown origin to have been 
mined, produced, or manufactured outside the United States. The quoter shall list 
as foreign end products those end products manufactured in the United States 
that do not qualify as domestic end products, i.e., an end product that is not a 
COTS item and does not meet the component test in paragraph (2) of the 
definition of “domestic end product.” The terms “commercially available off-the-
shelf (COTS) item,” “component,” “domestic end product,” “end product,” 
“foreign end product,” and “United States” are defined in the clause of this 
solicitation entitled “Buy American—Supplies.” 


(2) Foreign End Products: 


LINE ITEM NO. COUNTRY OF ORIGIN 


      


      


      


[List as necessary] 


(3) The Government will evaluate quotes in accordance with the policies and 
procedures of FAR Part 25. 


(g) 


(1) Buy American -- Free Trade Agreements -- Israeli Trade Act Certificate. (Applies 
only if the clause at FAR 52.225-3, Buy American -- Free Trade Agreements -- 
Israeli Trade Act, is included in this solicitation.) 


(i) The quoter certifies that each end product, except those listed in paragraph 
(g)(1)(ii) or (g)(1)(iii) of this provision, is a domestic end product and that for other 
than COTS items, the quoter has considered components of unknown origin to 
have been mined, produced, or manufactured outside the United States. The 
terms “Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end product,” 
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“commercially available off-the-shelf (COTS) item,” “component,” “domestic end 
product,” “end product,” “foreign end product,” “Free Trade Agreement 
country,” “Free Trade Agreement country end product,” “Israeli end product,” 
and “United States” are defined in the clause of this solicitation entitled “Buy 
American--Free Trade Agreements--Israeli Trade Act.” 


(ii) The quoter certifies that the following supplies are Free Trade Agreement 
country end products (other than Bahrainian, Moroccan, Omani, Panamanian, or 
Peruvian end products) or Israeli end products as defined in the clause of this 
solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade Act”: 


Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, 
Omani, Panamanian, or Peruvian End Products) or Israeli End Products: 


LINE ITEM NO. COUNTRY OF ORIGIN 


      


      


      


[List as necessary] 


(iii) The quoter shall list those supplies that are foreign end products (other than 
those listed in paragraph (g)(1)(ii) or this provision) as defined in the clause of this 
solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade Act.” 
The quoter shall list as other foreign end products those end products 
manufactured in the United States that do not qualify as domestic end products, 
i.e., an end product that is not a COTS item and does not meet the component 
test in paragraph (2) of the definition of “domestic end product.” 


Other Foreign End Products: 


LINE ITEM NO. COUNTRY OF ORIGIN 


      


      


      


[List as necessary] 


(iv) The Government will evaluate quotes in accordance with the policies and 
procedures of FAR Part 25. 
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(2) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, 
Alternate I. If Alternate I to the clause at FAR 52.225-3 is included in this 
solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of 
the basic provision: 


(g)(1)(ii) The quoter certifies that the following supplies are Canadian end 
products as defined in the clause of this solicitation entitled “Buy American—Free 
Trade Agreements—Israeli Trade Act”: 


Canadian End Products: 


Line Item No.: 


___________________________________________ 


[List as necessary] 


(3) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, 
Alternate II. If Alternate II to the clause at FAR 52.225-3 is included in this 
solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of 
the basic provision: 


(g)(1)(ii) The quoter certifies that the following supplies are Canadian end 
products or Israeli end products as defined in the clause of this solicitation 
entitled “Buy American--Free Trade Agreements--Israeli Trade Act'': 


Canadian or Israeli End Products: 


Line Item No.: Country of Origin: 


      


      


      


[List as necessary] 


(4) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, 
Alternate III. If Alternate III to the clause at 52.225-3 is included in this solicitation, 
substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic 
provision: 


(g)(1)(ii) The quoter certifies that the following supplies are Free Trade 
Agreement country end products (other than Bahrainian, Korean, Moroccan, 
Omani, Panamanian, or Peruvian end products) or Israeli end products as defined 
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in the clause of this solicitation entitled “Buy American—Free Trade 
Agreements—Israeli Trade Act”: 


Free Trade Agreement Country End Products (Other than Bahrainian, Korean, 
Moroccan, Omani, Panamanian, or Peruvian End Products) or Israeli End 
Products: 


Line Item No.: Country of Origin: 


      


      


      


[List as necessary] 


(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, 
Trade Agreements, is included in this solicitation.) 


(i) The quoter certifies that each end product, except those listed in paragraph 
(g)(5)(ii) of this provision, is a U.S.-made or designated country end product as 
defined in the clause of this solicitation entitled “Trade Agreements.” 


(ii) The quoter shall list as other end products those end products that are not 
U.S.-made or designated country end products. 


Other End Products 


Line Item No.: Country of Origin: 


      


      


      


[List as necessary] 


(iii) The Government will evaluate quotes in accordance with the policies and 
procedures of FAR Part 25. For line items covered by the WTO GPA, the 
Government will evaluate quotes of U.S.-made or designated country end 
products without regard to the restrictions of the Buy American statute. The 
Government will consider for award only quotes of U.S.-made or designated 
country end products unless the Contracting Officer determines that there are no 
quotes for such products or that the quotes for such products are insufficient to 
fulfill the requirements of the solicitation. 
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(h) Certification Regarding Responsibility Matters (Executive Order 12689). 
(Applies only if the contract value is expected to exceed the simplified acquisition 
threshold.) The quoter certifies, to the best of its knowledge and belief, that the 
quoter and/or any of its principals-- 


(1) [_] Are, [_] are not presently debarred, suspended, proposed for debarment, 
or declared ineligible for the award of contracts by any Federal agency;  


(2) [_] Have, [_] have not, within a three-year period preceding this quote, been 
convicted of or had a civil judgment rendered against them for: commission of 
fraud or a criminal offense in connection with obtaining, attempting to obtain, or 
performing a Federal, state or local government contract or subcontract; violation 
of Federal or state antitrust statutes relating to the submission of quotes; or 
commission of embezzlement, theft, forgery, bribery, falsification or destruction 
of records, making false statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; and 


(3) [_] Are, [_] are not presently indicted for, or otherwise criminally or civilly 
charged by a Government entity with, commission of any of these offenses 
enumerated in paragraph (h)(2) of this clause; and 


(4) [_] Have, [_] have not, within a three-year period preceding this quote, been 
notified of any delinquent Federal taxes in an amount that exceeds $3,500 for 
which the liability remains unsatisfied. 


(i) Taxes are considered delinquent if both of the following criteria apply: 


(A) The tax liability is finally determined. The liability is finally determined if it has 
been assessed. A liability is not finally determined if there is a pending 
administrative or judicial challenge. In the case of a judicial challenge to the 
liability, the liability is not finally determined until all judicial appeal rights have 
been exhausted. 


(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the 
taxpayer has failed to pay the tax liability when full payment was due and 
required. A taxpayer is not delinquent in cases where enforced collection action is 
precluded. 


(ii) Examples. 


(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, 
which entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. 
This is not a delinquent tax because it is not a final tax liability. Should the 
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taxpayer seek Tax Court review, this will not be a final tax liability until the 
taxpayer has exercised all judicial appear rights. 


(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax 
liability, and the taxpayer has been issued a notice under I.R.C. §6320 entitling the 
taxpayer to request a hearing with the IRS Office of Appeals Contesting the lien 
filing, and to further appeal to the Tax Court if the IRS determines to sustain the 
lien filing. In the course of the hearing, the taxpayer is entitled to contest the 
underlying tax liability because the taxpayer has had no prior opportunity to 
contest the liability. This is not a delinquent tax because it is not a final tax 
liability. Should the taxpayer seek tax court review, this will not be a final tax 
liability until the taxpayer has exercised all judicial appeal rights. 


(C) The taxpayer has entered into an installment agreement pursuant to I.R.C. 
§6159. The taxpayer is making timely payments and is in full compliance with the 
agreement terms. The taxpayer is not delinquent because the taxpayer is not 
currently required to make full payment. 


(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not 
delinquent because enforced collection action is stayed under 11 U.S.C. §362 (the 
Bankruptcy Code). 


(i) Certification Regarding Knowledge of Child Labor for Listed End Products 
(Executive Order 13126). [The Contracting Officer must list in paragraph (i)(1) any 
end products being acquired under this solicitation that are included in the List of 
Products Requiring Contractor Certification as to Forced or Indentured Child 
Labor, unless excluded at 22.1503(b).] 


(1) Listed End Product 


Listed End Product: Listed Countries of Origin: 


      


      


      


(2) Certification. [If the Contracting Officer has identified end products and 
countries of origin in paragraph (i)(1) of this provision, then the quoter must 
certify to either (i)(2)(i) or (i)(2)(ii) by checking the appropriate block.] 


[_] (i) The quoter will not supply any end product listed in paragraph (i)(1) of this 
provision that was mined, produced, or manufactured in the corresponding 
country as listed for that product. 







TDPS II 
70SBUR19Q00000052 


 


 
 


[_] (ii) The quoter may supply an end product listed in paragraph (i)(1) of this 
provision that was mined, produced, or manufactured in the corresponding 
country as listed for that product. The quoter certifies that is has made a good 
faith effort to determine whether forced or indentured child labor was used to 
mine, produce, or manufacture any such end product furnished under this 
contract. On the basis of those efforts, the quoter certifies that it is not aware of 
any such use of child labor. 


(j) Place of manufacture. (Does not apply unless the solicitation is predominantly 
for the acquisition of manufactured end products.) For statistical purposes only, 
the quoter shall indicate whether the place of manufacture of the end products it 
expects to provide in response to this solicitation is predominantly— 


(1) [_] In the United States (Check this box if the total anticipated price of 
quoteed end products manufactured in the United States exceeds the total 
anticipated price of quoteed end products manufactured outside the United 
States); or  


(2) [_] Outside the United States. 


(k) Certificates regarding exemptions from the application of the Service Contract 
Labor Standards. (Certification by the quoter as to its compliance with respect to 
the contract also constitutes its certification as to compliance by its subcontractor 
if it subcontracts out the exempt services.) [The contracting officer is to check a 
box to indicate if paragraph (k)(1) or (k)(2) applies.] 


(1) [X_] Maintenance, calibration, or repair of certain equipment as described in 
FAR 22.1003-4(c)(1). The quoter [_] does [_] does not certify that— 


(i) The items of equipment to be serviced under this contract are used regularly 
for other than Governmental purposes and are sold or traded by the quoter (or 
subcontractor in the case of an exempt subcontract) in substantial quantities to 
the general public in the course of normal business operations; 


(ii) The services will be furnished at prices which are, or are based on, established 
catalog or market prices (see FAR 22.1003-4(c)(2)(ii)) for the maintenance, 
calibration, or repair of such equipment; and 


(iii) The compensation (wage and fringe benefits) plan for all service employees 
performing work under the contract will be the same as that used for these 
employees and equivalent employees servicing the same equipment of 
commercial customers. 
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(2) [_] Certain services as described in FAR 22.1003-4(d)(1). The quoter [_] does 
[_] does not certify that— 


(i) The services under the contract are quoteed and sold regularly to non-
Governmental customers, and are provided by the quoter (or subcontractor in 
the case of an exempt subcontract) to the general public in substantial quantities 
in the course of normal business operations; 


(ii) The contract services will be furnished at prices that are, or are based on, 
established catalog or market prices (see FAR 22.1003-4(d)(2)(iii)); 


(iii) Each service employee who will perform the services under the contract will 
spend only a small portion of his or her time (a monthly average of less than 20 
percent of the available hours on an annualized basis, or less than 20 percent of 
available hours during the contract period if the contract period is less than a 
month) servicing the Government contract; and 


(iv) The compensation (wage and fringe benefits) plan for all service employees 
performing work under the contract is the same as that used for these employees 
and equivalent employees servicing commercial customers. 


(3) If paragraph (k)(1) or (k)(2) of this clause applies— 


(i) If the quoter does not certify to the conditions in paragraph (k)(1) or (k)(2) and 
the Contracting Officer did not attach a Service Contract Labor Standards wage 
determination to the solicitation, the quoter shall notify the Contracting Officer as 
soon as possible; and 


(ii) The Contracting Officer may not make an award to the quoter if the quoter 
fails to execute the certification in paragraph (k)(1) or (k)(2) of this clause or to 
contact the Contracting Officer as required in paragraph (k)(3)(i) of this clause. 


(l) Taxpayer identification number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not 
applicable if the quoter is required to provide this information to the SAM 
database to be eligible for award.) 


(1) All quoters must submit the information required in paragraphs (l)(3) through 
(l)(5) of this provision to comply with debt collection requirements of 31 U.S.C. 
7701(c) and 3325(d), reporting requirements of 26 U.S.C. 6041, 6041A, and 
6050M, and implementing regulations issued by the Internal Revenue Service 
(IRS). 


(2) The TIN may be used by the government to collect and report on any 
delinquent amounts arising out of the quoter’s relationship with the Government 
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(31 U.S.C. 7701(c)(3)). If the resulting contract is subject to the payment reporting 
requirements described in FAR 4.904, the TIN provided hereunder may be 
matched with IRS records to verify the accuracy of the quoter’s TIN. 


(3) Taxpayer Identification Number (TIN). 


[_] TIN:_____________________. 


[_] TIN has been applied for. 


[_] TIN is not required because: 


[_] Quoter is a nonresident alien, foreign corporation, or foreign partnership that 
does not have income effectively connected with the conduct of a trade or 
business in the United States and does not have an office or place of business or a 
fiscal paying agent in the United States; 


[_] Quoter is an agency or instrumentality of a foreign government; 


[_] Quoter is an agency or instrumentality of the Federal Government; 


(4) Type of organization. 


[_] Sole proprietorship; 


[_] Partnership; 


[_] Corporate entity (not tax-exempt); 


[_] Corporate entity (tax-exempt); 


[_] Government entity (Federal, State, or local); 


[_] Foreign government; 


[_] International organization per 26 CFR 1.6049-4; 


[_] Other ____________________. 


(5) Common parent. 


[_] Quoter is not owned or controlled by a common parent: 


[_] Name and TIN of common parent: 
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Name ____________________________________ 


TIN ______________________________________ 


(m) Restricted business operations in Sudan. By submission of its quote, the 
quoter certifies that the quoter does not conduct any restricted business 
operations in Sudan. 


(n) Prohibition on Contracting with Inverted Domestic Corporations— 


(1) Government agencies are not permitted to use appropriated (or otherwise 
made available) funds for contracts with either an inverted domestic corporation, 
or a subsidiary of an inverted domestic corporation, unless the exception at 
9.108-2(b) applies or the requirement is waived in accordance with the 
procedures at 9.108-4. 


(2) Representation. The quoter represents that— 


(i) It [ ] is, [ ] is not an inverted domestic corporation; and 


(ii) It [ ] is, [ ] is not a subsidiary of an inverted domestic corporation. 


(o) Prohibition on contracting with entities engaging in certain activities or 
transactions relating to Iran. 


(1) The quoter shall email questions concerning sensitive technology to the 
Department of State at CISADA106@state.gov. 


(2) Representation and Certification. Unless a waiver is granted or an exception 
applies as provided in paragraph (o)(3) of this provision, by submission of its 
quote, the quoter— 


(i) Represents, to the best of its knowledge and belief, that the quoter does not 
export any sensitive technology to the government of Iran or any entities or 
individuals owned or controlled by, or acting on behalf or at the direction of, the 
government of Iran;  


(ii) Certifies that the quoter, or any person owned or controlled by the quoter, 
does not engage in any activities for which sanctions may be imposed under 
section 5 of the Iran Sanctions Act; and 


(iii) Certifies that the quoter, and any person owned or controlled by the quoter, 
does not knowingly engage in any transaction that exceeds $3,500 with Iran’s 
Revolutionary Guard Corps or any of its officials, agents, or affiliates, the property 



mailto:CISADA106@state.gov
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and interests in property of which are blocked pursuant to the International 
Emergency Economic Powers Act (50(U.S.C. 1701 et seq.) (see OFAC’s Specially 
Designated Nationals and Blocked Persons List at 
https://www.treasury.gov/resource-center/sanctions/SDN-
List/Pages/default.aspx). 


(3) The representation and certification requirements of paragraph (o)(2) of this 
provision do not apply if— 


(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a 
comparable agency provision); and 


(ii) The quoter has certified that all the quoteed products to be supplied are 
designated country end products. 


(p) Ownership or Control of Quoter. (Applies in all solicitations when there is a 
requirement to be registered in SAM or a requirement to have a unique entity 
identifier in the solicitation. 


(1) The Quoter represents that it [ ] has or [ ] does not have an immediate owner. 
If the Quoter has more than one immediate owner (such as a joint venture), then 
the Quoter shall respond to paragraph (2) and if applicable, paragraph (3) of this 
provision for each participant in the joint venture. 


(2) If the Quoter indicates “has” in paragraph (p)(1) of this provision, enter the 
following information: 


Immediate owner CAGE 
code:_____________________________________________ 


Immediate owner legal 
name:______________________________________________ 


(Do not use a “doing business as” name) 


Is the immediate owner owned or controlled by another entity: 


[ ] Yes or [ ] No. 


(3) If the Quoter indicates “yes” in paragraph (p)(2) of this provision, indicating 
that the immediate owner is owned or controlled by another entity, then enter 
the following information: 



https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx
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Highest level owner CAGE 
code:_____________________________________________ 


Highest level owner legal 
name:______________________________________________ 


(Do not use a “doing business as” name) 


(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony 
Conviction under any Federal Law. 


(1) As required by section 744 and 745 of Division E of the Consolidated and 
Further Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar 
provisions, if contained in subsequent appropriations acts, the Government will 
not enter into a contract with any corporation that— 


(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial 
and administrative remedies have been exhausted or have lapsed, and that is not 
being paid in a timely manner pursuant to an agreement with the authority 
responsible for collecting the tax liability, where the awarding agency is aware of 
the unpaid tax liability, unless and agency has considered suspension or 
debarment of the corporation and made a determination that suspension or 
debarment is not necessary to protect the interests of the Government; or 


(ii) Was convicted of a felony criminal violation under any Federal law within the 
preceding 24 months, where the awarding agency is aware of the conviction, 
unless an agency has considered suspension or debarment of the corporation and 
made a determination that this action is not necessary to protect the interests of 
the Government. 


(2) The Quoter represents that-- 


(i) It is [ ] is not [ ] a corporation that has any unpaid Federal tax liability that has 
been assessed, for which all judicial and administrative remedies have been 
exhausted or have lapsed, and that is not being paid in a timely manner pursuant 
to an agreement with the authority responsible for collecting the tax liability; and  


(ii) It is [ ] is not [ ] a corporation that was convicted of a felony criminal violation 
under a Federal law within the preceding 24 months. 


(r) Predecessor of Quoter. (Applies in all solicitations that include the provision at 
52.204-16, Commercial and Government Entity Code Reporting.) 
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(1) The Quoter represents that it [ ] is or [ ] is not a successor to a predecessor 
that held a Federal contract or grant within the last three years. 


(2) If the Quoter has indicated “is” in paragraph (r)(1) of this provision, enter the 
following information for all predecessors that held a Federal contract or grant 
within the last three years (if more than one predecessor, list in reverse 
chronological order): 


Predecessor CAGE code ______(or mark “Unknown). 


Predecessor legal name: _________________________.  
(Do not use a “doing business as” name). 


(s) Reserved. 


(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in 
all solicitations that require quoters to register in SAM (52.212-1(k)). 


(1) This representation shall be completed if the Quoter received $7.5 million or 
more in contract awards in the prior Federal fiscal year. The representation is 
optional if the Quoter received less than $7.5 million in Federal contract awards 
in the prior Federal fiscal year. 


(2) Representation. [Quoter to check applicable block(s) in paragraph (t)(2)(i) and 
(ii)].  


(i) The Quoter (itself or through its immediate owner or highest-level owner) [ ] 
does, [ ] does not publicly disclose greenhouse gas emissions, i.e., makes available 
on a publicly accessible Web site the results of a greenhouse gas inventory, 
performed in accordance with an accounting standard with publicly available and 
consistently applied criteria, such as the Greenhouse Gas Protocol Corporate 
Standard. 


(ii) The Quoter (itself or through its immediate owner or highest-level owner) [ ] 
does, [ ] does not publicly disclose a quantitative greenhouse gas emissions 
reduction goal, i.e., make available on a publicly accessible Web site a target to 
reduce absolute emissions or emissions intensity by a specific quantity or 
percentage. 


(iii) A publicly accessible Web site includes the Quoter's own Web site or a 
recognized, third-party greenhouse gas emissions reporting program. 


(3) If the Quoter checked ``does'' in paragraphs (t)(2)(i) or (t)(2)(ii) of this 
provision, respectively, the Quoter shall provide the publicly accessible Web 
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site(s) where greenhouse gas emissions and/or reduction goals are 
reported:_____. 


(u) 


(1) In accordance with section 743 of Division E, Title VII, of the Consolidated and 
Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor 
provisions in subsequent appropriations acts (and as extended in continuing 
resolutions), Government agencies are not permitted to use appropriated (or 
otherwise made available) funds for contracts with an entity that requires 
employees or subcontractors of such entity seeking to report waste, fraud, or 
abuse to sign internal confidentiality agreements or statements prohibiting or 
otherwise restricting such employees or subcontractors from lawfully reporting 
such waste, fraud, or abuse to a designated investigative or law enforcement 
representative of a Federal department or agency authorized to receive such 
information. 


(2) The prohibition in paragraph (u)(1) of this provision does not contravene 
requirements applicable to Standard Form 312 (Classified Information 
Nondisclosure Agreement), Form 4414 (Sensitive Compartmented Information 
Nondisclosure Agreement), or any other form issued by a Federal department or 
agency governing the nondisclosure of classified information. 


(3) Representation. By submission of its quote, the Quoter represents that it will 
not require its employees or subcontractors to sign or comply with internal 
confidentiality agreements or statements prohibiting or otherwise restricting such 
employees or subcontractors from lawfully reporting waste, fraud, or abuse 
related to the performance of a Government contract to a designated 
investigative or law enforcement representative of a Federal department or 
agency authorized to receive such information (e.g., agency Office of the 
Inspector General). 


(End of Provision) 


 
52.216-1 Type of Contract (Apr 1984) 


The government contemplates award of a Firm-Fixed-Price contract resulting 
from this solicitation. 


(End of provision) 
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Instructions to Quoters 
 
E-1.  CURRENT SUPPORT 
 This is a new requirement and there is no incumbent.  
 
E-2.  POINT OF CONTACT 
 All inquiries to include questions regarding this solicitation shall be addressed to the 
contracting officer via the contract specialist at the following e-mail address:  
Shane.C.Crowl@uscis.dhs.gov No Later than 11:00 AM ET on November 29, 2018. Questions 
shall be in the format provided in Attachment 3, Vendor Question Submission and USCIS 
Responses. 
 
E-3.  DATE AND TIME FOR QUOTE SUBMISSION 
 Quotes are due by 11:00am ET on December 12, 2018.   
 
E-4.  E-MAIL QUOTE SUBMITTAL INSTRUCTIONS 
 (a) The quote shall be submitted as electronic files by e-mail to:  
  Shane.C.Crowl@uscis.dhs.gov. 
 (b) The e-mail’s subject line subject line shall read:  
  TDPSII Quote 70SBUR19Q00000052 from [QUOTING CONTRACTOR NAME]. 
 
E-5.  ELECTRONIC FILE SUBMISSIONS 
 (a) Each email shall be no larger than 3 MB in size. 
 (b) Unless specifically allowed elsewhere in this solicitation, each file (including 
spreadsheets, if allowed by the quote submittal instructions) shall be formatted for portrait 
orientation, letter-size paper, front-and-back printing, and one-inch margins all around.  
Landscape orientation is acceptable for pricing spreadsheets and tables. Color is acceptable, but 
the quote must be readable when printed in black-and-white. A standard twelve-point or larger 
font shall be used for normal text, but tables and figures may use a nine-point or larger font.  
Text spacing and line spacing shall not be compressed. All pages shall be numbered. 
 (c) The first or cover page or sheet of each electronic file shall include the quoting 
contractor’s name and DUNS number. It shall also include the name and title of the quoting 
contractor’s point of contact for all matters relating to the quote along with his or her mailing 
address, phone number, and e-mail address. 
 (d) Each file shall comply with the instructions of this provision as well as any other 
provisions of this solicitation.  The government may reject any quote that does not comply with 
this solicitation’s instructions. 
 (e) The government may waive or allow correction of informalities and minor irregularities 
in quotes received. 
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E-6.  PROCEDURES 
 This acquisition is being conducted under FAR Subpart 13.5, Simplified Procedures for 
Certain Commercial Items.  The procedures in FAR subpart 15.3, Source Selection, do not apply 
and will not be used in this acquisition.    
 
E-7.  SOW IS A MINIMUM 
 Every requirement in the SOW, whether a physical or performance requirement, is a 
minimum requirement.  The quoting contractor may propose to exceed any requirement. 
 
E-8.  INCORPORATION OF ASPECTS OF QUOTE INTO THE CONTRACT 
 One or more aspects of a quoting contractor’s quote may be incorporated into the 
contract resulting from this solicitation.   
 
E-9.  TDPS II QUOTE 
 The quoting contractor shall submit a quote, as follows— 
  Part 1:  Technical, in Adobe (.pdf) format (mandatory). 
  Part 2:  Business, in Adobe (.pdf) format (mandatory). 
  Part 3:  Existing Product Literature, in electronic or paper format (optional). 
 (a) Part 1:  Technical.  This part may include a 1-page cover page and a 1-page table of 
contents.  It shall be organized as follows— 
  (1) Factor 1, Printing Equipment.  The quoting contractor shall provide sufficient 
information to allow the government to evaluate if the proposed solution meets all of the 
minimum requirements outlined in the SOW for CLIN 0001.  The Government desires an 
affirmative statement that the proposed solution will meet or exceed each and every physical 
and performance requirement in the SOW, along with a narrative fully explaining the 
equipment solution offered for CLIN 0001.   
  (2) Factor 2, Equipment Consumables.  The quoting contractor shall provide sufficient 
information to allow the government to evaluate if the proposed solution meets all of the 
minimum requirements outlined in the SOW for CLIN x003.  The Government desires an 
affirmative statement that the proposed solution will meet or exceed each and every physical 
and performance requirement in the SOW, along with a narrative explaining the consumables 
solution offered for CLIN x003.   
  (3) Factor 3, Equipment Maintenance.  The quoting contractor shall provide sufficient 
information to allow the government to evaluate if the proposed solution meets all of the 
minimum requirements outlined in the SOW for CLIN x002.  The Government desires an 
affirmative statement that the proposed solution will meet or exceed each and every physical 
and performance requirement in the SOW, along with a narrative explaining the consumables 
solution offered for CLIN x002. 
  (4) Factor 4, Betterment Promises.  If the quoting contractor’s proposed solution will 
exceed any requirement of the SOW in a way that is meaningful for the Government, the 
quoting contractor shall provide information explaining the promise of the betterment and the 
betterment’s value to the Government.  Vague statements will not be helpful (for example, if 
the requirement is minimum rate of 400 actions per day, a definite promise of 600 actions per 
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day will be far more helpful to Government evaluators than a suggestion that the proposed 
solution’s capacity exceeds the requirement).   
  (5) Factor 5, Experience.  The quoting contractor shall provide information to facilitate 
the government’s consideration of Factor 5.  The quoter must describe no more than three 
projects in developing/delivering complex equipment for precision purposes in which the 
quoter was the prime contractor or a major subcontractor.  For each project, the quoter shall 
describe the project (in terms of scope, time, dollar magnitude, importance to customer, and so 
forth), identify the customer, and explain its role as a prime contractor or subcontractor.  The 
quoter shall explain how each project was similar to this Travel Documents Production Services 
(TDPS II) effort, how it was different, and how its experience on that project can give 
confidence to the Government that the quoter understands the present requirement and will 
be successful in performing the work.  Quoters shall also include Point of Contact (POC) 
information for a Contracting Officer (CO), Contracting Officer’s Representative (COR), Program 
Manager (PM) or equivalent (non-federal) for each project referenced.  The POC information 
shall include name, phone number, and email address.  The government is interested in 
examples of real work that show the technical experience performing development similar to 
the requirements as outlined in the SOW. 
  (6) Factor 6, Usability/Suitability.  The quoting contractor shall provide any information 
it desires to convince the Government that its proposed solution will be entirely usable by the 
Government in meeting its mission needs and that the proposed solution will be entirely 
suitable for its intended purpose. 
  (7) Exceptions.  If the quoting contractor takes exception to requirements identified in 
the SOW in any way, it shall provide a table describing its exceptions in the format shown 
below. This is not an invitation for quoting contractors to request exceptions, and the 
government may reject a quote with exceptions as unacceptable without any further exchanges 
with the quoting contractor. 
 


Solicitation 
Citation 


Exception Taken Rationale and Impact 


Document, page 
no., para. no., as 
appropriate 


Narrative describing the 
requirement to which 
exception is taken (and 
quoting contractor’s 
proposed substitution, if 
any) 


Narrative describing 
the rationale for the 
exception and the 
impact on the 
government 


 
  (8) Page limit.  12 pages for (b)(1) through (6) (including the cover page and table of 
contents), but no limit for (b)(7). 
 (b) Part 2:  Business.  This part may include a 1-page table of contents.  This part shall be 
organized as follows— 
  (1) Exceptions.  The quoting contractor shall provide an unambiguous statement that it 
agrees to all clauses, terms, or conditions of this solicitation and all of its attachments 
(excepting the SOW, which is addressed in Part 1). If the quoting contractor takes any 







TDPS II 
70SBUR19Q00000052 


 


 
 


exceptions in any way, it shall provide a table describing its exceptions in the format shown 
below. This is not an invitation for quoting contractors to request exceptions, and the 
government may reject a quote with exceptions as unacceptable without any further exchanges 
with the quoting contractor.  Page limit:  No limit. 
 


Solicitation 
Citation 


Exception Taken Rationale and Impact 


Document, page 
no., para. no., as 
appropriate 


Narrative describing the 
requirement to which 
exception is taken (and 
quoting contractor’s 
proposed substitution, if 
any) 


Narrative describing 
the rationale for the 
exception and the 
impact on the 
government 


 
  (2) Other Information.  The quoting contractor should clearly identify all major 
subcontractors it intends to utilize under the contract, and the portion of the work for each 
subcontractor. The quoting contractor shall also provide any information or documents not 
provided for in Part 1 but required by this solicitation.  For example, this could include the 
subcontracting plan required from other than small business concerns as described in the 
clause at FAR 52.219-9, Small Business Subcontracting Plan.  Page limit: No limit. 
  (3) Factor 7, Price.  The quoting contractor shall provide a completed pricing table 
following the format provided in Part 1 of this solicitation in a .pdf format.  Page limit: Not 
restricted – the price quote is not restricted in length and shall provide information for all 
performance periods. The anticipated base period of performance is 04/01/2019 – 03/31/2020.  
 (c) Part 3:  Existing Product Literature.  This is an optional submission.  If the quoting 
contractor has existing product literature generally available to customers that illustrates the 
physical and/or performance characteristics of its equipment, consumables, or services 
included in its proposed solution, the quoter may submit this paper documentation by mail, 
electronic mail (E-mail) or courier to arrive by the date and time set for receipt of quotations.  
The Government does not promise that it will evaluate the literature.  However, the 
Government, at its sole discretion, may choose to review some or all of any quoter’s literature 
to assist in its evaluation of Factors 1-6.  This must be already-existing product literature (such 
as glossy brochures and spec. sheets).  This submission is limited to five documents. If a physical 
paper submission is to be sent, address correspondence to the following: 
USCIS Office of Contracting 
70 Kimball Ave 
South Burlington, VT 05403 
ATTN: Shane Crowl 
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Evaluation and Selection 
 
E-10.  CONSIDERATION AND SELECTION APPROACH 
 (a) The government will fairly consider all quotes received in response to this solicitation.  
The government intends to award one contract from this solicitation. The government expects 
to consider the following factors in evaluating quotes— 
  (1) Factor 1:  Printing Equipment. The government will evaluate if the proposed solution 
meets the minimum requirements outlined in the SOW.  
  (2) Factor 2:  Equipment Consumables. The government will evaluate if the proposed 
solution meets the minimum requirements outlined in the SOW. 
  (3) Factor 3: Equipment Maintenance. The government will evaluate if the proposed 
solution meets the minimum requirements outlined in the SOW.  


(4) Factor 4: Betterment Promises. The government will evaluate the value to the 
Government of any betterments that are promised in the solution.  A betterment is any 
instance where the proposed solution exceeds the Government’s requirement in a way that is 
meaningful for the Government. 


(5) Factor 5: Experience. The government will assess its confidence that the quoting 
contractor understands the requirement and will be successful in performing the work based 
on the quoting contractor’s experience in developing/delivering complex equipment for 
precision purposes.  The government may contact the POCs for the described projects to verify 
the information provided.   


(6) Factor 6: Usability/Suitability. The government will assess its confidence that the 
proposed solution is entirely usable by the Government in meeting its mission needs and that 
the proposed solution is entirely suitable for its intended purpose.  The Government may use 
any information from any source in this evaluation. 
  (7) Factor 7: Price.  The government will evaluate the proposed price, which includes the 
base and all options, for reasonableness. The government will evaluate the total proposed 
price, which will include the option under FAR Clause 52.217-8.  The government will calculate 
the option under FAR Clause 52.217-8 by utilizing the monthly pricing of the last optional period 
for six months of continued performance.   


 
 (b) Comparative Evaluation. The government may perform a comparative evaluation 
(comparing quotes to each other) to select the contractor that is best suited and provides the 
best value, considering the evaluation factors in this solicitation.  
 
 (c) Phased Evaluation.  The Government intends to conduct the evaluation in two phases. 
  (1) Phase One.  The Government will evaluate all quotes for Factors 1, 2 and 3 on a 
Pass/Fail basis.  If a quote receives a fail in this phase, the quote will not be considered for 
award in phase two, as the quote will be considered not technically acceptable. 
  (2) Phase Two.  For those quotes that received a “Pass” for Factors 1, 2, and 3, the 
Government will evaluate Factors 4, 5, 6, and 7. 
 







TDPS II 
70SBUR19Q00000052 


 


 
 


 (d) Selection.  The government intends to select the best value quote based on a tradeoff 
considering Factors 4, 5, 6 and 7.  Factors 4, 5, and 6 are of relatively equal importance to each 
other, and when combined, are significantly more important than Factor 7.  
 
 





		52.252-1  Solicitation Provisions Incorporated by Reference           (Feb 1998)
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copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted ; or (c) By 


separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT 


THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by 


virtue of this amendment you desire to change an offer already submitted , such change may be made by telegram or letter, provided each telegram or letter makes 


reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.


x


CIS


South Burlington VT 05403
70 Kimball Avenue
Department of Homeland Security
USCIS Contracting Office


06/11/20180001


 631


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS.  IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.


12. ACCOUNTING AND APPROPRIATION DATA (If required)


is not extended.is extended, 


Items 8 and 15, and returning


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended , by one of the following methods: (a) By completing


The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offers


11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS


FACILITY CODE CODE 


10B. DATED (SEE ITEM 13)


10A. MODIFICATION OF CONTRACT/ORDER NO.


9B. DATED (SEE ITEM 11)


9A. AMENDMENT OF SOLICITATION NO.


CODE 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)


7. ADMINISTERED BY (If other than Item 6)CODE 6. ISSUED BY


PAGE   OF  PAGES


4. REQUISITION/PURCHASE REQ. NO.3. EFFECTIVE DATE2. AMENDMENT/MODIFICATION  NO. 5. PROJECT NO. (If applicable)


1.  CONTRACT ID CODE
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT


06/05/2018


CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority)  THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:


D. OTHER (Specify type of modification and authority)


 appropriation date, etc.)  SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).


E. IMPORTANT: Contractor is not, is required to sign this document and return    __________________ copies to the issuing office.


 ORDER NO. IN ITEM 10A.


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)


myUSCIS


EAGLE II FC1 Unrestricted


**RFP submission due date is June 21, 2018 @ 2PM EST**


Period of performance will be a 9 month base, that includes a 120 day transition period,


with two 12 month options from the date the


Notice to Proceed (NTP) is issued.


.


DO/DPAS Rating: NONE
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CONTINUATION SHEET


REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF


(A) (B) (C) (D) (E) (F)


70SBUR18R00000020/0001


        Delivery Location Code: HQOIT


        Department of Homeland Security


        US Citizenship & Immigration Svcs


        Office of Information Technology


        111 Massachusetts Ave, NW


        Suite 5000


        Washington DC 20529


        FOB: Destination


        Change Item 0001 to read as follows(amount shown


        is the obligated amount):


        Base period of performance: 5 months from the end


        of Transition In CLINs 0006 and 0007.


0001    Program Management (Fixed Price)                       5 MO


          As described in the SOW section 2


        Change Item 0002 to read as follows(amount shown


        is the obligated amount):


0002    Technical Support and Agile Teams (Fixed Price)        5 MO


         As described in the SOW section 2


        Change Item 0003 to read as follows(amount shown


        is the obligated amount):


0003    Government Directed Travel:                            1 LO


         As described in the SOW section 6


        ODC Cost Reimbursement CLIN Not to exceed


        $25,000.00


        Change Item 0004 to read as follows(amount shown


        is the obligated amount):


0004    Optional CLIN: Additional Agile Team (Fixed Price)     5 MO


          As described in the SOW section 2


           (Team of 10 FTEs)


        (Option Line Item)


        Change Item 0005 to read as follows(amount shown


        is the obligated amount):


0005    Optional CLIN: Additional Agile Team (Fixed Price)     5 MO


          As described in the SOW section 2


        Continued ...


NSN 7540-01-152-8067 OPTIONAL FORM 336 (4-86)


Sponsored by GSA


FAR (48 CFR) 53.110
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70SBUR18R00000020/0001


          (Team of 10 FTEs)


        (Option Line Item)


         0 Days After Award


        Change Item 0006 to read as follows(amount shown


        is the obligated amount):


        Transition period of performance: 4 months from


        the date the NTP is issued


0006    Program Management Transition In (Fixed Price)         4 MO


          As described in the SOW section 3


        Change Item 0007 to read as follows(amount shown


        is the obligated amount):


0007    Technical Support and Agile Teams Transition In        4 MO


        (Fixed Price)


          As described in the SOW section 4


        Change Item 1001 to read as follows(amount shown


        is the obligated amount):


        Option I period of performance: 12 months from


        the end of the base period.


1001    Option I: Program Management (Fixed Price)            12 MO


          As described in the SOW section 2


        (Option Line Item)


         0 Days After Award


        Change Item 1002 to read as follows(amount shown


        is the obligated amount):


1002    Option I: Technical Support and Agile Teams           12 MO


        (Fixed Price)


         As described in the SOW section 2


        (Option Line Item)


        Change Item 1003 to read as follows(amount shown


        is the obligated amount):


1003    Option I: Government Directed Travel                   1 LO


         As described in the SOW section 6


        Continued ...
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70SBUR18R00000020/0001


        ODC Cost Reimbursement CLIN Not to exceed


        $60,000.00


        (Option Line Item)


         0 Days After Award


        Change Item 1004 to read as follows(amount shown


        is the obligated amount):


1004    Option I Optional CLIN: Additional Agile Team         12 MO


        (Fixed Price)


          As described in the SOW section 2


          (Team of 10 FTEs)


        (Option Line Item)


         0 Days After Award


        Change Item 1005 to read as follows(amount shown


        is the obligated amount):


1005    Option I Optional CLIN: Additional Agile Team         12 MO


        (Fixed Price)


          As described in the SOW section 2


          (Team of 10 FTEs)


        (Option Line Item)


         0 Days After Award


        Change Item 2001 to read as follows(amount shown


        is the obligated amount):


        Option II period of performance: 12 months from


        the end of the Option I period of performance.


2001    Option II: Program Management (Fixed Price)           12 MO


          As described in the SOW section 2


        (Option Line Item)


         0 Days After Award


        Change Item 2002 to read as follows(amount shown


        is the obligated amount):


2002    Option II: Technical Support and Agile Teams          12 MO


        (Fixed Price)


         As described in the SOW section 2


        (Option Line Item)


         0 Days After Award


        Continued ...


NSN 7540-01-152-8067 OPTIONAL FORM 336 (4-86)
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70SBUR18R00000020/0001


        Change Item 2003 to read as follows(amount shown


        is the obligated amount):


2003    Option II: Government Directed Travel                  1 LO


         As described in the SOW section 6


        ODC Cost Reimbursement CLIN Not to exceed


        $60,000.00


        (Option Line Item)


         0 Days After Award


        Change Item 2004 to read as follows(amount shown


        is the obligated amount):


2004    Option II Optional CLIN: Additional Agile Team        12 MO


        (Fixed Price)


          As described in the SOW section 2


          (Team of 10 FTEs)


        (Option Line Item)


         0 Days After Award


        Change Item 2005 to read as follows(amount shown


        is the obligated amount):


2005    Option II Optional CLIN: Additional Agile Team        12 MO


        (Fixed Price)


          As described in the SOW section 2


          (Team of 10 FTEs)


        (Option Line Item)


         0 Days After Award


        Part II - Contract Clauses:


        1. Contract Clauses


        2. Accessibility Requirements (Section 508)


        3. Security Clause 5 w/IT


        4. Safeguarding of Sensitive Information


        5. Information Technology Security and Privacy


        Training


        6. DHS Enterprise Architecture Compliance


        7. Capitalized Property, Plant & Equipment(PP&E)


        Assets Internal Use Software (IUS)


        Part III - Documents, exhibits, or attachments:


        1. Statement of Work


        2. SOW Attachment # 1: myUSCIS System


        Integrations – Diagram


        3. SOW Attachment #2: Current Pipeline - Diagram


        4. SOW Attachment #3: The current technical stack


        Continued ...
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70SBUR18R00000020/0001


        & tools


        5. Attachment #4: myUSCIS Government Sample


        Staffing Mix and CLIN Structure (provided in PDF


        and Excel Spread Sheet)


        6. Attachment #5: Questions and Answers


        Part IV - Solicitation


        Provisions/Instruction/Evaluation:


        1. Solicitation Provisions/Instruction/Evaluation


NSN 7540-01-152-8067 OPTIONAL FORM 336 (4-86)


Sponsored by GSA


FAR (48 CFR) 53.110
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Part II-Contract Clauses 
 
1. CONTRACT CLAUSES: 


 


This order will be subject to the EAGLE II IDIQ FC1 Unrestricted Contract Terms 
and Conditions 


 


Federal Acquisition Regulation (FAR) clauses incorporated by reference 
52.204-19 Incorporation by Reference of Representations and Certifications  (Dec 2014) 
52.224-3   Privacy Training         (Jan 2017) 
52.232-39 Unenforceability of Unauthorized Obligations    (Jun 2013) 
52.237-3   Continuity of Services        (Jan 1991) 
 


Federal Acquisition Regulation (FAR) clauses incorporated in full text 
 


52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) 


(a) Definitions. As used in this clause-- 


“Internal confidentiality agreement or statement” means a confidentiality agreement or any other 
written statement that the contractor requires any of its employees or subcontractors to sign 
regarding nondisclosure of contractor information, except that it does not include confidentiality 
agreements arising out of civil litigation or confidentiality agreements that contractor employees 
or subcontractors sign at the behest of a Federal agency. 


“Subcontract” means any contract as defined in subpart 2.1 entered into by a subcontractor to 
furnish supplies or services for performance of a prime contract or a subcontract. It includes but 
is not limited to purchase orders, and changes and modifications to purchase orders. 


“Subcontractor” means any supplier, distributor, vendor, or firm (including a consultant) that 
furnishes supplies or services to or for a prime contractor or another subcontractor. 


(b) The Contractor shall not require its employees or subcontractors to sign or comply with 
internal confidentiality agreements or statements prohibiting or otherwise restricting such 
employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 
performance of a Government contract to a designated investigative or law enforcement 
representative of a Federal department or agency authorized to receive such information (e.g., 
agency Office of the Inspector General). 


(c) The Contractor shall notify current employees and subcontractors that prohibitions and 
restrictions of any preexisting internal confidentiality agreements or statements covered by this 
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clause, to the extent that such prohibitions and restrictions are inconsistent with the prohibitions 
of this clause, are no longer in effect. 


(d) The prohibition in paragraph (b) of this clause does not contravene requirements applicable to 
Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 (Sensitive 
Compartmented Information Nondisclosure Agreement), or any other form issued by a Federal 
department or agency governing the nondisclosure of classified information. 


(e) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015, (Pub. L. 113-235), and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions) use of funds 
appropriated (or otherwise made available) is prohibited, if the Government determines that the 
Contractor is not in compliance with the provisions of this clause. 


(f) The Contractor shall include the substance of this clause, including this paragraph (f), in 
subcontracts under such contracts. 


(End of clause) 


52.217-9   Option to Extend the Term of the Contract    (Mar 2000) 
(a) The Government may extend the term of this contract by written notice to the Contractor 
within 30 days; provided that the Government gives the Contractor a preliminary written notice 
of its intent to extend at least 60 days before the task order expires. The preliminary notice does 
not commit the Government to an extension. 


(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 


(c)The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 33 months. 


(End of clause) 
 


52.252-4     Alterations in Contract       (Apr 1984) 
Portions of this contract are altered as follows: Use of the word “contract” is understood to mean 
“task order” whenever such application is appropriate. 


(End of clause) 
 


Homeland Security Acquisition Regulation (HSAR) clauses  
incorporated in full text 


3052.203-70 Instructions for Contractor Disclosure of Violations.   (SEP 2012)  


When making a written disclosure under the clause at FAR 52.203-13, paragraph (b)(3), the 
Contractor shall use the Contractor Disclosure Form at http://www.oig.dhs.gov and submit the 
disclosure electronically to the Department of Homeland Security Office of Inspector General. 



http://www.oig.dhs.gov/
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The Contractor shall provide a copy of the disclosure to the Contracting Officer by email or 
facsimile on the same business day as the submission to the Office of Inspector General. The 
Contractor shall provide the Contracting Officer a concurrent copy of any supporting materials 
submitted to the Office of Inspector General.  


(End of clause) 
 
3052.205-70 Advertisements, Publicizing Awards, and Releases.                 ALTERNATE I       


   (SEP 2012) 


(a) The Contractor shall not refer to this contract in commercial advertising or similar 
promotions in such a manner as to state or imply that the product or service provided is 
endorsed or preferred by the Federal Government or is considered by the Government to be 
superior to other products or services.  


All advertisements, releases, announcements, or other publication regarding this contract or the 
agency programs and projects covered under it, or the results or conclusions made pursuant to 
performance, must be approved by the Contracting Officer. Under no circumstances shall the 
Contractor, or anyone acting on behalf of the Contractor, refer to the supplies, services, or 
equipment furnished pursuant to the provisions of this contract in any publicity, release, or 
commercial advertising without first obtaining explicit written consent to do so from the 
Contracting Officer.  


(End of clause) 
 


 3052.215-70 Key Personnel or Facilities          (Dec 2003) 
(a) The personnel or facilities specified below are considered essential to the work being 
performed under this contract and may, with the consent of the contracting parties, be changed 
from time to time during the course of the contract by adding or deleting personnel or facilities, 
as appropriate. 


(b) Before replacing any of the specified individuals or facilities, the contractor shall notify the 
Contracting Officer, in writing, before the change becomes effective. The contractor shall submit 
sufficient information to support the proposed action and to enable the Contracting Officer to 
evaluate the potential impact of the change on this contract. The contractor shall not replace 
personnel or facilities until the Contracting Officer approves the change. 


The Key Personnel under this Contract are: 


Program Manager 
(End of clause) 


3052.204-71 Contractor Employee Access Alt I     (SEP 2012) 
a) Sensitive Information, as used in this clause, means any information, which if lost, misused, 
disclosed, or, without authorization is accessed, or modified, could adversely affect the national 
or homeland security interest, the conduct of Federal programs, or the privacy to which 
individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but 
which has not been specifically authorized under criteria established by an Executive Order or an 
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign 
policy. This definition includes the following categories of information: 
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(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee); 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the Department of Homeland Security (including the Assistant Secretary for the Transportation 
Security Administration or his/her designee); 


(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and 


(4) Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. 


(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet sites. 


(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or 
subject to other investigations as required. All Contractor employees requiring recurring access 
to Government facilities or access to sensitive information or IT resources are required to have a 
favorably adjudicated background investigation prior to commencing work on this contract 
unless this requirement is waived under Departmental procedures. 


(d) The Contracting Officer may require the Contractor to prohibit individuals from working on 
the contract if the Government deems their initial or continued employment contrary to the 
public interest for any reason, including, but not limited to, carelessness, insubordination, 
incompetence, or security concerns. 


(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless 
authorized in writing by the Contracting Officer. For those Contractor employees authorized 
access to sensitive information, the Contractor shall ensure that these persons receive training 
concerning the protection and disclosure of sensitive information both during and after contract 
performance. 


(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where 
the subcontractor may have access to Government facilities, sensitive information, or resources. 
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g) Before receiving access to IT resources under this contract the individual must receive a 
security briefing, which the Contracting Officer’s Technical Representative (COTR) will 
arrange, and complete any nondisclosure agreement furnished by DHS. 


(h) The Contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary for 
performance of the work under this contract. Any attempts by Contractor personnel to gain 
access to any information technology resources not expressly authorized by the Statement of 
work (SOW), other terms and conditions in this contract, or as approved in writing by the COTR, 
is strictly prohibited. In the event of violation of this provision, DHS will take appropriate 
actions with regard to the contract and the individual(s) involved. 


(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the Contractor performs business for the DHS Component. It is not a 
right, a guarantee of access, a condition of the contract, or Government Furnished Equipment 
(GFE). 


(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and 
save DHS harmless from any unauthorized use and agrees not to request additional time or 
money under the contract for any delays resulting from unauthorized use or access. 


(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has 
been granted by the Head of the Component or designee, with the concurrence of both the 
Department’s Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their 
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both 
the CSO and the CIO or their designees. In order for a waiver to be granted: 


(1) There must be a compelling reason for using this individual as opposed to a U. S. citizen; and 


(2) The waiver must be in the best interest of the Government. 


(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the contracting officer. 


(End of clause) 
 


Local Clauses 
ADDITIONAL INVOICING INSTRUCTIONS 


(a) In accordance with FAR Part 32.905, all invoices submitted to USCIS for payment shall 
include the following: 


(1) Name and address of the contractor.  


(2) Invoice date and invoice number. 


(3) Contract number or other authorization for supplies delivered or services performed 
(including order number and contract line item number). 


(4) Description, quantity, unit of measure, period of performance, unit price, and 
extended price of supplies delivered or services performed. 
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(5) Shipping and payment terms. 


(6) Name and address of contractor official to whom payment is to be sent. 


(7) Name (where practicable), title, phone number, and mailing address of person to 
notify in the event of a defective invoice. 


(8) Taxpayer Identification Number (TIN). 


(b) Invoices not meeting these requirements will be rejected and not paid until a corrected 
invoice meeting the requirements is received. 


(c) USCIS’ preferred method for invoice submission is electronically. Invoices shall be 
submitted in Adobe pdf format with each pdf file containing only one invoice. The pdf 
files shall be submitted electronically to USCISInvoice.Consolidation@ice.dhs.gov with 
each email conforming to a size limit of 500 KB. 


(d) If a paper invoice is submitted, mail the invoice to: 


USCIS Invoice Consolidation           
PO Box 1000                                   
Williston, VT 05495                        
 


EXPECTATION REGARDING AGILE TEAMS 
 


The Government’s expectation is that the Contractor’s Agile teams will continuously provide at 
least 10 FTEs of IT professionals performing the roles described in the SOW, and that each team 
will work effectively within itself and collaboratively with the Government to achieve the 
Government’s needs as generally described in the SOW.  The Contractor’s inability to 
continuously provide the expected FTEs for a team may put achievement of Government 
objectives at risk of non-fulfillment and may result in termination of the task order for the 
Contractor’s default.  The government will allow (i) contractors to manage a smooth transition of 
individuals in/out as required to support evolving skills needs on the contract and (ii) 
participation by team members on a part-time basis based on program needs so long as the sum 
of the team is continuously at 10 FTEs. 
 
 
 


EXPECTATION OF CONTRACTOR PERSONNEL 
The Government expects competent, productive, qualified IT professionals to be assigned to the 
Agile teams.   The Contracting Officer, by written notice to the Contractor, may require the 
Contractor to remove any employee from the work if the Contracting Officer  deems that 
employee not to be competent, productive, or qualified. 


PERFORMANCE REPORTING 
The Government intends to record and maintain contractor performance information for this task 
order in accordance with FAR Subpart 42.15. The contractor is encouraged to enroll at 
www.cpars.gov so it can participate in this process. 
 


 
 



mailto:USCISInvoice.Consolidation@ice.dhs.gov

http://www.cpars.gov/
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FINAL PAYMENT 
As a condition precedent to final payment, a release discharging the Government, its officers, 
agents and employees of and from all liabilities, obligations, and claims arising out of or under 
this contract shall be completed. A release of claims will be forwarded to the contractor at the 
end of each performance period for contractor completion as soon thereafter as practicable. 
 


GOVERNMENT-FURNISHED PROPERTY 
(a) Upon the Contractor's request that a Contractor employee be granted access to a Government 
automated system and the Government's approval of the request, the Government will issue the 
following equipment to that employee by hand receipt: 
 


Equipment QTY Unit unit acquisition 
 Laptop computer 1 EA $ 4,500 


PIV Card  1 EA $ 500 
Cell Phone 1 EA  $ 1,000 


 
(b) The Government will issue this equipment only to contractor employees that have a 
successful EOD. 
(c) The Contractor is responsible for all costs related to making this equipment available for use, 
such as payment of all transportation costs. The Contractor bears full responsibility for any and 
all loss of this equipment, whether accidental or purposeful, at full replacement value. 
(d) This equipment will be provided on a rent-free basis for performance under this task order. It 
shall not be used for any non-contract or non-governmental purpose. The Contractor shall ensure 
the return of the equipment immediately upon the demand of the Contracting Officer or the end 
of task order performance. 
(e) A Contractor request may be for a subcontractor employee. If so, the Contractor retains all 
the responsibilities of this clause for equipment issued to that employee. 


 


NOTICE TO PROCEED (NTP) 
Full contract performance shall begin commencing on the date specified by the Contracting 
Officer in the Notice to Proceed directive. 
(a) Performance of the work requires unescorted access to Government facilities or automated 
systems, and/or access to sensitive but unclassified information.  The Security Requirements 
below applies.  The Contractor is responsible for providing employees who will receive 
favorable entry-on-duty (EOD) decisions and suitability determinations.  A Government decision 
not to grant a favorable EOD decision or suitability determination, or to withdraw or terminate 
such decision or termination, shall not excuse the Contractor from performance of obligations 
under this task order. 
(b) The Contractor may submit background investigation packages upon issuance of the task 
order, so that it has adequate employees ready for the time when the Government issues the 
notice to proceed.  
(c) The Government intends to issue a notice to proceed between 30 and 60 days after task order 
award. 
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A NTP will not be issued by the Contracting Officer until such time as satisfactory suitability 
determinations have been received and successfully processed by the USCIS Office of Security 
& Integrity for all contractor staff.  


Regarding staffing, the contractor shall request through the COR to the CO to receive a Notice to 
Proceed once all contractor personnel for a particular CLIN or sub-CLIN have a valid EOD. If 
all required EOD dates are received prior to the 15th of the month, the NTP shall include the 
entire month in which the request was made. If EOD dates are received and an NTP requested 
after the 15th of the month, the NTP start cite a start date aligning with the next full month. 


For those CLINs or sub-CLINs not included in the initial full performance NTP, the duration of 
their performance period shall be such that it ends at the same time as those started with the 
initial full performance NTP. Individual CLINs or sub-CLINs shall not have staggered end dates. 
An NTP issued after the initial full performance NTP shall capture the revised performance 
period per each CLIN or sub-CLIN associated with the Notice. 


 


POSTING OF CONTRACT (OR ORDER) IN FOIA READING ROOM 
(a) The Government intends to post the contract (or order) resulting from this solicitation to a 
public FOIA reading room. 


(b) Within 30 days of award, the Contractor shall submit a redacted copy of the executed 
contract (or order) (including all attachments) suitable for public posting under the provisions of 
the Freedom of Information Act (FOIA). The Contractor shall submit the documents to the 
USCIS FOIA Office by email at foiaerr.nrc@uscis.dhs.gov with a courtesy copy to the 
contracting officer. 


(c) The USCIS FOIA Office will notify the contractor of any disagreements with the 
Contractor’s redactions before public posting of the contract or order in a public FOIA reading 
room. 


 


2. ACCESIBILITY REQUIREMENTS (SECTION 508) 
Accessibility Requirements (Section 508) 
Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 
(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use 
information and communications technology (ICT), it shall be accessible to people with 
disabilities. Federal employees and members of the public who have disabilities must have 
access to and use of information and data that is comparable to Federal employees and members 
of the public without disabilities. All products, platforms, and services delivered as part of this 
work statement that are by definition ICT or contain ICT shall conform to the Revised 508 
Standards, which are located at 36 C.F.R. § Appendices A, C, and D, and available 
at https://www.gpo.gov/fdsys/pkg/CFR-2017-title36-vol3/pdf/CFR-2017-title36-vol3-
part1194.pdf. 
 
All EIT deliverables within this work statement shall comply with the applicable technical and 
functional performance criteria of Section 508 unless exempt. Specifically, the following 
applicable EIT accessibility standards have been identified: 
 



mailto:foiaerr.nrc@uscis.dhs.gov

https://eaaspiv.dhs.gov/owa/redir.aspx?C=gc6uXHEXFFHgYqqvsxTfSPbrRO6uLp-IjCjaa720gPrkXK7Bqp_VCA..&URL=https%3a%2f%2fwww.gpo.gov%2ffdsys%2fpkg%2fCFR-2017-title36-vol3%2fpdf%2fCFR-2017-title36-vol3-part1194.pdf

https://eaaspiv.dhs.gov/owa/redir.aspx?C=gc6uXHEXFFHgYqqvsxTfSPbrRO6uLp-IjCjaa720gPrkXK7Bqp_VCA..&URL=https%3a%2f%2fwww.gpo.gov%2ffdsys%2fpkg%2fCFR-2017-title36-vol3%2fpdf%2fCFR-2017-title36-vol3-part1194.pdf
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Section 508 Applicable EIT Accessibility Standards 
36 CFR 1194.21 Software Applications and Operating Systems, applies to all EIT software 
applications and operating systems procured or developed under this work statement including 
but not limited to GOTS and COTS software. In addition, this standard is to be applied to Web-
based applications when needed to fulfill the functional performance criteria. This standard also 
applies to some Web based applications as described within 36 CFR 1194.22. 
 
36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all 
Web-based deliverables, including documentation and reports procured or developed under this 
work statement. When any Web application uses a dynamic (non-static) interface, embeds 
custom user control(s), embeds video or multimedia, uses proprietary or technical approaches 
such as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) then 1194.21 
Software standards also apply to fulfill functional performance criteria. 
 
36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products 
that are procured or developed under this work statement. Any video or multimedia presentation 
shall also comply with the software standards (1194.21) when the presentation is through the use 
of a Web or Software application interface having user controls available. 
 
36 CFR 1194.31 Functional Performance Criteria, applies to all EIT deliverables regardless of 
delivery method. All EIT deliverable shall use technical standards, regardless of technology, to 
fulfill the functional performance criteria. 
 
36 CFR 1194.41 Information Documentation and Support, applies to all documents, reports, as 
well as help and support services. To ensure that documents and reports fulfill the required 
1194.31 Functional Performance Criteria, they shall comply with the technical standard 
associated with Web-based Intranet and Internet Information and Applications at a minimum. In 
addition, any help or support provided in this work statement that offer telephone support, such 
as, but not limited to, a help desk shall have the ability to transmit and receive messages 
using TTY. 
 
Section 508 Applicable Exceptions 
Exceptions for this work statement have been determined by DHS and only the exceptions 
described herein may be applied. Any request for additional exceptions shall be sent to 
the COTR and determination will be made in accordance with DHS MD 4010.2. DHS has 
identified the following exceptions that may apply: 36 CFR 1194.3(b) Incidental to Contract, 
all EIT that is exclusively owned and used by the contractor to fulfill this work statement does 
not require compliance with Section 508. This exception does not apply to any EIT deliverable, 
service or item that will be used by any Federal employee(s) or member(s) of the public. This 
exception only applies to those contractors assigned to fulfill the obligations of this work 
statement and for the purposes of this requirement, are not considered members of the public. 
Section 508 Compliance Requirements 
 
36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, each agency shall 
procure products which comply with the provisions in this part when such products are available 
in the commercial marketplace or when such products are developed in response to a 
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Government solicitation. Agencies cannot claim a product as a whole is not commercially 
available because no product in the marketplace meets all the standards. If products are 
commercially available that meet some but not all of the standards, the agency must procure the 
product that best meets the standards. When applying this standard, all procurements of EIT shall 
have documentation of market research that identify a list of products or services that first meet 
the agency business needs, and from that list of products or services, an analysis that the selected 
product met more of the accessibility requirements than the non-selected products as required 
by FAR 39.2. Any selection of a product or service that meets less accessibility standards due to 
a significant difficulty or expense shall only be permitted under an undue burden claim and 
requires authorization from the DHS Office of Accessible Systems and Technology (OAST) in 
accordance with DHS MD 4010.2. 
 
All tasks for testing of functional and/or technical requirements must include specific testing for 
Section 508 compliance, and must use DHS Office of Accessible Systems and Technology 
approved testing methods and tools. For information about approved testing methods and tools 
send an email to accessibility@dhs.gov 


 
 


3. SECURITY CLAUSE 5 w/ IT 
 


GENERAL 
 
U.S. Citizenship and Immigration Services (USCIS) has determined that performance of this 
contract requires that the Contractor, subcontractor(s), vendor(s), etc. (herein known as 
Contractor), requires access to sensitive but unclassified information, and that the Contractor 
will adhere to the 
following. 
 
SUITABILITY DETERMINATION 
 
USCIS shall have and exercise full control over granting, denying, withholding or terminating 
access of unescorted Contractor employees to government facilities and/or access of Contractor 
employees to sensitive but unclassified information based upon the results of a background 
investigation. 
USCIS may, as it deems appropriate, authorize and make a favorable entry on duty (EOD) 
decision based on preliminary security checks. The favorable EOD decision would allow the 
employees to commence work temporarily prior to the completion of the full investigation. The 
granting of a favorable EOD decision shall not be considered as assurance that a full employment 
suitability authorization will follow as a result thereof. The granting of a favorable EOD decision 
or a full employment suitability determination shall in no way prevent, preclude, or bar the 
withdrawal or termination of any such access by USCIS, at any time during the term of the 
contract. No Contractor employee shall be allowed unescorted access to a Government facility 
without a favorable EOD decision or suitability determination by the Office of Security & 
Integrity Personnel Security Division (OSI PSD). 
 
 



mailto:accessibility@dhs.gov
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BACKGROUND INVESTIGATIONS 
 
Contractor employees (to include applicants, temporaries, part-time and replacement employees) 
under the contract, needing access to sensitive but unclassified information shall undergo a 
position sensitivity analysis based on the duties each individual will perform on the contract as 
outlined in the Position Designation Determination (PDD) for Contractor Personnel. The results 
of the position sensitivity analysis shall identify the appropriate background investigation to be 
conducted. All background investigations will be processed through OSI PSD. 
 
To the extent the Position Designation Determination form reveals that the Contractor will 
not require access to sensitive but unclassified information or access to USCIS IT systems, 
OSI PSD may determine that preliminary security screening and or a complete background 
investigation is not required for performance on this contract. 
 
Completed packages must be submitted to OSI PSD for prospective Contractor employees no 
less than 30 days before the starting date of the contract or 30 days prior to EOD of any 
employees, whether a replacement, addition, subcontractor employee, or vendor. The 
Contractor shall follow guidelines for package submission as set forth by OSI PSD. A 
complete package will include the following forms, in conjunction with security 
questionnaire submission of the SF-85P, “Security Questionnaire for Public Trust Positions” 
via e-QIP: 
 


1. DHS Form 11000-6, “Conditional Access to Sensitive But Unclassified 
Information Non-Disclosure Agreement” 


 
2. FD Form 258, “Fingerprint Card” (2 copies) 


 
3. Form DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer 
Reports Pursuant to the Fair Credit Reporting Act” 


 
4. Position Designation Determination for Contract Personnel Form 


 
5. Foreign National Relatives or Associates Statement 
 
6. OF 306, Declaration for Federal Employment (approved use for Federal 
Contract Employment) 


 
7. ER-856, “Contract Employee Code Sheet” 


 
EMPLOYMENT ELIGIBILITY 
 
Be advised that unless an applicant requiring access to sensitive but unclassified information 
has resided in the U.S. for three of the past five years, OSI PSD may not be able to complete a 
satisfactory background investigation. In such cases, USCIS retains the right to deem an 
applicant as ineligible due to insufficient background information. 
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Only U.S. citizens are eligible for employment on contracts requiring access to Department of 
Homeland Security (DHS) Information Technology (IT) systems or involvement in the 
development, operation, management, or maintenance of DHS IT systems, unless a waiver has 
been granted by the Director of USCIS, or designee, with the concurrence of both the DHS Chief 
Security Officer and the Chief Information Officer or their designees. In instances where non-
IT requirements contained in the contract can be met by using Legal Permanent Residents, 
those requirements shall be clearly described. 
 
The Contractor must agree that each employee working on this contract will have a Social 
Security Card issued by the Social Security Administration. 
 
CONTINUED ELIGIBILITY 
 
If a prospective employee is found to be ineligible for access to USCIS facilities or 
information, the Contracting Officer’s Representative (COR) will advise the Contractor that the 
employee shall not continue to work or to be assigned to work under the contract. 
 
In accordance with USCIS policy, contractors are required to undergo a periodic 
reinvestigation every five years. Security documents will be submitted to OSI PSD within 
ten business days following notification of a contractor’s reinvestigation requirement. 
 
In support of the overall USCIS mission, Contractor employees are required to complete one-
time or annual DHS/USCIS mandatory trainings. The Contractor shall certify annually, but no 
later than December 31st each year, or prior to any accelerated deadlines designated by 
USCIS, that required trainings have been completed. The certification of the completion of the 
trainings by all contractors shall be provided to both the COR and Contracting Officer. 


 
• USCIS Security Awareness Training (required within 30 days of entry on 


duty for new contractors, and annually thereafter) 
• USCIS Integrity Training (Annually) 
• DHS Continuity of Operations Awareness Training (one-time 


training for contractors identified as providing an essential service) 
• Unauthorized Disclosure Training (one time training for contractors who require 


access to USCIS information regardless if performance occurs within USCIS facilities 
or at a company owned and operated facility) 


• USCIS Fire Prevention and Safety Training (one-time training for contractors 
working within USCIS facilities; contractor companies may substitute their own 
training) 


 
USCIS reserves the right and prerogative to deny and/or restrict the facility and information 
access of any Contractor employee whose actions are in conflict with the standards of conduct 
or whom USCIS determines to present a risk of compromising sensitive but unclassified 
information and/or classified information. 
 
Contract employees will report any adverse information concerning their personal conduct to 
OSI PSD. The report shall include the contractor’s name along with the adverse information 







     RFP # 70SBUR18R00000020 00001 


19 | P a g e  
 


being reported. Required reportable adverse information includes, but is not limited to, 
criminal charges and or arrests, negative change in financial circumstances, and any 
additional information that requires admission on the SF-85P security questionnaire. 


 
In accordance with Homeland Security Presidential Directive-12 (HSPD-12) 
http://www.dhs.gov/homeland-security-presidential-directive-12 contractor employees who 
require access to United States Citizenship and Immigration Services (USCIS) facilities and/or 
utilize USCIS Information Technology (IT) systems, must be issued and maintain a Personal 
Identity Verification (PIV) card throughout the period of performance on their contract. 
Government-owned contractor- operated facilities are considered USCIS facilities. 
 
After the Office of Security & Integrity, Personnel Security Division has notified the 
Contracting Officer’s Representative that a favorable entry on duty (EOD) determination 
has been rendered, contractor employees will need to obtain a PIV card. 
 
For new EODs, contractor employees have [10 business days unless a different number is 
inserted] from their EOD date to comply with HSPD-12. For existing EODs, contractor 
employees have [10 business days unless a different number of days is inserted] from the date 
this clause is incorporated into the contract to comply with HSPD-12. 
 
Contractor employees who do not have a PIV card must schedule an appointment to have one 
issued. To schedule an appointment: 
http://ecn.uscis.dhs.gov/team/mgmt/Offices/osi/FSD/HSPD12/PIV/default.aspx 
Contractors who are unable to access the hyperlink above shall contact the Contracting Officer’s 
Representative (COR) for assistance. 
 
Contractor employees who do not have a PIV card will need to be escorted at all times by a 
government employee while at a USCIS facility and will not be allowed access to USCIS IT 
systems.  
A contractor employee required to have a PIV card shall: 


 
• Properly display the PIV card above the waist and below the neck with the photo 


facing out so that it is visible at all times while in a USCIS facility 
• Keep their PIV card current 
• Properly store the PIV card while not in use to prevent against loss or 


theft 
http://ecn.uscis.dhs.gov/team/mgmt/Offices/osi/FSD/HSPD12/SIR/defa
ult.aspx 


OSI PSD must be notified of all terminations/ resignations within five days of occurrence. The 
Contractor will return any expired USCIS issued identification cards and HSPD-12 card, or 
those of terminated employees to the COR. If an identification card or HSPD-12 card is not 
available to be returned, a report must be submitted to the COR, referencing the card number, 
name of individual to whom issued, the last known location and disposition of the card. 
 
 
 



http://www.dhs.gov/homeland-security-presidential-directive-12

http://ecn.uscis.dhs.gov/team/mgmt/Offices/osi/FSD/HSPD12/PIV/default.aspx

http://ecn.uscis.dhs.gov/team/mgmt/Offices/osi/FSD/HSPD12/SIR/default.aspx

http://ecn.uscis.dhs.gov/team/mgmt/Offices/osi/FSD/HSPD12/SIR/default.aspx
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SECURITY MANAGEMENT 
 
The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual will interface with OSI through the COR on all security matters, to include 
physical, personnel, and protection of all Government information and data accessed by the 
Contractor.  
 
The COR and OSI shall have the right to inspect the procedures, methods, and facilities utilized 
by the Contractor in complying with the security requirements under this contract. Should the 
COR determine that the Contractor is not complying with the security requirements of this 
contract the Contractor will be informed in writing by the Contracting Officer of the proper 
action to be taken in order to effect compliance with such requirements. 
 
The Contractor shall be responsible for all damage or injuries resulting from the acts or 
omissions of their employees and/or any subcontractor(s) and their employees to include 
financial responsibility. 
 
 
 
SECURITY PROGRAM BACKGROUND 
 
The DHS has established a department wide IT security program based on the following 
Executive Orders (EO), public laws, and national policy: 
 


• Public Law 107-296, Homeland Security Act of 2002. 
• Federal Information Security Management Act (FISMA) of 2002, November 25, 2002. 
• Public Law 104-106, Clinger-Cohen Act of 1996 [formerly, Information Technology 
      Management Reform Act (ITMRA)], February 10, 1996. 
•    Privacy Act of 1974, As Amended. 5 United States Code (U.S.C.) 552a, Public Law 


93-579, Washington, D.C., July 14, 1987. 
• Executive Order 12829, National Industrial Security Program, January 6, 1993. 
• Executive Order 12958, Classified National Security Information, as amended. 
• Executive Order 12968, Access to Classified Information, August 2, 1995. 
• Executive Order 13231, Critical Infrastructure Protection in the Information Age, 


October 16, 2001 
• National Industrial Security Program Operating Manual (NISPOM), February 2001. 
• DHS Sensitive Systems Policy Publication 4300A v2.1, July 26, 2004 
• DHS National Security Systems Policy Publication 4300B v2.1, July 26, 2004 
• Homeland Security Presidential Directive 7, Critical Infrastructure 


Identification, Prioritization, and Protection, December 17, 2003. 
• Office of Management and Budget (OMB) Circular A-130, Management of Federal 
• Information Resources. 
• National Security Directive (NSD) 42, National Policy for the Security of National    


Security Telecommunications and Information Systems (U), July 5, 1990, 
CONFIDENTIAL. 


• 5 Code of Federal Regulations (CFR) §2635, Office of Government Ethics, Standards 
of Ethical Conduct for Employees of the Executive Branch. 
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• DHS SCG OS-002 (IT), National Security IT Systems Certification & Accreditation, 
March 2004. 


• Department of State 12 Foreign Affairs Manual (FAM) 600, Information Security 
• Technology, June 22, 2000. 
• Department of State 12 FAM 500, Information Security, October 1, 1999. 
• Executive Order 12472, Assignment of National Security and Emergency Preparedness 


Telecommunications Functions, dated April 3, 1984. 
• Presidential Decision Directive 67, Enduring Constitutional Government and Continuity 


of Government Operations, dated October 21, 1998. 
• FEMA Federal Preparedness Circular 65, Federal Executive Branch Continuity of 


Operations (COOP), dated July 26, 1999. 
• FEMA Federal Preparedness Circular 66, Test, Training and Exercise (TT&E) for 


Continuity of Operations (COOP), dated April 30, 2001. 
• FEMA Federal Preparedness Circular 67, Acquisition of Alternate Facilities for 


Continuity of Operations, dated April 30, 2001. 
• Title 36 Code of Federal Regulations 1236, Management of Vital Records, revised as of 


July 1, 2000. 
• National Institute of Standards and Technology (NIST) Special Publications for 


computer security and FISMA compliance. 
 
GENERAL 
 
Due to the sensitive nature of USCIS information, the contractor is required to develop and 
maintain a comprehensive Computer and Telecommunications Security Program to address the 
integrity, confidentiality, and availability of sensitive but unclassified (SBU) information during 
collection, storage, transmission, and disposal. The contractor’s security program shall adhere to 
the requirements set forth in the DHS Management Directive 4300 IT Systems Security Pub 
Volume 1 Part A and DHS Management Directive 4300 IT Systems Security Pub Volume I Part 
B. This shall include conformance with the DHS Sensitive Systems Handbook, DHS 
Management Directive 11042 Safeguarding Sensitive but Unclassified (For Official Use Only) 
Information and other DHS or USCIS guidelines and directives regarding information security 
requirements. The contractor shall establish a working relationship with the USCIS IT Security 
Office, headed by the Information Systems Security Program Manager (ISSM). 
 
IT SYSTEMS SECURITY 
 
In accordance with DHS Management Directive 4300.1 “Information Technology Systems 
Security”, USCIS Contractors shall ensure that all employees with access to USCIS IT Systems 
are in compliance with the requirement of this Management Directive. Specifically, all 
contractor employees with access to USCIS IT Systems meet the requirement for successfully 
completing the annual “Computer Security Awareness Training (CSAT).” All contractor 
employees are required to complete the training within 60-days from the date of entry on duty 
(EOD) and are required to complete the training yearly thereafter.  
CSAT can be accessed at the following:  http://otcd.uscis.dhs.gov/EDvantage.Default.asp or 
via remote access from a CD which can be obtained by contacting uscisitsecurity@dhs.gov. 
 



http://otcd.uscis.dhs.gov/EDvantage.Default.asp

mailto:uscisitsecurity@dhs.gov
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IT SECURITY IN THE SYSTEMS DEVELOPMENT LIFE CYCLE (SDLC) 
 
The USCIS SDLC Manual documents all system activities required for the development, 
operation, and disposition of IT security systems. Required systems analysis, deliverables, and 
security activities are identified in the SDLC manual by lifecycle phase. The contractor shall 
assist the appropriate USCIS ISSO with development and completion of all SDLC activities 
and deliverables contained in the SDLC. The SDLC is supplemented with information from 
DHS and USCIS Policies and procedures as well as the National Institute of Standards Special 
Procedures related to computer security and FISMA compliance. These activities include 
development of the following documents: 


• Sensitive System Security Plan (SSSP): This is the primary reference that describes 
system sensitivity, criticality, security controls, policies, and procedures. The SSSP 
shall be based upon the completion of the DHS FIPS 199 workbook to categorize the 
system of application and completion of the RMS Questionnaire. The SSSP shall be 
completed as part of the System or Release Definition Process in the SDLC and shall 
not be waived or tailored. 


• Privacy Impact Assessment (PIA) and System of Records Notification (SORN). For 
each new development activity, each incremental system update, or system 
recertification, a PIA and SORN shall be evaluated. If the system (or modification) 
triggers a PIA the contractor shall support the development of PIA and SORN as 
required. The Privacy Act of 1974 requires the PIA and shall be part of the SDLC 
process performed at either System or Release Definition. 


• Contingency Plan (CP): This plan describes the steps to be taken to ensure that an 
automated system or facility can be recovered from service disruptions in the event of 
emergencies and/or disasters. The Contractor shall support annual contingency plan 
testing and shall provide a Contingency Plan Test Results Report. 


• Security Test and Evaluation (ST &E): This document evaluates each security control 
and countermeasure to verify operation in the manner intended. Test parameters are 
established based on results of the RA. An ST&E shall be conducted for each Major 
Application and each General Support System as part of the certification process.  
The Contractor shall support this process. 


• Risk Assessment (RA): This document identifies threats and vulnerabilities, assesses 
the impacts of the threats, evaluates in-place countermeasures, and identifies 
additional countermeasures necessary to ensure an acceptable level of security. The 
RA shall be completed after completing the NIST 800-53 evaluation, Contingency 
Plan Testing, and the ST&E. Identified weakness shall be documented in a Plan of 
Action and Milestone (POA&M) in the USCIS Trusted Agent FISMA (TAF) tool.  
Each POA&M entry shall identify the cost of mitigating the weakness and the 
schedule for mitigating the weakness, as well as a POC for the mitigation efforts. 


• Certification and Accreditation (C&A): This program establishes the extent to which 
a particular design and implementation of an automated system and the facilities 
housing that system meet a specified set of security requirements, based on the RA of 
security features and other technical requirements (certification), and the 
management authorization and approval of a system to process sensitive but 
unclassified information (accreditation). As appropriate the Contractor shall be 
granted access to the USCIS TAF and Risk Management System (RMS) tools to 
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support C&A and its annual assessment requirements. Annual assessment activities 
shall include completion of the NIST 800-26 Self-Assessment in TAF, annual review 
of user accounts, and annual review of the FIPS categorization. C&A status shall be 
reviewed for each incremental system update and a new full C&A process completed 
when a major system revision is anticipated. 


 
SECURITY ASSURANCES 
 
DHS Management Directives 4300 requires compliance with standards set forth by NIST, for 
evaluating computer systems used for processing SBU information. The Contractor shall ensure 
that requirements are allocated in the functional requirements and system design documents to 
security requirements are based on the DHS policy, NIST standards and applicable legislation 
and regulatory requirements. Systems shall offer the following visible security features: 
 


• User Identification and Authentication (I&A) – I&A is the process of telling a system 
the identity of a subject (for example, a user) (I) and providing that the subject is who 
it claims to be (A). Systems shall be designed so that the identity of each user shall be 
established prior to authorizing system access, each system user shall have his/her own 
user ID and password, and each user is authenticated before access is permitted. All 
system and database administrative users shall have strong authentication, with 
passwords that shall conform to established DHS standards. All USCIS Identification 
and Authentication shall be done using the Password Issuance Control System (PICS) 
or its successor. Under no circumstances will Identification and Authentication be 
performed by other than the USCIS standard system in use at the time of a systems 
development. 


• Discretionary Access Control (DAC) – DAC is a DHS access policy that restricts 
access to system objects (for example, files, directories, devices) based on the 
identity of the users and/or groups to which they belong. All system files shall be 
protected by a secondary access control measure. 


• Object Reuse – Object Reuse is the reassignment to a subject (for example, user) of a 
medium that previously contained an object (for example, file). Systems that use 
memory to temporarily store user I&A information and any other SBU information 
shall be cleared before reallocation. 


• Audit – DHS systems shall provide facilities for transaction auditing, which is the 
examination of a set of chronological records that provide evidence of system and 
user activity. Evidence of active review of audit logs shall be provided to the USCIS 
IT Security Office on a monthly basis, identifying all security findings including 
failed log in attempts, attempts to access restricted information, and password change 
activity. 


• Banner Pages – DHS systems shall provide appropriate security banners at start up 
identifying the system or application as being a Government asset and subject to 
government laws and regulations. This requirement does not apply to public facing 
internet pages, but shall apply to intranet applications. 
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DATA SECURITY 
 
SBU systems shall be protected from unauthorized access, modification, and denial of service.  
The Contractor shall ensure that all aspects of data security requirements (i.e., confidentiality, 
integrity, and availability) are included in the functional requirements and system design, and 
ensure that they meet the minimum requirements as set forth in the DHS Sensitive Systems 
Handbook and USCIS policies and procedures. These requirements include: 
 


• Integrity – The computer systems used for processing SBU shall have data integrity 
controls to ensure that data is not modified (intentionally or unintentionally) or 
repudiated by either or the receiver of the information. A risk analysis and 
vulnerability assessment shall be performed to determine what type of data integrity 
controls (e.g., cyclical redundancy checks, message authentication codes, security 
hash functions, and digital signatures, etc.) shall be used. 


• Confidentiality – Controls shall be included to ensure that SBU information collected, 
stored, and transmitted by the system is protected against compromise. A risk analysis 
and vulnerability assessment shall be performed to determine if threats to the SBU 
exist.  If it exists, data encryption shall be used to mitigate such threats. 


• Availability – Controls shall be included to ensure that the system is continuously 
working and all services are fully available within a timeframe commensurate with 
the availability needs of the user community and the criticality of the information 
processed. 


• Data Labeling. – The contractor shall ensure that documents and media are labeled 
consistent with the DHS Sensitive Systems Handbook. 


 
 


4. HSAR Class Deviation 15-01 SAFEGUARDING OF SENSITIVE 
INFORMATION                (MAR 2015) 


 
(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert the 
substance of this clause in all subcontracts. 


(b) Definitions. As used in this clause— 


“Personally Identifiable Information (PII)” means information that can be used to distinguish or 
trace an individual's identity, such as name, social security number, or biometric records, either 
alone, or when combined with other personal or identifying information that is linked or linkable 
to a specific individual, such as date and place of birth, or mother’s maiden name. The definition 
of PII is not anchored to any single category of information or technology. Rather, it requires a 
case-by-case assessment of the specific risk that an individual can be identified. In performing 
this assessment, it is important for an agency to recognize that non-personally identifiable 
information can become personally identifiable information whenever additional information is 
made publicly available—in any medium and from any source—that, combined with other 
available information, could be used to identify an individual. 
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PII is a subset of sensitive information. Examples of PII include, but are not limited to: name, 
date of birth, mailing address, telephone number, Social Security number (SSN), email address, 
zip code, account numbers, certificate/license numbers, vehicle identifiers including license 
plates, uniform resource locators (URLs), static Internet protocol addresses, biometric identifiers 
such as fingerprint, voiceprint, iris scan, photographic facial images, or any other unique 
identifying number or characteristic, and any information where it is reasonably foreseeable that 
the information will be linked with other information to identify the individual. 


“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, 
as any information, which if lost, misused, disclosed, or, without authorization is accessed, or 
modified, could adversely affect the national or homeland security interest, the conduct of 
Federal programs, or the privacy to which individuals are entitled under section 552a of Title 5, 
United States Code (the Privacy Act), but which has not been specifically authorized under 
criteria established by an Executive Order or an Act of Congress to be kept secret in the interest 
of national defense, homeland security or foreign policy. This definition includes the following 
categories of information: 


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107- 
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee); 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the Department of Homeland Security (including the Assistant Secretary for the Transportation 
Security Administration or his/her designee); 


(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and 


(4) Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. 


“Sensitive Information Incident” is an incident that includes the known, potential, or suspected 
exposure, loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or 
unauthorized access or attempted access of any Government system, Contractor system, or 
sensitive information. 


“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 
compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual. Some forms of PII are sensitive as 
stand-alone elements. Examples of such PII include: Social Security numbers (SSN), driver’s 
license or state identification number, Alien Registration Numbers (A-number), financial account 
number, and biometric identifiers such as fingerprint, voiceprint, or iris scan. Additional 
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examples include any groupings of information that contain an individual’s name or other unique 
identifier plus one or more of the following elements: 


(1) Truncated SSN (such as last 4 digits)  
(2) Date of birth (month, day, and year)  
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother’s maiden name, account passwords or 
personal identification numbers (PIN) 


Other PII may be “sensitive” depending on its context, such as a list of employees and their 
performance ratings or an unlisted home address or phone number. In contrast, a business card or 
public telephone directory of agency employees contains PII but is not sensitive. 


(c) Authorities. The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors, 
or available upon request from the Contracting Officer, including but not limited to: 


(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official 
Use Only) Information 
(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel 
Suitability and Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) (8) DHS Privacy Incident  
Handling Guidance 
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 
Cryptographic Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html 
(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security 
and Privacy Controls for Federal Information Systems and Organizations accessible at  
http://csrc.nist.gov/publications/PubsSPs.html  
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at  
http://csrc.nist.gov/publications/PubsSPs.html  


(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well as the 
policies and procedures described below, is required. 


(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel 
security requirements are set forth in various Management Directives (MDs), Directives, and 
Instructions. MD 11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information describes how Contractors must handle sensitive but unclassified information. DHS 
uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but unclassified information 
that is not otherwise categorized by statute or regulation. Examples of sensitive information that 
are categorized by statute or regulation are PCII, SSI, etc. The DHS Sensitive Systems Policy 
Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and 
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procedures on security for Information Technology (IT) resources. The DHS Handbook for 
Safeguarding Sensitive Personally Identifiable Information provides guidelines to help safeguard 
SPII in both paper and electronic form. DHS Instruction Handbook 121-01-007 Department of 
Homeland Security Personnel Suitability and Security Program establishes procedures, program 
responsibilities, minimum standards, and reporting protocols for the DHS Personnel Suitability 
and Security Program. 


(2) The Contractor shall not use or redistribute any sensitive information processed, stored, 
and/or transmitted by the Contractor except as specified in the contract. 


(3) All Contractor employees with access to sensitive information shall execute DHS Form 
11000-6, Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of 
access to such information. The Contractor shall maintain signed copies of the NDA for all 
employees as a record of compliance. The Contractor shall provide copies of the signed NDA to 
the Contracting Officer’s Representative (COR) no later than two (2) days after execution of the 
form. 


(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support 
financial or other administrative functions shall not maintain SPII. It is acceptable to maintain in 
these systems the names, titles and contact information for the COR or other Government 
personnel associated with the administration of the contract, as needed. 


(e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit 
sensitive information within a Contractor IT system without an Authority to Operate (ATO) 
signed by the Headquarters or Component CIO, or designee, in consultation with the 
Headquarters or Component Privacy Officer. Unless otherwise specified in the ATO letter, the 
ATO is valid for three (3) years. The Contractor shall adhere to current Government policies, 
procedures, and guidance for the Security Authorization (SA) process as defined below. 


(1) Complete the Security Authorization process. The SA process shall proceed according to the 
DHS Sensitive Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor 
publication, DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any 
successor publication, and the Security Authorization Process Guide including templates. 


(i) Security Authorization Process Documentation. SA documentation shall be developed   
using the Government provided Requirements Traceability Matrix and Government 
security documentation templates. SA documentation consists of the following: Security 
Plan, Contingency Plan, Contingency Plan Test Results, Configuration Management 
Plan, Security Assessment Plan, Security Assessment Report, and Authorization to 
Operate Letter. Additional documents that may be required include a Plan(s) of Action 
and Milestones and Interconnection Security Agreement(s). During the development of 
SA documentation, the Contractor shall submit a signed SA package, validated by an 
independent third party, to the COR for acceptance by the Headquarters or Component 
CIO, or designee, at least thirty (30) days prior to the date of operation of the IT system. 
The Government is the final authority on the compliance of the SA package and may 
limit the number of resubmissions of a modified SA package. Once the ATO has been 
accepted by the Headquarters or Component CIO, or designee, the Contracting Officer 
shall incorporate the ATO into the contract as a compliance document.  The 
Government’s acceptance of the ATO does not alleviate the Contractor’s responsibility to 
ensure the IT system controls are implemented and operating effectively. 
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(ii) Independent Assessment. Contractors shall have an independent third party validate 
the security and privacy controls in place for the system(s). The independent third party 
shall review and analyze the SA package, and report on technical, operational, and 
management level deficiencies as outlined in NIST Special Publication 800-53 Security 
and Privacy Controls for Federal Information Systems and Organizations. The 
Contractor shall address all deficiencies before submitting the SA package to the 
Government for acceptance. 


(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part 
of the SA process, the Contractor may be required to support the Government in the 
completion of the PTA. The requirement to complete a PTA is triggered by the creation, 
use, modification, upgrade, or disposition of a Contractor IT system that will store, 
maintain and use PII, and must be renewed at least every three (3) years. Upon review of 
the PTA, the DHS Privacy Office determines whether a Privacy Impact Assessment 
(PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, 
are required. The Contractor shall provide all support necessary to assist the Department 
in completing the PIA in a timely manner and shall ensure that project management plans 
and schedules include time for the completion of the PTA, PIA, and SORN (to the extent 
required) as milestones. Support in this context includes responding timely to requests for 
information from the Government about the use, access, storage, and maintenance of PII 
on the Contractor’s system, and providing timely review of relevant compliance 
documents for factual accuracy. Information on the DHS privacy compliance process, 
including PTAs, PIAs, and SORNs, is accessible at http://www.dhs.gov/privacy-
compliance.   


(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed 
every three (3) years. The Contractor is required to update its SA package as part of the ATO 
renewal process. The Contractor shall update its SA package by one of the following methods: 
(1) Updating the SA documentation in the DHS automated information assurance tool for 
acceptance by the Headquarters or Component CIO, or designee, at least 90 days before the ATO 
expiration date for review and verification of security controls; or (2) Submitting an updated SA 
package directly to the COR for approval by the Headquarters or Component CIO, or designee, 
at least 90 days before the ATO expiration date for review and verification of security controls. 
The 90 day review process is independent of the system production date and therefore it is 
important that the Contractor build the review into project schedules. The reviews may include 
onsite visits that involve physical or logical inspection of the Contractor environment to ensure 
controls are in place. 


(3) Security Review. The Government may elect to conduct random periodic reviews to ensure 
that the security requirements contained in this contract are being implemented and enforced. 
The Contractor shall afford DHS, the Office of the Inspector General, and other Government 
organizations access to the Contractor’s facilities, installations, operations, documentation, 
databases and personnel used in the performance of this contract. The Contractor shall, through 
the Contracting Officer and COR, contact the Headquarters or Component CIO, or designee, to 
coordinate and participate in review and inspection activity by Government organizations 
external to the DHS. Access shall be provided, to the extent necessary as determined by the 
Government, for the Government to carry out a program of inspection, investigation, and audit to 
safeguard against threats and hazards to the integrity, availability and confidentiality of 
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Government data or the function of computer systems used in performance of this contract and to 
preserve evidence of computer crime. 


(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, 
and/or transmit sensitive information shall meet or exceed the continuous monitoring 
requirements identified in the Fiscal Year 2014 DHS Information Security Performance Plan, or 
successor publication. The plan is updated on an annual basis. The Contractor shall also store 
monthly continuous monitoring data at its location for a period not less than one year from the 
date the data is created. The data shall be encrypted in accordance with FIPS 140-2 Security 
Requirements for Cryptographic Modules and shall not be stored on systems that are shared with 
other commercial or Government entities. The Government may elect to perform continuous 
monitoring and IT security scanning of Contractor systems from Government tools and 
infrastructure. 


(5) Revocation of ATO. In the event of a sensitive information incident, the Government may 
suspend or revoke an existing ATO (either in part or in whole). If an ATO is suspended or 
revoked in accordance with this provision, the Contracting Officer may direct the Contractor to 
take additional security measures to secure sensitive information. These measures may include 
restricting access to sensitive information on the Contractor IT system under this contract. 
Restricting access may include disconnecting the system processing, storing, or transmitting the 
sensitive information from the Internet or other networks or applying additional security 
controls. 


(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the 
Government or operating systems containing sensitive information shall comply with Federal 
reporting requirements. Annual and quarterly data collection will be coordinated by the 
Government. Contractors shall provide the COR with requested information within three (3) 
business days of receipt of the request. Reporting requirements are determined by the 
Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 
Plan, or successor publication. The Contractor shall provide the Government with all 
information to fully satisfy Federal reporting requirements for Contractor systems. 
(f) Sensitive Information Incident Reporting Requirements. 


(1) All known or suspected sensitive information incidents shall be reported to the Headquarters 
or Component Security Operations Center (SOC) within one hour of discovery in accordance 
with 4300A Sensitive Systems Handbook Incident Response and Reporting requirements. When 
notifying the Headquarters or Component SOC, the Contractor shall also notify the Contracting 
Officer, COR, Headquarters or Component Privacy Officer, and US-CERT using the contact 
information identified in the contract. If the incident is reported by phone or the Contracting 
Officer’s email address is not immediately available, the Contractor shall contact the Contracting 
Officer immediately after reporting the incident to the Headquarters or Component SOC. The 
Contractor shall not include any sensitive information in the subject or body of any e-mail. To 
transmit sensitive information, the Contractor shall use FIPS 140-2 Security Requirements for 
Cryptographic Modules compliant encryption methods to protect sensitive information in 
attachments to email. Passwords shall not be communicated in the same email as the attachment. 
A sensitive information incident shall not, by itself, be interpreted as evidence that the Contractor 
has failed to provide adequate information security safeguards for sensitive information, or has 
otherwise failed to meet the requirements of the contract. 







 RFP # 70SBUR18R00000020 00001 
 


30 | P a g e  
 


(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 
requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting,  
Contractors shall also provide as many of the following data elements that are available at the 
time the incident is reported, with any remaining data elements provided within 24 hours of 
submission of the initial incident report: 
(i) Data Universal Numbering System (DUNS); 
(ii) Contract numbers affected unless all contracts by the company are affected; 
(iii) Facility CAGE code if the location of the event is different than the prime contractor 
location; 
(iv) Point of contact (POC) if different than the POC recorded in the System for Award 
Management (address, position, telephone, email); 
(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time of the incident, both at the 
Contractor and subcontractor level; 
(xii) Description of the Government PII and/or SPII contained within the system; 
(xiii) Number of people potentially affected and the estimate or actual number of records 
exposed and/or contained within the system; and 
(xiv) Any additional information relevant to the incident. 


(g) Sensitive Information Incident Response Requirements. 


(1) All determinations related to sensitive information incidents, including response activities, 
notifications to affected individuals and/or Federal agencies, and related services (e.g., credit 
monitoring) will be made in writing by the Contracting Officer in consultation with the 
Headquarters or Component CIO and Headquarters or Component Privacy Officer. 


(2) The Contractor shall provide full access and cooperation for all activities determined by the 
Government to be required to ensure an effective incident response, including providing all 
requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents. 


(3) Incident response activities determined to be required by the Government may include, but 
are not limited to, the following: 
     (i) Inspections, 
     (ii) Investigations, 
     (iii) Forensic reviews, and 
     (iv) Data analyses and processing. 


(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies 
and/or third-party firms to aid in incident response activities. 


(h) Additional PII and/or SPII Notification Requirements. 
(1) The Contractor shall have in place procedures and the capability to notify any individual 
whose PII resided in the Contractor IT system at the time of the sensitive information incident 
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not later than 5 business days after being directed to notify individuals, unless otherwise 
approved by the Contracting Officer. The method and content of any notification by the 
Contractor shall be coordinated with, and subject to prior written approval by the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS 
Privacy Incident Handling Guidance. The Contractor shall not proceed with notification unless 
the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, 
has determined in writing that notification is appropriate. 
(2) Subject to Government analysis of the incident and the terms of its instructions to the 
Contractor regarding any resulting notification, the notification method may consist of letters to 
affected individuals sent by first class mail, electronic means, or general public notice, as 
approved by the Government. Notification may require the Contractor’s use of address 
verification and/or address location services. At a minimum, the notification shall include: 
     (i) A brief description of the incident; 
     (ii) A description of the types of PII and SPII involved; 
     (iii) A statement as to whether the PII or SPII was encrypted or protected by other means; 
     (iv) Steps individuals may take to protect themselves; 
     (v) What the Contractor and/or the Government are doing to investigate the incident, to       
     mitigate the incident, and to protect against any future incidents; and 
     (vi) Information identifying who individuals may contact for additional information. 


     (i) Credit Monitoring Requirements. In the event that a sensitive information incident 
involves PII or SPII, the Contractor may be required to, as directed by the Contracting 
Officer: 


(1) Provide notification to affected individuals as described above; and/or 


(2) Provide credit monitoring services to individuals whose data was under the control of the 
Contractor or resided in the Contractor IT system at the time of the sensitive information incident 
for a period beginning the date of the incident and extending not less than 18 months from the 
date the individual is notified. Credit monitoring services shall be provided from a company with 
which the Contractor has no affiliation. At a minimum, credit monitoring services shall include: 
     (i) Triple credit bureau monitoring; 
     (ii) Daily customer service; 
     (iii) Alerts provided to the individual for changes and fraud; and 
     (iv) Assistance to the individual with enrollment in the services and the use of fraud alerts;   
     and/or 


(3) Establish a dedicated call center. Call center services shall include: 
     (i) A dedicated telephone number to contact customer service within a fixed period; 
     (ii) Information necessary for registrants/enrollees to access credit reports and credit 
     scores; 
     (iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be 
     handled by call center staff and must be resolved by call center management or DHS, as 
     appropriate), and other key metrics; 
     (iv) Escalation of calls that cannot be handled by call center staff to call center management    
     or DHS, as appropriate; 
     (v) Customized FAQs, approved in writing by the Contracting Officer in coordination with  
     the Headquarters or Component Chief Privacy Officer; and 
     (vi) Information for registrants to contact customer service representatives and fraud  
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     resolution representatives for credit monitoring assistance. 
 
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information. As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special Publication 
800-88 Guidelines for Media Sanitization. 


(End of clause) 
 
 
5. HSAR Class Deviation 15-01 INFORMATION TECHNOLOGY 
SECURITY AND PRIVACY TRAINING (MAR 2015) 
(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”). The Contractor shall insert the 
substance of this clause in all subcontracts. 


(b) Security Training Requirements. 


(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness materials 
annually or whenever system security changes occur, or when the user’s responsibilities change. 
The Department of Homeland Security (DHS) requires that Contractor employees take an annual 
Information Technology Security Awareness Training course before accessing sensitive 
information under the contract. Unless otherwise specified, the training shall be completed 
within thirty (30) days of contract award and be completed on an annual basis thereafter not later 
than October 31st of each year. Any new Contractor employees assigned to the contract shall 
complete the training before accessing sensitive information under the contract. The training is 
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors. The 
Contractor shall maintain copies of training certificates for all Contractor and subcontractor 
employees as a record of compliance. Unless otherwise specified, initial training certificates for 
each Contractor and subcontractor employee shall be provided to the Contracting Officer’s 
Representative (COR) not later than thirty (30) days after contract award. Subsequent training 
certificates to satisfy the annual training requirement shall be submitted to the COR via e-mail 
notification not later than October 31st of each year. The e-mail notification shall state the 
required training has been completed for all Contractor and subcontractor employees.  


(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 
that will have access to DHS systems and sensitive information. The DHS Rules of Behavior 
shall be signed before accessing DHS systems and sensitive information. The DHS Rules of 
Behavior is a document that informs users of their responsibilities when accessing DHS systems 
and holds users accountable for actions taken while accessing DHS systems and using DHS 
Information Technology resources capable of inputting, storing, processing, outputting, and/or 
transmitting sensitive information. The DHS Rules of Behavior is accessible at 
http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Unless otherwise 
specified, the DHS Rules of Behavior shall be signed within thirty (30) days of contract award. 
Any new Contractor employees assigned to the contract shall also sign the DHS Rules of 
Behavior before accessing DHS systems and sensitive information. The Contractor shall 
maintain signed copies of the DHS Rules of Behavior for all Contractor and subcontractor 
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employees as a record of compliance. Unless otherwise specified, the Contractor shall e-mail 
copies of the signed DHS Rules of Behavior to the COR not later than thirty (30) days after 
contract award for each employee. The DHS Rules of Behavior will be reviewed annually and 
the COR will provide notification when a review is required. 


(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have 
access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to take 
Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII. The training 
is accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Training 
shall be completed within thirty (30) days of contract award and be completed on an annual basis 
thereafter not later than October 31st of each year. Any new Contractor employees assigned to 
the contract shall also complete the training before accessing PII and/or SPII. The Contractor 
shall maintain copies of training certificates for all Contractor and subcontractor employees as a 
record of compliance. Initial training certificates for each Contractor and subcontractor employee 
shall be provided to the COR not later than thirty (30) days after contract award. Subsequent 
training certificates to satisfy the annual training requirement shall be submitted to the COR via 
e-mail notification not later than October 31st of each year. The email notification shall state the 
required training has been completed for all Contractor and subcontractor employees. 


(End of clause) 
 


6. DHS ENTERPRISE ARCHITECTURE COMPLIANCE 
“All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the Government intends to:  


a) All developed solutions and requirements shall be compliant with the Homeland Security 
Enterprise Architecture (HLS EA).  


b) All IT hardware and software shall be compliant with the HLS EA Technical Reference 
Model (TRM) Standards and Products Profile.  


c) Description information for all data assets, information exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) for 
review, approval and insertion into the DHS Data Reference Model and Enterprise Architecture 
Information Repository.  


d) Development of data assets, information exchanges and data standards will comply with the 
DHS Data Management Policy MD 103-01 and all data-related artifacts will be developed and 
validated according to DHS data management architectural guidelines.  


e) Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS Enterprise Architecture (per OMB Memorandum M-05-22, August 2, 2005) regardless 
of whether the acquisition is for modification, upgrade, or replacement. All EA-related 
component acquisitions shall be IPv6 compliant as defined in the U.S. Government Version 6 
(USGv6) Profile (National Institute of Standards and Technology (NIST) Special Publication 
500-267) and the corresponding declarations of conformance defined in the USGv6 Test 
Program. ” 
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7. CAPITALIZED PROPERTY, PLANT & EQUIPMENT (PP&E) 
ASSETS INTERNAL USE SOFTWARE (IUS) 
Background 


The United States Citizenship and Immigration Services Management Directive No. 128-001, 
USCIS/Office of Information Technology has an ongoing requirement to report Internal Use 
Software (IUS) costs for the programs under their purview and assignment. This report is a 
monthly mandatory requirement, and must include all software releases with a cumulative cost of 
$500K or greater; bulk purchases of $1 Million, and a useful life of 2 years or more.   


Requirement 


Reporting: All applicable charges for application releases and/or development charges are 
tracked and reported; documented by each applicable release so that an OIT determination can be 
made if the asset meets IUS criteria. USCIS has determined that the best method for identifying 
IUS candidates is through monthly collection of contractor cost data for all releases in 
development, and will capitalize the cost of an IUS project if it is classified as a G-PP&E asset 
and meets the required criteria.  


Definition: IUS is software that is purchased from commercial off-the-shelf (COTS) vendors or 
ready to use with little or no changes. Internal developed software is developed by employees of 
USCIS, including new software and existing or purchased software that is modified with or 
without a contractor’s assistance. Contractor-developed software is used to design, program, 
install, and implement, including new software and the modification of existing or purchased 
software and related systems, solely to meet the entity's internal or operational needs.  


Invoicing and Reporting: The contractor shall identify, capture, log, track and report the costs of 
IUS associated with each specific release. IUS Software is typically release centric and includes 
the application and operating system programs, procedures, rules, and any associated 
documentation pertaining to the operation of a computer system or program.  


The contractor shall, after OIT’s determination on whether or not the release meets the 
capitalization criteria, support OIT’s reporting of costs incurred for the project or release, as 
required. The contractor shall provide the nature and cost of work completed within the relevant 
period. Costs considered part of IUS activities include systems administration, systems 
engineering, and program management. The contractor shall provide the total cost, itemized by 
release and include the total sum of all applicable IUS activities. At the contractor’s discretion, 
this information may be submitted, either as an attachment or as an itemized line item within the 
monthly invoices, as outlined in Table 3: Resource Expenditure Format and Figure 1: Resource 
Expenditure Format. For information purposes, the following activities within the development 
lifecycle have been identified as IUS reportable costs by the USCIS Management Directive No. 
128-001: 


a) Design: System Design: Design System, Update System Test Plan, Update Security Test Plan, 
Update Project Plan, Update Business Case, Conduct Critical Design Review and Issue Memo. 


b) Programming/Construction: Establish Development Environment, Create or Modify 
Programs, Conduct Unit & Integration Testing, Develop Operator’s Manual, Update Project 
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Plan, Update Business Case, Migration Turnover/Test Readiness Review, Prepare Turnover 
Package, Develop Test Plans, Migration Turnover/Issue Test Readiness Memo 


c) Testing 


i. Acceptance Testing: Develop Security Test Report, Issue Security Certification, 
Develop System Documentation, Conduct User Acceptance Testing, Update Project Plan, 
Update Business Case, Conduct Production Readiness Review, Develop Implementation 
Plan, Issue Production Readiness Review Memo. 


ii. Coding 


iii. Installation to hardware 


iv. Testing, including parallel processing phase 


d) Implementation Activities: Implementation/Transition: Security Accreditation (initial system 
accreditation only), Issue Implementation Notice, Parallel Operations, Update Project Plans, 
Update Business Case, Conduct Operational Readiness Review, Issue Operational Readiness 
Memo. 


e) In addition, these cost shall contain, if not already itemized in the attachment (PER) or the 
invoice, the following additional costs information: Full cost (i.e., direct and indirect costs) 
relating to software development phase; Travel expenses by employees/contractor directly 
associated with developing software; Documentation Manuals; COTS purchases. 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 







 RFP # 70SBUR18R00000020 00001 
 


36 | P a g e  
 


Part III - Documents, exhibits, or attachments 
 


Statement of Work 
myUSCIS 


Procurement Sensitive – See FAR 3.104 
This document contains proprietary information related to the conduct of a Federal agency procurement, the 


disclosure of which is restricted by Section 27 of the Office of Federal Procurement Policy Act (41 U.S.C. 423).  
The unauthorized disclosure of such information may subject both the discloser and recipient of the information to 


contractual, civil, and/or criminal penalties as provided by law. 
 
1. Scope of Work  
 


1. The Department of Homeland Security (DHS), United States Citizenship and 
Immigration Services (USCIS), Office of Information Technology (OIT) requires support 
developing myUSCIS.  The vendor will be required to provide services in the  
development of new and enhancement of existing capabilities (myUSCIS) that make it 
easy for users to understand and navigate the immigration process, apply for benefits 
online, view information about their cases, respond to requests for additional information 
and contact USCIS for support.  


2. myUSCIS will continue to provide the public facing front end for the applicants and 
petitioners. The back end case management systems are integrated with myUSCIS and 
may vary. The back end case management systems themselves are not the responsibility 
of the myUSCIS contractor, but integration and collaboration with these systems and 
teams is required.  myUSCIS does not store the data once it has been submitted to the 
case management system. These case management systems may include among others, 
Claims 3, Claims 4 and ELIS. Making new forms available involves not only the UI but 
also the various integrations with downstream case management systems and other 
systems that contain historical benefits information utilizing services, RESTful APIs and 
microservices such as the draft case and payment services. Currently five USCIS forms 
are available for online filing via myUSCIS. The application data from these first five 
forms (data from the applicant forms) resides in one of the USCIS case management 
systems known as ELIS.   


3. USCIS requires Agile software development services to support our user community. The 
myUSCIS user community includes applicants, petitioners, legal representatives, 
sponsors or community based organizations that assist applicants and/or petitioner with 
the immigration process.  USCIS requires vendor design services that focuses on user 
needs, user research, and ethnographic research, as is a critical aspect of the success of 
the myUSCIS toolset. Support for developing new and maintaining the existing iOS and 
Android USCIS Civics Test Study Tools mobile application is also required.  
Ethnographic researchers works closely with user researchers and designers to observe 
people from different cultures so that a robust and effective user experience is provided.  
Immigration is the focus, and thus, people from different cultures are our users.  The 
Ethnographic specialization helps our user research teams put themselves in the shoes of 
those applicants, without influencing them, in order to understand what is helpful so that 
the user experience is as positive and user friendly as possible 







 RFP # 70SBUR18R00000020 00001 
 


37 | P a g e  
 


4. This requires clear, continuous and effective communication and collaboration between 
the product owner and the project team to research, design, architect, engineer, document, 
and maintain the myUSCIS mobile responsive web applications and mobile application.  
No sensitive data or PII is shared between the mobile apps and the listed systems.  The 
current FISMA level across the myUSCIS systems is Moderate. 


5. These features are developed using Agile methodology in an iterative fashion using 
continuous deployment pipelines in Amazon Web Service (AWS).  Our immutable AWS 
infrastructure enables zero downtime deployments of new features, enhancements and 
bug fixes immediately after they are complete and tested. The AWS infrastructure will 
evolve along and myUSCIS has evolving requirements as well, therefore, the contractor 
must leverage Agile best practices in software development; including but not limited to, 
human-centered design, test driven development, open source code, continuous 
integration, pair programming, extensible infrastructure.  


6. USCIS is focused on the goal of eProcessing by 2020, and since we still have over 100 
forms to bring online..  An implementation plan is not currently available for the 
eProcessing, however, USCIS may need additional services (optional CLINS) to meet the 
deadline set forth by the USCIS Leadership.  Those additional services are expected to be 
completed under the optional CLINs for additional teams  


7. The contractor shall provide the Government with four Agile teams during the base 
period, and if exercised 2 additional optional teams. The contractor shall provide the 
Government with 5 Agile teams during each of the option periods, and if exercised 2 
additional optional teams. (Reference Sample Staffing Mix Attachment #4).  Additional 
teams are required through optional CLINS to allow the Government to receive 
additional support.  


8. Additional SOW attachments are as follows:  
a. SOW Attachment # 1: The System Integrations Diagram 
b. SOW Attachment #2: The Current Pipeline Diagram 
c. SOW Attachment #3: The Current Technical Stack & Tools  


 
2. Tasks 
 
Program Management (CLIN 0001, 1001, 2001) 


1. The contractor shall provide program management and administration support in 
managing the technical tasking in this SOW.  The PM role is not expected to increase as 
optional CLINs are exercised. 
 


a. Administrative support tasks include, but not limited to, meeting logistics and 
coordination, maintaining contractor EOD submission paperwork, contractor 
provisioning requests for email, PIV card, GFE, exit and transfer paperwork, and 
documentation.   


b. Program management support will include oversight of the program, team 
communication, performance, personnel, financials and reporting.   


i. The contractor will provide a program manager (PM) who is responsible 
for all aspects of the program management function.  


1. The PM will be the primary interface with the Government. 
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2. The PM shall be required to attend a bi-weekly meeting to discuss 
the program performance and any issues or upcoming initiatives.   


3. The PM is responsible for formulating, and delivering an action 
plan to correct identified issues or initiatives.  


4. The contractor PM shall prepare and deliver a monthly 
presentation to Customer service and Public Engagement 
Directorate (CSPED) and OIT detailing completed and upcoming 
work.   


5. The PM shall ensure that all deliverables are provided in a timely 
manner. The PM shall support security processing, which is the 
interface with Government Office of Security and Integrity (OSI) 
through the COR on all security matters, to include physical, 
personnel, and protection of all Government information and data 
accessed by the contractor. 


6. Agile Scope coordination will occur through (i) agreement on new 
work scope and size of features to be developed at the start of a 
given Release or Sprint, (ii) validation that mobilized team 
capacity can accept the new scope, and (iii) confirmation that 
acceptance criteria is coordinated with the Program Manager.  
 


Technical Support (Supports the Agile Development Teams CLIN 0002, 1002, 2002) 
In addition to the agile teams the contract structure requires a level of technical support across all 
of the Agile development teams in the form of advisors or leads.  Technical lead roles are not 
expected to increase as optional CLINs are exercised. 
 
Design Lead Efforts 
The Design Lead is responsible for executing User Experience (UX) strategies and creating 
products that enable lawful immigration. This person must be proficient in user centered design, 
how people interact effectively with websites and digital tools and proficiency in the latest 
design methods and technology trends.   
 
Design Lead responsibilities include: 
 


1. Manage the design team as well as design related planning, prioritization and decision 
making. 


2. Lead and participate in design studios and strategy sessions that leverage ethnographic 
user research and innovative design methods with the goal of informing design 
improvements that improve the user experience. 


3. Translate user needs into concepts, personas, user journeys, information architecture, user 
flows, wireframes and visual design prototypes using design tools such as Sketch, Mural, 
Adobe Creative Suite, and InVision. 


4. Conduct user research and usability testing, and translate those results into designs that 
will improve products in an iterative fashion. 


5. Collaborate effectively with USCIS Product Managers, Software Developers, and USCIS 
Leadership to articulate the design vision, tradeoffs and decisions. 
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6. Partner with software developers and product managers to ensure that designs are 
properly implemented, regularly tested with users and iteratively improved. 


7. Work with USCIS Office of Communications (OCOMM) to adhere to USCIS and DHS 
brand guidelines. 


8. Collaborate with DHS Trusted Testers and Office of Accessible Systems & Technology 
(OAST) to ensure that designs are Section 508 complaint for accessibility.  


9. Balance user needs with product owner priorities and technical feasibility. 
10. Provide plain language content strategy to facilitate an easy to understand user experience 


that simplifies a complex process for users who may not be native English speakers.  The 
design lead will be responsible for developing clear easy to understand language.  When 
necessary another team will translate content if required. 


 
Technical Lead Efforts 
The Technical Lead is responsible for empowering cross-functional teams to meet the functional 
requirements set forth by the USCIS Product Management Team.  The Technical Lead must 
have strong verbal and written communication skills and must collaborate effectively with 
Product Owners, developers and designers to build easy to use, software applications using a 
variety of leading-edge technologies.   
 
Technical Lead responsibilities include: 


1. Responsible for communicating technical options, and associated tradeoffs and risks, 
with the USCIS Product Management team and USCIS Leadership. 


2. Experienced in public facing web application development and iOS/Android application 
development.  


3. Demonstrates knowledge and understanding of industry trends, innovative technologies, 
software development methods and tools in order to continuously improve and evolve the 
product architecture, user experience, and Agile development and DevOps practices. 


4. Foster the use of Agile practices within teams to enable delivery of deployable software 
within specified times. 


5. Actively participate in design sessions, sprint ceremonies and cross functional and 
integration team meetings. 


6. Provide guidance and oversight of testing practices and code reviews, and ensure the 
security and integrity of the code base and product. 


7. Collaborate with team members and integration partners to develop new features as well 
as to troubleshoot, debug, and resolve issues in all environments.  


 
DevOps Lead Efforts 
The DevOps Lead supports the myUSCIS applications which are currently hosted in the AWS 
cloud. The DevOps Lead supports the existing continuous integration/continuous delivery 
(CI/CD) pipelines and researches ways to continuously improve them while ensuring high 
quality software solution delivery using modern, secure, scalable, stable environments.   
 
DevOps Lead responsibilities include: 


1. Responsible for the effectiveness and continuous improvement of all the DevOps 
processes, practices and activities. 


2. Maintain and improve software solutions delivery across multiple Agile teams. 
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3. Maintain CI/CD pipelines using configuration management best practices for developing 
and deploying web applications. 


4. Familiarity with the use of automated configuration management, auto-scaling, 
containers, REST services, AWS apps technologies and AWS IaaS Technologies  


5. Research innovative tools that will improve the application infrastructure while reducing 
costs. 


6. Implement processes and scripts that will automate manual tasks related to software 
development, testing and deployment to ensure rapid delivery of quality solutions. 


7. Research, develop and enhance DevOps monitoring tools and processes to minimize 
downtime and maximize transparency and system stability. 


8. Manage several integrated environments with multiple systems including connection and 
security configurations 


9. Monitor and maintain the application and immutable infrastructure to ensure 
performance, stability and security. (Immutable infrastructure is an approach to managing 
services and software deployments on IT resources wherein components are replaced 
rather than changed. An application or services is effectively redeployed each time any 
change occurs) 


10. Collaborate with Product Managers, developers and integration partners to debug 
applications and scripts to resolve defects and performance issues. 


11. Apply regular, routine security and OS patches as required. 
12. Work with the USCIS Information Systems Security Officer (ISSO) to oversee the 


performance of security scans with each build, remediate scan findings and support 
ongoing authorization and improved security posture. 


13. Support implementation and testing of DHS infrastructure change requests as required. 
 
Agile Development Teams (CLIN 0002, 1002, 2002) 
 
Modern Technology & Techniques 


1. The contractor shall continue to improve upon the existing myUSCIS web and Civics 
Test Study Tools mobile applications in order to further enhance the user experience. 


2. The contractor teams shall create modern digital services for myUSCIS that use modern 
technical stacks.   


3. The contractor’s support and solutions are required to align with the U.S. Digital Services 
Playbook https://playbook.cio.gov. The contractor shall be familiar with the concepts in 
each play and the contractor shall implement them in its approaches and support for 
USCIS.  


4. The contractor shall participate in USCIS’s Agile methodologies and related ceremonies 
(e.g. backlog grooming, sprint planning, daily stand-ups, sprint review, sprint 
retrospective, and scrum of scrums).  


5. The contractor will be responsible for the activities associated with design, development, 
configuration, customization and deployment of solutions. Once deployed, the contractor 
shall provide production support and enhancements as required. 


6. The contractor shall provide modern digital services that use development and operations 
(DevOps) techniques that embrace cloud based, scalable architecture, immutable 
infrastructure, automated testing and continuous integration and continuous deployment.  



https://playbook.cio.gov/
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7. The contractor shall deliver secure and tested mobile and web designs and applications 
using automated testing frameworks that utilize services, microservices and containers.  


8. The contractor shall provide support as USCIS builds brand new systems, integrates with 
other systems and enhances existing systems. The contractor shall provide support for 
new tools, technologies and programming languages as they emerge. 


9. The contractor shall work closely with the Government IT program managers from OIT 
and product owners from CSPED to conduct user research, create, groom, develop, 
design, prioritize and test user stories that will serve as the foundation for the 
development work.  The product management team from CSPED provides guidance on 
product vision, business requirements and priority of work as well as validation that user 
stories meet the acceptance criteria for each story.  The OIT program managers provide 
technical oversight.   


10. The contractor shall use Agile methods and modern tools and techniques to design, 
develop, deploy, and maintain solutions for myUSCIS and related systems. The 
contractor shall provide support that includes user research, UX design, user interface 
prototyping, application development, systems integration, data analytics, program 
management, DevOps support, testing, validation and deployment into cloud 
environments.   


11. The Contractor must provide a DHS OAST Trusted Tester certified to current test 
standards for each team of one or more developers that creates Information and 
Communications Technology (ICT), or content to be hosted on ICT, within 90 days of 
award.  When standards change and re-certification is required by DHS OAST then the 
Contractor must ensure that all Trusted Testers re-certify within 90 days of training 
availability. 


12. The Contractor must provide a quarterly report that lists the contract name, number, and 
COR with each Trusted Tester's name, certification level, certification date, certification 
number, E-mail address, phone number, and supported projects to the COR and USCIS 
Section 508 Coordinator.  This report must also be provided within 10 working days of 
any change in the Trusted Tester population. 


 
Maintenance 


1. Maintenance related activities include but are not limited to remediating defects as 
prioritized by the product owners, system monitoring for performance and identifying 
bottlenecks, troubleshooting issues with networking and integration teams, OS and 
security patches, software upgrades, responding to security scan findings and remediating 
security Plan of Action and Milestones (POA&Ms). 


2. Maintenance tasks related to the website infrastructure including all previously developed 
forms and features as well as the USCIS Civics Test Study Tools mobile app.  There is 
also an internal custom component to the myUSCIS system called Command Center that 
is used by internal USCIS employees to manage content and set feature toggles.  


 
Design 


1. Design includes, user research, user experience, user interface, visual design (mobile & 
responsive), ethnographic research, content strategy and plain language strategy, and 
collaboration with product owners. 
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2. The contractor shall perform user research to discover user needs using methods such as 
design studios, user interviews, and usability testing.  The contractor shall work with 
USCIS in order to determine the best location for usability testing sessions and identify 
and recruit users to participate.   


3. The contractor shall deliver a research plan prior to beginning the sessions, and the 
contractor shall provide detailed findings in the form of mock up prototypes, 
presentations after conducting the sessions.   


4. The contractor’s design and development staff shall work together in order to transform 
user needs into myUSCIS features that will improve the usability of the applications. 


5. The contractor shall produce designs that adhere to the existing myUSCIS style guide 
(provided after award) and the contractor shall consider the overall website and brand as 
they create new and enhance existing features as part of a cohesive and unified user 
experience.   


6. The contractor shall ensure that they successfully achieve the definition of done by 
working with internal USCIS stakeholders on issues such as 508 compliance and security 
guidelines.  All content and designs created by the contractor shall be section 508 
compliant for accessibility. 


 
Mobile 


1. The Civics Test Study Tools mobile app is currently available in the Apple App Store 
and the Google Play Store.  This hybrid mobile app built in react native is used by people 
seeking citizenship as a tool to help them study for their civics test during their 
citizenship interview.   


2. The contractor shall maintain this existing mobile application as required. 
3. The contractor shall support the design and development of new mobile applications as 


prioritized by the Federal CSPED product owner/product management team. New mobile 
applications are crucial in achieving the goal of improving usability and accessibility and 
should be available in Apple App store and Google Play Store. Mobile applications shall 
be in compliance of mobile security guidelines and 508 compliant guidelines. GFE 
mobile devices, both iOS and Android, are available for testing. 


4. The myUSCIS website is a mobile responsive, cloud-based solution and the contractor 
shall support enhancing and maintaining it as a responsive web application, as well as its 
infrastructure and its various integration points.   


 
Agile Development 


1. Development/architecture includes, enterprise architecture support, Ruby on Rails, React, 
React-Native, Python and Java developers, responsive web application architecture and 
development, development using a variety of open source tools and languages, native and 
hybrid mobile application architecture and development, and Front-end UI development 
including rapid prototyping capabilities. 


2. The contractor shall support the use of Agile methods to iteratively enhance existing 
functionality and design and develop new functionality that will allow users to apply for 
additional immigration benefits, view and receive updates on the status of their 
applications, and increase communication channels with USCIS.   


3. The contractor shall deliver high quality, production-ready functionality in an 
incremental fashion using Agile development practices and methods.  The contractor 
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shall conduct scrum/Kanban ceremonies which may include but are not limited to 
grooming, review, planning, and retrospective.   


4. The contractor shall deliver all requested documents including, but not limited to, 
lifecycle management gate review documents, status reports, metrics reports, process 
flows, presentations, minutes, flow charts, designs, trip reports and research plans.   


5. Ruby on Rails and React are used for development and the frameworks used are MVC 
and Spring for public facing components and the backend integrations. APIs are used to 
surface data to the front end and share data with the backend.  


6. Currently, myUSCIS uses Atlassian’s Jira and Confluence to document, plan, track and 
manage the development and the overall program.   The Confluence wiki contains a 
plethora of information about the project, processes, structure, research, resources etc.  
This resource will be a key tool in guiding transition activities. The contractor shall 
update and maintain a central document repository so that information remains relevant 
and easy to locate.  This archive of information is crucial to the management of the 
program.  


 
DevOps 


1. DevOps includes system architecture, development and administration, automated test 
and evaluation, AWS tools and infrastructure, and continuous integration and continuous 
deployment pipelines.  


2. DevOps is an integral part of supporting myUSCIS Amazon Web Services cloud-based, 
public facing website.  The contractor shall support the AWS toolsets and shall monitor 
and maintain multiple environments with continuous integration and continuous delivery 
pipelines that utilize automated builds, automated tests and static analysis.   


3. The contractor shall provide proactive monitoring and analysis to ensure that the system 
and its interfaces are available and functioning properly.   


4. The contractor shall monitor and support automated performance testing to ensure 
responsiveness and stability of the application, and the systems that are integrated with it, 
are maintained.   


5. The contractor shall work with the USCIS Information Systems Security Officer (ISSO) 
in order to remediate any findings from the regular security scans that USCIS performs 
on the system. The ISSO is not a member of the myUSCIS contractor team; rather they 
support the Information Security Division (ISD) and provide security oversight.  


6. The contractor shall update and assist with updating the required security documentation 
for the project, including but not limited to the System Security Plan. The current 
architecture uses Akamai’s CDN (content delivery network) services globally across 
USCIS, Nginx and Passenger for handling web requests, Sidekiq for background 
processing jobs, Redis for caching and Postgres databases. Most of the web applications 
are deployed in containers.  


7. myUSCIS is enrolled in the Team Managed Deployment Program (TMD) at USCIS. 
TMD means that the contractor deploys to production autonomously using fully 
automated CI/CD pipelines.  The myUSCIS team uses feature toggles and blue green 
deployments to reduce risk and control access to features as they are being developed. 


8. DevOps resources can either be co-located with the greater development teams or work 
entirely remotely, as long as team collaboration, coordination, velocity, and product 
quality is not negatively impacted. 
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Data Science 


1. Contractors shall analyze large amounts of data to inform/identify new features that will 
improve upon existing application functionality for an enhanced user experience.  The 
contractor shall provide data solution architecture, data engineering, data science, and 
data analysis support that analyzes, synthesizes, and integrates large quantities of 
structured and unstructured data that will be used to enhance the tools and features of the 
myUSCIS applications.  These features will better inform applicants and representatives 
about details such as their immigration journey, the status of their cases and the duration 
of the overall application process.   


2. The contractor shall use this data to develop and improve tools that will provide answers 
to frequently-asked and case specific questions.  The Contractor shall be able to use a 
combination of supervised and unsupervised machine learning algorithms, predictive 
models, and statistical algorithms in order to provide insights into USCIS datasets.  
USCIS may use these insights to improve operational decisions and enhance the USCIS 
external user experience.  The contractor shall continuously reevaluate the collection and 
analysis of data against changing agency needs. 


3. Data Science includes, Google Analytics and metrics, statistical analysis, machine 
learning and natural language processing, and data science, analytics, modeling and 
integration.  


 
Support activities that the contractor shall provide may include the following: 
 


• User research and design sessions with actual applicants, representatives and community 
based organizations that are in the process of applying for benefits.  These sessions will 
drive the design and creation of features that will improve usability and understanding for 
our users.  The contractor shall plan, organize, facilitate, and collect data from focus 
group and research/usability testing sessions. The sessions shall be held several times 
each year and each event may have multiple sessions.  


o The Government will select the geographical locations within the United States, 
and the sessions will be held with users who seek to obtain benefits.  


o The Government will provide the contractor with an electronic data list of USCIS 
customers and e-mail addresses from which users will be selected to participate in 
the sessions. The contractor shall contact the users by email and telephone to 
schedule their participation. The contractor shall provide a moderator’s guide that 
outlines the questions that will be asked. The contractor shall use the data 
collected to produce reports following each session. The report shall include the 
methodology used to collect the data and a detailed description of the 
observations and outcomes.  


• Expansion of the myUSCIS experience by designing, developing, and deploying 
additional tools for public users of many types, including tools that allow users to receive 
up to date information about their immigration journey.  Based on user research, these 
tools will be developed but could include tools such as: 


o Proactive notifications to keep benefit seekers informed as to the status and next 
steps associated with their applications 
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o An eligibility tool to help customers understand which benefits are available to 
them 


o Additional mobile applications for iOS and Android users since the majority of 
our users have mobile devices 
 


• Support the overall eProcessing initiative: 
o Online filing of all immigration forms and benefits as prioritized by USCIS 
o Integration with the USCIS prescribed identity verification system which will 


provide applicant history and will inform actions that can be taken by the 
authenticated user 


o Additional profile management capabilities to support more efficient completion 
of additional benefits applications 


o Expansion of the current account experience to include, but not limited to 
representative-based accounts, corporate based accounts and family based 
accounts 


o Integration with the USCIS content management services and person-centric 
services to provide a more robust account experience for authenticated users 
 


• Data Science and analytics: 
o Expand upon the existing models to estimate how long it will take to process 


USCIS benefits forms and to present relevant information to users about their 
immigration journey 


o Develop and deploy personalized processing times models for additional benefits 
forms as prioritized by USCIS 


o Add integration  points for the intelligent automated help agent to connect with 
external applications or data sources, in order to increase its effectiveness and 
accuracy 


o Create and implement scrubbing strategies to ensure unstructured data is 
appropriate to present to the end user 


o Analyze customer data and biometrics to identify key data points for confirming a 
customer's identity 


o Analyze, validate, and create an ETL process to transition from a transaction 
based model to a customer centric model 


 
Optional Teams (CLINs 0004 & 0005, 1004 & 1005, 2004 & 2005)  
Due to the urgency and criticality associated with the eProcessing initiative, the Government 
may exercise optional CLINS to add additional Agile development teams.  The optional teams 
shall perform the same functions as the Agile development teams under CLINs 0002, 1002, and 
2002.  
 
3. Program Management Transition (CLIN 0006) 
The contractor shall provide program management and administration support in managing the 
technical tasking in this SOW.   Administrative support shall include tasks such as meeting 
logistics and coordination, contractor EOD submission paperwork, contractor provisioning 
requests for email, PIV card, GFE, exit and transfer paperwork, documentation etc.  The program 
manager is responsible for developing and providing the transition plan.  The program manager 
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will facilitate the mix of labor sufficient to support transition. The program manager will be the 
primary interface with the Government to support a smooth transition.  
 
4. Transition (CLIN 0007) 


1. The contractor shall participate in transition activities. The contractor shall develop a 
transition plan that shall be used to allow the current contractor to complete existing work 
and to transition ongoing work over to the new contractor.   


2. Transition-In Period (120 days) 
3. Within 15 days after the Notice to Award, the contractor shall develop and deliver to the 


Government a transition plan, allowing no more than 120 days for an orderly transition.  
4. The transition-in period shall begin with the receipt of a notice to proceed from the 


contracting officer.   
5. The contractor shall execute its transition plan and work closely with the incumbent 


contractor or the Government to ensure uninterrupted contract support.  
6. Transition-in activities shall also include contractor attendance at program reviews, 


participation in working groups, briefings, and on-site communications. Proposed staff 
levels during the transition in period shall be included within the transition plan.  


7. The contractor shall exercise its best efforts and cooperation to effect an orderly and 
efficient transition to a successor. Negotiate in good faith a plan with a successor to 
determine the nature and extent of phase-in services required.  


 
Transition Plan   
The contractor shall work with senior management as required to support the planning of 
transition activities within the organization. The contractor’s Transition Plan shall include the 
procedures for the transition-in and transition out.  
 
The Transition Plan should assume a 120 day time frame in 3 phases.  
 


• Phase 1 (45 days): The incoming vendor will conduct on-boarding activities while the 
outgoing vendor remains responsible for delivery of the IT Services.  To include 
transferring responsibilities.  


• Phase 2 (30 days): Consists of the outgoing vendor continuing to provide service from the 
“Drivers Seat” while the incoming vendor shadows in the passenger seat and prepares for 
transition.  


• Phase 3 (45 days): Consists of the incoming vendor assuming responsibility for the 
delivery of IT services while the outgoing vendor executes ramp down activities. 


 
At a minimum, the transition plan shall be inclusive of the transition of the documentation, 
operating procedures and other resources, including but not limited to, software, devices, 
equipment, environments and systems from the current incumbent contractor or the Government.  
 
At a minimum, the transition plan shall address transition communication which shall include:  


• A transition team directory 
• A stakeholder’s matrix 
• A schedule for weekly transition meetings 
• A proposed template and schedule for delivery of transition status reports 
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• An escalation sequence for Government questions or issues 
• Hiring status 
• Transition risk and planned mitigation 
• Reports on production bugs and resolutions 
• Perform project management coordination and communication  


 
Transition-Out (Executed through FAR 52.237-3 Clause – NOT PRICED) 
 
5. Place of Performance 
 


1. The primary place of performance for this task order is the contractor’s facility; therefore, 
contractor site rates are required under this task order. If required, the contractor shall 
provide work space in the Washington DC Metropolitan area in order to facilitate 
collaboration with myUSCIS Government staff as necessary.  


2. USCIS encourages a remote-ready workforce.  The Gov't requires in person meetings 
recurring weekly in Washington DC. with the PM and lead roles.  Travel to these 
recurring meetings will not be covered under the Travel CLIN.  As necessary, the 
contractor shall be available to meet with or remotely collaborate with other USCIS 
system teams and many of these teams operate in the Washington DC area. Telework and 
remote employees are acceptable as long as team collaboration, coordination, velocity, 
and product quality is not negatively impacted. Collaboration will be required between 
the contractor and Government in order to identify certain roles that can be performed 
effectively via remote staff. 


3. Key meetings with USCIS executives and myUSCIS program leadership primarily occurs 
at the USCIS offices at 111 Massachusetts Ave & 20 Massachusetts Ave Northwest 
Washington, DC.   


  
6. Travel (CLIN 0003, 1003, 2003) 
 


1. Travel is required for user research and user testing activities.  Travel locations will vary 
based on the specific user research to be conducted and may include USCIS field offices 
and service centers, as well as, community based organizations and legal firms. Most 
travel locations will be within the continental United States, but international travel may 
also be required.  Travel insurance will not be reimbursed by the Government. The 
Government will not reimburse local travel within a 50-mile radius from the contractor’s 
assigned duty station. 


2. Costs associated with long distance travel will be made in accordance with the Federal 
Travel Regulation and FAR Subpart 31.205-46.  All long distance travel shall be pre-
approved by the COR.   


3. A written request must be sent to both the contracting officer (CO) and the COR and shall 
be submitted via e-mail at least a week in advance of any anticipated travel in order to 
allow sufficient time for notification and approval prior to booking travel arrangements.   


4. The following information shall be provided in the request: 
 


• Names of individuals who will be traveling  
• Names of the Government product managers who will provide oversight; 
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• Inclusive dates and locations of the proposed travel; 
• Reason for travel including business justification, goals, activities and expected 


outcomes; and 
• Cost estimate for travel expenses. 


 
All documentation associated with the travel and all receipts shall be submitted with monthly 
invoices. 
 
7. Government Furnished Property (Reference FAR 52.245-1 Clause) 
 
USCIS will provide contractor staff with Government furnished equipment to include the 
following: 


• MacBook laptop  for developers and designers 
• Windows laptop for business analysts, PMs, and scrum masters 
• Phones for the PM and Leads  


 
Reporting, tracking and proper handling is the responsibility of the contractor.  
 
8. Government Furnished Information & Support 
 
USCIS will grant access to the tools and software that is required to build and maintain 
myUSCIS and related applications.  For example, USCIS will provide access to the GitHub 
Enterprise code repositories and Jira/Confluence.  All code will be located in the USCIS instance 
of GitHub Enterprise and is the property of USCIS.  The USCIS Federal product managers and 
program managers will work closely with the contractor team to provide oversight and guidance 
to achieve the goals of the program. 
 
9. Documentation  
 


1. The contractor shall design, develop, deploy, and maintain solutions under the 
governance of the USCIS Agile development methodologies, to include preparation and 
delivery of the USCIS required system documentation.   


2. If USCIS issues updated version(s) of documents and development methodologies, then 
the contractor shall adhere to the most recently published updated version so that all new 
products and services shall follow the format, content and direction specified in the most 
recently published updated version of the documents as applicable.   


3. The contractor shall provide support in creating the necessary documentation for Release 
Planning Reviews (RPR) and Release Readiness Reviews (RRR), where the program is 
reviewed and certified by the USCIS security, quality assurance (QA), 508 Compliance 
teams, OIT Program Manager, and Chief Information Officer (CIO).   


4. Examples of documentation the contractor may develop or maintain include, but are not 
limited to, the Interface Control Agreements, System Design Document, Pipeline Design 
Document, Test Plan, and System Workload Analysis Document. 
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9.1 Work Products:  
 
The contractor shall produce work products and deliver them to the IT Program Manager and 
CSPED product owners.  Specific acceptance criteria will be identified with each user story.  
These are in keeping with Agile methods and principles and vary based on team agreements and 
structure, scrum vs. Kanban.   The contractor is encouraged to suggest alternative Agile methods 
and sprint durations if those suggested changes are intended to improve team communication, 
velocity, quality and speed of delivery to production. 
 
9.1.1 Post Implementation Review and a Release Planning Review:  
 


1. In support of TMD, the contractor shall prepare documentation for and attend a combined 
Post Implementation Review and a Release Planning Review  with the CIO and other 
Government leadership staff from OIT and CPSED.  At this meeting, which occurs every 
six months, the contractor shall provide retrospective details on the previous six month 
release cycle and shall also outline the roadmap for the upcoming six month release cycle 
using document templates and guidance from the USCIS Quality Assurance team.  These 
templates outline the capabilities and constraints, system integrations, system design, and 
pipeline design among other things.  The contractor shall for work with the USCIS 
Federal Program leads to update these documents.  Once the CIO approves the release, 
development continues for another 6 months until the next planning review. 


2. The contractor shall produce and deliver documentation that will be the property of 
USCIS.  This documentation shall include technical documentation, system diagrams, 
code repository information and any and all documents that support transition of support 
to other contractors. 


 
9.1.2 Work products currently provided given the current 2 week sprint schedule: 
 
WORK PRODUCT INTERVAL DESCRIPTION 
Daily Stand Up and Scrum 
of Scrums Daily Discuss daily progress of the 


sprint, blockers etc. 


Sprint Review Every 2 weeks 


Demonstrate work that was 
completed in the sprint; explain 
work that was not able to be 
completed. 


Burn Up Charts Every 2 weeks at Sprint 
Review 


Explain status of team progress 
against the scope of work. 


Sprint Retrospective Every 2 weeks after Sprint 
Review 


Discuss the sprint, blockers, 
what went well etc. and use this 
info to continue to improve 
performance. 


Sprint Planning Every 2 weeks after Sprint 
Review 


Establish sprint goals, plan and 
prioritize the work to be 
accomplished in the upcoming 
sprint including stretch goals. 
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Backlog Grooming As needed, usually weekly Groom and prioritize upcoming 
work and include dependencies. 


Team Lead Check In Every 2 weeks, or as needed 


Discuss the progress of the 
overall program, Government’s 
level of satisfaction with the 
contractor and any issues that 
need to be addressed.  Plan for 
upcoming meetings or 
activities, discuss personnel. 
changes. 


Monthly Status Presentation Monthly 
Accomplishments and 
upcoming work presented to 
leadership. 


Release Planning Review 
and Post Implementation 
Review Documentation 


Every 6 months Update documentation 
Attend the RPR/PIR meeting. 


Jira Confluence Wiki Confluence Wiki 
Update project documents on 
the Jira Confluence Wiki on 
daily basis. 


 
10. Task Order Deliverables  
 


1. The PM is responsible for formulating and executing and delivering an action plan to 
correct project issues. (As Needed)  


2. The PM shall prepare and deliver a monthly presentation to senior CSPED and OIT 
leadership with a recap of accomplishments as well as upcoming work. (Monthly) 


3. The contractor shall perform user research to discover user needs using methods such as 
design studios, user interviews, and usability testing. The contractor shall deliver a 
research plan prior to beginning the sessions, and the contractor shall provide detailed 
findings in the form of mock up prototypes, presentations after conducting the sessions.  
(As Needed) 


4. The contractor shall plan, organize, facilitate, and collect data from focus group and 
research/usability testing sessions. The contractor shall provide a moderator’s guide that 
outlines the questions that will be asked. (As Needed) 


5. The contractor shall develop a transition plan. (Within 30 days of the Notice to Award) 
6. The Contractor must provide a quarterly report that lists the contract name, number, and 


COR with each Trusted Tester's name, certification level, certification date, certification 
number, E-mail address, phone number, and supported projects to the COR and USCIS 
Section 508 Coordinator.  This report must also be provided within 10 working days of 
any change in the Trusted Tester population. 
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Part IV – Solicitation Provisions/Instructions/Evaluation 
 


Federal Acquisition Regulation (FAR) provisions incorporated by reference 
 


52.217-5 Evaluation of Options      (Jul 1990) 
52.203-18 Prohibition on Contracting with Entities that Require Certain Internal 
Confidentiality Agreements or Statements-Representation 
5.2225-25 Prohibition on Contracting with Entities Engaging in Certain Activities or 
Transaction Relating to Iran—Representation and Certifications 


 


Federal Acquisition Regulation (FAR) provisions incorporated in full text 
 


52.209-2 Prohibition On Contracting With Inverted Domestic Corporations--     
Representation       (Nov 2015) 


(a) Definitions. “Inverted domestic corporation” and “subsidiary” have the meaning given in the 
clause of this contract entitled Prohibition on Contracting with Inverted Domestic Corporations 
(52.209-10). 


(b) Government agencies are not permitted to use appropriated (or otherwise made available) 
funds for contracts with either an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation, unless the exception at 9.108-2(b) applies or the requirement is waived in 
accordance with the procedures at 9.108-4. 


                             (c) Representation. The offeror represents that— 


                             (1) It [ ] is, [ ] is not an inverted domestic corporation; and 


                             (2) It [ ] is, [ ] is not a subsidiary of an inverted domestic corporation. 


(End of provision) 
 


52.209-11        Representation by Corporations Regarding Delinquent Tax Liability or a 
Felony Conviction under any Federal Law   (Feb 2016) 


 (a) As required by sections 744 and 745 of Division E of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L 113-235), and similar provisions, if contained in 
subsequent appropriations acts, the Government will not enter into a contract with any 
corporation that-- 


 (1) Has any unpaid Federal tax liability that has been assessed, for which all judicial and 
administrative remedies have been exhausted or have lapsed, and that is not being paid in a 
timely manner pursuant to an agreement with the authority responsible for collecting the tax 
liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has 
considered suspension or debarment of the corporation and made a determination that suspension 
or debarment is not necessary to protect the interests of the Government; or 
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 (2) Was convicted of a felony criminal violation under any Federal law within the 
preceding 24 months, where the awarding agency is aware of the conviction, unless an agency 
has considered suspension or debarment of the corporation and made a determination that this 
action is not necessary to protect the interests of the Government. 


 (b) The Offeror represents that— 


 (1) It is [ ] is not [ ] a corporation that has any unpaid Federal tax liability that has been 
assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, 
and that is not being paid in a timely manner pursuant to an agreement with the authority 
responsible for collecting the tax liability; and  


 (2) It is [ ] is not [ ] a corporation that was convicted of a felony criminal violation under 
a Federal law within the preceding 24 months. 


(End of provision) 
 
52.216-1 Type of Contract       (Apr 1984) 
The Government contemplates award of a FIRM FIXED PRICE contract resulting from this 
solicitation. 
 


Homeland Security Acquisition Regulation (HSAR) provisions incorporated 
in full text 
3052.209-72 Organizational Conflict of Interest     (Jun 2006) 
(a) Determination. The Government has determined that this effort may result in an actual or 
potential conflict of interest, or may provide one or more offerors with the potential to attain an 
unfair competitive advantage. The nature of the conflict of interest and the limitation on future 
contracting for any requirements dealing with Independent Verification and Validation (IV & V). 


(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify 
the offeror, or (2) determine that it is otherwise in the best interest of the United States to 
contract with the offeror and include the appropriate provisions to avoid, neutralize, mitigate, or 
waive such conflict in the contract awarded. After discussion with the offeror, the Contracting 
Officer may determine that the actual conflict cannot be avoided, neutralized, mitigated or 
otherwise resolved to the satisfaction of the Government, and the offeror may be found ineligible 
for award. 


(c) Disclosure: The offeror hereby represents, to the best of its knowledge that (check one): 


____ (1) It is not aware of any facts which create any actual or potential organizational conflicts 
of interest relating to the award of this contract, or 


____ (2) It has included information in its proposal, providing all current information bearing on 
the existence of any actual or potential organizational conflicts of interest, and has included a 
mitigation plan in accordance with paragraph (d) of this provision. 


(d) Mitigation. If an offeror with a potential or actual conflict of interest or unfair competitive 
advantage believes the conflict can be avoided, neutralized, or mitigated, the offeror shall submit 
a mitigation plan to the Government for review. Award of a contract where an actual or potential 
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conflict of interest exists shall not occur before Government approval of the mitigation plan. If a 
mitigation plan is approved, the restrictions of this provision do not apply to the extent defined in 
the mitigation plan. 


(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may 
require further relevant information from the offeror. The Contracting Officer will use all 
information submitted by the offeror, and any other relevant information known to DHS, to 
determine whether an award to the offeror may take place, and whether the mitigation plan 
adequately neutralizes or mitigates the conflict. 


(f) Corporation Change. The successful offeror shall inform the Contracting Officer within thirty 
(30) calendar days of the effective date of any corporate mergers, acquisitions, and/or divestures 
that may affect this provision. 


(g) Flow-down. The contractor shall insert the substance of this clause in each first tier 
subcontract that exceeds the simplified acquisition threshold. 


(End of provision) 
 


Instructions to Offerors 
A) POINT OF CONTACT 
All questions regarding this solicitation shall be addressed to the Contracting Officer via the 
Contract Specialist at the following e-mail addresses:  


Main: Celina.R.Hemingway@uscis.dhs.gov  


Cc: ContractingProposals@uscis.dhs.gov  


B) OFFER SUBMITTAL INSTRUCTIONS (PROPOSALS SHALL INCLUDE 
PROPRIETARY MARKINGS)  


There will be 4 factors evaluated for this procurement.  In determining award, the Government 
will consider the following factors that are listed in descending order of importance with Factor 1 
being most important. When combined, all non-price factors are considerably more important 
than price. 
 


Factor 1 - Technical Challenge (Phase 2) – (Paperless) 
 Factor 2 - Design Demonstration (Phase 1) – (Paperless) 
 Factor 3 – Approach to Staffing (Phase 2) – (Explanation- Limit 5 pages (including cover  


      page, 10 pt font) 
Factor 4 – Price (Phase 1 & 2) –Price shall be submitted during Phase 1 (On provided   


Excel Spread Sheet Attachment #4, along with, Business Volume – no page 
limit, 10 point font)   


 
The evaluation of proposals shall proceed via a 2 phase process.  Phase 1, will be an evaluation 
of Factor 2 Design Demonstration and Factor 4 Price.  A tradeoff analysis will not be conducted 
during Phase 1.  The Government will determine the most highly rated offers, with prices 
determined to be reasonable in phase 1, who may proceed to participate in Phase 2.      
 



mailto:Celina.R.Hemingway@uscis.dhs.gov

mailto:ContractingProposals@uscis.dhs.gov
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Phase 2 will be an evaluation of Factor 1 Technical Challenge, Factor 3 Approach to Staffing 
and Factor 4 Price.   Proposals are due by date and time shown on page 1, box 18 of SF1447.   
 


Proposals shall be submitted by email to ContractingProposals@uscis.dhs.gov with a copy to the 
contract specialist Celina.R.Hemingway@uscis.dhs.gov  and shall arrive by the date and time set 
for receipt of offers. The e-mail’s subject line shall read: myUSCIS [OFFERING 
CONTRACTOR NAME]. 
 


C) Estimated timeframes are as follows: 
a. Phase 1 evaluations are estimated to be completed by the week of July 9th, 2018. 
b. Invitations to Phase 2 are estimated to be issued the week of July 16th, 2018. 
c. Phase 2 technical demonstrations are anticipated to take place between July 25th, 


2018 and August 8th, 2018.  


 
PHASE 1 – Evaluation of Factor 2 Design Demonstration and Factor 4 Price 
 
Factor 2 – Design Demonstration 
 
The Offeror shall submit two (2) examples of design work performed during the past 3 years.  
For each work example, the Offeror shall submit a publicly accessible URL allowing the 
Government to view the actual product designed by the Offeror.  At least one of the design work 
examples must have been performed by the prime contractor.  The URL for the work example 
may link to the live site that resulted from the project or a link to a demonstration site that 
represents the work done on the project. The government will also accept an example of previous 
design work in the form of a responsive mobile application. The URL provided may be a link to 
the mobile application in the google play store or iTunes store, and will be evaluated by 
downloading, running and testing the app on a mobile device.  Work samples can be from the 
private sector or public sector (Government) work, no preference will be given to federal 
government work. The Government will not accept password protected sites. 
 
The work examples may include sub-webpages.  The Government is able to review and include 
in its evaluation multiple sub-webpages associated with the Offeror’s design work examples.  
For example - An Offeror submits www.nike.com as a work example and the Offeror’s video 
narrative mentions that they also designed features on multiple subpages of Nike’s website, such 
as those associated with the Nike Plus Membership web experience.  The government may 
review those subpages and include them in its evaluation. 
 
Additionally, the Offeror shall submit a video via YouTube that discusses design activities that 
the Offeror employed on each work example.  Specifically, the Offeror’s video shall include the 
following information for each work example:  
 


1) What was the problem that your design solved? 
 


2) Defend the design decisions made for each URL, and describe how 3 of the 6 key 
techniques listed below were utilized.  The 3 key techniques need not be discussed for 



mailto:ContractingProposals@uscis.dhs.gov

mailto:Celina.R.Hemingway@uscis.dhs.gov
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each URL, but a total of 3 must be discussed throughout the video. In the beginning of 
the video vendors shall clearly identify the 3 key techniques that are submitted for 
evaluation. 
 
• User Research 
• Interaction Design 
• Usability Testing 
• Visual Design 
• Content Strategy 
• Information Architecture 


 
The Offeror’s video submission shall be no longer than 5 minutes and shall cover both of the 
Offeror’s work examples combined.     
 
Videos must be posted and submitted to USCIS as an “unlisted” or “private” Youtube.com link.  
myUSCIS has an established YouTube account under the email address of 
celina.r.hemingway@uscis.dhs.gov .  If a “private” Youtube.com link is provided, the Offeror 
shall share the “private” link with myUSCIS’ account and USCIS Contracting Office using the 
following e-mail(s):   


Contract Specialist: Celina.R.Hemingway@uscis.dhs.gov   


Note: Regarding the URL to the YouTube video, it is important that the Offeror does not send in 
a truncated URL because those truncated YouTube URLs are blocked on DHS’s 
network.   Example - https://www.youtube.com/watch?v=6ZfuNTqbHE8 is acceptable 
but https://youtu.be/6ZfuNTqbHE8 is not acceptable.  The URLs shall be provided in the written 
response email to the email addresses listed in the RFP. 
 
Prior to submission, Offerors should check the URLs to be sure they are not broken and that 
content is accessible. If the content cannot be accessed by the government, the Offeror’s 
proposal submission will be determined to be non-compliant and will be rejected.   
 
 
Factor 4 – Price  


• The business volume shall provide pricing in the excel spreadsheet provided (see 
attachment 4 sample staffing mix) to facilitate the Government’s evaluation of the total 
fixed price to include all optional CLINS for each period of performance.   


• The business volume has no page limit and shall include:  
○ A cover letter formalizing the quote and include the Offeror’s point of contact 


information, Data Universal Numbering System (DUNS) number, and EAGLE II 
Contract Number. 


○ Detailed pricing breakdown, which includes the base period and all options, 
clearly showing the connection from the contractor’s proposed rates and how 



mailto:celina.r.hemingway@uscis.dhs.gov
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those rates compare to its parent EAGLE II contract to this offer.  Pricing shall be 
no greater than Offerors' EAGLE II approved rates. 


○ If the offer includes discounts from the parent contract’s pricing rates, those 
discounts should be shown and explained in the business volume so the 
contracting officer can understand the basis for the discount.   


○ The Government estimates this requirement may range in price from $75M to 
$95M, which includes all option periods and all optional CLINS. The government 
has provided the range to facilitate the development of the proposals.  A proposal 
outside of those ranges can still be determined to be acceptable as long as the 
rates proposed are less than or equal to established EAGLE II rates.   


○ All information responses to solicitation provisions.  
○ An unambiguous statement that the Offeror agrees to all clauses, terms, or 


conditions shown in the solicitation. 
○ Populated pricing information for each CLIN. Offerors are encouraged to 


manipulate the sample staffing mix attachment #4 to provide the pricing. This 
spreadsheet includes the labor categories proposed and number of FTEs, 
therefore, contractors can simply insert the proposed pricing for each CLIN.  


• Offerors shall provide a price for all CLINs, excluding Travel, as the Government has 
provided a not to exceed amount for travel.   


• This is a fixed price task order; however, Offerors are required to provide the proposed 
EAGLE II rates and any discounts (as a percentage).   


• Price will be evaluated in both phases.  Pricing submitted in Phase 1 shall include all of 
the written information required.  The pricing submitted in Phase 1 will be used in both 
phases and shall not need to be provided a second time for Phase 2.   
 
 


PHASE 2 – Evaluation of Factor 1 Technical Challenge, Factor 3 Approach to Staffing and 
Factor 4 Price 
 
The government will notify offerors invited to Phase 2 seven (7) calendar days prior to their 
scheduled challenge date.  Along with the invitation for phase 2 the Government will supply 
details and needed information for the technical challenge.   
 
Offerors are not required to start from scratch on the day of the Technical Challenge.  The 
government plans to distribute details about the Technical Challenge after Phase 1, such as a 
product vision.  Additional information is expected to be provided to Offerors on the day of their 
Technical Challenge.  That information is expected to be related to user needs, business goals, 
and the API. 
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Factor 1 - Technical Challenge 
 
Three (3) calendar days prior to their technical challenge date, Offerors shall submit: 
 
Factor 1 – Technical Challenge Items (via e-mail using submission guidance above) 


• List of technical stack and tools that the Offeror intends to utilize at the technical 
challenge.  Use of tools is at the discretion of the vendor during the technical challenge. 
The contractor must bring the tools necessary to complete the challenge. 


• List of technical challenge attendees and their titles 
• Diagram and description of the CI/CD pipeline that the Offeror anticipates using, limited 


to 1 page. 
• Instructions on how to access the Offeror’s repositories and tools that will be used during 


the technical challenge 
Factor 3 – Approach to Staffing Items (via e-mail using the guidance above) 


• The populated sample staffing attachment #4 with the proposed FTEs 
• Approach to Staffing context and rational explanation, PDF document limited to 5 pages, 


including cover page, with 10 point font.  
Factor 4 – Price  


• Price submitted during Phase 1 will be used for Phase 2 – Do not resubmit for Phase 2 
The Offeror will participate in a one-day technical challenge that will be used to evaluate the 
Offeror’s ability to perform the scope of support required for the myUSCIS task order.   
 
Companies and individuals are precluded from showing up at multiple technical demonstrations. 
This is necessary to ensure the integrity of the technical demo evaluation.  
 
All technical challenges will be videotaped to be retained by the government for the contract file. 
All items produced by the offerors during the challenge including, but not limited to documents, 
notes, and whiteboard artifacts will be collected at the conclusion of the challenge.  Any 
technical challenge resulting work products shall not be used publicly by the offeror for its own 
purposes following award.   
 
There will be no government product owner or user representative for direct interaction with the 
challenge team during the challenge to clarify user stories, priorities, discuss trade-off decisions 
between user needs, business goals, and technical feasibility. There will be an API technical 
resource in the room that will be available for clarification needs during the challenge. 
 
During this myUSCIS technical challenge, the Offeror shall leverage Digital Service Playbook 
concepts (www.playbook.cio.gov) to design, develop, and continuously deploy a Minimum 
Viable Product (MVP).  Following the deployment of the MVP, the Offeror shall present a 
demonstration of their MVP and discuss the decisions made in producing the MVP.  The 
presentation format of the Offeror’s MVP demonstration is at the Offeror’s discretion, including 
the extent to which an Offeror chooses to use slides or other presentation tools and techniques. 
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The estimated schedule for the technical challenge day is as follows.  This schedule may change 
day to day, however each vendor will be given the 5 hours for technical challenge, and 30 
minutes for the demonstration: 
 
8:00 am - Offeror Arrival to Technical Challenge Room 
8:15 am - Introductions & Logistics 
8:30 am - Offeror Begin Setup 
9:00 am - Technical Challenge Begins 
2:00 pm - Tech Challenge Ends & Offeror’s Demonstration Preparation Begins 
3:00 pm - MVP Demonstration Begins 
3:30 pm - MVP Demonstration Ends 
3:45 pm - Government Clarification Questions Begins 
5:00 pm - Offeror Departs 
 
The exact schedule for the technical challenge will be provided to Offerors when they receive 
their technical challenge date appointment.  The technical challenge exercise will take place at a 
Government facility in the Washington DC metro area.  The exact location of the technical 
challenge exercise will be provided when the Government provides the Offeror with its technical 
challenge appointment date.  The contracting officer (CO) will determine the order in which 
Offerors are scheduled.  Requests to reschedule will be at the discretion of the CO.   
 
The technical challenge allows the vendor 5 hours to design, develop, and deploy their MVP.  
Offerors will be allowed to bring up to a maximum of 10 individuals to perform the technical 
challenge.  The team attending the technical challenge is expected to be representative of what 
the Offeror would provide the Government after contract award.  The individuals attending the 
technical challenge are not expected to be staffed on the myUSCIS task order and key personnel 
are not required to participate in the technical challenge.  Additionally, the Offeror is allowed to 
bring a Corporate Representative who will be able to observe their team’s performance and will 
not perform any technical challenge activities including, but not limited to, design, developing, 
deploying, and demonstrating the MVP.   
 
It is up to the Offeror to budget time for food and drinks during the day.  Offerors are allowed to 
bring food and drinks with them to the Technical Challenge.  Additionally, the government will 
allow non-challenge day participants to deliver food and drinks to the facility.  Those individuals 
cannot enter the room where the Technical Challenge is occurring.  The vendor must provide 
their own equipment for the technical challenge, including but not limited to, internet access and 
any supplies needed (sticky notes, computer, food, drinks, etc.).  The vendor shall arrive early 
enough to check into the facility and validate that they are able to begin the demonstration on 
time. 
 
For the technical challenge, the Offeror shall design, develop, and deploy an application to a 
cloud environment.  The details and needed information for the technical challenge will be 
supplied along with the invitation to the vendor for Phase 2.  The government plans to distribute 
details about the Technical Challenge after Phase 1, such as a product vision.  Additional 
information is expected to be provided to Offerors on the day of their Technical Challenge.  This 
content will primarily be related to user needs and business goals and is expected to form the 
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foundation for the Offeror’s design activities and related decision-making during the technical 
challenge.  This content will be in the form of materials such as a product vision, user stories and 
the API.   
 
The Offeror shall use a modern technical development stack, tools, and CI/CD pipeline to 
design, develop, and deploy the application.  The Offeror shall provide the Government real-time 
access to any and all systems utilized by the vendors for the challenge including but not limited 
to artifacts, code repositories and tools used.  The Government shall be able to access e-artifacts, 
code repositories and tools from current Government furnished equipment rather than vendor 
supplied equipment. The Offeror shall provide the Government with access to the tools & 
repositories up to the date of task order award.   
 
During the technical challenge, the Offeror shall integrate their MVP with a Government-
provided API.  The Government will provide the Offeror with access information and 
credentials.  The deployed MVP will need to interact with the API, using the supplied 
credentials.   
 
The Offeror’s MVP demonstration will allow the Government to experience the MVP produced 
by the Offeror and to hear the rationale behind the Offeror’s decision-making in designing, 
developing, and deploying the MVP.  Offerors are strongly discouraged from discussing content 
unrelated to the technical challenge, such as discussing corporate capabilities.   
 
Factor 3 - Approach to Staffing  
 
Offerors shall submit their proposed staffing mix using the sample staffing attachment #4, 
including base and all option periods and an explanation of the context and rationale of the mix, 
in a PDF document limited to 5 pages, including cover page, using 10 point font.  
 
The maximum number of FTEs, to include all optional CLINs, to be staffed on this task order 
will be 73 FTEs for the base and 83 FTEs for each of the option years. 
 
The Government provided a sample staffing mix, not to be construed as the best technical 
approach, but one to guide the Offerors in developing their staffing mix.  Offeror’s are not 
encouraged to copy sample staffing mix, but should propose their own innovative staffing 
composition.  When proposing their staffing mix, Offerors shall adjust the spreadsheet as 
necessary to fit their proposal , while maintaining the CLIN structure organization, as pricing 
shall be provided that aligns to the CLIN structure.  See pricing instructions for further details on 
proposal pricing.   Staffing Mix and pricing are provided on attachment #4 during phase 1 (only 
submitted once).  Factor 3 - Approach to Staffing additional documentation (5 page PDF 
supporting rational) shall be submitted in phase 2. 
 
For the purposes of the sample staffing mix a full time equivalent in Attachment #4 assumes 
1,920 hours annum.  Contractors SHALL NOT provide the assumption for hours for an FTE, the 
Government is only providing it to further support the contractors understanding of the sample 
staffing levels.  Contractors SHALL NOT propose hours, rather propose FTE team composition.  
If contractors are proposing less than a full time person (i.e. less than 1,920 hours in Attach 1) 
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they may propose to the 10th (for example: .5 FTE, .3 FTE ).  The Government does not need to 
know or understand the hour’s annum buildup for the FTE’s proposed.   
 
If a contractor's DCAA-approved forward pricing rate agreement (FPRA) and DHS EAGLE II 
rate schedule is based on something other than 1,920 hours per annum for a full time equivalent 
number of hours, it is acceptable to use the contractor's FPRA hours per annum to generate cost 
per FTE and detail this in the business volume. 
 
 
Factor 4 – Price  
 
(Price submitted during Phase 1 will be used for Phase 2 – Do not resubmit for Phase 2)  


 
 


Evaluation and Selection 
1. BASIS FOR AWARD 
The Government intends to award one task order from this solicitation.  Determination of best 
value will be made by using a tradeoff process. The Government intends to make a task order 
award without discussions; however, the Government reserves the right to hold discussions.  In 
determining award, the Government will consider the following factors that are listed in 
descending order of importance with Factor 1 being most important. When combined, all non-
price factors are considerably more important than price. 
 


Factor 1 - Technical Challenge (Phase 2) – (Paperless) 
 Factor 2 - Design Demonstration (Phase 1) – (Paperless) 
 Factor 3 – Approach to Staffing (Phase 2) – (Explanation- Limit 5 pages (including cover  


      page, 10 pt font) 
Factor 4 – Price (Phase 1 & 2) –Price shall be submitted during Phase 1 (On provided   


Excel Spread Sheet, along with, Business Volume – no page limit, 10 point 
font)   


 
Phase 1, evaluation of Factor 2 – Design Demonstration and Factor 4 Price, is a mandatory firm 
down-select.  The Government will assess each Offeror’s design capability in order to identify 
the most highly-rated Offerors.  Phase 1 is a most highly rated offer evaluation.  Trade-off will 
not be applied at Phase 1.  The most highly rated offers, with prices determined to be reasonable 
in phase 1, may proceed to participate in Phase 2 -Evaluation of Factors 1, 3 and 4. Trade-off 
will apply at Phase 2.  The Government will include as part of the trade off at the final phase 
(phase 2), the results from Phase 1.  The Factor 4 price submitted during Phase 1 will be the final 
price used for the trade-off decision. 
 
It is anticipated that the same evaluation team members will evaluate all Offerors. 
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PHASE 1 – Evaluation of Factors 2 and 4 
 
Factor 2 - Design Demonstration: This factor will be evaluated as Outstanding, Good, 
Acceptable, or Unacceptable.  The Government will evaluate the degree to which the Offeror’s 
work examples and video narrative effectively demonstrates how the design decisions solve the 
design problem associated with each of two the work sample submissions. Each work sample is 
equally rated.  The Government’s evaluation may include multiple sub-webpages associated with 
the Offeror’s design work examples.  Contractors are encouraged not to include jargon in the 
video.  
 
The Government’s design demonstration evaluation will evaluate the Offeror’s design decisions, 
utilizing 3 of the following key areas, which are weighted equally: 
 


1. User Research 
2. Interaction Design 
3. Usability Testing 
4. Visual Design 
5. Content Strategy 
6. Information Architecture 


 
The government is going to evaluate the Offerors use of 3 design techniques.   The content of the 
video is at the discretion of the Offeror, but the government will only be evaluating 3 techniques.    
If those 3 techniques are not clearly identified in the video, then the government will evaluate 3 
techniques that they observe throughout the video. 
 
The government will base its evaluation on the content of the video and not on quality of the 
filming methods, graphics, or equipment used. The Government’s evaluation of the design 
demonstration video will stop at 5 minutes; any content beyond 5 minutes will not be evaluated.  
The Government will evaluate if the examples of design work were performed during the past 3 
years.   The Government will also evaluate how well the video identified the problem, and how 
well the video explained how the problem was solved.  The Government will also evaluate the 
use or over use of jargon in the video.  Per Dictionary.com: “Jargon - Language that is 
characterized by uncommon or pretentious vocabulary and convoluted syntax and is often vague 
in meaning.”   
 
Factor 4 – Price 
 
The Government will evaluate the total fixed price to include all optional CLINS (for example 
CLINs 0001 to 0006 in the first period of performance) and will do the same for each of the 
option periods.   
 
The Government will evaluate that the contractor’s proposed EAGLE II rates comply with the 
EAGLE II contract.  Proposals exceeding those rates will not be considered for award.  
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The Government will evaluate discounts proposed (as a percentage) and if necessary perform 
price realism on rates that are significantly discounted.  The determination of significant is at the 
discretion of the contracting officer.   
 
 
 


PHASE 2 – Evaluation of Factors 1, 3 and 4 
 
Factor 1 - Technical Challenge 
 
The Offeror’s performance during the challenge will be evaluated as Outstanding, Good, 
Acceptable, or Unacceptable based on the following criteria and all are equally important: 
 


1. The extent to which the Offeror effectively makes tradeoff decisions between user needs, 
business goals, and technical feasibility.  


2. The degree to which the Offeror’s coding practices and related decisions result in a 
maintainable codebase. 


3. The degree to which the Offeror’s MVP is effectively integrated with the Government-
provided API.  


4. The degree to which the Offeror effectively implements a CI/CD pipeline for their MVP, 
including their effective use of automated testing and automated code quality checks.  


 
 
Factor 3 – Approach to Staffing  
 
The approach to staffing will be evaluated as Outstanding, Good Acceptable, or Unacceptable.  
The Government will evaluate labor mix proposed (FTEs NOT hours), as the level of effort has 
been established, and supporting rationale for how the contractor understands the SOW and will 
successfully perform the task order requirements.   
 
 
Factor 4 – Price 
 
The Government will evaluate the total fixed price to include all optional CLINS (for example 
CLINs 0001 to 0006 in the first period of performance) and will do the same for each of the 
option periods.   
 
The Government will evaluate that the contractor’s proposed EAGLE II rates comply with the 
EAGLE II contract.  Proposals exceeding those rates will not be considered for award.  
 
The Government will evaluate discounts proposed (as a percentage) and if necessary perform 
price realism on rates that are significantly discounted.  The determination of significant is at the 
discretion of the contracting officer.   
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Ratings (Table A) 


 
For Factors 1, 2, and 3 


 
*When referring to proposal this includes the offerors design demonstration and technical challenge * 


 
Rating Definitions 


Outstanding  


Proposal demonstrates a superior understanding of the requirements. 
Their approach significantly exceeds the design demonstration/technical 
challenge requirements. Proposal has multiple strengths that benefit the 
Government.  Proposal has no significant weaknesses, or deficiencies. 
Risk of unsuccessful performance is very low.  


Good  


Proposal demonstrates a good understanding of the requirements and an 
approach that exceeds the design demonstration/technical challenge 
requirements. Proposal has strengths that benefit the Government.  The 
proposal may contain weaknesses, but cannot contain any deficiencies. 
Risk of unsuccessful performance is low. 


Acceptable  


Proposal demonstrates an understanding of the requirement and an 
approach that meets the design demonstration/technical challenge 
requirements. Proposal may contain weaknesses or may have no 
strengths, but risk of unsuccessful performance is low to moderate. The 
proposal may not contain any deficiencies. 


Unacceptable  


Proposal does not demonstrate an understanding of the requirements and 
the approach does not meet the design demonstration/technical challenge 
requirements. Proposal presents an unacceptable solution.  Proposal 
contains at least one or more deficiencies and or multiple weaknesses or 
significant weaknesses and appreciably increases risk of unsuccessful 
performance.  


 
Key Definitions  
Strength: An element of a proposal which exceeds a requirement of the solicitation in a 
beneficial way to the Government.  


Weakness: A flaw in a proposal that increases the chance of unsuccessful performance.  
Significant Weakness: A flaw in a proposal that appreciably increases the risk of unsuccessful 
contract performance.  


Deficiency: A material failure of an offer or quotation to meet a Government requirement or a 
combination of significant weaknesses in an offer or quotation that increases the risk of 
unsuccessful contract performance to an unacceptable level.  
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SOW Attachment # 1:  
 
The following diagram provides additional detail on the current systems that are integrated 
with myUSCIS (this is subject to change) 
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SOW Attachment #2: Current Pipeline - Diagram 
The current pipeline diagram is included below. The tools used in the pipeline are subject to 
change.  
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SOW Attachment #3: The current technical stack & tools  
 
Current Technical Stack & Tools 
The myUSCIS technical stack and tools changes rapidly due to the Agile nature of the 
program.  It is expected that this will continue to evolve and the Government will expect the 
Contractor to continue to research and suggest tools that will improve and evolve the 
technology stack while reducing costs.  The current stack consists of predominately open 
source tools.  The myUSCIS application resides in the AWS Commercial Cloud and also uses 
several of the AWS cloud services.   The CI/CD pipelines were custom built using industry 
best practices, AWS services and open source tools.   The DevOps documentation resides in 
GHE.   myUSCIS is written primarily in Ruby on Rails with some React and Java.   
 
The current set of tools is listed in Table 1 below.  This is not an exhaustive list and is 
subject to change. 


 
Table 1 – Technical Stack and Tools for my.USCIS.gov 


 
Design Tools Mural 


Sketch 
InVision 
Adobe Creative Cloud 


Operating System Linux 
Ubuntu 


Programming Languages Ruby on Rails 
React 
React Native 
Python 
Java 
R 
TensorFlow 
numPy 


Pipeline Orchestration Jenkins 
Databases/ Storage Services AWS RDS 


PostgreSQL 
S3 
Neo4J 


Data Analytics Platform DataBricks 
Akamai Content Delivery Network 
AWS tools Elastic search 


CloudFormation 
Elastic GPU 


Source Code Version Control GitHub Enterprise (GHE) 
Configuration Management Chef 
Testing Tools Selenium 


Jmeter 
MiniTest 
WebMock 
Enzyme 
React-Mock 
Cucumber 
Capybara 
ServiceSpec 
Ava 
FireEyes 
WorldSpace 
Brakeman 
CarWash 


Build Tools Rake 
Bundler 
React-Native 
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Docker 
Packer 
Python 


Code Coverage for Unit Test RCov 
Istanbul 
PyTest Coverage 


Code Quality Assessment RuboCop 
rubycritic 
Cobertura 
Common  
JavaScript 
PyLint 


Monitoring Tools New relic 
Google Analytics 
Cloudwatch 
Akamai 
SPIDER/Splunk 
Jenkins 
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BASE Transition Period (4MO)


1
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A B C D E F G H


myUSCIS Labor Category -                         
GOVERNMENT SAMPLE


myUSCIS Labor Category - 
CONTRACTOR PROPOSED


myUSCIS Labor Rate -                                   
CONTRACTOR RATE PROPOSED


Eagle II FC1 Unrestricted               
Contractor Site Labor 


Category  
CLIN# GOVERNMENT 


SAMPLE FTEs
CONTRACTOR 


PROPOSED FTEs


TOTAL 
PROPOSED 


PRICE
Program Management Transition In Firm Fixed Price  (4 MO) Firm Fixed Price 0006
   Program Manager 1
   Senior Project Manager 1
   Project Manager 1


TOTAL PM TRANSITION 3
Technical Support and Agile Teams 
Transition In Firm Fixed Price  (4 MO) Firm Fixed Price 0007


   Technical Lead 1
   DevOps Lead 1
   Designer Lead 1
   Data Scientists 2
   Data Engineers 2
   Ethnographer 1
   Business Process Analyst 2
  4 Agile Teams:


  DevOps Engineer / Senior 4
  Scrum Master/Kanban Master 4
  Developer 20
  Designer 12


TOTAL TECHNICAL TRANSITION 50


CLIN 0006 AND 0007 FALL OFF IN THE OPTION PERIODS
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Base Full Performance Period (5MO)
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A B C D E F G H


myUSCIS Labor Category -                         
GOVERNMENT SAMPLE


myUSCIS Labor Category - 
CONTRACTOR PROPOSED


myUSCIS Labor Rate -                                   
CONTRACTOR RATE PROPOSED


Eagle II FC1 Unrestricted               
Contractor Site Labor Category  


CLIN# GOVERNMENT 
SAMPLE FTEs


CONTRACTOR 
PROPOSED 


FTEs


TOTAL 
PROPOSED 


PRICE
Program Management Firm Fixed Price  (5 MO) Firm Fixed Price  (5 MO) 0001


   Program Manager 1
   Senior Project Manager 1
   Project Manager 1


TOTAL PROGRAM MANAGEMENT 3
Technical Support and Agile 
Teams Firm Fixed Price  (5 MO) Firm Fixed Price  (5 MO) 0002


   Technical Lead 1
   DevOps Lead 1
   Designer Lead 1
   Data Scientists 2
   Data Engineers 2
   Ethnographer 1
   Business Process Analyst 2
  4 Agile Teams:


  DevOps Engineer / Senior 4
  Scrum Master/Kanban Master 4
  Developer 20
  Designer 12


TOTAL TECHNICAL 50


ODC CLIN: Travel  Reimbursable at Cost 0003 $25,000


1 Optional Agile Team Firm Fixed Price 0004
DevOps Engineer / Senior 1
Scrum Master/Kanban Master 1
Developer 5
Designer 3


TOTAL OPTIONAL TEAM 10


1 Optional Agile Team Firm Fixed Price 0005
DevOps Engineer / Senior 1
Scrum Master/Kanban Master 1
Developer 5
Designer 3


TOTAL OPTIONAL TEAM 10


OPTIONAL CLINS (5 MO)


OPTIONAL CLINS (5 MO)
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Option Period 1 (12MO)
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A B C D E F G H


myUSCIS Labor Category -                         
GOVERNMENT SAMPLE


myUSCIS Labor Category - 
CONTRACTOR PROPOSED


myUSCIS Labor Rate -                                   
CONTRACTOR RATE PROPOSED


Eagle II FC1 Unrestricted               
Contractor Site Labor Category  


CLIN# GOVERNMENT 
SAMPLE FTEs


CONTRACTOR 
PROPOSED 


FTEs


TOTAL 
PROPOSED 


PRICE
Program Management Firm Fixed Price  (12 MO) Firm Fixed Price 1001
   Program Manager 1
   Senior Project Manager 1
   Project Manager 1


TOTAL PROGRAM MANAGEMENT
Technical Support and Agile 
Teams Firm Fixed Price  (12 MO) Firm Fixed Price 1002


   Technical Lead 1
   DevOps Lead 1
   Designer Lead 1
   Data Scientists 2
   Data Engineers 2
   Ethnographer 1
   Business Process Analyst 2
  5 Agile Teams:


  DevOps Engineer / Senior 5
  Scrum Master/Kanban Master 5
  Developer 25
  Designer 15


TOTAL TECHNICAL 63


ODC CLIN: Travel  Reimbursable at Cost 1003 $60,000


1 Optional Agile Team Firm Fixed Price 1004
DevOps Engineer / Senior 1
Scrum Master/Kanban Master 1
Developer 5
Designer 3


TOTAL OPTIONAL TEAM 10


1 Optional Agile Team Firm Fixed Price 1005
DevOps Engineer / Senior 1
Scrum Master/Kanban Master 1
Developer 5
Designer 3


TOTAL OPTIONAL TEAM 10


OPTIONAL CLINS (12 MO)


OPTIONAL CLINS (12 MO)
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Option Period 2 (12MO)
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A B C D E F G H


myUSCIS Labor Category -                         
GOVERNMENT SAMPLE


myUSCIS Labor Category - 
CONTRACTOR PROPOSED


myUSCIS Labor Rate -                                   
CONTRACTOR RATE PROPOSED


Eagle II FC1 Unrestricted               
Contractor Site Labor Category  CLIN# GOVERNMENT 


SAMPLE FTEs


CONTRACTOR 
PROPOSED 


FTEs


TOTAL 
PROPOSED 


PRICE
Program Management Firm Fixed Price  (12 MO) Firm Fixed Price 2001
   Program Manager 1
   Senior Project Manager 1
   Project Manager 1


TOTAL PROGRAM MANAGEMENT


Technical Support and Agile Teams Firm Fixed Price  (12 MO) Firm Fixed Price 2002


   Technical Lead 1
   DevOps Lead 1
   Designer Lead 1
   Data Scientists 2
   Data Engineers 2
   Ethnographer 1
   Business Process Analyst 2
  5 Agile Teams:


  DevOps Engineer / Senior 5
  Scrum Master/Kanban Master 5
  Developer 25
  Designer 15


TOTAL LABOR 63


ODC CLIN: Travel Reimbursable at Cost 2003 $60,000


1 Optional Agile Team Firm Fixed Price 2004
DevOps Engineer / Senior 1
Scrum Master/Kanban Master 1
Developer 5
Designer 3


TOTAL OPTIONAL TEAM 10


1 Optional Agile Team Firm Fixed Price 2005
DevOps Engineer / Senior 1
Scrum Master/Kanban Master 1
Developer 5
Designer 3


TOTAL OPTIONAL TEAM 10


OPTIONAL CLINS (12 MO)


OPTIONAL CLINS (12 MO)
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Question # Refrence SOW/ Solictation Section # Question Response Update to RFP                                                                                     YES/NO


1 Page 45 / Data Science, "Support the 
Overall eProcessing initiative"


Has USCIS determined a timeline for the addition of new USCIS Forms based on the eProcesing 
initiative?  For example, how many forms may be added concurrently and will the development team 
be responsible for delivering those forms?


We do not know at this time.  This is why there are optional CLINs for 
additional teams No


2 p. 47 / Section 5. Place of Performance
Would the government consider allowing leads to participate in the recurring weekly meetings with 
USCIS staff remotely? Alternately, would the government consider allowing bi-weekly or monthly in-
person participation versus weekly with "off week" participation being remote?


The requirement remains as written. No


3 p. 57 / Phase 2, Factor 1 & 3


The requirement for the written elements for Factor 3 are required to be two pages long using 10 point 
font. The description of the CI/CD Pipeline for Factor 1 (Technical Challenge Items) is limited to one 
page without a stated font requirement. Can offerors assume that we are to use 10 point font for all 
written submissions for this procurement - Business Volume, Factor 1, Factor 3? 


The Vendor assumption is correct. YES: Update Factor descriptions on pages 54/60 and approach to staffing 
instructions page 59.


4 Page 55, Factor 2 – Design 
Demonstration


In the instructions for the design demonstration the Government states that "3 key techniques need not 
be discussed for each URL, but a total of 3 must be discussed throughout the video." Will the 
Government confirm if Offerors can chose to discuss more than 3 key techniques as long as these are 
discussed within the timeframe allotted?  


The government is going to evaluate the Offerors use of 3 design 
techniques.   The content of the video is at the discretion of the Offeror, but 
the government will only be evaluating 3 techniques.  The government 
highly recommends that Offeror makes it very clear which 3 techniques 
that the Offeror is focusing on in their video.  If those 3 techniques are not 
clearly identified in the video, then the government will evaluate 3 
techniques that they observe throughout the video.


YES: Updated the Factor 2 - Design Demonstration evaulation paragraph 3 page 61 
to include "The government is going to evaluate the Offerors use of 3 design 
techniques.   The content of the video is at the discretion of the Offeror, but the 
government will only be evaluating 3 techniques.  The government highly 
recommends that Offeror makes it very clear which 3 techniques that the Offeror is 
focusing on in their video.  If those 3 techniques are not clearly identified in the 
video, then the government will evaluate 3 techniques that they observe throughout 
the video."  Additionally, the RFP Factor 2 - Design Deomnstration instructions, 
page 55, are updated to include "In The beginning of the video vendors shall clearly 
identify the 3 key techniques that are submitted for evaluation." 


5 Instructions to Offerors for Factor 2 – 
Design Demonstration, on page 55


The Instructions to Offerors for Factor 2 – Design Demonstration, on page 55 of the solicitation 
indicate that the offeror must submit examples of design work via a publicly accessible URL.  The 
instructions refer to evaluation of web pages on live or demonstration web sites, but do not explicitly 
forbid examples of previous work in another form.  Since myUSCIS includes a mobile responsive web 
application, and since mobile application development/support is in the scope described by the 
Statement of Work, would the government accept an example of previous design work in the 
form of a responsive mobile application?  Provided that it demonstrates the techniques identified 
for evaluation in the solicitation, can a URL be submitted that provides a link to a responsive mobile 
app in the Google Play Store or iTunes Store (rather than a traditional web site), that would then be 
evaluated by downloading, running and testing the app on a mobile device such as a tablet (rather than 
through web browser)?


The governemnt will accept an example of previous design work in the 
form of a responsive moblie application.  Additionally, the URL provided 
may be a link to the mobila app in the google play store or ituens store, and 
will be evaluated by downloading, running and testing the app on a mobile 
device. 


YES: Updated the Factor 2 - Design Demonstration instruction section, paragraph 
1, page 55 to read "The URL for the work example may link to the live site that 
resulted from the project or a link to a demonstration site that represents the work 
done on the project. The government will also accept an example of previous design 
work in the form of a responsive mobile application. The URL provided may be a 
link to the mobile application in the google play store or iTunes store, and will be 
evaluated by downloading, running and testing the app on a mobile device."


6 Instructions to Offerors on page 54


May offerors add a cover page to the Approach to Staffing document without counting the cover page 
against the two-page length limit, to allow for inclusion of administrative information (e.g., company 
name, point of contact information, etc.) while still allowing two full pages for explanation of the 
staffing approach?


The government has updated the page limit to be 5 pages, including the 
cover page, using 10 point font.


YES: Updated Factor descriptions on pages 54/60 and approach to staffing 
instructions page 59.


7 Key Personnel clause on Page 9


Page 9 of the RFP indicates that the Program Manger considered to be Key Personnel.  Could the 
government clarify expectations for how Offerors are to include proposed Key Personnel in their 
offers?  The instructions for the Approach to Staffing document ask for information on staffing mix 
and explanation of rationale but do not ask for information on Key Personnel, and personnel 
qualifications do not appear to be part of the evaluation for Factor 3.  Are Offerors expected to 
include information (experience and qualifications) about the Program Manager, or is this not relevant 
for evaluation of Offers and is instead something to be designated later upon award?


Key Personnel is not being evaluated and as such,  "personnel 
qualifications" documents are not to be submitted.  The requirements for 
key personnel will be addressed at award and any key personnel introduced 
at the kick-off shall meet the minimum requirements of the contract or new 
personnel will need to be indentified by the contractor.  


NO


8 Section 2 (Tasks), Subsection "Design," 
page 42


The government states that the contractor shall work with USCIS to determine usability testing 
session locations and to recruit users. If this will be the contractor's responsibility, can the government 
estimate how many usability testing sessions will be conducted and with how many users for each? 
There are often costs associated with testing facility rental and incentives needed to effective recruit 
users. Will the government cover these costs or should the contractor estimate these as other direct 
costs?


There will be no other participants for which the contractor will need to 
recruit. The government will cover costs and has facilities. The contractor 
should not propose anything for this effort and incentives will not be paid.


NO


9 Section 2 (Tasks), Subsection on support 
activities, page 44


Will the government confirm that the "user research and design sessions" on this page are different 
from the usability testing sessions mentioned on page 42? Contractor presumes usability sessions test 
prototypes whereas the user research and design sessions are used to inform the design of concepts 
that would later be tested.


Confirmed.  NO
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10 Section 2 (Tasks), Subsection on support 
activities, page 44


The government states, "user research and design sessions" will occur several times each year and 
"each event may have multiple sessions." Can the government provide a number to be used for 
estimation purposes instead of "several"? What are the events? And will the government or the 
contractor be responsible for ODCs associated with facility rental and incentives for participants?


See response to question 8


11


PHASE 2 – Evaluation of Factor 1 
Technical Challenge, Factor 3 Approach 


to Staffing and
Factor 4 Price, Subsection on Factor 1 - 


Technical Challenge


In response to Question 21 in the "myUSCIS Draft RFP  Responses to Questions-Comments.pdf 
related to the Draft  RFP, the government stated, "Offerors may propose an innovative staffing 
approach. Their team that attends the Technical Challenge should be representative of the staffing 
approach for staffing the Agile teams. The challenge team should be based on the companies 
innovative approach and does not need to align to Attachment 4."


Question: Does the reference to the technical challenge team being representative of the "Agile 
Teams" as stated indicate that the challenge team structure should align to the Agile Team structure 
proposed in Attachment 4, as opposed to some combination of the Technical Support Team and Agile 
Team? 


No. NO


12


PHASE 2 – Evaluation of Factor 1 
Technical Challenge, Factor 3 Approach 


to Staffing and
Factor 4 Price, Subsection on Factor 1 - 


Technical Challenge


In response to Question 103 in the "myUSCIS Draft RFP  Responses to Questions-Comments.pdf 
related to the Draft  RFP, the government stated, "No, the government will not be providing a user or 
product owner in the room. The government consciously took this approach because, as is reflected in 
Section M, an Offeror's ability to conduct user research is not something that we're evaluating during 
the Technical Challenge."


Question: Can we assume based on the response to Question 103 in the Draft RFP QA response 
stating that there will not be a product owner or user representative in the room that there will be no 
direct interaction between the challenge team and the government during the challenge to 
clarify user stories, priorities, or discuss trade-off decisions between user needs, business goals, 
and technical feasibility? Can we also assume that in the absence of a product owner or user 
representative that all information necessary to execute the challenge from a business 
perspective will be included in the product vision?


Question Part 1.                                                                 There will be no 
government product owner or user representative for direct interaction with 
the challenge team during the challenge to clarify user stories, priorities, 
discuss trade-off decisions between user needs, business goals, and 
technical feasibility. There will be an API technical resource in the room 
that will be available for clarification needs during the challenge.. 


YES: updated technical challenge instructions page 58.


13 SOW Section 2 "Technical Lead Efforts" 
Page 39 Bullet 4 is listed without a requirement. Is it intended to be left blank or deleted? Deleted YES: Removed the blank bullet.


14
Please confirm that the average hourly rate range of $182 to $231 (based on the RFP dictated 1920 
hours per year) to support the $75m-95m government estimate is driven by staff resource quality, not 
by adding more than the prescribed 2 optional agile teams. 


The hourly rate proposed shall be less than or equal to EAGLE II rates 
established.  NO


15 Evaluation and Selection, Page 61


"The Government’s design demonstration evaluation will evaluate the Offeror’s design decisions, 
utilizing 3 of the following key areas, which are weighted equally"


Question: Does USCIS expect offerors to ONLY talk to 3 of the 6 key areas? If offerors address all 6 
areas across the 2 URLs, how will they be evaluated?


See response to question 4.


16 Phase 2/Factor 1, Page 57
" Use of tools is at the discretion of the vendor during the technical challenge. " 
Does the selection of a tool/technology rated in any way? Do the tools and technologies used on 
myuscis are preferred over other technologies?


Evaluation criteria is listed in section M. NO


17 Phase 2
" That information is expected to be related to user needs, business goals, and the API." - Will the 
governement provide fully functional API? Will the API be secured, and require authentication? How 
will the government provide documentaion for this API?


The government will provide an API for the Offeror to use during the 
Technical Challenge.  More details on the Technical Challenge will be 
provided after Phase 1.


NO


18 Phase 2, Page 57 "The government will notify offerors invited to Phase 2 seven (7) calendar days prior to their 
scheduled challenge date. " How many offereror does government plan to invite for phase 2?


Per the RFP "The most highly rated offers, with prices determined to be 
reasonable in phase 1, may proceed to participate in Phase 2 -Evaluation of 
Factors 1, 3 and 4."


NO


19 Phase 2, Page 57 " The government plans to distribute details about the Technical Challenge after Phase 1, such as a 
product vision. " - Will the details be distributed right after phase 1 or to the demo invitees only 7 
days before the demo?


Per the RFP "Along with the invitation for phase 2 the Government will 
supply details and needed information for the technical challenge." NO
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20 Phase 2, Page 58
"Offerors will be allowed to bring up to a maximum of 10 individuals to perform the technical 
challenge. " - do individuals who participate on in the demo have to be currently employed by Prime 
vendor or major subcontractors?


No NO


21 General Can the Government provide us with an estimated start date for the transition? No we can not at this time. NO


22 Part II Contract Clauses includes FAR 
52.224-3 Privacy Training (JAN 2017)


Does the Government consider that the training requirements of Clause "HSAR Class Deviation 15-
01 INFORMATION TECHNOLOGY SECURITY AND PRIVACY TRAINING (MAR 2015)" to 
satisfy the training requirements of FAR 52.224-3?


No NO


23 Part II Contract Clauses includes FAR 
52.224-3 Privacy Training (JAN 2017)


If Clause "HSAR Class Deviation 15-01 INFORMATION TECHNOLOGY SECURITY AND 
PRIVACY TRAINING (MAR 2015)" does not satisfy the training requirement for FAR 52.224-3, 
will the Government provide training to satisfy the requirements?


No NO


24 Part IV - Instructions to Offerors Phase I, 
Factor 2-Design Demonstration


For client confidentiality, we appreciate the opportunity to provide a demonstration site to show the 
work we have done for our clients. Please confirm that the Government requires the two submitted 
URL examples are representative of the sites that are current public facing sites.


Confirmed.  Per RFP "The URL for the work example may link to the live 
site that resulted from the project or a link to a demonstration site that 
represents the work done on the project."


NO


25


Part IV - Instructions to Offerors Phase 
2, Evaluation of Factor 1 Technical 


Challenge, Factor 3 Approach to Staffing 
and Factor 4 Price (pg 58)


The RFP reads "The government plans to distribute details about the Technical Challenge after Phase 
1, such as a product vision." Given that the Technical Challenges are planned between July 25th - 
August 8th, please confirm that offerors will receive this information as they are invited to Phase 2, 
giving all offerors an equal amount of time with the additional details.


Per the RFP "Along with the invitation for phase 2 the Government will 
supply details and needed information for the technical challenge." All 
offerors will have the same amount of lead time.


NO


26


Part IV - Instructions to Offerors Phase 
2, Evaluation of Factor 1 Technical 


Challenge, Factor 3 Approach to Staffing 
and Factor 4 Price (pg 59)


The RFP advises the offeror to arrive early enough to check the facility and validate the demonstration 
can begin on time. Is it possible to schedule a time before the day of the demonstration to check the 
facility to ensure that we bring all of the necessary equipment? If not, how early can we arrive on the 
day of the demonstration?


You may not check in the day before. You should show up approximately 
30 minutes before. NO


27 Part IV - Instructions to Offerors Phase 
1, Factor 4 Price (pg 56)


Instructions in the RFP read “If the offer includes discounts from the parent contract’s pricing rates, 
those discounts should be shown and explained in the business volume so the contracting officer can 
understand the basis for the discount.” And “ Offerors are encouraged to manipulate the sample 
staffing mix attachment #4 to provide the pricing”. Is manipulating the attachment limited to inserting 
rows to populate additional roles? Please confirm that its acceptable for offerors to add a column and 
rows in Attachment 4 to show all requested information.


Offerors may adjust Attachment #4 as necessary to propose their price and 
staffing. NO


28 Part IV - Instructions to Offerors Phase 
1, Factor 4 Price (pg 56)


Instructions in the RFP require that pricing information be populated for each CLIN. Please confirm 
whether the offeror should add the B Table Summary as a tab in Attachment 4 or if it should be added 
as part of the Business Volume.  


Offerors may adjust Attachment #4 as necessary to propose their price and 
staffing. NO


29 Part IV - Instructions to Offerors Phase 1 
Factor 2  Design Demonstration


The government indicated that the user name and passwords may not be provided. A design sample 
may include a registration and account section of the site to fully illustrate design capabilities relevant 
to MyUSCIS. For example, the government references "Nike Plus Membership web experience", 
which requires sign-up. Will the government evaluate self-registration as part of this experience?


The government will evaluate the evaluation factors listed in Section M. No


30 Part IV - Instructions to Offerors Phase 2 
Factor 1 Technical Challenge


The government indicates that individuals participating in the technical challenge are "not expected to 
be staffed on the myUSCIS task order." How will the government ensure that the quality of the team 
proposed is equivalent to the demonstrated capabilities of the team during the technical challenge?


This is not being evaluated by the government, and is provided for 
insturction purposes. only NO


31 Part IV - Instructions to Offerors Phase 2 
Factor 1 Technical Challenge


The role of the corporate representative is to observe team performance and will not perform in 
design, developing, deploying and demonstrating the MVP. This allows opportunities for the 
Corporate Representative to participate in the other Tech Challenge activities throughout the day. 
Please confirm that the Corporate Representative will be able to participate in the remaining 
activities, such as setup, team discussion during the tech challenge, explanation to evaluators, 
Demonstration preparation and Government Question Clarification.


That is an incorrect assumption. The role of the corporate representative is 
to observe team performance.


YES: Updated to read "…Corporate Representative who will be able to observe 
their team’s performance and will not perform any technical challenge activities 
including, but not limited to, design, developing, deploying, and demonstrating the 
MVP.  "


32 Schedule of Supplies/Services, Item No. 
001 Please confirm that QUANTITY represents months for all CLINS. Confirm NO
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33 Part IV - Instructions to Offerors Phase 1 
Factor 2  Design Demonstration


How long will the government need access to the site for the URLs, video and technical demonstration 
site? Up to award of the task order or longer if there is a protest. NO


34 Part IV - Instructions to Offerors Phase 1 
Factor 2  Design Demonstration


We assume the work sample should be interactive.  What is meant by "demonstration site that 
represents work done on the project?"


Demonstration site means not the actual site, but a representative site for 
demonstration purposes. NO


35 Part IV - Instructions to Offerors Phase 2 
Factor 1 Technical Challenge


Will there be any interaction during the challenge with on-site product owner and/or end user? 
Question 103 from the draft Q&A stated no user or PO would be in the room but the final RFP does 
not mention that.


See response to question 12


36 Part IV - Instructions to Offerors Phase 2 
Factor 1 Technical Challenge


Please confirm the Technical Challenge invitation will include use case information from which the 
Offeror can determine the skills and capabilities needed on the day of the Technical Challenge. Additional details about the Tech Challenge will be provided after Phase 1. NO


37
Part III - Documents, exhibits, or 


attachments, 1.Scope of Work (P.37, 
Item 7)


2. P.37, Item 7: The government directs the contractor to provide four teams in the Base Period and 
five teams in the Option periods as a minimum capacity to meet its objectives. Two additional optional 
teams are directed providing additional support. Please confirm that the stated teams are the required 
basis of estimate for the Offeror's price. 
From the RFP - 
"6. USCIS is focused on the goal of eProcessing by 2020, and since we still have over 100 forms to 
bring online..
An implementation plan is not currently available for the eProcessing, however, USCIS may need 
additional services (optional CLINS) to meet the deadline set forth by the USCIS Leadership. Those 
additional services are expected to be completed under the optional CLINs for additional teams. 
7. The contractor shall provide the Government with four Agile teams during the base period, and if 
exercised two additional optional teams. The contractor shall provide the Government with five Agile 
teams during each of the option periods, and if exercised two additional optional teams. (Reference 
Sample Staffing Mix Attachment #4). Additional teams are required through optional CLINS to allow 
the Government to receive additional support."


Confirmed NO


38
Part IV - Instructions to Offerors Phase 


2, Factor 3 Approach to Staffing and 
Factor 4 Price (pg 59)


In order to provide sufficient context and rationale for our staffing approach, we request that the PDF 
document be limited to 3 pages rather than 2 pages. Please confirm that the Approach to Staffing 
explanation can be 3 pages using 10 point font.


The approach to staffing PDF document limit is  increased to a total of 5 
pages (which includes the cover page).  


YES: Updated Factor descriptions on pages 54/60 and approach to staffing 
instructions page 59.


39 Expectation Regarding Agile Teams (pg. 
12); Staffing Attachment 4


Is it the Government's intent that (a) the total number of FTES for Agile Teams on CLIN 0002 (Base 
Tab, lines 16-19) must equal at least 40, and (b) the total number of FTEs for all Optional Agile 
Teams (CLINs 0004 and 0005) must equal at least 10 FTEs per team?


Confirmed


40 Phase 2 Evaluation, Factor 3 - Approach 
to Staffing (pg. 60)


To avoid giving offerors with DCAA-approved FPRAs an unfair price advantage, will the 
Government allow offerors to utilize 1,880 hours as a full-time productive equivalent, rather than the 
1,920 as dictated by the Solicitation?


The government has not dictated the full time equivalint to be 1,920 hr.  Per 
the RFP "A full time equivalent in Attachment #4 assumes 1,920 hours 
annum.  Contractors SHALL NOT provide the assumption for hours for an 
FTE, the Government is only providing it to further support the 
contractors understanding of the sample staffing levels.  Contractors 
SHALL NOT propose hours, rather propose FTE team composition.  If 
contractors are proposing less than a full time person (i.e. less than 1,920 
hours in Attach 1) they may propose to the 10th (for example: .5 FTE, .3 
FTE ).  The Government does not need to know or understand the hour’s 
annum buildup for the FTE’s proposed.


NO


41 Instructions, B (pg. 54) Please confirm that Phase 1 deliverables (Factors 2 and 4) are due on the proposal due date (June 19, 
2018 at 2:00 PM EST). Confirmed NO


42 Page 52, 52.216-1 Please confirm that the Government intends to award a contract to a single oferror as a result of this 
solicitation. Confirmed a single award is anticipated. NO


43 Instructions to Offerors
Does the government require the URLs for the Design Demonstration examples to be submitted in an 
MS Word document as perhaps Volume I - Technical Challenge, or just include the links to the URLs 
in the body of the email with the Business Volume as the only attachment with the email submission?


The URLs shall be provided in the written response email to the email 
addresses listed in the RFP.  YES: Updated Factor 2 instructions page 56


44 Solicitation, SF1447 Continuation Sheet Are Offerors required to complete and submit the SF1447 Continuation Sheet CLIN tables as part of 
its Factor 4 - Price / Business Volume submission? This is not a requirement.  Pricing shall be submitted on Attachement #4. NO


45 Instructions to Offerors
After notification of an invitation for phase 2 and the Government provides details for the technical 
challenge, will the Government provide an opportunity to clarify any questions prior to the Technical 
Challenge?


No. There will not be an additional opportunity for questions. NO
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46 Instructions to Offerors, Factor 1 
Technical Challenge


The RFP states, "For the technical challenge, the Offeror shall design, develop, and deploy an 
application to a cloud environment. The details and needed information for the technical challenge 
will be supplied along with the invitation to the vendor for Phase 2." Are offerors permitted to begin 
Technical Challenge set-up  activities (e.g., AWS environment configuration) when initially notified 
of participation?


Per the RFP "Offerors are not required to start from scratch on the day of 
the Technical Challenge.  The government plans to distribute details about 
the Technical Challenge after Phase 1, such as a product vision." How 
much to set up before the Tech Challenge is at the discretion of the Offeror.  
Starting from scratch is allowed and so is pre-fabrication.


NO


47 Instructions to Offerors, Factor 1 
Technical Challenge


The RFP states, "The Offeror shall use a modern technical development stack, tools, and CI/CD 
pipeline to design, develop, and deploy the application." Can an offerors technical challenge stack, 
tools, and CI/CD pipeline include elements not used by USCIS? 


Yes NO


48 Instructions to Offerors, Factor 1, 
Technical Challenge


The RFP states, "The Offeror’s MVP demonstration will allow the Government to experience the 
MVP produced by the Offeror and to hear the rationale behind the Offeror’s decision-making in 
designing, developing, and deploying the MVP." Will there be a projection/display screen available in 
the conference room the contractors can use as part of their MVP product demo?


The government will simply be providing a room, that is expected to be a 
normal conference room. 


YES: updated instructions to offerors, pg 59, to read :"The vendor must provide 
their own equipment for the technical challenge, including but not limited to, 
internet access and any supplies needed (sticky notes, computer, food, drinks, etc.).  
"


49 Instructions to Offerors Should the document containing Factor 4 - Price be titled "Business Volume"? Yes NO


50
Instructions to Offerors, Approach to 


Staffing (Phase 2) and Factor 4 – Price 
(Phase 1 & 2)


Is the same Attachment # 4, myUSCIS Government Sample Staffing Mix and CLIN Structure 
spreadsheet, to be completed for both Factor 3 - Approach to Staffing (Phase 2) as well as for Factor 
4 – Price (Phase 1 & 2)?


Staffing Mix and pricing are provided on attachment #4 during phase 1 
(only submited once) Pricing will be evaluated in phase 1 and phase 2.  
Factor 3 - Approach to Staffing additional documentation (5 page PDF 
supporting rational) shall be submitted in phase 2.  


YES: Updated instructions to offerors Factor 3, page 60


51 Phase 1 - Evaluation of Factors 2 and 4 Please confirm that USCIS will provide the Rating for Factor 2 as evaluated in Phase 1, when the 
vendor is notified of its participation in Phase 2.


At the concludion of phase 1 the offer will be notified if they among the 
most highly rated offerors invited to phase 2.  The offeror will not be 
provided their individal rating until post award debrifings, if requested.


NO


52 Phase 1 - Evaluation of Factors 2 and 4
Please confirm if the Phase 1 step is an "Advisory" step - i.e. will the offeror receive an Advisory 
Notification that it will be invited to participate in the resultant acquisition or, based on the 
information submitted, that it is unlikely to be a viable competitor.


Per the RFP phase 1 "is a mandatory firm down-select." NO


53


Continuation Page 3, 4 CLINs X004, 
X005


Page 12 - Expectation Regarding Agile 
Teams


  Phase 1 - Evaluation of Factors 2 and 4
Factor 4 - Price


Pg 59


Team of 10 FTEs


"The Government's expectation is that the Contractor's Agile Teams will continuously provide at least 
10 FTEs of IT professionals ...to achieve the Government's needs ..."


“Populated pricing information for each CLIN. Offerors are encouraged to manipulate the sample 
staffing mix attachment #4 to provide the pricing. This spreadsheet includes the labor categories 
proposed and number of FTEs, therefore, contractors can simply insert the proposed pricing for each 
CLIN.”


Offeror’s are not encouraged to copy sample staffing mix, but should propose their own innovative 
staffing composition. When proposing their staffing mix, Offerors shall adjust the spreadsheet as 
necessary to fit their proposal , while maintaining the CLIN structure organization, as pricing shall be 
provided that aligns to the CLIN structure. 


Please confirm the vendor can use its best judgment to determine the team size (i.e. # FTEs) and labor 
mix which the vendor estimates to be the most effective, possibly even less than 10 FTEs..


The vendor's assumption is incorrect. Please see question 39 and response.  
The government is not evaluating the size of teams in the staffing approach.  
The government is only evaluating the labor mix.  The RFP has been 
updated to read that the level of effort is established and only the labor mix 
will be evaluated. 


YES: updated evaluation of factor 3 to read: "The approach to staffing will be 
evaluated as Outstanding, Good Acceptable, or Unacceptable.  The Government 
will evaluate labor mix proposed (FTEs NOT hours), as the level of effort has been 
established, and supporting rationale for how the contractor understands the SOW 
and will successfully perform the task order requirements."


54 N/A Has the Procurement Innovation Lab (PIL) influenced the acquisition approach? If so, please indicate 
where that influence was included. This is not relevent to the evaluation or procurment. NO


55 SF 1447 To ensure the pricing is as reasonable as possible, would you consider extending the Phase 1 proposal  
due date by one (1) week?


The due date for submissions will be extended by 2 days.  Proposals will 
now be due on June 21, 2018 by 2:00pm EST. YES


56 Factor 1 – Technical Challenge


The SOW stipulates “Use of tools is at the discretion of the vendor during the technical challenge” 
and “The team attending the technical challenge is expected to be representative of what the Offeror 
would provide the Government after contract award.” Please confirm that the environment used to 
develop the MVP during the technical challenge is not going to be part of the evaluation.


Confirmed. Offerors will be evaluated in accordance with the evaluation 
criteria in the solicitation. NO


57 Factor 1 – Technical Challenge


The SOW states: “The Government shall be able to access e-artifacts, code repositories and tools 
from current Government furnished equipment rather than vendor supplied equipment.” What is the 
preferred method for Government access to the systems, artifacts, code repositories and tools used by 
the vendor for the technical challenge?


There is no preferred method. Per the RFP "The Offeror shall provide the 
Government real-time access to any and all systems utilized by the vendors 
for the challenge including but not limited to artifacts, code repositories and 
tools used."


NO
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58 Instructions to Offerors on page 55 Will the government accept the submission of websites that require a password if they are USCIS 
sites? No. NO


59 Final RFP 70SBUR18R00000020 
Instructions to Offerors Factor 4 Page 56


Software exists that could be used to lower the cost of labor and thus should be allowed and 
evaluated. Please amend the RFP to include an ODC CLIN for software.


Offerors will be evaluated in accordance with the evaluation criteria in the 
solicitation.  No ODC for software will be added. NO


60
Final RFP 70SBUR18R00000020 Part II 


Contract Clauses 3052.215-70 Key 
Personnel or Facilities Page 9


Can the Government please either provide a section in the Staffing Attachement 4 or allow a resume 
submitted in part Part I to highlight the qualifications of our proposed Program Manager Key.  See response to question 7


61 Instructions to Offerors on page 55 Does the publicly accessible URLs allowing the Government to view the actual products designed by 
the Offeror need to be placed in the 5 minute video or embedded in the written response? See response to question 44
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SECTION 1 


GENERAL INFORMATION AND PRICING 


 


1.1 GENERAL  


 


The United States Department of the Interior (DOI), Bureau of Safety and Environmental 


Enforcement (BSEE) is issuing this competitive Request for Quote (RFQ) to eligible General 


Services Administration (GSA) Federal Supply Schedule (FSS) contract holders under GSA 


Schedule 70, “General Purpose Commercial Information Technology Equipment, Software, and 


Services”, Special Item Number (SIN) 132-51, “Information Technology Professional Services,” 


or GSA MAS 54151S – IT Professional Services for the purpose of entering into a task order for 


the program entitled, “Enterprise Information Technology Core Services (EITCS).” BSEE 


anticipates awarding a task order in accordance with the Federal Acquisition Regulations (FAR) 


8.405-2.   


 


If you are interested in this acquisition, you may participate by submitting your response in 


accordance with the requirements and instructions contained herein. 


 


1.2 ELIGIBILITY 


 


This task order is a total set-aside for small business concerns.  Only quotes by qualified small 


business concerns possessing a FSS/GSA MAS Program Contract is eligible to respond to and 


receive an award based on this RFQ. Also, FSS/GSA MAS ‘Source’ and ‘Categories’ that are the 


same or similar to the following are applicable to the Government’s requirements of this RFQ and 


shall be on an offeror’s FSS/GSA MAS Program Contract to be eligible to respond to and will be 


considered by the Government. Any quote that is submitted by an offeror that is not a small business 


concern will not be considered for award.   


 


• Source: MAS;  


o Category: 54151S – IT Professional Services 


• Source: GSA Schedule 70 Information Technology Schedule 


o Category: SIN 132-51 – Information Technology Professional Services 


Eligible GSA contractors may enter into a task order that extends beyond the current term of 


their GSA Schedule contract, as long as there is at least one unexercised option period in their 


contract that, if exercised, will cover the task order’s full period of performance if all options are 


exercised.  


 


1.3 ANTICIPATED AWARD TYPE 


 


The Government anticipates the award of a performance based fixed-price incentive type task 


order with reimbursable travel for the base and each option period.  The price shall include the 


offeror-proposed incentives.  
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1.4 LINE ITEM PRICING 


 


The specific details and descriptions of the Line Items are described below.  The period of 


performance for each line item is identified in Section 3.2 herein.  Payments will be made at the 


unit prices specified below for services completed by the Contractor pursuant to the performance 


standards agreed to by the parties and accepted by the Government in accordance with Sections 3.9 


and 3.10 herein. 


 


Award of the task order is subject to the availability of funding. 


 
CLIN DESCRIPTION QTY UNIT UNIT PRICE TOTAL PRICE 


 


BASE PERIOD (11/1/2020 – 10/31/2021): 


 


00010 Base Period Transition: EITCS Support 1 Month $____*____ $______*______ 


 for the effort described herein during  


 First Month.  (Firm-Fixed-Price) 


 (POP Dates: 11/1/2020 – 11/30/2020)  


 


00020 Base Period: EITCS Support 11 Month $____*____ $______*______ 


 for the effort described herein during  


 Months 2 – 12.  (Firm-Fixed-Price)  


 (POP Dates: 12/1/2020 – 10/31/2021) 


 


00030 Base Period: Travel cost related to this  N/A NTE $____N/A___ $_____60,000___ 


 Task Order Reimbursable at actual cost,   


 no fee, in accordance with  


 FAR Clause 31.205-46. (Amount  


 is not to exceed).  


 


00040 Base Period: Computer Refresh 724 Each $____*____ $______*______ 


 Installation [See SOO 2.4.10.3] 


 (Firm-Fixed-Price per Computer) 


 See Sec. 3.10 - Variation in Est. Quantity. 


 


00050 Base Period: Service Level Agreement    $______*______ 


 Incentive (Maximum Amount)      


 


TOTAL BASE PERIOD (CLINS 00010 – 00050):    $______*______ 


 


OPTION PERIOD 2 (11/01/2021 – 10/31/2022): 


 


00110 Option Period 1: EITCS Support 12 Month $____*____ $______*______ 


 for the effort described herein. 


 (Firm-Fixed-Price)  
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CLIN DESCRIPTION QTY UNIT UNIT PRICE TOTAL PRICE 


 


00120 Option Period 1: Travel cost related to this  N/A NTE $____N/A___ $_____62,000___


 Task Order Reimbursable at actual cost,  


 no fee, in accordance with  


 FAR Clause 31.205-46. (Amount  


 is not to exceed).  


 


00130 Option Period 1: Computer Refresh 724 Each $____*____ $______*______ 


 Installation [See SOO 2.4.10.3] 


 (Firm-Fixed-Price per Computer)  


 See Sec. 3.10 - Variation in Est. Quantity. 


 


00140 Option Period 1: Service Level Agreement    $______*______ 


 Incentive (Maximum Amount)      


 


TOTAL OPTION PERIOD 1 (CLINS 00110 – 00140):   $______*______ 


 


OPTION PERIOD 2 (11/01/2022 – 10/31/2023): 


 


00210 Option Period 2: EITCS Support 12 Month $____*____ $______*______ 


 for the effort described herein.  


 (Firm-Fixed-Price)  


 


00220 Option Period 2: Travel cost related to this  N/A NTE $____N/A___ $_____63,000___ 


 Task Order Reimbursable at actual cost,   


 no fee, in accordance with  


 FAR Clause 31.205-46. (Amount  


 is not to exceed).  


 


00230 Option Period 2: Computer Refresh 724 Each $____*____ $______*______ 


 Installation [See SOO 2.4.10.3] 


 (Firm-Fixed-Price per Computer)  


 See Sec. 3.10 - Variation in Est. Quantity. 


 


00240 Option Period 2: Service Level Agreement    $______*______ 


 Incentive (Maximum Amount)      


 


TOTAL OPTION PERIOD 2 (CLINS 00210 – 00240):   $______*______ 
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CLIN DESCRIPTION QTY UNIT UNIT PRICE TOTAL PRICE 


 


OPTION PERIOD 3 (11/01/2023 – 10/31/2024): 


 


00310 Option Period 3: EITCS Support 12 Month $____*____ $______*______ 


 for the effort described herein.  


 (Firm-Fixed-Price)  


 


00320 Option Period 3: Travel cost related to this  N/A NTE $____N/A___ $_____65,000___ 


 Task Order Reimbursable at actual cost,   


 no fee, in accordance with  


 FAR Clause 31.205-46. (Amount  


 is not to exceed). 


 


00330 Option Period 3: Computer Refresh 724 Each $____*____ $______*______ 


 Installation [See SOO 2.4.10.3] 


 (Firm-Fixed-Price per Computer)  


 See Sec. 3.10 - Variation in Est. Quantity. 


 


00340 Option Period 3: Service Level Agreement    $______*______ 


 Incentive (Maximum Amount)      


 


TOTAL OPTION PERIOD 3 (CLINS 00310 – 00340):   $______*______ 


 


OPTION PERIOD 4 (11/01/2024 – 10/31/2025): 


 


00410 Option Period 4: EITCS Support 12 Month $____*____ $______*______ 


 for the effort described herein.  


 (Firm-Fixed-Price)  


 


00420 Option Period 4: Travel cost related to this  N/A NTE $____N/A___ $_____67,000___ 


 Task Order Reimbursable at actual cost,   


 no fee, in accordance with  


 FAR Clause 31.205-46. (Amount  


 is not to exceed). 


 


00430 Option Period 4: Computer Refresh 724 Each $____*____ $______*______ 


 Installation [See SOO 2.4.10.3] 


 (Firm-Fixed-Price per Computer)  


 See Sec. 3.10 - Variation in Est. Quantity. 


 


00440 Option Period 4: Service Level Agreement    $______*______ 


 Incentive (Maximum Amount)      


 


TOTAL OPTION PERIOD 4 (CLINS 00410 – 00440):   $______*______ 
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CLIN DESCRIPTION QTY UNIT UNIT PRICE TOTAL PRICE 


 


OPTION PERIOD 5 (11/01/2025 – 10/31/2026): 


 


00510 Option Period 5: EITCS Support 11 Month $____*____ $______*______ 


 for the effort described herein.  


 (Firm-Fixed-Price) (11 months) 


 (POP Dates: 11/01/2025 – 09/30/2026) 


 


00520 Option Period 5: Travel cost related to this  N/A NTE $____N/A___ $_____69,000___ 


 Task Order Reimbursable at actual cost,   


 no fee, in accordance with  


 FAR Clause 31.205-46. (Amount  


 is not to exceed). 


 


00530 Option Period 5: Computer Refresh 724 Each $____*____ $______*______ 


 Installation [See SOO 2.4.10.3] 


 (Firm-Fixed-Price per Computer)  


 See Sec. 3.10 - Variation in Est. Quantity. 


 


00540 Option Period 5: Service Level Agreement    $______*______ 


 Incentive (Maximum Amount)     


 


00550 Transition-out Period (1 month) 1 Month $____*____ $______*______ 


 (Firm-Fixed-Price)  


 (POP Dates: 10/01/2026 – 10/31/2026) 


 


TOTAL OPTION PERIOD 5 (CLINS 00510 – 00550):   $______*______ 


 


TOTAL ESTIMATED PRICE (If all options are exercised and all incentives paid): 


       


      $______*______ 


 


[* = Offeror shall provide these dollar amounts in the price quotation. 


All pricing must be rounded to the nearest dollar.] 


 


1.4.1 Firm Fixed Price CLINS  


 


The Contractor shall provide all services to meet the Enterprise Information Technology Core 


Services (EITCS) stated in the Task Order and the Contractor’s Performance Work Statement.  


Invoices may be submitted in accordance with the Section 3.9. 


 


1.4.2 Travel CLINS 


 


These CLINS are for long distance travel incurred in completion of this Task Order and will be 


reimbursed for actual, allowable, and reasonable travel costs incurred, exclusive of any fee or 


G&A.  Advance written approval must be obtained from the Contracting Officer’s Representative 
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(COR) prior to incurring any costs for travel. The Not-to-Exceed (NTE) amount of each long-


distance travel line item, if exceeded by the Contractor, is at the Contractor’s own risk and expense. 


Travel will be reimbursed in accordance with Federal Acquisition Regulation (FAR) Clause 


31.205-46.   


 


1.4.3 Service Level Agreement (SLA) Performance Incentives CLINS 


 


These CLINs includes total amount of performance incentives per year that the contractor can 


receive if earned and may be less than the amount listed based on performance.  The SLAs also 


include monetary and non-monetary disincentives. Payment of earned incentives will be made 


after the performance period has ended and the contractor has submitted its final annual report.  


BSEE will use this report and other information to determine if the Contractor met the SLAs. 


 







 
Enterprise Information Technology Core Services (EITCS) RFQ 140E0120Q0018


  


 Page 8 of 64 


SECTION 2 


STATEMENT OF OBJECTIVES 


 


BSEE Enterprise Information Technology Core Services (EITCS) 


 
2.1 INTRODUCTION 


 


The Bureau of Safety and Environmental Enforcement (BSEE) requires a full range of cost 


effective, customer-focused and performance-driven Enterprise Information Technology services 


to ensure all users have responsive and equitable access to common services and support on a 


daily basis to enable effective and efficient mission performance across all serviced 


organizations.  From an Information Technology (IT) perspective, The Technology Services 


Division within BSEE is a service provider of Enterprise Infrastructure, office automation and 


select application services to not only BSEE, but also the Bureau of Ocean Energy Management 


(BOEM) and the Office of Natural Resources Management (ONRR). 


 


2.2 OVERVIEW 


 


2.2.1 Mission and Organization 


 


The Bureau of Safety and Environmental Enforcement (BSEE), a bureau within the U.S. 


Department of the Interior is the Federal agency responsible for safety and regulatory oversight 


of oil and gas development on the U.S. Outer Continental Shelf. BSEE works to promote safety, 


protect the environment, and conserve resources offshore through vigorous regulatory oversight 


and enforcement over energy production operations, with rights granted through leases offered 


by BOEM.  


 


The Bureau of Ocean and Energy Management (BOEM) manages the exploration and 


development of the nation's offshore resources through balanced economic development, energy 


independence, and environmental protection through oil and gas leases, renewable energy 


development and environmental reviews and studies.   


 


The Office of Natural Resources Revenue (ONRR) is entrusted with a fiduciary role, managing 


an average of $11 billion in annual revenues from energy and mineral leases and other monies 


owed for the use of public natural resources on the Outer Continental Shelf and onshore Federal 


and American Indian lands. Revenue sources include royalties, rents, and bonuses generated 


throughout the life of the lease.   


 


Together, these three organizations have approximately 2,500 employees and contractors, 


located across the United States. The three largest and primary office locations are Denver, CO, 


New Orleans, LA, and Sterling, VA, with two smaller Regional Offices in Anchorage, AK, and 


Camarillo, CA. Other smaller offices are located in Dallas, Houston and Lake Jackson, Texas; 


Tulsa and Oklahoma City, Oklahoma; Lake Charles, Houma, and Lafayette, LA; and Farmington 


NM. The headquarters location for all three organizations is the U.S. Department 


of the Interior building in Washington, D.C. 
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2.2.2 Partnering Philosophy 


 


A major intent of this Statement of Objectives (SOO) is to create a “partnership” between BSEE 


and the Contractor.  


 


In addition to meeting the strategic and enterprise objectives described herein, the contractor will 


be expected to: 


 


• Consistently take steps to understand the crucial business issues and opportunities of the 


three customer organizations. 


• Identify and propose improvements to core IT systems, services and processes on an 


ongoing basis, throughout the performance period of the task order. 


• Share the risks and responsibilities of joint implementations and initiatives. 


• Ensure its products and services deliver tangible and meaningful business benefits. 


• Work collaboratively with other contractors, government agencies, and business partners 


to ensure project success. 


• Propose and provide cost-effective solutions to the complexities and difficulties that are 


characteristic of implementing, integrating, maintaining, and securing mission-critical IT 


systems and services. 


• Periodically measure and forecast capacity and systems growth in alignment with capital 


planning requirements and constraints. 


• Under a performance-based structure, performance metrics and service level agreements 


will be used extensively to monitor the performance of this task order. BSEE and the 


Contractor will baseline and monitor progress using agreed-upon performance metrics 


and service level agreements.  


 


2.3 STRATEGIC OBJECTIVES 


 


2.3.1 Enhance and Enable the BSEE, BOEM, and ONRR Missions 


 


Deliver to the government a flexible, responsive, and continuously improving platform of IT 


services that can be accessed from any BSEE, BOEM and ONRR facility or remotely from 


anywhere and provide value-added tools and capabilities for accomplishing the core missions of 


the three customer organizations. 


 


2.3.2 Increase Organizational Efficiency 


 


Implement standard, best practice processes and procedures to ensure cost-efficient, streamlined 


Enterprise IT services that are responsive to change, proactive and ensure maximum continuity 


in mission operations. Coordinate effectively with organizations providing interdependent IT 


services, to include, but not limited to, the DOI Enterprise Services Network team, ONRR 


contractors, and BSEE Mission IT contractors to ensure operational continuity and clear 


performance accountability. 
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2.3.3 Leverage Existing BSEE IT Environment 


 


To the maximum extent practicable, leverage and incorporate existing BSEE systems and assets 


into new and modified IT solutions to promote cost efficiency, schedule responsiveness and 


optimal return on previous BSEE IT investments. 


 


2.3.4 Establish and Enhance an Enterprise Identity 


 


Promote and provide an Enterprise identity that conveys a common “look and feel” and is 


consistently sustained and scaled through a common set of high quality, non-bureaucratic, 


repeatable IT processes throughout the three organizations to whom services are provided. 


 


2.3.5 Capitalize on Industry Best Practices and Innovation 


 


Research, recommend and implement industry and government best practices, standards and 


innovation while ensuring compliance with applicable Federal, DOI, and BSEE policies and 


regulations. 


 


2.3.6 Support to Future Initiatives and Evolutions 


 


Ensure an active and viable partnership between the Contractor and BSEE in anticipating and 


responding to future initiatives and technology evolutions that will assure that BSEE is 


continually improving the services provided to all customer organizations to keep pace with 


progressive, technologically advanced and cost-effective core information solutions that provide 


high business value. 


 


2.3.7 Consistently Achieve Favorable Government Ratings 


 


Ensure BSEE is positioned to score favorably during agency evaluation, rating and auditing 


activities. 


 


2.4 ENTERPRISE SERVICES OBJECTIVES 


 


2.4.1 Enterprise User Support Services 


 


2.4.1.1 Enterprise Service Desk/Call Center (Tier 1) 


 


Provide, implement, operate and maintain a fully-functional Enterprise Service Desk/Call Center 


for recording, triaging, troubleshooting and resolving/redirecting customer support requirements 


and ensuring minimum user downtime. Ensure the software application supporting the Enterprise 


Service Desk/Call Center solution is cost-effective and selected based on best-fit for the size and 


mission of the three customer organizations, collectively. The software application should be 


industry-proven and commercially available.  


As defined by the Information Technology Infrastructure Library (ITIL) Tier 1 support function 


consists of basic help desk resolution and service desk delivery. 
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2.4.1.2 Desktop Support (Tier 2) 


 


Provide on-site client hardware and software desk-side support and remote client-side support for 


teleworkers, ensuring minimum user downtime. Client technologies include Microsoft Windows 


and Apple MAC OS operating systems. 


 


As defined by the Information Technology Infrastructure Library (ITIL) Tier 2 support function 


consists of in-depth desktop technical support. 


 


2.4.1.3 Mobile Wireless Services 


 


Configure, set up and deploy mobile wireless devices, which include iOS and Android 


smartphones and iOS and Android tablets, to users in BOEM and BSEE. Administer the devices 


using the Department of the Interior’s Mobile Device Management solution and provide 


technical assistance to users. 


. 


2.4.1.4 Video Teleconferencing (VTC) 


 


Initiate, maintain, and closeout scheduled video teleconferencing sessions. Interface with 


government staff responsible for maintaining the VTC schedules to ensure timely service 


delivery. Troubleshoot problems and issues with the service and perform corrective actions. 


Initiation and checkout of VTC sessions shall be performed in advance of the start time to allow 


for troubleshooting and corrective actions. Currently, there is one dedicated position at the Main 


Interior Building and Denver location, It is estimated that additional dedicated VTC support 


positions will be required at both the Sterling and New Orleans locations as well. 


 


2.4.1.5 User Provisioning and Administration 


 


Provision users and provide account administration for the network and applications, to include 


creating, maintaining and deleting user accounts, an audit trail of account actions, access levels, 


roles and permissions, and periodic audits of accounts, access levels, group memberships, 


permissions and account policy settings. 


 


2.4.2 Enterprise System Services 


 


2.4.2.1 Enterprise Systems Administration 


 


Perform enterprise operations and maintenance to ensure desktop, application, and remote access 


performance and availability. Proactively monitor enterprise systems, responsively communicate 


and report issues, resolve escalated customer requests and provide engineering solutions to 


ensure successful resolution of system problems. 
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2.4.2.2 Enterprise Database Administration Services 


 


Perform effective database design, testing, implementation, operation, and maintenance to 


responsively support enterprise systems and tools. The current databases are Microsoft SQL 


Server. 


 


2.4.2.3 BSEE Test Lab 


 


Manage the enterprise test lab, located in Denver, CO, separate from the production 


environment, to ensure proper validation of domain and enterprise systems and applications prior 


to deployment to the production environment. 


 


2.4.3 Domain and Network Services 


 


2.4.3.1 Domain and Network Administration 


 


Perform domain and network operations, troubleshooting, and maintenance, which include 


Active Directory, DHCP, DNS, WINS and VTC services, to ensure performance and 


availability. Provide effective and timely coordination with the DOI Enterprise Services Network 


organization to ensure successful and expedient resolution of customer issues and maintenance 


requirements. Proactively monitor equipment and systems and responsively communicate and 


report issues. Perform periodic analysis of the network capacity and provide capacity planning 


recommendations to the Government for projected growth, inclusive of voice, video and data. 


During the first year of the task order, redesign the current Active Directory domain to create a 


separate Organizational Unit (OU) for each of the three customer organizations that includes 


Users, Workstations, Laptops, Servers, Service Accounts and Security Groups, with a common 


shared infrastructure, applications and services. Perform periodic and regular reviews (a 


minimum of biannually) of the Active Directory structure and components, including Group 


Policy Objects, to maintain Active Directory in accordance with Microsoft recommended 


practices and to keep the structure simplified, streamlined and accurately documented. 


 


2.4.3.2 Telecommunications 


 


Perform operations, troubleshooting, and maintenance of all switches, routers, firewalls, 


Network Intrusion Prevention sensors, Voice-Over-IP phone system, video teleconferencing 


system/service and all other network peripherals to ensure performance and availability.  


Proactively monitor equipment and systems, responsively communicate and report issues, 


resolve customer issues and provide engineering solutions to ensure successful resolution of 


system problems. This includes WiFi services at every location identified in Section 3.3. 


 


2.4.4 Systems/Services Monitoring and Maintenance 


 


Perform proactive data center, enterprise, domain, and network systems monitoring to optimize 


performance and to identify potential or actual system failures and to prevent or remedy the 


same. Record systems performance data for performance metrics purposes. 
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2.4.5 Engineering Support (Tier 3) 


 


Provide expert level troubleshooting and analysis of advanced issues and problems related to 


systems and applications in the enterprise, to include research and development of solutions to 


new or unresolved issues. Design and develop one or more courses of action, evaluating each of 


these courses in a test case environment and implementing the best solution to the problem.  


Provide and maintain up-to-date systems documentation, including diagrams, tables, and 


configuration settings, etc. for all Enterprise systems. At a minimum, the Contractor shall update 


systems documentation after upgrades, technology refresh, architecture changes and system 


enhancements. 


 


As defined by the Information Technology Infrastructure Library (ITIL) Tier 3 support function 


consists of expert engineering product and service support. 


 


2.4.6 System Analysis Support 


 


Provide comprehensive analytical support to determine new requirements for existing enterprise 


systems, capabilities and business processes. Implement and maintain processes for proactively 


researching, identifying and recommending new technologies and capabilities that will eliminate 


duplication, increase organizational efficiency, customer satisfaction and capitalize on industry 


best practices. Provide system improvement recommendations for new technology initiatives. 


 


2.4.7 Web Services 


 


2.4.7.1 Web Support 


 


Maintain and administer intranet and internet operating environments, providing responsive and 


reliable support services, ensuring proper configuration and interface of web applications and 


web sites. 


 


2.4.7.2 Web Application Development and Support 


 


Provide comprehensive web application analysis, design, development and support services 


encompassing the BSEE, BOEM and ONRR websites, Commercial Off-The-Shelf (COTS) 


applications, and other custom web applications. 


 


2.4.8 Data Backup and Storage 


 


Perform data backups in a timely, effective and consistent manner. Maintain the enterprise data 


storage solution to ensure efficient use and availability of resources and the survivability of data.  


Ensure compatibility with environments that have dynamic and evolving data storage initiatives.  


Perform and document restoration tests of data backups. 
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2.4.9 Continuity of Operations (COOP) and Disaster Recovery (DP) 


 


Provide comprehensive COOP and disaster recovery planning, testing and activation support to 


ensure coordinated and responsive restoration of operations. Develop, test, document and 


implement procedures for data restoration at the designated COOP and DR sites.  Provide 


support and assistance in the execution of the contingency and/or COOP security processes. A 


contingency event may necessitate travel. Identified key contractor personnel may travel to an 


identified COOP site, stand-up the security function for the network, and perform regular day-to-


day security functions within the confines of the COOP working environment. Coordinate with 


and provide support for all customer organizations during their COOP operation, as well as their 


COOP exercises. Provide one (1) senior type IT Specialist (Desktop) employee for assistance 


with the Headquarters COOP and DR efforts. 


 


2.4.10 Asset Management 


 


2.4.10.1 Logistics 


 


Provide efficient and effective receipt, storage, issue, delivery and turn-in of equipment and 


software. Ensure hardware turn-ins are managed and secured in accordance with BSEE policies 


and regulations. 


 


2.4.10.2 Desktop and Laptop Technology Refresh Planning 


 


Perform lifecycle planning and technology refresh installation services for desktop and laptop 


computers across the enterprise. (Refresh installation services will be scheduled during task 


order performance by the Contracting Officer’s Representative to specify the location(s), 


quantity, and timeline requirements of the refresh requirements.) 


 


2.4.10.3 Installation 


 


Implement a standard methodology and provide and maintain installation standards and 


procedures (STIGS, images, etc.) that ensure properly configured systems; continuity of user 


operations; fully-functional applications; and train users to successfully operate new systems and 


equipment. Proactively maintain comprehensive images to ensure that all images contain current 


and up-to-date software applications, all applicable patches and the latest drivers. Ensure that 


images comply with prevailing Federal, DOI and BSEE policies and requirements. 


 


2.4.10.4 Configuration Management 


 


Provide effective and efficient Enterprise Configuration Management (CM) to assure accurate 


documentation of CM related information, administer and participate in the Government’s 


change management process, and facilitate life cycle planning. This includes developing, 


maintaining, coordinating, documenting and storing images, group policy settings for use across 


the BSEE Enterprise and performing configuration status accounting. 
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2.4.10.4.1 Testing 


 


Utilize the BSEE Test Lab to ensure systems are properly configured, secured, tested and ready 


for deployment. 


 


2.4.10.4.2 Inventory Management 


 


Operate and maintain an IT inventory management solution for hardware/software that ensures 


accurate and up-to-date asset accountability across the BSEE enterprise. The software 


application should be industry-proven, open, non-proprietary, and commercially available. The 


inventory management system must be accessible by the Government and provide key asset 


information, including, but not limited to, the name of the employee to whom the asset is 


assigned, model/serial numbers, geographic/physical location, warranty information, and date the 


equipment item was placed into service. Provide guidance to and coordination with Government 


staff to ensure accurate and consistent use of the inventory management system and 


reconciliation with the official Government property system.  Provide the Government an initial 


property inventory baseline at the start of the task order and maintain update the inventory with 


any and all changes to ensure an accurate and complete inventory for the government at all 


times. Ensure timely and effective reporting and coordination of property management 


accountability incidents in accordance with prevailing Government property management 


policies. 


 


2.4.11 Project Management and Solutions Engineering 


 


As directed by the Government, plan, design, implement, test and deploy new enterprise systems 


and applications and upgrades to existing systems and applications. Ensure designs are 


interoperable with the enterprise architecture, other business applications, and the existing 


infrastructure environment. Assist the Government in defining enterprise architecture standards 


and work collaboratively with the Government to develop technology roadmaps for enterprise 


systems and operating environments. Provide system improvement recommendations for system 


operations to ensure reliability, performance, capacity, security and optimal resource utilization. 


 


2.4.12 IT Security Services 


 


Apply the guidance provided in all relevant National Institute of Standards and Technology 


(NIST) Special Publications in the delivery of IT security services. These criteria, as well as 


those provided in applicable OMB guidance for FISMA reporting, shall be used in determining 


the methodology for delivering IT security services that are required in order to fulfill obligations 


to comply with FISMA, OMB Circular A-130, and other appropriate laws, directives, policies, 


standards and guidelines. Security Monitoring, Intrusion Detection, and Analysis.  Perform near 


real-time monitoring of the BSEE Network (BSEENet), to include all local area networks and 


connected Major Applications, using existing and future Government furnished security tools in 


order to detect evidence of an intrusion or misuse. 
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2.4.12.1 Security Incident Responses 


 


Perform incident response, as defined by FISMA, in support of all security incidents related to 


BSEE information or information systems. Ensure timely and effective identification, isolation, 


containment, coordination, and documentation of security incidents in compliance with 


prevailing US-CERT, DOI, and BSEE security policies and standards. Participate in regular 


Incident response testing. 


 


2.4.12.2 Security Architecture 


 


Provide support for the: 1) ongoing compliance with the U.S. Government Configuration 


Baseline (USGCB); 2) resolution of known vulnerabilities and areas of non-compliance; 3) 


upgrades to BSEE infrastructure; 4) changes to BSEENet architecture; 5) change management 


activities with the development/review of implementation plans, back out plans, and security 


impact analyses; and 6) security engineering services required for the implementation of new 


applications. 


 


2.4.12.3 Security Infrastructure Administration, Maintenance, and Evaluation 


 


Evaluate, configure, implement, administer, maintain, and upgrade (as applicable) security tools 


with oversight provided by federal staff. This includes the testing, troubleshooting, and 


coordinated deployment of agent installations across the enterprise. Tools include but are not 


limited to: 


 


• Tenable 


• Forescout CounterAct 


• ServiceNow 


• SCCM/WSUS 


• Symantec AV 


• McAfee ePO and Data at Rest Encryption 


• Splunk 


• IBM BigFix 


• Fireeye HX 


 


2.4.12.4 Support to the DOI Advanced Security Operations Center (ASOC) 


 


Provide a security analyst and/or engineering staff member to support the DOI Advanced 


Security Operations Center (ASOC) team on an as needed basis. This collaboration provides 


BSEE with visibility into inherited perimeter security controls from the Department. 


 


2.4.12.5 Security Information and Event Manager (SIEM) Administration and 


Maintenance 


 


Provide administrative service for support, maintenance and the development, configuration and 


deployment of enhancements to a Security Information and Event Manager (SIEM). Identify and 
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include all appropriate data sources (examples: firewall, IDS, OS and application event logs etc.) 


into the SIEM for processing and correlation of events. 


 


2.4.12.6 Continuous Monitoring 


 


Conduct continuous monitoring of BSEE information systems in a manner that enables 


enterprise-wide visibility into the security posture and effectiveness of controls across BSEENet 


with a frequency sufficient to enable the BSEE Authorizing Officials (AO) to make ongoing 


risk-based decisions. Develop, document, and implement a continuous monitoring program for 


the BSEE information systems and obtain approval of the continuous monitoring strategy by all 


applicable BSEE stakeholders.  The continuous monitoring program must address, at a 


minimum: (i) the effectiveness of deployed security controls; (ii) changes to information systems 


and the environments in which the systems operate; (iii) compliance to federal legislation, 


directives, policies, standards, and guidance with regard to information security and risk 


management; (iv) asset management (hardware and software); (v) vulnerability management 


(identification, remediation, and reporting); and (vi) configuration management. 


 


2.4.12.7 Cyber Security Assessment and Management (CSAM) Support 


 


CSAM is the DOI web-based enterprise-wide application that maintains details and artifacts 


related to BSEE IT Security boundaries. The Contractor shall work with government 


stakeholders to keep CSAM current with data including, but not limited to: assessment results, 


compliance descriptions, POC information, system descriptions, system inventories, status dates, 


required appendices, and artifacts. 


 


2.4.12.8 Assessment and Authorization 


 


Provide Assessment and Authorization (A&A) support services for the BSEE information 


systems developed or maintained hereunder prior to going into production. Subsequent to the 


initial authorization to operate, information systems follow the ongoing authorization process 


and associated continuous monitoring requirements as prescribed by OMB and NIST. Assess the 


effectiveness of a subset of implemented controls on an ongoing basis to inform the AO’s 


decisions regarding the continued use and operation of the system. A&A documents will be 


maintained in the Cyber Security Assessment and Management solution (CSAM) or as instructed 


by the government oversight lead. Perform annual security control assessments in accordance 


with the BSEE Continuous Monitoring Plan. 


 


2.4.12.9 Information System Security Officer Support 


 


Provide support with: Change Control Board (CCB) reviews/requests (including risk analysis), 


procedure development, continuous monitoring data analysis, security design reviews, and adhoc 


System Life Cycle (SLC) support. 
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2.4.12.10 Associate Chief Information Security Officer (ACISO) Support 


 


Provide dedicated support personnel for the Associate Chief Information Security Officer 


(ACISO) Branch.  Personnel would query information from the available security systems, 


provide information for data calls and reporting.  


 


2.5 INITIAL TRANSITION OBJECTIVE 


 


Ensure all existing and applicable services and support are successfully transitioned from 


existing BSEE incumbent Contractor within one month after notice-to-proceed on this task order 


in accordance with the Contractor’s Initial Transition Plan.  Ensure no significant disruptions to 


user services and support occur during the transition period.  At the end of the one month 


transition period, the Contractor is fully accountable and responsible for successful performance 


of all objectives and requirements on the task order. 


 


2.6 PROGRAM MANAGEMENT OBJECTIVES 


 


2.6.1 Project Management Plan 


 


The Contractor shall prepare a draft Project Management Plan (PMP) and the meeting agenda for 


submittal within seven (7) days of award and no later than two (2) days before the Post-Award 


Meeting identified in section 2.6.2.1. 


 


In the draft PMP, the Contractor shall clearly and concisely describe all project responsibilities. 


This may include, but is not limited to, any proposed subcontracting arrangements, 


communication and coordination, record keeping, staffing plans, and scheduling of all tasks, 


subtasks, meetings, teleconferences, and deliverables. The Contractor shall discuss its procedures 


for managing the project, criteria for assuring quality and acceptability of the deliverables, and 


details regarding the schedule and coordination of this project. The Contractor shall include any 


anticipated in-person meetings and teleconferences with BSEE staff. The Contractor shall also 


discuss plans for ensuring successful completion of individual tasks on time, on budget, and of 


the highest quality.  


 


2.6.2 Meetings 


 


2.6.2.1 Post Award Meeting and Summary 


 


The Contractor shall hold a Post-Award meeting with the Government and Bureau 


representatives via video/teleconference or in the BSEE Headquarters in Sterling, VA, no later 


than two (2) weeks after Task Order award, or as mutually agreed upon by Government and 


Contractor. The Contractor shall provide a meeting agenda prior to the meeting to allow for 


review by all involved. The BSEE Contracting Officer shall lead the meeting.  The meeting will 


address, at a minimum, the following topics: contractual matters and clarifications, draft action 


plan, plan of work, and logistics coordination. 
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One week after the Post-Award Meeting, the Contractor shall prepare and distribute via email to 


the CO and COR the meeting minutes, final project management plan, and a summary that 


includes action items, such as suggested changes, modifications (if any), and other items of 


discussion, along with suggested actions or remedies. Any agreed to changes that may affect the 


Task Order are subject to approval in writing by the CO. 


 


2.6.3 Leadership 


 


Provide effective and qualified management and leadership empowered to make timely 


decisions, engage resources and successfully resolve issues.  Provide effective management of 


contractor employees and subcontractors to ensure customer and mission support is responsive, 


efficient and transparent to BSEE, BOEM and ONRR users.  Ensure coordination and interface 


with relevant government and contractor support teams across the internal and external 


stakeholder organizations. Identify and reduce redundancies across the enterprise and domains.  


Analyze Government IT goals, objectives, and evolutions in technology to assure alignment of 


initiatives.  Provide effective and proactive communication and coordination with other IT 


contractor(s) to ensure clear performance accountability and successful mission accomplishment.  


Keep the Government proactively and expediently informed of significant issues and concerns.     


 


2.6.4 On-going Planning and Assessment 


 


Provide on-going planning and assessment of IT operations and initiatives and provide findings 


and recommendations to the Government.  


 


2.6.5 Human Resources Management 


 


Recruit and retain sufficient qualified and appropriately security-cleared personnel resources to 


satisfy performance objectives and respond in a timely manner to shifting priorities and 


competing initiatives.  The Contractor will reimburse the Government for the cost of background 


investigations when the proposed employee is not favorably adjudicated. This will be 


accomplished via a deduction on the monthly invoice for the labor CLINS on each period of 


performance year. Below is the current amount that to be deducted if a proposed employee is not 


favorably adjudicated: 


 


Moderate Risk Background Investigation: $1,650 


High Risk Background Investigation: $4,233 


 


2.6.6 Schedule Management 


 


Utilize a comprehensive schedule management process that provides a comprehensive and 


integrated master schedule to ensure effective management of all tasks, activities and projects to 


facilitate timely delivery of task order requirements.   
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2.6.7 Metrics and Service Level Agreement (SLA) Reporting And Management 


 


Provide processes, practices, tools and techniques for developing, implementing, capturing and 


reporting SLA metrics to assist the Government in monitoring the performance of the task order.  


The Government shall have access to these tools to independently validate, run reports and 


perform quality checks on the SLA metrics.  


 


2.6.8 Training 


 


The Contractor shall be responsible for providing and funding periodic training to personnel 


assigned to this task order to keep their technical skills and knowledge of equipment, systems 


and applications current and up-to-date, to include training related to new releases of products 


and applications in the enterprise.   


 


2.6.9 Operational Constraints 


 


The Contractor shall ensure that functional skills are geographically balanced across the three 


major geographic office locations (Denver, Colorado; New Orleans, Louisiana; and Sterling, 


Virginia) such that operations and customer needs are equally serviced without geographic bias 


or favoritism and to prevent single points of failure in service because of an imbalance in skills 


assigned to any of these locations.    


 


Support is required for multiple time zones, from the Eastern time zone to the Alaskan time zone.  


Service Desk/Call Center staffing is required from 6 am eastern to 8 pm eastern, Monday 


through Friday, excluding Government holidays. On-site Desktop Support is required from 7 am 


to 5 pm local time, Monday through Friday. Contractor management is required in the location 


of the Government Contracting Officer’s Representative, which is Sterling, Virginia, from 7 am 


to 5 pm local time, Monday through Friday, excluding government holidays.    


 


Unless otherwise stated, the Contractor must ensure system availability 24 hours per day, 7 days 


per week, except for required, scheduled maintenance periods.  On-call support for Active 


Directory, Remote Access (Citrix), Network, Web Services (External Websites, Security Alerts) 


is required after normal business hours with a maximum response time of two hours.  


 


2.6.10 Personnel Security  


 


2.6.10.1 Prerequisite Requirements for Assignment 


 


All contractor personnel assigned to this task order shall be U.S. citizens and shall have a 


favorable background investigation prior to assignment to this task order.    
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2.6.10.2  Personnel Replacements and Removals 


 


The Government retains the right to direct the Contractor to remove any prime or subcontractor 


personnel, regardless of prior clearance or background investigation adjudication status, whose 


actions, while assigned to this task order, clearly conflict with the security interests of the 


Government.  The Government expects the Contractor to assign competent, productive, qualified 


IT professionals to the work. The Contracting Officer may, by written notice to the Contractor, 


require the Contractor to remove any employee that is not found to be competent, productive, or 


a qualified IT professional. The justification for the Government’s direction to remove 


Contractor personnel will be documented and provided to the Contractor by the Contracting 


Officer.   
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SECTION 3 


TERMS AND CONDITIONS 


 


3.1 TASK ORDER TERMS AND CONDITIONS 


 


In addition to the terms and conditions specified in this task order, all terms and conditions of the 


offeror’s GSA Schedule [to be completed prior to award] shall apply.   
 


3.2 PERIOD OF PERFORMANCE 


 


The period of performance for this task order shall be as follows: 


 


 Base Period: 1 November 2020 through 31 October 2021 


 Option Period 1: 1 November 2021 through 31 October 2022 


 Option Period 2: 1 November 2022 through 31 October 2023 


 Option Period 3: 1 November 2023 through 31 October 2024 


 Option Period 4: 1 November 2024 through 31 October 2025 


 Option Period 5: 1 November 2025 through 31 October 2026 


 


The exercise of each option period is contingent upon the Contractor’s GSA Schedule contract 


identified in Section 3.1 above being active at the time the option is exercised, the availability of 


funds, and the needs of the Government.   


 


3.3  PLACE OF PERFORMANCE 


 


The services specified shall be performed at BSEE, BOEM and ONRR facilities.  The primary 


locations are Washington, D.C.; Sterling, Virginia; Denver, Colorado; and New Orleans, 


Louisiana.  Smaller office locations are Camarillo, California; Anchorage, Alaska; Houma, 


Lafayette, and Lake Charles, Louisiana; Dallas, Houston, and Lake Charles, Texas; Oklahoma 


City and Tulsa, Oklahoma.  


 


Situational telework may be allowed during the performance of the Task Order with approval of 


the COR or CO. 


 


Telework is defined by the Telework Enhancement Act of 2010 as ‘work flexibility arrangement 


under which an employee performs the duties and responsibilities of such employee’s position, 


and other authorized activities, from an approved worksite other than the location from which the 


employee would otherwise work.’ During performance under this Task Order, telework may be 


approved on a ‘situational’ basis for the success of the Task Order. All requests for telework 


must be submitted in writing and pre-approved by the designated Contracting Officer’s 


Representative (COR) or the Contracting Officer (CO). The COR or CO will determine the 


eligibility and approve the duration of telework based on the Government’s need and assessment 


of each situation. Additionally, Contractor employees may be required to complete training and 


other requirements prior to beginning telework which must be coordinated through the COR. All 


telework must be managed/supervised by the Contractor to ensure quality and seamless 


performance. 
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Below is the estimated Level of Effort in terms of Staffing per location based on historical 
information and anticipated need for this Task Order.  


• Sterling – 29


• New Orleans Office – 19


• Denver – 30


• Anchorage – 2


• Camarillo – 3


• Main Interior Building (DC) – 2


• The Gulf District Offices (Houma, Lafayette, Lake Charles) are handled remotely from


the New Orleans Office (i.e. No personnel assigned).


• The ONRR Compliance Offices (Dallas, OKC, Tulsa, and Houston) have Government


FTE assigned and contractor performs almost all of the work remotely. On occasion there


has been the need to dispatch an expert to each of the sites.


3.4 ADMINISTRATIVE POINTS OF CONTACT 


3.4.1 Contracting Officer:  The Contracting Officer (CO) for this effort is as follows: 


David Jablonski 


U.S. Department of the Interior 


Bureau of Safety and Environmental Enforcement (BSEE) 


Acquisition Operations Branch 


45600 Woodland Road 


Sterling, Virginia 20166 


Tel: 703-787-1589 


Email: David.Jablonski@bsee.gov  


3.4.2 Contracting Officer’s Representative:  The Contracting Officer’s Representative 


(COR) for this effort is as follows: 


[To be inserted at time of award.] 


3.5 DIAPR 2010-18 – AUTHORITIES AND DELEGATIONS (SEP 2011) 


(a) The CO is the only individual authorized to enter into or terminate this contract, modify any


term or condition of this contract, waive any requirement of this contract, or accept


nonconforming work.



mailto:David.Jablonski@bsee.gov
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(b) The CO will designate a COR at time of award.  The COR will be responsible for technical 


monitoring of the Contractor's performance and deliveries.  The COR will be appointed in 


writing, and a copy of the appointment will be furnished to the Contractor.  Changes to this 


delegation will be made by written changes to the existing appointment or by issuance of a new 


appointment.  


 


(c) The COR is not authorized to perform, formally or informally, any of the following actions: 


 


 (1) Promise, award, agree to award, or execute any contract, contract modification, or 


notice of intent that changes or may change this contract; 


(2) Waive or agree to modification of the delivery schedule; 


(3) Make any final decision on any contract matter subject to the Disputes Clause; 


(4) Terminate, for any reason, the Contractor's right to proceed; 


(5) Obligate in any way, the payment of money by the Government. 


 


(d) The Contractor shall comply with the written or oral direction of the CO or authorized 


representative(s) acting within the scope and authority of the appointment memorandum.  The 


Contractor need not proceed with direction that it considers to have been issued without proper 


authority.  The Contractor shall notify the CO in writing, with as much detail as possible, when 


the COR has taken an action or has issued direction (written or oral) that the Contractor 


considers to exceed the COR's appointment, within 3 days of the occurrence.  Unless otherwise 


provided in this contract, the Contractor assumes all costs, risks, liabilities, and consequences of 


performing any work it is directed to perform that falls within any of the categories defined in 


paragraph (c) prior to receipt of the CO's response issued under paragraph (e) of this clause. 


 


(e) The CO shall respond in writing within 30 days to any notice made under paragraph (d) of 


this clause.  A failure of the parties to agree upon the nature of a direction, or upon the contract 


action to be taken with respect thereto, shall be subject to the provisions of the Disputes clause of 


this contract. 


 


(f) The Contractor shall provide copies of all correspondence to the CO and the COR. 


 


(g) Any action(s) taken by the Contractor, in response to any direction given by any person 


acting on behalf of the Government or any Government official other than the CO or the COR 


acting within his or her appointment, shall be at the Contractor's risk. 


 


3.6        CONTRACTOR PERSONNEL 


 


3.6.1 Key Personnel 


 


Certain skilled experienced professional and/or technical personnel are essential for 


accomplishing the work to be performed. These individuals are defined as "Key Personnel" and 


are those persons whose resumes were submitted and marked by the vendor as "Key Personnel".   


The following individual(s) is/are considered to be essential to the work being performed under 


this contract: 
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Name   Position 


 


 [To be completed at time of award based upon Key Personnel proposed by Offeror.] 


 


3.6.2 Substitution of Key Personnel 


 


(a)  The Contractor agrees to assign those persons identified above and who are necessary to 


fulfill the requirements of the contract as key personnel.  No substitutions shall be made except 


in accordance with this clause. 


 


(b)  Personnel considered essential (“key personnel”) to the work performed under the contract 


shall be mutually agreed upon by the Contractor and the Government and will be specified in the 


contract.  During the first 90 calendar days of the contract, the Contractor shall make no 


substitutions of key personnel unless the substitution is necessitated by illness, death, or 


termination of employment.  Prior to removing, replacing, or diverting any of the specified 


individuals, the Contractor shall promptly notify the Contracting Officer (CO). 


 


(c)  All proposed substitutions shall be submitted to the CO for approval at least 15 calendar days 


in advance of the proposed effective date (unless substitution is necessitated by sudden illness, 


death, or termination of employment in which case notice shall be within five (5) calendar days 


of the effective date and must provide the information as stated herein. 


 


(d)  All requests for substitutions shall be in writing unless otherwise agreed to by the CO and 


shall include a complete resume for the proposed substitute and any other information required 


by the CO to permit effective evaluation of the proposed substitutions’ qualifications. 


 


(e)  Requests for substitution of “key personnel” above must also provide a detailed explanation 


of the circumstances necessitating it and sufficient information for the CO to evaluate the impact 


of the substitution on contract performance. 


 


3.6.3 Contractor Conflict of Interest 


 


(a) It is the policy of the Department of the Interior to avoid contract/task order awards which 


could create potential conflict of interest.  Such a situation could occur in this instance when the 


Contractor or any Subcontractors have business, financial, real property, mineral rights, or other 


interests, as well as professional activities that create conflicting roles which could potentially 


bias a Contractor’s judgment or result in unfair competitive advantage to the Contractor, and thus 


impede the Government’s objective to obtain an impartial, technically sound and objective 


performance of this contract. 


 


(b) Any request to waive the terms of this provision shall be directed in writing to the CO and 


shall include a full description and justification of the requested waiver. 


 


(c) The Contractor, the PM, or any of its officers or representatives, shall not be involved in any 


situation during the performance of this task order which may result in conflicts as contemplated 
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in paragraph (a) above.  Failure to comply with this provision may be cause for termination for 


default. 


 


(d) The Contractor must disclose any interest which may develop after task order award that may 


result in his placement in conflicts as contemplated in paragraph (a) above.  Failure to comply 


with this provision may be cause for termination of this order for default.  


  


(e) The Contractor shall include this clause, including this paragraph in all subcontracts and 


consultant agreements; however, subcontractors and consultants shall be directed to send any 


requests for waiver to the Contractor who shall then inform the CO as described in (a) above. 
 


3.6.4 Non-Personal Services 


 


This task order is a “non-personal services order” as defined in FAR 37.101 under which the 


personnel rendering the services are not subject, either by the order’s terms or by the manner of 


its administration, to the supervision and control usually prevailing in relationships between the 


Government and its employees. 


 


Personnel assigned to render services under this task order shall at all times be employees of the 


Contractor (or a subcontractor) and under the direction and control of the Contractor.  


Notwithstanding any other provisions of this order, the Contractor shall at all times be 


responsible for the supervision of its employees in the performance of the services required 


hereunder. 


 


The Contractor and/or the Contractor’s employees: (1) shall perform the services specified herein 


as an independent contractor, not as employees of the government; (2) shall be responsible for 


management and administration of the work required and bear sole responsibility for complying 


with any and all technical, schedule, or financial requirements or constraints attendant to the 


performance of this contract; (3) shall be free from supervision or control by any government 


employee with respect to the manner or method of performance of the services specified; but (4) 


shall, pursuant to the government’s right and obligation to inspect, accept or reject the work, 


comply with such general direction of the CO, or the duly authorized representative of the CO, as 


is necessary to ensure accomplishment of the task order objectives. 


 


If the Contractor finds clarification necessary with respect to the scope of services to be 


performed or the manner in which the services are to be performed hereunder, the Contractor 


shall request clarification from the CO in writing. 


 


Employees of the Contractor (or a subcontractor) must make clear, in dealings with the public, 


federal employees, or other contractors, that they are not federal employees.  To minimize 


possible confusion, the Contractor’s (or subcontractor) employees are not permitted to wear 


clothing or other items, apart from the official identity credential, bearing the name, logo, or seal 


of the Government agency while performing work under this task order. 
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3.6.5 Contractor Employees 


 


Contractor personnel shall present a neat appearance and be easily recognized as contractor 


employees by wearing a Security Identification Badges at all times while on Government 


premises.  When Contractor personnel attend meetings, answer phones, and work in other 


situations where their status is not obvious to third parties they must identify themselves as such 


to avoid creating the impression that they are government employees. 


 


3.6.6    Contractor Project Manager 


 


The Contractor shall be responsible for managing and overseeing the activities of all Contractor 


personnel, as well as subcontractor efforts used in performance of this contract. The Contractor’s 


management responsibilities shall include all the activities necessary to ensure the 


accomplishment of timely and effective support, performed in accordance with the requirements 


contained herein. 


 


The Contractor shall provide a Project Manager (PM) to facilitate Government-Contractor 


communications. The PM shall be the primary technical and managerial interface between the 


Contractor and CO and COR.  The Contractor’s Project Manager shall meet with the COR as 


necessary to maintain satisfactory performance and to resolve other issues pertaining to the 


contract.  A mutual effort shall be made at these meetings to resolve any and all identified 


problems.  Written minutes of the meetings shall be prepared by the Contractor and signed by the 


Contractor’s designated Project Manager. 


 


3.7 DATA USE, DISCLOSURE OF INFORMATION, AND HANDLING OF 


SENSITIVE INFORMATION 


 


The Contractor shall maintain, transmit, retain in strictest confidence, and prevent the 


unauthorized duplication, use, and disclosure of information.  The Contractor shall provide 


information only to employees, Contractors, and subcontractors having a need to know such 


information in the performance of their duties for this project. 
 


Information made available to the Contractor by the Government for the performance or 


administration of this effort shall be used only for those purposes and shall not be used in any 


other way without the written agreement of the CO. 
 


If public information is provided to the Contractor for use in performance or administration of 


this effort, the Contractor except with the written permission of the CO may not use such 


information for any other purpose.   


 


If the Contractor is uncertain about the availability or proposed use of information provided for 


the performance or administration, the Contractor will consult with the COR regarding use of 


that information for other purposes. 
 


The Contractor agrees to assume responsibility for protecting the confidentiality of Government 


records which are not public information.  Each employee of the Contractor to whom 


information may be made available or disclosed shall be notified in writing by the Contractor 
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that such information may be disclosed only for a purpose and to the extent authorized herein.  


Each employee shall sign the non-disclosure agreement form as provided at Attachment 1, and 


the Contractor shall submit the signed form to the CO prior to the employee’s information 


access. 
 


Performance of this effort may require the Contractor to access and use data and information 


proprietary to a Government agency or Government contractor which is of such a nature that its 


dissemination or use, other than in performance of this effort, would be adverse to the interests of 


the Government and/or others. 
 


Contractor and/or contractor personnel shall not divulge or release data or information developed 


or obtained in performance of this effort, until made public by the Government, except to 


authorized Government personnel or upon written approval of the CO.  The Contractor shall not 


use, disclose, or reproduce proprietary data that bears a restrictive legend, other than as required 


in the performance of this effort.  Nothing herein shall preclude the use of any data 


independently acquired by the Contractor without such limitations or prohibit an agreement at no 


cost to the Government between the Contractor and the data owner that provides for greater 


rights to the Contractor.  All data received, processed, evaluated, loaded, and/or created as a 


result of this task order shall remain the sole property of the Government unless specific 


exception is granted by the CO. 


 


3.8 RELEASE OF INFORMATION 


  


No release (including photographs and films, public announcements, denial or confirmation of 


same) on any part of the subject matter of this effort shall be made without the prior written 


approval of the CO. 


 


3.9 PAYMENTS 


 


3.9.1 Electronic Invoicing and Payment Requirements - Internet Payment Platform (IPP) 


(APR 2013) 


 


Payment requests must be submitted electronically through the U. S. Department of the 


Treasury's Internet Payment Platform System (IPP). 


 


"Payment request" means any request for contract financing payment or invoice payment by the 


Contractor. To constitute a proper invoice, the payment request must comply with the 


requirements identified in the applicable Prompt Payment clause included in the contract, or the 


clause 52.212-4 Contract Terms and Conditions - Commercial Items included in commercial 


item contracts. The IPP website address is: https://www.ipp.gov. 


 


Under this contract, the following documents are required to be submitted as an attachment to the 


IPP invoice: 


 


• Invoice voucher, including a breakout (in accordance with the descriptions and 


specifications of Section 1 of this task order) of the service performed, time-frame that 
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the services were delivered, the unit price(s) of the service(s), and number of units 


delivered. 


• The invoice shall clearly show the task order line item number as referenced in Section 1 


of this task order that the performance was incurred under. 


• The invoice shall specify the current charges and the cumulative charges-to-date 


(including the current charges) for all costs incurred under the line item number that the 


performance was incurred under. 


• For technology refreshes, the invoice shall show the current and cumulative quantities for 


each geographical location that the deployments were delivered as well as the total 


quantities delivered across all geographical locations. 


• For the Travel CLINS, all travel receipts documenting actual costs incurred. 


 


The Contractor must use the IPP website to register, access and use IPP for submitting requests 


for payment. The Contractor Government Business Point of Contact (as listed in SAM) will 


receive enrollment instructions via email from the Federal Reserve Bank of Boston (FRBB) 


within 3 - 5 business days of the contract award date. Contractor assistance with enrollment can 


be obtained by contacting the IPP Production Helpdesk via email ippgroup@bos.frb.org or 


phone (866) 973-3131. 


 


If the Contractor is unable to comply with the requirement to use IPP for submitting invoices for 


payment, the Contractor must submit a waiver request in writing to the Contracting Officer with 


its proposal or quotation. 


 


3.9.2   Invoice Frequency and Payments 


 


The Contractor may invoice on a monthly basis for all work completed in the prior month at the 


firm-fixed-prices contained in Section 1. Incentives may be billed once annually at the 


completion of the full year of performance.  See the Variation in Estimated Quantity clause 


below for invoicing instructions related to desktop and laptop technology refresh installations. 


 


[Invoicing instructions related to the Service Level Agreement (SLA) incentives/disincentives 


will be incorporated at the time of task order award based upon the SLA arrangement 


proposed by the offeror and accepted by the Government.] 


 


3.10 VARIATION IN ESTIMATED QUANTITY FOR TECHNOLOGY REFRESH 


REQUIREMENTS 


 


This section applies only to the Desktop and Laptop Technology Refresh Planning.  Lifecycle 


technology refresh services for desktop and laptop computer installations may be billed at the 


unit prices contained in Section 1 of this task order for each new computer with peripheral 


devices that has been installed and deployed by the Contractor and accepted by the Government. 


 


The deployment quantities ordered in Section 1 of this task order are the Government-estimated 


quantities for each year of performance.  The Contractor shall notify the Contracting Officer in 


writing whenever it has reason to believe that the total quantity that it expects to deliver under 
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this task order in the next 60 days, when added to all quantities previously delivered, will exceed 


85 percent of the total quantity specified in Section 1 for that period of performance.  The 


Contractor shall not exceed the quantities specified in Section 1 of this task order unless a formal 


modification has been issued by the BSEE Contracting Officer to increase the quantities and to 


obligate additional funding for the increased quantities.  Excess quantities that have not been 


delivered during a given period of performance will be subject to removal from the task order 


and funding will be de-obligated from the task order for all undelivered units at the unit prices 


specified in Section 1 of the task order. 


 


3.11 SECURITY REQUIREMENTS 


 


3.11.1 Building Security 


 


Contractor will follow all Government building security requirements when at any Government 


facility.   


 


3.11.2  Physical Security 


 


The Contractor shall be responsible for safeguarding all, if any, DOI property provided for 


contractor use. At the end of normal duty hours and/or after normal duty hours, all DOI facilities, 


equipment and materials must be secured by the Contractor.  


 


3.11.3 Information Security 


 


The term “sensitive information” means any information which warrants a degree of protection 


and technical, operational, and administrative control as defined by DOI or that meets the criteria 


for exemption from public disclosure set forth under Sections 552 and 552a of Title 5, United 


States Code: the Freedom of Information Act and the Privacy Act.  Sensitive information is 


generally categorized as For Official Use Only (FOUO) and shall include other unclassified 


information and proprietary data (The protection of classified information is beyond the scope of 


this clause.  If any work on classified information is required under this contract, it is addressed 


under other task order clauses).  The Contractor shall protect this type of information from 


unauthorized release into public domain, or to unauthorized persons, organizations, or 


subcontractors.  Information which, either alone or in aggregate, is deemed sensitive or 


proprietary by the DOI shall be protected as instructed by BSEE in accordance with the 


magnitude of the loss or harm that could result from inadvertent or deliberate disclosure, 


alteration, or destruction of the data.  All provisions of this clause also apply to all subcontractors 


that are performing under this contract. 


 


3.11.4   Non-disclosure Agreement 


 


No Contractor employees may start work under this order until they have signed the required 


non-disclosure statement (See Attachment 1). 


 


During the period of performance of the contract, the Contractor might acquire access to 


confidential data, which is the sole property of the Department of the Interior and/or BSEE.  
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Each contractor agrees to sign, and have its personnel sign a non-disclosure agreement, and to 


maintain the confidentiality of all such data and to not disclose any data, interpretations of, 


and/or derivatives of, such data to any unauthorized party without the express written approval of 


the CO.  The Contractor hereby agrees to include this clause in all subcontracts or consulting 


agreements relating to work under this contract, and further agrees to have its employees and 


subcontractor employees sign a “non-disclosure” agreement to be retained by the CO.   


 


The Contractor shall maintain in strictest confidence all information received from the 


government and other parties in association with this contract unless expressly authorized 


otherwise by the Government.  The Contractor shall share such information only with 


employees, contractors, and subcontractors having a need to know the information in the 


performance of their duties under this contract. 


 


Information made available to the Contractor by the government pertaining to this contract shall 


be used only in the performance or administration of the contract and shall not be used in any 


other way without the written consent of the CO.  The Contractor agrees to assume responsibility 


for protecting the confidentiality of materials that the Government or other parties submit to the 


Contractor that are not to be made available to the public.  In making available or disclosing such 


information to the Contractor or its agents the government and other parties will state in writing 


that the information is to be maintained as confidential.  The Contractor shall inform all entities 


to whom such information is made available or disclosed to enable performance under this 


contract that the information may be disclosed only for the purposes of performing under this 


contract and in accordance with its terms. 


 


Performance of the tasks under this contract may require the Contractor to access and use 


information that is proprietary and of such a nature that its dissemination or use, other than in the 


performance of these tasks, would be adverse to the interests of the government or others.  The 


Contractor and Contractor personnel shall not divulge or release such proprietary information 


until it is made public by the government (exceptions may be made for disclosing data to 


authorized government personnel or in other cases in which the CO gives written approval to do 


so).  The Contractor shall not use, disclose, or reproduce proprietary information that bears a 


restrictive label or legend other than as required for performance of the tasks under this contract.  


Nothing in this contract shall preclude the use of any information independently acquired by the 


Contractor without such limitations or prohibit an agreement at no cost to the government 


between the Contractor and the information owner that provides greater rights to the Contractor. 


 


All information received, processed, evaluated, loaded, or created as a result of this contract shall 


remain the sole property of the government unless specific exception is granted by the CO. 


 


If the Contractor is uncertain about the availability or proposed use of information provided by 


the government and other parties under this contract, the Contractor will consult with the COR 


regarding the handling and use of that information. 
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3.12 SECURITY REQUIREMENTS: FACILITY ACCESS AND INFORMATION 


TECHNOLOGY (NOV 2011) 


 


(a) All Contractor employees must have an "Enter on Duty" (EOD) approval issued by the 


Bureau Personnel Security Office (PSO) before they begin performing work on any Bureau 


contract.  The Contractor must ensure that all employees requesting an EOD are citizens of the 


United States of America.  The EOD may be issued in advance of a completed Background 


Investigation and may be rescinded by the PSO at any time. 


 


(b) Starting Work - Contractor employees with an approved EOD may begin performing 


unsupervised work on Bureau contracts.  To remain on the contract, the Contractor employees 


will need a completed favorable Background Investigation.   


 


(c) Rescission of EOD - The PSO may rescind the EOD at any time.  This may occur as the 


result of additional information obtained or the final results of the background investigation. 


 


(d) Background Investigation - Contractor employees who will have unsupervised access to 


Bureau facilities, access to the Department of the Interior (DOI) information technology (IT) 


systems, or will develop custom applications, must have a favorably adjudicated background 


investigation from the Office of Personnel Management (OPM).  Existing clearances at the same 


or higher level are acceptable upon the PSO’s review and approval.  If the employee does not 


already have a complete investigation, they must apply for one.  The employee may begin work 


with an EOD, but must receive a favorable background investigation to continue working on the 


contract.  The background investigation includes obtaining fingerprints for an FBI criminal 


history and a credit report.  Once the investigation has been scheduled by OPM, the Bureau will 


receive advance reports.  If those reports are favorable, the Bureau PSO will issue the EOD. The 


type of background investigation required is based on the risk/sensitivity level designation.  


Citizenship requirements and guidance for determining the appropriate type of background 


investigation required for the designated risk/sensitivity level are contained in DOI Departmental 


Manual (DM) Part 441.  The DM is available on the Internet at 


http://elips.doi.gov/app_home/index.cfm?fuseaction=home.  


 


 (e) Electronic Questionnaire for Investigations Processing (e-QIP) – The Bureau uses the 


e-QIP for all background investigations or reinvestigations.  To initiate an investigation, the 


Contractor, in collaboration with the COR, will complete an e-QIP Request Form.  This request 


form is available through the COR.  The COR will submit the completed request form to the 


Bureau PSO.  The PSO will enter the information into e-QIP to either establish a new applicant 


profile or determine if an existing investigation that meets Bureau requirements is on file.  The 


PSO will then contact the applicant to provide additional information and instructions.  


Generally, the Contractor is required to complete the following forms: 


 


• e-QIP application (on-line) 


• Fair Credit Release 


• OF-306 


• Fingerprints via FD-258 
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The Contractor shall complete the required background investigation forms and submit them to 


the PSO.  The PSO shall determine if individuals meet the required background investigation 


standards and citizenship requirements, and then make a suitability determination.  Minimum 


standards used in suitability determinations are contained in the DOI Departmental Manual Part 


441.  The Government will pay for any background investigations required for contractor 


employees.  If the Contractor employee’s background investigation is returned as unfavorable, 


the Government reserves the right to request reimbursement of the actual costs for the 


investigation from the Contractor.   


 


(f) Reinvestigation - Contractor employees occupying high risk public trust positions must be 


reinvestigated every 5 years.  A reinvestigation may be initiated prior to the normal periodic 


reinvestigation schedule when an individual’s continued ability to meet the minimum 


background investigation standards is in question.  The PSO shall review the records and 


documentation and make the suitability determination. 


 


(g) Disputes - In the event of a disagreement between the Contractor and the Government 


concerning the suitability of a particular employee to perform work under this contract, the 


Government has the right of final determination. Determinations under this requirement are 


subject to the Disputes Clause, FAR 52.233-1.  Failure of the Contractor to comply with the 


requirements of this clause could constitute grounds for termination for default. 


 


(h) Physical Security Requirements - Identification Badge/Building Access Cards. 


 


 (1) Contractor employees must have a DOIAccess ID Card before being given 


unsupervised access to a Government facility.  To obtain a DOIAccess ID the contractor shall 


provide the COR with a completed OF 360, resume, list of duties, and a completed Bureau 


request form.  The COR will forward these documents to the PSO.  The PSO will use the online 


DOIAccess ID Card system to process the request.  Contractor employees will receive automated 


workflow from the online system and must complete actions as requested.  The Contractor shall 


make their personnel available for credentialing at the place and time specified by the 


DOIAccess Administration office.  The badges will be made by the Government utilizing 


supplies, materials and equipment provided by the Government. The COR (or designated 


individual) and Contractor shall maintain a listing of all Contractor employees who received a 


badge, the date the badge was issued, and the date the badge expires.  If the Contractor 


employee’s badge expires before the contract is completed, the Contractor is responsible for 


ensuring that the Contractor employee obtains a new badge.  At least one week prior to the 


badge’s expiration, the COR (or designated individual) shall notify the Contractor that the badge 


must be reissued.  The COR (or designated individual) and the Contractor shall update their 


listing to reflect the new issue date and expiration date. 


 (2) To gain unsupervised access to Government facilities, Contractor employees must 


present their badge for examination by the security guard, as required.  Contractor employees 


must keep their badge visually displayed at all times while in the facility.  Refusal or repeated 


neglect to display the badge may result in limiting Contractor employee’s access to Government 


facilities or revoking of authorized access. 
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 (3) When a Contractor employee is no longer working under this award, the Contractor is 


responsible for returning all identification badges, access cards, keys, and other Government 


property issued to that employee. The Contactor shall coordinate all returns with the COR.  The 


COR is responsible for ensuring the Contractor complies with these requirements.  However, 


failure by the Contractor to comply with these requirements may result in the Contractor’s 


liability for all costs associated with correcting any resultant breech in building security. 


 


(i) Information Technology Security Requirements. 


 (1) Training – If contractor employees require access to any DOI/IT systems, the 


Contractor shall ensure its employees complete all Bureau/DOI required IT security training.  


The Contractor’s employees shall complete this training before being granted access to 


Bureau/DOI data or being issued a user account.  The current training requirements are: (i) 


annual end-user IT Security Awareness, (ii) annual IT Resources Rules of Behavior, and (iii) 


annual Role-Based Security training for IT professionals.  The Contractor shall comply with all 


Bureau/DOI IT security training requirements in effect during contract performance.  The COR 


will notify the Contractor of all Bureau mandatory IT training.  The Contractor shall submit 


training completion certificates to the COR for all required training.  Failure to meet this training 


requirement may result in removal of the contractor employee from the contract.  The Bureau 


will determine if the contractor can later return to the contract. 


 (2) Access to Contractor’s Facilities - The Contractor shall afford Bureau and the 


Department of the Interior Office of Inspector General access to the Contractor’s and 


subcontractors’ facilities, installations, operations, documentation, databases, and personnel used 


in performance of the contract.  Access shall be provided to the extent required to carry out a 


program of IT inspection, investigation, and audit that will safeguard against threats and hazards 


to the integrity, availability, and confidentiality of Government data or to the function of 


computer systems operated on behalf of the Government and to preserve evidence of computer 


crime.  If the Contractor questions the Government employee’s right to access its facilities, it 


should contact the CO for resolution. 


 (3) Contractor Location - Custom software development and outsourced operations shall 


be located in the United States to the maximum extent practical.  If such services are proposed to 


be performed abroad, the Contractor shall provide an acceptable security plan that addresses the 


mitigation of problems related to communication, control, and protecting the confidentiality, 


integrity, and availability of IT systems and information. 


 (4) Applicable Standards - The Contractor shall follow all applicable Federal, DOI, and 


Bureau Bulletins, Directives, Guidelines, Manuals, Processing Standards, Memoranda, Policies 


and Standards; applicable OMB Memoranda; and all current National Institute of Standards & 


Technology (NIST) Special Publications.  To comply with Federal Acquisition Regulation 


Subpart 39.101(d), contractors shall use the common security configurations available from the 


NIST website at http://checklists.nist.gov.  NIST documents are available on the internet at 


http://csrc.nist.gov/publications/PubsSPs.html.  OMB memoranda are available on the internet at 


http://www.whitehouse.gov/omb/memoranda/.   The Contractor shall request copies of DOI and 


Bureau documents by contacting the COR. 


 (5) Incident Reporting - The Contractor shall immediately report computer security 


incidents affecting Bureau/DOI data and systems in accordance with the Bureau Computer 


Incident Response policy.  The Contractor shall request copies of the Bureau Computer Incident 


Response policy by contacting the COR. 
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(6)  Certification and Accreditation (C&A) – The Contractor shall comply with Bureau policy 


when developing, upgrading, modifying or supporting applications and/or systems that require 


C&A.  The Contractor shall request copies of Bureau C&A policy by contacting the COR.  The 


C&A requirement does not apply when the Contractor's employees merely access data or have 


"read only" access.  


  


(j) Documentation - The Contractor shall document all work performed and ensure that the 


appropriate Certification & Accreditation documents are updated to reflect the work performed 


and the current state of Bureau systems and networks.  The Documentation requirement does not 


apply when the Contractor's employees merely access data or have "read only" access. 


  


(k) Personnel Changes, Contractor Request - The Contractor shall immediately notify the COR 


and PSO when an employee working on a Bureau/DOI system is reassigned or leaves the 


Contractor’s employment and prior to any termination.  The Contractor must adhere to the 


Bureau’s mandatory exit clearance procedure.  Once the COR has been notified that a Contractor 


employee is leaving the contract, he contacts the COR who will then initiate the exit clearance 


process via email and forward to the Contractor the necessary instructions and form required to 


be completed prior to the contractor's employee’s departure.  This form must be completed by 


the Contractor's employee and signed by both the Contractor's employee and the COR and then 


forwarded to: Chief of Staff, Office of Administration at Headquarters, MS 2050. 


 


(l) Personnel Removal, Government Request - The Government retains the right to direct the 


Contractor to remove any prime or subcontractor personnel, regardless of prior clearance or 


background investigation adjudication status, whose actions, while assigned to this contract, 


clearly conflict with the security interests of the Government. The justification for the 


Government’s direction to remove Contractor personnel will be documented and provided to the 


Contractor by the CO.   


 


(m) Subcontract Inclusion - The requirements of this clause must be incorporated into any 


subcontract if the subcontractor’s employee must have access to Bureau facilities. 


 


3.13 INTERNET PROTOCOL VERSION 6 (JUN 2012) 


 


(a) Any system hardware, software, firmware and/or networked component (voice, video or data) 


developed, procured, or acquired in support and/or performance of this contract shall be capable 


of transmitting, receiving, processing, forwarding and storing digital information across system 


boundaries utilizing system packets that are formatted in accordance with commercial standards 


of Internet Protocol (IP) version 6 (IPv6) as set forth in the USGv6 Profile (NIST Special 


Publication 500-267) and corresponding declarations of conformance defined in the USGv6 Test 


Program.  In addition, this system shall maintain interoperability with IPv4 systems and provide 


at least the same level of performance and reliability capabilities of IPv4 products. 


 


(b) Specifically, any new IP product or system developed, acquired, or produced must:  


  (1) Interoperate with both IPv6 and IPv4 systems and products, and 
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  (2) Have available contractor/vendor IPv6 technical support for development and 


implementation and fielded product management. 


 


(c) As IPv6 evolves, the Contractor commits to upgrading or providing an appropriate migration 


path for each item developed, delivered or utilized at no additional cost to the Government.  The 


Contractor shall retrofit all non-IPv6 capable equipment, as defined above, that is fielded under 


this contract with IPv6 capable equipment, at no additional cost to the Government. 


 


(d) The contractor shall provide technical support for both IPv4 and IPv6. 


 


(e) Any system or software must be able to operate on networks supporting IPv4, IPv6 or one 


that supports both. 


 


(f) Any product whose non-compliance is discovered and made known to the Contractor within 


one year after acceptance shall be upgraded, modified or replaced to bring it into compliance at 


no additional cost to the Government. 


 


3.14 SECTION 508 OF THE REHABILITION ACT 


 


Section 508 of the Rehabilitation Act of 1973 (found at 29 U.S.C. 794d) requires access to and 


use of information by individuals with disabilities.  A deliverable such as electronic reports (ex: 


PDF files) to be placed on the web (either on the agency’s web server or the company’s), video 


footage, or other electronic data such as CD-ROMs to be distributed, are subject to Section 508 


guidelines.  Simplified, this means that PDF files need to be formatted so that they are “readable” 


by assistive technology devices such as screen readers.  Video footage must be closed captioned.  


CD-ROMs which contain HTML, PDF, or word processor files must be accessible. 


 


Any/all electronic and information technology procured through this effort must meet the 


applicable accessibility standards at 36 CFR 1194. 36 CFR 1194 implements Section 508 of the 


Rehabilitation Act of 1973, as amended, and is viewable at http://www.section508.gov. 


 


3.15 CONTRACTOR PERFORMANCE ASSESSMENT REPORTING SYSTEM (DEC 


2015) 


 


(a)  FAR 42.1502 directs all Federal agencies to collect past performance information on 


contracts.  The Department of the Interior (DOI) has implemented the Contractor Performance 


Assessment Reporting System (CPARS) to comply with this regulation.  One or more past 


performance evaluations will be conducted in order to record your contract performance as 


required by FAR 42.15.  


 


(b)  The past performance evaluation process is a totally paperless process using CPARS.  


CPARS is a web-based system that allows for electronic processing of the performance 


evaluation report.  Once the report is processed, it is available in the Past Performance 


Information Retrieval System (PPIRS) for Government use in evaluating past performance as 


part of a source selection action. 
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(c)  We request that you furnish the CO with the name, position title, phone number, and email 


address for each person designated to have access to your firm’s past performance evaluation(s) 


for the contract no later than 30 days after award.  Each person granted access will have the 


ability to provide comments in the Contractor portion of the report and state whether or not the 


Contractor agrees with the evaluation, before returning the report to the Assessing Official.  The 


report information must be protected as source selection sensitive information not releasable to 


the public. 


 


(d)  When your Contractor Representative(s) (Past Performance Points of Contact) are registered 


in CPARS, they will receive an automatically-generated email with detailed login instructions.  


Further details, systems requirements, and training information for CPARS is available at 


http://www.cpars.csd.disa.mil/.  The CPARS User Manual, registration for On Line Training for 


Contractor Representatives, and a practice application may be found at this site. 


 


(e)  Within 60 days after the end of a performance period, the CO will complete an interim or 


final past performance evaluation, and the report will be accessible at 


http://www.cpars.csd.disa.mil/.  Contractor Representatives may then provide comments in 


response to the evaluation, or return the evaluation without comment.  Comments are limited to 


the space provided in Block 22.  Your comments shall focus on objective facts in the Assessing 


Official’s narrative and shall provide your views on the causes and ramifications of the assessed 


performance.  In addition to the ratings and supporting narratives, blocks 1 – 17 shall be 


reviewed for accuracy, as these include key fields that will be used by the Government to 


identify your firm in future source selection actions.  If you elect not to provide comments, 


please acknowledge receipt of the evaluation by indicating “No comment” in Block 22, and then 


signing and dating Block 23 of the form.  Without a statement in Block 22, you will be unable to 


sign and submit the evaluation back to the Government.  If you do not sign and submit the CPAR 


within 30 days, it will automatically be returned to the Government and will be annotated: “The 


report was delivered/received by the Contractor on (date).  The Contractor neither signed nor 


offered comment in response to this assessment.”  Your response is due within 30 calendar days 


after receipt of the CPAR. 


 


(f)  The following guidelines apply concerning your use of the past performance evaluation: 


 


       (1)  Protect the evaluation as “source selection information.”  After review, transmit the 


evaluation by completing and submitting the form through CPARS.  If for some reason you are 


unable to view and/or submit the form through CPARS, contact the CO for instructions.   


 


(2)  Strictly control access to the evaluation within your organization.  Ensure the 


evaluation is never released to persons or entities outside of your control. 


 


(3)  Prohibit the use of or reference to evaluation data for advertising, promotional 


material, pre-award surveys, responsibility determinations, production readiness reviews, or 


other similar purposes. 
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(g)  If you wish to discuss a past performance evaluation, you shall request a meeting in writing 


to the CO no later than seven days following your receipt of the evaluation.  The meeting will be 


held in person or via telephone or other means during your 30-day review period. 


 


(h)  A copy of the completed past performance evaluation will be available in CPARS for your 


viewing and for Government use supporting source selection actions after it has been finalized. 


 


3.16 GOVERNMENT FURNISHED PROPERTY AND INFORMATION 


 


GFP/GFI Description 


Personnel 


Workspace 


On-site office space for all Contractor personnel will be provided at 


various Government operating locations, subject to space availability and 


requirements.  All on-site Contractor personnel will be provided a 


standard workspace, which includes a computer, network and printer 


access, office supplies, phone, and access to a copier.  


Personal Devices At the discretion and approval of the Government, personal 


communication devices will be provided to critical Contractor personnel 


(e.g., iPhone, Android phone, etc) to use in the performance of their 


duties required by the contract. 


Technical Data 


and Software 


Licenses 


At the discretion and approval of the Government, applicable and 


relevant technical data and software licensing currently in existence will 


be provided to the Contractor during initial transition. 


Building/Office 


Access 


At the discretion and approval of the Government-designated POC, 


building and office access (e.g., keys, key cards, PIV Cards) will be 


provided to applicable Contractor personnel.  


Security Technical 


Implementation 


Guides (STIG) 


All devices attached to BSEENet are required to be configured in 


accordance with approved settings, security templates and build 


documents. The Government will provide the Contractor with BSEE 


approved settings.   


 


3.17 FAR 52.252-2 – CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 


 


This contract incorporates one or more clauses by reference, with the same force and effect as if 


they were given in full text.  Upon request, the Contracting Officer will make their full text 


available.  Also, the full text of a clause may be accessed electronically at this/these address(es):  


https://www.acquisition.gov/far 


 


Clause   


Reference Title and Date 


52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) 


52.204-9 Personal Identity Verification of Contractor Personnel (Jan 2011) 


52.228-5 Insurance – Work on a Government Installation (Jan 1997) 


52.245-1 Government Property (Jan 2017) 


52.219-6 Notice of Total Small Business Set-Aside (Nov 2011) 
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52.219-14 Limitations on Subcontracting (Jan 2017) 


 


3.18 FAR 52.217-8 – OPTION TO EXTEND SERVICES (NOV 1999) 


 


The Government may require continued performance of any services within the limits and at the 


rates specified in the contract.  These rates may be adjusted only as a result of revisions to 


prevailing labor rates provided by the Secretary of Labor.  The option provision may be 


exercised more than once, but the total extension of performance hereunder shall not exceed 6 


months.  The Contracting Officer may exercise the option by written notice to the Contractor 


within 7 calendar days. 


 


3.19 FAR 52.217-9 – OPTION TO EXTEND THE TERM OF THE CONTRACT 


(MAR 2000)  


 


(a) The Government may extend the term of this contract by written notice to the Contractor 


within 7 days; provided that the Government gives the Contractor a preliminary written notice of 


its intent to extend at least 14 days before the contract expires. The preliminary notice does not 


commit the Government to an extension.  


 


(b) If the Government exercises this option, the extended contract shall be considered to include 


this option clause.  


 


(c) The total duration of this contract, including the exercise of any options under this clause, 


shall not exceed six years and six months.  


 


3.20 OPTION EXERCISE AFTER EMERGENCY OR UNANTICIPATED EVENT 


 


If an emergency or unanticipated event (such as a lapse in appropriations) interrupts normal 


Government processes so that an option cannot be exercised on the last day of the period 


specified for exercise of options in this task order, the end of the period specified for exercise of 


options will be held in abeyance until two weeks after normal Government processes resume; 


provided, if the interruption period is more than forty-five days, the parties must bilaterally agree 


to the exercise of the option.  


 


3.21 DEPARTMENT OF THE INTERIOR ACQUISITION REGULATIONS 


 


The contract clauses set forth in the following paragraphs of the Department of the Interior 


Acquisition Regulation (DIAR) are incorporated in this contract with the same force and effect 


as though set forth herein in full text.  The designated clauses are incorporated as they appear in 


the DIAR on the date of this contract, notwithstanding the date referenced.  


 


Clause 


Reference Title and Date 


1452.203-70 Restriction on Endorsements—DOI (Jul 1996) 


1452.204-70 Release of Claims – DOI (Jul 1996)  
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3.22 CONTRACTOR’S TECHNICAL QUOTATION 


 


The Contractor’s written submission or oral presentation may be incorporated by reference into 


the task order.  Any inconsistencies or in the event of a discrepancy or conflict between the terms 


and conditions of the task order and the Contractor’s quotation arise, the task order terms and 


conditions shall take precedence. 


 


3.23 PERFORMANCE INCENTIVES 


 


The Government believes there may be value in revising after task order award the performance 


incentives or offering new additional performance incentives to motivate superior performance 


under the task order.  Either the Government or the Contractor may recommend changes to the 


performance incentives during performance of the task order.  Changes to the performance 


incentives may only be made through a bilateral modification, which may be executed at any 


time during contract performance.   
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SECTION 4 


QUOTATION PREPARATION INSTRUCTIONS 


 


NOTICE: The failure to submit any of the information requested in this RFQ may lead to 


the rejection of your quotation without further consideration.   


 


The Department of the Interior, Bureau of Safety and Environmental Enforcement (BSEE), is 


issuing this competitive Request for Quotations (RFQ) to solicit select GSA schedule holders for 


the purpose of entering into a Task Order under General Services Administration (GSA) Federal 


Supply Schedule (FSS) program under Schedule 70, General Purpose Commercial Information 


Technology Equipment, Software, and Services, Category 132-51, Information Technology 


Professional Services. 


 


4.0 ACQUISITION APPROACH 


 


BSEE is conducting this task order competition under the GSA Schedule 70, “General Purpose 


Commercial Information Technology Equipment, Software, and Services,” Special Item Number 


(SIN) 132-51, “Information Technology Professional Services,” MAS Category 54151S, ‘IT 


Professionals, also FSS/GSA MAS ‘Source’ and ‘Categories’ that are the same or similar for 


enterprise information technology core services. As noted in the Statement of Objectives (SOO) 


(Section 2 of this RFQ), the required support effort will include, as ordered, the full range of 


services to include enterprise user support services, enterprise system services, domain and 


network services, systems/services monitoring and maintenance, systems analysis support, web 


services, data backup and storage, continuity of operations (COOP) and disaster recovery (DR), 


asset management, engineering services and IT security services. 


 


The competition to establish a performance-based services arrangement has introduced several 


changes from traditional procurement approaches.  Four of the more significant changes are the 


use of a SOO instead of a Statement of Work (SOW), a discovery period to enhance a competing 


offeror’s understanding of the basic requirement, a multi-phase evaluation approach, and oral 


presentations. 


 


Under a SOO, the Government describes its requirement in terms of desired objectives.  


Contractors will be asked to propose performance-based solutions that they believe will best 


meet or exceed the objectives.  In essence, the Government states the problem it wants solved, 


and industry is offered the freedom to propose what they consider the best solution. A discovery 


period has been incorporated into the quotation preparation period.  Discovery is a commercial 


best practice that allows industry greater access to information regarding the problems the 


Government wants solved.  The more offerors understand the problem and constraints, the more 


likely they will submit superior technical quotations (solutions).  Guidance for conducting the 


discovery sessions is provided in Section 4.3. 
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4.1 MULTI-PHASED PROCUREMENT 


The Government intends to conduct this procurement through a multi-phased submission and 


evaluation process. 


PHASE I: Demonstrated Prior Experience 


Factor 1 – Demonstrated Prior Experience 


PHASE II: Oral Presentations 


Factor 2: Technical Capability 


Factor 3: Management Approach 


Factor 4: Price 


The estimated schedule for this procurement is below: 


Event Date 


Release of Solicitation June 8, 2020 


Phase I – Written Quotes Due (Demonstrated Prior Experience) June 23, 2020 


Phase I – Advisory Down Select Letters Sent July 2, 2020 


Discovery Session July 13-17, 2020 


Phase II - Written Quotes Due July 30, 2020 


Phase II - Oral Presentations August 10-14, 2020 


Award NLT September 26, 2020 


All submitted documents shall comply with the instructions as follows: 


1. All font shall be Times New Roman twelve (12) point, except for diagrams and drawings


where impractical. Fonts in graphics and charts shall be no smaller than eight (8) point


and each page within each attachment shall be numbered consecutively.


2. Files shall be submitted in PDF format, margins shall be set at 1” at the top and bottom


and .75” at the left and right, and the documents shall be submitted so that each page will


print on 8.5” x 11” paper.


3. Total email cannot exceed 10 megabyte (MB). Zip Files are acceptable.


4. Each page containing proprietary information should be so marked.


5. Each page shall contain the following legend at the bottom of each sheet: This Document


is Source Selection Sensitive Information in accordance with (IAW) FAR 2.101 and


3.104.


6. The cover page, table of contents, and cover letter are excluded from the page limit in


responses.
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4.2 PHASE I:  DEMONSTRATED PRIOR EXPERIENCE  


 


4.2.1  PHASE I DEALINE FOR RECEIPT OF QUOTE 


 


The quote submission for Phase I, Demonstrated Prior Experience, shall be received on or 


before 5:00 P.M. Eastern Time on June 23, 2020.  Please note it is the Offeror’s responsibility 


to ensure/verify that the Bureau of Safety and Environmental Enforcement (BSEE) receives its 


submission on or before the time specified.  If a Phase I quote is not received on or before the 


date and time specified, the Offeror’s submission will be considered late and may be rejected. 


 


4.2.2 PHASE I ADDRESS FOR QUOTE SUBMISSION 


 


The Phase I quote shall be delivered via email to David.Jablonski@bsee.gov. Please note the 


Offeror shall include “RFQ 140E0120Q0018” in the email subject line. 


 


4.2.3 PHASE I QUOTE INSTRUCTIONS 


 


The Offeror shall submit a written response in PDF format that addresses the three questions 


below that is no greater than six (6) pages. Written response content that extends beyond six 


pages will not be considered.  


 


The Offeror shall provide sufficient information for the Government to evaluate its level of 


confidence, regarding the Offeror’s experience as it aligns to the requirements of the RFQ, based 


on an assessment of Offeror’s response to the three questions below. For any work cited, the 


contractor must provide a summary of the contract/task order to include the following data: 


 


• Name of the Customer Agency/Organization 


• Point of Contact Information 


• Contract/Task Order Type 


• Prime/Subcontractor Percentage 


• Period of Performance 


• Total Contract Dollar Value 


 


Question 


Number 
Question 


Question 1 


What experience does the Offeror have managing a multi-client Active Directory 


Environment? Detail your organization’s experience managing a multi-client Active 


Directory environment, in which the Forest is owned by a different organization that sets 


top level requirements, and the customer clients have different mission requirements. 


Question 2 


What experience does the Offeror have in dealing with nationwide network in which the 


WAN is operated and maintained by a department level type organization? Detail your 


experience in dealing with a nationwide network in which the WAN is operated and 


maintained by a Department level type of organization, including WiFi, and you were 


responsible for LAN operations and security of each site with different client 


requirements. 
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Question 3 


What prior experience does the Offeror have with Cyber Security incidents that have been 


identified by DHS/US-Cert or Departmental level Cyber Security oversite organization? 


Describe your organization’s approach and experience in dealing with Cyber Security 


incidents that have been identified by DHS, US-CERT or a Departmental level Cyber 


Security oversite organization. 


 


NOTE: Failure to participate in Phase I of the procurement precludes further 


consideration of an Offeror. 


 


4.2.3 Advisory Notification 


 


After the Government completes evaluation of Phase I submissions (Factor 1), Offerors will 


receive an advisory notification via email from the Contracting Officer. Offerors who rate most 


highly for Factor 1 will be advised to proceed to Phase II. Offerors who were not among the 


most highly rated will be advised not to proceed to Phase II. Offerors, who were not among the 


most highly rated, will be advised that they are unlikely to be viable competitors, along with the 


general basis for that opinion. Offerors will be advised that their Factor 1 evaluation results will 


carry forward to Phase II and will be considered in the best value award decision. The intent of 


this advice is to minimize quote development costs for those Offerors with little chance of 


receiving an award. This will be a recommendation only and discontinuing the pursuit of the 


requirement following the notification is voluntary. The Government does not intend to provide 


exchanges after the completion of the advisory down select notifications. Failure to participate in 


Phase I precludes further consideration of an Offeror. Phase II Offeror submissions will not be 


accepted from Offerors who have not submitted Phase I requirements by the due date and time 


provided for in this solicitation. The Government intends to invite up to five companies to Phase 


II. 


 


The advisory notification will include the Phase II due date. For those Offerors that are most 


highly rated and invited to proceed, the notification will also include the date and time for the 


Offeror’s oral presentation and pre-released questions to be addressed in the oral presentations.  


 


Offerors that are not rated most highly and advised that they are unlikely to be viable competitors 


and, notwithstanding the Government’s advice, choose to proceed shall send an email to 


David.Jablonski@bsee.gov no later than July 7, 2020 at 2:00 PM to schedule its Phase II 


presentation  


 


4.3 DISCOVERY SESSION 


 


Those Offerors that either received advisory notifications to proceed to Phase II or chose to self-


include and continue to Phase II, shall be invited to participate in a scheduled discovery session 


to understand the current operating environment, existing conditions to assist with understanding 


the Government’s underlying mission and the technical requirement of this action to assist in oral 


presentation preparation. The Discovery Sessions will be conducted at a minimum of two (2) 


weeks from the date of receipt of the advisory notification letter. 
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Offerors will receive instructions and schedule dates and times for the discovery session. The 


date and time for the discovery session will be coordinated with the Offeror’s POC 


 


During the Discovery Session, the Offeror’s will be provided one-and-one-half (1.5) hours to 


conduct discovery with Government representatives knowledgeable of the current operating 


environment to better understand the government’s underlying mission and technical 


requirement of this action, applications currently in use, the Enterprise Operations structure and 


mission, the Government management team, existing conditions, network diagrams, active 


directory structure, security structure, web/internet information. The Government will answer the 


questions in a one-on-one setting and answer the questions in real time. This Discovery Session 


is not intended to provide feedback on Offerors proposed approaches. The Government fully 


intends to provide competing Offerors equal access to data and information. The Government 


assumes no responsibility for any representation made by any of its officers or agents during 


discovery.  Answers during these sessions are non-binding unless it results in an Amendment to 


the RFQ. Offerors are encouraged to prepare questions that are sufficient and detailed enough to 


support the preparation of Phase II quote. 


 


Offerors are restricted to five (5) persons from their company, which may include 


subcontractors/other team members. 


   


During one-on-one sessions, a major objective of the discovery process is to provide offerors the 


opportunity to ask questions that by their very nature they would not ask if the response would 


be posted and provided to their competition. As such, if the offeror notifies the Government that 


the questions it intends to ask during the one-on-one sessions are proprietary and whose release 


would identify confidential business strategies, or approaches, the questions and responses will 


be protected and held confidential.  


 


The Discovery Session replaces traditional written question and answers exchange between the 


Offeror and the Government. However, if a question is asked and answered that may have 


relevance to all Offerors, the Government may share that information with other Phase II 


offerors, but the Government is not obligated to do so. 


 


Discovery Sessions will be conducted individually with each offeror and Government 


representatives, and will be held at 45600 Woodland Road, Sterling, Virginia or by pre-arranged 


teleconference, or video conference. 


 


4.4 PHASE II:  ORAL PRESENTATIONS, MANAGEMENT APPROACH, 


TECHNICAL EXECUTION, AND PRICE 


 


4.4.1 Phase II Deliverables Due Date: 


 


Phase II due date will be approximately four weeks from the date of the advisory notification. 


Phase II written submissions will be due prior to oral presentations. The following documents 


will be required as part of the Phase II Submissions and a common cut-off date will be provided 


when the advisory notifications are sent: 
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• Performance Work Statement (In accordance with Section 4.4.1.1) 


• Performance Metrics, Quality Assurance Surveillance Plan (QASP), and Incentives (In 


accordance with Section 4.4.1.2)  


• Qualifications of Key Personnel (In accordance with Section 4.4.1.3) 


• Price Volume (Section 4.4.4) 


 


4.4.1.1  Performance Work Statement (PWS) 


 
The Statement of Objectives (SOO) included in Section 2 of this solicitation provides the 
Government’s overall objectives and the offeror’s required support to achieve those objectives.  
The offeror shall use the SOO, together with other applicable portions of this solicitation, as a 
basis for preparing a proposed PWS. The PWS shall be submitted prior to the oral presentation 
and will become incorporated in the task order at time of award.  The specific efforts defined in 
the PWS shall be constructed in a Work Breakdown Structure (WBS) format and traceable to the 
SOO.  The PWS must be specific and define exactly what is to be performed and when it shall be 
delivered. The PWS is due at the submission date set prior to oral presentations. 


 


4.4.1.2  Performance Metrics, Quality Assurance Surveillance Plan (QASP), and Incentives 


 


The offeror shall propose Performance Metrics and a QASP that is tailored for the technical 


solution proposed in the PWS.  The Performance Metrics shall be measurable and structured to 


permit an assessment of the Contractor’s performance.  The Contractor shall also include a 


proposed calculation method for each Performance Metric that is not directly measurable.  The 


QASP must be developed to ensure that systematic quality assurance surveillance methods are 


used to verify performance.  The QASP must specify the work that is subject to surveillance and 


the method of surveillance.  It is desirable to limit the measures to those that are important and 


directly tied to the program objectives.  


 


The Government expects the Contractor to propose performance and quality assurance metrics 


and performance incentives that will best advance the purposes of this task order on a cost-


effective basis, meaningful to the Government and the Contractor, and accurately measures and 


reflects the user the experience.  


 


4.4.1.3 Qualifications of Key Personnel  
 


The offeror shall submit resumes for its Key Personnel that are sufficient in detail so as to 


demonstrate each person's experience and capability to perform the requirements set forth in the 


Statement of Objectives.  Resumes must contain work history covering at least three years; 


describe experience related to similar work, and list relevant education, training, certifications 


and professional organizational memberships and activities.   


 


The Offeror must indicate the availability for this task order of key personnel propose and 


whether the key personnel proposed are prime contractor employees or subcontractor employees. 
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4.4.2 Oral Presentation Scheduling 


 


Oral presentation scheduling shall begin upon the completion of Phase I, Demonstrated Prior 


Experience, Advisory Notification, and Discovery Sessions; all potential offerors will have 


approximately four (4) weeks to prepare for the Oral Presentations. Oral Presentations will 


conclude based on the number of offers that choose to participate in Phase II. The Contracting 


Officer will determine the order in which Offerors are scheduled through a random selection 


process. Requests to reschedule will be at the discretion of the Contracting Officer.  


 


1. Offeror shall forward email to David.Jablonski@bsee.gov including ‘Intent Notification’ 


in the Subject Line. 


2. Offeror shall provide Name of Offeror, address, and point of contact (POC) including an 


email and phone number of whom you wish to coordinate the oral presentation. 


 


Within two (2) working days after the notification of intent deadline, the Contracting Officer will 


contact via email the Offeror's POC to provide the schedule date and time of the oral 


presentation.  


 


Location: The Oral Presentations may be held in person at the BSEE Headquarters in Sterling, 


VA or remotely, using technology rather than in person. If held in person, the Government will 


provide the contractors with building access instructions.  


 


If the Government determines it will utilize a remote Oral Presentation, the Government will 


notify the offeror OR obtain from the offeror the technology platform or tool to be utilized for 


the oral presentation at least 3 business days prior to the scheduled oral presentation. The 


Government and offeror may agree to test the connection at a convenient time prior to the oral 


presentation. In the event the selected technology platform or tool cannot be made functional at 


the time of the scheduled oral presentation, the oral presentation may proceed as a voice-only 


telephone call at the Government’s sole discretion. 


 


Note: Failure to participate in the Oral Presentation precludes further consideration of 


an Offeror. 


 


4.4.2.1 Presenter Requirements 


 


The Offeror's presentation team is limited to five (5) employees which should include the 


Program Manager and other key personnel. The Government requires at least one of the persons 


in the oral presentation to have a major functional role in the execution of the technical solution 


being proposed. Each presenter is required to carry and present a valid Government issued ID 


(e.g., driver's license, passport, etc.) if the Oral Presentation is being held in person at the agency 


office.  


 


4.4.2.2 Questions 


 


Each Offeror will be provided two (2) sets of questions; the first set will be in advance, and the 


second set will be on-the-spot during the Oral Presentation. The advanced questions will allow 
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Offerors to prepare responses in advance of the presentation. The advanced questions will be 


sent via email to the Offeror’s POC after confirmation to participate in the Oral Presentation. The 


on-the-spot questions will be provided the day of the Offeror’s Oral Presentation. The answers to 


both sets of the questions will serve as the basis of the Offeror’s presentation. The response to 


the advanced questions shall be incorporated into the Oral Presentation and will not be asked as 


stand-alone questions. 


 


Exchanges during Oral Presentation: The Government intends for the oral presentation to be 


an interactive dialogue between the Offeror and the Government in order to help the Government 


understand the Offeror’s approach. These exchanges are viewed as a component of the oral 


presentation itself and are not an opportunity to negotiate or make changes to your approach. 


 


4.4.2.3 Presentation Requirements 


 


Oral presentations will be limited to three and half (3.5) hours *, broken down as follows: 


 


a) The Offeror shall arrive at least 20 minutes before the assigned schedule time for 


processing and accessing the building. A BSEE representative will escort presenters to 


the appropriate location. Presentations will begin promptly at the appointed time (If held 


remotely this step can be ignored). 


 


b) Preparation (up to 60 minutes) – In addition to pre-released questions, the Government 


will provide a second set of prepared questions (on-the-spot questions) the day of the 


presentation. The on-the-spot questions will address the various technical and 


management factors listed in this RFQ. The presenters will have 60 minutes to prepare. 


 


c) Presentation (up to 105 minutes) – The Offerors will have 105 minutes to conduct a 


presentation on both the advance questions and the on the spot questions related to Factor 


2 – Technical Approach and Factor 3 – Management Approach. 


 


d) Q&A (up to 45 minutes) – After the 105 minute presentation, the Government will 


caucus for up to 60 minutes to identify any clarifications that may require to understand 


the presentations. If needed, the Government will ask any clarification questions of the 


offering contractor. Any such questions and answers do not constitute discussions. 


 


*Note: Offeror’s Oral Presentation time does not include the 20 minutes at arrival or the 


Government’s 60 minutes caucus time. Further, these requirements may slightly adjust to 


accommodate a remote Oral Presentation, as needed.  


 


4.4.2.4 Oral Presentation Rules of Engagement 


 


Oral Presentation Rules of Engagement are broken down as follows: 


 


1. The proposed Program Manager and four other people identified as Key Personnel shall 


attend oral presentations. Although the four other people can be supporting any other key 


roles, the team is expected to be able to answer any questions.  
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2. The Government WILL NOT ask questions about information contained in an Offeror’s 


submission for Phase I during the oral presentation. 


3. The Offeror may not generally ask questions during the oral presentation. Any questions 


asked must be directed to the Contracting Officer, and should only deal with logistics and 


conduct of the oral presentation.  


4. Oral presentations do not constitute discussions. The Government will not ask questions 


that will invite or allow the Offeror to change its offer. The Offeror shall not volunteer 


any information that might be construed as changing its offer. Oral presentations are 


distinct from the Government’s reserved right to conduct exchanges as described in 


Section 5.3. In the event that conflicting information exists between oral and written 


materials submitted for evaluation, the writing materials will control.  


5. The Offeror is in control of its presentation and may choose not to present or respond to 


any question provided by the Government. 


6. The Offeror participants shall not reach back, by telephone, e-mail or any other means, to 


any other personnel or persons for assistance during the oral presentation.  


7. The offeror may submit a PDF file up to 30 PowerPoint slides *; Offeror shall provide 


the PDF electronically by email. The submission deadline will be determined after 


completion of Phase I when the advisory down-select notices are distributed.  


 


* Note: The slide limit of 30 applies to oral presentation as a whole; both portions of the Oral 


Presentation Factors 2 and 3, when combined have a limit of 30 slides. The slides are to be used 


by the Offeror in support of the Oral Presentation for Factors 2 and 3 on the date of their 


presentation. While the limit is 30 slides for this submission, the Offeror is reminded to consider 


that the oral presentation is time-boxed and is encouraged to consider how many slides can be 


adequately covered during the Oral Presentation. The evaluations will be based on the Oral 


Presentation and the submitted written documentation provided by the Offeror for Phase II 


(PWS, Performance Metrics, Surveillance Plan, Incentives, and Qualifications of Key 


Personnel); the presentation slides will not be evaluated and are intended solely to help the 


evaluators follow the Offeror's Oral Presentation. Advance submission of the PowerPoint slides 


is solely to protect the integrity of maintaining equal submission development time for all 


Offerors, regardless of the scheduled date for Oral Presentations. Additionally, the Government 


reserves the right to include aspects of the Offeror's Oral Presentation as special terms and 


conditions to any resultant Task Order. 


 


Note: The confidence rating earned for the presentation will be based on the oral and 


written submission of the presentations. The Government reserves the right to, and may 


video or audio record the oral presentations. 


 


4.4.3 Oral Presentation Requirements 


 


Through the Oral Presentation, the Government intends to understand the Offeror’s proposed 


solution and its capabilities as it relates to the Government’s performance objectives. Further, the 


oral presentations will be used as an opportunity to assess the viability of an Offeror to 


successfully deliver the BSEE/BOEM mission for IT Help Desk Services, by evaluating the 
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responses to the advanced questions, on-the-spot questions, Factor 2 – Technical Capability, and 


Factor 3 - Management Approach. 


 


4.4.3.1 Factor 2 – Technical Capability 


 


The Oral Presentation shall discuss your reasoning and approach to meet the objective of this 


acquisition. The Offeror shall discuss the understanding of the project, its purpose and scope, 


goals, objectives, and the degree of difficulty in successfully completing the project. Discuss 


potential problems that can be expected to be encountered during the delivery of IT services and 


the potential solutions that may mitigate those problems. 


 


Explain how coordination with BSEE will be accomplished, what government resources will be 


required and how the timely delivery of services will be accomplished. 
 


Discuss logistics, schedule and any other issues that the Government needs to be aware of, 


including strategies to resolve the issues. 
 


Discuss how your technical approach will provide a service solution that is reasonable and 


consistent with Information Technology (IT) standards and government best practices related to 


IT services and support. 


 


4.4.3.2 Factor 3 – Management Approach 


 


The Oral Presentation shall provide sufficient information to demonstrate a definitive and 


comprehensive approach to managing, so that the Government is able to determine its level of 


confidence in the Offeror’s understanding of the requirements, ability to perform against the 


Task Order, and the likelihood of successful Task Order performance.  


 
The offeror shall include a high-level composition of the proposed team, which includes an 
estimated number of personnel and labor categories. The Offeror shall give a brief summary of 
team(s) and the team(s) relationship and responsibilities in the execution of the planned work. 
 


• The Offeror shall discuss how the execution of the task order will be managed, the 
management processes and procedures that will be used in managing the work efforts to 
accomplish the requirements specified in the SOO. 
 


• The Offeror shall discuss the ability to establish a workforce and skill mix with the 
appropriate level of knowledge and experience sufficient to satisfy the requirements of 
the task order, over the entire life of the task order, to include any in-scope additional 
work. 
 


• The Offeror shall discuss the ability to respond to contractual performance issues and 
conditions, including the method by which issues will be evaluated and addressed and the 
implementation of risk mitigation strategies to maintain task order performance, quality, 
schedule reporting and mission requirements. 


 
• The Offeror shall discuss their staffing plan, which includes an integrated approach to 


managing team members. 
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• The Offeror shall discuss the recruitment and selection process for all staff under the task 


order. 
 


• The Offeror shall demonstrate the ability to obtain qualified personnel who meet all 
requirements associated with the task order. 


 
• The Offeror shall discuss its plan for keeping staff trained in emerging technologies and 


product releases to ensure high quality, well trained personnel are hired for all tasks.  
Include a discussion on how the offeror will train the employees and keep them aware of 
innovative and developing technologies. 


 
• The Offeror shall discuss their Retention Plan demonstrating the following: 


 
o The Offeror shall discuss historical rate of retention for the past five (5) years, 


including employee turnover and timeliness in filling positions with qualified 
employees for contracts of similar scope to this requirement. 
 


o The Offeror provide a high-level overview, but not limited to general health 
coverage plans, compensation plans, retention incentives, employee benefits, 
general health/wellness program, career development, and morale programs. 


 
• The Offeror shall provide a brief summary of their approach to transitioning, including 


phase-in and phase-out. 
 


4.4.4 PRICE VOLUME  


 


4.4.4.1 General Requirements 


 


The offeror shall quote a pricing structure consistent with the proposed technical solution.  


Quotations shall include a statement that the offeror’s quotation is valid for a minimum of one 


hundred-twenty (120) calendar days from the date of submission. 


 


Your price quote shall be based on your current GSA Schedule order pricing, utilizing any 


and all discounts, which are hereby specifically requested.  Your quote shall provide the 


pricing/rates to meet the requirements of the RFQ.  Your price portion must clearly identify your 


basis of pricing and a cumulative summary of pricing to include the total proposed for this order.   


 


The offeror shall propose a complete GSA Schedule solution.   The offeror shall verify in writing 


as part of their submission that their proposed solution is within the scope of their referenced 


GSA Schedule contract(s). 


 


4.4.4.2  Standard Form 18 and Amendments  


 


The offeror’s price submission must contain a Standard Form (SF) 18 with blocks 12 through 16 


completed.  Block 14 must be signed by an authorized representative of the offeror’s 


organization.   
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If amendments are issued under this RFQ, the Offeror must complete and sign the SF 30 


document and include it in the price volume.  Only the SF 30 form must be returned; amendment 


continuation pages and attachments to the amendments need not be returned. 


 


4.4.4.3 Federal Supply Schedule (FSS) Price List 


 


Offerors must clearly identify the GSA Schedule contract number that the quotation is based 


upon.  The quotation must clearly indicate the number of the remaining option years (i.e., 


unexercised) under their GSA Schedule contract.  The authorized FSS price list used in 


developing your price quote must be made electronically accessible via a web link to the 


Government for rate verification and determination of discounted pricing relative to your GSA 


contract.  Additionally, a copy of the FSS price list must be included in the Price Volume. 


 


4.4.4.4  Other Direct Costs   


 


The Government expects a complete GSA solution to be offered.  No Open Market Items (non-


GSA schedule costs) may be proposed (except for long-distance travel, which must be included 


within the firm-fixed unit prices).  With the exception of long-distance travel, all costs must 


be based upon items specifically priced and included on the Offeror’s (or CTA Member’s) 


GSA Schedule price list.  The inclusion of additional Open Market Items (non-schedule 


costs other than long-distance travel) may result in the Offeror’s quotation not being 


eligible for task order award.   


 


4.4.4.5    Assumptions, Conditions, or Exceptions 


 


Offerors must submit all (if any) assumptions, conditions, or exceptions with any of the terms and 


conditions of this solicitation. The assumptions must be included in the Business/Cost quote volume. 


 


If not clearly identified in the Business/Cost Quote Volume, it will be assumed that the Offeror 


proposes no assumptions for award and agrees to comply with all of the terms and conditions as set 


forth herein in this RFQ. It is not the responsibility of the Government to seek out and identify 


assumptions, conditions, or exceptions buried within the Offeror’s quote. 


 


4.4.4.6 Pricing Tables 


 


The Offeror shall provide pricing tables detailing all costs required to perform the work 


described in Section 2, based on their GSA Schedule contract and their Contractor Teaming 


Arrangement contractor’s GSA Schedule (if applicable) in effect at the time the RFQ is issued 


with the discounts offered.   Separate tables shall be submitted for each of the Base and Option 


Periods.  The offeror must include a labor matrix showing, at a minimum, the names of all KEY 


personnel, designated GSA Labor category for ALL personnel, geographical location assignment 


of ALL personnel, and hours ALL personnel by task.  The offeror shall specify the labor 


categories and labor mix appropriate for their proposed solution to meet the requirements of the 


proposed effort, the fixed price hourly rate(s) proposed, and any other proposed associated costs, 


for calculating the proposed price for this effort. The price submission must have a total estimate 
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for each year of performance as well as for the entire period of performance and must clearly 


identify the basis of estimate for the entire period of performance for this effort.   


 


The Government has provided reimbursable travel CLINS Not-To-Exceed limits for the base 


period and each option period. This information can be found in CLINS 00030, 00120, 00220, 


00320, 00420, and 00520. Contractors shall use the amounts provided when factoring the total 


amount for the base period and each option period as well as the total task order value. The 


Contractor does not need to provide a breakout of travel pricing as each long-distance trip will be 


planned in advance and billed at actual rates with no profit or G&A in accordance. Travel will be 


reimbursed in accordance with Federal Acquisition Regulation (FAR) Clause 31.205-46.   


 


Travel must be priced in amounts not to exceed the limitations of the Federal Travel Regulations 


(41 Code of Federal Regulations (CFR), Chapters 300 through 304).  The Federal Travel 


Regulations may be found at the following web site: 


http://www.gsa.gov/portal/content/104790  


 


SAMPLE TABLE FORMAT FOR FIRM-FIXED-PRICE LINE ITEMS: 


 


Period of Performance:  [Indicate Base Period or Option Period Number] 


(a) LABOR 


GSA Contract 


No. / Contractor 


Labor 


Category 


GSA 


Hourly Rate 


Discounted 


Hourly Rate 


Number 


of Hours 
Total Price 


  $ $  $ 


  $ $  $ 


  $ $  $ 


  $ $  $ 


  $ $  $ 


  $ $  $ 


TOTAL PRICE FOR 12 MONTH EFFORT: $  


TOTAL FIRM-FIXED MONTHLY PRICE: 


(Divide the total amount in the row above by 12) 


$ 


 


4.5 GENERAL QUOTATION INFORMATION      


 


(a) Your quotation shall become the property of the Government and will not be returned.  If 


your quotation contains information that you do not wish disclosed to the public or used by the 


Government for any purpose other than evaluation of your proposal, such restrictions shall be 


indicated clearly on each sheet containing such information. 


 


(b) Prior to the submission of quotations, Offerors are expected to reach an understanding of 


the requirements of this solicitation.  If such a review establishes the need for correction or 


clarification, such information should immediately be brought to the attention of the Contracting 


Officer so that the matter can be resolved and/if necessary, official dissemination of such 


information can be made to all Offerors. 


 



http://www.gsa.gov/portal/content/104790
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(c) The Government reserves the right to request such additional information as may be 


necessary to determine the Offeror’s qualifications for award of a contract or to clarify and 


aspects of the technical and/or business proposals.  Such information shall be furnished promptly 


upon the Government’s request. 


 


(a) Award of a Task Order resulting from this solicitation is contingent upon the Government 


receiving all administrative approvals. 


 


(e) The Contracting Officer is the only person who can legally obligate the Government for 


the expenditure of public funds.  Costs shall not be incurred by recipients of the solicitation 


document in anticipation of receiving direct reimbursement from the Government; the 


Government will not reimburse for quotation preparation. This solicitation and resulting contract 


shall not cover charges for any items which are not specifically provided for by this solicitation.  


The Offeror is cautioned that if it provides services/supplies not specifically covered during the 


performance of any subsequent contract, regardless of who requested them (including the COR); 


payment will not be made.  Again, the only person authorized to create financial obligations on 


behalf of the Government is the Contracting Officer. 


 


4.6 FEDERAL ACQUISITION REGULATION (FAR) AND DEPARTMENT OF THE 


INTERIOR ACQUISITION REGULATIONS (DIAR) APPLICABLE PROVISIONS 


 


For the purposes of the call order that may result from this solicitation, the following FAR and 


DIAR provisions shall supplement the clauses contained in the Offeror’s GSA schedule contract. 


4.6.1 52.252-1 – SOLICITATION PROVISIONS INCORPORATED BY REFERENCE 


(FEB 1998) 


This solicitation incorporates one or more solicitation provisions by reference, with the same 


force and effect as if they were given in full text. Upon request, the Contracting Officer will 


make their full text available. The Offeror is cautioned that the listed provisions may include 


blocks that must be completed by the Offeror and submitted with its quotation or offer. In lieu of 


submitting the full text of those provisions, the Offeror may identify the provision by paragraph 


identifier and provide the appropriate information with its quotation or offer. Also, the full text 


of a solicitation provision may be accessed electronically at this address:  


https://www.acquisition.gov/far 


 


Clause   


Reference Title and Date 


52.203-11   Certification and Disclosure Regarding Payments to Influence Certain Federal 


Transactions (Sep 2007) 


52.203-18  Prohibition on Contracting with Entities that Require Certain Internal 


Confidentiality Agreements or Statements-Representation (Jan 2017) 


52.204-7  System for Award Management (Oct 2016) 


52.212-1  Instructions to Offerors Commercial Items (Jan 2017) 


 


 







 
Enterprise Information Technology Core Services (EITCS) RFQ 140E0120Q0018


  


 Page 55 of 64 


4.6.2 FAR 52.252-5 – AUTHORIZED DEVIATIONS IN PROVISIONS (APR 1984)  


 


(a) The use in this solicitation of any Federal Acquisition Regulation (48 CFR Chapter 1) 


provision with an authorized deviation is indicated by the addition of “(DEVIATION)” after the 


date of the provision.  


 


(b) The use in this solicitation of any Department of the Interior Acquisition Regulation (48 CFR 


Chapter 14) provision with an authorized deviation is indicated by the addition of 


“(DEVIATION)” after the name of the regulation. 


 


4.6.3 DIAR 1452.233-2 – Service of Protest Department of the Interior (Jul 1996) 


(Deviation)   


(a) Protests, as defined in section 31.101 of the Federal Acquisition Regulation, that are filed 


directly with an agency, and copies of any protests that are filed with the Government 


Accountability Office (GAO), shall be served on the Contracting Officer (addressed as follows) 


by obtaining written and dated acknowledgment of receipt from: 


 


Department of the Interior 


Bureau of Safety and Environmental Enforcement 


Acquisition Operations Branch 


45600 Woodland Road, Mailstop VAE-AMD 


Sterling, VA  20166 


Attn:  David Jablonski 


 


(b) The copy of any protest shall be received in the office designated above within one day of 


filing a protest with the GAO. 


(c) A copy of the protest served on the Contracting Officer shall be simultaneously furnished by 


the protester to the Department of the Interior Assistant Solicitor for Procurement and Patents, 


1849 C Street, NW, Room 6511, Washington, D.C. 20240." 


4.6.4 DIAR 1452.215-71 – Use and Disclosure of Proposal Information (Apr 1984) 


(a) Definitions.  For the purposes of this provision and the Freedom of Information Act (5 U.S.C. 


552) the following terms have the meaning set forth below: 


 


 (1)  “Trade Secret” means an unpatented, secret commercially valuable plan, appliance, 


formula, or process which is used for making, preparing, compounding, treating or 


processing of articles or materials which are trade commodities. 


 


 (2)  “Confidential commercial or financial information” means any business information 


(other than trade secrets) which is exempt from the mandatory disclosure requirement of 


the Freedom of Information Act, 5 U.S.C. 552.  Exemptions from mandatory disclosure 


that may be applicable to business information contained in proposals include exemption 


(4), which covers “commercial and financial information obtained from a person and 







 
Enterprise Information Technology Core Services (EITCS) RFQ 140E0120Q0018


  


 Page 56 of 64 


privileged or confidential,” and exemption (9) which covers “geological and geophysical 


information, including maps, concerning wells.” 


 


(b)  If the Offeror, or its subcontractor(s) believes that the proposal contains trade secrets or 


confidential commercial or financial information exempt from disclosure under the Freedom of 


Information Act (5 U.S.C. 552) the Offeror shall identify such information as follows:   


 


“The information specifically identified in pages (insert page nos.) of this proposal 


constitutes trade secrets or confidential commercial and financial information, which the 


Offeror believes to be exempt from disclosure under the Freedom of Information Act.  


The Offeror requests that this information not be disclosed to the public except as may be 


required by law.  The Offeror also request that this information not be used in whole or 


part by the Government for any purpose other than to evaluate the proposal, except that if 


a contract is awarded to the Offeror as a result of or in connection with the submission of 


the proposal, the Government shall have the right to use the information to the extent 


provided in the contract.” 


 


(c)  The Offeror shall also specifically identify trade secret information and confidential 


commercial and financial information on the pages of the proposal on which it appears and shall 


mark each such pages with the following legend:  


 


“This page contains trade secrets or confidential commercial and financial information 


which the Offeror believes to be exempt from disclosure under the Freedom of 


Information Act and which is subject to the legend contained on the cover page of this 


proposal.”  


 


(d)  Information in a proposal identified by an Offeror as trade secret information or confidential 


commercial and financial information shall be used by the Government only for the purpose of 


evaluating the proposal except the (i) if a contract is awarded to the Offeror as a result of or in 


connection with submission of the proposal, the Government shall have the right to use the 


information as provided in the contract, (ii) and if the same information is obtained from another 


source without restriction it may be used without restriction. 


(e) If a request under the Freedom of Information Act seeks access to information in a proposal 


identified as trade secret information or confidential commercial and financial information, full 


consideration will be given to the offeror's view that the information constitutes trade secrets or 


confidential commercial or financial information. The offeror will also be promptly notified of 


the request and given an opportunity to provide additional evidence and argument in support of 


its position, unless administratively unfeasible to do so. If it is determined that information 


claimed by the offeror to be trade secret information or confidential commercial or financial 


information is not exempt from disclosure under the Freedom of Information Act, the offeror 


will be notified of this determination prior to disclosure of the information. 


(f) The Government assumes no liability for the disclosure or use of information contained in a 


proposal if not marked in accordance with paragraphs (b) and (c) of this provision. If a request 


under the Freedom of Information Act is made for information in a proposal not marked in 
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accordance with paragraphs (b) and (c) of this provision, the offeror concerned shall be promptly 


notified of the request and given an opportunity to provide its position to the Government. 


However, failure of an offeror to mark information contained in a proposal as trade secret 


information or confidential commercial or financial information will be treated by the 


Government as evidence that the information is not exempt from disclosure under the Freedom 


of Information Act, absent a showing that the failure to mark was due to unusual or extenuating 


circumstances, such as a showing that the offeror had intended to mark, but that markings were 


omitted from the offeror's proposal due to clerical error. 


4.7 OFFER AFFORDABILITY 


The Government invites offers with a total price less than $90,000,000.  Offerors should not 


interpret this figure as either a floor or ceiling on offers; rather, this information is provided as a 


courtesy to prospective offerors.  The Government may select an offer for award with a price 


below, at, or exceeding this figure if it finds that offer provides the best value and funds are 


available. 


4.8  SELECT BEST-SUITED, THEN NEGOTIATE  


If the evaluation and selection process identifies a best-suited offeror (i.e., the apparent 


successful offeror), the Government may communicate with only that offeror to address any 


issues and finalize a task order.  These issues may include price and non-price matters. 


4.9  INCORPORATION OF INFORMATION  


 


The Government may incorporate any aspect of the offeror’s written submission or oral 


presentation into the resulting award, with or without prior inquiry to the offeror. If the 


Government makes inquiry to the offeror, the purpose will be to make sure the Government has 


the correct text to capture the offeror’s promise.  This exchange will not constitute discussions in 


the context of FAR 15.306(d).  If the parties are unable to agree on the exact text, any evaluation 


benefit based on that aspect of the offeror’s quote will not be considered in the selection of the 


successful awardee. 
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SECTION 5 


EVALUATION OF QUOTATIONS 


 


5.1 GENERAL INSTRUCTIONS 


 


Quotations shall be prepared and submitted in accordance with the instructions contained in 


Section 4 of this RFQ.  Each submission will be evaluated against the evaluation factors listed 


below. The Government may select outside experts to aid in the review of the quotation. 


 


5.2 EVALUATION AND BASIS FOR AWARD 


 


The Government reserves the right not to make an award as a result of this competition for any 


reason. This could include if, in the opinion of the Government, none of the submissions would 


provide satisfactory performance at a price that is considered fair and reasonable and/or 


economically feasible or if agreement between the Government and Offeror on the terms and 


conditions cannot be reached within the timeframe established by the Contracting Officer. 


 


Any exceptions or deviations by the offeror to the terms and conditions stated in this RFQ for 


inclusion in the resulting award may make the quotation unacceptable for award.   


 


5.2.1 The evaluation result of Phase I, Factor 1 (Demonstrated Prior Experience) will be used 


for an Advisory Notice to Offerors. Regardless of the recommendation in the advisory Notice, 


any Offeror may choose to proceed to Phase II. In Phase II, Oral Presentation (Technical 


Capability and Management Approach) will be evaluated. Factor 4 – Price, will be evaluated in 


accordance with Section 5.5 below, but will not be assigned a rating. 


 


5.2.2 Basis for Award: An award will be made to the schedule contractor that, in the 


Government’s estimation, provides the best value in response to the requirement. The evaluation 


will be conducted in accordance with the evaluation criteria stated in this Section 5. 


 


5.2.3 Comparative Analysis: Following receipt of responses (including oral presentations), the 


Government may perform a comparative analysis (comparing contractor responses to one 


another) to select the contractor that is best value to fulfill the requirements, based on the 


contractors’ responses to the factors outlined in this RFQ and their relative importance. The 


Government may also utilize the procedures in Section 5.3 if determined to be in its best interest. 


 


5.2.4 Award on Initial Responses: The Government anticipates selecting the best-suited 


contractor from initial responses, without engaging in exchanges with contractors. Contractors 


are strongly encouraged to submit their best technical solutions and price in response to this 


RFQ. 


 


5.3 EXCHANGES WITH OFFERORS AND REVISION OF QUOTATIONS 


 


If the Government requires revisions to quotes in order to determine best value, the Government 


may in its discretion choose to use the following procedure: 
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First, the Government will determine the order in which each offeror is the best value for award 


(i.e. order of likelihood of success). The Government reserves the right to remove any quote 


from competition that, in the Government’s estimation is not the best value. Once the 


Government determines the contractor that is best-suited, the Government reserves the right to 


communicate with only that contractor to address any remaining issues, if necessary, and finalize 


a task order with that contractor. These issues may include technical and price. If the parties 


cannot successfully address any remaining issues, as determined pertinent at the sole discretion 


of the Government, the Government reserves the right to communicate with the next best-suited 


contractor based on the original analysis and address any remaining issues. Once the 


Government has begun communications with the next best-suited contractor, no further 


communications with the previous contractor will be entertained until after the task order has 


been awarded. This process shall continue until an agreement is successfully reached and a task 


order is awarded. 


 


5.4 TECHNICAL EVALUATION CRITERIA 


 


The following evaluation criteria will be utilized in order to evaluate each technical quotation.   


 


PHASE I - Factor 1: Demonstrated Prior Experience 


PHASE II – Oral Presentations 


 Factor 2: Technical Capability 


 Factor 3: Management Approach  


 


5.4.1  Evaluation Ratings 


 


The evaluation of each Factor (Factor 1, 2, and 3) will be done holistically with a rating scale of 


"high confidence," "some confidence," and "low confidence," representing the Government’s 


confidence that the Offeror understands the requirement and will be successful in performing the 


work. 


 


High Confidence 
The Government has high confidence that the Offeror understands the 


requirement, proposes a sound approach, and will be successful in 


performing the contract.  


Some Confidence 
The Government has some confidence that the Offeror understands the 


requirement, proposes a sound approach, and will be successful in 


performing the contract.  


Low Confidence 
The Government has low confidence that the Offeror understands the 


requirement, proposes a sound approach, or will be successful in 


performing the contract.  
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5.4.1 Phase I - Factor 1: Demonstrated Prior Experience  


 


The Government will assess its level of confidence that the contractor will successfully perform 


the requirements based on the Offeror’s demonstrated experience provided in the Phase 1, six (6) 


page submission in response to the questions in Section 4 of this solicitation.  
 


5.4.2 Phase II –Oral Presentation  


 


Through the Oral Presentations, the Government will assess its level of confidence that the 


Offeror’s proposed solution and its capabilities as it relates to the Government’s performance 


objectives for the new EITCS services. Further, the oral presentations will be used as an 


opportunity to assess the viability of an Offeror to successfully deliver the EITCS services to 


BSEE, by evaluating the responses to the advance questions and on-the-spot questions related to 


Factor 2 – Technical Capability and Factor 3, Management Approach, including any exchanges 


that occur within the oral presentation.  


 


5.4.3 Phase II – Factor 2 – Technical Capability and Performance Work Statement 


 


During the Oral Presentation, the Government will assess its level of confidence that the Offeror 


demonstrates a clear and thorough understanding of the BSEE performance objectives and 


compliance with the EITCS requirements as well as their ability to perform. The Government 


will evaluate the Performance Work Statement (submitted prior to the Oral Presentations)  to 


assess the confidence to which the Offeror has demonstrated its ability to meet the objectives and 


requirements that the Offeror has the necessary understanding and approach to successfully 


accomplish the work and meet performance considerations. The Government will evaluate the 


PWS to determine if it fully and adequately addresses the Government’s objectives, including 


proposed tasks, deliverables, identification of potential problems and ability to solve them. 


 


Note: If there are inconsistencies between the Oral Presentation and written PWS, 


information in the written PWS shall take precedence.  


 


5.4.4 Phase II – Factor 3 – Management Approach 


 


During the Oral Presentation, the Government will assess its level of confidence that the Offeror 


demonstrates management expertise and capability (e.g. the ability to organize and manage 


resources) to ensure successful execution of the Government’s objectives as outlined in the SOO. 


The following areas will be assessed: 


 


• Qualifications and experience meeting the key personnel in relation to the requirements 


of the SOO; 


• Ability to recruit and retain qualified personnel in order to minimize learning curves and 


retain knowledge available; 


• The extent to which the quote allows for consistent and cohesive management across the 


different geographic locations that comprise the Government’s IT environment, authority 


to manage site specific needs, and the extent to which there is a clearly defined 
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management structure that allows for agile and effective decision-making and problem 


resolution. 


• The extent to which the transition plan demonstrates an effective plan to assume full 


operations with minimal impact and disruption on Government Operations. 


• The plans and procedures for managing the project, criteria for assuring quality and 


acceptability of the deliverables, scheduling and coordination of the project.  


• Performance metrics, Quality Assurance Surveillance Plan (QASP) and incentives to 


determine the confidence they will meet the Governments objectives and sufficiently 


incentivize the Contractor’s performance. 


 


Note: If there are inconsistencies between the Oral Presentation and written documents 


(i.e. Performance Metrics, QASP) information in the written documents shall take 


precedence.  


 


5.5 PRICE EVALUATION 


 


The Government will evaluate the quoted prices for reasonableness by comparing the offeror’s 


proposed prices with their established GSA Schedule rates, any discounts included, as well as 


utilizing other price analysis techniques as deemed necessary by the Government. The 


Government may also choose to evaluate the level of effort and the mix of labor proposed to 


perform a specific task being ordered.  For the purposes of the price evaluation of the quotations, 


the Government will evaluate the offeror’s price based upon the total offered price including the 


full dollar amount of the price incentives that would be awarded if the Contractor received the 


highest possible performance ratings.   
 


5.5.1 FAR 52.217-5 Evaluation of Options (July 1990) 


 


Except when it is determined in accordance with FAR 17.206(b), not to be in the Government’s 


best interests, the Government will evaluate offers for award purposes by adding the total price 


for all Call Orders and Call Order options to the total price for the basic requirement. Evaluation 


of options will not obligate the Government to exercise the option(s). 


 


To account for the possible use of the six-month option period extension permitted under 52.217-


8, the Government will take the estimated pricing from the final option period prorated to a six-


month value and add it to the sum of the base plus all option periods. This amount will be the 


total evaluated price for the Task Order(s).  
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SECTION 6 


ATTACHMENTS 


 


 


    ATTACHMENT DESCRIPTION                PAGES 


  


 1 Contractor Employee Non-Disclosure Agreement  1 


  


 1 Questions and Answers from Draft RFQ    1 


 


  


 


 


 


 


 


 


 


 







 
Enterprise Information Technology Core Services (EITCS) RFQ 140E0120Q0018


  


 Page 63 of 64 


ATTACHMENT 1 – This form must be signed by Contractor Personnel if awarded the 


Task Order.  It does NOT have to be submitted with your quotation. 


 


CONTRACTOR EMPLOYEE NON-DISCLOSURE AGREEMENT 


 


 


It is understood that as part of my official duties under Contract No. (insert contract no.), I may 


come in contact with Government procurement sensitive information or proprietary business 


information from other contractors (e.g., cost data). I certify that I will not disclose, publish, 


divulge, release, or make known, in any manner or to any extent, to any individual other than an 


appropriate or authorized Government employee, the content of any procurement sensitive 


information provided during the course of my employment.  I understand that for the purpose of 


this agreement, procurement sensitive information is to include procurement data, contract 


information, plans, strategies and any other information that may be deemed sensitive. 


 


I further certify that I will use proprietary business information only for official purposes in the 


performance of Contract No. (insert contract no.) and will disclose such information only to 


those individuals who have a specific need to know in performance of their official Government 


duties.  I hereby agree not to disclose to others any contractual information, including, but not 


limited to, proprietary information, trade secrets, financial data, and technical proposals which 


will be presented to me by the Government Contracting Officer or other Government Official.  I 


agree that the described information is “inside information” and shall not be used for private gain 


by myself or another person, particularly one with whom I have family, business, or financial 


ties.  For the purposes of this agreement, “inside information” means information obtained under 


Government authority which has not become part of the body of public information.  I 


specifically will not disclose any such information to employees of my company or any other 


contractor employees who have not signed this agreement.  I will take all reasonable precautions 


to prevent the unauthorized disclosure and use of such information.   


 


I hereby certify that I have read the non-disclosure agreement described above and I am familiar 


with the directives and policies governing the disclosure of procurement sensitive information.  I 


will fully and completely observe these directives and will not disclose such information to any 


unauthorized person, or use any information obtained for private use or gain at any time, 


including subsequent to the performance of duties under (insert contract no.). 


 


_______________________________________ 


Name (Please Print) 


 


_______________________________________ 


Company Name 


 


_______________________________________ 


Signature 


  


_______________________________________ 


Date 
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BSEE EITCS Draft RFQ Questions and Answers 


 


Q1) On page 18, Section 3.3 – Place of Performance: Can the Government please confirm that 


the Level of Effort (LOE) listed in Section 3.3 is based on historical data and is subject to change 


(increasing) based on new performance objectives? 


 


A1) The information in Section 3.3 has been updated to address this question. 


 


Q2) Does the current contract include Apple Mac Support or is this a new requirement? 


 


A2) This is a new requirement. 


 


Q3) Is this requirement only involving meetings with BOEM Staff? Or BSEE, BOEM, ONRR 


 


A3) This was a typo, the kick-off meeting is anticipated to only be with staff from BSEE. 


 


Q4) Could the Government include the not to exceed amount for ODC’s (i.e. long distance 


travel). 


 


A4) Yes, Section 1.4 has been changed to include travel CLINS with NTE totals for the base 


period and each option period. 


 


Q5) Would the government please confirm that a cover page, table of contents and cover letter 


are excluded from the page limit in responses? 


 


A5) Yes, section 4.1 has been updated to reflect this information. See bullet 6. 
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Department of Education (ED) Short Story on the Advisory Down-Select Technique 


Grants Management (G5) Modernization & Integration Services 


Using the advisory down select technique allowed our evaluators to provide feedback during the 
solicitation phase. This not only helped narrow down the number of offerors to review, but also 
allowed companies the chance to evaluate whether it was in their best interest or not to move 
forward. Using this technique also allowed us to cut the lead time down from 45 days to 10 days 
to make award once the RFQ closed. Lastly, we saw a cost savings of about $3M from the IGCE 
to the award amount. We believe that having the transparency and communication using the 
advisory down select contributed to this cost savings.  
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Section I - Overview 


Grants Management (G5) Modernization & Integration Services 
Request for Quote (RFQ) 


The Department of Education (ED) intends to award a single Blanket Purchase Agreement (BPA) 
under the General Service Administration (GSA) Federal Supply Schedule (FSS) for the Grants 
Management (G5) Modernization & Integration Services. The method of competition is Small 
Business Set-aside. The Request for Quote (RFQ) will be solicited under GSA MAS 54151S, 
Information Technology Professional Services, The North American Industry Classification Code 
System (NAICS) code is 541512 Computer System Design Services and the small business size 
standard is $30.0 million.  


  GSA Schedule 
At the time of award for this BPA and prior to the exercise of BPA options years, the Quoters 
must have a valid GSA Schedule in effect that covers the appropriate performance year of the 
BPA. Also the current Schedule must be posted at GSA Advantage in accordance with GSA 
terms and conditions. Failure to comply will result in the Quoters being ineligible for award or 
in the case of options the order/BPA may not be renewed. The Quoters shall notify the 
Contracting Officer no later than 12 months before its GSA schedule expiration whether or not 
they will be establishing a new GSA schedule, extend its current schedule or establishing a new 
schedule with similar scope. 


The BPA established as a result of this RFQ will be based on the Quoters current GSA schedule 
contract and discounts provided. In the event that the successful BPA holder has their current 
GSA schedule contract canceled or it expires, or is awarded a new GSA  schedule contract, the 
Government reserves the right to transfer the new GSA  schedule contract if the current 
Schedule contract is canceled or expired and a new one has been awarded, but prior to doing that 
the Contracting Officer must ascertain that the new GSA Schedule does not contain terms and 
conditions unfavorable to ED and new price reductions are negotiated. 


Requirement details, agency specific and GSA terms and conditions, and FAR Clauses will be 
incorporated and applicable to all orders awarded under the BPA. 


Transfer of Source Code, Software Licenses, and Accounts at Close of Contract 
Upon the completion of the period of performance or upon any other termination of this contract, 
Contractor shall provide the Government (1) all source code it develops or generates in the 
course of its performance under this contract; (2) all software licenses, including without 
limitation all licenses for development or automation tools, software embedded within 
equipment, or incorporated into application code, that it acquired or generated in course of its 
performance under this contract; and (3) all user accounts, service accounts, or developer 
accounts for cloud service providers Contractor acquired, generated or used in the course of its 







performance under this contract.  All such code, licenses, or accounts shall be the property of the 
Government; and shall be delivered to the Government within 30 days of the completion or 
termination of this contract, or as the ED Contracting Officer may from time to time direct 
during the progress of the work.    


1. Authority


Pursuant to FAR 8.405-3, a single Blanket Purchase Agreement (BPA) will be awarded to a 
single contractor as a result of this Request for Quote (RFQ) for the Department of Education 
(ED) Grants Management (G5) Modernization & Integration Services.  


2. Term


The BPA term is one (12) month base period and four (12) month option periods. The total 
contract duration if all options are exercised is five years. 


2.1 Period of Performance (Actual date will be filled in at time of award) 


  Base Period:    Date of award (DOA) through 12 months 
Option Year 1: 13 through 24 months 
Option Year 2: 25 through 36 months 
Option Year 3: 37 through 48 months 
Option Year 4: 49 through 60 months 


2.2  Order Period of Performance 


The BPA expires when the Contractor’s GSA MAS contract, which the BPA is predicated 
upon, expires.  Orders issued against the BPA will have their own period of performance, which 
may be up to five years.  Orders issued prior to but not completed before the BPA expires shall 
be completed (including any order options) in accordance with the BPA Contractor’s GSA 
Schedule contract FAR Clause 52.216-22. 


2.3 BPA Volume 


The Government estimates, but does not guarantee, that the volume of purchases under the entire 
BPA will be approximately $50 million over the BPA’ five (5) year term.  However, the 
Government is obligated only to the extent of authorized purchases actually made under the 
BPAs.  There is no guaranteed minimum order quantity or dollar amount. 







3. Place of Performance
The primary place of performance shall be the Government at ED Headquarters offices, located 
at 400 Maryland Ave SW, Washington, D.C., 20202 and where system design development and 
integration activities will occur.   


Meetings, and briefings are anticipated to be performed primarily at ED Headquarters offices, 
located at 400 Maryland Ave SW, Washington, D.C., 20202 or other Government-specified 
locations in Washington D.C. 


4. Government Furnished Property (GFP)
Specific requirements for Government-furnished property and/or Government-furnished 
information will be addressed in the Orders.  


5. Order Type
BPA Orders will be either Firm Fixed Price (FFP), Time and Materials (T&M) or a hybrid of 
both. Fixed hourly rates are applicable. 


6. Attachment 9 –Pricing Workbook Template
Fully-burdened labor rates include all direct labor and indirect costs applicable to that direct 
labor (such as fringe benefits, overhead, G&A), and profit. The fully-burdened hourly rates are 
ceiling rates. ED is seeking price discounts from your GSA Schedule. 
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CLAUSES 
52.204-24 REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR
EQUIPMENT (OCT 2020)
    The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the
 Offeror has represented that it "does not provide covered telecommunications equipment or services
 as a part of its offered products or services to the Government in the performance of any contract,
 subcontract, or other contractual instrument" in paragraph (c)(1) in the provision at 52.204-26,
 Covered Telecommunications Equipment or Services--Representation, or in paragraph (v)(2)(i) of the
 provision at 52.212-3, Offeror Representations and Certifications-Commercial Items. The Offeror shall
 not complete the representation in paragraph (d)(2) of this provision if the Offeror has represented
 that it "does not use covered telecommunications equipment or services, or any equipment, system,
 or service that uses covered telecommunications equipment or services" in paragraph (c)(2) of the
 provision at 52.204-26, or in paragraph (v)(2)(ii) of the provision at 52.212-3.
(a) Definitions. As used in this provision-
Backhaul, covered telecommunications equipment or services, critical technology, interconnection


 arrangements, reasonable inquiry, roaming, and substantial or essential component have the meanings
 provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
 Surveillance Services or Equipment.
(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act


 for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August
 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or obtain,
 any equipment, system, or service that uses covered telecommunications equipment or services as a
 substantial or essential component of any system, or as critical technology as part of any system.
 Nothing in the prohibition shall be construed to--


(i) Prohibit the head of an executive agency from procuring with an entity to provide a service
 that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection
 arrangements; or


(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot
 permit visibility into any user data or packets that such equipment transmits or otherwise handles.


(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year
 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020, from
 entering into a contract or extending or renewing a contract with an entity that uses any equipment,
 system, or service that uses covered telecommunications equipment or services as a substantial or
 essential component of any system, or as critical technology as part of any system. This prohibition
 applies to the use of covered telecommunications equipment or services, regardless of whether that
 use is in performance of work under a Federal contract. Nothing in the prohibition shall be construed
 to--


(i) Prohibit the head of an executive agency from procuring with an entity to provide a service
 that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection
 arrangements; or


(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot
 permit visibility into any user data or packets that such equipment transmits or otherwise handles.
(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award


 Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for
 "covered telecommunications equipment or services."
(d) Representations. The Offeror represents that--


(1) It [ ] will, [ ] will not provide covered telecommunications equipment or services to the
 Government in the performance of any contract, subcontract or other contractual instrument resulting
 from this solicitation. The Offeror shall provide the additional disclosure information required at
 paragraph (e)(1) of this section if the Offeror responds "will" in paragraph (d)(1) of this section;
 and


(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror
 represents that--
    It [ ] does, [ ] does not use covered telecommunications equipment or services, or use any
 equipment, system, or service that uses covered telecommunications equipment or services. The Offeror
 shall provide the additional disclosure information required at paragraph (e)(2) of this section if
 the Offeror responds "does" in paragraph (d)(2) of this section.
(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the


 Offeror has responded "will" in the representation in paragraph (d)(1) of this provision, the Offeror
 shall provide the following information as part of the offer:


(i) For covered equipment--
(A) The entity that produced the covered telecommunications equipment (include entity name,


 unique entity identifier, CAGE code, and whether the entity was the original equipment manufacturer
 (OEM) or a distributor, if known);


(B) A description of all covered telecommunications equipment offered (include brand; model
 number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as
 applicable); and
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(C) Explanation of the proposed use of covered telecommunications equipment and any factors
 relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) of
 this provision.


(ii) For covered services--
(A) If the service is related to item maintenance: A description of all covered


 telecommunications services offered (include on the item being maintained: Brand; model number, such
 as OEM number, manufacturer part number, or wholesaler number; and item description, as applicable);
 or


(B) If not associated with maintenance, the Product Service Code (PSC) of the service being
 provided; and explanation of the proposed use of covered telecommunications services and any factors
 relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) of
 this provision.


(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror
 has responded "does" in the representation in paragraph (d)(2) of this provision, the Offeror shall
 provide the following information as part of the offer:


(i) For covered equipment--
(A) The entity that produced the covered telecommunications equipment (include entity name,


 unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if known);
(B) A description of all covered telecommunications equipment offered (include brand; model


 number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as
 applicable); and


(C) Explanation of the proposed use of covered telecommunications equipment and any factors
 relevant to determining if such use would be permissible under the prohibition in paragraph (b)(2) of
 this provision.


(ii) For covered services--
(A) If the service is related to item maintenance: A description of all covered


 telecommunications services offered (include on the item being maintained: Brand; model number, such
 as OEM number, manufacturer part number, or wholesaler number; and item description, as applicable);
 or


(B) If not associated with maintenance, the PSC of the service being provided; and explanation
 of the proposed use of covered telecommunications services and any factors relevant to determining if
 such use would be permissible under the prohibition in paragraph (b)(2) of this provision.


(End Of Provision)


52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR
EQUIPMENT (AUG 2020)


(Reference 52.204-25)


52.204-26 COVERED TELECOMMUNICATIONS EQUIPMENT OR SERVICES--REPRESENTATION (OCT 2020)
(a) Definitions. As used in this provision, "covered telecommunications equipment or services" and


 "reasonable inquiry`` have the meaning provided in the clause 52.204-25, Prohibition on Contracting
 for Certain Telecommunications and Video Surveillance Services or Equipment.


(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award
 Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for
 "covered telecommunications equipment or services".


(c) Representations. (1) The Offeror represents that it [ ] does, [ ] does not provide covered
 telecommunications equipment or services as a part of its offered products or services to the
 Government in the performance of any contract, subcontract, or other contractual instrument.


(2) After conducting a reasonable inquiry for purposes of this representation, the offeror
 represents that it [ ] does, [ ] does not use covered telecommunications equipment or services, or
 any equipment, system, or service that uses covered telecommunications equipment or services.


(End Of Provision)


52.212-1 INSTRUCTIONS TO OFFERORS--COMMERCIAL ITEMS (JUN 2020)
(Reference 52.212-1)


52.217-5  EVALUATION OF OPTIONS (JUL 1990)
(Reference 52.217-5)


52.217-9  OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)


(a) The Government may extend the term of this contract by written  notice to the Contractor within
 15 days provided that the Government  gives the Contractor a preliminary written notice of its intent
 to  extend at least 30 days days before the contract expires. The  preliminary notice does not commit
 the Government to an extension.  
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(b) If the Government exercises this option, the extended contract  shall be considered to include
 this option clause.  
(c) The total duration of this contract, including the exercise  of any options under this clause,


 shall not exceed 60 months.    


(End of Clause)  


52.252-1  SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 1998)


  This solicitation incorporates one or more solicitation  provisions by reference, with the same
 force and effect as if  they were given in full text. Upon request, the Contracting  Officer will
 make their full text available. The offeror is  cautioned that the listed provisions may include
 blocks that  must be completed by the offeror and submitted with its  quotation or offer. In lieu of
 submitting the full text of  those provisions, the offeror may identify the provision by  paragraph
 identifier and provide the appropriate information  with its quotation or offer. Also, the full text
 of a  solicitation provision may be accessed electronically at  this/these address(es):   
  https://www.acquisition.gov/browse/index/far
https://www2.ed.gov/policy/fund/reg/clibrary/edar.html  


(End of Provision) 


52.252-2  CLAUSES INCORPORATED BY REFERENCE (FEB 1998)


  This contract incorporates one or more clauses by reference,  with the same force and effect as
 if they were given in full  text. Upon request, the Contracting Officer will make their  full text
 available. Also, the full text of a clause may be  accessed electronically at this/these address(es):


  https://www.acquisition.gov/browse/index/far


https://www2.ed.gov/policy/fund/reg/clibrary/edar.html   


(End of Clause)  


52.252-5 AUTHORIZED DEVIATIONS IN PROVISIONS (NOV 2020)
(a) The use in this solicitation of any Federal Acquisition  Regulation (48 CFR Chapter 1) provision


 with an authorized  deviation is indicated by the addition of "(DEVIATION)" after  the date of the
 provision. 
(b) The use in this solicitation of any Department of Education Acquisition Regulation (48 CFR


 Chapter 34 provision with an authorized deviation  is indicated by the addition of "(DEVIATION)"
 after the name  of the regulation.  


(End Of Clause)


52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (NOV 2020)
(a) The use in this solicitation or contract of any Federal  Acquisition Regulation (48 CFR Chapter


1) clause with an  authorized deviation is indicated by the addition of  "(DEVIATION)" after the date
of the clause.
(b) The use in this solicitation or contract of any Department of Education Acquisition Regulation


 (48 CFR Chapter 34 clause with an authorized deviation is indicated by the addition of "(DEVIATION)"
 after the name of the regulation.  


(End Of Clause)


3452.201-70  CONTRACTING OFFICER`s REPRESENTATIVE (COR) (MAY 2011)
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(a) The Contracting Officer`s Representative (COR) is responsible for the  technical aspects of the
 project, technical liaison with the contractor, and any  other responsibilities that are specified in
 the contract.  These  responsibilities include inspecting all deliverables, including reports, and 
 recommending acceptance or rejection to the contracting officer. 
(b) The COR is not authorized to make any commitments or otherwise obligate  the Government or


 authorize any changes that affect the contract price, terms,  or conditions.  Any contractor requests
 for changes shall be submitted in writing  directly to the contracting officer or through the COR. 
 No such changes shall  be made without the written authorization of the contracting officer. 
(c) The COR`s name and contact information:  [Will be filled in at award]
(d) The COR may be changed by the Government at any time, but notification of  the change,


 including the name and address of the successor COR, will be provided  to the contractor by the
 contracting officer in writing. 


(End of Clause) 


3452.202-1  DEFINITIONS--DEPARTMENT OF EDUCATION (MAY 2011)
(Reference 3452.202-1)


3452.204-71 DEVIATION (JUN 2021) Notice to Offerors of Department Contractor Security Vetting
Requirements (DEVIATION) (JUN 2021)
(a) The successful offeror shall comply with Department of Education personnel, cyber, privacy,
security policy requirements as set forth in Contractor Security Vetting Requirements at http://


www.ed.gov/fund/contract/about/bsp.html.  
(b) Contractor employees who will have access to proprietary or sensitive ED information including
Controlled Unclassified Information as defined in 32 CFR Part 2002.4(h), ED IT systems, contractor
systems operated with ED data or interfacing with ED systems, ED facilities or space, and/or perform
duties in a school or in a location where children are present, must undergo a personnel security
screening and a receive favorable determination and are subject to reinvestigation as described
in the Contractor Vetting Security Requirements. Compliance with the Contractor Vetting Security
Requirements, as amended, is required.


(c) The type of security investigation required to commence work on an ED contract is dictated
by the position designation determination assigned by ED. All ED contractor positions are
designated commensurate with their position risk/sensitivity, in accordance with Title 5 Code of
Federal Regulations (5 CFR 731.106) and OPMs Position Designation Tool (PDT) located at: https://


pdt.nbis.mil/.  The position designation determines the risk level and the corresponding level of
 background investigations required. 
(d) The contractor shall comply with all contractor position designations established by ED.


(e) The following are the contractor employee positions required under this contract and their
designated risk levels:


High Risk (HR):


Moderate Risk (MR):   


Low Risk (LR):


(f) For performance-based contracts where ED has not identified required labor categories for
contractor positions, ED considers the risk sensitivity of the services to be performed and the
access to ED facilities and systems that will be required during performance, to determine the
uniform contractor position risk level designation for all contractor employees who will be providing
services under the contract. The uniform contractor position risk level designation applicable to
this performance-based contract is:


  [Moderate    ]


(g) Only U.S. citizens will be eligible for employment on contracts requiring a Moderate Risk/Public
Trust, High Risk/Public Trust, or a National Security designation.


(h) Permanent resident aliens may be eligible for employment on contracts requiring Low Risk/ Public
Trust access.


(i) An approved waiver, in accordance with Contractor Vetting Security Requirements is required for
any exception to the requirements of paragraphs (g) and (h) above.
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(j) The Contractor shall-


(1) Comply with the Principal Office (PO) processing requirements for personnel security screening,
(2) Ensure that no contractor employee is placed in a higher risk position than for which he or she is
approved,


(3) Ensure contractor employees submit required security forms for reinvestigation in accordance with
the timeframes set forth in the Contractor Vetting Security Requirements,


(4) Report to the COR any information (i.e., personal conduct, criminal conduct, financial
difficulties, etc.) that would raise a concern about the suitability of a contractor or whether a
contractor employees continued employment would promote the efficiency of the service or violate the
public trust,


(5) Protect sensitive and Privacy Act-protected, including Controlled Unclassified Information
as defined in 32 CFR Part 2002.4(h), from unauthorized access, use or misuse by its contractor
employees, prevent unauthorized access by others, and report any instances of unauthorized access,
use or misuse to the COR,


(6) Report to the COR within two business days any removal of a contractor employee from a contract;
or within one business day if removed for cause,


(7) Upon the occurrence of any of the events listed under paragraph (b) of FAR Clause 52.204-9,
Personal Identity Verification of Contractor Personnel, return  a PIV ID to the COR within seven
business days of the contractor employees departure; and


(8) Report to the COR any change to job activities that could result in a change in the contractor
employees position or the need for increased security access.


(k) Failure to comply with any of the personnel security requirements, set forth in Contractor
Security Vetting Requirements at http://www.ed.gov/fund/contract/about/bsp.html, may result in a
termination of the contract for default or cause.


(End of provision)


3452.204-72 DEVIATION (JUN 2021) Contractor Security Vetting Requirements. (DEVIATION) (JUN 2021)
(a) The contractor and its subcontractors shall comply with Department of Education personnel, cyber,
privacy, security policy requirements as set forth in Contractor Security Vetting Requirements at
http://www.ed.gov/fund/contract/about/bsp.html.


(b) Contractor employees who will have access to proprietary or sensitive ED information including
Controlled Unclassified Information as defined in 32 CFR Part 2002.4(h), ED IT systems, contractor
systems operated with ED data or interfacing with ED systems, ED facilities or space, and/or perform
duties in a school or in a location where children are present, must undergo a personnel security
screening and a receive favorable determination and are subject to reinvestigation as described
in the Contractor Vetting Security Requirements. Compliance with the Contractor Vetting Security
Requirements, as amended, is required.


(c) The type of security investigation required to commence work on an ED contract is dictated
by the position designation determination assigned by ED. All ED contractor positions are
designated commensurate with their position risk/sensitivity, in accordance with Title 5 Code of
Federal Regulations (5 CFR 731.106) and OPMs Position Designation Tool (PDT) located at: https://


pdt.nbis.mil/.  The position designation determines the risk level and the corresponding level of
 background investigations required. 
(d) The contractor shall comply with all contractor position designations established by ED.


(e) The following are the contractor employee positions required under this contract and their
designated risk levels:


High Risk (HR): 


Moderate Risk (MR): 


Low Risk (LR):


(f) For performance-based contracts where ED has not identified required labor categories for
contractor positions, ED considers the risk sensitivity of the services to be performed and the
access to ED facilities and systems that will be required during performance, to determine the
uniform contractor position risk level designation for all contractor employees who will be providing
services under the contract. The uniform contractor position risk level designation applicable to
this performance-based contract is:
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[Moderate ] 


(g) Only U.S. citizens will be eligible for employment on contracts requiring a Moderate Risk/Public
Trust, High Risk/Public Trust, or a National Security designation.


(h) Permanent resident aliens may be eligible for employment on contracts requiring Low Risk/ Public
Trust access.


(i) An approved waiver, in accordance with Contractor Vetting Security Requirements is required for
any exception to the requirements of paragraphs (g) and (h) above.


(j) The Contractor shall-


(1) Comply with the Principal Office (PO) processing requirements for personnel security screening,
(2) Ensure that no contractor employee is placed in a higher risk position than for which he or she is
approved,


(3) Ensure contractor employees submit required security forms for reinvestigation in accordance with
the timeframes set forth in the Contractor Vetting Security Requirements,


(4) Report to the COR any information (i.e., personal conduct, criminal conduct, financial
difficulties, etc.) that would raise a concern about the suitability of a contractor or whether a
contractor employees continued employment would promote the efficiency of the service or violate the
public trust,


(5) Protect sensitive and Privacy Act-protected, including Controlled Unclassified Information
as defined in 32 CFR Part 2002.4(h), from unauthorized access, use or misuse by its contractor
employees, prevent unauthorized access by others, and report any instances of unauthorized access,
use or misuse to the COR,


(6) Report to the COR within two business days any removal of a contractor employee from a contract;
or within one business day if removed for cause,


(7) Upon the occurrence of any of the events listed under paragraph (b) of FAR Clause 52.204-9,
Personal Identity Verification of Contractor Personnel, return  a PIV ID to the COR within seven
business days of the contractor employees departure; and


(8) Report to the COR any change to job activities that could result in a change in the contractor
employees position or the need for increased security access.


(k) Failure to comply with any of the personnel security requirements, set forth in Contractor
Security Vetting Requirements at http://www.ed.gov/fund/contract/about/bsp.html, may result in a
termination of the contract for default or cause.


(End of Clause)


3452.208-71  PRINTING (MAY 2011)
(Reference 3452.208-71)


3452.208-72  PAPERWORK REDUCTION ACT (MAY 2011)
(Reference 3452.208-72)


3452.209-70  CONFLICT OF INTEREST CERTIFICATION (MAY 2011)


  (a) 
(1) The contractor, subcontractor, employee, or consultant, by signing  the form in this


 clause, certifies that, to the best of its knowledge and  belief, there are no relevant facts or
 circumstances that could give rise to  an organizational or personal conflict of interest, (see FAR
 Subpart 9.5 for  organizational conflicts of interest) (or apparent conflict of interest), for  the
 organization or any of its staff, and that the contractor, subcontractor,  employee, or consultant
 has disclosed all such relevant information if such  a conflict of interest appears to exist to
 a reasonable person with knowledge  of the relevant facts (or if such a person would question the
 impartiality of  the contractor, subcontractor, employee, or consultant).  Conflicts may arise  in
 the following situations: 


(i) Unequal access to information.  A potential contractor,  subcontractor, employee, or
 consultant has access to non-public information  through its performance on a government contract. 


(ii) Biased ground rules.  A potential contractor, subcontractor,  employee, or consultant has
 worked, in one government contract, or program,  on the basic structure or ground rules of another
 government contract.  
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(iii) Impaired objectivity.  A potential contractor, subcontractor,  employee, or consultant,
 or member of their immediate family (spouse, parent,  or child) has financial or other interests
 that would impair, or give the  appearance of impairing, impartial judgment in the evaluation of
 government  programs, in offering advice or recommendations to the government, or in  providing
 technical assistance or other services to recipients of Federal  funds as part of its contractual
 responsibility.  "Impaired objectivity"  includes but is not limited to the following situations
 that would cause a  reasonable person with knowledge of the relevant facts to question a person`s 
 objectivity: 


(A) Financial interests or reasonably foreseeable financial interests  in or in connection
 with products, property, or services that may be purchased  by an educational agency, a person,
 organization, or institution in the course  of implementing any program administered by the
 Department;  


(B) Significant connections to teaching methodologies or approaches  that might require or
 encourage the use of specific products, property, or  services; or  


(C) Significant identification with pedagogical or philosophical  viewpoints that might
 require or encourage the use of a specific curriculum,  specific products, property, or services. 


(2) Offerors must provide the disclosure described above on any actual  or potential conflict
 of interest (or apparent conflict of interest)  regardless of their opinion that such a conflict or
 potential conflict (or  apparent conflict of interest) would not impair their objectivity.   


(3) In a case in which an actual or potential conflict (or apparent  conflict of interest)
 is disclosed, the Department will take appropriate  actions to eliminate or address the actual or
 potential conflict, including  but not limited to mitigating or neutralizing the conflict, when
 appropriate,  through such means as ensuring a balance of views, disclosure with the  appropriate
 disclaimers, or by restricting or modifying the work to be  performed to avoid or reduce the
 conflict.  In this clause, the term  "potential conflict" means reasonably foreseeable conflict of
 interest. 
(b) The contractor, subcontractor, employee, or consultant agrees that if  "impaired objectivity",


 or an actual or potential conflict of interest (or  apparent conflict of interest) is discovered
 after the award is made, it will  make a full disclosure in writing to the contracting officer. 
 This disclosure  shall include a description of actions that the contractor has taken or  proposes
 to take to avoid, mitigate, or neutralize the actual or potential  conflict (or apparent conflict of
 interest).   
(c) Remedies.  The Government may terminate this contract for convenience,  in whole or in part,


 if it deems such termination necessary to avoid the  appearance of a conflict of interest.  If the
 contractor was aware of a  potential conflict of interest prior to award or discovered an actual
 or  potential conflict after award and did not disclose or misrepresented  relevant information
 to the contracting officer, the Government may terminate  the contract for default, or pursue such
 other remedies as may be permitted  by law or this contract.  These remedies include imprisonment
 for up to five  years for violation of 18 U.S.C. 1001 and fines of up to $5000 for violation 
 of 31 U.S.C. 3802.  Further remedies include suspension or debarment from  contracting with the
 Federal government.  The contractor may also be required  to reimburse the Department for costs
 the Department incurs arising from  activities related to conflicts of interest.  An example of
 such costs would  be those incurred in processing Freedom of Information Act requests related to  a
 conflict of interest.  
(d) In cases where remedies short of termination have been applied, the  contractor, subcontractor,


 employee, or consultant agrees to eliminate the  organizational conflict of interest, or mitigate it
 to the satisfaction of the  contracting officer.   
(e) The contractor further agrees to insert in any subcontract or  consultant agreement hereunder,


 provisions that conform substantially to the  language of this clause, including specific mention of
 potential remedies and  this paragraph (e). 
(f) Conflict of Interest Certification.
The offeror, ____________________, hereby certifies that, to the best  of its knowledge and


 belief, there are no present or currently planned interests  (financial, contractual, organizational,
 or otherwise) relating to the work  to be performed under the contract or task order resulting from
 Request for  Proposal No. __________ that would create any actual or potential conflict  of interest
 (or apparent conflicts of interest) (including conflicts of interest  for immediate family members:
  spouses, parents, children) that would impinge  on its ability to render impartial, technically
 sound, and objective assistance  or advice or result in it being given an unfair competitive
 advantage.  In this  clause, the term "potential conflict" means reasonably foreseeable conflict of 
 interest.  The offeror further certifies that it has and will continue to  exercise due diligence in
 identifying and removing or mitigating, to the  Government`s satisfaction, such conflict of interest
 (or apparent conflict  of interest). 
    Offeror`s Name __________________________________ 
    RFP/Contract No. ________________________________ 
    Signature _______________________________________ 
    Title ___________________________________________ 
    Date ____________________________________________ 
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(End of Clause) 


3452.209-71  CONFLICT OF INTEREST (MAY 2011)
(Reference 3452.209-71)


3452.224-70  RELEASE OF INFORMATION UNDER THE FREEDOM OF INFORMATION ACT (MAY 2011)
(Reference 3452.224-70)


3452.227-70  PUBLICATION AND PUBLICITY (MAY 2011)


(a) Unless otherwise specified in this contract, the contractor is encouraged  to publish and
 otherwise promote the results of its work under this contract.   A copy of each article or work
 submitted by the contractor for publication shall  be promptly sent to the contracting officer`s
 representative.  The contractor  shall also inform the representative when the article or work is
 published and  furnish a copy in the published form. 
(b) The contractor shall acknowledge the support of the Department of  Education in publicizing the


 work under this contract in any medium.  This  acknowledgement shall read substantially as follows: 
  "This project has been funded at least in part with Federal funds from the  U.S. Department of
 Education under contract number [To be inserted at award]  The  content of this publication does not
 necessarily reflect the views or policies  of the U.S. Department of Education nor does mention of
 trade names, commercial  products, or organizations imply endorsement by the U.S. Government." 


(End of Clause) 


3452.227-71  ADVERTISING OF AWARDS (MAY 2011)
(Reference 3452.227-71)


3452.227-72  USE AND NON-DISCLOSURE AGREEMENT (MAY 2011)
(Reference 3452.227-72)


3452.237-71  OBSERVANCE OF ADMINISTRATIVE CLOSURES (MAY 2011)
(Reference 3452.237-71)
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Addendum to 3452.237-71 


Addendum to 3452.237-71 Observance of Administrative Closures (MAR 2011) 
The following Federal holidays are observed under this contract: 


 New Year’s Day
 Birthday of Martin Luther King, Jr.
 Washington’s Birthday
 Memorial Day
 Juneteenth
 Independence Day
 Labor Day
 Columbus Day
 Veteran’s Day
 Thanksgiving Day
 Christmas Day







3452.239-71 DEVIATION (JUN 2021) Notice to Offerors of Department Security and Privacy Requirements
for Information Technology Procurements (DEVIATION) (JUN 2021)
(a) The successful offeror and any of its future subcontractors shall, at all times, maintain
compliance with the most current version of Department of Education requirements as set forth
in Security and Privacy Requirements for Information Technology Procurements posted at http://


www.ed.gov/fund/contract/about/bsp.html.    
(b) Performance of this contract will [X ] will not [ ] involve access to ED IT systems and/or
contractor systems operated with ED data or interfacing with ED systems. For contracts that require
access to ED IT systems and/or contractor systems operated with ED data or interfacing with ED
systems, the Information Security Categorization applicable to each security objective has been
determined to be:


Confidentiality:    [ ]Low [X ]Moderate [ ]High
Integrity: [ ]Low [X ]Moderate [ ]High
Availability: [ ]Low [X ]Moderate [ ]High
Overall Risk Level: [ ]Low [X ]Moderate [ ]High


(c) Performance of this contract  [X   ] does involve [ ] does not involve
Personally Identifiable information (PII) or Controlled Unclassified Information as defined in 32 CFR
 Part 2002.4(h). The Confidentiality Impact Level of such information has been determined to be:


[ ]Not Applicable      [ ]Low      [X ]Moderate      [ ]High. 
(d) Failure to comply with Department of Education Security and Privacy Requirements for Information
Technology Procurements may result in a termination of the contract for default or cause.


(End of Provision)


3452.239-72 DEVIATION (JUN 2021) Department Security and Privacy Requirements for Information
Technology Procurements (DEVIATION) (JUN 2021)
(a) The contractor and its subcontractors shall, at all times, maintain compliance with the most
current version of Department of Education requirements as set forth in Security and Privacy
Requirements for Information Technology Procurements posted at  http://www.ed.gov/fund/contract/


about/bsp.html.  
(b) Performance of this contract will [X ]   will not [ ] involve access to ED IT systems and/or
contractor systems operated with ED data or interfacing with ED systems. For contracts that require
access to ED IT systems and/or contractor systems operated with ED data or interfacing with ED
systems, the Information Security Categorization applicable to each security objective has been
determined to be:


Confidentiality:    [ ]Low [X ]Moderate [ ]High
Integrity: [ ]Low [X ]Moderate [ ]High
Availability: [ ]Low [X ]Moderate [ ]High
Overall Risk Level: [ ]Low [X ]Moderate [ ]High


(c) Performance of this contract [X ]does involve   [ ]does not involve
Personally Identifiable information (PII) or Controlled Unclassified Information as defined in 32 CFR
 Part 2002.4(h). The Confidentiality Impact Level of such information has been determined to be:


[  ]Not Applicable      [  ]Low      [X  ]Moderate      [  ]High. 
(d) Failure to comply with Department of Education Security and Privacy Requirements for Information
Technology Procurements may result in a termination of the contract for default or cause.


(End of Clause)


3452.242-71  NOTICE TO THE GOVERNMENT OF DELAYS (MAY 2011)
(Reference 3452.242-71)


3452.242-73  ACCESSIBILITY OF MEETINGS, CONFERENCES, AND SEMINARS TO PERSONS WITH DISABILITIES (MAY
2011)
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(Reference 3452.242-73)


3452.243-70  KEY PERSONNEL (MAY 2011)


(a) The personnel designated as key personnel in this contract are considered  to be essential
 to the work being performed hereunder.  Prior to diverting any  of the specified individuals
 to other programs, or otherwise substituting any  other personnel for specified personnel, the
 contractor shall notify the  contracting officer reasonably in advance and shall submit justification
  (including proposed substitutions) in sufficient detail to permit evaluation of  the impact on
 the contract effort.  No diversion or substitution shall be made  by the contractor without written
 consent of the contracting officer; provided,  that the contracting officer may ratify a diversion
 or substitution in writing  and that ratification shall constitute the consent of the contracting
 officer  required by this clause.  The contract shall be modified to reflect the addition  or
 deletion of key personnel. 
(b) The following personnel have been identified as Key Personnel in the  performance of this


 contract: 
Labor Category Name 


Program Manager [to be inserted at award]  
Development Lead [to be inserted at award]
Senior Architect [to be inserted at award] 
Lead Business Analyst[to be inserted at award] 
Testing Lead [to be inserted at award] - 


(End of Clause) 


306-1c INVOICE AND CONTRACT FINANCING REQUESTS SUBMISSION - IPP (MAY 2018)
(a) Payments shall be rendered in accordance with the identified payment schedule(s), and any other
incorporated payment clause(s), specified rates, and/or fixed price amounts.


(b) The Contractor shall submit invoices electronically by means of the web-based system, Invoice
Processing Platform (IPP), which can be accessed at IPP.for.fiscal.treasury.gov.   All submitted
invoices must be accompanied by supporting documentation in accordance with the contract's terms and
conditions. The supporting documentation shall be submitted in the following formats:  Adobe Acrobat
(pdf), Microsoft Word (doc), Pictures (jpeg), Microsoft Excel (excel), or Microsoft Outlook message
(msg).


(c) Invoice Number Format - The format for the invoice shall be the contract number followed by the
invoice number.  The invoice number shall have no spaces, dashes, or other special characters.
The invoice number cannot exceed 21 characters.  An example of an acceptable invoice number format
follows:


Contract Number:     91990018C0001
Contractor's Invoice No.:  15897126341


IPP Invoice No.:   91990018C000115897126 (Note that the last three digits ["341"] from the
 Contractor's invoice number were removed due to the 21 character limitation.)


(d) If the Contractor has not already established an IPP account that is active, an IPP account will
be automatically created on behalf of the Contractor. The automatically created IPP account will be
issued to the Designated Primary Administrator, which will be the individual that has been identified
in the "Accounts Receivable POC" section of the Contractor's System for Award Management (SAM)
registration located at https://www.sam.gov/portal/public/SAM/.


(e) Within ten (10) business days of the Contractor entering or updating the Accounts Receivable
POC information within the Contractor's SAM registration, the Designated Primary Administrator will
receive an email from the IPP Customer Support Team containing the Designated Primary Administrator's
IPP username. Within 24 hours of receiving the initial email, the Designated Primary Administrator
will receive a second email containing their IPP password. Once both emails have been received, the
Designated Primary Administrator must log into IPP and complete the registration process.


(f) The Contractor's Designated Primary Administrator will be authorized to further designate
other administrators under the Contractor's IPP account who may submit invoices on behalf of the
Contractor.


(g) The Contractor must ensure that the "Accounts Receivable POC" section of its SAM registration is
 accurate and up to date.
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(h) In the event that an invoice is rejected, the Contractor shall make the necessary corrections and
resubmit the invoice by means of IPP. Any questions, concerns, or issues regarding the use of IPP
should be directed to the IPP Customer Support Team, as identified at http://www.ipp.gov/.
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Instructions to Offerors 
Grants Management (G5) Modernization 


RFQ #91990021Q0031 


Addendum to FAR 52.212-1 


The clause Instructions to Offerors- Commercial Items (June 2020) incorporated by reference is 
amended as to supplement with the following terms and conditions:  


This procurement is conducted pursuant to Federal Acquisition Regulation (FAR) Subpart 8.4 
“Federal Supply Schedules.”  The Department of Education invites your company to submit a quote 
in accordance with your GSA Multiple Award Schedule 54151S Information Technology 
Professional Services. 


Submission: The Phase III quotations shall be submitted via e-buy by the submission date.  A vendor 
that fails to meet any due date will be considered late in accordance with FAR 52.212-1(f). The RFQ 
closes 12:00PM EST, 9/07/2021. See schedule below for Phase I and Phase II submission dates. 


Validity of Quotation: Vendors agree to hold their prices in the quotation for 90 calendar days from 
the date specified for receipt of quotes, unless another time period is specified in an addendum to the 
solicitation.  


1. Instructions to Offerors


The purpose of the G5 Modernization BPA is to establish a contracting vehicle that can be used to 
procure IT services to meet the Department’s G5 modernization needs. The initial task orders will be 
to establish the Education Grants Platform (EGP) and implement the modernized G5 (G5M) on the 
EGP.  


The current state of the Department’s Grant Segment Portfolio of Systems consists of various Program-
specific systems (in addition to G5) being used at various Program Offices to support their day-to-day 
grant operations. The Business Process Re-engineering (BPR) analysis concluded that by establishing 
a common platform (EGP), the Department could consolidate and reduce its Grants IT footprint. The 
initial rationalization roadmap provided a path to consolidate and retire many PO-specific grant 
systems as part of the G5 modernization. It also recommended migrating the remaining ones to the 
EGP.  


The G5 Modernization BPA is intended to realize the vision described above. The following are the 
basic services envisioned to be procured through the Grant Segment BPA: 


• Establish the Education Grants Platform (EGP)
• Implement the modernized G5
• Provide grant-related IT services for G5 Modernization


2. HAND DELIVERED OR FAX SUBMISSIONS, MODIFICATIONS, OR WITHDRAWALS OF QUOTES


Facsimile submissions, modifications, or withdrawals of quotes are not permitted and the Contracting 
Officer will disregard such quotes if any are received. Alternate quotes will not be accepted. 







3. DISPOSITION OF QUOTES


Quotes will be disposed of as follows: The Department will retain one (1) copy of each quote for the 
official contract file of record, and the remainder will be destroyed.  No destruction certificate will be 
furnished. 


4. QUESTIONS


Any questions regarding this solicitation must be submitted via email to Contracting Officer at 
David.geary@ed.gov no later than 10:00 AM EST on 07/26/2021.  The Offerors must include the 
company name and solicitation number in the subject line of the email. Questions & Answers will be 
posted no later than 7/29/2021. 


5. PHASED PROCUREMENT


This acquisition will be conducted under the auspices of the DHS Procurement Innovation Lab (PIL). The PIL is a virtual 
lab that experiments with innovative techniques for increasing efficiencies in the procurement process and 
institutionalizing best practices. There is nothing you need to do differently for this requirement. The PIL project team 
may reach out to successful and unsuccessful Offerors, after award, to assess effectiveness of the procurement process and 
the innovative techniques applied. The anonymous feedback will be used to further refine DHS procurement practices. 
Additional information on the PIL may be found here-- https://www.dhs.gov/pil. 


The following instructions are for the preparation and submission of quotes. The purpose of this 
section is to establish requirements for the format and content of quotes so that quotes contain all 
essential information and can be evaluated equitably. Offerors are instructed to read the entire 
solicitation document, including all attachments, prior to submitting questions and/or preparing your 
offer. Omission of any information from the quote submission requirements may result in rejection of 
the offer. 


(1) Offerors shall note that quote will be evaluated and a selection decision will be made.
Quotes will therefore be treated independently of any other quotes.


(2) Offerors are expected to follow the detailed quote preparation instructions fully and carefully.
The Government will rely on the information provided by the Offerors to evaluate the quotes.
It is therefore imperative that Offerors carefully follow the instructions set forth below and
submit their quotes in the format and with the content specified below, providing all
requested information.


(3) Quotes that fail to provide information in the format requested may be found unacceptable and
may be rejected without further consideration if the Contracting Officer determines that a
significant revision or addendum to the Offeror’s quote would be required to permit further
evaluation, and especially if the incompleteness of the quote or errant formatting of the quote
appears to be due from a lack of diligence or competence of the Offerors.


(4) The instructions provided have been specifically tailored to the evaluation Offeror to be applied
during quote evaluation.  They are designed to ensure the submission of information essential
to the understanding and comprehensive validation and evaluation of quotes.  Clarity and
completeness are of utmost importance to the quote.  The relevance and conciseness of the
quote is important. The Offerors are responsible for the accuracy and completeness of its quote.







The Department will award a contract resulting from this solicitation to the responsible offeror whose 
offer conforming to the solicitation will be most advantageous to the Government, price and other 
factors considered. The following factors shall be used to evaluate offers: 


Phase I: 
Factor 1 – Demonstrated Prior Experience  
Phase II: 
Factor 2 – Oral Presentation & Slide Deck - The robustness of the technical solution & Implementation 
Approach 
Factor 3 – Capability of Proposed Key Personnel  
Phase III: 
Factor 4 – Technical Submission 
Factor 5 – Past Performance 
Factor 6 – Business Submission & Price Workbook 


A notional schedule for the procurement is below: 


EVENT DATE 
Questions Due 7/26/2021 
Phase 1 Submission Deadline 8/02/2021 (4pm EST) 
Notification of Advisory Down Select, 
and Schedule for Oral Presentations, as 
applicable 8/06/2021 
Phase II Submission Deadline 8/16/2021 (4pm EST) 
Orals Presentation 8/17/2021 - 8/23/2021 
Notification of Advisory Down Select 8/26/2021 
Phase III Submission Deadline 9/07/2021(12PM EST) 
Award Notification Before 9/30/21 


The Department intends to conduct the evaluation process in three (3) Phases: 


NO PRICE INFORMATION IS TO BE INCLUDED IN PHASES I AND II  


i) Instructions Phase 1 – Demonstrated Prior Experience (Factor 1)


• The Offeror shall submit a written submission, totaling no more than five (5) pages, detailing 
their experience by addressing each of the three bullets/topics below. The Offeror must be 
certified at Capability Maturity Model Integration (CMMI) DEV level 3.


o Submit three (3) recent (within the last 5 years) examples of relevant (similar scope 
and complexity with a minimum contract dollar value of $10 million) prior experience 
references highlighting their experience in delivering and/or developing successful 
modernization solutions. One of the prior experiences must be related to federal grants 
management system implementation. Please include information on the Offeror’s role 
(prime/sub), Total Contract Value (TCV), Offeror’s portion of the TCV, and the FTE 
count. Please provide the reference contact information (name, phone number, email).







If Offeror determines that they have not performed any contracts that are relevant to 
this solicitation, they should indicate this. – Max 3 Pages  


o Provide sufficient information and examples regarding Offeror’s agile methodology
and process and how that methodology and process supported in meeting
modernization objectives of the organizations. Explain how you helped the
organization overcome functional and organizational challenges, mitigated risks, and
ultimately delivered successful solutions with measurable business outcomes (e.g.,
improved customer satisfaction, lowered operating costs, increased digital
interactions). – Max 1 Page


o Describe Offeror’s experience in implementing a modernized solution where modules
are developed on the new platform iteratively while retiring the legacy system's
corresponding modules. Both solutions will co-exist until the legacy is completely
migrated and decommissioned. What are the challenges and potential mitigation in this
implementation approach? – Max 1 Page


Phase 1 Submission from Offerors: 
• Written responses demonstrating Offeror’s prior experience


Advisory Down-select 


The Department will evaluate the Phase 1 (Factor 1) submissions and provide advisory notifications to 
vendors. For those offerors that are rated most highly and advised to proceed to Phase II of the quote 
submission process, the Contracting Officer will include the Phase II submission instructions on the 
advisory notification, including the date, time and exact location of the Quoter’s scheduled oral 
presentation. Offerors who were not among the most highly rated will be advised that they are unlikely 
to be viable competitors, along with the general basis for the Department’s advisory recommendation. 
The intent of this advice is to minimize quote development costs for those Offerors with little to no 
chance of receiving an award.  


The Department intends to provide no more than 5 Offerors with an advisory notification to proceed. 
However, the Department’s advice will be a recommendation only, and those Offerors who are advised 
not to proceed may elect to continue their participation in the procurement. 


The Government does not intend to provide debriefings after the completion of the advisory down 
select notifications. Failure to participate in Phase I of the procurement precludes further consideration 
of an Offeror. Phase 2 submissions will not be accepted from Offerors who have not submitted Phase 
1 quotes by the due date and time stated in this solicitation. For those Offerors that are rated most 
highly and advised to proceed to Phase 2 of the quote submission process, the Contracting Officer will 
include the Phase 2 submission instructions on the advisory notification, including the date, time, and 
exact location of the Offerors scheduled demo. The Department recommends Offerors begin 
preparation of Phase 2 quotes only after receipt of the Phase 1 advisory down-select notice. 


Those Quoters that received advisory notification not to proceed to Phase II, but regardless choose to 
proceed to Phase II , shall send an email to  David.Geary@ed.gov, not later than 24 hours after receipt 
of the advisory recommendation not to proceed, indicating its intent to participate in Phase II. After the 
Contracting Officer receives notice from the Quoter stating its intent to participate in Phase II despite 
the Government’s advisory notification not to proceed, the Contracting Officer will send a separate e-
mail with Phase II submission instructions within 2 business days. 



mailto:David.Geary@ed.gov,





ii) Instructions Phase 2 – Oral Presentations (Factor 2)


The Department will determine a set of demo scenarios that validate the implementation assumptions 
for G5 modernization and give a good understanding of the Offeror’s technical solution. 
Implementation assumptions for G5 modernization include: 


• The legacy G5 (G5L) and the modernized G5 (G5M) can co-exist for a considerable period (3-
4 years) until all modules are implemented on G5M and the G5L is decommissioned


• The G5M modules are rolled out incrementally without any loss of data and with minimum
throwaway code between G5M and G5L


• During the implementation, users traverse between G5L and G5M in a seamless manner while
providing the existing single sign-on features


• The G5M is modular and flexible; i.e., one module of G5M can be brought down for
maintenance without affecting other modules of the system.


Demo Instructions: 


Offerors shall present the demo with the following instructions: 


• The ED Contracting Officer will schedule one-hour oral presentation with the Offeror via video
conferencing


• The oral presentation will be 45 minutes long, followed by 15 minutes of Q&A
• The oral presentation should be structured in the following segments:


o Introduction (5 min)
 Company and its proposed teaming partners
 Qualifications of the following key personnel:


• Program Manager
• Development Lead
• Senior Architect
• Lead Business Analyst (Grants Subject Matter Expert)
• Testing Lead


o Technical Approach (10 min):
 Explain the technology stack of the solution (IaaS/PaaS/SaaS)


o Implementation Approach (10 min)
 Explain your approach for developing the solution incrementally while keeping


the data integrity with the legacy G5 and providing a seamless experience to
users


 Explain how you propose to providing users (internal & external) a seamless
experience during the implementation


 Explain your Agile/DevOps approach for incremental and rapid
implementation


o Demonstrate the scenario provided to you using your proposed approach (20 min).
Scenarios are divided into mandatory and optional scenarios. Offerors are required to
demonstrate all 3 mandatory scenarios and any 2 optional scenarios.







 Mandatory Scenario #1: Demonstrate seamless integration between legacy and
modernized platforms: 


• How will you achieve single sign-on between legacy
(Tivoli/WebSphere Portal) and modernized platforms?


• How will your authorization scheme account for changes in roles
definition between legacy and modernized platform?


• How will you achieve the data integrity and synchronization between
legacy (Oracle 12.1.0.2) and the modernized platform?


 Mandatory Scenario #2: Demonstrate the workflow feature of your solution
using a grants-specific scenario


 Mandatory Scenario #3: Demonstrate the API hub features of the modernized
platform 


 Optional Scenario #1: Demonstrate the two-factor authentication for external
users using current LDAP


 Optional Scenario #2: Demonstrate how your proposed Education Grants
Platform will support the “Platform of Platforms” feature (support multiple
low-code/no-code/Custom platforms)


 Optional Scenario #3: Demonstrate the modularity of the modernized system
 Optional Scenario #4: Demonstrate the dashboard feature of your solution


Slide Deck Instructions: 


As part of its Phase II submission, Offerors shall submit a slide deck with the following instructions: 


• The slide deck must not contain more than 20 slides
• The slide deck shall include the following:


o Executive Summary: A high-level overview of the proposed approach(es) and
solution(s), Offeror (and Teaming) contact information, and information about the
vendor that they deem necessary to showcase their overall capabilities


o Staffing Plan
o Quality Plan
o Technical Approach to show:


 Architecture diagram(s) and a corresponding narrative that articulates the
vendor’s technical solution and approach


 Approach for achieving the modularity of the proposed solution
 Approach for achieving the cybersecurity compliance


Offerors shall adhere to the format for oral presentation guidance in addition to the rules of engagement 
(described below) for oral presentations. The Offeror is in charge of the Oral Presentation and is 
encouraged to respond to all questions; however, a response to every question is not mandatory.  







Oral Presentation Logistics 


• Location: Oral presentations will be held via video conferencing. Offerors and the Department
attendees will participate remotely. The order in which Offerors are scheduled for oral
presentations will be randomly selected by the Department.


• Recording: The presentation may be recorded by the Department. If recorded, the recording
is source selection sensitive and will be handled accordingly.


• Offeror Participants: The Offeror’s presentation team is limited to five (5) employees of the
team. At least three (3) of the five (5) team members must be the Prime Contractor’s key
personnel. If a Sub-contractor is included in a Prime Contractor’s Oral Presentation, that Sub-
contractor shall not participate in another Oral Presentation for this requirement. Sub-
contractor participation in an Oral Presentation is limited to one Prime Contractor only.
Offerors shall provide the Contracting Officer with the name, employer/company, and emails
of the Offeror Participants for the oral presentation as part of its Phase II submission at least
one (1) day before the oral presentation.


• Rules of Engagement for Oral Presentations:
1. The Government does not intend to ask questions about information contained in an


Offeror’s submissions for Phase 1. The Department questions will be presented by the
Contracting Officer; any other Department attendees are not expected to engage with
Offerors directly.


2. The Offeror may not generally ask questions during the oral presentation. Any questions
asked must be directed to the Contracting Officer and should only deal with logistics and
conduct of the oral presentation.


3. Oral presentations do not constitute discussions. The Department will not ask questions
that will invite or allow the Offeror to change its offer. The Offeror shall not volunteer any
information that might be construed as changing its offer. Oral presentations are distinct
from the Department’s reserved right to conduct exchanges.


4. The Offeror is in control of its presentation and may choose not to present or respond to
any question provided by the Department.


Instructions Phase 2-Capability of Proposed Key Personnel (Factor 3) 


The Offeror shall submit resumes that describe the specific, relevant experience and availability of key 
personnel proposed for providing services for G5 Modernization. The resumes shall identify the 
proposed Key Personnel as either “existing employee of the Prime Offeror,” “existing employee of the 
Contractor Teaming Arrangement,” or “existing employee of the Prime’s Major Subcontractor.”  If 
not an existing employee of the Prime, Contractor Teaming Arrangement or Prime’s Major 
Subcontractor, the resume shall clearly state that the proposed key personnel has confirmed placement 
for the proposed position if an award is received” and a Tentative/Contingent Offer letter shall also be 
provided which documents that the proposed key personnel has accepted the proposed position if an 
award is received.  


At least three (3) key personnel must be employees of the Prime Offeror. The Offeror will be evaluated 
on the strength of the key personnel proposed both individually and collectively. The resumes shall 
clearly demonstrate the technical competency of each proposed Key Personnel to support the 
requirements of the scope and contractual obligations contained within the solicitation. The resumes 
shall meet the Offeror’s IT Schedule 70 contract requirements for education and experience for the 







specified labor category proposed. If an individual proposed as Key Personnel becomes unavailable 
during the course of the source selection process, the Offeror will notify the Contracting Officer 
immediately and provide a substitute and their résumé. 


The Offeror agrees that during the first six (6) months of performance, no Key Personnel substitutions 
will be made unless necessitated by an individual’s sudden illness, death, or termination of 
employment. In any of these events, the Offeror shall promptly notify the Contracting Officer and 
provide the information on the proposed replacement for the Department approval. No substitutions of 
Key Personnel shall be made except in accordance with this provision. 


After the initial six-month period of performance, the Offeror must obtain the Department approval of 
any substitution of Key Personnel prior to removing the approved Key Personnel from performance. 
All proposed substitutions/additions must be submitted, in writing, to the Contracting Officer at least 
30 days (60 days if security clearances are involved) in advance of the proposed substitution. 
The Contracting Officer or his/her authorized representatives will evaluate the request(s) for 
substitutions/additions of Key Personnel and the Contracting Officer will notify the Offeror, in writing, 
of approval or disapproval. Disapproval of the proposed individual(s) shall not provide grounds for 
nonperformance by the Offeror or form the basis of any claim for monies, delivery schedule extension, 
or any other equitable adjustment. 


The Required Key Personnel labor categories under this Contract are: 


o Program Manager
o Development Lead
o Senior Architect
o Lead Business Analyst (Grants Subject Matter Expert)
o Testing Lead


Individual resumes must not be greater than three (3) pages in length. 


If a Sub-contractor is included in a Prime Contractor’s Key Personnel submission, that Sub-contractor 
shall not be included in any other Offeror’s Key Personnel for this requirement. Sub-contractor 
participation in this requirement is limited to one Prime Contractor only. 


Phase 2 Submission from Offerors: 
• Participate in oral presentation
• Slide Deck
• Resumes of Key Personnel
• CTAs and Subcontractor Agreements (if applicable)


Advisory Down-select 


The Department will evaluate the Phase 2 submissions and provide advisory notifications to vendors. 
This notification will advise the Offerors of the Department’s advisory recommendation to proceed or 
not to proceed with Phase 3 submission. Offerors who are rated most highly for Phase 2 will be advised 
to proceed to Phase 3 of the quote submission process. Offerors who were not among the most highly 
rated will be advised that they are unlikely to be viable competitors, along with the general basis for 
the Department’s advisory recommendation. The intent of this advice is to minimize quote 







development costs for those Offerors with little to no chance of receiving an award. However, the 
Department’s advice will be a recommendation only, and those Offerors who are advised not to 
proceed may elect to continue their participation in the procurement. 


Phase 3 submissions will not be accepted from Offerors who have not submitted Phase 2 quotes by the 
due date and time stated in this solicitation. For those Offerors that are rated most highly and advised 
to proceed to Phase 3 of the quote submission process, the Contracting Officer will include the Phase 
3 submission instructions on the advisory notification, including the due date for the written portion 
(technical and business quotes) of the Phase 3 submission. The Department recommends Offerors to 
begin preparation of Phase 3 quotes only after receipt of the Phase 2 advisory down-select notice. 


iii) Instructions Phase 3 – Technical Submission (Factor 4) 


Each submission shall consist of two separately packaged submissions: (1) a technical submission and 
(2) a business submission. Attachments 8- Task Order 01 SOO and Attachment 9- Pricing Workbook 
will be shared during Phase 3. 


Technical Submission 


Offeror’s technical submission will consist of the following documents: 


a) Technical Approach for the BPA 


All information necessary to judge the technical soundness and management capabilities of the Offeror 
to meet the objectives of the BPA will be contained in the technical quote. The technical quote will 
NOT contain any reference to specific costs or prices, but resource information (e.g., staff hours) may 
be included so that the vendor’s understanding of the scope of the work may be evaluated by the 
Technical Evaluation Panel (TEP). Technical quote quotation shall illustrate the Offeror’s approach 
for satisfying the requirements contained in the BPA.  


b) Performance Work Statement (PWS) for the Task Order #1 


The Offeror shall prepare a detailed Performance Work Statement (PWS) in response to the SOO. The 
PWS will describe the work in terms of the required results rather than either "how" the work is to be 
accomplished or the number of hours to be provided, including the services that the Offeror proposed 
to perform to achieve the SOO. Offerors, at their discretion, can use the Acquisition Requirements 
Roadmap Tool Suite (ARRT)1 to develop the PWS and QASP.  


• Video Submission 


Offeror shall submit a short (not more than 10-mins long) video describing the key aspects of its PWS. 
The video should focus on the Performance Objectives and Performance Elements for the contract. 
The Offeror should also mention any major assumptions and constraints it specified in the PWS. 


 
1 ARRT Requirements Definition Tool is an Access-based tool used to write performance-based requirements 
following the Requirements Roadmap process. Using the tool, you can create Performance Work Statements 
(PWS) and Quality Assurance Surveillance Plans (QASP), as well as Performance Requirement Summaries (PRS). 
Download the tool at ARRT Home. Learn more about the Requirements Definition Tool and download a training 
manual at ARRT Requirements Definition. 



https://www.dau.edu/tools/Documents/SAM/resources/ARRT_Home.html

https://www.dau.edu/tools/Documents/SAM/resources/ARRT_Requirements_Definition.html





Videos must be submitted through the “unlisted” Youtube.com link. Offeror shall provide video access 
information for the Department to be able to access the “unlisted” YouTube video. Do not provide a 
shortened URL, such as youtu.be. 


Note: The Department does not intend to evaluate the quality of the video submissions. Unnecessarily 
elaborate videos beyond that which is sufficient to highlight the key aspects of the PWS are not desired 
and may be construed as an indication of the Offeror’s lack of cost consciousness. Computer-generated 
graphics, background music, elegant sets, and so forth are neither necessary nor wanted. A smartphone 
video or other low-cost video production is encouraged. 


• Quality Assurance Surveillance Plan (QASP) 


Offerors shall describe a proposed Quality Assurance Surveillance Plan (QASP) and Performance 
Measurement approach, including how proposed performance standards will be monitored, evaluated, 
and reported. The purpose of the notional QASP is to provide evaluators with an understanding of how 
measures and metrics will be applied based on the proposed technical solution.  


The Department will evaluate the rationale for the proposed performance standards and performance 
measurement methodology and assess whether the total solution will ensure that the performance 
standards are met. 


c) Agile Development Management Plan (ADMP) 


The Offeror shall define its implementation approach and describe a clear Process of 
Deployment/Development using Agile/DevOps methodology in an Agile Development Management 
Plan (ADMP). This plan shall provide details of the Offeror’s Agile methodology by defining the 
repeatable process of providing development and deployment services in small iterations lasting two 
to five weeks which results in the delivery of design, usable software, data, or product, which have 
little to no inherent defects. It should document how planning, requirement analysis (user story 
building), design, coding, testing, quality assurance, and documentation will all meet the Offeror’s 
“Definition of Done”. The Offeror’s “Definition of Done” must also include environment preparation, 
application deployment to production, and include support after the application is in production to 
ensure proper operation. The plan should also contain the following: 


• Contact information for all senior leaders and an organizational chart showing the 
Offeror’s organizational hierarchy and reporting structure, with specific designation of 
individuals as Key Personnel; 


• Management resources; 
• Technical resources and skill sets required to develop, implement, and maintain the 


proposed solution; and 
• Details on the management of the Offeror’s team that will be on-site 


Instructions Phase 3 – Past Performance (Factor 5) 


The Offeror shall have a maximum of three references (from RFQ closing that are relevant to this 
requirement to include: (1) Name of Organization, (2) Current Point of Contact, Email Address and 
Phone number, (3) Contract Number (4) Brief description of services provided and (5) contract 
value.  The past performance shall be recent and relevant. The past performance must be similar in 
size, scope and complexity to the task areas identified in the PWS. “Recent” is defined as any work 







that has been performed within the last 5 years from the date of this solicitation. “Relevant” is 
defined as work performed for a single customer that is similar in size, scope and complexity to this 
requirement. 


 
Vendors shall submit the Past Performance Questionnaire (PPQ) (Attachment 7) to three references 
for completion. The references (not the Vendor) shall return the completed questionnaire to the e-
email address shown on the questionnaire no later than the closing date of the RFQ. Vendors are 
solely responsible to ensure that the questionnaire is completed and returned by the respective 
references to the e-mail address on or before the deadline. In lieu of customer submitted evaluation 
forms, Vendors may submit assessments from the Contractor Performance Assessment Reporting 
System (CPARS). 
 


Instructions Phase 3 - Business Submission & Pricing Workbook (Factor 6) 


The business submission will contain all information related to the determination of the costs/prices 
associated with each of the project’s tasks. It will contain labor categories and loaded labor rates for 
all personnel who might be used on any orders issued against this BPA contract. 


The business submission will include the FFP pricing for the Task Order 1 PWS. Offerors shall provide 
details for the FFP pricing that demonstrate the correlation between the proposed technical solution in 
the PWS and the pricing submitted. The business submission shall include a Basis of Estimate (BOE) 
which aligns to how the pricing methodology. It shall also include a table mapping the proposed 
organizational/team structure and roles to the Offeror’s IT Schedule 70 labor categories/levels, 
demonstrating the staffing and labor mix to be provided to accomplish all objectives in the SOO 
relevant to BPA Task Order #1. 


It is anticipated that pricing and award of this acquisition will be based on adequate price competition. 
Completion of the “Attachment 9-Pricing Workbook” template is necessary for a full evaluation of a 
Quoter’s quote. A business submission and Pricing Workbook that fails to meet or comply with price quote 
instructions may be deemed nonresponsive. 


Offerors shall complete all 3 tabs of the pricing workbook. The labor rates tab shall include all 
BPA Labor Categories that the offeror requires to perform the full scope of work anticipated under 
the awarded BPA, including BPA Task Order #1.  This template shall also include and identify the 
Key Personnel listed in Phase 2 (Factor 3) and any additional proposed Key Personnel.  Price 
discounts on rates for labor categories proposed for the BPA are strongly encouraged.   


 
The Government will evaluate the discounts offered, and determine that the labor rates are fair and 
reasonable, but will not otherwise utilize the BPA Labor Rates tab for purposes of price evaluation 
and trade off analysis, which will focus on evaluation of price for BPA Task Order #1 
 


Offerors shall submit all (if any) price assumptions, conditions, or exceptions related to any of the 
terms and conditions of the BPA and the SOO. If not noted in this section of the Offeror’s quote, it 
will be assumed that the Offeror proposes no price assumptions, conditions, or exceptions for award, 
and agrees to comply with all of the terms and conditions set forth in this Request for Quote (RFQ). It 
is not the responsibility of the Department to seek out and identify price assumptions, conditions, or 
exceptions buried within the Offeror’s quote. The Department reserves the right to reject any quote 







that includes any price assumptions, conditions, or exceptions that impact or affect the Department’s 
objectives or requirements. 


Phase 3 Submission from Offerors: 


• Technical Quote 
o Technical Approach for the BPA 
o Performance Work Statement (PWS) for the Task Order #1 


 Video Submission 
 Quality Assurance Surveillance Plan (QASP) 


o Agile Development Management Plan (ADMP) 
• Business Submission 
• Attachment 7-Past Performance Questionnaires (filled in) 
• Attachment 9-Pricing Workbook (filled in) 


 
6.  TEAMING/PARTNERING 


Both Contractor Teaming Arrangements (CTA) and subcontracting are permissible under this RFQ. 
If a CTA is proposed, the GSA Schedule contract of each team member shall be provided to 
substantiate the rates offered. A copy of the CTA document shall be provided. If a subcontractor is 
proposed, all labor and materials proposed must be contained within the prime contractor’s GSA 
Schedule contract.  


Offerors participating in teaming/partnering arrangements for this procurement shall submit their 
teaming/partnering agreements with their quote. The agreements shall be signed by the parties and 
shall demonstrate the relationship between firms and identify contractual relationships and authorities 
to bind the firm and the team/partnership.  


Offerors proposing major subcontracts (subcontracts exceeding 10% of the overall prime contract 
value) shall submit signed letters of commitment from the subcontractors which define the contractual 
relationship and identify contribution to the planned arrangement in terms of the type and proportion 
of work to be performed. Copies of agreements and letters of commitment shall be submitted with the 
quote under this section and will not count towards the page limitation.  Offerors shall include a cover 
page with their agreements to include a list of the teaming/partnering parties and the following 
information for each party: company name, DUNS number, address, point of contact, email address, 
phone, and fax numbers. 


The Government will evaluate the acceptability of any subcontractor or CTA as part of its evaluation 
of price. Failure to provide complete supporting documentation may result in no further consideration 
of the offeror’s quote. 


7. QUOTE INSTRUCTIONS 


(a) Quotes must be clear, coherent, and prepared in sufficient detail for effective evaluations of 
the Offeror’s quote against the evaluation criteria. Also, quotes shall cover all aspects of this 
solicitation and include the Offeror’s approach for integration and program management 
activities. Quotes must clearly demonstrate how the Offeror intends to accomplish the project 
and must include convincing rationale and substantiation of all claims. A quote with significant 
informational deficiencies may be found technically unacceptable, and an Offeror’s extensive 







restating of an RFQ’s requirements may be considered as evidence of the Offeror’s failure to 
demonstrate a clear understanding of those requirements. 


(b) The Offeror shall describe its quote, through the use of charts, diagrams, and narrative, in 
sufficient detail for the Government to understand and evaluate the nature of the approach. In 
its evaluation and confidence assessment, the Department will consider the degree of 
substantiation of the proposed approaches in the quote volumes and in response to any 
discussions.


(c) All correspondence in conjunction with this solicitation should be directed to the Department’s 
Point of Contract (POC) identified below:
Name: David Geary
Email: David.geary@ed.gov


(d) Failure to submit any of the information required by this solicitation shall render a quote 
unacceptable. The Department may, at its discretion, negotiate any remaining issues, technical 
and price, with the apparent awardee. The government anticipates selecting the best-suited 
Offeror from initial responses, without engaging in exchanges with Offerors. Offerors are 
strongly encouraged to submit their best technical solutions and price in response to this RFP. 
The vendor shall fill-in 52.204-24, 52.204-26 and 3452.209-70 to be submitted with their 
business submission in Phase 3.


(e) The Department will not pay any pre-award or travel costs incurred by the Offeror in preparing 
a response to this solicitation.


(f) Vendor questions regarding this RFQ shall be submitted no later than 10:00AM EST, 7/26/21. 
Please include the text “RFQ Questions – G5 Modernization” in the Subject line of the e-mail.


(g) Following are the instructions for Written Submissions:
I. Electronic Files: Each written submission shall be in the form of an electronic file as 


specified below in this solicitation, with no passwords, security features, encryptions, 
macros, and so forth. Hyperlinks are allowed only internal to the electronic file, and 
only for table of contents or index purposes. Each electronic file is limited to a size of 
20 MB. Each electronic file shall be named “G5 Modernization–Volume n–
Offeror Name.pdf [or .xlsx].”


II. Page Limitations: All pages, excluding the cover letter of the Quote, title page in any 
section of any Volume, table of contents, table of figures, list of tables, and glossary of 
abbreviations & acronyms are counted within page count limitations. Quote contents 
that exceed the stated page limitations will be removed from the quote by the 
Contracting Officer, prior to turning the quote over to the Department evaluation teams, 
and will not be considered in the evaluation.


III. Page Format: Each page shall have a minimum one-inch margin all around. Pages 
shall be numbered consecutively at the bottom of each page “Page <X> of <Total>”. 
A page printed on both sides shall be counted as two pages. Formatting for double-
sided printing/copying is encouraged. All pages prepared by the Offeror shall be letter 
size (8½” × 11”) in portrait orientation or in landscape (11” x 17”) for charts and data 
presentation. Any page citing “This page intentionally left blank” will not be included 
in the page count.


IV. Text Format: Arial or Times New Roman fonts at twelve points or larger is required; 
except that 9-point font may be used in presenting tables or graphic images where the 
data would otherwise not easily fit onto the page.


V. Cover Page: The first page of each volume shall be a cover letter (letter of transmittal) 
prepared on the Offeror’s letterhead stationery. The cover letter shall identify all 
enclosures being transmitted and shall be used only to transmit the quote and shall
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include no other information. The cover page shall be in accordance with FAR 52.215-
1, paragraph (c)(2).  


VI. Submittal: The Offeror shall submit all volumes to the Department’s POC identified
above. The Offeror shall submit its volumes as e-mail attachments, with no more than
two e-mails for each volume. Each e-mail’s subject line shall include “G5
Modernization–Vol. n–Offeror Name.” In the body of the e-mail, the Offerors shall
include the following information:
• Name of Offeror.
• Email contents/list of attachments.
• Offeror Point of Contact (name, phone number and email address) for any


questions regarding submission.







Evaluation Criteria 
Grants Management (G5) Modernization 


RFQ #91990021Q0031 


Evaluation in Lieu of FAR 52.212-2 


1.BASIS FOR AWARD
The Government intends to award a single Blanket Purchase Agreement (BPA) and first Task Order
to the responsible Offeror whose quote represents the best value to the Government. Using the best-
value, tradeoff process, the Government will evaluate each quote in accordance with the evaluation
criteria.


Phase I: 
Factor 1 – Demonstrated Prior Experience  
Phase II: 
Factor 2 – Oral Presentation & Slide Deck - The robustness of the technical solution & Implementation 
Approach 
Factor 3 – Capability of Proposed Key Personnel  
Phase III: 
Factor 4 – Technical Submission 
Factor 5 – Past Performance 
Factor 6 – Business Submission & Pricing Workbook 


This is a “best value” procurement using the tradeoff process. The Department will make an award to 
the responsible Offeror(s), whose quote/oral presentation is/are most advantageous to the Department, 
price and other factors considered. Accordingly, the Department may or may not award to the lowest 
price Offeror(s). The Department reserves the right to make award to a higher priced Offeror(s) to 
achieve a superior solution in meeting the requirements of the Performance Work Statement (PWS). 


All non-price evaluation factors, when combined, are significantly more important than Factor 6 – 
Business Submission & Pricing Workbook.  As the non-price merits of competing offeror’s quotes 
approach equal, Factor 6 will become more important in the best value trade-off decision. Offerors 
are cautioned that the award may not necessarily be made to the lowest priced quote. 


After receipt of quotes, the Department will conduct an evaluation. Once the Department determines 
the Offeror that is the best‐suited (i.e., the apparent successful Offeror), the Department reserves the 
right to communicate with only that Offeror to address any remaining issues, if necessary, and finalize 
a contract with that Offeror. These issues may include technical and price. If the parties cannot 
successfully address any remaining issues, as determined pertinent at the sole discretion of the 
Department, the Department reserves the right to communicate with the next best‐suited contractor 
based on the original analysis and address any remaining issues. Alternatively, the Department may 
make award without any communications with offerors.  Offerors are strongly encouraged to submit 
their best technical solutions and price in response to this RFQ. 







2.EVALUATION FACTORS AND METHODOLOGY


The evaluation of each Factor (Factors 1 to 5) will be done holistically with a rating scale of "high 
confidence," "some confidence," and "low confidence," representing the Department’s confidence that 
the Offeror understands the requirement and will be successful in performing the work. 


Table 2.1 
RATING DESCRIPTION 
High Confidence The Department has high confidence that the Offeror understands the 


requirement, proposes a sound approach, and will be successful in 
performing the contract. 


Some Confidence The Department has some confidence that the Offeror understands the 
requirement, proposes a sound approach, and will be successful in 
performing the contract. 


Low Confidence The Department has low confidence that the Offeror understands the 
requirement, proposes a sound approach, or will be successful in 
performing the contract. 


All quotes shall be evaluated by the Department in accordance with the factors and criteria established 
above. The evaluation factors will measure the Department’s confidence that the offeror understands 
the requirement, proposes a sound approach, and will be successful in performing the contract. The 
technical evaluation factors are all critical and are listed in descending order of importance. 


EVAL 
FACTOR VOLUME TAB 


ELECTRONIC 
COPY MAXIMUM 


Phase 1 
1 I Demonstrated Prior Experience 1 5 Pages 


Phase 2 


2 II 


Oral Presentation & Slide Deck - The 
robustness of the technical solution & 
Implementation Approach 1 


60 Minutes for 
orals, 20 slides for 
the slide deck 


3 III Capability of Proposed Key Personnel 1 15 Pages 
Phase 3 


4 IV a) Technical Approach for the BPA 1 15 Pages 
b) Performance Work Statement


(PWS) for the Task Order 1
• Video Submission
• Quality Assurance


Surveillance Plan (QASP) 1 No Limit 
c) Agile Development Management
Plan (ADMP) 1 30 Pages 


5 V Past Performance Questionnaires (3) 1 9 Pages 
6 VI Business Submission & Pricing 1 No Limit 







2.1 Phase I: Factor 1 – Demonstrated Prior Experience  
Relevant experience will be evaluated and will be assigned a rating in accordance with Table 
2.1. The evaluation is based on recent and relevant experience examples. Prior experience 
will be evaluated to assess the expectation of successful outcomes based on the similarity and 
extent to which the offeror has performed agile software development similar to what is 
required under this solicitation. The government will evaluate offerors prior experience to 
determine that offerors demonstrate a comprehensive understanding and successful execution 
of agile processes, modern technology, and user experience design. To include: 
 
• Offeror’s Federal Grants expertise implementing complex technical solutions of comparable 


or greater size. 
• Offeror is at least CMMI level 3 certified for development. 
• Offeror’s ability in meeting the implementation objectives. 
• Offeror’s experience in implementing a modernized solution in incremental manner. 


 
2.2 Phase II: Factor 2 – Oral Presentation & Slide Deck - The robustness of the technical solution 
& Implementation Approach 


The offeror’s oral presentation shall provide the Government an understanding of the offeror’s 
proposed modernization target solution and will be evaluated and assigned a rating in accordance 
with Table 2.1.  The oral presentation shall be evaluated based on the Offeror’s ability to address 
the technical solution, plans and resources necessary to satisfy all objectives, and overall 
robustness & implementation approach. 


 
2.3 Phase II: Factor 3 – Capability of Proposed Key Personnel  
The Government will assess the extent to which the offeror identifies and commits Key Personnel with 
appropriate experience and qualifications and will be assigned a rating in accordance with Table 2.1.  


Critical evaluation elements shall be assessed as follows: 


• Demonstration of educational qualifications of proposed Key Personnel; 
• Demonstration of relevant experience for a large-scale IT modernization initiative; 
• Demonstration of federal grants expertise, if any; 
• Demonstration of recognition as respected leaders in their field. 


 
 
2.4 Phase III: Factor 4 – Technical Submission 


The Technical Submission will be evaluated for feasibility and demonstration of the understanding 
of requirements and will be assigned a rating in accordance with Table 2.1. The BPA Technical 
approach will be evaluated based on the Quoter’s approach to meet Task Order #1 SOO objectives 
for the initial work within the first 12 months after award, including how the minimum 
deliverables, as well as any other proposed deliverables, will be of quality and well aligned to 
support successful delivery as well as the ADMP approach. 


 
 
 







2.5 Phase III: Factor 5 – Past Performance 
The Government’s intent is to evaluate each Vendor’s past performance, including quality, 
schedule, management, and regulatory compliance to determine whether the Vendor consistently 
delivered quality services in a timely manner in the past. The Government will evaluate relevant 
and recent past performance (as defined in the submission instructions). The information presented 
in the quotation, together with information from any other sources available to the Government 
may provide input for the evaluation. The Government will give the Vendor an opportunity to 
address past performance information to which the Vendor has not previously had an opportunity 
to comment. Lack of relevant past performance will be treated neither favorably nor unfavorably. 


2.6 Phase III: Factor 6 – Business Submission & Price Workbook 
The Government will establish a “total evaluated” price based on a completed “Attachment 9-
Pricing Workbook” Template. The BPA Labor Rates will not be included in the “total evaluated
price” or overall trade-off assessment, but discounts and rates will be evaluated to ensure labor
categories and rates are fair and reasonable and do not exceed the quoter's GSA schedule rate.
These same functional category hourly labor rates will be used for the pricing of all other BPA
orders.


The government expects to receive price competition through several offers. The “total evaluated
price” proposed for BPA Task Order #1 will be evaluated for price reasonableness through
comparison with other proposed prices and may include other price analysis techniques. In its
evaluation, the Government will consider the level of effort and the mix of labor proposed to
perform BPA Task Order #1. The Government will evaluate the alignment of the proposed
pricing for BPA Task Order #1 to the offeror’s proposed technical and management approach in
accordance with FAR 8.4. Price that does not align to the offeror’s proposed technical and
management approach may indicate an inability to understand the requirements and therefore
may be considered a high-risk approach to contract performance. The price quote will not be
given a rating like factors 1-5.





		ED_G5_RFQ 91990021Q0031_Final.pdf

		Overview and Table of Contents

		Transfer of Source Code, Software Licenses, and Accounts at Close of Contract

		3.   Place of Performance

		4. Government Furnished Property (GPF)

		5. Order Type

		6. Attachment 9 –Pricing Workbook Template



		RFQ# 91990021Q0031 1449 Only












VETS 2 GWAC 
QTA0016AWA0001 


1 


SECTION A 
SOLICITATION/CONTRACT FORM 


 
 
 
 
 
 
 
 
 
 


THE OFFICIAL SF33 IS ATTACHED. THE SF33 MUST BE COMPLETED AS DESCRIBED IN L.5.1.1. 
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SECTION B 
 SUPPLIES OR SERVICES AND PRICES/COSTS 


  
B.1    GENERAL 
 
The Veterans Technology Services (VETS) 2 Governmentwide Acquisition Contract (GWAC) is a Multiple 
Award, Indefinite-Delivery, Indefinite-Quantity (IDIQ) contract to provide customized Information 
Technology (IT) services and IT services-based solutions. The principal nature of any resulting task order 
procurement must be for IT services; however ancillary support may be included when it is integral to and 
necessary for the IT services-based effort.  
  
The Contractor shall provide all management, supervision, labor, facilities and materials necessary to 
perform on a task order basis. 
  
Hereafter, the VETS 2 GWAC (or “VETS 2”) will be also referred to as the “Master Contract” while task 
orders issued under the Master Contract will be referred to as “task order(s)” or “order(s).” 
  
B.2    AUTHORITY 
  
The Administrator of the U.S. General Services Administration (GSA) is specifically authorized to 
purchase supplies and nonpersonal services on behalf of other agencies under the Federal Property and 
Administrative Services Act (40 U.S.C. 501). 
  
The Office of Management and Budget (OMB) has designated the U.S. General Services Administration 
(GSA) as an Executive Agent for Governmentwide IT acquisitions pursuant to Section 5112(e) of the 
Clinger-Cohen Act, 40 U.S.C. 11302(e). 
  
The scope of this designation includes the award and administration of the Master Contract and 
delegation of authority for the award and administration of the task orders as set forth in Section G.2. 
Through this GWAC, Federal government agencies can award task orders to acquire IT and IT services-
based solutions.  
  
B.3    ECONOMY ACT 
  
The Economy Act does not apply to GWACs.  GWACs are multiple award task order or delivery order 
contracts used by other agencies to procure IT products and services outside of the Economy Act. (Refer 
to FAR 2.101 and FAR Subpart 17.502-2(b)). The specific statutory authority 40 U.S.C. 11302(e) 
designates the head of one or more executive agencies, such as the US General Services Administration, 
as Executive Agent for Government-wide acquisitions of IT. 
  
B.4    MAXIMUM CONTRACT CEILING AND MINIMUM CONTRACT GUARANTEE 
  


(a) Maximum. The maximum contract ceiling value of all contracts resulting from this multiple award 
procurement is established at $5 Billion dollars. 
 


(b) Minimum. The minimum guaranteed award amount is $2,500 dollars in aggregate task order 
value per contract for the full term of the Master Contract. The exercise of the option period does 
not re-establish the minimum guaranteed award amount. 



http://www.law.cornell.edu/uscode/text/40/11302#e
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(c) The Government has no obligation to issue task orders to the Contractor beyond the minimum 
guaranteed award amount specified in paragraph (b) of this clause. 
 


(d) The minimum guaranteed award amount is fully satisfied through a single or combination of 
awarded task orders reaching the amount identified in paragraph (b) of this clause. 
 


(e) Should the contract expire or be unilaterally terminated for convenience by the Government 
without the contractor receiving the minimum guaranteed award amount, the contractor may 
present a claim to the contracting officer for an amount not to exceed the minimum guaranteed 
award amount. The minimum guaranteed award amount is not applicable if the contract is 
terminated for default or is bilaterally cancelled by the parties. The contractor has one year after 
contract termination or expiration to submit their claim to the contracting officer or waives 
entitlement. 


 
B.5    PERFORMANCE BASED PREFERENCE 
  
Pursuant to FAR 37.102(a)(2), the Ordering Contracting Officer (OCO) should use performance-based 
acquisition methods to the maximum extent practicable using the following order of precedence: 
  
         (1)  A Firm-Fixed Price Performance-Based Task Order; 
         (2)  A Performance-Based Task Order that is not Firm-Fixed Price; 
         (3)  A Task Order that is not Performance-Based. 
  
B.6    GWAC CONTRACT ACCESS FEE (CAF) 
  
GSA’s operating costs are reimbursed through a Contract Access Fee (CAF) charged on orders placed 
against the Master Contract. The CAF is paid by the ordering agency, but remitted to GSA by the 
Contractor. GSA maintains the unilateral right to establish and change the CAF rate. GSA will provide 
reasonable notice prior to the effective date of any change to the CAF payment process. Changes to the 
CAF only apply to orders awarded after the change is announced. 
 
The CAF rate, which is currently 0.75%, is applied to the total amount paid on each invoice. 
 
Based on the established CAF rate, the Contractor shall include the CAF in each proposal. The 
Contractor shall include the CAF as a separate cost element on all proposals to the government, 
regardless of contract type. The CAF shall never be treated as a negotiable element between the 
Contractor and the ordering agency. 
 
If a customer organization has negotiated a CAF rate based on a special written agreement and/or 
Memorandum of Agreement by the GWAC Program that is other than the established CAF rate, GSA will 
provide advance notification.  
 
The Contractor remits the CAF to GSA in accordance with Section G.14.  
 
B.7    TASK ORDER CONTRACT TYPES 
  
Task order contract types permitted include FAR 16.2 Fixed-price Contracts; FAR 16.3 Cost-
Reimbursement Contracts; FAR 16.4 Incentive Contracts; FAR 16.601 Time-and-Materials; and FAR 
16.602 Labor-Hour Contracts. Task orders may also incorporate FAR 17.1 Multi-year Contracting and 
FAR 17.2 Options.  VETS 2 supports both commercial and non-commercial requirements.  
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These contract types can be used individually or in combination within a single task order comprising 
multiple Contract Line Items (CLINS).  
 
B.7.1    ORDER TYPE PREFERENCE 
  
The OCO should determine the task order type using the following order of precedence: 
  
(1) Fixed-Price (all types) 
(2) Cost-Reimbursement (all types) 
(3) Time-and-Materials or Labor-Hour 
 
B.8  TASK ORDER COST OR PRICING (ALL ORDER TYPES) 
  
The OCO will address cost or pricing with the Contractor, and make the determination of cost or price 
reasonableness based on the task order contract type.   
  
The OCO should identify the applicable contract type for all CLINs in each VETS 2 task order.  
 
The OCO may reference VETS 2 Labor Categories within any order type, however, the contract 
maximum rates only apply to Time-and-Material and Labor-Hour task orders. 
  
When adequate price competition exists (see FAR 15.403-1(b)(1)), generally no additional information is 
necessary to determine the reasonableness of cost or price.  If adequate price competition does not exist 
and no other exceptions apply (see FAR 15.403-1(b)), the OCO must request a Certificate of Current 
Cost and Pricing Data in accordance with FAR 15.403-4. 
  
If a Contractor does not have an approved purchasing system, the Contractor shall request and receive 
OCO consent to subcontract in accordance with FAR 44.201-1(b) Consent to Subcontracts, and FAR 
52.244-2, Subcontracts. 
  
B.8.1      Fixed Price 
  
The OCO must determine fair and reasonable pricing for all Fixed-Price task orders in accordance with 
FAR 15.4, Contract Pricing, and FAR 16.2, Fixed-Price Contracts. 
  
B.8.2      Cost Reimbursement 
  
Prior to responding to any Cost Reimbursement Task Order Request, unless specified otherwise by the 
OCO, Contractors are required to have a Cost Accounting System that has been determined adequate, 
by DCAA or another Cognizant Federal Agency, for determining costs applicable to a contract or order in 
accordance with 16.301-3(a)(3). Contractors are required to have an adequate cost accounting system 
prior to performing any cost reimbursement task order.  
 
The OCO is responsible for preparing appropriate cost and pricing determinations for all cost 
reimbursement task orders.  
 







VETS 2 GWAC 
QTA0016AWA0001 


5 


B.8.3      Incentive 
  
The OCO must determine fair and reasonable pricing for all Incentive task orders and develop a plan to 
implement and monitor an Award-Fee, Incentive-Fee, or Award-Term result in accordance with FAR 15.4, 
Pricing, and FAR 16.4, Incentive Contracts. 
 
B.8.4      Time-and-Materials (T&M) and Labor-Hour (LH) 
  
The Master Contract establishes maximum allowable burdened labor rates (maximum rates) for all labor 
categories indicated in this Master Contract. The maximum rates include the direct labor cost, general 
and administrative expenses (G&A), overhead, fringe benefits, and profit. The maximum rates are 
inclusive of work within the Contiguous United States and already include the U.S. Government security 
classification up through the Secret level.  These maximum rates apply exclusively to T&M and LH 
contract type orders.     
  
The OCO is responsible for considering the level of effort and the mix of labor proposed to perform a 
specific task being ordered, and for determining price reasonableness in accordance with FAR 15.4, 
Pricing, and FAR 16.601, Time-and-Materials Contracts.  
 
Based on the specific task order requirements, the OCO may determine pricing in excess of the maximum 
rates as fair and reasonable. Situations that may necessitate exceeding the established maximum rates 
include work outside the Contiguous United States or Top Secret security clearances. 
 
In the rare instance that a Contractor must propose a rate in excess of a maximum rate, the Contractor 
shall provide the OCO with a detailed rationale supporting the rate. The OCO may consider this submitted 
rationale when evaluating whether to accept a proposed rate in excess of a maximum rate. 
  
The maximum rates shall serve as the basis for all future year pricing for T&M and LH contract type 
orders. An escalation factor will be applied to the awarded Contract Year 1 rates to establish pricing for 
Contract Years 2 through 15. This escalation factor will be the average annual Bureau of Labor Statistics 
(BLS) Employment Cost Index (ECI), “Table 5: COMPENSATION (NOT SEASONALLY ADJUSTED) for 
total compensation for private industry workers, by occupational group and Industry, 
Professional, scientific, and technical services” - based on the previous three years at the time of 
solicitation.  
 
Prior to the exercise of the Master Contract option period, if the average annual ECI for the previous three 
years is different at the start of Contract Year 5 then at time of the solicitation, the maximum rates for 
Years 6 through 15 will be adjusted to reflect the new escalation rate. For example, if the average BLS 
ECI index was 1.73% at time of proposal submission and the average BLS ECI index is 3.16% in Year 5 
of the Master Contract, the maximum rates for Contract Years 6 through 15 will be recalculated from the 
Year 5 rates based on the new annual escalation rate of 3.16%. Using this example, if the Year 5 
maximum rate for a given labor category is $65.00 per hour based upon the original escalation rate, the 
Year 6 maximum rate will be $67.05, Year 7 will be $69.17, Year 8 will be $71.36, etc.  
  
The escalation of maximum rates on the Master Contract do not apply to task orders awarded prior to the 
master contract option period. The Master Contract maximum rates that are in effect at the time a task 
order is awarded shall remain with the task order award during the entire task order term, including task 
orders with option periods.   
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B.8.4.1 ADDITIONAL LABOR CATEGORIES FOR TIME-AND-MATERIAL AND LABOR-HOUR 
ORDERS   


 
OCOs may consider additional labor categories for T&M and LH Orders when deemed necessary to 
provide an IT services-based solution. If a Contractor identifies an additional labor category that is 
needed to perform an order, the Contractor should communicate with the OCO to identify any necessary 
supporting documentation.  Contractors and OCOs must ensure that existing VETS 2 labor categories do 
not suffice before utilizing additional labor categories for T&M and LH orders. Additional labor categories 
must provide skill sets that are not explicitly defined in any labor category description in Attachment J-2. 
The OCO will negotiate a fair and reasonable price with the Contractor for any additional labor category. 
 
The OCO shall ensure additional labor categories comply with any requirements of the Service Contract 
Labor Standards and Wage Rate Requirements (Construction), and, where applicable, include 
appropriate clauses and wage determinations consistent with B.9 and/or B.10. 
 
B.8.4.2 PAYMENTS UNDER TIME-AND-MATERIAL AND LABOR-HOUR ORDERS 
  
Payments under T&M and LH terms (including matters related to subcontractors, materials, indirect costs, 
etc.) are governed by the applicable Payments Clause in this contract.  
 
B.9  LABOR SUBJECT TO THE WAGE RATE REQUIREMENTS (CONSTRUCTION) 
  
The Master Contract does not include wage determinations or all applicable clauses for labor categories 
subject to the Wage Rate Requirements (Construction). Each task order must be tailored to include the 
appropriate clauses and wage determinations. To the extent that construction, alteration, and repair are 
subject to the wage rate requirements and within scope of a task order and the Master Contract, the OCO 
must identify such work under a separate CLIN on the task order and incorporate the appropriate wage 
determinations in accordance with FAR 22.4, Labor Standards for Contracts Involving Construction. 
 
Any construction must be integral to and necessary for the IT services-based effort - see Paragraph C.4.  
 
B.10  LABOR SUBJECT TO THE SERVICE CONTRACT LABOR STANDARDS (SCLS) 
  
The Master Contract labor categories are considered bona fide executive, administrative, professional 
labor and generally exempt from the SCLS if used to perform professional IT services, except as noted in 
Attachment J-2. The Master Contract does not include wage determinations or all applicable clauses for 
labor categories subject to the SCLS. Each task order must be tailored to include the appropriate clauses 
and wage determinations. 
  
To the extent that any labor is subject to the SCLS and within scope of a task order and the Master 
Contract, the OCO must identify such work under a separate CLIN on the task order and incorporate the 
appropriate wage determination in accordance with FAR 22.10, Service Contract Labor Standards. 
 
B.11  TRAVEL PRICING (ALL ORDER TYPES) 
  
Contractor personnel may be required to travel to support the requirements of this contract and as stated 
on individual task orders. Long distance and local travel may be required both in the Contiguous United 
States (CONUS) and Outside the Contiguous United States (OCONUS). For those task orders requiring 
travel, the Contractor shall include estimated travel requirements in the proposal as required by the OCO. 
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If authorized in the task order, travel will be reimbursed at actual cost in accordance with the limitations 
set forth in FAR Subpart 31.205-46, Travel Costs. Profit shall not be applied to travel costs.  To the extent 
authorized in the task order, contractors may apply indirect costs to travel in accordance with the 
Contractor’s usual accounting practices consistent with FAR 31.2. 
  
The OCO will typically identify a not-to-exceed travel ceiling under a separate CLIN on the task order. 
  
B.12  WORK OUTSIDE THE CONTIGUOUS UNITED STATES (OCONUS) 
  
It is anticipated that there may be task orders under this contract for work outside the United States. 
“OCONUS” is defined as other than the 48 contiguous states and the District of Columbia. Individual task 
orders may identify pricing specific to work performed OCONUS. Standard references for OCONUS 
pricing include: 
  
For non-foreign OCONUS areas, the Defense Travel Management Office 
(http://www.defensetravel.dod.mil/) provides information on overseas cost of living allowances. 
 
The U.S. Department of State’s Bureau of Administration, Office of Allowances, 
(http://www.state.gov/m/a/als/) publishes quarterly report indexes of living costs abroad, per-diem rate 
maximums, quarter’s allowances, hardship differentials, and danger pay allowances for Contractors to 
follow when proposing on OCONUS efforts. No allowances, other than those listed by the U. S. 
Department of State, shall be allowed on task orders. 
  
The Department of State Standardized Regulations (DSSR) are the controlling regulations for allowances 
and benefits available to all U.S. Government civilians assigned to foreign areas; however, for task orders 
issued under the Master Contract, Contractor civilians assigned to foreign areas shall not exceed the 
allowances and benefits in the DSSR as well. 
  
The OCO is responsible for identifying any additional provisions, clauses, and/or requirements based on 
the theater of operations.  



http://www.defensetravel.dod.mil/

http://www.state.gov/m/a/als/
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SECTION C 
CONTRACT SCOPE OF WORK/PERFORMANCE WORK STATEMENT 


 


C.1 SCOPE 
 
The Master Contract scope in Section C provides Federal agencies with customized IT services and IT 
services-based solutions, both commercial and non-commercial, as defined in the Clinger-Cohen Act and 
FAR 2.101. Customized IT services-based solutions, which can be tailored to meet an agency’s particular 
mission needs, may include any combination of the IT services identified in Section C, including new and 
emerging technologies that evolve over the life of the Master Contract. The principal nature of any 
resulting task order procurement must be for IT services; however ancillary support may be included 
when it is integral to and necessary for the IT services-based effort. Services may be performed at 
Government and Contractor locations worldwide, as specified in each task order. 
 
C.1.1  Definition of Information Technology 
 
As referenced in Section C.1, definitions of IT are used to define the scope of the Master Contract and 
are provided as follows:  
 
C.1.1.1 Clinger-Cohen Act  
 
(a) The term 'information technology', with respect to an executive agency means any equipment or 
interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, 
manipulation, management, movement, control, display, switching, interchange, transmission, or 
reception of data or information by the executive agency. For purposes of the preceding sentence, 
equipment is used by an executive agency if the equipment is used by the executive agency directly or is 
used by a contractor under a contract with the executive agency which (i) requires the use of such 
equipment, or (ii) requires the use, to a significant extent, of such equipment in the performance of a 
service or the furnishing of a product.  
 
(b) The term 'information technology' includes computers, ancillary equipment, software, firmware and 
similar procedures, services (including support services), and related resources.  
 
(c) Notwithstanding subparagraphs (a) and (b), the term 'information technology' does not include any 
equipment that is acquired by a Federal contractor incidental to a Federal contract.  
 
C.1.1.2 Federal Acquisition Regulation (FAR) 
 
The FAR defines information technology in section 2.101(b): “Information technology” means any 
equipment, or interconnected system(s) or subsystem(s) of equipment, that is used in the automatic 
acquisition, storage, analysis, evaluation, manipulation, management, movement, control, display, 
switching, interchange, transmission, or reception of data or information by the agency.  
 
(a) For purposes of this definition, equipment is used by an agency if the equipment is used by the 
agency directly or is used by a contractor under a contract with the agency that requires—(i) Its use; or (ii) 
To a significant extent, its use in the performance of a service or the furnishing of a product.  
 
(b) The term “information technology” includes computers, ancillary equipment (including imaging 
peripherals, input, output, and storage devices necessary for security and surveillance), peripheral 
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equipment designed to be controlled by the central processing unit of a computer, software, firmware and 
similar procedures, services (including support services), and related resources.  
 
(c) The term “information technology” does not include any equipment that— (i) Is acquired by a 
contractor incidental to a contract; or (ii) Contains imbedded information technology that is used as an 
integral part of the product, but the principal function of which is not the acquisition, storage, analysis, 
evaluation, manipulation, management, movement, control, display, switching, interchange, transmission, 
or reception of data or information. For example, HVAC (heating, ventilation, and air conditioning) 
equipment, such as thermostats or temperature control devices, and medical equipment where 
information technology is integral to its operation, are not information technology.  
 
C.2 SCOPE ALIGNMENT WITH FEDERAL ENTERPRISE ARCHITECTURE AND DOD 


INFORMATION ENTERPRISE ARCHITECTURE 
 
C.2.1 Federal Enterprise Architecture Operations Support 
 
The Master Contract provides IT services in support of the business functions and services performed in 
the Federal government, as described in the Business Reference Model (BRM) of the Federal Enterprise 
Architecture (FEA).  The BRM provides a standardized way of classifying government operations, which 
in turn enables Federal agencies to utilize a common framework to describe and analyze IT investments. 
More detailed information about FEA and each of the associated reference models may be found at 
https://www.whitehouse.gov/omb/e-gov/fea. 


C.2.2 DoD Information Enterprise Architecture Mission Area Support 


  
The Master Contract provides IT services in support of the Department of Defense Information Enterprise 
Architecture (DoD IEA) reference models relating DoD’s specialized mission, business, and program 
areas.  The DoD IEA reference models leverage existing DoD standards and reflect the alignment with 
the FEA.  The Master Contract includes IT support services for DoD’s Global Information Grid (GIG) 
architecture, Business, Warfighter, Intelligence, and Enterprise Information Environment (EIE) mission 
areas.  More detailed information about DoD IEA may be found at 
http://dodcio.defense.gov/IntheNews/DoDInformationEnterpriseArchitecture.aspx 
 
C.3 COMPONENTS OF AN IT SOLUTION 
 
Within each section below, an overview of the contract solution is provided, followed by examples of work 
to be performed relative to task order requirements. Examples are not meant to be all-inclusive, but rather 
general indications of the types of services within a given solution. Other services not listed as examples, 
but adhere to the definition of IT, are within scope and may be provided to meet an agency’s particular 
mission needs.   
 
• Data Management 
• Information and Communications Technology 
• IT Operations and Maintenance 
• IT Security 
• Software Development 
• Systems Design 
• New and Emerging Technologies 
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C.3.1 Data Management 
 
Data Management is the development, execution and supervision of plans, policies, programs and 
practices that control, protect, deliver and enhance the value of data and information assets.   
 
Examples of Data Management services include, but are not limited to: 
 
• Cloud Computing Services 
• Data Architecture, Analysis and Design 
• Data Governance  
• Data Migration 
• Data Quality Management 
• Data Security Management 
• Data Warehousing and Business Intelligence Management 
• Document, Record and Content Management 
• Network and Individual Storage Management 


 
C.3.2 Information and Communications Technology 
 
Information and Communications Technology refers to the technology used to manage 
telecommunications, broadcast media, intelligent building management systems, audiovisual processing 
and transmission systems, and network-based control and monitoring functions. 
 
Examples of Information and Communications Technology services include, but are not limited to: 
 
• Collaboration Technology Services 
• IPv6 Implementation and Support Services 
• Telepresence and Video Services  
• Virtual Private Network (VPN) and other Remote Network Access Services 
• Virtualization Services 
• Voice over IP (VoIP) Services 
• Wireless Services 


 
C.3.3 IT Operations and Maintenance 
 
IT Operations and Maintenance includes the operation and management of technology infrastructure. 
 
Examples of IT Operations and Maintenance services include, but are not limited to: 
 
• Bring Your Own Device (BYOD) Support Services 
• Data Center Management 
• Email and File Server Management 
• IT Helpdesk / IT Support 
• IT Training 
• Mobile Device Management 
• PC Provisioning 
• Server and Device Management 
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C.3.4 IT Security 
 
IT Security, often referred to as cyber security, is the body of technologies, processes and practices 
designed to protect networks, computers, programs and data from attack, damage or unauthorized 
access.   
 
Examples of IT Security services include, but are not limited to: 
 
• Continuous Diagnostics and Mitigation 
• Continuous Security Monitoring Services 
• Identity Management and Access Management 
• Information Assurance 
• Intrusion Detection 
• IT Disaster Recovery Services 
• IT Security Incident Response 
• Network Security Monitoring   
• Security Assessment Services / Vulnerability Analysis Services 


 
C.3.5 Software Development 
 
Software Development is the process of developing software through successive phases in an orderly 
way. This process includes not only the actual writing of code but also the preparation of requirements 
and objectives, the design of what is to be coded, and confirmation that what is developed has met 
objectives. All software development methodologies, including Agile, are supported.   
 
Examples of Software Development services include, but are not limited to: 
 
• Mobile Application Development Services 
• Software Design 
• Software Maintenance 
• Software Programming 
• Software Testing 
• Web Development 


 
C.3.6 Systems Design  
 
Systems Design includes the planning and designing of computer systems that integrate computer 
hardware, software, and communication technologies. The hardware and software components of the 
system may be provided by this establishment or company as part of a customized IT solution. These 
establishments often install the system and train and support users of the system.   
 
Examples of Systems Design services include, but are not limited to: 
 
• Computer Systems Integration Design Consulting Services 
• Configuration Management Services 
• Information Management Computer Systems Integration Design Services 
• IT Specifications Development 
• Network Infrastructure Design 
• Office Automation Computer Systems Integration Design Services 
• Smart Buildings Systems Integration  
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C.3.7 New and Emerging Technologies 
 
In addition to the services identified in C.3, IT services resulting from new and emerging technologies are 
also within scope.  


C.4    ANCILLARY SUPPORT: SERVICES, SUPPLIES AND CONSTRUCTION 
 
The Contractor may provide ancillary support as necessary to offer an IT services-based solution. The 
ancillary support described here may only be included in a task order when it is integral to and necessary 
for the IT services-based effort.  Ancillary support may include, but is not limited to: 
 
• Clerical support 
• Data entry 
• IT products 
• Minor construction, alteration, and repair to real property 
• Server racks 
• Software licenses 
 
The Contractor shall not accept or perform work for a task order having the principal purpose of: 
 
• Ancillary support  
• Personal Services as defined in FAR Subpart 2.101(b) 
• A requirement that primarily uses employees not employed in a bona fide executive, administrative, 


or professional capacity as defined in 29 CFR Part 541 and/or employees primarily employed as labor 
or mechanics as defined in FAR Subpart 22.401. 


C.5 PERFORMANCE WORK STATEMENT (PWS) 
 
The Master Contract is a stand-alone Performance-based Acquisition (PBA) independent from task order 
PBA requirements.  The PWS is limited to post award contract administration performance and reporting 
requirements noted throughout Section G and Section H. Critical performance standards are established 
for the Master Contract in Attachment J-1 Performance Requirements Summary (PRS). The PRS listings 
of Performance Objectives indicate the performance level required by the Government to meet the Master 
Contract requirements. For task orders issued under the Master Contract, OCO’s may develop and 
execute their own PWS and PBA methods independent of the Master Contract PWS and PBA 
requirements.    
 
C.6 SCOPE REFERENCES AND RESOURCES 
  
The following resources are offered in support of the overall concept and scope of the Master Contract: 
  
(i) FEA Reference Model: http://www.whitehouse.gov/omb/e-gov/fea 
(ii) DoD IEA Reference Model: 


http://dodcio.defense.gov/IntheNews/DoDInformationEnterpriseArchitecture.aspx  
(iii)   Definitions of Information Technology (IT)    


● Federal Acquisition Regulation (FAR) Subpart 2.101(b) 
● Clinger-Cohen Act http://www.gsa.gov/graphics/staffoffices/Clinger.htm 


 
  



http://www.whitehouse.gov/omb/e-gov/fea

http://www.whitehouse.gov/omb/e-gov/fea

http://dodcio.defense.gov/IntheNews/DoDInformationEnterpriseArchitecture.aspx

http://www.gsa.gov/graphics/staffoffices/Clinger.htm
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SECTION D 
PACKAGING AND MARKING 


D.1 552.211-73 MARKING (FEB 1996) 


(a) General requirements. Interior packages, if any, and exterior shipping containers shall be marked 
as specified elsewhere in the contract. Additional marking requirements may be specified on 
delivery orders issued under the contract. If not otherwise specified, interior packages and exterior 
shipping containers shall be marked in accordance with the following standards: 


(1) Deliveries to civilian activities. Supplies shall be marked in accordance with Federal 
Standard 123, edition in effect on the date of issuance of the solicitation. 


(2) Deliveries to military activities. Supplies shall be marked in accordance with Military 
Standard 129, edition in effect on the date of issuance of the solicitation. 


 
(b) Improperly marked material. When Government inspection and acceptance are at destination, and 


delivered supplies are not marked in accordance with contract requirements, the Government has 
the right, without prior notice to the Contractor, to perform the required marking, by contract or 
otherwise, and charge the Contractor therefore at the rate specified elsewhere in this contract. 
This right is not exclusive, and is in addition to other rights or remedies provided for in this 
contract. 


 
(End of Clause) 


D.2    552.211-75 PRESERVATION, PACKAGING, AND PACKING (FEB 1996) 


  
Unless otherwise specified, all items shall be preserved, packaged, and packed in accordance with 
normal commercial practices, as defined in the applicable commodity specification. Packaging and 
packing shall comply with the requirements of the Uniform Freight Classification and the National Motor 
Freight Classification (issue in effect at time of shipment) and each shipping container or each item in a 
shipment shall be of uniform size and content, except for residual quantities. Where special or unusual 
packing is specified in an order, but not specifically provided for by the contract, such packing details 
must be the subject of an agreement independently arrived at between the ordering agency and the 
contractor. 
 


(End of Clause) 
 
D.3    552.211-77 PACKING LIST (FEB 1996) 
 


(a) A packing list or other suitable shipping document shall accompany each shipment and shall 
indicate: 


(1) Name and address of the consignor; 
(2) Name and complete address of the consignee; 
(3) Government order or requisition number; 
(4) Government bill of lading number covering the shipment (if any); and 
(5) Description of the material shipped, including item number, quantity, number of containers, 


and package number (if any). 
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(b) When payment will be made by Government commercial credit card, in addition to the information 
in (a) above, the packing list or shipping document shall include: 


(1) Cardholder name and telephone number and 
(2) The term “Credit Card.” 
 


(End of Clause) 


D.4    UNCLASSIFIED AND CLASSIFIED MARKING 


  
Unclassified data shall be prepared for shipment in accordance with requirements set forth in the Order, 
or if none is specified, pursuant to industry standards. 
  
Classified reports, data, and documentation shall be prepared for shipment in accordance with 
requirements set forth in the Order, or if none is specified, pursuant to the National Industrial Security 
Program Operating Manual (NISPOM), DOD 5220.22-M. 


D.5    SOFTWARE AND MAGNETIC MEDIA MARKINGS 


  
Packages containing software or other magnetic media shall be marked in accordance with requirements 
set forth in the Order, or if none is specified, shall be marked on external containers with a notice reading 
substantially as follows:  “CAUTION: SOFTWARE/MAGNETIC MEDIA ENCLOSED.  DO NOT EXPOSE 
TO HEAT OR MAGNETIC FIELDS”. 
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SECTION E 
INSPECTION AND ACCEPTANCE 


  
E.1 FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
 
This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full 
text of a clause may be accessed electronically at this address: https://www.acquisition.gov/. 
 
The following clauses apply to the Master Contract and may apply at the task order level, as applicable, 
depending upon the task order contract type, or as specifically referenced in the applicable task order for 
different line items: 
 


CLAUSE # CLAUSE TITLE DATE FP COST TM 


52.246-2 INSPECTION OF SUPPLIES— FIXED PRICE AUG 1996 X     


52.246-2 ALTERNATE I JUL 1985 X     


52.246-2 ALTERNATE II JUL 1985 X     


52.246-3 INSPECTION OF SUPPLIES— COST 
REIMBURSEMENT 


MAY 2001   X   


52.246-4 INSPECTION OF SERVICES— FIXED PRICE AUG 1996 X   X 


52.246-5 INSPECTION OF SERVICES— COST 
REIMBURSEMENT 


APR 1984   X   


52.246-6 INSPECTION— TIME-AND-MATERIAL AND LABOR-
HOUR 


MAY 2001     X 


52.246-7 INSPECTION OF RESEARCH AND 
DEVELOPMENT— FIXED PRICE 


AUG 1996 X     


52.246-8 INSPECTION OF RESEARCH AND 
DEVELOPMENT— COST REIMBURSEMENT 


MAY 2001   X   


52.246-8 ALTERNATE I APR 1984   X   


52.246-9 INSPECTION OF RESEARCH AND DEVELOPMENT 
(SHORT FORM) 


APR 1984 X X   


52.246-11 HIGHER-LEVEL CONTRACT QUALITY 
REQUIREMENT 


DEC 2014 X X X 


52.246-15    CERTIFICATE OF CONFORMANCE APR 1984 X X   


52.246-16 RESPONSIBILITY FOR SUPPLIES APR 1984 X     


(End of Clause) 
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E.2 INSPECTION AND ACCEPTANCE 
  
The following section applies to the Contractor at the Master Contract level. 
  
Inspection of the deliverables provided hereunder shall be made by the GSA GWAC COR or any 
Inspectors designated by the Contracting Officer.  The place of inspection for reports required under this 
contract shall be at the addresses for deliverables set forth in Section F.  Final acceptance of deliverables 
shall be made by the GSA GWAC COR (See G.4.4) designated in the contract. 
  
E.3 TASK ORDER CONTRACTING OFFICER REPRESENTATIVE (COR) 
  
The OCO may designate COR(s) for individual task orders issued under this contract. Designated CORs 
may participate in the administration of the task orders by evaluating contractor performance, inspecting 
and accepting services for the Government, and providing a report of inspection as well as contractor 
performance assessments to the Ordering Contracting Officer. This designation does not include 
authority to direct and/or authorize the contractor to make changes in the scope or terms and conditions 
of the task order without written approval of the Ordering Contracting Officer. The Contractor shall be 
notified in writing by the Ordering Contracting Officer of the name, duties, and limitations of the CORs by 
means of the COR Designation Letter. 
  
Ordering Contracting Officers should provide their agency specific inspection, acceptance, and quality 
assurance requirements within their task orders. 
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SECTION F 
DELIVERIES OR PERFORMANCE 


  
F.1    FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
  
This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full 
text of a clause may be accessed electronically at this address: https://www.acquisition.gov/ 
  
The following clauses apply at the Order level, as applicable, subject to specific delivery and performance 
requirements as set forth in the applicable Order: 
  


CLAUSE # CLAUSE TITLE DATE FP COST TM 


52.242-15 STOP-WORK ORDER AUG 1989 X X   


52.242-15 ALTERNATE I APR 1984   X   


52.242-17 GOVERNMENT DELAY OF WORK APR 1984 X     


52.247-34 F.O.B. DESTINATION NOV 1991 X     


52.247-35 F.O.B. DESTINATION WITH 
CONSIGNEES PREMISES 


APR 1984 X     


  
 (End of Clause) 


 
F.2    MASTER CONTRACT ORDERING PERIOD 
  
The ordering period of this contract is from (To Be Determined) through (To Be Determined). (inclusive of 
all options, if exercised). 
  
The contract ordering period for the Master Contract is from the date of the Notice-To-Proceed through 5 
years thereafter, with one, 5-year option that may extend the cumulative term of the contract to 10 years 
in accordance with FAR 52.217-9, Option to Extend the Term of the Contact, if exercised. 
  
After the Master Contract ordering period expires, the Master Contract will remain an active contract until 
the final task order performance is completed and shall govern the terms and conditions with respect to 
active task orders to the same extent as if it were completed during the Master Contract ordering period. 
  
F.3    TASK ORDER PERIOD OF PERFORMANCE 
  
The period of performance for each Order placed under the Master Contract shall be specified in the 
individual Order. All the following conditions apply: 
  


1) Under no circumstances may an Order be placed under the Master Contract if the Master 
Contract has expired, or has been terminated or cancelled by the Government; 


2) No Order may exceed ten (10) years, inclusive of options, from the date that the Order is 
placed; 



https://www.acquisition.gov/
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3) No Order may extend more than five (5) years after the expiration of the Master Contract; 
4) Order options, if included at initial issuance of the Order, may be exercised after the 


expiration date of the Master Contract; and 
5) Notwithstanding anything to the contrary above, a multi-year Order placed under the Master 


Contract must be consistent with FAR Subpart 17.1 and any applicable funding restrictions. 
  
 F.4    PLACE OF PERFORMANCE 
  
The services to be provided under the Master Contract shall be accomplished at the locations identified in 
the task order and may include locations in the Contiguous United States (CONUS) and Outside the 
CONUS (OCONUS). 
  
The place of performance and/or delivery requirements will be specified in each individual Order. 
  
F.5    VETS 2 MASTER CONTRACT PERFORMANCE STANDARDS 
  
The VETS 2 GWAC is a performance based contract with measurable standards in terms of quality and 
timeliness of deliverables, in accordance with Section F.6 Deliverables and Attachment J-1 Performance 
Requirements Summary.  
   
F.6    DELIVERABLES 
  
The following table contains deliverables required under the Master Contract.  Individual Orders may 
have additional deliverables specified in each Order by the issuing agency. The Government does not 
waive its right to request deliverables under the Master Contract, even if such requirements are not 
specifically listed in this table. (See Attachment J-1 for additional requirements on Deliverables) 
  


ID SECTION DELIVERABLE 
TITLE 


FREQUENCY DELIVER TO 


1 G.5 
Contractor 
Program 
Manager 


Within thirty (30) calendar 
days after the Notice to 
Proceed and/or any 
change 


VETS2@gsa.gov 
and government 
designated 
system 


2 G.7 Contractor 
Webpage 


Within thirty (30) calendar 
days after the Notice to 
Proceed and periodic 
updates 


Contractor 
Webpage 


3 G.8 
Establish a 
shared company 
email address 


Within thirty (30) calendar 
days after the Notice to 
Proceed 


VETS2@gsa.gov 


4 
 


G.13.1 
Task Order 
Award 
Notifications 


Within 3 business days of 
task order award 
  


VETS2@gsa.gov 
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5 G.13.2 


Order Award 
and Modification 
Data 


Report within 30 calendar 
days after the month the 
document was signed by 
the OCO 


Government 
Designated 
System 


Invoice Data 


Due within 30 calendar 
days after the month in 
which the invoice(s) was 
paid 


Zero Invoice 
Data 


Due by end of each 
calendar month if no 
invoices were paid 


CAF Remittance 
Data 


Due within 30 calendar 
days after the month in 
which the CAF was paid 


Missing or 
Inaccurate data 


Data corrections are due 
within ten (10) calendar 
days of notification, or as 
directed by the GWAC 
Program 


6 G.14 CAF Remittance 


CAF shall be paid within 
30 calendar days following 
the month in which the 
invoice is paid. 


Pay.gov via the 
government 
designated 
system 


 


7 G.15 Data Calls Occasional surveys, due 
as indicated in request 


As indicated in 
request 


8 G.16.2 Subcontracting 
Reports 


Subcontracting data shall 
be current no later than 
30 calendar days after 
each annual reporting 
period 


Government 
Designated 
System 


9 G.17.1 


Task Order 
Closeout 
Verification and 
Validation 


Within 6 months after task 
order period of 
performance ends 


Government 
Designated 
System 
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F.7    NOTICE TO THE GOVERNMENT OF DELAYS 
  
In the event the Contractor encounters difficulty in meeting performance requirements for the Master 
Contract or any task order, the Contractor shall immediately notify the cognizant Contracting Officer, in 
writing, giving pertinent details, provided that this data shall be informational only in character and that 
this shall not be construed as a waiver by the Government of any delivery schedule or date or of any 
rights or remedies provided by law or under this contract.  
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SECTION G 
CONTRACT ADMINISTRATION 


  
G.1    GENERAL 
  
This section provides contract administration requirements for the VETS 2 GWAC, and where applicable, 
for each task order placed under this Master Contract. Costs associated with these administration 
requirements shall not be billed as a direct cost to the Government. 
  
Additional contract administration requirements, not related to the Master Contract, may be specified in 
each task order.  Costs associated with these administration requirements shall be billed in accordance 
with terms of the task order. 
  
G.2    AUTHORIZED AGENCIES AND DELEGATION OF PROCUREMENT AUTHORITY 
  
G.2.1 Authorized Agencies 
  
The Master Contract is available for use by all Federal agencies and other entities as listed in General 
Services Administration (GSA) Order ADM 4800.2H, Eligibility to use GSA Sources And Supply; and any 
future versions of that directive, e.g. ADM 4800.2I, ADM 4800.2J, etc.. The GSA Order is publicly 
available and accessible for review on GSA’s website http://www.gsa.gov/. 
  
G.2.2 Delegation of Procurement Authority 
  
Warranted federal Contracting Officers who wish to issue and/or administer a VETS 2 GWAC task order 
must first receive a written Delegation of Procurement Authority (“DPA” or “delegation”) from GSA, 
whereupon they are authorized as Ordering Contracting Officers (OCOs). 
 
To obtain a DPA, the warranted federal contracting officer must complete VETS 2 GWAC DPA training 
and then complete the DPA request form at www.gsa.gov/gwacs. 
  
The OCO training and written delegation requirements provide a clearly structured understanding of roles 
and responsibilities between the GWAC Contracting Officer(s) and OCOs. The training and DPA arise out 
of GSA’s obligations to the Office of Management and Budget, are consistent with Section 865 of the 
Duncan Hunter National Defense Authorization Act of 2009, P.L. 110-417 (“DHNDAA” or “NDAA 2009”) 
and are in-line with the related recommendation of the Acquisition Advisory Panel/SARA Panel 
(authorized by Section 1423 of the Services Acquisition Reform Act of 2003). 
  
While delegation can only be granted to warranted federal Contracting Officers, all individuals (i.e. project 
managers, program officials, etc.) involved with a task order are encouraged to participate in the training. 
  
No work should be performed; no debt or obligation accrued and no payment made except as authorized 
by a bona-fide written order signed by an OCO having a written GSA-issued VETS 2 GWAC DPA. 
  
G.3    552.216-74 TASK-ORDER AND DELIVERY-ORDER OMBUDSMAN (JAN 2016) 
 


(a) GSA has designated a Task-Order and Delivery-Order Ombudsman who will review complaints 
from contractors and ensure that they are afforded a fair opportunity for consideration in the 
award of task or delivery orders under Indefinite Delivery/Indefinite Quantity (ID/IQ) contracts, 



http://www.gsa.gov/

http://www.gsa.gov/

http://www.enter/
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consistent with the procedures in the contract. Written complaints shall be submitted to the 
Ombudsman, with a copy to the Contracting Officer. 


(b) In the case that the contractor is not satisfied with the resolution of the complaint by the GSA 
Task-Order and Delivery-Order Ombudsman, the contractor may follow the procedures outlined 
in subpart 33.1. 


(c) The GSA Ombudsman is located at the General Services Administration (GSA), Office of 
Government-wide Policy (OGP), Office of Acquisition Policy (MV). Contact information for the 
GSA Ombudsman can be found at: http://www.gsa.gov/ombudsman. 


 
G.4    ROLES AND RESPONSIBILITIES 
  
This section describes the roles and responsibilities of Government personnel after the Master Contract is 
awarded.  The Government may modify the roles and responsibilities at any time during the period of 
performance of the Master Contract. 
  
G.4.1 GWAC Procuring Contracting Officer (PCO) 
  
The GSA GWAC PCO is the sole and exclusive government official with actual authority to award the 
Master Contract.  After award of the Master Contract, the PCO may delegate any or all of the contract 
administration functions, described in FAR 42.302, to an Administrative Contracting Officer (ACO). The 
PCO may also designate one or more Contracting Officer’s Representative (COR) to assist in contract 
surveillance.   
  
G.4.2 GWAC Administrative Contracting Officer (ACO) 
  
ACO authority is established in the designation letter issued by the PCO. Responsibilities not specifically 
delegated to the ACO by the PCO are reserved to the PCO. 
  
G.4.3 GWAC Program Manager (PM) 
  
The Government will designate a VETS 2 GWAC PM who will perform program level functions, such as 
business development and industry engagement. The VETS 2 GWAC PM has no actual, apparent or 
implied authority to contractually bind the Government.  
  
G.4.4 GWAC Contracting Officer’s Representatives (COR) 
  
The PCO may designate one or more representatives to perform specified surveillance functions such as 
quality assurance and technical review. CORs have no actual, apparent or implied authority to 
contractually bind the Government.  
 
G.4.5    Task Order Ordering Contracting Officer (OCO) 
  
As described in Section G.2, only OCOs may issue and/or administer a task order. Upon request, the 
OCO for any specific Order may provide a copy of the applicable DPA to a requesting contractor. 
 



http://www.gsa.gov/ombudsman
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G.4.6    Task Order Contracting Officer’s Representative (COR) 
  
The OCO may designate in writing a Contracting Officer’s Representative (COR) and/or Contracting 
Officer’s Technical Representative (COTR) to perform specific surveillance for their specific task order(s). 
The OCO should provide a copy of the designation(s) to the task order contractor. 
  
G.5    CONTRACTOR PROGRAM MANAGER FOR THE GWAC MASTER CONTRACT 
  
The Contractor’s corporate management structure shall guarantee senior, high-level, program 
management of the VETS 2 GWAC Program. The Contractor shall assign a Program Manager, who is a 
direct employee of the company, to represent the Contractor as a primary point-of-contact and to manage 
functions relating to the Master Contract and task orders solicited and issued under the Master Contract. 
  
The Contractor Program Manager responsibilities include, but are not limited to: 
  


• Representing the Contractor as the primary point-of-contact for the PCO/ACO to help resolve 
issues and perform other functions that may arise relating to the contract and task orders under 
the contract; 


• Advising and assisting VETS 2 GWAC customers regarding the technical scope of the Master 
Contract and the overall attributes of the VETS 2 GWAC; 


• Promoting the VETS 2 GWAC to the Federal government through participation in trade shows, 
conferences, and other meetings where federal government personnel are present; 


• Promoting Contractor identity as a VETS 2 GWAC contract holder by using the GSA logo in 
advertising, placing these identifiers in printed and in on-line communications; displaying VETS 2 
GWAC promotional placards; and, disseminating VETS 2 GWAC marketing materials. 


• Educating and training Contractor staff to ensure that they are able to effectively communicate 
with existing and potential customers regarding the technical scope, the value, and the benefits of 
the VETS 2 GWAC; 


• Providing all reporting information required under the contract accurately and in a timely manner; 
• Attending VETS 2 meetings and conferences, as required by G.10. 


  
Name, email address, and telephone number of the Program Manager shall be emailed to 
VETS2@gsa.gov within 30 calendar days of the Notice to Proceed. The Contractor shall ensure that GSA 
has current contact information for the Contractor’s Program Manager. The Contractor shall notify GSA at 
VETS2@gsa.gov any time there is a change in the Program Manager or their contact information. All 
costs associated with the Contractor’s Program Manager shall be at no direct cost to the Government. 
 
G.6  ELECTRONIC ACCESS TO CONTRACT 
  
The Government intends to post a conformed version of the Master Contract on the GSA VETS 2 
website, along with fully burdened Contractor and Government site labor rates for each Contractor for 
Contract Years 1 through 15. The GSA VETS 2 website will be available to the general public.  
  
G.7  CONTRACTOR WEBPAGE 
  
The Contractor shall develop and maintain a current, publicly available webpage accessible via the 
Internet throughout the ordering period of the Master Contract. The webpage link shall be prominently 
displayed on the Contractor’s main government business homepage.  



mailto:VETS2@gsa.gov
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This webpage must conform to the relevant accessibility standards referenced in Section 508 of the 
Rehabilitation Act (29 U.S.C. 794d), as amended by the Workforce Investment Act of 1998 (P.L. 105-
220), August 7, 1998, Section 1194.22, Web-based Intranet and Internet Information and Applications. 
  
The Contractor shall provide the web address to VETS2@gsa.gov within 30 days after the receipt of 
Notice to Proceed. The Contractor shall ensure all information provided on their webpage is updated 
continually until Master Contract expiration.  At a minimum, the webpage must include the following items: 
  


● Link to the GSA VETS 2 website; 
● Master Contract Number; 
● Contractor DUNS number, CAGE Code; 
● Contact information of the Contractor’s Program Manager; 


 
G.8 ELECTRONIC COMMUNICATIONS 
  
The Contractor shall establish and maintain a VETS 2 GWAC electronic mailbox for receipt of 
communications relating to the VETS 2 GWAC. This mailbox must be maintained and monitored as it is 
an acceptable forum for providing fair opportunity to be considered on task order requests.  The electronic 
mailbox name must include “VETS2@”, e.g. VETS2@xyzcorp.com. The only characters prior to the “@” 
shall be “VETS2”. The Contractor shall provide the email address to VETS2@gsa.gov within 30 days 
after the receipt of Notice to Proceed. 
 
G.9  INSURANCE 
  
In accordance with FAR 52.228-5, Insurance - Work on a Government Installation, and FAR 52.228-7, 
Insurance - Liability to Third Persons, insurance policies with the following types and minimum amounts 
shall be maintained throughout Master Contract and task order(s) period of performance. Proof of 
insurance shall be furnished to the OCO upon request: 
  


a. Worker's Compensation and Employer's Liability, specified at FAR 28.307-2(a) of not less than 
$100,000 for each occurrence;  


 
b. General Liability, specified at FAR 28.307-2(b) of not less than $500,000 for each occurrence;  


 
c. Automobile Liability, specified at FAR 28.307-2(c) of not less than $200,000 per person and 


$500,000 for each occurrence, and property damage liability insurance of not less than $20,000 
for each occurrence;  


 
d. Aircraft public and passenger liability, specified at FAR 28.307-2(d), when aircraft are used in 


connection with performing the contract, the OCO shall require aircraft public and passenger 
liability insurance. Coverage shall be at least $200,000 per person and $500,000 per occurrence 
for bodily injury, other than passenger liability, and $200,000 per occurrence for property damage. 
Coverage for passenger liability bodily injury shall be at least $200,000 multiplied by the number 
of seats or passengers, whichever is greater;  


 
e. Vessel liability, specified at FAR 28.307-2(e), when contract performance involves the use of 


vessels, the OCO shall require, as determined by the agency, vessel collision liability and 
protection and indemnity liability insurance. 







VETS 2 GWAC 
QTA0016AWA0001 


25 


G.9.1  DEFENSE BASE ACT INSURANCE (DBAI) 
  
Pursuant to FAR 28.305, DBAI coverage provides workers’ compensation benefits (medical, disability, 
death) in the event of a work-related injury or illness that occurs outside the United States. 
  
The Government requires that employees hired by Contractors and subcontractors who work 
internationally be protected by the DBAI coverage, regardless of their assignment and/or location unless 
a waiver has been obtained by the U.S. Department of Labor. 
  
DBAI shall be at no direct cost to the VETS 2 GWAC Program; however, if required and approved by an 
OCO under an individual task order, DBAI may be charged as a direct cost to the Government. 
  
G.10  MEETINGS AND CONFERENCES 
  
The Contractor’s designated VETS 2 Program Manager, or their designee, must attend all VETS 2 
meetings and conferences described below at no additional cost to the Government. 
  
G.10.1  Post-Award Orientation Conference 


The Contractor shall participate in a mandatory Post-Award Orientation Conference after the Notice to 
Proceed that will be held at a time and place to be determined by the VETS 2 GWAC PCO (FAR 42.503-
1). 
  
The purpose of the Post-Award Orientation Conference is to aid both the Contractor and the Government 
in achieving a clear and mutual understanding of all contract requirements in the Master Contract and 
identify and resolve potential issues. 
  
G.10.2  Program Management Review Meetings  
  
The VETS 2 Program may conduct up to two (2) mandatory Program Management Review (PMR) 
meetings per year. PMR meetings may be held at a government or commercial facility, a commercial 
conference center; or occasionally held at a mutually agreed-upon Contractor facility on a rotational basis. 
PMR meetings may also be conducted via a virtual webinar.  
  
The Contractor Program Manager, or their designee, is required to attend and participate at all PMR 
meetings. 
 
The VETS 2 PMR meetings provide a platform for Contractors, GWAC Center staff, and other GSA & 
non-GSA agency representatives to communicate current issues, resolve potential problems, discuss 
business and marketing opportunities, review future and ongoing GSA and government-wide initiatives, 
speak to Contract Administration matters, and address Master Contract fundamentals.  
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G.11  ORDERING PROCEDURES 
  
Ordering procedures must comply with FAR 16.505. 
 
Only a delegated OCO may issue and/or administer VETS 2 task orders.  
  
All costs associated with the preparation, presentation, and discussion of the Offeror’s quote or proposal 
in response to a Task Order Request will be at the Offeror’s sole and exclusive expense. 
 
All Orders placed under the Master Contract are subject to the terms and conditions of the Master 
Contract at time of order award. In the event of any conflict between the Order and the Master Contract, 
the Master Contract will take precedence.  
  
G.11.1 Fair Opportunity 
  
The Fair Opportunity to Be Considered (“Fair Opportunity”) requirements in FAR 16.505(b)(1) and the 
exceptions to Fair Opportunity in FAR 16.505(b)(2) apply to task order award.  
 
G.11.2  Fair Opportunity Channels 
  
Each Contractor is responsible for registering and maintaining an account in the following systems: 
  


1) eBuy (www.ebuy.gsa.gov) - (OPEN TO ALL AGENCIES) an electronic Request for Quote (RFQ) 
/ Request for Proposal (RFP) system designed to allow Government buyers to request 
information, find sources, and disseminate RFQs/RFPs. 


 
2) Assisted Acquisition Services Business System (AASBS) - (OPEN TO GSA ASSISTED 


ACQUISITION SERVICES) (https://portal.fas.gsa.gov/group/itss-portal/welcome) - an online, 
web-based system designed to facilitate the development of task orders within GSA’s Federal 
Acquisition Service (FAS) programs.  


 
3) Other Channels Providing Fair Opportunity - Ordering agencies may use other methods to 


provide for fair opportunity including agency ordering systems and direct contact through 
published email addresses on the GSA VETS 2 website. The Contractor is responsible for 
notifying GSA of any change in their contact information that is listed on the GSA VETS 2 website 
and for verifying that the change was made.  


 
G.11.3  Order Information 
  
Orders must contain the information specified in FAR 16.505(a)(7).  
  
G.11.4  Invoice Submission 
  
APPLIES TO TASK ORDERS ONLY - The Contractor shall accept payment of agency invoices via EFT. 
The Ordering Agency is responsible for payment of all invoices to the Contractor. Invoice submission 
information will be contained in each individual awarded Task Order. The payment office designated in 
the individually awarded Task Order document will make payment of those invoices to the Contractor. 
 



http://www.ebuy.gsa.gov/

https://portal.fas.gsa.gov/group/itss-portal/welcome





VETS 2 GWAC 
QTA0016AWA0001 


27 


The invoice for the last performance month must be identified and submitted when tasks have been 
completed and no further charges are to be incurred, excluding rate adjustments. The invoice for the last 
performance month must be submitted to the ordering agency within 6 months of Task Order completion. 
 
If indirect rate adjustments, e.g., resulting from incurred costs audits, are completed and/or received after 
the Master Contract closeout date, no additional CAF adjustments shall be reported or applied to the 
Task Order(s). 
 
The GWAC Program is not responsible for payment of Order Invoices.  
 
G.12  CONTRACTOR PERFORMANCE SYSTEM 
  
The Contractor is required to register in the appropriate past performance assessment systems to review 
and respond to their surveys as prescribed by the customer agency policy. Past performance evaluations 
pertaining to task orders under the Master Contract will typically be completed through the Contractor 
Performance Assessment Reporting System (CPARS) and will then be stored in the Past Performance 
Information Retrieval System (PPIRS).  
 
G.13  REPORTING 
  
The Contractor shall report information relating to VETS 2 task orders from award of the Master Contract 
through closeout of all task orders. 
  
G.13.1 GWAC Task Order Award Notification 
 
The Contractor shall report new VETS 2 task orders awarded under the GWAC to VETS2@gsa.gov 
within 3 business days of task order award. The email notification must include the following information: 
 


● Contractor Name 
● VETS 2 Contract Number 
● Project Title 
● Task Order Number 
● Date of Award 
● Estimated Total Task Order Value 
● End User Customer Agency 
● Ordering Contracting Officer Name and Email 


  
G.13.2  GWAC Transactional Data 
 
The Contractor shall register in the government designated system in order to report transactional 
data.  A prerequisite to registering in the government designated system is the Contractor must already 
be registered in the System for Award Management (SAM), www.sam.gov. 
 
The Contractor shall provide the transactional data, outlined in Attachment J-4, electronically via the 
government designated system.  The Contractor must adhere to the instruction and definitions for each 
reported data element as stated within the government designated system web page.  The Government 
intends to post the reported hourly labor rates to the Prices Paid portal. The Prices Paid portal will be 
made available to Ordering Contracting Officers and agency program staff via a separate secured 
Government portal. 



mailto:VETS2@gsa.gov
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The reporting of data is required for the following items, within the date specified in Section F.6: 
• Order Award 
• Modification Issued 
• Invoices 
• Zero Invoice (if applicable, when no invoice is shown for an active Order month) 
• CAF Remittance Record 


 
The Contractor shall convert all currency to U.S. dollars using the “Treasury Reporting Rates of 
Exchange,” issued by the U.S. Department of Treasury, Financial Management Service. 
 
Data quality is of great importance to the GWAC Program, therefore GSA may request from the 
Contractors corrections to the government designated system data, if applicable.  Contractors shall 
correct the government designated system data within the date specified in Section F.6. 
 
G.13.2.1 Change of GSA Business System(s) during Term of the Master Contract 
 
The Government may decide to change their business system(s), whether it is a significant upgrade or a 
complete replacement of GSA’s current business system after the date of Master Contract award. Should 
the Government effect a change, develop or purchase a new system(s) it will be incorporated into GSA as 
the required system(s) for reporting transactional data and shall be adopted by the Contractor. The 
Contractor will be notified with a no-cost unilateral modification to the Master Contract in the event of any 
upgrade/replacement of the business system. 
 
G.14  CONTRACT ACCESS FEE (CAF) REMITTANCE 
  
a. The CAF is charged against all Task Orders and applied to the total invoice amount for Contractor 


performance. Total invoice amount is inclusive of labor, fees (including award fees and incentive 
pools), and ODCs (including travel). 
 


b. The formula is: Total CAF = Total Invoice Amount * CAF Percentage. 
 


c. Contractors shall include the total CAF on each invoice. 
 


d. Contractors shall remit to GSA the total CAF amount from paid invoices.  
 


e. CAF payments are due to GSA on or before the date specified in Section F.6 for all payments 
received from the Government in the previous month. 
 


f. CAF payments are to be remitted via the government designated system using Pay.gov secure 
electronic system. Payments can be made directly from Contractor’s business bank 
account.  Contractors shall contact their financial institution/bank to establish an account authorizing 
Automated Clearing House (ACH) Direct Debit payments to Pay.gov via government designated 
system.  If for reasons outside of human control, e.g., Act of God, where you are not able to remit 
the CAF via the government designated system using Pay.Gov, you must request written permission 
from GSA to pay CAF outside the government designated system.  This written permission must be 
remitted to and approved by the GWAC Program Office. 
 


g. CAF payment shall not be combined with another GWAC, Schedule, or any other GSA Contract.   
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G.14.1 Overdue CAF Payments 
 
Submitting CAF on a timely schedule is a contractual requirement in this Master Contract, and it is also a 
regulatory requirement pursuant to FAR 32.6 Contract Debts. Failure to remit the CAF in a timely manner 
will constitute a contract debt to the United States. 
 
G.15 GWAC DATA CALLS 
  
GSA may occasionally conduct surveys or request information from contractors pertaining to the VETS 2 
GWAC. The Contractor shall email their response to VETS2@gsa.gov, or a designated reporting 
application, by the indicated due date. 
 
G.16  SUBCONTRACTORS 
 
The Government has not pre-approved any subcontractors in making awards for the Master Contract.  If 
a Contractor proposes a subcontractor for work performed under an Order, the Contractor must comply 
with FAR 52.244-2 and FAR 44.2. 
  
The OCO is responsible for reviewing the Contractor’s notification and supporting data to ensure that the 
proposed subcontract is appropriate for the risk involved, and consistent with current policy and sound 
business judgment prior to consent to subcontract. 
  
If the Contractor enters into any subcontract that requires consent under the clause at FAR 52.244-2, 
Subcontracts, without obtaining such consent, the Government is not required to reimburse the 
Contractor for any costs incurred under the subcontract prior to the date the Contractor obtains the 
required consent. Any reimbursement of subcontract costs incurred prior to the date the consent was 
obtained shall be at the sole discretion of the Government. 
 
G.16.1  Limitations on Subcontracting 
  
In accordance with the 13 CFR 125.6(b)(1), 13 CFR 125.15(d)(1) and FAR clause 52.219-27 Notice of 
Service-Disabled Veteran-Owned Small Business Set-Aside, a service-disabled veteran-owned small 
business concern contracting for services will perform at least 50 percent of cost of personnel for master 
contract performance with its own employees or employees of other service-disabled veteran-owned 
small business concerns.  
  
The contractor is responsible for performing at least 50% of the cost of the contract incurred for personnel 
with its own employees, or employees of other service-disabled veteran-owned small business concerns, 
at the Master Contract level and not necessarily on individual task orders.  Notwithstanding this, the 
contractor is required to perform a meaningful amount of work on each task order to prevent pass-through 
situations which are prohibited under this contract. Contractor compliance with this section will be a factor 
in whether a contractor’s Master Contract option is exercised. (See H.19) 
  
G.16.2  Subcontract Reporting 
  
While Contractors should maintain up-to-date running records concerning prime and subcontract 
performance costs, they shall periodically report that information by entering that data electronically via 
the government designated system.   
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Subcontracting data shall be current within the government designated system no later than 30 calendar 
days after the end of each contract year.  
 
A negative report is required when there is no activity or no subcontracting in the preceding reporting 
period. To satisfy the negative report requirement, send an email to VETS2@gsa.gov with a statement of 
“NO SUBCONTRACTING ACTIVITY TO REPORT FOR THIS REPORTING PERIOD”.  The negative 
report submitted should contain the contractor’s contract number and report period in the email subject 
line.  
  
Contract options for contractors not in full compliance with FAR 52.219-27 as of the end of the fourth 
contract year might not be exercised.  
 
Willful failure or refusal to furnish the required reports, or gross negligence in managing the 
subcontracting limitation, or falsification of reports constitutes sufficient cause to terminate the Contractor 
for default. 
 
G.17 TASK ORDER CLOSEOUT 
 
The OCO is responsible for closing out individual Task Orders under the Master Contract.  The Contractor 
agrees to cooperate with the OCO to close out Orders as soon as practical after expiration, cancellation 
or termination of each Task Order. In the event the Contractor cannot locate the current OCO to close out 
the Task Order, the Contractor may request assistance from the GSA GWAC ACO to locate an ordering 
agency representative to close out the Orders. Task Order closeout will be accomplished within the 
guidelines set forth in:  FAR Part 4 Administrative Matters and FAR Part 42 Contract Administration and 
Audit Services.  
 
OCOs are encouraged to utilize FAR 42.708, Quick-Closeout Procedures to the maximum extent 
practicable. 
 
The OCO has the authority to negotiate settlement of indirect costs in advance of the determination of 
final indirect cost rates if the Order is physically complete and the amount of unsettled indirect cost to be 
allocated to the Order is relatively insignificant (See FAR 42.708(a)(2)). 
 
G.17.1 Task Order Closeout Verification/Validation 
 
The Contractor shall verify that all data elements have been reported and validated within the designated 
reporting system within six months after the task order Period of Performance end date.  Any data 
identified during verification that is incorrect, must be corrected within 30 calendar days after identification 
has been made as specified in Section F.6. 
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SECTION H 
SPECIAL CONTRACT REQUIREMENTS 


  
H.1    PROVISIONS INCORPORATED BY REFERENCE AT TASK ORDER LEVEL 
  
Task orders may incorporate one or more provisions by reference, with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, 
the full text of a provision may be accessed electronically at this address:  https://www.acquisition.gov/ 
  
The following provisions apply at the Order level, as applicable, depending upon the contract type of the 
Order, or as specifically referenced in the applicable Order: 
  


PROVISION # PROVISION TITLE DATE FP COST TM 


52.209-12 CERTIFICATION REGARDING TAX 
MATTERS 


FEB 2016 X X X 


52.211-6 BRAND NAME OR EQUAL AUG 1999 X X X 


52.211-14* NOTICE OF PRIORITY RATING FOR 
NATIONAL DEFENSE USE 


APR 2008 X X X 


52.215-20 REQUIREMENTS FOR COST OR 
PRICING DATA OR INFORMATION 
OTHER THAN COST OR PRICING 
DATA 


OCT 2010 X X X 


52.215-20* ALTERNATE I OCT 2010 X X X 


52.215-20 ALTERNATE II OCT 1997 X X X 


52.215-20* ALTERNATE III OCT 1997 X X X 


52.215-20* ALTERNATE IV OCT 2010 X X X 


52.215-22 LIMITATIONS ON PASS-THROUGH 
CHARGES-IDENTIFICATION OF 
SUBCONTRACTING EFFORT 


OCT 2009 X X X 


52.216-29 TIME-AND-MATERIALS/LABOR-
HOUR PROPOSAL REQUIREMENTS 
— NON-COMMERCIAL ITEM 
ACQUISITION WITH ADEQUATE 
PRICE COMPETITION 
  
(Note: If DoD, use DFARS 252.216-
7002 Alternate A (FEB 2007) in 
combination with FAR 52.216-29 (FEB 
2007)) 


FEB 2007     X 
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52.216-30 TIME-AND-MATERIALS/LABOR-
HOUR PROPOSAL REQUIREMENTS 
– NON-COMMERCIAL ITEM 
ACQUISITION WITHOUT ADEQUATE 
PRICE COMPETITION 


FEB 2007     X 


52.216-31 TIME-AND-MATERIALS/LABOR-
HOUR PROPOSAL REQUIREMENTS 
—COMMERCIAL ITEM ACQUISITION 


FEB 2007     X 


52.217-5 EVALUATION OF OPTIONS JUL 1990 X X X 


52.234-2 NOTICE OF EARNED VALUE 
MANAGEMENT SYSTEM – PRE-
AWARD IBR 


JUL 2006 X X X 


52.234-3 NOTICE OF EARNED VALUE 
MANAGEMENT SYSTEM – POST-
AWARD IBR 


JUL 2006 X X X 


52.234-4* EARNED VALUE MANAGEMENT 
SYSTEM 


MAY 2014 X X X 


52.237-10 IDENTIFICATION OF 
UNCOMPENSATED OVERTIME 


MAR 2015 X X X 


 
(Note: Provision numbers followed by an asterisk (*) require fill-ins by the OCO if determined 
applicable and incorporated into the Order.) 
  
H.2    MARKETING 
  
GSA requires the review and approval of any Press/News Releases for Orders and Master Contracts, 
Marketing/ Promotional Materials and Brochures by a Contractor that is VETS 2 GWAC related, including 
information on the Contractor’s VETS 2 GWAC webpage.    
 
All marketing, promotional materials, and news releases in connection with VETS 2 GWAC or task order 
awards under VETS 2 GWAC, including information on the Contractor’s VETS 2 GWAC webpage, may 
be co-branded with marks owned or licensed by the Contractor and GSA, as long as the Contractor 
complies with GSAR 552.203-71, Restriction on Advertising, and in the case of GSA’s logo must comply 
with GSA’s logo policy,  www.gsa.gov/logos. Contractors shall ensure these guidelines are adhered to by 
its subcontractors. 
  
H.3    ORGANIZATIONAL CONFLICT OF INTEREST 
  
The guidelines and procedures of FAR 9.5 will be used in identifying and resolving any issues of 
organizational conflict of interest at the Order level. 
  
In the event that an Order requires activity that would create an actual or potential conflict of interest, the 
Contractor shall identify the potential or actual conflict to the OCO for review per FAR 9.5. 



http://www.gsa.gov/portal/content/159465





VETS 2 GWAC 
QTA0016AWA0001 


33 


H.4   PERMITS 
  
Except as otherwise provided in an individual Order, the Contractor shall, without direct cost to the 
Government, be responsible for obtaining any and all licenses, certifications, authorizations, approvals, 
and permits; for complying with any applicable Federal, national, state, and municipal laws, codes, and 
regulations; and any applicable foreign work permits, authorizations, etc., and/or visas in connection with 
the performance of any applicable Order issued under the Master Contract. 
  
H.5    SECURITY: SAFEGUARDING SENSITIVE DATA AND IT RESOURCES 
  
Contractors entering into an agreement for service to government activities shall be subject to all IT 
security standards, policies, reporting requirements, and government wide laws or regulations applicable 
to the protection of government wide information security, as listed in Attachment J-3 Government 
Cybersecurity Policies and Regulations.  
 
Additional requirements may be included on individual task orders by the issuing agency OCO. A listing of 
policies and regulations applicable to GSA issued task orders is also provided in Attachment J-3. 
  
H.6    SECURITY: FACILITY CLEARANCES 
  
Individual task orders may require facility security clearances. Unless specified otherwise by the OCO, 
only those Offerors that meet the required security clearance levels on individual Orders shall be able to 
compete for task orders requiring security clearance(s). When classified work is required on an individual 
task order, the Contract Security Classification Specification, (DD Form 254 or agency equivalent) will be 
issued to the Contractor by the requiring agency.  
 
H.7    SECURITY: PERSONNEL CLEARANCES 
  
The Contractor is responsible for providing personnel with appropriate security clearances to ensure 
compliance with Government security regulations, as specified on individual Orders. The Contractor shall 
fully cooperate on all security checks and investigations by furnishing requested information to verify the 
Contractor employee's trustworthiness and suitability for the position. Clearances may require Special 
Background Investigations (SBI), Sensitive Compartmented Information (SCI) access or Special Access 
Programs (SAP), or agency-specific access, such as a Q clearance or clearance for restricted data. 
Contractors should refer to task order solicitations for guidance on whether or not the customer agency 
will pay for the investigation or if the contractor is responsible for the cost of the investigation.  
  
H.8  CONTRACTOR TRAINING 
  
The Contractor is generally expected to maintain the professional qualifications and certifications of its 
personnel through ongoing training.  Unless specifically authorized in an individual Order, the Contractor 
shall not directly bill the Government for any training. 
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H.9  GOVERNMENT PROPERTY 
  
Any equipment, property, or facilities furnished by the Government or any Contractor-acquired property 
must be specified on individual Orders and follow the policies and procedures of FAR Part 45, 
Government Property, for providing Government property to Contractors, Contractors’ use and 
management of Government property, and reporting, redistributing, and disposing of Contractor 
inventory.       
  
H.10  LEASING OF REAL AND PERSONAL PROPERTY 
       
The Government contemplates that leases may be part of a solution offered by a Contractor, but the 
Government, where the solution includes leasing, will not be the Lessee.  Under no circumstances on any 
Order issued under this Master Contract shall: 
  
(a) The Government be deemed to have privity-of-contract with the owner/lessor of the leased items; or 
  
(b) The Government be held liable for early termination/cancellation damages if the Government decides 
not to exercise an Option period under an Order unless the Contractor has specifically disclosed the 
amount of such damages (or the formula by which such damages would be calculated) as part of its 
Proposal and the OCO for the Order has specifically approved/allowed such damages as part of the 
Award.  The Master Contract strictly prohibits the use of lease-like payment arrangements, which purport 
to permit the Government to receive delivery of items and then pay for the full cost of the items over time, 
even if such arrangements are not technically a lease transaction because the Government is not the 
lessee. 
  
H.11  ELECTRONIC AND INFORMATION TECHNOLOGY ACCESSIBILITY 
  
Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d), as amended by the 
Workforce Investment Act of 1998, all electronic and information technology (EIT) products and services 
developed, acquired, maintained, or used under task orders issued against the contract must comply with 
the "Electronic and Information Technology Accessibility Provisions" set forth by the Architectural and 
Transportation Barriers Compliance Board (also referred to as the "Access Board") in 36 CFR part 1194.  
 
The offeror must reference the Section 508 technical standards below as a resource for meeting 
compliance of deliverables: 
1194.21 Software applications and operating systems 
1194.22 Web-based Intranet and Internet Information and Applications 
1194.23 Telecommunications Products 
1194.24 Video and multimedia products 
1194.25 Self contained, closed products 
1194.26 Desktop and portable computers 
1194.31 Functional Performance Criteria 
1194.41 Information, Documentation and Support 
 
The Offeror must comply with all required Federal or agency standards, including providing a Voluntary 
Product Accessibility Template (VPAT) or Government Product Accessibility Template (GPAT), as 
specified in the scope of work for each task order. OCOs have the option to perform testing and validation 
of EIT deliverables against any conformance claim and may include Section 508 compliance as an 
evaluation factor within a task order. 







VETS 2 GWAC 
QTA0016AWA0001 


35 


 
Information about Section 508 provisions is available at http://www.section508.gov/. The complete text of 
Section 508 Final provisions can be accessed at http://www.access-board.gov/. 
 
H.12  INTERNET PROTOCOL VERSION 6 (IPv6) 
  
The Master Contract involves the acquisition of Information Technology (IT) that uses Internet Protocol 
(IP) technology. The Contractor agrees that: (1) all deliverables that involve IT that uses IP (products, 
services, software, etc.) comply with IPv6 Standards and interoperate with both IPv6 and IPv4 systems 
and products; and (2) it has IPv6 technical support for fielded product management, development, and 
implementation available. If the Contractor plans to offer a deliverable that involves IT that is not initially 
compliant, the Contractor shall (1) obtain the Ordering Contracting Officer's (OCO’s) approval before 
starting work on the deliverable; and (2) have IPv6 technical support for fielded product management, 
development and implementation available. Should the Contractor find that the Statement of Work (SOW) 
or specifications of an order do not conform to IPv6 standards, it must notify the OCO of such 
nonconformance and act in accordance with the instructions of the OCO. 
  
H.13  COST ACCOUNTING SYSTEM 
  
Unless specified otherwise by the OCO, a contractor responding to Cost-Reimbursement (CR) type task 
orders, as defined in FAR 16.301-1, is required to have an accounting system that the Defense Contract 
Audit Agency (DCAA), the Defense Contract Management Agency (DCMA), or any federal civilian audit 
agency has audited and determined adequate for determining costs applicable to the contract in 
accordance with FAR 16.301-3(a)(3). The Contractor shall notify VETS2@gsa.gov and designated OCOs 
for ongoing cost-reimbursement task orders, in writing, if there are any changes in the status of their cost 
accounting system and provide the reason(s) for the change.  
   
H.14  COMMERCIAL SOFTWARE AGREEMENTS 
  
The Government understands that commercial software tools will be purchased during performance of 
this GWAC and subsequent orders, and may be subject to commercial agreements which may take a 
variety of forms, including without limitation, licensing agreements, terms of service, maintenance 
agreements, and the like, whether existing, in hard copy or in an electronic or online format such as 
"clickwrap" or "browsewrap" (collectively, "Software Agreements"). The parties acknowledge that FAR 
12.212(a) requires the Government to procure such tools and their associated documentation under such 
Software Agreements to the extent such Software Agreements are consistent with Federal law. 
  
 H.15 LOGISTICAL SUPPORT PRIVILEGES 
  
As specified on individual Orders, Contractors may be required to provide logistical support in OCONUS 
areas.  Individual Orders will specify whether Status of Forces Agreements (SOFAs) for foreign 
jurisdictions will apply and will be processed for foreign tax exemption purposes. At the discretion of the 
Military Theatre Commander, the Government may provide, but is not limited to, use of the following: 
  


(i) Military or other U.S. Government Clubs, exchanges, or other non-appropriated fund 
organizations; 


 
(ii) Military or other U.S. Government commissary stores; 


 



http://www.section508.gov/

http://www.access-board.gov/
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(iii) Military or other U.S. Government postal facilities; 
 


(iv) Utilities and services in accordance with priorities, rates or tariffs established by military or other 
U.S. Government agencies; 


 
(v) Military Payment Certificate (MPC), where applicable; 


 
(vi) Military or other U.S. Government banking facilities; and 


 
(vii) Military or other U.S. Government provided telephones, lines, and services with direct dialing 


capability and access to the Defense Switched Network (DSN), (formerly AUTOVON).  The 
precedence of usage shall be coincident with the urgency of the requirement and in accordance 
with Government and Military regulations. 


  
H.16  MINIMUM CONTRACT SALES REQUIREMENTS 
  
Contractors awarded a VETS 2 contract are expected to meet a minimum contract sales requirement 
during the Master Contract base period. The minimum contract sales requirement is $500,000 in Order 
value for each awardee. If the contractor does not meet the minimum contract sales requirement during 
the Master Contract base period, the Government will not exercise the contractor’s Master Contract 
option period. Again, the Government is prohibited from exercising the Master Contract option period for 
contractors that fail to promote the success of VETS 2 by meeting the minimum contract sales 
requirement. 
 
H.17  TECHNICAL REFRESHMENT 
 
After award of the Master Contract, the Government may implement technical refreshment of the scope 
and/or the labor categories consistent with the appropriate changes clause in order to improve 
performance or react to changes in technology. 
  
H.18  OPEN SEASON 
  
The Government reserves the right to determine whether it would be appropriate to announce a new 
SDVOSB set-aside competition for the purpose of adding additional contractors to VETS 2.  
 
Consistent with FAR 16.504(c)(1)(ii)(A), the GSA VETS 2 GWAC Contracting Officer has determined that 
it is in the Government’s best interest that at all times during the term of the Master Contract there is an 
adequate number of VETS 2 GWAC Contractors eligible to compete for task orders. 
 
Should the GSA VETS 2 Contracting Officer determine to conduct an open season in accordance with 
this section, the following considerations will apply: 
  


1. An open season notice is published in Federal Business Opportunities in accordance with FAR Part 
5, Publicizing Contract Action. 


 
2. An open season solicitation is issued under current Federal procurement law, e.g. updating the 


provisions in Section L. 
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3. The solicitation identifies the total anticipated number of new contracts that GSA intends to award 
onto the Master Contract. The number of new contracts awarded through an open season is not 
limited by the number of awards made through the original competition or any other open season 
conducted through the contract. 


 
4. The basis of the competition under the open season solicitation relies upon substantially the same 


methodology as in the original solicitation. GSA reserves the right to update the evaluation scoring 
model with consideration to market conditions.  


 
5. The terms and conditions of any resulting awards are materially identical to the existing version of 


the VETS 2 GWAC. 
 
6. The period of performance term for any new awards is coterminous with the existing term for all 


other Contractors 
 
7. Immediately upon award, the new contractors are eligible to respond to task order requests and 


receive task order awards with the same rights and obligations as any other Contractor. 
  
H.19  EXERCISE OF THE CONTRACT OPTION PERIOD 
 
In accordance with FAR 52.217-9, Option to Extend the Term of the Contract, the Government may 
extend the term of this contract for one, five-year option period. In addition to the factors identified in FAR 
17.207, the determination of whether the Contractor’s option will be exercised will also include, but not be 
limited to, the following factors: 
 


● Timely, Accurate, and Complete Reporting (G.13) 
● Timely, Accurate, and Complete CAF Remittance (G.14) 
● Contractor has met the Minimum Contract Sales Requirement (H.16) 
● Contractor is in compliance with the Limitations on Subcontracting (G.16.1) 
● Satisfactory Past Performance on Awarded Task Orders 
● Status as a Service-Disabled, Veteran-Owned Small Business Concern (H.20.4) 


 
H.20 HANDLING OF SIZE AND STATUS RE-REPRESENTATIONS 
 
H.20.1  Presumption of Loss 
  
For VETS 2 there is a presumption of loss when, as a result of a re-representation required by FAR 
52.219-28, 13 CFR 125.15(e)(1)(i-ii) and 13 CFR 125.15(e)(2), the contractor becomes other than a small 
business (a large business) or does not remain a service disabled veteran-owned (SDVO) small business 
concern (SBC).  
 
H.20.2  Merger or Acquisition With Novation 
 
Per FAR 52.219-28 and 13 CFR 125.15(e)(1)(i-ii), merger or acquisition with novation requires timely size 
and SDVO SBC re-representation.  
 
When the re-representation identifies other than a small business or a non-SDVO SBC, the novation will 
not be deemed to be in the Government’s best interest. Given this advance information, such a merger or 
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acquisition will trigger a no cost contract cancellation, initiated by the contractor, with the following 
conditions:  
 


● The contractor’s size and/or socioeconomic status will be revised for the master contract in 
FPDS-NG, which will apply to all subsequent funding actions on orders. 


● Existing task orders may continue at the OCO’s discretion. 
○ Option periods on existing task orders may continue at the OCO’s discretion. 


 
H.20.3  Merger or Acquisition Without Novation 
 
Per FAR 52.219-28 and 13 CFR 125.15(e)(1)(i-ii), merger or acquisition without novation requires timely 
size and SDVO SBC re-representation.  
 
When the re-representation identifies other than a small business or a non-SDVO SBC the merger or 
acquisition will trigger a no cost contract cancellation, initiated by the contractor, with the following 
conditions:  
  


● The contractor’s size and/or socioeconomic status will be revised for the master contract in 
FPDS-NG, which will apply to all subsequent funding actions on orders. 


● Existing task orders may continue at the OCO’s discretion. 
○ Option periods on existing task orders may continue at the OCO’s discretion. 


 
H.20.4  Re-Representation Prior to the Master Contract’s Sixth Year 
 
Per FAR 52.219-28(b)(3)(i) and 13 CFR 125.15(e)(2)  timely size and SDVO SBC re-representation is 
required prior to the master contract’s sixth year. For VETS 2, when the re-representation identifies other 
than a small business or a non-SDVO SBC, then the master contract option period for the affected 
contractor contains the following changes:  
 


1. The contractor Is NOT eligible to respond to Task Order Requests subject to fair opportunity 
(FAR 16.505(b)(1)) 
 


2. The contractor remains eligible to accept orders from OCOs based on the following exception to a 
fair opportunity:   


a. The order must be issued on a sole-source basis in the interest of economy and 
efficiency because it is a logical follow-on to an order already issued under the contract, 
provided that all awardees were given a fair opportunity to be considered for the original 
order. (FAR 16.505(b)(2)(i)(C)) 


 
3. A subsequent merger or acquisition, with or without novation, triggers paragraph H.20.2 or 


H.20.3, as applicable.  
a. If the result of the size and SDVO SBC re-representation is that the contractor is deemed 


to be a small business concern and a service-disabled veteran-owned small business 
concern, then H.20.4.1 will no longer apply, in which case it might take the Government 
30 or more calendar days to implement the necessary adjustments. 
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SECTION I 
CONTRACT CLAUSES 


  
I.1     GENERAL 
  
In accordance with FAR 52.301, Solicitation Provisions and Contract Clauses (Matrix), due to the various 
combinations for contract provisions/clauses that may be required for an individual task order based on 
the contract type, statement of work, dollar value, and other specific customer agency requirements, 
VETS 2 cannot predetermine all the contract provisions/clauses for future individual task orders. 
However, all Required and Required when Applicable provisions/clauses set forth in FAR 52.301 
automatically flow down to all VETS 2 task orders, based on their specific contract type, statement of 
work, and dollar value. 
  
The OCO must identify any Optional, and/or Agency-Specific provisions/clauses for each individual task 
order solicitation and subsequent task order award. The OCO must provide the provision/clause Number, 
Title, Date, and fill-in information (if any), as of the date the task order solicitation is issued. 
   
I.2     FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
  
This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text.  Upon request, the Contracting Officer will make their full text available.  Also, the 
full text of a clause may be accessed electronically at this address:  https://www.acquisition.gov/ 
  


CLAUSE 
NO. 


TITLE DATE FP COST TM 


52.202-1 DEFINITIONS NOV 2013 X X X 


52.203-3 GRATUITIES APR 1984 X X X 


52.203-5 COVENANT AGAINST CONTINGENT FEES MAY 2014 X X X 


52.203-6 RESTRICTIONS ON SUBCONTRACTOR SALES 
TO THE GOVERNMENT 


SEP 2006 X X   


52.203-7 ANTI-KICKBACK PROCEDURES MAY 2014 X X X 


52.203-8 CANCELLATION, RESCISSION, AND 
RECOVERY OF FUNDS FOR ILLEGAL OR 
IMPROPER ACTIVITY 


MAY 2014 X X X 


52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR 
IMPROPER ACTIVITY 


MAY 2014 X X X 


52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE 
CERTAIN FEDERAL TRANSACTIONS 


OCT 2010 X X X 


52.203-13 CONTRACTOR CODE OF BUSINESS AND 
CONDUCT 


OCT 2015 X X X 
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52.203-14 DISPLAY OF HOTLINE POSTER(s) OCT 2015 X X X 


52.203-15 WHISTLEBLOWER PROTECTIONS UNDER THE 
AMERICAN RECOVERY AND REINVESTMENT 
ACT OF 2009 


JUN 2010 
  


X X X 


52.203-16 PREVENTING PERSONAL CONFLICT  OF 
INTEREST 


DEC 2011 X X X 


52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER 
RIGHTS AND REQUIREMENT TO INFORM 
EMPLOYEE OF WHISTLEBLOWER RIGHTS 


APR 2014 X X X 


52.204-2 SECURITY REQUIREMENTS AUG 1996 X X X 


52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON 
RECYCLED PAPER 


MAY 2011 X X X 


52.204-9 PERSONAL IDENTITY VERIFICATION OF 
CONTRACTOR PERSONNEL 


JAN 2011 X X X 


52.204-10 REPORTING EXECUTIVE COMPENSATION AND 
FIRST-TIER SUBCONTRACT AWARDS 


OCT 2015 X X X 


52.204-13 
SYSTEM FOR AWARD MANAGEMENT 
MAINTENANCE JUL 2013 


X X X 


52.204-15 SERVICE CONTRACT REPORTING 
REQUIREMENTS FOR INDEFINITE-DELIVERY 
CONTRACTS 


JAN 2014 X X X 


52.204-18 COMMERCIAL AND GOVERNMENT ENTITY 
CODE MAINTENANCE 


JUL 2015 X X X 


52.207-3 RIGHT OF FIRST REFUSAL OF EMPLOYMENT MAY 2006 X X X 


52.209-6 PROTECTING THE GOVERNMENT'S INTEREST 
WHEN SUBCONTRACTING WITH 
CONTRACTORS DEBARRED, SUSPENDED, OR 
PROPOSED FOR DEBARMENT 


OCT 2015 X X X 


52.209-9 UPDATES OF PUBLICLY AVAILABLE 
INFORMATION REGARDING RESPONSIBILITY 
MATTERS 


JUL 2013 X X X 


52.209-10 PROHIBITION ON CONTRACTING WITH 
INVERTED DOMESTIC CORPORATIONS 


NOV 2015 X X X 


52.211-5 MATERIALS REQUIREMENTS AUG 2000 X X   


52.211-11* LIQUIDATED DAMAGES – SUPPLIES, SEP 2000 X     
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SERVICES, OR RESEARCH AND 
DEVELOPMENT 


52.211-15 DEFENSE PRIORITY AND ALLOCATION 
REQUIREMENTS 


APR 2008 X X X 


52.214-35 SUBMISSION OF OFFERS IN U.S. CURRENCY APR 1991 X X X 


52.215-2 AUDIT AND RECORDS —NEGOTIATION OCT 2010 X X X 


52.215-2 ALTERNATE I MAR 2009 X X X 


52.215-2 ALTERNATE III JUN 1999 X X X 


52.215-8 ORDER OF PRECEDENCE – UNIFORM 
CONTRACT FORMAT 


OCT 1997 
  


X X X 


52.215-9 CHANGES OR ADDITIONS TO MAKE-OR-BUY 
PROGRAM 


OCT 1997 X X X 


52.215-9 ALTERNATE I OCT 2010 X     


52.215-9 ALTERNATE II OCT 2010   X   


52.215-10 PRICE REDUCTION FOR DEFECTIVE COST OR 
PRICING DATA 


AUG 2011 X X X 


52.215-11 PRICE REDUCTION FOR DEFECTIVE COST OR 
PRICING DATA – MODIFICATIONS 


AUG 2011 X X X 


52.215-12 SUBCONTRACTOR COST OR PRICING DATA OCT 2010 X X X 


52.215-13 SUBCONTRACTOR COST OR PRICING DATA – 
MODIFICATIONS 


OCT 2010 X X X 


52.215-14 INTEGRITY OF UNIT PRICES OCT 2010 X X X 


52.215-14 ALTERNATE I OCT 1997 X X X 


52.215-15 PENSION ADJUSTMENTS AND ASSET 
REVERSIONS 


OCT 2010 X X X 


52.215-17 WAIVER OF FACILITIES CAPITAL COST OF 
MONEY 


OCT 1997 X X X 


52.215-18 REVERSION OR ADJUSTMENT OF PLANS FOR 
POSTRETIREMENT BENEFITS (PRB) OTHER 
THAN PENSIONS 


JUL 2005 X X X 


52.215-19 NOTIFICATION OF OWNERSHIP CHANGES OCT 1997 X X X 
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52.215-21 REQUIREMENTS FOR COST OR PRICING DATA 
OR INFORMATION OTHER THAN COST OR 
PRICING DATA-MODIFICATIONS 


OCT 2010 X X X 


52.215.21 ALTERNATE I OCT 2010 X X X 


52.215-21 ALTERNATE II OCT 1997 X X X 


52.215-21 ALTERNATE III OCT 1997 X X X 


52.215-21 ALTERNATE IV OCT 2010 X X X 


52.215-23 LIMITATIONS ON PASS-THROUGH CHARGES OCT 2009 X  X X  


52.216-4 ECONOMIC PRICE ADJUSTMENT – LABOR AND 
MATERIAL 


JAN 1997 X   X 


52.216-5* PRICE REDETERMINATION – PROSPECTIVE OCT 1997 X   X 


52.216-6* PRICE REDETERMINATION—RETROACTIVE OCT 1997 X   X 


52.216-7* ALLOWABLE COST AND PAYMENT JUN 2013   X X 


52.216-8 FIXED FEE JUN 2011   X X 


52.216-10   INCENTIVE FEE JUN 2011   X X 


52.216-11* COST CONTRACT-NO FEE APR 1984   X X 


52.216-12 COST-SHARING CONTRACT—NO FEE APR 1984  X  


52.216-16* INCENTIVE PRICE REVISION - FIRM TARGET OCT 1997 X   X 


52.216-16 ALTERNATE I APR 1984 X   X 


52.216-17* INCENTIVE PRICE REVISION - SUCCESSIVE 
TARGETS 


OCT 1997 X   X 


52.216-17 ALTERNATE I APR 1984 X   X 


52.217-2 CANCELLATION UNDER MULTI-YEAR 
CONTRACTS 


OCT 1997 X   


52.217-8* OPTION TO EXTEND SERVICES NOV 1999 X X X 


52.219-3+ NOTICE OF TOTAL HUBZONE SET-ASIDE OR 
SOLE SOURCE AWARD 


NOV 2011 X X X 


52.219-6+ NOTICE OF TOTAL SMALL BUSINESS SET-
ASIDE 


NOV 2011 X X X 


52.219-8 UTILIZATION OF SMALL BUSINESS CONCERNS OCT 2014 X X X 
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52.219-13 NOTICE OF SET-ASIDE OR ORDERS NOV 2011 X X X 


52.219-14 LIMITATIONS ON SUBCONTRACTING NOV 2011 X X X 


52.219-27 NOTICE OF TOTAL SERVICE-DISABLED 
VETERAN-OWNED SMALL BUSINESS SET-
ASIDE 


NOV 2011 X X X 


52.219-28 POST-AWARD SMALL BUSINESS PROGRAM 
REREPRESENTATION 


JUL 2013 X X X 


52.219-29+ NOTICE OF SET-ASIDE FOR, OR SOLE 
SOURCE AWARD TO, ECONOMICALLY 
DISADVANTAGED WOMEN-OWNED SMALL 
BUSINESS CONCERNS 


DEC 2015 X X X 


52.219-30+ NOTICE OF SET-ASIDE FOR, OR SOLE 
SOURCE AWARD TO, WOMEN-OWNED SMALL 
BUSINESS CONCERNS ELIGIBLE UNDER THE 
WOMEN-OWNED SMALL BUSINESS PROGRAM  


DEC 2015 X X X 


52.222-1 NOTICE TO THE GOVERNMENT OF LABOR 
DISPUTES 


FEB 1997 X X X 


52.222-2 PAYMENT FOR OVERTIME PREMIUMS JUL 1990   X   


52.222-3 CONVICT LABOR JUN 2003 X X X 


52.222-4 CONTRACT WORK HOURS AND SAFETY 
STANDARDS ACT - OVERTIME 
COMPENSATION 


MAY 2014 X X X 


52.222-19 CHILD LABOR - COOPERATION WITH 
AUTHORITIES AND REMEDIES 


FEB 2016 X X X 


52.222-21 PROHIBITION OF SEGREGATED FACILITIES APR 2015 X X X 


52.222-26 EQUAL OPPORTUNITY APR 2015 X X X 


52.222-29 NOTIFICATION OF VISA DENIAL APR 2015 X X X 


52.222-35 EQUAL OPPORTUNITY FOR VETERANS OCT 2015 X X X 


52.222-35 ALTERNATE I JUL 2014 X X X 


52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH 
DISABILITIES 


JUL 2014 X X X 


52.222-36 ALTERNATE I JUL 2014 X X X 


52.222-37 EMPLOYMENT REPORTS ON VETERANS FEB 2016 X X X 
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52.222-40 NOTIFICATION OF EMPLOYEE RIGHTS UNDER 
THE NATIONAL LABOR RELATIONS ACT 


DEC 2010 X X X 


52.222-50 COMBATING TRAFFICKING IN PERSONS MAR 2015 X X X 


52.222-54 EMPLOYMENT ELIGIBILITY VERIFICATION OCT 2015 X X X 


52.223-2 AFFIRMATIVE PROCUREMENT OF BIOBASED 
PRODUCTS UNDER SERVICE AND 
CONSTRUCTION CONTRACTS 


SEP 2013 X X X 


52.223-3* HAZARDOUS MATERIAL IDENTIFICATION AND 
MATERIAL SAFETY DATA 


JAN 1997 X X X 


52.223-3 ALTERNATE I JUL 1995 X X X 


52.223-5 POLLUTION PREVENTION AND RIGHT-TO-
KNOW INFORMATION 


MAY 2011 X X X 


52.223-5 ALTERNATE I MAY 2011 X X X 


52.223-5 ALTERNATE II MAY 2011 X X X 


52.223-6 DRUG-FREE WORKPLACE MAY 2001 X X X 


52.223-10 WASTE REDUCTION PROGRAM MAY 2011 X X   


52.223-12 REFRIGERATION EQUIPMENT AND AIR 
CONDITIONERS 


MAY 1995 X X X 


52.223-13 ACQUISITION OF  EPEAT(R) REGISTERED 
IMAGING EQUIPMENT 


JUN 2014 X X X 


52.223-14 ACQUISITION OF  EPEAT(R) REGISTERED 
TELEVISIONS 


JUN 2014 X X X 


52.223-15 ENERGY EFFICIENCY IN ENERGY-CONSUMING 
PRODUCTS 


DEC 2007 X X X 


52.223-16 ACQUISITION OF EPEAT-REGISTERED 
PERSONAL COMPUTER PRODUCTS 


OCT 2015 X X X 


52.223-16 ALTERNATE I JUN 2014 X X X 


52.223-17 AFFIRMATIVE PROCUREMENT OF EPA- 
DESIGNATED ITEMS IN SERVICE AND 
CONSTRUCTION CONTRACTS 


MAY 2008 X X X 


52.223-18 ENCOURAGING CONTRACTOR POLICIES TO 
BAN TEXT MESSAGING WHILE DRIVING 


AUG 2011 X X X 
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52.223-19 COMPLIANCE WITH ENVIRONMENTAL 
MANAGEMENT SYSTEMS 


MAY 2011 X X X 


52.224-1 PRIVACY ACT NOTIFICATION APR 1984 X X X 


52.224-2 PRIVACY ACT APR 1984 X X X 


52.225-1 BUY AMERICAN –SUPPLIES MAY 2014 X X X 


52.225-3 BUY AMERICAN – FREE TRADE AGREEMENTS – 
ISRAELI TRADE ACT 


MAY 2014 X X X 


52.225-3 ALTERNATE I MAY 2014 X X X 


52.225-3 ALTERNATE II MAY 2014 X X X 


52.225-3 ALTERNATE III MAY 2014 X X X 


52.225-8 DUTY-FREE ENTRY OCT 2010 X X X 


52.225-13 RESTRICTIONS ON CERTAIN FOREIGN 
PURCHASES 


JUN 2008 X X X  


52.225-14 INCONSISTENCY BETWEEN ENGLISH VERSION 
AND TRANSLATION OF CONTRACT 


FEB 2000 X X X 


52.225-19 CONTRACTOR PERSONNEL IN A DESIGNATED 
OPERATIONAL AREA OR SUPPORTING A 
DIPLOMATIC OR CONSULAR MISSION 
OUTSIDE THE UNITED STATES 


MAR 2008 X X X 


52.227-1 AUTHORIZATION AND CONSENT DEC 2007 X X   


52.227-2 NOTICE AND ASSISTANCE REGARDING 
PATENT AND COPYRIGHT INFRINGEMENT 


DEC 2007 X X   


52.227-3 PATENT INDEMNITY APR 1984 X X   


52.227-3* ALTERNATE I APR 1984 X X   


52.227-3* ALTERNATE II JUL 1995 X X   


52.227-5* WAIVER OF INDEMNITY APR 1984 X X   


52.227-9 REFUND OF ROYALTIES APR 1984 X   


52.227-10 FILING OF PATENT APPLICATIONS - 
CLASSIFIED SUBJECT MATTER 


DEC 2007 X X   


52.227-11 PATENT RIGHTS – RETENTION BY THE 
CONTRACTOR (SHORT FORM) 


MAY 2014 X X   
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52.227-13 PATENT RIGHTS – OWNERSHIP BY THE 
GOVERNMENT 


DEC 2007 X X   


52.227-14 RIGHTS IN DATA—GENERAL MAY 2014 X X X 


52.227-14 ALTERNATE I DEC 2007 X X X 


52.227-14* ALTERNATE II DEC 2007 X X X 


52.227-14* ALTERNATE III DEC 2007 X X X 


52.227-14 ALTERNATE IV DEC 2007 X X X 


52.227-14 ALTERNATE V DEC 2007 X X X 


52.227-16 ADDITIONAL DATA REQUIREMENTS JUN 1987 X X   


52.227-17 RIGHTS IN DATA-SPECIAL WORKS DEC 2007 X X X 


52.227-19 COMMERCIAL COMPUTER SOFTWARE - 
RESTRICTED RIGHTS 


DEC 2007 X     


52.227-21 TECHNICAL DATA DECLARATION, REVISION, 
AND WITHHOLDING OF PAYMENT—MAJOR 
SYSTEMS 


MAY 2014 X X X 


52.227-22 MAJOR SYSTEM - MINIMUM RIGHTS JUN 1987 X X X 


52.227-23 RIGHTS TO PROPOSAL DATA (TECHNICAL) JUN 1987 X X X 


52.228-3 WORKERS' COMPENSATION INSURANCE 
(DEFENSE BASE ACT) 


JUL 2014 X X X 


52.228-4 WORKERS’ COMPENSATION AND WAR-
HAZARD INSURANCE OVERSEAS 


APR 1984 X X X 


52.228-5 INSURANCE - WORK ON A GOVERNMENT 
INSTALLATION 


JAN 1997 X     


52.228-7 INSURANCE - LIABILITY TO THIRD PERSONS MAR 1996   X   


52.229-3 FEDERAL, STATE, AND LOCAL TAXES FEB 2013 X   X 


52.229-4 FEDERAL, STATE, AND LOCAL TAXES (STATE 
AND LOCAL ADJUSTMENTS) 


FEB 2013 X  X 


52.229-6 TAXES – FOREIGN FIXED-PRICE CONTRACTS FEB 2013 X   X 


52.229-8* TAXES - FOREIGN COST-REIMBURSEMENT 
CONTRACTS 


MAR 1990   X   


52.229-10* STATE OF NEW MEXICO GROSS RECEIPTS APR 2003   X X 







VETS 2 GWAC 
QTA0016AWA0001 


47 


AND COMPENSATING TAX 


52.232-1 PAYMENTS APR 1984 X     


52.232-7* PAYMENTS UNDER TIME-AND-MATERIALS AND 
LABOR-HOUR CONTRACTS 


AUG 2012     X 


52.232-8 DISCOUNTS FOR PROMPT PAYMENT FEB 2002 X   X 


52.232-9 LIMITATION ON WITHHOLDING OF PAYMENTS APR 1984 X X X 


52.232-11 EXTRAS APR 1984 X     


52.232-12* ADVANCE PAYMENTS MAY 2001 X X X 


52.232-12 ALTERNATE I APR 1984 X X X 


52.232-12* ALTERNATE II MAY 2001   X   


52.232-16* PROGRESS PAYMENTS APR 2012 X     


52.232-16 ALTERNATE I MAR 2000 X     


52.232-17 INTEREST MAY 2014 X X X 


52.232-18 AVAILABILITY OF FUNDS APR 1984 X X X 


52.232-19 AVAILABILITY OF FUNDS FOR THE NEXT 
FISCAL YEAR 


APR 1984 X X   


52.232-20 LIMITATION OF COST APR 1984   X   


52.232-22 LIMITATION OF FUNDS APR 1984   X   


52.232-23 ASSIGNMENT OF CLAIMS MAY 2014 X X X 


52.232-23 ALTERNATE I APR 1984 X X X 


52.232-25 PROMPT PAYMENT JUL 2013 X X X 


52.232-25 ALTERNATE I FEB 2002   X X 


52.232-33 PAYMENT BY ELECTRONIC FUNDS 
TRANSFER-SYSTEM FOR AWARD 
MANAGEMENT 


JUL 2013 X X X 


52.232-36 PAYMENT BY THIRD PARTY MAY 2014 X X X 


52.232-37 MULTIPLE PAYMENT ARRANGEMENTS. MAY 1999 X X X 


52.232-40 PROVIDING ACCELERATED PAYMENT TO 
SMALL BUSINESS SUBCONTRACTORS 


DEC 2013 X X X 
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52.233-1 DISPUTES MAY 2014 X X X 


52.233-1 ALTERNATE I DEC 1991 X X X 


52.233-3 PROTEST AFTER AWARD AUG 1996 X   X 


52.233-3 ALTERNATE I JUN 1985   X   


52.233-4 APPLICABLE LAW FOR BREACH OF 
CONTRACT CLAIM 


OCT 2004 X X X 


52.237-2 PROTECTION OF GOVERNMENT BUILDINGS, 
EQUIPMENT, AND VEGETATION 


APR 1984 X X X 


52.237-3 CONTINUITY OF SERVICES JAN 1991 X X   


52.237-9 WAIVER OF LIMITATION ON SEVERANCE 
PAYMENTS TO FOREIGN NATIONALS 


MAY 2014   X X 


52.239-1 PRIVACY OR SECURITY SAFEGUARDS AUG 1996 X X X 


52.242-1 NOTICE OF INTENT TO DISALLOW COSTS APR 1984 X X X 


52.242-3 PENALTIES FOR UNALLOWABLE COSTS MAY 2014   X X 


52.242-4 CERTIFICATION OF FINAL INDIRECT COSTS JAN 1997   X X 


52.242-13 BANKRUPTCY JUL 1995 X X X 


52.243-1 CHANGES – FIXED-PRICE ALTERNATE I APR 1984 X     


52.243-1 ALTERNATE II APR 1984 X   


52.243-1 ALTERNATE III APR 1984 X     


52.243-2 CHANGES – COST REIMBURSEMENT 
ALTERNATE I 


APR 1984   X   


52.243-2 ALTERNATE II APR 1984   X   


52.243-2 ALTERNATE V APR 1984   X   


52.243-3 CHANGES – TIME-AND-MATERIALS OR LABOR-
HOURS 


SEP 2000     X 


52.243-6 CHANGE ORDER ACCOUNTING APR 1984 X X   


52.243-7* NOTIFICATION OF CHANGES APR 1984 X X X 


52.244-2* SUBCONTRACTS OCT 2010 X X X 


52.244-2 ALTERNATE I JUN 2007  X  
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52.244-5 COMPETITION IN SUBCONTRACTING DEC 1996 X X   


52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEMS FEB 2016 X X X 


52.245-1 GOVERNMENT PROPERTY APR 2012 X X X 


52.245-2 GOVERNMENT PROPERTY INSTALLATION 
OPERATION SERVICES 


APR 2012 X     


52.245-9 USE AND CHANGES APR 2012 X X X 


52.246-19* WARRANTY OF SYSTEMS AND EQUIPMENT 
UNDER PERFORMANCE SPECIFICATIONS OR 
DESIGN CRITERIA. 


MAY 2001 X   


52.246-19 ALTERNATE I APR 1984 X   


52.246-19 ALTERNATE II APR 1984 X   


52.246-19 ALTERNATE III APR 1984 X   


52.246-20* WARRANTY OF SERVICES MAY 2001 X     


52.247-1* COMMERCIAL BILL OF LADING NOTATIONS FEB 2006 X X X 


52.247-63* PREFERENCE FOR U.S.-FLAG AIR CARRIERS JUN 2003 X X X 


52.247-67*   SUBMISSION OF TRANSPORTATION 
DOCUMENTS FOR AUDIT 


FEB 2006 X X X 


52.248-1* VALUE ENGINEERING OCT 2010 X X X  


52.248-1 ALTERNATE I APR 1984 X X X 


52.248-1 ALTERNATE II FEB 2000 X X X 


52.248-1 ALTERNATE III APR 1984 X X X 


52.249-2 TERMINATION FOR CONVENIENCE OF THE 
GOVERNMENT (FIXED-PRICE) 


APR 2012 X   X 


52.249-4 TERMINATION FOR CONVENIENCE OF THE 
GOVERNMENT (SERVICES) (SHORT FORM). 


APR 1984 X   


52.249-6 TERMINATION (COST-REIMBURSEMENT) MAY 2004   X   


52.249-6 ALTERNATE IV SEP 1996     X 


52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND 
SERVICE) 


APR 1984 X     


52.249-14 EXCUSABLE DELAYS APR 1984   X X 
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52.251-1 GOVERNMENT SUPPLY SOURCES APR 2012 X X X 


52.251-2 INTERAGENCY FLEET MANAGEMENT SYSTEM 
VEHICLES AND RELATED SERVICES 


JAN 1991  X  


52.253-1 COMPUTER GENERATED FORMS JAN 1991 X X X 


  
(Note:  Clause numbers followed by an asterisk (*) require fill-ins by the OCO if determined applicable 
and incorporated into the Order. Clause numbers followed by a plus sign (+) are not applicable to the 
Master Contract solicitation but may be utilized by the OCO as described in FAR 16.505(b)(2)(i)(F).)  


 
(End of Clause) 


  
I.2.1 Acquisition of Commercial Items 
  
The following clauses apply only to task and delivery orders that are for the acquisition of supplies or 
services that meet the definition of commercial items at FAR 2.101. They will be incorporated in full text 
into individual orders, as applicable. 
  


CLAUSE 
NO. 


TITLE DATE FP COST TM 


52.212-4 CONTRACT TERMS AND CONDITIONS – 
COMMERCIAL ITEMS ALTERNATE I 


MAY 2014     X 


52.212-5 CONTRACT TERMS AND CONDITIONS 
REQUIRED TO IMPLEMENT STATUTES OR 
EXECUTIVE ORDERS—COMMERCIAL ITEMS 


MAR  2016 X     


  
I.2.1.1 GSAR 552.212-4 Contract Terms and Conditions-Commercial Items. (ALTERNATE II) (FAR 
DEVIATION) (July 2015)  
 
(a) Inspection/Acceptance. The Contractor shall only tender for acceptance those items that conform to 
the requirements of this contract. The Government reserves the right to inspect or test any supplies or 
services that have been tendered for acceptance. The Government may require repair or replacement of 
nonconforming supplies or reperformance of nonconforming services at no increase in contract price. If 
repair/replacement or reperformance will not correct the defects or is not possible, the government may 
seek an equitable price reduction or adequate consideration for acceptance of nonconforming supplies or 
services. The Government must exercise its post-acceptance rights -- 


(1) Within a reasonable time after the defect was discovered or should have been discovered; 
and 
(2) Before any substantial change occurs in the condition of the item, unless the change is due to 
the defect in the item. 


 
(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a result of 
performance of this contract to a bank, trust company, or other financing institution, including any Federal 
lending agency in accordance with the Assignment of Claims Act (31 U.S.C.3727). However, when a third 
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party makes payment (e.g., use of the Governmentwide commercial purchase card), the Contractor may 
not assign its rights to receive payment under this contract. 
 
(c) Changes. Changes in the terms and conditions of this contract may be made only by written 
agreement of the parties. 
 
(d) Disputes. This contract is subject to 41 U.S.C. chapter 71,Contract Disputes. Failure of the parties to 
this contract to reach agreement on any request for equitable adjustment, claim, appeal or action arising 
under or relating to this contract shall be a dispute to be resolved in accordance with the clause at FAR 
52.233-1, Disputes, which is incorporated herein by reference. The Contractor shall proceed diligently 
with performance of this contract, pending final resolution of any dispute arising under the contract. 
 
(e) Definitions. The clause at FAR 52.202-1, Definitions, is incorporated herein by reference. 
 
(f) Excusable delays. The Contractor shall be liable for default unless nonperformance is caused by an 
occurrence beyond the reasonable control of the Contractor and without its fault or negligence such as, 
acts of God or the public enemy, acts of the Government in either its sovereign or contractual capacity, 
fires, floods, epidemics, quarantine restrictions, strikes, unusually severe weather, and delays of common 
carriers. The Contractor shall notify the Contracting Officer in writing as soon as it is reasonably possible 
after the commencement of any excusable delay, setting forth the full particulars in connection therewith, 
shall remedy such occurrence with all reasonable dispatch, and shall promptly give written notice to the 
Contracting Officer of the cessation of such occurrence. 
 
(g) Invoice. 


(1) The Contractor shall submit an original invoice and three copies (or electronic invoice, if 
authorized) to the address designated in the contract to receive invoices. An invoice must include  


(i) Name and address of the Contractor; 
(ii) Invoice date and number; 
(iii) Contract number, contract line item number and, if applicable, the order number; 
(iv) Description, quantity, unit of measure, unit price and extended price of the items 
delivered; 
(v) Shipping number and date of shipment, including the bill of lading number and weight 
of shipment if shipped on Government bill of lading; 
(vi) Terms of any discount for prompt payment offered; 
(vii) Name and address of official to whom payment is to be sent; 
(viii) Name, title, and phone number of person to notify in event of defective invoice; and 
(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the 
invoice only if required elsewhere in this contract. 
(x) Electronic funds transfer (EFT) banking information. 


(A) The Contractor shall include EFT banking information on the invoice only if 
required elsewhere in this contract. 
(B) If EFT banking information is not required to be on the invoice, in order for the 
invoice to be a proper invoice, the Contractor shall have submitted correct EFT 
banking information in accordance with the applicable solicitation provision, 
contract clause (e.g., 52.232-33, Payment by Electronic Funds Transfer— 
System for Award Management, or 52.232-34, Payment by Electronic Funds 
Transfer—Other Than System for Award Management), or applicable agency 
procedures. 
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(C) EFT banking information is not required if the Government waived the 
requirement to pay by EFT. 


(2) The due date for making invoice payments by the designated payment office is the later of the 
following two events:  


(i) The 10th day after the designated billing office receives a proper invoice from the 
Contractor. If the designated billing office fails to annotate the invoice with the date of 
receipt at the time of receipt, the invoice payment due date shall be the 10th day after the 
date of the Contractor's invoice; provided the Contractor submitted a proper invoice and 
no disagreement exists over quantity, quality, or Contractor compliance with contract 
requirements.  
 
(ii) The 10th day after Government acceptance of supplies delivered or services 
performed by the Contractor. 


 
(h) Patent indemnity. The Contractor shall indemnify the Government and its officers, employees and 
agents against liability, including costs, for actual or alleged direct or contributory infringement of, or 
inducement to infringe, any United States or foreign patent, trademark or copyright, arising out of the 
performance of this contract, provided the Contractor is reasonably notified of such claims and 
proceedings. 
 
(i) Payment. 


(1) Items accepted. Payment shall be made for items accepted by the Government that have 
been delivered to the delivery destinations set forth in this contract. 
(2) Prompt Payment. The Government will make payment in accordance with the Prompt 
Payment Act (31 U.S.C. 3903) and prompt payment regulations at 5 CFR Part 1315. 
(3) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-5(b) 
for the appropriate EFT clause. 
(4) Discount. In connection with any discount offered for early payment, time shall be computed 
from the date of the invoice. For the purpose of computing the discount earned, payment shall be 
considered to have been made on the date which appears on the payment check or the specified 
payment date if an electronic funds transfer payment is made. 
(5) Overpayments. If the Contractor becomes aware of a duplicate contract financing or invoice 
payment or that the Government has otherwise overpaid on a contract financing or invoice 
payment, the Contractor shall— 


(i) Remit the overpayment amount to the payment office cited in the contract along with a 
description of the overpayment including the— 


(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous 
payment, liquidation errors, date(s) of overpayment); 
(B) Affected contract number and delivery order number, if applicable; 
(C) Affected contract line item or subline item, if applicable; and 
(D) Contractor point of contact. 


(ii) Provide a copy of the remittance and supporting documentation to the Contracting 
Officer. 


(6) Interest. 
(i) All amounts that become payable by the Contractor to the Government under this 
contract shall bear simple interest from the date due until paid unless paid within 30 days 
of becoming due. The interest rate shall be the interest rate established by the Secretary 
of the Treasury as provided in 41 U.S.C. 7109, which is applicable to the period in which 
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the amount becomes due, as provided in (i)(6)(v) of this clause, and then at the rate 
applicable for each six-month period at fixed by the Secretary until the amount is paid. 
(ii) The Government may issue a demand for payment to the Contractor upon finding a 
debt is due under the contract. 
(iii) Final decisions. The Contracting Officer will issue a final decision as required by 
33.211 if— 


(A) The Contracting Officer and the Contractor are unable to reach agreement on 
the existence or amount of a debt within 30 days; 
(B) The Contractor fails to liquidate a debt previously demanded by the 
Contracting Officer within the timeline specified in the demand for payment 
unless the amounts were not repaid because the Contractor has requested an 
installment payment agreement; or 
(C) The Contractor requests a deferment of collection on a debt previously 
demanded by the Contracting Officer (see 32.607-2). 


(iv) If a demand for payment was previously issued for the debt, the demand for payment 
included in the final decision shall identify the same due date as the original demand for 
payment. 
(v) Amounts shall be due at the earliest of the following dates: 


(A) The date fixed under this contract. 
(B) The date of the first written demand for payment, including any demand for 
payment resulting from a default termination. 


(vi) The interest charge shall be computed for the actual number of calendar days 
involved beginning on the due date and ending on— 


(A) The date on which the designated office receives payment from the 
Contractor; 
(B) The date of issuance of a Government check to the Contractor from which an 
amount otherwise payable has been withheld as a credit against the contract 
debt; or 
(C) The date on which an amount withheld and applied to the contract debt would 
otherwise have become payable to the Contractor. 


(vii) The interest charge made under this clause may be reduced under the procedures 
prescribed in 32.608-2 of the Federal Acquisition Regulation in effect on the date of this 
contract. 


 
(j) Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to the supplies 
provided under this contract shall remain with the Contractor until, and shall pass to the Government 
upon: 


(1) Delivery of the supplies to a carrier, if transportation is f.o.b. origin; or 
(2) Delivery of the supplies to the Government at the destination specified in the contract, if 
transportation is f.o.b. destination. 


 
(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties. 
 
(l) Termination for the Government’s convenience. The Government reserves the right to terminate this 
contract, or any part hereof, for its sole convenience. In the event of such termination, the Contractor shall 
immediately stop all work hereunder and shall immediately cause any and all of its suppliers and 
subcontractors to cease work. Subject to the terms of this contract, the Contractor shall be paid a 
percentage of the contract price reflecting the percentage of the work performed prior to the notice of 
termination, plus reasonable charges the Contractor can demonstrate to the satisfaction of the 
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Government using its standard record keeping system, have resulted from the termination. The 
Contractor shall not be required to comply with the cost accounting standards or contract cost principles 
for this purpose. This paragraph does not give the Government any right to audit the Contractor’s records. 
The Contractor shall not be paid for any work performed or costs incurred which reasonably could have 
been avoided. 
 
(m) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in 
the event of any default by the Contractor, or if the Contractor fails to comply with any contract terms and 
conditions, or fails to provide the Government, upon request, with adequate assurances of future 
performance. In the event of termination for cause, the Government shall not be liable to the Contractor 
for any amount for supplies or services not accepted, and the Contractor shall be liable to the 
Government for any and all rights and remedies provided by law. If it is determined that the Government 
improperly terminated this contract for default, such termination shall be deemed a termination for 
convenience. 
 
(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract shall pass 
to the Government upon acceptance, regardless of when or where the Government takes physical 
possession. 
 
(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable 
and fit for use for the particular purpose described in this contract. 
 
(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor will not be 
liable to the Government for consequential damages resulting from any defect or deficiencies in accepted 
items. 
 
(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local laws, 
executive orders, rules and regulations applicable to its performance under this contract. 
 
(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply with 31 
U.S.C. 1352 relating to limitations on the use of appropriated funds to influence certain Federal contracts; 
18 U.S.C. 431 relating to officials not to benefit; 40 U.S.C. chapter 37, Contract Work Hours and Safety 
Standards; 41 U.S.C. chapter 87, Kickbacks; 41 U.S.C. 4712 and 10 U.S.C. 2409 relating to 
whistleblower protections; 49 U.S.C. 40118, Fly American; and 41 U.S.C. chapter 21 relating to 
procurement integrity. 
 
(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by giving 
precedence in the following order:  


(1) The schedule of supplies/services.  
(2) The Assignments, Disputes, Payments, Invoice, Other Compliances, Compliance with Laws 
Unique to Government Contracts, Unauthorized Obligations, and Commercial Supplier 
Agreements - Unenforceable Clauses paragraphs of this clause,  
(3) The clause at 52.212-5,  
(4) Solicitation provisions if this is a solicitation.  
(5) Other paragraphs of this clause.  
(6) Addenda to this solicitation or contract, including any license agreements for computer 
software. 
(7) The Standard Form 1449.  
(8) Other documents, exhibits, and attachments.  
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(9) The specification.  
 
(t) System for Award Management (SAM). 


(1) Unless exempted by an addendum to this contract, the Contractor is responsible during 
performance and through final payment of any contract for the accuracy and completeness of the 
data within the SAM database, and for any liability resulting from the Government’s reliance on 
inaccurate or incomplete data. To remain registered in the SAM database after the initial 
registration, the Contractor is required to review and update on an annual basis from the date of 
initial registration or subsequent updates its information in the SAM database to ensure it is 
current, accurate and complete. Updating information in the SAM does not alter the terms and 
conditions of this contract and is not a substitute for a properly executed contractual document. 
(2) 


(i) If a Contractor has legally changed its business name, “doing business as” name, or 
division name (whichever is shown on the contract), or has transferred the assets used in 
performing the contract, but has not completed the necessary requirements regarding 
novation and change-of-name agreements in Subpart 42.12, the Contractor shall provide 
the responsible Contracting Officer a minimum of one business day’s written notification 
of its intention to: 


(A) Change the name in the SAM database; 
(B) Comply with the requirements of Subpart 42.12 of the FAR; 
(C) Agree in writing to the timeline and procedures specified by the responsible 
Contracting Officer. The Contractor must provide with the notification sufficient 
documentation to support the legally changed name. 


 
(ii) If the Contractor fails to comply with the requirements of paragraph (t)(2)(i) of this 
clause, or fails to perform the agreement at paragraph (t)(2)(i)(C) of this clause, and, in 
the absence of a properly executed novation or change-of-name agreement, the SAM 
information that shows the Contractor to be other than the Contractor indicated in the 
contract will be considered to be incorrect information within the meaning of the 
“Suspension of Payment” paragraph of the electronic funds transfer (EFT) clause of this 
contract. 


 
(3) The Contractor shall not change the name or address for EFT payments or manual payments, 
as appropriate, in the SAM record to reflect an assignee for the purpose of assignment of claims 
(see FAR Subpart 32.8, Assignment of Claims). Assignees shall be separately registered in the 
SAM database. Information provided to the Contractor’s SAM record that indicates payments, 
including those made by EFT, to an ultimate recipient other than that Contractor will be 
considered to be incorrect information within the meaning of the “Suspension of payment” 
paragraph of the EFT clause of this contract. 
 
(4) Offerors and Contractors may obtain information on registration and annual confirmation 
requirements via SAM accessed through https://www.acquisition.gov. 


 
(u) Unauthorized Obligations  
 


(1) Except as stated in paragraph (u)(2) of this clause, when any supply or service acquired under 
this contract is subject to any commercial supplier agreement (as defined in 502.101), that 
includes any language, provision, or clause requiring the Government to indemnify the Contractor 



https://www.acquisition.gov/





VETS 2 GWAC 
QTA0016AWA0001 


56 


or any person or entity for damages, costs, fees, or any other loss or liability that would create an 
Anti-Deficiency Act violation (31 U.S.C. 1341 ), the following shall govern:  
 


(i) Any such language, provision, or clause is unenforceable against the Government.  
 
(ii) Neither the Government nor any Government authorized end user shall be deemed to 
have agreed to such clause by virtue of it appearing in the commercial supplier 
agreement. If the commercial supplier agreement is invoked through an "I agree" click 
box or other comparable mechanism (e.g., "click-wrap" or "browse-wrap" agreements), 
execution does not bind the Government or any Government authorized end user to such 
clause.  
 
(iii) Any such language, provision, or clause is deemed to be stricken from the 
commercial supplier agreement.  


 
(2) Paragraph (u)(1) of this clause does not apply to indemnification by the Government that is 
expressly authorized by statute and specifically authorized under applicable agency regulations 
and procedures.  


 
(v) Incorporation by reference. The Contractor’s representations and certifications, including those 
completed electronically via the System for Award Management (SAM), are incorporated by reference 
into the contract. 
 
(w) Commercial supplier agreements - unenforceable clauses  
 
When any supply or service acquired under this contract is subject to a commercial supplier agreement 
(as defined in 502.101), the following language shall be deemed incorporated into the commercial 
supplier agreement. As used herein, "this agreement" means the commercial supplier agreement:  
 


(1) Notwithstanding any other provision of this agreement, when the end user is an agency or 
instrumentality of the U.S. Government, the following shall apply:  
 


(i) Applicability. This agreement is a part of a contract between the commercial supplier 
and the U.S. Government for the acquisition of the supply or service that necessitates a 
license (including all contracts, task orders, and delivery orders under FAR Part 12).  
 
(ii) End user. This agreement shall bind the ordering activity as user but shall not operate 
to bind a Government employee or person acting on behalf of the Government in his or 
her personal capacity.  
 
(iii) Law and disputes. This agreement is governed by Federal law.  
 


(A) Any language purporting to subject the U.S. Government to the laws of a U.S. 
state, U.S. territory, district, or municipality, or a foreign nation, except where 
Federal law expressly provides for the application of such laws, is hereby 
deleted.  
 
(B) Any language requiring dispute resolution in a specific forum or venue that is 
different from that prescribed by applicable Federal law is hereby deleted.  
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(C) Any language prescribing a different time period for bringing an action than 
that prescribed by applicable Federal law in relation to a dispute is hereby 
deleted.  


 
(iv) Continued performance. If the supplier or licensor believes the ordering activity to be 
in breach of the agreement, it shall pursue its rights under the Contract Disputes Act or 
other applicable Federal statute while continuing performance as set forth in 
subparagraph (d) (Disputes).  
 
(v) Arbitration; equitable or injunctive relief. In the event of a claim or dispute arising 
under or relating to this agreement, (A) binding arbitration shall not be used unless 
specifically authorized by agency guidance, and (B) equitable or injunctive relief, 
including the award of attorney fees, costs or interest, may be awarded against the U.S. 
Government only when explicitly provided by statute (e.g., Prompt Payment Act or Equal 
Access to Justice Act).  
 
(vi) Additional terms.  
 


(A) This commercial supplier agreement may unilaterally incorporate additional 
terms by reference. Terms may be included by reference using electronic means 
(e.g., via web links, click and accept, etc.). Such terms shall be enforceable only 
to the extent that:  
 


(1) When included by reference using electronic means, the terms are 
readily available at referenced locations; and  
 
(2) Terms do not materially change government obligations; and  
 
(3) Terms do not increase government prices; and  
 
(4) Terms do not decrease overall level of service; and  
 
(5) Terms do not limit any other Government rights addressed elsewhere 
in this contract.  


 
(B) The order of precedence clause of this contract notwithstanding, any software 
license terms unilaterally revised subsequent to award that is inconsistent with 
any material term or provision of this contract is not enforceable against the 
government.  


 
(vii) No automatic renewals. If any license or service tied to periodic payment is provided 
under this agreement (e.g., annual software maintenance or annual lease term), such 
license or service shall not renew automatically upon expiration of its current term without 
prior express Government approval.  
 
(viii) Indemnification. Any clause of this agreement requiring the commercial supplier or 
licensor to defend or indemnify the end user is hereby amended to provide that the U.S. 
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Department of Justice has the sole right to represent the United States in any such 
action, in accordance with 28 U.S.C. 516.  
 
(ix) Audits. Any clause of this agreement permitting the commercial supplier or licensor to 
audit the end user's compliance with this agreement is hereby amended as follows: (A) 
Discrepancies found in an audit may result in a charge by the commercial supplier or 
licensor to the ordering activity. Any resulting invoice must comply with the proper 
invoicing requirements specified in the underlying Government contract or order. (B) This 
charge, if disputed by the ordering activity, will be resolved through the Disputes clause 
at 522.212-4(d); no payment obligation shall arise on the part of the ordering activity until 
the conclusion of the dispute process. (C) Any audit requested by the contractor will be 
performed at the contractor's expense, without reimbursement by the Government.  
 
(x) Taxes or surcharges. Any taxes or surcharges which the commercial supplier or 
licensor seeks to pass along to the Government as end user will be governed by the 
terms of the underlying Government contract or order and, in any event, must be 
submitted to the Contracting Officer for a determination of applicability prior to invoicing 
unless specifically agreed to otherwise In the Government contract.  
 
(xi) Non-assignment. This agreement may not be assigned, nor may any rights or 
obligations thereunder be delegated, without the Government's prior approval, except as 
expressly permitted under subparagraph (b) of this clause at 552.212-4.  
 
(xii) Confidential information. If this agreement includes a confidentiality clause, such 
clause is hereby amended to state that neither the agreement nor the Federal Supply 
Schedule price list (if applicable) shall be deemed "confidential information." Issues 
regarding release of "unit pricing" will be resolved consistent with the Freedom of 
Information Act. Notwithstanding anything in this agreement to the contrary, the 
Government may retain any confidential information as required by law, regulation or its 
internal document retention procedures for legal, regulatory or compliance purposes; 
provided, however, that all such retained confidential information will continue to be 
subject to the confidentiality obligations of this agreement.  
 


(2) If any language, provision, or clause of this agreement conflicts or is inconsistent with the 
preceding paragraph (w)(1), the language, provisions, or clause of paragraph (w)(1) shall prevail 
to the extent of such inconsistency. 
 


(End of Clause) 
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I.2.2      General Services Administration Regulations (GSAR), Incorporated By Reference 
 
This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full 
text of a clause may be accessed electronically at this address: https://www.acquisition.gov/ 
 


CLAUSE # CLAUSE TITLE DATE 


552.203-71 RESTRICTION ON ADVERTISING SEP 2009 


552.204-9 PERSONAL IDENTITY VERIFICATION REQUIREMENTS OCT 2012 


552.215-70  EXAMINATION OF RECORDS BY GSA FEB 1996 


552.228-5 GOVERNMENT AS ADDITIONAL INSURED JAN 2016 


552.229-71 FEDERAL EXCISE TAX - DC GOVERNMENT SEP 1999 


552.232-1 PAYMENTS  (DEVIATION (FAR 52.232-1)) NOV 2009 


552.232-23 ASSIGNMENT OF CLAIMS SEP 1999 


552.237-73 RESTRICTION ON DISCLOSURE INFORMATION JUN 2009 


552.239-70 INFORMATION TECHNOLOGY SECURITY PLAN AND 
SECURITY AUTHORIZATION 


JUN 2011 


552.239-71 SECURITY REQUIREMENTS FOR UNCLASSIFIED 
INFORMATION TECHNOLOGY RESOURCES 


 JAN 2012 


  
I.3     GSAR 552.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (SEP 1999) (DEVIATION (FAR 


52.252-6)) 
  
(a) Deviations to FAR clauses. 
  
(1) This solicitation or contract indicates any authorized deviation to a Federal Acquisition Regulation (48 
CFR Chapter 1) clause by the addition of “(DEVIATION)” after the date of the clause, if the clause is not 
published in the General Services Administration Acquisition Regulation (48 CFR Chapter 5). 
  
(2) This solicitation indicates any authorized deviation to a Federal Acquisition Regulation (FAR) clause 
that is published in the General Services Administration Acquisition Regulation by the addition of 
“(DEVIATION (FAR clause no.))” after the date of the clause. 
  
(b) Deviations to GSAR clauses. This solicitation indicates any authorized deviation to a General Services 
Administration Acquisition Regulation clause by the addition of “(DEVIATION)” after the date of the 
clause. 
  
(c) “Substantially the same as” clauses. Changes in wording of clauses prescribed for use on a 
“substantially the same as” basis are not considered deviations. 


(End of clause) 



https://www.acquisition.gov/
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I.4     FAR 52.216-18   ORDERING (OCT 1995) 
  
(a)  Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery 
orders or task orders by the individuals or activities designated in the Schedule.  Such orders may be 
issued in accordance with Section F.2.  
  
(b)  All delivery orders or task orders are subject to the terms and conditions of this contract.  In the event 
of conflict between a delivery order or task order and this contract, this contract shall control.  
  
(c)  If mailed, a delivery order or task order is considered “issued” when the Government deposits the 
order in the mail.  Orders may be issued orally, by facsimile, or by electronic commerce methods only if 
authorized by the Schedule. 
  


 (End of clause) 
 
I.5     FAR 52.216-19   ORDER LIMITATIONS (OCT 1995) 
  


(a) Minimum order. When the Government requires supplies or services covered by this contract in 
an amount of less than the $2,500 as amended, the Government is not obligated to purchase, nor 
is the Contractor obligated to furnish, those supplies or services under the contract. 


  
(b) Maximum order. The Contractor is not obligated to honor— 


  
(1) Any order for a single item in excess of $1 Billion per year; 
(2) Any order for a combination of items in excess of the remaining GWAC Ceiling value; or 
(3) A series of orders from the same ordering office within 365 days that together call for 


quantities exceeding the limitation in paragraph (b)(1) or (2) of this section. 
  


(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 
of the Federal Acquisition Regulation (FAR), the Government is not required to order a part of any 
one requirement from the Contractor if that requirement exceeds the maximum-order limitations 
in paragraph (b) of this section. 


  
(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order 


exceeding the maximum order limitations in paragraph (b), unless that order (or orders) is 
returned to the ordering office within three (3) work days after issuance, with written notice stating 
the Contractor’s intent not to ship the item (or items) called for and the reasons. Upon receiving 
this notice, the Government may acquire the supplies or services from another source. 


  
 (End of clause) 


 
I.6     FAR 52.216-22   INDEFINITE QUANTITY (OCT 1995) 
  


(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the 
period stated, in the Schedule. The quantities of supplies and services specified in the Schedule 
are estimates only and are not purchased by this contract. 


 
(b) Delivery or performance shall be made only as authorized by orders issued in accordance with 


the Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the 
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supplies or services specified in the Schedule up to and including the quantity designated in the 
Schedule as the “maximum.” The Government shall order at least the quantity of supplies or 
services designated in the Schedule as the “minimum.” 


 
(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is 


no limit on the number of orders that may be issued. The Government may issue orders requiring 
delivery to multiple destinations or performance at multiple locations. 


 
(d) Any order issued during the effective period of this contract and not completed within that period 


shall be completed by the Contractor within the time specified in the order. The contract shall 
govern the Contractor’s and Government’s rights and obligations with respect to that order to the 
same extent as if the order were completed during the contract’s effective period; provided, that 
the Contractor shall not be required to make any deliveries under this contract after 60 months 
following the expiration of the master contract ordering period. 


  
 (End of clause) 


 
I.7     FAR 52.217-9   OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) 
  


(a) The Government may extend the term of this contract by written notice to the Contractor within 30 
days of the expiration of the contract; provided that the Government gives the Contractor a 
preliminary written notice of its intent to extend at least 90 days before the contract expires. The 
preliminary notice does not commit the Government to an extension. 


 
(b) If the Government exercises this option, the extended contract shall be considered to include this 


option clause. 
 
(c) The total duration of this contract, including the exercise of any options under this clause, shall 


not exceed 10 years.  
 


 (End of clause) 
 
I.8     FAR 52.232-32   PERFORMANCE-BASED PAYMENTS (APR 2012) 
  


(a) Amount of payments and limitations on payments. Subject to such other limitations and 
conditions as are specified in this contract and this clause, the amount of payments and 
limitations on payments shall be specified in the contract’s description of the basis for payment. 


 
(b) Contractor request for performance-based payment. The Contractor may submit requests for 


payment of performance-based payments not more frequently than monthly, in a form and 
manner acceptable to the Contracting Officer. Unless otherwise authorized by the Contracting 
Officer, all performance-based payments in any period for which payment is being requested 
shall be included in a single request, appropriately itemized and totaled. The Contractor’s request 
shall contain the information and certification detailed in paragraphs (l) and (m) of this clause. 


 
(c) Approval and payment of requests. 


(1) The Contractor shall not be entitled to payment of a request for performance-based 
payment prior to successful accomplishment of the event or performance criterion for 
which payment is requested. The Contracting Officer shall determine whether the event 
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or performance criterion for which payment is requested has been successfully 
accomplished in accordance with the terms of the contract. The Contracting Officer may, 
at any time, require the Contractor to substantiate the successful performance of any 
event or performance criterion which has been or is represented as being payable. 


(2) A payment under this performance-based payment clause is a contract financing 
payment under the Prompt Payment clause of this contract and not subject to the interest 
penalty provisions of the Prompt Payment Act. The designated payment office will pay 
approved requests on the _________ [Contracting Officer insert day as prescribed by 
agency head; if not prescribed, insert “30th”] day after receipt of the request for 
performance-based payment by the designated payment office. However, the designated 
payment office is not required to provide payment if the Contracting Officer requires 
substantiation as provided in paragraph (c)(1) of this clause, or inquires into the status of 
an event or performance criterion, or into any of the conditions listed in paragraph (e) of 
this clause, or into the Contractor certification. The payment period will not begin until the 
Contracting Officer approves the request. 


(3) The approval by the Contracting Officer of a request for performance-based payment 
does not constitute an acceptance by the Government and does not excuse the 
Contractor from performance of obligations under this contract. 


 
(d) Liquidation of performance-based payments. 


(1) Performance-based finance amounts paid prior to payment for delivery of an item shall 
be liquidated by deducting a percentage or a designated dollar amount from the delivery 
payment. If the performance-based finance payments are on a delivery item basis, the 
liquidation amount for each such line item shall be the percent of that delivery item price 
that was previously paid under performance-based finance payments or the designated 
dollar amount. If the performance-based finance payments are on a whole contract basis, 
liquidation shall be by either predesignated liquidation amounts or a liquidation 
percentage. 


(2) If at any time the amount of payments under this contract exceeds any limitation in this 
contract, the Contractor shall repay to the Government the excess. Unless otherwise 
determined by the Contracting Officer, such excess shall be credited as a reduction in the 
unliquidated performance-based payment balance(s), after adjustment of invoice 
payments and balances for any retroactive price adjustments. 


 
(e) Reduction or suspension of performance-based payments. The Contracting Officer may reduce 


or suspend performance-based payments, liquidate performance-based payments by deduction 
from any payment under the contract, or take a combination of these actions after finding upon 
substantial evidence any of the following conditions: 


(1) The Contractor failed to comply with any material requirement of this contract (which 
includes paragraphs (h) and (i) of this clause). 


(2) Performance of this contract is endangered by the Contractor’s -- 
(i) Failure to make progress; or 
(ii) Unsatisfactory financial condition. 


(3) The Contractor is delinquent in payment of any subcontractor or supplier under this 
contract in the ordinary course of business. 


 
(f) Title. 


(1) Title to the property described in this paragraph (f) shall vest in the Government. 
Vestiture shall be immediately upon the date of the first performance-based payment 
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under this contract, for property acquired or produced before that date. Otherwise, 
vestiture shall occur when the property is or should have been allocable or properly 
chargeable to this contract 


(2) “Property,” as used in this clause, includes all of the following described items acquired or 
produced by the Contractor that are or should be allocable or properly chargeable to this 
contract under sound and generally accepted accounting principles and practices: 
(i) Parts, materials, inventories, and work in process; 
(ii) Special tooling and special test equipment to which the Government is to acquire title; 
(iii) Nondurable (i.e., noncapital) tools, jigs, dies, fixtures, molds, patterns, taps, gauges, 
test equipment and other similar manufacturing aids, title to which would not be obtained 
as special tooling under subparagraph (f)(2)(ii) of this clause; and 
(iv) Drawings and technical data, to the extent the Contractor or subcontractors are 
required to deliver them to the Government by other clauses of this contract. 


(3) Although title to property is in the Government under this clause, other applicable clauses 
of this contract (e.g., the termination clauses) shall determine the handling and 
disposition of the property. 


(4) The Contractor may sell any scrap resulting from production under this contract, without 
requesting the Contracting Officer’s approval, provided that any significant reduction in 
the value of the property to which the Government has title under this clause is reported 
in writing to the Contracting Officer. 


(5) In order to acquire for its own use or dispose of property to which title is vested in the 
Government under this clause, the Contractor shall obtain the Contracting Officer’s 
advance approval of the action and the terms. If approved, the basis for payment (the 
events or performance criteria) to which the property is related shall be deemed to be not 
in compliance with the terms of the contract and not payable (if the property is part of or 
needed for performance), and the Contractor shall refund the related performance-based 
payments in accordance with paragraph (d) of this clause. 


(6) When the Contractor completes all of the obligations under this contract, including 
liquidation of all performance-based payments, title shall vest in the Contractor for all 
property (or the proceeds thereof) not -- 
(i) Delivered to, and accepted by, the Government under this contract; or 
(ii) Incorporated in supplies delivered to, and accepted by, the Government under this 
contract and to which title is vested in the Government under this clause. 


(7) The terms of this contract concerning liability for Government-furnished property shall not 
apply to property to which the Government acquired title solely under this clause. 


 
(g) Risk of loss. Before delivery to and acceptance by the Government, the Contractor shall bear the 


risk of loss for property, the title to which vests in the Government under this clause, except to the 
extent the Government expressly assumes the risk. If any property is lost (see 45.101), the basis 
of payment (the events or performance criteria) to which the property is related shall be deemed 
to be not in compliance with the terms of the contract and not payable (if the property is part of or 
needed for performance), and the Contractor shall refund the related performance-based 
payments in accordance with paragraph (d) of this clause. 


 
(h) Records and controls. The Contractor shall maintain records and controls adequate for 


administration of this clause. The Contractor shall have no entitlement to performance-based 
payments during any time the Contractor’s records or controls are determined by the Contracting 
Officer to be inadequate for administration of this clause. 
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(i) Reports and Government access. The Contractor shall promptly furnish reports, certificates, 
financial statements, and other pertinent information requested by the Contracting Officer for the 
administration of this clause and to determine that an event or other criterion prompting a 
financing payment has been successfully accomplished. The Contractor shall give the 
Government reasonable opportunity to examine and verify the Contractor’s records and to 
examine and verify the Contractor’s performance of this contract for administration of this clause. 


 
(j) Special terms regarding default. If this contract is terminated under the Default clause, 


(1) the Contractor shall, on demand, repay to the Government the amount of unliquidated 
performance-based payments, and 


(2) title shall vest in the Contractor, on full liquidation of all performance-based payments, for 
all property for which the Government elects not to require delivery under the Default 
clause of this contract. The Government shall be liable for no payment except as 
provided by the Default clause. 


 
(k) Reservation of rights. 


(1) No payment or vesting of title under this clause shall -- 
(i) Excuse the Contractor from performance of obligations under this contract; or 
(ii) Constitute a waiver of any of the rights or remedies of the parties under the contract. 


(2) The Government’s rights and remedies under this clause -- 
(i) Shall not be exclusive, but rather shall be in addition to any other rights and remedies 
provided by law or this contract; and 
(ii) Shall not be affected by delayed, partial, or omitted exercise of any right, remedy, 
power, or privilege, nor shall such exercise or any single exercise preclude or impair any 
further exercise under this clause or the exercise of any other right, power, or privilege of 
the Government. 


 
(l) Content of Contractor’s request for performance-based payment. The Contractor’s request for 


performance-based payment shall contain the following: 
(1) The name and address of the Contractor; 
(2) The date of the request for performance-based payment; 
(3) The contract number and/or other identifier of the contract or order under which the 


request is made; 
(4) Such information and documentation as is required by the contract’s description of the 


basis for payment; and 
(5) A certification by a Contractor official authorized to bind the Contractor, as specified in 


paragraph (m) of this clause. 
 


(m) Content of Contractor’s certification. As required in paragraph (l)(5) of this clause, the Contractor 
shall make the following certification in each request for performance-based payment: 
I certify to the best of my knowledge and belief that -- 


(1) This request for performance-based payment is true and correct; this request (and 
attachments) has been prepared from the books and records of the Contractor, in 
accordance with the contract and the instructions of the Contracting Officer; 


(2) (Except as reported in writing on __________), all payments to subcontractors and 
suppliers under this contract have been paid, or will be paid, currently, when due in the 
ordinary course of business; 
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(3) There are no encumbrances (except as reported in writing on _________) against the 
property acquired or produced for, and allocated or properly chargeable to, the contract 
which would affect or impair the Government’s title; 


(4) There has been no materially adverse change in the financial condition of the Contractor 
since the submission by the Contractor to the Government of the most recent written 
information dated _____________; and 


(5) After the making of this requested performance-based payment, the amount of all 
payments for each deliverable item for which performance-based payments have been 
requested will not exceed any limitation in the contract, and the amount of all payments 
under the contract will not exceed any limitation in the contract. 


 
(End of Clause) 


 


I.9 GSAR 552.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS. (JULY 2015) 
(FAR Deviation) (FAR 52.232-39) 


(a) Except as stated in paragraph (b) of this clause, when any supply or service acquired under this 
contract is subject to any commercial supplier agreement (as defined in 502.101) End User 
License Agreement (EULA), Terms of Service (TOS), or similar legal instrument or agreement, 
that includes any language, provision, or clause requiring the Government to indemnify the 
Contractor or any person or entity for damages, costs, fees, or any other loss or liability that 
would create an Anti-Deficiency Act violation (31 U.S.C. 1341 ), the following shall govern: 
 


(1) Any such language, provision, or clause is unenforceable against the Government. 
(2) Neither the Government nor any Government authorized end user shall be deemed to 


have agreed to such clause by virtue of it appearing in the commercial supplier 
agreement. If the commercial supplier agreement, EULA, TOS, or similar legal instrument 
or agreement is invoked through an "I agree" click box or other comparable mechanism 
(e.g., "click-wrap" or "browse-wrap" agreements), execution does not bind the 
Government or any Government authorized end user to such clause. 


(3) Any such language, provision, or clause is deemed to be stricken from the commercial 
supplier agreement, EULA, TOS, or similar legal instrument or agreement. 


 
(b) Paragraph (a) of this clause does not apply to indemnification by the Government that is 


expressly authorized by statute and specifically authorized under applicable agency regulations 
and procedures. 


(End of Clause) 


I.10 GSAR 552.232-78 COMMERCIAL SUPPLIER AGREEMENTS - UNENFORCEABLE CLAUSES 
(JULY 2015) 


(a) When any supply or service acquired under this contract is subject to a commercial supplier 
agreement, the following language shall be deemed incorporated into the commercial supplier 
agreement. As used herein, "this agreement" means the commercial supplier agreement: 
 


(1) Notwithstanding any other provision of this agreement, when the end user is an agency 
or instrumentality of the U.S. Government, the following shall apply: 
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(i) Applicability. This agreement is part of a contract between the commercial 
supplier and the U.S. Government for the acquisition of the supply or service 
that necessitates a license (including all contracts, task orders, and delivery 
orders not using FAR Part 12). 


(ii) End user. This agreement shall bind the ordering activity as end user but shall 
not operate to bind a Government employee or person acting on behalf of the 
Government in his or her personal capacity. 


(iii) Law and disputes. This agreement is governed by Federal law. (A) Any 
language purporting to subject the U.S. Government to the laws of a U.S. state, 
U.S. territory, district, or municipality, or foreign nation, except where Federal 
law expressly provides for the application of such laws, is hereby deleted. (B) 
Any language requiring dispute resolution in a specific forum or venue that is 
different from that prescribed by applicable Federal law is hereby deleted. (C) 
Any language prescribing a different time period for bringing an action than that 
prescribed by applicable Federal law in relation to a dispute is hereby deleted. 


(iv) Continued performance. If the supplier or licensor believes the ordering activity 
to be in breach of the agreement, it shall pursue its rights under the Contract 
Disputes Act or other applicable Federal statute while continuing performance 
as set forth in 52.233-1 Disputes. 


(v) Arbitration; equitable or injunctive relief. In the event of a claim or dispute 
arising under or relating to this agreement, (A) binding arbitration shall not be 
used unless specifically authorized by agency guidance, and (B) equitable or 
injunctive relief, including the award of attorney fees, costs or interest, may be 
awarded against the U.S. Government only when explicitly provided by statute 
(e.g., Prompt Payment Act or Equal Access to Justice Act). 


(vi) Additional terms. 
(A) This commercial supplier agreement may unilaterally incorporate 


additional terms by reference. Terms may be included by reference using 
electronic means (e.g., via web links, click and accept, etc.).  Such terms 
shall be enforceable only to the extent that: 
(1) When included by reference using electronic means, the terms are 


readily available at referenced locations; and 
(2) Terms do not materially change government obligations;  and 
(3) Terms do not increase government prices; and 
(4) Terms do not decrease overall level of service; and 
(5) Terms do not limit any other Government right addressed elsewhere 


in this contract. 
(B) The order of precedence clause of this contract notwithstanding, any 


software license terms unilaterally revised subsequent to award that is 
inconsistent with any material term or provision of this contract is not 
enforceable against the government. 


(vii) No automatic renewals. If any license or service tied to periodic payment is 
provided under this agreement (e.g., annual software maintenance or annual 
lease term}, such license or service shall not renew automatically upon 
expiration of its current term without prior express Government approval. 


(viii) Indemnification. Any clause of this agreement requiring the commercial 
supplier or licensor to defend or indemnify the end user is hereby amended to 
provide that the U.S. Department of Justice has the sole right to represent the 
United States in any such action, in accordance with 28 U.S.C. 516. 
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(ix) Audits. Any clause of this agreement permitting the commercial supplier or 
licensor to audit the end user's compliance with this agreement is hereby 
amended as follows: (A) Discrepancies found in an audit may result in a 
charge by the commercial supplier or licensor to the ordering activity. Any 
resulting invoice must comply with the proper invoicing requirements specified 
in the underlying Government contract or order. (B) This charge, if disputed by 
the ordering activity, will be resolved through the Disputes clause at 52.233-1; 
no payment obligation shall arise on the part of the ordering activity until the 
conclusion of the dispute process. (C) Any audit requested by the contractor 
will be performed at the contractor's expense, without reimbursement by the 
Government. 


(x) Taxes or surcharges. Any taxes or surcharges which the commercial supplier 
or licensor seeks to pass along to the Government as end user will be 
governed by the terms of the underlying Government contract or order and, in 
any event, must be submitted to the Contracting Officer for a determination of 
applicability prior to invoicing unless specifically agreed to otherwise in the 
Government contract. 


(xi) Non-assignment. This agreement may not be assigned, nor may any rights or 
obligations thereunder be delegated, without the Government's prior approval, 
except as expressly permitted under the clause at 52.232-23, Assignment of 
Claims. 


(xii) Confidential information. If this agreement includes a confidentiality clause, 
such clause is hereby amended to state that neither the agreement nor the 
Federal Supply Schedule price list shall be deemed "confidential information."  
Issues regarding release of "unit pricing" will be resolved consistent with the 
Freedom of Information Act. Notwithstanding anything in this agreement to the 
contrary, the Government may retain any confidential information as required 
by law, regulation or its internal document retention procedures for legal, 
regulatory or compliance purposes; provided, however, that all such retained 
confidential information will continue to be subject to the confidentiality 
obligations of this agreement. 


(2) If any provision of this agreement conflicts or is inconsistent with the preceding 
subparagraph (a)(1), the provisions of subparagraph (a)(1) shall prevail to the extent of 
such inconsistency. 


(End of Clause) 
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SECTION J 
LIST OF ATTACHMENTS 


  
J-1 Performance Requirements Summary 
J-2 Labor Categories and BLS Service Occupational Classifications 
J-3 Government Cybersecurity Policies and Regulations 
J-4 Transactional Data Reporting 


 
The following documents are for use during the solicitation process and will not remain with the contract 
following award: 
  


J.P-5 Document Verification and Self Scoring Worksheet 
J.P-6 Joint Venture and Subcontractor Team Project Listing (if applicable)  
J.P-7 Relevant Experience Project Template 
J.P-8 Past Performance Rating Form 
J.P-9 Cost/Price Template 
J.P-10 Direct Labor Rate Ranges 
J.P-11 GSA Form 527 
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SECTION K 


REPRESENTATIONS AND CERTIFICATIONS 
  
INSTRUCTIONS:  The provision at 52.204-7, System for Award Management, is included in this 
solicitation. The offeror shall complete the annual representations and certifications electronically via the 
SAM website accessed through https://www.SAM.gov.   See K.1 below. 
  
  
OFFEROR NAME:  ___________________________________ 
  
OFFEROR DUNS:  ___________________________________ 
  
K.1    FAR 52.204-8 ANNUAL REPRESENTATIONS AND CERTIFICATIONS (APR 2016) 
 


(a)  
(1) The North American Industry Classification System (NAICS) code for this acquisition is 


541512. 
(2) The small business size standard is $27.5M. 
(3) The small business size standard for a concern which submits an offer in its own name, 


other than on a construction or service contract, but which proposes to furnish a product 
which it did not itself manufacture, is 500 employees. 


(b)  
(1) If the provision at 52.204-7, System for Award Management, is included in this 


solicitation, paragraph (d) of this provision applies. 
(2) If the provision at 52.204-7 is not included in this solicitation, and the offeror is currently 


registered in the System for Award Management (SAM), and has completed the 
Representations and Certifications section of SAM electronically, the offeror may choose 
to use paragraph (d) of this provision instead of completing the corresponding individual 
representations and certifications in the solicitation. The offeror shall indicate which 
option applies by checking one of the following boxes: 


[ X ] (i) Paragraph (d) applies. 
[  ] (ii) Paragraph (d) does not apply and the offeror has completed the individual 
representations and certifications in the solicitation. 


(c)   
(1) The following representations or certifications in SAM are applicable to this solicitation as 


indicated: 
(i) 52.203-2, Certificate of Independent Price Determination. This provision 


applies to solicitations when a firm-fixed-price contract or fixed-price contract 
with economic price adjustment is contemplated, unless— 


(A) The acquisition is to be made under the simplified acquisition procedures 
in Part 13; 


(B) The solicitation is a request for technical proposals under two-step 
sealed bidding procedures; or 


(C) The solicitation is for utility services for which rates are set by law or 
regulation. 


(ii) 52.203-11, Certification and Disclosure Regarding Payments to Influence 
Certain Federal Transactions. This provision applies to solicitations expected to 
exceed $150,000. 


(iii) 52.204-3, Taxpayer Identification. This provision applies to solicitations that do 
not include the provision at 52.204-7, System for Award Management. 


(iv) 52.204-5, Women-Owned Business (Other Than Small Business). This 
provision applies to solicitations that— 



https://www.sam.gov/

https://www.sam.gov/
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(A) Are not set aside for small business concerns; 
(B) Exceed the simplified acquisition threshold; and 
(C) Are for contracts that will be performed in the United States or its outlying 


areas. 
(v) 52.209-2, Prohibition on Contracting with Inverted Domestic Corporations—


Representation. 
(vi) 52.209-5, Certification Regarding Responsibility Matters. This provision 


applies to solicitations where the contract value is expected to exceed the 
simplified acquisition threshold. 


(vii) 52.209-11, Representation by Corporations Regarding Delinquent Tax 
Liability or a Felony Conviction under any Federal Law. This provision applies 
to all solicitations. 


(viii) 52.214-14, Place of Performance—Sealed Bidding. This provision applies to 
invitations for bids except those in which the place of performance is specified 
by the Government. 


(ix) 52.215-6, Place of Performance. This provision applies to solicitations unless 
the place of performance is specified by the Government. 


(x) 52.219-1, Small Business Program Representations (Basic & Alternate I). This 
provision applies to solicitations when the contract will be performed in the 
United States or its outlying areas. 
(A) The basic provision applies when the solicitations are issued by other 


than DoD, NASA, and the Coast Guard. 
(B) The provision with its Alternate I applies to solicitations issued by DoD, 


NASA, or the Coast Guard. 
(xi) 52.219-2, Equal Low Bids. This provision applies to solicitations when 


contracting by sealed bidding and the contract will be performed in the United 
States or its outlying areas. 


(xii) 52.222-22, Previous Contracts and Compliance Reports. This provision 
applies to solicitations that include the clause at 52.222-26, Equal 
Opportunity. 


(xiii) 52.222-25, Affirmative Action Compliance. This provision applies to 
solicitations, other than those for construction, when the solicitation includes 
the clause at 52.222-26, Equal Opportunity. 


(xiv) 52.222-38, Compliance with Veterans’ Employment Reporting Requirements. 
This provision applies to solicitations when it is anticipated the contract award 
will exceed the simplified acquisition threshold and the contract is not for 
acquisition of commercial items. 


(xv) 52.223-1, Biobased Product Certification. This provision applies to 
solicitations that require the delivery or specify the use of USDA–designated 
items; or include the clause at 52.223-2, Affirmative Procurement of Biobased 
Products Under Service and Construction Contracts. 


(xvi) 52.223-4, Recovered Material Certification. This provision applies to 
solicitations that are for, or specify the use of, EPA–designated items. 


(xvii) 52.225-2, Buy American Certificate. This provision applies to solicitations 
containing the clause at 52.225-1. 


(xviii) 52.225-4, Buy American—Free Trade Agreements—Israeli Trade Act 
Certificate. (Basic, Alternates I, II, and III.) This provision applies to 
solicitations containing the clause at 52.225-3. 
(A) If the acquisition value is less than $25,000, the basic provision applies. 
(B) If the acquisition value is $25,000 or more but is less than $50,000, the 


provision with its Alternate I applies. 
(C) If the acquisition value is $50,000 or more but is less than $77,533, the 


provision with its Alternate II applies. 
(D) If the acquisition value is $77,533 or more but is less than $100,000, the 


provision with its Alternate III applies. 
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(xix) 52.225-6, Trade Agreements Certificate. This provision applies to 
solicitations containing the clause at 52.225-5. 


(xx) 52.225-20, Prohibition on Conducting Restricted Business Operations in 
Sudan—Certification. This provision applies to all solicitations. 


(xxi) 52.225-25, Prohibition on Contracting with Entities Engaging in Certain 
Activities or Transactions Relating to Iran-Representation and Certifications. 
This provision applies to all solicitations. 


(xxii) 52.226-2, Historically Black College or University and Minority Institution 
Representation. This provision applies to solicitations for research, studies, 
supplies, or services of the type normally acquired from higher educational 
institutions. 


 
(2) The following representations or certifications are applicable as indicated by the 


Contracting Officer: 
[Contracting Officer check as appropriate.] 


_x (i) 52.204-17, Ownership or Control of Offeror. 
_x (ii) 52.204-20, Predecessor of Offeror. 
__ (iii) 52.222-18, Certification Regarding Knowledge of Child Labor for Listed End 


Products. 
__ (iv) 52.222-48, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Maintenance, Calibration, or Repair of Certain Equipment- Certification. 
__ (v) 52.222-52, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain Services-Certification. 
__ (vi) 52.223-9, with its Alternate I, Estimate of Percentage of Recovered Material 


Content for EPA–Designated Products (Alternate I only). 
__ (vii) 52.227-6, Royalty Information. 


__ (A) Basic. 
__(B) Alternate I. 


__ (viii) 52.227-15, Representation of Limited Rights Data and Restricted Computer 
Software. 


 
(d) The offeror has completed the annual representations and certifications electronically via the 


SAM website accessed through https://www.acquisition.gov. After reviewing the SAM database 
information, the offeror verifies by submission of the offer that the representations and 
certifications currently posted electronically that apply to this solicitation as indicated in paragraph 
(c) of this provision have been entered or updated within the last 12 months, are current, 
accurate, complete, and applicable to this solicitation (including the business size standard 
applicable to the NAICS code referenced for this solicitation), as of the date of this offer and are 
incorporated in this offer by reference (see FAR 4.1201); except for the changes identified below 
[offeror to insert changes, identifying change by clause number, title, date]. These amended 
representation(s) and/or certification(s) are also incorporated in this offer and are current, 
accurate, and complete as of the date of this offer. 
 


FAR Clause Title Date Change 


        
        


 
 


Any changes provided by the offeror are applicable to this solicitation only, and do not result in an 
update to the representations and certifications posted on SAM. 


(End of provision) 


 



https://www.acquisition.gov/sites/default/files/current/far/html/52_200_206.html#wp1152369

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1160855

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1160855

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1152427

https://www.acquisition.gov/sites/default/files/current/far/html/52_223_226.html#wp1168892

https://www.acquisition.gov/sites/default/files/current/far/html/52_227.html#wp1145584
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K.2    FAR 52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND 
CERTIFICATIONS (DEC 2014)  


 
The Contractor’s representations and certifications, including those completed electronically via the 
System for Award Management (SAM), are incorporated by reference into the contract. 


 
(End of Clause) 


 
K.3    FAR 52.209-7 INFORMATION REGARDING RESPONSIBILITY MATTERS (JUL 2013) 
  
(a) Definitions. As used in this provision— 


“Administrative proceeding” means a non-judicial process that is adjudicatory in nature in order to 
make a determination of fault or liability (e.g., Securities and Exchange Commission 
Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed 
Services Board of Contract Appeals Proceedings). This includes administrative proceedings at 
the Federal and State level but only in connection with performance of a Federal contract or 
grant. It does not include agency actions such as contract audits, site visits, corrective plans, or 
inspection of deliverables. 


 
“Federal contracts and grants with total value greater than $10,000,000” means— 


(1) The total value of all current, active contracts and grants, including all priced options; and 
(2) The total value of all current, active orders including all priced options under indefinite-


delivery, indefinite-quantity, 8(a), or requirements contracts (including task and delivery 
and multiple-award Schedules). 


 
“Principal” means an officer, director, owner, partner, or a person having primary management or 
supervisory responsibilities within a business entity (e.g., general manager; plant manager; head 
of a division or business segment; and similar positions). 
 


(b) The offeror  _____ has, _____ does not have current active Federal contracts and grants with total 
value greater than $10,000,000. 
 


(c) If the offeror checked “has” in paragraph (b) of this provision, the offeror represents, by submission of 
this offer, that the information it has entered in the Federal Awardee Performance and Integrity 
Information System (FAPIIS) is current, accurate, and complete as of the date of submission of this 
offer with regard to the following information: 


(1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, 
been the subject of a proceeding, at the Federal or State level that resulted in any of the 
following dispositions: 
(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a finding of fault and liability that results in the payment of a 


monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or more. 
(iii) In an administrative proceeding, a finding of fault and liability that results in— 


(A) The payment of a monetary fine or penalty of $5,000 or more; or 
(B) The payment of a reimbursement, restitution, or damages in excess of 


$100,000. 
(iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent or 


compromise with an acknowledgment of fault by the Contractor if the proceeding could 
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have led to any of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of 
this provision. 


(2) If the offeror has been involved in the last five years in any of the occurrences listed in (c)(1) of 
this provision, whether the offeror has provided the requested information with regard to each 
occurrence. 
 


(d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this provision in 
FAPIIS as required through maintaining an active registration in the System for Award Management 
database via https://www.acquisition.gov (see 52.204-7). 


 
(End of Provision) 


  
 


 
 


  



https://www.acquisition.gov/

https://acquisition.gov/far/current/html/52_200_206.html#wp1137850
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SECTION L 
INSTRUCTIONS, CONDITIONS, AND NOTICES TO OFFERORS OR RESPONDENTS 


  
L.1    FAR 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (DEC 2013) 
  
This solicitation incorporates one or more solicitation provisions by reference, with the same force and 
effect as if they were given in full text.  Upon request, the Contracting Officer will make their full text 
available.  In lieu of submitting the full text of those provisions, the Offeror may identify the provision by 
paragraph identifier and provide the appropriate information with its quotation or offer.   Also, the full text 
of a solicitation provision may be accessed electronically at this address: https://www.acquisition.gov/ 
  


 FAR TITLE DATE 


52.204-7 SYSTEM FOR AWARD MANAGEMENT JUL 2013 


52.204-16 COMMERCIAL AND GOVERNMENT ENTITY CODE REPORTING JUL 2015 


52.214-34 SUBMISSION OF OFFERS IN THE ENGLISH LANGUAGE APR 1991 


52.214-35 SUBMISSION OF OFFERS IN U.S. CURRENCY APR 1991 


52.215-1 INSTRUCTIONS TO OFFERORS - COMPETITIVE ACQUISITION JAN 2004 


52.215-16 FACILITIES CAPITAL COST OF MONEY JUN 2003 


52.222-24 PREAWARD ON-SITE EQUAL OPPORTUNITY COMPLIANCE 
EVALUATION 


FEB 1999 


52.222-46 EVALUATION OF COMPENSATION FOR PROFESSIONAL 
EMPLOYEES 


FEB 1993 


52.222-56 CERTIFICATION REGARDING TRAFFICKING IN PERSONS 
COMPLIANCE PLAN 


MAR 2015 
  


52.237-10 IDENTIFICATION OF UNCOMPENSATED OVERTIME MAR 2015 


  
(End of Provision) 


  
L.2    FAR AND GSAR PROVISIONS 
  
The following FAR and GSAR provisions are applicable to this solicitation and are provided in full text. 
  
L.2.1  FAR 52.215-20 REQUIREMENTS FOR COST OR PRICING DATA OR INFORMATION OTHER 


THAN COST OR PRICING DATA ALTERNATE IV (OCT 2010) 
  


(a) Submission of certified cost or pricing data is not required. 
(b) Provide data described below: 


Provide information other than cost or pricing data as described in section L.5.6 Volume 6 
- Cost/Price. 


(End of Provision) 
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L.2.2     FAR 52.216-1 TYPE OF CONTRACT (APR 1984) 
  
The Government contemplates award of multiple indefinite-delivery, indefinite-quantity contracts resulting 
from this solicitation. 
  


(End of Provision) 
 
L.2.3     FAR 52.216-27 SINGLE OR MULTIPLE AWARDS (OCT 1995) 
  
The government anticipates that Multiple Awards shall be made up to a maximum of 70 awards. In the 
event of a precisely tied score at the 70th position, all Offerors tied at the 70th position will receive a 
Master Contract award. 


 
(End of Provision) 


 
L.2.4     FAR 52.233-2 SERVICE OF PROTEST (SEP 2006) 
  


(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed 
directly with an agency, and copies of any protests that are filed with the Government 
Accountability Office (GAO), shall be served on the Contracting Officer (addressed as follows) 
by obtaining written and dated acknowledgment of receipt from: 


  
General Services Administration (GSA) 
Federal Acquisition Service (FAS) 
Small Business GWAC Contract Operations (QTACC) 
Attn: Alex Wrisinger, Contracting Officer 
2300 Main Street 
Kansas City, MO 64108 


  
(b) The copy of any protest shall be received in the office designated above within one day of 


filing a protest with the GAO. 
   


(End of Provision) 
 


L.2.5 GSAR 552.217-71 NOTICE REGARDING OPTION(S) (NOV 1992) 
 
The General Services Administration (GSA) has included an option to purchase additional quantities of 
supplies or services and to extend the term of this contract in order to demonstrate the value it places on 
quality performance by providing a mechanism for continuing a contractual relationship with a successful 
Offeror that performs at a level which meets or exceeds GSA’s quality performance expectations as 
communicated to the Contractor, in writing, by the Contracting Officer or designated representative. When 
deciding whether to exercise the option, the Contracting Officer will consider the quality of the 
Contractor’s past performance under this contract in accordance with 48 CFR 517.207. 
 
L.3    PROPOSAL SUBMISSION INSTRUCTIONS 
  
The following instructions are for the preparation and submission of proposals.  The purpose of this 
section is to establish requirements for the format and content of proposals so that proposals contain all 
essential information and can be evaluated equitably. 
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Offerors are instructed to read the entire solicitation document, including all attachments in Section J, 
prior to submitting questions and/or preparing an offer. Omission of any information from the proposal 
submission requirements may result in rejection of the offer. 
  
One Master Contract will result from this solicitation. The Offeror shall submit only one proposal. 
Duplicate proposals must be identified as such. Multiple or alternate offers from the same prime 
contractor constitute a material nonconformity and will result in all of its offers being rejected. 
  
All information within the page limitations of the proposal is subject to evaluation. The Government will 
evaluate proposals in accordance with the evaluation criteria set forth in Section M of this solicitation. 
  
Offerors may make minor formatting changes to Section K and Section J templates used in proposal 
submission.  For example, minor formatting changes include such things as adjusting page breaks, 
adding corporate identification logos, identifying proposal volume identifiers in the headers and footers, 
including disclaimers of proprietary information, and adjusting the Cost/Price template based on an 
Offeror’s actual indirect rate structure, etc. 
  
The electronic solicitation documents, as posted on http://www.fbo.gov, shall be the official documents for 
this solicitation. 
  
The Government will not reimburse Offerors for any cost incurred for the preparation and submission of a 
proposal in response to this solicitation. 
  
All proposal information is subject to verification by the Government. The Offeror is required to ensure all 
proposal information submitted is verifiable. If the Government detects a high degree of unverifiable, 
contradictory, or unsubstantiated information submitted in an Offeror’s proposal, the Government will end 
the proposal evaluation, and the Offeror will receive no further consideration for award. Falsification of 
any proposal submission, documents, or statements may subject the Offeror to civil or criminal 
prosecution under Section 1001 of Title 18 of the United States Code. 
  
NOTE: This solicitation instructs Offerors to provide supporting documentation for practically all 
scored evaluation criteria. While some sub-sections of Section L may indicate an Offeror shall 
provide a particular form of documentation for validation purposes, Offerors may provide 
additional verifiable documentation if necessary to validate any evaluation criteria being claimed. 
  
L.3.1     Official Legal Bidding Entity 
 
All the evaluation elements an Offeror is claiming credit for in accordance with Section L.5., Volumes 1 
through 7, must be in the Offeror’s name as submitted in Block 15A on the Standard Form (SF) 33, 
Solicitation, Offer and Award, with a corresponding CAGE Code and DUNS Number in SAM.GOV that 
matches the Offeror name on the SF 33, Block 15A. (See Section L.5.1.1). 
 
The only exceptions to this requirement are detailed in Section L.5.1.3, Contractor Teaming 
Arrangements. 
 
  



http://www.fbo.gov/





VETS 2 GWAC 
QTA0016AWA0001 


77 


L.3.2     Mergers, Acquisitions, Novations, and Change-of-Name Agreements, as Applicable 
  
For any claimed evaluation element identifying a different name than that of the offeror; due to a merger, 
acquisition, novation, or change-of-name agreement; the offeror has the burden to establish that the 
claimed evaluation element should be attributed to the offeror. To do so, the offeror must provide 
evidence of the merger, acquisition, novation, or change-of-name agreement, as well as a justification 
demonstrating how the evaluation element being claimed is applicable to the offeror.  
 
L.3.3     Inverted Domestic Corporations 
  
Inverted Domestic Corporations are not eligible for award under this solicitation. 
  
“Inverted Domestic Corporation”, as defined in FAR 52.209-10, means a foreign incorporated entity which 
is treated as an inverted domestic corporation under 6 U.S.C. 395(b), i.e., a corporation that used to be 
incorporated in the United States, or used to be a partnership in the United States, but now is 
incorporated in a foreign country, or is a subsidiary whose parent corporation is incorporated in a foreign 
country, that meets the criteria specified in 6 U.S.C. 395(b), applied in accordance with the rules and 
definitions of 6 U.S.C. 395(c). An inverted domestic corporation as herein defined does not meet the 
definition of an inverted domestic corporation as defined by the Internal Revenue Code at 26 U.S.C. 
7874. 
  
L.3.4     Proposal Due Date and Address Location 
  
PROPOSALS ARE DUE NO LATER THAN 4:00 PM CDT ON JUNE 6, 2016. 
  
Proposals may be mailed to: 
  
General Services Administration, Federal Acquisition Service 
Small Business GWAC Contract Operations (QTACC) 
Attn: Alex Wrisinger, Contracting Officer 
2300 Main Street 
Kansas City, MO 64108 
 
Hand delivered proposals will only be accepted on June 6, 2016 between 9:00 AM CDT and 4:00 PM 
CDT at the following location: 
 
GSA Conference Center, Room 1SE 
2300 Main Street 
Kansas City, MO 64108 
 
L.3.5     Solicitation Questions 
  
The GWAC PCO is the sole point of contact for all questions under this solicitation. Offerors shall address 
all questions via e-mail to the GWAC PCO at VETS2@gsa.gov. The Offeror must include the company 
name and solicitation number in the subject line of the email. Question(s) must be submitted in the table 
format shown below and include the section number and section title that pertain to the Offeror‘s 
question(s). 
 
Example question table format: 
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PAGE NUMBER SECTION 
NUMBER QUESTION 


77 L.3.4 What is the proposal due date? 


   


 
Questions not submitted via VETS2@gsa.gov may not be addressed or answered. Questions can be e-
mailed any time after the solicitation is posted at http://www.fbo.gov; however, all questions must be 
received via e-mail at VETS2@gsa.gov no later than May 26, 2016 at 4:00 PM CDT. Questions received 
after this date will only be answered at the discretion of the GWAC PCO. 
  
Questions may be answered at http://www.fbo.gov. Acknowledgement of receipt of questions will not be 
made.  Please thoroughly review the entire solicitation, including all the attachments in Section J, prior to 
submitting questions. 
  
L.3.6     Pre-Proposal Conference 
 
An optional pre-proposal conference will be held via teleconference. Registration is not required. The 
conferences will provide an overview of the VETS 2 RFP and will not introduce new information. 
 
Conference information will be included in the FBO.gov announcement. 
 
L.4    PROPOSAL FORMAT 
  
The Offeror’s proposal shall be formatted into seven (7) separate electronic folders by Volume Number 
and Title as follows: 
  


• Volume 1 – General 
• Volume 2 – Relevant Experience 
• Volume 3 – Past Performance 
• Volume 4 – Systems, Certifications, and Clearances 
• Volume 5 – Risk Assessment 
• Volume 6 – Cost/Price 
• Volume 7 – Responsibility 


  
Offerors shall include all Seven (7) electronic folders and proposal documents on a single DVD+R 
disk. See Proposal Table Format below.  Nothing may be included on the disk except the proposal files in 
accordance with the instructions in Section L.5. 
  
The DVD+R shall be labeled with the Solicitation Number and Company Name. 
 
In addition to the DVD+R including all proposal documents, Offerors shall also include one paper copy 
of their Attachment J.P-5, Document Verification and Self Scoring Worksheet. 
  
No paper version of any other proposal documents shall be submitted. 
  



http://www.fbo.gov/

http://www.fbo.gov/
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It is the sole responsibility of the Offeror to ensure that the electronic files submitted are virus free and 
can be opened and read by the government.  Proposal submissions shall not be locked, encrypted, or 
otherwise contain barriers to opening. 
  
All proposal documents shall be in Adobe (pdf) format except for the Document Verification and Self 
Scoring Worksheet in Attachment J.P-5 and Cost/Price Template in Attachment J.P-9. The Document 
Verification and Self Scoring Worksheet and Cost/Price Template shall be in Microsoft Office Excel 
format. 
  
PROPOSAL FORMAT TABLE 
  
The following Proposal Format Table is to assist Offerors in organizing their proposal submission 
documents to ensure the government can easily identify which documents apply to which criteria for 
evaluation purposes. Offerors must adhere to the Volume Numbers, Format and/or Templates, and Page 
Limitations (if any) provided in the Proposal Format Table. Offerors must include their company name or 
company name abbreviation and Volume Number in the filename. For example, ABC Incorporated 
filename for Volume 1, SF-33 is ABC.VOL1.SF33.pdf. Offerors may make minor adjustments to the file 
naming methodology so long as the resulting file names and organization are clearly understood.  
Additionally, the Offeror may provide a Table of Contents that serves as an overall guide to what files are 
included, where they are located and brief descriptions of what the documents are.  Inclusion of a Table 
of Contents is optional. 
  


Vol 
# 


Sec # Title Format or Template Page Limit Example File Name 


1 L.4 Table of 
Contents 


Free Format No Page Limit ABC.VOL1.TOC.pdf 


1 L.5.1.1 SF 33 SF 33 Limited to the SF 33 Form ABC.VOL1.SF33.pdf 


1 L.5.1.2 


Document 
Verification and 


Self Scoring 
Worksheet 


Attachment J.P-5 Limited to the template. 
No page limitations 


ABC.VOL1.JP4.pdf 


1 L.5.1.3.1 


Joint Venture or 
Partnership 


Agreement (if 
applicable) 


As described in 
L.5.1.3.1 


No page limitations. If not 
submitting as a joint 


venture, no file need be 
submitted. 


ABC.VOL1.JV.pdf 


1 L.5.1.3.2 


Subcontractor 
Letter(s) of 


Commitment (if 
applicable) 


As described in 
L.5.1.3.2 


No page limitations. If not 
submitting with proposed 


subcontractors, no file 
need be submitted. 


ABC.VOL1.SubLOC1.pdf 


1 L.5.1.3 


Joint Venture 
and 


Subcontractor 
Team Project 


Listing (if 
applicable) 


Attachment J.P-6 


Limited to the template. 
No page limitations. If not 


submitting as a JV or 
proposing subcontractors, 
no file need be submitted. 


ABC.VOL1.JPX.pdf 
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1 L.5.1.4 


Professional 
Employee 


Compensation 
Plan 


Pages should be 8.5 
x 11 inches; font 


type and size (10 to 
12) point Arial; 


Margins of 1 inch 


No page limitations ABC.VOL1.CP.pdf 


1 L.5.1.5 Uncompensated 
Overtime Policy 


Pages should be 8.5 
x 11 inches; font 


type and size (10 to 
12) point Arial; 


Margins of 1 inch 


Not-to-Exceed 5 pages ABC.VOL1.UOP.pdf 


1 L.5.1.6 
Representations 


and 
Certifications 


Submit Section K Limited to Section K. No 
page limitations ABC.VOL1.RC.pdf 


2 L.5.2.2 
Relevant 


Experience 
Projects 


Each Project with all 
supporting 


documents should 
be submitted in a 
single .pdf in the 
following order: 


1. Attachment J.P-7 
2. FPDS, if 
applicable 


3. Award Form, if 
applicable 
4. Contract 


Statement of Work, if 
applicable 


5. Supporting 
Information Related 


to a Merger, 
Acquisition, 


Novation, or Change 
of Name on a 


Specific Project, if 
applicable 


Attachment J.P-7 
Template limited to two 


pages for each Relevant 
Experience Project. 


No page limitations for 
supporting documents. 


(Company, Volume, REP-1) 
Repeat as many times 


necessary: 
 


ABC.VOL2.REP-1.pdf 
ABC.VOL2.REP-2.pdf 
ABC.VOL2.REP-3.pdf 
ABC.VOL2.REP-4.pdf 
ABC.VOL2.REP-5.pdf 
ABC.VOL2.REP-6.pdf 
ABC.VOL2.REP-7.pdf 
ABC.VOL2.REP-8.pdf 
ABC.VOL2.REP-9.pdf 


ABC.VOL2.REP-10.pdf 


3 L.5.3 


Past 
Performance for 


Relevant 
Experience 


Projects 


Past Performance 
for three of the 


Relevant Experience 
Projects submitted 


 
PPIRS/CPARs 


report, or 
Attachment J.P-8 
Past Performance 


Rating Form 


No Page Limitations. 


(Company, Volume, Past 
Performance, REP-1) Identify 


the Relevant Experience Project 
number for the submitted Past 


Performance Example 
 


ABC.VOL3.PP.REP-1.pdf 
ABC.VOL3.PP.REP-2.pdf 
ABC.VOL3.PP.REP-3.pdf 
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3 L.5.3.3 
Negative Past 
Performance 


Narrative 


One page narrative 
to provide 


information on 
problems 


encountered on the 
submitted projects 
and the offeror's 


corrective actions. 
This document is not 


required, only 
necessary if offeror 
wishes to explain 
any negative past 


performance. 


One-page 
Page should be 8.5 x 11 
inches; font type and size 


(10 to 12) point Arial; 
Margins of 1 inch 


(Company Name, Volume, 
Negative Past Performance 


Narrative, REP-1) Identify the 
Relevant Experience Project 


number for the submitted Past 
Performance Example 


 
ABC.VOL3.NPPN.REP-1.pdf 
ABC.VOL3.NPPN.REP-2.pdf 
ABC.VOL3.NPPN.REP-3.pdf 


 


4 L.5.4.1 
Cost Accounting 


System Audit 
Information 


Documentation to 
verify 


audited/adequate 
accounting system 
to include SF1408 


and/or auditing 
agency letter. 


 
Contact information 


for cognizant 
auditing agency 


Limited to requested 
documentation only. 
If not claiming these 


points, no file need be 
submitted. 


ABC.VOL4.CASAUDIT.pdf 
ABC.VOL4.CASCONTACT.pdf 


4 L.5.4.2 CMMI 
Certification 


Copy of Certification 
Body 


verification/approval 


Limited to the verification 
requirements 


and 
NTE 1 page for POC 


information 
If not claiming these 


points, no file need be 
submitted. 


ABC.VOL4.CMMIcert.pdf 
ABC.VOL4.CMMIref.pdf 


 


4 L.5.4.3 ISO 9001 
Copy of Certification 


Body 
verification/approval 


Limited to the verification 
requirements 


and 
NTE 1 page for POC 


information 
If not claiming these 


points, no file need be 
submitted. 


ABC.VOL4.ISO9001cert.pdf 
ABC.VOL4.ISO9001ref.pdf 
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4 L.5.4.4 ISO 20000 
Copy of Certification 


Body 
verification/approval 


Limited to the verification 
requirements 


and 
NTE 1 page for POC 


information 
If not claiming these 


points, no file need be 
submitted. 


ABC.VOL4.ISO20000cert.pdf 
ABC.VOL4.ISO20000ref.pdf 


4 L.5.4.5 ISO/IEC 
27001:2013 


Copy of Certification 
Body 


verification/approval 


Limited to the verification 
requirements 


and 
NTE 1 page for POC 


information 
If not claiming these 


points, no file need be 
submitted. 


ABC.VOL4.ISO27001cert.pdf 
ABC.VOL4.ISO27001ref.pdf 


4 L.5.4.6 
Facility 


Clearance Level 
(FCL) 


Letter or screen print 


Limited to the verification 
requirements 


If not claiming these 
points, no file need be 


submitted. 


ABC.VOL4.FCL.pdf 


5 L.5.5.1 Organizational 
Risk Assessment 


If claiming points for 
this element and 


submitting as a joint 
venture or with 


proposed 
subcontractors, 


verification must be 
provided as detailed 


in L.5.5.1.  


Limited to the verification 
requirements 


 
If not claiming these 


points or proposing as an 
individual company, no 
file need be submitted. 


ABC.VOL5.ORA.pdf 


6 L.5.6.1 Basis of 
Estimate 


As described in 
L.5.6.1 Not-to-Exceed 5 pages ABC.VOL6.BoE.pdf 


6 L.5.6.2 Cost/Price 
Template Attachment J.P-9 Limited to the template ABC.VOL6.JP7COSTPRICE.xls 


7 L.5.7.1 GSA Form 527 Attachment J.P-11 
GSA Form 527 


Limited to the GSA Form 
527 and supporting 
financial statements 


ABC.VOL7.527.pdf 
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L.5  PROPOSAL CONTENT 
  
L.5.1     VOLUME 1 - GENERAL 
  
To be eligible for award, the Offeror must adhere to the directions and submit the following information 
under Volume 1 – General. 
 
L.5.1.1  Standard Form (SF) 33 
  
“Offeror” means the official legal bidding entity identified in Block 15A on the Standard Form (SF) 33, 
Solicitation, Offer and Award. 
  
Using the SF 33 form, Solicitation, Offer and Award, posted with the solicitation in http://www.fbo.gov, the 
Offeror shall fill out blocks 13 through 18 accordingly; 
  


1. The Government requires a minimum acceptance period of not less than 365 calendar 
days. The Government has filled in Block 12 of the SF 33 with the minimum acceptance 
period of 365 calendar days.  "Acceptance Period” means the number of calendar days 
available to the Government for awarding a Contract from the date specified in this 
solicitation for receipt of offers.  Your offer may only specify an acceptance period that is 
equal to or longer than the Government's minimum requirement. 


2. If any amendments to the solicitation are issued, the Offeror must acknowledge each 
amendment number and date in Block 14 of the SF 33 or complete Blocks 8 and 15 of 
the SF 30 for each amendment. 


3. The Offeror’s Legal Name and Address in Block 15A on the SF33 must match the 
information for the Offeror in SAM.GOV at http://www.sam.gov, including the 
corresponding Commercial and Government Agency (CAGE) Code Number and Data 
Universal Numbering Systems (DUNS) Number (Note: the address listed in Block 15A 
will be the official mailing address used by the Government for letter correspondence, if 
necessary).  


4. The Name, Title, Signature and Date identified in Block 16, 17, 18, must be an authorized 
representative with authority to commit the Offeror to contractual obligations. 


  
L.5.1.2  Document Verification and Self Scoring Worksheet 
  
The Offeror shall submit Attachment J.P-5, titled, “Document Verification and Self Scoring Worksheet”. No 
other format or additional proposal documentation will be considered. 
  


1. Do not alter rows or columns of the Document Verification and Self Scoring Worksheet. 
 


2. The Offeror shall enter their company name in Row 7. 
 


3. The Offeror must fill in Column C by entering a “Yes” or “No” for each element. Just type 
the word, not the quotation marks. Do not leave any Rows under Column C blank. 


 
4. If “Yes” is entered in Column C, the Offeror shall enter the file name(s) in Column F for 


each associated supporting document submitted. Reference the file naming structure 
provided in L.4, Proposal Format Table. NOTE: No supporting file name is required to be 
entered for L.5.2.2.2 through L.5.2.2.6 as the file name entered for each Relevant 



http://www.fbo.gov/

http://www.sam.gov/
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Experience Project in L.5.2.2 must include supporting information for all points claimed 
through the specific Relevant Experience Project.  


 
5. The Relevant Experience Project Identifier (REP-1 through REP-10) in the Document 


Verification and Self Scoring Worksheet must mirror the same Relevant Experience 
Project Identifier selected in the Relevant Experience Project Template found in 
Attachment J-P.5. 
 


6. Under Section L.5.2.2.2, Relevant Experience Project in Foreign Locations, in addition to 
completing Column C, the Offeror must fill in Column B with the Project Identifier that 
satisfies the claimed credit. 


 
7. Under Section L.5.2.2.5, Relevant Experience Project Demonstrating Experience with 


Multiple Federal Government Customers, the Offeror must first enter the Funding Agency 
ID in cells C86 through C95 for any Relevant Experience Project claiming experience 
with a Federal Government Customer. The Offeror may enter “N/A” for any project that is 
not with a Federal Government Customer. The Offeror then must enter a “Yes” or “No” in 
cells C97 through C105 to identify the claimed number of Federal Government 
Customers. 
 


8. Under Section L.5.2.2.6, Breadth of Relevant Experience Performance Areas, the Offeror 
must first enter the claimed NAICS/Performance Area in cells C109 through C118 for 
each Relevant Experience Project submitted. The Offeror may enter “N/A” for any cell for 
which the Offeror is not submitting a project. The Offeror then must enter a “Yes” or “No” 
in cells C120 through C123 to identify the claimed number of performance areas with 
demonstrated experience. 


 
9. Under Section L.5.3, Past Performance, the Offeror must include the Relevant 


Experience Project Identifier for the three projects selected as Past Performance 
examples in cells B129 through B131. 


 
10. The scoring within Columns D and E will auto-calculate according to the responses within 


Column C. The offeror shall not manipulate any formulas or data within Columns D and 
E. 


  
L.5.1.3 Contractor Teaming Arrangements, if applicable  
 
Contractor teaming arrangement (CTA) means an arrangement in which – 
 


1. Two or more companies form a partnership or joint venture to act as a potential prime contractor; 
or 


2. A potential prime contractor agrees with one or more other companies to have them act as its 
subcontractors under a specified Government contract or acquisition program. 


 
L.5.1.3.1 Partnership or Joint Venture, if applicable 
 
Two or more companies may form a partnership or joint venture, hereafter referred to as a joint venture, 
to submit a proposal in response to this solicitation. 
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Offerors submitting as a joint venture may submit a proposal under this solicitation subject to the following 
conditions: 
 


1. The joint venture is registered in SAM.GOV and has a corresponding DUNS Number. 
2. The joint venture meets the definition of a joint venture for size determination purposes (FAR 


19.101(7)(i)). 
3. A joint venture shall submit elements identified in Section L.5, Volumes 1 through 7 as 


follows: 
• Volume 1 - The joint venture must fill out and submit the Representations and 


Certifications in Section K. Each member of the joint venture must also submit their 
individual Representations and Certifications in Section K. All other elements submitted 
for Volume 1 must be in the name of the joint venture. 


• Volume 2 - Relevant experience projects may be from the joint venture or an individual 
member of the joint venture. 


• Volume 3 - Past performance examples may be from the joint venture or an individual 
member of the joint venture. 


• Volume 4 - Offerors submitting as a joint venture must provide evidence of the system, 
certification, or clearance being in the name of the joint venture itself or in the name of 
every member of the joint venture. This applies to all systems, certifications, and 
clearances within section L.5.4. For certifications and clearances with varying levels 
(e.g. CMMI Levels 2 and 3), scoring will only be awarded for the levels that are in the 
name of the joint venture itself or have been met/exceeded by all members. 


• Volume 5 - Risk assessment elements are for the submitted proposal as a whole. 
• Volume 6 - The cost/price proposal shall be for the joint venture, not individual 


members. The Basis of Estimate (L.5.6.1) may explain how the joint venture members 
have divided responsibilities for purposes of proposing price/costs. A joint venture can 
blend cost and pricing data from the team. For example, if one member of the joint 
venture is responsible for proposed price/costs for a particular labor category, while 
another entity in the joint venture is proposing price/costs for a different labor category, 
the Basis of Estimate should disclose which of the respective team members is 
responsible for proposing which specific price/cost information.  


• Volume 7 - For unpopulated joint ventures, financial responsibility documents required 
by Volume 7 must be submitted for each member of the joint venture. For populated 
joint ventures, financial responsibility documents required by Volume 7 must be 
submitted for the joint venture itself.  


 
4. The Offeror must submit a complete copy of the joint venture agreement that established the 


CTA relationship, that includes the following information: 
 


i. Sets forth the purpose of the joint venture; 
ii. Designates an SDVO SBC as the managing venturer of the joint venture, and an 


employee of the managing venturer as the project manager responsible for performance 
of the VETS 2 contract; the Government requests that the managing venturer be the 
primary point of contact with the Government during evaluation of the joint venture’s 
proposal. This means that the Government requests a “release” from each non-
managing member of the joint venture so that the Government can discuss 
confidential/privileged information about the non-managing members of the joint venture 
with the designated managing venturer.  







VETS 2 GWAC 
QTA0016AWA0001 


86 


iii. Clearly identifies the entities which make up the joint venture, including disclosure of the 
primary point of contact and DUNS Number for each of the members. 


iv. States that not less than 51% of the net profits earned by the joint venture will be 
distributed to the SDVO SBC(s); 


v. Specifies the responsibilities of the parties with regard to contract performance 
(including all performance standards identified in Section F.5), source of labor and 
negotiation of the VETS 2 contract; 


vi. Obligates all parties to the joint venture to ensure performance of the VETS 2 contract 
and to complete performance despite the withdrawal of any member; 


vii. Addresses the circumstances and procedures for replacement of joint venture members, 
including the managing venturer, and whether or not the approval of the Government is 
required prior to replacing any members; The agreement should address that in order to 
replace members, including the managing venturer, Government approval is required.  


viii. Addresses the duration of the joint venture, including when it became effective, when it 
expires, and the basis for termination. The duration of the joint venture must include the 
complete VETS 2 period of performance. 


ix. Requires the final original records be retained by the managing venturer upon 
completion of the VETS 2 contract; 


x. Signature by a representative, with the authority to bind, from each member of the joint 
venture accepting all terms of the agreement. 


 
5. The offeror must submit a completed Attachment J.P-6 identifying the company that 


performed each Relevant Experience Project, the performing company’s relationship to the 
offer and their current SDVOSB status. Current SDVOSB status is based on the 
representation made in Section K for the proposal. 


 
Failure to provide the Government with the requested documentation establishing the joint venture will be 
considered a material nonconformity and will result in the Offer being rejected.  
 
L.5.1.3.2 Proposed Subcontractors, if applicable 
 
An offeror may agree with one or more other small businesses to have them act as its subcontractors 
under a potential VETS 2 award. 
 
Offerors submitting a proposal that includes proposed subcontractors may submit a proposal under this 
solicitation subject to the following conditions: 
 


1. The offeror and all proposed subcontractors must be registered in SAM.GOV and have a 
corresponding DUNS Number. 


2. The offeror and all proposed subcontractors must represent as small businesses for NAICS 
541512 within SAM.GOV. 


3. An offeror with proposed subcontractors shall submit elements identified in Section L.5, 
Volumes 1 through 7 as follows: 
• Volume 1 - The offeror must fill out and submit the Representations and Certifications in 


Section K. Each proposed subcontractor must also submit their individual 
Representations and Certifications in Section K. All other elements submitted for 
Volume 1 must be in the name of the offeror. 


• Volume 2 - Relevant experience projects may be from the offeror or any proposed 
subcontractor. 


• Volume 3 - Past performance examples may be from the offeror or any proposed 
subcontractor. 


• Volume 4 - Any systems, certifications, and clearances claimed within section L.5.4 
must be in the name of the offeror. Systems, certifications, and clearances held by 
proposed subcontractors will not be considered for scoring and shall not be submitted 
within the proposal. 
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• Volume 5 - Risk assessment elements are for the submitted proposal as a whole. 
• Volume 6 - The cost/price proposal shall be for the offeror. Specific subcontractors and 


separate subcontractor pricing shall not be included in the cost/price proposal. 
• Volume 7 - Financial responsibility documents required by Volume 7 must be submitted 


for the offeror and each proposed subcontractor. 
 


4. The offer must submit a Subcontractor Letter of Commitment for each proposed 
subcontractor.  The Government also has the right to accept those letters of commitment at 
face value. The intended use of such letters is to support Government validation of any 
subcontractor experience or past performance an offering prime identifies in response to this 
solicitation. The Government will not consider experience or past performance from 
subcontractors identified by offerors for which there is not a conforming Subcontractor Letter 
of Commitment. The information identified below is required for any Subcontractor Letter of 
Commitment to be deemed conforming, and no other information contained therein will be 
considered: 
i. A statement of commitment by the proposed subcontractor to support the offeror in 


performance of VETS 2 task orders. 
ii. A statement by the proposed subcontractor authorizing use of their relevant experience 


and past performance in support of the offering prime contractor’s VETS 2 proposal. 
iii. A statement of understanding that at least 50 percent of the cost of personnel for 


contract performance will be spent for employees of the offeror or employees of other 
service-disabled veteran-owned small business concerns in accordance with FAR 
52.219-27. 


iv. Offering prime contractor’s legal name and DUNS number 
v. Proposed subcontractor’s legal name and DUNS number 
vi. Name, phone number, and email address of the subcontractor’s representative able to 


validate the letter’s content 
vii. Signature of a representative with the authority to bind the proposed subcontractor. 


 
5. The offeror must submit a completed Attachment J.P-6 identifying the company that performed 


each Relevant Experience Project, the performing company’s relationship to the offer and their 
current SDVOSB status. Current SDVOSB status is based on the representation made in Section 
K for the proposal. 


 
Identification of proposed subcontractors does not result in consent of them for any particular task order; 
rather it addresses this evaluation factor. Consenting to specific subcontractors will still be needed on 
individual task orders when required by the Ordering Contracting Officer consistent with FAR 44.2.   
 
L.5.1.4  Professional Employee Compensation Plan 
  
The Government is concerned with the quality and stability of the work force to be employed on this 
contract. Professional compensation that is unrealistically low or not in reasonable relationship to the 
various job categories may impair the Contractor’s ability to attract and retain competent professional 
service employees or may be viewed as evidence of failure to comprehend the complexity of future task 
order requirements. 
  
Task orders under this contract may be subject to FAR 52.222-46, Evaluation of Compensation for 
Professional Employees. 
  
For the VETS 2 GWAC, the Offeror shall submit a Professional Employee Compensation Plan that 
addresses the Offeror’s methodology for determining salaries and fringe benefits for their professional 
employees in preparation of future task order requirements under the VETS 2 GWAC. 
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The professional employee compensation plan will be incorporated by reference into any resulting VETS 
2 GWAC. 
 
L.5.1.5  Uncompensated Overtime Policy 
  
“Uncompensated overtime” means the hours worked without additional compensation in excess of an 
average of 40 hours per week by direct charge employees who are exempt from the Fair Labor Standards 
Act. Compensated personal absences such as holidays, vacations, and sick leave shall be included in the 
normal workweek for purposes of computing uncompensated overtime hours. 
  
Task orders may be subject to FAR 52.237-10, Identification of Uncompensated Overtime when services 
to be required are on the basis of the number of hours to be provided. 
  
For the VETS 2 GWAC, the Offeror shall submit their policy for addressing uncompensated overtime 
consistent with its cost accounting practices used to accumulate and report uncompensated overtime 
hours in preparation of future task order requirements under this contract. 
  
The uncompensated overtime policy will be incorporated by reference into any resulting VETS 2 GWAC. 
 
L.5.1.6  Representations and Certifications 
  
The Offeror shall complete and submit all Representations and Certifications in accordance with the 
instructions in Section K. 
  
L.5.2     VOLUME 2 - RELEVANT EXPERIENCE 
  
Relevant Experience is based on past experience performing within the five identified performance areas 
relevant to the scope of VETS 2. 
 
The evaluation of relevant experience is tied solely to the projects submitted under Section L.5.2.2. The 
Offeror shall document and attach verification documents in accordance with L.5.2.2.1.1 by utilizing 
Attachment J.P-7, “Relevant Experience Project Template”. Any other format will be rejected as a material 
non-conformity. NOTE: The Offeror must substantiate all the information through one of the two 
verification methods identified in Section L.5.2.2.1.1. 
 
L.5.2.1 Relevant Experience Project 
  
A Relevant Experience “project” is defined as (1) a single contract; (2) a single task order awarded under 
a Multiple Award contract (as defined below); (3) a single task order awarded under a master Single-
Award Indefinite Delivery task order contract (Definite Quantity, Requirements, or Indefinite Quantity) 
contract (FAR 16.5); (4) a single task order placed under a Federal Supply Schedule contract (FAR 
8.405-2); or (5) a single task order placed under a master Single Award Blanket Purchase Agreement 
(BPA)(FAR 8.405-3). When a Single-Award Indefinite Delivery task order contract’s requirements are well 
defined, for a specific purpose(s), and task orders are issued on a recurring basis, a collection of task 
orders placed under it may be combined and submitted as a single project. 
  
Any combination of U.S. Federal Government, State Government, International Public Sector, and Non-
Government projects awarded from the private sector can be submitted.  
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Multiple-award contract means a contract that is— (1) A Multiple Award Schedule contract issued by 
GSA (e.g., GSA Schedule Contract) or agencies granted Multiple Award Schedule contract authority by 
GSA (e.g., Department of Veterans Affairs) as described in FAR part 38; (2) A multiple-award task-order 
or delivery-order contract issued in accordance with FAR subpart 16.5, including Governmentwide 
acquisition contracts; or (3) Any other indefinite-delivery, indefinite-quantity contract entered into with two 
or more sources pursuant to the same solicitation.  
 
For Government experience, “Prime Contractor” means the Contractor has privity-of-contract with the 
Government for all contractual obligations under a mutually binding legal relationship with the 
Government. In other words, when the Government awards a Contract to a Contractor, the Contractor is 
considered the “Prime Contractor.”  
 
For example, “Prime Contractors” are identified as such on the cover page of contracts or task orders 
such as: 
  


• Standard Form (SF) 1449 – Solicitation/Contract/Order for Commercial Items – (Block 17a 
identifies the Prime Contractor) 


• SF 26 – Award/Contract – (Block 7 identifies the Prime Contractor) 
• SF 33 – Solicitation, Offer, and Award – (Block 15A identifies the Prime Contractor) 
• Department of Defense (DD) 1155 – Order for Supplies or Services (Block 9 identifies the Prime 


Contractor) 
• Optional Form 307 – Contract Award (Block 7 identifies the Prime Contractor) 
• GSA Form 300 – Order for Supplies and Services (Block 6 identifies the Prime Contractor) 


 
For Commercial experience, work contracted with and performed directly for the end-user is considered 
work as the “Prime Contractor”.  
 
For Relevant Experience, work performed as a “Subcontractor” means the Contractor does not have 
privity-of-contract with the end-user, but has privity-of-contract with the Prime Contractor or another 
Subcontractor. While a project performed as a subcontractor will likely be part of a larger project, only the 
work identified in the specific subcontract may be utilized for scoring as a relevant experience project. 
 
L.5.2.2  Relevant Experience 
  
Using the Relevant Experience Project Template, in accordance with the instructions herein and 
Attachment J.P-7, the offeror may submit up to ten (10) relevant experience projects.  
 
The submitted relevant experience projects must meet the following minimum conditions: 
  


1. Each project must have been for the performance of one of the Performance Areas listed in 
L.5.2.2.7 Relevant Experience Performance Areas. The Relevant Experience Performance Areas 
are associated with relevant IT Based NAICS codes. The Performance Area claimed must have 
been the principal purpose of the project. 


  
2. No project may be used more than once. 
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3. Each Relevant Experience Project must be ongoing or have been completed within 5 years from 
the date proposals are due.  Each project must have at least one year of performance unless one 
of the following situations exist: 


a. The project had a base period of performance less than one year and that period of 
performance is complete. 


b. The project has an Interim or a Final CPARS. 
c. The project has a completed Award Fee Determination. 


 
4. No Individual Project Value shall be less than $500,000.  Note: Project value for completed 


projects is determined by the total obligated dollars. Project value for ongoing projects is 
determined based on the total estimated value (inclusive of all option periods). If a project is a 
“collection of task orders” placed under a Single-Award IDIQ task order contract or Single-Award 
BPA, the project value will be the sum of all task orders based on the methods above being 
applied to each individual task order. 


 
L.5.2.2.1  Relevant Experience Project Submission 
  
For each Relevant Experience Project claimed, offerors must submit Attachment J.P-7, Relevant 
Experience Project Template, with the following information: 
 


● Contractor Name 
● Contract Number 
● Order Number, if applicable 
● Project Title 
● Customer 
● Total Period of Performance (including options) 
● Project Value 
● Was the project a task order awarded against a multiple award Federal Government contract? 
● Did the project involve work at a foreign location? 
● Funding Agency ID 
● Was the project performed as the Prime Contractor? 
● Relevant Experience Project Identifier 
● Claimed NAICS/Performance Area 
● Description of the work performed relevant to the Performance Area being claimed 
● Contact information (Name, Title, Agency/Company, Phone, and Email) of the agency/company 


point of contact with cognizance over the project  
● Contact information of the COR/COTR if the COR/COTR is providing signature verification 


  
L.5.2.2.1.1  Verification of Relevant Experience Submission 
  
In order to receive points for each submitted Relevant Experience Submission, offerors must provide 
verification of information included on the J.P-7, Relevant Experience Project Template, by one of the 
following methods: 
  


1. Federal Procurement Data System - Next Generation (FPDS-NG) Report that provides 
verification of all information included in Part I of the Attachment J.P-7, Relevant Experience 
Project Template. (If multiple FPDS-NG reports are available for a single project, the most recent 
report shall be submitted) 
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2. If an FPDS-NG Report for the project is not available, or information within the report does not 
provide appropriate verification for all claimed scoring elements, i.e., the NAICS being claimed 
was not the NAICS entered in FPDS-NG, all three of the following verification documents must be 
included: 


  
a. The completed Attachment J.P-7, Relevant Experience Project Template, must be signed 


by the Contracting Officer, Contracting Officer’s Representative (COR) or Contracting 
Officer’s Technical Representative (COTR) with cognizance over the submitted project. 
For a commercial project, the completed Attachment J.P-7, Relevant Experience Project 
Template, must be signed by a Corporate Officer of the commercial entity with 
cognizance over the submitted project. For a project performed as a subcontractor, the 
completed Attachment J.P-7, Relevant Experience Project Template, must be signed by 
a Corporate Officer of the Prime Contractor (or higher tier subcontractor) with cognizance 
over the submitted project. 


 
b. Copy of original contract award form, this may include the following: 


■ Standard Form (SF) 1449 – Solicitation/Contract/Order for Commercial Items – 
(Block 17a identifies the Prime Contractor, Block 9 identifies the U.S. Federal 
Government Agency, Block 3 identifies the Award/Effective Date, and Block 31c. 
identifies the date the Contracting Officer signed) 


■ SF 26 – Award/Contract – (Block 7 identifies the Prime Contractor, Block 5 
identifies the U.S. Federal Government Agency, Block 3 identifies the Effective 
date, and Block 20C identifies the date the Contracting Officer signed) 


■ SF 33 – Solicitation, Offer, and Award – (Block 15A identifies the Prime 
Contractor, Block 7 identifies the U.S. Federal Government Agency, and Block 
28 identifies the date the Contracting Officer awarded/signed) 


■ Department of Defense (DD) 1155 – Order for Supplies or Services (Block 9 
identifies the Prime Contractor, Block 6 identifies the U.S. Federal Government 
Agency, Block 3 identifies the date of Order, and Block 24 identifies the 
Contracting Officer signature) 


■ Optional Form 307 – Contract Award (Block 7 identifies the Prime Contractor, 
Block 5 identifies the U.S. Federal Government Agency, Block 2 identifies the 
Effective date, and Block 15C identifies the date the Contracting Officer signed) 


■ GSA Form 300 – Order for Supplies and Services (Block 6 identifies the Prime 
Contractor, Block 10 identifies the U.S. Federal Government Agency, Block 1 
identifies the Date of Order, and Block 26C identifies the date the Contracting 
Officer signed) 


■ Other Official Government Award Form not identified above (Must explicitly 
identify the Contractor, Government Agency, Order Number, Dollar Value, and 
the date the Contracting Officer awarded/signed) 


■ Non-Government Award Form (Must explicitly identify the Contractor, Non-
Government Customer, Dollar Value, and the date the customer awarded/signed) 


 
c. Copy of Contract Statement of Work - the Statement of Work from the contract that 


describes the general scope, nature, complexity, and purpose of the supplies or services 
the customer acquired under the contract. 
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L.5.2.2.2  Relevant Experience Project in Foreign Locations 
  
For a maximum of one (1) relevant experience project submitted under L.5.2.2, the Offeror will receive 
additional points if the project included services performed at a foreign location. 
 
For this scoring element, a foreign location is defined as being outside of the United States the 
Commonwealths of Puerto Rico and the Northern Mariana Islands, Guam, and U.S. territories and 
possessions. 
  
This must be indicated by checking the appropriate box on Attachment J.P-7, Relevant Experience 
Project Template, and by identifying the foreign location within the description field of the Attachment J.P-
7, Relevant Experience Project Template, of which foreign location(s) work was performed. Verification 
must also be provided by either attaching the FPDS Report that indicates a foreign location as the Place 
of Performance or by authorized signature as described in L.5.2.2.1.1. 
 
L.5.2.2.3  Relevant Experience Project Representing a Task Order against a Multiple-Award 


Contract 
  
For each relevant experience project submitted under L.5.2.2, the Offeror will receive additional points if 
the project is a task order against a multiple-award Federal Government contract. This additional scoring 
is only available for relevant experience projects performed as a prime contractor to the Federal 
Government. 
  
This must be indicated by checking the appropriate box on Attachment J.P-7, Relevant Experience 
Project Template. Verification must also be provided by attaching:  
 


● The FPDS Report for the multiple-award contract that indicates “Multiple-Award IDV” within the 
“Multiple Or Single Award IDV” field and  


● The FPDS Report for the task order that demonstrates the claimed project was a task order 
against the multiple-award contract. The multiple-award contract number must be listed in the 
“Referenced IDV” field. 


 
L.5.2.2.4  Relevant Experience Project Demonstrating Management of Larger Value Projects 
 
For each relevant experience project submitted under Section L.5.2.2, the Offeror will receive additional 
points if the project value meets or exceeds the following: 
 


1. Project value greater than or equal to $2 Million, but less than $6 Million 
2. Project value greater than or equal to $6 Million 


 
This must be indicated by completing the appropriate box on Attachment J.P-7, Relevant Experience 
Project Template. Verification must also be provided by either:  
 


● attaching the most recent FPDS Report that indicates the claimed project value, either through 
Total Action Obligations for a completed project or through Total Base and All Options Value for 
an ongoing project or 


● attaching the Award Form and any subsequent modifications that indicate the claimed project 
value. 
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Note: Project value for completed projects is determined by the total obligated dollars. Project value for 
ongoing projects is determined based on the total estimated value (inclusive of all option periods). If a 
project is a “collection of task orders” placed under a Single-Award IDIQ task order contract or Single-
Award BPA, the project value will be the sum of all task orders based on the methods above being 
applied to each individual task order. (If the maximum project value is achieved without submitting all the 
task orders that have been awarded, then only submit those task orders that achieve the maximum 
results for Project Value) 
 
L.5.2.2.5  Relevant Experience Projects Demonstrating Experience with Multiple Federal 


Government Customers  
  
The Offeror will receive additional points for demonstrating experience with more than one Federal 
Government Customer. This additional scoring is only available for relevant experience projects 
performed as a prime contractor to the Federal Government. 
 
Federal Government Customer is determined by the Funding Agency ID identified within the FPDS 
Report.  
 
For example, one relevant experience project with Funding Agency ID 4732 (GSA/Federal Acquisition 
Service) and another relevant experience project with Funding Agency ID 2100 (Department of the Army) 
would qualify as two Federal Government Customers. Submitting two relevant experience projects with 
Funding Agency ID 4732 (GSA/Federal Acquisition Service) would only qualify as one Federal 
Government Customer and the second project with the same Funding Agency ID would not meet the 
requirements of this section for additional scoring.  
 
The Funding Agency ID must be indicated in the appropriate box on Attachment J.P-7, Relevant 
Experience Project Template. Verification must also be provided by attaching the FPDS Report that 
indicates the claimed Funding Agency ID. 
 
L.5.2.2.6  Breadth of Relevant Experience Performance Areas 
 
The offeror will receive additional points for each additional Relevant Experience Performance Area with 
demonstrated relevant experience.  
 
Scoring for this element is only available through the projects submitted under L.5.2.2 by demonstrating 
relevant experience in multiple Relevant Experience Performance Areas listed in L.5.2.2.7. For example, 
submitting one relevant experience project demonstrating experience in Custom Computer Programming 
Services and a different project demonstrating experience in Computer Systems Design Services would 
qualify as two Performance Areas. Submitting two projects representing Computer Systems Design 
Services would only qualify as one Performance Area and those two projects alone would not meet the 
requirements of this section for additional scoring. 
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L.5.2.2.7  Relevant Experience Performance Areas 
  


NAICS NAICS Title / Performance Area Description 


518210 Data Processing, Hosting, and 
Related Services 


This performance area comprises projects primarily 
engaged in providing infrastructure for hosting or data 


processing services. These projects may provide 
specialized hosting activities, such as web hosting, 
streaming services or application hosting; provide 
application service provisioning; or may provide 


general time-share mainframe facilities to clients. Data 
processing projects provide complete processing and 
specialized reports from data supplied by clients or 
provide automated data processing and data entry 


services. 


541511 Custom Computer Programming 
Services 


This performance area comprises projects primarily 
engaged in writing, modifying, testing, and supporting 
software to meet the needs of a particular customer. 


541512 Computer Systems Design 
Services 


This performance area comprises projects primarily 
engaged in planning and designing computer systems 


that integrate computer hardware, software, and 
communication technologies. The hardware and 


software components of the system may be provided 
as part of integrated services. These projects often 
include installation of the system and training and 


supporting users of the system. 


541513 Computer Facilities Management 
Services 


This performance area comprises projects primarily 
engaged in providing on-site management and 


operation of clients' computer systems and/or data 
processing facilities. Projects providing computer 


systems or data processing facilities support services 
are included in this performance area. 


541519 Other Computer Related Services 


This performance area comprises projects primarily 
engaged in providing computer related services 


(except custom programming, systems integration 
design, and facilities management services). Projects 


providing computer disaster recovery services or 
software installation services are included in this 


performance area. 


  
The North American Industry Classification System (NAICS) is the standard used by Federal statistical 
agencies in classifying business establishments for the purpose of collecting, analyzing, and publishing 
statistical data related to the U.S. business economy. Additional information is available at:  


http://www.census.gov/eos/www/naics/index.html  



http://www.census.gov/eos/www/naics/index.html
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L.5.3  VOLUME 3 –PAST PERFORMANCE 


Past performance will be evaluated using projects submitted under L.5.2.2 Relevant Experience.  A past 
performance assessment must be submitted for three of the relevant experience projects submitted under 
L.5.2.2.  Offerors must identify the three projects being utilized for past performance on the J.P-5 
Document Verification and Self Scoring Worksheet. Acceptable forms of past performance assessments 
are detailed below in L.5.3.1 and L.5.3.2. 


Only in the event PPIRS information is not available will an Offeror be allowed to submit Attachment J.P-
8, Past Performance Rating Form, as a substitute Past Performance Survey. If PPIRS information is 
available for any selected past performance relevant experience project, it must be used for the Past 
Performance evaluation. 


L.5.3.1  Past Performance (PPIRS information exists) 


If the Government has interim or final ratings in PPIRS, the Offeror shall provide a copy of this rating 
with their proposal. The Government will retrieve past performance information from the PPIRS database 
that links to the Contractor Performance Assessment Reporting System (CPARS) in order to validate the 
Offeror’s submission. For the purposes of this solicitation, the final past performance information will be 
used on a relevant experience project. If a final rating is not available, the most current past performance 
information will be used. Offerors are responsible for verifying whether past performance ratings exist in 
the PPIRS database prior to using Past Performance Surveys. 


L.5.3.2  Past Performance (PPIRS information does not exist) 


If the Government has not finalized past performance ratings in the PPIRS database that links to CPARS; 
or, if the project(s) are considered Non-U.S. Federal projects; the Offeror shall submit a Past Performance 
Survey using the template in Attachment J.P-8, “Past Performance Rating Form”. No other format or 
additional proposal documentation will be considered. 


Using the Past Performance Rating Form in Attachment J.P-8, the Offeror shall provide the survey 
directly to each of the references. The Past Performance Rating Form must be completed and signed by 
a Warranted Contracting Officer with cognizance over the submitted project. For a commercial project, the 
Past Performance Rating Form must be completed and signed by a Corporate Officer of the customer 
with cognizance over the submitted project. 


The Offeror shall instruct each rater to send a completed form directly back to the Offeror. 


The Offeror must submit all Past Performance Rating Forms, as applicable, with their proposal 
submission. 


In the event the evaluation team discovers misleading, falsified, and/or fraudulent past performance 
ratings, the Offeror shall be eliminated from further consideration for award. Falsification of any proposal 
submission, documents, or statements may subject the Offeror to civil or criminal prosecution under 
Section 1001 of Title 18 of the United States Code. 
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L.5.3.3   Negative Past Performance Narrative (Optional) 
 
The offeror may submit a one-page narrative for each project being utilized for past performance to 
provide information on problems encountered on the submitted projects and the offeror’s corrective 
actions. This submission is not required but may be included to address past performance assessments 
where the majority of rating elements are below satisfactory. The Government will consider this 
information, as well as information obtained from any other sources, when evaluating the offeror’s past 
performance. 
  
L.5.4  VOLUME 4 – SYSTEMS, CERTIFICATIONS, AND CLEARANCES 
  
The following Systems, Certifications, and Clearances are not minimum or mandatory requirements; 
however, Offeror’s who demonstrate having these Systems, Certifications, and Clearances within their 
proposal will be considered more favorably. See Section M.6., Scoring Table. 
 
L.5.4.1  Cost Accounting System and Audit Information 
 
If claiming credit for this scoring element, the Offeror must provide verification from the Defense Contract 
Audit Agency (DCAA), Defense Contract Management Agency (DCMA), or any Cognizant Federal 
Agency (CFA) of an acceptable accounting system that has been audited and determined adequate for 
determining costs applicable to the contract or order in accordance with FAR 16.301-3(a)(3).  The offeror 
must certify that there have been no material changes to the accounting system since the last audit of its 
accounting system. 
 
Offerors shall provide the name, address, phone number, and email of the representative at their 
cognizant DCAA and DCMA Offices or CFA and submit, if available, a copy of a Pre-Award Survey of 
Prospective Contractor Accounting System (SF 1408).  If the SF 1408 is not available, the offeror must 
submit a letter received from the auditing agency, on auditing agency letterhead, from DCAA, DCMA, or 
CFA indicating unequivocally that the offeror’s accounting system was audited and determined adequate 
for cost reimbursement contracting.  If both the SF 1408 and auditing agency letter exist, submit both with 
the offer. 
  
GSA’s GWAC Program Office will not sponsor a “Pre-Award Survey of Prospective Contractor Accounting 
System” or an Adequacy determination on behalf of any Offerors for scoring purposes. 
 
L.5.4.2  CMMI Certification 
  
If claiming credit for this scoring element, the Offeror must provide verification of a current CMMI-
Development or CMMI-Services Certification at Maturity Level 2 or higher. Verification requirements 
include a copy of the Appraisal Disclosure Statement resulting from a SCAMPI A appraisal (not SCAMPI 
B or C) as proof and demonstration of credentialing.  The Offeror shall provide POC information that 
includes the name of the Certification body and name, phone number, and email of the representative 
who provided the CMMI appraisal. 
 
The Offeror shall only receive points for certifications at the highest level achieved. For example, if points 
are claimed for Maturity Level 3, points cannot be claimed for Maturity Level 2. 
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L.5.4.3  ISO 9001 Certification 
  
If claiming credit for this scoring element, the Offeror must provide verification of a current ISO 9001:2008 
or 9001:2015 Certification.  Verification requirements include a copy of the Offeror’s official ISO 
9001:2008 or 9001:2015 Certification of Conformity/Conformance.  The Offeror shall provide POC 
information that includes the name of the Certification body and name, address, phone number, and 
email of the representative who provided the ISO 9001 Certification. 
 
L.5.4.4  ISO 20000 Certification 
   
If claiming credit for this scoring element, the Offeror must provide verification of a current ISO 20000 
Certification.  Verification requirements include a copy of the Offeror’s official ISO 20000 Certification of 
Conformity/Conformance.  The Offeror shall provide POC information that includes the name of the 
Certification body and name, address, phone number, and email of the representative who provided the 
ISO 20000 Certification. 
  
L.5.4.5  ISO/IEC 27001:2013 
  
If claiming credit for this scoring element, the Offeror must provide verification of a current ISO 
27001:2013 Certification.  Verification requirements include a copy of the Offeror’s official ISO 
27001:2013 Certification of Conformity/Conformance.  The Offeror shall provide POC information that 
includes the name of the Certification body and name, address, phone number, and email of the 
representative who provided the ISO 27001:2013 Certification. 
 
L.5.4.6   Facility Clearance Level (FCL) 
  
If claiming credit for this scoring element, the Offeror must identify their Government Facility Clearance 
Level (FCL) on the Document Verification and Self Scoring Worksheet in Attachment J.P-5. 
  
Offerors shall submit a letter signed by their Facility Security Officer identifying the Offeror’s CAGE code, 
Facility Clearance Level (FCL) and cognizant security office, such as the Defense Security Service (DSS) 
Office, verifying that a facility clearance (secret, top secret, or higher) has been granted. GSA will verify 
the claimed FCL with DSS. GSA will not sponsor Offerors for any type of security clearances. 
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L.5.5 VOLUME 5 – RISK ASSESSMENT 
 
L.5.5.1 Organizational Risk Assessment 
 
Within the J.P-5 Document Verification and Self Scoring Worksheet, the offeror shall identify if it has 
previously performed in the same business arrangement as proposed. 
 
A “business arrangement”, for the purposes of this evaluation factor, is defined as 1) an individual 
company (that is not proposing as part of a joint venture or with a team of subcontractors), 2) a joint 
venture, or 3) a prime contractor and its proposed team of subcontractors. 
 
A business arrangement is considered to have previously performed if 


1. An individual company has previously performed on a contract or order as itself 
2. A joint venture has previously performed on a contract or order  
3. Each proposed subcontractor has previously performed on a contract or order as a subcontractor 


to the offering prime contractor. 
 
No additional verification is required for an individual company offering as itself. 
 
Previous performance for joint ventures, or a prime contractor with a proposed team of subcontractors, 
must be verified through submission of  


• the contract or order for which the work was performed and  
• evidence of the business arrangement such as  


o a joint venture agreement that identifies all members or  
o a copy of the subcontract(s) 


 
Scoring for this element is only available for demonstrating that the offeror has previously performed in 
the proposed business arrangement. 
 
L.5.5.2 Limitations on Subcontracting Compliance Risk   
 
Within the J.P-5 Document Verification and Self Scoring Worksheet, the offeror shall identify if at least 
50% of the projects submitted under L.5.2.2 Relevant Experience were performed by the offeror itself or 
another entity that is currently a service disabled veteran owned small business concern. 
 
To receive scoring for this element, an offeror must demonstrate at least 50% of the projects submitted 
under L.5.2.2 Relevant Experience were performed by the offeror itself or another entity that is currently a 
service disabled veteran owned small business concern. 
 
If submitting as an individual company, no additional verification is needed to claim this scoring. If 
submitting as a joint venture or as a team with proposed subcontractors, the current SDVOSB status of 
the company providing each relevant experience project must be identified on Attachment J.P-6. 
 
Current SDVOSB status is based on the representation made in Section K for the proposal. 
 
L.5.6 VOLUME 6 – COST/PRICE 
  
L.5.6.1  Basis of Estimate 
  
While the PCO anticipates that pricing for this acquisition will be based on adequate price competition 
and therefore does not require submission or certification of cost or pricing data, Offerors are cautioned to 
provide clear and concise explanations of their pricing methodology and their labor and burden estimating 
practice. Offerors are cautioned against unbalanced and unrealistic pricing. 
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The Basis of Estimate shall only encompass the “Continental United States (CONUS),” defined as the 48 
contiguous states plus the District of Columbia, and should reflect a clear understanding of work to be 
performed, take into account differences in skills, the complexity of various disciplines, and professional 
job difficulty. 
  
(a)  Offerors shall submit the following statement: 
  
This proposal reflects our estimates and/or actual costs of the date of proposal submission.  By 
submitting this proposal, we grant the PCO and authorized representative(s) the right to examine, at any 
time before award, those records, which include books, documents, accounting procedures and practices, 
and other data, regardless of type and form or whether such supporting information is specifically 
referenced or included in the proposal as the basis for pricing, that will permit an adequate evaluation of 
the proposed price in accordance with FAR 15.403-3. 
  
(b)  Offerors shall submit supporting documentation for the basis of direct labor and each indirect cost 
consistent with their organization’s cost accounting systems and, if applicable, provisional billing rates 
and forward pricing rate agreements.  If an Offeror does not currently have employees to fulfill the duties 
under a labor category or labor categories, the Offeror must explain its methodology for establishing 
Prime Contractor labor rates for such categories.  Identifying specific subcontractors and separate 
subcontractor pricing shall not be included in the Basis of Estimate. 
  
(1)  Direct Labor – 
  
(i) Offerors shall state the methodology used in computing the direct labor rate composite and explain 
how the proposed direct labor rates were derived.  CAUTION: See L.5.6.2.1 for information pertaining to 
this topic. 
 
(2)  Indirect Costs – 
  
(i) Offerors shall state the methodology used in computing their organization’s indirect costs (i.e., Fringe 
Benefits, Overhead, and G&A), applied to Direct Labor and explain how the indirect costs were derived. 
  
(ii) Offerors shall state the methodology used in computing their organization’s indirect costs (i.e., G&A, 
and/or material handling, and/or subcontract handling), applied to Other Direct Costs (i.e., Subcontracts, 
Materials, and Travel) and explain how the indirect costs were derived.  CAUTION: See L.5.6.2.2 for 
information pertaining to this topic. 
 
(3)  Profit – 
  
(i) Offerors shall state the methodology used in computing their organization’s proposed profit and explain 
how profit was derived.  CAUTION: See L.5.6.2.2 for information pertaining to this topic. 
 
(ii) Offerors shall answer the following question:   Is this proposal consistent with your established 
estimating and accounting principles and procedures and FAR Part 31, Cost Principles?  If not, provide 
an explanation. 
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L.5.6.2  Cost/Price Methodology and Instructions 
  
For Cost/Price proposals, Offerors shall use the Microsoft Excel Spreadsheet in Attachment J.P-9, 
entitled, “Cost/Price Template”, which consists of 15 years of Government-Site (Tab 1) and 15 years of 
Contractor-Site pricing (Tab 2).  These 15 years consist of the 5 year base and 5 year option period of the 
VETS 2 GWAC, plus an additional 5 years to cover any task order that has a term beyond the Base Term 
plus the Option. 
  
The Offeror shall propose ceiling rates for T&M/L-H task orders by completing the Cost/Price Template as 
instructed in L.5.6.2.3. These ceiling rates are to be based upon the highest qualified employee within a 
given labor category, working in the highest paid area within CONUS, on a highly complex requirement, 
excluding Top Secret/SCI/or higher. 
  
Offerors shall only provide the ceiling rates for Year 1 of the contract.  Ceiling rates for Years 2 
through 15 (which includes the years 2 through 5 of the initial base period, the 5-year option period, and 
the additional 5 years of potential task order performance) will automatically be calculated for each labor 
category by an escalation factor embedded in the spreadsheet. Offerors shall not change the 
escalation factor in the spreadsheet. This escalation factor is determined by the Bureau of Labor 
Statistics (BLS) Employment Cost Index (ECI) and is based on the average annual BLS ECI for the 
previous three years from the date the VETS 2 solicitation is issued. The current BLS ECI 3 year average 
is 1.73%.  As indicated in Section B.8.4, an economic price adjustment will be made for the option period 
pricing utilizing the average annual BLS ECI for the previous three years from the date of the option 
period start date. 
  
In accordance with Section B.8.4, VETS 2 will only establish maximum rates for T&M/LH task 
orders/CLINs, therefore, the proposed maximum rates do not apply to fixed-price or cost-reimbursement 
type task orders. The OCO has the flexibility to exceed these rates, but are cautioned only to do so when 
justified, such as for requirements requiring special security clearance or OCONUS related work. 
 
L.5.6.2.1  Direct Labor Rates 
  
Direct Labor Rates are labor rates that are not burdened with indirect rates such as Fringe Benefits, 
Overhead, General and Administrative expenses, and/or Profit. 
  
As provided in Attachment J.P-10, “Direct Labor Rate Ranges”, for each VETS 2 labor category that was 
mapped to a Standard Occupational Classification (SOC) System occupation, the BLS provides a 
National 50th Percentile estimate, a National 75th Percentile estimate, and a National 90th Percentile 
estimate for direct labor rates.  Also identified are the States where each occupation is paid the highest.  
The BLS also provides a State 50th Percentile estimate, a State 75th Percentile estimate, and a State 90th 
Percentile estimate for each SOC in each state in the United States.  The BLS caps direct labor rates at 
$90/hour, however, where the $90/hour cap was found, mathematical extrapolation was performed to 
calculate direct labor guidelines. 
  
For most of the VETS 2 labor categories in Attachment J.P-10, the “low” end of the direct labor rate range 
is the National estimate and the “high” end of the direct labor rate range is the estimate data for the State 
identified as the highest paid. 
  
While Offerors are free to submit whatever direct labor rates they see fit, Offerors are encouraged to 
propose a direct labor rate for each VETS 2 labor category within the ranges provided in Attachment J.P-
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10. If the Offeror’s proposed direct labor rate is either lower or higher than the provided range, the 
Offeror’s pricing may be deemed to not be fair and reasonable. 
  
Caution: Offerors are strongly advised to provide clear and convincing rationale to support a lower or 
higher direct labor rate than the ranges in Attachment J.P-10, otherwise the proposed direct labor rate will 
not be considered fair and reasonable and the Offeror would not be eligible for award regardless of 
technical score. 
  
L.5.6.2.2  Indirect Rates/Profit 
  
For each Indirect rate, Offeror’s shall propose indirect rates according to their most current DCAA/DCMA 
approved billing rates and/or forward pricing rate recommendations and/or agreements, if available. If an 
Offeror does not have DCAA/DCMA approved billing rates and/or forward pricing rate recommendations 
and/or agreements, Offerors should provide indirect rates generated from their acceptable accounting 
system. 
  
Caution: Offerors are strongly advised to provide clear and convincing rationale to support indirect rates 
not generated from their acceptable accounting system, otherwise the proposed indirect rate may not be 
considered fair and reasonable and the Offeror may not be eligible for award regardless of technical 
score. 
  
For Profit, Offeror’s shall consider the risk under a T&M/L-H type task order. 
  
Caution: Offerors are strongly advised to provide clear and convincing rationale to support a profit rate 
that exceeds 7.5% otherwise the proposed profit rate may not be considered fair and reasonable and the 
Offeror would not be eligible for award regardless of technical score. 
 
L.5.6.2.3   Cost/Price Template Instructions 
  
The following instructions apply for completion of the Cost/Price Template provided in Attachment J.P-9. 
Offerors are reminded that they must complete both tabs, Government Site and Contractor Site. 
 
Enter the Offeror Name in Row 4. For each labor category, the Offeror shall provide a cost element 
breakdown of Direct Labor, Fringe Benefits, Overhead, General and Administrative (G&A), and Profit that 
provides a single loaded hourly labor maximum rate. 
 
All percentages and rates shall be rounded to two decimal places. 
 


Column A This column is restricted. Offerors shall not make entries in this column. This 
column contains the Labor ID# for Government-Site work and for Contractor-Site 
work. 


Column B This column is restricted. Offerors shall not make entries in this column. 
This column contains the Labor Category Description.  Definitions to these labor 
categories are provided in Attachment J-2. 


* Column C Enter direct labor rates for each labor category listed in Column B. Direct labor rate 
ranges are provided in Attachment J.P-10. 
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* Column D Enter the Fringe Benefits percentage under Column D, Row 8. 


* Column E Enter the Overhead percentage under Column E, Row 8. 


* Column F Enter the G&A percentage under Column F, Row 8. 


* Column G Enter the Profit percentage under Column G, Row 8. 


* Column’s H 
through V 


These columns are restricted. Offeror’s shall not make entries in this column. The 
escalation factor is based on the average annual Bureau of Labor Statistics 
Employment Cost Index for the previous three years at the time the final solicitation 
is posted in fbo.gov. The Offeror shall not make any changes to the cost index 
(See Section B.8.4). 


  
* Note: Offeror’s with a different indirect rate structure than that identified in Columns D through F may 
adjust their columns accordingly. Furthermore, Offeror’s with a different indirect structure for certain labor 
categories may adjust the rows and columns accordingly. For example, if an Offeror adds Facilities 
Capital Cost of Money to their indirect structure and columns H through V becomes columns I through W 
that is acceptable. 
 
L.5.7  VOLUME 7 – RESPONSIBILITY 
  
To be eligible for award, the Offeror must submit the following information under Volume 7 – 
Responsibility. 
  
In accordance with FAR Part 9, Offerors that are not deemed responsible will not be considered for 
award. A satisfactory record of integrity and business ethics is required. 
  
In making the determination of responsibility, information in the Federal Awardee Performance and 
Integrity Information System (FAPIIS), exclusions denoted in the System for Award Management (SAM) - 
Offeror’s Representations and Certifications, the Offeror’s qualification and financial information (GSA 
Form 527), and any other pertinent data will be considered. 
  
L.5.7.1  Financial Resources 
  
To be determined responsible, a prospective Contractor must have adequate financial resources to 
perform the contract, or the ability to obtain them. 
  
The Offeror shall complete and submit a GSA Form 527, Contractor’s Qualification and Financial 
Information, Attachment J.P-11. If the fill in portion of the form does not accommodate your information, 
please manually write in the required information.  All forms must be signed by an authorized official at 
the bottom of page 6. 
 
For Offerors proposing as a joint venture, the GSA Form 527 and all attachments must be provided by all 
members of the joint venture. 
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For Offerors proposing subcontractors, the GSA Form 527 and all attachments must be provided by the 
Offeror and all proposed subcontractors. Determinations of prospective subcontractor responsibility may 
affect the Government’s determination of the prospective prime contractor’s responsibility. 
  
The following instructions are provided for the GSA Form 527 and attachments. 
  
NOTE:  The GWAC PCO may provide the information to GSA financial analysts who may contact 
an Offeror after their initial financial review for clarification or additional information, if necessary. 
  
Section I – General Information 
  
●      Complete all applicable sections 
  
●      Block 1A: This is the full name of the legal bidding entity that will be signing the contract with GSA 
as submitted on the SF Form 33. This must match the Articles of Incorporation/Organization and/or 
Name Change Amendments that are filed with the State that identify the current Legal Name of the 
Company. Otherwise, the entire form may be rejected.   
  
●      Block 6:  This is asking whether the legal bidding entity uses a DBA, trade name, fictitious name 
trademark, etc., for business purposes. 
  
●      Block 13: Non-disclosure of this information is a more significant negative factor than not reporting 
the items listed. 
  
Section II - Government Financial Aid and Indebtedness 
  
●      Please complete all applicable sections. 
  
●      You must answer 14A, 14B, 15A and 16. 
  
Section III – Financial Statements and Section IV Income Statements 
 
●      Block 20: Check the applicable boxes to show whether the figures are in "Actual", “Thousands” or 
“Millions.” 
  
●      Blocks 24-28: Submit the last full fiscal year statement and subsequent interim statements. 
You must attach the financial and interim statements rather than write the figures on the GSA 
Form 527 – Page 2. Make sure that the full name of the legal bidding entity or parent is in the heading of 
the financial statements.  In addition, the completed Balance Sheet dates and the complete dates of the 
period covered by the Income Statement must correspond to the Offeror’s fiscal year cycle. 
  
●       *NOTE: To those who use QuickBooks software* 
  
The Income Statement defaults to a month/year format for all versions of this software that precedes 
2009.  The complete dates of the period covered by the Income Statement must be submitted (i.e. 
January 1, 2013 to December 31, 2014). In addition, the older versions show an account called "Opening 
Bal Equity" in the Balance Sheet's Equity section.  Please determine what accounts those funds belong in 
and transfer them to the correct account. 
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Section V – Banking and Finance Company Information 
  
●      Please complete all applicable sections; however, if your company has a prepared list of bank and 
trade references, you may attach it to the GSA Form 527 instead of completing this section. 
  
Section VI – Principal Merchandise or Raw Material Supplier Information 
  
●      Leave this Section Blank. 
  
Section VII – Construction/Service Contracts Information 
  
●      Leave this Section Blank. 
  
Section VIII – Remarks 
  
●      Provide remarks as applicable. 
  
Certification 
  
●      The Name of Business must correspond to the official legal bidding entity on the SF 33. 
  
●      Provide Name, Title, Signature, and Date of Authorized Official. 
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SECTION M 
EVALUATION FACTORS FOR AWARD 


  
M.1   FAR 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 1998) 
  
This solicitation incorporates one or more solicitation provisions by reference, with the same force and 
effect as if they were given in full text.  Upon request, the Contracting Officer will make their full text 
available.  In lieu of submitting the full text of those provisions, the Offeror may identify the provision by 
paragraph identifier and provide the appropriate information with its quotation or offer.  Also, the full text 
of a solicitation provision may be accessed electronically at this address: https://www.acquisition.gov/ 
  


CLAUSE # CLAUSE TITLE DATE 


52.217-5 Evaluation of Options JUL 1990 


  
(End of Provision) 


  
M.2   BASIS FOR AWARDS 
  
The source selection process on the VETS 2 GWAC will neither be based on the Lowest Price 
Technically Acceptable (LPTA) nor Tradeoffs.  Within the best value continuum, FAR 15.101 defines best 
value as using any one or a combination of source selection approaches. For the Master Contract, the 
Highest Technically Rated Offerors with a Fair and Reasonable Price will determine the best value basis 
for contract awards. 
  
The Highest Technically Rated, Fair and Reasonable Price approach will best achieve the objective of 
awarding contracts to Offerors of information technology services with qualities that are most important to 
GSA and its agency customers, including Past Performance, Relevant Experience, and Systems, 
Certifications and Clearances. 
  
The GWAC Program will issue Multiple Awards to a maximum of 70 contractors, except in the case of a 
tie at the 70th position. Even if there is a single point difference between Offeror 70 and Offer 71, only the 
Offeror in the 70th position will receive an award.  In the event of a tie at the maximum number 70 
position, all Offerors tied at the 70th position will receive an award. 
  
The Government will strictly enforce all of the proposal submission requirements outlined in Section L. 
Failure to comply with these requirements will result in an Offeror’s proposal being rejected as being 
materially non-conforming to solicitation requirements. 
  
The Government intends to award contracts without discussions. Initial proposals must contain the best 
offer. The Government may conduct clarifications, as described in FAR 15.306(a). The Government 
reserves the right to conduct discussions if determined necessary. 
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M.3    SCREENING AND EVALUATION PROCESS 
  
The first step in the evaluation process will be to order the offers from highest score to lowest score solely 
using the offeror’s Document Verification and Self Scoring Worksheet (Attachment J.P-5). 
  
At this point the evaluation team will establish the preliminary top 70, hereafter referred to as Top 70.  A 
screening process of the Top 70 will commence to verify that a support document exists for all the 
evaluation elements in accordance with the Offeror’s Document Verification and Self Scoring Worksheet 
submitted in accordance with Attachment J.P-5. Any discrepancies will be treated as clarifications. 
  
The evaluation team will then initially verify that those top offerors, up to a maximum of 70 awards, have 
also met all of the Acceptability Review requirements in Section M.4 of the solicitation.  
  
Any Offeror in the Top 70 based upon score, who fails the Acceptability Review, will be removed from 
consideration for award and notified, in writing, as soon as practicable. The next highest rated Offeror(s) 
(based upon score) who passes the Acceptability Review shall be added in the eliminated Offeror’s place. 
Only Offerors who initially pass all the criteria in the Acceptability Review in accordance with Section M.4. 
shall be considered eligible for award.  
  
Following the Acceptability Review screening, the evaluation team will then evaluate and verify the 
support documentation for each and every evaluation element that the Top 70 have stated in the Offeror’s 
Document Verification and Self Scoring Worksheet (Attachment J.P-5). 
  
In the event that an evaluation element claimed is unsubstantiated or otherwise not given credit for, the 
Offeror’s preliminary score shall have the point value of the refuted evaluation element deducted and the 
Offeror will be re-sorted based upon the revised preliminary score.  If the Offeror remains in the Top 70 
the evaluation of the offer shall continue.  If the Offeror does not remain in the Top 70, the evaluation for 
that offer will stop and the next highest rated Offeror (based upon score) who passes the Acceptability 
Review shall be added to the Top 70 and evaluation shall begin on that offer. 
  
Once the Top 70 highest scored offers have been evaluated and validated, the evaluation team will then 
check to verify that these Offerors have proposed fair and reasonable pricing.  In the event that an Offeror 
has not provided fair and reasonable pricing, the Offeror shall be eliminated from further consideration for 
award unless discussions are conducted.  However, the VETS 2 GWAC CO plans on basing award on 
initial proposals and does not intend on conducting discussions as stated in Section M.2. 
 
The evaluation process shall continue this cycle until the Top 70 apparent successful Offerors are 
identified that represent the highest technically rated offers (based on validated scores) with a fair and 
reasonable price. In the event of a tie at the position of number 70, all Offerors tied for this position shall 
receive a contract award. As stated in M.2 above, even if there is a single point difference between 
Offeror 70 and Offeror 71, only the Offeror in the 70th position will receive an award. 
  
Once the Top 70 have been determined, evaluations will cease and contract awards will be issued. 
In the event the evaluation team discovers misleading, falsified, and/or fraudulent proposal information or 
support, the Offeror shall be eliminated from further consideration for award. Falsification of any proposal 
submission, documents, or statements may subject the Offeror to civil or criminal prosecution under 
Section 1001 of Title 18 of the United States Code. 
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M.4    ACCEPTABILITY REVIEW 
  
Offerors that initially pass all the criteria in the Acceptability Review will be further evaluated in 
accordance with Section M.5, including the evaluation for fair and reasonable pricing in accordance with 
Section M.7. 
  
Offerors who fail any of the criteria listed in the Acceptability Review will be removed from consideration 
for award and notified, in writing, as soon as practicable. 
  
M.4.1 VOLUME 1 – General 
  
The Offeror’s SF 33, Document Verification and Self Scoring Worksheet, Joint Venture Agreement(if 
applicable), Subcontractor Letter(s) of Commitment (if applicable), Professional Employee Compensation 
Plan, and Uncompensated Overtime Policy will be evaluated on a pass/fail basis regarding whether the 
requested proposal submission information meets the criteria for the information requested in Section 
L.5.1 and is current, accurate, and complete. 
  
M.5   TECHNICAL EVALUATION 
  
The Offeror must ensure all the requested proposal submission information is current, accurate, and 
complete in accordance with Sections L.5.2, L.5.3, L.5.4, and L.5.5. 
  
Offerors who meet the acceptability review in accordance with Section M.4 will be evaluated for claimed 
points in accordance with the following Sections and Section M.6, Scoring Table. 
  
M.5.1    VOLUME 2 – Relevant Experience Projects 
 
M.5.1.1 Relevant Experience 
  
For each relevant experience project submitted, the Offeror will receive points if the project demonstrates 
the claimed Performance Area, as described in Section L.5.2.2. The NAICS code associated to the 
project must correlate directly to the claimed Performance Area as identified in Section L.5.2.2.7. 
  
No more than ten (10) projects may be submitted for Relevant Experience. 
  
M.5.1.1.1 Relevant Experience Project in Foreign Locations 
 
For a maximum of one (1) relevant experience project submitted, the Offeror will receive additional points 
if the project included services performed in a foreign location. See Section M.6., Scoring Table. 
 
M.5.1.1.2 Relevant Experience Project representing a Task Order against a Multiple-Award 


Indefinite-Delivery, Indefinite-Quantity Contract 
 
For each relevant experience project submitted under L.5.2.2, the Offeror will receive additional points if 
the project is a task order against a multiple-award Federal Government contract. This additional scoring 
is only available for relevant experience projects performed as a prime contractor to the Federal 
Government. See Section M.6., Scoring Table. 
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M.5.1.1.3 Relevant Experience Project Demonstrating Management of Larger Value Projects 
 
For each relevant experience project submitted under Section L.5.2.2, the Offeror will receive additional 
points if the project value meets or exceeds the following: 
 


1. Project value greater than or equal to $2 Million, but less than $6 Million 
2. Project value greater than or equal to $6 Million 


 
M.5.1.1.4 Relevant Experience Projects Demonstrating Experience with Multiple Federal 


Government Customers 
 
The offeror will be rated more favorably with additional points for the greater number of Customer 
Agencies with demonstrated relevant experience as described in L.5.2.2.5. 
 
M.5.1.1.5 Breadth of Relevant Experience Performance Areas 
 
The offeror will be rated more favorably with additional points for the greater number of Performance 
Areas with demonstrated relevant experience as described in L.5.2.2.6. 
  
M.5.2 VOLUME 3 – Past Performance 
  
The Offeror must ensure all the requested proposal submission information is current, accurate, and 
complete in accordance with Section L.5.3. The Offeror will be evaluated on a basis of demonstrating a 
positive record of past performance. Past performance will be considered from up to three past 
performance examples. The Government reserves the right to contact references for any submitted past 
performance example. Additional references may also be contacted if three past performance examples 
are not submitted. 
  
For each relevant experience project where past performance assessments are considered, the 
Government will not assign a point value to an adjectival rating.  However, Offerors that demonstrate 
positive past performance on each past performance example submitted will be scored in accordance 
with Section M.6., Scoring Table. Scoring for this factor is on an all or none basis. 
  
Positive past performance is defined as each past performance example receiving a satisfactory or 
greater rating for the majority of rating elements. 


The offeror will not be evaluated favorably or unfavorably on past performance in the case of an offeror 
without a record of relevant past performance or for whom information on past performance is not 
available. 
  
M.5.3 VOLUME 4 – Systems, Certifications, and Clearances 
  
If the Offeror chooses to submit Systems, Certifications, and Clearances, the Offeror must ensure all the 
requested proposal submission information is current, accurate, and complete in accordance with Section 
L.5.4. 
  
Offerors who have Systems, Certifications, and Clearances will receive additional points in accordance 
with Section M.6., Scoring Table. 
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All Systems, Certifications, and Clearances are not minimum or mandatory requirements; however, 
Offeror’s who have these Systems, Certifications, and Clearances in place are considered more favorably 
in accordance with Section M.6, Scoring Table. 
  
Certifications and clearances with multiple levels are not cumulative and shall only receive points for the 
highest level achieved, e.g., if the offeror has CMMI-Development Level 3 they would not receive points 
for CMMI-Development Level 2, only Level 3. 
 
M.5.4 VOLUME 5 – Risk Assessment 


M.5.4.1 Organizational Risk Assessment 


As described in L.5.5.1, the offeror will be rated more favorably with additional points for demonstrating 
that it has previously performed in the proposed business arrangement. See Section M.6, Scoring Table. 


M.5.4.2 Limitation on Subcontracting Compliance Risk 


As described in L.5.5.2, the offeror will be rated more favorably with additional points for demonstrating at 
least 50% of the projects submitted under L.5.2.2 Relevant Experience were performed by the offeror 
itself or another entity that is currently a service disabled veteran owned small business concern. See 
Section M.6, Scoring Table. 
 
M.6    SCORING TABLE 


VETS 2 PROPOSAL EVALUATION POINT VALUES 


Section Element 
Point 
Value 


Number of 
Potential 


Occurrences 


Total Max 
Points Per 
Element 


Max 
Point 
Value 


L.5.2. VOLUME 2 – RELEVANT EXPERIENCE 


L.5.2.2 Relevant Experience: 


 
Relevant Experience Projects 3,500 10 35,000 35,000 


L.5.2.2.2 Foreign Projects: 


 


Project includes foreign work (Limited to 1 
project for scoring purposes only) 350 1 350 350 


L.5.2.2.3 Task Order against a Multiple-Award Contract 


 


Project was a task order against a Multiple-
Award Federal Government Contract 350 10 3,500 3,500 


L.5.2.2.4 Management of Larger Value Projects 


 


Project with a value greater than or equal to 
$2 Million, but less than $6 Million 250 10 2,500 


 Project with a value greater than or equal to 
$6 Million 500 10 5,000 5,000 


L.5.2.2.5 Experience Working with Multiple Federal Government Customers 


 


Each Unique Customer Agency with 
Demonstrated Experience 350 9 3,150 3,150 
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L.5.2.2.6 Breadth of Relevant Experience Performance Areas 


 


Experience Demonstrated in Two 
Performance Areas 750 1 750 


 Experience Demonstrated in Three 
Performance Areas 1,500 1 1,500 


 Experience Demonstrated in Four 
Performance Areas 2,250 1 2,250 


 Experience Demonstrated in Five 
Performance Areas 3,000 1 3,000 3,000 


L.5.3 VOLUME 3 – PAST PERFORMANCE 
L.5.3.1 


through 
L.5.3.3 Past Performance: 


 
Past Performance 20,000 1 20,000 20,000 


L.5.4 VOLUME 4 – SYSTEMS, CERTIFICATIONS, AND CLEARANCES 


L.5.4.1 Systems: 


 
Cost Accounting System 5,000 1 5,000 5,000 


L.5.4.2 
through 
L.5.4.5 Industry Certifications: 


 


CMMI - SELECT HIGHEST LEVEL APPLICABLE 


CMMI - SVC or DEV - LEVEL II 1,250 1 1,250 
 CMMI - SVC or DEV - LEVEL III OR 


GREATER 2,500 1 2,500 2,500 


ISO - SELECT ALL APPLICABLE 


ISO 9001 2,500 1 2,500 
 


ISO 20000 2,500 1 2,500 
 


ISO 27001:2013 2,500 1 2,500 7,500 


L.5.4.6 Government Facility Clearances: 


 


Secret 2,500 1 2,500 
 


Top Secret 5,000 1 5,000 5,000 


L.5.5 VOLUME 5 – RISK ASSESSMENT 


L.5.5.1 Organizational Risk Assessment 5,000 1 5,000 5,000 


L.5.5.2 
Limitations on Subcontracting Compliance 


Risk 5,000 1 5,000 5,000 


TOTAL POSSIBLE PTS: 100,000 
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M.7    VOLUME 6 – COST/PRICE 
  
The Offeror must ensure all the requested proposal submission information is current, accurate, and 
complete in accordance with Section L.5.6. 
  
The Offerors’ cost/price proposal will be used to determine whether the Maximum Rates proposed for 
each labor category are fair and reasonable in order to establish ceiling rates for Time-and-
Material/Labor-Hour contract types in accordance with Section B.8.4. 
  
For each proposed direct labor rate, the basis of fair and reasonableness will be the Department of Labor 
(DOL) Bureau of Labor Statistics (BLS) Service Occupational Classifications (SOC) as explained in 
Section L.5.6.2.1. 
  
For each Indirect rate, the basis of fair and reasonableness will be the Offeror’s most current approved 
billing rates, forward pricing rate agreements, and/or acceptable accounting system generated rates for 
each VETS 2 GWAC labor category.  If the offeror does not have current approved billing rates, forward 
pricing rate agreements, and/or acceptable accounting system generated rates, the Government will 
consider the rationale provided by the offeror to support the proposed indirect rates in the “Basis of 
Estimate” as described in L.5.6.2.2. 
  
For Profit, the basis of fair and reasonableness will be no more than 7.5% for each VETS 2 GWAC labor 
category as explained in Section L.5.6.2.2. 
  
If an Offeror does not meet one or more of these parameters for any labor category, the Offeror is 
strongly advised to provide clear and convincing rationale to support the proposed direct/indirect and/or 
profit rate(s).  In the event the rationale is not determined reasonable, the proposal will be deemed to 
have a ceiling rate(s) that is not considered fair and reasonable and the proposal would not be eligible for 
award, regardless of technical score. 
  
Cost/Price proposals may only be modified as a result of discussions and Offerors are advised that the 
Government intends to make award based on initial proposals without discussions. 
  
An offer may also be rejected if any one or more required submittals is missing or incomplete on the 
Cost/Price Template in accordance with Attachment J.P-9, or if the Government determines the lack of 
balanced pricing poses an unacceptable risk to the Government. 
  
M.8    VOLUME 7 - RESPONSIBILITY 
 
The overall responsibility determination will be evaluated on a pass/fail basis.  In accordance with FAR 
Part 9, Offerors that are not deemed responsible will not be considered for award. A satisfactory record of 
integrity and business ethics will be required. 
  
In making the overall determination of responsibility, information in the Federal Awardee Performance 
and Integrity Information System (FAPIIS), exclusions denoted in the System for Award Management 
(SAM), the representations and certifications with SAM and Section K, the Offeror’s Financial Resources 
(See Section L.5.7.1), and other pertinent data will be considered. 





		C.2.2 DoD Information Enterprise Architecture Mission Area Support

		C.4    ANCILLARY SUPPORT: SERVICES, SUPPLIES AND CONSTRUCTION

		D.1 552.211-73 MARKING (FEB 1996)

		(a) General requirements. Interior packages, if any, and exterior shipping containers shall be marked as specified elsewhere in the contract. Additional marking requirements may be specified on delivery orders issued under the contract. If not otherwi...

		(1) Deliveries to civilian activities. Supplies shall be marked in accordance with Federal Standard 123, edition in effect on the date of issuance of the solicitation.

		(2) Deliveries to military activities. Supplies shall be marked in accordance with Military Standard 129, edition in effect on the date of issuance of the solicitation.

		(b) Improperly marked material. When Government inspection and acceptance are at destination, and delivered supplies are not marked in accordance with contract requirements, the Government has the right, without prior notice to the Contractor, to perf...

		D.2    552.211-75 PRESERVATION, PACKAGING, AND PACKING (FEB 1996)

		D.4    UNCLASSIFIED AND CLASSIFIED MARKING

		D.5    SOFTWARE AND MAGNETIC MEDIA MARKINGS

		The Contractor shall participate in a mandatory Post-Award Orientation Conference after the Notice to Proceed that will be held at a time and place to be determined by the VETS 2 GWAC PCO (FAR 42.503-1).

		http://www.census.gov/eos/www/naics/index.html



		This performance area comprises projects primarily engaged in providing infrastructure for hosting or data processing services. These projects may provide specialized hosting activities, such as web hosting, streaming services or application hosting; provide application service provisioning; or may provide general time-share mainframe facilities to clients. Data processing projects provide complete processing and specialized reports from data supplied by clients or provide automated data processing and data entry services.

		Data Processing, Hosting, and Related Services

		This performance area comprises projects primarily engaged in writing, modifying, testing, and supporting software to meet the needs of a particular customer.

		Custom Computer Programming Services

		This performance area comprises projects primarily engaged in planning and designing computer systems that integrate computer hardware, software, and communication technologies. The hardware and software components of the system may be provided as part of integrated services. These projects often include installation of the system and training and supporting users of the system.

		Computer Systems Design Services

		This performance area comprises projects primarily engaged in providing on-site management and operation of clients' computer systems and/or data processing facilities. Projects providing computer systems or data processing facilities support services are included in this performance area.

		Computer Facilities Management Services

		This performance area comprises projects primarily engaged in providing computer related services (except custom programming, systems integration design, and facilities management services). Projects providing computer disaster recovery services or software installation services are included in this performance area.

		Other Computer Related Services
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Background and Summary: 
Today more than ever, the government must ensure that it spends money wisely and eliminates waste 
and abuse of taxpayer dollars.  With approximately one out of every ten dollars of federal government 
spending going to industry partners, it is imperative that contract actions result in the best value for the 
government.   


On July 6, 2020, the Office of Management and Budget (OMB) introduced the Frictionless Acquisition 
Cross-Agency Priority (CAP) goal under the framework of the President’s Management Agenda 
(PMA).1  The primary focus of this new CAP goal is to modernize government acquisition in three work 
streams: 1) business models and practices that focus on reduced acquisition lead-times, increased 
customer self-service, and trusted partnerships with both small and large business industry partners; 2) 
a “hi-definition” acquisition information environment that supports the modernized collection, analysis, 
availability, and visualization of acquisition data for smarter and faster mission decision-making; and, 3) 
a vision for the workforce of tomorrow where acquisition professionals leverage technological 
advances to deliver the best customer service and mission support.  


In support of the Frictionless Acquisition CAP goal, specifically the second strategy to modernize the 
acquisition information environment, the Internal Revenue Service will be utilizing its Pilot IRS program.  
The purpose of Pilot IRS is to set forth an incremental and modular approach to identifying, testing, 
and deploying solutions that support our mission, regardless of whether or not that solution, 
technology, or firm currently resides within the federal government. Inherently, this process will 
represent some risk, as the technologies may not currently be developed or available; however, the 
government recognizes that risk is inherent to the operations of any organization, and acknowledge 
that we must sometimes accept risk in order to further the federal government’s mission. 


In order to achieve that purpose, Pilot IRS has established an approach where solicitations/calls and 
proposals/bids will be simple for firms to create and the government to evaluate, and decisions will be 
made in a streamlined and accelerated timeframe. Multiple Solution Challenges (SC) will be released 
under the broader Pilot IRS framework set forth within this document (this is the second Solution 
Challenge), each highlighting an area that is being explored (i.e., Robotic Process Automation or 
Optical Character Recognition), and setting out specific phases for funding decision points for that SC. 


In this version of Pilot IRS, the maximum dollar amount for any single project, across all funded phases, 
will be $7 million. In most SCs, phases will become longer and be funded in greater amounts as they 
progress. It is important to note that future versions of Pilot IRS may include different maximum dollar 
amounts (higher or lower), for either phases, portfolios, or individual transactions. Rough scopes of 
work and funding ceilings for each phase will be established at the beginning of the Pilot IRS process, 
with the understanding that additional clarity will be established at the end of each preceding phase. In 
other words, the specifics of the work/cost for Phase 2 will be established as part of the work completed 
in Phase 1, and the specifics of Phase 3 at the end of Phase 2, etc. Depending on results and mission 
priorities, the IRS will decide to fund all, some, or none of the project at each phase; it is important to 
note that there is no guarantee for funding for planned/future phases. 


 
1 The full text of the President’s Management Agenda, as well as additional information on Cross-Agency Priority goals, can be 
found at www.performance.gov.  



http://www.performance.gov/
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Throughout the process, the IRS will post information regarding the outcomes, technologies and firms 
that have received funding, lessons learned, and potential IRS applications. Any solutions/technologies 
that complete an entire series of funding under Pilot IRS will be competed fully if additional effort or future 
deployment is desired by the IRS. 
 
Introduction and Goals2 
Introduction: 
The federal government struggles at times with identifying ways to test, purchase, and deploy 
innovative technology solutions. A large function of this is how long it takes to not only purchase the 
actual solution, but also test it, provide feedback, and ultimately decide how (and whether) to deploy 
the solution. In other words, this is not simply a ‘how quickly can we buy it’, but also a ‘how do we test 
it and decide whether or not to fund it for deployment’. There are also times when the federal 
government prescribes a specific approach to a solution, and then asks who can do it best, and for the 
lowest price. This can limit innovation, and is often not the best approach when looking for emerging 
technologies and how their inclusion can benefit the government.  


Goals: 
Pilot IRS has three goals: 1) to promote innovative responses to challenges; 2) to broadly communicate 
areas of interest in the innovative solutions and technologies arena; and, 3) to create a streamlined 
progression from concept to prototype, testing, and limited deployment that allows for incremental 
funding decisions for promising solutions and technologies.  As noted previously, the effort outlined in 
this document is being pursued in support of the Frictionless Acquisition CAP Goal High Definition 
strategy. That strategy calls upon the government to modernize the collection, analysis, availability, and 
visualization of acquisition data for smarter and faster mission decision-making. 


Goal 1 - Promote Innovative Responses to IRS Challenges 


Pilot IRS is predicated on the concept that a major hurdle to doing business with the federal 
government is a perceived (or otherwise) lack of pertinent information and a lack of direct and near-
term feedback on technologies and proposals. In order to promote innovative responses to the 
challenges that the government faces, Pilot IRS will focus on providing information throughout the 
process regarding its requirements (to include direct engagement with various end-users), and 
providing direct feedback on proposals in a matter of weeks rather than months. 


Goal 2 - Broadly Communicate Challenges and Technologies that Interest IRS 


Prior to any funding decisions, Pilot IRS will broadly communicate the challenges it is facing, as well as 
any initial thoughts on promising solutions/technologies/approaches. Because of its mission, the federal 
government cannot share all of the information about how it addresses these challenges, but it can 
share more about its efforts so firms can make more informed decisions about whether and how to 
pursue business with the federal government. Throughout the entire process, the IRS will post 
information regarding the outcomes, lessons learned, and potential applications. This information will 
be publicly available, but will not include any intellectual property or proprietary information. 


Goal 3 - Streamlined Progression from Concept to Prototype, Testing, and Limited Deployment 


A frequent problem within the federal government occurs, ironically, when a pilot technology/solution 
has been particularly successful within an agency. Federal procurement rules preclude (with some 


 
2 A significant portion of the text included in this section applies to the overarching Pilot IRS approach, and has been 
included in previous documents.  It is being provided again, with minor edits for the current SC, to support those who 
may not be familiar with the concept. 
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exceptions) identifying a particular technology or firm for funding based on a previous, separate 
contractual arrangement, regardless of how successful it may have been. By identifying streamlined 
submission/evaluation procedures and a structured progression from concept to prototype, testing, and 
limited deployment using phases, Pilot IRS seeks to avoid many of these issues.  Additionally, this SC 
will emphasize scaling of successful outcomes across the federal government (i.e., use of the solution 
by more and more users), and adding more and more sets of data in an ongoing, iterative manner. 


The specific approach/process for each SC and its respective phases will vary, but in general, each 
phase will build on the previous one, and funding amounts and durations will increase as phases 
progress. Most SCs will include an initial brief written proposal with some proposals being selected for 
an oral presentation. Rough scopes of work and funding ceilings for all phases will be proposed during 
the initial response, with the understanding that additional clarity will be established at the end of each 
preceding phase. In other words, the specifics of the requirements/cost for Phase 2 will be established 
as part of the work completed in Phase 1. Depending on results and mission priorities, the government 
will decide to fund all, some, or none of the project at each phase. 


For those who are familiar with traditional government procurements, Pilot IRS will appear 
substantively different from how the government normally buys technology. 


To be fair, it is. 


This type of approach is more often used in research and development environments, but there are 
existing regulations that allow federal agencies to buy commercial items in a manner similar with how 
the private sector would. Pilot IRS will aggressively pursue a streamlined and cost-effective approach 
to testing and deploying technology solutions that will have an immediate impact on the government’s 
mission. 


Thank you for your interest, and welcome aboard. 
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Solution Challenge (SC) Two - Labor/Wage Data Mashing 
A primary activity for government acquisition professionals is estimating and negotiating costs and 
prices for contracts (although there are important distinctions and nuances around prices versus costs 
in the federal arena, this document will refer to these collectively as prices).  This includes generating 
independent government cost estimates (IGCEs) prior to release of requests for bids/proposals, 
analyzing proposed prices from multiple firms, negotiating with individual firms both during and after 
the source selection process, and other related tasks.   


There is a significant amount of data provided by government entities in this arena, including (but not 
limited to) information generated by the Bureau of Labor Statistics, the General Services 
Administration, and annual reports on the prices the federal government pays for services.  Similarly, 
there is a significant amount of data generated by private entities in this arena.  Maximizing the use of 
existing labor/wage data will result in better acquisition planning, improved contract negotiations, and 
lower taxpayer costs.  Furthermore, a solution that combines multiple data sources (the example 
sources included above and additional sources) in a user-friendly format will allow use of this data in a 
‘just-in-time’ fashion to make smarter and faster decisions.   


This solicitation is for innovative tools to improve access to, visibility around, and analysis of disparate 
sets of labor and wage data in a manner that will benefit the acquisition community within federal 
agencies. This data may include commercial labor/wage data sets, though we recognize those data 
sets may be ingested in future stages of the project. There are no specific solutions or approaches that 
are being requested; rather, any approach which is focused on the three goals of the solicitation will be 
considered. The three goals are:  


1) Automate the analysis of multiple data sets in an easy-to-use, plug and play tool that 
processes and learns from the data to provide comparison points for evaluating labor rates 
proposed for use in government contracts. 


2) Promote use of this information by government personnel during the independent government 
cost estimating, source selection, and contract negotiation processes (i.e. results in the use of 
the information by government personnel with limited manual input). 


3) Achieve near-term and incremental improvements in the number of data sets included, rigor 
of the analysis, etc.   


Although IRS will consider any reasonable solution, we are anticipating a few types of 
solutions/approaches. We are seeking an automated solution that will analyze and learn from multiple 
data sets. We are not seeking a solution that simply visualizes available data sets. Nor do we require 
that the solution house the data sets within the IRS infrastructure; this approach may be unnecessarily 
costly. There are numerous data sets generated by government entities, including: Department of 
Labor Bureau of Labor Statistics Occupational Employment Statistics 
(https://www.bls.gov/oes/tables.htm), Wage Determinations (WDOL) (https://beta.sam.gov/), General 
Services Administration Contract Awarded Labor Category (CALC) tool (https://calc.gsa.gov), and the 
annual service contract inventory reporting (https://www.acquisition.gov/service-contract-inventory).  
We recognize that some data sets include contract ceiling rates, while some include prices paid at the 
order level. Relative to Goal 1 above, we expect the tool to be modular and scalable across other 
Government and external sites. Relative to Goal 2 above, a possible solution could include upload of 
an IGCE resulting in an average labor rate and one standard deviation.  
 
We expect there to be some type of feedback mechanism to capture how users feel about the 
information/views being presented, what other information might be desired, and general metrics. This 
feedback mechanism could also include the solution learning from its user interactions and adjusting 
future results. We also expect there to be some sort of configurable interface for the user, to allow 



https://www.bls.gov/oes/tables.htm

https://calc.gsa.gov/

https://www.acquisition.gov/service-contract-inventory
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them to modify the level of detail they are interested in seeing, as well as the manner of its 
presentation (i.e., tables, graphs, heat-maps, etc.). None of these approaches are preferred over 
another, nor are these the only types of solutions that will be considered. When responding, please 
keep in the forefront of your mind the three goals (automate the analysis of multiple data sets, promote 
use of this information by government personnel with limited manual input, and achieve near-term, 
incremental improvement to data access). For instance, a solution which achieves near-term, 
incremental improvement but does not promote/result in use of the information by government 
personnel, may not rate as highly as another comparably priced solution which helps achieve near-
term, incremental improvement and promotes/results in the use of the information by government 
personnel. 
 
Phases, Funding Levels and Deadlines: 
Phases - There will be three (3) Phases for this SC, as set forth below. It is important to note that the 
amounts/durations set forth below are Not to Exceed (NTE) amounts/durations. Additionally, the 
specific efforts and amounts for subsequent phases will be defined at the end of the current phase. In 
other words, the proposed duration and amount for Phase 2 will be part of the deliverables due at the 
end of Phase 1. 


Phase 1 – Proof of Concept and Prototype: Automation of Existing Data Sources (NTE $50K / 120 days) 


=> Phase 1 will consist of a demonstration of the proof of concept (i.e., a tabletop demonstration 
of the automation relative to the selected dataset(s)), and documentation supporting the contractor’s 
path ahead for subsequent phases and the recommended or suggested data sets the contractor plans 
to use.  It will also include initial and limited user feedback for the developed prototype. This user 
feedback may be obtained from users from different agencies. 


  => Phase 1 efforts will not involve connection to or hosting on government systems. 


=> If selected, a contract action for Phase 1 funding will be provided no more than 30 calendar 
days after selection. Specific deliverables for Phase 1 funding will be based upon the proposed 
solution, but a standard deliverable for all Phase 1 actions will be a Phase 2 proposal. 


Phase 2 - Testing and Pilot/Initial Deployment (NTE $150K / 150 days) 


=> Phase 2 will consist of three types of efforts to expand the scope of the results of Phase 1.  
First, the user base will be expanded to include a larger number of users, from different agencies.  
Second, access to additional (and perhaps non-public) data sets may be provided.  Third, depending 
on the nature of the solution and the information being analyzed, Phase 2 may include efforts to deploy 
on premise or to the Integrated Acquisition Environment (IAE).  Return on investment (ROI) will be 
evaluated during initial deployment. Specifics of the Phase 2 efforts, duration, and amount will be 
required at the end of Phase 1. 


=> Selections and funding for Phase 2 will be made within 5 calendar days from the end of 
Phase 1. Specific deliverables for Phase 2 funding will be based upon the proposed solution, but a 
standard deliverable for all Phase 2 projects will be a Phase 3 proposal. 


Phase 3 - Deployment (NTE $6.75M / 4.25 years) 


=> Phase 3 will focus on additional deployment efforts within government or government-
approved platforms, the inclusion of additional data sets, and the continued demonstration of utility and 
ROI for the user. One known area of focus during Phase 3 will be the inclusion of the solution into the 
IAE.  Specifics of the Phase 3 efforts, duration, and amount will be required at the end of Phase 2. 
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=> As Phase 3 will occur over a longer duration, part of the Phase 3 proposal will focus on 
appropriate increments/funding amounts (i.e, 6 months, $700K) based on the proposed solution, which 
will be tied directly to option periods. Additionally, the IRS expects expansion in the involved data sets, 
federal agencies, and requirements/reviews/processes, etc. throughout Phase 3. Decisions on 
whether to continue funding within Phase 3 (i.e., exercise individual option periods) will be based on 
the success of the proposed solution relative to the goals of this SC. 


Deadlines –Proposals are due Tuesday September 8, 2020 at 08:00 EDT. No late submissions will 
be accepted or considered or evaluated. IRS expects to provide approximately $200K in FY20 funding 
across all solutions (based on the maximum duration of 120 days for Phase 1, this will not include 
funding for Phase 2). 


   => Responses to the call will be evaluated in two stages. Stage 1 will be a written proposal (no 
more than 5 pages in length) and should address the technical aspects of the proposed solution, the 
data sets utilized, feedback mechanisms, and the estimated ROI (i.e., man-hour savings and data 
points presented). Proposals will be evaluated in terms of technical, past performance, and price, 
relative to how they address the goals of this SC. Although engagement with the user will be ongoing 
throughout Phase 1, specific needs/support for government personnel (i.e., weekly status meetings) 
and assumptions should be outlined in the response.  Technical and price proposals must be 
submitted as two separate documents. Acceptable formats are PDF, Word, and Excel. The 5-page 
proposal limit applies only to the Technical portion of the proposal. Price proposals must include pricing 
for all contract phases/periods identified within this solicitation. However, a detailed breakdown of the 
price elements is not required. Past performance will be evaluated by the Government; references are 
not required. 


  => Based on these written submissions, IRS will select responses for Stage 2, oral presentation 
or pitch (virtual/over the phone, lasting 30 minutes), during which IRS will ask questions and the 
respondent will present a funding level and duration, along with the general technical approach, ROI, 
etc. It is important to note that although these questions will be similar in concept, they will be 
dependent on the information provided; in other words, there will not be a ‘standard’ list of questions. If 
selected for Stage 2, presentations are anticipated to take place within 10 business days after the 
solicitation closing date. Award/funding decisions will be made after the completion of Stage 2. 


Evaluation of Responses and Basis for Award: 
The primary goals (intended use) of the tools are:  


1) Bring together multiple data sets into an easy-to-use visualization or tool that provides 
comparison points for evaluating labor rates proposed for use in government contracts. 


2) Promote use of this information by government personnel during the independent government 
cost estimating, source selection, and contract negotiation processes (i.e. results in the use of 
the information by government personnel). 


3) Achieve near-term and incremental improvements in the number of data sets included, rigor 
of the analysis, etc.   


The Government intends to make more than (1) Firm-Fixed-Price award resulting from this solicitation to 
the contractor(s) whose offer represents the best value to the Government. Comparative evaluations in 
accordance with FAR 13.106-2(b)(3) will be used to determine the best value based on: Technical 
(capability of the solution to meet the primary goals), Past Performance, and Price. For price evaluation 
purposes, the total evaluated price will include the base period and all option periods. Evaluation of 
option periods does not obligate the Government to exercise the option(s). 


Some government procurements will include longer/greater maximum page limits, or adjectival ratings 
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for a series of technical evaluation factors.  Pilot IRS uses different, existing authorities in FAR Subparts 
12.6 and 13.5 that govern federal procurement. Selections will be made based on realistic solutions that 
offer the greatest potential ROI, at the lowest potential cost with appropriate consideration given to the 
Technical, Past Performance, and Price. 


Additional Terms and Conditions: 
Although this solicitation aims to limit unnecessary terms and conditions, there are some which are part 
of virtually every federal procurement. Northern American Industry Classification System (NAICS) 
Code: 541511 - Custom Computer Programming Services. Product Service Code (PSC) is: D307 
Automated Information System Design and Integration Services. 


 
Internet Protocol IPv6: 
The contractor shall ensure all IT products and services are IPv6 compliant as specified by the 
National Institute of Standards and Technology (NIST) developed “A Profile for IPv6 in the U.S. 
Government – Version 1.0 (USGv6)”. This NIST Special Publication 500-267(NIST SP500-267) is 
available at http://w3.antd.nist.gov/usgv6/index.html. 
 
Section 508 Standards: 
Each information and communication technology (ICT) product or service furnished under this contract 
shall comply with the Information and Communication Technology Accessibility Standards (36 CFR, 
Appendix C to Part 1194). The appropriate Section 508 clause(s) will be incorporated via a contract 
modification based on the proposed solution. 


 
System for Award Management (SAM): 
Successful vendors not already registered in SAM will be required to register prior to award. All 
awardees shall be registered in SAM prior to award. If contractors are not registered in SAM, they will 
not be eligible for award. Information regarding SAM registration is available at https://sam.gov. 


 
Reimbursement for Proposal Generation Costs: 
The Government will not pay for any direct or indirect costs associated with generating responses to 
this solicitation/call, including travel costs associated with oral / in-person pitches. 


 
Compliance: 
If a response does not adequately address this SC, or includes elaborate responses or extensive 
marketing materials that aren’t relevant, the IRS will stop reviewing it and will NOT consider it for 
award. 


 
Intellectual Property: 
Currently, the IRS does not intend to request retention of any intellectual property resulting from or 
providing the basis for work under this SC, with the exception of the ability to continue using the 
solutions resulting from government funding. Notwithstanding, intellectual property terms are 
negotiable, and the IRS intends to use the results of this effort as broadly as they can, to include 
working with other Treasury bureaus and federal agencies to use the data visualization. 


 
Press Releases: 
All press releases must be approved by IRS prior to release. IRS will do its best to provide reviews 
within 2 business days. 
 
Open Source: 
All solutions shall be open source, available in the federal enterprise and available for use by all 
other federal agencies.  



http://w3.antd.nist.gov/usgv6/index.html

https://sam.gov/
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Prohibition on Multiple Proposals 
An Offeror shall submit a maximum of one (1) fully compliant proposal in response to the solicitation.  
Recognizing that the IRS is encouraging innovative solutions, the IRS will only consider one solution 
per offeror.  If an Offeror submits more than one proposal, all proposals will be returned without 
evaluation since the IRS would have no basis upon which to determine which of the proposals the 
Offeror desired to have evaluated.   
 
Standard Terms and Conditions: 
See Clauses/Provisions attachment. Clauses and Provisions are available publicly at 
www.acquisition.gov.   
Note: Offerors shall submit a completed copy of the following clauses/provisions with their 
response to this solicitation, this submission of provisions and clauses do not count towards the 
5-page limit. If these are NOT received the proposal will NOT be considered for award: 


• 52.204-24 Representation Regarding Certain Telecommunications and Video Surveillance 
Services or Equipment (Aug 2020) 


• 52.209-5 Certification Regarding Responsibility Matters (Oct 2015) 
• 52.209-11 Representation by Corporations Regarding Delinquent Tax Liability or a Felony 


Conviction under any Federal Law (Feb 2016) 
• 52.212-3 Offeror Representations and Certifications- Commercial Items (Jun 2020) 
• IR1052.209-9000 Notification-Organizational Conflicts of Interest (May 2018)  
• IR1052.209-9001 Organizational Conflicts of Interest (May 2018)  
• IR1052.209-9002 Notice and Consent to Disclose and Use of Taxpayer Return Information 


(May 2018) 
• IR1052.232-9001 Electronic Invoicing and Payment Requirements for the Invoice Processing 


Platform (IPP) (Jul 2019) 
• 1052.239-9010 Information System and Information Security Control Standards and Guidelines 


Applicability (Jun 2020) 
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Summary 
 
The mission of the Internal Revenue Service is to provide America’s taxpayers top-quality service by 
helping them understand and meet their tax responsibilities and enforce the law with integrity and 
fairness to all.  As stated in its Strategic Plan1, the IRS must take advantage of technology to improve 
decision making, and to integrate technologies that enable more efficient mission delivery.  The 
purpose of this program (Pilot IRS) is to set forth an incremental and modular approach to identifying, 
testing, and deploying solutions that support our mission, regardless of whether or not that solution, 
technology, or firm currently resides within the IRS or the federal government.  Inherently, this process 
will represent some risk to the IRS, as the technologies may not currently be fully aligned to its mission; 
however, the IRS recognizes that risk is inherent to the operations of any organization, and 
acknowledges that it must sometimes accept risk in order to further its mission. 
 
In order to achieve that purpose, Pilot IRS has established an approach where solicitations/calls and 
proposals/bids will be simple for firms to create and the IRS to evaluate, and decisions will be made in 
a streamlined and accelerated timeline.  Multiple Solution Challenges (SC’s) will be released under the 
broader Pilot IRS framework set forth within this document, each highlighting an area that the IRS 
would like to explore in greater detail (i.e., Robotic Process Automation or Optical Character 
Recognition), and setting out specific phases for funding decision points for that SC.   
 
In this initial version of Pilot IRS, the maximum dollar amount for each SC will be $7 million, across all 
funded projects and all funded phases.  In most SCs, phases will become longer and be funded in 
greater amounts as they progress.  Rough scopes of work and funding ceilings for each phase will be 
established at the beginning of the Pilot IRS process, with the understanding that additional clarity will 
be established at the end of each preceding phase.  In other words, the specifics of the work/cost for 
Phase 2 will be established as part of the work completed in Phase 1, and the specifics of Phase 3 at 
the end of Phase 2, at the end of Phase 3, the plan for Phase 4 is delivered.  Depending on results and 
mission priorities, the IRS will decide to fund all, some, or none of the projects at each phase; it is 
important to note that there is no guarantee for funding for planned/future phases. 
 
Throughout the process, the IRS will post information regarding the outcomes, technologies funded, 
lessons learned, and potential IRS applications.  This information will be publicly available, but will not 
include any intellectual property or proprietary information.  Any solutions/technologies that complete an 
entire series of funding under Pilot IRS will be competed fully if additional effort or future deployment is 
desired by IRS. 
 
 
 
 
 
                                                 
1 Full text of the IRS Strategic Plan can be found at https://www.irs.gov/about-irs/irs-strategic-plan. 



https://www.irs.gov/about-irs/irs-strategic-plan
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Introduction and Goals 
 
Introduction: 
The federal government struggles at times with identifying ways to test, purchase, and deploy 
innovative technology solutions.  A large function of this is how long it takes to not only purchase the 
actual solution, but also to test it, provide feedback, and ultimately decide how (and whether) to deploy 
the solution.  In other words, this is not simply a ‘how quickly can we buy it’, but also a ‘how do we test 
it and decide whether or not to fund it for deployment’.  There are also times when the federal 
government prescribes a specific approach to a solution, and then asks who can do it the best, and for 
the lowest price.  This can limit innovation, and is often not the best approach when looking for 
emerging technologies and how their inclusion can benefit the government. We understand that the 
language included here may be ‘aggressive’ and we are still working to finalize it.  
 
Goals: 
Pilot IRS has three goals: 1) to promote innovative responses to the challenges that the IRS faces; 2) to 
broadly communicate IRS’s areas of interest in the innovative solutions and technologies arena; and, 3) 
to create a streamlined progression from concept to prototype, testing, and limited deployment that 
allows for incremental funding decisions for promising solutions and technologies. 
 
 Goal 1 - Promote Innovate Responses to IRS Challenges 
 
Pilot IRS is predicated on the concept that a major hurdle to doing business with the IRS and the 
federal government is a perceived (or otherwise) lack of pertinent information and a lack of direct and 
near-term feedback on technologies and proposals.  In order to promote innovative responses to the 
challenges that IRS faces, Pilot IRS will focus on providing information throughout the process 
regarding its requirements (to include direct engagement with various end-users), and providing direct 
feedback on proposals in a matter of weeks rather than months.  
 
 Goal 2 - Broadly Communicate Challenges and Technologies that Interest IRS 
 
Prior to any funding decisions, Pilot IRS will broadly communicate the challenges it is facing, as well as 
any initial thoughts on promising solutions/technologies/approaches.  Because of its mission, the IRS 
cannot share all of the information about how it addresses these challenges, but it can share more 
about its efforts so firms can make more informed decisions about whether and how to pursue business 
with the IRS.  Throughout the entire process, the IRS will post information regarding the outcomes, 
lessons learned, and potential IRS applications.  This information will be publicly available, but will not 
include any intellectual property or proprietary information. 
 
 Goal 3 - Streamlined Progression from Concept to Prototype, Testing, and Limited Deployment 
 
A frequent problem within the federal government is, ironically, when a pilot technology/solution has 
been particularly successful within a agency.  Federal procurement rules preclude (with some 
exceptions) identifying a particular technology or firm for funding based on a previous, separate 
contractual arrangement, regardless of how successful it may have been.  By identifying streamlined 
submission/evaluation procedures and a structured progression from concept to prototype, testing, and 
limited deployment through the use of phases, Pilot IRS seeks to avoid many of these issues.   
 
The specific approach/process for each SC and its respective phases will vary, but in general, each 
phase will build on the previous one, and funding amounts and durations will increase as phases 
progress.  Most SCs will include an initial brief written proposal with some proposals being selected for 
an oral presentation.  Rough scopes of work and funding ceilings for all phases will be proposed during 
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the initial response, with the understanding that additional clarity will be established at the end of each 
preceding phase.  In other words, the specifics of the work/cost for Phase 2 will be established as part 
of the work completed in Phase 1.  Depending on results and mission priorities, the IRS will decide to 
fund all, some, or none of the projects at each phase.  
 
The total maximum funding amount, for each SC across all funded solutions and phases, will be $7M.  
The total maximum duration for a SC will be 5 years.  Although the makeup of each SC and the 
individual phases can vary widely, this maximum amount and duration are firm and will not be 
exceeded. 
 
For those who are familiar with traditional government procurements, Pilot IRS will appear substantively 
different from how the government normally buys technology.   
 
To be fair, it is.   
 
This type of approach is more often used in research and development environments, but there are 
existing regulations that allow federal agencies to buy commercial items in a manner similar with how 
the private sector would.  Pilot IRS will aggressively pursue a streamlined and cost-effective approach 
to testing and deploying technology solutions that will have an immediate impact on its mission and 
how the IRS supports the American taxpayer.   
 
Thank you for your interest, and welcome aboard. 
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Solution Challenge (SC) One - Robotic Process Automation / Intelligent Automation Tools for DATA Act 
Improvements 
 
Introduction: 
The Digital Accountability and Transparency Act of 2014 (DATA Act) requires the federal government to 
generate and follow a plan for improving the integrity of financial and non-financial data related to the 
contracts it awards.  Currently the process for entering and correcting data is highly manual.  This 
solicitation is for Robotic Process Automation / Intelligent Automation (RPA/IA) tools to improve the 
data that is associated with IRS actions. 
 
There are no specific solutions or approaches that are being requested; rather, any approach which is 
focused on the three goals of the solicitation will be considered.  The three goals are: 1) Improve the 
IRS data which resides in the Federal Procurement Data System - Next Generation (FPDS-NG); 2) 
Limit the amount of manual (re)work required by government personnel in improving the IRS data; and, 
3) Achieve incremental improvement in IRS data in the near term - the aspirational goal is to improve 
data no later than 30 September 2019. 
 
Although the IRS will consider any reasonable solution, we are expecting to see a few types of 
solutions/approaches.  A portion of FPDS-NG data is publicly available (at USASpending.gov and other 
sources), and we expect to see some solutions focusing on improvement to a very specific data set 
(i.e., the last 4 digits of the zip code which may incorrect for a given record) using an unattended bot 
and an FPDS-NG username/ID.  We also expect to see some solutions that will require a IRS-provided 
laptop, and a user to log-in to FPDS-NG and run the automation tool.  Finally, we expect to see some 
solutions that will focus on identifying errors in a streamlined fashion.  None of these approaches are 
preferred over another, nor are these the only solutions that will be considered.  When responding, 
please keep in the forefront of your mind the three goals (improve data, limit manual rework, achieve 
incremental improvement in the near term).  For instance, a solution which helps improve data in the 
near term, but does not limit manual rework, may not rate as highly as another comparably-priced 
solution which helps improve data in the near term and limits manual rework. 
 
Deadlines, Phases, and Funding Levels: 
Deadlines - Responses to this call are due NLT 10:00 am on 2 September 2019.  IRS expects to 
provide approximately $250K in FY19 funding across all projects (based on the maximum duration of 
30 days for Phase 1, this may include funding for Phase 2). 
 
Phases - There will be four (4) Phases for this SC, as set forth below.  It is important to note that the 
amounts/durations set forth below are Not to Exceed (NTE) amounts/durations.  Additionally, the 
specific efforts and amounts for subsequent phases will be defined at the end of the current phase.  In 
other words, the proposed duration and amount for Phase 2 will be part of the deliverables due at the 
end of Phase 1.  
 
Phase 1 - Proof of Concept and Return on Investment (NTE $25K / 30 days) 
 => Phase 1 will consist of a demonstration of the proof of concept (i.e., a tabletop demonstration 
of the solution relative to a specific dataset), and documentation supporting the scope of the solution 
and the Return on Investment, based on cost relative to manhour savings or a similar metric.   
 => Responses to the call will be evaluated in two stages.  Stage 1 will be a written proposal (no 
more than 10 pages in length), and should address the technical aspects of the proposed solution, its 
use-case scenario, and the estimated ROI for IRS (i.e., man-hour savings and data points corrected).  
Based on these written submissions, IRS will select responses for Stage 2, oral presentation or pitch (in 
person or over the phone, lasting 30 minutes), during which IRS will ask questions and the respondent 
will propose a funding level and duration.  It is important to note that although these questions will 
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similar in concept, they will be dependent on the information provided; in other words, there will not be 
a ‘standard’ list of questions. 
 => Proposals will be evaluated in terms of technical, past performance, and price, relative to 
how they address the goals of this SC.  Although engagement with the user will be ongoing throughout 
Phase 1, specific needs/support for IRS personnel (i.e., weekly status meetings) should be outlined in 
the response. 
 => If selected, a contract action for Phase 1 funding will be provided no more than 30 calendar 
days after selection.  Specific deliverables for Phase 1 funding will be based upon the proposed 
solution, but a standard deliverable for all Phase 1 actions will be a Phase 2 proposal. 
 
Phase 2 - Prototypes, Testing, and Pilot/Initial Deployment (NTE $75K / 60 days) 
 => Phase 2 will consist of a prototype solution that will be tested for accuracy, user experience, 
and functionality.  Phase 2 will also include initial cybersecurity and interoperability testing relative to 
the existing IRS and FPDS-NG architectures.  IRS expects that Phase 2 efforts will result in limited 
improvement to targeted FPDS-NG data sets.  Specifics of the Phase 2 efforts, duration, and amount 
will be required at the end of Phase 1. 
 => Selections and funding for Phase 2 will be made within 5 calendar days from the end of 
Phase 1.  Specific deliverables for Phase 2 funding will be based upon the proposed solution, but a 
standard deliverable for all Phase 2 projects will be a Phase 3 proposal. 
 
Phase 3 - Scaled Deployment (NTE $150K / 90 days) 
 => Phase 3 will focus on scaling deployment efforts within the IRS architecture, which may 
include other Treasury bureaus (e.g., Bureau of Engraving and Printing, Bureau of Fiscal Service, etc.).  
Phase 3 will include further testing for effectiveness and interoperability.  Specifics of the Phase 3 
efforts, duration, and amount will be required at the end of Phase 2.  
 => Selections and funding for Phase 3 will be made within 5 calendar days from the end of 
Phase 2.  Specific deliverables for Phase 3 funding will be based upon the proposed solution, but a 
standard deliverable for all Phase 3 actions will be a Phase 4 proposal. 
 
Phase 4 - Full Deployment (NTE $3M / 4.5 yrs) 
 => Phase 4 will focus on full deployment to the IRS, additional Treasury bureaus, and/or other 
federal agencies.   Phase 4 efforts will last no longer than 4.5 years, with a maximum funding amount of 
$3M.  Phase 4 may also include direct personnel support to IRS during the deployment or testing 
activities.   
 => As Phase 4 will occur over a longer duration, part of the Phase 4 proposal will focus on 
appropriate increments/funding amounts (i.e, 6 months, $300K) based on the proposed solution, which 
will likely be tied directly to option periods.  Additionally, IRS expects that the data sets, bureaus, other 
federal agencies, additional DATA Act requirements/reviews/processes, etc. will continue to expand 
throughout Phase 4.  Decisions on whether to continue funding within Phase 4 (i.e., exercise individual 
option periods) will be based on the success of the proposed solution relative to the goals of this SC. 
 
Evaluation of Responses and Basis for Award: 
The primary goals (intended use) of the RPAs/IA tools are: 1) Improve the data which resides in the 
Federal Procurement Data System - Next Generation (FPDS-NG); 2) Limit the amount of manual 
(re)work required by government personnel in improving the data; and, 3) Achieve incremental 
improvement in data in the near term; the aspirational goal is to improve data no later than 30 
September 2019, but the IRS acknowledges this is an aggressive goal and may not be achievable.  
The determination of the best value quote using comparative analysis in accordance with 13.106-
2(b)(3) will be based on: technical (capability of the solution to meet the primary goals), past 
performance, and price. 
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Some government procurements will include longer/greater maximum page limits, or adjectival ratings 
for a series of technical evaluation factors.  Pilot IRS uses different, existing authorities within the 
regulations that govern federal procurement.  Selections will be made based on realistic solutions that 
offer the greatest potential ROI, at the lowest potential cost with appropriate consideration given to the 
Technical, Past Performance, and Price.  
 
Additional Terms and Conditions: 
Although this solicitation aims to limit unnecessary terms and conditions, there are some which are part 
of virtually every federal procurement.  
 
Northern American Industry Classification System (NAICS) Code: 541511 - Custom Computer 
Programming Services. Product Service Code (PSC) is: D308 Programming Services 
 
System for Award Management (SAM):  
Successful offers not already registered in SAM will be required to register prior to award (it does 
require some effort but it does not overly burdensome - additionally, IRS will help you if you experience 
difficulties or have questions).  Information regarding SAM registration is available at https://sam.gov.  
 
Reimbursement for Proposal Generation Costs:  
The Government will not pay for any direct or indirect costs associated with generating responses to 
this call, including travel costs associated with oral / in-person pitches. 
 
Compliance:  
If a response does not adequately address this SC, or includes elaborate responses or extensive 
marketing materials that aren’t relevant, the IRS will stop reviewing it and will NOT consider it for 
award.  
 
Organizational Conflicts of Interest:  
Firms who receive an award pursuant to this SC may have access to information which is not publicly 
available and may affect their ability to perform on future efforts.  There are some organizational 
conflicts of interests can be mitigated for future work, and some cannot (these determinations are made 
by the government when proposals are received for a specific set of work).  Similarly, firms who 
currently perform work for the Treasury/IRS may have an existing conflict of interest on this SC.  As 
part of their responses to this SC, firms are required to disclose any conflicts of interests that they are 
currently aware of. 
 
Intellectual Property: 
Currently, the IRS does not intend to request retention of any intellectual property resulting from or 
providing the basis for work under this SC, with the exception of the ability to continue using the 
solutions resulting from government funding.  Nor does it plan to request full ‘government purpose 
rights’, which allow the government to use the outcomes of this effort for its own work, or to provide it to 
another firm that it is working with.  Notwithstanding, intellectual property terms are negotiable, and the 
IRS intends to use the results of this effort as broadly as it can. 
 
Press Releases: 
All press releases must be approved by IRS prior to release.  IRS will do its best to provide reviews 
within 2 business days.  
 
Standard Terms and Conditions: Will be added to the final solicitation if required.  
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Summary 
 
The mission of the Internal Revenue Service is to provide America’s taxpayers top-quality service by 
helping them understand and meet their tax responsibilities and enforce the law with integrity and 
fairness to all.  As stated in its Strategic Plan1, the IRS must take advantage of technology to improve 
decision making, and to integrate technologies that enable more efficient mission delivery.  The 
purpose of this program (Pilot IRS) is to set forth an incremental and modular approach to identifying, 
testing, and deploying solutions that support our mission, regardless of whether or not that solution, 
technology, or firm currently resides within the IRS or the federal government.  Inherently, this process 
will represent some risk to the IRS, as the technologies may not currently be fully aligned to its mission; 
however, the IRS recognizes that risk is inherent to the operations of any organization, and 
acknowledges that it must sometimes accept risk in order to further its mission. 
 
In order to achieve that purpose, Pilot IRS has established an approach where solicitations/calls and 
proposals/bids will be simple for firms to create and the IRS to evaluate, and decisions will be made in 
a streamlined and accelerated timeline.  Multiple Solution Challenges (SC’s) will be released under the 
broader Pilot IRS framework set forth within this document, each highlighting an area that the IRS 
would like to explore in greater detail (i.e., Robotic Process Automation or Optical Character 
Recognition), and setting out specific phases for funding decision points for that SC.   
 
In this initial version of Pilot IRS, the maximum dollar amount for each SC will be $7 million, across all 
funded projects and all funded phases.  In most SCs, phases will become longer and be funded in 
greater amounts as they progress.  It is important to note that future versions of Pilot IRS may include 
different maximum dollar amounts (higher or lower), for either phases, portfolios, or individual 
transactions.  Rough scopes of work and funding ceilings for each phase will be established at the 
beginning of the Pilot IRS process, with the understanding that additional clarity will be established at 
the end of each preceding phase.  In other words, the specifics of the work/cost for Phase 2 will be 
established as part of the work completed in Phase 1, and the specifics of Phase 3 at the end of Phase 
2, at the end of Phase 3, the plan for Phase 4 is delivered.  Depending on results and mission priorities, 
the IRS will decide to fund all, some, or none of the projects at each phase; it is important to note that 
there is no guarantee for funding for planned/future phases. 
 
Throughout the process, the IRS will post information regarding the outcomes, technologies and firms 
that have received funding, lessons learned, and potential IRS applications.  This information will be 
publicly available, but will not include any intellectual property or proprietary information.  Any 
solutions/technologies that complete an entire series of funding under Pilot IRS will be competed fully if 
additional effort or future deployment is desired by IRS. 
 
 
 
                                                 
1 Full text of the IRS Strategic Plan can be found at https://www.irs.gov/about-irs/irs-strategic-plan. 
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Introduction and Goals 
 
Introduction: 
The federal government struggles at times with identifying ways to test, purchase, and deploy 
innovative technology solutions.  A large function of this is how long it takes to not only purchase the 
actual solution, but also to test it, provide feedback, and ultimately decide how (and whether) to deploy 
the solution.  In other words, this is not simply a ‘how quickly can we buy it’, but also a ‘how do we test 
it and decide whether or not to fund it for deployment’.  There are also times when the federal 
government prescribes a specific approach to a solution, and then asks who can do it the best, and for 
the lowest price.  This can limit innovation, and is often not the best approach when looking for 
emerging technologies and how their inclusion can benefit the government. We understand that the 
language included here may be ‘aggressive’ and we are still working to finalize it.  
 
Goals: 
Pilot IRS has three goals: 1) to promote innovative responses to the challenges that the IRS faces; 2) to 
broadly communicate IRS’s areas of interest in the innovative solutions and technologies arena; and, 3) 
to create a streamlined progression from concept to prototype, testing, and limited deployment that 
allows for incremental funding decisions for promising solutions and technologies. 
 
 Goal 1 - Promote Innovate Responses to IRS Challenges 
 
Pilot IRS is predicated on the concept that a major hurdle to doing business with the IRS and the 
federal government is a perceived (or otherwise) lack of pertinent information and a lack of direct and 
near-term feedback on technologies and proposals.  In order to promote innovative responses to the 
challenges that IRS faces, Pilot IRS will focus on providing information throughout the process 
regarding its requirements (to include direct engagement with various end-users), and providing direct 
feedback on proposals in a matter of weeks rather than months.  
 
 Goal 2 - Broadly Communicate Challenges and Technologies that Interest IRS 
 
Prior to any funding decisions, Pilot IRS will broadly communicate the challenges it is facing, as well as 
any initial thoughts on promising solutions/technologies/approaches.  Because of its mission, the IRS 
cannot share all of the information about how it addresses these challenges, but it can share more 
about its efforts so firms can make more informed decisions about whether and how to pursue business 
with the IRS.  Throughout the entire process, the IRS will post information regarding the outcomes, 
lessons learned, and potential IRS applications.  This information will be publicly available, but will not 
include any intellectual property or proprietary information. 
 
 Goal 3 - Streamlined Progression from Concept to Prototype, Testing, and Limited Deployment 
 
A frequent problem within the federal government is, ironically, when a pilot technology/solution has 
been particularly successful within an agency.  Federal procurement rules preclude (with some 
exceptions) identifying a particular technology or firm for funding based on a previous, separate 
contractual arrangement, regardless of how successful it may have been.  By identifying streamlined 
submission/evaluation procedures and a structured progression from concept to prototype, testing, and 
limited deployment through the use of phases, Pilot IRS seeks to avoid many of these issues.   
 
The specific approach/process for each SC and its respective phases will vary, but in general, each 
phase will build on the previous one, and funding amounts and durations will increase as phases 
progress.  Most SCs will include an initial brief written proposal with some proposals being selected for 
an oral presentation.  Rough scopes of work and funding ceilings for all phases will be proposed during 
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the initial response, with the understanding that additional clarity will be established at the end of each 
preceding phase.  In other words, the specifics of the work/cost for Phase 2 will be established as part 
of the work completed in Phase 1.  Depending on results and mission priorities, the IRS will decide to 
fund all, some, or none of the projects at each phase.  
 
The total maximum funding amount, for each SC across all funded solutions and phases, will be $7M.  
The total maximum duration for a SC will be 5 years.  Although the makeup of each SC and the 
individual phases can vary widely, this maximum amount and duration are firm and will not be 
exceeded. 
 
For those who are familiar with traditional government procurements, Pilot IRS will appear substantively 
different from how the government normally buys technology.   
 
To be fair, it is.   
 
This type of approach is more often used in research and development environments, but there are 
existing regulations that allow federal agencies to buy commercial items in a manner similar with how 
the private sector would.  Pilot IRS will aggressively pursue a streamlined and cost-effective approach 
to testing and deploying technology solutions that will have an immediate impact on its mission and 
how the IRS supports the American taxpayer.   
 
Thank you for your interest, and welcome aboard. 
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Solution Challenge (SC) One - DATA Act Improvements 
Introduction: 
The Digital Accountability and Transparency Act of 2014 (DATA Act) requires the federal government to 
generate and follow a plan for improving the integrity of financial and non-financial data related to the 
contracts it awards.  Currently the process for entering and correcting data is highly manual.  This 
solicitation is for innovative  tools to improve the data that is associated with IRS contract actions. 
 
There are no specific solutions or approaches that are being requested; rather, any approach which is 
focused on the three goals of the solicitation will be considered.  The three goals are: 1) Improve the 
data which resides in the Federal Procurement Data System - Next Generation (FPDS-NG); 2) Limit the 
amount of manual work required by government personnel in improving the IRS data; and, 3) Achieve 
incremental improvement in IRS data in the near term - the aspirational goal is to improve data no later 
than 31 December 2019. 
 
Although the IRS will consider any reasonable solution, we are anticipating a few types of 
solutions/approaches.  A portion of FPDS-NG data is publicly available (at USASpending.gov and 
FPDS.gov), and we expect to see some solutions focusing on improvement to a very specific data set 
(i.e., the last 4 digits of the zip code which may be incorrect for a given record) using an unattended bot 
and an FPDS-NG username/ID.  We also expect to see some solutions that will require a government-
provided laptop, and a user to log-in to FPDS-NG and run the automation tool.  Finally, we expect to 
see some solutions that will focus on identifying errors in a streamlined fashion.  None of these 
approaches are preferred over another, nor are these the only solutions that will be considered.  When 
responding, please keep in the forefront of your mind the three goals (improve data, limit manual work, 
achieve incremental improvement in the near term).  For instance, a solution which helps improve data 
in the near term, but does not limit manual work, may not rate as highly as another comparably-priced 
solution which helps improve data in the near term and limits manual work. 
 
In order to inform potential industry partners, we have attached a document which provides a Venn 
Diagram outlining FPDS Elements.  Although it also provides a designation of high, medium and low 
priority areas, it is similarly important to note that assuming all successful solutions will focus on high 
priority items may not be accurate.  If there is a solution which can help significantly improve a single or 
multiple medium or low priority fields, limit manual work, it may also receive funding. 
 
Phases, Funding Levels and Deadlines: 
Phases - There will be four (4) Phases for this SC, as set forth below.  It is important to note that the 
amounts/durations set forth below are Not to Exceed (NTE) amounts/durations, and that individual 
solutions may not directly correlate to these Phases.  For instance, solutions that focus on studies may 
not have a Phase 2 that includes a prototype – the structure and content of phases provided below are 
guidelines, not strict requirements.  Additionally, the specific efforts and amounts for subsequent 
phases will be defined at the end of the current phase.  In other words, the proposed duration and 
amount for Phase 2 will be part of the deliverables due at the end of Phase 1.  
 
Phase 1 - Proof of Concept and Return on Investment (NTE $25K / 30 days) 
 => Phase 1 will consist of a demonstration of the proof of concept (i.e., a tabletop demonstration 
of the solution relative to a specific dataset), and documentation supporting the scope of the solution 
and the Return on Investment (ROI), based on cost relative to manhour savings or a similar metric.  
Note: Phase 1 efforts will not involve connection to IRS systems.  
 => If selected, a contract action for Phase 1 funding will be provided no more than 30 calendar 
days after selection.  Specific deliverables for Phase 1 funding will be based upon the proposed 
solution, but a standard deliverable for all Phase 1 actions will be a Phase 2 proposal. 
 



http://usaspending.gov/

https://www.fpds.gov/
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Phase 2 - Prototypes, Testing, and Pilot/Initial Deployment (NTE $75K / 60 days) 
 => Phase 2 will consist of an operational prototype solution that will be tested for accuracy, user 
experience, and functionality.  Phase 2 will also include initial cybersecurity and interoperability testing 
relative to the existing IRS and FPDS-NG architectures.  IRS expects that Phase 2 efforts will result in 
limited improvement to targeted FPDS-NG data sets.  Specifics of the Phase 2 efforts, duration, and 
amount will be required at the end of Phase 1. 
 => Selections and funding for Phase 2 will be made within 5 calendar days from the end of 
Phase 1.  Specific deliverables for Phase 2 funding will be based upon the proposed solution, but a 
standard deliverable for all Phase 2 projects will be a Phase 3 proposal. 
 
Phase 3 - Scaled Deployment (NTE $150K / 90 days) 
 => Phase 3 will focus on scaling deployment efforts within the IRS architecture, which may 
include other Treasury bureaus (e.g., Bureau of Engraving and Printing, Bureau of Fiscal Service, etc.).  
Phase 3 will include further limited testing for effectiveness and interoperability.  Specifics of the Phase 
3 efforts, duration, and amount will be required at the end of Phase 2.  
 => Selections and funding for Phase 3 will be made within 5 calendar days from the end of 
Phase 2.  Specific deliverables for Phase 3 funding will be based upon the proposed solution, but a 
standard deliverable for all Phase 3 actions will be a Phase 4 proposal. 
 
Phase 4 - Full Deployment (NTE $3M / 4.5 years) 
 => Phase 4 will focus on full deployment to the IRS, additional Treasury bureaus, and/or other 
federal agencies.   Phase 4 efforts will last no longer than 4.5 years, with a maximum funding amount of 
$3M.  Phase 4 may also include direct personnel support to IRS during the deployment or testing 
activities.   
 => As Phase 4 will occur over a longer duration, part of the Phase 4 proposal will focus on 
appropriate increments/funding amounts (i.e, 6 months, $300K) based on the proposed solution, which 
will be tied directly to option periods.  Additionally, IRS expects that the data sets, bureaus, other 
federal agencies, additional DATA Act requirements/reviews/processes, etc. will continue to expand 
throughout Phase 4.  Decisions on whether to continue funding within Phase 4 (i.e., exercise individual 
option periods) will be based on the success of the proposed solution relative to the goals of this SC. 
 
Deadlines - Responses to this call are due NLT 10:00 am on Wednesday, 4 September 2019, and are 
to be submitted via email to the Contract Specialist, Brady Gariano, at brady.a.gariano@irs.gov.  IRS 
expects to provide approximately $150K in FY19 funding across all solutions (based on the maximum 
duration of 30 days for Phase 1, this may include funding for Phase 2). 
 => Responses to the call will be evaluated in two stages.  Stage 1 will be a written proposal (no 
more than 10 pages in length) and should address the technical aspects of the proposed solution, its 
use-case scenario, and the estimated ROI for IRS (i.e., man-hour savings and data points corrected).    
Proposals will be evaluated in terms of technical, past performance, and price, relative to how they 
address the goals of this SC.  Although engagement with the user will be ongoing throughout Phase 1, 
specific needs/support for IRS personnel (i.e., weekly status meetings) and assumptions should be 
outlined in the response.  Technical and price proposals must be submitted as two separate 
documents.  Acceptable formats are PDF, Word, and Excel.  The 10-page proposal limit applies only to 
the Technical portion of the proposal.  Price proposals must include pricing for all contract 
phases/periods identified within this solicitation. However, a detailed breakdown of the price elements is 
not required. Past performance will be evaluated by the Government; references are not required. 
 => Based on these written submissions, IRS will select responses for Stage 2, oral presentation 
or pitch (in person or over the phone, lasting 30 minutes), during which IRS will ask questions and the 
respondent will present a funding level and duration, along with the general technical approach, ROI, 
etc..  It is important to note that although these questions will be similar in concept, they will be 
dependent on the information provided; in other words, there will not be a ‘standard’ list of questions.  If 
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selected for Stage 2, presentations are anticipated to be take place within 10 business days after the 
solicitation closing date.  Award/funding decisions will be made after the completion of Stage 2.  
  
Evaluation of Responses and Basis for Award: 
The primary goals (intended use) of the tools are: 1) Improve the data which resides in the FPDS-NG; 
2) Limit the amount of manual work required by government personnel in improving the data; and, 3) 
Achieve incremental improvement in data in the near term; the aspirational goal is to improve data no 
later than 31 December 2019, but the IRS acknowledges this is an aggressive goal and may not be 
achievable.  The Government intends to make up to six (6) Firm-Fixed-Price awards resulting from this 
solicitation to the contractor(s) whose offer represents the best value to the Government.  Comparative 
evaluations in accordance with FAR 13.106-2(b)(3) will used to determine the best value based on: 
Technical (capability of the solution to meet the primary goals), Past Performance, and Price.  For price 
evaluation purposes, the total evaluated price will include the base period and all option periods.  
Evaluation of option periods does not obligate the Government to exercise the option(s). 
Some government procurements will include longer/greater maximum page limits, or adjectival ratings 
for a series of technical evaluation factors.  Pilot IRS uses different, existing authorities in FAR 
Subparts 12.6 and 13.5 that govern federal procurement.  Selections will be made based on realistic 
solutions that offer the greatest potential ROI, at the lowest potential cost with appropriate consideration 
given to the Technical, Past Performance, and Price.  
 
Additional Terms and Conditions: 
Although this solicitation aims to limit unnecessary terms and conditions, there are some which are part 
of virtually every federal procurement.  
 
Northern American Industry Classification System (NAICS) Code: 541511 - Custom Computer 
Programming Services. Product Service Code (PSC) is: D308 Programming Services 
 
Section 508 Standards: 
Each information and communication technology (ICT) product or service furnished under this contract 
shall comply with the Information and Communication Technology Accessibility Standards (36 CFR, 
Appendix C to Part 1194).  The appropriate Section 508 clause(s) will be incorporated via a contract 
modification based on the proposed solution. 
 
System for Award Management (SAM):  
Successful offers not already registered in SAM will be required to register prior to award (it does 
require some effort, but it’s not overly burdensome - additionally, IRS will help you if you experience 
difficulties or have questions).  Information regarding SAM registration is available at https://sam.gov.  
 
Reimbursement for Proposal Generation Costs:  
The Government will not pay for any direct or indirect costs associated with generating responses to 
this call, including travel costs associated with oral / in-person pitches. 
 
Compliance:  
If a response does not adequately address this SC, or includes elaborate responses or extensive 
marketing materials that aren’t relevant, the IRS will stop reviewing it and will NOT consider it for 
award.  
 
Intellectual Property: 
Currently, the IRS does not intend to request retention of any intellectual property resulting from or 
providing the basis for work under this SC, with the exception of the ability to continue using the 
solutions resulting from government funding.  Notwithstanding, intellectual property terms are 
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negotiable, and the IRS intends to use the results of this effort as broadly as it can, to include working 
with other Treasury bureaus and federal agencies to limit unnecessary duplication of work. 
 
Press Releases: 
All press releases must be approved by IRS prior to release.  IRS will do its best to provide reviews 
within 2 business days.  
 
Standard Terms and Conditions:  
See Clauses/Provisions attachment. Clauses and Provisions are available publicly at 
www.acquisition.gov as well as on the Acquisition Gateway at https://hallways.cap.gsa.gov/app/   
Note:  Offerors must submit a completed copy of the following clauses/provisions with their response to 
this solicitation, this submission of provisions and clauses do not count towards the 10 page limit: 


• 52.204-24  Representation Regarding Certain Telecommunications and Video Surveillance 
Services or Equipment (Aug 2019) 


• 52.209-5 Certification Regarding Responsibility Matters (Oct 2015) 
• 52.209-11 Representation by Corporations Regarding Delinquent Tax Liability or a Felony 


Conviction under any Federal Law (Feb 2016) 
• 52.212-3 Offeror Representations and Certifications- Commercial Items ( Oct 2018) 
• IR1052.209-9002 Notice and Consent to Disclose and Use of Taxpayer Return Information 


(May 2018) 
• IR1052.232-9001 Electronic Invoicing and Payment Requirements for the Invoice Processing 


Platform (IPP) (Jul 2019) 
• 1052.239-9010 Information System and Information Security Control Standards and Guidelines 


Applicability (Jul 2019) 



http://www.acquisition.gov/
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Issuance Date:  May 22, 2020 


Questions Due Date and time:  May 28, 2020 at 1500 local Juba time 


Closing Date and Time for Proposals: June 30, 2020 at 1500 local Juba time 


SUBJECT: Request for Proposals (RFP) No. 72066820R00004, Education for Peace, Recovery, 


and Resilience (EPRR) 


Dear Prospective Offerors: 


The United States Agency for International Development (USAID) in South Sudan is seeking 


proposals to expand access to learning opportunities in a safe and protective learning 


environment, while reinforcing resilience efforts and recovery trends for children and youth most 


affected by conflict, as described in the attached RFP.   


USAID anticipates awarding a single Cost Plus Fixed Fee (CPFF) Term Contract. USAID 


anticipates that the total level of effort will be 28,160 days over the three (3) year period of 


performance.  


USAID invites all interested and responsible organizations to submit offers in accordance with 


the requirements of this solicitation. USAID will conduct this procurement as a full and open 


competition under which any type of organization may submit a proposal. The procedures set 


forth in Federal Acquisition Regulation (“FAR”) Part 15 will govern the procurement. The 


competition will utilize a Highest Technical Rated with Fair and Reasonable Price and Realistic 


Cost (HTR) process, not a tradeoff process.  In this process, USAID is concerned with getting 


the best technical solution that has a fair and reasonable price and realistic cost.  There will not 


be a tradeoff to justify paying a premium for a higher technical rated proposal.  Offerors must 


carefully review Sections L and M of this RFP for details of this process.  All types of 


organizations are eligible to compete. 


The principle geographic code for this contract is 935 and the North American Industry 


Classification System (“NAICS”) Code is 541990.  


If your organization decides to submit a proposal in response to this solicitation, it must be 


submitted in accordance with Section L of this RFP. Offerors must also carefully review Section 


M - Evaluation Factors. Proposals are to be submitted to USAID/South Sudan no later than the 


closing date and time stated above, to the email address designated in Section L for receipt of 


proposals. If the proposal is received after the closing date and time, or if it is incomplete, it will 


not be accepted nor considered unless authorized by the Contracting Officer pursuant to FAR 


15.208.  


This RFP in no way obligates USAID to award a contract nor does it commit USAID to pay any 


costs incurred in the preparation and submission of a proposal. Award of a contract under this 


RFP is subject to availability of funds and other internal USAID approvals. Furthermore, USAID 
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reserves the right to reject any and/or all offers if such action is considered to be in the best 


interest of the Government.  


All questions, comments, and/or requests for clarifications must be sent in writing to 


mcapobianco@usaid.gov and skgeorge@usaid.gov no later than the date and time indicated 


above. 


This RFP can be viewed and downloaded from https://beta.sam.gov. USAID bears no 


responsibility for data errors resulting from transmission or conversion processes. Further, be 


aware that amendments to solicitations are occasionally issued and will be posted on the same 


website. USAID advises interested parties to regularly check the above websites for 


amendments.  


Thank you for your interest and we look forward to your participation. 


Sincerely,  


/s/ 


Michael Capobianco  


Contracting Officer 


USAID/South Sudan 



mailto:mcapobianco@usaid.gov
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designated point(s), within the time specified in the schedule. 


AWARD (To be completed by government) 


19. ACCEPTED AS TO ITEMS NUMBERED 20. AMOUNT 21. ACCOUNTING AND APPROPRIATION 


22. AUTHORITY FOR USING OTHER THAN FULL AND OPEN COMPETITION:


10 U.S.C. 2304 (c) ( ) 41 U.S.C. 253 (c) ( ) 


23. SUBMIT INVOICES TO ADDRESS SHOWN IN


(4 copies unless otherwise specified) 


ITEM 


24. ADMINISTERED BY (If other than Item 7) CODE 25. PAYMENT WILL BE MADE BY CODE 


26. NAME OF CONTRACTING OFFICER (Type or print)


Michael Capobianco 


27. UNITED STATES OF AMERICA 


(Signature of Contracting Officer) 


28. AWARD DATE 


IMPORTANT - Award will be made on this Form, or on Standard Form 26, or by other authorized official written notice. 


AUTHORIZED FOR LOCAL REPRODUCTION 


Previous edition is unusable 


STANDARD FORM 33 (Rev. 9-97) 


Prescribed by GSA - FAR (48 CFR) 53.214(c) 


13. DISCOUNT FOR PROMPT PAYMENT 


(See Section I, Clause No. 52.232.8) 


10 CALENDAR DAYS (%) 20 CALENDAR DAYS (%) 30 CALENDAR DAYS (%) CALENDAR DAYS (%) 


14. ACKNOWLEDGEMENT OF AMENDMENTS 


(The offeror acknowledges receipt of 


amendments to the SOLICITATION for offerors 


and related documents numbered and dated): 


AMENDMENT NO. DATE AMENDMENT NO. DATE 


15A. NAME 


AND 


ADDRESS 


OF 


OFFEROR 


CODE FACILITY 
16. NAME AND TITLE OF PERSON AUTHORIZED TO SIGN OFFER


(Type or print) 


15B. TELEPHONE NUMBER 15C. CHECK IF REMITTANCE ADDRESS 


IS DIFFERENT FROM ABOVE - ENTER 


SUCH ADDRESS IN SCHEDULE. 


17. SIGNATURE 18. OFFER DATE 


AREA CODE NUMBER EXT. 


3



mailto:skgeorge@usaid.gov
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PART I – THE SCHEDULE 


SECTION B – SUPPLIES OR SERVICES AND COST/PRICES 


B.1 PURPOSE  


The purpose of this contract is to provide technical assistance and services as described in detail 


in Section C, Statement of Work, for the implementation of the USAID/South Sudan Education 


for Peace, Recovery, and Resilience (EPRR) Activity.  


B.2 CONTRACT TYPE AND CONTRACT SERVICES 


This is a Cost Plus Fixed Fee (CPFF) term type contract.  For the consideration set forth in the 


contract, the Contractor shall provide the level of effort (LOE) specified. 


B.3 ESTIMATED COST, FIXED FEE, AND OBLIGATED AMOUNT 


(a) The estimated cost for the performance of the work required hereunder, exclusive of fixed fee, if


any, is $TBD. The fixed fee for the contract period, if any is $TBD. The estimated cost plus fixed


fee, if any is $TBD. The total estimated contract ceiling is $TBD.


(b) Within the amounts in paragraph (a) above, the amount currently obligated and available for


reimbursement of allowable costs incurred by the Contractor (and payment of fee, if any) for


performance hereunder is $TBD. The Contractor must not exceed the aforesaid obligated amount


in accordance with the Limitation of Funds Clause, FAR 52.232.22.


(c) Funds obligated hereunder are anticipated to be sufficient through TBD.


B.4 CONTRACT BUDGET AND CEILING


Item No Description Amount 


CLIN 001 Technical Assistance 


– Level of Effort


Estimated Cost TBD 


Construction Services $10,000,000 


Fixed Fee TBD 


Total Estimated Cost 


plus Fixed Fee 


TBD 


Total Contract 


Ceiling  


TBD 


B.5 INDIRECT COSTS 


Pending establishment of revised provisional or final indirect cost rates, allowable indirect costs 


shall be reimbursed on the basis of the following negotiated provisional or predetermined rates 


and the appropriate bases: 
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Description  Rate  Base  Type  Period  


TBD   TBD  1/ 1/ 1/ 


1/Base of Application: 


Type of Rate:  


Period:  


 
B.6 ADVANCE UNDERSTANDING ON CEILING INDIRECT COST RATES AND FINAL 


REIMBURSEMENT FOR INDIRECT COSTS 


 
a) The Contractor must make no change in its established method of classifying or allocating indirect 


costs without the prior written approval of the Contracting Officer. 


 
b) Reimbursement for indirect costs must be at the lower of the negotiated final (or predetermined) rates 


or the following ceiling rates: 


 


Description  2020  2021  2022  2023  2024 


TBD  __%  __%  _%  _%  _% 


        


c) The Government will not be obligated to pay any additional amount should the final indirect cost 


rates exceed the negotiated ceiling rates. If the final indirect cost rates are less than the negotiated 


ceiling rates, the negotiated rates will be reduced to conform to the lower rates. 


 
d) This advance understanding must not change any monetary ceiling, obligation, or specific cost 


allowance or disallowance.  Any changes in classifying or allocating indirect costs require the prior 


written approval of the Contracting Officer. 


 
B.7 PAYMENT OF FIXED FEE 


 


Payment of fixed fee will be made upon receipt of a proper invoice.  Fee will be paid as a 


proportion of LOE delivered. 


 
B.8 KEY CONSIDERATIONS FOR DEVELOPMENT IN A DYNAMIC ENVIRONMENT 


 


 Due to the extremely fluid nature of the South Sudan development context, including recent 


civil wars, ethnic violence, and now tentative peace, USAID/South Sudan must be able to adapt 


to changing circumstances on the ground. Adaptive management will be required from the 


implementer in order to maintain, sustain, or expand development gains achieved through 


activity implementation.  


The contractor must anticipate the need to adapt to changing conditions on the ground either of a 


positive or negative nature in order to achieve the contract's objectives. These objectives are 


defined in Section C. 


 


Implementation of these changes will be governed by FAR 52.243-2 (Alternate I) Changes Cost 


Reimbursement. The changes must be within the general scope of this contract. 


 


These changes will be made to address changing circumstances in South Sudan. Examples of the 


circumstances include but are not limited to: 
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 Data indicates and the Mission Director determines in writing that there is a high probability of a 


crisis developing in the operating environment, requiring adjustments to ongoing programming. 


 Data indicates and the Mission Director determines in writing that there is a high probability that 


peace will continue, and the operating environment will stabilize, requiring adjustments to 


ongoing programming.  


 


The purpose of this section is to inform the contractor of the very fluid nature of development 


work in South Sudan and the likely need to adapt to changing circumstances while still achieving 


the contract’s objectives. There may be other needs that require the use of the changes clause but 


the extreme fluidity of the operating environment in South Sudan warrants this section in order 


to increase the probability of success in achieving the contract’s objectives. 


 


 


[END OF SECTION B] 
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SECTION C - DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK (SOW) 


 
C.1 TITLE OF ACTIVITY 


 


Education for Peace, Recovery, and Resilience (EPRR) 


 
C.2 PURPOSE 


 


The purpose of the Education for Peace, Recovery, and Resilience (EPRR) activity is to expand 


access to learning opportunities in a safe and protective learning environment, while reinforcing 


resilience efforts and recovery trends for children and youth most affected by conflict.  


 
C.3. BACKGROUND 


 


South Sudan has the highest rate of children out of school at 72%, according to UNESCO’s 


Global Initiative for Out of School Children report released in 2018. Children and youth in South 


Sudan face numerous challenges in accessing education from persistent issues like distance to 


school, poverty, and cultural practices to those directly related to the conflict. The escalation of 


violence and displacement in July 2016 aggravated an already difficult education environment, 


with increased dropouts and low enrollments. Many of these children have also been affected 


psychologically as they experienced and witnessed violence, are forced to flee their homes, and 


adapt to living in confined housing in Protection of Civilian, Internally Displaced People (IDP) 


and refugee sites. There are persistent obstacles to increasing access and improving the quality of 


learning outcomes, and these have been exacerbated by the impact of the violent conflict. This 


project will increase access to emergency education in a safe and protective schooling 


environment for children and youth of 3 to 18 years who have been directly affected by the 


conflict either as IDPs, returnees, or host community members.   


 


USAID in South Sudan: 


 


USAID South Sudan is a resilience-focus country. To enhance resilience, this project will 


collaborate and link with other projects in the Partnership for Recovery and Resilience (PfRR) 


partnership areas in addition to shifting focus as emergency education needs arise in areas with 


IDP and returnee populations.  


 


The Transitional Objective 1 of South Sudan’s Operational Framework (2017-2020), is to 


promote recovery with resilience. This education activity will align with this objective 


specifically contributing to the Sub-Intermediate Result 1.2 that supports the increased utilization 


of education services that elevate learning and wellbeing. 


 


EPRR will also align with USAID’s Education Policy priorities below:  


1. Children and youth, particularly the most marginalized and vulnerable, have increased access 


to quality education that is safe, relevant, and promotes social well-being. 


2. Children and youth gain literacy, numeracy, and social-emotional skills that are foundational 


to future learning and success. 
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C.4 THEORY OF CHANGE 


 


Targeting conflict-affected children and youth: 


 


If safe learning spaces are increased, support provided for teachers to teach literacy and 


numeracy, classroom instruction improved, psychosocial support services increased at school, 


and peace building approaches integrated into the teaching and learning process, and parent-


teacher associations have capacity to manage schools and school communities support schooling 


for their children,  


 


Then, targeted children and youth will have access to a safe, protective learning environment and 


will achieve improved learning outcomes and psychosocial well-being. 


        
C.5 OBJECTIVES 


 


The contractor, through its work and activities in the contract, must expand access to learning 


opportunities for children and youth in a safe and protective environment, while reinforcing 


resilience efforts and recovery trends. EPRR will focus on supporting education that improves 


literacy and numeracy, while building resilience and recovery through a safe school 


environment, mitigating the effects of violence in schools, as well as supporting teachers to apply 


conflict-sensitive and trauma-informed teaching approaches. Using scenario planning as an 


integral part of all annual work plans, the activity will focus on IDP camps and settlements, areas 


of return, aligning with the multi-donor Education Cannot Wait focus areas and the PfRR 


partnership areas, depending on the operating scenario and needs during implementation.   


 
C.6 TECHNICAL ASSISTANCE 


 


To achieve the objective, the contractor must perform work under four components.  All the 


contractor’s interventions must be approved by the Contracting Officer’s Representative (COR) 


via the annual work plan (AWP).  The AWP is a living document and can be amended as needed 


with the approval of the COR.  The AWP must outline the implementation process and detail 


activity schedules, resource requirements, roles and responsibilities, monitoring, reporting and 


review procedures.  Quarterly monitoring of milestones which are identified in the AWP must be 


conducted by the contractor with progress being reviewed monthly and reported quarterly to the 


COR.  


 


There are four main components to this contract: 


● Increase access to equitable learning opportunities for boys and girls 


● Improve learning outcomes through enhanced literacy and numeracy instruction 


● Enhance recovery and resilience through psychosocial support and peace building 


activities  


● Increase the capacity of communities  especially the Parent Teacher Associations (PTAs) 


and School Management Committees (SMCs) to support education and increase 


ownership to maintain the facilities 


 


Component 1 - Increase access to equitable learning opportunities for boys and girls 
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Under this component, the contractor must provide teaching and learning materials, including 


supplemental reading materials for learners and teachers. The contractor must enroll 400,000 


learners through the three-year implementation period. The contractor must consider the varied 


cultural and movement patterns among different ethnic groups in the country. 


 


The contractor’s work under this component must include, but is not limited to, the following: 


● Conducting education risk and context assessment and risk mapping for schools and 


school communities. 


● Conducting rolling assessments to inform expansion plans.  


● Implementing activities that promote school safety (A minimum checklist for safe 


schools is attached).  


● Providing teaching and learning materials including supplemental materials. 


 


All planning under this contract must integrate scenario planning (see C.9).  Under a positive 


scenario of relative stability, this component must include, in feasible localities, increasing 


access via existing non-governmental schools through a voucher or similar arrangement to 


ensure affordability. 


 


Component 2: Improve learning outcomes through enhanced literacy and numeracy 


instruction 


Under this component, the contractor must recruit, incentivize, and train volunteer teachers to 


teach literacy and numeracy.   


  


The contractor’s work under this component must include, but is not limited to, the following: 


● Training volunteer teachers to teach literacy and numeracy.  


● Implementing activities to support a reading culture. 


● Providing on-going mentoring to volunteer teachers. 


● Providing incentives to volunteer teachers as appropriate, based on the teacher incentive 


pay structure. 


 


Component 3: Improve recovery and resiliency through enhanced psychosocial support 


and peace building activities 


Under this component, the contractor must train teachers and parent-teacher association (PTA) 


members to apply psychosocial-informed, conflict-sensitive and peace building approaches to 


the teaching and learning process.   


 


The contractor’s work under this component must include, but is not limited to, the following: 


● Equipping teachers and PTA with skills to provide others with psychosocial support 


knowledge and skills. 


● Supporting teachers to apply psychosocial informed approaches to the teaching and 


learning process.  


● Supporting teachers and PTA to roll out peace building and life skills activities at 


beneficiary schools. 


● Providing materials to support psychosocial support, peace building and life skills 


activities. 


● Implementing peace building activities at the school  
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Component 4: Enhance the capacity of communities, especially the PTAs/SMCs, to support 


education 


Under this component the contractor must strengthen the capacity of PTAs and community 


members to support education.  


 


The contractor’s work under this component must include but is not limited to: 


● Establishing PTAs/SMCs in areas where the contractor is working. 


● Training PTAs/SMCs on roles and responsibilities of PTA members. 


● Training PTA/SMC members to support school activities including mobilizing parents to 


send their children to school 


● Working with communities to track attendance and understand reasons for dropouts 


● Supporting PTAs/SMCs to manage school parent and open days 


● Strengthen PTAs/SMCs to support, operate, and sustain the education facilities beyond 


the life of the project 


 
C.7 MONITORING AND EVALUATION  


 


EPRR will contribute towards the achievement of Transitional Objective (TO) 1 under 


USAID/South Sudan’s Operation Framework: “Promote Recovery with Resilience.” The EPRR 


project will specifically support TO 1.2, which supports “Increased utilization of education 


services that elevate learning and wellbeing.” The specific objective of the EPRR project is to 


“expand access to learning opportunities in a safe and protective environment while reinforcing 


resilience efforts and recovery trends.” 


 


To support evidence-based implementation decisions, track progress and demonstrate 


achievement of the above objectives, the contractor must design and/or adapt and use tools 


including, but not limited to: 


 


 Tools for assessing progress in math and literacy  


 Psychosocial and trauma awareness assessment tool 


 Rolling Assessments and/or education risk/context assessment tool 


 


These tools must be a part of the contractor’s Monitoring, Evaluation, and Learning (MEL) Plan.  


Within the MEL Plan, the contractor must describe the processes and tools for tracking progress 


and results. The MEL Plan must include a list of indicators, including mandatory Foreign 


Assistance Framework Standard Indicators. The contractor must work with the COR to select 


specific indicators and targets and establish baseline data at the outset of the contract against 


which subsequent performance will be measured. The contractor must track indicators within the 


MEL Plan (described further in Section F). 


 


USAID/South Sudan may decide to conduct a performance evaluation of this activity or this 


activity within the Mission’s larger resilience effort.  In such a case, the contractor must comply 


with USAID requirements regarding the evaluation, including selection of sites/beneficiaries, 


collection of data, and work closely with USAID and the Evaluation Contractor to complete the 


evaluation. 
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Activity Location Data 


 


USAID/South Sudan uses global information system (GIS) data to support informed decision 


making and increase the use of evidence to affect decisions and resource allocations across the 


portfolio.  The contractor must submit activity location data, including GIS data, for all 


development interventions, unless otherwise directed by the COR or the Contracting Officer. The 


frequency and format of submissions will be determined in consultation with the COR.  This 


includes GIS coordinates for specific locations (e.g. x & y coordinates and/or polygons) as well 


as state, county, and boma names. Activity Location Data must be collected and submitted 


according to ADS 579saa and 579mab (including guidance regarding GIS information format) 


and the laws of the Republic of South Sudan.  


 
C.8  SCENARIO PLANNING   


 


Given South Sudan’s current operating context, all planning under this contract must be 


conducted with an analysis of three possible scenarios: 1) Worst Case:  widespread violence or 


outright war that makes it difficult to access most of the country and limits the USG footprint in 


Juba—potentially impacting USAID’s management capacity; 2) Status Quo:  most likely 


scenario for this strategy—chronic, localized conflict and periodic larger pockets of violence that 


can cause internal displacement. Most South Sudanese and development partners share a general 


pessimistic, though possibly improving, view of the Unity Government and USAID partners are 


able to access at least some parts of the country; and 3)      Best Case:  a shift in USG policy 


regarding working with the central government enables USAID to more directly support 


implementation of the renewed peace agreement and government capacity building.  The 


scenario plan must be integrated in all planning activities with suggested activities in a given 


scenario.  All three scenarios must be modified by a pandemic situation (Ebola, COVID-19). 


When drafting the annual workplan, the Contractor must work with the COR to determine the 


scenario used to draft that particular annual workplan.  If conditions change, the scenario 


assumption could be revisited and the annual workplan modified accordingly.  


 
C.9 COLLABORATING, LEARNING AND ADAPTING 


 


Under this project, the contractor will generate, capture, analyze, share, and apply information 


and knowledge, including performance monitoring data, findings from evaluations, research, 


practice, and experience to;  


● Draw lessons learned and strengthen activity implementation. 


● Use rolling assessments and /or RERA data to inform expansion and implementation 


decisions 


● Use learning assessment data to inform improvements in literacy and numeracy 


instruction 


 


To facilitate coordination, USAID/South Sudan may convene semi-annual meetings, particularly 


with regard to PfRR implementation or Education Implementing Partner meetings, which may 


include sharing work plans, best practices, challenges, opportunities and lessons learned.  The 


contractor will be required to attend these meetings and collaborate with other partners.  
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C.10 CROSS-CUTTING REQUIREMENTS 


 


Partnerships 


 


The contractor must establish different partnerships under the activity (for example, partners 


providing WASH, school feeding, girls education, etc.). In areas where the multi-donor 


Education Cannot Wait operates, the contractor must align with that program and build 


partnerships. There is no required number of partnerships, but a strong commitment to a 


partnership-based approach is necessary for activity success. Additionally, as there are other 


donors and actors working in this field and on these issues, for all proposed activities, the 


contractor must coordinate interventions to ensure there is no duplication of effort and that the 


interventions are complementary to other ongoing activities, both internal to USAID and external 


to USAID. Where activities occur in PfRR areas, the activity must collaborate with PfRR bodies 


in those areas and in Juba to ensure coordination with other partners and communities. This will 


likely include the sharing of work plans and results information. 


 


Construction 


 


The contractor must perform construction services at USAID’s direction.  These services, and 


types of construction, include, but are not limited to: 


 


 Construction of temporary learning spaces. 


 Construction of water and sanitation facilities.  


 Refurbishment of existing learning spaces. 


 Improving existing spaces to meet the physical “safe school” standard. 


 


All construction work must be done to the standards specified by USAID and be in accordance 


with the approved construction implementation plan.  All construction work must be done via 


firm-fixed price subcontracts.  The Contractor must perform construction activities and their 


monitoring in accordance with the approved Initial Environmental Examination (IEE). The 


Contractor is responsible for implementing all IEE conditions pertaining to activities to be 


funded under this contract.  It is anticipated that no construction site will include work that is 


more than $100,000.  Prior to any construction activity, the Contractor must receive written 


agreement from the PTA/SMC that they will operate and maintain the finished work, and the 


Contractor must certify that the PTA/SMC has the current capacity to do so.  If there is no 


PTA/SMC, the Contractor must establish one and build its capacity to an appropriate level before 


considering any construction activity, or not do any construction in that area.  All construction 


subcontracts must be full-funded. 


 


The Contractor must undertake engineering and construction components through sub-contracts 


using a design-bid-build delivery method where architect and engineering (A/E) services and 


construction works are performed under two separate but complementary subcontracts. The 


subcontractor that undertakes the A/E services (design and construction bidding support) must 


provide quality assurance and construction oversight services in the construction phase. A/E 


subcontractors must be selected based on demonstrated competence and qualifications.   In order 
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to ensure construction activities are performed appropriately under this contract, the Contractor 


must  utilize a licensed A/E firm (licensed in the U.S.). The cost of any design must not exceed 


6% of the cost of the associated construction.  The Contractor must proposed and justify the 


appropriate contract type for the A/E services when submitting the subcontract consent request. 


 


Monitoring visits during construction activity is critical for overseeing work and progress on 


construction projects. The Contractor must maintain a schedule of announced and unannounced 


visits to verify that construction work is carried out at an appropriate level of quality that is 


stipulated for the activity. The Contractor must visit the construction site at various critical steps 


in the construction process, such as pouring of a foundation, construction of walls, or roof 


installation to certify the quality of the work and that specific benchmarks have been attained.  


 


The Contractor must develop a construction implementation plan at the outset of this contract per 


Section F to ensure that all construction activities are conducted in an organized and appropriate 


way in accordance with the plan.  The Contractor must submit all construction and A/E 


subcontracts to the Contracting Officer (CO) for consent prior to their award.  The Contractor 


must follow USAID’s preferred approach to construction (see ADS 201maw) and follow all 


required analyses and steps unless granted an exception in writing in advance by the CO.  When 


submitting construction or A/E subcontracts for consent, the Contractor must identify how the 


Contractor has addressed the principal elements in Section V of the ADS reference.  All 


deliverables from these subcontracts must be provided to the COR and the CO. 


 


[END OF SECTION C] 
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SECTION D - BRANDING AND MARKING 


 
D.1 MARKING AND BRANDING STRATEGY  


 


The Contractor shall submit a final branding implementation plan and marking plan no later than 


30 days after award. The plan must be in accordance with ADS 320.3.2. The plan must be 


submitted to the COR for approval. 


 


The Contractor shall comply with the requirements of the policy directives and required 


procedures outlined in USAID Automated Directive System (ADS) 320.3.2 “Branding and 


Marking in USAID Direct Contracting” at http://www.usaid.gov/policy/ads/300/320.pdf; and 


USAID “Graphic Standards Manual” available at www.usaid.gov/branding or any successor 


branding policy. 


 


Anticipated elements of marking plan: Deliverables to be marked, include products, equipment 


and inputs delivered; places where program activities are carried out; external public 


communications, studies, reports, publications and informative and promotional products; and 


workshops, conferences, fairs, media related activities and any such events. Publications 


authored by Contractors or other non-USAID employees must include the following disclaimer 


on the title page: “The author’s views expressed in this publication do not necessarily reflect the 


views of the United States Agency for International Development or the United States 


Government.” Threats and restrictions to the security of the program need to be identified and 


assessed in order to request any necessary exception from the marking requirement in 


accordance with ADS 320.3.2. 


 


USAID’s web page contains the electronic version of the Graphic Standards Manual that is 


compulsory for all Contractors. Marking under this contract shall comply with the “USAID 


Graphics Standards Manual” available at http://www.usaid.gov/work-usaid/branding/acquisition-


awards. 


 


D.2  AIDAR 752.7009 MARKING (JAN 1993) 


 


a) It is USAID policy that USAID-financed commodities and shipping containers, and project 


construction sites and other project locations be suitably marked with the USAID emblem. 


Shipping containers are also to be marked with the last five digits of the USAID financing 


document number. As a general rule, marking is not required for raw materials shipped in 


bulk (such as coal, grain, etc.), or for semi-finished products which are not packaged. 


 


b) Specific guidance on marking requirements should be obtained prior to procurement of 


commodities to be shipped, and as early as possible for project construction sites and other 


project locations. This guidance will be provided through the cognizant technical office 


indicated on the cover page of this contract, or by the Mission Director in the Cooperating 


Country to which commodities are being shipped, or in which the project site is located. 
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c) Authority to waive marking requirements is vested with the Regional Assistant 


Administrators, and with Mission Directors. 


 


d) A copy of any specific marking instructions or waivers from marking requirements is to be 


sent to the Contracting Officer; the original should be retained by the Contractor. 


 


[END OF SECTION D] 
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SECTION E - INSPECTION AND ACCEPTANCE 


 


E.1 NOTICE LISTING CONTRACT CLAUSES INCORPORATED BY REFERENCE 


 


The following contract clauses pertinent to this section are hereby incorporated by reference (by 


Citation Number, Title, and Date) in accordance with the clause at FAR "52.252-2 CLAUSES 


INCORPORATED BY REFERENCE" in Section I of this contract. See 


http://acquisition.gov/far/index.html for electronic access to the full text of a clause 


 


NUMBER   TITTLE        DATE 


   


52.204-14 Service Contract Reporting Requirements OCT 2016 


52.246-5 Inspection of Services – Cost Reimbursement APR 1984 


 
E.2 INSPECTION AND ACCEPTANCE 


 


USAID inspection and acceptance of services, reports and other required performance objectives 


or outputs will take place at USAID/South Sudan c/o US Embassy Juba, South Sudan. Or at any 


other location where the services are performed and reports and performance objectives or 


outputs are produced or submitted. The Contracting Officer’s Representative (COR) listed in 


Section G has been delegated authority to inspect and accept all services, reports and required 


performance objectives or outputs. 


 


 


[END OF SECTION E] 



http://acquisition.gov/far/index.html
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SECTION F - DELIVERIES OR PERFORMANCE 


 
F.1 NOTICE LISTING CONTRACT CLAUSES INCORPORATED BY REFERENCE 


 


The following contract clauses pertinent to this section are hereby incorporated by reference (by 


Citation Number, Title, and Date) in accordance with the clause at FAR "52.252-2 CLAUSES 


INCORPORATED BY REFERENCE" in Section I of this contract with the same force and 


effect as if they were given in full text. See http://acquisition.gov/far/index.html for electronic 


access to the full text of a clause. 


 


NUMBER   TITLE        DATE 


 


52.242-15   Stop-Work Order – Alternate I    AUG 1989 


 
F.2 PERIOD OF PERFORMANCE 


 


The period of performance of this contract is three (3) years from the date of contract award. 


 
F.3 PLACE OF PERFORMANCE 


 


The place of performance is South Sudan. Using scenario planning as an integral part of all work 


planning, the activity will focus in the Internally Displaced Camps and settlements, areas of 


return, focus areas for the multi-donor Education Cannot Wait and the Partnership for Recovery 


and Resilience focus areas.  Expansion of project activities will be based on evidence drawn 


from rolling assessments as specified in the  Statement of Work, depending on the operational 


scenario and needs during implementation. 


 
F.4 REPORTS AND DELIVERABLES 


 


Performance reports are one of the Contractor’s most important deliverables to USAID. They are 


a primary tool for tracking and managing investment in the Activity. The Contractor must deliver 


the following reports. The Contractor will allow at least 10 business days for review and 


comments from the COR on any draft report submission. All reports and plans are subject to 


written approval by the COR, unless otherwise noted. 


 


Note: USAID’s fiscal year starts on October 1 and ends on September 30. The four fiscal 


quarterly periods in the year begin on October 1, January 1, April 1 and July 1. 


 


a. Construction Implementation Plan (CIP) 


 


The Contractor must submit a CIP for CO approval no later than 15 days after award. Once 


approved, the Contractor must follow all requirements in the CIP and may only deviate upon 


after receiving advanced written approval from the CO.  The CIP must include the standard 


operating procedures and risk mitigation measures employed by the Contractor for construction 


related activities throughout the life of the project. The CIP should describe the Contractor’s 


approach to construction activities and be all encompassing to apply to any construction 



http://acquisition.gov/far/index.html
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activities throughout the contract. The CIP must be organized by the different phases of a project 


(i.e. pre-design, design, procurement, execution, and handover), and must describe the 


requirements at each of those phases. At a minimum the CIP must include how the Contractor 


will address/manage the following issues and any associated requirements:  


 


 The process for developing designs, receiving A/E review and approval of designs, and building 


to designs, including the process for development, reviewing, and submitting "as-builts". 


 Process for developing independent estimates. The Contractor is required to develop an 


independent estimate and submit it to the COR for approval before moving forward on any phase 


of the project. 


 Process for developing and managing schedules.  Schedules must be done via the critical path 


method.  


 Permits.  The Contractor must receive all required permits before any construction begins. 


 Site supervision.  


 Quality assurance/quality control requirements.  


 Health and safety at site.  All health and safety plans must require all workers to wear protective 


footwear, safety vests, head and face protection, and appropriate clothing, and must have a 


reporting and tracking system of accidents that are reported to the COR and CO.  


 Suspension of work processes. 


 Differing sites and how these conditions will be managed.  


 Constructions changes and claims.  The Contractor must engage the CO and receive their 


approval prior to negotiating and settling any claim.  


 Custody of materials  


 Building standards/codes. All A/E and construction work must meet or exceed the minimum 


standards required by South Sudan School Construction Standards 2016 (Attachment 7).  Any 


work found not to meet these standards is considered an unallowable cost. 


 Bonding and licensing of A/E and construction firms.  All A/E firms must be licensed in the US.  


All construction work must include a minimum performance bond or guarantee of 10% of the 


construction subcontract price.  


 Design defects and corrective measures.  Any design defects must be the responsibility of the A/E 


firm at no additional cost to the Contractor and are not an allowable cost under the contract.  


 Construction management training for site supervisors.  


 Inspection and acceptance of key construction phases, including final walk through, punch lists 


and final acceptance.  


 Warranties of work, poor workmanship and retentions.  All work must be warranted for one year 


after acceptance.  


 Handover to beneficiaries, including operations and maintenance manuals and training.  Prior to 


any project, the Contractor must obtain written agreement for operation and maintenance of 


construction by the official PTA representatives. 


 


b. Quarterly Progress and Financial Report 


 


The Contractor must submit a combined Quarterly Progress and Financial Report no later than 


thirty (30) days following the end of each USG fiscal quarter. The report must reflect the 


structure of the Annual Work Plan and address at least the following points: 


● Activities completed under each planned intervention; 


● Activities to be undertaken in the following quarter; 







RFP No. 72066820R00004  


USAID/South Sudan Education for Peace, Recovery, and Resilience (EPRR) 


Page 19 of 85 


 


19 


 


● Outputs accomplished and results realized in the quarter; disaggregated by sex, age and 


geographical area. 


● Any challenges during the implementation period and proposed solutions;  


● Lessons learned during the implementation period and proposals on how to apply the 


lessons; 


● Collaboration and coordination with other relevant USAID and donor activities and other 


partners within the implementation environment;   


● Aggregate outputs accomplished and results realized since project inception; 


● Budget execution, clearly showing actual versus planned expenditures, and a forecast of 


the expenditures for the remainder of the project; 


● Demonstration of steps taken to analyze the Contractor’s own progress against desired 


results and to devise solutions, propose course corrections, and identify whether new 


stakeholders should be engaged to ensure activity success; 


● Electronic and hard copies of all reports, success stories, and other relevant documents 


prepared during the quarter (to be submitted as attachments); 


● Total funds committed by date by USAID into the Contract; 


● Total funds expended by the Contractor to date, including a breakdown to the budget 


categories provided in the Contractor’s cost proposal and between Technical and 


Administrative services, with additional detail to be provided upon request by the COR; 


● Pipeline (committed funds minus expended funds); 


● The overall total number of LOE days under the contract; the total number of LOE days 


utilized to date; and the total number of LOE days remaining (broken down by the labor 


categories provided in Section F.8). 


 


c. Annual Progress Report 


 


The fourth Quarterly Progress Report must constitute the Annual Progress Report. It is due to the 


COR on October 31 of each year. It must be a comprehensive narrative report summarizing the 


previous year’s activities and accomplishments using the Annual Work Plan as a starting point, 


and will serve as a key tool by which USAID/South Sudan monitors the performance of the 


Contractor. The report must include status of personnel, project activities, and will summarize 


services delivered and progress towards achieving results identified in the Statement of Work. It 


must document both successes and failures of the interventions, and discuss reasons for 


shortcomings and recommend actions to overcome them. It will also include an updated risk 


assessment examining the project’s critical assumptions and associated risks, and recommend 


changes based on monitoring results. For each action, the Contractor must designate responsible 


parties and establish a timeframe for completion. The report must also include Annexes as 


follows: 


● A comparison of project accomplishments to date vs. project overall objectives, using 


qualitative and quantitative data as appropriate. 


● Annual financial status reports. 


● Project bibliography including reports prepared by Contractor and others. 


● A list of all technical assistance activities, including specialist name, purpose and 


duration of consultation, achievements, and problems encountered. 


● A list of all in-country workshops, forums, training organized and numbers of 


participants. 
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● A list of equipment and materials purchased, including items purchased, destination of 


equipment and amount expended. 


 


d. Annual Work Plan  


 


The Annual Work Plan (AWP) will form the basis for activities to be implemented in each year 


of the contract. For the purpose of the Annual Work Plan, “Annual” is defined according to the 


U.S. Government fiscal year. The initial work plan covering the first year of the contract period 


(until September 30th) must be submitted to USAID/South Sudan for approval within 30 days of 


the award of the contract and must include plans for mobilization and start up. Subsequent AWPs 


must be submitted no later than August 31st of each subsequent contract year.  This plan must 


include a description of the activities the Contractor intends to implement during the first year of 


the contract through September 30, 2021.  The Contractor must collaborate with the COR, and 


consult with key stakeholders, in determining appropriate activities for each year. The Contractor 


must consult with other partners within the education sector, and other relevant stakeholders 


during the development of the activities for the AWP.  The COR must review the AWP and 


provide comments within 10 business days of receipt. The Contractor must incorporate these 


comments and provide a revised version within one week of receiving USAID’s comments.  The 


AWP must include major activities that will be undertaken, rationale behind these activities, 


anticipated results of these efforts and how they will be measured, projected budget per objective 


and LOE anticipated, costs of short-term assistance and training to be delivered during the year; 


the kind and cost of commodities to be provided (if any), and a timeframe for when activities 


will commence and end. Details of collaboration with other USAID or other relevant donor-


funded implementing partners must also be included. The AWP is a living document and 


modifications may be made.  However, major modifications to the AWP are subject to the 


approval of the COR. 


 


e. Monitoring, Evaluation and Learning Plan  


 


No later than thirty (30) days after award, the Contractor must submit a draft Monitoring, 


Evaluation and Learning (MEL) Plan together with the AWP. The COR must review the draft 


and provide comments within 30 days after receipt of the draft MEL Plan. The Contractor must 


submit a final MEL Plan no later than 15 days after receipt of comments from the COR. The 


MEL Plan must be updated and revised annually and/or as needed in collaboration with the 


COR. The MEL Plan must include specific benchmarks and indicators for measuring progress 


for all activities, and risks and assumptions to be monitored over the life of the contract.  The 


indicators proposed must include Foreign Assistance Framework Standard Indicators and custom 


indicators suggested by the Contractor.  Additionally, the MEL Plan must address how the 


Contractor will monitor and collect data to measure and demonstrate progress against objectives 


of the activity.  The MEL Plan must also highlight how data collected will show the influence 


and effectiveness of program approaches and methodologies employed and how the data will 


contribute toward enhancing understanding of promising practices within the education sector. 


The MEL Plan must detail methodologies and processes for Collaborative, Learning and 


Adapting during project implementation.  All data must be disaggregated by sex, disability, age, 


grade level, etc, whenever applicable. 
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f. Baseline Assessment  


 


No later than ninety (90) days after the MEL Plan has been approved, the contractor must 


conduct a baseline assessment focusing on IDP/host communities, areas of return, ECW focus 


areas, and PfRR focus areas to determine project focus areas. The baseline must include a limited 


scope education risk and needs analysis. The Contractor must provide updates on the baseline 


assessment over the course of implementation and consider the implications of this assessment 


for project interventions in quarterly reports and in discussion with the COR.   


 


g. Technical Reports and Developed Materials 


 


The Contractor must provide copies of all technical reports including analyses, policy 


recommendations, comparative studies, etc. to the COR as these are developed. The Contractor 


must submit copies to the COR of materials developed under the project including but not 


limited to, curricula and training materials; evaluation reports, assessment reports, survey reports 


and conference reports.   


 


h. Demobilization and Disposition Plan 


 


The Contractor must submit a Demobilization Plan to the CO for approval no later than 6 months 


prior to the end of the Contract.  The Demobilization Plan must include an illustrative Property 


Disposition Plan, a plan for the phase-out of in-country operations, a delivery schedule for all 


reports or other deliverables required under the contract and a timetable for completing all 


required actions in the Demobilization Plan, including the submission date of the final Property 


Disposition Plan to the CO. Both the illustrative and final Property Disposition Plan must include 


the inventory schedule required by FAR 52.245-1, a plan for the disposition of property to 


eligible parties and a timeline for the disposition of such property. In addition, the Contractor 


must describe how all required prime and sub-award audits must be conducted after the 


demobilization of the Contractor.    


 


i. Final Project Completion Report 


 


No later than thirty (30) days before the end of the contract, the Contractor must prepare and 


submit one electronic version (as a single MS Word file) of the Contract Completion Report to 


the COR which summarizes the accomplishments, methods of work used, best practices, lessons 


learned, and recommendations regarding unfinished work and/or project continuation, and the 


financial status of the contract.  The report must also contain an index of all reports and 


information products produced under this contract.  


 


j. Quarterly Notification of Changes Certification 
 


No later than ten (10) days after the end of the fiscal quarter, the Contractor must submit a 


certification to the Contracting Officer indicating that either there have or have not been changes 


to the contract during the preceding quarter.  If there have been changes with notification given 


per FAR 52.242-7, then the Contractor must summarize the changes in the certification.  If there 


have been changes, but no notification has been given per FAR 52.242-7, the Contractor must 







RFP No. 72066820R00004  


USAID/South Sudan Education for Peace, Recovery, and Resilience (EPRR) 


Page 22 of 85 


 


22 


 


provide the required information per the clause and an explanation why notification was not 


provided. 


 
F.5 PERFORMANCE STANDARDS 


 


Evaluation of the Contractor’s performance must be conducted in accordance with the 


performance standards set forth in Section E, the Contractor’s overall performance toward 


achievement of objectives in Section C, and provision of deliverables in Section F and the 


Contractor’s compliance with all other terms and conditions of the contract. Each evaluation will 


be conducted jointly by the COR and CO and must form the basis of the Contractor’s 


performance record with regard to this Contract and as required in FAR part 42.15 and AIDAR 


742.15. 


 


The Contractor’s performance will be evaluated annually and at contract completion, utilizing at 


a minimum, the following factors: 


 
1) Technical (Quality of products and services) 


2) Cost Control 


3) Schedule/Timeliness 


4) Management or business relations 


5) Small business contracting (as applicable). 


6) Others (as applicable) (e.g. late payments to subContractors, trafficking violations, tax 


delinquency, failure to report in accordance with contract terms and conditions, defective cost or 


pricing data, terminations, suspension and debarments). 


 
F.6 AUTHORIZED WORKDAY / WEEK 


 


Short-term consultants, who are assigned to the contract for less than 120 days at a time, are 


authorized to work a six-day (6-day) work week (8 hours per day). No overtime or premium pay 


is authorized.  The Contractor must keep the same operating schedule as the US Embassy in 


South Sudan. 


 
F.7 KEY PERSONNEL 


 
The Contractor must furnish five (5) full-time positions deemed key personnel for the performance of this 


contract. One of the positions must be a Chief of Party and another a Construction Engineer.  The five key 


personnel must be based in South Sudan.  The Contractor must provide the minimum requirements for the 


position, as well as general roles and responsibilities.  Key personnel must have the requisite skill set to 


implement the approach set forth in Section C, achieve sustainable results, and coordinate and cooperate 


with a wide range of stakeholders as well as complementary donor-funded programming in the education 


sector.  


 


The following key personnel are required for the performance of this contract. 


 
1. Chief of Party 


2. Infrastructure Program Manager 


3. TBD 


4. TBD 
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5. TBD 


 
The key personnel identified above are considered essential to the work being performed under this 


contract. The Contractor must remain responsible for providing such key personnel for full-time 


performance for the term of this contract unless otherwise agreed to by the Contracting Officer. 


 


The Contractor must immediately notify the Contracting Officer and the COR of any key personnel’s 


departure and the reasons therefore.  The Contractor must take steps to immediately rectify this situation 


and will propose a substitute candidate for each vacated position.  The Contractor must not replace any of 


the key personnel without the written consent of the Contracting Officer and the COR, whether provided 


in advance or by ratification. 


  


(Requirements and responsibilities for each Key position will be incorporated upon contract award) 


 


The Chief of Party (COP) must act as the primary point of contact with USAID/South Sudan 


with regard to day-to-day implementation and management matters relating to the contract. The 


COP must also have overall responsibility for assuring that all assistance provided under the 


contract is technically sound and appropriate for the needs to be addressed. The COP is also 


responsible for facilitating communication and close coordination with all stakeholders of the 


activity.  In order to allow for proper implementation and quick adaptive management, the COP 


must have the ability to speak for and bind the Contractor. 


 


The COP must have: 


● at least 10 years’ experience in international development; 


● at least 5 years’ experience managing education projects; 


● Prior experience in supervising long-term field staff and short-term U.S., third country, and 


local experts; and 


● a graduate degree or higher in the field of management, international development or a 


related technical field. 


 


The Infrastructure Program Manager must be an experienced and independent professional 


who helps the project meet its goals and objectives by designing and managing the construction 


activities in a timely manner. S/he must provide expert guidance to both the COP as well as 


construction subcontractors. 
 


The Construction Engineer must have: 


 


● at least 10 years’ experience in small scale infrastructure development; 


● at least 5 years’ experience in low-cost, context-appropriate infrastructure design and management of 


the related procurements; 


● a bachelor degree or higher in civil engineering; and. 


● be a licensed Professional Engineer in the United States. 


  
F.8 LEVEL OF EFFORT  


 


a) The Contractor must provide 28,160 days level of effort. The Contractor must provide the 


Level of Effort of all direct charged employee and subcontractor (consultants fall into one of 
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these two categories) labor for the contract period of performance specified in Section F.2 above 


excluding A/E and construction subcontracts as part of the $10,000,000 figure. The level of 


effort must be organized by labor categories as follows: 


 


Labor Category Total LOE 


CCN 20,160 


USN/ TCN 8,000 


Total LOE 28,160  


 


 


b) The number of LOE for any labor category may not be used in any other labor category, 


unless prior approval by the Contracting Officer has been granted. Once the total LOE for the 


life of the contract has been fully expended, this contract is complete. 


 


c) The Government is not obligated to reimburse the contractor for any actions which increase 


total LOE unless such actions have been authorized in writing by the Contracting Officer. 


 


d) LOE is for productive work days.  Leave and holidays do not count towards the provision of 


LOE. 


 


[END OF SECTION F] 
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SECTION G - CONTRACT ADMINISTRATION DATA 


 
G.1 AIDAR 752.7003 DOCUMENTATION FOR PAYMENT (NOV 1998) 


 


(a) Claims for reimbursement or payment under this contract must be submitted to the Paying Office 


indicated in the schedule of this contract. The Contracting Officer’s Representative (COR) is the 


authorized representative of the Government to approve vouchers under this contract. The Contractor 


must submit an electronic version of the SF-1034-Public Voucher for Purchases and Services Other 


Than Personal. Each voucher must be identified by the appropriate USAID contract number, in the 


amount of dollar expenditures made during the period covered. 


 


(1) The SF 1034 provides space to report by line item for products or services provided. The form 


provides for the information to be reported with the following elements: 


 


TOTAL EXPENDITURES 


(Document Number: XXX-X-XX-XXXX-XX) 


 Line Item 


No. 


 


 Description Amt. Vouchered to Date Amt. Vouchered this Period 


 0001 Product/Servic


e   


 $XXXX.XX  $XXXX.XX 


 0002 Product/Servic


e  


 $XXXX.XX  $XXXX.XX 


 Total   $XXXX.XX  $XXXX.XX 


 


(2) The fiscal report must include the following certification signed by an authorized representative of the 


Contractor: 


 


The undersigned hereby certifies to the best of my knowledge and belief that the fiscal report and 


any attachments have been prepared from the books and records of the Contractor in accordance 


with the terms of this contract and are correct: the sum claimed under this contract is proper and 


due, and all the costs of contract performance (except as herewith reported in writing) have been 


paid, or to the extent allowed under the applicable payment clause, must be paid currently by the 


Contractor when due in the ordinary course of business; the work reflected by these costs has 


been performed, and the quantities and amounts involved are consistent with the requirements of 


this Contract; all required Contracting Officer approvals have been obtained; and appropriate 


refund to USAID must be made promptly upon request in the event of disallowance of costs not 


reimbursable under the terms of this contract. 


 


                BY: _____________________________________________________ 


 


                TITLE:   


 


                DATE:    
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(b) Local currency payment. The Contractor is fully responsible for the proper expenditure and control of 


local currency, if any, provided under this contract. Local currency must be provided to the 


Contractor in accordance with written instructions provided by the Mission Director. The written 


instructions must also include accounting, vouchering, and reporting procedures. A copy of the 


instructions must be provided to the Contractor's Chief of Party and to the Contracting Officer. The 


costs of bonding personnel responsible for local currency are reimbursable under this contract. 


 


(c) Upon compliance by the Contractor with all the provisions of this contract, acceptance by the 


Government of the work and final report, and a satisfactory accounting by the Contractor of all 


Government-owned property for which the Contractor had custodial responsibility, the Government 


must promptly pay to the Contractor any moneys (dollars or local currency) due under the completion 


voucher. The Government shall make suitable reduction for any disallowance or indebtedness by the 


Contractor by applying the proceeds of the voucher first to such deductions and next to any 


unliquidated balance of advance remaining under this contract. 


 


(d) The Contractor agrees that all approvals of the Mission Director and the Contracting Officer which 


are required by the provisions of this contract must be preserved and made available as part of the 


Contractor's records which are required to be presented and made available by the clause of this 


contract entitled "Audit and Records-Negotiation". 


 
G.2 ADMINISTRATIVE CONTRACTING OFFICE 


 


The Administrative Contracting Office is: 


Mr. Michael Capobianco 


Contracting/Agreement Officer  


USAID/South Sudan/OAA 


C/O 4420 Juba Place 


Washington, DC 20521-4420 


 


Email: mcapobianco@usaid.gov.  


Telephone: Mobile +211 912 164 792 


         
G.3 CONTRACTING OFFICER’S REPRESENTATIVE (COR) 


 


The Contracting Officer’s Representative is [TBD]. A separate Administrative letter issued by 


the Contracting Officer at the time of contract award will designate the COR. The Contracting 


Officer will provide a copy of the COR designation letter to the Contractor. 


 
G.4 TECHNICAL DIRECTIONS/RELATIONSHIP WITH USAID 


 


(a) Technical Directions is defined to include: 


 


(1) Written directions to the Contractor which fill in details, suggest possible lines of inquiry, or 


otherwise facilitate completion of work 


(2) Provision of written information to the Contractor which assists in the interpretation of drawings, 


specifications, or technical portions of the work statement 



mailto:mcapobianco@usaid.gov





RFP No. 72066820R00004  


USAID/South Sudan Education for Peace, Recovery, and Resilience (EPRR) 


Page 27 of 85 


 


27 


 


(3) Review and, where required, provide written approval of technical reports, drawings, 


specifications, or technical information to be delivered. Technical directions must be in writing, 


and must be within the as detailed in Section C. 


 


(b) The COR is authorized by designation to take any or all action with respect to the following which 


could lawfully be taken by the Contracting Officer, except any action specifically prohibited by the 


terms of this Contract: 


 


(1) Assure that the Contractor performs the technical requirements of the contract in accordance with 


the contract terms, conditions, and specifications. 


(2) Perform or cause to be performed, inspections necessary in connection with a) above and require 


the Contractor to correct all deficiencies; perform acceptance for the Government. 


(3) Maintain all liaison and direct communications with the Contractor. Written communications 


with the Contractor and documents will be signed as "Contracting Officer’s Representative" with 


a copy furnished to the Contracting Officer. 


(4) Issue written interpretations of technical requirements of Government drawings, designs, and 


specifications. 


(5) Monitor the Contractor's production or performance progress and notify the Contractor in writing 


of deficiencies observed during surveillance, and direct appropriate action to effect correction. 


Record and report to the Contracting Officer incidents of faulty or nonconforming work, delays 


or problems. 


(6) Obtain necessary security clearance and appropriate identification if access to Government 


facilities is required. If to be provided, ensure that Government furnished property is available 


when required. 


 


LIMITATIONS: The COR is not empowered to award, agree to, or sign any contract (including 


delivery or purchase orders) or modifications thereto, or in any way to obligate the payment of 


money by the Government. The COR may not take any action which may impact on the contract 


schedule, funds, scope or rate of utilization of LOE. All contractual agreements, commitments, 


or modifications must be made only by the Contracting Officer. 


 


(a) The COR will meet at least quarterly/semi-annually/annually with the Contractor and the Contracting 


Officer concerning performance of items delivered under this contract and any other administration or 


technical issues. Telephonic reports may be made if no problems are being experienced. Problem 


areas must be brought to the immediate attention of the Contracting Officer. 


 


(b) Contractual Problems - Contractual problems, of any nature, that may arise during the life of the 


contract must be handled in conformance with specific public laws and regulations (i.e., Federal 


Acquisition Regulation and Agency for International Development Acquisition Regulation). The 


Contractor and the COR must bring all contracting problems to the immediate attention of the 


Contracting Officer. Only the Contracting Officer is authorized to formally resolve such problems. 


The Contracting Officer will be responsible for resolving legal issues, determining contract scope and 


interpreting contract terms and conditions. 


 


The Contracting Officer is the sole authority authorized to approve changes in any of the 


requirements under this contract. Notwithstanding any clause contained elsewhere in this 


contract, the said authority remains solely with the Contracting Officer. In the event the 
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Contractor effects any changes at the direction of any other person other than the Contracting 


Officer, the change will be considered to have been made without authority. 


 


(c) Failure by the Contractor to report to the Contracting Office, any action by the Government 


considered to a change, within the specified number of days waives the Contractor's right to any 


claims for equitable adjustments. 


 
G.5 PAYING OFFICE 


 


The paying office for this contract is:  


USAID/South Sudan/OFM 


Office of Financial Management 


4420 Juba Place 


Washington, DC 20521-4420 


E-mail: payablejuba@usaid.gov  


 


Note: Electronic invoices are required and must be submitted to the email address above. The 


Final Invoice must be submitted to the Contracting Officer. 


 
G.6 ACCOUNTING AND APPROPRIATION DATA 


 


[TBD] 


 
G.7 INVOICING INSTRUCTIONS 


 


Electronic invoice copies (SF-1034) will be sent to the email address payablejuba@usaid.gov 


with a copy to the COR’s email address. No physical invoices are required nor will be accepted. 
▪ Send via email, one invoice, all other required supporting documents, and SF-1034 Public 


Voucher for Purchases and Services Other Than Personal. 


▪ The SF-1034 must be signed. 


▪ The invoice must provide the bank account details, including the bank account number, the bank 


name and address, the SWIFT Code and the ABA number. 


 
G.8 CONTRACTOR’S PRIMARY POINT OF CONTACT 


 


The Contractor’s primary point of contact is [TBD NAME, TITLE, ADDRESS, PHONE and E-


MAIL]. 


 


[END OF SECTION G] 


  



mailto:payablejuba@usaid.gov

mailto:payablejuba@usaid.gov
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SECTION H - SPECIAL CONTRACT REQUIREMENTS 


 
H.1 FOREIGN GOVERNMENT DELEGATIONS TO INTERNATIONAL  


 CONFERENCES (JAN 2002) 


 


Funds in this contract, may not be used to finance the travel, per diem, hotel expenses, meals, 


conference fees or other conference costs for any member of a foreign government's delegation 


to an international conference sponsored by a public international organization, except as 


provided in ADS Mandatory Reference "Guidance on Funding Foreign Government Delegations 


to International Conferences” 


https://www.usaid.gov/sites/default/files/documents/1868/350maa.pdf or as approved by the CO. 


 
H.2 DEFENSE BASE ACT (DBA) INSURANCE FOR 2015-2020 


 


Pursuant to AIDAR 752.228-3 Worker’s Compensation Insurance (Defense Base Act), USAID’s 


DBA insurance carrier is: Allied World Assurance Company (AWAC) under USAID contract 


number AID-OAA-C-16-00015. 


 
a. RATES:  


CONTRACT 


YEAR  


PERIOD OF 


PERFORMANCE 


SERVICES CONSTRUCTION SECURITY 


Base Period 12/1/15-11/30/17 $2.00 $4.50 $7.50 


Option 1 12/1/17-11/30/18 $2.00 $4.50 $7.50/$10.00/ 


$12.50 (see 


Notes) 


Option 2 12/1/18-11/30/19 $2.00 $4.50 $7.50/$10.00/ 


$12.50 (see 


Notes) 


Option 3 12/1/19-11/30/20 $2.00 $4.50 $7.50/$10.00/ 


$12.50 (see 


Notes) 


 


Notes: For Option Periods 1, 2 and 3, the percentage of USAID security payroll would be 


measured as of the last day of the preceding period (i.e. the base period or the immediately 


preceding option period), which is referred to as the “measurement date”.  


 


1) If at the measurement date, the percentage of USAID security payroll remains between 0-


10.0% of total payroll, the security rate in the next option period will be $7.50/$100 employee 


remuneration.  


 


2) If at the measurement date, the percentage of USAID security payroll is above 10.0% to 


25.0% of total payroll, the security rate in the next option period will be $10.00/$100 employee 


remuneration.  


 


3) If at the measurement date, the percentage of USAID security payroll exceeds 25.0% of total 


payroll, the security rate in the next option period will be $12.50/$100 employee remuneration.  



http://www.usaid.gov/sites/default/files/documents/1868/350maa.pdf

http://www.usaid.gov/sites/default/files/documents/1868/350maa.pdf
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4) The term “wages” means the money rate at which the service rendered by an employee is 


compensated by an employer under the contract of hiring in force at the time of the injury, 


including the reasonable value of any advantage which is received from the employer and 


included for purposes of any withholding of tax under subtitle C of the Internal Revenue Code of 


1954 [26 USC §§ 3101 et seq.] (relating to employee taxes). The term wages does not include 


fringe benefits, including (but not limited to) employer payments for or contribution to a 


retirement, pension, health and welfare, life insurance, training, social security or other employee 


or dependent benefit plan for the employee’s or dependent’s benefit, or any other employee’s 


dependent entitlement. Maximum rate of compensation shall not exceed 200 per centum of the 


applicable national average weekly wage (NAWW) as calculated by the Secretary of Labor. The 


current NAWW can be found at http://www.dol.gov/owcp/dlhwc/nawwinfo.htm. 


 


5) The new rate structure aligns DBA rates to the likelihood that specific types of contracts will 


incur different frequency of DBA payouts and of differing dollar amounts. Those having greater 


risk pay greater premiums. Those with anticipated lower risk pay lesser premiums. The concept 


is to associate specific costs to a contract predicated upon the potential DBA risks under the 


same contract. The risk is predicated on the nature and inherent danger of certain categories of 


contracts (and performance under those awards).  


 


6) For contracts that include Aviation, ground crews shall be categorized as Construction, and 


flight crew shall be categorized as Security. 


Upon the Option Year being exercised, the contractor must confirm in writing, the security 


payroll percentage as of the measurement date of the preceding period of performance to the CO.  


 
b. OBTAINING DBA COVERAGE: 


Contractors must apply for coverage directly to AON Risk Insurance Services Inc., the agent for 


AWAC DBA Insurance. For instructions on the required application form and submission 


requirements, contact the following office:  


 


AON Risk Insurance Services West, Inc.  


2033 N. Main St., Suite 760 Walnut Creek, CA 94596-3722  


 


Hours: 8:30 A.M. to 5:00 PM, Pacific Time  


Primary Contact: Fred Robinson  


Phone: (925) 951-1856  


Fax: (925) 951-1890  


Email: Fred.Robinson@aon.com 


 
c. NOTICE OF EXCLUSION OF MEDICAL EVACUATION COVERAGE  


 


Pursuant to AIDAR 752.228-70, medical evacuation insurance is a separate insurance 


requirement for overseas performance of USAID contracts; the Defense Base Act insurance does 


not provide coverage for medical evacuation.  


 
d. WAIVERS FOR THIRD COUNTRY AND LOCAL NATIONALS  
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The list of countries with active DBA waivers is available at 


http://www.dol.gov/owcp/dlhwc/dbawaivers/dbawaivers.htm. 


 
H.3 AUTHORIZED GEOGRAPHIC CODE 


 


The authorized geographic code for procurement of goods and services under this contract is 


935. 


 
H.4 LOGISTIC SUPPORT 


 


The Contractor is responsible for furnishing all logistic support in the United States and 


overseas. 


 
H.5 CONSENT TO SUBCONTRACT 


 


In accordance with FAR 52.244-2, Subcontracts, the Contracting Officer consents to the 


following subcontracts: 


 


Contractor Name Services to be performed [TBD at time of award] 


 


The Contractor will request Contracting Officer consent and submit the information required by 


the aforementioned clause for any subcontracts requiring consent but not listed here. 


 


All construction and A/E subcontracts require prior Contracting Officer consent. 


 


“Consultants”, unless they are employees of the Contractor, are considered subcontractors and 


subject to the applicable requirements. 


 
H.6 AIDAR 752.229-71 REPORTING OF FOREIGN TAXES (JULY 2007) 


 


(a) The Contractor must annually submit a report by April 16 of the next year. 


 


(b) Contents of report. The report must contain: 


(1) Contractor name. 


(2) Contact name with phone, fax number and email address. 


(3) Contract number(s). 


(4) Amount of foreign taxes assessed by a foreign government [each foreign government must be 


listed separately] on commodity purchase transactions valued at $500 or more financed with U.S. 


foreign assistance funds under this agreement during the prior U.S. fiscal year. 


(5) Only foreign taxes assessed by the foreign government in the country receiving U.S. assistance 


are to be reported. Foreign taxes by a third-party foreign government are not to be reported. For 


example, if a Contractor performing in Lesotho using foreign assistance funds should purchase 


commodities in South Africa, any taxes imposed by South Africa would not be included in the 


report for Lesotho (or South Africa). 


(6) Any reimbursements received by the Contractor during the period in paragraph (b)(4) of this 


clause regardless of when the foreign tax was assessed and any reimbursements on the taxes 


reported in paragraph (b)(4) of this clause received through March 31. 
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(7) Report is required even if the Contractor did not pay any taxes during the reporting period. 


(8) Cumulative reports may be provided if the Contractor is implementing more than one program in 


a foreign country. 


 


(c) Definitions. As used in this clause— 


1) Agreement includes USAID direct and country contracts, grants, cooperative agreements and 


interagency agreements. 


2) Commodity means any material, article, supply, goods, or equipment. 


3) Foreign government includes any foreign governmental entity. 


4) Foreign taxes mean value-added taxes and customs duties assessed by a foreign government on a 


commodity. It does not include foreign sales taxes. 


 


(d) Where. Submit the reports to USAID South Sudan 


 


POC:  Controller, Office of Financial Management USAID South Sudan 


4420 Juba Place 


       Washington, DC 20521-4420  


      Email: PayableJuba@usaid.gov 


 


(e) Subagreements. The Contractor must include this reporting requirement in all applicable subcontracts 


and other subagreements. 


 


(f) For further information see http://2001-2009.state.gov/s/d/rm/c10443.htm. 


 
H.7 AIDAR 752.222-70 USAID DISABILITY POLICY (DEC 2004) 


 


The objectives of the USAID Disability Policy are: (1) To enhance the attainment of United 


States foreign assistance program goals by promoting the participation and equalization of 


opportunities of individuals with disabilities in USAID policy, country and sector strategies, 


activity designs and implementation; (2) To increase awareness of issues of people with 


disabilities both within USAID programs and in host countries; (3) To engage other U.S. 


Government agencies, host country counterparts, governments, implementing organizations and 


other donors in fostering a climate of nondiscrimination against people with disabilities; and (4) 


To support international advocacy for people with disabilities. The full text of USAID's policy 


can be found at the following Web site: http://pdf.usaid.gov/pdf_docs/PDABQ631.pdf. (b) 


USAID therefore requires that the Contractor not discriminate against people with disabilities in 


the implementation of USAID programs and that it makes every effort to comply with the 


objectives of the USAID Disability Policy in performing this contract. To that end and within the 


scope of the contract, the Contractor's actions must demonstrate a comprehensive and consistent 


approach for including men, women, and children with disabilities. 


 
H.8 752.7007 PERSONNEL COMPENSATION (JULY 2007) 


 
a) Direct compensation of the Contractor’s personnel shall be in accordance with the Contractor’s 


established policies, procedures, and practices, and the cost principles applicable to this contract. 


 



mailto:PayableJuba@usaid.gov

http://2001-2009.state.gov/s/d/rm/c10443.htm

http://2001-2009.state.gov/s/d/rm/c10443.htm

http://pdf.usaid.gov/pdf_docs/PDABQ631.pdf

http://pdf.usaid.gov/pdf_docs/PDABQ631.pdf
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b) Reimbursement of the employee’s base annual salary plus overseas recruitment incentive, if any, 


which exceed the USAID Contractor Salary Threshold (USAID CST) stated in USAID Automated 


Directives System (ADS) Chapter 302 USAID Direct Contracting, must be approved in writing by 


the Contracting Officer, as prescribed in 731.205-6(d) or 731.371(b), as applicable. 


 
H.9 ADDITIONAL REQUIREMENTS FOR PERSONNEL COMPENSATION 


 


(a) Limitations: 


1) Salaries and wages may not exceed the Contractor's established policy and practice, including the 


Contractor's established pay scale for equivalent classifications of employees, which shall be 


certified to by the Contractor. Nor may any individual salary or wage, without approval of the 


Contracting Officer, exceed the employee's current salary or wage, or the highest rate of annual 


salary or wage received during any full year of the immediately preceding three (3) years. 


 
2) In addition, there is a ceiling on the reimbursable base salary or wage paid to personnel under the 


Contract equivalent to the USAID Contractor Salary Threshold (USAID CST), as defined in ADS 


302, unless an advance written waiver is granted by the USAID Procurement Executive prior to 


contract award. 


 


 


(b) Return of Overseas Employees: 


Salaries and wages paid to an employee serving overseas who is discharged by the Contractor for 


misconduct, inexcusable nonperformance, or security reasons will in no event be reimbursed for 


a period which extends beyond the time required to return him promptly to his point of origin by 


the most direct and expeditious air route. 


 


(c) Annual Salary Increases: 


One annual salary increase (includes promotional increase) of not more than three (3) percent 


may be granted according to the Contractor’s established policy and practice. Annual salary 


increases of any kind exceeding these limitations or exceeding the USAID CST may be granted 


only with the advance written approval of the Contracting Officer. 


 


(d) Definitions: 


 


As used herein, the terms "Salaries," "Wages," and "Compensation" mean the periodic 


remuneration received for professional or technical services rendered, exclusive of any of the 


differentials or allowances defined in the clause of this contract entitled "Differentials and 


Allowances" (AIDAR 752.7028), unless otherwise stated. The term "compensation" includes 


payments for personal services (including fees and honoraria). It excludes earnings from sources 


other than the individual's professional or technical work, overhead, or other charges. 


 
H.10 LIMITATION ON ACQUISITION OF INFORMATION TECHNOLOGY (DEVIATION 


NOs.  M/OAA-DEV-FAR-18-2c and M/OAA-DEV-AIDAR-18-2c) (APRIL 2018) 


 


 (a) Definitions. As used in this contract –  


 


“Information Technology” means 
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(1) Any services or equipment, or interconnected system(s) or subsystem(s) of equipment, that 


are used in the automatic acquisition, storage, analysis, evaluation, manipulation, management, 


movement, control, display, switching, interchange, transmission, or reception of data or 


information by the agency; where 


 


(2) such services or equipment are ' used by an agency' if used by the agency directly or if used 


by a contractor under a contract with the agency that requires either use of the services or 


equipment or requires use of the services or equipment to a significant extent in the performance 


of a service or the furnishing of a product. 


 


(3) The term "information technology" includes computers, ancillary equipment (including 


imaging peripherals, input, output, and storage devices necessary for security and surveillance), 


peripheral equipment designed to be controlled by the central processing unit of a computer, 


software, firmware and similar procedures, services (including provisioned services such as 


cloud computing and support services that support any point of the lifecycle of the equipment or 


service), and related resources. 


 


(4) The term "information technology" does not include any equipment that is acquired by a 


contractor incidental to a contract that does not require use of the equipment. 


 


(b) The Federal Information Technology Acquisition Reform Act (FITARA) requires Agency 


Chief 


 Information Officer (CIO) review and approval of contracts that include information technology 


or 


 information technology services. 


 


(c) The Contractor must not acquire information technology as defined in this clause without the 


prior written approval by the contracting officer as specified in this clause. 


 


(d) Request for Approval Requirements: 


 


(1) If the Contractor determines that any information technology will be necessary to meet the 


Government’s requirements or to facilitate activities in the Government’s statement of work, the 


Contractor must request prior written approval from the Contracting Officer. 


 


(2) As part of the request, the Contractor must provide the Contracting Officer a description and 


an estimate of the total cost of the information technology equipment, software, or services to be 


procured under this contract. The Contractor must simultaneously notify the Contracting 


Officer’s 


Representative (COR) and the Office of the Chief Information Office at 


ITAuthorization@usaid.gov. 


 


(e) The Contracting Officer will provide written approval to the Contractor through modification 


to the contract expressly specifying the information technology equipment, software, or services 
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approved for purchase by the COR and the Agency CIO. The Contracting Officer will include 


the applicable clauses and special contract requirements in the modification. 


 


(f) Except as specified in the contracting officer’s written approval, the Government is not 


obligated to reimburse the Contractor for any costs incurred for information technology as 


defined in this clause. 


 


(g) The Contractor must insert the substance of this clause, including this paragraph (g), in all 


subcontracts. 


 
H.11 752.7032 INTERNATIONAL TRAVEL APPROVALS AND NOTIFICATION  


 REQUIREMENTS (APR 2014) 


 


Prior written approval by the Contracting Officer (CO), or the Contracting Officer’s 


Representative (COR) if delegated in the Contracting Officer’s Representative Designation 


Letter, is required for all international travel directly and identifiably funded by USAID under 


this contract. The Contractor shall therefore present to the CO or the COR, an itinerary for each 


planned international trip, showing the name of the traveler, purpose of the trip, origin / 


destination (and intervening stops), and dates of travel, as far in advance of the proposed travel 


as possible, but in no event less than three weeks before travel is planned to commence. The 


CO’s or COR’s (if delegated by the CO) prior written approval may be in the form of a letter or 


may be specifically incorporated into the schedule of the contract.  


 
H.12 LANGUAGE REQUIREMENTS 


 


Contractor key personnel and/or consultant must have English language proficiency to perform 


technical services. 


 
H.13 ENVIRONMENTAL COMPLIANCE 


 


 The Foreign Assistance Act of 1961, as amended, Section 117 requires that the impact of 


USAID’s activities on the environment be considered and that USAID include environmental 


sustainability as a central consideration in designing and carrying out its development programs. 


This mandate is codified in Federal Regulations (22 CFR 216) and in USAID’s Automated 


Directives System (ADS) Parts 201.5.10g and 204 (http://www.usaid.gov/policy/ADS/200/), 


which, in part, require that the potential environmental impacts of USAID-financed activities are 


identified prior to a final decision to proceed and that appropriate environmental safeguards are 


adopted for all activities. Contractor environmental compliance obligations under these 


regulations and procedures are specified in the following paragraphs.  


 In addition, the Contractor must comply with host country environmental regulations unless 


otherwise directed in writing by USAID. In case of conflict between host country and USAID 


regulations, the latter will govern. 


 No activity funded under this contract will be implemented unless an environmental threshold 


determination, as defined by 22 CFR 216, has been reached for that activity, as documented in a 


Request for Categorical Exclusion (RCE), Initial Environmental Examination (IEE), or 


Environmental Assessment (EA) duly signed by the Bureau Environmental Officer (BEO). 


(Hereinafter, such documents are described as “approved Regulation 216 environmental 


documentation.”)  
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 An Initial Environmental Examination (IEE) has been approved for USAID/South Sudan and is 


attached.  The Contractor is responsible for implementing all IEE conditions pertaining to 


activities to be funded under this contract.  


 As part of its initial Work Plan, and all Annual Work Plans thereafter, the contractor, in 


collaboration with the COR and Mission Environmental Officer or Bureau Environmental 


Officer, as appropriate, must review all ongoing and planned activities under this contractor to 


determine if they are within the scope of the approved Regulation 216 environmental 


documentation.  


 If the Contractor plans any new activities outside the scope of the approved Regulation 216 


environmental documentation, it must prepare an amendment to the documentation for USAID 


review and approval. No such new activities may be undertaken prior to receiving written USAID 


approval of environmental documentation amendments.  


 Any ongoing activities found to be outside the scope of the approved Regulation 216 


environmental documentation must be halted until an amendment to the documentation is 


submitted and written approval is received from USAID. • 


 When the approved Regulation 216 documentation is (1) an IEE that contains one or more 


Negative Determinations with conditions and/or (2) an EA, the contractor must: 


o Unless the approved Regulation 216 documentation contains a complete environmental 


mitigation and monitoring plan (EMMP) or a project mitigation and monitoring (M&M) 


plan, the contractor must prepare an EMMP or M&M Plan describing how the contractor 


will, in specific terms, implement all IEE and/or EA conditions that apply to proposed 


project activities within the scope of the award. The EMMP or M&M Plan must include 


monitoring the implementation of the conditions and their effectiveness.  


o Integrate a completed EMMP or M&M Plan into the initial work plan.  


o Integrate an EMMP or M&M Plan into subsequent Annual Work Plans, making any 


necessary adjustments to activity implementation in order to minimize adverse impacts to 


the environment. 


 
H.14 ELECTRONIC PAYMENTS SYSTEM 


 
A. Definitions: 


a. “Cash Payment System” means a payment system that generates any transfer of funds through a 


transaction originated by cash, check, or similar paper instrument. This includes electronic 


payments to a financial institution or clearing house that subsequently issues cash, check, or 


similar paper instrument to the designated payee. 


 
b. “Electronic Payment System” means a payment system that generates any transfer of funds, other 


than a transaction originated by cash, check, or similar paper instrument, which is initiated 


through an electronic terminal, telephone, mobile phone, computer, or magnetic tape, for the 


purpose of ordering, instructing or authorizing a financial institution to debit or credit an account. 


The term includes debit cards, wire transfers, transfers made at automatic teller machines, and 


point-of-sale terminals. 


 
B. The Contractor agrees to use an electronic payment system for any payments under this award to 


beneficiaries, subContractors, or grants under contracts, where applicable. 


 
C. Exceptions. The Contractor is allowed the following exceptions, provided the Contractor documents 


its contract file with the appropriate justification: 
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a. Cash payments made while establishing electronic payment systems, provided that this exception 


is not used for more than six months from the effective date of this award. 


b. Cash payments made to payees where the Contractor does not expect to make payments to the 


same payee on a regular, recurring basis, and payment through an electronic payment system is 


not reasonably available. 


c. Cash payments to vendors below the micro purchase level as defined by FAR 2.101, or for Grants 


Under Contracts for less than $3,000, when payment through an electronic payment system is not 


reasonably available. 


d. The Contractor has received a specific written exception from the Contracting Officer that a 


specific payment or all cash payments are authorized, based on the Contractor’s written 


justification, which provides a basis and cost analysis for the requested exception. 


 
D. More information about how to establish, implement, and manage electronic payment methods is 


available to Contractors at http://solutionscenter.nethope.org/programs/c2e-toolkit.” 


 
H.15 USAID IMPLEMENTING PARTNER NOTICES (IPN) PORTAL FOR  


 ACQUISITION (JULY 2014) 


 
a. Definitions. As used in this clause -“Universal” bilateral modification means a bilateral modification, 


as defined in FAR subpart 43.1, that updates or incorporates new FAR or AIDAR clauses, other terms 


and conditions, or special requirements, affecting all USAID awards or a class of awards, as specified 


in the Agency notification of such modification.  


 


USAID Implementing Partner Notices (IPN) Portal for Acquisition (IPN Portal) means the single 


point where USAID uploads universal bilateral modifications, which can be accessed 


electronically by registered USAID Contractors. The IPN Portal is located at 


https://sites.google.com/site/ipnforacquisitions/.  


 


IPN Portal Administrator means the USAID official designated by the M/OAA Director, who 


has overall responsibility for managing the USAID Implementing Partner Notices Portal for 


Acquisition. 


 
b. By submission of an offer and execution of a contract, the Offeror/Contractor acknowledges the 


requirement to: 


 


(1) Register with the IPN Portal if awarded a contract resulting from this solicitation; and 


(2) Receive universal bilateral modifications of this contract and general notices through the IPN 


Portal. 


 
c. Procedure to register for notifications. Go to: https://sites.google.com/site/usaidipnforacquisitions/ 


and click the “Register” button at the top of the page. Contractor representatives must use their 


official organization email address when subscribing, not personal email addresses. 


 
d. Processing of IPN portal modifications. 


 


(1) The Contractor may access the IPN Portal at any time to review all IPN Portal modifications; 


however, the system will also notify the Contractor by email when the USAID IPN Portal 


Administrator uploads a universal bilateral modification for Contractor review and signature. 



http://solutionscenter.nethope.org/programs/c2e-toolkit

http://solutionscenter.nethope.org/programs/c2e-toolkit

https://sites.google.com/site/ipnforacquisitions/
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Proposed IPN Portal modifications distributed through the IPN Portal are applicable to all awards, 


unless otherwise noted in the proposed modification. 


 


(2) Within 15 calendar days from receipt of the notification email from the IPN Portal, the Contractor 


must do one of the following: 


 


(i) (A) Verify applicability of the proposed modification to their award(s) per the  


 instructions provided with each modification       
(B) Download the modification and incorporate the following information on the SF30 


form: contract number, organization name, and organization mailing address as it 


appears in the basic award 


(C) Sign the hardcopy version; and 


(D) Send the signed modification (by email or hardcopy) to the Contracting Officer for 


signature; Note to paragraph (d)(2)(i): The Contractor must not incorporate any other 


changes to the IPN Portal modification. 


 


Notify the Contracting Officer in writing if the modification requires negotiation of the 


additional changes to terms and conditions of the contract; or notify the Contracting Officer that 


the Contractor declines to sign the modification. 


 


(3) Within 30 calendar days of receipt of a signed modification from the Contractor, the Contracting 


Officer must provide the fully executed modification to the Contractor or initiate discussions with the 


Contractor. Bilateral modifications provided through the IPN Portal are not effective until both the 


Contractor and the Contracting Officer sign the modification. 


 
H.16 SUBMISSION OF DATASETS TO THE DEVELOPMENT DATA LIBRARY (DDL) 


(OCT 2014) 


 


(a) Definitions. For the purpose of submissions to the DDL: 


 


(1) “Dataset” is an organized collection of structured data, including data contained in spreadsheets, 


whether presented in tabular or non-tabular form. For example, a Dataset may represent a single 


spreadsheet, an extensible markup language (XML) file, a geospatial data file, or an organized 


collection of these. This requirement does not apply to aggregated performance reporting data 


that the Contractor submits directly to a USAID portfolio management system or to unstructured 


data, such as email messages, PDF files, PowerPoint presentations, word processing documents, 


photos and graphic images, audio files, collaboration software, and instant messages. Neither 


does the requirement apply to the Contractor’s information that is incidental to award 


administration, such as financial, administrative, cost or pricing, or management information. 


Datasets submitted to the DDL will generally be those generated with USAID resources and 


created in support of Intellectual Work that is uploaded to the Development Experience 


Clearinghouse (DEC) (see AIDAR 752.7005 “Submission Requirements for Development 


Experience Documents”). 


 


(2) “Intellectual Work” includes all works that document the implementation, monitoring, evaluation, 


and results of international development assistance activities developed or acquired under this 


award, which may include program and communications materials, evaluations and assessments, 


information products, research and technical reports, progress and performance reports required 


under this award (excluding administrative financial information), and other reports, articles and 
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papers prepared by the Contractor under the award, whether published or not. The term does not 


include the Contractor’s information that is incidental to award administration, such as financial, 


administrative, cost or pricing, or management information. 


 


(b) Submissions to the Development Data Library (DDL) 


 


(1) The Contractor must submit to the Development Data Library (DDL), at www.usaid.gov/data, in 


a machine-readable, non-proprietary format, a copy of any Dataset created or obtained in 


performance of this award, including Datasets produced by a subContractor at any tier. The 


submission must include supporting documentation describing the Dataset, such as code books, 


data dictionaries, data gathering tools, notes on data quality, and explanations of redactions. 


 


(2) Unless otherwise directed by the Contracting Officer (CO) or the Contracting Officer 


Representative (COR), the Contractor must submit the Dataset and supporting documentation 


within thirty (30) calendar days after the Dataset is first used to produce an Intellectual Work or is 


of sufficient quality to produce an Intellectual Work. Within thirty (30) calendar days after award 


completion, the Contractor must submit to the DDL any Datasets and supporting documentation 


that have not previously been submitted to the DDL, along with an index of all Datasets and 


Intellectual Work created or obtained under the award. The Contractor must also provide to the 


COR an itemized list of any and all DDL submissions. The Contractor is not required to submit 


the data to the DDL, when, in accordance with the terms and conditions of this award, Datasets 


containing results of federally funded scientific research are submitted to a publicly accessible 


research database. However, the Contractor must submit a notice to the DDL by following the 


instructions at www.usaid.gov/data, with a copy to the COR, providing details on where and how 


to access the data. The direct results of federally funded scientific research must be reported no 


later than when the data are ready to be submitted to a peer-reviewed journal for publication, or 


no later than five calendar days prior to the conclusion of the award, whichever occurs earlier. 


 


(3) The Contractor must submit the following the submission instructions and acceptable formats 


found at www.usaid.gov/data. 


 


(4) The Contractor must ensure that any Dataset submitted to the DDL does not contain any 


proprietary or personally identifiable information, such as social security numbers, home 


addresses, and dates of birth. Such information must be removed prior to submission. 


 


(5) The Contractor must not submit classified data to the DDL. 


 
H.17 AIDAR 752.7005 SUBMISSION REQUIREMENTS FOR DEVELOPMENT 


EXPERIENCE DOCUMENTS (SEP 2013) 


 


(1) Contract Reports and Information/Intellectual Products. 


1. Within thirty (30) calendar days of obtaining the Contracting Officer Representative’s approval, 


the Contractor must submit to USAID’s Development Experience Clearinghouse (DEC) one copy 


each of reports and information products which describe, communicate or organize 


program/project development assistance activities, methods, technologies, management, research, 


results and experience. These reports include: assessments, evaluations, studies, technical and 


periodic reports, annual and final reports, and development experience documents (defined as 


documents that (1) describe the planning, design, implementation, evaluation, and results of 


development assistance; and (2) are generated during the life cycle of development assistance 



http://www.usaid.gov/data

http://www.usaid.gov/data

http://www.usaid.gov/data

http://www.usaid.gov/data

http://www.usaid.gov/data
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programs or activities.) The Contractor must also submit copies of information products including 


training materials, publications, databases, computer software programs, videos and other 


intellectual deliverable materials required under the Contract Schedule. The following 


information is not to be submitted: 


(i) Time-sensitive materials such as newsletters, brochures or bulletins. 


(ii) The Contractor’s information that is incidental to award administration, such as financial, 


administrative, cost or pricing, or management information. 


2. Within thirty (30) calendar days after completion of the contract, the Contractor must submit to 


the DEC any reports that have not been previously submitted and an index of all reports and 


information/intellectual products referenced in paragraph (a)(1) of this clause. 


3. Submission requirements. The Contractor must review the DEC Web site for the most up-to-date 


submission instructions, including the DEC address for paper submissions, the document 


formatting and the types of documents to be submitted. The submission instructions can be found 


at: https://dec.usaid.gov. 


(1) Standards. 


(i) Material must not include financially sensitive information or personally identifiable 


information (PII) such as social security numbers, home addresses and dates of birth. Such 


information must be removed prior to submission. 


(ii) All submissions must conform to current USAID branding requirements. 


(iii)Contract reports and information/intellectual products can be submitted in either electronic 


(preferred) or paper form. Electronic documentation must comply with Section 508 of the 


Rehabilitation Act of 1973. 


(iv) The electronic submissions must consist of only one electronic file, which comprises the 


complete and final equivalent of the paper copy. In the case of databases and computer 


software the submissions must also include necessary descriptive information, e.g., special 


backup or data compression routines, software used for storing/retrieving submitted data or 


program installation instructions. 


(v) Electronic documents must be in one of the National Archives and Records Administration 


(NARA)-approved formats as described in NARA guidelines related to the transfer of 


permanent E-records. (See http://www.archives.gov/recordsmgmt/initiatives/transfer- to-


nara.html). 


(2) Essential bibliographic information. Descriptive information is required for all Contractor 


products submitted. The title page of all reports and information products must include the 


contract number(s), Contractor name(s), name of the USAID Contracting Officer’s 


Representative, the publication or issuance date of the document, document title, (if non-English, 


provide an English translation of the title), author name(s), and development objective or activity 


title (if non-English, provide a translation) and associated number, and language of the document 


(if non-English). In addition, all hard copy materials submitted in accordance with this clause 


must have, attached as a separate cover sheet, the name, organization, address, telephone number, 


fax number, and Internet address of the submitting party. 


 
H.18 ADS 302.3.5.19 USAID-FINANCED THIRD PARTY WEB SITES (NOV 2017) 


 


(a) Definitions:  


 


“Third-party web sites” Sites hosted on environments external to USAID boundaries and not 


directly controlled by USAID policies and staff, except through the terms and conditions of a 


contract. Third-party Web sites include project sites.  


 



https://dec.usaid.gov/

https://dec.usaid.gov/

http://www.archives.gov/recordsmgmt/initiatives/transfer-
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(b) The Contractor must adhere to the following requirements when developing, launching, and 


maintaining a third-party Web site funded by USAID for the purpose of meeting the project 


implementation goals: 


 


(1) Prior to Web site development, the Contractor must provide information as required in 


Section C-Statement of Work of the contract (including a copy of the Contractor’s privacy 


policy) to the Contracting Officer’s Representative (COR) for USAID's Bureau for Legislative 


and Public Affairs (LPA) evaluation and approval. The Contractor must notify the COR of the 


Web site URL as far in advance of the site's launch as possible and must not launch the Web site 


until USAID's (LPA) approval has been provided through the COR. The Contractor must 


provide the COR with any changes to the privacy policy for the duration of the contract. 


 


(2) The Contractor must collect only the amount of information necessary to complete the 


specific business need as required by statute, regulation, or Executive Order.  


 


(3) The Contractor must comply with Agency branding and marking requirements comprised of 


the USAID logo and brandmark with the tagline “from the American people,” located on the 


USAID Web site at www.usaid.gov/branding, and USAID Graphics Standards manual at 


http://www.usaid.gov.  


 


(4) The Web site must be marked on the index page of the site and every major entry point to the 


Web site with a disclaimer that states: "The information provided on this Web site is not official 


U.S. Government information and does not represent the views or positions of the U.S. Agency 


for International Development or the U.S. Government."  


 


(5) The Web site must provide persons with disabilities access to information that is comparable 


to the access available to others. As such, all site content must be compliant with the 


requirements of the Section 508 amendments to the Rehabilitation Act.  


 


(6) The Contractor must identify and provide to the COR, in writing, the contact information for 


the information security point of contact. The Contractor is responsible for updating the contact 


information whenever there is a change in personnel assigned to this role. 


 


(7) The Contractor must provide adequate protection from unauthorized access, alteration, 


disclosure, or misuse of information processed, stored, or transmitted on the Web sites. To 


minimize security risks and ensure the integrity and availability of information, the Contractor 


must use sound: system/software management; engineering and development; and secure coding 


practices consistent with USAID standards and information security best practices. Rigorous 


security safeguards, including but not limited to, virus protection; network intrusion detection 


and prevention programs; and vulnerability management systems must be implemented and 


critical security issues must be resolved as quickly as possible or within 30 days. Contact the 


USAID Chief Information Security Officer (CISO) at ISSO@usaid.gov for specific standards 


and guidance.  


 


(8) The Contractor must conduct periodic vulnerability scans, mitigate all security risks 


identified during such scans, and report subsequent remediation actions to CISO at 
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ISSO@usaid.gov and COR within 30 workdays from the date vulnerabilities are identified. The 


report must include disclosure of the tools used to conduct the scans. Alternatively, the 


contractor may authorize USAID CISO at ISSO@usaid.gov to conduct periodic vulnerability 


scans via its Web-scanning program. The sole purpose of USAID scanning will be to minimize 


security risks. The Contractor will be responsible for taking the necessary remediation action and 


reporting to USAID as specified above.  


 


(c) For general information, agency graphics, metadata, privacy policy, and Section 508 


compliance requirements, refer to http://www.usaid.gov 


 
H.19 EXECUTIVE ORDER ON TERRORISM FINANCING (FEB 2002) 


 


The Contractor is reminded that U.S. Executive Orders and U.S. law prohibits transactions with, 


and the provision of resources and support to, individuals and organizations associated with 


terrorism. It is the responsibility of the Contractor to ensure compliance with these Executive 


Orders and laws. This provision must be included in all subcontracts issued under this contract. 


 
H.20 PROHIBITION OF ASSISTANCE TO DRUG TRAFFICKERS 


 


USAID reserves the right to terminate this contract, to demand a refund or take other appropriate 


measures if the Contractor is found to have been convicted of a narcotics offense or to have been 


engaged in drug trafficking as defined in 22 CFR Part 140. 


 
H.21 EXCHANGE VISITORS AND TRAINING 


 


Definition: An eligible host-country resident or national sponsored by USAID for a learning 


activity conducted within the U.S., a third country or in-country for the purpose of furthering 


USAID development objectives. A learning activity takes place in a setting in which an 


individual (the participant) interacts with a knowledgeable professional predominantly for the 


purpose of acquiring knowledge, skills, or information for the professional or technical 


enhancement of the individual. Learning activities may be formally structured, such as an 


academic program or a technical course, or they may be more informal, such as an observational 


study tour. 


 


All Contractors are required to enter all training related data into TraiNET/VCS system. 


USAID’s TraiNET system is a web-based repository that enables the planning and reporting of 


information on all USAID-funded training and education data. This includes all in-country, third-


country, regional, and U.S. training that takes place during each fiscal year. Accurate and 


complete data entry will allow Bureau of Economic Growth and Trade (EGAT) in Washington 


D.C. to complete its annual submission to the State Department. This data is also shared with the 


Congress and other interested parties. It is important that each Mission be able to showcase the 


short- and long-term training and education that have taken place across its portfolio. 


 


Application of ADS Chapter 252 and ADS Chapter 253: The Contractor must conform to U.S. 


Government regulations on Visa Compliance for Exchange Visitors, Training for Development, 


and USAID/South Sudan-specific requirements for processing of J-1 Exchange Visitors. The 
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Contractor must enter applicable information into USAID’s web-based training information 


system, TraiNet, for any exchange visitors, participant training, third-country training, or in-


country training funded through this contract. Information on Visa Compliance for Exchange 


Visitors and Participants Training Capacity Development requirements is available in ADS 


Chapters 252 and 253 at http://www.usaid.gov/who-we- are/agency-policy. For assistance and 


further details on legal restrictions, the Contractor may consult with the COR. 


 


References and Authorities: 
1. ADS 252, “Visa Compliance for Exchange Visitors” http://www.usaid.gov/ads/policy/200/252 


2. ADS 253, “Training for Development” http://www.usaid.gov/ads/policy/200/253 


3. ADS 206, “Prohibition of Assistance to Drug Traffickers” 


http://www.usaid.gov/ads/policy/200/206“ 


 


 
H.22 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL (JULY 


2007) 


 


(a) Before a Contractor (or a Contractor’s employee) may obtain a USAID ID (new or replacement) 


authorizing him/her routine access to USAID facilities, or logical access to USAID’s information 


systems, the individual must provide two forms of identity source documents in original form and a 


passport size photo. One identity source document must be a valid Federal or state government-issued 


picture ID. (Overseas foreign nationals must comply with the requirements of the Regional Security 


Office.) USAID/Washington Contractors must contact the USAID Security Office to obtain the list of 


acceptable forms of documentation, and Contractors working in overseas Missions must obtain the 


acceptable documentation list from the Regional Security Officer. Submission of these documents, 


and related background checks, are mandatory in order for the Contractor to receive a building access 


ID, and before access will be granted to any of USAID’s information systems. All Contractors must 


physically present these two source documents for identity proofing at their USAID/Washington or 


Mission Security Briefing. The Contractor or his/her Facilities Security Officer must return any 


issued building access ID and remote authentication token to USAID custody upon termination of the 


individual’s employment with the Contractor or completion of the contract, whichever occurs first. 


 


(b) The Contractor must comply with all applicable HSPD-12 and PIV procedures, as described above, 


and any subsequent USAID or government-wide HSPD-12 and PIV procedures/policies, including 


any subsequent related USAID General Notices, Office of Security Directives and/or Automated 


Directives System (ADS) policy directives and required procedures. This includes HSPD-12 


procedures established in USAID/Washington and those procedures established by the overseas 


Regional Security Office. 


 


(c) The Contractor is required to include this provision in any subcontracts that require the subContractor 


or subContractor employee to have routine physical access to USAID space or logical access to 


USAID’s information systems. 


 
H.23 HOMELAND SECURITY PRESIDENTIAL DIRECTIVE-12 (HSPD-12)  


 (SEPTEMBER 2006) 


 


In response to the general threat of unauthorized access to federal facilities and information 


systems, the President issued Homeland Security Presidential Directive-12. HSPD-12 requires all 



http://www.usaid.gov/who-we-

http://www.usaid.gov/ads/policy/200/252

http://www.usaid.gov/ads/policy/200/253

http://www.usaid.gov/ads/policy/200/206
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Federal agencies to use a common Personal Identity Verification (PIV) standard when 


identifying and issuing access rights to users of Federally controlled facilities and/or Federal 


Information Systems. USAID will begin issuing HSPD-12 “smart card” IDs to applicable 


contracts, using a phased approach. Effective October 27, 2006, USAID will begin issuing new 


“smart card” IDs to new Contractors (and new Contractor employees) requiring routine access to 


USAID controlled facilities and/or access to USAID’s information systems. 


 


USAID will begin issuance of the new smart card IDs to existing Contractors (and existing 


Contractor employees) on October 27, 2007. (Exceptions would include those situations where 


an existing Contractor (or Contractor employee) loses or damages his/her existing ID and would 


need a replacement ID prior to Oct 27, 2007. In those situations, the existing Contractor (or 


Contractor employee) would need to follow the PIV processes described below and be issued 


one of the new smart cards.) 


 


Accordingly, before a Contractor (including a Personal Services Contract or a Contractor 


(employee) may obtain a USAID ID (new or replacement) authorizing him/her routine access to 


USAID facilities, or logical access to USAID’s information systems, the individual must provide 


two forms of identity source documents in original form and a passport size photo. One identity 


source document must be a valid Federal or state government-issued picture ID. (Overseas 


foreign nationals must comply with the requirements of the Regional Security Office.) 


 


Contractors must contact the USAID Security Office to obtain the list of acceptable forms of 


documentation, and Contractors working in overseas Missions must obtain the acceptable 


documentation list from the Regional Security Officer. Submission of these documents, and 


related background checks, are mandatory in order for the Contractor to receive a building access 


ID, and before access will be granted to any of USAID’s information systems. All Contractors 


must physically present these two source documents for identity proofing at their USAID/W or 


Mission Security Briefing. 


 


The Contractor or his/her Facilities Security Officer must return any issued building access ID 


and remote authentication token to USAID custody upon termination of the individual’s 


employment with the Contractor or completion of the contract, whichever occurs first. 


 


The Contractor must comply with all applicable HSPD-12 and PIV procedures, as described 


above, and any subsequent USAID or government-wide HSPD-12 and PIV procedures/policies, 


including any subsequent related USAID General Notices, Office of Security Directives and/or 


Automated Directives System (ADS) policy directives and required procedures. This includes 


HSPD-12 procedures established in USAID/Washington and those procedures established by the 


overseas Regional Security Office. 


 


In the event of inconsistencies between this clause and later issued Agency or government-wide 


HSPD - 12 guidance, the most recent issued guidance should take precedence, unless otherwise 


instructed by the CO. 
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The Contractor is required to include this clause in any subcontract that requires the 


subcontractor or subcontractor employee to have routine physical access to USAID space or 


logical access to USAID’s information systems. 


 
H.24 SECURITY 


 


The Contractor must be aware of security conditions in South Sudan, and by entering into a 


contract, assumes full responsibility for the safety of its employees. Prior to commencing work, 


the Contractor must ensure that it has adequate procedures in place to advise its employees of 


situations or changed conditions that could adversely affect their security. In order to keep 


abreast of security conditions in South Sudan, the Contractor shall seek information from all 


available sources, including USAID/South Sudan’s Partner Liaison Security Office contractor 


(PLSO) and other sources as directed by the Contracting Officer, for all areas in which its 


employees work or travel.  


 


The Contractor acknowledges that security conditions are subject to change at any moment, that 


USAID cannot guarantee the accuracy of any information that it may provide to the Contractor, 


and that USAID assumes no responsibility for the reliability of such information. The Contractor 


has sole responsibility for approving all travel plans for its employees and/or his dependents 


traveling to post if allowed by the Contractor’s personnel internal policies. The Contractor is also 


responsible for immediately notifying USAID/South Sudan and the U.S. Embassy American 


Citizen Services section in the event a U.S. citizen employee does not return from travel as 


expected or does not report to work.  In the event that USAID requests the Contractor to do so, 


the Chief of Party (COP) shall assume responsibility for contacting all of its employees. The 


Contractor must provide to the PLSO, or others as directed by the Contracting Officer, the name, 


current address, and current home and/or cellular telephone number of the COP and of an 


alternate designated employee. The Contractor is responsible for ensuring that the information on 


file with the PLSO is up-to-date so that in an emergency, the COP or alternate representative can 


be reached immediately and he/she can rapidly contact all other affected employees.  The 


Contractor is requested to notify the PLSO, copying the Contracting Officer, about any changes 


of the individual listed in the security plan who are considered in-charge of security. 


 


SECURITY PROTOCOL 


 


The Contractor must develop a security plan to safeguard all project operations. The plan is to be 


implemented and maintained also by all subcontractors (and/or sub-grantees). The security plan 


will be reviewed by the Contracting Officer in consultation with the PLSO.  


 


The plan must include: 


· Procedures for reporting and addressing security threats. 


· Procedures for reporting any deaths related to the project. 


· Procedures for reporting and addressing any persons missing or kidnapping incidents. 


· Name and contact information of security contact person for the head office and regional 


office(s). 


· An internal “cascade” list for communicating with staff, which should be updated/, maintained 


by the Contractor.  
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SECURITY REPORTING RESPONSIBILITIES 


 


The Contractor must submit the below reports to the PLSO and other personnel as directed by 


the Contracting Officer. The type and frequency of these reports may vary with the project 


scope, location, and criticality. The Contractor must report an Initial Threat Assessments and 


subsequent changes as often as the situation requires (weekly, bi-weekly, monthly etc.). The 


Contractor is also required to notify USAID of any security related incident in a timely manner 


according to the following guidelines: 


 


Incident Reporting 


 


There are various types of Incident Reporting: Serious Incident Report (SIR); Incident Report 


(IR); Situation Report (SITREP); and any other security related report that may be required by 


USAID.  


 


Serious Incident Report (SIR) 


 


• An incident that involves the death, injury, kidnapping of Contractor personnel and/or damage 


to Contractor property. 


• An incident that has critically damaged the funded program, such as fire, catastrophic flood, 


etc. 


• Initial SIR must be reported verbally immediately, and no later than 4 hours of the incident 


occurrence/discovered. 


• A Complete SIR must be filed in writing /e-mail within 24 hours of the incident. 


• Updated written SIR must continue to be filed in a timely basis (daily, weekly) as long as the 


situation exists. The timeline will be adjusted as required by the Contracting Officer 


• Final Report SIR will summarize the incident, the subsequent happenings and the final 


resolution. 


 


Incident Report (IR) 


 


• An incident involving accidents, potential harm, suspicious persons or acts, threats or harassing 


actions against personnel or the program. 


• IR should be initially reported by phone immediately, follow up with a written report filed as 


soon as possible (within 24 hours). After the incident is evaluated, a complete detailed written 


report must be submitted later than 72 hours after the incident. 


 


Situation Report (SITREP) 


 


• A report that a significant, but not critical action or activity, has taken place that has impacted, 


or may impact, on the well-being of the personnel or the success of the program. 


• This report may describe trends, secondhand information that may have bearing on the project, 


or impact on future operations. 


• There is no pre-determined reporting timeline. The report will be issued as needed and required 


by PLSO. 
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Telephonic communication is the preferred method to provide the initial information of an 


incident. A written report by e-mail must follow as soon as possible within above described 


guidelines and it shall be as detailed as possible. The report shall follow the format approved in 


the original Security Plan but at a minimum it shall contain the name of the company, name of 


the victim(s), date, time, a description of what happened, where the incident occurred, and any 


other relevant details surrounding the incident. If this is an ongoing incident, progress reports 


should be submitted in accordance with the guidelines provided in order to keep USAID/South 


Sudan personnel apprised of the situation. 
 


H.25 HUMAN RIGHTS VIOLATIONS AND SANCTIONS PROGRAM IN SOUTH  


 SUDAN 


 
a. WORKING IN SOUTH SUDAN - U.S. GOVERNMENT POLICY 


 


Work under this contract must be consistent with U.S. Government’s (USG) policy toward South 


Sudan in effect and as notified by the Contracting Officer (CO) or the Contracting Officer’s 


Representative (COR) throughout the life of the award. 


 
b. U.S. GOVERNMENT SANCTIONS 


 


The Contractor must comply with all applicable U.S. Government sanctions, including those 


administered by the U.S. Department of Treasury’s Office of Foreign Assets Control (OFAC) 


under Executive Order 13664, dated April 3, 2014 (South Sudan sanctions) and Executive Order 


13818 dated December 20, 2017 (Global Magnitsky sanctions). See also FAR Clause 52.225-13, 


Restrictions on Certain Foreign Purchases. 


 
c. PRIOR APPROVAL FOR FUNDING OR SUPPORT TO ANY LEVEL OF GOVERNMENT The 


 


Contractor must not provide funding or support under this contract to any level of government in 


the Republic of South Sudan, including the central government or state or local governments, 


without the prior written approval of the Contracting Officer. 


 
d. This special contract requirement must be included in all subawards and contracts. 


 


 


 


[END OF SECTION H] 
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PART II - CONTRACT CLAUSES 


 


SECTION I - CONTRACT CLAUSES 


 
I.1 FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 


 


This contract incorporates one or more clauses by reference, with the same force and effect as if 


they were given in full text. Upon request, the Contracting Officer will make their full text 


available. Also, the full text of a clause may be accessed electronically at this/these address(es): 


 


FAR: http://acquisition.gov/far/index.html 


 


NUMBER  TITLE         DATE 


 


52.202-1  Definitions         NOV 2013 


52.203-3  Gratuities        APR 1984 


52.203-5  Covenant Against Contingent Fees      MAY 2014 


52.203-6  Restrictions on Subcontractor Sales to the Government   SEP 2006 


52.203-7  Anti-Kickback Procedures       MAY 2014 


52.203-8  Cancellation, Rescission and Recovery of Funds for 


Illegal Activity        MAY 2014 


52.203-10  Price or Fee Adjustment for Illegal or Improper Activity   MAY 2014 


52.203-12  Limitation on Payments to Influence Certain Federal 


Transactions         OCT 2010 


52.203-13  Contractor Code of Business Ethics and Conduct    OCT 2015 


52.203-14  Display of Hotline Poster(s)       OCT 2015 


52.203-16  Preventing Personal Conflicts of Interest     DEC 2011 


52.203-17  Contractor Employee Whistleblower Rights and 


Requirement to Inform Employees of Whistleblower Rights  APR 2014 


52.203-19  Prohibition on Requiring Certain Internal Confidentiality 


Agreements or Statements       JAN 2017 


52.204-4  Printed or Copied Double-Sided on Postconsumer Fiber 


Content Paper         MAY 2011 


52.204-9  Personal Identity Verification of Contractor Personnel   JAN 2011 


52.204-10  Reporting Executive Compensation and First - Tier 


Subcontract Awards        OCT 2018 


52.204-13  System for Award Management Maintenance    OCT 2018 


52.204-15  Service Contract Reporting Requirements for 


Indefinite-Delivery Contracts      OCT 2016 


52.204-18 Commercial and Government Entity Code Maintenance  JUL 2016 


52.204-19 Incorporation by Reference of Representations and Certifications DEC 2014 


52.204-23 Prohibition on Contracting for Hardware, Software, and Services  


  Developed or Provided by Kaspersky Lab and other  


Covered Entities       JUL 2018 


52.204-25 Prohibition on Contracting for Certain Telecommunications and  
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  Video Surveillance Services or Equipment     AUG 2019 


52.209-6  Protecting the Government’s Interest When Subcontracting with 


   Contractors Debarred, Suspended, or Proposed for Debarment  OCT 2015 


52.209-9  Updates of Publicly Available Information Regarding 


Responsibility Matters       OCT 2018 


52.209-10  Prohibition on Contracting with Inverted Domestic Corporations  NOV 2015 


52.210-1  Market Research        APR 2011 


52.215-2  Audit and Records—Negotiation      OCT 2010 


52.215-8  Order of Precedence—Uniform Contract Format    OCT 1997 


52.215-10  Price Reduction for Defective Certified Cost or Pricing Data  AUG 2011 


52.215-13  Subcontractor Certified Cost and Pricing Data— Modifications OCT 2010 


52.215-14  Integrity of Unit Prices       OCT 2010 


52.215-15  Pension Adjustments and Asset Reversions     OCT 2010 


52.215-18  Reversion or Adjustment of Plans for Postretirement Benefits  


(PRB) Other Than Pensions       JUL 2005 


52.215-19  Notification of Ownership Changes      OCT 1997 


52.215-23  Limitations on Pass-Through Charges     OCT 2009 


52.216-7 Allowable Cost and Payment       AUG 2018 


52.216-8  Fixed Fee         JUN 2011 


52.217-2  Cancellation Under Multi-Year Contracts     OCT 1997 


52.217-8  Option to Extend Services       NOV 1999 


52.222-3  Convict Labor        JUN 2003 


52.222-17  Nondisplacement of Qualified Workers     MAY 2014 


52.222-19  Child Labor—Cooperation with Authorities and Remedies   JAN 2020 


52.222-21  Prohibition of Segregated Facilities      APR 2015 


52.222-26  Equal Opportunity        SEP 2016 


52.222-29  Notification of Visa Denial       APR 2015 


52.222-35  Equal Opportunity for Veterans     OCT 2015 


52.222-36  Equal Opportunity for Workers with Disabilities    JUL 2014 


52.222-37  Employment Reports on Veterans      FEB 2016 


52.222-54  Employment Eligibility Verification      OCT 2015 


52.223-6  Drug Free Workplace        MAY 2001 


52.223-18  Encouraging Contractor Policies to Ban Text Messaging 


While Driving        AUG 2011 


52.225-13  Restrictions on Certain Foreign Purchases     JUN 2008 


52.225-14  Inconsistency between English Version and Translation 


of Contract         FEB 2000 


52.225-19  Contractor Personnel in a Designated Operational Area or 


Supporting a Diplomatic or Consular Mission Outside the 


United States         MAR 2008 


52.227-3  Patent Indemnity        APR 1984 


52.227-13  Patent Rights—Ownership by the Government    DEC 2007 


52.227-14  Rights in Data—General       MAY 2014 


52.228-3  Workers’ Compensation Insurance (Defense Base Act)  JUL 2014 


52.228-7  Insurance—Liability to Third Persons     MAR 1996 


52.228-8  Liability and Insurance—Leased Motor Vehicles    MAY 1999 
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52.229-8  Taxes—Foreign Cost-Reimbursement Contracts    MAR 1990 


52.230-2  Cost Accounting Standards       OCT 2015 


52.230-6  Administration of Cost Accounting Standards    JUN 2010 


52.232-1  Payments         APR 1984 


52.232-9  Limitation on Withholding of Payments     APR 1984 


52.232-17  Interest         MAY 2014 


52.232-18  Availability of Funds        APR 1984 


52.232-22  Limitation of Funds        APR 1984 


52.232-23  Assignment of Claims       MAY 2014 


52.232-25  Prompt Payment        JAN 2017 


52.232-33  Payment by Electronic Funds Transfer— 


System for Award Management      OCT 2018 


52.232-39  Unenforceability of Unauthorized Obligations    JUN 2013 


52.232-40 Providing Accelerated Payments to Small Business  


Subcontractors        DEC 2013 


52.233-1  Disputes         MAY 2014 


52.233-3 Protest after Award        AUG 1996 


52.233-3  Protest after Award Alternate I      JUN 1985 


52.233-4  Applicable Law for Breach of Contract Claim    OCT 2004 


52.236-5 Materials and Workmanship       APR 1984 


52.236-7 Permits and Responsibilities      NOV 1991 


52.236-18 Work Oversight in Cost-Reimbursement Construction Contracts APR 1984 


52.236-19 Organization and Direction of the Work    APR 1984 


52.237-3  Continuity of Services       JAN 1991 


52.237-9  Waiver of Limitation on Severance Payments to Foreign  


Nationals         MAY 2014 


52.242-1  Notice of Intent to Disallow Costs      APR 1984 


52.242-3  Penalties for Unallowable Costs      MAY 2014 


52.242-4  Certification of Final Indirect Costs      JAN 1997 


52.242-13  Bankruptcy         JUL 1995 


52.243-2  Changes—Cost-Reimbursement Alternate I     APR 1984 


52.244-2  Subcontracts         OCT 2010 


52.244-5  Competition in Subcontracting      DEC 1996 


52.244-6  Subcontracts for Commercial Items      AUG 2019 


52.245-1  Government Property        JAN 2017 


52.245-9  Use and Charges        APR 2012 


52.246-23  Limitation of Liability       FEB 1997 


52.246-25  Limitation of Liability—Services      FEB 1997 


52.247-63  Preference for U.S.-Flag Air Carriers     JUN 2003 


52.249-6 Termination (Cost Reimbursement)     MAY 2004 


52.249-14  Excusable Delays        APR 1984 


52.253-1  Computer Generated Forms       JAN 1991 


 
I.2 AIDAR 752.252-2 AIDAR CLAUSES INCORPORATED BY REFERENCE (MAR 2015) 


 







RFP No. 72066820R00004  


USAID/South Sudan Education for Peace, Recovery, and Resilience (EPRR) 


Page 51 of 85 


 


51 


 


This contract incorporates one or more clauses by reference, with the same force and effect as if 


they were given in full text. Upon request, the contracting officer will make their full text 


available. Also, the full text of all AIDAR solicitation provisions and contract clause is contained 


in the Code of Federal Regulations (CFR) located at 48 CFR chapter 7, and at the following Web 


address:  


http://www.usaid.gov/sites/default/files/documents/1868/aidar_0.pdf 


 


NUMBER  TITLE         DATE 


 


752.202-1 Definitions         JAN 1990 


752.204-2  Security Requirements       FEB 1999 


752.204-72  Access to USAID Facilities and USAID’s Information  


Systems         AUG 2013 


752.209-71  Organizational Conflicts of Interest Discovered After Award JUN 1993 


752.211-70 Language and Measurement       JUN 1992 


752.219-8  Utilization of Small Business Concerns and Small 


Disadvantaged Business Concerns      MAR 2015 


752.219-70  USAID Mentor-Protégé Program      JUL 2007 


752.222-70  USAID Disability Policy – Acquisition     DEC 2004 


752.225-70  Source and Nationality Requirements     FEB 2012 


752.228-7  Insurance—Liability to Third Persons     JUL 1997 


752.229-70  Federal, State and Local Taxes     DEC 2014 


752.231-71  Salary Supplements for Host Government Employees   MAR 2015 


752.231-72 Conference Planning and Required Approvals   AUG 2013 


752.7001  Biographical Data        JUL 1997 


752.7002  Travel and Transportation       JAN 1990 


752.7006  Notices         APR 1984 


752.7010  Conversion of U.S. Dollars to Local Currency    APR 1984 


752.7011  Orientation and Language Training      APR 1984 


752.7014  Notice of Changes in Travel Regulations     JAN 1990 


752.7015  Use of Pouch Facilities       JUL 199 


752.7018  Health and Accident Coverage for USAID Participant Trainees  JAN 1999 


752.7019  Participant Training        JAN 1999 


752.7023  Required Visa Form for USAID Participants    APR 1984 


752.7027  Personnel         DEC 1990 


752.7029  Post Privileges        JUL 1993 


752.7030  Inspection Trips by Contractor’s Officers and Executives   APR 1984 


752.7031  Leave and Holidays        OCT 1989  


752.7032  International travel approval and notification requirements   APR 2014   


752.7033 Physical Fitness        JUL 1997  


752.7034  Acknowledgment and Disclaimer      DEC 1991  


752.7035  Public Notices        DEC 1991  


752.7037  Child Safeguarding Standards      AUG 2016  
752.7038  Nondiscrimination Against End-Users of Supplies or Services   OCT 2016 


 
 



http://www.usaid.gov/sites/default/files/documents/1868/aidar_0.pdf
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I.3 752.242-70 PERIODIC PROGRESS REPORTS (OCT 2007) 


 


a. The Contractor shall prepare and submit progress reports as specified in the contract schedule. These 


reports are separate from the interim and final performance evaluation reports prepared by USAID in 


accordance with FAR 42.15 and internal Agency procedures, but they may be used by USAID 


personnel or their authorized representatives when evaluating the Contractor's performance. 


 


b. During any delay in furnishing a progress report required under this contract, the Contracting 


Officermay withhold from payment an amount not to exceed US$25,000 (or local currency 


equivalent) or 5 percent of the amount of this contract, whichever is less, until such time as the 


Contractor submits the report or the Contracting Officer determines that the delay no longer has a 


detrimental effect on the Government's ability to monitor the Contractor's progress. 


 
I.4 752.225-70 SOURCE AND NATIONALITY REQUIREMENTS (FEB 2012) 


 


a. Except as may be specifically approved by the Contracting Officer, the Contractor must procure all 


commodities (e.g., equipment, materials, vehicles, supplies) and services (including commodity 


transportation services) in accordance with the requirements at 22 CFR Part 228 “Rules on 


Procurement of Commodities and Services Financed by USAID Federal Program Funds.” The 


authorized source for procurement is Geographic Code 937 unless otherwise specified in the schedule 


of this contract. Guidance on eligibility of specific goods or services may be obtained from the 


Contracting Officer. 


b. Ineligible goods and services. The Contractor must not procure any of the following goods or services 


under this contract: 


 


(1) Military equipment 


(2) Surveillance equipment 


(3) Commodities and services for support of police and other law enforcement activities 


(4) Abortion equipment and services 


(5) Luxury goods and gambling equipment, or 


(6) Weather modification equipment. 


 


c. Restricted goods. The Contractor must obtain prior written approval of the Contracting Officer or 


comply with required procedures under an applicable waiver as provided by the Contracting Officer 


when procuring any of the following goods or services: 


 


(1) Agricultural commodities, 


(2) Motor vehicles, 


(3) Pharmaceuticals and contraceptive items 


(4) Pesticides, 


(5) Fertilizer, 


(6) Used equipment, or 


(7) U.S. government-owned excess property. 


 


If USAID determines that the Contractor has procured any of these specific restricted goods 


under this contract without the prior written authorization of the Contracting Officer or fails to 


comply with required procedures under an applicable waiver as provided by the Contracting 
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Officer, and has received payment for such purposes, the Contracting Officer may require the 


Contractor to refund the entire amount of the purchase. 


 
I.5 FAR 52.204-1 APPROVAL OF CONTRACT (DEC 1989) 


 


This contract is subject to the written approval of the Contracting Officer and shall not be 


binding until so approved. 


 
I.6 FAR 52.243-7 NOTIFICATION OF CHANGES (JAN 2017) 


 
(a) Definitions. “Contracting Officer,” as used in this clause, does not include any representative of 


the Contracting Officer.  


 


“Specifically Authorized Representative (SAR),” as used in this clause, means any person the 


Contracting Officer has so designated by written notice (a copy of which shall be provided to the 


Contractor) which shall refer to this paragraph and shall be issued to the designated 


representative before the SAR exercises such authority. 


 
(b) Notice. The primary purpose of this clause is to obtain prompt reporting of Government conduct 


that the Contractor considers to constitute a change to this contract. Except for changes identified 


as such in writing and signed by the Contracting Officer, the Contractor shall notify the 


Administrative Contracting Officer in writing promptly, within three calendar days from the date 


that the Contractor identifies any Government conduct (including actions, inactions, and written 


or oral communications) that the Contractor regards as a change to the contract terms and 


conditions. On the basis of the most accurate information available to the Contractor, the notice 


shall state—  


(1) The date, nature, and circumstances of the conduct regarded as a change; 


(2) The name, function, and activity of each Government individual and Contractor 


official or employee involved in or knowledgeable about such conduct; 


(3) The identification of any documents and the substance of any oral 


communication involved in such conduct; 


(4) In the instance of alleged acceleration of scheduled performance or delivery, the 


basis upon which it arose; 


(5) The particular elements of contract performance for which the Contractor may 


seek an equitable adjustment under this clause, including— 


(i) What line items have been or may be affected by the alleged change; 


(ii) What labor or materials or both have been or may be added, deleted, or wasted by the alleged 


change; 


(iii) To the extent practicable, what delay and disruption in the manner and sequence of performance 


and effect on continued performance have been or may be caused by the alleged change; 


(iv) What adjustments to contract price, delivery schedule, and other provisions affected by the 


alleged change are estimated; and 


(6) The Contractor’s estimate of the time by which the Government must respond to 


the Contractor’s notice to minimize cost, delay or disruption of performance. 


 


(c) Continued performance. Following submission of the notice required by paragraph (b) of this 


clause, the Contractor shall diligently continue performance of this contract to the maximum 


extent possible in accordance with its terms and conditions as construed by the Contractor, unless 


the notice reports a direction of the Contracting Officer or a communication from a SAR of the 
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Contracting Officer, in either of which events the Contractor shall continue performance; 


provided, however, that if the Contractor regards the direction or communication as a change as 


described in paragraph (b) of this clause, notice shall be given in the manner provided. All 


directions, communications, interpretations, orders and similar actions of the SAR shall be 


reduced to writing promptly and copies furnished to the Contractor and to the Contracting 


Officer. The Contracting Officer shall promptly countermand any action which exceeds the 


authority of the SAR. 


 


(d) Government response. The Contracting Officer shall promptly, within ten calendar days after 


receipt of notice, respond to the notice in writing. In responding, the Contracting Officer shall 


either— 


(1) Confirm that the conduct of which the Contractor gave notice constitutes a change and when 


necessary direct the mode of further performance; 


(2) Countermand any communication regarded as a change; 


(3) Deny that the conduct of which the Contractor gave notice constitutes a change and when 


necessary direct the mode of further performance; or 


(4) In the event the Contractor’s notice information is inadequate to make a decision under 


paragraphs (d)(1), (2), or (3) of this clause, advise the Contractor what additional information is 


required, and establish the date by which it should be furnished and the date thereafter by which 


the Government will respond. 


 


(e) Equitable adjustments.  


(1) If the Contracting Officer confirms that Government conduct effected a change as 


alleged by the Contractor, and the conduct causes an increase or decrease in the 


Contractor’s cost of, or the time required for, performance of any part of the work under 


this contract, whether changed or not changed by such conduct, an equitable adjustment 


shall be made— 


i. In the contract price or delivery schedule or both; and 


ii. In such other provisions of the contract as may be affected. 


(2) The contract shall be modified in writing accordingly. In the case of drawings, designs or 


specifications which are defective and for which the Government is responsible, the 


equitable adjustment shall include the cost and time extension for delay reasonably 


incurred by the Contractor in attempting to comply with the defective drawings, designs 


or specifications before the Contractor identified, or reasonably should have identified, 


such defect. When the cost of property made obsolete or excess as a result of a change 


confirmed by the Contracting Officer under this clause is included in the equitable 


adjustment, the Contracting Officer shall have the right to prescribe the manner of 


disposition of the property. The equitable adjustment shall not include increased costs or 


time extensions for delay resulting from the Contractor’s failure to provide notice or to 


continue performance as provided, respectively, in paragraphs (b) and (c) of this clause. 


 


NOTE: The phrases “contract price” and “cost” wherever they appear in the clause, may be 


appropriately modified to apply to cost-reimbursement or incentive contracts, or to combinations 


thereof. 


 
I.7 FAR 52.247-67 SUBMISSION OF TRANSPORTATION DOCUMENTS FOR AUDIT 


(FEB 2006) 


 


The Contractor shall submit to the address identified below, for prepayment audit, transportation 


documents on which the United States will assume freight charges that were paid—  
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1. By the Contractor under a cost-reimbursement contract; and  


2. By a first-tier subcontractor under a cost reimbursement subcontract thereunder.  


Cost-reimbursement Contractors shall only submit for audit those bills of lading with freight 


shipment charges exceeding $100. Bills under $100 shall be retained on-site by the Contractor 


and made available for on-site audits. This exception only applies to freight shipment bills and is 


not intended to apply to bills and invoices for any other transportation services.  


Contractors shall submit the above referenced transportation documents to:  


Transportation Division Office of Acquisition and Assistance, 


RRB 7.09-006 US Agency for International Development 


Washington, DC 20523 


 
I.8 AIDAR 752.245-70 GOVERNMENT PROPERTY—USAID REPORTING 


REQUIREMENTS (OCTOBER 2017) 


 
(a) (1) The term Government-furnished property, wherever it appears in the following clause, shall 


mean (i) non-expendable personal property owned by or leased to the U.S. Government and 


furnished to the contractor, and (ii) personal property furnished either prior to or during the 


performance of this contract by any U.S. Government accountable officer to the contractor for use 


in connection with performance of this contract and identified by such officer as accountable. All 


mobile Information Technology (IT) equipment, including but not limited to, mobile phones (e.g. 


smartphones), laptops, tablets, and encrypted devices provided as government furnished property, 


title to which vests in the U.S. Government, are considered accountable personal property. 


(2) The term Government property, wherever it appears in the following clause, shall mean 


Government-furnished property, Contractor acquired mobile IT equipment and non-


expendable personal property title to which vests in the U.S. Government under this 


contract. 


(3) Non-expendable personal property, for purposes of this contract, is defined as personal 


property that is complete in itself, does not lose its identity or become a component part 


of another article when put into use; is durable, with an expected service life of two years 


or more; and that has a unit cost of more than $500. 


(b) Reporting Requirement: to be inserted following the text of the (48 CFR) FAR clause. 


Reporting Requirements: The contractor will submit an annual report on all non- expendable 


property in a form and manner acceptable to USAID substantially as follows: 


 


ANNUAL REPORT OF GOVERNMENT PROPERTY  


IN CONTRACTOR'S CUSTODY 
[Name of contractor as of (end of contract year), 20XX] 


 


  


 


Motor 


vehicles 


Furniture and 


furnishings— 


 


 


Other 


Government  


Office 


Living 


quarters 


A. Value of property as of last report     


B. Transactions during this reporting period     
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1. Acquisitions (add):     


a. Contractor acquired property1     


b. Government furnished2     


c. Transferred from others, without 


reimbursement3 


    


2. Disposals (deduct):     


a. Returned to USAID     


b. Transferred to USAID—contractor 


purchased 


    


c. Transferred to other Government agencies3     


d. Other disposals3     


C. Value of property as of reporting date     


 


1 Non-expendable property and all mobile IT equipment.2Government furnished property listed in 


this Contract as nonexpendable or accountable, including all mobile IT equipment. 


3Explain if transactions were not processed through or otherwise authorized by USAID. 


Property Inventory Verifications 


 


I attest that (1) physical inventories of Government property are taken not less frequently than 


annually; (2) the accountability records maintained for Government property in our possession 


are in agreement with such inventories; and (3) the total of the detailed accountability records 


maintained agrees with the property value shown opposite line C above, and the estimated 


average age of each category of property is as cited opposite line D above. 


 


Authorized Signature 


 
 


I.9 AIDAR 752.7101 VOLUNTARY POPULATION PLANNING ACTIVITIES (JUNE 2008) 


 


a) Requirements for Voluntary Sterilization Program. None of the funds made available under 


this Contract shall be used to pay for the performance of involuntary sterilization as a method of 


family planning or to coerce or provide any financial incentive to any individual to practice 


sterilization. 


 


b) Prohibition on Abortion-Related Activities. 
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1) No funds made available under this Contract will be used to finance, support, or be attributed 


to the following activities: (i) procurement or distribution of equipment intended to be used for 


the purpose of inducing abortions as a method of family planning; (ii) special fees or incentives 


to any person to coerce or motivate them to have abortions; (iii) payments to persons to perform 


abortions or to solicit persons to undergo abortions; (iv) information, education, training, or 


communication programs that seek to promote abortion as a method of family Planning ; and (v) 


lobbying for or against abortion. The term “motivate”, as it relates to family planning assistance, 


shall not be construed to prohibit the provision, consistent with local law, of information or 


counseling about all pregnancy options. 


2) No funds made available under this Contract will be used to pay for any biomedical research 


which relates, in whole or in part, to methods of, or the performance of, abortions or involuntary 


sterilizations as a means of family planning. Epidemiologic or descriptive research to assess the 


incidence, extent or consequences of abortions is not precluded. 


 
c) The Contractor shall insert this provision in all subcontracts. 


 


 


 


[END OF SECTION I] 
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PART III - SECTION J: LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 


 


Title Attachment Number 


Budget Template 1 


Contractor Employee Biographical Data Sheet – Form No. 


AID 1420-17 


2 


Past Performance Information Sheet 3 


Initial Environmental Examination 4 


South Sudan Strategic Framework Graphic 5 


South Sudan Strategic Framework Summary Paper 6 


South Sudan School Construction Standards 2016 7 


 


 


 


[END OF SECTION J] 
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PART IV: REPRESENTATIONS AND INSTRUCTIONS 


 


SECTION K - REPRESENTATIONS, CERTIFICATIONS AND OTHER STATEMENTS OF 


OFFERORS 


 


 
K.1 FAR 52.204-8 ANNUAL REPRESENTATIONS AND CERTIFICATIONS (MAR 2020) 


 


(a) (1) The North American Industry Classification System (NAICS) code for this acquisition is 


541990. 


           (2) The small business size standard is $16.5 million. 


           (3) The small business size standard for a concern which submits an offer in its own 


name, other than on a construction or service contract, but which proposes to furnish a product 


which it did not itself manufacture, is 500 employees. 


      (b) (1) If the provision at 52.204-7, System for Award Management, is included in this 


solicitation, paragraph (d) of this provision applies. 


           (2) If the provision at 52.204-7, System for Award Management, is not included in this 


solicitation, and the Offeror has an active registration in the System for Award Management 


(SAM), the Offeror may choose to use paragraph (d) of this provision instead of completing the 


corresponding individual representations and certifications in the solicitation. The Offeror shall 


indicate which option applies by checking one of the following boxes: 


                (i) □ Paragraph (d) applies. 


                (ii) □ Paragraph (d) does not apply and the offeror has completed the individual 


representations and certifications in the solicitation. 


      (c) (1) The following representations or certifications in SAM are applicable to this 


solicitation as indicated: 


                (i) 52.203-2, Certificate of Independent Price Determination. This provision applies to 


solicitations when a firm-fixed-price contract or fixed-price contract with economic price 


adjustment is contemplated, unless– 


                     (A) The acquisition is to be made under the simplified acquisition procedures 


in part  13; 


                     (B) The solicitation is a request for technical proposals under two-step sealed 


bidding procedures; or 


                     (C) The solicitation is for utility services for which rates are set by law or 


regulation. 


                (ii) 52.203-11, Certification and Disclosure Regarding Payments to Influence Certain 


Federal Transactions. This provision applies to solicitations expected to exceed $150,000. 


                (iii) 52.203-18, Prohibition on Contracting with Entities that Require Certain Internal 


Confidentiality Agreements or Statements-Representation. This provision applies to all 


solicitations. 


                (iv) 52.204-3, Taxpayer Identification. This provision applies to solicitations that do 


not include the provision at 52.204-7, System for Award Management. 


                (v) 52.204-5, Women-Owned Business (Other Than Small Business). This provision 


applies to solicitations that- 



https://www.acquisition.gov/content/52204-7-system-award-management#i1063838

https://www.acquisition.gov/content/52204-7-system-award-management#i1063838

https://www.acquisition.gov/content/52203-2-certificate-independent-price-determination#i1063268

https://www.acquisition.gov/content/part-13-simplified-acquisition-procedures#i1112458

https://www.acquisition.gov/content/52203-11-certification-and-disclosure-regarding-payments-influence-certain-federal-transactions#i1063408

https://www.acquisition.gov/content/52203-18-prohibition-contracting-entities-require-certain-internal-confidentiality-agreements-or-statements-representation#i52_203-18

https://www.acquisition.gov/content/52204-3-taxpayer-identification#i1063736

https://www.acquisition.gov/content/52204-7-system-award-management#i1063838

https://www.acquisition.gov/content/52204-5-women-owned-business-other-small-business#i1063796
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                     (A) Are not set aside for small business concerns; 


                     (B) Exceed the simplified acquisition threshold; and 


                     (C) Are for contracts that will be performed in the United States or its outlying 


areas. 


                (vi) 52.204-26, Covered Telecommunications Equipment or Services-Representation. 


This provision applies to all solicitations. 


                (vii) 52.209-2, Prohibition on Contracting with Inverted Domestic Corporations-


Representation. 


                (viii) 52.209-5, Certification Regarding Responsibility Matters. This provision applies 


to solicitations where the contract value is expected to exceed the simplified acquisition 


threshold. 


                (ix) 52.209-11, Representation by Corporations Regarding Delinquent Tax Liability or 


a Felony Conviction under any Federal Law. This provision applies to all solicitations. 


                (x) 52.214-14, Place of Performance-Sealed Bidding. This provision applies to 


invitations for bids except those in which the place of performance is specified by the 


Government. 


                (xi) 52.215-6, Place of Performance. This provision applies to solicitations unless the 


place of performance is specified by the Government. 


                (xii) 52.219-1, Small Business Program Representations (Basic, Alternates I, and II). 


This provision applies to solicitations when the contract will be performed in the United States or 


its outlying areas. 


                     (A) The basic provision applies when the solicitations are issued by other than 


DoD, NASA, and the Coast Guard. 


                     (B) The provision with its Alternate I applies to solicitations issued by DoD, 


NASA, or the Coast Guard. 


                     (C) The provision with its Alternate II applies to solicitations that will result in a 


multiple-award contract with more than one NAICS code assigned. 


                (xiii) 52.219-2, Equal Low Bids. This provision applies to solicitations when 


contracting by sealed bidding and the contract will be performed in the United States or its 


outlying areas. 


                (xiv) 52.222-22, Previous Contracts and Compliance Reports. This provision applies to 


solicitations that include the clause at 52.222-26, Equal Opportunity. 


                (xv) 52.222-25, Affirmative Action Compliance. This provision applies to 


solicitations, other than those for construction, when the solicitation includes the clause 


at 52.222-26, Equal Opportunity. 


                (xvi) 52.222-38, Compliance with Veterans’ Employment Reporting Requirements. 


This provision applies to solicitations when it is anticipated the contract award will exceed the 


simplified acquisition threshold and the contract is not for acquisition of commercial items. 


                (xvii) 52.223-1, Biobased Product Certification. This provision applies to solicitations 


that require the delivery or specify the use of USDA–designated items; or include the clause 


at 52.223-2, Affirmative Procurement of Biobased Products Under Service and Construction 


Contracts. 


                (xviii) 52.223-4, Recovered Material Certification. This provision applies to 


solicitations that are for, or specify the use of, EPA–designated items. 


                (xix) 52.223-22, Public Disclosure of Greenhouse Gas Emissions and Reduction 


Goals-Representation. This provision applies to solicitations that include the clause at 52.204-7.) 



https://www.acquisition.gov/content/52204-26-covered-telecommunications-equipment-or-services-representation#id19CAC0P0ESS

https://www.acquisition.gov/content/52209-2-prohibition-contracting-inverted-domestic-corporations-representation#i1062479

https://www.acquisition.gov/content/52209-5-certification-regarding-responsibility-matters#i1062558

https://www.acquisition.gov/content/52209-11-representation-corporations-regarding-delinquent-tax-liability-or-felony-conviction-under-any-federal-law#id165RA0UH01A

https://www.acquisition.gov/content/52214-14-place-performance-sealed-bidding#i1059991

https://www.acquisition.gov/content/52215-6-place-performance#i1059247

https://www.acquisition.gov/content/52219-1-small-business-program-representations#i1057235

https://www.acquisition.gov/content/52219-2-equal-low-bids#i1057302

https://www.acquisition.gov/content/52222-22-previous-contracts-and-compliance-reports#i1055729

https://www.acquisition.gov/content/52222-26-equal-opportunity#i1055793

https://www.acquisition.gov/content/52222-25-affirmative-action-compliance#i1055782

https://www.acquisition.gov/content/52222-26-equal-opportunity#i1055793

https://www.acquisition.gov/content/52222-38-compliance-veterans%E2%80%99-employment-reporting-requirements#i1056289

https://www.acquisition.gov/content/52223-1-biobased-product-certification#i1052963

https://www.acquisition.gov/content/52223-2-affirmative-procurement-biobased-products-under-service-and-construction-contracts#i1052973

https://www.acquisition.gov/content/52223-4-recovered-material-certification#i1053040

https://www.acquisition.gov/content/52223-22-public-disclosure-greenhouse-gas-emissions-and-reduction-goals-representation#CDCHDCIFF4

https://www.acquisition.gov/content/52204-7-system-award-management#i1063838
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                (xx) 52.225-2, Buy American Certificate. This provision applies to solicitations 


containing the clause at 52.225-1. 


                (xxi) 52.225-4, Buy American-Free Trade Agreements-Israeli Trade Act Certificate. 


(Basic, Alternates I, II, and III.) This provision applies to solicitations containing the clause 


at 52.225-3. 


                     (A) If the acquisition value is less than $25,000, the basic provision applies. 


                     (B) If the acquisition value is $25,000 or more but is less than $50,000, the 


provision with its Alternate I applies. 


                     (C) If the acquisition value is $50,000 or more but is less than $83,099, the 


provision with its Alternate II applies. 


                     (D) If the acquisition value is $83,099 or more but is less than $100,000, the 


provision with its Alternate III applies. 


                (xxii) 52.225-6, Trade Agreements Certificate. This provision applies to solicitations 


containing the clause at 52.225-5. 


                (xxiii) 52.225-20, Prohibition on Conducting Restricted Business Operations in Sudan-


Certification. This provision applies to all solicitations. 


                (xxiv) 52.225-25, Prohibition on Contracting with Entities Engaging in Certain 


Activities or Transactions Relating to Iran-Representation and Certifications. This provision 


applies to all solicitations. 


                (xxv) 52.226-2, Historically Black College or University and Minority Institution 


Representation. This provision applies to solicitations for research, studies, supplies, or services 


of the type normally acquired from higher educational institutions. 


           (2) The following representations or certifications are applicable as indicated by the 


Contracting Officer: 


          [Contracting Officer check as appropriate.] 


                  _x_ (i) 52.204-17, Ownership or Control of Offeror. 


                  _x_ (ii) 52.204-20, Predecessor of Offeror. 


                  __ (iii) 52.222-18, Certification Regarding Knowledge of Child Labor for Listed End 


Products. 


                  __ (iv) 52.222-48, Exemption from Application of the Service Contract Labor 


Standards to Contracts for Maintenance, Calibration, or Repair of Certain Equipment- 


Certification. 


                  __ (v) 52.222-52, Exemption from Application of the Service Contract Labor 


Standards to Contracts for Certain Services-Certification. 


                  __ (vi) 52.223-9, with its Alternate I, Estimate of Percentage of Recovered Material 


Content for EPA–Designated Products (Alternate I only). 


                  __ (vii) 52.227-6, Royalty Information. 


                  ____ (A) Basic. 


                  ____ (B) Alternate I. 


                  __ (viii) 52.227-15, Representation of Limited Rights Data and Restricted Computer 


Software. 


      (d) The offeror has completed the annual representations and certifications electronically in 


SAM website accessed through https://www.sam.gov. After reviewing the SAM information, the 


offeror verifies by submission of the offer that the representations and certifications currently 


posted electronically that apply to this solicitation as indicated in paragraph (c) of this provision 


have been entered or updated within the last 12 months, are current, accurate, complete, and 



https://www.acquisition.gov/content/52225-2-buy-american-certificate#i1053411

https://www.acquisition.gov/content/52225-1-buy-american-supplies#i1053372

https://www.acquisition.gov/content/52225-4-buy-american-free-trade-agreements-israeli-trade-act-certificate#i1053526

https://www.acquisition.gov/content/52225-3-buy-american-free-trade-agreements-israeli-trade-act#i1053446

https://www.acquisition.gov/content/52225-6-trade-agreements-certificate#i1053693

https://www.acquisition.gov/content/52225-5-trade-agreements#i1053648

https://www.acquisition.gov/content/52225-20-prohibition-conducting-restricted-business-operations-sudan-certification#i1054426

https://www.acquisition.gov/content/52225-25-prohibition-contracting-entities-engaging-certain-activities-or-transactions-relating-iran-representation-and-certifications#i1054876

https://www.acquisition.gov/content/52226-2-historically-black-college-or-university-and-minority-institution-representation#i1054999

https://www.acquisition.gov/content/52204-17-ownership-or-control-offeror#i1064305

https://www.acquisition.gov/content/52204-20-predecessor-offeror#id165VE00099X

https://www.acquisition.gov/content/52222-18-certification-regarding-knowledge-child-labor-listed-end-products#i1055635

https://www.acquisition.gov/content/52222-48-exemption-application-service-contract-labor-standards-contracts-maintenance-calibration-or-repair-certain-equipment-certification#i1056493

https://www.acquisition.gov/content/52222-52-exemption-application-service-contract-labor-standards-contracts-certain-services-certification#i1056701

https://www.acquisition.gov/content/52223-9-estimate-percentage-recovered-material-content-epa-designated-items#i1053138

https://www.acquisition.gov/content/52227-6-royalty-information#i1052268

https://www.acquisition.gov/content/52227-15-representation-limited-rights-data-and-restricted-computer-software#i1052648

https://www.sam.gov/
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applicable to this solicitation (including the business size standard applicable to the NAICS code 


referenced for this solicitation), as of the date of this offer and are incorporated in this offer by 


reference (see FAR 4.1201); except for the changes identified below [offeror to insert changes, 


identifying change by clause number, title, date]. These amended representation(s) and/or 


certification(s) are also incorporated in this offer and are current, accurate, and complete as of 


the date of this offer. 


FAR Clause #    Title  Date   Change  


______  ____ ___ _______ 


______  ____ ___ _______ 


 


Any changes provided by the offeror are applicable to this solicitation only, and do not result in 


an update to the representations and certifications posted on SAM. 


 
K.2 FAR 52.204-17 OWNERSHIP OR CONTROL OF OFFEROR (JUL 2016) 


 


 (a) Definitions. As used in this provision– 


      Commercial and Government Entity (CAGE) code means– 


           (1) An identifier assigned to entities located in the United States or its outlying areas by 


the Defense Logistics Agency (DLA) Commercial and Government Entity (CAGE) Branch to 


identify a commercial or government entity; or 


           (2) An identifier assigned by a member of the North Atlantic Treaty Organization 


(NATO) or by the NATO Support and Procurement Agency (NSPA) to entities located outside 


the United States and its outlying areas that the DLA Commercial and Government Entity 


(CAGE) Branch records and maintains in the CAGE master file. This type of code is known as a 


NATO CAGE (NCAGE) code. 


 


           Highest-level owner means the entity that owns or controls an immediate owner of the 


offeror, or that owns or controls one or more entities that control an immediate owner of the 


offeror. No entity owns or exercises control of the highest level owner. 


 


           Immediate owner means an entity, other than the offeror, that has direct control of the 


offeror. Indicators of control include, but are not limited to, one or more of the following: 


ownership or interlocking management, identity of interests among family members, shared 


facilities and equipment, and the common use of employees. 


 


      (b) The Offeror represents that it □ has or □ does not have an immediate owner. If the Offeror 


has more than one immediate owner (such as a joint venture), then the Offeror shall respond to 


paragraph (c) and if applicable, paragraph (d) of this provision for each participant in the joint 


venture. 


 


      (c) If the Offeror indicates “has” in paragraph (b) of this provision, enter the following 


information: 


     Immediate owner CAGE code: ____________________ 


     Immediate owner legal name: ______________________ 


     (Do not use a “doing business as” name) 


     Is the immediate owner owned or controlled by another entity?: □ Yes or □ No. 



https://www.acquisition.gov/content/41201-policy#i1121876





RFP No. 72066820R00004  


USAID/South Sudan Education for Peace, Recovery, and Resilience (EPRR) 


Page 63 of 85 


 


63 


 


 


      (d) If the Offeror indicates “yes” in paragraph (c) of this provision, indicating that the 


immediate owner is owned or controlled by another entity, then enter the following information: 


 Highest-level owner CAGE code: ___________________ 


     Highest-level owner legal name: ___________________ 


     (Do not use a “doing business as” name) 


 
K.3 FAR 52.204-20 PREDECESSOR OF OFFEROR (JUL 2016) 


 


 (a) Definitions. As used in this provision– 


      Commercial and Government Entity (CAGE) code means– 


           (1) An identifier assigned to entities located in the United States or its outlying areas by 


the Defense Logistics Agency (DLA) Commercial and Government Entity (CAGE) Branch to 


identify a commercial or government entity; or 


           (2) An identifier assigned by a member of the North Atlantic Treaty Organization 


(NATO) or by the NATO Support and Procurement Agency (NSPA) to entities located outside 


the United States and its outlying areas that the DLA Commercial and Government Entity 


(CAGE) Branch records and maintains in the CAGE master file. This type of code is known as a 


NATO CAGE (NCAGE) code. 


 


      Predecessor means an entity that is replaced by a successor and includes any predecessors of 


the predecessor. 


 


      Successor means an entity that has replaced a predecessor by acquiring the assets and 


carrying out the affairs of the predecessor under a new name (often through acquisition or 


merger). The term “successor” does not include new offices/divisions of the same company or a 


company that only changes its name. The extent of the responsibility of the successor for the 


liabilities of the predecessor may vary, depending on State law and specific circumstances. 


 


      (b) The Offeror represents that it □ is or □ is not a successor to a predecessor that held a 


Federal contract or grant within the last three years. 


 


      (c) If the Offeror has indicated “is” in paragraph (b) of this provision, enter the following 


information for all predecessors that held a Federal contract or grant within the last three years (if 


more than one predecessor, list in reverse chronological order): 


          Predecessor CAGE code:          (or mark “Unknown”). 


          Predecessor legal name:           . 


          (Do not use a “doing business as” name). 


 
K.4 FAR 52.204-24 REPRESENTATION REGARDING CERTAIN 


TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR EQUIPMENT 


(DEC 2019) 


 


The Offeror shall not complete the representation in this provision if the Offeror has represented 


that it “does not provide covered telecommunications equipment or services as a part of its 


offered products or services to the Government in the performance of any contract, subcontract, 
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or other contractual instrument” in the provision at 52.204-26, Covered Telecommunications 


Equipment or Services-Representation, or in paragraph (v) of the provision at 52.212-3, Offeror 


Representations and Certifications-Commercial Items. 


      (a) Definitions. As used in this provision— 


      “Covered telecommunications equipment or services”, “critical technology”, and “substantial 


or essential component” have the meanings provided in clause 52.204-25, Prohibition on 


Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. 


      (b) Prohibition. Section 889(a)(1)(A) of the John S. McCain National Defense Authorization 


Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after 


August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or 


obtain, any equipment, system, or service that uses covered telecommunications equipment or 


services as a substantial or essential component of any system, or as critical technology as part of 


any system. Contractors are not prohibited from providing— 


           (1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or 


interconnection arrangements; or 


           (2) Telecommunications equipment that cannot route or redirect user data traffic or permit 


visibility into any user data or packets that such equipment transmits or otherwise handles. 


      (c) Procedures. The Offeror shall review the list of excluded parties in the System for Award 


Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards 


for “covered telecommunications equipment or services”. 


      (d) Representation. The Offeror represents that it □ will, □ will not provide covered 


telecommunications equipment or services to the Government in the performance of any 


contract, subcontract or other contractual instrument resulting from this solicitation. 


      (e) Disclosures. If the Offeror has represented in paragraph (d) of this provision that it “will” 


provide covered telecommunications equipment or services”, the Offeror shall provide the 


following information as part of the offer— 


           (1) A description of all covered telecommunications equipment and services offered 


(include brand; model number, such as original equipment manufacturer (OEM) number, 


manufacturer part number, or wholesaler number; and item description, as applicable); 


           (2) Explanation of the proposed use of covered telecommunications equipment and 


services and any factors relevant to determining if such use would be permissible under the 


prohibition in paragraph (b) of this provision; 


           (3) For services, the entity providing the covered telecommunications services (include 


entity name, unique entity identifier, and Commercial and Government Entity (CAGE) code, if 


known); and 


           (4) For equipment, the entity that produced the covered telecommunications equipment 


(include entity name, unique entity identifier, CAGE code, and whether the entity was the OEM 


or a distributor, if known). 


 
K.5 FAR 52.204-26 COVERED TELECOMMUNICATIONS EQUIPMENT OR SERVICES – 


REPRESENTATION (DEC 2019) 


 


 (a) Definitions. As used in this provision, “covered telecommunications equipment or services” 


has the meaning provided in the clause 52.204-25, Prohibition on Contracting for Certain 


Telecommunications and Video Surveillance Services or Equipment. 



https://www.acquisition.gov/content/52204-26-covered-telecommunications-equipment-or-services-representation#id19CAC0P0ESS

https://www.acquisition.gov/content/52212-3-offeror-representations-and-certifications-commercial-items#i1060550

https://www.acquisition.gov/content/52204-25-prohibition-contracting-certain-telecommunications-and-video-surveillance-services-or-equipment#id1989I600I4C

https://www.sam.gov/

https://www.acquisition.gov/content/52204-25-prohibition-contracting-certain-telecommunications-and-video-surveillance-services-or-equipment#id1989I600I4C
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      (b) Procedures. The Offeror shall review the list of excluded parties in the System for Award 


Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards 


for “covered telecommunications equipment or services”. 


      (c) Representation. The Offeror represents that it □ does, □ does not provide covered 


telecommunications equipment or services as a part of its offered products or services to the 


Government in the performance of any contract, subcontract, or other contractual instrument. 


 


 
K.6  FAR 209-5 CERTIFICATION REGARDING RESPONSIBILITY MATTERS (OCT 2015) 


 


 (a) (1) The Offeror certifies, to the best of its knowledge and belief, that- 


                (i) The Offeror and/or any of its Principals- 


                     (A) Are□ are not□ presently debarred, suspended, proposed for debarment, or 


declared ineligible for the award of contracts by any Federal agency; 


                     (B) Have□ have not□, within a three-year period preceding this offer, been 


convicted of or had a civil judgment rendered against them for: commission of fraud or a 


criminal offense in connection with obtaining, attempting to obtain, or performing a public 


(Federal, State, or local) contract or subcontract; violation of Federal or State antitrust statutes 


relating to the submission of offers; or commission of embezzlement, theft, forgery, bribery, 


falsification or destruction of records, making false statements, tax evasion, violating Federal 


criminal tax laws, or receiving stolen property (if offeror checks “have”, the offeror shall also 


see 52.209-7, if included in this solicitation); 


                     (C) Are□ are not□ presently indicted for, or otherwise criminally or civilly charged 


by a governmental entity with, commission of any of the offenses enumerated in paragraph 


(a)(1)(i)(B) of this provision; 


                     (D) Have□, have not□, within a three-year period preceding this offer, been notified 


of any delinquent Federal taxes in an amount that exceeds $3,500 for which the liability remains 


unsatisfied. 


                          (1) Federal taxes are considered delinquent if both of the following criteria 


apply: 


                               (i) The tax liability is finally determined. The liability is finally determined if 


it has been assessed. A liability is not finally determined if there is a pending administrative or 


judicial challenge. In the case of a judicial challenge to the liability, the liability is not finally 


determined until all judicial appeal rights have been exhausted. 


                               (ii) The taxpayer is delinquent in making payment. A taxpayer is delinquent if 


the taxpayer has failed to pay the tax liability when full payment was due and required. A 


taxpayer is not delinquent in cases where enforced collection action is precluded. 


                          (2) Examples. 


                               (i) The taxpayer has received a statutory notice of deficiency, under I.R.C. § 


6212, which entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. This is 


not a delinquent tax because it is not a final tax liability. Should the taxpayer seek Tax Court 


review, this will not be a final tax liability until the taxpayer has exercised all judicial appeal 


rights. 


                               (ii) The IRS has filed a notice of Federal tax lien with respect to an assessed 


tax liability, and the taxpayer has been issued a notice under I.R.C. § 6320 entitling the taxpayer 


to request a hearing with the IRS Office of Appeals contesting the lien filing, and to further 



https://www.sam.gov/

https://www.acquisition.gov/content/52209-7-information-regarding-responsibility-matters#i1062621
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appeal to the Tax Court if the IRS determines to sustain the lien filing. In the course of the 


hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer has 


had no prior opportunity to contest the liability. This is not a delinquent tax because it is not a 


final tax liability. Should the taxpayer seek tax court review, this will not be a final tax liability 


until the taxpayer has exercised all judicial appeal rights. 


                               (iii) The taxpayer has entered into an installment agreement pursuant to 


I.R.C. § 6159. The taxpayer is making timely payments and is in full compliance with the 


agreement terms. The taxpayer is not delinquent because the taxpayer is not currently required to 


make full payment. 


                               (iv) The taxpayer has filed for bankruptcy protection. The taxpayer is not 


delinquent because enforced collection action is stayed under 11 U.S.C. 362 (the Bankruptcy 


Code). 


                (ii) The Offeror has  has not , within a three-year period preceding this offer, had 


one or more contracts terminated for default by any Federal agency. 


           (2) “Principal,” for the purposes of this certification, means an officer, director, owner, 


partner, or a person having primary management or supervisory responsibilities within a business 


entity (e.g., general manager; plant manager; head of a division or business segment; and similar 


positions). 


          This Certification Concerns a Matter Within the Jurisdiction of an Agency of the United 


States and the Making of a False, Fictitious, or Fraudulent Certification May Render the Maker 


Subject to Prosecution Under Section 1001, Title 18, United States Code. 


      (b) The Offeror shall provide immediate written notice to the Contracting Officer if, at any 


time prior to contract award, the Offeror learns that its certification was erroneous when 


submitted or has become erroneous by reason of changed circumstances. 


      (c) A certification that any of the items in paragraph (a) of this provision exists will not 


necessarily result in withholding of an award under this solicitation. However, the certification 


will be considered in connection with a determination of the Offeror’s responsibility. Failure of 


the Offeror to furnish a certification or provide such additional information as requested by the 


Contracting Officer may render the Offeror nonresponsible. 


      (d) Nothing contained in the foregoing shall be construed to require establishment of a 


system of records in order to render, in good faith, the certification required by paragraph (a) of 


this provision. The knowledge and information of an Offeror is not required to exceed that which 


is normally possessed by a prudent person in the ordinary course of business dealings. 


      (e) The certification in paragraph (a) of this provision is a material representation of fact 


upon which reliance was placed when making award. If it is later determined that the Offeror 


knowingly rendered an erroneous certification, in addition to other remedies available to the 


Government, the Contracting Officer may terminate the contract resulting from this solicitation 


for default. 


 
K.7 FAR 209-7 INFORMATION REGARDING RESPONSIBILITY MATTERS (OCT 2018) 


 


 (a) Definitions. As used in this provision— 


      Administrative proceeding means a non-judicial process that is adjudicatory in nature in 


order to make a determination of fault or liability (e.g., Securities and Exchange Commission 


Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed 


Services Board of Contract Appeals Proceedings). This includes administrative proceedings at 
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the Federal and State level but only in connection with performance of a Federal contract or 


grant. It does not include agency actions such as contract audits, site visits, corrective plans, or 


inspection of deliverables. 


      Federal contracts and grants with total value greater than $10,000,000 means— 


           (1) The total value of all current, active contracts and grants, including all priced options; 


and 


           (2) The total value of all current, active orders including all priced options under 


indefinite-delivery, indefinite-quantity, 8(a), or requirements contracts (including task and 


delivery and multiple-award Schedules). 


           Principal means an officer, director, owner, partner, or a person having primary 


management or supervisory responsibilities within a business entity (e.g., general manager; plant 


manager; head of a division or business segment; and similar positions). 


      (b) The offeror □ has □ does not have current active Federal contracts and grants with total 


value greater than $10,000,000. 


      (c) If the offeror checked “has” in paragraph (b) of this provision, the offeror represents, by 


submission of this offer, that the information it has entered in the Federal Awardee Performance 


and Integrity Information System (FAPIIS) is current, accurate, and complete as of the date of 


submission of this offer with regard to the following information: 


           (1) Whether the offeror, and/or any of its principals, has or has not, within the last five 


years, in connection with the award to or performance by the offeror of a Federal contract or 


grant, been the subject of a proceeding, at the Federal or State level that resulted in any of the 


following dispositions: 


                (i) In a criminal proceeding, a conviction. 


                (ii) In a civil proceeding, a finding of fault and liability that results in the payment of a 


monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or more. 


                (iii) In an administrative proceeding, a finding of fault and liability that results in– 


                     (A) The payment of a monetary fine or penalty of $5,000 or more; or 


                     (B) The payment of a reimbursement, restitution, or damages in excess of $100,000. 


                (iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by 


consent or compromise with an acknowledgment of fault by the Contractor if the proceeding 


could have led to any of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of 


this provision. 


           (2) If the offeror has been involved in the last five years in any of the occurrences listed in 


(c)(1) of this provision, whether the offeror has provided the requested information with regard 


to each occurrence. 


      (d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this 


provision in FAPIIS as required through maintaining an active registration in the System for 


Award Management, which can be accessed viahttps://www.sam.gov (see 52.204-7). 


 
K.8 52.209-11 REPRESENTATION BY CORPORATIONS REGARDING DELINQUENT 


TAX LIABILITY OR A FELONY CONVICTION UNDER ANY FEDERAL LAW (FEB 2016) 


 


 (a) As required by sections 744 and 745 of Division E of the Consolidated and Further 


Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in 


subsequent appropriations acts, the Government will not enter into a contract with any 


corporation that– 



https://www.sam.gov/

https://www.acquisition.gov/content/52204-7-system-award-management#i1063838
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           (1) Has any unpaid Federal tax liability that has been assessed, for which all judicial and 


administrative remedies have been exhausted or have lapsed, and that is not being paid in a 


timely manner pursuant to an agreement with the authority responsible for collecting the tax 


liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has 


considered suspension or debarment of the corporation and made a determination that suspension 


or debarment is not necessary to protect the interests of the Government; or 


           (2) Was convicted of a felony criminal violation under any Federal law within the 


preceding 24 months, where the awarding agency is aware of the conviction, unless an agency 


has considered suspension or debarment of the corporation and made a determination that this 


action is not necessary to protect the interests of the Government. 


      (b) The Offeror represents that– 


           (1) It is □is not □ a corporation that has any unpaid Federal tax liability that has been 


assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, 


and that is not being paid in a timely manner pursuant to an agreement with the authority 


responsible for collecting the tax liability; and 


           (2) It is □is not □ a corporation that was convicted of a felony criminal violation under a 


Federal law within the preceding 24 months. 


 
K.9 52.209-13 VIOLATION OF ARMS CONTROL TREATIES OR AGREEMENTS- 


CERTIFICATION (JUNE 2018) 


 


(a) This provision does not apply to acquisitions below the simplified acquisition threshold or to 


acquisitions of commercial items as defined at FAR 2.101. 


(b) Certification. [Offeror shall check either (1) or (2).] 


_ (1) The Offeror certifies that– 


(i) It does not engage and has not engaged in any activity that contributed to or was a significant 


factor in the President's or Secretary of State's determination that a foreign country is in violation 


of its obligations undertaken in any arms control, nonproliferation, or disarmament agreement to 


which the United States is a party, or is not adhering to its arms control, nonproliferation, or 


disarmament commitments in which the United States is a participating state. The determinations 


are described in the most recent unclassified annual report provided to Congress pursuant to 


section 403 of the Arms Control and Disarmament Act (22 U.S.C. 2593a). The report is available 


via the Internet at https://www.state.gov/t/avc/rls/rpt/; and; 


(ii) No entity owned or controlled by the Offeror has engaged in any activity that contributed to or 


was a significant factor in the President's or Secretary of State's determination that a foreign 


country is in violation of its obligations undertaken in any arms control, nonproliferation, or 


disarmament agreement to which the United States is a party, or is not adhering to its arms 


control, nonproliferation, or disarmament commitments in which the United States is a 


participating state. The determinations are described in the most recent unclassified annual report 


provided to Congress pursuant to section 403 of the Arms Control and Disarmament Act (22 


U.S.C. 2593a). The report is available via the Internet at https://www.state.gov/t/avc/rls/rpt/; or     


 


_(2) The Offeror is providing separate information with its offer in accordance with paragraph 


(d)(2) of this provision.   


 


(c) Procedures for reviewing the annual unclassified report (see paragraph (b)(1) of this provision). For 


clarity, references to the report in this sub-section refer to the entirety of the annual unclassified 



https://www.state.gov/t/avc/rls/rpt

https://www.state.gov/t/avc/rls/rpt
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report, including any separate reports that are incorporated by reference into the annual unclassified 


report. 


 


(1) Check the table of contents of the annual unclassified report and the country section headings of 


the reports incorporated by reference to identify the foreign countries listed there. Determine 


whether the Offeror or any person owned or controlled by the Offeror may have engaged in any 


activity related to one or more of such foreign countries. 


 


(2) If there may have been such activity, review all findings in the report associated with those 


foreign countries to determine whether or not each such foreign country was determined to be in 


violation of its obligations undertaken in an arms control, nonproliferation, or disarmament 


agreement to which the United States is a party, or to be not adhering to its arms control, 


nonproliferation, or disarmament commitments in which the United States is a participating state. 


For clarity, in the annual report an explicit certification of non-compliance is equivalent to a 


determination of violation. However, the following statements in the annual report are not 


equivalent to a determination of violation: 


 


(i) An inability to certify compliance. 


(ii) An inability to conclude compliance. 


(iii)A statement about compliance concerns. 


 


(3) If so, determine whether the Offeror or any person owned or controlled by the Offeror has 


engaged in any activity that contributed to or is a significant factor in the determination in the 


report that one or more of these foreign countries is in violation of its obligations undertaken in 


an arms control, nonproliferation, or disarmament agreement to which the United States is a 


party, or is not adhering to its arms control, nonproliferation, or disarmament commitments in 


which the United States is a participating state. Review the narrative for any such findings 


reflecting a determination of violation or non-adherence related to those foreign countries in the 


report, including the finding itself, and to the extent necessary, the conduct giving rise to the 


compliance or adherence concerns, the analysis of compliance or adherence concerns, and efforts 


to resolve compliance or adherence concerns. 


(4) The Offeror may submit any questions with regard to this report by email to 


NDAA1290Cert@state.gov. To the extent feasible, the Department of State will respond to such 


email inquiries within 3 business days. 


(d) Do not submit an offer unless– 


(1) A certification is provided in paragraph (b)(1) of this provision and submitted with the offer; or 


(2) In accordance with paragraph (b)(2) of this provision, the Offeror provides with its offer 


information that the President of the United States has– 


(i) Waived application under U.S.C. 2593e(d) or (e); or 


(ii) Determined under 22 U.S.C. 2593e(g)(2) that the entity has ceased all activities for which 


measures were imposed under 22 U.S.C.2593e(b). 


(e) Remedies. The certification in paragraph (b)(1) of this provision is a material representation of fact 


upon which reliance was placed when making award. If it is later determined that the Offeror 


knowingly submitted a false certification, in addition to other remedies available to the Government, 


such as suspension or debarment, the Contracting Officer may terminate any contract resulting from 


the false certification.  


 
K.10 52.222-22 PREVIOUS CONTRACTS AND COMPLIANCE REPORTS (FEB 1999) 


 



mailto:NDAA1290Cert@state.gov
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The offeror represents that- 


 


(a) It [ ] has, [ ] has not participated in a previous contract or subcontract subject the Equal Opportunity 


clause of this solicitation; 


 


(b) It [ ] has, [ ] has not filed all required compliance reports; and 


 


(c) Representations indicating submission of required compliance reports, signed by proposed sub-


Contractors, will be obtained before subcontract awards. 


  


 
K.11 52.222-25 AFFIRMATIVE ACTION COMPLIANCE (APR 1984) 


 


The offeror represents that- 


 


(a) It [ ] has developed and has on file, [ ] has not developed and does not have on file, at each 


establishment, affirmative action programs required by the rules and regulations of the Secretary of 


Labor (41 CFR 60-1 and 60-2); or 


 


(b) It [ ] has not previously had contracts subject to the written affirmative action programs requirement 


of the rules and regulations of the Secretary of Labor. 


 


 
K.12 INSURANCE – IMMUNITY FROM TORT LIABILITY  


 


The Offeror represents that it [ ] is, [ ] is not a State agency or charitable institution, and that it [ ] 


is not immune, [ ] is partially immune, [ ] is totally immune from tort liability to third persons. 


 


 
K.13 52.230-7 PROPOSAL DISCLOSURE--COST ACCOUNTING PRACTICE CHANGES 


(APR 2005) 


 


The Offeror shall check "yes'' below if the contract award shall result in a required or unilateral 


change in cost accounting practice, including unilateral changes requested to be desirable 


changes. 


 


 [ ] Yes    [ ] No 


 


If the Offeror checked “Yes'' above, the Offeror shall -  


(i) Prepare the price proposal in response to the solicitation using the changed practice for the period 


of performance for which the practice shall be used; and 


(ii) Submit a description of the changed cost accounting practice to the Contracting Officer and the 


Cognizant Federal Agency Official as pricing support for the proposal. 


 


 
K.14 52.215-6 PLACE OF PERFORMANCE (OCT 1997) 
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(a) The offeror or respondent, in the performance of any contract resulting from this solicitation, [ ] 


intends, [ ] does not intend (check applicable block) to use one or more plants or facilities located at a 


different address from the address of the offeror or respondent as indicated in this proposal or 


response to request for information. 


 


(b) If the offeror or respondent checks "intends" in paragraph (a) of this provision, it shall insert in the 


following spaces the required information: 


 


PLACE OF PERFORMANCE                             NAME AND ADDRESS OF OWNER 


(STREET ADDRESS, CITY,                             AND OPERATOR OF THE PLANT 


OR STATE, COUNTY, ZIP CODE)                   FACILITY IF OTHER THAN OFFEROR   


                                                                                  OR RESPONDENT    


 


_____________________________                    ________________________________ 


 


_____________________________                   _________________________________ 


 


 
K.15 AUTHORIZED NEGOTIATORS  


 


The Contractor represents that the following persons are authorized to negotiate on its behalf 


with the Government in connection with this request for proposals or quotations: [list names, 


titles and contact information of the authorized negotiators]. 


 
K.16 SIGNATURE  


 


By signature hereon, or on an offer incorporating these Representations, Certifications, and 


Other Statements of Offerors, the Offeror certifies that they are accurate, current, and complete, 


and that the Offeror is aware of the penalty prescribed in 18 U.S.C. 1001 for making false 


statements in offers. 


Solicitation No.:        


Offer/Proposal No.:        


Date of Offer:        


Name of Offeror:         


Typed Name and Title:       


Signature:   


Date:        


 


[END OF SECTION K] 
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SECTION L - INSTRUCTIONS, CONDITIONS, AND NOTICES TO OFFERORS 


 
L.1 FAR 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 


1998) 


 


This solicitation incorporates one or more solicitation provisions by reference, with the same 


force and effect as if they were given in full text. Upon request, the Contracting Officer will 


make their full text available. The offeror is cautioned that the listed provisions may include 


blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of 


submitting the full text of those provisions, the offeror may identify the provision by paragraph 


identifier and provide the appropriate information with its quotation or offer. Also, the full text 


of a solicitation provision may be accessed electronically at this/these address(es): 


 


http://www.acquisition.gov  


 


NUMBER  TITLE          DATE  


52.204-7 SYSTEM FOR AWARD MANAGEMENT     OCT 2018 


52.204-16 COMMERCIAL AND GOVERNMENT ENTITY CODE  JUL 2016 


  REPORTING  


52.214-34 SUBMISSION OF OFFERS IN THE ENGLISH LANGUAGE  APR 1991 


52.214-35 SUBMISSION OF OFFERS IN THE U.S. CURRENCY   APR 1991 


52.215-1 INSTRUCTIONS TO OFFERORS – COMPETITIVE  


ACQUISITION       JAN 2017 


52.215-16 FACILITIES CAPITAL COST OF MONEY    JUN 2003 


52.215-22 LIMITATIONS ON PASS-THROUGH CHARGES –  


  IDENTIFICATION OF SUBCONTRACT EFFORT   OCT 2009 


52.222-24 PREAWARD ON-SITE EQUAL OPPORTUNITY COMPLIANCE 


  EVALUATION        FEB 1999 


52.222-46 EVALUATION OF COMPENSATION FOR PROFESSIONAL  


  EMPLOYEES        FEB 1993 


52.222-56 CERTIFICATION REGARDING TRAFFICKING IN PERSONS  


  COMPLIANCE PLAN       MAR 2015 


 
L.2     52.216-1 TYPE OF CONTRACT (APR 1984) 


 


The Government contemplates award of a Cost-Plus-Fixed Fee (CPFF), term type contract 


resulting from this solicitation.  


 
L.3 52.233-2 SERVICE OF PROTEST (SEP 2006) 


 


(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed directly 


with an agency, and copies of any protests that are filed with the Government Accountability Office 


(GAO), shall be served on the Contracting Officer (addressed as follows) by obtaining written and 


dated acknowledgment of receipt from: 


 


Michael Capobianco 
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Contracting Officer  


USAID/South Sudan 


 


  Local Address and International Address:  


  Embassy of the United States of America 


  U.S. Agency for Int’l Development  


  Attn: Michael Capobianco 


  Kololo Road, Adjacent to EU Compound Juba, South Sudan 


 


A copy of any protest filed with the agency must be sent to the USAID Assistant General 


Counsel for Litigation: 


 


 Attn. Mr. William Buckhold 


 1300 Pennsylvania Ave. N.W. 6.06-071 


 Washington, D.C. 20523 


 Fax: (202) 712-3058. 


 


The copy of any protest shall be received in the office designated above within one day of filing 


a protest with the GAO. 


 
L.4 GENERAL INSTRUCTIONS TO OFFERORS 


 


a) Multiple Awards: USAID anticipates the award of one (1) contract as a result of this 


solicitation. USAID reserves the right to award more or fewer awards than the anticipated 


number of contracts stated above. 


 


b) RFP Instructions: Proposals must be submitted in accordance with Section L. If an Offeror 


does not follow the instructions set forth herein, the Offeror’s proposal may be eliminated from 


further consideration or the proposal may be downgraded and not receive full or partial credit 


under the applicable evaluation criteria. If an offer does not understand the instructions in this 


solicitation, then it should write to the Contracting Officer for clarification sufficiently in 


advance of the deadline for questions mentioned in the cover letter order to obtain an answer in 


time to meet the proposal deadline.  Please note that this RFP utilizes a HTR process, not a 


tradeoff process.  This process is described in detail in Section M. 


 


c) Accurate and Complete Information: Offerors must set forth full, accurate and complete 


information as required by this RFP. The penalty for making false statements to the Government 


is prescribed in 18 U.S.C. 1001.  


 


d) Pre-award Survey: USAID reserves the right to perform a pre-award survey which may 


include, but is not limited to: (1) interviews with individuals to establish their ability to perform 


contract duties under the project conditions; (2) a review of the prime Offeror's financial 


condition, business and personnel procedures, etc.; and (3) site visits to the prime Offeror's 


institution.  


 


e) Offer Acceptability: The Government may determine an offer to be unacceptable if the offer 
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does not comply with all of the terms and conditions of the RFP and prospective contract:  


1) Completion of Standard Form 33, Blocks 12 through 18;  


2) Completion of the "Representations, Certifications, and Other Statements of Offerors" in 


Section K; and  


3) Submission of the information required by Section L or any other section of this RFP. The 


submission of these items in accordance with these instructions will, if the Government accepts 


the offer, contractually bind the Government and the successful Offeror to the terms and 


conditions of the prospective contract. Offerors shall follow the instructions contained in this 


RFP and supply all information and signature/certifications, as required.  


 


f) Proposal Preparation Costs: The U.S. Government will not pay for any proposal preparation 


costs. 


 
L.5 PROPOSAL SUBMISSION 


 


Offerors must submit their proposals via email to Michael Capobianco at 


mcapobianco@usaid.gov and Susan George at skgeorge@usaid.gov by the stated closing date 


and time specified in the Cover Letter. Receipt time is when the proposal is received by the 


USAID Internet server. If a proposal is received on time by at least one of the email addresses 


above, it will be considered timely. A proposal must be received by the Government by the due 


date for it to be considered.  Late proposals will not be considered. Total email size cannot 


exceed 5 MB. Multiple emails may be sent to accommodate the proposal size and content. All 


attachments must be in MS Word, Adobe PDF, or MS Excel readable format. OFFERORS 


MUST NOT SUBMIT ZIPPED FILES. 


 


If an Offeror sends an application by multiple emails, indicate in the subject line of the email 


whether the email relates to the technical or cost proposal, and the desired sequence of multiple 


emails (if more than one is sent) and of attachments (e.g. "no. 1 of 4", etc.). USAID’s preference 


is that each technical and each cost proposal be submitted as a single email attachment, e.g. that 


you consolidate the various parts of a technical proposal into a single document before sending 


it. 


 


For Section K, Offerors must comply with FAR Clause 52.204-7, System for Award 


Management and complete the annual representations and certifications electronically via the 


Online Representations and Certifications and other Statements of Offerors website at via the 


System for Award Management, www.sam.gov. 


 


The proposal shall be prepared in two separate parts: the Technical Proposal shall address 


technical aspects, only, while the Business Proposal shall present the price and address related 


issues such as past performance and responsibility. Proposals must be signed by an official who 


is authorized to bind the entire organization. 


 


The Technical Proposal and Business Proposal must be kept separate from each other. Technical 


Proposals must not make reference to pricing data in order that the technical evaluation may be 


made strictly on the basis of technical merit. 


 



mailto:mcapobianco@usaid.gov

mailto:skgeorge@usaid.gov
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Questions: All questions and requests for clarification must be received in writing by the date 


and time and by the contacts indicated on the cover page of the RFP. The written requests for 


clarifications/questions must contain a subject line, sample: “ABXY, Inc. RFP 


72066820R00004.” 


 


Any information given to an Offeror concerning the RFP will also be furnished to all other 


Offerors as an Amendment to the RFP, if that information is necessary in submitting proposals or 


if the lack of it would be prejudicial to any other Offerors. 


 


Offerors must retain for their records one copy of the proposal and all enclosures that accompany 


their proposal. Erasures or other changes must be initialed by the person signing the proposal. To 


facilitate the competitive review of the proposals, USAID will consider only proposals 


conforming to the format prescribed below. 


 


Government Obligation: The issuance of this solicitation does not in any way obligate the US 


Government to award a contract nor does it commit the U.S. Government to pay for costs 


incurred in the preparation and submission of a proposal. Furthermore, the Government reserves 


the right to reject any and all offers, if such action is considered to be in the best interest of the 


Government. 


 
L.6 INSTRUCTIONS FOR PREPARATION OF THE TECHNICAL PROPOSAL 


 


The technical proposal must be specific, complete, presented concisely, and responsive to the 


instructions contained herein. It must clearly demonstrate how the offeror will meet the goals and 


objectives of the activity, and fulfill the Contractor’s activity implementation responsibilities.  


 


The technical proposal must be written in English and typed on standard 8 1/2" x 11" paper, 


single spaced, one-sided, Times New Roman point 12 font size with each page numbered 


consecutively.  


 


Proposals must adhere to the page limit of 50 pages total. Any pages beyond these stated limits 


will not be evaluated.  Nothing is excluded from the page limitation. 


 


Required order: 
● Cover Page  


● Cover Letter and Executive Summary  


● Table of Contents  


● Technical Proposal 


● CVs for Key Personnel (not to exceed 2 pages for each CV) including 3 references.  


 


The technical proposal must be organized according to the evaluation factors in Section M (i.e. 


the proposal must have three main sections) and must address all evaluation factors in Section M. 


 


Technical Approach  


 


Offerors must describe how they will accomplish the work set forth in Sections C.5 and C.6 of 


this RFP for the entire period of the contract. The proposed approach must be logical, feasible, 
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and reflect high-impact, high-quality and innovative interventions to achieve the contract 


objectives.  When drafting the technical approach, offerors must assume Scenario 2 (see Section 


C.8) modified to address COVID-19. 


 


Key Personnel 


 


This section must include the roles and responsibilities of the key personnel positions, the 


proposed minimum requirements for the additional three key personnel, why the positions are 


appropriate for the contract, and the CVs for the proposed key personnel.  


 


Draft Construction Implementation Plan (CIP) 


 


Offerors must prepare a draft CIP that conforms to the requirements in Section F and details how 


the offeror will manage the number of construction activities under this contract. 


 
L.7 COST PROPOSAL INSTRUCTIONS 


 


There is no page limit on the business/cost proposal, except as otherwise stated below. The cost 


proposal must be submitted in a separate volume from the technical proposal and must contain 


the following components in the order set forth below.  


 


Part 1 – Letter and Standard Form (SF) 33  


 


The Offeror must submit the cover page (Section A) of this Solicitation [Standard Form (SF) 33, 


"Solicitation, Offer, and Award"], with Blocks 12 through 18 completed, with the original 


signature of a person authorized on behalf of the Offeror to sign the offer.  Along with the signed 


form SF 33, the Offeror must also submit a cover letter typed on official organizational 


letterhead and signed by a person who has signatory authority for the organization.  Offerors 


must make their proposals valid for at least 90 days. 


 


Part 2 – Section B  


 


Offerors must fill in all parts of Section B where “TBD” is listed, including the itemized budget 


and provisional indirect cost rates. Offerors must also propose cancellation ceilings for each year 


of the contract. 


 


Part 3 – Proposed Costs 


 


(1) General 


 


(i) The Offeror must provide a complete budget, including the budgets for each subcontractor, by 


cost element utilizing the provided budget template in Attachment 1. All formulas must be 


displayed and the budget must not be locked. The Offeror must propose costs that it believes are 


realistic and reasonable for the work in accordance with the Offeror’s technical approach. 
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(ii) The Offeror must provide a narrative discussing the different cost elements to adequately 


justify the total estimated cost. Any assumptions should be clearly stated. The information in the 


narrative should be in sufficient detail to allow a complete analysis. This should include a 


complete breakdown of cost elements associated with each line item and those costs associated 


with any proposed subcontract or sub grant. The cost information shall include the basis of each 


and every cost, (e.g., current salaries, vendor quotes, market surveys, historical experience, etc.) 


including the fee. Under Other Direct Costs, international travel should be identified separately 


and broken down by destination, number of trips, and number of travelers. The amount of base 


fee proposed should include the rationale for the proposed amount. 


 


(iii) The Offeror must use the plug figure of $10,000,000 for Construction. This plug figure 


includes the cost of any A/E services.  


 


(2) Indirect Cost Information 


 


The prime and all major subcontractors may propose lower overhead rates than their established 


Negotiated Indirect Cost Rate Agreement (NICRA) and sign the letter found in ADS 300, 


Mandatory Reference for Best Practices Guide for Indirect Costing. Indirect rates proposed 


cannot be higher than the rates established in their Negotiated Indirect Cost Rate Agreement 


(NICRA). Please read further instruction below if your organization does not have a NICRA.  


 


Offerors may propose a single ceiling rate covering the term of award or a ceiling rate in each 


applicable contract year. If an annual ceiling rate is proposed, USAID will average the ceiling 


indirect rates and use that figure for evaluation purposes.  


 
(i) The Offeror and each major subcontractor must include a complete copy of its most current 


NICRA or other documentation from its cognizant Government Audit Agency, if any, stating the 


most recent provisional indirect cost rates. The proposal must also include the name and address 


of the Government Audit Agency, and the name and telephone number of the auditor.  


 
(ii) If the Offeror or major subcontractor does not have a cognizant Government Audit Agency, the 


proposal must include: 


 
▪ Audited balance sheets and profit and loss statements for the last two complete years, and the 


current year-to-date statements (or such lesser period of time if the Offeror is a newly-formed 


organization). The profit and loss statements should include detail of the total cost of goods and 


services sold, including a listing of the various indirect administrative costs, and be supplemented 


by information on the prime contractor’s customary indirect cost allocation method, together with 


supporting computations of the basis for the indirect cost rate(s) proposed; and  


 
▪ The most recent two fiscal year pool and base cost compositions along with derived rates, the 


bases of allocation of these rates and an independent certified audit by a certified accounting firm 


of these rates. 


 


EXEMPTIONS FOR SMALL BUSINESS OFFERORS ONLY  
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All the above instructions apply to small business offerors. However, if the small business 


offeror does not have a NICRA, the proposal must include either Audited Financial Statements 


or Reviewed Financial Statements as defined below:  


 


1. Audited Financial Statements provide the auditor’s opinion that the financial statements are 


presented fairly, in all material respects, in conformity with the applicable financial reporting 


framework. In an audit, the auditor is required by auditing standards generally accepted in the 


United States of America (GAAS) to obtain an understanding of the entity’s internal control and 


assess fraud risk. The auditor also corroborates the amounts and disclosures included in the 


financial statements by obtaining audit evidence through inquiry, physical inspection, 


observation, third-party confirmations, examination, analytical procedures and other procedures. 


The auditor issues a report that states that the audit was conducted in accordance with GAAS, the 


financial statements are the responsibility of management, provides an opinion that the financial 


statements present fairly in all material respects the financial position of the company and the 


results of operations are in conformity with the applicable financial reporting framework (or 


issues a qualified opinion if the financial statements are not in conformity with the applicable 


financial reporting framework. The auditor may also issue a disclaimer of opinion or an adverse 


opinion if appropriate).  


 


2.  Reviewed Financial Statements provide a certified CPA accountant’s (referred to as 


“Accountant” or “CPA” herein) review; the accountant is not aware of any material 


modifications that should be made to the financial statements for the statements to be in 


conformity with the applicable federal financial reporting framework. During a review 


engagement, the Accountant obtains limited assurance that there are no material modifications 


that should be made to the financial statements. Therefore, the objective of a review of the 


financial statements is to obtain limited assurance that there are no material modifications that 


should be made to the financial statements. A review does not include obtaining an 


understanding of the entity’s internal control; assessing fraud risk; testing accounting records; or 


other procedures ordinarily performed in an audit. The CPA issues a report stating the review 


was performed in accordance with Statements on Standards for Accounting and Review 


Services; that management is responsible for the preparation and fair presentation of the financial 


statements in accordance with the applicable financial reporting framework and for designing, 


implementing and maintaining internal control relevant to the preparation.  


 


The proposal must not include compiled financial statements. Compiled financial statements will 


not be accepted because the Accountant does not obtain or provide any assurance that there are 


no material modifications that should be made to the financial statements. That is, there is no 


assurance that the organization is misrepresenting costs on compiled financial statements that 


puts the agency at risk. The objective of compiled financial statements is to assist management in 


presenting financial information in the form of financial statements without undertaking to 


provide any assurance that there are no material modifications that should be made to the 


financial statements.  


 


If the small business offeror receives an award based on the submission of Reviewed Financial 


Statements, within six months after the end of the small business offeror’s fiscal year, they must 


submit an adequate final incurred cost proposal to the to the Contracting Officer (or cognizant 
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Federal agency official) and auditor within the 6-month period following the expiration of each 


of its fiscal years in accordance with the Allowable Cost and Payment Clause FAR 52.216-7. 


The receipt of an adequate proposal by the audit office starts the audit process. This audit will 


establish the final indirect cost rate(s) for the audited year. Provisional rates will be updated as 


needed based on current information. USAID auditors will work with the small business to issue 


a NICRA establishing the proposed provisional indirect cost rates after award based upon 


acceptable information submitted above. 


 


Part 4 – Evidence of Responsibility  


 


Limited to 3 pages, the Offeror must submit sufficient evidence of responsibility for the 


contracting officer to make an affirmative determination of responsibility pursuant to the 


requirements of FAR Subsection 9.104-1. However, in the case of a small business Offeror, the 


Contracting Officer will comply with FAR 19.6. The Offeror must address each element of 


responsibility below. To be determined responsible, a prospective Contractor must:  


 


(1) Have adequate financial resources to perform the contract, or the ability to obtain them (see 


FAR 9.104-3(a));  


 


(2) Be able to comply with the required or proposed delivery or performance schedule, taking 


into consideration all existing commercial and governmental commitments;  


 


(3) Have a satisfactory performance record (See FAR 9.104-3(b) and Subpart 42.15). A 


prospective Contractor shall not be determined responsible or non-responsible solely on the basis 


of a lack of relevant performance history, except as provided in FAR 9.104-2;  


 


(4) Have a satisfactory record of integrity and business ethics;  


 


(5) Have the necessary organization, experience, accounting and operational controls, and 


technical skills, or the ability to obtain them (including, as appropriate, such elements as 


production control procedures, property control systems, quality assurance measures, and safety 


programs applicable to materials to be produced or services to be performed by the prospective 


Contractor and subcontractors). (See FAR 9.104-3(a));  


 


(6) Have the necessary production, construction, and technical equipment and facilities, or the 


ability to obtain them (See FAR 9.104-3(a)); and  


 


(7) Be otherwise qualified and eligible to receive an award under applicable laws and regulations 


(e.g., Equal Opportunity, Clean Air and Water, etc.).  


 


Part 5 - Past Performance  


 


(1) For contracts not in the Past Performance Information Retrieval System (PPIRS), offerors 


(including all partners of a joint venture) must use the “Past Performance Information Sheet” 


(included as Attachment 3) to list past performance information for itself with a cost between 


$20,000,000 and $40,000,000, with a period of performance falling within the last three years, 







RFP No. 72066820R00004  


USAID/South Sudan Education for Peace, Recovery, and Resilience (EPRR) 


Page 80 of 85 


 


80 


 


and involving similar work as in Section C. All applicable fields in Attachment 3 must be 


completed. Offerors must not submit past performance information for contracts in PPIRS. 


 


(2) Provide for each of the contracts the information that is required per Attachment 3 “Past 


Performance Information Sheet.” USAID recommends that you alert the contacts that their 


names have been submitted and that they are authorized to provide performance information 


concerning the listed contracts if and when USAID requests it. 


 


(3) If extraordinary problems impacted any of the referenced contracts, provide a short 


explanation and the corrective action taken (FAR 15.305(a)(2)). 


 


(4) Describe any quality awards or certifications that indicate exceptional capacity to provide the 


service or product described in the statement of work. This information is not included in the 


page limitation. 


 


Part 6 - Letters of Commitment (Subcontractors) 


 


The Cost Proposal must include a letter, on subcontractor letterhead, and signed by an authorized 


representative of each subcontractor, which specifically indicates the subcontractor's agreement 


to be included in the Offeror’s proposed teaming arrangement. USAID discourages the use of 


exclusive agreements as this limits USAID’s ability to receive the best services. 
 


Part 7 - Branding and Marking Plan 


 


Offerors who are determined to be in the competitive range, or the apparent successful Offeror 


should no competitive range be established, shall submit a branding and marking plan which 


complies with Section D.1. 


 


Offerors do not need to submit a branding and marking plan with their initial proposals. 


 


Part 8 - Portions of Section K not Available Online 


 


Offerors must submit those portions of Section K not available online in this section. 


 


Part 9 - Employee Biographical Data Sheets for Key Personnel 


 


Offerors must provide Biographical Data Sheets (Attachment 2) for all key personnel. Offerors 


must also include letters of commitment signed by each person proposed as key personnel 


confirming their present intention to serve in the stated position and their present availability to 


serve the project. USAID discourages the use of exclusive agreements as this limits USAID’s 


ability to receive the best services. 


 


Part 10 – Disclosure of Lobbying Activities 


 


Offerors must provide Disclosure of Lobbying Activities (SF-LLL).  The form is available on 


GSA’s Forms Library at www.gsa.gov/forms. 
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Part 11 – Security Plan 


 


Offerors must provide an initial security plan for the contract.  Although USAID does not 


prescribe the Offeror’s security plans, the following are some of the areas for considerations in 


developing your security management system: 


 
1. Contextual analysis, 


2. Threat analysis, 


3. Vulnerability analysis, 


4. Contingency planning for relevant emergency situations such as - 


● Abductions or illegal detention, 


● Evacuation, 


● Emergency medical care, 


● Psycho-social support for staff impacted by serious crimes or personal violence, 


● Sexual assault, 


● Armed attack, 


● Reporting and prosecution options, etc., and 


● Risk mitigation measures, which address specific needs based on analysis of proposed program 


areas. 


5. An incident reporting system that meets the requirements in Section H. 


 


American citizen personnel are encouraged to register in the State Department Smart Traveler 


Enrollment Program (STEP). 


 


[END OF SECTION L] 
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SECTION M – EVALUATION FACTORS FOR AWARD 


 
M.1  GENERAL INFORMATION  


 


The Government may award a contract without discussions with Offerors in accordance with 


FAR 52.215-1. Therefore, the Offeror’s initial proposal should contain the Offeror’s best terms 


from a price and technical standpoint. 


  


The Government intends to evaluate proposals in accordance with Section M of this RFP and 


award to the responsible Offeror using a Highest Technical Rated with Fair and Reasonable Price 


and Realistic Cost (HTR) process outlined in Section M.2 below. 


  


The submitted technical information will be scored by a technical evaluation committee using 


the technical criteria shown below. The evaluation committee may include industry experts who 


are not employees of the Government, although only as non-voting members. 


 
M.2 AWARD PROCESS  


 


This procurement utilizes an HTR process for award, not a tradeoff process.  The detail 


procurement process is below: 


 


1. Proposals are reviewed by a technical evaluation committee (TEC).  The evaluation 


methodology will use an adjectival rating system. 


2. The TEC, as part of the documentation, will determine a ranking of proposals from highest to 


lowest technically rated based on the evaluation. 


3. Concurrently with steps 1 and 2, the USAID/South Sudan Office of Acquisition and 


Assistance (OAA) will evaluate past performance on a satisfactory/neutral/unsatisfactory 


basis as described below.  Any adverse past performance that an offeror has not had an 


opportunity to address will be dealt with at this stage. 


4. If no competitive range is established, OAA will conduct a price analysis to first determine 


the highest rated offeror’s (also referred to as the apparent successful offeror) price as fair 


and reasonable.  The price analysis will utilize the standard deviation methodology.  OAA 


will establish a mean using all proposed prices.  If the offeror proposed price falls within one 


standard deviation of the mean, it will be deemed fair and reasonable. If the offeror’s 


proposed price falls outside of one standard deviation, OAA will further analyze the price to 


determine whether it is fair and reasonable.  If after further analysis, the price is determined 


not to be fair and reasonable, and a competitive range is still not needed, OAA will then do 


the same with the next highest rated offeror until reaching the highest rated offeror with a fair 


and reasonable price.  Concurrently, OAA will perform a targeted cost realism analysis on 


every offeror.  As direct labor is the principal cost driver of the provision of LOE, cost 


realism will be done only on an offeror’s direct labor.  Adjustments from this analysis will be 


applied to other costs that are derived from direct labor (e.g. indirect costs).  If significant 


cost realism adjustments are necessary and the CO determines that the price is unrealistic, 


OAA will then move to the next highest rated offeror with a fair and reasonable price.  This 


will be repeated until it results in an award to the highest rated offeror with a fair and 


reasonable price and realistic cost.    
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5. If a competitive range is established, OAA will conduct a price analysis on all offerors 


proposed to be included in the competitive range to determine their proposed prices as fair 


and reasonable using the process in #4.  If an offeror’s price is not found fair and reasonable, 


they will not be included in the competitive range.  OAA will also conduct a cost realism 


analysis using the process in #4.  If significant cost realism adjustments are necessary and the 


CO determines that the price is unrealistic, the offeror will not be included in the competitive 


range.  Discussions will then be held with offerors in the competitive range.  Discussions will 


not include price/cost issues other than whether the offeror was within the standard deviation, 


is above or below the mean, and any probable cost adjustments made during the cost realism 


analysis.  Once revised proposals are received, steps 1-5 are repeated until there is a highest 


rated offeror with a fair and reasonable price and realistic cost.  This is the apparent 


successful offeror. 


 
M.3 TECHNICAL EVALUATION CRITERIA  


 


Technical Proposals will be evaluated according to the below three factors.  The first two factors 


are equally weighted.  The third is more important that the first two.  


 


Technical Approach: The quality of the technical approach and the extent to which it will 


successfully implement the requirements of Sections C.5 and C.6. 


 


Key Personnel: The quality and appropriateness of the proposed key personnel for the proposed 


positions. 


 


Draft CIP: The quality of the draft CIP and how likely it will lead to effective and accountable 


execution and management of construction activities. 


 
M.4 EVALUATION OF PAST PERFORMANCE  


 


Past performance will be evaluated in accordance with FAR 15.305(a)(2). 


 


(a) Performance information will be used for both the responsibility determination and best value 


decision. USAID may use performance information obtained from other than the sources 


identified by the offeror/subcontractor. USAID will utilize existing databases of contractor 


performance information and solicit additional information from other sources if and when the 


Contracting Officer finds the existing databases to be insufficient for evaluating an Offeror’s 


performance. 


 


(b) Adverse past performance information to which the offeror previously has not had an 


opportunity to respond will be addressed in accordance with the policies and procedures set forth 


in FAR 15.3. 


 


(c) USAID will initially determine the relevance of similar performance information as a 


predictor of probable performance under the subject requirement.  
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(d) The contractor performance information determined to be relevant will be evaluated in 


accordance with the elements below: 


 


 Quality of product or service, including consistency in meeting goals and targets. 


 Cost control, including forecasting costs as well as accuracy in financial reporting. 


 Schedule, including the timeliness against the completion of the contract, task orders, milestones, 


delivery schedules, and administrative requirements (e.g., efforts that contribute to or affect the 


schedule variance). 


 Business relations, addressing the history of professional behavior and overall business-like 


concern for the interests of the customer, including the Offeror’s history of reasonable and 


cooperative behavior (to include timely identification of issues in controversy), customer 


satisfaction, timely award and management of subcontracts, cooperative attitude in remedying 


problems, and timely completion of all administrative requirements. 


 Management of key personnel, including appropriateness of personnel for the job and prompt and 


satisfactory changes in personnel when problems with clients where identified. 


 For prime Offerors who are not small business concerns, their utilization of Small Business 


concerns as subcontractors, including efforts in achieving small business participation goals. 


 


(e) An Offeror’s performance will not be evaluated favorably or unfavorably when: 


 


(1) The Offeror lacks relevant performance history, 


(2) Information on performance is not available, or 


(3) The Offeror is a member of a class of Offerors where there is provision not to rate the class 


against an element. 


 


(f) Past performance will not be scored and will be evaluated on a “Satisfactory / Unsatisfactory/ 


Neutral” basis. 


 


Offerors determined to have unsatisfactory past performance will be ineligible for award. 


 


A “Neutral” score will be given to Offerors who have no record of relevant past performance. An 


Offeror’s performance will not be evaluated favorably or unfavorably (Neutral rating) when: 


 


 The Offeror lacks relevant performance history, 


 Information on performance is not available, or 


 The Offeror is a member of a class of Offerors where there is provision not to rate the class 


against a sub factor. 


 


When this occurs, an Offeror lacking relevant performance history is assigned a "neutral" rating. 


An exception to this “neutral” rating provision is when a non-small businesses prime has no 


history of subcontracting with small business concerns. 


 


Prior to assigning a "neutral" past performance rating, the Contracting Officer may take into 


account a broad range of information related to an Offeror's performance. 


 
M.5 COST/PRICE EVALUATION 
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Cost/price will be evaluated in accordance with Section M.2 above.  


 
M.6 DETERMINATION OF COMPETITIVE RANGE  


 


A competitive range may be established, though the Government intends to award without 


discussions. The competitive range of Offerors with whom discussions may be conducted (if 


necessary) will be determined by the contracting officer pursuant to FAR 15.306 (c). Offerors are 


advised that, in accordance with FAR 52.215-1, if the contracting officer determines that the 


number of proposals that would otherwise be in the competitive range exceeds the number at 


which an efficient competition can be conducted, the contracting officer may limit the number of 


proposals in the competitive range to the greatest number that will permit an efficient 


competition among the most highly rated proposals. 


 


[END OF SECTION M] 


 


[END OF RFP #72066820R00004] 
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SECTION B: RFQ INSTRUCTIONS AND EVALUATION FOR AWARD 


Introduction: 


1.1. Offeror Questions/Clarifications 
All Offeror questions and clarifications pursuant to this RFQ must be received by the Contracting 
Officer, o.gov, and Contract Specialist  no later 
than June 25 2020 at 10:00 AM, EDT. The Government reserves the right not to provide a response for 
any Offeror question/clarification received after the date and time stated above. If, however, the 
Contracting Officer determines that a request cites an issue of significant importance, the Government 
will provide a written response to all Offerors. 


The Government will not provide information in response to telephone calls. Contacting other USPTO 
personnel regarding this solicitation in an attempt to gain procurement-sensitive information may 
result in disqualification from the evaluation process. Written responses to all Offeror 
questions/clarifications will be sent to all Offerors with due regard to the proper protection of 
proprietary information via an amendment to the solicitation. 


The Government intends to conduct this procurement through a two-phased submission and evaluation 
process in order to determine the best-suited Offeror and then negotiate a Performance Work 
Statement (PWS) and Quality Assurance Surveillance Plan (QASP).  


1.2. Period of Performance 


The BPA call period of performance includes a six (6) month base period and one (1) twelve (12) 
month option period for a total of eighteen (18) months beginning date of award. 


1.3. Quotation Preparation and Delivery Instructions 


The Phase I submission shall consist of: (1) Signed cover letter certifying that the Offeror has read and 
agrees to comply with all of the conditions and instructions provided in this RFQ document, and any 
potential amendments issued; (2) Experience answer submission. 


Phase II submission shall consist of: (1) Signed cover letter certifying that the Offeror has read and 
agrees to comply with all of the conditions and instructions provided in this RFQ document, and any 
potential amendments issued; (2) Technical submission (oral presentation) and (3) Price Matrix. 
Additionally, Offerors shall be prepared to present their Technical submission in an oral presentation. 


Signed cover letters must provide the following information: 


A. Name of Offeror
B. Address
C. City, State, Zip code
D. Data Universal Numbering System (DUNS) Number & CAGE Code
E. Taxpayer Identification Number (TIN)
F. Points of Contact (Primary & Alternate) for both Technical and Pricing Submissions
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G. Telephone Number
H. Electronic Mail Address
I. Solicitation/Quotation number
J. Date of Quotation
K. GSA Schedule Contract Number reference in IAISS BPA award
L. Small Business Representations made by the Offeror
M. Prompt Payment Terms
N. A statement specifying the extent of agreement with all terms, conditions, and provisions included in


the solicitation without exceptions or assumptions.
O. Names and contact information of persons authorized to negotiate on the Offeror’s behalf with the


Government in connection with this solicitation.
P. Name, title, and signature of person authorized to sign the quotation.
Q. Current Performance Period the GSA Schedule with Option Periods as applicable
R. A Statement certifying that the proposed solution falls within the scope of the Offeror’s referenced


GSA Schedule contract(s) as applicable by signing the cover letter.


All submissions MUST cite the applicable GSA Schedule contract number from the IAISS BPA award 
in all documents submitted in response to this RFQ. 


1.4 Quotation Submission 


Please review the requirement and respond via email to the Contracting Officer with a courtesy intent to 
provide a response to Phase I. After, Phase I, advisory notifications will be sent to all Offerors indicating a 
recommendation to proceed or not to proceed to Phase II. After advisory letters have been received, Offerors 
shall respond via email to the Contracting Officer with a courtesy intent to provide a response to Phase II. 


Electronic Submissions: The Offeror shall provide an electronic copy of its Phase I and II 
response/quote (as applicable). Submission must occur prior to the Submission Deadlines specified in 
Section 1.5.1 of this Section (SECTION B). 


1.5 Response/Quotation Preparation 


The Government will not consider pages submitted in excess of the stated page limitations, or materials 
not included in full text within the quote (no links to external information will be reviewed or 
considered. Page limitations include all text, graphs, pictures, appendices, references, exhibits, etc. Tabs, 
index sheets, tables of contents, dividers and other such aids that are solely used to assist the evaluator in 
locating information and are advisory in nature, imparting no other information other than the 
identification of content, will not be counted against any page limits stated within this RFQ. 


Phase Volume Not to Exceed Page Limits 
Phase I Factor 1: Experience 10 pages 
Advisory Notice 
Phase II Factor 2: Technical Oral Presentation, maximum of 2 page submission 


to include:  (A) a one-page document that 
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All narrative text contained in the quote response must be formatted to 8 ½ x 11 paper with margins of 
at least 1” at the top, bottom, and both sides; using single spaced, Times New Roman 12 point font. 
For charts, tables, exhibits and figures, no less than 8 point Times new Roman font is acceptable. 
Offerors are cautioned that quotation elements using a font less than 12-point Times New Roman for 
the narrative and less than 8-point Times New Roman for charts will not be reviewed by the 
Government. 


1.5.1 Response/Quotation Submission Deadline 


Offerors shall submit Phase I: Experience responses no later than 3:00 pm, EDT June 29, 2020. 
Submission deadlines for the later Phases will be detailed in future instructions provided by the 
Government. Following Government advisory recommendation post Phase I, Offerors will have 
approximately 2 business days to notify Government of interest to proceed to Phase II; actual timeline 
will be communicated within the notification. The Offeror will have at least 2 weeks from the 
Government’s receipt of the Offeror’s decision to proceed to prepare the submission for Phase II. The 
government will determine one Offeror to be the best-suited (e.g. the apparent successful awardee), the 
government reserves the right to engage with only that firm to negotiate a Performance Work 
Statement (PWS) and Quality Assurance Surveillance Plan (QASP) (See Section A, paragraph 11) as 
well as to address any remaining issues, if necessary, and finalize a BPA call with that firm. If the 
parties cannot successfully address any remaining issues, as determined pertinent at the sole discretion 
of the government, the government reserves the right to engage the next best-suited firm based on the 
original analysis and address any remaining issues. Once the government has engaged the next best-
suited firm, no further engagements with the previous firm will be entertained until after the call has 
been awarded. This process will continue until an agreement is successfully reached and a call is 
awarded. 


Failure to participate in Phase I of the solicitation precludes further consideration of an Offeror. 
Submissions will not be accepted from Offerors who have not submitted the Phase I response/quote by 
the due date and time stated in this RFQ. Additionally, an Offeror’s decision not to participate in Phase 
II of the procurement precludes further consideration of an Offeror. Finally, the Offeror’s decision not 
to submit the PWS and QASP precludes further consideration of an Offeror and renders them ineligible 
for award. 


1.6      Breakdown of Evaluation Factors 


Technical Factors Business Factors 
1. Experience 3. Price
2. Technical


summarizes the points intended to make during oral 
presentation, (B) a list of attendees at the oral 
presentation (including name, employer, title, 
proposed role in performance, and citizenship).  
Note we are not asking for a written response to the 
four (4) questions above, however, this may be 
provided not to exceed 10 pages.  


Factor 3: Price Section D: Price Matrix (Attachment #1 & #2) 


Negotiation Select Best-suited and negotiate: PWS & QASP 
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1.7 Specific Submission Instructions Relative to the Submission Phase 


Offerors are cautioned that the quality of their response/quotation and adherence to RFQ response 
requirements and/or restrictions, are considered reflective of the manner in which Offerors will be 
expected to perform work under this Call. This will be given due consideration throughout the evaluation 
process. Offerors are strongly encouraged to emphasize content in response to all RFQ requirements. 


The Government will be conducting the evaluation in two -phases to determine to determine an Offeror 
best-suited and then negotiate a Performance Work Statement (PWS) and Quality Assurance Surveillance 
Plan (QASP). Evaluations will be based on the requirements specified in SETION A PEDS SOO. 


Phase I: The Government will be evaluating Factor 1: Experience. Offerors shall furnish written responses 
that address all four (4) questions below: 


1. Please describe your experience with


 Describe the environment including 


2. Describe the expertise your team has in
?


What challenges, constraints and/or risks were encountered 
?


3. Please describe your team’s experience


?
4. Explain how you have worked with senior-level, cross-sector teams to collaboratively plan and execute


major initiatives. What is your project management approach to defining objectives that support the
mission and ensure success for ? What experience does your team have successfully
managing and implementing ?


The information shall be sufficiently detailed so that the Government can determine whether the 
answers(s) demonstrate the prime contractor’s experience.  


After the Government completes evaluation of the Phase I submission, Offerors will receive an 
advisory notification via email from the CO. The notification will advise the Offeror of the 
Government’s advisory recommendation to proceed or not to proceed to Phase II. Offerors who are 
rated most highly will be advised to proceed to Phase II of the proposal submission process. Offerors 
who were not among the most highly rated will be advised that they are unlikely to be viable 
competitors, along with the general basis for the Government’s advisory recommendation. The intent 
of this advisory notice is to minimize development and other costs for those offerors with little to no 
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During the Oral Presentation, the quoter shall not make any reference to cost or price; however, resource 
information (such as data concerning labor hours and categories, materials or supplies required for 
performance, subcontracts, etc.) may be discussed so that the quoter’s understanding of the requirements 
may be evaluated. The same confidence rating methodology used in Phase I will be used for evaluation 
purposes of Phase II.  


The Oral Presentation will be conducted in such a manner as to enable the Government reviewers to make 
a thorough evaluation and arrive at a sound determination of whether the quoter understands the technical 
requirements. Presentations which merely offer to perform in accordance with the Government's 
requirements or which merely paraphrase the requirements document, or use phrases such as, "standard 
engineering practices will be employed," or "well established techniques will be employed," etc. may not 
provide confidence to the Government evaluators.  The Contractor must present an explanation of its 
proposed technical approach in conjunction with the tasks to be performed in achieving the program 
objectives.  


The oral presentation will occur virtually.  Offerors may use a whiteboard and/or chart as they see fit, but 
the government will not evaluate the whiteboard, chart, nor any other visuals utilized or provided as part of 
the oral presentation.The quoter is limited to three attendees.  The attendees must include the 
Technical Architect, Senior Cloud Engineer and Program/Project Manager. The Government intends to 
evaluate the oral presentation immediately after it occurs.   


During the oral presentation, the quoter will have up to 60 minutes to answer all four (4) questions listed 
within the Technical section above, and up to 60 additional minutes to answer any follow-on questions 
that may be asked after the four (4) technical questions have been answered.    


After the Government completes evaluation of Factor 2: Technical and Factor 3: Price, the government 
will determine one Offeror to be the best-suited (e.g. the apparent successful awardee), the government 
reserves the right to engage with only that firm to address any remaining issues, if necessary, and finalize 
a call with that firm. If the parties cannot successfully address any remaining issues, as determined 
pertinent at the sole discretion of the government, the government reserves the right to engage the next 
best-suited firm based on the original analysis and address any remaining issues. Once the government 
has engaged the next best-suited firm, no further engagements with the previous firm will be entertained 
until after the call has been awarded. This process will continue until an agreement is successfully 
reached and a call is awarded. 


The Government does not intend to provide debriefings after the completion of the advisory notifications. 


1.8 Evaluations and Selection 


Evaluations will be conducted in accordance with FAR Part 8.4. The PWS and QASP will be negotiated and 
a BPA call will be established with the best-suited Offeror whose response/quotation from each Phase 
(Phase I and II) receive the highest confidence rating and trade-off analysis to represents the best value to the 
Government. For the purposes of this RFQ, “best value” is defined as the procurement process resulting in 
the most advantageous acquisition decision for the Government and is performed through an integrated 
assessment and trade-off analysis among the three (3) evaluation factors. The Government may elect to 
award to other than the lowest priced quote, based on the results of the tradeoff analysis between non-price 
and price factors. The Government intends to evaluate responses/quotations and award a single-award call 
without communications with Offerors. The Offerors should therefore propose their best approach in each 
Phase to meet the requirements of the SOO and solicitation. However, the Government reserves the right to 
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enter into communications if it is deemed to be in the best interests of the Government. 
1.8.1 Evaluation Ratings 


The evaluation of Factor 1& 2 will be done holistically with a rating scale of "high confidence," 
"some confidence," and "low confidence," representing the Government’s confidence that the 
Offeror understands the requirement and will be successful in performing the work. 


High Confidence The Government has high confidence that the Offeror 
understands the requirement, proposes a sound approach, and 
will be successful in performing the contract. 


Some Confidence The Government has some confidence that the Offeror 
understands the requirement, proposes a sound approach, and 
will be successful in performing the contract. 


Low Confidence The Government has low confidence that the Offeror 
understands the requirement, proposes a sound approach, or 
will be successful in performing the contract. 


All technical factors are weighted in order of importance, with Factor 1 (Experience) being more important 
than Factor 2 (Technical), and both Factors 1 and 2 being more important than the business factor, Factor 3 
(Price). When combined, Factors 1 and 2, are more important than Factor 3.












   
 


 


The Technology Acquisition Center has a requirement for Appeals Modernization 
Caseflow Development and Support.  The attached Task Performance Work 
Statement (PWS) describes this effort.  The award of this Request for Task 
Execution Plan (RTEP) is subject to the receipt of funds.   
 
This RTEP is set aside for T4NG Service Disabled Veteran-Owned Small 
Business (SDVOSB) prime contract holders. In accordance with VAAR 
852.219-10 (JUL 2016) (DEVIATION) VA Notice of Total SDVOSB set aside and 
13 CFR §125.6, the contractor will not pay more than 50% of the amount paid by 
the Government to it to firms that are not SDVOSBs as defined by VAAR 
852.219-10 (JUL 2016) (DEVIATION).  “Other eligible SDVOSB concerns” must 
similarly meet Federal small business size standards for the NAICS code and 
must be listed in the Vendor Information Pages as verified.  Additionally the 
Government reserves the right to conduct the evaluation in the most efficient 
manner.  Specifically, for a SDVOSB set aside, the Government shall first 
evaluate whether the Offeror satisfies the requirement of VAAR 852.219-10 (JUL 
2016) (DEVIATION) and 13 CFR §125.6.  Thereafter, the Government reserves 
the right to evaluate only the Task Execution Plans (TEPs) of the Offerors that do 
satisfy the respective requirement(s).  Be advised that consideration for task 
order award is limited to SDVOSBs that are registered and verified in Vendor 
Information Pages (VIP) database (https://www.vip.vetbiz.va.gov/) at time of 
submission of offer and at time of contract award. Offerors are solely 
responsible for obtaining this verification. 
 
THIS REQUEST IS NOT AN AUTHORIZATION TO START WORK.  
  
A.  Please adhere to the following timelines: 
 


1. Indicate your intention to provide a Task Execution Plan (TEP) via the 
Virtual Office of Acquisition (VOA) Acquisition Task Order Management 
System (ATOMS) prior to close of business on May 13, 2019.  It is 
requested that a negative response be indicated as well. 


2. If you choose to submit Technical Factor 1 - Case Studies, they shall be 
submitted via the VOA ATOMS by the date and time listed in ATOMS 
under TEP Due Date. 


   
B.  Instructions: 
 
TEPs shall be submitted in accordance with the Basic Contract Performance 
Work Statement (PWS), paragraph 7.3.2.  Offerors are permitted to provide 
ONLY ONE (1) TEP for consideration. 
 
VOLUME I:  Technical Factor 1 - Case Study Submission 
 
Offerors shall submit up to three relevant case studies for evaluation.  
Relevant case studies must demonstrate recent (within the past two-years) 
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performance of tasks detailed in the PWS, related to product and delivery 
management, systems architecture, software development, user research, 
user experience strategy, information architecture, interaction and visual 
design, static and dynamic content management, content writing, DevOps, 
and data analytics to continuously improve new and existing software, 
performed by the Offeror or any proposed subcontractor who will be 
responsible for at least 30% of your proposed price.  Case studies may 
reflect work completed for Government and/or Commercial clients.   
 
Offerors are strongly encouraged to submit case studies that demonstrate 
the capability to perform multiple tasks from the PWS.  Case studies may 
include work performed under any combination of tasks contained in the 
PWS, but more weight will be given to Offerors whose case studies 
encompass the greatest number of tasks outlined in the PWS.  Offerors are 
also strongly encouraged to provide case studies that reflect work performed 
creating, developing and maintaining software similar in scope to that 
outlined in the PWS and utilizing a technology stack similar to the current 
Caseflow technology stack listed below.  The Case Studies shall 
demonstrate an agile methodology and adherence to practices found within 
the Digital Services Playbook (https://playbook.cio.gov/) and responses shall 
specifically address how user centered design and user feedback was used 
during the agile process.  Each Case Study submission is limited to three 
pages in PDF Format.  
 
The current Caseflow technology stack includes the following primary 
elements: 
 


- Primary stack: 
o Ruby 2.5, Rails 5.1  
o React, Webpack, NPM 
o Git 
o Postgres/SQL, Redis 
o AWS: SQS, Cloudwatch, Lambda, RDS, DMS 


 
- Infrastructure: 


o Ansible 
o Terraform 
o Groovy, YML 
o Docker 


 
Offerors must include the following details for each case study submission: 
 


A. Client organization name 
B. Period of performance 
C. Offeror’s role 
D. Goals and outcomes, including any metrics produced, identifying how 
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outcomes addressed those goals 
E. Technology stack 
F. Delivery Methodology, including how user centered design and user 


feedback was utilized 
 
In addition to the above, for AT LEAST ONE case study, Offerors must also 
submit at least one Post-mortem report related to one of the submitted Case 
Studies.  Post-mortem report(s) shall be no longer than two pages outlining 
the issues resolved, how the issue(s) was found, the root cause analysis 
conducted, and how the issue(s) was addressed.   
 
In addition to the above, for AT LEAST ONE case study, Offerors are 
required to submit artifacts to further demonstrate their capacity to perform 
the requirements in the PWS. Artifacts must not be created for this PWS. 
Artifacts should be related to one of projects covered in the case studies. 
Artifacts may be anonymized as needed to protect PII, PHI, or other 
proprietary data, but should still demonstrate the vendor’s expertise as it 
relates to the PWS. Artifacts should include at least one from each of the 
following categories, with a max of 10 artifacts:   
 


- Product Development, as covered in 5.2.1.  
- DevOps practices, as covered in 5.2.2 
- User Experience, and content strategy and development, as 


covered in 5.2.3 
 
The Case Studies, the Post Mortem Report(s), and their respective artifacts, 
shall be provided via a public facing Github Repository the link to which shall 
be provided via email to David.Melton@va.gov on the due date included in the 
solicitation.  Any additional information, like a password or username, 
necessary to gain access to the Github Repository, shall be provided with 
the link. 
 
**Please note if a submitted Case Study(s) relies on the expertise provided 
by a subcontractor in Technical Factor 1, that the subcontractor(s) shall be 
included as a proposed subcontractor in each future proposal Volume for 
this effort including any resultant award.  Additionally, should a Case Study 
of a proposed subcontractor be used in Technical Factor 1, the vendor 
shall ensure that the vendor clearly accounts for at least 30% of the 
proposed price in all future Proposal Volumes and the award.  Failure to 
ensure these conditions may render an Offeror’s proposal unacceptable. 
 
VOLUME II:  Technical Factor 2-Written Technical Solution 
 
The Written Technical Solution shall be limited to 15 pages, excluding the cover 
letter and table of contents, in PDF Format.  The due date for the Written 
Technical Approach will be provided in the advisory notification provided after 
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the evaluation of the Case Studies.  Within the Written Technical Solution, the 
Offeror shall provide a detailed approach to the following: 
 


1) Overall methodology and approach to building and continuously 
improving new and existing software. 
2) Product Development, including working with business 
stakeholders. 
3) DevOps. 
4) User Research and feedback. 
5) Accessibility. 
6) Open Source publishing. 
7) Help Desk Support. 
8) Approach to Security and Compliance. 
9) What the Offeror would need from the Government to ensure 
success and any barriers that would reduce or delay success. 
10) How success and end user satisfaction will be determined and the 
strategy for capturing both product metrics and process metrics. 
11)  The proposed Labor Mix and Level of Effort by Iteration supporting 
the proposed FFP line items.  This description shall indicate whether 
the Labor Category is being proposed for the Prime or a subcontractor 
including which proposed subcontractor.  Additionally, documentation 
is required to demonstrate the correlation between the proposed 
technical approach and the proposed Labor Mix and Level of Effort by 
Iteration, including, but not limited to such things as, User Story sizing 
methodology, and why the specific team size and composition was 
chosen to support the proposed technical approach. 


 
Technical Factor 2: In-Person Technical Demonstration (ITD)  
 
The Demonstrations will be held in Washington D.C.  The exact date, time, and 
address will be provided in the advisory notification provided after the evaluation 
of the Case Studies.  The Government will schedule the demonstrations by 
drawing lots among those Offerors who elect to proceed after Technical Factor 1. 
The Government will advise Offerors of the date and time of their ITD which is 
anticipated to be held between June 3, 2019 and June 14, 2019. 
 
The goal of the ITD is to evaluate the Offerors’ ability to understand and address 
user feedback asking for additional functionality in part of the Caseflow 
application. Offerors will be given a scenario detailing a fictional government 
problem and will have 4 hours to complete a series of tasks including a 
presentation at the end describing the work completed. As part of the 
presentation, each Offeror will also provide responses to one or more 
hypothetical scenarios (scenarios will be provided at the start of the ITD). Two to 
three Government employees will be provided to the Offeror’s ITD team to, 
playing the roles of user and stakeholder, and will be available to provide 
information to the Offeror’s ITD team during the ITD. 
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This is the opportunity for the team to demonstrate cross-team collaboration, 
agile methods, user-centered design, iterative development, and process 
education skills that will be needed to execute the PWS. The process used to 
manage and respond to this request for additional functionality shall demonstrate 
the same solutions detailed in the Written Technical Solution. 
 
All supporting digital (including any code developed during the ITD) and non-
digital artifacts created during the ITD shall be submitted at the end of the ITD.  
The submission shall be via a public facing Github repository the link to which 
shall be emailed to David.Melton@va.gov at the completion of the ITD.  Examples 
of artifacts include training materials, user stories, meeting notes, project plans, 
and images of non-digital artifacts created during the demonstration (e.g. white 
board drawings). These artifacts shall be representative of the Offeror’s proposed 
process for documenting work. Evaluators will be present for the entire ITD.  
 
The Government will have the ability to ask clarifying questions specific to the 
Offeror’s technical demonstration after the time allotted for the ITD. These do not 
count as discussions, unless otherwise directed by the Contracting Officer.  No 
updates will be allowed for the ITD, however the Government reserves the right 
to enter negotiations on the Offeror’s Written Technical Solution or Price Volume.  
 
VOLUME II:  Price Proposal 
 
This is a FFP type order with a T&M Line item for travel and materials only.  Price 
data shall be provided in accordance with the Basic Contract PWS, paragraph 
7.3.2C.  The due date for the Price Volume will be provided in the advisory 
notification provided after the evaluation of the Case Studies.   
 
Offerors shall submit a price volume which shall include the following: 
 


 Completed Section B and price proposal excel spreadsheet 
 
Section B and price proposal excel spreadsheet:  The Offeror shall provide a 
price proposal volume in Microsoft Excel spreadsheet format. The first tab shall 
be a summary to include a top-level rollup of the total dollars and percentages by 
labor, materials, ODCs, and a total Proposed price. Labor shall further be broken 
out by labor categories, labor rates, and hours.  A separate tab shall be used for 
the Prime and each Subcontractor.  The Contractor shall submit a completed 
Section B, Schedule of Supplies and Services, including all priced line items for 
the base period and each option period and all optional tasks.  Offerors are 
hereby advised that any Pricing Assumptions which deviate from the 
Government’s requirements or material terms and conditions established by the 
solicitation, may render the Offeror’s proposal Unacceptable, and thus ineligible 
for award. 
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The Government anticipates that the number of iterations and the total price of all 
CLINs will maximize the Government’s investment of about $45,303,644.57.  The 
estimate is provided for estimation and informational purposes only, and while 
based on the best information available at this time, it is subject to change and in 
no way commits the Government.  Although the Government’s intention is to 
maximize the value of the provided budget, these Government estimates are 
provided for informational purposes only and each Offerors’ proposed price shall 
be based on their unique technical approach to accomplishing the tasks in the 
PWS.   
 


Performance Period Approximate Estimate per year 
Base Year $4,634,754.40 


Option Year 1 $9,406,901.43 
Option Year 2 $9,685,808.47 
Option Year 3 $9,973,082.73 


Optional Tasks - Base Year  $1,842,501.60 
Optional Tasks - Option Year 1 $3,795,553.30 


Optional Tasks - Option Year 2 $2,707,614.82 


Optional Tasks - Option Year 3 $3,257,427.82 
  
Price Rounding Issue - The Government requires Offerors to propose unit prices 
and total prices that are two decimal places and requires the unit prices and total 
prices to be displayed as two decimal places.  Ensure that the two-digit unit price 
multiplied by the item quantity equals the two-digit total item price (there should 
be no rounding).  If an Excel spreadsheet is submitted by the Offerors, the 
Offerors shall ensure that the actual values in the spreadsheet cells are no more 
than two decimal places even if values in the spreadsheet cells are formatted to 
display two decimal places.  All Offerors should propose using an estimated 
award date of July 1, 2019.  


Basis for Award:  Any award will be made based on the best overall (i.e., best 
value) Task Execution Plan (TEP) that is determined to be the most beneficial to 
the Government, with appropriate consideration given to the four following 
evaluation Factors: Technical Factor 1 Case Study Submission, Technical 
Factor 2 Written Technical Solution and In-Person Technical Demonstration 
(ITD), Past Performance, and Price.  Technical Factor 2 is more important than 
Technical Factor 1, which is significantly more important than Past Performance, 
which is slightly more important than Price.  To receive consideration for award, 
a rating of no less than "Acceptable" must be achieved for Technical Factor 2. 
The non-Price Factors combined are significantly more important than the Price 
Factor.  Offerors are cautioned that the award may not necessarily be made to 
the lowest Price offered or the highest rated Technical proposal.   
  
3.  Evaluation Approach:  TEPs, which include all volumes, shall be subject to 
evaluation by a team of Government personnel.  The Government reserves the 
right to award without discussions based upon the initial evaluation of the TEP.  
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The TEP will be evaluated strictly in accordance with its written content.  TEPs 
which merely restate the requirement or state that the requirement will be met, 
without providing supporting rationale, are not sufficient.  TEPs which fail to meet 
the minimum requirements of the Request for Task Execution Plans (RTEP) will 
be rated Unacceptable. 
 


1.  TECHNICAL EVALUATION APPROACH.  The evaluation process will 
consider the following:   


 
TECHNICAL FACTOR 1 - CASE STUDY SUBMISSION.  Technical Factor 
1 shall evaluate the Government’s confidence in the Offeror’s ability, as 
evidenced by the past experience and expertise identified within each 
Case Study, as well as all artifacts provided with the Case Studies, to 
perform the work required in the Performance Work Statement (PWS).   
 
After the Government completes evaluation of each Technical Factor 1-
Case Study Submission, the highest rated Offerors will receive an 
advisory notification advising them to proceed to Technical Factor 2.  The 
notification will include the due date for the Written Technical Volume and 
the date, time and address for the ITD.  Lower rated Offerors will be 
advised they are unlikely to be viable competitors, along with a brief 
explanation of the basis for the advice.  The intent of this advice is to 
minimize proposal development costs for those Offerors with little chance 
of receiving an award.  However, the Government’s advice will be a 
recommendation only, and those Offerors may elect to continue their 
participation in the acquisition.  Offerors who elect to continue their 
participation shall have 24 hours to provide notification to VA of their 
intention after which they will be provided the date, time and address for 
the ITD and the due dates for the Written Technical Approach and Price 
Volumes. 


 
TECHNICAL FACTOR 2 - WRITTEN TECHNICAL SOLUTION AND ITD.  
The evaluation of Technical Factor 2-Written Technical Solution and ITD 
will consider the following: 


 
a. Understanding of the Problem - Technical Factor 2 will be 


evaluated to determine the extent to which the Offeror’s approach 
demonstrates a clear understanding of all features involved in 
solving the problems and meeting and/or exceeding the 
requirements presented in the solicitation and the extent to which 
uncertainties are identified and resolutions proposed.  


 
b. Feasibility of Approach - Technical Factor 2 will be evaluated to 


determine the extent to which the proposed approach is workable 
and the end results achievable.  It will be evaluated to determine 
the level of confidence provided the Government with respect to the 
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Offeror's methods and approach in successfully meeting and/or 
exceeding the requirements in a timely manner. 


 
2.  PAST PERFORMANCE EVALUATION APPROACH 


 
The Past Performance evaluation will be based upon the average of the 
cumulative Quality Assurance Surveillance Plan (QASP) Performance Based 
Service Assessment ratings received for all awarded task orders, the extent to 
which Small Business Participation goals have been met, and the extent to which 
the Veterans employment percentage of Veterans employed has been 
maintained.  The Past Performance Factor rating shall be expressed as a 
numerical score.  Offerors may receive a maximum possible score of ten (10) 
points in past performance, a maximum possible score of five (5) points in past 
performance in achieving small business participation percentages, and a 
maximum of five (5) points for maintaining or exceeding Veterans employment 
percentage of Veterans employed for a total maximum possible score of twenty 
(20) points.  
 
Offerors are NOT to submit past performance as a part of their TEP. 
 


3.  PRICE/COST EVALUATION APPROACH.  
 
This is a hybrid Time and Material (T&M) and Firm Fixed Price (FFP) type Task 
Order.  For the T&M Travel and Material portions, the Offeror shall use the 
Government-provided estimate for each Task Order Period and apply its 
proposed fixed handing rate.  Proposed fixed handling rates shall not exceed the 
Offeror’s T4NG Basic Contract (Attachment 012, Price Methodology) for the 
entire Task Order period, inclusive of all options. The government will verify the 
Offeror’s calculation of the total proposed T&M travel and material.  
 
For the FFP portion, the Government will evaluate price by adding the total of all 
line item prices, including all options.  The total evaluated price will be the sum of 
the T&M line items and the FFP line items for the entire Task Order period, 
including all options, and optional tasks. 
 
All prices shall be rounded to the nearest cent. The Government reserves the 
right to correct any rounding errors and/or any mathematical errors identified in 
the Offeror’s TEP.  
 
C.  Further Information: 
 
Please post any technical questions you may have regarding this effort to the 
VOA ATOMS by May 13, 2019 and the Contracting Officer will coordinate a 
response.   
 
Questions directed to the customer are prohibited.    
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 If you have any procedural questions, please call or email one of the following: 
 
David Melton, Contract Specialist at 732-795-1143, David.Melton@va.gov 
 
Joshua Cohen, Contracting Officer at 732-440-9696, Joshua.Cohen2@va.gov 
 
D.  Clauses/Provisions: 
 
GOVERNING LAW: 
 
Federal law and regulations, including the Federal Acquisition Regulations 
(FAR), shall govern this Contract/Order. Commercial license agreements may be 
made a part of this Contract/Order but only if both parties expressly make them 
an addendum hereto. If the commercial license agreement is not made an 
addendum, it shall not apply, govern, be a part of or have any effect whatsoever 
on the Contract/Order; this includes, but is not limited to, any agreement 
embedded in the computer software (clickwrap), any agreement that is otherwise 
delivered with or provided to the Government with the commercial computer 
software or documentation (shrinkwrap), or any other license agreement 
otherwise referred to in any document. If a commercial license agreement is 
made an addendum, only those provisions addressing data rights regarding the 
Government’s use, duplication and disclosure of data (e.g., restricted computer 
software) are included and made a part of this Contract/Order, and only to the 
extent that those provisions are not duplicative or inconsistent with Federal law, 
Federal regulation, the incorporated FAR clauses and the provisions of this 
Contract/Order; those provisions in the commercial license agreement that do not 
address data rights regarding the Government’s use, duplication and disclosure 
of data shall not be included or made a part of the Contract/Order. Federal law 
and regulation including, without limitation, the Contract Disputes Act (41 U.S.C. 
§ 7101 et seq.), the Anti-Deficiency Act (31 U.S.C. § 1341 et seq.), the 
Competition in Contracting Act (41 U.S.C. § 3301 et seq.), the Prompt Payment 
Act (31 U.S.C. §3901 et seq.), Contracts for Data Processing or Maintenance (38 
USC § 5725), and FAR clauses 52.212-4, 52.227-14, 52.227-19 shall supersede, 
control, and render ineffective any inconsistent, conflicting, or duplicative 
provision in any commercial license agreement. In the event of conflict between 
this Clause and any provision in the Contract/Order or the commercial license 
agreement or elsewhere, the terms of this Clause shall prevail. Claims of patent 
or copyright infringement brought against the Government as a party shall be 
defended by the U.S. Department of Justice (DOJ). 28 U.S.C. § 516. At the 
discretion of DOJ, the Contractor may be allowed reasonable participation in the 
defense of the litigation. Any additional changes to the Contract/Order must be 
made by contract/order modification (Standard Form 30) and shall only be 
effected by a warranted Contracting Officer. Nothing in this Contract/Order or any 
commercial license agreement shall be construed as a waiver of sovereign 
immunity. 
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SOFTWARE LICENSE, MAINTENANCE AND TECHNICAL 
SUPPORT: 


 
(1) Definitions. 
(a)        Licensee.  The term “licensee” shall mean the 
U.S. Department of Veterans Affairs (“VA”) and is 
synonymous with “Government.” 
(b)        Licensor.  The term “licensor” shall mean the 
contractor having the necessary license or ownership 
rights to deliver license, software maintenance and 
support of the computer software being acquired.  The 
term “contractor” is the party identified in Block 17a on 
the SF1449.  If the contractor is a reseller and not the 
Licensor, the contractor remains responsible for 
performance under this order. 
(c)        Software.  The term “software” shall mean the 
licensed computer software product(s) cited in the 
Schedule of Supplies/Services. 
(d)        Maintenance.  The term “maintenance” is the 
process of enhancing and optimizing software, as well as 
remedying defects.  It shall include all new fixes, patches, 
releases, updates, versions and upgrades, as further 
defined below. 
(e)        Technical Support.  The term “technical support” 
refers to the range of services providing assistance for 
the software via the telephone, email, a website or 
otherwise.   
(f)        Release or Update.  The term “release” or 
“update” are terms that refer to a revision of software that 
contains defect corrections, minor enhancements or 
improvements of the software’s functionality.  This is 
usually designated by a change in the number to the right 
of the decimal point (e.g., from Version 5.3 to 5.4).  An 
example of an update is the addition of new hardware. 
(g)       Version or Upgrade.  The term “version” or 
“upgrade” are terms that refer to a revision of software 
that contains new or improved functionality.  This is 
usually designated by a change in the number to the left 
of the decimal point (e.g., from Version 5.4 to 6). 
 
(2) Software License 
(a) Unless otherwise stated in the Schedule of 
Supplies/Services, the Performance Work Statement or 
Product Description, the software license provided to the 
Government is a perpetual, nonexclusive license to use 
the software 
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(b) The Government may use the software in a 
networked environment.  
(c) Any dispute regarding the license grant or usage 
limitations shall be resolved in accordance with the 
Disputes Clause incorporated in FAR 52.212-4(d). 
(d) All limitations of software usage are expressly 
stated in the Schedule of Supplies/Services and the 
Performance Work Statement/Product Description.   
 
(3) Software Maintenance and Technical Support 
(a)       If the Government desires to continue software 
maintenance and support beyond the period of 
performance identified in this contract or order, the 
Government will issue a separate contract or order for 
maintenance and support.  Conversely, if a contract or 
order for continuing software maintenance and technical 
support is not received the contractor is neither 
authorized nor permitted to renew any of the previously 
furnished services. 
(b)       The contractor shall provide software support 
services, which includes periodic updates, enhancements 
and corrections to the software, and reasonable technical 
support, all of which are customarily provided by the 
contractor to its commercial customers so as to cause 
the software to perform according to its specifications, 
documentation or demonstrated claims.   
(c)       Any telephone support provided by contractor 
shall be at no additional cost. 
(d)       The contractor shall provide all maintenance 
services in a timely manner in accordance with the 
contractor’s customary practice or as defined in the 
Performance Work Statement/Product Description.  
However, prolonged delay (exceeding 2 business days) 
in resolving software problems will be noted in the 
Government’s various past performance records on the 
contractor (e.g., www.ppirs.gov). 
(e)       If the Government allows the maintenance and 
support to lapse and subsequently wishes to reinstate it, 
any reinstatement fee charged shall not exceed the 
amounts that would have been charged if the 
Government had not allowed the subscription to lapse.  
 
(4) Disabling Software Code.  The Government requires 
delivery of computer software that does not contain any 
code that will, upon the occurrence or the nonoccurrence 
of any event, disable the software.  Such code includes 
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but is not limited to a computer virus, restrictive key, node 
lock, time-out or other function, whether implemented by 
electronic, mechanical, or other means, which limits or 
hinders the use or access to any computer software 
based on residency on a specific hardware configuration, 
frequency of duration of use, or other limiting criteria.  If 
any such disabling code is present, the contractor agrees 
to indemnify the Government for all damages suffered as 
a result of a disabling caused by such code, and the 
contractor agrees to remove such code upon the 
Government’s request at no extra cost to the 
Government.  Inability of the contractor to remove the 
disabling software code will be considered an 
inexcusable delay and a material breach of contract, and 
the Government may exercise its right to terminate for 
cause.  In addition, the Government is permitted to 
remove the code as it deems appropriate and charge the 
Contractor for consideration for the time and effort 
expended in removing the code. 
 
(5) Manuals and Publications.  Upon Government 
request, the contractor shall furnish the most current 
version of the user manual and publications for all 
products/services provided under this contract or order at 
no cost.   


 
FAR 52.227-01  AUTHORIZATION AND CONSENT (DEC 2007)  
FAR 52.227-02 NOTICE & ASSISTANCE REGARDING PATENT & 
                                COPYRIGHT INFRINGEMENT (DEC 2007) 
FAR 52.227-03  PATENT INDEMNITY (APR 1984)  
FAR 52.227-14 RIGHTS IN DATA – GENERAL (DEC 2007) ALT. IV 
                                (DEC 2007)   
FAR 52.227-16 ADDITIONAL DATA REQUIREMENTS (JUN 1987) 
 
FAR 52.217-7 Option for Increased Quantity—Separately Priced Line Item (MAR 
1989) 
 
The Government may require the delivery of the numbered line item, identified in 
the Schedule as an option item, in the quantity and at the price stated in the 
Schedule. The Contracting Officer may exercise the option by written notice to 
the Contractor at any time during the period of performance. Delivery shall be in 
accordance with the Schedule.  The Basic Contract is effective for purposes of 
issuing this option. All terms and conditions of Basic Contract shall govern the 
Contractor’s and Government’s rights and obligations for the full term of this 
option, if exercised.   


(End of clause) 
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 FAR 52.217-9 – Option to Extend the Term of the Contract (MAR 2000) 
 
(a) The Government may extend the term of this Order by written notice to the 
Contractor at any time prior to expiration of the period of performance; provided 
that the Government gives the Contractor a preliminary written notice of its intent 
to extend at least 15 days before the Order expires. The preliminary notice does 
not commit the Government to an extension. 
 
(b) If the Government exercises this option, the extended contract shall be 
considered to include this option clause. The Basic Contract is effective for 
purposes of issuing this option. All terms and conditions of Basic Contract shall 
govern the Contractor’s and Government’s rights and obligations for the full term 
of this option, if exercised. 
 
(c) The total duration of this contract, including the exercise of any options under 
this clause, shall not exceed 48 months. 
 


(End of clause) 
 


FAR 52.227-19 COMMERCIAL COMPUTER SOFTWARE LICENSE (DEC 2007) 


 
(a) Notwithstanding any contrary provisions contained in the Contractor's 
standard commercial license or lease agreement, the Contractor agrees that the 
Government will have the rights that are set forth in paragraph (b) of this clause 
to use, duplicate or disclose any commercial computer software delivered under 
this contract. The terms and provisions of this contract shall comply with Federal 
laws and the Federal Acquisition Regulation. 
(b)(1) The commercial computer software delivered under this contract may not 
be used, reproduced, or disclosed by the Government except as provided in 
paragraph (b)(2) of this clause or as expressly stated otherwise in this contract. 
    (2) The commercial computer software may be— 
      (i) Used or copied for use with the computer(s) for which it was acquired, 
including use at any Government installation to which the computer(s) may be 
transferred; 
      (ii) Used or copied for use with a backup computer if any computer for which 
it was acquired is inoperative; 
      (iii) Reproduced for safekeeping (archives) or backup purposes; 
      (iv) Modified, adapted, or combined with other computer software, provided 
that the modified, adapted, or combined portions of the derivative software 
incorporating any of the delivered, commercial computer software shall be 
subject to same restrictions set forth in this contract; 
      (v) Disclosed to and reproduced for use by support service Contractors or 
their subcontractors, subject to the same restrictions set forth in this contract; and 
      (vi) Used or copied for use with a replacement computer. 
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    (3) If the commercial computer software is otherwise available without 
disclosure restrictions, the Contractor licenses it to the Government without 
disclosure restrictions. 
 
(c) The Contractor shall affix a notice substantially as follows to any commercial 
computer software delivered under this contract: 
    Notice—Notwithstanding any other lease or license agreement that may 
pertain to, or accompany the delivery of, this computer software, the rights of the 
Government regarding its use, reproduction and disclosure are as set forth in 
Government Contract No. __________________. 
 


(End of Clause) 
 
VAAR 852.219-10 VA NOTICE OF NOTICE OF TOTAL SERVICE-DISABLED 
VETERAN-OWNED SMALL BUSINESS SET-ASIDE (JUL 2016) (DEVIATION) 
 
(a) Definition. For the Department of Veterans Affairs, “Service-disabled veteran-
owned small business concern or SDVSOB”: 
 
(1) Means a small business concern: 
 
(i) Not less than 51 percent of which is owned by one or more service-disabled 
veterans or, in the case of any publicly owned business, not less than 51 percent 
of the stock of which is owned by one or more service-disabled veterans or 
eligible surviving spouses (see VAAR 802.201 Surviving Spouse definition); 
(ii) The management and daily business operations of which are controlled by 
one or more service-disabled veterans (or eligible surviving spouses) or, in the 
case of a service-disabled veteran with permanent and severe disability, the 
spouse or permanent caregiver of such veteran; 
(iii) The business meets Federal small business size standards for the applicable 
North American Industry Classification System (NAICS) code identified in the 
solicitation document; 
(iv) The business has been verified for ownership and control pursuant to 38 
CFR 74 and is so listed in the Vendor Information Pages database, 
(https://www.vip.vetbiz.gov); and 
(v) The business will comply with subcontracting limitations in 13 CFR 125.6, as 
applicable 
 
(2) “Service-disabled veteran” means a veteran, as defined in 38 U.S.C. 
101(2), with a disability that is service-connected, as defined in 38 U.S.C. 
101(16). 
 
(b) General. 
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(1) Offers are solicited only from verified service-disabled veteran-owned small 
business concerns. Offers received from concerns that are not verified service-
disabled veteran-owned small business concerns shall not be considered. 
  (2) Any award resulting from this solicitation shall be made to a verified 
service-disabled veteran-owned small business concern. 
 
(c) Agreement. A service-disabled veteran-owned small business concern agrees 
that in the performance of the contract, the concern will comply with the limitation 
on subcontracting requirements in 13 CFR §125.6. 
 
(d) A joint venture may be considered a service-disabled veteran owned small 
business concern if the joint venture complies with the requirements in 13 CFR 
125.15, provided that any reference therein to SDVO SBC is to be construed to 
apply to a VA verified SDVOSB as appropriate. 
 
(e) Any service-disabled veteran-owned small business concern (non-
manufacturer) must meet the requirements in FAR 19.102(f) of the Federal 
Acquisition Regulation to receive a benefit under this program. 
 


(End of Clause) 
 
E.  Attachments: 
 
Attachment 1 – VA DevOps Release Guide  
 
Attachment 2 – T4NG O&IT Contractor BAA Template 
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CONTINUATION PAGE FOR AMENDMENT 0003 


1. The following are a summary of the changes made in Amendment 0003: 
 


a. To update the table of contents page number and title for sections C.16 
 


b. To update Section B.3 to Version 0.4 dated November 23, 2020 specifically: 
 


i. revising language in Paragraph 8.3.2B.3 
 


c. To modify the title for the clause at C.16. 
 


d. To update Section D, specifically: 


 


i. Editing the contents of Attachment 004 found in Section D.4  
 


e. To add a blank at the end of paragraph (b)(2) of the Clause 52.212-3 at Section 
E.4. 
 


f. To update Section E.7, specifically: 
 


i. To modify the submission instructions in Section E.7.1 
ii. To modify the content requirements in Section E.7.2.b. 


iii. To modify the general RDC introduction in Section E.7.2(ii) to fix 
outdated information. 


iv. To clarify and update the submission instructions under Business Day 1 
for Attachments 004 and 005 as well as solidify the number of participants 
and who is allowed to attend the RDC in Section E.7.2(ii). 


v. To clarify language regarding artifacts for the RDC in Section E.7.2(ii) 
vi. To remove conflicting language under the section beginning with 


“PLEASE NOTE” in Section E.7.2(ii). 
vii. To update the instructions for Volume IV at Section E.7.2(v)(e). 
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A.2  COMBINED SYNOPSIS/SOLICITATION  


This is a combined synopsis/solicitation for commercial items prepared in accordance with the 
format in Subpart 12.6, as supplemented with additional information included in this notice.  
This announcement constitutes the only solicitation; proposals are being requested and an 
additional solicitation will not be issued. 


            (ii) Request for Proposal (RFP) 36C10B20R0013 


(iii) The solicitation document and incorporated provisions and clauses are those in effect 
through Federal Acquisition Circular 2020-06 


(iv) Notice of total Service-Disabled Veteran-Owned Small Business (SDVOSB) set-
aside 


(v) See Section B below for the Price Schedule. 


(vi) See Section B below for the Performance Work Statement. 


(vii) The ordering period for the basic contract shall be five years. Freight-On-Board 
(FOB) is Destination. 


(viii) The provision at 52.212-1, “Instructions to Offerors -- Commercial,” applies to this 
acquisition. See Section E below for addenda. 


(ix) The provision at 52.212-2, “Evaluation -- Commercial Items,” does not apply to this 
acquisition. See Section E below for the Evaluation procedures and Basis for Award. 


(x) Offerors shall include a completed copy of the provision at 52.212-3, “Offeror 
Representations and Certifications -- Commercial Items,” with its offer. See Section E 
below for addenda. 


(xi) The clause at 52.212-4, “Contract Terms and Conditions -- Commercial Items,” and 
its Alternate I, applies to this acquisition. See Section C below for the addenda. 


(xii) The clause at 52.212-5, “Contract Terms and Conditions Required To Implement 
Statutes Or Executive Orders -- Commercial Items,” applies to this acquisition. See 
Section C below for the addenda. 


(xiii) See Section B below regarding requirements for Software License, Maintenance, 
and Technical Support.  See PWS paragraph 4.6.5 in Section C for Warranty 
requirements. 
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(xv) Technical Factor 1—Case Study Proposals are due by 10:00AM ET on June 23, 
2020. Please see revised submission instructions in Section E.7. 


(xvi) Please contact Contract Specialist David Melton, David.Melton@va.gov, (732) 795-
1143, or Contracting Officer Joshua Cohen, Joshua.Cohen2@va.gov, (732) 440-9696 for 
information regarding the solicitation. 


A.3  GOVERNING LAW 


Federal law and regulations, including the Federal Acquisition Regulations (FAR), shall govern 
this Contract/Order.  Commercial license agreements may be made a part of this Contract/Order 
but only if both parties expressly make them an addendum hereto, as permitted by FAR 12.212.  
If the commercial license agreement is not made an addendum, it shall not apply, govern, be a 
part of or have any effect whatsoever on the Contract/Order; this includes, but is not limited to, 
any agreement embedded in the computer software (clickwrap), any agreement that is otherwise 
delivered with or provided to the Government with the commercial computer software or 
documentation (shrinkwrap), or any other license agreement otherwise referred to in any 
document.  If a commercial license agreement is made an addendum, only those provisions 
addressing data rights regarding the Government’s use, duplication and disclosure of data (e.g., 
restricted computer software) are included and made a part of this Contract/Order, and only to 
the extent that those provisions are not duplicative or inconsistent with Federal law, Federal 
regulation, the incorporated FAR clauses and the provisions of this Contract/Order; those 
provisions in the commercial license agreement that do not address data rights regarding the 
Government’s use, duplication and disclosure of data shall not be included or made a part of the 
Contract/Order.  Federal law and regulation including, without limitation, the Contract Disputes 
Act (41 U.S.C. § 7101 et seq.), the Anti-Deficiency Act (31 U.S.C. § 1341 et seq.), the 
Competition in Contracting Act (41 U.S.C. § 3301 et seq.), the Prompt Payment Act (31 U.S.C. § 
3901 et seq.), Contracts for Data Processing or Maintenance (38 USC § 5725), and FAR clauses 
52.212-4, 52.227-14, 52.227-19 shall supersede, control, and render ineffective any inconsistent, 
conflicting, or duplicative provision in any commercial license agreement.  In the event of 
conflict between this clause and any provision in the Contract/Order or the commercial license 
agreement or elsewhere, the terms of this clause shall prevail.  The Contractor shall deliver to the 
Government all data first produced under this Contract/Order with unlimited rights as defined by 
FAR 52.227-14.  Claims of patent or copyright infringement brought against the Government as 
a party shall be defended by the U.S. Department of Justice (DOJ) in accordance with 28 U.S.C. 
§ 516; at the discretion of DOJ, the Contractor may be allowed reasonable participation in the 
defense of the litigation.  Any additional changes to the Contract/Order must be made by 
modification (Standard Form 30) and shall only be made by a warranted Contracting Officer.  
Nothing in this Contract/Order or any commercial license agreement shall be construed as a 
waiver of sovereign immunity.   


A.4  SOFTWARE LICENSE, MAINTENANCE AND TECHNICAL SUPPORT: 


(1) Definitions. 
(a)        Licensee.  The term “licensee” shall mean the U.S. 
Department of Veterans Affairs (“VA”) and is synonymous with 
“Government.” 
(b)        Licensor.  The term “licensor” shall mean the contractor 
having the necessary license or ownership rights to deliver license, 
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software maintenance and support of the computer software being 
acquired.  The term “contractor” is the party identified in Block 17a on 
the SF1449.  If the contractor is a reseller and not the Licensor, the 
contractor remains responsible for performance under this order. 
(c)        Software.  The term “software” shall mean the licensed 
computer software product(s) cited in the Schedule of 
Supplies/Services. 
(d)        Maintenance.  The term “maintenance” is the process of 
enhancing and optimizing software, as well as remedying defects.  It 
shall include all new fixes, patches, releases, updates, versions and 
upgrades, as further defined below. 
(e)        Technical Support.  The term “technical support” refers to the 
range of services providing assistance for the software via the 
telephone, email, a website or otherwise.   
(f)        Release or Update.  The term “release” or “update” are terms 
that refer to a revision of software that contains defect corrections, 
minor enhancements or improvements of the software’s functionality.  
This is usually designated by a change in the number to the right of the 
decimal point (e.g., from Version 5.3 to 5.4).  An example of an 
update is the addition of new hardware. 
(g)       Version or Upgrade.  The term “version” or “upgrade” are 
terms that refer to a revision of software that contains new or improved 
functionality.  This is usually designated by a change in the number to 
the left of the decimal point (e.g., from Version 5.4 to 6). 
 
(2) Software License 
(a) Unless otherwise stated in the Schedule of Supplies/Services, 
the Performance Work Statement or Product Description, the software 
license provided to the Government is a perpetual, nonexclusive 
license to use the software 
(b) The Government may use the software in a networked 
environment.  
(c) Any dispute regarding the license grant or usage limitations 
shall be resolved in accordance with the Disputes Clause incorporated 
in FAR 52.212-4(d). 
(d) All limitations of software usage are expressly stated in the 
Schedule of Supplies/Services and the Performance Work 
Statement/Product Description.   
 
(3) Software Maintenance and Technical Support 
(a)       If the Government desires to continue software maintenance 
and support beyond the period of performance identified in this 
contract or order, the Government will issue a separate contract or 
order for maintenance and support.  Conversely, if a contract or order 
for continuing software maintenance and technical support is not 
received the contractor is neither authorized nor permitted to renew 
any of the previously furnished services. 
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(b)       The contractor shall provide software support services, which 
includes periodic updates, enhancements and corrections to the 
software, and reasonable technical support, all of which are 
customarily provided by the contractor to its commercial customers so 
as to cause the software to perform according to its specifications, 
documentation or demonstrated claims.   
(c)       Any telephone support provided by contractor shall be at no 
additional cost. 
(d)       The contractor shall provide all maintenance services in a 
timely manner in accordance with the contractor’s customary practice 
or as defined in the Performance Work Statement/Product Description.  
However, prolonged delay (exceeding 2 business days) in resolving 
software problems will be noted in the Government’s various past 
performance records on the contractor (e.g., www.cpars.gov). 
(e)       If the Government allows the maintenance and support to lapse 
and subsequently wishes to reinstate it, any reinstatement fee charged 
shall not exceed the amounts that would have been charged if the 
Government had not allowed the subscription to lapse.  
 
(4) Disabling Software Code.  The Government requires delivery of 
computer software that does not contain any code that will, upon the 
occurrence or the nonoccurrence of any event, disable the software.  
Such code includes but is not limited to a computer virus, restrictive 
key, node lock, time-out or other function, whether implemented by 
electronic, mechanical, or other means, which limits or hinders the use 
or access to any computer software based on residency on a specific 
hardware configuration, frequency of duration of use, or other limiting 
criteria.  If any such disabling code is present, the contractor agrees to 
indemnify the Government for all damages suffered as a result of a 
disabling caused by such code, and the contractor agrees to remove 
such code upon the Government’s request at no extra cost to the 
Government.  Inability of the contractor to remove the disabling 
software code will be considered an inexcusable delay and a material 
breach of contract, and the Government may exercise its right to 
terminate for cause.  In addition, the Government is permitted to 
remove the code as it deems appropriate and charge the Contractor for 
consideration for the time and effort expended in removing the code. 
 
(5) Manuals and Publications.  Upon Government request, the 
contractor shall furnish the most current version of the user manual 
and publications for all products/services provided under this contract 
or order at no cost.   
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SECTION B - CONTINUATION OF SF 1449 BLOCKS 


B.1  CONTRACT ADMINISTRATION DATA 


(continuation from Standard Form 1449, Block 18A.) 


  1.  Contract Administration:  All contract administration matters will be handled by the 
following individuals: 


    a. CONTRACTOR:  TBD  


    b. GOVERNMENT:   Joshua Cohen 
Contracting Officer 36C10B Joshua Cohen 
Department of Veterans Affairs 
Technology Acquisition Center 
23 Christopher Way 
Eatontown NJ 07724 


 
  2.  CONTRACTOR REMITTANCE ADDRESS:  All payments by the Government to the 
contractor will be made in accordance with: 


[X] 52.232-33, Payment by Electronic Funds Transfer—System For Award 
Management, or 


[  ] 52.232-36, Payment by Third Party 
 


  3.  INVOICES:  Invoices shall be submitted in arrears: 


     a.  Quarterly [] 


     b.  Semi-Annually [] 


     c.  Other [X] In accordance with each individual Task Order 


  4.  GOVERNMENT INVOICE ADDRESS:  All Invoices from the contractor shall be 
submitted electronically in accordance with VAAR Clause 852.232-72 Electronic Submission of 
Payment Requests. 


  5. ACKNOWLEDGMENT OF AMENDMENTS:  The offeror acknowledges receipt of 
amendments to the Solicitation numbered and dated as follows: 


AMENDMENT NO DATE 
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B.2  PRICE SCHEDULE 


 
BASE PERIOD 


 
 


CLIN 
 


DESCRIPTION 
 


QTY 
 


UNIT 
 


UNIT 
PRICE 


 
TOTAL 
PRICE 


 
0001 Firm-Fixed Price Line Item 


 
SECURITY CLASS: Determined at the Task 
Order Level 
 
This CLIN will provide commercial, 
streamlined agile delivery services and teams 
and incidental supplies on a Firm-Fixed-Price 
basis for a period of 60 months from date of 
award in accordance with (IAW) the Customer 
Experience, DevOps, Agile Releases 
(CEDAR) Performance Work Statement 
(PWS). 
 
Specific requirements and pricing shall be set 
forth under each individual Task Order. 
 
Inspection, Acceptance and FOB Points shall 
be determined at the Task Order Level. 
 
The delivery or performance schedule shall be 
determined on each individual Task Order. 
     


0002 Time-and-Materials/Labor-Hour Line Item 
 
SECURITY CLASS: Determined at the Task 
Order Level 
 
This CLIN will provide commercial, 
streamlined agile delivery services and teams 
and incidental supplies on a Time-and-
Materials/Labor-Hour basis for a period of 60 
months from date of award IAW the Customer 
Experience, DevOps, Agile Releases 
(CEDAR) Performance Work Statement 
(PWS). 
 
Specific requirements and pricing shall be set 
forth under each individual Task Order.     
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Inspection, Acceptance and FOB Points shall 
be determined at the Task Order Level. 
 
The delivery or performance schedule shall be 
determined on each individual Task Order. 
 


0003 Time-and-Materials/Labor-Hour Status 
Report 
 
Monthly Status Report shall be provided IAW 
Section B.3, PWS, Paragraph 9.1.1 and Section 
D, Attachment 002 
 
FOB Point: Destination  
Inspection: Destination 
Acceptance: Destination  
   


NSP NSP 


 


Contract Maximum/Minimum Ceiling: 


IAW Section C, clause 52.216-22, “Indefinite Quantity,” the Maximum Overall Value of the CEDAR 
IDIQ contracts is $247,260,000.00. IAW Section C, clause 52.216-22 entitled, “Indefinite Quantity” the 
Minimum guaranteed value under any CEDAR contract is $50,000.00. The Government reserves the 
right to award initial orders at the time of the basic contract award on a sole source basis pursuant to FAR 
16.505(b)(2)(D) at amounts which may exceed the minimum guaranteed value. No order under the 
CEDAR IDIQ shall be awarded in excess of $10,000,000.00. 


The ceiling price as set forth in Section C, clause 52.212-4 “Contract Terms and Conditions-Commercial 
Items, Alternate I,” paragraph (i)(3) will be established for each individual Time-and Materials/Labor-
Hour Task Order. 


 


 


 


 


 


 


 


 







Request for Proposal 36C10B20R0013 Customer Experience, DevOps, Agile Releases 
(CEDAR) Indefinite Delivery, Indefinite Quantity (IDIQ) Contract 


 


 
Page 13 of 113 


B.3  PERFORMANCE WORK STATEMENT 


Customer Experience, DevOps, and Agile Releases (CEDAR) 


Performance Work Statement (PWS) 


Program 


 


DATE: November 23, 2020 


Version 0.4 


Department of Veterans Affairs 


Office of Information Technology (OI&T) 
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1.0  OBJECTIVE 


CEDAR will support VA’s modernization initiatives by ensuring VA has streamlined access to 
the modern commercial services required to deliver digital products to VA’s internal and 
external users. Successfully delivering such products often requires VA obtain commercial agile 
delivery services supported by teams with capabilities in user-centered design, user research, 
product management, agile application development, Application Programming Interface (API) 
development, automated testing, cloud infrastructure design and management, continuous 
integration/continuous delivery (CI/CD), and/or Development Operations (DevOps).  


The objective of this effort is to provide VA with a streamlined enterprise-wide method to obtain 
such agile product design and delivery services. Specifically, CEDAR will meet the following 
goals: 


1. Establish a streamlined and common contracting vehicle that will provide VA access to 
contractors specializing in agile design and delivery services including user-centered 
design, user research, product management, agile software development, API 
development, automated testing, cloud infrastructure design and management, continuous 
integration/continuous delivery, and DevOps. 


2. Allow for agile delivery services to be delivered in a rapid-cycle fashion, in accordance 
with industry best practices. 


3. Support the execution of multiple VA digital modernization efforts by providing VA a 
simplified method to add specific and specialized commercial capabilities to those efforts 
as needed. 


4. Ensure VA can rapidly adopt technology and design-industry best practices such as those 
described in the Office of Management and Budget’s (OMB) Digital Services Playbook1 
and the TechFAR Handbook.2  


This effort is consistent with several initiatives to strengthen Federal acquisition and technology 
practices, such as: 


 Office of Federal Procurement Policy’s (OFPP) December 2017 memo encouraging 
strategic sourcing and strategies to drive performance such as developing common 
standards and practices in contracts; 


 The Digital Services Playbook, released by OMB in August 2014, as a best practices 
guide for agencies to use when developing effective digital services; and 


 The TechFAR Handbook, released by OFPP in August 2014, as a guide to the 
procurement of agile design and development services within the Information 
Technology (IT) Consulting, IT Outsourcing, and IT Security Categories. 


 


                                                      
1 https://playbook.cio.gov 


2 https://techfarhub.cio.gov/handbook/ 
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2.0  SCOPE  


The CEDAR Indefinite Delivery Indefinite Quantity (IDIQ) acquisition will be a VA-wide 
vehicle providing VA offices and components with commercial, streamlined agile delivery 
services and teams.   


3.0  APPLICABLE DOCUMENTS 


The Contractor shall comply with the documents listed below.  Additional documents may be 
listed in individual Task Orders. 


1. “Federal Information Security Modernization Act of 2014”  
2. Federal Information Processing Standards (FIPS) Publication 140-2, “Security 


Requirements For Cryptographic Modules”  
3. FIPS Pub 199. Standards for Security Categorization of Federal Information  


and Information Systems, February 2004  
4. FIPS Pub 200, Minimum Security Requirements for Federal Information and  


Information Systems, March 2016  
5. FIPS Pub 2012, “Personal Identity Verification of Federal Employees and 


Contractors,” August 2013  
6. VA Directive and Handbook 6102, “Internet/Intranet Services,” July15, 2008  
7. 36 C.F.R. Part 1194 “Electronic and Information Technology Accessibility 


Standards,” July 1, 2003  
8. VA Directive 6500, “VA Cybersecurity Program,” January 23, 2019  
9. VA Handbook 6500, “Risk Management Framework for VA Information Systems – 


Tier 3: VA Information Security Program,” March 10, 2015  
10. 10.VA Handbook 6500.3, “Assessment, Authorization, And Continuous Monitoring 


Of VA Information Systems,” February 3, 2014  
11. VA Handbook 6500.5, “Incorporating Security and Privacy in System Development 


Lifecycle”, March 22, 2010  
12. One-VA Technical Reference Model (TRM) (reference at 


https://www.va.gov/trm/TRMHomePage.aspx)  
13. Federal Identity, Credential, and Access Management (FICAM) Roadmap and 


Implementation Guidance, December 2, 2011  
14. Trusted Internet Connections (TIC) Reference Architecture Document, Version 2.0, 


Federal Interagency Technical Reference Architectures, Department of Homeland 
Security, October 1, 2013, https://s3.amazonaws.com/sitesusa/wp- 
content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf  


15. OMB Memorandum M-08-05, “Implementation of Trusted Internet Connections 
(TIC), November 20, 2007  


16. Office of Information Security (OIS) VAIQ #7424808 Memorandum, “Remote 
Access”,  January 15, 2014, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


17. VA Memorandum, “Implementation of Federal Personal Identity Verification (PIV) 
Credentials for Federal and Contractor Access to VA IT Systems”, (VAIQ# 7614373) 
July 9, 2015, https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


18. VA Memorandum “Mandatory Use of PIV Multifactor Authentication to VA 
Information System” (VAIQ# 7613595), June 30, 2015, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  
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19. VA Memorandum “Mandatory Use of PIV Multifactor Authentication for Users with 
Elevated Privileges” (VAIQ# 7613597), June 30, 2015; 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


20. VA Memorandum “Use of Personal Email (VAIQ #7581492)”, April 24, 2015, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


21. VA Memorandum “Updated VA Information Security Rules of Behavior (VAIQ 
#7823189)”, September, 15, 2017, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


22. Experience with incorporating and using open source technologies 
(https://sourcecode.cio.gov/OSS/).  


23. The Agile Manifesto (http://www.agilemanifesto.org/) 
24. The U.S. Digital Services Playbook (https://playbook.cio.gov/) 


4.0  GENERAL REQUIREMENTS 


The Contractor shall provide and/or acquire the services, hardware, and software required by 
individual Task Orders pursuant to the general requirements specified below.  


4.1 Contract Type 


This is an IDIQ Multiple Award Task Order (MATO) contract.  Individual Task Orders shall be 
issued on a performance-based T&M/Labor Hour and/or FFP basis. 


4.2 Ordering Period 


The ordering period for the basic contract shall be five years.  


4.3 Hours of Work 


Work at a Government site shall not take place on Federal holidays or weekends unless directed 
by the CO.  The Contractor may also be required to support 24/7 operations 365 days per year as 
identified in individual Task Orders. 
 
There are ten (10) Federal holidays set by law (USC Title 5 Section 6103) that VA follows: 
 
Under current definitions, four are set by date: 
 
New Year's Day January 1 
Independence Day July 4 
Veterans Day November 11 
Christmas Day December 25 
 
If any of the above falls on a Saturday, then Friday shall be observed as a holiday.  Similarly, if 
one falls on a Sunday, then Monday shall be observed as a holiday. 
 
The other six are set by a day of the week and month: 
 
Martin Luther King's Birthday Third Monday in January 
Washington's Birthday Third Monday in February 
Memorial Day Last Monday in May 
Labor Day First Monday in September 
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Columbus Day Second Monday in October 
Thanksgiving Fourth Thursday in November  


4.4 Place of Performance 


It is expected that contractor’s teams will be required to frequently interact with system users and 
program staff in support of this agreement.  Support will be required at government facilities (on-
site) and at non-government facilities (offsite).  Specific site locations will be defined at the Task 
Order level.  The government anticipates that most of the work will occur in the contiguous 
United States (CONUS), but OCONUS support by the Contractor may be performed as long as 
the Government provides approval in advance at the Task Order level. For support provided at 
Government facilities, the Government may provide space and equipment (e.g., phone, desktop 
computer and peripherals, desk and accessories, etc.) for Contractor personnel performing work 
on-site at VA facilities.  The Contractor personnel may be required to work offsite (i.e. at the 
prime or subcontractor facilities) when adequate workspace is not available at the Government 
site. 


4.5 Travel 


Travel shall be IAW individual Task Order requirements.  Travel details must be provided to, 
and approved by, the Task Order Contracting Officer’s Representative (COR) or the Government 
designee prior to the commencement of travel.  All travel shall be IAW the Federal Travel 
Regulations (FTR).   


4.6 Materials, Equipment and Locations 


4.6.1 Government-Furnished 


The Government has multiple remote access solutions available to include Citrix Access Gateway (CAG), 
Site-to-Site Virtual Private Network (VPN), and RESCUE VPN.  
 
The Government’s issuance of Government Furnished Equipment (GFE) is limited to Contractor 
personnel requiring direct access to the network to: development environments; install, configure and run 
Technical Reference Model (TRM) approved software and tools (e.g., Oracle, Fortify, Eclipse, SoapUI, 
WebLogic, LoadRunner); upload/download/manipulate code, run scripts, and apply patches; configure 
and change system settings; check logs, troubleshoot/debug, and test/QA. 
 
When necessary, the Government will furnish desktops or laptops, for use by the Contractor to access VA 
networks, systems, or applications to meet the requirements of this PWS. The overarching goal is to 
determine the most cost-effective approach to providing needed access to the VA environment coupled 
with the need to ensure proper Change Management principles are followed. Contractor personnel shall 
adhere to all VA system access requirements for on-site and remote users in accordance with VA 
standards, local security regulations, policies and rules of behavior. GFE shall be approved by the COR 
and Program Manager on a case-by-case basis prior to issuance at the Task Order level.  
 
Government Furnished Property (GFP) which includes Government Furnished Material (GFM), 
Government Furnished Information (GFI), and Government Furnished Equipment (GFE) may be 
provided and shall be identified in the individual Task Order.  The Contractor shall be 
responsible for conducting all necessary examinations, inspections, maintenance, and tests upon 
receipt.  The Contractor shall be responsible for reporting all inspection results, maintenance 
actions, losses, and damage to the Government through the COR. 
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VA may provide VA specific software as appropriate and required in individual Task Orders.  
The Contractor may utilize VA provided software development and test accounts, document and 
requirements repositories and others as required for the development, storage, maintenance and 
delivery of products.  Contractors shall comply with VA security policies and procedures with 
respect to protecting sensitive data.  See Section 7.0 for detailed security requirements. 


4.6.2 Contractor-Acquired 


The Contractor shall acquire and/or provide any hardware and/or software required to 
accomplish each Task Order that is not provided as GFP.  Software integrity shall be maintained 
by the Contractor within the licensing agreement of the producer until such software is delivered 
to the Government, or otherwise disposed of IAW Government direction.  Items delivered to the 
Government shall be approved by the Government in advance of purchase and shall be in 
compliance with Addendum A section A3.0.  See Section 7.0 for detailed security requirements. 


4.6.3 Connectivity 


VA will provide connectivity to VA specific systems/network as required for execution of the 
task via VA approved remote access technology.  Currently this may include but is not limited to 
Citrix Access Gateway (CAG), site-to-site VPN, or VA Remote Access Security Compliance 
Update Environment (RESCUE).  This remote access will provide connectivity to VA specific 
software such as Veterans Health Information System and Technology Architecture (VistA), 
ClearQuest, PAL, and Primavera including appropriate seat management and user licenses.  The 
Contractor must meet the requirements of VA Handbook 6500 and will bear the cost to provide 
connectivity to VA.  Other connectivity to VA systems may be authorized, as appropriate, in 
individual Task Orders.  


4.6.4 Facilities 


Work may be performed at either a Government or non-Government facility.  Each Task Order 
shall delineate the location requirements. 


4.6.4.1 Government Facilities 


Certain Government office or laboratory space may be made available for performance of 
individual Task Orders.  Contractors may be required to establish operations and support 
Government locations and shall comply with VA and/or Federal assessment and authorization 
(A&A) requirements.  Such facilities shall be specified in the individual Task Order. 


4.6.4.2 Non-Government Facilities 


Personnel may perform at Contractor or remote facilities if specified in the individual Task 
Order.  Contractors may be required to establish operations and support Contractor facilities and 
shall comply with VA and/or Federal A&A requirements.  Such facilities shall be specified in the 
individual Task Order.  The Contractor shall disclose specific facility information during the 
Request for Task Execution Plan (RTEP) process.  
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4.6.5 Warranty 


Items acquired under this contract may require warranty protection.  Commercial warranties 
shall be transferred to the Government.  The type of warranty and extent of coverage shall be 
determined on an individual Task Order basis.  


4.6.6 Marking, Handling, Storage, Preservation, Packaging, Tracking & Shipping 


The Contractor shall establish/maintain procedures IAW VA Handbook 6500 and VA Directive 
6609 for handling, storage, preservation, packaging, marking, tracking and shipping to protect 
the quality of products and prevent damage, loss, deterioration, degradation or substitution of 
products. 


4.6.7 Export Control 


The Contractor shall comply with all applicable laws and regulations regarding export-controlled 
information and technology and shall not use, distribute, transfer or transmit technology (even if 
incorporated into products, software or other information) except in compliance with such laws 
and regulations.  In addition, the Contractor shall plan for, obtain, and maintain any and all 
export licensing required to satisfy individual Task Order requirements. 


4.7 Safety and Environmental 


Safety and environmental procedures shall be identified within individual Task Order 
requirements. 
 
The Contractor shall comply with the OFPP Green Acquisition initiatives as identified in 
individual Task Orders IAW the policies referenced at 
http://www.whitehouse.gov/omb/procurement_index_green.  


4.8 Enterprise and IT Framework 


4.8.1 One-VA Technical Reference Model 


For VA specific Task Orders, the Contractor shall support the VA enterprise management 
framework.  In association with the framework, the Contractor shall comply with OI&T 
Technical Reference Model (One-VA TRM) and consider the OneVA Enterprise Technology 
Strategic Plan.  One-VA TRM is one component within the overall Enterprise Architecture (EA) 
that establishes a common vocabulary and structure for describing the IT used to develop, 
operate, and maintain enterprise applications. 


4.8.2 Federal Identity, Credential, And Access Management (FICAM) 


The Contractor shall ensure Commercial Off-The-Shelf (COTS) product(s), software 
configuration and customization, and/or new software are Personal Identity Verification (PIV) 
card-enabled by accepting HSPD-12 PIV credentials using VA Enterprise Technical Architecture 
(ETA), https://www.ea.oit.va.gov/EAOIT/VA-EA/Enterprise/Technical_Architecture.asp, and 
VA Identity and Access Management (IAM) approved enterprise design and integration patterns. 
The Contractor shall ensure all Contractor delivered applications and systems comply with the 
VA Identity, Credential, and Access Management policies and guidelines set forth in the VA 
Handbook 6510 and align with the Federal Identity, Credential, and Access Management 
Roadmap and Implementation Guidance v2.0. 
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The Contractor shall ensure all Contractor delivered applications and systems provide user 
authentication services compliant with the National Institute of Standards and Technology 
(NIST) Special Publication (SP) 800-63-3, VA Handbook 6500 Appendix F, “VA System 
Security Controls,” and VA IAM enterprise requirements for direct, assertion based 
authentication, and/or trust based authentication, as determined by the design and integration 
patterns. Direct authentication at a minimum must include Public Key Infrastructure (PKI) based 
authentication supportive of PIV card and/or Common Access Card (CAC), as determined by the 
business need. 
 
The Contractor shall ensure all Contractor delivered applications and systems conform to the 
specific Identity and Access Management PIV requirements set forth in the OMB Memoranda 
M-04-04, M-05-24, M-11-11, and NIST Federal Information Processing Standard (FIPS) 201-2. 
OMB Memoranda M-04-04, M-05-24, and M-11-11 can be found at:  
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy04/m04-
04.pdf, 
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m0
5-24.pdf, and 
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf 
respectively. Contractor delivered applications and systems shall be on the FIPS 201-2 Approved 
Product List (APL). If the Contractor delivered application and system is not on the APL, the 
Contractor shall be responsible for taking the application and system through the FIPS 201 
Evaluation Program. 
 
The Contractor shall ensure all Contractor delivered applications and systems support: 
 


1. Automated provisioning and are able to use enterprise provisioning service. 
2. Interfacing with VA’s Master Veteran Index (MVI) to provision identity attributes, if the 


solution relies on VA user identities. MVI is the authoritative source for VA user identity 
data. 


3. The VA defined unique identity (Secure Identifier [SEC ID]/Integrated Control Number 
[ICN]). 


4. Multiple authenticators for a given identity and authenticators at every Authenticator 
Assurance Level (AAL) appropriate for the solution. 


5. Identity proofing for each Identity Assurance Level (IAL) appropriate for the solution. 
6. Federation for each Federation Assurance Level (FAL) appropriate for the solution, if 


applicable. 
7. Two-factor authentication (2FA) through an applicable design pattern as outlined in VA 


Enterprise Design Patterns. 
8. A Security Assertion Markup Language (SAML) implementation if the solution relies on 


assertion-based authentication. Additional assertion implementations, besides the 
required SAML assertion, may be provided as long as they are compliant with NIST SP 
800-63-3 guidelines. 


9. Authentication/account binding based on trusted Hypertext Transfer Protocol (HTTP) 
headers if the solution relies on Trust based authentication. 


10. Role Based Access Control. 
11. Auditing and reporting capabilities. 
12. Compliance with VAIQ# 7712300 Mandate to meet PIV requirements for new and 


existing systems.  
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The required Assurance Levels for this specific effort are Identity Assurance Level 3, 
Authenticator Assurance Level 3, and Federation Assurance Level 3. 
 


4.8.3 Internet Protocol Version 6 (Ipv6) 
 
The Contractor solution shall support the latest Internet Protocol Version 6 (IPv6) based upon the 
directives issued by the Office of Management and Budget (OMB) on August 2, 2005 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m
05-22.pdf) and September 28, 2010 (https://cio.gov/wp-
content/uploads/downloads/2012/09/Transition-to-IPv6.pdf).  IPv6 technology, in accordance 
with the USGv6 Profile, NIST Special Publication (SP) 500-267 
(https://www.nist.gov/programs-projects/usgv6-technical-basis-next-generation-internet), the 
Technical Infrastructure for USGv6 Adoption (http://www-x.antd.nist.gov/usgv6/index.html),  
and the NIST SP 800 series applicable compliance 
(http://csrc.nist.gov/publications/PubsSPs.html) shall be included in all IT infrastructures, 
application designs, application development, operational systems and sub-systems, and their 
integration.  In addition to the above requirements, all devices shall support native IPv6 and/or 
dual stack (IPv6/IPv4) connectivity without additional memory or other resources being 
provided by the Government, so that they can function in a mixed environment.  All 
public/external facing servers and services (e.g. web, email, DNS, ISP services, etc.) shall 
support native IPv6 and/or dual stack (IPv6/IPv4) users and all internal infrastructure and 
applications shall communicate using native IPv6 and/or dual stack (IPv6/IPv4) operations.  
Guidance and support of improved methodologies which ensure interoperability with legacy 
protocol and services in dual stack solutions, in addition to OMB/VA memoranda, can be found 
at: https://www.voa.va.gov/documentlistpublic.aspx?NodeID=282. 
 


4.8.4 Trusted Internet Connection  
 
The Contractor solution shall meet the requirements outlined in Office of Management and 
Budget Memorandum M08-05 mandating Trusted Internet Connections (TIC) 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m
08-05.pdf), M08-23 mandating Domain Name System Security (NSSEC) 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m
08-23.pdf), and shall comply with the Trusted Internet Connections (TIC) Reference 
Architecture Document, Version 2.0 https://s3.amazonaws.com/sitesusa/wp-
content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf. 


4.8.5 Enterprise Management Framework 


The Enterprise Management Framework (EMF) provides an enterprise-wide view of VA IT 
systems comprised of tools, reports, databases, dashboards, and analytics.  EMF enables OI&T to 
view the health and performance of systems and provides intelligent analysis and trending that 
enables proactive enterprise system management. Performance, availability, user experience and 
reliability of IT service delivery is improved as OI&T is able to make strategic, operational and 
investment decisions based on real-time information.  
 
EMF supports a unified enterprise service management model including release management, 
configuration management, change management, and incident management aligned with industry 
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standard IT Infrastructure Library (ITIL) service management best practices.  The EMF 
Federated Data Repository (FDR) includes the implementation of a foundational 
component.  The EMF FDR is a national repository that collects enterprise IT management data 
from VA Managed Data Repositories (MDRs) and integrates with existing VA monitoring and 
performance systems.  
 
Additional frameworks may be specified in individual Task Orders. 


4.9 Development Methodologies 


The contractor(s) shall provide VA with teams that shall deliver viable, digital solutions in 
support of VA’s strategic mission and objectives. 
 
The specific nature of the capabilities required for each team will be articulated at the Task Order 
level. However, it is expected that a typical agile delivery team requested under the CEDAR 
IDIQ will require the contractor provide multi-disciplinary teams with members having expertise 
in product management, agile software development, user research, UX strategy, User Interface 
(UI) and visual design, and DevOps. 
 
The Contractor’s support and solutions shall follow the practices described in the Digital 
Services Playbook (https://playbook.cio.gov).  The Contractor shall be familiar with the concepts 
in each play and implement them in its approaches and support.  The Contractor shall design, 
develop, configure, customize and deploy solutions to some of VA’s most pressing challenges. 
Once deployed, the Contractor shall provide production support of the solution as required.  The 
Contractor shall deliver modern digital services that use DevOps techniques that embrace CI/CD.  
The Contractor shall deliver secure and tested modern mobile and web application designs using 
automated testing frameworks.  The Contractor shall provide support to projects that are building 
brand new systems as well as projects that are building on top of, or replacing, existing systems. 
The Contractor shall be familiar with current and emerging technologies, COTS products, 
services, programming languages and processes required to deliver high-quality products.  
 
The Contractor shall: 
 


1. Deliver high-quality, functional products that are measured by user feedback from 
surveys, research, etc. 


2. Follow the practices described in the “Digital Services Playbook” 
(https://playbook.cio.gov). 


3. Be agile. Incorporate Agile methodologies and ceremonies into work, such as (but not 
limited to) sprint planning, daily scrum, sprint review, sprint retrospective, backlog 
grooming, and estimating activities. 


4. Actively involve users in the design of all solutions. Incorporate best practices for 
modern user research and usability testing, such as (but not limited to) creating user 
personas, problem space definitions, affinity maps, user flow diagrams, wireframes, 
information architecture diagrams, design prototypes, user research plans, conversation 
guides, and user research synthesis. 


5. Maintain a consistent look, feel, and voice across user facing sites and services. 
Incorporate best practices defined in the VA Design System and VA Content Style Guide 
(https://design.va.gov/). 
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6. Personalize solutions for the individual or team using the product. 
7. Optimize web applications for mobile-first operation, with all solutions being equally 


available on both mobile and desktop whenever possible. Incorporate robust accessibility 
principles into design, development and testing for all web applications to deliver high-
quality digital experiences to users of assistive devices.  


8. Protect user information with best-in-class security, given the constraints of the 
environment. 


9. Use DevOps techniques of CI/CD across all environments including, at a minimum, 
development, staging, and production. (http://github.com/department-of-veterans-
affairs/va.gov-team/tree/master/platform/engineering/) 


10. Use automated testing frameworks to create unit tests, integration tests, functional/black 
box tests, and load tests (or their equivalents as applicable) to test 100% of functionality 
delivered. Strive for compliance with Test Driven Development practices. 


11. Ensure configuration and sensitive data, including data the VA defines as sensitive, are 
not present in source code, and are stored in encrypted credential management systems. 


12. Deliver all code not containing configuration or sensitive data to an open source 
repository per OMB Guidance M-16-21. 


13. Cultivate a positive, trusting, and cooperative working relationship with the Government 
and all other vendors supporting this work. 
 


4.10 Quality Assurance 
 
The performance of CEDAR contract holders will be measured in two contexts.  One will be at 
the Task Order level using quality metrics specific to the nature of the work required on the Task 
Order (for instance, a Task Order for a web-based application may use metrics like abandonment 
rates, load times, etc.) which will be captured and tracked by VA.  In some cases, the 
Government may specify required metrics for a specific Task Order Quality Assurance 
Surveillance Plan (QASP), while in other cases Contract Holders may be asked to propose 
metrics as part of their Task Execution Plans (TEP), which may or may not be used for Task 
Order evaluation purposes.   It is the Government’s preference, when appropriate and practical, 
that performance information be provided via real-time tools (e.g. dashboards) made available to 
the Government rather than via separate paper or electronic reports.  Performance at the Task 
Order level will also be measured in the categories of on-time delivery/schedule, cost control, 
and management.  Additionally, for Task Orders that exceed the Simplified Acquisition 
Threshold, in order to meet Contractor Performance Information requirements in accordance 
with FAR Part 42.15, Contractor Performance Assessment Reporting System (CPARS) will be 
utilized.  The TO level QASP assessments will inform with those entered into CPARS.  The 
second context will be for the evaluation of Past Performance at the Task Order level.  The Past 
Performance evaluations will be based upon the average of the cumulative Task Order level 
QASP assessment ratings received for all awarded Task Orders. 
 
4.11 Government Inspection and Oversight  
 
The Contractor shall cooperate with authorized Government offices in the areas of facilities 
access, audits, security incident notification, and hosting location.  
Specifically, the Contractor (and any Subcontractors) shall: 
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a. Provide the CO, designated representative of the CO, and representatives of authorized 
Government offices, full and free physical and remote/logical access to the Contractor's 
(and Subcontractors') facilities, installations, operations documentation, databases, and 
personnel used for contract hosting services.  This access shall be provided to the extent 
required to carry out audits, inspections, device scanning utilizing Government prescribed 
tools, investigations, or other reviews to ensure compliance with contractual requirements 
for IT and information security, and to safeguard against threats and hazards to the 
integrity, availability, and confidentiality of agency information in the possession or 
under the control of the Contractor (or Subcontractor) 


b. Fully cooperate with all audits, inspections, investigations, or other reviews conducted by 
or on behalf of the CO or other authorized Government offices as described in 
subparagraph (a). Full cooperation includes, but is not limited to, prompt disclosure (per 
agency policy) to authorized requests of data, information, and records requested in 
connection with any audit, inspection, investigation, or review, making employees of the 
Contractor available for interview by auditors, inspectors, and investigators upon request, 
and providing prompt access (per agency policy) to Contractor facilities, systems, data 
and personnel to the extent the auditors, inspectors, and investigators reasonably believe 
necessary to complete the audit, inspection, investigation, or other review. The 
Contractor's (and any Subcontractors') cooperation with audits, inspections, 
investigations, and reviews conducted under this clause will be provided at no additional 
cost to the Government 


c. Preserve such data, records, logs and other evidence which are reasonably necessary to 
conduct a thorough investigation of any computer security incident. A computer security 
incident (as defined in NIST SP 800-61, Computer Security Incident Handling Guide), 
including but not limited to, those constituting an actual or potential threat or hazard to 
the integrity, availability, or confidentiality of agency information in the possession or 
under the control of the Contractor (or Subcontractor), or to the function of information 
systems operated by the Contractor (or Subcontractor) in the performance of this contract  


d. Promptly notify the designated agency representative in the event of any computer 
security and privacy incident as described in paragraph (c) above. This notification 
requirement is in addition to any other notification requirements which may be required 
by law or this contract.  Established Federal agency timeframes for reporting security and 
privacy incidents to the United States Computer Emergency Readiness Team (US-
CERT), although not exhaustive, serve as a useful guideline for determining whether 
reports under this paragraph are made promptly. (See NIST SP 800-61, Computer 
Security Incident Handling Guide, Appendix J)  


e. Provide to the requestor (CO, a representative of the CO, or authorized Government 
offices) Government data, information, or records under the control of or in the 
possession of the Contractor pursuant to this contract, which the Agency or authorized 
Government offices, including the Office of Inspector General, may request in 
furtherance of other audits, inspections, investigations, reviews or litigation in which the 
Agency or other authorized Government offices are involved in the form specified at the 
task order level.  Requests for production under this paragraph shall specify a deadline 
not less than 10 days for compliance which will determine whether response to the 
request has been made in a timely manner. Unless expressly provided otherwise 
elsewhere in this contract, the production of data, information, or records under this 
paragraph will be at no additional cost to the Government 
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f. Include the substance of this Section, including this paragraph (f) in any subcontract 
which would require or otherwise result in Subcontractor employees having access to 
agency information in the possession or under the control of the Contractor (or 
Subcontractor), or access to information systems operated by the Contractor (or 
Subcontractor) in the performance of this contract 


g. Ensure that all hosting services pertaining to this contract are performed within the 
United States of America, including the storage of agency data, information, and records 
under the control of or in the possession of the Contractor pursuant to this contract. 


5.0  TECHNICAL FUNCTIONAL AREAS 


Individual Task Orders may encompass more than one functional area listed below.  Efforts to be 
performed by the Contractor under this contract are of such a nature that they may create a 
potential and/or actual organizational conflict of interest as contemplated by Subpart 9.5 of the 
Federal Acquisition Regulation (FAR).  Contractor personnel may be required to sign a non-
disclosure agreement. 
 


1. User Research and User Story Collaboration: The contractor shall use a range of 
qualitative and quantitative user research methods to determine people’s goals, needs, 
and behaviors. If requested in the Task Order, the contractor shall have the ability to 
recruit test users from a variety of backgrounds including Veterans, Servicemembers, 
family members, and caregivers for the purpose of conducting the research. This research 
shall be documented in a form that VA and other contractors can easily access and learn 
from. The contractor shall work with the product owner or other VA staff to generate and 
prioritize user stories based on this research. 


2. User-Centered Design: The contractor shall design digital services that help people 
easily complete the desired tasks. Work will include UX strategy, UI and visual design, 
rapid prototyping, and front-end engineering. Contractors shall implement the VA Design 
System (https://design.va.gov/) as a default for work performed. 


3. Plain-Language Content Writing: The contractor shall work with VA stakeholders to 
develop written plain-language content that is easy for people to understand while 
accurately describing VA processes, requirements and other content. Content shall be 
tested with users to ensure it is easily understood. Contractors shall implement the VA 
Content Style Guide (https://design.va.gov/content-style-guide/) as a default for work 
performed. 


4. Agile software development: The contractor shall develop software in an iterative style 
following the modern best practices described in the Digital Services Playbook 
(https://playbook.cio.gov). Specific technologies to be used (if known) will be 
communicated at the Task Order level but will commonly include industry-standard web 
programming languages and frameworks such as JavaScript, Ruby, Java, and .NET; or 
COTS products and platforms that can be used or adapted to meet VA’s needs. Specific 
capabilities to be delivered by a team will be defined at the Task Order level, but may 
include developing/modifying responsive web applications, developing/modifying REST 
APIs, and developing/modifying native mobile applications. Activities may include 
writing custom software, configuring Software as a Service (SaaS) platforms, or 
configuring COTS products to support specific objectives. Software developed under this 
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IDIQ will be covered by automated unit and integration tests, and all software and 
configurations created under the IDIQ will be developed in a modern software version 
control system specified by VA. Contractors shall use both code reviews and automated 
checks to ensure software quality. The Contractor shall monitor industry trends and 
propose suitable technologies to VA to implement requested functionality. 


5. Product Management – The Contractor shall provide the oversight, planning and 
strategy to design, develop, and deliver products. This includes defining and managing 
product roadmap definitions and life cycles to ensure productivity throughout the entire 
product life cycle from idea to marketing and post-launch product phases, with a clear 
and complete product view throughout.  


6. Automated Testing: The Contractor shall create and maintain an automated test suite for 
the purposes of performing automated unit, functional and integration testing on all user 
stories and for ongoing regression testing to ensure functionality and quality of the 
overall system. These automated tests shall be integrated into the continuous integration 
workflow, such that new features delivered do not break existing capabilities and can be 
verified with new automated tests. 


7. Usability Testing: The Contractor shall evaluate products delivered by the team by 
testing them with users throughout the development lifecycle.  This includes but is not 
limited to performing Section 508 testing with VA-certified Section 508 testing 
resources. Findings from usability testing shall be used to iteratively improve the 
products.  


8. Customer Support: The Contractor shall ensure users can get support for the products it 
delivers. As specified in the Task Order, the Contractor shall ensure existing VA 
customer-support channels have the information, training and system access required to 
provide support, and if specified may be requested to provide direct Tier 1, 2 and/or 3 
customer support capabilities. Example: https://github.com/department-of-veterans-
affairs/va.gov-team/tree/master/platform/triage/ 


9. Deployment Activities: The Contractor shall plan, create and validate the 
implementation and deployment of scripts for use during application deployment, and 
provide release planning and management support. Deployments should not require any 
planned or unplanned downtime or outages.  


10. DevOps: The Contractor shall work collaboratively and cross functionally with 
engineering and operations to implement CI/CD, production monitoring, and production 
support. The Contractor shall support its own code while in production. The contractor 
shall be experienced with modern commercial cloud environments and tools, and have 
experience deploying code to testing, staging, and production in a commercial cloud 
environment. Example: https://github.com/department-of-veterans-affairs/va.gov-
team/tree/master/platform/engineering/infrastructure 


11. Integration Support: The Contractor shall integrate open source, COTS, Government 
Off the Shelf (GOTS) and/or SaaS solutions into existing, custom built, or new systems 
and provide configuration, customization and implementation services. The Contractor 
shall also integrate with other government systems using modern standards-based 
communication protocols and data formats. 
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12. Cross-Functional Collaboration: The Contractor shall participate in integrated program, 
project, or product teams and agile teams to enhance communication, share lessons 
learned and facilitate rapid identification of dependencies between various functional 
entities to ensure that the projects deliver the right solutions and value to the business and 
end-users.  This collaboration may include coaching product teams as directed in support 
of Government attempts to stand up or execute an agile project. 


13. Metrics Reporting and Analytics: The Contractor shall develop and communicate 
project metrics.  This may include both metrics about the delivery of the products, such 
as agile burn down charts, release roadmaps, and schedule, as well as analytics about 
product usage, such as number of users or transactions. It is expected that all capabilities 
delivered under this IDIQ will be instrumented with system monitoring, error tracking, 
and user analytics.  


6.0  DELIVERABLES 


6.1 Products 


All products shall be delivered to the Government locations and accepted by authorized 
Government personnel as specified in the individual Task Order.  Inspection and acceptance 
criteria shall be specifically identified in each Task Order.  The COR shall be notified of any 
discrepancies found during acceptance inspection upon identification. All custom-developed 
code shall be to developed as Open Source Software (OSS) and made available in a public 
repository unless it contains sensitive data as defined by VA. 


6.2 Data 


The Government shall receive Unlimited Rights to data first produced in performance of this 
contract IAW FAR 52.227-14, “Rights In Data-General” (MAY 2014). This includes all rights to 
source code and any and all documentation created in support thereof.  License rights in any 
Commercial Computer Software shall be governed by FAR 52.227-19, “Commercial Computer 
Software License” (DEC 2007).   Any data delivered shall be submitted and protected IAW VA 
handbook 6500. 


7.0  SECURITY AND PRIVACY 


7.1 Information Security and Privacy Security Requirements  


The Contractor shall comply with the VA security requirements IAW VA Handbook 6500.6 
“Contract Security” and Addendum A of this document.  VA Handbook 6500.6 Appendix C 
“VA Information Systems Security/Privacy Language for Inclusion into Contracts, As 
Appropriate” is included within this document as Addendum B.  Addendum B may be tailored at 
the Task Order level. 


7.2 Personnel Security Requirements 


The Contractor(s) shall comply with all personnel security requirements included in this contract 
and any unique organization security requirements described in each Task Order.  All Contractor 
personnel who require access to VA sensitive information/computer systems shall be subject to 
background investigations and must receive a favorable background investigation from VA. 
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The position sensitivity risk designation [LOW, MODERATE, and HIGH] and associated level 
of background investigation [Tier 1, Tier 2, and Tier 4] for each Task Order PWS task shall be 
designated accordingly, as identified within each Task Order PWS.  The level and process of 
background security investigations for Contractors must be IAW VA Directive and Handbook 
0710, “Personnel Security and Suitability Program.”  
 


a. The Contractor shall prescreen all personnel requiring access to the computer systems to 
ensure they maintain the appropriate Background Investigation, and are able to read, 
write, speak and understand the English language. 


b. Within 3 business days after award, the Contractor shall provide a roster of Contractor 
and Subcontractor employees to the COR to begin their background investigations in 
accordance with the PAL template.  The Contractor Staff Roster shall contain the 
Contractor’s Full Name, Date of Birth, Place of Birth, individual background 
investigation level requirement (Refer to Section 4.6 of the Task Order PWS for 
investigative requirements by task), etc.  The Contractor shall submit full Social Security 
Numbers either within the Contractor Staff Roster or under separate cover to the COR.  
The Contractor Staff Roster shall be updated and provided to VA within one day of any 
changes in employee status, training certification completion status, Background 
Investigation level status, additions/removal of employees, etc. throughout the Period of 
Performance.  The Contractor Staff Roster shall remain a historical document indicating 
all past information and the Contractor shall indicate in the Comment field, employees no 
longer supporting this contract.  The preferred method to send the Contractor Staff Roster 
or Social Security Number is by encrypted e-mail. If unable to send encrypted e-mail, 
other methods which comply with FIPS 140-2 are to encrypt the file, use a secure fax, or 
use a traceable mail service. 


c. The Contractor should coordinate the location of the nearest VA fingerprinting office 
through the COR.  Only electronic fingerprints are authorized.  The Contractor shall 
bring their completed Security and Investigations Center (SIC) Fingerprint request form 
with them (see paragraph d.4 below) when getting fingerprints taken. 


d. The Contractor shall ensure the following required forms are submitted to the COR 
within 5 days after contract award: 


1. Optional Form 306  
2. Self-Certification of Continuous Service 
3. VA Form 0710 
4. Completed Security and Investigations Center (SIC) Fingerprint Request 


Form 


e. The Contractor personnel shall submit all required information related to their 
background investigations (completion of the investigation documents (SF85, SF85P, or 
SF 86) utilizing the Office of Personnel Management’s (OPM) Electronic Questionnaire 
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for Investigations Processing (e-QIP) after receiving an email notification from the 
Security and Investigation Center (SIC).  


f. The Contractor employee shall certify and release the e-QIP document, print and sign the 
signature pages, and send them encrypted to the COR for electronic submission to the 
SIC.  These documents shall be submitted to the COR within 3 business days of receipt 
of the e-QIP notification email.  (Note:  OPM is moving towards a “click to sign” 
process.  If click to sign is used, the Contractor employee should notify COR within 3 
business days that documents were signed via eQIP). 


g. The Contractor shall be responsible for the actions of all personnel employed by the 
Contractor provided to work for VA under this contract.  In the event that damages arise 
from work performed by Contractor provided personnel, under the auspices of this 
contract, the Contractor shall be responsible for all resources necessary to remedy the 
incident. 


h. If the background investigation determination is not completed prior to the start date of 
work identified in each Task Order, a Contractor may be granted unescorted access to 
VA facilities and/or access to VA Information Technology resources (network and/or 
protected data) with a favorably adjudicated Special Agreement Check (SAC), completed 
training delineated in VA Handbook 6500.6 (Appendix C, Section 9), signed “Contractor 
Rules of Behavior”, and with a valid, operational PIV credential for PIV-only logical 
access to VA’s network.  A PIV card credential can be issued once your SAC has been 
favorably adjudicated and your background investigation has been scheduled by OPM.  
However, the Contractor will be responsible for the actions of the Contractor personnel 
they provide to perform work for VA.  The investigative history for Contractor personnel 
working under this contract must be maintained in the database of the Office of Personnel 
Management (OPM). 


i. The Contractor, when notified of an unfavorably adjudicated background investigation on 
a Contractor employee as determined by the Government, shall withdraw the employee 
from consideration in working under the contract. 


j. Failure to comply with the Contractor personnel security investigative requirements may 
result in loss of physical and/or logical access to VA facilities and systems by Contractor 
and Subcontractor employees and/or termination of the contract for default. 


k. Identity Credential Holders must follow all HSPD-12 policies and procedures as well as 
use and protect their assigned identity credentials in accordance with VA policies and 
procedures, displaying their badges at all times, and returning the identity credentials 
upon termination of their relationship with VA. 







Request for Proposal 36C10B20R0013 Customer Experience, DevOps, Agile Releases 
(CEDAR) Indefinite Delivery, Indefinite Quantity (IDIQ) Contract 


 


 
Page 30 of 113 


7.3 Facility/Resource Provisions 


VA may provide remote access to VA specific systems/network in accordance with VA 
Handbook 6500, which requires the use of a VA approved method to connect external 
equipment/systems to VA’s network.  Citrix Access Gateway (CAG) is the current and only VA 
approved method for remote access users when using or manipulating VA information for 
official VA Business.  VA permits CAG remote access through approved Personally Owned 
Equipment (POE) and Other Equipment (OE) provided the equipment meets all applicable 6500 
Handbook requirements for POE/OE.  All of the security controls required for Government 
furnished equipment (GFE) must be utilized in approved POE or OE.   The Contractor shall 
provide proof to the COR for review and approval that their POE or OE meets the VA Handbook 
6500 requirements and VA Handbook 6500.6 Appendix C, herein incorporated as Addendum B, 
before use. CAG authorized users shall not be permitted to copy, print or save any VA 
information accessed via CAG at any time.  VA prohibits remote access to VA’s network from 
non-North Atlantic Treaty Organization (NATO) countries.   The exception to this are countries 
where VA has approved operations established (e.g. Philippines and South Korea).  Exceptions 
are determined by the COR in coordination with the Information Security Officer (ISO) and 
Privacy Officer (PO). 
 
This remote access may provide access to VA specific software such as Veterans Health 
Information System and Technology Architecture (VistA), ClearQuest, PAL, Primavera, and 
Remedy, including appropriate seat management and user licenses, depending upon the level of 
access granted.  The Contractor shall utilize government-provided software development and test 
accounts, document and requirements repositories, etc. as required for the development, storage, 
maintenance and delivery of products within the scope of this effort.  The Contractor shall not 
transmit, store or otherwise maintain sensitive data or products in Contractor systems (or media) 
within the VA firewall IAW VA Handbook 6500.6 dated March 12, 2010.  All VA sensitive 
information shall be protected at all times in accordance with VA Handbook 6500, local security 
field office System Security Plans (SSP’s) and Authority to Operate (ATO)’s for all 
systems/LAN’s accessed while performing the tasks detailed in this PWS.  The Contractor shall 
ensure all work is performed in countries deemed not to pose a significant security risk.  For 
detailed Security and Privacy Requirements (additional requirements of the contract consolidated 
into an addendum for easy reference) refer to ADDENDUM A Additional VA Requirements, 
Consolidated and ADDENDUM B - VA Information And Information System Security/Privacy 
Language. 


7.4 Badges 


Employees working at a Government facility may be required to display, on their person, a 
Government-provided identification badge, that shall include the full name of the employee and 
the legal name under which the Contractor is operating.  It is the responsibility of the Contractor 
to request and obtain badges from the Government prior to the first workday of any Contractor 
employee.  The Contractor shall return all badges to the COR, or designee, on the same day an 
individual’s employment is terminated and upon termination of the contract.  The Contractor 
shall notify the Government program manager, or designee, immediately of any lost badges.  


7.5 Classified Work 


Work acquired on this contract for the Department of Defense or other Federal Agencies may 
involve secure networks, facilities and sensitive information.  Specific security requirements and 
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a suitability determination will be identified in the individual Task Order.  The Contractor should 
anticipate potentially providing personnel with the security clearances up to the Top Secret level 
or Position Sensitivity of High/Tier 4 as required by the Task Order.  Contractors must have the 
appropriate clearances for proposal purposes at the Task Order level. 


7.6 Incident Reporting and Management 


The Contractor shall inform the COR, VA PM and assigned local Information Security Officer 
(ISO) of any security events and the Privacy Officer (PO) for any privacy violations within one 
hour of occurrence.  Contractor will provide updates on the reported security/privacy events until 
closed by the ISO/PO. 


7.7 Security and Privacy Awareness Training 


The Contractor shall complete the initial security and privacy awareness training and accept the 
VA Contractor Rules of Behavior (ROB) within two days of receipt of Task Order award in the 
VA Talent Management System (TMS). The Contractor shall complete the annual security and 
privacy awareness training and accept the VA Contractor ROB prior to expiration in the VA 
TMS. 


7.8 Security Role Based Training 


The Contractor shall complete the assigned security role-based training within three days in the 
TMS, upon assignment by the COR, as a prerequisite to receiving elevated privileges. 


8.0  CONTRACT MANAGEMENT 


8.1 Government Support 


8.1.1 Task Order COR   


A COR shall be designated for each Task Order.  The COR shall be appointed by the CO and 
duties will be delegated in a designation letter.  The COR is the Requiring Activity’s designated 
representative.  The COR designated for each Task Order shall provide the Contractor access to 
all available Government furnished information, facilities, material, equipment, and/or services 
as required to accomplish each Task Order.  Contract surveillance duties shall be defined and 
accomplished IAW each Task Order’s QASP. 


8.2 Contractor Program Management 


The Contractor shall establish a single management focal point, the Program Manager, to 
accomplish the administrative, managerial and financial aspects of this contract and all 
subsequent Task Orders.  This individual shall be identified to the TAC as the focal point for all 
programmatic issues. 


8.2.1 Task Order Management and Award 


The VA Acquisition Task Order Management System (ATOMS) portal shall be utilized for the 
award of Task Orders.  
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8.3 Pre-Award Procedures 


8.3.1 Request for Task Execution Plan (RTEP) Process 


Upon identification of the need for a Task Order, a tracking number shall be assigned and the CO 
shall issue a RTEP to the Contract Holders.  In some cases, prior to issuance of a formal RTEP, a 
Request for Information (RFI) or other market research request may be released to assist the 
Government in gathering industry feedback to inform RTEPs.  For Performance-Based tasks, the 
Government will specify requirements in terms of performance objectives utilizing either a 
Statement of Objectives or a Performance Work Statement.  The Contractor shall propose “how 
to” best satisfy those objectives including proposed metrics to measure and evaluate performance 
(unless metrics are specified by the Government). 


8.3.2 Task Order Administration 


Fair opportunity requirements shall be IAW applicable statutes, regulations, and case law.  The 
Government’s RTEP does NOT constitute an authorization to start work. 
 
Within seven (7) work days of receipt of the RTEP, or unless otherwise specified in the RTEP, 
the Contractor shall submit one Task Execution Plan (TEP) IAW the format provided below 
unless otherwise specified by the CO in the RTEP.  The following information shall be provided 
and submitted into the ATOMS portal: 


 
A. In addition to the information requested in the RTEP, the following shall be addressed in 


every TEP: 
 


1.Proposal Summary Volume including: 
a. Task Order number 
b. Date submitted 
c. Contractor’s name, Data Universal Numbering System (DUNS) and Commercial 


and Government Entity (CAGE) Code 
d. Contractor point of contact information for questions 
e. Subcontractor(s) shall be identified by name, DUNS and CAGE Code at all tiers 


(as applicable) 
f. Proposed start and finish dates 
g. Proposed total price/cost  
h. Offerors’ acknowledgement that any Offeror-imposed terms and conditions which 


deviate from the Government’s material terms and conditions established by the 
RTEP may render the Offeror’s proposal Unacceptable, and thus ineligible for 
award. 


i. Duration for which proposal is valid (minimum 90 days) 
j. VAAR 852.209-70 is in effect for all RTEPs issued and the contractor should 


provide a statement IAW VAAR 852.209-70(b), when applicable 
k. Acknowledgement of Amendments. 
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l. Contractors will be responsible for identifying any personnel subject to the Service 
Contract Act (SCA), and their corresponding region (state/county), within their 
TEP, as well as provide appropriate and up to date Wage Determinations. 
 


B. The following shall be addressed only for T&M tasks: 
 
1. A cost proposal volume shall be submitted in Microsoft Excel spreadsheet format.  The 


first tab shall be a summary to include a top-level rollup of the total dollars and 
percentages by labor, materials, travel, Other Direct Costs (ODC), and total Task Order 
price/cost.  When responding to an RTEP set-aside, the summary tab shall also include a 
breakout of the total price by dollars, percentages, and socio-economic status for the 
Prime and each of its proposed Subcontractors.  This breakout must clearly demonstrate 
that the Offeror’s proposal meets the set-aside requirement in accordance with 13 CFR 
§125.6.  Labor shall further be broken out by labor category and hours.  A separate tab 
shall be used for the Prime and each Subcontractor. 


2. If you intend to propose subcontractor services in your TEP, provide a breakout of their 
costs for labor and material to include labor categories and an estimate of types and 
quantities of material, as well as, subcontract type (i.e. FFP or T&M). Subcontractors 
shall be identified at all tiers. The Government reserves the right to specify separate rates 
for each category of labor to be performed by each subcontractor and for each category of 
labor to be performed by the prime contractor, and for each category of labor to be 
transferred between divisions, subsidiaries, or affiliates of the offeror under a common 
control. 


3. The Labor Categories submitted shall reference the Government designated Labor 
Category title listed in Attachment 001. 


4. When both the Prime and/or Subcontractor bid the Program Manager labor category, a 
detailed rationale shall be provided.  


5. Material costs shall indicate raw material costs and material handling charges, as 
applicable.  The nature and cost associated with each ODC shall be described  


6. Bill of materials, indicating the source, quantity, unit cost and total cost for all required 
materials. 


7. The Contractor shall notify the Government when using Department of Labor (DoL) 
labor categories.  The notice shall provide what county and state the work is being 
performed in, and what labor categories are bid. 


8. The Contractor shall submit a completed Section B including all line items for base 
period and any options, unless otherwise instructed. 


9. Offerors are hereby advised that any Pricing Assumptions which deviate from the 
Government’s requirements or material terms and conditions established by the RTEP, 
may render the Offeror’s proposal Unacceptable, and thus ineligible for award.  Any 
pricing assumptions should be included in the summary volume.  
 


C. The following shall be addressed only for FFP tasks:  
 
1. A price proposal volume shall be submitted in Microsoft Excel spreadsheet format.  The 


first tab shall be a summary to include a top-level rollup of the total dollars and 
percentages by labor, materials, travel, ODCs, and total Task Order price.  The Summary 
tab shall also include a breakout of the total price by dollars, percentages, and socio-
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economic status for the Prime and each proposed Subcontractor.  This breakout must 
clearly demonstrate that Offeror’s proposal meets the set-aside requirement in accordance 
with 13 CFR §125.6.  Labor shall further be broken out by labor categories, labor rates, 
and hours. A separate tab shall be used for the Prime and each Subcontractor.   


2. The Contractor shall submit a completed Section B including all priced line items for the 
base period and any options. 


3. Offerors are hereby advised that any Pricing Assumptions which deviate from the 
Government’s requirements or material terms and conditions established by the RTEP, 
may render the Offeror’s proposal Unacceptable, and thus ineligible for award. 


4. “Information Other than Cost or Pricing Data” may be required where there is not 
“adequate price competition” as defined in FAR 15.403-1(c). 
 


D. The following pertains to the preparation and submission of all TEPs: 
 
1. Contractors are NOT to submit past performance as a part of their TEP, unless specified 


in the RTEP. 
2. TEP Format (3 sections, items a, b, and c below) 


a Proposal Summary  
i. PDF format 


b Technical Volume  
i PDF format (unless otherwise specified in the RTEP) 
ii No marketing materials; information relevant to the requirement only 


c Cost/Price 
i. Shall be provided in Microsoft Excel 
ii. All Prime and Subcontractor Labor costs, Material costs, Travel, and ODCs must 


be broken out 
(a) (In MS Excel) Summary Tab for Cost roll-up, and separate Tabs for Base 


Period and any Option 
(b) Separate tabs for Subcontractor(s)   
(c) Contractor shall notify the Government when using DOL labor categories.  


The notice shall provide in what County and State the work shall be 
performed, and what labor category(s) are bid, including a copy of the 
applicable DOL Wage Determination for the relevant location and period 
of performance  


iii.  For any Task Order awarded without Fair Opportunity all Prime and 
Subcontractor Labor costs, Material costs, travel, and ODCs must be broken out 
per c. i and c. ii above. “Information other than cost or pricing data” may be 
required where there is not “adequate price competition” as defined in FAR 
15.403-1(c). 


3. Page Limitations.  When page limitations are specified in the RTEP, the following format 
shall apply: 
 
The Summary and Technical Volumes shall be submitted as a .doc or .docx file (unless 
otherwise specified at the Task Order level) with password protection (the password shall 
not be provided to the Government). Price/Cost Volume shall be submitted in Microsoft 
Excel.  Page size shall be no greater than 8 1/2" x 11".  The top, bottom, left and right 
margins shall be a minimum of one inch each.  Font size shall be no smaller than 12-
point.  Times New Roman fonts are required.  Characters shall be set at no less than 
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normal spacing and 100% scale.  Tables and illustrations may use a reduced font size not 
less than 8-point and may be landscape.  Line spacing shall be set at no less than single 
space.  Each paragraph shall be separated by at least one blank line (minimum 6 point 
line).  Page numbers, company logos, and headers and footers may be within the page 
margins ONLY, and are not bound by the 12-point font requirement. Footnotes to text 
shall not be used.  If the offeror submits annexes, documentation, attachments or the like, 
not specifically required by this solicitation, such will count against the offeror’s page 
limitations unless otherwise indicated in the specific Volume instructions.  Pages in 
violation of these instructions, either by exceeding the margin, font or spacing restrictions 
or by exceeding the total page limit for a particular volume, will not be evaluated.  Pages 
not evaluated due to violation of the margin, font or spacing restrictions will not count 
against the page limitations. The page count will be determined by counting the pages in 
the order they come up in the print layout view.  The Cover Page and Table of Contents, 
and/or a glossary of abbreviations or acronyms will not be included in the page count, 
however, any additional matrices, appendices, etc. will count against page limitation.  
Cover letters shall not be included in the Technical Volume. 
 


8.3.3 TEP Evaluation 
 
The goal is to evaluate TEP submittals within 10 business days of proposal receipt.  Questions 
and clarifications may be required which can prolong the evaluation period.    All TEPs shall be 
subject to evaluation by a team of Government personnel.   
 
8.4 Issuance of Task Orders 
 
Upon Government approval of the TEP and designation of an appropriate fund cite, the CO shall 
issue a Task Order to the Contractor.  Contractor work shall commence only after issuance of the 
Task Order by the CO.  The Government shall provide notification of task order award to both 
the successful and unsuccessful offerors.  The Government’s goal is to award Task Orders within 
an average of 30 days from RTEP release. 
 
8.5 Logical Follow-Ons 
 
A logical follow-on may be issued IAW FAR 16.505 for services and/or products.  A logical 
follow-on for maintenance/unique products shall only be authorized for economy and efficiency 
purposes as long as the services are on an existing or prior Task Order. 
 
9.0  REPORTING AND MEETING REQUIREMENTS  


9.1 Monthly Base Contract-level Reporting Requirements 


The deliverable defined in paragraph 9.1.1 below is required for the basic contract and shall 
include information from each T&M or Labor Hour Task Order and be uploaded electronically 
to ATOMS. The T&M/Labor Hour Status Report deliverable shall be submitted monthly as set 
forth in paragraph 9.1.1 below and shall be Section 508 compliant (for additional information 
concerning 508 Compliance see Addendum A3.0 and https://www.section508.va.gov).  The 
deliverable in paragraph 9.1.1 below will be accepted based in part on satisfaction of the 
identified Section 508 standards’ requirements for accessibility and must include final test results 
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demonstrating Section 508 compliance.  If the Government rejects a report in ATOMS, the 
Contractor shall have 5 days to remediate any Government comments and resubmit the report in 
ATOMS.  Deliverable with due dates falling on a weekend or holiday shall be submitted the first 
Government workday immediately following the holiday weekend. 


9.1.1 Time-and-Materials/Labor-Hour Status Report  


The Contractor shall submit one T&M/Labor Hour Status Report that includes information for 
each Time and Materials/Labor Hour task order as set forth in Section D, Attachment 002.  
Whenever a new Task Order is added to the report the Contractor shall add a new tab with the 
same information included in the first tab of the template.  This report is not required for Firm 
Fixed Price Task Orders.   
 
For Each Time and Materials Task Order, indicate: 
 


1. Expenditures for the reporting period by labor, material and ODCs 
2. Burn Rate and when funding is expected to run out given current Burn Rate 
3. Labor costs shall be broken down by assigned numbering system for contract, Task Order 


and labor category, entity (Prime or Subcontractor), rates and hours 
4. Material costs and ODCs shall be identified by type, and subcontractor (as applicable), 


and discussed briefly to indicate for what the material and/or ODC was used 
5. Total task expenditures for the fiscal year to date, indicated as total, labor, materials and 


ODCs 
6. Total task expenditures since Task Order award, indicated as total, labor, materials and 


ODCs 
The Contract Performance Report as set forth in Section D, Attachment 002, shall be 
submitted monthly via the ATOMS portal.  
 


9.2 Monthly Task Order-level Reporting Requirements 
 
The Monthly Task Order Reports will be due on the 15th of each month (starting after the first 
full month of Performance) throughout the Period of Performance and shall be Section 508 
compliant (for additional information concerning 508 Compliance see Addendum A3.0 and 
https://www.section508.va.gov) and shall be uploaded electronically to ATOMS.  Specific Task 
Order-level Reporting Requirements will be specified at the Task Order level, and not all 
Reports will be required for each Task Order. The deliverables below will be accepted based in 
part on satisfaction of the identified Section 508 standards’ requirements for accessibility and 
must include final test results demonstrating Section 508 compliance.  If the Government rejects 
a report in ATOMS, the Contractor shall have five (5) days to remediate any Government 
comments and resubmit the report in ATOMS.  Deliverable with due dates falling on a weekend 
or holiday shall be submitted on the first Government workday immediately following the 
holiday weekend. 


9.2.1 Contractor’s Progress, Status and Management Report 


The Contractor shall submit a Quarterly Status Report, if required at the individual Task Order 
level, that shall convey the status of the Task Order’s performance.    
 
A When required at the Task Order level, indicate/discuss: 
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1. Brief Task Order summary  
2. Performance metrics IAW TO level QASP 
3. Task Order schedule and progress to date 
4. Product launches and new features added to production 
5. Significant open issues, risk and mitigation action 
6. Subcontractor performance – discuss 1st tier Subcontractor(s) performance 
7. Product Roadmap(s), as appropriate 
8. Subcontractors utilized to date, including their respective small business size status, and 


the overall percentage of dollars paid by the Government to the Prime contractor as well 
as to each subcontractor.  Among other uses, this information will be used to measure 
each CEDAR Contract Holder’s compliance with VAAR 852.219-10. 


9. Invoices submitted to date with current status 
10. An itemized listing, for the reporting period, of all Electronic and Information 


Technology (EIT) deliverables and their current Section 508 conformance status 


9.2.2 Status of Government Furnished Equipment (GFE) Report 


When GFE is provided for a Task Order, the Contractor may be required to provide a GFE 
Report which shall include the following items related to GFE:  
 


A. Task Order 
B. Project Name 
C. Type of Equipment 
D. VA Bar Code 
E. Location 
F. Value 
G. Total Number of Pieces 
H. Total Value of Equipment 
I. Anticipated Transfer Date to Government 
J. Anticipated Transfer Location 
K. The Government Furnished Equipment Report shall be submitted monthly  


9.2.3 Personnel Contractor Manpower Report 


The Contractor may be required to provide a Personnel Contractor Manpower Report at the 
individual Task Order Level, on a monthly basis, listing all personnel.  The information required 
is as follows: 
 


A. Task Order 
B. Employee Name 
C. Background Investigation/Clearance level and/or Status 
D. Company name 
E. Prime/Subcontractor 
F. Labor Category 
G. Facility location 
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H. Tour of Duty Schedules (e.g. Monday through Friday, 9:00 am to 5:00 pm) 
I. Universal Unique Identifier UUID (Badge Number bottom right of back of badge)  
J. Facility where badge was issued 
K. Badge Expiration Date 
L. Project supported 
M. Date Disassociated From Contract (for employees who no longer support this contract)  
N. Date Badge Returned to COR 
O. Contractor Rules of Behavior 
P. VA Cyber Security Awareness and Rules of Behavior Training  
Q. Annual VA Privacy Training   


9.2.4 Contractor Staff Roster 


The Contractor may be required to provide a Contractor Staff Roster, as defined at the individual 
Task Order Level.  This report shall include all Contractor and Subcontractor employees and be 
provided within three business days after Task Order award for all personnel employed to begin 
their background investigations.  As personnel changes occur a revised roster is required.  The 
Contractor Staff Roster shall be updated and delivered only to the COR within one day of any 
changes in employee status, training certification completion status, Background Investigation 
level status, additions/removal of employees, etc., throughout the Period of Performance.  The 
Contractor Staff Roster should indicate which employees are active or inactive.  For inactive 
employees, the roster should indicate the date the employee was separated from the Task Order 
and when their credentials were returned to the COR. 
 
The Contractor Staff Roster shall contain: 
 


A. Contractor’s Full Name 
B. Email Address 
C. Place of Birth 
D. Date of Birth 
E. Security/Privacy Training Completion Dates 
F. Risk Designation-individual background investigation level requirement  
G. Existing Background Investigation and/or Clearance (if applicable) 
H. The Contractor shall submit full Social Security Numbers either within the Contractor 


Staff Roster or under separate cover to the COR.  The preferred method to send the 
Contractor Staff Roster or Social Security Number is by encrypted e-mail. If unable to 
send encrypted e-mail, other methods which comply with FIPS 140-2 are to encrypt the 
file, use a secure fax, or use a traceable mail service. 


9.3 Meetings and Reviews 


For successful management and contract surveillance, the following meetings and reviews are 
required.  
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9.3.1 Post-Award Conferences 


The Government intends to convene a one-time Post-Award Conference with each awardee 
within 60 days after contract award.   The CO shall notify all Prime Contractors of a specific 
date, location and agenda within 30 days after contract award. 


9.3.2 Prime Contractor Deep Dives 


The Government intends to convene quarterly deep-dive meetings with the Prime contractors to 
discuss opportunities to improve delivery quality and culture on the CEDAR vehicle. These 
meetings will be scheduled by the Government which will provide at least ten (10) business days 
notice. The Prime contractors are expected to escalate blockers, share lessons learned, and 
highlight opportunities to improve the VA delivery environment. Meetings will be face to face, 
either in person or via internet meeting tools such as Zoom, Microsoft Teams, Skype, etc. 


9.3.3 Quarterly Collective Prime Program Reviews 


The VA TAC shall host a quarterly Prime Program Review with the designated Prime Program 
Manager and other attendees as appropriate.  Dates, locations, and agenda shall be specified at 
least five (5) calendar days prior to the meeting.  
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ADDENDUM A– ADDITIONAL VA REQUIREMENTS, CONSOLIDATED 


A1.0 Cyber and Information Security Requirements for VA IT Services 
 
The Contractor shall ensure adequate LAN/Internet, data, information, and system security in 
accordance with VA standard operating procedures and standard PWS language, conditions, 
laws, and regulations.  The Contractor’s firewall and web server shall meet or exceed VA 
minimum requirements for security.  All VA data shall be protected behind an approved 
firewall.  Any security violations or attempted violations shall be reported to the VA Program 
Manager and VA Information Security Officer as soon as possible.  The Contractor shall follow 
all applicable VA policies and procedures governing information security, especially those that 
pertain to certification and accreditation. 
 
Contractor supplied equipment, PCs of all types, equipment with hard drives, etc. for contract 
services must meet all security requirements that apply to Government Furnished Equipment 
(GFE) and Government Owned Equipment (GOE).  Security Requirements include:  a) VA 
Approved Encryption Software must be installed on all laptops or mobile devices before placed 
into operation, b) Bluetooth equipped devices are prohibited within VA; Bluetooth must be 
permanently disabled or removed from the device, unless the connection uses FIPS 140-2 (or its 
successor) validated encryption, c) VA approved anti-virus and firewall software, d) Equipment 
must meet all VA sanitization requirements and procedures before disposal.  The COR, CO, the 
PM, and the Information Security Officer (ISO) must be notified and verify all security 
requirements have been adhered to. 
 
Each documented initiative under this contract incorporates VA Handbook 6500.6, “Contract 
Security,” March 12, 2010 by reference as though fully set forth therein.  The VA Handbook 
6500.6, “Contract Security” shall also be included in every related agreement, contract or 
order.  The VA Handbook 6500.6, Appendix C, is included in this document as Addendum B. 
 
Training requirements:  The Contractor shall complete all mandatory training courses on the 
current VA training site, the VA Talent Management System (TMS) 2.0, and will be tracked 
therein.  The TMS 2.0 may be accessed at https://www.tms.va.gov/SecureAuth35/ 
. If you do not have a TMS 2.0 profile, go to  
https://www.tms.va.gov/SecureAuth35/ 
 and click on the “Create New User” link on the TMS 2.0 to gain access. 
 
Contractor employees shall complete a VA Systems Access Agreement if they are provided 
access privileges as an authorized user of the computer system of VA. 
 
A2.0 VA Enterprise Architecture Compliance 
 
The applications, supplies, and services furnished under this contract must comply with VA 
Enterprise Architecture (EA), available at https://www.ea.oit.va.gov/index.asp in force at the 
time of issuance of this contract, including the Program Management Plan and VA's rules, 
standards, and guidelines in the Technical Reference Model/Standards Profile (TRMSP).  VA 
reserves the right to assess contract deliverables for EA compliance prior to acceptance. 
 
A2.1 VA Internet and Intranet Standards: 
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The Contractor shall adhere to and comply with VA Directive 6102 and VA Handbook 6102, 
Internet/Intranet Services, including applicable amendments and changes, if the Contractor’s 
work includes managing, maintaining, establishing and presenting information on VA’s 
Internet/Intranet Service Sites.  This pertains, but is not limited to: creating announcements; 
collecting information; databases to be accessed, graphics and links to external sites.  
 
Internet/Intranet Services Directive 6102 is posted at (copy and paste the following URL to 
browser):  https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=1056&FType=2 
 
Internet/Intranet Services Handbook 6102 is posted at (copy and paste following URL to 
browser):  https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=1055&FType=2 
 
A3.0 Notice of the Federal Accessibility Law Affecting All Electronic and Information 
Technology Procurements  (Section 508) 
 
On January 18, 2017, the Architectural and Transportation Barriers Compliance Board (Access 
Board) revised and updated, in a single rulemaking, standards for electronic and information 
technology developed, procured, maintained, or used by Federal agencies covered by Section 
508 of the Rehabilitation Act of 1973, as well as our guidelines for telecommunications 
equipment and customer premises equipment covered by Section 255 of the Communications 
Act of 1934. The revisions and updates to the Section 508-based standards and Section 255-
based guidelines are intended to ensure that information and communication technology (ICT) 
covered by the respective statutes is accessible to and usable by individuals with disabilities. 
 
A3.1 Section 508 – Information and Communication Technology (ICT) Standards 
 
The Section 508 standards established by the Access Board are incorporated into, and made part 
of all VA orders, solicitations and purchase orders developed to procure ICT.  These standards 
are found in their entirety at: https://www.access-board.gov/guidelines-and-
standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-
guidelines.  A printed copy of the standards will be supplied upon request.  
 
Federal agencies must comply with the updated Section 508 Standards beginning on January 18, 
2018. The Final Rule as published in the Federal Register is available from the Access Board: 
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-
refresh/final-rule.  
 
The Contractor shall comply with “508 Chapter 2: Scoping Requirements” for all electronic ICT 
and content delivered under this contract. Specifically, as appropriate for the technology and its 
functionality, the Contractor shall comply with the technical standards marked here:  
 


 E205 Electronic Content – (Accessibility Standard -WCAG 2.0 Level A and AA 
Guidelines) 


 E204 Functional Performance Criteria 
 E206 Hardware Requirements 
 E207 Software Requirements 
 E208 Support Documentation and Services Requirements 
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A3.2 Compatibility with Assistive Technology 
 
The standards do not require installation of specific accessibility-related software or attachment 
of an assistive technology device. Section 508 requires that ICT be compatible with such 
software and devices so that ICT can be accessible to and usable by individuals using assistive 
technology, including but not limited to screen readers, screen magnifiers, and speech 
recognition software. 
 


A3.3 Acceptance and Acceptance Testing 
 
Deliverables resulting from this solicitation will be accepted based in part on satisfaction of the 
Section 508 Chapter 2: Scoping Requirements standards identified above. 
 
The Government reserves the right to test for Section 508 Compliance before delivery.  The 
Contractor shall be able to demonstrate Section 508 Compliance upon delivery. 
 
A4.0 Physical Security & Safety Requirements: 
 
The Contractor and their personnel shall follow all VA policies, standard operating procedures, 
applicable laws and regulations while on VA property.  Violations of VA regulations and 
policies may result in citation and disciplinary measures for persons violating the law. 
 


1. The Contractor and their personnel shall wear visible identification at 
all times while they are on the premises. 


2. VA does not provide parking spaces at the work site; the Contractor 
must obtain parking at the work site if needed.  It is the responsibility 
of the Contractor to park in the appropriate designated parking areas.  
VA will not invalidate or make reimbursement for parking violations 
of the Contractor under any conditions. 


3. Smoking is prohibited inside/outside any building other than the 
designated smoking areas. 


4. Possession of weapons is prohibited. 
5. The Contractor shall obtain all necessary licenses and/or permits 


required to perform the work, with the exception of software licenses 
that need to be procured from a Contractor or vendor in accordance 
with the requirements document.  The Contractor shall take all 
reasonable precautions necessary to protect persons and property from 
injury or damage during the performance of this contract. 
 


A5.0 Confidentiality and Non-Disclosure 
 
The Contractor shall follow all VA rules and regulations regarding information security to 
prevent disclosure of sensitive information to unauthorized individuals or organizations. 
 
The Contractor may have access to Protected Health Information (PHI) and Electronic Protected 
Health Information (EPHI) that is subject to protection under the regulations issued by the 
Department of Health and Human Services, as mandated by the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA); 45 CFR Parts 160 and 164, Subparts A and E, the 
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Standards for Privacy of Individually Identifiable Health Information (“Privacy Rule”); and 45 
CFR Parts 160 and 164, Subparts A and C, the Security Standard (“Security Rule”).  Pursuant to 
the Privacy and Security Rules, the Contractor must agree in writing to certain mandatory 
provisions regarding the use and disclosure of PHI and EPHI.   
 


1. The Contractor will have access to some privileged and confidential materials of VA.  
These printed and electronic documents are for internal use only, are not to be copied or 
released without permission, and remain the sole property of VA.  Some of these 
materials are protected by the Privacy Act of 1974 (revised by PL 93-5791) and Title 38.  
Unauthorized disclosure of Privacy Act or Title 38 covered materials is a criminal 
offense. 


2. The VA Contracting Officer will be the sole authorized official to release in writing, any 
data, draft deliverables, final deliverables, or any other written or printed materials 
pertaining to this contract. The Contractor shall release no information.  Any request for 
information relating to this contract presented to the Contractor shall be submitted to the 
VA Contracting Officer for response. 


3. Contractor personnel recognize that in the performance of this effort, Contractor 
personnel may receive or have access to sensitive information, including information 
provided on a proprietary basis by carriers, equipment manufacturers and other private or 
public entities.  Contractor personnel agree to safeguard such information and use the 
information exclusively in the performance of this contract.  Contractor shall follow all 
VA rules and regulations regarding information security to prevent disclosure of sensitive 
information to unauthorized individuals or organizations as enumerated in this section 
and elsewhere in this Contract and its subparts and appendices. 


4. Contractor shall limit access to the minimum number of personnel necessary for contract 
performance for all information considered sensitive or proprietary in nature.  If the 
Contractor is uncertain of the sensitivity of any information obtained during the 
performance this contract, the Contractor has a responsibility to ask the VA Contracting 
Officer. 


5. Contractor shall train all of their employees involved in the performance of this contract 
on their roles and responsibilities for proper handling and nondisclosure of sensitive VA 
or proprietary information.  Contractor personnel shall not engage in any other action, 
venture or employment wherein sensitive information shall be used for the profit of any 
party other than those furnishing the information. The sensitive information transferred, 
generated, transmitted, or stored herein is for VA benefit and ownership alone.  


6. Contractor shall maintain physical security at all facilities housing the activities 
performed under this contract, including any Contractor facilities according to VA-
approved guidelines and directives.  The Contractor shall ensure that security procedures 
are defined and enforced to ensure all personnel who are provided access to patient data 
must comply with published procedures to protect the privacy and confidentiality of such 
information as required by VA. 


7. Contractor must adhere to the following: 
a. The use of “thumb drives” or any other medium for transport of information is 


expressly prohibited. 
b. Controlled access to system and security software and documentation. 
c. Recording, monitoring, and control of passwords and privileges. 
d. All terminated personnel are denied physical and electronic access to all data, 


program listings, data processing equipment and systems. 
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e. VA, as well as any Contractor (or Subcontractor) systems used to support 
development, provide the capability to cancel immediately all access privileges 
and authorizations upon employee termination. 


f. Contractor PM and VA PM are informed within twenty-four (24) hours of any 
employee termination. 


g. Acquisition sensitive information shall be marked "Acquisition Sensitive" and 
shall be handled as "For Official Use Only (FOUO)". 


h. Contractor does not require access to classified data. 
8. Regulatory standard of conduct governs all personnel directly and indirectly involved in 


procurements.  All personnel engaged in procurement and related activities shall conduct 
business in a manner above reproach and, except as authorized by statute or regulation, 
with complete impartiality and with preferential treatment for none.  The general rule is 
to strictly avoid any conflict of interest or even the appearance of a conflict of interest in 
VA/Contractor relationships. 


 
A6.0 INFORMATION TECHNOLOGY USING ENERGY-EFFICIENT PRODUCTS 
 
The Contractor shall comply with Sections 524 and Sections 525 of the Energy Independence 
and Security Act of 2007; Section 104 of the Energy Policy Act of 2005; Executive Order 13693, 
“Planning for Federal Sustainability in the Next Decade”, dated March 19, 2015; Executive 
Order 13221, “Energy-Efficient Standby Power Devices,” dated August 2, 2001; and the Federal 
Acquisition Regulation (FAR) to provide ENERGY STAR®, Federal Energy Management 
Program (FEMP) designated, low standby power, and Electronic Product Environmental 
Assessment Tool (EPEAT) registered products in providing information technology products 
and/or services.  
 
The Contractor shall ensure that information technology products are procured and/or services 
are performed with products that meet and/or exceed ENERGY STAR, FEMP designated, low 
standby power, and EPEAT guidelines. The Contractor shall provide/use products that earn the 
ENERGY STAR label and meet the ENERGY STAR specifications for energy efficiency.  
Specifically, the Contractor shall: 
 


1. Provide/use ENERGY STAR products, as specified at www.energystar.gov/products 
(contains complete product specifications and updated lists of qualifying products).  
2. Provide/use the purchasing specifications listed for FEMP designated products at 
https://www4.eere.energy.gov/femp/requirements/laws_and_requirements/energy_star_and_f
emp_designated_products_procurement_requirements. The Contractor shall use the low 
standby power products specified at http://energy.gov/eere/femp/low-standby-power-
products. 
3. Provide/use EPEAT registered products as specified at www.epeat.net. At a minimum, 
the Contractor shall acquire EPEAT® Bronze registered products. The acquisition of Silver 
or Gold EPEAT registered products is encouraged over Bronze EPEAT registered products.  
EPEAT registered products are required to meet the technical specifications of ENERGY 
STAR, but are not automatically on the ENERGY STAR qualified product lists. The 
Contractor shall ensure that applicable products are on both the EPEAT Registry and 
ENERGY STAR Qualified Product Lists. 
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4. The Contractor shall use these products to the maximum extent possible without 
jeopardizing the intended end use or detracting from the overall quality delivered to the end 
user.  
 


The following is a list of information technology products for which ENERGY STAR, FEMP 
designated, low standby power, and EPEAT registered products are available:  
 


1. Computer Desktops, Laptops, Notebooks, Displays, Monitors, Integrated Desktop 
Computers, Workstation Desktops, Thin Clients, Disk Drives 
2. Imaging Equipment (Printers Copiers, Multi-Function Devices, Scanners, Fax Machines, 
Digital Duplicators, Mailing Machines) 
3. Televisions, Multimedia Projectors 
 


This list is continually evolving, and as a result is not all-inclusive. 
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ADDENDUM B – VA INFORMATION AND INFORMATION SYSTEM 
SECURITY/PRIVACY LANGUAGE 


 
APPLICABLE PARAGRAPHS TAILORED FROM: THE VA INFORMATION AND 
INFORMATION SYSTEM SECURITY/PRIVACY LANGUAGE, VA HANDBOOK 6500.6, 
APPENDIX C, MARCH 12, 2010 


 


B1. GENERAL 
 
Contractors, Contractor personnel, Subcontractors, and Subcontractor personnel shall be subject 
to the same Federal laws, regulations, standards, and VA Directives and Handbooks as VA and 
VA personnel regarding information and information system security. 
 
B2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS 
 
 


a. A Contractor/Subcontractor shall request logical (technical) or physical access to VA 
information and VA information systems for their employees, Subcontractors, and affiliates only 
to the extent necessary to perform the services specified in the contract, agreement, or task order. 
 


b. All Contractors, Subcontractors, and third-party servicers and associates working with 
VA information are subject to the same investigative requirements as those of VA appointees or 
employees who have access to the same types of information. The level and process of 
background security investigations for Contractors must be in accordance with VA Directive and 
Handbook 0710, Personnel Suitability and Security Program. The Office for Operations, 
Security, and Preparedness is responsible for these policies and procedures. 
 


c. Contract personnel who require access to national security programs must have a valid 
security clearance. National Industrial Security Program (NISP) was established by Executive 
Order 12829 to ensure that cleared U.S. defense industry contract personnel safeguard the 
classified information in their possession while performing work on contracts, programs, bids, or 
research and development efforts. The Department of Veterans Affairs does not have a 
Memorandum of Agreement with Defense Security Service (DSS). Verification of a Security 
Clearance must be processed through the Special Security Officer located in the Planning and 
National Security Service within the Office of Operations, Security, and Preparedness. 
 


d. Custom software development and outsourced operations must be located in the U.S. to 
the maximum extent practical. If such services are proposed to be performed abroad and are not 
disallowed by other VA policy or mandates (e.g. Business Associate Agreement, Section 3G), 
the Contractor/Subcontractor must state where all non-U.S. services are provided and detail a 
security plan, deemed to be acceptable by VA, specifically to address mitigation of the resulting 
problems of communication, control, data protection, and so forth. Location within the U.S. may 
be an evaluation factor.  
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e. The Contractor or Subcontractor must notify the CO immediately when an employee 
working on a VA system or with access to VA information is reassigned or leaves the Contractor 
or Subcontractor’s employ. The CO must also be notified immediately by the Contractor or 
Subcontractor prior to an unfriendly termination. 
 
B3. VA INFORMATION CUSTODIAL LANGUAGE 
 
 


1. Information made available to the Contractor or Subcontractor by VA for the 
performance or administration of this contract or information developed by the 
Contractor/Subcontractor in performance or administration of the contract shall be used only for 
those purposes and shall not be used in any other way without the prior written agreement of VA. 
This clause expressly limits the Contractor/Subcontractor's rights to use data as described in 
Rights in Data - General, FAR 52.227-14(d) (1). 
 


2. VA information should not be co-mingled, if possible, with any other data on the 
Contractors/Subcontractor’s information systems or media storage systems in order to ensure VA 
requirements related to data protection and media sanitization can be met. If co-mingling must be 
allowed to meet the requirements of the business need, the Contractor must ensure that VA 
information is returned to VA or destroyed in accordance with VA’s sanitization requirements. 
VA reserves the right to conduct on site inspections of Contractor and Subcontractor IT 
resources to ensure data security controls, separation of data and job duties, and 
destruction/media sanitization procedures are in compliance with VA directive requirements. 
 


3. Prior to termination or completion of this contract, Contractor/Subcontractor must not 
destroy information received from VA, or gathered/created by the Contractor in the course of 
performing this contract without prior written approval by VA. Any data destruction done on 
behalf of VA by a Contractor/Subcontractor must be done in accordance with National Archives 
and Records Administration (NARA) requirements as outlined in VA Directive 6300, Records 
and Information Management and its Handbook 6300.1 Records Management Procedures, 
applicable VA Records Control Schedules, and VA Handbook 6500.1, Electronic Media 
Sanitization. Self-certification by the Contractor that the data destruction requirements above 
have been met must be sent to the VA CO within 30 days of termination of the contract. 
 


4. The Contractor/Subcontractor must receive, gather, store, back up, maintain, use, disclose 
and dispose of VA information only in compliance with the terms of the contract and applicable 
Federal and VA information confidentiality and security laws, regulations and policies. If 
Federal or VA information confidentiality and security laws, regulations and policies become 
applicable to VA information or information systems after execution of the contract, or if NIST 
issues or updates applicable FIPS or Special Publications (SP) after execution of this contract, 
the parties agree to negotiate in good faith to implement the information confidentiality and 
security laws, regulations and policies in this contract.  
 


5. The Contractor/Subcontractor shall not make copies of VA information except as 
authorized and necessary to perform the terms of the agreement or to preserve electronic 
information stored on Contractor/Subcontractor electronic storage media for restoration in case 
any electronic equipment or data used by the Contractor/Subcontractor needs to be restored to an 
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operating state. If copies are made for restoration purposes, after the restoration is complete, the 
copies must be appropriately destroyed.  
 


6. If VA determines that the Contractor has violated any of the information confidentiality, 
privacy, and security provisions of the contract, it shall be sufficient grounds for VA to withhold 
payment to the Contractor or third party or terminate the contract for default or terminate for 
cause under Federal Acquisition Regulation (FAR) part 12.  
 


7. If a VHA contract is terminated for cause, the associated Business Associate Agreement 
(BAA) must also be terminated and appropriate actions taken in accordance with VHA 
Handbook 1600.05, Business Associate Agreements. Absent an agreement to use or disclose 
protected health information, there is no business associate relationship.  
 


8. The Contractor/Subcontractor must store, transport, or transmit VA sensitive information 
in an encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2 
validated. 
 


9. The Contractor/Subcontractor’s firewall and Web services security controls, if applicable, 
shall meet or exceed VA minimum requirements. VA Configuration Guidelines are available 
upon request. 
 


10. Except for uses and disclosures of VA information authorized by this contract for 
performance of the contract, the Contractor/Subcontractor may use and disclose VA information 
only in two other situations: (i) in response to a qualifying order of a court of competent 
jurisdiction, or (ii) with VA prior written approval. The Contractor/Subcontractor must refer all 
requests for, demands for production of, or inquiries about, VA information and information 
systems to the VA CO for response. 
 


11. Notwithstanding the provision above, the Contractor/Subcontractor shall not release VA 
records protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records 
and/or Title 38 U.S.C. 7332, confidentiality of certain health records pertaining to drug 
addiction, sickle cell anemia, alcoholism or alcohol abuse, or infection with human 
immunodeficiency virus. If the Contractor/Subcontractor is in receipt of a court order or other 
requests for the above mentioned information, that Contractor/Subcontractor shall immediately 
refer such court orders or other requests to the VA CO for response. 
 


12. For service that involves the storage, generating, transmitting, or exchanging of VA 
sensitive information but does not require Assessment and Authorization (A&A) or a 
Memorandum of Understanding-Interconnection Security Agreement (MOU-ISA) for system 
interconnection, the Contractor/Subcontractor must complete a Contractor Security Control 
Assessment (CSCA) on a yearly basis and provide it to the COR. 
 
 
B4. INFORMATION SYSTEM DESIGN AND DEVELOPMENT 
 
 


1. Information systems that are designed or developed for or on behalf of VA at non-VA 
facilities shall comply with all VA directives developed in accordance with FISMA, HIPAA, 
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NIST, and related VA security and privacy control requirements for Federal information 
systems. This includes standards for the protection of electronic PHI, outlined in 45 C.F.R. Part 
164, Subpart C, information and system security categorization level designations in accordance 
with FIPS 199 and FIPS 200 with implementation of all baseline security controls commensurate 
with the FIPS 199 system security categorization (reference VA Handbook 6500, Risk 
Management Framework for VA Information Systems – Tier 3: VA Information Security 
Program, and the TIC Reference Architecture). During the development cycle a Privacy Impact 
Assessment (PIA) must be completed, provided to the COR, and approved by the VA Privacy 
Service in accordance with Directive 6508, Implementation of Privacy Threshold Analysis and 
Privacy Impact Assessment. 
 


2. The Contractor/Subcontractor shall certify to the COR that applications are fully 
functional and operate correctly as intended on systems using the VA Federal Desktop Core 
Configuration (FDCC), and the common security configuration guidelines provided by NIST or 
VA. This includes Internet Explorer 11 configured to operate on Windows 10 and future 
versions, as required. 
 


3. The standard installation, operation, maintenance, updating, and patching of software 
shall not alter the configuration settings from the VA approved and FDCC configuration. 
Information technology staff must also use the Windows Installer Service for installation to the 
default “program files” directory and silently install and uninstall. 
 


4. Applications designed for normal end users shall run in the standard user context without 
elevated system administration privileges. 
 


5. The security controls must be designed, developed, approved by VA, and implemented in 
accordance with the provisions of VA security system development life cycle as outlined in 
NIST Special Publication 800-37, Guide for Applying the Risk Management Framework to 
Federal Information Systems, VA Handbook 6500, Risk Management Framework for VA 
Information Systems – Tier 3:  VA Information Security Program and VA Handbook 6500.5, 
Incorporating Security and Privacy in System Development Lifecycle. 
 


6. The Contractor/Subcontractor is required to design, develop, or operate a System of 
Records Notice (SOR) on individuals to accomplish an agency function subject to the Privacy 
Act of 1974, (as amended), Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and 
applicable agency regulations. Violation of the Privacy Act may involve the imposition of 
criminal and civil penalties. 
 


7. The Contractor/Subcontractor agrees to: 
 


a. Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations 
issued under the Act in the design, development, or operation of any system of records on 
individuals to accomplish an agency function when the contract specifically identifies: 
 


i. The Systems of Records (SOR); and 
 


ii. The design, development, or operation work that the Contractor/Subcontractor is to 
perform; 







Request for Proposal 36C10B20R0013 Customer Experience, DevOps, Agile Releases 
(CEDAR) Indefinite Delivery, Indefinite Quantity (IDIQ) Contract 


 


 
Page 50 of 113 


 
b. Include the Privacy Act notification contained in this contract in every solicitation and 


resulting subcontract and in every subcontract awarded without a solicitation, when the work 
statement in the proposed subcontract requires the redesign, development, or operation of a SOR 
on individuals that is subject to the Privacy Act; and 
 


c. Include this Privacy Act clause, including this subparagraph (c), in all subcontracts 
awarded under this contract which requires the design, development, or operation of such a SOR. 
 


8. In the event of violations of the Act, a civil action may be brought against the agency 
involved when the violation concerns the design, development, or operation of a SOR on 
individuals to accomplish an agency function, and criminal penalties may be imposed upon the 
officers or employees of the agency when the violation concerns the operation of a SOR on 
individuals to accomplish an agency function. For purposes of the Act, when the contract is for 
the operation of a SOR on individuals to accomplish an agency function, the 
Contractor/Subcontractor is considered to be an employee of the agency. 
 


a. “Operation of a System of Records” means performance of any of the activities 
associated with maintaining the SOR, including the collection, use, maintenance, and 
dissemination of records. 
 


b. “Record” means any item, collection, or grouping of information about an individual that 
is maintained by an agency, including, but not limited to, education, financial transactions, 
medical history, and criminal or employment history and contains the person’s name, or 
identifying number, symbol, or any other identifying particular assigned to the individual, such 
as a fingerprint or voiceprint, or a photograph. 
 


c. “System of Records” means a group of any records under the control of any agency from 
which information is retrieved by the name of the individual or by some identifying number, 
symbol, or other identifying particular assigned to the individual. 
 


9. The vendor shall ensure the security of all procured or developed systems and 
technologies, including their subcomponents (hereinafter referred to as “Systems”), throughout 
the life of this contract and any extension, warranty, or maintenance periods. This includes, but is 
not limited to workarounds, patches, hot fixes, upgrades, and any physical components (hereafter 
referred to as Security Fixes) which may be necessary to fix all security vulnerabilities published 
or known to the vendor anywhere in the Systems, including Operating Systems and firmware. 
The vendor shall ensure that Security Fixes shall not negatively impact the Systems. 
 


10. The vendor shall notify VA within 24 hours of the discovery or disclosure of successful 
exploits of the vulnerability which can compromise the security of the Systems (including the 
confidentiality or integrity of its data and operations, or the availability of the system). Such 
issues shall be remediated as quickly as is practical, but in no event longer than _____days.  
 
 


11. When the Security Fixes involve installing third party patches (such as Microsoft OS 
patches or Adobe Acrobat), the vendor will provide written notice to VA that the patch has been 
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validated as not affecting the Systems within 10 working days. When the vendor is responsible 
for operations or maintenance of the Systems, they shall apply the Security Fixes within _____ 
days. 
 


 


12. All other vulnerabilities shall be remediated as specified in this paragraph in a timely 
manner based on risk, but within 60 days of discovery or disclosure. Exceptions to this paragraph 
(e.g. for the convenience of VA) shall only be granted with approval of the CO and the VA 
Assistant Secretary for Office of Information and Technology. 
 
B5. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE 
 
 


a. For information systems that are hosted, operated, maintained, or used on behalf of VA at 
non-VA facilities, Contractors/Subcontractors are fully responsible and accountable for ensuring 
compliance with all HIPAA, Privacy Act, FISMA, NIST, FIPS, and VA security and privacy 
directives and handbooks. This includes conducting compliant risk assessments, routine 
vulnerability scanning, system patching and change management procedures, and the completion 
of an acceptable contingency plan for each system. The Contractor’s security control procedures 
must be equivalent, to those procedures used to secure VA systems. A Privacy Impact 
Assessment (PIA) must also be provided to the COR and approved by VA Privacy Service prior 
to operational approval. All external Internet connections to VA network involving VA 
information must be in accordance with the TIC Reference Architecture and reviewed and 
approved by VA prior to implementation.  For Cloud Services hosting, the Contractor shall also 
ensure compliance with the Federal Risk and Authorization Management Program (FedRAMP).  
 


b. Adequate security controls for collecting, processing, transmitting, and storing of 
Personally Identifiable Information (PII), as determined by the VA Privacy Service, must be in 
place, tested, and approved by VA prior to hosting, operation, maintenance, or use of the 
information system, or systems by or on behalf of VA. These security controls are to be assessed 
and stated within the PIA and if these controls are determined not to be in place, or inadequate, a 
Plan of Action and Milestones (POA&M) must be submitted and approved prior to the collection 
of PII. 
 


c. Outsourcing (Contractor facility, Contractor equipment or Contractor staff) of systems or 
network operations, telecommunications services, or other managed services requires A&A of 
the Contractor’s systems in accordance with VA Handbook 6500.3, Assessment, Authorization 
and Continuous Monitoring of VA Information Systems and/or the VA OCS Certification 
Program Office. Government-owned (Government facility or Government equipment) 
Contractor-operated systems, third party or business partner networks require memorandums of 
understanding and interconnection security agreements (MOU-ISA) which detail what data types 
are shared, who has access, and the appropriate level of security controls for all systems 
connected to VA networks. 
 


d. The Contractor/Subcontractor’s system must adhere to all FISMA, FIPS, and NIST 
standards related to the annual FISMA security controls assessment and review and update the 
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PIA. Any deficiencies noted during this assessment must be provided to the VA CO and the ISO 
for entry into the VA POA&M management process. The Contractor/Subcontractor must use the 
VA POA&M process to document planned remedial actions to address any deficiencies in 
information security policies, procedures, and practices, and the completion of those activities. 
Security deficiencies must be corrected within the timeframes approved by the Government. 
Contractor/Subcontractor procedures are subject to periodic, unannounced assessments by VA 
officials, including the VA Office of Inspector General. The physical security aspects associated 
with Contractor/Subcontractor activities must also be subject to such assessments. If major 
changes to the system occur that may affect the privacy or security of the data or the system, the 
A&A of the system may need to be reviewed, retested and re-authorized per VA Handbook 
6500.3. This may require reviewing and updating all of the documentation (PIA, System Security 
Plan, and Contingency Plan). The Certification Program Office can provide guidance on whether 
a new A&A would be necessary. 
 


e. The Contractor/Subcontractor must conduct an annual self assessment on all systems and 
outsourced services as required. Both hard copy and electronic copies of the assessment must be 
provided to the COR. The Government reserves the right to conduct such an assessment using 
Government personnel or another Contractor/Subcontractor. The Contractor/Subcontractor must 
take appropriate and timely action (this can be specified in the contract) to correct or mitigate 
any weaknesses discovered during such testing, generally at no additional cost. 
 


f. VA prohibits the installation and use of personally-owned or Contractor/Subcontractor 
owned equipment or software on the VA network. If non-VA owned equipment must be used to 
fulfill the requirements of a contract, it must be stated in the service agreement, SOW or 
contract. All of the security controls required for Government furnished equipment (GFE) must 
be utilized in approved other equipment (OE) and must be funded by the owner of the 
equipment. All remote systems must be equipped with, and use, a VA-approved antivirus (AV) 
software and a personal (host-based or enclave based) firewall that is configured with a VA 
approved configuration. Software must be kept current, including all critical updates and patches. 
Owners of approved OE are responsible for providing and maintaining the anti-viral software 
and the firewall on the non-VA owned OE. 
 


g. All electronic storage media used on non-VA leased or non-VA owned IT equipment that 
is used to store, process, or access VA information must be handled in adherence with VA 
Handbook 6500.1, Electronic Media Sanitization upon: (i) completion or termination of the 
contract or (ii) disposal or return of the IT equipment by the Contractor/Subcontractor or any 
person acting on behalf of the Contractor/Subcontractor, whichever is earlier. Media (hard 
drives, optical disks, CDs, back-up tapes, etc.) used by the Contractors/Subcontractors that 
contain VA information must be returned to VA for sanitization or destruction or the 
Contractor/Subcontractor must self-certify that the media has been disposed of per 6500.1 
requirements. This must be completed within 30 days of termination of the contract. 
 


h. Bio-Medical devices and other equipment or systems containing media (hard drives, 
optical disks, etc.) with VA sensitive information must not be returned to the vendor at the end of 
lease, for trade-in, or other purposes. The options are: 
 


1) Vendor must accept the system without the drive; 
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2) VA’s initial medical device purchase includes a spare drive which must be installed in 
place of the original drive at time of turn-in; or 


 
3) VA must reimburse the company for media at a reasonable open market replacement cost 


at time of purchase. 
 


4) Due to the highly specialized and sometimes proprietary hardware and software associated 
with medical equipment/systems, if it is not possible for VA to retain the hard drive, then; 


 
a) The equipment vendor must have an existing BAA if the device being traded in has 
sensitive information stored on it and hard drive(s) from the system are being returned 
physically intact; and 


 


b) Any fixed hard drive on the device must be non-destructively sanitized to the greatest 
extent possible without negatively impacting system operation. Selective clearing down to 
patient data folder level is recommended using VA approved and validated overwriting 
technologies/methods/tools. Applicable media sanitization specifications need to be 
preapproved and described in the purchase order or contract. 


 


c) A statement needs to be signed by the Director (System Owner) that states that the drive 
could not be removed and that (a) and (b) controls above are in place and completed. The ISO 
needs to maintain the documentation. 


 
B6. SECURITY INCIDENT INVESTIGATION 
 
 


a. The term “security incident” means an event that has, or could have, resulted in 
unauthorized access to, loss or damage to VA assets, or sensitive information, or an action that 
breaches VA security procedures. The Contractor/Subcontractor shall immediately notify the 
COR and simultaneously, the designated ISO and Privacy Officer for the contract of any known 
or suspected security/privacy incidents, or any unauthorized disclosure of sensitive information, 
including that contained in system(s) to which the Contractor/Subcontractor has access. 
 


b. To the extent known by the Contractor/Subcontractor, the Contractor/Subcontractor’s 
notice to VA shall identify the information involved, the circumstances surrounding the incident 
(including to whom, how, when, and where the VA information or assets were placed at risk or 
compromised), and any other information that the Contractor/Subcontractor considers relevant. 
 


c. With respect to unsecured protected health information, the business associate is deemed 
to have discovered a data breach when the business associate knew or should have known of a 
breach of such information. Upon discovery, the business associate must notify the covered 
entity of the breach. Notifications need to be made in accordance with the executed business 
associate agreement. 
 


d. In instances of theft or break-in or other criminal activity, the Contractor/Subcontractor 
must concurrently report the incident to the appropriate law enforcement entity (or entities) of 
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jurisdiction, including the VA OIG and Security and Law Enforcement. The Contractor, its 
employees, and its Subcontractors and their employees shall cooperate with VA and any law 
enforcement authority responsible for the investigation and prosecution of any possible criminal 
law violation(s) associated with any incident. The Contractor/Subcontractor shall cooperate with 
VA in any civil litigation to recover VA information, obtain monetary or other compensation 
from a third party for damages arising from any incident, or obtain injunctive relief against any 
third party arising from, or related to, the incident. 
 
B7. LIQUIDATED DAMAGES FOR DATA BREACH 
 
 


a. Consistent with the requirements of 38 U.S.C. §5725, a contract may require access to 
sensitive personal information. If so, the Contractor is liable to VA for liquidated damages in the 
event of a data breach or privacy incident involving any SPI the Contractor/Subcontractor 
processes or maintains under this contract.  However, it is the policy of VA to forgo collection of 
liquidated damages in the event the Contractor provides payment of actual damages in an amount 
determined to be adequate by the agency. 
 


b. The Contractor/Subcontractor shall provide notice to VA of a “security incident” as set 
forth in the Security Incident Investigation section above. Upon such notification, VA must 
secure from a non-Department entity or the VA Office of Inspector General an independent risk 
analysis of the data breach to determine the level of risk associated with the data breach for the 
potential misuse of any sensitive personal information involved in the data breach. The term 'data 
breach' means the loss, theft, or other unauthorized access, or any access other than that 
incidental to the scope of employment, to data containing sensitive personal information, in 
electronic or printed form, that results in the potential compromise of the confidentiality or 
integrity of the data. Contractor shall fully cooperate with the entity performing the risk analysis. 
Failure to cooperate may be deemed a material breach and grounds for contract termination. 
 


c. Each risk analysis shall address all relevant information concerning the data breach, 
including the following: 
 


1) Nature of the event (loss, theft, unauthorized access); 
2) Description of the event, including: 


a) date of occurrence; 


b) data elements involved, including any PII, such as full name, social security number, 
date of birth, home address, account number, disability code; 


3) Number of individuals affected or potentially affected; 


4) Names of individuals or groups affected or potentially affected; 


5) Ease of logical data access to the lost, stolen or improperly accessed data in light of the 
degree of protection for the data, e.g., unencrypted, plain text; 


6) Amount of time the data has been out of VA control; 
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7) The likelihood that the sensitive personal information will or has been compromised 
(made accessible to and usable by unauthorized persons); 


8) Known misuses of data containing sensitive personal information, if any; 


9) Assessment of the potential harm to the affected individuals; 


10) Data breach analysis as outlined in 6500.2 Handbook, Management of Breaches 
Involving Sensitive Personal Information, as appropriate; and 


11) Whether credit protection services may assist record subjects in avoiding or mitigating 
the results of identity theft based on the sensitive personal information that may have been 
compromised. 


 
d. Based on the determinations of the independent risk analysis, the Contractor shall be 


responsible for paying to VA liquidated damages in the amount of $37.50 per affected individual 
to cover the cost of providing credit protection services to affected individuals consisting of the 
following: 
 


1) Notification; 
2) One year of credit monitoring services consisting of automatic daily monitoring of at 
least 3 relevant credit bureau reports; 
3) Data breach analysis; 
4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and 
credit freezes, to assist affected individuals to bring matters to resolution; 
5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and 
6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit 
records, histories, or financial affairs. 


 
B8. SECURITY CONTROLS COMPLIANCE TESTING 
 
 
On a periodic basis, VA, including the Office of Inspector General, reserves the right to evaluate 
any or all of the security controls and privacy practices implemented by the Contractor under the 
clauses contained within the contract. With 10 working-day’s notice, at the request of the 
Government, the Contractor must fully cooperate and assist in a Government-sponsored security 
controls assessment at each location wherein VA information is processed or stored, or 
information systems are developed, operated, maintained, or used on behalf of VA, including 
those initiated by the Office of Inspector General. The Government may conduct a security 
control assessment on shorter notice (to include unannounced assessments) as determined by VA 
in the event of a security incident or at any other time.  


 
B9. TRAINING 
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a.All Contractor employees and Subcontractor employees requiring access to VA information 
and VA information systems shall complete the following before being granted access to VA 
information and its systems: 


 


1) Sign and acknowledge (either manually or electronically) understanding of and 
responsibilities for compliance with the VA Information Security Rules of Behavior, 
relating to access to VA information and information systems; 


 


2) Successfully complete the VA Privacy and Information Security Awareness and Rules of 
Behavior course (TMS 2.0 # VA 10176) and complete this required privacy and 
information security training annually;  


 


3) Successfully complete any additional cyber security or privacy training, as required for 
VA personnel with equivalent information system access [to be defined by the VA 
program official and provided to the CO for inclusion in the solicitation document – e.g., 
any role-based information security training required in accordance with NIST Special 
Publication 800-16, Information Technology Security Training Requirements.]  


 
b.The Contractor shall provide to the CO and/or the COR a copy of the training certificates and 


certification of signing the Contractor Rules of Behavior for each applicable employee within 
2 days of the initiation of the contract and annually thereafter, as required. 


 
c.Failure to complete the mandatory annual training and electronically sign the Rules of 


Behavior annually, within the timeframe required, is grounds for suspension or termination of 
all physical or electronic access privileges and removal from work on the contract until such 
time as the training and documents are complete. 
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SECTION C - CONTRACT CLAUSES 


C.1  52.252-2  CLAUSES INCORPORATED BY REFERENCE  (FEB 1998) 


This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text 
available. Also, the full text of a clause may be accessed electronically at this/these address(es): 
  http://www.acquisition.gov/far/index.html  
  http://www.va.gov/oal/library/vaar/  
   


(End of Clause) 


FAR 
Number 


Title Date 


52.203-11 CERTIFICATION AND DISCLOSURE REGARDING 
PAYMENTS TO INFLUENCE CERTAIN FEDERAL 
TRANSACTIONS 


SEP 2007 


52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE 
CERTAIN FEDERAL TRANSACTIONS 


OCT 2010 


52.204-9 PERSONAL IDENTITY VERIFICATION OF 
CONTRACTOR PERSONNEL 


JAN 2011 


52.204-13 SYSTEM FOR AWARD MANAGEMENT 
MAINTENANCE 


OCT 2018 


52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE 
MAINTENANCE 


JUL 2016 


52.212-4 CONTRACT TERMS AND CONDITIONS—
COMMERCIAL ITEMS 


OCT 2018 


52.212-4 CONTRACT TERMS AND CONDITIONS—
COMMERCIAL ITEMS ALTERNATE I 


JAN 2017 


52.219-28 POST-AWARD SMALL BUSINESS PROGRAM 
REREPRESENTATION 


MAY 2020 


52.227-1 AUTHORIZATION AND CONSENT DEC 2007 
52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT 


AND COPYRIGHT INFRINGEMENT 
DEC 2007 


52.227-14 RIGHTS IN DATA—GENERAL MAY 2014 
52.227-16 ADDITIONAL DATA REQUIREMENTS JUN 1987 
52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL 


BUSINESS SUBCONTRACTORS 
DEC 2013 


52.245-1 GOVERNMENT PROPERTY JAN 2017 
52.245-1 GOVERNMENT PROPERTY ALTERNATE I APR 2012 


 


C.2  52.204-21  BASIC SAFEGUARDING OF COVERED CONTRACTOR 
INFORMATION SYSTEMS (JUN 2016) 


  (a) Definitions. As used in this clause— 


    Covered contractor information system means an information system that is owned or 
operated by a contractor that processes, stores, or transmits Federal contract information. 
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    Federal contract information means information, not intended for public release, that is 
provided by or generated for the Government under a contract to develop or deliver a product or 
service to the Government, but not including information provided by the Government to the 
public (such as on public Web sites) or simple transactional information, such as necessary to 
process payments. 


    Information means any communication or representation of knowledge such as facts, data, or 
opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, 
or audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009). 


    Information system means a discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 
3502). 


    Safeguarding means measures or controls that are prescribed to protect information systems. 


  (b) Safeguarding requirements and procedures. (1) The Contractor shall apply the following 
basic safeguarding requirements and procedures to protect covered contractor information 
systems. Requirements and procedures for basic safeguarding of covered contractor information 
systems shall include, at a minimum, the following security controls: 


      (i) Limit information system access to authorized users, processes acting on behalf of 
authorized users, or devices (including other information systems). 


      (ii) Limit information system access to the types of transactions and functions that authorized 
users are permitted to execute. 


      (iii) Verify and control/limit connections to and use of external information systems. 


      (iv) Control information posted or processed on publicly accessible information systems. 


      (v) Identify information system users, processes acting on behalf of users, or devices. 


      (vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowing access to organizational information systems. 


      (vii) Sanitize or destroy information system media containing Federal Contract Information 
before disposal or release for reuse. 


      (viii) Limit physical access to organizational information systems, equipment, and the 
respective operating environments to authorized individuals. 


      (ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and 
control and manage physical access devices. 
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      (x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries and 
key internal boundaries of the information systems. 


      (xi) Implement subnetworks for publicly accessible system components that are physically or 
logically separated from internal networks. 


      (xii) Identify, report, and correct information and information system flaws in a timely 
manner. 


      (xiii) Provide protection from malicious code at appropriate locations within organizational 
information systems. 


      (xiv) Update malicious code protection mechanisms when new releases are available. 


      (xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 


    (2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguarding requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 


  (c) Subcontracts. The Contractor shall include the substance of this clause, including this 
paragraph (c), in subcontracts under this contract (including subcontracts for the acquisition of 
commercial items, other than commercially available off-the-shelf items), in which the 
subcontractor may have Federal contract information residing in or transiting through its 
information system. 


(End of Clause) 


C.3  52.212-5  CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT 
STATUTES OR EXECUTIVE ORDERS—COMMERCIAL ITEMS (MAR 2020) 


  (a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 


    (1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 


    (2) 52.204–23, Prohibition on Contracting for Hardware, Software, and Services Developed or 
Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115–
91). 
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    (3) 52.204–25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (AUG 2019) (Section 889(a)(1)(A) of Pub. L. 115–232). 


    (4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015). 


    (5) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553). 


    (6) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-77 
and 108-78 (19 U.S.C. 3805 note)). 


  (b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting 
Officer has indicated as being incorporated in this contract by reference to implement provisions 
of law or Executive orders applicable to acquisitions of commercial items: 


    [X]  (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with 
Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 


    [X]  (2) 52.203-13, Contractor Code of Business Ethics and Conduct (OCT 2015) (41 U.S.C. 
3509). 


    [     ]  (3) 52.203-15, Whistleblower Protections under the American Recovery and 
Reinvestment Act of 2009 (JUN 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts 
funded by the American Recovery and Reinvestment Act of 2009.) 


    [X]    (4) 52.204–10, Reporting Executive Compensation and First-Tier Subcontract Awards 
(Oct 2018) (Pub. L. 109–282) (31 U.S.C. 6101 note). 


    [      ]  (5) [Reserved] 


    [     ]   (6) 52.204–14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111–
117, section 743 of Div. C). 


    [X]     (7) 52.204–15, Service Contract Reporting Requirements for Indefinite-Delivery 
Contracts (OCT 2016) (Pub. L. 111–117, section 743 of Div. C). 


    [X]   (8) 52.209-6, Protecting the Government's Interest When Subcontracting with 
Contractors Debarred, Suspended, or Proposed for Debarment. (OCT 2015) (31 U.S.C. 6101 
note). 


    [X]  (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility 
Matters (Oct 2018) (41 U.S.C. 2313). 


    []  (10) [Reserved] 


    [     ]  (11)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (MAR 2020) (15 
U.S.C. 657a). 
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    [     ]  (ii) Alternate I (MAR 2020) of 52.219-3. 


    [     ]  (12)(i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 
Concerns (MAR 2020) (if the offeror elects to waive the preference, it shall so indicate in its 
offer) (15 U.S.C. 657a). 


    [     ]  (ii) Alternate I (MAR 2020) of 52.219-4. 


    []   (13) [Reserved] 


    [X]   (14)(i) 52.219-6, Notice of Total Small Business Set-Aside (MAR 2020) (15 U.S.C. 
644). 


    [     ]  (ii) Alternate I (MAR 2020). 


    [     ]  (15)(i) 52.219-7, Notice of Partial Small Business Set-Aside (MAR 2020) (15 U.S.C. 
644). 


    [     ]  (ii) Alternate I (MAR 2020) of 52.219-7. 


    [X]    (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) 
and (3)). 


    [     ]  (17)(i) 52.219-9, Small Business Subcontracting Plan (MAR 2020) (15 U.S.C. 
637(d)(4)). 


    [     ]  (ii) Alternate I (NOV 2016) of 52.219-9. 


    [     ]  (iii) Alternate II (NOV 2016) of 52.219-9. 


    [     ]  (iv) Alternate III (MAR 2020) of 52.219-9. 


    [     ]  (v) Alternate IV (AUG 2018) of 52.219-9. 


    [X]  (18) 52.219-13, Notice of Set-Aside of Orders (MAR 2020) (15 U.S.C. 644(r)). 


    [X]  (19) 52.219-14, Limitations on Subcontracting (MAR 2020) (15 U.S.C. 637(a)(14)). 


    [     ]  (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 
637(d)(4)(F)(i)). 


    [X]  (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside 
(MAR 2020) (15 U.S.C. 657f). 


    [     ]  (22)(i) 52.219-28, Post Award Small Business Program Rerepresentation (MAR 2020) 
(15 U.S.C 632(a)(2)). 


    [     ]  (ii) Alternate I (MAR 2020) of 52.219-28. 
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    [     ]  (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 
Disadvantaged Women-Owned Small Business (EDWOSB) Concerns (MAR 2020) (15 U.S.C. 
637(m)). 


    [     ]  (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned 
Small Business Concerns Eligible Under the Women-Owned Small Business Program (MAR 
2020) (15 U.S.C. 637(m)). 


    [     ]  (25) 52.219-32, Orders Issued Directly Under Small Business Reserves (MAR 2020) (15 
U.S.C. 644(r)). 


    [     ]  (26) 52.219-33, Nonmanufacturer Rule (MAR 2020) (15 U.S.C. 637(a)(17)) 


    [X]  (27) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 


    [     ]  (28) 52.222–19, Child Labor—Cooperation with Authorities and Remedies (JAN 2020) 
(E.O. 13126). 


    [X]  (29) 52.222-21, Prohibition of Segregated Facilities (APR 2015). 


    [X]  (30)(i) 52.222–26, Equal Opportunity (SEP 2016) (E.O. 11246). 


    [     ]  (ii) Alternate I (FEB 1999) of 52.222-26. 


    [X]  (31)(i) 52.222-35, Equal Opportunity for Veterans (OCT 2015) (38 U.S.C. 4212). 


    [     ]  (ii) Alternate I (JULY 2014) of 52.222-35. 


    [X]  (32)(i) 52.222-36, Equal Opportunity for Workers with Disabilities (JUL 2014) (29 
U.S.C. 793). 


    [     ]  (ii) Alternate I (JULY 2014) of 52.222-36. 


    [X]  (33) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212). 


    [X]  (34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 
(DEC 2010) (E.O. 13496). 


    [X]  (35)(i) 52.222-50, Combating Trafficking in Persons (JAN 2019) (22 U.S.C. chapter 78 
and E.O. 13627). 


    [     ]  (ii) Alternate I (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 


    [X]  (36) 52.222-54, Employment Eligibility Verification (OCT 2015). (E. O. 12989). (Not 
applicable to the acquisition of commercially available off-the-shelf items or certain other types 
of commercial items as prescribed in 22.1803.) 
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    [     ]  (37)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-
Designated Items (May 2008) (42 U.S.C.6962(c)(3)(A)(ii)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 


    [     ]  (ii) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to 
the acquisition of commercially available off-the-shelf items.) 


    [     ]  (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 
Hydrofluorocarbons (JUN 2016) (E.O. 13693). 


    [     ]  (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment 
and Air Conditioners (JUN 2016) (E.O. 13693). 


    [     ]  (40)(i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JUN 2014) 
(E.O.s 13423 and 13514). 


    [     ]  (ii) Alternate I (OCT 2015) of 52.223-13. 


    [     ]  (41)(i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (JUN 2014) (E.O.s 
13423 and 13514). 


    [     ]  (ii) Alternate I (JUN 2014) of 52.223-14. 


    [X]  (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007)(42 U.S.C. 
8259b). 


    [X]  (43)(i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products 
(OCT 2015) (E.O.s 13423 and 13514). 


    [X]  (ii) Alternate I (JUN 2014) of 52.223-16. 


    [X]  (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving 
(AUG 2011) 


    [     ]  (45) 52.223-20, Aerosols (JUN 2016) (E.O. 13693). 


    [     ]  (46) 52.223-21, Foams (JUN 2016) (E.O. 13693). 


    [X]  (47) (i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 


    [X]  (ii) Alternate I (JAN 2017) of 52.224-3. 


    [     ]  (48) 52.225-1, Buy American—Supplies (MAY 2014) (41 U.S.C. chapter 83). 


    [     ]  (49)(i) 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act (MAY 
2014) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 
U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-
283, 110-138, 112-41, 112-42, and 112-43. 
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    [     ]  (ii) Alternate I (MAY 2014) of 52.225-3. 


    [     ]  (iii) Alternate II (MAY 2014) of 52.225-3. 


    [     ]  (iv) Alternate III (MAY 2014) of 52.225-3. 


    [     ]  (50) 52.225–5, Trade Agreements (OCT 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 
note). 


    [     ]  (51) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, 
proclamations, and statutes administered by the Office of Foreign Assets Control of the 
Department of the Treasury). 


    [     ]  (52) 52.225–26, Contractors Performing Private Security Functions Outside the United 
States (OCT 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. 2302 Note). 


    [     ]  (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 
5150). 


    [     ]  (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 
(Nov 2007) (42 U.S.C. 5150). 


    [     ]  (55) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 
U.S.C. 4505, 10 U.S.C. 2307(f)). 


    [     ]  (56) 52.232-30, Installment Payments for Commercial Items (JAN 2017) (41 U.S.C. 
4505, 10 U.S.C. 2307(f)). 


    [X]  (57) 52.232-33, Payment by Electronic Funds Transfer—System for Award Management 
(Oct 2018) (31 U.S.C. 3332). 


    [     ]  (58) 52.232-34, Payment by Electronic Funds Transfer—Other than System for Award 
Management (Jul 2013) (31 U.S.C. 3332). 


    [X]    (59) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332). 


    [X]    (60) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a). 


    [     ]  (61) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C. 
637(d)(13)). 


    [     ]  (62)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 
2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). 


    [     ]  (ii) Alternate I (Apr 2003) of 52.247-64. 


    [     ]  (iii) Alternate II (FEB 2006) of 52.247-64. 
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  (c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 


    [     ]  (1) 52.222-17, Nondisplacement of Qualified Workers (MAY 2014) (E.O. 13495). 


    [X]  (2) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67). 


    [X]  (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 
206 and 41 U.S.C. chapter 67). 


  


    [X]  (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards—Price 
Adjustment (Multiple Year and Option Contracts) (AUG 2018) (29 U.S.C. 206 and 41 U.S.C. 
chapter 67). 


    [     ]  (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price 
Adjustment (MAY 2014) (29 U.S.C 206 and 41 U.S.C. chapter 67). 


    [     ]  (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY 
2014) (41 U.S.C. chapter 67). 


    [     ]  (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services—Requirements (MAY 2014) (41 U.S.C. chapter 67). 


    [X]  (8) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015). 


    [X]  (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 


    [     ]  (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 
2014) (42 U.S.C. 1792). 


  (d)  Comptroller General Examination of Record. The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, Audit 
and Records—Negotiation. 


    (1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor's directly 
pertinent records involving transactions related to this contract. 


    (2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor 
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Records Retention, of the other clauses of this contract. If this contract is completely or partially 
terminated, the records relating to the work terminated shall be made available for 3 years after 
any resulting final termination settlement. Records relating to appeals under the disputes clause 
or to litigation or the settlement of claims arising under or relating to this contract shall be made 
available until such appeals, litigation, or claims are finally resolved. 


    (3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 
course of business or pursuant to a provision of law. 


  (e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this 
clause, the Contractor is not required to flow down any FAR clause, other than those in this 
paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the 
extent of the flow down shall be as required by the clause— 


      (i) 52.203-13, Contractor Code of Business Ethics and Conduct (OCT 2015) (41 U.S.C. 
3509). 


      (ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 


      (iii) 52.204–23, Prohibition on Contracting for Hardware, Software, and Services Developed 
or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 
115–91). 


      (iv) 52.204–25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (AUG 2019) (Section 889(a)(1)(A) of Pub. L. 115–232). 


      (v) 52.219–8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and 
(3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract (except 
subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction of any 
public facility), the subcontractor must include 52.219–8 in lower tier subcontracts that offer 
subcontracting opportunities. 


      (vi) 52.222-17, Nondisplacement of Qualified Workers (MAY 2014) (E.O. 13495). Flow 
down required in accordance with paragraph (l) of FAR clause 52.222-17. 


      (vii) 52.222-21, Prohibition of Segregated Facilities (APR 2015). 


      (viii) 52.222–26, Equal Opportunity (SEP 2016) (E.O. 11246). 


      (ix) 52.222-35, Equal Opportunity for Veterans (OCT 2015) (38 U.S.C. 4212). 
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      (x) 52.222-36, Equal Opportunity for Workers with Disabilities (JUL 2014) (29 U.S.C. 793). 


      (xi) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212). 


      (xii) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 
(DEC 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 
52.222-40. 


      (xiii) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67). 


      (xiv)(A) 52.222-50, Combating Trafficking in Persons (JAN 2019) (22 U.S.C. chapter 78 and 
E.O. 13627). 


        (B) Alternate I (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 


      (xv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY 
2014) (41 U.S.C. chapter 67). 


      (xvi) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services—Requirements (MAY 2014) (41 U.S.C. chapter 67). 


      (xvii) 52.222-54, Employment Eligibility Verification (OCT 2015) (E. O. 12989). 


      (xviii) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015). 


      (xix) 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 


      (xx)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 


        (B) Alternate I (JAN 2017) of 52.224-3. 


      (xxi) 52.225–26, Contractors Performing Private Security Functions Outside the United 
States (OCT 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. 2302 Note). 


      (xxii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) 
(42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6. 


      (xxiii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) 
(46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with 
paragraph (d) of FAR clause 52.247-64. 


    (2) While not required, the Contractor may include in its subcontracts for commercial items a 
minimal number of additional clauses necessary to satisfy its contractual obligations. 


(End of Clause) 
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C.4  52.216-18 ORDERING (OCT 1995) 


  (a) Any supplies and services to be furnished under this contract shall be ordered by issuance of 
delivery orders or task orders by the individuals or activities designated in the Schedule. Such 
orders may be issued from date of contract award and ordering can continue for 60 months 
thereafter. 


  (b) All delivery orders or task orders are subject to the terms and conditions of this contract. In 
the event of conflict between a delivery order or task order and this contract, the contract shall 
control. 


  (c) If mailed, a delivery order or task order is considered "issued" when the Government 
deposits the order in the mail. Orders may be issued orally, by facsimile, or by electronic 
commerce methods only if authorized in the Schedule. 


(End of Clause) 


C.5  52.216-19 ORDER LIMITATIONS (OCT 1995) 


 (a) Minimum order.  When the Government requires supplies or services covered by this 
contract in an amount of less than $2,500.00, the Government is not obligated to purchase, nor is 
the Contractor obligated to furnish, those supplies or services under the contract. 


  (b) Maximum order.  The Contractor is not obligated to honor— 


    (1) Any order for a single item in excess of $10,000,000.00; 


    (2) Any order for a combination of items in excess of $10,000,000.00; or 


    (3) A series of orders from the same ordering office within 5 days that together call for 
quantities exceeding the limitation in paragraph (b)(1) or (2) of this section. 


  (c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 
52.216-21 of the Federal Acquisition Regulation (FAR)), the Government is not required to 
order a part of any one requirement from the Contractor if that requirement exceeds the 
maximum-order limitations in paragraph (b) of this section. 


  (d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order 
exceeding the maximum order limitations in paragraph (b), unless that order (or orders) is 
returned to the ordering office within five days after issuance, with written notice stating the 
Contractor's intent not to ship the item (or items) called for and the reasons.  Upon receiving this 
notice, the Government may acquire the supplies or services from another source. 


(End of Clause) 
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C.6  52.216-22 INDEFINITE QUANTITY (OCT 1995) 


  (a) This is an indefinite-quantity contract for the supplies or services specified, and effective for 
the period stated, in the Schedule.  The quantities of supplies and services specified in the 
Schedule are estimates only and are not purchased by this contract. 


  (b) Delivery or performance shall be made only as authorized by orders issued in accordance 
with the Ordering clause.  The Contractor shall furnish to the Government, when and if ordered, 
the supplies or services specified in the Schedule up to and including the quantity designated in 
the Schedule as the "maximum." The Government shall order at least the quantity of supplies or 
services designated in the Schedule as the "minimum." 


  (c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, 
there is no limit on the number of orders that may be issued.  The Government may issue orders 
requiring delivery to multiple destinations or performance at multiple locations. 


  (d) Any order issued during the effective period of this contract and not completed within that 
period shall be completed by the Contractor within the time specified in the order.  The contract 
shall govern the Contractor's and Government's rights and obligations with respect to that order 
to the same extent as if the order were completed during the contract's effective period; provided, 
that the Contractor shall not be required to make any deliveries under this contract after 60 
Months after expiration of the basic contract. 


(End of Clause) 


C.7  52.219-13 NOTICE OF SET-ASIDE OF ORDERS (MAR 2020) ALTERNATE I 
(MAR 2020) 


  (a) The Contracting Officer will set aside orders for the small business concerns identified in 
19.000(a)(3) when the conditions of FAR 19.502-2 and the specific program eligibility 
requirements are met, as applicable. 


  (b) The Contracting Officer will give notice of the order or orders, if any, to be set aside for 
small business concerns identified in 19.000(a)(3) and the applicable small business program. 
This notice, and its restrictions, will apply only to the specific orders that have been set aside for 
any of the small business concerns identified in 19.000(a)(3). 


(End of Clause) 


C.8  52.227-19  COMMERCIAL COMPUTER SOFTWARE LICENSE (DEC 2007) 


  (a) Notwithstanding any contrary provisions contained in the Contractor's standard commercial 
license or lease agreement, the Contractor agrees that the Government will have the rights that 
are set forth in paragraph (b) of this clause to use, duplicate or disclose any commercial 
computer software delivered under this contract. The terms and provisions of this contract shall 
comply with Federal laws and the Federal Acquisition Regulation. 
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  (b)(1) The commercial computer software delivered under this contract may not be used, 
reproduced, or disclosed by the Government except as provided in paragraph (b)(2) of this clause 
or as expressly stated otherwise in this contract. 


    (2) The commercial computer software may be— 


      (i) Used or copied for use with the computer(s) for which it was acquired, including use at 
any Government installation to which the computer(s) may be transferred; 


      (ii) Used or copied for use with a backup computer if any computer for which it was acquired 
is inoperative; 


      (iii) Reproduced for safekeeping (archives) or backup purposes; 


      (iv) Modified, adapted, or combined with other computer software, provided that the 
modified, adapted, or combined portions of the derivative software incorporating any of the 
delivered, commercial computer software shall be subject to same restrictions set forth in this 
contract; 


      (v) Disclosed to and reproduced for use by support service Contractors or their 
subcontractors, subject to the same restrictions set forth in this contract; and 


      (vi) Used or copied for use with a replacement computer. 


    (3) If the commercial computer software is otherwise available without disclosure restrictions, 
the Contractor licenses it to the Government without disclosure restrictions. 


  (c) The Contractor shall affix a notice substantially as follows to any commercial computer 
software delivered under this contract: 


    Notice—Notwithstanding any other lease or license agreement that may pertain to, or 
accompany the delivery of, this computer software, the rights of the Government regarding its 
use, reproduction and disclosure are as set forth in Government Contract 
No._________________.  


(End of Clause) 


C.9  852.212-70  PROVISIONS AND CLAUSES APPLICABLE TO VA ACQUISITION 
OF COMMERCIAL ITEMS (APR 2020) 


(a) The Contractor agrees to comply with any provision or clause that is incorporated herein by 


reference to implement agency policy applicable to acquisition of commercial items or 


components. The following provisions and clauses that have been checked by the Contracting 


Officer are incorporated by reference. 


_X  852.203-70, Commercial Advertising. 


_X  852.209-70, Organizational Conflicts of Interest. 
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___ 852.211-70, Equipment Operation and Maintenance Manuals. 


___ 852.214-71, Restrictions on Alternate Item(s). 


___ 852.214-72, Alternate Item(s). [Note: this is a fillable clause.] 


___ 852.214-73, Alternate Packaging and Packing. 


___ 852.214-74, Marking of Bid Samples. 


___ 852.215-70, Service-Disabled Veteran-Owned and Veteran-Owned Small Business 


Evaluation Factors. 


___ 852.215-71, Evaluation Factor Commitments. 


___ 852.216-71, Economic Price Adjustment of Contract Price(s) Based on a Price Index. 


___ 852.216-72, Proportional Economic Price Adjustment of Contract Price(s) Based on a Price 


Index. 


___ 852.216-73, Economic Price Adjustment—State Nursing Home Care for Veterans. 


___ 852.216-74, Economic Price Adjustment—Medicaid Labor Rates. 


___ 852.216-75, Economic Price Adjustment—Fuel Surcharge. 


___ 852.219-9, VA Small Business Subcontracting Plan Minimum Requirements. 


___ 852.219-10, VA Notice of Total Service-Disabled Veteran-Owned Small Business Set-


Aside. 


___ 852.219-11, VA Notice of Total Veteran-Owned Small Business Set-Aside. 


___ 852.222-70, Contract Work Hours and Safety Standards—Nursing Home Care for Veterans. 


___ 852.228-70, Bond Premium Adjustment. 


___ 852.228-71, Indemnification and Insurance. 


___ 852.228-72, Assisting Service-Disabled Veteran-Owned and Veteran-Owned Small 


Businesses in Obtaining Bonds. 


_X  852.232-72, Electronic Submission of Payment Requests. 


_X  852.233-70, Protest Content/Alternative Dispute Resolution. 


_X  852.233-71, Alternate Protest Procedure. 


___ 852.237-70, Indemnification and Medical Liability Insurance. 


___ 852.246-71,Rejected Goods. 


___ 852.246-72, Frozen Processed Foods. 


___ 852.246-73, Noncompliance with Packaging, Packing, and/or Marking Requirements. 


_X  852.270-1, Representatives of Contracting Officers. 


___ 852.271-72, Time Spent by Counselee in Counseling Process. 


___ 852.271-73, Use and Publication of Counseling Results. 


___ 852.271-74, Inspection. 


___ 852.271-75, Extension of Contract Period. 


___ 852.273-70, Late Offers. 
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___ 852.273-71, Alternative Negotiation Techniques. 


___ 852.273-72, Alternative Evaluation. 


___ 852.273-73, Evaluation—Health-Care Resources. 


___ 852.273-74, Award without Exchanges. 


(b) All requests for quotations, solicitations, and contracts for commercial item services to be 


provided to beneficiaries must include the following clause: 
___ 852.237-74, Nondiscrimination in Service Delivery. 


(End of clause) 


C.10 852.212-72 GRAY MARKET AND COUNTERFEIT ITEMS (MAR 2020) 
(DEVIATION) 


   (a) No used, refurbished, or remanufactured supplies or equipment/parts shall be provided. 
This procurement is for new Original Equipment Manufacturer (OEM) items only. No gray 
market items shall be provided. Gray market items are OEM goods intentionally or 
unintentionally sold outside an authorized sales territory or sold by non-authorized dealers in an 
authorized sales territory. 


   (b) No counterfeit supplies or equipment/parts shall be provided. Counterfeit items include 
unlawful or unauthorized reproductions, substitutions, or alterations that have been mismarked, 
misidentified, or otherwise misrepresented to be an authentic, unmodified item from the original 
manufacturer, or a source with the express written authority of the original manufacturer or 
current design activity, including an authorized aftermarket manufacturer. Unlawful or 
unauthorized substitutions include used items represented as new, or the false identification of 
grade, serial number, lot number, date code, or performance characteristics. 


   (c) Vendor shall be an OEM, authorized dealer, authorized distributor or authorized reseller for 
the proposed equipment/system, verified by an authorization letter or other documents from the 
OEM or by an intermediary distributor authorized by the OEM. All software licensing, warranty 
and service associated with the equipment/system shall be in accordance with the OEM terms 
and conditions. 


(End of clause) 


C.11 852.212-73 GRAY MARKET AND COUNTERFEIT ITEMS—INFORMATION 
TECHNOLOGY (IT) MAINTENANCE ALLOWING OTHER-THAN-NEW 
PARTS (MAR 2020 (DEVIATION) 


  (a) Used, refurbished, or remanufactured parts may be provided. No gray market supplies or 
equipment shall be provided. Gray market items are OEM goods intentionally or unintentionally 
sold outside an authorized sales territory or sold by non-authorized dealers in an authorized sales 
territory. 
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   (b) No counterfeit supplies or equipment shall be provided. Counterfeit items include unlawful 
or unauthorized reproductions, substitutions, or alterations that have been mismarked, 
misidentified, or otherwise misrepresented to be an authentic, unmodified item from the original 
manufacturer, or a source with the express written authority of the original manufacturer or 
current design activity, including an authorized aftermarket manufacturer. Unlawful or 
unauthorized substitutions include used items represented as new, or the false identification of 
grade, serial number, lot number, date code, or performance characteristics. 


   (c) Vendor shall be an OEM, authorized dealer, authorized distributor or authorized reseller for 
the proposed equipment/system, verified by an authorization letter or other documents from the 
OEM. All software licensing, warranty and service associated with the equipment/system shall 
be in accordance with the OEM terms and conditions. 


(End of clause) 


C.12 852.219-10  VA NOTICE OF TOTAL SERVICE-DISABLED VETERAN-OWNED 
SMALL BUSINESS SET-ASIDE (JUL 2019) (DEVIATION) 


   (a) Definition.  For the Department of Veterans Affairs, “Service-disabled Veteran-owned 
small business concern or SDVSOB:” 


     (1) Means a small business concern– 


       (i) Not less than 51 percent of which is owned by one or more service-disabled Veterans or, 
in the case of any publicly owned business, not less than 51 percent of the stock of which is 
owned by one or more service-disabled Veterans or eligible surviving spouses (see VAAR 
802.201, Surviving Spouse definition); 


       (ii) The management and daily business operations of which are controlled by one or more 
service-disabled Veterans (or eligible surviving spouses) or, in the case of a service-disabled 
Veteran with permanent and severe disability, the spouse or permanent caregiver of such 
Veteran; 


       (iii) The business meets Federal small business size standards for the applicable North 
American Industry Classification System (NAICS) code identified in the solicitation document; 


       (iv) The business has been verified for ownership and control pursuant to 38 CFR 74 and is 
so listed in the Vendor Information Pages database, (https://www.vip.vetbiz.va.gov); and 


       (v) The business will comply with VAAR subpart 819.70 and Small Business 
Administration (SBA) regulations regarding small business size and government contracting 
programs at 13 CFR part 121 and 125, including the nonmanufacturer rule and limitations on 
subcontracting requirements in 13 CFR 121.406 and 125.6, provided that any reference therein to 
a service-disabled veteran-owned small business concern (SDVO SBC), is to be construed to 
apply to a VA verified and VIP-listed SDVOSB. The nonmanufacturer rule and the limitations 
on subcontracting apply to all SDVOSB and VOSB set-asides and sole source contracts. 







Request for Proposal 36C10B20R0013 Customer Experience, DevOps, Agile Releases 
(CEDAR) Indefinite Delivery, Indefinite Quantity (IDIQ) Contract 


 


 
Page 74 of 113 


     (2) “Service-disabled Veteran” means a Veteran, as defined in 38 U.S.C. 101(2), with a 
disability that is service-connected, as defined in 38 U.S.C. 101(16). 


   (b) General. 


     (1) Offers are solicited only from eligible service-disabled Veteran-owned small business 
concerns. Only VIP-listed service-disabled Veteran-owned small business concerns (SDVOSBs) 
may submit offers in response to this solicitation. Offers received from concerns that are not 
VIP-listed service-disabled Veteran-owned small business concerns shall not be considered. 


     (2) Any award resulting from this solicitation shall be made to a VIP-listed service-disabled 
Veteran-owned small business concern that meets the size standard for the applicable NAICS 
code. 


   (c) Representation. By submitting an offer, the prospective contractor represents that it is an 
eligible SDVOSB as defined in this clause, 38 CFR part 74, and VAAR subpart 819.70. Pursuant 
to 38 U.S.C. 8127(e), only VIP-listed SDVOSBs are considered eligible. Therefore, any 
reference in 13 CFR part 121 and 125 to a service disabled Veteran-owned small business 
concern (SDVO SBC), is to be construed to apply to a VA verified and VIP-listed SDVOSB and 
only such concern(s) qualify as similarly situated. The offeror must also be eligible at the time of 
award. 


   (d) Agreement.  When awarded a contract (see FAR 2.101, Definitions), including orders under 
multiple-award contracts, or a subcontract, an SDVOSB agrees that in the performance of the 
contract, the SDVOSB shall comply with requirements in VAAR subpart 819.70 and SBA 
regulations on small business size and government contracting programs at 13 CFR part 121 and 
125, including the nonmanufacturer rule and limitations on subcontracting requirements in 13 
CFR part 121.406 and 125.6, provided that for purposes of the limitations on subcontracting, 
only VIP-listed SDVOSBs shall be considered eligible and/or “similarly situated” (i.e., a firm 
that has the same small business program status as the prime contractor). An independent 
contractor shall be considered a subcontractor. An otherwise eligible firm further agrees to the 
following: 


     (1) Services. In the case of a contract for services (except construction), it will not pay more 
than 50% of the amount paid by the government to it to firms that are not VIP-listed SDVOSBs. 


     (2) Supplies or products. 


       (i) In the case of a contract for supplies or products (other than from a nonmanufacturer of 
such supplies), it will not pay more than 50% of the amount paid by the government to it to firms 
that are not VIP-listed SDVOSBs. 


       (ii) In the case of a contract for supplies from a nonmanufacturer, it will supply the product 
of a domestic small business manufacturer or processor, unless a waiver is described in 13 CFR 
121.406(b)(5) is granted. 
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     (3) General construction. In the case of a contract for general construction, it will not pay 
more than 85% of the amount paid by the government to it to firms that are not VIP-listed 
SDVOSBs. 


     (4) Special trade contractors. In the case of a contract for special trade contractors, it will not 
pay more than 75% of the amount paid by the government to it to firms that are not VIP-listed 
SDVOSBs. 


     (5) Subcontracting. Any work that a VIP-listed SDVOSB subcontractor further subcontracts 
will count towards the percent of subcontract amount that cannot be exceeded. For supply or 
construction contracts, cost of materials is excluded and not considered to be subcontracted. For 
mixed contracts and additional limitations, refer to 13 CFR 125.6. 


   (e) Joint ventures. A joint venture may be considered an SDVOSB if the joint venture is listed 
in VIP and complies with the requirements in 13 CFR 125.18(b), provided that any reference 
therein to service-disabled Veteran-owned small business concern or SDVO SBC, is to be 
construed to mean a VIP-listed SDVOSB. A joint venture agrees that, in the performance of the 
contract, the applicable percentage specified in paragraph (d) of this clause will be performed by 
the aggregate of the joint venture participants. 


   (f) Precedence. For any any inconsistencies between the requirements of the SBA program for 
service-disabled Veteran-owned small business concerns and the VA Veterans First Contract 
Program, as defined in VAAR subpart 819.70 and this clause, the VA Veterans First Contracting 
Program requirements have precedence. 


(End of clause) 


C.13 ON-RAMP   


The Government may utilize an On-Ramp to add Service-Disabled Veteran-owned small 
business (SDVOSB) under any circumstances, as many times as it determines necessary, 
including in the event an Off-Ramp is exercised.  The Government can exercise this right at its 
sole discretion.  The Government may On-Ramp Contractors by any means necessary, including 
but not limited to, revisiting the original pool of Offerors deemed in the competitive range (if one 
was established, and/or issuing a follow-on solicitation for evaluation.  Any contract awarded via 
an On-Ramp process will share in, and in no way increase, the ceiling established for the 
program.  Likewise, contracts awarded hereunder shall include the same terms and conditions of 
this Contract and shall not exceed the remaining period of performance.  


C.14 OFF-RAMP 


The Government, in its sole discretion, may exercise the Off-Ramp if any of the following events 
occur: a SDVOSB contract holder that no longer qualifies as an SDVOSB because it is acquired 
by a non-SDVOSB concern or is no longer listed as verified in the VIP database for any reason; 
Any SDVOSB contract holder must notify CVE/OSDBU with a copy to the Contracting Officer 
of any change in ownership or control of the company within 15 days of that change becoming 
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final; and/or contract holders are not bidding on a reasonable number of Task Orders during 
contract performance.  If the Government elects to exercise the Off-Ramp for any CEDAR 
contract holder, the Contractor will be removed from the program and thus will not be eligible to 
propose on any Task Order competitions. 


C.15 ORGANIZATIONAL CONFLICT OF INTEREST 


    (a) It is recognized by the parties that the efforts to be performed by the Contractor under this 
contract are of such a nature that they may create a potential and/or actual organizational conflict 
of interest as contemplated by Subpart 9.5 of the Federal Acquisition Regulation (FAR).  It is the 
intention of the parties that the Contractor will not engage in any contractual activities which 
may impair its ability to render unbiased advice and recommendations, or in which it may gain 
an unfair competitive advantage as a result of the knowledge, information and experience gained 
during the performance of this contract.  It does not include the normal flow of benefits from 
incumbency. 


    (b) The Contractor agrees not to participate as a prime Contractor, subcontractor, consultant or 
team member in any acquisition for hardware or software wherein: 


      (1) The Contractor has participated in the analysis and recommendation leading to the 
acquisition decision to acquire such a system; or 


      (2) The Contractor may have an unfair competitive advantage resulting from the information 
gained during the performance of this contract. 


    (c) The term “Contractor” herein used means: 


      (1) The organization entering into this contract with the Government; 


      (2) All business organizations with which it merges, joins or affiliates, now or in the future, 
and in any manner whatsoever, or which hold or may obtain, by purchase or otherwise, direct or 
indirect control of; 


      (3) Its parent organization (if any), and any of its present or future subsidiaries, associates, 
affiliates, or holding companies; and  


      (4) Any organization or enterprise over which it has direct or indirect control (now or in the 
future). 


    (d) The Contractor agrees that it will use all reasonable diligence in protecting proprietary data 
received by it.  The Contractor further agrees it will not willfully disclose proprietary data to 
unauthorized parties without the prior permission of the Government, and that proprietary data 
shall not be duplicated, used or disclosed, in whole or in part, for any purpose other than to 
accomplish the contracted effort.  This restriction does not limit the Contractor’s right to use, 
duplicate or disclose such information if such information was lawfully obtained by the 
Contractor from other sources. 
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    (e) The prior approval of the CO is required before any work to be performed under this 
contract may be subcontracted to any organization described in subparagraph (c) above.  


    (f) The Contractor agrees to enter into written agreements with all companies whose 
proprietary data he shall have access and to protect such data from unauthorized use or 
disclosure as long as it remains proprietary.  The Contractor shall furnish to the CO copies of 
these written agreements.  The Contractor agrees to protect the proprietary data and rights of 
other organizations disclosed to the Contractor during performance of this contract with the same 
caution that a reasonably prudent Contractor would use to safeguard highly valuable property.  
The Contractor agrees to refrain from using proprietary information for any purpose other than 
that for which it was furnished. 


    (g) The Contractor shall not distribute reports, data or information of any nature arising from 
its performance under this contract, except as provided by this contract or as may be directed by 
the CO. 


    (h) The Contractor shall include this provision, including this paragraph, in subcontracts of 
any tier which involve access to information covered in paragraph (a) above.  The use of this 
clause in such subcontracts shall be read by substituting the word “subcontractor” for the word 
“Contractor” wherever the latter appears. 


    (i) The Contractor’s employees shall be trained and informed of Subpart 9.5 of the FAR and 
this contract provision. 


    (j) Government representatives shall have access to the Contractor’s premises and the right to 
inspect all pertinent books and records in order to ensure that the Contractor is in compliance 
with Subpart 9.5 of the FAR and this provision. 


    (k) Questions regarding this interpretation of Subpart 9.5 of the FAR and this provision shall 
be submitted to the CO. 


    (l) The Contractor agrees that if after award it discovers a potential and/or actual 
organizational conflict of interest, a prompt and full disclosure shall be made in writing to the 
CO.  This disclosure shall include a description of the actions the Contractor has taken or 
proposes to take, to avoid or mitigate such conflicts. 


    (m) For any breach of the above restrictions, or for nondisclosure or misrepresentation of any 
relevant interests required to be disclosed concerning this contract, the Government may, 
terminate the contract for default, disqualify the Contractor from subsequent related contractual 
efforts, and/or pursue other remedies permitted by law and/or this contract. 


    (n) The Government may, in its discretion, waive application of this clause when it is 
determined to be in the best interest of the Government to do so. 
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    (o) This agreement will remain in effect during the period of performance of this contract and 
for a reasonable period of time following completion of this contract, as specified in each 
applicable Task Order. 


C.16 INCORPORATION OF RATES AND LABOR CATEGORIES 


The blended loaded labor rates and indirect loading rates are incorporated into the contract and 
are set forth in Section D, Attachment 001 - Price Evaluation Spreadsheet.  The blended loaded 
labor rates and indirect loading rates are applicable to Firm-Fixed Price (FFP) (where there is a 
rate on the contract the maximum rate will apply, however, the rates will not be binding for 
LCATs for FFP Task Orders not found within the attachment; those LCATs will not have a 
maximum rate) and Time-and-Material/Labor-Hour contract types at the Task Order level.  
Indirect costs as set forth in FAR 52.212-4 Alternate I (i)(ii)(D)(2) shall be billed using the 
indirect loading rates in the contract. 


C.17 METRICS 


The CEDAR contract is performance based and IAW FAR 37.102, Task Orders issued under 
CEDAR will be performance-based to the maximum extent practicable.  Contractor performance 
on the Task Order level will be assessed IAW the corresponding QASP Performance Based 
Service Assessment (PBSA) Survey using the specific metrics detailed in the QASP which may 
differ between Task Orders depending on the Task Order’s scope.   
 
Task Order Metrics: (at a minimum) 
 


1. Technical Quality of Product or Service : “3” or Above in each category 
2. Project Milestones and Schedule: “3” or Above in each category 
3. Cost and Staffing: “3” or Above in each category 
4. Management: “3” or Above in each category 


 
Please note, for purposes of Task Order past performance evaluations, the ratings issued in the 
Task Order level QASP PBSA Survey will be combined to inform the Past Performance 
assessments for the relevant evaluation. 
 
Task Orders may include incentives, as well as remedies, tailored for individual Task Orders 
based on task order type and associated risks.







Request for Proposal 36C10B20R0013 Customer Experience, DevOps, Agile Releases (CEDAR) 
Indefinite Delivery, Indefinite Quantity (IDIQ) Contract 


 
Page 79 of 113 


SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR 
ATTACHMENTS 


D.1  Attachment 001 – Price Evaluation Spreadsheet 


D.2  Attachment 002 – T&M/Labor Hour Status Report   


D.3  Attachment 003 – Certification of Proposed Major Subcontractors and non-use of 
Consultants 


D.4  Attachment 004 – Non-Disclosure Agreement for Technical Factor 2 – Remote Design 
Challenge  


D.5  Attachment 005 – Certification Letter for Remote Design Challenge 


D.6  Attachment 006 – VOA User Registration 


D.7  Attachment 007 – VOA Proposal Dashboard Instructions v1.1 
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SECTION E - SOLICITATION PROVISIONS 


E.1  52.252-1  SOLICITATION PROVISIONS INCORPORATED BY REFERENCE  
(FEB 1998) 


  This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the Contracting Officer will 
make their full text available. The offeror is cautioned that the listed provisions may include 
blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of 
submitting the full text of those provisions, the offeror may identify the provision by paragraph 
identifier and provide the appropriate information with its quotation or offer. Also, the full text 
of a solicitation provision may be accessed electronically at this/these address(es): 


  http://www.acquisition.gov/far/index.html  
  http://www.va.gov/oal/library/vaar/  
   


(End of Provision) 


FAR 
Number 


Title Date 


52.204-7 SYSTEM FOR AWARD MANAGEMENT OCT 2018 
52.204-16 
 
52.207-6 
 
 
 
52.212-1 


COMMERCIAL AND GOVERNMENT ENTITY CODE 
REPORTING 
SOLICITATION OF OFFERS FROM SMALL BUSINESS 
CONCERNS AND SMALL BUSINESS TEAMING 
ARRANGEMENTS OR JOINT VENTURES (MULTIPLE-
AWARD CONTRACTS) 
INSTRUCTIONS TO OFFERORS—COMMERCIAL 
ITEMS 


JUL 2016 
 
OCT 2016 
 
 
 
MAR 2020 


52.216-31 T&M/LH PROPOSAL REQUIREMENTS—
COMMERCIAL ITEM ACQUISITION  


FEB 2007 


52.222-56 CERTIFICATION REGARDING TRAFFICKING IN 
PERSONS COMPLIANCE PLAN 


MAR 2015 


E.2  52.204-24 REPRESENTATION REGARDING CERTAIN 
TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR 
EQUIPMENT (DEC 2019) 


The Offeror shall not complete the representation in this provision if the Offeror has represented 
that it “does not provide covered telecommunications equipment or services as a part of its 
offered products or services to the Government in the performance of any contract, subcontract, 
or other contractual instrument” in the provision at 52.204-26, Covered Telecommunications 
Equipment or Services—Representation, or in paragraph (v) of the provision at 52.212-3, 
Offeror Representations and Certifications—Commercial Items. 


  (a) Definitions. As used in this provision— 
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Covered telecommunications equipment or services, critical technology, and substantial or 
essential component have the meanings provided in clause 52.204–25, Prohibition on 
Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. 


  (b) Prohibition. Section 889(a)(1)(A) of the John S. McCain National Defense Authorization 
Act for Fiscal Year 2019 (Pub. L. 115–232) prohibits the head of an executive agency on or after 
August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or 
obtain, any equipment, system, or service that uses covered telecommunications equipment or 
services as a substantial or essential component of any system, or as critical technology as part of 
any system. Contractors are not prohibited from providing— 


    (1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or 
interconnection arrangements; or 


    (2) Telecommunications equipment that cannot route or redirect user data traffic or permit 
visibility into any user data or packets that such equipment transmits or otherwise handles. 


  (c) Procedures. The Offeror shall review the list of excluded parties in the System for Award 
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards 
for “covered telecommunications equipment or services”. 


  (d) Representation. The Offeror represents that it [ ] will, [ ] will not provide covered 
telecommunications equipment or services to the Government in the performance of any 
contract, subcontract or other contractual instrument resulting from this solicitation. 


  (e) Disclosures. If the Offeror has represented in paragraph (d) of this provision that it “will” 
provide covered telecommunications equipment or services, the Offeror shall provide the 
following information as part of the offer— 


    (1) A description of all covered telecommunications equipment and services offered (include 
brand; model number, such as original equipment manufacturer (OEM) number, manufacturer 
part number, or wholesaler number; and item description, as applicable); 


    (2) Explanation of the proposed use of covered telecommunications equipment and services 
and any factors relevant to determining if such use would be permissible under the prohibition in 
paragraph (b) of this provision; 


    (3) For services, the entity providing the covered telecommunications services (include entity 
name, unique entity identifier, and Commercial and Government Entity (CAGE) code, if 
known); and 


    (4) For equipment, the entity that produced the covered telecommunications equipment 
(include entity name, unique entity identifier, CAGE code, and whether the entity was the OEM 
or a distributor, if known). 


(End of Provision) 
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E.3  52.209-7 INFORMATION REGARDING RESPONSIBILITY MATTERS (OCT 2018) 


  (a) Definitions. As used in this provision— 


  "Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order 
to make a determination of fault or liability (e.g., Securities and Exchange Commission 
Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed 
Services Board of Contract Appeals Proceedings). This includes administrative proceedings at 
the Federal and State level but only in connection with performance of a Federal contract or 
grant. It does not include agency actions such as contract audits, site visits, corrective plans, or 
inspection of deliverables. 


  "Federal contracts and grants with total value greater than $10,000,000" means— 


    (1) The total value of all current, active contracts and grants, including all priced options; and 


    (2) The total value of all current, active orders including all priced options under indefinite-
delivery, indefinite-quantity, 8(a), or requirements contracts (including task and delivery and 
multiple-award Schedules). 


  "Principal" means an officer, director, owner, partner, or a person having primary management 
or supervisory responsibilities within a business entity (e.g., general manager; plant manager; 
head of a division or business segment; and similar positions). 


  (b) The offeror [ ] has [ ] does not have current active Federal contracts and grants with total 
value greater than $10,000,000. 


  (c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by 
submission of this offer, that the information it has entered in the Federal Awardee Performance 
and Integrity Information System (FAPIIS) is current, accurate, and complete as of the date of 
submission of this offer with regard to the following information: 


    (1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, 
in connection with the award to or performance by the offeror of a Federal contract or grant, 
been the subject of a proceeding, at the Federal or State level that resulted in any of the following 
dispositions: 


      (i) In a criminal proceeding, a conviction. 


      (ii) In a civil proceeding, a finding of fault and liability that results in the payment of a 
monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or more. 


      (iii) In an administrative proceeding, a finding of fault and liability that results in— 


        (A) The payment of a monetary fine or penalty of $5,000 or more; or 


        (B) The payment of a reimbursement, restitution, or damages in excess of $100,000. 
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      (iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent 
or compromise with an acknowledgment of fault by the Contractor if the proceeding could have 
led to any of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this 
provision. 


    (2) If the offeror has been involved in the last five years in any of the occurrences listed in 
(c)(1) of this provision, whether the offeror has provided the requested information with regard 
to each occurrence. 


  (d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this 
provision in FAPIIS as required through maintaining an active registration in the System for 
Award Management, which can be accessed via https://www.sam.gov (see 52.204-7). 


(End of Provision) 


E.4  52.212-3  OFFEROR REPRESENTATIONS AND CERTIFICATIONS—
COMMERCIAL ITEMS (MAR 2020) 


  The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the 
annual representations and certification electronically in the System for Award Management 
(SAM) accessed through https://www.sam.gov. If the Offeror has not completed the annual 
representations and certifications electronically, the Offeror shall complete only paragraphs (c) 
through (v) of this provision. 


  (a) Definitions.  As used in this provision— 


  Covered telecommunications equipment or services has the meaning provided in the clause 
52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance 
Services or Equipment. 


  Economically disadvantaged women-owned small business (EDWOSB) concern means a small 
business concern that is at least 51 percent directly and unconditionally owned by, and the 
management and daily business operations of which are controlled by, one or more women who 
are citizens of the United States and who are economically disadvantaged in accordance with 13 
CFR part 127. It automatically qualifies as a women-owned small business eligible under the 
WOSB Program. 


  Forced or indentured child labor means all work or service— 


    (1) Exacted from any person under the age of 18 under the menace of any penalty for its 
nonperformance and for which the worker does not offer himself voluntarily; or 


    (2) Performed by any person under the age of 18 pursuant to a contract the enforcement of 
which can be accomplished by process or penalties. 







Request for Proposal 36C10B20R0013 Customer Experience, DevOps, Agile Releases 
(CEDAR) Indefinite Delivery, Indefinite Quantity (IDIQ) Contract 


 
Page 84 of 113 


  Highest-level owner means the entity that owns or controls an immediate owner of the offeror, 
or that owns or controls one or more entities that control an immediate owner of the offeror. No 
entity owns or exercises control of the highest level owner. 


  Immediate owner means an entity, other than the offeror, that has direct control of the offeror. 
Indicators of control include, but are not limited to, one or more of the following: Ownership or 
interlocking management, identity of interests among family members, shared facilities and 
equipment, and the common use of employees. 


  Inverted domestic corporation means a foreign incorporated entity that meets the definition of 
an inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and 
definitions of 6 U.S.C. 395(c). 


  Manufactured end product means any end product in product and service codes (PSCs) 1000-
9999, except— 


    (1) PSC 5510, Lumber and Related Basic Wood Materials; 


    (2) Product or Service Group (PSG) 87, Agricultural Supplies; 


    (3) PSG 88, Live Animals; 


    (4) PSG 89, Subsistence; 


    (5) PSC 9410, Crude Grades of Plant Materials; 


    (6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 


    (7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 


    (8) PSC 9610, Ores; 


    (9) PSC 9620, Minerals, Natural and Synthetic; and 


    (10) PSC 9630, Additive Metal Materials. 


  Place of manufacture means the place where an end product is assembled out of components, or 
otherwise made or processed from raw materials into the finished product that is to be provided 
to the Government. If a product is disassembled and reassembled, the place of reassembly is not 
the place of manufacture. 


  Predecessor means an entity that is replaced by a successor and includes any predecessors of 
the predecessor. 


  Restricted business operations means business operations in Sudan that include power 
production activities, mineral extraction activities, oil-related activities, or the production of 
military equipment, as those terms are defined in the Sudan Accountability and Divestment Act 
of 2007 (Pub. L. 110-174). Restricted business operations do not include business operations that 
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the person (as that term is defined in Section 2 of the Sudan Accountability and Divestment Act 
of 2007) conducting the business can demonstrate— 


    (1) Are conducted under contract directly and exclusively with the regional government of 
southern Sudan; 


    (2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control 
in the Department of the Treasury, or are expressly exempted under Federal law from the 
requirement to be conducted under such authorization; 


    (3) Consist of providing goods or services to marginalized populations of Sudan; 


    (4) Consist of providing goods or services to an internationally recognized peacekeeping force 
or humanitarian organization; 


    (5) Consist of providing goods or services that are used only to promote health or education; 
or 


    (6) Have been voluntarily suspended. 


  Sensitive technology— 


    (1) Means hardware, software, telecommunications equipment, or any other technology that is 
to be used specifically— 


      (i) To restrict the free flow of unbiased information in Iran; or 


      (ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 


    (2) Does not include information or informational materials the export of which the President 
does not have the authority to regulate or prohibit pursuant to section 203(b)(3) of the 
International Emergency Economic Powers Act (50 U.S.C. 1702(b)(3)). 


  Service-disabled veteran-owned small business concern— 


    (1) Means a small business concern— 


      (i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in 
the case of any publicly owned business, not less than 51 percent of the stock of which is owned 
by one or more service-disabled veterans; and 


      (ii) The management and daily business operations of which are controlled by one or more 
service-disabled veterans or, in the case of a service-disabled veteran with permanent and severe 
disability, the spouse or permanent caregiver of such veteran. 


    (2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability 
that is service-connected, as defined in 38 U.S.C. 101(16). 
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  Small business concern means a concern, including its affiliates, that is independently owned 
and operated, not dominant in the field of operation in which it is bidding on Government 
contracts, and qualified as a small business under the criteria in 13 CFR Part 121 and size 
standards in this solicitation. 


  Small disadvantaged business concern, consistent with 13 CFR 124.1002, means a small 
business concern under the size standard applicable to the acquisition, that— 


    (1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) 
by— 


      (i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically 
disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the United States; 
and 


      (ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 
after taking into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and 


    (2) The management and daily business operations of which are controlled (as defined at 
13.CFR 124.106) by individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this 
definition. 


  Subsidiary means an entity in which more than 50 percent of the entity is owned— 


    (1) Directly by a parent corporation; or 


    (2) Through another subsidiary of a parent corporation. 


  Successor means an entity that has replaced a predecessor by acquiring the assets and carrying 
out the affairs of the predecessor under a new name (often through acquisition or merger). The 
term “successor” does not include new offices/divisions of the same company or a company that 
only changes its name. The extent of the responsibility of the successor for the liabilities of the 
predecessor may vary, depending on State law and specific circumstances. 


  Veteran-owned small business concern means a small business concern— 


    (1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 
U.S.C. 101(2)) or, in the case of any publicly owned business, not less than 51 percent of the 
stock of which is owned by one or more veterans; and 


    (2) The management and daily business operations of which are controlled by one or more 
veterans. 


  Women-owned business concern means a concern which is at least 51 percent owned by one or 
more women; or in the case of any publicly owned business, at least 51 percent of its stock is 
owned by one or more women; and whose management and daily business operations are 
controlled by one or more women. 
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  Women-owned small business concern means a small business concern— 


    (1) That is at least 51 percent owned by one or more women; or, in the case of any publicly 
owned business, at least 51 percent of the stock of which is owned by one or more women; and 


    (2) Whose management and daily business operations are controlled by one or more women. 


  Women-owned small business (WOSB) concern eligible under the WOSB Program (in 
accordance with 13 CFR part 127), means a small business concern that is at least 51 percent 
directly and unconditionally owned by, and the management and daily business operations of 
which are controlled by, one or more women who are citizens of the United States. 


  (b)(1) Annual Representations and Certifications. Any changes provided by the Offeror in 
paragraph (b)(2) of this provision do not automatically change the representations and 
certifications in SAM. 


    (2) The offeror has completed the annual representations and certifications electronically in 
SAM accessed through http://www.sam.gov. After reviewing SAM information, the Offeror 
verifies by submission of this offer that the representations and certifications currently posted 
electronically at FAR 52.212–3, Offeror Representations and Certifications—Commercial Items, 
have been entered or updated in the last 12 months, are current, accurate, complete, and 
applicable to this solicitation (including the business size standard(s) applicable to the NAICS 
code(s) referenced for this solicitation), at the time this offer is submitted and are incorporated in 
this offer by reference (see FAR 4.1201), except for paragraphs_________. 


  (c) Offerors must complete the following representations when the resulting contract will be 
performed in the United States or its outlying areas.  Check all that apply. 


    (1) Small business concern.  The offeror represents as part of its offer that it [  ]  is, [  ] is not a 
small business concern. 


    (2) Veteran-owned small business concern. [Complete only if the offeror represented itself as 
a small business concern in paragraph (c)(1) of this provision.] The offeror represents as part of 
its offer that it [  ] is, [  ] is not a veteran-owned small business concern. 


    (3) Service-disabled veteran-owned small business concern. [Complete only if the offeror 
represented itself as a veteran-owned small business concern in paragraph (c)(2) of this 
provision.] The offeror represents as part of its offer that it [  ] is, [  ] is not a service-disabled 
veteran-owned small business concern. 


    (4) Small disadvantaged business concern.  [Complete only if the offeror represented itself as 
a small business concern in paragraph (c)(1) of this provision.] The offeror represents that it [  ] 
is, [  ] is not a small disadvantaged business concern as defined in 13 CFR 124.1002. 
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    (5) Women-owned small business concern.  [Complete only if the offeror represented itself as 
a small business concern in paragraph (c)(1) of this provision.]  The offeror represents that it [  ] 
is, [  ] is not a women-owned small business concern. 


    (6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror 
represented itself as a women-owned small business concern in paragraph (c)(5) of this 
provision.] The offeror represents that— 


      (i) It [ ] is, [ ] is not a WOSB concern eligible under the WOSB Program, has provided all the 
required documents to the WOSB Repository, and no change in circumstances or adverse 
decisions have been issued that affects its eligibility; and 


      (ii) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR part 127, 
and the representation in paragraph (c)(6)(i) of this provision is accurate for each WOSB concern 
eligible under the WOSB Program participating in the joint venture. [The offeror shall enter the 
name or names of the WOSB concern eligible under the WOSB Program and other small 
businesses that are participating in the joint venture: ___________.]  Each WOSB concern 
eligible under the WOSB Program participating in the joint venture shall submit a separate 
signed copy of the WOSB representation.    


    (7) Economically disadvantaged women-owned small business (EDWOSB) concern. 
[Complete only if the offeror represented itself as a WOSB concern eligible under the WOSB 
Program in (c)(6) of this provision.] The offeror represents that— 


      (i) It [ ] is, [ ] is not an EDWOSB concern, has provided all the required documents to the 
WOSB Repository, and no change in circumstances or adverse decisions have been issued that 
affects its eligibility; and 


      (ii) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR part 127, 
and the representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB 
concern participating in the joint venture. [The offeror shall enter the name or names of the 
EDWOSB concern and other small businesses that are participating in the joint venture: 
___________.] Each EDWOSB concern participating in the joint venture shall submit a separate 
signed copy of the EDWOSB representation. 


Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to exceed the 
simplified acquisition threshold. 


    (8) Women-owned business concern (other than small business concern). [Complete only if the 
offeror is a women-owned business concern and did not represent itself as a small business 
concern in paragraph (c)(1) of this provision.]  The offeror represents that it [  ] is a women-
owned business concern. 


    (9) Tie bid priority for labor surplus area concerns.  If this is an invitation for bid, small 
business offerors may identify the labor surplus areas in which costs to be incurred on account of 
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manufacturing or production (by offeror or first-tier subcontractors) amount to more than 50 
percent of the contract price: 


    ___________________________________________ 


    (10) HUBZone small business concern. [Complete only if the offeror represented itself as a 
small business concern in paragraph (c)(1) of this provision.] The offeror represents, as part of 
its offer, that— 


      (i) It [ ] is, [ ] is not a HUBZone small business concern listed, on the date of this 
representation, on the List of Qualified HUBZone Small Business Concerns maintained by the 
Small Business Administration, and no material change in ownership and control, principal 
office, or HUBZone employee percentage has occurred since it was certified by the Small 
Business Administration in accordance with 13 CFR Part 126; and 


      (ii) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR Part 126, 
and the representation in paragraph (c)(10)(i) of this provision is accurate for the HUBZone 
small business concern or concerns that are participating in the joint venture. [The offeror shall 
enter the name or names of the HUBZone small business concern or concerns that are 
participating in the joint venture:____________.] Each HUBZone small business concern 
participating in the joint venture shall submit a separate signed copy of the HUBZone 
representation. 


  (d)  Representations required to implement provisions of Executive Order 11246— 


    (1) Previous contracts and compliance.  The offeror represents that— 


      (i)  It [  ] has, [  ] has not participated in a previous contract or subcontract subject to the 
Equal Opportunity clause of this solicitation; and 


      (ii)  It [  ] has, [  ] has not filed all required compliance reports. 


    (2) Affirmative Action Compliance.  The offeror represents that— 


      (i) It [  ] has developed and has on file, [  ] has not developed and does not have on file, at 
each establishment, affirmative action programs required by rules and regulations of the 
Secretary of Labor (41 CFR parts 60-1 and 60-2), or 


      (ii) It [  ] has not previously had contracts subject to the written affirmative action programs 
requirement of the rules and regulations of the Secretary of Labor. 


  (e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). 
(Applies only if the contract is expected to exceed $150,000.) By submission of its offer, the 
offeror certifies to the best of its knowledge and belief that no Federal appropriated funds have 
been paid or will be paid to any person for influencing or attempting to influence an officer or 
employee of any agency, a Member of Congress, an officer or employee of Congress or an 
employee of a Member of Congress on his or her behalf in connection with the award of any 







Request for Proposal 36C10B20R0013 Customer Experience, DevOps, Agile Releases 
(CEDAR) Indefinite Delivery, Indefinite Quantity (IDIQ) Contract 


 
Page 90 of 113 


resultant contract. If any registrants under the Lobbying Disclosure Act of 1995 have made a 
lobbying contact on behalf of the offeror with respect to this contract, the offeror shall complete 
and submit, with its offer, OMB Standard Form LLL, Disclosure of Lobbying Activities, to 
provide the name of the registrants. The offeror need not report regularly employed officers or 
employees of the offeror to whom payments of reasonable compensation were made. 


  (f) Buy American Certificate.  (Applies only if the clause at Federal Acquisition Regulation 
(FAR) 52.225-1, Buy American—Supplies, is included in this solicitation.) 


    (1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this 
provision, is a domestic end product and that for other than COTS items, the offeror has 
considered components of unknown origin to have been mined, produced, or manufactured 
outside the United States. The offeror shall list as foreign end products those end products 
manufactured in the United States that do not qualify as domestic end products, i.e., an end 
product that is not a COTS item and does not meet the component test in paragraph (2) of the 
definition of “domestic end product.” The terms “commercially available off-the-shelf (COTS) 
item,” “component,” “domestic end product,” “end product,” “foreign end product,” and “United 
States” are defined in the clause of this solicitation entitled “Buy American—Supplies.” 


    (2) Foreign End Products: 


      Line Item No             Country of Origin 


      ______________           _________________ 


      ______________           _________________ 


      ______________           _________________ 


[List as necessary] 


    (3) The Government will evaluate offers in accordance with the policies and procedures of 
FAR Part 25. 


  (g)(1) Buy American—Free Trade Agreements—Israeli Trade Act Certificate. (Applies only if 
the clause at FAR 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act, is 
included in this solicitation.) 


      (i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or 
(g)(1)(iii) of this provision, is a domestic end product and that for other than COTS items, the 
offeror has considered components of unknown origin to have been mined, produced, or 
manufactured outside the United States. The terms “Bahrainian, Moroccan, Omani, Panamanian, 
or Peruvian end product,” “commercially available off-the-shelf (COTS) item,” “component,” 
“domestic end product,” “end product,” “foreign end product,” “Free Trade Agreement country,” 
“Free Trade Agreement country end product,” “Israeli end product,” and “United States” are 
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defined in the clause of this solicitation entitled “Buy American—Free Trade Agreements—
Israeli Trade Act.” 


      (ii) The offeror certifies that the following supplies are Free Trade Agreement country end 
products (other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or 
Israeli end products as defined in the clause of this solicitation entitled “Buy American—Free 
Trade Agreements—Israeli Trade Act”: 


      Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani, 
Panamanian, or Peruvian End Products) or Israeli End Products: 


      Line Item No.           Country of Origin 


      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


      (iii) The offeror shall list those supplies that are foreign end products (other than those listed 
in paragraph (g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled “Buy 
American—Free Trade Agreements—Israeli Trade Act.” The offeror shall list as other foreign 
end products those end products manufactured in the United States that do not qualify as 
domestic end products, i.e., an end product that is not a COTS item and does not meet the 
component test in paragraph (2) of the definition of “domestic end product.” 


      Other Foreign End Products: 


      Line Item No.           Country of Origin 


      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


      (iv) The Government will evaluate offers in accordance with the policies and procedures of 
FAR Part 25. 


    (2) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate I. If 
Alternate I to the clause at FAR 52.225-3 is included in this solicitation, substitute the following 
paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 
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  (g)(1)(ii) The offeror certifies that the following supplies are Canadian end products as defined 
in the clause of this solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade 
Act”: 


      Canadian End Products: 


      Line Item No. 


      __________________________________________ 


      __________________________________________ 


      __________________________________________ 


[List as necessary] 


    (3) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate II. If 
Alternate II to the clause at FAR 52.225-3 is included in this solicitation, substitute the following 
paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


  (g)(1)(ii) The offeror certifies that the following supplies are Canadian end products or Israeli 
end products as defined in the clause of this solicitation entitled “Buy American—Free Trade 
Agreements—Israeli Trade Act”: 


      Canadian or Israeli End Products: 


      Line Item No.           Country of Origin 


      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


    (4) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate III. If 
Alternate III to the clause at FAR 52.225-3 is included in this solicitation, substitute the 
following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


  (g)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement country 
end products (other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end 
products) or Israeli end products as defined in the clause of this solicitation entitled “Buy 
American—Free Trade Agreements—Israeli Trade Act”: 


      Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, 
Omani, Panamanian, or Peruvian End Products) or Israeli End Products: 


      Line Item No.           Country of Origin 
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      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


    (5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade 
Agreements, is included in this solicitation.) 


      (i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(ii) of 
this provision, is a U.S.-made or designated country end product, as defined in the clause of this 
solicitation entitled “Trade Agreements”. 


      (ii) The offeror shall list as other end products those end products that are not U.S.-made or 
designated country end products. 


      Other End Products: 


      Line Item No.           Country of Origin 


      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


      (iii) The Government will evaluate offers in accordance with the policies and procedures of 
FAR Part 25.  For line items covered by the WTO GPA, the Government will evaluate offers of 
U.S.-made or designated country end products without regard to the restrictions of the Buy 
American statute. The Government will consider for award only offers of U.S.-made or 
designated country end products unless the Contracting Officer determines that there are no 
offers for such products or that the offers for such products are insufficient to fulfill the 
requirements of the solicitation. 


  (h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if 
the contract value is expected to exceed the simplified acquisition threshold.) The offeror 
certifies, to the best of its knowledge and belief, that the offeror and/or any of its principals— 


    (1) [  ] Are, [  ] are not presently debarred, suspended, proposed for debarment, or declared 
ineligible for the award of contracts by any Federal agency; 


    (2) [  ] Have, [  ] have not, within a three-year period preceding this offer, been convicted of or 
had a civil judgment rendered against them for: commission of fraud or a criminal offense in 
connection with obtaining, attempting to obtain, or performing a Federal, state or local 
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government contract or subcontract; violation of Federal or state antitrust statutes relating to the 
submission of offers; or Commission of embezzlement, theft, forgery, bribery, falsification or 
destruction of records, making false statements, tax evasion, violating Federal criminal tax laws, 
or receiving stolen property; 


    (3) [  ] Are, [  ] are not presently indicted for, or otherwise criminally or civilly charged by a 
Government entity with, commission of any of these offenses enumerated in paragraph (h)(2) of 
this clause; and 


    (4) [  ] Have, [  ] have not, within a three-year period preceding this offer, been notified of any 
delinquent Federal taxes in an amount that exceeds $3,500 for which the liability remains 
unsatisfied. 


      (i) Taxes are considered delinquent if both of the following criteria apply: 


        (A) The tax liability is finally determined. The liability is finally determined if it has been 
assessed. A liability is not finally determined if there is a pending administrative or judicial 
challenge. In the case of a judicial challenge to the liability, the liability is not finally determined 
until all judicial appeal rights have been exhausted. 


        (B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer 
has failed to pay the tax liability when full payment was due and required. A taxpayer is not 
delinquent in cases where enforced collection action is precluded. 


      (ii) Examples. 


        (A) The taxpayer has received a statutory notice of deficiency, under I.R.C. Sec.  6212, 
which entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a 
delinquent tax because it is not a final tax liability. Should the taxpayer seek Tax Court review, 
this will not be a final tax liability until the taxpayer has exercised all judicial appeal rights. 


        (B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, 
and the taxpayer has been issued a notice under I.R.C. Sec.  6320 entitling the taxpayer to 
request a hearing with the IRS Office of Appeals contesting the lien filing, and to further appeal 
to the Tax Court if the IRS determines to sustain the lien filing. In the course of the hearing, the 
taxpayer is entitled to contest the underlying tax liability because the taxpayer has had no prior 
opportunity to contest the liability. This is not a delinquent tax because it is not a final tax 
liability. Should the taxpayer seek tax court review, this will not be a final tax liability until the 
taxpayer has exercised all judicial appeal rights. 


        (C) The taxpayer has entered into an installment agreement pursuant to I.R.C. Sec.  6159. 
The taxpayer is making timely payments and is in full compliance with the agreement terms. The 
taxpayer is not delinquent because the taxpayer is not currently required to make full payment. 


        (D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent 
because enforced collection action is stayed under 11 U.S.C. 362 (the Bankruptcy Code). 
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  (i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive 
Order 13126). 


    (1) Listed end products. 


Listed End Product Listed Countries of Origin 


 
  
  
  
  
  
    (2) Certification. [If the Contracting Officer has identified end products and countries of 
origin in paragraph (i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or 
(i)(2)(ii) by checking the appropriate block.] 


    [ ] (i) The offeror will not supply any end product listed in paragraph (i)(1) of this provision 
that was mined, produced, or manufactured in the corresponding country as listed for that 
product. 


    [ ] (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision that 
was mined, produced, or manufactured in the corresponding country as listed for that product. 
The offeror certifies that it has made a good faith effort to determine whether forced or 
indentured child labor was used to mine, produce, or manufacture any such end product 
furnished under this contract. On the basis of those efforts, the offeror certifies that it is not 
aware of any such use of child labor. 


  (j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the 
acquisition of manufactured end products.) For statistical purposes only, the offeror shall indicate 
whether the place of manufacture of the end products it expects to provide in response to this 
solicitation is predominantly— 


    (1) __ In the United States (Check this box if the total anticipated price of offered end 
products manufactured in the United States exceeds the total anticipated price of offered end 
products manufactured outside the United States); or 


    (2) __ Outside the United States. 


  (k) Certificates regarding exemptions from the application of the Service Contract Labor 
Standards. (Certification by the offeror as to its compliance with respect to the contract also 
constitutes its certification as to compliance by its subcontractor if it subcontracts out the exempt 
services.) [The contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2) 
applies.] 


    [] (1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-
4(c)(1). The offeror [  ] does [  ] does not certify that— 
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      (i) The items of equipment to be serviced under this contract are used regularly for other than 
Governmental purposes and are sold or traded by the offeror (or subcontractor in the case of an 
exempt subcontract) in substantial quantities to the general public in the course of normal 
business operations; 


      (ii) The services will be furnished at prices which are, or are based on, established catalog or 
market prices (see FAR 22.1003- 4(c)(2)(ii)) for the maintenance, calibration, or repair of such 
equipment; and 


      (iii) The compensation (wage and fringe benefits) plan for all service employees performing 
work under the contract will be the same as that used for these employees and equivalent 
employees servicing the same equipment of commercial customers. 


    [] (2) Certain services as described in FAR 22.1003- 4(d)(1). The offeror [  ] does [  ] does not 
certify that— 


      (i) The services under the contract are offered and sold regularly to non-Governmental 
customers, and are provided by the offeror (or subcontractor in the case of an exempt 
subcontract) to the general public in substantial quantities in the course of normal business 
operations; 


      (ii) The contract services will be furnished at prices that are, or are based on, established 
catalog or market prices (see FAR 22.1003-4(d)(2)(iii)); 


      (iii) Each service employee who will perform the services under the contract will spend only 
a small portion of his or her time (a monthly average of less than 20 percent of the available 
hours on an annualized basis, or less than 20 percent of available hours during the contract 
period if the contract period is less than a month) servicing the Government contract; and 


      (iv) The compensation (wage and fringe benefits) plan for all service employees performing 
work under the contract is the same as that used for these employees and equivalent employees 
servicing commercial customers. 


    (3) If paragraph (k)(1) or (k)(2) of this clause applies— 


      (i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the 
Contracting Officer did not attach a Service Contract Labor Standards wage determination to the 
solicitation, the offeror shall notify the Contracting Officer as soon as possible; and 


      (ii) The Contracting Officer may not make an award to the offeror if the offeror fails to 
execute the certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting 
Officer as required in paragraph (k)(3)(i) of this clause. 


  (l) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701).  (Not applicable if 
the offeror is required to provide this information to SAM to be eligible for award.) 
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    (1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of this 
provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), 
reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations 
issued by the Internal Revenue Service (IRS). 


    (2) The TIN may be used by the Government to collect and report on any delinquent amounts 
arising out of the offeror's relationship with the Government (31 U.S.C. 7701(c)(3)).  If the 
resulting contract is subject to the payment reporting requirements described in FAR 4.904, the 
TIN provided hereunder may be matched with IRS records to verify the accuracy of the offeror's 
TIN. 


    (3) Taxpayer Identification Number (TIN). 


      [  ] TIN:  _____________________. 


      [  ] TIN has been applied for. 


      [  ] TIN is not required because: 


      [  ] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not 
have income effectively connected with the conduct of a trade or business in the United States 
and does not have an office or place of business or a fiscal paying agent in the United States; 


      [  ] Offeror is an agency or instrumentality of a foreign government; 


      [  ] Offeror is an agency or instrumentality of the Federal Government. 


    (4) Type of organization. 


      [  ] Sole proprietorship; 


      [  ] Partnership; 


      [  ] Corporate entity (not tax-exempt); 


      [  ] Corporate entity (tax-exempt); 


      [  ] Government entity (Federal, State, or local); 


      [  ] Foreign government; 


      [  ] International organization per 26 CFR 1.6049-4; 


      [  ] Other _________________________. 


    (5) Common parent. 


      [  ] Offeror is not owned or controlled by a common parent; 


      [  ] Name and TIN of common parent: 
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           Name _____________________. 


           TIN _____________________. 


  (m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies 
that the offeror does not conduct any restricted business operations in Sudan. 


  (n) Prohibition on Contracting with Inverted Domestic Corporations. 


    (1) Government agencies are not permitted to use appropriated (or otherwise made available) 
funds for contracts with either an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation, unless the exception at 9.108-2(b) applies or the requirement is waived in 
accordance with the procedures at 9.108-4. 


    (2) Representation. The Offeror represents that— 


      (i) It [ ] is, [ ] is not an inverted domestic corporation; and 


      (ii) It [ ] is, [ ] is not a subsidiary of an inverted domestic corporation. 


  (o) Prohibition on contracting with entities engaging in certain activities or transactions 
relating to Iran. 


    (1) The offeror shall email questions concerning sensitive technology to the Department of 
State at CISADA106@state.gov. 


    (2) Representation and certifications. Unless a waiver is granted or an exception applies as 
provided in paragraph (o)(3) of this provision, by submission of its offer, the offeror— 


      (i) Represents, to the best of its knowledge and belief, that the offeror does not export any 
sensitive technology to the government of Iran or any entities or individuals owned or controlled 
by, or acting on behalf or at the direction of, the government of Iran; 


      (ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not 
engage in any activities for which sanctions may be imposed under section 5 of the Iran 
Sanctions Act; and  


      (iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not 
knowingly engage in any transaction that exceeds $3,500 with Iran’s Revolutionary Guard Corps 
or any of its officials, agents, or affiliates, the property and interests in property of which are 
blocked pursuant to the International Emergency Economic Powers Act (50 U.S.C. 1701 et seq.) 
(see OFAC’s Specially Designated Nationals and Blocked Persons List at 
https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx). 


    (3) The representation and certification requirements of paragraph (o)(2) of this provision do 
not apply if— 
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      (i) This solicitation includes a trade agreements certification (e.g., 52.212–3(g) or a 
comparable agency provision); and 


      (ii) The offeror has certified that all the offered products to be supplied are designated 
country end products. 


  (p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to 
be registered in SAM or a requirement to have a unique entity identifier in the solicitation). 


    (1) The Offeror represents that it [ ] has or [ ] does not have an immediate owner. If the 
Offeror has more than one immediate owner (such as a joint venture), then the Offeror shall 
respond to paragraph (2) and if applicable, paragraph (3) of this provision for each participant in 
the joint venture. 


    (2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the following 
information: 


    Immediate owner CAGE code: ____. 


    Immediate owner legal name: ____. 


    (Do not use a “doing business as” name) 


    Is the immediate owner owned or controlled by another entity: [ ] Yes or [ ] No. 


    (3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that the 
immediate owner is owned or controlled by another entity, then enter the following information: 


    Highest-level owner CAGE code: ____. 


    Highest-level owner legal name: ____. 


    (Do not use a “doing business as” name) 


  (q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction 
under any Federal Law.  


    (1) As required by sections 744 and 745 of Division E of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in 
subsequent appropriations acts, The Government will not enter into a contract with any 
corporation that— 


      (i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and 
administrative remedies have been exhausted or have lapsed, and that is not being paid in a 
timely manner pursuant to an agreement with the authority responsible for collecting the tax 
liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has 
considered suspension or debarment of the corporation and made a determination that suspension 
or debarment is not necessary to protect the interests of the Government; or 
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      (ii) Was convicted of a felony criminal violation under any Federal law within the preceding 
24 months, where the awarding agency is aware of the conviction, unless an agency has 
considered suspension or debarment of the corporation and made a determination that this action 
is not necessary to protect the interests of the Government. 


    (2) The Offeror represents that— 


      (i) It is [ ] is not [ ] a corporation that has any unpaid Federal tax liability that has been 
assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, 
and that is not being paid in a timely manner pursuant to an agreement with the authority 
responsible for collecting the tax liability; and 


      (ii) It is [ ] is not [ ] a corporation that was convicted of a felony criminal violation under a 
Federal law within the preceding 24 months. 


  (r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, 
Commercial and Government Entity Code Reporting.) 


    (1) The Offeror represents that it [ ] is or [ ] is not a successor to a predecessor that held a 
Federal contract or grant within the last three years. 


    (2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the following 
information for all predecessors that held a Federal contract or grant within the last three years (if 
more than one predecessor, list in reverse chronological order): 


    Predecessor CAGE code: ____ (or mark “Unknown”). 


    Predecessor legal name: ____. 


    (Do not use a “doing business as” name). 


  (s) [Reserved] 


  (t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all 
solicitations that require offerors to register in SAM (12.301(d)(1)). 


    (1) This representation shall be completed if the Offeror received $7.5 million or more in 
contract awards in the prior Federal fiscal year. The representation is optional if the Offeror 
received less than $7.5 million in Federal contract awards in the prior Federal fiscal year. 


    (2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. (i) 
The Offeror (itself or through its immediate owner or highest-level owner) [ ] does, [ ] does not 
publicly disclose greenhouse gas emissions, i.e., makes available on a publicly accessible Web 
site the results of a greenhouse gas inventory, performed in accordance with an accounting 
standard with publicly available and consistently applied criteria, such as the Greenhouse Gas 
Protocol Corporate Standard. 
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      (ii) The Offeror (itself or through its immediate owner or highest-level owner) [ ] does, [ ] 
does not publicly disclose a quantitative greenhouse gas emissions reduction goal, i.e., make 
available on a publicly accessible Web site a target to reduce absolute emissions or emissions 
intensity by a specific quantity or percentage. 


      (iii) A publicly accessible Web site includes the Offeror’s own Web site or a recognized, 
third-party greenhouse gas emissions reporting program. 


    (3) If the Offeror checked “does” in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, 
respectively, the Offeror shall provide the publicly accessible Web site(s) where greenhouse gas 
emissions and/or reduction goals are reported:_____. 


  (u)(1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions), Government agencies 
are not permitted to use appropriated (or otherwise made available) funds for contracts with an 
entity that requires employees or subcontractors of such entity seeking to report waste, fraud, or 
abuse to sign internal confidentiality agreements or statements prohibiting or otherwise 
restricting such employees or subcontractors from lawfully reporting such waste, fraud, or abuse 
to a designated investigative or law enforcement representative of a Federal department or 
agency authorized to receive such information. 


    (2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements 
applicable to Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 
(Sensitive Compartmented Information Nondisclosure Agreement), or any other form issued by a 
Federal department or agency governing the nondisclosure of classified information. 


    (3) Representation. By submission of its offer, the Offeror represents that it will not require its 
employees or subcontractors to sign or comply with internal confidentiality agreements or 
statements prohibiting or otherwise restricting such employees or subcontractors from lawfully 
reporting waste, fraud, or abuse related to the performance of a Government contract to a 
designated investigative or law enforcement representative of a Federal department or agency 
authorized to receive such information (e.g., agency Office of the Inspector General). 


  (v) Covered Telecommunications Equipment or Services—Representation. Section 889(a)(1)(A) 
of Public Law 115-232. 


    (1) The Offeror shall review the list of excluded parties in the System for Award Management 
(SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for “covered 
telecommunications equipment or services”. 


    (2) The Offeror represents that it [ ] does, [ ] does not provide covered telecommunications 
equipment or services as a part of its offered products or services to the Government in the 
performance of any contract, subcontract, or other contractual instrument. 


(End of Provision) 
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E.5  52.216-1 TYPE OF CONTRACT (APR 1984) 


The Government contemplates award of multiple Hybrid Firm-Fixed-Price/Time and 
Materials/Labor Hour Contracts resulting from this solicitation. 


(End of Provision) 


E.6  52.216-27 SINGLE OR MULTIPLE AWARDS (OCT 1995) 


The Government may elect to award a single delivery order contract or task order contract or to 
award multiple delivery order contracts or task order contracts for the same or similar supplies or 
services to five or more sources under this solicitation. However, the Government retains the 
right to award fewer or more than five awards should it be determined in its best interest. 


E.7  PROPOSAL SUBMISSION  
 


1.   INTRODUCTION 
 
Each Offeror’s proposal shall be submitted electronically by the date and time indicated in the 
solicitation.  Offerors shall create an account for the Virtual Office of Acquisition (VOA) at 
https://www.voa.va.gov/ using the instructions found in Attachment 006.  Prior to the due date and 
time indicated in the solicitation, Offerors shall upload their Technical Volume 1 Case Study 
submission to the Proposal Dashboard using the instructions found in Attachment 007.  The 
Proposal Type drop down field should be changed to CEDAR to reflect the solicitation being 
proposed against.  Offerors are responsible for ensuring their proposals are uploaded by the due 
date and time and the Government suggests not waiting until the last minute to begin the upload 
process.  Any technical issues with the VOA site can be directed to the Help Desk at 
VA.Acquisition.Systems@va.gov.  Files are limited to 100MB per upload and are limited to the 
following file types: .pdf, .doc, .docx, .xls, .xlsx, .ppt, .pptx, .mpp, .zip, .vsd, .dotx, .dotm, .xltx, 
.xltm, .xlsm, .potx, and .potm.  For all other file types, files shall be compressed into a .zip and 
submitted as such.  File types included in any submitted .zip file are limited to human-readable 
data formats and artifacts submitted in machine-readable formats (e.g., CSV, JSON, XML) will 
not be evaluated.  Although hyperlinks may be included in an Offeror’s Case Study response, the 
Government will not click the hyperlink(s) and is not responsible to evaluate any content found 
at the hyperlink(s).   In regard to Volumes II, III, and IV, if an Offeror feels they will not meet 
the 10MB file limitation for VA e-mail please submit each volume in separate e-mails.  
Additionally, VA cannot accept .zip compressed files via email.  The Offeror’s written proposal 
shall consist of four (4) volumes:   
 
•          Volume I: Case Studies (Technical Factor 1),  
•          Volume II: Written Technical Approach (Technical Factor 3),  
•          Volume III: Price, and  
•          Volume IV: Solicitation, Offer & Award Documents, Certifications & Representations.   
 
The Offeror’s proposal will also include a Remote Design Challenge (RDC) (Technical Factor 
2).  For Volumes II through IV, the use of hyperlinks or embedded attachments in proposals is 
prohibited.   
 
WARNING:  Please do not wait until the last minute to submit your  
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proposals!  Late proposals will not be accepted for evaluation. To avoid submission of late 
proposals, we recommend the transmission of your proposal file 24 hours prior to the 
required proposal due date and time. Please be advised that timeliness is determined by the 
date and time an Offeror’s proposal is received by the Government not when an Offeror 
attempted transmission.  Offerors are encouraged to review and ensure that sufficient 
bandwidth is available on their end of the transmission.  
 


2.  PROPOSAL FILES.  Offeror’s responses shall be submitted in accordance with the 
following instructions: 


a.  Format.  The submission shall be clearly indexed and logically assembled.  
Each volume shall be clearly identified and shall begin at the top of a page.  All pages of each 
volume shall be appropriately numbered and identified by the complete company name, date and 
solicitation number in the header and/or footer.  Proposal page limitations are applicable to this 
procurement.  The Table below indicates the maximum page count (when applicable) for each 
volume of the Offeror’s proposal. 


 
All files in Volumes I, II, and III (with the exception of the Artifacts included with each 
Offeror’s Technical Factor 1 Case Study Volume) will be submitted as either a Microsoft Word 
(.doc or .docx) or Microsoft Excel (.XLS or .XLSX) file, both of which shall be locked so no 
further edits can be made, and the password necessary to allow editing shall not be provided to 
the Government.  Volume IV shall be submitted as a .PDF file type.  Page size shall be no 
greater than 8 1/2" x 11" portrait orientation only.  The top, bottom, left and right margins shall 
be a minimum of one inch (1”) each.  Font size shall be no smaller than 12-point.  Arial or Times 
New Roman fonts are required.  Characters shall be set at no less than normal spacing and 100% 
scale.  Tables and illustrations must be no smaller than 10-point.  Line spacing shall be set at no 
less than single space.  Each paragraph shall be separated by at least one blank line (minimum 6-
point line).  Page numbers, company logos, and headers and footers may be within the page 
margins ONLY, and are not bound by the 12-point font requirement.  Footnotes to text shall not 
be used.  All proprietary information shall be clearly and properly marked.  If the Offeror 
submits annexes, documentation, attachments or the like, not specifically required by this 
solicitation, such will count against the Offeror’s page limitations unless otherwise indicated in 
the specific volume instructions above and below.  Pages or content in violation of these 
instructions, either by exceeding the margin, font, printing, or spacing restrictions or by 
exceeding the total page limit for a particular volume, will not be evaluated.  Pages or content 
not evaluated due to violation of the margin, font or spacing restrictions will not count against 
the page limitations.  The page count will be determined by counting the pages in the order they 
come up in the print layout view. 
 


   b.  Content Requirements.  All information shall be confined to the appropriate 
file.  The Offeror shall confine submissions to essential matters, sufficient to  
define the proposal and provide an adequate basis for evaluation.  Offerors are responsible for 
including sufficient details, in a concise manner, to permit a complete and accurate evaluation of 
each proposal.  Volume 1 Case Studies will be due in accordance with the Due Date included on 
the RFP’s cover page.  Volumes II, III, and IV will be due after the completion of all Offeror’s 
RDCs and will be due on the same date for all Offerors.  The date and time for submission of 
Volumes II, III, and IV will be provided via e-mail to all RDC participants along with the date 
and time of your RDC and those volumes shall be submitted to David.Melton@va.gov with 
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Joshua.Cohen2@va.gov copied.  The titles and page limits requirements for each file are shown 
in the Table below: 
 
Volume Number Factor File Name Page Limitations* 
Volume I Case Studies (Technical 


Factor 1) 
Tech1.doc or docx 9 (single document, 


not including 
Artifacts, 
subcontractor list, 
Attachment 003, or 
corporate affiliation 
for new corporate 
entities) 


Volume II Written Technical 
Approach (Technical 
Factor 3) 


Tech2. doc or docx 10 


Volume III Price Price.xls or xlsx None 
Volume IV  
 


Solicitation, Offer & 
Award Documents, 
Certifications & 
Representations 


OfrRep.pdf None 


*A Cover Page, Table of Contents and/or a glossary of abbreviations or acronyms will not be 
included in the page count of Volumes I or II.  However, be advised that any and all information 
contained within any Table of Contents and/or glossary of abbreviations or acronyms submitted 
with an Offeror’s proposal will not be evaluated by the Government. 
 
See also FAR 52.212-1, Instructions to Offerors – Commercial Items. 
 


(i) VOLUME I – TECHNICAL FACTOR 1—Case Studies 


Offerors shall submit up to three relevant case studies for evaluation.  Relevant case studies must 
demonstrate recent (within the past three (3)-years immediately prior to the date of solicitation) 
performance of tasks detailed in the PWS, related to user research and user story collaboration 
((PWS paragraph 5.0, Item 1), agile software development (PWS paragraph 5.0, Item 4), and 
DevOps (PWS paragraph 5.0, Item 10), performed by the Offeror or any proposed major 
subcontractor.  A major subcontractor is one who is anticipated to be meaningfully used during 
performance of the contract for one of the three (3) following PWS tasks: user research and user 
story collaboration ((PWS paragraph 5.0, Item 1), agile software development (PWS paragraph 
5.0, Item 4), and DevOps (PWS paragraph 5.0, Item 10).  Accordingly, Offerors shall sign and 
submit a certification letter (Attachment 003) with their Case Studies that certifies that the 
proposed major subcontractor(s) are anticipated to support one of the three aforementioned 
Functional Areas during contract performance and that no consultants were used during the 
preparation of the Case Studies, nor will they be used for preparation of the Technical Factor 3 
Written Technical Approach, nor during an RDC.  Case Studies may reflect work completed for 
Government and/or Commercial clients.  Offerors shall provide, in addition to the 3 Case 
Studies, a list of all Major Subcontractors and which of the three (3) aforementioned Functional 
Areas they will be meaningfully involved with during contract performance (this list will not 
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count against the nine (9) page count).  At least one (1) of the three (3) proposed Case Studies 
must relate to work conducted by the Prime Contractor which must describe work related 
to one of the three (3) relevant Functional Areas above.  Additionally, only one Case Study 
can be from a Large Contractor. 


New Corporate Entities.  A new corporate entity is defined as a company that does not have 
recent and relevant past experience to be used for the Case Studies.  New corporate entities may 
submit data on prior contract(s)/ order(s) involving its officers and employees, any predecessor 
companies, and/or corporate affiliates.  Offerors that provide case studies for a corporate affiliate 
must include a narrative adequately describing the corporate affiliation and the anticipated 
meaningful participation during performance of the contract/order.  However, in addition to the 
other requirements in this section, the Offeror shall discuss in detail the role performed by such 
persons or predecessor companies in the case study.  Any case study cited in accordance with 
this section must meet the recency and relevancy requirements defined within this Volume.  
Additionally, any case studies cited in accordance with this Section shall include the information 
required for all submitted case studies. 


Joint Ventures.  For this Volume, if the Offeror is a Joint Venture, the entities that make up the 
Joint Venture shall not be considered a major subcontractor.  Case Studies may be based on 
previous experience of any member of the Joint Venture or the Joint Venture itself.  However, 
the restriction on only one Case Study for a Large Business still applies.  Any contracts/orders cited 
in accordance with this section must meet the recency and relevancy requirements defined within 
this Volume.  Joint Venture Offerors shall include a statement on the type of Joint Venture they 
have established in their list of Major Subcontractors. 


Offerors must submit case studies that demonstrate the three relevant Functional Areas above 
and are strongly encouraged to submit case studies that demonstrate the capability to perform the 
other Functional Areas in the PWS beyond the three relevant Functional Areas.  The Case 
Studies shall demonstrate an agile methodology and adherence to practices found within the 
Digital Services Playbook (https://playbook.cio.gov/).  Each Case Study submission is limited to 
three pages.  No more than one project should be represented within a single case study. 


Offerors must include the following details for each case study submission: 


A. Client organization name 
B. Period of performance 
C. Offeror’s role for the Case Study (e.g. were you the prime contractor or a 


subcontractor) 
D. Product or project goals, outcomes, and impact 
E. Technology Stack (highlighting use of modern or innovative technologies) 
F. Delivery Methodology  


 
In addition to the above, Offerors are required to submit Artifacts to further demonstrate their 
capacity to perform the requirements in the PWS.  Artifacts can take many formats including but 
not limited to text files, PDF documents, or image files.  However, Artifacts are limited to 
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human-readable data formats and artifacts submitted in machine-readable formats (e.g., CSV, 
JSON, XML) will not be evaluated.  Artifacts must be related to the work described in one or 
more case studies.  Artifacts may include client deliverables, code (although provided in a 
human-readable format), and/or screenshots.  Artifacts must not be created in response to this 
solicitation, they must be work products generated for the described case study, however, the 
Offeror may transfer original artifacts to a new format for submission.  For example, the Offeror 
may take a screenshot of a webpage or copy site code into a text file.  Multiple screenshots may 
be submitted as a single artifact as long as they are related to a single case study and functional 
area. Artifacts such as screenshots be presented in landscape.  Artifacts may be anonymized as 
needed to protect Personally Identifiable Information, Personal Health Information, or other 
proprietary data, but should still demonstrate the vendor’s expertise as it relates to the PWS as 
well as validate the past expertise detailed within the Case Study(s).  Artifacts may all be from a 
single Case Study, or from multiple Case Studies, but there must be at least one artifact 
specifically related to each of the three (3) following relevant Functional Areas (Offerors shall 
note in their Case Study submission which artifact(s) are intended to meet each of the three (3) 
functional areas), with a max of nine (9) artifacts total: 


 Agile software development 
 Developing software in an iterative style following the modern best practices 


described in the Digital Services Playbook (https://playbook.cio.gov) 
 Developing custom software or configurations in a modern software version 


control system 
 User research and user story collaboration 


 Using a range of qualitative and quantitative user research methods to 
determine people’s goals, needs, and behaviors 


 Documenting user research in a form that VA and other contractors can 
easily access and learn from 


 Working with the product owner or other VA staff to generate and prioritize 
user stories based on this research 


 DevOps 
 Continuous deployment of code to testing, staging, and production instances 


in a commercial cloud environment 
 Automated testing suite integrated into a continuous integration workflow 
 Application health monitoring 


 
The Case Studies and their respective artifacts (please include name of case study in the file 
name along with the name of the respective artifact and do not combine them as each one 
should stand alone), shall be submitted to VOA using the instructions found above prior to 
the due date and time included in the solicitation.  Any explanations related to the artifacts 
shall be included at the bottom of each case study.  On a separate document please submit 
a list of all major subcontractors regardless of whether they have a case study attributed to 
them including their DUNS, socio-economic size status, and the Functional Area(s) they are 
anticipated to support, please also include the DUNS for the Prime Offeror/Joint Venture. 


(ii) TECHNICAL FACTOR 2—Remote Design Challenge (RDC) 
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The RDC will be conducted remotely using a series of Zoom account meetings hosted by the 
Government.    The Government will schedule the RDCs by drawing lots among those Offerors 
who elect to proceed after receiving their advisory letters under the Technical Factor 1 advisory 
down-select. The exact dates, times, and meeting link will be provided in a subsequent e-mail.  
Only employees of the Prime Contractor or a proposed Major Subcontractor (as defined above 
and as listed in the Case Study Volume) may participate in the RDC. 


 
The goal of the RDC is to evaluate the Offerors’ ability to design user-centered solutions as part 
of their agile software development approach.  Specifically, the RDC will be an opportunity for 
vendors to demonstrate their abilities in problem definition, user research, development of agile 
epics/stories, Minimally Viable Product selection, and design iteration/prototyping.  Offerors 
will complete a design sprint including remote agile ceremonies with the Government.  Offerors 
will be given a scenario detailing a fictional government problem and will have six (6) business 
days to complete the sprint.  The following schedule provides the timing of the events during this 
sprint (Please note that none of the sessions are allowed to be recorded): 


 Business Day 1: Scenario and Test The Offeror will join a 15-minute Zoom call to test 
the technology, during this meeting the Offeror will be emailed, and will then confirm 
receipt of, the email containing the fictional scenario.  This confirmation will constitute 
the official start time for the RDC.  The Offeror will prepare for the Sprint kick-off 
planning ceremony the following day.  Additionally, Offerors will provide the full list of 
all participants for their RDC, including whether they are from the Prime Offeror or from 
a Major Subcontractor as well as a completed Attachment 004: Non-Disclosure 
Agreement (NDA) for Technical Factor 2 – RDC filled out and signed by all eight (8) 
individual participants (as well as any user research participants) including information 
from the company they are from and shall be submitted to the Government by the Prime 
Offeror.  The Prime Offeror must also sign and submit Attachment 005 Certification Letter 
for Remote Design Challenge to David Melton at David.Melton@va.gov and copy Joshua 
Cohen at Joshua.Cohen2@va.gov, Joseph Jones at Joseph.Jones6@va.gov, and Joshua 
Fitzmaurice at Joshua.Fitzmaurice@va.gov by 4:00PM EST of Business Day 1.  Only 
participants identified on the call may participate in the RDC.  This will not be an 
evaluated step.  NOTE: Each team which consists of the Prime Offeror and Major 
Subcontractors can have no more than eight (8) participants; however, there is no 
minimum.  Further, if an RDC participant identified as one of the eight (8) is no 
longer available due to medical emergency or another unforeseen event, the 
Government must be notified immediately and any new replacement participant 
must sign an NDA at Attachment 004 and submit it to the Government in a timely 
manner before that individual may participate on the RDC.  Business Day 2: Sprint 
Planning The Offeror will join a 1-hour Zoom call and conduct Sprint Planning.  The 
Government will provide an actor during this meeting to play the role of the Product 
Owner for the fictional scenario.  During the meeting the Product Owner will be available 
to answer questions, confirm or refute assumptions, and provide feedback on 
epics/stories.  The Product Owner will be available to the Offeror only during this 1-hour 
meeting.  Following Sprint Planning, the Offeror will carry out the agreed to plan until 
the Sprint Demonstration and Team Retrospective. 


 Business Day 6: Sprint Demonstration and Team Retrospective (Retro) The Offeror 
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will join a 2-hour Zoom call and conduct a Sprint Demonstration and Team Retro.  The 
Sprint Demonstration will be the first 45 minutes of the meeting.  During the Sprint 
Demonstration, the Offeror will provide a status update including planned epic/story 
points, completed epic/story points, and notes.  The Offeror will demonstrate the 
epics/stories completed during the sprint.  The following 30 minutes will be the Sprint 
Retro.  During the Sprint Retro, the Offeror will collect and discuss feedback from their 
team about the Sprint.  After the completion of the Retro, the Government will take a 15-
minute break to discuss the Offeror’s Retro and determine if it has any questions, while 
leaving the Zoom meeting active and muted.  The final 30 minutes of the meeting will be 
dedicated to Government Question and Answer (Q&A), if any, with the Offeror.  These 
do not count as discussions and no further updates will be allowed to the Offeror’s RDC 
response.   


 
The RDC is an opportunity for the team to demonstrate cross-team collaboration, agile methods, 
user-centered design, and iterative development needed to execute the PWS.  


All supporting digital (including any code developed during the RDC, photos, and screenshots 
(including those from other tools used during the RDC) and non-digital artifacts created during 
the RDC shall be submitted at the end of the RDC; video files and content provided through 
hyperlinks will not be accepted or evaluated.  The submission shall be via a private GitHub 
repository the link to which shall be emailed to David.Melton@va.gov and copy Joshua Cohen at 
Joshua.Cohen2@va.gov, Joseph Jones at Joseph.Jones6@va.gov, and Joshua Fitzmaurice at 
Joshua.Fitzmaurice@va.gov at the completion of the RDC.  The Offeror shall provide the 
Government GitHub Account [CEDAR-Evaluator] access to the private repository.  Images of 
non-digital artifacts created during the RDC can be uploaded to the GitHub repo.  These artifacts 
shall be representative of the Offeror’s proposed process for documenting work.  The 
Government’s confirmation of receipt of the Offeror’s email will constitute the official end of the 
Offeror’s RDC.  Nothing shall have been configured or committed to the GitHub repository 
provided at the end of the RDC prior to the official start time of the RDC as confirmed by the 
Government during the Scenario and Test meeting. 


PLEASE NOTE:  Although major subcontractors are free to partner with more than one 
prime Offeror, for the RDC, individuals who support one RDC (whether employees of the 
prime or a subcontractor) must be used on only one prime Offeror’s RDC Team.  
Accordingly, should there be an individual who supports one prime Offeror’s team that 
arrives for a second RDC for a different prime Offeror, the Government reserves the right 
to remove both prime Offerors from further consideration for award.   


(iii) VOLUME II – TECHNICAL FACTOR 3—WRITTEN TECHNICAL 
APPROACH. 


 
The Written Technical Approach shall be limited to 10 pages, excluding the cover letter and table of 
contents, and list of acronyms.  Within the Written Technical Approach, the Offeror shall provide a 
detailed approach to the following: 
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1. How does your organization recruit, hire, and retain talented individuals in the fields of 
product management, research and design, and software engineering?   


2. How does your organization ensure the delivery of quality and consistent design products 
and functional code? 


3. How does your organization foster effective teamwork during agile service delivery? 
4. How does your organization collaborate in work environments that involve multiple 


Government stakeholders and external contractor teams? 
 


(iv) VOLUME III – PRICE 


The Offeror is required to complete and submit the Government provided “Price Evaluation 
Spreadsheet” found as Attachment 001.  Instructions for the Spreadsheet can be found in the 
Worksheet entitled “Instructions.”  The Offeror shall input a fully loaded blended labor rate for 
each labor category that will be valid for the Prime and its subcontractors, as well as a handling 
rate for Materials and Travel that will become binding ceiling rates for any resultant contract.  
Fully loaded labor rates proposed shall be two decimal places. 


(v) VOLUME IV – SOLICITATION, OFFER & AWARD DOCUMENTS, 
CERTIFICATIONS & REPRESENTATIONS 


 
Certifications and Representations - This Volume shall contain the following: 
 


a. Solicitation Section A – Standard Form (SF1449) and Acknowledgement of 
Amendments, if any. 


 
b. Any proposed terms and conditions and/or assumptions upon which the proposal is 


predicated, price, technical, and/or otherwise. 
 


c. Offerors shall provide a list of all proposed subcontractors including company name, 
CAGE code and DUNS number. 


 
d. Certifications and Representations - An authorized official of the firm shall sign the SF 


1449 and all certifications requiring original signature.   
 


e. A copy of the Offeror’s SBA-approved Mentor-Protege Joint Venture Agreement and a 
copy of the Joint Venture Agreement, if applicable. 
 
Offerors are hereby advised that any Offeror-imposed terms and conditions and/or assumptions 
which deviate from the Government’s material terms and conditions established by the 
Solicitation, may render the Offeror’s proposal Unacceptable, and thus ineligible for award. 


E.8  BASIS FOR AWARD 


A. BASIS FOR AWARD 


The source selection process for CEDAR will neither be based on a Lowest Price Technically 
Acceptable basis nor Tradeoffs.  For this effort, the Highest Rated Offerors with a Fair and 
Reasonable Price will determine the best value basis for the award of contracts under this 
solicitation. 
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As there will be no tradeoff between any of the three (3) Technical Factors and Price, there is no 
relative weighting between the non-Price Factors and the Price Factor.  This is because the 
methodology will evaluate pricing of only those Offerors which achieve the highest technical 
ratings. 


The Government intends to award a contract resulting from the CEDAR solicitation to five (5) 
Offerors; however, the Government retains the right to award fewer or more than five (5) awards 
should it be determined in its best interest.  In the event the Government does decide to award 
more than five (5) contracts resulting from this solicitation, it will award the contracts to the next 
highest ranked Offeror(s).  In the event of a tie/essentially-equal finding at the fifth (5th) position, 
all Offerors tied/essentially-equal finding at the fifth (5th) position will receive an award.  If one 
(or more) of the Offerors in the top five (5) verified ratings (or more than five (5) should the 
Government make additional awards) is found to not have a fair and reasonable price, it will be 
eliminated from the ranking.  No further ranking beyond the awardees will be made. 


NOTE: A tie/essentially-equal finding is determined exclusively at the fifth (5th) position when 
two or more Offerors receive identical rankings.  If a tie/essentially-equal ranking occurs at any 
other position before the 5th position, that will not result in two or more Offerors holding the 
same numbered position.  For example, if two Offerors reach an identical ranking in the 4th 
available position, one tied/essentially- equal Offeror of the two Offerors will take the 4th 
position and the second will move into the 5th position. 


Any award will be made based on the best overall (i.e., best value) proposals that are determined 
to be the most beneficial to the Government, with appropriate consideration given to the four 
following evaluation Factors: Technical Factor 1—Case Studies, Technical Factor 2—Remote 
Design Challenge (RDC), Technical Factor 3—Written Technical Approach, and Price.  
Technical Factor 2 is slightly more important than Technical Factor 1, which is significantly 
more important than Technical Factor 3.  To receive consideration for award, a rating of no less 
than "Acceptable" must be achieved for Technical Factors 2 and 3 and the Offeror’s Price must 
be determined Fair and Reasonable.  This methodology considers the non-price factors, when 
combined, to be significantly more important than price. 


All Offerors are advised that the Government may set multiple competitive ranges, however, the 
competitive range(s) would be drawn only for the Technical Factor 3 - Written Technical 
Approach Volume and/or the Price Volume and will not be conducted during or directly after 
Technical Factor 1 – Case Studies or Technical Factor 2 – Remote Design Challenge (RDC).  
Offerors are hereby notified that if the Contracting Officer determines that the number of 
proposals that would otherwise be included in any competitive range exceeds the number at 
which an efficient competition can be conducted, the Contracting Officer may limit the number 
of proposals in the competitive range(s) to the greatest number that will permit an efficient 
competition among the most highly rated proposals. 


B. FACTORS TO BE EVALUATED 
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1. TECHNICAL FACTOR 1— CASE STUDIES 


2. TECHNICAL FACTOR 2— REMOTE DESIGN CHALLENGE (RDC) 


3. TECHNICAL FACTOR 3— WRITTEN TECHNICAL APPROACH 


4.  PRICE 


C. EVALUATION APPROACH – All proposals shall be subject to evaluation by a team of 
Government personnel.  The Government reserves the right to award without discussions based 
upon the initial evaluation of proposals.  If discussions are entered, they will only be for 
Technical Factor 3, Price, and/or the Solicitation, Offer & Award Documents, Certification and 
Representations Volumes as applicable; Offerors are advised they will not be permitted to revise 
their submitted responses for either Technical Factor 1 or Technical Factor 2 in the event 
discussions are opened.  The proposal will be evaluated strictly in accordance with its written 
and/or demonstrated content.  Proposals which merely restate the requirement or state that the 
requirement will be met, without providing supporting rationale, are not sufficient.  Offerors who 
fail to meet the minimum requirements of the solicitation in Technical Factors 2 and 3 will be 
rated Unacceptable and thus, ineligible for award. 


1.  TECHNICAL EVALUATION APPROACH.  The evaluation process will consider the 
following: 


 
TECHNICAL FACTOR 1 - CASE STUDIES.  Technical Factor 1 shall evaluate the 
Government’s confidence in the Offeror’s ability, as evidenced by the past experience 
and expertise identified within each Case Study, as well as all artifacts provided with the 
Case Studies, to perform the work required in the Performance Work Statement (PWS).  
Although there is no specific rubric for evaluation of Case Studies, the provided artifacts 
will be evaluated based on how well they align with the narrative description provided for 
their respective case study, the technical quality of the artifact, and the appropriateness of 
the artifact to the functional area to which it is being proposed. 


After the Government completes evaluation of the Technical Factor 1-Case Studies, the 
highest rated Offerors will receive an advisory notification advising them to proceed to 
Technical Factors 2 and 3.  Lower rated Offerors will be advised they are unlikely to be 
viable competitors.  The intent of this advice is to minimize proposal development costs 
for those Offerors with little chance of receiving an award.  However, the Government’s 
advice will be a recommendation only, and those Offerors may elect to continue their 
participation in the acquisition.  All Offerors who elect to continue their participation 
shall provide notification no later than 5PM ET the next business day to VA after which 
they will be provided the dates and times for the RDC and the due dates for the Written 
Technical Approach, Price, and Solicitation, Offer & Award Documents, Certifications 
and Representations Volumes. 
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TECHNICAL FACTOR 2 – RDC and TECHNICAL FACTOR 3 - WRITTEN 
TECHNICAL APPROACH.  The evaluation of Technical Factor 2-RDC and Technical 
Factor 3-Written Technical Approach will consider the following: 


 
a. Understanding of the Problem – Technical Factor 2 and Technical Factor 3 will 


be evaluated to determine the extent to which the Offeror’s approach 
demonstrates a clear understanding of all features involved in solving the 
problems and meeting and/or exceeding the requirements presented in the 
solicitation and the extent to which uncertainties are identified and resolutions 
proposed.  


 
b. Feasibility of Approach – Technical Factor 2 and Technical Factor 3 will be 


evaluated to determine the extent to which the proposed approach is workable and 
the end results achievable.  They will be evaluated to determine the level of 
confidence provided the Government with respect to the Offeror's methods and 
approach in successfully meeting and/or exceeding the requirements in a timely 
manner. 


 
2.  PRICE/COST EVALUATION APPROACH.   


This evaluation will not result in a Total Evaluated Price.  Proposed prices, including all 
proposed fully burdened Labor Rates, Material Handling Rate, and Travel Handling Rate, will 
only be evaluated to determine that the proposed Rates are fair and reasonable.  Additionally, 
only Offerors determined to be the highest technically ranked will have their price proposals 
evaluated.  The fair and reasonable evaluation of rates will be used to establish Maximum Rates 
on awarded contracts.  Such Maximum Rates will apply to Firm-Fixed-Price (FFP) orders and 
Time-and-Material/Labor-Hour orders, however, on FFP orders Offerors may propose other 
Labor Categories when that labor rate is not on contract.  Additionally, Offerors shall propose a 
handling rate to be applied to Materials and Travel which will be incorporated into any resultant 
contract as a ceiling rate. 


For each proposed fully burdened direct labor rate, the basis for the proposed maximum fair and 
reasonable rates (Attachment 001, column I), used as the basis for comparison, will be labor rates 
found in the GSA CALC Tool for the Labor Categories included in the attachment.  Failure to 
provide a rate for each listed Labor Category in Attachment 001 may render the Offeror’s price 
proposal inadequate and preclude the Offeror from further consideration for award.  The 
Government has established Interquartile Ranges based on the labor rates found in the GSA 
CALC Tool and then applied the Tukey Rule to establish the maximum rates used as the basis 
for comparison and included in Attachment 001.  The proposed fully burdened Labor Rate for 
each Labor Category listed in the Price Evaluation Spreadsheet, Attachment 001, will be 
compared to the “maximum fair and reasonable labor rate” listed in column I of Attachment 001, 
to ensure it does not exceed the maximum rate.  As long as all rates are at or lower than the 
maximum rate for each Labor Category, the proposed rates will be determined fair and 
reasonable.  Should a single proposed rate exceed the listed maximum rate in any Labor 
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Category, the Government reserves the right to determine the Offeror’s entire Price Proposal to 
be not fair and reasonable and remove the Offeror from further consideration for award. 
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SECTION B - CONTINUATION OF SF 1449 BLOCKS 


B.1  GOVERNING LAW 


Federal law and regulations, including the Federal Acquisition Regulations (FAR), shall govern 
this Contract/Order.  Commercial license agreements may be made a part of this Contract/Order 
but only if both parties expressly make them an addendum hereto, as permitted by FAR 12.212.  
If the commercial license agreement is not made an addendum, it shall not apply, govern, be a 
part of or have any effect whatsoever on the Contract/Order; this includes, but is not limited to, 
any agreement embedded in the computer software (clickwrap), any agreement that is otherwise 
delivered with or provided to the Government with the commercial computer software or 
documentation (shrinkwrap), or any other license agreement otherwise referred to in any 
document.  If a commercial license agreement is made an addendum, only those provisions 
addressing data rights regarding the Government’s use, duplication and disclosure of data (e.g., 
restricted computer software) are included and made a part of this Contract/Order, and only to 
the extent that those provisions are not duplicative or inconsistent with Federal law, Federal 
regulation, the incorporated FAR clauses and the provisions of this Contract/Order; those 
provisions in the commercial license agreement that do not address data rights regarding the 
Government’s use, duplication and disclosure of data shall not be included or made a part of the 
Contract/Order.  Federal law and regulation including, without limitation, the Contract Disputes 
Act (41 U.S.C. § 7101 et seq.), the Anti-Deficiency Act (31 U.S.C. § 1341 et seq.), the 
Competition in Contracting Act (41 U.S.C. § 3301 et seq.), the Prompt Payment Act (31 U.S.C. § 
3901 et seq.), Contracts for Data Processing or Maintenance (38 USC § 5725), and FAR clauses 
52.212-4, 52.227-14, 52.227-19 shall supersede, control, and render ineffective any inconsistent, 
conflicting, or duplicative provision in any commercial license agreement.  In the event of 
conflict between this clause and any provision in the Contract/Order or the commercial license 
agreement or elsewhere, the terms of this clause shall prevail.  The Contractor shall deliver to the 
Government all data first produced under this Contract/Order with unlimited rights as defined by 
FAR 52.227-14.  Claims of patent or copyright infringement brought against the Government as 
a party shall be defended by the U.S. Department of Justice (DOJ) in accordance with 28 U.S.C. 
§ 516; at the discretion of DOJ, the Contractor may be allowed reasonable participation in the 
defense of the litigation.  Any additional changes to the Contract/Order must be made by 
modification (Standard Form 30) and shall only be made by a warranted Contracting Officer.  
Nothing in this Contract/Order or any commercial license agreement shall be construed as a 
waiver of sovereign immunity.   


B.2 SOFTWARE LICENSE, MAINTENANCE AND TECHNICAL 
SUPPORT: 
 
(1). Definitions. 
 


a) Licensee.  The term “licensee” shall mean the U.S. Department of 
Veterans Affairs (“VA”) and is synonymous with “Government.”  


b) Licensor.  The term “licensor” shall mean the Contractor having the 
necessary license or ownership rights to deliver license, software 
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maintenance and support of the computer software being acquired.  The 
term “Contractor” is the party identified in Block 17a on the SF1449.  If 
the Contractor is a reseller and not the Licensor, the Contractor remains 
responsible for performance under this Contract/Order.  


c) Software.  The term “software” shall mean the licensed computer software 
product(s) cited in the Schedule of Supplies/Services.  


d) Maintenance.  The term “maintenance” is the process of enhancing and 
optimizing software, as well as remedying defects.  It shall include all new 
fixes, patches, releases, updates, versions and upgrades, as further defined 
below.  


e) Technical Support.  The term “technical support” refers to the range of 
services providing assistance for the software via the telephone, email, a 
website or otherwise.  


f) Release or Update.  The term “release” or “update” are terms that refer to 
a revision of software that contains defect corrections, minor 
enhancements or improvements of the software’s functionality.  This is 
usually designated by a change in the number to the right of the decimal 
point (e.g., from Version 5.3 to 5.4).  An example of an update is the 
addition of new hardware.  


g) Version or Upgrade.  The term “version” or “upgrade” are terms that refer 
to a revision of software that contains new or improved functionality.  
This is usually designated by a change in the number to the left of the 
decimal point (e.g., from Version 5.4 to 6).  


 
(2). Software License. 
 


a) Unless otherwise stated in the Schedule of Supplies/Services, the 
Performance Work Statement or Product Description, the software license 
provided to the Government is a perpetual, nonexclusive license to use the 
software.  


b) The Government may use the software in a networked environment.  
c) Any dispute regarding the license grant or usage limitations shall be 


resolved in accordance with the Disputes Clause incorporated in FAR 
52.212-4(d).  


d) All limitations of software usage are expressly stated in the Schedule of 
Supplies/Services and the Performance Work Statement/Product 
Description.  


 
(3). Software Maintenance and Technical Support. 
 


a) If the Government desires to continue software maintenance and support 
beyond the period of performance identified in this Contract/Order, the 
Government will issue a separate contract or order for maintenance and 
support.  Conversely, if a contract or order for continuing software 
maintenance and technical support is not received, the Contractor is 
neither authorized nor permitted to renew any of the previously furnished 
services.  


b) The Contractor shall provide software support services, which includes 
periodic updates, enhancements and corrections to the software, and 
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reasonable technical support, all of which are customarily provided by the 
Contractor to its commercial customers so as to cause the software to 
perform according to its specifications, documentation or demonstrated 
claims.  


c) Any telephone support provided by Contractor shall be at no additional 
cost.  


d) The Contractor shall provide all maintenance services in a timely manner 
in accordance with the Contractor’s customary practice or as defined in 
the Performance Work Statement or Product Description.  However, 
prolonged delay (exceeding 2 business days) in resolving software 
problems will be noted in the Government’s various past performance 
records on the Contractor (e.g., www.ppirs.gov).  


e) If the Government allows the maintenance and support to lapse and 
subsequently wishes to reinstate it, any reinstatement fee charged shall not 
exceed the amounts that would have been charged if the Government had 
not allowed the subscription to lapse.  


 
(4). Disabling Software Code.  The Government requires delivery of computer 
software that does not contain any code that will, upon the occurrence or the 
nonoccurrence of any event, disable the software.  Such code includes but is not 
limited to a computer virus, restrictive key, node lock, time-out or other function, 
whether implemented by electronic, mechanical, or other means, which limits or 
hinders the use or access to any computer software based on residency on a 
specific hardware configuration, frequency of duration of use, or other limiting 
criteria.  If any such disabling code is present, the Contractor agrees to indemnify 
the Government for all damages suffered as a result of a disabling caused by such 
code, and the contractor agrees to remove such code upon the Government’s 
request at no extra cost to the Government.  Inability of the Contractor to remove 
the disabling software code will be considered an inexcusable delay and a 
material breach of contract, and the Government may exercise its right to 
terminate for cause.  In addition, the Government is permitted to remove the code 
as it deems appropriate and charge the Contractor for consideration for the time 
and effort expended in removing the code. 
 
(5). Manuals and Publications.  Upon Government request, the Contractor shall 
furnish the most current version of the user manual and publications for all 
products/services provided under this Contract/Order at no cost.   
 


 


 


 


 


 



http://www.ppirs.gov/
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B.3  CONTRACT ADMINISTRATION DATA 


(continuation from Standard Form 1449, block 18A.) 


  1.  Contract Administration:  All contract administration matters will be handled by the 
following individuals: 


    a. CONTRACTOR:   TBD  


    b. GOVERNMENT:  Joshua Cohen  
   Contracting Officer 36C10B  
   Department of Veterans Affairs 
   Office of Procurement, Acquisition, and Logistics  
   Technology Acquisition Center 
   23 Christopher Way 
   Eatontown NJ 07724 
 


  2.  CONTRACTOR REMITTANCE ADDRESS:  All payments by the Government to the 
contractor will be made in accordance with: 


[X] 52.232-33, Payment by Electronic Funds Transfer—System For Award 
Management, or 


[] 52.232-36, Payment by Third Party 
 


  3.  INVOICES:  Invoices shall be submitted in arrears: 


     a.  Quarterly [] 


     b.  Semi-Annually [] 


     c.  Other [X]  In accordance with Section B.4, “Price Schedule” 


  4.  GOVERNMENT INVOICE ADDRESS:  All Invoices from the contractor shall be 
submitted electronically in accordance with VAAR Clause 852.232-72 Electronic Submission of 
Payment Requests. 


  ACKNOWLEDGMENT OF AMENDMENTS:  The offeror acknowledges receipt of 
amendments to the Solicitation numbered and dated as follows: 


AMENDMENT NO DATE 
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B.4  PRICE SCHEDULE 


Days used below refer to calendar days unless otherwise stated.  Deliverables with due dates 
falling on a weekend or holiday shall be submitted the following Government work day after the 
weekend or holiday.   
 
 


BASE PERIOD  


LINE 
ITEM DESCRIPTION QTY UNIT 


UNIT 
PRICE TOTAL PRICE 


0001 TIME AND MATERIAL (T&M) 
LABOR 
 
In accordance with (IAW) Performance 
Work Statement (PWS) Paragraphs 5.1 
inclusive of all subparagraphs through 
5.2 inclusive of all subparagraphs.  
 
This is a T&M Contract Line Item 
Number (CLIN) and includes all labor 
and deliverables required for the 
successful completion of the tasks 
associated with PWS Paragraphs 5.1 
inclusive of all subparagraphs through 
5.2 inclusive of all subparagraphs.  
 
This T&M CLIN is in IAW Paragraph 
(i) of Federal Acquisition Regulation 
(FAR) 52.212-4 Alternate I for 
invoicing or billing purposes.  
 
All labor rates shall be in accordance 
with Attachment 0001.  
 
Period of Performance (PoP) shall be 
12 months after effective date. 


1 LO Not-To-
Exceed 
(NTE) 
$ 


NTE 
$ 


0002 T&M TRAVEL 
 
Travel for the base period in 
accordance with PWS paragraph 4.3.  
 
Travel shall be in accordance with the 
Federal Travel Regulations (FTR). 
Travel requires advanced concurrence 
and shall be approved by the VA 
Contracting Officer’s Representative 
(COR) in writing. Task order travel 
within the local commuting area will 
not be reimbursed. The Contractor’s 


1 LO NTE 
$ 


NTE 
$ 
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fixed handling rate as set forth herein 
may be applied to the billable travel 
cost and shall not exceed that set forth 
in the basic contract. Profit shall not be 
applied. 
 
Government Not to Exceed Travel 
Ceiling:  
$43,431.13  
+ Fixed Handling Rate       % 
= Travel NTE Ceiling $________ 
(Inclusive of Government NTE travel 
ceiling + Fixed Handling Rate) 


0003 T&M MATERIALS 
 
Materials are IAW PWS Paragraph 5.2 
 
This is a T&M CLIN.  All Materials 
purchased under this CLIN must obtain 
COR approval prior to purchase.  
 
Invoicing shall be in accordance with 
Paragraph (i) of Federal Acquisition 
Regulation (FAR) 52.212-4 Alternate I 
 
Calculated Not to Exceed Ceiling:  
$700,000.00 
+ Fixed Handling Rate       % 
= Materials NTE Ceiling $________ 
(Inclusive of Calculated NTE Material 
ceiling + Fixed Handling Rate) 


1 LO NTE 
$ 


NTE 
$ 


Base Period Total $ 
OPTION PERIOD 1  


 
THIS OPTION PERIOD MAY BE EXERCISED IAW FAR 52.217-9 OPTION TO EXTEND THE 


TERM OF THE CONTRACT (MAR 2000).  WORK SHALL NOT COMMENCE UNTIL, AND 
UNLESS, A FORMAL MODIFICATION IS ISSUED BY THE CONTRACTING OFFICER.  IF 


EXERCISED, THIS OPTION SHALL COMMENCE IMMEDIATELY AFTER EXPIRATION OF 
THE BASE PERIOD. 


LINE 
ITEM DESCRIPTION QTY UNIT 


UNIT 
PRICE TOTAL PRICE 


1001 Time and Material (T&M) LABOR 
 
In accordance with (IAW) Performance 
Work Statement (PWS) Paragraphs 5.1 
inclusive of all subparagraphs through 
5.2 inclusive of all subparagraphs.  
 


1 LO NTE 
$ 


NTE 
$ 
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This is a T&M Contract Line Item 
Number (CLIN) and includes all labor 
and deliverables required for the 
successful completion of the tasks 
associated with PWS Paragraphs 5.1 
inclusive of all subparagraphs through 
5.2 inclusive of all subparagraphs.  
 
This T&M CLIN is in IAW Paragraph 
(i) of Federal Acquisition Regulation 
(FAR) 52.212-4 Alternate I for 
invoicing or billing purposes.  
 
All labor rates shall be in accordance 
with Attachment 0001.  
 
Period of Performance (PoP) shall be 
12 months after effective date. 


1002 T&M TRAVEL 
 
Travel for the base period in 
accordance with PWS paragraph 4.3.  
 
Travel shall be in accordance with the 
Federal Travel Regulations (FTR). 
Travel requires advanced concurrence 
and shall be approved by the VA 
Contracting Officer’s Representative 
(COR) in writing. Task order travel 
within the local commuting area will 
not be reimbursed. The Contractor’s 
fixed handling rate as set forth herein 
may be applied to the billable travel 
cost and shall not exceed that set forth 
in the basic contract. Profit shall not be 
applied. 
 
Government Not to Exceed Travel 
Ceiling:  
$44,430.05 
+ Fixed Handling Rate       % 
= Travel NTE Ceiling $________ 
(Inclusive of Government NTE travel 
ceiling + Fixed Handling Rate) 


1 LO NTE 
$ 


NTE 
$ 


1003 T&M MATERIALS 
 
Materials are IAW PWS Paragraph 5.2 
 


1 LO NTE 
$ 


NTE 
$ 
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This is a T&M CLIN.  All Materials 
purchased under this CLIN must obtain 
COR approval prior to purchase.  
 
Invoicing shall be in accordance with 
Paragraph (i) of Federal Acquisition 
Regulation (FAR) 52.212-4 Alternate I 
 
Calculated Not to Exceed Ceiling:  
$716,100.00 
+ Fixed Handling Rate       % 
= Materials NTE Ceiling $________ 
(Inclusive of Calculated NTE Material 
ceiling + Fixed Handling Rate) 


Option Period 1 Total $ 
BASE AND OPTION PERIOD DELIVERABLES 


 
ALL DELIVERABLES LISTED BELOW SHALL BE DELIVERED FOR THE BASE PERIOD AND 


IF EXERCISED OPTION PERIOD 1 


LINE 
ITEM DESCRIPTION QTY UNIT 


UNIT 
PRICE TOTAL PRICE 


2001AA CONTRACTOR PROJECT 
MANAGEMENT PLAN 
 
IAW PWS Paragraph 5.1.1 
 
Due Thirty (30) days after award 
effective date (AED) and updated 
monthly thereafter. 


Electronic submission to:  VA PM, 
COR, CO. 
 
Inspection:  destination 
Acceptance:  destination 
FOB: destination  


1 LO NSP NSP 


2001AB MONTHLY STATUS REPORT 
 
IAW PWS Paragraph 5.1.2.2 
 
Due the fifth day of each month 
throughout the period of performance 
(PoP). 


Electronic submission to:  VA PM, 
COR, CO 
 


1 LO NSP NSP 
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Inspection:  destination 
Acceptance:  destination 
FOB: destination 


2001AC TMS TRAINING CERTIFICATES  
 
IAW PWS Paragraph 5.1.3 
 
Due 5 days AED and within 5 days of 
the onboard of each new employee 


Electronic submission to:  VA PM, 
COR, CO 
 
Inspection:  destination 
Acceptance:  destination 
FOB: destination 


1 LO NSP NSP 


2001AD SIGNED CONTRACTOR RULES 
OF BEHAVIOR 
 
IAW PWS Paragraph 5.1.3 
 
Due 5 days AED and within 5 days of 
the onboard of each new employee 


Electronic submission to:  VA PM, 
COR, CO 
 
Inspection:  destination 
Acceptance:  destination 
FOB: destination 


1 LO NSP NSP 


2001AE CONTRACTOR STAFF ROSTER  
 
IAW PWS Paragraph 6.2.2 
 
Due 3 days after AED and updated within 
1 day of any changes occurring thereafter. 


Electronic submission to:  VA PM, 
COR, CO 
 
Inspection:  destination 
Acceptance:  destination 
FOB: destination 


1 LO NSP NSP 
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B.5 PERFORMANCE WORK STATEMENT (PWS) 
DEPARTMENT OF VETERANS AFFAIRS 


 
Office of Information & Technology 


Enterprise Program Management Office 
 


Veteran-facing Services – Content Management System 
 


Date: November 8, 2019 
PWS Version Number:  1.0 


      TAC-20-57507 
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1.0  BACKGROUND 
Every month, over 10 million people access the Department of Veterans Affairs (VA) digital 
tools and content. Many of these users have a frustrating experience, encountering a complicated 
ecosystem of websites, forms, logins, brands, and outdated tools. Additionally, the VA is 
responsible for many legacy systems with varied languages and environments. Every system is 
different and there is not consistent documentation.  


To begin to address these issues, VA’s Office of Information & Technology (OI&T) and Digital 
Service at VA (DSVA) built and launched Vets.gov in November 2015. Vets.gov delivered a 
modern digital experience that enabled Veterans to learn about, apply for, and manage their VA 
benefits in an effective, efficient, and compassionate manner.  


By December 2016, Vets.gov became the 6th most used VA site. In building and improving 
Vets.gov, DSVA leveraged the advantages of cloud computing, Platform as a Service, and 
Infrastructure as a Service, as well as adopted continuous integration and continuous delivery 
(CI/CD). These various resources, combined with agile, user-centered practices, began to 
coalesce in a rough product development platform. 


To further harmonize Veterans’ digital experience, the VA began a project to consolidate the 
hundreds of VA websites (including Vets.gov) under one VA.gov site. As a result, a much 
improved VA.gov was launched on Veterans Day 2018, serving millions of visitors per month. 
This new digital “front door” effort is aligned with the VA’s “Digital Modernization Strategy” 


In September 2018, VA awarded the initial phase of development for the creation of a Content 
Management System. The work included: 


• Building a new Drupal-based content management system (de-coupled implementation) 
• Integration with the existing front end of VA.gov via a content Application Programming 


Interface (API)  
• Developing reusable content models 
• Creating content governance, workflows, and permissions 
• Supporting and training VA staff 


The team successfully migrated the modernized portions of VA.gov to the Drupal Content API. 
This included the nine 'benefit hubs', the service member and family member hubs, global 
navigation, and the VA.gov homepage.  In addition, the team created a pilot VA Medical Center 
website for the VA Pittsburgh Health Care System (https://www.va.gov/pittsburgh-health-care/) 
and a new Office of Public Affairs outreach sub-site (https://www.va.gov/outreach-and-events/) 
which allowed VA to retire the subdomain explore.va.gov. These are examples of new, Drupal-
powered sites on VA.gov which will be the default method for creating Un-authenticated, public-
facing portions of the website moving forward. 


The subject of this PWS is the continuation of this work. Specifically, additional development 
and sustainment of the Drupal Content-API, support for the VA Drupal community, and 
continuous improvement on the Drupal authoring experience. 



https://www.va.gov/pittsburgh-health-care/

https://www.va.gov/outreach-and-events/
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2.0  WORKING PRINCIPLES AND DEFINITIONS 


2.1 WORKING PRINCIPLES 
 
The DSVA/Digital Experience Product Office (DEPO) teams follows the practices described in 
the “Digital Services Playbook” (https://playbook.cio.gov). Using the Digital Services Playbook, 
DSVA/DEPO operate with a user-centered agile delivery process – learning from research and 
prototypes, using that knowledge to iteratively design and build digital applications and features 
for Veterans, and iteratively launching those applications and features on a daily basis. 


The Contractor shall follow the same Working Principles to maintain the Content API by 
iteratively designing and building features and enhancements - launching them on a daily basis.  


The Contractor shall: 


1. Follow the practices described in the “Digital Services Playbook” 
(https://playbook.cio.gov). The Contractor shall be familiar with the concepts in each 
play and implement them in their solutions and support.  


2. Incorporate Agile methodology and iteration ceremonies into all work, such as (but not 
limited to) sprint planning, daily scrum, sprint review, sprint retrospective, backlog 
grooming, and estimating activities. 


3. Incorporate best practices for modern user research and usability testing into all solutions.  
4. Actively involve users in the design of all solutions. 
5. Maintain a consistent look, feel, and voice across user facing sites and services. 
6. Whenever possible, personalize solutions for the individual or teams using the service.  
7. Leverage existing VA internal Single Sign On (SSOi) with VA’s overall authentication 


strategy. 
8. Optimize web applications for mobile-first operation, with all solutions being equally 


available on both mobile and desktop.  
9. Protect user information with best-in-class security, given the constraints of the 


environment. 
10. Incorporate robust accessibility principles into design, development and testing for all 


web applications to deliver high-quality digital experiences to users of assistive devices.  
11. Design, develop, configure, customize, deploy, and operate these solutions.  
12. Use DevOps techniques of continuous integration and continuous deployment across all 


environments including, at a minimum, development, staging, and production.  
13. Deliver secure, scalable, and tested modern web application designs using automated 


testing frameworks to create unit tests, integration tests, functional/black box tests, and 
load tests (or their equivalents as applicable) to test 100% of functionality delivered. The 
Contractor should strive for compliance with Test Driven Development practices.  


14. Ensure configuration and sensitive data, including data the VA defines as sensitive, are 
not present in source code, and are stored in encrypted credential management systems. 



https://playbook.cio.gov/

https://playbook.cio.gov/
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15. Deliver all code not containing configuration or sensitive data to an open source 
repository per OMB Guidance M-16-21. 


16. Cultivate positive, trusting, and cooperative working relationships with the government 
and all other vendors supporting this work. 


2.2 DEFINITIONS 
 


1. DSVA: The VA U.S. Digital Service team provided the overall strategic direction for the 
establishment of Veteran-facing Services (VFS) at VA. This team manages designated 
Veteran-facing Services and communicates with the stakeholder community.  


2. DEPO: The Digital Experience Product Office was created in 2019 as the first 
implementation of the new Product Line Management structure for OI&T. DEPO is the 
new product shop for VA.gov and is responsible for all Veteran-facing Services. 
Additionally, DEPO: 


a. Is responsible for ongoing delivery and maintenance of the Digital Modernization 
Strategy 


b. Builds, maintains, and improves the public-facing experience on VA.gov 
c. Provides Veterans, family members, caregivers, service members and other 


audiences access to vital information about VA benefits and services 
d. Delivers self-service tools, including benefit applications 
e. Gives VA’s customers a personalized experience 
f. Provides VA business lines a place to communicate with all their customers about 


the organization 
3. VFS: Any application, digital tool, digital form, API, digital migration, or other solution 


that is released (or planned to be released) on the Veteran-facing Services Platform 
(VSP).  


4. VSP: The technical infrastructure and product development processes that support new 
development (from initial research phases through pre-launch checks) and maintenance 
of VFS for VA.gov.   
a. Technical infrastructure maintenance and development includes responsibility for the 


technology that supports existing VFS that were migrated from the Vets.gov domain 
to the VA.gov domain in November 2018, as well as any future VFS that will be 
available via the VA.gov domain, whether developed by DSVA or another VA team. 
These tasks include, but are not limited to: 
• managing infrastructure, networking, and build/deploy processes with 


infrastructure as code; 
• managing all Authority to Operate (ATO) compliance requirements; 
• maintaining a Rails-based authenticated API layer between applications and VA 


resources; 
• maintaining automated testing, identity and analytics services; 
• maintaining complete documentation of the VSP; 
• building and maintaining core VA.gov resources, including: 


• reusable React and Redux components; 
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• a design system based on U.S. Web Design Standards (known as 
Formation); 


• a forms system based on the U.S. Forms System; 
• a Drupal based content management system; and 
• a static site generator; 


• monitoring performance for all VSP applications; 
• providing targeted operation and maintenance (sustainment) support for certain 


VSP applications; 
• maintaining consolidated web analytics for all VSP applications; 


b. The VSP facilitates the development and delivery of high quality VFS through a wide 
range of activities including but not limited to: 
• For Other VA Product Teams,  


• Supporting standardized checkpoints and reviews with teams to help them 
achieve quality standards that align with user-centered, agile delivery 
methodologies for all VSP applications; 


• onboarding and offboarding; 
• For all teams, 


• providing close support during application development 
• conducting code, design, content, analytics, and accessibility reviews;  
• conducting load testing; 
• coordinating and preparing call centers for new features 
• enforcing a common information architecture for all VSP applications; 


5. Veteran-facing Services Applications (VSA):  Teams under this contract design and 
build VFS including public facing webpages/sites and authenticated benefit tools and 
applications. The VSA Teams coordinate and schedule with the VSP Team to deploy 
their VFS according to the defined guidelines.  


6. VFS Content Management System (CMS) / Drupal Content API: The content 
management system application, administrative interface, GraphQL application interface, 
and any related configurations and integrations. The Drupal authoring experience and 
user community management. 


a. The Content API infrastructure is hosted in the VA Enterprise Cloud. 
b. Public documentation: https://github.com/department-of-veterans-affairs/va.gov-


cms/blob/master/README.md  
7. Other VA Product Teams: Teams that design, build, and manage Veteran-facing 


Services independently of Contractor. Other VA Product Teams coordinate and schedule 
with Contractor to deploy their Veteran-facing Services according to the guidelines 
defined for the VSP, including DSVA/DEPO-managed teams. 


• Enterprise Service Desk (ESD): ESD is the starting point for most VA Employee help 
desk concerns, they triage tier 1 incidents between the PIV/SSOi team and the CMS team 


3.0  SCOPE OF WORK 
 



https://github.com/department-of-veterans-affairs/va.gov-cms/blob/master/README.md

https://github.com/department-of-veterans-affairs/va.gov-cms/blob/master/README.md
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This Contractor shall support VA in the operation, administration, and improvement of the 
Drupal-based Content API in accordance with the Working Principles and Definitions provided 
in Section 2 above. 


The Contractor shall provide VA with iterations of agile software delivery. The agile delivery 
iterations will include product and delivery management, Drupal development, software/API 
development, user research and design, DevOps, and helpdesk/training support in order to 
achieve the tasks outlined in Section 5.2. 


3.1 ORDER TYPE 
The effort shall be proposed on a Time and Materials (T&M) basis.  The Contracting Officer 
reserves the right to negotiate the conversion of this Task Order from the initial T&M type order 
to a Firm-Fixed-Price (FFP) type order at any time during the base or option period.  Conversion 
of certain tasks to FFP does not require the full Order to be converted and the Government 
withholds the right to only convert certain tasks to FFP. 


4.0  PERFORMANCE DETAILS 
4.1 PERFORMANCE PERIOD 


 
The period of performance (PoP) shall be 12 months from date of award, with one 12-month 
option. 
 
Any work at the Government site shall not take place on Federal holidays or weekends unless 
directed by the CO.  
 
There are ten (10) Federal holidays set by law (USC Title 5 Section 6103) that VA follows: 
 
Under current definitions, four are set by date: 
 
New Year's Day   January 1 
Independence Day   July 4 
Veterans Day    November 11 
Christmas Day    December 25 
 
If any of the above falls on a Saturday, then Friday shall be observed as a holiday.  Similarly, if 
one falls on a Sunday, then Monday shall be observed as a holiday. 
 
The other six are set by a day of the week and month: 
 
Martin Luther King's Birthday Third Monday in January 
Washington's Birthday Third Monday in February 
Memorial Day Last Monday in May 
Labor Day First Monday in September 
Columbus Day Second Monday in October 
Thanksgiving Fourth Thursday in November  
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4.2 PLACE OF PERFORMANCE 
 
Efforts under this PWS may be performed in VA facilities located at 811 Vermont Ave NW, 
Washington, DC and/or at the Contractor’s site. The Government will provide up to 6 hoteling 
spaces for Contractor staff to use throughout the life of the project. The Government strongly 
recommends that the Contractor maintain regular physical presence on the Government site.   
 
4.3 TRAVEL 


 
The Government anticipates travel under this effort to perform the tasks associated with the 
effort, as well as to attend program-related meetings or conferences throughout the 
PoP. Contractors may be required to perform additional site-visits (CONUS only) to government 
and non-government facilities to conduct user research or stakeholder engagement  
 
Travel shall be reimbursed on a Time & Materials basis in accordance with the Federal Travel 
Regulations and requires advanced concurrence by the COR.  Contractor travel within the local 
commuting area will not be reimbursed. 
 
4.4 MATERIALS 


 


The Government anticipates the Contractors need for additional software and tools to be 
reimbursed on a Time & Materials basis with prior written authorization by the COR.  This 
CLIN includes all materials and deliverables required for the successful completion of the tasks 
associated with this PWS. 


 
5.0  SPECIFIC TASKS AND DELIVERABLES 
 
The Contractor shall perform the following: 
 
5.1 PROJECT MANAGEMENT 


 
5.1.1 CONTRACTOR PROJECT MANAGEMENT PLAN 
 
The Contractor shall deliver a Contractor Project Management Plan (CPMP) that lays out the 
Contractor’s approach, timeline and tools to be used in execution of the contract.  The CPMP 
should take the form of both a narrative and graphic format that displays the schedule, 
milestones, risks and resource support.  The CPMP shall also include how the Contractor shall 
coordinate and execute planned, routine, and ad hoc data collection reporting requests as 
identified within the PWS.  The initial baseline CPMP shall be concurred upon and updated in 
accordance with Section B of the contract.  The Contractor shall update and maintain the VA PM 
approved CPMP throughout the PoP.  
 
Deliverable:   


A. Contractor Project Management Plan 
 
5.1.2 REPORTING REQUIREMENTS 
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5.1.2.1 Enterprise Program Management Office (EPMO) MANAGEMENT  
 
The Contractor shall use the DSVA/DEPO’s Github environment to track execution details.  The 
Github Repository will be used to provide a single authoritative product data source and artifact 
repository.  The Contractor shall utilize Github tools, at a minimum, to:   


1. Input and manage scheduled product sprints and backlog  
2. Input and manage product risks and issues 
3. Input and manage product configurations and changes 
4. Input and manage product test plans and execution 
5. Input and manage product planning and engineering documentation 
6. Input and manage linkages between requirements, code, tests and defects to correlate 


requirements to change orders to configurable items to risks, impediments, and issues 
to test cases and test results to show full traceability.  


 
The Contractor shall use GitHub, GitHub Extensions, and other approved tools to provide full 
technical and end-user documentation, during and at the end of the project, for all software 
development efforts and product releases with all information necessary to document processes, 
procedures, code artifacts, test scripts, and/or policies that were implemented over the course of 
this contract. 
  
5.1.2.2 MONTHLY STATUS REPORTS 
 
Contractor shall deliver monthly Review Report detailing the status of all work efforts. The 
Monthly Status Report shall include the following data elements:  
 


1. Project Name and TO;  
2. All work in-progress and completed during the reporting period; 
3. Identification of any TO related issues uncovered during the reporting period and 


especially highlight those areas with a high probability of impacting schedule, cost or 
performance goals and their likely impact on schedule, cost, or performance goals; 


4. Explanations for any unresolved issues, including possible solutions and any actions 
required of the Government and/or Contractor to resolve or mitigate any identified issue, 
including a plan and timeframe for resolution; 


5. Status on previously identified issues, actions taken to mitigate the situation and/or 
progress made in rectifying the situation; 


6. Work planned for the subsequent two reporting periods, when applicable; 
7. Workforce staffing data showing all Contractor personnel performing on the effort during 


the current reporting period. After the initial labor baseline is provided, each Monthly 
Status Report shall identify any changes in staffing identifying each person who was 
added to the contract or removed from the contract  
 


These reports shall not be the only means of communication between the Contractor, COR, and 
the VA Program/Project Manager to advise of performance/schedule issues and to develop 
strategies for addressing the issues. The Contractor shall continuously monitor performance and 
report any deviation from the CPMP or previous Bi-Weekly EPMO Status Report to the COR 
and VA Program/Project Manager during routine, regular communications.  
 
Deliverable: 
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A. Monthly Status Report 
 


5.1.3 PRIVACY & HIPAA TRAINING 
 
The Contractor shall submit Training Management Systems (TMS) Training Certificates of 
completion for VA Privacy and Information Security Awareness, Rules of Behavior and Health 
Insurance Portability and Accountability Act (HIPAA) training. The Contractor shall provide 
signed copies of the Contractor Rules of Behavior in accordance with Section 9, Training, from 
Appendix C of the VA Handbook 6500.6, “Contract Security”. 
 
The Contractor shall submit status of VA Privacy and Information Security Awareness training 
for all individuals engaged on the task.   
  
Deliverables:   


A. TMS Training Certificates  
B. Signed Contractor Rules of Behavior   
 


5.1.4 TECHNICAL KICKOFF MEETING 
 
The Contractor shall hold a technical kickoff meeting within 10 days after TO award.  The 
Contractor shall present, for review and approval by the Government, the details of the intended 
approach, work plan, and project schedule for each effort.  The Contractor shall specify dates, 
locations (in-person preferred but can be virtual), agenda (shall be provided to all attendees at 
least five calendar days prior to the meeting), and meeting minutes (shall be provided to all 
attendees within three calendar days after the meeting).  The Contractor shall invite the CO, 
Contract Specialist, COR, and the VA PgM / PMs. 
 
The Contractor shall deliver the kick-off meeting package three days after the kickoff meeting. 
The package shall include a work planning and delivery approach, milestone schedule, and 
constraints. 
 
5.2 VA.GOV CONTENT API 
 
The contractor will support DSVA/DEPO in the creation of new VFS content and tools and the 
migration from the legacy TeamSite CMS to the modern cloud-based Drupal Content-API. The 
contractor will be expected to maintain the Content API including the Drupal application, global 
authoring experience, workflows, content models, user management, and helpdesk support.  
Specifically, the Contractor shall: 


• Operate and maintain the Drupal application and the GraphQL API 
• Administer the Drupal system for the VA Drupal community 
• Support VA.gov application and platform teams by integrating new and existing web 


pages and applications into the Global content model 


5.2.1 OPERATE, MAINTAIN, AND IMPROVE THE DRUPAL CONTENT API 
 
The Contractor shall operate, maintain, and improve the existing Drupal Content API that 
delivers content to VA.gov. This includes keeping the application up-to-date, secure, well-
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documented, and functional for developers and the authoring community. The contractor will 
provide regular improvement to the authoring experience, administrative user interface, and 
application features including custom development, integration, and configuration of third-party 
modules. The Contractor will support other VA Product Teams creating content pages or web 
applications on VA.gov by making improvements to the content model, creating or modifying 
content types, and expanding the functionality of the Drupal application.  


Technical documentation for the Content API is available publicly on GitHub: 
https://github.com/department-of-veterans-affairs/va.gov-cms/blob/master/README.md  


5.2.1.1 CONTENT API 
 
The Contractor shall collaborate with the VSP on infrastructure and networking aspects of the 
Content API. The Content API is part of a larger ecosystem and continuous coordination with the 
VSP team will be needed to respond to incidents, improve the application, and meet DevOps 
needs.  
 
The scope of operating and maintaining the Content API for this PWS includes: 


• Development and testing of content API (GraphQL) features and enhancements 
• Drupal development and testing for global VA.Gov features and third party integrations 


(e.g. Gov Delivery email API) 
• Run and document required VA security scans and perform all required remediation and 


updates  
• Maintain CI/CD pipeline, including a framework for pre-production review instances 


(currently DevShop), in collaboration with the VSP team 
• Maintain the Drupal CMS and GraphQL Github repository and documentation 
• Provide documentation and support to VSP team during ATO documentation projects 


and reviews 
• Instrument and monitor the content API to assess performance and alert developers to 


performance issues and outages 
• Respond to incidents in real-time and prepare postmortem reports 


5.2.1.2 RELATIONSHIP TO VSP 
 
The Drupal Content API is integrated and depends upon the VSP. The Contractor must 
coordinate closely with the VSP team to maintain the Content API’s VSP integrations and 
dependencies but will not be held accountable for VSP-owned assets and/or processes.  
Specifically, the following VSP owned assets and processes are not in scope for this PWS: 


• VA Enterprise Cloud infrastructure and networking resources, including code-based 
definitions and processes 


• VA.gov continuous integration and continuous deployment pipeline for pre-production 
and production environments, including static site build processes 


• VA.gov ATO compliance activities, which includes the Content API 



https://github.com/department-of-veterans-affairs/va.gov-cms/blob/master/README.md
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• VA.gov developer tools, including automation, monitoring, and incident response tool 
chains 


• Developer access to pre-production and production environments 
• Any GitHub repositories associated with the above items 
• Any documentation associated with the above items 


5.2.1.3 AUTHORING EXPERIENCE 
 
The Contractor shall maintain and improve the global authoring experience provided to VA.gov 
authors in Drupal. The Contractor shall be responsible for all author-facing experiences, 
including but not limited to administrative screens (e.g. login), dashboards, the preview 
experience, and node display. Improvements to the Drupal authoring experience will be based on 
best practices and features developed in the Drupal community. All solutions will be tested with 
users in accordance with the Working Principles listed in Section 2 (above). Example tasks 
include: 


• Authoring experience improvements on content management screens specific to 
individual content types, nodes, or web products 


• Development of global features applicable to multiple Drupal authoring groups or 
products 


• Development of new editorial features and dashboards to improve the visual and 
functional Authoring experience 


• Creating Drupal-based reporting functionality for editors and business stakeholders 


5.2.1.4 GLOBAL CONTENT MODEL 
 


The Contractor shall maintain the global content model in Drupal and provide support for 
content governance in the CMS. The Contractor shall support teams developing new pages, 
tools, and content on VA.gov. Drupal is integral to the creation and maintenance of VA.gov, the 
contractor will coordinate with teams creating new features and making updates to existing 
content to ensure the content model reflects the product’s needs and use cases. The Contractor 
will be responsible for communicating with these teams to inform design decision making, 
implementation of new or existing content design patterns and ensuring best practices are 
followed in implementing structured content and Search Engine Optimization.  This team will 
support the implementation of new or updated products including providing revisions to global 
content types and management of re-usable content. Example tasks include: 


• Reviewing all third-party contributing CMS and GraphQL code for quality and 
architectural consistency  


• Reviewing all third-party contributing content model updates for consistency, scalability, 
and to identify gaps in the content model 


• Continuously updating the Drupal content model to support any new required content 
types 


• Maintaining content model documentation  
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5.2.2 SUPPORT THE AUTHORING COMMUNITY 
 
The Contractor shall provide user management, helpdesk, training, and documentation to support 
the VA.gov authoring community. The current Drupal authoring community at VA is limited to 
the products described in the Background section, about 40 authors. This community is 
anticipated to grow into the hundreds within the PoP of this PWS with an anticipated maximum 
size of 1000 authors. Support activities include but are not limited to: 
 


• Administering Content API access and governance including provisioning accounts, 
assigning users roles, and managing permissions 


• Providing author training and maintain training documentation 
• Providing Tiers 1, 2, and 3 helpdesk response, triage and support for issues specific to the 


Drupal Content API during normal national operating hours (8am – 8pm EST) 
• Maintaining the relationship with the VA Enterprise Service Desk (ESD) and knowledge 


management articles 
• Monitoring existing support and admin email boxes and respond to messages 
• Supporting editors during migration and content entry projects  
• Researching, designing, and developing workflows for VA user management and 


permission requests 


6.0  GENERAL REQUIREMENTS 
 


6.1 ENTERPRISE AND IT FRAMEWORK 
 


6.1.1 VA TECHNICAL REFERENCE MODEL 
 
The Contractor shall support the VA enterprise management framework.  In association with the 
framework, the Contractor shall comply with OI&T Technical Reference Model (VA TRM).  
VA TRM is one component within the overall Enterprise Architecture (EA) that establishes a 
common vocabulary and structure for describing the information technology used to develop, 
operate, and maintain enterprise applications.  Moreover, the VA TRM, which includes the 
Standards Profile and Product List, serves as a technology roadmap and tool for supporting 
OI&T.  Architecture & Engineering Services (AES) has overall responsibility for the VA TRM. 
 
6.1.2 FEDERAL IDENTITY, CREDENTIAL, AND ACCESS MANAGEMENT 


(FICAM)  
 
The Contractor shall ensure Commercial Off-The-Shelf (COTS) product(s), software 
configuration and customization, and/or new software are Personal Identity Verification (PIV) 
card-enabled by accepting HSPD-12 PIV credentials using VA Enterprise Technical Architecture 
(ETA), https://www.ea.oit.va.gov/EAOIT/VA_EA/Enterprise_Technical_Architecture.asp, and 
VA Identity and Access Management (IAM) approved enterprise design and integration patterns, 
http://www.techstrategies.oit.va.gov/enterprise_dp.asp. The Contractor shall ensure all 
Contractor delivered applications and systems comply with the VA Identity, Credential, and 
Access Management policies and guidelines set forth in the VA Handbook 6510 and align with 
the Federal Identity, Credential, and Access Management Roadmap and Implementation 
Guidance v2.0. 
 



https://www.ea.oit.va.gov/EAOIT/VA_EA/Enterprise_Technical_Architecture.asp

http://www.techstrategies.oit.va.gov/enterprise_dp.asp
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The Contractor shall ensure all Contractor delivered applications and systems provide user 
authentication services compliant with the National Institute of Standards and Technology 
(NIST) Special Publication (SP) 800-63-3, VA Handbook 6500 Appendix F, “VA System 
Security Controls”, and VA IAM enterprise requirements for direct, assertion based 
authentication, and/or trust based authentication, as determined by the design and integration 
patterns. Direct authentication at a minimum must include Public Key Infrastructure (PKI) based 
authentication supportive of PIV card and/or Common Access Card (CAC), as determined by the 
business need. 
 
The Contractor shall ensure all Contractor delivered applications and systems conform to the 
specific Identity and Access Management PIV requirements set forth in the Office of 
Management and Budget (OMB) Memoranda M-04-04, M-05-24, M-11-11, and NIST Federal 
Information Processing Standard (FIPS) 201-2. OMB Memoranda M-04-04, M-05-24, and M-
11-11 can be found at:  
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy04/m04-
04.pdf, 
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m0
5-24.pdf, and 
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf 
respectively. Contractor delivered applications and systems shall be on the FIPS 201-2 Approved 
Product List (APL). If the Contractor delivered application and system is not on the APL, the 
Contractor shall be responsible for taking the application and system through the FIPS 201 
Evaluation Program. 
 
The Contractor shall ensure all Contractor delivered applications and systems support: 


1. Automated provisioning and are able to use enterprise provisioning service. 
2. Interfacing with VA’s Master Veteran Index (MVI) to provision identity attributes, if the 


solution relies on VA user identities. MVI is the authoritative source for VA user identity 
data. 


3. The VA defined unique identity (Secure Identifier [SEC ID] / Integrated Control Number 
[ICN]). 


4. Multiple authenticators for a given identity and authenticators at every Authenticator 
Assurance Level (AAL) appropriate for the solution. 


5. Identity proofing for each Identity Assurance Level (IAL) appropriate for the solution. 
6. Federation for each Federation Assurance Level (FAL) appropriate for the solution, if 


applicable. 
7. Two-factor authentication (2FA) through an applicable design pattern as outlined in VA 


Enterprise Design Patterns. 
8. A Security Assertion Markup Language (SAML) implementation if the solution relies on 


assertion based authentication. Additional assertion implementations, besides the required 
SAML assertion, may be provided as long as they are compliant with NIST SP 800-63-3 
guidelines. 


9. Authentication/account binding based on trusted Hypertext Transfer Protocol (HTTP) 
headers if the solution relies on Trust based authentication. 


10. Role Based Access Control. 
11. Auditing and reporting capabilities. 
12. Compliance with VAIQ# 7712300 Mandate to meet PIV requirements for new and 


existing systems. https://www.voa.va.gov/DocumentView.aspx?DocumentID=4846 
 



https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy04/m04-04.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy04/m04-04.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-24.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-24.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf

https://www.voa.va.gov/DocumentView.aspx?DocumentID=4846
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The required Assurance Levels for this specific effort are Identity Assurance Level 3, 
Authenticator Assurance Level 3, and Federation Assurance Level 3. 
 
6.1.3 INTERNET PROTOCOL VERSION 6 (IPV6) 
 
The Contractor solution shall support the latest Internet Protocol Version 6 (IPv6) based upon the 
directives issued by the Office of Management and Budget (OMB) on August 2, 2005 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m
05-22.pdf) and September 28, 2010 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docs/transition-to-
ipv6.pdf).  IPv6 technology, in accordance with the USGv6 Profile, NIST Special Publication 
(SP) 500-267 (https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication500-267.pdf), 
the Technical Infrastructure for USGv6 Adoption (https://www.nist.gov/programs-
projects/usgv6-program),  and the NIST SP 800 series applicable compliance 
(https://csrc.nist.gov/publications/sp) shall be included in all IT infrastructures, application 
designs, application development, operational systems and sub-systems, and their integration.  In 
addition to the above requirements, all devices shall support native IPv6 and/or dual stack (IPv6 / 
IPv4) connectivity without additional memory or other resources being provided by the 
Government, so that they can function in a mixed environment.  All public/external facing 
servers and services (e.g. web, email, DNS, ISP services, etc.) shall support native IPv6 and/or 
dual stack (IPv6/ IPv4) users and all internal infrastructure and applications shall communicate 
using native IPv6 and/or dual stack (IPv6/ IPv4) operations.  Guidance and support of improved 
methodologies which ensure interoperability with legacy protocol and services in dual stack 
solutions, in addition to OMB/VA memoranda, can be found at: 
https://www.voa.va.gov/documentlistpublic.aspx?NodeID=282. 
 
6.1.4 TRUSTED INTERNET CONNECTION (TIC) 


 
The Contractor solution shall meet the requirements outlined in Office of Management and 
Budget Memorandum M08-05 mandating Trusted Internet Connections (TIC) 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m
08-05.pdf), M08-23 mandating Domain Name System Security (NSSEC) 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m
08-23.pdf), and shall comply with the Trusted Internet Connections (TIC) Reference 
Architecture Document, Version 2.0 
https://www.dhs.gov/sites/default/files/publications/TIC_Ref_Arch_v2.2_2017.pdf. 
 
6.1.5 STANDARD COMPUTER CONFIGURATION 
 
The Contractor IT end user solution that is developed for use on standard VA computers shall be 
compatible with and be supported on the standard VA operating system, currently Windows 7 
(64bit), Internet Explorer 11 and Office 365 ProPlus.  In preparation for the future VA standard 
configuration update, end user solutions shall also be compatible with Windows 10.  However, 
Windows 10 is not the VA standard yet and is currently approved for limited use during its 
rollout.  We are in-process of this rollout and making Windows 10 the standard for OI&T. Upon 
the release approval of Windows 10 as the VA standard, Windows 10 will supersede Windows 7 
respectively.  Applications delivered to the VA and intended to be deployed to Windows 7 
workstations shall be delivered as a signed .msi package with switches for silent and unattended 



https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-22.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-22.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docs/transition-to-ipv6.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docs/transition-to-ipv6.pdf

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication500-267.pdf

https://www.nist.gov/programs-projects/usgv6-program

https://www.nist.gov/programs-projects/usgv6-program

https://csrc.nist.gov/publications/sp

https://www.voa.va.gov/documentlistpublic.aspx?NodeID=282

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-05.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-05.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-23.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-23.pdf
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installation and updates shall be delivered in signed .msp file formats for easy deployment using 
System Center Configuration Manager (SCCM) VA’s current desktop application deployment 
tool.  Signing of the software code shall be through a vendor provided certificate that is trusted 
by the VA using a code signing authority such as Verizon/Cybertrust or 
Symantec/VeriSign.  The Contractor shall also ensure and certify that their solution functions as 
expected when used from a standard VA computer, with non-admin, standard user rights that 
have been configured using the United States Government Configuration Baseline (USGCB) and 
Defense Information Systems Agency (DISA) Secure Technical Implementation Guide (STIG) 
specific to the particular client operating system being used. 
 
6.1.6 AUTHORITATIVE DATA SOURCES 
 
The VA Enterprise Architecture Repository (VEAR) is one component within the overall 
Enterprise Architecture (EA) that establishes the common framework for data taxonomy for 
describing the data architecture used to develop, operate, and maintain enterprise applications.  
The Contractor shall comply with the department’s Authoritative Data Source (ADS) 
requirement that VA systems, services, and processes throughout the enterprise shall access VA 
data solely through official VA ADSs where applicable, see below.  The Information Classes 
which compose each ADS are located in the VEAR, in the Data & Information domain.   The 
Contractor shall ensure that all delivered applications and system solutions support:  


1. Interfacing with VA’s Master Veteran Index (MVI) to provision identity attributes, if the 
solution relies on VA user identities.  MVI is the authoritative source for VA user identity 
data. 


2. Interfacing with Capital Asset Inventory (CAI) to conduct real property record 
management actions, if the solution relies on real property records data.  CAI is the 
authoritative source for VA real property record management data.  


3. Interfacing with electronic Contract Management System (eCMS) for access to contract, 
contract line item, purchase requisition, offering vendor and vendor, and solicitation 
information above the micro-purchase threshold, if the solution relies on procurement 
data.  ECMS is the authoritative source for VA procurement actions data.  


4. Interfacing with HRSmart Human Resources Information System to conduct personnel 
action processing, on-boarding, benefits management, and compensation management, if 
the solution relies on personnel data.  HRSmart is the authoritative source for VA 
personnel information data. 


5. Interfacing with Vet360 to access personal contact information, if the solution relies on 
VA Veteran personal contact information data.  Vet360 is the authoritative source for VA 
Veteran Personal Contact Data. 


6. Interfacing with VA/Department of Defense (DoD) Identity Repository (VADIR) for 
determining eligibility for VA benefits under Title 38, if the solution relies on qualifying 
active duty military service data.  VADIR is the authoritative source for Qualifying 
Active Duty military service in the VA. 


 
6.2 SECURITY AND PRIVACY REQUIREMENTS 


 
It has been determined that protected health information may be disclosed or accessed and a 
signed Business Associate Agreement (BAA) shall be required.  The Contractor shall adhere to 
the requirements set forth within the BAA, referenced in Section D of the contract, and shall 
comply with VA Directive 6066. 
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6.2.1 POSITION/TASK RISK DESIGNATION LEVEL(S) 
 
In accordance with VA Handbook 0710, Personnel Security and Suitability Program, the position 
sensitivity and the level of background investigation commensurate with the required level of 
access for the following tasks within the PWS are: 
 


Position Sensitivity and Background Investigation Requirements by Task 
Task Number Tier1 / Low Risk Tier 2 / Moderate 


Risk 
Tier 4 / High Risk 


5.1    
5.2    


 
The Tasks identified above and the resulting Position Sensitivity and Background Investigation 
requirements identify, in effect, the Background Investigation requirements for Contractor 
individuals, based upon the tasks the particular Contractor individual will be working.  The 
submitted Contractor Staff Roster must indicate the required Background Investigation Level for 
each Contractor individual based upon the tasks the Contractor individual will be working, in 
accordance with their submitted proposal. 
 
6.2.2 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 
 


Contractor Responsibilities:  
a. The Contractor shall prescreen all personnel requiring access to the computer systems 


to ensure they maintain the appropriate Background Investigation, and are able to 
read, write, speak and understand the English language. 


b. Within 3 business days after award, the Contractor shall provide a roster of 
Contractor and Subcontractor employees to the COR to begin their background 
investigations in accordance with the PAL template artifact.  The Contractor Staff 
Roster shall contain the Contractor’s Full Name, Date of Birth, Place of Birth, 
individual background investigation level requirement (based upon Section 6.2 
Tasks), etc.  The Contractor shall submit full Social Security Numbers either within 
the Contractor Staff Roster or under separate cover to the COR.  The Contractor Staff 
Roster shall be updated and provided to VA within 1 day of any changes in employee 
status, training certification completion status, Background Investigation level status, 
additions/removal of employees, etc. throughout the Period of Performance.  The 
Contractor Staff Roster shall remain a historical document indicating all past 
information and the Contractor shall indicate in the Comment field, employees no 
longer supporting this contract.  The preferred method to send the Contractor Staff 
Roster or Social Security Number is by encrypted e-mail. If unable to send encrypted 
e-mail, other methods which comply with FIPS 140-2 are to encrypt the file, use a 
secure fax, or use a traceable mail service. 


c. The Contractor should coordinate with the location of the nearest VA fingerprinting 
office through the COR.  Only electronic fingerprints are authorized.  The Contractor 
shall bring their completed Security and Investigations Center (SIC) Fingerprint 
request form with them (see paragraph d.4. below) when getting fingerprints taken. 


d. The Contractor shall ensure the following required forms are submitted to the COR 
within 5 days after contract award: 


1) Optional Form 306 
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2) Self-Certification of Continuous Service 
3) VA Form 0710  
4) Completed SIC Fingerprint Request Form 


e. The Contractor personnel shall submit all required information related to their 
background investigations (completion of the investigation documents (SF85, SF85P, 
or SF 86) utilizing the Office of Personnel Management’s (OPM) Electronic 
Questionnaire for Investigations Processing (e-QIP) after receiving an email 
notification from the Security and Investigation Center (SIC).  


f. The Contractor employee shall certify and release the e-QIP document, print and sign 
the signature pages, and send them encrypted to the COR for electronic submission to 
the SIC.  These documents shall be submitted to the COR within 3 business days of 
receipt of the e-QIP notification email.  (Note:  OPM is moving towards a “click to 
sign” process.  If click to sign is used, the Contractor employee should notify the 
COR within 3 business days that documents were signed via e-QIP). 


g. The Contractor shall be responsible for the actions of all personnel provided to work 
for VA under this contract.  In the event that damages arise from work performed by 
Contractor provided personnel, under the auspices of this contract, the Contractor 
shall be responsible for all resources necessary to remedy the incident. 


h. A Contractor may be granted unescorted access to VA facilities and/or access to VA 
Information Technology resources (network and/or protected data) with a favorably 
adjudicated Special Agreement Check (SAC), completed training delineated in VA 
Handbook 6500.6 (Appendix C, Section 9), signed “Contractor Rules of Behavior”, 
and with a valid, operational PIV credential for PIV-only logical access to VA’s 
network.  A PIV card credential can be issued once your SAC has been favorably 
adjudicated and your background investigation has been scheduled by OPM.  
However, the Contractor will be responsible for the actions of the Contractor 
personnel they provide to perform work for VA.  The investigative history for 
Contractor personnel working under this contract must be maintained in the database 
of OPM. 


i. The Contractor, when notified of an unfavorably adjudicated background 
investigation on a Contractor employee as determined by the Government, shall 
withdraw the employee from consideration in working under the contract. 


j. Failure to comply with the Contractor personnel security investigative requirements 
may result in loss of physical and/or logical access to VA facilities and systems by 
Contractor and Subcontractor employees and/or termination of the contract for 
default. 


k. Identity Credential Holders must follow all HSPD-12 policies and procedures as well 
as use and protect their assigned identity credentials in accordance with VA policies 
and procedures, displaying their badges at all times, and returning the identity 
credentials upon termination of their relationship with VA. 


 
Deliverable: 


A. Contractor Staff Roster 
 
6.3 METHOD AND DISTRIBUTION OF DELIVERABLES 


 
The Contractor shall deliver documentation in electronic format, unless otherwise directed in 
Section B of the solicitation/contract. Acceptable electronic media include: MS Word 
2000/2003/2007/2010, MS Excel 2000/2003/2007/2010, MS PowerPoint 2000/2003/2007/2010, 
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MS Project 2000/2003/2007/2010, MS Access 2000/2003/2007/2010, MS Visio 
2000/2002/2003/2007/2010, AutoCAD 2002/2004/2007/2010, and Adobe Postscript Data 
Format (PDF). 
 
   
6.4  PERFORMANCE METRICS 


 
The table below defines the general Performance Standards and Acceptable Levels of 
Performance associated with this effort.  
 
Performance Objective Performance Standard Acceptable Levels of 


Performance 
A. Technical / 


Quality of 
Product or 
Service 


1. Demonstrates understanding 
of requirements 


2. Efficient and effective in 
meeting requirements  


3. Meets technical needs and 
mission requirements 


4. Provides quality 
services/products 


Satisfactory or higher 


B. Project 
Milestones and 
Schedule 


1. Established milestones and 
project dates are met 


2. Products completed, 
reviewed, delivered in 
accordance with the 
established schedule 


3. Notifies customer in 
advance of potential 
problems 


Satisfactory or higher 


C. Cost & Staffing 1. Currency of expertise and 
staffing levels appropriate 


2. Personnel possess necessary 
knowledge, skills and 
abilities to perform tasks 


Satisfactory or higher 


D. Management 1. Integration and coordination 
of all activities to execute 
effort 


Satisfactory or higher 


 
The COR will utilize a Quality Assurance Surveillance Plan (QASP) throughout the life of the 
contract to ensure that the Contractor is performing the services required by this PWS in an 
acceptable level of performance.  The Government reserves the right to alter or change the 
surveillance methods in the QASP at its own discretion. A Performance Based Service 
Assessment will be used by the COR in accordance with the QASP to assess Contractor 
performance.   
 
    
6.5 FACILITY/RESOURCE PROVISIONS  
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The Government will provide office space, telephone service and system access when authorized 
contract staff work at a Government location as required in order to accomplish the Tasks 
associated with this PWS.  All procedural guides, reference materials, and program 
documentation for the project and other Government applications will also be provided on an as-
needed basis. 
 
The Contractor shall request other Government documentation deemed pertinent to the work 
accomplishment directly from the Government officials with whom the Contractor has contact.  
The Contractor shall consider the COR as the final source for needed Government 
documentation when the Contractor fails to secure the documents by other means.  The 
Contractor is expected to use common knowledge and resourcefulness in securing all other 
reference materials, standard industry publications, and related materials that are pertinent to the 
work. 
 
VA may provide remote access to VA specific systems/network in accordance with VA 
Handbook 6500, which requires the use of a VA approved method to connect external 
equipment/systems to VA’s network.  Citrix Access Gateway (CAG) is the current and only VA 
approved method for remote access users when using or manipulating VA information for 
official VA Business.  VA permits CAG remote access through approved Personally Owned 
Equipment (POE) and Other Equipment (OE) provided the equipment meets all applicable 6500 
Handbook requirements for POE/OE.  All of the security controls required for Government 
furnished equipment (GFE) must be utilized in approved POE or OE.   The Contractor shall 
provide proof to the COR for review and approval that their POE or OE meets the VA Handbook 
6500 requirements  and VA Handbook 6500.6 Appendix C,  herein incorporated as Addendum 
B, before use. CAG authorized users shall not be permitted to copy, print or save any VA 
information accessed via CAG at any time.  VA prohibits remote access to VA’s network from 
non-North Atlantic Treaty Organization (NATO) countries.   The exception to this are countries 
where VA has approved operations established (e.g. Philippines and South Korea).  Exceptions 
are determined by the COR in coordination with the Information Security Officer (ISO) and 
Privacy Officer (PO). 
 
This remote access may provide access to VA specific software such as Veterans Health 
Information System and Technology Architecture (VistA), ClearQuest, PAL, Primavera, and 
Remedy, including appropriate seat management and user licenses, depending upon the level of 
access granted.  The Contractor shall utilize government-provided software development and test 
accounts, document and requirements repositories, etc. as required for the development, storage, 
maintenance and delivery of products within the scope of this effort.  The Contractor shall not 
transmit, store or otherwise maintain sensitive data or products in Contractor systems (or media) 
within the VA firewall IAW VA Handbook 6500.6 dated March 12, 2010.  All VA sensitive 
information shall be protected at all times in accordance with VA Handbook 6500, local security 
field office System Security Plans (SSP’s) and ATO’s for all systems/LAN’s accessed while 
performing the tasks detailed in this PWS.  The Contractor shall ensure all work is performed in 
countries deemed not to pose a significant security risk.  For detailed Security and Privacy 
Requirements (additional requirements of the contract consolidated into an addendum for easy 
reference) refer to  
ADDENDUM A – ADDITIONAL VA REQUIREMENTS, CONSOLIDATED and 
ADDENDUM B - VA INFORMATION AND INFORMATION SYSTEM 
SECURITY/PRIVACY LANGUAGE. 
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6.6 GOVERNMENT FURNISHED PROPERTY 
 
The Government has multiple remote access solutions available to include Citrix Access 
Gateway (CAG), Site-to-Site Virtual Private Network (VPN), and RESCUE VPN.  
 
The Government’s issuance of Government Furnished Equipment (GFE) is limited to Contractor 
personnel requiring direct access to the network to: development environments; install, configure 
and run Technical Reference Model (TRM) approved software and tools (e.g., Oracle, Fortify, 
Eclipse, SoapUI, WebLogic, LoadRunner); upload/download/ manipulate code, run scripts, and 
apply patches; configure and change system settings; check logs, troubleshoot/debug, and 
test/QA. 
 
When necessary, the Government will furnish laptops, for use by the Contractor to access VA 
networks, systems, or applications to meet the requirements of this PWS. The overarching goal is 
to determine the most cost-effective approach to providing needed access to the VA environment 
coupled with the need to ensure proper Change Management principles are followed. Contractor 
personnel shall adhere to all VA system access requirements for on-site and remote users in 
accordance with VA standards, local security regulations, policies and rules of behavior. GFE 
shall be approved by the COR and Program Manager on a case-by-case basis prior to issuance.  
 
Based upon the Government assessment of remote access solutions and requirements of this TO, 
the Government estimates that the following GFE will be required by this effort: 
 


1. 4 laptops  
 
The Government will not provide IT accessories including but not limited to Mobile Wi-Fi 
hotspots/wireless access points, additional or specialized keyboards or mice, laptop bags, extra 
charging cables, extra Personal Identity Verification card readers, peripheral devices, or 
additional Random Access Memory (RAM). The Contractor is responsible for providing these 
types of IT accessories in support of this effort as necessary and any VA installation required for 
these IT accessories shall be coordinated with the COR. 
 
Additionally, the Contractor shall provide a status of all reportable GFE as part of the Monthly 
Status Report as required by PWS paragraph 5.1.  For purposes of this report, reportable GFE 
includes equipment that is furnished by the Government as tangible “personal” property which 
the Contractor takes possession of, physically leaves a Government facility, and needs to be 
returned the end of Contractor performance.  The following information shall be provided for 
each piece of GFE: 


1. Name of contractor employee assigned to the GFE 
2. Type of Equipment (Make and Model) 
3. Tracking Number/Serial Number 
4. VA Bar Code 
5. Location 
6. Value 
7. Total Value of Equipment 
8. Anticipated Transfer Date to Government 
9. Anticipated Transfer Location 
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6.7 APPLICABLE DOCUMENTS 
 
In the performance of the tasks associated with this PWS, the Contractor shall comply with the 
following Applicable Documents: 


1. “Federal Information Security Modernization Act of 2014”  
2. Federal Information Processing Standards (FIPS) Publication 140-2, “Security 


Requirements For Cryptographic Modules”  
3. FIPS Pub 199. Standards for Security Categorization of Federal Information  


and Information Systems, February 2004  
4. FIPS Pub 200, Minimum Security Requirements for Federal Information and  


Information Systems, March 2016  
5. FIPS Pub 2012, “Personal Identity Verification of Federal Employees and 


Contractors,” August 2013  
6. VA Directive and Handbook 6102, “Internet/Intranet Services,” July15, 2008  
7. 36 C.F.R. Part 1194 “Electronic and Information Technology Accessibility 


Standards,” July 1, 2003  
8. VA Directive 6500, “Managing Information Security Risk: VA Information Security 


Program,” September 20, 2012  
9. VA Handbook 6500, “Risk Management Framework for VA Information Systems – 


Tier 3: VA Information Security Program,” March 10, 2015  
10. 10.VA Handbook 6500.3, “Assessment, Authorization, And Continuous Monitoring 


Of VA Information Systems,” February 3, 2014  
11. VA Handbook 6500.5, “Incorporating Security and Privacy in System Development 


Lifecycle”, March 22, 2010  
12. One-VA Technical Reference Model (TRM) (reference at 


https://www.va.gov/trm/TRMHomePage.aspx)  
13. Federal Identity, Credential, and Access Management (FICAM) Roadmap and 


Implementation Guidance, December 2, 2011  
14. Trusted Internet Connections (TIC) Reference Architecture Document, Version 2.0, 


Federal Interagency Technical Reference Architectures, Department of Homeland 
Security, October 1, 2013, https://s3.amazonaws.com/sitesusa/wp- 
content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf  


15. OMB Memorandum M-08-05, “Implementation of Trusted Internet Connections 
(TIC), November 20, 2007  


16. Office of Information Security (OIS) VAIQ #7424808 Memorandum, “Remote 
Access”,  January 15, 2014, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


17. VA Memorandum, “Implementation of Federal Personal Identity Verification (PIV) 
Credentials for Federal and Contractor Access to VA IT Systems”, (VAIQ# 7614373) 
July 9, 2015, https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


18. VA Memorandum “Mandatory Use of PIV Multifactor Authentication to VA 
Information System” (VAIQ# 7613595), June 30, 2015, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


19. VA Memorandum “Mandatory Use of PIV Multifactor Authentication for Users with 
Elevated Privileges” (VAIQ# 7613597), June 30, 2015; 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


20. VA Memorandum “Use of Personal Email (VAIQ #7581492)”, April 24, 2015, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  
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21. VA Memorandum “Updated VA Information Security Rules of Behavior (VAIQ 
#7823189)”, September, 15, 2017, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28  


22. Experience with incorporating and using open source technologies 
(https://sourcecode.cio.gov/OSS/).  


23. The Agile Manifesto (http://www.agilemanifesto.org/) 
24. The U.S. Digital Services Playbook (https://playbook.cio.gov/) 


ADDENDUM A – ADDITIONAL VA REQUIREMENTS, CONSOLIDATED 


A1.0 Cyber and Information Security Requirements for VA IT Services 
The Contractor shall ensure adequate LAN/Internet, data, information, and system security in 
accordance with VA standard operating procedures and standard PWS language, conditions, 
laws, and regulations.  The Contractor’s firewall and web server shall meet or exceed VA 
minimum requirements for security.  All VA data shall be protected behind an approved 
firewall.  Any security violations or attempted violations shall be reported to the VA Program 
Manager and VA Information Security Officer as soon as possible.  The Contractor shall follow 
all applicable VA policies and procedures governing information security, especially those that 
pertain to certification and accreditation. 
 
Contractor supplied equipment, PCs of all types, equipment with hard drives, etc. for contract 
services must meet all security requirements that apply to Government Furnished Equipment 
(GFE) and Government Owned Equipment (GOE).  Security Requirements include:  a) VA 
Approved Encryption Software must be installed on all laptops or mobile devices before placed 
into operation, b) Bluetooth equipped devices are prohibited within VA; Bluetooth must be 
permanently disabled or removed from the device, unless the connection uses FIPS 140-2 (or its 
successor) validated encryption, c) VA approved anti-virus and firewall software, d) Equipment 
must meet all VA sanitization requirements and procedures before disposal.  The COR, CO, the 
PM, and the Information Security Officer (ISO) must be notified and verify all security 
requirements have been adhered to. 
 
Each documented initiative under this contract incorporates VA Handbook 6500.6, “Contract 
Security,” March 12, 2010 by reference as though fully set forth therein.  The VA Handbook 
6500.6, “Contract Security” shall also be included in every related agreement, contract or 
order.  The VA Handbook 6500.6, Appendix C, is included in this document as Addendum B. 
 
Training requirements:  The Contractor shall complete all mandatory training courses on the 
current VA training site, the VA Talent Management System (TMS) 2.0, and will be tracked 
therein.  The TMS 2.0 may be accessed at https://www.tms.va.gov/SecureAuth35/ 
. If you do not have a TMS 2.0 profile, go to  


https://www.tms.va.gov/SecureAuth35/ 
 and click on the “Create New User” link on the TMS 2.0 to gain access. 
 
Contractor employees shall complete a VA Systems Access Agreement if they are provided 
access privileges as an authorized user of the computer system of VA. 


A2.0 VA Enterprise Architecture Compliance 



http://www.agilemanifesto.org/

https://playbook.cio.gov/

https://www.tms.va.gov/SecureAuth35/

https://www.tms.va.gov/SecureAuth35/
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The applications, supplies, and services furnished under this contract must comply with VA 
Enterprise Architecture (EA), available at http://www.ea.oit.va.gov/index.asp in force at the time 
of issuance of this contract, including the Program Management Plan and VA's rules, standards, 
and guidelines in the Technical Reference Model/Standards Profile (TRMSP).  VA reserves the 
right to assess contract deliverables for EA compliance prior to acceptance. 
 


A2.1. VA Internet and Intranet Standards 
 


The Contractor shall adhere to and comply with VA Directive 6102 and VA Handbook 6102, 
Internet/Intranet Services, including applicable amendments and changes, if the Contractor’s 
work includes managing, maintaining, establishing and presenting information on VA’s 
Internet/Intranet Service Sites.  This pertains, but is not limited to: creating announcements; 
collecting information; databases to be accessed, graphics and links to external sites.  
 
Internet/Intranet Services Directive 6102 is posted at (copy and paste the following URL to 
browser):  https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=409&FType=2 
 
Internet/Intranet Services Handbook 6102 is posted at (copy and paste following URL to 
browser):  https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=410&FType=2 
 


A3.0 Notice of the Federal Accessibility Law Affecting All Information and 
Communication Technology (ICT) Procurements (Section 508) 
 


On January 18, 2017, the Architectural and Transportation Barriers Compliance Board (Access 
Board) revised and updated, in a single rulemaking, standards for electronic and information 
technology developed, procured, maintained, or used by Federal agencies covered by Section 
508 of the Rehabilitation Act of 1973, as well as our guidelines for telecommunications 
equipment and customer premises equipment covered by Section 255 of the Communications 
Act of 1934. The revisions and updates to the Section 508-based standards and Section 255-
based guidelines are intended to ensure that information and communication technology (ICT) 
covered by the respective statutes is accessible to and usable by individuals with disabilities. 


 


A3.1. Section 508 – Information and Communication Technology (ICT) Standards 
 


The Section 508 standards established by the Access Board are incorporated into, and made part 
of all VA orders, solicitations and purchase orders developed to procure ICT.  These standards 
are found in their entirety at: https://www.access-board.gov/guidelines-and-
standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-
guidelines.  A printed copy of the standards will be supplied upon request.  


 



http://www.ea.oit.va.gov/index.asp

https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=409&FType=2

https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=410&FType=2

https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines

https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines

https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines
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Federal agencies must comply with the updated Section 508 Standards beginning on January 18, 
2018. The Final Rule as published in the Federal Register is available from the Access Board: 
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-
refresh/final-rule.  


 
The Contractor shall comply with “508 Chapter 2: Scoping Requirements” for all electronic ICT 
and content delivered under this contract. Specifically, as appropriate for the technology and its 
functionality, the Contractor shall comply with the technical standards marked here:  
 


 E205 Electronic Content – (Accessibility Standard -WCAG 2.0 Level A and AA 
Guidelines) 


 E204 Functional Performance Criteria 
 E206 Hardware Requirements 
 E207 Software Requirements 
 E208 Support Documentation and Services Requirements 


 


A3.2. Compatibility with Assistive Technology 
 


The standards do not require installation of specific accessibility-related software or attachment 
of an assistive technology device. Section 508 requires that ICT be compatible with such 
software and devices so that ICT can be accessible to and usable by individuals using assistive 
technology, including but not limited to screen readers, screen magnifiers, and speech 
recognition software. 


 


A3.3. Acceptance and Acceptance Testing 
 


Deliverables resulting from this solicitation will be accepted based in part on satisfaction of the 
Section 508 Chapter 2: Scoping Requirements standards identified above. 


The Government reserves the right to test for Section 508 Compliance before delivery.  The 
Contractor shall be able to demonstrate Section 508 Compliance upon delivery. 


A4.0 Physical Security & Safety Requirements: 
The Contractor and their personnel shall follow all VA policies, standard operating procedures, 
applicable laws and regulations while on VA property.  Violations of VA regulations and 
policies may result in citation and disciplinary measures for persons violating the law. 


1. The Contractor and their personnel shall wear visible identification at all times while 
they are on the premises. 



https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule

https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule





36C10B20Q0035 


Page 36 of 71 


2. VA does not provide parking spaces at the work site; the Contractor must obtain 
parking at the work site if needed.  It is the responsibility of the Contractor to park in 
the appropriate designated parking areas.  VA will not invalidate or make 
reimbursement for parking violations of the Contractor under any conditions. 


3. Smoking is prohibited inside/outside any building other than the designated smoking 
areas. 


4. Possession of weapons is prohibited. 
5. The Contractor shall obtain all necessary licenses and/or permits required to perform 


the work, with the exception of software licenses that need to be procured from a 
Contractor or vendor in accordance with the requirements document.  The 
Contractor shall take all reasonable precautions necessary to protect persons and 
property from injury or damage during the performance of this contract. 


A5.0 Confidentiality and Non-Disclosure 
The Contractor shall follow all VA rules and regulations regarding information security to 
prevent disclosure of sensitive information to unauthorized individuals or organizations. 
 
The Contractor may have access to Protected Health Information (PHI) and Electronic Protected 
Health Information (EPHI) that is subject to protection under the regulations issued by the 
Department of Health and Human Services, as mandated by the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA); 45 CFR Parts 160 and 164, Subparts A and E, the 
Standards for Privacy of Individually Identifiable Health Information (“Privacy Rule”); and 45 
CFR Parts 160 and 164, Subparts A and C, the Security Standard (“Security Rule”).  Pursuant to 
the Privacy and Security Rules, the Contractor must agree in writing to certain mandatory 
provisions regarding the use and disclosure of PHI and EPHI.   


1. The Contractor will have access to some privileged and confidential materials of 
VA.  These printed and electronic documents are for internal use only, are not to be 
copied or released without permission, and remain the sole property of VA.  Some of 
these materials are protected by the Privacy Act of 1974 (revised by PL 93-5791) 
and Title 38.  Unauthorized disclosure of Privacy Act or Title 38 covered materials 
is a criminal offense. 


2. The VA CO will be the sole authorized official to release in writing, any data, draft 
deliverables, final deliverables, or any other written or printed materials pertaining to 
this contract. The Contractor shall release no information.  Any request for 
information relating to this contract presented to the Contractor shall be submitted to 
the VA CO for response. 


3. Contractor personnel recognize that in the performance of this effort, Contractor 
personnel may receive or have access to sensitive information, including information 
provided on a proprietary basis by carriers, equipment manufacturers and other 
private or public entities.  Contractor personnel agree to safeguard such information 
and use the information exclusively in the performance of this contract.  Contractor 
shall follow all VA rules and regulations regarding information security to prevent 
disclosure of sensitive information to unauthorized individuals or organizations as 
enumerated in this section and elsewhere in this Contract and its subparts and 
appendices. 


4. Contractor shall limit access to the minimum number of personnel necessary for 
contract performance for all information considered sensitive or proprietary in 
nature.  If the Contractor is uncertain of the sensitivity of any information obtained 
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during the performance this contract, the Contractor has a responsibility to ask the 
VA CO. 


5. Contractor shall train all of their employees involved in the performance of this 
contract on their roles and responsibilities for proper handling and nondisclosure of 
sensitive VA or proprietary information.  Contractor personnel shall not engage in 
any other action, venture or employment wherein sensitive information shall be used 
for the profit of any party other than those furnishing the information. The sensitive 
information transferred, generated, transmitted, or stored herein is for VA benefit 
and ownership alone.  


6. Contractor shall maintain physical security at all facilities housing the activities 
performed under this contract, including any Contractor facilities according to VA-
approved guidelines and directives.  The Contractor shall ensure that security 
procedures are defined and enforced to ensure all personnel who are provided access 
to patient data must comply with published procedures to protect the privacy and 
confidentiality of such information as required by VA. 


7. Contractor must adhere to the following: 
a. The use of “thumb drives” or any other medium for transport of information 


is expressly prohibited. 
b. Controlled access to system and security software and documentation. 
c. Recording, monitoring, and control of passwords and privileges. 
d. All terminated personnel are denied physical and electronic access to all 


data, program listings, data processing equipment and systems. 
e. VA, as well as any Contractor (or Subcontractor) systems used to support 


development, provide the capability to cancel immediately all access 
privileges and authorizations upon employee termination. 


f. Contractor PM and VA PM are informed within twenty-four (24) hours of 
any employee termination. 


g. Acquisition sensitive information shall be marked "Acquisition Sensitive" 
and shall be handled as "For Official Use Only (FOUO)". 


h. Contractor does not require access to classified data. 
8. Regulatory standard of conduct governs all personnel directly and indirectly 


involved in procurements.  All personnel engaged in procurement and related 
activities shall conduct business in a manner above reproach and, except as 
authorized by statute or regulation, with complete impartiality and with preferential 
treatment for none.  The general rule is to strictly avoid any conflict of interest or 
even the appearance of a conflict of interest in VA/Contractor relationships. 


9. VA Form 0752 shall be completed by all Contractor employees working on this 
contract, and shall be provided to the CO before any work is performed.  In the case 
that Contractor personnel are replaced in the future, their replacements shall 
complete VA Form 0752 prior to beginning work. 


 


A6.0 OEM HARDWARE REQUIREMENTS 
 
The Contractor shall ensure that information technology products are procured and/or services 
are performed with products that are new equipment and new parts for the required services 
described herein; no used, refurbished, or remanufactured equipment or parts shall be provided 
under any circumstances.  Absolutely no “Gray Market Goods” or “Counterfeit Electronic Parts” 
shall be provided.  Gray market goods are defined as genuine branded goods intentionally or 
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unintentionally sold outside of an authorized sales-territory or by non-authorized dealers in an 
authorized territory.  All equipment shall be accompanied by the original equipment 
manufacturer’s (OEM’s) warranty.  Counterfeit electronic parts are defined as unlawful or 
unauthorized reproduction, substitution, or alteration that has been knowingly mismarked, 
misidentified, or otherwise misrepresented to be an authentic, unmodified electronic part from 
the original manufacturer, or a source with the express written authority of the original 
manufacturer or current design activity, including an authorized aftermarket manufacturer.  
Unlawful or unauthorized substitution includes used electronic parts represented as new, or the 
false identification of grade, serial number, lot number, date code, or performance 
characteristics.   
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ADDENDUM B – VA INFORMATION AND INFORMATION SYSTEM 
SECURITY/PRIVACY LANGUAGE 


 
APPLICABLE PARAGRAPHS TAILORED FROM: THE VA INFORMATION AND 
INFORMATION SYSTEM SECURITY/PRIVACY LANGUAGE, VA HANDBOOK 6500.6, 
APPENDIX C, MARCH 12, 2010 


 


B1. GENERAL 
 
Contractors, Contractor personnel, Subcontractors, and Subcontractor personnel shall be subject 
to the same Federal laws, regulations, standards, and VA Directives and Handbooks as VA and 
VA personnel regarding information and information system security. 
 
B2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS 
 


a. A Contractor/Subcontractor shall request logical (technical) or physical access to VA 
information and VA information systems for their employees, Subcontractors, and affiliates only 
to the extent necessary to perform the services specified in the contract, agreement, or task order. 
 


b. All Contractors, Subcontractors, and third-party servicers and associates working with 
VA information are subject to the same investigative requirements as those of VA appointees or 
employees who have access to the same types of information. The level and process of 
background security investigations for Contractors must be in accordance with VA Directive and 
Handbook 0710, Personnel Suitability and Security Program. The Office for Operations, 
Security, and Preparedness is responsible for these policies and procedures. 
 


c. Contract personnel who require access to national security programs must have a valid 
security clearance. National Industrial Security Program (NISP) was established by Executive 
Order 12829 to ensure that cleared U.S. defense industry contract personnel safeguard the 
classified information in their possession while performing work on contracts, programs, bids, or 
research and development efforts. The Department of Veterans Affairs does not have a 
Memorandum of Agreement with Defense Security Service (DSS). Verification of a Security 
Clearance must be processed through the Special Security Officer located in the Planning and 
National Security Service within the Office of Operations, Security, and Preparedness. 
 


d. Custom software development and outsourced operations must be located in the U.S. to 
the maximum extent practical. If such services are proposed to be performed abroad and are not 
disallowed by other VA policy or mandates (e.g. Business Associate Agreement, Section 3G), 
the Contractor/Subcontractor must state where all non-U.S. services are provided and detail a 
security plan, deemed to be acceptable by VA, specifically to address mitigation of the resulting 
problems of communication, control, data protection, and so forth. Location within the U.S. may 
be an evaluation factor.  
 


e. The Contractor or Subcontractor must notify the CO immediately when an employee 
working on a VA system or with access to VA information is reassigned or leaves the Contractor 
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or Subcontractor’s employ. The CO must also be notified immediately by the Contractor or 
Subcontractor prior to an unfriendly termination. 
 
B3. VA INFORMATION CUSTODIAL LANGUAGE 
 


1. Information made available to the Contractor or Subcontractor by VA for the 
performance or administration of this contract or information developed by the 
Contractor/Subcontractor in performance or administration of the contract shall be used only for 
those purposes and shall not be used in any other way without the prior written agreement of VA. 
This clause expressly limits the Contractor/Subcontractor's rights to use data as described in 
Rights in Data - General, FAR 52.227-14(d) (1). 
 


2. VA information should not be co-mingled, if possible, with any other data on the 
Contractors/Subcontractor’s information systems or media storage systems in order to ensure VA 
requirements related to data protection and media sanitization can be met. If co-mingling must be 
allowed to meet the requirements of the business need, the Contractor must ensure that VA 
information is returned to VA or destroyed in accordance with VA’s sanitization requirements. 
VA reserves the right to conduct on site inspections of Contractor and Subcontractor IT 
resources to ensure data security controls, separation of data and job duties, and 
destruction/media sanitization procedures are in compliance with VA directive requirements. 
 


3. Prior to termination or completion of this contract, Contractor/Subcontractor must not 
destroy information received from VA, or gathered/created by the Contractor in the course of 
performing this contract without prior written approval by VA. Any data destruction done on 
behalf of VA by a Contractor/Subcontractor must be done in accordance with National Archives 
and Records Administration (NARA) requirements as outlined in VA Directive 6300, Records 
and Information Management and its Handbook 6300.1 Records Management Procedures, 
applicable VA Records Control Schedules, and VA Handbook 6500.1, Electronic Media 
Sanitization. Self-certification by the Contractor that the data destruction requirements above 
have been met must be sent to the VA CO within 30 days of termination of the contract. 
 


4. The Contractor/Subcontractor must receive, gather, store, back up, maintain, use, disclose 
and dispose of VA information only in compliance with the terms of the contract and applicable 
Federal and VA information confidentiality and security laws, regulations and policies. If 
Federal or VA information confidentiality and security laws, regulations and policies become 
applicable to VA information or information systems after execution of the contract, or if NIST 
issues or updates applicable FIPS or Special Publications (SP) after execution of this contract, 
the parties agree to negotiate in good faith to implement the information confidentiality and 
security laws, regulations and policies in this contract.  
 


5. The Contractor/Subcontractor shall not make copies of VA information except as 
authorized and necessary to perform the terms of the agreement or to preserve electronic 
information stored on Contractor/Subcontractor electronic storage media for restoration in case 
any electronic equipment or data used by the Contractor/Subcontractor needs to be restored to an 
operating state. If copies are made for restoration purposes, after the restoration is complete, the 
copies must be appropriately destroyed.  
 


6. If VA determines that the Contractor has violated any of the information confidentiality, 
privacy, and security provisions of the contract, it shall be sufficient grounds for VA to withhold 
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payment to the Contractor or third party or terminate the contract for default or terminate for 
cause under Federal Acquisition Regulation (FAR) part 12.  
 


7. If a VHA contract is terminated for cause, the associated Business Associate Agreement 
(BAA) must also be terminated and appropriate actions taken in accordance with VHA 
Handbook 1600.05, Business Associate Agreements. Absent an agreement to use or disclose 
protected health information, there is no business associate relationship.  
 


8. The Contractor/Subcontractor must store, transport, or transmit VA sensitive information 
in an encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2 
validated. 
 


9. The Contractor/Subcontractor’s firewall and Web services security controls, if applicable, 
shall meet or exceed VA minimum requirements. VA Configuration Guidelines are available 
upon request. 
 


10. Except for uses and disclosures of VA information authorized by this contract for 
performance of the contract, the Contractor/Subcontractor may use and disclose VA information 
only in two other situations: (i) in response to a qualifying order of a court of competent 
jurisdiction, or (ii) with VA prior written approval. The Contractor/Subcontractor must refer all 
requests for, demands for production of, or inquiries about, VA information and information 
systems to the VA CO for response. 
 


11. Notwithstanding the provision above, the Contractor/Subcontractor shall not release VA 
records protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records 
and/or Title 38 U.S.C. 7332, confidentiality of certain health records pertaining to drug 
addiction, sickle cell anemia, alcoholism or alcohol abuse, or infection with human 
immunodeficiency virus. If the Contractor/Subcontractor is in receipt of a court order or other 
requests for the above mentioned information, that Contractor/Subcontractor shall immediately 
refer such court orders or other requests to the VA CO for response. 
 


12. For service that involves the storage, generating, transmitting, or exchanging of VA 
sensitive information but does not require Assessment and Authorization (A&A) or a 
Memorandum of Understanding-Interconnection Security Agreement (MOU-ISA) for system 
interconnection, the Contractor/Subcontractor must complete a Contractor Security Control 
Assessment (CSCA) on a yearly basis and provide it to the COR. 
 
 
B4. INFORMATION SYSTEM DESIGN AND DEVELOPMENT 
 


1. Information systems that are designed or developed for or on behalf of VA at non-VA 
facilities shall comply with all VA directives developed in accordance with FISMA, HIPAA, 
NIST, and related VA security and privacy control requirements for Federal information 
systems. This includes standards for the protection of electronic PHI, outlined in 45 C.F.R. Part 
164, Subpart C, information and system security categorization level designations in accordance 
with FIPS 199 and FIPS 200 with implementation of all baseline security controls commensurate 
with the FIPS 199 system security categorization (reference VA Handbook 6500, Risk 
Management Framework for VA Information Systems – Tier 3: VA Information Security 
Program, and the TIC Reference Architecture). During the development cycle a Privacy Impact 
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Assessment (PIA) must be completed, provided to the COR, and approved by the VA Privacy 
Service in accordance with Directive 6508, Implementation of Privacy Threshold Analysis and 
Privacy Impact Assessment. 
 


2. The Contractor/Subcontractor shall certify to the COR that applications are fully 
functional and operate correctly as intended on systems using the VA Federal Desktop Core 
Configuration (FDCC), and the common security configuration guidelines provided by NIST or 
VA. This includes Internet Explorer 11 configured to operate on Windows 7 and future versions, 
as required. 
 


3. The standard installation, operation, maintenance, updating, and patching of software 
shall not alter the configuration settings from the VA approved and FDCC configuration. 
Information technology staff must also use the Windows Installer Service for installation to the 
default “program files” directory and silently install and uninstall. 
 


4. Applications designed for normal end users shall run in the standard user context without 
elevated system administration privileges. 
 


5. The security controls must be designed, developed, approved by VA, and implemented in 
accordance with the provisions of VA security system development life cycle as outlined in 
NIST Special Publication 800-37, Guide for Applying the Risk Management Framework to 
Federal Information Systems, VA Handbook 6500, Risk Management Framework for VA 
Information Systems – Tier 3:  VA Information Security Program and VA Handbook 6500.5, 
Incorporating Security and Privacy in System Development Lifecycle. 
 


6. The Contractor/Subcontractor is required to design, develop, or operate a System of 
Records Notice (SOR) on individuals to accomplish an agency function subject to the Privacy 
Act of 1974, (as amended), Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and 
applicable agency regulations. Violation of the Privacy Act may involve the imposition of 
criminal and civil penalties. 
 


7. The Contractor/Subcontractor agrees to: 
 


a. Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations 
issued under the Act in the design, development, or operation of any system of records on 
individuals to accomplish an agency function when the contract specifically identifies: 
 


i. The Systems of Records (SOR); and 
 


ii. The design, development, or operation work that the Contractor/Subcontractor is to 
perform; 


 
b. Include the Privacy Act notification contained in this contract in every solicitation and 


resulting subcontract and in every subcontract awarded without a solicitation, when the work 
statement in the proposed subcontract requires the redesign, development, or operation of a SOR 
on individuals that is subject to the Privacy Act; and 
 


c. Include this Privacy Act clause, including this subparagraph (c), in all subcontracts 
awarded under this contract which requires the design, development, or operation of such a SOR. 
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8. In the event of violations of the Act, a civil action may be brought against the agency 


involved when the violation concerns the design, development, or operation of a SOR on 
individuals to accomplish an agency function, and criminal penalties may be imposed upon the 
officers or employees of the agency when the violation concerns the operation of a SOR on 
individuals to accomplish an agency function. For purposes of the Act, when the contract is for 
the operation of a SOR on individuals to accomplish an agency function, the 
Contractor/Subcontractor is considered to be an employee of the agency. 
 


a. “Operation of a System of Records” means performance of any of the activities 
associated with maintaining the SOR, including the collection, use, maintenance, and 
dissemination of records. 
 


b. “Record” means any item, collection, or grouping of information about an individual that 
is maintained by an agency, including, but not limited to, education, financial transactions, 
medical history, and criminal or employment history and contains the person’s name, or 
identifying number, symbol, or any other identifying particular assigned to the individual, such 
as a fingerprint or voiceprint, or a photograph. 
 


c. “System of Records” means a group of any records under the control of any agency from 
which information is retrieved by the name of the individual or by some identifying number, 
symbol, or other identifying particular assigned to the individual. 
 


9. The vendor shall ensure the security of all procured or developed systems and 
technologies, including their subcomponents (hereinafter referred to as “Systems”), throughout 
the life of this contract and any extension, warranty, or maintenance periods. This includes, but is 
not limited to workarounds, patches, hot fixes, upgrades, and any physical components (hereafter 
referred to as Security Fixes) which may be necessary to fix all security vulnerabilities published 
or known to the vendor anywhere in the Systems, including Operating Systems and firmware. 
The vendor shall ensure that Security Fixes shall not negatively impact the Systems. 
 


10. The vendor shall notify VA within 24 hours of the discovery or disclosure of successful 
exploits of the vulnerability which can compromise the security of the Systems (including the 
confidentiality or integrity of its data and operations, or the availability of the system). Such 
issues shall be remediated as quickly as is practical, based on the severity of the incident.  
 


11. When the Security Fixes involve installing third party patches (such as Microsoft OS 
patches or Adobe Acrobat), the vendor will provide written notice to VA that the patch has been 
validated as not affecting the Systems within 10 working days. When the vendor is responsible 
for operations or maintenance of the Systems, they shall apply the Security Fixes based on the 
severity of the incident. 
 


12. All other vulnerabilities shall be remediated as specified in this paragraph in a timely 
manner based on risk, but within 60 days of discovery or disclosure. Exceptions to this paragraph 
(e.g. for the convenience of VA) shall only be granted with approval of the CO and the VA 
Assistant Secretary for Office of Information and Technology. 
 
B5. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE 
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a. For information systems that are hosted, operated, maintained, or used on behalf of VA at 


non-VA facilities, Contractors/Subcontractors are fully responsible and accountable for ensuring 
compliance with all HIPAA, Privacy Act, FISMA, NIST, FIPS, and VA security and privacy 
directives and handbooks. This includes conducting compliant risk assessments, routine 
vulnerability scanning, system patching and change management procedures, and the completion 
of an acceptable contingency plan for each system. The Contractor’s security control procedures 
must be equivalent, to those procedures used to secure VA systems. A Privacy Impact 
Assessment (PIA) must also be provided to the COR and approved by VA Privacy Service prior 
to operational approval. All external Internet connections to VA network involving VA 
information must be in accordance with the TIC Reference Architecture and reviewed and 
approved by VA prior to implementation.  For Cloud Services hosting, the Contractor shall also 
ensure compliance with the Federal Risk and Authorization Management Program (FedRAMP).  
 


b. Adequate security controls for collecting, processing, transmitting, and storing of 
Personally Identifiable Information (PII), as determined by the VA Privacy Service, must be in 
place, tested, and approved by VA prior to hosting, operation, maintenance, or use of the 
information system, or systems by or on behalf of VA. These security controls are to be assessed 
and stated within the PIA and if these controls are determined not to be in place, or inadequate, a 
Plan of Action and Milestones (POA&M) must be submitted and approved prior to the collection 
of PII. 
 


c. Outsourcing (Contractor facility, Contractor equipment or Contractor staff) of systems or 
network operations, telecommunications services, or other managed services requires A&A of 
the Contractor’s systems in accordance with VA Handbook 6500.3, Assessment, Authorization 
and Continuous Monitoring of VA Information Systems and/or the VA OCS Certification 
Program Office. Government-owned (Government facility or Government equipment) 
Contractor-operated systems, third party or business partner networks require memorandums of 
understanding and interconnection security agreements (MOU-ISA) which detail what data types 
are shared, who has access, and the appropriate level of security controls for all systems 
connected to VA networks. 
 


d. The Contractor/Subcontractor’s system must adhere to all FISMA, FIPS, and NIST 
standards related to the annual FISMA security controls assessment and review and update the 
PIA. Any deficiencies noted during this assessment must be provided to the VA CO and the ISO 
for entry into the VA POA&M management process. The Contractor/Subcontractor must use the 
VA POA&M process to document planned remedial actions to address any deficiencies in 
information security policies, procedures, and practices, and the completion of those activities. 
Security deficiencies must be corrected within the timeframes approved by the Government. 
Contractor/Subcontractor procedures are subject to periodic, unannounced assessments by VA 
officials, including the VA Office of Inspector General. The physical security aspects associated 
with Contractor/Subcontractor activities must also be subject to such assessments. If major 
changes to the system occur that may affect the privacy or security of the data or the system, the 
A&A of the system may need to be reviewed, retested and re-authorized per VA Handbook 
6500.3. This may require reviewing and updating all of the documentation (PIA, System Security 
Plan, and Contingency Plan). The Certification Program Office can provide guidance on whether 
a new A&A would be necessary. 
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e. The Contractor/Subcontractor must conduct an annual self assessment on all systems and 
outsourced services as required. Both hard copy and electronic copies of the assessment must be 
provided to the COR. The Government reserves the right to conduct such an assessment using 
Government personnel or another Contractor/Subcontractor. The Contractor/Subcontractor must 
take appropriate and timely action (this can be specified in the contract) to correct or mitigate 
any weaknesses discovered during such testing, generally at no additional cost. 
 


f. VA prohibits the installation and use of personally-owned or Contractor/Subcontractor 
owned equipment or software on the VA network. If non-VA owned equipment must be used to 
fulfill the requirements of a contract, it must be stated in the service agreement, SOW or 
contract. All of the security controls required for Government furnished equipment (GFE) must 
be utilized in approved other equipment (OE) and must be funded by the owner of the 
equipment. All remote systems must be equipped with, and use, a VA-approved antivirus (AV) 
software and a personal (host-based or enclave based) firewall that is configured with a VA 
approved configuration. Software must be kept current, including all critical updates and patches. 
Owners of approved OE are responsible for providing and maintaining the anti-viral software 
and the firewall on the non-VA owned OE. 
 


g. All electronic storage media used on non-VA leased or non-VA owned IT equipment that 
is used to store, process, or access VA information must be handled in adherence with VA 
Handbook 6500.1, Electronic Media Sanitization upon: (i) completion or termination of the 
contract or (ii) disposal or return of the IT equipment by the Contractor/Subcontractor or any 
person acting on behalf of the Contractor/Subcontractor, whichever is earlier. Media (hard 
drives, optical disks, CDs, back-up tapes, etc.) used by the Contractors/Subcontractors that 
contain VA information must be returned to VA for sanitization or destruction or the 
Contractor/Subcontractor must self-certify that the media has been disposed of per 6500.1 
requirements. This must be completed within 30 days of termination of the contract. 
 


h. Bio-Medical devices and other equipment or systems containing media (hard drives, 
optical disks, etc.) with VA sensitive information must not be returned to the vendor at the end of 
lease, for trade-in, or other purposes. The options are: 
 


1) Vendor must accept the system without the drive; 
 


2) VA’s initial medical device purchase includes a spare drive which must be installed in 
place of the original drive at time of turn-in; or 


 
3) VA must reimburse the company for media at a reasonable open market replacement cost 


at time of purchase. 
 


4) Due to the highly specialized and sometimes proprietary hardware and software associated 
with medical equipment/systems, if it is not possible for VA to retain the hard drive, then; 


 
a) The equipment vendor must have an existing BAA if the device being traded in has 
sensitive information stored on it and hard drive(s) from the system are being returned 
physically intact; and 


 
b) Any fixed hard drive on the device must be non-destructively sanitized to the greatest 
extent possible without negatively impacting system operation. Selective clearing down to 
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patient data folder level is recommended using VA approved and validated overwriting 
technologies/methods/tools. Applicable media sanitization specifications need to be 
preapproved and described in the purchase order or contract. 


 
c) A statement needs to be signed by the Director (System Owner) that states that the drive 
could not be removed and that (a) and (b) controls above are in place and completed. The ISO 
needs to maintain the documentation. 


 
B6. SECURITY INCIDENT INVESTIGATION 
 


a. The term “security incident” means an event that has, or could have, resulted in 
unauthorized access to, loss or damage to VA assets, or sensitive information, or an action that 
breaches VA security procedures. The Contractor/Subcontractor shall immediately notify the 
COR and simultaneously, the designated ISO and Privacy Officer for the contract of any known 
or suspected security/privacy incidents, or any unauthorized disclosure of sensitive information, 
including that contained in system(s) to which the Contractor/Subcontractor has access. 
 


b. To the extent known by the Contractor/Subcontractor, the Contractor/Subcontractor’s 
notice to VA shall identify the information involved, the circumstances surrounding the incident 
(including to whom, how, when, and where the VA information or assets were placed at risk or 
compromised), and any other information that the Contractor/Subcontractor considers relevant. 
 


c. With respect to unsecured protected health information, the business associate is deemed 
to have discovered a data breach when the business associate knew or should have known of a 
breach of such information. Upon discovery, the business associate must notify the covered 
entity of the breach. Notifications need to be made in accordance with the executed business 
associate agreement. 
 


d. In instances of theft or break-in or other criminal activity, the Contractor/Subcontractor 
must concurrently report the incident to the appropriate law enforcement entity (or entities) of 
jurisdiction, including the VA OIG and Security and Law Enforcement. The Contractor, its 
employees, and its Subcontractors and their employees shall cooperate with VA and any law 
enforcement authority responsible for the investigation and prosecution of any possible criminal 
law violation(s) associated with any incident. The Contractor/Subcontractor shall cooperate with 
VA in any civil litigation to recover VA information, obtain monetary or other compensation 
from a third party for damages arising from any incident, or obtain injunctive relief against any 
third party arising from, or related to, the incident. 
 
B7. LIQUIDATED DAMAGES FOR DATA BREACH 
 


a. Consistent with the requirements of 38 U.S.C. §5725, a contract may require access to 
sensitive personal information. If so, the Contractor is liable to VA for liquidated damages in the 
event of a data breach or privacy incident involving any SPI the Contractor/Subcontractor 
processes or maintains under this contract.  However, it is the policy of VA to forgo collection of 
liquidated damages in the event the Contractor provides payment of actual damages in an amount 
determined to be adequate by the agency. 
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b. The Contractor/Subcontractor shall provide notice to VA of a “security incident” as set 
forth in the Security Incident Investigation section above. Upon such notification, VA must 
secure from a non-Department entity or the VA Office of Inspector General an independent risk 
analysis of the data breach to determine the level of risk associated with the data breach for the 
potential misuse of any sensitive personal information involved in the data breach. The term 'data 
breach' means the loss, theft, or other unauthorized access, or any access other than that 
incidental to the scope of employment, to data containing sensitive personal information, in 
electronic or printed form, that results in the potential compromise of the confidentiality or 
integrity of the data. Contractor shall fully cooperate with the entity performing the risk analysis. 
Failure to cooperate may be deemed a material breach and grounds for contract termination. 
 


c. Each risk analysis shall address all relevant information concerning the data breach, 
including the following: 
 


1) Nature of the event (loss, theft, unauthorized access); 
2) Description of the event, including: 


a) date of occurrence; 


b) data elements involved, including any PII, such as full name, social security number, 
date of birth, home address, account number, disability code; 


3) Number of individuals affected or potentially affected; 


4) Names of individuals or groups affected or potentially affected; 


5) Ease of logical data access to the lost, stolen or improperly accessed data in light of the 
degree of protection for the data, e.g., unencrypted, plain text; 


6) Amount of time the data has been out of VA control; 


7) The likelihood that the sensitive personal information will or has been compromised 
(made accessible to and usable by unauthorized persons); 


8) Known misuses of data containing sensitive personal information, if any; 


9) Assessment of the potential harm to the affected individuals; 


10) Data breach analysis as outlined in 6500.2 Handbook, Management of Breaches 
Involving Sensitive Personal Information, as appropriate; and 


11) Whether credit protection services may assist record subjects in avoiding or mitigating 
the results of identity theft based on the sensitive personal information that may have been 
compromised. 


 
d. Based on the determinations of the independent risk analysis, the Contractor shall be 


responsible for paying to VA liquidated damages in the amount of $37.50 per affected individual 
to cover the cost of providing credit protection services to affected individuals consisting of the 
following: 
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1) Notification; 
2) One year of credit monitoring services consisting of automatic daily monitoring of at 
least 3 relevant credit bureau reports; 
3) Data breach analysis; 
4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and 
credit freezes, to assist affected individuals to bring matters to resolution; 
5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and 
6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit 
records, histories, or financial affairs. 


 
B8. SECURITY CONTROLS COMPLIANCE TESTING 
 
On a periodic basis, VA, including the Office of Inspector General, reserves the right to evaluate 
any or all of the security controls and privacy practices implemented by the Contractor under the 
clauses contained within the contract. With 10 working-day’s notice, at the request of the 
Government, the Contractor must fully cooperate and assist in a Government-sponsored security 
controls assessment at each location wherein VA information is processed or stored, or 
information systems are developed, operated, maintained, or used on behalf of VA, including 
those initiated by the Office of Inspector General. The Government may conduct a security 
control assessment on shorter notice (to include unannounced assessments) as determined by VA 
in the event of a security incident or at any other time.  


 
B9. TRAINING 
 


a.All Contractor employees and Subcontractor employees requiring access to VA information 
and VA information systems shall complete the following before being granted access to VA 
information and its systems: 


 


1) Sign and acknowledge (either manually or electronically) understanding of and 
responsibilities for compliance with the VA Information Security Rules of Behavior, 
relating to access to VA information and information systems; 


 


2) Successfully complete the VA Privacy and Information Security Awareness and Rules of 
Behavior course (TMS 2.0 # VA 10176) and complete this required privacy and 
information security training annually;  


 


3) Successfully complete any additional cyber security or privacy training, as required for 
VA personnel with equivalent information system access [to be defined by the VA 
program official and provided to the CO for inclusion in the solicitation document – e.g., 
any role-based information security training required in accordance with NIST Special 
Publication 800-16, Information Technology Security Training Requirements.]  
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b.The Contractor shall provide to the CO and/or the COR a copy of the training certificates and 
certification of signing the Contractor Rules of Behavior for each applicable employee within 
2 days of the initiation of the contract and annually thereafter, as required. 


 
c. Failure to complete the mandatory annual training and electronically sign the Rules of 


Behavior annually, within the timeframe required, is grounds for suspension or termination of 
all physical or electronic access privileges and removal from work on the contract until such 
time as the training and documents are complete.
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SECTION C - CONTRACT CLAUSES 


C.1  FSS RFQ INTRODUCTORY LANGUAGE 


  The terms and conditions of the contractor's FSS contract (including any contract 
modifications) apply to all Blanket Purchase Agreements (BPA) and task or delivery orders 
issued under the contract as a result of this RFQ.  When a lower price has been established, or 
when the delivery terms, FOB terms, or ordering requirements have been modified by the BPA 
or task/delivery order, those modified terms will apply to all purchases made pursuant to it and 
take precedence over the FSS contract.  Any unique terms and conditions of a BPA or order 
issued under the contract that are not a part of the applicable FSS contract will govern.  In the 
event of an inconsistency between the terms and conditions of a BPA or task/delivery order and 
the Contractor's FSS terms, other than those identified above, the terms of the FSS contract will 
take precedence. 


C.2  52.252-2  CLAUSES INCORPORATED BY REFERENCE  (FEB 1998) 


  This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text 
available. Also, the full text of a clause may be accessed electronically at this/these address(es): 


  http://www.acquisition.gov/far/index.html  
  http://www.va.gov/oal/library/vaar/  
   


(End of Clause) 


FAR 
Number 


Title Date 


52.203-3 
52.203-19 


GRATUITIES 
PROHIBITION ON REQUIRING CERTAIN INTERNAL 
CONFIDENTIALITY AGREEMENTS OR STATEMENTS 


APR 1984 
JAN 2017 


52.204-23 
 
 
 
52.204-25 
 
 
52.212-4 


PROHIBITION ON CONTRACTING FOR HARDWARE, 
SOFTWARE, AND SERVICES DEVELOPED OR 
PROVIDED BY KASPERSKY LAB AND OTHER 
COVERED ENTITIES 
PROHIBITION ON CONTRACTING FOR CERTAIN 
TELECOMMUNICATIONS AND VIDEO 
SURVEILLANCE EQUIPMENT 
CONTRACT TERMS AND CONDITIONS—
COMMERCIAL ITEMS 


JUL 2018 
 
 
 
AUG 2019 
 
 
OCT 2018 


52.212-4 
 
52.219-6 


CONTRACT TERMS AND CONDITIONS—
COMMERCIAL ITEMS ALTERNATE I  
NOTICE OF TOTAL SMALL BUSINESS SET-ASIDE 


JAN 2017 
 
NOV 2011 


52.227-1 AUTHORIZATION AND CONSENT DEC 2007 
52.227-2 
 
52.227-14 


NOTICE AND ASSISTANCE REGARDING PATENT 
AND COPYRIGHT INFRINGEMENT 
RIGHTS IN DATA-GENERAL 


DEC 2007 
 
MAY 2014 


52.227-16 
52.245-1 


ADDITIONAL DATA REQUIREMENTS 
GOVERNMENT PROPERTY 


JUN 1987 
JAN 2017 



http://www.acquisition.gov/far/index.html

http://www.va.gov/oal/library/vaar/
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52.245-1 GOVERNMENT PROPERTY ALTERNATE I  APR 2012 
52.245-9 USE AND CHARGES APR 2012 


 


C.3  52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) 


  (a) The Government may extend the term of this contract by written notice to the Contractor at 
any time during the period of performance; provided that the Government gives the Contractor a 
preliminary written notice of its intent to extend at least 14 days before the contract expires. The 
preliminary notice does not commit the Government to an extension. 


  (b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 


  (c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 24 months. 


(End of Clause) 


C.4  52.219-14 LIMITATIONS ON SUBCONTRACTING (DEVIATION 2019-01) 


  (a) This clause does not apply to the unrestricted portion of a partial set-aside. 


  (b) Definition. As used in this clause— 


“Similarly situated entity” means a first-tier subcontractor, including an independent contractor, 
that has the same small business program status as that which qualified the prime contractor for 
the award, and that is considered small for the NAICS code the prime contractor assigned to the 
subcontract the subcontractor will perform. An example of a similarly situated entity is a first-
tier subcontractor that is a HUBZone small business concern for a HUBZone set-aside or sole 
source award under the HUBZone Program. 


  (c) Applicability. This clause applies only to— 


    (1) Contracts that have been set aside or reserved any of the small business concerns identified 
in 19.000(a)(3); 


    (2) Part or parts of a multiple-award contract that have been set aside for any of the small 
business concerns identified in 19.000(a)(3); 


    (3) Contracts that have been awarded on a sole-source basis in accordance with subparts 19.8, 
19.13, 19.14, and 19.15; and 


    (4) Orders set aside for any of the small business concerns identified in 19.000(a)(3) under 
multiple-award contracts as described in 8.405-5 and 16.505(b)(2)(i)(F). 


  (d) Independent contractors. An independent contractor shall be considered a subcontractor. 
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  (e) Agreement. By submission of an offer and execution of a contract, the Offeror/Contractor 
agrees in performance of the contract in the case of a contract for— 


    (1) Services (except construction), it will not pay more than 50 percent of the amount paid by 
the Government for contract performance to subcontractors that are not similarly situated 
entities. Any work that a similarly situated entity further subcontracts will count toward the 50 
percent subcontract amount that cannot be exceeded; 


    (2) Supplies (other than procurement from a nonmanufacturer of such supplies), it will not pay 
more than 50 percent of the amount paid by the Government for contract performance, excluding 
the cost of materials, to subcontractors that are not similarly situated entities. Any work that a 
similarly situated entity further subcontracts will count toward the 50 percent subcontract amount 
that cannot be exceeded; 


    (3) General construction, it will not pay more than 85 percent of the amount paid by the 
Government for contract performance, excluding the cost of materials, to subcontractors that are 
not similarly situated entities. Any work that a similarly situated entity further subcontracts will 
count toward the 85 percent subcontract amount that cannot be exceeded; or 


    (4) Construction by special trade contractors, it will not pay more than 75 percent of the 
amount paid by the Government for contract performance, excluding the cost of materials, to 
subcontractors that are not similarly situated entities. Any work that a similarly situated entity 
further subcontracts will count toward the 75 percent subcontract amount that cannot be 
exceeded. 


  (f) A joint venture agrees that, in the performance of the contract, the applicable percentage 
specified in paragraph (e) of this clause will be performed by the aggregate of the joint venture 
participants. 


(End of Clause) 


C.5  52.227-19  COMMERCIAL COMPUTER SOFTWARE LICENSE (DEC 2007) 


  (a) Notwithstanding any contrary provisions contained in the Contractor's standard commercial 
license or lease agreement, the Contractor agrees that the Government will have the rights that 
are set forth in paragraph (b) of this clause to use, duplicate or disclose any commercial 
computer software delivered under this contract. The terms and provisions of this contract shall 
comply with Federal laws and the Federal Acquisition Regulation. 


  (b)(1) The commercial computer software delivered under this contract may not be used, 
reproduced, or disclosed by the Government except as provided in paragraph (b)(2) of this clause 
or as expressly stated otherwise in this contract. 


    (2) The commercial computer software may be— 


      (i) Used or copied for use with the computer(s) for which it was acquired, including use at 
any Government installation to which the computer(s) may be transferred; 
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      (ii) Used or copied for use with a backup computer if any computer for which it was acquired 
is inoperative; 


      (iii) Reproduced for safekeeping (archives) or backup purposes; 


      (iv) Modified, adapted, or combined with other computer software, provided that the 
modified, adapted, or combined portions of the derivative software incorporating any of the 
delivered, commercial computer software shall be subject to same restrictions set forth in this 
contract; 


      (v) Disclosed to and reproduced for use by support service Contractors or their 
subcontractors, subject to the same restrictions set forth in this contract; and 


      (vi) Used or copied for use with a replacement computer. 


    (3) If the commercial computer software is otherwise available without disclosure restrictions, 
the Contractor licenses it to the Government without disclosure restrictions. 


  (c) The Contractor shall affix a notice substantially as follows to any commercial computer 
software delivered under this contract: 


    Notice—Notwithstanding any other lease or license agreement that may pertain to, or 
accompany the delivery of, this computer software, the rights of the Government regarding its 
use, reproduction and disclosure are as set forth in Government Contract No. 
__________________. 


(End of Clause) 


C.6  VAAR 852.203-70 COMMERCIAL ADVERTISING (MAY 2018) 


  The Contractor shall not make reference in its commercial advertising to Department of 
Veterans Affairs contracts in a manner that states or implies the Department of Veterans Affairs 
approves or endorses the Contractor’s products or services or considers the Contractor’s products 
or services superior to other products or services. 


(End of Clause) 


C.7  VAAR 852.215-70  SERVICE-DISABLED VETERAN-OWNED AND VETERAN-
OWNED SMALL BUSINESS EVALUATION FACTORS (OCT 2019) 


  (a) In an effort to achieve socioeconomic small business goals, VA shall evaluate offerors based 
on their service-disabled veteran-owned or veteran-owned small business status and their 
proposed use of eligible service-disabled veteran-owned small businesses (SDVOSBs) and 
veteran-owned small businesses (VOSBs) as subcontractors. 


  (b) Eligible service-disabled veteran-owned small businesses offerors will receive full credit, 
and offerors qualifying as veteran-owned small businesses will receive partial credit for the 
Service-Disabled Veteran-Owned and Veteran-Owned Small Business Status evaluation factor. 
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To receive credit, an offeror must be registered and verified in the Vendor Information Pages 
(VIP) database. 


  (c) Non-Veteran offerors proposing to use SDVOSBs or VOSBs as subcontractors will receive 
some consideration under this evaluation factor. Offerors must state in their proposals the names 
of the SDVOSBs and VOSBs with whom they intend to subcontract and provide a brief 
description of the proposed subcontracts and the approximate dollar values of the proposed 
subcontracts. In addition, the proposed subcontractors must be registered and verified in the VIP 
database. 


  (d) Pursuant to 38 U.S.C. 8127(g), any business concern that is determined by VA to have 
willfully and intentionally misrepresented a company’s SDVOSB/VOSB status is subject to 
debarment for a period of not less than five years. This includes the debarment of all principals in 
the business. 


(End of Clause) 


C.8  VAAR 852.215-71  EVALUATION FACTOR COMMITMENTS (OCT 2019) 


  (a) The offeror agrees, if awarded a contract, to use the service-disabled veteran-owned small 
businesses (SDVOSBs) or veteran-owned small businesses (VOSBs) proposed as subcontractors 
in accordance with 852.215–70, Service-Disabled Veteran-Owned and Veteran-Owned Small 
Business Evaluation Factors, or to substitute one or more SDVOSBs or VOSBs for subcontract 
work of the same or similar value. 


  (b) Pursuant to 38 U.S.C. 8127(g), any business concern that is determined by VA to have 
willfully and intentionally misrepresented a company’s SDVOSB/VOSB status is subject to 
debarment for a period of not less than five years. This includes the debarment of all principals in 
the business. 


(End of Clause) 


C.9  VAAR 852.219-74  LIMITATIONS ON SUBCONTRACTING—MONITORING AND 
COMPLIANCE (JUL 2018) 


  (a) This solicitation includes FAR 52.219-6 Notice of Total Small Business Set-Aside (NOV 
2011). 


  (b) Accordingly, any contract resulting from this solicitation is subject to the limitation on 
subcontracting requirements in 13 CFR 125.6, or the limitations on subcontracting requirements 
in the FAR clause, as applicable.  The Contractor is advised that in performing contract 
administration functions, the Contracting Officer may use the services of a support contractor(s) 
retained by VA to assist in assessing the Contractor's compliance with the limitations on 
subcontracting or percentage of work performance requirements specified in the clause. To that 
end, the support contractor(s) may require access to Contractor's offices where the Contractor's 
business records or other proprietary data are retained and to review such business records 
regarding the Contractor's compliance with this requirement.   
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  (c) All support contractors conducting this review on behalf of VA will be required to sign an 
“Information Protection and Non-Disclosure and Disclosure of Conflicts of Interest Agreement” 
to ensure the Contractor's business records or other proprietary data reviewed or obtained in the 
course of assisting the Contracting Officer in assessing the Contractor for compliance are 
protected to ensure information or data is not improperly disclosed or other impropriety occurs.   


  (d) Furthermore, if VA determines any services the support contractor(s) will perform in 
assessing compliance are advisory and assistance services as defined in FAR 2.101, Definitions, 
the support contractor(s) must also enter into an agreement with the Contractor to protect 
proprietary information as required by FAR 9.505-4, Obtaining access to proprietary 
information, paragraph (b). The Contractor is required to cooperate fully and make available any 
records as may be required to enable the Contracting Officer to assess the Contractor's 
compliance with the limitations on subcontracting or percentage of work performance 
requirement.  


(End of Clause) 


C.10  VAAR 852.219-75  SUBCONTRACTING COMMITMENTS MONITORING AND 
COMPLIANCE (JUL 2018) 


  (a) This solicitation includes the clause: 852.215-70   Service-disabled veteran-owned and 
veteran-owned small business evaluation factors. Accordingly, any contract resulting from this 
solicitation will include the clause 852.215-71 Evaluation factor commitments. 


  (b) The Contractor is advised that in performing contract administration functions, the 
Contracting Officer may use the services of a support contractor(s) to assist in assessing 
Contractor compliance with the subcontracting commitments incorporated into the contract. To 
that end, the support contractor(s) may require access to the Contractor's business records or 
other proprietary data to review such business records regarding contract compliance with this 
requirement. 


  (c) All support contractors conducting this review on behalf of VA will be required to sign an 
“Information Protection and Non-Disclosure and Disclosure of Conflicts of Interest Agreement” 
to ensure the Contractor's business records or other proprietary data reviewed or obtained in the 
course of assisting the Contracting Officer in assessing the Contractor for compliance are 
protected to ensure information or data is not improperly disclosed or other impropriety occurs. 


  (d) Furthermore, if VA determines any services the support contractor(s) will perform in 
assessing compliance are advisory and assistance services as defined in FAR 2.101, Definitions, 
the support contractor(s) must also enter into an agreement with the Contractor to protect 
proprietary information as required by FAR 9.505-4, Obtaining access to proprietary 
information, paragraph (b). The Contractor is required to cooperate fully and make available any 
records as may be required to enable the Contracting Officer to assess the Contractor compliance 
with the subcontracting commitments. 


(End of Clause) 
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C.11  VAAR 852.232-72 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS 
(NOV 2018) 


  (a) Definitions. As used in this clause— 


    (1) Contract financing payment has the meaning given in FAR 32.001; 


    (2) Designated agency office means the office designated by the purchase order, agreement, or 
contract to first receive and review invoices. This office can be contractually designated as the 
receiving entity. This office may be different from the office issuing the payment; 


    (3) Electronic form means an automated system transmitting information electronically 
according to the accepted electronic data transmission methods and formats identified in 
paragraph (c) of this clause. Facsimile, email, and scanned documents are not acceptable 
electronic forms for submission of payment requests; 


    (4) Invoice payment has the meaning given in FAR 32.001; and 


    (5) Payment request means any request for contract financing payment or invoice payment 
submitted by the contractor under this contract. 


  (b) Electronic payment requests. Except as provided in paragraph (e) of this clause, the 
contractor shall submit payment requests in electronic form. Purchases paid with a Government-
wide commercial purchase card are considered to be an electronic transaction for purposes of this 
rule, and therefore no additional electronic invoice submission is required. 


  (c) Data transmission. A contractor must ensure that the data transmission method and format 
are through one of the following: 


    (1) VA’s Electronic Invoice Presentment and Payment System at the current website address 
provided in the contract. 


    (2) Any system that conforms to the X12 electronic data interchange (EDI) formats 
established by the Accredited Standards Center (ASC) and chartered by the American National 
Standards Institute (ANSI). 


  (d) Invoice requirements. Invoices shall comply with FAR 32.905. 


  (e) Exceptions. If, based on one of the circumstances in this paragraph (e), the Contracting 
Officer directs that payment requests be made by mail, the Contractor shall submit payment 
requests by mail through the United States Postal Service to the designated agency office. 
Submission of payment requests by mail may be required for— 


    (1) Awards made to foreign vendors for work performed outside the United States; 


    (2) Classified contracts or purchases when electronic submission and processing of payment 
requests could compromise the safeguarding of classified or privacy information; 
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    (3) Contracts awarded by contracting officers in the conduct of emergency operations, such as 
responses to national emergencies; 


    (4) Solicitations or contracts in which the designated agency office is a VA entity other than 
the VA Financial Services Center in Austin, Texas; or 


    (5) Solicitations or contracts in which the VA designated agency office does not have 
electronic invoicing capability as described above. 


(End of Clause)
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SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS 


D.1     Attachment 0001 - Price Spreadsheet 


D.2     Attachment 0002 - Business Associate Agreement







36C10B20Q0035 


 
Page 59 of 71 


 


SECTION E - SOLICITATION PROVISIONS 


E.1  52.252-1  SOLICITATION PROVISIONS INCORPORATED BY REFERENCE  
(FEB 1998) 


  This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the Contracting Officer will 
make their full text available. The offeror is cautioned that the listed provisions may include 
blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of 
submitting the full text of those provisions, the offeror may identify the provision by paragraph 
identifier and provide the appropriate information with its quotation or offer. Also, the full text 
of a solicitation provision may be accessed electronically at this/these address(es): 


  http://www.acquisition.gov/far/index.html 
  http://www.va.gov/oal/library/vaar/ 
   


(End of Provision) 


FAR 
Number 


Title Date 


52.216-31 
 
52.217-5 


TIME-AND-MATERIALS/LABOR-HOUR PROPOSAL 
REQUIREMENTS-COMMERCIAL ITEM ACQUISITION 
EVALUATION OF OPTIONS 


FEB 2007 
 
JUL 1990 


E.2 52.204-24 REPRESENTATION REGARDING CERTAIN 
TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR 
EQUIPMENT (AUG 2019) 


As prescribed in 4.2105(a), insert the following provision: 


Representation Regarding Certain Telecommunications and Video Surveillance Services or 
Equipment (AUG 2019) 


(a) Definitions. As used in this provision-- 


Covered telecommunications equipment or services, Critical technology, and Substantial or 
essential component have the meanings provided in clause 52.204-25, Prohibition on Contracting 
for Certain Telecommunications and Video Surveillance Services or Equipment. 


(b) Prohibition. Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act 
for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after 
August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or 
obtain, any equipment, system, or service that uses covered telecommunications equipment or 
services as a substantial or essential component of any system, or as critical technology as part of 
any system. Contractors are not prohibited from providing-- 
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(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or 
interconnection arrangements; or 


(2) Telecommunications equipment that cannot route or redirect user data traffic or permit 
visibility into any user data or packets that such equipment transmits or otherwise handles. 


(c) Representation. The Offeror represents that-- 


It [ ] will, [ ] will not provide covered telecommunications equipment or services to the 
Government in the performance of any contract, subcontract or other contractual instrument 
resulting from this solicitation. 


(d) Disclosures. If the Offeror has responded affirmatively to the representation in paragraph (c) 
of this provision, the Offeror shall provide the following information as part of the offer-- 


(1) All covered telecommunications equipment and services offered (include brand; model 
number, such as original equipment manufacturer (OEM) number, manufacturer part number, or 
wholesaler number; and item description, as applicable); 


(2) Explanation of the proposed use of covered telecommunications equipment and services and 
any factors relevant to determining if such use would be permissible under the prohibition in 
paragraph (b) of this provision; 


(3) For services, the entity providing the covered telecommunications services (include entity 
name, unique entity identifier, and Commercial and Government Entity (CAGE) code, if 
known); and 


(4) For equipment, the entity that produced the covered telecommunications equipment (include 
entity name, unique entity identifier, CAGE code, and whether the entity was the OEM or a 
distributor, if known). 


E.3  52.216-1 TYPE OF CONTRACT (APR 1984) 


  The Government contemplates award of a Time and Materials Task Order resulting from this 
solicitation. 


E.4  852.209-70 ORGANIZATIONAL CONFLICTS OF INTEREST (JAN 2008) 


(a) It is in the best interest of the Government to avoid situations which might create an 
organizational conflict of interest or where the offeror’s performance of work under the contract 
may provide the contractor with an unfair competitive advantage.  The term “organizational 
conflict of interest” means that because of other activities or relationships with other persons, a 
person is unable to render impartial assistance or advice to the Government, or the person’s 
objectivity in performing the contract work is or might be otherwise impaired, or the person has 
an unfair competitive advantage. 
 
(b) The offeror shall provide a statement with its offer which describes, in a concise manner, all 
relevant facts concerning any past, present, or currently planned interest (financial, contractual, 
organizational, or otherwise) or actual or potential organizational conflicts of interest relating to 
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the services to be provided under this solicitation.  The offeror shall also provide statements with 
its offer containing the same information for any consultants and subcontractors identified in its 
proposal and which will provide services under the solicitation.  The offeror may also provide 
relevant facts that show how its organizational and/or management system or other actions 
would avoid or mitigate any actual or potential organizational conflicts of interest. 
 
(c) Based on this information and any other information solicited or obtained by the contracting 
officer, the contracting officer may determine that an organizational conflict of interest exists 
which would warrant disqualifying the contractor for award of the contract unless the 
organizational conflict of interest can be mitigated to the contracting officer's satisfaction by 
negotiating terms and conditions of the contract to that effect.  If the conflict of interest cannot be 
mitigated and if the contracting officer finds that it is in the best interest of the United States to 
award the contract, the contracting officer shall request a waiver in accordance with FAR 9.503 
and 48 CFR 809.503. 
 
(d) Nondisclosure or misrepresentation of actual or potential organizational conflicts of interest 
at the time of the offer, or arising as a result of a modification to the contract, may result in the 
termination of the contract at no expense to the Government. 
 


E.5  VAAR 852.233-70  PROTEST CONTENT/ALTERNATIVE DISPUTE 
RESOLUTION (OCT 2018) 


  (a) Any protest filed by an interested party shall— 


    (1) Include the name, address, fax number, email and telephone number of the protester; 


    (2) Identify the solicitation and/or contract number; 


    (3) Include an original signed by the protester or the protester’s representative and at least one 
copy; 


    (4) Set forth a detailed statement of the legal and factual grounds of the protest, including a 
description of resulting prejudice to the protester, and provide copies of relevant documents; 


    (5) Specifically request a ruling of the individual upon whom the protest is served; 


    (6) State the form of relief requested; and 


    (7) Provide all information establishing the timeliness of the protest. 


  (b) Failure to comply with the above may result in dismissal of the protest without further 
consideration. 


  (c) Bidders/offerors and Contracting Officers are encouraged to use alternative dispute 
resolution (ADR) procedures to resolve protests at any stage in the protest process. If ADR is 
used, the Department of Veterans Affairs will not furnish any documentation in an ADR 
proceeding beyond what is allowed by the Federal Acquisition Regulation. 


(End of Provision) 



https://www.acquisition.gov/content/part-9-contractor-qualifications#i1114968
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E.6  VAAR 852.233-71  ALTERNATE PROTEST PROCEDURE (JAN 1998) 


    As an alternative to filing a protest with the contracting officer, an interested party may file a 
protest with the Deputy Assistant Secretary for Acquisition and Logistics, Risk Management 
Team, Department of Veterans Affairs, 810 Vermont Avenue, NW., Washington, DC 20420, or 
for solicitations issued by the Office of Construction and Facilities Management, the Director, 
Office of Construction and Facilities Management, 810 Vermont Avenue, NW., Washington, DC 
20420. The protest will not be considered if the interested party has a protest on the same or 
similar issues pending with the contracting officer. 


(End of Provision) 


E.7  VAAR 852.270-1  REPRESENTATIVES OF CONTRACTING OFFICERS (JAN 
2008) 


  The contracting officer reserves the right to designate representatives to act for him/her in 
furnishing technical guidance and advice or generally monitor the work to be performed under 
this contract. Such designation will be in writing and will define the scope and limitation of the 
designee's authority. A copy of the designation shall be furnished to the contractor. 


(End of Clause) 


E.8 BASIS FOR AWARD AND PROPOSAL INSTRUCTIONS 


A. BASIS FOR AWARD 


Any award will be made based on the best overall (i.e., best value) proposal that is determined to 
be the most beneficial to the Government, with appropriate consideration given to the four 
following evaluation Factors: Technical Factor 1 Case Study, Technical Factor 2 Technical 
Demonstration (TD), Veterans Involvement Factor, and Price.  Technical Factor 1 is equally as 
important as Technical Factor 2, which is significantly more important than Veterans 
Involvement, which is slightly more important than Price.  To receive consideration for award, a 
rating of no less than “Limited Confidence” must be achieved for Technical Factor 1 and a 
rating of no less than "Acceptable" must be achieved for Technical Factor 2. The non-Price 
Factors combined are significantly more important than the Price Factor.  Offerors are cautioned 
that the award may not necessarily be made to the lowest Price offered or the highest rated 
Technical proposal.   
 
B. FACTORS TO BE EVALUATED 
 


1. TECHNICAL FACTOR 1 – CASE STUDY 
 


2. TECHNICAL FACTOR 2 – TD  
 


3. VETERANS INVOLVEMENT 
 


4. PRICE 
  
C. EVALUATION APPROACH  
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All proposals shall be subject to evaluation by a team of Government personnel. The 
Government reserves the right to award without discussions based upon the initial evaluation of 
proposals. The proposals will be evaluated strictly in accordance with both its written and 
demonstrated content.  Proposals which merely restate the requirement or state that the 
requirement will be met, without providing supporting rationale, are not sufficient.  Offerors who 
fail to meet the minimum requirements of the solicitation will be rated Unacceptable and/or No 
Confidence, and thus, ineligible for award.   


1. TECHNICAL FACTOR 1 EVALUATION APPROACH - CASE STUDY 
SUBMISSION.  Technical Factor 1 shall evaluate the Government’s confidence in the 
Offeror’s ability, as evidenced by the past experience and expertise identified within each 
Case Study to perform the work required in the Performance Work Statement (PWS).   
 


2. TECHNICAL FACTOR 2 EVALUATION APPROACH - TD. The evaluation of 
Technical Factor 2 - TD will consider the following: 


 
a. Understanding of the Problem - Technical Factor 2 will be evaluated to determine 


the extent to which the Offeror’s approach demonstrates a clear understanding of 
all features involved in solving the problems and meeting and/or exceeding the 
requirements presented in the solicitation and the extent to which uncertainties are 
identified and resolutions proposed.  


 
b. Feasibility of Approach - Technical Factor 2 will be evaluated to determine the 


extent to which the proposed approach is workable and the end results achievable.  
It will be evaluated to determine the level of confidence provided the Government 
with respect to the Offeror's methods and approach in successfully meeting and/or 
exceeding the requirements in a timely manner. 


 
The Government may evaluate the Offeror’s proposed fully loaded blended labor rates to 
determine if the proposed rates are unrealistically low in order to assess the ability of the 
offeror to meet the Performance Work Statement (PWS) requirements and whether the 
proposal provides the Government with a high level of confidence of successful 
performance. Unrealistically low fully loaded blended labor rates proposed for a 
significant quantity of the total labor hours may indicate a high-risk approach to contract 
performance. This analysis, if undertaken, is for the limited purpose of aiding the agency 
in measuring the risk of the Offeror’s approach to meeting the solicitation requirements. 
Since the proposed fully loaded blended labor rates are binding, the Government’s price 
evaluation shall not be adjusted as a result of this analysis due to the fact that the 
Government is not performing a cost realism analysis. However, if the Government 
deems it necessary to conduct discussions, and as a result of those discussions an Offeror 
adjusts its labor rates, then those revised fully loaded blended labor rates will also be 
assessed again under the Price Factor. 


  
3. VETERANS INVOLVEMENT EVALUATION APPROACH.  


 
In accordance with Veterans Affairs Acquisition Regulation (VAAR) 852.215-70 (DEVIATION), 
Service-Disabled Veteran-Owned and Veteran-Owned Small Business (VOSB) Evaluation 
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Factors, the Government will assign evaluation credit for an Offeror (prime contractor) which is a 
Service-Disabled Veteran-Owned Small Business (SDVOSB) or a VOSB.  To receive credit, an 
offeror must be registered and verified in Vendor Information Pages (VIP) database at time of 
proposal submission and at time of award (https://www.vip.vetbiz.va.gov) and must meet federal 
small business size standards for the North American Industry Classification System (NAICS) 
code assigned to this solicitation.   


Non-SDVOSB/VOSB Offerors proposing to use SDVOSBs or VOSBs as subcontractors will 
receive some consideration under this evaluation Factor. Offerors must state in their proposals the 
names of the SDVOSBs and VOSBs with whom they intend to subcontract and provide a brief 
description of the proposed subcontracts and the approximate dollar values of the proposed 
subcontracts. In addition, the proposed subcontractors must be registered and verified in the 
VetBiz.gov VIP database (https://www.vip.vetbiz.va.gov) and must meet federal small business 
size standards for the NAICS code assigned to this solicitation at time of both proposal submission 
and at time of award. 


 
   4.  PRICE EVALUATION APPROACH. 
 
Time and Materials: The total evaluated contract price will equal the sum of the total labor price 
and the total of the Materials/Other Direct Costs (ODC) price (including associated General and 
Administrative (G&A)/Material Handling Costs) for the entire purchase/task order period, 
including options, and will be based on the information provided in Attachment 0001 – Price 
Spreadsheet.  The Government will verify the Offeror’s calculation of the total proposed price. 
The Government will adjust the Offeror’s proposed Total Evaluated T&M Price if mathematical 
errors are identified. The estimated labor hours are for evaluation purposes only and do not 
obligate the Government to award such labor hours. 
 
Further, the Offeror shall provide fully loaded blended rates not exceeding those on its GSA 
Schedule 70 SIN 132 51 Contract. The proposed fully loaded blended T&M labor rates will be 
used for the prime and all subcontractors/team members in performance of this Task Order and 
invoicing will be in accordance with paragraph (i) of Alternate I of the clause at Federal 
Acquisition Regulation 52.212-4 “Contract Terms and Conditions Commercial Items.” 
 
All prices shall be rounded to the nearest cent. The Government reserves the right to correct any 
rounding errors identified in the Offeror’s Proposal. 
 
D. PROPOSAL SUBMISSION 
 
Offerors shall be a General Services Administration (GSA) Federal Supply Schedule 70 Contract 
holder under SIN 132 51 by the Opt-In date, submission due date, and at time of award.   All 
items offered must be on the Offeror’s FSS contract by the submission due date for receipt of 
offers in response to the Request for Quote (RFQ). Please note, no Contractor Teaming 
Arrangements or Order Level Materials will be allowed in response to this solicitation.  
 
An Opt-in shall be provided confirming your intention to take part in this competition no 
later than 5 PM EST on November 15, 2019 via email to David.Melton@va.gov. Offerors 
that do not respond affirmatively by the listed date may not participate in the acquisition 



https://www.vip.vetbiz.va.gov/

https://www.vip.vetbiz.va.gov/
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and any submitted Proposal will not be evaluated.  Proposals shall ONLY be submitted 
electronically via the GSA eBUY website for GSA Schedule 70 SIN 132 51 no later than the 
date set forth on the cover page of the solicitation.  Any questions regarding the solicitation 
shall be provided to David.Melton@va.gov no later than 5 PM EST on November 15, 2019.  
 


1. INTRODUCTION  
 


The Offeror’s Proposal shall be submitted electronically by the date and time provided on the 
cover page of the solicitation. The Offeror’s proposal shall consist of five (5) volumes.  The 
Volumes are I – Case Study, II – TD, III – Price, IV – Veterans Involvement, and V – 
Solicitation, Offer & Award Documents, Certifications & Representations.  The use of 
hyperlinks or embedded attachments in proposals is prohibited.  Accordingly, any information 
contained within an embedded attachment and/or hyperlink will neither be accessed nor 
evaluated.   
 
WARNING:  Please do not wait until the last minute to submit your proposals!  Late 
proposals will not be accepted for evaluation. To avoid submission of late proposals, we 
recommend the transmission of your proposal file 24 hours prior to the required proposal 
due date and time. Please be advised that timeliness is determined by the date and time an 
Offeror’s proposal is received by the Government not when an Offeror attempted 
transmission.  Offerors are encouraged to review and ensure that sufficient bandwidth is 
available on their end of the transmission.  
 


2. PROPOSAL FILES.  Offeror’s responses shall be submitted in accordance with the 
following instructions: 
 


a.   Format.  The submission shall be clearly indexed and logically assembled.  Each 
volume shall be clearly identified and shall begin at the top of a page.  All pages of each 
volume shall be appropriately numbered and identified by the complete company name, 
date and solicitation number in the header and/or footer.  Proposal page limitations are 
applicable to this procurement.  The Table below indicates the maximum page count 
(when applicable) for each volume of the Offeror’s proposal.   
 
All files will be submitted as either a Microsoft Word 2010 (.doc) [if allowing Word 
documents] Microsoft Excel (.xls) file or an Acrobat (.pdf) file or compatible as indicated 
in the table.  Page size shall be no greater than 8 1/2" x 11" with printing on one side, 
only.  The top, bottom, left and right margins shall be a minimum of one inch (1”) each.  
Font size shall be no smaller than 12-point.  Arial or Times New Roman fonts are 
required.  Characters shall be set at no less than normal spacing and 100% scale.  Tables 
and illustrations may use a reduced font size not less than 8-point and may be landscape.  
Line spacing shall be set at no less than single space.  Each paragraph shall be separated 
by at least one blank line.  Page numbers, company logos, and headers and footers may 
be within the page margins ONLY and are not bound by the 12-point font requirement.  
Footnotes to text shall not be used.  All proprietary information shall be clearly and 
properly marked.  If the Offeror submits annexes, documentation, attachments or the like, 
not specifically required by this solicitation, such will count against the Offeror’s page 
limitations unless otherwise indicated in the specific volume instructions below.  Pages in 
violation of these instructions, either by exceeding the margin, font, printing, or spacing 
restrictions or by exceeding the total page limit for a particular volume, will not be 
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evaluated.  Pages not evaluated due to violation of the margin, font or spacing restrictions 
will not count against the page limitations.  The page count will be determined by 
counting the pages in the order they come up in the print layout view. 
 
b.   File Packaging.  All the proposal files may be compressed (zipped) into one file 
entitled “proposal.zip” using WinZip version 6.2 or later version or the proposal files 
may be submitted individually. 
   
c.   Content Requirements.  All information shall be confined to the appropriate file.  The 
Offeror shall confine submissions to essential matters, sufficient to  
define the proposal and provide an adequate basis for evaluation.  Offerors are 
responsible for including sufficient details, in a concise manner, to permit a complete and 
accurate evaluation of each proposal.  The titles and page limits requirements for each 
file are shown in the Table below: 
 


Volume Number Factor File Name Page Limitations* 
Volume I Technical Factor 1 Case Study.pdf 6 (3 per Case Study) 
Volume II Technical Factor 2 TD.pdf 5 pages** 
Volume III Price D.1 Attachment 


0001 – Price 
Spreadsheet  


*** 


Volume IV Veterans Involvement  VetsI.pdf None 
Volume V Solicitation, Offer & 


Award Documents, 
Certifications & 
Representations 


OfrRep.pdf None 


*A Cover Page, Table of Contents, Cover Letter, and/or a glossary of abbreviations or acronyms 
will not be included in the page count of the Technical Volume.  However, be advised that any 
and all information contained within any Table of Contents and/or glossary of abbreviations or 
acronyms submitted with an Offeror’s proposal will not be evaluated by the Government. 
 
**The Artifacts created during development of this proof of concept, including artifacts from 
your agile development practices, user-centered design work, and authoring experience 
implementation, are not included in this page limit. 
 
***Only fill in what is required in Attachment 0001 – Pricing Spreadsheet 
 
 


(i) VOLUME I - TECHNICAL FACTOR 1 – CASE STUDY: 
 


Offerors shall submit up to two relevant case studies for evaluation.  Relevant case studies 
must demonstrate recent (within the past three-years) performance of tasks detailed in the 
PWS, related to operating and maintaining a de-coupled Drupal application, administering a 
Drupal application for a large editor community, and developing the authoring experience 
and global content model for new products, performed by the Offeror or any proposed 
subcontractor who will be responsible for at least 30% of your proposed price.  Case studies 
may reflect work completed for Government and/or Commercial clients.   
 
Offerors are strongly encouraged to submit case studies that demonstrate the capability to 
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perform multiple tasks from the PWS.  Case studies may include work performed under any 
combination of tasks contained in the PWS, but more weight will be given to Offerors 
whose case studies encompass the greatest number of tasks outlined in the PWS.  Offerors 
are also strongly encouraged to provide case studies that reflect work performed developing 
and maintaining a de-coupled Drupal application of similar scale to that outlined in the 
PWS.  The Case Studies shall demonstrate an agile methodology and adherence to practices 
found within the Digital Services Playbook (https://playbook.cio.gov/) and responses shall 
specifically address how user centered design and user feedback was used during the agile 
process for developing the authoring experience and defining the content model.  Each Case 
Study submission is limited to three pages in PDF Format.  
 
Offerors must include the following details for each case study submission: 
 


A. Client organization name 
B. Period of performance 
C. Offeror’s role 
D. Goals and outcomes, including any metrics produced, identifying how outcomes 


addressed those goals 
E. Technology stack 
F. Delivery Methodology, including how user centered design and user feedback were 


utilized 
 


**Please note if a submitted Case Study(s) relies on the expertise provided by a 
subcontractor in Technical Factor 1, that the subcontractor(s) shall be included as a 
proposed subcontractor in each future proposal Volume for this effort including any 
resultant award.  Additionally, should a Case Study of a proposed subcontractor be used in 
Technical Factor 1, the vendor shall ensure that the vendor clearly accounts for at least 
30% of the proposed price in all future Proposal Volumes and the award.  Each Offeror’s 
Case Study submission should include a statement clearly confirming that any 
subcontractor whose experience is used within a Case Study will be utilized for at least 
30% of the amount invoiced during performance of the contract.  Failure to ensure these 
conditions may render an Offeror’s proposal unacceptable. 
 


(ii)  VOLUME II – TECHNICAL FACTOR 2 – TD  
 
For the TD, the Government will be evaluating the Offerors’ ability to develop a user-centered 
authoring experience within Drupal. The Government will also be evaluating whether the 
Offeror has the skills required to execute the PWS. 
 
The scenario below details a fictional government problem.  The Offeror is required to address 
the tasks listed below and will be responsible for providing their completed solution in 
accordance with the instructions detailed below. 
 
Develop a user-centered authoring experience in Drupal 
Background 
 
The Veteran Widget Product Office (VWPO) is responsible for managing various digital 
products that help VA business lines deliver on their missions. Recently, the VWPO conducted 
discovery on migrating Pension eligibility information from a legacy section of VA.gov to the 
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modernized VA.gov, which is supported by a de-coupled Drupal application. During discovery, 
they learned Veterans need the content for Pension eligibility to be available in both English and 
Spanish languages. The current Drupal application only supports delivering content in one 
language. 
 
Your team was brought in by the VWPO to develop a solution to this problem. The VWPO has 
asked you to create a proof-of-concept (in accordance with the Scope/Deliverable paragraph 
below) for how the Drupal authoring experience for the 
page: https://www.va.gov/pension/eligibility/ can be modified to accommodate a Spanish 
version. An example of a previous Spanish language version of this page on the legacy site 
is https://benefits.va.gov/BENEFITS/espanol/pension_veteran.asp. The content on the legacy 
Spanish version of the page does not map perfectly to the modernized Pension eligibility page. 
VWPO does not know how to manage these discrepancies while retaining a satisfying 
experience of Veteran users. 
 
For your proof of concept, you must create a Drupal-based solution to this problem that will 
result in a satisfying user experience for both the Veterans viewing the Pension eligibility content 
on VA.gov and the VA editor community, who need the authoring experience in Drupal to 
manage this content to be simple, efficient, and easy to learn. 
 
Scope and Deliverables 
 
In response to the scenario above, you will assist VWPO by providing a way for VA Drupal 
editors to create a Pension eligibility page with content in two languages (English and Spanish). 
Specifically, your team has been hired to develop a proof of concept solution for the Drupal 
authoring experience to solve this problem. Your solution must: 
 


• Provide content data for both the English and Spanish versions of pension eligibility via 
de-coupled Drupal 


• Provide a way for the front-end to gain access to the content 
• Allow Drupal editors to manage this content in a user-friendly, intuitive way 


 
You must provide access to your proof-of-concept solution via a running Drupal instance with 
login credentials to validate the solution, also if there is a separate admin login those credentials 
are also required.  NOTE:  Offerors are responsible for providing all information, including 
the URL, the login, and any passwords, (if there are separate author and admin access 
levels please ensure both are provided) necessary for Government access to the solution. 
 
In addition to the proof-of-concept solution, you must provide access to the version control 
repository (NOTE:  Offerors are responsible for providing all information, including the 
URL, the login, and any passwords necessary for Government access to the repository) 
where the solution was developed which shall include (the first bullet below has no page limit, 
the second two bullets are limited to a total of 5 pages inclusive of both bullets): 
 


o Artifacts created during development of this proof of concept, including artifacts 
from your agile development practices, user-centered design work, and authoring 
experience implementation  


o An overview of your approach to the TD 
o A list of your assumptions, decisions made, tradeoffs considered, and next steps 



https://www.va.gov/pension/eligibility/

https://benefits.va.gov/BENEFITS/espanol/pension_veteran.asp
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Notes on Scope: 
 


• Your team is not expected to develop any page templates for the de-coupled front-end of 
this site. Your solution should be delivered in Drupal, assuming the front-end will be 
developed by another team. 


• Your team is not expected to recreate the page https://www.va.gov/pension/eligibility/ to 
be identical to the version of this page currently available on va.gov. 


 
Resources 
 


• Pension eligibility information on legacy VA.gov in Spanish 
language: https://benefits.va.gov/BENEFITS/espanol/pension_veteran.asp 


• Pension eligibility information on modernized VA.gov in English 
language: https://www.va.gov/pension/eligibility/ 


 
Please provide all credentials requested as part of the scenario above with your Volume II 
submission.  Any subcontractors utilized during the TD must comprise at least 30% of the 
total proposed price in the Price Volume (and must be included in the required statement 
above related to this requirement).  Accordingly, the Offerors shall include in their response 
which proposed subcontractors took part in the response to the TD, if any.    
 


(iii) VOLUME III– PRICE FACTOR 
 
The Offeror is required to complete and submit the Government provided “Price Spreadsheet” 
found as Attachment 0001 to the Solicitation.  Instructions for the Spreadsheet can be found in 
the Worksheet entitled “Instructions.”  The Offeror shall input a fully loaded blended labor rate 
for each labor category that will be valid for the Prime and its subcontractors.  Fully loaded labor 
rates proposed shall be two decimal places.  The estimated labor hours are for evaluation 
purposes only and do not obligate the Government to award such labor hours.   
 
The proposed fully loaded labor rates shall not exceed those set forth in the Offerors GSA 
Federal Supply Schedule 70 Special Item Number 132-51 Contract.  It is the Government’s 
intent to incorporate all proposed fully loaded labor rates into the resultant task order. 
 
Each labor category specified by the Government in the solicitation Attachment 0001 must be 
addressed (i.e. no unaddressed labor categories).  If a Labor Category listed is not on an Offerors 
GSA FSS 70 SIN 132-51 contract they must provide a similar labor category as specified in the 
Attachment 0001 Instructions tab. 
 
The Government will provide the Not-to-Exceed Travel amounts for both Travel and Materials 
in Attachment 0001. Offerors shall fill in their proposed Material and Handling Rate for both 
Travel and Materials which will calculate a line item price based on the proposed rate applied to 
the Not-to-Exceed Value included in the line item. The estimated Travel and Materials Ceilings 
are for evaluation purposes only and does not obligate the Government to award the full 
Ceilings. 
 
NOTE:  Section B is being provided for informational purposes only.  There is no requirement to 
submit Section B and it will not be used for pricing evaluation purposes.  



https://www.va.gov/pension/eligibility/

https://benefits.va.gov/BENEFITS/espanol/pension_veteran.asp
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Price Rounding Issue - The Government requires Offerors to propose unit prices and total prices 
that are two (2) decimal places and requires the unit prices and total prices to be displayed as two 
(2) decimal places. Ensure that the two (2) digit unit price multiplied by the item quantity equals 
the two (2) digit total item price (there should be no rounding).   
 
The Offeror is advised that in no instance shall its proposed labor rates(s) exceed the Offeror’s 
GSA Schedule 70 rate(s).  No open market items will be accepted.  All proposed labor categories 
and rates shall be clearly mapped back to the Offeror’s GSA Schedule 70 price list along with 
any discounts being applied.  The Offeror shall provide a copy of their current GSA Schedule 70 
contract. In accordance with FAR 8.405-4 the Government is requesting price reductions of the 
Offeror's GSA Schedule 70 ceiling rates/prices. 
 
All Offerors should propose using an estimated award date of December 1, 2019. 
 
Offerors are hereby advised that any Pricing assumptions that deviate from the Government’s 
requirements or material terms and conditions established by the Solicitation may render the 
Offeror’s proposal Unacceptable and thus ineligible for award.   
 


(iv) VOLUME IV – VETERANS INVOLVMENT FACTOR 
 
(1) For SDVOSBS/VOSBs: In order to receive credit under this Factor, an 


Offeror shall submit a statement of compliance that it qualifies as a SDVOSB or VOSB in 
accordance with VAAR 852.215-70, Service-Disabled Veteran-Owned and Veteran-Owned 
Small Business Evaluation Factors (DEVIATION).  Offerors are cautioned that they must be 
registered and verified in Vendor Information Pages (VIP) database 
(https://www.vip.vetbiz.va.gov/ and must meet federal small business size standards for the 
NAICS code assigned to this solicitation at time of both proposal submission and at time of 
award. 


 
(2) For Non-SDVOSBs/VOSBs: To receive some consideration under this 


Factor, an Offeror must state in its proposal the names of SDVOSB(s) and/or VOSB(s) with 
whom it intends to subcontract, and provide a brief description and the approximate dollar values 
of the proposed subcontracts.  Additionally, proposed SDVOSB/VOSB subcontractors must be 
registered and verified in VIP database (https://www.vip.vetbiz.va.gov/) in order to receive some 
consideration under the Veteran’s Involvement Factor and must meet federal small business size 
standards for the NAICS code assigned to this solicitation at time of proposal submission and 
time of award. 


 
(v) VOLUME V - SOLICITATION, OFFER AND AWARD DOCUMENTS AND 


CERTIFICATIONS/REPRESENTATIONS.  
 
Certifications and Representations - An authorized official of the firm shall sign the SF 1449 and 
all certifications requiring original signature. An Acrobat PDF file shall be created to capture the 
signatures for submission.  This Volume shall contain the following: 
 


a. Solicitation Section A – Standard Form (SF1449) and Acknowledgement of 
Amendments, if any. 
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b.  Any proposed terms and conditions and/or assumptions upon which the proposal is 
predicated.  Any terms which deviate may render proposal unacceptable.  The 
Government will not be held to any terms and conditions and/or assumptions found in 
any other Volume and is not responsible for reviewing other Volumes for any terms and 
conditions and/or assumptions. 


c.  Offerors shall provide list of all proposed subcontractors including company name, 
percentage of proposed dollars paid, CAGE code and DUNS number. 


d.  Offerors shall provide a copy of their GSA Schedule 70 contract including their Labor 
Rate attachment. 


 
 
 





		SECTION B - CONTINUATION OF SF 1449 BLOCKS

		B.3  CONTRACT ADMINISTRATION DATA

		B.4  PRICE SCHEDULE



		1.0  BACKGROUND

		2.0  WORKING PRINCIPLES AND DEFINITIONS

		3.0  SCOPE OF WORK

		4.0  PERFORMANCE DETAILS

		4.1 PERFORMANCE PERIOD

		4.2 PLACE OF PERFORMANCE

		4.3 TRAVEL

		4.4 MATERIALS



		5.0  SPECIFIC TASKS AND DELIVERABLES

		5.1 PROJECT MANAGEMENT

		5.1.1 CONTRACTOR PROJECT MANAGEMENT PLAN

		5.1.2 REPORTING REQUIREMENTS

		5.1.2.1 Enterprise Program Management Office (EPMO) MANAGEMENT

		5.1.2.2 MONTHLY STATUS REPORTS



		5.1.3 PRIVACY & HIPAA TRAINING

		5.1.4 TECHNICAL KICKOFF MEETING



		5.2 VA.GOV CONTENT API

		5.2.1 OPERATE, MAINTAIN, AND IMPROVE THE DRUPAL CONTENT API

		5.2.1.1 CONTENT API

		5.2.1.2 RELATIONSHIP TO VSP

		5.2.1.3 AUTHORING EXPERIENCE

		5.2.1.4 GLOBAL CONTENT MODEL



		5.2.2 SUPPORT THE AUTHORING COMMUNITY



		The Contractor shall provide user management, helpdesk, training, and documentation to support the VA.gov authoring community. The current Drupal authoring community at VA is limited to the products described in the Background section, about 40 author...



		6.0  GENERAL REQUIREMENTS

		6.1 ENTERPRISE AND IT FRAMEWORK

		6.1.1 VA TECHNICAL REFERENCE MODEL

		6.1.2 FEDERAL IDENTITY, CREDENTIAL, AND ACCESS MANAGEMENT (FICAM)

		6.1.3 INTERNET PROTOCOL VERSION 6 (IPV6)

		6.1.4 TRUSTED INTERNET CONNECTION (TIC)

		6.1.5 STANDARD COMPUTER CONFIGURATION

		6.1.6 AUTHORITATIVE DATA SOURCES



		6.2 SECURITY AND PRIVACY REQUIREMENTS

		6.2.1 POSITION/TASK RISK DESIGNATION LEVEL(S)

		6.2.2 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS



		6.3 METHOD AND DISTRIBUTION OF DELIVERABLES

		6.4  PERFORMANCE METRICS

		6.5 FACILITY/RESOURCE PROVISIONS

		6.6 GOVERNMENT FURNISHED PROPERTY



		ADDENDUM A – ADDITIONAL VA REQUIREMENTS, CONSOLIDATED

		ADDENDUM B – VA INFORMATION AND INFORMATION SYSTEM SECURITY/PRIVACY LANGUAGE

		SECTION C - CONTRACT CLAUSES

		C.1  FSS RFQ INTRODUCTORY LANGUAGE

		C.2  52.252-2  CLAUSES INCORPORATED BY REFERENCE  (FEB 1998)

		C.3  52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

		C.4  52.219-14 LIMITATIONS ON SUBCONTRACTING (DEVIATION 2019-01)

		C.5  52.227-19  COMMERCIAL COMPUTER SOFTWARE LICENSE (DEC 2007)

		C.6  VAAR 852.203-70 COMMERCIAL ADVERTISING (MAY 2018)

		C.7  VAAR 852.215-70  SERVICE-DISABLED VETERAN-OWNED AND VETERAN-OWNED SMALL BUSINESS EVALUATION FACTORS (OCT 2019)

		C.8  VAAR 852.215-71  EVALUATION FACTOR COMMITMENTS (OCT 2019)

		C.9  VAAR 852.219-74  LIMITATIONS ON SUBCONTRACTING—MONITORING AND COMPLIANCE (JUL 2018)

		C.10  VAAR 852.219-75  SUBCONTRACTING COMMITMENTS MONITORING AND COMPLIANCE (JUL 2018)

		C.11  VAAR 852.232-72 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS (NOV 2018)



		SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS

		SECTION E - SOLICITATION PROVISIONS

		E.1  52.252-1  SOLICITATION PROVISIONS INCORPORATED BY REFERENCE  (FEB 1998)

		E.2 52.204-24 REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR EQUIPMENT (AUG 2019)



		E.3  52.216-1 TYPE OF CONTRACT (APR 1984)

		E.5  VAAR 852.233-70  PROTEST CONTENT/ALTERNATIVE DISPUTE RESOLUTION (OCT 2018)

		E.6  VAAR 852.233-71  ALTERNATE PROTEST PROCEDURE (JAN 1998)

		E.7  VAAR 852.270-1  REPRESENTATIVES OF CONTRACTING OFFICERS (JAN 2008)

		E.8 BASIS FOR AWARD AND PROPOSAL INSTRUCTIONS



		Develop a user-centered authoring experience in Drupal

		Background

		Scope and Deliverables

		Resources








 


  


  


  


  


  


  


  


  


  


  


  


  


  


  


  


  


  


    


  


      


  


    


    


  


  


  


  


      


  


  


  


  


  


    


    


      


  


      


  


  


    


  


      


    


5. PROJECT NUMBER (if applicable) 


CODE 7. ADMINISTERED BY 


2. AMENDMENT/MODIFICATION NUMBER 


CODE 
6. ISSUED BY 


8. NAME AND ADDRESS OF CONTRACTOR 


4. REQUISITION/PURCHASE REQ. NUMBER 3. EFFECTIVE DATE 


9A. AMENDMENT OF SOLICITATION NUMBER 


9B. DATED 


PAGE OF PAGES 


10A. MODIFICATION OF CONTRACT/ORDER NUMBER 


10B. DATED 


BPA NO. 1. CONTRACT ID CODE 


FACILITY CODE CODE 


  Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: 


The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offers 


E. IMPORTANT: 


is extended, 


  (a) By completing Items 8 and 15, and returning __________ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the 
  offer submitted; or (c) By separate letter or electronic communication which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR 
  ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY 


is not extended. 


12. ACCOUNTING AND APPROPRIATION DATA 


(REV. 11/2016) 


is required to sign this document and return ___________ copies to the issuing office. is not, 


A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:    (Specify authority)   THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A. 


15C. DATE SIGNED 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES   
SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


  RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made 
  by letter or electronic communication, provided each letter or electronic communication makes reference to the solicitation and this amendment, and is received 
  prior to the opening hour and date specified. 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


D. OTHER 


BY 


Contractor 


16C. DATE SIGNED 


14. DESCRIPTION OF AMENDMENT/MODIFICATION 


16B. UNITED STATES OF AMERICA 


Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect. 


15A. NAME AND TITLE OF SIGNER 16A. NAME AND TITLE OF CONTRACTING OFFICER 


15B. CONTRACTOR/OFFEROR 


STANDARD FORM 30  PREVIOUS EDITION NOT USABLE 
Prescribed by GSA - FAR (48 CFR) 53.243 


(Type or print) (Type or print) 


(Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 


(Number, street, county, State and ZIP Code) 


(If other than Item 6) 


(Specify type of modification and authority) 


(such as changes in paying office, appropriation date, etc.) 


(If required) 


(SEE ITEM 11) 


(SEE ITEM 13) 


(X) 


CHECK 
ONE 


13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS, 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


(Signature of person authorized to sign) (Signature of Contracting Officer) 


 


1 57   


0002  
 


 
 


 


Department of Veterans Affairs 
Technology Acquisition Center 
 
23 Christopher Way 
Eatontown NJ 07724 
 
 


 


Department of Veterans Affairs 
Technology Acquisition Center 
 
23 Christopher Way 
Eatontown NJ 07724 


To all Offerors/Bidders 
 
 
 
 
 
 
   
 
 


  


36C10B18Q3117 


 


  
  


 


X


x  x 


1 


  


 
 
 
 


 


 
 


 
 


  


Please see amendment to the solicitation below.             
                                                             
                                                             
                                                             
                                                             
                                                             
                                                             
                                                             
                                                             
                                                             


 
 


Joshua Cohen 
Contracting Officer 


 


 


  







PAGE 1 OF 56 1. REQUISITION NO.    


2. CONTRACT NO. 3. AWARD/EFFECTIVE DATE 4. ORDER NO. 5. SOLICITATION NUMBER 6. SOLICITATION ISSUE DATE 


a. NAME b. TELEPHONE NO.  (No Collect Calls) 8. OFFER DUE DATE/LOCAL 
TIME 


9. ISSUED BY CODE 10. THIS ACQUISITION IS  UNRESTRICTED OR SET ASIDE:  % FOR: 


SMALL BUSINESS 


HUBZONE SMALL 
BUSINESS 


SERVICE-DISABLED 
VETERAN-OWNED 
SMALL BUSINESS 


WOMEN-OWNED SMALL BUSINESS 
(WOSB) ELIGIBLE UNDER THE WOMEN-OWNED 
SMALL BUSINESS PROGRAM 


EDWOSB 


8(A) 


NAICS: 


SIZE STANDARD: 


11. DELIVERY FOR FOB DESTINA- 
TION UNLESS BLOCK IS 
MARKED 


SEE SCHEDULE 


12. DISCOUNT TERMS 


 13a.  THIS CONTRACT IS A  
RATED ORDER UNDER 
DPAS (15 CFR 700) 


13b. RATING 


14. METHOD OF SOLICITATION 


RFQ IFB RFP 


15. DELIVER TO  CODE 16. ADMINISTERED BY CODE 


17a. CONTRACTOR/OFFEROR CODE FACILITY CODE 18a. PAYMENT WILL BE MADE BY CODE 


TELEPHONE NO. DUNS: DUNS+4: 


PHONE: FAX: 


17b. CHECK IF REMITTANCE IS DIFFERENT AND PUT SUCH ADDRESS IN OFFER 


18b. SUBMIT INVOICES TO ADDRESS SHOWN IN BLOCK 18a UNLESS BLOCK BELOW IS CHECKED 


SEE ADDENDUM 


19. 20. 21. 22. 23. 24. 
ITEM NO. SCHEDULE OF SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 


(Use Reverse and/or Attach Additional Sheets as Necessary) 


25. ACCOUNTING AND APPROPRIATION DATA 26. TOTAL AWARD AMOUNT (For Govt. Use Only) 


27a. SOLICITATION INCORPORATES BY REFERENCE FAR 52.212-1, 52.212-4. FAR 52.212-3 AND 52.212-5 ARE ATTACHED.  ADDENDA ARE ARE NOT ATTACHED. 


27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212-4. FAR 52.212-5 IS ATTACHED.  ADDENDA ARE ARE NOT ATTACHED 


28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT AND RETURN _______________  29. AWARD OF CONTRACT: REF.  ___________________________________ OFFER 
COPIES TO ISSUING OFFICE.  CONTRACTOR AGREES TO FURNISH AND  DATED ________________________________.  YOUR OFFER ON SOLICITATION  
DELIVER ALL ITEMS SET FORTH OR OTHERWISE IDENTIFIED ABOVE AND ON ANY  (BLOCK 5), INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE  
ADDITIONAL SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED SET FORTH HEREIN IS ACCEPTED AS TO ITEMS: 


30a. SIGNATURE OF OFFEROR/CONTRACTOR 31a. UNITED STATES OF AMERICA (SIGNATURE OF CONTRACTING OFFICER) 


30b. NAME AND TITLE OF SIGNER (TYPE OR PRINT) 30c. DATE SIGNED 31b. NAME OF CONTRACTING OFFICER (TYPE OR PRINT) 31c. DATE SIGNED 


AUTHORIZED FOR LOCAL REPRODUCTION (REV. 2/2012) 
PREVIOUS EDITION IS NOT USABLE Prescribed by GSA - FAR (48 CFR) 53.212 


7. FOR SOLICITATION 
INFORMATION CALL: 


STANDARD FORM 1449 


OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, & 30 
SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS  


 
 


 
    36C10B18Q3117  


  See E.8 
 


 
Department of Veterans Affairs 
Technology Acquisition Center 
 
23 Christopher Way 
Eatontown NJ 07724 
 
 


   


X 


 


 


  


541519 


$27.5M 


 


 


 N/A 


X  


 


 
See Delivery Schedule 
 
 
Eatontown NJ 07724 


 


Department of Veterans Affairs 
Technology Acquisition Center 
 
23 Christopher Way 
Eatontown NJ 07724 


  
  
 
 
 
 
 
 
   
 
 


  


 


Department of Veterans Affairs 
Technology Acquisition Center 
Financial Services Center 
PO Box 149971 
Austin TX 78714-8971 


  


 


 


This RFQ is for VA.GOV Modernization 
 
 
The period of performance is a 6-month Base Period with two  
6-month option periods 
 
 
Order Type: Firm Fixed Price 
 
Kelly Reale, kelly.reale@va.gov, 732-440-9712 
Contract Specialist 
 
Alternate Point of Contact (POC): 
Joshua Cohen, Phone: 732-440-9696, email: 
Joshua.Cohen2@va.gov, Contracting Officer 
 
 
 
 
 


  
 


 
 
 


   
 


 


Joshua Cohen 
 


  







36C10B18Q3117 


 
Page 3 of 57 


Table of Contents 


A.2  GOVERNING LAW ........................................................................................................................... 5 


A.3  CONTRACT ADMINISTRATION DATA ............................................................................ 5 


SECTION B.1 - SUPPLIES OR SERVICES AND PRICE/COSTS ...................................................... 7 


SECTION B.2 - DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK ........................... 11 


SECTION C  -  CONTRACT CLAUSES ............................................................................................... 27 


C.1  52.252-2  CLAUSES INCORPORATED BY REFERENCE  (FEB 1998) ........................... 27 
C.2  52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT 
STATUTES OR EXECUTIVE ORDERS -- COMMERCIAL ITEMS (JUL 2018) ..................... 27 
C.3  52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) ........... 34 
C.4  VAAR 852.203-70 COMMERCIAL ADVERTISING (MAY 2018) ................................... 35 
C.6  VAAR 852.232-72 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS (NOV 
2012) .............................................................................................................................................. 36 
C.7  VAAR 852.237-70 CONTRACTOR RESPONSIBILITIES (APR 1984) ............................. 37 
C.8  VAAR 852.270-1  REPRESENTATIVES OF CONTRACTING OFFICERS (JAN 2008) . 37 


SECTION D - LIST OF ATTACHMENTS ........................................................................................... 38 


SECTION E - SOLICITATION PROVISIONS .................................................................................... 39 


E.1  52.252-1  SOLICITATION PROVISIONS INCORPORATED BY REFERENCE  (FEB 
1998) .............................................................................................................................................. 39 
E.3 52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS—COMMERCIAL 
ITEMS (NOV 2017) ...................................................................................................................... 40 
E.5  VAAR 852.233-70  PROTEST CONTENT/ALTERNATIVE DISPUTE RESOLUTION 
(JAN 2008) .................................................................................................................................... 51 
E.6  VAAR 852.233-71  ALTERNATE PROTEST PROCEDURE (JAN 1998) ......................... 52 
E.7  VIP VERIFICATION REQUIREMENT FOR SDVOSBS ................................................... 52 


E.8  INSTRUCTIONS, CONDITIONS, AND BASIS FOR AWARD .................................................. 52 


 


 


 


 


 


 


 







36C10B18Q3117 


 
Page 4 of 57 


A.1 COMBINED SYNOPSIS/SOLICITATION   
 
This is a combined synopsis/solicitation for commercial items prepared in accordance with the 
format in Subpart 12.6, as supplemented with additional information included in this notice. 
This announcement constitutes the only solicitation; proposals are being requested and an 
additional written solicitation will not be issued.  
 


(ii) Request for Quotation:  36C10B18Q3117 
(iii) The solicitation document and incorporated provisions and clauses are those in effect 
through Federal Acquisition Circular 2005-99. 
(iv) This is a total Service Disabled Veteran Owned Small Business Set Aside under 
NAICS code 541519, the relevant size standard is $27.5M   
(v) See Section B below for the Schedule of Deliverables 
(vi) See Section C Statement of Objectives  
(vii) Period of Performance is 6-months after date of award and FOB point is Destination. 
(viii) The provisions at 52.212-1, Instructions to Offerors—Commercial, and 52.212-2, 
Evaluation—Commercial Items, do not apply to this acquisition. Evaluation and Basis for 
award procedures can be found in Section E below. 
(ix) A statement regarding the applicability of the provision at 52.212-2, Evaluation—
Commercial Items, if used, and the specific evaluation criteria to be included in 
paragraph (a) of that provision. If this provision is not used, describe the evaluation 
procedures to be used.  
(x) Offerors shall include a completed copy of the provision at 52.212-3, Offeror 
Representations and Certifications—Commercial Items, with its offer.  
(xi) The clause at 52.212-4, Contract Terms and Conditions—Commercial Items, applies 
to this acquisition and a statement and addenda can be found in Section C below.  
(xii) The clause at 52.212-5, Contract Terms and Conditions Required To Implement 
Statutes or Executive Orders—Commercial Items, applies to this acquisition details of 
which can be found in Section C below. 
(xv) Quoters shall submit Relevant Case Studies and the Proposed CMS to Kelly Reale at 
Kelly.Reale@va.gov no later than 3PM EST 08/22/2018.    
(xvi) Please contact Kelly Reale, (732) 440-9712, Kelly.Reale@va.gov for information 
regarding the solicitation. 
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A.2  GOVERNING LAW 


Federal law and regulations, including the Federal Acquisition Regulations (FAR), shall govern 
this Contract/Order.  Commercial license agreements may be made a part of this Contract/Order 
but only if both parties expressly make them an addendum hereto.  If the commercial license 
agreement is not made an addendum, it shall not apply, govern, be a part of or have any effect 
whatsoever on the Contract/Order; this includes, but is not limited to, any agreement embedded 
in the computer software (clickwrap), any agreement that is otherwise delivered with or provided 
to the Government with the commercial computer software or documentation (shrinkwrap), or 
any other license agreement otherwise referred to in any document.  If a commercial license 
agreement is made an addendum, only those provisions addressing data rights regarding the 
Government’s use, duplication and disclosure of data (e.g., restricted computer software) are 
included and made a part of this Contract/Order, and only to the extent that those provisions are 
not duplicative or inconsistent with Federal law, Federal regulation, the incorporated FAR 
clauses and the provisions of this Contract/Order; those provisions in the commercial license 
agreement that do not address data rights regarding the Government’s use, duplication and 
disclosure of data shall not be included or made a part of the Contract/Order.  Federal law and 
regulation including, without limitation, the Contract Disputes Act (41 U.S.C. § 7101 et seq.), 
the Anti-Deficiency Act (31 U.S.C. § 1341 et seq.), the Competition in Contracting Act (41 
U.S.C. § 3301 et seq.), the Prompt Payment Act (31 U.S.C. §3901 et seq.), Contracts for Data 
Processing or Maintenance (38 USC § 5725), and FAR clauses 52.212-4, 52.227-14, 52.227-19 
shall supersede, control, and render ineffective any inconsistent, conflicting, or duplicative 
provision in any commercial license agreement.  In the event of conflict between this Clause and 
any provision in the Contract/Order or the commercial license agreement or elsewhere, the terms 
of this Clause shall prevail.  Claims of patent or copyright infringement brought against the 
Government as a party shall be defended by the U.S. Department of Justice (DOJ).  28 U.S.C. § 
516.  At the discretion of DOJ, the Contractor may be allowed reasonable participation in the 
defense of the litigation.  Any additional changes to the Contract/Order must be made by 
contract/order modification (Standard Form 30) and shall only be effected by a warranted 
Contracting Officer.  Nothing in this Contract/Order or any commercial license agreement shall 
be construed as a waiver of sovereign immunity. 
 
A.3  CONTRACT ADMINISTRATION DATA 
 
1. Contract Administration:  All contract administration matters will be handled by the following 


individuals: 
 


    a. CONTRACTOR:  TBD  
    b. GOVERNMENT:    Contracting Officer 36C10B  
    Joshua Cohen 


Department of Veterans Affairs 
Technology Acquisition Center 
23 Christopher Way 
Eatontown NJ 07724 
 


2. CONTRACTOR REMITTANCE ADDRESS:  All payments by the Government to the contractor 
will be made in accordance with: 
 


[X] 52.232-33, Payment by Electronic Funds Transfer—System For Award Management, 
or 


[] 52.232-36, Payment by Third Party 
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3. INVOICES:  Invoices shall be submitted in arrears: 


 
     a.  Quarterly [] 
     b.  Semi-Annually [] 
     c.  Other [In accordance with Section B, Schedule of Deliverables]   
 
  4.  GOVERNMENT INVOICE ADDRESS:  All Invoices from the contractor shall be submitted 
electronically in accordance with VAAR Clause 852.232-72 Electronic Submission of Payment Requests. 


 
  ACKNOWLEDGMENT OF AMENDMENTS:  The offeror acknowledges receipt of amendments to the 
Solicitation numbered and dated as follows: 
 


AMENDMENT NO DATE 
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SECTION B.1 - SUPPLIES OR SERVICES AND PRICE/COSTS 


 
Days used below refer to calendar days unless otherwise stated.  Deliverables with due dates falling on a 
weekend or holiday shall be submitted the following Government work day after the weekend or holiday.   


 
BASE PERIOD (6-months) 


LINE ITEM DESCRIPTION QTY UNIT 
UNIT 


PRICE TOTAL PRICE 
0001 Project Management in accordance with 


(IAW) Statement of Objectives (SOO) 
paragraph 5.1, inclusive of subparagraphs. 
 
This Firm Fixed Price (FFP) Contract Line 
Item Number (CLIN) includes all labor and 
deliverables required for the successful 
completion of the services detailed in PWS 
paragraph 5.1 and all of its subparagraphs 
for the base period and each option period 
and optional task, if exercised. 
 
The cost of Project Management CLIN 
0001 and subcontract Sub-Line Item 
Number (SLIN) 0001AA, 0001AB, and 
0001AC shall be included in and allocated 
to the remaining FFP CLINs below 
including all option periods.  
 
Period of Performance will be 6-months 
After Effective Date (AED). 


1 LO NSP NSP 


0001AA Contractor Project Management Plan 
(CPMP) IAW SOO paragraph 5.1.1 
 
Due 30 days AED and updated as 
necessary thereafter. 
 
Electronic submission to: VA Program 
Manager (VA PM), Contracting Officer’s 
Representative (COR), Contracting Officer 
(CO), and Contract Specialist (CS)  
 
Inspection/Acceptance/F.O.B: Destination  


1 LO NSP NSP 


0001AB Monthly Status Report IAW SOO 
paragraph 5.1.2 
 
Due Monthly throughout the PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 
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0001AC TMS Training Certificates and Rules of 
Behavior IAW SOO paragraph 5.1.3 
 
Due 7 days AED and within 7 days of the 
onboard of each new employee. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


00XX Agile Delivery  
 
CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP will be 6-Months AED. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX TRAVEL 
 
Travel in accordance with SOO paragraph 
4.3 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Travel Ceiling:  
$10,000.00 
+ Fixed Handling Rate       % 
= Travel NTE Ceiling $___________ 
(Inclusive of Government NTE travel 
ceiling + Fixed Handling Rate) 


1 NTE $ 


00XX MATERIALS 
 
Materials shall be purchased only upon 
receipt of approval of the COR. 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Material 
Ceiling:  
$30,000.00 
+ Fixed Handling Rate       % 
= Materials NTE Ceiling $________ 


1 NTE $ 
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(Inclusive of Government NTE Material 
ceiling + Fixed Handling Rate) 


Base Period Total $ 
OPTION PERIOD 1 (6-months) 


 
This option period may be exercised IAW FAR 52.217-9 Option to Extend the Term of the Contract (MAR 


2000).  Work shall not commence until, and unless, a formal modification is issued by the Contracting Officer.  
If exercised, this option shall commence immediately after expiration of the Base Period. 


10XX Agile Delivery  
 
CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP will be 6-Months AED. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


10XX TRAVEL 
 
Travel in accordance with SOO paragraph 
4.3 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Travel Ceiling:  
$10,000.00 
+ Fixed Handling Rate       % 
= Travel NTE Ceiling $___________ 
(Inclusive of Government NTE travel 
ceiling + Fixed Handling Rate) 


1 NTE $  


10XX MATERIALS 
 
Materials shall be purchased only upon 
receipt of approval of the COR. 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Material 
Ceiling:  
$30,000.00 
+ Fixed Handling Rate       % 
= Materials NTE Ceiling $________ 
(Inclusive of Government NTE Material 
ceiling + Fixed Handling Rate) 


1 NTE $  


Option Period 1 Total $ 
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OPTION PERIOD 2 (6-months) 
 


This option period may be exercised IAW FAR 52.217-9 Option to Extend the Term of the Contract (MAR 
2000).  Work shall not commence until, and unless, a formal modification is issued by the Contracting Officer.  


If exercised, this option shall commence immediately after expiration of Option Period 1. 
20XX Agile Delivery  


 
CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP will be 6-Months AED. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


20XX TRAVEL 
 
Travel in accordance with SOO paragraph 
4.3 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Travel Ceiling:  
$10,000.00 
+ Fixed Handling Rate       % 
= Travel NTE Ceiling $___________ 
(Inclusive of Government NTE travel 
ceiling + Fixed Handling Rate) 


1 NTE $  


20XX MATERIALS 
 
Materials shall be purchased only upon 
receipt of approval of the COR. 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Material 
Ceiling:  
$30,000.00 
+ Fixed Handling Rate       % 
= Materials NTE Ceiling $________ 
(Inclusive of Government NTE Material 
ceiling + Fixed Handling Rate) 


1 NTE $  


Option Period 2 Total $ 
Total Task Order $ 
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SECTION B.2 - DESCRIPTION/SPECIFICATIONS/STATEMENT OF 
WORK 


 


STATEMENT OF OBJECTIVES (SOO) 
DEPARTMENT OF VETERANS 


AFFAIRS 
Office of Information & Technology 


Enterprise Program Management Office 
 


VA.gov Modernization 
 


Date: June 30, 2018 
TAC-18-TBD 


SOO Version Number:  1.0 
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1.0  BACKGROUND 
The mission of the Department of Veterans Affairs (VA), Office of Information & Technology (OI&T), 
Enterprise Program Management Office (EPMO) is to provide benefits and services to Veterans of the 
United States.  In meeting these goals, OI&T strives to provide high quality, effective, and efficient 
Information Technology (IT) services to those responsible for providing care to the Veterans at the point-
of-care as well as throughout all the points of the Veterans’ health care in an effective, timely and 
compassionate manner.  VA depends on Information Management/Information Technology (IM/IT) 
systems to meet mission goals. 
 
This action shall support VA Digital Modernization and updates to VA’s primary Veteran-facing 
property, VA.gov, through the implementation of a content management system. VA.gov receives 
approximately 5 million visits per month. 
 
The effort to modernize VA.gov is part of the larger VA-wide effort known as the VA Digital 
Modernization Strategy. VA is committed to dramatically upgrading its user-facing digital tools, 
becoming the first federal agency to deliver a digital experience on par with the private sector. To align 
our digital experience with our users’ expectations, VA will follow a core set of digital modernization 
principles: 
 


1. Every VA service will have a single, high quality digital version, designed with direct input from 
users. All VA digital services will have a consistent look and feel. 


2. Top services will be accessible from a single customer-focused homepage on VA.gov. This 
homepage will be organized around the primary actions people are trying to take when they visit 
VA. The homepage will be optimized for quickly connecting users with the tool or information 
they are seeking. VA’s internal org chart will be invisible to customers. 


3. Whenever possible, services will be personalized for the individual using the tool 
4. All existing VA account holders, regardless of which account they have, will be able to use that 


account to access all of VA’s digital tools 
5. VA’s customer support channels will be equipped to assist Veterans with digital tools, and 


Veterans will be provided the same information about their situation regardless of whether the use 
a digital tool or a different customer support channel. 


6. Every service will be equally available in desktop and mobile environments 
7. Customer information will be protected with best-in-class security 


 
The Web Brand Consolidation Working Group (a subcommittee of VA’s Web Governance Board) was 
created to take action on this strategy on VA's primary Veteran-facing web properties: va.gov, vets.gov, 
myhealth.va.gov, ebenefits.va.gov, and explore.va.gov. This group has identified four key problems with 
the current Veteran experience across these web properties, which are partially addressed in this SOO.  
 


 Veterans can not find the tools and services they need online 
 Users are confused by the disjointed navigation between sites 
 VA web sites are designed for the Administrations, not users 
 Cross-administration governance of VA.gov is complicated 


 
Addressing these problems will help to make progress toward the Digital Modernization Vision. To 
address these problems, the Working Group decided to design and build a new Veteran-first experience 
for VA.gov. This experience will include a new homepage for VA.gov; updated global header, footer, and 
navigation; new benefit hub pages; and new landing pages for many of the top VA services. All of these 
new pages will be served from the AWS GovCloud (VA Enterprise Cloud) infrastructure currently 
supporting vets.gov. In addition to the new pages, the content and tools that currently exist on vets.gov 
will be rolled under the va.gov url structure and the vets.gov brand will be retired. This work is currently 
in progress under an existing contract and is expected to launch by Veteran’s Day 2018. This work is not 
the subject of this SOO. 
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The subject of this SOO is to support the Post-Veteran’s Day experience on VA.gov. The Contractor will 
be expected to implement a Content Management System in the VA Enterprise Cloud to allow VA 
stakeholders to manage VA.gov content. The initial MVP of this Content Management System must be 
delivered within the 6 month base period. 
 
2.0  APPLICABLE DOCUMENTS 
 
In the performance of the tasks associated with this SOO, the Contractor shall comply with the Applicable 
Documents that are included in Section 7.0 below.  
 
3.0  SCOPE OF WORK 
 
The Contractor will implement a Content Management System and provide additional support for the VA 
Digital Modernization Strategy through improvements to VA.gov. 
 
3.1 ORDER TYPE 
 
The effort shall be proposed on a Firm Fixed Price (FFP) and Time & Materials. 
 
4.0  PERFORMANCE DETAILS 


4.1 PERFORMANCE PERIOD 
 
The period of performance shall be 6-months from date of award, with two 6-month options. 
 
Any work at the Government site shall not take place on Federal holidays or weekends unless directed by 
the Contracting Officer (CO).  
 
There are ten (10) Federal holidays set by law (USC Title 5 Section 6103) that VA follows: 
 
Under current definitions, four are set by date: 
 
New Year's Day   January 1 
Independence Day   July 4 
Veterans Day    November 11 
Christmas Day    December 25 
 
If any of the above falls on a Saturday, then Friday shall be observed as a holiday.  Similarly, if one falls 
on a Sunday, then Monday shall be observed as a holiday. 
 
The other six are set by a day of the week and month: 
 
Martin Luther King's Birthday Third Monday in January 
Washington's Birthday Third Monday in February 
Memorial Day Last Monday in May 
Labor Day First Monday in September 
Columbus Day Second Monday in October 
Thanksgiving Fourth Thursday in November  
 


4.2 PLACE OF PERFORMANCE 
 
Efforts under this TO may be performed in VA facilities located at 811 Vermont Ave NW, Washington, 
DC and/or at the Contractor’s -site. The Government will provide up to 6 hoteling spaces for Contractor 
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staff to use throughout the life of the project. The Government strongly recommends that the Contractor 
maintain regular physical presence on the Government site.   
 


4.3 TRAVEL 
 
The Government anticipates travel under this effort to perform the tasks associated with the effort, as well 
as to attend program-related meetings or conferences throughout the PoP. Contractors may be required to 
perform additional site-visits (CONUS only) to government and non-government facilities to conduct 
user research or stakeholder engagement  
 
Travel shall be reimbursed on a Time & Materials basis in accordance with the Federal Travel 
Regulations (FTR) and requires advanced concurrence by the COR.  Contractor travel within the local 
commuting area will not be reimbursed. 
 
5.0  SPECIFIC TASKS AND DELIVERABLES 
 
The Contractor shall perform the following: 
 


5.1 PROJECT MANAGEMENT 
 
5.1.1 CONTRACTOR PROJECT MANAGEMENT PLAN 
 
The Contractor shall deliver a Contractor Project Management Plan (CPMP) that lays out the Contractor’s 
approach, timeline and tools to be used in execution of the contract.  The CPMP should take the form of 
both a narrative and graphic format that displays the schedule, milestones, risks and resource 
support.  The CPMP shall also include how the Contractor shall coordinate and execute planned, routine, 
and ad hoc data collection reporting requests as identified within the SOO.  The initial baseline CPMP 
shall be concurred upon and updated in accordance with Section B of the contract.  The Contractor shall 
update and maintain the VA PM approved CPMP throughout the PoP.  
 
Deliverable:   


A. Contractor Project Management Plan 
 
5.1.2 REPORTING REQUIREMENTS 
 
5.1.2.1 EPMO MANAGEMENT  
 
The Contractor shall use the DSVA’s Github environment to track execution details.  The Github 
Repository will be used to provide a single authoritative product data source and artifact repository.  The 
Contractor shall utilize Github tools, at a minimum, to:   
 


1. Input and manage scheduled product sprints and backlog  
2. Input and manage product risks and issues 
3. Input and manage product configurations and changes 
4. Input and manage product test plans and execution 
5. Input and manage product planning and engineering documentation 
6. Input and manage linkages between requirements, code, tests and defects to correlate 


requirements to change orders to configurable items to risks, impediments, and issues to test 
cases and test results to show full traceability.  


 
Deliverable: The Contractor shall use GitHub, GitHub Extensions, and other approved tools to provide full 
technical and end-user documentation, during and at the end of the project, for all software development 
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efforts and product releases with all information necessary to document processes, procedures, code 
artifacts, test scripts, and/or policies that were implemented over the course of this contract. 
  
Monthly Status Report 
 
Contractor shall deliver monthly Review Report detailing the status of all work efforts.    The Monthly 
Status Report shall include the following data elements:  
 


1. Project Name and TO;  
2. All work in-progress and completed during the reporting period; 
3. Identification of any TO related issues uncovered during the reporting period and especially 


highlight those areas with a high probability of impacting schedule, cost or performance goals 
and their likely impact on schedule, cost, or performance goals; 


4. Explanations for any unresolved issues, including possible solutions and any actions required of 
the Government and/or Contractor to resolve or mitigate any identified issue, including a plan and 
timeframe for resolution; 


5. Status on previously identified issues, actions taken to mitigate the situation and/or progress made 
in rectifying the situation; 


6. Work planned for the subsequent two reporting periods, when applicable; 
7. Workforce staffing data showing all Contractor personnel performing on the effort during the 


current reporting period. After the initial labor baseline is provided, each Monthly Status Report 
shall identify any changes in staffing identifying each person who was added to the contract or 
removed from the contract  
 


These reports shall not be the only means of communication between the Contractor COR and the VA 
Program/Project Manager to advise of performance/schedule issues and to develop strategies for 
addressing the issues. The Contractor shall continuously monitor performance and report any deviation 
from the CPMP or previous Bi-Weekly EPMO Status Report to the COR and VA Program/Project 
Manager during routine, regular communications.  
 
Deliverable: 


A. Monthly Status Report 
 


5.1.3 PRIVACY & HIPAA TRAINING 
 
The Contractor shall submit Training Management Systems (TMS) Training Certificates of completion 
for VA Privacy and Information Security Awareness, Rules of Behavior and Health Insurance Portability 
and Accountability Act (HIPAA) training. The Contractor shall provide signed copies of the Contractor 
Rules of Behavior in accordance with Section 9, Training, from Appendix C of the VA Handbook 6500.6, 
“Contract Security”. 
 
The Contractor shall submit status of VA Privacy and Information Security Awareness training for all 
individuals engaged on the task.   
  
Deliverables:   


A. TMS Training Certificates  
B. Signed Contractor Rules of Behavior   
 


5.1.4 TECHNICAL KICKOFF MEETING 
 
The Contractor shall hold a technical kickoff meeting within 10 days after TO award.  The Contractor 
shall present, for review and approval by the Government, the details of the intended approach, work 
plan, and project schedule for each effort.  The Contractor shall specify dates, locations (in-person 
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preferred but can be virtual), agenda (shall be provided to all attendees at least five calendar days prior to 
the meeting), and meeting minutes (shall be provided to all attendees within three calendar days after the 
meeting).  The Contractor shall invite the Contracting Officer (CO), Contract Specialist (CS), COR, and 
the VA PgM / PMs. 
 
The Contractor shall deliver the kick-off meeting package three days after the kickoff meeting. The 
package shall include a work planning and delivery approach, milestone schedule, and constraints. 
 


5.2 PERFORMANCE OBJECTIVES (BASE AND OPTION PERIODs) 
 
The Contractor(s) shall provide VA with agile delivery teams during the base and option periods (if 
exercised). 
 
These teams shall deliver viable, digital solutions (specific activities are listed below) in support of VA's 
Digital Modernization effort and ship complete code to users every two to three weeks. 
 
The specific nature of the capabilities required for each team are articulated below. However, it is 
expected that the agile delivery teams will include members with expertise in one or more of the 
following areas: product and delivery management, systems architecture, software development, CMS 
configuration, CMS user management, user research, user experience (UX) strategy, user interface (UI) 
and visual design, static and dynamic content management, content writing, and development and 
operations (DevOps). Skillsets of team members on each agile team should be aligned to support delivery 
of the digital products detailed below and individuals may be shared across agile teams. 
 
The Contractor’s support and solutions shall follow the practices described in the Digital Services 
Playbook (https://playbook.cio.gov). The Contractor shall be familiar with the concepts in each play and 
implement them in its approaches and support. The Contractor shall incorporate modern user research and 
usability testing best practices into all solutions. The Contractor shall design, develop, configure, 
customize, deploy, and operate solutions. Once deployed, the Contractor shall provide production support 
of the solution as required, including limited user support. The Contractor shall deliver modern digital 
services that use DevOps techniques that embrace continuous integration and continuous deployment. 
The Contractor shall deliver secure and tested modern web application designs using automated testing 
frameworks. 
 
VA.gov Content Management System 
 
The Contractor shall implement a CMS in the VA Enterprise Cloud to support the modernized VA.gov. 
The Contractor shall complete the following activities within the base period of performance (first 6 
months) and continue to improve on the resulting MVP should option periods be executed. 
 
This contract does not include research or comparative analysis of CMS technologies. The Contractor 
must be prepared to begin work on their proposed CMS solution at contract initiation. The Contractor’s 
proposed CMS technology must meet the requirements detailed below and in the Operating Constraints 
Section 5.2.1. 
 


1. Create an MVP CMS for VA.gov in the VA Enterprise Cloud (VAEC). Contractor will 
implement the MVP of an open-source Content Management System for VA.gov. The MVP will 
be complete before the end of the base period of performance. The CMS must provide a 
streamlined interface, maintain the benefits of the current vets.gov technology stack and release 
process, provide user-friendly administrative views, allow for dynamic content, and allow for re-
usable structured content and content APIs. This implementation includes CMS DevOps for the 
code base and content, front-end integration with the current vets.gov repo, and integration with 
the current identity solution. See Operating Constraints 5.2.1 for additional requirements. 
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2. Design a new content model for VA.gov. Following industry best practices, design and 
implement an effective, re-usable content model for VA.gov. The content model must address all 
static content currently on vets.gov and all pages built as part of the Veteran’s Day 2018 launch. 
This model must be capable of scaling to integrate static content from the legacy va.gov website, 
myhealth.va.gov, and ebenefits.va.gov. This will require working with VA stakeholders to audit 
and define which content to recreate in the new content model. This will include creating new 
templates consistent with Formation, which serves as the VA design standards, and identifying 
solutions for integrating prioritized VA.gov pages including VA medical facilities, VA 
administration pages, and other existing VA.gov pages. 


3. Implement content governance. Implement a consistent and sustainable governance process for 
VA.gov content. Includes CMS user permissions, roles, controls, and workflows. Incorporates 
human content workflows (i.e., staff editing and reviewing website copy) with agile development 
and continuous deployment. Includes coaching Government staff on use of CMS and adoption of 
new workflows. The VA Web Brand Consolidation Working Group is currently working to 
define structures and processes for VA review of content. 


4. Write and edit new content pages. Support VA stakeholders with plain language and writing-
for-web best practices in the creation, modification, and publishing of public facing content. 
Conduct content audits, inventories, and reviews as needed to research and design new content 
across VA.gov, with a focus on customer-facing content that gets users to tools and transactions. 
The contractor will work with the VA Web Governance Board to define and prioritize content for 
migration into the CMS. 


5. Migrate content from vets.gov into the CMS. Map and migrate vets.gov content into the new 
content model for the CMS, allowing for implementation of the content governance strategy and 
management by VA stakeholders. VA’s priority is to migrate static content and dynamic content 
not directly tied to digital applications and tools. This migration also includes all pages and 
content built on VA.gov in the VAEC as part of the Veteran’s Day 2018 Launch. 


6. Follow search engine optimization (SEO) best practices. Follow best practices in modern web 
development to optimize VA.gov pages for search. Integrate content SEO with CMS SEO (e.g. 
tagging, metadata). All new pages created or migrated by the Contractor will be optimized for 
SEO. 


7. Provide improved internal search. Replace existing VA.gov site search with a modem tool that 
optimizes internal search of structured content pages. Conduct research and work with VA 
stakeholders to determine the best kind of search technology to meet users’ needs. Additional 
details in Operating Constraints Section 5.2.1. 


8. Use advanced analytics and measurement. Monitor and analyze website performance, web 
analytics, customer experience, and CMS use for VA.gov. Follow industry standards for front end 
performance of the final product for the end user. 


9. Authority to Operate (ATO).  In accordance with VA Handbook 6500) and all other relevant 
VA policies, the Contractor shall assist VA in achieving an Authority to Operate for the new 
VA.gov solution and ensure that the ATO is maintained throughout the PoP including updating 
any necessary documentation. 
 


Deliverables: 
A. Deliverables under this section are defined as the completion and acceptance of products 


delivered according to the contractor’s “Definition of Done” for iterations completed, which 
are based on the contractor’s proposed agile software development methodology. The 
“Definition of Done”, at a minimum, shall provide production-ready products as a result of 
the agile iterations.  
 


5.2.1 OPERATING CONSTRAINTS 
 


1. Multi-vendor Environment: The Contractor shall operate in multi-vendor environments where the 
Contractor may not own the entire system design and may not be able to modify certain aspects 
of the system architecture. These environments include the current VA.gov infrastructure and the 
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current vets.gov infrastructure. Coordination between Contractors and government 
representatives will be required to maintain efficient operations and delivery. 


2. Content Management System Selection: The Contractor shall implement a CMS that is open 
source, has an active community of users, and is of commercial quality (Drupal, WordPress, or 
similar). This CMS must be capable of meeting VA.gov’s content management needs for scope 
and scale. The CMS shall be designed to allow content sharing between VA.gov and VA mobile 
applications, VA call center staff portals, and authorized third party websites (e.g. VSO’s) via 
APIs or another recommended solution. 


3. Transition: The Contractor shall implement a CMS in a manner that allows for the transition of 
development and maintenance to VA or another Contractor at the conclusion of this contract. 


4. Search: The Contractor shall select and implement a search solution that is modern, open source, 
and commercial quality capable of meeting VA.gov’s search needs for scope and scale. This 
search solution may be search.gov, a Government-owned search currently implemented on 
another Government website, the native-built CMS search, or another open source solution. 


 
6.0  GENERAL REQUIREMENTS 


6.1 ENTERPRISE AND IT FRAMEWORK 
6.1.1 ONE-VA TECHNICAL REFERENCE MODEL 
 
The Contractor shall support the VA enterprise management framework.  In association with the 
framework, the Contractor shall comply with OI&T Technical Reference Model (One-VA TRM).  One-
VA TRM is one component within the overall Enterprise Architecture (EA) that establishes a common 
vocabulary and structure for describing the information technology used to develop, operate, and maintain 
enterprise applications.  One-VA TRM includes the Standards Profile and Product List that collectively 
serves as a VA technology roadmap.  Architecture, Strategy, and Design (ASD) has overall responsibility 
for the One-VA TRM. 
 
6.1.2 FEDERAL IDENTITY, CREDENTIAL, AND ACCESS MANAGEMENT (FICAM)  
 


 
The Contractor shall ensure Commercial Off-The-Shelf (COTS) product(s), software configuration and 
customization, and/or new software are Personal Identity Verification (PIV) card-enabled by accepting 
HSPD-12 PIV credentials using VA Enterprise Technical Architecture (ETA), 
http://www.ea.oit.va.gov/VA_EA/VAEA_TechnicalArchitecture.asp, and VA Identity and Access 
Management (IAM) in use by DSVA (currently ID.me but is subject to change).  
 
The Contractor shall ensure all Contractor delivered applications and systems conform to the specific 
Identity and Access Management PIV requirements set forth in the Office of Management and Budget 
(OMB) Memoranda M-04-04, M-05-24, M-11-11, and NIST Federal Information Processing Standard 
(FIPS) 201-2. OMB Memoranda M-04-04, M-05-24, and M-11-11 can be found at:  
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy04/m04-04.pdf, 
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-24.pdf, 
and https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf 
respectively.  


 
 
The required Assurance Levels for this specific effort are Identity Assurance Level 3, Authenticator 
Assurance Level 3, and Federation Assurance Level 3. 
 
6.1.3 INTERNET PROTOCOL VERSION 6 (IPV6) 
 
The Contractor solution shall support the latest Internet Protocol Version 6 (IPv6) based upon the 
directives issued by the Office of Management and Budget (OMB) on August 2, 2005 
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(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-
22.pdf) and September 28, 2010 (https://cio.gov/wp-content/uploads/downloads/2012/09/Transition-to-
IPv6.pdf).  IPv6 technology, in accordance with the USGv6 Profile, NIST Special Publication (SP) 500-
267 (https://www.nist.gov/programs-projects/usgv6-technical-basis-next-generation-internet), the 
Technical Infrastructure for USGv6 Adoption (http://www-x.antd.nist.gov/usgv6/index.html),  and the 
NIST SP 800 series applicable compliance (http://csrc.nist.gov/publications/PubsSPs.html)  shall be 
included in all IT infrastructures, application designs, application development, operational systems and 
sub-systems, and their integration.  In addition to the above requirements, all devices shall support native 
IPv6 and/or dual stack (IPv6 / IPv4) connectivity without additional memory or other resources being 
provided by the Government, so that they can function in a mixed environment.  All public/external 
facing servers and services (e.g. web, email, DNS, ISP services, etc.) shall support native IPv6 and/or 
dual stack (IPv6/ IPv4) users and all internal infrastructure and applications shall communicate using 
native IPv6 and/or dual stack (IPv6/ IPv4) operations.  Guidance and support of improved methodologies 
which ensure interoperability with legacy protocol and services in dual stack solutions, in addition to 
OMB/VA memoranda, can be found at: https://www.voa.va.gov/documentlistpublic.aspx?NodeID=282. 
 
6.1.4 TRUSTED INTERNET CONNECTION (TIC) 


 
The Contractor solution shall meet the requirements outlined in Office of Management and Budget 
Memorandum M08-05 mandating Trusted Internet Connections (TIC) 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-
05.pdf), M08-23 mandating Domain Name System Security (NSSEC) 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-
23.pdf), and shall comply with the Trusted Internet Connections (TIC) Reference Architecture Document, 
Version 2.0 https://s3.amazonaws.com/sitesusa/wp-
content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf. 
 
 


6.2 SECURITY AND PRIVACY REQUIREMENTS 
 
It has been determined that protected health information may be disclosed or accessed and a signed 
Business Associate Agreement (BAA) shall be required.  The Contractor shall adhere to the requirements 
set forth within the BAA, referenced in Section D of the contract, and shall comply with VA Directive 
6066. 
 
6.2.1 POSITION/TASK RISK DESIGNATION LEVEL(S) 
 
In accordance with VA Handbook 0710, Personnel Security and Suitability Program, the position 
sensitivity and the level of background investigation commensurate with the required level of access for 
the following tasks within the SOO are: 
 


Position Sensitivity and Background Investigation Requirements by Task 


Task Number Tier1 / Low Risk Tier 2 / Moderate Risk Tier 4 / High Risk 


5.1    
5.2    


 
The Tasks identified above and the resulting Position Sensitivity and Background Investigation 
requirements identify, in effect, the Background Investigation requirements for Contractor individuals, 
based upon the tasks the particular Contractor individual will be working.  The submitted Contractor Staff 
Roster must indicate the required Background Investigation Level for each Contractor individual based 
upon the tasks the Contractor individual will be working, in accordance with their submitted proposal. 
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6.2.2 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 
 


Contractor Responsibilities:  
a. The Contractor shall prescreen all personnel requiring access to the computer systems to 


ensure they maintain the appropriate Background Investigation, and are able to read, write, 
speak and understand the English language. 


b. Within 3 business days after award, the Contractor shall provide a roster of Contractor and 
SubContractor employees to the COR to begin their background investigations in accordance 
with the PAL templateshttps://www.va.gov/process/artifacts.asp.  The Contractor Staff Roster 
shall contain the Contractor’s Full Name, Date of Birth, Place of Birth, individual 
background investigation level requirement (based upon Section 6.2 Tasks), etc.  The 
Contractor shall submit full Social Security Numbers either within the Contractor Staff 
Roster or under separate cover to the COR.  The Contractor Staff Roster shall be updated and 
provided to VA within 1 day of any changes in employee status, training certification 
completion status, Background Investigation level status, additions/removal of employees, 
etc. throughout the Period of Performance.  The Contractor Staff Roster shall remain a 
historical document indicating all past information and the Contractor shall indicate in the 
Comment field, employees no longer supporting this contract.  The preferred method to send 
the Contractor Staff Roster or Social Security Number is by encrypted e-mail. If unable to 
send encrypted e-mail, other methods which comply with FIPS 140-2 are to encrypt the file, 
use a secure fax, or use a traceable mail service. 


c. The Contractor should coordinate with the location of the nearest VA fingerprinting office 
through the COR.  Only electronic fingerprints are authorized.  The Contractor shall bring 
their completed Security and Investigations Center (SIC) Fingerprint request form with them 
(see paragraph d.4. below) when getting fingerprints taken. 


d. The Contractor shall ensure the following required forms are submitted to the COR within 5 
days after contract award: 


1) Optional Form 306 
2) Self-Certification of Continuous Service 
3) VA Form 0710  
4) Completed SIC Fingerprint Request Form 


e. The Contractor personnel shall submit all required information related to their background 
investigations (completion of the investigation documents (SF85, SF85P, or SF 86) utilizing 
the Office of Personnel Management’s (OPM) Electronic Questionnaire for Investigations 
Processing (e-QIP) after receiving an email notification from the Security and Investigation 
Center (SIC).  


f. The Contractor employee shall certify and release the e-QIP document, print and sign the 
signature pages, and send them encrypted to the COR for electronic submission to the SIC.  
These documents shall be submitted to the COR within 3 business days of receipt of the e-
QIP notification email.  (Note:  OPM is moving towards a “click to sign” process.  If click to 
sign is used, the Contractor employee should notify the COR within 3 business days that 
documents were signed via e-QIP). 


g. The Contractor shall be responsible for the actions of all personnel provided to work for VA 
under this contract.  In the event that damages arise from work performed by Contractor 
provided personnel, under the auspices of this contract, the Contractor shall be responsible for 
all resources necessary to remedy the incident. 


h. A Contractor may be granted unescorted access to VA facilities and/or access to VA 
Information Technology resources (network and/or protected data) with a favorably 
adjudicated Special Agreement Check (SAC), completed training delineated in VA 
Handbook 6500.6 (Appendix C, Section 9), signed “Contractor Rules of Behavior”, and with 
a valid, operational PIV credential for PIV-only logical access to VA’s network.  A PIV card 
credential can be issued once your SAC has been favorably adjudicated and your background 
investigation has been scheduled by OPM.  However, the Contractor will be responsible for 
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the actions of the Contractor personnel they provide to perform work for VA.  The 
investigative history for Contractor personnel working under this contract must be maintained 
in the database of OPM. 


i. The Contractor, when notified of an unfavorably adjudicated background investigation on a 
Contractor employee as determined by the Government, shall withdraw the employee from 
consideration in working under the contract. 


j. Failure to comply with the Contractor personnel security investigative requirements may 
result in loss of physical and/or logical access to VA facilities and systems by Contractor and 
Sub Contractor employees and/or termination of the contract for default. 


k. Identity Credential Holders must follow all HSPD-12 policies and procedures as well as use 
and protect their assigned identity credentials in accordance with VA policies and procedures, 
displaying their badges at all times, and returning the identity credentials upon termination of 
their relationship with VA. 


 
Deliverable: 


A. Contractor Staff Roster 
 


6.3 METHOD AND DISTRIBUTION OF DELIVERABLES 
 
The Contractor shall deliver documentation in electronic format, unless otherwise directed in Section B of 
the solicitation/contract. 
   


6.4  PERFORMANCE METRICS 
 
The table below defines the general Performance Standards and Acceptable Levels of Performance 
associated with this effort. A Quality Assurance Surveillance Plan will be developed based on 
contractor’s Performance Work Statement.  
 


Performance Objective Performance Standard Acceptable Levels of 
Performance 


A. Technical / 
Quality of Product 
or Service 


1. Demonstrates understanding of 
requirements 


2. Efficient and effective in 
meeting requirements  


3. Meets technical needs and 
mission requirements 


4. Provides quality 
services/products 


Satisfactory or higher 


B. Project Milestones 
and Schedule 


1. Established milestones and 
project dates are met 


2. Products completed, reviewed, 
delivered in accordance with 
the established schedule 


3. Notifies customer in advance 
of potential problems 


Satisfactory or higher 


C. Cost & Staffing 1. Currency of expertise and 
staffing levels appropriate 


2. Personnel possess necessary 
knowledge, skills and abilities 
to perform tasks 


Satisfactory or higher 


D. Management 1. Integration and coordination of 
all activities to execute effort 


Satisfactory or higher 
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The COR will utilize a Quality Assurance Surveillance Plan (QASP) throughout the life of the contract to 
ensure that the Contractor is performing the services required by this SOO in an acceptable level of 
performance.  The Government reserves the right to alter or change the surveillance methods in the QASP 
at its own discretion.  
 
Deliverable: 


A. QASP 
    


6.5 FACILITY/RESOURCE PROVISIONS  
 
The Government will provide office space, telephone service and system access when authorized contract 
staff work at a Government location as required in order to accomplish the Tasks associated with this 
SOO.  All procedural guides, reference materials, and program documentation for the project and other 
Government applications will also be provided on an as-needed basis. 
 
The Contractor shall request other Government documentation deemed pertinent to the work 
accomplishment directly from the Government officials with whom the Contractor has contact.  The 
Contractor shall consider the COR as the final source for needed Government documentation when the 
Contractor fails to secure the documents by other means.  The Contractor is expected to use common 
knowledge and resourcefulness in securing all other reference materials, standard industry publications, 
and related materials that are pertinent to the work. 
 
VA may provide remote access to VA specific systems/network in accordance with VA Handbook 6500, 
which requires the use of a VA approved method to connect external equipment/systems to VA’s 
network.  Citrix Access Gateway (CAG) is the current and only VA approved method for remote access 
users when using or manipulating VA information for official VA Business.  VA permits CAG remote 
access through approved Personally Owned Equipment (POE) and Other Equipment (OE) provided the 
equipment meets all applicable 6500 Handbook requirements for POE/OE.  All of the security controls 
required for Government furnished equipment (GFE) must be utilized in approved POE or OE.   The 
Contractor shall provide proof to the COR for review and approval that their POE or OE meets the VA 
Handbook 6500 requirements  and VA Handbook 6500.6 Appendix C,  herein incorporated as Addendum 
B, before use. CAG authorized users shall not be permitted to copy, print or save any VA information 
accessed via CAG at any time.  VA prohibits remote access to VA’s network from non-North Atlantic 
Treaty Organization (NATO) countries.   The exception to this are countries where VA has approved 
operations established (e.g. Philippines and South Korea).  Exceptions are determined by the COR in 
coordination with the Information Security Officer (ISO) and Privacy Officer (PO). 
 
This remote access may provide access to VA specific software such as Veterans Health Information 
System and Technology Architecture (VistA), ClearQuest, PAL, Primavera, and Remedy, including 
appropriate seat management and user licenses, depending upon the level of access granted.  The 
Contractor shall utilize government-provided software development and test accounts, document and 
requirements repositories, etc. as required for the development, storage, maintenance and delivery of 
products within the scope of this effort.  The Contractor shall not transmit, store or otherwise maintain 
sensitive data or products in Contractor systems (or media) within the VA firewall IAW VA Handbook 
6500.6 dated March 12, 2010.  All VA sensitive information shall be protected at all times in accordance 
with VA Handbook 6500, local security field office System Security Plans (SSP’s) and Authority to 
Operate (ATO)’s for all systems/LAN’s accessed while performing the tasks detailed in this SOO.  The 
Contractor shall ensure all work is performed in countries deemed not to pose a significant security risk.  
For detailed Security and Privacy Requirements (additional requirements of the contract consolidated into 
an addendum for easy reference) refer to Error! Reference source not found. and ADDENDUM B - VA 
INFORMATION AND INFORMATION SYSTEM SECURITY/PRIVACY LANGUAGE. 
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6.6 GOVERNMENT FURNISHED PROPERTY 
 
The Government has determined that remote access solutions involving Citrix Access Gateway (CAG) 
have proven to be an unsatisfactory access method to complete the tasks on this specific contract The 
Government also understands that GFE is limited to Contractors requiring direct access to the network to:  
access development environments; install, configure and run TRM-approved software and tools (e.g., 
Oracle, Fortify, Eclipse, SoapUI, WebLogic, LoadRunner, etc.); upload/download/ manipulate code, run 
scripts, apply patches, etc.; configure and change system settings; check logs, troubleshoot/debug, and 
test/QA. 
 
The Government will not provide IT accessories including but not limited to Mobile Wi-Fi 
hotspots/wireless access points, additional or specialized keyboards or mice, laptop bags, extra charging 
cables, extra PIV readers, peripheral devices, additional RAM, etc.  The Contractor is responsible for 
providing these types of IT accessories in support of the contract as necessary and any VA installation 
required for these IT accessories shall be coordinated with the COR. 
  







36C10B18Q3117  


Page 24 of 57 


7.0  APPLICABLE DOCUMENTS 


In the performance of the tasks associated with this SOO, the Contractor shall comply with the following: 


1. “Federal Information Security Modernization Act of 2014” 
2. Federal Information Processing Standards (FIPS) Publication 140-2, “Security Requirements 


For Cryptographic Modules” 
3. FIPS Pub 199. Standards for Security Categorization of Federal Information and Information 


Systems, February 2004 
4. FIPS Pub 200, Minimum Security Requirements for Federal Information and Information 


Systems, March 2016 
5. FIPS Pub 201-2, “Personal Identity Verification of Federal Employees and Contractors,” 


August 2013 
6. 5 U.S.C. § 552a, as amended, “The Privacy Act of 1974”  
7. Public Law 109-461, Veterans Benefits, Health Care, and Information Technology Act of 


2006, Title IX, Information Security Matters 
8. 42 U.S.C. § 2000d “Title VI of the Civil Rights Act of 1964” 
9. VA Handbook 0710, Personnel Security and Suitability Security Program, May 2, 2016, 


http://www.va.gov/vapubs 
10. VA Directive and Handbook 6102, “Internet/Intranet Services,” July 15, 2008 
11. 36 C.F.R. Part 1194 “Electronic and Information Technology Accessibility Standards,” July 


1, 2003 
12. Office of Management and Budget (OMB) Circular A-130, “Managing Federal Information 


as a Strategic Resource,” July  28, 2016 
13. An Introductory Resource Guide for Implementing the Health Insurance Portability and 


Accountability Act (HIPAA) Security Rule, October 2008 
14. Sections 504 and 508 of the Rehabilitation Act (29 U.S.C. § 794d), as amended by the 


Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998 
15. Homeland Security Presidential Directive (12) (HSPD-12), August 27, 2004 
16. VA Directive 6500, “Managing Information Security Risk: VA Information Security 


Program,” September 20, 2012 
17. VA Handbook 6500, “Risk Management Framework for VA Information Systems – Tier 3: 


VA Information Security Program,” March 10, 2015 
18. VA Handbook 6500.1, “Electronic Media Sanitization,” November 03, 2008 
19. VA Handbook 6500.2, “Management of Breaches Involving Sensitive Personal Information 


(SPI)”, July 28, 2016 
20. VA Handbook 6500.3, “Assessment, Authorization, And Continuous Monitoring Of VA 


Information Systems,” February 3, 2014 
21. VA Handbook 6500.5, “Incorporating Security and Privacy in System Development 


Lifecycle”, March 22, 2010 
22. VA Handbook 6500.6, “Contract Security,” March 12, 2010 
23. VA Handbook 6500.8, “Information System Contingency Planning”, April 6, 2011 
24. OI&T Process Asset Library (PAL), https://www.va.gov/process/ .  Reference Process 


Maps at https://www.va.gov/process/maps.asp and Artifact templates at 
https://www.va.gov/process/artifacts.asp 


25. One-VA Technical Reference Model (TRM) (reference at 
https://www.va.gov/trm/TRMHomePage.aspx) 


26. VA Directive 6508, “Implementation of Privacy Threshold Analysis and Privacy Impact 
Assessment,” October 15, 2014 


27. VA Handbook 6508.1, “Procedures for Privacy Threshold Analysis and Privacy Impact 
Assessment,” July 30, 2015 


28. VA Handbook 6510, “VA Identity and Access Management”, January 15, 2016 
29. VA Directive 6300, Records and Information Management, February 26, 2009 
30. VA Handbook, 6300.1, Records Management Procedures, March 24, 2010 
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31. NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal 
Information Systems:  a Security Life Cycle Approach, June 10, 2014 


32. NIST SP 800-53 Rev. 4, Security and Privacy Controls for Federal Information Systems and 
Organizations, January 22, 2015 


33. OMB Memorandum, “Transition to IPv6”, September 28, 2010 
34. VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program, 


October 26, 2015 
35. OMB Memorandum M-06-18, Acquisition of Products and Services for Implementation of 


HSPD-12, June 30, 2006 
36. OMB Memorandum 04-04, E-Authentication Guidance for Federal Agencies, December 16, 


2003 
37. OMB Memorandum 05-24, Implementation of Homeland Security Presidential Directive 


(HSPD) 12 – Policy for a Common Identification Standard for Federal Employees and 
Contractors, August 5, 2005 


38. OMB memorandum M-11-11, “Continued Implementation of Homeland Security 
Presidential Directive (HSPD) 12 – Policy for a Common Identification Standard for Federal 
Employees and Contractors, February 3, 2011 


39. OMB Memorandum, Guidance for Homeland Security Presidential Directive (HSPD) 12 
Implementation, May 23, 2008 


40. Federal Identity, Credential, and Access Management (FICAM) Roadmap and 
Implementation Guidance, December 2, 2011 


41. NIST SP 800-116, A Recommendation for the Use of Personal Identity Verification (PIV) 
Credentials in Physical Access Control Systems, November 20, 2008 


42. OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach of 
Personally Identifiable Information, May 22, 2007 


43. NIST SP 800-63-3, 800-63A, 800-63B, 800-63C, Digital Identity Guidelines, June 2017 
44. NIST SP 800-157, Guidelines for Derived PIV Credentials, December 2014 
45. VA Memorandum, VAIQ #7100147, Continued Implementation of Homeland Security 


Presidential Directive 12 (HSPD-12), April 29, 2011 (reference 
https://www.voa.va.gov/documentlistpublic.aspx?NodeID=514) 


46. IAM Identity Management Business Requirements Guidance document, May 2013, 
(reference Enterprise Architecture Section, PIV/IAM (reference 
https://www.voa.va.gov/documentlistpublic.aspx?NodeID=514) 


47. VA Memorandum “Mandate to meet PIV Requirements for New and Existing Systems” 
(VAIQ# 7712300), June 30, 2015, 
https://www.voa.va.gov/DocumentView.aspx?DocumentID=4846 


48. Trusted Internet Connections (TIC) Reference Architecture Document, Version 2.0, Federal 
Interagency Technical Reference Architectures, Department of Homeland Security, October 
1, 2013, https://s3.amazonaws.com/sitesusa/wp-
content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf  


49. OMB Memorandum M-08-05, “Implementation of Trusted Internet Connections (TIC), 
November 20, 2007 


50. Office of Information Security (OIS) VAIQ #7424808 Memorandum, “Remote Access”, 
January 15, 2014, https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


51. VA Memorandum, “Implementation of Federal Personal Identity Verification (PIV) 
Credentials for Federal and Contractor Access to VA IT Systems”, (VAIQ# 7614373) July 
9, 2015, https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


52. VA Memorandum “Mandatory Use of PIV Multifactor Authentication to VA Information 
System” (VAIQ# 7613595), June 30, 2015, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


53. VA Memorandum “Mandatory Use of PIV Multifactor Authentication for Users with 
Elevated Privileges” (VAIQ# 7613597), June 30, 2015; 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 
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54. “Veteran Focused Integration Process (VIP) Guide 2.0”, May 2017, 
https://www.voa.va.gov/DocumentView.aspx?DocumentID=4371 


55. “VIP Release Process Guide”, Version 1.4, May 2016, 
https://www.voa.va.gov/DocumentView.aspx?DocumentID=4411 


56. VA Memorandum “Use of Personal Email (VAIQ #7581492)”, April 24, 2015, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


57. VA Memorandum “Updated VA Information Security Rules of Behavior (VAIQ 
#7823189)”, September, 15, 2017, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


58. API Best Practices 
a. 18 F API Standards (https://github.com/18F/api-standards) 
b. WH API Standards https://github.com/WhiteHouse/api-standards  


59. Building Twelve-Factor App (https://12factor.net/). 
60. Experience with incorporating and using open source technologies 


(https://sourcecode.cio.gov/OSS/). 
61. The Agile Manifesto (http://www.agilemanifesto.org/) 
62. The U.S. Digital Services Playbook (https://playbook.cio.gov/) 
63. The Techfar Hub (https://techfarhub.cio.gov/) 
64. VA Enterprise Cloud (VAEC) Technical Reference Guide for Acquisition Support, October 


2017 (Attachment 001) 
65. Best Practices for Agile Practices (Attachment 002) 
66. VA Modernization Acq Diagram (Attachment 003) 
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SECTION C  -  CONTRACT CLAUSES 


C.1  52.252-2  CLAUSES INCORPORATED BY REFERENCE  (FEB 1998) 


  This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the 
full text of a clause may be accessed electronically at this/these address(es): 


  http://www.acquisition.gov/far/index.html 
  http://www.va.gov/oal/library/vaar/ 
   


(End of Clause) 


FAR 
Number 


Title Date 


52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON 
POSTCONSUMER FIBER CONTENT PAPER 


MAY 2011 


52.212-4 CONTRACT TERMS AND CONDITIONS—COMMERCIAL 
ITEMS 


JAN 2017 


52.227-01 AUTHORIZATION AND CONSENT DEC 2007 
52.227-02 NOTICE & ASSISTANCE REGARDING PATENT & 


COPYRIGHT INFRINGEMENT 
DEC 2007 


52.227-14 RIGHTS IN DATA – GENERAL  DEC 2007 
52.227-16 ADDITIONAL DATA REQUIREMENTS JUN 1987 
52.227-19 COMMERCIAL COMPUTER SOFTWARE LICENSES DEC 2007 
52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL 


BUSINESS SUBCONTRACTORS 
DEC 2013 


52.245-1 GOVERNMENT PROPERTY JAN 2017 


 
C.2  52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO 
IMPLEMENT STATUTES OR EXECUTIVE ORDERS -- COMMERCIAL 
ITEMS (JUL 2018) 


(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which 
are incorporated in this contract by reference, to implement provisions of law or Executive orders 
applicable to acquisitions of commercial items: 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 


(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or 
Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-
91). 


(3) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015) 


(4) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 
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(5) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 
108-78 (19 U.S.C. 3805 note)). 


(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer 
has indicated as being incorporated in this contract by reference to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 


_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with 
Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 


_X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 
3509). 


___ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment 
Act of 2009 (Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts funded by the 
American Recovery and Reinvestment Act of 2009). 


_X_ (4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 
2016) (Pub. L. 109-282) (31 U.S.C. 6101 note). 


___ (5) [Reserved] 


___ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 
section 743 of Div. C). 


___ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts 
(Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 


_X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with Contractors 
Debarred, Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note).  


_X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters 
(Jul 2013) (41 U.S.C. 2313). 


___ (10) [Reserved] 


___ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 
U.S.C. 657a). 


___ (ii) Alternate I (Nov 2011) of 52.219-3. 


___ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 
Concerns (Oct 2014) (if the offeror elects to waive the preference, it shall so indicate in its 
offer)(15 U.S.C. 657a). 


___ (ii) Alternate I (Jan 2011) of 52.219-4. 


___ (13) [Reserved] 


___ (14) (i) 52.219-6, Notice of Total Small Business Aside (Nov 2011) (15 U.S.C. 644). 


___ (ii) Alternate I (Nov 2011). 
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___ (iii) Alternate II (Nov 2011). 


___ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 


___ (ii) Alternate I (Oct 1995) of 52.219-7. 


___ (iii) Alternate II (Mar 2004) of 52.219-7. 


___ (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and 
(3)). 


___ (17) (i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (d)(4)). 


___ (ii) Alternate I (Nov 2016) of 52.219-9. 


___ (iii) Alternate II (Nov 2016) of 52.219-9. 


___ (iv) Alternate III (Nov 2016) of 52.219-9. 


___ (v) Alternate IV (Nov 2016) of 52.219-9. 


___ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 


_X_ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)). 


___ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 
637(d)(4)(F)(i)). 


_X_ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 
2011) (15 U.S.C. 657f). 


_X_ (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 U.S.C. 
632(a)(2)). 


___ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 
Disadvantaged Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)). 


___ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 
Business Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 
U.S.C. 637(m)). 


_X_ (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 


___ (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Jan 2018) (E.O. 
13126). 


_X_ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


_X_ (28) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 


_X_ (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 
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_X_ (30) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793). 


_X_ (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


_X_ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 
(Dec 2010) (E.O. 13496). 


_X_ (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and 
E.O. 13627). 


___ (ii) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 13627). 


_X_ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (E. O. 12989). (Not 
applicable to the acquisition of commercially available off-the-shelf items or certain other types 
of commercial items as prescribed in 22.1803.) 


___ (35) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated 
Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 


___ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the 
acquisition of commercially available off-the-shelf items.) 


___ (36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 
Hydrofluorocarbons (Jun 2016) (E.O.13693). 


___ (37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and 
Air Conditioners (Jun 2016) (E.O. 13693). 


___ (38) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014) 
(E.O.s 13423 and 13514 


___ (ii) Alternate I (Oct 2015) of 52.223-13. 


___ (39) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.O.s 13423 
and 13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-14. 


___ (40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 
8259b). 


___ (41) (i) 52.223-16, Acquisition of EPEAT® -Registered Personal Computer Products (Oct 
2015) (E.O.s 13423 and 13514). 


___ (ii) Alternate I (Jun 2014) of 52.223-16. 


_X_ (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving (Aug 
2011) (E.O. 13513). 


___ (43) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 
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___ (44) 52.223-21, Foams (Jun 2016) (E.O. 13696). 


_X_ (45) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


___ (ii) Alternate I (Jan 2017) of 52.224-3. 


___ (46) 52.225-1, Buy American--Supplies (May 2014) (41 U.S.C. chapter 83). 


___ (47) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act (May 2014) (41 
U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 
4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-
138, 112-41, 112-42, and 112-43). 


___ (ii) Alternate I (May 2014) of 52.225-3. 


___ (iii) Alternate II (May 2014) of 52.225-3. 


___ (iv) Alternate III (May 2014) of 52.225-3. 


___ (48) 52.225-5, Trade Agreements (Oct 2016) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 


_X_ (49) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, 
proclamations, and statutes administered by the Office of Foreign Assets Control of the 
Department of the Treasury). 


___ (50) 52.225-26, Contractors Performing Private Security Functions Outside the United States 
(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 
2008; 10 U.S.C. 2302 Note). 


___ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 
5150). 


___ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 
2007) (42 U.S.C. 5150). 


___ (53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 
U.S.C. 4505), 10 U.S.C. 2307(f)). 


___ (54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 
U.S.C. 2307(f)). 


_X_ (55) 52.232-33, Payment by Electronic Funds Transfer— System for Award Management 
(Jul 2013) (31 U.S.C. 3332). 


___ (56) 52.232-34, Payment by Electronic Funds Transfer—Other Than System for Award 
Management (Jul 2013) (31 U.S.C. 3332). 


___ (57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 


_X_ (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 
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___ (59) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 
637(d)(12)). 


___ (60) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 
2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). 


___ (ii) Alternate I (Apr 2003) of 52.247-64. 


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial 
services, that the Contracting Officer has indicated as being incorporated in this contract by reference to 
implement provisions of law or executive orders applicable to acquisitions of commercial items: 


___ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495) 


___ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.). 


___ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 
and 41 U.S.C. chapter 67). 


___ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards -- Price 
Adjustment (Multiple Year and Option Contracts) (May 2014) (29 U.S.C.206 and 41 U.S.C. 
chapter 67). 


___ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards -- Price 
Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 


___ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 
2014) (41 U.S.C. chapter 67). 


___ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67). 


___ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) (E.O. 13658). 


___ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 


___ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 
U.S.C. 1792). 


___ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) (31 U.S.C. 5112(p)(1)). 


(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this 
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified 
acquisition threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation. 


(1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor’s directly 
pertinent records involving transactions related to this contract. 


(2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
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payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor 
Records Retention, of the other clauses of this contract. If this contract is completely or partially 
terminated, the records relating to the work terminated shall be made available for 3 years after 
any resulting final termination settlement. Records relating to appeals under the disputes clause or 
to litigation or the settlement of claims arising under or relating to this contract shall be made 
available until such appeals, litigation, or claims are finally resolved. 


(3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 
course of business or pursuant to a provision of law. 


(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of this clause, 
the Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a 
subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be 
as required by the clause— 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 
3509). 


(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and 
Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor 
provisions in subsequent appropriations acts (and as extended in continuing resolutions)). 


(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 
1634 of Pub. L. 115-91). 


(iv) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) 
and (3)), in all subcontracts that offer further subcontracting opportunities. If the 
subcontract (except subcontracts to small business concerns) exceeds $700,000 ($1.5 
million for construction of any public facility), the subcontractor must include 52.219-8 
in lower tier subcontracts that offer subcontracting opportunities. 


(v) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow 
down required in accordance with paragraph (1) of FAR clause 52.222-17. 


(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 


(vii) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 


(viii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 


(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 
793). 


(x) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 


(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 
(Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR 
clause 52.222-40. 
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(xii) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67). 


(xiii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 
and E.O. 13627). 


(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627). 


(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements 
(May 2014) (41 U.S.C. chapter 67.) 


(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67) 


(xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989). 


(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 


(xviii) 52.222-62, Paid sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 
13706). 


(xix) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 


(B) Alternate I (Jan 2017) of 52.224-3. 


(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act 
for Fiscal Year 2008; 10 U.S.C. 2302 Note). 


(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 
2014) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR 
clause 52.226-6. 


(xxii) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 
2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance 
with paragraph (d) of FAR clause 52.247-64. 


(2) While not required, the Contractor may include in its subcontracts for commercial items a 
minimal number of additional clauses necessary to satisfy its contractual obligations. 


(End of Clause) 


C.3  52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 
2000) 


  (a) The Government may extend the term of this contract by written notice to the Contractor; provided 
that the Government gives the Contractor a preliminary written notice of its intent to extend at least 10 
days before the contract expires. The preliminary notice does not commit the Government to an 
extension. 
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  (b) If the Government exercises this option, the extended contract shall be considered to include this 
option clause. 
 


  (c) The total duration of this contract, including the exercise of any options under this clause, shall not 
exceed 18 months. 


(End of Clause) 


C.4  VAAR 852.203-70 COMMERCIAL ADVERTISING (MAY 2018) 


  The Contractor shall not make reference in its commercial advertising to Department of Veterans Affairs 
contracts in a manner that states or implies the Department of Veterans Affairs approves or endorses the 
Contractor’s products or services or considers the Contractor’s products or services superior to other 
products or services. 


(End of Clause) 


C.5 VA NOTICE OF TOTAL SERVICE-DISABLED VETERAN-OWNED 
SMALL BUSINESS SET-ASIDE (JUL 2016) (DEVIATION) 
 


(a) Definition.  For the Department of Veterans Affairs, “Service-disabled Veteran-owned small 
business concern or SDVSOB:” 


(1) Means a small business concern: 
(i) Not less than 51 percent of which is owned by one or more service-disabled Veterans or, in the case 


of any publicly owned business, not less than 51 percent of the stock of which is owned by one or more 
service-disabled Veterans or eligible surviving spouses (see VAAR 802.201 Surviving Spouse 
definition); 


(ii) The management and daily business operations of which are controlled by one or more service-
disabled Veterans (or eligible surviving spouses) or, in the case of a service-disabled Veteran with 
permanent and severe disability, the spouse or permanent caregiver of such Veteran; 


(iii) The business meets Federal small business size standards for the applicable North American 
Industry Classification System (NAICS) code identified in the solicitation document; 


(iv) The business has been verified for ownership and control pursuant to 38 CFR 74 and is so listed in 
the Vendor Information Pages database, (https://www.vip.vetbiz.gov); and 


(v) The business will comply with subcontracting limitations in 13 CFR 125.6, as applicable. 
(2) “Service-disabled Veteran” means a Veteran, as defined in 38 U.S.C. 101(2), with a disability that 


is service-connected, as defined in 38 U.S.C. 101(16). 
(b) General. 
(1) Offers are solicited only from verified service-disabled Veteran-owned small business 


concerns.  Offers received from concerns that are not verified service-disabled Veteran-owned small 
business concerns shall not be considered. 


(2) Any award resulting from this solicitation shall be made to a verified service-disabled Veteran-
owned small business concern. 


(c) Agreement.  A service-disabled Veteran-owned small business concern agrees that in the 
performance of the contract, the concern will comply with the limitation on subcontracting requirements 
in 13 CFR § 125.6. 


(d) A joint venture may be considered a service-disabled Veteran owned small business concern if the 
joint venture complies with the requirements in 13 CFR 125.15, provided that any reference therein to 
SDVO SBC is to be construed to apply to a VA verified SDVOSB as appropriate. 


(e) Any service-disabled Veteran-owned small business concern (non-manufacturer) must meet the 
requirements in FAR 19.102(f) of the Federal Acquisition Regulation to receive a benefit under this 
program. 


(End of Clause) 
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C.6  VAAR 852.232-72 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS 
(NOV 2012) 


  (a) Definitions. As used in this clause— 


      (1) Contract financing payment has the meaning given in FAR 32.001. 


      (2) Designated agency office has the meaning given in 5 CFR 1315.2(m). 


      (3) Electronic form means an automated system transmitting information electronically according to 
the  


Accepted electronic data transmission methods and formats identified in paragraph (c) of this clause.  
Facsimile, email, and scanned documents are not acceptable electronic forms for submission of payment 
requests. 


      (4) Invoice payment has the meaning given in FAR 32.001. 


      (5) Payment request means any request for contract financing payment or invoice payment submitted 
by the contractor under this contract. 


  (b) Electronic payment requests. Except as provided in paragraph (e) of this clause, the contractor shall 
submit payment requests in electronic form. Purchases paid with a Government-wide commercial 
purchase card are considered to be an electronic transaction for purposes of this rule, and therefore no 
additional electronic invoice submission is required. 


  (c) Data transmission. A contractor must ensure that the data transmission method and format are 
through one of the following: 


      (1) VA’s Electronic Invoice Presentment and Payment System. (See Web site at 
http://www.fsc.va.gov/einvoice.asp.) 


      (2) Any system that conforms to the X12 electronic data interchange (EDI) formats established by the 
Accredited Standards Center (ASC) and chartered by the American National Standards Institute (ANSI). 
The X12 EDI Web site (http://www.x12.org) includes additional information on EDI 810 and 811 
formats. 


  (d) Invoice requirements. Invoices shall comply with FAR 32.905. 


  (e) Exceptions. If, based on one of the circumstances below, the contracting officer directs that payment 
requests be made by mail, the contractor shall submit payment requests by mail through the United States 
Postal Service to the designated agency office. Submission of payment requests by mail may be required 
for: 


      (1) Awards made to foreign vendors for work performed outside the United States; 


      (2) Classified contracts or purchases when electronic submission and processing of payment requests 
could compromise the safeguarding of classified or privacy information; 


      (3) Contracts awarded by contracting officers in the conduct of emergency operations, such as 
responses to national emergencies; 
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      (4) Solicitations or contracts in which the designated agency office is a VA entity other than the VA 
Financial Services Center in Austin, Texas; or 


      (5) Solicitations or contracts in which the VA designated agency office does not have electronic 
invoicing capability as described above. 


(End of Clause) 


C.7  VAAR 852.237-70 CONTRACTOR RESPONSIBILITIES (APR 1984) 


  The contractor shall obtain all necessary licenses and/or permits required to perform this work. He/she 
shall take all reasonable precautions necessary to protect persons and property from injury or damage 
during the performance of this contract. He/she shall be responsible for any injury to himself/herself, 
his/her employees, as well as for any damage to personal or public property that occurs during the 
performance of this contract that is caused by his/her employees fault or negligence, and shall maintain 
personal liability and property damage insurance having coverage for a limit as required by the laws of 
the State of . Further, it is agreed that any negligence of the Government, its officers, agents, servants and 
employees, shall not be the responsibility of the contractor hereunder with the regard to any claims, loss, 
damage, injury, and liability resulting there from. 


(End of Clause) 


C.8  VAAR 852.270-1  REPRESENTATIVES OF CONTRACTING OFFICERS 
(JAN 2008) 


  The contracting officer reserves the right to designate representatives to act for him/her in furnishing 
technical guidance and advice or generally monitor the work to be performed under this contract. Such 
designation will be in writing and will define the scope and limitation of the designee's authority. A copy 
of the designation shall be furnished to the contractor. 


(End of Clause) 


 


 


 







36C10B18Q3117  


Page 38 of 57 


 


SECTION D - LIST OF ATTACHMENTS 


Attachment 001 - VA Enterprise Cloud (VAEC) Technical Reference Guide for Acquisition   
Support, October 2017  
Attachment 002 - Best Practices for Agile Practices  
Attachment 003 - VA Modernization Acq Diagram  
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SECTION E - SOLICITATION PROVISIONS 


E.1  52.252-1  SOLICITATION PROVISIONS INCORPORATED BY 
REFERENCE  (FEB 1998) 


This solicitation incorporates one or more solicitation provisions by reference, with the same force and 
effect as if they were given in full text. Upon request, the Contracting Officer will make their full text 
available. The offeror is cautioned that the listed provisions may include blocks that must be completed 
by the offeror and submitted with its quotation or offer. In lieu of submitting the full text of those 
provisions, the offeror may identify the provision by paragraph identifier and provide the appropriate 
information with its quotation or offer. Also, the full text of a solicitation provision may be accessed 
electronically at this/these address(es): 
 
  http://www.acquisition.gov/far/index.html 
  http://www.va.gov/oal/library/vaar/ 
   


(End of Provision) 
 


FAR 
Number 


Title Date 


52.203-18 PROHIBITION ON CONTRACTING WITH ENTITIES THAT 
REQUIRE CERTAIN INTERNAL CONFIDENTIALITY 
AGREEMENTS OR STATEMENTS—REPRESENTATION 


JAN 2017 


52.204-16 COMMERCIAL AND GOVERNMENT ENTITY CODE 
REPORTING 


JUL 2016 


52.217-5 EVALUATION OF OPTIONS JUL 1990 
      


E.2 52.209-7 INFORMATION REGARDING RESPONSIBILITY MATTERS (JUL 
2013)  
 


(a) Definitions. As used in this provision—  
“Administrative proceeding” means a non-judicial process that is adjudicatory in nature in order to 


make a determination of fault or liability (e.g., Securities and Exchange Commission Administrative 
Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed Services Board of Contract 
Appeals Proceedings). This includes administrative proceedings at the Federal and State level but only in 
connection with performance of a Federal contract or grant. It does not include agency actions such as 
contract audits, site visits, corrective plans, or inspection of deliverables.  


“Federal contracts and grants with total value greater than $10,000,000” means— 
(1) The total value of all current, active contracts and grants, including all priced options; and 
(2) The total value of all current, active orders including all priced options under indefinite-delivery, 


indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 


“Principal” means an officer, director, owner, partner, or a person having primary management or 
supervisory responsibilities within a business entity (e.g., general manager; plant manager; head of a 
division or business segment; and similar positions).  


(b) The offeror [ ] has [ ] does not have current active Federal contracts and grants with total value 
greater than $10,000,000. 


(c) If the offeror checked “has” in paragraph (b) of this provision, the offeror represents, by submission 
of this offer, that the information it has entered in the Federal Awardee Performance and Integrity 
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Information System (FAPIIS) is current, accurate, and complete as of the date of submission of this offer 
with regard to the following information: 


(1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 


(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a finding of fault and liability that results in the payment of a monetary 


fine, penalty, reimbursement, restitution, or damages of $5,000 or more. 
(iii) In an administrative proceeding, a finding of fault and liability that results in— 


(A) The payment of a monetary fine or penalty of $5,000 or more; or 
(B) The payment of a reimbursement, restitution, or damages in excess of $100,000. 


(iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor if the proceeding could have led to any 
of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this provision. 


(2) If the offeror has been involved in the last five years in any of the occurrences listed in (c)(1) of 
this provision, whether the offeror has provided the requested information with regard to each occurrence. 


(d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this provision in 
FAPIIS as required through maintaining an active registration in the System for Award Management 
database via https://www.acquisition.gov (see 52.204-7).  


 
(End of provision) 


E.3 52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS—
COMMERCIAL ITEMS (NOV 2017) 


The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 
representations and certification electronically via the System for Award Management (SAM) website 
located at https://www.sam.gov/portal. If the Offeror has not completed the annual representations and 
certifications electronically, the Offeror shall complete only paragraphs (c) through (u) of this provision.  


(a) Definitions. As used in this provision—  
“Economically disadvantaged women-owned small business (EDWOSB) concern” means a small 


business concern that is at least 51 percent directly and unconditionally owned by, and the management 
and daily business operations of which are controlled by, one or more women who are citizens of the 
United States and who are economically disadvantaged in accordance with 13 CFR part 127. It 
automatically qualifies as a women-owned small business eligible under the WOSB Program. 


“Highest-level owner” means the entity that owns or controls an immediate owner of the offeror, or 
that owns or controls one or more entities that control an immediate owner of the offeror. No entity owns 
or exercises control of the highest level owner. 


“Immediate owner” means an entity, other than the offeror, that has direct control of the offeror. 
Indicators of control include, but are not limited to, one or more of the following: ownership or 
interlocking management, identity of interests among family members, shared facilities and equipment, 
and the common use of employees. 


“Inverted domestic corporation”, means a foreign incorporated entity that meets the definition of an 
inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions 
of 6 U.S.C. 395(c).  


“Manufactured end product” means any end product in product and service codes (PSCs) 1000-9999, 
except— 


(1) PSC 5510, Lumber and Related Basic Wood Materials; 
(2) Product or Service Group (PSG) 87, Agricultural Supplies;  
(3) PSG 88, Live Animals;  
(4) PSG 89, Subsistence;  
(5) PSC 9410, Crude Grades of Plant Materials; 
(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible;  
(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products;  
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(8) PSC 9610, Ores;  
(9) PSC 9620, Minerals, Natural and Synthetic; and  
(10) PSC 9630, Additive Metal Materials.  


“Place of manufacture” means the place where an end product is assembled out of components, or 
otherwise made or processed from raw materials into the finished product that is to be provided to the 
Government. If a product is disassembled and reassembled, the place of reassembly is not the place of 
manufacture. 


“Predecessor” means an entity that is replaced by a successor and includes any predecessors of the 
predecessor. 


“Restricted business operations” means business operations in Sudan that include power production 
activities, mineral extraction activities, oil-related activities, or the production of military equipment, as 
those terms are defined in the Sudan Accountability and Divestment Act of 2007 (Pub. L. 110-174). 
Restricted business operations do not include business operations that the person (as that term is defined 
in Section 2 of the Sudan Accountability and Divestment Act of 2007) conducting the business can 
demonstrate— 


(1) Are conducted under contract directly and exclusively with the regional government of southern 
Sudan; 


(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in 
the Department of the Treasury, or are expressly exempted under Federal law from the requirement to be 
conducted under such authorization;  


(3) Consist of providing goods or services to marginalized populations of Sudan; 
(4) Consist of providing goods or services to an internationally recognized peacekeeping force or 


humanitarian organization;  
(5) Consist of providing goods or services that are used only to promote health or education; or 
(6) Have been voluntarily suspended. 


“Sensitive technology”— 
(1) Means hardware, software, telecommunications equipment, or any other technology that is to be 


used specifically— 
(i) To restrict the free flow of unbiased information in Iran; or 
(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 


(2) Does not include information or informational materials the export of which the President does 
not have the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency 
Economic Powers Act (50 U.S.C. 1702(b)(3)).  


“Service-disabled veteran-owned small business concern”— 
(1) Means a small business concern— 


(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the 
case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or 
more service-disabled veterans; and 


(ii) The management and daily business operations of which are controlled by one or more 
service-disabled veterans or, in the case of a service-disabled veteran with permanent and severe 
disability, the spouse or permanent caregiver of such veteran. 


(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is 
service-connected, as defined in 38 U.S.C. 101(16).  


“Small business concern” means a concern, including its affiliates, that is independently owned and 
operated, not dominant in the field of operation in which it is bidding on Government contracts, and 
qualified as a small business under the criteria in 13 CFR Part 121 and size standards in this solicitation. 


“Small disadvantaged business concern”, consistent with 13 CFR 124.1002, means a small business 
concern under the size standard applicable to the acquisition, that— 


(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by— 
(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically 


disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 


after taking into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and 
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(2) The management and daily business operations of which are controlled (as defined at 13.CFR 
124.106) by individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this definition. 


“Subsidiary” means an entity in which more than 50 percent of the entity is owned— 
(1) Directly by a parent corporation; or 
(2) Through another subsidiary of a parent corporation. 


“Veteran-owned small business concern” means a small business concern— 
(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 


101(2)) or, in the case of any publicly owned business, not less than 51 percent of the stock of which is 
owned by one or more veterans; and  


(2) The management and daily business operations of which are controlled by one or more veterans. 
“Successor” means an entity that has replaced a predecessor by acquiring the assets and carrying out 


the affairs of the predecessor under a new name (often through acquisition or merger). The term 
“successor” does not include new offices/divisions of the same company or a company that only changes 
its name. The extent of the responsibility of the successor for the liabilities of the predecessor may vary, 
depending on State law and specific circumstances. 


“Women-owned business concern” means a concern which is at least 51 percent owned by one or more 
women; or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or 
more women; and whose management and daily business operations are controlled by one or more 
women. 


“Women-owned small business concern” means a small business concern— 
(1) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned 


business, at least 51 percent of the stock of which is owned by one or more women; and 
(2) Whose management and daily business operations are controlled by one or more women. 


“Women-owned small business (WOSB) concern eligible under the WOSB Program” (in accordance 
with 13 CFR part 127), means a small business concern that is at least 51 percent directly and 
unconditionally owned by, and the management and daily business operations of which are controlled by, 
one or more women who are citizens of the United States. 


(b)(1) Annual Representations and Certifications. Any changes provided by the offeror in paragraph 
(b)(2) of this provision do not automatically change the representations and certifications posted on the 
SAM website.  


(2) The offeror has completed the annual representations and certifications electronically via the 
SAM website accessed through http://www.acquisition.gov. After reviewing the SAM database 
information, the offeror verifies by submission of this offer that the representations and certifications 
currently posted electronically at FAR 52.212-3, Offeror Representations and Certifications—
Commercial Items, have been entered or updated in the last 12 months, are current, accurate, complete, 
and applicable to this solicitation (including the business size standard applicable to the NAICS code 
referenced for this solicitation), as of the date of this offer and are incorporated in this offer by reference 
(see FAR 4.1201), except for paragraphs ______________.  


[Offeror to identify the applicable paragraphs at (c) through (t) of this provision that the offeror has 
completed for the purposes of this solicitation only, if any. 


These amended representation(s) and/or certification(s) are also incorporated in this offer and are 
current, accurate, and complete as of the date of this offer. 


Any changes provided by the offeror are applicable to this solicitation only, and do not result in an 
update to the representations and certifications posted electronically on SAM.]  


(c) Offerors must complete the following representations when the resulting contract will be performed 
in the United States or its outlying areas. Check all that apply. 


(1) Small business concern. The offeror represents as part of its offer that it □ is, □ is not a small 
business concern.  


(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a 
small business concern in paragraph (c)(1) of this provision.] The offeror represents as part of its offer 
that it □ is, □ is not a veteran-owned small business concern.  


(3) Service-disabled veteran-owned small business concern. [Complete only if the offeror 
represented itself as a veteran-owned small business concern in paragraph (c)(2) of this provision.] The 
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offeror represents as part of its offer that it □ is, □ is not a service-disabled veteran-owned small business 
concern.  


(4) Small disadvantaged business concern. [Complete only if the offeror represented itself as a small 
business concern in paragraph (c)(1) of this provision.] The offeror represents, that it □ is, □ is not a 
small disadvantaged business concern as defined in 13 CFR 124.1002.  


(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small 
business concern in paragraph (c)(1) of this provision.] The offeror represents that it □ is, □ is not a 
women-owned small business concern.  


(6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror represented 
itself as a women-owned small business concern in paragraph (c)(5) of this provision.] The offeror 
represents that— 


(i) It □ is,□ is not a WOSB concern eligible under the WOSB Program, has provided all the 
required documents to the WOSB Repository, and no change in circumstances or adverse decisions have 
been issued that affects its eligibility; and 


(ii) It □ is, □ is not a joint venture that complies with the requirements of 13 CFR part 127, and 
the representation in paragraph (c)(6)(i) of this provision is accurate for each WOSB concern eligible 
under the WOSB Program participating in the joint venture. [The offeror shall enter the name or names of 
the WOSB concern eligible under the WOSB Program and other small businesses that are participating in 
the joint venture: __________.] Each WOSB concern eligible under the WOSB Program participating in 
the joint venture shall submit a separate signed copy of the WOSB representation. 


(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete 
only if the offeror represented itself as a WOSB concern eligible under the WOSB Program in (c)(6) of 
this provision.] The offeror represents that— 


(i) It □ is, □ is not an EDWOSB concern, has provided all the required documents to the WOSB 
Repository, and no change in circumstances or adverse decisions have been issued that affects its 
eligibility; and 


(ii) It □ is, □ is not a joint venture that complies with the requirements of 13 CFR part 127, and 
the representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB concern 
participating in the joint venture. [The offeror shall enter the name or names of the EDWOSB concern 
and other small businesses that are participating in the joint venture: __________.] Each EDWOSB 
concern participating in the joint venture shall submit a separate signed copy of the EDWOSB 
representation.  


Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to exceed the 
simplified acquisition threshold.  


(8) Women-owned business concern (other than small business concern). [Complete only if the 
offeror is a women-owned business concern and did not represent itself as a small business concern in 
paragraph (c)(1) of this provision.] The offeror represents that it □ is a women-owned business concern.  


(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business 
offerors may identify the labor surplus areas in which costs to be incurred on account of manufacturing or 
production (by offeror or first-tier subcontractors) amount to more than 50 percent of the contract 
price:____________________________________  


(10) HUBZone small business concern. [Complete only if the offeror represented itself as a small 
business concern in paragraph (c)(1) of this provision.] The offeror represents, as part of its offer, that—  


(i) It □ is, □ is not a HUBZone small business concern listed, on the date of this representation, on 
the List of Qualified HUBZone Small Business Concerns maintained by the Small Business 
Administration, and no material changes in ownership and control, principal office, or HUBZone 
employee percentage have occurred since it was certified in accordance with 13 CFR Part 126; and 


(ii) It □ is, □ is not a HUBZone joint venture that complies with the requirements of 13 CFR Part 
126, and the representation in paragraph (c)(10)(i) of this provision is accurate for each HUBZone small 
business concern participating in the HUBZone joint venture. [The offeror shall enter the names of each 
of the HUBZone small business concerns participating in the HUBZone joint venture: __________.] Each 
HUBZone small business concern participating in the HUBZone joint venture shall submit a separate 
signed copy of the HUBZone representation. 


(d) Representations required to implement provisions of Executive Order 11246— 
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(1) Previous contracts and compliance. The offeror represents that— 
(i) It □ has, □ has not participated in a previous contract or subcontract subject to the Equal 


Opportunity clause of this solicitation; and 
(ii) It □ has, □ has not filed all required compliance reports. 


(2) Affirmative Action Compliance. The offeror represents that—  
(i) It □ has developed and has on file, □ has not developed and does not have on file, at each 


establishment, affirmative action programs required by rules and regulations of the Secretary of Labor (41 
cfr parts 60-1 and 60-2), or 


(ii) It □ has not previously had contracts subject to the written affirmative action programs 
requirement of the rules and regulations of the Secretary of Labor. 


(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). (Applies 
only if the contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the 
best of its knowledge and belief that no Federal appropriated funds have been paid or will be paid to any 
person for influencing or attempting to influence an officer or employee of any agency, a Member of 
Congress, an officer or employee of Congress or an employee of a Member of Congress on his or her 
behalf in connection with the award of any resultant contract. If any registrants under the Lobbying 
Disclosure Act of 1995 have made a lobbying contact on behalf of the offeror with respect to this 
contract, the offeror shall complete and submit, with its offer, OMB Standard Form LLL, Disclosure of 
Lobbying Activities, to provide the name of the registrants. The offeror need not report regularly 
employed officers or employees of the offeror to whom payments of reasonable compensation were 
made.  


(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR) 
52.225-1, Buy American—Supplies, is included in this solicitation.)  


(1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this 
provision, is a domestic end product and that for other than COTS items, the offeror has considered 
components of unknown origin to have been mined, produced, or manufactured outside the United States. 
The offeror shall list as foreign end products those end products manufactured in the United States that do 
not qualify as domestic end products, i.e., an end product that is not a COTS item and does not meet the 
component test in paragraph (2) of the definition of “domestic end product.” The terms “commercially 
available off-the-shelf (COTS) item” “component,” “domestic end product,” “end product,” “foreign end 
product,” and “United States” are defined in the clause of this solicitation entitled “Buy American—
Supplies.”  


(2) Foreign End Products: 
Line Item No. Country of Origin 


______________ _________________ 


______________ _________________ 


______________ _________________ 
[List as necessary]  


(3) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 
25.  


(g)(1) Buy American—Free Trade Agreements—Israeli Trade Act Certificate. (Applies only if the 
clause at FAR 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act, is included in this 
solicitation.)  


(i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or 
(g)(1)(iii) of this provision, is a domestic end product and that for other than COTS items, the offeror has 
considered components of unknown origin to have been mined, produced, or manufactured outside the 
United States. The terms “Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end product,” 
“commercially available off-the-shelf (COTS) item,” “component,” “domestic end product,” “end 
product,” “foreign end product,” “Free Trade Agreement country,” “Free Trade Agreement country end 
product,” “Israeli end product,” and “United States” are defined in the clause of this solicitation entitled 
“Buy American—Free Trade Agreements–Israeli Trade Act.” 


(ii) The offeror certifies that the following supplies are Free Trade Agreement country end 
products (other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
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products as defined in the clause of this solicitation entitled “Buy American—Free Trade Agreements—
Israeli Trade Act”: 


Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani, Panamanian, 
or Peruvian End Products) or Israeli End Products: 


Line Item No. Country of Origin 


______________ _________________ 


______________ _________________ 


______________ _________________ 
[List as necessary]  


(iii) The offeror shall list those supplies that are foreign end products (other than those listed in 
paragraph (g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled “Buy 
American—Free Trade Agreements—Israeli Trade Act.” The offeror shall list as other foreign end 
products those end products manufactured in the United States that do not qualify as domestic end 
products, i.e., an end product that is not a COTS item and does not meet the component test in paragraph 
(2) of the definition of “domestic end product.”  


Other Foreign End Products: 
Line Item No. Country of Origin 


______________ _________________ 


______________ _________________ 


______________ _________________ 
[List as necessary]  


(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR 
Part 25.  


(2) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate I. If Alternate I 
to the clause at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) 
for paragraph (g)(1)(ii) of the basic provision:  


(g)(1)(ii) The offeror certifies that the following supplies are Canadian end products as defined in 
the clause of this solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade Act”: 
Canadian End Products: 


Line Item No. 


_______________________________________ 


_______________________________________ 


_______________________________________ 
[List as necessary]  


(3) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate II. If Alternate 
II to the clause at FAR 52.225-3 is included in this solicitation, substitute the following paragraph 
(g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision:  


(g)(1)(ii) The offeror certifies that the following supplies are Canadian end products or Israeli end 
products as defined in the clause of this solicitation entitled “Buy American—Free Trade 
Agreements—Israeli Trade Act”: 
Canadian or Israeli End Products: 


Line Item No. Country of Origin 


______________ _________________ 


______________ _________________ 


______________ _________________ 
[List as necessary]  


(4) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate III. If Alternate 
III to the clause at 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for 
paragraph (g)(1)(ii) of the basic provision:  
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(g)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement country end 
products (other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) 
or Israeli end products as defined in the clause of this solicitation entitled “Buy American-Free 
Trade Agreements-Israeli Trade Act”: 


Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 
Panamanian, or Peruvian End Products) or Israeli End Products: 


Line Item No. Country of Origin 


______________ _________________ 


______________ _________________ 


______________ _________________ 
[List as necessary]  


(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, 
is included in this solicitation.)  


(i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(ii) of this 
provision, is a U.S.-made or designated country end product, as defined in the clause of this solicitation 
entitled “Trade Agreements.” 


(ii) The offeror shall list as other end products those end products that are not U.S.-made or 
designated country end products. 


Other End Products: 
Line Item No. Country of Origin 


______________ _________________ 


______________ _________________ 


______________ _________________ 
[List as necessary]  


(iii) The Government will evaluate offers in accordance with the policies and procedures of FAR 
Part 25. For line items covered by the WTO GPA, the Government will evaluate offers of U.S.-made or 
designated country end products without regard to the restrictions of the Buy American statute. The 
Government will consider for award only offers of U.S.-made or designated country end products unless 
the Contracting Officer determines that there are no offers for such products or that the offers for such 
products are insufficient to fulfill the requirements of the solicitation.  


(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the 
contract value is expected to exceed the simplified acquisition threshold.) The offeror certifies, to the best 
of its knowledge and belief, that the offeror and/or any of its principals—  


(1) □ Are, □ are not presently debarred, suspended, proposed for debarment, or declared ineligible 
for the award of contracts by any Federal agency; 


(2) □ Have, □ have not, within a three-year period preceding this offer, been convicted of or had a 
civil judgment rendered against them for: commission of fraud or a criminal offense in connection with 
obtaining, attempting to obtain, or performing a Federal, state or local government contract or 
subcontract; violation of Federal or state antitrust statutes relating to the submission of offers; or 
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false 
statements, tax evasion, violating Federal criminal tax laws, or receiving stolen property; 


(3) □ Are, □ are not presently indicted for, or otherwise criminally or civilly charged by a 
Government entity with, commission of any of these offenses enumerated in paragraph (h)(2) of this 
clause; and 


(4) □ Have, □ have not, within a three-year period preceding this offer, been notified of any 
delinquent Federal taxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 


(i) Taxes are considered delinquent if both of the following criteria apply: 
(A) The tax liability is finally determined. The liability is finally determined if it has been 


assessed. A liability is not finally determined if there is a pending administrative or judicial challenge. In 
the case of a judicial challenge to the liability, the liability is not finally determined until all judicial 
appeal rights have been exhausted.  
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(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has 
failed to pay the tax liability when full payment was due and required. A taxpayer is not delinquent in 
cases where enforced collection action is precluded.  


(ii) Examples.  
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which 


entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax 
because it is not a final tax liability. Should the taxpayer seek Tax Court review, this will not be a final 
tax liability until the taxpayer has exercised all judicial appeal rights. 


(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and 
the taxpayer has been issued a notice under I.R.C. §6320 entitling the taxpayer to request a hearing with 
the IRS Office of Appeals contesting the lien filing, and to further appeal to the Tax Court if the IRS 
determines to sustain the lien filing. In the course of the hearing, the taxpayer is entitled to contest the 
underlying tax liability because the taxpayer has had no prior opportunity to contest the liability. This is 
not a delinquent tax because it is not a final tax liability. Should the taxpayer seek tax court review, this 
will not be a final tax liability until the taxpayer has exercised all judicial appeal rights. 


(C) The taxpayer has entered into an installment agreement pursuant to I.R.C. §6159. The 
taxpayer is making timely payments and is in full compliance with the agreement terms. The taxpayer is 
not delinquent because the taxpayer is not currently required to make full payment. 


(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because 
enforced collection action is stayed under 11 U.S.C. §362 (the Bankruptcy Code). 


(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 
13126). [The Contracting Officer must list in paragraph (i)(1) any end products being acquired under 
this solicitation that are included in the List of Products Requiring Contractor Certification as to Forced 
or Indentured Child Labor, unless excluded at 22.1503(b).]  


(1) Listed end products.  
Listed End Product Listed Countries of Origin 


___________________ ___________________ 


___________________ ___________________ 
(2) Certification. [If the Contracting Officer has identified end products and countries of origin in 


paragraph (i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(ii) by checking 
the appropriate block.]  


□ (i) The offeror will not supply any end product listed in paragraph (i)(1) of this provision that 
was mined, produced, or manufactured in the corresponding country as listed for that product. 


□ (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision that was 
mined, produced, or manufactured in the corresponding country as listed for that product. The offeror 
certifies that it has made a good faith effort to determine whether forced or indentured child labor was 
used to mine, produce, or manufacture any such end product furnished under this contract. On the basis of 
those efforts, the offeror certifies that it is not aware of any such use of child labor. 


(j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 
manufacture of the end products it expects to provide in response to this solicitation is predominantly—  


(1) □ In the United States (Check this box if the total anticipated price of offered end products 
manufactured in the United States exceeds the total anticipated price of offered end products 
manufactured outside the United States); or 


(2) □ Outside the United States. 
(k) Certificates regarding exemptions from the application of the Service Contract Labor Standards 


(Certification by the offeror as to its compliance with respect to the contract also constitutes its 
certification as to compliance by its subcontractor if it subcontracts out the exempt services.) [The 
contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2) applies.]  


□ (1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-4(c)(1). 
The offeror □ does □ does not certify that—  
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(i) The items of equipment to be serviced under this contract are used regularly for other than 
Governmental purposes and are sold or traded by the offeror (or subcontractor in the case of an exempt 
subcontract) in substantial quantities to the general public in the course of normal business operations; 


(ii) The services will be furnished at prices which are, or are based on, established catalog or 
market prices (see FAR 22.1003-4(c)(2)(ii)) for the maintenance, calibration, or repair of such equipment; 
and  


(iii) The compensation (wage and fringe benefits) plan for all service employees performing work 
under the contract will be the same as that used for these employees and equivalent employees servicing 
the same equipment of commercial customers.  


□ (2) Certain services as described in FAR 22.1003-4(d)(1). The offeror □ does □ does not certify 
that—  


(i) The services under the contract are offered and sold regularly to non-Governmental customers, 
and are provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general 
public in substantial quantities in the course of normal business operations; 


(ii) The contract services will be furnished at prices that are, or are based on, established catalog 
or market prices (see FAR 22.1003-4(d)(2)(iii));  


(iii) Each service employee who will perform the services under the contract will spend only a 
small portion of his or her time (a monthly average of less than 20 percent of the available hours on an 
annualized basis, or less than 20 percent of available hours during the contract period if the contract 
period is less than a month) servicing the Government contract; and 


(iv) The compensation (wage and fringe benefits) plan for all service employees performing work 
under the contract is the same as that used for these employees and equivalent employees servicing 
commercial customers.  


(3) If paragraph (k)(1) or (k)(2) of this clause applies— 
(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the 


Contracting Officer did not attach a Service Contract Labor Standards wage determination to the 
solicitation, the offeror shall notify the Contracting Officer as soon as possible; and  


(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute 
the certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting Officer as 
required in paragraph (k)(3)(i) of this clause. 


(l) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the 
offeror is required to provide this information to the SAM database to be eligible for award.)  


(1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of this 
provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting 
requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations issued by the Internal 
Revenue Service (IRS).  


(2) The TIN may be used by the Government to collect and report on any delinquent amounts 
arising out of the offeror’s relationship with the Government (31 U.S.C. 7701(c)(3)). If the resulting 
contract is subject to the payment reporting requirements described in FAR 4.904, the TIN provided 
hereunder may be matched with IRS records to verify the accuracy of the offeror’s TIN.  


(3) Taxpayer Identification Number (TIN).  
□ TIN: ________________________________. 
□ TIN has been applied for. 
□ TIN is not required because: 
□ Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have 


income effectively connected with the conduct of a trade or business in the United States and does not 
have an office or place of business or a fiscal paying agent in the United States; 


□ Offeror is an agency or instrumentality of a foreign government; 
□ Offeror is an agency or instrumentality of the Federal Government. 


(4) Type of organization.  
□ Sole proprietorship; 
□ Partnership; 
□ Corporate entity (not tax-exempt); 
□ Corporate entity (tax-exempt); 
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□ Government entity (Federal, State, or local); 
□ Foreign government; 
□ International organization per 26 CFR 1.6049-4; 
□ Other ________________________________. 


(5) Common parent.  
□ Offeror is not owned or controlled by a common parent; 
□ Name and TIN of common parent: 


Name ________________________________. 
TIN _________________________________. 


(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the 
offeror does not conduct any restricted business operations in Sudan.  


(n) Prohibition on Contracting with Inverted Domestic Corporations. 
(1) Government agencies are not permitted to use appropriated (or otherwise made available) funds 


for contracts with either an inverted domestic corporation, or a subsidiary of an inverted domestic 
corporation, unless the exception at 9.108-2(b) applies or the requirement is waived in accordance with 
the procedures at 9.108-4.  


(2) Representation. The Offeror represents that—  
(i) It □ is, □ is not an inverted domestic corporation; and 
(ii) It □ is, □ is not a subsidiary of an inverted domestic corporation. 


(o) Prohibition on contracting with entities engaging in certain activities or transactions relating to Iran.  
(1) The offeror shall e-mail questions concerning sensitive technology to the Department of State at 


CISADA106@state.gov.  
(2) Representation and Certifications. Unless a waiver is granted or an exception applies as 


provided in paragraph (o)(3) of this provision, by submission of its offer, the offeror—  
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any 


sensitive technology to the government of Iran or any entities or individuals owned or controlled by, or 
acting on behalf or at the direction of, the government of Iran; 


(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in 
any activities for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 


(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not 
knowingly engage in any transaction that exceeds $3,500 with Iran’s Revolutionary Guard Corps or any 
of its officials, agents, or affiliates, the property and interests in property of which are blocked pursuant to 
the International Emergency Economic Powers Act (50 U.S.C. 1701 et seq.) (see OFAC’s Specially 
Designated Nationals and Blocked Persons List at http://www.treasury.gov/ofac/downloads/t11sdn.pdf).  


(3) The representation and certification requirements of paragraph (o)(2) of this provision do not 
apply if— 


(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a comparable 
agency provision); and  


(ii) The offeror has certified that all the offered products to be supplied are designated country 
end products. 


(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to be 
registered in SAM or a requirement to have a unique entity identifier in the solicitation. 


(1) The Offeror represents that it □ has or □ does not have an immediate owner. If the Offeror has 
more than one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) 
and if applicable, paragraph (3) of this provision for each participant in the joint venture. 


(2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the following 
information: 


Immediate owner CAGE code: ____________________. 
Immediate owner legal name: _____________________. 
(Do not use a “doing business as” name) 
Is the immediate owner owned or controlled by another entity: □ Yes or □ No. 


(3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that the immediate 
owner is owned or controlled by another entity, then enter the following information: 


Highest-level owner CAGE code: __________________. 
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Highest-level owner legal name: ___________________. 
(Do not use a “doing business as” name) 
(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under 


any Federal Law.  
(1) As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing 


Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in subsequent 
appropriations acts, The Government will not enter into a contract with any corporation that— 


(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and 
administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely manner 
pursuant to an agreement with the authority responsible for collecting the tax liability, where the awarding 
agency is aware of the unpaid tax liability, unless an agency has considered suspension or debarment of 
the corporation and made a determination that suspension or debarment is not necessary to protect the 
interests of the Government; or 


(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 
months, where the awarding agency is aware of the conviction, unless an agency has considered 
suspension or debarment of the corporation and made a determination that this action is not necessary to 
protect the interests of the Government. 


(2) The Offeror represents that— 
(i) It is □ is not □ a corporation that has any unpaid Federal tax liability that has been assessed, 


for which all judicial and administrative remedies have been exhausted or have lapsed, and that is not 
being paid in a timely manner pursuant to an agreement with the authority responsible for collecting the 
tax liability; and 


(ii) It is □ is not □ a corporation that was convicted of a felony criminal violation under a Federal 
law within the preceding 24 months. 


(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, 
Commercial and Government Entity Code Reporting.)  


(1) The Offeror represents that it □ is or □ is not a successor to a predecessor that held a Federal 
contract or grant within the last three years. 


(2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the following 
information for all predecessors that held a Federal contract or grant within the last three years (if more 
than one predecessor, list in reverse chronological order): 


Predecessor CAGE code: ________ (or mark “Unknown”) 
Predecessor legal name: _________________________ 
(Do not use a “doing business as” name) 
(s) [Reserved]. 
(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all solicitations 


that require offerors to register in SAM (52.212-1(k)).  
(1) This representation shall be completed if the Offeror received $7.5 million or more in contract 


awards in the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 
million in Federal contract awards in the prior Federal fiscal year. 


(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)].  
(i) The Offeror (itself or through its immediate owner or highest-level owner) □ does, □ does not 


publicly disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the 
results of a greenhouse gas inventory, performed in accordance with an accounting standard with publicly 
available and consistently applied criteria, such as the Greenhouse Gas Protocol Corporate Standard.  


(ii) The Offeror (itself or through its immediate owner or highest-level owner) □ does, □ does not 
publicly disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a 
publicly accessible website a target to reduce absolute emissions or emissions intensity by a specific 
quantity or percentage.  


(iii) A publicly accessible website includes the Offeror’s own website or a recognized, third-party 
greenhouse gas emissions reporting program. 


(3) If the Offeror checked “does” in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, respectively, 
the Offeror shall provide the publicly accessible website(s) where greenhouse gas emissions and/or 
reduction goals are reported:_________________. 
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(u)(1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent 
appropriations acts (and as extended in continuing resolutions), Government agencies are not permitted to 
use appropriated (or otherwise made available) funds for contracts with an entity that requires employees 
or subcontractors of such entity seeking to report waste, fraud, or abuse to sign internal confidentiality 
agreements or statements prohibiting or otherwise restricting such employees or subcontractors from 
lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement 
representative of a Federal department or agency authorized to receive such information. 


(2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements 
applicable to Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 
(Sensitive Compartmented Information Nondisclosure Agreement), or any other form issued by a Federal 
department or agency governing the nondisclosure of classified information. 


(3) Representation. By submission of its offer, the Offeror represents that it will not require its 
employees or subcontractors to sign or comply with internal confidentiality agreements or statements 
prohibiting or otherwise restricting such employees or subcontractors from lawfully reporting waste, 
fraud, or abuse related to the performance of a Government contract to a designated investigative or law 
enforcement representative of a Federal department or agency authorized to receive such information 
(e.g., agency Office of the Inspector General).  


 
(End of provision) 


 
 E.4  REPRESENTATION OF LIMITED RIGHTS DATA AND RESTRICTED 
COMPUTER SOFTWARE (DEC 2007) 
 


(a) This solicitation sets forth the Government’s known delivery requirements for data (as defined in 
the clause at 52.227-14, Rights in Data—General). Any resulting contract may also provide the 
Government the option to order additional data under the Additional Data Requirements clause at 52.227-
16, if included in the contract. Any data delivered under the resulting contract will be subject to the Rights 
in Data—General clause at 52.227-14 included in this contract. Under the latter clause, a Contractor may 
withhold from delivery data that qualify as limited rights data or restricted computer software, and deliver 
form, fit, and function data instead. The latter clause also may be used with its Alternates II and/or III to 
obtain delivery of limited rights data or restricted computer software, marked with limited rights or 
restricted rights notices, as appropriate. In addition, use of Alternate V with this latter clause provides the 
Government the right to inspect such data at the Contractor’s facility.  


(b) By completing the remainder of this paragraph, the offeror represents that it has reviewed the 
requirements for the delivery of technical data or computer software and states [offeror check appropriate 
block]—  


[ ] (1) None of the data proposed for fulfilling the data delivery requirements qualifies as limited 
rights data or restricted computer software; or 


[ ] (2) Data proposed for fulfilling the data delivery requirements qualify as limited rights data or 
restricted computer software and are identified as follows: 
_____________________________________________________________________________________
___________________________________________________________ 


(c) Any identification of limited rights data or restricted computer software in the offeror’s response is 
not determinative of the status of the data should a contract be awarded to the offeror. 


 
(End of provision) 


E.5  VAAR 852.233-70  PROTEST CONTENT/ALTERNATIVE DISPUTE 
RESOLUTION (JAN 2008) 


  (a) Any protest filed by an interested party shall: 
    (1) Include the name, address, fax number, and telephone number of the protester; 
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    (2) Identify the solicitation and/or contract number; 
    (3) Include an original signed by the protester or the protester's representative and at least one copy; 
    (4) Set forth a detailed statement of the legal and factual grounds of the protest, including a description 
of resulting prejudice to the protester, and provide copies of relevant documents; 
    (5) Specifically request a ruling of the individual upon whom the protest is served; 
    (6) State the form of relief requested; and 
    (7) Provide all information establishing the timeliness of the protest. 
  (b) Failure to comply with the above may result in dismissal of the protest without further consideration. 
  (c) Bidders/offerors and contracting officers are encouraged to use alternative dispute resolution (ADR) 
procedures to resolve protests at any stage in the protest process. If ADR is used, the Department of 
Veterans Affairs will not furnish any documentation in an ADR proceeding beyond what is allowed by 
the Federal Acquisition Regulation. 
 


(End of Provision) 


E.6  VAAR 852.233-71  ALTERNATE PROTEST PROCEDURE (JAN 1998) 


 As an alternative to filing a protest with the contracting officer, an interested party may file a protest with 
the Deputy Assistant Secretary for Acquisition and Materiel Management, Acquisition Administration 
Team, Department of Veterans Affairs, 810 Vermont Avenue, NW., Washington, DC 20420, or for 
solicitations issued by the Office of Construction and Facilities Management, the Director, Office of 
Construction and Facilities Management, 810 Vermont Avenue, NW., Washington, DC 20420. The 
protest will not be considered if the interested party has a protest on the same or similar issues pending 
with the contracting officer. 


(End of Provision) 
 


E.7  VIP VERIFICATION REQUIREMENT FOR SDVOSBS  


As required by the Vets First Contracting Program (Public Law 109-461), consideration for contract 
award is limited to SDVOSBs that are registered and verified in Vendor Information Pages (VIP) 
database (http://www.va.gov/OSDBU/index.asp) at time of submission of offer and at time of contract 
award.  Accordingly, quotes submitted by VOSBs and/or SDVOSBs that do not meet the VIP verification 
requirements will not be considered. 


E.8  INSTRUCTIONS, CONDITIONS, AND BASIS FOR AWARD 


 
Step 1: Proposed Content Management System (CMS) and Case Studies  
 
Quoters shall submit Relevant Case Studies and the Proposed CMS to Kelly Reale at 
Kelly.Reale@va.gov no later than 3PM EST 08/22/2018. 
 
A. Proposed CMS 
 
Each Quoter shall include which CMS it is proposing in response to this solicitation.  The CMS shall 
comply with Statement of Objectives (SOO), specifically paragraph 5.2.1 “Operating Constraints.”  
Quoter shall provide a brief description of why it chose the proposed CMS and how it satisfies the 
requirements of the SOO.  Each Proposed CMS submission is limited to 2 pages. 
 
B. Case Study Submission 
 
Quoters shall submit three relevant case studies for evaluation. Relevant case studies must 
demonstrate recent (within the past three years) performance of tasks, detailed in the Statement of 
Objectives (SOO), related to the proposed CMS, performed by the quoter or any proposed 
subcontractor who will be responsible for at least 30% of your proposed approach.  Quoters are 
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strongly encouraged to submit case studies that demonstrate capability to perform multiple tasks 
from the SOO and include where those services supported the proposed CMS in circumstances 
similar to those contained in SOO Section 5.2.1 “Operating Constraints.”  The Case Studies shall 
demonstrate an agile methodology and adherence to practices found within the Digital Services 
Playbook (https://playbook.cio.gov/).  Each case study submission is limited to 3 pages in PDF 
Format.  
 
Quoters must include the following details for each case study submission: 
 


A. Client organization name 
B. Period of performance 
C. Quoter’s role 
D. Goals and outcomes 
E. Technology solution 
F. Delivery Methodology 


 
**Please note that Quoters shall ensure that any subcontractor whose relevant past experience is 
utilized for a Case Study provided in Step 1 is also included as a proposed Subcontractor in each 
future Step including any resultant award.  Failure to ensure this may render an Quoter’s quote 
unacceptable. 


 
Proposed CMS and Case Studies Evaluation 
 
The Quoters Proposed CMS solution will be evaluated to determine whether it can meet the 
requirements of the Operational Constraints in Section 5.2.1. The Quoter’s Case Studies will be 
evaluated to determine the Quoter’s capability and suitability to perform the work required in the 
Technical Solution.  The Quoters determined to be most suitable and capable resulting from Step 1 will 
be selected for Step 2. The Government will determine the appropriate number of Quoters for Step 2 
that is most beneficial to the Government. 
 
Step 2:  Due Diligence (NON-EVALUATED STEP) 
 
Date:   8/31/2018 
 


This is a single meeting with each Quoter who has been selected to move forward from Step 1. This 
meeting is considered the question & answer opportunity and is a non-evaluated step. No comments, 
information, or questions presented by the vendors will be considered in the evaluation. This time is 
open for vendors to ask questions in order to limit the amount of assumptions that will be included as 
part of the Quoter’s technical or price solutions. Further instructions for Step 2 will be provided to all 
selected Quoters.  Please note, when specific information that is determined necessary for the preparation 
of proposals is disclosed to one or more potential quoters, that information will be made available to all 
quoters. 
 
Step 3: Submittal of Written Technical Solution, Price, and Technical Demonstration 
 
Only open to Quoters who have been selected to move forward from Step 1. Submit Written Technical 
Solution and Price Volume to Kelly Reale at Kelly.Reale@va.gov no later than 9/10/2018 at 4PM EST. 
 
Submit the following: 
 


A. Written Technical Solution limited to 15 pages excluding cover letter and table of contents from 
page count in PDF Format. 


B. Price Volume 
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A. Written Technical Solution 
 
The Written Technical Solution shall demonstrate the Quoter’s ability and expertise to deliver a solution 
that meets the established needs and purpose of the RFQ.  The Quoter’s proposed solution shall identify 
how the objectives will be met as stated in the Statement of Objectives.  Within the Written Technical 
Solution, the Quoter shall demonstrate its: 
 


1) Overall methodology and approach to plan, implement, and configure the proposed 
CMS for VA.gov. 


2) Knowledge and approach to Agile software development. 
3) Knowledge and approach to User Centered design. 
4) Knowledge and approach to Development Operations (DevOps). 
5) Knowledge and approach to Content Writing. 
6) What the Quoter would need from the Government to ensure success and any 


barriers that would reduce or delay success. 
7) How success and end user satisfaction will be determined and the strategy for 


capturing both product metrics and process metrics. 
8) The proposed Labor Mix and Level of Effort by Iteration supporting the proposed 


firm-fixed-price.  This description shall indicate whether the Labor Category is being 
proposed for the Prime or a subcontractor including which proposed subcontractor.  
Please include Labor Category descriptions for each Labor Category proposed 
including the experience, skill sets, and education for each Category. 


 
Technical Assumptions, Conditions, or Exceptions – The Quoter’s Written Technical Solution shall 
include all (if any) technical assumptions, conditions, or exceptions related to any of the requirements or 
terms and conditions of the Statement of Objectives. If not noted in this section of Quoter’s quote, it will 
be assumed that there are no assumptions, conditions, or exceptions for award, and that the Quoter 
agrees to comply with all of the terms and conditions set forth in this RFQ. It is not the responsibility of 
the Government to seek out and identify technical assumptions, conditions, or exceptions buried within 
the Quoter’s submission. The Government reserves the right to reject any quote that includes any 
technical assumptions, conditions, or exceptions that impact or affect the Government’s objectives or 
requirements. 
 
B. Price 


 
Quoters shall submit a price volume which shall include the following: 
 


 Completed Section B and price proposal excel spreadsheet 
 Supporting documentation as described below 
 Assumptions, conditions, and exceptions related to price 


 
Section B and price proposal excel spreadsheet:  Vendors shall fill into the provided Section B document 
their proposed Contract Line Items (CLINs) and provide fill-ins as included in each CLIN, and a unit 
price and extended price for each CLIN.  Vendors are free to add additional CLINs to support their 
proposed price.  Additionally, a price proposal shall be submitted in Microsoft Excel spreadsheet format. 
The first tab shall be a summary to include a top level rollup of the total dollars and percentages by labor, 
materials, travel, Other Direct Costs, and total Task Order price. Labor shall further be broken out by 
labor categories, labor rates, and hours. A separate tab shall be used for the Prime and each Subcontractor.  
Additionally, any material or travel handling rates proposed for the Material or Travel line items shall be 
noted as well. 
 
Supporting documentation - Documentation is required to support the pricing proposed. This shall 
demonstrate the correlation between the proposed technical solution and the Section B submitted. The 
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supporting documentation shall also include a Basis of Estimate (BOE) which aligns to how the pricing 
methodology is applied within each iteration. The BOE shall include, but is not limited to, such things as: 
 


 Number of Teams proposed 
 Size of Agile Teams 
 User Story sizing methodology 
 Any discounts applied  


 
Please note, the Government’s estimated budget for this project is approximately $3,000,000.00 for the 
Base Period (6-months), $1,500,000.00 for Option Period 1 (6-months), and $1,500,000.00 for Option 
Period 2 (6-months). 
 
Price assumptions, conditions, or exceptions – Submit all (if any) price assumptions, conditions, or 
exceptions related to any of the terms and conditions of the Statement of Objectives. If not noted in 
this section of the Quoter’s quote, it will be assumed that the Quoter proposes no price assumptions, 
conditions, or exceptions for award, and agrees to comply with all of the terms and conditions set 
forth in this RFQ. It is not the responsibility of the Government to seek out and identify price 
assumptions, conditions, or exceptions buried within the Quoter’s quote. The Government reserves the 
right to reject any quote that includes any price assumptions, conditions, or exceptions that impact or 
affect the Government’s objectives or requirements. 
 
C.  Technical Capabilities Demonstration 
 
Date: 9/11/2018 – 9/13/2018 
Location: 23 Christopher Way, Eatontown, NJ 07724 
 
Only open to Quoters who have been selected to move forward from Step 1. 
 
The goal of the Technical Capabilities Demonstration (TCD) is to create a working prototype in real-
time in response to a time-limited scenario. Quoters will be given a scenario detailing a fictional 
government problem and will have 4 hours to create a working prototype solution in the proposed 
CMS. Two Government employees will be provided playing the roles of 1. Business Owner and 2. End 
User for the scenario.  Offerors are allowed up to 6 total attendees for the Demonstration.  A whiteboard 
will be available.  Please note that there is no guarantee of internet access and Quoters shall plan 
accordingly. 
 
This is the opportunity for the team to demonstrate team collaboration, agile methods, user-centered 
design, CMS configuration, content writing, and iterative development skills that will be needed to 
execute the SOO. The process used to develop the prototype shall demonstrate the same solutions 
detailed in the Written Technical Solution.  
 
In terms of design, the coding submission shall be accessible (i.e. 508 compliant); usable on both 
desktop and mobile; and follow the U.S. Web Design Standards (USWDS) where applicable.  The 
coding submission shall render correctly in at least one of the following modern browsers on both 
desktop and mobile:  Chrome, Safari, and/or Firefox.  Custom functionality may be added if it is not 
included in USWDS.  An environment may be set-up in advance of the demonstration along with any 
non-content specific work.  Any files not used as part of the prototype shall be removed before the end 
of the demonstration. 
 
The coding submission shall use the Quoter’s proposed Content Management System technology. At 
the completion of the demonstration, the vendor shall submit: 
 


1. A URL to a private git repository on either Github.com or Bitbucket.org which includes the 
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source code. Quoters shall add account “VA.gov Modernization” as a collaborator so that the 
Government Technical Evaluation team can access the repository; 


2. Documentation for setting up the development environment and running the application 
including a checksum hash pointing to the revision to be evaluated on the master branch; 


3. A publicly-accessible URL to the Quoter’s prototype at the top of the README file; 
4. A URL to a private administrative panel for the CMS portion of the prototype. Quoters shall 


add account “VA.gov Modernization” as a collaborator so that the Government Technical 
Evaluation team can access the administrative panel; 


5. Access via URL to any additional tools used to track work (e.g. JIRA, trello) used during the 
TCD. Quoters shall add account “VA.gov Modernization” as a collaborator so that the 
Government Technical Evaluation team can access these tools; 


6. Documentation, including diagrams, of the overall architecture. 
 
All supporting digital and non-digital artifacts created during the design and development of the 
prototype shall be uploaded into the repo. Examples of artifacts include user stories, wireframes, and 
test plans. These artifacts shall be representative of the vendor’s proposed process for documenting 
work. Images of non-digital artifacts created during the demonstration (e.g. white board drawings) 
should be uploaded to the repo. Evaluators will be present for the entire TCD.   
 
Artifacts, additional technical solution materials, or other non-germane documents not directly related 
to the design and development of the prototype will not be accepted. The contracting officer has the 
ability to remove any documentation submitted that does not support the TCD. 
 
The Government will schedule the demonstrations by drawing lots among those Quoters who are 
selected in Step 1. The Government will advise Quoters of the date and time of their TCD which is 
anticipated to be held between 9/11/2018 and 9/13/2018. 
 
The Government will have the ability to ask clarifying questions specific to the Quoter’s prototype 
solution during the time allotted for the TCD. These do not count as discussions, unless otherwise 
directed by the Contracting Officer.  No updates will be allowed for the TCD, however the 
Government reserves the right to enter negotiations on the Quoter’s Written Technical Solution or 
Price Volume. 
 
Written Technical Solution, Price, and TCD Evaluation:  
 
The Written Technical Solution will assess the Quoter’s overall approach to the project and what, if 
anything, it would need from the Government to ensure success as well as identifying any barriers that 
would reduce or delay success.  The TCD will be evaluated to determine the Quoter’s capability and 
suitability to perform the work as proposed in the Written Technical Solution.  The technical capabilities 
demonstrated will be assessed to determine if the Quoter’s methodologies will result in the continued 
delivery of high-quality product, and will meet the objectives for digital strategy implementation.  
The TCD will be evaluated by assessing performance in the following categories:  
 


 Ability to Define the Problem 
 Ability to Design a Solution 
 Iterative Approach 
 Documenting the Work 
 Ability to Produce a high-quality Prototype 


 
The Government will evaluate price by adding the total of all line item prices, including all options.  The 
total evaluated price will be that sum. The Government will adjust the Quoter’s proposed Total Evaluated 
Price if mathematical errors are identified. 
 







36C10B18Q3117  


Page 57 of 57 


Step 4: Negotiation of Performance Work Statement and Quality Assurance Surveillance Plan 
(QASP) 
 
Following Steps 1, 2, and 3, in consideration of the Basis for Award, the apparent successful Quoter will 
be chosen to provide a final PWS, QASP, and associated minor price adjustments (if necessary), which 
will be negotiated and finalized with the Government.  If a final PWS cannot be worked out, or fails to 
provide best value solution award following negotiations, then the Government may select the next 
highest valued vendor for negotiations of a PWS and QASP. 
 
Basis for Award 
 
The determination of the BEST VALUE quote using comparative analysis in accordance with 13.106-
2(b)(3) will be based on: 
 
1. Non-Price: 


a) Proposed CMS and Case Studies  
b) Written Technical Solution 
c) TCD 


 
2. Price: 


a) Evaluated Price 
 
Any award will be made based on the best overall (i.e., best value) quote that is determined to be the most 
beneficial to the Government, with appropriate consideration given to the Written Technical Solution, 
TCD, and Price.  
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All Deliverables associated with paragraphs 5.2.1 above shall also apply to any Optional 
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and Maintenance services for each Option Period.  All Deliverables associated with 
paragraphs 5.2.1 above shall also apply to any Optional Tasks exercised under this paragraph. 
This optional task may be exercised, up to the number of times listed in the Schedule of 
Deliverables, per period of performance. ................................................................................ 50 
5.6.3 Optional Task 2 – Security and Compliance: Upon execution of this optional task, the 
contractor shall provide all services within section 5.2.2 above for Security and Compliance 
for the Base Period and each Option Period.  All Deliverables associated with paragraphs 
5.2.2 above shall also apply to any Optional Tasks exercised under this paragraph. This 
optional task may be exercised, up to the number of times listed in the Schedule of 
Deliverables, per period of performance. ................................................................................ 50 
5.6.4 Optional Task 2.a – Upon execution of this optional task, the contractor shall provide 
all services within section 5.2.2(e) and 5.2.2(f) above for Security and Compliance for each 
Option Period.  All Deliverables associated with paragraphs 5.2.2 above shall also apply to 
any Optional Tasks exercised under this paragraph. This optional task may be exercised, up 
to the number of times listed in the Schedule of Deliverables, per period of performance. ... 50 
5.6.5 Optional Task 3 – Contact Center Support: Upon execution of this optional task, the 
contractor shall provide all services within section 5.2.3 above for Contact Center support for 
the Base Period and each Option Period.  All Deliverables associated with paragraphs 5.2.3 
above shall also apply to any Optional Tasks exercised under this paragraph. This optional 
task may be exercised, up to the number of times listed in the Schedule of Deliverables, per 
period of performance. ............................................................................................................ 50 
5.6.6 Optional Task 3.a – Upon execution of this optional task, the contractor shall provide 
all services within section 5.2.3(f), 5.2.3(g) above for Contact Center Support for each Option 
Period.  All Deliverables associated with paragraphs 5.2.3 above shall also apply to any 
Optional Tasks exercised under this paragraph. This optional task may be exercised, up to the 
number of times listed in the Schedule of Deliverables, per period of performance. ............. 50 
5.6.7 Optional Task 4 – Platform Administration: Upon execution of this optional task, the 
contractor shall provide all services within section 5.3.1 above for Platform Administration 
services for the Base Period and each Option Period.  All Deliverables associated with 
paragraphs 5.3.1 above shall also apply to any Optional Tasks exercised under this paragraph. 
This optional task may be exercised, up to the number of times listed in the Schedule of 
Deliverables, per period of performance. ................................................................................ 51 
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apply to any Optional Tasks exercised under this paragraph. This optional task may be 
exercised, up to the number of times listed in the Schedule of Deliverables, per period of 
performance. ............................................................................................................................ 51 
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task, the contractor shall provide all services within section 5.3.2 above for Documentation 
and Standards for the Base Period and each Option Period.  All Deliverables associated with 
paragraphs 5.3.2 above shall also apply to any Optional Tasks exercised under this paragraph. 
This optional task may be exercised, up to the number of times listed in the Schedule of 
Deliverables, per period of performance. ................................................................................ 51 
5.6.10 Optional Task 5.a – Upon execution of this optional task, the contractor shall 
provide all services within sections 5.3.2(i), 5.3.2(j) and 5.3.2(k) above for Documentation 
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and Standards for each Option Period.  All Deliverables associated with paragraphs 5.3.2 
above shall also apply to any Optional Tasks exercised under this paragraph. This optional 
task may be exercised, up to the number of times listed in the Schedule of Deliverables, per 
period of performance. ............................................................................................................ 51 
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Base Period and each Option Period.  All Deliverables associated with paragraphs 5.5 above 
shall also apply to any Optional Tasks exercised under this paragraph. This optional task may 
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The purpose of this Amendment 0005 is as follows: 


1. Update Section B.3 Price Schedule to add Contract Line Item Numbers for Optional Task 
6 in the Base and Option Periods. 
 


2. Make the following changes to Section B.4 Performance Work Statement: 
a. Add language to PWS Section 2.2 
b. Replace a term in PWS Section 5.1.1 
c. Add and correct language in PWS Section 5.2.1 and add language at 5.2.1f and 


5.2.1u 
d. Add language to PWS Section 5.2.2 
e. Add language to PWS Section 5.2.3 and 5.2.3d 
f. Add language to PWS Section 5.3.1 and 5.3.2 
g. Add language to PWS Section 5.5 and 5.5b 
h. Correct language in PWS Section 5.6.2 and 5.6.10 
i. Add Optional Task 6 at PWS Section 5.6.11 
j. Make administrative corrections to PWS Sections 6.1.1, 6.1.2, 6.1.3, and 6.1.4. 
k. Clarify the type of GFE as it pertains to PWS Section 6.5 
l. Make administrative corrections to links dates and versions of applicable 


documents in PWS Section 7.0 and add two new applicable documents at 
numbers 63 and 64. 


m. Make administrative corrections to PWS Addendum A Sections A1.0, A2.0, and 
A2.1 


n. Replace the requirements in PWS Addendum A Sections A3.0, A3.1, A3.2, and 
A3.3. 


o. Number the Sections titled Physical Security & Safety Requirements, 
Confidentiality and Non-Disclosure, and Information Technology Using Energy-
Efficient Products A4.0, A5.0, and A6.0 respectively.   


p. Replace the Executive Order referenced in the PWS Addendum A Section A6.0 
q. Make an administrative change to PWS Addendum B Section B.9 


 
3. Make the following changes to Section E – Solicitation Provisions: 


 
a. Change contract to task order in Section E.2 
b. Change the instructions for submitting Volumes II, III, and IV in Section E.7.D  
c. Clarified file size relating to e-mail submissions for Volumes, II, III, and IV in 


Section E.7.D. 
d. Updated the dates that the ITD’s are anticipated to be held. 
e. Amend the table FTE table in Section E.7.D to make clarifications and add 


estimated FTE Equivalents for Optional Task 6. 
f. In Section E.7.D, added .pdf as a format for submission of Volume II 


 
4. Due Dates for the Written Technical Solution, Price Evaluation Approach, and 


Solicitation, Offer and Award Volumes will be included in your Advisory Notification. 
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SECTION B - CONTINUATION OF SF 1449 BLOCKS   


B.1  GOVERNING LAW 


Federal law and regulations, including the Federal Acquisition Regulations (FAR), shall govern 
this Contract/Order.  Commercial license agreements may be made a part of this Contract/Order 
but only if both parties expressly make them an addendum hereto.  If the commercial license 
agreement is not made an addendum, it shall not apply, govern, be a part of or have any effect 
whatsoever on the Contract/Order; this includes, but is not limited to, any agreement embedded 
in the computer software (clickwrap), any agreement that is otherwise delivered with or provided 
to the Government with the commercial computer software or documentation (shrinkwrap), or 
any other license agreement otherwise referred to in any document.  If a commercial license 
agreement is made an addendum, only those provisions addressing data rights regarding the 
Government’s use, duplication and disclosure of data (e.g., restricted computer software) are 
included and made a part of this Contract/Order, and only to the extent that those provisions are 
not duplicative or inconsistent with Federal law, Federal regulation, the incorporated FAR 
clauses and the provisions of this Contract/Order; those provisions in the commercial license 
agreement that do not address data rights regarding the Government’s use, duplication and 
disclosure of data shall not be included or made a part of the Contract/Order.  Federal law and 
regulation including, without limitation, the Contract Disputes Act (41 U.S.C. § 7101 et seq.), 
the Anti-Deficiency Act (31 U.S.C. § 1341 et seq.), the Competition in Contracting Act (41 
U.S.C. § 3301 et seq.), the Prompt Payment Act (31 U.S.C. §3901 et seq.), Contracts for Data 
Processing or Maintenance (38 USC § 5725), and FAR clauses 52.212-4, 52.227-14, 52.227-19 
shall supersede, control, and render ineffective any inconsistent, conflicting, or duplicative 
provision in any commercial license agreement.  In the event of conflict between this Clause and 
any provision in the Contract/Order or the commercial license agreement or elsewhere, the terms 
of this Clause shall prevail.  Claims of patent or copyright infringement brought against the 
Government as a party shall be defended by the U.S. Department of Justice (DOJ).  28 U.S.C. § 
516.  At the discretion of DOJ, the Contractor may be allowed reasonable participation in the 
defense of the litigation.  Any additional changes to the Contract/Order must be made by 
contract/order modification (Standard Form 30) and shall only be effected by a warranted 
Contracting Officer.  Nothing in this Contract/Order or any commercial license agreement shall 
be construed as a waiver of sovereign immunity. 
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B.2  CONTRACT ADMINISTRATION DATA 


(continuation from Standard Form 1449, block 18A.) 


  1.  Contract Administration:  All contract administration matters will be handled by the following 
individuals: 


    a. CONTRACTOR:  TBD 


    b. GOVERNMENT:    Contracting Officer 36C10B  
Department of Veterans Affairs 
Office of Acquisition Operations 
Technology Acquisition Center 
23 Christopher Way 
Eatontown NJ 07724 
 


  2.  CONTRACTOR REMITTANCE ADDRESS:  All payments by the Government to the contractor 
will be made in accordance with: 


[x] 52.232-33, Payment by Electronic Funds Transfer - 
      System for Award Management, or 
 


[] 52.232-36, Payment by Third Party 
 


  3.  INVOICES:  Invoices shall be submitted in arrears: 


     a.  Quarterly [] 


     b.  Semi-Annually [] 


     c.  Other [X]  See Section B.3 Price Schedule 


  4.  GOVERNMENT INVOICE ADDRESS:  All Invoices from the contractor shall be submitted 
electronically in accordance with VAAR Clause 852.232-72 Electronic Submission of Payment Requests. 


  ACKNOWLEDGMENT OF AMENDMENTS:  The offeror acknowledges receipt of amendments to the 
Solicitation numbered and dated as follows: 


AMENDMENT NO DATE 
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B.3  PRICE SCHEDULE 


 
Days used below refer to calendar days unless otherwise stated.  Deliverables with due dates falling on a 
weekend or holiday shall be submitted the following Government work day after the weekend or holiday.   


 
BASE PERIOD (12-months) 


LINE ITEM DESCRIPTION QTY UNIT 
UNIT 


PRICE TOTAL PRICE 
0001 Project Management in accordance with 


(IAW) Performance Work Statement 
(PWS) paragraph 5.1, inclusive of 
subparagraphs. 
 
This Firm Fixed Price (FFP) Contract Line 
Item Number (CLIN) includes all labor and 
deliverables required for the successful 
completion of the services detailed in PWS 
paragraph 5.1 and all of its subparagraphs 
for the base period and each option period 
and optional task, if exercised. 
 
The cost of Project Management CLIN 
0001 and subcontract Sub-Line Item 
Number (SLIN) 0001AA, 0001AB, and 
0001AC shall be included in and allocated 
to the remaining FFP CLINs below 
including all option periods.  
 
Period of Performance (PoP) will be 12-
months After Effective Date (AED). 


1 LO NSP NSP 


0001AA Monthly Progress Report IAW PWS 
paragraph 5.1.1 
 
Due no later than the 7th day of the month 
following each reporting period. 
 
Electronic submission to: VA Program 
Manager (VA PM), Contracting Officer’s 
Representative (COR), Contracting Officer 
(CO), and Contract Specialist (CS)  
 
Inspection/Acceptance/F.O.B: Destination  


1 LO NSP NSP 


0001AB Sprint Reports IAW PWS paragraph 5.1.1 
 
Due no later than 72 hours after the end of 
each sprint. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 
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0001AC TMS Training Certificates and Rules of 
Behavior IAW PWS paragraph 5.1.2 
 
Due 5 days AED and within 5 days of the 
onboard of each new employee. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


0001AD Contractor Staff Roster IAW PWS 
paragraph 6.1.6 
 
Due within 1 day of any changes. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


00XX Agile Delivery  
 
CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP will be 12-Months AED. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


* Stable Pre-Production Environments IAW 
PWS paragraph 5.2.1 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Automated Pipelines IAW PWS paragraph 
5.2.1 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Monitoring and Alerting System IAW 
PWS paragraph 5.2.1 
 


1 LO NSP NSP 
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Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


 ATO Documentation IAW PWS paragraph 
5.2.2 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Data, Security and Integration Architecture 
Diagrams IAW PWS paragraph 5.2.2 
 
Due 90 days AED; updates ongoing 
throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Security Audit Results IAW PWS 
paragraph 5.2.2 
 
Due every other Friday throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Contact Center Collaboration Script 
Updates, Demos IAW PWS paragraph 
5.2.3 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 T2/3 Support Reports IAW PWS paragraph 
5.2.3 
 
Due every Friday throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 
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 Call Center Metrics Report IAW PWS 
paragraph 5.2.3 
 
Due every Friday throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Website and Source Code Repository IAW 
PWs paragraph 5.3.1 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 VSP User Feedback Reports IAW PWS 
paragraph 5.3.1 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Kickoff, Checkpoint and Review Meeting 
Reports IAW PWS paragraph 5.3.1 
 
Due no later than 48 hours after the 
conclusion of each meeting. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 VSP Architectures IAW PWS paragraph 
5.3.2 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 VA Design Standards IAW PWS 
paragraph 5.3.2 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  


1 LO NSP NSP 
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Inspection/Acceptance/F.O.B: Destination 


 VSP User Feedback Reports IAW PWS 
paragraph 5.3.2 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Content Style Guide IAW PWS paragraph 
5.3.2 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Websites and Source Code Repositories 
IAW PWS paragraph 5.3.2 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 VFS Monitoring Processes IAW PWS 
paragraph 5.3.3 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 VFS Monitoring Reports IAW PWS 
paragraph 5.3.3 
 
Due every other week throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 Project Tools IAW PWS paragraph 5.4 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  


1 LO NSP NSP 
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Inspection/Acceptance/F.O.B: Destination 


 VSP Project Plan/Backlog IAW PWS 
paragraph 5.5 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 VSP Improvements IAW PWS paragraph 
5.5 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


 VFS  Services System Development Kit 
(SDK) IAW PWS paragraph 5.5 
 
Ongoing throughout PoP. 
 
Electronic submission to: VA PM, COR, 
CO and CS  
 
Inspection/Acceptance/F.O.B: Destination 


1 LO NSP NSP 


00XX TRAVEL 
 
Travel in accordance with PWS paragraph 
4.3 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Travel Ceiling:  
$50,000.00 
+ Fixed Handling Rate       % 
= Travel NTE Ceiling $___________ 
(Inclusive of Government NTE travel 
ceiling + Fixed Handling Rate) 


1 Not-
T0-
Exceed 
(NTE) 


$ 


00XX MATERIALS 
 
Materials shall be purchased only upon 
receipt of approval of the COR. 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 


1 NTE $ 
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Government Not to Exceed Ceiling:  
$250,000.00 
+ Fixed Handling Rate       % 
= Materials NTE Ceiling $________ 
(Inclusive of Government NTE Material 
ceiling + Fixed Handling Rate) 


00XX Optional Task 1 IAW PWS paragraph 5.6.1 
 
This Optional Task may be exercised 
anytime during the base period of 
performance and in any quantity, not-to-
exceed (NTE) the unit quantity in this 
CLIN, in accordance with FAR 52.217-7, 
Option for Increased Quantity – Separately 
Priced Line Item.  Work shall not 
commence until, and unless, a formal 
modification is issued by the Contracting 
Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
*Contractor shall propose number of 
iterations to maximize budget for all 
optional tasks. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
base period.  


XX 
NTE 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 1.a IAW PWS paragraph 
5.6.2 
 
This Optional Task may be exercised 
anytime during the base period of 
performance  and in any quantity, not-to-
exceed (NTE) the unit quantity in this CLIN 
in accordance with FAR 52.217-7, Option 
for Increased Quantity – Separately Priced 
Line Item.  Work shall not commence until, 
and unless, a formal modification is issued 
by the Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 


XX 
 
 
 


EA $ 
 
 


$ 
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required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
base period.  


00XX Optional Task 2 IAW PWS paragraph 5.6.3 
 
This Optional Task may be exercised 
anytime during the base period of 
performance  and in any quantity, not-to-
exceed (NTE) the unit quantity in this CLIN 
in accordance with FAR 52.217-7, Option 
for Increased Quantity – Separately Priced 
Line Item.  Work shall not commence until, 
and unless, a formal modification is issued 
by the Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
base period.  


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 2.a IAW PWS paragraph 
5.6.4 
 
This Optional Task may be exercised 
anytime during the base period of 
performance  and in any quantity, not-to-
exceed (NTE) the unit quantity in this CLIN 
in accordance with FAR 52.217-7, Option 
for Increased Quantity – Separately Priced 
Line Item.  Work shall not commence until, 
and unless, a formal modification is issued 
by the Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 


XX 
 
 
 


EA $ 
 
 


$ 
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Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
base period.  


00XX Optional Task 3 IAW PWS paragraph 5.6.5 
 
This Optional Task may be exercised 
anytime during the base period of 
performance and in any quantity, not-to-
exceed (NTE) the unit quantity in this CLIN  
in accordance with FAR 52.217-7, Option 
for Increased Quantity – Separately Priced 
Line Item.  Work shall not commence until, 
and unless, a formal modification is issued 
by the Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
base period.  


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 3.a IAW PWS paragraph 
5.6.6 
 
This Optional Task may be exercised 
anytime during the base period of 
performance in accordance with FAR 
52.217-7, Option for Increased Quantity – 
Separately Priced Line Item.  Work shall 
not commence until, and unless, a formal 
modification is issued by the Contracting 
Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 


XX 
 
 
 


EA $ 
 
 


$ 
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1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
base period.  


00XX Optional Task 4 IAW PWS paragraph 5.6.7 
 
This Optional Task may be exercised 
anytime during the base period of 
performance  and in any quantity, not-to-
exceed (NTE) the unit quantity in this CLIN 
in accordance with FAR 52.217-7, Option 
for Increased Quantity – Separately Priced 
Line Item.  Work shall not commence until, 
and unless, a formal modification is issued 
by the Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
base period.  


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 4.a IAW PWS paragraph 
5.6.8 
 
This Optional Task may be exercised 
anytime during the base period of 
performance and in any quantity, not-to-
exceed (NTE) the unit quantity in this CLIN  
in accordance with FAR 52.217-7, Option 
for Increased Quantity – Separately Priced 
Line Item.  Work shall not commence until, 
and unless, a formal modification is issued 
by the Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 


XX 
 
 
 


EA $ 
 
 


$ 
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PoP end date will coincide with end date of 
base period.  


00XX Optional Task 5 IAW PWS paragraph 5.6.9 
 
This Optional Task may be exercised 
anytime during the base period of 
performance and in any quantity, not-to-
exceed (NTE) the unit quantity in this CLIN  
in accordance with FAR 52.217-7, Option 
for Increased Quantity – Separately Priced 
Line Item.  Work shall not commence until, 
and unless, a formal modification is issued 
by the Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
base period.  


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 5.a IAW PWS paragraph 
5.6.10 
 
This Optional Task may be exercised 
anytime during the base period of 
performance and in any quantity, not-to-
exceed (NTE) the unit quantity in this CLIN  
in accordance with FAR 52.217-7, Option 
for Increased Quantity – Separately Priced 
Line Item.  Work shall not commence until, 
and unless, a formal modification is issued 
by the Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 


XX 
 
 
 


EA $ 
 
 


$ 
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PoP end date will coincide with end date of 
base period.  


00XX Optional Task 6 IAW PWS paragraph 
5.6.11 
 
This Optional Task may be exercised 
anytime during the base period of 
performance and in any quantity, not-to-
exceed (NTE) the unit quantity in this CLIN  
in accordance with FAR 52.217-7, Option 
for Increased Quantity – Separately Priced 
Line Item.  Work shall not commence until, 
and unless, a formal modification is issued 
by the Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
base period.  


XX 
 
 
 


EA $ 
 
 


$ 
 
 


Base Period Sub-total (Without Optional Tasks) $ 
Base Period Total (Including Optional Tasks) $ 


OPTION PERIOD 1 (12-months) 
 


This option period may be exercised IAW FAR 52.217-9 Option to Extend the Term of the Contract (MAR 
2000).  Work shall not commence until, and unless, a formal modification is issued by the Contracting Officer.  


If exercised, this option shall commence immediately after expiration of the Base Period. 
10XX Agile Delivery  


 
CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP will be 12-Months AED. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


10XX TRAVEL 
 
Travel in accordance with PWS paragraph 
4.3 
 


1 NTE $  
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Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Travel Ceiling:  
$50,000.00 
+ Fixed Handling Rate       % 
= Travel NTE Ceiling $___________ 
(Inclusive of Government NTE travel 
ceiling + Fixed Handling Rate) 


10XX MATERIALS 
 
Materials shall be purchased only upon 
receipt of approval of the COR. 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Ceiling:  
$250,000.00 
+ Fixed Handling Rate       % 
= Materials NTE Ceiling $________ 
(Inclusive of Government NTE Material 
ceiling + Fixed Handling Rate) 


1 NTE $  


00XX Optional Task 1 IAW PWS paragraph 5.6.1 
 
This Optional Task may be exercised 
anytime during the option period one  and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1.  


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 1.a IAW PWS paragraph 
5.6.2 
 


XX 
 
 


EA $ 
 
 


$ 
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This Optional Task may be exercised 
anytime during the option period one and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN  in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1. 


 


00XX Optional Task 2 IAW PWS paragraph 5.6.3 
 
This Optional Task may be exercised 
anytime during the option period one and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN  in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 2.a IAW PWS paragraph 
5.6.4 
 
This Optional Task may be exercised 
anytime during the option period one  and 


XX 
 
 
 


EA $ 
 
 


$ 
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in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1. 


00XX Optional Task 3 IAW PWS paragraph 5.6.5 
 
This Optional Task may be exercised 
anytime during the option period one  and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 3.a IAW PWS paragraph 
5.6.6 
 
This Optional Task may be exercised 
anytime during the option period one and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 


XX 
 
 
 


EA $ 
 
 


$ 
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with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1. 


00XX Optional Task 4 IAW PWS paragraph 5.6.7 
 
This Optional Task may be exercised 
anytime during the option period one and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 4.a IAW PWS paragraph 
5.6.8 
 
This Optional Task may be exercised 
anytime during the option period one and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  


XX 
 
 
 


EA $ 
 
 


$ 
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Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1. 


00XX Optional Task 5 IAW PWS paragraph 5.6.9 
 
This Optional Task may be exercised 
anytime during the option period one and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 5.a IAW PWS paragraph 
5.6.1 
 
This Optional Task may be exercised 
anytime during the option period one and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN  in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 


XX 
 
 
 


EA $ 
 
 


$ 
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a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1. 


00XX Optional Task 6 IAW PWS paragraph 
5.6.11 
 
This Optional Task may be exercised 
anytime during the option period one 
period of performance and in any quantity, 
not-to-exceed (NTE) the unit quantity in 
this CLIN  in accordance with FAR 52.217-
7, Option for Increased Quantity – 
Separately Priced Line Item.  Work shall 
not commence until, and unless, a formal 
modification is issued by the Contracting 
Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 1.  


XX 
 
 
 


EA $ 
 
 


$ 
 
 


Option Period 1 Subtotal (Without Optional Tasks)  
Option Period 1 Total (Including Optional Tasks) $ 


OPTION PERIOD 2 (12-months) 
 


This option period may be exercised IAW FAR 52.217-9 Option to Extend the Term of the Contract (MAR 
2000).  Work shall not commence until, and unless, a formal modification is issued by the Contracting Officer.  


If exercised, this option shall commence immediately after expiration of Option Period 1. 
20XX Agile Delivery  


 
CLIN 00XX includes all program 
management, labor, and deliverables 


XX 
 
 
 


EA $ 
 
 


$ 
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required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP will be 12-Months AED. 


20XX TRAVEL 
 
Travel in accordance with PWS paragraph 
4.3 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Travel Ceiling:  
$50,000.00 
+ Fixed Handling Rate       % 
= Travel NTE Ceiling $___________ 
(Inclusive of Government NTE travel 
ceiling + Fixed Handling Rate) 


1 NTE $  


20XX MATERIALS 
 
Materials shall be purchased only upon 
receipt of approval of the COR. 
 
Invoicing shall be in accordance with FAR 
52.232-7, “Payment under Time-and-
Material and Labor Hour Contracts.” 
 
Government Not to Exceed Ceiling:  
$250,000.00 
+ Fixed Handling Rate       % 
= Materials NTE Ceiling $________ 
(Inclusive of Government NTE Material 
ceiling + Fixed Handling Rate) 


1 NTE $  


00XX Optional Task 1 IAW PWS paragraph 5.6.1 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


XX 
 
 
 


EA $ 
 
 


$ 
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CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 21.  


00XX Optional Task 1.a IAW PWS paragraph 
5.6.2 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 2 IAW PWS paragraph 5.6.3 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 


XX 
 
 
 


EA $ 
 
 


$ 
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required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2. 


00XX Optional Task 2.a IAW PWS paragraph 
5.6.4 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 3 IAW PWS paragraph 5.6.5 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 


XX 
 
 
 


EA $ 
 
 


$ 
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Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2. 


00XX Optional Task 3.a IAW PWS paragraph 
5.6.6 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 4 IAW PWS paragraph 5.6.7 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 


XX 
 
 
 


EA $ 
 
 


$ 
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Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2. 


00XX Optional Task 4.a IAW PWS paragraph 
5.6.8 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 5 IAW PWS paragraph 5.6.9 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 


XX 
 
 
 


EA $ 
 
 


$ 
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1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2. 


00XX Optional Task 5.a IAW PWS paragraph 
5.6.1 
 
This Optional Task may be exercised 
anytime during the option period two and 
in any quantity, not-to-exceed (NTE) the 
unit quantity in this CLIN in accordance 
with FAR 52.217-7, Option for Increased 
Quantity – Separately Priced Line Item.  
Work shall not commence until, and unless, 
a formal modification is issued by the 
Contracting Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 
1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2. 


XX 
 
 
 


EA $ 
 
 


$ 
 
 


00XX Optional Task 6 IAW PWS paragraph 
5.6.11 
 
This Optional Task may be exercised 
anytime during the option period two 
period of performance and in any quantity, 
not-to-exceed (NTE) the unit quantity in 
this CLIN  in accordance with FAR 52.217-
7, Option for Increased Quantity – 
Separately Priced Line Item.  Work shall 
not commence until, and unless, a formal 
modification is issued by the Contracting 
Officer.   


CLIN 00XX includes all program 
management, labor, and deliverables 
required for the successful completion of 
the tasks IAW the proposed PWS. 
 
Number of Iterations:_______ 
Length of each Iteration:_____________ 
 


XX 
 
 
 


EA $ 
 
 


$ 
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1 EA=1 Iteration 
 
PoP end date will coincide with end date of 
option period 2.  


Option Period 2 Subtotal (Without Optional Tasks) $ 
Option Period 2 Total (Including Optional Tasks) $ 
Total Task Order $ 
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B.4  PERFORMANCE WORK STATEMENT 
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1.0  BACKGROUND 


Every month, over 10 million people access VA’s digital tools and content. Many of these users have a 
frustrating experience, encountering a complicated ecosystem of websites, forms, logins, brands, and 
outdated tools. Additionally, the VA is responsible for many legacy systems with varied languages and 
environments. Every system is different and there is not consistent documentation.  


To begin to address these issues, VA’s Office of Information & Technology (OI&T) and Digital Service 
at Veterans Affairs (DSVA) built and launched Vets.gov in November 2015. Vets.gov delivered a modern 
digital experience that enabled Veterans to learn about, apply for, and manage their VA benefits in an 
effective, efficient, and compassionate manner.  


By December 2016, Vets.gov became the 6th most used VA site. In building and improving Vets.gov, 
DSVA leveraged the advantages of cloud computing, Platform as a Service (PaaS), and Infrastructure as a 
Service (IaaS), as well as adopted continuous integration and continuous delivery. These various 
resources, combined with agile, user-centered practices, began to coalesce in a rough product 
development platform. 


To further harmonize Veterans’ digital experience, the VA began a project to consolidate the hundreds of 
VA websites (include Vets.gov) under one VA.gov site. As a result, a much improved VA.gov was 
launched on Veterans Day 2018, serving millions of visitors per month. This new digital “front door” 
effort is aligned with the VA’s “Digital Modernization Strategy” (see Attachment D). 


Concurrently with the Web Brand Consolidation effort in 2018, DSVA began experimenting with 
onboarding non-DSVA teams to build services through a newly designed product development platform. 
The core hypothesis behind these experiments was to determine whether the various technical, design, 
and product components of the platform were useful and sufficiently extensible for non-DSVA teams 
building digital services for Veterans. If this hypothesis was validated, the delivery of high-quality, user-
centered digital services for Veterans would not be constrained by the number of available DSVA teams.  


After completing several experiments with non-DSVA teams building on the platform, DSVA has 
identified several changes necessary to scale platform capacity. 


First, many of VA.gov’s technical components were not primarily designed and built for reuse by 
multiple external teams, requiring new, stack-agnostic, decoupled processes and tooling to support 
development of new apps.   


Second, the governance and quality control responsibilities that currently fall to the platform teams are 
substantial. The proper execution of these responsibilities is key to delivering digital services up to VA’s 
new standard. However, these responsibilities will need to be decoupled from the platform and 
transitioned to dedicated, VA-lead organizations (e.g., product line teams). 


The resolution of these two conditions is the subject of future VA contracting actions and is not the 
purpose of this contract. The primary objectives of this contract are to: (1) provide platform operational 
continuity and support to DSVA and other VA teams in the near term and (2) support the VA in 
transitioning work to the dedicated VA teams. 
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2.0  WORKING PRINCIPLES AND DEFINITIONS 


2.1 WORKING PRINCIPLES 


 
The DSVA team follows the practices described in the “Digital Services Playbook” 
(https://playbook.cio.gov). Using the Digital Services Playbook, DSVA operates with a user-centered 
agile delivery process – learning from research and prototypes, using that knowledge to iteratively 
design and build digital applications and features for Veterans, and iteratively launching those 
applications and features on a daily basis. 


The Contractor shall follow the same Working Principles to maintain the VSP by iteratively designing 
and building tools and features for the platform and launching them on a daily basis.  


The Contractor shall: 


a. Follow the practices described in the “Digital Services Playbook” (https://playbook.cio.gov). The 
Contractor shall be familiar with the concepts in each play and implement them in their solutions 
and support.  


b. Incorporate Agile methodology and iteration ceremonies into all work, such as (but not limited 
to) sprint planning, daily scrum, sprint review, sprint retrospective, backlog grooming, and 
estimating activities. 


c. Incorporate best practices for modern user research and usability testing into all solutions.  
d. Actively involve users in the design of all solutions. 
e. Maintain a consistent look, feel, and voice across Veteran-facing Services.  
f. Whenever possible, personalize solutions for the individual using the service.  
g. Leverage existing VA sign-in systems in line with VA’s overall authentication strategy. 
h. Optimize web applications for mobile-first operation, with all solutions being equally available 


on both mobile and desktop.  
i. Protect user information with best-in-class security, given the constraints of the environment.  
j. Incorporate robust accessibility principles into design, development and testing for all web 


applications and the VSP to deliver high-quality digital experiences to users of assistive devices.  
k. Design, develop, configure, customize, deploy, and operate these solutions.  
l. Use DevOps techniques of continuous integration and continuous deployment across all 


environments including, at a minimum, development, staging, and production.  
m. Deliver secure, scalable, and tested modern web application designs using automated testing 


frameworks to create unit tests, integration tests, functional/black box tests, and load tests (or 
their equivalents as applicable) to test 100% of functionality delivered. The Contractor should 
strive for compliance with Test Driven Development practices.  


n. Ensure configuration and sensitive data, including data the VA defines as sensitive, are not 
present in source code, and are stored in encrypted credential management systems. 


o. Deliver all code not containing configuration or sensitive data to an open source repository per 
OMB Guidance M-16-21. 


p. Cultivate positive, trusting, and cooperative working relationships with the government and all 
other vendors supporting this work.  
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2.2 DEFINITIONS 


a. Veteran-facing Services Platform (VSP): The technical infrastructure and product development 
processes that support new development (from initial research phases through pre-launch checks) 
and maintenance of Veteran-facing Services for VA.gov.  Technical infrastructure maintenance 
and development includes responsibility for the technology that supports existing Veteran-facing 
Services that were migrated from the Vets.gov domain to the VA.gov domain in November 2018, 
as well as any future Veteran-facing Services that will be available via the VA.gov domain, 
whether developed by Digital Services at VA or another VA team. These tasks include, but are 
not limited to: 


 managing infrastructure, networking, and build/deploy processes with infrastructure as 
code; 


 managing all Authority to Operate compliance requirements; 
 maintaining a Rails-based authenticated API layer between applications and VA 


resources; 
 maintaining automated testing, identity and analytics services; 
 maintaining complete documentation of the VSP; 
 building and maintaining core VA.gov resources, including: 


 reusable React and Redux components (The contractor is required to use the 
existing Redux components and configuration that is utilized in vets-website); 


 a design system based on U.S. Web Design Standards (known as Formation); 
 a forms system based on the U.S. Forms System; 
 a Drupal based content management system; and 
 a static site generator; 


 monitoring performance for all VSP applications; 
 providing targeted operation and maintenance (sustainment) support for certain VSP 


applications; 
 maintaining consolidated web analytics for all VSP applications; 
 The VSP facilitates the development and delivery of high quality Veteran-facing Services 


through a wide range of activities including but not limited to: 
 For Other VA Product Teams,  


 Supporting standardized checkpoints and reviews with teams to help 
them achieve quality standards that align with user-centered, agile 
delivery methodologies for all VSP applications; 


 onboarding and offboarding; 
 For all teams, 


 providing close support during application development 
 conducting code, design, content, analytics, and accessibility reviews;  
 conducting load testing; 
 coordinating and preparing call centers for new features 
 enforcing a common information architecture for all VSP applications; 


 


b. Veteran-facing Services: Any application, digital tool, digital form, API, digital migration, or 
other solution that is released (or planned to be released) on the Veteran-facing Services Platform 
(VSP).  
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c. Digital Services at VA (DSVA): The VA U.S. Digital Service team provides the overall strategic 
direction for the Veteran-facing Services Platform (VSP) and associated Veteran-facing Services. 
Manages designated Veteran-facing Services and communicates with the stakeholder community.  
Ensures that teams working on the VSP are aware of current priorities and will be the point of 
escalation to address blockers, make final technical decisions, and make prioritization decisions. 
Will coordinate with the COR for final acceptance and invoice payment of solutions delivered 
according to the Contractors’ Definition of Done. 


 


d. Other VA Product Teams: Teams that design, build, and manage Veteran-facing Services 
independently of Contractor. Other VA Product Teams will coordinate and schedule with 
Contractor to deploy their Veteran-facing Services according to the guidelines defined for the 
Veteran-facing Services Platform (VSP), including DSVA-managed teams. 
 


e. VA Contact Centers:  Support centers to which users of Veteran-facing Services are directed. 
These include but not limited to ID.me, VA311, HRC, VBA Call Center, and EDU Call Center. 


 
f. Contracting Officer’s Representative (COR): Responsible for coordinating with DSVA to 


approve end deliverables, manage the Quality Assurance Surveillance Plan (QASP), and manage 
schedule and price according to the PWS. Manages contract resolution for issues that arise 
between DSVA and the Contractor. Manages escalation for matters beyond the scope of the COR 
duties to the Contracting Officer. 


3.0  SCOPE OF WORK 


This Contractor shall support the DSVA team in the operation and administration of the Veteran-facing 
Services Platform (VSP) in preparation for the next generation of the VSP and in accordance with the 
Working Principles and Definitions provided in Section 2 above. 


The Contractor(s) shall provide VA with iterations of agile software delivery. The agile delivery iterations 
will include product and delivery management, systems architecture, software development, user 
research, user experience strategy, information architecture, interaction and visual design, static and 
dynamic content management, content writing, DevOps, data analytics, and platform operation and 
management to:  


a. Operate and maintain the VSP  
b. Administer the VSP to empower other teams to build on the platform 
c. Prepare for the next generation of the VSP 


4.0  PERFORMANCE DETAILS 


4.1 PERFORMANCE PERIOD 


 
The period of performance for the effort shall be one 12-month Base Period with two 12-month Option 
Periods with Optional Tasks for additional VSP Technical Platform Operations and Maintenance, 
Security and Compliance, Contact Center support, Platform Administration services, and Documentation 
and Standards. 
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Any work at the Government site shall not take place on Federal holidays or weekends unless directed by 
the Contracting Officer (CO).   
 
There are ten (10) Federal holidays set by law (USC Title 5 Section 6103) that VA follows: 
 
Under current definitions, four are set by date: 
 
New Year's Day  January 1 
Independence Day  July 4 
Veterans Day   November 11 
Christmas Day   December 25 
 
If any of the above falls on a Saturday, then Friday shall be observed as a holiday.  Similarly, if one falls 
on a Sunday, then Monday shall be observed as a holiday. 
 
The other six are set by a day of the week and month: 
 
Martin Luther King's Birthday Third Monday in January 
Washington's Birthday Third Monday in February 
Memorial Day Last Monday in May 
Labor Day First Monday in September 
Columbus Day Second Monday in October 
Thanksgiving Fourth Thursday in November  


4.2 PLACE OF PERFORMANCE 


The Contractor will be expected to provide representation for regular, on-going interaction on-site at 
government facilities in the Washington, DC area (811 Vermont Ave NW, Washington, DC). Remote (i.e. 
at the prime or subcontractor facilities) work will be allowed and may be the primary work location for 
most contractor staff. The Government will provide up to 12 hoteling spaces for Contractor staff to use 
throughout the life of the project. Additional work may be performed at remote locations with prior 
concurrence from the Contracting Officer’s Representative (COR).   


4.3 TRAVEL 


The Government anticipates travel under this effort to perform the tasks associated with the effort, as well 
as to attend program-related meetings or conferences throughout the PoP. Contractors may be required to 
perform additional site-visits (CONUS only) to government and non-government facilities to conduct 
user research or stakeholder engagement 


Travel shall be considered a separate CLIN and will be reimbursed on a Time and Materials basis.  All 
travel must be in accordance with the Federal Travel Regulations (FTR) and requires advanced approval 
by the COR.  Contractor travel within the local commuting area will not be reimbursed. 


5.0  SPECIFIC TASKS AND DELIVERABLES  
The Contractor shall maintain the VSP by iteratively designing and building tools and features for the 
platform and launching them on a daily basis in accordance with the Working Principles and Definitions 
provided in Section 2.1 above. 


 


The Contractor shall perform the following:  
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5.1 PROJECT MANAGEMENT 


5.1.1 REPORTING REQUIREMENTS 


The Contractor shall provide the COR with Monthly Progress Reports in electronic form in electronic 
format.  These reports shall reflect data as of the last day of the preceding Month. 
 
The Monthly Progress Reports shall cover all work completed during the reporting period and work 
planned for the subsequent reporting period.  The report shall include metrics of success, delineated in 
5.2.1.f below. The report shall also identify any problems that arose and a description of how the 
problems were resolved.  If problems have not been completely resolved, the Contractor shall provide an 
explanation including their plan and timeframe for resolving the issue.  The report shall also include an 
itemized list of all Information and Communication Technology (ICT) deliverables and their current 
Section 508 conformance status.  It is expected that the Contractor will keep in communication with VA 
accordingly so that issues that arise are transparent to both parties to prevent escalation of outstanding 
issues. 
 
The Sprint Reports shall cover the user stories and functionality agreed upon for the sprint period. The 
Sprint Report shall also cover any risks and issues. Sprint Reports shall be submitted at the end of each 
sprint. The Contractor and the Government shall agree upon a sprint cadence during the kickoff meeting.  
 
Prior to each Sprint, the Contractor and VA COR shall agree to a Definition of Done to be completed 
within the upcoming sprint(s), including any required deliverables.  The Contractor shall not invoice for 
any iteration until and unless the COR has accepted the agreed to Definition of Done. 
 
Deliverable:   


A. Monthly Progress Report 
B. Sprint Reports  


 


5.1.2 CONTRACTOR ON-BOARDING DOCUMENTATION AND TRAINING 
REQUIREMENTS-PRIVACY AND HIPAA TRAINING 


The Contractor shall submit all on-boarding paperwork and documentation as required by all applicable 
VA onboarding requirements, including but not limited to VA Directive 0710, as well as documentation 
specifically requested by the COR, to ensure the timely on-boarding of contractor staff.  Additionally, the 
Contractor shall submit all required TMS training certificates of completion for VA Privacy and 
Information Security Awareness and Rules of Behavior and Health Insurance Portability and 
Accountability Act (HIPAA) training, and provide signed copies of the Contractor Rules of Behavior in 
accordance with Section 9, Training, from Appendix C of the VA Handbook 6500.6, “Contract Security”. 


Deliverables: 


A. VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate 
 


5.2 OPERATE AND MAINTAIN THE VETERAN-FACING SERVICES 
PLATFORM (VSP) 


The VSP will support teams across the VA to develop and deploy Veteran-facing Services. The 
Contractor shall operate and maintain the platform, including operating the functionality of the VSP, 
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ensuring security and operational compliance, and supporting shared services across the VSP including 
analytics, call center support, and authentication management. 


Except as otherwise noted, “Veteran-facing Services” in Section 5 includes: 


1. Existing Veteran-facing Services currently in production on the VSP, and 
2. New Veteran-facing Services built by Other VA Product Teams. 


 


5.2.1 VSP TECHNICAL OPERATIONS AND MAINTENANCE 
 
The Contractor shall oversee the functional operation of the platform, adapt the VSP to 
accommodate volume trends projected for the Veteran-facing Services, and maintain VSP 
integrations with VA systems. 
 
In the Base Period the Contractor shall be responsible for all tasks listed below. In each Option 
Period, the Contractor shall be responsible for all tasks listed below with the exception of tasks 
5.2.1(r), 5.2.1(s), and 5.2.1(t) which shall be Optional Tasks.  In addition, all tasks listed below can 
also be exercised as optional tasks for the base and option periods.  
 


a. Maintain the VSP infrastructure as code (IaC) and operate IaC best practices. 
b. Ensure all code is tested at the unit, functional, and integration level prior to release into the 


production environment. 
i. For functionality held within a particular Veteran-facing Service built by DSVA or Other 


VA Product Teams, VSP is responsible for reviewing the test plan for and results of unit, 
functional, and integration tests defined by the Product Team. 


ii. For functionality held within the VSP itself, VSP is responsible for reviewing the results 
of unit, functional, and integration tests that are defined by VSP but run by the Other VA 
Product Team. 


c. Maintain multiple pre-production environments where Veteran-facing Services can be 
released. 


d. Maintain automated pipelines that execute unit, functional, and accessibility tests as part of 
the code review process. 


e. Maintain automated pipelines that deploy reviewed code to all environments. 
f. The Offeror shall meet all applicable security regulations for all deployments, regardless of 


cadence. Under current security and compliance posture, this does not include daily WASA 
scans. The Offeror will work closely with all VA security and compliance teams. 


g. Ensure that monitoring and alerting exists for new and existing Veteran-facing Services to 
ensure compliance with industry-standard uptime numbers. 


h. Maintain the VSP to be able to scale to support the 20+ million Veterans, their family 
members, caregivers, and other community supporters. In practice, this means supporting tens 
of thousands of requests per second with the 90th percentile of server response times under 
100ms, and the 90th percentile of end user full page load time under 5 seconds. VA will 
provide detailed SLAs after award. 


i. Administer dynamic web scaling techniques to ensure enough servers to meet capacity and 
reduce the number of idle resources.  


j. Monitor and improve existing authentication workflows for Veteran-facing Services. 
k. Maintain integration protocols between VSP and VA legacy systems. 
l. Maintain a catalog of the VA legacy systems used by each Veteran-facing Service. 
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m. Monitor VSP dependencies for service disruption and alert the appropriate team(s) 
responsible for the affected Veteran-facing Services. 


n. Track certificate package expirations and administer updates for connections between VSP 
and VA legacy systems. 


o. Manage VSP-centric utilities, such as credential managers, that are offered to Veteran-facing 
Services.  


p. Provide support to Veteran-facing Services to better leverage cloud technologies available in 
the VSP. 


q. Provide technical and non-technical support, including transitional support, to the DSVA 
team(s) developing the next generation VSP and governance program. 


r. Investigate and, with DSVA approval, enable VA Enterprise Cloud (VAEC) features that 
would benefit Veteran-facing Services.  


s. Develop automated reporting tools (such as a dashboard) for DSVA and VA leadership to 
demonstrate metrics of success including but not limited to compliance with error rates, test 
coverage, operating status, uptime, and build quality.  Upon request, produce other analytics 
reporting materials to support presentations by DSVA to VA leadership. 


t. Create and maintain a platform Configuration Management Plan that includes the 
Contractor’s approach to configuring and scaling environments using load balancers, using a 
Content Delivery Network (CDN) and caching, and other techniques to ensure uptime. 


u. The Contractor may be responsible for minor improvements to Veteran-facing Services 
currently in production on the VSP, but significant enhancements (i.e. adding new features) 
are expected to be carried out by DSVA or Other VA Product Teams. 
 


Deliverables:   
A. Stable pre-production environments  
B. Automated pipelines  
C. Monitoring and alerting system 


 


5.2.2 SECURITY AND COMPLIANCE:  
 
The Contractor shall ensure the continual monitoring, compliance, and security for the Veteran-
facing Services Platform.  Note, all applications currently on the VSP in production have 
achieved an Authority to Operate (ATO) or are covered by an existing ATO. 
 
In the Base Period the Contractor shall be responsible for all tasks listed below. In each Option 
Period, the Contractor shall be responsible for all tasks listed below with the exception of tasks 
5.2.2(e) and 5.2.2(f) which shall be Optional Tasks.  In addition, all tasks listed below can also be 
exercised as optional tasks for the base and option periods.  
 


 
a. Provide technical documentation support for the VSP Authority to Operate (ATO). 
b. Collect appropriate information from teams developing (or enhancing) Veteran-facing 


Services in order to update the ATO (if needed) prior to releasing a new (or enhanced) 
Veteran-facing Services into production such as risk assessments, system security plans, 
incident response plans, disaster recovery plans, privacy impact assessments, and privacy 
threshold analyses. 


c. Support teams building Veteran-facing Services in securing those Services in accordance 
with applicable VA system security policies by validating and reporting on compliance, 
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performing appropriate security audits, and identifying appropriate teams responsible for 
mitigation. 


d. Create Data, Security, and Integration Architecture Diagrams, and update as necessary 
throughout the Period of Performance. 


e. Create and maintain the Digital Analytics Program (DAP) and Hypertext Transfer Protocol 
Secure (HTTPS) compliance tools for Veteran-facing Services prior to release on the VSP. 


f. Support teams building Veteran-facing Services in complying with DAP and HTTPS 
policies. 


 
Deliverables:   


A. ATO Documentation  
B. Data, Security, and Integration Architecture Diagrams 
C. Security Audit Results 


5.2.3 CONTACT CENTER SUPPORT: 
The Contractor shall ensure the monitoring of important feedback channels including call centers 
and web analytics, support the routine analytics which underpin content, design, product strategy, 
and development for all Veteran-facing Services, and collaborate with VA’s Contact Centers. The 
Contractor is responsible for Contact Center support and monitoring of Veteran-facing Services 
built on the VSP.  


In the Base Period the Contractor shall be responsible for all tasks listed below. In each Option 
Period, the Contractor shall be responsible for all tasks listed below with the exception of tasks 
5.2.3(f) and 5.2.3(g) which shall be Optional Tasks.  In addition, all tasks listed below can also be 
exercised as optional tasks for the base and option periods. 
 


a. Provide expert support for analytics on the VSP including the planning, instrumentation, 
collection, monitoring, analysis, and reporting of web analytics and customer experience 
analytics. These analytics shall be used to assess outcomes for end-users and inform product 
decision-making for all teams working on the platform. 


b. Collaborate with Veteran-facing Service teams and VA’s Contact Centers (e.g. ID.me, VA311, 
HRC, VBA Call Center, EDU Call Center) to make updates to Contact Center scripts, as well as 
coordinate demos of Veteran-facing Services to VA’s Contact Centers.   


c. Collaborate with the Veteran-facing Service teams and VA's Contact Centers to monitor and track 
the specific nature and trends of Veteran concerns for Veteran-facing Services. Metrics may 
include volume, timing of issues, specifics of issue, necessary information to recreate issue (such 
as type of account, location, browser, device used), and solution offered. Monitor metrics and 
send suggestions for product, design, and engineering improvements to Veteran-facing Services 
to DSVA. In collaboration with DSVA, prioritize suggestions for implementation.  


d. Provide Tier 2/3 support as necessary to resolve platform-originated bugs/issues discovered on 
the VSP.  However, if bugs/issues originate from Veteran-facing services built or maintained by 
other VA teams Tier 2/3 support will not be required under this contract. Tier 2 Support is 
comprised of technicians experienced and knowledgeable about the Veteran-facing Services 
Platform that can assist end-users to resolve problems. Tier 3 Support is comprised of developers 
and engineers that analyze technical problems and define root causes. The Contractor shall 
expect to triage approximately 60 Tier 2/3  calls per day, however more calls may be 
experienced when there are issues with VA legacy systems.  
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e. While Other VA Product Teams are expected to create guides and demos for VA’s Contact 
Centers for their products built on VSP, the Contractor is expected to facilitate communication 
with the Contact Centers and, if issues present, work with the other VA Product Teams and the 
Contact Centers to reach resolution. 


f. Maintain a dashboard of VSP call center metrics that will be visible to Veterans-facing Services 
teams. 


g. Collaborate with Veteran-facing Service teams to ensure that additional health metrics required 
by the services are tracked on the dashboard of VSP health metrics. 


 
Deliverable:   


A. Contact Center Collaboration Script Updates, Demos 
B. T2/3 Support Reports 
C. Call Center Metrics Report 


 


5.3 ADMINISTER THE VSP 


The VSP will support teams across the VA to develop and deploy Veteran-facing Services. The 
Contractor shall administer the platform, including managing approvals for Veteran-facing Services, 
providing documentation about the platform for teams responsible for Veteran-facing services, 
establishing standards for documentation and process for teams building on the platform, and 
troubleshooting and supporting problem resolution across the platform. 


5.3.1 VSP ADMINISTRATION: 
With DSVA guidance and input, the Contractor shall administer the VSP through a continuous 
review process that the Contractor shall apply to all Veteran-facing Services throughout their 
development (or enhancement) lifecycle and prior to being released into production on the VSP. 
The Contractor shall continuously review, report on, and support all Veteran-facing Services to 
support the Veteran-facing Services application owner in ensuring those applications are reliable, 
perform as expected, do not adversely affect the VSP, and are compatible with established user 
experience, design, accessibility, open source/reuse, and security standards.  


[For reference, see the existing guidelines and review process at VA Digital Service Handbook 
(https://department-of-veterans-affairs.github.io/va-digital-service-handbook/).] 


To maintain consistent standards and practices, the Contractor shall apply the same review 
process to the work of all teams working on Veteran-facing Services (Contractor, DSVA, or 
Other VA Product Teams).  


In the Base Period the Contractor shall be responsible for all tasks listed below. In each Option 
Period, the Contractor shall be responsible for all tasks listed below with the exception of tasks 
5.3.1(h) and 5.3.1(i) which shall be Optional Tasks.  In addition, all tasks listed below can also be 
exercised as optional tasks for the base and option periods. 
 
a. Maintain the guidelines in a public website and source code repository. 
b. Regularly collect feedback from teams working on Veteran-facing Services and adapt the 


guidelines as appropriate. 
c. Provide support to all teams working on Veteran-facing Services to understand the guidelines 


before beginning (and during) their work through kickoff meetings and checkpoint reviews.  







Veteran-facing Services Platform (VSP) 
TAC Number:  TAC-19-53762 


 


Page 46 of 95 


d. Manage checkpoint meetings with teams working on Veteran-facing Services, including 
scheduling, facilitation, and follow-up to support VA Product Teams in following the process 
and that quality is met, including research and discovery, prototype, and build and test. 


e. Serve as platform developer subject matter expert to all teams working on Veteran-facing 
Services. 


f. Collaborate with DSVA to manage the review and approval process and notify the Product 
Owner (or COR) if a Veteran-facing Service fails to meet the review guidelines or standards. 


g. Provide technical and non-technical support, including transitional support, to the DSVA 
team(s) developing the next generation VSP and governance program. 


h. Work with DSVA to establish an intake process for Other VA Product Teams building on the 
VSP. 


i. In concert with, and approval from, DSVA, develop and administer guidelines that provide 
all teams building on the VSP with a consistent user-centered agile delivery methodology for 
creating (or enhancing) Veteran-facing Services. Key components of these guidelines shall 
include (but are not limited to) standards all teams must meet at each stage of the 
development or enhancement lifecycle, best practices for user-centered design and user 
research, compliance with established design standards, testing (accessibility, load, security, 
functionality, integration, etc.), code review, analytics, and so forth.  


 
Deliverables:   


A. Website and Source Code Repository 
B. VSP User Feedback Reports 
C. Kickoff, Checkpoint, and Review Meeting Reports 


 


5.3.2 DOCUMENTATION AND STANDARDS: 
With DSVA guidance and input, the Contractor shall establish and document standards for coding 
practices, VSP architecture, design standards, and content style.  


In the Base Period the Contractor shall be responsible for all tasks listed below. In each Option 
Period, the Contractor shall be responsible for all tasks listed below with the exception of tasks 
5.3.2(i), 5.3.2(j), and 5.3.2(k) which shall be Optional Tasks.  In addition, all tasks listed below 
can also be exercised as optional tasks for the base and option periods. 
  
a. Document the VSP architecture, including iteratively updating the documentation to best 


support understanding by Veteran-facing Services. 
b. Maintain design standards via the VA Design System (Formation) in a public website and 


source code repository. Including regular updates to design elements, implementation 
documentation, and versioned releases. For reference: https://department-of-veterans-
affairs.github.io/design-system/ 


c. Regularly collect feedback from teams working on Veteran-facing Services and modify the 
guidelines as needed in response to that feedback. 


d. Provide advice on Search Engine Optimization (SEO) strategy to content writers and editors 
on all teams working on Veteran-facing Services. 


e. Provide input on designs to facilitate analytics and SEO to all teams working on Veteran-
facing Services. 
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f. Support front-end and back-end engineers on all teams working on Veteran-facing Services 
to add appropriate metadata and tagging. 


g. Meet with VA Product Teams to provide the standards to the teams working on Veteran-
facing Services in order for them to understand the standards before beginning (and during) 
their work.  


h. Provide technical and non-technical support, including transitional support, to the DSVA 
team(s) developing the next generation VSP and governance program. 


i. Establish and maintain coding standards, including enforcement via tooling, testing, and code 
reviews.  Currently, all Veteran Facing Applications in production on the VSP meet the 
coding standards found at https://designsystem.digital.gov/ and https://department-of-
veterans-affairs.github.io/design-system/index.html 


j. Create and maintain a web-based working content style guide for the Veteran-facing Service 
Platform in a public website and source code repository. The content for this “Consolidated 
VA.gov Content Style Guide” is currently in development by a VA working group. 


k. Establish standards and conventions for use of GitHub for all teams working on Veteran-
facing Services, including naming standards for repositories, templates for GitHub 
documents, and other documentation. 


 
Deliverables:   


A. VSP Architectures 
B. VA Design Standards 
C. VSP User Feedback Reports 
D. Content Style Guide 
E. Websites and Source Code Repositories 


5.3.3 TRIAGE AND PROBLEM RESOLUTION 
 
The Contractor shall be responsible for identifying and triaging VSP issues that affect Veteran-
facing Services. 


The Contractor is responsible for supporting the identification and escalation of problems, but not 
for prioritization or resolution of problems originating with Veteran-facing Services built on the 
VSP by other Contractors or DSVA. Each team that builds a Veteran-facing Service is 
responsible for their own application- and feature-specific triage and problem resolution.   


 
In the Base Period and any Option Period the Contractor shall be responsible for all tasks listed 
below.  
 
a. Establish processes that enable DSVA or Other VA Product Teams to monitor their own 


Veteran-facing Services in order to identify, triage, and resolve problems. 
b. Monitor the VSP and identify when platform-wide issues are impacting (or could impact) a 


Veteran-facing Service and notify the appropriate Product Owner. 
c. Serve as site reliability engineering and DevOps subject matter experts to government 


platforms that provide services to the VSP and help them triage downed services that affect 
the VSP. 
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d. If found in the course of other work, communicate concerns noticed in Veteran-facing 
Services built by Other VA Product Teams. The Other VA Product Team is responsible for 
following up, triaging, and resolving the problem. 


e. Regularly collect feedback from DSVA and Other VA Product Teams about platform 
performance and operations. The Contractor shall use that feedback to improve the VSP (see 
section 5.2). 


f. Monitor that the computing resources burden of individual Veterans-facing Services do not 
exceed a reasonable range and notify the COR when the resource burden increases beyond a 
reasonable level. 
 


Deliverables:   
A. VFS Monitoring Processes 
B. VFS Monitoring Reports 


 


5.4 VSP PROJECT TOOLS 


The Contractor shall operate in multi-vendor environments where the Contractor may not own the 
system design and may not be able to modify system architecture. 


The Contractor shall provide additional project tools as necessary and as determined in 
consultation with the Government. Examples include, but are not limited to: content management 
tools, team collaboration and meeting tools, prototyping tools, user story development, and user 
feedback tools. Any tools purchased under this contract shall be considered Other Direct Costs 
(ODCs), will be reimbursed on a Time & Materials basis, and must be approved by the VA COR 
prior to purchase. The Contractor shall use modern and commercial quality tools and those tools 
should be open source whenever possible. All tools must be included under the Contractor’s 
Federal Supply Schedule and must not be open market items. 


Deliverables:   
A. Project Tools 


5.5 IMPROVE THE PLATFORM 


DSVA anticipates the need to adapt and refine the VSP as additional Veteran-facing Services are 
added to the platform. 


In consultation with DSVA, the Contractor shall support DSVA in conducting research related 
improvements to VSP, including developing prototypes of potential improvements, creating a 
product plan and backlog for those improvements, and building and deploying those 
improvements. 


In the Base Period the Contractor shall be responsible for all tasks listed below. All tasks listed 
below can also be exercised as optional tasks for the base period. In any Option Period all tasks 
listed below shall be Optional Tasks.   
 


a. Upgrading frameworks used in the VSP  
b. Propose and develop a Veteran-facing Services System Development Kit (SDK), with 


accompanying developer documentation  
c. Adopting proven web containerization strategies 
d. Refining web scaling strategies with respect to cloud computing costs 
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e. Developing solutions such as forward proxies and caching layers within the VSP to 
handle traffic with VA legacy systems 


f. Customizing proxies to reduce latency  
 


All scoping for improvement activities will be provided at the request of the Program Manager or 
COR. The Contractor will not operate independently to determine improvement projects that will 
be developed, and all projects supported by this PWS must be approved in advance by the VA 
COR. 


 
Deliverables:   


A. VSP Project Plan/Backlog 
B. VSP Improvements 
C. VFS SDK 
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5.6 OPTIONAL TASKS 


5.6.1 Optional Task 1 – Platform Operations and Maintenance: Upon execution of this optional 
task, the contractor shall provide all services within section 5.2.1 above for VSP 
Technical Operations and Maintenance services for the Base Period and each Option 
Period.  All Deliverables associated with paragraphs 5.2.1 above shall also apply to any 
Optional Tasks exercised under this paragraph. This optional task may be exercised, up to 
the number of times listed in the Schedule of Deliverables, per period of performance. 


5.6.2 Optional Task 1.a. – Upon execution of this optional task, the contractor shall provide all 
services within section 5.2.1(r), 5.2.1(s) and 5.2.1(t) above for VSP Technical Operations 
and Maintenance services for each Option Period.  All Deliverables associated with 
paragraphs 5.2.1 above shall also apply to any Optional Tasks exercised under this 
paragraph. This optional task may be exercised, up to the number of times listed in the 
Schedule of Deliverables, per period of performance. 


5.6.3 Optional Task 2 – Security and Compliance: Upon execution of this optional task, the 
contractor shall provide all services within section 5.2.2 above for Security and 
Compliance for the Base Period and each Option Period.  All Deliverables associated 
with paragraphs 5.2.2 above shall also apply to any Optional Tasks exercised under this 
paragraph. This optional task may be exercised, up to the number of times listed in the 
Schedule of Deliverables, per period of performance. 


5.6.4 Optional Task 2.a – Upon execution of this optional task, the contractor shall provide all 
services within section 5.2.2(e) and 5.2.2(f) above for Security and Compliance for each 
Option Period.  All Deliverables associated with paragraphs 5.2.2 above shall also apply 
to any Optional Tasks exercised under this paragraph. This optional task may be 
exercised, up to the number of times listed in the Schedule of Deliverables, per period of 
performance. 


5.6.5 Optional Task 3 – Contact Center Support: Upon execution of this optional task, the 
contractor shall provide all services within section 5.2.3 above for Contact Center support 
for the Base Period and each Option Period.  All Deliverables associated with paragraphs 
5.2.3 above shall also apply to any Optional Tasks exercised under this paragraph. This 
optional task may be exercised, up to the number of times listed in the Schedule of 
Deliverables, per period of performance. 


5.6.6 Optional Task 3.a – Upon execution of this optional task, the contractor shall provide all 
services within section 5.2.3(f), 5.2.3(g) above for Contact Center Support for each 
Option Period.  All Deliverables associated with paragraphs 5.2.3 above shall also apply 
to any Optional Tasks exercised under this paragraph. This optional task may be 
exercised, up to the number of times listed in the Schedule of Deliverables, per period of 
performance. 
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5.6.7 Optional Task 4 – Platform Administration: Upon execution of this optional task, the 
contractor shall provide all services within section 5.3.1 above for Platform 
Administration services for the Base Period and each Option Period.  All Deliverables 
associated with paragraphs 5.3.1 above shall also apply to any Optional Tasks exercised 
under this paragraph. This optional task may be exercised, up to the number of times 
listed in the Schedule of Deliverables, per period of performance. 


5.6.8 Optional Task 4.a – Upon execution of this optional task, the contractor shall provide all 
services within section 5.3.1(h) and 5.3.1(i) above for Platform Administration services 
for each Option Period.  All Deliverables associated with paragraphs 5.3.1 above shall 
also apply to any Optional Tasks exercised under this paragraph. This optional task may 
be exercised, up to the number of times listed in the Schedule of Deliverables, per period 
of performance. 


5.6.9 Optional Task 5 – Documentation and Standards: Upon execution of this optional task, 
the contractor shall provide all services within section 5.3.2 above for Documentation and 
Standards for the Base Period and each Option Period.  All Deliverables associated with 
paragraphs 5.3.2 above shall also apply to any Optional Tasks exercised under this 
paragraph. This optional task may be exercised, up to the number of times listed in the 
Schedule of Deliverables, per period of performance. 


5.6.10 Optional Task 5.a – Upon execution of this optional task, the contractor shall provide all 
services within sections 5.3.2(i), 5.3.2(j) and 5.3.2(k) above for Documentation and 
Standards for each Option Period.  All Deliverables associated with paragraphs 5.3.2 
above shall also apply to any Optional Tasks exercised under this paragraph. This 
optional task may be exercised, up to the number of times listed in the Schedule of 
Deliverables, per period of performance. 


5.6.11 Optional Task 6 – Improve the Platform:  Upon execution of this optional task, the 
contractor shall provide all services within section 5.5 above for Improve the Platform for 
the Base Period and each Option Period.  All Deliverables associated with paragraphs 5.5 
above shall also apply to any Optional Tasks exercised under this paragraph. This 
optional task may be exercised, up to the number of times listed in the Schedule of 
Deliverables, per period of performance. 


6.0  GENERAL REQUIREMENTS 


6.1 ENTERPRISE AND IT FRAMEWORK 


 


6.1.1 VA TECHNICAL REFERENCE MODEL 
 
The Contractor shall support the VA enterprise management framework.  In association with the 
framework, the Contractor shall comply with OI&T Technical Reference Model (VA TRM).  The VA 
TRM is one component within the overall Enterprise Architecture (EA) that establishes a common 
vocabulary and structure for describing the information technology used to develop, operate, and maintain 
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enterprise applications.  Moreover, the VA TRM, which includes the Standards Profile and Product List, 
serves as a VA technology roadmap and tool for supporting OI&T.  Architecture & Engineering Services 
(AES) has overall responsibility for the VA TRM. 
 


6.1.2 FEDERAL IDENTITY, CREDENTIAL, AND ACCESS MANAGEMENT 
(FICAM)  


 
The Contractor shall ensure Commercial Off-The-Shelf (COTS) product(s), software configuration and 
customization, and/or new software are Personal Identity Verification (PIV) card-enabled by accepting 
HSPD-12 PIV credentials using VA Enterprise Technical Architecture (ETA), 
https://www.ea.oit.va.gov/EAOIT/VA_EA/Enterprise_Technical_Architecture.asp, and VA Identity and 
Access Management (IAM) approved enterprise design and integration patterns, 
http://www.techstrategies.oit.va.gov/enterprise_dp.asp. The Contractor shall ensure all Contractor 
delivered applications and systems comply with the VA Identity, Credential, and Access Management 
policies and guidelines set forth in the VA Handbook 6510 and align with the Federal Identity, 
Credential, and Access Management Roadmap and Implementation Guidance v2.0. 
 
The Contractor shall ensure all Contractor delivered applications and systems provide user authentication 
services compliant with the National Institute of Standards and Technology (NIST) Special Publication 
(SP) 800-63-3, VA Handbook 6500 Appendix F, “VA System Security Controls”, and VA IAM 
enterprise requirements for direct, assertion based authentication, and/or trust based authentication, as 
determined by the design and integration patterns. Direct authentication at a minimum must include 
Public Key Infrastructure (PKI) based authentication supportive of PIV card and/or Common Access 
Card (CAC), as determined by the business need. 
 
The Contractor shall ensure all Contractor delivered applications and systems conform to the specific 
Identity and Access Management PIV requirements set forth in the Office of Management and Budget 
(OMB) Memoranda M-04-04, M-05-24, M-11-11, and NIST Federal Information Processing Standard 
(FIPS) 201-2. OMB Memoranda M-04-04, M-05-24, and M-11-11 can be found at:  
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy04/m04-04.pdf, 
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-24.pdf, 
and https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf 
respectively. Contractor delivered applications and systems shall be on the FIPS 201-2 Approved Product 
List (APL). If the Contractor delivered application and system is not on the APL, the Contractor shall be 
responsible for taking the application and system through the FIPS 201 Evaluation Program. 
 
The Contractor shall ensure all Contractor delivered applications and systems support: 


1. Automated provisioning and are able to use enterprise provisioning service. 
2. Interfacing with VA’s Master Veteran Index (MVI) to provision identity attributes, if the solution 


relies on VA user identities. MVI is the authoritative source for VA user identity data. 
3. The VA defined unique identity (Secure Identifier [SEC ID] / Integrated Control Number [ICN]). 
4. Multiple authenticators for a given identity and authenticators at every Authenticator Assurance 


Level (AAL) appropriate for the solution. 
5. Identity proofing for each Identity Assurance Level (IAL) appropriate for the solution. 
6. Federation for each Federation Assurance Level (FAL) appropriate for the solution, if applicable. 
7. Two-factor authentication (2FA) through an applicable design pattern as outlined in VA 


Enterprise Design Patterns. 
8. A Security Assertion Markup Language (SAML) implementation if the solution relies on 


assertion based authentication. Additional assertion implementations, besides the required SAML 
assertion, may be provided as long as they are compliant with NIST SP 800-63-3 guidelines. 


9. Authentication/account binding based on trusted Hypertext Transfer Protocol (HTTP) headers if 
the solution relies on Trust based authentication. 
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10. Role Based Access Control. 
11. Auditing and reporting capabilities. 
12. Compliance with VAIQ# 7712300 Mandate to meet PIV requirements for new and existing 


systems. https://www.voa.va.gov/DocumentView.aspx?DocumentID=4846 
 


 
The required Assurance Levels for this specific effort are Identity Assurance Level 3, Authenticator 
Assurance Level 3, and Federation Assurance Level 3. 
 


6.1.3 INTERNET PROTOCOL VERSION 6 (IPV6) 
 


The Contractor solution shall support the latest Internet Protocol Version 6 (IPv6) based upon the 
directives issued by the Office of Management and Budget (OMB) on August 2, 2005 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-
22.pdf) and September 28, 2010 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docs/transition-to-ipv6.pdf).  
IPv6 technology, in accordance with the USGv6 Profile, NIST Special Publication (SP) 500-267 
(https://www.nist.gov/programs-projects/usgv6-technical-basis-next-generation-internet), the Technical 
Infrastructure for USGv6 Adoption (http://www-x.antd.nist.gov/usgv6/index.html),  and the NIST SP 800 
series applicable compliance (http://csrc.nist.gov/publications/PubsSPs.html)  shall be included in all IT 
infrastructures, application designs, application development, operational systems and sub-systems, and 
their integration.  In addition to the above requirements, all devices shall support native IPv6 and/or dual 
stack (IPv6 / IPv4) connectivity without additional memory or other resources being provided by the 
Government, so that they can function in a mixed environment.  All public/external facing servers and 
services (e.g. web, email, DNS, ISP services, etc.) shall support native IPv6 and/or dual stack (IPv6/ 
IPv4) users and all internal infrastructure and applications shall communicate using native IPv6 and/or 
dual stack (IPv6/ IPv4) operations.  Guidance and support of improved methodologies which ensure 
interoperability with legacy protocol and services in dual stack solutions, in addition to OMB/VA 
memoranda, can be found at: https://www.voa.va.gov/documentlistpublic.aspx?NodeID=282. 
 


6.1.4 TRUSTED INTERNET CONNECTION (TIC) 
 


The Contractor solution shall meet the requirements outlined in Office of Management and Budget 
Memorandum M08-05 mandating Trusted Internet Connections (TIC) 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-
05.pdf), M08-23 mandating Domain Name System Security (NSSEC) 
(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-
23.pdf), and shall comply with the Trusted Internet Connections (TIC) Reference Architecture Document, 
Version 2.2 https://www.dhs.gov/sites/default/files/publications/TIC_Ref_Arch_v2.2_2017.pdf. 


6.1.5 POSITION/TASK RISK DESIGNATION LEVEL(S) 
 
In accordance with VA Handbook 0710, Personnel Security and Suitability Program, the position 
sensitivity and the level of background investigation commensurate with the required level of access for 
the following tasks within the PWS are: 
 


Position Sensitivity and Background Investigation Requirements by Task 
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Task Number Tier1 / Low Risk Tier 2 / Moderate Risk Tier 4 / High Risk 


5.1    
5.2    
5.3    
5.4    
5.5    


 
The Tasks identified above and the resulting Position Sensitivity and Background Investigation 
requirements identify, in effect, the Background Investigation requirements for Contractor individuals, 
based upon the tasks the particular Contractor individual will be working.  The submitted Contractor Staff 
Roster must indicate the required Background Investigation Level for each Contractor individual based 
upon the tasks the Contractor individual will be working, in accordance with their submitted proposal. 
 


6.1.6 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 
 


Contractor Responsibilities:  


a. The Contractor shall prescreen all personnel requiring access to the computer systems to 
ensure they maintain the appropriate Background Investigation, and are able to read, write, 
speak and understand the English language. 


b. Within 3 business days after award, the Contractor shall provide a roster of Contractor and 
Subcontractor employees to the COR to begin their background investigations in accordance 
with the PAL template artifact.  The Contractor Staff Roster shall contain the Contractor’s 
Full Name, Date of Birth, Place of Birth, individual background investigation level 
requirement (based upon Section 6.2 Tasks), etc.  The Contractor shall submit full Social 
Security Numbers either within the Contractor Staff Roster or under separate cover to the 
COR.  The Contractor Staff Roster shall be updated and provided to VA within 1 day of any 
changes in employee status, training certification completion status, Background 
Investigation level status, additions/removal of employees, etc. throughout the Period of 
Performance.  The Contractor Staff Roster shall remain a historical document indicating all 
past information and the Contractor shall indicate in the Comment field, employees no longer 
supporting this contract.  The preferred method to send the Contractor Staff Roster or Social 
Security Number is by encrypted e-mail. If unable to send encrypted e-mail, other methods 
which comply with FIPS 140-2 are to encrypt the file, use a secure fax, or use a traceable 
mail service. 


c. The Contractor should coordinate with the location of the nearest VA fingerprinting office 
through the COR.  Only electronic fingerprints are authorized.  The Contractor shall bring 
their completed Security and Investigations Center (SIC) Fingerprint request form with them 
(see paragraph d.4. below) when getting fingerprints taken. 


d. The Contractor shall ensure the following required forms are submitted to the COR within 5 
days after contract award: 


1) Optional Form 306 


2) Self-Certification of Continuous Service 
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3) VA Form 0710  


4) Completed SIC Fingerprint Request Form 


e. The Contractor personnel shall submit all required information related to their background 
investigations (completion of the investigation documents (SF85, SF85P, or SF 86) utilizing 
the Office of Personnel Management’s (OPM) Electronic Questionnaire for Investigations 
Processing (e-QIP) after receiving an email notification from the Security and Investigation 
Center (SIC).  


f. The Contractor employee shall certify and release the e-QIP document, print and sign the 
signature pages, and send them encrypted to the COR for electronic submission to the SIC.  
These documents shall be submitted to the COR within 3 business days of receipt of the e-
QIP notification email.  (Note:  OPM is moving towards a “click to sign” process.  If click to 
sign is used, the Contractor employee should notify the COR within 3 business days that 
documents were signed via e-QIP). 


g. The Contractor shall be responsible for the actions of all personnel provided to work for VA 
under this contract.  In the event that damages arise from work performed by Contractor 
provided personnel, under the auspices of this contract, the Contractor shall be responsible for 
all resources necessary to remedy the incident. 


h. A Contractor may be granted unescorted access to VA facilities and/or access to VA 
Information Technology resources (network and/or protected data) with a favorably 
adjudicated Special Agreement Check (SAC), completed training delineated in VA 
Handbook 6500.6 (Appendix C, Section 9), signed “Contractor Rules of Behavior”, and with 
a valid, operational PIV credential for PIV-only logical access to VA’s network.  A PIV card 
credential can be issued once your SAC has been favorably adjudicated and your background 
investigation has been scheduled by OPM.  However, the Contractor will be responsible for 
the actions of the Contractor personnel they provide to perform work for VA.  The 
investigative history for Contractor personnel working under this contract must be maintained 
in the database of OPM. 


i. The Contractor, when notified of an unfavorably adjudicated background investigation on a 
Contractor employee as determined by the Government, shall withdraw the employee from 
consideration in working under the contract. 


j. Failure to comply with the Contractor personnel security investigative requirements may 
result in loss of physical and/or logical access to VA facilities and systems by Contractor and 
Subcontractor employees and/or termination of the contract for default. 


k. Identity Credential Holders must follow all HSPD-12 policies and procedures as well as use 
and protect their assigned identity credentials in accordance with VA policies and procedures, 
displaying their badges at all times, and returning the identity credentials upon termination of 
their relationship with VA. 


 
Deliverable: 


A. Contractor Staff Roster 
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6.1.7 AUTHORITATIVE DATA SOURCES 
 
The VA Enterprise Architecture Repository (VEAR) is one component within the overall Enterprise 
Architecture (EA) that establishes the common framework for data taxonomy for describing the data 
architecture used to develop, operate, and maintain enterprise applications.  The Contractor shall comply 
with the department’s Authoritative Data Source (ADS) requirement that VA systems, services, and 
processes throughout the enterprise shall access VA data solely through official VA ADSs where 
applicable, see below.  The Information Classes which compose each ADS are located in the VEAR, in 
the Data & Information domain.   The Contractor shall ensure that all delivered applications and system 
solutions support:  


1. Interfacing with VA’s Master Veteran Index (MVI) to provision identity attributes, if the solution 
relies on VA user identities.  MVI is the authoritative source for VA user identity data. 


2. Interfacing with Capital Asset Inventory (CAI) to conduct real property record management 
actions, if the solution relies on real property records data.  CAI is the authoritative source for VA 
real property record management data.  


3. Interfacing with electronic Contract Management System (eCMS) for access to contract, contract 
line item, purchase requisition, offering vendor and vendor, and solicitation information above 
the micro-purchase threshold, if the solution relies on procurement data.  ECMS is the 
authoritative source for VA procurement actions data.  


4. Interfacing with HRSmart Human Resources Information System to conduct personnel action 
processing, on-boarding, benefits management, and compensation management, if the solution 
relies on personnel data.  HRSmart is the authoritative source for VA personnel information data. 


5. Interfacing with Vet360 to access personal contact information, if the solution relies on VA 
Veteran personal contact information data.  Vet360 is the authoritative source for VA Veteran 
Personal Contact Data. 


6. Interfacing with VA/Department of Defense (DoD) Identity Repository (VADIR) for determining 
eligibility for VA benefits under Title 38, if the solution relies on qualifying active duty military 
service data.  VADIR is the authoritative source for Qualifying Active Duty military service in 
the VA. 


 


6.2 METHOD AND DISTRIBUTION OF DELIVERABLES 


The Contractor shall deliver documentation in a reasonable electronic format, unless otherwise directed in 
Section B of the solicitation/contract.  Acceptable electronic formats include modern word processing, 
spreadsheet, and presentation files, in both native and PDF formats. Most internal documentation will be 
stored as markdown files in GitHub. 
 


6.3  PERFORMANCE METRICS 


The table below defines the Performance Standards and Acceptable Levels of Performance associated 
with this effort. 
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Performance Objective Performance Standard Acceptable Levels of 
Performance 


A. Technical / 
Quality of Product 
or Service 


1. Demonstrates understanding of 
requirements 


2. Efficient and effective in 
meeting requirements  


3. Meets technical needs and 
mission requirements 


4. Provides quality 
services/products 


5. Satisfies all SLAs 


Satisfactory or higher 


B. Project Milestones 
and Schedule 


1. Established milestones and 
project dates are met 


2. Products completed, reviewed, 
delivered in accordance with 
the established schedule 


3. Notifies customer in advance 
of potential problems 


Satisfactory or higher 


C. Cost & Staffing 1. Currency of expertise and 
staffing levels appropriate 


2. Personnel possess necessary 
knowledge, skills and abilities 
to perform tasks 


Satisfactory or higher 


D. Management 1. Integration and coordination of 
all activities to execute effort 


Satisfactory or higher 


 
The COR will utilize a Quality Assurance Surveillance Plan (QASP) throughout the life of the contract to 
ensure that the Contractor is performing the services required by this PWS in an acceptable level of 
performance.  The Government reserves the right to alter or change the surveillance methods in the QASP 
at its own discretion.  A Performance Based Service Assessment will be used by the COR in accordance 
with the QASP to assess Contractor performance.   


6.4 FACILITY/RESOURCE PROVISIONS  


The Government will provide office space, telephone service and system access when authorized contract 
staff work at a Government location as required in order to accomplish the Tasks associated with this 
PWS.  All procedural guides, reference materials, and program documentation for the project and other 
Government applications will also be provided on an as-needed basis. 
 
The Contractor shall request other Government documentation deemed pertinent to the work 
accomplishment directly from the Government officials with whom the Contractor has contact.  The 
Contractor shall consider the COR as the final source for needed Government documentation when the 
Contractor fails to secure the documents by other means.  The Contractor is expected to use common 
knowledge and resourcefulness in securing all other reference materials, standard industry publications, 
and related materials that are pertinent to the work. 
 
VA may provide remote access to VA specific systems/network in accordance with VA Handbook 6500, 
which requires the use of a VA approved method to connect external equipment/systems to VA’s 
network.  Citrix Access Gateway (CAG) is the current and only VA approved method for remote access 
users when using or manipulating VA information for official VA Business.  VA permits CAG remote 
access through approved Personally Owned Equipment (POE) and Other Equipment (OE) provided the 
equipment meets all applicable 6500 Handbook requirements for POE/OE.  All of the security controls 
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required for Government furnished equipment (GFE) must be utilized in approved POE or OE.   The 
Contractor shall provide proof to the COR for review and approval that their POE or OE meets the VA 
Handbook 6500 requirements  and VA Handbook 6500.6 Appendix C,  herein incorporated as Addendum 
B, before use. CAG authorized users shall not be permitted to copy, print or save any VA information 
accessed via CAG at any time.  VA prohibits remote access to VA’s network from non-North Atlantic 
Treaty Organization (NATO) countries.   The exception to this are countries where VA has approved 
operations established (e.g. Philippines and South Korea).  Exceptions are determined by the COR in 
coordination with the Information Security Officer (ISO) and Privacy Officer (PO). 
 
This remote access may provide access to VA specific software such as Veterans Health Information 
System and Technology Architecture (VistA), ClearQuest, PAL, Primavera, and Remedy, including 
appropriate seat management and user licenses, depending upon the level of access granted.  The 
Contractor shall utilize government-provided software development and test accounts, document and 
requirements repositories, etc. as required for the development, storage, maintenance and delivery of 
products within the scope of this effort.  The Contractor shall not transmit, store or otherwise maintain 
sensitive data or products in Contractor systems (or media) within the VA firewall IAW VA Handbook 
6500.6 dated March 12, 2010.  All VA sensitive information shall be protected at all times in accordance 
with VA Handbook 6500, local security field office System Security Plans (SSP’s) and Authority to 
Operate (ATO)’s for all systems/LAN’s accessed while performing the tasks detailed in this PWS.  The 
Contractor shall ensure all work is performed in countries deemed not to pose a significant security risk.  
For detailed Security and Privacy Requirements (additional requirements of the contract consolidated into 
an addendum for easy reference) refer to the Attachments listed in Section D as well as Addendum A and 
Addendum B. 
 


6.5 GOVERNMENT FURNISHED EQUIPMENT 


 
The Government has determined that remote access solutions involving Citrix Access Gateway (CAG) 
have proven to be a satisfactory access method to complete the tasks on this specific contract in most 
situations as the majority of tools are cloud based solutions and do not require network access. This 
solution allows for the use of alternative equipment such as Apple products if preferred. The Government 
will provide GFE for the limited situations of Contractors requiring direct access to the network to access 
development environments and install, configure and run TRM-approved software and tools.  
 
The Government also understands that GFE is limited to Contractors requiring direct access to the 
network to:  access development environments; install, configure and run TRM-approved software and 
tools (e.g., Oracle, Fortify, Eclipse, SoapUI, WebLogic, LoadRunner, etc.); upload/download/ manipulate 
code, run scripts, apply patches, etc.; configure and change system settings; check logs, 
troubleshoot/debug, and test/QA. 
 
Based on the Government assessment of remote access solutions and the requirements of this contract, the 
Government estimates that the following GFE will be required by this contract: 
 


1. Up to 20 GFE laptops  
 


The Government will not provide IT accessories including but not limited to Mobile Wi-Fi 
hotspots/wireless access points, additional or specialized keyboards or mice, laptop bags, extra charging 
cables, extra PIV readers, peripheral devices, additional RAM, etc.  The Contractor is responsible for 
providing these types of IT accessories in support of the contract as necessary and any VA installation 
required for these IT accessories shall be coordinated with the COR. 
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7.0  APPLICABLE DOCUMENTS 


In the performance of the tasks associated with this Performance Work Statement, the Contractor shall 
comply with the following: 


1. “Federal Information Security Modernization Act of 2014” 
2. Federal Information Processing Standards (FIPS) Publication 140-2, “Security Requirements 


For Cryptographic Modules” 
3. FIPS Pub 199. Standards for Security Categorization of Federal Information and Information 


Systems, February 2004 
4. FIPS Pub 200, Minimum Security Requirements for Federal Information and Information 


Systems, March 2016 
5. FIPS Pub 201-2, “Personal Identity Verification of Federal Employees and Contractors,” 


August 2013 
6. 5 U.S.C. § 552a, as amended, “The Privacy Act of 1974”  
7. Public Law 109-461, Veterans Benefits, Health Care, and Information Technology Act of 


2006, Title IX, Information Security Matters 
8. 42 U.S.C. § 2000d “Title VI of the Civil Rights Act of 1964” 
9. VA Handbook 0710, Personnel Security and Suitability Security Program, May 2, 2016, 


http://www.va.gov/vapubs 
10. VA Directive and Handbook 6102, “Internet/Intranet Services,” July 15, 2008 
11. 36 C.F.R. Part 1194 “Electronic and Information Technology Accessibility Standards,” July 


1, 2003 
12. Office of Management and Budget (OMB) Circular A-130, “Managing Federal Information 


as a Strategic Resource,” July  28, 2016 
13. An Introductory Resource Guide for Implementing the Health Insurance Portability and 


Accountability Act (HIPAA) Security Rule, October 2008 
14. Sections 504 and 508 of the Rehabilitation Act (29 U.S.C. § 794d), as amended by the 


Workforce Investment Act of 1998, January 18, 2017 
15. Homeland Security Presidential Directive (12) (HSPD-12), August 27, 2004 
16. VA Directive 6500, “Managing Information Security Risk: VA Information Security 


Program,” September 20, 2012 
17. VA Handbook 6500, “Risk Management Framework for VA Information Systems – Tier 3: 


VA Information Security Program,” March 10, 2015 
18. VA Handbook 6500.1, “Electronic Media Sanitization,” November 03, 2008 
19. VA Handbook 6500.2, “Management of Breaches Involving Sensitive Personal Information 


(SPI)”, July 28, 2016 
20. VA Handbook 6500.3, “Assessment, Authorization, And Continuous Monitoring Of VA 


Information Systems,” February 3, 2014 
21. VA Handbook 6500.5, “Incorporating Security and Privacy in System Development 


Lifecycle”, March 22, 2010 
22. VA Handbook 6500.6, “Contract Security,” March 12, 2010 
23. VA Handbook 6500.8, “Information System Contingency Planning”, April 6, 2011 
24. OI&T Process Asset Library (PAL), https://www.va.gov/process/ .  Reference Process Maps 


at https://www.va.gov/process/maps.asp and Artifact templates at 
https://www.va.gov/process/artifacts.asp 


25. One-VA Technical Reference Model (TRM) (reference at 
https://www.va.gov/trm/TRMHomePage.aspx) 
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26. VA Directive 6508, “Implementation of Privacy Threshold Analysis and Privacy Impact 
Assessment,” October 15, 2014 


27. VA Handbook 6508.1, “Procedures for Privacy Threshold Analysis and Privacy Impact 
Assessment,” July 30, 2015 


28. VA Handbook 6510, “VA Identity and Access Management”, January 15, 2016 
29. VA Directive 6300, Records and Information Management, February 26, 2009 
30. VA Handbook, 6300.1, Records Management Procedures, March 24, 2010 
31. NIST SP 800-37, Rev 1, Guide for Applying the Risk Management Framework to Federal 


Information Systems:  a Security Life Cycle Approach, June 5, 2014 
32. NIST SP 800-53 Rev. 4, Security and Privacy Controls for Federal Information Systems and 


Organizations, January 22, 2015 
33. OMB Memorandum, “Transition to IPv6”, September 28, 2010 
34. VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program, 


October 26, 2015 
35. OMB Memorandum M-06-18, Acquisition of Products and Services for Implementation of 


HSPD-12, June 30, 2006 
36. OMB Memorandum 04-04, E-Authentication Guidance for Federal Agencies, December 16, 


2003 
37. OMB Memorandum 05-24, Implementation of Homeland Security Presidential Directive 


(HSPD) 12 – Policy for a Common Identification Standard for Federal Employees and 
Contractors, August 5, 2005 


38. OMB memorandum M-11-11, “Continued Implementation of Homeland Security 
Presidential Directive (HSPD) 12 – Policy for a Common Identification Standard for Federal 
Employees and Contractors, February 3, 2011 


39. OMB Memorandum, Guidance for Homeland Security Presidential Directive (HSPD) 12 
Implementation, May 23, 2008 


40. Federal Identity, Credential, and Access Management (FICAM) Roadmap and 
Implementation Guidance, December 2, 2011 


41. NIST SP 800-116 Rev 1, Guidelines for the Use of Personal Identity Verification (PIV) 
Credentials in Facility Access, June 2018 


42. OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach of 
Personally Identifiable Information, May 22, 2007 


43. NIST SP 800-63-3, 800-63A, 800-63B, 800-63C, Digital Identity Guidelines, June 2017 
44. NIST SP 800-157, Guidelines for Derived PIV Credentials, December 2014 
45. VA Memorandum, VAIQ #7100147, Continued Implementation of Homeland Security 


Presidential Directive 12 (HSPD-12), April 29, 2011 (reference 
https://www.voa.va.gov/documentlistpublic.aspx?NodeID=514) 


46. IAM Identity Management Business Requirements Guidance document, May 2013, 
(reference Enterprise Architecture Section, PIV/IAM (reference 
https://www.voa.va.gov/documentlistpublic.aspx?NodeID=514) 


47. VA Memorandum “Mandate to meet PIV Requirements for New and Existing Systems” 
(VAIQ# 7712300), June 30, 2015, 
https://www.voa.va.gov/DocumentView.aspx?DocumentID=4846 


48. Trusted Internet Connections (TIC) Reference Architecture Document, Version 2.2, Federal 
Interagency Technical Reference Architectures, Department of Homeland Security, June 19, 
2017, https://www.dhs.gov/sites/default/files/publications/TIC_Ref_Arch_v2.2_2017.pdf 
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49. OMB Memorandum M-08-05, “Implementation of Trusted Internet Connections (TIC), 
November 20, 2007 


50. Office of Information Security (OIS) VAIQ #7424808 Memorandum, “Remote Access”, 
January 15, 2014, https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


51. VA Memorandum, “Implementation of Federal Personal Identity Verification (PIV) 
Credentials for Federal and Contractor Access to VA IT Systems”, (VAIQ# 7614373) July 
9, 2015, https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


52. VA Memorandum “Mandatory Use of PIV Multifactor Authentication to VA Information 
System” (VAIQ# 7613595), June 30, 2015, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


53. VA Memorandum “Mandatory Use of PIV Multifactor Authentication for Users with 
Elevated Privileges” (VAIQ# 7613597), June 30, 2015; 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


54. “Veteran Focused Integration Process (VIP) Guide 3.1”, April 2018, 
https://www.voa.va.gov/DocumentView.aspx?DocumentID=4371  


55. “VIP Release Process Guide”, Version 1.4, May 2016, 
https://www.voa.va.gov/DocumentView.aspx?DocumentID=4411 


56. VA Memorandum “Use of Personal Email (VAIQ #7581492)”, April 24, 2015, 
https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 
 


57. API Best Practices 
a. 18 F API Standards (https://github.com/18F/api-standards) 
b. WH API Standards https://github.com/WhiteHouse/api-standards  


58. Building Twelve-Factor App (https://12factor.net/). 
59. Experience with incorporating and using open source technologies 


(https://sourcecode.cio.gov/OSS/). 
60. The Agile Manifesto (http://www.agilemanifesto.org/) 
61. The U.S. Digital Services Playbook (https://playbook.cio.gov/) 
62. The Techfar Hub (https://techfarhub.cio.gov/) 


63. Executive Order 13834, “Efficient Federal Operations”, dated May 17, 2018 
64. Executive Order 13221, “Energy-Efficient Standby Power Devices,” August 2, 2001 
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ADDENDUM A – ADDITIONAL VA REQUIREMENTS, CONSOLIDATED 


A1.0 Cyber and Information Security Requirements for VA IT Services 


The Contractor shall ensure adequate LAN/Internet, data, information, and system security in accordance 
with VA standard operating procedures and standard PWS language, conditions, laws, and 
regulations.  The Contractor’s firewall and web server shall meet or exceed VA minimum requirements 
for security.  All VA data shall be protected behind an approved firewall.  Any security violations or 
attempted violations shall be reported to the VA Program Manager and VA Information Security Officer 
as soon as possible.  The Contractor shall follow all applicable VA policies and procedures governing 
information security, especially those that pertain to certification and accreditation. 
 
Contractor supplied equipment, PCs of all types, equipment with hard drives, etc. for contract services 
must meet all security requirements that apply to Government Furnished Equipment (GFE) and 
Government Owned Equipment (GOE).  Security Requirements include:  a) VA Approved Encryption 
Software must be installed on all laptops or mobile devices before placed into operation, b) Bluetooth 
equipped devices are prohibited within VA; Bluetooth must be permanently disabled or removed from the 
device, unless the connection uses FIPS 140-2 (or its successor) validated encryption, c) VA approved 
anti-virus and firewall software, d) Equipment must meet all VA sanitization requirements and procedures 
before disposal.  The COR, CO, the PM, and the Information Security Officer (ISO) must be notified and 
verify all security requirements have been adhered to. 
 
Each documented initiative under this contract incorporates VA Handbook 6500.6, “Contract Security,” 
March 12, 2010 by reference as though fully set forth therein.  The VA Handbook 6500.6, “Contract 
Security” shall also be included in every related agreement, contract or order.  The VA Handbook 6500.6, 
Appendix C, is included in this document as Addendum B. 
 
Training requirements:  The Contractor shall complete all mandatory training courses on the current VA 
training site, the VA Talent Management System (TMS) 2.0, and will be tracked therein.  The TMS 2.0 
may be accessed at https://www.tms.va.gov/SecureAuth35/. If you do not have a TMS 2.0 profile, go to 
https://www.tms.va.gov/SecureAuth35/ and click on the “Create New User” link on the TMS to gain 
access. 
 
Contractor employees shall complete a VA Systems Access Agreement if they are provided access 
privileges as an authorized user of the computer system of VA. 


A2.0 VA Enterprise Architecture Compliance 


The applications, supplies, and services furnished under this contract must comply with VA Enterprise 
Architecture (EA), available at http://www.ea.oit.va.gov/index.asp in force at the time of issuance of this 
contract, including the Program Management Plan and VA's rules, standards, and guidelines in the 
Technical Reference Model/Standards Profile (TRMSP).  VA reserves the right to assess contract 
deliverables for EA compliance prior to acceptance. 
 


A2.1. VA Internet and Intranet Standards 


The Contractor shall adhere to and comply with VA Directive 6102 and VA Handbook 6102, 
Internet/Intranet Services, including applicable amendments and changes, if the Contractor’s work 
includes managing, maintaining, establishing and presenting information on VA’s Internet/Intranet 
Service Sites.  This pertains, but is not limited to: creating announcements; collecting information; 
databases to be accessed, graphics and links to external sites.  
 
Internet/Intranet Services Directive 6102 is posted at (copy and paste the following URL to browser): 
https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=409&FType=2 
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Internet/Intranet Services Handbook 6102 is posted at (copy and paste following URL to browser):  
https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=409&FType=2 


A3.0 Notice of Federal Accessibility Law Affecting All Information and Communication 
Technology (ICT) Procurements (Section 508) 


On January 18, 2017, the Architectural and Transportation Barriers Compliance Board (Access Board) 
revised and updated, in a single rulemaking, standards for electronic and information technology 
developed, procured, maintained, or used by Federal agencies covered by Section 508 of the 
Rehabilitation Act of 1973, as well as our guidelines for telecommunications equipment and customer 
premises equipment covered by Section 255 of the Communications Act of 1934. The revisions and 
updates to the Section 508-based standards and Section 255-based guidelines are intended to ensure that 
information and communication technology (ICT) covered by the respective statutes is accessible to and 
usable by individuals with disabilities. 


A3.1 Section 508 – Information and Communication Technology (ICT) Standards 


The Section 508 standards established by the Access Board are incorporated into, and made part of all VA 
orders, solicitations and purchase orders developed to procure ICT.  These standards are found in their 
entirety at: https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-
refresh/final-rule/text-of-the-standards-and-guidelines.  A printed copy of the standards will be supplied 
upon request.  


Federal agencies must comply with the updated Section 508 Standards beginning on January 18, 2018. 
The Final Rule as published in the Federal Register is available from the Access Board: 
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-
refresh/final-rule.  


The Contractor shall comply with “508 Chapter 2: Scoping Requirements” for all electronic ICT and 
content delivered under this contract. Specifically, as appropriate for the technology and its functionality, 
the Contractor shall comply with the technical standards marked here:  
 


 E205 Electronic Content – (Accessibility Standard -WCAG 2.0 Level A and AA 
Guidelines) 


 E204 Functional Performance Criteria 
 E206 Hardware Requirements 


 E207 Software Requirements 
 E208 Support Documentation and Services Requirements 


 


A3.2    Compatibility with Assistive Technology 


The standards do not require installation of specific accessibility-related software or attachment of an 
assistive technology device. Section 508 requires that ICT be compatible with such software and devices 
so that ICT can be accessible to and usable by individuals using assistive technology, including but not 
limited to screen readers, screen magnifiers, and speech recognition software. 


A3.3     Acceptance and Acceptance Testing 
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Deliverables resulting from this solicitation will be accepted based in part on satisfaction of the Section 
508 Chapter 2: Scoping Requirements standards identified above. 


 


The Government reserves the right to test for Section 508 Compliance before delivery.  The Contractor 
shall be able to demonstrate Section 508 Compliance upon delivery. 


A4.0      Physical Security & Safety Requirements: 


The Contractor and their personnel shall follow all VA policies, standard operating procedures, applicable 
laws and regulations while on VA property.  Violations of VA regulations and policies may result in 
citation and disciplinary measures for persons violating the law. 


1. The Contractor and their personnel shall wear visible identification at all times while they 
are on the premises. 


2. VA does not provide parking spaces at the work site; the Contractor must obtain parking at 
the work site if needed.  It is the responsibility of the Contractor to park in the appropriate 
designated parking areas.  VA will not invalidate or make reimbursement for parking 
violations of the Contractor under any conditions. 


3. Smoking is prohibited inside/outside any building other than the designated smoking areas. 
4. Possession of weapons is prohibited. 
5. The Contractor shall obtain all necessary licenses and/or permits required to perform the 


work, with the exception of software licenses that need to be procured from a Contractor or 
vendor in accordance with the requirements document.  The Contractor shall take all 
reasonable precautions necessary to protect persons and property from injury or damage 
during the performance of this contract. 


A5.0    Confidentiality and Non-Disclosure 


The Contractor shall follow all VA rules and regulations regarding information security to prevent 
disclosure of sensitive information to unauthorized individuals or organizations. 
 
The Contractor may have access to Protected Health Information (PHI) and Electronic Protected Health 
Information (EPHI) that is subject to protection under the regulations issued by the Department of Health 
and Human Services, as mandated by the Health Insurance Portability and Accountability Act of 1996 
(HIPAA); 45 CFR Parts 160 and 164, Subparts A and E, the Standards for Privacy of Individually 
Identifiable Health Information (“Privacy Rule”); and 45 CFR Parts 160 and 164, Subparts A and C, the 
Security Standard (“Security Rule”).  Pursuant to the Privacy and Security Rules, the Contractor must 
agree in writing to certain mandatory provisions regarding the use and disclosure of PHI and EPHI.   


1. The Contractor will have access to some privileged and confidential materials of VA.  These 
printed and electronic documents are for internal use only, are not to be copied or released 
without permission, and remain the sole property of VA.  Some of these materials are 
protected by the Privacy Act of 1974 (revised by PL 93-5791) and Title 38.  Unauthorized 
disclosure of Privacy Act or Title 38 covered materials is a criminal offense. 


2. The VA CO will be the sole authorized official to release in writing, any data, draft 
deliverables, final deliverables, or any other written or printed materials pertaining to this 
contract. The Contractor shall release no information.  Any request for information relating 
to this contract presented to the Contractor shall be submitted to the VA CO for response. 


3. Contractor personnel recognize that in the performance of this effort, Contractor personnel 
may receive or have access to sensitive information, including information provided on a 
proprietary basis by carriers, equipment manufacturers and other private or public 
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entities.  Contractor personnel agree to safeguard such information and use the information 
exclusively in the performance of this contract.  Contractor shall follow all VA rules and 
regulations regarding information security to prevent disclosure of sensitive information to 
unauthorized individuals or organizations as enumerated in this section and elsewhere in this 
Contract and its subparts and appendices. 


4. Contractor shall limit access to the minimum number of personnel necessary for contract 
performance for all information considered sensitive or proprietary in nature.  If the 
Contractor is uncertain of the sensitivity of any information obtained during the performance 
this contract, the Contractor has a responsibility to ask the VA CO. 


5. Contractor shall train all of their employees involved in the performance of this contract on 
their roles and responsibilities for proper handling and nondisclosure of sensitive VA or 
proprietary information.  Contractor personnel shall not engage in any other action, venture 
or employment wherein sensitive information shall be used for the profit of any party other 
than those furnishing the information. The sensitive information transferred, generated, 
transmitted, or stored herein is for VA benefit and ownership alone.  


6. Contractor shall maintain physical security at all facilities housing the activities performed 
under this contract, including any Contractor facilities according to VA-approved guidelines 
and directives.  The Contractor shall ensure that security procedures are defined and 
enforced to ensure all personnel who are provided access to patient data must comply with 
published procedures to protect the privacy and confidentiality of such information as 
required by VA. 


7. Contractor must adhere to the following: 
a. The use of “thumb drives” or any other medium for transport of information is 


expressly prohibited. 
b. Controlled access to system and security software and documentation. 
c. Recording, monitoring, and control of passwords and privileges. 
d. All terminated personnel are denied physical and electronic access to all data, 


program listings, data processing equipment and systems. 
e. VA, as well as any Contractor (or Subcontractor) systems used to support 


development, provide the capability to cancel immediately all access privileges and 
authorizations upon employee termination. 


f. Contractor PM and VA PM are informed within twenty-four (24) hours of any 
employee termination. 


g. Acquisition sensitive information shall be marked "Acquisition Sensitive" and shall 
be handled as "For Official Use Only (FOUO)". 


h. Contractor does not require access to classified data. 
8. Regulatory standard of conduct governs all personnel directly and indirectly involved in 


procurements.  All personnel engaged in procurement and related activities shall conduct 
business in a manner above reproach and, except as authorized by statute or regulation, with 
complete impartiality and with preferential treatment for none.  The general rule is to strictly 
avoid any conflict of interest or even the appearance of a conflict of interest in 
VA/Contractor relationships. 


9. VA Form 0752 shall be completed by all Contractor employees working on this contract, 
and shall be provided to the CO before any work is performed.  In the case that Contractor 
personnel are replaced in the future, their replacements shall complete VA Form 0752 prior 
to beginning work. 
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A6.0    INFORMATION TECHNOLOGY USING ENERGY-EFFICIENT PRODUCTS  


The Contractor shall comply with Sections 524 and Sections 525 of the Energy Independence and 
Security Act of 2007; Section 104 of the Energy Policy Act of 2005; Executive Order 13834, “Planning 
for Federal Sustainability in the Next Decade”, dated March 19, 2015; Executive Order 13221, “Energy-
Efficient Standby Power Devices,” dated August 2, 2001; and the Federal Acquisition Regulation (FAR) 
to provide ENERGY STAR®, Federal Energy Management Program (FEMP) designated, low standby 
power, and Electronic Product Environmental Assessment Tool (EPEAT) registered products in 
providing information technology products and/or services.  
 
The Contractor shall ensure that information technology products are procured and/or services are 
performed with products that meet and/or exceed ENERGY STAR, FEMP designated, low standby 
power, and EPEAT guidelines. The Contractor shall provide/use products that earn the ENERGY STAR 
label and meet the ENERGY STAR specifications for energy efficiency.  Specifically, the Contractor 
shall: 
 


1. Provide/use ENERGY STAR products, as specified at www.energystar.gov/products (contains 
complete product specifications and updated lists of qualifying products).  


 
2. Provide/use the purchasing specifications listed for FEMP designated products at 


https://www4.eere.energy.gov/femp/requirements/laws_and_requirements/energy_star_and_femp
_designated_products_procurement_requirements . The Contractor shall use the low standby 
power products specified at http://energy.gov/eere/femp/low-standby-power-products.  


 
3. Provide/use EPEAT registered products as specified at www.epeat.net. At a minimum, the 


Contractor shall acquire EPEAT® Bronze registered products.  EPEAT registered products are 
required to meet the technical specifications of ENERGY STAR, but are not automatically on the 
ENERGY STAR qualified product lists. The Contractor shall ensure that applicable products are 
on both the EPEAT Registry and ENERGY STAR Qualified Product Lists. 


 
4. The Contractor shall use these products to the maximum extent possible without jeopardizing the 


intended end use or detracting from the overall quality delivered to the end user.  


 
The following is a list of information technology products for which ENERGY STAR, FEMP designated, 
low standby power, and EPEAT registered products are available:  
 


1. Computer Desktops, Laptops, Notebooks, Displays, Monitors, Integrated Desktop Computers, 
Workstation Desktops, Thin Clients, Disk Drives 


2. Imaging Equipment (Printers, Copiers, Multi-Function Devices, Scanners, Fax Machines, Digital 
Duplicators, Mailing Machines) 


3. Televisions, Multimedia Projectors 


 
This list is continually evolving, and as a result is not all-inclusive.  
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ADDENDUM B – VA INFORMATION AND INFORMATION SYSTEM 
SECURITY/PRIVACY LANGUAGE 


 


APPLICABLE PARAGRAPHS TAILORED FROM: THE VA INFORMATION AND 
INFORMATION SYSTEM SECURITY/PRIVACY LANGUAGE, VA HANDBOOK 6500.6, 
APPENDIX C, MARCH 12, 2010 


B1. GENERAL 


Contractors, Contractor personnel, Subcontractors, and Subcontractor personnel shall be subject to the 
same Federal laws, regulations, standards, and VA Directives and Handbooks as VA and VA personnel 
regarding information and information system security. 
 
B2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS 


a. A Contractor/Subcontractor shall request logical (technical) or physical access to VA information 
and VA information systems for their employees, Subcontractors, and affiliates only to the extent 
necessary to perform the services specified in the contract, agreement, or task order. 
 


b. All Contractors, Subcontractors, and third-party servicers and associates working with VA 
information are subject to the same investigative requirements as those of VA appointees or employees 
who have access to the same types of information. The level and process of background security 
investigations for Contractors must be in accordance with VA Directive and Handbook 0710, Personnel 
Suitability and Security Program. The Office for Operations, Security, and Preparedness is responsible 
for these policies and procedures. 
 


c. Contract personnel who require access to national security programs must have a valid security 
clearance. National Industrial Security Program (NISP) was established by Executive Order 12829 to 
ensure that cleared U.S. defense industry contract personnel safeguard the classified information in their 
possession while performing work on contracts, programs, bids, or research and development efforts. The 
Department of Veterans Affairs does not have a Memorandum of Agreement with Defense Security 
Service (DSS). Verification of a Security Clearance must be processed through the Special Security 
Officer located in the Planning and National Security Service within the Office of Operations, Security, 
and Preparedness. 


 
d. Custom software development and outsourced operations must be located in the U.S. to the 


maximum extent practical. If such services are proposed to be performed abroad and are not disallowed 
by other VA policy or mandates (e.g. Business Associate Agreement, Section 3G), the 
Contractor/Subcontractor must state where all non-U.S. services are provided and detail a security plan, 
deemed to be acceptable by VA, specifically to address mitigation of the resulting problems of 
communication, control, data protection, and so forth. Location within the U.S. may be an evaluation 
factor.  


 
e. The Contractor or Subcontractor must notify the CO immediately when an employee working on 


a VA system or with access to VA information is reassigned or leaves the Contractor or Subcontractor’s 
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employ. The CO must also be notified immediately by the Contractor or Subcontractor prior to an 
unfriendly termination. 


 
B3. VA INFORMATION CUSTODIAL LANGUAGE 


 
1. Information made available to the Contractor or Subcontractor by VA for the performance or 


administration of this contract or information developed by the Contractor/Subcontractor in performance 
or administration of the contract shall be used only for those purposes and shall not be used in any other 
way without the prior written agreement of VA. This clause expressly limits the 
Contractor/Subcontractor's rights to use data as described in Rights in Data - General, FAR 52.227-14(d) 
(1). 
 


2. VA information should not be co-mingled, if possible, with any other data on the 
Contractors/Subcontractor’s information systems or media storage systems in order to ensure VA 
requirements related to data protection and media sanitization can be met. If co-mingling must be allowed 
to meet the requirements of the business need, the Contractor must ensure that VA information is returned 
to VA or destroyed in accordance with VA’s sanitization requirements. VA reserves the right to conduct 
on site inspections of Contractor and Subcontractor IT resources to ensure data security controls, 
separation of data and job duties, and destruction/media sanitization procedures are in compliance with 
VA directive requirements. 
 


3. Prior to termination or completion of this contract, Contractor/Subcontractor must not destroy 
information received from VA, or gathered/created by the Contractor in the course of performing this 
contract without prior written approval by VA. Any data destruction done on behalf of VA by a 
Contractor/Subcontractor must be done in accordance with National Archives and Records 
Administration (NARA) requirements as outlined in VA Directive 6300, Records and Information 
Management and its Handbook 6300.1 Records Management Procedures, applicable VA Records Control 
Schedules, and VA Handbook 6500.1, Electronic Media Sanitization. Self-certification by the Contractor 
that the data destruction requirements above have been met must be sent to the VA CO within 30 days of 
termination of the contract. 


 
4. The Contractor/Subcontractor must receive, gather, store, back up, maintain, use, disclose and 


dispose of VA information only in compliance with the terms of the contract and applicable Federal and 
VA information confidentiality and security laws, regulations and policies. If Federal or VA information 
confidentiality and security laws, regulations and policies become applicable to VA information or 
information systems after execution of the contract, or if NIST issues or updates applicable FIPS or 
Special Publications (SP) after execution of this contract, the parties agree to negotiate in good faith to 
implement the information confidentiality and security laws, regulations and policies in this contract.  


 
5. The Contractor/Subcontractor shall not make copies of VA information except as authorized and 


necessary to perform the terms of the agreement or to preserve electronic information stored on 
Contractor/Subcontractor electronic storage media for restoration in case any electronic equipment or data 
used by the Contractor/Subcontractor needs to be restored to an operating state. If copies are made for 
restoration purposes, after the restoration is complete, the copies must be appropriately destroyed.  







Veteran-facing Services Platform (VSP) 
TAC Number:  TAC-19-53762 


 


Page 69 of 95 


 
6. If VA determines that the Contractor has violated any of the information confidentiality, privacy, 


and security provisions of the contract, it shall be sufficient grounds for VA to withhold payment to the 
Contractor or third party or terminate the contract for default or terminate for cause under Federal 
Acquisition Regulation (FAR) part 12.  


 
7. If a VHA contract is terminated for cause, the associated Business Associate Agreement (BAA) 


must also be terminated and appropriate actions taken in accordance with VHA Handbook 1600.05, 
Business Associate Agreements. Absent an agreement to use or disclose protected health information, 
there is no business associate relationship.  


 
8. The Contractor/Subcontractor must store, transport, or transmit VA sensitive information in an 


encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2 validated. 


 
9. The Contractor/Subcontractor’s firewall and Web services security controls, if applicable, shall 


meet or exceed VA minimum requirements. VA Configuration Guidelines are available upon request. 


 
10. Except for uses and disclosures of VA information authorized by this contract for performance of 


the contract, the Contractor/Subcontractor may use and disclose VA information only in two other 
situations: (i) in response to a qualifying order of a court of competent jurisdiction, or (ii) with VA prior 
written approval. The Contractor/Subcontractor must refer all requests for, demands for production of, or 
inquiries about, VA information and information systems to the VA CO for response. 


 
11. Notwithstanding the provision above, the Contractor/Subcontractor shall not release VA records 


protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records and/or Title 38 
U.S.C. 7332, confidentiality of certain health records pertaining to drug addiction, sickle cell anemia, 
alcoholism or alcohol abuse, or infection with human immunodeficiency virus. If the 
Contractor/Subcontractor is in receipt of a court order or other requests for the above mentioned 
information, that Contractor/Subcontractor shall immediately refer such court orders or other requests to 
the VA CO for response. 


 
12. For service that involves the storage, generating, transmitting, or exchanging of VA sensitive 


information but does not require Assessment and Authorization (A&A) or a Memorandum of 
Understanding-Interconnection Security Agreement (MOU-ISA) for system interconnection, the 
Contractor/Subcontractor must complete a Contractor Security Control Assessment (CSCA) on a yearly 
basis and provide it to the COR. 


 
 
B4. INFORMATION SYSTEM DESIGN AND DEVELOPMENT 


 
1. Information systems that are designed or developed for or on behalf of VA at non-VA facilities 


shall comply with all VA directives developed in accordance with FISMA, HIPAA, NIST, and related 
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VA security and privacy control requirements for Federal information systems. This includes standards 
for the protection of electronic PHI, outlined in 45 C.F.R. Part 164, Subpart C, information and system 
security categorization level designations in accordance with FIPS 199 and FIPS 200 with 
implementation of all baseline security controls commensurate with the FIPS 199 system security 
categorization (reference VA Handbook 6500, Risk Management Framework for VA Information Systems 
– Tier 3: VA Information Security Program, and the TIC Reference Architecture). During the 
development cycle a Privacy Impact Assessment (PIA) must be completed, provided to the COR, and 
approved by the VA Privacy Service in accordance with Directive 6508, Implementation of Privacy 
Threshold Analysis and Privacy Impact Assessment. 
 


2. The Contractor/Subcontractor shall certify to the COR that applications are fully functional and 
operate correctly as intended on systems using the VA Federal Desktop Core Configuration (FDCC), and 
the common security configuration guidelines provided by NIST or VA. This includes Internet Explorer 
11 configured to operate on Windows 7 and future versions, as required. 


 
3. The standard installation, operation, maintenance, updating, and patching of software shall not 


alter the configuration settings from the VA approved and FDCC configuration. Information technology 
staff must also use the Windows Installer Service for installation to the default “program files” directory 
and silently install and uninstall. 


 
4. Applications designed for normal end users shall run in the standard user context without elevated 


system administration privileges. 


 
5. The security controls must be designed, developed, approved by VA, and implemented in 


accordance with the provisions of VA security system development life cycle as outlined in NIST Special 
Publication 800-37, Guide for Applying the Risk Management Framework to Federal Information 
Systems, VA Handbook 6500, Risk Management Framework for VA Information Systems – Tier 3:  VA 
Information Security Program and VA Handbook 6500.5, Incorporating Security and Privacy in System 
Development Lifecycle. 


 
6. The Contractor/Subcontractor is required to design, develop, or operate a System of Records 


Notice (SOR) on individuals to accomplish an agency function subject to the Privacy Act of 1974, (as 
amended), Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and applicable agency regulations. 
Violation of the Privacy Act may involve the imposition of criminal and civil penalties. 


 
7. The Contractor/Subcontractor agrees to: 


 
a. Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued under 


the Act in the design, development, or operation of any system of records on individuals to accomplish an 
agency function when the contract specifically identifies: 
 


i. The Systems of Records (SOR); and 
 


ii. The design, development, or operation work that the Contractor/Subcontractor is to perform; 
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b. Include the Privacy Act notification contained in this contract in every solicitation and resulting 


subcontract and in every subcontract awarded without a solicitation, when the work statement in the 
proposed subcontract requires the redesign, development, or operation of a SOR on individuals that is 
subject to the Privacy Act; and 


 
c. Include this Privacy Act clause, including this subparagraph (c), in all subcontracts awarded 


under this contract which requires the design, development, or operation of such a SOR. 


 
8. In the event of violations of the Act, a civil action may be brought against the agency involved 


when the violation concerns the design, development, or operation of a SOR on individuals to accomplish 
an agency function, and criminal penalties may be imposed upon the officers or employees of the agency 
when the violation concerns the operation of a SOR on individuals to accomplish an agency function. For 
purposes of the Act, when the contract is for the operation of a SOR on individuals to accomplish an 
agency function, the Contractor/Subcontractor is considered to be an employee of the agency. 


 
a. “Operation of a System of Records” means performance of any of the activities associated with 


maintaining the SOR, including the collection, use, maintenance, and dissemination of records. 


 
b. “Record” means any item, collection, or grouping of information about an individual that is 


maintained by an agency, including, but not limited to, education, financial transactions, medical history, 
and criminal or employment history and contains the person’s name, or identifying number, symbol, or 
any other identifying particular assigned to the individual, such as a fingerprint or voiceprint, or a 
photograph. 


 
c. “System of Records” means a group of any records under the control of any agency from which 


information is retrieved by the name of the individual or by some identifying number, symbol, or other 
identifying particular assigned to the individual. 


 
9. The vendor shall ensure the security of all procured or developed systems and technologies, 


including their subcomponents (hereinafter referred to as “Systems”), throughout the life of this contract 
and any extension, warranty, or maintenance periods. This includes, but is not limited to workarounds, 
patches, hot fixes, upgrades, and any physical components (hereafter referred to as Security Fixes) which 
may be necessary to fix all security vulnerabilities published or known to the vendor anywhere in the 
Systems, including Operating Systems and firmware. The vendor shall ensure that Security Fixes shall 
not negatively impact the Systems. 


 
10. The vendor shall notify VA within 24 hours of the discovery or disclosure of successful exploits 


of the vulnerability which can compromise the security of the Systems (including the confidentiality or 
integrity of its data and operations, or the availability of the system). Such issues shall be remediated as 
quickly as is practical based upon the severity of the incident.  
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11. When the Security Fixes involve installing third party patches (such as Microsoft OS patches or 
Adobe Acrobat), the vendor will provide written notice to VA that the patch has been validated as not 
affecting the Systems within 10 working days. When the vendor is responsible for operations or 
maintenance of the Systems, they shall apply the Security Fixes based upon the requirements 
identified within the contract. 


  


12. All other vulnerabilities shall be remediated as specified in this paragraph in a timely manner 
based on risk, but within 60 days of discovery or disclosure. Exceptions to this paragraph (e.g. for the 
convenience of VA) shall only be granted with approval of the CO and the VA Assistant Secretary for 
Office of Information and Technology. 


 
B5. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE 


 
a. For information systems that are hosted, operated, maintained, or used on behalf of VA at non-


VA facilities, Contractors/Subcontractors are fully responsible and accountable for ensuring compliance 
with all HIPAA, Privacy Act, FISMA, NIST, FIPS, and VA security and privacy directives and 
handbooks. This includes conducting compliant risk assessments, routine vulnerability scanning, system 
patching and change management procedures, and the completion of an acceptable contingency plan for 
each system. The Contractor’s security control procedures must be equivalent, to those procedures used to 
secure VA systems. A Privacy Impact Assessment (PIA) must also be provided to the COR and approved 
by VA Privacy Service prior to operational approval. All external Internet connections to VA network 
involving VA information must be in accordance with the TIC Reference Architecture and reviewed and 
approved by VA prior to implementation.  For Cloud Services hosting, the Contractor shall also ensure 
compliance with the Federal Risk and Authorization Management Program (FedRAMP).  
 


b. Adequate security controls for collecting, processing, transmitting, and storing of Personally 
Identifiable Information (PII), as determined by the VA Privacy Service, must be in place, tested, and 
approved by VA prior to hosting, operation, maintenance, or use of the information system, or systems by 
or on behalf of VA. These security controls are to be assessed and stated within the PIA and if these 
controls are determined not to be in place, or inadequate, a Plan of Action and Milestones (POA&M) 
must be submitted and approved prior to the collection of PII. 
 


c. Outsourcing (Contractor facility, Contractor equipment or Contractor staff) of systems or network 
operations, telecommunications services, or other managed services requires A&A of the Contractor’s 
systems in accordance with VA Handbook 6500.3, Assessment, Authorization and Continuous 
Monitoring of VA Information Systems and/or the VA OCS Certification Program Office. Government-
owned (Government facility or Government equipment) Contractor-operated systems, third party or 
business partner networks require memorandums of understanding and interconnection security 
agreements (MOU-ISA) which detail what data types are shared, who has access, and the appropriate 
level of security controls for all systems connected to VA networks. 
 


d. The Contractor/Subcontractor’s system must adhere to all FISMA, FIPS, and NIST standards 
related to the annual FISMA security controls assessment and review and update the PIA. Any 
deficiencies noted during this assessment must be provided to the VA CO and the ISO for entry into the 
VA POA&M management process. The Contractor/Subcontractor must use the VA POA&M process to 
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document planned remedial actions to address any deficiencies in information security policies, 
procedures, and practices, and the completion of those activities. Security deficiencies must be corrected 
within the timeframes approved by the Government. Contractor/Subcontractor procedures are subject to 
periodic, unannounced assessments by VA officials, including the VA Office of Inspector General. The 
physical security aspects associated with Contractor/Subcontractor activities must also be subject to such 
assessments. If major changes to the system occur that may affect the privacy or security of the data or the 
system, the A&A of the system may need to be reviewed, retested and re-authorized per VA Handbook 
6500.3. This may require reviewing and updating all of the documentation (PIA, System Security Plan, 
and Contingency Plan). The Certification Program Office can provide guidance on whether a new A&A 
would be necessary. 
 


e. The Contractor/Subcontractor must conduct an annual self-assessment on all systems and 
outsourced services as required. Both hard copy and electronic copies of the assessment must be provided 
to the COR. The Government reserves the right to conduct such an assessment using Government 
personnel or another Contractor/Subcontractor. The Contractor/Subcontractor must take appropriate and 
timely action (this can be specified in the contract) to correct or mitigate any weaknesses discovered 
during such testing, generally at no additional cost. 
 


f. VA prohibits the installation and use of personally-owned or Contractor/Subcontractor owned 
equipment or software on the VA network. If non-VA owned equipment must be used to fulfill the 
requirements of a contract, it must be stated in the service agreement, SOW or contract. All of the security 
controls required for Government furnished equipment (GFE) must be utilized in approved other 
equipment (OE) and must be funded by the owner of the equipment. All remote systems must be 
equipped with, and use, a VA-approved antivirus (AV) software and a personal (host-based or enclave 
based) firewall that is configured with a VA approved configuration. Software must be kept current, 
including all critical updates and patches. Owners of approved OE are responsible for providing and 
maintaining the anti-viral software and the firewall on the non-VA owned OE. 
 


g. All electronic storage media used on non-VA leased or non-VA owned IT equipment that is used 
to store, process, or access VA information must be handled in adherence with VA Handbook 6500.1, 
Electronic Media Sanitization upon: (i) completion or termination of the contract or (ii) disposal or return 
of the IT equipment by the Contractor/Subcontractor or any person acting on behalf of the 
Contractor/Subcontractor, whichever is earlier. Media (hard drives, optical disks, CDs, back-up tapes, 
etc.) used by the Contractors/Subcontractors that contain VA information must be returned to VA for 
sanitization or destruction or the Contractor/Subcontractor must self-certify that the media has been 
disposed of per 6500.1 requirements. This must be completed within 30 days of termination of the 
contract. 
 


h. Bio-Medical devices and other equipment or systems containing media (hard drives, optical disks, 
etc.) with VA sensitive information must not be returned to the vendor at the end of lease, for trade-in, or 
other purposes. The options are: 
 


1) Vendor must accept the system without the drive; 
 


2) VA’s initial medical device purchase includes a spare drive which must be installed in place of the 
original drive at time of turn-in; or 
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3) VA must reimburse the company for media at a reasonable open market replacement cost at time of 
purchase. 


 
4) Due to the highly specialized and sometimes proprietary hardware and software associated with 


medical equipment/systems, if it is not possible for VA to retain the hard drive, then; 


 
a) The equipment vendor must have an existing BAA if the device being traded in has sensitive 
information stored on it and hard drive(s) from the system are being returned physically intact; and 


 
b) Any fixed hard drive on the device must be non-destructively sanitized to the greatest extent 
possible without negatively impacting system operation. Selective clearing down to patient data folder 
level is recommended using VA approved and validated overwriting technologies/methods/tools. 
Applicable media sanitization specifications need to be preapproved and described in the purchase 
order or contract. 


 
c) A statement needs to be signed by the Director (System Owner) that states that the drive could not be 
removed and that (a) and (b) controls above are in place and completed. The ISO needs to maintain the 
documentation. 


 
B6. SECURITY INCIDENT INVESTIGATION 


 
a. The term “security incident” means an event that has, or could have, resulted in unauthorized 


access to, loss or damage to VA assets, or sensitive information, or an action that breaches VA security 
procedures. The Contractor/Subcontractor shall immediately notify the COR and simultaneously, the 
designated ISO and Privacy Officer for the contract of any known or suspected security/privacy incidents, 
or any unauthorized disclosure of sensitive information, including that contained in system(s) to which 
the Contractor/Subcontractor has access. 
 


b. To the extent known by the Contractor/Subcontractor, the Contractor/Subcontractor’s notice to 
VA shall identify the information involved, the circumstances surrounding the incident (including to 
whom, how, when, and where the VA information or assets were placed at risk or compromised), and any 
other information that the Contractor/Subcontractor considers relevant. 
 


c. With respect to unsecured protected health information, the business associate is deemed to have 
discovered a data breach when the business associate knew or should have known of a breach of such 
information. Upon discovery, the business associate must notify the covered entity of the breach. 
Notifications need to be made in accordance with the executed business associate agreement. 
 


d. In instances of theft or break-in or other criminal activity, the Contractor/Subcontractor must 
concurrently report the incident to the appropriate law enforcement entity (or entities) of jurisdiction, 
including the VA OIG and Security and Law Enforcement. The Contractor, its employees, and its 
Subcontractors and their employees shall cooperate with VA and any law enforcement authority 
responsible for the investigation and prosecution of any possible criminal law violation(s) associated with 
any incident. The Contractor/Subcontractor shall cooperate with VA in any civil litigation to recover VA 
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information, obtain monetary or other compensation from a third party for damages arising from any 
incident, or obtain injunctive relief against any third party arising from, or related to, the incident. 
 
B7. LIQUIDATED DAMAGES FOR DATA BREACH 


 
a. Consistent with the requirements of 38 U.S.C. §5725, a contract may require access to sensitive 


personal information. If so, the Contractor is liable to VA for liquidated damages in the event of a data 
breach or privacy incident involving any SPI the Contractor/Subcontractor processes or maintains under 
this contract.  However, it is the policy of VA to forgo collection of liquidated damages in the event the 
Contractor provides payment of actual damages in an amount determined to be adequate by the agency. 
 


b. The Contractor/Subcontractor shall provide notice to VA of a “security incident” as set forth in 
the Security Incident Investigation section above. Upon such notification, VA must secure from a non-
Department entity or the VA Office of Inspector General an independent risk analysis of the data breach 
to determine the level of risk associated with the data breach for the potential misuse of any sensitive 
personal information involved in the data breach. The term 'data breach' means the loss, theft, or other 
unauthorized access, or any access other than that incidental to the scope of employment, to data 
containing sensitive personal information, in electronic or printed form, that results in the potential 
compromise of the confidentiality or integrity of the data. Contractor shall fully cooperate with the entity 
performing the risk analysis. Failure to cooperate may be deemed a material breach and grounds for 
contract termination. 
 


c. Each risk analysis shall address all relevant information concerning the data breach, including the 
following: 
 


1) Nature of the event (loss, theft, unauthorized access); 
2) Description of the event, including: 


a) date of occurrence; 


b) data elements involved, including any PII, such as full name, social security number, date of 
birth, home address, account number, disability code; 


3) Number of individuals affected or potentially affected; 


4) Names of individuals or groups affected or potentially affected; 


5) Ease of logical data access to the lost, stolen or improperly accessed data in light of the degree 
of protection for the data, e.g., unencrypted, plain text; 


6) Amount of time the data has been out of VA control; 


7) The likelihood that the sensitive personal information will or has been compromised (made 
accessible to and usable by unauthorized persons); 


8) Known misuses of data containing sensitive personal information, if any; 
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9) Assessment of the potential harm to the affected individuals; 


10) Data breach analysis as outlined in 6500.2 Handbook, Management of Breaches Involving 
Sensitive Personal Information, as appropriate; and 


11) Whether credit protection services may assist record subjects in avoiding or mitigating the 
results of identity theft based on the sensitive personal information that may have been 
compromised. 


 
d. Based on the determinations of the independent risk analysis, the Contractor shall be responsible 


for paying to VA liquidated damages in the amount of $37.50 per affected individual to cover the cost of 
providing credit protection services to affected individuals consisting of the following: 
 


1) Notification; 
2) One year of credit monitoring services consisting of automatic daily monitoring of at least 3 
relevant credit bureau reports; 
3) Data breach analysis; 
4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and credit 
freezes, to assist affected individuals to bring matters to resolution; 
5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and 
6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit records, 
histories, or financial affairs. 


 
B8. SECURITY CONTROLS COMPLIANCE TESTING 


 
On a periodic basis, VA, including the Office of Inspector General, reserves the right to evaluate any or 
all of the security controls and privacy practices implemented by the Contractor under the clauses 
contained within the contract. With 10 working-day’s notice, at the request of the Government, the 
Contractor must fully cooperate and assist in a Government-sponsored security controls assessment at 
each location wherein VA information is processed or stored, or information systems are developed, 
operated, maintained, or used on behalf of VA, including those initiated by the Office of Inspector 
General. The Government may conduct a security control assessment on shorter notice (to include 
unannounced assessments) as determined by VA in the event of a security incident or at any other time.  


 
B9. TRAINING 


 
a.All Contractor employees and Subcontractor employees requiring access to VA information and VA 


information systems shall complete the following before being granted access to VA information and 
its systems: 


1) Sign and acknowledge (either manually or electronically) understanding of and responsibilities 
for compliance with the Information Security Rules of Behavior, relating to access to VA 
information and information systems; 
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2) Successfully complete the VA Privacy and Information Security Awareness and Rules of 
Behavior course (TMS #10176) and complete this required privacy and information security 
training annually;  


 
3) Successfully complete any additional cyber security or privacy training, as required for VA 


personnel with equivalent information system access [to be defined by the VA program official 
and provided to the CO for inclusion in the solicitation document – e.g., any role-based 
information security training required in accordance with NIST Special Publication 800-16, 
Information Technology Security Training Requirements.]  


 
b.The Contractor shall provide to the CO and/or the COR a copy of the training certificates and 


certification of signing the Contractor Rules of Behavior for each applicable employee within 2 days 
of the initiation of the contract and annually thereafter, as required. 


 
Failure to complete the mandatory annual training and electronically sign the Rules of Behavior 
annually, within the timeframe required, is grounds for suspension or termination of all physical or 
electronic access privileges and removal from work on the contract until such time as the training and 
documents are complete.
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SECTION C - CONTRACT CLAUSES 
 
C.1  FSS RFQ INTRODUCTORY LANGUAGE 
  
The terms and conditions of the contractor's FSS contract (including any contract modifications) apply to 
all Blanket Purchase Agreements (BPA) and task or delivery orders issued under the contract as a result 
of this RFQ.  When a lower price has been established, or when the delivery terms, FOB terms, or 
ordering requirements have been modified by the BPA or task/delivery order, those modified terms will 
apply to all purchases made pursuant to it and take precedence over the FSS contract.  Any unique terms 
and conditions of a BPA or order issued under the contract that are not a part of the applicable FSS 
contract will govern.  In the event of an inconsistency between the terms and conditions of a BPA or 
task/delivery order and the Contractor's FSS terms, other than those identified above, the terms of the FSS 
contract will take precedence. 


C.2  52.252-2  CLAUSES INCORPORATED BY REFERENCE  (FEB 1998) 


  This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the 
full text of a clause may be accessed electronically at this/these address(es): 


  http://www.acquisition.gov/far/index.html 
  http://www.va.gov/oal/library/vaar/ 
   


(End of Clause) 


FAR 
Number 


Title Date 


52.203-3 GRATUITIES APR 1984 
52.203-19 PROHIBITION ON REQUIRING CERTAIN INTERNAL 


CONFIDENTIALITY AGREEMENTS OR STATEMENTS 
JAN 2017 


52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, 
SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED 
BY KASPERSKY LAB AND OTHER COVERED ENTITIES 


JUL 2018 


52.227-1 AUTHORIZATION AND CONSENT DEC 2007 
52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT AND 


COPYRIGHT INFRINGEMENT 
DEC 2007 


52.227-16 ADDITIONAL DATA REQUIREMENTS JUN 1987 
52.245-1 GOVERNMENT PROPERTY JAN 2017 


 


C.3 52.217-7 OPTION FOR INCREASED QUANTITY—SEPARATELY PRICED 
LINE ITEM (MAR 1989) 


The Government may require the delivery of the numbered line item, identified in the Schedule as an 
option item, in the quantity and at the price stated in the Schedule. The Contracting Officer may exercise 
the option by written notice to the Contractor at any time during the period of performance. Delivery of 
added items shall continue at the same rate that like items are called for under the contract, unless the 
parties otherwise agree. 


(End of Clause) 
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C.4 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999) 


The Government may require continued performance of any services within the limits and at the rates 
specified in the contract. These rates may be adjusted only as a result of revisions to prevailing labor 
rates provided by the Secretary of Labor. The option provision may be exercised more than once, but the 
total extension of performance hereunder shall not exceed 6 months. The Contracting Officer may 
exercise the option by written notice to the Contractor within before the contract expires. 


C.5  52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 
2000) 


  (a) The Government may extend the term of this contract by written notice to the Contractor; provided 
that the Government gives the Contractor a preliminary written notice of its intent to extend at least 10  
days before the contract expires. The preliminary notice does not commit the Government to an 
extension. 


  (b) If the Government exercises this option, the extended contract shall be considered to include this 
option clause. 


  (c) The total duration of this contract, including the exercise of any options under this clause, shall not 
exceed 42 months. 


(End of Clause) 


C.6  52.219-14  LIMITATIONS ON SUBCONTRACTING (DEVIATION 2019-O0003) 


(a) This clause does not apply to the unrestricted portion of a partial set-aside. 


(b) Definition. As used in this clause— 


“Similarly situated entity” means a first-tier subcontractor, including an independent contractor, that has 
the same small business program status as that which qualified the prime contractor for the award and that 
is considered small for the NAICS code the prime contractor assigned to the subcontract the subcontractor 
will perform. An example of a similarly situated entity is a first-tier subcontractor that is a HUBZone 
small business concern for a HUBZone set-aside or sole source award under the HUBZone Program. 


(c) Applicability. This clause applies only to— 


(1) Contracts that have been set aside or reserved for small business concerns or 8(a) participants; 


(2) Part or parts of a multiple-award contract that have been set aside for small business concerns or 8(a) 
participants; and 


(3) Orders set aside for small business or 8(a) participants under multiple-award contracts as described in 
8.405-5 and 16.505(b)(2)(i)(F). 


(d) Independent contractors. An independent contractor shall be considered a subcontractor. 


(e) Agreement. By submission of an offer and execution of a contract, the Offeror/Contractor agrees in 
performance of the contract in the case of a contract for— 
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(1) Services (except construction), it will not pay more than 50 percent of the amount paid by the 
Government for contract performance to subcontractors that are not similarly situated entities. Any work 
that a similarly situated entity further subcontracts will count toward the 50 percent subcontract amount 
that cannot be exceeded; 


(2) Supplies (other than procurement from a non-manufacturer of such supplies), it will not pay more than 
50 percent of the amount paid by the Government for contract performance, excluding the cost of 
materials, to subcontractors that are not similarly situated entities. Any work that a similarly situated 
entity further subcontracts will count toward the 50 percent subcontract amount that cannot be exceeded; 


(3) General construction, it will not pay more than 85 percent of the amount paid by the Government for 
contract performance, excluding the cost of materials, to subcontractors that are not similarly situated 
entities. Any work that a similarly situated entity further subcontracts will count toward the 85 percent 
subcontract amount that cannot be exceeded; or 


(4) Construction by special trade contractors, it will not pay more than 75 percent of the amount paid by 
the Government for contract performance, excluding the cost of materials, to subcontractors that are not 
similarly situated entities. Any work that a similarly situated entity further subcontracts will count toward 
the 75 percent subcontract amount that cannot be exceeded. 


(f) A joint venture agrees that, in the performance of the contract, the applicable percentage specified in 
paragraph (e) of this clause will be performed by the aggregate of the joint venture participants. 


(End of clause) 


C.7  VAAR 852.203-70 COMMERCIAL ADVERTISING (MAY 2018) 


  The Contractor shall not make reference in its commercial advertising to Department of Veterans Affairs 
contracts in a manner that states or implies the Department of Veterans Affairs approves or endorses the 
Contractor’s products or services or considers the Contractor’s products or services superior to other 
products or services. 


(End of Clause) 


C.8 VAAR 852.219-10 VA NOTICE OF TOTAL SERVICE-DISABLED 
VETERAN-OWNED SMALL BUSINESS SET-ASIDE (JUL 2016) (DEVIATION) 


(a) Definition.  For the Department of Veterans Affairs, “Service-disabled Veteran-owned small 
business concern or SDVSOB:” 


 
(1) Means a small business concern: 
 
(i) Not less than 51 percent of which is owned by one or more service-disabled Veterans or, in the case 


of any publicly owned business, not less than 51 percent of the stock of which is owned by one or more 
service-disabled Veterans or eligible surviving spouses (see VAAR 802.201 Surviving Spouse 
definition); 


 
(ii) The management and daily business operations of which are controlled by one or more service-


disabled Veterans (or eligible surviving spouses) or, in the case of a service-disabled Veteran with 
permanent and severe disability, the spouse or permanent caregiver of such Veteran; 
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(iii) The business meets Federal small business size standards for the applicable North American 
Industry Classification System (NAICS) code identified in the solicitation document; 


 
(iv) The business has been verified for ownership and control pursuant to 38 CFR 74 and is so listed in 


the Vendor Information Pages database, (https://www.vip.vetbiz.gov); and 
 
(v) The business will comply with subcontracting limitations in 13 CFR 125.6, as applicable. 
 
(2) “Service-disabled Veteran” means a Veteran, as defined in 38 U.S.C. 101(2), with a disability that 


is service-connected, as defined in 38 U.S.C. 101(16). 
 
(b) General. 
 
(1) Offers are solicited only from verified service-disabled Veteran-owned small business 


concerns.  Offers received from concerns that are not verified service-disabled Veteran-owned small 
business concerns shall not be considered. 


 
(2) Any award resulting from this solicitation shall be made to a verified service-disabled Veteran-


owned small business concern. 
 
(c) Agreement.  A service-disabled Veteran-owned small business concern agrees that in the 


performance of the contract, the concern will comply with the limitation on subcontracting requirements 
in 13 CFR § 125.6. 


 
(d) A joint venture may be considered a service-disabled Veteran owned small business concern if the 


joint venture complies with the requirements in 13 CFR 125.15, provided that any reference therein to 
SDVO SBC is to be construed to apply to a VA verified SDVOSB as appropriate. 


 
(e) Any service-disabled Veteran-owned small business concern (non-manufacturer) must meet the 


requirements in FAR 19.102(f) of the Federal Acquisition Regulation to receive a benefit under this 
program. 


(End of Clause) 
 


C.9 VAAR 852.219-74 LIMITATIONS ON SUBCONTRACTING – 
MONITORING AND COMPLIANCE (JUL 2018) (DEVIATION) 


(a) This solicitation includes VAAR 852.219-10, VA Notice of Total Service-Disabled Veteran-Owned 
Small Business Set-Aside. 
 
(b) Accordingly, any contract resulting from this solicitation is subject to the limitation on subcontracting 
requirements in 13 CFR 125.6.  The Contractor is advised that in performing contract administration 
functions, the Contracting Officer may use the services of a support contractor(s) retained by VA to assist 
in assessing the Contractor’s compliance with the limitations on subcontracting or percentage of work 
performance requirements specified in the clause.  To that end, the support contractor(s) may require 
access to Contractor’s offices where the Contractor’s business records or other proprietary data are 
retained and to review such business records regarding the Contractor’s compliance with this requirement. 
 
(c) All support contractors conducting this review on behalf of VA will be required to sign an 
“Information Protection and Non-Disclosure and Disclosure of Conflicts of Interest Agreement” to ensure 
the Contractor’s business records or other proprietary data reviewed or obtained in the course of assisting 
the Contracting Officer in assessing the Contractor for compliance are protected to ensure information or 
data is not improperly disclosed or other impropriety occurs. 
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(d) Furthermore, if VA determines any services the support contractor(s) will perform in assessing 
compliance are advisory and assistance services as defined in FAR 2.101, Definitions, the support 
contractor(s) must also enter into an agreement with the Contractor to protect proprietary information as 
required by FAR 9.505-4, Obtaining access to proprietary information, paragraph (b).  The Contractor is 
required to cooperate fully and make available any records as may be required to enable the Contracting 
Officer to assess the Contractor’s compliance with the limitations on subcontracting or percentage of 
work performance requirement. 


(End of Clause) 
 


C.10  VAAR 852.232-72 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS 
(NOV 2018) 


  (a) Definitions. As used in this clause— 


    (1) Contract financing payment has the meaning given in FAR 32.001; 


    (2) Designated agency office means the office designated by the purchase order, agreement, or contract 
to first receive and review invoices. This office can be contractually designated as the receiving entity. 
This office may be different from the office issuing the payment; 


    (3) Electronic form means an automated system transmitting information electronically according to 
the accepted electronic data transmission methods and formats identified in paragraph (c) of this clause. 
Facsimile, email, and scanned documents are not acceptable electronic forms for submission of payment 
requests; 


    (4) Invoice payment has the meaning given in FAR 32.001; and 


    (5) Payment request means any request for contract financing payment or invoice payment submitted 
by the contractor under this contract. 


  (b) Electronic payment requests. Except as provided in paragraph (e) of this clause, the contractor shall 
submit payment requests in electronic form. Purchases paid with a Government-wide commercial 
purchase card are considered to be an electronic transaction for purposes of this rule, and therefore no 
additional electronic invoice submission is required. 


  (c) Data transmission. A contractor must ensure that the data transmission method and format are 
through one of the following: 


    (1) VA’s Electronic Invoice Presentment and Payment System at the current website address provided 
in the contract. 


    (2) Any system that conforms to the X12 electronic data interchange (EDI) formats established by the 
Accredited Standards Center (ASC) and chartered by the American National Standards Institute (ANSI). 


  (d) Invoice requirements. Invoices shall comply with FAR 32.905. 


  (e) Exceptions. If, based on one of the circumstances in this paragraph (e), the Contracting Officer 
directs that payment requests be made by mail, the Contractor shall submit payment requests by mail 
through the United States Postal Service to the designated agency office. Submission of payment requests 
by mail may be required for— 


    (1) Awards made to foreign vendors for work performed outside the United States; 
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    (2) Classified contracts or purchases when electronic submission and processing of payment requests 
could compromise the safeguarding of classified or privacy information; 


    (3) Contracts awarded by contracting officers in the conduct of emergency operations, such as 
responses to national emergencies; 


    (4) Solicitations or contracts in which the designated agency office is a VA entity other than the VA 
Financial Services Center in Austin, Texas; or 


    (5) Solicitations or contracts in which the VA designated agency office does not have electronic 
invoicing capability as described above. 


(End of Clause) 


C.11  VAAR 852.237-70 CONTRACTOR RESPONSIBILITIES (APR 1984) 


  The contractor shall obtain all necessary licenses and/or permits required to perform this work. He/she 
shall take all reasonable precautions necessary to protect persons and property from injury or damage 
during the performance of this contract. He/she shall be responsible for any injury to himself/herself, 
his/her employees, as well as for any damage to personal or public property that occurs during the 
performance of this contract that is caused by his/her employees fault or negligence, and shall maintain 
personal liability and property damage insurance having coverage for a limit as required by the laws of 
the State of . Further, it is agreed that any negligence of the Government, its officers, agents, servants and 
employees, shall not be the responsibility of the contractor hereunder with the regard to any claims, loss, 
damage, injury, and liability resulting there from. 


(End of Clause)
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SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR 
ATTACHMENTS 


  


ATTACHMENT A - VETERAN-FACING SERVICES CURRENTLY IN PRODUCTION 
ENVIRONMENT. 


ATTACHMENT B - VETERAN-FACING SERVICES PLATFORM ARCHITECTURE. 


ATTACHMENT C - LINKS TO PUBLIC REPOS FOR VETS.GOV. 


ATTACHMENT D - VA DIGITAL MODERNIZATION STRATEGY. 


ATTACHMENT E – AGILE ESTIMATOR 
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SECTION E - SOLICITATION PROVISIONS 


E.1  52.252-1  SOLICITATION PROVISIONS INCORPORATED BY 
REFERENCE  (FEB 1998) 


This solicitation incorporates one or more solicitation provisions by reference, with the same force and 
effect as if they were given in full text. Upon request, the Contracting Officer will make their full text 
available. The offeror is cautioned that the listed provisions may include blocks that must be completed 
by the offeror and submitted with its quotation or offer. In lieu of submitting the full text of those 
provisions, the offeror may identify the provision by paragraph identifier and provide the appropriate 
information with its quotation or offer. Also, the full text of a solicitation provision may be accessed 
electronically at this/these address(es): 


  http://www.acquisition.gov/far/index.html 
  http://www.va.gov/oal/library/vaar/ 
   


(End of Provision) 


FAR 
Number 


Title Date 


52.209-7 INFORMATION REGARDING RESPONSIBILITY MATTERS OCT 2018 
52.209-12 CERTIFICATION REGARDING TAX MATTERS FEB 2016 
52.216-31 TIME-AND-MATERIALS/LABOR-HOUR PROPOSAL 


REQUIREMENTS—COMMERCIAL ITEM ACQUISITION 
FEB 2007 


52.217-5 EVALUATION OF OPTIONS JUL 1990 


E.2  52.216-1 TYPE OF CONTRACT (APR 1984) 


  The Government contemplates award of a Hybrid Firm-Fixed-Price and Time & Materials task order 
resulting from this solicitation. 


(End of Provision) 


E.3 VAAR 852.209-70 ORGANIZATIONAL CONFLICTS OF INTEREST (JAN 
2008) 


(a) It is in the best interest of the Government to avoid situations which might create an organizational 
conflict of interest or where the offeror’s performance of work under the contract may provide the 
contractor with an unfair competitive advantage.  The term “organizational conflict of interest” means 
that because of other activities or relationships with other persons, a person is unable to render impartial 
assistance or advice to the Government, or the person’s objectivity in performing the contract work is or 
might be otherwise impaired, or the person has an unfair competitive advantage. 


 
(b) The offeror shall provide a statement with its offer which describes, in a concise manner, all 


relevant facts concerning any past, present, or currently planned interest (financial, contractual, 
organizational, or otherwise) or actual or potential organizational conflicts of interest relating to the 
services to be provided under this solicitation.  The offeror shall also provide statements with its offer 
containing the same information for any consultants and subcontractors identified in its proposal and 
which will provide services under the solicitation.  The offeror may also provide relevant facts that show 
how its organizational and/or management system or other actions would avoid or mitigate any actual or 
potential organizational conflicts of interest. 
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(c) Based on this information and any other information solicited or obtained by the contracting officer, 


the contracting officer may determine that an organizational conflict of interest exists which would 
warrant disqualifying the contractor for award of the contract unless the organizational conflict of interest 
can be mitigated to the contracting officer's satisfaction by negotiating terms and conditions of the 
contract to that effect.  If the conflict of interest cannot be mitigated and if the contracting officer finds 
that it is in the best interest of the United States to award the contract, the contracting officer shall request 
a waiver in accordance with FAR 9.503 and 48 CFR 809.503. 


 
(d) Nondisclosure or misrepresentation of actual or potential organizational conflicts of interest at the 


time of the offer, or arising as a result of a modification to the contract, may result in the termination of 
the contract at no expense to the Government. 


 
(End of Provision) 


 


E.4  VAAR 852.233-70  PROTEST CONTENT/ALTERNATIVE DISPUTE 
RESOLUTION (SEP 2018) 


(a) Any protest filed by an interested party shall— 


    (1) Include the name, address, fax number, email and telephone number of the protester; 


    (2) Identify the solicitation and/or contract number; 


    (3) Include an original signed by the protester or the protester’s representative and at least one 
copy; 


    (4) Set forth a detailed statement of the legal and factual grounds of the protest, including a 
description of resulting prejudice to the protester, and provide copies of relevant documents; 


    (5) Specifically request a ruling of the individual upon whom the protest is served; 


    (6) State the form of relief requested; and 


    (7) Provide all information establishing the timeliness of the protest. 


  (b) Failure to comply with the above may result in dismissal of the protest without further 
consideration. 


  (c) Bidders/offerors and Contracting Officers are encouraged to use alternative dispute 
resolution (ADR) procedures to resolve protests at any stage in the protest process. If ADR is 
used, the Department of Veterans Affairs will not furnish any documentation in an ADR 
proceeding beyond what is allowed by the Federal Acquisition Regulation. 


(End of Provision) 


E.5  VAAR 852.233-71  ALTERNATE PROTEST PROCEDURE (SEP 2018) 


(a) As an alternative to filing a protest with the Contracting Officer, an interested party may file a 
protest by mail or electronically with: Executive Director, Office of Acquisition and Logistics, 
Risk Management and Compliance Service (003A2C), Department of Veterans Affairs, 810 
Vermont Avenue NW, Washington, DC 20420 or Email: EDProtests@va.gov. 
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(b) The protest will not be considered if the interested party has a protest on the same or similar 
issue(s) pending with the Contracting Officer. 


(End of Provision) 


E.6  VAAR 852.270-1  REPRESENTATIVES OF CONTRACTING OFFICERS 
(JAN 2008) 


  The contracting officer reserves the right to designate representatives to act for him/her in furnishing 
technical guidance and advice or generally monitor the work to be performed under this contract. Such 
designation will be in writing and will define the scope and limitation of the designee's authority. A copy 
of the designation shall be furnished to the contractor. 


(End of Provision) 


E.7  BASIS FOR AWARD AND PROPOSAL INSTRUCTIONS 


A. BASIS FOR AWARD 
 
Any award will be made based on the best overall (i.e., best value) proposal that is determined to be the 
most beneficial to the Government, with appropriate consideration given to the three following evaluation 
Factors: Technical Factor 1 Case Study Submission, Technical Factor 2 Written Technical Solution and 
In-Person Technical Demonstration (ITD), and Price.  To receive consideration for award, a rating of no 
less than "Acceptable" must be achieved for Technical Factor 2. Technical Factor 2 is more important 
than Technical Factor 1 which is significantly more important than the Price Factor.  Offerors are 
cautioned that any resulting award may not necessarily be made to the lowest Price offered or the most 
highly rated Technical proposal.    
 
B. FACTORS TO BE EVALUATED  
 


1. TECHNICAL FACTOR 1 - CASE STUDY SUBMISSION 
 


2. TECHNICAL FACTOR 2 - WRITTEN TECHNICAL SOLUTION AND ITD 
 


3. FACTOR 3 - PRICE 
  
C. EVALUATION APPROACH  
 
All proposals shall be subject to evaluation by a team of Government personnel.  The proposal will be 
evaluated strictly in accordance with its content.  Proposals which merely restate the requirement, or state 
that the requirement will be met without providing supporting rationale, are not sufficient.  Offerors who 
fail to meet the minimum requirements of the solicitation will be rated Unacceptable and thus, ineligible 
for award.    


 
1.  TECHNICAL EVALUATION APPROACH.  The evaluation process will consider the following:   


 
TECHNICAL FACTOR 1: CASE STUDY SUBMISSION.  Technical Factor 1 shall evaluate the 
Government’s confidence in the Offeror’s ability, as evidenced by the past experience and 
expertise identified within each Case Study, as well as all artifacts provided with the Case 
Studies, to perform the work required in the Performance Work Statement (PWS).   
 
After the Government completes evaluation of each Technical Factor 1 Case Study Submission, 
the highest rated Offerors will receive an advisory notification advising them to proceed to 
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Technical Factor 2.  The notification will include the due date for the Written Technical Volume 
and the date, time and address for the ITD.  Lower rated Offerors will be advised they are 
unlikely to be viable competitors, along with the general basis for that opinion.  The intent of this 
advice is to minimize proposal development costs for those Offerors with little chance of 
receiving an award.  However, the Government’s advice will be a recommendation only, and 
those Offerors may elect to continue their participation in the acquisition.  Offerors who elect to 
continue their participation shall have 24 hours to provide notification to VA of their intention 
after which they will be provided the due date for the Written Technical Solution and the date, 
time and address for the ITD.  The Government does not intend to provide a brief explanation of 
the basis for its advisement after the completion of Technical Factor 1.  


 
TECHNICAL FACTOR 2: WRITTEN TECHNICAL SOLUTION AND ITD.  The evaluation of 
Technical Factor 2—Written Technical Solution and ITD will consider the following: 
 


a. Understanding of the Problem - Technical Factor 2 will be evaluated to determine the 
extent to which the Offeror’s approach demonstrates a clear understanding of all features 
involved in solving the problems and meeting and/or exceeding the requirements 
presented in the solicitation and the extent to which uncertainties are identified and 
resolutions proposed.  


 
b. Feasibility of Approach - Technical Factor 2 will be evaluated to determine the extent to 


which the proposed approach is workable and the end results achievable.  It will be 
evaluated to determine the level of confidence provided the Government with respect to 
the Offeror's methods and approach in successfully meeting and/or exceeding the 
requirements in a timely manner. 


 
2.   PRICE EVALUATION APPROACH.   


 
The Government will evaluate price by adding the total of all line item prices, including all options.  The 
total evaluated price will be that sum. The Government will adjust the Offeror’s proposed Total Evaluated 
Price if mathematical errors are identified. 
 
D.  PROPOSAL SUBMISSION 


 
Offerors shall be a General Services Administration (GSA) Federal Supply Schedule 70 holder by the 
date and time of receipt of proposals.  Each Offeror’s Proposal will be made up of a Case Study 
Submission, Written Technical Solution, ITD, Price Proposal and Solicitation, Offer & Award 
Documents, Certifications & Representations volume. 
 
The Offeror’s Case Studies shall be submitted electronically via the GSA eBUY website for GSA 
Schedule 70, in the format set forth in the solicitation.  The offerors written proposal volumes (Volumes 
II, III, and IV) shall be submitted via e-mail to David.Melton@va.gov   Proposals submitted by any other 
method will not be considered, unless they exceed 5MB in size and thus shall use Safe Access File 
Exchange (SAFE)**.  The use of hyperlinks or embedded attachments in proposals is prohibited. 
Accordingly, any information contained within an embedded attachment and/or hyperlink will neither be 
accessed nor evaluated.  The URL is https://www.ebuy.gsa.gov.  
 
**For Files that exceed the 5MB limit on eBuy uploads offerors shall utilize the Safe Access File 
Exchange (SAFE) at https://safe.amrdec.army.mil/safe/, using David.Melton@va.gov as the 
receiver.  SAFE is a web-based product that enables VA employees and contractors with active PIV 
cards to securely send or receive large ( < 2GB) files to and from individuals with a valid .gov, .mil, 
.com, or .edu email address. Vendor shall note use of SAFE in its response. ** 
 







36C10B19Q0176 


Page 89 of 95 


***Please note that VA’s inbound e-mail limitations are about 7MB if you anticipate your 
submission of the Written Technical Solution, Price Evaluation Approach, and/or 
Solicitation, Offer and Award Volumes to be more than that please use SAFE as described 
above as alternative to submitting documents to the Government. *** 
 
An Opt-in shall be provided confirming your intention to take part in this competition no later than 
March 12, 2019 by 3:00PM EST via email to David.Melton@va.gov.  Offerors who wish to form a 
Contractor Team Arrangement (CTA) with other GSA FSS 70 Special Item Number 132 51 
SDVOSB schedule holders shall also provide whom they will be teaming with specifically and that 
teaming partners  GSA FSS Schedule 70 Contract Number under Special Item Number 132 51 as 
part of their response. Offeror’s that do not respond affirmatively by the list 
ed date will not be included in the acquisition and any submitted Case Studies will not be evaluated.    
Case Studies will be submitted electronically via the GSA eBUY website for GSA Schedule 70 no 
later than March 13, 2019 at 12:00PM EST.  After evaluation of the Case Studies, Offerors will be 
provided an advisory notification.  Included in the advisory notification, or in reply to confirmation 
from a vendor that they are not taking the Government’s advisement and who elect to continue 
participation, will be the due date (which will be seven business days from date of notification) of 
the Written Technical Solution, Solicitation, Offer & Award Documents, Certifications & 
Representations and Price Proposals, and the date, time and location of the Offeror’s ITD (which 
are anticipated to be held between April 3, 2019 to April 5, 2019).  Any questions regarding the 
solicitation shall be provided to David.Melton@va.gov by 3:00 PM EST on March 8, 2019.   
 
WARNING:  Please do not wait until the last minute to submit your proposals! Late proposals will 
not be accepted for evaluation. To avoid submission of late proposals, we recommend the 
transmission of your proposal file 24 hours prior to the required proposal due date and time. Please 
be advised that timeliness is determined by the date and time an Offeror’s proposal is received by 
the Government not when an Offeror attempted transmission. Offerors are encouraged to review 
and ensure that sufficient bandwidth is available on their end of the transmission.   
 
VOLUME I-Technical Factor 1: Case Study Submission 
 
Offerors shall submit up to three relevant case studies for evaluation.  Relevant case studies must 
demonstrate recent (within the past two-years) performance of tasks, detailed in the PWS, related to 
administering, operating, building on, maintaining, or improving a public-facing services platform, 
performed by the Offeror or any proposed subcontractor who will be responsible for at least 30% of 
your proposed price.  Case studies may reflect work completed for Government and/or Commercial 
clients.   
 
Offerors are strongly encouraged to submit case studies that demonstrate the capability to perform 
multiple tasks from the PWS.  Case studies may include work performed under any combination of 
tasks contained in the PWS, but more weight will be given to Offerors whose case studies 
encompass the greatest number of tasks outlined in the PWS.  Offerors should indicate specifically 
which parts of each Case Study align with sections of the PWS.  At least one case study must reflect 
work performed on a services platform similar in scope to that which is outlined in the PWS.  The 
Case Studies shall also demonstrate an agile methodology and adherence to practices found within 
the Digital Services Playbook (https://playbook.cio.gov/) and the VA Digital Service Handbook 
(https://github.com/department-of-veterans-affairs/va-digital-service-handbook).  Each Case Study 
submission is limited to 3 pages in PDF Format.  
 
Offerors must include the following details for each case study submission: 
 


A. Client organization name 
B. Period of performance 
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C. Offeror’s role 
D. Goals and outcomes 
E. Technology solution 
F. Delivery Methodology 


 
In addition to the above, for AT LEAST ONE case study, Offerors must also submit the following: 
 


A. Code repository  
B. Post-mortem report and associated documentation 


 
Post-mortem report(s) shall be no longer than 2-pages outlining the issues resolved, how the issue(s) 
was found, the root cause analysis conducted, and how the issue(s) was addressed.  Code 
repositories should be provided via a publicly accessible URL (e.g. a URL for a GitHub public 
repository) or a single compressed file (e.g. a git repository compressed into a tarball). 
 
**Please note if a submitted Case Study(s) relies on the expertise provided by a subcontractor in 
Technical Factor 1, the subcontractor(s) shall be included as a proposed subcontractor in each 
future proposal Volume including any resultant award.  Additionally, should a Case Study of a 
proposed subcontractor be used in Technical Factor 1, the vendor shall ensure that the vendor 
clearly accounts for at least 30% of the proposed price in all future Proposal Volumes and the 
award.  Failure to ensure these conditions may render an Offeror’s proposal unacceptable. 
 
VOLUME II-Technical Factor 2: Written Technical Solution 
 
The Written Technical Solution shall be limited to 28 pages, excluding the cover letter and table of 
contents, in PDF Format.  Within the Written Technical Solution, the Offeror shall provide a detailed 
approach to the following: 
 


1) Overall Agile methodology and approach to operating, maintaining, and improving the 
VSP. 


2) Operating and Maintaining Infrastructure as Code  
3) Capturing and Analyzing User Insights and feedback. 
4) Guiding external teams in following an Agile Development Process. 
5) Developing and Maintaining Documentation and Standards. 
6) Triage and Resolution. 
7) What the Offeror would need from the Government to ensure success and any barriers 


that would reduce or delay success. 
8) How success and end user satisfaction will be determined and the strategy for capturing 


both product metrics and process metrics.  Additionally, provide a proposed method(s) for 
surveillance and performance metrics to be included in the Quality Assurance 
Surveillance Plan to be included with the awarded contract.  Offerors shall ensure the 
proposed methods and metrics align with their proposed agile approach.  


9) The proposed Labor Mix and Level of Effort by Iteration supporting the proposed FFP line 
items.  This description shall indicate whether the Labor Category is being proposed for the 
Prime or a subcontractor including which proposed subcontractor.  Please ensure all proposed 
Labor Categories are included in the Prime Contractor’s Schedule 70 contract. 


 
The Government estimates the following number of approximate Full-Time-Equivalents (FTEs) (1 FTE 
=1,920 hours per year) to support the requirements of the PWS as follows: 
 


PoP FTE Equivalents 
(total across all 


teams) 
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The Government estimates included in the table above are provided for informational purposes only, and 
Offerors are not bound to propose them.  Offerors shall propose their unique technical approach to 
accomplishing the tasks in the PWS. 
 
Technical Factor 2: In-Person Technical Demonstration  
 


Base Year  35 


Option Year 1 23 


Option Year 2 23 


Optional Task 1 - Base 8 


Optional Task 1 – OY1 16 


Optional Task 1 – OY2 32 


Optional Task 1a - Base 6 


Optional Task 1a – OY1 6 


Optional Task 1a – OY2 6 


Optional Task 2 - Base 4 


Optional Task 2 – OY1 8 


Optional Task 2 – OY2 12 


Optional Task 2a - Base 3 


Optional Task 2a – OY1 3 


Optional Task 2 – OY2 3 


Optional Task 3 - Base 4 


Optional Task 3 – OY1 8 


Optional Task 3 – OY2 12 


Optional Task 3a - Base 3.5 


Optional Task 3a – OY1 3.5 


Optional Task 3a – OY2 3.5 


Optional Task 4 - Base 8.5 


Optional Task 4 – OY1 17 


Optional Task 4 – OY2 25.5 


Optional Task 4a - Base 2 


Optional Task 4a – OY1 2 


Optional Task 4a – OY2 2 


Optional Task 5 –- Base 3 


Optional Task 5 – OY1 3 


Optional Task 5 – OY2 3 


Optional Task 5a – Base 2 


Optional Task 5a – OY1 2 


Optional Task 5a – OY2 2 


Optional Task 6 –Base 8 


Optional Task 6– OY1 8 


Optional Task 6– OY2 8 
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The Demonstrations will be held in Washington D.C.  The exact date, time, and address will be provided 
in the advisory notification provided after the evaluation of the Case Studies or on the date an Offeror 
notifies the Government they will be proceeding. 
 
The goal of the In-Person Technical Demonstration (ITD) is to evaluate the Offerors’ ability to 
provision application(s) to the VSP and work with a team who wishes to build on the Platform.  
Offerors will be given a scenario detailing a fictional government problem and will have two-hours to 
address a series of tasks.  Following the two-hour ITD, the Government will have the ability to ask 
clarifying questions specific to the Offeror’s technical demonstration which is not expected to exceed 
30 minutes.  No updates will be allowed for the ITD, however, the Government reserves the right to 
enter negotiations on the Offeror’s Written Technical Solution or Price Volume. 
 
The ITD is an opportunity for the team to demonstrate the skills that will be needed to execute the 
PWS.  The processes demonstrated shall use the same solutions detailed in the Written Technical 
Solution. 
 
All supporting digital and non-digital artifacts created during completion of the tasks shall be submitted 
at the end of the ITD via email to David.Melton@va.gov .  Examples of artifacts include training 
materials, user stories, meeting notes, project plans, and images of non-digital artifacts created during 
the demonstration (e.g. white board drawings).  These artifacts shall be representative of the Offeror’s 
proposed process for documenting work. Evaluators will be present for the entire ITD.  Vendors shall 
provide all items required for their ITD including, but not limited to, laptops, internet access (e.g. 
wireless hotspot), white board, etc.   
 
 VOLUME III– PRICE FACTOR 
 
Offerors shall submit a price volume which shall include the following: 
 


 Completed Section B and price proposal excel spreadsheet 
 Supporting documentation as described below 


 
Section B and price proposal excel spreadsheet:  Vendors shall fill into the provided Section B document 
their proposed Contract Line Items (CLINs) and provide fill-ins as included in each CLIN, and a unit 
price and extended price for each CLIN.  Vendors are free to add additional CLINs to support their 
proposed price.  Additionally, a price proposal shall be submitted in Microsoft Excel spreadsheet format.  
The first tab shall be a summary to include a top-level rollup of the total dollars and percentages by labor, 
materials, travel, Other Direct Costs, and total Task Order price.  Labor shall further be broken out by 
labor categories, labor rates, and hours.  A separate tab shall be used for the Prime and each 
subcontractor.  Additionally, any Material or Travel handling rates proposed for the Material or Travel 
line items shall be noted as well.  Any proposed amount for Material, Travel, and Other Direct Costs, 
under the T&M portion of the Task Order, will also be Not To Exceed ceiling amounts. 
 
Supporting documentation - Documentation is required to support the pricing proposed. This shall 
demonstrate the correlation between the proposed technical solution and the Section B submitted. The 
supporting documentation shall also include a Basis of Estimate (BOE) which aligns to how the pricing 
methodology is applied within each iteration. The BOE shall include, but is not limited to, such things as: 
 


 Number of Teams proposed 
 Size of Agile Teams 
 User Story sizing methodology 
 Any discounts applied  
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The Offeror is advised that in no instance shall its proposed labor rates(s) exceed the Offeror’s GSA 
Schedule 70 rate(s).  No open market items will be accepted.  The price proposal shall provide a clear 
statement of the total price to include calculation based on level of effort proposed.  All proposed labor 
categories and rates shall be clearly mapped back to the Offeror’s GSA Schedule 70 price list along with 
any discounts being applied.  The Offeror shall provide a copy of their current GSA Schedule 70 contract. 
 
In accordance With FAR 8.405-4 the Government is requesting price reductions off of the Offeror's GSA 
Schedule 70 ceiling rates/prices. 
 
The Government anticipates that the number of iterations and the total price of all CLINs will maximize 
the Government’s investment of about $88,000,000.00.  The estimate is provided for estimation and 
informational purposes only, and while based on the best information available at this time, it is subject to 
change and in no way commits the Government.  Although the Government’s intention is to maximize the 
value of the provided budget, these Government estimates are provided for informational purposes only 
and each Offerors’ proposed price shall be based on their unique technical approach to accomplishing the 
tasks in the PWS.   
 


 Approximate Estimate per year 


Base Year $10,000,000.00 


Option Year 1 $8,000,000.00 
Option Year 2 $8,000,000.00 


Optional Tasks - Base Year  $12,531,144.80 
Optional Tasks - Option Year 1 $19,770,497.60 
Optional Tasks - Option Year 2 $30,086,426.00 


 
The Offeror shall propose the unit price per iteration and complete the quantity of iterations it can 
accomplish in each 12-month period, including the optional tasks for each period, for the total price 
proposed. 
 
Price Rounding Issue - The Government requires Offerors to propose unit prices and total prices that are 
two decimal places and requires the unit prices and total prices to be displayed as two decimal 
places.  Ensure that the two digit unit price multiplied by the item quantity equals the two digit total item 
price (there should be no rounding). If an Excel spreadsheet is submitted by the Offerors, the Offerors 
shall ensure that the actual values in the spreadsheet cells are no more than two decimal places even if 
values in the spreadsheet cells are formatted to display two decimal places.  All Offerors should propose 
using an estimated award date of April 22, 2019. 


 
(IV) VOLUME IV - SOLICITATION, OFFER AND AWARD DOCUMENTS AND 
CERTIFICATIONS/REPRESENTATIONS.  
 
Certifications and Representations - An authorized official of the firm shall sign the Standard Form (SF) 
1449 and all certifications requiring original signature.  An Acrobat PDF file shall be created to capture 
the signatures for submission.  This Volume shall contain the following: 
  


a. Solicitation Section A –SF1449 and Acknowledgement of Amendments, if any. 
b. Any proposed terms and conditions and/or assumptions upon which the proposal is predicated.  


Any terms which deviate may render proposal unacceptable.  The Government will not be held to 
any terms and conditions and/or assumptions found in any other Volume and is not responsible 
for reviewing other Volumes for any terms and conditions and/or assumptions. 


c. This requirement is only applicable if you are proceeding as a CTA which you were required to 
notify the Government prior to or at the time of case study submission. Your CTA document 
should designate all team members and their corresponding Schedule contract numbers and 
describe the tasks to be performed by each team member, along with the associated proposed 







36C10B19Q0176 


Page 94 of 95 


prices (e.g., unit prices, labor categories, and hourly rates). If applicable, the team lead should 
also be identified, as should the individual team members responsible for delivery, warranty and 
other issues. 


 
WRITTEN PROPOSAL FILES.  The Offeror’s four Proposal Volumes shall be submitted in accordance 
with the following instructions: 


 
Any concerns regarding the proposal submission to the GSA E-Buy site above or for the written portion 
being submitted via e-mail shall be addressed to David Melton, Contract Specialist by email at 
David.Melton@va.gov or Joshua Cohen, Contracting Officer at Joshua.Cohen2@va.gov.   
 


Format:  The submission shall be clearly indexed and logically assembled.  Each volume shall be 
clearly identified and shall begin at the top of a page.  All pages of each volume shall be 
appropriately numbered and identified by the complete company name, date and solicitation 
number in the header and/or footer.  Proposal page limitations are applicable to this procurement.  
The Table below indicates the maximum page count (when applicable) for each volume of the 
Offeror’s proposal.   


 
All files will be submitted as either a Microsoft Word 2010 (.doc), Microsoft Excel (.XLS) file or 
an Acrobat (PDF) file or compatible as indicated in the table.  Page size shall be no greater than 8 
1/2" x 11" with printing on one side, only.  The top, bottom, left and right margins shall be a 
minimum of one inch (1”) each.  Font size shall be no smaller than 12-point.  Arial or Times New 
Roman fonts are required.  Characters shall be set at no less than normal spacing and 100% scale.  
Tables and illustrations may use a reduced font size not less than 8-point and may be landscape.  
Line spacing shall be set at no less than single space.  Each paragraph shall be separated by at 
least one blank line.  Page numbers, company logos, and headers and footers may be within the 
page margins ONLY, and are not bound by the 12-point font requirement.  Footnotes to text shall 
not be used.  All proprietary information shall be clearly and properly marked.  If the Offeror 
submits annexes, documentation, attachments or the like, not specifically required by this 
solicitation, such will count against the Offeror’s page limitations unless otherwise indicated in 
the specific volume instructions below.  Pages in violation of these instructions, either by 
exceeding the margin, font, printing, or spacing restrictions or by exceeding the total page limit 
for a particular volume, will not be evaluated.  Pages not evaluated due to violation of the margin, 
font or spacing restrictions will not count against the page limitations.  The page count will be 
determined by counting the pages in the order they come up in the print layout view. 


 
File Packaging:  All of the proposal files may be compressed (zipped) into one file entitled 
“proposal.zip” using WinZip version 6.2 or later version or the proposal files may be submitted 
individually.   


 
     Content Requirements.  All information shall be confined to the appropriate file.  The Offeror 


shall confine submissions to essential matters, sufficient to  
define the proposal and provide an adequate basis for evaluation.  Offerors are responsible for 
including sufficient details, in a concise manner, to permit a complete and accurate evaluation of 
each proposal.  The titles and page limits requirements for each file are shown in the Table below: 


 
Written Proposal 
Volume Number Factor File Name Page Limits 


Volume I Case Study Case Study.doc 


3 per Case Study 
(Does not include 


artifacts submitted) 


Volume II Written Technical Solution  
WTS.doc or 


WTS.pdf 28 
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Volume III Price Price.xls None 


Volume IV 
 


Solicitation, Offer & Award 
Documents, Certifications & 


Representations OfrRep.pdf None 
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NTIS Innovation Framework 


The Innovation Challenge 


Driving the transformation of the federal enterprise through innovation is essential to achieve mission outcome. 
Emerging and innovative technologies provide unprecedented opportunities to address mission-critical challenges 
and provide customer-driven services delivered efficiently, effectively, faster, and at lower cost. However, 
innovation is a hard journey. It requires any organization to transform itself and change its processes, services, 
business models while integrating risk and change management efforts. To succeed, a federal agency should 
proceed with an operating framework that enables it to explore innovative projects with tangible, immediate 
impact congruent with its national mission. 


NTIS Data Driven Innovation 


The Department of Commerce’s National Technical Information Service (NTIS) accelerates results across the 
Federal Government by leveraging data as a strategic asset to achieve mission outcomes. As a trusted Fed-to-Fed 
advisor, NTIS applies its unique joint venture partnership (JVP) authority (15 U.S. Code 3704b) leveraging leading, 
innovative companies to help federal agencies solve their complex data challenges. Our efforts promote 
operational excellence through applied data science innovation in areas such as artificial intelligence, machine 
learning, predictive analytics and blockchain. 


NTIS Framework 


 


NTIS Framework Innovation Drivers 


The NTIS framework provides a unique innovation value proposition for federal agencies: 


• It is anchored in NTIS and the federal agency embarking on an innovation journey that leverages the agile 
methodology to continuously tailor the solution to customer needs and deliver innovation through proof 
points and transformative and scalable business operations. 


• The private sector is engaged very early in the process (“pre-solicitation”) of problem formulation (not the 
solution) with the goal of understanding the mission and vision of the agency. A trusted relationship is 
established to discuss pain points and root causes, and collaboratively develop an initial problem 
statement.  


• The NTIS approach is not an acquisition or procurement. The NTIS private sector venture authority offers 
federal agencies a unique business model to solve national/global data centric challenges. NTIS provides 
quick access to private sector ingenuity to achieve a capacity to scale and time to market/value, which is 
critical in ultimately solving the right problem while mitigating risk.  
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NTIS Joint Venture Partnership Projects 


Project Name:  Technology and Data Innovation Initiative 


Organization Supported:  U.S. Department of Homeland Security (DHS) 
National Risk Management Center (NRMC) 


The Department of Homeland Security (DHS), National Risk Management Center (NRMC) is 
focused on identifying, analyzing, prioritizing, and managing the most significant risks to the nation’s critical 
infrastructure.  A major challenge facing the NRMC is identifying and collating various data sources across 16 
critical infrastructure sectors whose incapacitation or destruction would have a debilitating effect on security, 
national economic security, national public health or safety.  This project aims to develop innovative solutions in 
data analytics and artificial intelligence, focusing on systems integration and transition-to-use, to enhance the 
security and resiliency of the nation’s critical infrastructure community.  This would include assessment of 
methodologies to systematically measure, analyze and report on the risk exposure of the National Critical 
Functions (NCFs) and the nation’s overall NCF risk reduction results over time.  The project will develop a coherent 
approach to managing data and enabling authorized users to leverage a consistent set of analysis and reporting 
tools while maintaining strict controls over data access and security.  As a result of this project, the NRMC will be 
better positioned to carry out more accurate risk modelling and assessment, understand better the inter-
dependence and cascading effects between various sectors, including, for example, the disruption in supply chains 
as a result of major disasters such as the Coronavirus Pandemic, and foster effective coordination and 
collaboration among a broad spectrum of government and private sector organizations. 


 


Project Name:  Evidence-Based Decision-Making Capabilities for Acquisition Program Portfolio 
Management 


Organization Supported:  U.S. Department of Homeland Security (DHS) 
Office of Program Accountability and Risk Management (PARM) 


The Department of Homeland Security Program Accountability and Risk Management (PARM) is 
the DHS Management Directorate’s executive office for program execution in support of the Chief Acquisition 
Office (CAO).  PARM, as both a governance, oversight and support agency, maintains responsibilities to mature 
insights and efficiencies into DHS’s program acquisition performance.  A major challenge is leveraging resources to 
provide accurate assessments to provide to DHS leadership for decision support, knowledge management, and 
business intelligence, including analyses on returns-on-investments.  The objective of this project is to integrate 
data from the various PARM components into a PARM knowledge-base management (KM) store capability 
focused on improving the acquisition lifecycle framework (ALF) governance, oversight reporting, risk management 
and decisional insights on program acquisitions.  The project aims to deliver innovative data and processing 
capabilities to build, monitor, evaluate and improve on the quality, accuracy and predictiveness of acquisition 
program management capabilities and seamlessly unify data and innovation on digital content and business 
activities to improve on overall performance efficiencies, productivity and quality.  As a result of this project, the 
interoperation of all technology and view of data across PARM divisions and its DHS partners will be vital to 
ensure PARM keeps pace with surging demands and has the capacity and capabilities to optimize performance 
and adapt to a fluid and rapidly evolving acquisition environment that holistically enable continuous improvement 
to the fulfillment of PARM’s mission. 
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Project Name:  Scaling AI and its Impact Across the DoD 


Organization Supported:  U.S. Department of Defense (DoD) 
Joint Artificial Intelligence Center (JAIC) 


The DoD’s development of AI-enabled capabilities has historically been decentralized, resulting 
in limited ability to create synergies and build off the lessons learned.  In 2018, Congress established the JAIC to 
help focus DoD’s AI activities, drive the Defense Department AI Strategy, and accelerate the delivery of AI-enabled 
capabilities.  Given the pace of change in enabling technologies and the rapidly changing nature of adversaries, 
the JAIC prioritizes bridging the traditional gap between research and operations to better enable the DoD to 
fulfill its missions and strengthen current military advantages.  The objective of this project is to empower the JAIC 
to meet its mission through the agile development of:  1) Joint Information Warfare (JIW) capabilities that enable 
AI-based enterprise-level cybersecurity operations that include network event detection, user activity monitoring, 
and network mapping; 2) AI-enabled Intelligent Business Automation, Augmentation, and Analytics (IBA3) 
capabilities that automate manual, high volume, error-prone, and repetitive tasks; 3) Products that enable the 
Joint Warfighter (JW) solve current and future strategic, operational, and tactical problems though AI; and 4) A 
Joint Common Foundation (JCF) that establishes and operates a development and testing environment for AI 
products that can be integrated with existing military systems across the DoD.  As a result of this project, JAIC will 
better enable the DoD to meet its key missions and accelerate the DoD adoption and acceleration of AI to achieve 
mission impact at scale. 


 


Project Name:  Safety Analytics, Forecasting and Evaluation Reporting (SAFER) 


Organization Supported:  U.S. Department of Energy (DOE) 
National Nuclear Security Administration (NNSA) 


The Department of Energy (DOE), National Nuclear Security Administration (NNSA)’s enduring 
mission is to protect the nation by maintaining and improving a safe, secure, and effective nuclear weapons 
stockpile, reducing global nuclear threats, and providing submarines and aircrafts carriers with military effective 
nuclear propulsion.  A major challenge facing the NNSA is the ability to share information across the nuclear 
security enterprise.  With over 50,000 federal and contractor employees, getting the right information, to the 
right person, at the right time is a formidable task.  At the same time, the NNSA mission is growing in complexity, 
while facing attrition of an aging workforce.  NNSA needs the capability to share information and foster 
knowledge management enabling our workforce to meet mission demands.  This project will mature 
organizational strategies to more efficiently and effectively collect, process, analyze, and disseminate data and 
develop a data driven decision making capability to capture, utilize, and share data information related to subject 
matter areas of expertise.  The objective is to provide NNSA with a capability that will deliver data driven decision 
making support with comprehensive data management, analysis, reporting and archiving solutions with well-
defined operational activities and an underlying technology solution to safely achieve the mission, while 
maintaining strict controls over data access and security.  The NNSA envisions a future state where safety 
management uses real-time information to inform decisions, operate from a single source of truth, increase the 
data maturity model, and direct resources where they can make the most substantial impact on the health of 
NNSA’s safety programs.  As a result of this project, NNSA will be better positioned to embrace a next-generation 
enterprise to meet mission requirements and respond to current and future challenges. 
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Project Name:  Development of Comprehensive Data Integration Management Analysis and 
Reporting Capabilities 


Organization Supported:  U.S. Department of Labor (DOL) 
Office of the Chief Information Officer (OCIO) 


The Department of Labor’s (DOL) mission is to foster, promote and develop the welfare of the wage earners, job 
seekers and retirees of the United States; improve working conditions; advance opportunities for profitable 
employment; and assure work-related benefits and rights.  A major challenge facing the DOL is the vast volume of 
disconnected and siloed data across at least 15 different systems, spanning multiple bureaus, impeding on DOL’s 
ability to utilize the full potential of this unique data in the execution of its mission.  This project delivers a 
foundation for a consolidated and streamlined approach for DOL data collection processing and dissemination 
that includes policy security data standards and collaboration among all DOL stakeholders to achieve 
accountability, transparency, and evidence-based decision making.  It seeks to establish a Data Analytics 
Capability (DAC) Platform within its information technology (IT) platform to effectively integrate, analyze, and 
share data internally and externally.  DAC employs an open architecture approach and is designed with loosely 
coupled interoperable commercial off the shelf (COTS); government off the shelf (GOTS); open-source products, 
tools, and infrastructure services; data abstraction services; core middleware analytic services; and interaction 
services.  As a result of this project, DOL will rely on a Department wide analytic platform and a rigorous 
governance process with the capability to integrate diverse data, provide evidence-based decisions, reduce 
operations and maintenance costs, enhance cybersecurity posture, and deliver various and augmented current or 
future economic and labor indicators.    


 


Project Name:  Development of Digital Solutions (DDS)/ Grants Analytical Portal (GAP) 


Organization Supported:  U.S. Department of Health and Human Service (HHS) 
Office of Inspector General (OIG), Office of Chief Data Office (OCDO) 


The Department of Health and Human Services (HHS), Office of Inspector General (OIG) is the 
largest inspector general's office in the Federal Government, with a trillion-dollar portfolio and a workforce of 
approximately 1,600 dedicated to combating fraud, waste and abuse to protect the integrity of HHS programs.  
Most of HHS OIG’s resources go toward the oversight of Medicare and Medicaid — programs that represent a 
significant part of the Federal budget and that affect some of this country's most vulnerable citizens.  HHS OIG's 
oversight extends to programs under other HHS institutions, including the Centers for Disease Control and 
Prevention, National Institutes of Health, and the Food and Drug Administration.  Major challenges facing the 
largest US OIG office have been inadequate data sharing, inefficient analytical tools to drive insights from data 
across the agency, and the need to accelerate the process to access and analyze data to identify and target 
potential fraud schemes and areas of program waste and abuse in a multi-disciplinary, geographically dispersed 
ecosystem.  The objective of this project is to modernize OIG’s legacy platforms; provide mobile and remote 
access for a dispersed workforce across nine regions; provide geospatial capabilities within applications to better 
analyze localized trends for improper payment recovery efforts; create a flexible predictive and threat analytics 
platform that keeps pace with dynamic caseloads and supports OIG prevention or enforcement activities; and 
incorporate information security to protect restrictive and personal data while insuring compliance with the 
Health Insurance Portability and Accountability Act and Federal policies related to the protection of personally 
identifiable information (PII).  This includes an enterprise resources dashboard that aids in the allocation and 
coordination of HHS OIG resources to improve decision-making capabilities agency wide; and a Grants Analytics 
Portal (GAP) tool that leverages advanced data analytics to expand discovery and analysis of data sources related 
to NIH grants data and perform network analyses of Principal Investigators (PI's) and organizations, NIH 
researchers, and grant receiving organizations.  The project has enabled HHS OIG operatives to augment on-going 
audits, investigations, and evaluations.  GAP has transformed NIH grants oversight, including the goal to ensure 
that grantees did not receive duplicate funding.  As a result of this multiphase project, HHS OIG OCDO will enable 
the organization to identify emerging issues through data and automated risk assessments, effectively prioritize 
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the activities of OIG oversight and enforcement resources, and accelerate the process to identify and target 
program fraud, waste and abuse, and support key mission objectives. 


Project Name:  Malaria Data Integration and Visualization for Eradication (M-DIVE) 


Organization Supported:  U.S. Agency for International Development (USAID) 
President’s Malaria Initiative (PMI) 


USAID leads the U.S. Government’s international development and humanitarian efforts to save 
lives, reduce poverty, strengthen democratic governance, and help people emerge from humanitarian crises.  
Malaria prevention and control remains an important U.S. foreign assistance priority.  In 2018, there were 228 
million cases of malaria worldwide, resulting in an estimated 405,000 deaths.  USAID is committed to evidence-
based and data-driven approaches that reduce malaria transmission, deaths and illnesses, leading to country-by-
country eliminations and a world without malaria. While millions of lives have been saved since PMI’s inception in 
2005, USAID needed new capabilities to create innovative, breakthrough solutions to build USAID and USAID 
partners’ capacity to leverage data in the 27 focus countries that PMI operates in order to achieve the global 
target of malaria eradication by 2040 - 2050.  With this project, USAID developed an agile-delivered application in 
a secure cloud-based Malaria Data Integration and Visualization for Eradication (M-DIVE) platform.  The M-DIVE 
platform enables USAID to access and synthesize over 20 heterogenous data sources (e.g., epidemiological, supply 
chain, climate, financial, programmatic, demographic, economic development) to answer complex programmatic 
questions.  The data sources were previously siloed and difficult to synthesize.  These innovative capabilities 
located in one virtual space provide USAID with the ability to make more accurate monitoring and evaluation 
determinations, enabling USAID to improve malaria prevention, treatment, and control strategies.  As a result of 
this project, USAID’s malaria strengthened and AI-enabled control efforts will help save lives, protect the people 
most vulnerable to the disease, and promote economic stability. 


 


Project Name:  Development Data Commons (DDC)  


Organization Supported:  U.S. Agency for International Development (USAID) 
The Office of HIV-AIDS (OHA) and the Chief Information Office (CIO) 


USAID’s work delivers development and disaster assistance to over 80 countries around the 
world and spans the sectors of food security, democracy, human rights, education, climate change, gender 
equality, global health, and crisis and conflict.  These operations presented staff with siloed enterprise, 
programmatic, and field-based data sources and a large diversity of sources.  To better meet its mission, USAID is 
developing a Development Data Commons (DDC) to empower USAID staff and partners to address cross-program, 
cross-sector, and interdisciplinary questions with diverse data sources through efficient data synthesis at a global 
scale.  The DDC will deliver timely access to heterogeneous data and digital tools to combine, merge, use and re-
use those data in one virtual space that will allow USAID to answer complex programmatic questions and support 
decision-making across all sectors.  As a first step, the DDC is focusing on USAID’s HIV and AIDS (USAID OHA) 
Program.  USAID is a key implementing partner under the U.S. President’s Emergency Plan for AIDS Relief 
(PEPFAR), the largest and most diverse HIV and AIDS prevention, care, and treatment initiative in the world.  The 
DDC will allow USAID OHA to manage and use High Frequency Reporting information, which collects program 
performance data from implementing partners on a weekly basis, in combination with other program 
performance and evaluation, operational, and financial data.  As a result of this project, USAID-DDC will support 
USAID’s global mission by supporting evidence-based and data-driven capabilities that empowers development 
program performance and outcome trends at individual activity sites, across sites, and among beneficiary sub-
populations and to derive key lessons across past results and impacts. 
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Project Name:  Bioresearch Monitoring Program (BIMO) – Information Tracking Environment 
(CBITE) 


Organization Supported:  U.S. Food and Drug Administration (FDA) 
Center for Drug Evaluation and Research (CDER) 


The mission of the food and Drug Administration (FDA)’s Center for Drug Evaluation and Research (CDER) is to 
assess the reliability and interpretability of data submitted in support of applications for new drugs, biologics 
licensing, biosimilar and investigational new drugs, and oversee the clinical inspection process related to these 
applications.  As such, CDER must perform on-site inspections of clinical investigator sites and other regulated 
entities, such as sponsors, in-vivo bioequivalence facilities, institutional review boards, and nonclinical 
laboratories.  This project improves CDER’s data management and its analytic processes to ingest, access, and 
interpret heterogeneous data from multiple channels and prescribe the appropriate actions within its monitoring 
and reviewing framework.  The outcome of this project will be a modern system and set of more efficient 
processes to improve bioresearch monitoring compliance and automation to enhance effectiveness of drug site 
assessments.  As a result of this project, CDER’s capabilities will be extended and enhanced in order to keep up 
with the dramatic growth in size, complexity, and geographical expansion of the clinical trial enterprise and 
provide first-class business intelligence capabilities and data visualization for evidence-based decisions. 


 


Project Name:  Predictive Data Analytics and Modeling Program (PDAMP) 


Organization Supported:  U.S. Department of Veterans Affairs (VA) 
Office of Inspector General (OIG) 


The mission of the Department of Veteran Affairs (VA) Office of Inspector General (OIG) is to 
provide effective oversight of the programs and operations of the VA.  The VA OIG accomplishes this mission by 
conducting independent audits, inspections, and investigations designed to prevent and detect fraud, waste, and 
abuse across the VA’s healthcare, benefits, finance, construction, facilities, acquisition, and information 
technology programs.  The VA OIG maintains a data warehouse with approximately 25 terabytes (TB) of historical 
data from 87 VA data sources and additional state and local data sources, which includes transactional data from 
1973 to the present spanning the VA programs noted above.  This project will provide VA OIG with the capability 
to be more proactive, collaborative, and strategic in making data-driven decisions and conducting effective 
oversight to prevent and detect waste, fraud, and abuse across the VA’s healthcare, benefits, finance, 
construction, facilities, acquisition, and information technology programs.  As a result of this project, through the 
VA OIG dedicated analytics team comprised of data scientists, statisticians, data engineers, and advanced data 
analysts, the agency will leverage modern analytic technologies and methodologies to proactively detect areas at 
high risk for fraud, waste, and abuse. 


 


Project Name:  USAJOBs 


Organization Supported:  The Office of Personnel Management (OPM) 


The Office of Personnel Management (OPM) is the United States focal point for recruiting, 
retaining and honoring a world-class workforce for the American people.  The U.S. Federal 
Government relies on more than two million Americans and foreign nationals to work in the civil service.  
USAJOBS connects job seekers with federal employment opportunities across the United States and around the 
world.  Federal agencies use USAJOBS to facilitate their hiring processes and match qualified applicants to job 
openings.  With over 11 million account holders and 40 thousand opportunity announcements per month, 
USAJOBS serves as the central location to find career opportunities within hundreds of federal agencies and 
organizations.  An increasingly important challenge is connecting qualified applicants to the right jobs, while also 
providing agencies actionable data and tools to inform targeted recruitment efforts.  This project objective is to 
improve the customers' end-to-end recruitment and hiring experience.  It will provide OPM and, by extension, 
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federal agencies with the augmented ability for data exchange and governance when integrating into hiring, 
assessment, and onboarding systems. It aims to support OPM in developing an OPM Federal Staffing Center 
operational dashboard to report and monitor USAJOBS and USA Staffing key performance indicators and 
satisfaction metrics. It will improve the USAJOBS.gov search through AI based natural language parsing of job 
opportunity announcements for skills and similar attributes using advanced analytic techniques. Agencies will 
benefit from USAJOBS strategic recruitment tools and research findings to make data-driven decisions and 
anticipate skills trends. As a result of this project, OPM will benefit from an improved ability to create actionable 
information from user profiles to empower job matching based on skills and competencies from resumes, profiles 
and job announcements. 


 


Project Name:  Special Notice Option (SNO) 


Organization Supported:  Social Security Administration (SSA) 


The mission of the Social Security Administration (SSA) is to administer national Social Security 
programs as prescribed by legislation in an equitable, effective, efficient, and caring manner.  
The SSA needs to fulfill its mandated requirement to offer accessible data to the American public with special 
needs (Section 508 of the Rehabilitation Act of 1973).  This project is supported by the Data Transformation and 
Access (DTA) Office of the National Technical Information Service (NTIS).  The DTA provides state of the art 
creative solutions for data challenges faced by federal agencies who serve and must reach the public and 
individuals with disabilities.  This project provides solutions and services to allow the transformation of raw data 
into various alternative formats using assistive technologies and business intelligence techniques and tools, such 
as Quality Control/Quality Assurance procedures to ensure the integrity and security of data throughout the 
process.  Specific formats produced within this project are Braille, Large Print Format, Data CD and Audio CD.  The 
entire process is performed in an environment which guarantees the security of personally identifiable 
information (PII).  Over 400,000 visually and hearing-impaired social security beneficiaries are dependent upon 
this critical data dissemination function. 


 


Project Name:  Limited Access Death Master File (LADMF) 


Organization Supported:  Social Security Administration (SSA) 


The mission of the Social Security Administration (SSA) is to administer national Social Security 
programs as prescribed by legislation in an equitable, effective, efficient, and caring manner. 
The National Technical Information Service (NTIS) established a certification program for access to the Limited 
Access Death Master File (LADMF) pursuant to Section 203 of the Bipartisan Budget Act of 2013 (Pub. L. 113-67).  
NTIS provides authorized access of the LADMF data file as raw data and an online search database that list 
deceased individuals and their Social Security numbers, dates of birth, and dates of death.  Currently more than 
90 million records of deaths from 1936 to present are contained in the Social Security Administration file, NTIS 
provides program management of the certified access to data for a three-year period beginning on the date of an 
individual’s death.  Leading government agencies, financial institutions, investigative firms, credit reporting 
organizations, medical researchers, and other industries use the LADMF online interactive search application to 
verify death for the prevention of fraud, waste and abuse. This project enables to support the President’s 
Management Agenda (PMA), including preventing misuse and protecting the public though Cross Agency Priority 
(CAP) Goal 2 - Leveraging Data as a Strategic Asset, as well as improving customer experience and accessibility 
towards CAP Goal 4 - Improving Customer Experience with Federal Services.  
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Project Name:  Drug Enforcement Administration Controlled Substances Act Database (DEA 
CSA) 


Organization Supported:  Drug Enforcement Administration (DEA) 


The mission of the Drug Enforcement Administration (DEA) is to enforce the controlled 
substances laws and regulations of the United States and bring to the criminal and civil justice 
system of the United States, or any other competent jurisdiction, those organizations and principal members of 
organizations, involved in the growing, manufacture, or distribution of controlled substances appearing in or 
destined for illicit traffic in the United States; and to recommend and support non-enforcement programs aimed 
at reducing the availability of illicit controlled substances on the domestic and international markets.  A major 
challenge facing the DEA is to control the abuse and misuse of controlled substances and chemicals used in 
producing some over-the-counter drugs while maintaining databases of persons and organizations certified to 
handle controlled substances under the Controlled Substances Act (CSA).  The objective of this project is to 
support that goal by enabling certified use of the CSA database.  DEA authorizes the content of this database, and 
the inclusion of any individual or organization in the database, as proof of that entity's registration with the DEA. 
Pharmacies are required to verify this registration before filling prescriptions.  This project enables the DEA to 
leverage data dealing with controlled substances and provide controlled access to prevent misuse.  


 


Project Name:  Alternate Format (AF)  


Organization Supported:  U.S. Department of Education (DoED) 
Federal Student Aid 


The mission of the Department of Education (DoED) is to promote student achievement and 
preparation for global competitiveness by fostering educational excellence and ensuring equal 
access.  The DoED needs to fulfill its mandated requirement to offer accessible data to the American public with 
special needs (Section 508 of the Rehabilitation Act of 1973).  This project is supported by the Data 
Transformation and Access (DTA) Office of the National Technical Information Service (NTIS). The DTA provides 
state of the art creative solutions for data challenges faced by federal agencies who serve and must reach the 
public and individuals with disabilities.  This project provides solutions and services to allow the transformation of 
raw data into various alternative formats using assistive technologies and business intelligence techniques and 
tools, such as Quality Control/Quality Assurance procedures to ensure the integrity and security of data 
throughout the process.  Specific formats produced within this project are Braille, Large Print Format, Data CD and 
Audio CD.  The entire process is performed in an environment which guarantees the security of personally 
identifiable information (PII).  


 


Project Name:  Veteran Affairs Technology Transfer Protocol (VA-TTP) and Veterans Affairs 
Electronic Determination Aide (VAEDA) 


Organization Supported:  U.S. Department of Veterans Affairs (VA) 
Office of Research and Development (ORD) 


The VA provides approximately $700,000,000 annually to support research for medical and clinical care 
improvement, leading to inventions that have the potential to benefit veterans as well as the public.  The VA-TTP 
is tasked to identify inventions and when eligible, make the inventions available to the veteran community and 
public at a reasonable cost.  VA-TTP also collects royalties from commercialized VA-funded inventions and 
redistributes payments back into the research and inventors.  One of the critical challenges facing the agency was 
the underreporting of VA-funded inventions.  This error prone process was due to an intensive invention 
disclosure workflow, which is voluntary and manual and is hindering the VA’s ability to commercialize VA-funded 
inventions.  The objective of the project is to develop a web-based platform that automates the data collection 
and integration processes for invention disclosures, allowing VA-TTP staff to make more informed decisions on 
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patenting, commercialization of VA-owned technologies and/or inventions, and identification of potential 
licensees.  The VAEDA was added to this effort to enable VA to modernize a previously manual, intensive, paper-
driven process to determine if VA-funded research could be exempt from going through an Institutional Review 
Board (IRB) and evaluate the ethics associated with research conducted on humans.  As a result of these projects, 
VA will be able to streamline its processes, be compliant with Federal Regulations, reduce human error, save 
resources, increase return-on-investment (ROI) for VA-funded research and apply the benefits (time, funds, etc.) 
to further help Veterans and the public. 
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FY21 Category Success Stories
Civilian Services Acquisition Workshop (CSAW) for NASA


Category: Professional Services
Agency and/or contracting solution: NASA


KPI(s) addressed:


● Spend Under Management
● Contract Reduction


● Cost Avoidance
● SB Participation


Contact: Jonathan Evans, CSAW Program Lead


Overview
● The Professional Services Category facilitated a five-day Civilian Services Acquisition Workshop in support of a


major acquisition in partnership with NASA in December 2020.
● A SAW is a facilitated workshop built around a specific acquisition and its multi-functional integrated project team.


The workshop walks the core team through the performance-based acquisition (PBA) process from beginning to
end. 


● SAWs have been used by the Department of Defense (DoD) components to mentor and guide teams in
developing their acquisition planning, market research, performance requirements, request for proposal, source
selection, contractor performance assessment planning and execution documents. 


The objective
● To support NASA through the entire PBA process, expedite deliverable outputs, and accelerate team


performance. The objectives were for the team to:
○ Understand and apply the performance-based acquisition (PBA) process and the Steps to PBA
○ Explore and use  tools, resources, techniques, innovations and best practices to successfully execute the


requirement
○ Collaborate as a team through facilitated activities to develop draft documentation for this requirement
○ Develop a high-level roadmap for successfully implementing this performance-based acquisition
○ Gain consensus on a path forward


The work
● The 25 member Requirements Development Team (RDT) worked together on developing requirements and a


performance-based strategy for a large, agency-wide communications solution.
● The CSAW was led by the Professional Services Category Civilian SAW Program Lead & Category Product


Manager Jonathan Evans
● Over the course of the CSAW, the NASA team:


○ Collaborated to develop the mission, vision, high-level objectives, and team success factors
○ Worked together to identify market research needs, high-level risks, key stakeholders, and a high-level


communications strategy
○ Identified and refined performance requirements with associated performance standards, AQLs, and


quality assurance approach
○ Discussed source selection strategies and evaluation factors
○ Came to consensus on their next steps and the path forward to accomplish their requirement


The Result
● The facilitated process helped the integrated team make progress towards a high quality acquisition package that:


○ Will reduce acquisition lead time, result in better performance outcomes
○ Promoted CM principles, acquisition innovations, and market research tools
○ Met the Frictionless Acquisition Cross Agency Priority Goal
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												SOLICITATION QTA0016AWA0001

												J.P-5 Document Verification and Self Scoring Worksheet

		ATTACHMENT J.P-5

		DOCUMENT VERIFICATION AND SELF SCORING WORKSHEET

		Note: See Instructions in Section L.5.1.2

		OFFEROR NAME: [FILL IN OFFEROR NAME HERE]



		Section		Element		Enter Yes OR No for each question as applicable		Point Value		Score		File Name(s), e.g., ABC.VOL1.TOC.pdf  Reference L.4 PROPOSAL FORMAT TABLE

		L.4		VOLUME 1 – General

		L.4		Table of Contents				N/A		N/A

		L.5.1.1		SF33 (name, address, and acknowledgement of all amendments)				N/A		N/A

		L.5.1.2		Document Verification And Self Scoring Worksheet				N/A		N/A

		L.5.1.3.1		Joint Venture or Partnership Agreement (if applicable)				N/A		N/A

		L.5.1.3.2		Subcontractor Letter(s) of Commitment (if applicable)				N/A		N/A

		L.5.1.3.1 and L.5.1.3.2		Joint Venture and Subcontract Team Project Listing (if applicable)				N/A		N/A

		L.5.1.4		Professional Employee Compensation Plan				N/A		N/A

		L.5.1.5		Uncompensated Overtime Policy				N/A		N/A

		L.5.1.6		Representations and Certifications				N/A		N/A

		L.5.2		VOLUME 2 – RELEVANT EXPERIENCE

		L.5.2.2		Relevant Experience Projects: (The submitted projects must meet the conditions listed in L.5.2.2)

				Does EACH project meet the conditions listed in L.5.2.2? Type the word Yes or No in Column C for EACH project. 

				REP-1				3500		0

				REP-2				3500		0

				REP-3				3500		0

				REP-4				3500		0

				REP-5				3500		0

				REP-6				3500		0

				REP-7				3500		0

				REP-8				3500		0

				REP-9				3500		0

				REP-10				3500		0

				SUBTOTAL SCORE FOR SECTION L.5.2.2 ONLY:						0

		L.5.2.2.2		Relevant Experience Project in Foreign Locations:

				Does project involve work in a Foreign Location? SCORING CREDIT IS LIMITED TO A MAXIMUM OF ONE PROJECT ONLY. Type the word Yes or No in Column C for the project.  Fill in the Relevant Experience Project Identifier as applicable. 

				[FILL IN PROJECT IDENTIFIER HERE IF APPLICABLE, e.g., REP-1]				350		0

				SUBTOTAL SCORE FOR SECTION L.5.2.2.2 ONLY:						0

		L.5.2.2.3		Relevant Experience Project Representing a Task Order against a Multiple-Award Contract:

				Is project a Task Order against a Multiple-Award Contract? Type the word Yes or No in Column C for EACH project.  Fill in the Relevant Experience Project Identifier as applicable. 

				REP-1				350		0

				REP-2				350		0

				REP-3				350		0

				REP-4				350		0

				REP-5				350		0

				REP-6				350		0

				REP-7				350		0

				REP-8				350		0

				REP-9				350		0

				REP-10				350		0

				SUBTOTAL SCORE FOR SECTION L.5.2.2.3 ONLY:						0

		L.5.2.2.4		Relevant Experience Project Demonstrating Management of Larger Value Projects

				Does project value meet or exceed values identified in L.5.2.2.4? Type the word Yes or No in Column C for EACH project. SELECT HIGHEST VALUE APPLICABLE

				REP-1

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				REP-2

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				REP-3

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				REP-4

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				REP-5

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				REP-6

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				REP-7

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				REP-8

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				REP-9

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				REP-10

				Project value greater than or equal to $2 Million, but less than $6 Million				250		0

				Project value greater than or equal to $6 Million				500		0

				SUBTOTAL SCORE FOR SECTION L.5.2.2.4 ONLY:						0

		L.5.2.2.5		Relevant Experience Projects Demonstrating Experience With Multiple Federal Government Customers

				List Funding Agency Code in Column C for each Relevant Experience Project that was performed for a Federal Government Customer

				REP-1 

				REP-2

				REP-3

				REP-4

				REP-5

				REP-6

				REP-7

				REP-8

				REP-9

				REP-10

				Do the submitted projects under L.5.2.2.5 demonstrate relevant experience with multiple federal government customers? Type the word Yes or No in Column C for highest number. SELECT HIGHEST NUMBER APPLICABLE

				Experience with two Federal Government Customers				350		0

				Experience with three Federal Government Customers				700		0

				Experience with four Federal Government Customers				1050		0

				Experience with five Federal Government Customers				1400		0

				Experience with six Federal Government Customers				1750		0

				Experience with seven Federal Government Customers				2100		0

				Experience with eight Federal Government Customers				2450		0

				Experience with nine Federal Government Customers				2800		0

				Experience with ten Federal Government Customers				3150		0

				SUBTOTAL SCORE FOR SECTION L.5.2.2.5 ONLY:						0

		L.5.2.2.6		Breadth of Relevant Experience Performance Areas

				List Performance Area/NAICS in Column C for each submitted Relevant Experience Project.

				REP-1 

				REP-2

				REP-3

				REP-4

				REP-5

				REP-6

				REP-7

				REP-8

				REP-9

				REP-10

				Do the submitted projects under L.5.2.2.6 demonstrate breadth of experience across multiple performance areas? Type the word Yes or No in Column C for highest number. SELECT HIGHEST NUMBER APPLICABLE

				Experience demonstrated in two performance areas				750		0

				Experience demonstrated in three performance areas				1500		0

				Experience demonstrated in four performance areas				2250		0

				Experience demonstrated in five performance areas				3000		0

				SUBTOTAL SCORE FOR SECTION L.5.2.2.6 ONLY:						0

		L.5.3		VOLUME 3 – PAST PERFORMANCE

		L.5.3		PAST PERFORMANCE FOR RELEVANT EXPERIENCE PROJECTS

				Do the submitted projects demonstrate a positive record of past performance? Type the word Yes or No in Column C.  Include Negative Past Performance Narrative, if applicable.				20000		0

				Identify the three Relevant Experience Projects from L.5.2.2 being utilized as Past Performance Examples:

				[FILL IN PROJECT IDENTIFIER HERE, e.g., REP-1]

				[FILL IN PROJECT IDENTIFIER HERE, e.g., REP-1]

				[FILL IN PROJECT IDENTIFIER HERE, e.g., REP-1]

				SUBTOTAL SCORE FOR SECTION L.5.3 ONLY:						0

		L.5.4		VOLUME 4 – SYSTEMS, CERTIFICATIONS, AND CLEARANCES

				Does the Offeror have each of the following?  Type the word Yes or No in Column C. 

		L.5.4.1		Cost Accounting System				5000		0

		L.5.4.2		CMMI - SELECT HIGHEST LEVEL APPLICABLE

				CMMI - SVC or DEV - LEVEL II				1250		0

				CMMI - SVC or DEV - LEVEL III OR GREATER				2500		0

				ISO - SELECT EACH THAT IS APPLICABLE

		L.5.4.3		ISO 9001				2500		0

		L.5.4.4		ISO 20000				2500		0

		L.5.4.5		ISO/IEC 27001:2013				2500		0

		L.5.4.6		Government Facility Clearance - SELECT HIGHEST LEVEL APPLICABLE

				Secret				2500		0

				Top Secret 				5000		0

				SUBTOTAL SCORE FOR SECTION L.5.4						0

		L.5.5		VOLUME 5 - RISK ASSESSMENT

		L.5.5.1		Organizational Risk Assessment - Has the offeror previously performed in the same business arrangement as proposed?				5000		0

		L.5.5.2		Limitations on Subcontracting Compliance Risk - Were at least 50% of the projects submitted under L.5.2.2 performed by SDVOSBs?				5000		0

				SUBTOTAL SCORE FOR SECTION L.5.5						0

		L.5.6		VOLUME 6 – COST/PRICE

		L.5.6.1		Basis of Estimate				N/A		N/A

		L.5.6.2		Cost/Price Template				N/A		N/A

		L.5.7		VOLUME 7 – RESPONSIBILITY

		L.5.7.1		GSA Form 527				N/A		N/A

						TOTAL POINTS SCORED:				- 0








DELIVERING OUTCOMES THAT MAKE A DIFFERENCE


President’s Malaria Initiative 
Outcome: Data-integration system for 
evidence-based decision-making to 
strategically use limited data  resources.


DOL’s Bureau of Labor and Statistics
Outcome: Developed a big data-
integration system, integrating 15 
legacy data-centric system applications.


Transfer Technology Program
Outcome: Leveraging predictive 
modeling to make informed  
commercialization decisions on VA-
owned technologies.


National Risk Management Center
Outcome: Protecting our nation’s critical 
infrastructure through identifying, 
analyzing, prioritizing, and countering 
high-consequence digital threats.


USAJOBS.gov
Outcome: Improving HR and digital 
records with blockchain technology 
ensure efficient data management, 
exchange, and security of records.


Center for Drug Evaluation and Research
Outcome:  Improving bioresearch 
monitoring compliance using data 
analytics and automation to enhance 
effectiveness of drug site assessments.


Office of Inspector General, HHS
Outcome:  Launching an integrated data 
analytics and machine learning  platform 
to detect complex fraud patterns.


Controlled Substance Act
Outcome:  Manage subscription services 
and database hosting operations to 
help control the abuse and misuse of 
controlled substances.


CONTACT US:
At NTIS, we recognize the myriad of data-centric challenges facing the Federal Government. Through the use of our joint 
venture authority, NTIS can help design and deliver better data outcomes that move your agency’s mission forward. To 
learn more contact Elizabeth Shaw, Associate Director, Office of Program Development at eshaw@ntis.gov | 703.605.6136


Joint Artificial Intelligence Center (JAIC)
Outcome:  Accelerating the delivery, scale and synchronization of the department’s artificial 
intelligence efforts. 


Technology Partnership Office 
Outcome: Leveraging data science to 
connect federal research to the private 
sector.


Special Notice Options for the Blind 
and Visually Impaired
Outcome: Provide data accessibility 
services in:  braille, audio CDs, text-
readable versions, and large-print formats.


Citizen Immigration Services
Outcome: Delivering a more efficient 
E-Verify system while improving quality 
control of data collection. 


Office of Inspector General, VA
Outcome: Predictive Data Analytics and 
Modeling Program to predict potential 
fraud and address systemic issues 
across the VA ecosystem.
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AWARD DECISION DOCUMENT 
 
Based upon final consensus reached for Phase I, the TET recommended the following three (3) 
quoters for participation in Phase II:  
 
- Company A 
- Comp B 
- Comp C 
 
August 13, 2019: The Contracting Officer sent the down select notification letter to each of the 
seven (7) quoters. The four (4) lower-rated quoters were asked to provide a response by August 
16, 2019, indicating whether or not they wished to participate in Phase II. Each of the four (4) 
responded that they did not wish to participate in Phase II; the Government then indicated that 
upon award, each quoter would be given an informal feedback session.  
 
Company A, Comp B, and Comp C each acknowledged that they would like to participate in 
Phase II.  
 
August 21, 2019: The Contracting Officer sent a letter to each of the invited Phase II quoters 
with instructions on providing their Phase II response (Volume II: Oral Presentation and Volume 
III: Price Proposal) as well logistical details of the oral presentation date, time and location. In 
accordance with Section L.10 of the RFQ, the Government requested a list of participants for the  
presentation. The RFQ stated that a minimum three (3) participants would be permitted.  


 
Phase II 
 
Submissions for Phase II are the Oral Presentation (Volume II) and the Business and Pricing 
Volume (Volume III).  The criteria for Phase II are listed in descending importance, as follows: 
 


Factor 5: Oral Presentation – Proposed Solution 
Factor 5: Price 


 
Factor 5 – The oral presentation was considered significantly more important than price per section 
M.1 of the solicitation.   
 
Oral presentations took place on September 3 and September 4, 2019. In accordance with section 
L.10 of the RFQ, each quoter presented for 60 minutes, followed by a fifteen-minute break for the 
Government to caucus. The second hour was an interactive dialogue session between the TET and 
the quoter’s team, in which the TET raised pertinent questions in regard to the content of the 
quoter’s presentation.  Upon conclusion of the dialogue, the quoter’s team departed, and the TET 
began a discussion of the merits of each quoter’s presentation so as to reach a consensus, and 
culminating in a single assigned Confidence Rating for each quoter. The table below summarizes 
the final Criteria 5 rating for each Phase II Quoter: 
 
Row No. Offeror Phase II Rating 
1 Company A. Some 
2 Comp B Some 
3 Comp C High 
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Company A – Phase II 
 
Confidence Rating: Some 
 
For Phase II, Comp A received a rating of Some Confidence.  Although there were some areas of 
the oral presentation which raised expectations for success, Company A did not instill confidence 
with several of their answers in the Q&A portion of the oral presentation. The TET noted two of 
the three participants were from Company A’s Teaming Partner XYZ, and that those two 
participants responded to all key questions of a technical nature. The TET came to the conclusion 
that XYZ would be doing the clear majority of the work, which the TET determined to present a 
risk of the new solution failing should XYZ terminate their teaming agreement. In addition, 
Company A’s answer demonstrated that they perhaps did not fully understand the security 
concerns of the solution, as well as the difference between managing a system for other related 
areas. Company A was unable to answer a question asked about XXXX, which deals with DHS 
Security compliance requirements. In addition, Company A proposed housing the solution on the  
on XXXX, and was not sure how to, or possibly unable to, XXXXXXX. These aspects of the 
presentation did not instill confidence in the TET and thus a rating of some confidence was given.  


 
In summation, Comp A addressed each of the four (4) required Phase II Factor 5 evaluation 
elements.  Nevertheless, they did not receive a confidence rating of High because of the issues 
cited above, which lowered the overall expectation of success. The Government determines that 
this would introduce a level of risk that may lead to an unacceptable level of performance.     
 
Comp B – Phase II 
 
Confidence Rating: Some 
 
For Phase II, Comp B received a rating of Some Confidence. During the oral presentation, the 
demonstration of the solution left something lacking, as they did not represent the full requirements 
of the XXX Solution as identified in the SOW. To the TET, their proposed solution seemed almost 
like a test-version for development at a later, undisclosed date and lacked the robustness the TET 
was looking for. Comp B talk about data migration suggested that DHS may need to provide a 
higher level of intervention than previously anticipated. The TET considered Comp B to lack an 
understanding of REDACTED. The TET determined that Comp B’s solution did not have an 
intuitive user interface. 


 
Although Comp B provided a good value, in that their overall technical approach and solution is 
not prohibitively expensive, the solution appears to be a prototype, with no finished, polished 
product in mind. There is a medium risk of hurdles arising during the course of the contract. 
 
In summation, Comp B addressed each of the four (4) required Phase II Factor 5 evaluation 
elements. Nevertheless, they did not receive a confidence rating of High because of the issues cited 
above, which lowered the overall expectation of success. The Government determines that this 
would introduce a level of risk that may lead to an unacceptable level of performance.     


 
Comp C – Phase II 
 







GS-35F-118BA / 70RSAT19FR0000156 


3 | P a g e          P r o c u r e m e n t  S e n s i t i v e  –  S e e  F A R  3 . 1 0 4  
 


 


Confidence Rating: High 
 


For Phase II, Comp B received a rating of High Confidence. During their oral presentation, Comp 
B instilled high confidence for the TET. The TET determined Comp B’s demonstration to be 
technically superior above the other proposed solutions, and the level of professionalism is high. 
The TET identified fewer aspects which lowered the expectation of success in Comp C than the 
other two Phase II quoters. The TET noted Comp C’s unfamiliarity with the DHS workflow 
processes, and the TET indicated Comp C did not have a full understanding of contracts. 
Nevertheless, the TET was satisfied with Comp C’s presentation, and the same could not be said 
for the other quoters’ presentations. 


 
Comp C demonstrated the ability provide the highest-quality of service, and the Government 
cannot overlook this benefit because the future holds uncertain conditions such as cloud migration. 
The TET determined that Comp C presented a lower risk of failing to overcome obstacles which 
may arise during the performance of the contract. 
 
In summation, Comp C addressed each of the four (4) required Phase II Factor 5 evaluation 
elements: They received a confidence rating of High because of the excellence in the oral 
presentation, which raised the overall expectation of success. The Government determines that 
Comp C has the lowest risk of an unacceptable level of performance.     
 
In accordance with Section M.2, the Government may perform a comparative analysis (comparing 
quoter responses to one another) to select the quoter that is best suited to fulfill the requirements, 
based on the quoters’ responses to the factors outlined in this RFQ and their relative importance.  
In comparison to Company A and Comp B, Comp C is the option which was determined by the 
TET to provide an of expectation of high-level performance, whereas Company A and Comp B 
raised concerns with the TET as to whether the issues of the current solution can be resolved under 
the new solution. 
 
Phase II: Volume III Price Proposal Evaluation 
 
The quoters’ Volume III price proposals contained a proposed labor mix as well as the proposed 
labor rates for the base year, and Option Years 1, 2, 3 and 4. The table below gives the summary 
price breakdown for each quoter’s base year and option years, along with the Independent 
Government Cost Estimate: 
 


Row 
No. 


Offeror Base Option 1 Option 2 Option 3 Option 4 Total Price 


1 Comp 
A 


$1,100,000.00 $1,200,000.00 $1,300,000.00 $1,400,000.00 $1,500,000.00 $6,500,000.00 


2 Comp 
B 


$1,200,000.00 $1,300,000.00 $1,400,000.00 $1,500,000.00 $1,600,000.00 $7,000,000.00 


3 Comp 
C 


$1,400,000.00 $1,500,000.00 $1,600,000.00 $1,700,000.00 $1,800,000.00 $8,000,000.00 


4 IGCE $1,400,000.00 $1,400,000.00 $1,400,000.00 $1,400,000.00 $1,400,000.00 $7,000,000.00 
 
The TET Chair reviewed each of the quoters’ proposed labor categories and labor mix and 
determined all 3 quoters to be acceptable.  Each quoter also properly mapped their GSA 
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Schedule XX  labor categories to the Government’s internal labor categories as identified in the 
IGCE and Statement of Work.  
 
Consistent with Section M.1 of the solicitation, all non-price evaluation criteria, when combined, 
were considered to be significantly more important than price. Comp C’s price is higher than the 
second-highest offer ($1M), and it is $1M higher than the IGCE. Comp C’s total price is $1.5M 
higher than the lowest-priced proposal Comp A. 
 
In conclusion, the Government determined that each quoter’s total evaluated price was fair and 
reasonable due to price competition, in accordance with the price analysis techniques from FAR 
Part 15.404-1(b). 
 
Exchanges with Best-Suited Contractor 
 
After the September 10th receipt of the price quote, the Contracting Officer (serving as the selection 
official) selected Comp C as the apparently successful quoter as outlined in Section M.2 of the 
RFQ. The price quote was the last remaining Factor to be provided as all technical factors had 
already been evaluated and completed. Based on all technical evaluation factors and price (all 
factors 1 – 6), Company C is the apparent successful quoter. Section M.2 states that that once the 
Government determines the quoter that is the best-suited (i.e., the apparent successful quoter), the 
Government reserves the right to communicate with only that quoter to address any remaining 
issues, if necessary, and finalize a task order with that quoter. These could include technical and 
price. Because the determination had been made that Comp C’s quote represented the best value, 
the Contracting Officer made the decision to approach Comp C for purposes of improving their 
total offered price. The Contracting Officer discussed Comp C’s high rates in XX CLIN, and Comp 
C agreed to lower their total offered price by $400,000 (5%). 
 
VII. BEST VALUE TRADEOFF  


 
Because there were two (2) quoters (Comp A and Comp b) that were lower priced than Comp C, 
a best value tradeoff analysis is required to be performed.  The following information is provided 
citing the reasoning as to why Comp C represents a better overall value to the Government than 
Comp B and Comp A. I do appreciate the lower-priced quotes submitted by Company A and Comp 
C, but I also note that price is the least importance factor. In my opinion, the benefits of Comp’s 
quote merit the additional costs 
 
REDACTED TRADEOFF SUMMARY  


 
In summation, when combining the technical merits of Comp C’s technical proposal and their total 
offered price, Comp C’s proposal both technical and price factors considered represents the best 
overall value to the Government. 
 
VIII. AWARD RECOMMENDATION  
 
Based on a comparative assessment of the proposals against all evaluation criteria and the 
aforementioned price/non-price factors rationale, the Contracting Officer has hereby determined that 
the following quoter’s proposal represents the best value to the Government, price and other factors 
considered and hereby recommends award:  
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- Comp C  


 
The following information provides an award recommendation synopsis for Company C.  
 
Comp C received confidence ratings of High for Factor 1 – Technical Approach, as well as for 
Factor 5 – Oral Presentation. No other quoter received this rating for either of those criteria. Comp 
C demonstrated a strong and thorough understanding of the Statement of Work and the TET 
determined their proposed technical approach methodology to have potential in value-added 
benefits to the Government. The TET recommends that Comp C’s represents the best value to the 
Government. 


. 
 


IX. AWARD DETERMINATION  
 


Based upon the findings cited above, the Government has determined the total price offered by Comp C 
fair and reasonable. Comp C has met all RFQ labor category education and work experience 
requirements and their proposed labor mix is deemed acceptable by the TET and by the Contracting 
Officer.  The proposed total number of hours is consistent with the IGCE, and based upon review of its 
proposal, the TET and the Contracting Office determine Comp C to be fully capable of successfully 
performing the requirements of the Statement of Work. 
 


 
Signed by: 


 
__________________________                                           ______________ 
John Doe                                                                        Date                               
Contract Officer 


 








 


Source Selection Information -- See FAR 2.101 and 3.104 


Selection Decision Document 
Task Order Request for Proposal Solicitation #XXXXXX-19-F-0000XXXX 


 
I have conducted a comparative analysis of the quotes and conducted a tradeoff.  In my opinion, BBB’s 
quote provides the best value based on the evaluation factors listed in the solicitation. 
 
The table below summarizes the evaluation outcomes: 
 


 Phase I Phase II 
 Factor 1 


XXXX XXXX  
XXXX  


Factor 2 
XXXX, XXXX, and  


XXXX XXXX  


Factor 3 
Price 


AAA High 
Confidence 


Some 
Confidence 


$ 64.7M 


BBB High 
Confidence 


High 
Confidence 


$ 63.5M 


CCC High 
Confidence 


Low 
Confidence 


$ 49.1M 


Note 1:  The solicitation indicates that Factors 1, 2, and 3 are in descending order of importance. 
Note 2:  For the Factors 1 and 2, the rating indicates the technical evaluation team’s consensus that 
the Government has High/Some/Low confidence that the offeror understands the requirement, 
proposes a sound approach, and will be successful in performing the contract.  


 
Although this decision is my independent decision, I used reports and analyses prepared by others.  
Specifically, I reviewed the following: 
 
  Factor 1, Consensus Evaluation Worksheet, AAA 
  Factor 1, Consensus Evaluation Worksheet, BBB 
  Factor 1, Consensus Evaluation Worksheet, CCC 
  Factor 2, Consensus Evaluation Worksheet, AAA 
  Factor 2, Consensus Evaluation Worksheet, BBB 
  Factor 2, Consensus Evaluation Worksheet, CCC 
  Factor 3, Price Analysis Worksheet (corrected), AAA 
  Factor 3, Price Analysis Worksheet (corrected), BBB 
  Factor 3, Price Analysis Worksheet (corrected), CCC 
 
After reviewing these reports, I met with the technical evaluation team and the price evaluation team.  I 
asked a few questions to understand their process and so forth.   
 
For Factor 1, I consider all three offers to be substantially equal.  They all received the same adjectival 
rating, and all three had findings that both raised and lowered the expectation of success.  Nothing in 
particular stands out to me, and this factor is not a discriminator in my decision. 
 
For Factor 2, I found BBB’s offer to be superior to both AAA’s and CCC’s offers.  In particular, I noted 
BBB’s strong key personnel team and their clear understanding of the XXXX’s mission and challenges. In 
addition, BBB’s approach to risk methodology development is in alignment with current XXXX 
understanding.  Finally, BBB presented a forward-thinking approach to the XXXX mission. They 
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specifically discussed how critical infrastructure will evolve over time and the risk analysis the XXXX 
should support moving forward. 
 
I was notably concerned about AAA’s depth of knowledge and bandwidth their key personnel can 
provide to the effort. Specifically, there appeared single points of failure with the data lead serving as 
key for two tasks and the program manager being too instrumental to the team’s success.  In addition, 
their response to questions regarding data, tools, and capability development relied on previous 
experience which was already evaluated in phase one and they did not discuss how they relate to the 
support of XXXX requirements.  
 
I was also concerned about the key personnel CCC presented. Team dynamics were not collaborative 
and there was not demonstrated expertise for the planning and program management leads. In 
addition, CCC’s presentation of XXXX prioritization overly relied on stakeholder input and did not include 
an analytic framework or a clear link to data analysis. 
 
For Factor 3, CCC has the lowest price, followed by BBB and then AAA.  I noted a marked gap between 
CCC to BBB and noted that BBB’s and AAA’s prices are within two percent of each other. 
 
In making my decision, I first compared CCC to BBB.  I appreciate CCC’s lower price, but also note that 
price is the least important factor.  In my opinion, the benefit of BBB’s offer for Factor 2 merits the 
additional cost, and subsequently I rank BBB as providing better value than CCC. 
 
I then compared BBB to AAA.  Because I see BBB’s offer as superior to AAA’s offer for Factor 2 (per the 
notes above), BBB’s quote is technically-superior to AAAs; it is also lower-priced.  So, I rank BBB as 
providing better value than AAA. 
 
BBB’s offer provides the best value in this procurement.  I select BBB for task order award.  
 
The RFQ included text under the heading “Exchanges with Best-Suited Contractor.”  Before making 
award, and without telling BBB that it is the apparently successful quoter, I want the contracting officer 
to try to negotiate a price reduction with BBB without changing technical performance or any other 
terms and conditions.  That is, I want the contracting officer to make BBB’s best quote even better.  
However, whether or not the contracting officer is successful, award should be made to BBB. 
 
 
_______________________________________________ ______________ 
XXXX XXXX, Selecting Official  Date 
XXXX, XXXX, XXXX 
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I. Overview of the Commercial Solutions Opening Pilot Program 


A. Statutory Authority.  The National Defense Authorization Act (NDAA) for Fiscal 
Year (FY) 2017, Title VIII, § 880 (Pub. L. 114-328), Pilot Programs for Authority 
to Acquire Innovative Commercial Items Using General Solicitation Competitive 
Procedures, authorizes the Secretary of the Department1 to carry out a 
“commercial solutions opening pilot program” (CSOP) to competitively procure 
innovative commercial items, not to exceed $10,000,000, until September 30, 
2022.  Innovative, within the meaning of this statute, is any new technology, 
process, or method, including research and development; or any new application 
of an existing technology, process, or method.  (see Appendix A, Commercial 
Solutions Opening Pilot Program Statute, for the statutory language.)   


The NDAA for FY 2019, Title, VIII, § 836 (Pub. L. 115-232), Revision of 
Definition of Commercial Item for Purposes of Federal Acquisition Statutes, 
separated the term “commercial items” into “commercial products” and 
“commercial services” at 41 U.S.C. § 103.  Section 836 made conforming edits to 
several acquisition statutes, including section 880, with subsection (f)(1) replacing 
“innovative commercial items” with “innovative commercial products.”   


The NDAA for FY 2023, Title LXXII, § 7227 (Pub. L. 117-263), Enabling 
Entrepreneurs and Agency Missions, amended section 880 to: (1) clarify the 
scope of the authority to provide for commercial products, including commercial 
services; (2) increase the acquisition threshold by $15,000,000 to $25,000,000; 
and (3) extend the pilot program another five years to September 30, 20272.  (see 
Appendix A, Commercial Solutions Opening Pilot Program Statute, for the 
statutory language.)   


B.  
 Purpose of CSOP.  The CSOP is a merit-based solution selection strategy for the 
Department of Homeland Security (DHS) to acquire innovative commercial 
products and services through the award of a contract.  The CSOP vests 
contracting officers with additional procedural discretion and flexibility so that 
innovative commercial products and services may be solicited, offered, evaluated, 
and awarded in a simplified manner that maximizes efficiency and economy and 
minimizes burden and administrative costs for both the Government and industry.  
DHS has determined that under this pilot program, a general solicitation can be 
executed with a broad agency announcement (BAA)-type document.  Each 
proposal is evaluated on its individual merits rather than on a comparative basis, 


 
1 The authority has been granted to the Secretary of DHS and the Administrator of the General 
Services Administration.  
2 The FY 2023 NDAA was signed into law on December 23, 2022, the Continuing 
Appropriations Act, 2023, Pub. L. 117-180, Div. A, §§ 101(6), 106, Sep. 30, 2022, extended 
section 880 of the FY 2017 NDAA to December 16, 2022, with no other changes.  The Further 
Continuing Appropriations Act, 2023, Pub. L. 117-229, Div. A, § 101, Dec. 16, 2022, extended 
the date in Pub. L. 117-180, § 106(3), from Dec. 16, 2022, to Dec. 23, 2022. 
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and the Government has considerable latitude in determining which of the 
submitted proposals it will fund. 


II. Definitions 


Commercial Product or Service has the meaning given the term “commercial product” 
or “commercial service” in sections 103 and 103a, respectively, of title 41, United States 
Code.3 


Innovative, within the meaning of the statute, is any new technology, process, or method, 
including research and development; or any new application of an existing technology, 
process, or method. 


III. Roles and Responsibilities  


A. Chief Procurement Officer (CPO).  The CPO is the DHS Senior Procurement 
Executive (SPE) responsible for setting policy, conducting oversight on the use of 
CSOP contracts, and delegating CSOP authority to HCAs. 


B. Head of the Contracting Activity (HCA) or designee.  The HCA is the senior 
official within the Component, designated by the CPO as the Senior Procurement 
Executive, who is responsible for management and oversight of all Component 
CSOP functions, such as reviewing and approving CSOP contracts during the 
clearance process.  The HCA or designated official must comply with the policies 
and procedures of this Guide when executing CSOP authority. 


C. Contracting Officer (CO).  


1. COs are responsible for the preparation of solicitations, the preparation 
and execution of CSOP contracts, and maintaining the CSOP file.  


2. To be designated by the HCA as a CO to execute CSOP authority, the 
individual must: 


a. Be a senior level, warranted CO, with four (4) years of contracting 
experience, and hold a Federal Acquisition Certification in Contracting 
(FAC-C) (Professional), in accordance with the Office of Federal 
Procurement Policy (OFPP) memo Federal Acquisition Certification 
in Contracting (FAC-C) Modernization (January 19, 2023). 
 


b.  Have demonstrated R&D contracting experience.   
 


 
3 When defining “commercial product”, the FY23 NDAA references the term “commercial item” 
in FAR 2.101, as part of the definition.  However, “commercial item” is no longer defined in the 
FAR.   
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c. Have successfully completed mandatory DHS Commercial Solutions 
Opening Pilot Program training (available through the Homeland 
Security Acquisition Institute.)   


 
3. COs may bind the Government only to the extent of the authority 


delegated to them. 


IV. Procedures 


A. Appropriate Use of CSOP Authority.  Within DHS, use of CSOP authority is 
appropriate where: 


1. Proper delegation of authority has been made.  The CPO may delegate 
CSOP authority to an HCA either for one-time or continuing use.  In each 
case, the HCA shall request in writing a CSOP delegation of authority and 
submit the written request to the Director, Acquisition Policy and 
Legislation.  If approved, the CPO will delegate the requested authority to 
the HCA.  The written request shall address at minimum: 


a. Benefits expected from use of the authority related to supporting 
mission needs; and 
 


b. Availability of sufficient and appropriately trained, contracting staffing 
resources to award and administer CSOPs. 


 
2. A Peer Review Team (PRT) is established. 


3. The procurement is for innovative commercial products or services.   


4. Appropriate funding is obtained for obligation before costs are incurred.   


5. The acquisition, including options, does not exceed $25,000,000. 


6. The requirement is competed in accordance with the CSOP statute. 


7. The contract type is primarily firm fixed price.  Use of any other contract 
type requires CPO prior approval.   


B. Peer Review. 


1. Definition.  Peer review is an evaluation process using subject matter 
experts to evaluate the technical, scientific, and business merit of 
proposals in meeting agency needs as stated in the BAA-type general 
solicitation. 
 


2. Peer Review Team (PRT).  The PRT shall be comprised of program 
officials with technical expertise in the technology area, and 
Component legal counsel to serve as advisors to the PRT.  
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C. Acquisition Strategy Statement.  The contract file shall include a written 


acquisition strategy statement that is prepared by the CO and program manager 
that provides the following information: 


1. A summary of the problem statement or objective, and the mission 
need that the CSOP project will support; 
 


2. Members of the PRT; 
 


3. Any unique security concerns; 
 


4. IT considerations, including OCIO coordination and needed approvals 
[e.g., Authority to Operate, Appendix G of HSAM, DHS Technology 
Reference Model (TRM4)]; 


 
5. Evaluation criteria; and 


 
6. A procurement schedule that includes the solicitation release date; the 


schedule for conducting peer reviews, and the anticipated award date.  
 


D. General Solicitation Procedures. 


1. DHS has determined that under this pilot program, a general solicitation 
for a CSOP project can be executed using a BAA-type of solicitation.  


2. Competition occurs when the award is as a result of a general solicitation 
and the peer review of proposals.  However, to the maximum extent 
practicable, the CO shall post the requirement on any venue typically used 
by the commercial marketplace of interest, and may post on SAM.gov.  
For classified CSOP procurements, the CO shall post the solicitation on 
the appropriate government portal. 
 


3. The CSOP general solicitation shall, at a minimum: 


a. Describe the problem statement or objective. 


b. Provide proposal submission procedures and evaluation criteria 
that will be used by the PRT.  


 
4 The DHS Technology Reference Model (TRM) is a set of categorized software and hardware 
products and standards, stored in and accessible by search and browse in the Technology section 
of MOBIUS at https://ea.dhs.gov.  A software or hardware product, regardless of cost, must be 
in the TRM and approved for use to prevent pilot denials and delays.  If the product(s) are not 
currently approved for use in the TRM, send the list of products to TRMaaS@hq.dhs.gov for 
review, approval, and inclusion in the TRM. 



https://ea.dhs.gov/
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c. Clearly state that the procurement is limited to innovative 
commercial products or services,  as defined in the CSOP statute, 
as follows:   


i. Any new technology, process, or method, including research 
and development; or 
 


ii. Any new application of an existing technology, process, or 
method. 


 
d. Include notification that to facilitate the payments process, all 


recipients of CSOP awards must be registered in the System for 
Award Management (SAM) under “all awards” before the 
recipient is awarded the CSOP contract.   


E. Evaluation of Proposals and Awardee Selection and Notification. 


1. Proposals shall be safeguarded from unauthorized disclosure throughout 
the evaluation process in accordance with FAR 3.104-4.  The procurement 
integrity requirements of FAR Sections 3.101 through 3.108 shall be 
followed. 


2. The PRT shall evaluate proposals in accordance with the evaluation 
criteria specified within the general solicitation.  Proposals shall not be 
evaluated against each other.  The PRT may recommend more than one 
proposal for award.   


The evaluation criteria shall include an assessment of whether the 
proposed commercial product or service is innovative within the meaning 
of the statute.  The following evaluation criteria may also be included and 
tailored as needed: 


a. Responsiveness to Technical Topic and Potential Impact.  The 
commercial product or service’s potential for meeting the project 
goals as outlined in the BAA-type general solicitation, to include 
an assessment of both the breadth of the responsiveness to the 
topic area goals the product or service represents, and the potential 
impact of successful implementation of the proposed commercial 
product or service. 
 


b. Technical Merit.  Sound technical and managerial approach to the 
proposed work, including a demonstrated understanding of the 
critical scientific, technology, or engineering challenges required 
for achieving the project goals of the BAA-type general 
solicitation. 
 







 


 7 


c. Business Viability.  The offeror’s prior experience in similar 
efforts to determine if the offeror clearly demonstrates an ability to 
deliver products or services that meet the proposed technical 
performance and schedule.  In addition, the offeror’s proposed 
team should be reviewed to determine whether the personnel have 
the expertise to perform the proposed work, manage the project 
cost, and complete the project within the proposed schedule. 
 


d. Assessment of Price.  Whether the price (1) reflects a sufficient 
understanding of the technical goals and objectives of the 
solicitation; (2) is consistent with the offeror’s 
technical/management approach (as outlined in the proposed 
SOW); and (3) is based on realistic assumptions. 
 


3. The PRT shall confirm in writing that any proposed commercial product 
or service selected for award meets the statutory definition of innovative.   


4. The CO shall prepare a contractor responsibility determination.  To be 
determined responsible, the contractor must: 


a. Have adequate financial resources to perform the contract or the 
ability to obtain them; 


b. Be able to comply with required or proposed delivery schedule; 


c. Have necessary experience, facilities and operational controls or 
the ability to obtain them; and 


d. Have not been suspended, debarred, or ineligible for a contract as 
identified in the SAM. 


In the absence of information indicating that the prospective contractor 
is responsible, the CO shall make a determination of non-
responsibility. 


  
5. The CO shall inform the offerors whether they have been selected for 


award and provide a brief explanation of the basis for award or non-
selection. 


F. Award Package Documentation.  Upon favorable review and available funds, the 
Government may choose to make an award.   


1. Documentation.  The CO shall include, in the award package, the 
following documents: 
 
a. A funding document that is certified by the budget official; 


identifies the project; and, includes language indicating that the 
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funding is available for the CSOP award, and is appropriate for a 
contract.   


b. A memorandum describing: 


i. The proposed commercial product or service that is either a 
new technology, process, or method, or a new application 
of an existing technology, process, or method; 


ii. The procedures used in awarding the contract; 


iii. The number of offers received;  


iv. The basis for the contract award decision; and 


v. The PRT confirmation that the commercial product or 
service meets the statutory definition of innovative. 


2. Terms and conditions.  It is essential to negotiate terms and conditions 
appropriate for the contract, and to incorporate good business judgement 
and appropriate safeguards to protect the Government’s interest.  In 
preparing contract terms, the CO shall ensure the price is reasonable to the 
Government, the schedule and other requirements are enforceable, the 
payment arrangements promote on-time performance (Note:  The CSOP 
statute does not authorize advance payments), and any additional risks are 
mitigated.   


A terms and conditions template is provided at Appendix C, DHS CSOP-
Terms and Conditions.  To avoid unnecessary barriers to competition, 
practical applicability should be assessed prior to including any clause.  In 
this assessment the contracting officer, in consultation with legal counsel, 
should consider whether the clause requires compliance plans or other 
documentation that could lead a contractor, especially a small contractor, 
to hire outside legal counsel or other support to ensure compliance.  These 
additional costs to the contractor may act as a deterrent and may not result 
in a real benefit to the particular project. 


3. Contract Number Assignments.  To obtain a contract award number, the 
CO must access the Enterprise Reporting Application (ERA) (the OCPO’s 
reporting, dashboard, metrics, and applications tool), and select the 
“Commercial Solutions Opening Pilot” option from the dropdown options.  
Then, under “Award Title and Identification Number”, enter the CSOP 
contract title, and select “save as draft.”  The contract number will auto 
populate.   


4. Financial Management Systems award coordination.  CSOP awards are 
not integrated into current contract writing systems.  Therefore, 
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contracting activities must coordinate awards with financial management 
systems to process funding for awards. 


G. Review, Approval, Clearance.  Regardless of dollar value, the CSOP award 
package shall be submitted to Component legal counsel for review, and to the 
HCA and CPO for review and approval. 


1. Legal Counsel Review.  Prior to award (including substantive 
modifications) and Congressional notification (if applicable), the CO shall 
submit the award package to the Component legal counsel to obtain legal 
review, and shall reconcile any comments or recommendations received.  


2. HCA Review and Approval.  Prior to award, the HCA must review and 
approve all award packages.  The HCA review and approval occurs after 
legal counsel review, and before Congressional notification. 


3. CPO Review and Approval.  Prior to award, the CPO must review and 
approve all CSOP contracts.  The CPO review and approval occurs after 
legal counsel and HCA review, and before Congressional notification. 


H. Congressional Notification of CSOP Contracts.  COs are required to provide 
Congressional notification for any contract in excess of $4,000,000, including 
options, using the procedures at HSAM Chapter 3005.  Such contracts shall not be 
awarded or distributed, nor any information released regarding the contract to any 
source outside of DHS until the procedures in HSAM Chapter 3005 have been 
accomplished.  


I. Post-award Reporting of Use of CSOP Authority.  Within ten (10) days of award, 
the CO shall report the CSOP award by selecting the “Commercial Solutions 
Opening Pilot” option from the ERA dropdown options, and completing and 
submitting the form as final.  If the CO cancels a solicitation, the CO shall update 
the CSOP reporting tool in ERA to reflect that the solicitation has been canceled.  
 


J. Contract File Storage and Closeout.   


1. The CO shall maintain the CSOP contract file in DHS’s electronic 
contract filing system (ECFS).   


 
2. The CO is responsible for contract closeout, and shall close the contract 


within sixty (60) days of when the CSOP award’s period of performance 
ends.  The CO should review the official award files to ensure that all 
required documentation has been included; and determine whether the 
deobligation of excess residual funds is warranted and subsequently 
deobligate these funds, if appropriate.    
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K. Follow-on Contracts.   


Section 880 of the FY2017 NDAA does not provide for the acquisition of follow-
on contracts without competition.  Therefore, contracting officers seeking to 
award follow-on contracts such as those for testing, development, prototypes, or 
production shall do so in compliance with other applicable authorities or the FAR, 
using procedures such as those contained in FAR Part 6 (Competition 
Requirements), FAR Part 15 (Contracting by Negotiation), and FAR Subpart 16.5 
(Indefinite-Delivery Contracts). 
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Appendix A — Commercial Solutions Opening Pilot Program Statute 


Original Authority: 


The National Defense Authorization Act (NDAA) for Fiscal Year (FY) 2017, Title VIII, § 880 
(Pub. L. 114-328) “Pilot Programs for Authority to Acquire Innovative Commercial Items Using 
General Solicitation Competitive Procedures”, reads as follows: 


(a) Authority.— 
 
(1) In general.--The head of an agency may carry out a pilot program, to be known as a 
``commercial solutions opening pilot program'', under which innovative commercial items may 
be acquired through a competitive selection of proposals resulting from a general solicitation and 
the Peer Review of such proposals. 
 
(2) Head of an agency.--In this section, the term “head of an agency” means the following: 
  


(A) The Secretary of Homeland Security. 
(B) The Administrator of General Services. 


 
(3) Applicability of section.--This section applies to the following agencies: 
 


(A) The Department of Homeland Security. 
   (B) The General Services Administration. 
 
(b) Treatment as Competitive Procedures.--Use of general solicitation competitive procedures for 
the pilot program under subsection (a) shall be considered, in the case of the Department of  
Homeland Security and the General Services Administration, to be use of competitive 
procedures for purposes of division C of title 41, United States Code (as defined in section 152 
of such title). 
 
(c) Limitation.--The head of an agency may not enter into a contract under the pilot program for 
an amount in excess of $10,000,000. 
 
(d) Guidance.--The head of an agency shall issue guidance for the implementation of the pilot 
program under this section within that agency. Such guidance shall be issued in consultation with 
the Office of Management and Budget and shall be posted for access by the public. 
 
(e) Report Required.-- 
 
(1) In general.--Not later than three years after the date of the enactment of this Act, the head of 
an agency shall submit to the congressional committees specified in paragraph (3) a report on the 
activities the agency carried out under the pilot program. 
 
(2) Elements of report.--Each report under this subsection shall include the following: 


 
(A) An assessment of the impact of the pilot program on competition. 
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(B) A comparison of acquisition timelines of procurements made using the pilot program; 
and procurements made using other competitive procedures that do not use general 
solicitations. 
(C) A recommendation on whether the authority for the pilot program should be made 
permanent. 


 
(3) Specified congressional committees.--The congressional committees specified in this 
paragraph are the Committee on Homeland Security and Governmental Affairs of the Senate and 
the Committee on Oversight and Government Reform of the House of Representatives. 
 
(f) Innovative Defined.--In this section, the term ``innovative'' means-- 
 
(1) any new technology, process, or method, including research and development; or 
(2) any new application of an existing technology, process, or method. 
 
(g) Termination.--The authority to enter into a contract under a pilot program under this section 
terminates on September 30, 2022. 
 
Legislative Amendments to Original Authority:   
 
1. The NDAA for FY 2019, Title, VIII, § 836 (Pub. L. 115-232), Revision of Definition of 


Commercial Item for Purposes of Federal Acquisition Statutes, amended section 880 of 
the FY 2017 NDAA by striking “commercial items” in subsection (a)(1) and inserting 
“commercial products”. 


 
2. The NDAA for FY 2023, Title LXXII, § 7227 (Pub. L. 117-263), Enabling Entrepreneurs 


and Agency Missions, amended section 880 of the FY 2017 NDAA as follows: 


SEC. 7227. ENABLING ENTREPRENEURS AND AGENCY MISSIONS. 
 
(a) Innovative Commercial Items.--Section 880 of the National  
Defense Authorization Act for Fiscal Year 2017 (41 U.S.C. 3301 note) is  
amended-- 
 
(1) in subsection (c), by striking $10,000,000'' and inserting “$25,000,000”; 
 
(2) by amending subsection (f) to read as follows: 
 
“(f) Definitions.--In this section-- 
 


(1) the term ‘commercial product’-- 
 
“(A) has the meaning given the term “commercial item” in section 2.101 of the Federal 
Acquisition Regulation; and 
“(B) includes a commercial product or a commercial service, as defined in sections 103 
and 103a, respectively, of title 41, United States Code; and 
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“(2) the term ‘innovative’ means— 
 
“(A) any new technology, process, or method, including research and development; or 
“(B) any new application of an existing technology, process, or method.''; and 
(3) in subsection (g), by striking “2022” and insert “2027”. 
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Appendix B — DHS CSOP—Contract Template 


Commercial Solutions Opening Pilot Program (CSOP) Contract between the  
Department of Homeland Security and ______________________  


CSOP Title:  _____________________________________________________________ 
 
Contract Number:  ___________________________________________________ 
 
1.  FUNDING:  
 
Requisition Number:  ___________________________________________________ 
 
Total Amount of the Contract:  _____________________________________ 
 
2.  PARTIES:  The parties to this contract are the Department of Homeland Security (DHS) and  
 
[contractor name and address].  
 
3.  AUTHORITY:  This CSOP is authorized under the provisions of: 
 
National Defense Authorization Act for Fiscal Year 2017, Title VIII, § 880 (Pub. L. 114-328), 
Pilot Programs for Authority to Acquire Innovative Commercial Items Using General 
Solicitation Competitive Procedures (as amended by Pub. L. 117-263). 
 
4.  TERM OF THE CONTRACT:  The term of this contract is ____ months,  
 
from ____[Month, Day, Year]_________ to ____[Month, Day, Year]_________.   
 
5.  PURPOSE:  The purpose of this contract is to set forth terms by which  
 
[contractor name] will provide: 
 
 ___[description of innovative commercial product(s) or service(s)]________________ 
 
6.  DUNS NUMBER:   
 
________________________________________ 
  
7.  ACCOUNTING AND APPROPRIATIONS DATA:   
 
____________________________________________   
 
8.  OTHER PROVISIONS.  Nothing in this contract is intended to conflict with current law or 
regulation or the directives of the DHS.  If a term of this contract is inconsistent with such 
authority, then that term shall be invalid, but the remaining terms and conditions of this contract 
shall remain in full force and effect.  
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This contract is entered into between the United States of America, hereinafter called the 
Government, represented by The Department of Homeland Security (GOVERNMENT), and the 
(INSERT NAME of AWARDEE) pursuant to and under U.S. Federal law. 


FOR: (INSERT NAME of AWARDEE)  FOR: the UNITED STATES of AMERICA) 
   


(Signature) Date  (Signature) Date 


(Name, Title)  (Name, Title) 
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Appendix C — DHS CSOP Contract—Terms and Conditions 


A. General.  The clauses in this template shall be tailored as needed for each CSOP contract.  
The CO, in consultation with legal counsel, shall assess the practical application of the 
Foreign Nationals Clause, considering whether inclusion of the Clause imposes barriers 
to competition because of the need for potentially costly compliance measures, while 
offering no meaningful benefits (e.g., the nature of the CSOP contract poses no risks 
related to foreign nationals and export control.) 


  
B. Security requirements for contractor access to unclassified facilities, IT resources, and 


sensitive information.  In accordance with HSAM 3004.470-1, paragraphs (a) and (b), the 
program office shall determine the need for access to classified information and work 
collaboratively with the security office to identify required documentation and clauses to 
include in the solicitation.   In accordance with HSAM 3004.470-1, paragraphs (d) and 
(e), the CO shall incorporate the clauses required by HSAR 3004.470-3 (see HSAR Class 
Deviation 15-01, Safeguarding of Sensitive Information), as applicable, and ensuring 
solicitations and awards identify the documentation contractor employees must complete 
for determining contractor suitability. 
 


C. Intellectual Property.  The CO shall prepare required IP clauses in consultation with legal 
counsel. 
 


D. Protests.  The CO shall amend the Protests Clause to prescribe Component-level protest 
procedures.  
 


E. Advance Payments.  The CSOP Contract cannot provide for advance payments.  Advance 
payments are prohibited unless a statute specifically authorizes the advance payment.  
The CSOP statute does not authorize advance payments. 
 


F. Considerations for additional clauses.  The CO, in consultation with legal counsel, shall 
determine what additional provisions and clauses, including the provisions and clauses at 
FAR Clause 52.212-5, Contract Terms and Conditions Required To Implement Statutes 
or Executive Orders—Commercial Products and Services, may be required based on an 
assessment of their practical application to the CSOP contract (e.g., barriers to 
competition, not applicable to or appropriate for the CSOP award, etc.)  At a minimum, 
the CO, in consultation with legal counsel, shall assess: 


 
1. FAR Clause 52.203-16, Preventing Personal Conflicts of Interest; 
2. FAR Clause 52.203-17, Contractor Employee Whistleblower Rights and Requirement 


to Inform Employees of Whistleblower Rights; 
3. FAR Clause 52.222-50, Combating Trafficking in Persons; and 
4. FAR Clause 52.222-54. Employment Eligibility Verification. 
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CSOP Contract Terms and Conditions 


 
1. SCOPE OF WORK   
 


Scope of Work:  The contractor shall perform in accordance with Attachment X (insert 
appropriate Attachment indicator), Statement of Work entitled (insert title of Statement of 
Work) and dated (insert date of Statement of Work).  


2. DEFINITIONS 
 


1. Administrative Modification:  Changes that do not affect the substantive rights of the 
parties, such as changes in the paying office, appropriations errors and typographical 
errors. 


2.  Head of the Contracting Activity (HCA) means the official delegated by the Chief 
Procurement Officer and the Senior Procurement Executive who is responsible for 
managing a Component’s procurement. 


3.  Government refers to the United States Government, including the DHS. 


4.  Parties, as used herein, shall refer to [CONTRACTOR NAME] and the United States 
of America, hereinafter called the Government, represented by DHS. 


5.  Contracting Officer (CO): Individual who can bind the Government to a contract 
within the scope of the authority delegated to the CO by the HCA.   


3. ORDER OF PRECEDENCE   


In the event of a conflict between the terms of this contract and other governing documents, the 
conflict shall be resolved by giving precedence in descending order as follows: 


1.  The clauses of this contract. 


2.  Any attachments to this contract. 


4. MODIFICATIONS   


A. Modifications to the contract may be proposed by either party.  Only a CO has the 
authority to modify this contract on behalf of the Government.   


B. The CO may unilaterally issue administrative modifications to the contract. 


5. SUSPENSION AND TERMINATION PROCEDURES   


A. The Government reserves the right to terminate the CSOP for cause or for convenience of 
the Government.  
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1.  The CO may suspend performance of this contract at any time by providing written 
notice to the contractor.  Upon receipt of such a notice, the contractor shall cease 
performance until the CO either (1) withdraws the suspension of work in writing or (2) 
notifies the contractor in writing of his or her intention to terminate this contract whether 
for convenience of the Government or for cause.  If the suspension results in the 
incurrence of costs that the contractor was unable avoid, the contractor may request an 
equitable adjustment in writing to the CO.  


2. If the CO fails to provide further instructions within sixty (60) days from the notice to 
suspend work, this contract will be considered terminated for the convenience of the 
Government, and the contractor will cooperate with the Government with closing out his 
contract.  


3. The CO may terminate this contract in whole or in part for the convenience of the 
Government at any time by written notice. The contractor shall then cease further 
performance and take all reasonable measures to minimize any further incurrence of 
costs.  


4.  If the contractor fails to comply with the terms and conditions of this contract, the CO 
will provide written notice of breach or deficiency to the contractor and will provide the 
contractor an opportunity to explain or correct the breach or deficiency within thirty (30) 
days from receipt of notice. As a result of any response by the contractor, the CO may (1) 
proceed with the termination for cause; (2) convert the termination to one for the 
convenience of the Government; or (3) direct the contractor to continue performance. 


B. This contract may be terminated by the CO at the request of the contractor under the 
following conditions:   


1.  The contractor shall notify the CO at least 30 days prior to the termination requested 
effective date. 


2.  The notification shall state the reasons for the termination, the requested effective 
date, and, if a partial termination, the portion to be terminated.  If the CO determines, in 
the case of a partial termination, that the reduced or modified portion of the award will 
not accomplish the purpose for which the award was made, the CO may terminate the 
award in its entirety. 


C. The Government and the contractor will negotiate in good faith an equitable 
reimbursement for work performed for which the contractor has not received payment. 


6. PROTESTS 


A. Protests under CSOP awards shall be adjudicated as prescribed under DHS Component-
level protest procedures. 


B. Contractors may seek assistance from the agency Advocate for Competition.  The 
Department Advocate for Competition and Procuring Activity Advocates for 
Competition are listed on the Doing Business with DHS page, accessible at: 
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https://www.dhs.gov/competition-advocates-and-task-order-and-delivery-order-
ombudsman. 


7. PAYMENTS 


A. Invoice.  The contractor shall submit an original invoice and three copies (or electronic 
invoice, if authorized) to the address designated in the contract to receive invoices. An 
invoice must include— 


1. Contract Number 


2. Invoice Number 


3. A description of the innovative commercial product(s) or service(s) 


4. Quantity received  


5. The period of performance covered by the invoice 


6. Terms of Payment 


7. Payment Office 


8. Amount claimed  


9. Bank Account of Payee: 


10. Bank: 


11. Address: 


12. Routing Transit Number: 


13. Depositor Account Title: 


14. Depositor Number: 


8. RETENTION AND ACCESS TO RECORDS    


The contractor shall retain and maintain all records of performance, whether technical, business, 
and financial or other under this contract for a period of three years after the completion of this 
contract.  Those records shall be maintained in a manner that will provide easy access, use, and 
search by representatives of the CO or the Government Accountability Office. 


9. SYSTEM FOR AWARD MANAGEMENT AND UNIVERSAL IDENTIFIER 
REQUIREMENTS   


A. Requirement for System for Award Management (SAM): The contractor must maintain 
the currency of the contractor’s information in the SAM until the contractor submits the 



https://www.dhs.gov/competition-advocates-and-task-order-and-delivery-order-ombudsman

https://www.dhs.gov/competition-advocates-and-task-order-and-delivery-order-ombudsman
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final financial report required under this award or receive the final payment, whichever is 
later. This requires that the contractor review and update the information at least annually 
after the initial registration, and more frequently if required by changes in the contractor’s 
information or another award term. 


B. Requirement for Unique Entity Identifier (UEI) number5:  If you are authorized to make 
subawards under this award, you: 


1.  Must notify potential subcontractors that no entity may receive a subcontract from you 
unless the entity has provided its UEI number to you. 


2.  May not make a subcontract to an entity unless the entity has provided its UEI number 
to you. 


3.  Contractor's financial records, supporting documents, statistical records, and all other 
records pertinent to an award shall be retained by the contractor for the term of the 
contract.  The CO shall be allowed access to these records. 


10. FOREIGN NATIONALS   


A. For purposes of this clause, foreign nationals are all persons not citizens of, not 
nationals of, nor immigrant aliens to, the United States of America.  Nothing in this 
clause is intended to waive any requirements imposed by any other U.S. Government 
agency with respect to employment of foreign nationals or export control. 


B. The contractor acknowledges that the technical data generated under this contract may 
be subject to export control, including disclosure to foreign nationals, whether such 
data is provided orally or in written form.   


C. The contractor agrees to obtain written approval from the CO before assigning any 
foreign national to perform work under this contract or before granting foreign 
nationals access to data related to this contract, whether such data is provided by the 
Government or generated under this contract. 


 
5  “Unique entity identifier” (UEI) means the nine-digit number established and assigned by the 
General Services Administration (GSA)  to uniquely identify business entities. 
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Contract Formation 


Activity 4: Independent Government Cost Estimate (IGCE) 


Techniques to building an independent Government cost/price estimate. 


Related Flow Charts: Flow Chart 4 


Related Courses: FCL-A-0405: ACC: Independent Government Cost Estimate 


Related Tools: IGCE Tool & Data, Dashboards & Pricing Central 


Tasks FAR Reference(s) Additional Information 


1. Determine whether an Independent 


Government Cost Estimate or an 


Independent Government Price 


Estimate is required. 


General Practices. A cost estimate is a breakdown of costs anticipated in 


performance of the contract for services, construction, and 


noncommercial products. The cost estimates are broken down by 


cost elements. 


A price estimate is generally used for products, equipment, and 


simple services that are routinely available on the open market at 


competitive prices. The price estimate is not broken down into 


specific cost elements. 


2. Collaborate with the customer to 


ensure that the data collected is 


current, valid, and reliable for the 


Independent Government Cost 


Estimate or Price Estimate. 


FAR 15.404-1 Proposal analysis 


techniques [contract pricing]. 


FAR 36.203 Government estimate of 


construction costs. 


FAR 36.605 Government cost estimate 


for architect-engineer work. 


The IGCE will:  


 Be used to evaluate acquisition proposals; 


 Ensure contractor understands the requirement; 


 Determine pre-negotiation objectives; 


 Indicator of the resources required to perform the 


contract; 


 Help determine cost realism; 


 Help determine cost reasonableness; and 


 Is required by law. 



http://www.fai.gov/drupal/sites/default/files/CPSG_Activity04_Flowchart.pdf

https://faitas.army.mil/Faitas/External/Courses/Search/Results;keywords=estimate/Details/FCL-A-0405

https://hallways.cap.gsa.gov/app/#/igce

https://hallways.cap.gsa.gov/app/#/gateway/data-visualizations-dashboards-reports
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Tasks FAR Reference(s) Additional Information 


3. Consult with the customer to 


ensure that any standards, 


practices, and procedures normally 


used in the applicable industry is 


applied in the Independent 


Government Cost Estimate or Price 


Estimate. 


General Practices. A simple estimate of current market prices or historical prices 


may be adequate for requirements up to the Simplified 


Acquisition Threshold (SAT). Above the SAT, a more complete cost 


or price estimate is required. 


4. Assist the customer in determining 


which method would be most 


appropriate for building the 


Independent Government Cost 


Estimate or Price Estimate.  


General Practices.  Methods for building the IGCE include: 


 Lump sum cost estimating; 


 Top-down cost estimating; and 


 Bottom-up cost estimating. 


4a. Cooperate with the customer in 


determining whether lump sum 


cost estimating is the appropriate 


method.  


General Practices. Lump sum cost estimating projects the cost on a “bottom-line” 


basis. This type of estimate may be useful when the ultimate 


award price can be determined without examining individual cost 


elements. Round table and comparison are the two types of lump 


sum cost estimating. 


 Round table estimating entails experts developing the 


estimate based on their technical expertise and 


knowledge of the market.  


 Comparison estimating entails using proposed costs 


based on previously completed contracts similar to the 


current requirement and adjusting the known costs by 


adding or subtracting elements of material, time, and 


economic or inflationary changes as necessary.  
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Tasks FAR Reference(s) Additional Information 


4b. Collaborate with the customer in 


determining whether top-down cost 


estimating is the appropriate 


method.  


General Practices. Top-down cost estimating method is commonly called the 


“parametric” or “ballpark” approach and is based on pricing 


major measurable units, such as man-hours, number of 


trips/people/days for travel, cubic yards, etc., to determine and 


approximate estimate of the costs.  


Collecting and organizing historical data and relating it to the 


performance output being estimated is required.   


This method is normally used in the early planning stages of a 


project when the precise quantities are not yet known or when 


requirements are not fully known.  


Not all peripheral/incidental costs, such as travel and site 


preparation, will be detailed, but estimates of the cost of these 


items should be included and documented in the rationale for the 


estimate. 


4c. Cooperate with the team in 


determining whether bottom-up 


cost estimating is the appropriate 


method.  


General Practices. This method is commonly called the “detailed estimate.” The total 


effort is separated into organized tasks/activities, and pricing can 


be applied to each element, such as labor, overhead, travel, 


equipment, other direct costs, and general and administrative 


expenses (G&A). A well-defined requirements document—


statement of work (SOW), performance work statement 


(PWS)/program description (PD), etc.—is required for this method. 


5. Assist the customer in compiling 


the costs/price by primary 


elements based on the estimating 


method selected by the customer.  


General Practices. Examples of some of the primary elements are: labor, escalation 


burden on labor costs, other direct costs, indirect costs 


(overhead), G&A, and profit/fee. 
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Tasks FAR Reference(s) Additional Information 


5a. Assist the customer in compiling 


and calculating the labor 


cost/prices for either the 


Independent Government 


Cost/Price Estimate. 


General Practices. For the base labor costs, if an Independent Government Cost 


Estimate is required for this procurement, the labor consists of 


direct labor charge, such as labor rates wages/salaries and labor 


hours (level of effort to perform the work for each labor category). 


For the labor costs, if an Independent Government Price Estimate 


is required for this procurement, a loaded labor rate should be 


included in the estimate. A fringe benefit rate (5%) is applied to 


the direct labor rate ($24.25). The summation of that 


computation ($24.25*1.05 = $25.46) is then applied to the 


overhead rate (6%). The result of these calculations is the loaded 


direct labor rate ($24.25 * 1.06 =$26.99). 


5b. Ensure that the customer applied 


the applicable escalation to the 


labor in either the Independent 


Government Cost/Price Estimate.  


General Practices. Escalation is defined as changes in the cost or price of specific 


goods or services over a given period and normally includes 


general inflation. Normally, escalation is shown as a rate or 


factor. 


Regardless of the type of Independent Government estimate, an 


escalation factor or rate is applied to labor. 


5c. Ensure that the customer applied 


the applicable fringe benefit rate(s) 


to the labor costs in Independent 


Government Cost Estimate. 


General Practices. Fringe benefits refer to the percentage rate that represents the 


cost of an individual employee’s non-salary benefits. The rate is 


applied to an employee’s base salary to calculate the burdened 


cost incurred by the company to employ an individual. An 


individual’s base salary is multiplied by the applicable fringe 


benefit rate percentage. 


In the Independent Government Cost Estimate, a fringe benefit 


rate is applied to the base direct labor rate. 


In the Independent Government Price Estimate, a fringe benefit 


rate is included in the loaded direct labor rate. 
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Tasks FAR Reference(s) Additional Information 


5d. Assist the customer in compiling 


the other direct costs accurately for 


the Independent Government 


Cost/Price Estimate. 


General Practices. Other direct costs consist of travel (airfare, per diem, visas, 


passport, etc.), tools/equipment, vehicles, subcontractors, 


supplies or commodities, overseas offices expenses (equipment, 


utilities, rent, etc.). 


These costs are considered incidental expenditures that are 


allowed as a direct charge because they are necessary to carry 


out the project. 


Regardless of the type of Independent Government estimate, 


compilation of other direct costs is similar. 


5e. Ensure that the applicable 


overhead rate(s) was applied 


accurately in the Independent 


Government Cost Estimate.  


General Practices. Overhead refers to expenses that are incurred by an identifiable 


unit or activity of the contractor’s organization, such as an 


engineering or manufacturing department, directly related to 


execution of the contract. Overhead is spread across all 


contracts. For example, if the program calls for an engineer, the 


total salary compensation proposed to the Government would 


include the overhead costs incurred by the company’s 


engineering department. 


In the Independent Government Cost Estimate, the overhead rate 


is applied to the summation of the base direct labor rate plus the 


fringe benefit costs. 


In the Independent Government Price Estimate, the overhead 


rate is included in the loaded direct labor rate. 
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Tasks FAR Reference(s) Additional Information 


5f. Ensure that the applicable G&A 


rate is applied to all required costs 


in the Independent Government 


Cost/Price Estimate.  


General Practices. G&A refers to costs necessary for the overall operation of the 


business as a whole, but for which a direct relationship to the 


specific program cannot be shown. Normally, it is represented as 


a percentage of some base that distributes the cost equitably 


among the contractor/recipient's projects. Typically, G&A costs 


include human resources, accounting, finance, public relations, 


contract administration, legal, and an expense allocation from the 


corporate home office. G&A is spread across all 


agreement/contracts. 


Regardless of the type of Independent Government Estimate, 


application of the G&A rate is similar. Typically, the G&A rate 


should be applied to total cost input excluding subcontractors 


and fees. 


5g. Ensure that the applicable 


profit/fee is applied accurately in 


the Independent Government 


Cost/Price Estimate.  


FAR 15.404-4 Profit [proposal analysis]. Profit/fee refers to an incentive provided to a contractor for 


ensuring that all relevant factors are considered.  


Regardless of the type of Independent Government Estimate, 


application of the profit/fee is similar. Typically, profit is applied 


to all costs. 


6. Revise the Independent 


Government Cost/Price Estimate, if 


necessary. 


General Practices. Revision should be made when the customer or contacts office 


becomes aware of significant discrepancies, cost or price 


fluctuations or changes in the type of products or services 


required for this procurement.  


As a result, the Independent Government Cost/Price Estimate 


would be revised to ensure that the changes did not impede the 


Government from benefiting from this tool in proposal evaluation 


(fair and reasonable cost or price). 


7. Determine if the Independent 


Government Cost/Price Estimate is 


an acceptable tool to use for 


proposal evaluation (fair and 


reasonable pricing).  


FAR 15.404 Proposal analysis [contract 


pricing]. 


FAR 15 lists the IGCE as one of the tools that may be used to 


determine fair and reasonable cost/pricing. 


 


 








IRS Procurement 
Pilot IRS Template 


 
Introduction and Goals: 
 


Introduction:  
• Discuss the background of your program, requirement or solution 


challenge 
• Include information around the following subject areas:  


o Overview (high-level) of environment surrounding the program or 
challenge 


o Discussion on related authorities, mandates, regulations, policy 
that has a nexus with the program 


o Current and impending challenges linked to the program or 
challenge 


o Reference to metrics/performance standards/risk mitigation goals 
currently in place 
 


Goals: 
• Share the desired goals for the program and/or specific 


problem/deficiency parameters that your Business Unit is facing under 
the program 


• Limit to three-four desired goals/problem statements 
 


Supporting Information: 
 


• Datasets – share or attach related data sets used in the past or 
potentially in the future (format of data; public/SBU/proprietary, etc.)  
The datasets represent workstream outcomes or program 
mgmt/oversight information   


• Process Mapping – share any documentation associated with existing 
workflows or future state target workflows 


• Reviews/Oversight – share any recent audits/studies/SWOT analyses, etc. 
that have potential bearing on the program goals/challenges 
 


Return on Investment (ROI): 
 


• Share current ROI measures or targets currently in place 
• Share any adopted or potential ROI targets being considered or levied on 


the program 
 
Market Research: 
 







• Provide any documentation or artifacts related to recent marker research 
performed under the program (e.g., RFI’s, one-on-one meetings, Industry 
Days, etc.) 


 
Program Phasing: 
 


• Share any phased checkpoints or reviews that currently seem to be 
beneficial to overall governance over the next 12 months of the program.  
Note that these phases will most likely be structured as unilateral option 
exercises on behalf of the government during Pilot IRS execution.   
Examples include proof of concept, prototyping, piloting, scaled 
deployment, etc. 


 
Pilot IRS Program Funding: 
 


• Share current budget amounts available under this Pilot IRS program over 
the next 18-24 months 
 


 
 


 
 


 
 


 
 








 
Updated: April 30, 2020 


 
VIRTUAL CO-CREATION TIPS/TRICKS, FAQs and  


ADDITIONAL CONSIDERATIONS 
 


 
 
Watch and Listen to the March 19th webinar here and/or download the session slides here. 
Part II to the March 19th webinar coming soon to a virtual room near you! 
 
Additional Resources form our PDT Partner, CollaborateUp 


● Formula for Problem Solving 
● Virtual Meeting Best Practices 
● Virtual Platform Comparison Table (Consult with CIO to ensure these platforms are 


acceptable or approved)  
 


Considering conducting a virtual co-creation? Are there any steps you should take? Remember, 
co-creation, in general, is a design approach and is not a procurement mechanism. Therefore, 
should only be incorporated into the program cycle as appropriate (and it is not always 
appropriate)...whether that be in the competitive or non-competitive phase.  
 
*Please do understand that co-creation in general may be new to many at USAID. The idea is to 
recognize that collective voices can add value to whatever the challenge/strategy/thought 
process, etc. may be. It affords that opportunity for transparent, collaborative and purposeful 



https://ac.usaid.gov/pt7be7b7sgk8/

https://drive.google.com/open?id=1wQQDgYhdDkxs9M0lmO4f_by-VhDKRTa-

https://collaborateup.com/

https://drive.google.com/file/d/18bc9r3qlQ9qXzTgf4vyedu4UX20YpxDo/view?usp=sharing

https://drive.google.com/file/d/1IqZWeDD_ikBZ7lnyzb-ZaTw6n7IZRer2/view?usp=sharing

https://drive.google.com/file/d/1da82BQjbIdalchp0OYa2uAL-p3q_Mqnu/view?usp=sharing
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interaction. Remember whether in-person or virtual co-creation - transparency and managing 
expectations are key. 
 
Q: How long do I need to prep and plan for an effective virtual co-creation workshop? 
A: Depending on what your goals and outcomes are for the co-creation itself, you should add at 
least 2 to 3 more weeks to your co-creation timeline. This allows time for the facilitators to 
provide guides for the participants, determine best ideation exercises, and even give time to 
determine the best workshop platform. *Note that if you have less than 10 workshop 
participants, the timeline may not have to be extended* 
 
Q: In order to make collaboration more effective, how many people are recommended in 
a “room?” 
A: Having no more than 10 people in a virtual “room” would be ideal.  However, there is no 
maximum or minimum participant limit (i.e., there have been some workshops with over 35). 
Keep in mind the reality of managing many voices. Similarly to in-person co-creation sessions, 
you have the ability to assign groups to virtual breakout rooms so that will help to break down 
into smaller groups if necessary. Be thoughtful about bandwidth, particularly in contexts with 
less developed Internet infrastructure.  Forego video for audio if necessary.  
 
Q: How can I document conversations within a virtual space? 
A: Consider recording the virtual co-creation session. For instance, if you are using AIDConnect 
or Google Hangouts, both have recording options. A Google document is also an option, 
remembering that co-creation does not necessarily end at the conclusion of the session. Ensure 
transparency and clear guidance to participants. Share with your A/CO for documentation 
purposes. 
 
Q: What virtual platforms can I use? 
A: Choose an appropriate and approved virtual co-creation platform. AIDConnect/Adobe and 
Google Hangouts are among the approved platforms. Keeping in mind that Google Hangouts 
are not accessible to the public. Currently, USAID is not approved to use the Zoom 
conferencing platform for co-creation.  
 
Q: Are the 5Ws still an important part of my decision making process in whether or not 
co-creation is appropriate...even if done virtually? 
A: Absolutely! You must still be able to answer those key questions in determining if co-creation 
is appropriate and if it is, stakeholders questions as well as when the workshop will take place 
are just as important. 
 



https://pages.usaid.gov/system/files/the_five_ws.pdf
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Q: We’ve already created an agenda/framework for the in-person workshop. How can I go 
about making it virtual? 
A: Review the agenda and consider whether or not a virtual co-creation is even right for you and 
your team. However, be flexible and prepare to move sessions around or remove entirely. Your 
agenda may not be structured like that of your in-person workshop. There may be co-creation 
methodologies that you originally planned to use, that can be adapted/modified to suit a virtual 
environment for your desired outcome. Be sure to assign roles similarly to an in-person meeting, 
such as facilitators, your tech person, note takers, speakers, chat monitor, participant 
assignments, etc. 
 
 
Q: I had planned a two-day workshop.  I’m now moving to an online format.  How long 
should the event run? 
A: Consider a five-day event, with workshop activities not taking more than a half-day daily. 
Consider stretching out sessions, as well - i.e., if you had planned 60 or 90 minutes for a small 
group breakout session, perhaps give participants two to three hours with an assumption that 
they’ll have connectivity issues, need breaks, want to work offline at times, etc. Remember, 
co-creation is meant to be innovative and flexible. On the other hand, you might also find that 
after reviewing your agenda/framework, a shorter time period is only necessary and your 
two-day workshop is now a half-day workshop! 
 
Q: I was planning a low-tech workshop -- i.e., butcher paper and magic markers…  How 
do I keep things simple moving online? 
A: We don’t need to use fancy technical applications to achieve our objectives.  Keep things 
simple.  For example, treat Google Docs as virtual butcher paper.  Participants in small group 
sessions can contribute, and groups can share links during plenary sessions for comment - 
directly or via chat.  As in a physical setting, where papers cover the ballroom or conference 
room walls, ensure all Docs are available for all to see at all times.  
 
Q: My workshop was going to be plenary heavy with a lot of discussion.  How do I 
achieve this virtually? 
A: Try, for example, substituting a conversation about gaps, challenges, and opportunities by 
collecting words/phrases from participants in advance using Google Forms.  Then, create Word 
Clouds for free online - and post these to inspire creative thinking.  People can respond through 
audio/video or chat.  
 
Q: The most important thing to me about co-creation is networking and playing the 
convening role for many new organizations!  How do I do it online? 
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A: Have you considered soliciting ideas from participants about the people and organizations 
they’d like to meet during co-creation - even if online?  Play “Development Tinder” by asking 
participants through Google Forms for information on their ideal matches --- where do they 
work, what do they work on, what are their values and experiences?  Event organizations can 
then group organizations in small-group and networking settings to get to know each other. 
Create as many virtual “rooms” as possible for people to use, moving in and out of some while 
having fixed spaces for pre-organized groups. 
 
Q: How do I simulate the physical breakout rooms that we typically do in-person? 
Consider using one platform as the plenary room and opening up a new breakout room(s) using 
the same or a different platform. For instance, depending on what your plans are for that 
session, have two AdobeConnect rooms with co-facilitation happening simultaneously. It helps 
to break down larger groups into smaller ones so you can have more detailed conversations or 
a more intense and interactive ideation or brainstorm. There are numerous ways to simulate 
breakouts so please work with your facilitator or tech help to make this happen for you. 
 
Q: How do I stimulate robust conversation/discussion if I have a large group in my 
co-creation workshop? Let’s say I have about 40 participants. How would that work? 
You may want to consider having smaller breakout groups. Instead of splitting them in half, have 
smaller groups focus on a particular topic or area. While you may need additional virtual rooms 
and co-facilitators, this may be the best way to stimulate that conversation where all get a 
chance to participate. 
 







The Five “W”s   


WHY?
Intentions and 


Anticipated Outcomes


WHAT?
This is for...


Who?
The stakeholders


Where?
Location


When?
Is it in 2 weeks 
or 2 months?







The Five “W”s  (cont)


Why? - What is your intent? What outcomes, what results do you anticipate from this workshop? What do you 
intend to achieve at the end of this process? Why are you co-creating? Besides identifying “what” you’d like to 
co-create, are there other reasons you’re motivated to use this approach? Can you build those elements into your 
co-creation experience? Do you have any constraints (budget, time, staff) that are at odds with those goals? 


What? - For what? Is this for a design, industry day, procurement, team building? What are you trying to 
co-create? A partnership, a new solution, a collective approach to address an issue, a problem statement? 


Who? - External or internal? Who are the stakeholders? Who be involved in your co-creation process? Who else is 
interested in this outcome who might be a partner? Whose actions are you trying to incentivize? Who will facilitate the 
interactions? 


When? - Is the timing doable? Will the timeline allow for proper preparation? When would be the ideal time to 
convene the interested stakeholders? Do you need multiple engagements or can your objectives be addressed in one 
event? 


Where? - Geographic location is important too; Where will you engage others? Can you do this locally or would 
travel or virtual engagements be required? 







 
 
 


Virtual Meeting Best Practices 
 


 
As many collaborations and meetings move online, we will encounter inevitable obstacles and growing pains. But whether you’re 
planning an internal company meeting or convening partners across sectors, practicing a few foundational behaviors will help make 
your meetings more productive and seamless. For information on how CollaborateUp can help, check out our service menu and 
education offerings.   
 
Participants  
It takes more than a good virtual platform and facilitator to make a virtual meeting work. Participants also need to adjust their 
behaviors. As the participant, model these behaviors. As the facilitator, communicate these expectations clearly, prior to meeting.  
 


● Bring patience and humor. We’re all in this together. Don’t create ‘mute button anxiety.’ Be patient as people navigate new 
systems and don’t be afraid to make fun of your own foibles, it puts everyone at ease. 
 


● Know your equipment. If you’re joining on a phone, laptop or other device, be sure you understand how things work on the 
equipment you’re using. Don’t be afraid to try a test run.  
 


● Make time for testing and updates. If you are using an unfamiliar platform, sign on early. Test your sound. Download the 
app (if needed) before the meeting begins. Be ready so you don’t waste others’ time or miss something important.  
 


● Work from home but dress for work. Wearing pajama pants is up to you, but be ready (at least from the waste up) to be on 
camera. Turning on your video is the new normal and it helps meeting facilitators and fellow participants see and understand 
you better. Most of our communication takes place through facial expressions and body language so don’t put yourself or 
others at a disadvantage by not showing your face. Looking professional shows others the meeting is important to you.  
 


● Take it seriously – avoid the temptation to multi-task. Research shows our attention veers off nearly every 6-7 minutes when 
we’re online. While it’s the facilitator’s job to design an engaging meeting, it’s your job to stay focused. Avoid checking email 
or performing other tasks while in a virtual meeting – it drains your attention span and sucks up precious internet bandwidth. 



https://collaborateup.com/collaborateups-menu-of-virtual-services/

https://collaborateup.com/services/education/





 
 
 
 


Facilitators 
● Bring patience and humor. As stated above, we all need a bit of patience right now. Cut yourself and participants a bit of 


slack as we get used to spending our work lives online. Use humor to reduce anxiety and don’t be afraid to make fun of your 
own mistakes—we’re all learning.  
 


● Plan different and deliberate. Virtual meetings take even more planning than an in-person meeting. Rather than full days 
like you might have in-person, you’ll need to break up virtual meetings into shorter bursts that take place over more days. 
Social norms around virtual meetings are changing—we’ve seen successful virtual meetings of up to 4 hours (which would 
NEVER have happened a few months ago). Much beyond 4 hours in a row is too taxing. Virtual meetings must balance the 
right amount of engaging activities to keep things fresh with adequate time and focus to achieve meeting goals. Using polls, 
the chat box, and breakout sessions can all help, but don’t give participants whiplash by doing too much.  
 


● Encourage the chit-chat. In a virtual meeting you lose the advantage of face-to-face communication and the connections 
that are often built during tea breaks and networking sessions. But it doesn’t mean you can’t get close. Open the meeting 
early and turn microphones on so participants can chat about the weather or homeschooling woes before the meeting starts. 
Allow people to use the chat box to discuss meeting-related topics as well as tangential issues. Orient participants on how to 
use the chat box, both to chat to the entire group, as well as to send private messages. 
 


● Designate a techie. Just like you would have for an in-person meeting, a facilitator needs support in a virtual meeting, 
specifically someone dedicated to solving technical issues. This person can mute noisy participants, monitor the chat box and 
solve other technical issues as they arise. This allows the facilitator to focus solely on managing the meeting.  
 


● Read new social cues. As mentioned earlier, much of the way we communicate—and listen—is through facial expressions 
and body language. Encourage participants to turn on their video when they can, at least for introductions or if they are 
presenting something longer than a minute or so. This helps everyone better communicate. Use the ‘social cue’ tools 
available on your virtual platform, clapping, raising a hand, funny, happy, and sad emojis. All of this with help.  
 


● Allow for ‘awkward silence’.  Don’t be afraid of a few seconds of silence after calling on participants to speak or asking a 
question of the group. Sometimes people are just looking for the ‘unmute’ button. Sometimes they are just contemplating 







 
 


the answer. Filling in the silence too soon can stifle conversations. It often takes participants a while to ‘get warmed up’ 
during in-person meetings; virtual meetings are no different.  


 
● Utilize platform functionality for interactivity and attention. Experiment with the platform you’ve chosen. Almost all have 


stepped up their game these days and offer polling, chat functions, white boards and other interactivity. While you don’t 
want to overstimulate participants, using these tools at the right time during your meeting can keep them engaged, 
interested and provide trends or temperature checks of the entire group.  


 


 


A few words about Breakout Sessions. 
 
Many of the virtual platforms allow for seamless breakout sessions – no need to dial-in and out. It will automatically bring 
participants in and out of breakouts and plenary (wish we could do that in real life!). We recommend: 


• Utilize breakouts, especially if you have a large number of participants. Smaller groups allow for more in-depth discussion 
and can likely move things forward more quickly. 
 


• Have a facilitator in each group. This is key to data and idea capture. We’ve had a facilitator open up a slide and share their 
screen, taking notes in real time, just like you would on a flip chart at an in-person meeting. GoogleDocs also work well for 
this. This also ensures the group will have something concrete to turn in or report on when they return to plenary. 
 


• Keep breakouts to between six and eight participants, and try not to go larger than 10. Once the group begins to get too 
large, it’ll be hard for the facilitator to keep track of everyone’s comments. 
 


• Strategically plan a break after a breakout session. This allows facilitators to clean up notes before going back to ‘plenary’ 
 


• Do report backs. Just as they are key for in-person meetings, having breakout groups report out on their discussion can 
provide a jumping off point for further discussion or help move decisions forward. Try to have someone from the breakout 
session do the report back while the facilitator moves the slides. While most platforms allow for recorded meetings, many 
won’t record breakout sessions. Be sure you check and document breakouts accordingly. 







 
 
 


 


Virtual Platform Comparison Table 
 


 
To help you more effectively meet online, we compared a number of virtual platforms across functionalities. We’ve included some 
personal experiences and tips in the very bottom row. If you have experiences to share or platforms to add, please let us know! 
Email beth@collaborateup.com and we’ll keep this tool free and updated on our website. Check out additional information on our 
virtual services. Happy Virtual Collaboration! 
 


 


 


 


Zoom Google Hangouts WebEx Microsoft Teams 
(formerly Skype for 
Business) 


Adobe Connect 


Website Zoom.us https://gsuite.google.co


m/ 


 


https://www.webex.com/ 


 
https://products.office.com/en-


us/microsoft-teams/group-chat-


software 


 


https://www.adobe.com/prod


ucts/adobeconnect.html 


 


Free Option Yes Yes Yes No No 


Free Option 
Participant 
Capacity 


100 25 3 NA NA 


Free Option 
Meeting 
Length Limit 


40 minutes (in 
meetings with 
more than 2 
attendees) 


24 Hours 24 hours NA NA 


      



mailto:beth@collaborateup.com

https://collaborateup.com/

https://collaborateup.com/collaborateups-menu-of-virtual-services/

https://gsuite.google.com/

https://gsuite.google.com/

https://www.webex.com/

https://products.office.com/en-us/microsoft-teams/group-chat-software

https://products.office.com/en-us/microsoft-teams/group-chat-software

https://products.office.com/en-us/microsoft-teams/group-chat-software

https://www.adobe.com/products/adobeconnect.html

https://www.adobe.com/products/adobeconnect.html





 
 


 
 


Zoom Google Hangouts WebEx Microsoft Teams 
(formerly Skype for 
Business) 


Adobe Connect 


Professional 
Packages 


4 pricing 
packages 


Free 4 pricing packages 4 pricing packages 6 pricing packages 


Maximum 
Participants 


Up to 100 (up 
to 500 with 


Large Meeting 
Add-On) 


Up to 50 (if you 
already have G 


Suite) 


Up to 1,000 Up to 250 Up to 100 


Platforms 
Supported 


Windows, Mac, 
Android, iOS 


Windows, Mac, 
Android, iOS 


Windows, Mac, 
Android, iOS 


Windows, Mac, Android, 
iOS 


Windows, Mac, 
Android, iOS 


Able to 
Attend 
Meetings in 
a Web 
Browser? 


Yes Yes Yes Yes Yes 


Call 
Recordings 


✔  
(won’t record 


breakout rooms 
within a larger 


plenary) 


No ✔ 
(won’t record breakout 
rooms within a larger 


plenary) 


✔ 
(won’t record breakout rooms 


within a larger plenary) 


✔ 


Screen 
Sharing 


✔ ✔ ✔ ✔ ✔ 


Group 
Messaging 


✔ ✔ ✔ ✔ ✔ 







 
 


Polls ✔ No ✔ ✔ ✔ 


Whiteboard ✔ No ✔ ✔ ✔ 


Breakout 
Rooms 


✔ No ✔ ✔ ✔ 


Encrypted 
Calls 


✔ ✔ ✔ ✔ ✔ 


Personal 
Experience/ 
Tips 


Poll function 
doesn’t work 
through web 


browser; good 
balance of 


functionality and 
ease of use. 


Breakout rooms 
are great and 
seamless. Can 
automatically 


close breakouts 
and force people 
back to plenary. 
There have been 


some cyber 
concerns raised. 


Can’t record calls or 
do breakout rooms 
so limited capacity 


for larger, interactive 
meetings. But very 


widely accessible and 
easy to use 


Used to be a platform 
of choice but many 
have moved toward 


Zoom and others. Still 
has good functionality. 
Considered by some to 
be more cyber-secure. 


No free option and often 
difficult for non-Microsoft 
users to access files and 


outcomes stored through 
Teams 


Currently used by USAID 
and other US government 
(USG) agencies so familiar 
to most USG participants; 


robust dashboards but 
can be overwhelming for 


new users 


 


 


Mural (subscription based) and Miro (free) are two ‘virtual whiteboards’ that are specifically designed for remote creation, design 
sprints and ideation. They a require a bit more training (for which Mural has staff) and guidance before use, but you can use them in 
addition to the virtual platforms above to co-create using familiar brainstorming tools and templates. 
 



https://mural.co/

https://miro.com/
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CollaborateUp Formula for Problem Solving


DATALAB PARTNERLAB LAUNCHINVITATION TEAM 
COMMITMENT STORYTELLING


Getting those 
people to see the 
problems in the 
same way.
• Data, Facts & 


Science
• Same Page
• Falling in Love 


with the Problem 
BEFORE a 
Solution


Reconvening in a set 
period of time to 
develop outcome-
specific ways of testing 
concept solutions.
• Commitment
• Recruit Strange 


Bedfellows
• Brainstorm and Build 


Prototypes


Launching prototypes 
with specific, testable 
outcomes:
• Prototyping diverse 


experiments
• Market-based


Concepts
• Verifiable Outcomes
• Iteration rounds to 


determine what to 
move forward, what 
to kill


Getting the right 
people in the room.
• Map Influencers
• Warm Invitations to 


Get the “Right” 
People


• New Connections


Giving people time 
for their teams to 
decide if they’re “in” 
or “out” and if “in” 
what they can bring.
• Resources
• Funding
• Support


Collecting and 
spreading data in 
compelling ways 
that motivate action
• Best Practices
• Accelerating 


Adoption
• Recruiting New 


Players


Successful team collaborations to tackle organizational problems follow 6 basic steps.







Know when to hold ‘em


03.19.2020


Virtual Collaboration
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 Meeting Archetypes


 Group Dynamics and Active Listening


 Collaborating Online


 General Tips & Tricks for Virtual Collaboration


 Value of Professional Facilitation


 Interactive Q&A


Webinar Agenda







Engaging Partners
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Stakeholder Engagement


Transformation


Change
Management


Communications


Telling & Selling


Giving Choice


Co-Creating


Seeking Input







Virtual Collaboration Meeting Archetypes


Brainstorming


Team-buildingDecision-making


Info-sharing


Planning


Copyright: CollaborateUp 2015







Group Dynamics


Content
the work to be done


Overt Group Issues
interactions, tasks, 


interpersonal relationships


Core Group Issues
Membership and affiliation,


power and control, effectiveness,
interpersonal relationships


Values, Beliefs, and Assumptions


Emotional needs 
inclusion, mastery,


intimacy







Active Listening in a Virtual Reality


Communication is: 


• 55%  Body language


• 38%  Tone, modulation and rate 


of delivery


• 7%  Words







Building a Virtual Co-creation Foundation


Participants


Bring patience & humor


Know your equipment


Leaving time for testing & updates


Work from home but dress for work


Take it seriously – avoid the temptation to multi-task
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Building a Virtual Co-creation Foundation


Facilitators


Bring patience & humor


Plan different & deliberate


Encourage the chit-chat


Designate a techie


Read new social cues


Allow for ‘awkward silence’


Utilize platform functionality for interactivity and attention 


8







Session Flow & the Virtual Reality


Vital Issues


Committing to Seek
Commitment


1/2 day


Sleep


1/2 day


Problem
Context


Issue
Definition


Working
Groups


Idea
Sharing







CollaborateUp Formula Steps for Successful Multi-Stakeholder 
Collaborations


Invitation DataLab Institutional
Commitment


PartnerLab Launch Storytelling







The Role of Professional Facilitators


11


Virtual Meetings Tips What Facilitators Can Do For You!


Preparing for Virtual Meetings


Design a Smart & Deliberate Virtual Meeting •Work with you to develop and and format your meeting content


•Design and structure an agenda based on intended outcomes


•Design innovative and collaborative virtual activities to keep participants engaged


•Provide end-to-end coordination and logistics support


Broadcast the Meeting’s Intended Outcomes •Craft an invitation that clearly defines intended outcomes and participant expectations


•Help with meeting publicity and invite management


Select the Appropriate Virtual Meeting Platform •Review available platforms and functionality with your team


•Recommend the best option based to balance your needs, participant access and functionality


Learn the “Ins” and “Outs” of Your Virtual 


Meeting Platform
•Provide a tutorial on the interactive features of the virtual meeting platform (polls, whiteboards, breakout rooms, etc.)


•Work with meeting organizers to ensure participants leave sufficient time for testing and updating, as well as software 


downloads


Support During Virtual Meetings


Execute to Achieve Your Outcomes •Reinforce the meeting’s purpose to help keep the conversation on track


•Provide h any combination of virtual facilitation options:


• Option 1: Document the meetings and provide written meeting summaries


• Option 2: Moderate discussions and conversation in plenary or breakout sessions


• Option 3: Facilitate meetings as the host or co-host


Promote Collaborative Problem Solving and 


Discussion
•Lead and teach co-creation and co-design methods on any platform


•Encourage collaboration, learning, and adaptation


Designate a Techie •Provide tech support to ensure smooth operations while using the virtual meeting platform







Questions & Contact


Richard Crespin


CEO


richard@collaborateup.com


Beth Skorochod


Director of Practice 


beth@collaborateup.com


Danielle Goldman


Manager


danielle@collaborateup.com


Visit us at collaborateup.com












Oral Presentation Information 
for Evaluation Team Members 


Version 1 
6/25/2020 


 
 
Oral presentations allow the Government to hear directly from the vendor and their technical experts about 
their solutions, technical approach, prior experience, or even technical capabilities and create a dialogue.  
The information provided in this worksheet is helpful information for evaluator’s preparing to participate in 
the presentation evaluation. See FAR 15.102 for more information on oral presentations. 
 
Dialogue: 


 
Evaluators may ask questions to the vendors’ technical experts and key personnel while also engaging in 
interactive dialogue to truly understand the proposed solution. Dialogue exchanges are to only be 
conducted within the confines of the oral presentation.  GAO views exchanges between evaluation team 
and the presenting company as “Component of the oral presentation itself”.   
 
GAO ruling has confirmed that asking questions during oral presentations does not constitute opening 
discussions as long as we DO NOT ask for or accept offeror’s revision for any part of previously 
submitted paper proposal or any subsequent proposal revisions.  If vendor offers revisions, decline 
acceptance.  This action would open discussions and open the evaluation to protest risk.  If, during an 
oral presentation, the evaluation team decides to conduct discussions (see FAR 15.306(d)), they must 
comply with FAR 15.306 and FAR 15.307.     
 
The responsibility for providing a thorough, persuasive response to agency questions as part of the oral 
presentation falls on the offeror. 


 
Question Format: 


 
Standard Questions (asked to all vendors) 


• May provide initial questions in the solicitation/RFQ 
• Or, provide an hour or so before the oral presentation  
• Or, include on-the-spot questions asked during the presentation 
• Evaluators may ask scenario-based question to gauge knowledge and situational response 


 
Individualized Questions (Not asked to all vendors) 


• Questions may be asked based on information shared by the offeror in their oral presentation  
• Individualized questions are not provided to all offerors  
• This is not an opportunity to challenge offeror’s approach but to ensure that evaluators fully 


understand offeror’s approach/capability/prior experience (what is being evaluated) 
• Don’t ask leading questions.  This may be confused as discussions.  “Tell me more about….” 


would be a generalized way to get near the topic without leading. 
 
Documentation: 


 
FAR 15.102(e) does not prescribe required documentation for record of oral presentation.  Recording or 
transcript of presentation is not required. Suggested formats for record: 


• PDF of presentation calendar invite 
• Copy of presentation slides (if requested in solicitation/RFQ) 


This document was created as an aid to assist Contracting Officers in guiding their evaluation team members through an oral presentation and on-the-spot consensus.   
The information was crafted for those evaluation team members who have never participated in these events and may not be familiar with the process.   
Please feel free to use this document and edit to make agency specific.   
 



https://www.acquisition.gov/content/15102-oral-presentations

https://www.acquisition.gov/content/15306-exchanges-offerors-after-receipt-proposals#i1108639

https://www.acquisition.gov/content/15306-exchanges-offerors-after-receipt-proposals#i1108639

https://www.acquisition.gov/content/15307-proposal-revisions#i1108714

https://www.acquisition.gov/content/15102-oral-presentations





Evaluation: 
 
Conduct an On-the-Spot Consensus immediately following at conclusion of presentation.  If virtual 
presentation, switch to other bridge or other conference platform to ensure privacy. 


• The evaluation team evaluates immediately and makes decision in real time before starting the 
next presentation 


• The evaluation team members do not separately document their individual positions (although 
they may have made observation notes) 


• Document the rationale for the decision using bullet format 
• The team consensus worksheet may be used to document the rating and team’s observations 


 
 
Tips for Success: 


 
Recommendations based on feedback from previous requirement’s oral presentations sessions:     


• Follow your solicitation/RFQ’s established ground rules for the oral presentation 
• Individual notes are helpful to annotate observations but do not become part of the file 
• Focus on content of information and not necessarily on performance of presenters:  


o Technical experts most likely will not be polished presenters and may be nervous.  Don’t 
dismiss what they say!  They may have great understanding of the requirement. 


o Polished presenters may captivate their audience with their presentation skills and not 
provide depth to establish their full understanding of the requirement.  Pay close attention. 


• Observing the presenter’s team dynamics is acceptable.  If they obviously don’t work together 
for a presentation how would the performance be on your requirement? 


• Session facilitator (most likely the CO) should interject if the presentation dialog moves off topic 
of what is being presented and evaluated.   


• Conduct a dry run of government team.  Go over the introduction and flow of events and talk out 
standard questions (if applicable) to present to the offerors an organized team. Perfect time to 
discuss the information in this document and answer questions the team may have. 


• Clear your schedule and participate in all scheduled oral presentation sessions and evaluations. 


• Evaluation team may hold caucus prior to the conclusion of offeror’s presentation.  This is time 
to do a quick team huddle to see if there were any additional questions to ask before concluding: 
o In virtual presentations, the evaluation team may leave the presentation and re-join on 


separate conference platform (bridge line/teams/zoom) before returning with final questions.  
Ensure you have successfully muted or completely left the offeror’s conference. 


o In person, have another conference room reserved away from presentation area.  
• Hard stops on time may not be necessary (if schedule allows) for a small amount of additional 


time for conclusion of dialogue.  Use good judgement. 
• Once the presentation ends, the dialogue stops. 


 
Resources: 


FAR 15.102  
PIL Primer Video   
Periodic Table of Acquisition Innovation, Solicitation column, click on Oral Presentations box 
GAO cases: B‐415891, Vertical Jobs, Apr. 19, 2018 & B‐412163, Sapient, Jan. 4, 2016 
 



https://usdagcc.sharepoint.com/:w:/r/sites/oppm-pod/COInfo/_layouts/15/Doc.aspx?sourcedoc=%7B01210B83-BFAC-46DB-AFA6-068B34C68804%7D&file=Team%20Consensus%20Worksheet.docx&action=default&mobileredirect=true

https://www.acquisition.gov/content/15102-oral-presentations

https://www.bing.com/videos/search?q=pil+primer+video+oral+presentations&docid=608045387530503235&mid=DB994A1E0D16CB915F74DB994A1E0D16CB915F74&view=detail&FORM=VIRE

https://www.fai.gov/periodic-table/

https://www.gao.gov/products/B-415891.2,B-415891.4

https://www.gao.gov/products/B-412163.2





Sample Team Consensus Evaluation Worksheet 
 


Title: ______________ 
Solicitation/RFQ No: ____________ 
Non-Price Factor (#) – ___(factor title)___ 
(paste in this area the factor’s information from the RFQ.  What did you ask for the vendors 
to submit or present for this factor?  This area will help with facilitation of team and keep 
them on track with the factor they are evaluating.) 


 
Available Confidence Ratings: 


High 
Confidence 


The Government has high confidence that the Offeror understands the 
requirement, proposes a sound approach, and will be successful in performing 
the contract with little or no Government intervention. 


Some 
Confidence 


The Government has some confidence that the Offeror understands the 
requirement, proposes a sound approach, and will be successful in performing 
the contract with some Government intervention. 


Low 
Confidence 


The Government has low confidence that the Offeror understands the 
requirement, proposes a sound approach, or will be successful in performing the 
contract even with Government intervention. 


 
Offeror:  _____________________ 
Assigned Confidence Rating: ____________ 
• Enter here the Evaluation team’s observations to support the assigned rating highlighting important 


benefits and/or concerns of each offeror. 
• Remember in consensus only the majority of the evaluation team must agree on the assigned rating.   


o If an evaluation team member does not agree give the opportunity to discuss their observations 
and reasoning for disagreeing.  Maybe they observed something that would raise or lower the 
rating that was not observed by the other team members.    


• Bullets allow the evaluators to highlight important benefits and/or concerns of each offeror. 
• All you need to do is support ratings with clear, concise, reasonable, and rational bullet statements. 
• Strong bullets to support ratings: 


o Address all the criteria for the non-price factor 
o Not grouped as good vs. bad 
o Should be standalone independent judgments 
o Reader can easily distinguish the team’s relevant thoughts  


• If individual sheets were used, these are no longer needed after team has reached agreement and are 
to be deleted when rating is assigned. 


• Remember when using confidence ratings, of relative strengths, deficiencies, significant weaknesses, 
and risks are only required for FAR Part 15.3 Source Selections. 


 
 
 
 







**For note taking purposes only** 
 
Title: ___________ 
Solicitation/RFQ No:_____________  
Non-Price Factor (#) – ___(factor title)___ 
 (paste in this area the factor’s information from the RFQ.  What did you ask for the vendors 
to submit or present for this factor?  This area will help with facilitation of team and keep 
them on track with the factor they are evaluating.) 
 
Offeror:  _____________________ 
Individual Notes: 


• Notes area for individual use only and may be helpful for team’s consensus  


• Delete document once team evaluation is completed 


 
 
 
 
 
 








Selection Decision Document

Task Order Request for Proposal Solicitation #XXXXXX-19-F-0000XXXX



I have conducted a comparative analysis of the quotes and conducted a tradeoff.  In my opinion, BBB’s quote provides the best value based on the evaluation factors listed in the solicitation.



The table below summarizes the evaluation outcomes:



		

		Phase I

		Phase II



		

		Factor 1

XXXX XXXX 
XXXX 

		Factor 2

XXXX, XXXX, and 
XXXX XXXX 

		Factor 3

Price



		AAA

		High

Confidence

		Some

Confidence

		$ 64.7M



		BBB

		High

Confidence

		High

Confidence

		$ 63.5M



		CCC

		High

Confidence

		Low

Confidence

		$ 49.1M





Note 1:  The solicitation indicates that Factors 1, 2, and 3 are in descending order of importance.

Note 2:  For the Factors 1 and 2, the rating indicates the technical evaluation team’s consensus that the Government has High/Some/Low confidence that the offeror understands the requirement, proposes a sound approach, and will be successful in performing the contract. 



Although this decision is my independent decision, I used reports and analyses prepared by others.  Specifically, I reviewed the following:



		Factor 1, Consensus Evaluation Worksheet, AAA

		Factor 1, Consensus Evaluation Worksheet, BBB

		Factor 1, Consensus Evaluation Worksheet, CCC

		Factor 2, Consensus Evaluation Worksheet, AAA

		Factor 2, Consensus Evaluation Worksheet, BBB

		Factor 2, Consensus Evaluation Worksheet, CCC

		Factor 3, Price Analysis Worksheet (corrected), AAA

		Factor 3, Price Analysis Worksheet (corrected), BBB

		Factor 3, Price Analysis Worksheet (corrected), CCC



After reviewing these reports, I met with the technical evaluation team and the price evaluation team.  I asked a few questions to understand their process and so forth.  



For Factor 1, I consider all three offers to be substantially equal.  They all received the same adjectival rating, and all three had findings that both raised and lowered the expectation of success.  Nothing in particular stands out to me, and this factor is not a discriminator in my decision.



For Factor 2, I found BBB’s offer to be superior to both AAA’s and CCC’s offers.  In particular, I noted BBB’s strong key personnel team and their clear understanding of the XXXX’s mission and challenges. In addition, BBB’s approach to risk methodology development is in alignment with current XXXX understanding.  Finally, BBB presented a forward-thinking approach to the XXXX mission. They specifically discussed how critical infrastructure will evolve over time and the risk analysis the XXXX should support moving forward.



I was notably concerned about AAA’s depth of knowledge and bandwidth their key personnel can provide to the effort. Specifically, there appeared single points of failure with the data lead serving as key for two tasks and the program manager being too instrumental to the team’s success.  In addition, their response to questions regarding data, tools, and capability development relied on previous experience which was already evaluated in phase one and they did not discuss how they relate to the support of XXXX requirements. 



I was also concerned about the key personnel CCC presented. Team dynamics were not collaborative and there was not demonstrated expertise for the planning and program management leads. In addition, CCC’s presentation of XXXX prioritization overly relied on stakeholder input and did not include an analytic framework or a clear link to data analysis.



For Factor 3, CCC has the lowest price, followed by BBB and then AAA.  I noted a marked gap between CCC to BBB and noted that BBB’s and AAA’s prices are within two percent of each other.



In making my decision, I first compared CCC to BBB.  I appreciate CCC’s lower price, but also note that price is the least important factor.  In my opinion, the benefit of BBB’s offer for Factor 2 merits the additional cost, and subsequently I rank BBB as providing better value than CCC.



I then compared BBB to AAA.  Because I see BBB’s offer as superior to AAA’s offer for Factor 2 (per the notes above), BBB’s quote is technically-superior to AAAs; it is also lower-priced.  So, I rank BBB as providing better value than AAA.



BBB’s offer provides the best value in this procurement.  I select BBB for task order award. 



The RFQ included text under the heading “Exchanges with Best-Suited Contractor.”  Before making award, and without telling BBB that it is the apparently successful quoter, I want the contracting officer to try to negotiate a price reduction with BBB without changing technical performance or any other terms and conditions.  That is, I want the contracting officer to make BBB’s best quote even better.  However, whether or not the contracting officer is successful, award should be made to BBB.





_______________________________________________	______________

XXXX XXXX, Selecting Official 	Date

XXXX, XXXX, XXXX

Source Selection Information -- See FAR 2.101 and 3.104





















TSA Flexible Agile Scalable Teams (FAST)
70T03019FON0002, 70T03019FON0001, 
70T03019FON0003, and 70T03019FON0004
TSA Contracting and Procurement (C&P) 
TSA Information Technology (IT)


Wednesday, August 14, 2019, 10:00 a.m. – 12:00 p.m.







AGENDA
• Opening Remarks ‐ C&P Leadership, Enterprise IT 


Acquisition Division (EITAD)


• Administrator’s Intent and Mission Overview, Applications 
Development Division (ADD)  – Mr. Anish Soni, Director, IT, 
ADD


• FAST Goals and Services – Mr. Anish Soni


• FAST BIC and FON Overview – Ms. Melisa Marcovitz


• Submission Milestones – Ms. Melisa Marcovitz


• Clarification Questions – Ms. Melisa Marcovitz


• FON Points of Contact 







OPENING REMARKS, C&P
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ADMINISTRATOR’S INTENT
 Aligns with Administrator’s Intent – Accelerate Action
 Streamlines procurement ordering processes and 


consolidates acquisition efforts – “Strategic Goal 
2.2: Reduce the time to field solutions” 
 Encourages rapid response and flexibility – “embrace 


agile acquisition methods” 
 Consolidates contracts (customer funded) – “simplify 


access for our partners and stakeholders to encourage 
robust collaboration”
 Focus on business requirements and mission 


needs/areas – “drive integration across the 
organization”
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ADD MISSION AND VISION


Design, develop, implement, support, and integrate high 
quality and innovative applications through customer 
engagement and software development best practices in 
support of the TSA mission.


Deliver mission‐critical and business essential 
applications in support of TSA through innovation, 
collaboration, and software development best practices. 
ADD strives to be the center of excellence for agile 
application development and cloud implementation to 
strengthen TSA’s strategic initiatives. 







FAST GOALS
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 Reduction in the number of legacy applications through functionality 
consolidation;


 Increased use of SaaS/PaaS, containerization, and microservices
solutions;


 Conversion of legacy applications to SaaS/PaaS and as necessary 
migrate applications to IaaS;


 Integration of security into code development through mindset and 
tools; and


 Increased customer engagement and 
application of human centered design. 







FAST SERVICES
Portfolio Based Agile 
Development Services 
 Program/Project 


Management; 


 Subject Matter/Senior 
Technology Expertise;


 Agile Application 
Development; and 


 Application Production 
Support.


Technical Assurance and 
Compliance Services
 Technical Approach 


Assurance Team (TAAT) 


 Shared Development and 
Delivery Services (SDDS)
 Software Development Tools 


and Integration, 508 
Compliance, TSA Survey 
Services, Quality Assurance 
and Metrics Validation, and 
Customer Engagement 
Support
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GSA ALLIANT 2 ‐ Unrestricted 


Anticipated Number of Task Orders


Anticipated Number of Task Orders


Anticipated Task Orders for FAST 
Portfolio Based Agile Development Services 


• TO #2: Enterprise Support 
• TO #3: Security Operations
• TO #4: Operations Support
• TO #5: Law Enforcement/FAMS
• TO #6: Human Capital


• TO #1: Technical Approach Assurance 
Team


• TO #2: Shared Development and 
Delivery Services


NIH CIO‐SP3 ‐ Small Business Set Aside


Anticipated Task Orders for FAST 
Technical Assurance and Compliance 


Services


Anticipated Number of Task Orders


• TO #1: Mission Support


TSA Flexible Agile Scalable Teams (FAST) Best‐in‐Class (BIC)


NIH CIO‐SP3 ‐ Small Business Set Aside


*CIO‐SP3 SB offerors will be limited to proposing under 
the FAST Technical Assurance and Compliance Services 
TOs or the FAST Portfolio Based Agile Development 
Services TO. 


*The Government reserves the right to adjust the anticipated number of Task Order awards







FON OVERVIEW
 This is a Fair Opportunity Notice (FON) to be considered 


for task order award against the IDIQ Contract under FAR 
Part 16.505, Ordering:


 GSA Alliant 2 (Reference Number 70T03019FON0002) -
OR- NIH CIO-SP3 Small Business (SB) (Reference 
Numbers 70T03019FON0001, 70T03019FON0003, 
70T03019FON0004.


 Only submissions from valid IDIQ holders under the 
selected contracting vehicle will be accepted for 
consideration. Contractors responding to this FON agree 
to and are bound by all instructions, procedures, and 
rules of this FON for the placement of a Task Order (TO).







PHASED PROCUREMENT APPROACH


 II. Basis for Fair Opportunity Consideration: In an effort to 
save both the Contractor and Government resources, this 
procurement shall be conducted as an advisory multi-step 
process. This multi-step process is being used to streamline 
and accelerate the ordering process as permitted under FAR 
Part 16.


 III. FON Overview: The procurement shall consist of two (2) 
steps. Step 1 consists of this Fair Opportunity Notice along 
with the FON submission requirements detailed in the FON. 
Step 1 will conclude with issuance of an advisory notice 
inviting the most highly viable competitors under Step 1 to 
participate in Step 2 consisting of the resultant solicitation 
process.







PLANNED TASK ORDER AWARDS


Reference Number Title Fair Opportunity under GWAC
70T03019FON0001 Portfolio Based Agile 


Development Services
*Planned TO #1


NIH CIO-SP3 SB


70T03019FON0002 Portfolio Based Agile 
Development Services
*Planned TO #2-6


GSA Alliant 2


70T03019FON0003 Technical Approach 
Assurance Services
*Planned TO #7


NIH CIO-SP3 SB


70T03019FON0004 Shared Development 
and Delivery Services
*Planned TO #8


NIH CIO-SP3 SB







PLANNED TASK ORDER AWARDS


 The TSA anticipates issuing four (4) solicitations resulting in a total of 
up to eight (8) TOs.


 Alliant 2 IDIQ Holders may propose for one, some, or all of the 
planned Task Orders #2-6, and will have the opportunity under FAST 
Step 2 to clearly denote portfolio award preferences.


 CIO-SP3 SB contractors will be limited to proposing under the FAST 
TAAT and SDDS TOs Ref #s: 70T03019FON0003, 
70T03019FON0004 OR the FAST Portfolio Based Agile 
Development Services TO Ref #: 70T03019FON0001.


 The planned TOs under CIO-SP3-SB are being 100% set aside for 
small business concerns including 8(a), HUBZone, SDVOSB, and 
WOSB IDIQ holders (RFP and RFI issued in eGOS). 







FON SUBMISSIONS
Factor 1 – Overall Technical Approach
 A. Recorded Video: no longer than 40 minutes
 B. MS Excel Worksheet (Page N/A) - For Portfolio 


Based Agile Development TOs Only
 C. Confirmation of Corporate Capability (CC) Highly 


Desired Partnership Certifications (1-page max) - All 
Ref #’s







FON SUBMISSIONS
Factor 2 – Prior Experience (PE) and Past 


Performance (PP)
 A. Recorded Video: no longer than 15 minutes
 B. PE/PP Summary Sheet with POCs for PP verification for all 


submitted projects (2-page max)
 C. FPDS & CPARS records for federal project or similar certified 


information for commercial project (or if performed as subcontractor) 
per submitted project.


 Factors 1 and 2 are of equal importance in 
determining the likelihood of competitive viability.







SUBMISSION MILESTONES


Questions Due Date
Monday, August 19, 2019 NLT 2PM ET
Details on submitting questions found in FON
Responses to all questions will be provided via 


amendment to FON


 FON Submissions 1 and 2 Due Date
Thursday, August 29, 2019 at 2PM ET







If you have FON clarification questions, please submit via chat function in 
WebEx.  If the Government determines that a question is not clarification of 
FON, the Government will respond as part of amendment. Please submit 


via email per FON.


BREAK – 5 MINUTES







CLARIFICATION QUESTIONS


 Will the Government accept other formats for FON Submission 
1 Overall Technical Approach, Attachment C? 


 PE/PP: Must the submitted example(s) be from the Prime 
Contractor/Submitter and have begun no earlier than four (4) 
years before the release date of this FON?


 Did you intend to require Salesforce Partnership and an 
accompanying Partnership Level certification as it says in the 
FON?  
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GOVERNMENT POINTS OF CONTACT


Government Points of Contact
POC 1: Contracting Officer
(CO)


Name: Melisa Marcovitz
Email: 
Melisa.Marcovitz@tsa.dhs.gov


POC 2: Alternate Name: Richard Melrose
Email: 
Richard.Melrose@tsa.dhs.gov
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PIL Webinar #54


April 29, 2021


Innovations from Outside DHS:
Stories from Three New PIL Coaches


A 1-Hour Special Event


Office of the 
Chief Procurement Officer







❑Introduction to New PIL Team Members


❑PIL Acquisition Workshops


❑Case Studies for Prior Experience


❑Full Suite of Innovations and Protest
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What We’re Talking About Today







Slide 3


Has this happened to you?







Slide 4


PAW Method


PIL


Acquisition


Workshops
• A facilitated workshop built around a specific 


requirement and its IPT members.


• Walks the team through the performance-


based acquisition process from beginning to 


end.







IPT


Project 
Manager


External 
Stakeholders


Systems 
Engineer


Subject 
Matter 
Expert


Contracting 
Officer


Finance 
Specialist


Slide 5


How we usually buy things…


Evaluation 
Criteria







Slide 6


PAW Process


Establish the IPT Objectives
Market 


Research
Develop 


SOW/SOO/PWS


Define 
Measurements


Source 
Selection


Manage 
Performance


Complete 
Closeout







Slide 7


A Real In-Person PAW


FIVE-day workshop to build a market research strategy, 
requirements document, and procurement strategy for one 
project.







Slide 8


PAW is More Efficient


One Week SprintLong Slow Burn


Continual consensus


Better requirements


Better strategies







Slide 9


Virtual PAW – Market Research


Spread out sessions into 
smaller sprints to combat 


fatigue.


Virtual PAWs







Slide 10


Virtual PAW – Evaluation Criteria







Slide 11


Why won’t the helicopter start?


Every morning for 30 YEARS the 
engine wouldn’t start.  The 
Government thought it was a 
maintenance issue.  Time to 
award a NEW Maintenance 
contract!


Ask other users if they have the 
same performance issue with 
their helicopters and 
maintenance contracts.


Some users have the 
same problem, but 
some do not!  
WHY???


It was NOT a maintenance 
issue after all!  It was a 
PRODUCTION issue!!!!


A B


C


D


It took a helpful PAW to fix it.


PIL Acquisition Workshop







Slide 12


PAW Take-aways 


PAWs an be used for entire pre-solicitation 
process or individual segments:


❑ Procurement Strategy
❑ SOO/SOW/PWS development
❑ Market Research development
❑ Evaluation Criteria development


More efficient and better requirements.


The Facilitator


PIL


Acquisition


Workshops








AF Life Cycle Management Center


Providing the Warfighter’s Edge


EPASS
Highest Technically 


Rated Offeror w/Realistic 
and Reasonable Price


(HTRO-RRP)


Kelly Martineau
Strategic Services
16 December 2020







AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


• FY 17 NDAA Language to move away from LPTA
• Sec 813 FY 17 NDAA Required DOD to avoid using LPTA… when acquiring…knowledge 


based services


• Uses FAR 16.505 IAW basic contract ordering instructions


• GSA’s proven process & GAO case law
• Evaluation methodology modeled after GSA OASIS
• Industry Days, before every solicitation release, Q&As with Industry, One on Ones, 


Phasing Charts, Draft solicitations released and revised based on Industry 
comments/suggestions


• HTRO has Streamlined the process by prioritizing the quality of work over the price/cost


• No underlying “strengths” or “weaknesses” to be evaluated, nor any “Trade-offs” 


• Interchanges conducted in writing (Interchange Notices) to offerors if determined to be in the 
best interest of the Government:


• To some, none, or all


• Debriefings given to both unsuccessful and successful offerors
• IAW DPAP Class Deviation – enhanced post-award debrief
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Background







AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


• Proposals contain three Volumes
• Volume I(a) – Executive Summary 
• Volume I(b) – Contract Documentation
• Volume II – Task Order Contractor Rating System


• Evidence of experience in the form of work samples
• Limited to five


• Volume III – Task Order Cost/Price


• Two Factor evaluation process
• Factor 1 – Technical Evaluation
• Factor 2 – Cost/Price


• 2 step approach
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HTRO w/RRP Overview







AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


Contract Type/Tools


• CPFF Term Contract Type, Level of Effort (LOE)
– “Performance” is defined as:


• Completing the PWS activities 
• With the designated labor categories 
• For the amount of hours on contract – No Fee Paid on unused hours


– Previously was traditional CPFF
• LOE Attachment/Labor Requirements Matrix


– Each tab in the LOE matrix is identified by Division and a unique 
Project ID is aligned with a program in the PWS


– Each tab defines hours by labor competency, security clearance, 
and location


• B-Tables for Labor Rates
– Pre-priced labor ordering matrix detailing the rate and fee per hour
– Will be used to bilaterally order additional hours


– Streamlined bilateral modifications 
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AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


Fair Opportunity Proposal Request 
(FOPR) Documents


• PWS
• CLIN Structure
• LOE Matrix
• Instructions to Offerors (ITO)
• Objective Evaluation Criteria
• Self Scoring Matrix
• LOE Matrix
• Uniform Pricing Template (UPT) 
• EPASS B-Table Implementation
• OCI Briefing Slide Deck
• Provisions and Clauses
• DD254
• Financial Responsibility
• NAICS Codes for OASIS Pool Numbers
• EPASS Cross Reference Matrix
• Past Performance Rating Form
• Standard HTRO w/RRP Past Performance Questionnaire
• Model Contract 5







AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


Objective Evaluation Criteria


Narrative for each of the Categories within the Self-Scoring Matrix
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AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


Self- Scoring Matrix 


• Points and a weighting system applied to each category was based off of 
customer’s level of importance


• Contractors required to rank themselves based on matrix provided
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AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


LOE Matrix Example
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AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


Uniform Pricing Template (UPT) 


Offeror completes UPT with direct and indirect labor rates
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Labor
Category


Exp
Level


Sec
Clear


Est
Hrs


Direct
Labor
Rate


Fringe
O/H G&A Tot Est Cost


Less Fixed
Fee


Fixed
Fee
%


Fixed
Fee


$


Total
Price


FBLR
(Less 
Fee)


Fixed
Fee
Hr







AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


• Offerors provide up to 5 work samples as evidence for validation of 
self-score


• Allows Government to objectively validate previous work 
experience of Offerors


• The highest self-scored proposal is validated by the Technical 
Evaluation Team


• Only downward adjustments are made if substantiating documents 
and/or Government POC’s does not validate the scores 


• If validated score is lower than the second highest self-score, then 
the next highest self-scored proposal is evaluated


• This would continue until the highest validated score is determined
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Evaluation Process Factor 1 
Technical Evaluation







AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


• The Highest Validated Self-Score (Highest Technically Rater Offeror)  moves 
to Factor 2 Cost Proce Evaluation


• Using Government benchmark rates cost/price analysis begins  


• The Government customer pre-determines the percentile to be paid for  each 
labor category based on several factors, including security level, geographic 
location….


• The 2-Step Process for Determining Cost Realism/Reasonableness of the 
Proposed Costs is determined by: 
1. Realistic - labor rates not understated by a % determined by the 


customer
2. Reasonable – labor rates not overstated by a % determined by the 


customer


• If the Offeror’s proposed cost is unrealistic or unreasonable then the next 
highest validated Offeror will be evaluated


• The Offeror with a proposed cost/price determined to be reasonable and 
realistic after most probable cost adjustments receives award 11


Evaluation Process Factor 2 
Cost/Price







AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


• Government determines benchmark rates prior to receipt of 
proposals


• Benchmark rates are a qualified estimate of what the 
Government should expect to pay in the competitive labor 
market


• Derived from a variety of sources/data points 


• If historical actuals are higher than the benchmark rate a 
higher rate may be established for specific/specialized 
positions


• Government may calculate hybrid/blended benchmark rates if 
the duties of a specific position cross multiple functions/labor 
categories
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Benchmark Rates







AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


• Compare Offeror’s proposed direct labor rates in Uniform Pricing Template 
(UPT) to Government established benchmark rates


• If Offeror’s proposed rate for a labor category falls within pre-established 
percentage (+/-), rate is accepted


• If Offeror’s proposed rate for a labor category falls outside pre-established 
percentage (+/-), Government will evaluate Offeror’s Basis of Estimate 
(BOE) before accepting the Offeror’s proposed rate


• Decision Point:
• Government may accept rate if Offeror’s BOE justification is sufficient
• If BOE justification not sufficient, Offeror’s proposed rate is rejected and 


Government adjusts and substitutes benchmark rate in calculation


• Comparison of summation of proposed direct labor rates (Quantity of 1 hr. 
per rate) against summation of all Government evaluated/adjusted rates


• If result of comparison summation is within pre-established percentage 
(+/-), Offeror moves to step 2 of evaluation process 13


Evaluation Process 
Factor 2 Cost/Price (Step 1)







AFLCMC… Providing the Warfighter’s EdgeAFLCMC… Providing the Warfighter’s Edge


Evaluation Process 
Factor 2 Cost/Price (Step 2)


Most Probable Cost (MPC) = Fully burdened (not including fee) 
Government evaluated rates x total number of hours for each labor category 


Total Evaluated Price (TEP) = MPC + travel/ODC costs + CAF + 
proposed fee percentage


Reasonable
If the Offeror’s proposed total cost is within the pre-established percentage 
(+/-) compared to the Government MPC the Offeror is deemed reasonable, 
realistic, and eligible for award 


Realistic
If Offeror’s proposed total cost is not within the pre-established percentage 
(+/-) the Offeror is deemed unreasonable, unrealistic, and not eligible for 
award


•Indicates Offeror does not likely understand Government requirements 
and/or the labor market 


14
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Adequate Price Competition


FAR 15.403-1(c)(1) (i) A price is based on adequate price competition when—


• (A) Two or more responsible Offerors, competing independently, submit priced offers that 
satisfy the Government’s expressed requirement;


• (B) Award will be made to the Offeror whose proposal represents the best value (see 2.101) 
where price is a substantial factor in source selection; and


• (C)  There is no finding that the price of the otherwise successful Offeror is unreasonable. 


Government meets the intent based on:
• Two or more independent offers received in response to the Fair Opportunity Proposal 


Request 
• Government’s express requirement satisfied when an Offeror submits a proposal that 


contains a complete Uniform Pricing Template (UPT) IAW the instructions to Offerors 
(ITO) and evaluation criteria in the FOPR


Price Reasonableness- FAR 15.404-1
• Price analysis conducted as part of cost/price evaluation 
• A Total Evaluated Price (TEP) outside the pre-established percentage is deemed 


unreasonable


15


Evaluation Process 
Adequate Price Competition
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Innovation Technique 9 — 
Discovery 


 
Sometimes, we want prospective offerors to learn before submitting full proposals – think about a site visit 
before construction bidding occurs, where the Government opens the work site and offerors walk around, 
make observations, ask questions, make notes, and so forth.  For complex services acquisitions, the 
Government will sometimes make a reading room available. We want to get the best proposals possible, so 
let’s make this process more interactive and let the offerors ask questions! This is called “Discovery.” 
 
1. Done after release of final solicitation and before receipt of full proposals (possibly 


after Phase 1). 
2. Offerors can ask questions of requirements and the ‘as is’ operational landscape.  
3. Answers are provided by the Government requirement owners.  
4. Different from a Q&A process or pre-proposal process, these sessions are done with 


individual offerors.  
5. Exchanges made during Discovery session are typically not shared with other 


offerors unless those lead to a change in the solicitation’s requirement.  
6. The main purpose is prospective offeror learning and the Government answers questions as best it can.  


The Government assumes no responsibility for any conclusions or interpretations made during Discovery, or 
for any representation made by any of its employees or agents during Discovery. 


 
Sample from Information Systems Division Professional Services— 
A.3.4  Discovery Session 
Those Offerors that either received advisory notifications to proceed to Phase II . . . shall be invited to 
participate in a scheduled discovery session to review Software Change Requests (SCR), CG FIXIT tickets, 
examples of code, and examples of ALC organic support to assist in oral presentation preparation. The 
Discovery Session will be conducted at a minimum of two (2) weeks from the date of receipt of the advisory 
notification letter. Each Offeror will have its own Discovery Session, without other Offerors present. 
 


Offerors will receive instructions and schedule dates and times to visit ALC to review relevant data. The date 
and time to have access to ALC’s data will be coordinated with the Offerors POC upon approval of proposed 
personnel. The Government will have two (2) optional dates and times that will be made available to review 
the data provided by the Government.  
 


The Government will not delay the discovery session for personnel vetting issues. Additional personnel will not 
be processed for access to ALC if submitted personnel are not approved by the Government prior to the 
scheduled date and time.   
 


During the Discovery Session, each Offeror will be provided two (2) hours to review the data and ask questions 
to increase their understanding of the Government’s requirements based on the data provided. Each Offeror is 
permitted to bring up to five (5) personnel to the Discovery session. The Government will answer the 
questions, at its discretion, in a one-on-one setting in real time. This Discovery Session is not intended to 
provide feedback on Offerors proposed approaches. Questions and answers may differ across Offerors. 
Answers during these sessions are non-binding unless it results in an amendment to the RFP. Offerors are 
encouraged to prepare questions that are sufficient and detailed enough to support the preparation of Phase II 
proposal.  





		FAR 1.102 Statement of guiding principles for the Federal Acquisition System.

		FAR 1.102-1 Discussion.

		FAR 1.102-2 Performance standards.

		FAR 1.102-3 Acquisition Team.

		FAR 1.102-4 Role of the Acquisition Team.

		Virtual Oral Presentation Instructions:
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Stewardship Responsibilities
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• Robust Acquisition Policies and Procedures
– Laboratory contracts are competed when there is a reasonable 


assumption of improved contractor performance.
– All work at the laboratories is competitively awarded.


• Institutional Planning
– Annually DOE reviews the long term plans of each laboratory and 


provides feedback on whether these plans align with DOE goals and 
priorities.


• Establish Performance Expectations 
– Annually a standard Performance Evaluation and Measurement Plan 


(PEMP) is added to the contract for all 10 laboratories.
– A few select notable outcomes are defined by SC leadership and 


included in PEMP.
– Programs and Site Offices provide feedback throughout the year.







Why We Evaluate
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• To meet our contractual obligations, 
determine fee, etc.,


• To inform acquisition planning decisions, 


and most importantly,


• To assess how our contractors are 
performing against our expectations, to 
ensure that we are getting good/best value 
for the money we expend at the laboratories.







Laboratory Appraisal Cycle
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Develop Notable 
Outcomes for 


Coming Fiscal Year
Aug - Sept


Incorporate PEMP 
in to Laboratory 


Contracts
October 1st


Evaluation Input 
Collected from 


Site Offices and all 
Sponsoring 


Program Offices
October


SC Leadership 
Reviews Input and 
Approves Grades 


and Contract 
Incentives
November


SC Leadership Briefs 
Laboratory 


Leadership on Past 
Year’s Performance


December







Roles and Responsibilities
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Director, Office of 
Science (SC-1)


Deputy Director 
for Science 


Programs (SC-2)


Deputy Director 
for Field 


Operations (SC-3)


SC-2 and Associate Directors (ADs)
• Evaluates the quality of science and 


program management (goals 1-3).
• Reviews and recommends notable 


outcomes for goals 1-4.


SC-3 and Site Office Managers (SOMs)
• Evaluates operational performance 


of the labs (goals 5-8).
• Reviews and recommends notable 


outcomes for goals 4-8.


SC-1
• Approves notables for future year PEMPs.
• Approves grades/scores for all goals. 
• Award Term Determining Official for the Office of Science
• Briefs Lab/Contractor Management on Results







Key Features
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• Standard Performance Goals and 
Objectives for all SC laboratories


• Revised review process for annual 
laboratory performance plans (PEMPs) and 
reports with SC senior management 
involvement


• Standardized scoring and reporting
approach (4 point scale and public report 
card)


• Broadened incentives with standard fee 
calculation







Standard Performance Goals
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1. Mission Accomplishment
2. Design, Fabrication, Construction and 


Operation of Research Facilities
3. Program Management 


4. Contractor Leadership/Stewardship 


5. Environment, Safety and Health 
6. Business Systems 
7. Facilities and Infrastructure  
8. Security and Emergency Management 


Science & 
Technology


Management 
& Operations







Standard Performance 
Goals and Objectives
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1. Mission Accomplishment
a) Impact (significance)
b) Leadership (recognition of S&T 


accomplishments)
2. Design, Fabrication, Construction  & 


Operation of Research Facilities
a) Design of Facility (the initiation phase and the 


definition phase)
b) Construction of Facility/Fabrication of 


Components (execution phase)
c) Operation of Facility (e.g., availability, reliability, 


and efficiency of facility)
d) Utilization of Facility to Grow and Support Lab’s 


Research Base and External User Community
3. Program Management 


a) Strategic Planning, Stewardship of Scientific 
Capabilities and Programmatic Vision


b) S&T Project/Program/Facilities Management
c) Communications and Responsiveness to HQ


4. Contractor Leadership/Stewardship 
a) Leadership and Stewardship of the Laboratory
b) Management and Operation of the Laboratory
c) Laboratory External Engagements/Partnerships
d) Contractor  Value-added


5. Environment, Safety and Health 
a) Worker Safety and Health Program
b) Environmental Management System


6. Business Systems 
a) Efficient, Effective, and Responsive Financial 


Management System(s)
b) Efficient, Effective, and Responsive Acquisition 


and Property Management Systems
c) Efficient, Effective, and Responsive Human 


Resource Management System and Diversity 
Program


d) Efficient, Effective, and Responsive Contractor 
Assurance Systems, including  Internal Audit and 
Quality


e) Effective Transfer of Knowledge and Technology 
and Commercialization of Intellectual Assets


7. Facilities and Infrastructure  
a) Manage Facilities and Infrastructure in an Efficient 


and Effective Manner that Optimizes Usage and 
Minimizes Life Cycle Costs


b) Provide planning for and acquire the facilities and 
infrastructure required to support future 
laboratory programs


8. Security and Emergency Management  
a) Efficient and Effective Emergency Management 


System
b) Efficient and Effective Cyber-Security for 


Protection of Classified and Unclassified 
Information


c) Efficient and Effective System for the Protection of 
Special Nuclear Materials, Classified 
Matter/Information, Sensitive Information and 
Property







Standard Descriptions
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GOAL 1.0  PROVIDE FOR EFFICIENT AND EFFECTIVE MISSION ACCOMPLISHMENT


Objective 1.1 Provide Science and Technology Results with Meaningful Impact on the Field
In assessing the performance of the Laboratory against this Objective, the following assessment elements should be considered:


• Performance of the Laboratory with respect to proposed research plans;
• Performance of the Laboratory with respect to community impact and peer review; and
• Performance of the Laboratory with respect to impact to DOE mission needs.


The following is a sampling of factors to be considered in determining the level of performance for the Laboratory against this Objective.  The evaluator(s) may 
consider the following as measured through progress reports, peer reviews, Field Work Proposals (FWPs), Program Office reviews/oversight, etc.


• Impact of publications on the field, as measured primarily by peer review;
• Impact of S&T results on the field, as measured primarily by peer review;
• Impact of S&T results outside the field indicating broader interest;
• Impact of S&T results on DOE or other customer mission(s);
• Successful stewardship of mission-relevant research areas;
• Delivery on proposed S&T plans;
• Significant awards (Nobel Prizes, R&D 100, FLC, etc.);
• Invited talks, citations, making high-quality data available to the scientific community; and
• Development of tools and techniques that become standards or widely-used in the scientific community.


Letter 
Grade Definition


A+


In addition to satisfying the conditions for B+
• There are significant research areas for which the Laboratory has exceeded the expectations of the proposed research plans in 


significant ways through creative, new, or unconventional methods that allow greater scientific reach than expected.
• S&T conducted at the Laboratory has resolved one of the most critical questions in the field, or has changed the way the research 


community thinks about a particular field through paradigm shifting discoveries that would be considered the most influential
discovery of the decade for that field.


• S&T conducted at the Laboratory provided major advances that significantly accelerate DOE or other customer mission(s).
…
F







Notable Outcomes
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• In 2009, a COV recommended SC reduce the number of 
metrics to a “critical few” for each lab because:
– There were 100s of performance measures and targets in each lab PEMP and 


it was not clear was SC considered to be the “most important” items;
– Many of the measures were “compliance measures” or “process steps” that 


duplicated requirements found in Orders, regulations, etcetera; and
– They were not focused on “outcomes” for improved performance.


• This led to the creation of “Notable Outcomes,” beginning in 
the FY 2010 PEMP
– Notable outcomes are the short list of the most important things SC wants the 


contractor to focus on in the coming year, above and beyond sound 
management of the contract and across all the eight evaluation categories.


– Clearly do not cover all the lab has to do.  Instead, they identify the “notable 
few” things the lab must focus on achieving or improving in the coming year.


– Are pass/fail in the sense that accomplishment of the notable is required to 
get the lab a B+ for that Objective; super-achievement doesn’t necessarily get 
you more.







Goal 4.0


11


Goal 4.0 - Contractor Stewardship/Leadership
• Evaluated by SC-1, SC-2, and SC-3
• Input is provided by the SC Associate Directors and the SC Site 


Office Managers
• Impacts both S&T and M&O overall grades (25% of grade)


Final S&T Score = (Initial S&T Score x 75%) + (Goal 4.0 Score x 25%)


Final M&O Score = (Initial M&O Score x 75%) + (Goal 4.0 Score x 25%)







Standard Scoring System
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Meets Expectations


Current, Standard Numerical Scoring System 


Grade Score S&T Operations
Gateway         Multiplier


A+ 4.1 – 4.3 100% 100%
A 3.8 - 4.0 97% 100%
A- 3.5 – 3.7 94% 100%
B+ 3.1 – 3.4 91% 100%
B 2.8 – 3.0 88% 95%
B- 2.5 – 2.7 85% 90%
C+ 2.1 – 2.4 75% 85%
C 1.8 – 2.0 50% 75%
C- 1.1 – 1.7 0% 60%
D 0.8 – 1.0 0% 0%
F 0 – 0.7 0.0 0%


For Fee: (S&T Gateway) x (Ops Multiplier) = 
Fee % Awarded


For Consideration of Award Term:
Combined S&T ≥ A- and Combined Ops ≥ B+ , 
and no S&T Goal < B+ and no Ops Goal < B-


(For first year only: Combined S&T ≥ B+ and 
Combined Ops ≥ B+) 







Incentivizing Performance
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Laboratory
Maximum 
Available 
Perf. Fee


Max. Available 
Perf. Fee as % of 
Lab Operating 


Cost


Performance Fee 
Awarded (% of Max. 
Available Perf. Fee)


Award 
Term


AMES $1.496 M 2.8% $1.407M (94%) Yes


ANL $5.82 M 0.8% $5.47M (94%) Yes


BNL $6.9 M 1.2% $6.49M (94%) Yes


FNAL $4.58 M 1.4% $4.301M (94%) Yes


LBNL $6.7 M 0.8% $6.298M (94%) Yes


ORNL $11.5 M 0.8% $10.81M (94%) N/A


PNNL $12.5 M 1.3% $12.125M (97%) N/A


PPPL $1.860 M 1.9% $1.69M (91%) N/A


SLAC $ 4.85 M 1.3% $4.56M (94%)1 N/A


TJNAF $3.23 M 2.4% $3.03M (94%) Yes


FY 2019 SC Laboratory Fee Awards Annual Report 
Cards Made Public


https://science.osti.gov/lp/Laboratory-
Appraisal-Process/FY-2019


A- Mission Accomplishment 
(Quality & Productivity of R&D)


A- Construction & Operation of 
Research Facilities


B+  S&T Program Management


A- Contractor Leadership & 
Stewardship


B+  Environment, Safety & Health


B    Business Systems


B  Facilities & Infrastructure


B+  Security & Emergency 
Management


Incentives include performance fee, award term, the public release of grades, and tie to 
contract extend/compete decisions.


1 TJNAF’s fee was further reduced by approximately $334,000 due to significant safety issues during FY 2019.



https://science.osti.gov/lp/Laboratory-Appraisal-Process/FY-2019
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FY 2019 Office of Science Laboratory Performance Appraisals 
Questions and Answers 


 
Question: What DOE laboratories are subject to the Office of Science laboratory appraisal process? 
 
Answer:  Ames Laboratory, Ames, Iowa; Argonne National Laboratory, Argonne, Illinois; Brookhaven 
National Laboratory, Upton, New York; Fermi National Accelerator Laboratory, Batavia, Illinois; 
Lawrence Berkeley National Laboratory, Berkeley, California; Oak Ridge National Laboratory, Oak 
Ridge, Tennessee; Pacific Northwest National Laboratory, Richland, Washington; Princeton Plasma 
Physics Laboratory, Princeton, New Jersey; SLAC National Accelerator Laboratory, Menlo Park, 
California; and Thomas Jefferson National Accelerator Facility, Newport News, Virginia. 
 
 
Question:  Why are the other DOE laboratories not evaluated through this process? 
 
Answer:  All of the DOE laboratories are evaluated against criteria established in their respective 
contracts.  The laboratories and contractors that report to the Office of Science are evaluated through this 
process. 
 
 
Question:  Why does the DOE Office of Science need to appraise the performance of its national 
laboratory management and operating contractors? 
 
Answer:  The national laboratories’ management and operating contracts require the Office of Science to 
appraise the scientific and operational performance of its contractors.  These evaluations provide the basis 
for determining annual performance incentives, as well as information the Department uses to make 
contracting decisions. 
 
 
Question:  How long has this appraisal process been in place? 
 
Answer:  This appraisal process went into effect for the fiscal year 2006 performance evaluation period.  
The grades being released by DOE are the results of the fourteenth full evaluation cycle and cover the 
fiscal year 2019 performance period (October 1, 2018, through September 30, 2018). 
 
 
Question:  Can you briefly describe the areas of performance the Office of Science evaluates through this 
appraisal process? 
 
Answer:  The Office of Science evaluates the performance of its laboratory management and operating 
contractors against eight standard Performance Goals; each Performance Goal has a set of standard 
underlying Objectives.  Three of the Goals focus on the contractors’ scientific and technological 
performance with respect to 1) mission accomplishment (quality and productivity of research and 
development), 2) design, fabrication, construction, and operation of research facilities, and 3) science and 
technology research project/program management.  Four of the Goals are used to evaluate the contractors’ 
managerial and operational performance with respect to 1) integrated environment, safety, and health 
protection, 2) business systems, 3) facility maintenance and infrastructure, and 4) security and emergency 
management.  The other Goal is used to evaluate the overall leadership and stewardship of the laboratory 
by senior laboratory officials and the contractor.  
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Question:  How does the Office of Science evaluate its laboratory contractors’ performance? 
 
Answer:  Each laboratory’s performance was evaluated against the eight Performance Goals and 
associated Objectives common to all of the laboratories.  In addition, the Office of Science developed a 
unique set of Notable Outcomes for each laboratory that was intended to focus the laboratory leadership 
on the specific items the Office of Science believed were the most important initiatives and highest risk 
issues the laboratory had to address during the past year.  Notable Outcomes were clearly linked to one or 
more Performance Objectives, though they were not required for each Objective.  They were also either 
met, or not met; they were not given a numerical score, nor a letter grade, at the end of the fiscal year.  
Achievement of a Notable Outcome was a prerequisite for meeting the Department’s expectations (i.e., 
for achievement of a “B+” grade for the Objective(s) to which the Notable Outcome was linked). 
 
The scientific and technological performance of the laboratory was evaluated by those organizations that 
fund its work including, as appropriate, the Office of Science, other DOE Program Offices, the 
Department of Homeland Security, and the Nuclear Regulatory Commission; furthermore, the managerial 
and operational performance of the laboratory was evaluated by its cognizant site office.  Each 
contractor’s Objective grades are based on both its performance against the Notable Outcomes, as well as 
other performance information that became available to DOE as a result of oversight throughout the year.  
Examples this type of information include independent scientific program reviews and internal and 
external operational reviews.  The evaluation process included end-of-year normalization meetings for 
both the scientific and technological and the managerial and operational areas, during which rating 
organizations reported their proposed scores/grades and worked to achieve a consistent and fair 
scoring/grading approach across the ten laboratories. 
 
 
Question:  Are the grades consistently applied?  Can different laboratories’ grades be compared? 
 
Answer:  This appraisal process is robust in its ability to provide consistent assessments of the Office of 
Science Laboratory contractors’ performance against the Performance Goals and Objectives common to 
all of the laboratories, as well as against the unique Notable Outcomes we defined for each individual 
laboratory.  Substantial effort is expended each year to ensure comparability of the grades across the ten 
laboratories. 
 
 
Question:  What are the definitions of the various grades, including the plus (+) and minus (-) grades? 
 
Answer:  The evaluation process incorporates a standard (0-4.3) scoring system with corresponding 
grades for each Performance Goal and Objective, and results in the creation of a “Report Card” for each 
laboratory contractor.  The table below represents the scale the Office of Science uses to assign scores and 
letter grades.  A grade of “B+” is awarded for performance against an Objective that meets the 
Department’s “expected” level of performance for that Objective.  Therefore grades above a “B+” 
indicate a level of performance that exceeded DOE’s expectations, while grades below a “B+” indicate 
levels of performance which have not met DOE’s expectations and need improvement.  The grade for 
each Performance Goals is based on a weighted sum of the scores of the individual Performance 
Objectives identified for each Goal. 
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Score/Letter Grade Scale 


 
 
Question:  How do a laboratory’s grades in the eight Performance Goals result in a fee determination? 
 
Answer:  SC uses the following process to determine the amount of performance-based fee earned by the 
contractor.  The S&T score from each evaluator shall be used to determine an initial numerical score for 
S&T, and the rollup of the scores for each managerial and operational Performance Goal shall be used to 
determine an initial numerical M&O score. 
 
These initial scores will then be adjusted based on the numerical score for the Goal (i.e., Goal 4.0) which 
evaluates the overall leadership and stewardship of the laboratory by senior laboratory officials and the 
contractor (see table below). 
 


Final S&T and M&O Score Calculation 
 
 


 


 


 


 
The final S&T score will then be used to determine the amount of available fee that may be earned and 
the final M&O score will be used to determine the multiplier to be applied to the S&T fee earned to 
determine the final amount of fee earned for the year (in accordance with the table below). 


Performance-Based Fee Earned Scale 


 
 
Question:  How do grades in the eight Performance Goals affect the award term incentive? 
 
Answer:  The recently competed Office of Science Laboratory contracts include a new clause which 
allows the contractor to earn additional contract term based on its performance.  There are minimum 
performance levels the contractor must achieve to be eligible for this “award term” incentive; the 


Final Grade A+ A A- B+ B B- C+ C C- D F 


Total Score 4.3-
4.1 


4.0-
3.8 


3.7-
3.5 


3.4-
3.1 


3.0-
2.8 


2.7-
2.5 


2.4-
2.1 


2.0-
1.8 


1.7-
1.1 1.0-0.8 0.7-0 


 Numerical 
Score Weight   


Initial S&T Score  0.75   
Goal 4.0  0.25   


Final S&T Score  
Initial M&O Score  0.75   
Goal 4.0  0.25   


Final M&O Score  


Final Grade A+ A A- B+ B B- C+ C C- D F 
Total 
Score 


4.3-
4.1 


4.0-
3.8 


3.7-
3.5 


3.4-
3.1 


3.0-
2.8 


2.7-
2.5 


2.4-
2.1 


2.0-
1.8 


1.7-
1.1 1.0-0.8 0.7-0 


S&T % 
Fee 


Available 
100% 97% 94% 91% 88% 85% 75% 50% 0% 0% 0% 


M&O Fee 
Multiplier 100% 100% 100% 100% 95% 90% 85% 75%  60% 0% 0% 
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performance levels are based on the eight Performance Goal grades resulting from the laboratory 
appraisal process.  Six of the Office of Science laboratories’ contracts include this award term provision.  
They are:  Ames Laboratory, Argonne National Laboratory, Brookhaven National Laboratory, Fermi 
National Accelerator Laboratory, Lawrence Berkeley National Laboratory, and Thomas Jefferson 
National Accelerator Facility. 
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Defense Counterintelligence and Security Agency 
Background Investigation Fieldwork Services 


Solicitation HS002122R0003 
Amendment 05 


 
02 EVALUATION PROCESS 


 
I. GENERAL 


 
The Government will award a contract resulting from this solicitation to the responsible Offeror whose 
proposal, conforming to the solicitation, will be most advantageous to the Government, price and other 
factors considered. The Government may select for award an Offeror that does not offer the lowest 
price if that Offeror proposes an approach that the Government deems technically superior to, or 
believes represents a lower risk than, the approaches of lower-priced competitors. The Government 
may also select an Offeror that does not offer the best technical solution or represent the lowest risk if 
the Government believes that a lower-priced proposal represents a better value. 
 
The evaluation factors and rating methods that will be applied are summarized in the following table: 
 


Factor/Subfactor # Title Rating Method 
Factor 1 Proposal Compliance Acceptable/Unacceptable 
Factor 2 Security Acceptable/Unacceptable 
Factor 3 Technical Capability Quality Assessment Rating 
   Subfactor A    Management Approach  
   Subfactor B    Quality Control  
   Subfactor C    Corporate Experience  
Factor 4 Past Performance Confidence Assessment Rating 
Factor 5 Small Business Participation Small Business Participation Assessment 


Rating 
Factor 6 Price N/A (Price Analysis) 


 
The Government will evaluate proposals in two steps. Under the first step, the Government will evaluate 
Factors 1 and 2. Proposals must be deemed “Acceptable” under these factors for the Government to 
continue evaluating Factors 3-6 under the second step. Proposals deemed “Unacceptable” under the 
first step will be immediately rejected as unawardable.    
 
Factors 3 and 4 are approximately equal in importance, and each is more important than Factors 5 or 6. 
Non-price factors, when combined, are significantly more important than price. 
 
The Government may, at its discretion, incorporate any aspects of the successful Offeror’s proposal into 
the resultant contract. 
 
The rating methods are described in further detail below. 
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Acceptable/Unacceptable (Factors 1 and 2) 
 


Adjectival Rating Description 
Acceptable Proposal meets the requirements of the solicitation. 
Unacceptable Proposal does not meet the requirements of the solicitation. 


 
Quality Assessment Rating (Factor 3) 
 


Adjectival Rating Description 
Outstanding Proposal indicates an exceptional approach and understanding of the 


requirements and contains multiple strengths, and risk of unsuccessful 
performance is low. 


Good Proposal indicates a thorough approach and understanding of the 
requirements and contains at least one strength, and risk of unsuccessful 
performance is low to moderate. 


Acceptable Proposal meets requirements and indicates an adequate approach and 
understanding of the requirements, and risk of unsuccessful performance is no 
worse than moderate. 


Marginal Proposal has not demonstrated an adequate approach and understanding of 
the requirements, and/or risk of unsuccessful performance is high. 


Unacceptable Proposal does not meet requirements of the solicitation, and thus, contains 
one or more deficiencies, and/or risk of unsuccessful performance is 
unacceptable. Proposal is unawardable. 


 
The Government will define the term “risk” and its various levels, as used in the preceding table, as 
follows: 
 


Adjectival Rating Description 
Low Proposal may contain weakness(es) which have little potential to cause 


disruption of schedule or degradation of performance, and the Offeror 
exhibits a significant amount of qualifying corporate experience. Normal 
contractor effort and normal Government monitoring will likely be able to 
overcome any difficulties.  


Moderate Proposal contains a significant weakness or combination of weaknesses 
which may potentially cause disruption of schedule or degradation of 
performance, or the Offeror exhibits a moderate (but not significant) 
amount of qualifying corporate experience. Special contractor emphasis 
and close Government monitoring will likely be able to overcome 
difficulties. 
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High Proposal contains a significant weakness or combination of weaknesses 
which is likely to cause significant disruption of schedule or degradation of 
performance, or the Offeror exhibits little or no qualifying corporate 
experience. A proposal that contains both “Moderate” and “High” risk 
features (i.e., potential for disruption and no experience, or likelihood of 
disruption and moderate experience) will be deemed “High” risk. Is 
unlikely to overcome any difficulties, even with special contractor 
emphasis and close Government monitoring. 


Unacceptable Proposal contains a material failure or a combination of significant 
weaknesses that increases the risk of unsuccessful performance to an 
unacceptable level. 


 
The Government will define the terms “strength,” “weakness,” “significant weakness,” and “deficiency”, 
as used in the preceding tables, as follows: 
 


Adjectival Rating Description 
Strength An aspect of an Offeror's proposal that has merit or exceeds specified 


performance or capability requirements in a way that will be advantageous to 
the Government during contract performance. 


Weakness A flaw in the proposal that increases the risk of unsuccessful contract 
performance. 


Significant Weakness A flaw in the proposal that appreciably increases the risk of unsuccessful 
contract performance. 


Deficiency A material failure of a proposal to meet a Government requirement or a  
combination of significant weaknesses in a proposal that increases the risk of 
unsuccessful contract performance to an unacceptable level. 


 
Confidence Assessment Rating (Factor 4) 
 


Adjectival Rating Description 
Substantial 
Confidence 


Based on the Offeror’s recent and relevant performance record, the 
Government has a high expectation that the Offeror will successfully perform 
the required effort. 


Satisfactory 
Confidence 


Based on the Offeror’s recent and relevant performance record, the 
Government has a reasonable expectation that the Offeror will successfully 
perform the required effort. 


Neutral Confidence No recent and relevant performance record is available or the Offeror’s 
performance record is so sparse that no meaningful confidence assessment 
rating can be reasonably assigned. The Offeror may not be evaluated favorably 
or unfavorably on the factor of past performance. 
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Limited Confidence Based on the Offeror’s recent and relevant performance record, the 
Government has a low expectation that the Offeror will successfully perform 
the required effort. 


No Confidence Based on the Offeror’s recent and relevant performance record, the 
Government has no expectation that the Offeror will be able to successfully 
perform the required effort. 


 
Small Business Participation Assessment Rating (Factor 5) 
 


Adjectival Rating Description 
Outstanding Proposal indicates an exceptional approach and understanding of the small 


business objectives. 


Good Proposal indicates a thorough approach and understanding of the small 
business objectives. 


Acceptable Proposal indicates an adequate approach and understanding of small business 
objectives. 


Marginal Proposal has not demonstrated an adequate approach and understanding of 
the small business objectives. 


Unacceptable Proposal does not meet small business objectives. 


 
II. METHODOLOGY 


 
The Government will assess Offerors on each factor based upon the considerations described below. 
 


1. Factor 1: Proposal Compliance 
 
The Government will evaluate whether the proposal conforms to the following administrative  
requirements stated at sections II.1. and III.1. of the Instructions to Offerors (“Instructions”): 
 


• Contains a cover letter signed by a senior company official with authority to enter the company 
into a contract for this requirement. 


• Contains two resumes, one for the proposed program manager, and the other for the proposed 
information technology manager, both of whom meet the minimum qualifications stated under 
section 1.11 of the PWS. 


• Contains a subcontracting plan. 
• Contains an OCI mitigation plan (if required). 


 
Although not part of this volume, for evaluation purposes the Government will also review proposals 
under this step to ensure that the following documents are included: 
 


• Proposal slide deck (Instructions, II.3-II.5). 
• Completed Small-Business Participation Matrix (Instructions, II.7). 
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• Completed Price Workbook (Instructions, II.8). 
 
A proposal that does not conform to the material requirements described above will be deemed 
“Unacceptable” and rejected by the Government without further evaluation.  
 


2. Factor 2: Security 
 
The Government will confirm the following:  
 


• The Offeror has submitted the required security documents stated at sections II.2. and III.2. of 
the Instructions;  


• The Offeror possesses an active Top Secret facility clearance level; 
• The Offeror does not possess any unresolved foreign ownership, control, or influence issues; 
• The Security Plan fully addresses how the Offeror will protect sensitive information during the 


conduct of this work, including each of the specific aspects identified in section III.2.C. of the 
Instructions. 


• The Offeror received a rating of at least “Marginal” in response to its most recent Security 
Vulnerability Assessment or explained in its security plan that it has never received an SVA. 
  


If the Offeror does not meet these requirements, the response is deemed incomplete, or the 
Government is unable to determine whether the Offeror meets these requirements, the proposal will be 
deemed “Unacceptable” and rejected by the Government without further evaluation.  
 


3. Factor 3: Technical Capability 
 
This factor is composed of Subfactors A, B, and C. The Government will provide a quality assessment 
rating for Factor 3 based upon its combined evaluation of these Subfactors. In performing the 
evaluation, the Government will consider the spoken contents of the presentation and the written 
contents of each slide (excluding the “Notes” field underneath each slide). 
 


A. Subfactor A: Management Approach 
 
Oral Presentation. The Government will evaluate the soundness of the Offeror’s approach to 
successfully managing specific tasks. To do this, the Government will consider whether the approach 
would (1) be realistically achievable, (2) meet the requirements of the task if successfully executed, and 
(3) pose any excessive risks to the Government. The specific tasks are: 
 


• Hiring or contracting, and retaining, capacity to provide nationwide support sufficient to meet 
the Government’s requirement despite constant fluctuation in workload. (Response must 
include the estimated time to reach full performance capability, not to exceed one (1) year 
following award.) 


• Adhering to the required quality and timeliness standards described under section 6.2. of the 
PWS.  


• Maintaining a workforce that remains knowledgeable of the statutes, regulations, policies, and 
procedures listed under section 7 of the PWS, to include a plan for updating the workforce as 
these references change over time and ensuring that personnel are capable of operating 
independently of Government support.  
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• Maintaining a workforce that is compliant with the National Training Standards, information 
technology training and certification requirements (Technical Exhibit A, 15), DCSA-specific 
investigator training requirements (Technical Exhibit B), and security training requirements 
(Technical Exhibit C, 2.9.). (Response must include the estimated time to fully train the Offeror’s 
entire workforce.)  


• Obtaining timely authorization to operate its own case-management system in accordance with 
Technical Exhibit A, 2.1. 


 
Interview Responses. The Government will evaluate the Offeror’s responses for: 
 


• Indication that the Offeror fully understood the question. 
• A technically sound management approach. 
• Excessive performance and compliance risks. 


 
B. Subfactor B: Quality Control 


 
Oral Presentation. The Government will evaluate the soundness of the Offeror’s approach to ensuring 
the quality of personnel and processes, applying the same considerations as described above under 
II.3.A. Specifically, the Government will evaluate the Offeror’s approach to:  
 


• Overseeing the professionalism, integrity, and accuracy of personnel completing BIs, to include 
establishment of an investigator integrity program (PWS 5.4.1.).  


• Overseeing the quality, integrity, compliance, and accuracy of the processes used to complete 
investigations, to include controls for a check-ride program, annual observations, ad hoc 
Government observations, and observation-based evaluation record maintenance (PWS 5.5.2.) 
and establishment of a records verification program providing for at least one verification per 
month, maintenance of records verification documents, and destruction of records verification 
documents (PWS 5.5.3.).  


 
Interview Responses. The Government will evaluate the Offeror’s responses for: 
 


• Indication that the Offeror fully understood the question. 
• A technically sound quality control approach. 
• Excessive performance and compliance risks. 


 
C. Subfactor C: Corporate Experience 


 
Oral Presentation. The Government will evaluate the amount of experience the Offeror has performing 
work similar in size, scope, and complexity to this requirement. Referenced projects that do not meet 
the criteria stated under section III.3.D.iii. of the Instructions will not be evaluated by the Government. 
In evaluating this Subfactor, the Government will specifically consider the following: 
 


• Overall experience performing Federal background investigation work (based on length of time, 
quantity of projects, and fluency of presenters with respect to industry-specific concepts and 
language). 


• Experience maintaining nationwide capacity to conduct both in-person and virtual background 
investigations. 
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• Experience maintaining adequately trained, experienced, and cleared staffing in a constantly 
changing environment.  


• How the Offeror has overcome obstacles the same as, or similar to, those that have and will 
arise during this work (e.g., changing investigative standards, implementation of new 
technologies, national emergency). 
 


All else being equal, the Government will favor proposals that exhibit the following: 
 


• Greater length of experience in years.  
• A higher quantity of referenced projects. 
• A wider breadth of experience with the specific topics in the preceding list. 
• Greater fluency in addressing the specific topics in the preceding list. 
• Sound judgment and general success in overcoming obstacles. 


 
Interview Responses. The Government will evaluate the Offeror’s responses for: 
 


• The degree to which they cite specific examples from the Offeror’s or major subcontractors’ 
experience. 


• Fluency on industry-specific concepts and language. 
 


4. Factor 4: Past Performance 
 
The Government will evaluate the quality of the Offeror’s performance history. Referenced projects that 
are not both recent and relevant, as these terms are defined under section III.4. of the Instructions, will 
not be evaluated by the Government. In determining each confidence assessment rating, the 
Government will specifically consider the following: 
 


• Past performance ratings that are relevant to the successful performance of background 
investigation work (e.g., quality control, management, timeliness, compliance, etc.). 


• The extent of performance history.  
• The quality of the supporting narratives.  
• Performance trends.  


 
All else being equal, the Government will favor proposals that contain or exhibit the following: 
 


• Higher past performance ratings. 
• A higher quantity of referenced projects (up to a maximum of three). 
• Objective narratives that cite specific work examples and performance standards. 
• A performance history that shows performance improvement over time instead of one that 


shows a decline in performance over time. 
 
Offerors without any recent and relevant past performance, or that have a performance record so 
sparse that no meaningful confidence assessment rating can be reasonably assigned, will receive a 
“Neutral Confidence” rating for this factor. 
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5. Factor 5: Small-Business Participation 
 
The Government will evaluate the Offeror’s (except for small-business Offerors) approach and 
commitment to meeting the small-business goals for this requirement, which are stated under section 
III.5.A. of the Instructions. In determining the small-business participation assessment rating, the 
Government will consider the following: 
 


• The degree to which the proposal satisfies each of the goals stated at section III.5.A. of the 
Instructions (based on the total proposed evaluated contract value). 


• Whether appropriate representations have been submitted for each firm in accordance with 
section III.5.B. of the Instructions. 


• The degree to which the Offeror commits to specific small-business participants. 
• The Offeror’s past performance with respect to meeting its small-business participation goals 


(based upon the information submitted for Factor 4 and the Offeror’s self-described 
commitment to small business).  


• The degree to which any provided supplemental information indicates a commitment to small 
business. 


 
All else being equal, the Government will favor proposals that contain the following: 
 


• An appropriate representation for each specific proposed firm. 
• Completed matrixes that exceed the Government’s small-business goals instead of merely 


meeting the Government’s small-business goals. 
• Matrixes with specific firms proposed for each goal (over matrixes listing potential small-


business candidates). 
• When specific firms are not proposed for each goal, matrixes with potential small-business 


candidates for each goal (over matrixes that do not specify any firms). 
• Strong past performance with respect to small-business participation, as evidenced by high 


ratings supported by objective information drafted by a project client, and/or by the Offeror’s 
self-described success in meeting small-business requirements. 


• Supplemental information (if provided) that shows a strong commitment to small business. 
 
Additional notes regarding this factor: 
 


• Plans that do not meet one or more of the Government’s small-business participation goals will 
be rated as “Unacceptable” for this factor.  


• If a specific small-business firm is proposed in the Small-Business Participation Matrix but no 
representation is provided for that firm, the Government will categorize the firm as a 
“potential” firm.  


• The Government will not consider past-performance history for this factor if the Offeror lacks a 
past-performance record addressing this topic, or if the Offeror’s performance record on this 
topic is so sparse that no meaningful confidence level can be reasonably determined. 


• Small-business Offerors will automatically receive a rating of “Outstanding” for this factor. 
 
 
 
 







DCSA BI Fieldwork 02 Evaluation Process RFP HS002122R0003-A05 


9 
 


6. Factor 6: Price 
 


• The total evaluated price will be automatically calculated within the Price Workbook. It 
represents the sum of: each Offeror’s proposed unit price by job type and year multiplied by 
sample quantities for each job type.  


• The Government will analyze the total evaluated price utilizing one or more of the methods 
stated at FAR 15.404-1(b)(2) to determine whether it is fair and reasonable.  


• The Government may choose to perform a price realism analysis as appropriate for any 
proposal. This will occur if any unit price or the total evaluated price appear to be unrealistically 
low, indicating a potential lack of understanding by the Offeror and/or increased risk of 
performance failure. Upon conducting a price realism analysis, the Government may reject a 
proposal it considers to contain unrealistically low prices.  








Defense Counterintelligence and Security Agency 
Background Investigation Fieldwork Services 


Solicitation HS002122R0003 
Amendment 06 


 
01 INSTRUCTIONS TO OFFERORS 


(Addendum to FAR 52.212-1) 
 


I. GENERAL INSTRUCTIONS AND BACKGROUND INFORMATION 
 


1. Adherence to Instructions 
 
In order to maximize efficiency and ensure fairness during the proposal evaluation process, all Offerors 
must comply with FAR 52.212-1 and this addendum. Offers that do not comply with these instructions 
may be considered non-compliant with the solicitation terms and ineligible for award. 
 
Proposals will include an oral component and written component. Both components must be 
communicated clearly and coherently and be prepared in sufficient detail for effective evaluation by the 
Government. Proposals must address all aspects as described hereunder. 
 


2. Parallel Requirements 
 
Due to the historical workload volatility associated with this requirement and its impact on national 
security, the Government has a critical need to maintain two Contractors at relative workload parity 
throughout the lives of these contracts. Therefore, the Government intends to award a single, firm-
fixed-price (FFP), indefinite-delivery/indefinite-quantity (IDIQ) contract under solicitation 
HS002122R0002, and a single, FFP, IDIQ contract under solicitation HS002122R0003.  
 
The Government has released these two, substantively identical solicitations concurrently. Both are now 
accessible through the SAM website. Offerors are encouraged to submit proposals in response to both 
solicitations but are not required to do so. There are several options available to respond to both 
solicitations: 
 


• Offerors may submit the same proposal in its entirety (both written and oral components) in 
response to each solicitation. Offerors that decide to do this should only submit the written 
package once (i.e., they should not submit duplicate documents), and indicate within their cover 
letter that the Government should consider the proposal under both solicitations. If this option 
is selected, the Offeror will also only deliver a single oral presentation. The Government will 
evaluate both the written package and oral presentation under each solicitation, and the 
Offeror will be eligible for award under either. 
 


• Offerors may submit a portion of the same proposal (either the written or oral component) in 
response to each solicitation, with the other portion (written or oral) being unique to each 
solicitation. Offerors that intend to submit the same written package and a unique oral 
presentation must submit two unique slide decks, but otherwise should only submit the 
remaining written materials once. These Offerors will be required to present twice, once per 
slide deck. Alternatively, Offerors that intend to submit unique written packages and the same 
oral presentation must submit two written packages in their entireties, even if some documents 
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are unchanged between packages. These Offerors will only be permitted to present once. 
Regardless of the option selected, Offerors must indicate in their cover letters which portion of 
the proposal (written or oral) is intended to be the same between solicitations, and which is 
intended to be unique. The Government will evaluate each proposal under its corresponding 
solicitation as identified by the Offeror.  
 


• Offerors may submit completely unique proposals (both written and oral) in response to each 
solicitation. Offerors that decide to do this must submit two complete written packages 
(including unique slide decks) and deliver two oral presentations. In their cover letters, Offerors 
must state that each proposal is entirely unique. The Government will evaluate each proposal 
under its corresponding solicitation as identified by the Offeror.  


 
The Government will evaluate proposals received in response to solicitation no. HS002122R0002 and 
solicitation no. HS002122R0003 concurrently, not sequentially; however, an awardee will be determined 
under HS002122R0002 before HS002122R0003. Once the Government has determined the awardee 
under HS002122R0002 (but before making award) the Government will exclude that Contractor from 
consideration for award under HS002122R0003 using the authority of FAR 6.202(a). (This exclusion 
would also apply to a joint venture that the Contractor is part of.) 
 
Because the resulting contracts will be single-award, not multiple-award, IDIQ contracts, fair-
opportunity competitive procedures will not apply to the task-order award process. Instead, following 
delivery of the guaranteed minimum quantities under each contract, the Government intends to evenly 
allocate the workload between the Contractors based on the estimated level of effort required to 
perform the work (i.e., the Government does not plan to allocate work by dollar value or job type). In 
this way, the Government will attempt to maintain both Contractors with relatively equal staffing levels, 
allowing either or both to quickly scale their capabilities as demand fluctuates.  
 
Despite the Government’s current intention to maintain Contractor parity, ultimately the Government 
will utilize each contract in a way that is most advantageous to its evolving needs. This means that, once 
the minimum-guaranteed amount is ordered, the Government may thereafter utilize one contract more 
than the other, award additional contracts, and/or cease using one contract altogether, for any reason 
deemed to be in the Government’s best interest. Thus, it is imperative for Offerors to understand that, 
although the Government presently anticipates the need to maintain two Contractors at approximately 
equal workload distribution over the full term of both contracts, this may not necessarily be the case in 
the future as the Government’s needs evolve. 
 


3. Discussions 
 
Despite the language at FAR 52.212-1(g), the Government intends to hold discussions prior to making 
award. Discussions will be conducted via written correspondence. If an Offeror submits a single proposal 
in response to both solicitations HS002122R0002 and HS002122R0003, and the Offeror is deemed to be 
within the competitive range for both solicitations, the Offeror may choose to respond to the 
Government with a single response on behalf of both proposals, or with unique responses for each 
unique proposal. The Government will not announce an award decision or provide debriefings under 
either solicitation until discussions have concluded under both solicitations. Offerors will not have an 
opportunity to renegotiate under one solicitation based on the outcome of the other. 
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4. Questions 
 
Prior to submitting questions regarding this solicitation, Offerors should review Responses to Industry 
Questions (Attachment 16), which was created based on industry feedback to the draft solicitation 
(Special Notice HS002122BIFW0114). For the convenience of Offerors, those questions are sorted by 
section of the solicitation. 
 
If upon reviewing the solicitation, reading room materials, and Attachment 16 Offerors still have 
questions, they may submit them to the Government contact identified in the solicitation posting page. 
There will be two cut-off dates for questions:  
 


• Round 1: Amendment 04 provides responses and edits in response to Round 1 questions. 
Round 1 is now closed. The Government will no longer directly respond to questions or 
comments regarding the solicitation and associated attachments; however, the Government 
may still internally consider any questions or comments received, and, if deemed appropriate 
and necessary, further amend the solicitation accordingly.  


 
• Round 2: Round 2 is now closed. The Government received no questions regarding reading 


room instructions or materials. 
 
Contractors must use the Industry Feedback Form Template (Attachment 15) to submit all questions. 
The Government will not respond to questions submitted through other means. The Government will 
post questions and responses publicly through a solicitation amendment. 
 


5.  Reading Rooms 
 
The Government intends to host on-site reading rooms in Washington, DC, and Boyers, PA, which will 
contain information not otherwise available with this solicitation. The reading rooms will be open from 
April 11, 2022 to May 5, 2022 (excluding Fridays). See Attachment 17 for additional information and 
instructions on registering for reading room access.  
 


II. PROPOSAL FORMATTING REQUIREMENTS 
 
Offerors shall submit proposals in accordance with the following table. Written portions must be 
separated by volume and submitted via email to the Government point of contact referenced in the 
solicitation posting (dividing contents into two emails is acceptable if one email would otherwise exceed 
the 10 MB size limitation). Each volume must be contained within its own unique zipped folder labeled 
in accordance with the below table (e.g., “Volume 1 – Administrative Materials” or simply “Volume 1”). 
Do not include a period (“.”) within any file or folder names, as the DCSA server may strip attachments 
named this way. Offerors may include cover pages, tables of contents (TOCs), and glossaries for each 
volume but are not required to do so. Cover pages, TOCs, and glossaries will not count against any page 
limits. 
 
The size limitation that the server will accept for a single email is 10 MB. Offerors may divide the written 
portions of their proposals across up to three (3) emails, as necessary, to circumvent this restriction. If 
an Offeror finds that its submission will exceed the three-email (i.e., 30 MB) limit, the Offeror should 
contact the Contract Specialist to discuss the issue and potential alternate means of submission. 
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# Volume Title Medium Formatting Parameters 


1. Administrative 
Materials 


Written. A. Cover Letter. PDF document with 11-point or higher Times 
New Roman (TNR) or Calibri font for text and 10-point or 
higher TNR or Calibri font for tables and graphics. 


B. Resumes. PDF documents not to exceed two (2) pages each 
using 11-point or higher TNR or Calibri font for text and 10-
point or higher TNR or Calibri font for tables and graphics. 


C. Letters of Commitment. PDF documents not to exceed two 
(2) pages each using 11-point or higher TNR or Calibri font 
for text and 10-point or higher TNR or Calibri font for tables 
and graphics. 


D. Small-Business Subcontracting Plan. Use a PDF commercial 
plan or the Small-Business Subcontracting Plan Template 
(Attachment 12) converted to PDF. 


E. Organizational Conflict of Interest (OCI) Risk Mitigation Plan. 
PDF document with 11-point or higher Times New Roman 
(TNR) or Calibri font for text and 10-point or higher TNR or 
Calibri font for tables and graphics. (Only required if an 
Offeror affirms in its cover letter that it believes an actual or 
potential OCI exists.) 


2. Security Written. A. Facility Clearance Level (FCL). Use the FCL Verification 
Certification Template (Attachment 09). 


B. Foreign Ownership, Control, or Influence (FOCI). PDF copy of 
executed Certificate Pertaining to Foreign Interest (SF 328), 
plus any supplemental materials as required by III.2.B. 


C. Security Plan. PDF format, not to exceed five (5) pages using 
11-point or higher TNR or Calibri font for text and 10-point 
or higher TNR or Calibri font for tables and graphics. 


3. Oral 
Presentation 


 


Oral and 
written. 


A. Oral presentation. Not to exceed 90 minutes for entire 
prepared portion (addressing all three (3) oral presentation 
topics).  


B. Slide deck. PowerPoint or PDF format using the Proposal 
Slide Deck Template (Attachment 10), not to exceed 50 
pages in length with 18-point or higher TNR or Calibri font 
for text and 10-point or higher TNR or Calibri font for tables 
and graphics, to address all three (3) oral presentation 
topics: Management Approach, Quality Control, and 
Corporate Experience. (50-page limit does not include 
template pages reserved for the presentation title and 
section subtitles.) Additional instructions for using this 
template can be found on the first page of Attachment 10.  
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4. Past 
Performance 


Written. A. Project List. PDF document, not to exceed one (1) page per 
project (three (3) pages maximum) with 11-point or higher 
TNR or Calibri font for text and 10-point or higher TNR or 
Calibri font for tables and graphics (not including any title 
page). 


B. Evaluations. For each project, either a PDF copy of applicable 
Contractor Performance Assessment Reporting System 
(CPARS) Evaluations or similar agency-specific performance 
evaluations, or a completed Past Performance Questionnaire 
(PPQ) Template (Attachment 11) submitted by a third-party 
reference in PDF format.  


5. Small-Business 
Participation 


Written. A. Small-Business Participation. Use the Small Business 
Participation Matrix (Attachment 13). 


B. Small-Business Representations. Documentation as specified 
and permitted by FAR 52.219-8(d)(1), (2), and (5). 


C. Commitment to Small Business. PDF format, not to exceed 
three (3) pages total (one page per project) with 11-point or 
higher TNR or Calibri font for text and 10-point or higher TNR 
or Calibri font for tables and graphics. 


6. Price Written. Use the Price Workbook (Attachment 14). 


 
REMINDER: Offerors must submit written materials in zipped folders, organized by volume, via email to 
the point of contact referenced in the solicitation posting. Offerors must not place a period (“.”) within 
the name of any file or folder, as such documents may be stripped by the DCSA email server. The email 
server file size limitation is 10 MB. Sending contents in up to three (3) two emails is acceptable if the 
contents would otherwise exceed this limitation within a single email. If an Offeror anticipates that its 
submission will exceed three (3) emails or 30 MB, it should reach out directly to the Contract Specialist to 
discuss options. 
 


III. DETAILED INSTRUCTIONS 
 


This section provides detailed instructions on the content of each proposal volume. 
 
1. Administrative Materials 


 
Offerors shall submit a cover letter, resumes, letters of commitment, an OCI risk mitigation plan (if 
unable to certify in the cover letter that none exist), and (except for small-business Offerors) a 
subcontracting plan addressing the criteria listed below. 
 


A. Cover Letter. The cover letter shall either include or acknowledge, as appropriate, the 
following: 


 
i. The information stated at FAR 52.212-1(b) (11 items total, as applicable; items 


addressed elsewhere within the proposal need only be acknowledged within the cover 
letter); 
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ii. Completed provisions not referenced in FAR 52.212-1 (as applicable; see Attachment 
06); 


iii. A statement as to which solicitation(s) the proposal is being submitted in response to 
and, if applicable, which portion of the proposal is applicable to which solicitation. (See 
I.2. of this document for additional explanation and requirements regarding proposal 
submission options.); 


iv. Either a statement certifying that the Offeror knows of no actual or potential OCIs that 
would result from the Offeror receiving a contract award under this solicitation, or a 
brief explanation of what actual or potential OCIs would result from the Offeror 
receiving a contract award. (Also see III.1.E.); 


v. Any exceptions the Offeror takes with regard to the Government’s terms and 
conditions; 


vi. Up to three (3) preferred timeslots to complete the oral component of this proposal, 
stated by order of preference and selected from the available timeslots listed under 
section III.3.F of this document; 


vii. The names and titles of up to three (3) (but no less than two (2)) individuals who will 
represent the Offeror at the oral presentation, at least one (1) of whom must be the 
proposed program manager and one (1) of whom must be another individual proposed 
to occupy a different key personnel position; 


viii. A statement that the Offeror agrees to hold the prices in its proposal firm for 90 
calendar days from the date specified for receipt of offers; 


ix. The full names and (as required by the performance work statement (PWS)) summaries 
of qualifications of candidates proposed to occupy the six (6) key positions listed at 
section 1.11. of the PWS, plus the full name of the alternate program manager; 


x. A list of the additional proposal documents being submitted concurrent to the cover 
letter; 


xi. The following statement, completed as indicated: “I, [name of cover letter signatory], 
certify that [company name] leadership has reviewed the solicitation in full, understands 
the Government’s requirement, including the standards for acceptable performance, 
and believes [company name] to be fully capable of satisfactorily performing this 
requirement. In addition, [company name] leadership has either participated in or 
reviewed all aspects of this proposal. The information contained herein and that will be 
communicated via oral presentation is accurate to the best of my knowledge and 
belief.”; and 


xii. The signature of a senior company official with authority to enter the company into a 
contract for this requirement. 


 
B. Resumes. Two (2) resumes shall be submitted: one for the proposed program manager and 


another for the proposed information technology manager. Both must show experience that 
supports the summarized qualifications for these individuals stated in the cover letter and 
required by section 1.11 of the PWS.  
 


C. Letters of Commitment. Two (2) letters of commitment shall be submitted: one for the 
proposed program manager and another for the proposed information technology manager. 
The letters shall be on company letterhead, state the intention of the designated candidates 
to serve in the stated positions at contract award, and include the candidates’ signatures. 
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D. Subcontracting Plan. The subcontracting plan must include the names of any specific firms 
proposed in meeting the Government’s small-business participation goals (see section III.5. 
of this document for more on the relationship between the subcontracting plan and small-
business participation goals). This requirement is not applicable to small-business Offerors. 


 
E. OCI Risk Mitigation Plan. Only Offerors unable to certify the absence of actual or potential 


OCI risks in their cover letters shall submit an OCI risk mitigation plan with their proposals. 
The risk mitigation plan should list, in specific detail, the issue(s) that constitute the OCI, 
how the issues originated, a draft plan on how to mitigate the OCI, and any other pertinent 
facts or assumptions that led the Offeror to believe an OCI issue exists with regard to its 
proposal. 
 


2. Security 
 
This volume demonstrates Offerors’ ability to meet the security requirements of the solicitation at the 
time of proposal and contract award, and throughout the life of the contract. Offerors shall submit the 
FCL Verification Certification Template, an executed SF 328, any required mitigatory information, and a 
security plan addressing the criteria listed below. 
 


A. FCL. Provide a completed FCL Verification Certification Template so that the DCSA Security 
Office has the information it needs to confirm the Offeror’s FCL. 


 
B. FOCI. If the response is “yes” to any questions on the SF 328, also provide one of the 


following forms of mitigatory information: 
 


i. A copy of the letter authorizing the company’s FCL despite the existence of FOCI; or 
ii. A “snipped” or tailored image of the Offeror’s current FOCI status in the National 


Industrial Security System database under the Facility Profiles tab. (Do not submit a full 
screenshot, as this would be contrary to DoD live database policy.) 


 
C. Security Plan. Submit a security plan describing how the Offeror will protect sensitive 


information during the conduct of this work. At a minimum, it must contain: 
 


i. A description of the current security posture and culture, inclusive of organizational 
management’s commitment to compliance with the National Industrial Security 
Program (NISP);  


ii. A narrative describing how the Offeror will identify, vet, and train appropriate 
personnel, to include ensuring that personnel meet security eligibility requirements at 
the time of proposal and throughout the life of the contract; 


iii. A statement indicating the result of the most recent annual Security Vulnerability 
Assessment (SVA) conducted by DCSA. (If the Offeror has never received an SVA, 
address this in the plan and provide a brief explanation.)  
 


3. Oral Presentation (includes: Management Approach, Corporate Experience, Quality Control) 
 
The oral presentation demonstrates Offerors’ technical capability to perform the required work. 
Additional instructions for the oral presentation follow. 
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A. Format. Oral presentations will be accomplished “virtually” using a videoconference 
platform determined by the Government. The Government will record the presentations for 
the sole use of aiding the proposal evaluation process. Presentations will be divided into the 
following segments and time limits: 


 
i. Prepared presentation – Up to 90 minutes to address management approach, quality 


control, and corporate experience.  
 


ii. Break – 15 minutes. 
 


iii. Interview – Approximately 60 minutes, total. Offerors will respond to standardized 
questions, each with specific response time limits, as determined by the Government.  
(Each Offeror will receive the same interview questions in the same order. As part of the 
purpose of these questions is to gauge the understanding and experience of Offeror 
personnel with respect to this type of work, the Government will not provide Offerors 
with advance notice of the questions. Likewise, time limits will be shared as each 
question is asked and not sooner.) 


 
B. Presenters. Of the three (3) presenters, at least one (1) must be the proposed program 


manager, and at least one (1) must be proposed to occupy a different key personnel 
position. Inclusion of a third presenter is optional and based on each Offeror’s preference. 
(In the event of a bona fide emergency or illness that prevents one of the planned key 
personnel presenters from attending, the Government may permit an alternate presenter to 
stand in for either role (but not both roles) if adequate evidence of the emergency or illness 
is provided to the Contracting Officer at least one (1) hour prior to the scheduled 
presentation. The alternate presenter must be another named key personnel or the 
alternate program manager.) 


  
C. Slide Deck. Offerors shall submit their presentation slide deck, using the Proposal Slide Deck 


Template, with the written portion of their proposals. This slide deck will be deemed “final,” 
and no modifications may be made to it once submitted. The font and page limit parameters 
are designed to restrict the amount of detail Offerors can write. Offerors are encouraged to 
use the slide deck to organize the presentation and highlight major points, rather than as a 
detailed script. Additional instructions on using this template can be found on the first page 
of Attachment 10. 


 
D. Topic Areas. Offerors shall address the following three areas as indicated below: 


 
i. Management Approach – The Offeror’s approach to successfully managing this work, 


with particular emphasis on the Offeror’s ability to: 
 
• Hire or contract for, and retain, capacity to provide nationwide support sufficient to 


meet the Government’s requirement despite constant fluctuation in workload. 
(Including the estimated time to reach full performance capability, not to exceed 
one (1) year from the date of award.) 


• Adhere to the required quality and timeliness standards described under section 
6.2. of the PWS.  







DCSA BI Fieldwork 01 Instructions to Offerors RFP HS002122R0003_A06 


9 
 


• Maintain a workforce that remains knowledgeable of the statutes, regulations, 
policies, and procedures listed under section 7 of the PWS, to include a plan for 
updating the workforce as these references change over time and ensuring that 
personnel are capable of operating independently of Government support. 


• Maintain a workforce that is compliant with the National Training Standards, 
information technology training and certification requirements (Technical Exhibit A, 
15), DCSA-specific investigator training requirements (Technical Exhibit B), and 
security training requirements (Technical Exhibit C, 2.9.). (Also include the estimated 
time to fully train the Offeror’s entire workforce for this effort.) 


• Obtain timely authorization to operate its own case-management system in 
accordance with Technical Exhibit A, 2.1. 


 
ii. Quality Control – The Offeror’s approach to meeting performance standards and 


ensuring compliance with applicable rules, with particular emphasis on the Offeror’s 
ability to:  
 
• Oversee the professionalism, integrity, and accuracy of personnel completing BIs, to 


include establishment of an investigator integrity program (PWS 5.4.1.).  
• Oversee the quality, integrity, compliance, and accuracy of the processes used to 


complete investigations, to include:  
 


o controls for a check-ride program, annual observations, ad hoc Government 
observations, and observation-based evaluation record maintenance (PWS 
5.5.2.); and  


o establishment of a records verification program providing for at least one 
verification per month, maintenance of records verification documents, and 
destruction of records verification documents (PWS 5.5.3.).  


 
(NOTE: In requesting the foregoing quality control information, the Government seeks 
to understand how the Offeror intends to meet the requirements of PWS 5.4. and 5.5. 
from a strategic perspective. The Government does not seek a point-by-point recitation 
of tasks from PWS 5.4. and 5.5., and will not evaluate proposals for this information.) 
 


iii. Corporate Experience – This volume measures the amount of experience the Offeror 
and its proposed “major” subcontractors have performing work similar in size, scope, 
and complexity to this requirement. All referenced experience must meet the following 
criteria: 
 


• Be for background investigation services provided to a Federal agency; 
• Have been performed by the Offeror or proposed “major” subcontractors 


(defined as subcontractors that would earn at least 15% of the total contract 
value under the Offeror’s proposal); 


• Have been performed as either a prime- or subcontractor; and 
• Have occurred within 10 years of the solicitation closing date. 


 
Offerors should specifically address: 
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• Specific projects meeting the above criteria and the length of performance on 
each;  


• The combined length of experience between the prime contractor and major 
subcontractors (up to 10 years each, rounded to the nearest month); 


• The combined quantity of projects between the prime contractor and major 
subcontractors over that time; 


• Experience maintaining nationwide capacity to conduct both in-person and 
virtual background investigations; 


• Experience maintaining adequately trained, experienced, and cleared staffing in 
a constantly changing environment; and 


• How the Offeror has overcome obstacles the same as, or similar to, those that 
have and will arise during this work (e.g., changing investigative standards, 
implementation of new technologies, national emergency). 


 
E. Scheduling. Offerors shall select up to three (3) preferred timeslots for their oral 


presentation from the below table, and include those selections within their cover letters in 
order of preference. The Government will schedule Offerors using a random number 
generator, assigning each Offeror a number based on the order of proposal receipt. (For 
example, if 10 proposals are received, Offerors would be assigned numbers 1-10 based on 
the order of receipt. The Offeror whose number is generated first would receive top 
scheduling preference, beginning with that Offeror’s most-preferred timeslot. Scheduling 
would continue in this random order until all Offerors are scheduled.)  


 
If an Offeror’s most-preferred timeslot is already taken, the Government will default to that 
Offeror’s second- or third-preferred timeslot, in that order, as available. If none of an 
Offeror’s preferred timeslots are available, the Government will work with the Offeror in 
good faith to find an agreeable time for the presentation, provided that it occurs no earlier 
than the first or later than the last timeslots stated below. The Government will notify 
Offerors simultaneously of their scheduled timeslots within one (1) week of the written 
proposal receipt deadline. Details for accessing the virtual platform, conducting a pre-
presentation communications check, and “ground rules” for the day of the presentation, will 
be shared at that time. 


 
F. Timeslots. 


 
All times are calendar year 2022 and based in the Eastern Time Zone. 
 


Tuesday 
May 17 


Wednesday 
May 18 


Thursday 
May 19 


Monday 
May 23 


Tuesday 
May 24 


Wednesday 
May 25 


Thursday, 
May 26 


 (1) 8-11 a.m.  (3) 8-11 a.m.  (5) 8-11 a.m.  (7) 8-11 a.m.  (9) 8-11 a.m.  (11) 8-11 a.m. (13) 8-11 a.m.  
 (2) 1-4 p.m.  (4) 1-4 p.m.  (6) 1-4 p.m.  (8) 1-4 p.m.  (10) 1-4 p.m.  (12) 1-4 p.m. (14) 1-4 p.m. 


 
4. Past Performance 


 
This volume demonstrates the historical quality of work performed by Offerors. Offerors shall submit a 
project list with up to three (3) recent and relevant projects performed by the Offeror (not by 
subcontractors), plus evaluations (as available). The following definitions apply to this volume  
only: 
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• “Recent projects” are contracts with performance that has occurred within five (5) years of the 


solicitation closing date.  
• “Relevant projects” are those under which the Offeror has provided background investigation 


services to a Federal agency. 
 
Further details for this volume follow. 
 


A. Project List. Include the following information: 
 


i. The client’s name; 
ii. A brief description of the scope of work; and 


iii. Contact information for an employee of the client organization with first-hand 
knowledge of the Offeror’s work on that project. 
 


B. Evaluations. As available, submit one of the following for each project:  
 


i. Copies of recent CPARS evaluations or similar Agency-specific performance evaluations 
for each project; or 


ii. The PPQ Template, completed and submitted by an employee of the client organization 
with first-hand knowledge of the Offeror’s work on that project. (The Government will 
not accept PPQs submitted by anyone other than an employee of the client 
organization. Despite the proposal submission deadline, the Government will accept 
PPQs received as late as May 13, 2022 at 5:00 p.m. ET.) 


 
(In the interest of efficiency, the Government discourages Offerors from submitting both 
CPARS evaluations and a PPQ for the same project. The Government will not penalize 
Offerors for submitting both; however, if the information between the documents differs, 
the Government will factor both documents into its evaluation.) 


 
5. Small-Business Participation 


 
This volume contains the Offeror’s plan to maximize opportunities for small-business firms while 
performing the required work. Small-business firms may be proposed as subcontractors, or as members 
of a joint venture or teaming arrangement. This volume is in addition to the subcontracting plan 
required to be submitted within the first volume; however, as with the subcontracting plan, small-
business Offerors are not required to submit this volume.  
 
Offerors shall submit a completed Small-Business Participation Matrix, small-business representations 
for each proposed firm, and additional documentation demonstrating the Offeror’s commitment to 
small business. These are described in further detail below. 
 


A. Small-Business Participation Matrix. Completing this form will allow the Government to 
ensure that proposed small-business firms would receive an adequate allocation of the total 
evaluated contract value (years 1-5). The written certifications shall match the size and 
socio-economic status identified in the Small-Business Participation Matrix for each 
subcontractor. Instructions for completing the form are located within the second tab of the 
form.  
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The overall small-business participation goal for this requirement is 30% of the total 
evaluated contract value as calculated within Attachment 14. The following specific goals 
also apply to the total evaluated contract value and may be used to help comprise the 30% 
goal: 
 
• At least five percent (5%) of the total value to small disadvantaged businesses; 
• At least five percent (5%) of the total value to women-owned small businesses; 
• At least three percent (3%) of the total value HUBZone small businesses; 
• At least three percent (3%) of the total value to veteran-owned small businesses; and 
• At least three percent (3%) of the total value to service-disabled, veteran-owned small 


businesses. 
 


B. Small-Business Representations. This will allow the Government to validate the information 
contained in the Small Business Participation Matrix. For each specific proposed firm other 
than firms representing themselves as HUBZone-certified, the Offeror shall provide either a 
written representation from the firm or a copy of the firm’s SAM certifications, as detailed 
by FAR 52.219-8(d)(1) and (2). For specific proposed firms representing themselves as 
HUBZone-certified, the Offeror shall provide either the firm’s SAM certifications or 
verification from the Small Business Administration, as required by FAR 52.219-8(d)(5). 
 


C. Commitment to Small Business. For each project referenced under section III.4. of this 
document, address the following elements (as applicable): 
 


i. Compliance with FAR 52.219-8, Utilization of Small Business Concerns. Include 
procedures established to ensure timely payments to small business subcontractors. 


ii. Compliance with FAR 52.219-9, Small Business Subcontracting Plan. 
iii. Actual small business utilization compared to small business participation goals 


identified in the approved subcontracting plan. Include the date of the last submitted 
Individual Subcontracting Report. 


iv. Appropriate mitigating information if any of the foregoing requirements were not met. 
v. Supplemental information such as bilateral teaming arrangements, an explanation of 


internal controls, documentation, and/or systems, and/or any other documentation the 
Offeror feels demonstrates a commitment to small business. Include a brief explanation 
as to how the information demonstrates a commitment to small business. 


 
6. Price 


 
Offerors shall complete and submit the Price Workbook. The rates inserted into the Price Workbook are 
Offerors’ proposed firm-fixed prices corresponding to Technical Exhibit K. Although the Government is 
not requesting a cost breakdown, Offerors are advised that wages and fringe benefits must be in 
accordance with the attached wage determination, as required by the Service Contract Labor Standards 
(41 U.S.C. Ch. 67). 






Sheet1

		Job		Estimated Year 1 Order Quantity**		Year 1 Unit Prices***		Estimated Year 1 Extended Prices		Year 2 Escalation Rate
(may not exceed .025)		Year 2 Unit Prices		Estimated Year 2 Extended Prices		Year 3 Escalation Rate
(may not exceed .025)		Year 3 Unit Prices		Estimated Year 3 Extended Prices		Year 4 Escalation Rate
(may not exceed .025)		Year 4 Unit Prices		Estimated Year 4 Extended Prices		Year 5 Escalation Rate
(may not exceed .025)		Year 5 Unit Prices		Estimated Year 5 Extended Prices

		Tier 1 Investigation		1,718				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Tier 2 Investigation		10,373				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Tier 2R Investigation		2,468				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Tier 3 Investigation		51,106				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Tier 3R Investigation		13,380				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Tier 4 Investigation		6,664				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Tier 4R Investigation		3,328				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Tier 5 Investigation		33,025				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Tier 5R Investigation		30,308				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		ESI 		4,478				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		TESI		66,802				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		SUBC 		4,006				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Law Record Check		24,133				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Education Record Check		3,024				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Employment Record Check		10,908				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Financial Record Check		223				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Alcohol/Drugs/Psychological Conditions Record Check		212				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Public Record Check		1,554				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Employment Coverage to include Record and Personal		10,024				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Education Coverage to include Record and Personal		1,326				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Alcohol/Drugs/Psychological Conditions Personal Source		598				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		General Personal Source Coverage for EFI flags		4,308				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Former Spouse Personal Interview		294				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Social Reference		4,320				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Personal Sources for Residence Coverage		3,356				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Technical (Investigative Technicians/Record Searchers) (Hourly Rate)		18				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		Investigative Professional (Field Agents Staff) (Hourly Rate)		18				$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00				$0.00		$0.00

		CV Flag Alert 1*		- 0		NA						NA						NA						NA						NA

		CV Flag Alert 2*		- 0		NA						NA						NA						NA						NA

		CV Flag Alert 3*		- 0		NA						NA						NA						NA						NA

		CV Flag Alert 4*		- 0		NA						NA						NA						NA						NA

		CV Flag Alert 5*		- 0		NA						NA						NA						NA						NA

		CV Flag Alert 6*		- 0		NA						NA						NA						NA						NA

		CV Flag Alert 7*		- 0		NA						NA						NA						NA						NA

		CV Flag Alert 8*		- 0		NA						NA						NA						NA						NA

		CV Flag Alert 9*		- 0		NA						NA						NA						NA						NA

		CV Flag Alert 10*		- 0		NA						NA						NA						NA						NA

		*Items are not currently required, but are anticipated to become required after contract award. Prices will be negotiated at that time as described within section 1.4. of the PWS. 				Estimated Year 1 Subtotal:		$0.00				Estimated Year 2 Subtotal:		$0.00				Estimated Year 3 Subtotal:		$0.00				Estimated Year 4 Subtotal:		$0.00				Estimated Year 5 Subtotal:		$0.00

		**Estimated order quantities are specific to the contract resulting from this solicitation (i.e., these quantities represent about half of the Government's first-year requirement, with the "parallel" solicitation representing the other half). For the purposes of price evaluation and calculating subcontracting estimates, estimated Year 1 case volumes have been applied to each contract year. Therefore,
Total Evaluated Price is equal to the sum of all estimated extended price subtotals over five years.				TOTAL EVALUATED PRICE:
(Years 1-5)		$0.00

		***Each year corresponds to a year under the basic IDIQ contract, starting with the contract effective date. Pricing under each task order will correlate to the unit prices in effect under the basic contract at the time a task order is placed. These prices will remain in effect under each task order for up to one year and apply to all work assignments placed within that year, regardless of in which year the work is completed. Moreover, any work added to a task order by modification will also be priced in accordance with the prices in effect at the time that the order was originally placed, as long as the modification and corresponding work assignments occur within a year of the task order being placed. 
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COMPARATIVE ANALYSIS – TEMPLATE 


TECHNICAL QUOTE EVALUATION CONSENSUS REPORT 


 


The following document captures the technical evaluation as conducted by the Government. This document 


addresses factors and key elements as stated in the “Evaluation Factors” section of the RFQ. This document may 


not include or address all elements from the RFQ, as not every element had a substantial impact on the technical 


evaluation consensus decision.  Those elements that were omitted were considered to be neutral and/or not 


impactful to the consensus technical evaluation decision. 


 


FIRM: BEST SERVICES COMPANY 


 


1) Factor 1: Prior Demonstrated Experience 


 


 Degree to which the Quoter demonstrates prior experience, directly relevant to the technical and 


business solution. 


 


 The number of demonstrated prior experience contracts successfully executed in the past 3 years. 


 
 


CONSENSUS EVALUATION 


 


 The Best Services Company experience with the Other Federal Agency and with the Other DHS 


Component is directly relevant to this requirement.  Best Services Company has experience with 


additional Other Federal Agencies, such as That One and The Other One, and the demonstrated prior 


experience described for That One is directly relevant to this current requirement.   
 


 Best Services Company teaming relations with Great Services and with Good Partners demonstrates 


strong teaming capabilities that will benefit this requirement, especially since Good Partners current 


provides support to other DHS requirements for the OCIO.  The addition of Best Application Maker, a 


boutique FixItNow company, provides directly relevant technical experience. 
  


 Best Services Company is one of only five Global Strategic FixItNow partners. Their team has 


performed over 200 implementations in the last three years. 


 


2) Factor 2: Technical and Management Approach 


Migration and Implementation 


 The firm’s technical approach will be evaluated on their understanding of the objectives of the SOW and 
planned execution of the project. This refers to the manner in which the firm proposes to plan, manage, control, and 
provide the services and deliverables. The extent to which the Quoter understands the problems, issues, constraints, 
organizations and system(s) involved and the approach and methodologies proposed to ensure successful accomplishment 
of the work will be evaluated. 


 


 The firm’s draft Quality Assurance (QA) Plan demonstrates the ability to address the anticipated potential 


problems, issues, constraints, and creativity and feasibility of solutions to problems and future integration of 


new processes and technology enhancements. 
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Customer engagement 


 Demonstrates the sufficiency of its approach to engaging the customer to obtain and/or share information 


required for the migration and implementation, including requirements gathering sessions, project status 


meetings, training approach. 


Operations and Maintenance 


 The sufficiency of firm’s governance process to manage the implementation of the DHS application 


under a resultant contract.. 


 The sufficiency of firm’s ability to resolve problems, address workflow process stability, manage system 


upgrades, and troubleshoot unforeseen problems 


 Demonstrated experience with the SOW requirements for O&M Support, including the CONOPS 


Document (SOW Section XYZ) or similar CONOPS. 


 The firm’s demonstration and knowledge of the governance process utilized to evaluate changes, and the 


impact of potential changes, to the DHS application.  


Management 


 Degree to which the Quoter’s quote demonstrates an understanding of cost management, schedule 


management, and performance management, and any other miscellaneous issue of  which the Government 


should be aware. 


 


 The Degree to which the firm’s quote demonstrates a sufficient process by which T&M/LH Tasks can be 


converted to Fixed Price. 


Staffing 


 Degree to which the Quoter demonstrates ability to recruit, hire and retain and develop qualified staff. 


 The strength of the firm’s OEM certification training process for its personnel receives, maintains professional 


credentials; the experience of its personnel, and the continuing learning opportunities available to its 


personnel. 


 


Key Personnel Resumes 


 The overall strength of the proposed key personnel including education professional certifications / credentials 


 The currency, quality and depth of experience of individual personnel working on similar projects (size, 


scope, magnitude, duration, and complexity etc.) 


 
CONSENSUS EVALUATION 


 


Migration and Implementation 


 Best Services Company demonstrated a thorough knowledge of the DHS objectives in the 


assumptions provided for the DHS application, all of which were found to be valid and 


reasonable. 


 Best Services Company demonstrated its understanding of the objectives of the SOW by providing a 


thorough description and technical process related to the scope, timeline and deliverables, and notional 


project schedule.  One aspect of significant benefit was the incremental process for releases with user 


demonstrations prior to release to production as part of Government acceptance. 


 Best Services Company and its teaming partners demonstrated a thorough knowledge of the problems, 
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issues, constraints, organizations and system(s) involved in this M&I through their lengthy experience 


with the DHS Data Centers. 


 


 The proposed Draft Quality Assurance Plan complied with the requirements of the RFQ. 


 


Customer engagement 


 Best Services Company demonstrated a strong ability to engage the customer through their strategy to 


engage different levels of leadership on different schedules, which included a working level on a day-to-


day schedule, a mid-level on a weekly or monthly schedule and an executive level on a monthly or 


quarterly schedule. 


 Best Services Company is authorized by FixItNow to provide training via its cadre of certified 


trainers. This will provide strong training to the DHS users. 


 Best Services Company’s approach to provide on-demand training via the DHS online 


Performance and Learning Management System (PALMS), and having experience already 


having done this with other DHS Components, is a benefit to the Government and will enhance 


the DHS user experience. 


 


Operations and Maintenance 


 Best Services Company has a thorough knowledge of the DHS change process and ability to manage the 


implementation of changes through their knowledge of the current ICCB process, their understanding of the 


current system as a service change management process, and their teaming partners experience supporting the 


system as a service. 


 
 Best Services Company provided a Risk Management Strategy to address and resolve problems, address 


workflow process stability, manage system upgrades, and troubleshoot unforeseen problems. 


 
 Best Services Company demonstrated knowledge of the governance process and complied with the 


requirements of the RFQ. 


Management 


 Best Services Company’s submission concerning their understanding of cost management, schedule 


management, and performance management, and any other miscellaneous issue complied with the 


requirements of the RFQ and demonstrated a benefit in the dashboard reporting proposed for cost, 


schedule and performance management metrics appropriate for this requirement. 
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 Best Services Company documented an approach to converting T&M/LH Tasks to Fixed Price which 


complied with the requirements of the RFQ and that will provide benefits to the Government by 


supporting a contract type transition that will ensure delivery, not best effort.  The proposed approach 


aligns with Best Services Company’s proposed technical approach, so is reasonable to assume can be 


supported post-award. 


Staffing 


 Best Services Company demonstrated access to a pool of candidates capable to perform the functions within 


the SOW. Best Services Company has a 87% retention rate over the last two years. Both of these 


demonstrate a strong ability to retain and develop qualified staff. 


 
 Best Services Company requires employees to perform 40 hours of continuing education every year, and has 


certified FixItNow trainers currently employed by the firm.  Best Services Company performs quarterly 


internal certified FixItNow training, which is in addition to the 40 hours of continuing education. This 


demonstrates a very strong certification and training process. 


Key Personnel Resumes 


 The Program Manager’s resume only demonstrates approximately 18 months of experience with 


FixItNow, which is less than the 3 years required by the Statement of Work. However, this weakness in 


the submission is only applicable to the quoted 60 hours per year of the project scope. 


 


 The proposed SMT Administrator has several Security Certifications which exceed the requirements of 


the SOW, but will be beneficial to the Government for future SMT M&Is. 


 
 The Project Manager, application support workload tool SME, and SMT Administrator have 


extensive experience with ongoing DHS component M&Is. This experience is both very current and 


very relevant, with similar projects within similar DHS environments, so will directly benefit the 


Government due to the strong understanding of the current operational and technical environment. 
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TECHNICAL QUOTE EVALUATION SUMMARY SHEET 
 


FIRM: Technology Service Experts (TSE) 


 


1) Factor 1: Migration and Implementation Experience 


 Degree to which the Quoter demonstrates M&I experience with similar, directly relevant technical and 


business solutions. 


 


 The number of applicable M&I successfully executed in the past 3 years 


 


 The overall strength of the firms customer satisfaction ratings 


 
 


CONSENSUS EVALUATION 


 


 TSE’s experience migrating the internal data center application support workload tool to FixItNow is a 


benefit to the Government because the demonstrated experience with change control within the DHS 


data center is directly relevant to the technical and business solutions. 


 


 TSE demonstrated a low number of successfully executed M&Is, listing only three performed in the last 


three years. Of these three, only two were with federal agencies. This demonstrates a lack of similar and 


directly relevant experience with not just federal agencies, but overall in the market. Without further 


experience in a service provider, additional risk for a successful DHS implementation exists. 


 


 TSE’s customer satisfaction rating submission complied with the requirements of the RFQ. 
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2) Factor 2: Technical and Management Approach 


 


Migration and Implementation 


 The firm’s technical approach will be evaluated on their understanding of the objectives of the SOW and 


planned execution of the project. This refers to the manner in which the firm proposes to plan, manage, 


control, and provide the services and deliverables. The extent to which the Quoter understands the problems, 


issues, constraints, organizations and system(s) involved and the approach and methodologies proposed to 


ensure successful accomplishment of the work will be evaluated. 


 


 The firm draft Quality Assurance (QA) Plan’s ability to address the anticipated potential problems, issues, 


constraints, and creativity and feasibility of solutions to problems and future integration of new processes and 


technology enhancements. 


 


Customer engagement 


 Demonstrates the sufficiency of its approach to engaging the customer to obtain and/or share information 


required for the migration and implementation, including requirements gathering sessions, project status 


meetings, training approach. 


 


Operations and Maintenance 


 The sufficiency of firm’s governance process to manage the implementation of changes to the DHS HQ 


application support workload tool instance. 


 The sufficiency of firm’s ability to resolve problems, address workflow process stability, manage system 


upgrades, and troubleshoot unforeseen problems 


 Demonstrated experience with the SOW requirement working with the Application support workload 


tool O&M Support CONOPS Document (SOW Section I subsection 4.3) or similar concept of operations 


documents 


 The firm’s demonstration and knowledge of the governance process utilized evaluate changes to and their 


potential impact to the SMT 


 


Management 


 Degree to which the Quoter’s quote demonstrates an understanding of cost management, schedule 


management, and performance management, and any other miscellaneous issue of which the Government 


should be aware. 


 The Degree to which the firm’s quote demonstrates a sufficient process by which they will convert T&M/LH 


Tasks to Fixed Price. 


 


Staffing 


 Degree to which the Quoter demonstrates ability to recruit, hire and retain and develop qualified staff. 


 The strength of the firm’s OEM certification training process for its personnel receives, maintains professional 


credentials; the experience of its personnel, and the continuing learning opportunities available to its personnel 
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Key Personnel Resumes 


 The overall strength of the proposed key personnel including education professional certifications / credentials 


 The currency, quality and depth of experience of individual personnel working on similar projects (size, 


scope, magnitude, duration, and complexity etc.) 


 
CONSENSUS EVALUATION 


 


Migration and Implementation 


 TSE has a good understanding of the problems, issues, constraints, organizations and system(s), such 


as their experience with the DHS ATO process, given their experience with their current on-premise 


instance of FixItNow in the data center. 


 TSE’s on-premise instance of FixItNow, currently installed at the data center, which will allow them 


to test prior to the ATO approval within a safe environment, is a benefit to the Government. 


 


 TSE’s draft Quality Assurance (QA) Plan complied with the requirements of the RFQ. 


 


Customer engagement 


 TSE’s proposed method of requirements gathering sessions was not well described. There was not 


information to decide whether this met the needs the Government.  A lack of strong process for user 


input and requirements gathering imposes additional risk that the end result will not meet business or 


customer/user needs.  This is a significant concern related to TSE’s proposed approach. 


 
 TSE’s proposal to provide online, interactive, computer-based training, in addition to the instructor led 


trainings required by the Statement of Work, is a benefit to the Government. 


Operations and Maintenance 


 TSE described the change process in great detail, but did not demonstrate how it proposes to manage cnages 


to the FixItNow application, which is a concern with the Quoter’s proposed approach, because there could be 


conflicting changes between different instances, as this is a complex, multi-instance FixItNow M&I, and this 


would create negative workflows and could lead to service degradation.  


 TSE’s submission concerning their ability to resolve problems, address workflow process stability, and 


manage system upgrades complied with the requirements of the RFQ. 


 TSE failed to significantly describe their experience with the CONOPS Document of SOW Section I, 


Subsection 4.3, or similar concept of operations documents, which raises concerns with the 


Quoter’s ability to execute a technical approach that complies to the SOW. 


Management 


 TSE’s submission concerning their understanding of cost management, schedule management, and 


performance management complied with the requirements of the RFQ, but did not describe their 


method for reporting these metrics to the Government on an ongoing basis. 


 


 TSE’s submission concerning their approach to a converting T&M/LH Tasks to Fixed Price complied 


with the requirements of the RFQ and demonstrated alignment with their technical approach, so it is 


reasonable to assume can be supported post-award. 
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Staffing 


 TSE’s submission complied with the requirements of the RFQ. TSE stated that the customer service rating 


for their own FixItNow implementation received a Satisfactory rating, but some initial staffing issues have 


been resolved and their performance rating is likely to increase as a result. 


 
 TSE’s Key Personnel only possesses an entry level FixItNow Administration Certification. This 


demonstrates a lack of a robust OEM certification training process. TSE did not demonstrate a sufficient 


process for the continuing learning opportunities available to its personnel. 


Key Personnel Resumes 


 The Program/Project Manager proposed by TSE does not demonstrate that he meets the required three years 


of experience with FixItNow. It is also unclear whether the Program/Project Manager meets the education 


requirements of this position. The Statement of Work requires a Bachelor’s degree for this position. The 


TSE GSA Schedule allows for ten years of “intensive and progressive experience demonstrating the required 


proficiency levels related to the task.” (emphasis added) However, the candidate does not demonstrate the 


required intensive proficiency levels related to the task here, Application support workload tool M&I/O&M.  


Thus, the proposed key personnel raises risks to performance. 


 The Statement of Work, Section IV, Subsection 1.1.1 states that the Project Manager shall be dedicated with 


no other conflicting responsibilities while overseeing the executive of the Tasks.  Here, TSE proposes to have 


the Program Manager act as the Project Manager. This does not meet the requirements of the solicitation 


because, by definition, she will have conflicting responsibilities.  Thus, the proposed key personnel raises risk 


to performance. 


 The Tool SME does not demonstrate that he has the FixItNow Certification in Implementation as required by 


the Statement of Work. Additionally, the resume demonstrates only two years of FixItNow experience, 


which is less than the three years required by the Statement of Work (Section IV, Subection 1.1.3). This 


raises a risk to performance.  The Tool SME has several Security Certifications, which will be a benefit to the 


Government during future M&Is. 


 The Tool Administrator does not demonstrate FixItNow Certification in Implementation as required 


by the Statement of Work which raises performance risk. 


 TSE’s submission concerning the currency, quality and depth of experience of individual personnel 


working on similar projects complied with the requirements of the RFQ with the exception of the 


concerns documented for the proposed key personnel. 


 


COMPARATIVE ANALYSIS 


 


For Factor 1, Migration and Implementation Experience, Best Services Company 


demonstrates a stronger technical ability to meet the requirements of the solicitation compared to 


TSE. Best Services and its teaming partners have performed over 200 FixItNow M&Is in the last 


three years. This is compared to TSE’s three, of which only two were with other federal 


agencies. 


Best Services Company and its team have direct experience migrating DHS components into the 


FixItNow Cloud. This is stronger technical experience than TSE’s experience migrating their 


internal data center tool. to a data center instance of FixItNow. Although TSE’s work took place 


with DHS data center, the location of the majority of the information to be migrated for this 


requirement, it was not migrated into the cloud but back into the data center. 
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Both Best Services Company’s teaming partners and TSE have direct experience supporting 


OCIO. Best Services Company’s teaming partners Great Services and Good Partners currently 


support the OCIO RaaS instance. TSE performed the original migration into the RaaS instance. 


Overall, Best Services Company has a stronger technical capability for Factor 1 compared to TSE. 


For Factor 2, Technical and Management Approach, Best Services Company demonstrates 


a stronger technical ability to meet the requirements of the solicitation compared to TSE. 


For the first element of Factor 2, Migration and Implementation, Best Services Company 


demonstrated a good understanding of the Statement of Work through its detailed approach to 


address the scope, timeline and deliverables, their understanding and ability to meet the notional 


project schedule based on evaluation of its approach and understanding of the work and clear and 


reasonable set of assumptions.  TSE complied with the minimum requirements of this element, but 


did not demonstrate a thorough understanding, evidenced by the fact that they did not have any 


assumptions about the requirements. 


Both TSE and Best Services Company demonstrated a thorough knowledge of the problems, 


issues, constraints, organizations, and system(s) involved in the M&I. Both are currently 


supporting data center operations in various capacities. 


TSE’s ability to use the on-premise system to potentially reduce risk would be a benefit to the 


Government, but was not enough to make them technically superior to Best Services Company 


in this element. 


For the second element of Factor 2, Customer Engagement, Best Services Company demonstrated 


a strong ability to engage the customer and discussed a tiered strategy to engaging stakeholders 


and ensure users were involved in the requirements development and Government acceptance 


processes.  TSE’s approach was not well described nor did it provide the Government with enough 


information to evaluate their understanding of the importance of customer engagement for success 


under a resultant award. 


Both Best Services Company and TSE proposed additional user trainings, TSE via on-line, on-


demand training, and Best Services Company via the DHS PALMS. However, Best Services 


Company’s ability to provide training via a cadre of certified trainers is a benefit to the 


Government and will result in a better DHS user training experience. 


For the third element of Factor 2, Operations and Maintenance, Best Services Company 


demonstrated a thorough knowledge of the DHS change process and the ability to manage 


implementation changes. Whereas, although TSE described their change control board experience, 


they did not describe their ability to manage implementation changes for the application support 


workload tool. 


Furthermore, TSE did not describe their experience with the CONOPS document of SOW 


Section I, Subsection 4.3 or similar, which Best Services Company adequately demonstrated. 


 


For the fourth element of Factor 2, Management, both firms complied with the requirements of 


the solicitation and nothing was found to be either an added benefit or detriment to the 


Government. 


For the fifth element of Factor 2, Staffing, Best Services Company demonstrated having a pool of 
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candidates capable of performing this work, with an 87% retention rate, and a 40 hour per year 


continuing education requirement for their employees. TSE complied with the requirements and 


admitted that they had staffing issues on one migration that had been resolved, although there 


were no additional details. 


Best Services Company also demonstrated certified FixItNow trainers and stated that they 


performed quarterly internal FixItNow training. TSE did not demonstrat a robust OEM 


certification training process. This is evidenced by the fact that none of their Key Personnel 


held advanced FixItNow certifications. 


For the sixth element of Factor 2, Key Personnel, Best Services Company Program Manager did 


not have the relevant experience required by the solicitation. However, the other Key Personnel 


had significant FixItNow experience. TSE’s Program Manager also did not have the required 


years of experience with FixItNow, nor did she have the education requirements. TSE’s other two 


Key Personnel did not have required FixItNow Certifications. 


TSE’s proposal to have a combined Project/Program Manager does not meet the requirements of 


the solicitation and is a concern. The Statement of Work was silent on the work dedication of the 


Program Manager. However, the Statement of Work explicitly stated that the Project Manager 


shall be dedicated to this effort with no other conflicting responsibilities. Being the Program 


Manager, which was listed as his primary title, may impact his ability to fully perform as the 


Project Manager, an important role in ensuring successful completion of the requirement.  This 


raises significant concerns for post award performance. 


Best Services Company’s Project Manager, SMT SME and SMT Administrator all had directly 


relevant experience working on the DHS component FixItNow migrations. 


For all of these reasons, Best Services Company has a stronger technical capability for Factor 2 


compared to TSE. 


Given that Best Services Company has a stronger technical capability for Factor 1 and for Factor 


1 compared to TSE, Best Services Company therefore represents the best suited Quoter from a 


technical perspective.   


 


This Report represents the consensus decision of the entire Technical Evaluation Team: 


 
Signed by: 


 


 


___________________________    __________________ 


Johnny Doright, TET Chair     Date 


 


 


___________________________    __________________ 


Regina Neednow, TET Member    Date 


 


 


__________________________     __________________ 


Nicole Pickone, TET Member     Date 
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U.S. Department of Homeland Security 
Washington, DC  20472 


 
 
 
Request for Quote (RFQ) – 70RSAT18Q0000001 
  
Date:  August 13, 2019 
 
Attention: ABC Company, Inc. 


123 Roland Clarke Place, Suite 100 
Annandale, VA 20000 
 


Via   email@email.com   
 


Subject: Request for Quote (RFQ) – 70RSAT18Q0000001 
 
 
Dear Mr. Jones: 
 
In accordance with Request for Quote (RFQ) – 70RSAT18Q0000001, DHS has completed Phase I 
evaluation for Criteria 1 - Technical Approach; Criteria 2 - Resumes of Key Personnel; Criteria 3 - 
Prior Demonstrated Experience; and Criteria 4 - Staffing. These criteria are listed in descending 
order of importance. Phase I criteria, when combined, are more important than Phase II evaluation 
criteria, when combined. 
 
ABC Company, Inc. is among the most highly rated and therefore is advised to participate in Phase 
II. 
 
If ABC chooses to participate in Phase II, please send your intent to participate in Phase II via 
email to DHSCO@hq.dhs.gov on or before August 16, 2019 at 4:00PM EST. The Government 
will then provide oral presentations instructions to ABC. 
 
 
 
 
Thank you for your interest. 
 
Sincerely, 
 
 
 
 
DHS CO 
Contracting Officer 
 



mailto:email@email.com

mailto:DHSCO@hq.dhs.gov






U.S. Department of Homeland Security 
 Washington, DC 2047 


   


 
Request for Quote (RFQ) – 70RSAT18Q0000001 


Date:               August 13, 2019 


Attention: 123 LLC  
5678 7 Mile Road, Suite 100 
Ann Arbor, Michigan 47859 


 
Via   123email@email.com  


 
Subject: Request for Quote (RFQ) – 70RSAT19Q00000041 
 
 


Dear Mr. Smith: 
 
In accordance with Request for Quote (RFQ) – 70RSAT18Q0000001, DHS Office of Procurement 
Operations has completed Phase I evaluation for Criteria 1 - Technical Approach; Criteria 2 - Resumes 
of Key Personnel; Criteria 3 - Prior Demonstrated Experience; and Criteria 4 - Staffing. These criteria 
are listed in descending order of importance. Phase I criteria, when combined, are more important than 
Phase II evaluation criteria, when combined. 
 
123 is not among the most highly rated and the likelihood of 123 receiving award is very low. 
There were multiple offerors that received a higher rating than your company. 
 
Given that 123 is not among the most highly rated offerors after evaluation of Phase 1 Criteria, your 
company is not likely to receive award. However, this notice is a recommendation only and 
discontinuing the pursuit of the requirement following the notification is voluntary. However, the 
intent of this advisory notice is to minimize proposal development costs for Quoters with little to no 
chance of receiving an award to assist with appropriate decision-making regarding continuation of 
your quote. In making a decision to proceed regardless of being advised not to continue, please be 
reminded, as noted above, that Phase I criteria are more important than Phase II criteria. 
 
If 123 chooses to participate in Phase II despite the recommendation above, please send your intent to 
participate in Phase II via email to DHSCO@hq.dhs.gov on or before August 16, 2019 at 4:00PM 
EST. If 123 plans to proceed and notice of intent is not received by the stated due date and time, your 
company will not be able to participate in Phase II. The Government will then provide oral 
presentations instructions to quoters who provided their intent to participate in Phase II. 
 
If 123 chooses not to participate in Phase 2, it will be afforded the opportunity to receive an informal 
feedback session based on the evaluation of your Phase I submission, upon award selection after 
completion of Phase II quotes. 
 



mailto:123email@email.com

mailto:DHSCO@hq.dhs.gov





The Office of Procurement Operations wishes to thank you for your interest and participation in this 
acquisition. 
 
Sincerely, 
 


/s/ 
 
DHS CO 
Contracting Officer 





		Subject: Request for Quote (RFQ) – 70RSAT19Q00000041

		DHS CO
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USDA example of using Rates Only for Pricing Evaluation 


 


Excerpt from Solicitation: 


 


Price Submission Requirements: 


Pricing shall be submitted on “Pricing Matrix”. Labor-hour prices shall include fully burdened 
rates per labor category.  


 
Price Evaluation: 
 
Pricing will be evaluated using a market basket (Rates Only Pricing) approach consisting of 
preselected current* projects. Labor-hour pricing will be applied to these scenarios to 
determine balanced pricing applicable to current project requirements.  


 


Solicitation Attachment:  See attached artifact titled “USDA Pricing Matrix”  


 


Evaluator’s Preselected Project Scenarios:  See attached artifact titled “USDA Pricing 
Evaluation Worksheet” 


 


*Note:  In this example, current projects were used for the scenarios.  Evaluators may have also 
preselected projects based on historical or anticipated use.   
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Based upon final consensus reached for Phase I, the TET recommended the following three (3) quoters for participation in Phase II: 



-	Company A

-	Comp B

-	Comp C



August 13, 2019: The Contracting Officer sent the down select notification letter to each of the seven (7) quoters. The four (4) lower-rated quoters were asked to provide a response by August 16, 2019, indicating whether or not they wished to participate in Phase II. Each of the four (4) responded that they did not wish to participate in Phase II; the Government then indicated that upon award, each quoter would be given an informal feedback session. 



Company A, Comp B, and Comp C each acknowledged that they would like to participate in Phase II. 



August 21, 2019: The Contracting Officer sent a letter to each of the invited Phase II quoters with instructions on providing their Phase II response (Volume II: Oral Presentation and Volume III: Price Proposal) as well logistical details of the oral presentation date, time and location. In accordance with Section L.10 of the RFQ, the Government requested a list of participants for the  presentation. The RFQ stated that a minimum three (3) participants would be permitted. 



Phase II



Submissions for Phase II are the Oral Presentation (Volume II) and the Business and Pricing Volume (Volume III).  The criteria for Phase II are listed in descending importance, as follows:



Factor 5: Oral Presentation – Proposed Solution

Factor 5: Price



Factor 5 – The oral presentation was considered significantly more important than price per section M.1 of the solicitation.  



Oral presentations took place on September 3 and September 4, 2019. In accordance with section L.10 of the RFQ, each quoter presented for 60 minutes, followed by a fifteen-minute break for the Government to caucus. The second hour was an interactive dialogue session between the TET and the quoter’s team, in which the TET raised pertinent questions in regard to the content of the quoter’s presentation.  Upon conclusion of the dialogue, the quoter’s team departed, and the TET began a discussion of the merits of each quoter’s presentation so as to reach a consensus, and culminating in a single assigned Confidence Rating for each quoter. The table below summarizes the final Criteria 5 rating for each Phase II Quoter:

		Row No.

		Offeror

		Phase II Rating



		1

		Company A.

		Some



		2

		Comp B

		Some



		3

		Comp C

		High















Company A – Phase II



Confidence Rating: Some



For Phase II, Comp A received a rating of Some Confidence.  Although there were some areas of the oral presentation which raised expectations for success, Company A did not instill confidence with several of their answers in the Q&A portion of the oral presentation. The TET noted two of the three participants were from Company A’s Teaming Partner XYZ, and that those two participants responded to all key questions of a technical nature. The TET came to the conclusion that XYZ would be doing the clear majority of the work, which the TET determined to present a risk of the new solution failing should XYZ terminate their teaming agreement. In addition, Company A’s answer demonstrated that they perhaps did not fully understand the security concerns of the solution, as well as the difference between managing a system for other related areas. Company A was unable to answer a question asked about XXXX, which deals with DHS Security compliance requirements. In addition, Company A proposed housing the solution on the XXXX, and was not sure how to, or possibly unable to, XXXXXXX. These aspects of the presentation did not instill confidence in the TET and thus a rating of some confidence was given. 



In summation, Comp A addressed each of the four (4) required Phase II Factor 5 evaluation elements.  Nevertheless, they did not receive a confidence rating of High because of the issues cited above, which lowered the overall expectation of success. The Government determines that this would introduce a level of risk that may lead to an unacceptable level of performance.    



Comp B – Phase II



Confidence Rating: Some



For Phase II, Comp B received a rating of Some Confidence. During the oral presentation, the demonstration of the solution left something lacking, as they did not represent the full requirements of the XXX Solution as identified in the SOW. To the TET, their proposed solution seemed almost like a test-version for development at a later, undisclosed date and lacked the robustness the TET was looking for. Comp B talk about data migration suggested that DHS may need to provide a higher level of intervention than previously anticipated. The TET considered Comp B to lack an understanding of REDACTED. The TET determined that Comp B’s solution did not have an intuitive user interface.



[bookmark: _GoBack]Although Comp B provided a good value, in that their overall technical approach and solution is not prohibitively expensive, the solution appears to be a prototype, with no finished, polished product in mind. There is a medium risk of hurdles arising during the course of the contract.



In summation, Comp B addressed each of the four (4) required Phase II Factor 5 evaluation elements. Nevertheless, they did not receive a confidence rating of High because of the issues cited above, which lowered the overall expectation of success. The Government determines that this would introduce a level of risk that may lead to an unacceptable level of performance.    



Comp C – Phase II



Confidence Rating: High



For Phase II, Comp B received a rating of High Confidence. During their oral presentation, Comp B instilled high confidence for the TET. The TET determined Comp B’s demonstration to be technically superior above the other proposed solutions, and the level of professionalism is high. The TET identified fewer aspects which lowered the expectation of success in Comp C than the other two Phase II quoters. The TET noted Comp C’s unfamiliarity with the DHS workflow processes, and the TET indicated Comp C did not have a full understanding of contracts. Nevertheless, the TET was satisfied with Comp C’s presentation, and the same could not be said for the other quoters’ presentations.



Comp C demonstrated the ability provide the highest-quality of service, and the Government cannot overlook this benefit because the future holds uncertain conditions such as cloud migration. The TET determined that Comp C presented a lower risk of failing to overcome obstacles which may arise during the performance of the contract.



In summation, Comp C addressed each of the four (4) required Phase II Factor 5 evaluation elements: They received a confidence rating of High because of the excellence in the oral presentation, which raised the overall expectation of success. The Government determines that Comp C has the lowest risk of an unacceptable level of performance.    



In accordance with Section M.2, the Government may perform a comparative analysis (comparing quoter responses to one another) to select the quoter that is best suited to fulfill the requirements, based on the quoters’ responses to the factors outlined in this RFQ and their relative importance.  In comparison to Company A and Comp B, Comp C is the option which was determined by the TET to provide an of expectation of high-level performance, whereas Company A and Comp B raised concerns with the TET as to whether the issues of the current solution can be resolved under the new solution.



Phase II: Volume III Price Proposal Evaluation

The quoters’ Volume III price proposals contained a proposed labor mix as well as the proposed labor rates for the base year, and Option Years 1, 2, 3 and 4. The table below gives the summary price breakdown for each quoter’s base year and option years, along with the Independent Government Cost Estimate:



		Row No.

		Offeror

		Base

		Option 1

		Option 2

		Option 3

		Option 4

		Total Price



		1

		Comp A

		$1,100,000.00

		$1,200,000.00

		$1,300,000.00

		$1,400,000.00

		$1,500,000.00

		$6,500,000.00



		2

		Comp B

		$1,200,000.00

		$1,300,000.00

		$1,400,000.00

		$1,500,000.00

		$1,600,000.00

		$7,000,000.00



		3

		Comp C

		$1,400,000.00

		$1,500,000.00

		$1,600,000.00

		$1,700,000.00

		$1,800,000.00

		$8,000,000.00



		4

		IGCE

		$1,400,000.00

		$1,400,000.00

		$1,400,000.00

		$1,400,000.00

		$1,400,000.00

		$7,000,000.00







The TET Chair reviewed each of the quoters’ proposed labor categories and labor mix and determined all 3 quoters to be acceptable.  Each quoter also properly mapped their GSA Schedule XX  labor categories to the Government’s internal labor categories as identified in the IGCE and Statement of Work. 



Consistent with Section M.1 of the solicitation, all non-price evaluation criteria, when combined, were considered to be significantly more important than price. Comp C’s price is higher than the second-highest offer ($1M), and it is $1M higher than the IGCE. Comp C’s total price is $1.5M higher than the lowest-priced proposal Comp A.



In conclusion, the Government determined that each quoter’s total evaluated price was fair and reasonable due to price competition, in accordance with the price analysis techniques from FAR Part 15.404-1(b).



Exchanges with Best-Suited Contractor



After the September 10th receipt of the price quote, the Contracting Officer (serving as the selection official) selected Comp C as the apparently successful quoter as outlined in Section M.2 of the RFQ. The price quote was the last remaining Factor to be provided as all technical factors had already been evaluated and completed. Based on all technical evaluation factors and price (all factors 1 – 6), Company C is the apparent successful quoter. Section M.2 states that that once the Government determines the quoter that is the best-suited (i.e., the apparent successful quoter), the Government reserves the right to communicate with only that quoter to address any remaining issues, if necessary, and finalize a task order with that quoter. These could include technical and price. Because the determination had been made that Comp C’s quote represented the best value, the Contracting Officer made the decision to approach Comp C for purposes of improving their total offered price. The Contracting Officer discussed Comp C’s high rates in XX CLIN, and Comp C agreed to lower their total offered price by $400,000 (5%).



VII. BEST VALUE TRADEOFF 

Because there were two (2) quoters (Comp A and Comp b) that were lower priced than Comp C, a best value tradeoff analysis is required to be performed.  The following information is provided citing the reasoning as to why Comp C represents a better overall value to the Government than Comp B and Comp A. I do appreciate the lower-priced quotes submitted by Company A and Comp C, but I also note that price is the least importance factor. In my opinion, the benefits of Comp’s quote merit the additional costs



REDACTED TRADEOFF SUMMARY 



In summation, when combining the technical merits of Comp C’s technical proposal and their total offered price, Comp C’s proposal both technical and price factors considered represents the best overall value to the Government.



VIII. AWARD RECOMMENDATION 



Based on a comparative assessment of the proposals against all evaluation criteria and the aforementioned price/non-price factors rationale, the Contracting Officer has hereby determined that the following quoter’s proposal represents the best value to the Government, price and other factors considered and hereby recommends award: 



-	Comp C 



The following information provides an award recommendation synopsis for Company C. 



Comp C received confidence ratings of High for Factor 1 – Technical Approach, as well as for Factor 5 – Oral Presentation. No other quoter received this rating for either of those criteria. Comp C demonstrated a strong and thorough understanding of the Statement of Work and the TET determined their proposed technical approach methodology to have potential in value-added benefits to the Government. The TET recommends that Comp C’s represents the best value to the Government.



IX. AWARD DETERMINATION 



Based upon the findings cited above, the Government has determined the total price offered by Comp C fair and reasonable. Comp C has met all RFQ labor category education and work experience requirements and their proposed labor mix is deemed acceptable by the TET and by the Contracting Officer.  The proposed total number of hours is consistent with the IGCE, and based upon review of its proposal, the TET and the Contracting Office determine Comp C to be fully capable of successfully performing the requirements of the Statement of Work.





Signed by:



__________________________                                           ______________

John Doe			                                                                  		   Date                              

Contract Officer






Source Selection Information -- See FAR 2.101 and 3.104 


Selection Decision Document 
Task Order Request for Proposal Solicitation #70QS0219F00003023 


I have conducted a comparative analysis of the quotes and conducted a tradeoff.   
proposal provides the best value based on the evaluation factors listed in the solicitation. 


The table below summarizes the evaluation outcomes: 


Phase I Phase II 
Factor 1 


Demonstrated Prior 
Experience  


Factor 2 
Management, Planning, 
and Technical Execution 


Factor 3 
Price 


High 
Confidence 


Some 
Confidence 


High 
Confidence 


High 
Confidence 


High 
Confidence 


Low 
Confidence 


Note 1:  The solicitation indicates that Factors 1, 2, and 3 are in descending order of importance. 
Note 2:  For the Factors 1 and 2, the rating indicates the technical evaluation team’s consensus that 
the Government has High/Some/Low confidence that the offeror understands the requirement, 
proposes a sound approach, and will be successful in performing the contract.  


Although this decision is my independent decision, I used reports and analyses prepared by others.  
Specifically, I reviewed the following: 


Factor 1, Consensus Evaluation Worksheet,
Factor 1, Consensus Evaluation Worksheet, 
Factor 1, Consensus Evaluation Worksheet, 
Factor 2, Consensus Evaluation Worksheet, 
Factor 2, Consensus Evaluation Worksheet, 
Factor 2, Consensus Evaluation Worksheet, 
Factor 3, Price Analysis Worksheet, 
Factor 3, Price Analysis Worksheet, 
Factor 3, Price Analysis Worksheet, 


After reviewing these reports, I met with the technical evaluation team and the price evaluation team.  I 
asked a few questions to understand their process.  Specifically, I asked what decision criteria they used 
to differentiate Factor 2 and asked them to clarify the variation between  pricing and both 


 and . 


For Factor 1, I consider all three offers to be substantially equal.  They all received the same confidence 
rating, and all three had findings that both raised and lowered the expectation of success.  Nothing in 
particular stands out to me, and this factor is not a discriminator in my decision. 







Source Selection Information -- See FAR 2.101 and 3.104 


For Factor 2, I found  offer to be superior to both  and  offers.  In particular, 
I noted strong key personnel team and their clear understanding of the NRMC’s mission and 
challenges. In addition,  approach to risk methodology development is in alignment with 
current NRMC understanding.  Finally,  presented a forward-thinking approach to the NRMC 
mission. 


I am concerned about  their key personnel can provide to the 
effort. Specifically, there appeared single points of failure with the data lead serving as key for two tasks 
and the program manager being too instrumental to the team’s success.  In addition, their response to 
questions regarding data, tools, and capability development relied on previous experience which was 
already evaluated in phase one and they did not discuss how they relate to the support of NRMC 
requirements.  


I am also concerned about the  presented. Team dynamics were not 
collaborative and there was not demonstrated expertise for the planning and program management 
leads. In addition,  presentation of  prioritization overly relied on 
stakeholder input and did not include an analytic framework or a clear link to data analysis. 


For Factor 3,  has the lowest price, followed by and then . I noted a marked gap 
between  to  and noted that s and  prices are within  percent of 
each other. 


In making my decision, I first compared  to .  I appreciate  lower price, 
but also note that price is the least important factor.  In my opinion, the benefit of  offer for 
Factor 2 merits the additional cost, and subsequently I rank  as providing better value than 


. 


I then compared  to .  Because I see  offer as superior to  offer for Factor 2 
(per the notes above),  offer is technically-superior to s; it is also lower-priced. I rank 


 as providing better value than 


s offer provides the best value in this procurement.  I select  for task order award. 


The RFQ included text under the heading “Exchanges with Best-Suited Contractor.”  Before making 
award, and without telling  that it is the apparently successful offer, I want the contracting 
officer to try to negotiate a price reduction with  without changing technical performance or any 
other terms and conditions.  That is, I want the contracting officer to make  best offer even 
better.  However, whether or not the contracting officer is successful, award should be made to 


. 


______________ 
, Selecting Official Date 


National Risk Management Center 


09/22/2019
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Comparative Evaluation TEC Report 


Factor 4: Betterment Promises 


 


 


1. Factor Four (4) - 
A. ’s noteworthy observations: 


1. On page 6 of its quote, Betterment #1: Continuous on-site 
maintenance: Continuous on-site maintenance team exceeds USCIS 
maintenance requirements.  The government benefits from 
offeror’s immediate response to routine and repair/replacement 
issues. This is above and beyond the minimum requirement 
established on page 6-8 of the SOW, sections 6.2, 6.2.5–6.2.8, 7, 
and 8 of the SOW. 
  


2.  Betterment #2: Introduction of  
security feature on a document, page 7 of quote. USCIS 


continues to expand the portfolio of applications for and delivery of 
evidence of benefits using e-filing and other electronic platforms. 
OIDP is currently looking into utilizing/offering Mobile IDs and 
digital documents as evidence of citizenship, immigration and 
employment.   for digital documents may be an avenue 
worth exploring by the government for digital documentation. This 
is viewed as a betterment and goes beyond the minimum 
requirements established by USCIS on page 10 of SOW, Section 6.6 
– Technical Support. 
   


3. Betterment #3: Benefits from inclusion into  ecosystem (page 
8 of quote).  for production can integrate 
smoothly with the current USCIS system at no additional cost. This 
is viewed as a betterment for the Government as it reduces 
schedule, performance, interoperability, interface, and systems 
connectivity risks.  Use of the  dashboard, software upgrades 
and fixes is betterment to the government. The  Dashboard 
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provides real-time system performance reporting metrics to 
customer-designated recipients for use in monitoring and analyzing 
overall system performance. 
This is viewed as being an improvement that is above and beyond 
the minimum requirements established on pages 10-11 of the SOW, 
Sections 6.6, 6.7, and 6.8.  It is highly likely that this would also 
allow the Offeror to exceed the Operational Standards in the SOW 
as established on page 8 in Section 8, Performance. 
 
 


B.  noteworthy observations: 
1. In Section 4.1 on page 4 of its quote,  cites previous experience 


of the offeror and subcontractor working together as a betterment.  
While this is certainly positive, it speaks more to the experience of 


 proposed teaming arrangement and is not considered a 
betterment and/or something that provides additional value above 
and beyond USCIS minimum requirements.  The ability of a prime 
contractor to work well with any subcontractor it may choose to 
partner with is a basic expectation.  There is no traceability back to 
the SOW as this is an implied requirement/expectation not an 
explicit requirement. 
 


2. In Section 4.1 on page 4 of its quote,  cites its experience with 
the DOS Next-Generation Passport Personalization Printers, Pre-
award testing that earned an excellent rating as a betterment.  
did not provide quantitative data, the results of acceptance testing, 
or the final outcome/achievement of system full operational 
capability. While  pre-award test rating is a positive, this is not 
viewed as a betterment that goes above and beyond the minimum 
requirements stated by USCIS and/or that would provide additional 
value to USCIS. The TEC does not consider this a betterment 
without the inclusion or quantification of final outcome and how 
that would translate into a betterment above the minimum 
requirements established in the SOW. 
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It is in the best interest of the Government to keep equipment in 
operational condition and lowers risk of down time.  Therefore, 


 alternatives to the USCIS requirement is not a 
Betterment.  
 


2. On page 8 of its quote, Redundancy:  states that it would 
“offer a redundancy machine the USCIS can connect to as soon as it 
is clear that has to visit”.  It is unclear what exactly 


 is stating is a betterment.  Would USCIS need to choose 
one location to store one spare? How would this benefit the other 
production facility if the equipment at that facility, e.g. the facility 
that doesn’t have a spare, needs to be repaired or replaced?  One 
additional machine offered as redundancy is not betterment to the 
government.  The SOW requires inoperable equipment to be 
repaired within 48-72 hours of notification to the offeror. The 
redundant equipment is unnecessary as the alternative production 
site can temporarily personalize the volume of travel documents 
during the repair window not to exceed 72 hours.  This redundant 
machine would also sit idle for long periods of time without use.  
For these reasons we do not find that the proposed redundancy is a 
Betterment above the minimum requirements established in the 
SOW in Sections 6.2, Equipment Maintenance (page 6) and/or 
Operational Standards on page 8 in Section 8, Performance. 
 


3.  offers a Warranty Extension on page 8 of its quote - The 
offeror’s extension of the warranty for the length of contract is 
betterment to the government as it goes beyond the minimum 90-
day warranty established in the SOW in Section 6.2.3, Warranty 
Period. 
 


4. Potential Savings – Stating that USCIS could purchase “lesser 
automated machines” or change to a less frequent maintenance 
interval for a better price is not betterment to the government. If 


 had multiple equipment and maintenance solutions to 
offer it should have submitted quotes for any solution it felt may 
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have satisfied USCIS’ requirements. The TEC cannot evaluate a 
potential “lesser automated version” without a quote. Therefore, 
this is not a betterment. 
 


5. Under the section titled Production Volume on page 8 of the quote 
– The capability of  proposed solution to personalize 
100 travel document booklets per hour exceeds USCIS requirements 
of being capable of producing 1,650 travel documents per week 
total and being able to accommodate production of up to 2,000 per 
week total per section 6.1.1, Supply, page 5 of the TDPS SOW. 


 
6. The image enhancement feature on page 8 of the quote is viewed 


as an improvement/betterment over the minimum requirements 
set forth in the SOW when the photograph is too light or dark. This 
feature is viewed as proactive and should help reduce the need for 
technical support under Section 6.6.5 Image Quality Improvement 
Program Support on page 11 of the SOW.  This could also help to 
reduce the reject rate of travel document booklets and is viewed as 
a Betterment that is an enhancement over the minimum 
requirements established in the SOW. 
 
 
 


D.  For Factor Four (4), Betterment, we consider ’s quote to be the most 
advantageous for the Government because of the continuous On-Site 
maintenance Team, booklet production capabilities and system integration 
with the current system in place. 


In comparison, the TEC noted that  only offered one Betterment above 
the minimum requirements as set forth by the TDPS II SOW, a modular 
system.  The system offered by  is also modular.   offered 
additional Betterments beyond the one Betterment offered in  quote.  
The TEC noted that ’s additional Betterments compared to  one 
Betterment, modularity (which ’s proposed system also features) made 


’s Betterments superior when compared to  Betterments.  ’s 
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additional Betterments include: On-Site maintenance Team, booklet 
production capabilities and system integration with the current system in 
place. 
 
The TEC found that  offered three Betterments that went beyond 
the minimum requirements set forth by the SOW. 1) Production Volume of 
100 units per hour exceeds SOW requirement of 1,650 units total weekly and 
capability to surge up to 2,000 units weekly; 2) Image Enhancement that 
allows for image quality improvement and color management without 
human interaction; 3)Warranty Extension –  offers to extend its 
standard warranty of 12 months to the entire project length (this award is 
for one base year and four optional years for maintenance and equipment 
consumables). The TEC found that  Warranty Extension and the 
Image Enhancement were its strongest Betterments that offered the most 
value above the minimum requirements stated in the SOW. However, the 
TEC found that combination of Betterments provided a greater value 
for USCIS above the minimum requirements stated in the SOW when 
compared to the Betterments offered by either  or . 


 


 ’s Betterment Promises are viewed as offering more value above the 
other Offerors. ’s Betterment of Continuous On Site Maintenance would 
provide an immediate response to routine and repair/replacement issues 
and the ability to quickly analyze non-routine maintenance/system failures 
which would help minimize system downtime required for any 
repairs/replacements.  


 


 offers the introduction of  code security 
feature on a document to the suite of equipment proposed at no additional 
cost. USCIS is currently exploring the expansion/use of , 
so having the capability of introducing a  in the future 
provides definite value to USCIS and having this capability available for use in 
existing equipment would save USCIS the schedule, budget, and performance 
risk of acquiring and integrating a separate piece of equipment in the future.  







’s proposed solution also provides the Betterment of inclusion into 
USCIS existing  ecosystem. This would reduce schedule, 
performance, interoperability, interface, and systems connectivity risks.  
This Betterment includes the use of the dashboard, software 
upgrades and fixes is betterment to the government. The  
Dashboard provides real-time system performance reporting metrics to 
customer-designated recipients for use in monitoring and analyzing 
overall system performance. 
 
For Factor Four (4), Betterment, we consider ’s quote to be the most 
advantageous for the Government because of the continuous On-Site 
maintenance Team, booklet production capabilities and system 
integration with the current system in place. 
 


 










Project 1

		Project Name: Project 1

		Offeror Name:

						Base Year				Option Year 1				Option Year 2				Option Year 3				Option Year 4				Total Evaluated Price

		Labor-Hour Category 		Qty (of LH or Increment)		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price

		Application Programmer – Level IV		6580				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Business Analyst – Level I		940				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Business Analyst - Level II		2680				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Business Analyst - Level III		400				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Project Manager – Level II		1340				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Quality Assurance Analyst - Level II		940				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Technical Writer/Editor – Level II		400				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

								$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0





Project 2

		Project Name: Project 2

		Offeror Name:

						Base Year				Option Year 1				Option Year 2				Option Year 3				Option Year 4				Total Evaluated Price

		Labor-Hour Category 		Qty (of LH or Increment)		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price

		Application Programmer – Level II		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Application Programmer – Level III		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Application Programmer – Level IV		3840				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Computer Security System Specialist – Level II		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Project Manager – Level II		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		System Administrator – Level II		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		System Administrator – Level III		960				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Systems Architect – Level II		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Systems Engineer – Level IV		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

								$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

								$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0





Project 3

		Project Name: Project 3

		Offeror Name:

						Base Year				Option Year 1				Option Year 2				Option Year 3				Option Year 4				Total Evaluated Price

		Labor-Hour Category 		Qty (of LH or Increment)		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price

		Application Programmer – Level III		5640				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Application Programmer – Level IV		1880				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Business Analyst – Level II		1880				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Database Management Specialist – Level III		3760				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Information Engineer – Level II		1880				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Project Manager – Level II		1880				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Scrum Master – Level III 		940				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Systems Architect – Level I		1880				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

								$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0





Project 4

		Project Name: Project 4

		Offeror Name:

						Base Year				Option Year 1				Option Year 2				Option Year 3				Option Year 4				Total Evaluated Price

		Labor-Hour Category 		Qty (of LH or Increment)		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price

		Application Engineer - Level II		960				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Application Programmer – Level III		960				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Business Analyst - Level III		960				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Database Management Specialist - Level II		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Database Management Specialist - Level III		960				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Database Specialist - Level II		720				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Project Manager – Level II 		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Quality Assurance Analyst - Senior		960				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Subject Matter Expert - Level I		3840				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Subject Matter Expert - Level II		960				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		System Administrator – Level II		960				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

								$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0





Project 5

		Project Name: Project 5

		Offeror Name:

						Base Year				Option Year 1				Option Year 2				Option Year 3				Option Year 4				Total Evaluated Price

		Labor-Hour Category 		Qty (of LH or Increment)		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price		Unit Price (LH Rate / Increment)		Total Price

		Application Programmer – Level III		19200				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Application Programmer – Level IV		7680				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Business Analyst – Level I 		3840				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Business Analyst – Level II 		5760				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Business Analyst – Level III 		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Computer Security System Specialist – Level II		3840				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Cost Analyst – Level I		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Database Management Specialist – Level III		7680				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Document Support Specialist – Level II		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Information Engineer – Level II		3840				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Program Administration Specialist		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Project Manager – Level II		13440				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Project Manager – Level III		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Quality Assurance Analyst - Level II		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Quality Assurance Manager		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Scrum Master - Level III		3840				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		System Administrator – Level II		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		System Administrator – Level III		5760				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Systems Architect – Level II		5760				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Systems Engineer – Level IV		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

		Technical Writer/Editor – Level III		1920				$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0

								$   - 0				$   - 0				$   - 0				$   - 0				$   - 0		$   - 0






LCAT Descriptions

		Government LCAT		Labor Category Qualifications		Quoters' GSA Contract Labor Category Name		Proposed Discount (%)		Base Year Hourly Rate		Option Year I Hourly Rate		Option Year II Hourly Rate		Option Year III Hourly Rate		Option Year IV Hourly Rate

		Program Manager		Performs day-to-day general management of overall contract and contract support operations, potentially involving multiple large-scale, complex projects and groups of personnel at multiple locations. Plans, organizes, directs, and coordinates the planning and production of all contract and support activities. Duties and responsibilities include, managing daily operations, and planning the use of materials and human resources.  Usually manages through team leads.  Has the authority and responsibility to identify and commit contract resources required to support identified task order requirements. Establishes and modifies (as necessary) contractor management structures to provide the best services based on task order requirements.  Responsible for building and successfully maintaining an integrated and responsive management structure and for monitoring and evaluating overall performance.  Meets regularly with the government program manager to discuss performance, costs, and priorities.  Responsible for allocating resources among tasks and acts as the principal liaison with the customer for both business and technical matters.  Responsibilities include engagement planning, supervision, review, and completion of work.  Manages program financials, to include those of subcontractors.  Constructs and enforces systematic quality control approaches for all deliverables.  Demonstrates strong written and oral communications skills; reviews work papers and oversees the drafting of deliverables.

		Assistant Program Manager

		Project Lead		Under the guidance of the Program Manager, provides overall management, schedule, timeline, staffing, and resources, of specific task order(s).  Ensures that technical and financial requirements are met and all aspects of solutions and schedules for specific tasks are implemented in a timely and effective manner.  Supervises multiple concurrent projects as assigned.  .  Interacts with senior managers assigned to the engagement, and is responsible for decisions made with respect to any technical or administrative matters encountered.   Responsible for allocating resources among assigned tasks, and serves as a key client liaison for both business and technical matters.  Meets with client regularly, if not daily, to ensure work meets or exceeds client objectives.  Proposes and implements creative methods to complete work effectively and efficiently.  Responsible for the accuracy, timeliness, and quality of products and services provided and the issuance of final project deliverables.   Demonstrates strong written and oral communications skills; reviews work papers and oversees the drafting of reports.

		Senior Operations Research Analyst		Leads, designs, or performs studies, analyses, assessments, surveys, or other research to address a wide range of challenges by applying appropriate analytical principles, approaches, methodologies, and techniques, in order to develop a sound basis for decision-making or resource allocation.  Applies mathematical, statistical, economic, and/or engineering methods, along with complex analytic, modeling, simulation, and measuring techniques, toward the conduct of operational and technical analyses and related benefit, cost, and risk assessments.  Ensures analytic processes align with appropriate reference standards and maturity models, and implements Six Sigma and Define, Measure, Analyze, Improve, and Control (DMAIC) -based approaches, supported by appropriate tools and techniques.  Gathers and analyzes quantitative and other data; identifies relationships, sensitivities, and trends; and develops insights and recommendations based on substantiated findings. Formulates and applies mathematical models and other optimization methods to interpret and apply information to assist management in decision-making, policy formulation, operations planning, or other managerial functions.    Uses, tailors, or develops decision analysis and decision support software, services, or products as appropriate for a task.  Applies system engineering theory and principles to problems of process or production, with the goal of enhancing effectiveness or efficiency outcomes. Performs analyses and trade-off studies related to operational requirements or systems development; supports the life cycle development and acquisition of systems and technologies with appropriate analysis.  Ensures metrics and performance parameters considered in analysis appropriately reflect operational, technical, feasibility, cost, and risk requirements, conditions, and sensitivities.  Assists in the development of training for operational personnel.  Assists in the preparation of milestone status reports and presentations for colleagues, subordinates, and supported organization representatives.

		Mid Operations Research Analyst

		Junior Operations Research Analyst

		Senior Budget and Financial Analyst		Leads or is a member of a group of analysts working to systematically integrate and assess financial and operational activities and processes to ensure the effective use and efficient stewardship of public funds.  Conducts quantitative analyses of information involving investment programs or the financial data of CBP.  Possesses thorough knowledge of Federal budget formulation, execution, and administration processes.  Gathers and interprets financial and budgetary data; analyzes budgeting and accounting reports; interprets financial statements; supports resource planning; examines budget estimates for completeness, accuracy, and conformance with procedures and regulations; and gives appropriate advice.  Can monitor and track the obligation and expenditure of funds; detect, reconcile, and remedy discrepancies; and provide insightful reporting to decision makers.  Familiar with relevant Office of Management and Budget (OMB) and Department of Homeland Security references, including OMB circulars A-11, A-76, A-94, and A-123.  Assesses products and procedures for compliance with government standards, accounting principles, internal controls, and relevant system application standards.  Familiar and experienced with the principles and practice of activity-based costing, business case analysis and a broad set of common cost estimation approaches, methods, and techniques.  Knowledgeable and experienced with Life Cycle Cost Estimation, Cost-Benefit Analysis, Cost Effectiveness Analysis, and Business Case Analysis.  Familiarity with cost modeling support tools and methodologies such as SEER, ACE-IT, Microsoft Excel, and others.  Able to collect and analyze job and staffing data, and organize it into a standard work breakdown structure or cost element structure.  
Knowledgeable of financial analysis principles such as the time value of money and net present value.  Able to understand financial and budgetary reports; to assess compliance against accounting and budgetary rules, regulations, and policies; and to present findings and recommendations to senior management.  Able to analyze Congressional proposals; calculate the budgetary impacts of legislative initiatives and annual agency budget requests; and to support working with Congress, the Congressional Budget Office (CBO), and OMB to best align policy objectives with budgetary resources.  Conducts research of data and trends, market analyses, valuations, financial projections, and sensitivity analyses.  Able to understand the interrelationships between financial management requirements and automated solutions, considering both the current system environment and the potential integration of new systems.  Assesses the feasibility of approaches to automate financial business practices, and coordinates all aspects of complex financial application automation.  Supports the definition and documentation of government financial business practices and incorporates processes into automated solutions where appropriate.  Assists in applying sound accounting and data processing principles to automated systems.  Reviews and advises on information contained within financial and budgetary systems.  Assists in the preparation of milestone status reports and presentations for colleagues, subordinates, and supported organization representatives.

		Mid Budget and Financial Analyst

		Junior Budget and Financial Analyst

		Senior Data and Systems Analyst		Leads or is a member of a team of analysts working to automate, integrate, and optimize views of complex business processes, given client-specified objectives, deadlines, and milestones.  Provides analysis and design support related to the effective use and integration of business systems, including financial, accounting, human resources, and other enterprise systems.  Works with the client to define analytic needs or problems, determine the scope of efforts, define and execute data collection approaches, and plan and conduct analyses, studies, and surveys.  Supports efforts to help operations meet requirements involving productivity, use, efficiency, and effectiveness.  Performs a range of services related to the operation and use of databases, including database design, creation, query formulation, and execution tasks in support of analysis driven by integrated applications and systems.  Requires strong knowledge of relational databases and Enterprise Resource Planning (ERP) environments and capabilities; able to utilize and work within ERP platforms and other automated business systems and applications.  Uses expertise in workflow analysis and knowledge of ERP software module interactions to conceive of and then apply improvements to complex financial processes as well as to other operational, financial, or logistics processes, data, and infrastructure.  
Applies the principles and techniques of computer science, application development, and mathematical analysis into software-based approaches.  Analyzes needs, working with organizational staff to translate them into workable specifications and requirements for automated solutions.  Designs and builds processes, models, and interfaces for interacting with organizational databases or data warehouses.  Integrates new and existing applications and systems, continually refining functionalities and performance.  Researches, designs, and develops specialized applications and utility programs, and recommends the adoption of new applications as appropriate for the enhancement of business objectives.  Updates software or enhances existing software capabilities as needed.  Maintains databases within an application area, as needed, either working individually or coordinating database development as part of a team.  Coordinates changes to databases, and identifies, investigates, and resolves data and performance issues.  Assists in the planning and coordination of security measures to safeguard information contained within platforms and databases, or used in financial analysis and processing.  Capable of assessing products and procedures for compliance with government standards, accounting principles, internal controls, and system application standards.  Able to use outputs of analyses to identify and report on variances against financial and operational forecasts, and ensure off-schedule or off-plan conditions are reported for corrective action.  Reports on the health of projects, providing specific supporting analysis to promote project success.  Coordinates between multiple project teams to ensure enterprise-wide integration of efforts, and provides group facilitation, interviewing, training, and additional forms of knowledge transfer.

		Mid Data and Systems Analyst

		Junior Data and Systems Analyst

		Senior Business Process and Transformation Analyst		Lead or be a member of a team of analysts that apply process improvement, reengineering, modernization, or transformation principles, approaches, and methodologies that lead to increased efficiency or effectiveness in financial and operations management.   Experienced in assessing process performance in complex technical environments, involving linkages between financial, staffing, and other support processes, and operational processes and outcomes.  Assists with finding trends and reviewing data to determine systemic sources of error and variance from metrics and desired objectives.   Proficient in disciplines, approaches, tools, and techniques relevant to process assessment, including Continuous Process Improvement, process modeling, architecture analysis, activity and data modeling, transaction flow analysis, internal controls and risk analysis, quality assurance, strategic planning, and organizational change management, as well as knowledge of SEI-CMM/CMMI.  Able to support process assessment by extracting and transforming information obtainable from enterprise databases and Enterprise Resource Planning (ERP) platforms and environments.  
Supports coordination between multiple project teams to ensure enterprise-wide integration of reengineering efforts.  Facilitates meetings to assist management in the development of clear statements of quantifiable goals, objectives, and metrics. Directs data collection efforts, to include interviews, surveys, and focus group studies.  Designs and directs process modeling and simulation activities under consideration and to envision and guide the design of alternatives.  Ensures proposed process improvements align to strategic objectives, and initiatives are compliant with appropriate maturity models and reference standards.  Experienced in developing realistic and practical implementation plans, supported by change management plans that help guide organizations through the difficulties of proposed transformations toward the newly reengineered business processes.  Conducts organizational studies and evaluations; conducts work simplification and measurement studies; and prepares operations, training, and procedural manuals to assist management in implementing ways to operate more efficiently and effectively.  Familiar with performing cost analysis, preparing budget plans, and developing and presenting briefings to senior management.  Designs and directs activity-based costing analysis as needed, to quantify labor costs associated with specific process tasks, based on analysis of work volumes, staffing, and trends.   Applies expertise in Earned Value Management to gather data, provide analysis, and make recommendations on performance improvement.  Provides support for the design and implementation of enhancements to information processing systems.

		Mid Business Process and Transformation Analyst

		Junior Business Process and Transformation Analyst

		Senior Acquisition Specialist		Advises and provides subject matter expertise on a wide range of acquisition-related matters, including market research, procurement policies, the development of requirements specifications, cost analyses, alternatives analyses, and matters relating to compliance with the Federal Acquisition Regulation (FAR) and agency guidance.  Can apply knowledge of these areas effectively within the context of the task order.  Familiar with CBP/DHS processes for acquisition planning, requirements determination, and the development and review of acquisition programs.  Specific familiarity with the processes and requirements of the DHS Joint Requirements Council (JRC) and the Joint Requirements Integration Management System (JRIMS).  Prepares, develops, tracks, and maintains documents in support of the requirements and acquisition lifecycle and associated milestone reviews.  Applies knowledge of acquisition processes, along with analytical methods and techniques, to gather, analyze, and evaluate information required by task order(s).  Develops findings and conclusions, and proposes solutions to problems relating to improvement in the compliance, efficiency, effectiveness, and risk management for programs under development.  Able to use automated management information systems in performing fact-finding, analytical, and advisory functions.

		Mid Acquisition Specialist

		Junior Acquisition Specialist

		Senior Strategic Communications Specialist		Provides purposeful development and use of communications to achieve designated objectives.  Ability to understand the organization’s mission, vision, values, goals, and objectives, and to combine that knowledge with specialized communications-related skillsets to enhance the positioning, relevance, and effectiveness of the organization and its work.  Conducts research, planning, design, and development of communications and marketing programs and products that convey information to targeted audiences in the most effective ways, through the most suitable media, to contribute to achieving specific impacts and desired effects.    Assesses communications needs, programs, and products through the effective application of interdisciplinary thinking, integrating principles and practices from the areas of communications theory, business and marketing, public relations, psychology, and organizational theory.  Contributes to the design and conduct of stakeholder analyses, outreach approaches, and other customer- and market-related research and interaction.  Prepares for publication, products whose primary purpose involves strategic communications; supports and consults on the development of other products with supporting or alternate purposes that include communications-related objectives.   Proficient in CBP-approved software applications such as the Microsoft Office suite; the Adobe suites of desktop publishing, graphic design, and illustration applications; and other audiovisual design and editing applications.  Ability to establish effective working relationships with internal customers and external program or agency managers.  Knowledge of applicable references, style manuals, standards, specifications, and practices for the publication of written and other materials.

		Mid Strategic Communications Specialist

		Junior Strategic Communications Specialist

		Senior Product Development Specialist		Ability to understand the organization’s mission, vision, values, goals, and objectives, and to establish and maintain effective working relationships with internal customers.  Applies that knowledge and those relationships in support of conceptualizing, structuring, formatting, developing, writing, editing, revising, finalizing, and otherwise generating products.  Deliverables to be developed include reports, briefings, other presentation materials, studies, analyses, plans, manuals, orders, proposals, scripts, stories, technical annexes or appendices, and other documents that support missions, visions and concepts, systems, functions, operations, processes, policies, equipment, and infrastructure.  Uses rough outlines and resource materials as necessary; is able to interpret information obtained through research or provided by technical specialists.  Researches and develops subject-specific content, and performs quality assurance functions for products.  Knowledge of applicable references, style manuals, standards, specifications, and practices for the publication of written and other materials; applies knowledge of content and format standards to prepare, edit and publish materials.  Proficient in common industry software applications such as the Microsoft Office suite; the Adobe suites of desktop publishing, graphic design, and illustration applications; and other audiovisual design and editing applications.  Familiar with both web-based and desktop document and graphics production tools. As needed, edits moving images on film, video, or other media.  May work with a manager operating in the function of a producer to organize images and soundtracks for final production.

		Mid Product Development Specialist

		Junior Product Development Specialist

		Senior Subject Matter Expert		Has extensive, enterprise-wide knowledge and experience, over 15 years, in one or more designated functional and/or domain areas.  Recognized by industry as an expert in their specific field.  Primarily utilized on projects for their specific expertise, and not in a managerial capacity.      Provides an expert view into exceptionally complex problems, and processes relating to the subject matter.  Provides advice concerning strategic direction and applicability of proposed solutions.  
Serves as technical expert on executive-level project teams, providing interpretation and insights regarding current and/or future structure and behavior of an organization’s processes, systems, personnel and organizational sub-units, so that they might better align with the organization’s core goals and strategic direction.  Applies advanced technical principles, theories, and knowledge of client’s mission area to enhance the deliverables associated with a particular task order.  Provides technical assistance to the team in the areas of problem definition, analysis, requirements development, and implementation for complex solutions.





Base Yr. Proposed Pricing Rates

		BPA LCAT Pricing Rate Worksheet - Base Year

		COST CATEGORIES		HOURS		RATE		QTY		TOTAL HOURS		TOTAL

		(A) Direct Labor (by category)

		Program Manager		1920				1		1920		$   - 0

		Assistant Program Manager		1920				1		1920		$   - 0

		Task Lead		1920				3		5760		$   - 0

		Senior Operations Research Analyst		1920				3		5760		$   - 0

		Operations Research Analyst		1920				8		15360		$   - 0

		Junior Operations Research Analyst		1920				8		15360		$   - 0

		Senior Budget and Financial Analyst		1920				6		11520		$   - 0

		Budget and Financial Analyst		1920				14		26880		$   - 0

		Junior Budget and Financial  Analyst		1920				8		15360		$   - 0

		Senior Data and Systems Analyst		1920				4		7680		$   - 0

		Data and Systems Analyst		1920				8		15360		$   - 0

		Junior Data and Systems Analyst		1920				4		7680		$   - 0

		Senior Business Process and Transformation Analyst		1920				4		7680		$   - 0

		Business Process and Transformation Analyst		1920				10		19200		$   - 0

		Junior Business Process and Transformation Analyst		1920				6		11520		$   - 0

		Senior Product Development Specialist		1920				1		1920		$   - 0

		Product Development Specialist		1920				1		1920		$   - 0

		Junior Product Development Specialist		1920				2		3840		$   - 0

		Senior Strategic Communications Specialist		1920				1		1920		$   - 0

		Strategic Communications Specialist		1920				2		3840		$   - 0

		Junior Strategic Communications Specialist		1920				1		1920		$   - 0

		Senior Acquisition Specialist		1920				1		1920		$   - 0

		Acquisition Specialist		1920				2		3840		$   - 0

		Junior Acquisition Specialist		1920				0		0		$   - 0

		Senior Subject Matter Expert		1920				2		3840		$   - 0

								101		193,920

		(A-1) Total Direct Labor =										$   - 0

		(B) Material & Equipment =										$   - 0

		(C) Total (A-1) + (B) =										$   - 0

		(D) Overhead @ Rate (%) x (C) =										N/A

		(E) Construction =										N/A

		(F) Training =										N/A

		(G) Other Direct Costs

		Travel =										$100,000.00

		Other (Describe) =

		(H) Direct Costs (no General and Administrative Costs) (Add Lines (A-1) through (G)) =										$   - 0

		(I) General and Administrative Costs (G&A) @ (Rate (%) x (H) =										N/A

		(J) All Costs (Including G&A) (Add lines (H) + (I)) =										$   - 0

		(K) Profit @ (Rate (%) x (J) =										N/A

		(L) Base Year Total Estimated Price (Add lines (J) + (K)) =										$   - 0



&LOfficial Use Only



OY1 Proposed Pricing Rates

		BPA LCAT Pricing Rate Worksheet - Option Year I

		COST CATEGORIES		HOURS		RATE		QTY		TOTAL HOURS		TOTAL

		(A) Direct Labor (by category)

		Program Manager		1920				1		1920		$   - 0

		Assistant Program Manager		1920				1		1920		$   - 0

		Project Lead		1920				3		5760		$   - 0

		Senior Operations Research Analyst		1920				3		5760		$   - 0

		Operations Research Analyst		1920				8		15360		$   - 0

		Junior Operations Research Analyst		1920				8		15360		$   - 0

		Senior Budget and Financial Analyst		1920				6		11520		$   - 0

		Budget and Financial Analyst		1920				14		26880		$   - 0

		Junior Budget and Financial  Analyst		1920				8		15360		$   - 0

		Senior Data and Systems Analyst		1920				4		7680		$   - 0

		Data and Systems Analyst		1920				8		15360		$   - 0

		Junior Data and Systems Analyst		1920				4		7680		$   - 0

		Senior Business Process and Transformation Analyst		1920				4		7680		$   - 0

		Business Process and Transformation Analyst		1920				10		19200		$   - 0

		Junior Business Process and Transformation Analyst		1920				6		11520		$   - 0

		Senior Product Development Specialist		1920				1		1920		$   - 0

		Product Development Specialist		1920				1		1920		$   - 0

		Junior Product Development Specialist		1920				2		3840		$   - 0

		Senior Strategic Communications Specialist		1920				1		1920		$   - 0

		Strategic Communications Specialist		1920				2		3840		$   - 0

		Junior Strategic Communications Specialist		1920				1		1920		$   - 0

		Senior Acquisition Specialist		1920				1		1920		$   - 0

		Acquisition Specialist		1920				2		3840		$   - 0

		Junior Acquisition Specialist		1920				0		0		$   - 0

		Senior Subject Matter Expert		1920				2		3840		$   - 0

								101		193,920

		(A-1) Total Direct Labor =										$   - 0

		(B) Material & Equipment =										$   - 0

		(C) Total (A-1) + (B) =										$   - 0

		(D) Overhead @ Rate (%) x (C) =										N/A

		(E) Construction =										N/A

		(F) Training =										N/A

		(G) Other Direct Costs

		Travel =										$100,000.00

		Other (Describe) =

		(H) Direct Costs (no General and Administrative Costs) (Add Lines (A-1) through (G)) =										$   - 0

		(I) General and Administrative Costs (G&A) @ (Rate (%) x (H) =										N/A

		(J) All Costs (Including G&A) (Add lines (H) + (I)) =										$   - 0

		(K) Profit @ (Rate (%) x (J) =										N/A

		(L) Base Year Total Estimated Price (Add lines (J) + (K)) =										$   - 0





OY2 Proposed Pricing Rates

		BPA LCAT Pricing Rate Worksheet - Option Year II

		COST CATEGORIES		HOURS		RATE		QTY		TOTAL HOURS		TOTAL

		(A) Direct Labor (by category)

		Program Manager		1920				1		1920		$   - 0

		Assistant Program Manager		1920				1		1920		$   - 0

		Project Lead		1920				3		5760		$   - 0

		Senior Operations Research Analyst		1920				3		5760		$   - 0

		Operations Research Analyst		1920				8		15360		$   - 0

		Junior Operations Research Analyst		1920				8		15360		$   - 0

		Senior Budget and Financial Analyst		1920				6		11520		$   - 0

		Budget and Financial Analyst		1920				14		26880		$   - 0

		Junior Budget and Financial  Analyst		1920				8		15360		$   - 0

		Senior Data and Systems Analyst		1920				4		7680		$   - 0

		Data and Systems Analyst		1920				8		15360		$   - 0

		Junior Data and Systems Analyst		1920				4		7680		$   - 0

		Senior Business Process and Transformation Analyst		1920				4		7680		$   - 0

		Business Process and Transformation Analyst		1920				10		19200		$   - 0

		Junior Business Process and Transformation Analyst		1920				6		11520		$   - 0

		Senior Product Development Specialist		1920				1		1920		$   - 0

		Product Development Specialist		1920				1		1920		$   - 0

		Junior Product Development Specialist		1920				2		3840		$   - 0

		Senior Strategic Communications Specialist		1920				1		1920		$   - 0

		Strategic Communications Specialist		1920				2		3840		$   - 0

		Junior Strategic Communications Specialist		1920				1		1920		$   - 0

		Senior Acquisition Specialist		1920				1		1920		$   - 0

		Acquisition Specialist		1920				2		3840		$   - 0

		Junior Acquisition Specialist		1920				0		0		$   - 0

		Senior Subject Matter Expert		1920				2		3840		$   - 0

								101		193,920

		(A-1) Total Direct Labor =										$   - 0

		(B) Material & Equipment =										$   - 0

		(C) Total (A-1) + (B) =										$   - 0

		(D) Overhead @ Rate (%) x (C) =										N/A

		(E) Construction =										N/A

		(F) Training =										N/A

		(G) Other Direct Costs

		Travel =										$100,000.00

		Other (Describe) =

		(H) Direct Costs (no General and Administrative Costs) (Add Lines (A-1) through (G)) =										$   - 0

		(I) General and Administrative Costs (G&A) @ (Rate (%) x (H) =										N/A

		(J) All Costs (Including G&A) (Add lines (H) + (I)) =										$   - 0

		(K) Profit @ (Rate (%) x (J) =										N/A

		(L) Base Year Total Estimated Price (Add lines (J) + (K)) =										$   - 0





OY3 Proposed Pricing Rates

		BPA LCAT Pricing Rate Worksheet - Option Year III

		COST CATEGORIES		HOURS		RATE		QTY		TOTAL HOURS		TOTAL

		(A) Direct Labor (by category)

		Program Manager		1920				1		1920		$   - 0

		Assistant Program Manager		1920				1		1920		$   - 0

		Project Lead		1920				3		5760		$   - 0

		Senior Operations Research Analyst		1920				3		5760		$   - 0

		Operations Research Analyst		1920				8		15360		$   - 0

		Junior Operations Research Analyst		1920				8		15360		$   - 0

		Senior Budget and Financial Analyst		1920				6		11520		$   - 0

		Budget and Financial Analyst		1920				14		26880		$   - 0

		Junior Budget and Financial  Analyst		1920				8		15360		$   - 0

		Senior Data and Systems Analyst		1920				4		7680		$   - 0

		Data and Systems Analyst		1920				8		15360		$   - 0

		Junior Data and Systems Analyst		1920				4		7680		$   - 0

		Senior Business Process and Transformation Analyst		1920				4		7680		$   - 0

		Business Process and Transformation Analyst		1920				10		19200		$   - 0

		Junior Business Process and Transformation Analyst		1920				6		11520		$   - 0

		Senior Product Development Specialist		1920				1		1920		$   - 0

		Product Development Specialist		1920				1		1920		$   - 0

		Junior Product Development Specialist		1920				2		3840		$   - 0

		Senior Strategic Communications Specialist		1920				1		1920		$   - 0

		Strategic Communications Specialist		1920				2		3840		$   - 0

		Junior Strategic Communications Specialist		1920				1		1920		$   - 0

		Senior Acquisition Specialist		1920				1		1920		$   - 0

		Acquisition Specialist		1920				2		3840		$   - 0

		Junior Acquisition Specialist		1920				0		0		$   - 0

		Senior Subject Matter Expert		1920				2		3840		$   - 0

								101		193,920

		(A-1) Total Direct Labor =										$   - 0

		(B) Material & Equipment =										$   - 0

		(C) Total (A-1) + (B) =										$   - 0

		(D) Overhead @ Rate (%) x (C) =										N/A

		(E) Construction =										N/A

		(F) Training =										N/A

		(G) Other Direct Costs

		Travel =										$100,000.00

		Other (Describe) =

		(H) Direct Costs (no General and Administrative Costs) (Add Lines (A-1) through (G)) =										$   - 0

		(I) General and Administrative Costs (G&A) @ (Rate (%) x (H) =										N/A

		(J) All Costs (Including G&A) (Add lines (H) + (I)) =										$   - 0

		(K) Profit @ (Rate (%) x (J) =										N/A

		(L) Base Year Total Estimated Price (Add lines (J) + (K)) =										$   - 0





OY4 Proposed Pricing Rates

		BPA LCAT Pricing Rate Worksheet - Option Year IV

		COST CATEGORIES		HOURS		RATE		QTY		TOTAL HOURS		TOTAL

		(A) Direct Labor (by category)

		Program Manager		1920				1		1920		$   - 0

		Assistant Program Manager		1920				1		1920		$   - 0

		Project Lead		1920				3		5760		$   - 0

		Senior Operations Research Analyst		1920				3		5760		$   - 0

		Operations Research Analyst		1920				8		15360		$   - 0

		Junior Operations Research Analyst		1920				8		15360		$   - 0

		Senior Budget and Financial Analyst		1920				6		11520		$   - 0

		Budget and Financial Analyst		1920				14		26880		$   - 0

		Junior Budget and Financial  Analyst		1920				8		15360		$   - 0

		Senior Data and Systems Analyst		1920				4		7680		$   - 0

		Data and Systems Analyst		1920				8		15360		$   - 0

		Junior Data and Systems Analyst		1920				4		7680		$   - 0

		Senior Business Process and Transformation Analyst		1920				4		7680		$   - 0

		Business Process and Transformation Analyst		1920				10		19200		$   - 0

		Junior Business Process and Transformation Analyst		1920				6		11520		$   - 0

		Senior Product Development Specialist		1920				1		1920		$   - 0

		Product Development Specialist		1920				1		1920		$   - 0

		Junior Product Development Specialist		1920				2		3840		$   - 0

		Senior Strategic Communications Specialist		1920				1		1920		$   - 0

		Strategic Communications Specialist		1920				2		3840		$   - 0

		Junior Strategic Communications Specialist		1920				1		1920		$   - 0

		Senior Acquisition Specialist		1920				1		1920		$   - 0

		Acquisition Specialist		1920				2		3840		$   - 0

		Junior Acquisition Specialist		1920				0		0		$   - 0

		Senior Subject Matter Expert		1920				2		3840		$   - 0

								101		193,920

		(A-1) Total Direct Labor =										$   - 0

		(B) Material & Equipment =										$   - 0

		(C) Total (A-1) + (B) =										$   - 0

		(D) Overhead @ Rate (%) x (C) =										N/A

		(E) Construction =										N/A

		(F) Training =										N/A

		(G) Other Direct Costs

		Travel =										$100,000.00

		Other (Describe) =

		(H) Direct Costs (no General and Administrative Costs) (Add Lines (A-1) through (G)) =										$   - 0

		(I) General and Administrative Costs (G&A) @ (Rate (%) x (H) =										N/A

		(J) All Costs (Including G&A) (Add lines (H) + (I)) =										$   - 0

		(K) Profit @ (Rate (%) x (J) =										N/A

		(L) Base Year Total Estimated Price (Add lines (J) + (K)) =										$   - 0
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The Technology Acquisition Center has a requirement for Appeals Modernization 
Caseflow Development and Support.  The attached Task Performance Work 
Statement (PWS) describes this effort.  The award of this Request for Task 
Execution Plan (RTEP) is subject to the receipt of funds.   
 
This RTEP is set aside for T4NG Service Disabled Veteran-Owned Small 
Business (SDVOSB) prime contract holders. In accordance with VAAR 
852.219-10 (JUL 2016) (DEVIATION) VA Notice of Total SDVOSB set aside and 
13 CFR §125.6, the contractor will not pay more than 50% of the amount paid by 
the Government to it to firms that are not SDVOSBs as defined by VAAR 
852.219-10 (JUL 2016) (DEVIATION).  “Other eligible SDVOSB concerns” must 
similarly meet Federal small business size standards for the NAICS code and 
must be listed in the Vendor Information Pages as verified.  Additionally the 
Government reserves the right to conduct the evaluation in the most efficient 
manner.  Specifically, for a SDVOSB set aside, the Government shall first 
evaluate whether the Offeror satisfies the requirement of VAAR 852.219-10 (JUL 
2016) (DEVIATION) and 13 CFR §125.6.  Thereafter, the Government reserves 
the right to evaluate only the Task Execution Plans (TEPs) of the Offerors that do 
satisfy the respective requirement(s).  Be advised that consideration for task 
order award is limited to SDVOSBs that are registered and verified in Vendor 
Information Pages (VIP) database (https://www.vip.vetbiz.va.gov/) at time of 
submission of offer and at time of contract award. Offerors are solely 
responsible for obtaining this verification. 
 
THIS REQUEST IS NOT AN AUTHORIZATION TO START WORK.  
  
A.  Please adhere to the following timelines: 
 


1. Indicate your intention to provide a Task Execution Plan (TEP) via the 
Virtual Office of Acquisition (VOA) Acquisition Task Order Management 
System (ATOMS) prior to close of business on May 13, 2019.  It is 
requested that a negative response be indicated as well. 


2. If you choose to submit Technical Factor 1 - Case Studies, they shall be 
submitted via the VOA ATOMS by the date and time listed in ATOMS 
under TEP Due Date. 


   
B.  Instructions: 
 
TEPs shall be submitted in accordance with the Basic Contract Performance 
Work Statement (PWS), paragraph 7.3.2.  Offerors are permitted to provide 
ONLY ONE (1) TEP for consideration. 
 
VOLUME I:  Technical Factor 1 - Case Study Submission 
 
Offerors shall submit up to three relevant case studies for evaluation.  
Relevant case studies must demonstrate recent (within the past two-years) 







T4NG-0441 - Appeals Modernization Caseflow Development and Support 


performance of tasks detailed in the PWS, related to product and delivery 
management, systems architecture, software development, user research, 
user experience strategy, information architecture, interaction and visual 
design, static and dynamic content management, content writing, DevOps, 
and data analytics to continuously improve new and existing software, 
performed by the Offeror or any proposed subcontractor who will be 
responsible for at least 30% of your proposed price.  Case studies may 
reflect work completed for Government and/or Commercial clients.   
 
Offerors are strongly encouraged to submit case studies that demonstrate 
the capability to perform multiple tasks from the PWS.  Case studies may 
include work performed under any combination of tasks contained in the 
PWS, but more weight will be given to Offerors whose case studies 
encompass the greatest number of tasks outlined in the PWS.  Offerors are 
also strongly encouraged to provide case studies that reflect work performed 
creating, developing and maintaining software similar in scope to that 
outlined in the PWS and utilizing a technology stack similar to the current 
Caseflow technology stack listed below.  The Case Studies shall 
demonstrate an agile methodology and adherence to practices found within 
the Digital Services Playbook (https://playbook.cio.gov/) and responses shall 
specifically address how user centered design and user feedback was used 
during the agile process.  Each Case Study submission is limited to three 
pages in PDF Format.  
 
The current Caseflow technology stack includes the following primary 
elements: 
 


- Primary stack: 
o Ruby 2.5, Rails 5.1  
o React, Webpack, NPM 
o Git 
o Postgres/SQL, Redis 
o AWS: SQS, Cloudwatch, Lambda, RDS, DMS 


 
- Infrastructure: 


o Ansible 
o Terraform 
o Groovy, YML 
o Docker 


 
Offerors must include the following details for each case study submission: 
 


A. Client organization name 
B. Period of performance 
C. Offeror’s role 
D. Goals and outcomes, including any metrics produced, identifying how 
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outcomes addressed those goals 
E. Technology stack 
F. Delivery Methodology, including how user centered design and user 


feedback was utilized 
 
In addition to the above, for AT LEAST ONE case study, Offerors must also 
submit at least one Post-mortem report related to one of the submitted Case 
Studies.  Post-mortem report(s) shall be no longer than two pages outlining 
the issues resolved, how the issue(s) was found, the root cause analysis 
conducted, and how the issue(s) was addressed.   
 
In addition to the above, for AT LEAST ONE case study, Offerors are 
required to submit artifacts to further demonstrate their capacity to perform 
the requirements in the PWS. Artifacts must not be created for this PWS. 
Artifacts should be related to one of projects covered in the case studies. 
Artifacts may be anonymized as needed to protect PII, PHI, or other 
proprietary data, but should still demonstrate the vendor’s expertise as it 
relates to the PWS. Artifacts should include at least one from each of the 
following categories, with a max of 10 artifacts:   
 


- Product Development, as covered in 5.2.1.  
- DevOps practices, as covered in 5.2.2 
- User Experience, and content strategy and development, as 


covered in 5.2.3 
 
The Case Studies, the Post Mortem Report(s), and their respective artifacts, 
shall be provided via a public facing Github Repository the link to which shall 
be provided via email to David.Melton@va.gov on the due date included in the 
solicitation.  Any additional information, like a password or username, 
necessary to gain access to the Github Repository, shall be provided with 
the link. 
 
**Please note if a submitted Case Study(s) relies on the expertise provided 
by a subcontractor in Technical Factor 1, that the subcontractor(s) shall be 
included as a proposed subcontractor in each future proposal Volume for 
this effort including any resultant award.  Additionally, should a Case Study 
of a proposed subcontractor be used in Technical Factor 1, the vendor 
shall ensure that the vendor clearly accounts for at least 30% of the 
proposed price in all future Proposal Volumes and the award.  Failure to 
ensure these conditions may render an Offeror’s proposal unacceptable. 
 
VOLUME II:  Technical Factor 2-Written Technical Solution 
 
The Written Technical Solution shall be limited to 15 pages, excluding the cover 
letter and table of contents, in PDF Format.  The due date for the Written 
Technical Approach will be provided in the advisory notification provided after 
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the evaluation of the Case Studies.  Within the Written Technical Solution, the 
Offeror shall provide a detailed approach to the following: 
 


1) Overall methodology and approach to building and continuously 
improving new and existing software. 
2) Product Development, including working with business 
stakeholders. 
3) DevOps. 
4) User Research and feedback. 
5) Accessibility. 
6) Open Source publishing. 
7) Help Desk Support. 
8) Approach to Security and Compliance. 
9) What the Offeror would need from the Government to ensure 
success and any barriers that would reduce or delay success. 
10) How success and end user satisfaction will be determined and the 
strategy for capturing both product metrics and process metrics. 
11)  The proposed Labor Mix and Level of Effort by Iteration supporting 
the proposed FFP line items.  This description shall indicate whether 
the Labor Category is being proposed for the Prime or a subcontractor 
including which proposed subcontractor.  Additionally, documentation 
is required to demonstrate the correlation between the proposed 
technical approach and the proposed Labor Mix and Level of Effort by 
Iteration, including, but not limited to such things as, User Story sizing 
methodology, and why the specific team size and composition was 
chosen to support the proposed technical approach. 


 
Technical Factor 2: In-Person Technical Demonstration (ITD)  
 
The Demonstrations will be held in Washington D.C.  The exact date, time, and 
address will be provided in the advisory notification provided after the evaluation 
of the Case Studies.  The Government will schedule the demonstrations by 
drawing lots among those Offerors who elect to proceed after Technical Factor 1. 
The Government will advise Offerors of the date and time of their ITD which is 
anticipated to be held between June 3, 2019 and June 14, 2019. 
 
The goal of the ITD is to evaluate the Offerors’ ability to understand and address 
user feedback asking for additional functionality in part of the Caseflow 
application. Offerors will be given a scenario detailing a fictional government 
problem and will have 4 hours to complete a series of tasks including a 
presentation at the end describing the work completed. As part of the 
presentation, each Offeror will also provide responses to one or more 
hypothetical scenarios (scenarios will be provided at the start of the ITD). Two to 
three Government employees will be provided to the Offeror’s ITD team to, 
playing the roles of user and stakeholder, and will be available to provide 
information to the Offeror’s ITD team during the ITD. 
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This is the opportunity for the team to demonstrate cross-team collaboration, 
agile methods, user-centered design, iterative development, and process 
education skills that will be needed to execute the PWS. The process used to 
manage and respond to this request for additional functionality shall demonstrate 
the same solutions detailed in the Written Technical Solution. 
 
All supporting digital (including any code developed during the ITD) and non-
digital artifacts created during the ITD shall be submitted at the end of the ITD.  
The submission shall be via a public facing Github repository the link to which 
shall be emailed to David.Melton@va.gov at the completion of the ITD.  Examples 
of artifacts include training materials, user stories, meeting notes, project plans, 
and images of non-digital artifacts created during the demonstration (e.g. white 
board drawings). These artifacts shall be representative of the Offeror’s proposed 
process for documenting work. Evaluators will be present for the entire ITD.  
 
The Government will have the ability to ask clarifying questions specific to the 
Offeror’s technical demonstration after the time allotted for the ITD. These do not 
count as discussions, unless otherwise directed by the Contracting Officer.  No 
updates will be allowed for the ITD, however the Government reserves the right 
to enter negotiations on the Offeror’s Written Technical Solution or Price Volume.  
 
VOLUME II:  Price Proposal 
 
This is a FFP type order with a T&M Line item for travel and materials only.  Price 
data shall be provided in accordance with the Basic Contract PWS, paragraph 
7.3.2C.  The due date for the Price Volume will be provided in the advisory 
notification provided after the evaluation of the Case Studies.   
 
Offerors shall submit a price volume which shall include the following: 
 


 Completed Section B and price proposal excel spreadsheet 
 
Section B and price proposal excel spreadsheet:  The Offeror shall provide a 
price proposal volume in Microsoft Excel spreadsheet format. The first tab shall 
be a summary to include a top-level rollup of the total dollars and percentages by 
labor, materials, ODCs, and a total Proposed price. Labor shall further be broken 
out by labor categories, labor rates, and hours.  A separate tab shall be used for 
the Prime and each Subcontractor.  The Contractor shall submit a completed 
Section B, Schedule of Supplies and Services, including all priced line items for 
the base period and each option period and all optional tasks.  Offerors are 
hereby advised that any Pricing Assumptions which deviate from the 
Government’s requirements or material terms and conditions established by the 
solicitation, may render the Offeror’s proposal Unacceptable, and thus ineligible 
for award. 
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The Government anticipates that the number of iterations and the total price of all 
CLINs will maximize the Government’s investment of about $45,303,644.57.  The 
estimate is provided for estimation and informational purposes only, and while 
based on the best information available at this time, it is subject to change and in 
no way commits the Government.  Although the Government’s intention is to 
maximize the value of the provided budget, these Government estimates are 
provided for informational purposes only and each Offerors’ proposed price shall 
be based on their unique technical approach to accomplishing the tasks in the 
PWS.   
 


Performance Period Approximate Estimate per year 
Base Year $4,634,754.40 


Option Year 1 $9,406,901.43 
Option Year 2 $9,685,808.47 
Option Year 3 $9,973,082.73 


Optional Tasks - Base Year  $1,842,501.60 
Optional Tasks - Option Year 1 $3,795,553.30 


Optional Tasks - Option Year 2 $2,707,614.82 


Optional Tasks - Option Year 3 $3,257,427.82 
  
Price Rounding Issue - The Government requires Offerors to propose unit prices 
and total prices that are two decimal places and requires the unit prices and total 
prices to be displayed as two decimal places.  Ensure that the two-digit unit price 
multiplied by the item quantity equals the two-digit total item price (there should 
be no rounding).  If an Excel spreadsheet is submitted by the Offerors, the 
Offerors shall ensure that the actual values in the spreadsheet cells are no more 
than two decimal places even if values in the spreadsheet cells are formatted to 
display two decimal places.  All Offerors should propose using an estimated 
award date of July 1, 2019.  


Basis for Award:  Any award will be made based on the best overall (i.e., best 
value) Task Execution Plan (TEP) that is determined to be the most beneficial to 
the Government, with appropriate consideration given to the four following 
evaluation Factors: Technical Factor 1 Case Study Submission, Technical 
Factor 2 Written Technical Solution and In-Person Technical Demonstration 
(ITD), Past Performance, and Price.  Technical Factor 2 is more important than 
Technical Factor 1, which is significantly more important than Past Performance, 
which is slightly more important than Price.  To receive consideration for award, 
a rating of no less than "Acceptable" must be achieved for Technical Factor 2. 
The non-Price Factors combined are significantly more important than the Price 
Factor.  Offerors are cautioned that the award may not necessarily be made to 
the lowest Price offered or the highest rated Technical proposal.   
  
3.  Evaluation Approach:  TEPs, which include all volumes, shall be subject to 
evaluation by a team of Government personnel.  The Government reserves the 
right to award without discussions based upon the initial evaluation of the TEP.  
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The TEP will be evaluated strictly in accordance with its written content.  TEPs 
which merely restate the requirement or state that the requirement will be met, 
without providing supporting rationale, are not sufficient.  TEPs which fail to meet 
the minimum requirements of the Request for Task Execution Plans (RTEP) will 
be rated Unacceptable. 
 


1.  TECHNICAL EVALUATION APPROACH.  The evaluation process will 
consider the following:   


 
TECHNICAL FACTOR 1 - CASE STUDY SUBMISSION.  Technical Factor 
1 shall evaluate the Government’s confidence in the Offeror’s ability, as 
evidenced by the past experience and expertise identified within each 
Case Study, as well as all artifacts provided with the Case Studies, to 
perform the work required in the Performance Work Statement (PWS).   
 
After the Government completes evaluation of each Technical Factor 1-
Case Study Submission, the highest rated Offerors will receive an 
advisory notification advising them to proceed to Technical Factor 2.  The 
notification will include the due date for the Written Technical Volume and 
the date, time and address for the ITD.  Lower rated Offerors will be 
advised they are unlikely to be viable competitors, along with a brief 
explanation of the basis for the advice.  The intent of this advice is to 
minimize proposal development costs for those Offerors with little chance 
of receiving an award.  However, the Government’s advice will be a 
recommendation only, and those Offerors may elect to continue their 
participation in the acquisition.  Offerors who elect to continue their 
participation shall have 24 hours to provide notification to VA of their 
intention after which they will be provided the date, time and address for 
the ITD and the due dates for the Written Technical Approach and Price 
Volumes. 


 
TECHNICAL FACTOR 2 - WRITTEN TECHNICAL SOLUTION AND ITD.  
The evaluation of Technical Factor 2-Written Technical Solution and ITD 
will consider the following: 


 
a. Understanding of the Problem - Technical Factor 2 will be 


evaluated to determine the extent to which the Offeror’s approach 
demonstrates a clear understanding of all features involved in 
solving the problems and meeting and/or exceeding the 
requirements presented in the solicitation and the extent to which 
uncertainties are identified and resolutions proposed.  


 
b. Feasibility of Approach - Technical Factor 2 will be evaluated to 


determine the extent to which the proposed approach is workable 
and the end results achievable.  It will be evaluated to determine 
the level of confidence provided the Government with respect to the 







T4NG-0441 - Appeals Modernization Caseflow Development and Support 


Offeror's methods and approach in successfully meeting and/or 
exceeding the requirements in a timely manner. 


 
2.  PAST PERFORMANCE EVALUATION APPROACH 


 
The Past Performance evaluation will be based upon the average of the 
cumulative Quality Assurance Surveillance Plan (QASP) Performance Based 
Service Assessment ratings received for all awarded task orders, the extent to 
which Small Business Participation goals have been met, and the extent to which 
the Veterans employment percentage of Veterans employed has been 
maintained.  The Past Performance Factor rating shall be expressed as a 
numerical score.  Offerors may receive a maximum possible score of ten (10) 
points in past performance, a maximum possible score of five (5) points in past 
performance in achieving small business participation percentages, and a 
maximum of five (5) points for maintaining or exceeding Veterans employment 
percentage of Veterans employed for a total maximum possible score of twenty 
(20) points.  
 
Offerors are NOT to submit past performance as a part of their TEP. 
 


3.  PRICE/COST EVALUATION APPROACH.  
 
This is a hybrid Time and Material (T&M) and Firm Fixed Price (FFP) type Task 
Order.  For the T&M Travel and Material portions, the Offeror shall use the 
Government-provided estimate for each Task Order Period and apply its 
proposed fixed handing rate.  Proposed fixed handling rates shall not exceed the 
Offeror’s T4NG Basic Contract (Attachment 012, Price Methodology) for the 
entire Task Order period, inclusive of all options. The government will verify the 
Offeror’s calculation of the total proposed T&M travel and material.  
 
For the FFP portion, the Government will evaluate price by adding the total of all 
line item prices, including all options.  The total evaluated price will be the sum of 
the T&M line items and the FFP line items for the entire Task Order period, 
including all options, and optional tasks. 
 
All prices shall be rounded to the nearest cent. The Government reserves the 
right to correct any rounding errors and/or any mathematical errors identified in 
the Offeror’s TEP.  
 
C.  Further Information: 
 
Please post any technical questions you may have regarding this effort to the 
VOA ATOMS by May 13, 2019 and the Contracting Officer will coordinate a 
response.   
 
Questions directed to the customer are prohibited.    
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 If you have any procedural questions, please call or email one of the following: 
 
David Melton, Contract Specialist at 732-795-1143, David.Melton@va.gov 
 
Joshua Cohen, Contracting Officer at 732-440-9696, Joshua.Cohen2@va.gov 
 
D.  Clauses/Provisions: 
 
GOVERNING LAW: 
 
Federal law and regulations, including the Federal Acquisition Regulations 
(FAR), shall govern this Contract/Order. Commercial license agreements may be 
made a part of this Contract/Order but only if both parties expressly make them 
an addendum hereto. If the commercial license agreement is not made an 
addendum, it shall not apply, govern, be a part of or have any effect whatsoever 
on the Contract/Order; this includes, but is not limited to, any agreement 
embedded in the computer software (clickwrap), any agreement that is otherwise 
delivered with or provided to the Government with the commercial computer 
software or documentation (shrinkwrap), or any other license agreement 
otherwise referred to in any document. If a commercial license agreement is 
made an addendum, only those provisions addressing data rights regarding the 
Government’s use, duplication and disclosure of data (e.g., restricted computer 
software) are included and made a part of this Contract/Order, and only to the 
extent that those provisions are not duplicative or inconsistent with Federal law, 
Federal regulation, the incorporated FAR clauses and the provisions of this 
Contract/Order; those provisions in the commercial license agreement that do not 
address data rights regarding the Government’s use, duplication and disclosure 
of data shall not be included or made a part of the Contract/Order. Federal law 
and regulation including, without limitation, the Contract Disputes Act (41 U.S.C. 
§ 7101 et seq.), the Anti-Deficiency Act (31 U.S.C. § 1341 et seq.), the 
Competition in Contracting Act (41 U.S.C. § 3301 et seq.), the Prompt Payment 
Act (31 U.S.C. §3901 et seq.), Contracts for Data Processing or Maintenance (38 
USC § 5725), and FAR clauses 52.212-4, 52.227-14, 52.227-19 shall supersede, 
control, and render ineffective any inconsistent, conflicting, or duplicative 
provision in any commercial license agreement. In the event of conflict between 
this Clause and any provision in the Contract/Order or the commercial license 
agreement or elsewhere, the terms of this Clause shall prevail. Claims of patent 
or copyright infringement brought against the Government as a party shall be 
defended by the U.S. Department of Justice (DOJ). 28 U.S.C. § 516. At the 
discretion of DOJ, the Contractor may be allowed reasonable participation in the 
defense of the litigation. Any additional changes to the Contract/Order must be 
made by contract/order modification (Standard Form 30) and shall only be 
effected by a warranted Contracting Officer. Nothing in this Contract/Order or any 
commercial license agreement shall be construed as a waiver of sovereign 
immunity. 
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SOFTWARE LICENSE, MAINTENANCE AND TECHNICAL 
SUPPORT: 


 
(1) Definitions. 
(a)        Licensee.  The term “licensee” shall mean the 
U.S. Department of Veterans Affairs (“VA”) and is 
synonymous with “Government.” 
(b)        Licensor.  The term “licensor” shall mean the 
contractor having the necessary license or ownership 
rights to deliver license, software maintenance and 
support of the computer software being acquired.  The 
term “contractor” is the party identified in Block 17a on 
the SF1449.  If the contractor is a reseller and not the 
Licensor, the contractor remains responsible for 
performance under this order. 
(c)        Software.  The term “software” shall mean the 
licensed computer software product(s) cited in the 
Schedule of Supplies/Services. 
(d)        Maintenance.  The term “maintenance” is the 
process of enhancing and optimizing software, as well as 
remedying defects.  It shall include all new fixes, patches, 
releases, updates, versions and upgrades, as further 
defined below. 
(e)        Technical Support.  The term “technical support” 
refers to the range of services providing assistance for 
the software via the telephone, email, a website or 
otherwise.   
(f)        Release or Update.  The term “release” or 
“update” are terms that refer to a revision of software that 
contains defect corrections, minor enhancements or 
improvements of the software’s functionality.  This is 
usually designated by a change in the number to the right 
of the decimal point (e.g., from Version 5.3 to 5.4).  An 
example of an update is the addition of new hardware. 
(g)       Version or Upgrade.  The term “version” or 
“upgrade” are terms that refer to a revision of software 
that contains new or improved functionality.  This is 
usually designated by a change in the number to the left 
of the decimal point (e.g., from Version 5.4 to 6). 
 
(2) Software License 
(a) Unless otherwise stated in the Schedule of 
Supplies/Services, the Performance Work Statement or 
Product Description, the software license provided to the 
Government is a perpetual, nonexclusive license to use 
the software 
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(b) The Government may use the software in a 
networked environment.  
(c) Any dispute regarding the license grant or usage 
limitations shall be resolved in accordance with the 
Disputes Clause incorporated in FAR 52.212-4(d). 
(d) All limitations of software usage are expressly 
stated in the Schedule of Supplies/Services and the 
Performance Work Statement/Product Description.   
 
(3) Software Maintenance and Technical Support 
(a)       If the Government desires to continue software 
maintenance and support beyond the period of 
performance identified in this contract or order, the 
Government will issue a separate contract or order for 
maintenance and support.  Conversely, if a contract or 
order for continuing software maintenance and technical 
support is not received the contractor is neither 
authorized nor permitted to renew any of the previously 
furnished services. 
(b)       The contractor shall provide software support 
services, which includes periodic updates, enhancements 
and corrections to the software, and reasonable technical 
support, all of which are customarily provided by the 
contractor to its commercial customers so as to cause 
the software to perform according to its specifications, 
documentation or demonstrated claims.   
(c)       Any telephone support provided by contractor 
shall be at no additional cost. 
(d)       The contractor shall provide all maintenance 
services in a timely manner in accordance with the 
contractor’s customary practice or as defined in the 
Performance Work Statement/Product Description.  
However, prolonged delay (exceeding 2 business days) 
in resolving software problems will be noted in the 
Government’s various past performance records on the 
contractor (e.g., www.ppirs.gov). 
(e)       If the Government allows the maintenance and 
support to lapse and subsequently wishes to reinstate it, 
any reinstatement fee charged shall not exceed the 
amounts that would have been charged if the 
Government had not allowed the subscription to lapse.  
 
(4) Disabling Software Code.  The Government requires 
delivery of computer software that does not contain any 
code that will, upon the occurrence or the nonoccurrence 
of any event, disable the software.  Such code includes 
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but is not limited to a computer virus, restrictive key, node 
lock, time-out or other function, whether implemented by 
electronic, mechanical, or other means, which limits or 
hinders the use or access to any computer software 
based on residency on a specific hardware configuration, 
frequency of duration of use, or other limiting criteria.  If 
any such disabling code is present, the contractor agrees 
to indemnify the Government for all damages suffered as 
a result of a disabling caused by such code, and the 
contractor agrees to remove such code upon the 
Government’s request at no extra cost to the 
Government.  Inability of the contractor to remove the 
disabling software code will be considered an 
inexcusable delay and a material breach of contract, and 
the Government may exercise its right to terminate for 
cause.  In addition, the Government is permitted to 
remove the code as it deems appropriate and charge the 
Contractor for consideration for the time and effort 
expended in removing the code. 
 
(5) Manuals and Publications.  Upon Government 
request, the contractor shall furnish the most current 
version of the user manual and publications for all 
products/services provided under this contract or order at 
no cost.   


 
FAR 52.227-01  AUTHORIZATION AND CONSENT (DEC 2007)  
FAR 52.227-02 NOTICE & ASSISTANCE REGARDING PATENT & 
                                COPYRIGHT INFRINGEMENT (DEC 2007) 
FAR 52.227-03  PATENT INDEMNITY (APR 1984)  
FAR 52.227-14 RIGHTS IN DATA – GENERAL (DEC 2007) ALT. IV 
                                (DEC 2007)   
FAR 52.227-16 ADDITIONAL DATA REQUIREMENTS (JUN 1987) 
 
FAR 52.217-7 Option for Increased Quantity—Separately Priced Line Item (MAR 
1989) 
 
The Government may require the delivery of the numbered line item, identified in 
the Schedule as an option item, in the quantity and at the price stated in the 
Schedule. The Contracting Officer may exercise the option by written notice to 
the Contractor at any time during the period of performance. Delivery shall be in 
accordance with the Schedule.  The Basic Contract is effective for purposes of 
issuing this option. All terms and conditions of Basic Contract shall govern the 
Contractor’s and Government’s rights and obligations for the full term of this 
option, if exercised.   


(End of clause) 
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 FAR 52.217-9 – Option to Extend the Term of the Contract (MAR 2000) 
 
(a) The Government may extend the term of this Order by written notice to the 
Contractor at any time prior to expiration of the period of performance; provided 
that the Government gives the Contractor a preliminary written notice of its intent 
to extend at least 15 days before the Order expires. The preliminary notice does 
not commit the Government to an extension. 
 
(b) If the Government exercises this option, the extended contract shall be 
considered to include this option clause. The Basic Contract is effective for 
purposes of issuing this option. All terms and conditions of Basic Contract shall 
govern the Contractor’s and Government’s rights and obligations for the full term 
of this option, if exercised. 
 
(c) The total duration of this contract, including the exercise of any options under 
this clause, shall not exceed 48 months. 
 


(End of clause) 
 


FAR 52.227-19 COMMERCIAL COMPUTER SOFTWARE LICENSE (DEC 2007) 


 
(a) Notwithstanding any contrary provisions contained in the Contractor's 
standard commercial license or lease agreement, the Contractor agrees that the 
Government will have the rights that are set forth in paragraph (b) of this clause 
to use, duplicate or disclose any commercial computer software delivered under 
this contract. The terms and provisions of this contract shall comply with Federal 
laws and the Federal Acquisition Regulation. 
(b)(1) The commercial computer software delivered under this contract may not 
be used, reproduced, or disclosed by the Government except as provided in 
paragraph (b)(2) of this clause or as expressly stated otherwise in this contract. 
    (2) The commercial computer software may be— 
      (i) Used or copied for use with the computer(s) for which it was acquired, 
including use at any Government installation to which the computer(s) may be 
transferred; 
      (ii) Used or copied for use with a backup computer if any computer for which 
it was acquired is inoperative; 
      (iii) Reproduced for safekeeping (archives) or backup purposes; 
      (iv) Modified, adapted, or combined with other computer software, provided 
that the modified, adapted, or combined portions of the derivative software 
incorporating any of the delivered, commercial computer software shall be 
subject to same restrictions set forth in this contract; 
      (v) Disclosed to and reproduced for use by support service Contractors or 
their subcontractors, subject to the same restrictions set forth in this contract; and 
      (vi) Used or copied for use with a replacement computer. 
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    (3) If the commercial computer software is otherwise available without 
disclosure restrictions, the Contractor licenses it to the Government without 
disclosure restrictions. 
 
(c) The Contractor shall affix a notice substantially as follows to any commercial 
computer software delivered under this contract: 
    Notice—Notwithstanding any other lease or license agreement that may 
pertain to, or accompany the delivery of, this computer software, the rights of the 
Government regarding its use, reproduction and disclosure are as set forth in 
Government Contract No. __________________. 
 


(End of Clause) 
 
VAAR 852.219-10 VA NOTICE OF NOTICE OF TOTAL SERVICE-DISABLED 
VETERAN-OWNED SMALL BUSINESS SET-ASIDE (JUL 2016) (DEVIATION) 
 
(a) Definition. For the Department of Veterans Affairs, “Service-disabled veteran-
owned small business concern or SDVSOB”: 
 
(1) Means a small business concern: 
 
(i) Not less than 51 percent of which is owned by one or more service-disabled 
veterans or, in the case of any publicly owned business, not less than 51 percent 
of the stock of which is owned by one or more service-disabled veterans or 
eligible surviving spouses (see VAAR 802.201 Surviving Spouse definition); 
(ii) The management and daily business operations of which are controlled by 
one or more service-disabled veterans (or eligible surviving spouses) or, in the 
case of a service-disabled veteran with permanent and severe disability, the 
spouse or permanent caregiver of such veteran; 
(iii) The business meets Federal small business size standards for the applicable 
North American Industry Classification System (NAICS) code identified in the 
solicitation document; 
(iv) The business has been verified for ownership and control pursuant to 38 
CFR 74 and is so listed in the Vendor Information Pages database, 
(https://www.vip.vetbiz.gov); and 
(v) The business will comply with subcontracting limitations in 13 CFR 125.6, as 
applicable 
 
(2) “Service-disabled veteran” means a veteran, as defined in 38 U.S.C. 
101(2), with a disability that is service-connected, as defined in 38 U.S.C. 
101(16). 
 
(b) General. 
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(1) Offers are solicited only from verified service-disabled veteran-owned small 
business concerns. Offers received from concerns that are not verified service-
disabled veteran-owned small business concerns shall not be considered. 
  (2) Any award resulting from this solicitation shall be made to a verified 
service-disabled veteran-owned small business concern. 
 
(c) Agreement. A service-disabled veteran-owned small business concern agrees 
that in the performance of the contract, the concern will comply with the limitation 
on subcontracting requirements in 13 CFR §125.6. 
 
(d) A joint venture may be considered a service-disabled veteran owned small 
business concern if the joint venture complies with the requirements in 13 CFR 
125.15, provided that any reference therein to SDVO SBC is to be construed to 
apply to a VA verified SDVOSB as appropriate. 
 
(e) Any service-disabled veteran-owned small business concern (non-
manufacturer) must meet the requirements in FAR 19.102(f) of the Federal 
Acquisition Regulation to receive a benefit under this program. 
 


(End of Clause) 
 
E.  Attachments: 
 
Attachment 1 – VA DevOps Release Guide  
 
Attachment 2 – T4NG O&IT Contractor BAA Template 
 
 







  


 
The Acquisition that Helped the 
Department of Veterans Affairs 


Modernize Its Claims Appeals System 
      


SUMMARY 
This case study provides the following information:  


� How a coding exercise was used to select a 
vendor 


� How a digital service team met the need for 
additional development support services 


� Lessons learned from conducting this type of 
acquisition 


� Documents used in the solicitation 


Level of Acquisition: Expert 


The acquisition team conducting this was trained in 
digital service acquisition techniques and the agency’s 
technical evaluation and implementation team is 
comprised of digital service experts.  


By Clair Koroma and Brent Maravilla 
U.S. Digital Service, Executive Office of the President 
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The VA competitively awarded a task order for digital services off of the agency’s Indefinite 
Delivery Indefinite Quantity (IDIQ) contract vehicle called Transformation Twenty-One Total 
Technology Next Generation (T4NG).  A coding exercise was leveraged as part of the evaluation. 


Background 
Every day, Veterans apply for health benefits from the Department of Veterans Affairs (VA).  Those 
whose claims are denied can file an appeal to the Court of Veteran Appeals by using the VA’s Enterprise 
Appeals Process. However, customers using the system encountered several issues that prevented them 
from completing the appeals process online.  These issues, coupled with other systemic inefficiencies, 
meant that hundreds of thousands of Veterans endured waiting for long periods of time for a claim to 
be resolved.   
 
To help resolve the technological inefficiencies in the claims process, the U.S. Digital Service embedded 
a team at the VA.  Their work focused on modernizing the VA’s Enterprise Appeals Process to enable 
efficient adjudication of appeals. On arrival, the team began to quickly develop remedies to fix the 
system. In order to continue the pace of work, they realized they needed more developer support. They 
decided to use a vendor to provide the additional developer support services to execute the project on 
the scale needed. 
 
To ensure they got the right team to assist on this project, they evaluated the offerors with a coding 
exercise. This case study tells the story. 
 


Lessons Learned 
1. In a coding exercise, ensure you have the technical talent on the evaluation team that 


knows how to evaluate quality of code submission. 
2. Technical team should have ability to understand and replicate an ideal submission. 
3. Determine if it is necessary to have a written submission when doing a exercise.  The written 


portion can present an additional financial burden to the company that may not be 
necessary if evaluating the code submission will provide sufficient insight into technical 
ability of company. 


4. Consider use of a 2-step (down-select) process in the solicitation to decrease vendors’ bid 
and proposal costs 


5. If requiring a written portion, consider when is the best time to require it.  In the case of this 
acquisition, vendor feedback indicated that upfront submission of the written portion was 
preferred since the code submission was more expensive.  


6. Within the evaluation, the Government should be cautious about imposing go/no go 
wording.  For example, stating within Code Quality a requirement that “there are no flagrant 
misspellings or typos” can become very binary, and lead to unwanted deficiencies.  


7. Consider whether your evaluation criteria allows for sufficient strengths and weaknesses. 
8. Prior to the solicitation, ensure that your team clearly understands potential deficiencies.  


For example, must the vendor complete all user stories or are there specific stories that are 
key? During the evaluation phase, the team realized that theoretically a vendor could have 
made an excellent submission even if they had not completed all user stories.” 
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9. Much of the coding evaluation made for a very objective analysis (e.g. Specific security 
vulnerability identified), which is helpful to both parties for debriefing purposes. 


   


The Problem 
The Digital Service team at the VA had two developers on arrival.  Those two developers began work on 
modernizing the VA’s Enterprise Appeals Claims system.  On delivery, their work would help alleviate the 
backlog in claims appeals that prevented veterans from getting benefits. As work progressed, it became 
clear that in order to continue the rapid pace of development, additional developer support was 
required.  Using a vendor to maintain the dev pace was the fastest way to get high-quality support on 
the project.  The vendor that could best meet the needs of the product would have developers with 
expertise in agile development, user-centered design, User Experience(UX) research, modern 
technology stacks, and DevOps. The question was how would they find this vendor? More importantly, 
how could they verify developer acumen in the aforementioned areas before contract award? Simple, 
they needed an innovative evaluation approach. 
 


Finding A Solution 
A hybrid VA-Digital Service team, including Contracting Officer Mark Junda, Contract Specialist Brandon 
Caltabilota (both graduates of USDS’ Digital IT Acquisitions Professional(DITAP) Contracting Officer 
training), Digital Service Expert (design), Kavi Harshawat, and Digital Service Expert (engineering), Shane 
Russell worked together to devise an innovative evaluation for submissions and unique acquisition 
strategy that were uncommon in their approach. Leveraging the use an IDIQ vehicle for the VA, the team 
hypothesized that they could use a code exercise to reach the right vendors.  Although unconventional, 
a code Wil offered the best opportunity for a vendor to demonstrate how they would build a modern 
digital tool.  It also presented the VA team with substantive code upon which the vendor could be 
evaluated.  In theory this would help the VA to successfully identify a vendor who could help continue 
the pace and scale of the modernization work on the appeals system. 
 
A Unique Contracting Approach 
Separate contractual requirements from functional requirements  
The VA anticipated that functional requirements will change, which is normal, and therefore separated 
contractual requirements from functional requirements. Since their contractual requirements indicate a 
repeatable process that results in working software code, this allows functional requirements to change 
as user needs change. The functional requirements can change without a modification because the 
changes to the features are within the general scope of the contract. For example, instead of adding 
contractual requirements that dictated the specifics of a user story like “the screen shall be blue” the 
requirement was “backlog of user stories shall be completed by the vendor.”  This enabled the VA to 
reference the user stories as a requirement and allow for changes to the backlog as needed without 
contract modification. 


Market intelligence  
VA heavily leverages its T4NG IDIQ for software development services.  
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Next the team had to develop a solicitation for the support services that evaluated vendors based on a 
coding exercise. Why a coding exercise? This is a common method used in commercial companies to 
help them selecting the right talent and vendors. It is also a common practice used by established 
software firms during their hiring processes. Therefore, it made sense to use this method to select the 
right vendor to provide digital services to the government. 


 
Show Don’t Tell 
Imagine it’s time for show and tell.  Two kids show toys that day. The first, showed the class how 
to build a toy while continuously asking classmates what they wanted the toy to do. She 
modified it based on their feedback.  She even had different classmates try the toy as she was 
building it and made changes for better functionality.  The second, built an amazing toy step by 
step while the class watched.  He never gathered feedback from the class during the build. After 
several kids tried each toy, most preferred the custom toy. Conversely, the toy built without any 
mods or changes based on class feedback, was seldom used because many of the kids found 
that it was difficult to maneuver use its features. 


 
Sadly, the latter experience in this story is very similar to what normally happens when the Government 
buys IT.  A company gives a shiny description of how they will deliver a digital service or tool, but absent 
a demo of their skillset to deliver it, or incorporation of user feedback as they work on the end product, 
we often end up with things that do not work for users. 
 
In order to avoid that experience in their procurement, the VA team worked with the Technology 
Acquisition Center (TAC) to design a RFQ that included a coding exercise. While bidders had to submit a 
traditional written response that included management approach, technical approach, etc., they also 
had to demonstrate how they would get the work done.  
 
 
The following is how the acquisition was executed: 
 


1. The VA Digital Service team designed the coding exercise parameters they wanted tested 
and then validated that the exercise could actually be run in the environment and 
timeframe they wanted to include in the solicitation. They used digital service team 
members from other teams as well as ran the tests themselves to validate.  


2. The Request for Task Execution Plan (RTEP) detailing the full requirement was released as a 
Service-Disabled Veteran-Owned Small Business set aside on the T4NG.  It included the 
coding exercise submission instructions and evaluation approach. At this point the vendors 
could begin working on the response to the price and the written technical portion.  The 
RTEP also provided guidance on the coding submission and detailed how the submission 
would be evaluated. 


3. After release of the RTEP, VA provided notice that the coding submission information would 
be posted at a certain date/time. 



https://usds.github.io/techfar-hub-v2/assets/files/VA11816F10050003RTEP.pdf
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4. At the appointed time, nine user stories (See Appendix 1) were released on the T4NG 
repository where RTEPs are posted and proposals are submitted. Upon release, vendors had 
4 hours to submit questions and the VA had 2 hours to respond to all questions.  


5. Vendors had 72 hours, from time of release, to provide a code submission.   
6. A detailed evaluation criteria  (See Appendix 2) was developed to guide offerors on the 


requirements for successful completion of the exercise 
7. The exercise required the offerors to build an online payment system (venmo clone).  The 


clone required extensive security considerations, so there were many opportunities for 
excellence OR mistakes! 


8. The source code for the coding submission and all relevant design assets and 
documentation were submitted via github repository with a clearly viewable commit history 
of the entire development process. 


9. Offerors formally certified that "the team who developed and designed the coding 
submission are proposed as key personnel to perform work under the resulting task order 
barring any unforeseen circumstances" 


 
Evaluate the Right Things 
The typical evaluation criteria wasn’t going to work.  The team consulted with GSA’s 18F team about 
their experiences running a coding exercise to select vendors for their agile Blanket Purchase Agreement 
(BPA). Some key suggestions from 18F included using automated testing to quickly show weaknesses or 
strengths in a vendors’ code base AND specifying the coding language for the submissions.  The team 
then developed criteria that properly evaluated the quality of the submitted code and design. 
 
The team used a combination of: 


1. Evaluation criteria in the RFQ that was written to allow for innovative approaches to the 
exercise, and 


2. Specific validation that enabled the team to evaluate submissions uniformly against the criteria. 
 
  







 
 
 
 


U.S. Digital Service Case Study- 5 
The Acquisition that Helped the Department of Veterans Affairs Modernize Its Claims Appeals System 


An example of how this approach was used to evaluate submissions is in the following table: 


Criteria Validation 


Tests fail when functionality is broken 


“(I’d) go into every code base, break 
something, and then run the (vendor’s) 
test and make sure the test failed. And I 
did that with 5 separate things in every 
(vendor’s) code base” – Shane Russell, 
USDS 


Accounts for high volumes and heavy loads 


“(we wrote) a script to load 10,000 
transactions into each vendor’s 
(application?), then load (the vendor’s) 
webpage.  And if it took more than 20 
seconds (to load) then they failed and it 
was a weakness” – Shane Russell, USDS 


 
 
This combined evaluation approach was only possible because of the visibility that a coding exercise 
provides. Ultimately, that approach proved to be effective in identifying the best vendor.  Submissions 
were evaluated against seven development categories and four design categories, each with 
subcomponents (See Appendix 2: Evaluation Criteria).   


 
Results 
The team received six submissions that each took 4-6 hours to evaluate. The rubric and evaluation 
criteria allowed the technical team to evaluate and select the vendor offering the best value and 
expertise for the project requirements.  This submission style also gave way to well-informed debriefs 
that likely contributed to zero protest actions on the award.  Ability to review code prior to contract 
award allowed: 


1. Test of the submitted code for errors that would be fatal to project success 
2. Determination of best code based on hard evidence of work completed in direct response to the 


RFQ, not just a narrative of how the vendor would accomplish requested tasks.  
3. Ability to identify the vendor with the developers that met the VA needs 


 
 
Task Order Award Details 
The period of performance is for a base plus 2 option years for a total awarded amount of $13,946,873.  
 
Contract Type: This order was awarded as a hybrid Time & Materials (T&M) and Firm Fixed Price (FFP) 
task order. The development support services are primarily T&M since they meet the main need:  
providing dev support for the blended government/contractor development and design team 
implementing the new Appeals system.  
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Solicitation Time Frame: From identification of need to award took 7 months.  This included the entirety 
of creating and revising all acquisition documents, market research, selection of most suitable contract 
vehicle, solicitation, evaluation, and award.  The evaluation timeframe took about 1.5 months, but some 
of this was impacted by coordinating team schedules and the newness of writing evaluations based on 
evaluating software code. 
 
Milestones in Modernizing the Appeals System Since Contract Award 


1. Product, Caseflow Dispatch moved from idea (before requirements gathering) to 
implementation in 5 months. This product ensures that all decisions made at the Board are 
uploaded to the proper VA systems, and that the claims are properly adjusted. This will close a 
gap through which thousands of appeals could get lost. The product also standardizes and 
correctly routes decisions of over 20 categories to over 70 VA offices around the country that 
use differing mechanisms for managing their work. 


2. Prototyped a document reader that can greatly speed attorney workflows at the board, which 
would have a direct effect on the speed at which the backlog appeals are processed. 


3. Automating Form 8, which is a part of the process for transferring appeals from regional offices 
to the Board of Veterans’ Appeals (BVA). This streamlines the process and speed up the rate at 
which appeals can be transferred to the BVA. 


 
Conclusion 
Incorporating a coding exercise into a digital services acquisitions better positions a team to select the 
right vendor to meet their needs.  It allows teams the opportunity to work with a potential vendor in 
real time to learn about their capacity to deliver the quality of digital services needed.  Additionally, it 
allows vendors an opportunity to learn the maximum amount of details to best respond for an RFQ. 
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Appendix 1. User Stories 
 
Cashflow is a desktop web application where people can send money to each other, along with a 
message. It allows for users that use different currencies. 
 
Login 


• As a user,  
• When I visit the login page, 
• Then there will be a form where I can enter my username and password. 
• When I enter a valid password for a given username, And submit the form, Then I should be 


redirected to the account page, logged in. 
• Additional Information:   
• There should be a database of users that are capable of being authenticated with 


passwords.   
• Users should be creatable by a database administrator. 


Failed Login 
• As a user, 
• When I visit the login page, 
• And I enter an unknown username, or a password that does not match the username I 


entered, Then I should see an error, stating that my username and password did not match, 
and I should not be logged in. 


 
Account Page - Not Logged In 


• As a user, 
• When I attempt to visit the account page, And I'm not logged in, Then I should be redirected 


to the login page. 
 
Account Page - Show basic Information As a user, When I'm logged in and visit the 
account page, I should see 


• My username 
• My account balance - the total amount of money I have, listed in my home currency. 
• Additional info: 
• There are three currencies that can be used to store money: Purple Dollars, Gold Dollars, 


and Silver Dollars. 
• Each user should have a home currency, which is the currency that their balance is stored in. 
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Bank Transactions 
• As a database administrator,   
• I should be able to create a transaction to give any user any amount of money   
• in any currency from the "International World Bank". The bank has an unlimited amount of 


money.   
• This can be done in the database or via a script, and does not require a web UI. 


 
Account Page - Create Transaction 


• As a user,   
• When I'm logged in and visit the account page,   
• I should see a transaction form with a "Recipient Username" field,   
• an "Amount" field, and a "Message" field. 
• When I enter the username of a user who has the same home currency as I do,   
• And I enter a numeric value into the amount field,   
• And I optionally enter a string into the message field,   
• And I submit the transaction form,   
• Then a transaction will be created for the specified amount from me to the user matching 


the username field. The entered message should also be associated to the transaction.   
• And my account balance should be immediately updated to reflect the lost money that I 


sent, without reloading the entire page. 
• And the next time the recipient visits their account page, their account balance should 


reflect the money that they received. 
 
Account Page - Show Transactions 


• As a user, 
• When I'm logged in and I visit the account page,   
• I should see a list of all transactions where I have given or received money, along with the 


usernames, and messages for those messages.   
• And transactions should be listed in reverse chronological order, with the most recent 


transaction on top.   
• And the amount listed for transactions where I gave money should be red, and be a negative 


number. (i.e. -20)   
• And the amount listed for transactions where I received money should be green, and have a 


positive value.   
• All amounts should be shown in my home currency. 
• When I successfully submit a transaction,   
• The transaction list should update without reloading the entire page. 
• Additional Info: Transaction amounts should be truncated at 2 decimal places. 
 


Account Page - Validate transaction 
• As a user,   
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• When I'm logged in and I visit the account page,   
• When I try and submit a transaction with a username that does not match any user in the 


database,   
• Then I should see an error, telling me that the user was not found.   
• And a transaction is not created. 
• When I try and submit a transaction with an amount greater than my account balance,   
• Then I should see an error, telling me that I do not have enough money to complete that 


transaction.   
• And a transaction is not created. 
• When I try and submit a transaction with an amount with no username or amount filled in,   
• Then I should see an error, telling me that I need to fill in the required fields.   
• And a transaction is not created. 
• Additional Info: Unsuccessful transactions should not update the displayed account 


balance. 
 


Account Page - Create Transaction Requiring Exchange 
• As a user,   
• When I successfully submit the transaction form from the account page,   
• And the recipient has a different home currency than me,   
• Then two transactions should be created,   
•   1) From me to the bank in my home currency 
•   2) From the bank to the recipient in the recipient's home currency 
• The amount of 2) should be based on an exchange rate from my home currency to the 


recipient’s home currency (see additional information below). 
• And I should see just one transaction from myself to the recipient in the transaction list. The 


amount should show up in my home currency. 
• As a recipient of the transaction,   
• I should see one transaction in my transaction list, with the amount displayed in my own 


currency. 
• Additional information:  


o The exchange rates are as follows:   
o 7.25 Silver Dollars = 1 Purple Dollar 
o 2 Gold Dollars = 1 Purple Dollar 


• The bank, as a nonprofit, will exchange money without taking a percentage of the 
transaction. 


• Transaction amounts should continue to be truncated at 2 decimal places. The system 
should round values such that the bank does not lose fractions of money on transactions. 


• Security Concerns 
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o Users should not be able to steal money from the bank or each other. 
o All transaction data is considered private between the receiver and the sender. 
o Users should not have access to transactions where they are neither the sender 
o or receiver. 
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Appendix 2. Coding Exercise Evaluation Criteria 
 
Traditional Requirements 
A detailed description and diagram of the Offeror’s approach to architecting and implementing a secure, 
scalable, automated, fault-tolerant system that supports the ongoing integration of developed appeals-
centric features and products in accordance with PWS paragraph 5.2.1. 


A description of the Offeror’s approach to applying the design and development principles that will be 
used for the coding submission across the life of the task order to meet the continuous deployment 
requirements defined in PWS paragraph 5.2.2.2 for the products defined in PWS paragraph 5.2.1. 


The Offeror’s detailed solution of the planned management methodology for executing the effort, 
including a proposed staffing approach, key personnel retention, security clearance considerations, and 
details of how the proposed effort will be assigned within the Offeror’s corporate entity and among 
proposed subcontractors.  


Innovative Requirements 
Coding Submission:  The Offeror shall develop an application adhering to the requirements defined in 
Section B(3)(a)(3) Coding Submission and, in addition, shall be evaluated by the Government in seven 
categories as follows: 


Security 
• No blatantly exploitable vulnerability or failed automated security checks 
• No other vulnerabilities discovered 
• Threat mitigation techniques implemented 


Testing 
• Automated tests written 
• All tests pass 
• Not missing an entire category of tests (feature or unit) 
• Code coverage meets standards set by SimpleCov 
• There are JavaScript tests, if appropriate 
• The tests are easy to read/understand 
• The tests are well organized 
• There is no duplicated/unnecessary testing 
• Tests fail when functionality is broken 


Database/Data Modeling 
• Data is organized into logical objects 
• Data is not stored in multiple places, without reason 
• Indexes are present for primary operations so that tables can handle 100,000 or more rows 
• Data is pragmatically normalized 
• Data is easy to query/understand 
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• Naming is clear with consistent conventions 
• Correct data types are used 
• Proper constraints exist 
• Seed data exists, when applicable 


DevOps 
• Deployed solution 
• Deployed solution does not require repeated manual configuration 
• Deployment automation is testable without a host machine (e.g., using Vagrant, etc.) 
• Development Environment setup is repeatable and not error prone. 
• Deployment automation is well written and organized 


Code Quality 
• There is no duplication of logic 
• Controllers split based on restful resources 
• JavaScript is encapsulated 
• JavaScript is written in its own file, in-markup JavaScript is limited 
• There are no flagrant misspellings or typos 
• Makes use of SASS variables 
• Uses bourbon to reduce code involved in advanced CSS, if relevant 
• Classes and methods are terse and do one thing 
• The code is easy to understand (comments can help) 
• The code is easy to change and maintain. 
• Commit messages are clear. Why changes are made is explained, if relevant. 
• Uses rails features and conventions when relevant 
• Keeps business logic outside of controllers, in models and service objects 
• There is limited logic in ERB templates, formatting logic is delegated to helpers 
• Avoids creating unnecessary boilerplate files and code 
• Passes all automated linters 


Application Quality 
• Edge cases are properly handled 
• Uses restful routes with short, readable URLs 
• The root goes to account page 
• Accounts for high volumes and heavy loads 
• All interactive elements are in a sensible tab order (for accessibility) 
• Page is accessible and 508 compliant 
• Incorporates CSS animations 
• Follows visual design documents 
• Appropriate HTTP response codes are used 
• Does not generate HTTP 500 status 







 
 
 
 


U.S. Digital Service Case Study- 13 
The Acquisition that Helped the Department of Veterans Affairs Modernize Its Claims Appeals System 


Documentation 
• Assumptions are documented 
• Includes development environment setup documentation 
• Technical decision making and architecture documented, including a diagram of major 


infrastructure components. 
 


Coding Submission:  The Offeror shall design an application adhering to the requirements defined in 
Section B(3)(a)(3) Coding Submission and, in addition, shall be evaluated by the Government in four 
categories as follows: 


Visual Design 
• Color palette and contrast 
• Consistency in fonts, colors, weights, spacing 
• Hierarchy of information 
• Creation, delivery, and quality of visual assets such as icons or images 
• Creation of a visual system, style guide, or re-usable visual patterns 
• Minimalism 
• Use of USWDS visual style (typography, color palette, grid relevant interface components) 
• Extension of USWDS where appropriate 


User Research 
• Spoke with one or more users 
• Prepared and conducted formal usability studies 
• Documentation of findings 
• Presentation of findings 
• Used feedback to improve the application 
• Choice and appropriateness of research methods 


Interaction Design 
• Designed using wireframes, sketches or high fidelity mockups 
• Demonstration of design iteration 
• Clear errors messaging and follow up actions 
• Affordance and discoverability 
• Progressive disclosure 
• Indication of system status 
• Mapping of interaction inside and between pages 
• Consideration of alternate design directions 
• Organization of information 
• Fidelity of design assets delivered to developers 
• Use of common interaction design patterns 







 
 
 
 


U.S. Digital Service Case Study- 14 
The Acquisition that Helped the Department of Veterans Affairs Modernize Its Claims Appeals System 


Thoroughness 
• Includes interaction, functionality, and design not specified in the coding submission instructions  
• Handling of edge cases 
• Page titles and section headings 
• Pagination 
• Motion design and animation 
• Design coherence 
• Error prevention 
• Contextual help and documentation 
• Ease of implementation 
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SECTION B - CONTINUATION OF SF 1449 BLOCKS 


  


B.1  CONTRACT ADMINISTRATION DATA 


 (continuation from Standard Form 1449, block 18A.) 


 


  1.  Contract Administration:  All contract administration matters will be handled by the 


following individuals: 


 


    a. CONTRACTOR:  TBD 


 


    b. GOVERNMENT:   Contracting Officer 36C10B Juan Quinones 


  Department of Veterans Affairs 


  Technology Acquisition Center 


  23 Christopher Way 


  Eatontown NJ 07724 


 


  2.  CONTRACTOR REMITTANCE ADDRESS:  All payments by the Government to the 


contractor will be made in accordance with: 


 


    [X] 52.232-33, Payment by Electronic Funds Transfer - System for Award 


Management, or 


    [] 52.232-36, Payment by Third Party 


 


  3.  INVOICES:  Invoices shall be submitted in arrears: 


 


     a.  Quarterly [] 


     b.  Semi-Annually [] 


     c.  Other [X] Upon Government Acceptance of Deliverables in Section B.4 


 


  4.  GOVERNMENT INVOICE ADDRESS:  All Invoices from the contractor shall be 


submitted electronically in accordance with VAAR Clause 852.232-72 Electronic Submission of 


Payment Requests. 


 


  ACKNOWLEDGMENT OF AMENDMENTS:  The offeror acknowledges receipt of 


amendments to the Solicitation numbered and dated as follows: 


 


      AMENDMENT NO                           DATE 


 


      ______________________________         _____________ 


      ______________________________         _____________ 


      ______________________________         _____________ 
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B.2  GOVERNING LAW 


Federal law and regulations, including the Federal Acquisition Regulations (FAR), shall govern 


this Contract/Order. Commercial license agreements may be made a part of this Contract/Order 


but only if both parties expressly make them an addendum hereto. If the commercial license 


agreement is not made an addendum, it shall not apply, govern, be a part of or have any effect 


whatsoever on the Contract/Order; this includes, but is not limited to, any agreement embedded 


in the computer software (clickwrap), any agreement that is otherwise delivered with or provided 


to the Government with the commercial computer software or documentation (shrinkwrap), or 


any other license agreement otherwise referred to in any document. If a commercial license 


agreement is made an addendum, only those provisions addressing data rights regarding the 


Government’s use, duplication and disclosure of data (e.g., restricted computer software) are 


included and made a part of this Contract/Order, and only to the extent that those provisions are 


not duplicative or inconsistent with Federal law, Federal regulation, the incorporated FAR 


clauses and the provisions of this Contract/Order; those provisions in the commercial license 


agreement that do not address data rights regarding the Government’s use, duplication and 


disclosure of data shall not be included or made a part of the Contract/Order. Federal law and 


regulation including, without limitation, the Contract Disputes Act (41 U.S.C. § 7101 et seq.), 


the Anti-Deficiency Act (31 U.S.C. § 1341 et seq.), the Competition in Contracting Act (41 


U.S.C. § 3301 et seq.), the Prompt Payment Act (31 U.S.C. §3901 et seq.), Contracts for Data 


Processing or Maintenance (38 U.S.C. § 5725), and FAR clauses 52.212-4, 52.227-14, 52.227-19 


shall supersede, control, and render ineffective any inconsistent, conflicting, or duplicative 


provision in any commercial license agreement. In the event of conflict between this Clause and 


any provision in the Contract/Order or the commercial license agreement or elsewhere, the terms 


of this Clause shall prevail. Claims of patent or copyright infringement brought against the 


Government as a party shall be defended by the U.S. Department of Justice (DOJ). 28 U.S.C. § 


516. At the discretion of DOJ, the Contractor may be allowed reasonable participation in the 


defense of the litigation. Any additional changes to the Contract/Order must be made by 


contract/order modification (Standard Form 30) and shall only be effected by a warranted 


Contracting Officer. Nothing in this Contract/Order or any commercial license agreement shall 


be construed as a waiver of sovereign immunity. 
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B.3  SOFTWARE LICENSE, MAINTENANCE AND TECHNICAL SUPPORT 


(1) Definitions. 


(a)        Licensee.  The term “licensee” shall mean the U.S. Department of Veterans Affairs 


(“VA”) and is synonymous with “Government.” 


(b)        Licensor.  The term “licensor” shall mean the contractor having the necessary license 


or ownership rights to deliver license, software maintenance and support of the computer 


software being acquired.  The term “contractor” is the party identified in Block 17a on the 


SF1449.  If the contractor is a reseller and not the Licensor, the contractor remains responsible 


for performance under this order. 


(c)        Software.  The term “software” shall mean the licensed computer software product(s) 


cited in the Schedule of Supplies/Services. 


(d)        Maintenance.  The term “maintenance” is the process of enhancing and optimizing 


software, as well as remedying defects.  It shall include all new fixes, patches, releases, updates, 


versions and upgrades, as further defined below. 


(e)        Technical Support.  The term “technical support” refers to the range of services 


providing assistance for the software via the telephone, email, a website or otherwise.   


(f)        Release or Update.  The term “release” or “update” are terms that refer to a revision 


of software that contains defect corrections, minor enhancements or improvements of the 


software’s functionality.  This is usually designated by a change in the number to the right of the 


decimal point (e.g., from Version 5.3 to 5.4).  An example of an update is the addition of new 


hardware. 


(g)       Version or Upgrade.  The term “version” or “upgrade” are terms that refer to a 


revision of software that contains new or improved functionality.  This is usually designated by a 


change in the number to the left of the decimal point (e.g., from Version 5.4 to 6). 


 


(2) Software License 


(a) Unless otherwise stated in the Schedule of Supplies/Services, the Performance Work 


Statement or Product Description, the software license provided to the Government is a 


perpetual, nonexclusive license to use the software 


(b) The Government may use the software in a networked environment.  


(c) Any dispute regarding the license grant or usage limitations shall be resolved in 


accordance with the Disputes Clause incorporated in FAR 52.212-4(d). 


(d) All limitations of software usage are expressly stated in the Schedule of 


Supplies/Services and the Performance Work Statement/Product Description.   


 


(3) Software Maintenance and Technical Support 


(a)       If the Government desires to continue software maintenance and support beyond the 


period of performance identified in this contract or order, the Government will issue a separate 


contract or order for maintenance and support.  Conversely, if a contract or order for continuing 


software maintenance and technical support is not received the contractor is neither authorized 


nor permitted to renew any of the previously furnished services. 


(b)       The contractor shall provide software support services, which includes periodic 


updates, enhancements and corrections to the software, and reasonable technical support, all of 


which are customarily provided by the contractor to its commercial customers so as to cause the 


software to perform according to its specifications, documentation or demonstrated claims.   


(c)       Any telephone support provided by contractor shall be at no additional cost. 


(d)       The contractor shall provide all maintenance services in a timely manner in 


accordance with the contractor’s customary practice or as defined in the Performance Work 


Statement/Product Description.  However, prolonged delay (exceeding 2 business days) in 
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resolving software problems will be noted in the Government’s various past performance records 


on the contractor (e.g., www.ppirs.gov). 


(e)       If the Government allows the maintenance and support to lapse and subsequently 


wishes to reinstate it, any reinstatement fee charged shall not exceed the amounts that would 


have been charged if the Government had not allowed the subscription to lapse.  


 


(4) Disabling Software Code.  The Government requires delivery of computer software that 


does not contain any code that will, upon the occurrence or the nonoccurrence of any event, 


disable the software.  Such code includes but is not limited to a computer virus, restrictive key, 


node lock, time-out or other function, whether implemented by electronic, mechanical, or other 


means, which limits or hinders the use or access to any computer software based on residency on 


a specific hardware configuration, frequency of duration of use, or other limiting criteria.  If any 


such disabling code is present, the contractor agrees to indemnify the Government for all 


damages suffered as a result of a disabling caused by such code, and the contractor agrees to 


remove such code upon the Government’s request at no extra cost to the Government.  Inability 


of the contractor to remove the disabling software code will be considered an inexcusable delay 


and a material breach of contract, and the Government may exercise its right to terminate for 


cause.  In addition, the Government is permitted to remove the code as it deems appropriate and 


charge the Contractor for consideration for the time and effort expended in removing the code. 


 


(5) Manuals and Publications.  Upon Government request, the contractor shall furnish the 


most current version of the user manual and publications for all products/services provided under 


this contract or order at no cost. 
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B.4  PRICE SCHEDULE 


Inspection/Acceptance//F.O.B: Destination. 


 


All deliverables must be submitted electronically to the VA Program Manager (PM), Contracting 


Officer’s Representative (COR), and Contracting Officer unless otherwise specified in the line 


item. Please be advised that in accordance with Federal Acquisition Regulation (FAR) Part 


2.101, a “day” means, unless otherwise specified, a CALENDER day. Additionally, deliverables 


with due dates falling on a weekend or holiday shall be submitted the following Government 


work day after the weekend or holiday. 


 


The Price Schedule contains contract line items identified as not separately priced (NSP). This 


means the price for the line item is included in the price of another, related line item. The 


Contractor shall not invoice the Government for any portion of the contract line item which 


contains an NSP until the Contractor has delivered the total quantity of all related contract line 


items and the Government has accepted them. 


 


The Contractor shall meet all Deliverable Metrics/Service Level Agreements (SLA) as described 


in the Performance Work Statement (PWS).  However, if the Contractor’s performance falls 


below a required service level, the Contractor shall only be paid for the lower service level 


provided.  See Section B.5 Performance Work Statement, Section 6.4.1 for Deliverable 


Metrics/SLA Performance.  


 


NOTE: Vendors are instructed to see solicitation Section E for proposal submission instructions 


inclusive of the price proposal.  Section B.4 Price schedule is for informational purposes only for 


solicitation. Vendors are cautioned that alterations to the line items as specified below may 


render quotes unacceptable. All questions shall be directed to the Contract Specialist, Jessica 


Adamitis, Jessica.Adamitis@va.gov and Contracting Officer, Juan Quinones, 


Juan.Quinones@va.gov prior to the closing date and time specified in the Request for Proposal 


(RFP). 


 


BASE PERIOD 


The period of performance shall be for 12 months from award. 


CLIN Description Qty Unit Unit Price Extended Price 


0001 Project Management in accordance 


with (IAW) Performance Work 


Statement (PWS) Section 5.1 and its 


subtasks. 


 


Period of Performance (PoP) shall be for 


12 months from award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.1 and its subtasks. 


12 Month 


(MO) 


$ $ 


0001AA Contractor Project Management Plan IAW 


PWS Section 5.1.1. 


 


Due 30 days after contract award (DAC) 


12 MO NSP NSP 



mailto:Jessica.Adamitis@va.gov

mailto:Juan.Quinones@va.gov
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and updated monthly thereafter. 


0001AB Monthly Status Report IAW PWS Section 


5.1.2. 


 


Due the 5th day of each month throughout 


the PoP. 


12 MO NSP NSP 


0001AC TMS Training Certificated of Completion 


for VA Privacy and Information Security 


Awareness Training IAW PWS Section 


5.1.6. 


 


 Due 1 week after award and/or one week 


after on-boarding of new employee and 


annually as required throughout the period 


of performance for all Contractor 


employees. 


1 LO NSP NSP 


0001AD VA Privacy and Information Security 


Awareness and Rules of Behavior 


Training Certificate IAW PWS Section 


5.1.6. 


 


Due 1 week after award and/or one week 


after on-boarding of new employee and 


annually as required throughout the period 


of performance for all Contractor 


employees. 


1 LO NSP NSP 


0001AE VA HIPAA Certificate of Completion 


IAW PWS Section 5.1.6. 


 


Due 1 week after award and/or one week 


after on-boarding of new employee and 


annually as required throughout the period 


of performance for all Contractor 


employees. 


1 LO NSP NSP 


0002 VA MACM Platform Development and 


App Migration IAW PWS Section 5.2. 


 


The Contractor shall price 13 two-week 


sprints in the base contract period.  


 


The Contractor may invoice at the end of 


each sprint upon Government acceptance 


of the Sprint Certification Package and 


Artifacts. 


 


The VA MACM Minimum Viable 


Product (MVP) IAW PWS Section 5.2.1 


shall be delivered 90 DAC. 


 


13 EA $ $ 
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Mobile Application Migration IAW PWS 


Section 5.2.2 shall begin upon 


Government acceptance of the VA 


MACM MVP IAW PWS Section 5.2.1. 


 


The price for the delivery of the minimum 


viable product (MVP) as defined in PWS 


5.2.1 is 100 percent of the fixed-price of 


each sprint provided the Contractor 


successfully delivers and the Government 


accepts the MVP within three months 


from contract award.  Upon Contractor 


delivery and Government acceptance of 


each sprint, the Government shall pay 75 


percent of the fixed-price of the sprint. 


Upon the successful delivery and 


acceptance of the MVP within three 


months from contract award, the 


Government shall pay the Contractor the 


remaining 25 percent of the fixed-price of 


each sprint withheld at the time of each 


Sprint delivery.  In the event the 


Contractor delivers the MVP later 


than three months from contract award, 


the price for the delivery of the MVP shall 


be 75 percent of the fixed-price for each 


sprint.  The Government will continue to 


pay 75 percent of the fixed-price of each 


sprint until successful delivery and 


acceptance by the Government of the 


MVP.  Notwithstanding when the MVP is 


delivered and accepted by the 


Government, the Contractor remains 


obligated to deliver the MVP and failure 


to deliver the MVP within a commercially 


reasonable time from contract award will 


be deemed a condition endangering 


contract performance and may provide 


grounds for default termination. 


Upon successful delivery and acceptance 


of the MVP, additional sprints for the 


Mobile Application Migration IAW PWS 


Section 5.2.2 will be paid at 100 percent 


of the fixed-price of each sprint.   


  


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.2 and its subtasks. 
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0002AA Sprint Plan IAW PWS Section 5.2. 


 


Due at the beginning of each two-week 


sprint and updated at conclusion of each 


two-week sprint. 


13 EA NSP NSP 


0002AB Sprint Certification Package with Source 


Code IAW PWS Section 5.2. 


 


Due at conclusion of each two-week 


sprint. 


13 EA NSP NSP 


0003 VA MACM Operations and System 


Maintenance Support IAW PWS 


Section 5.3.1. 


 


PoP shall begin upon Government 


acceptance of the VA MACM MVP IAW 


PWS Section 5.2.1.  Not to Exceed (NTE) 


12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.1 and its subtasks. 


NTE 


12 


MO $ $ 


0003AA VA MACM O&M Support Plan IAW 


PWS Section 5.3.1. 


 


Due 30 DAC and updated thereafter. 


1 LO NSP NSP 


0003AB SLA Monitoring Plan IAW PWS Section 


5.3.1. 


 


Due 30 DAC and updated monthly 


thereafter. 


1 LO NSP NSP 


0003AC VA MACM SLA Report IAW PWS 


Section 5.3.1. 


 


Due 30 DAC and updated monthly 


thereafter. 


1 LO NSP NSP 


0004 Security IAW PWS Section 5.3.2. 


 


PoP shall be for 12 months from date of 


award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.2 and its subtasks, except for 


5.3.2.2. 


12 MO $ $ 


0004AA Monthly Security Assessment Report 


IAW PWS 5.3.2.1. 


12 MO NSP NSP 
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Due monthly throughout the PoP. 


 


NTE 12 months. 


0004AB ATO Package Documentation IAW PWS 


5.3.2.2. 


 


Due 30 DAC and updated as needed. 


1 LO $ $ 


0005 Disaster Recovery (DR) and Continuity 


of Operations IAW PWS 5.3.3. 


 


PoP shall be 12 months from date of 


award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.3 and its subtasks. 


12 MO $ $ 


0005AA DR and Backup Plan IAW PWS 5.3.3. 


 


Due 45 DAC and updated as needed 


throughout the PoP.  


1 LO NSP NSP 


0005AB DR Test Schedule IAW PWS 5.3.3. 


 


Due 45 DAC and updated as needed 


throughout the PoP. 


1 LO NSP NSP 


0005AC AAR IAW PWS 5.3.3. 


 


Due 45 DAC and updated as needed 


throughout the PoP. 


1 LO NSP NSP 


0005AD COOP Plan IAW PWS 5.3.3. 


 


Due 45 DAC and updated as needed 


throughout the PoP. 


1 LO NSP NSP 


0006 Monitoring and Alerting IAW PWS 


5.3.4. 


 


PoP shall be 12 months from date of 


award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.4 and its subtasks. 


12 MO $ $ 


0006AA Quarterly Resource Utilization 


Optimization Plan IAW PWS 5.3.4. 


 


Due quarterly throughout the PoP. 


1 LO NSP NSP 


0006AD Monthly Utilization Report IAW PWS 1 LO NSP NSP 
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5.3.4. 


 


Due monthly throughout the PoP. 


0007 Software License Management IAW 


PWS 5.3.5. Time-and-Materials (T&M) 


 


This is a T&M Contract Line Item 


Number (CLIN) and includes all labor and 


material required for the successful 


completion of the tasks PWS 5.3.5. 


 


Work shall be executed in accordance 


with funding provided at time of award or 


under formal modification.  Work shall 


not commence unless and until funding is 


provided by the Contracting Officer. 


 


This T&M CLIN is IAW FAR 52.232-7 


for invoicing or billing purposes. T&M 


rates shall not exceed those set forth in 


Attachment 006. 


 


*Government Not To Exceed Material 


 


Ceiling: $_____ 


 


+ Fixed Handling Rate ______ % 


 


= Material NTE Ceiling $ 


1 LO NTE 


$ 


NTE 


$ 


0008 Engineering Technical Support IAW 


PWS 5.3.6. 


 


PoP shall be 12 months from date of 


award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.6. 


12 MO $ $ 


0009 General Engineering Support IAW 


PWS 5.3.7. 


 


PoP shall be 12 months from date of 


award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.7. 


12 MO $ $ 
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0010 Release and Development Management 


IAW PWS 5.4. 


 


PoP shall be 12 months from date of 


award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.4 and its subtasks. 


12 MO $ $ 


0010AA Meeting Minutes IAW PWS 5.4.2 


 


Due within 24 hours of scheduled 


meetings. 


1 LO NSP NSP 


0010AB ECCB SOP IAW PWS 5.4.3. 


 


Due 30 DAC and updated monthly 


thereafter. 


1 LO NSP NSP 


TOTAL BASE PERIOD $ 


BASE PERIOD – OPTIONAL TASK – ADDITIONAL VA MACM PLATFORM DEVELOPMENT 


AND APP MIGRATION SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately 


Priced Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is 


issued by the Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


0011 Additional VA MACM Platform 


Development and App Migration 


Support IAW PWS 5.2.3. 


 


The Contractor shall price per two-week 


sprints in the base contract period. 


 


The Contractor shall begin within two 


weeks of option exercise. 


 


This Optional Task may be exercised 


multiple times from time to time during 


the base period, not to exceed 32 sprints. 


NTE 


32 


EA $ NTE 


$ 


0011AA Sprint Plan IAW PWS Section 5.2. 


 


Due at the beginning of each two-week 


sprint and updated at conclusion of each 


two-week sprint. 


32 EA NSP NSP 


0011AB Sprint Certification Package IAW PWS 


Section 5.2. 


 


Due at conclusion of each two-week 


sprint. 


32 EA NSP NSP 


  







36C10B18R2609 


 


Page 15 of 128 


BASE PERIOD – OPTIONAL TASK – ADDITIONAL VA MACM PLATFORM 


DEVELOPMENT AND APP MIGRATION SUPPORT 


$ 


BASE PERIOD – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately 


Priced Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is 


issued by the Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


0012 Tier 4 Help Desk Support IAW PWS 


5.5. 


 


This is a Labor Hour Contract Line Item 


Number (CLIN) and includes all labor 


required for the successful completion of 


the tasks PWS 5.5. 


 


The Contractor shall not execute 


performance on this task without approval 


from the Contracting Officer via a 


modification. 


 


The Offeror’s fully loaded labor rates 


shall not be exceeded and the rates are 


incorporated into the contract at 


Attachment 006.  The binding fully loaded 


labor rates will be used for the prime and 


all subcontractor/team members in 


performance of this contract. 


 


This Labor Hour CLIN is in IAW FAR 


52.232-7 for invoicing or billing purposes 


 


This optional task may be exercised 


multiple times from time to time up to the 


NTE amount. 


1 LO NTE 


$ 


NTE 


$ 


BASE PERIOD – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT $ 


TOTAL BASE PERIOD WITH OPTIONAL TASKS $ 


 


OPTION PERIOD 1 


This option period may be exercised IAW FAR 52.217-9 Option to Extend the Term of the Contract 


(MAR 2000). Work shall not commence until, and unless, a formal modification is issued by the 


Contracting Officer.  


Period of Performance shall be for 12 months. 


CLIN Description Qty Unit Unit Price Extended Price 


1001 Project Management IAW PWS 


Section 5.1 and its subtasks. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


12 MO $ $ 
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travel required for the successful 


completion of the services details in 


PWS Section 5.1 and its subtasks. 


1001AA Contractor Project Management Plan 


IAW PWS Section 5.1.1. 


 


Due 30 DAC and updated monthly 


thereafter. 


12 MO NSP NSP 


1001AB Monthly Status Report IAW PWS 


Section 5.1.2. 


 


Due the 5th day of each month 


throughout the PoP. 


12 MO NSP NSP 


1001AC TMS Training Certificated of 


Completion for VA Privacy and 


Information Security Awareness 


Training IAW PWS Section 5.1.6. 


 


 Due 1 week after on-boarding of new 


employee and annually as required 


throughout the period of performance 


for all Contractor employees. 


1 LO NSP NSP 


1001AD VA Privacy and Information Security 


Awareness and Rules of Behavior 


Training Certificate IAW PWS Section 


5.1.6. 


 


Due 1 week after on-boarding of new 


employee and annually as required 


throughout the period of performance 


for all Contractor employees. 


1 LO NSP NSP 


1001AE VA HIPAA Certificate of Completion 


IAW PWS Section 5.1.6. 


 


Due 1 week after on-boarding of new 


employee and annually as required 


throughout the period of performance 


for all Contractor employees. 


1 LO NSP NSP 


1002 VA MACM Operations and System 


Maintenance Support IAW PWS 


Section 5.3.1. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.1 and its subtasks. 


12 MO $ $ 


1002AA VA MACM O&M Support Plan IAW 1 LO NSP NSP 
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PWS Section 5.3.1. 


 


Updated monthly. 


1002AB SLA Monitoring Plan IAW PWS 


Section 5.3.1. 


 


Updated monthly. 


1 LO NSP NSP 


1002AC VA MACM SLA Report IAW PWS 


Section 5.3.1. 


 


Updated monthly. 


1 LO NSP NSP 


1003 Security IAW PWS Section 5.3.2. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.2 and its subtasks. 


12 MO $ $ 


1003AA Monthly Security Assessment Report 


IAW PWS 5.3.2.1. 


 


Due monthly throughout the PoP. 


12 MO NSP NSP 


1003AB ATO Package Documentation IAW 


PWS 5.3.2.2. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


1004 Disaster Recovery (DR) and 


Continuity of Operations IAW PWS 


5.3.3. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.3 and its subtasks. 


12 MO $ $ 


1004AA DR and Backup Plan IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


1004AB DR Test Schedule IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


1004AC AAR IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


1004AD COOP Plan IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 







36C10B18R2609 


 


Page 18 of 128 


1005 Monitoring and Alerting IAW PWS 


5.3.4. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.4 and its subtasks. 


12 MO $ $ 


1005AA Quarterly Resource Utilization 


Optimization Plan IAW PWS 5.3.4. 


 


Due quarterly throughout the PoP. 


1 LO NSP NSP 


1005AD Monthly Utilization Report IAW PWS 


5.3.4. 


 


Due monthly throughout the PoP. 


1 LO NSP NSP 


1006 Software License Management IAW 


PWS 5.3.5. Time-and-Materials 


(T&M) 


 


This is a T&M Contract Line Item 


Number (CLIN) and includes all labor 


and material required for the successful 


completion of the tasks PWS 5.3.5. 


 


The Offeror’s fully loaded labor rates 


shall not be exceeded and are 


incorporated into the contract as 


Attachment 006.  The fully loaded 


labor rates will be used for the prime 


and all subcontractor/team members in 


performance of this contract. 


 


Work shall be executed in accordance 


with funding provided at time of award 


or under formal modification.  Work 


shall not commence unless and until 


funding is provided by the Contracting 


Officer. 


 


This T&M CLIN is in IAW FAR 


52.232-7 for invoicing or billing 


purposes. 


 


*Government Not To Exceed Material 


 


Ceiling: $_____ 


 


1 LO NTE 


$ 


NTE 


$ 
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+ Fixed Handling Rate ______ % 


 


= Material NTE Ceiling $ 


1007 Engineering Technical Support IAW 


PWS 5.3.6. 


 


PoP shall be 12 months from date of 


award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion 


of the services details in PWS Section 


5.3.6. 


12 MO $ $ 


1008 General Engineering Support IAW 


PWS 5.3.7. 


 


PoP shall be for 12 months.  


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.7. 


12 MO $ $ 


1009 Release and Development 


Management IAW PWS 5.4. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.4 and its subtasks. 


12 MO $ $ 


1009AA Meeting Minutes IAW PWS 5.4.2 


 


Due within 24 hours of scheduled 


meetings. 


1 LO NSP NSP 


1009AB ECCB SOP IAW PWS 5.4.3. 


 


Updated monthly throughout the PoP. 


1 LO NSP NSP 


TOTAL OPTION PERIOD 1 $ 


OPTION PERIOD 1 – OPTIONAL TASK – ADDITIONAL VA MACM PLATFORM 


DEVELOPMENT AND APP MIGRATION SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately 


Priced Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is 


issued by the Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


1010 Additional VA MACM Platform 


Development and App Migration 


Support IAW PWS 5.2.3. 


NTE 


32 


EA $ NTE 


$ 
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The Contractor shall price per two-


week sprints in the base contract 


period. 


 


The Contractor shall begin within two 


weeks of option exercise. 


 


This Optional Task may be exercised 


multiple times from time to time during 


the option period, not to exceed 32 


sprints. 


1010AA Sprint Plan IAW PWS Section 5.2. 


 


Due at the beginning of each two-week 


sprint and updated at conclusion of 


each two-week sprint. 


32 EA NSP NSP 


1010AB Sprint Certification Package IAW PWS 


Section 5.2. 


 


Due at conclusion of each two-week 


sprint. 


32 EA NSP NSP 


TOTAL OPTION PERIOD 1 – OPTIONAL TASK – ADDITIONAL VA MACM 


PLATFORM DEVELOPMENT AND APP MIGRATION SUPPORT 


$ 


OPTION PERIOD 1 – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately 


Priced Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is 


issued by the Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


1011 Tier 4 Help Desk Support IAW PWS 


5.5. 


 


This is a Labor Hour Contract Line 


Item Number (CLIN) and includes all 


labor required for the successful 


completion of the tasks PWS 5.5. 


 


The Contractor shall not execute 


performance on this task without 


approval from the Contracting Officer 


via a modification. 


 


The Offeror’s fully loaded labor rates 


shall not be exceeded and the rates are 


incorporated into the contract at 


Attachment 006.  The binding fully 


loaded labor rates will be used for the 


prime and all subcontractor/team 


members in performance of this 


1 LO NTE 


$ 


NTE 


$ 
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contract. 


 


This Labor Hour CLIN is in IAW FAR 


52.232-7 for invoicing or billing 


purposes 


 


This optional task may be exercised 


multiple times from time to time up to 


the NTE amount. 


OPTION PERIOD 1 – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT $ 


TOTAL OPTION PERIOD 1 WITH OPTIONAL TASKS $ 


 


OPTION PERIOD 2 


This option period may be exercised IAW FAR 52.217-9 Option to Extend the Term of the Contract (MAR 


2000). Work shall not commence until, and unless, a formal modification is issued by the Contracting 


Officer.  


Period of Performance shall be for 12 months. 


CLIN Description Qty Unit Unit Price Extended Price 


2001 Project Management IAW PWS 


Section 5.1 and its subtasks. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.1 and its subtasks. 


12 MO $ $ 


2001AA Contractor Project Management Plan 


IAW PWS Section 5.1.1. 


 


Due 30 DAC and updated monthly 


thereafter. 


12 MO NSP NSP 


2001AB Monthly Status Report IAW PWS 


Section 5.1.2. 


 


Due the 5th day of each month 


throughout the PoP. 


12 MO NSP NSP 


2001AC TMS Training Certificated of 


Completion for VA Privacy and 


Information Security Awareness 


Training IAW PWS Section 5.1.6. 


 


 Due 1 week after on-boarding of new 


employee and annually as required 


throughout the period of performance 


for all Contractor employees. 


1 LO NSP NSP 


2001AD VA Privacy and Information Security 


Awareness and Rules of Behavior 


Training Certificate IAW PWS Section 


1 LO NSP NSP 
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5.1.6. 


 


Due 1 week after on-boarding of new 


employee and annually as required 


throughout the period of performance 


for all Contractor employees. 


2001AE VA HIPAA Certificate of Completion 


IAW PWS Section 5.1.6. 


 


Due 1 week after on-boarding of new 


employee and annually as required 


throughout the period of performance 


for all Contractor employees. 


1 LO NSP NSP 


2002 VA MACM Operations and System 


Maintenance Support IAW PWS 


Section 5.3.1. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.1 and its subtasks. 


12 MO $ $ 


2002AA VA MACM O&M Support Plan IAW 


PWS Section 5.3.1. 


 


Updated monthly. 


1 LO NSP NSP 


2002AB SLA Monitoring Plan IAW PWS 


Section 5.3.1. 


 


Updated monthly. 


1 LO NSP NSP 


2002AC VA MACM SLA Report IAW PWS 


Section 5.3.1. 


 


Updated monthly. 


1 LO NSP NSP 


2003 Security IAW PWS Section 5.3.2. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.2 and its subtasks. 


12 MO $ $ 


2003AA Monthly Security Assessment Report 


IAW PWS 5.3.2.1. 


 


Due monthly throughout the PoP. 


12 MO NSP NSP 


2003AB ATO Package Documentation IAW 


PWS 5.3.2.2. 


1 LO NSP NSP 
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Update as needed throughout the PoP. 


2004 Disaster Recovery and Continuity of 


Operations IAW PWS 5.3.3. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.3 and its subtasks. 


12 MO $ $ 


2004AA DR and Backup Plan IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


2004AB DR Test Schedule IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


2004AC AAR IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


2004AD COOP Plan IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


2005 Monitoring and Alerting IAW PWS 


5.3.4. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.4 and its subtasks. 


12 MO $ $ 


2005AA Quarterly Resource Utilization 


Optimization Plan IAW PWS 5.3.4. 


 


Due quarterly throughout the PoP. 


1 LO NSP NSP 


2005AD Monthly Utilization Report IAW PWS 


5.3.4. 


 


Due monthly throughout the PoP. 


1 LO NSP NSP 


2006 Software License Management IAW 


PWS 5.3.5. Time-and-Materials 


(T&M) 


 


This is a T&M Contract Line Item 


Number (CLIN) and includes all labor 


and material required for the successful 


completion of the tasks PWS 5.3.5. 


 


1 LO NTE 


$ 


NTE 


$ 
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Work shall be executed in accordance 


with funding provided at time of award 


or under formal modification.  Work 


shall not commence unless and until 


funding is provided by the Contracting 


Officer. 


 


This T&M CLIN is in IAW FAR 


52.232-7 for invoicing or billing 


purposes. 


 


T&M rates shall not exceed those set 


forth on Attachment 006.. 


 


*Government Not To Exceed Material 


 


Ceiling: $_____ 


 


+ Fixed Handling Rate ______ % 


 


= Material NTE Ceiling $ 


2007 Engineering Technical Support IAW 


PWS 5.3.6. 


 


PoP shall be 12 months from date of 


award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion 


of the services details in PWS Section 


5.3.6. 


12 MO $ $ 


2008 General Engineering Support IAW 


PWS 5.3.7. 


 


PoP shall be for 12 months.  


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


PWS Section 5.3.7. 


12 MO $ $ 


2009 Release and Development 


Management IAW PWS 5.4. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in 


12 MO $ $ 
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PWS Section 5.4 and its subtasks. 


2009AA Meeting Minutes IAW PWS 5.4.2 


 


Due within 24 hours of scheduled 


meetings. 


1 LO NSP NSP 


2009AB ECCB SOP IAW PWS 5.4.3. 


 


Updated monthly throughout the PoP. 


1 LO NSP NSP 


TOTAL OPTION PERIOD 2 $ 


OPTION PERIOD 2 – OPTIONAL TASK – ADDITIONAL VA MACM PLATFORM DEVELOPMENT 


AND APP MIGRATION SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately Priced 


Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is issued by the 


Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


2010 Additional VA MACM Platform 


Development and App Migration 


Support IAW PWS 5.2.3. 


 


The Contractor shall price per two-


week sprints in the base contract period. 


 


The Contractor shall begin within two 


weeks of option exercise. 


 


This Optional Task may be exercised 


multiple times from time to time during 


the option period, not to exceed 32 


sprints. 


NTE 


32 


EA $ NTE 


$ 


2010AA Sprint Plan IAW PWS Section 5.2. 


 


Due at the beginning of each two-week 


sprint and updated at conclusion of each 


two-week sprint. 


32 EA NSP NSP 


2010AB Sprint Certification Package IAW PWS 


Section 5.2. 


 


Due at conclusion of each two-week 


sprint. 


32 EA NSP NSP 


TOTAL OPTION PERIOD 2 – OPTIONAL TASK – ADDITIONAL VA MACM 


PLATFORM DEVELOPMENT AND APP MIGRATION SUPPORT 


$ 


OPTION PERIOD 2 – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately Priced 


Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is issued by the 


Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


2011 Tier 4 Help Desk Support IAW PWS 


5.5. 


 


1 LO NTE 


$ 


NTE 


$ 
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This is a Labor Hour Contract Line 


Item Number (CLIN) and includes all 


labor required for the successful 


completion of the tasks PWS 5.5. 


 


The Contractor shall not execute 


performance on this task without 


approval from the Contracting Officer 


via a modification. 


 


The Offeror’s fully loaded labor rates 


shall not be exceeded and the rates are 


incorporated into the contract at 


Attachment 006.  The binding fully 


loaded labor rates will be used for the 


prime and all subcontractor/team 


members in performance of this 


contract. 


 


This Labor Hour CLIN is in IAW FAR 


52.232-7 for invoicing or billing 


purposes 


 


This optional task may be exercised 


multiple times from time to time up to 


the NTE amount. 


OPTION PERIOD 2 – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT $ 


TOTAL OPTION PERIOD 2 WITH OPTIONAL TASKS $ 


 


OPTION PERIOD 3 


This option period may be exercised IAW FAR 52.217-9 Option to Extend the Term of the Contract (MAR 


2000). Work shall not commence until, and unless, a formal modification is issued by the Contracting 


Officer.  


Period of Performance shall be for 12 months. 


CLIN Description Qty Unit Unit Price Extended Price 


3001 Project Management IAW PWS Section 


5.1 and its subtasks. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.1 and its subtasks. 


12 MO $ $ 


3001AA Contractor Project Management Plan IAW 


PWS Section 5.1.1. 


 


Due 30 DAC and updated monthly 


thereafter. 


12 MO NSP NSP 
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3001AB Monthly Status Report IAW PWS Section 


5.1.2. 


 


Due the 5th day of each month throughout 


the PoP. 


12 MO NSP NSP 


3001AC TMS Training Certificated of Completion 


for VA Privacy and Information Security 


Awareness Training IAW PWS Section 


5.1.6. 


 


 Due 1 week after on-boarding of new 


employee and annually as required 


throughout the period of performance for 


all Contractor employees. 


1 LO NSP NSP 


3001AD VA Privacy and Information Security 


Awareness and Rules of Behavior Training 


Certificate IAW PWS Section 5.1.6. 


 


Due 1 week after on-boarding of new 


employee and annually as required 


throughout the period of performance for 


all Contractor employees. 


1 LO NSP NSP 


3001AE VA HIPAA Certificate of Completion IAW 


PWS Section 5.1.6. 


 


Due 1 week after on-boarding of new 


employee and annually as required 


throughout the period of performance for 


all Contractor employees. 


1 LO NSP NSP 


3002 VA MACM Operations and System 


Maintenance Support IAW PWS Section 


5.3.1. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.1 and its subtasks. 


12 MO $ $ 


3002AA VA MACM O&M Support Plan IAW PWS 


Section 5.3.1. 


 


Updated monthly. 


1 LO NSP NSP 


3002AB SLA Monitoring Plan IAW PWS Section 


5.3.1. 


 


Updated monthly. 


1 LO NSP NSP 


3002AC VA MACM SLA Report IAW PWS 


Section 5.3.1. 


1 LO NSP NSP 
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Updated monthly. 


3003 Security IAW PWS Section 5.3.2. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.2 and its subtasks. 


12 MO $ $ 


3003AA Monthly Security Assessment Report IAW 


PWS 5.3.2.1. 


 


Due monthly throughout the PoP. 


12 MO NSP NSP 


3003AB ATO Package Documentation IAW PWS 


5.3.2.2. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


3004 Disaster Recovery (DR) and Continuity 


of Operations IAW PWS 5.3.3. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.3 and its subtasks. 


12 MO $ $ 


3004AA DR and Backup Plan IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


3004AB DR Test Schedule IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


3004AC AAR IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


3004AD COOP Plan IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


3005 Monitoring and Alerting IAW PWS 


5.3.4. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.4 and its subtasks. 


12 MO $ $ 


3005AA Quarterly Resource Utilization 1 LO NSP NSP 
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Optimization Plan IAW PWS 5.3.4. 


 


Due quarterly throughout the PoP. 


3005AD Monthly Utilization Report IAW PWS 


5.3.4. 


 


Due monthly throughout the PoP. 


1 LO NSP NSP 


3006 Software License Management IAW 


PWS 5.3.5. Time-and-Materials (T&M) 


 


This is a T&M Contract Line Item Number 


(CLIN) and includes all labor and material 


required for the successful completion of 


the tasks PWS 5.3.5. 


 


Work shall be executed in accordance with 


funding provided at time of award or under 


formal modification.  Work shall not 


commence unless and until funding is 


provided by the Contracting Officer. 


 


This T&M CLIN is in IAW FAR 52.232-7 


for invoicing or billing purposes. 


 


 T&M rates shall not exceed those set forth 


on Attachment 006.. 


 


*Government Not To Exceed Material 


 


Ceiling: $_____ 


 


+ Fixed Handling Rate ______ % 


 


= Material NTE Ceiling $ 


1 LO NTE 


$ 


NTE 


$ 


3007 Engineering Technical Support IAW 


PWS 5.3.6. 


 


PoP shall be 12 months from date of award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion 


of the services details in PWS Section 


5.3.6. 


12 MO $ $ 


3008 General Engineering Support IAW PWS 


5.3.7. 


 


PoP shall be for 12 months.  


 


12 MO $ $ 
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This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.3.7. 


3009 Release and Development Management 


IAW PWS 5.4. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful 


completion of the services details in PWS 


Section 5.4 and its subtasks. 


12 MO $ $ 


3009AA Meeting Minutes IAW PWS 5.4.2 


 


Due within 24 hours of scheduled 


meetings. 


1 LO NSP NSP 


3009AB ECCB SOP IAW PWS 5.4.3. 


 


Updated monthly throughout the PoP. 


1 LO NSP NSP 


TOTAL OPTION PERIOD 3 $ 


OPTION PERIOD 3 – OPTIONAL TASK – ADDITIONAL VA MACM PLATFORM DEVELOPMENT 


AND APP MIGRATION SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately Priced 


Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is issued by the 


Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


3010 Additional VA MACM Platform 


Development and App Migration 


Support IAW PWS 5.2.3. 


 


The Contractor shall price per two-week 


sprints in the base contract period. 


 


The Contractor shall begin within two 


weeks of option exercise. 


 


This Optional Task may be exercised 


multiple times from time to time during the 


option period, not to exceed 32 sprints. 


NTE 


32 


EA $ NTE 


$ 


3010AA Sprint Plan IAW PWS Section 5.2. 


 


Due at the beginning of each two-week 


sprint and updated at conclusion of each 


two-week sprint. 


32 EA NSP NSP 


3010AB Sprint Certification Package IAW PWS 


Section 5.2. 


 


Due at conclusion of each two-week sprint. 


32 EA NSP NSP 
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TOTAL OPTION PERIOD 3 – OPTIONAL TASK – ADDITIONAL VA MACM 


PLATFORM DEVELOPMENT AND APP MIGRATION SUPPORT 


$ 
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OPTION PERIOD 3 – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately Priced 


Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is issued by the 


Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


3011 Tier 4 Help Desk Support IAW PWS 


5.5. 


 


This is a Labor Hour Contract Line Item 


Number (CLIN) and includes all labor 


required for the successful completion of 


the tasks PWS 5.5. 


 


The Contractor shall not execute 


performance on this task without approval 


from the Contracting Officer via a 


modification. 


 


The Offeror’s fully loaded labor rates shall 


not be exceeded and the rates are 


incorporated into the contract at 


Attachment 006.  The binding fully loaded 


labor rates will be used for the prime and 


all subcontractor/team members in 


performance of this contract. 


 


This Labor Hour CLIN is in IAW FAR 


52.232-7 for invoicing or billing purposes 


 


This optional task may be exercised 


multiple times from time to time up to the 


NTE amount. 


1 LO NTE 


$ 


NTE 


$ 


OPTION PERIOD 3 – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT $ 


TOTAL OPTION PERIOD 3 WITH OPTIONAL TASKS $ 


 


OPTION PERIOD 4 


This option period may be exercised IAW FAR 52.217-9 Option to Extend the Term of the Contract (MAR 


2000). Work shall not commence until, and unless, a formal modification is issued by the Contracting 


Officer.  


Period of Performance shall be for 12 months. 


CLIN Description Qty Unit Unit Price Extended Price 


4001 Project Management IAW PWS Section 5.1 


and its subtasks. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful completion 


of the services details in PWS Section 5.1 and 


12 MO $ $ 
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its subtasks. 


4001AA Contractor Project Management Plan IAW 


PWS Section 5.1.1. 


 


Due 30 DAC and updated monthly thereafter. 


12 MO NSP NSP 


4001AB Monthly Status Report IAW PWS Section 


5.1.2. 


 


Due the 5th day of each month throughout the 


PoP. 


12 MO NSP NSP 


4001AC TMS Training Certificated of Completion for 


VA Privacy and Information Security 


Awareness Training IAW PWS Section 5.1.6. 


 


 Due 1 week after on-boarding of new 


employee and annually as required throughout 


the period of performance for all Contractor 


employees. 


1 LO NSP NSP 


4001AD VA Privacy and Information Security 


Awareness and Rules of Behavior Training 


Certificate IAW PWS Section 5.1.6. 


 


Due 1 week after on-boarding of new 


employee and annually as required throughout 


the period of performance for all Contractor 


employees. 


1 LO NSP NSP 


4001AE VA HIPAA Certificate of Completion IAW 


PWS Section 5.1.6. 


 


Due 1 week after on-boarding of new 


employee and annually as required throughout 


the period of performance for all Contractor 


employees. 


1 LO NSP NSP 


4002 VA MACM Operations and System 


Maintenance Support IAW PWS Section 


5.3.1. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful completion 


of the services details in PWS Section 5.3.1 


and its subtasks. 


12 MO $ $ 


4002AA VA MACM O&M Support Plan IAW PWS 


Section 5.3.1. 


 


Updated monthly. 


1 LO NSP NSP 


4002AB SLA Monitoring Plan IAW PWS Section 


5.3.1. 


1 LO NSP NSP 
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Updated monthly. 


4002AC VA MACM SLA Report IAW PWS Section 


5.3.1. 


 


Updated monthly. 


1 LO NSP NSP 


4003 Security IAW PWS Section 5.3.2. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful completion 


of the services details in PWS Section 5.3.2 


and its subtasks. 


12 MO $ $ 


4003AA Monthly Security Assessment Report IAW 


PWS 5.3.2.1. 


 


Due monthly throughout the PoP. 


12 MO NSP NSP 


4003AB ATO Package Documentation IAW PWS 


5.3.2.2. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


4004 Disaster Recovery and Continuity of 


Operations IAW PWS 5.3.3. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful completion 


of the services details in PWS Section 5.3.3 


and its subtasks. 


12 MO $ $ 


4004AA DR and Backup Plan IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


4004AB DR Test Schedule IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


4004AC AAR IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


4004AD COOP Plan IAW PWS 5.3.3. 


 


Update as needed throughout the PoP. 


1 LO NSP NSP 


4005 Monitoring and Alerting IAW PWS 5.3.4. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful completion 


12 MO $ $ 
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of the services details in PWS Section 5.3.4 


and its subtasks. 


4005AA Quarterly Resource Utilization Optimization 


Plan IAW PWS 5.3.4. 


 


Due quarterly throughout the PoP. 


1 LO NSP NSP 


4005AD Monthly Utilization Report IAW PWS 5.3.4. 


 


Due monthly throughout the PoP. 


1 LO NSP NSP 


4006 Software License Management IAW PWS 


5.3.5. Time-and-Materials (T&M) 


 


This is a T&M Contract Line Item Number 


(CLIN) and includes all labor and material 


required for the successful completion of the 


tasks PWS 5.3.5. 


 


Work shall be executed in accordance with 


funding provided at time of award or under 


formal modification.  Work shall not 


commence unless and until funding is 


provided by the Contracting Officer. 


 


This T&M CLIN is in IAW FAR 52.232-7 for 


invoicing or billing purposes. 


 


T&M rates shall not exceed those set forth on 


Attachment 006.. 


 


*Government Not To Exceed Material 


 


Ceiling: $_____ 


 


+ Fixed Handling Rate ______ % 


 


= Material NTE Ceiling $ 


1 LO NTE 


$ 


NTE 


$ 


4007 Engineering Technical Support IAW PWS 


5.3.6. 


 


PoP shall be 12 months from date of award. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful completion 


of the services details in PWS Section 5.3.6. 


12 MO $ $ 


4008 General Engineering Support IAW PWS 


5.3.7. 


 


PoP shall be for 12 months.  


 


12 MO $ $ 
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This CLIN includes all tasks, labor, and 


travel required for the successful completion 


of the services details in PWS Section 5.3.7. 


4009 Release and Development Management 


IAW PWS 5.4. 


 


PoP shall be for 12 months. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful completion 


of the services details in PWS Section 5.4 and 


its subtasks. 


12 MO $ $ 


4009AA Meeting Minutes IAW PWS 5.4.2 


 


Due within 24 hours of scheduled meetings. 


1 LO NSP NSP 


4009AB ECCB SOP IAW PWS 5.4.3. 


 


Updated monthly throughout the PoP. 


1 LO NSP NSP 


TOTAL OPTION PERIOD 4 $ 


OPTION PERIOD 4 – OPTIONAL TASK – ADDITIONAL VA MACM PLATFORM DEVELOPMENT 


AND APP MIGRATION SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately Priced 


Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is issued by the 


Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


4010 Additional VA MACM Platform 


Development and App Migration Support 


IAW PWS 5.2.3. 


 


The Contractor shall price per two-week 


sprints in the base contract period. 


 


The Contractor shall begin within two weeks 


of option exercise. 


 


This Optional Task may be exercised multiple 


times from time to time during the option 


period, not to exceed 32 sprints. 


NTE 


32 


EA $ NTE 


$ 


4010AA Sprint Plan IAW PWS Section 5.2. 


 


Due at the beginning of each two-week sprint 


and updated at conclusion of each two-week 


sprint. 


32 EA NSP NSP 


4010AB Sprint Certification Package IAW PWS 


Section 5.2. 


 


Due at conclusion of each two-week sprint. 


32 EA NSP NSP 


TOTAL OPTION PERIOD 4 – OPTIONAL TASK – ADDITIONAL VA MACM 


PLATFORM DEVELOPMENT AND APP MIGRATION SUPPORT 


$ 
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OPTION PERIOD 4 – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately Priced 


Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is issued by the 


Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


4011 Tier 4 Help Desk Support IAW PWS 5.5. 


 


This is a Labor Hour Contract Line Item 


Number (CLIN) and includes all labor 


required for the successful completion of the 


tasks PWS 5.5. 


 


The Contractor shall not execute performance 


on this task without approval from the 


Contracting Officer via a modification. 


 


The Offeror’s fully loaded labor rates shall 


not be exceeded and the rates are incorporated 


into the contract at Attachment 006.  The 


binding fully loaded labor rates will be used 


for the prime and all subcontractor/team 


members in performance of this contract. 


 


This Labor Hour CLIN is in IAW FAR 


52.232-7 for invoicing or billing purposes 


 


This optional task may be exercised multiple 


times from time to time up to the NTE 


amount. 


1 LO NTE 


$ 


NTE 


$ 


OPTION PERIOD 4 – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT $ 


TOTAL OPTION PERIOD 4 WITH OPTIONAL TASKS $ 


OPTIONAL TASK – CONTRACT TRANSITION 


This optional task may be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately Priced 


Line Item (MAR 1989). Work shall not commence until, and unless, a formal modification is issued by the 


Contracting Officer. 


CLIN Description Qty Unit Unit Price Extended Price 


5001 CONTRACT TRANSITION IAW PWS 


Section 5.6. 


- - - - 


5001AA Transition-Out Plan IAW PWS Section 


5.6.1 


 


Due 30 days after option exercise of the line 


item.   


 


May be exercised once during the period of 


performance, therefore, it may be exercised 


only once in either the base period or in any 


option period. 


1 LO $ $ 
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5001AB Transition Out Services IAW PWS Section 


5.6.2. 


 


PoP for transition-out services shall not 


exceed 6 months.  


 


May be exercised once during the period of 


performance, therefore, it may be exercised 


only once in either the base period or in any 


option period. 


 


This CLIN includes all tasks, labor, and 


travel required for the successful completion 


of transition out services details in PWS 


Section 5.6.2.   


1 LO $ $ 


5001AC Closeout Certifications IAW PWS Section 


5.6. 


 


Due upon completion of the transition-out 


period. 


1 LO NSP NSP 


      


TOTAL OPTIONAL TASK – CONTRACT TRANSITION $ 


TOTAL CONTRACT $ 
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B.5  PERFORMANCE WORK STATEMENT 
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1.0 BACKGROUND 


The Department of Veterans Affairs (VA) continuously seeks ways to improve the services 


provided to Veterans and their families. VA is using mobile technologies to transform the 


Veteran experience by improving access to VA resources need wherever they are needed.   


 


VA’s Office of Information and Technology (OIT) has partnered with VHA’s Office of 


Connected Care (OCC) to establish a VA Mobile Infrastructure (VA MIS) platform currently 


hosted by Booz Allen Hamilton and International Business Machines (IBM) Terremark. The VA 


MIS is a General Support System (GSS) in Assessment and Authorization/Authority to Operate 


(A&A / ATO) terminology, and acts as an umbrella for sharing common controls and 


management across multiple enclaves and major applications (apps).  Currently, VA MIS uses 


dedicated hosting resources identified in Attachment 001 – Current Servers and Attachment 002 


– Current Software Inventory to this document for hosting all mobile apps and supporting web 


services in the production pipeline. Currently there are between 20 and 30 mobile apps 


supporting services hosted in the VA Mobile Framework (VAMF) production environment. 


 


The VA MIS Platform currently consists of three enclaves (two internal and one external):  


• External Cloud Environment (ECE), which allows mobile app users demonstrations and 


agile development with no connectivity back to VA’s network. 


• Mobile Application Environment (MAE) for web and mobile app development. 


• VAMF for production web and mobile apps. 


 


In addition to the current operational environments in the VA MIS platform, additional 


environments are being commissioned in the VA Enterprise Cloud (VAEC), located in Amazon 


AWS GovCloud (VAEC-AWS) and Microsoft Azure Government Cloud (VAEC-AZC). These 


environments will host all new app deployments and will eventually be utilized to host all 


services currently located in ECE, MAE, and VAMF.  VA has begun a migration effort for the 


VA Online Scheduling (VAOS) based on Kubernetes (K8S), GitHub Enterprise, Unbound DNS, 


and AWS CLI and the following open source technologies: Consul, Vault, Packer, Terraform (all 


from HashiCorp) Nexus, Jenkins, Ansible. 


 


The replacement solution for the VA MIS platform shall be the VA Mobile Applications Cloud 


Migration (MACM) as described in this PWS. VA requires the implementation, phasing in, and 


migration of mobile apps and supporting services into an operational VA MACM. OIT’s 


ultimate goal is to achieve a Continuous Integration/Continuous Deployment (CI/CD) platform 


through hosting technologies within VAEC-AWS and VAEC-AZC as part of the VAEC. A full 


break down between VAEC and VA MACM contractor responsibilities is detailed in the “VAEC 


Technical Reference Guide for Acquisition Support” dated October 2017 (Attachment 003). 


 


2.0 APPLICABLE DOCUMENTS 


In the performance of the tasks associated with this Performance Work Statement, the Contractor 


shall comply with the following: 


1. 44 U.S.C. § 3541-3549, “Federal Information Security Management Act (FISMA) of 


2002” 


2. “Federal Information Security Modernization Act of 2014” 


3. Federal Information Processing Standards (FIPS) Publication 140-2, “Security 


Requirements For Cryptographic Modules” 


4. FIPS Pub 199. Standards for Security Categorization of Federal Information and 


Information Systems, February 2004 
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5. FIPS Pub 200, Minimum Security Requirements for Federal Information and 


Information Systems, March 2016 


6. FIPS Pub 201-2, “Personal Identity Verification of Federal Employees and 


Contractors,” August 2013 


7. 10 U.S.C. § 2224, "Defense Information Assurance Program" 


8. Carnegie Mellon Software Engineering Institute, Capability Maturity Model® 


Integration for Development (CMMI-DEV), Version 1.3 November 2010; and 


Carnegie Mellon Software Engineering Institute, Capability Maturity Model® 


Integration for Acquisition (CMMI-ACQ), Version 1.3 November 2010 


9. 5 U.S.C. § 552a, as amended, “The Privacy Act of 1974”  


10. Public Law 109-461, Veterans Benefits, Health Care, and Information Technology 


Act of 2006, Title IX, Information Security Matters 


11. 42 U.S.C. § 2000d “Title VI of the Civil Rights Act of 1964” 


12. VA Directive 0710, “Personnel Security and Suitability Program,” June 4, 2010, 


http://www.va.gov/vapubs/ 


13. VA Handbook 0710, Personnel Security and Suitability Security Program, May 2, 


2016, http://www.va.gov/vapubs 


14. VA Directive and Handbook 6102, “Internet/Intranet Services,” July 15, 2008 


15. 36 C.F.R. Part 1194 “Electronic and Information Technology Accessibility 


Standards,” July 1, 2003 


16. Office of Management and Budget (OMB) Circular A-130, “Managing Federal 


Information as a Strategic Resource,” July 28, 2016 


17. 32 C.F.R. Part 199, “Civilian Health and Medical Program of the Uniformed 


Services (CHAMPUS)” 


18. An Introductory Resource Guide for Implementing the Health Insurance Portability 


and Accountability Act (HIPAA) Security Rule, October 2008 


19. Sections 504 and 508 of the Rehabilitation Act (29 U.S.C. § 794d), as amended by 


the Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998 


20. Homeland Security Presidential Directive (12) (HSPD-12), August 27, 2004 


21. VA Directive 6500, “Managing Information Security Risk: VA Information Security 


Program,” September 20, 2012 


22. VA Handbook 6500, “Risk Management Framework for VA Information Systems – 


Tier 3: VA Information Security Program,” March 10, 2015 


23. VA Handbook 6500.1, “Electronic Media Sanitization,” November 03, 2008 


24. VA Handbook 6500.2, “Management of Breaches Involving Sensitive Personal 


Information (SPI)”, July 28, 2016 


25. VA Handbook 6500.3, “Assessment, Authorization, And Continuous Monitoring Of 


VA Information Systems,” February 3, 2014 


26. VA Handbook 6500.5, “Incorporating Security and Privacy in System Development 


Lifecycle”, March 22, 2010 


27. VA Handbook 6500.6, “Contract Security,” March 12, 2010 


28. VA Handbook 6500.8, “Information System Contingency Planning”, April 6, 2011 


29. OI&T Process Asset Library (PAL), https://www.va.gov/process/ .  Reference 


Process MACMs at https://www.va.gov/process/MACMs.asp and Artifact templates 


at https://www.va.gov/process/artifacts.asp 


30. One-VA Technical Reference Model (TRM) (reference at 


https://www.va.gov/trm/TRMHomePage.aspx) 


31. VA Directive 6508, “Implementation of Privacy Threshold Analysis and Privacy 


Impact Assessment,” October 15, 2014 



http://www.va.gov/vapubs/

http://www.va.gov/vapubs

http://www.va.gov/vapubs

https://www.va.gov/process/

https://www.va.gov/process/maps.asp

https://www.va.gov/process/artifacts.asp

https://www.va.gov/trm/TRMHomePage.aspx
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32. VA Handbook 6508.1, “Procedures for Privacy Threshold Analysis and Privacy 


Impact Assessment,” July 30, 2015 


33. VA Handbook 6510, “VA Identity and Access Management”, January 15, 2016 


34. VA Directive 6300, Records and Information Management, February 26, 2009 


35. VA Handbook, 6300.1, Records Management Procedures, March 24, 2010 


36. NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal 


Information Systems:  a Security Life Cycle Approach, June 10, 2014 


37. NIST SP 800-53 Rev. 4, Security and Privacy Controls for Federal Information 


Systems and Organizations, January 22, 2015 


38. OMB Memorandum, “Transition to IPv6”, September 28, 2010 


39. VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) 


Program, October 26, 2015 


40. VA Handbook 0735, Homeland Security Presidential Directive 12 (HSPD-12) 


Program, March 24, 2014 


41. OMB Memorandum M-06-18, Acquisition of Products and Services for 


Implementation of HSPD-12, June 30, 2006 


42. OMB Memorandum 04-04, E-Authentication Guidance for Federal Agencies, 


December 16, 2003 


43. OMB Memorandum 05-24, Implementation of Homeland Security Presidential 


Directive (HSPD) 12 – Policy for a Common Identification Standard for Federal 


Employees and Contractors, August 5, 2005 


44. OMB memorandum M-11-11, “Continued Implementation of Homeland Security 


Presidential Directive (HSPD) 12 – Policy for a Common Identification Standard for 


Federal Employees and Contractors, February 3, 2011 


45. OMB Memorandum, Guidance for Homeland Security Presidential Directive 


(HSPD) 12 Implementation, May 23, 2008 


46. Federal Identity, Credential, and Access Management (FICAM) Roadmap and 


Implementation Guidance, December 2, 2011 


47. NIST SP 800-116, A Recommendation for the Use of Personal Identity Verification 


(PIV) Credentials in Physical Access Control Systems, November 20, 2008 


48. OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach 


of Personally Identifiable Information, May 22, 2007 


49. NIST SP 800-63-3, 800-63A, 800-63B, 800-63C, Digital Identity Guidelines, June 


2017 


50. NIST SP 800-157, Guidelines for Derived PIV Credentials, December 2014 


51. NIST SP 800-164, Guidelines on Hardware-Rooted Security in Mobile Devices 


(Draft), October 2012 


52. Draft National Institute of Standards and Technology Interagency Report (NISTIR) 


7981 Mobile, PIV, and Authentication, March 2014 


53. VA Memorandum, VAIQ #7100147, Continued Implementation of Homeland 


Security Presidential Directive 12 (HSPD-12), April 29, 2011 (reference 


https://www.voa.va.gov/documentlistpublic.aspx?NodeID=514) 


54. IAM Identity Management Business Requirements Guidance document, May 2013, 


(reference Enterprise Architecture Section, PIV/IAM (reference 


https://www.voa.va.gov/documentlistpublic.aspx?NodeID=514) 


55. VA Memorandum “Mandate to meet PIV Requirements for New and Existing 


Systems” (VAIQ# 7712300), June 30, 2015, 


https://www.voa.va.gov/DocumentView.aspx?DocumentID=4846 



https://www.voa.va.gov/documentlistpublic.aspx?NodeID=514

https://www.voa.va.gov/documentlistpublic.aspx?NodeID=514

https://www.voa.va.gov/DocumentView.aspx?DocumentID=4846
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56. Trusted Internet Connections (TIC) Reference Architecture Document, Version 2.0, 


Federal Interagency Technical Reference Architectures, Department of Homeland 


Security, October 1, 2013, https://s3.amazonaws.com/sitesusa/wp-


content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf  


57. OMB Memorandum M-08-05, “Implementation of Trusted Internet Connections 


(TIC), November 20, 2007 


58. OMB Memorandum M-08-23, Securing the Federal Government’s Domain Name 


System Infrastructure, August 22, 2008 


59. VA Memorandum, VAIQ #7497987, Compliance – Electronic Product 


Environmental Assessment Tool (EPEAT) – IT Electronic Equipment, August 11, 


2014 (reference Document Libraries, EPEAT/Green Purchasing Section, 


https://www.voa.va.gov/documentlistpublic.aspx?NodeID=552)   


60. Sections 524 and 525 of the Energy Independence and Security Act of 2007, (Public 


Law 110–140), December 19, 2007 


61. Section 104 of the Energy Policy Act of 2005, (Public Law 109–58), August 8, 2005 


62. Executive Order 13693, “Planning for Federal Sustainability in the Next Decade”, 


dated March 19, 2015 


63. Executive Order 13221, “Energy-Efficient Standby Power Devices,” August 2, 2001 


64. VA Directive 0058, “VA Green Purchasing Program”, July 19, 2013 


65. VA Handbook 0058, “VA Green Purchasing Program”, July 19, 2013 


66. Office of Information Security (OIS) VAIQ #7424808 Memorandum, “Remote 


Access”, January 15, 2014, 


https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


67. Clinger-Cohen Act of 1996, 40 U.S.C. §11101 and §11103 


68. VA Memorandum, “Implementation of Federal Personal Identity Verification (PIV) 


Credentials for Federal and Contractor Access to VA IT Systems”, (VAIQ# 


7614373) July 9, 2015, 


https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


69. VA Memorandum “Mandatory Use of PIV Multifactor Authentication to VA 


Information System” (VAIQ# 7613595), June 30, 2015, 


https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


70. VA Memorandum “Mandatory Use of PIV Multifactor Authentication for Users 


with Elevated Privileges” (VAIQ# 7613597), June 30, 2015; 


https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


71. “Veteran Focused Integration Process (VIP) Guide 2.0”, May 2017, 


https://www.voa.va.gov/DocumentView.aspx?DocumentID=4371 


72. “VIP Release Process Guide”, Version 1.4, May 2016, 


https://www.voa.va.gov/DocumentView.aspx?DocumentID=4411 


73. “POLARIS User Guide”, Version 1.2, February 2016, 


https://www.voa.va.gov/DocumentView.aspx?DocumentID=4412 


74. VA Memorandum “Use of Personal Email (VAIQ #7581492)”, April 24, 2015, 


https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


75. VA Memorandum “Updated VA Information Security Rules of Behavior (VAIQ 


#7823189)”, September, 15, 2017, 


https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28 


76. API Best Practices 


a. 18 F API Standards (https://github.com/18F/api-standards) 


b. WH API Standards https://github.com/WhiteHouse/api-standards  


77. Building Twelve-Factor App (https://12factor.net/). 



https://s3.amazonaws.com/sitesusa/wp-content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf

https://s3.amazonaws.com/sitesusa/wp-content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf

https://www.voa.va.gov/documentlistpublic.aspx?NodeID=552

https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28

https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28

https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28

https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28

https://www.voa.va.gov/DocumentView.aspx?DocumentID=4371

https://www.voa.va.gov/DocumentView.aspx?DocumentID=4411

https://www.voa.va.gov/DocumentView.aspx?DocumentID=4412

https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28

https://www.voa.va.gov/DocumentListPublic.aspx?NodeId=28

https://github.com/18F/api-standards)

https://github.com/WhiteHouse/api-standards

https://12factor.net/)
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78. Experience with incorporating and using open source technologies 


(https://sourcecode.cio.gov/OSS/). 


79. The Agile Manifesto (http://www.agilemanifesto.org/) 


80. Project Management Institute (PMI) Project Management Body of Knowledge 


(PMBOK) (https://www.pmi.org/) 


81. The U.S. Digital Services Playbook (https://playbook.cio.gov/) 


82. The Techfar Hub (https://techfarhub.cio.gov/) 


83. VA Enterprise Cloud (VAEC) Technical Reference Guide for Acquisition Support, 


October 2017 (Attachment 003) 


84. Best Practices for Agile Practices (Attachment 004) 


85. VA MACM Maintenance Definitions (Attachment 005). 


 


3.0 SCOPE OF WORK 


The Government requires a VA MACM solution that will be comprised of three environments, 


Development, Staging and Production, hosted in the VAEC.  There will be approximately 20 - 


30 mobile responsive web apps hosted in the MACM in addition to the services needed to 


support these apps.   


    


The Contractor shall implement, operate, and maintain the VA MACM including all cloud 


services required to support VA MACM operations.  The Contractor shall migrate mobile apps 


and supporting services into an operational VA MACM.  The Contractor shall provide operations 


and maintenance (O&M) support of all VA MACM cloud environments as well as the 


infrastructure software contained within each environment. The Contractor shall provide all 


software and support required to create and maintain an operational VA MACM as described in 


this PWS. This effort also includes an optional task for transition out services.   


 


The Government will provide the Contractor with access to the VAEC to include the credits 


required for all VAEC cloud development, testing, and production environment requirements. 


The VAEC includes a secure dedicated Wide Area Network connection between VA and the 


VAEC Cloud Service Provider (CSP). The Contractor shall not be responsible for buying cloud 


credits for this contract. The VAEC is currently supported by two Federal Risk and 


Authorization Management Program (FedRAMP) High Certified and VA ATO approved CSPs. 


Both VAEC environments provide access to all CSP's FedRAMP Authorized Services in each 


respective CSP cloud to implement the proposed solution. In addition, each VAEC CSP provides 


a set of common shared services such as security scanning; Active Directory and single-sign 


(SSO); PIV integration; and performance monitoring to facilitate solution implementation. 


Specifications for each VAEC CSP, including access requirements, will be provided at the 


project kick off meeting and in Attachment 003 to this document.  For this effort the Contractor 


is required to utilize the VAEC-AWS environment for its platform and the Contractor shall be 


provided credits to the VAEC-AWS as Government Furnished Equipment (GFE) during contract 


performance. 


 


4.0 PERFORMANCE DETAILS 


This is a hybrid Firm-Fixed Price (FFP)/Time-and-Materials (T&M)/Labor-Hour type contract.  


Only tasks identified as T&M shall be on a T&M basis. 


  



https://sourcecode.cio.gov/OSS/

http://www.agilemanifesto.org/

http://www.agilemanifesto.org/)

https://www.pmi.org/

https://www.pmi.org/)

https://playbook.cio.gov/

https://playbook.cio.gov/)

https://techfarhub.cio.gov/)
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4.1 PERFORMANCE PERIOD 


The Period of Performance (PoP) shall be a base of 12 months followed by four (4) 12-month 


option periods.  There are 10 Federal holidays set by law (USC Title 5 Section 6103) that VA 


follows: 


 


Under current definitions, four are set by date: 


 


New Year's Day   January 1 


Independence Day   July 4 


Veterans Day    November 11 


Christmas Day    December 25 


 


If any of the above falls on a Saturday, then Friday shall be observed as a holiday.  Similarly, if 


one falls on a Sunday, then Monday shall be observed as a holiday. 


 


The other six are set by a day of the week and month: 


 


Martin Luther King's Birthday Third Monday in January 


Washington's Birthday Third Monday in February 


Memorial Day Last Monday in May 


Labor Day First Monday in September 


Columbus Day Second Monday in October 


Thanksgiving Fourth Thursday in November  


 


4.2 PLACE OF PERFORMANCE 


Tasks under this PWS shall be performed at Contractor facilities.  The Contractor shall identify 


the Contractor’s place of performance in their submission. 


 


4.3 TRAVEL 


The Government anticipates travel to perform the tasks associated with the effort, as well as to 


attend program-related meetings or conferences throughout the PoP. The meeting locations shall 


be located in St. Petersburg, Florida or Washington DC.  The Contractor shall include all 


estimated travel costs in its FFP line items.  These costs will not be directly reimbursed by the 


Government. The following is the estimated travel for the FFP portion of the effort. 


  


Purpose Number 


of Trips 


 


 


TT 


TTrips 


Number 


of Staff 


Base/Option 


Kick-off Meeting  1 4 Base 


Quarterly Program Reviews 4 4 Base and Option 


 


5.0 SPECIFIC TASKS AND DELIVERABLES 


The Contractor shall perform the following: 


 


5.1 PROJECT MANAGEMENT 


 


5.1.1 CONTRACTOR PROJECT MANAGEMENT PLAN 


The Contractor shall deliver a Contractor Project Management Plan (CPMP) that lays out the 


Contractor’s approach, timeline and tools to be used in execution of the contract.  The CPMP 
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should take the form of both a narrative and graphic format that displays the schedule, 


milestones, risks and resource support.  The CPMP shall also include how the Contractor shall 


coordinate and execute planned, routine, and ad hoc data collection reporting requests as 


identified within the PWS.  The initial baseline CPMP shall be concurred upon by the VA Program 


Manager (PM).  The VA PM will provide detailed comments on the initial baseline CPMP, which 


shall be incorporated in the operational CPMP. The CPMP shall be updated based on input provided 


by the VA PM and shall be updated and maintained monthly thereafter throughout the PoP. 


  


Deliverable:   


A. Contractor Project Management Plan 


 


5.1.2 REPORTING REQUIREMENTS 


The Contractor shall deliver Monthly Status Reports. These reports shall provide accurate, 


timely, and complete project information supporting reporting Requirements. The Bi-Weekly 


Status Report shall include the following data elements and reporting capability shall address the 


below requirements: 


 


a. Project Name   


b. Overview and description of the contract 


c. Overall high-level assessment of contract progress 


d. All work in-progress and completed during the reporting period 


e. Identification of any contract related issues uncovered during the reporting period and 


especially highlight those areas with a high probability of impacting schedule, cost or 


performance goals and their likely impact on schedule, cost, or performance goals 


f. Explanations for any unresolved issues, including possible solutions and any actions 


required of the Government and/or Contractor to resolve or mitigate any identified 


issue, including a plan and timeframe for resolution 


g. Status on previously identified issues, actions taken to mitigate the situation and/or 


progress made in rectifying the situation. 


h. Work planned for the subsequent four reporting periods, when applicable 


i. Current contract schedule overlaid on original contract schedule showing any delays 


or advancement in schedule 


j. Provide expenditures based upon your proposed spend plan. 


k. Workforce staffing data showing all Contractor personnel performing on the effort by 


task during the current reporting period along with status of their background 


investigation/VA clearance and biographies. After the initial labor baseline is provided, 


each Monthly Status Report shall identify any changes in staffing identifying each 


person who was added to the contract or removed from the contract. 


l. Original schedule of deliverables and the corresponding deliverables made during the 


current reporting period. 


m. Cost analysis that includes consumption of cloud resources by app.     


n. Software licenses at or nearing end of life and software security certificates nearing 


expiration.  


 


The report shall also include an itemized list of all Electronic and Information Technology (EIT) 


deliverables and their current Section 508 conformance status.  The Contractor shall monitor 


performance against the CPMP and report any deviations.  It is expected that the Contractor will 


keep in communication with VA accordingly so that issues that arise are transparent to both 


parties to prevent escalation of outstanding issues. 
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For each T&M task, indicate: 


a. Summary of work performed 


b. Expenditures for the reporting period 


c. Contract Line Item Number expenditure 


d. Burn rate 


e. Percentage of work completed 


 


Deliverable:   


A. Monthly Status Report 


 


5.1.3 TECHNICAL KICK-OFF MEETING 


The Contractor shall conduct a kick-off meeting with the VA PM, Contracting Officer’s 


Representative (COR) and the Contracting Officer (CO). The meeting shall be held within 10 


business days after contract award. The kick-off meeting shall be a face-to-face meeting in a VA or 


VA-approved Contractor facility. The Contractor shall propose an agenda for VA COR approval 


three days prior to the meeting. The Contractor shall provide meeting minutes capturing discussion, 


agreements, and action items resulting from the kick-off meeting. The kick-off meeting shall address 


post award topics and shall present the Contractor’s draft plans and approach for meeting PWS 


requirements.   


 


5.1.4 KEY PERSONNEL 


Specific expertise and experience in Program/Project Management, Cloud Architecture, 


Configuration Management, and Information Security is essential for accomplishing the tasks 


outlined in this PWS.  The key personnel positions are identified below along with the minimum 


requisite qualifications for each position.  


 


Key Personnel Positions: 


• Project Manager: 


o Expertise Managing Entire Agile Software Development Life Cycle for a project 


of at least one million dollars up to and including production delivery and some 


phase of post-delivery support.  


o Expertise Managing Project with at least 15 software professionals with a 


duration of greater than one year.  


• Chief Cloud Architect: 


o Background as a Software Engineer for at least three years prior to a position as a 


Cloud Architect. 


o Expertise as a Software Engineer for at least one project using Container 


Orchestration and VAEC-AWS Cloud. 


o Cloud Architect or Senior Engineer on a Production System in one of the VAEC 


CSP Vendors’ Clouds. 


o Cloud Architect or Senior Engineer on a Production System that uses a Container 


Orchestration System. 


• Chief Configuration Manager: 


o Background as a Lead Developer, Lead Release Manager, or Lead/Chief 


Configuration Manager for at least one year. 


• Chief Network and Security Architect: 


o Background as a Software Engineer, Site Reliability Engineer, or DevOps 


Engineer for at least three years prior to a position as an Architect. 







36C10B18R2609 


 


Page 48 of 128 


o Security Architect or Senior Engineer on a Production System using a Software 


Defined Infrastructure. 


o Security Architect or Senior Engineer on a Production System using one of the 


VAEC CSP Vendors Clouds. 


• Chief Operations Manager: 


o Expertise running a 24x7 Software based System for at least 6 months. 


o Experience with oversight of an operations team of at least 5 people for at least 


one year. 


o Expertise in Incident Management for a Software based System. 


o Expertise with oversight of a team running a trouble ticket system.  


 


The Contractor shall provide resumes for any individual(s) who Contractor proposes to fill the 


five Key Personnel positions identified above.  Submitted resumes are to be redacted to prevent 


disclosure of personally identifiable information (PII).  Examples of PII include but are not 


limited to: names, addresses, phone numbers, social security numbers, and birthdays/dates.   For 


those individuals proposed as Key Personnel who are not current employees of your company, a 


signed letter of intent will be required.  The Key Personnel positions and redacted resumes of 


individuals who shall fill the key personnel positions shall be included as an attachment to the 


contract in Section D upon award. 


 


During the first 90 days of performance, the Contractor shall not replace or substitute Key 


Personnel that the Contractor proposed pre-award unless the replacement is necessitated by 


illness, death, or termination of employment. The Contractor shall notify the Contracting Officer 


within 15 calendar days after the occurrence of any of these events and provide a detailed 


explanation of the circumstances necessitating the proposed substitution and shall demonstrate 


that the proposed replacement personnel are of at least substantially equal ability and 


qualifications as the individual originally proposed for that position. 


 


After the initial 90 days, any personnel the Contractor offers as substitutes for the above 


identified Key personnel positions shall have the ability and qualifications equal to or better than 


the Key Personnel which are being replaced and shall meet or exceed the qualifications 


designated for that Key Personnel position.  If any change to a Key Personnel position becomes 


necessary, the Contractor shall immediately notify the VA PM and COR in writing, but 


whenever possible Contractor shall notify the VA PM of substitutions in personnel in writing 30 


calendar days prior to making any change in Key Personnel, and provide a detailed explanation 


of the circumstances necessitating the proposed substitution and shall demonstrate that the 


proposed replacement personnel are of at least substantially equal ability and qualifications as 


the individual originally proposed for that position and that  the proposed replacement meets or 


exceeds the qualifications designated for that Key Personnel position.  


 


The Contractor agrees that it has a contractual obligation to mitigate the consequences of the loss 


of Key Personnel and shall promptly secure any necessary replacements in accordance with 


(IAW) this PWS section.  Failure to replace a Key Personnel pursuant to this clause and without 


a break in performance of the labor category at issue shall be considered a condition endangering 


contract performance and may provide grounds for default termination. 
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5.1.5 DAILY STATUS UPDATES 


The Contractor shall support daily status meetings to discuss issues, propose resolutions, plan 


moves/add/changes, plan upgrades, and resolve tickets. These meetings will be conducted via 


teleconference. 


 


5.1.6 PRIVACY AND HIPAA TRAINING 


The Contractor shall submit status of VA Privacy and Information Security Awareness training 


for all individuals engaged on the task. The status reporting shall identify; a single Contractor 


Security Point of Contract, the names of all personnel engaged on the task, their initial training 


date for VA Privacy and Information Security training, and their next required training 


date.  This information shall be submitted as part of the Weekly/ Progress Status Report.   


 


The Contractor shall submit Talent Management System (TMS) training certificates of 


completion for VA Privacy and Information Security Awareness training.  The Contractor shall 


also provide VA Privacy and Information Security Awareness Signed Rules of Behavior, and 


VA Health Insurance Portability and Accountability Act (HIPAA) Certificate of Completion 


IAW Section 9, Training, from Appendix C of the VA Handbook 6500.6, “Contract Security”.  


 


Deliverables:  


A. TMS Training Certificates of Completion for VA Privacy and Information Security 


Awareness Training 


B. VA Privacy and Information Security Awareness Signed Rules of Behavior 


C. VA HIPAA Certificate of Completion   


 


5.2 VA MACM PLATFORM DEVELOPMENT AND APP MIGRATION 


The Contractor shall provide cross-functional Contractor Sprint Teams to support the 


development of the VA MACM Platform and the migration of mobile apps from the VA MIS 


platform to the VA MACM Platform.  Both development of the VA MACM Platform and 


migration of mobile apps to the VA MACM Platform shall take place in iterative two-week 


sprints. The Government estimates that each Contractor Sprint Team shall be comprised of 5 - 7 


staff. The Contractor may invoice at the end of each sprint upon Government acceptance of the 


Sprint Certification Package and Artifacts.  


 


For MACM platform development and migration tasks, the Contractor shall follow an agile 


continuous integration (CI) / continuous deployment (CD) methodology, as outlined in “Best 


Practices for Agile Processes” (Attachment 004), that may result in several releases in each 


sprint. If app development releases are required, the Contractor shall follow OIT’s Veterans 


Integrated Process (VIP) requirements, IAW PWS Section 6.1.6, in coordination with the VA 


PM/COR, the VA Product Owner, and OIT personnel. 


 


The specific scope of functionality of the tasks will be determined by VA App Product Owners 


and the VA PM/COR, prior to sprint commencing. The Contractor shall adjust deliverables and 


updates to match the nature of each task.  


 


At the beginning of each two-week sprint, each Contractor Sprint Team shall initiate, coordinate, 


and participate in a Sprint Planning Meeting and develop a Sprint Plan with the VA Project 


Team, including the VA PM, COR, designated VA Product Owner and additional stakeholders, 


to plan the work to be accomplished for the sprint. Additionally, the team shall determine the 


acceptance criteria for the sprint and populate the Sprint Backlog. The Contractor, in 
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collaboration with the VA Project Team, shall use an Agile Poker Estimation technique to define 


the relative complexity of each task and determine the amount of work that can be accomplished. 


All activity scheduled in each sprint and backlog shall be captured and have status showing all 


work items, changes, impediments, and retrospectives. The Contractor shall update the Sprint 


Plan at the conclusion of sprint planning. Once the Sprint Plan is accepted by the VA PM/COR 


and the VA Product Team, the sprint backlog may change throughout the duration of the sprint, 


however, the effort of work will remain constant. 


 


The Contractor shall provide Sprint Demonstration that confirms all functionality developed in 


the sprint is operational.  At the Sprint Demonstration, the Contractor Sprint Team shall submit a 


Sprint Certification Package to the VA PM/COR for review and approval. 


 


The Sprint Certification Package shall include a summary of the planned, accomplished, and 


unaccomplished work for the two-week sprint to include issues encountered and corrective 


actions taken as well as all artifacts produced, including any and all code (submitted to VA 


source code repository), during the sprint.  This package, certification that all work is completed, 


and a demonstration that all work planned for the sprint has been fully implemented, are 


necessary for sprint acceptance by the Government.  The Contractor must complete all work 


planned for each sprint and receive VA PM/COR approval of the Sprint Certification Package 


for the prior two-week sprint before beginning a new sprint.   


 


The Contractor shall provide 13 sprints in the base contract period for the development of the 


VA MACM Platform and the migration of mobile apps from the VA MIS platform to the VA 


MACM Platform.  The Contractor may be required to perform 1 – 4 sprints in parallel.  


 


The price for the delivery of the Minimum Viable Product (MVP) as defined in PWS 5.2.1 is 100 


percent of the fixed-price of each sprint provided the Contractor successfully delivers and the 


Government accepts the MVP within three months from contract award.  Upon Contractor 


delivery and Government acceptance of each sprint, the Government shall pay 75 percent of the 


fixed-price of the sprint. Upon the successful delivery and acceptance of the MVP within three 


months from contract award, the Government shall pay the Contractor the remaining 25 percent 


of the fixed-price of each sprint withheld at the time of each Sprint delivery.   In the event the 


Contractor delivers the MVP later than three months from contract award, the price for the 


delivery of the MVP shall be 75 percent of the fixed-price for each sprint.  The Government will 


continue to pay 75 percent of the fixed-price of each sprint until successful delivery and 


acceptance by the Government of the MVP.  Notwithstanding when the MVP is delivered and 


accepted by the Government, the Contractor remains obligated to deliver the MVP and failure to 


deliver the MVP within a commercially reasonable time from contract award will be deemed a 


condition endangering contract performance and may provide grounds for default termination. 


Upon successful delivery and acceptance of the MVP, additional sprints for the Mobile 


Application Migration IAW PWS Section 5.2.2 will be paid at 100 percent of the fixed-price of 


each sprint.   


 


The below subtasks contain the basic requirements for the development of the VA MACM MVP 


as well as app migration. Once the VA MACM MVP has been delivered by the Contractor, 


additional sprints will enhance, maintain, and sustain VA MACM as well as perform app 


migration through the period of performance of this contract.  
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Deliverables: 


 


A. Sprint Plan 


B. Sprint Certification Package and Artifacts with Source Code 


 


5.2.1 VA MACM MVP REQUIREMENTS 


The Contractor shall deliver a stable and functional VA MACM MVP which meets each and 


every baseline requirement as set forth below in order to support all VA Mobile Application 


engineering activities such as application operations, development, testing, and troubleshooting. 


The Contractor shall provide the configuration, administration, integration, application 


programming Interface (API) configuration, and future upgrades of the VA MACM. The 


baseline requirements for the VA MACM MVP shall include the following: 


 


a. Container Orchestration System 


b. Continuous Integration and Continuous Delivery System 


c. Monitoring of availability and accessibility 


d. Access Auditing 


e. External Connectivity 


f. Test Case Management and Automation Framework 


g. Infrastructure, platform, and apps successfully build from code 


h. Intermediate artifacts are stored in repositories 


i. Deployable runtimes that have successful health checks  


j. Established Incidence Response procedure 


k. Integration of Project Management Systems, including: 


l. A Ticketing system (e.g. JIRA and its Plugins)  


m. A Knowledge management system (e.g. Confluence and its Plugins) 


n. A Source Code Management system (e.g. GitHub Enterprise) 


o. A Service Desk support tool (e.g. JIRA Help Desk Atlassian)  


p. A real-time collaboration system (e.g. HipChat)  


q. As necessary a single sign on service (e.g. Crowd) 


r. VA MACM Standard Operating Procedures (SOP) and Tooling Support Plan to 


support the use of development and engineering tools to be used in MACM 


environments 


s. Developer’s Manual that instructs development teams on how to build, deploy, test, 


and monitor their apps using the platform 


t. Automated ad-hoc build analytics as well as the ability to provide system 


performance analytic reports requested by the VA. 


u. Display a working health check application, running in the VA MACM production 


environment that shows the running status of the orchestration software.  


 


The Contractor shall include all project artifacts in the Sprint Certification Package.   


 


Rights in Computer Software: 


The Contractor is required to deliver the VA MACM MVP, technical data, configurations, 


documentation or other information, including source code, during contract performance.   The 


Government shall receive Unlimited Rights in intellectual property first produced and delivered 


in the performance of this contract in accordance with FAR 52.227-14, Rights In Data-General 


(DEC 2007).  This includes all rights to source code and any and all documentation created in 
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support thereof.  License rights in any Commercial Computer Software shall be governed by 


FAR 52.227-19, Commercial Computer Software 


 


5.2.2 MOBILE APPLICATION MIGRATION 


The Contractor shall migrate all VA mobile applications located in IBM Terremark (currently 20 


to 30 mobile apps; however, the number of apps may change) as well as all associated databases 


and supporting services to the VA MACM IAW sprint planning activities. Each app shall be 


migrated from IBM Terremark to the MACM and the Contractor shall demonstrate that the app 


is working in all MACM environments using the CI/CD system. Upon approval and acceptance 


by the VA PM/COR that the migrated app is working in all MACM environments, the 


Contractor shall decommission the successfully migrated app from the IBM Terremark 


environment. Where there is physical hardware associated with the app at IBM Terremark, the 


physical hardware shall also be decommissioned by the Contractor.   


 


The Contractor shall include all project artifacts in the Sprint Certification Package. 


 


5.2.3 ADDITIONAL VA MACM PLATFORM DEVELOPMENT APP MIGRATION 


SUPPORT (OPTIONAL TASK) 


In the event the Government exercises the Optional Task in the base period or any option period, 


the Contractor shall provide up to 32 iterative two-week sprints, as defined in PWS Section 5.2 


above, to enhance, maintain, and sustain VA MACM as well as perform app migration through 


the period of performance of this contract.  


 


5.3 MOBILE ENVIRONMENT SUPPORT 


 


5.3.1 VA MACM OPERATIONS AND SYSTEM MAINTENANCE SUPPORT 


The Contractor shall maintain and operate the ongoing availability of VA MACM.  The 


Contractor shall develop a VA MACM Operations and Maintenance (O&M) Support Plan that 


details the Contractor’s plan to maintain all VA MACM including incidence resolution 


procedures. The Contractor shall deliver the VA MACM O&M Support Plan to the VA 


PM/COR for review and approval. 


 


The Contractor shall maintain and operate multiple VA environments within MACM including, 


but not limited to the following environments: 


• Development (will not be connected to VA) 


• Staging/Testing   


• Production   


 


Each VA environment may be divided into sub-environments as determined by VA.  The 


Contractor shall ensure that all software associated with maintaining and operating the VA 


MACM is delivered and tracked on VA owned and operated version control systems.  The 


Contractor shall ensure COTS software is licensed appropriately. VA shall provide the 


Contractor with access to such systems. 


 


The Contractor shall provide VA MACM system maintenance to include corrective 


maintenance; adaptive maintenance; perfective maintenance; and preventative maintenance to 


ensure all apps and services hosted in MACM are continuously available, function correctly, 


provide current information features, and provide the best possible user experience. Maintenance 


types are defined in the “VA MACM Systems Maintenance Definitions” (Attachment 005). 
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The Contractor shall: 


a. Provide 24x7 Production support for VA MACM application infrastructure; database 


infrastructure to support database systems; security, and their utilities IAW the approved VA 


MACM O&M Support Plan. 


b. Provide Database Administration (DBA) support to cloud-based and hosted database systems 


in the VA MACM. 


c. Provide non-production environment support during normal VA business hours (7 am – 9 pm 


EST). 


d. Identify requirements for additional functionality within the application infrastructure. The 


Contractor shall include the results of this activity in an Application Infrastructure 


Recommendations Report appended to the Monthly Status Report.  


e. Monitor system, network, application, database logs, and Service Level Agreement (SLA) 


metrics via VA approved monitoring tools and provide a real-time dashboard available to all 


program stakeholders. 


f. Write and monitor synthetic monitoring scripts for VA infrastructure and apps. 


g. Provide configuration management and change control with VA and other teams as directed. 


h. Provide external systems integration support through configuring, testing, and documenting 


the integration. 


i. Provide database performance monitoring and provide results and recommendations for 


optimizing performance in a Database Optimization Recommendations Report appended to 


the Monthly Status Report. 


j. Provide operations support for the container orchestration platform. 


k. Perform system upgrades and patches within pre-defined maintenance windows. 


l. Define and administer users and user groups, and user access. 


 


The Contractor shall be responsible for the break-fix of any apps hosted in the MACM 


environment affected by changes made to the environment by the MACM Contractor.  


  


The Contractor shall provide an SLA Monitoring Plan that defines how SLA metrics will be 


monitored throughout the performance of the requirements, including the automated testing tools 


and automated SLA testing scripts that shall be used. The Contractor shall provide the SLA 


Monitoring Plan to the VA PM/COR for review and approval. Upon approval, the Contractor 


shall implement SLA monitoring IAW the approved plan and establish an SLA Dashboard that 


provides real time SLA metrics data available to all program stakeholders.  The Contractor shall 


provide a VA MACM SLA Report on a biweekly basis which shall capture data as specified in 


the Deliverable Metrics/SLAs.  


 


Deliverables:   


A. VA MACM O&M Support Plan 


B. SLA Monitoring Plan 


C. VA MACM SLA Report 


 


DELIVERABLE METRICS/SLAs:   


 


System Availability:  The Contractor shall provide an aggregate uptime for all MACM 


components (i.e. databases, services, servers, storage) of no less than 99.9%. When this outcome 


is achieved an external entity shall be able to log into the environment, execute build and deploy 


jobs in the development enclave, and observe the results of those jobs. Services that are faulted 


due to an external entity shall have trouble tickets logged with the responsible party, with all 
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outage time attributable to this team until the ticket is logged with the responsible entity. 


Services that are unavailable due to upstream maintenance must have an outage notification to all 


VA stakeholders prior to the maintenance window for attribution to the upstream team. The 


Contractor shall have access to the Government’s published maintenance window times and 


dates upon award.  An automated test, IAW the approved SLA Monitoring Plan, and the logged 


reports of execution, including timing details, of that test shall be provided in the VA MACM 


SLA Report. 


 


Development Environment Availability: The Mobile Application Development Environment 


shall be available during all working hours. An external entity shall be able to log into the 


environment, execute build and deploy jobs in the development enclave, and observe the results 


of those jobs with no less than 99.9% availability.  An automated test, IAW the approved SLA 


Monitoring Plan, and the logged reports of execution, including timing details, of that test shall 


be provided in the VA MACM SLA Report. 


 


Service Availability: All deployed services shall be available and functional to serve user 


requests at no less than 99.9% availability. An external entity shall be able to access and receive 


a successful response to all services deployed to this platform at all times. As available on a per 


service basis sample transactions or health check endpoints that are exposed to external entities 


shall be evaluated to determine if the response is successful. Services that are faulted due to an 


external entity shall have trouble tickets logged with the responsible party, with all outage time 


attributable to this team until the ticket is logged with the responsible entity. An automated test, 


IAW the approved SLA Monitoring Plan, with an execution frequency of no more than 300 


seconds, and the logged reports of execution, including timing details, of that test shall be 


provided in the VA MACM SLA Report.  Any faulted services attributed to an external entity 


shall include a record of the trouble ticket that was issued to the responsible party. This record 


shall include the time that it was filed, and if resolved, the time of resolution. Any maintenance 


window outages shall include a record of the notification that was distributed to VA 


Stakeholders, and the time which the record was distributed. 


 


Service Uptime: Services run on this platform shall remain online no less than 99.9% of the 


time. All scheduled services will remain active and able to serve requests.  An automated test, 


IAW the approved SLA Monitoring Plan, with an execution frequency of no more than 300 


seconds, and the logged reports of execution, including timing details, of that test shall be 


provided as a report to the VA.  All scheduled services and their associated uptime shall be 


provided in the VA MACM SLA Report. 


 


Service Reachability: Services on this platform shall be reachable by outside entities no less 


than 99.9% of the time. All required routing and proxying services are correctly functioning and 


forwarding traffic. Services that are faulted due to an external entity shall have trouble tickets 


logged with the responsible party, with all outage time attributable to this team until the ticket is 


logged with the responsible entity. Services that are unavailable due to upstream maintenance 


must have an outage notification to all VA stakeholders prior to the maintenance window for 


attribution to the upstream team. The Contractor shall have access to the government’s published 


maintenance windows times and dates upon award.  An automated test, IAW the approved SLA 


Monitoring Plan, and the logged reports of execution, including timing details, of that test shall 


be provided in the VA MACM SLA Report. 
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5.3.2 SECURITY 


 


5.3.2.1 SECURITY OPERATIONS AND MONITORING AND MANAGEMENT 


The Contractor shall provide support for security operations and monitoring of VA MACM.  


 


The Contractor shall: 


a. Assign a Security officer to manage all security related task. 


b. Provide 24x7x365 on call staffing for response to alerts from Network Operations Center 


(NOC) and/or Security Operations Center (SOC). 


c. Create 24x7x365 automated monitoring and alerting  


d. Continuously monitor and report the security status of the system on a regular and ad-


hoc basis. 


e. Provide Remediation and documentation of findings in the security assessment reports as 


requirement. 


f. Identify and report any incidents using existing tools and strategies IAW the VA incident 


handling policies (VA Handbook 6500.5) 


g. Conduct regular infrastructure, network and code scanning/penetration to report any 


security vulnerabilities based on result reports with a recommendation and/or corrective 


plan of action.  


h. Conduct yearly security game day exercise. 


i. Update security documentation. 


j. Create a monthly Security Assessment Report that includes: 


• Number of Incidents 


• Number Anomalies  


• Results of Penetration test 


• System down time  


• Provide Remediation and documentation of findings in the security 


assessment reports as requirement. 


 


Deliverable: 


A. Monthly Security Assessment Report 


 


5.3.2.2 AUTHORITY TO OPERATE (ATO) 


The Contractor shall develop and maintain Application/Infrastructure security documentation in 


support of achieving and maintaining an ATO at MACM (major application) and GSS levels.  


 


The Contractor shall: 


a. Comply with VA ATO process. 


b. Use VA FISMA control tracking system as the security documentation repository to 


complete and update security controls. 


c. Coordinate with the VA security office and adhere to its policies. 


d. Complete all VA required training (i.e. on-boarding, security, ethics, etc.) as well as 


provide certificates of completion to the COR.  


e. Create, as directed, a wide variety of National Institute of Standards and Technology 


(NIST) SP800-Series security artifacts per FISMA requirements for VA systems. 


f. Enter data into the VA security documentation repository, which is currently known as 


RiskVision and runs on a Trusted Agent FISMA application. 


g. Manually review upcoming due dates for security artifacts and work with system 


maintainers or appropriate representatives to ensure artifacts are updated annually. 
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h. Support, and develop annual attestation documentation in conjunction with the system 


maintainer and business owner. 


i. Peer review security artifacts and provide feedback to document authors. 


j. Coordinate and lead quarterly familiarization exercise for Contingency Plan and Incident 


Response Plan. 


k. Provide security documentation reporting to PMs, Information Security officers (ISO), 


and others. 


l. Update existing Privacy Impact Analysis (PIA), System Security Plan (SSP) documents 


and create new PIA documents as required in support of VA apps. 


m. Update ATO package as necessary 


 


Deliverable: 


 


A. ATO Package Documentation 


 


5.3.2.3 SECURITY INCIDENT MANAGEMENT 


The Contractor shall facilitate and triage response to security incidents reported using existing 


tools and strategies IAW VA Incident Handling policies (VA handbook 6500.8). The Contractor 


shall provide on call support 24x7x365. 


 


5.3.2.4 SECURITY CONTROL ASSESSMENT (SCA) 


The Contractor shall proactively prepare for and actively participate in interviews, examinations, 


testing and reviews from the auditing community. This supports external and internal audit 


activities, Office of Inspector General (IG) audits, FISMA audits, third-party audits and self-


assessments. The Contractor shall also support evolving VA automated security requirements 


such as open controls, security compliance masonry. 


 


5.3.3 DISASTER RECOVERY AND CONTINUITY OF OPERATIONS   


The Contractor shall support Disaster Recovery (DR) of all MACM environments and apps 


hosted in the MACM environments and shall create and enact all procedures to support 


continuity of operations IAW all applicable VA handbooks and rules. 


 


The Contractor shall:  


a. Develop and implement a DR and Backup Plan for VA MACM, its environments, and 


hosted apps supplied using industry best practices which ensures no more than 15 


minutes of service disruption and is fully compatible with and leverages the VAEC CSP 


Environment capabilities.  The DR and Backup Plan shall include at a minimum: 


a. Organizational preparedness including roles, responsibilities, and contact 


information  


b. DR management and escalation processes including notification, declaration and 


testing guidelines, and notifications 


c. DR Test Schedule 


b. Participate in disaster recovery test/exercises (scheduled and unscheduled simulations as 


well as real situations) and report the results in an After Action Report (AAR). 


c. In order to minimize cloud services costs and optimize operations the Contractor shall 


utilize VAEC GSS services when available and applicable 


d. System details that includes a detailed representation of key infrastructure and 


networking configurations and requirements 
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e. Failover and failback procedures that includes a step-by-step recovery and restoration 


process 


f. Collaborate in the design and implementation of a data backup solution and includes the 


analytics and identification of data sizes of all systems such as databases and hots, data 


retention, backup window/scheduling and archiving needs using results to create/update a 


design of a backup solution  


g. Develop a Continuity of Operation (COOP) Plan 


 


The Contractor’s VA MACM SLA Report shall capture data as specified in the Deliverable 


Metrics/SLAs. 


 


Deliverables:  


A. DR and Backup Plan 


B. DR Test Schedule 


C. AAR  


D. COOP Plan 


 


DELIVERABLE METRICS/SLAs:  


  


Data Recoverability Point Objective (Data RPO): In the event of a catastrophic failure there 


shall be no more than 15 minutes of data lost.  


 


Data Recoverability Time Objective (Data RTO): In the event of a catastrophic failure it shall 


take no longer than 24 hours to recover the data.  


 


Data Restoration: In the event of a catastrophic failure it shall take no longer than 24 hours to 


restore the data.  


 


5.3.4 MONITORING AND ALERTING 


The Contractor shall support VA requirements for monitoring VA MACM, using the VAEC 


supported monitoring tools and processes as they exist and evolve over time. Monitoring tools 


will include native CSP monitoring tools (See Attachment 003 for additional details). 


Additionally, the Contractor shall integrate all logs with appropriate monitoring tools such as 


Grafana, Prometheus, Splunk, and/or ElasticSearch. The Contractor shall create queries to 


support dashboards, reporting, and proactive alert generation based on system, operations, 


security and business needs.  


 


The Contractor shall: 


a. Create synthetic scripts to obtain real-life metrics and statistics and create dashboards, 


monitoring, API reporting, and proactive alerting based on synthetic script monitoring 


tools utilized. 


b. Utilize monitoring plugins and agents to monitor numerical metrics provided by external 


services, servers, or equipment to collect more in-depth metrics. 


c. Use Email, Short Message Service (SMS), and other methods, such as Pagerduty or 


VictorOps, for alerting schedules, escalation policies and services that escalate system, 


infrastructure, or security issues to a VA MACM on-call engineer. The Contractor shall 


acknowledge all alerts and remediate all issues IAW VA requirements 


d. Establish and participate in monitoring of other VA upstream partner systems. 
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e. Assist application development teams to identify proper reporting metrics and alerts to 


isolate external decencies from internal services.  


f. Provide assistance to internal and external teams to resolve issues during outages 


affecting external systems. 


g. Provide an Application Response Time Monitoring Report, appended to the Monthly 


Status Report, that provides application response time frames at the 50th, 75th, 95th, and 


99th percentiles.  


 


DELIVERABLE METRICS/SLA:   


 


Data Collection Monitoring: The Contractor shall collect data from all instrumented sources, 


with an average frequency loss of no more than 300 seconds average over a span of a day. An 


automated test, IAW the approved SLA Monitoring Plan, and the logged reports of execution 


including timing details of that test shall be provided in the VA MACM SLA Report. 


 


5.3.4.1 COST AND COMPUTE OPTIMIZATION AND REPORTING FOR MOBILE 


CLOUD SYSTEMS 


The Contractor shall review all usage of cloud computing services provided by VA. Plans shall 


be submitted and implemented quarterly on how to best optimize the environment to reduce the 


costs associated with resource utilization. The Contractor shall provide a breakdown of all costs 


by application, environment, and utilization and shall report on utilization of each class of 


resource as a percentage of provisioned capacity in a Monthly Utilization Report.  


 


The Contractor shall, as part of its VA MACM SLA Report, include the total infrastructure 


expenditure and total number of request services for Cloud Resource Optimization. 


 


Deliverables: 


A. Quarterly Resource Utilization Optimization Plan 


B. Monthly Utilization Report 


 


5.3.5 SOFTWARE LICENSE MANAGEMENT (T&M) 


The Contractor is responsible at the direction of VA to manage, migrate, modify, terminate and 


procure VA MACM software licenses for the benefit of VA.  These software licenses may 


include recurring costs and renewals which shall be the responsibility of the Contractor.  The 


Contractor shall coordinate with other contractors and vendors as necessary to support the 


acquisition of the software licenses. The current manufacturer for each product is listed below; 


however different/equivalent brands are acceptable. The items listed may change over time and 


items may be substituted for more current versions, quantities, via modification to the contract.  


All software licenses procured by the Contractor on behalf of VA in support of MACM shall be 


transferred to the Government at the end of the period of performance. The current software 


licenses procured for the VA MIS platform include: 


 


a. Licenses for 2,000 users of Atlassian Jira and Confluence for collaboration, project and 


issue tracking in the VAMF enclave. 


b. Licenses for 500 users of Atlassian Stash for supporting Git repositories in the   VAMF 


enclave. 


c. An unlimited user license of Atlassian Crowd for single sign-on to application lifecycle 


management (ALM) suite in the VAMF enclave. 
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d. Licenses for 100 users of Atlassian Fisheye and Crucible for code search, visualization 


and review in the VAMF enclave. 


e. Licenses for the open source Jenkins software as a continuous integration tool in the 


MAE enclave. 


f. Open source licenses for the development and production implementation instances of 


Drupal as a content management tool for the External App Store 


g. Licenses for a systems monitoring tool for all Virtual Machines inside of all of the 


ECE/MAE/VAMF enclaves and associated environments. 


h. Licenses for 100 users of the Sonatype Nexus Pro repository manager. 


i. 14 Licenses for MongoDB Enterprise Advanced Subscription database system with 


512GB RAM Server, unlimited users, 24x7x365 support w/30 minute SLA, Commercial 


License, MMS On- Prem, On-Demand Training, Advanced Security. 


j. 10 Mac Minis provided by VA to support continuous integration as well as development 


of code compatible with iOS mobile devices. 


k. VA enterprise license agreement (ELA) for Fortify Static Code Analyzer (SCA) to 


perform static code analysis on all development products. 


l. SmartBear LoadComplete, LoadTest and QAComplete test scripts, cases, and 


configurations 


m. Open source Apache, NginX, NodeJS, and Java JDK/JRE 


 


VA Enterprise License Agreements include:  


 


a. RedHat Enterprise Linux 


b. Microsoft Enterprise 


c. Intersystems Cache 


d. Oracle Weblogic 


e. Oracle Database 


f. Fortify SCA 


 


5.3.6 ENGINEERING TECHNICAL SUPPORT 


The Contractor shall provide the following: 


 


a. Technical guidance to the product owner and development teams deploying apps. This 


shall include support using VA MACM and tooling provisioned by the Contractor 


b. Support for integrating with external VA systems required for application operation 


c. Support for utilizing shared services deployed internal to VA MACM 


d. Access to logs and information from Build tools  


e. Access to debug environments 


f. Assistance in production access for troubleshooting 


g. Providing support to product teams utilizing the CI/CD platform to deliver software to 


VA MACM. 


 


DELIVERABLE METRIC/SLA:   


 


Ticket Response: Tickets opened for this team for action related to the development 


environment receive a timely response. The 95th percentile of tickets has a response time less 


than minimum acceptable performance level which is one day.  The calculated metrics shall be 


provided VA MACM SLA Report, detailed logs of all ticket transactions shall be retained for the 


evaluation timeframe for audit if necessary 
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Ticket Time to Close: Tickets opened for this team for action related to the development 


environment receive a timely response. The 95th percentile of tickets has a response time less 


than minimum acceptable performance level which is 3 days.  The calculated metrics shall be 


provided in the VA MACM SLA Report, detailed logs of all ticket transactions shall be retained 


for the evaluation timeframe for audit if necessary. 


 


5.3.7 GENERAL ENGINEERING SUPPORT 


The Contractor shall provide general engineering support to the app product owner and 


development teams deploying apps. This shall include: 


 


a. Providing operational testing support including performance testing support and provide 


recommendations for performance enhancement in a Performance Enhancement Report 


appended to the Monthly Status Report.  


b. Defining architectural changes as needed based on industry best practices. 


c. Defining best practices and approach for utilizing/implementing the CI/CD platform.  


d. Troubleshooting and resolving issues that arise within the CI/CD platform 


e. Providing integration engineering support. 


 


5.4 RELEASE AND DEVELOPMENT MANAGEMENT 


 


5.4.1 CONFIGURATION MANAGEMENT 


The Contractor shall manage and store all configuration items in the change management system.  


 


5.4.2 CHANGE MANAGEMENT 


The Contractor shall administer change requests according to the existing VA change 


management process.  The Contractor shall schedule, communicate, and manage new or changed 


functionality into the MACM infrastructure. The Contractor shall facilitate the operating of the 


infrastructure Engineering Change Control Board (ECCB), by providing coordination, meeting 


planning, facilitation, collaboration facilities, and providing Technical SMEs to assist ECCB.  


Follow up meeting minutes with action items and decisions are maintained and delivered 


immediately with 24 hours to the stakeholders. 


 


Deliverable: 


A. Meeting Minutes 


 


DELIVERABLE METRICS/SLAs: 


 


Change Control Ticket Response: Tickets opened for this team for change control action 


receive a timely resolution. The 95th percentile of tickets has a resolution time less than the 


minimum acceptable performance level of one day.  The calculated metrics shall be provided in 


the VA MACM SLA Report, detailed logs of all ticket transactions shall be retained for the 


evaluation timeframe for audit if necessary. 


 


Change Control Ticket Resolution: Tickets opened for this team for change control action 


receive a timely resolution. The 95th percentile of tickets has a resolution time less than the 


minimum acceptable performance level of 1 day.  The calculated metrics shall be provided in the 


VA MACM SLA Report, detailed logs of all ticket transactions shall be retained for the 


evaluation timeframe for audit if necessary. 
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5.4.3 ENGINEERING CHANGE CONTROL BOARD (ECCB) 


The Contractor shall support the ECCB for the VA MACM environments.  


 


The Contractor shall establish a SOP including:  


a. Submitting and reviewing a change request by the identified approval authorities. 


b. Tracking the full lifecycles of the change request, and provide both regular and 


ad-hoc reports of duration in state, as well as absolute time and total count of all 


change requests.  


c. Maintaining availability of historical change requests and provide access to the 


VA or designated individuals for review, and auditing purposes.  


d. Establishing a process for change requests and associated implementations. 


e. Establishing a regular cadence for board meetings. 


f. Facilitating the board meeting and record and maintain minutes for all meetings. 


  


Deliverables: 


A. ECCB SOP 


 


5.4.4 CHANGE CONTROL COMPOSITION 


The Contractor shall create and maintain documentation on acceptable change policy as dictated 


by VA. Access to this shall be provided to any party which is required to submit change requests 


to the ECCB. 


 


5.5 TIER 4 HELP DESK SUPPORT (OPTIONAL TASK) - LABOR- HOUR 


The Contractor shall provide Tier 4 support on an as needed basis to the existing VA Mobile 


Help Desk to resolve all issues that are not resolvable by the Tier 3 VA Mobile Help Desk 


support team.  


 


Tier 4 support shall include: 


 


a. VAEC Cloud Infrastructure troubleshooting 


b. Application troubleshooting 


c. Assist other teams in resolving security issues such as access rights management  


d. Capacity utilization, and configuration errors 


e. Participating collaboratively with other VA staff and contractors to resolve 


platform, network and application issues. 


 


DELIVERABLE METRICS/SLAs:   


 


Development Trouble Ticket Response: Tickets opened for this team for action related to the 


development environment receive a timely response. The 95th percentile of tickets has a 


response time less than minimum acceptable performance level which is 1 day.  A report of the 


calculated metrics shall be provided to the VA, detailed logs of all ticket transactions shall be 


retained for the evaluation timeframe for audit if necessary. 


 


Development Trouble Ticket Time to Close: Tickets opened for this team for action related to 


the development environment receive a timely response. The 95th percentile of tickets has a 


response time less than minimum acceptable performance level which is 3 days.  A report of the 


calculated metrics shall be provided to the VA, detailed logs of all ticket transactions shall be 


retained for the evaluation timeframe for audit if necessary. 
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5.6  CONTRACT TRANSITION (OPTIONAL TASK) 


The Contractor shall support the transition of essential knowledge and work products to and from 


other contractors as directed to VA to ensure the continuity of operations, its related components, 


and work flows.  


 


5.6.1 TRANSITION-OUT PLAN  


The Contractor shall prepare a Transition-Out Plan. The Contractor’s plans shall define transition 


efforts to be conducted, documentation, and information to be transferred to and reviewed with 


other relevant contractors. Transition-Out Plan will be reviewed by and require approval of the 


VA Program Manager and COR prior to execution of any contract transition support optional 


task.  


 


The Transition-Out Plan shall, at a minimum, address the following: 


 


a. Transition schedule. 


b. Phase-Out Migration Checklist (Contractor format). 


c. Delivery of final deliverables; artifacts; VA MACM documentation, including VA 


MACM Standard Operating Procedures (SOP), Tooling Support Plan, and Developers 


Guide; and lessons learned. 


d. Delivery of software, release/code versions, processes, artifacts, and documents 


supporting each task area of the PWS in a format that is usable by VA.  


e. Outputs of automated test results and pass/fail results.  


f. Delivery of performance, security, and browser testing results.  


g. Training of relevant Government and Contractor personnel.  


h. Communication on, and delivery of, security concerns such as badges, tokens, and 


accounts,   


i. Plan for ensuring that, prior to termination or completion of this effort, the 


Contractor/Subcontractor does not destroy any information in any form received from 


VA, or gathered/created by the Contractor in the course of performing this effort without 


prior written approval by VA PM/COR. Any data destruction done on behalf of VA by a 


Contractor/Subcontractor must be done IAW National Archives and Records 


Administration (NARA) requirements as outlined in VA Directive 6300, Records and 


Information Management and its Handbook 6300.1 Records Management Procedures, 


applicable VA Records Control Schedules, and VA Handbook 6500.1, Electronic Media 


Sanitation. 


j. An orientation phase to introduce the successor Cloud Services Provider personnel, 


programs, and users to the incumbent team, explaining tools, methodologies, and 


business processes. 


k. Providing signed transition agreements in the VA designated format. 


 


The Contractor shall archive all final documentation and materials in a secure location as 


directed by the VA COR.  


 


Deliverables: 


A. Transition-Out Plan 


 


5.6.2 TRANSITION-OUT SERVICES 


In accordance with the Government-approved transition-out plan, the Contractor shall assist the 


Government in implementing a complete transition from this contract to a new support provider. 







36C10B18R2609 


 


Page 63 of 128 


This shall include formal coordination with Government staff as well as successor staff and 


management. The Contractor shall also include delivery of copies of all VA MACM artifacts, 


software licenses, existing policies and procedures, data, source code, baseline metrics and 


statistics, and any additional VA MACM documentation or information.  


 


Successful transition is defined as 100% completion of all work defined in the Government-


approved Transition-Out Plan. 


 


Upon the completion of the transition period, the Contractor shall provide closeout certifications 


that include a statement that the contract is complete, all deliverables have been provided, all 


services are complete, and there are no outstanding contractual issues. 


 


Deliverables: 


A. Closeout Certifications 
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6.0 GENERAL REQUIREMENTS 


 


6.1 ENTERPRISE AND IT FRAMEWORK 


 


6.1.1 ONE-VA TECHNICAL REFERENCE MODEL 


The Contractor shall support the VA enterprise management framework.  In association with the 


framework, the Contractor shall comply with OI&T Technical Reference Model (One-VA 


TRM).  One-VA TRM is one component within the overall Enterprise Architecture (EA) that 


establishes a common vocabulary and structure for describing the information technology used to 


develop, operate, and maintain enterprise applications.  One-VA TRM includes the Standards 


Profile and Product List that collectively serves as a VA technology roadmap.  Architecture, 


Strategy, and Design (ASD) has overall responsibility for the One-VA TRM. 


 


6.1.2 FEDERAL IDENTITY, CREDENTIAL, AND ACCESS MANAGEMENT 


(FICAM)  


The Contractor shall ensure Commercial Off-The-Shelf (COTS) product(s), software 


configuration and customization, and/or new software are Personal Identity Verification (PIV) 


card-enabled by accepting HSPD-12 PIV credentials using VA Enterprise Technical Architecture 


(ETA), http://www.ea.oit.va.gov/VA_EA/VAEA_TechnicalArchitecture.asp, and VA Identity 


and Access Management (IAM) approved enterprise design and integration patterns, 


http://www.techstrategies.oit.va.gov/enterprise_dp.asp. The Contractor shall ensure all 


Contractor delivered applications and systems comply with the VA Identity, Credential, and 


Access Management policies and guidelines set forth in the VA Handbook 6510 and align with 


the Federal Identity, Credential, and Access Management Roadmap and Implementation 


Guidance v2.0. 


The Contractor shall ensure all Contractor delivered applications and systems provide user 


authentication services compliant with the National Institute of Standards and Technology 


(NIST) Special Publication (SP) 800-63-3, VA Handbook 6500 Appendix F, “VA System 


Security Controls”, and VA IAM enterprise requirements for direct, assertion based 


authentication, and/or trust based authentication, as determined by the design and integration 


patterns. Direct authentication at a minimum must include Public Key Infrastructure (PKI) based 


authentication supportive of PIV card and/or Common Access Card (CAC), as determined by the 


business need. 


 


The Contractor shall ensure all Contractor delivered applications and systems conform to the 


specific Identity and Access Management PIV requirements set forth in the Office of 


Management and Budget (OMB) Memoranda M-04-04, M-05-24, M-11-11, and NIST Federal 


Information Processing Standard (FIPS) 201-2. OMB Memoranda M-04-04, M-05-24, and M-


11-11 can be found at:  


https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy04/m04-


04.pdf, 


https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m0


5-24.pdf, and 


https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf 


respectively. Contractor delivered applications and systems shall be on the FIPS 201-2 Approved 


Product List (APL). If the Contractor delivered application and system is not on the APL, the 


Contractor shall be responsible for taking the application and system through the FIPS 201 


Evaluation Program. 


 



http://www.ea.oit.va.gov/VA_EA/VAEA_TechnicalArchitecture.asp

http://www.techstrategies.oit.va.gov/enterprise_dp.asp

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy04/m04-04.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy04/m04-04.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-24.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-24.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf
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The Contractor shall ensure all Contractor delivered applications and systems support: 


1. Automated provisioning and are able to use enterprise provisioning service. 


2. Interfacing with VA’s MVI to provision identity attributes, if the solution relies on VA 


user identities. MVI is the authoritative source for VA user identity data. 


3. The VA defined unique identity (Secure Identifier [SEC ID] / Integrated Control Number 


[ICN]). 


4. Multiple authenticators for a given identity and authenticators at every Authenticator 


Assurance Level (AAL) appropriate for the solution. 


5. Identity proofing for each Identity Assurance Level (IAL) appropriate for the solution. 


6. Federation for each Federation Assurance Level (FAL) appropriate for the solution, if 


applicable. 


7. Two-factor authentication (2FA) through an applicable design pattern as outlined in VA 


Enterprise Design Patterns. 


8. A Security Assertion Markup Language (SAML) implementation if the solution relies on 


assertion based authentication. Additional assertion implementations, besides the required 


SAML assertion, may be provided as long as they are compliant with NIST SP 800-63-3 


guidelines. 


9. Authentication/account binding based on trusted Hypertext Transfer Protocol (HTTP) 


headers if the solution relies on Trust based authentication. 


10. Role Based Access Control. 


11. Auditing and reporting capabilities. 


12. Compliance with VAIQ# 7712300 Mandate to meet PIV requirements for new and 


existing systems. https://www.voa.va.gov/DocumentView.aspx?DocumentID=4846 


 


The required Assurance Levels for this specific effort are Identity Assurance Level 3, 


Authenticator Assurance Level 3, and Federation Assurance Level 3. 


 


6.1.3 INTERNET PROTOCOL VERSION 6 (IPV6) 


The Contractor solution shall support the latest Internet Protocol Version 6 (IPv6) based upon the 


directives issued by the Office of Management and Budget (OMB) on August 2, 2005 


(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m


05-22.pdf) and September 28, 2010 (https://cio.gov/wp-


content/uploads/downloads/2012/09/Transition-to-IPv6.pdf).  IPv6 technology, in accordance 


with the USGv6 Profile, NIST Special Publication (SP) 500-267 


(https://www.nist.gov/programs-projects/usgv6-technical-basis-next-generation-internet), the 


Technical Infrastructure for USGv6 Adoption (http://www-x.antd.nist.gov/usgv6/index.html),  


and the NIST SP 800 series applicable compliance 


(http://csrc.nist.gov/publications/PubsSPs.html)  shall be included in all IT infrastructures, 


application designs, application development, operational systems and sub-systems, and their 


integration.  In addition to the above requirements, all devices shall support native IPv6 and/or 


dual stack (IPv6 / IPv4) connectivity without additional memory or other resources being 


provided by the Government, so that they can function in a mixed environment.  All 


public/external facing servers and services (e.g. web, email, DNS, ISP services, etc.) shall 


support native IPv6 and/or dual stack (IPv6/ IPv4) users and all internal infrastructure and 


applications shall communicate using native IPv6 and/or dual stack (IPv6/ IPv4) operations.  


Guidance and support of improved methodologies which ensure interoperability with legacy 


protocol and services in dual stack solutions, in addition to OMB/VA memoranda, can be found 


at: https://www.voa.va.gov/documentlistpublic.aspx?NodeID=282. 


 



https://www.voa.va.gov/DocumentView.aspx?DocumentID=4846

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-22.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-22.pdf

https://cio.gov/wp-content/uploads/downloads/2012/09/Transition-to-IPv6.pdf

https://cio.gov/wp-content/uploads/downloads/2012/09/Transition-to-IPv6.pdf

https://www.nist.gov/programs-projects/usgv6-technical-basis-next-generation-internet

http://www-x.antd.nist.gov/usgv6/index.html

http://csrc.nist.gov/publications/PubsSPs.html

https://www.voa.va.gov/documentlistpublic.aspx?NodeID=282
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6.1.4 TRUSTED INTERNET CONNECTION (TIC) 


The Contractor solution shall meet the requirements outlined in Office of Management and 


Budget Memorandum M08-05 mandating Trusted Internet Connections (TIC) 


(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m


08-05.pdf), M08-23 mandating Domain Name System Security (NSSEC) 


(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m


08-23.pdf), and shall comply with the Trusted Internet Connections (TIC) Reference 


Architecture Document, Version 2.0 https://s3.amazonaws.com/sitesusa/wp-


content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf. 


 


6.1.5 STANDARD COMPUTER CONFIGURATION 


The Contractor IT end user solution that is developed for use on standard VA computers shall be 


compatible with and be supported on the standard VA operating system, currently Windows 7 


(64bit), Internet Explorer 11 and Microsoft Office 2010.  In preparation for the future VA 


standard configuration update, end user solutions shall also be compatible with Office 365 


ProPlus and Windows 10.  However, Office 365 ProPlus and Windows 10 are not the VA 


standard yet and are currently approved for limited use during their rollout, we are in-process of 


this rollout and making them the standard by OI&T. Upon the release approval of Office 365 


ProPlus and Windows 10 individually as the VA standard, Office 365 ProPlus and Windows 10 


will supersede Office 2010 and Windows 7 respectively. Applications delivered to the VA and 


intended to be deployed to Windows 7 workstations shall be delivered as a signed  .msi package 


with switches for silent and unattended installation and updates shall be delivered in signed  .msp 


file formats for easy deployment using System Center Configuration Manager (SCCM) VA’s 


current desktop application deployment tool.   Signing of the software code shall be through a 


vendor provided certificate that is trusted by the VA using a code signing authority such as 


Verizon/Cybertrust or Symantec/VeriSign.  The Contractor shall also ensure and certify that their 


solution functions as expected when used from a standard VA computer, with non-admin, 


standard user rights that have been configured using the United States Government 


Configuration Baseline (USGCB) and Defense Information Systems Agency (DISA) Secure 


Technical Implementation Guide (STIG) specific to the particular client operating system being 


used. 


 


6.1.6 VETERAN FOCUSED INTEGRATION PROCESS (VIP) 


The Contractor shall support VA efforts IAW the Veteran Focused Integration Process (VIP).  


VIP is a Lean-Agile framework that services the interest of Veterans through the efficient 


streamlining of activities that occur within the enterprise.  The VIP Guide can be found at 


https://www.voa.va.gov/DocumentView.aspx?DocumentID=4371.  The VIP framework creates 


an environment delivering more frequent releases through a deeper application of Agile 


practices. In parallel with a single integrated release process, VIP will increase cross-


organizational and business stakeholder engagement, provide greater visibility into projects, 


increase Agile adoption and institute a predictive delivery cadence.  VIP is now the single 


authoritative process that IT projects must follow to ensure development and delivery of IT 


products 


 


6.1.7 PROCESS ASSETT LIBRARY (PAL) 


The Contractor shall utilize PAL, the OI&T-wide process management tool that assists in the 


execution of an IT project (including adherence to VIP standards).  PAL serves as an 


authoritative and informative repository of searchable processes, activities or tasks, roles, 



https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-05.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-05.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-23.pdf

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2008/m08-23.pdf

https://s3.amazonaws.com/sitesusa/wp-content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf

https://s3.amazonaws.com/sitesusa/wp-content/uploads/sites/482/2015/04/TIC_Ref_Arch_v2-0_2013.pdf

https://www.voa.va.gov/DocumentView.aspx?DocumentID=4371
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artifacts, tools and applicable standards or guides to assist project teams in facilitating their VIP 


compliant work. 


 


6.2 SECURITY AND PRIVACY REQUIREMENTS 


It has been determined that protected health information may be disclosed or accessed and a 


signed Business Associate Agreement (BAA) shall be required.  The Contractor shall adhere to 


the requirements set forth within the BAA, referenced in Section D of the contract, and shall 


comply with VA Directive 6066. 


 


Contractor Responsibilities:  


• The Contractor shall prescreen all personnel requiring access to the computer systems to 


ensure they maintain the appropriate Background Investigation, and are able to read, 


write, speak and understand the English language. 


• The Contractor shall bear the expense of obtaining background investigations.  


• Within 3 business days after award, the Contractor shall provide a roster of Contractor 


and Subcontractor employees to the COR to begin their background investigations in 


accordance with the ProPath template.  The Contractor Staff Roster shall contain the 


Contractor’s Full Name, Date of Birth, Place of Birth, individual background 


investigation level requirement (based upon Section 6.2 Tasks), etc.  The Contractor shall 


submit full Social Security Numbers either within the Contractor Staff Roster or under 


separate cover to the COR.  The Contractor Staff Roster shall be updated and provided to 


VA within 1 day of any changes in employee status, training certification completion 


status, Background Investigation level status, additions/removal of employees, etc. 


throughout the Period of Performance.  The Contractor Staff Roster shall remain a 


historical document indicating all past information and the Contractor shall indicate in the 


Comment field, employees no longer supporting this contract.  The preferred method to 


send the Contractor Staff Roster or Social Security Number is by encrypted e-mail. If 


unable to send encrypted e-mail, other methods which comply with FIPS 140-2 are to 


encrypt the file, use a secure fax, or use a traceable mail service. 


• The Contractor should coordinate the location of the nearest VA fingerprinting office 


through the COR.  Only electronic fingerprints are authorized. 


• The Contractor shall ensure the following required forms are submitted to the COR 


within 5 days after contract award: 


◦ Optional Form 306 


◦ Self-Certification of Continuous Service 


◦ VA Form 0710  


◦ Completed Security and Investigations Center (SIC) Fingerprint Request Form 


• The Contractor personnel shall submit all required information related to their 


background investigations (completion of the investigation documents (SF85, SF85P, or 


SF 86) utilizing the Office of Personnel Management’s (OPM) Electronic Questionnaire 


for Investigations Processing (e-QIP) after receiving an email notification from the 


Security and Investigation Center (SIC).  


• The Contractor employee shall certify and release the e-QIP document, print and sign the 


signature pages, and send them encrypted to the COR for electronic submission to the 


SIC.  These documents shall be submitted to the COR within 3 business days of receipt 


of the e-QIP notification email.  (Note:  OPM is moving towards a “click to sign” 
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process.  If click to sign is used, the Contractor employee should notify the COR within 3 


business days that documents were signed via eQIP). 


• The Contractor shall be responsible for the actions of all personnel provided to work for 


VA under this contract.  In the event that damages arise from work performed by 


Contractor provided personnel, under the auspices of this contract, the Contractor shall be 


responsible for all resources necessary to remedy the incident. 


• A Contractor may be granted unescorted access to VA facilities and/or access to VA 


Information Technology resources (network and/or protected data) with a favorably 


adjudicated Special Agreement Check (SAC), training delineated in VA Handbook 


6500.6 (Appendix C, Section 9), and, the signed “Contractor Rules of Behavior.”   


However, the Contractor will be responsible for the actions of the Contractor personnel 


they provide to perform work for VA.  The investigative history for Contractor personnel 


working under this contract must be maintained in the database of the Office of Personnel 


Management (OPM). 


• The Contractor, when notified of an unfavorably adjudicated background investigation on 


a Contractor employee as determined by the Government, shall withdraw the employee 


from consideration in working under the contract. 


• Failure to comply with the Contractor personnel security investigative requirements may 


result in loss of physical and/or logical access to VA facilities and systems by Contractor 


and Subcontractor employees and/or termination of the contract for default. 


• Identity Credential Holders must follow all HSPD-12 policies and procedures as well as 


use and protect their assigned identity credentials in accordance with VA policies and 


procedures, displaying their badges at all times, and returning the identity credentials 


upon termination of their relationship with VA. 


 


6.2.1 POSITION/TASK RISK DESIGNATION LEVEL(S) 


In accordance with VA Handbook 0710, Personnel Security and Suitability Program, the position 


sensitivity and the level of background investigation commensurate with the required level of 


access for the following tasks within the PWS are: 


 


Position Sensitivity and Background Investigation Requirements by Task 


Task Number Tier1 / Low Risk Tier 2 / Moderate 


Risk 


Tier 4 / High Risk 


5.1    


5.2    


5.3    


5.4    


5.5    


5.6    


 


The Tasks identified above and the resulting Position Sensitivity and Background Investigation 


requirements identify, in effect, the Background Investigation requirements for Contractor 


individuals, based upon the tasks the particular Contractor individual will be working.  The 


submitted Contractor Staff Roster must indicate the required Background Investigation Level for 


each Contractor individual based upon the tasks the Contractor individual will be working, in 


accordance with their submitted proposal. 
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6.2.2 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 


Contractor Responsibilities:  


a. The Contractor shall prescreen all personnel requiring access to the computer systems 


to ensure they maintain the appropriate Background Investigation, and are able to 


read, write, speak and understand the English language. 


Within 3 business days after award, the Contractor shall provide a roster of Contractor 


and Subcontractor employees to the COR to begin their background investigations in 


accordance with the PAL template artifact.  The Contractor Staff Roster shall contain 


the Contractor’s Full Name, Date of Birth, Place of Birth, individual background 


investigation level requirement (based upon Section 6.2 Tasks), etc.  The Contractor 


shall submit full Social Security Numbers either within the Contractor Staff Roster or 


under separate cover to the COR.  The Contractor Staff Roster shall be updated and 


provided to VA within 1 day of any changes in employee status, training certification 


completion status, Background Investigation level status, additions/removal of 


employees, etc. throughout the Period of Performance.  The Contractor Staff Roster 


shall remain a historical document indicating all past information and the Contractor 


shall indicate in the Comment field, employees no longer supporting this contract.  


The preferred method to send the Contractor Staff Roster or Social Security Number 


is by encrypted e-mail. If unable to send encrypted e-mail, other methods which 


comply with FIPS 140-2 are to encrypt the file, use a secure fax, or use a traceable 


mail service. 


b. The Contractor should coordinate with the location of the nearest VA fingerprinting 


office through the COR.  Only electronic fingerprints are authorized.  The Contractor 


shall bring their completed Security and Investigations Center (SIC) Fingerprint 


request form with them (see paragraph d.4. below) when getting fingerprints taken. 


c. The Contractor shall ensure the following required forms are submitted to the COR 


within 5 days after contract award: 


1) Optional Form 306 


2) Self-Certification of Continuous Service 


3) VA Form 0710  


4) Completed SIC Fingerprint Request Form 


The Contractor personnel shall submit all required information related to their 


background investigations (completion of the investigation documents (SF85, SF85P, 


or SF 86) utilizing the Office of Personnel Management’s (OPM) Electronic 


Questionnaire for Investigations Processing (e-QIP) after receiving an email 


notification from the Security and Investigation Center (SIC).  


The Contractor employee shall certify and release the e-QIP document, print and sign the 


signature pages, and send them encrypted to the COR for electronic submission to the 


SIC.  These documents shall be submitted to the COR within 3 business days of 


receipt of the e-QIP notification email.  (Note:  OPM is moving towards a “click to 


sign” process.  If click to sign is used, the Contractor employee should notify the 


COR within 3 business days that documents were signed via e-QIP). 


d. The Contractor shall be responsible for the actions of all personnel provided to work 


for VA under this contract.  In the event that damages arise from work performed by 


Contractor provided personnel, under the auspices of this contract, the Contractor 


shall be responsible for all resources necessary to remedy the incident. 


e. A Contractor may be granted unescorted access to VA facilities and/or access to VA 


Information Technology resources (network and/or protected data) with a favorably 


adjudicated Special Agreement Check (SAC), completed training delineated in VA 
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Handbook 6500.6 (Appendix C, Section 9), signed “Contractor Rules of Behavior”, 


and with a valid, operational PIV credential for PIV-only logical access to VA’s 


network.  A PIV card credential can be issued once your SAC has been favorably 


adjudicated and your background investigation has been scheduled by OPM.  


However, the Contractor will be responsible for the actions of the Contractor 


personnel they provide to perform work for VA.  The investigative history for 


Contractor personnel working under this contract must be maintained in the database 


of OPM. 


f. The Contractor, when notified of an unfavorably adjudicated background 


investigation on a Contractor employee as determined by the Government, shall 


withdraw the employee from consideration in working under the contract. 


Failure to comply with the Contractor personnel security investigative requirements may 


result in loss of physical and/or logical access to VA facilities and systems by 


Contractor and Subcontractor employees and/or termination of the contract for 


default. 


Identity Credential Holders must follow all HSPD-12 policies and procedures as well as 


use and protect their assigned identity credentials in accordance with VA policies and 


procedures, displaying their badges at all times, and returning the identity credentials 


upon termination of their relationship with VA. 


 


Deliverable: 


A. Contractor Staff Roster 


 


6.3 METHOD AND DISTRIBUTION OF DELIVERABLES 


The Contractor shall deliver documentation in electronic format, unless otherwise directed in 


Section B of the solicitation/contract.  Acceptable electronic media include: MS Word 


2000/2003/2007/2010, MS Excel 2000/2003/2007/2010, MS PowerPoint 2000/2003/2007/2010, 


MS Project 2000/2003/2007/2010, MS Access 2000/2003/2007/2010, MS Visio 


2000/2002/2003/2007/2010, AutoCAD 2002/2004/2007/2010, and Adobe Postscript Data 


Format (PDF). 


 


6.4  PERFORMANCE METRICS 


The table below defines the Performance Standards and Acceptable Levels of Performance 


associated with this effort. The Deliverable Metrics/Service Level Agreements (SLA) as 


described in the Performance Work Statement (PWS) are separate from the below Performance 


Standards, but the Contractor’s performance in meeting the SLAs will impact the level of 


performance rating achieved for each performance objective set forth in the table below. 
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Performance Objective Performance Standard Acceptable Levels of 


Performance 


A. Technical / 


Quality of 


Product or 


Service 


1. Demonstrates understanding 


of requirements 


2. Efficient and effective in 


meeting requirements  


3. Meets technical needs and 


mission requirements 


4. Provides quality 


services/products 


Satisfactory or higher 


B. Project 


Milestones and 


Schedule 


1. Established milestones and 


project dates are met 


2. Products completed, 


reviewed, delivered in 


accordance with the 


established schedule 


3. Notifies customer in 


advance of potential 


problems 


Satisfactory or higher 


C. Cost & Staffing 1. Currency of expertise and 


staffing levels appropriate 


2. Personnel possess necessary 


knowledge, skills and 


abilities to perform tasks 


Satisfactory or higher 


D. Management 1. Integration and coordination 


of all activities to execute 


effort 


Satisfactory or higher 


 


The COR will utilize a Quality Assurance Surveillance Plan (QASP) throughout the life of the 


contract to ensure that the Contractor is performing the services required by this PWS in an 


acceptable level of performance.  The Government reserves the right to alter or change the 


surveillance methods in the QASP at its own discretion.   


 


6.4.1 DELIVERABLE METRICS/SERVICE LEVEL AGREEMENTS 


PERFORMANCE 


The Contractor shall meet the required Deliverable Metric/SLA as described in the Performance 


Work Statement (PWS).  However, if the Contractor’s performance falls below a required 


service level, the Contractor shall only be paid for the lower service level provided.  Please be 


advised that the VA’s payment for the lower service level provided in no way waives the 


Government’s right to pursue any remedies available by law, including, but not limited to, 


termination for breach of contract.  Please be further advised that failure to meet the Deliverable 


Metrics/Service Level Agreements as set forth in this PWS shall be considered a condition 


endangering contract performance and may provide grounds for default termination.  The 


Government will conduct a monthly review of the defined SLAs against the Contractor’s 


performance/solution. If a lower service level is assessed in a particular month, the Contractor 


shall provide an itemized invoice detailing the lower service level price (percentage and amount) 


and deducting that lower service level price from the total monthly price of the applicable 


Contract Line Item Number in the following month’s invoice.   
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For and PWS task in which there are multiple SLAs, payment will be calculated for the lowest 


service level provided.  Furthermore, each metric stands alone, therefore, if single event impact 


multiples SLAs across PWS Tasks, the Contractor shall be paid for lower service provided to 


both tasks. 


 


SLAs are set forth in PWS Firm-Fixed-Price tasks 5.3.1, 5.3.3, 5.3.4, 5.3.6, and 5.4.2.  The 


following table provides the calculation and measurement of each Firm-Fixed-Price (FFP) 


Deliverable Metric/SLA specified. 


 


SLA 


ID 


PWS 


Task 


SLA  SLA Metric Percentage of FFP monthly 


payment by the Government 


1 5.3.1 System Availability Aggregate uptime for all MACM 


components no less than 99.9%. 


100% of FFP payment 


Aggregate uptime for all MACM 


components between 99.8% and 


99.5%. 


90% of FFP payment 


Aggregate uptime for all MACM 


components between 99.4% and 


99.1%. 


80% of FFP payment 


Aggregate uptime for all MACM 


components at and below 99.0%. 


70% of FFP Payment 


2 5.3.1 Development 


Environment 


Availability 


Availability no less than 99.9%. 100% of FFP payment 


Availability between 99.8% and 


99.5% 


90% of FFP payment 


Availability between 99.4% and 


99.1% 


80% of FFP payment 


Availability at and below 99.0%. 70% of FFP Payment 


3 5.3.1 Service Availability Availability no less than 99.9%. 100% of FFP payment 


Availability between 99.8% and 


99.5% 


90% of FFP payment 


Availability between 99.4% and 


99.1% 


80% of FFP payment 


Availability at and below 90.0%. 70% of FFP Payment 


4 5.3.1 Service Uptime Services remain online no less than 


99.9% of the time. 


100% of FFP payment 


Services remain online between 


99.8% and 99.5% of the time. 


90% of FFP payment 


Services remain online between 


99.4% and 99.1% of the time. 


80% of FFP payment 


Services remain online below at and 


below 90.0% of the time. 


70% of FFP Payment 


5 5.3.1 Service Reachability Services reachable by outside entities 


no less than 99.9% of the time. 


100% of FFP payment 


Services reachable by outside entities 


between 99.8% and 99.5% of the 


time. 


90% of FFP payment 
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Services reachable by outside entities 


between 99.4% and 99.1% of the 


time. 


80% of FFP payment 


Services reachable by outside entities 


at and below 90.0% of the time. 


70% of FFP Payment 


6 5.3.3 Data Recoverability 


Point Objective 


No more than 15 minutes of data lost. 100% of FFP payment 


No more than 20 minutes of data lost. 90% of FFP payment 


No more than 25 minutes of data lost. 80% of FFP payment 


No more than 30 minutes of data lost. 70% of FFP Payment 


7 5.3.3 Data Recoverability 


Time Objective 


No longer than 24 hours to recover 


data. 


100% of FFP payment 


No longer than 30 hours to recover 


data. 


90% of FFP payment 


No longer than 36 hours to recover 


data. 


80% of FFP payment 


No longer than 48 hours to recover 


data. 


70% of FFP Payment 


8 5.3.3 Data Restoration No longer than 24 hours to restore 


data. 


100% of FFP payment 


No longer than 30 hours to restore 


data. 


90% of FFP payment 


No longer than 36 hours to restore 


data. 


80% of FFP payment 


No longer than 48 hours to restore 


data. 


70% of FFP Payment 


9 5.3.4 Data Collection 


Monitoring 


Average frequency loss of no more 


than 300 seconds per day. 


100% of FFP payment 


Average frequency loss between 301 


and 360 seconds per day. 


90% of FFP payment 


Average frequency loss between 361 


and 420 seconds per day. 


80% of FFP payment 


Average frequency loss more than 


421 seconds per day. 


70% of FFP Payment 


10 5.3.6 Ticket Response No less than 95% of tickets have a 


response time of less than one day. 


100% of FFP payment 


Between 94% and 92% of tickets 


have a response time of less than one 


day. 


90% of FFP payment 


Between 91% and 90% of tickets 


have a response time of less than one 


day. 


80% of FFP payment 


Below 90% of tickets have a response 


time of less than one day. 


70% of FFP Payment 


11 5.3.6 Ticket Time to Close No less than 95% of tickets have a 


response time of less than three days. 


100% of FFP payment 


Between 94% and 90% of tickets 


have a response time of less than 


three days. 


90% of FFP payment 
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Between 89% and 85% of tickets 


have a response time of less than 


three days. 


80% of FFP payment 


Below 85% of tickets have a response 


time of less than three days. 


70% of FFP Payment 


12 5.4.2 Change Control 


Ticket Response 


No less than 95% of tickets have a 


response time of less than one day. 


100% of FFP payment 


Between 94% and 92% of tickets 


have a response time of less than one 


day. 


90% of FFP payment 


Between 91% and 90% of tickets 


have a response time of less than one 


day. 


80% of FFP payment 


Below 90% of tickets have a response 


time of less than one day. 


70% of FFP Payment 


13 5.4.2 Change Control 


Ticket Resolution 


No less than 95% of tickets have a 


resolution time of less than one day. 


100% of FFP payment 


Between 94% and 90% of tickets 


have a resolution time of less than 


one day. 


90% of FFP payment 


Between 89% and 85% of tickets 


have a r resolution time of less than 


one day. 


80% of FFP payment 


Below 85% of tickets have a 


resolution time of less than one day. 


70% of FFP Payment 


 


6.5 FACILITY/RESOURCE PROVISIONS  


 


6.6 GOVERNMENT FURNISHED PROPERTY 


The Government will provide cloud credits to the VAEC-AWS environment. 


 


The VA Program Manager (PM) will provide the following Government Furnished Items (GFI) for 


performance of this contract: 


 


a) Project data for mobile applications projects and for the data center 


b) VA-owned software for App Stores and App catalog products 


c) Access to VA specific systems/network as required for execution of the task via remote 


access technology (e.g. Citrix Access Gateway (CAG)) 


d) VA Enterprise License Agreements 


a. RedHat Enterprise Linux 


b. Microsoft Enterprise 


c. Intersystems Cache 


d. Oracle Weblogic 


e. Oracle Database 


f. Fortify SCA 
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ADDENDUM A – ADDITIONAL VA REQUIREMENTS, CONSOLIDATED 


A1.0 Cyber and Information Security Requirements for VA IT Services 


The Contractor shall ensure adequate LAN/Internet, data, information, and system security in 


accordance with VA standard operating procedures and standard PWS language, conditions, 


laws, and regulations.  The Contractor’s firewall and web server shall meet or exceed VA 


minimum requirements for security.  All VA data shall be protected behind an approved 


firewall.  Any security violations or attempted violations shall be reported to the VA Program 


Manager and VA Information Security Officer as soon as possible.  The Contractor shall follow 


all applicable VA policies and procedures governing information security, especially those that 


pertain to certification and accreditation. 


 


Contractor supplied equipment, PCs of all types, equipment with hard drives, etc. for contract 


services must meet all security requirements that apply to Government Furnished Equipment 


(GFE) and Government Owned Equipment (GOE).  Security Requirements include:  a) VA 


Approved Encryption Software must be installed on all laptops or mobile devices before placed 


into operation, b) Bluetooth equipped devices are prohibited within VA; Bluetooth must be 


permanently disabled or removed from the device, unless the connection uses FIPS 140-2 (or its 


successor) validated encryption, c) VA approved anti-virus and firewall software, d) Equipment 


must meet all VA sanitization requirements and procedures before disposal.  The COR, CO, the 


PM, and the Information Security Officer (ISO) must be notified and verify all security 


requirements have been adhered to. 


 


Each documented initiative under this contract incorporates VA Handbook 6500.6, “Contract 


Security,” March 12, 2010 by reference as though fully set forth therein.  The VA Handbook 


6500.6, “Contract Security” shall also be included in every related agreement, contract or 


order.  The VA Handbook 6500.6, Appendix C, is included in this document as Addendum B. 


 


Training requirements:  The Contractor shall complete all mandatory training courses on the 


current VA training site, the VA Talent Management System (TMS), and will be tracked therein.  


The TMS may be accessed at https://www.tms.va.gov. If you do not have a TMS profile, go to 


https://www.tms.va.gov and click on the “Create New User” link on the TMS to gain access. 


 


Contractor employees shall complete a VA Systems Access Agreement if they are provided 


access privileges as an authorized user of the computer system of VA. 


 


A2.0 VA Enterprise Architecture Compliance 


The applications, supplies, and services furnished under this contract must comply with One-VA 


Enterprise Architecture (EA), available at http://www.ea.oit.va.gov/index.asp in force at the time 


of issuance of this contract, including the Program Management Plan and VA's rules, standards, 


and guidelines in the Technical Reference Model/Standards Profile (TRMSP).  VA reserves the 


right to assess contract deliverables for EA compliance prior to acceptance. 


 


A2.1. VA Internet and Intranet Standards 


The Contractor shall adhere to and comply with VA Directive 6102 and VA Handbook 6102, 


Internet/Intranet Services, including applicable amendments and changes, if the Contractor’s 


work includes managing, maintaining, establishing and presenting information on VA’s 


Internet/Intranet Service Sites.  This pertains, but is not limited to: creating announcements; 


collecting information; databases to be accessed, graphics and links to external sites.  


 



https://www.tms.va.gov/

https://www.tms.va.gov/

http://www.ea.oit.va.gov/index.asp
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Internet/Intranet Services Directive 6102 is posted at (copy and paste the following URL to 


browser): http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=409&FType=2 


 


Internet/Intranet Services Handbook 6102 is posted at (copy and paste following URL to 


browser):  http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=410&FType=2 


 


A3.0 Notice of the Federal Accessibility Law Affecting All Electronic and Information 


Technology Procurements (Section 508) 


On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to require that 


when Federal departments or agencies develop, procure, maintain, or use Electronic and 


Information Technology, that they shall ensure it allows Federal employees with disabilities to 


have access to and use of information and data that is comparable to the access to and use of 


information and data by other Federal employees.  Section 508 required the Architectural and 


Transportation Barriers Compliance Board (Access Board) to publish standards setting forth a 


definition of electronic and information technology and the technical and functional criteria for 


such technology to comply with Section 508. These standards have been developed and 


published with an effective date of December 21, 2000. Federal departments and agencies shall 


develop all Electronic and Information Technology requirements to comply with the standards 


found in 36 CFR 1194. 


 


A3.1. Section 508 – Electronic and Information Technology (EIT) Standards 


The Section 508 standards established by the Architectural and Transportation Barriers 


Compliance Board (Access Board) are incorporated into, and made part of all VA orders, 


solicitations and purchase orders developed to procure Electronic and Information Technology 


(EIT). These standards are found in their entirety at: https://www.access-board.gov/guidelines-


and-standards/communications-and-it/about-the-section-508-standards/section-508-standards.  A 


printed copy of the standards will be supplied upon request.  The Contractor shall comply with 


the technical standards as marked:  


 


 § 1194.21 Software applications and operating systems 


 § 1194.22 Web-based intranet and internet information and applications 


 § 1194.23 Telecommunications products 


 § 1194.24 Video and multimedia products 


 § 1194.25 Self-contained, closed products 


 § 1194.26 Desktop and portable computers 


 § 1194.31 Functional Performance Criteria 


 § 1194.41 Information, Documentation, and Support 


 


A3.2. Equivalent Facilitation 


Alternatively, offerors may propose products and services that provide equivalent facilitation, 


pursuant to Section 508, subpart A, §1194.5. Such offerors will be considered to have provided 


equivalent facilitation when the proposed deliverables result in substantially equivalent or greater 


access to and use of information for those with disabilities.  


 


A3.3. Compatibility with Assistive Technology 


The Section 508 standards do not require the installation of specific accessibility-related software 


or the attachment of an assistive technology device. Section 508 requires that the EIT be 


compatible with such software and devices so that EIT can be accessible to and usable by 



http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=409&FType=2

http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=410&FType=2

https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/section-508-standards

https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/section-508-standards
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individuals using assistive technology, including but not limited to screen readers, screen 


magnifiers, and speech recognition software. 


 


A3.4. Acceptance and Acceptance Testing 


Deliverables resulting from this solicitation will be accepted based in part on satisfaction of the 


identified Section 508 standards’ requirements for accessibility and must include final test results 


demonstrating Section 508 compliance.  


 


Deliverables should meet applicable accessibility requirements and should not adversely affect 


accessibility features of existing EIT technologies.  The Government reserves the right to 


independently test for Section 508 Compliance before delivery. The Contractor shall be able to 


demonstrate Section 508 Compliance upon delivery. 


 


Automated test tools and manual techniques are used in the VA Section 508 compliance 


assessment. 


 


Deliverables:   


A. Final Section 508 Compliance Test Results 


 


A4.0 Physical Security & Safety Requirements: 


The Contractor and their personnel shall follow all VA policies, standard operating procedures, 


applicable laws and regulations while on VA property.  Violations of VA regulations and 


policies may result in citation and disciplinary measures for persons violating the law. 


1. The Contractor and their personnel shall wear visible identification at all times while 


they are on the premises. 


2. VA does not provide parking spaces at the work site; the Contractor must obtain 


parking at the work site if needed.  It is the responsibility of the Contractor to park in 


the appropriate designated parking areas.  VA will not invalidate or make 


reimbursement for parking violations of the Contractor under any conditions. 


3. Smoking is prohibited inside/outside any building other than the designated smoking 


areas. 


4. Possession of weapons is prohibited. 


5. The Contractor shall obtain all necessary licenses and/or permits required to perform 


the work, with the exception of software licenses that need to be procured from a 


Contractor or vendor in accordance with the requirements document.  The 


Contractor shall take all reasonable precautions necessary to protect persons and 


property from injury or damage during the performance of this contract. 


 


A5.0 Confidentiality and Non-Disclosure 


The Contractor shall follow all VA rules and regulations regarding information security to 


prevent disclosure of sensitive information to unauthorized individuals or organizations. 


 


The Contractor may have access to Protected Health Information (PHI) and Electronic Protected 


Health Information (EPHI) that is subject to protection under the regulations issued by the 


Department of Health and Human Services, as mandated by the Health Insurance Portability and 


Accountability Act of 1996 (HIPAA); 45 CFR Parts 160 and 164, Subparts A and E, the 


Standards for Privacy of Individually Identifiable Health Information (“Privacy Rule”); and 45 


CFR Parts 160 and 164, Subparts A and C, the Security Standard (“Security Rule”).  Pursuant to 
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the Privacy and Security Rules, the Contractor must agree in writing to certain mandatory 


provisions regarding the use and disclosure of PHI and EPHI.   


1. The Contractor will have access to some privileged and confidential materials of 


VA.  These printed and electronic documents are for internal use only, are not to be 


copied or released without permission, and remain the sole property of VA.  Some of 


these materials are protected by the Privacy Act of 1974 (revised by PL 93-5791) 


and Title 38.  Unauthorized disclosure of Privacy Act or Title 38 covered materials 


is a criminal offense. 


2. The VA CO will be the sole authorized official to release in writing, any data, draft 


deliverables, final deliverables, or any other written or printed materials pertaining to 


this contract. The Contractor shall release no information.  Any request for 


information relating to this contract presented to the Contractor shall be submitted to 


the VA CO for response. 


3. Contractor personnel recognize that in the performance of this effort, Contractor 


personnel may receive or have access to sensitive information, including information 


provided on a proprietary basis by carriers, equipment manufacturers and other 


private or public entities.  Contractor personnel agree to safeguard such information 


and use the information exclusively in the performance of this contract.  Contractor 


shall follow all VA rules and regulations regarding information security to prevent 


disclosure of sensitive information to unauthorized individuals or organizations as 


enumerated in this section and elsewhere in this Contract and its subparts and 


appendices. 


4. Contractor shall limit access to the minimum number of personnel necessary for 


contract performance for all information considered sensitive or proprietary in 


nature.  If the Contractor is uncertain of the sensitivity of any information obtained 


during the performance this contract, the Contractor has a responsibility to ask the 


VA CO. 


5. Contractor shall train all of their employees involved in the performance of this 


contract on their roles and responsibilities for proper handling and nondisclosure of 


sensitive VA or proprietary information.  Contractor personnel shall not engage in 


any other action, venture or employment wherein sensitive information shall be used 


for the profit of any party other than those furnishing the information. The sensitive 


information transferred, generated, transmitted, or stored herein is for VA benefit 


and ownership alone.  


6. Contractor shall maintain physical security at all facilities housing the activities 


performed under this contract, including any Contractor facilities according to VA-


approved guidelines and directives.  The Contractor shall ensure that security 


procedures are defined and enforced to ensure all personnel who are provided access 


to patient data must comply with published procedures to protect the privacy and 


confidentiality of such information as required by VA. 


7. Contractor must adhere to the following: 


a. The use of “thumb drives” or any other medium for transport of information 


is expressly prohibited. 


b. Controlled access to system and security software and documentation. 


c. Recording, monitoring, and control of passwords and privileges. 


d. All terminated personnel are denied physical and electronic access to all 


data, program listings, data processing equipment and systems. 







36C10B18R2609 


 


Page 79 of 128 


e. VA, as well as any Contractor (or Subcontractor) systems used to support 


development, provide the capability to cancel immediately all access 


privileges and authorizations upon employee termination. 


f. Contractor PM and VA PM are informed within twenty-four (24) hours of 


any employee termination. 


g. Acquisition sensitive information shall be marked "Acquisition Sensitive" 


and shall be handled as "For Official Use Only (FOUO)". 


h. Contractor does not require access to classified data. 


8. Regulatory standard of conduct governs all personnel directly and indirectly 


involved in procurements.  All personnel engaged in procurement and related 


activities shall conduct business in a manner above reproach and, except as 


authorized by statute or regulation, with complete impartiality and with preferential 


treatment for none.  The general rule is to strictly avoid any conflict of interest or 


even the appearance of a conflict of interest in VA/Contractor relationships. 


9. VA Form 0752 shall be completed by all Contractor employees working on this 


contract, and shall be provided to the CO before any work is performed.  In the case 


that Contractor personnel are replaced in the future, their replacements shall 


complete VA Form 0752 prior to beginning work. 


 


A6.0 INFORMATION TECHNOLOGY USING ENERGY-EFFICIENT PRODUCTS  


The Contractor shall comply with Sections 524 and Sections 525 of the Energy Independence 


and Security Act of 2007; Section 104 of the Energy Policy Act of 2005; Executive Order 13693, 


“Planning for Federal Sustainability in the Next Decade”, dated March 19, 2015; Executive 


Order 13221, “Energy-Efficient Standby Power Devices,” dated August 2, 2001; and the Federal 


Acquisition Regulation (FAR) to provide ENERGY STAR®, Federal Energy Management 


Program (FEMP) designated, low standby power, and Electronic Product Environmental 


Assessment Tool (EPEAT) registered products in providing information technology products 


and/or services.  


 


The Contractor shall ensure that information technology products are procured and/or services 


are performed with products that meet and/or exceed ENERGY STAR, FEMP designated, low 


standby power, and EPEAT guidelines. The Contractor shall provide/use products that earn the 


ENERGY STAR label and meet the ENERGY STAR specifications for energy efficiency.  


Specifically, the Contractor shall: 


 


1. Provide/use ENERGY STAR products, as specified at www.energystar.gov/products 


(contains complete product specifications and updated lists of qualifying products).  


 


2. Provide/use the purchasing specifications listed for FEMP designated products at 


https://www4.eere.energy.gov/femp/requirements/laws_and_requirements/energy_star_a


nd_femp_designated_products_procurement_requirements . The Contractor shall use the 


low standby power products specified at http://energy.gov/eere/femp/low-standby-power-


products.  


 


3. Provide/use EPEAT registered products as specified at www.epeat.net. At a minimum, 


the Contractor shall acquire EPEAT® Bronze registered products.  EPEAT registered 


products are required to meet the technical specifications of ENERGY STAR, but are not 


automatically on the ENERGY STAR qualified product lists. The Contractor shall ensure 



http://www.energystar.gov/products

https://www4.eere.energy.gov/femp/requirements/laws_and_requirements/energy_star_and_femp_designated_products_procurement_requirements

https://www4.eere.energy.gov/femp/requirements/laws_and_requirements/energy_star_and_femp_designated_products_procurement_requirements

http://energy.gov/eere/femp/low-standby-power-products

http://energy.gov/eere/femp/low-standby-power-products

http://www.epeat.net/
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that applicable products are on both the EPEAT Registry and ENERGY STAR Qualified 


Product Lists. 


 


4. The Contractor shall use these products to the maximum extent possible without 


jeopardizing the intended end use or detracting from the overall quality delivered to the 


end user.  


 


The following is a list of information technology products for which ENERGY STAR, FEMP 


designated, low standby power, and EPEAT registered products are available:  


 


1. Computer Desktops, Laptops, Notebooks, Displays, Monitors, Integrated Desktop 


Computers, Workstation Desktops, Thin Clients, Disk Drives 


2. Imaging Equipment (Printers, Copiers, Multi-Function Devices, Scanners, Fax Machines, 


Digital Duplicators, Mailing Machines) 


3. Televisions, Multimedia Projectors 


 


This list is continually evolving, and as a result is not all-inclusive.  
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ADDENDUM B – VA INFORMATION AND INFORMATION SYSTEM 


SECURITY/PRIVACY LANGUAGE 


APPLICABLE PARAGRAPHS TAILORED FROM: THE VA INFORMATION AND 


INFORMATION SYSTEM SECURITY/PRIVACY LANGUAGE, VA HANDBOOK 6500.6, 


APPENDIX C, MARCH 12, 2010 


 


B1. GENERAL 


Contractors, Contractor personnel, Subcontractors, and Subcontractor personnel shall be subject 


to the same Federal laws, regulations, standards, and VA Directives and Handbooks as VA and 


VA personnel regarding information and information system security. 


 


B2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS 


1. A Contractor/Subcontractor shall request logical (technical) or physical access to VA 


information and VA information systems for their employees, Subcontractors, and affiliates only 


to the extent necessary to perform the services specified in the contract, agreement, or task order. 


 


2. All Contractors, Subcontractors, and third-party servicers and associates working with 


VA information are subject to the same investigative requirements as those of VA appointees or 


employees who have access to the same types of information. The level and process of 


background security investigations for Contractors must be in accordance with VA Directive and 


Handbook 0710, Personnel Suitability and Security Program. The Office for Operations, 


Security, and Preparedness is responsible for these policies and procedures. 


 


3. Contract personnel who require access to national security programs must have a valid 


security clearance. National Industrial Security Program (NISP) was established by Executive 


Order 12829 to ensure that cleared U.S. defense industry contract personnel safeguard the 


classified information in their possession while performing work on contracts, programs, bids, or 


research and development efforts. The Department of Veterans Affairs does not have a 


Memorandum of Agreement with Defense Security Service (DSS). Verification of a Security 


Clearance must be processed through the Special Security Officer located in the Planning and 


National Security Service within the Office of Operations, Security, and Preparedness. 


 


4. Custom software development and outsourced operations must be located in the U.S. to 


the maximum extent practical. If such services are proposed to be performed abroad and are not 


disallowed by other VA policy or mandates (e.g. Business Associate Agreement, Section 3G), 


the Contractor/Subcontractor must state where all non-U.S. services are provided and detail a 


security plan, deemed to be acceptable by VA, specifically to address mitigation of the resulting 


problems of communication, control, data protection, and so forth. Location within the U.S. may 


be an evaluation factor.  


 


5. The Contractor or Subcontractor must notify the CO immediately when an employee 


working on a VA system or with access to VA information is reassigned or leaves the Contractor 


or Subcontractor’s employ. The CO must also be notified immediately by the Contractor or 


Subcontractor prior to an unfriendly termination. 


 


B3. VA INFORMATION CUSTODIAL LANGUAGE 


1. Information made available to the Contractor or Subcontractor by VA for the 


performance or administration of this contract or information developed by the 


Contractor/Subcontractor in performance or administration of the contract shall be used only for 







36C10B18R2609 


 


Page 82 of 128 


those purposes and shall not be used in any other way without the prior written agreement of VA. 


This clause expressly limits the Contractor/Subcontractor's rights to use data as described in 


Rights in Data - General, FAR 52.227-14(d) (1). 


 


2. VA information should not be co-mingled, if possible, with any other data on the 


Contractors/Subcontractor’s information systems or media storage systems in order to ensure VA 


requirements related to data protection and media sanitization can be met. If co-mingling must be 


allowed to meet the requirements of the business need, the Contractor must ensure that VA 


information is returned to VA or destroyed in accordance with VA’s sanitization requirements. 


VA reserves the right to conduct on site inspections of Contractor and Subcontractor IT 


resources to ensure data security controls, separation of data and job duties, and 


destruction/media sanitization procedures are in compliance with VA directive requirements. 


 


3. Prior to termination or completion of this contract, Contractor/Subcontractor must not 


destroy information received from VA, or gathered/created by the Contractor in the course of 


performing this contract without prior written approval by VA. Any data destruction done on 


behalf of VA by a Contractor/Subcontractor must be done in accordance with National Archives 


and Records Administration (NARA) requirements as outlined in VA Directive 6300, Records 


and Information Management and its Handbook 6300.1 Records Management Procedures, 


applicable VA Records Control Schedules, and VA Handbook 6500.1, Electronic Media 


Sanitization. Self-certification by the Contractor that the data destruction requirements above 


have been met must be sent to the VA CO within 30 days of termination of the contract. 


 


4. The Contractor/Subcontractor must receive, gather, store, back up, maintain, use, disclose 


and dispose of VA information only in compliance with the terms of the contract and applicable 


Federal and VA information confidentiality and security laws, regulations and policies. If 


Federal or VA information confidentiality and security laws, regulations and policies become 


applicable to VA information or information systems after execution of the contract, or if NIST 


issues or updates applicable FIPS or Special Publications (SP) after execution of this contract, 


the parties agree to negotiate in good faith to implement the information confidentiality and 


security laws, regulations and policies in this contract.  


 


5. The Contractor/Subcontractor shall not make copies of VA information except as 


authorized and necessary to perform the terms of the agreement or to preserve electronic 


information stored on Contractor/Subcontractor electronic storage media for restoration in case 


any electronic equipment or data used by the Contractor/Subcontractor needs to be restored to an 


operating state. If copies are made for restoration purposes, after the restoration is complete, the 


copies must be appropriately destroyed.  


 


6. If VA determines that the Contractor has violated any of the information confidentiality, 


privacy, and security provisions of the contract, it shall be sufficient grounds for VA to withhold 


payment to the Contractor or third party or terminate the contract for default or terminate for 


cause under Federal Acquisition Regulation (FAR) part 12.  


 


7. If a VHA contract is terminated for cause, the associated Business Associate Agreement 


(BAA) must also be terminated and appropriate actions taken in accordance with VHA 


Handbook 1600.05, Business Associate Agreements. Absent an agreement to use or disclose 


protected health information, there is no business associate relationship.  
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8. The Contractor/Subcontractor must store, transport, or transmit VA sensitive information 


in an encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2 


validated. 


 


9. The Contractor/Subcontractor’s firewall and Web services security controls, if applicable, 


shall meet or exceed VA minimum requirements. VA Configuration Guidelines are available 


upon request. 


 


10. Except for uses and disclosures of VA information authorized by this contract for 


performance of the contract, the Contractor/Subcontractor may use and disclose VA information 


only in two other situations: (i) in response to a qualifying order of a court of competent 


jurisdiction, or (ii) with VA prior written approval. The Contractor/Subcontractor must refer all 


requests for, demands for production of, or inquiries about, VA information and information 


systems to the VA CO for response. 


 


11. Notwithstanding the provision above, the Contractor/Subcontractor shall not release VA 


records protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records 


and/or Title 38 U.S.C. 7332, confidentiality of certain health records pertaining to drug 


addiction, sickle cell anemia, alcoholism or alcohol abuse, or infection with human 


immunodeficiency virus. If the Contractor/Subcontractor is in receipt of a court order or other 


requests for the above mentioned information, that Contractor/Subcontractor shall immediately 


refer such court orders or other requests to the VA CO for response. 


 


12. For service that involves the storage, generating, transmitting, or exchanging of VA 


sensitive information but does not require Assessment and Authorization (A&A) or a 


Memorandum of Understanding-Interconnection Security Agreement (MOU-ISA) for system 


interconnection, the Contractor/Subcontractor must complete a Contractor Security Control 


Assessment (CSCA) on a yearly basis and provide it to the COR. 


 


B4. INFORMATION SYSTEM DESIGN AND DEVELOPMENT 


1. Information systems that are designed or developed for or on behalf of VA at non-VA 


facilities shall comply with all VA directives developed in accordance with FISMA, HIPAA, 


NIST, and related VA security and privacy control requirements for Federal information 


systems. This includes standards for the protection of electronic PHI, outlined in 45 C.F.R. Part 


164, Subpart C, information and system security categorization level designations in accordance 


with FIPS 199 and FIPS 200 with implementation of all baseline security controls commensurate 


with the FIPS 199 system security categorization (reference VA Handbook 6500, Risk 


Management Framework for VA Information Systems – Tier 3: VA Information Security 


Program, and the TIC Reference Architecture). During the development cycle a Privacy Impact 


Assessment (PIA) must be completed, provided to the COR, and approved by the VA Privacy 


Service in accordance with Directive 6508, Implementation of Privacy Threshold Analysis and 


Privacy Impact Assessment. 


 


2. The Contractor/Subcontractor shall certify to the COR that applications are fully 


functional and operate correctly as intended on systems using the VA Federal Desktop Core 


Configuration (FDCC), and the common security configuration guidelines provided by NIST or 


VA. This includes Internet Explorer 11 configured to operate on Windows 7 and future versions, 


as required. 


 







36C10B18R2609 


 


Page 84 of 128 


3. The standard installation, operation, maintenance, updating, and patching of software 


shall not alter the configuration settings from the VA approved and FDCC configuration. 


Information technology staff must also use the Windows Installer Service for installation to the 


default “program files” directory and silently install and uninstall. 


 


4. Applications designed for normal end users shall run in the standard user context without 


elevated system administration privileges. 


 


5. The security controls must be designed, developed, approved by VA, and implemented in 


accordance with the provisions of VA security system development life cycle as outlined in 


NIST Special Publication 800-37, Guide for Applying the Risk Management Framework to 


Federal Information Systems, VA Handbook 6500, Risk Management Framework for VA 


Information Systems – Tier 3:  VA Information Security Program and VA Handbook 6500.5, 


Incorporating Security and Privacy in System Development Lifecycle. 


 


6. The Contractor/Subcontractor is required to design, develop, or operate a System of 


Records Notice (SOR) on individuals to accomplish an agency function subject to the Privacy 


Act of 1974, (as amended), Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and 


applicable agency regulations. Violation of the Privacy Act may involve the imposition of 


criminal and civil penalties. 


 


7. The Contractor/Subcontractor agrees to: 


 


a. Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations 


issued under the Act in the design, development, or operation of any system of records on 


individuals to accomplish an agency function when the contract specifically identifies: 


 


i. The Systems of Records (SOR); and 


 


ii. The design, development, or operation work that the Contractor/Subcontractor is to 


perform; 


 


b. Include the Privacy Act notification contained in this contract in every solicitation and 


resulting subcontract and in every subcontract awarded without a solicitation, when the work 


statement in the proposed subcontract requires the redesign, development, or operation of a SOR 


on individuals that is subject to the Privacy Act; and 


 


c. Include this Privacy Act clause, including this subparagraph (c), in all subcontracts 


awarded under this contract which requires the design, development, or operation of such a SOR. 


 


8. In the event of violations of the Act, a civil action may be brought against the agency 


involved when the violation concerns the design, development, or operation of a SOR on 


individuals to accomplish an agency function, and criminal penalties may be imposed upon the 


officers or employees of the agency when the violation concerns the operation of a SOR on 


individuals to accomplish an agency function. For purposes of the Act, when the contract is for 


the operation of a SOR on individuals to accomplish an agency function, the 


Contractor/Subcontractor is considered to be an employee of the agency. 


 







36C10B18R2609 


 


Page 85 of 128 


a. “Operation of a System of Records” means performance of any of the activities 


associated with maintaining the SOR, including the collection, use, maintenance, and 


dissemination of records. 


 


b. “Record” means any item, collection, or grouping of information about an individual that 


is maintained by an agency, including, but not limited to, education, financial transactions, 


medical history, and criminal or employment history and contains the person’s name, or 


identifying number, symbol, or any other identifying particular assigned to the individual, such 


as a fingerprint or voiceprint, or a photograph. 


 


c. “System of Records” means a group of any records under the control of any agency from 


which information is retrieved by the name of the individual or by some identifying number, 


symbol, or other identifying particular assigned to the individual. 


 


9. The vendor shall ensure the security of all procured or developed systems and 


technologies, including their subcomponents (hereinafter referred to as “Systems”), throughout 


the life of this contract and any extension, warranty, or maintenance periods. This includes, but is 


not limited to workarounds, patches, hot fixes, upgrades, and any physical components (hereafter 


referred to as Security Fixes) which may be necessary to fix all security vulnerabilities published 


or known to the vendor anywhere in the Systems, including Operating Systems and firmware. 


The vendor shall ensure that Security Fixes shall not negatively impact the Systems. 


 


10. The vendor shall notify VA within 24 hours of the discovery or disclosure of successful 


exploits of the vulnerability which can compromise the security of the Systems (including the 


confidentiality or integrity of its data and operations, or the availability of the system). Such 


issues shall be remediated as quickly as is practical based upon the severity of the incident. 


 


11. When the Security Fixes involve installing third party patches (such as Microsoft OS 


patches or Adobe Acrobat), the vendor will provide written notice to VA that the patch has been 


validated as not affecting the Systems within 10 working days. When the vendor is responsible 


for operations or maintenance of the Systems, they shall apply the Security Fixes based on the 


requirements identified within the contract. 


 


12. All other vulnerabilities shall be remediated as specified in this paragraph in a timely 


manner based on risk, but within 60 days of discovery or disclosure. Exceptions to this paragraph 


(e.g. for the convenience of VA) shall only be granted with approval of the CO and the VA 


Assistant Secretary for Office of Information and Technology. 


 


B5. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE 


1. For information systems that are hosted, operated, maintained, or used on behalf of VA at 


non-VA facilities, Contractors/Subcontractors are fully responsible and accountable for ensuring 


compliance with all HIPAA, Privacy Act, FISMA, NIST, FIPS, and VA security and privacy 


directives and handbooks. This includes conducting compliant risk assessments, routine 


vulnerability scanning, system patching and change management procedures, and the completion 


of an acceptable contingency plan for each system. The Contractor’s security control procedures 


must be equivalent, to those procedures used to secure VA systems. A Privacy Impact 


Assessment (PIA) must also be provided to the COR and approved by VA Privacy Service prior 


to operational approval. All external Internet connections to VA network involving VA 


information must be in accordance with the TIC Reference Architecture and reviewed and 
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approved by VA prior to implementation.  For Cloud Services hosting, the Contractor shall also 


ensure compliance with the Federal Risk and Authorization Management Program (FedRAMP).  


 


2. Adequate security controls for collecting, processing, transmitting, and storing of 


Personally Identifiable Information (PII), as determined by the VA Privacy Service, must be in 


place, tested, and approved by VA prior to hosting, operation, maintenance, or use of the 


information system, or systems by or on behalf of VA. These security controls are to be assessed 


and stated within the PIA and if these controls are determined not to be in place, or inadequate, a 


Plan of Action and Milestones (POA&M) must be submitted and approved prior to the collection 


of PII. 


 


3. Outsourcing (Contractor facility, Contractor equipment or Contractor staff) of systems or 


network operations, telecommunications services, or other managed services requires A&A of 


the Contractor’s systems in accordance with VA Handbook 6500.3, Assessment, Authorization 


and Continuous Monitoring of VA Information Systems and/or the VA OCS Certification 


Program Office. Government-owned (Government facility or Government equipment) 


Contractor-operated systems, third party or business partner networks require memorandums of 


understanding and interconnection security agreements (MOU-ISA) which detail what data types 


are shared, who has access, and the appropriate level of security controls for all systems 


connected to VA networks. 


 


4. The Contractor/Subcontractor’s system must adhere to all FISMA, FIPS, and NIST 


standards related to the annual FISMA security controls assessment and review and update the 


PIA. Any deficiencies noted during this assessment must be provided to the VA CO and the ISO 


for entry into the VA POA&M management process. The Contractor/Subcontractor must use the 


VA POA&M process to document planned remedial actions to address any deficiencies in 


information security policies, procedures, and practices, and the completion of those activities. 


Security deficiencies must be corrected within the timeframes approved by the Government. 


Contractor/Subcontractor procedures are subject to periodic, unannounced assessments by VA 


officials, including the VA Office of Inspector General. The physical security aspects associated 


with Contractor/Subcontractor activities must also be subject to such assessments. If major 


changes to the system occur that may affect the privacy or security of the data or the system, the 


A&A of the system may need to be reviewed, retested and re-authorized per VA Handbook 


6500.3. This may require reviewing and updating all of the documentation (PIA, System Security 


Plan, and Contingency Plan). The Certification Program Office can provide guidance on whether 


a new A&A would be necessary. 


 


5. The Contractor/Subcontractor must conduct an annual self assessment on all systems and 


outsourced services as required. Both hard copy and electronic copies of the assessment must be 


provided to the COR. The Government reserves the right to conduct such an assessment using 


Government personnel or another Contractor/Subcontractor. The Contractor/Subcontractor must 


take appropriate and timely action (this can be specified in the contract) to correct or mitigate 


any weaknesses discovered during such testing, generally at no additional cost. 


 


6. VA prohibits the installation and use of personally-owned or Contractor/Subcontractor 


owned equipment or software on the VA network. If non-VA owned equipment must be used to 


fulfill the requirements of a contract, it must be stated in the service agreement, SOW or 


contract. All of the security controls required for Government furnished equipment (GFE) must 


be utilized in approved other equipment (OE) and must be funded by the owner of the 
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equipment. All remote systems must be equipped with, and use, a VA-approved antivirus (AV) 


software and a personal (host-based or enclave based) firewall that is configured with a VA 


approved configuration. Software must be kept current, including all critical updates and patches. 


Owners of approved OE are responsible for providing and maintaining the anti-viral software 


and the firewall on the non-VA owned OE. 


 


7. All electronic storage media used on non-VA leased or non-VA owned IT equipment that 


is used to store, process, or access VA information must be handled in adherence with VA 


Handbook 6500.1, Electronic Media Sanitization upon: (i) completion or termination of the 


contract or (ii) disposal or return of the IT equipment by the Contractor/Subcontractor or any 


person acting on behalf of the Contractor/Subcontractor, whichever is earlier. Media (hard 


drives, optical disks, CDs, back-up tapes, etc.) used by the Contractors/Subcontractors that 


contain VA information must be returned to VA for sanitization or destruction or the 


Contractor/Subcontractor must self-certify that the media has been disposed of per 6500.1 


requirements. This must be completed within 30 days of termination of the contract. 


 


8. Bio-Medical devices and other equipment or systems containing media (hard drives, 


optical disks, etc.) with VA sensitive information must not be returned to the vendor at the end of 


lease, for trade-in, or other purposes. The options are: 


 


1) Vendor must accept the system without the drive; 


 


2) VA’s initial medical device purchase includes a spare drive which must be installed in 


place of the original drive at time of turn-in; or 


 


3) VA must reimburse the company for media at a reasonable open market replacement cost 


at time of purchase. 


 


4) Due to the highly specialized and sometimes proprietary hardware and software associated 


with medical equipment/systems, if it is not possible for VA to retain the hard drive, then; 


 


a) The equipment vendor must have an existing BAA if the device being traded in has 


sensitive information stored on it and hard drive(s) from the system are being returned 


physically intact; and 


 


b) Any fixed hard drive on the device must be non-destructively sanitized to the greatest 


extent possible without negatively impacting system operation. Selective clearing down to 


patient data folder level is recommended using VA approved and validated overwriting 


technologies/methods/tools. Applicable media sanitization specifications need to be 


preapproved and described in the purchase order or contract. 


 


c) A statement needs to be signed by the Director (System Owner) that states that the drive 


could not be removed and that (a) and (b) controls above are in place and completed. The ISO 


needs to maintain the documentation. 


 


B6. SECURITY INCIDENT INVESTIGATION 


1. The term “security incident” means an event that has, or could have, resulted in 


unauthorized access to, loss or damage to VA assets, or sensitive information, or an action that 


breaches VA security procedures. The Contractor/Subcontractor shall immediately notify the 
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COR and simultaneously, the designated ISO and Privacy Officer for the contract of any known 


or suspected security/privacy incidents, or any unauthorized disclosure of sensitive information, 


including that contained in system(s) to which the Contractor/Subcontractor has access. 


 


2. To the extent known by the Contractor/Subcontractor, the Contractor/Subcontractor’s 


notice to VA shall identify the information involved, the circumstances surrounding the incident 


(including to whom, how, when, and where the VA information or assets were placed at risk or 


compromised), and any other information that the Contractor/Subcontractor considers relevant. 


 


3. With respect to unsecured protected health information, the business associate is deemed 


to have discovered a data breach when the business associate knew or should have known of a 


breach of such information. Upon discovery, the business associate must notify the covered 


entity of the breach. Notifications need to be made in accordance with the executed business 


associate agreement. 


 


4. In instances of theft or break-in or other criminal activity, the Contractor/Subcontractor 


must concurrently report the incident to the appropriate law enforcement entity (or entities) of 


jurisdiction, including the VA OIG and Security and Law Enforcement. The Contractor, its 


employees, and its Subcontractors and their employees shall cooperate with VA and any law 


enforcement authority responsible for the investigation and prosecution of any possible criminal 


law violation(s) associated with any incident. The Contractor/Subcontractor shall cooperate with 


VA in any civil litigation to recover VA information, obtain monetary or other compensation 


from a third party for damages arising from any incident, or obtain injunctive relief against any 


third party arising from, or related to, the incident. 


 


B7. LIQUIDATED DAMAGES FOR DATA BREACH 


1. Consistent with the requirements of 38 U.S.C. §5725, a contract may require access to 


sensitive personal information. If so, the Contractor is liable to VA for liquidated damages in the 


event of a data breach or privacy incident involving any SPI the Contractor/Subcontractor 


processes or maintains under this contract.  However, it is the policy of VA to forgo collection of 


liquidated damages in the event the Contractor provides payment of actual damages in an amount 


determined to be adequate by the agency. 


 


2. The Contractor/Subcontractor shall provide notice to VA of a “security incident” as set 


forth in the Security Incident Investigation section above. Upon such notification, VA must 


secure from a non-Department entity or the VA Office of Inspector General an independent risk 


analysis of the data breach to determine the level of risk associated with the data breach for the 


potential misuse of any sensitive personal information involved in the data breach. The term 'data 


breach' means the loss, theft, or other unauthorized access, or any access other than that 


incidental to the scope of employment, to data containing sensitive personal information, in 


electronic or printed form, that results in the potential compromise of the confidentiality or 


integrity of the data. Contractor shall fully cooperate with the entity performing the risk analysis. 


Failure to cooperate may be deemed a material breach and grounds for contract termination. 


 


3. Each risk analysis shall address all relevant information concerning the data breach, 


including the following: 


 


1) Nature of the event (loss, theft, unauthorized access); 


2) Description of the event, including: 
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a) date of occurrence; 


b) data elements involved, including any PII, such as full name, social security number, 


date of birth, home address, account number, disability code; 


3) Number of individuals affected or potentially affected; 


4) Names of individuals or groups affected or potentially affected; 


5) Ease of logical data access to the lost, stolen or improperly accessed data in light of the 


degree of protection for the data, e.g., unencrypted, plain text; 


6) Amount of time the data has been out of VA control; 


7) The likelihood that the sensitive personal information will or has been compromised 


(made accessible to and usable by unauthorized persons); 


8) Known misuses of data containing sensitive personal information, if any; 


9) Assessment of the potential harm to the affected individuals; 


10) Data breach analysis as outlined in 6500.2 Handbook, Management of Breaches 


Involving Sensitive Personal Information, as appropriate; and 


11) Whether credit protection services may assist record subjects in avoiding or mitigating 


the results of identity theft based on the sensitive personal information that may have been 


compromised. 


 


4. Based on the determinations of the independent risk analysis, the Contractor shall be 


responsible for paying to VA liquidated damages in the amount of $37.50 per affected individual 


to cover the cost of providing credit protection services to affected individuals consisting of the 


following: 


 


1) Notification; 


2) One year of credit monitoring services consisting of automatic daily monitoring of at 


least 3 relevant credit bureau reports; 


3) Data breach analysis; 


4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and 


credit freezes, to assist affected individuals to bring matters to resolution; 


5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and 


6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit 


records, histories, or financial affairs. 


 


B8. SECURITY CONTROLS COMPLIANCE TESTING 


On a periodic basis, VA, including the Office of Inspector General, reserves the right to evaluate 


any or all of the security controls and privacy practices implemented by the Contractor under the 


clauses contained within the contract. With 10 working-day’s notice, at the request of the 


Government, the Contractor must fully cooperate and assist in a Government-sponsored security 


controls assessment at each location wherein VA information is processed or stored, or 


information systems are developed, operated, maintained, or used on behalf of VA, including 


those initiated by the Office of Inspector General. The Government may conduct a security 


control assessment on shorter notice (to include unannounced assessments) as determined by VA 


in the event of a security incident or at any other time.  


 


B9. TRAINING 


1. All Contractor employees and Subcontractor employees requiring access to VA 


information and VA information systems shall complete the following before being granted 


access to VA information and its systems: 
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1) Sign and acknowledge (either manually or electronically) understanding of and 


responsibilities for compliance with the Information Security Rules of Behavior, updated 


version located at https://www.voa.va.gov/DocumentView.aspx?DocumentID=4848,  


relating to access to VA information and information systems; 


 


2) Successfully complete the VA Privacy and Information Security Awareness and Rules of 


Behavior course (TMS #10176) and complete this required privacy and information 


security training annually;  


 


3) Successfully complete any additional cyber security or privacy training, as required for 


VA personnel with equivalent information system access [to be defined by the VA 


program official and provided to the CO for inclusion in the solicitation document – e.g., 


any role-based information security training required in accordance with NIST Special 


Publication 800-16, Information Technology Security Training Requirements.]  


 


2. The Contractor shall provide to the CO and/or the COR a copy of the training certificates 


and certification of signing the Contractor Rules of Behavior for each applicable employee 


within 2 days of the initiation of the contract and annually thereafter, as required. 


 


Failure to complete the mandatory annual training and electronically sign the Rules of Behavior 


annually, within the timeframe required, is grounds for suspension or termination of all physical 


or electronic access privileges and removal from work on the contract until such time as the 


training and documents are complete.  



https://www.voa.va.gov/DocumentView.aspx?DocumentID=4848
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SECTION C - CONTRACT CLAUSES 


 


C.1  52.252-2  CLAUSES INCORPORATED BY REFERENCE  (FEB 1998) 


  This contract incorporates one or more clauses by reference, with the same force and effect as if 


they were given in full text. Upon request, the Contracting Officer will make their full text 


available. Also, the full text of a clause may be accessed electronically at this/these address(es): 


 


  http://www.acquisition.gov/far/index.html 


  http://www.va.gov/oamm/oa/ars/policyreg/vaar/index.cfm 


   


(End of Clause) 


FAR 


Number 


Title Date 


52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON RECYCLED 


PAPER 


MAY 2011 


52.204-19 INCORPORATION BY REFERENCE OF 


REPRESENTATIONS AND CERTIFICATIONS 


DEC 2014 


52.212-4 CONTRACT TERMS AND CONDITIONS—


COMMERCIAL ITEMS (ALTERNATE I) 


JAN 2017 


52.227-1 AUTHORIZATION AND CONSENT DEC 2007 


52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT 


AND COPYRIGHT INFRINGEMENT 


DEC 2007 


52.227-14 RIGHTS IN DATA—GENERAL ALTERNATE IV (DEC 


2007) 


MAY 2014 


52.227-16 ADDITIONAL DATA REQUIREMENTS JUN 1987 


52.232-7 PAYMENTS UNDER TIME-AND-MATERIAL AND 


LABOR-HOUR CONTRACTS 


 


52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL 


BUSINESS SUBCONTRACTORS 


DEC 2013 


52.245-1 GOVERNMENT PROPERTY  JAN 2017 


 


C.2  52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR 


INFORMATION SYSTEMS (JUL 2016) 


(a) Definitions. As used in this clause-- 


“Covered contractor information system” means an information system that is owned or operated 


by a contractor that processes, stores, or transmits Federal contract information. 


“Federal contract information” means information, not intended for public release, that is 


provided by or generated for the Government under a contract to develop or deliver a product or 


service to the Government, but not including information provided by the Government to the 


public (such as on public Web sites) or simple transactional information, such as necessary to 


process payments. 


“Information” means any communication or representation of knowledge such as facts, data, or 


opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, 


or audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009). 


“Information system” means a discrete set of information resources organized for the collection, 


processing, maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 


3502). 


“Safeguarding” means measures or controls that are prescribed to protect information systems. 


(b) Safeguarding requirements and procedures.  



http://www.acquisition.gov/far/index.html

http://www.va.gov/oamm/oa/ars/policyreg/vaar/index.cfm
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(1) The Contractor shall apply the following basic safeguarding requirements and 


procedures to protect covered contractor information systems. Requirements and 


procedures for basic safeguarding of covered contractor information systems shall 


include, at a minimum, the following security controls: 


(i) Limit information system access to authorized users, processes acting on 


behalf of authorized users, or devices (including other information systems). 


(ii) Limit information system access to the types of transactions and functions that 


authorized users are permitted to execute. 


(iii) Verify and control/limit connections to and use of external information 


systems. 


(iv) Control information posted or processed on publicly accessible information 


systems. 


(v) Identify information system users, processes acting on behalf of users, or 


devices. 


(vi) Authenticate (or verify) the identities of those users, processes, or devices, as 


a prerequisite to allowing access to organizational information systems. 


(vii) Sanitize or destroy information system media containing Federal Contract 


Information before disposal or release for reuse. 


(viii) Limit physical access to organizational information systems, equipment, and 


the respective operating environments to authorized individuals. 


(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical 


access; and control and manage physical access devices. 


(x) Monitor, control, and protect organizational communications (i.e., information 


transmitted or received by organizational information systems) at the external 


boundaries and key internal boundaries of the information systems. 


(xi) Implement subnetworks for publicly accessible system components that are 


physically or logically separated from internal networks. 


(xii) Identify, report, and correct information and information system flaws in a 


timely manner. 


(xiii) Provide protection from malicious code at appropriate locations within 


organizational information systems. 


(xiv) Update malicious code protection mechanisms when new releases are 


available. 


(xv) Perform periodic scans of the information system and real-time scans of files 


from external sources as files are downloaded, opened, or executed. 


(2) Other requirements. This clause does not relieve the Contractor of any other specific 


safeguarding requirements specified by Federal agencies and departments relating to 


covered contractor information systems generally or other Federal safeguarding 


requirements for controlled unclassified information (CUI) as established by Executive 


Order 13556. 


(c) Subcontracts. The Contractor shall include the substance of this clause, including this 


paragraph (c), in subcontracts under this contract (including subcontracts for the acquisition of 


commercial items, other than commercially available off-the-shelf items), in which the 


subcontractor may have Federal contract information residing in or transiting through its 


information system. 


(End of clause) 
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C.3  52.212-5  CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT 


STATUTES OR EXECUTIVE ORDERS—COMMERCIAL ITEMS (JAN 2018) 


(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 


clauses, which are incorporated in this contract by reference, to implement provisions of law or 


Executive orders applicable to acquisitions of commercial items: 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 


Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 


subsequent appropriations acts (and as extended in continuing resolutions)).  


(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed 


or Provided by Kaspersky Lab and Other Covered Entities (JUL 2018) (Section 1634 of Pub. L. 


115-91).  


(3) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 


2015).  


(4) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).  


(5) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004)(Public Laws 108-


77 and 108-78 (19 U.S.C. 3805 note)).  


(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the 


Contracting Officer has indicated as being incorporated in this contract by reference to 


implement provisions of law or Executive orders applicable to acquisitions of commercial items: 


_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with 


Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).  


_X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 


3509)).  


__ (3) 52.203-15, Whistleblower Protections under the American Recovery and 


Reinvestment Act of 2009 (June 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts 


funded by the American Recovery and Reinvestment Act of 2009.)  


_X_ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards 


(Oct 2016) (Pub. L. 109-282) (31 U.S.C. 6101 note).  


__ (5) [Reserved]. 


__ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 


section 743 of Div. C).  


__ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery 


Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).  


_X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with 


Contractors Debarred, Suspended, or Proposed for Debarment. (Oct 2015) (31 U.S.C. 6101 


note).  


_X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility 


Matters (Jul 2013) (41 U.S.C. 2313).  


__ (10) [Reserved]. 


__ (11)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 


U.S.C. 657a).  


__ (ii) Alternate I (Nov 2011) of 52.219-3.  


__ (12)(i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 


Concerns (OCT 2014) (if the offeror elects to waive the preference, it shall so indicate in its offer) 


(15 U.S.C. 657a).  


__ (ii) Alternate I (JAN 2011) of 52.219-4.  


__ (13) [Reserved] 



https://www.acquisition.gov/far/html/52_200_206.html#wp1158787

https://www.acquisition.gov/far/html/52_200_206.html#wp1159972

https://www.acquisition.gov/far/html/52_207_211.html#wp1146366

https://www.acquisition.gov/far/html/52_233_240.html#wp1113329

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t29t32+1665+30++%2831%29%20%20AND%20%28%2831%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/far/html/52_233_240.html#wp1113344

http://uscode.house.gov/

https://www.acquisition.gov/far/html/52_200_206.html#wp1137622

http://uscode.house.gov/

http://uscode.house.gov/

https://www.acquisition.gov/far/html/52_200_206.html#wp1141983

http://uscode.house.gov/

http://uscode.house.gov/

https://www.acquisition.gov/far/html/52_200_206.html#wp1144881

https://www.acquisition.gov/far/html/52_200_206.html#wp1141649

http://uscode.house.gov/

https://www.acquisition.gov/far/html/52_200_206.html#wp1151163

https://www.acquisition.gov/far/html/52_200_206.html#wp1151299

https://www.acquisition.gov/far/html/52_207_211.html#wp1140926

https://www.acquisition.gov/far/html/52_207_211.html#wp1145644

https://www.acquisition.gov/far/html/52_217_221.html#wp1135955

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/far/html/52_217_221.html#wp1135955

https://www.acquisition.gov/far/html/52_217_221.html#wp1135970

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20
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__ (14)(i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2011) (15 U.S.C. 644).  


__ (ii) Alternate I (Nov 2011). 


__ (iii) Alternate II (Nov 2011). 


__ (15)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 


644).  


__ (ii) Alternate I (Oct 1995) of 52.219-7.  


__ (iii) Alternate II (Mar 2004) of 52.219-7.  


_X_ (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 


637(d)(2) and (3)).  


_X_ (17)(i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 


637(d)(4)).  


__ (ii) Alternate I (Nov 2016) of 52.219-9.  


__ (iii) Alternate II (Nov 2016) of 52.219-9.  


__ (iv) Alternate III (Nov 2016) of 52.219-9.  


__ (v) Alternate IV (Nov 2016) of 52.219-9.  


__ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)).  


__ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)).  


_X_ (20) 52.219-16, Liquidated Damages—Subcon-tracting Plan (Jan 1999) (15 U.S.C. 


637(d)(4)(F)(i)).  


__ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside 


(Nov 2011) (15 U.S.C. 657 f).  


_X_ (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 


U.S.C. 632(a)(2)).  


__ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 


Disadvantaged Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)).  


__ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 


Business Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 


U.S.C. 637(m)).  


_X_ (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755).  


_X_ (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Jan 2018) 


(E.O. 13126).  


_X_ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).  


_X_ (28) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).  


_X_ (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015)(38 U.S.C. 4212).  


_X_ (30) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 


793).  


_X_ (31) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212).  


_X_ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations 


Act (Dec 2010) (E.O. 13496).  


_X_ (33)(i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 


and E.O. 13627).  


__ (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).  


__ (34) 52.222-54, Employment Eligibility Verification (OCT 2015). (Executive Order 


12989). (Not applicable to the acquisition of commercially available off-the-shelf items or 


certain other types of commercial items as prescribed in 22.1803.)  


__ (35)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–


Designated Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of 


commercially available off-the-shelf items.)  
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__ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to 


the acquisition of commercially available off-the-shelf items.)  


__ (36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 


Hydrofluorocarbons (JUN 2016) (E.O. 13693).  


__ (37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment 


and Air Conditioners (JUN 2016) (E.O. 13693).  


__ (38)(i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JUN 2014) 


(E.O.s 13423 and 13514).  


__ (ii) Alternate I (Oct 2015) of 52.223-13.  


__ (39)(i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (JUN 2014) (E.O.s 


13423 and 13514).  


__ (ii) Alternate I (Jun 2014) of 52.223-14.  


__ (40) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007) (42 


U.S.C. 8259b).  


__ (41)(i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products 


(OCT 2015) (E.O.s 13423 and 13514).  


__ (ii) Alternate I (Jun 2014) of 52.223-16.  


_X_ (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While 


Driving (AUG 2011) (E.O. 13513).  


__ (43) 52.223-20, Aerosols (JUN 2016) (E.O. 13693).  


__ (44) 52.223-21, Foams (JUN 2016) (E.O. 13693). 


_X_ (45)(i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).  


__ (ii) Alternate I (JAN 2017) of 52.224-3. 


__ (46) 52.225-1, Buy American—Supplies (May 2014) (41 U.S.C. chapter 83).  


__ (47)(i) 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act (May 


2014) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 


U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-


283, 110-138, 112-41, 112-42, and 112-43.  


__ (ii) Alternate I (May 2014) of 52.225-3.  


__ (iii) Alternate II (May 2014) of 52.225-3.  


__ (iv) Alternate III (May 2014) of 52.225-3.  


_X_ (48) 52.225-5, Trade Agreements (OCT 2016) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 


note).  


_X_ (49) 52.225-13, Restrictions on Certain Foreign Purchases (June 2008) (E.O.’s, 


proclamations, and statutes administered by the Office of Foreign Assets Control of the 


Department of the Treasury).  


__ (50) 52.225-26, Contractors Performing Private Security Functions Outside the United 


States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 


Fiscal Year 2008; 10 U.S.C. 2302 Note).  


__ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 


5150).  


__ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 


2007) (42 U.S.C. 5150).  


__ (53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 


U.S.C. 4505, 10 U.S.C. 2307(f)).  


__ (54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 


10 U.S.C. 2307(f)).  


_X_ (55) 52.232-33, Payment by Electronic Funds Transfer—System for Award 


Management (Jul 2013) (31 U.S.C. 3332).  
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__ (56) 52.232-34, Payment by Electronic Funds Transfer—Other than System for Award 


Management (Jul 2013) (31 U.S.C. 3332).  


__ (57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332).  


_X_ (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).  


_X_ (59) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C. 


637(d)(12)).  


__ (60)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 


2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631).  


__ (ii) Alternate I (Apr 2003) of 52.247-64.  


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 


commercial services, that the Contracting Officer has indicated as being incorporated in this 


contract by reference to implement provisions of law or Executive orders applicable to 


acquisitions of commercial items: 


[Contracting Officer check as appropriate.]  


__ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014)(E.O. 13495).  


__ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67).  


__ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 


206 and 41 U.S.C. chapter 67).  


__ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 


Adjustment (Multiple Year and Option Contracts) (May 2014) (29 U.S.C. 206 and 41 U.S.C. 


chapter 67).  


__ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price 


Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).  


__ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (May 


2014) (41 U.S.C. chapter 67).  


__ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain Services—Requirements (May 2014) (41 U.S.C. chapter 67).  


__ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).  


__ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).  


__ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) 


(42 U.S.C. 1792).  


__ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sept 2008) (31 U.S.C. 


5112(p)(1)).  


(d) Comptroller General Examination of Record. The Contractor shall comply with the 


provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 


excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, Audit 


and Records—Negotiation.  


(1) The Comptroller General of the United States, or an authorized representative of the 


Comptroller General, shall have access to and right to examine any of the Contractor’s directly 


pertinent records involving transactions related to this contract. 


(2) The Contractor shall make available at its offices at all reasonable times the records, 


materials, and other evidence for examination, audit, or reproduction, until 3 years after final 


payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 


Records Retention, of the other clauses of this contract. If this contract is completely or partially 


terminated, the records relating to the work terminated shall be made available for 3 years after 


any resulting final termination settlement. Records relating to appeals under the disputes clause 


or to litigation or the settlement of claims arising under or relating to this contract shall be made 


available until such appeals, litigation, or claims are finally resolved.  
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(3) As used in this clause, records include books, documents, accounting procedures and 


practices, and other data, regardless of type and regardless of form. This does not require the 


Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 


course of business or pursuant to a provision of law. 


(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of 


this clause, the Contractor is not required to flow down any FAR clause, other than those in this 


paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the 


extent of the flow down shall be as required by the clause— 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 


3509).  


(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 


Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 


Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 


subsequent appropriations acts (and as extended in continuing resolutions)).  


(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 


Developed or Provided by Kaspersky Lab and Other Covered Entities (JUL 2018) (Section 1634 


of Pub. L. 115-91).  


(iv) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) 


and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract 


(except subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction 


of any public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that 


offer subcontracting opportunities.  


(v) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow 


down required in accordance with paragraph (l) of FAR clause 52.222-17.  


(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015)  


(vii) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).  


(viii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).  


(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 


793).  


(x) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212)  


(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 


(Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 


52.222-40.  


(xii) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67).  


(xiii)  


52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O 13627). 


Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O 13627).  


(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 


2014) (41 U.S.C. chapter 67).  


(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 


Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67).  


(xvi) 52.222-54, Employment Eligibility Verification (OCT 2015) (E.O. 12989).  


(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).  


(xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 


13706).  


(xix)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).  


(B) Alternate I (JAN 2017) of 52.224-3.  



https://www.acquisition.gov/far/html/52_200_206.html#wp1141983
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(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United 


States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 


Fiscal Year 2008; 10 U.S.C. 2302 Note).  


(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) 


(42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.  


(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 


2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with 


paragraph (d) of FAR clause 52.247-64.  


(2) While not required, the Contractor may include in its subcontracts for commercial items 


a minimal number of additional clauses necessary to satisfy its contractual obligations. 


 (End of Clause) 


 


C.4 52.217-7 OPTION FOR INCREASED QUANTITY—SEPARATELY PRICED LINE 


ITEM (MAR 1989) 


  The Government may require the delivery of the numbered line items: Additional VA MACM 


Platform Development and App Migration Support (CLINs 0011, 1010, 2010, 3010, and 4010); 


Tier 4 Help Desk Support (CLINs 0012, 1011, 2011, 3011, and 4011), and Contract Transition 


(CLINs 5001), and their associated sub line items identified in the Schedule as an option items, 


in the quantity and at the price stated in the Schedule. The Contracting Officer may exercise the 


option by written notice to the Contractor prior to expiration of the contract. Optional Task 


Additional VA MACM Platform Development and App Migration Support may be exercised 


multiple times from time to time provided the quantity does not exceed 32 in each period of 


performance.  Optional Task Tier 4 Help Desk Support may be exercised multiple times from 


time to time up to the not to exceed amount.  Optional Task Contract Transition may be 


exercised once at any time during the period of performance.  Delivery of added items shall 


continue at the same rate that like items are called for under the contract, unless the parties 


otherwise agree. 


(End of Clause) 


 


C.5  52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) 


  (a) The Government may extend the term of this contract by written notice to the Contractor 


prior to the expiration of the contract; provided that the Government gives the Contractor a 


preliminary written notice of its intent to extend before the contract expires. The preliminary 


notice does not commit the Government to an extension. 


  (b) If the Government exercises this option, the extended contract shall be considered to include 


this option clause. 


  (c) The total duration of this contract, including the exercise of any options under this clause, 


shall not exceed 66 months. 


(End of Clause) 


 


C.6  52.227-19  COMMERCIAL COMPUTER SOFTWARE LICENSE (DEC 2007) 


  (a) Notwithstanding any contrary provisions contained in the Contractor's standard commercial 


license or lease agreement, the Contractor agrees that the Government will have the rights that 


are set forth in paragraph (b) of this clause to use, duplicate or disclose any commercial 


computer software delivered under this contract. The terms and provisions of this contract shall 


comply with Federal laws and the Federal Acquisition Regulation. 


  (b)(1) The commercial computer software delivered under this contract may not be used, 


reproduced, or disclosed by the Government except as provided in paragraph (b)(2) of this clause 


or as expressly stated otherwise in this contract. 



https://www.acquisition.gov/far/html/52_223_226.html#wp1192524

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t09t12+1445+65++%2810%20U.S.C.%202302%20Note%29%20%20%20%20%20%20%20%20%20%20
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    (2) The commercial computer software may be— 


      (i) Used or copied for use with the computer(s) for which it was acquired, including use at 


any Government installation to which the computer(s) may be transferred; 


      (ii) Used or copied for use with a backup computer if any computer for which it was acquired 


is inoperative; 


      (iii) Reproduced for safekeeping (archives) or backup purposes; 


      (iv) Modified, adapted, or combined with other computer software, provided that the 


modified, adapted, or combined portions of the derivative software incorporating any of the 


delivered, commercial computer software shall be subject to same restrictions set forth in this 


contract; 


      (v) Disclosed to and reproduced for use by support service Contractors or their 


subcontractors, subject to the same restrictions set forth in this contract; and 


      (vi) Used or copied for use with a replacement computer. 


    (3) If the commercial computer software is otherwise available without disclosure restrictions, 


the Contractor licenses it to the Government without disclosure restrictions. 


  (c) The Contractor shall affix a notice substantially as follows to any commercial computer 


software delivered under this contract: 


    Notice—Notwithstanding any other lease or license agreement that may pertain to, or 


accompany the delivery of, this computer software, the rights of the Government regarding its 


use, reproduction and disclosure are as set forth in Government Contract No. TBD. 


(End of Clause) 


 


C.7  VAAR 852.203-70 COMMERCIAL ADVERTISING (MAY 2018) 


  The Contractor shall not make reference in its commercial advertising to Department of 


Veterans Affairs contracts in a manner that states or implies the Department of Veterans Affairs 


approves or endorses the Contractor’s products or services or considers the Contractor’s products 


or services superior to other products or services. 


(End of Clause) 


 


C.8  VAAR 852.215-71  EVALUATION FACTOR COMMITMENTS (DEC 2009) 


  The offeror agrees, if awarded a contract, to use the service-disabled veteran-owned small 


businesses or veteran-owned small businesses proposed as subcontractors in accordance with 


852.215-70, Service-Disabled Veteran-Owned and Veteran-Owned Small Business Evaluation 


Factors, or to substitute one or more service-disabled veteran-owned small businesses or veteran-


owned small businesses for subcontract work of the same or similar value. 


(End of Clause) 


 


C.9  VAAR 852.232-72 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS (NOV 


2012) 


  (a) Definitions. As used in this clause— 


      (1) Contract financing payment has the meaning given in FAR 32.001. 


      (2) Designated agency office has the meaning given in 5 CFR 1315.2(m). 


      (3) Electronic form means an automated system transmitting information electronically 


according to the  


Accepted electronic data transmission methods and formats identified in paragraph (c) of this 


clause.  Facsimile, email, and scanned documents are not acceptable electronic forms for 


submission of payment requests. 


      (4) Invoice payment has the meaning given in FAR 32.001. 
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      (5) Payment request means any request for contract financing payment or invoice payment 


submitted by the contractor under this contract. 


  (b) Electronic payment requests. Except as provided in paragraph (e) of this clause, the 


contractor shall submit payment requests in electronic form. Purchases paid with a Government-


wide commercial purchase card are considered to be an electronic transaction for purposes of this 


rule, and therefore no additional electronic invoice submission is required. 


  (c) Data transmission. A contractor must ensure that the data transmission method and format 


are through one of the following: 


      (1) VA’s Electronic Invoice Presentment and Payment System. (See Web site at 


http://www.fsc.va.gov/einvoice.asp.) 


      (2) Any system that conforms to the X12 electronic data interchange (EDI) formats 


established by the Accredited Standards Center (ASC) and chartered by the American National 


Standards Institute (ANSI). The X12 EDI Web site (http://www.x12.org) includes additional 


information on EDI 810 and 811 formats. 


  (d) Invoice requirements. Invoices shall comply with FAR 32.905. 


  (e) Exceptions. If, based on one of the circumstances below, the contracting officer directs that 


payment requests be made by mail, the contractor shall submit payment requests by mail through 


the United States Postal Service to the designated agency office. Submission of payment requests 


by mail may be required for: 


      (1) Awards made to foreign vendors for work performed outside the United States; 


      (2) Classified contracts or purchases when electronic submission and processing of payment 


requests could compromise the safeguarding of classified or privacy information; 


      (3) Contracts awarded by contracting officers in the conduct of emergency operations, such 


as responses to national emergencies; 


      (4) Solicitations or contracts in which the designated agency office is a VA entity other than 


the VA Financial Services Center in Austin, Texas; or 


      (5) Solicitations or contracts in which the VA designated agency office does not have 


electronic invoicing capability as described above. 


(End of Clause) 


 


C.10  VAAR 852.237-70 CONTRACTOR RESPONSIBILITIES (APR 1984) 


  The contractor shall obtain all necessary licenses and/or permits required to perform this work. 


He/she shall take all reasonable precautions necessary to protect persons and property from 


injury or damage during the performance of this contract. He/she shall be responsible for any 


injury to himself/herself, his/her employees, as well as for any damage to personal or public 


property that occurs during the performance of this contract that is caused by his/her employees 


fault or negligence, and shall maintain personal liability and property damage insurance having 


coverage for a limit as required by the laws as applicable. Further, it is agreed that any 


negligence of the Government, its officers, agents, servants and employees, shall not be the 


responsibility of the contractor hereunder with the regard to any claims, loss, damage, injury, and 


liability resulting there from. 


(End of Clause) 


 


C.11  VAAR 852.270-1  REPRESENTATIVES OF CONTRACTING OFFICERS (JAN 


2008) 


  The contracting officer reserves the right to designate representatives to act for him/her in 


furnishing technical guidance and advice or generally monitor the work to be performed under 


this contract. Such designation will be in writing and will define the scope and limitation of the 


designee's authority. A copy of the designation shall be furnished to the contractor. 
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(End of Provision) 


 


C.12  ORGANIZATIONAL CONFLICT OF INTEREST 


(a) Definition. Per FAR 2.101, an “organizational conflict of interest means that because of other 


activities or relationships with other persons, a person is unable or potentially unable to render 


impartial assistance or advice to the Government, or the person’s objectivity in performing the 


contract work is or might be otherwise impaired, or a person has an unfair competitive 


advantage.” It does not include the normal flow of benefits from incumbency.  


(b) The Contracting Officer has determined that Organizational Conflicts of Interest (OCI) may 


arise due to the nature of the work the Contractor will perform under this contract which may 


preclude the Contractor from being awarded future contracts/orders in related areas.  Whereas 


the Contractor has agreed to undertake this contract, it is both acknowledged and agreed to by 


the Contractor that performance of this contract/order may render it ineligible to act as a prime 


contractor and/or subcontractor to any prime contractor or subcontractor at any tier, which 


involve refactoring, development, enhancement and/or remediation of mobile applications 


subject to migration into the VA MACM.  


(c) Contractors are hereby notified that for future VA contracts/orders, Contractors may be 


required to submit an organizational conflict of interest mitigation plan, if requested by 


Contracting Officer(s).  The Government’s determination regarding the adequacy of the 


mitigation plan or the possibility of mitigation are unilateral decisions made solely at the 


discretion of the Government and are not subject to the Disputes clause of the contract/order. The 


Government may terminate the contract/order for default if the Contractor fails to implement and 


follow the procedures contained in any approved mitigation plan. 


Items for consideration in a mitigation plan include the following: identification of the 


organizational conflict(s) of interest; reporting and tracking system; an organizational conflict of 


interest compliance/enforcement plan, to include employee training and sanctions, in the event of 


unauthorized disclosure of sensitive information; a plan for organizational segregation (e.g., 


separate reporting chains); and data security measures.  


 (d) The Contractor shall apply this clause to any subcontractors, who have access to 


information, participate in the development of applications, or participate in any other activity 


related to this contract which is subject to terms of this clause at the prime contractor level, 


unless the Contractor includes an acceptable alternate subcontractor provision in its mitigation 


plan. For subcontractors under this contract, if an organizational conflict of interest mitigation 


plan is submitted and acceptable to the Government, the subcontractor’s parent corporation, 


subsidiaries, or other physically separate profit and loss centers may not be precluded from 


acting as a prime or subcontractor on future VA contracts/orders.  


(e) The Contractor’s employees shall be trained and informed of Subcontract 9.5 of the FAR and 


this contract clause, and shall execute a “Contractor-Employee Personal Financial 


Interest/Protection of Sensitive Information” Agreement as appropriate.  


(f) Government Representatives shall have access to the Contractor’s premises and the right to 


inspect all pertinent books and records in order to insure that the contractor is in compliance with 


FAR 9.5.  


(g) The Contractor agrees that if after award it discovers a potential organizational conflict of 


interest, a prompt and full disclosure shall be made in writing to the Contracting Officer. This 


disclosure shall include a description of the actions the Contractor has taken or proposes to take, 


to avoid or mitigate such conflicts.  


(h) The Government may waive application of this clause when it is determined to be in the best 


interest of the Government to do so.  


(End of Clause) 
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SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENT 


 


Attachment 001 - Current Servers 


Attachment 002 - Current Software Inventory 


Attachment 003 - VAEC Technical Reference Guide 


Attachment 004 - Best Practices for Agile Processes 


Attachment 005 - Maintenance Definitions 


Attachment 006 - VA MACM Excel Price Evaluation Spreadsheet 
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SECTION E - SOLICITATION PROVISIONS 


 


E.1  52.252-1  SOLICITATION PROVISIONS INCORPORATED BY REFERENCE  


(FEB 1998) 


  This solicitation incorporates one or more solicitation provisions by reference, with the same 


force and effect as if they were given in full text. Upon request, the Contracting Officer will 


make their full text available. The offeror is cautioned that the listed provisions may include 


blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of 


submitting the full text of those provisions, the offeror may identify the provision by paragraph 


identifier and provide the appropriate information with its quotation or offer. Also, the full text 


of a solicitation provision may be accessed electronically at this/these address(es): 


  


 http://www.acquisition.gov/far/index.html 


  http://www.va.gov/oamm/oa/ars/policyreg/vaar/index.cfm 


   


(End of Provision) 


FAR 


Number 


Title Date 


52.216-31 TIME-AND-MATERIALS/LABOR-HOUR PROPOSAL 


REQUIREMENTS – COMMERCIAL ITEM ACQUISITION 


FEB 2007 


52.217-5 EVALUATION OF OPTIONS JUL 1990 


 


E.2 52.209-7 INFORMATION REGARDING RESPONSIBILITY MATTERS (JUL 2013) 


  (a) Definitions. As used in this provision— 


  "Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order 


to make a determination of fault or liability (e.g., Securities and Exchange Commission 


Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed 


Services Board of Contract Appeals Proceedings). This includes administrative proceedings at 


the Federal and State level but only in connection with performance of a Federal contract or 


grant. It does not include agency actions such as contract audits, site visits, corrective plans, or 


inspection of deliverables. 


  "Federal contracts and grants with total value greater than $10,000,000" means— 


    (1) The total value of all current, active contracts and grants, including all priced options; and 


    (2) The total value of all current, active orders including all priced options under indefinite-


delivery, indefinite-quantity, 8(a), or requirements contracts (including task and delivery and 


multiple-award Schedules). 


  "Principal" means an officer, director, owner, partner, or a person having primary management 


or supervisory responsibilities within a business entity (e.g., general manager; plant manager; 


head of a division or business segment; and similar positions). 


  (b) The offeror [ ] has [ ] does not have current active Federal contracts and grants with total 


value greater than $10,000,000. 


  (c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by 


submission of this offer, that the information it has entered in the Federal Awardee Performance 


and Integrity Information System (FAPIIS) is current, accurate, and complete as of the date of 


submission of this offer with regard to the following information: 


    (1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, 


in connection with the award to or performance by the offeror of a Federal contract or grant, 



http://www.acquisition.gov/far/index.html
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been the subject of a proceeding, at the Federal or State level that resulted in any of the following 


dispositions: 


      (i) In a criminal proceeding, a conviction. 


      (ii) In a civil proceeding, a finding of fault and liability that results in the payment of a 


monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or more. 


      (iii) In an administrative proceeding, a finding of fault and liability that results in— 


        (A) The payment of a monetary fine or penalty of $5,000 or more; or 


        (B) The payment of a reimbursement, restitution, or damages in excess of $100,000. 


      (iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent 


or compromise with an acknowledgment of fault by the Contractor if the proceeding could have 


led to any of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this 


provision. 


    (2) If the offeror has been involved in the last five years in any of the occurrences listed in 


(c)(1) of this provision, whether the offeror has provided the requested information with regard 


to each occurrence. 


  (d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this 


provision in FAPIIS as required through maintaining an active registration in the System for 


Award Management database via https://www.acquisition.gov (see 52.204-7). 


(End of Provision) 


 


E.3  52.209-11  REPRESENTATION BY CORPORATIONS REGARDING 


DELINQUENT TAX LIABILITY OR A FEDERAL CONVICTION UNDER FEDERAL 


LAW (FEB 2016) 


(a) As required by sections 744 and 745 of Division E of the Consolidated and Further 


Continuing Appropriations Act, 2015 (Pub. L 113-235), and similar provisions, if contained in 


subsequent appropriations acts, the Government will not enter into a contract with any 


corporation that-- 


(1) Has any unpaid Federal tax liability that has been assessed, for which all judicial and 


administrative remedies have been exhausted or have lapsed, and that is not being paid in 


a timely manner pursuant to an agreement with the authority responsible for collecting 


the tax liability, where the awarding agency is aware of the unpaid tax liability, unless an 


agency has considered suspension or debarment of the corporation and made a 


determination that suspension or debarment is not necessary to protect the interests of the 


Government; or 


(2) Was convicted of a felony criminal violation under any Federal law within the 


preceding 24 months, where the awarding agency is aware of the conviction, unless an 


agency has considered suspension or debarment of the corporation and made a 


determination that this action is not necessary to protect the interests of the Government. 


(b) The Offeror represents that— 


(1) It is [ ] is not [ ] a corporation that has any unpaid Federal tax liability that has been 


assessed, for which all judicial and administrative remedies have been exhausted or have 


lapsed, and that is not being paid in a timely manner pursuant to an agreement with the 


authority responsible for collecting the tax liability; and  


(2) It is [ ] is not [ ] a corporation that was convicted of a felony criminal violation under 


a Federal law within the preceding 24 months. 


(End of provision) 
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E.4  52.212-3  OFFEROR REPRESENTATIONS AND CERTIFICATIONS—


COMMERCIAL ITEMS (NOV 2017) 


  The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the 


annual representations and certification electronically via the System for Award Management 


(SAM) Web site located at https://www.sam.gov/portal. If the Offeror has not completed the 


annual representations and certifications electronically, the Offeror shall complete only 


paragraphs (c) through (u) of this provision. 


  (a) Definitions.  As used in this provision— 


  Economically disadvantaged women-owned small business (EDWOSB) concern means a small 


business concern that is at least 51 percent directly and unconditionally owned by, and the 


management and daily business operations of which are controlled by, one or more women who 


are citizens of the United States and who are economically disadvantaged in accordance with 13 


CFR part 127. It automatically qualifies as a women-owned small business eligible under the 


WOSB Program. 


  Forced or indentured child labor means all work or service— 


    (1) Exacted from any person under the age of 18 under the menace of any penalty for its 


nonperformance and for which the worker does not offer himself voluntarily; or 


    (2) Performed by any person under the age of 18 pursuant to a contract the enforcement of 


which can be accomplished by process or penalties. 


  Highest-level owner means the entity that owns or controls an immediate owner of the offeror, 


or that owns or controls one or more entities that control an immediate owner of the offeror. No 


entity owns or exercises control of the highest level owner. 


  Immediate owner means an entity, other than the offeror, that has direct control of the offeror. 


Indicators of control include, but are not limited to, one or more of the following: Ownership or 


interlocking management, identity of interests among family members, shared facilities and 


equipment, and the common use of employees. 


  Inverted domestic corporation means a foreign incorporated entity that meets the definition of 


an inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and 


definitions of 6 U.S.C. 395(c). 


  Manufactured end product means any end product in product and service codes (PSCs) 1000-


9999, except— 


    (1) PSC 5510, Lumber and Related Basic Wood Materials; 


    (2) Product or Service Group (PSG) 87, Agricultural Supplies; 


    (3) PSG 88, Live Animals; 


    (4) PSG 89, Subsistence; 


    (5) PSC 9410, Crude Grades of Plant Materials; 


    (6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 


    (7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 


    (8) PSC 9610, Ores; 


    (9) PSC 9620, Minerals, Natural and Synthetic; and 


    (10) PSC 9630, Additive Metal Materials. 


  Place of manufacture means the place where an end product is assembled out of components, or 


otherwise made or processed from raw materials into the finished product that is to be provided 


to the Government. If a product is disassembled and reassembled, the place of reassembly is not 


the place of manufacture. 


  Predecessor means an entity that is replaced by a successor and includes any predecessors of 


the predecessor. 
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  Restricted business operations means business operations in Sudan that include power 


production activities, mineral extraction activities, oil-related activities, or the production of 


military equipment, as those terms are defined in the Sudan Accountability and Divestment Act 


of 2007 (Pub. L. 110-174). Restricted business operations do not include business operations that 


the person (as that term is defined in Section 2 of the Sudan Accountability and Divestment Act 


of 2007) conducting the business can demonstrate— 


    (1) Are conducted under contract directly and exclusively with the regional government of 


southern Sudan; 


    (2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control 


in the Department of the Treasury, or are expressly exempted under Federal law from the 


requirement to be conducted under such authorization; 


    (3) Consist of providing goods or services to marginalized populations of Sudan; 


    (4) Consist of providing goods or services to an internationally recognized peacekeeping force 


or humanitarian organization; 


    (5) Consist of providing goods or services that are used only to promote health or education; 


or 


    (6) Have been voluntarily suspended. 


  “Sensitive technology”— 


    (1) Means hardware, software, telecommunications equipment, or any other technology that is 


to be used specifically— 


      (i) To restrict the free flow of unbiased information in Iran; or 


      (ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 


    (2) Does not include information or informational materials the export of which the President 


does not have the authority to regulate or prohibit pursuant to section 203(b)(3) of the 


International Emergency Economic Powers Act (50 U.S.C. 1702(b)(3)). 


  Service-disabled veteran-owned small business concern— 


    (1) Means a small business concern— 


      (i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in 


the case of any publicly owned business, not less than 51 percent of the stock of which is owned 


by one or more service-disabled veterans; and 


      (ii) The management and daily business operations of which are controlled by one or more 


service-disabled veterans or, in the case of a service-disabled veteran with permanent and severe 


disability, the spouse or permanent caregiver of such veteran. 


    (2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability 


that is service-connected, as defined in 38 U.S.C. 101(16). 


  Small business concern means a concern, including its affiliates, that is independently owned 


and operated, not dominant in the field of operation in which it is bidding on Government 


contracts, and qualified as a small business under the criteria in 13 CFR Part 121 and size 


standards in this solicitation. 


  Small disadvantaged business concern, consistent with 13 CFR 124.1002, means a small 


business concern under the size standard applicable to the acquisition, that— 


    (1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) 


by— 


      (i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically 


disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the United States; 


and 


      (ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 


after taking into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and 
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    (2) The management and daily business operations of which are controlled (as defined at 


13.CFR 124.106) by individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this 


definition. 


  Subsidiary means an entity in which more than 50 percent of the entity is owned— 


    (1) Directly by a parent corporation; or 


    (2) Through another subsidiary of a parent corporation. 


  Successor means an entity that has replaced a predecessor by acquiring the assets and carrying 


out the affairs of the predecessor under a new name (often through acquisition or merger). The 


term “successor” does not include new offices/divisions of the same company or a company that 


only changes its name. The extent of the responsibility of the successor for the liabilities of the 


predecessor may vary, depending on State law and specific circumstances. 


  Veteran-owned small business concern means a small business concern— 


    (1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 


U.S.C. 101(2)) or, in the case of any publicly owned business, not less than 51 percent of the 


stock of which is owned by one or more veterans; and 


    (2) The management and daily business operations of which are controlled by one or more 


veterans. 


  Women-owned business concern means a concern which is at least 51 percent owned by one or 


more women; or in the case of any publicly owned business, at least 51 percent of its stock is 


owned by one or more women; and whose management and daily business operations are 


controlled by one or more women. 


  Women-owned small business concern means a small business concern— 


    (1) That is at least 51 percent owned by one or more women; or, in the case of any publicly 


owned business, at least 51 percent of the stock of which is owned by one or more women; and 


    (2) Whose management and daily business operations are controlled by one or more women. 


  Women-owned small business (WOSB) concern eligible under the WOSB Program (in 


accordance with 13 CFR part 127), means a small business concern that is at least 51 percent 


directly and unconditionally owned by, and the management and daily business operations of 


which are controlled by, one or more women who are citizens of the United States. 


  (b)(1) Annual Representations and Certifications. Any changes provided by the offeror in 


paragraph (b)(2) of this provision do not automatically change the representations and 


certifications posted on the SAM website. 


    (2) The offeror has completed the annual representations and certifications electronically via 


the SAM website access through http://www.acquisition.gov. After reviewing the SAM database 


information, the offeror verifies by submission of this offer that the representations and 


certifications currently posted electronically at FAR 52.212-3, Offeror Representations and 


Certifications—Commercial Items, have been entered or updated in the last 12 months, are 


current, accurate, complete, and applicable to this solicitation (including the business size 


standard applicable to the NAICS code referenced for this solicitation), as of the date of this 


offer and are incorporated in this offer by reference (see FAR 4.1201), except for paragraphs . 


  (c) Offerors must complete the following representations when the resulting contract will be 


performed in the United States or its outlying areas.  Check all that apply. 


    (1) Small business concern.  The offeror represents as part of its offer that it [  ]  is, [  ] is not a 


small business concern. 


    (2) Veteran-owned small business concern. [Complete only if the offeror represented itself as 


a small business concern in paragraph (c)(1) of this provision.] The offeror represents as part of 


its offer that it [  ] is, [  ] is not a veteran-owned small business concern. 


    (3) Service-disabled veteran-owned small business concern. [Complete only if the offeror 


represented itself as a veteran-owned small business concern in paragraph (c)(2) of this 
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provision.] The offeror represents as part of its offer that it [  ] is, [  ] is not a service-disabled 


veteran-owned small business concern. 


    (4) Small disadvantaged business concern.  [Complete only if the offeror represented itself as 


a small business concern in paragraph (c)(1) of this provision.] The offeror represents that it [  ] 


is, [  ] is not a small disadvantaged business concern as defined in 13 CFR 124.1002. 


    (5) Women-owned small business concern.  [Complete only if the offeror represented itself as 


a small business concern in paragraph (c)(1) of this provision.]  The offeror represents that it [  ] 


is, [  ] is not a women-owned small business concern. 


    (6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror 


represented itself as a women-owned small business concern in paragraph (c)(5) of this 


provision.] The offeror represents that— 


      (i) It [ ] is, [ ] is not a WOSB concern eligible under the WOSB Program, has provided all the 


required documents to the WOSB Repository, and no change in circumstances or adverse 


decisions have been issued that affects its eligibility; and 


      (ii) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR part 127, 


and the representation in paragraph (c)(6)(i) of this provision is accurate for each WOSB concern 


eligible under the WOSB Program participating in the joint venture. [The offeror shall enter the 


name or names of the WOSB concern eligible under the WOSB Program and other small 


businesses that are participating in the joint venture: ___________.]  Each WOSB concern 


eligible under the WOSB Program participating in the joint venture shall submit a separate 


signed copy of the WOSB representation.    


    (7) Economically disadvantaged women-owned small business (EDWOSB) concern. 


[Complete only if the offeror represented itself as a WOSB concern eligible under the WOSB 


Program in (c)(6) of this provision.] The offeror represents that— 


      (i) It [ ] is, [ ] is not an EDWOSB concern, has provided all the required documents to the 


WOSB Repository, and no change in circumstances or adverse decisions have been issued that 


affects its eligibility; and 


      (ii) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR part 127, 


and the representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB 


concern participating in the joint venture. [The offeror shall enter the name or names of the 


EDWOSB concern and other small businesses that are participating in the joint venture: 


___________.] Each EDWOSB concern participating in the joint venture shall submit a separate 


signed copy of the EDWOSB representation. 


Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to exceed the 


simplified acquisition threshold. 


    (8) Women-owned business concern (other than small business concern). [Complete only if the 


offeror is a women-owned business concern and did not represent itself as a small business 


concern in paragraph (c)(1) of this provision.]  The offeror represents that it [  ] is a women-


owned business concern. 


    (9) Tie bid priority for labor surplus area concerns.  If this is an invitation for bid, small 


business offerors may identify the labor surplus areas in which costs to be incurred on account of 


manufacturing or production (by offeror or first-tier subcontractors) amount to more than 50 


percent of the contract price: 


    ___________________________________________ 


    (10) HUBZone small business concern. [Complete only if the offeror represented itself as a 


small business concern in paragraph (c)(1) of this provision.] The offeror represents, as part of 


its offer, that— 


      (i) It [ ] is, [ ] is not a HUBZone small business concern listed, on the date of this 


representation, on the List of Qualified HUBZone Small Business Concerns maintained by the 
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Small Business Administration, and no material change in ownership and control, principal 


office, or HUBZone employee percentage has occurred since it was certified by the Small 


Business Administration in accordance with 13 CFR Part 126; and 


      (ii) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR Part 126, 


and the representation in paragraph (c)(10)(i) of this provision is accurate for the HUBZone 


small business concern or concerns that are participating in the joint venture. [The offeror shall 


enter the name or names of the HUBZone small business concern or concerns that are 


participating in the joint venture:____________.] Each HUBZone small business concern 


participating in the joint venture shall submit a separate signed copy of the HUBZone 


representation. 


  (d)  Representations required to implement provisions of Executive Order 11246— 


    (1) Previous contracts and compliance.  The offeror represents that— 


      (i)  It [  ] has, [  ] has not participated in a previous contract or subcontract subject to the 


Equal Opportunity clause of this solicitation; and 


      (ii)  It [  ] has, [  ] has not filed all required compliance reports. 


    (2) Affirmative Action Compliance.  The offeror represents that— 


      (i) It [  ] has developed and has on file, [  ] has not developed and does not have on file, at 


each establishment, affirmative action programs required by rules and regulations of the 


Secretary of Labor (41 CFR parts 60-1 and 60-2), or 


      (ii) It [  ] has not previously had contracts subject to the written affirmative action programs 


requirement of the rules and regulations of the Secretary of Labor. 


  (e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). 


(Applies only if the contract is expected to exceed $150,000.) By submission of its offer, the 


offeror certifies to the best of its knowledge and belief that no Federal appropriated funds have 


been paid or will be paid to any person for influencing or attempting to influence an officer or 


employee of any agency, a Member of Congress, an officer or employee of Congress or an 


employee of a Member of Congress on his or her behalf in connection with the award of any 


resultant contract. If any registrants under the Lobbying Disclosure Act of 1995 have made a 


lobbying contact on behalf of the offeror with respect to this contract, the offeror shall complete 


and submit, with its offer, OMB Standard Form LLL, Disclosure of Lobbying Activities, to 


provide the name of the registrants. The offeror need not report regularly employed officers or 


employees of the offeror to whom payments of reasonable compensation were made. 


  (f) Buy American Certificate.  (Applies only if the clause at Federal Acquisition Regulation 


(FAR) 52.225-1, Buy American—Supplies, is included in this solicitation.) 


    (1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this 


provision, is a domestic end product and that for other than COTS items, the offeror has 


considered components of unknown origin to have been mined, produced, or manufactured 


outside the United States. The offeror shall list as foreign end products those end products 


manufactured in the United States that do not qualify as domestic end products, i.e., an end 


product that is not a COTS item and does not meet the component test in paragraph (2) of the 


definition of “domestic end product.” The terms “commercially available off-the-shelf (COTS) 


item,” “component,” “domestic end product,” “end product,” “foreign end product,” and “United 


States” are defined in the clause of this solicitation entitled “Buy American—Supplies.” 


    (2) Foreign End Products: 


      Line Item No             Country of Origin 


      ______________           _________________ 


      ______________           _________________ 


      ______________           _________________ 


[List as necessary] 
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    (3) The Government will evaluate offers in accordance with the policies and procedures of 


FAR Part 25. 


  (g)(1) Buy American—Free Trade Agreements—Israeli Trade Act Certificate. (Applies only if 


the clause at FAR 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act, is 


included in this solicitation.) 


      (i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or 


(g)(1)(iii) of this provision, is a domestic end product and that for other than COTS items, the 


offeror has considered components of unknown origin to have been mined, produced, or 


manufactured outside the United States. The terms “Bahrainian, Moroccan, Omani, Panamanian, 


or Peruvian end product,” “commercially available off-the-shelf (COTS) item,” “component,” 


“domestic end product,” “end product,” “foreign end product,” “Free Trade Agreement country,” 


“Free Trade Agreement country end product,” “Israeli end product,” and “United States” are 


defined in the clause of this solicitation entitled “Buy American—Free Trade Agreements—


Israeli Trade Act.” 


      (ii) The offeror certifies that the following supplies are Free Trade Agreement country end 


products (other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or 


Israeli end products as defined in the clause of this solicitation entitled “Buy American—Free 


Trade Agreements—Israeli Trade Act”: 


      Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani, 


Panamanian, or Peruvian End Products) or Israeli End Products: 


      Line Item No.           Country of Origin 


      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


      (iii) The offeror shall list those supplies that are foreign end products (other than those listed 


in paragraph (g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled “Buy 


American—Free Trade Agreements—Israeli Trade Act.” The offeror shall list as other foreign 


end products those end products manufactured in the United States that do not qualify as 


domestic end products, i.e., an end product that is not a COTS item and does not meet the 


component test in paragraph (2) of the definition of “domestic end product.” 


      Other Foreign End Products: 


      Line Item No.           Country of Origin 


      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


      (iv) The Government will evaluate offers in accordance with the policies and procedures of 


FAR Part 25. 


    (2) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate I. If 


Alternate I to the clause at FAR 52.225-3 is included in this solicitation, substitute the following 


paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


  (g)(1)(ii) The offeror certifies that the following supplies are Canadian end products as defined 


in the clause of this solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade 


Act”: 


      Canadian End Products: 


      Line Item No. 


      __________________________________________ 


      __________________________________________ 
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      __________________________________________ 


[List as necessary] 


    (3) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate II. If 


Alternate II to the clause at FAR 52.225-3 is included in this solicitation, substitute the following 


paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


  (g)(1)(ii) The offeror certifies that the following supplies are Canadian end products or Israeli 


end products as defined in the clause of this solicitation entitled “Buy American—Free Trade 


Agreements—Israeli Trade Act”: 


      Canadian or Israeli End Products: 


      Line Item No.           Country of Origin 


      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


    (4) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate III. If 


Alternate III to the clause at FAR 52.225-3 is included in this solicitation, substitute the 


following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision: 


  (g)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement country 


end products (other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end 


products) or Israeli end products as defined in the clause of this solicitation entitled “Buy 


American—Free Trade Agreements—Israeli Trade Act”: 


      Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, 


Omani, Panamanian, or Peruvian End Products) or Israeli End Products: 


      Line Item No.           Country of Origin 


      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


    (5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade 


Agreements, is included in this solicitation.) 


      (i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(ii) of 


this provision, is a U.S.-made or designated country end product, as defined in the clause of this 


solicitation entitled “Trade Agreements”. 


      (ii) The offeror shall list as other end products those end products that are not U.S.-made or 


designated country end products. 


      Other End Products: 


      Line Item No.           Country of Origin 


      ______________          _________________ 


      ______________          _________________ 


      ______________          _________________ 


[List as necessary] 


      (iii) The Government will evaluate offers in accordance with the policies and procedures of 


FAR Part 25.  For line items covered by the WTO GPA, the Government will evaluate offers of 


U.S.-made or designated country end products without regard to the restrictions of the Buy 


American statute. The Government will consider for award only offers of U.S.-made or 


designated country end products unless the Contracting Officer determines that there are no 


offers for such products or that the offers for such products are insufficient to fulfill the 


requirements of the solicitation. 







36C10B18R2609 


 


Page 112 of 128 


  (h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if 


the contract value is expected to exceed the simplified acquisition threshold.) The offeror 


certifies, to the best of its knowledge and belief, that the offeror and/or any of its principals— 


    (1) [  ] Are, [  ] are not presently debarred, suspended, proposed for debarment, or declared 


ineligible for the award of contracts by any Federal agency; 


    (2) [  ] Have, [  ] have not, within a three-year period preceding this offer, been convicted of or 


had a civil judgment rendered against them for: commission of fraud or a criminal offense in 


connection with obtaining, attempting to obtain, or performing a Federal, state or local 


government contract or subcontract; violation of Federal or state antitrust statutes relating to the 


submission of offers; or Commission of embezzlement, theft, forgery, bribery, falsification or 


destruction of records, making false statements, tax evasion, violating Federal criminal tax laws, 


or receiving stolen property; 


    (3) [  ] Are, [  ] are not presently indicted for, or otherwise criminally or civilly charged by a 


Government entity with, commission of any of these offenses enumerated in paragraph (h)(2) of 


this clause; and 


    (4) [  ] Have, [  ] have not, within a three-year period preceding this offer, been notified of any 


delinquent Federal taxes in an amount that exceeds $3,500 for which the liability remains 


unsatisfied. 


      (i) Taxes are considered delinquent if both of the following criteria apply: 


        (A) The tax liability is finally determined. The liability is finally determined if it has been 


assessed. A liability is not finally determined if there is a pending administrative or judicial 


challenge. In the case of a judicial challenge to the liability, the liability is not finally determined 


until all judicial appeal rights have been exhausted. 


        (B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer 


has failed to pay the tax liability when full payment was due and required. A taxpayer is not 


delinquent in cases where enforced collection action is precluded. 


      (ii) Examples. 


        (A) The taxpayer has received a statutory notice of deficiency, under I.R.C. Sec.  6212, 


which entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a 


delinquent tax because it is not a final tax liability. Should the taxpayer seek Tax Court review, 


this will not be a final tax liability until the taxpayer has exercised all judicial appeal rights. 


        (B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, 


and the taxpayer has been issued a notice under I.R.C. Sec.  6320 entitling the taxpayer to 


request a hearing with the IRS Office of Appeals contesting the lien filing, and to further appeal 


to the Tax Court if the IRS determines to sustain the lien filing. In the course of the hearing, the 


taxpayer is entitled to contest the underlying tax liability because the taxpayer has had no prior 


opportunity to contest the liability. This is not a delinquent tax because it is not a final tax 


liability. Should the taxpayer seek tax court review, this will not be a final tax liability until the 


taxpayer has exercised all judicial appeal rights. 


        (C) The taxpayer has entered into an installment agreement pursuant to I.R.C. Sec.  6159. 


The taxpayer is making timely payments and is in full compliance with the agreement terms. The 


taxpayer is not delinquent because the taxpayer is not currently required to make full payment. 


        (D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent 


because enforced collection action is stayed under 11 U.S.C. 362 (the Bankruptcy Code). 


  (i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive 


Order 13126). 


    (1) Listed end products. 


Listed End Product Listed Countries of Origin 
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    (2) Certification. [If the Contracting Officer has identified end products and countries of 


origin in paragraph (i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or 


(i)(2)(ii) by checking the appropriate block.] 


    [ ] (i) The offeror will not supply any end product listed in paragraph (i)(1) of this provision 


that was mined, produced, or manufactured in the corresponding country as listed for that 


product. 


    [ ] (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision that 


was mined, produced, or manufactured in the corresponding country as listed for that product. 


The offeror certifies that it has made a good faith effort to determine whether forced or 


indentured child labor was used to mine, produce, or manufacture any such end product 


furnished under this contract. On the basis of those efforts, the offeror certifies that it is not 


aware of any such use of child labor. 


  (j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the 


acquisition of manufactured end products.) For statistical purposes only, the offeror shall indicate 


whether the place of manufacture of the end products it expects to provide in response to this 


solicitation is predominantly— 


    (1) __ In the United States (Check this box if the total anticipated price of offered end 


products manufactured in the United States exceeds the total anticipated price of offered end 


products manufactured outside the United States); or 


    (2) __ Outside the United States. 


  (k) Certificates regarding exemptions from the application of the Service Contract Labor 


Standards. (Certification by the offeror as to its compliance with respect to the contract also 


constitutes its certification as to compliance by its subcontractor if it subcontracts out the exempt 


services.) [The contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2) 


applies.] 


    [] (1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-


4(c)(1). The offeror [  ] does [  ] does not certify that— 


      (i) The items of equipment to be serviced under this contract are used regularly for other than 


Governmental purposes and are sold or traded by the offeror (or subcontractor in the case of an 


exempt subcontract) in substantial quantities to the general public in the course of normal 


business operations; 


      (ii) The services will be furnished at prices which are, or are based on, established catalog or 


market prices (see FAR 22.1003- 4(c)(2)(ii)) for the maintenance, calibration, or repair of such 


equipment; and 


      (iii) The compensation (wage and fringe benefits) plan for all service employees performing 


work under the contract will be the same as that used for these employees and equivalent 


employees servicing the same equipment of commercial customers. 


    [] (2) Certain services as described in FAR 22.1003- 4(d)(1). The offeror [  ] does [  ] does not 


certify that— 


      (i) The services under the contract are offered and sold regularly to non-Governmental 


customers, and are provided by the offeror (or subcontractor in the case of an exempt 


subcontract) to the general public in substantial quantities in the course of normal business 


operations; 
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      (ii) The contract services will be furnished at prices that are, or are based on, established 


catalog or market prices (see FAR 22.1003-4(d)(2)(iii)); 


      (iii) Each service employee who will perform the services under the contract will spend only 


a small portion of his or her time (a monthly average of less than 20 percent of the available 


hours on an annualized basis, or less than 20 percent of available hours during the contract 


period if the contract period is less than a month) servicing the Government contract; and 


      (iv) The compensation (wage and fringe benefits) plan for all service employees performing 


work under the contract is the same as that used for these employees and equivalent employees 


servicing commercial customers. 


    (3) If paragraph (k)(1) or (k)(2) of this clause applies— 


      (i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the 


Contracting Officer did not attach a Service Contract Labor Standards wage determination to the 


solicitation, the offeror shall notify the Contracting Officer as soon as possible; and 


      (ii) The Contracting Officer may not make an award to the offeror if the offeror fails to 


execute the certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting 


Officer as required in paragraph (k)(3)(i) of this clause. 


  (l) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701).  (Not applicable if 


the offeror is required to provide this information to the SAM database to be eligible for award.) 


    (1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of this 


provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), 


reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations 


issued by the Internal Revenue Service (IRS). 


    (2) The TIN may be used by the Government to collect and report on any delinquent amounts 


arising out of the offeror's relationship with the Government (31 U.S.C. 7701(c)(3)).  If the 


resulting contract is subject to the payment reporting requirements described in FAR 4.904, the 


TIN provided hereunder may be matched with IRS records to verify the accuracy of the offeror's 


TIN. 


    (3) Taxpayer Identification Number (TIN). 


      [  ] TIN:  _____________________. 


      [  ] TIN has been applied for. 


      [  ] TIN is not required because: 


      [  ] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not 


have income effectively connected with the conduct of a trade or business in the United States 


and does not have an office or place of business or a fiscal paying agent in the United States; 


      [  ] Offeror is an agency or instrumentality of a foreign government; 


      [  ] Offeror is an agency or instrumentality of the Federal Government. 


    (4) Type of organization. 


      [  ] Sole proprietorship; 


      [  ] Partnership; 


      [  ] Corporate entity (not tax-exempt); 


      [  ] Corporate entity (tax-exempt); 


      [  ] Government entity (Federal, State, or local); 


      [  ] Foreign government; 


      [  ] International organization per 26 CFR 1.6049-4; 


      [  ] Other _________________________. 


    (5) Common parent. 


      [  ] Offeror is not owned or controlled by a common parent; 


      [  ] Name and TIN of common parent: 


           Name _____________________. 
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           TIN _____________________. 


  (m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies 


that the offeror does not conduct any restricted business operations in Sudan. 


  (n) Prohibition on Contracting with Inverted Domestic Corporations. 


    (1) Government agencies are not permitted to use appropriated (or otherwise made available) 


funds for contracts with either an inverted domestic corporation, or a subsidiary of an inverted 


domestic corporation, unless the exception at 9.108-2(b) applies or the requirement is waived in 


accordance with the procedures at 9.108-4. 


    (2) Representation. The Offeror represents that— 


      (i) It [ ] is, [ ] is not an inverted domestic corporation; and 


      (ii) It [ ] is, [ ] is not a subsidiary of an inverted domestic corporation. 


  (o) Prohibition on contracting with entities engaging in certain activities or transactions 


relating to Iran. 


    (1) The offeror shall email questions concerning sensitive technology to the Department of 


State at CISADA106@state.gov. 


    (2) Representation and certifications. Unless a waiver is granted or an exception applies as 


provided in paragraph (o)(3) of this provision, by submission of its offer, the offeror— 


      (i) Represents, to the best of its knowledge and belief, that the offeror does not export any 


sensitive technology to the government of Iran or any entities or individuals owned or controlled 


by, or acting on behalf or at the direction of, the government of Iran; 


      (ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not 


engage in any activities for which sanctions may be imposed under section 5 of the Iran 


Sanctions Act; and  


      (iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not 


knowingly engage in any transaction that exceeds $3,500 with Iran’s Revolutionary Guard Corps 


or any of its officials, agents, or affiliates, the property and interests in property of which are 


blocked pursuant to the International Emergency Economic Powers Act (50 U.S.C. 1701 et seq.) 


(see OFAC’s Specially Designated Nationals and Blocked Persons List at 


http://www.treasury.gov/ofac/downloads/t11sdn.pdf). 


    (3) The representation and certification requirements of paragraph (o)(2) of this provision do 


not apply if— 


      (i) This solicitation includes a trade agreements certification (e.g., 52.212–3(g) or a 


comparable agency provision); and 


      (ii) The offeror has certified that all the offered products to be supplied are designated 


country end products. 


  (p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to 


be registered in SAM or a requirement to have a unique entity identifier in the solicitation). 


    (1) The Offeror represents that it [ ] has or [ ] does not have an immediate owner. If the 


Offeror has more than one immediate owner (such as a joint venture), then the Offeror shall 


respond to paragraph (2) and if applicable, paragraph (3) of this provision for each participant in 


the joint venture. 


    (2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the following 


information: 


    Immediate owner CAGE code: ____. 


    Immediate owner legal name: ____. 


    (Do not use a “doing business as” name) 


    Is the immediate owner owned or controlled by another entity: [ ] Yes or [ ] No. 


    (3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that the 


immediate owner is owned or controlled by another entity, then enter the following information: 



mailto:CISADA106@state.gov

http://www.treasury.gov/ofac/downloads/t11sdn.pdf
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    Highest-level owner CAGE code: ____. 


    Highest-level owner legal name: ____. 


    (Do not use a “doing business as” name) 


  (q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction 


under any Federal Law.  


    (1) As required by sections 744 and 745 of Division E of the Consolidated and Further 


Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in 


subsequent appropriations acts, The Government will not enter into a contract with any 


corporation that— 


      (i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and 


administrative remedies have been exhausted or have lapsed, and that is not being paid in a 


timely manner pursuant to an agreement with the authority responsible for collecting the tax 


liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has 


considered suspension or debarment of the corporation and made a determination that suspension 


or debarment is not necessary to protect the interests of the Government; or 


      (ii) Was convicted of a felony criminal violation under any Federal law within the preceding 


24 months, where the awarding agency is aware of the conviction, unless an agency has 


considered suspension or debarment of the corporation and made a determination that this action 


is not necessary to protect the interests of the Government. 


    (2) The Offeror represents that— 


      (i) It is [ ] is not [ ] a corporation that has any unpaid Federal tax liability that has been 


assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, 


and that is not being paid in a timely manner pursuant to an agreement with the authority 


responsible for collecting the tax liability; and 


      (ii) It is [ ] is not [ ] a corporation that was convicted of a felony criminal violation under a 


Federal law within the preceding 24 months. 


  (r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, 


Commercial and Government Entity Code Reporting.) 


    (1) The Offeror represents that it [ ] is or [ ] is not a successor to a predecessor that held a 


Federal contract or grant within the last three years. 


    (2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the following 


information for all predecessors that held a Federal contract or grant within the last three years (if 


more than one predecessor, list in reverse chronological order): 


    Predecessor CAGE code: ____ (or mark “Unknown”). 


    Predecessor legal name: ____. 


    (Do not use a “doing business as” name). 


  (s) [Reserved] 


  (t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all 


solicitations that require offerors to register in SAM (52.212-1(k)). 


    (1) This representation shall be completed if the Offeror received $7.5 million or more in 


contract awards in the prior Federal fiscal year. The representation is optional if the Offeror 


received less than $7.5 million in Federal contract awards in the prior Federal fiscal year. 


    (2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. (i) 


The Offeror (itself or through its immediate owner or highest-level owner) [ ] does, [ ] does not 


publicly disclose greenhouse gas emissions, i.e., makes available on a publicly accessible Web 


site the results of a greenhouse gas inventory, performed in accordance with an accounting 


standard with publicly available and consistently applied criteria, such as the Greenhouse Gas 


Protocol Corporate Standard. 
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      (ii) The Offeror (itself or through its immediate owner or highest-level owner) [ ] does, [ ] 


does not publicly disclose a quantitative greenhouse gas emissions reduction goal, i.e., make 


available on a publicly accessible Web site a target to reduce absolute emissions or emissions 


intensity by a specific quantity or percentage. 


      (iii) A publicly accessible Web site includes the Offeror’s own Web site or a recognized, 


third-party greenhouse gas emissions reporting program. 


    (3) If the Offeror checked “does” in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, 


respectively, the Offeror shall provide the publicly accessible Web site(s) where greenhouse gas 


emissions and/or reduction goals are reported:_____. 


  (u)(1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further 


Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 


subsequent appropriations acts (and as extended in continuing resolutions), Government agencies 


are not permitted to use appropriated (or otherwise made available) funds for contracts with an 


entity that requires employees or subcontractors of such entity seeking to report waste, fraud, or 


abuse to sign internal confidentiality agreements or statements prohibiting or otherwise 


restricting such employees or subcontractors from lawfully reporting such waste, fraud, or abuse 


to a designated investigative or law enforcement representative of a Federal department or 


agency authorized to receive such information. 


    (2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements 


applicable to Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 


(Sensitive Compartmented Information Nondisclosure Agreement), or any other form issued by a 


Federal department or agency governing the nondisclosure of classified information. 


    (3) Representation. By submission of its offer, the Offeror represents that it will not require its 


employees or subcontractors to sign or comply with internal confidentiality agreements or 


statements prohibiting or otherwise restricting such employees or subcontractors from lawfully 


reporting waste, fraud, or abuse related to the performance of a Government contract to a 


designated investigative or law enforcement representative of a Federal department or agency 


authorized to receive such information (e.g., agency Office of the Inspector General). 


(End of Provision) 


 


E.5  52.216-1 TYPE OF CONTRACT (APR 1984) 


  The Government contemplates award of a hybrid Firm-Fixed-Price, Time-and-Materials, 


Labor-Hour contract resulting from this solicitation. 


(End of Provision) 


 


E.6  52.233-2  SERVICE OF PROTEST  (SEP 2006) 


  Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed 


directly with an agency, and copies of any protests that are filed with the Government 


Accountability Office (GAO), shall be served on the Contracting Officer (addressed as follows) 


by obtaining written and dated acknowledgment of receipt from: 


      


      


     Hand-Carried Address: 


 Department of Veterans Affairs 


 Technology Acquisition Center 


 23 Christopher Way 


 Eatontown, NJ 07724 


 


     Mailing Address: 
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 Department of Veterans Affairs 


 Technology Acquisition Center 


 23 Christopher Way 


 Eatontown, NJ 07724 


 


  (b) The copy of any protest shall be received in the office designated above within one day of 


filing a protest with the GAO. 


(End of Provision) 


 


E.7  VAAR 852.209-70 ORGANIZATIONAL CONFLICT OF INTEREST (JAN 2008) 


  (a) It is in the best interest of the Government to avoid situations which might create an 


organizational conflict of interest or where the offeror's performance of work under the contract 


may provide the contractor with an unfair competitive advantage. The term "organizational 


conflict of interest" means that because of other activities or relationships with other persons, a 


person is unable to render impartial assistance or advice to the Government, or the person's 


objectivity in performing the contract work is or might be otherwise impaired, or the person has 


an unfair competitive advantage. 


  (b) The offeror shall provide a statement with its offer which describes, in a concise manner, all 


relevant facts concerning any past, present, or currently planned interest (financial, contractual, 


organizational, or otherwise) or actual or potential organizational conflicts of interest relating to 


the services to be provided under this solicitation. The offeror shall also provide statements with 


its offer containing the same information for any consultants and subcontractors identified in its 


proposal and which will provide services under the solicitation. The offeror may also provide 


relevant facts that show how its organizational and/or management system or other actions 


would avoid or mitigate any actual or potential organizational conflicts of interest. 


(End of Provision) 


 


E.8  VAAR 852.215-70  SERVICE-DISABLED VETERAN-OWNED AND VETERAN-


OWNED SMALL BUSINESS EVALUATION FACTORS (JUL 2016)(DEVIATION) 


  (a) In an effort to achieve socioeconomic small business goals, depending on the evaluation 


factors included in the solicitation, VA shall evaluate offerors based on their service-disabled 


veteran-owned or veteran-owned small business status and their proposed use of eligible service-


disabled veteran-owned small businesses and veteran-owned small businesses as subcontractors. 


  (b) Eligible service-disabled veteran-owned offerors will receive full credit, and offerors 


qualifying as veteran-owned small businesses will receive partial credit for the Service-Disabled 


Veteran-Owned and Veteran-owned Small Business Status evaluation factor. To receive credit, 


an offeror must be registered and verified in Vendor Information Pages (VIP) database 


(https://www.vip.vetbiz.gov). 


  (c) Non-veteran offerors proposing to use service-disabled veteran-owned small businesses or 


veteran-owned small businesses as subcontractors will receive some consideration under this 


evaluation factor. Offerors must state in their proposals the names of the SDVOSBs and VOSBs 


with whom they intend to subcontract and provide a brief description of the proposed 


subcontracts and the approximate dollar values of the proposed subcontracts. In addition, the 


proposed subcontractors must be registered and verified in the VetBiz.gov VIP database 


(https://www.vip.vetbiz.gov). 


(End of Provision) 


 



https://www.vip.vetbiz.gov/

https://www.vip.vetbiz.gov/
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E.9  VAAR 852.233-70  PROTEST CONTENT/ALTERNATIVE DISPUTE 


RESOLUTION (JAN 2008) 


  (a) Any protest filed by an interested party shall: 


    (1) Include the name, address, fax number, and telephone number of the protester; 


    (2) Identify the solicitation and/or contract number; 


    (3) Include an original signed by the protester or the protester's representative and at least one 


copy; 


    (4) Set forth a detailed statement of the legal and factual grounds of the protest, including a 


description of resulting prejudice to the protester, and provide copies of relevant documents; 


    (5) Specifically request a ruling of the individual upon whom the protest is served; 


    (6) State the form of relief requested; and 


    (7) Provide all information establishing the timeliness of the protest. 


  (b) Failure to comply with the above may result in dismissal of the protest without further 


consideration. 


  (c) Bidders/offerors and contracting officers are encouraged to use alternative dispute resolution 


(ADR) procedures to resolve protests at any stage in the protest process. If ADR is used, the 


Department of Veterans Affairs will not furnish any documentation in an ADR proceeding 


beyond what is allowed by the Federal Acquisition Regulation. 


(End of Provision) 


 


E.10  VAAR 852.233-71  ALTERNATE PROTEST PROCEDURE (MAY 2010) 


PLEASE NOTE: The correct mailing information for filing alternate protests is as follows: 


 


 Deputy Assistant Secretary for Acquisition and Logistics, 


 Risk Management Team, Department of Veterans Affairs 


 810 Vermont Avenue, N.W. 


 Washington, DC 20420 


 


  Or for solicitations issued by the Office of Construction and Facilities Management: 


 


 Director, Office of Construction and Facilities Management 


 811 Vermont Avenue, N.W. 


 Washington, DC 20420 


 


E.11  BASIS FOR AWARD 


Any award will be made based on the best overall (i.e., best value) proposal that is determined to 


be the most beneficial to the Government, with appropriate consideration given to the following 


five evaluation Factors: MACM Minimum Viable Product (MVP) Prototype Demo, Technical, 


Past Performance, Price and Veterans Involvement.  This competition will be accomplished in 


two steps.  In Step One the Offeror shall complete the MACM MVP Prototype Demo.  The 


MACM MVP Prototype Demo Factor only, shall be evaluated by the Government on a Pass or 


Fail basis. Accordingly, all proposals shall be assigned a final evaluation rating of either Pass or 


Fail under this Factor. Only those proposals determined to Pass under the MACM MVP 


Prototype Demo Factor shall be eligible to participate in Step Two and be eligible for award. The 


Government will not further evaluate proposal submissions from Offerors who are found 


ineligible in Step One.   All proposals that Pass the MACM MVP Prototype Demo Factor shall 


be subject to a tradeoff evaluation between the remaining four Factors, in order to determine 


which proposals represent the best value to the Government. Those four remaining Factors shall 


be weighted as follows:  The Technical Factor is significantly more important than the Past 
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Performance Factor, which is significantly more important than the Price Factor, which is 


slightly more important than the Veterans Involvement Factor. To receive consideration for 


award, a rating of no less than "Acceptable" must be achieved for the Technical Factor. The non-


Price Factors, when combined, are significantly more important than the Price Factor.  Offerors 


are cautioned that the award may not necessarily be made to the lowest Price offered or the most 


highly rated Technical proposal. The Government intends to award a single contract as a result of 


the evaluations. 


 


In Step Two, if the Contracting Officer determines that the number of proposals that would 


otherwise be in the competitive range exceeds the number at which an efficient competition can 


be conducted, the Contracting Officer may limit the number of proposals in the competitive 


range to the greatest number that will permit an efficient competition among the most highly 


rated proposals in accordance with FAR 52.215-1.    


 


E.12  FACTORS TO BE EVALUATED 


 


Step One:  


 


1. MACM MVP PROTOTYPE DEMO 


 


Step Two:   


 


1. TECHNICAL  


 


2. PAST PERFORMANCE  


 


3. PRICE 


 


4. VETERANS INVOLVEMENT 


 


E.13  EVALUATION APPROACH 


All proposals shall be subject to evaluation by a team of Government personnel.  There will be 


no discussions as part of Step One, and the Government reserves the right to award without 


discussions based upon the initial evaluation of proposals in Step Two.  The proposal will be 


evaluated strictly in accordance with its written and demonstrated content.  Proposals which 


merely restate the requirement or state that the requirement will be met, without providing 


supporting rationale, are not sufficient.  Offerors who fail to meet the minimum requirements of 


the solicitation will be rated Unacceptable and thus, ineligible for award. 


 


STEP ONE:  


 


MACM MVP Prototype Demo Approach: 


 


Upon receipt of the Offeror proposal, specific instructions will be provided to each Offeror 


regarding the MACM MVP Prototype Demo.  The instructions shall contain the ground rules of 


the demo along with the items that will be evaluated on a pass/fail basis.   All Offerors will be 


given five business days from the date instructions are provided to prepare the MACM MVP 


Prototype Demo.   
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The MACM Demo is intended to demonstrate the Offeror’s ability to establish a MACM MVP 


prototype running a High Availability Kubernetes Cluster (K8S).  The MACM MVP Prototype 


Demo will be evaluated on a Pass/Fail basis.  When completed the Government shall be able to 


execute the code and standup the MACM MVP Prototype Demo, build, test, and deploy the 


application and service prototypes from a code repository.  There will be no discussions as part 


of Step One. 


 


STEP TWO: 


1.  TECHNICAL EVALUATION APPROACH:   


 


i. Understanding of the Problem - The proposal will be evaluated to determine 


the extent to which it demonstrates a clear understanding of all features involved in 


solving the problems and meeting and/or exceeding the requirements presented in the 


solicitation and the extent to which uncertainties are identified and resolutions proposed.  


 


ii. Feasibility of Approach - The proposal will be evaluated to determine the 


extent to which the proposed approach is workable and the end results achievable.  The 


proposal will be evaluated to determine the level of confidence provided the Government 


with respect to the Offeror's methods and approach in successfully meeting and/or 


exceeding the requirements in a timely manner. 


 


2.  PAST PERFORMANCE EVALUATION APPROACH:  


 


The Past Performance evaluation will assess the relative risks associated with an Offeror's 


likelihood of success in fulfilling the solicitation's requirements as indicated by that Offeror's 


record of past performance.  In this context, “Offeror” refers to the proposed prime contractor 


and all proposed major subcontractor(s).  Offeror shall identify major subcontractors, if any, as 


performing more than 25 percent of the total proposed price and that will be providing any of the 


following tasks:  VA MACM platform development and application migration; mobile 


environment support; release and development management; and help desk support as described 


in PWS.  In either case, the prime contractor and proposed major subcontractor(s) will be 


assessed individually and the results will then be assessed in their totality to derive the Offeror’s 


Past Performance rating.   


 


The Government will conduct a performance risk assessment based on the quality of the 


Offeror's relevant and recent past performance, as well as that of its major subcontractors, as it 


relates to the probability of successful accomplishment of the required effort.  The Government 


will review past performance data available in the Past Performance Information Retrieval 


System (PPIRS) for efforts in performance at any point during the three years immediately prior 


to the proposal submission date, which are relevant to the efforts required by this solicitation.  


Areas of relevance include contracts/orders over $5M for operations and maintenance of cloud 


platform(s), migration of applications and databases to a commercial cloud, development and/or 


operation of a container orchestration platform, and utilizing automation/Infrastructure as Code.  


The Government reserves the right to obtain past performance information from any available 


source and may contact customers other than those identified by the Offeror when evaluating 


past performance. 
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The Government will review aspects of Price/Cost, schedule and performance.  Areas to be 


evaluated may include but are not limited to quality, schedule, cost control, management small 


business subcontracting and regulatory compliance.   


 


In the case of an Offeror without a record of relevant past performance or for whom information 


on past performance is not available, the Offeror may not be evaluated favorably or unfavorably 


on Past Performance.  


 


3.  PRICE/COST EVALUATION APPROACH. 


 


This is a hybrid Firm-Fixed Price (FFP)/Time-and-Materials (T&M), Labor Hours contract.  The 


total evaluated price will equal the sum of the total evaluated Firm Fixed Price (FFP), the total 


evaluated T&M price, the total evaluated Labor Hours price and the estimated VA MACM 


platform price. 


 


Firm Fixed Price:  The Government will evaluate offers by adding the total of all FFP line item 


prices, including all options, and optional tasks.  The Total Evaluated FFP Price will be that sum. 


 


Labor Hour: The total evaluated Labor Hour price will equal the sum of the total labor price for 


the entire task order period, including options, and optional tasks.  The Government will verify 


the Offeror’s calculation of the total proposed price.  The proposed fully loaded labor rates will 


be incorporated into any resultant contract, as binding, Not To Exceed (NTE) ceiling loaded 


labor rates.  The proposed fully loaded labor rates will be used for the prime and all 


subcontractors/team members in performance of this contract.  The estimated labor hours are for 


evaluation purposes only and do not obligate the Government to award such labor hours. 


 


T&M:  The total evaluated T&M price will equal the sum of the total labor price and the total of 


the Materials (including associated Material Handling Costs) for the entire task order period, 


including options. The proposed Material Fixed Handling rates will be incorporated into any 


resultant contract as binding NTE ceiling rates.  The proposed fully loaded labor rates will be 


incorporated into any resultant contract, as binding, NTE ceiling loaded labor rates.  The 


proposed fully loaded labor rates will be used for the prime and all subcontractors/team members 


in performance of this contract.  The Government will verify the Offeror’s calculation of the total 


proposed price. The estimated labor hours are for evaluation purposes only and do not obligate 


the Government to award such labor hours 


 


VA MACM Estimated Platform Price:  For evaluation purposes only, Offerors shall price their 


proposed estimated VA MACM platform price based on commercial AWS pricing. Based on the 


Offeror’s technical approach, each Offeror shall provide an accounting of all cloud services, 


cloud service quantities and projected cost of cloud services based upon AWS Commercial 


pricing.  Offerors shall use the AWS Commercial cost estimation tools found here: 


https://aws.amazon.com/aws-cost-management/.  Offerors shall not discount the AWS 


Commercial pricing. 


 


For Offerors from HUBZone business concerns that have not waived the evaluation preference, a 


price evaluation preference will be applied in accordance with FAR 52.219-4. 


 


 4.   VETERANS INVOLVEMENT EVALUATION APPROACH.  


 



https://aws.amazon.com/aws-cost-management/
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In accordance with Veterans Affairs Acquisition Regulation (VAAR) 852.215-70 (DEVIATION), 


Service-Disabled Veteran-Owned and Veteran-Owned Small Business (VOSB) Evaluation 


Factors, the Government will assign evaluation credit for an Offeror (prime contractor) which is a 


Service-Disabled Veteran-Owned Small Business (SDVOSB) or a VOSB.  To receive credit, an 


offeror must be registered and verified in Vendor Information Pages (VIP) database at time of 


proposal submission and at time of award (https://www.vip.vetbiz.gov) and must meet federal 


small business size standards for the North American Industry Classification System (NAICS) 


code assigned to this solicitation.   


 


Non-SDVOSB/VOSB Offerors proposing to use SDVOSBs or VOSBs as subcontractors will 


receive some consideration under this evaluation Factor. Offerors must state in their proposals the 


names of the SDVOSBs and VOSBs with whom they intend to subcontract and provide a brief 


description of the proposed subcontracts and the approximate dollar values of the proposed 


subcontracts. In addition, the proposed subcontractors must be registered and verified in the 


VetBiz.gov VIP database (https://www.vip.vetbiz.gov) and must meet federal small business size 


standards for the NAICS code assigned to this solicitation at time of both proposal submission and 


at time of award. 


 


E.14  PROPOSAL SUBMISSION 


 


1.   INTRODUCTION  


 


This competition will be accomplished in two steps.  In Step One the Offeror shall complete the 


MACM MVP Prototype Demo.  Upon receipt of the Offeror proposal, specific instructions will 


be provided to each Offeror regarding the MACM MVP Prototype Demo.   


 


The Offeror’s proposal shall be submitted electronically by the date and time indicated in the 


solicitation via email to Contract Specialist Jessica Adamitis, Jessica.Adamitis@va.gov, and 


Contracting Officer Juan Quinones, Juan.Quinones@va.gov, in the files set forth below.  The 


Offeror’s proposal shall consist of five volumes.  The Volumes are I -Technical, II – Past 


Performance, III – Price, IV – Veterans Involvement, and V - Solicitation, Offer and Award 


Documents.  The use of hyperlinks or embedded attachments in proposals is prohibited.  Offerors 


are encouraged to register for the Vendor Portal in order to ensure timely transmission of their 


proposals to the Government.    


 


WARNING:  Please do not wait until the last minute to submit your proposals!  Late 


proposals will not be accepted for evaluation. To avoid submission of late proposals, we 


recommend the transmission of your proposal file 24 hours prior to the required proposal 


due date and time. Please be advised that timeliness is determined by the date and time an 


Offeror’s proposal is received by the Government not when an Offeror attempted 


transmission.  Offerors are encouraged to review and ensure that sufficient bandwidth is 


available on their end of the transmission.  


 


2.  PROPOSAL FILES.  Offeror’s responses shall be submitted in accordance with the 


following instructions: 


 


a. Format.  The submission shall be clearly indexed and logically assembled.  


Each volume shall be clearly identified and shall begin at the top of a page.  All pages of each 


volume shall be appropriately numbered and identified by the complete company name, date and 



https://www.vip.vetbiz.gov/

https://www.vip.vetbiz.gov/

mailto:Jessica.Adamitis@va.gov

mailto:Juan.Quinones@va.gov
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solicitation number in the header and/or footer.  Proposal page limitations are applicable to this 


procurement.  The Table below indicates the maximum page count (when applicable) for each 


volume of the Offeror’s proposal.   


 


All files will be submitted as either a Microsoft Word 2010 (.doc) [if allowing Word documents] 


Microsoft Excel (.XLS) file or an Acrobat (PDF) file or compatible as indicated in the table.  


Page size shall be no greater than 8 1/2" x 11" with printing on one side, only.  The top, bottom, 


left and right margins shall be a minimum of one inch (1”) each.  Font size shall be no smaller 


than 12-point.  Arial or Times New Roman fonts are required.  Characters shall be set at no less 


than normal spacing and 100% scale.  Tables and illustrations may use a reduced font size not 


less than 8-point and may be landscape.  Line spacing shall be set at no less than single space.  


Each paragraph shall be separated by at least one blank line.  Page numbers, company logos, and 


headers and footers may be within the page margins ONLY, and are not bound by the 12-point 


font requirement.  Footnotes to text shall not be used.  All proprietary information shall be 


clearly and properly marked.  If the Offeror submits annexes, documentation, attachments or the 


like, not specifically required by this solicitation, such will count against the Offeror’s page 


limitations unless otherwise indicated in the specific volume instructions below.  Pages in 


violation of these instructions, either by exceeding the margin, font, printing, or spacing 


restrictions or by exceeding the total page limit for a particular volume, will not be evaluated.  


Pages not evaluated due to violation of the margin, font or spacing restrictions will not count 


against the page limitations.  The page count will be determined by counting the pages in the 


order they come up in the print layout view.  A Cover Page, Table of Contents and/or a glossary 


of abbreviations or acronyms will not be included in the page count of the Technical Volume.  


However, be advised that any and all information contained within any Table of Contents and/or 


glossary of abbreviations or acronyms submitted with an Offeror’s proposal will not be evaluated 


by the Government. 


 


   b.   File Packaging.  All of the proposal files may be compressed (zipped) into one 


file entitled “proposal.zip” using WinZip version 6.2 or later version or the proposal files may be 


submitted individually.   


 


c.   Content Requirements.  All information shall be confined to the appropriate 


file.  The Offeror shall confine submissions to essential matters, sufficient to  


define the proposal and provide an adequate basis for evaluation.  Offerors are responsible for 


including sufficient details, in a concise manner, to permit a complete and accurate evaluation of 


each proposal.  The titles and page limits requirements for each file are shown in the Table 


below: 


 


Volume Number Factor File Name Page Limitations* 


Step One 


MACM MVP 


Prototype Demo 


N/A N/A N/A 


Step Two 


Volume I Technical Approach Tech.pdf 30 pages 


Resumes.pdf None 


Volume II Past Performance Past Perf.pdf None 


Volume III Price Price.xls None 


Volume IV Veterans Involvement VetsI.pdf None 
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Volume V  Solicitation, Offer & 


Award Documents, 


Certifications & 


Representations 


OfrRep.pdf None 


Small Business 


Subcontracting Plan 


(Large Businesses 


Only) 


SBSP.pdf None 


 


STEP ONE:  


 


(i) MACM MVP Prototype Demo: 


 


Upon receipt of the Offeror’s proposal, the Government will provide the same specific written 


instructions to each Offeror regarding the MACM MVP Prototype Demo. Each Offeror will be 


given five business days from the date the instructions are provided to prepare and deliver the 


MACM MVP Prototype Demo to the Government pursuant to the written instructions.  Offerors 


shall deliver a MACM MVP Prototype demonstration that is accessible by Government staff for 


up to two weeks after the MACM MVP Prototype Demo for Government evaluation. Offerors 


will not be given an opportunity to correct or revise the MACM MVP Prototype Demo after its 


delivery to the Government.  The Offeror shall prepare the MACM MVP Prototype Demo 


without any interaction with the Government. All costs associated with the MACM MVP 


Prototype Demo shall be borne by the Offeror and will not be reimbursed by the Government. 


 


STEP TWO:  


(i)      VOLUME I – TECHNICAL FACTOR.  Offerors shall propose a detailed 


approach that addresses the following: 


 


(1) The Offeror shall provide a detailed technical approach to the 


development and provisioning of the VA MACM minimum viable product 


and container orchestration platform IAW with PWS Task 5.2 and 5.2.1.  


The Offeror’s approach shall include its planned consumption/use of 


VAEC-AWS cloud service credits and its proposed model of application 


federation across the VA Network.  The Offeror shall specifically detail 


the AWS cloud services and cloud service quantities required to develop 


the proposed VA MACM Platform.   


 


(2) The Offeror shall provide a detailed technical approach to mobile 


environment support to include operations and maintenance of the VA 


MACM; security including obtaining and maintaining its Authority to 


Operate (ATO) and Software Security Plan (SSP) and security incident 


management; incident resolutions; disaster recovery including backup 


strategy and data retention; release and development management; and 


change control IAW PWS Tasks 5.3 and 5.4. 


 


(3) The Offeror shall provide a detailed technical approach for the migration 


of all mobile applications located in IBM Terremark to the VA MACM as 


well as all associated databases and supporting services to the VA MACM 


IAW PWS Task 5.2 and 5.2.2. 
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(4) The Offeror shall provide a detailed approach for the management and 


optimization of resources including development, migration, maintaining, 


dashboarding, labeling, and financial accounting of used services.  The 


approach shall include monitoring the health of the VA MACM systems, 


dashboard solutions, and its individual alerting solutions for management, 


technical subject matter experts and system developers/maintainers. 


 


(5) The Offeror shall provide a clear description of how it will ensure 


deliverable metrics/SLAs are achieved; and quality assurance.  


 


(6) The Offeror shall provide a clear description of the management 


methodology that will be used for executing the effort.  The Offeror shall 


provide staffing approach to include proposed Key Personnel redacted 


resumes pursuant to PWS Section 5.1.4 and details of how the proposed 


effort will be assigned within the Offeror’s corporate entity and among the 


proposed subcontractors.  The Offeror shall provide a summary of how it 


and its subcontractors’ corporate expertise will be utilized to meet the 


requirements of the PWS. 


 


(7) The Offeror shall provide the estimated level of effort for its approach for 


each firm fixed price task and subtask to include labor categories and 


associated hours for the Prime and any proposed subcontractors for the 


base and option periods of performance.  Ensure the hours are correctly 


totaled for each period (base and option periods) and a grand total is 


submitted for all periods combined.  Details are required to be included in 


the Technical Volume and shall not be provided through a redacted price 


volume.   


 


(ii) VOLUME II – PAST PERFORMANCE FACTOR.  Offeror shall identify major 


subcontractors, if any, as performing more than 25 percent of the total proposed price and that 


will be providing any of the following tasks:  VA MACM platform development and application 


migration; mobile environment support; release and development management; and help desk 


support as described in PWS.  The information provided for the prime Offeror and each proposed 


major subcontractor must include the entire company name, company address, Commercial and 


Government Entity (CAGE) Code, and Data Universal Number System (DUNS) Number. 


 


Offerors may identify contracts for review within PPIRS and/or submit contracts (including 


Federal, State, and local government and private) (prime contracts, task/delivery orders, and/or 


major subcontracts) in performance at any point during the three years immediately prior to the 


proposal submission date, which are relevant to the efforts required by this solicitation.  Areas of 


relevance include contracts/orders over $5M for operations and maintenance of cloud 


platform(s), migration of applications and databases to a commercial cloud, development and/or 


operation of a container orchestration platform, and utilizing automation/Infrastructure as Code.    


The Offeror shall provide the contract number; description of the work; period of performance; 


and point of contact phone number and email address.     


   


(iii) VOLUME III– PRICE FACTOR 
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The Offeror shall complete the Schedule of Supplies/Services found in Attachment 006 – VA 


MACM Excel Price Evaluation Spreadsheet.  The Total Evaluated Price shall be based on the 


information provided in the Excel Price Evaluation Spreadsheet.  Section B.4 Price schedule is 


for informational purposes only for the solicitation. 


 


Price Rounding Issue - The Government requires Offerors to propose unit prices and total prices 


that are two decimal places and requires the unit prices and total prices to be displayed as two 


decimal places.  Ensure that the two digit unit price multiplied by the item quantity equals the 


two digit total item price (there should be no rounding). 


 


(iv) VOLUME IV – VETERANS INVOLVEMENT FACTOR. 


  


(1) For SDVOSBS/VOSBs: In order to receive credit under this Factor, an 


Offeror shall submit a statement of compliance that it qualifies as a SDVOSB or VOSB in 


accordance with VAAR 852.215-70, Service-Disabled Veteran-Owned and Veteran-Owned 


Small Business Evaluation Factors (DEVIATION).  Offerors are cautioned that they must be 


registered and verified in Vendor Information Pages (VIP) database (http://www.VetBiz.gov) 


and must meet federal small business size standards for the NAICS code assigned to this 


solicitation at time of both proposal submission and at time of award. 


 


(2) For Non-SDVOSBs/VOSBs: To receive some consideration under this 


Factor, an Offeror must state in its proposal the names of SDVOSB(s) and/or VOSB(s) with 


whom it intends to subcontract, and provide a brief description and the approximate dollar values 


of the proposed subcontracts.  Additionally, proposed SDVOSB/VOSB subcontractors must be 


registered and verified in VIP database (http://www.VetBiz.gov) in order to receive some 


consideration under the Veteran’s Involvement Factor and must meet federal small business size 


standards for the NAICS code assigned to this solicitation at time of proposal submission and 


time of award. 


 


(v) VOLUME V - SOLICITATION, OFFER AND AWARD DOCUMENTS 


AND CERTIFICATIONS/REPRESENTATIONS.  


 


Certifications and Representations - An authorized official of the firm shall sign the SF 1449 and 


all certifications requiring original signature. An Acrobat PDF file shall be created to capture the 


signatures for submission.  This Volume shall contain the following: 


  


     a. Solicitation Section A – Standard Form (SF1449) and Acknowledgement of 


Amendments, if any.   


      


     b. Any proposed terms and conditions and/or assumptions upon which the proposal is 


predicated.   However, all Offerors are hereby advised that any Offeror-imposed terms and 


conditions which deviate from the Government’s material terms and conditions established by 


the Solicitation may render the Offeror’s proposal Unacceptable, and thus ineligible for award. 


 


    c. Offerors shall provide list of all subcontractors including company name, CAGE code and 


DUNS number. 


 


    d. Large Business shall submit a Small Business Subcontracting Plan (SBSP) IAW FAR 


52.219-9 and VAAR 852.219-9.  The Offeror shall include in its SBSP the extent to which the 



http://www.vetbiz.gov/

http://www.vetbiz.gov/
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Offeror meets or exceeds the Government’s Subcontracting goals for this procurement, which 


are as follows: Service-Disabled Veteran-Owned Small Business (SDVOSB): 5.0% of the total 


contract value; Veteran-Owned Small Business (VOSB): 7.0% of the total contract value; Small 


Disadvantaged Business (SDB): 5.0% of the total contract value; Women-Owned Small 


Business: 5.0% of the total contract value; Historically Underutilized Business Zone (HUB 


Zone) Small Business: 3.0% of the total contract value.  Any inability to meet the Government’s 


subcontracting goal(s) or if the Offeror is not proposing to subcontract it shall include detailed 


rationale to support the determination.   If the large business does not have an approved Master 


Plan or approved Commercial Plan, then an Individual Subcontracting Plan must be submitted 


that includes an assurance that small businesses will be given the maximum practicable 


opportunity to participate in contract performance.  This plan shall be submitted separately from 


the Small Business Participation information required above, which applies to both Large and 


Small businesses.  The Subcontracting Plan is not a requirement for evaluation in source 


selection, but rather, a requirement for award to a Large Business and the Plan, as negotiated, 


will be incorporated into any resultant contract. 


 


Offerors are hereby advised that any Offeror-imposed terms and conditions and/or assumptions 


which deviate from the Government’s material terms and conditions established by the 


Solicitation, may render the Offeror’s proposal Unacceptable, and thus ineligible for award. 







Department of Veterans Affairs (VA) Mobile Applications Cloud 
Migration Case Study 


By VA’s Technology Acquisition Center (TAC) 


POC 


Juan Quinones, Contracting Officer, Juan.Quinones@va.gov 


Jessica Adamitis, Contract Specialist, Jessica.Adamitis@va.gov 


Mary Courtney, OGC, Mary.Courtney@va.gov 


Contract Information 


Title: VA Mobile Applications Cloud Migration (MACM) 


Applicable FAR Part(s): FAR Part 12.6 and FAR Part 15.3 


Total Task Order Value (Firm Fixed Price): $44.85M 


Period of Performance: 12-month Base period followed by four 12-month option 
periods. 


Scope: The Contractor shall implement, operate, and maintain the VA mobile 
application platform including all cloud services required to support VA MACM 
operations. The Contractor shall migrate mobile apps and supporting services into an 
operational VA mobile application platform. The Contractor shall provide O&M 
support of all VA MACM cloud environments as well as the infrastructure software 
contained within each environment. The Contractor shall provide all software and 
support required to create and maintain an operational platform as described in the 
PWS. This effort also includes an optional task for transition out services. 


The Problem 


Source selections centered around a traditional written proposal do not allow 
evaluators to fully evaluate an offeror’s capabilities and/or processes. This is 
especially true for digital service procurements that are to be developed using agile 
methods. It is one thing to be a great proposal writer but quite another to be capable 
of successfully performing. Thus, we needed to come up with an evaluation strategy 
that required offerors to demonstrate what they would have otherwise just written 







about. By utilizing a demonstration to supplement a written technical approach, we 
could make the offerors show us that they could do the work versus just telling us, 
increasing our confidence in their ability to successfully perform. Information and 
Technology (OIT), Veterans Health Administration (VHA), and United States Digital 
Service (USDS) subject matter experts (SME) recognized a need for the offerors to 
demonstrate their expertise with a practical test of their capabilities. Accordingly, the 
team (comprised of TAC, OIT, VHA, USDS, and Office of General Council (OGC)) worked 
to implement a demonstration of the offerors’ expertise into the procurement. The 
team also recognized that a demonstration could be useful as a mechanism to down 
select offerors into a more competitive pool for further evaluation, allowing the 
Government to better focus its resources. 


The Solution 


The team decided that a Technical Demonstration titled, “VA Mobile Application Cloud 
Migration (MACM) Minimum Viable Product (MVP) Prototype Demonstration” would be 
used to determine an offeror’s ability to establish a MACM MVP prototype running a 
High Availability Kubernetes Cluster (K8S). The MACM MVP prototype demonstration 
was used as a gate before evaluating the remainder of the submitted proposal which 
consisted of a written technical response, Past Performance, Price, and Veterans 
Involvement. After submission of the written proposals, all Offerors were given five 
business days from the date instructions were provided to prepare the MACM MVP 
Prototype Demo. The MACM MVP Prototype Demonstration would be evaluated on a 
Pass/Fail basis. When completed the Government should be able to execute the code 
and standup the MACM MVP Prototype, and build, test, and deploy the application. 


Basis of Award 


This competition was accomplished in two steps. 


In Step One, the Offeror completed the MACM MVP Prototype Demonstration which 
was evaluated by the Government on a Pass or Fail basis. Only those proposals 
determined to Pass under the MACM MVP Prototype Demo Factor were eligible to 
participate in Step Two. There was no Government interaction or discussions in Step 
One. 


In Step Two, the Offerors were subject to a tradeoff evaluation between the remaining 
four Factors (Technical, Past Performance, Price and Veterans Involvement) in order 
to determine which proposals represent the best value to the Government. The 
technical proposal consisted of a 30-page written technical response to seven 







technical elements (Appendix pages 16-17) that were evaluated independently from 
the MACM MVP Prototype Demo Factor in Step One. 


Details regarding the Basis for Award, Evaluation Approach and Proposal Submission 
Instructions can be found in the Appendix, pages 13-22. 


MACM MVP Prototype Demonstration 


USDS developed an obviously fake crypto coin mining application written in Python, 
JavaScript, and Ruby that runs as five separate services on a single server 
orchestrated by Docker Compose with an nginx web server in front. Each service has 
its own Dockerfile. The api service calls the rng_service and the hash_service to 
produce hashes. Results are stored in the redis service. The web_front end is the view 
into the hashing and mining of coins. 


The following skillsets were utilized to establish the MACM MVP Prototype 
Demonstration, and participated in the evaluation: 


OIT Program Managers (Requiring Activity) VHA Program Analysts (Business Owner) 
Digital Service Experts (SMEs) OGC Attorney Contracting Officer Contracting Specialist 
TAC Program Manager, Engineering Service 


MACM MVP Prototype Demonstration Ground Rules and 
Instructions 


• The Offeror shall have five business days to prepare and deliver the MACM MVP 
Prototype Demo. 


• The Offeror shall deliver a code repository to GitHub that is accessible by 
Government staff for up to two weeks after the MACM MVP Prototype 
Demonstration for Government evaluation. No additions or updates can be 
made to the code or any artifacts within the repository after submission. The 
Government will provide the names, contact information, and GitHub 
username for access to the MACM MVP Prototype Demo. 


• The Offeror will be graded as pass/fail on all items detailed below. To Pass an 
Offeror is required to Pass all nine items below. In the event the Government 
can execute code and standup the MACM MVP Prototype Demo, build, test, and 
deploy the application and service prototypes from a code repository, but the 
MACM MVP Prototype fails one of the nine items below then the MACM MVP 
Prototype Demo will be deemed to have failed. 







• There will be no extensions or rescheduling of an Offeror’s time to prepare and 
deliver the VA MACM MVP Prototype. 


The Offeror shall establish a MACM MVP prototype running K8S. Any base Amazon 
Machine Images (AMI) shall be defined via code. The Offeror shall use the following 
open source or comparable tools: 


• Amazon Web Services Command Line Interface 


• Terraform by HashiCorp 


• Packer by HashiCorp 


• Ansible 


• Kubernetes 


For the VA MACM MVP Prototype Demonstration, the Offeror shall complete the 
following: 


Item 1: Create two Virtual Private Clouds (VPC) inside the same AWS commercial 
account to demonstrate the VPC to VPC configuration. 


• The VPCs shall exist in the same account where VPC1 has direct access to the 
internet and VPC2 does not. 


• VPC1 and VPC2 shall have a connection. 


• VPC2 shall not be directly connected to the internet. 


• Demonstrate routing from within VPC2 to https://vets.gov 
o curl –trace-ascii https://vets.gov 


Item 2: Establish a Linux Jumpbox. Item 3: Provision Roles and Users with access to 
the Linux Jumpbox and instances via Identity and Access Management (IAM) Item 4: 
Only traffic on ports 22, 443, and 444 shall be allowed via an entry point to VPC1. Item 
5: Secure Shell (SSH) ingress traffic is only allowed to the Jumpbox via port 22 Item 6: 
All configuration must be done via code, nothing shall be updated via the console. 
Item 7: Deploy a Kubernetes cluster Item 8: Deploy a Government provided sample 
Web Application to the cluster 


• Migrate the provided web application which uses Docker Compose and resides 
in the following repository to the prototype K8S cluster: 


o https://github.com/department-of-veterans-affairs/map-demo 







o Decompose the provided application and services as appropriate to be 
consistent with modern micro-services architecture. 


• Setup the web application for high availability 


• Access the web application in the K8S cluster via the HTTPS entry point toVPC1 


Item 9: The Offeror shall present the VA MACM MVP Prototype Demo to the 
Government via its GitHub submission. 


In this case all three vendors passed the MACM MVP Prototype Demonstration and 
proceeded to Step Two of the evaluation. 


Evaluation Criteria 


When completed the Government shall be able to execute the code and standup the 
MACM MVP Prototype Demo (inclusive of VPCs and all tools used for automation and 
orchestration), build, test, and deploy the application and service prototypes from a 
code repository. The Offeror is required to receive a rating of Pass for all items 1 
through 9 to receive a final Pass. There will be no discussions as part of Step One. The 
Government evaluators reviewed the demo submission and objectively determined 
whether the VA MACM MVP Prototype developed by the Offerors met each of the nine 
criteria outlined above. 


Bottom Line 


The goal of the MACM MVP Prototype Demonstration was to determine if the offerors 
could deploy/migrate a Government provided sample web application to a high 
availability K8S cluster in a fixed timebox of five business days. Having the offerors 
prove this out via a tangible demonstration increased the Governments confidence in 
the offerors’ written technical approach and the capabilities to perform critical tasks. 
It also offered an opportunity for a potential down select if need be. Note: In this case 
it was not needed as there were only three offerors whom all passed. It should be 
noted that including the Technical Demonstration likely contributed to only receiving 
three proposals. 


Lessons Learned 


• Some MACM MVP Prototype Demonstration submissions were better than 
others. As such some evaluators, while appreciating the simplicity of pass/fail, 
expressed the desire to be able to assign strengths and weaknesses and a rating 
for the demo to differentiate the submissions. 







• The rigidness of having to meet all 9 criteria in a pass/fail scenario may lead to a 
vendor with an overall great demo to be excluded based on a minor 
technicality. 


• During the debriefs, the offerors provided positive feedback regarding use of 
the demonstrations and stated they should be used more often. 


• A demo of this nature requires SMEs capable to create the test (e,g. fake crypto 
coin mining application) and capable of evaluating the outcome. 


Additional Details 


Solicitation Number: 36C10B18R2609 


Milestones: Solicitation Issued: August 3, 2017 Proposals Received: August 22, 2017 
Demos Complete: August 29, 2017 Evaluations Complete: September 20, 2017 Award: 
September 26, 2017 


APPENDIX 


Section B – Price Schedule (Base Period Only): 


Please note this effort included unique pricing terms specifically related to the VA 
MACM Minimum Viable Product (MVP) at CLIN 0002 and with regard to Service Level 
Agreements. The Contractor shall meet all Deliverable Metrics/Service Level 
Agreements (SLA) as described in the Performance Work Statement (PWS). However, if 
the Contractor’s performance falls below a required service level, the Contractor shall 
only be paid for the lower service level provided. See Section B.5 Performance Work 
Statement, Section 6.4.1 for Deliverable Metrics/SLA Performance for the calculation 
and measurement of each Firm-Fixed-Price (FFP) Deliverable Metric/SLA specified. 


BASE PERIOD The period of performance shall be for 12 months from award. 



https://www.fbo.gov/index.php?s=opportunity&mode=form&id=ae39f589e1bc71ca70c93c20fc88c299&tab=core&_cview=1





CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0001 


Project Management in accordance with (IAW) 
Performance Work Statement (PWS) Section 5.1 
and its subtasks. Period of Performance (PoP) 
shall be for 12 months from award. This CLIN 
includes all tasks, labor, and travel required for 
the successful completion of the services 
details in PWS Section 5.1 and its subtasks. 


12 Month 
(MO) $ $ 


0001AA 
Contractor Project Management Plan IAW PWS 
Section 5.1.1.   Due 30 days after contract award 
(DAC) and updated monthly thereafter. 


12 MO NSP NSP 


0001AB 
Monthly Status Report IAW PWS Section 
5.1.2.   Due the 5th day of each month 
throughout the PoP. 


12 MO NSP NSP 


0001AC 


TMS Training Certificated of Completion for VA 
Privacy and Information Security Awareness 
Training IAW PWS Section 5.1.6.    Due 1 week 
after award and/or one week after on-boarding 
of new employee and annually as required 
throughout the period of performance for all 
Contractor employees. 


1 LO NSP NSP 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0001AD 


VA Privacy and Information Security Awareness 
and Rules of Behavior Training Certificate IAW 
PWS Section 5.1.6.   Due 1 week after award 
and/or one week after on-boarding of new 
employee and annually as required throughout 
the period of performance for all Contractor 
employees. 


1 LO NSP NSP 


0001AE 


VA HIPAA Certificate of Completion IAW PWS 
Section 5.1.6.   Due 1 week after award and/or 
one week after on-boarding of new employee 
and annually as required throughout the period 
of performance for all Contractor employees. 


1 LO NSP NSP 


0002 


VA MACM Platform Development and App 
Migration IAW PWS Section 5.2.   The Contractor 
shall price 13 two-week sprints in the base 
contract period.   The Contractor may invoice at 
the end of each sprint upon Government 
acceptance of the Sprint Certification Package 
and Artifacts.   The VA MACM Minimum Viable 
Product (MVP) IAW PWS Section 5.2.1 shall be 
delivered 90 DAC.   Mobile Application Migration 
IAW PWS Section 5.2.2 shall begin upon 
Government acceptance of the VA MACM MVP 
IAW PWS Section 5.2.1. The price for the 
delivery of the minimum viable product (MVP) 
as defined in PWS 5.2.1 is 100 percent of the 


13 EA $ $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


fixed-price of each sprint provided the 
Contractor successfully delivers and the 
Government accepts the MVP within three 
months from contract award.  Upon Contractor 
delivery and Government acceptance of each 
sprint, the Government shall pay 75 percent of 
the fixed-price of the sprint. Upon the 
successful delivery and acceptance of the MVP 
within three months from contract award, the 
Government shall pay the Contractor the 
remaining 25 percent of the fixed-price of each 
sprint withheld at the time of each Sprint 
delivery.   In the event the Contractor delivers 
the MVP later than three months from contract 
award, the price for the delivery of the MVP 
shall be 75 percent of the fixed-price for each 
sprint.  The Government will continue to pay 75 
percent of the fixed-price of each sprint until 
successful delivery and acceptance by the 
Government of the MVP.  Notwithstanding 
when the MVP is delivered and accepted by the 
Government, the Contractor remains obligated 
to deliver the MVP and failure to deliver the 
MVP within a commercially reasonable time 
from contract award will be deemed a 
condition endangering contract performance 
and may provide grounds for default 
termination. Upon successful delivery and 
acceptance of the MVP, additional sprints for 
the Mobile Application Migration IAW PWS 
Section 5.2.2 will be paid at 100 percent of the 
fixed-price of each sprint.    This CLIN includes 
all tasks, labor, and travel required for the 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


successful completion of the services details in 
PWS Section 5.2 and its subtasks. 


0002AA 
Sprint Plan IAW PWS Section 5.2.   Due at the 
beginning of each two-week sprint and 
updated at conclusion of each two-week sprint. 


13 EA NSP NSP 


0002AB 
Sprint Certification Package with Source Code 
IAW PWS Section 5.2.   Due at conclusion of 
each two-week sprint. 


13 EA NSP NSP 


0003 


VA MACM Operations and System Maintenance 
Support IAW PWS Section 5.3.1.   PoP shall 
begin upon Government acceptance of the VA 
MACM MVP IAW PWS Section 5.2.1.  Not to 
Exceed (NTE) 12 months.   This CLIN includes all 
tasks, labor, and travel required for the 
successful completion of the services details in 
PWS Section 5.3.1 and its subtasks. 


NTE 
12 MO $ $ 


0003AA VA MACM O&M Support Plan IAW PWS Section 
5.3.1.   Due 30 DAC and updated thereafter. 


1 LO NSP NSP 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0003AB 
SLA Monitoring Plan IAW PWS Section 
5.3.1.   Due 30 DAC and updated monthly 
thereafter. 


1 LO NSP NSP 


0003AC 
VA MACM SLA Report IAW PWS Section 
5.3.1.   Due 30 DAC and updated monthly 
thereafter. 


1 LO NSP NSP 


0004 


Security IAW PWS Section 5.3.2.   PoP shall be 
for 12 months from date of award.   This CLIN 
includes all tasks, labor, and travel required for 
the successful completion of the services 
details in PWS Section 5.3.2 and its subtasks, 
except for 5.3.2.2. 


12 MO $ $ 


0004AA 
Monthly Security Assessment Report IAW PWS 
5.3.2.1.   Due monthly throughout the PoP. NTE 
12 months. 


12 MO NSP NSP 


0004AB ATO Package Documentation IAW PWS 
5.3.2.2.   Due 30 DAC and updated as needed. 1 LO $ $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0005 


Disaster Recovery (DR) and Continuity of 
Operations IAW PWS 5.3.3.   PoP shall be 12 
months from date of award.   This CLIN includes 
all tasks, labor, and travel required for the 
successful completion of the services details in 
PWS Section 5.3.3 and its subtasks. 


12 MO $ $ 


0005AA 
DR and Backup Plan IAW PWS 5.3.3.   Due 45 
DAC and updated as needed throughout the 
PoP. 


1 LO NSP NSP 


0005AB DR Test Schedule IAW PWS 5.3.3.   Due 45 DAC 
and updated as needed throughout the PoP. 1 LO NSP NSP 


0005AC AAR IAW PWS 5.3.3.   Due 45 DAC and updated 
as needed throughout the PoP. 1 LO NSP NSP 


0005AD COOP Plan IAW PWS 5.3.3.   Due 45 DAC and 
updated as needed throughout the PoP. 1 LO NSP NSP 


0006 Monitoring and Alerting IAW PWS 5.3.4.   PoP 
shall be 12 months from date of award.   This 


12 MO $ $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


CLIN includes all tasks, labor, and travel 
required for the successful completion of the 
services details in PWS Section 5.3.4 and its 
subtasks. 


0006AA 
Quarterly Resource Utilization Optimization 
Plan IAW PWS 5.3.4.   Due quarterly throughout 
the PoP. 


1 LO NSP NSP 


0006AD Monthly Utilization Report IAW PWS 5.3.4.   Due 
monthly throughout the PoP. 


1 LO NSP NSP 


0007 


Software License Management IAW PWS 5.3.5. 
Time-and-Materials (T&M)   This is a T&M 
Contract Line Item Number (CLIN) and includes 
all labor and material required for the 
successful completion of the tasks PWS 
5.3.5.   Work shall be executed in accordance 
with funding provided at time of award or 
under formal modification.  Work shall not 
commence unless and until funding is provided 
by the Contracting Officer.   This T&M CLIN is 
IAW FAR 52.232-7 for invoicing or billing 
purposes. T&M rates shall not exceed those set 
forth in Attachment 006.   *Government Not To 


1 LO NTE $ NTE $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


Exceed Material   Ceiling: $___   + Fixed 
Handling Rate ____ %   = Material NTE Ceiling $ 


0008 


Engineering Technical Support IAW PWS 
5.3.6.   PoP shall be 12 months from date of 
award.   This CLIN includes all tasks, labor, and 
travel required for the successful completion of 
the services details in PWS Section 5.3.6. 


12 MO $ $ 


0009 


General Engineering Support IAW PWS 
5.3.7.   PoP shall be 12 months from date of 
award.   This CLIN includes all tasks, labor, and 
travel required for the successful completion of 
the services details in PWS Section 5.3.7. 


12 MO $ $ 


0010 


Release and Development Management IAW 
PWS 5.4.   PoP shall be 12 months from date of 
award.   This CLIN includes all tasks, labor, and 
travel required for the successful completion of 
the services details in PWS Section 5.4 and its 
subtasks. 


12 MO $ $ 


0010AA Meeting Minutes IAW PWS 5.4.2   Due within 24 
hours of scheduled meetings. 1 LO NSP NSP 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0010AB ECCB SOP IAW PWS 5.4.3.   Due 30 DAC and 
updated monthly thereafter. 1 LO NSP NSP 


TOTAL 
BASE 
PERIOD 


        $ 


BASE PERIOD – OPTIONAL TASK – ADDITIONAL VA MACM PLATFORM DEVELOPMENT 
AND APP MIGRATION SUPPORT This optional task may be exercised IAW FAR 52.217-7 
Option for Increase Quantity – Separately Priced Line Item (MAR 1989). Work shall not 
commence until, and unless, a formal modification is issued by the Contracting 
Officer. 


CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0011 


Additional VA MACM Platform 
Development and App Migration 
Support IAW PWS 5.2.3.   The 
Contractor shall price per two-week 
sprints in the base contract 
period.   The Contractor shall begin 
within two weeks of option 
exercise.   This Optional Task may 
be exercised multiple times from 


NTE 
32 EA $ NTE $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


time to time during the base period, 
not to exceed 32 sprints. 


0011AA 


Sprint Plan IAW PWS Section 
5.2.   Due at the beginning of each 
two-week sprint and updated at 
conclusion of each two-week sprint. 


32 EA NSP NSP 


0011AB 
Sprint Certification Package IAW 
PWS Section 5.2.   Due at conclusion 
of each two-week sprint. 


32 EA NSP NSP 


BASE PERIOD – 
OPTIONAL TASK – 
ADDITIONAL VA MACM 
PLATFORM 
DEVELOPMENT AND 
APP MIGRATION 
SUPPORT 


        $ 


BASE PERIOD – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT This optional task may 
be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately Priced Line 
Item (MAR 1989). Work shall not commence until, and unless, a formal modification is 
issued by the Contracting Officer. 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0012 


Tier 4 Help Desk Support IAW PWS 5.5. This 
is a Labor Hour Contract Line Item Number 
(CLIN) and includes all labor required for the 
successful completion of the tasks PWS 
5.5.   The Contractor shall not execute 
performance on this task without approval 
from the Contracting Officer via a 
modification. The Offeror’s fully loaded 
labor rates shall not be exceeded and the 
rates are incorporated into the contract at 
Attachment 006.  The binding fully loaded 
labor rates will be used for the prime and all 
subcontractor/team members in 
performance of this contract. This Labor 
Hour CLIN is in IAW FAR 52.232-7 for 
invoicing or billing purposes This optional 
task may be exercised multiple times from 
time to time up to the NTE amount. 


1 LO NTE $ NTE $ 


BASE PERIOD – 
OPTIONAL 
TASK – TIER 4 
HELP DESK 
SUPPORT 


        $ 


TOTAL BASE 
PERIOD WITH 


        $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


OPTIONAL 
TASKS 


Instructions to Offerors: This competition will be accomplished in two steps. In Step 
One the Offeror shall complete the MACM MVP Prototype Demo. Upon receipt of the 
Offeror proposal, specific instructions will be provided to each Offeror regarding the 
MACM MVP Prototype Demo. 


1. INTRODUCTION 


The Offeror’s proposal shall be submitted electronically by the date and time 
indicated in the solicitation via email to Contract Specialist Jessica Adamitis, 
Jessica.Adamitis@va.gov, and Contracting Officer Juan Quinones, 
Juan.Quinones@va.gov, in the files set forth below. The Offeror’s proposal shall 
consist of five volumes. The Volumes are I -Technical, II – Past Performance, III – Price, 
IV – Veterans Involvement, and V - Solicitation, Offer and Award Documents. The use of 
hyperlinks or embedded attachments in proposals is prohibited. Offerors are 
encouraged to register for the Vendor Portal in order to ensure timely transmission of 
their proposals to the Government. 


WARNING: Please do not wait until the last minute to submit your proposals! Late 
proposals will not be accepted for evaluation. To avoid submission of late proposals, 
we recommend the transmission of your proposal file 24 hours prior to the required 
proposal due date and time. Please be advised that timeliness is determined by the 
date and time an Offeror’s proposal is received by the Government not when an 
Offeror attempted transmission. Offerors are encouraged to review and ensure that 
sufficient bandwidth is available on their end of the transmission. 


1. PROPOSAL FILES. Offeror’s responses shall be submitted in accordance with 
the following instructions: 


a. Format. The submission shall be clearly indexed and logically assembled. Each 
volume shall be clearly identified and shall begin at the top of a page. All pages of each 
volume shall be appropriately numbered and identified by the complete company 







name, date and solicitation number in the header and/or footer. Proposal page 
limitations are applicable to this procurement. The Table below indicates the 
maximum page count (when applicable) for each volume of the Offeror’s proposal. 


All files will be submitted as either a Microsoft Word 2010 (.doc) [if allowing Word 
documents] Microsoft Excel (.XLS) file or an Acrobat (PDF) file or compatible as 
indicated in the table. Page size shall be no greater than 8 1/2” x 11” with printing on 
one side, only. The top, bottom, left and right margins shall be a minimum of one inch 
(1”) each. Font size shall be no smaller than 12-point. Arial or Times New Roman fonts 
are required. Characters shall be set at no less than normal spacing and 100% scale. 
Tables and illustrations may use a reduced font size not less than 8-point and may be 
landscape. Line spacing shall be set at no less than single space. Each paragraph shall 
be separated by at least one blank line. Page numbers, company logos, and headers 
and footers may be within the page margins ONLY, and are not bound by the 12-point 
font requirement. Footnotes to text shall not be used. All proprietary information shall 
be clearly and properly marked. If the Offeror submits annexes, documentation, 
attachments or the like, not specifically required by this solicitation, such will count 
against the Offeror’s page limitations unless otherwise indicated in the specific 
volume instructions below. Pages in violation of these instructions, either by 
exceeding the margin, font, printing, or spacing restrictions or by exceeding the total 
page limit for a particular volume, will not be evaluated. Pages not evaluated due to 
violation of the margin, font or spacing restrictions will not count against the page 
limitations. The page count will be determined by counting the pages in the order they 
come up in the print layout view. A Cover Page, Table of Contents and/or a glossary of 
abbreviations or acronyms will not be included in the page count of the Technical 
Volume. However, be advised that any and all information contained within any Table 
of Contents and/or glossary of abbreviations or acronyms submitted with an Offeror’s 
proposal will not be evaluated by the Government. 


b. File Packaging. All of the proposal files may be compressed (zipped) into one file 
entitled proposal.zip using WinZip version 6.2 or later version or the proposal files may 
be submitted individually. 


c. Content Requirements. All information shall be confined to the appropriate file. The 
Offeror shall confine submissions to essential matters, sufficient to define the 
proposal and provide an adequate basis for evaluation. Offerors are responsible for 
including sufficient details, in a concise manner, to permit a complete and accurate 
evaluation of each proposal. The titles and page limits requirements for each file are 
shown in the Table below: 







Step One 


Volume Number Factor File Name Page Limitations* 


MACM MVP Prototype Demo N/A N/A N/A 


Step Two 


Volume 
Number Factor File Name Page 


Limitations* 


Volume I Technical Approach Tech.pdf 30 pages 


– – Resumes.pdf None 


Volume II Past Performance PastPerf.pdf None 


Volume III Price Price.xls None 


Volume IV Veterans Involvement VetsI.pdf None 







Volume 
Number Factor File Name Page 


Limitations* 


Volume V Solicitation, Offer & Award Documents, 
Certifications & Representations OfrRep.pdf None 


– Small Business Subcontracting Plan (Large 
Businesses Only) SBSP.pdf None 


STEP ONE: 


(i) MACM MVP Prototype Demo: 


Upon receipt of the Offeror’s proposal, the Government will provide the same specific 
written instructions to each Offeror regarding the MACM MVP Prototype Demo. Each 
Offeror will be given five business days from the date the instructions are provided to 
prepare and deliver the MACM MVP Prototype Demo to the Government pursuant to 
the written instructions. Offerors shall deliver a MACM MVP Prototype demonstration 
that is accessible by Government staff for up to two weeks after the MACM MVP 
Prototype Demo for Government evaluation. Offerors will not be given an opportunity 
to correct or revise the MACM MVP Prototype Demo after its delivery to the 
Government. The Offeror shall prepare the MACM MVP Prototype Demo without any 
interaction with the Government. All costs associated with the MACM MVP Prototype 
Demo shall be borne by the Offeror and will not be reimbursed by the Government. 


STEP TWO: (i) VOLUME I – TECHNICAL FACTOR. Offerors shall propose a detailed 
approach that addresses the following: 


(1) The Offeror shall provide a detailed technical approach to the development and 
provisioning of the VA MACM Minimum Viable Product (MVP) and container 
orchestration platform IAW with PWS Task 5.2 and 5.2.1. The Offeror’s approach shall 
include its planned consumption/use of VAEC-AWS cloud service credits and its 
proposed model of application federation across the VA Network. The Offeror shall 







specifically detail the AWS cloud services and cloud service quantities required to 
develop the proposed VA MACM MVP. 


(2) The Offeror shall provide a detailed technical approach to mobile environment 
support to include operations and maintenance of the VA MACM; security including 
obtaining and maintaining its Authority to Operate (ATO) and Software Security Plan 
(SSP) and security incident management; incident resolutions; disaster recovery 
including backup strategy and data retention; release and development management; 
and change control IAW PWS Tasks 5.3 and 5.4. 


(3) The Offeror shall provide a detailed technical approach for the migration of all 
mobile applications located in IBM Terremark to the VA MACM as well as all associated 
databases and supporting services to the VA MACM IAW PWS Task 5.2 and 5.2.2. 


(4) The Offeror shall provide a detailed approach for the management and 
optimization of resources including development, migration, maintaining, 
dashboarding, labeling, and financial accounting of used services. The approach shall 
include monitoring the health of the VA MACM systems, dashboard solutions, and its 
individual alerting solutions for management, technical subject matter experts and 
system developers/maintainers. 


(5) The Offeror shall provide a clear description of how it will ensure deliverable 
metrics/SLAs are achieved; and quality assurance. 


(6) The Offeror shall provide a clear description of the management methodology that 
will be used for executing the effort. The Offeror shall provide staffing approach to 
include proposed Key Personnel redacted resumes pursuant to PWS Section 5.1.4 and 
details of how the proposed effort will be assigned within the Offeror’s corporate 
entity and among the proposed subcontractors. The Offeror shall provide a summary 
of how it and its subcontractors’ corporate expertise will be utilized to meet the 
requirements of the PWS. 


(7) The Offeror shall provide the estimated level of effort for its approach for each firm 
fixed price task and subtask to include labor categories and associated hours for the 
Prime and any proposed subcontractors for the base and option periods of 
performance. Ensure the hours are correctly totaled for each period (base and option 
periods) and a grand total is submitted for all periods combined. Details are required 
to be included in the Technical Volume and shall not be provided through a redacted 
price volume. 







(ii) VOLUME II – PAST PERFORMANCE FACTOR. Offeror shall identify major 
subcontractors, if any, as performing more than 25 percent of the total proposed price 
and that will be providing any of the following tasks: VA MACM platform development 
and application migration; mobile environment support; release and development 
management; and help desk support as described in PWS. The information provided 
for the prime Offeror and each proposed major subcontractor must include the entire 
company name, company address, Commercial and Government Entity (CAGE) Code, 
and Data Universal Number System (DUNS) Number. 


Offerors may identify contracts for review within PPIRS and/or submit contracts 
(including Federal, State, and local government and private) (prime contracts, 
task/delivery orders, and/or major subcontracts) in performance at any point during 
the three years immediately prior to the proposal submission date, which are relevant 
to the efforts required by this solicitation. Areas of relevance include contracts/orders 
over $5M for operations and maintenance of cloud platform(s), migration of 
applications and databases to a commercial cloud, development and/or operation of 
a container orchestration platform, and utilizing automation/Infrastructure as Code. 
The Offeror shall provide the contract number; description of the work; period of 
performance; and point of contact phone number and email address. 


(iii) VOLUME III– PRICE FACTOR 


The Offeror shall complete the Schedule of Supplies/Services found in Attachment 006 
– VA MACM Excel Price Evaluation Spreadsheet. The Total Evaluated Price shall be 
based on the information provided in the Excel Price Evaluation Spreadsheet. Section 
B.4 Price schedule is for informational purposes only for the solicitation. 


Price Rounding Issue - The Government requires Offerors to propose unit prices and 
total prices that are two decimal places and requires the unit prices and total prices to 
be displayed as two decimal places. Ensure that the two digit unit price multiplied by 
the item quantity equals the two digit total item price (there should be no rounding). 


(iv) VOLUME IV – VETERANS INVOLVEMENT FACTOR. 


(1) For SDVOSBS/VOSBs: In order to receive credit under this Factor, an Offeror shall 
submit a statement of compliance that it qualifies as a SDVOSB or VOSB in accordance 
with VAAR 852.215-70, Service-Disabled Veteran-Owned and Veteran-Owned Small 
Business Evaluation Factors (DEVIATION). Offerors are cautioned that they must be 
registered and verified in Vendor Information Pages (VIP) database 
(http://www.VetBiz.gov) and must meet federal small business size standards for the 







NAICS code assigned to this solicitation at time of both proposal submission and at 
time of award. 


(2) For Non-SDVOSBs/VOSBs: To receive some consideration under this Factor, an 
Offeror must state in its proposal the names of SDVOSB(s) and/or VOSB(s) with whom 
it intends to subcontract, and provide a brief description and the approximate dollar 
values of the proposed subcontracts. Additionally, proposed SDVOSB/VOSB 
subcontractors must be registered and verified in VIP database 
(http://www.VetBiz.gov) in order to receive some consideration under the Veteran’s 
Involvement Factor and must meet federal small business size standards for the NAICS 
code assigned to this solicitation at time of proposal submission and time of award. 


(v) VOLUME V - SOLICITATION, OFFER AND AWARD DOCUMENTS AND 
CERTIFICATIONS/REPRESENTATIONS. 


Certifications and Representations - An authorized official of the firm shall sign the SF 
1449 and all certifications requiring original signature. An Acrobat PDF file shall be 
created to capture the signatures for submission. This Volume shall contain the 
following: 


a. Solicitation Section A – Standard Form (SF1449) and Acknowledgement of 
Amendments, if any. 


b. Any proposed terms and conditions and/or assumptions upon which the proposal is 
predicated. However, all Offerors are hereby advised that any Offeror-imposed terms 
and conditions which deviate from the Government’s material terms and conditions 
established by the Solicitation may render the Offeror’s proposal Unacceptable, and 
thus ineligible for award. 


c. Offerors shall provide list of all subcontractors including company name, CAGE code 
and DUNS number. 


d. Large Business shall submit a Small Business Subcontracting Plan (SBSP) IAW FAR 
52.219-9 and VAAR 852.219-9. The Offeror shall include in its SBSP the extent to which 
the Offeror meets or exceeds the Government’s Subcontracting goals for this 
procurement, which are as follows: Service-Disabled Veteran-Owned Small Business 
(SDVOSB): 5.0% of the total contract value; Veteran-Owned Small Business (VOSB): 
7.0% of the total contract value; Small Disadvantaged Business (SDB): 5.0% of the 
total contract value; Women-Owned Small Business: 5.0% of the total contract value; 
Historically Underutilized Business Zone (HUB Zone) Small Business: 3.0% of the total 
contract value. Any inability to meet the Government’s subcontracting goal(s) or if the 







Offeror is not proposing to subcontract it shall include detailed rationale to support 
the determination. If the large business does not have an approved Master Plan or 
approved Commercial Plan, then an Individual Subcontracting Plan must be 
submitted that includes an assurance that small businesses will be given the 
maximum practicable opportunity to participate in contract performance. This plan 
shall be submitted separately from the Small Business Participation information 
required above, which applies to both Large and Small businesses. The 
Subcontracting Plan is not a requirement for evaluation in source selection, but 
rather, a requirement for award to a Large Business and the Plan, as negotiated, will 
be incorporated into any resultant contract. 


e. Screen shots of the proposed prices out of the AWS estimating tool for the date the 
estimate was developed. 


Offerors are hereby advised that any Offeror-imposed terms and conditions and/or 
assumptions which deviate from the Government’s material terms and conditions 
established by the Solicitation, may render the Offeror’s proposal Unacceptable, and 
thus ineligible for award. 


Basis of Award Any award will be made based on the best overall (i.e., best value) 
proposal that is determined to be the most beneficial to the Government, with 
appropriate consideration given to the following five evaluation Factors: MACM MVP 
Prototype Demonstration, Technical, Past Performance, Price and Veterans 
Involvement. This competition will be accomplished in two steps. In Step One the 
Offeror shall complete the MACM MVP Prototype Demo. The MACM MVP Prototype 
Demo Factor only, shall be evaluated by the Government on a Pass or Fail basis. 
Accordingly, all proposals shall be assigned a final evaluation rating of either Pass or 
Fail under this Factor. Only those proposals determined to Pass under the MACM MVP 
Prototype Demo Factor shall be eligible to participate in Step Two and be eligible for 
award. The Government will not further evaluate proposal submissions from Offerors 
who are found ineligible in Step One. All proposals that Pass the MACM MVP Prototype 
Demonstration Factor shall be subject to a tradeoff evaluation between the remaining 
four Factors, in order to determine which proposals represent the best value to the 
Government. Those four remaining Factors shall be weighted as follows: The 
Technical Factor is significantly more important than the Past Performance Factor, 
which is significantly more important than the Price Factor, which is slightly more 
important than the Veterans Involvement Factor. To receive consideration for award, 
a rating of no less than “Acceptable” must be achieved for the Technical Factor. The 
non-Price Factors, when combined, are significantly more important than the Price 
Factor. Offerors are cautioned that the award may not necessarily be made to the 







lowest Price offered or the most highly rated Technical proposal. The Government 
intends to award a single contract as a result of the evaluations. 


In Step Two, if the Contracting Officer determines that the number of proposals that 
would otherwise be in the competitive range exceeds the number at which an efficient 
competition can be conducted, the Contracting Officer may limit the number of 
proposals in the competitive range to the greatest number that will permit an efficient 
competition among the most highly rated proposals in accordance with FAR 52.215-1. 


Factors to Be Evaluated 


Step One: 


1. MACM MVP PROTOTYPE DEMO 


Step Two: 


1. TECHNICAL 


2. PAST PERFORMANCE 


3. PRICE 


4. VETERANS INVOLVEMENT 


Evaluation Approach: All proposals shall be subject to evaluation by a team of 
Government personnel. There will be no discussions as part of Step One, and the 
Government reserves the right to award without discussions based upon the initial 
evaluation of proposals in Step Two. The proposal will be evaluated strictly in 
accordance with its written and demonstrated content. Proposals which merely 
restate the requirement or state that the requirement will be met, without providing 
supporting rationale, are not sufficient. Offerors who fail to meet the minimum 
requirements of the solicitation will be rated Unacceptable and thus, ineligible for 
award. 


STEP ONE: 


MACM MVP Prototype Demo Approach: 


Upon receipt of the Offeror proposal, specific instructions will be provided to each 
Offeror regarding the MACM MVP Prototype Demo. The instructions shall contain the 
ground rules of the demo along with the items that will be evaluated on a pass/fail 







basis. All Offerors will be given five business days from the date instructions are 
provided to prepare the MACM MVP Prototype Demo. 


The MACM Demo is intended to demonstrate the Offeror’s ability to establish a MACM 
MVP prototype running a High Availability Kubernetes Cluster (K8S). The MACM MVP 
Prototype Demo will be evaluated on a Pass/Fail basis. When completed the 
Government shall be able to execute the code and standup the MACM MVP Prototype 
Demo, build, test, and deploy the application and service prototypes from a code 
repository. There will be no discussions as part of Step One. 


STEP TWO: 


1. TECHNICAL EVALUATION APPROACH: 


i. Understanding of the Problem - The proposal will be evaluated to determine the 
extent to which it demonstrates a clear understanding of all features involved in 
solving the problems and meeting and/or exceeding the requirements presented in 
the solicitation and the extent to which uncertainties are identified and resolutions 
proposed. 


ii. Feasibility of Approach - The proposal will be evaluated to determine the extent to 
which the proposed approach is workable and the end results achievable. The 
proposal will be evaluated to determine the level of confidence provided the 
Government with respect to the Offeror’s methods and approach in successfully 
meeting and/or exceeding the requirements in a timely manner. 


1. PAST PERFORMANCE EVALUATION APPROACH: 


The Past Performance evaluation will assess the relative risks associated with an 
Offeror’s likelihood of success in fulfilling the solicitation’s requirements as indicated 
by that Offeror’s record of past performance. In this context, “Offeror” refers to the 
proposed prime contractor and all proposed major subcontractor(s). Offeror shall 
identify major subcontractors, if any, as performing more than 25 percent of the total 
proposed price and that will be providing any of the following tasks: VA MACM 
platform development and application migration; mobile environment support; 
release and development management; and help desk support as described in PWS. In 
either case, the prime contractor and proposed major subcontractor(s) will be 
assessed individually and the results will then be assessed in their totality to derive 
the Offeror’s Past Performance rating. 







The Government will conduct a performance risk assessment based on the quality of 
the Offeror’s relevant and recent past performance, as well as that of its major 
subcontractors, as it relates to the probability of successful accomplishment of the 
required effort. The Government will review past performance data available in the 
Past Performance Information Retrieval System (PPIRS) for efforts in performance at 
any point during the three years immediately prior to the proposal submission date, 
which are relevant to the efforts required by this solicitation. Areas of relevance 
include contracts/orders over $5M for operations and maintenance of cloud 
platform(s), migration of applications and databases to a commercial cloud, 
development and/or operation of a container orchestration platform, and utilizing 
automation/Infrastructure as Code. The Government reserves the right to obtain past 
performance information from any available source and may contact customers other 
than those identified by the Offeror when evaluating past performance. 


The Government will review aspects of Price/Cost, schedule and performance. Areas 
to be evaluated may include but are not limited to quality, schedule, cost control, 
management small business subcontracting and regulatory compliance. 


In the case of an Offeror without a record of relevant past performance or for whom 
information on past performance is not available, the Offeror may not be evaluated 
favorably or unfavorably on Past Performance. 


1. PRICE/COST EVALUATION APPROACH. 


This is a hybrid Firm-Fixed Price (FFP)/Time-and-Materials (T&M), Labor Hours 
contract. The total evaluated price will equal the sum of the total evaluated Firm Fixed 
Price (FFP), the total evaluated T&M price, the total evaluated Labor Hours price and 
the estimated VA MACM platform price. 


Firm Fixed Price: The Government will evaluate offers by adding the total of all FFP 
line item prices, including all options, and optional tasks. The Total Evaluated FFP 
Price will be that sum. 


Labor Hour: The total evaluated Labor Hour price will equal the sum of the total labor 
price for the entire task order period, including options, and optional tasks. The 
Government will verify the Offeror’s calculation of the total proposed price. The 
proposed fully loaded labor rates will be incorporated into any resultant contract, as 
binding, Not To Exceed (NTE) ceiling loaded labor rates. The proposed fully loaded 
labor rates will be used for the prime and all subcontractors/team members in 
performance of this contract. The estimated labor hours are for evaluation purposes 
only and do not obligate the Government to award such labor hours. 







T&M: The total evaluated T&M price will equal the sum of the total labor price and the 
total of the Materials (including associated Material Handling Costs) for the entire task 
order period, including options. The proposed Material Fixed Handling rates will be 
incorporated into any resultant contract as binding NTE ceiling rates. The proposed 
fully loaded labor rates will be incorporated into any resultant contract, as binding, 
NTE ceiling loaded labor rates. The proposed fully loaded labor rates will be used for 
the prime and all subcontractors/team members in performance of this contract. The 
Government will verify the Offeror’s calculation of the total proposed price. The 
estimated labor hours are for evaluation purposes only and do not obligate the 
Government to award such labor hours 


VA MACM Estimated Platform Price: For evaluation purposes only, Offerors shall price 
their proposed estimated VA MACM platform price based on commercial AWS pricing. 
Based on the Offeror’s technical approach, each Offeror shall provide an accounting of 
all cloud services, cloud service quantities and projected cost of cloud services based 
upon AWS Commercial pricing. Offerors shall use the AWS Commercial cost estimation 
tools found here: https://aws.amazon.com/aws-cost-management/. Offerors shall not 
discount the AWS Commercial pricing. 


For Offerors from HUBZone business concerns that have not waived the evaluation 
preference, a price evaluation preference will be applied in accordance with FAR 
52.219-4. 


1. VETERANS INVOLVEMENT EVALUATION APPROACH. 


In accordance with Veterans Affairs Acquisition Regulation (VAAR) 852.215-70 
(DEVIATION), Service-Disabled Veteran-Owned and Veteran-Owned Small Business 
(VOSB) Evaluation Factors, the Government will assign evaluation credit for an Offeror 
(prime contractor) which is a Service-Disabled Veteran-Owned Small Business 
(SDVOSB) or a VOSB. To receive credit, an offeror must be registered and verified in 
Vendor Information Pages (VIP) database at time of proposal submission and at time 
of award (https://www.vip.vetbiz.gov) and must meet federal small business size 
standards for the North American Industry Classification System (NAICS) code 
assigned to this solicitation. 


Non-SDVOSB/VOSB Offerors proposing to use SDVOSBs or VOSBs as subcontractors 
will receive some consideration under this evaluation Factor. Offerors must state in 
their proposals the names of the SDVOSBs and VOSBs with whom they intend to 
subcontract and provide a brief description of the proposed subcontracts and the 
approximate dollar values of the proposed subcontracts. In addition, the proposed 







subcontractors must be registered and verified in the VetBiz.gov VIP database 
(https://www.vip.vetbiz.gov) and must meet federal small business size standards for 
the NAICS code assigned to this solicitation at time of both proposal submission and 
at time of award. 
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Contract Information 


Title: VA Mobile Applications Cloud Migration (MACM) 


Applicable FAR Part(s): FAR Part 12.6 and FAR Part 15.3 


Total Task Order Value (Firm Fixed Price): $44.85M 


Period of Performance: 12-month Base period followed by four 12-month option 
periods. 


Scope: The Contractor shall implement, operate, and maintain the VA mobile 
application platform including all cloud services required to support VA MACM 
operations. The Contractor shall migrate mobile apps and supporting services into an 
operational VA mobile application platform. The Contractor shall provide O&M 
support of all VA MACM cloud environments as well as the infrastructure software 
contained within each environment. The Contractor shall provide all software and 
support required to create and maintain an operational platform as described in the 
PWS. This effort also includes an optional task for transition out services. 


The Problem 


Source selections centered around a traditional written proposal do not allow 
evaluators to fully evaluate an offeror’s capabilities and/or processes. This is 
especially true for digital service procurements that are to be developed using agile 
methods. It is one thing to be a great proposal writer but quite another to be capable 
of successfully performing. Thus, we needed to come up with an evaluation strategy 
that required offerors to demonstrate what they would have otherwise just written 







about. By utilizing a demonstration to supplement a written technical approach, we 
could make the offerors show us that they could do the work versus just telling us, 
increasing our confidence in their ability to successfully perform. Information and 
Technology (OIT), Veterans Health Administration (VHA), and United States Digital 
Service (USDS) subject matter experts (SME) recognized a need for the offerors to 
demonstrate their expertise with a practical test of their capabilities. Accordingly, the 
team (comprised of TAC, OIT, VHA, USDS, and Office of General Council (OGC)) worked 
to implement a demonstration of the offerors’ expertise into the procurement. The 
team also recognized that a demonstration could be useful as a mechanism to down 
select offerors into a more competitive pool for further evaluation, allowing the 
Government to better focus its resources. 


The Solution 


The team decided that a Technical Demonstration titled, “VA Mobile Application Cloud 
Migration (MACM) Minimum Viable Product (MVP) Prototype Demonstration” would be 
used to determine an offeror’s ability to establish a MACM MVP prototype running a 
High Availability Kubernetes Cluster (K8S). The MACM MVP prototype demonstration 
was used as a gate before evaluating the remainder of the submitted proposal which 
consisted of a written technical response, Past Performance, Price, and Veterans 
Involvement. After submission of the written proposals, all Offerors were given five 
business days from the date instructions were provided to prepare the MACM MVP 
Prototype Demo. The MACM MVP Prototype Demonstration would be evaluated on a 
Pass/Fail basis. When completed the Government should be able to execute the code 
and standup the MACM MVP Prototype, and build, test, and deploy the application. 


Basis of Award 


This competition was accomplished in two steps. 


In Step One, the Offeror completed the MACM MVP Prototype Demonstration which 
was evaluated by the Government on a Pass or Fail basis. Only those proposals 
determined to Pass under the MACM MVP Prototype Demo Factor were eligible to 
participate in Step Two. There was no Government interaction or discussions in Step 
One. 


In Step Two, the Offerors were subject to a tradeoff evaluation between the remaining 
four Factors (Technical, Past Performance, Price and Veterans Involvement) in order 
to determine which proposals represent the best value to the Government. The 
technical proposal consisted of a 30-page written technical response to seven 







technical elements (Appendix pages 16-17) that were evaluated independently from 
the MACM MVP Prototype Demo Factor in Step One. 


Details regarding the Basis for Award, Evaluation Approach and Proposal Submission 
Instructions can be found in the Appendix, pages 13-22. 


MACM MVP Prototype Demonstration 


USDS developed an obviously fake crypto coin mining application written in Python, 
JavaScript, and Ruby that runs as five separate services on a single server 
orchestrated by Docker Compose with an nginx web server in front. Each service has 
its own Dockerfile. The api service calls the rng_service and the hash_service to 
produce hashes. Results are stored in the redis service. The web_front end is the view 
into the hashing and mining of coins. 


The following skillsets were utilized to establish the MACM MVP Prototype 
Demonstration, and participated in the evaluation: 


OIT Program Managers (Requiring Activity) VHA Program Analysts (Business Owner) 
Digital Service Experts (SMEs) OGC Attorney Contracting Officer Contracting Specialist 
TAC Program Manager, Engineering Service 


MACM MVP Prototype Demonstration Ground Rules and 
Instructions 


• The Offeror shall have five business days to prepare and deliver the MACM MVP 
Prototype Demo. 


• The Offeror shall deliver a code repository to GitHub that is accessible by 
Government staff for up to two weeks after the MACM MVP Prototype 
Demonstration for Government evaluation. No additions or updates can be 
made to the code or any artifacts within the repository after submission. The 
Government will provide the names, contact information, and GitHub 
username for access to the MACM MVP Prototype Demo. 


• The Offeror will be graded as pass/fail on all items detailed below. To Pass an 
Offeror is required to Pass all nine items below. In the event the Government 
can execute code and standup the MACM MVP Prototype Demo, build, test, and 
deploy the application and service prototypes from a code repository, but the 
MACM MVP Prototype fails one of the nine items below then the MACM MVP 
Prototype Demo will be deemed to have failed. 







• There will be no extensions or rescheduling of an Offeror’s time to prepare and 
deliver the VA MACM MVP Prototype. 


The Offeror shall establish a MACM MVP prototype running K8S. Any base Amazon 
Machine Images (AMI) shall be defined via code. The Offeror shall use the following 
open source or comparable tools: 


• Amazon Web Services Command Line Interface 


• Terraform by HashiCorp 


• Packer by HashiCorp 


• Ansible 


• Kubernetes 


For the VA MACM MVP Prototype Demonstration, the Offeror shall complete the 
following: 


Item 1: Create two Virtual Private Clouds (VPC) inside the same AWS commercial 
account to demonstrate the VPC to VPC configuration. 


• The VPCs shall exist in the same account where VPC1 has direct access to the 
internet and VPC2 does not. 


• VPC1 and VPC2 shall have a connection. 


• VPC2 shall not be directly connected to the internet. 


• Demonstrate routing from within VPC2 to https://vets.gov 
o curl –trace-ascii https://vets.gov 


Item 2: Establish a Linux Jumpbox. Item 3: Provision Roles and Users with access to 
the Linux Jumpbox and instances via Identity and Access Management (IAM) Item 4: 
Only traffic on ports 22, 443, and 444 shall be allowed via an entry point to VPC1. Item 
5: Secure Shell (SSH) ingress traffic is only allowed to the Jumpbox via port 22 Item 6: 
All configuration must be done via code, nothing shall be updated via the console. 
Item 7: Deploy a Kubernetes cluster Item 8: Deploy a Government provided sample 
Web Application to the cluster 


• Migrate the provided web application which uses Docker Compose and resides 
in the following repository to the prototype K8S cluster: 


o https://github.com/department-of-veterans-affairs/map-demo 







o Decompose the provided application and services as appropriate to be 
consistent with modern micro-services architecture. 


• Setup the web application for high availability 


• Access the web application in the K8S cluster via the HTTPS entry point toVPC1 


Item 9: The Offeror shall present the VA MACM MVP Prototype Demo to the 
Government via its GitHub submission. 


In this case all three vendors passed the MACM MVP Prototype Demonstration and 
proceeded to Step Two of the evaluation. 


Evaluation Criteria 


When completed the Government shall be able to execute the code and standup the 
MACM MVP Prototype Demo (inclusive of VPCs and all tools used for automation and 
orchestration), build, test, and deploy the application and service prototypes from a 
code repository. The Offeror is required to receive a rating of Pass for all items 1 
through 9 to receive a final Pass. There will be no discussions as part of Step One. The 
Government evaluators reviewed the demo submission and objectively determined 
whether the VA MACM MVP Prototype developed by the Offerors met each of the nine 
criteria outlined above. 


Bottom Line 


The goal of the MACM MVP Prototype Demonstration was to determine if the offerors 
could deploy/migrate a Government provided sample web application to a high 
availability K8S cluster in a fixed timebox of five business days. Having the offerors 
prove this out via a tangible demonstration increased the Governments confidence in 
the offerors’ written technical approach and the capabilities to perform critical tasks. 
It also offered an opportunity for a potential down select if need be. Note: In this case 
it was not needed as there were only three offerors whom all passed. It should be 
noted that including the Technical Demonstration likely contributed to only receiving 
three proposals. 


Lessons Learned 


• Some MACM MVP Prototype Demonstration submissions were better than 
others. As such some evaluators, while appreciating the simplicity of pass/fail, 
expressed the desire to be able to assign strengths and weaknesses and a rating 
for the demo to differentiate the submissions. 







• The rigidness of having to meet all 9 criteria in a pass/fail scenario may lead to a 
vendor with an overall great demo to be excluded based on a minor 
technicality. 


• During the debriefs, the offerors provided positive feedback regarding use of 
the demonstrations and stated they should be used more often. 


• A demo of this nature requires SMEs capable to create the test (e,g. fake crypto 
coin mining application) and capable of evaluating the outcome. 


Additional Details 


Solicitation Number: 36C10B18R2609 


Milestones: Solicitation Issued: August 3, 2017 Proposals Received: August 22, 2017 
Demos Complete: August 29, 2017 Evaluations Complete: September 20, 2017 Award: 
September 26, 2017 


APPENDIX 


Section B – Price Schedule (Base Period Only): 


Please note this effort included unique pricing terms specifically related to the VA 
MACM Minimum Viable Product (MVP) at CLIN 0002 and with regard to Service Level 
Agreements. The Contractor shall meet all Deliverable Metrics/Service Level 
Agreements (SLA) as described in the Performance Work Statement (PWS). However, if 
the Contractor’s performance falls below a required service level, the Contractor shall 
only be paid for the lower service level provided. See Section B.5 Performance Work 
Statement, Section 6.4.1 for Deliverable Metrics/SLA Performance for the calculation 
and measurement of each Firm-Fixed-Price (FFP) Deliverable Metric/SLA specified. 


BASE PERIOD The period of performance shall be for 12 months from award. 



https://www.fbo.gov/index.php?s=opportunity&mode=form&id=ae39f589e1bc71ca70c93c20fc88c299&tab=core&_cview=1





CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0001 


Project Management in accordance with (IAW) 
Performance Work Statement (PWS) Section 5.1 
and its subtasks. Period of Performance (PoP) 
shall be for 12 months from award. This CLIN 
includes all tasks, labor, and travel required for 
the successful completion of the services 
details in PWS Section 5.1 and its subtasks. 


12 Month 
(MO) $ $ 


0001AA 
Contractor Project Management Plan IAW PWS 
Section 5.1.1.   Due 30 days after contract award 
(DAC) and updated monthly thereafter. 


12 MO NSP NSP 


0001AB 
Monthly Status Report IAW PWS Section 
5.1.2.   Due the 5th day of each month 
throughout the PoP. 


12 MO NSP NSP 


0001AC 


TMS Training Certificated of Completion for VA 
Privacy and Information Security Awareness 
Training IAW PWS Section 5.1.6.    Due 1 week 
after award and/or one week after on-boarding 
of new employee and annually as required 
throughout the period of performance for all 
Contractor employees. 


1 LO NSP NSP 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0001AD 


VA Privacy and Information Security Awareness 
and Rules of Behavior Training Certificate IAW 
PWS Section 5.1.6.   Due 1 week after award 
and/or one week after on-boarding of new 
employee and annually as required throughout 
the period of performance for all Contractor 
employees. 


1 LO NSP NSP 


0001AE 


VA HIPAA Certificate of Completion IAW PWS 
Section 5.1.6.   Due 1 week after award and/or 
one week after on-boarding of new employee 
and annually as required throughout the period 
of performance for all Contractor employees. 


1 LO NSP NSP 


0002 


VA MACM Platform Development and App 
Migration IAW PWS Section 5.2.   The Contractor 
shall price 13 two-week sprints in the base 
contract period.   The Contractor may invoice at 
the end of each sprint upon Government 
acceptance of the Sprint Certification Package 
and Artifacts.   The VA MACM Minimum Viable 
Product (MVP) IAW PWS Section 5.2.1 shall be 
delivered 90 DAC.   Mobile Application Migration 
IAW PWS Section 5.2.2 shall begin upon 
Government acceptance of the VA MACM MVP 
IAW PWS Section 5.2.1. The price for the 
delivery of the minimum viable product (MVP) 
as defined in PWS 5.2.1 is 100 percent of the 


13 EA $ $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


fixed-price of each sprint provided the 
Contractor successfully delivers and the 
Government accepts the MVP within three 
months from contract award.  Upon Contractor 
delivery and Government acceptance of each 
sprint, the Government shall pay 75 percent of 
the fixed-price of the sprint. Upon the 
successful delivery and acceptance of the MVP 
within three months from contract award, the 
Government shall pay the Contractor the 
remaining 25 percent of the fixed-price of each 
sprint withheld at the time of each Sprint 
delivery.   In the event the Contractor delivers 
the MVP later than three months from contract 
award, the price for the delivery of the MVP 
shall be 75 percent of the fixed-price for each 
sprint.  The Government will continue to pay 75 
percent of the fixed-price of each sprint until 
successful delivery and acceptance by the 
Government of the MVP.  Notwithstanding 
when the MVP is delivered and accepted by the 
Government, the Contractor remains obligated 
to deliver the MVP and failure to deliver the 
MVP within a commercially reasonable time 
from contract award will be deemed a 
condition endangering contract performance 
and may provide grounds for default 
termination. Upon successful delivery and 
acceptance of the MVP, additional sprints for 
the Mobile Application Migration IAW PWS 
Section 5.2.2 will be paid at 100 percent of the 
fixed-price of each sprint.    This CLIN includes 
all tasks, labor, and travel required for the 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


successful completion of the services details in 
PWS Section 5.2 and its subtasks. 


0002AA 
Sprint Plan IAW PWS Section 5.2.   Due at the 
beginning of each two-week sprint and 
updated at conclusion of each two-week sprint. 


13 EA NSP NSP 


0002AB 
Sprint Certification Package with Source Code 
IAW PWS Section 5.2.   Due at conclusion of 
each two-week sprint. 


13 EA NSP NSP 


0003 


VA MACM Operations and System Maintenance 
Support IAW PWS Section 5.3.1.   PoP shall 
begin upon Government acceptance of the VA 
MACM MVP IAW PWS Section 5.2.1.  Not to 
Exceed (NTE) 12 months.   This CLIN includes all 
tasks, labor, and travel required for the 
successful completion of the services details in 
PWS Section 5.3.1 and its subtasks. 


NTE 
12 MO $ $ 


0003AA VA MACM O&M Support Plan IAW PWS Section 
5.3.1.   Due 30 DAC and updated thereafter. 


1 LO NSP NSP 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0003AB 
SLA Monitoring Plan IAW PWS Section 
5.3.1.   Due 30 DAC and updated monthly 
thereafter. 


1 LO NSP NSP 


0003AC 
VA MACM SLA Report IAW PWS Section 
5.3.1.   Due 30 DAC and updated monthly 
thereafter. 


1 LO NSP NSP 


0004 


Security IAW PWS Section 5.3.2.   PoP shall be 
for 12 months from date of award.   This CLIN 
includes all tasks, labor, and travel required for 
the successful completion of the services 
details in PWS Section 5.3.2 and its subtasks, 
except for 5.3.2.2. 


12 MO $ $ 


0004AA 
Monthly Security Assessment Report IAW PWS 
5.3.2.1.   Due monthly throughout the PoP. NTE 
12 months. 


12 MO NSP NSP 


0004AB ATO Package Documentation IAW PWS 
5.3.2.2.   Due 30 DAC and updated as needed. 1 LO $ $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0005 


Disaster Recovery (DR) and Continuity of 
Operations IAW PWS 5.3.3.   PoP shall be 12 
months from date of award.   This CLIN includes 
all tasks, labor, and travel required for the 
successful completion of the services details in 
PWS Section 5.3.3 and its subtasks. 


12 MO $ $ 


0005AA 
DR and Backup Plan IAW PWS 5.3.3.   Due 45 
DAC and updated as needed throughout the 
PoP. 


1 LO NSP NSP 


0005AB DR Test Schedule IAW PWS 5.3.3.   Due 45 DAC 
and updated as needed throughout the PoP. 1 LO NSP NSP 


0005AC AAR IAW PWS 5.3.3.   Due 45 DAC and updated 
as needed throughout the PoP. 1 LO NSP NSP 


0005AD COOP Plan IAW PWS 5.3.3.   Due 45 DAC and 
updated as needed throughout the PoP. 1 LO NSP NSP 


0006 Monitoring and Alerting IAW PWS 5.3.4.   PoP 
shall be 12 months from date of award.   This 


12 MO $ $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


CLIN includes all tasks, labor, and travel 
required for the successful completion of the 
services details in PWS Section 5.3.4 and its 
subtasks. 


0006AA 
Quarterly Resource Utilization Optimization 
Plan IAW PWS 5.3.4.   Due quarterly throughout 
the PoP. 


1 LO NSP NSP 


0006AD Monthly Utilization Report IAW PWS 5.3.4.   Due 
monthly throughout the PoP. 


1 LO NSP NSP 


0007 


Software License Management IAW PWS 5.3.5. 
Time-and-Materials (T&M)   This is a T&M 
Contract Line Item Number (CLIN) and includes 
all labor and material required for the 
successful completion of the tasks PWS 
5.3.5.   Work shall be executed in accordance 
with funding provided at time of award or 
under formal modification.  Work shall not 
commence unless and until funding is provided 
by the Contracting Officer.   This T&M CLIN is 
IAW FAR 52.232-7 for invoicing or billing 
purposes. T&M rates shall not exceed those set 
forth in Attachment 006.   *Government Not To 


1 LO NTE $ NTE $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


Exceed Material   Ceiling: $___   + Fixed 
Handling Rate ____ %   = Material NTE Ceiling $ 


0008 


Engineering Technical Support IAW PWS 
5.3.6.   PoP shall be 12 months from date of 
award.   This CLIN includes all tasks, labor, and 
travel required for the successful completion of 
the services details in PWS Section 5.3.6. 


12 MO $ $ 


0009 


General Engineering Support IAW PWS 
5.3.7.   PoP shall be 12 months from date of 
award.   This CLIN includes all tasks, labor, and 
travel required for the successful completion of 
the services details in PWS Section 5.3.7. 


12 MO $ $ 


0010 


Release and Development Management IAW 
PWS 5.4.   PoP shall be 12 months from date of 
award.   This CLIN includes all tasks, labor, and 
travel required for the successful completion of 
the services details in PWS Section 5.4 and its 
subtasks. 


12 MO $ $ 


0010AA Meeting Minutes IAW PWS 5.4.2   Due within 24 
hours of scheduled meetings. 1 LO NSP NSP 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0010AB ECCB SOP IAW PWS 5.4.3.   Due 30 DAC and 
updated monthly thereafter. 1 LO NSP NSP 


TOTAL 
BASE 
PERIOD 


        $ 


BASE PERIOD – OPTIONAL TASK – ADDITIONAL VA MACM PLATFORM DEVELOPMENT 
AND APP MIGRATION SUPPORT This optional task may be exercised IAW FAR 52.217-7 
Option for Increase Quantity – Separately Priced Line Item (MAR 1989). Work shall not 
commence until, and unless, a formal modification is issued by the Contracting 
Officer. 


CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0011 


Additional VA MACM Platform 
Development and App Migration 
Support IAW PWS 5.2.3.   The 
Contractor shall price per two-week 
sprints in the base contract 
period.   The Contractor shall begin 
within two weeks of option 
exercise.   This Optional Task may 
be exercised multiple times from 


NTE 
32 EA $ NTE $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


time to time during the base period, 
not to exceed 32 sprints. 


0011AA 


Sprint Plan IAW PWS Section 
5.2.   Due at the beginning of each 
two-week sprint and updated at 
conclusion of each two-week sprint. 


32 EA NSP NSP 


0011AB 
Sprint Certification Package IAW 
PWS Section 5.2.   Due at conclusion 
of each two-week sprint. 


32 EA NSP NSP 


BASE PERIOD – 
OPTIONAL TASK – 
ADDITIONAL VA MACM 
PLATFORM 
DEVELOPMENT AND 
APP MIGRATION 
SUPPORT 


        $ 


BASE PERIOD – OPTIONAL TASK – TIER 4 HELP DESK SUPPORT This optional task may 
be exercised IAW FAR 52.217-7 Option for Increase Quantity – Separately Priced Line 
Item (MAR 1989). Work shall not commence until, and unless, a formal modification is 
issued by the Contracting Officer. 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


0012 


Tier 4 Help Desk Support IAW PWS 5.5. This 
is a Labor Hour Contract Line Item Number 
(CLIN) and includes all labor required for the 
successful completion of the tasks PWS 
5.5.   The Contractor shall not execute 
performance on this task without approval 
from the Contracting Officer via a 
modification. The Offeror’s fully loaded 
labor rates shall not be exceeded and the 
rates are incorporated into the contract at 
Attachment 006.  The binding fully loaded 
labor rates will be used for the prime and all 
subcontractor/team members in 
performance of this contract. This Labor 
Hour CLIN is in IAW FAR 52.232-7 for 
invoicing or billing purposes This optional 
task may be exercised multiple times from 
time to time up to the NTE amount. 


1 LO NTE $ NTE $ 


BASE PERIOD – 
OPTIONAL 
TASK – TIER 4 
HELP DESK 
SUPPORT 


        $ 


TOTAL BASE 
PERIOD WITH 


        $ 







CLIN Description Qty Unit Unit 
Price 


Extended 
Price 


OPTIONAL 
TASKS 


Instructions to Offerors: This competition will be accomplished in two steps. In Step 
One the Offeror shall complete the MACM MVP Prototype Demo. Upon receipt of the 
Offeror proposal, specific instructions will be provided to each Offeror regarding the 
MACM MVP Prototype Demo. 


1. INTRODUCTION 


The Offeror’s proposal shall be submitted electronically by the date and time 
indicated in the solicitation via email to Contract Specialist Jessica Adamitis, 
Jessica.Adamitis@va.gov, and Contracting Officer Juan Quinones, 
Juan.Quinones@va.gov, in the files set forth below. The Offeror’s proposal shall 
consist of five volumes. The Volumes are I -Technical, II – Past Performance, III – Price, 
IV – Veterans Involvement, and V - Solicitation, Offer and Award Documents. The use of 
hyperlinks or embedded attachments in proposals is prohibited. Offerors are 
encouraged to register for the Vendor Portal in order to ensure timely transmission of 
their proposals to the Government. 


WARNING: Please do not wait until the last minute to submit your proposals! Late 
proposals will not be accepted for evaluation. To avoid submission of late proposals, 
we recommend the transmission of your proposal file 24 hours prior to the required 
proposal due date and time. Please be advised that timeliness is determined by the 
date and time an Offeror’s proposal is received by the Government not when an 
Offeror attempted transmission. Offerors are encouraged to review and ensure that 
sufficient bandwidth is available on their end of the transmission. 


1. PROPOSAL FILES. Offeror’s responses shall be submitted in accordance with 
the following instructions: 


a. Format. The submission shall be clearly indexed and logically assembled. Each 
volume shall be clearly identified and shall begin at the top of a page. All pages of each 
volume shall be appropriately numbered and identified by the complete company 







name, date and solicitation number in the header and/or footer. Proposal page 
limitations are applicable to this procurement. The Table below indicates the 
maximum page count (when applicable) for each volume of the Offeror’s proposal. 


All files will be submitted as either a Microsoft Word 2010 (.doc) [if allowing Word 
documents] Microsoft Excel (.XLS) file or an Acrobat (PDF) file or compatible as 
indicated in the table. Page size shall be no greater than 8 1/2” x 11” with printing on 
one side, only. The top, bottom, left and right margins shall be a minimum of one inch 
(1”) each. Font size shall be no smaller than 12-point. Arial or Times New Roman fonts 
are required. Characters shall be set at no less than normal spacing and 100% scale. 
Tables and illustrations may use a reduced font size not less than 8-point and may be 
landscape. Line spacing shall be set at no less than single space. Each paragraph shall 
be separated by at least one blank line. Page numbers, company logos, and headers 
and footers may be within the page margins ONLY, and are not bound by the 12-point 
font requirement. Footnotes to text shall not be used. All proprietary information shall 
be clearly and properly marked. If the Offeror submits annexes, documentation, 
attachments or the like, not specifically required by this solicitation, such will count 
against the Offeror’s page limitations unless otherwise indicated in the specific 
volume instructions below. Pages in violation of these instructions, either by 
exceeding the margin, font, printing, or spacing restrictions or by exceeding the total 
page limit for a particular volume, will not be evaluated. Pages not evaluated due to 
violation of the margin, font or spacing restrictions will not count against the page 
limitations. The page count will be determined by counting the pages in the order they 
come up in the print layout view. A Cover Page, Table of Contents and/or a glossary of 
abbreviations or acronyms will not be included in the page count of the Technical 
Volume. However, be advised that any and all information contained within any Table 
of Contents and/or glossary of abbreviations or acronyms submitted with an Offeror’s 
proposal will not be evaluated by the Government. 


b. File Packaging. All of the proposal files may be compressed (zipped) into one file 
entitled proposal.zip using WinZip version 6.2 or later version or the proposal files may 
be submitted individually. 


c. Content Requirements. All information shall be confined to the appropriate file. The 
Offeror shall confine submissions to essential matters, sufficient to define the 
proposal and provide an adequate basis for evaluation. Offerors are responsible for 
including sufficient details, in a concise manner, to permit a complete and accurate 
evaluation of each proposal. The titles and page limits requirements for each file are 
shown in the Table below: 







Step One 


Volume Number Factor File Name Page Limitations* 


MACM MVP Prototype Demo N/A N/A N/A 


Step Two 


Volume 
Number Factor File Name Page 


Limitations* 


Volume I Technical Approach Tech.pdf 30 pages 


– – Resumes.pdf None 


Volume II Past Performance PastPerf.pdf None 


Volume III Price Price.xls None 


Volume IV Veterans Involvement VetsI.pdf None 







Volume 
Number Factor File Name Page 


Limitations* 


Volume V Solicitation, Offer & Award Documents, 
Certifications & Representations OfrRep.pdf None 


– Small Business Subcontracting Plan (Large 
Businesses Only) SBSP.pdf None 


STEP ONE: 


(i) MACM MVP Prototype Demo: 


Upon receipt of the Offeror’s proposal, the Government will provide the same specific 
written instructions to each Offeror regarding the MACM MVP Prototype Demo. Each 
Offeror will be given five business days from the date the instructions are provided to 
prepare and deliver the MACM MVP Prototype Demo to the Government pursuant to 
the written instructions. Offerors shall deliver a MACM MVP Prototype demonstration 
that is accessible by Government staff for up to two weeks after the MACM MVP 
Prototype Demo for Government evaluation. Offerors will not be given an opportunity 
to correct or revise the MACM MVP Prototype Demo after its delivery to the 
Government. The Offeror shall prepare the MACM MVP Prototype Demo without any 
interaction with the Government. All costs associated with the MACM MVP Prototype 
Demo shall be borne by the Offeror and will not be reimbursed by the Government. 


STEP TWO: (i) VOLUME I – TECHNICAL FACTOR. Offerors shall propose a detailed 
approach that addresses the following: 


(1) The Offeror shall provide a detailed technical approach to the development and 
provisioning of the VA MACM Minimum Viable Product (MVP) and container 
orchestration platform IAW with PWS Task 5.2 and 5.2.1. The Offeror’s approach shall 
include its planned consumption/use of VAEC-AWS cloud service credits and its 
proposed model of application federation across the VA Network. The Offeror shall 







specifically detail the AWS cloud services and cloud service quantities required to 
develop the proposed VA MACM MVP. 


(2) The Offeror shall provide a detailed technical approach to mobile environment 
support to include operations and maintenance of the VA MACM; security including 
obtaining and maintaining its Authority to Operate (ATO) and Software Security Plan 
(SSP) and security incident management; incident resolutions; disaster recovery 
including backup strategy and data retention; release and development management; 
and change control IAW PWS Tasks 5.3 and 5.4. 


(3) The Offeror shall provide a detailed technical approach for the migration of all 
mobile applications located in IBM Terremark to the VA MACM as well as all associated 
databases and supporting services to the VA MACM IAW PWS Task 5.2 and 5.2.2. 


(4) The Offeror shall provide a detailed approach for the management and 
optimization of resources including development, migration, maintaining, 
dashboarding, labeling, and financial accounting of used services. The approach shall 
include monitoring the health of the VA MACM systems, dashboard solutions, and its 
individual alerting solutions for management, technical subject matter experts and 
system developers/maintainers. 


(5) The Offeror shall provide a clear description of how it will ensure deliverable 
metrics/SLAs are achieved; and quality assurance. 


(6) The Offeror shall provide a clear description of the management methodology that 
will be used for executing the effort. The Offeror shall provide staffing approach to 
include proposed Key Personnel redacted resumes pursuant to PWS Section 5.1.4 and 
details of how the proposed effort will be assigned within the Offeror’s corporate 
entity and among the proposed subcontractors. The Offeror shall provide a summary 
of how it and its subcontractors’ corporate expertise will be utilized to meet the 
requirements of the PWS. 


(7) The Offeror shall provide the estimated level of effort for its approach for each firm 
fixed price task and subtask to include labor categories and associated hours for the 
Prime and any proposed subcontractors for the base and option periods of 
performance. Ensure the hours are correctly totaled for each period (base and option 
periods) and a grand total is submitted for all periods combined. Details are required 
to be included in the Technical Volume and shall not be provided through a redacted 
price volume. 







(ii) VOLUME II – PAST PERFORMANCE FACTOR. Offeror shall identify major 
subcontractors, if any, as performing more than 25 percent of the total proposed price 
and that will be providing any of the following tasks: VA MACM platform development 
and application migration; mobile environment support; release and development 
management; and help desk support as described in PWS. The information provided 
for the prime Offeror and each proposed major subcontractor must include the entire 
company name, company address, Commercial and Government Entity (CAGE) Code, 
and Data Universal Number System (DUNS) Number. 


Offerors may identify contracts for review within PPIRS and/or submit contracts 
(including Federal, State, and local government and private) (prime contracts, 
task/delivery orders, and/or major subcontracts) in performance at any point during 
the three years immediately prior to the proposal submission date, which are relevant 
to the efforts required by this solicitation. Areas of relevance include contracts/orders 
over $5M for operations and maintenance of cloud platform(s), migration of 
applications and databases to a commercial cloud, development and/or operation of 
a container orchestration platform, and utilizing automation/Infrastructure as Code. 
The Offeror shall provide the contract number; description of the work; period of 
performance; and point of contact phone number and email address. 


(iii) VOLUME III– PRICE FACTOR 


The Offeror shall complete the Schedule of Supplies/Services found in Attachment 006 
– VA MACM Excel Price Evaluation Spreadsheet. The Total Evaluated Price shall be 
based on the information provided in the Excel Price Evaluation Spreadsheet. Section 
B.4 Price schedule is for informational purposes only for the solicitation. 


Price Rounding Issue - The Government requires Offerors to propose unit prices and 
total prices that are two decimal places and requires the unit prices and total prices to 
be displayed as two decimal places. Ensure that the two digit unit price multiplied by 
the item quantity equals the two digit total item price (there should be no rounding). 


(iv) VOLUME IV – VETERANS INVOLVEMENT FACTOR. 


(1) For SDVOSBS/VOSBs: In order to receive credit under this Factor, an Offeror shall 
submit a statement of compliance that it qualifies as a SDVOSB or VOSB in accordance 
with VAAR 852.215-70, Service-Disabled Veteran-Owned and Veteran-Owned Small 
Business Evaluation Factors (DEVIATION). Offerors are cautioned that they must be 
registered and verified in Vendor Information Pages (VIP) database 
(http://www.VetBiz.gov) and must meet federal small business size standards for the 







NAICS code assigned to this solicitation at time of both proposal submission and at 
time of award. 


(2) For Non-SDVOSBs/VOSBs: To receive some consideration under this Factor, an 
Offeror must state in its proposal the names of SDVOSB(s) and/or VOSB(s) with whom 
it intends to subcontract, and provide a brief description and the approximate dollar 
values of the proposed subcontracts. Additionally, proposed SDVOSB/VOSB 
subcontractors must be registered and verified in VIP database 
(http://www.VetBiz.gov) in order to receive some consideration under the Veteran’s 
Involvement Factor and must meet federal small business size standards for the NAICS 
code assigned to this solicitation at time of proposal submission and time of award. 


(v) VOLUME V - SOLICITATION, OFFER AND AWARD DOCUMENTS AND 
CERTIFICATIONS/REPRESENTATIONS. 


Certifications and Representations - An authorized official of the firm shall sign the SF 
1449 and all certifications requiring original signature. An Acrobat PDF file shall be 
created to capture the signatures for submission. This Volume shall contain the 
following: 


a. Solicitation Section A – Standard Form (SF1449) and Acknowledgement of 
Amendments, if any. 


b. Any proposed terms and conditions and/or assumptions upon which the proposal is 
predicated. However, all Offerors are hereby advised that any Offeror-imposed terms 
and conditions which deviate from the Government’s material terms and conditions 
established by the Solicitation may render the Offeror’s proposal Unacceptable, and 
thus ineligible for award. 


c. Offerors shall provide list of all subcontractors including company name, CAGE code 
and DUNS number. 


d. Large Business shall submit a Small Business Subcontracting Plan (SBSP) IAW FAR 
52.219-9 and VAAR 852.219-9. The Offeror shall include in its SBSP the extent to which 
the Offeror meets or exceeds the Government’s Subcontracting goals for this 
procurement, which are as follows: Service-Disabled Veteran-Owned Small Business 
(SDVOSB): 5.0% of the total contract value; Veteran-Owned Small Business (VOSB): 
7.0% of the total contract value; Small Disadvantaged Business (SDB): 5.0% of the 
total contract value; Women-Owned Small Business: 5.0% of the total contract value; 
Historically Underutilized Business Zone (HUB Zone) Small Business: 3.0% of the total 
contract value. Any inability to meet the Government’s subcontracting goal(s) or if the 







Offeror is not proposing to subcontract it shall include detailed rationale to support 
the determination. If the large business does not have an approved Master Plan or 
approved Commercial Plan, then an Individual Subcontracting Plan must be 
submitted that includes an assurance that small businesses will be given the 
maximum practicable opportunity to participate in contract performance. This plan 
shall be submitted separately from the Small Business Participation information 
required above, which applies to both Large and Small businesses. The 
Subcontracting Plan is not a requirement for evaluation in source selection, but 
rather, a requirement for award to a Large Business and the Plan, as negotiated, will 
be incorporated into any resultant contract. 


e. Screen shots of the proposed prices out of the AWS estimating tool for the date the 
estimate was developed. 


Offerors are hereby advised that any Offeror-imposed terms and conditions and/or 
assumptions which deviate from the Government’s material terms and conditions 
established by the Solicitation, may render the Offeror’s proposal Unacceptable, and 
thus ineligible for award. 


Basis of Award Any award will be made based on the best overall (i.e., best value) 
proposal that is determined to be the most beneficial to the Government, with 
appropriate consideration given to the following five evaluation Factors: MACM MVP 
Prototype Demonstration, Technical, Past Performance, Price and Veterans 
Involvement. This competition will be accomplished in two steps. In Step One the 
Offeror shall complete the MACM MVP Prototype Demo. The MACM MVP Prototype 
Demo Factor only, shall be evaluated by the Government on a Pass or Fail basis. 
Accordingly, all proposals shall be assigned a final evaluation rating of either Pass or 
Fail under this Factor. Only those proposals determined to Pass under the MACM MVP 
Prototype Demo Factor shall be eligible to participate in Step Two and be eligible for 
award. The Government will not further evaluate proposal submissions from Offerors 
who are found ineligible in Step One. All proposals that Pass the MACM MVP Prototype 
Demonstration Factor shall be subject to a tradeoff evaluation between the remaining 
four Factors, in order to determine which proposals represent the best value to the 
Government. Those four remaining Factors shall be weighted as follows: The 
Technical Factor is significantly more important than the Past Performance Factor, 
which is significantly more important than the Price Factor, which is slightly more 
important than the Veterans Involvement Factor. To receive consideration for award, 
a rating of no less than “Acceptable” must be achieved for the Technical Factor. The 
non-Price Factors, when combined, are significantly more important than the Price 
Factor. Offerors are cautioned that the award may not necessarily be made to the 







lowest Price offered or the most highly rated Technical proposal. The Government 
intends to award a single contract as a result of the evaluations. 


In Step Two, if the Contracting Officer determines that the number of proposals that 
would otherwise be in the competitive range exceeds the number at which an efficient 
competition can be conducted, the Contracting Officer may limit the number of 
proposals in the competitive range to the greatest number that will permit an efficient 
competition among the most highly rated proposals in accordance with FAR 52.215-1. 


Factors to Be Evaluated 


Step One: 


1. MACM MVP PROTOTYPE DEMO 


Step Two: 


1. TECHNICAL 


2. PAST PERFORMANCE 


3. PRICE 


4. VETERANS INVOLVEMENT 


Evaluation Approach: All proposals shall be subject to evaluation by a team of 
Government personnel. There will be no discussions as part of Step One, and the 
Government reserves the right to award without discussions based upon the initial 
evaluation of proposals in Step Two. The proposal will be evaluated strictly in 
accordance with its written and demonstrated content. Proposals which merely 
restate the requirement or state that the requirement will be met, without providing 
supporting rationale, are not sufficient. Offerors who fail to meet the minimum 
requirements of the solicitation will be rated Unacceptable and thus, ineligible for 
award. 


STEP ONE: 


MACM MVP Prototype Demo Approach: 


Upon receipt of the Offeror proposal, specific instructions will be provided to each 
Offeror regarding the MACM MVP Prototype Demo. The instructions shall contain the 
ground rules of the demo along with the items that will be evaluated on a pass/fail 







basis. All Offerors will be given five business days from the date instructions are 
provided to prepare the MACM MVP Prototype Demo. 


The MACM Demo is intended to demonstrate the Offeror’s ability to establish a MACM 
MVP prototype running a High Availability Kubernetes Cluster (K8S). The MACM MVP 
Prototype Demo will be evaluated on a Pass/Fail basis. When completed the 
Government shall be able to execute the code and standup the MACM MVP Prototype 
Demo, build, test, and deploy the application and service prototypes from a code 
repository. There will be no discussions as part of Step One. 


STEP TWO: 


1. TECHNICAL EVALUATION APPROACH: 


i. Understanding of the Problem - The proposal will be evaluated to determine the 
extent to which it demonstrates a clear understanding of all features involved in 
solving the problems and meeting and/or exceeding the requirements presented in 
the solicitation and the extent to which uncertainties are identified and resolutions 
proposed. 


ii. Feasibility of Approach - The proposal will be evaluated to determine the extent to 
which the proposed approach is workable and the end results achievable. The 
proposal will be evaluated to determine the level of confidence provided the 
Government with respect to the Offeror’s methods and approach in successfully 
meeting and/or exceeding the requirements in a timely manner. 


1. PAST PERFORMANCE EVALUATION APPROACH: 


The Past Performance evaluation will assess the relative risks associated with an 
Offeror’s likelihood of success in fulfilling the solicitation’s requirements as indicated 
by that Offeror’s record of past performance. In this context, “Offeror” refers to the 
proposed prime contractor and all proposed major subcontractor(s). Offeror shall 
identify major subcontractors, if any, as performing more than 25 percent of the total 
proposed price and that will be providing any of the following tasks: VA MACM 
platform development and application migration; mobile environment support; 
release and development management; and help desk support as described in PWS. In 
either case, the prime contractor and proposed major subcontractor(s) will be 
assessed individually and the results will then be assessed in their totality to derive 
the Offeror’s Past Performance rating. 







The Government will conduct a performance risk assessment based on the quality of 
the Offeror’s relevant and recent past performance, as well as that of its major 
subcontractors, as it relates to the probability of successful accomplishment of the 
required effort. The Government will review past performance data available in the 
Past Performance Information Retrieval System (PPIRS) for efforts in performance at 
any point during the three years immediately prior to the proposal submission date, 
which are relevant to the efforts required by this solicitation. Areas of relevance 
include contracts/orders over $5M for operations and maintenance of cloud 
platform(s), migration of applications and databases to a commercial cloud, 
development and/or operation of a container orchestration platform, and utilizing 
automation/Infrastructure as Code. The Government reserves the right to obtain past 
performance information from any available source and may contact customers other 
than those identified by the Offeror when evaluating past performance. 


The Government will review aspects of Price/Cost, schedule and performance. Areas 
to be evaluated may include but are not limited to quality, schedule, cost control, 
management small business subcontracting and regulatory compliance. 


In the case of an Offeror without a record of relevant past performance or for whom 
information on past performance is not available, the Offeror may not be evaluated 
favorably or unfavorably on Past Performance. 


1. PRICE/COST EVALUATION APPROACH. 


This is a hybrid Firm-Fixed Price (FFP)/Time-and-Materials (T&M), Labor Hours 
contract. The total evaluated price will equal the sum of the total evaluated Firm Fixed 
Price (FFP), the total evaluated T&M price, the total evaluated Labor Hours price and 
the estimated VA MACM platform price. 


Firm Fixed Price: The Government will evaluate offers by adding the total of all FFP 
line item prices, including all options, and optional tasks. The Total Evaluated FFP 
Price will be that sum. 


Labor Hour: The total evaluated Labor Hour price will equal the sum of the total labor 
price for the entire task order period, including options, and optional tasks. The 
Government will verify the Offeror’s calculation of the total proposed price. The 
proposed fully loaded labor rates will be incorporated into any resultant contract, as 
binding, Not To Exceed (NTE) ceiling loaded labor rates. The proposed fully loaded 
labor rates will be used for the prime and all subcontractors/team members in 
performance of this contract. The estimated labor hours are for evaluation purposes 
only and do not obligate the Government to award such labor hours. 







T&M: The total evaluated T&M price will equal the sum of the total labor price and the 
total of the Materials (including associated Material Handling Costs) for the entire task 
order period, including options. The proposed Material Fixed Handling rates will be 
incorporated into any resultant contract as binding NTE ceiling rates. The proposed 
fully loaded labor rates will be incorporated into any resultant contract, as binding, 
NTE ceiling loaded labor rates. The proposed fully loaded labor rates will be used for 
the prime and all subcontractors/team members in performance of this contract. The 
Government will verify the Offeror’s calculation of the total proposed price. The 
estimated labor hours are for evaluation purposes only and do not obligate the 
Government to award such labor hours 


VA MACM Estimated Platform Price: For evaluation purposes only, Offerors shall price 
their proposed estimated VA MACM platform price based on commercial AWS pricing. 
Based on the Offeror’s technical approach, each Offeror shall provide an accounting of 
all cloud services, cloud service quantities and projected cost of cloud services based 
upon AWS Commercial pricing. Offerors shall use the AWS Commercial cost estimation 
tools found here: https://aws.amazon.com/aws-cost-management/. Offerors shall not 
discount the AWS Commercial pricing. 


For Offerors from HUBZone business concerns that have not waived the evaluation 
preference, a price evaluation preference will be applied in accordance with FAR 
52.219-4. 


1. VETERANS INVOLVEMENT EVALUATION APPROACH. 


In accordance with Veterans Affairs Acquisition Regulation (VAAR) 852.215-70 
(DEVIATION), Service-Disabled Veteran-Owned and Veteran-Owned Small Business 
(VOSB) Evaluation Factors, the Government will assign evaluation credit for an Offeror 
(prime contractor) which is a Service-Disabled Veteran-Owned Small Business 
(SDVOSB) or a VOSB. To receive credit, an offeror must be registered and verified in 
Vendor Information Pages (VIP) database at time of proposal submission and at time 
of award (https://www.vip.vetbiz.gov) and must meet federal small business size 
standards for the North American Industry Classification System (NAICS) code 
assigned to this solicitation. 


Non-SDVOSB/VOSB Offerors proposing to use SDVOSBs or VOSBs as subcontractors 
will receive some consideration under this evaluation Factor. Offerors must state in 
their proposals the names of the SDVOSBs and VOSBs with whom they intend to 
subcontract and provide a brief description of the proposed subcontracts and the 
approximate dollar values of the proposed subcontracts. In addition, the proposed 







subcontractors must be registered and verified in the VetBiz.gov VIP database 
(https://www.vip.vetbiz.gov) and must meet federal small business size standards for 
the NAICS code assigned to this solicitation at time of both proposal submission and 
at time of award. 
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Fair Opportunity Notice of Intent 
 


Quality and Independent Verification and Validation (IV&V) Services for Delivery 
 


Solicitation No.  70SBUR21R00000024 
Section A - Cover Page 


Section A—Cover Page 


To: CIO-SP3 Small Business Contractors – Track 2: CIO Support 


From: Anthony Pellegrino, Contracting Officer  


Subject: CIO-SP3 Small Business – Fair Opportunity Notice of Intent 


All holders of a contract under the multiple award Indefinite Delivery Indefinite Quantity (IDIQ) 
identified in the “To:” line above are invited to submit offers for consideration by the USCIS 
Office of Contracting in accordance with FAR 16.505(b)(1) Fair Opportunity.   


The Government intends to issue a single award task order (hereinafter “prospective Task 
Order”) as a result of this Fair Opportunity Notice of Intent (hereinafter “Solicitation”) and 
incorporate the content of Sections B through E of this Solicitation into the prospective Task 
Order award.  Sections F through H are provisional and will not be incorporated into the 
prospective Task Order unless otherwise stated in this Solicitation. The terms and conditions of 
the CIO-SP3 Small Business contract, in addition to or supplemented by the terms and 
conditions of this Solicitation, are applicable to the prospective Task Order.  The prospective 
Task Order resulting from this Solicitation for commercial services will be awarded on Standard 
Form 1449. 
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Section B—Line Item Structure 


 
1 Completed at time of award from the final agreed-to prices of Attachment H2. Attachment H2 will be included in 
the task order resulting from this solicitation. 
2 Completed at time of award.  Offerors should assume a start date of June 1, 2021 for pricing purposes.  See Section 
G for additional details.  
3 NITAAC Contract Access Fee 


Schedule of Services1 


CLIN Description Contract Type Period of 
Performance2 


Price 


Base Period 
0001 Product & Domain Level Testing Labor Hour 06/01/2021 – 


01/31/2022 
 


0002 RPA and AI/ML Engineering Labor Hour 06/01/2021 – 
01/31/2022 


 


0003 DevSecOps Teams Labor Hour 06/01/2021 – 
01/31/2022 


 


0004 Technical Governance Teams Labor Hour 06/01/2021 – 
01/31/2022 


 


0005 Program Management Fixed Price 06/01/2021 – 
01/31/2022 


 


0006 Verification System Testing – Optional Labor Hour 06/01/2021 – 
01/31/2022 


 


0007 NCAF3 Lot 06/01/2021 – 
01/31/2022 


 


Option Period 1 
1001 Product & Domain Level Testing Labor Hour 02/01/2022 – 


01/31/2023 
 


1002 RPA and AI/ML Engineering Labor Hour 02/01/2022 – 
01/31/2023 


 


1003 DevSecOps Teams Labor Hour 02/01/2022 – 
01/31/2023 


 


1004 Technical Governance Teams Labor Hour 02/01/2022 – 
01/31/2023 


 


1005 Program Management Fixed Price 02/01/2022 – 
01/31/2023 


 


1006 Verification System Testing – Optional Labor Hour 02/01/2022 – 
01/31/2023 


 


1007 NCAF Lot 02/01/2022 – 
01/31/2023 


 


Option Period 2 
2001 Product & Domain Level Testing Labor Hour 02/01/2023 – 


01/31/2024 
 


2002 RPA and AI/ML Engineering Labor Hour 02/01/2023 – 
01/31/2024 


 


2003 DevSecOps Teams Labor Hour 02/01/2023 – 
01/31/2024 
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2004 Technical Governance Teams Labor Hour 02/01/2023 – 
01/31/2024 


 


2005 Program Management Fixed Price 02/01/2023 – 
01/31/2024 


 


2006 Verification System Testing – Optional Labor Hour 02/01/2023 – 
01/31/2024 


 


2007 NCAF Lot 02/01/2023 – 
01/31/2024 


 


Option Period 3 
3001 Product & Domain Level Testing Labor Hour 02/01/2024 – 


01/31/2025 
 


3002 RPA and AI/ML Engineering Labor Hour 02/01/2024 – 
01/31/2025 


 


3003 DevSecOps Teams Labor Hour 02/01/2024 – 
01/31/2025 


 


3004 Technical Governance Teams Labor Hour 02/01/2024 – 
01/31/2025 


 


3005 Program Management Fixed Price 02/01/2024 – 
01/31/2025 


 


3006 Verification System Testing – Optional Labor Hour 02/01/2024 – 
01/31/2025 


 


3007 NCAF Lot 02/01/2024 – 
01/31/2025 


 


Option Period 4 
4001 Product & Domain Level Testing Labor Hour 02/01/2025- 


01/31/2026 
 


4002 RPA and AI/ML Engineering Labor Hour 02/01/2025- 
01/31/2026 


 


4003 DevSecOps Teams Labor Hour 02/01/2025- 
01/31/2026 


 


4004 Technical Governance Teams Labor Hour 02/01/2025- 
01/31/2026 


 


4005 Program Management Fixed Price 02/01/2025- 
01/31/2026 


 


4006 Verification System Testing – Optional Labor Hour 02/01/2025- 
01/31/2026 


 


4007 NCAF Lot 02/01/2025- 
01/31/2026 


 







QISD  70SBUR21R00000024 


Dated 2/10/2021 Page 4 of 49 
 


Section C – Task Order Clauses 
Section C—Task Order Clauses 


The commercial item terms and conditions of the NITAAC CIO-SP3 Small Business Contract 
(“NITAAC Contract”) apply to this acquisition with the same force and effect as if written in 
their entirety herein. Additionally, the clauses contained in Article I.1 of the NITAAC Contract 
apply to services performed on a fixed-price basis under the Fixed-Price Contract Line Item 
Numbers of the Task Order and the clauses contained in Article I.3 of the NITAAC Contract 
apply to the services performed on a time and materials/labor hour basis under the Time & 
Materials or Labor Hour Contract Line Item Numbers of the Task Order. Article I.5 Additional 
Contract Clauses of the NITAAC Contract also apply to this Task Order for commercial 
services. The clauses that appear below are either required to be re-stated in task orders or are in 
addition to the clauses of the NITAAC contract.4  
 
C1. Federal Acquisition Regulation (FAR) Clauses Incorporated by Reference 
 
52.252-2 - Clauses Incorporated by Reference (Feb 1998) 
 
Includes amendments through FAC 2021-04, effective January 19, 2021. 
 
This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text 
available. Also, the full text of a clause may be accessed electronically at this/these address(es): 
 
FAR: http://www.acquisition.gov/ 
 


(End of clause) 
 


Clause # Title Date 
52.212-4 Contract Terms and Conditions-Commercial Items (Fixed Price 


CLINs5)  
Oct 2018 


52.212-4 Alt. 1 Contract Terms and Conditions – Commercial Items - Alternate 1 
(Labor Hour CLIN) Fill-ins completed as follows: 
(a)(4): “10%” 
(e)(1)(iii)(D): “Completed at Time of Award” or “None” if not 
completed at time of award 
(i)(1)(ii)(D)(1): “None” 
(i)(1)(ii)(D)(2): “None” 


Oct 2018 
Jan 2017 


52.212-5 Contract Terms and Conditions Required to Implement Statutes or 
Executive Orders-Commercial Items* See C1.1 for the FAR 
52.212-5(b) clauses applicable to this Task Order and which are 
not included in the NITAAC Contract. See C1.2 for Deviations 
from the FAR Clauses included in this FAR Clause. 


Jan 2021 


 
4 If a contract clause of this solicitation or the resulting task order conflicts with a contract clause of the NITAAC 
contract, the task order contract clause shall control.  
5 Contract Line Item Numbers (CLINs). See Section B for the CLINs. 







QISD  70SBUR21R00000024 


Dated 2/10/2021 Page 5 of 49 
 


Clause # Title Date 
52.217-9 Option to Extend the Term of the Contract: (a) “10 days before 


the contract expires” in the first blank, “30 days” in the second 
blank; (c) “56 months” 


Mar 2000 


52.237-3 Continuity of Services Jan 1991 
52.239-1 Privacy or Security Safeguards  Aug 1996 
52.244-2 Subcontracts: (d) Completed at Time of Award; (j) Completed 


at Time of Award 
 


Oct 2010 
 
 


52.245-1 Government Property Jan 2017 
52.245-9 Use and Charges Apr 2012 


 
C1.1 Completion of FAR 52.212-5(b)  
 
52.204-15 Service Contract Reporting Requirements (Oct 2016)  
52.222-3 Convict Labor (Jun 2003) 
52.224-3 Privacy Training (Jan 2017) 
52.239-1 Privacy or Security Safeguards (Aug 1996) 
 


(End of clause) 
 
C1.2 FAR Clause Deviations 
 
52.252-6 Authorized Deviations in Clauses (Nov 2020) 
  
(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR 
Chapter 1) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" 
after the date of the clause. 


(b) The use in this solicitation or contract of any Homeland Security Acquisition Regulation (48 
CFR 3003 clause with an authorized deviation is indicated by the addition of "(DEVIATION)" 
after the name of the regulation. 


(End of clause) 


52.204-23 Prohibition of Contracting for Hardware, Software, and Services Developed or 
Provided by Kaspersky Lan and Other Covered Entities (July 2018) (DEVIATION 20-05) 
 
(a) Definitions. As used in this clause- 
 
"Covered article" means any hardware, software, or service that- 
 


(1) Is developed or provided by a covered entity; 
(2) Includes any hardware, software, or service developed or provided in whole or in part 
by a covered entity; or 
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(3) Contains components using any hardware or software developed in whole or in part 
by a covered entity. 


 
"Covered entity" means- 
 


(1) Kaspersky Lab; 
(2) Any successor entity to Kaspersky Lab; 
(3) Any entity that controls, is controlled by, or is under common control with Kaspersky 
Lab; or 
(4) Any entity of which Kaspersky Lab has a majority ownership. 


 
(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal 
Year 2018 (Pub. L. 115-91) prohibits Government use of any covered article. The contractor is 
prohibited from- 


(1) Providing any covered article that the Government will use on or after October 1, 
2018; and 
(2) Using any covered article on or after October 1, 2018, in the development of data or 
deliverables first produced in the performance of the contract. 


 
(c) Reporting requirement. 


(1) In the event the contractor identifies covered article provided to the Government 
during contract performance, or the contractor is notified of such by a subcontractor at 
any tier or by any other source, the contractor shall report, in writing, via email, to the 
Contracting Officer, Contracting Officer's Representative, and the Enterprise Security 
Operations Center (SOC) at NDAA Incidents@hq.dhs.gov, with required information in 
the body of the email. In the case of the Department of Defense, the contractor shall 
report to the website at https://dibnet.dod.mil.For indefinite delivery contracts, the 
contractor shall report to the Enterprise SOC, Contracting Officer for the indefinite 
delivery contract and the Contracting Officer(s) and Contracting Officer's 
Representative(s) for any affected order or, in the case of the Department of Defense, 
identify both the indefinite delivery contract and any affected orders in the report 
provided at https://dibnet.dod.mil. 
(2) The contractor shall report the following information pursuant to paragraph ( c )(1) of 
this clause: 


(i) Within 1 business day from the date of such identification or notification: the 
contract number; the order number( s ), if applicable; supplier name; brand; model 
number (Original Equipment Manufacturer (OEM) number, manufacturer part 
number, or wholesaler number); item description; and any readily available 
information about mitigation actions undertaken or recommended. 
(ii) Within 10 business days of submitting the report pursuant to paragraph (c)(l) 
of this clause: any further available information about mitigation actions 
undertaken or recommended. In addition, the contractor shall describe the efforts 
it undertook to prevent use or submission of a covered article, any reasons that led 
to the use or submission of the covered article, and any additional efforts that will 
be incorporated to prevent future use or submission of covered articles. 
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(d) Subcontracts. The contractor shall insert the substance of this clause, including this 
paragraph (d), in all subcontracts, including subcontracts for the acquisition of commercial items. 
 


(End of clause) 
 
52.212-5 Deviations (From the Incorporated Clause in Section C1, above) 
 
Replace (3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Aug 2020) (Section 889(a)(1)(A) of Pub. L. 115-232) in 
FAR 52.212-5 with: 
 


52.204-25 Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment (Aug 2020) (DEVIATION 20-05) (Dec 2020) 
 
(a) Definitions. As used in this clause- "Backhaul" means intermediate links between the 
core network, or backbone network, and the small subnetworks at the edge of the network 
( e.g., connecting cell phones/towers to the core telephone network). Backhaul can be 
wireless (e.g., microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).  
 
"Covered foreign country" means The People's Republic of China.  
 
"Covered telecommunications equipment or services" means-  
(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE 
Corporation ( or any subsidiary or affiliate of such entities);  
(2) For the purpose of public safety, security of Government facilities, physical security 
surveillance of critical infrastructure, and other national security purposes, video 
surveillance and telecommunications equipment produced by Hytera Communications 
Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology 
Company ( or any subsidiary or affiliate of such entities);  
(3) Telecommunications or video surveillance services provided by such entities or using 
such equipment; or,  
(4) Telecommunications or video surveillance equipment or services produced or 
provided by an entity that the Secretary of Defense, in consultation with the Director of 
National Intelligence or the Director of the Federal Bureau of Investigation, reasonably 
believes to be an entity owned or controlled by, or otherwise connected to, the 
government of a covered foreign country.  
 
"Critical technology" means-  
(1) Defense articles or defense services included on the United States Munitions List set 
forth in the International Traffic in Arms Regulations under subchapter M of chapter I of 
title 22, Code of Federal Regulations;  
 
(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 
774 of the Export Administration Regulations under subchapter C of chapter VII of title 
15, Code of Federal Regulations, and controlled-  
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(i) Pursuant to multilateral regimes, including for reasons relating to national 
security, chemical and biological weapons proliferation, nuclear nonproliferation, or 
missile technology; or  


(ii) For reasons relating to regional stability or surreptitious listening.  
 
(3) Specially designed and prepared nuclear equipment, parts and components, materials, 
software, and technology covered by part 810 of title 10, Code of Federal Regulations 
(relating to assistance to foreign atomic energy activities); 
 
(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of 
Federal Regulations (relating to export and import of nuclear equipment and material);  
 
(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, 
part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or  
 
(6) Emerging and foundational technologies controlled pursuant to section 1758 of the 
Export Control Reform Act of2018 (50 U.S.C. 4817).  
 
"Interconnection arrangements" means arrangements governing the physical connection 
of two or more networks to allow the use of another's network to hand off traffic where it 
is ultimately delivered (e.g., connection of a customer of telephone provider A to a 
customer of telephone company B) or sharing data and other information resources.  
 
"Reasonable inquiry" means an inquiry designed to uncover any information in the 
entity's possession about the identity of the producer or provider of covered 
telecommunications equipment or services used by the entity that excludes the need to 
include an internal or third-party audit.  
 
"Roaming" means cellular communications services (e.g., voice, video, data) received 
from a visited network when unable to connect to the facilities of the home network 
either because signal coverage is too weak or because traffic is too high.  
 
"Substantial or essential component" means any component necessary for the proper 
function or performance of a piece of equipment, system, or service.  
 
(b) Prohibition. (1) Section 889(a)(l)(A) of the John S. McCain National Defense 
Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an 
executive agency on or after August 13, 2019, from procuring or obtaining, or extending 
or renewing a contract to procure or obtain, any equipment, system, or service that uses 
covered telecommunications equipment or services as a substantial or essential 
component of any system, or as critical technology as part of any system. The Contractor 
is prohibited from providing to the Government any equipment, system, or service that 
uses covered telecommunications equipment or services as a substantial or essential 
component of any system, or as critical technology as part of any system, unless an 
exception at paragraph (c) of this clause applies or the covered telecommunication 
equipment or services are covered by a waiver described in FAR 4.2104.  
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(2) Section 889(a)(l)(B) of the John S. McCain National Defense Authorization Act for 
Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after 
August 13, 2020, from entering into a contract, or extending or renewing a contract, with 
an entity that uses any equipment, system, or service that uses covered 
telecommunications equipment or services as a substantial or essential component of any 
system, or as critical technology as part of any system, unless an exception at paragraph 
(c) of this clause applies or the covered telecommunication equipment or services are 
covered by a waiver described in FAR 4 .2104. This prohibition applies to the use of 
covered telecommunications equipment or services, regardless of whether that use is in 
performance of work under a Federal contract.  
 
(c) Exceptions. This clause does not prohibit contractors from providing- (1) A service 
that connects to the facilities of a third-party, such as backhaul, roaming, or 
interconnection arrangements; or  
 
(2) Telecommunications equipment that cannot route or redirect user data traffic or 
permit visibility into any user data or packets that such equipment transmits or otherwise 
handles.  
 
(d) Reporting requirement. (1) In the event the Contractor identifies covered 
telecommunications equipment or services used as a substantial or essential component 
of any system, or as critical technology as part of any system, during contract 
performance, or the Contractor is notified of such by a subcontractor at any tier or by any 
other source, the Contractor shall report the information in paragraph (d)(2) of this clause 
in writing via email to the Contracting Officer, Contracting Officer's Representative, and 
the Network Operations Security Center (NOSC) at NDAA Incidents@hg.dhs.gov, with 
required information in the body of the email. In the case of the Department of Defense, 
the Contractor shall report to the website at https://dibnet.dod.mil. For indefinite delivery 
contracts, the Contractor shall report to the NOSC, Contracting Officer for the indefinite 
delivery contract and the Contracting Officer(s) and Contracting Officer's 
Representative(s) for any affected order or, in the case of the Department of Defense, 
identify both the indefinite delivery contract and any affected orders in the report 
provided at https://dibnet.dod.mil. 


  
(2) The Contractor shall report the following information pursuant to paragraph (d)(l) of 
this clause (i) Within one business day from the date of such identification or notification: 
the contract number; the order number (s), if applicable; supplier name; supplier unique 
entity identifier (if known); supplier Commercial and Government Entity (CAGE) code 
(if known); brand; model number (original equipment manufacturer number, 
manufacturer part number, or wholesaler number); item description; and any readily 
available information about mitigation actions undertaken or recommended.  
(ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this 
clause: any further available information about mitigation actions undertaken or 
recommended. In addition, the Contractor shall describe the efforts it undertook to 
prevent use or submission of covered telecommunications equipment or services, and any 
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additional efforts that will be incorporated to prevent future use or submission of covered 
telecommunications equipment or services.  
(e) Subcontracts. The Contractor shall insert the substance of this clause, including this 
paragraph (e) and excluding paragraph (b)(2), in all subcontracts and other contractual 
instruments, including subcontracts for the acquisition of commercial items.  


 
(End of clause) 


 
52.219-14 Limitations on Subcontracting (DEVIATION 19-01) (AUG 2020)  
 
(a) This clause does not apply to the unrestricted portion of a partial set-aside.  
 
(b) Definition. “Similarly situated entity,” as used in this clause, means a first-tier subcontractor, 
including an independent contractor, that—  


(1) Has the same small business program status as that which qualified the prime 
contractor for the award (e.g., for a small business set-aside contract, any small business 
concern, without regard to its socioeconomic status); and  
(2) Is considered small for the size standard under the North American Industry 
Classification System (NAICS) code the prime contractor assigned to the subcontract.  
 


(c) Applicability. This clause applies only to—  
(1) Contracts that have been set aside for any of the small business concerns identified in 
19.000(a)(3);  
(2) Part or parts of a multiple-award contract that have been set aside for any of the small 
business concerns identified in 19.000(a)(3);  
(3) Contracts that have been awarded on a sole-source basis in accordance with subparts 
19.8, 19.13, 19.14, and 19.15;  
(4) Orders expected to exceed the simplified acquisition threshold and that are—  


(i) Set aside for small business concerns under multiple-award contracts, as 
described in 8.405-5 and 16.505(b)(2)(i)(F); or  
(ii) Issued directly to small business concerns under multiple-award contracts as 
described in 19.504(c)(1)(ii);  


(5) Orders, regardless of dollar value, that are—  
(i) Set aside in accordance with subparts 19.8, 19.13, 19.14, or 19.15 under 
multiple-award contracts, as described in 8.405-5 and 16.505(b)(2)(i)(F); or  
(ii) Issued directly to concerns that qualify for the programs described in subparts 
19.8, 19.13, 19.14, or 19.15 under multiple-award contracts, as described in 
19.504(c)(1)(ii); and,  
(6) Contracts using the HUBZone price evaluation preference to award to a 
HUBZone small business concern unless the concern waived the evaluation 
preference.  
 


(d) Independent contractors. An independent contractor shall be considered a subcontractor.  
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(e) Limitations on subcontracting. By submission of an offer and execution of a contract, the 
contractor agrees that, in performance of a contract assigned a North American Industry 
Classification System (NAICS) code for—  


(1) Services (except construction), it will not pay more than 50 percent of the amount 
paid by the Government for contract performance to subcontractors that are not similarly 
situated entities. Any work that a similarly situated entity further subcontracts will count 
towards the prime contractor’s 50 percent subcontract amount that cannot be exceeded. 
When a contract includes both services and supplies, the 50 percent limitation shall apply 
only to the service portion of the contract;  
(2) Supplies (other than procurement from a non- manufacturer of such supplies), it will 
not pay more than 50 percent of the amount paid by the Government for contract 
performance, excluding the cost of materials, to subcontractors that are not similarly 
situated entities. Any work that a similarly situated entity further subcontracts will count 
towards the prime contractor’s 50 percent subcontract amount that cannot be exceeded. 
When a contract includes both supplies and services, the 50 percent limitation shall apply 
only to the supply portion of the contract;  
(3) General construction, it will not pay more than 85 percent of the amount paid by the 
Government for contract performance, excluding the cost of materials, to subcontractors 
that are not similarly situated entities. Any work that a similarly situated entity further 
subcontracts will count towards the of 23 prime contractor’s 85 percent subcontract 
amount that cannot be exceeded; or,  
(4) Construction by special trade contractors, it will not pay more than 75 percent of the 
amount paid by the Government for contract performance, excluding the cost of 
materials, to subcontractors that are not similarly situated entities. Any work that a 
similarly situated entity further subcontracts will count towards the prime contractor’s 75 
percent subcontract amount that cannot be exceeded.  
 


(f) The contractor shall comply with the limitations on subcontracting as follows:  
(1) For contracts, in accordance with paragraphs (c)(1), (2), (3), and (6) of this clause – 
Contracting Officer check as appropriate.  
☐ By the end of the base term of the contract and then by the end of each subsequent 
option period; or,  
☒ By the end of the performance period for each order issued under the contract.  
(2) For orders, in accordance with paragraphs (c)(4) and (5) of this clause, by the end of 
the performance period for the order.  
 


(g) A joint venture agrees that, in the performance of the contract, the applicable percentage 
specified in paragraph (e) of this clause will be performed by the aggregate of the joint venture 
participants.  
 


(End of clause) 
 
52.232-40 Providing Accelerated Payments to Small Business Subcontractors (Dec 2013) 
(DEVIATION APR 2020) 
 


(a)(1) In accordance with 31 U.S.C. 3903 and 10 U.S.C. 2307, upon receipt of 
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accelerated payments from the Government, the contractor shall make accelerated payments to 
its small business subcontractors under this contract in accordance with the accelerated payment 
date established, to the maximum extent practicable and prior to when such payment is otherwise 
required under the applicable contract or subcontract, with a goal of 15 days after receipt of a 
proper invoice and all other required documentation from the small business subcontractor if a 
specific payment date is not established by contract. 


(2) The contractor agrees to make such payments to its small business subcontractors 
without any further consideration from or fees charged to the subcontractor. 
 


(b) The acceleration of payments under this clause does not provide any new rights 
under the Prompt Payment Act.  
 


(c) Include the substance of this clause, including this paragraph (c), in all subcontracts 
with small business concerns, including subcontracts with small business concerns for the 
acquisition of commercial items. 


(End of clause) 
 
C2. Homeland Security Acquisition Regulation (HSAR) Clauses Incorporated by Reference  
 
This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text 
available. Also, the full text of a clause may be accessed electronically at this/these address(es): 
 
HSAR: https://www.dhs.gov/publication/hsar 
 


 
(End of clause) 


 
C3. Homeland Security Acquisition Regulation (HSAR) Clauses Incorporated in Full Text 
and other Regulatory Requirements 
 
3052.204-71 Contractor Employee Access (Sep 2012) Alternate I (SEP 2012) 
 


(a) Sensitive Information, as used in this clause, means any information, which if lost, 
misused, disclosed, or, without authorization is accessed, or modified, could adversely affect the 
national or homeland security interest, the conduct of Federal programs, or the privacy to which 
individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but 
which has not been specifically authorized under criteria established by an Executive Order or an 
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign 
policy. This definition includes the following categories of information: 


 


Clause # Title Date 
3052.203-70 Instructions for contractor Disclosure of Violations Sep 2012 
3052.205-70 Advertisements, Publicizing Awards, and Releases Sep 2012 
3052.242-72 Contracting Officers Representative Dec 2003 
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(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Pub. 
L. 107-296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of 
Federal Regulations, part 29) as amended, the applicable PCII Procedures Manual, as amended, 
and any supplementary guidance officially communicated by an authorized official of the 
Department of Homeland Security (including the PCII Program Manager or his/her designee); 


 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 


Regulations, part 1520, as amended, “Policies and Procedures of Safeguarding and Control of 
SSI,” as amended, and any supplementary guidance officially communicated by an authorized 
official of the Department of Homeland Security (including the Assistant Secretary for the 
Transportation Security Administration or his/her designee); 


 
(3) Information designated as “For Official Use Only,” which is unclassified information 


of a sensitive nature and the unauthorized disclosure of which could adversely impact a person's 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and 


 
(4) Any information that is designated “sensitive” or subject to other controls, safeguards 


or protections in accordance with subsequently adopted homeland security information handling 
procedures. 


 
(b) “Information Technology Resources” include, but are not limited to, computer 


equipment, networking equipment, telecommunications equipment, cabling, network drives, 
computer drives, network software, computer software, software programs, intranet sites, and 
internet sites. 


 
(c) contractor employees working on this contract must complete such forms as may be 


necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer's request, the contractor's employees shall be fingerprinted, or 
subject to other investigations as required. All contractor employees requiring recurring access to 
Government facilities or access to sensitive information or IT resources are required to have a 
favorably adjudicated background investigation prior to commencing work on this contract 
unless this requirement is waived under Departmental procedures. 


 
(d) The Contracting Officer may require the contractor to prohibit individuals from 


working on the contract if the Government deems their initial or continued employment contrary 
to the public interest for any reason, including, but not limited to, carelessness, insubordination, 
incompetence, or security concerns. 


 
(e) Work under this contract may involve access to sensitive information. Therefore, the 


contractor shall not disclose, orally or in writing, any sensitive information to any person unless 
authorized in writing by the Contracting Officer. For those contractor employees authorized 
access to sensitive information, the contractor shall ensure that these persons receive training 
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concerning the protection and disclosure of sensitive information both during and after contract 
performance. 


 
(f) The contractor shall include the substance of this clause in all subcontracts at any tier 


where the subcontractor may have access to Government facilities, sensitive information, or 
resources. 


 
(g) Before receiving access to IT resources under this contract the individual must receive 


a security briefing, which the Contracting Officer's Technical Representative (COTR) will 
arrange and complete any nondisclosure agreement furnished by DHS. 


 
(h) The contractor shall have access only to those areas of DHS information technology 


resources explicitly stated in this contract or approved by the COTR in writing as necessary for 
performance of the work under this contract. Any attempts by contractor personnel to gain access 
to any information technology resources not expressly authorized by the statement of work, other 
terms and conditions in this contract, or as approved in writing by the COTR, is strictly 
prohibited. In the event of violation of this provision, DHS will take appropriate actions with 
regard to the contract and the individual(s) involved. 


 
(i) contractor access to DHS networks from a remote location is a temporary privilege for 


mutual convenience while the contractor performs business for the DHS Component. It is not a 
right, a guarantee of access, a condition of the contract, or Government Furnished Equipment 
(GFE). 


 
(j) contractor access will be terminated for unauthorized use. The contractor agrees to 


hold and save DHS harmless from any unauthorized use and agrees not to request additional time 
or money under the contract for any delays resulting from unauthorized use or access. 


 
(k) Non-U.S. citizens shall not be authorized to access or assist in the development, 


operation, management or maintenance of Department IT systems under the contract, unless a 
waiver has been granted by the Head of the Component or designee, with the concurrence of 
both the Department's Chief Security Officer (CSO) and the Chief Information Officer (CIO) or 
their designees. Within DHS Headquarters, the waiver may be granted only with the approval of 
both the CSO and the CIO or their designees. In order for a waiver to be granted: 


 
(1) There must be a compelling reason for using this individual as opposed to a U.S. 


citizen; and 
(2) The waiver must be in the best interest of the Government. 
 
(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. 


citizens proposed to work under the contract. Any additions or deletions of non-U.S. citizens 
after contract award shall also be reported to the Contracting Officer. 


 
(End of clause) 
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3052.209-73 Limitation of Future Contracting (Jun 2006)  
 
(a) The Contracting Officer has determined that this acquisition may give rise to a 
potential organizational conflict of interest. Accordingly, the attention of prospective 
offerors is invited to FAR Subpart 9.5 --Organizational Conflicts of Interest. 
 
(b) The nature of this conflict is performing software development activities across the USCIS 
enterprise include the design of any software products or applications. 
 
(c) The restrictions upon future contracting are as follows: 
 


(1) The contractor, under the terms of this contract, or through the performance of tasks 
pursuant to this contract, shall be ineligible to perform, as a prime or first-tier 
subcontractor, an existing or future USCIS contract that requires the contractor to 
perform software development activities, including the design of any software products 
or applications.  This restriction shall remain in effect for a reasonable time, as agreed to 
by the Contracting Officer and the contractor, sufficient to avoid unfair competitive 
advantage or potential bias.  
  
(2) If the contractor, under the terms of this contract, or through the performance of tasks 
pursuant to this contract, is required to develop specifications or statements of work that 
are to be incorporated into a solicitation, the contractor shall be ineligible to perform the 
work described in that solicitation as a prime or first-tier subcontractor under a future 
USCIS contract. This restriction shall remain in effect for a reasonable time, as agreed to 
by the Contracting Officer and the contractor, sufficient to avoid unfair competitive 
advantage or potential bias. USCIS shall not unilaterally require the contractor to prepare 
such specifications or statements of work under this contract. 
 
(2) To the extent that the work under this contract requires access to proprietary, business 
confidential, or financial data of other companies, and as long as these data remain 
proprietary or confidential, the contractor shall protect these data from unauthorized use 
and disclosure and agrees not to use them to compete with those other companies. 
 


(End of clause) 
 
HSAR Class Deviation 15-01: Safeguarding of Sensitive Information (MAR 2015)  
 


(a) Applicability. This clause applies to the contractor, its subcontractors, and contractor 
employees (hereafter referred to collectively as “contractor”). The contractor shall insert the 
substance of this clause in all subcontracts.  


 
(b) Definitions. As used in this clause— “Personally Identifiable Information (PII)” 


means information that can be used to distinguish or trace an individual's identity, such as name, 
social security number, or biometric records, either alone, or when combined with other personal 
or identifying information that is linked or linkable to a specific individual, such as date and 
place of birth, or mother’s maiden name. The definition of PII is not anchored to any single 
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category of information or technology. Rather, it requires a case-by-case assessment of the 
specific risk that an individual can be identified. In performing this assessment, it is important 
for an agency to recognize that non-personally identifiable information can become personally 
identifiable information whenever additional information is made publicly available—in any 
medium and from any source—that, combined with other available information, could be used to 
identify an individual.  


 
PII is a subset of sensitive information. Examples of PII include, but are not limited to: 
name, date of birth, mailing address, telephone number, Social Security number (SSN), 
email address, zip code, account numbers, certificate/license numbers, vehicle identifiers 
including license plates, uniform resource locators (URLs), static Internet protocol 
addresses, biometric identifiers such as fingerprint, voiceprint, iris scan, photographic 
facial images, or any other unique identifying number or characteristic, and any 
information where it is reasonably foreseeable that the information will be linked with 
other information to identify the individual.  
 
“Sensitive Information” is defined in HSAR clause 3052.204-71, contractor Employee 
Access, as any information, which if lost, misused, disclosed, or, without authorization is 
accessed, or modified, could adversely affect the national or homeland security interest, 
the conduct of Federal programs, or the privacy to which individuals are entitled under 
section 552a of Title 5, United States Code (the Privacy Act), but which has not been 
specifically authorized under criteria established by an Executive Order or an Act of 
Congress to be kept secret in the interest of national defense, homeland security or 
foreign policy. This definition includes the following categories of information:  
 


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland Security 
Act, Public Law 107- 296, 196 Stat. 2135), as amended, the implementing regulations 
thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII 
Procedures Manual, as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the PCII Program Manager or his/her designee);  
 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and 
Control of SSI,” as amended, and any supplementary guidance officially communicated 
by an authorized official of the Department of Homeland Security (including the 
Assistant Secretary for the Transportation Security Administration or his/her designee);  


 
(3) Information designated as “For Official Use Only,” which is unclassified 


information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person’s privacy or welfare, the conduct of Federal programs, or other 
programs or operations essential to the national or homeland security interest; and , 


 
(4) Any information that is designated “sensitive” or subject to other controls, 


safeguards or protections in accordance with subsequently adopted homeland security 







QISD  70SBUR21R00000024 


Dated 2/10/2021 Page 17 of 49 
 


information handling procedures. “Sensitive Information Incident” is an incident that 
includes the known, potential, or suspected exposure, loss of control, compromise, 
unauthorized disclosure, unauthorized acquisition, or unauthorized access or attempted 
access of any Government system, contractor system, or sensitive information.  


 
“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if 


lost, compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual. Some forms of PII are 
sensitive as stand-alone elements. Examples of such PII include: Social Security numbers 
(SSN), driver’s license or state identification number, Alien Registration Numbers (A-
number), financial account number, and biometric identifiers such as fingerprint, 
voiceprint, or iris scan. Additional examples include any groupings of information that 
contain an individual’s name or other unique identifier plus one or more of the following 
elements:  
 
(1) Truncated SSN (such as last 4 digits)  
(2) Date of birth (month, day, and year)  
(3) Citizenship or immigration status  
(4) Ethnic or religious affiliation  
(5) Sexual orientation  
(6) Criminal History  
(7) Medical Information  
(8) System authentication information such as mother’s maiden name, account passwords 
or personal identification numbers (PIN)  
 


Other PII may be “sensitive” depending on its context, such as a list of employees 
and their performance ratings or an unlisted home address or phone number. In contrast, a 
business card or public telephone directory of agency employees contains PII but is not 
sensitive.  
 


(c) Authorities. The contractor shall follow all current versions of Government 
policies and guidance accessible at http://www.dhs.gov/dhs-security-and-training-
requirements-contractors, or available upon request from the Contracting Officer, 
including but not limited to:  
 
(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for 
Official Use Only) Information  
(2) DHS Sensitive Systems Policy Directive 4300A  
(3) DHS 4300A Sensitive Systems Handbook and Attachments  
(4) DHS Security Authorization Process Guide  
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information  
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel 
Suitability and Security Program  
(7) DHS Information Security Performance Plan (current fiscal year)  
(8) DHS Privacy Incident Handling Guidance  
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(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 
Cryptographic Modules accessible at 
http://csrc.nist.gov/groups/STM/cmvp/standards.html  
(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 
Security and Privacy Controls for Federal Information Systems and Organizations 
accessible at http://csrc.nist.gov/publications/PubsSPs.html  
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html  
 


(d) Handling of Sensitive Information. contractor compliance with this clause, as 
well as the policies and procedures described below, is required.  
 
(1) Department of Homeland Security (DHS) policies and procedures on contractor 
personnel security requirements are set forth in various Management Directives (MDs), 
Directives, and Instructions. MD 11042.1, Safeguarding Sensitive But Unclassified (For 
Official Use Only) Information describes how Contractors must handle sensitive but 
unclassified information. DHS uses the term “FOR OFFICIAL USE ONLY” to identify 
sensitive but unclassified information that is not otherwise categorized by statute or 
regulation. Examples of sensitive information that are categorized by statute or regulation 
are PCII, SSI, etc. The DHS Sensitive Systems Policy Directive 4300A and the DHS 
4300A Sensitive Systems Handbook provide the policies and procedures on security for 
Information Technology (IT) resources. The DHS Handbook for Safeguarding Sensitive 
Personally Identifiable Information provides guidelines to help safeguard SPII in both 
paper and electronic form. DHS Instruction Handbook 121-01-007 Department of 
Homeland Security Personnel Suitability and Security Program establishes procedures, 
program responsibilities, minimum standards, and reporting protocols for the DHS 
Personnel Suitability and Security Program.  
 
(2) The contractor shall not use or redistribute any sensitive information processed, 
stored, and/or transmitted by the contractor except as specified in the contract.  
 
(3) All contractor employees with access to sensitive information shall execute DHS 
Form 11000-6, Department of Homeland Security Non-Disclosure Agreement (NDA), as 
a condition of access to such information. The contractor shall maintain signed copies of 
the NDA for all employees as a record of compliance. The contractor shall provide copies 
of the signed NDA to the Contracting Officer’s Representative (COR) no later than two 
(2) days after execution of the form.  
 
(4) The contractor’s invoicing, billing, and other recordkeeping systems maintained to 
support financial or other administrative functions shall not maintain SPII. It is 
acceptable to maintain in these systems the names, titles and contact information for the 
COR or other Government personnel associated with the administration of the contract, 
as needed.  
 
(e) Authority to Operate. The contractor shall not input, store, process, output, and/or 
transmit sensitive information within a contractor IT system without an Authority to 
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Operate (ATO) signed by the Headquarters or Component CIO, or designee, in 
consultation with the Headquarters or Component Privacy Officer. Unless otherwise 
specified in the ATO letter, the ATO is valid for three (3) years. The contractor shall 
adhere to current Government policies, procedures, and guidance for the Security 
Authorization (SA) process as defined below.  
 


(1) Complete the Security Authorization process. The SA process shall proceed 
according to the DHS Sensitive Systems Policy Directive 4300A (Version 11.0, April 30, 
2014), or any successor publication, DHS 4300A Sensitive Systems Handbook (Version 
9.1, July 24, 2012), or any successor publication, and the Security Authorization Process 
Guide including templates.  
 


(i) Security Authorization Process Documentation. SA documentation 
shall be developed using the Government provided Requirements Traceability 
Matrix and Government security documentation templates. SA documentation 
consists of the following: Security Plan, Contingency Plan, Contingency Plan Test 
Results, Configuration Management Plan, Security Assessment Plan, Security 
Assessment Report, and Authorization to Operate Letter. Additional documents 
that may be required include a Plan(s) of Action and Milestones and 
Interconnection Security Agreement(s). During the development of SA 
documentation, the contractor shall submit a signed SA package, validated by an 
independent third party, to the COR for acceptance by the Headquarters or 
Component CIO, or designee, at least thirty (30) days prior to the date of 
operation of the IT system. The Government is the final authority on the 
compliance of the SA package and may limit the number of resubmissions of a 
modified SA package. Once the ATO has been accepted by the Headquarters or 
Component CIO, or designee, the Contracting Officer shall incorporate the ATO 
into the contract as a compliance document. The Government’s acceptance of the 
ATO does not alleviate the contractor’s responsibility to ensure the IT system 
controls are implemented and operating effectively.  
 


(ii) Independent Assessment. Contractors shall have an independent third 
party validate the security and privacy controls in place for the system(s). The 
independent third party shall review and analyze the SA package, and report on 
technical, operational, and management level deficiencies as outlined in NIST 
Special Publication 800-53 Security and Privacy Controls for Federal 
Information Systems and Organizations. The contractor shall address all 
deficiencies before submitting the SA package to the Government for acceptance.  
 


(iii) Support the completion of the Privacy Threshold Analysis (PTA) as 
needed. As part of the SA process, the contractor may be required to support the 
Government in the completion of the PTA. The requirement to complete a PTA is 
triggered by the creation, use, modification, upgrade, or disposition of a 
contractor IT system that will store, maintain and use PII, and must be renewed at 
least every three (3) years. Upon review of the PTA, the DHS Privacy Office 
determines whether a Privacy Impact Assessment (PIA) and/or Privacy Act 







QISD  70SBUR21R00000024 


Dated 2/10/2021 Page 20 of 49 
 


System of Records Notice (SORN), or modifications thereto, are required. The 
contractor shall provide all support necessary to assist the Department in 
completing the PIA in a timely manner and shall ensure that project management 
plans and schedules include time for the completion of the PTA, PIA, and SORN 
(to the extent required) as milestones. Support in this context includes responding 
timely to requests for information from the Government about the use, access, 
storage, and maintenance of PII on the contractor’s system, and providing timely 
review of relevant compliance documents for factual accuracy. Information on the 
DHS privacy compliance process, including PTAs, PIAs, and SORNs, is 
accessible at http://www.dhs.gov/privacy-compliance.  


 
(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall 


be renewed every three (3) years. The contractor is required to update its SA package as 
part of the ATO renewal process. The contractor shall update its SA package by one of 
the following methods:  
 


(1) Updating the SA documentation in the DHS automated information assurance 
tool for acceptance by the Headquarters or Component CIO, or designee, at least 
90 days before the ATO expiration date for review and verification of security 
controls; or, 
 
(2) Submitting an updated SA package directly to the COR for approval by the 
Headquarters or Component CIO, or designee, at least 90 days before the ATO 
expiration date for review and verification of security controls. The 90-day review 
process is independent of the system production date and therefore it is important 
that the contractor build the review into project schedules. The reviews may 
include onsite visits that involve physical or logical inspection of the contractor 
environment to ensure controls are in place.  


 
(3) Security Review. The Government may elect to conduct random periodic 


reviews to ensure that the security requirements contained in this contract are being 
implemented and enforced. The contractor shall afford DHS, the Office of the Inspector 
General, and other Government organizations access to the contractor’s facilities, 
installations, operations, documentation, databases and personnel used in the performance 
of this contract. The contractor shall, through the Contracting Officer and COR, contact 
the Headquarters or Component CIO, or designee, to coordinate and participate in review 
and inspection activity by Government organizations external to the DHS. Access shall 
be provided, to the extent necessary as determined by the Government, for the 
Government to carry out a program of inspection, investigation, and audit to safeguard 
against threats and hazards to the integrity, availability and confidentiality of Government 
data or the function of computer systems used in performance of this contract and to 
preserve evidence of computer crime.  
 


(4) Continuous Monitoring. All contractor-operated systems that input, store, 
process, output, and/or transmit sensitive information shall meet or exceed the continuous 
monitoring requirements identified in the Fiscal Year 2014 DHS Information Security 
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Performance Plan, or successor publication. The plan is updated on an annual basis. The 
contractor shall also store monthly continuous monitoring data at its location for a period 
not less than one year from the date the data is created. The data shall be encrypted in 
accordance with FIPS 140-2 Security Requirements for Cryptographic Modules and shall 
not be stored on systems that are shared with other commercial or Government entities. 
The Government may elect to perform continuous monitoring and IT security scanning of 
contractor systems from Government tools and infrastructure. 
 


(5) Revocation of ATO. In the event of a sensitive information incident, the 
Government may suspend or revoke an existing ATO (either in part or in whole). If an 
ATO is suspended or revoked in accordance with this provision, the Contracting Officer 
may direct the contractor to take additional security measures to secure sensitive 
information. These measures may include restricting access to sensitive information on 
the contractor IT system under this contract. Restricting access may include 
disconnecting the system processing, storing, or transmitting the sensitive information 
from the Internet or other networks or applying additional security controls.  
 


(6) Federal Reporting Requirements. Contractors operating information systems 
on behalf of the Government or operating systems containing sensitive information shall 
comply with Federal reporting requirements. Annual and quarterly data collection will be 
coordinated by the Government. Contractors shall provide the COR with requested 
information within three (3) business days of receipt of the request. Reporting 
requirements are determined by the Government and are defined in the Fiscal Year 2014 
DHS Information Security Performance Plan, or successor publication. The contractor 
shall provide the Government with all information to fully satisfy Federal reporting 
requirements for contractor systems.  
 


(f) Sensitive Information Incident Reporting Requirements.  
 


(1) All known or suspected sensitive information incidents shall be reported to the 
Headquarters or Component Security Operations Center (SOC) within one hour of 
discovery in accordance with 4300A Sensitive Systems Handbook Incident Response and 
Reporting requirements. When notifying the Headquarters or Component SOC, the 
contractor shall also notify the Contracting Officer, COR, Headquarters or Component 
Privacy Officer, and US-CERT using the contact information identified in the contract. If 
the incident is reported by phone or the Contracting Officer’s email address is not 
immediately available, the contractor shall contact the Contracting Officer immediately 
after reporting the incident to the Headquarters or Component SOC. The contractor shall 
not include any sensitive information in the subject or body of any e-mail. To transmit 
sensitive information, the contractor shall use FIPS 140-2 Security Requirements for 
Cryptographic Modules compliant encryption methods to protect sensitive information in 
attachments to email. Passwords shall not be communicated in the same email as the 
attachment. A sensitive information incident shall not, by itself, be interpreted as 
evidence that the contractor has failed to provide adequate information security 
safeguards for sensitive information, or has otherwise failed to meet the requirements of 
the contract.  
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(2) If a sensitive information incident involves PII or SPII, in addition to the 


reporting requirements in 4300A Sensitive Systems Handbook Incident Response and 
Reporting, Contractors shall also provide as many of the following data elements that are 
available at the time the incident is reported, with any remaining data elements provided 
within 24 hours of submission of the initial incident report:  
 


(i) Data Universal Numbering System (DUNS);  
(ii) Contract numbers affected unless all contracts by the company are affected;  
(iii) Facility CAGE code if the location of the event is different than the prime 
contractor location;  
(iv) Point of contact (POC) if different than the POC recorded in the System for 
Award Management (address, position, telephone, email);  
(v) Contracting Officer POC (address, telephone, email);  
(vi) Contract clearance level;  
(vii) Name of subcontractor and CAGE code if this was an incident on a 
subcontractor network; 
(viii) Government programs, platforms or systems involved;  
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered;  
(xi) Server names where sensitive information resided at the time of the incident, 
both at the contractor and subcontractor level;  
(xii) Description of the Government PII and/or SPII contained within the system;  
(xiii) Number of people potentially affected and the estimate or actual number of 
records exposed and/or contained within the system; and  
(xiv) Any additional information relevant to the incident.  
 


(g) Sensitive Information Incident Response Requirements.  
 
(1) All determinations related to sensitive information incidents, including 


response activities, notifications to affected individuals and/or Federal agencies, and 
related services (e.g., credit monitoring) will be made in writing by the Contracting 
Officer in consultation with the Headquarters or Component CIO and Headquarters or 
Component Privacy Officer.  


 
(2) The contractor shall provide full access and cooperation for all activities 


determined by the Government to be required to ensure an effective incident response, 
including providing all requested images, log files, and event information to facilitate 
rapid resolution of sensitive information incidents.  


 
(3) Incident response activities determined to be required by the Government may 


include, but are not limited to, the following:  
 


(i) Inspections;  
(ii) Investigations;  
(iii) Forensic reviews, and, 
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(iv) Data analyses and processing.  
 


(4) The Government, at its sole discretion, may obtain the assistance from other 
Federal agencies and/or third-party firms to aid in incident response activities.  


 
(h) Additional PII and/or SPII Notification Requirements.  


 
(1) The contractor shall have in place procedures and the capability to notify any 
individual whose PII resided in the contractor IT system at the time of the sensitive 
information incident not later than 5 business days after being directed to notify 
individuals, unless otherwise approved by the Contracting Officer. The method and 
content of any notification by the contractor shall be coordinated with, and subject to 
prior written approval by the Contracting Officer, in consultation with the 
Headquarters or Component Privacy Officer, utilizing the DHS Privacy Incident 
Handling Guidance. The contractor shall not proceed with notification unless the 
Contracting Officer, in consultation with the Headquarters or Component Privacy 
Officer, has determined in writing that notification is appropriate.  
 
(2) Subject to Government analysis of the incident and the terms of its instructions to 
the contractor regarding any resulting notification, the notification method may 
consist of letters to affected individuals sent by first class mail, electronic means, or 
general public notice, as approved by the Government. Notification may require the 
contractor’s use of address verification and/or address location services. At a 
minimum, the notification shall include:  
 
(i) A brief description of the incident;  
(ii) A description of the types of PII and SPII involved;  
(iii) A statement as to whether the PII or SPII was encrypted or protected by other 
means;  
(iv) Steps individuals may take to protect themselves;  
(v) What the contractor and/or the Government are doing to investigate the incident, 
to mitigate the incident, and to protect against any future incidents; and, 
(vi) Information identifying who individuals may contact for additional information.  


 
(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves 
PII or SPII, the contractor may be required to, as directed by the Contracting Officer:  


 
(1) Provide notification to affected individuals as described above; and/or  
 
(2) Provide credit monitoring services to individuals whose data was under the control of 
the contractor or resided in the contractor IT system at the time of the sensitive 
information incident for a period beginning the date of the incident and extending not less 
than 18 months from the date the individual is notified. Credit monitoring services shall 
be provided from a company with which the contractor has no affiliation. At a minimum, 
credit monitoring services shall include:  
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(i) Triple credit bureau monitoring;  
(ii) Daily customer service;  
(iii) Alerts provided to the individual for changes and fraud; and, 
(iv) Assistance to the individual with enrollment in the services and the use of fraud 
alerts; and/or  
 
(3) Establish a dedicated call center. Call center services shall include:  
 


(i) A dedicated telephone number to contact customer service within a fixed 
period;  
(ii) Information necessary for registrants/enrollees to access credit reports and 
credit scores;  
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that 
cannot be handled by call center staff and must be resolved by call center 
management or DHS, as appropriate), and other key metrics; (MAR 2015)  
(iv) Escalation of calls that cannot be handled by call center staff to call center 
management or DHS, as appropriate;  
(v) Customized FAQs, approved in writing by the Contracting Officer in 
coordination with the Headquarters or Component Chief Privacy Officer; and  
(vi) Information for registrants to contact customer service representatives and 
fraud resolution representatives for credit monitoring assistance.  


 
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information. As part of contract closeout, the contractor shall submit the certification to the COR 
and the Contracting Officer following the template provided in NIST Special Publication 800-88 
Guidelines for Media Sanitization. 
 


(End of clause) 
 


HSAR Class Deviation 15-01: Information, Technology, Security and Privacy Training 
(Mar 2015)  
 


(a) Applicability. This clause applies to the contractor, its subcontractors, and contractor 
employees (hereafter referred to collectively as “contractor”). The contractor shall insert the 
substance of this clause in all subcontracts.  
 


(b) Security Training Requirements.  
 


(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness 
materials annually or whenever system security changes occur, or when the user’s 
responsibilities change. The Department of Homeland Security (DHS) requires that 
contractor employees take an annual Information Technology Security Awareness 
Training course before accessing sensitive information under the contract. Unless 
otherwise specified, the training shall be completed within thirty (30) days of contract 
award and be completed on an annual basis thereafter not later than October 31st of each 







QISD  70SBUR21R00000024 


Dated 2/10/2021 Page 25 of 49 
 


year. Any new contractor employees assigned to the contract shall complete the training 
before accessing sensitive information under the contract. The training is accessible at 
http://www.dhs.gov/dhs-security-and-training-requirements-contractors. The contractor 
shall maintain copies of training certificates for all contractor and subcontractor 
employees as a record of compliance. Unless otherwise specified, initial training 
certificates for each contractor and subcontractor employee shall be provided to the 
Contracting Officer’s Representative (COR) not later than thirty (30) days after contract 
award. Subsequent training certificates to satisfy the annual training requirement shall be 
submitted to the COR via e-mail notification not later than October 31st of each year. The 
e-mail notification shall state the required training has been completed for all contractor 
and subcontractor employees.  


 
(2) The DHS Rules of Behavior apply to every DHS employee, contractor and 
subcontractor that will have access to DHS systems and sensitive information. The DHS 
Rules of Behavior shall be signed before accessing DHS systems and sensitive 
information. The DHS Rules of Behavior is a document that informs users of their 
responsibilities when accessing DHS systems and holds users accountable for actions 
taken while accessing DHS systems and using DHS Information Technology resources 
capable of inputting, storing, processing, outputting, and/or transmitting sensitive 
information. The DHS Rules of Behavior is accessible at http://www.dhs.gov/dhs-
security-and-training-requirements-contractors. Unless otherwise specified, the DHS 
Rules of Behavior shall be signed within thirty (30) days of contract award. Any new 
contractor employees assigned to the contract shall also sign the DHS Rules of Behavior 
before accessing DHS systems and sensitive information. The contractor shall maintain 
signed copies of the DHS Rules of Behavior for all contractor and subcontractor 
employees as a record of compliance. Unless otherwise specified, the contractor shall e-
mail copies of the signed DHS Rules of Behavior to the COR not later than thirty (30) 
days after contract award for each employee. The DHS Rules of Behavior will be 
reviewed annually and the COR will provide notification when a review is required.  


 
(c) Privacy Training Requirements. All contractor and subcontractor employees that will 


have access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required 
to take Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII. The 
training is accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors. 
HSAR Class Deviation 15-01 Attachment 1: Safeguarding of Sensitive Information (MAR 2015) 
Training shall be completed within thirty (30) days of contract award and be completed on an 
annual basis thereafter not later than October 31st of each year. Any new contractor employees 
assigned to the contract shall also complete the training before accessing PII and/or SPII. The 
contractor shall maintain copies of training certificates for all contractor and subcontractor 
employees as a record of compliance. Initial training certificates for each contractor and 
subcontractor employee shall be provided to the COR not later than thirty (30) days after 
contract award. Subsequent training certificates to satisfy the annual training requirement shall 
be submitted to the COR via e-mail notification not later than October 31st of each year. The 
email notification shall state the required training has been completed for all contractor and 
subcontractor employees.  


(End of clause) 
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3052.215-70 Key Personnel or Facilities (Dec 2003) 
 


(a) The personnel or facilities specified below are considered essential to the work 
being performed under this contract and may, with the consent of the contracting parties, 
be changed from time to time during the course of the contract by adding or deleting 
personnel or facilities, as appropriate. 
 


(b) Before replacing any of the specified individuals or facilities, the contractor shall 
notify the Contracting Officer, in writing, before the change becomes effective. The 
contractor shall submit sufficient information to support the proposed action and to 
enable the Contracting Officer to evaluate the potential impact of the change on this 
contract. The contractor shall not replace personnel or facilities until the Contracting 
Officer approves the change. 
 


(c) The Key Personnel under this Contract are (completed at time of award, if applicable 
based on the PWS which may include Key Personnel in addition to the Key Personnel listed 
below): 


 Program Manager  
 Fill-In 
 Fill-In 


 
(End of clause) 


D.  
D – Other Task Order Requirements 


 
D1. Period of Performance 
 
See Section (B) for the anticipated Period of Performance. The initial or base Period of 
Performance may be extended in yearly increments in accordance with FAR 52.217-9 Option to 
Extend the Term of the Contract (March 2000). The Section B Period of Performance dates will 
be adjusted at the time of award. Offerors should assume a Period of Performance start date of 
June 1, 2021 for pricing purposes. 
 
D2. Place of Performance 
 
No Government facilities are available for performing the task order. Space is available at 
USCIS Headquarters at 5900 Capital Gateway Drin Camp Springs, MD on a reservation basis; 
however, the space is not guaranteed and the Contractor should not assume performance at any 
Government facility.   
 
D3.  Performance Reporting 
 
The Government intends to record and maintain contractor performance information for this task 
order, in accordance with FAR Subpart 42.15, on the contractor Performance Assessment 
Reporting System (CPARS) at http://www.cpars.gov.  Contractor’s representative is allotted a 
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60-day review/comment period starting from the date the Assessing Official forwarded the 
evaluation. If the contractor Representative does not provide comments within the 60-day period, 
the evaluation is then returned to the Assessing Official and the contractor Representative will no 
longer have access to enter comments. The Government will have to complete the evaluation 
without the contractor Representative comments. Within the first seven days of the comment 
period, the contractor Representative may request a meeting with the Assessing Official to 
discuss the evaluation.  The contractor is encouraged to enroll at www.cpars.gov so it can 
participate in this process.  The failure of the contractor Representative to provide comments 
within the 60-day period shall represent the contractor’s acceptance of the performance 
assessment. 
 
D4. Government Furnished Property 
 
The Government will furnish the property listed in Attachment E3 to the contractor upon or soon 
after the award date of the Task Order. The Government will not be obligated to provide 
additional accessories for the laptop computers, e.g., monitors, computer bags, external mice, etc.  
See FAR clauses 52.245-1 Government Property and 52.245-9 Use and Charges.   
 
D5. Government Furnished Information 
 
Attachment E4 includes information to assist the contractor with performing the Task Order. 
(Attachment E4 may also assist offerors with the preparation of the offer. See Section G for 
Instruction to Offerors regarding submitting an offer for award of the prospective Task Order).6 
 
D6. Performance Work Statement 
 
The contractor shall perform in accordance with the terms and conditions of the Performance 
Work Statement (PWS). (The PWS will be incorporated into the prospective Task Order at the 
time of award.  See Section G for additional information and instructions for submitting an offer, 
including a PWS.  
 
D7. Training 
 
The contractor is required to provide any all training necessary for the performance of the Task 
Order. The price for performing the Task Order includes any training cost, i.e., the Government 
will not reimburse the contractor for the cost of any training that may be required.  
 
D8.  
 
Reserved.  
 


 
6 This parenthetical sentence will be deleted from the prospective task order at the time of award. 
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D9.  
 
Reserved.  
 
D10.  Additional Invoicing Instructions 
 
(a) USCIS’ preferred method for invoice submission is electronically. Invoices shall be 
submitted in Adobe pdf format with each pdf file containing only one invoice. The pdf files shall 
be submitted electronically to USCISInvoice.Consolidation@ice.dhs.gov with each email 
conforming to a size limit of 500 KB. 
 
(b) If a paper invoice is submitted, mail the invoice to: 
   
   USCIS Invoice Consolidation   
   PO Box 1000   
   Williston, VT 05495   
   (802) 288-7600   
 
(c) All written approvals for travel shall be included with the submitted invoice.   
 
(d) The contractor shall provide the details of the elements billed for itself as the “prime 
contractor” and for each subcontractor.  The details shall be by period of performance per each 
CLIN, by labor classification, by number of labor hours, by labor rate, other direct costs (ODC) 
line items; and any applied indirect rates and base rates so the Government can verify billed 
amounts in the invoice.  The contractor shall include source documents to support billed ODCs 
for the Government to verify allowability in accordance with FAR Part 31.  The calculation of 
labor hours, labor rate, labor price any application of indirect costs to ODCs and total price billed 
shall be submitted in an Excel file, unlocked and include formulas, i.e., be accessible.  These 
details shall be provided via email to the Contracting Officer and the COR. In addition, each 
invoice shall include a table and illustrative graph for each exercised Labor Hour CLIN showing 
the projected hours for each labor category across the entire period of performance and the actual 
hours incurred for every invoicing period to date.  See also FAR 52.212-4(i) Alt. 1 for additional 
details that may be required to substantiate invoices for work performed on a labor-hour basis.7 
 
(e) Direct Payment Inquiries to ICE Financial Operations at (877) 491.6521.  
 
D11.  Security and Privacy Controls 
 
HSAR Class Deviation 15-01 – Safeguarding of Sensitive Information (c)(10) requires 
contractors to follow all current versions of the “National Institute of Standards and Technology 
(NIST) Special Publication 800-53 Security and Privacy Controls for Federal Information 
Systems and Organizations accessible at https://csrc.nist.gov/publications/sp.  With USCIS 
retaining responsibility for all electronic technology security (e.g., servers, desktops, networking, 
communications, applications, software, databases, etc.), the contractor will be responsible for a 


 
7 See also FAR 52.212-4(i) Alt. 1 for additional details that may be required to substantiate invoices for work 
performed on a labor-hour basis (the Labor Hour type CLINs). 
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limited set of National Institute of Standards and Technology (NIST) Special Publication (SP) 
800-53 security and privacy controls for physical security: 


– Access Control (AC) – AC-2  
– Awareness and Training (AT) – AT-1, AT-2, AT-3, and AT-4 
– Incident Response (IR) – IR-1, IR-2, IR-3, IR-4, and IR-8 
– Physical and Environmental Protection (PE) – PE-1, PE-2, PE-3, PE-4, PE-5, PE-6, PE-7, 


PE-8, PE-9, PE-10, PE-11, PE-12, PE-13, PE-14, and PE-15 
– Contingency Planning (CP) – CP-1, CP-2, CP-3, and CP-4 
– Security Assessment and Authorization (CA) – CA-1, CA-2, CA-3, CA-4, CA-5, and 


CA-6 
– Security Planning Policy (PL) – PL-1, PL-2, and PL-4 
– Personnel Security (PS) – PS-1, PS-2, PS-3, PS-4, and PS-5 


 
D12. 
 
Reserved.  
 
D13. Security Requirements (Commonly referred to as “Security Requirement 5”) 
 
See Attachment E2 titled “U.S. Citizenship and Immigration Services Office of Security and 
Integrity – Personnel Security Division” dated August 2020. 
 
D.14  Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act 
of 1998 (P.L. 105-220) (codified at 29 U.S.C. § 794d)  


Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 
(P.L. 105-220) (codified at 29 U.S.C. § 794d) requires that when Federal agencies develop, 
procure, maintain, or use information and communications technology (ICT), it shall be 
accessible to people with disabilities. Federal employees and members of the public with 
disabilities must be afforded access to and use of information and data comparable to that of 
Federal employees and members of the public without disabilities. 


All products, platforms and services delivered as part of this work statement that, by definition, 
are deemed ICT shall conform to the revised regulatory implementation of Section 508 
Standards, which are located at 36 C.F.R. § 1194.1 & Appendix A, C & D, and available at 
https://www.gpo.gov/fdsys/pkg/CFR-2017-title36-vol3/pdf/CFR-2017-title36-vol3-part1194.pdf. 
In the revised regulation, ICT replaced the term electronic and information technology (EIT) 
used in the original 508 standards.  ICT includes IT and other equipment. 


Exceptions for this work statement have been determined by DHS and only the exceptions 
described herein may be applied. Any request for additional exceptions shall be sent to the 
Contracting Officer and a determination will be made according to DHS Directive 139-05, 
Office of Accessible Systems and Technology, dated November 12, 2018 and DHS Instruction 
139-05-001, Managing the Accessible Systems and Technology Program, dated November 20, 
2018, or any successor publication. 
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1. When developing or modifying ICT, the contractor is required to validate ICT 
deliverables for conformance to the applicable Section 508 requirements. Validation shall 
occur on a frequency that ensures Section 508 requirements is evaluated within each 
iteration and release that contains user interface functionality. 


2. When modifying, installing, configuring or integrating commercially available or 
government-owned ICT, the contractor shall not reduce the original ICT Item’s level of 
Section 508 conformance. 


3. When developing or modifying web based and electronic content components, except for 
electronic documents and non-fillable forms provided in a Microsoft Office or Adobe 
PDF format, the contractor shall demonstrate conformance to the applicable Section 508 
standards (including WCAG 2.0 Level A and AA Success Criteria) by conducting testing 
using the DHS Trusted Tester for Web Methodology Version 5.0 or successor versions, 
and shall ensure testing is conducted by individuals who are certified by DHS on version 
5.0 or successor versions (e.g. “DHS Certified Trusted Testers”). The contractor shall 
provide the Trusted Tester Certification IDs to DHS upon request.   Information on the 
DHS Trusted Tester for Web Methodology Version 5.0, related test tools, test reporting, 
training, and tester certification requirements is published at https://www.dhs.gov/trusted-
tester. 


4. When developing or modifying ICT deliverables that contain the ability to automatically 
generate electronic documents and forms in Microsoft Office and Adobe formats, or 
when the capability is provided to enable end users to design and author web based 
electronic content (i.e. surveys, dashboards, charts, data visualizations, etc.), the 
contractor shall demonstrate the ability to ensure these outputs conform to the applicable 
Section 508 standards (including WCAG 2.0 Level A and AA Success Criteria).  The 
contractor shall demonstrate conformance by conducting testing and reporting test results 
based on representative sample outputs. For outputs produced as Microsoft Office and 
Adobe PDF file formats, the contractor shall use the test methods published under 
“Accessibility Tests for Documents”, which are published 
at  https://www.dhs.gov/compliance-test-processes.  For outputs produced as web based 
electronic content, the contractor shall use the DHS Trusted Tester for Web Methodology 
Version 5.0, or successor versions. This methodology is published at 
https://www.dhs.gov/trusted-tester 


Section 508 Deliverables 


1. Section 508 Test Plans: When developing or modifying ICT pursuant to this contract, 
the contractor shall provide a detailed Section 508 Conformance Test Plan. The Test Plan 
shall describe the scope of components that will be tested, an explanation of the test 
process that will be used, when testing will be conducted during the project development 
life cycle, who will conduct the testing, how test results will be reported, and any key 
assumptions. 
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2. Section 508 Test Results: When developing or modifying ICT pursuant to this contract, 
the contractor shall provide test results in accordance with the Section 508 Requirements 
for Technology Services provided in this solicitation. 


3. Section 508 Accessibility Conformance Reports: For each ICT item offered through 
this contract (including commercially available products, and solutions consisting of ICT 
that are developed or modified pursuant to this contract), the Offeror shall provide an 
Accessibility Conformance Report (ACR) to document conformance claims against the 
applicable Section 508 standards.  The ACR shall be based on the Voluntary Product 
Accessibility Template Version 2.0 508 (or successor versions). The template can be 
found at https://www.itic.org/policy/accessibility/vpat. Each ACR shall be completed by 
following all of the instructions provided in the template, including an explanation of the 
validation method used as a basis for the conformance claims in the report. 


D.15  Department of Homeland Security Enterprise Architecture Compliance  
 
All solutions and services shall meet DHS and USCIS Enterprise Architecture and governance 
policies, standards, and procedures. Specifically, the contractor shall comply with the following 
Homeland Security Enterprise Architecture (HLS EA) and USCIS governance requirements: 
 
All developed solutions and requirements shall be compliant with the HLS and USCIS EA and 
governance processes. 
 
All IT hardware and/or software shall be compliant with the DHS and USCIS EA Technical 
Reference Model (TRM) Standards and Products Profile. 
 
Description information for all data assets, information exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) for 
review, approval and insertion into the DHS and USCIS Data Reference Model. 
 
Development of data assets, information exchanges and data standards will comply with the 
DHS Data Management Policy MD 103-01 and all data-related artifacts will be developed and 
validated according to DHS data management architectural guidelines. 
 
Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS Enterprise Architecture (per OMB Memorandum M-05-22, August 2, 2005) regardless 
of whether the acquisition is for modification, upgrade, or replacement.  
 
All EA-related component acquisitions shall be IPv6 compliant as defined in the U.S. 
Government Version 6 (USGv6) Profile (National Institute of Standards and Technology (NIST) 
Special Publication 500-267) and the corresponding declarations of conformance defined in the 
USGv6 Test Program. 
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k Order Schedule of Attachments 


Section E—Task Order Schedule of Attachments 
  


Number Title of Document # of Pages Date Comment 
E1 Statement of Objectives 10 November 2020  
E2 Security Requirement 5 5 August 2020  
E3 Government Furnished 


Property 
1 January 2021  


E4 Government Furnished 
Information  


6 May 2020 The information may also assist 
offerors with preparing an offer 
to perform the prospective Task 
Order.8 


E5 Performance Work 
Statement (PWS) 


Completed 
at time of 


award. 


Completed at time 
of award. 


The PWS offered by the 
successful offeror (contractor) 
shall be attachment to the 
prospective Task Order at the 
time of award.9 


—Notice Provisions 
Section F—Notice Provisions 


 
F1. FAR & HSAR Solicitation Provisions 
 
F1.1. FAR and HSAR Solicitation Provisions Incorporated by Reference 
 
52.252-1 Solicitation Provisions Incorporated by Reference (Feb 1998) 
 
This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the Contracting Officer will 
make their full text available. The offeror is cautioned that the listed provisions may include 
blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of 
submitting the full text of those provisions, the offeror may identify the provision by paragraph 
identifier and provide the appropriate information with its quotation or offer. Also, the full text 
of a solicitation provision may be accessed electronically at this/these address(es): 
 
www.acquisition.gov 
https://www.dhs.gov/publication/hsar 
 


Provision # Title Date 
52.204-7 System for Award Management Oct 2018 
52.212-3 Offeror Representations and Certifications-Commercial Items Jan 2021 


 
(End of provision) 


 
8 Comment will be deleted from the prospective task order at the time of award. 
9 Comment will be deleted from the prospective task order at the time of award. 
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F1.2. Full Text of FAR & HSAR Solicitation Provisions 
 
52.252-5 Authorized Deviations in Provisions (Nov 2020) 
 
      (a) The use in this solicitation of any Federal Acquisition Regulation (48 CFR Chapter 1) 
provision with an authorized deviation is indicated by the addition of "(DEVIATION)" after the 
date of the provision. 
 
      (b) The use in this solicitation of any Homeland Security Acquisition Regulation (48 Chapter 
30) provision with an authorized deviation is indicated by the addition of "(DEVIATION)" after 
the name of the regulation. 


(End of provision) 
 
52.204-8 Annual Representations and Certifications (Mar 2020) (DEVIATION 20-07) (July 
2020) 
 
(a)(1) The North American Industry Classification System (NAICS) code for this 
acquisition is 541512. 
(2) The small business size standard is $30M. 
(3) The small business size standard for a concern which submits an offer in its own name, 
other than on a construction or service contract, but which proposes to furnish a product which it 
did not itself manufacture, is 500 employees. 
 
(b)(1) If the provision at 52.204-7, System for Award Management, is included in this 
solicitation, paragraph (d) of this provision applies. 
(2) If the provision at 52.204-7, System for Award Management, is not included in this 
solicitation, and the Offeror has an active registration in the System for Award Management 
(SAM), the Offeror may choose to use paragraph (d) of this provision instead of completing the 
corresponding individual representations and certifications in the solicitation. The Offeror shall 
indicate which option applies by checking one of the following boxes: 
[ ] (i) Paragraph (d) applies. 
[ ] (ii) Paragraph (d) does not apply and the offeror has completed the individual 
representations and certifications in the solicitation. 
 
(c)(1) The following representations or certifications in SAM are applicable to this 
solicitation as indicated: 


(i) 52.203-2, Certificate of Independent Price Determination. This provision applies to 
solicitations when a firm-fixed-price contract or fixed-price contract with economic price 
adjustment is contemplated, unless— 


(A) The acquisition is to be made under the simplified acquisition procedures in 
Part 13; 
(B) The solicitation is a request for technical proposals under two-step sealed 
bidding procedures; or  
(C) The solicitation is for utility services for which rates are set by law or 
regulation. 


(ii) 52.203-11, Certification and Disclosure Regarding Payments to Influence Certain 
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Federal Transactions. This provision applies to solicitations expected to exceed $150,000. 
(iii) 52.203-18, Prohibition on Contracting with Entities that Require Certain Internal 
Confidentiality Agreements or Statements—Representation. This provision applies to all 
solicitations. 
(iv) 52.204-3, Taxpayer Identification. This provision applies to solicitations that do not 
include provision at 52.204-7, System for Award Management. 
(v) 52.204-5, Women-Owned Business (Other Than Small Business). This provision 
applies 
to solicitations that— 


(A) Are not set aside for small business concerns; 
(B) Exceed the simplified acquisition threshold; and 
(C) Are for contracts that will be performed in the United States or its outlying 
areas. 


(vi) 52.204-26, Covered Telecommunications Equipment or Services—Representation. 
This provision applies to all solicitations. 
(vii) 52.209-2, Prohibition on Contracting with Inverted Domestic Corporations— 
Representation. 
(viii) 52.209-5, Certification Regarding Responsibility Matters. This provision applies to 
solicitations where the contract value is expected to exceed the simplified acquisition 
threshold. 
(ix) 52.209-11, Representation by Corporations Regarding Delinquent Tax Liability or a 
Felony Conviction under any Federal Law. This provision applies to all solicitations. 
(x) 52.214-14, Place of Performance—Sealed Bidding. This provision applies to 
invitations 
for bids except those in which the place of performance is specified by the Government. 
(xi) 52.215-6, Place of Performance. This provision applies to solicitations unless the 
place of performance is specified by the Government. 
(xii) 52.219-1, Small Business Program Representations (Basic, Alternates I, and II). This 
provision applies to solicitations when the contract will be performed in the United States 
or its outlying areas. 


(A) The basic provision applies when the solicitations are issued by other than 
DoD, NASA, and the Coast Guard. 
(B) The provision with its Alternate I applies to solicitations issued by DoD, 
NASA, or the Coast Guard. 
(C) The provision with its Alternate II applies to solicitations that will result in a 
multiple award contract with more than one NAICS code assigned. 


(xiii) 52.219-2, Equal Low Bids. This provision applies to solicitations when contracting 
by sealed bidding and the contract will be performed in the United States or its outlying 
areas. 
(xiv) 52.222-22, Previous Contracts and Compliance Reports. This provision applies to 
solicitations that include the clause at 52.222-26, Equal Opportunity. 
(xv) 52.222-25, Affirmative Action Compliance. This provision applies to solicitations, 
other than those for construction, when the solicitation includes the clause at 52.222-26, 
Equal Opportunity. 
(xvi) 52.222-38, Compliance with Veterans' Employment Reporting Requirements. This 
provision applies to solicitations when it is anticipated the contract award will exceed the 
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simplified acquisition threshold and the contract is not for acquisition of commercial 
items. 
(xvii) 52.223-1, Biobased Product Certification. This provision applies to solicitations 
that require the delivery or specify the use of USDA-designated items; or include the 
clause at 52.223-2, Affirmative Procurement of Biobased Products Under Service and 
Construction Contracts. 
(xviii) 52.223-4, Recovered Material Certification. This provision applies to solicitations 
that are for, or specify the use of, EPA-designated items. 
(xix) 52.223-22, Public Disclosure of Greenhouse Gas Emissions and Reduction Goals— 
Representation. This provision applies to solicitations that include the clause at 52.204-
7.) 
(xx) 52.225-2, Buy American Certificate. This provision applies to solicitations 
containing the clause at 52.225-1. 
(xxi) 52.225-4, Buy American—Free Trade Agreements—Israeli Trade Act Certificate. 
(Basic, Alternates II and III.) This provision applies to solicitations containing the clause 
at 52.225-3. 


(A) If the acquisition value is less than $50,000, the basic provision applies.  
(B) If the acquisition value is $50,000 or more but is less than $83,099, the 
provision with 
its Alternate II applies. 
(C) If the acquisition value is $83,099 or more but is less than $100,000, the 
provision with 
its Alternate III applies. 


(xxii) 52.225-6, Trade Agreements Certificate. This provision applies to solicitations 
containing the clause at 52.225-5. 
(xxiii) 52.225-20, Prohibition on Conducting Restricted Business Operations in Sudan— 
Certification. This provision applies to all solicitations. 
(xxiv) 52.225-25, Prohibition on Contracting with Entities Engaging in Certain Activities 
or Transactions Relating to Iran—Representation and Certifications. This provision 
applies to all solicitations. 
(xxv) 52.226-2, Historically Black College or University and Minority Institution 
Representation. This provision applies to solicitations for research, studies, supplies, or 
services 
of the type normally acquired from higher educational institutions. 


 
(2) The following representations or certifications are applicable as indicated by the 
Contracting Officer: 
__ (i) 52.204-17, Ownership or Control of Offeror. 
__ (ii) 52.204-20, Predecessor of Offeror. 
__ (iii) 52.222-18, Certification Regarding Knowledge of Child Labor for Listed End 
Products. 
__ (iv) 52.222-48, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Certification. 
__ (v) 52.222-52, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services—Certification. 
__ (vi) 52.223-9, with its Alternate I, Estimate of Percentage of Recovered Material Content 
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for EPA-Designated Products (Alternate I only). 
__ (vii) 52.227-6, Royalty Information. 
__ (A) Basic. 
__ (B) Alternate I. 
__ (viii) 52.227-15, Representation of Limited Rights Data and Restricted Computer 
Software. 
 
(d) The Offeror has completed the annual representations and certifications electronically in 
SAM accessed through https://www.sam.gov. After reviewing the SAM information, the Offeror 
verifies by submission of the offer that the representations and certifications currently posted 
electronically that apply to this solicitation as indicated in paragraph (c) of this provision have 
been entered or updated within the last 12 months, are current, accurate, complete, and 
applicable to this solicitation (including the business size standard applicable to the NAICS code 
referenced for this solicitation), as of the date of this offer and are incorporated in this offer by 
reference (see FAR 4.1201); except for the changes identified below [offeror to insert changes, 
identifying change by clause number, title, date]. These amended representation(s) and/or 
certification(s) are also incorporated in this offer and are current, accurate, and complete as of 
the date of this offer. 


(End of provision) 
 
52.204-24 Representation Regarding Certain Telecommunications and Video Surveillance 
Services or Equipment (Aug 2020)  


 


The Offeror shall not complete the representation at paragraph (d)(1) of this provision if 
the Offeror has represented that it ‘‘does not provide covered telecommunications equipment or 
services as a part of its offered products or services to the Government in the performance of any 
contract, subcontract, or other contractual instrument’’ in the provision at 52.204–26, Covered 
Telecommunications Equipment or Services—Representation, or in paragraph (v) of the 
provision at 52.212–3, Offeror Representations and Certifications– Commercial Items.  


(a) Definitions. As used in this provision –  
 


Backhaul, covered telecommunications equipment or services, critical technology, 
interconnection arrangements, reasonable inquiry, roaming, and substantial or essential 
component have the meanings provided in the clause 52.204–25, Prohibition on Contracting for 
Certain Telecommunications and Video Surveillance Services or Equipment.  


 
(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense 


Authorization Act for Fiscal Year 2019 (Pub. L. 115–232) prohibits the head of an executive 
agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a 
contract to procure or obtain, any equipment, system, or service that uses covered 
telecommunications equipment or services as a substantial or essential component of any system, 
or as critical technology as part of any system. Nothing in the prohibition shall be construed to—  
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(i) Prohibit the head of an executive agency from procuring with an entity to provide a 
service that connects to the facilities of a third-party, such as backhaul, roaming, or 
interconnection arrangements; or  


(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or 
cannot permit visibility into any user data or packets that such equipment transmits or otherwise 
handles.  


(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for 
Fiscal Year 2019 (Pub. L. 115–232) prohibits the head of an executive agency on or after August 
13, 2020, from entering into a contract or extending or renewing a contract with an entity that 
uses any equipment, system, or service that uses covered telecommunications equipment or 
services as a substantial or essential component of any system, or as critical technology as part of 
any system. This prohibition applies to the use of covered telecommunications equipment or 
services, regardless of whether that use is in performance of work under a Federal contract. 
Nothing in the prohibition shall be construed to—  


(i) Prohibit the head of an executive agency from procuring with an entity to provide a 
service that connects to the facilities of a third-party, such as backhaul, roaming, or 
interconnection arrangements; or  


(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or 
cannot permit visibility into any user data or packets that such equipment transmits or otherwise 
handles.  


(c) Procedures. The Offeror shall review the list of excluded parties in the System for 
Award Management (SAM) (https:// www.sam.gov) for entities excluded from receiving federal 
awards for ‘‘covered telecommunications equipment or services.’’  


(d) Representations. The Offeror represents that—  


(1) It ☐ will, ☐ will not provide covered telecommunications equipment or services to 
the Government in the performance of any contract, subcontract or other contractual instrument 
resulting from this solicitation. The Offeror shall provide the additional disclosure information 
required at paragraph (e)(1) of this section if the Offeror responds ‘‘will’’ in paragraph (d)(1) of 
this section; and  


(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror 
represents that—  


It ☐does, ☐does not use covered telecommunications equipment or services, or use any 
equipment, system, or service that uses covered telecommunications equipment or services. The 
Offeror shall provide the additional disclosure information required at paragraph (e)(2) of this 
section if the Offeror responds ‘‘does’’ in paragraph (d)(2) of this section.  
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(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. 
If the Offeror has responded ‘‘will’’ in the representation in paragraph (d)(1) of this provision, 
the Offeror shall provide the following information as part of the offer:  


(i) For covered equipment—  


(A) The entity that produced the covered telecommunications equipment (include entity 
name, unique entity identifier, CAGE code, and whether the entity was the original equipment 
manufacturer (OEM) or a distributor, if known);  


(B) A description of all covered telecommunications equipment offered (include brand; 
model number, such as OEM number, manufacturer part number, or wholesaler number; and 
item description, as applicable); and  


(C) Explanation of the proposed use of covered telecommunications equipment and any 
factors relevant to determining if such use would be permissible under the prohibition in 
paragraph (b)(1) of this provision.  


(ii) For covered services—  


(A) If the service is related to item maintenance: A description of all covered 
telecommunications services offered (include on the item being maintained: Brand; model 
number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); or  


(B) If not associated with maintenance, the Product Service Code (PSC) of the service 
being provided; and explanation of the proposed use of covered telecommunications services and 
any factors relevant to determining if such use would be permissible under the prohibition in 
paragraph (b)(1) of this provision.  


(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror 
has responded ‘‘does’’ in the representation in paragraph (d)(2) of this provision, the Offeror 
shall provide the following information as part of the offer:  


(i) For covered equipment—  


(A) The entity that produced the covered telecommunications equipment (include entity 
name, unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, 
if known);  


(B) A description of all covered telecommunications equipment offered (include brand; 
model number, such as OEM number, manufacturer part number, or wholesaler number; and 
item description, as applicable); and  


(C) Explanation of the proposed use of covered telecommunications equipment and any 
factors relevant to determining if such use would be permissible under the prohibition in 
paragraph (b)(2) of this provision.  


(ii) For covered services—  
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(A) If the service is related to item maintenance: A description of all covered 
telecommunications services offered (include on the item being maintained: Brand; model 
number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); or  


(B) If not associated with maintenance, the PSC of the service being provided; and 
explanation of the proposed use of covered telecommunications services and any factors relevant 
to determining if such use would be permissible under the prohibition in paragraph (b)(2) of this 
provision.  


(End of provision) 
 


52.204-26 Covered Telecommunications Equipment or Services-Representation (Dec 2019) 
 


(a) Definitions. As used in this provision, “covered telecommunications equipment or 
services” has the meaning provided in the clause 52.204-25, Prohibition on Contracting for 
Certain Telecommunications and Video Surveillance Services or Equipment. 
 


(b) Procedures. The Offeror shall review the list of excluded parties in the System for 
Award Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal 
awards for “covered telecommunications equipment or services”.  
 


(c) Representation. The Offeror represents that it ☐ does, ☐ does not provide covered 
telecommunications equipment or services as a part of its offered products or services to the 
Government in the performance of any contract, subcontract, or other contractual instrument. 


 
(End of provision) 


 
52.216-1 Type of Contract (Apr. 1984) 
 
The Government contemplates award of a hybrid type contract (firm-fixed price and labor hour 
type contract line items – See Section B, resulting from this solicitation. 
 


(End of provision) 
 
52.233-2 Service of Protest (Sep. 2006) 


(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed 
directly with an agency, and copies of any protests that are filed with the Government 
Accountability Office (GAO), shall be served on the Contracting Officer (addressed as follows) 
by obtaining written and dated acknowledgment of receipt from 
anthony.w.pellegrino@uscis.dhs.gov (802) 872-4637. 


      (b) The copy of any protest shall be received in the office designated above within one day 
of filing a protest with the GAO. 


(End of provision) 
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HSAR 3052.209-72 Organizational Conflict of Interest (Jun 2006)  
 
(a) Determination. The Government has determined that this effort may result in an actual or 
potential conflict of interest, or may provide one or more offerors with the potential to attain an 
unfair competitive advantage. The nature of the conflict of interest and the limitation on future 
contracting is “software development activities across the USCIS enterprise, including software 
design activities.”  
 
(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify 
the offeror, or (2) determine that it is otherwise in the best interest of the United States to 
contract with the offeror and include the appropriate provisions to avoid, neutralize, mitigate, or 
waive such conflict in the contract awarded. After discussion with the offeror, the Contracting 
Officer may determine that the actual conflict cannot be avoided, neutralized, mitigated or 
otherwise resolved to the satisfaction of the Government, and the offeror may be found ineligible 
for award.  
 
(c) Disclosure: The offeror hereby represents, to the best of its knowledge that:  
 
___ (1) It is not aware of any facts which create any actual or potential organizational conflicts 
of interest relating to the award of this contract, or  
 
___ (2) It has included information in its proposal, providing all current information bearing on 
the existence of any actual or potential organizational conflicts of interest, and has included a 
mitigation plan in accordance with paragraph (d) of this provision.  
 
(d) Mitigation. If an offeror with a potential or actual conflict of interest or unfair competitive 
advantage believes the conflict can be avoided, neutralized, or mitigated, the offeror shall submit 
a mitigation plan to the Government for review. Award of a contract where an actual or potential 
conflict of interest exists shall not occur before Government approval of the mitigation plan. If a 
mitigation plan is approved, the restrictions of this provision do not apply to the extent defined in 
the mitigation plan.  
 
(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may 
require further relevant information from the offeror. The Contracting Officer will use all 
information submitted by the offeror, and any other relevant information known to DHS, to 
determine whether an award to the offeror may take place, and whether the mitigation plan 
adequately neutralizes or mitigates the conflict.  
 
(f) Corporation Change. The successful offeror shall inform the Contracting Officer within thirty 
(30) calendar days of the effective date of any corporate mergers, acquisitions, and/or divestures 
that may affect this provision. (g) Flow-down. The contractor shall insert the substance of this 
clause in each first tier subcontract that exceeds the simplified acquisition threshold.  
 


(End of provision) 
G – Provisional Instructions to Offerors 
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Section G – Instructions to Offerors 
 
G1. Peripheral Information 
 


G1.1. DHS Procurement Innovation Lab. This acquisition is being conducted under the 
auspices of the DHS Procurement Innovation Lab (PIL). The PIL is a virtual lab that 
experiments with innovative techniques for increasing efficiencies in the procurement 
process and institutionalizing best practices. There is nothing offerors  need to do 
differently for this requirement as a result of this acquisition being conducted under the 
auspices of the PIL. The PIL project team may reach out to successful and unsuccessful 
Offerors to assess effectiveness of the procurement process and the innovative techniques 
applied. The anonymous feedback will be used to further refine DHS procurement 
practices. Additional information on the PIL may be found here https://www.dhs.gov/pil. 
 
G1.2. General Guidance. This is an acquisition for the commercial services offered for 
sale by holders of a NITAAC CIO-SP3 Small Business contract. The Government is 
seeking offers to perform the prospective Task Order that will achieve the objectives 
outlined in the Statement of Objectives (SOO) on the commercial terms and conditions 
detailed in this solicitation. This acquisition follows the general ordering procedures of 
the NITAAC CIO-SP3 Small Business contract and the requirements of FAR Part 16.505 
– Ordering permitting the Contracting Officer wide latitude to develop ordering 
procedures commensurate with the requirement and which reduce the burden on offerors. 
Accordingly, this solicitation includes Instructions to Offerors, tailored to the subject 
solicitation and requirement; FAR 52.212-3 Representations and Certifications of 
Offerors; FAR 52.212-4 Contract Terms and Conditions - Commercial Items, tailored to 
include the terms and conditions, in addition to those of the applicable CIO-SP3 contract, 
against which the prospective Task Order will be awarded, that will apply to prospective 
Task Order; and, FAR 52.212-5 – Contract Terms and Conditions Required to Implement 
Statutes or Executive Orders – Commercial Items.  
 
G1.3. General Rules of Engagement. This acquisition is conducted under FAR Subpart 
16.5 Indefinite-Delivery Contracts; therefore, the procedural requirements of FAR 
Subpart 15.3 - Source Selection do not apply. The Government reserves the right to make 
award on initial offers. If the Government decides to conduct exchanges and allow 
revisions of offers, the Government may elect to allow revisions from the most highly 
rated offers, or, for administrative convenience, allow revisions from a subset of the most 
highly rated offers or in the alternative, with all the technically acceptable offers.  The 
Government may conduct multiple rounds of exchanges on one offer to resolve 
previously unresolved matters without reengaging offers from other offerors with whom 
there is no need for further exchanges. The Government may reject any or all offers if 
such action is in the public interest and waive informalities and minor irregularities in 
offers received. 
 
G1.4. General Offer Assessment Terms and Definitions. Although this is a FAR Subpart 
16.5 acquisition, the evaluation of offers nevertheless results in an assessment of the 
relative strengths, deficiencies, weaknesses, and risk of an offer. The Government will 
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consider all available information to assess performance risk. To aid offerors in the 
preparation of offers, a “Strength” is an aspect of an offer that demonstrates a strong 
understanding of the requirements of the prospective contract; a “Significant Strength” is 
an aspect of an offer that demonstrates ability and performance beyond that required to 
successfully perform the prospective contract and which will benefit the Government 
significantly or measurably; a “Weakness” is a flaw in the offer that increases the risk of 
unsuccessful contract performance; a “Deficiency” is a material failure of the offer or a 
combination of weaknesses evincing an unacceptable risk of unsuccessful contract 
performance; and, a “Risk” is a risk of unsuccessful contract performance. 
 
G1.5. Multi-phase Procurement. This acquisition includes multiple phases. To be 
considered for award of the prospective Task Order, an offeror must participate in Phase 
1. Offerors may be eliminated from the competition meaning their respective offer will 
receive no further consideration for award of the prospective contract following an 
evaluation of the Phase 1 Offer. Offerors invited to participated in Phase 2 must submit 
the Phase 2 portion of the offer to be considered for award of the prospective Task Order. 


  
G2. Instructions to Offerors 
 
G2.1. NAICS and Business Size Standard. For this acquisition, the North American Industry 
Classification System (NAICS) code is 541512 and the small business size standard is $30M. 
 
G2.2. Submission of Phase 1 Offer. Submit the signed and dated Phase 1 Offer via NITAAC 
eGOS with a copy to anthony.w.pellegrino@uscis.dhs.gov, joan.giard@uscis.dhs.gov, and 
christina.baldwin@uscis not later than 4:00 p.m., February XX, 2021.  
 
G2.3. Format of Offer. Unless other specified in the several sections of the offer, use traditional, 
8 ½ x 11 formatting with one (1) inch margins and Times New Roman font, not less than twelve 
(12) point. Charts or graphs (if used) may be in Arial font not less than ten (10) point. Include 
both a MS Word and PDF versions of all non-price portions of the offer and MS Excel for the 
price portion of the Offer. The MS Excel file (Attachment H2) must include all formulas used to 
calculate the prices offered and shall be unlocked.  
 
G2.4. Content of Phase 1 Offer. To be considered for award of the prospective Task Order 
resulting from this solicitation, the offeror shall submit  


 
G2.4.1. Cover Page. The Cover Page must include: 
 
(a) The solicitation number; 
(b) The time specified in the solicitation for receipt of offers;  
(c) The name, address, telephone number, DUNS and CAGE of the Offeror;  
(d) A statement specifying the extent of agreement with all terms, conditions, and 
provisions included in this solicitation and agreement to furnish all services at the price(s) 
offered;  
(e) Names, titles, telephone numbers and email addresses of person(s) authorized to 
negotiate on the Offeror’s behalf with the Government in connection with this FON; and, 
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(f) Name, title, and signature of person authorized to sign the Offer, accompanied by 
evidence of that agent’s authority. 
 
Limit the Cover Page to one (1) page.   
 
G2.4.2. Contractor Accounting System Certification. Submit a copy of the most recent 
annual certification submitted to the NITAAC Customer Support Center pursuant to 
Article C.3, paragraph h of the Offeror’s respective NITAAC CIO-SP3 Small Business 
contract.  
 
G2.4.3. Response to Phase 1 Questions. Offerors shall submit a response to the questions 
on Attachment H1 by completing and submitting Attachment H1. Do not modify the 
formatting of Attachment H1, i.e., do not change the margin sizes, the font, or font style.  
Attachment H1 includes additional instructions regarding the formatting designed to 
ensure fairness among all offerors regarding the word count limit. 
 


 G2.4.4. Past Performance Information. The Offeror shall submit information regarding 
past or current contracts (including Federal, State, and local government and private) for 
efforts similar to the scope and magnitude of the requirements of the prospective Task 
Order. The Offeror may provide information on problems encountered on the identified 
contracts and the Offeror’s corrective actions. The Offeror may provide information on 
predecessor companies, key personnel who have relevant experience, or subcontractors 
that will perform major or critical aspects of the requirements of this Solicitation if the 
Offeror deems the information relevant to this acquisition.  The identified contracts shall 
include: 


 
(i) The client/customer; 
(ii) Contract Number and Project Title; 
(iii) Scope of work;  
(iv) Start and end dates;  
(v) Dollar value; 
(vi) Contract type; 
(vii) Services provided; 
(viii) Major deliverables produced; 
(ix) Performance measures/service levels applied; 
(x) Any awards that were received for superior performance; 
(xi) Quality assurance; 
(xii) Risk management methodologies used; and, 
(xiii) Lines of communication used. 


 
Include a table showing the client/customer and the contact information for the person(s) 
who can verify the information provided. Contracts with past performance information 
reported to CPARs and transmitted to PPIPRs are preferred but not mandatory.  
 
Limit the response to not more than ten (10) pages. 
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G2.5. Notification of Phase 1 Results. The Government will evaluate Phase 1 of the Offer and 
notify the Offeror, via email from the Contracting Officer, whether its Offer is among the most 
highly rated. See Section G4 – Evaluation of Offers and Contract Award for the Phase 1 Offer 
evaluation process.  
 


G2.5.1. If the Offeror is notified that its Phase 1 Offer is among the most highly rated, the 
Offeror shall proceed to Phase 2. The notice will include the date by which to submit the 
Phase 2 Offer.  


 
G2.5.2. If the Offeror is notified that its Phase 1 Offer is not among the most highly 
rated, the Offeror will be notified that its Phase 1 Offer, and the Offeror itself, will not be 
considered for award. The notice will include the general basis for excluding the Phase 1 
Offer and the Offeror from further consideration for award of the prospective contract.  


 
G2.5.3. The Government intends to select not more than three (3) Offerors to proceed to 
Phase 2.  


 
G2.6. Phase 2 Offer. Offerors notified of proceeding to Phase 2 shall submit the Phase 2 Offer in 
accordance with the instructions provided in the Phase 1 notice.  
 


G2.6.1. Content of Phase 2 Offer.   
 


G2.6.1.1. Performance Work Statement. The Offeror shall submit a resource-loaded 
Performance Work Statement, consistent with FAR 37.602 Performance Work Statement, 
for meeting the objectives detailed in the Statement of Objectives (SOO) and for 
performing all requirements of the prospective contract. The PWS must include all work 
elements necessary to perform the prospective contract; for example, contract 
management and oversight, special requirements/constraints (e.g., security compliance), 
deliverables, quality control, and performance standards. Limit the PWS to fifty (50) 
pages. 


 
G2.6.1.2. Price Proposal. The Offeror shall submit a Price Proposal, using the Pricing 
Template, Attachment H2, for performing the requirements of the prospective contract as 
described in the Performance Work Statement. The Pricing Template stipulates the 
contract type for each of the six (6) elements of the Statement of Objectives. Section B of 
the Task Order will be completed at the time of award using the prices proposed by the 
offerors and agreed-to at the time of award. The price proposed must also:  


 
(i) Identify the labor categories proposed and offered to perform the prospective Task 
Order using the Pricing Template, Attachment H2. Include the reference to the PWS 
element for all labor categories and hours estimated to be performed for each PWS 
element (CLINS). Ensure the labor categories and hours estimated for performance of 
each PWS element are consistent with the information provided in the Pricing 
Template;(ii) Describe the skills and experience for each labor category offered; and,  
(iii) Identify the fixed loaded hourly rates offered as awarded under the CIO-SP3 
contract; 
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(iv) Identify the discount, if any, offered to perform the prospective contract; 
(v) Identify any subcontracts proposed; 
(vi) Detail the Offeror’s process to determine that any subcontract prices are fair and 
reasonable; and, 
 
(vii) A separate price (CLIN) for the NITAAC Contract Access Fee (NCAF) identified as 
a separate contract line item number (CLIN).  
 
There is no page limit for the Price Proposal (Attachment H2); however, do not 
supplement the Non-Price portions of the offer, or provide any information other than 
that required by the Price Proposal (Attachment H2).  


 
G2.7. Administrative Requirements of the Offer. The Offeror shall include separately with its 
Phase 2 Offer: 


 
(a) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 
52.212-3(b) for those representations and certifications that the offeror shall complete 
electronically); 
 
(b) Acknowledgment of Solicitation Amendments; 
 
(c) A statement specifying the extent of agreement with all terms, conditions, and provisions 
included in the solicitation. Offers that fail to furnish required representations or 
information, or reject the terms and conditions of the solicitation may be excluded from 
consideration. 
 
(d) A statement that the offeror agrees to hold the prices in its offer firm for a period of not 
less than ninety (90) calendar days from the date specified for receipt of offers. 
 


G2.8. Late submissions, modifications, revisions, and withdrawals of offers. (1) Offerors are 
responsible for submitting offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time specified in this solicitation. 
Any offer, modification, revision, or withdrawal of an offer received at the Government office 
designated in the solicitation after the exact time specified for receipt of offers is “late” and will 
not be considered unless it is received before award is made, the Contracting Officer determines 
that accepting the late offer would not unduly delay the acquisition; and – if it was transmitted 
through an electronic commerce method authorized by the solicitation, it was received at the 
initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day 
prior to the date specified for receipt of offers; or, there is acceptable evidence to establish that it 
was received at the Government installation designated for receipt of offers and was under the 
Government’s control prior to the time set for receipt of offers; or, it was the only offer received. 
However, a late modification of an otherwise successful offer, that makes its terms more 
favorable to the Government, will be considered at any time it is received and may be accepted. 
Offers may be withdrawn by written notice received at any time before the exact time set for 
receipt of offers.  
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G2.9 Page Limitation Table  
 
The number of pages (length) of the Offer is limited as follows: 
  


Offer Content Page limit 


Cover Page 1 


Phase 1 Offer – Response to Phase 1 Questions See Attachment H1 


Phase 1 Offer – Past Performance Information 10 


Phase 2 Offer – Performance Work Statement 50 


Phase 2 Offer – Administrative Requirements of the Offer N/A 


Section 3: Price Proposal See Attachment H2 


        
G3.  Additional Information  
 
G3.1. Incumbent contractor and Magnitude of Services. This is a new procurement and does not 
follow-on any incumbent work. To assist offerors with assessing the magnitude of services to be 
performed during contract performance and to develop a resource-loaded Performance Work 
Statement, the Government estimates that approximate $9.5M to $11.5M of services are required 
to meet all requirement in a calendar/contract year basis.  


 
G3.2.  Points of Contact 
  
All inquiries regarding this solicitation shall be addressed to the contracting officer via the 
NITAAC eGOS with a copy to the contract specialists at joan.giard@uscs.dhs.gov and 
christina.baldwin@uscis.dhs.gov.  
 
G3.3.  Solicitation Questions 
 
A draft of this solicitation was posted to eGOS on or about Monday, February 1, 2021. The draft 
solicitation requested potential sources to submit questions regarding the solicitation. Therefore, 
any additional questions submitted regarding this solicitation will be responded to at the 
discretion of the Government.  
     
G4.  Evaluation of Offers and Contract Award 
 
G4.1. The assessment of an offer will consider its respective, relative merit based upon a 
qualitative assessment consistent with the evaluation scheme described in section G4.2. While 
adjectives may be used to describe the relative merits of an offer, the Government will look 
beyond any adjectival ratings that may be used during the assessment to determine the relative 
merit of offers and to select the offeror deemed to provide the best value for performing the 
prospective contract.  
 
G4.2. Evaluation Scheme. Consistent with FAR Subpart 16.505(b)(iv), the significant factors as 
described above and which the agency expects to consider in evaluating Offers are (1) 
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Specialized Experience & Technical Competency; (2) Past Performance; (3) Performance Work 
Statement; and (4) Price. Specialized Experience & Technical Competency are the most 
important factors, followed by Past Performance, the Performance Work Statement, and Price.  
The evaluation factors are listed in the relative order of importance. When the evaluation factors 
are combined, Specialized Experience & Technical Competence, Past Performance, and the 
Performance Work Statement are more important than the Price.   
 


G4.2.1. Evaluation of the Phase 1 Offer – Specialized Experience and Technical 
Competence. The Government will evaluate an offeror’s Specialized Experience & 
Technical Competence using the offeror’s response to the five (5) questions on Attachment 
H1 to assess the (1) the offeror’s understanding of the Government’s Objectives and the 
Outcomes to be achieved under the prospective Task Order as detailed in the SOO; and (2) 
the likelihood of the offeror successfully performing the prospective Task Order. 
 
G4.2.2. Evaluation of the Phase 1 Offer – Past Performance. The Government will evaluate 
the Past Performance Information to assess the likelihood of the offeror successfully 
performing the prospective Task Order based on the quality of recent, relevant performance 
on contracts that are similar to that of the prospective Task Order. In the case of an offeror 
without a record of relevant past performance or for whom information on past performance 
is not available, the offeror may not be evaluated favorably or unfavorably on past 
performance. 
 
G4.2.3. Evaluation of the Phase 1 Offer - Exchange of Information. An offeror may be 
invited to discuss aspects of its Phase 1 Offer to assist the Government with its evaluation of 
the Phase 1 Offer. This exchange of information will not result in a request for any revisions 
to the Phase 1 Offer. Rather, the exchange will provide an opportunity for the Offeror and 
the Government to discuss perceived ambiguities, and to provide greater clarity regarding 
the Offeror’s response to the Phase 1 Offer.  
 
G4.2.4. Evaluation of the Phase 1 Offer - Notification. Following the evaluation of the Phase 
1 Offer, the Government will notify the Offeror that either (1) its Phase 1 Offer is not among 
the most highly rated and that it will not be proceeding to Phase 2 of the Offer; or, (2) that 
its Phase 1 Offer is among the most highly rated and that it will be proceeding to Phase 2. 
An offeror notified that its offer is not among the most highly rated will receive general 
information regarding its offer and the basis for the Government’s decision. An offeror 
notified that its offer is among the most highly rated, will receive general comments 
regarding the Government’s decision and will be notified of the date and time to submit the 
Phase 2 Offer. 
 
G4.3. Evaluation of the Phase 2 Offer – Performance Work Statement. The Performance 
Work Statement will be evaluated to assess: 
 


 (a) the Offeror’s relative understanding of the Objectives and Outcomes detailed in the 
SOO;  
(b) the quality of the proposed services; and;  
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 (c) the likelihood of the Performance Work Statement achieving the Objectives and 
Results of the SOO, i.e. successful performance of the prospective contract 


 
 G4.4. Evaluation of the Phase 2 Offer - Price Analysis. The Government will analyze the 


Price to ensure the final agreed-to price is fair and reasonable. The Government will use the 
analytical techniques of FAR 15.404-1 to evaluate the reasonableness of the offered prices. 
The analytical techniques and procedures of FAR 15.404-1 may be used, singly or in 
combination with others, to ensure that the final price is fair and reasonable. Certified cost 
or pricing data are not expected to be required and the Government expects to analyze and 
evaluate the Price using the first two (2) techniques of FAR 15.404-1(b)(2). However, if the 
contracting officer determines that information on competitive proposed prices or previous 
contract prices is not available or is insufficient to determine that the price is fair and 
reasonable, the contracting officer may use any of the remaining techniques as appropriate 
to the circumstances applicable to the acquisition. This evaluation and analysis may include 
evaluating and analyzing the labor categories, number of hours per labor category, and labor 
category hourly rates to determine the need for, and reasonableness of, the proposed 
resources (sometimes referred to as the “labor mix”), assuming reasonable economy and 
efficiency. In accordance with FAR 15.404-1(g), the Government may also determine that 
an offer is unacceptable if the prices proposed are materially unbalanced among the labor 
rates proposed, line items, or subline items. Unbalanced pricing exists when, despite an 
acceptable total evaluated price, the price of one or more labor categories, line items, or 
subline items is significantly overstated or understated as indicated by the application of 
price analysis techniques. An offer may be rejected if the Government determines that the 
lack of balance poses an unacceptable risk to the Government.  Overall, the Government 
may use any of the techniques and processes in FAR 15.401-1 to ensure the final agreed-to 
price is fair and reasonable and does not pose an unacceptable risk to the Government.  


 
G4.5 Phase 2 Evaluation - Exchanges with Best-Suited Offeror. Once the Government 
determines the offeror that is the best-suited offeror (i.e., the apparent successful contractor), the 
Government reserves the right to communicate with only that offeror to address any remaining 
issues, if necessary, and finalize the prospective Task Order with that offeror. These issues may 
include technical and price. If the parties cannot successfully address any remaining issues, as 
determined pertinent at the sole discretion of the Government, the Government reserves the right 
to communicate with the next best-suited offeror based on the original analysis and address any 
remaining issues. Once the Government has begun communications with the next best-suited 
offeror, Government intends no further communications with the original best-suited offeror; 
however, the Government reserves the right to re-engage the prior best-suited offeror. This 
process shall continue until an agreement is successfully reached and the prospective Task Order 
is awarded. 
 
G5. Award 
 
A written award or acceptance of an Offer mailed or otherwise furnished to the successful 
Offeror within the time specified in the proposal shall result in a binding contract without further 
action by either party.  
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G6. Post-Award Administrative Matters 
 
Debriefings. Notwithstanding that this Fair Opportunity Notice of Intent is being conducted 
pursuant to FAR Subpart 16.505, the contracting officer will, in accordance with FAR 
15.503(b)(1), notify Offerors who did not receive an award of the prospective contract. The 
procedures at FAR 15.506 shall be followed when providing any post-award debriefings.  
 
G7. Award Decision Documentation. The contracting officer will document the rationale for 
awarding, and the price of, the prospective Task Order including the basis for award and the 
rationale for any tradeoffs among the evaluation factors; however, the documentation need not 
quantify the tradeoffs that led to the decision. 
 


SECTION H – PROVISIONAL ATTACHMENTS 


  
Number Name Comment 


H1 70SBUR20F00000027 – QISD 
Phase 1 Offer Questions 
 


Complete and Return with Offer10 


H2 Price Proposal Template Complete and Return with Offer.11 
H3 Solicitation Question Template For submitting Solicitation Questions 


 
  


 
10 All or portions of the response to the Phase 1 Offer Questions may be incorporated into the prospective Task 
Order at the time of award.  
11 Final Agreed-to Price Proposal will be included in the prospective Task Order at the time of award. 
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Note to Offeror: This acquisition is being conducted in collaboration with the DHS 
Procurement Innovation Lab (PIL).  The PIL is a virtual lab that experiments with innovative 
techniques for increasing efficiencies in the procurement process and institutionalizing best 
practices.  There is nothing you need to do differently for this requirement. The PIL project 
team may reach out to successful and unsuccessful Offerors to assess effectiveness of the 
procurement process and the innovative techniques applied. The anonymous feedback will be 
used to further refine DHS procurement practices.  Additional information on the PIL may be 
found at https://www.dhs.gov/acquisition-innovations-motion. 


 
 


SECTION L – INSTRUCTIONS, CONDITIONS AND NOTICES TO OFFERORS OR 
RESPONDENTS 


 
RESTRICTIONS ON OFFEROR CONTACTS WITH EMPLOYEES OF INCUMBENT 
CONTRACTORS. 


 
Most services covered under the DCSS requirement are being performed by Incumbent 
Contractors Mythics, IBM, Vencore, Presidio and CSRA.  Offerors shall not engage in any 
Government on-site contacts of any kind with employees and/or Management of any of the 
current Incumbents. Any contact(s) with incumbents regarding any future employment are 
permitted; however such contact(s) and interviews shall be conducted outside the normal 
working hours of such employees and/or Management and shall occur off-site at Non-
Government locations. 


 
 


L-1 — SOLICITATION PROVISIONS INCORPORATED IN FULL TEXT 
 
Agency Level Protest Notice (APR 2003) 
 
Offerors are notified that per FAR 33.103(d)(4), an independent review of the grounds for a 
protest is available at a level above the contracting officer as an alternative to the protest to 
the agency contracting officer, not as an additional appeal after the protest to the agency 
contracting officer has been resolved. A choice to protest to the agency contracting officer 
therefore relieves the U.S. Customs & Border Protection of any further internal review or 
appeal after the contracting officer’s decision. 
 


[End of Provision] 
 


L-2 — SOLICITATION PROVISIONS INCORPORATED BY REFERENCE 
 


52.252-1 Solicitation Provisions Incorporated by Reference (Feb 1998) 
 


This solicitation incorporates one or more solicitation provisions by reference with the 
same force and effect as if they were given in full text. Upon request, the Contracting 
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Officer will make their full text available. The Offeror is cautioned that the listed 
provisions may include blocks that must be completed by the Offeror and submitted with 
its quotation or offer. In lieu of submitting the full text of those provisions, the Offeror 
may identify the provision by paragraph identifier and provide the appropriate information 
with its quotation or offer. Also, the full text of a solicitation provision may be accessed 
electronically at this address: 


 
https://www.acquisition.gov/far/index.html 


 
 
52.204-6 Unique Entity Identifier (Oct 2016) 
52.215-1 Instructions to Offerors -- Competitive Acquisition (Jan 2017)  
52.216-29 Time-and-Materials/Labor-Hour Proposal Requirements—Non- 
 Commercial Item Acquisition With Adequate Price Competition  
    (Feb2007) 
52.217-5 Evaluations of Options (July 1990) 
52.222-46 Evaluation of Compensation for Professional Employees (Feb 1993) 
52.244-2, Alt 1 Subcontracts (Oct 2010)
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L-3 — GENERAL INSTRUCTIONS 
(a) The Government intends to conduct the evaluation process in two (2) Steps: 


 
1. Step 1 - Advisory.  This step requires an oral presentation and a  


written submission (Volume I). Details are in solicitation provision L-4 
below. 


2. Step 2 – Evaluation of Written Proposals and Selection. This step requires a 
further written submission (Volumes II, III, and IV).  Details are in solicitation 
provision L-5 below. 


 
(b) Participation in Step 1 is a mandatory part of this acquisition.  Failure to participate 


in Step 1 will preclude further consideration of the Offeror’s proposal. Step 2 
submissions will not be accepted from any Offeror who has not completed Step 1. 


 
(c) Proposals must be clear, coherent, and prepared in sufficient detail for effective 


evaluations of the Offeror’s proposal against the evaluation criteria. Also, proposals 
shall cover all aspects of this solicitation and include the Offeror’s approach for 
integration and program management activities. Proposals must clearly demonstrate 
how the Offeror intends to accomplish the project and must include convincing rationale 
and substantiation of all claims.  A proposal with significant informational deficiencies 
may be found technically unacceptable, and an Offeror’s extensive restating of an RFP’s 
requirements may be considered as evidence of the Offeror’s failure to demonstrate a 
clear understanding of those requirements. 


 
(d) The Offeror shall describe its proposal, through the use of charts, diagrams, and narrative, 


in sufficient detail for the Government to understand and evaluate the nature of the 
approach.  In its evaluation and confidence assessment, the Government will consider the 
degree of substantiation of the proposed approaches in the proposal volumes and in 
response to any discussions. 


 
(e) All correspondence in conjunction with this solicitation should be directed to the 


Government’s Point of Contract (POC) identified below: 
 


Name: Gary Robertson and Rasheeda Brooks E-
mail: DCSS@cbp.dhs.gov 


 
(f)  Failure to submit any of the information required by this solicitation shall render a 


proposal unacceptable. In the event the Government enters into discussions, the 
Government may, at its discretion, include an unacceptable proposal in the 
competitive range. 


 
(g) The Government will not pay any pre-award or travel costs incurred by the Offeror in 


preparing a response to this solicitation. 
 


(h) Vendor questions regarding this RFP shall be submitted no later than 5 business days after 
the RFP issuance to the Government’s POC identified above. Please include the text 
“RFP Questions” in the Subject line of the e-mail. 


(i) Reserved. 
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(j) Instructions for Written Submissions. 
(1) Electronic Files.  Each written submission shall be in the form of an electronic 
file as specified below in this solicitation, with no passwords, security features, 
encryptions, macros, and so forth.  Hyperlinks are allowed only internal to the 
electronic file, and only for table of contents or index purposes.  Each electronic file 
is limited to a size of 3 MB.  Each electronic file shall be named “DCSS–Volume n– 
Offeror Name.pdf [or .xlsx].” 


 
(2) Page Limitations. All pages, excluding the cover letter of the Proposal, title page 
in any section of any Volume, table of contents, table of figures, list of tables, and 
glossary of abbreviations & acronyms are counted within page count limitations. 
Proposal contents that exceed the stated page limitations will be removed from the 
proposal by the Contracting Officer, prior to turning the proposal over to the 
Government evaluation teams, and will not be considered in the evaluation. 


 
(3) Page Format. Each page shall have a minimum one inch margin all around. 
Pages shall be numbered consecutively at the bottom of each page “Page <X> of 
<Total>”.  A page printed on both sides shall be counted as two pages.  Formatting for 
double-sided printing/copying is encouraged.  All pages prepared by the Offeror shall be 
letter size (8½” × ll”) in portrait orientation or in landscape (11” x 17”) for charts and data 
presentation. However, the Offeror shall not make formatting changes in the Excel 
(.xlsx) Pricing Spreadsheet submission. Any page citing “This page intentionally left 
blank” will not be included in the page count.  


 
(4) Text Format.  Arial or Times New Roman fonts at twelve points or larger is 
required; except that 9-point font may be used in presenting tables or graphic images 
where the data would otherwise not easily fit onto the page. However, the Offeror 
shall not make formatting changes in the Excel (.xlsx) Pricing Spreadsheet 
submission. 


 
(5) Cover Page. The first page of each volume shall be a cover letter (letter of 
transmittal) prepared on the Offeror’s letterhead stationery. The cover letter shall 
identify all enclosures being transmitted and shall be used only to transmit the proposal 
and shall include no other information. The cover page shall be in accordance with 
FAR 52.215-1, paragraph (c)(2). However, the cover page is not required for the Excel 
(.xlsx) Pricing Spreadsheet submission. 


 
(6) Submittal.  The Offeror shall submit all volumes to the Government’s POC 
identified above. The Offeror shall submit its volumes as e-mail attachments, with no 
more than two e-mails for each volume.  Each e-mail’s subject line shall include “DCSS–
Vol. n–Offeror Name.”  In the body of the e-mail, the Offerors shall include the 
following information: 


 Name of Offeror. 
 Email contents/list of attachments. 
 Offeror Point of Contact (name, phone number and email address) for any 


questions regarding submission. 


(k) Summary of Submission Requirements. The submission requirements are summarized 
in the table below. 
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The following are summaries of the information that shall be provided with the proposal. 
 
 


 
 


L-4 — INSTRUCTIONS FOR STEP 1 – ADVISORY 
 


(a) Requirements. This step requires an oral presentation (Volume I) intended to provide 
information about Mission Suitability, which includes Corporate Experience. 


 
(b) Oral Presentation. Through the oral presentation, the Government intends to 
gather an understanding of the Offeror’s proposed solution and its capabilities as 
it relates to the Government’s requirements for DCSS, including migration to the 
cloud and the Offeror’s Corporate experience. The oral presentation will cover 
Factor 1, Mission Suitability. 


 
(1) Preparing for the Oral Presentation. 


(i) An Offeror shall notify the Contracting Officer of its interest to submit 
an offer within two business days after issuance of this RFP. All 
notifications of an Offeror’s intent to submit an offer shall be 
accomplished as follows: 


 Offeror shall forward email to DCSS@cbp.dhs.gov. 
 Offeror shall include “Intent Notification” in the Subject line. 
 Offeror shall provide Name of Offeror, address, and point of 


contact (email and phone number) with whom it wishes CBP to 
coordinate the oral presentation schedule. 


 NOTE: Telephone notifications will NOT be accepted. 


(ii) No later than five business days after receiving the Offeror’s notification 
of intent, the Contracting Officer intends to contact the Offeror’s POC to 
provide the date and time of the oral presentation. Subsequently, CBP will 
provide written confirmation of the date and time scheduled for the Offerors’ 
oral presentation in an email to the POC.  Location and building access 
instructions will be provided at that time. Oral presentations will be held in 
person at a specified location in the Washington, D.C. metropolitan area. The 


 
EVAL. 


FACTOR 


 


VOLUME 


 


TAB 


 
SECTION L 


REFERENCE 


 
ONE 
ELEC. 


COPY  


 


MAXIMUM


STEP 1 
 


1 


 


 


 


I 


 
MISSION SUITABILITY (Oral 
Presentation), which includes CORPORATE 
EXPERIENCE 


 
 Written Supporting/Presentation Materials 


L‐4(b) 


 


 


 


1 


 


90 Minutes 


 


15 pages
STEP 2 


2 II 
TECHNICAL / MANAGEMENT 
APPROACH which includes  
TRANSITION IN and STAFFING 
PLAN 


L-5(b) 1 35 Pages 


3 III  COST/PRICE L-5(c) 1 .xlsx 3MB 


N/A IV  OTHER DATA L-5(d) I  3MB 
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Government will not pay for any travel costs associated with the oral 
presentation. 


 
(iii) The oral presentations will start approximately four (4) weeks after 
RFP issuance. The Offeror will be scheduled through a random selection 
process. Requests to reschedule will be at the discretion of the Contracting 
Officer. 


 


(2) Conducting the Oral Presentation. 
(i) Arrival. The Offeror shall arrive at least 15 minutes before the assigned scheduled time 


for processing and accessing the building. A CBP representative will escort the 
presenters to the appropriate location. Presentations must begin promptly at the time 
assigned by the Government. 


 
(ii) Presenters.  The Offeror’s presentation team is limited to 6 individuals, four of whom 


must be current employees of the Offeror (2 may be subcontractors or consultants). 
At least one of the persons intended to function as key personnel shall participate in 
the oral presentation. An individual shall not participate in more than one Offeror's 
oral presentation.  All individuals participating in oral presentations will be required to 
sign a non-disclosure agreement.  
 


(iii) Presentation. Each Offeror will be provided two sets of questions or scenarios. The 
first set is contained under the heading “Advance Questions” below at 2 (vi). The 
second set will be provided the day of the oral presentation. For those questions 
received the day of the presentation, Offerors will be given one hour of preparation 
time prior to the start of the formal oral presentation. 


 
(iv) Time. Oral presentations will be limited to three hours, broken down as follows: 


 


   Preparation (60 minutes) – In addition to the pre-released Advanced Questions, 
the Government will provide a second set of prepared questions on the day of 
the presentation. The presenter will have 60 minutes to prepare. 


 Presentation (90 minutes) – The Offerors will have 90 uninterrupted minutes 
to conduct a presentation on all tasks, as well as addressing the questions and 
scenarios provided in advance and on the day of the presentations. The 
Offeror shall discuss how its collective corporate experience is related to the 
PWS. The Offeror shall discuss the information identified below: 
 Organization’s size, experience in the field, and resources available 


to enable the Offeror to fulfill requirements of the size and 
complexity of DCSS. 


 Descriptions of up to five (5) projects of a similar size, scope, 
and complexity to the work solicited. 


 For each project, an explanation of how the project is similar to 
DCSS and how it differs from DCSS. 


 Risk Assessment: For those projects of similar size, scope and 
complexity, a narrative of the benefits the Offeror brings to the 
DCSS, based on its corporate experience. This should include a 
narrative of learning that has occurred or risks facing DCSS 
that can be avoided or mitigated, based on the Offeror’s 
corporate experience. 
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 Optional Q&A (up to 30 minutes) – After the 90-minute presentation, 


the Government will caucus to identify any clarifications it may require 
to understand the presentation. If needed, the Government will be 
allowed up to 30 minutes to ask any clarification questions of the 
offering contractor. 


 


 No exchanges or discussions between evaluators and presenters will be 
permitted during the preparation and presentation times. 


 
(v) Oral Presentation Rules of Engagement.  The Contracting Officer may issue 
guidelines for the conduct of the oral presentation.  The following initial guidelines are 
provided for the benefit of Offerors: 


 The Offeror shall submit Presentation team names and their proposed roles in 
the DCSS project to the specified Government Point of Contact (POC) at least 
24 hours in advance of the oral presentation (Government will provide POC 
during presentation scheduling). Presenters shall not bring and, are forbidden to 
use, electronic equipment of any kind while at the presentation site (no laptops, 
tablets, phones, etc.). 


 There will be no capability to project or photocopy at the oral 
presentation. 


 Offerors shall submit any written supporting/presentation 
materials in PDF via email to DCSS@cbp.dhs.gov by June 5, 
2017, 5:00 PM. The materials will not be distributed to 
evaluators until the day of the oral presentation. Each 
presentation must include no more than 15 pages. 


 The Government will provide a conference room and a table of 
sufficient size to accommodate the Offeror’s 6 personnel. 


 The Government will provide a whiteboard, a paper flipchart pad, and 
markers for use during the 60 minute allotted preparation time as well as 
during the oral presentation. 


 The Offeror’s presenters shall not ask questions of the Government 
evaluators. There shall be no sidebar interactions between Offeror and 
Government personnel. 


 The Offeror shall not make any statement that contradicts or changes any 
text in its written submission.  In answer to any clarification question the 
Government might ask, the Offeror shall not make any statement that 
contradicts or changes anything it previously said. 


 After the oral presentation, the Government will erase the whiteboard and 
will destroy the flipchart sheets. 


 The Government reserves the right to video or audio record the oral 
presentations. 
 


(vi) Advance Questions.  
1. Have you helped a federal client to mature their business lifecycle to the extent of 


enabling efficient, repeatable and predictable business operations while under a Cost 
Reimbursement and/or Labor Hours contract, with outcome of converting to Firm Fixed 
Price at a reduced annual cost based on the implemented improvements, and if so how? 
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2. Have you migrated an existing application to two different public Cloud Service 
Providers where the application has an active failover capability in order to minimize 
potential disruptions in the event of an outage occurring at one of the two Cloud Service 
Providers, and if so how? 


 
 
 (3) Advisory Notifications 
 


After all oral presentations have concluded, Offerors will receive an Advisory 
Notification in writing either that it will be invited to participate in the resultant 
acquisition or, based on the information submitted, that it is unlikely to be a viable 
competitor. The agency shall advise respondents considered not to be viable 
competitors of the general basis for that opinion. The agency shall inform all 
respondents that, notwithstanding the advice provided by the Government in response 
to their submissions, they may participate in the resultant acquisition. The intent of 
this distinction is to minimize proposal development costs for those Offerors’ with 
little or no chance of receiving an award. In making a decision to proceed regardless 
of being advised not to continue, an Offeror should note that the Oral Presentation is 
the most important factor in the overall evaluation (See Section M, M-1 Evaluation 
Factors).  


 
 


(1) Advisory notifications do NOT result in the setting of a competitive range. 
Therefore, no information underlying or related to the Government’s advisory 
notification will be provided to any Offeror until after contract award. Further, since 
the oral presentations will be completed before moving to the next step, in the event 
the Government enters into discussions, there shall be no discussion questions or 
evaluation notices related to the oral presentations. To be clear, the Offeror will NOT 
have an opportunity to address any weaknesses, significant weaknesses, errors, 
deficiencies, or omissions related to its oral presentation.  


 
 


(2) Failure to participate in the Oral Presentation (Step 1) precludes participation in 
Step 2. Written proposals will NOT be accepted from any Offeror who does not participate 
in Step 1. 


 
L-5 — INSTRUCTIONS FOR STEP 2  


 
(a) Requirements. This step requires three written submissions (Volumes II, III and IV) within 2 


weeks of receiving the Advisory Notice from the Government. 
 


(b) Volume II. Volume II covers Factor 2, Technical/Management. Volume II shall be 
a single Adobe (.pdf) file with a maximum file size of 3 MB per email if more than 
one email is submitted for Volume II. 


 
(1) Using activities specified in the PWS, state in highly detailed methodology 


how the Offeror would: 
 Identify and implement process improvement – Increased 


efficiency, reduced time to deliver services, and decrease human 
error. 
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 Identify and implement process automation – Identifying 
unnecessary manual processes and implementing stable 
automation. 


 Identify areas of duplication that can be consolidated and other areas 
of potential cost/price reduction – As a by-product of process 
improvement and process automation, the Government expects 
yearly cost/price reductions while consistently meeting 
requirements. 
 


(2) A smooth and orderly transition between the Contractor and the predecessor 
incumbent Contractors is necessary to assure minimum disruption to vital Contractor 
services and Government activities. The Offeror shall fully define its approach for 
providing Transition-In and Transition-Out services to maintain continuity of services 
in compliance with the PWS. 
(i) At a minimum, the Offeror shall provide a Transition Plan which 


encompasses the following: 
 Initial start of performance; 
 Process the transitioning predecessor employees; 
 Recruitment of new employees; 
 Strategy for implementing supervisory functions; 
 Status report on submitting applications for personnel clearances; 
 Provide timeline showing the transition plan’s critical dates. 


 


(ii) The Offeror shall provide a Staffing Plan. The Staffing Plan shall encompass the 
following: 


 
 An overview of recruitment, training, and retention policies for each 


labor category offered. Data must be sufficient to demonstrate the 
overall experience and qualifications of each labor category offered. 


 Identity of Key Personnel.  In addition, the Offeror shall show that the 
qualifications and experience demonstrate an ability to successfully 
implement the Offeror’s proposed solutions and perform the contract. 


 Provide an organizational chart that identifies background and 
qualifications of the management team. 


 A high level composition of the proposed team, which includes an estimated 
number of personnel mapped to the labor categories provided in the PWS. 
Include a brief summary of team(s) and the team(s) relationships and 
responsibilities in the execution of the planned work. 


 Include letters of commitment/letters of intent from proposed personnel not 
currently employed by the prime and its subcontractors, signed by an 
individual of the entity authorized to make such a commitment.  Resumes 
will not be included in the page count; each resume must not exceed 2 pages; 
and all resumes must be included in Volume II. 


 
(3) The page limit for Volume II is 35 pages. 


 
(c) Volume III. Volume III covers Factor 3, Cost/Price. The Offeror and any 


subcontractor shall submit a Volume III, if the Offeror participates in Step 2 of the 
solicitation. 
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(1) The Government will consider cost/price, and assess the reasonableness, cost realism and 
risk of the Proposal.  The Offeror shall not include any pricing in Volumes I, II or IV. The 
pricing instructions are applicable to the Prime Offeror and subcontractors proposed to greater 
than or equal to ten (10) percent of the Prime’s proposed cost. 


 
 


(2) GENERAL INSTRUCTIONS: 
 
i) A separate email is required for any subcontractor who is proposed to perform greater  


than or equal to ten (10) percent of the Prime’s proposed cost. The subcontractor’s 
pricing must adhere to the same submission requirements as required for the Prime’s 
proposal. 


 
ii) Submission of certified cost or pricing data is not required at time of proposal  


submission. Information other than certified cost or pricing data is required to evaluate 
the reasonableness and realism of the proposed cost/prices.   


 
iii) The Cost/Price Volume must be mathematically correct and all portions must be  
 numerically consistent.  The Cost/Price Volume must correlate with the Mission  
 Suitability and Technical/Management Volumes. 


 
iv)  The pricing template as well as any additional cost support spreadsheets must be  


submitted in Microsoft Excel 2010 or later.  All Excel spreadsheets must maintain any 
formulas and links between the spreadsheets and tables included in the Offeror’s 
cost/price proposal.  Formulas in the electronic spreadsheets shall not be converted to 
hard coded values. 


 


v) ALL CLINS:  If Facilities Capital Cost of Money (FCCOM/COM) is included, the 
Offeror shall calculate COM in accordance with FAR 31.205-10. 


 


vi)       All Optional CLINs will not be evaluated and contain a Government plug value. 
 
 
 


(3) COST/PRICE PROPOSAL CONTENT 
 


PART 1: 
 


i) The Offeror shall submit the pricing by completing the provided pricing 
template spreadsheet for the services identified in Section B and the PWS. For 
pricing purposes, the Government anticipates that Contract award will occur o/a 
31 August 2017. 


 
ii) CAS DISCLOSURE STATEMENT. Discuss any outstanding noncompliance 


issues with your Disclosure Statement; explain whether there is a cost impact 
and its potential impact on this procurement. 


 
Company-Funded Efforts: Identify the specific efforts, the planned start and end 
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dates, applicability of this RFP, source of company funding and how you plan to 
account for or allocate these costs in accordance with generally accepted 
accounting principles and your Disclosure Statement. 


 


1) Submit a listing of proposed subcontractors and interdivisional transfers 
showing the following:  supplier, description of effort, type of contract, 
cost/price and hours proposed by each and cost/price and hours included in 
the Prime’s offer to the Government. Contractor format is acceptable. 


 


2)  Provide a copy of any analysis(es) for any cost/price analysis performed on     
any subcontractor, explaining the determination of cost/price reasonableness of 
proposed subcontractors and/or Intercompany Work Orders. 


 
iii) SCHEDULE OF RATES: Submit a schedule showing proposed direct and 


indirect rates by year. Include (but separately identify) subcontractors and inter-
divisional transfers. Discuss whether the labor and indirect rates to be used are 
government-approved forward pricing rate agreements or forward pricing 
recommended rates. If not, indicate the basis on which the rates were 
established. 


 
To the extent possible, provide the following to support our realism review: 
 
Forward pricing rates (Forward Pricing Rate Agreements or Forward Pricing Rate 
Recommendations) for proposed Direct and Indirect Rates.  
 


If FPRAs or FPRRs are not available, the offeror shall indicate how indirect 
rates are computed (detailed pool and base costs). Show trends and budgetary 
data to provide a basis for evaluating the reasonableness and realism of the 
proposed indirect rates.  


 
The offeror shall indicate the basis for proposed direct labor rates.  As required 
by FAR 52.222-46, offerors will submit, as part of their proposals, a total 
compensation plan setting forth salaries and fringe benefits proposed, and the 
Government will evaluate this plan for realism.  The Government will evaluate 
the plan to assure that it reflects a sound management approach and 
understanding of the contract requirements. Supporting information will 
include data, such as recognized national and regional compensation surveys 
and studies of professional public and private organizations used in establishing 
the total compensation structure. 


 
Provide the escalation factors for each year of contract performance Provide brief 
supporting rationale for the basis of the annual escalation factors. 
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FEE, AWARD FEE 
 
Fee: In accordance with FAR 15.404(c), Offerors may volunteer (although not 
required) to provide their rationale for proposed fee on the cost reimbursement 
requirements (see below).  
 
Proposed Base Fee: The Offeror may propose a Base Fee which shall NOT exceed 
three (3) percent.  
 
Proposed Award Fee: Offerors may propose an Award Fee which shall NOT 
exceed ten (10) percent INCLUSIVE of the proposed Base Fee 
 


 
iv) The Offeror shall state what percentage of its estimated total business this effort will 


entail during the proposed period of performance. 
 


v) ESTIMATING PRACTICES: The Offeror shall provide a brief, but detailed 
 statement as to whether or not its proposal was prepared in accordance with its 
estimating system practices. If the proposal was not prepared in accordance with its 
standard estimating practices, it shall list each deviation and provide a brief, but 
detailed statement as to why its standard estimating practices were not followed. 
 
Any information reasonably required to explain the offeror’s estimating process must 
be submitted with the proposal, including the judgmental factors applied and the 
mathematical or other methods used in the estimate, including those used in projecting 
from known data, and any assumptions that were made. Contingencies shall not be 
included in the proposed cost/price. 


 
vi) The Offeror shall complete the following: 


 
Offerors must have an adequate accounting system in accordance with FAR 16.301-
3(a)(1).  The accounting system is considered adequate if it complies with the system 
criteria as prescribed in Standard Form 1408, Section II, Evaluation Checklist, at FAR 
53.301-1408.  
 
An adequate accounting system is a material requirement, and offerors must provide 
proof of accounting system adequacy; accordingly, an inadequate accounting system – 
failure to provide verification from CFAO – will disqualify any offerors and render the 
proposals ineligible for award.   


 
vii) The Offeror shall provide the name, address, telephone number and email address of its 


Defense Contract Audit Agency (DCAA) and Defense Contract Management Agency 
(DCMA) points of contact. 


 
viii) ALTERNATE PROPOSALS. Alternate proposals are not requested and will not be evaluated. 
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PART 2: 
In addition to the above information, the remainder of Volume III shall be a single Excel (.xlsx) 
file with a maximum file size of 3 MB.  Offerors may submit two (2) emails to provide the 
requested information for the Pricing Volume. Narrative may be submitted in an Adobe Acrobat 
(.pdf) format. Each email submitted must not exceed 3MB. 


(1) The Offeror shall provide its cost/price proposal in accordance with the 
Pricing Spreadsheet attachment. The Offeror shall provide the proposed 
Full-Time Equivalent (FTE) for the Base and all Option Years as tabbed in 
the notebook which includes rates for performance on-site, off-site and 
telework.  


(2) 1 FTE is 1920 hours, unless otherwise stated by the Offeror. 
No alteration and/or substitutions to the Pricing Spreadsheet are allowed, unless 
substantiated and discussed in the Offerors’ proposal. 


(3)  Include the CFAO determination letter and Audit Report in the Cost/Price Volume. 
Also include copies of most current negotiated or approved indirect cost rate 
agreements, and any approved forward pricing rate agreements or recommendations.  
In addition, if applicable, provide copies of adequacy letters of business systems, such 
as accounting, estimating, billing, etc. 


(4) There is no page limit for Volume III – Cost/Price. 
  


 
(c) Volume IV. This Volume allows for the submission of any documents required by the 
solicitation but which has not been covered in another volume.  Information submitted in 
Volume IV will be reviewed or evaluated for compliance, but will not be assigned a confidence 
rating. Volume IV must consist of the following Tabs: 
 
Tab A – Exceptions/Deviations/Conditional Assumptions 
 
Any exception/deviation/conditional assumption relating to any part of the RFP shall be submitted 
in Volume IV, Tab A.  Any exception/deviation/conditional assumption taken must contain 
sufficient amplification and justification to permit evaluation.  All benefits to the Government must 
be fully explained for each exception/deviation/conditional assumption taken.  Such exceptions/ 
deviations/conditional assumptions will not, in itself, automatically cause an Offer to be deemed 
unacceptable.  A large number of exceptions/deviations/conditional assumptions or one or more 
significant exception/deviation/conditional assumption not providing benefit to the Government, 
may, however, result in rejection of your Offer as unacceptable. 
 
Tab B – Signed Standard Form 33 (the solicitation with contractor fill-ins and signature) and 
representations and certifications. 
 
Tab C - Subcontracting Plan or Small Business Attesting Letter 
 


SUBCONTRACTING PLAN 
 
To assure that maximum opportunities are provided to Small, HUBZone small, Small 
Disadvantaged, Service-Disabled Veteran-Owned Small Business, and Women-Owned Small 
Business concerns to participate in the performance of this contract; in accordance with FAR 
Subpart 19.704, Offerors which are not small business concerns shall submit a Small Business 
Subcontracting Plan. The plan shall identify each proposed small businesses, the nature of the 
services to be subcontracted; and state separately the total dollars and percentages that will be 
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subcontracted to any of the small business categories. 
 
The Small Business Goals for this requirement are identified below: 


 
SOCIAL ECONOMIC CATEGORY GOALS 
Small Business (SB)  20% 
Small Disadvantaged Business (SDB) 5% 
Historically Underutilized Business Zones (HubZone) 2% 
Service-Disabled Veteran-Owned Small Business (SDVOSB) 2% 
Women-Owned Small Businesses (WOSB) 3% 


 


The Offeror shall state how it will meet these goals, or if unable to meet any goal, describe why 
you are unable to meet any goal(s) and how you will work towards meeting them. 


The Small Business goals apply to the total percentage of the subcontracted dollar value; not the 
total dollars of the contract value. (Example: Subcontracted Dollars $100 – the Goals apply to 
$100 vs the total contract dollars of $200.) 


 
The Offeror’s Small Business Subcontracting Plan must be approved by the Contracting 
Officer prior to award. 


 
Offerors which are small business concerns shall submit a one-page letter attesting to your firms’ 
small business  
 
Tab D -  Offeror’s representation for the provision at FAR 52.227-15, Representation of Limited 
Rights Data and Restricted Computer Software. 
 
Tab E – Organizational Conflict of Interest Certification (HSAR 3052.209-72, para. c)  
Please submit a mitigation plan if a potential OCI exists in accordance with HSAR 3052.209-72 
and Section H.17 Exclusion from Future Contracts clause. 
 
Tab F – Award Fee Plan – The Offeror shall submit a draft Award Fee Plan for review. 
 
Tab G – Compliance Matrix - The Offeror shall submit a Compliance Matrix (in Volume IV, 
Other Data) indicating where Offerors’ proposed solution addresses the corresponding PWS 
task/section.  
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SECTION M – EVALUATION FACTORS FOR AWARD 
 
GENERAL.   
Proposals must be prepared and submitted in accordance with Section L. 
 


 
M-1 — EVALUATION FACTORS 


(a) Proposals shall be evaluated on the following factors: 
 Factor 1 – Mission Suitability (Oral Presentation) 
 Factor 2 – Technical/Management Approach 
 Factor 3 – Cost/Price 


 
(b) Factor 1 is the most important factor. Factors 2 and 3 are of lesser importance. Factor 2 


is more important than Factor 3. Factor 3 is of least importance. Non-cost/price factors, 
when combined, are significantly more important that the cost/price factor. 


 
 
M-2 — TWO STEP PROCESS 


(a) The Government intends to conduct the evaluation and selection process in two (2) Steps: 
 


(1) Step 1 - Advisory.  Factor 1 will be evaluated in this step.  Each Offeror will receive an 
Advisory Notification.  The Advisory Notification will inform the Offeror of  


(i) the basis of the Government advisory notice; and 
(ii) either that it will be invited to participate in Step 2 or, based on the information 


submitted, that it is unlikely to be a viable competitor with the basis for that opinion. 
The intent of this distinction is to minimize proposal development costs for those 
vendors with little or no chance of receiving an award.  However, notwithstanding 
the advice provided by the Government in response to their Step 1 submissions, all 
respondents may participate in Step 2. 


 
Note: The Advisory Notification is the only notice the Government will provide from Step 1; 
debriefings will not occur at the end of Step 1. 


 
(2) Step 2 - Factors 2 and 3 will be evaluated in this step. The selection decision will be 
a trade-off involving all three factors, Mission Suitability, Technical/Management and 
Cost/price, according to FAR 15.101-1, Tradeoff Process.  Risk assessment will be a part 
of the overall evaluation.  
 


 Participation in Step 1 is a mandatory part of this acquisition. Failure to 
participate in Step 1 or the Oral Presentation within Step 1 will preclude 
further consideration of the Offeror’s proposal. Step 2 submissions will 
not be accepted from any Offeror who has not completed Step 1. 


 Results of Step 1 will be carried over to Step 2 for the overall evaluation 
of proposals.  
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M-3 — EVALUATION RATINGS 
 


(a) In evaluating Factors 1 and 2, each Factor will have its own confidence 
assessment. The Government will consider the Offeror’s approaches and the risks 
associated with the approaches proposed by the Offeror to arrive at a confidence 
assessment of the Offeror’s likelihood of successfully performing the work and meeting 
DCSS objectives.  The table below shows the ratings the Government will assign in its 
evaluation of these factors. 


 
RATINGS FOR FACTORS  1 A N D 2  


Rating Definition 
High 


Confidence 
The Government has high confidence that the Offeror understands the 
requirement, proposes a sound approach, and will be successful in 
performing the contract. 


Some 
Confidence 


The Government has some confidence that the Offeror understands 
the requirement, proposes a sound approach, and will be successful in 
performing the contract. 


No 
Confidence 


The Government has no confidence that the Offeror understands the 
requirement, proposes a sound approach, or will be successful in 
performing the contract. 


 
 


M-4 — COST/PRICE EVALUATION 
 


While not a rated factor, cost/price to the Government will be a factor in selecting the successful 
Offeror.  Cost will be evaluated with respect to completeness, and reasonableness based on the 
information submitted in the Offeror’s Cost/Price Volume. Cost realism analyses will only be 
performed on cost reimbursable CLINs. 
 
The Cost/Price Volume will be evaluated to determine whether the costs are realistic only with 
regard to the cost reimbursable CLINs for any resultant work to be performed, reflect a clear 
understanding of the requirements, and are consistent with the approaches described in the technical 
quote.  
 
The entire Cost/Price Volume will be evaluated for the reasonableness of the overall 
cost/price.  This evaluation will determine if costs contained in the Offeror’s proposal are 
reasonable given the nature of the work to be performed. The Cost/Price Volume must contain 
sufficient cost and pricing information to support negotiation of the contract types identified in the 
Solicitation. 
 
Evaluation of options does not obligate the Government to exercise the options. 
The Government reserves the right to exercise some, all or none of the Option CLINs. 
 
For the cost elements of the proposal, in order to determine the reasonableness and realism, 
evaluation of an Offeror’s proposal may include verification of the rates proposed by the prime 
contractor and its subcontractors. Subcontractors may submit their cost breakdown directly to the 
Contracting Officer if they have proprietary concerns providing such information to the prime. Such 
verification requires a determination that both direct (i.e. labor, etc) and indirect (i.e. overhead, 
fringe and G&A) rates and any special pricing factors are reasonable, allocable, allowable, 
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consistent with accepted factors and FAR subpart 31.2 allowable accounting/estimating policies.   
 
An Offeror’s cost/price proposal must be consistent with the Offeror’s proposed technical and 
management approaches. 
 
The Cost Price Volume III shall include a narrative, and any applicable supporting items to provide 
a full understanding of the basis of estimate.  
 
Proposals that exhibit the following characteristics will be deemed to show an inherent lack of 
technical competence or failure to comprehend the complexity and risk of the contract 
requirements:  
 
• Unrealistically low or high total costs (as compared to the Government estimate and/or other 
competitive proposals submitted in response to this solicitation).  
• Unbalanced costs/pricing, which exists when, despite an acceptable total evaluated price, the price 
of one or more contract line items is significantly over or understated.  
 
The Government reserves the right to reject such proposals. Also under our Cost Realism review, 
the Government will determine the probable cost of performance, which will be used for purposes 
of evaluation to determine the best value (see FAR 15.404-1(d)). 
 
 
 


There will be no “confidence” rating for the Cost/Price Factor. 
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SECTION I SCHEDULES 
 


I.1 OVERVIEW 
 


U.S. Customs & Border Protection (CBP) is soliciting proposals for supplies and services related to Density Meters 
(meters) for the Non-Intrusive Inspection (NII) Program. 


 
CBP intends to award one Indefinite Delivery, Indefinite Quantity (IDIQ) contract. 


The IDIQ will include a single, five-year ordering period. 


Specifications for the supplies and services can be found in the attached Statement of Work (SOW). 
 
 


I.2 PERIOD OF PERFORMANCE 
 


The ordering period under this IDIQ will be five years from the date of award.  The effective period of this IDIQ will 
begin on the date of award and continue until completion of the last active order on the contract or the last day of the 
ordering period, whichever is later. 


 
 


I.3 CONTRACT PRICING 
 


Prices for all deliverables shall be FOB Destination. All prices shall be fixed for the duration of the contract ordering 
period. 


 
I.4 INDEFINITE DELIVERY INDEFINITE QUANTITY CONTRACT – SINGLE AWARD 


 
The contracting officer has determined that a single Indefinite Delivery, Indefinite Quantity (IDIQ) contract is in the best 
interest of the Government. Therefore, only one vendor will be selected for award. 


 
 


I.5 INDEFINITE QUANTITY LIMITS 
 


The Government has determined that the minimum buy for this IDIQ will be one hundred (100) meters. The vendor is 
not obligated to fulfill requirements (singly or in the aggregate) that exceed $16.5 million under this IDIQ. 


 
I.6 ORDERS 


 
The IDIQ permits option lines at the order level. If options are included in subsequent Delivery Orders, FAR clauses 
52.217-7 will be included on the order. Orders may contain option clauses for increased quantities, training, or repair, 
as set out in the schedule. 


 
The authorized activity for initiating orders is the Non-Intrusive Inspection Program Management Office. Order awards 
will be issued by the CBP Procurement Directorate on behalf of the program office. 
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SECTION II   CONTRACT CLAUSES 
 


II.1 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
 
This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full 
text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be 
accessed electronically at this/these address(es): 
www.acquisition.gov 


 


I. FEDERAL ACQUISITION REGULATION (48 CHAPTER 1) CLAUSES 


NUMBER TITLE 
II.2 52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM 


EMPLOYEES OF WHISTLEBLOWER RIGHTS (APR 2014) 
 
II.3 52.203-19 PROHIBITION ON REQUIRING CERTAIN INTERNAL CONFIDENTIALITY AGREEMENTS 


OR STATEMENTS  (JAN 2017) 
 
II.4 52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER CONTENT PAPER (MAY 2011) 


 
II.5 52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (OCT 2016) 


 
II.6 52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE (JUL 2016) 


 
II.7 52.212-4 CONTRACT TERMS AND CONDITIONS--COMMERCIAL ITEMS (JAN 2017) 


 
II.8 52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUN 2013) 


 
II.9 52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (DEC 2013) 


 
II.10 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR 


EXECUTIVE ORDERS - COMMERCIAL ITEMS (JAN 2017) 
 
(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated 


in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions of 
commercial items: 


 
(1) 52.203–19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) (section 


743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113–235) 
and its successor provisions in subsequent appropriations acts (and as extended in continuing resolutions)) 


 
(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015) 


(3) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 


(4) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108–77 and 108–78 (19 U.S.C. 
3805 note)). 


 
(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as 


being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 
[Contracting Officer check as appropriate] 


 
[X] (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (SEP 2006), with Alternate I (OCT 1995) (41 


U.S.C. 4704 and 10 U.S.C. 2402). 
 


[X] (2) 52.203-13, Contractor Code of Business Ethics and Conduct (OCT 2015) (41 U.S.C. 3509). 
 


[X] (3) 52.203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (JUN 
2010) (Section 1553 of Pub. L. 111-5). Applies to contracts funded by the American Recovery and Reinvestment 
Act of 2009.) 
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[X] (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (OCT 2016) (Pub. L. 109- 


282) (31 U.S.C. 6101 note). 
 


[] (5) [Reserved]. 
 


[] (6) 52.204-14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111-117, section 743 of Div. C). 
 


[] (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (OCT 2016) (Pub. L. 111- 
117, section 743 of Div. C). 


 
[X] (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, 


or Proposed for Debarment (OCT 2015) (31 U.S.C. 6101 note). 
 


[X] (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (JUL 2013) (41 U.S.C. 
2313) 


 
[] (10) [Reserved]. 


 
[] (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (NOV 2011) (15 U.S.C. 657a). 


[] (ii) Alternate I (Nov 2011) of 52.219-3. 


[] (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014) (if the 
offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a). 


 
[] (ii) Alternate I (JAN 2011) of 52.219-4. 


[] (13) [Reserved] 


[] (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2011) (15 U.S.C. 644). 


[] (ii) Alternate I (NOV 2011). 


[] (iii) Alternate II (NOV 2011). 
 


[] (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (JUN 2003) (15 U.S.C. 644). 


[] (ii) Alternate I (OCT 1995) of 52.219-7. 


[] (iii) Alternate II (MAR 2004) of 52.219-7. 
 


[X] (16) 52.219-8, Utilization of Small Business Concerns (NOV 2016) (15 U.S.C. 637(d)(2) and (3)). 
 


[] (17) (i) 52.219-9, Small Business Subcontracting Plan (JAN 2017) (15 U.S.C. 637(d)(4). 


[] (ii) Alternate I (NOV 2016) of 52.219-9. 


[X] (iii) Alternate II (NOV 2016) of 52.219-9. 


[] (iv) Alternate III (JAN 2017) of 52.219-9. 


[] (v) Alternate IV (JAN 2017) of 52.219-9. 


[] (18) 52.219-13, Notice of Set-Aside of Orders (NOV 2011) (15 U.S.C. 644(r)). 
 


[] (19) 52.219-14, Limitations on Subcontracting (JAN 2017) (15 U.S.C. 637(a)(14)). 
 


[X] (20) 52.219-16, Liquidated Damages--Subcontracting Plan (JAN 1999) (15 U.S.C. 637(d)(4)(F)(i)). 
 


[] (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NOV 2011) (15 U.S.C. 657f). 


[X] (22) 52.219-28, Post Award Small Business Program Rerepresentation (JUL 2013) (15 U.S.C. 632(a)(2)). 
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[] (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-Owned 
Small Business Concerns (DEC 2015) (15 U.S.C. 637(m)). 


 
[] (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns Eligible 


Under the Women-Owned Small Business Program (DEC 2015) (15 U.S.C. 637(m)). 
 


[X] (25) 52.222-3, Convict Labor (JUN 2003) (E.O. 11755). 
 


[X] (26) 52.222-19, Child Labor--Cooperation with Authorities and Remedies (OCT 2016) (E.O. 13126). 
 


[X] (27) 52.222-21, Prohibition of Segregated Facilities (APR 2015). 
 


[X] (28) 52.222-26, Equal Opportunity (SEP 2016) (E.O. 11246). 
 


[X] (29) 52.222-35, Equal Opportunity for Veterans (OCT 2015) (38 U.S.C. 4212). 
 


[X] (30) 52.222-36, Affirmative Action for Workers with Disabilities (JUL 2014) (29 U.S.C. 793). 
 


[X] (31) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212). 
 


[X ] (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496). 


[X] (33)(i) 52.222-50, Combating Trafficking in Persons (MAR 2015) (22 U.S.C. chapter 78 and E.O. 13627). 


[] (ii) Alternate I (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
 


[] (34) 52.222-54, Employment Eligibility Verification (OCT 2015). (Executive Order 12989). (Not applicable to the 
acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed in 
22.1803.) 


 
[] (35) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (OCT 2016). (Applies at $50 million for 


solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017; applies at $500,000 for 
solicitations and resultant contracts issued after April 24, 2017). 


 
Note to paragraph (b)(35): By a court order issued on October 24, 2016, 52.222-59 is enjoined indefinitely as of 
the date of the order. The enjoined paragraph will become effective immediately if the court terminates the 
injunction. At that time, DoD, GSA, and NASA will publish a document in the Federal Register advising the public 
of the termination of the injunction. 


 
[] (36) 52.222-60, Paycheck Transparency (Executive Order 13673) (OCT 2016). 


 
[X] (37)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Products Items (MAY 


2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.) 
 


[] (ii) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 


 
[] (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 2016) 


(E.O. 13693). 
 


[] (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners (JUN 
2016) (E.O. 13693) 


 
[] (40) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JUN 2014) (E.O.s 13423 and 13514). 


[] (ii) Alternate I (OCT 2015) of 52.223-13. 


[] (41) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (JUN 2014) (E.O.s 13423 and 13514). 


[] (ii) Alternate I (JUN 2014) of 52.223-14. 
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[X] (42) 52.223-15, Energy Efficiency in Energy--Consuming Products (DEC 2007) (42 U.S.C. 8259b). 
 


[X] (43)(i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (OCT 2015) (E.O.s 13423 and 
13514). 


 
[] (ii) Alternate I (JUN 2014) of 52.223-16. 


 
[] (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 2011). 


[] (45) 52.223-20, Aerosols (JUN 2016) (E.O. 13693). 


[] (46) 52.223-21, Foams (JUN 2016) (E.O. 13693). 
 


[] (47) (i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 
 


[] (ii) Alternate I (JAN 2017) of 52.224-3. 
 


[X] (48) 52.225-1, Buy American—Supplies (MAY 2014) (41 U.S.C. chapter 83). 
 


[] (49)(i) 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act (MAY 2014) (41 U.S.C. chapter 83, 19 
U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103–182, 108–77, 108– 
78, 108–286, 108–302, 109–53, 109–169, 109–283, 110–138, 112–41, 112–42, and 112–43. 


 
[] (ii) Alternate I (MAY 2014) of 52.225-3. 


[] (iii) Alternate II (MAY 2014) of 52.225-3. 


[] (iv) Alternate III (MAY 2014) of 52.225-3. 
 


[] (50) 52.225-5, Trade Agreements (OCT 2016) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 
 


[] (51) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.o.s, proclamations, and statutes 
administered by the Office of Foreign Assets Control of the Department of the Treasury). 


 
[] (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) (Section 


862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note). 
 


[] (53) 52.226-4, Notice of Disaster or Emergency Area set-Aside (NOV 2007) 
 


[] (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 
 


[] (55) 52.232-29, Terms for Financing of Purchases of Commercial Items (FEB 2002) (41 U.S.C. 4505, 10 U.S.C. 
2307(f)). 


[] (56) 52.232-30, Installment Payments for Commercial Items (JAN 2017) (41 U.S.C. 4505, 10 U.S.C. 2307(f)).   


[X] (57) 52.232-33, Payment by Electronic Funds Transfer--System for Award Management (JUL 2013) (31 U.S.C. 
3332). 


 
[] (58) 52.232-34, Payment by Electronic Funds Transfer--Other than System for Award Management (JUL 2013) (31 


U.S.C. 3332). 
 


[] (59) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332). 
 


[X] (60) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a). 
 


[] (61) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C. 637(d)(12)). 
 


[X] (62)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C. Appx. 
1241(b) and 10 U.S.C. 2631). 
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[] (ii) Alternate I (APR 2003) of 52.247-64. 
 


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the 
Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 
[Contracting Officer check as appropriate.] 


 
[] (1) 52.222-17, Nondisplacement of Qualified Workers (MAY 2014) (E.O. 13495). 


 
[] (2) 52.222-41, Service Contract Labor Standards (MAY 2014) (41 U.S.C. chapter 67). 


 
[] (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 


67). 
 


[] (4) 52.222–43, Fair Labor Standards Act and Service Contract Labor Standards—Price Adjustment (Multiple Year 
and Option Contracts) (MAY 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 


 
[] (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price Adjustment (MAY 2014) (29 


U.S.C 206 and 41 U.S.C. chapter 67). 
 


[X] (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, 
Calibration, or Repair of Certain Equipment—Requirements (MAY 2014) (41 U.S.C. Chapter 67). 


 
[] (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 


Services—Requirements (MAY 2014) (41 U.S.C. chapter 67). 
 


[ ] (8) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015) (Executive Order 13658) 
 


[] (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706) 
 


[] (10) 52.226–6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) (42 U.S.C. 1792). 


[] (11) 52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. 5112(p)(1)). 


(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this paragraph (d) if   
this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and does not 
contain the clause at 52.215-2, Audit and Records--Negotiation. 


 
(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall 


have access to and right to examine any of the Contractor's directly pertinent records involving transactions related 
to this contract. 


 
(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other evidence 


for examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter period 
specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this contract is 
completely or partially terminated, the records relating to the work terminated shall be made available for 3 years 
after any resulting final termination settlement. Records relating to appeals under the disputes clause or to litigation 
or the settlement of claims arising under or relating to this contract shall be made available until such appeals, 
litigation, or claims are finally resolved. 


 
(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, 


regardless of type and regardless of form. This does not require the Contractor to create or maintain any record 
that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law. 


 
(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the Contractor is 


not required to flow down any FAR clause, other than those in paragraphs (e)(1) in a subcontract for commercial 
items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause-- 


 
(i) 52.203-13, Contractor Code of Business Ethics and Conduct (OCT 2015) (41 U.S.C. 3509). 
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(ii) 52.203–19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) 
(section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. 
L. 113–235) and its successor provisions in subsequent appropriations acts (and as extended in continuing 
resolutions)). 


 
(iii) 52.219-8, Utilization of Small Business Concerns (NOV 2016) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts 


that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business 
concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 
52.219–8 in lower tier subcontracts that offer subcontracting opportunities. 


 
(iv) 52.222-17, Nondisplacement of Qualified Workers (MAY 2014) (E.O. 13495). Flow down required in 


accordance with paragraph (l) of FAR clause 52.222–17. 
 


(v) 52.222-21, Prohibition of Segregated Facilities (APR 2015) 
 


(vi) Equal Opportunity (SEP 2016) (E.O. 11246). 
 


(vii) 52.222-35, Equal Opportunity for Veterans (OCT 2015) (38 U.S.C. 4212). 
 


(viii) 52.222-36, Affirmative Action for Workers with Disabilities (JUL 2014) (29 U.S.C. 793). 
 


(ix) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212) 
 


(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496). 
Flow down required in accordance with paragraph (f) of FAR clause 52.222-40. 


 
(xi) 52.222-41, Service Contract Labor Standards (MAY 2014) (41 U.S.C. chapter 67). 


 
(xii) [X] (A) 52.222-50, Combating Trafficking in Persons (MAR 2015) (22 U.S.C. chapter 78 and E.O. 13627). 


[] (B) Alternate I (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 


(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, 
Calibration, or Repair of Certain Equipment—Requirements (MAY 2014) (41 U.S.C. chapter 67). 


 
(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 


Services—Requirements (MAY 2014) (41 U.S.C. chapter 67). 
 


(xv) 52.222-54, Employment Eligibility Verification (OCT 2015). 
 


(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015) (Executive Order 13658). 
 


(xvii) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (OCT 2016) (Applies at $50 million for 
solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017; applies at $500,000 
for solicitations and resultant contracts issued after April 24, 2017). 


 
Note to paragraph (e)(1)(xvii): By a court order issued on October 24, 2016, 52.222-59 is enjoined indefinitely 
as of the date of the order. The enjoined paragraph will become effective immediately if the court terminates the 
injunction. At that time, DoD, GSA, and NASA will publish a document in the Federal Register advising the public 
of the termination of the injunction. 


 
(xviii) 52.222-60, Paycheck Transparency (Executive Order 13673) (OCT 2016)). 


 
(xix) 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 


 
(xx) (A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 


 
(B) Alternate I (JAN 2017) of 52.224-3. 


 
(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) (Section 


862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note). 
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(xxii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) (42 U.S.C. 1792). Flow 
down required in accordance with paragraph (e) of FAR clause 52.226-6. 


 
(xxiii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C. Appx 


1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64. 
 


(2) While not required, the Contractor may include in its subcontracts for commercial items a minimal number of 
additional clauses necessary to satisfy its contractual obligations. 


 
(End of clause) 


 
II.11 52.216-18 ORDERING (OCT 1995) 


 
(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery orders or task 
orders by the individuals or activities designated in the Schedule. Such orders may be issued from the contract award 
date through five years from that date. 


 
(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of conflict 
between a delivery order or task order and this contract, the contract shall control. 


 
(c) If mailed, a delivery order or task order is considered "issued" when the Government deposits the order in the mail. 
Orders may be issued orally, by facsimile, or by electronic commerce methods only if authorized in the Schedule. 


 
(End of clause) 


 
II.12 52.216-19 ORDER LIMITATIONS (OCT 1995) 


 
(a) Minimum order. When the Government requires supplies or services covered by this contract in an amount of less   


than $100.00, the Government is not obligated to purchase, nor is the Contractor obligated to furnish, those supplies or 
services under the contract. 


 
(b) Maximum order. The Contractor is not obligated to honor-- 


 
(1) Any order for a single item in excess of $16.5 million; 


 
(2) Any order for a combination of items in excess of $16.5 million; or 


 
(3) A series of orders from the same ordering office within thirty (30) days that together call for quantities exceeding 


the limitation in paragraph (b)(1) or (2) of this section. 
 


(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the Federal 
Acquisition Regulation (FAR)), the Government is not required to order a part of any one requirement from the 
Contractor if that requirement exceeds the maximum-order limitations in paragraph (b) of this section. 


 
(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order exceeding the maximum 


order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office within days after 
issuance, with written notice stating the Contractor's intent not to ship the item (or items) called for and the reasons. 
Upon receiving this notice, the Government may acquire the supplies or services from another source. 


 
(End of clause) 


 
II.13 52.216-22 INDEFINITE QUANTITY (OCT 1995) 


 
(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period stated, in the 


Schedule. The quantities of supplies and services specified in the Schedule are estimates only and are not purchased 
by this contract. 


 
(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the Ordering clause. 


The Contractor shall furnish to the Government, when and if ordered, the supplies or services specified in the 
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Schedule up to and including the quantity designated in the Schedule as the "maximum." The Government shall order 
at least the quantity of supplies or services designated in the Schedule as the "minimum." 


 
(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit on the 


number of orders that may be issued. The Government may issue orders requiring delivery to multiple destinations or 
performance at multiple locations. 


 
(d) Any order issued during the effective period of this contract and not completed within that period shall be completed by 


the Contractor within the time specified in the order. The contract shall govern the Contractor's and Government's rights 
and obligations with respect to that order to the same extent as if the order were completed during the contract's 
effective period; provided, that the Contractor shall not be required to make any deliveries under this contract after   
final delivery on the last outstanding order or final date of the ordering period, whichever is later. 


 
(End of clause) 


 
II.14 52.217-7 OPTION FOR INCREASED QUANTITY-SEPARATELY PRICED LINE ITEM (MAR 1989) 


 
For orders under this IDIQ, the Government may require the delivery of the numbered line item, identified in the order 
Schedule as an option item, in the quantity and at the price stated in the Schedule. The Contracting Officer may exercise 
the option by written notice to the Contractor within 30 days of final delivery on an order from this contract. Delivery of 
added items shall continue at the same rate that like items are called for under the contract, unless the parties otherwise 
agree. 


 
(End of clause) 


 
 
The following clause applies only to orders under this IDIQ contract that contain radioactive material: 
 


II.15 52.223-7 NOTICE OF RADIOACTIVE MATERIALS (JAN 1997) 
 


(a)  the Contractor shall notify the Contracting Officer or designee, in writing, 60 days prior to the delivery of, or prior to 
completion of any servicing required by this contract of, items containing either (1) radioactive material requiring 
specific licensing under the regulations issued pursuant to the Atomic Energy Act of 1954, as amended, as set forth in 
Title 10 of the Code of Federal Regulations, in effect on the date of this contract, or (2) other radioactive material not 
requiring specific licensing in which the specific activity is greater than 0.002 microcuries per gram or the activity per 
item equals or exceeds 0.01 microcuries. Such notice shall specify the part or parts of the items which contain 
radioactive materials, a description of the materials, the name and activity of the isotope, the manufacturer of the 
materials, and any other information known to the Contractor which will put users of the items on notice as to the 
hazards involved (OMB No. 9000-0107). 


 
(b) If there has been no change affecting the quantity of activity, or the characteristics and composition of the radioactive 


material from deliveries under this contract or prior contracts, the Contractor may request that the Contracting Officer 
or designee waive the notice requirement in paragraph (a) of this clause. Any such request shall— 


 
(1) Be submitted in writing; 


 
(2) State that the quantity of activity, characteristics, and composition of the radioactive material have not 
changed; and 


 
(3) Cite the contract number on which the prior notification was submitted and the contracting office to which it 
was submitted. 


 
(c) All items, parts, or subassemblies which contain radioactive materials in which the specific activity is greater than 


0.002 microcuries per gram or activity per item equals or exceeds 0.01 microcuries, and all containers in which such 
items, parts or subassemblies are delivered to the Government shall be clearly marked and labeled as required by the 
latest revision of MIL-STD 129 in effect on the date of the contract. 


 
(d) This clause, including this paragraph (d), shall be inserted in all subcontracts for radioactive materials meeting the 


criteria in paragraph (a) of this clause. 
(End of clause) 
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II.16 52.223-11 OZONE-DEPLETING SUBSTANCES (JUN 2016) 
 


(a) Definition. As used in this clause– 
 


“Global warming potential” means how much a given mass of a chemical contributes to global warming over a given 
time period compared to the same mass of carbon dioxide. Carbon dioxide’s global warming potential is defined as 
1.0. “High global warming potential hydrofluorocarbons” means any hydrofluorocarbons in a particular end use for 
which EPA’s Significant New Alternatives Policy (SNAP) program has identified other acceptable alternatives that 
have lower global warming potential. The SNAP list of alternatives is found at 40 CFR Part 82 subpart G with 
supplemental tables of alternatives available at (http://www.epa.gov/snap/). 
 
“Hydrofluorocarbons” means compounds that only contain hydrogen, fluorine, and carbon. “Ozone-depleting 
substance,” means any substance the Environmental Protection Agency designates in 40 CFR Part 82 as— 
(1) Class I, including, but not limited to, chlorofluorocarbons, halons, carbon tetrachloride, and methyl chloroform; 
or 
(2) Class II, including, but not limited to, hydrochlorofluorocarbons.(b) The Contractor shall label products that 
contain or are manufactured with ozone-depleting substances in the manner and to the extent required by 42 U.S.C. 
7671j (b), (c), (d), and (e) and 40 CFR part 82, subpart E, as follows: 
 


WARNING 
Contains (or manufactured with, if applicable) *_______, a substance( s) which harm(s) public health and 


environment by destroying ozone in the upper atmosphere. 
 
* The Contractor shall insert the name of the substance(s). 
 
(c) Reporting. For equipment and appliances that normally each contain 50 or more pounds of hydrofluorocarbons 
or refrigerant blends containing hydrofluorocarbons, the Contractor shall– 


(1) Track on an annual basis, between October 1 and September 30, the amount in pounds of 
hydrofluorocarbons or refrigerant blends containing hydrofluorocarbons contained in the equipment and 
appliances delivered to the Government under this contract by– 


(i) Type of hydrofluorocarbon (e.g., HFC-134a, HFC-125, R-410A, R-404A, etc.); 
(ii) Contract number; and 
(iii) Equipment/appliance; 


(2) Report that information to the Contracting Officer for FY16 and to www.sam.gov, for FY17 and after– 
(i) Annually by November 30 of each year during contract performance; and 
(ii) At the end of contract performance. 


 
(d) The Contractor shall refer to EPA's SNAP program (available at http://www.epa.gov/snap) to identify alternatives. 
The SNAP list of alternatives is found at 40 CFR part 82 subpart G with supplemental tables available at 
http://www.epa.gov/snap. 


(End of clause) 
 


II.17 52.227-14 RIGHTS IN DATA –GENERAL (MAY 2014) WITH ALTERNATE IV (DEC 2007) 
 


(a) Definitions. As used in this clause— 
 


“Computer database” or “database means” a collection of recorded information in a form capable of, and for the 
purpose of, being stored in, processed, and operated on by a computer. The term does not include computer software. 


 
“Computer software”— 


 
(1) Means 


 
(i) Computer programs that comprise a series of instructions, rules, routines, or statements, regardless of 
the media in which recorded, that allow or cause a computer to perform a specific operation or series of 
operations; and 


 
(ii) Recorded information comprising source code listings, design details, algorithms, processes, flow 
charts, formulas, and related material that would enable the computer program to be produced, created, 
or compiled. 
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(2) Does not include computer databases or computer software documentation. 
 


“Computer software documentation” means owner’s manuals, user’s manuals, installation instructions, operating 
instructions, and other similar items, regardless of storage medium, that explain the capabilities of the computer 
software or provide instructions for using the software. 


 
“Data” means recorded information, regardless of form or the media on which it may be recorded. The term includes 
technical data and computer software. The term does not include information incidental to contract administration, 
such as financial, administrative, cost or pricing, or management information. 


 
“Form, fit, and function data” means data relating to items, components, or processes that are sufficient to enable 
physical and functional interchangeability, and data identifying source, size, configuration, mating and attachment 
characteristics, functional characteristics, and performance requirements. For computer software it means data 
identifying source, functional characteristics, and performance requirements but specifically excludes the source code, 
algorithms, processes, formulas, and flow charts of the software. 


 
“Limited rights” means the rights of the Government in limited rights data as set forth in the Limited Rights Notice of 
paragraph (g)(3) if included in this clause. 


 


“Limited rights data” means data, other than computer software, that embody trade secrets or are commercial or 
financial and confidential or privileged, to the extent that such data pertain to items, components, or processes 
developed at private expense, including minor modifications. 


 
“Restricted computer software” means computer software developed at private expense and that is a trade secret, is 
commercial or financial and confidential or privileged, or is copyrighted computer software, including minor 
modifications of the computer software. 


 
“Restricted rights,” as used in this clause, means the rights of the Government in restricted computer software, as set 
forth in a Restricted Rights Notice of paragraph (g) if included in this clause, or as otherwise may be provided in a 
collateral agreement incorporated in and made part of this contract, including minor modifications of such computer 
software. 


 
“Technical data” means recorded information (regardless of the form or method of the recording) of a scientific or 
technical nature (including computer databases and computer software documentation). This term does not include 
computer software or financial, administrative, cost or pricing, or management data or other information incidental to 
contract administration. The term includes recorded information of a scientific or technical nature that is included in 
computer databases (See 41 U.S.C. 116). 


 
“Unlimited rights” means the rights of the Government to use, disclose, reproduce, prepare derivative works, distribute 
copies to the public, and perform publicly and display publicly, in any manner and for any purpose, and to have or 
permit others to do so. 


 
(b) Allocation of rights. 


 
(1) Except as provided in paragraph (c) of this clause, the Government shall have unlimited rights in— 


 
(i) Data first produced in the performance of this contract; 


 
(ii) Form, fit, and function data delivered under this contract; 


 
(iii) Data delivered under this contract (except for restricted computer software) that constitute manuals or 
instructional and training material for installation, operation, or routine maintenance and repair of items, 
components, or processes delivered or furnished for use under this contract; and 


 
(iv) All other data delivered under this contract unless provided otherwise for limited rights data or 
restricted computer software in accordance with paragraph (g) of this clause. 


 
(2) The Contractor shall have the right to— 


 
(i) Assert copyright in data first produced in the performance of this contract to the extent provided in 
paragraph (c)(1) of this clause; 


 
(ii) Use, release to others, reproduce, distribute, or publish any data first produced or specifically used by 
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the Contractor in the performance of this contract, unless provided otherwise in paragraph (d) of this 
clause; 


 
(iii) Substantiate the use of, add, or correct limited rights, restricted rights, or copyright notices and to take 
other appropriate action, in accordance with paragraphs (e) and (f) of this clause; and 


 
(iv) Protect from unauthorized disclosure and use those data that are limited rights data or restricted 
computer software to the extent provided in paragraph (g) of this clause. 


 
(c) Copyright— 


 
(1) Data first produced in the performance of this contract. 


 
Except as otherwise specifically provided in this contract, the Contractor may assert copyright in any data 
first produced in the performance of this contract. When asserting copyright, the Contractor shall affix the 
applicable copyright notice of 17 U.S.C. 401 or 402, and an acknowledgment of Government sponsorship 
(including contract number), to the data when such data are delivered to the Government, as well as when 
the data are published or deposited for registration as a published work in the U.S. Copyright   Office. For 
data other than computer software, the Contractor grants to the Government, and others   acting on its 
behalf, a paid-up, nonexclusive, irrevocable, worldwide license for all such data to reproduce, prepare 
derivative works, distribute copies to the public, and perform publicly and display publicly, by or on behalf 
of the Government. For computer software, the Contractor grants to the Government and others acting on 
its behalf, a paid-up, nonexclusive, irrevocable, worldwide license for all such computer   software to 
reproduce, prepare derivative works, and perform publicly and display publicly (but not to distribute copies 
to the public), by or on behalf of the Government. 


 
(2) Data not first produced in the performance of this contract. The Contractor shall not, without the prior written 
permission of the Contracting Officer, incorporate in data delivered under this contract any data not first produced 
in the performance of this contract unless the Contractor— 


 
(i) Identifies the data; and 


 
(ii) Grants to the Government, or acquires on its behalf, a license of the same scope as set forth in 
paragraph (c)(1) of this clause or, if such data are restricted computer software, the Government shall 
acquire a copyright license as set forth in paragraph (g)(4) of this clause (if included in this contract) or as 
otherwise provided in a collateral agreement incorporated in or made part of this contract. 


 
(3) Removal of copyright notices. The Government will not remove any authorized copyright notices placed on 
data pursuant to this paragraph (c), and will include such notices on all reproductions of the data. 


 
(d) Release, publication, and use of data. The Contractor shall have the right to use, release to others, reproduce, 
distribute, or publish any data first produced or specifically used by the Contractor in the performance of this contract, 
except— 


 
(1) As prohibited by Federal law or regulation (e.g., export control or national security laws or regulations); 


 
(2) As expressly set forth in this contract; or 


 
(3) If the Contractor receives or is given access to data necessary for the performance of this contract that contain 
restrictive markings, the Contractor shall treat the data in accordance with such markings unless specifically 
authorized otherwise in writing by the Contracting Officer. 


 
(e) Unauthorized marking of data. 


 
(1) Notwithstanding any other provisions of this contract concerning inspection or acceptance, if any data 
delivered under this contract are marked with the notices specified in paragraph (g)(3) or (g) (4) if included in this 
clause, and use of the notices is not authorized by this clause, or if the data bears any other restrictive or limiting 
markings not authorized by this contract, the Contracting Officer may at any time either return the data to the 
Contractor, or cancel or ignore the markings. However, pursuant to 41 U.S.C. 4703, the following procedures 
shall apply prior to canceling or ignoring the markings. 


 
(i) The Contracting Officer will make written inquiry to the Contractor affording the Contractor 60 days 
from receipt of the inquiry to provide written justification to substantiate the propriety of the markings; 







Page 17 of 50 


HSBP1017R0018 
 


 


 
(ii) If the Contractor fails to respond or fails to provide written justification to substantiate the propriety of 
the markings within the 60-day period (or a longer time approved in writing by the Contracting Officer for 
good cause shown), the Government shall have the right to cancel or ignore the markings at any time 
after said period and the data will no longer be made subject to any disclosure prohibitions. 


 
(iii) If the Contractor provides written justification to substantiate the propriety of the markings within the 
period set in paragraph (e)(1)(i) of this clause, the Contracting Officer will consider such written  
justification and determine whether or not the markings are to be cancelled or ignored. If the Contracting 
Officer determines that the markings are authorized, the Contractor will be so notified in writing. If the 
Contracting Officer determines, with concurrence of the head of the contracting activity, that the markings 
are not authorized, the Contracting Officer will furnish the Contractor a written determination, which 
determination will become the final agency decision regarding the appropriateness of the markings unless 
the Contractor files suit in a court of competent jurisdiction within 90 days of receipt of the Contracting 
Officer’s decision. The Government will continue to abide by the markings under this paragraph (e)(1)(iii) 
until final resolution of the matter either by the Contracting Officer’s determination becoming final (in 
which instance the Government will thereafter have the right to cancel or ignore the markings at any time 
and the data will no longer be made subject to any disclosure prohibitions), or by final disposition of the 
matter by court decision if suit is filed. 


 
(2) The time limits in the procedures set forth in paragraph (e)(1) of this clause may be modified in accordance 
with agency regulations implementing the Freedom of Information Act (5 U.S.C. 552) if necessary to respond to a 
request thereunder. 


 
(3) Except to the extent the Government’s action occurs as the result of final disposition of the matter by a court of 
competent jurisdiction, the Contractor is not precluded by paragraph (e) of the clause from bringing a claim, in 
accordance with the Disputes clause of this contract, that may arise as the result of the Government removing or 
ignoring authorized markings on data delivered under this contract. 


 
(f) Omitted or incorrect markings. 


 
(1) Data delivered to the Government without any restrictive markings shall be deemed to have been furnished 
with unlimited rights. The Government is not liable for the disclosure, use, or reproduction of such data. 


 
(2) If the unmarked data has not been disclosed without restriction outside the Government, the Contractor may 
request, within 6 months (or a longer time approved by the Contracting Officer in writing for good cause shown) 
after delivery of the data, permission to have authorized notices placed on the data at the Contractor’s expense. 
The Contracting Officer may agree to do so if the Contractor— 


 
(i) Identifies the data to which the omitted notice is to be applied; 


 
(ii) Demonstrates that the omission of the notice was inadvertent; 


 
(iii) Establishes that the proposed notice is authorized; and 


 
(iv) Acknowledges that the Government has no liability for the disclosure, use, or reproduction of any data 
made prior to the addition of the notice or resulting from the omission of the notice. 


 
(3) If data has been marked with an incorrect notice, the Contracting Officer may— 


 
(i) Permit correction of the notice at the Contractor’s expense if the Contractor identifies the data and 
demonstrates that the correct notice is authorized; or 


 
(ii) Correct any incorrect notices. 


 
(g) Protection of limited rights data and restricted computer software. 


 
(1) The Contractor may withhold from delivery qualifying limited rights data or restricted computer software that 
are not data identified in paragraphs (b)(1)(i), (ii), and (iii) of this clause. As a condition to this withholding, the 
Contractor shall— 


 
(i) Identify the data being withheld; and 
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(ii) Furnish form, fit, and function data instead. 
 


(2) Limited rights data that are formatted as a computer database for delivery to the Government shall be treated 
as limited rights data and not restricted computer software. 


 
(3) [Reserved] 


 
(h) Subcontracting. The Contractor shall obtain from its subcontractors all data and rights therein necessary to fulfill the 
Contractor’s obligations to the Government under this contract. If a subcontractor refuses to accept terms affording the 
Government those rights, the Contractor shall promptly notify the Contracting Officer of the refusal and shall not proceed 
with the subcontract award without authorization in writing from the Contracting Officer. 


 


(i) Relationship to patents or other rights. Nothing contained in this clause shall imply a license to the Government under 
any patent or be construed as affecting the scope of any license or other right otherwise granted to the Government. 


 
(End of clause) 


 
 


II.18 3052.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION OF COMMERCIAL 
ITEMS (SEP 2012) 


 
The Contractor agrees to comply with any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based on the 
applicable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The following 
provisions and clauses are incorporated by reference: 


 
[The Contracting Officer should either check the provisions and clauses that apply or delete the provisions and clauses 
that do not apply from the list. The Contracting Officer may add the date of the provision or clause if desired for clarity.] 


 
(a) Provisions. 


 
[] 3052.209-72 Organizational Conflicts of Interest. 


 
[] 3052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment Clause. 


 
[] 3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor Protégé Program. 


 
(b) Clauses. 


 
[] 3052.203-70 Instructions for Contractor Disclosure of Violations. 


 
[X] 3052.204-70 Security Requirements for Unclassified Information Technology Resources. 


[] 3052.204-71 Contractor Employee Access. 


[] Alternate I 
 


[X] 3052.205-70 Advertisement, Publicizing Awards, and Releases. 


[] 3052.209-73 Limitation on Future Contracting. 


[] 3052.215-70 Key Personnel or Facilities. [] 


3052.216-71 Determination of Award Fee. 


[] 3052.216-72 Performance Evaluation Plan. 


[] 3052.216-73 Distribution of Award Fee. 


[X] 3052.219-70 Small Business Subcontracting Plan Reporting. 


[X] 3052.219-71 DHS Mentor Protégé Program. 
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[] 3052.228-70 Insurance. 
 


[X] 3052.236-70 Special Provisions for Work at Operating Airports. 


[X] 3052.242-72 Contracting Officer’s Technical Representative. 


[] 3052.247-70 F.o.B. Origin Information. 


[] Alternate I 


[] Alternate II 
 


[] 3052.247-71 F.o.B. Origin Only. 
 


[] 3052.247-72 F.o.B. Destination Only. 
 


(End of clause) 
 


II.19 CONTRACT TYPE (OCT 2008) 
 


This is an indefinite delivery, indefinite quantity contract with a fixed-price schedule. 
 


[End of Clause] 
 


II.20 CONTRACTING OFFICER'S AUTHORITY (MAR 2003) 
 


The Contracting Officer is the only person authorized to approve changes in any of the requirements of this contract. In 
the event the Contractor effects any changes at the direction of any person other than the Contracting Officer, the 
changes will be considered to have been made without authority and no adjustment will be made in the contract price to 
cover any increase in costs incurred as a result thereof. The Contracting Officer shall be the only individual authorized to 
accept nonconforming work, waive any requirement of the contract, or to modify any term or condition of the contract. 
The Contracting Officer is the only individual who can legally obligate Government funds. No cost chargeable to the 
proposed contract can be incurred before receipt of a fully executed contract or specific authorization from the Contracting 
Officer. 


 
[End of Clause] 


 
 


II.21 ELECTRONIC INVOICING AND PAYMENT REQUIREMENTS - INVOICE PROCESSING PLATFORM (IPP) (JAN 
2016) 


 
Beginning April 11, 2016, payment requests for all new awards must be submitted electronically through the U. S. 
Department of the Treasury's Invoice Processing Platform System (IPP). Payment terms for existing contracts and orders 
awarded prior to April 11, 2016 remain the same. The Contractor must use IPP for contracts and orders awarded April 11, 
2016 or later, and must use the non-IPP invoicing process for those contracts and orders awarded prior to April 11, 2016. 


"Payment request" means any request for contract financing payment or invoice payment by the Contractor. To constitute 
a proper invoice, the payment request must comply with the requirements identified in FAR 32.905(b), "Payment 
documentation and process" and the applicable Prompt Payment clause included in this contract. The IPP website 
address is: https://www.ipp.gov. 


Under this contract, the following documents are required to be submitted as an attachment to the IPP: 


-Invoice 


The IPP was designed and developed for Contractors to enroll, access and use IPP for submitting requests for payment. 
Contractor assistance with enrollment can be obtained by contacting IPPCustomerSupport@fms.treas.gov or phone (866) 
973-3131. 


If the Contractor is unable to comply with the requirement to use IPP for submitting invoices for payment, the Contractor 
must submit a waiver request in writing to the contracting officer. 


(End of Clause) 
 
 







Page 20 of 50 


HSBP1017R0018 
 


 


II.22 GOVERNMENT CONSENT OF PUBLICATION/ENDORSEMENT (MAR 2003) 
 


Under no circumstances shall the Contractor, or anyone acting on behalf of the Contractor, refer to the supplies, 
services, or equipment furnished pursuant to the provisions of this contract in any news release or commercial 
advertising without first obtaining explicit written consent to do so from the Contracting Officer 


 
The Contractor agrees not to refer to awards in commercial advertising in such a manner as to state or imply that the 
product or service provided is endorsed or preferred by the Federal Government or is considered by the Government 
to be superior to other products or services. 


 
[End of Clause] 


 
II.23 SECURITY PROCEDURES (OCT 2009) 


 
A. Controls 


 
1. The Contractor shall comply with the U.S. Customs and Border Protection (CBP) administrative, physical and 


technical security controls to ensure that the Government’s security requirements are met. 
 


2. All Government furnished information must be protected to the degree and extent required by local rules, 
regulations, and procedures. The Contractor shall comply with all security policies contained in CBP Handbook 
1400-05C, Information Systems Security Policies and Procedures Handbook. 


 
3. All services provided under this contract must be compliant with the Department of Homeland Security (DHS) 


information security policy identified in DHS Management Directive (MD) 4300.1, Information Technology Systems 
Security Program and DHS 4300A, Sensitive Systems Handbook. 


 
4. All Contractor employees under this contract must wear identification access badges when working in CBP 


facilities. Prior to Contractor employees’ departure/separation, all badges, building passes, parking permits, keys 
and pass cards must be given to the Contracting Officer’s Technical Representative (COTR). The COTR will 
ensure that the cognizant Physical Security official is notified so that access to all buildings and facilities can be 
revoked. NOTE: For contracts within the National Capitol Region (NCR), the Office of Internal Affairs, Security 
Management Division (IA/SMD) should be notified if building access is revoked. 


 
5. All Contractor employees must be registered in the Contractor Tracking System (CTS) database by the Contracting 


Officer (CO) or COTR. The Contractor shall provide timely start information to the CO/COTR or designated 
government personnel to initiate the CTS registration. Other relevant information will also be needed for 
registration in the CTS database such as, but not limited to, the contractor’s legal name, address, brief job 
description, labor rate, Hash ID, schedule and contract specific information. The CO/COTR or designated 
government personnel shall provide the Contractor with instructions for receipt of CTS registration information. 
Additionally, the CO/COTR shall immediately notify IA/SMD of the contractor’s departure/separation. 


 
6. The Contractor shall provide employee departure/separation date and reason for leaving to the CO/COTR in 


accordance with CBP Directive 51715-006, Separation Procedures for Contractor Employees. Failure by the 
Contractor to provide timely notification of employee departure/separation in accordance with the contract 
requirements shall be documented and considered when government personnel completes a Contractor 
Performance Report (under Business Relations) or other performance related measures. 


 
B. Security Background Investigation Requirements 


 
1. In accordance with DHS Management Directive (MD) 11055, Suitability Screening Requirements for Contractors, 


Part VI, Policy and Procedures, Section E, Citizenship and Residency Requirements, contractor employees who 
require access to sensitive information must be U.S. citizens or have Lawful Permanent Resident (LPR) status. A 
waiver may be granted, as outlined in MD 11055, Part VI, Section M (1). 


 
2. Contractor employees that require access to DHS IT systems or development, management, or maintenance of 


those systems must be U.S. citizens in accordance with MD 11055, Part VI, Section E (Lawful Permanent Resident 
status is not acceptable in this case). A waiver may be granted, as outlined in MD 11055, Part VI, Section M (2) 


 
3. Provided the requirements of DHS MD 11055 are met as outlined in paragraph 1, above, contractor employees 


requiring access to CBP facilities, sensitive information or information technology resources are required to have a 
favorably adjudicated background investigation (BI) or a single scope background investigation (SSBI) prior to 
commencing work on this contract. Exceptions shall be approved on a case-by-case basis with the employee’s 
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access to facilities, systems, and information limited until the Contractor employee receives a favorably adjudicated 
BI or SSBI. A favorable adjudicated BI or SSBI shall include various aspects of a Contractor employee’s life, 
including employment, education, residences, police and court inquires, credit history, national agency checks, and 
a CBP Background Investigation Personal Interview (BIPI). 


 
4. The Contractor shall submit within ten (10) working days after award of this contract a list containing the full name, 


social security number, place of birth (city and state), and date of birth of employee candidates who possess 
favorably adjudicated BI or SSBI that meets federal investigation standards.. For employee candidates needing a 
BI for this contract, the Contractor shall require the applicable employees to submit information and documentation 
requested by CBP to initiate the BI process. 


 
5. Background Investigation information and documentation is usually submitted by completion of standard federal 


and agency forms such as Questionnaire for Public Trust and Selected Positions or Questionnaire for National 
Security Positions; Fingerprint Chart; Fair Credit Reporting Act (FCRA) form; Criminal History Request form; and 
Financial Disclosure form. These forms must be submitted to the designated CBP official identified in this contract. 
The designated CBP security official will review the information for completeness. 


 
6. The estimated completion of a BI or SSBI is approximately sixty (60) to ninety (90) days from the date of receipt of 


the properly completed forms by CBP security office. During the term of this contract, the Contractor is required to 
provide the names of contractor employees who successfully complete the CBP BI or SSBI process. Failure of any 
contractor employee to obtain and maintain a favorably adjudicated BI or SSBI shall be cause for dismissal. For  
key personnel, the Contractor shall propose a qualified replacement employee candidate to the CO and COTR 
within 30 days after being notified of an unsuccessful candidate or vacancy. For all non-key personnel contractor 
employees, the Contractor shall propose a qualified replacement employee candidate to the COTR within 30 days 
after being notified of an unsuccessful candidate or vacancy. The CO/COTR shall approve or disapprove 
replacement employees. Continuous failure to provide contractor employees who meet CBP BI or SSBI 
requirements may be cause for termination of the contract. 


 
C. Security Responsibilities 


 
1. The Contractor shall ensure that its employees follow the general procedures governing physical, environmental, 


and information security described in the various DHS CBP regulations identified in this clause. The contractor 
shall ensure that its employees apply proper business practices in accordance with the specifications, directives, 
and manuals required for conducting work under this contract. Applicable contractor personnel will be responsible 
for physical security of work areas and CBP furnished equipment issued under this contract. 


 
2. The CO/COTR may require the Contractor to prohibit its employees from working on this contract if continued 


employment becomes detrimental to the public’s interest for any reason including, but not limited to carelessness, 
insubordination, incompetence, or security concerns. 


 
3. Work under this contract may require access to sensitive information as defined under Homeland Security 


Acquisition Regulation (HSAR) Clause 3052.204-71, Contractor Employee Access, included in the 
solicitation/contract. The Contractor shall not disclose, orally or in writing, any sensitive information to any person 
unless authorized in writing by the CO. 


 
4. The Contractor shall ensure that its employees who are authorized access to sensitive information, receive training 


pertaining to protection and disclosure of sensitive information. The training shall be conducted during and after 
contract performance. 


 
5. Upon completion of this contract, the Contractor shall return all sensitive information used in the performance of the 


contract to the CO/COTR. The Contractor shall certify, in writing, that all sensitive and non-public information has 
been purged from any Contractor-owned system. 


 
D. Notification of Contractor Employee Changes 


 
1. The Contractor shall notify the CO/COTR via phone, facsimile, or electronic transmission, immediately after a 


personnel change become known or no later than five (5) business days prior to departure of the employee. 
Telephone notifications must be immediately followed up in writing. Contractor’s notification shall include, but is not 
limited to name changes, resignations, terminations, and reassignments to another contract. 


 
2. The Contractor shall notify the CO/COTR and program office (if applicable) in writing of any proposed change in 


access requirements for its employees at least fifteen (15) days, or thirty (30) days if a security clearance is to be 
obtained, in advance of the proposed change. The CO/COTR will notify the Office of Information and Technology 
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(OIT) Information Systems Security Branch (ISSB) of the proposed change. If a security clearance is required, the 
CO/COTR will notify IA/SMD. 


 


E. Non-Disclosure Agreements 
 


When determined to be appropriate, Contractor employees are required to execute a non-disclosure agreement (DHS 
Form 11000-6) as a condition to access sensitive but unclassified information. 


 
[End of Clause] 


 
II.24 POST AWARD EVALUATION OF CONTRACTOR PERFORMANCE (JUL 2014) 


 
A. Contractor Performance Evaluations 


Interim and final performance evaluation reports will be prepared on this contract or order in accordance with FAR 
Subpart 42.15. A final performance evaluation report will be prepared at the time the work under this contract or order 
is completed. In addition to the final performance evaluation report, an interim performance evaluation report will be 
prepared annually to coincide with the anniversary date of the contract or order. 


 
Interim and final performance evaluation reports will be provided to the contractor via the Contractor Performance 
Assessment Reporting System (CPARS) after completion of the evaluation. The CPARS Assessing Official 
Representatives (AORs) will provide input for interim and final contractor performance evaluations. The AORs may 
be Contracting Officer’s Representatives (CORs), project managers, and/or contract specialists. The CPARS 
Assessing Officials (AOs) are the contracting officers (CO) or contract specialists (CS) who will sign the evaluation 
report and forward it to the contractor representative via CPARS for comments. 


 
The contractor representative is responsible for reviewing and commenting on proposed ratings and remarks for all 
evaluations forwarded by the AO. After review, the contractor representative will return the evaluation to the AO via 
CPARS. 


 
The contractor representative will be given up to fourteen (14) days to submit written comments or a rebuttal 
statement. Within the first seven (7) calendar days of the comment period, the contractor representative may request 
a meeting with the AO to discuss the evaluation report. The AO may complete the evaluation without the contractor 
representative’s comments if none are provided within the fourteen (14) day comment period. Any disagreement 
between the AO/CO and the contractor representative regarding the performance evaluation report will be referred to 
the Reviewing Official (RO) within the division/branch the AO is assigned. Once the RO completes the review, the 
evaluation is considered complete and the decision is final. 


 
Copies of the evaluations, contractor responses, and review comments, if any, will be retained as part of the contract 
file and may be used in future award decisions. 


 
B. Designated Contractor Representative 


The contractor must identify a primary representative for this contract and provide the full name, title, phone number, 
email address, and business address to the CO within 30 days after award. 


 
C. Electronic Access to Contractor Performance Evaluations 


The AO will request CPARS user access for the contractor by forwarding the contractor’s primary and alternate 
representatives’ information to the CPARS Focal Point (FP). 


 
The FP is responsible for CPARS access authorizations for Government and contractor personnel. The FP will set up 
the user accounts and will create system access to CPARS. 


 
The CPARS application will send an automatic notification to users when CPARS access is granted. In addition, 
contractor representatives will receive an automated email from CPARS when an evaluation report has been 
completed. 


(End of Clause) 
 
II.25 SPECIAL SECURITY REQUIREMENT - CONTRACTOR PRE-SCREENING (SEP 2011) 


 
1. Contractors requiring recurring access to Government facilities or access to sensitive but unclassified information and/or 


logical access to Information Technology (IT) resources shall verify minimal fitness requirements for all 
persons/candidates designated for employment under any Department of Security (DHS) contract by pre-screening the 
person /candidate prior to submitting the name for consideration to work on the contract. Pre-screening the candidate 
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ensures that minimum fitness requirements are considered and mitigates the burden of DHS having to conduct 
background investigations on objectionable candidates. The Contractor shall submit only those candidates that have 
not had a felony conviction within the past 36 months or illegal drug use within the past 12 months from the date of 
submission of their name as a candidate to perform work under this contract. Contractors are required to flow this 
requirement down to subcontractors. Pre-screening involves contractors and subcontractors reviewing: 


 
a. Felony convictions within the past 36 months. An acceptable means of obtaining information on felony convictions 


is from public records, free of charge, or from the National Crime Information Center (NCIC). 
 


b. Illegal drug use within the past 12 months. An acceptable means of obtaining information related to drug use is 
through employee self certification, by public records check; or if the contractor or subcontractor already has drug 
testing in place. There is no requirement for contractors and/or subcontractors to initiate a drug testing program if 
they do not have one already in place. 


 
c. Misconduct such as criminal activity on the job relating to fraud or theft within the past 12 months. An acceptable 


means of obtaining information related to misconduct is through employee self certification, by public records 
check, or other reference checks conducted in the normal course of business. 


 
2. Pre-screening shall be conducted within 15 business days after contract award. This requirement shall be placed in all 


subcontracts if the subcontractor requires routine physical access, access to sensitive but unclassified information, 
and/or logical access to IT resources. Failure to comply with the pre-screening requirement will result in the 
Contracting Officer taking the appropriate remedy. 


 
Definition: Logical Access means providing an authorized user the ability to access one or more computer system 
resources such as a workstation, network, application, or database through automated tools. A logical access control 
system (LACS) requires validation of an individual identity through some mechanism such as a personal identification 
number (PIN), card, username and password, biometric, or other token. The system has the capability to assign 
different access privileges to different persons depending on their roles and responsibilities in an organization. 


 
[End of Clause] 
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SECTION III  SOLICITATION PROVISIONS 
 


III.1 52.203-18 PROHIBITION ON CONTRACTING WITH ENTITIES THAT REQUIRE CERTAIN INTERNAL 
CONFIDENTIALITY AGREEMENTS OR STATEMENTS – REPRESENTATION (JAN 2017) 


 
III.2 52.204-7 SYSTEM FOR AWARD MANAGEMENT (OCT 2016) 


 
III.3 52.204-16 COMMERCIAL AND GOVERNMENT ENTITY CODE REPORTING (JUL 2016) 


 
III.4 52.204-17 OWNERSHIP OR CONTROL OF OFFEROR (JUL 2016) 


 
III.5 52.212-1 INSTRUCTIONS TO OFFERORS--COMMERCIAL ITEMS (JAN 2017) 


 
III.6 52.217-5 EVALUATION OF OPTIONS (JUL 1990) [Applies to Orders Only] 


 
III.7 52.250-2 SAFETY ACT COVERAGE NOT APPLICABLE (FEB 2009) 


 
III.8 52.209-7 INFORMATION REGARDING RESPONSIBILITY MATTERS (JUL 2013) 


 
(a) Definitions. As used in this provision— 


 
“Administrative proceeding” means a non-judicial process that is adjudicatory in nature in order to make a 
determination of fault or liability (e.g., Securities and Exchange Commission Administrative Proceedings, Civilian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This includes 
administrative proceedings at the Federal and State level but only in connection with performance of a Federal 
contract or grant. It does not include agency actions such as contract audits, site visits, corrective plans, or inspection 
of deliverables. 


 
“Federal contracts and grants with total value greater than $10,000,000” means— 


 
(1) The total value of all current, active contracts and grants, including all priced options; and 


 
(2) The total value of all current, active orders including all priced options under indefinite-delivery, indefinite-quantity, 


8(a), or requirements contracts (including task and delivery and multiple-award Schedules). 
 


“Principal” means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibilities within a business entity (e.g., general manager; plant manager; head of a division or business 
segment; and similar positions). 


 
(b) The offeror [_] has [_] does not have current active Federal contracts and grants with total value greater than 


$10,000,000. 
 


(c) If the offeror checked “has” in paragraph (b) of this provision, the offeror represents, by submission of this offer, that 
the information it has entered in the Federal Awardee Performance and Integrity Information System (FAPIIS) is 
current, accurate, and complete as of the date of submission of this offer with regard to the following information: 


 
(1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, in connection with the 


award to or performance by the offeror of a Federal contract or grant, been the subject of a proceeding, at the 
Federal or State level that resulted in any of the following dispositions: 


 
(i) In a criminal proceeding, a conviction. 


 
(ii) In a civil proceeding, a finding of fault and liability that results in the payment of a monetary fine, penalty, 


reimbursement, restitution, or damages of $5,000 or more. 
 


(iii) In an administrative proceeding, a finding of fault and liability that results in— 
 


(A) The payment of a monetary fine or penalty of $5,000 or more; or 
 


(B) The payment of a reimbursement, restitution, or damages in excess of $100,000. 
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(iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent or compromise with an 
acknowledgment of fault by the Contractor if the proceeding could have led to any of the outcomes specified in 
paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this provision. 


 
(2) If the offeror has been involved in the last five years in any of the occurrences listed in (c)(1) of this provision, 


whether the offeror has provided the requested information with regard to each occurrence. 
 
(d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this provision in FAPIIS as required 


through maintaining an active registration in the System for Award Management database via 
https://www.acquisition.gov (see 52.204-7). 


 
(End of provision) 


 
III.9 52.212-2 EVALUATION--COMMERCIAL ITEMS (OCT 2014) 


 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer conforming 


to the solicitation will be most advantageous to the Government, price and other factors considered. See Section III.15 
“Evaluation and Award Criteria” for details. 


 
(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to the total 


price for the basic requirement. The Government may determine that an offer is unacceptable if the option prices are 
significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the option(s). 


 
(c) A written notice of award or acceptance of an offer, mailed or otherwise furnished to the successful offeror within the 


time for acceptance specified in the offer, shall result in a binding contract without further action by either party. Before 
the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether or not there are 
negotiations after its receipt, unless a written notice of withdrawal is received before award. 


 
(End of provision) 


 
III.10 52.212--3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS--COMMERCIAL ITEMS (JAN 2017) 


 
The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual representations 
and certification electronically via the System for Award Management (SAM) Web site located at 
https://www.sam.gov/portal. If the Offeror has not completed the annual representations and certifications electronically, 
the Offeror shall complete only paragraphs (c) through (u) of this provision. 


 
(a) Definitions. As used in this provision-- 


 
Administrative merits determination means certain notices or findings of labor law violations issued by an enforcement 
agency following an investigation. An administrative merits determination may be final or be subject to appeal or  
further review. To determine whether a particular notice or finding is covered by this definition, it is necessary to  
consult section II.B. in the DOL Guidance. 


 
Arbitral award or decision means an arbitrator or arbitral panel determination that a labor law violation occurred, or that 
enjoined or restrained a violation of labor law. It includes an award or decision that is not final or is subject to being 
confirmed, modified, or vacated by a court, and includes an award or decision resulting from private or confidential 
proceedings. To determine whether a particular award or decision is covered by this definition, it is necessary to  
consult section II.B. in the DOL Guidance. 


 
Civil judgment means— 


 
(1) In paragraph (h) of this provision: A judgment or finding of a civil offense by any court of competent jurisdiction. 


 
(2) In paragraph (s) of this provision: Any judgment or order entered by any Federal or State court in which the  


court determined that a labor law violation occurred, or enjoined or restrained a violation of labor law. It includes 
a judgment or order that is not final or is subject to appeal. To determine whether a particular judgment or order 
is covered by this definition, it is necessary to consult section II.B. in the DOL Guidance. 
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DOL Guidance means the Department of Labor (DOL) Guidance entitled: ``Guidance for Executive Order 13673, `Fair 
Pay and Safe Workplaces' ''. The DOL Guidance, dated August 25, 2016, can be obtained from 
www.dol.gov/fairpayandsafeworkplaces . 


 
Economically disadvantaged women-owned small business (EDWOSB) concern means a small business concern that 
is at least 51 percent directly and unconditionally owned by, and the management and daily business operations of 
which are controlled by, one or more women who are citizens of the United States and who are economically 
disadvantaged in accordance with 13 CFR part 127. It automatically qualifies as a women-owned small business 
eligible under the WOSB Program. 


 
Enforcement agency means any agency granted authority to enforce the Federal labor laws. It includes the 
enforcement components of DOL (Wage and Hour Division, Office of Federal Contract Compliance Programs, and 
Occupational Safety and Health Administration), the Equal Employment Opportunity Commission, the Occupational 
Safety and Health Review Commission, and the National Labor Relations Board. It also means a State agency 
designated to administer an OSHA-approved State Plan, but only to the extent that the State agency is acting in its 
capacity as administrator of such plan. It does not include other Federal agencies which, in their capacity as 
contracting agencies, conduct investigations of potential labor law violations. The enforcement agencies associated 
with each labor law under E.O. 13673 
are— 


 
(1) Department of Labor Wage and Hour Division (WHD) for— 


 
(i) The Fair Labor Standards Act; 


 
(ii) The Migrant and Seasonal Agricultural Worker Protection Act; 


 
(iii) 40 U.S.C. chapter 31, subchapter IV, formerly known as the Davis-Bacon Act; 


 
(iv) 41 U.S.C. chapter 67, formerly known as the Service Contract Act; 


 
(v) The Family and Medical Leave Act; and 


 
(vi) E.O. 13658 of February 12, 2014 (Establishing a Minimum Wage for Contractors); 


 
(2) Department of Labor Occupational Safety and Health Administration (OSHA) for— 


 
(i) The Occupational Safety and Health Act of 1970; and 


 
(ii) OSHA-approved State Plans; 


 
(3) Department of Labor Office of Federal Contract Compliance Programs (OFCCP) for— 


 
(i) Section 503 of the Rehabilitation Act of 1973; 


 
(ii) The Vietnam Era Veterans' Readjustment Assistance Act of 1972 and the Vietnam Era Veterans' 


Readjustment Assistance Act of 1974; and 
 


(iii) E.O. 11246 of September 24, 1965 (Equal Employment Opportunity); 
 


(4) National Labor Relations Board (NLRB) for the National Labor Relations Act; and 
 


(5) Equal Employment Opportunity Commission (EEOC) for— 
 


(i) Title VII of the Civil Rights Act of 1964; 
 


(ii) The Americans with Disabilities Act of 1990; 
 


(iii) The Age Discrimination in Employment Act of 1967; and 
 


(iv) Section 6(d) of the Fair Labor Standards Act (Equal Pay Act). 
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Forced or indentured child labor means all work or service-- 
 


(1) Exacted from any person under the age of 18 under the menace of any penalty for its nonperformance and for 
which the worker does not offer himself voluntarily; or 


 
(2) Performed by any person under the age of 18 pursuant to a contract the enforcement of which can be 


accomplished by process or penalties. 
 


Highest-level owner means the entity that owns or controls an immediate owner of the offeror, or that owns or controls 
one or more entities that control an immediate owner of the offeror. No entity owns or exercises control of the highest 
level owner. 


 
Immediate owner means an entity, other than the offeror, that has direct control of the offeror. Indicators of control 
include, but are not limited to, one or more of the following: ownership or interlocking management, identity of interests 
among family members, shared facilities and equipment, and the common use of employees. 


 
Inverted domestic corporation, means a foreign incorporated entity that meets the definition of an inverted domestic 
corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions of 6 U.S.C. 395(c). 


 
Labor compliance agreement means an agreement entered into between a contractor or subcontractor and an 
enforcement agency to address appropriate remedial measures, compliance assistance, steps to resolve issues to 
increase compliance with the labor laws, or other related matters. 


 
Labor laws means the following labor laws and E.O.s: 


 
(1) The Fair Labor Standards Act. 


 
(2) The Occupational Safety and Health Act (OSHA) of 1970. 


 
(3) The Migrant and Seasonal Agricultural Worker Protection Act. 


 
(4) The National Labor Relations Act. 


 
(5) 40 U.S.C. chapter 31, subchapter IV, formerly known as the Davis-Bacon Act. 


 
(6) 41 U.S.C. chapter 67, formerly known as the Service Contract Act. 


 
(7) E.O. 11246 of September 24, 1965 (Equal Employment Opportunity). 


 
(8) Section 503 of the Rehabilitation Act of 1973. 


 
(9) The Vietnam Era Veterans' Readjustment Assistance Act of 1972 and the Vietnam Era Veterans' 


Readjustment Assistance Act of 1974. 
 


(10) The Family and Medical Leave Act. 
 


(11) Title VII of the Civil Rights Act of 1964. 
 


(12) The Americans with Disabilities Act of 1990. 
 


(13) The Age Discrimination in Employment Act of 1967. 
 


(14) E.O. 13658 of February 12, 2014 (Establishing a Minimum Wage for Contractors). 
 


(15) Equivalent State laws as defined in the DOL Guidance. (The only equivalent State laws implemented in the 
FAR are OSHA-approved State Plans, which can be found at 
www.osha.gov/dcsp/osp/approved_state_plans.html). 


 
Labor law decision means an administrative merits determination, arbitral award or decision, or civil judgment, which 
resulted from a violation of one or more of the laws listed in the definition of ``labor laws' 
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Manufactured end product means any end product in product and service codes (PSCs) 1000-9999, except-- 
 


(1) PSC 5510, Lumber and Related Basic Wood Materials; 
 


(2) Product or Service Group (PSG) 87, Agricultural Supplies; 
 


(3) PSG 88, Live Animals; 
 


(4) PSG 89, Subsistence; 
 


(5) PSC 9410, Crude Grades of Plant Materials; 
 


(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 
 


(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 
 


(8) PSC 9610, Ores; 
 


(9) PSC 9620, Minerals, Natural and Synthetic; and 
 


(10) PSC 9630, Additive Metal Materials. 
 


Place of manufacture means the place where an end product is assembled out of components, or otherwise made or 
processed from raw materials into the finished product that is to be provided to the Government. If a product is 
disassembled and reassembled, the place of reassembly is not the place of manufacture. 


 
Predecessor means an entity that is replaced by a successor and includes any predecessors of the predecessor. 


 
Restricted business operations means business operations in Sudan that include power production activities, mineral 
extraction activities, oil-related activities, or the production of military equipment, as those terms are defined in the 
Sudan Accountability and Divestment Act of 2007 (Pub. L. 110-174). Restricted business operations do not include 
business operations that the person (as that term is defined in Section 2 of the Sudan Accountability and Divestment 
Act of 2007) conducting the business can demonstrate-- 


 
(1) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 


 
(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in the Department 


of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted under 
such authorization; 


 
(3) Consist of providing goods or services to marginalized populations of Sudan; 


 
(4) Consist of providing goods or services to an internationally recognized peacekeeping force or humanitarian 


organization; 
 


(5) Consist of providing goods or services that are used only to promote health or education; or 
 


(6) Have been voluntarily suspended. 
 


Sensitive technology-- 
 


(1) Means hardware, software, telecommunications equipment, or any other technology that is to be used 
specifically-- 


 
(i) To restrict the free flow of unbiased information in Iran; or 


 
(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 


 
(2) Does not include information or informational materials the export of which the President does not have the 


authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic 
Powers Act (50 U.S.C. 1702(b)(3)). 
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Service-disabled veteran-owned small business concern-- 
 


(1) Means a small business concern-- 
 


(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 
any publicly owned business, not less than 51 percent of the stock of which is owned by one or more 
service-disabled veterans; and 


 
(ii) The management and daily business operations of which are controlled by one or more service-disabled 


veterans or, in the case of a service-disabled veteran with permanent and severe disability, the spouse or 
permanent caregiver of such veteran. 


 
(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is service- 


connected, as defined in 38 U.S.C. 101(16). 
 


Small business concern means a concern, including its affiliates, that is independently owned and operated, not 
dominant in the field of operation in which it is bidding on Government contracts, and qualified as a small business 
under the criteria in 13 CFR Part 121 and size standards in this solicitation. 


 
Small disadvantaged business concern, consistent with 13 CFR 124.1002, means a small business concern under the 
size standard applicable to the acquisition, that— 


 
(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by— 


 
(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 


defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
 


(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking into 
account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and 


 
(2) The management and daily business operations of which are controlled (as defined at 13.CFR 124.106) by 


individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this definition. 
 


Subsidiary means an entity in which more than 50 percent of the entity is owned-- 
 


(1) Directly by a parent corporation; or 
 


(2) Through another subsidiary of a parent corporation. 
 


Successor means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of the 
predecessor under a new name (often through acquisition or merger). The term ‘‘successor’’ does not include new 
offices/divisions of the same company or a company that only changes its name. The extent of the responsibility of the 
successor for the liabilities of the predecessor may vary, depending on State law and specific circumstances. 


 
Veteran-owned small business concern means a small business concern-- 


 
(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 101(2)) or, in 


the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or 
more veterans; and 


 
(2) The management and daily business operations of which are controlled by one or more veterans. 


 
Women-owned business concern means a concern which is at least 51 percent owned by one or more women; or in 
the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and whose 
management and daily business operations are controlled by one or more women. 


 
Women-owned small business concern means a small business concern-- 


 
(1) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 


least 51 percent of the stock of which is owned by one or more women; and 
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(2) Whose management and daily business operations are controlled by one or more women. 
 


Women-owned small business (WOSB) concern eligible under the WOSB Program (in accordance with 13 CFR part 
127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and the 
management and daily business operations of which are controlled by, one or more women who are citizens of the 
United States. 


 
Note to paragraph (a): By a court order issued on October 24, 2016, the following definitions in this paragraph (a) are 
enjoined indefinitely as of the date of the order: “Administrative merits determination”, “Arbitral award or decision”, 
paragraph (2) of “Civil judgment”, “DOL Guidance”, “Enforcement agency”, “Labor compliance agreement”, “Labor 
laws”, and “Labor law decision”. The enjoined definitions will become effective immediately if the court terminates the 
injunction. At that time, GSA, DoD and NASA will publish a document in the Federal Register advising the public of the 
termination of the injunction. 


 


(b) (1) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 
provision do not automatically change the representations and certifications posted on the SAM website. 


 (2) The offeror has completed the annual representations and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov. After reviewing the SAM database information, the offeror 
verifies by submission of this offer that the representations and certifications currently posted electronically at 
FAR 52.212-3, Offeror Representations and Certifications -- Commercial Items, have been entered or 
updated in the last 12 months, are current, accurate, complete, and applicable to this solicitation (including  
the business size standard applicable to the NAICS code referenced for this solicitation), as of the date of this 
offer and are incorporated in this offer by reference (see FAR 4.1201), except for paragraphs 
  . 


[Offeror to identify the applicable paragraphs at (c) through (u) of this provision that the offeror has completed for 
the purposes of this solicitation only, if any. 


 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 
accurate, and complete as of the date of this offer. 


 
Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 
representations and certifications posted electronically on SAM.] 


 
(c) Offerors must complete the following representations when the resulting contract will be performed in the United States 


or its outlying areas. Check all that apply. 
 


(1) Small business concern. The offeror represents as part of its offer that it [_] is, [_] is not a small business 
concern. 


 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 


concern in paragraph (c)(1) of this provision] The offeror represents as part of its offer that it [_] is, [_] is not a 
veteran-owned small business concern. 


 
(3) Service-disabled veteran-owned small business concern. [Complete only if the offeror represented itself as a 


veteran-owned small business concern in paragraph (c)(2) of this provision] The offeror represents as part of 
its offer that it [_] is, [_] is not a service-disabled veteran-owned small business concern. 


 
(4) Small disadvantaged business concern. [Complete only if the offeror represented itself as a small business 


concern in paragraph (c)(1) of this provision] The offeror represents that it [_] is, [_] is not a small 
disadvantaged business concern as defined in 13 CFR 124.1002. 


 
(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 


concern in paragraph (c)(1) of this provision] The offeror represents that it [_] is, [_] is not a women-owned 
small business concern. 


 
(6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror represented itself as a 


women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represents that-- 







Page 32 of 50 


HSBP1017R0018 
 


 


 


(i) It [_] is, [_] is not a WOSB concern eligible under the WOSB Program, has provided all the required 
documents to the WOSB Repository, and no change in circumstances or adverse decisions have been 
issued that affects its eligibility; and 


 
(ii) It [_] is, [_] is not a joint venture that complies with the requirements of 13 CFR part 127, and the 


representation in paragraph (c)(6)(i) of this provision is accurate for each WOSB concern eligible under the 
WOSB Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB 
concern eligible under the WOSB Program and other small businesses that are participating in the joint 
venture: _.] Each WOSB concern eligible under the WOSB Program participating in the joint 
venture shall submit a separate signed copy of the WOSB representation. 


 
(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the offeror 


represented itself as a WOSB concern eligible under the WOSB Program in (c)(6) of this provision.] The 
offeror represents that-- 


 
(i) It [_] is, [_] is not an EDWOSB concern, has provided all the required documents to the WOSB Repository, 


and no change in circumstances or adverse decisions have been issued that affects its eligibility; and 
 


(ii) It [_] is, [_] is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB concern participating 
in the joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small 
businesses that are participating in the joint venture: _ . Each EDWOSB concern participating 
in the joint venture shall submit a separate signed copy of the EDWOSB representation. 


 
Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to exceed the simplified 


acquisition threshold 
 


(8) Women-owned business concern (other than small business concern). [Complete only if the offeror is a 
women-owned business concern and did not represent itself as a small business concern in paragraph (c)(1) 
of this provision] The offeror represents that it [_] is a women-owned business concern. 


 
(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business offerors may 


identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by 
offeror or first-tier subcontractors) amount to more than 50 percent of the contract price: 


 


  _ _   
 
 


(10) HUBZone small business concern [Complete only if the offeror represented itself as a small business concern 
in paragraph (c)(1) of this provision] The offeror represents, as part of its offer, that-- 


 
(i) It [_] is, [_] is not a HUBZone small business concern listed, on the date of this representation, on the List 


of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, and no 
material changes in ownership and control, principal office, or HUBZone employee percentage have 
occurred since it was certified in accordance with 13 CFR Part 126; and 


 
(ii) It [_] is, [_] is not a HUBZone joint venture that complies with the requirements of 13 CFR Part 126, and 


the representation in paragraph (c)(10)(i) of this provision is accurate for each HUBZone small business 
concern participating in the HUBZone joint venture. [The offeror shall enter the names of each of the 
HUBZone small business concerns participating in the HUBZone joint venture: _.] Each 
HUBZone small business concern participating in the HUBZone joint venture shall submit a separate 
signed copy of the HUBZone representation. 


 
(d) Representations required to implement provisions of Executive Order 11246-- 


 
(1) Previous contracts and compliance. The offeror represents that-- 


 
(i) It [_] has, [_] has not participated in a previous contract or subcontract subject to the Equal Opportunity 


clause of this solicitation; and 
 


(ii) It [_] has, [_] has not filed all required compliance reports. 
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(2) Affirmative Action Compliance. The offeror represents that-- 
 


(i) It [_] has developed and has on file, [_] has not developed and does not have on file, at each 
establishment, affirmative action programs required by rules and regulations of the Secretary of Labor (41 
CFR parts 60-1 and 60-2), or 


 
(ii) It [_] has not previously had contracts subject to the written affirmative action programs requirement of the 


rules and regulations of the Secretary of Labor. 
 


(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). (Applies only if the contract is 
expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge and belief 
that no Federal appropriated funds have been paid or will be paid to any person for influencing or attempting to 
influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress or an 
employee of a Member of Congress on his or her behalf in connection with the award of any resultant contract. If any 
registrants under the Lobbying Disclosure Act of 1995 have made a lobbying contact on behalf of the offeror with 
respect to this contract, the offeror shall complete and submit, with its offer, OMB Standard Form LLL, Disclosure of 
Lobbying Activities, to provide the name of the registrants. The offeror need not report regularly employed officers or 
employees of the offeror to whom payments of reasonable compensation were made. 


 
(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR) 52.225-1, Buy American-- 


Supplies, is included in this solicitation.) 
 


(1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this provision, is a 
domestic end product and that for other than COTS items, the offeror has considered components of unknown 
origin to have been mined, produced, or manufactured outside the United States. The offeror shall                
list as foreign end products those end products manufactured in the United States that do not qualify as 
domestic end products, i.e., an end product that is not a COTS item and does not meet the component test in 
paragraph (2) of the definition of “domestic end product.” The terms “commercially available off-the-shelf 
(COTS) item,” “component,” “domestic end product,” “end product,” “foreign end product,” and “United States” 
are defined in the clause of this solicitation entitled “Buy American--Supplies.” 


 
"United States" are defined in the clause of this solicitation entitled "Buy American--Supplies." 


 


(2) Foreign End Products:  


 Line Item No. Country of Origin 


   _   
  _   
  _   


  _   
  _   
  _   


 [List as necessary]  
 


 (3) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 


(g) (1) Buy American--Free Trade Agreements--Israeli Trade Act Certificate. (Applies only if the clause at FAR 
52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act, is included in this solicitation.) 


  (i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or (g)(1)(iii) of this 
provision, is a domestic end product and that for other than COTS items, the offeror has considered 
components of unknown origin to have been mined, produced, or manufactured outside the United States. 
The terms “Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end product,” “commercially available 
off-the-shelf (COTS) item,” “component,” “domestic end product,” “end product,” “foreign end product,” 
“Free Trade Agreement country,” “Free Trade Agreement country end product,” “Israeli end product,” and 
“United States” are defined in the clause of this solicitation entitled “Buy American--Free Trade 
Agreements--Israeli Trade Act.” 


 
(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other than 


Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products as defined 
in the clause of this solicitation entitled “Buy American--Free Trade Agreements--Israeli Trade Act”: 
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Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani, Panamanian, or 
Peruvian End Products) or Israeli End Products: 


 
Line Item No. Country of Origin 


 


  _  _   
  _  _   
  _  _   


 


[List as necessary] 
 


(iii) The offeror shall list those supplies that are foreign end products (other than those listed in paragraph 
(g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled "Buy American--Free Trade 
Agreements--Israeli Trade Act." The offeror shall list as other foreign end products those end products 
manufactured in the United States that do not qualify as domestic end products, i.e., an end product that is 
not a COTS item and does not meet the component test in paragraph (2) of the definition of “domestic end 
product.” 


 
Other Foreign End Products: 


 
Line Item No. Country of Origin 


 


  _  _   
  _  _   
  _  _   


 


[List as necessary] 
 


(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 
 


(2) Buy American--Free Trade Agreements--Israeli Trade Act Certificate, Alternate I. If Alternate I to the clause at 
FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) 
of the basic provision: 


 
(g) (1) (ii) The offeror certifies that the following supplies are Canadian end products as defined in the clause of this 
solicitation entitled "Buy American--Free Trade Agreements--Israeli Trade Act": 


Canadian End Products: 


Line Item No. 
  _   
  _   
  _   


 


(3) Buy American--Free Trade Agreements--Israeli Trade Act Certificate, Alternate II. If Alternate II to the clause 
at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph 
(g)(1)(ii) of the basic provision: 


 
(g) (1) (ii) The offeror certifies that the following supplies are Canadian end products or Israeli end products as 


defined in the clause of this solicitation entitled "Buy American--Free Trade Agreements--Israeli Trade 
Act": 


 
Canadian or Israeli End Products: 


 
Line Item No. Country of Origin 


 


  _   _   
  _   _   
  _   _   
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[List as necessary] 
 


(4) Buy American--Free Trade Agreements--Israeli Trade Act Certificate, Alternate III. If Alternate III to the clause 
at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph 
(g)(1)(ii) of the basic provision: 


 
(g) (1) (ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other 


than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled “Buy American--Free Trade Agreements-- 
Israeli Trade Act”: 


 
Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 
Panamanian, or Peruvian End Products) or Israeli End Products: 


 
Line Item No. Country of Origin 


 


  _   _   
  _   _   
  _   _   


 


[List as necessary] 
 


(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included in 
this solicitation.) 


 
(i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(ii) of this provision, is a 


U.S.-made or designated country end product, as defined in the clause of this solicitation entitled "Trade 
Agreements." 


 
(ii) The offeror shall list as other end products those end products that are not U.S.-made or designated 


country end products. 
 


Other End Products: 
 


Line Item No. Country of Origin 
  _   
  _   
  _   


  _   
  _   
  _   


 


[List as necessary] 
 


(iii) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. For 
line items covered by the WTO GPA, the Government will evaluate offers of U.S.-made or designated 
country end products without regard to the restrictions of the Buy American statute. The Government will 
consider for award only offers of U.S.-made or designated country end products unless the Contracting 
Officer determines that there are no offers for such products or that the offers for such products are 
insufficient to fulfill the requirements of the solicitation. 


 
(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the contract value is expected 


to exceed the simplified acquisition threshold.) The offeror certifies, to the best of its knowledge and belief, that the 
offeror and/or any of its principals-- 


 
(1) [_] Are, [_] are not presently debarred, suspended, proposed for debarment, or declared ineligible for the 


award of contracts by any Federal agency; 
 


(2) [_] Have, [_] have not, within a three-year period preceding this offer, been convicted of or had a civil 
judgment rendered against them for: commission of fraud or a criminal offense in connection with obtaining, 
attempting to obtain, or performing a Federal, state or local government contract or subcontract; violation of 
Federal or state antitrust statutes relating to the submission of offers; or commission of embezzlement, theft, 
forgery, bribery, falsification or destruction of records, making false statements, tax evasion, violating Federal 
criminal tax laws, or receiving stolen property; 
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(3) [_] Are, [_] are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 
with, commission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 


 
(4) [_] Have, [_] have not, within a three-year period preceding this offer, been notified of any delinquent Federal 


taxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
 


(i) Taxes are considered delinquent if both of the following criteria apply: 
 


(A) The tax liability is finally determined. The liability is finally determined if it has been assessed. A liability 
is not finally determined if there is a pending administrative or judicial challenge. In the case of a  
judicial challenge to the liability, the liability is not finally determined until all judicial appeal rights have 
been exhausted. 


 
(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 


pay the tax liability when full payment was due and required. A taxpayer is not delinquent in cases 
where enforced collection action is precluded. 


 
(ii) Examples. 


 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. 6212, which entitles the 


taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax because it 
is not a final tax liability. Should the taxpayer seek Tax Court review, this will not be a final tax liability 
until the taxpayer has exercised all judicial appeal rights. 


 
(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and the taxpayer 


has been issued a notice under I.R.C. 6320 entitling the taxpayer to request a hearing with the IRS 
Office of Appeals contesting the lien filing, and to further appeal to the Tax Court if the IRS determines 
to sustain the lien filing. In the course of the hearing, the taxpayer is entitled to contest the underlying 
tax liability because the taxpayer has had no prior opportunity to contest the liability. This is not a 
delinquent tax because it is not a final tax liability. Should the taxpayer seek tax court review, this will 
not be a final tax liability until the taxpayer has exercised all judicial appeal rights. 


 
(C) The taxpayer has entered into an installment agreement pursuant to I.R.C. 6159. The taxpayer is 


making timely payments and is in full compliance with the agreement terms. The taxpayer is not 
delinquent because the taxpayer is not currently required to make full payment. 


 
(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced 


collection action is stayed under 11 U.S.C. 362 (the Bankruptcy Code). 
 


(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126) [The Contracting 
Officer must list in paragraph (i)(1) any end products being acquired under this solicitation that are included in the List 
of Products Requiring Contractor Certification as to Forced or Indentured Child Labor, unless excluded at 22.1503(b)] 


 
(1) Listed end products. 


Listed End Product 


 
Listed Countries of Origin 


 
 


(2) Certification. [If the Contracting Officer has identified end products and countries of origin in paragraph (i)(1) 
of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(ii) by checking the appropriate block] 


 
[_] (i) The offeror will not supply any end product listed in paragraph (i)(1) of this provision that was mined, 


produced, or manufactured in the corresponding country as listed for that product. 
 


[_] (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision that was mined, 
produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that 
it has made a good faith effort to determine whether forced or indentured child labor was used to mine, 
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produce, or manufacture any such end product furnished under this contract. On the basis of those efforts, 
the offeror certifies that it is not aware of any such use of child labor. 


 
(j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of manufactured end 


products.) For statistical purposes only, the offeror shall indicate whether the place of manufacture of the end products 
it expects to provide in response to this solicitation is predominantly-- 


 
(1) [_] In the United States (Check this box if the total anticipated price of offered end products manufactured in 


the United States exceeds the total anticipated price of offered end products manufactured outside the United 
States); or 


 
(2) [_] Outside the United States. 


 
(k) Certificates regarding exemptions from the application of the Service Contract Labor Standards. (Certification by the 


offeror as to its compliance with respect to the contract also constitutes its certification as to compliance by its 
subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)(1) or (k)(2) applies.] 


 
[_] (1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-4(c)(1). The offeror 


[_] does [_] does not certify that-- 
 


(i) The items of equipment to be serviced under this contract are used regularly for other than Governmental 
purposes and are sold or traded by the offeror (or subcontractor in the case of an exempt subcontract) in 
substantial quantities to the general public in the course of normal business operations; 


 
(ii) The services will be furnished at prices which are, or are based on, established catalog or market prices (see 


FAR 22.1003-4(c)(2)(ii)) for the maintenance, calibration, or repair of such equipment; and 
 


(iii) The compensation (wage and fringe benefits) plan for all service employees performing work under the 
contract will be the same as that used for these employees and equivalent employees servicing the same 
equipment of commercial customers. 


 
[_] (2) Certain services as described in FAR 22.1003-4(d)(1). The offeror [_] does [_] does not certify that-- 


 
(i) The services under the contract are offered and sold regularly to non-Governmental customers, and are 


provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in 
substantial quantities in the course of normal business operations; 


 
(ii) The contract services will be furnished at prices that are, or are based on, established catalog or market 


prices (see FAR 22.1003-4(d)(2)(iii)); 
 


(iii) Each service employee who will perform the services under the contract will spend only a small portion of his 
or her time (a monthly average of less than 20 percent of the available hours on an annualized basis, or less 
than 20 percent of available hours during the contract period if the contract period is less than a month) 
servicing the Government contract; and 


 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 


contract is the same as that used for these employees and equivalent employees servicing commercial 
customers. 


 
(3) If paragraph (k)(1) or (k)(2) of this clause applies-- 


 
(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the Contracting Officer did not 


attach a Service Contract Labor Standards wage determination to the solicitation, the offeror shall notify the 
Contracting Officer as soon as possible; and 


 
(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the certification in 


paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting Officer as required in paragraph (k)(3)(i) 
of this clause. 
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(l) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the offeror is required to 
provide this information to the SAM database to be eligible for award.) 


 
(1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of this provision to comply 


with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26 U.S.C. 
6041, 6041A, and 6050M, and implementing regulations issued by the Internal Revenue Service (IRS). 


 
(2) The TIN may be used by the Government to collect and report on any delinquent amounts arising out of the 


offeror’s relationship with the Government (31 U.S.C. 7701(C)(3)). If the resulting contract is subject to the 
payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with 
IRS records to verify the accuracy of the offeror’s TIN. 


 
(3) Taxpayer Identification Number (TIN). 


 
[_] TIN: _ . 


[_] TIN has been applied for. 


[_] TIN is not required because: 
 


[_] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income 
effectively connected with the conduct of a trade or business in the United States and does not have 
an office or place of business or a fiscal paying agent in the United States; 


 
[_] Offeror is an agency or instrumentality of a foreign government; 


 
[_] Offeror is an agency or instrumentality of the Federal Government. 


 
(4) Type of organization. 


 
[_] Sole proprietorship; 


[_] Partnership; 


[_] Corporate entity (not tax-exempt); 


[_] Corporate entity (tax-exempt); 


[_] Government entity (Federal, State, or local); 


[_] Foreign government; 


[_] International organization per 26 CFR 1.6049-4; 


[_] Other . 


(5) Common parent. 
 


[_] Offeror is not owned or controlled by a common parent; 


[_] Name and TIN of common parent: 


Name  _. 


TIN _  . 


(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does not 
conduct any restricted business operations in Sudan. 


 
(n) Prohibition on Contracting with Inverted Domestic Corporations-- (1) Government agencies are not permitted to use 


appropriated (or otherwise made available) funds for contracts with either an inverted domestic corporation, or a 
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subsidiary of an inverted domestic corporation, unless the exception at 9.108-2(b) applies or the requirement is waived 
in accordance with the procedures at 9.108-4. 


 
(2) Representation. The offeror represents that-- 


 
(i) It  is,  is not an inverted domestic corporation; and 


 
(ii) It  is,  is not a subsidiary of an inverted domestic corporation. 


 
(o) Prohibition on contracting with entities engaging in certain activities or transactions relating to Iran. (1) The offeror shall 


email questions concerning sensitive technology to the Department of State at CISADA106@state.gov. 
 


(2) Representation and certifications. Unless a waiver is granted or an exception applies as provided in 
paragraph (o)(3) of this provision, by submission of its offer, the offeror-- 


 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive technology to 


the government of Iran or any entities or individuals owned or controlled by, or acting on behalf or at the 
direction of, the government of Iran; 


 
(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any activities for 


which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 
 


(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly engage in any 
transaction that exceeds $3,500 with Iran's Revolutionary Guard Corps or any of its officials, agents, or affiliates, 
the property and interests in property of which are blocked pursuant to the International Emergency Economic 
Powers Act (50 U.S.C. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons List at 
http://www.treasury.gov/ofac/downloads/t11sdn.pdf). 


 
(3) The representation and certification requirements of paragraph (o)(2) of this provision do not apply if-- 


 
(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a comparable agency provision); 


and 
 


(ii) The offeror has certified that all the offered products to be supplied are designated country end products. 
 
(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to be registered in SAM or a 


requirement to have a unique entity identifier in the solicitation. 
 


(1) The Offeror represents that it [_] has or [_] does not have an immediate owner. If the Offeror has more than 
one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if 
applicable, paragraph (3) of this provision for each participant in the joint venture. 


 
(2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the following information: 


Immediate owner CAGE code: _ _ . 


Immediate owner legal name: _. 


(Do not use a “doing business as” name) 


Is the immediate owner owned or controlled by another entity: [_] Yes or [_] No. 
 


(3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that the immediate owner is 
owned or controlled by another entity, then enter the following information: 


 
Highest-level owner CAGE code: _ . 


Highest-level owner legal name: . 


(Do not use a “doing business as” name) 
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(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under any Federal Law. 
 


(1) As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing Appropriations 
Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in subsequent appropriations acts, The 
Government will not enter into a contract with any corporation that – 


 
(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies 


have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an agreement 
with the authority responsible for collecting the tax liability, where the awarding agency is aware of the unpaid 
tax liability, unless an agency has considered suspension or debarment of the corporation and made a 
determination that suspension or debarment is not necessary to protect the interests of the Government; or 


 
(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, where the 


awarding agency is aware of the conviction, unless an agency has considered suspension or debarment of the 
corporation and made a determination that this action is not necessary to protect the interests of the 
Government. 


 
(2) The Offeror represents that-- 


 
(i) It is [ ] is not [ ] a corporation that has any unpaid Federal tax liability that has been assessed, for which all 


judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely 
manner pursuant to an agreement with the authority responsible for collecting the tax liability; and 


 
(ii) It is [ ] is not [ ] a corporation that was convicted of a felony criminal violation under a Federal law within the 


preceding 24 months. 
 


(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204–16, Commercial and 
Government Entity Code Reporting.) 


 
(1) The Offeror represents that it [_] is or [_] is not a successor to a predecessor that held a Federal contract or 


grant within the last three years. 
 


(2) If the Offeror has indicated ‘‘is’’ in paragraph (r)(1) of this provision, enter the following information for all 
predecessors that held a Federal contract or grant within the last three years (if more than one predecessor, 
list in reverse chronological order): 


Predecessor CAGE code:  _ (or mark ‘‘Unknown’’). 


Predecessor legal name: _      
(Do not use a ‘‘doing business as’’ name). 


 
(s) Representation regarding compliance with labor laws (Executive Order 13673). If the offeror is a joint venture that is 


not itself a separate legal entity, each concern participating in the joint venture shall separately comply with the 
requirements of this provision. 


 
(1)(i) For solicitations issued on or after October 25, 2016 through April 24, 2017: The Offeror [_] does [_] does not 


anticipate submitting an offer with an estimated contract value of greater than $50 million. 
 


(ii) For solicitations issued after April 24, 2017: The Offeror [_] does [_] does not anticipate submitting an offer with 
an estimated contract value of greater than $500,000. 


 
(2) If the Offeror checked “does'' in paragraph (s)(1)(i) or (ii) of this provision, the Offeror represents to the best of 


the Offeror's knowledge and belief [Offeror to check appropriate block]: 
 


[_] (i) There has been no administrative merits determination, arbitral award or decision, or civil judgment for 
any labor law violation(s) rendered against the offeror (see definitions in paragraph (a) of this section) 
during the period beginning on October 25, 2015 to the date of the offer, or for three years preceding the 
date of the offer, whichever period is shorter; or 
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[_]  (ii) There has been an administrative merits determination, arbitral award or decision, or civil judgment for any 
labor law violation(s) rendered against the Offeror during the period beginning on October 25, 2015 to the 
date of the offer, or for three years preceding the date of the offer, whichever period is shorter. 


 
(3)(i) If the box at paragraph (s)(2)(ii) of this provision is checked and the Contracting Officer has initiated a 


responsibility determination and has requested additional information, the Offeror shall provide— 
 


(A) The following information for each disclosed labor law decision in the System for Award Management 
(SAM) at www.sam.gov, unless the information is already current, accurate, and complete in SAM. 
This information will be publicly available in the Federal Awardee Performance and Integrity 
Information System (FAPIIS): 


 
(1) The labor law violated. 


 
(2) The case number, inspection number, charge number, docket number, or other unique 


identification number. 
 


(3) The date rendered. 
 


(4) The name of the court, arbitrator(s), agency, board, or commission that rendered the determination 
or decision; 


 
(B) The administrative merits determination, arbitral award or decision, or civil judgment document, to the 


Contracting Officer, if the Contracting Officer requires it; 
 


(C) In SAM, such additional information as the Offeror deems necessary to demonstrate its responsibility, 
including mitigating factors and remedial measures such as offeror actions taken to address the 
violations, labor compliance agreements, and other steps taken to achieve compliance with labor laws. 
Offerors may provide explanatory text and upload documents. This information will not be made public 
unless the contractor determines that it wants the information to be made public; and 


 
(D) The information in paragraphs (s)(3)(i)(A) and (s)(3)(i)(C) of this provision to the Contracting Officer, if 


the Offeror meets an exception to SAM registration (see FAR 4.1102(a)). 
 


(ii) (A) The Contracting Officer will consider all information provided under (s)(3)(i) of this provision as part of 
making a responsibility determination. 


 
(B) A representation that any labor law decision(s) were rendered against the Offeror will not necessarily 


result in withholding of an award under this solicitation. Failure of the Offeror to furnish a 
representation or provide such additional information as requested by the Contracting Officer may 
render the Offeror nonresponsible. 


 
(C) The representation in paragraph (s)(2) of this provision is a material representation of fact upon which 


reliance was placed when making award. If it is later determined that the Offeror knowingly rendered 
an erroneous representation, in addition to other remedies available to the Government, the 
Contracting Officer may terminate the contract resulting from this solicitation in accordance with the 
procedures set forth in FAR 12.403. 


 
(4) The Offeror shall provide immediate written notice to the Contracting Officer if at any time prior to contract 


award the Offeror learns that its representation at paragraph (s)(2) of this provision is no longer accurate. 
 


(5) The representation in paragraph (s)(2) of this provision will be public information in the Federal Awardee 
Performance and Integrity Information System (FAPIIS). 


 
Note to paragraph (s): By a court order issued on October 24, 2016, this paragraph (s) is enjoined 
indefinitely as of the date of the order. The enjoined paragraph will become effective immediately if the court 
terminates the injunction. At that time, GSA, DoD and NASA will publish a document in the Federal Register 
advising the public of the termination of the injunction. 


 
(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all solicitations that require offerors 


to register in SAM (52.212–1(k)). 
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(1) This representation shall be completed if the Offeror received $7.5 million or more in contract awards in the 
prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 million in Federal 
contract awards in the prior Federal fiscal year. 


 
(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 


 
(i) The Offeror (itself or through its immediate owner or highest-level owner) [_] does, [_] does not publicly 


disclose greenhouse gas emissions, i.e., makes available on a publicly accessible Web site the results of 
a greenhouse gas inventory, performed in accordance with an accounting standard with publicly available 
and consistently applied criteria, such as the Greenhouse Gas Protocol Corporate Standard. 


 
(ii) The Offeror (itself or through its immediate owner or highest-level owner) [_] does, [_] does not publicly 


disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publicly 
accessible Web site a target to reduce absolute emissions or emissions intensity by a specific quantity 
or percentage. 


 
(iii) A publicly accessible Web site includes the Offeror’s own Web site or a recognized, third-party 


greenhouse gas emissions reporting program. 
 


 (3) If the Offeror checked ‘‘does’’ in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, respectively, the Offeror shall 
provide the publicly accessible Web site(s) where greenhouse gas emissions and/or reduction goals are 
reported: _ _ 


(u) (1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further Continuing 
Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts 
(and as extended in continuing resolutions), Government agencies are not permitted to use appropriated (or 
otherwise made available) funds for contracts with an entity that requires employees or subcontractors of 
such entity seeking to report waste, fraud, or abuse to sign internal confidentiality agreements or statements 
prohibiting or otherwise restricting such employees or subcontractors from lawfully reporting such waste, 
fraud, or abuse to a designated investigative or law enforcement representative of a Federal department or 
agency authorized to receive such information. 


 (2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements applicable to Standard 
Form 312 (Classified Information Nondisclosure Agreement), Form 4414 (Sensitive Compartmented 
Information Nondisclosure Agreement), or any other form issued by a Federal department or agency 
governing the nondisclosure of classified information. 


 (3) Representation. By submission of its offer, the Offeror represents that it will not require its employees or 
subcontractors to sign or comply with internal confidentiality agreements or statements prohibiting or 
otherwise restricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related 
to the performance of a Government contract to a designated investigative or law enforcement representative 
of a Federal department or agency authorized to receive such information (e.g., agency Office of the  
Inspector General). 


 


(End of provision) 
 


III.11 52.216-1 TYPE OF CONTRACT (APR 1984) 
 


The Government contemplates award of an indefinite delivery, indefinite quantity contract resulting from this solicitation. 
 


(End of provision) 
 


III.12 52.225-18 PLACE OF MANUFACTURE (JAN 2015) 
 
(a) (a) Definitions. As used in this clause— 


 “Manufactured end product” means any end product in product and service codes (PSCs) 1000-9999, except— 
 
(1) FPSC 5510, Lumber and Related Basic Wood Materials; 


 
(2) Product or Service Group (PSG) 87, Agricultural Supplies; 
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(3) PSG 88, Live Animals; 


 
(4) PSG 89, Subsistence; 


 
 


(5) PSC 9410, Crude Grades of Plant Materials; 
 


(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 
 


(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products; 
 


(8) PSC 9610, Ores; 
 


(9) PSC 9620, Minerals, Natural and Synthetic; and 
 


(10) PSC 9630, Additive Metal Materials. 
 


“Place of manufacture” means the place where an end product is assembled out of components, or otherwise made or 
processed from raw materials into the finished product that is to be provided to the Government. If a product is 
disassembled and reassembled, the place of reassembly is not the place of manufacture. 
 
(b) For statistical purposes only, the offeror shall indicate whether the place of manufacture of the end products it 
expects to provide in response to this solicitation is predominantly— 
 
(1) [_] In the United States (Check this box if the total anticipated price of offered end products manufactured in the 
United States exceeds the total anticipated price of offered end products manufactured outside the United States); or  
 
(2) [_] Outside the United States. 


 (End of provision) 
 
III.13 52.225-25 PROHIBITION ON CONTRACTING WITH ENTITIES ENGAGING IN CERTAIN ACTIVITIES OR 


TRANSACTIONS RELATING TO IRAN--REPRESENTATION AND CERTIFICATIONS (OCT 2015) 
 
(a) Definitions. As used in this provision-- 


“Person”-- 


(1) Means-- 
 


(i) A natural person; 
 


(ii) A corporation, business association, partnership, society, trust, financial institution, insurer, underwriter, 
guarantor, and any other business organization, any other nongovernmental entity, organization, or group, 
and any governmental entity operating as a business enterprise; and 


 
(iii) Any successor to any entity described in paragraph (1)(ii) of this definition; and 


 
(2) Does not include a government or governmental entity that is not operating as a business enterprise. 


“Sensitive technology”-- 


(1) Means hardware, software, telecommunications equipment, or any other technology that is to be used 
specifically-- 


 
(i) To restrict the free flow of unbiased information in Iran; or 


 
(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 
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(2) Does not include information or informational materials the export of which the President does not have the 
authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 U.S.C. 1702(b)(3)). 


 
(b) The offeror shall email questions concerning sensitive technology to the Department of State at 


CISADA106@state.gov. 
 


(c) Except as provided in paragraph (d) of this provision or if a waiver has been granted in accordance with 25.703-4, by 
submission of its offer, the offeror-- 


 
(1) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive technology to the 


government of Iran or any entities or individuals owned or controlled by, or acting on behalf or at the direction of, 
the government of Iran; 


 
(2) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any activities for 


which sanctions may be imposed under section 5 of the Iran Sanctions Act. These sanctioned activities are in the 
areas of development of the petroleum resources of Iran, production of refined petroleum products in Iran, sale and 
provision of refined petroleum products to Iran, and contributing to Iran's ability to acquire or develop certain 
weapons or technologies; and 


 
(3) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly engage in any 


transaction that exceeds $3,500 with Iran's Revolutionary Guard Corps or any of its officials, agents, or affiliates, 
the property and interests in property of which are blocked pursuant to the International Emergency Economic 
Powers Act (50 U.S.C. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons List at 
http://www.treasury.gov/ofac/downloads/t11sdn.pdf). 


 
(d) Exception for trade agreements. The representation requirement of paragraph (c)(1) and the certification requirements 


of paragraphs (c)(2) and (c)(3) of this provision do not apply if-- 
 


(1) This solicitation includes a trade agreements notice or certification (e.g., 52.225-4, 52.225-6, 52.225-12, 52.225-24, 
or comparable agency provision); and 


 
(2) The offeror has certified that all the offered products to be supplied are designated country end products or 


designated country construction material. 
 


(End of provision) 
 


III.14 52.203-98 PROHIBITION ON CONTRACTING WITH ENTITIES THAT REQUIRE CERTAIN INTERNAL 
CONFIDENTIALITY AGREEMENTS - REPRESENTATION (JUL 2016) (DEVIATION) 


 
(a) In accordance with Section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 


2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing 
resolutions), Government agencies are not permitted to use funds appropriated (or otherwise made available) for 
contracts with an entity that requires employees or subcontractors of such entity seeking to report waste, fraud, or 
abuse to sign internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or 
subcontractors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement 
representative of a Federal department or agency authorized to receive such information. 


 
(b) The prohibition in paragraph (a) of this provision does not contravene requirements applicable to Standard Form 312, 


(Classified Information Nondisclosure Agreement), Form 4414 (Sensitive Compartmented Information Nondisclosure 
Agreement), or any other form issued by a Federal department or agency governing the nondisclosure of classified 
information. 


 
(c) Representation. By submission of its offer, the Offeror represents that it will not require its employees or 


subcontractors to sign or comply with internal confidentiality agreements or statements prohibiting or otherwise 
restricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the execution of 
a Government contract to a designated investigative or law enforcement representative of a Federal department or 
agency authorized to receive such information (e.g., agency Office of the Inspector General). 


 
(End of provision) 
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• Q&A (30 minutes) – The Government will caucus for up to 15 minutes to identify any clarifications 
it may require to understand the presentation, and the offeror will have 15 minutes to answer 
those clarification questions. This period will not constitute discussions. 


 
Guidelines for the oral presentation 


 
• The offeror shall submit presenter names and proposed roles of the individuals in this 


procurement to the specified Government Point of Contact (POC) at least 24 hours in advance of 
the oral presentation (Government will provide POC during presentation scheduling). The 
presentation team shall be knowledgeable and well versed in all aspects of the Offeror’s proposed 
solution and be able to address all presented material independently of other sources. During the 
oral presentation (including the Preparation period), the presentation team may not reach back to 
any other personnel for assistance. 


• Presenters may bring hard copy reference materials for their own use and for visual aid purposes. 
• There will be no capability to photocopy at the oral presentation. 
• The Government will provide a conference room and a table of sufficient size to accommodate the 


Offeror’s three (3) personnel. 
• The Government will provide a whiteboard, a paper flipchart pad, and markers. 
• The Offeror’s presenters shall not ask questions of the Government evaluators, except for 


purposes of clarifying a question from the Government. There shall be no sidebar interactions 
between Offeror and Government personnel. 


• The Offeror shall not make any statement that contradicts or changes any text in its written 
submission(s). In answer to any clarification question the Government might ask, the Offeror shall 
not make any statement that contradicts or changes anything it previously said. 


• After the oral presentation and capability demonstration, the Government will erase the 
whiteboard and will destroy the flipchart sheets. 


• The Government reserves the right to video or audio record the oral presentations. 
 


Participation in Phase 1A is a mandatory part of this acquisition. Failure to participate in Phase 1A will 
preclude further consideration of the offeror’s proposal. Phase 1A submissions will not be accepted from 
any Offeror who has not completed Phase 1, RFP Response. 


 
Phase 1B – Performance Evaluation 
After the offeror’s oral presentation and capability demonstration, but starting no later than the next 
business day, the Government will conduct a Performance Evaluation of the offered Density Meter 
device at CBP’s test facility, covering the Inspection requirement in Section 3.2.1 of the SOW (see 
evaluation Factor 1--Technical Performance and Approach below). For this phase, vendors must bring an 
operational device of the exact type or types proposed for evaluation and provide the shipping return 
address for the device. The device will be shipped to the specified address at the end of the performance 
evaluation. The evaluation will consist of one hundred fifty (150) scans to evaluate the offered device’s 
performance on several factors. 
 
The Government will conduct three trials of the offered device: one at the threshold inspection level, one 
at the threshold penetration level with a faster inspection rate, and one at a higher, objective level. The 
results of the trials will be considered in evaluation Factor 1—Technical Performance and Approach. The 
Performance Evaluation does not replace or otherwise remove the requirement for the device to pass 
Acceptance Testing following contract award in accordance with the processes and procedures outlined 
in Section 3.6 of the SOW. 
 
Although government personnel will conduct the evaluation tasks, vendors shall ensure that one of their 
presenters can instruct the government test personnel on the operation of their offered device along with 
providing the operator’s manual. 
 
The Performance Evaluation test plan is attached to this solicitation. 
 
Participation in Phase 1B is a mandatory part of this acquisition. Failure to participate in Phase 1B will 
preclude further consideration of the offeror’s proposal. Phase 1B submissions will not be accepted from 
any Offeror who has not completed Phase 1A. 
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Advisory Letter 
Approximately one week after the conclusion of Phase 1 (including Phases 1A and 1B), each vendor 
will receive an advisory notification. The advisory notification will inform the offeror either that it is likely 
or unlikely to be a viable competitor based on the Government’s findings in Phases 1, 1A and 1B. The 
intent of this notice is to minimize proposal development costs for those vendors less likely to receive 
an award. Notwithstanding the information provided by the Government in response to Phase 1, 1A 
and 1B submissions, all offerors that have completed all preceding steps may participate in Phase 2. 
The advisory letter is the only notice the Government will provide after Phases 1, 1A, and 1B; 
debriefings will not occur at the end of Phase 1.   


 
Phase 2 – Management and Business Volume 
In this phase, vendors will submit written proposals as part of the management volume covering the 
requirements in evaluation factors two and three, below. The business volume covering the 
requirements in evaluation factor four, below, shall be submitted separately from the management 
volume. These proposals will be due two weeks after the advisory notifications have been sent. 


 
II. Evaluation Factors 


 
Three non-price factors and the price factor comprise the evaluation criteria in this procurement. Non-price 
factors will be rated using the adjectival scale below. Vendors must meet or exceed all of the technical 
factors to be considered for award. 


 
The Technical Evaluation Team and Business Evaluator will use these factors when conducting proposal 
analysis. 


 
For evaluation factor 1, the Government will consider the offeror’s proposed approaches and results of 
the performance evaluation to arrive at a confidence rating of the offeror’s technical performance and 
approach to meeting the procurement’s objectives.  For evaluation factors 2 and 3, the Government 
will consider the offeror’s proposed approaches to arrive at a confidence assessment of the offeror’s 
likelihood of successfully performing the work and meeting the procurement’s objectives.  


 
The non-price factors below are listed in order of importance. The non-price factors, when 
combined, are significantly more important than the price factor. The importance of price will 
increase as offerors are considered more essentially equal in terms of the non-price factors. 


 
 


Factor 1 – Technical Performance and Approach 
This factor will be addressed during Phase 1, at the oral presentation and capability demonstration for 
Phase 1A and at the performance evaluation for Phase 1B. The indicators below (listed in order of 
appearance in the SOW) must be addressed during the oral presentation and capability 
demonstration. The indicators marked with an asterisk (*) are the minimum demonstration 
requirements. 


 
2.1 Inspection (Requirement 3.2.1) 
2.2 Display (Requirement 3.2.2) * 
2.3 Sample Rate (Requirement 3.2.3) 
2.4 Radiation (Requirement 3.2.4.a – b) * 
2.5 Radiation (Requirement 3.2.4.c – e) 
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2.6 Dimensions (Requirement 3.2.5) * 
2.7 Weight (Requirement 3.2.6) * 
2.8 Calibration (Requirement 3.2.7.b) * 
2.9 Calibration (Requirement 3.2.7.a, c – d) 
2.10 Operation Modes (Requirement 3.2.8) * 
2.11 Power (Requirement 3.2.9 (battery replacement)) * 
2.12 Power (Requirement 3.2.9) 
2.13 Hardening (Requirement 3.2.10) 
2.14 Ingress Protection (Requirement 3.2.11) 
2.15 Environment (Requirement 3.2.12) 
2.16 Holster (Requirement 3.2.13) 
2.17 Safety Lanyard (Requirement 3.2.14) 
2.15 Associated Equipment and Accessories (3.3, including subparts a – f) †* 


 
† Note: Test fixture description is included in the Acceptance Test Plan that is submitted as part of Phase 
2 and is evaluated as part of factor 2. 


 
Factor 2 – Management Approach 


This factor will be addressed in the written proposal. 
3.1 Project Management Plan, including schedule, Training Management Plan, and Quality 


Assurance Plan (SOW Sections 3.4, DIDs A001, A007, and A012) 
3.2 Production Capability and conformity to other SOW requirements, including Hazardous Materials, 


Testing, Shipping, Reliability, Warranty, Training, Technical Documentation, Maintenance, and 
On-Demand Services (SOW Sections 3.5 – 4.5, and DIDs A004, A009, A013, A017 and A020). 


 
Factor 3 – Past Performance 
The vendor should provide three examples of past work of similar size and scope. The work should be 
ongoing or have been completed within three years from the release date of this solicitation.  The 
attached past performance questionnaire should be provided to the organization that received the 
service or product described in the examples. 


 
The past performance evaluators may also consider any data available in federal procurement databases 
such as the Contractor Performance Assessment Reporting System (CPARS), Federal Awardee 
Performance and Integrity Information System (FAPIIS) or the Past Performance Information Retrieval 
System (PPIRS), as well as any other available sources. 


 
If the offeror proposes a teaming arrangement, past performance should include prior teaming 
arrangements, if any, especially with the proposed teaming partners. 
Of particular interest, and in descending order of importance, evaluators will examine: 


• Mission Requirements/Quality: The offeror’s ability to meet the customer’s mission 
requirements including performance, conformance/adherence, and quality standards. 


 
• Schedule Performance: The offeror’s timeliness in the completion of contracts, task orders, 


milestones, delivery schedules, and responses to maintenance requests; and the extent to 
which the offeror delivered on time. 


 
• Program Management: The offeror’s ability to manage projects overall including contracting 


resources, delivery orders and management of key subcontracts, if applicable. 
 


Evaluation of an offeror without a record of relevant past performance or for whom information on past 
performance is not available will be rated neither favorable nor unfavorable (neutral). 


 
Factor 4 – Total Price to the Government 
This is the total lifecycle price of the contract to the Government. The Government will evaluate offerors 
for price reasonableness based on the sum of all estimated purchases throughout the prospective 
ordering period. The same estimated purchases will be used for all offerors. 


 
For evaluation purposes only, the estimated purchases will consist of five (5) orders, with one order for 
each consecutive twelve (12) month period of the ordering period. These orders will include density 
meters, training, repair costs and replacement parts. 
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Additional Information: 
 


The offeror must respond to all of the requirements of the solicitation and must include all information 
specifically required in all sections of the solicitation to be considered for award. 


 
Award of a contract may not be made to the offeror unless an agreement can be secured for all terms and 
conditions. 


 
Award can only be made to an offeror: 


a) Whose proposal is technically acceptable and represents best value; 
b) Whose price is determined reasonable; and 
c) Who is considered to be responsible within the meaning of FAR Part 9. 


 
The Government intends to award without discussions (although it reserves the right to conduct 
discussions). Therefore, the submitted proposal should represent the vendor’s best offer. 


 
III. SUBMISSION REQUIREMENTS BY PHASE 


 
Phase 1 RFP Response 
The Phase 1 RFP response is due by the close of the RFP. It should include the following: 
 
Subpart 1 – Transmittal Letter 
The first portion of the response shall include a letter that formally transmits the proposal and states 
generally how the offeror meets the solicitation specifications. 
 
Subpart 2 – Signed RFP 
The vendor must sign and return one copy of the RFP cover page and any subsequently issued 
amendments. This subpart must also include any required certifications (such as the Buy American 
Certificate or Trade Agreements Certificate, if applicable). 
 
There is no overall page limit to the response, but the transmittal letter shall not exceed two pages. 


 
Phase 1A and 1B 
Vendors have no other written submission requirement except to provide a copy of any documents used 
during the presentation (such as copies of presentation slides) and an Operator’s Manual for the 
performance evaluation. These are due at the conclusion of the oral presentation and capability 
demonstration. The Government may also record the oral presentation. 


 
Phase 2 – Management Volume 
This volume shall consist of the sections described below. NO PRICING DATA SHALL BE SUBMITTED 
IN THIS VOLUME. A ll material submitted must be directly pertinent to the requirements of this 
solicitation. Extraneous narratives, brochures, “PR” material, and the like, shall not be submitted. 


 


Subpart 1 – Management Approach 
Describe how the project will be managed and executed, including the data item descriptions (DIDs) 
requirements included as part of the proposal. Vendors should cover the items listed under evaluation 
factor 2, above. 


 
Subpart 2 – Past Performance Information 
The vendors should provide up to three examples of similar past work (i.e., contracts of similar scope and 
degree). These examples should correspond to the work evaluated by the past performance 
questionnaires.  The work should be currently ongoing or have been completed in the last three years 
(from the release date of this RFP). Examples should include a brief summary of the work performed, 
and a point of contact at the agency or entity that received the supplies/service and that can assess the 
performance. Examples of resolving project challenges with the customer should also be included, if 
applicable.   
 
This volume should not exceed fifteen (15) pages, but that does not include the DID attachments.   
 
To be considered, Past Performance Questionnaires must be received from the organization that received 
the service or product by the due date of Phase 2 submissions. 
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Phase 2 - Business Volume 
This volume shall consist of the sections described below. 


 
Subpart 1 – Pricing 
Vendors must provide prices for all items as described in the SCHEDULE OF SUPPLIES/SERVICES. If a 
vendor fails to provide a price for all items, the proposal may be deemed incomplete and rejected at the 
contracting officer’s discretion. 


 
Subpart 2 – Small Business Subcontracting Plan 
In this section the vendor should place its subcontract plan, prepared in accordance with FAR 52.219-9 
Alt II. Failure to include a plan may render a vendor ineligible for award. Small Businesses are exempt 
from this requirement. 


 
The Business volume has no page limit, but information not related to pricing or the subcontracting plan 
will be ignored. 


 
The Phase 1 submission (RFP Response) must be received by the closing date of the RFP. 
Electronic submissions are encouraged. If Phase 2 is sent electronically, please ensure that each 
volume is a separate file. Please submit electronic files as Adobe Acrobat (.PDF) or Microsoft 
Word files (.DOC, .DOCX, or .RTF).  Please note there is a 10MB size limit on individual e-mails. 


 
 


Send proposals to: 
 


Customs and Border Protection 
6650 Telecom Drive 
Indianapolis, IN 46278 
Attn: Nathan Briggs 
E-mail: nathan.p.briggs@cbp.dhs.gov 
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Density Meter Performance Evaluation Test Plan 
 
Introduction  
To assist with the Density Meter procurement, a performance evaluation will be conducted as part of 
the selection criteria with emphasis on inspection rate and accuracy.  The test results do not replace any 
DID or SOW requirement; it is still the vendor’s responsibility to ensure the Acceptance Test Plan (ATP) 
verifies the density meter meets all SOW requirements upon contract award. This plan may be modified 
to adapt to any changes or unforeseen circumstances, however, the objective of the test will remain 
unchanged. 


Objective 
Verify the System Under Test (SUT) has a high probability of meeting SOW requirements. 


 
Test Material 


• Blocking plates - shall be of carbon steel of one of the following designations (C1008, C1018, 
C45, A36) and be 6mm and 8mm thick. 


• Contraband Simulate – Cocaine simulate, see Table 1. 


 


Table 1. Contraband simulate information 


 
Implementation 
Three test scenarios will be used to demonstrate the SUT’s capabilities. The first scenario, Figure 1, 
demonstrates the SUT can successfully inspect an area without a change in density, i.e. no false 
positives. The second and third scenarios, Figure 2, will demonstrate the SUT’s ability to detect a change 
in density, i.e. increase and decrease in density at a specified inspection rate1.  
 
Each device will be tested at two different thicknesses of steel (6 mm and 8 mm) while maintaining an 
inspection rate2 of 2”/sec or 4”/sec, see Tables 2 & 3 for scoring criteria.  Each device will undergo three 
trials, with fifty samples taken for each trial, totaling 150 samples for a complete test.  Using Equation 1, 
the accuracy will be calculated for each trial.  
  


                                                           
1 Accuracy of Density Meters will maintain or increase as inspection rate decreases. 
2 The inspection rate will vary; however, most samples obtained at the specified inspection rate (2”/sec or 4”/sec). 


True 
Composition


Simulate 
Composition Simulate formula / notes


Cocaine 6.5 wt% H 5.4 wt% H 18.4 wt% polyvinylchloride
C17H22O4NCl 60.1 wt% C 61.9 wt% C 8.8 wt% urea
Density* = 0.75 g/cc 4.1 wt% N 4.1 wt% N 72.8 wt% cinnamic acid


18.8 wt% O 18.1 wt% O
10.4 wt% Cl 10.4 wt% Cl


* Average density; density of real cocaine depends on how it is packaged. Expected densities are in the range of 0.5 to 1.1 g/cc.


Drug
Simulant density is between 0.6 g/cc & 0.83 g/cc & has the approximate 
dimensions of 6" x 6" x 2".
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Inspection Rate Correct Result Pass/Fail/Rescan Count sample 
< 1.50 in/sec Yes Rescan No 
> 1.50 in/sec Yes Pass Yes 
< 2.25 in/sec No Fail Yes 
> 2.25 in/sec No Rescan No 


Table 2: Inspection rate scoring criteria for 2”/sec inspection rate 


 


Inspection Rate Correct Result Pass/Fail/Rescan Count sample 
< 3.50 in/sec Yes Rescan No 
> 3.50 in/sec Yes Pass Yes 
< 4.25 in/sec No Fail Yes 
> 4.25 in/sec No Rescan No 


Table 3: Inspection rate scoring criteria for 4”/sec inspection rate 


 


𝐴𝐴𝐴𝐴𝐴𝐴 =  
∑𝑇𝑇𝑇𝑇 + ∑𝑇𝑇𝑇𝑇


∑𝑇𝑇𝑇𝑇 + ∑𝑇𝑇𝑇𝑇 + ∑𝐹𝐹𝑇𝑇 + ∑𝐹𝐹𝑇𝑇
 


Equation 1. Accuracy 


 
Accuracy (ACC) = The degree to which the indications of a change in density are correct. 
True Positive (TP) = Indication of a change in density when there is one. 
True Negative (TN) = No indication of a change in density when there is not one. 
False Positive (FP) = Indication of change in density when there is none, “false alarm”. 
False Negative (FN) = No indication of a change in density when there is one; does not alarm over 
change in density. 
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Appendix A   Density Meter Qualification Test Scenarios 
 
 


 
Figure 1. False positive test scenario 


 


 
 


Figure 2. Change in density detection test scenario (increase and decrease) 


 


 


Blocking Material


<--------------------------------------------------28"------------------------------------------------->


Position 1 Position 2


Blocking Material
Contraband Simulant 


(Organic)


Position 1 Position 2


<--------------------------------------------------28"------------------------------------------------->


Position 3
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Appendix B   Density Meter Qualification Test Procedure 
Trial 1. Threshold Inspection Level 


 
Trial 2. Threshold penetration level with a faster inspection rate (above Threshold Inspection Level) 


 
Trial 3. Objective Inspection Level 


 


1 Place 6 mm of steel on test fixture
1.1 Baseline the System Under Test (SUT) at position 1 <= 4 seconds


1.2
Start stopwatch and move the SUT, at an inspection rate 
greater than 2"/sec, to position 2 and return to position 1


No Alarm


1.3 Stop stopwatch at postion 1 <= 28 seconds


2 Place contraband simulant under steel
2.1 Baseline the SUT at position 1 <= 4 seconds


2.2
Start stopwatch & move SUT, at an inspection rate greater than 
2"/sec, to position 2


SUT alarms over contraband simulant


2.3 Stop stopwatch at postion 2 <= 14 seconds


3 Baseline the SUT at Position 3 <= 4 seconds


3.1
Start stopwatch & move SUT, at an inspection rate greater than 
2"/sec, to Position 1


SUT continually alarms when NOT 
over contraband simulant


3.2 Stop stopwatch once the SUT alarms <= 4 seconds


   Detect Density 
Decrease              


(See Figure 2)  


6 
m


m
 S


te
el


 Detect Consistent 
Density                  


(See Figure 1)                    


Detect Density 
Increase                   


(See Figure 2)


SOW Threshold Depth of Reading Requirement at 2"/sec Inspection Rate


Expected Result
Observed 


Result Pass/FailTest Detail Step Step Description


4 Place 6 mm of steel on test fixture
4.1 Baseline the System Under Test (SUT) at position 1 <= 2 seconds


4.2
Start stopwatch and move the SUT, at an inspection rate 
greater than 4"/sec, to position 2 and return to position 1


No Alarm


4.3 Stop stopwatch at postion 1 <= 14 seconds


5 Place contraband simulant under steel
5.1 Baseline the SUT at position 1 <= 2 seconds


5.2
Start stopwatch & move SUT, at an inspection rate greater than 
4"/sec, to position 2


SUT alarms over contraband simulant


5.3 Stop stopwatch at postion 2 <= 7 seconds


6 Baseline the SUT at Position 3 <= 2 seconds


6.1
Start stopwatch & move SUT, at an inspection rate greater than 
4"/sec, to Position 1


SUT continually alarms when NOT 
over contraband simulant


6.2 Stop stopwatch once the SUT alarms <= 2 seconds


SOW Threshold Depth of Reading Requirement at 4"/sec Inspection Rate


Expected Result
Observed 


Result Pass/FailTest Detail Step Step Description


   Detect Density 
Decrease              


(See Figure 2)  


6 
m


m
 S


te
el


 Detect Consistent 
Density                  


(See Figure 1)                    


Detect Density 
Increase                   


(See Figure 2)


7 Place 8 mm of steel on test fixture
7.1 Baseline the System Under Test (SUT) at position 1 <= 2 seconds


7.2
Start stopwatch and move the SUT, at an inspection rate 
greater than 4"/sec, to position 2 and return to position 1


No Alarm


7.3 Stop stopwatch at postion 1 <= 14 seconds


8 Place contraband simulant under steel
8.1 Baseline the SUT at position 1 <= 2 seconds


8.2
Start stopwatch & move SUT, at an inspection rate greater than 
4"/sec, to position 2


SUT alarms over contraband simulant


8.3 Stop stopwatch at postion 2 <= 7 seconds


9 Baseline the SUT at Position 3 <= 2 seconds


9.1
Start stopwatch & move SUT, at an inspection rate greater than 
4"/sec, to Position 1


SUT continually alarms when NOT 
over contraband simulant


9.2 Stop stopwatch once the SUT alarms <= 2 seconds


Expected Result


SOW Objective Depth of Reading Requirement at 4"/sec Inspection Rate


Test Detail Step Step Description


 Detect Consistent 
Density                  


(See Figure 1)                    


Detect Density 
Increase                   


(See Figure 2)


   Detect Density 
Decrease              


(See Figure 2)  


Observed 
Result Pass/Fail
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EVALUATION INSTRUCTIONS [ATTACHMENT 2] 


I.1 INTRODUCTION 


U.S. Customs and Border Protection (CBP) plans to enter into a single-award Blanket Purchase 


Agreement (BPA) for the Investment Analysis Office – Professional Support and Consulting 


Services with a General Services Administration (GSA) Federal Supply Schedule (FSS) vendor. 


The prime contractor must be a current GSA FSS contractor under the Professional Services 


Schedule (PSS), SINs 874-1 Integrated Consulting Services and 874-7 Integrated Business 


Program Support Services or NAICS Code 541611. 


CBP reserves the right to add additional BPAs during the BPA period of performance. 


I.2 GENERAL INSTRUCTIONS FOR THE PREPARATION OF QUOTATION 


CBP will conduct a streamlined evaluation of PSS contractors currently holding GSA contracts 


for establishing a single-award BPA.   CBP does not anticipate discussions in the context of this 


Part 8 BPA competition, therefore, CBP reserves the right to establish a BPA without further 


communication and exchange.  Each response to this request should contain the Quoter’s best 


pricing, terms, and conditions. Quotes must be prepared in accordance with these instructions 


and provide all required information in the format specified.  The required format is designed to 


ensure submission of information essential to the understanding and comprehensive evaluation 


of the vendor’s quote.  Failure of a quote to comply with these instructions may be grounds for 


exclusion of the quote from further consideration. Any exceptions taken with respect to the 


clauses in the solicitation shall be noted.  For the purpose of facilitating exchanges, if deemed in 


the Government’s interest, for every instance where the Quoter does not propose to comply with 


or agree to a requirement, the Quoter shall propose an alternative and describe its reasoning 


therefore. 


 


The Government intends to conduct this acquisition in two phases: 


 


 


 (1) PHASE 1: FACTOR ONE - Experience and Risk Awareness/Mitigation 


 


(a) Method: WebEx Phone Interview  


 (b) Duration: 60-minute estimate. 


 (c) Process:   
 


(i) Each Quoter must request to schedule a Phase 1 WebEx Phone Interview via email to 


Charlene Bunting, at Charlene.M.Bunting@cbp.dhs.gov by 12:00pm EST on Friday, April 


24, 2020.  Each Quoter must also submit the Corporate Experience Questionnaire via email to 


Charlene Bunting, at Charlene.M.Bunting@cbp.dhs.gov at least 24 hours prior to the date and 


time scheduled for the Phase 1 WebEx Phone Interview. The WebEx Phone Interview will serve 


as the basis of the evaluation of Factor One- Experience and Risk Awareness/ Mitigation. Failure 


to participate in Phase 1 of the procurement renders a Quoter ineligible to proceed to Phase 2.  



mailto:Charlene.M.Bunting@cbp.dhs.gov

mailto:Charlene.M.Bunting@cbp.dhs.gov





2 


 


 


 


Based on the Government’s evaluation of this interview (which includes some questions 


provided in advance and some during the interview), an advisory down-select notification will 


then be issued by the Government, whereby Quoters will be advised whether they are 


encouraged to participate in Phase 2. Quoters shall not record the call. The Government may 


record the call. 


 


(ii) During the phone call, the Quoter shall go into more detail about the information submitted 


on their Corporate Experience Questionnaire, discussing a maximum of three (3) past 


contracts/orders that are most similar in size (i.e., the # of estimated FTEs performing the 


requirement and/or the estimated dollar value of the contract) and scope to the work of this RFQ. 


The Quoter shall also describe the following corporate experience relevant to this requirement: 


(A) its own recent experiences (last 3 years) in providing similar services in circumstances 


similar to CBP’s current requirement, (B) the similarities and the differences in the work, (C) the 


value it brought to those experiences, and (D) the value to the Government that comes with its 


experiences. The Government estimates these questions (A-D) to take 30 - 40 minutes, and the 


Government may ask additional questions during the phone interview.  


 


The Government may also ask follow-up questions on any Quoter response to assure that it has a 


sufficient and accurate understanding of the Quoter’s response(s).  Example questions could 


include (but are not limited to) the following: 1) Quoter’s lessons learned from its experiences, 2) 


the risks both the Government and the Quoter will face in undertaking the current work and 


achieving successful outcomes, and 3) the Quoter’s intended approach to managing risks, so that 


the CBP Office of Finance will be successful. 
 


(iii) The Quoter’s participation is limited to five (5) persons, all of whom must be current 


employees of the prime schedule contractor and meet the Key Personnel requirements identified 


in the SOW.  The experience discussion is limited to the prime schedule contractor’s own 


experience. 
 


 (d) Advisory Down-Select Notification: 


 


(i)  Based on its evaluation of Phase 1 - Factor One, the Government intends to identify up to 


 three (3) schedule contractors who are the most highly rated for Factor One (based on the 


 confidence rating system described in section I.6 Evaluation Criteria) and encourage 


 them to proceed to Phase 2. 


 


(ii) After the Government completes evaluation of Factor One, all Quoters will receive an 


 advisory notification via e-mail from the Contracting Officer.  This notification will 


 advise the Quoter of the Government’s advisory recommendation to proceed or not to 


 proceed with Phase 2 submission. Quoters who are rated most highly for Factor One will 


 be encouraged to proceed to Phase 2 of the quote submission process. Quoters who are 


 not among the most highly rated will be advised that they are unlikely to be viable 


 competitors, along with the general basis for the Government’s advisory 


 recommendation. The intent of this advice is to minimize quote development costs for 


 those Quoters with little to no chance of receiving an award. Quoters should note that 


 Factor 1 is more important than Factor 2 and Factor 3.  Factor 2 is equal to Factor 3. 
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 Factors 1, 2 and 3 are more important than Factor 4.  All non-price factors (Factors 1, 


 2, 3) when combined are significantly more important than Factor 4 - Price.     


 


(iii) For Quoters rated most highly and encouraged to proceed to Phase 2 of the quote 


submission process, the Contracting Officer will include the Phase 2 submission 


instructions on the advisory down-select notification, including the date, time and 


exact location or virtual platform that will be used for the Quoter’s scheduled oral 


presentation, and the due date for the written portion of the Phase 2 submission. The 


Phase 2 written submission due date will be a minimum of 2 weeks from the date of 


the advisory notification, and oral presentations will be scheduled after the 


Government receives written Phase 2 quotes. The Government will release the sample 


task orders with the Phase 2 notice.  The Government recommends Quoters begin 


preparation of Phase 2 quotations only after receipt of the Phase 1 advisory down-


select notice.  


 


(iv) Quoters who were not among the most highly rated will be advised that they are 


unlikely to be viable competitors, along with the general basis for that opinion. The 


intent of this advice is to minimize quote development costs for those Quoters with 


little chance of receiving an award.  However, the Government’s advice will be a 


recommendation only, and those Quoters who are advised not to proceed may elect 


to continue their participation in the procurement.  The Government does not intend 


to provide debriefings after the completion of the advisory down select 


notifications. Failure to participate in Phase 1 of the procurement precludes further 


consideration of an Offeror. Those Quoters that choose to proceed to Phase 2 


against the Government’s recommendation shall send an email to Charlene 


Bunting, at Charlene.M.Bunting@cbp.dhs.gov , not later than 48 hours after receipt 


of the advisory recommendation, indicating their intent to participate in Phase 2. 


Upon receipt of the request, the Contracting Officer will provide the Quoter with 


the same information described in section (1)(ii) above.  


 


(2) PHASE TWO (2): FACTOR TWO - Technical/Management Approach to the BPA; and  


FACTOR THREE (3) - Technical/Management Approach to the Sample Task Orders   


 


(a) Method: Oral Presentation. 


 


Location: Unless Government social distancing guidelines and restrictions change that 


will allow in-person oral presentations, the Government will most likely hold oral 


presentations remotely, using technology, rather than in person. The Government will 


notify the Quoter of the technology platform or tool to be utilized for the oral 


presentation at least three (3) business days prior to the scheduled oral presentation. The 


Government and Quoter may agree to test the connection at a convenient time prior to the 


oral presentation. In the event the selected technology platform or tool cannot be made 


functional at the time of the scheduled oral presentation, the oral presentation may 


proceed as a voice-only telephone call, at the Government’s sole discretion.  


 



mailto:Charlene.M.Bunting@cbp.dhs.gov
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By participating in the oral presentation, the Quoter acknowledges that it is in full 


compliance with all solicitation terms and conditions, as well as in accordance with 


applicable laws and statutes. Video or audio recording of oral presentations by Quoters is 


strictly prohibited. The Government may elect to video or audio record the oral 


presentation. Government assumes no responsibility for any attendee’s inability to access 


a virtual platform or pass through security. 


 


Participants: The selected web-based conference platform must support up to eight (8) 


government participant users from different locations, and up to five (5) Quoter 


participant users from different locations.  Web links to the Quoter specific web-based 


conference platform shall not be shared with anyone other than the authorized 


government participants and the authorized Quoter participants and shall be treated as 


source selection sensitive.   The Quoter participants in the oral presentations shall be 


limited to the key personnel proposed by the Quoter. No more than five (5) total 


Quoter participants shall attend, be present in a room, or otherwise participate in the 


oral presentation. Quoters shall provide the Contracting Officer with the name, 


employer/company, telephone numbers to be used for call-in purposes, and e-mail 


address of the Quoter’s participants for the oral presentation as part of its Phase 2 


submission. 


 


Rules of Engagement for Oral Presentations: 


 


1. The Government does not intend to ask questions about information contained 


in a Quoter’s Phase 1 submission during the oral presentation. 


2. The Government intends for the oral presentation to be an interactive exchange 


between the Quoter and the Government. These exchanges are viewed as a 


component of the oral presentation itself and do not constitute discussions. The 


Government will not ask questions that will invite or allow the Quoter to 


change its offer. The Quoter shall not volunteer any information that might be 


construed as changing its offer. Oral presentations are distinct from the 


Government’s reserved right to conduct discussions. 


3. The Government is in control of presentations.  


4. The Quoter shall not utilize any computers (other than the ones required to host 


the web-based conference platform being utilized for the oral presentation), 


tablets, smart phones, or separate conference lines/phones, while conducting the 


oral presentation.  The Quoter participant may need a separate phone/conference 


bridge to connect to the oral presentation, however that phone shall only be used 


for that purpose and no other.  


5. The Quoter participants shall not reach out, by phone/conference bridge, e-mail 


or any other means, to any other personnel or persons for assistance during the 


oral presentation. 
 


 


  


 (b) Duration: 90 Minutes. 
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Phase 2 submissions will not be accepted from Quoters who have not submitted Phase 1 quotes 


for this solicitation. 


The Technical/Management Approach to the BPA and Technical/Management Approach to 


Sample Task Orders shall be made in the form of an oral presentation with accompanying 


presentation slides (not to exceed 30 slides total*). The presentation will require the Quoter to 


address requirements included in the solicitation, listed in FACTOR 2- Technical/Management 


Approach to the BPA and FACTOR 3 – Technical/Management Approach to the Sample Task 


Orders. The Quoter’s written submissions may only include these following four (4) items:  


 


1) Up to 30 presentation slides (not including one (1) cover page) 


2) Key personnel resumes (each resume shall not exceed three (3) pages) 


3) A one-page (one-sided) placemat*, not to exceed 11” by 17”, integrating the Quoter’s key 


features, processes, and benefits of its technical and management approach.  Font shall be Arial 


and Font Size shall be no less than 10.  Margins shall be 1.00’’ on all sides. 


4) IAO Pricing Rates Worksheet for the BPA. 


 


All documents must be submitted via email to the contract specialist, Charlene Bunting at 


Charlene.M.Bunting@cbp.dhs.gov , no later than twenty-four (24) hours prior to the scheduled 


oral presentation.  Detailed instructions will be included in the down-select notification message. 


 


No other written submission of any sort will be accepted. Quoter may not be record the 


presentation, but the Government may record it. 


 


*NOTE: Quoters shall submit PowerPoint slides to accompany their oral presentations.  The slide 


limit is 30 (not including the cover page), however the Quoter is reminded to consider that the oral 


presentation is timed and is encouraged to consider how many slides can be adequately covered 


during the oral presentation. The 30 slides and one page placemat will NOT be separately 


evaluated, but will aid both presenters and evaluators in following the oral presentation, and 


help inform overall evaluator confidence levels. 


 


During the Oral Presentation, the Quoter shall not make any reference to cost or price; however, 


resource information (such as data concerning labor hours and categories, materials or supplies 


required for performance, subcontracts, etc.) may be presented so that the Government may 


consider the Quoter’s understanding of the requirements.  


 


Presentations which merely offer to perform in accordance with the Government’s requirements 


or which merely paraphrase the requirements document, or use phrases such as, “standard 


business practices will be employed,” or “well established techniques will be employed,” etc. 


may not provide confidence to the Government evaluators. The Quoter must present an 


explanation of its proposed non-price technical and management approach to the BPA as well as 


the non-price portion of the Sample Task Order(s).  


  


(c) Process:   


   


(i) By the date and time set in the Phase 1 notice for receipt of Phase 2 quotations, the Quoter 


shall submit:  (A) a one-page document that summarizes the points it intends to make in its oral 
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presentation, and (B) a list of attendees at the oral presentation (including name, employer, title, 


proposed role in performance, and citizenship).   


   


(ii) The Quoter is limited to five (5) attendees. The attendees must include the following 


proposed key personnel: BPA Program Manager, Assistant Program Manager, and the key 


Functional Leads.   


 


(iii)  For in-person oral presentations, the Quoter shall bring: ten (10) printed copies of the slides, 


key personnel resumes, and the placemat; and two copies of the Pricing Rates Worksheet.  For 


virtual oral presentations, one copy of each document (slides, resumes, placemat, Pricing Rate 


Worksheet) shall be submitted via email to the contract specialist and Contracting Officer no 


later than twenty-four (24) hours prior to a scheduled virtual oral presentation.  The Quoter’s 


attendees may not access phones, computers, or other electronic devices during in-person 


presentations.  Virtual presentation guidelines are listed above in Para 2(a), 1-6.   


 


(iv) During the oral presentation, the Quoter will have up to 90 minutes to present both factors, 2 


and 3. Additionally, the Quoter must address the requirements listed below and answer any 


questions the Government asks following the presentation.  The Government may use an 


additional 30 minutes or more to ask follow-up questions clarifying anything that was presented.   


   


(v)  The Quoter shall describe the following in its response: 


    


1)  With regard to the Quoter’s relevant capabilities, expertise, and experience, the 


Quoter will discuss how its company will bring a particular benefit to the Government. 


 


2)  With regard to management and staff planning and execution:  What is the staffing 


approach?  How will the Quoter determine the nature and scale of skills required?  How 


will the Quoter manage the allocation of staff and assets into and out of projects? Will 


subcontractors be used? How will subcontractors be integrated into planning, 


management, and execution processes?   


 


3)  How will the Quoter apply best practice management techniques and expertise in 


ways that will allow it to recognize and capitalize on opportunities to align multiple 


concurrent work streams?   


 


4)  How will the Quoter perform management review and quality control over 


deliverables, work products, and staff performance?  What processes will be used to 


ensure deliverables meet quality and timeliness requirements? 


 


5)  How will the Quoter apply a spirit of innovation and creative problem solving 


approaches?    


 


(vi) The schedule will be as follows— 
 


 Time  Activity  
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 15 min  Presenting team logs onto the virtual platform or physically arrives to 


an in-person location, introductions, Government staff departs the 


room and presenting team prepares its presentation. 


 


 Up to 90 min Government staff returns, presenting team makes its presentation. 


 


 Up to 60 min Government staff caucuses (up to 30 min); Government returns with 


questions to conduct an interactive dialogue* with the Quoter 


(remaining time.) 
 


 


*Exchanges during Oral Presentation:  These exchanges are viewed as a component of the 


oral presentation itself and do not constitute discussions.  
 


(3) FACTOR FOUR - Price  


 


Pricing for Time-and-Materials or Labor-Hour BPAs under FAR Subpart 8.4 (Evaluation)  


 


To help select the best value Quoter for this BPA opportunity, the Government will use the 


hourly rates from the BPA LCAT Pricing Rate Worksheet/Excel Spreadsheet. The Government 


will apply those rates to an estimated number of hours for each labor category to arrive at a total 


evaluated price. 


 


Quoters shall submit the attached pricing worksheet. (Submitted before the Oral Presentation, 


Phase 2 only). 


  


(a) Method: Written submission (see Attachment labeled IAO Pricing Worksheet). 


 


(1) The Government contemplates that a substantial portion of the work for orders 


against this BPA will be done by contractor employees in the labor categories 


identified in the attached pricing worksheet (Labor Category Rate Worksheet).  All 


sheets must be completed.  For sheet 1, Column A contains the title of the 


Government LCAT.  The Column B provides a description of the qualifications for 


the labor category and is already filled-in by the Government.  The Quoter will 


provide fill-ins for the remaining columns.  The Quoter will identify the labor 


category in its parent schedule contract that completely satisfies the qualifications 


(such as Actuary IV or Program Specialist II) in Column C.  The Quoter will then 


indicate its proposed discount off the master GSA contract (Column D) and its 


proposed hourly rate for the labor category in Column E. In no case may the hourly 


rate exceed the hourly rate in the parent schedule contract.  The base year sheet 


through option year 4 will be completed using the rates from sheet 1. 


 


NOTE:  The Quoter shall submit a separate breakdown of the above for each period 


of performance stated in Section I.7. 


 


(2) IAO Pricing Worksheet (price quotation) shall be submitted via email to the Contract 


Specialist, Charlene Bunting at Charlene.M.Bunting@cbp.dhs.gov no later than 24 
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hours prior to the Phase 2 Oral Presentation. Price quotes shall include the base year 


plus option periods broken out by labor categories and rates.  


 


  (i) ODC/Travel.  There will be a CLIN for ODC and a CLIN for Travel. Any  


  costs associated will be pre-populated by the Government to include in the total  


  evaluated price for each Quoter. Any travel under subsequent task orders must be  


  pre-approved by the IAO Director and Contracting Officer’s Representative  


  (COR).  


 


  (3) For any future order against the BPA, the Quoter may propose discounts beyond those 


  listed above.  The Quoter may also propose the use of any other labor category included  


  in its schedule contract, and may propose discounts for those schedule contract rates.   


 
  


I.3 ORAL PRESENTATIONS GUIDELINES AND SUBMISSION RULES  


 


General 


 


Oral presentations will be used for this solicitation. Quotations must be prepared in accordance 


with the GENERAL INSTRUCTIONS FOR THE PREPARATION OF QUOTATIONS and 


these instructions, and provide all required information in the format specified. 


 


 


Unless Government social distancing guidelines and restrictions change that will allow in-person 


oral presentations, the Government will most likely hold oral presentations remotely, using 


technology, rather than in person. The Government will notify the Quoter of the technology 


platform or tool to be utilized for the oral presentation at least three (3) business days prior to the 


scheduled oral presentation.  In-person oral presentations will be held in the Washington, DC 


Metropolitan Area (building and room to be determined).  


 


The key personnel shall be the primary presenters and represent those individuals responsible for 


the performance of specified functions under the BPA.  This excludes marketing reps, quote 


consultants (individuals giving the presentation not working on the effort) and professional 


presenters.  Quoters who do not have all key personnel present at the scheduled oral presentation 


are at risk of being eliminated from further consideration for award.   


 


The oral presentation may be recorded by the Government. 


 


Timing and Presentation 


 


It is the Quoter’s responsibility to ensure its team members either access the virtual platform or 


arrive at the briefing site on-time as determined by the Contracting Officer. Quoters must allow 


adequate time for logging onto the virtual platform or clearing visitor control and security 


processes.  When Quoters arrive, there will be 15 minutes for introductions and preparation time 


prior to the presentation.  Time not used in preparation cannot be added to the presentation time. 


The total oral presentation time shall not exceed 90 minutes.  After the presentation, the 


Government staff will caucus prior to the question and answer session (Q & A). This caucus 
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shall not exceed 30 minutes.  The interactive dialogue with the Quoter will be the remaining 


portion of the hour.  The entire presentation process could last a maximum of 2 hours and 45 


minutes. 


 


A Quoter has the discretion to use the 90 minutes of its oral presentation time in whatever 


manner it determines is best to present its technical approach to the BPA as well as the Sample 


Task Order(s) (Factors 2 and 3).  The order and exact times for each section are up to the Quoter.  


The time spent on each area is relevant only to the extent to which it may exclude other areas to 


be addressed during the overall time frame; therefore, there are no specific time limits for 


individual sections.  The Contracting Officer (or representative) will moderate the time and 


verbally signal when scheduled breaks are needed and when the end of the overall presentation 


time is near.  If a Quoter fails to complete the presentation or does not address all topics, the 


Q&A session shall not be used to cure the inability of the Quoter to complete its presentation. 


Unused time for the briefing cannot be applied to achieve a longer Q&A session. 


 


At the conclusion of the Q&A session, the presenters will be asked to log off the virtual platform 


or be escorted out of the area. 


 


 


 


ACTIONS AT THE CONCLUSION OF ORAL PRESENTATIONS 


 


Statements made by the Quoter during the oral presentation or the question and answer session 


will not become part of any BPA resulting from this RFQ, unless the Government and the Quoter 


agree in writing.  The Government does not plan to solicit revisions to the oral presentations or to 


the answers given during the question and answer session but reserves the right to do so if the 


Government decides it is in the Government’s interest to conduct further exchanges. If during 


either the briefing and/or during the question and answer session the Quoter makes a promise to 


which the Government wishes to bind the Quoter, the promise will be formalized in writing and 


the Quoter will be asked to confirm the promise during further exchanges, if opened.  Any 


binding promise that has the potential to result in a revision to the Quoter’s 


presentation/submission will be confirmed only during further exchanges, if opened. 


 


 


I.4 BASIS OF AWARD (TRADE-OFF ANALYSIS)  


 


Award on Initial Responses 


 


If the Government makes inquiry to the Quoter after its quote submission, the purpose will be to 


make sure the parties agree on the exact text to be included in the resulting award.  This 


exchange will not constitute discussions in the context of FAR 15.306(d).  If the parties are 


unable to agree on the exact text, any evaluation benefit based on that aspect of the Quoter’s 


quote will not be considered in the selection of the successful awardee.  


 


Once the Government determines the Quoter that is the best-suited (i.e., the apparent successful 


quoter), the Government reserves the right to communicate with only that Quoter to address any 
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remaining issues, if necessary, and finalize a BPA with that Quoter. These issues may include 


technical and price. If the parties cannot successfully address any remaining issues, as 


determined pertinent at the sole discretion of the Government, the Government reserves the right 


to communicate with the next best-suited Quoter based on the original analysis and address any 


remaining issues. Once the Government has begun communications with the next best-suited 


Quoter, no further communications with the previous Quoter will be entertained until after the 


BPA has been established. This process shall continue until an agreement is successfully reached 


and a BPA is established.  


 


Award Based on Best Value  


 


The Government anticipates establishing a single-award BPA with the schedule contractor 


whose quote is determined to best meet the needs of the Government after consideration of all 


factors-- i.e., provides the “best value.”  Accordingly, the Government may award the BPA to 


other than the lowest priced Quoter or other than the Quoter with the highest Confidence rating.  


 


I.5 RELATIVE IMPORTANCE OF EVALUATION FACTORS  


 


For this solicitation, the evaluation factors are: 


 


Factor 1: Experience and Risk Awareness/Mitigation. 


 


Factor 2:  Technical and Management Approach for the BPA (Oral Presentation) 


 


Factor 3: Technical and Management Approach to the Sample Task Orders (Oral Presentation)  


 


Factor 4:  Price 


 


Factor 1 is more important than Factor 2 and Factor 3.  Factor 2 is equal to Factor 3.  Factors 1, 2 


and 3 are more important than Factor 4.  All non-price factors (Factor 1, 2, 3) when combined 


are significantly more important than Price. The Government is more concerned with obtaining 


superior technical performance capability (represented by the non-cost evaluation categories) 


than with making an award at the lowest overall evaluated price. 


 


Award of a BPA can only be made to a Quoter:  


 


1. Whose technical presentation and pricing represents the best value to the Government; and  


2. Whose total proposed price is determined to be reasonable.  


 


I.6 EVALUATION CRITERIA  


 


FACTORS 1, 2, and 3 


 


The Government will assess its level of confidence that the Quoter will be successful in 


performing the work based on the information submitted and presented for all three non-price 


factors, utilizing the confidence level ratings in the table below: 
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FACTOR 4 – Price 


 


Separate and apart from the technical evaluation, the Government will conduct a price evaluation 


of the Quoter’s price quote. The Government will use the information in the Quoter’s Proposed 


Pricing Rate Worksheet to conduct the price evaluation. A price analysis will be conducted to 


determine reasonableness in accordance with FAR 8.405-3(b)(2)(vi).   


 


Failure by a Quoter to comply with Pricing Worksheet Instructions requirements may result in an 


elimination from consideration. 


 


The evaluation of pricing shall be as follows: 


 


• The Base Period price will include the cost of all CLINs (both labor as well as a NTE 


$100K per year for Travel), 


• Each Option Period price will include the cost of all CLINs (both labor as well as a NTE 


$100K per year for Travel), 


• The Total Price shall include the Base Period plus Option Periods. 
 


I.7 TERM OF THE BPA  


 


• Base – One Year from Date of Award 


• Option Period 1 – 12 Months 


• Option Period 2 – 12 Months 


• Option Period 3 – 12 Months 


• Option Period 4 – 12 Months 
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                                                DATE: 


25June2019 


Re: GSA Schedule 84 SIN 246-54 


 


Dear Sir or Madam: 


The Department of Homeland Security, U.S. Customs and Border Protection (CBP), has an 
anticipated requirement for Transportation and Security Guard Services in support of the US 
Border Patrol, along the Southwest Border. This is a streamlined solicitation under FAR Part 
8.405-2(b)(2). CBP intends to enter into a single Blanket Purchase Agreement (BPA) with a 
General Services Administration (GSA) Federal Supply Schedule (FSS) vendor to fulfill these 
recurring requirements.  It is requested that your company submit a response for this effort.  
 
Your emailed response is requested to be received by Matt Russell at the following address no 
later than July 10th, 2019 5:00 P.M. local time (EST): matthew.j.russell@cbp.dhs.gov. Any 
questions shall also be directed to the above-mentioned email address no later than July 2nd, 
2019 5:00 P.M. local time (EST).         
  
 


 


       Sincerely, 
 
   
       Shaun G. Saad 
              Contracting Officer 
 
Attachments: 
 
 


1.  Evaluation Instructions (Pages 2-11) 
2.  Corporate Experience Questionnaire (pages 12-14) 
3.  Performance Work Statement (PWS)/Transportation Plan (page 15) 
4.  Pricing Worksheet/ Sample Task Order (page 16) 
5.  Quality Assurance Surveillance Plan (QASP) (page 17) 
6.  Blanket Purchase Agreement [template] (BPA) (pages 18-46) 
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ATTACHMENT 1 
  


 


EVALUATION INSTRUCTIONS 


I.1 INTRODUCTION 


U.S. Customs and Border Protection (CBP) plans to establish a single award Blanket Purchase 
Agreement (BPA) for the Southwest Border – Ground Transportation and Security Guard 
Services with a General Services Administration (GSA) Federal Supply Schedule (FSS) vendor. 
Contractor teaming arrangements (CTAs) may be proposed; however, all team participants 
must be a current GSA FSS contractor under Schedule 84, SIN 246-54. 


I.2 GENERAL INSTRUCTIONS FOR THE PREPARATION OF QUOTATION 


CBP will conduct a streamlined evaluation of FSS contractors currently holding GSA contracts 
for establishing a BPA.  CBP reserves the right to establish a BPA without further 
communication and exchange; therefore, each response to this request should contain the 
vendor's best pricing, terms, and conditions. Quotes must be prepared in accordance with these 
instructions and provide all required information in the format specified.  The required format is 
designed to ensure submission of information essential to the understanding and 
comprehensive evaluation of the vendor's quote.  Failure of a quote to comply with these 
instructions may be grounds for exclusion of the quote from further consideration. Any 
exceptions taken with respect to the clauses in the solicitation shall be noted.  For the purpose 
of facilitating exchanges, for every instance where the vendor does not propose to comply with 
or agree to a requirement, the vendor shall propose an alternative and describe its reasoning 
therefore. 
 
The Government intends to conduct this acquisition in two phases— 
 
Phase 1-- Phone Interview 
 
Vendors must request to schedule a Phase 1 phone interview and submit Attachment 2 –
Corporate Experience Questionnaire prior to the date and time scheduled for the Phone 
Interview. The Phone Interview will evaluate Factor One –Experience and Risk 
Awareness/Mitigation. Based on the Government’s evaluation of this interview, an advisory 
down-select will then be issued by the Government, whereby vendors will be advised whether 
they are invited to participate in Phase 2. The quoter shall not record the call.  The 
Government may record the call. 
 
Phase 2-- Oral Presentation—The Technical Quote shall be submitted in the form of an Oral 
Presentation. There will be no written technical volume. No written technical volume of any sort 
will be accepted. The only required written submittal for Phase 2 will be the Pricing Worksheet 
and the Sample Task Order submission. 
 
 
(1) FACTOR ONE— Experience and Risk Awareness/Mitigation (Phase 1) 
 
 (a) Method: Phone Interview. 
 (b) Duration: 30 minute estimate. 
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 (c) Process:   
 
(i) By the date and time set in this RFQ for Phase 1, the quoter shall submit Attachment 
2- Corporate Experience Questionnaire. 
 
(ii) In the phone call, the quoter shall identify a maximum of three (3) past 
contracts/orders that are most similar in size (i.e. the # of estimated FTEs performing 
the requirement and/or the estimated dollar value of the contract) and scope to the 
work of this RFQ.  For each of these, the quoter shall describe (A) its own experiences in 
providing similar services in circumstances similar to CBP’s, (B) the similarities and the 
differences, (C) the value it brought to those experiences, (D) its lessons learned from 
those experiences, (E) the value to the Government that comes with its experiences, (F) 
the risks both the Government and the Contractor will face in accomplishing the work and 
achieving successful task order performance, and (G) its approach to managing those 
risks as our contractor so that the CBP Ground Transportation and Guard services effort 
will be successful. 
 
(iii) The quoter’s participation is limited to three persons, all of whom must be current 
employees of the prime schedule contractor.  The experience discussion is limited to the 
prime schedule contractor’s own experience, unless the vendor is submitting under a 
Contractor Teaming Arrangement (CTA), in which case at least two of the experience 
discussions must be the prime schedule contractor’s own experience and no more than 
one may be a CTA partner’s experience. 


 
 (d) Advisory Down-Select Decision: 


 
(i) Based on its evaluation of Factor One, the Government intends to advise up to three 


schedule contractors who are most highly rated for Factor 1 (based on the 
confidence rating system described in section I.5) to proceed to Phase 2. 
 


(ii) After the Government completes evaluation of Factor 1, quoters will receive an 
advisory notification via e-mail from the Contracting Officer.  This notification will 
advise the Quoter of the Government’s advisory recommendation to proceed or not to 
proceed with Phase 2 submission. Quoters who are rated most highly for Factor 1 will 
be advised to proceed to Phase 2 of the quote submission process. Quoters who 
were not among the most highly rated will be advised that they are unlikely to be 
viable competitors, along with the general basis for the Government’s advisory 
recommendation. The intent of this advice is to minimize quote development costs 
for those Quoters with little to no chance of receiving an award.  Quoters should note 
that Phase 1 evaluation criteria are more important than Phase 2 evaluation criteria.  
 


(iii) The notices will provide the date and time by which quoters who wish to participate in 
Phase 2 must submit the Phase 2 quotation.  


 
 
 
(2) FACTOR TWO – Technical/Management Approach (Oral Presentation, Phase 2 only)  
 
(a) Method: Oral Presentation. 
  
(b) Duration: 4 Hours. 
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The Technical Quote shall be made in the form of an Oral presentation.   The presentation may 
be recorded by the Government. The only written technical volume of any sort that will be 
accepted is the Pricing and Sample Task Order responses.  


 
During the Oral Presentation, the quoter shall not make any reference to cost or price; however, 
resource information (such as data concerning labor hours and categories, materials or supplies 
required for performance, subcontracts, etc.) may be discussed so that the quoter’s 
understanding of the requirements may be evaluated. The same confidence rating methodology 
used in Phase 1 will be used for evaluation purposes of Phase 2.  
 
The Oral Presentation will be conducted in such a manner as to enable the Government 
reviewers to make a thorough evaluation and arrive at a sound determination of whether the 
quoter understands the technical requirements. Presentations which merely offer to perform in  
accordance with the Government's requirements or which merely paraphrase the requirements 
document, or use phrases such as, "standard engineering practices will be employed," or "well 
established techniques will be employed," etc. may not provide confidence to the Government 
evaluators.  The Contractor must present an explanation of its proposed technical approach in 
conjunction with the tasks to be performed in achieving the program objectives.  
  
(c) Process:   
   
(i) By the date and time set in the Phase 1 notice for receipt of Phase 2 quotations, the quoter 
shall submit (A) a one-page document that summarizes the points it intends to make in its oral 
presentation, (B) a list of attendees at the oral presentation (including name, employer, title, 
proposed role in performance, and citizenship). 
   
(ii) The oral presentation will occur in a conference room in a Government building.  A 
whiteboard and/or flipchart pad with markers will be provided.   
   
(iii) The quoter is limited to five attendees.  The attendees must include the proposed program 
manager, a proposed sector manager, and a proposed transportation officer.   
 
(iv) The quoter’s attendees may not access phones, computers, or other electronic devices 
during the oral presentation. 
   
(v) The Government intends to evaluate the oral presentation immediately after it occurs.  At 
that time, the whiteboard will be erased and any flipchart pages will be destroyed. 


   
(vi) During the oral presentation, the quoter will have up to 60 minutes to answer all questions 
listed below, and up to 60 additional minutes to answer any “challenge” questions that may be 
asked after the 5 questions below have been answered.   
   
(vii) The first question the quoter shall answer is— 
    
Question 1: Summarize your approach to fulfill the requirements outlined in the PWS (if 
presenting under a CTA, quoters shall summarize the CTA structure and explain how the 
agreement will allocate work under the PWS tasks. 
 
(viii) The four additional questions the quoter shall answer are— 
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 Question 2: Outline the challenges you expect to encounter with the PWS requirements.  
 


Question 3: Describe how you plan to ensure that the Operational Requirement of 95% will 
be consistently met. 
 
Question 4: Describe your plan to provide the required vehicles for the sectors, and how you 
intend to ensure they are always available per the PWS. 
 
Question 5: How do you plan to ensure adequate numbers of trained and qualified 
Transportation/Detention Officerss, including BI’s both initially, and throughout the contract?  
 


(ix) Sample Task Order submission: complete the Sample Task Order and, when asked for it, 
submit it during the Oral Presentation. 
   
(x) The Government will inform the quoter of the time and date for its oral presentation.  The 
Government assumes no responsibility for any attendee’s inability to pass through security. 
 
(xi) The schedule will be as follows— 
 
   Hour Activity  
   1st Presenting team arrives, introductions, contracting officer (CO) gives 


questions, Government staff depart the room and presenting team 
prepares its responses. 


   2nd/3rd Government staff returns, presenting team makes its presentation. 
   4th Government staff retires to a caucus to see if any further questions 


need to be asked (1/2 hour); if so, presenting team answers them (1/2 
hour). 


 
(d) The Government will evaluate the oral presentation based on its confidence that the quoter 
understands the Government’s need and will be successful in task order performance.  
 
 
(3) FACTOR THREE (PRICE)  
 
Sample Task Order (submitted at the conclusion of the Oral Presentation, Phase 2 only) 
 
(a) Method: written submission (see Attachment 4).    
(b) Process:  The sample task order shall not deviate from the supplied format. The sample task 
order will remain with the Government at the completion of the oral presentation.  
 
Pricing Worksheet (submitted at the conclusion of the Oral Presentation, Phase 2 only). 
  
(a) Method: Written submission (see attachment 4 Pricing Worksheet/ Excel Spreadsheet). 
  
(b) Process:  Price quotation shall be submitted on the date of the Oral Presentation.  Price 
proposals shall be broken down into sectors, and further by labor rates and vehicle rates (see 
Attachment 4).  The quoter shall identify any exceptions it takes to any portion of the RFQ or its 
attachments. 
 
The quoter shall submit the following that shall comprise its price quotation for this solicitation. 
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(1) Direct Labor Base.  The quoter shall offer the largest possible reduction on its GSA 
schedule contract rates for direct labor.  Quoter shall show the GSA labor category 
descriptions, estimated hours, unit hourly rates, and extended amounts for each category 
of labor.  It is understood that the GSA rates are fully loaded (i.e., with all indirect 
expenses, G&A, fringes, etc.).  A direct labor total shall be shown as a result of the 
extended amounts.  Where specific individuals are proposed for particular labor 
categories, so indicate as a matrix.  The quoter must include a statement that these rates 
are applicable for the period(s) of performance of the BPA. Quoters must appropriately 
map their corresponding GSA labor categories to the labor categories described in the 
PWS. 


 
(2) Travel, Fuel, and Surge.  A pre-populated line item for Travel and Fuel is provided 
and must be used by quoters. This is a Not-To-Exceed (NTE) line item. These costs will 
be treated as direct reimbursable under GSA schedule special ordering procedures.  The 
Government will reimburse the contractor’s approved actual direct costs for travel and 
fuel, with no indirects or other mark-ups.  The vendor exceeds at its own risk. Any travel 
under subsequent task orders must be pre-approved by the Contracting Officer’s 
Representative (COR.) Surge will have an NTE amount of hours and that specific number 
of NTE hours must be used for calculating potential surge. The Quoter is only required to 
fill in its Surge rates.  
(3) Total: Time-and-Materials Estimate 
(4) Quoter shall include information to explain the estimating process used, including 
judgmental and assumption factors applied. 
NOTE:  The quoter shall submit a separate breakdown of the above for each period of 
performance stated below: 
(a) Base Performance Period:  08/01/2019 – 07/30/2020  
(b) Optional Performance Period I: 08/01/2020 – 07/30/2021 
(c) Optional Performance Period II:  08/012021 – 07/30/2022 
(d) Optional Performance Period III:  08/01/2022 – 07/30/2023 
(e) Optional Performance Period IV:  08/01/2023 – 07/30/2024 


 
 


I.3 ORAL PRESENTATIONS GUIDELINES AND SUBMISSION RULES  
 
 
GENERAL 
 
Oral presentations will be used for this solicitation. Quotations must be prepared in accordance 
with the GENERAL INSTRUCTIONS FOR THE PREPARATION OF QUOTATIONS and these 
instructions, and provide all required information in the format specified. 
 
PROCEDURES: 
 
The order and scheduling of oral presenters will be determined by a drawing by the Contracting 
Officer within 5 days after Phase 1 is completed, with notification of presentation time given as 
soon as reasonably possible thereafter.  All vendors should be prepared to give oral 







7 
 


presentations within 20 days after receipt of the notice to continue to Phase 2.  Vendors must be 
available for the presentation at their scheduled time.  Requests for a different time period are 
discouraged but the Government reserves the right to reschedule a presentation at the 
discretion of the Contracting Officer.  
 
Presentations will be held in the Washington, DC Metropolitan Area (Bldg and room to be 
determined). The key presenters shall be the primary presenters and represent those 
individuals responsible for the performance of specified functions under the BPA.  This excludes 
marketing reps, proposal consultants (individuals giving the presentation not working on the 
effort) and professional presenters.  Offering a movie, videotape or other means of 
demonstration in lieu of the oral presentation is not permitted. If all of the quoter’s presenters fail 
to attend the scheduled oral presentation then they will be eliminated from further consideration 
for award.   
 
The oral presentation may be video recorded by the Government for documentation purposes. 
 
TIMING AND PRESENTATION 
 
It is the vendor's responsibility to ensure their team members arrive at the briefing site on-time.  
Vendors must allow adequate time for clearing visitor control and security processes.  Vendors 
will be given a private 30 minute preparation time prior to the presentation.  Time not used in 
preparation cannot be added to the presentation time. Total time of preparation and 
presentation shall not exceed 4 and a half hours.  After the presentation, a 30-minute break 
(maximum) will be given prior to the question and answer session (Q & A), which shall not 
exceed 30 minutes.  It is anticipated that to conduct the entire oral presentation process, a total 
of 4 hours may be required by the parties. 
 
The 2 hour limit on the briefing portion of the oral presentation is not a requirement that a 
vendor fill 2 hours with a presentation.  Vendors shall present a briefing that fits within the 
overall time limit but the order and exact times for each section are up to the vendor.  The time 
spent on each area is relevant only to the extent to which it may exclude other areas to be 
addressed during the overall time frame; therefore, there are no specific time limits for individual 
sections.  The Contracting Officer (or representative) will moderate the time and verbally signal 
when scheduled breaks are needed and when the end of the overall presentation time is near.  
If a vendor fails to complete the presentation or does not address all topics, communications 
may be used to address the issues during the Q&A session.  However, neither the briefing 
materials nor the Q&A session shall be used to cure the inability of the vendor to complete its 
presentation. The evaluators' obligation is simply to rate the vendor based on the oral 
presentation, including the Q&A session and any communications that take place.  Unused time 
for the briefing cannot be applied to achieve a longer Q&A session. 
 
In order to make the oral presentations as flexible as possible, evaluators are authorized and 
encouraged to use the question and answer session for a full exchange of information, as 
needed, to evaluate a specific presentation.  It is not anticipated that there will be a need for any 
dialogue during the vendor’s briefing, except for normal personal exchange between individuals. 
Dialogue between the parties during the briefing may actually detract from the overall 
presentation and cause delays in the time needed for the presentation.  Therefore, unless 
absolutely needed, exchanges will be reserved for the Q&A session.  Vendors are advised that 
the Q&A session is not an opportunity for a debate.  Vendors will also not be allowed to respond 
to questions by saying they will provide the information at a later date. 
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Each offeror shall provide an oral presentation demonstrating their technical and management 
approach and capabilities.  They shall demonstrate an understanding of planning, risk 
management and the relationship between financial and resource allocation necessary to 
execute the program and partner with the Government. One individual representing a Key 
Personnel category shall be present and shall demonstrate their knowledge, skills and abilities 
of specific core expertise. That individual shall actively participate in the presentation and is 
encouraged to give an oral version of their resume. He/she shall demonstrate an understanding 
of the requirements and his/her capabilities. The Key Personnel categories are found in the 
PWS, as follows: Program Manager, Sector Manager.   
 
The material content of the presentation is up to the vendor, provided it substantively addresses 
the information set forth below. Only the vendor's initial presentation shall be evaluated and 
rated - - changes or resubmissions are not permitted.  The presentation shall not address any 
pricing information. When the Oral Presentation is completed, then the Pricing portion shall be 
submitted and then the parties will caucus and any pricing information may be clarified during 
the Q&A session that follows.  
 
Vendors shall give their oral presentation in a briefing format specifically addressing their 
Technical and Management Approach, which consists of answering the 5 questions previously 
listed under Factor Two (2). At the conclusion of the Oral Presentation, Vendors will be asked to 
submit their formal written Price quote which consists of the Pricing Worksheet (Excel 
spreadsheet) and the Sample Task Order for Factor 3 (Price). [see Attachment 4] 
 
 
QUESTION AND ANSWER SESSIONS 
 
After completion of the Oral Presentation, the Government evaluation team members shall have 
the opportunity to ask questions in order to clarify any points addressed which are unclear and 
may ask for elaboration from the presenters on any topics addressed in the Oral Presentation.  
To the extent that a dialogue takes place between the parties, any such interchange between 
the vendor and the Government will be for clarifications only. The information supplied in the 
Oral Presentation is intended for evaluation purposes and are considered clarifications and will 
not obligate the Government to determine a competitive range, conduct exchanges, or solicit or 
entertain revised quotations. 
 
At the conclusion of the Q&A session, the presenters will be escorted out of the area. 
 
ACTIONS AT THE CONCLUSION OF ORAL PRESENTATIONS 
 
Statements made by the vendor during the oral briefing or the question and answer session will 
not become part of any contract resulting from this RFQ, unless the Government and the vendor  
agree in writing.  The Government does not plan to solicit revisions to the oral presentations or 
to the answers given during the question and answer session but reserves the right to do so if 
the Government decides to conduct further exchanges.  If during either the briefing and/or 
during the question and answer session the vendor makes a promise to which the Government 
wishes to bind the vendor, the promise will be reduced to writing and the vendor will be asked to 
confirm the promise during further exchanges, if opened.  Any binding promise that has the 
potential to result in a revision to the vendor's presentation/submission will be confirmed only 
during further exchanges, if opened. 
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AWARD ON INITIAL RESPONSES 
 
The Government anticipates selecting the best-suited quoter from initial responses, without 
engaging in exchanges with quoters. Quoters are strongly encouraged to present their best 
technical solutions and pricing/sample task order submissions in response to this RFQ. 
However, the Government reserves the right to communicate with any or all vendors submitting 
a technical and price quote, if it is determined advantageous to the Government to do so.  
 
 
I.4 BASIS OF AWARD (TRADE-OFF ANALYSIS)  
 
The Government anticipates establishing a single-award BPA with the schedule contractor 
whose quote is determined to best meet the needs of the Government after consideration of all 
factors-- i.e., provides the "best value."  "Best value" is defined here as the procurement 
process that results in the most advantageous acquisition decision for the Government and is 
performed through an integrated assessment and trade-off analysis among price and non-price 
factors.  


 
The basis for the establishment of a BPA as a result of this RFQ will be a detailed, integrated 
evaluation by the Government on the basis of how well the presentations satisfy the evaluation 
criteria contained in the provision entitled "Evaluation Criteria" in this solicitation. Accordingly, 
the Government may award the BPA to other than the lowest priced offeror or other than the 
offeror with the highest technical merit rating. Where quotes are determined to be substantially 
equal in technical merit, price will be become the predominating factor.  
 
Award will be made to the responsible offeror whose quote provides the best overall value to the 
Government. 
 
For this solicitation, the evaluation factors are: 


 
Factor One (Non-Price/Cost): Experience and Risk Awareness/Mitigation. 
 
Factor Two (Non-Price/Cost):  Oral Presentation  
 
Factor Three (Price): Pricing Spreadsheet and Sample Task Order Submission  


 
All "Non-Price/Cost" factors when combined, are significantly more important than Cost/Price.  
The Government is more concerned with obtaining superior technical performance capability 
(represented by the non-cost evaluation categories) than with making an award at the lowest 
overall evaluated cost/ price.   The determination that technical/performance aspects are 
essentially equal is within the discretion of the Source Selection Authority (SSA).  
 
 Award of a BPA can only be made to a vendor: 
 


1. Whose technical presentation and pricing represents the best value; and 
 


2. Whose proposed price is determined to be fair and reasonable. 
 
The Government will perform a cross-walk of the technical presentation and pricing submissions 
to ensure the price approach is in line with the technical approach. This cross-walk will affirm 
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the vendor’s price is fair and reasonable with respect to the vendor’s technical approach (i.e. 
level-of effort/labor mix).  


 
I.5 EVALUATION CRITERIA  
 
TECHNICAL (NON-PRICE) (FACTORS 1 and 2) 
 
Evaluation of the "Technical (Non-Price)" portion of the quote will be based on a Two-Phased 
approach, the first phase is an advisory down-select based on Factor 1 –Prior Experience and 
Risk Awareness/Mitigation. The second phase is based on Factor 2 –Technical/Management 
Approach that is submitted via the Oral Presentation. Factor 2 focuses on the Government’s 
questions and the vendor’s answers during the Oral Presentation to establish a confidence level 
rating for the vendor’s technical solution, approach, capabilities, labor-mix/level-of-effort, and 
general understanding of the requirement to assess how the technical quote satisfies the 
Performance Work Statement (PWS) provided by the Government in this solicitation (Section I.2 
above outlines the Oral Presentation in detail). This group of non-price factors will be assessed 
on High Confidence, Some Confidence, or Low Confidence, as follows: 


 
 


 
 
 
PRICE (FACTOR 3) 
 
Separately and apart from the technical evaluation, the Government will conduct a price 
evaluation of the vendor’s price quote. A price analysis will be conducted to determine fairness 
and reasonableness in accordance with FAR 8.405-3(b)(2)(vi) and if proposed prices accurately 
and adequately reflect the work to be performed.   
 
The Offeror’s proposed price will also be considered in the context of price risk and affordability.  
In this context, price risk is the Government’s level of confidence in the Offeror’s ability to 
perform the work as proposed based on the following: 
 


1. The price information provided by the Offeror and/or from the applicable GSA schedule 
2. The completeness of the Offeror’s price documentation proposed in the Excel 


spreadsheet entitled “Pricing Schedule”.  
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3. The completeness of the Offeror’s pricing in response to the Sample Task Order 
 
Failure to comply with Pricing Worksheet Instructions requirements may result in vendor’s 
elimination from consideration 
 
For the Base Period evaluation, the bottom line price will be evaluated by combining the bottom 
line price for all CLINs including the NTE amounts for (Travel- Direct Reimbursable) and Fuel. 
The equivalent CLINs in each of the Option Periods will be combined to develop a bottom line 
price for each of the Option Periods.  The Government will then combine the bottom line price of 
the base period and the bottom line price of each of the option periods to determine a total 
evaluated price.  
 
I.6 PERIOD OF PERFORMANCE  
 


(a) Base Performance Period:  09/01/2019 – 08/31/2020  
(b) Optional Performance Period I: 09/01/2020 – 08/31/2021 
(c) Optional Performance Period II:  09/01/2021 – 08/31/2022 
(d) Optional Performance Period III:  09/01/2022 – 08/31/2023 
(e) Optional Performance Period IV:  09/01/2023 – 08/31/2024 


 
 
I.7 AGENCY LEVEL PROTEST NOTICE (APR 2003) 
 
Offerors are notified that per FAR 33.103(d)(4), an independent review of the grounds for a 
protest is available at a level above the contracting officer as an alternative to the protest to the 
agency contracting officer, not as an additional appeal after the protest to the agency 
contracting officer has been resolved.  A choice to protest to the agency contracting officer 
therefore relieves the U.S. Customs & Border Protection of any further internal review or appeal 
after the contracting officer's decision. 
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ATTACHMENT 2 


 


Corporate Experience Questionnaire 
Ground Transportation and Security Guard Services  


 
Please complete the Corporate Experience Questionnaire by providing the demographic and 
corporate experience information for your firm below. Vendors may provide up to three (3) 
reference projects for ongoing projects or projects completed within the last three (3) years of 
the date of this RFQ demonstrating relevant experience performing projects similar in size, 
scope, and complexity to this BPA requirement. A project is considered a single contract or 
task/delivery order, or a collection of orders under a BPA or IDIQ contract. The vendor’s 
response must provide a clear, specific, and concise description of its relevant corporate 
experience. Any state, local, or private sector experience can be considered.  Extraneous 
narrative, elaborate brochures, public relations (PR) material, etc. shall not be submitted. If 
vendors choose to submit as a prime/sub team or under a contractor teaming arrangement 
(CTA), please indicate which firm’s experience is being demonstrated. Vendors may choose 
only to submit as a prime. The Government will assess the collective experience in each 
vendor’s submittal. The Corporate Experience Questionnaire must be submitted to the Contract 
Specialist - Matt Russell at Matthew.J.Russell@cbp.dhs.gov prior to the date and time for the 
vendor’s scheduled Phone Interview. 
 
 
1. Firm Information 
 
 
______________________________________________________________________ 
Firm’s Name and Address: 
 
 
Name and Title of Representative: 


Phone: 
Fax: 
E-mail Address: 
_____________________________________________________________________ 
Labor Categories provided under projects: 


_______________________________  ______________________________ 
_______________________________  ______________________________ 
_______________________________  ______________________________ 
_______________________________  ______________________________ 
_______________________________  ______________________________ 


 
If teaming with another firm(s), list their name(s) and address(es): 
Firm 1 - Name: 
Address: 



mailto:Matthew.J.Russell@cbp.dhs.gov

mailto:Matthew.J.Russell@cbp.dhs.gov
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Firm 2 - Name: 
Address: 


(NOTE: If more than two partners are proposed, add the remaining information on a 
separate sheet of paper.) 


Has this team worked together previously: □ Yes □ No 


GSA Contract #: 
FSS Schedule #: 
Contract Period:________________________________________________________ 


2. List up to three [3] projects which demonstrate the firm's or team's prior experience  
performing work similar to that required by the PWS using the format below: 


Project Name and 
Location 


 


Nature of the work 
performed 


 


Customer Name and 
Address 


 


The Firm’s Project 
Manager's Name and 
Phone Number 


 


Period of Performance 
and Percentage Complete  


 


Estimated or Final Value  


 


Project Name and 
Location 


 


Nature of the work 
performed 


 


Customer Name and 
Address 
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The Firm’s Project 
Manager's Name and 
Phone Number 


 


Period of Performance 
and Percentage Complete  


 


Estimated or Final Value  


 


Project Name and 
Location 


 


Nature of the work 
performed 


 


Customer Name and 
Address 


 


The Firm’s Project 
Manager's Name and 
Phone Number 


 


Period of Performance 
and Percentage Complete  


 


Estimated or Final Value   


 


 


Submitted by: 


______________________________  _________________ 
Signature      Date 
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ATTACHMENT 3 
 


 


Performance Work Statement (PWS) 


 


 


PWS RFQ 
03C19Q0067_Ground    


 


 


 


Transportation Plan (this is for informational purposes only in addition to the PWS) 


 


ALL-2019 Contract 
Transportation Plan. 
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ATTACHMENT 4 
 


 


Pricing Worksheet/ Sample Task Order 


 


 


RFQ 
03C19Q0067_PRICING     


 


 


 


 


 


Sample Task 
Order_03C19Q0067_ 
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ATTACHMENT 5 
 


 


 


QUALITY ASSURANCE SURVEILLANCE PLAN 


 


 


 


QASP_RFQ 
03C19Q0067_QASP.d 
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ATTACHMENT 6 
 


 


BEST VALUE 


BLANKET PURCHASE AGREEMENT 


FEDERAL SUPPLY SCHEDULE 


(US Customs and Border Protection) 


 
In the spirit of the Federal Acquisition Streamlining Act _____(Agency)_____ and 
_____(Contractor)_____ enter into an agreement to further reduce the administrative 
costs of acquiring commercial items from the General Services Administration (GSA) 
Federal Supply Schedule Contract(s) _______________.   


Federal Supply Schedule contract BPAs eliminate contracting and open market costs 
such as: the search for sources; the development of technical documents and 
solicitations; and the evaluation of bids and offers.  Contractor Team Arrangements are 
permitted with Federal Supply Schedule contractors in accordance with Federal 
Acquisition Regulation (FAR) Subpart 9.6. 


This BPA will further decrease costs, reduce paperwork and save time by eliminating 
the need for repetitive, individual purchases from the Schedule contract.  The end result 
is to create a purchasing mechanism for the Government that works better and costs 
less. 


Signatures: 


__________________________________    _________________________________ 
AGENCY   DATE   CONTRACTOR  DATE 
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BPA NUMBER __________________ 


U.S. CUSTOMS AND BORDER PROTECTION 
 BLANKET PURCHASE AGREEMENT 


Pursuant to a General Services Administration (GSA) Federal Supply Schedule (FSS) 
Contract Number(s) ___________________, a Blanket Purchase Agreement (BPA) is 
hereby established between _____________________________ and the U.S. Customs 
and Border Protection under the terms and conditions of the above stated contract and 
the following terms and conditions incorporated in this BPA. 


ADMINISTRATIVE DATA 
Primary Point of Contact:  _________________________________________ 
(Complete name, title,   _________________________________________ 
corporate address, electronic _________________________________________ 
mail address and phone number) _________________________________________ 
     _________________________________________ 
Alternate Point of Contact  _________________________________________ 


     _________________________________________ 
     _________________________________________ 
     _________________________________________ 


Contracting Officer to complete the following: 
North American Industry Classification (NAIC) Code: __________________________ 
Description: __________________________________________________________ 
Size Standard: ____________________________________________________ 


The BPA Holder represents that (check all that apply): 


 It is □ is not □ a small business concern 


Complete the following only if a small business concern: 


It is □ is not □ a small disadvantaged business concern 


It is □ is not □ a women-owned small business concern 


 It is □ is not □ a veteran-owned small business concern 
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It is □ is not □ a service-disabled veteran-owned small business  


 It is □ is not □ a Hub-Zone small business co 


(1)     AUTHORITY - The authority to establish this BPA is FAR 8.405-3 


(2)    DESCRIPTION OF AGREEMENT 


Under this agreement, the BPA Holder shall provide to U.S. Customs and Border 
Protection (CBP) southwest border transportation security guard services in support of 
the US Border Patrol’s and Office of Field Operations requirements.  These services will 
be provided when requested by the Contracting Officer.  This BPA may include 
requirements for any organization within Customs and Border Protection, but will 
primarily focus on support for the Border Patrol. 


(3) SERVICES AVAILABLE UNDER THIS BPA 


{see the attached Performance Work Statement} 


(4) DELIVERY REQUIREMENTS 


Delivery requirements will be specified in each task order. 


(5) PRICING 


The GSA Schedule pricing has been determined to be fair and reasonable by the GSA.  
Prices to CBP shall be no greater than those charged to the BPA Holder's most favored 
customer for comparable quantities under similar terms and conditions, in addition to 
any discounts for quantity, prompt payment, etc.  The prices listed on the BPA list that 
are in effect on the date of the order shall govern that order, unless more favorable 
pricing is negotiated.  [CBP will seek price reductions from the BPA Holder for all 
orders.  
 
The BPA Holder shall update the BPA price list when modifications are made to GSA 
FSS prices.  Price reductions may be offered at any time. 


Other Direct Costs (ODC) or non-FSS items (“open market”) may be needed on a direct 
reimbursable or fixed price basis.  These will be identified by the individual task order.  
In addition, in accordance with FAR 8.402(f): 


All applicable acquisition regulations pertaining to the purchase of the items not on the 
FSS have been followed (e.g., publicizing (FAR Part 5), competition requirements  
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(FAR Part 6), acquisition of commercial items (FAR Part 12), contracting methods (FAR 
Parts 13, 14, and 15) and small business programs (FAR Part 19); 


(b)  The ordering activity contracting officer has determined the price for the items on 
FSS is fair and reasonable; 


(c)  The items are clearly labeled on the order as items not on the FSS; and 


(d)  All clauses applicable to items not on the FSS are included in the order. 


[Attach pricing.] 


(6) TERM OF THE BPA 


This BPA expires on [indicate the end date of the BPA Holder’s current GSA FSS 
contract period].  This BPA may be renewed by the CBP Contracting Officer for option 
year(s) remaining in the BPA Holder’s GSA FSS contract, if exercised by GSA.  
However, this BPA may not exceed a total of 1 years in length (not including any option 
years).  [Note: A single-award BPA shall not exceed one year. It may have up to four 
one-year options.] 


If the BPA Holder fails to perform in a manner satisfactory to the Contracting Officer, 
this BPA may be canceled with 30 days written notice to the BPA Holder by the CO. 


(7) EXTENT OF OBLIGATION/VOLUME/PURCHASE LIMITATION 


This BPA does not obligate any funds.  Funds will be obligated by the placement of task 
orders. 


The Government estimates, but does not guarantee, that the volume of purchases 
through this agreement will be approximately $291,500,000 ($291.5M).  


(8) AUTHORITIES 


Only a CBP Contracting Officer may authorize changes in the terms of the BPA during 
the effective period; renew the BPA for additional periods; or terminate the BPA.    


8.1 CONTRACTING OFFICER'S AUTHORITY (MAR 2003) 
 
The Contracting Officer is the only person authorized to approve changes in any of the 
requirements of this BPA and any issued task order.  In the event the BPA Holder 
effects any changes at the direction of any person other than the Contracting Officer, 
the changes will be considered to have been made without authority, and no adjustment 
will be made in the  task order price to cover any increase in costs incurred as a result 
thereof.  The  
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Contracting Officer shall be the only individual authorized to accept non-conforming 
work, waive any requirement of the task order, or to modify any term or condition of the   
task order.  The Contracting Officer is the only individual who can legally obligate 
Government funds.  No cost chargeable to a proposed task order can be incurred 
before receipt of the fully executed task order or specific authorization from the 
Contracting Officer.   


A CBP Contracting Officer’s Representative (COR) will be appointed for each task order 
issued under this BPA.  The clause below is applicable to individual task orders.  Where 
the term “contract” is used, “task order” should be substituted. 


8.2 HSAR 3052.242-72   CONTRACTING OFFICER'S REPRESENTATIVE (DEC 2003) 


(a)  The Contracting Officer may designate Government personnel to act as the 
Contracting Officer’s Representative (COR) to perform functions under the contract 
such as review or inspection and acceptance of supplies, services, including 
construction, and other functions of a technical nature.  The Contracting Officer will 
provide a written notice of such designation to the Contractor within five working days 
after contract award or for construction, not less than five working days prior to giving 
the contractor the notice to proceed.  The designation letter will set forth the authorities 
and limitations of the COR under the contract. 


 
(b)  The Contracting Officer cannot authorize the COR or any other representative to 
sign documents, such as contracts, contract modifications, etc., that require the 
signature of the Contracting Officer. [End of Clause] 
 
(9) PREVAILING TERMS AND CONDITIONS 


[9.] PRICING PROVISIONS FOR TASK ORDER OR BLANKET PURCHASE 
AGREEMENT ISSUED UNDER A FEDERAL SUPPLY SCHEDULE (JUN 2005) 
 
This task order/Blanket Purchase Agreement (BPA) is placed under the terms and 
conditions of the GSA Federal Supply Schedule contract identified herein.  The 
contractor warrants that, throughout performance, the prices charged the Government 
shall be as low as, or lower than, those charged the contractor's most favored 
customers and that the Government shall never be charged more under this order than 
the offeror/contractor’s current GSA schedule rates, or the rates contained in the task 
order schedule, whichever are lower. 
 
If this order contains options for additional periods of performance, U.S. Customs & 
Border Protection (CBP) will invoke the option only if the offeror/contractor maintains a 
current GSA schedule.  Unilateral options will not be invoked if the rates indicated in the 
task order schedule for the option are higher than current GSA schedule rates, but may 
be invoked bilaterally at the offeror/contractor's current GSA rates. The contractor shall  
provide notice to the Government of any proposed and/or approved change to the GSA 
schedule rates.  Failure to comply with the provisions of this price warranty may be 
cause for termination of the order and the offeror/contractor may be required to adjust 
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their billing and/or reimburse the Government for any charges invoiced in violation of the 
price warranty. 
 


[End of Clause] 


 


[9.2] OPTION TO EXTEND THE TERM OF THE BPA  
 
(a) The Government may extend the term of this contract by written notice to the 


Contractor within 30 days of expiration; provided that the Government gives the 
Contractor a preliminary written notice of its intent to extend at least 60 days before 
the BPA expires. The preliminary notice does not commit the Government to an 
extension.  


  
(b) If the Government exercises this option, the extended BPA shall be considered to 


include this option clause.  
  
(c) The total duration of this BPA, including the exercise of any options under this 


clause, shall not exceed 5 Years.  
  


(End of clause) 
 


[9.3] SPECIAL SECURITY REQUIREMENT - CONTRACTOR PRE-SCREENING (SEP 
2011) 
 
1.  Contractors requiring recurring access to Government facilities or access to sensitive 


but unclassified information and/or logical access to Information Technology (IT) 
resources shall verify minimal fitness requirements for all persons/candidates 
designated for employment under any Department of Security (DHS) contract by pre-
screening the person /candidate prior to submitting the name for consideration to 
work on the contract.  Pre-screening the candidate ensures that minimum fitness 
requirements are considered and mitigates the burden of DHS having to conduct 
background investigations on objectionable candidates.  The Contractor shall submit 
only those candidates that have not had a felony conviction within the past 36 
months or illegal drug use within the past 12 months from the date of submission of 
their name as a candidate to perform work under this contract.  Contractors are 
required to flow this requirement down to subcontractors.  Pre-screening involves 
contractors and subcontractors reviewing: 


 
a.  Felony convictions within the past 36 months.  An acceptable means of obtaining 


information on felony convictions is from public records, free of charge, or from the 
National Crime Information Center (NCIC). 


 
b.  Illegal drug use within the past 12 months.  An acceptable means of obtaining 


information related to drug use is through employee self-certification, by public 
records check; or if the contractor or subcontractor already has drug testing in 
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place.  There is no requirement for contractors and/or subcontractors to initiate a 
drug testing program if they do not have one already in place. 


 
c. Misconduct such as criminal activity on the job relating to fraud or theft within the 


past 12 months.  An acceptable means of obtaining information related to 
misconduct is through employee self-certification, by public records check, or other 
reference checks conducted in the normal course of business. 


 
2.  Pre-screening shall be conducted within 15 business days after contract award.  This 


requirement shall be placed in all subcontracts if the subcontractor requires routine 
physical access, access to sensitive but unclassified information, and/or logical 
access to IT resources.  Failure to comply with the pre-screening requirement will 
result in the Contracting Officer taking the appropriate remedy. 


 
Definition:  Logical Access means providing an authorized user the ability to access 
one or more computer system resources such as a workstation, network, application, 
or database through automated tools.  A logical access control system (LACS) 
requires validation of an individual identity through some mechanism such as a 
personal identification number (PIN), card, username and password, biometric, or 
other token.  The system has the capability to assign different access privileges to 
different persons depending on their roles and responsibilities in an organization. 


 
[End of Clause] 


 
[9.4] PREVENT, DETECT AND RESPOND TO SEXUAL ABUSE AND ASSAULT IN 
CONFINEMENT FACILITIES (FEB 2017) 
 


1. As prescribed by the Prison Rape Elimination Act (PREA) of 2003, 44 U.S.C. § 
15601 et. seq., the Contractor shall comply with the Department of Homeland 
Security (DHS) “Standards to Prevent, Detect and Respond to Sexual Abuse and 
Assault in Confinement Facilities,” codified at 6 C.F.R. Part 115 (the 
Regulations), for preventing, detecting and responding to sexual abuse and 
assault within U.S. Customs and Border Protection (CBP) holding facilities1, 
whether owned, operated or contracted.  The contractor shall also comply with all 
applicable Federal PREA standards and all applicable DHS and CBP policies 
implementing PREA. 


 
2. In addition to the general requirements of the above PREA standards and policies, 


the Contractor further acknowledge the following specific roles and responsibilities in 
complying with the Regulations: 


 
a. Detainee Supervision (6 CFR § 115.113): Ensure sufficient supervision of 


detainees to protect detainees against sexual abuse. 
 
b. Juveniles and Family Requirements (6 CFR § 115.114): Ensure juvenile and 


family detainees are afforded the appropriate protections. 
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c. Cross-Gender Viewing and Searches (6 CFR § 115.115): Implement proper 


procedures for cross-gender viewing and searches. 
 
d. Accommodations for Limited English Proficient (LEP) Detainees and Those 


with Disabilities (6 CFR § 115.116): Ensure reasonable measures are taken to 
ensure detainees who are limited English proficient, and those detainees with 
disabilities, are given equal access to programs and services at the facility.  


 
e. Hiring and Promotion (6 CFR § 115.117): Ensure no contractors are hired or 


promoted who have a substantiated history of sexual abuse/assault and that all 
contractors who may have contact with detainees are required to undergo a 
background investigation prior to hiring. 


 
f. Training (6 CFR § 115.131): Ensure training of all contractors who may have 


contact with holding facility detainees to be able to fulfill their responsibilities 
under the Regulations, including training on: 


 
(1) The agency’s zero-tolerance policies for all forms of sexual abuse; 
 
(2) The right of detainees and employees to be free from sexual abuse, and from 


retaliation for reporting sexual abuse; 
 
(3) Definitions and examples of prohibited and illegal sexual behavior; 
 
(4) Recognition of situations where sexual abuse may occur; 
 
(5) Recognition of physical, behavioral, and emotional signs of sexual abuse, and 


methods of preventing such occurrences; 
 
(6) Procedures for reporting knowledge or suspicion of sexual abuse; 


 
(7) How to communicate effectively and professionally with detainees, including 


lesbian, gay, bisexual, transgender, intersex, or gender nonconforming 
detainees; and 


 
(8) The requirement to limit reporting of sexual abuse to personnel with a need-


to-know in order to make decisions concerning the victim’s welfare and for 
law enforcement or investigative purposes. 


 
Confirmation that all contractors who may have contact with holding facility 
detainees have completed this training must be submitted to the contracting 
officer, or the contracting officer’s designee, and maintained for a least five (5) 
years.   
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g. Risk Assessment (6 CFR § 115.141): Ensure detainees are assessed for risk of 
victimization or abusiveness and implement protective measures, as appropriate 
and available.  


 
h. Immediate Notification (6 CFR § 115.161): Ensure contract staff report 


immediately to CBP officials any knowledge, suspicion, or information regarding 
an incident of sexual abuse or assault that occurred; retaliation against 
individuals who reported or participated in an investigation about such an 
incident; and any staff neglect or violation of responsibilities that may have 
contributed to an incident or retaliation.  


 
i. Corrective Actions (6 CFR § 115.177):  Contractor personnel suspected of 


perpetrating sexual abuse shall be prohibited from contact with detainees. 
Contractors suspected of perpetrating sexual abuse may be removed from all 
duties requiring detainee contact pending the outcome of an investigation, as 
appropriate.  Contractor shall notify the contracting officer, or contracting officer’s 
designee, identified in the contract within 24 hours of the discipline, removal, 
termination, or resignation of the suspected employee.  


 
3. The Contractor acknowledges that, in addition to self-monitoring requirements, CBP 


will conduct third party audits of holding facilities, announced or unannounced, to 
include on-site monitoring. The Contractor is required to make contract staff 
available to auditors and agency personnel for interviews, site inspection, and 
provide relevant documentation to complete a thorough audit of the facility.   


 
4. At all times, the Contractor shall adhere to the standards set forth in the Regulations. 


Failure to comply with the Regulations may result in termination of the contract. 
____________________ 
1 HOLDING FACILITY:  The Regulations define the term “holding facility” as a facility 
that contains holding cells, cell blocks, or other secure enclosures that are: (1) under 
the control of the agency; and (2) primarily used for the short-term confinement of   
individuals who have recently been detained, or are being transferred to or from a 
court, jail, prison, other agency, or other unit of the facility or agency.    


 
End of Clause 


 
[9.5] SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015) 


 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and 


Contractor employees (hereafter referred to collectively as “Contractor”).  The 
Contractor shall insert the substance of this clause in all subcontracts. 
 


(b) Definitions.  As used in this clause— 
 


“Personally Identifiable Information (PII)” means information that can be used to 
distinguish or trace an individual's identity, such as name, social security 
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number, or biometric records, either alone, or when combined with other 
personal or identifying information that is linked or linkable to a specific 
individual, such as date and place of birth, or mother’s maiden name.  The 
definition of PII is not anchored to any single category of information or 
technology.  Rather, it requires a case-by-case assessment of the specific risk 
that an individual can be identified.  In performing this assessment, it is important 
for an agency to recognize that non-personally identifiable information can 
become personally identifiable information whenever additional information is 
made publicly available—in any medium and from any source—that, combined 
with other available information, could be used to identify an individual. 


 
PII is a subset of sensitive information.  Examples of PII include, but are not 
limited to:  name, date of birth, mailing address, telephone number, Social 
Security number (SSN), email address, zip code, account numbers, 
certificate/license numbers, vehicle identifiers including license plates, uniform 
resource locators (URLs), static Internet protocol addresses, biometric identifiers 
such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 
unique identifying number or characteristic, and any information where it is 
reasonably foreseeable that the information will be linked with other information 
to identify the individual. 
 
“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor 
Employee Access, as any information, which if lost, misused, disclosed, or, 
without authorization is accessed, or modified, could adversely affect the 
national or homeland security interest, the conduct of Federal programs, or the 
privacy to which individuals are entitled under section 552a of Title 5, United 
States Code (the Privacy Act), but which has not been specifically authorized  
under criteria established by an Executive Order or an Act of Congress to be kept 
secret in the interest of national defense, homeland security or foreign policy.  
This definition includes the following categories of information:   


 
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 


Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the 
implementing regulations thereto (Title 6, Code of Federal Regulations, Part 
29) as amended, the applicable PCII Procedures Manual, as amended, and 
any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the PCII Program 
Manager or his/her designee);  


 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 


Regulations, Part 1520, as amended, “Policies and Procedures of 
Safeguarding and Control of SSI,” as amended, and any supplementary 
guidance officially communicated by an authorized official of the Department 
of Homeland Security (including the Assistant Secretary for the 
Transportation Security Administration or his/her designee);   
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(3) Information designated as “For Official Use Only,” which is unclassified 


information of a sensitive nature and the unauthorized disclosure of which 
could adversely impact a person’s privacy or welfare, the conduct of Federal 
programs, or other programs or operations essential to the national or 
homeland security interest; and  


 
(4) Any information that is designated “sensitive” or subject to other controls, 


safeguards or protections in accordance with subsequently adopted 
homeland security information handling procedures. 


 
“Sensitive Information Incident” is an incident that includes the known, potential, 
or suspected exposure, loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, or unauthorized access or attempted access of any 
Government system, Contractor system, or sensitive information. 
 
“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if 
lost, compromised or disclosed without authorization, could result in substantial 
harm, embarrassment, inconvenience, or unfairness to an individual.  Some 
forms of PII are sensitive as stand-alone elements.  Examples of such PII 
include: Social Security numbers (SSN), driver’s license or state identification 
number, Alien Registration Numbers (A-number), financial account number, and 
biometric identifiers such as fingerprint, voiceprint, or iris scan.  Additional 
examples include any groupings of information that contain an individual’s name 
or other unique identifier plus one or more of the following elements: 


 
(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother’s maiden name, account 


passwords or personal identification numbers (PIN) 
 


Other PII may be “sensitive” depending on its context, such as a list of 
employees and their performance ratings or an unlisted home address or phone 
number.  In contrast, a business card or public telephone directory of agency 
employees contains PII but is not sensitive.   


 
(c) Authorities.  The Contractor shall follow all current versions of Government policies 


and guidance accessible at http://www.dhs.gov/dhs-security-and-training-
requirements-contractors, or available upon request from the Contracting Officer, 
including but not limited to: 
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(1) DHS Management Directive 11042.1 Safeguarding Sensitive But 
Unclassified (for Official Use Only) Information 


(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable 


Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security 


Personnel Suitability and Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance  
(9) Federal Information Processing Standard (FIPS) 140-2 Security 


Requirements for Cryptographic Modules accessible at 
http://csrc.nist.gov/groups/STM/cmvp/standards.html 


(10) National Institute of Standards and Technology (NIST) Special Publication 
800-53 Security and Privacy Controls for Federal Information Systems and 
Organizations accessible at http://csrc.nist.gov/publications/PubsSPs.html 


(11) NIST Special Publication 800-88 Guidelines for Media Sanitization 
accessible at http://csrc.nist.gov/publications/PubsSPs.html 


 
(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well 


as the policies and procedures described below, is required.   
 


(1) Department of Homeland Security (DHS) policies and procedures on 
Contractor personnel security requirements are set forth in various 
Management Directives (MDs), Directives, and Instructions.  MD 11042.1, 
Safeguarding Sensitive But Unclassified (For Official Use Only) Information 
describes how Contractors must handle sensitive but unclassified 
information.  DHS uses the term “FOR OFFICIAL USE ONLY” to identify 
sensitive but unclassified information that is not otherwise categorized by 
statute or regulation.  Examples of sensitive information that are categorized 
by statute or regulation are PCII, SSI, etc.  The DHS Sensitive Systems 
Policy Directive 4300A and the DHS 4300A Sensitive Systems Handbook 
provide the policies and procedures on security for Information Technology 
(IT) resources.  The DHS Handbook for Safeguarding Sensitive Personally 
Identifiable Information provides guidelines to help safeguard SPII in both 
paper and electronic form.  DHS Instruction Handbook 121-01-007 
Department of Homeland Security Personnel Suitability and Security 
Program establishes procedures, program responsibilities, minimum 
standards, and reporting protocols for the DHS Personnel Suitability and 
Security Program.   


 
(2) The Contractor shall not use or redistribute any sensitive information 


processed, stored, and/or transmitted by the Contractor except as specified 
in the contract. 
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(3) All Contractor employees with access to sensitive information shall execute 
DHS Form 11000-6, Department of Homeland Security Non-Disclosure 
Agreement (NDA), as a condition of access to such information.  The 
Contractor shall maintain signed copies of the NDA for all employees as a 
record of compliance.  The Contractor shall provide copies of the signed 
NDA to the Contracting Officer’s Representative (COR) no later than two (2) 
days after execution of the form.  


 
(4) The Contractor’s invoicing, billing, and other recordkeeping systems 


maintained to support financial or other administrative functions shall not 
maintain SPII.  It is acceptable to maintain in these systems the names, titles 
and contact information for the COR or other Government personnel 
associated with the administration of the contract, as needed. 


 
(e) Authority to Operate.  The Contractor shall not input, store, process, output, and/or 


transmit sensitive information within a Contractor IT system without an Authority to 
Operate (ATO) signed by the Headquarters or Component CIO, or designee, in  


 consultation with the Headquarters or Component Privacy Officer.  Unless 
otherwise specified in the ATO letter, the ATO is valid for three (3) years.  The 
Contractor shall adhere to current Government policies, procedures, and guidance 
for the Security Authorization (SA) process as defined below.   
 


(1) Complete the Security Authorization process.  The SA process shall proceed 
according to the DHS Sensitive Systems Policy Directive 4300A (Version 
11.0, April 30, 2014), or any successor publication, DHS 4300A Sensitive 
Systems Handbook (Version 9.1, July 24, 2012), or any successor 
publication, and the Security Authorization Process Guide including 
templates.   


 
(i) Security Authorization Process Documentation.  SA documentation 


shall be developed using the Government provided Requirements 
Traceability Matrix and Government security documentation templates.  
SA documentation consists of the following:  Security Plan, 
Contingency Plan, Contingency Plan Test Results, Configuration 
Management Plan, Security Assessment Plan, Security Assessment 
Report, and Authorization to Operate Letter.  Additional documents 
that may be required include a Plan(s) of Action and Milestones and 
Interconnection Security Agreement(s).  During the development of SA 
documentation, the Contractor shall submit a signed SA package, 
validated by an independent third party, to the COR for acceptance by 
the Headquarters or Component CIO, or designee, at least thirty (30) 
days prior to the date of operation of the IT system. The Government is 
the final authority on the compliance of the SA package and may limit 
the number of resubmissions of a modified SA package.  Once the 
ATO has been accepted by the Headquarters or Component CIO, or 
designee, the Contracting Officer shall incorporate the ATO into the 
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contract as a compliance document.  The Government’s acceptance of 
the ATO does not alleviate the Contractor’s responsibility to ensure the 
IT system controls are implemented and operating effectively. 


 
(ii) Independent Assessment.  Contractors shall have an independent third 


party validate the security and privacy controls in place for the 
system(s).  The independent third party shall review and analyze the 
SA package, and report on technical, operational, and management 
level deficiencies as outlined in NIST Special Publication 800-53 
Security and Privacy Controls for Federal Information Systems and 
Organizations.  The Contractor shall address all deficiencies before 
submitting the SA package to the Government for acceptance. 


 
(iii) Support the completion of the Privacy Threshold Analysis (PTA) as 


needed.  As part of the SA process, the Contractor may be required to 
support the Government in the completion of the PTA.  The 
requirement to complete a PTA is triggered by the creation, use, 
modification, upgrade, or disposition of a Contractor IT system that will 
store, maintain and use PII, and must be renewed at least every three 
(3) years.  Upon review of the PTA, the DHS Privacy Office determines 
whether a Privacy Impact Assessment (PIA) and/or Privacy Act 
System of Records Notice (SORN), or modifications thereto, are 
required.  The Contractor shall provide all support necessary to assist 
the Department in completing the PIA in a timely manner and shall 
ensure that project management plans and schedules include time for 
the completion of the PTA, PIA, and SORN (to the extent required) as 
milestones.  Support in this context includes responding timely to 
requests for information from the Government about the use, access, 
storage, and maintenance of PII on the Contractor’s system, and 
providing timely review of relevant compliance documents for factual 
accuracy.  Information on the DHS privacy compliance process, 
including PTAs, PIAs, and SORNs, is accessible at 
http://www.dhs.gov/privacy-compliance. 


 
(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO shall 


be renewed every three (3) years.  The Contractor is required to update its 
SA package as part of the ATO renewal process.  The Contractor shall 
update its SA package by one of the following methods: (1) Updating the SA 
documentation in the DHS automated information assurance tool for 
acceptance by the Headquarters or Component CIO, or designee, at least 90 
days before the ATO expiration date for review and verification of security 
controls; or (2) Submitting an updated SA package directly to the COR for 
approval by the Headquarters or Component CIO, or designee, at least 90 
days before the ATO expiration date for review and verification of security 
controls.  The 90 day review process is independent of the system 
production date and therefore it is important that the Contractor build the 
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review into project schedules.  The reviews may include onsite visits that 
involve physical or logical inspection of the Contractor environment to ensure 
controls are in place.   


 
(3) Security Review.  The Government may elect to conduct random periodic 


reviews to ensure that the security requirements contained in this contract 
are being implemented and enforced.  The Contractor shall afford DHS, the 
Office of the Inspector General, and other Government organizations access 
to the Contractor’s facilities, installations, operations, documentation, 
databases and personnel used in the performance of this contract.  The 
Contractor shall, through the Contracting Officer and COR, contact the 
Headquarters or Component CIO, or designee, to coordinate and participate 
in review and inspection activity by Government organizations external to the 
DHS.  Access shall be provided, to the extent necessary as determined by 
the Government, for the Government to carry out a program of inspection, 
investigation, and audit to safeguard against threats and hazards to the 
integrity, availability and confidentiality of Government data or the function of 
computer systems used in performance of this contract and to preserve 
evidence of computer crime. 


 
(4) Continuous Monitoring.  All Contractor-operated systems that input, store, 


process, output, and/or transmit sensitive information shall meet or exceed 
the continuous monitoring requirements identified in the Fiscal Year 2014 
DHS Information Security Performance Plan, or successor publication. The 
plan is updated on an annual basis.  The Contractor shall also store monthly 
continuous monitoring data at its location for a period not less than one year 
from the date the data is created.  The data shall be encrypted in accordance 
with FIPS 140-2 Security Requirements for Cryptographic Modules and shall 
not be stored on systems that are shared with other commercial or 
Government entities.  The Government may elect to perform continuous 
monitoring and IT security scanning of Contractor systems from Government 
tools and infrastructure. 


 
(5) Revocation of ATO.  In the event of a sensitive information incident, the 


Government may suspend or revoke an existing ATO (either in part or in 
whole).  If an ATO is suspended or revoked in accordance with this provision, 
the Contracting Officer may direct the Contractor to take additional security 
measures to secure sensitive information.  These measures may include 
restricting access to sensitive information on the Contractor IT system under 
this contract.  Restricting access may include disconnecting the system 
processing, storing, or transmitting the sensitive information from the Internet 
or other networks or applying additional security controls. 


 
(6) Federal Reporting Requirements.  Contractors operating information systems 


on behalf of the Government or operating systems containing sensitive 
information shall comply with Federal reporting requirements.  Annual and 







33 
 


quarterly data collection will be coordinated by the Government.  Contractors 
shall provide the COR with requested information within three (3) business 
days of receipt of the request.  Reporting requirements are determined by the 
Government and are defined in the Fiscal Year 2014 DHS Information 
Security Performance Plan, or successor publication.  The Contractor shall 
provide the Government with all information to fully satisfy Federal reporting 
requirements for Contractor systems. 


 
(f) Sensitive Information Incident Reporting Requirements.   


 
(1) All known or suspected sensitive information incidents shall be reported to 


the Headquarters or Component Security Operations Center (SOC) within 
one hour of discovery in accordance with 4300A Sensitive Systems 
Handbook Incident Response and Reporting requirements.  When notifying 
the Headquarters or Component SOC, the Contractor shall also notify the 
Contracting Officer, COR, Headquarters or Component Privacy Officer, and 
US-CERT using the contact information identified in the contract.  If the 
incident is reported by phone or the Contracting Officer’s email address is not 
immediately available, the Contractor shall contact the Contracting Officer 
immediately after reporting the incident to the Headquarters or Component 
SOC.  The Contractor shall not include any sensitive information in the 
subject or body of any e-mail. To transmit sensitive information, the 
Contractor shall use FIPS 140-2 Security Requirements for Cryptographic 
Modules compliant encryption methods to protect sensitive information in 
attachments to email.  Passwords shall not be communicated in the same 
email as the attachment.  A sensitive information incident shall not, by itself, 
be interpreted as evidence that the Contractor has failed to provide adequate 
information security safeguards for sensitive information, or has otherwise 
failed to meet the requirements of the contract.   


 
(2) If a sensitive information incident involves PII or SPII, in addition to the 


reporting requirements in 4300A Sensitive Systems Handbook Incident 
Response and Reporting, Contractors shall also provide as many of the 
following data elements that are available at the time the incident is reported, 
with any remaining data elements provided within 24 hours of submission of 
the initial incident report: 
 
(i) Data Universal Numbering System (DUNS);  
(ii) Contract numbers affected unless all contracts by the company are 


affected; 
(iii) Facility CAGE code if the location of the event is different than the 


prime contractor location; 
(iv) Point of contact (POC) if different than the POC recorded in the 


System for Award Management (address, position, telephone, email); 
(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
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(vii) Name of subcontractor and CAGE code if this was an incident on a 
subcontractor network; 


(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time of the 


incident, both at the Contractor and subcontractor level; 
(xii) Description of the Government PII and/or SPII contained within the 


system; 
(xiii) Number of people potentially affected and the estimate or actual 


number of records exposed and/or contained within the system; and 
(xiv) Any additional information relevant to the incident. 


 
(g) Sensitive Information Incident Response Requirements. 


 
(1) All determinations related to sensitive information incidents, including 


response activities, notifications to affected individuals and/or Federal 
agencies, and related services (e.g., credit monitoring) will be made in writing 
by the Contracting Officer in consultation with the Headquarters or 
Component CIO and Headquarters or Component Privacy Officer. 


 
(2) The Contractor shall provide full access and cooperation for all activities 


determined by the Government to be required to ensure an effective incident 
response, including providing all requested images, log files, and event 
information to facilitate rapid resolution of sensitive information incidents. 


 
(3) Incident response activities determined to be required by the Government 


may include, but are not limited to, the following: 
 


(i) Inspections, 
(ii) Investigations, 
(iii) Forensic reviews, and 
(iv) Data analyses and processing.  


 
(4) The Government, at its sole discretion, may obtain the assistance from other 


Federal agencies and/or third-party firms to aid in incident response 
activities. 


 
(h) Additional PII and/or SPII Notification Requirements.   


 
(1) The Contractor shall have in place procedures and the capability to notify any 


individual whose PII resided in the Contractor IT system at the time of the 
sensitive information incident not later than 5 business days after being 
directed to notify individuals, unless otherwise approved by the Contracting 
Officer.  The method and content of any notification by the Contractor shall 
be coordinated with, and subject to prior written approval by the Contracting 
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Officer, in consultation with the Headquarters or Component Privacy Officer, 
utilizing the DHS Privacy Incident Handling Guidance.  The Contractor shall 
not proceed with notification unless the Contracting Officer, in consultation 
with the Headquarters or Component Privacy Officer, has determined in 
writing that notification is appropriate. 


 
(2) Subject to Government analysis of the incident and the terms of its 


instructions to the Contractor regarding any resulting notification, the 
notification method may consist of letters to affected individuals sent by first 
class mail, electronic means, or general public notice, as approved by the 
Government.  Notification may require the Contractor’s use of address 
verification and/or address location services.  At a minimum, the notification 
shall include:   


 
(i) A brief description of the incident;  
(ii) A description of the types of PII and SPII involved;  
(iii) A statement as to whether the PII or SPII was encrypted or protected 


by other means;  
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to investigate 


the incident, to mitigate the incident, and to protect against any future 
incidents; and  


(vi) Information identifying who individuals may contact for additional 
information. 


 
(i) Credit Monitoring Requirements.  In the event that a sensitive information incident 


involves PII or SPII, the Contractor may be required to, as directed by the 
Contracting Officer: 
 


(1) Provide notification to affected individuals as described above; and/or 
 
(2) Provide credit monitoring services to individuals whose data was under the 


control of the Contractor or resided in the Contractor IT system at the time of 
the sensitive information incident for a period beginning the date of the 
incident and extending not less than 18 months from the date the individual is 
notified.  Credit monitoring services shall be provided from a company with 
which the Contractor has no affiliation.  At a minimum, credit monitoring 
services shall include: 


 
(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use 


of fraud alerts; and/or 
 


(3) Establish a dedicated call center.  Call center services shall include: 
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(i) A dedicated telephone number to contact customer service within a 


fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports 


and credit scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls 


that cannot be handled by call center staff and must be resolved by call 
center management or DHS, as appropriate), and other key metrics; 


(iv) Escalation of calls that cannot be handled by call center staff to call 
center management or DHS, as appropriate; 


(v) Customized FAQs, approved in writing by the Contracting Officer in 
coordination with the Headquarters or Component Chief Privacy 
Officer; and 


(vi) Information for registrants to contact customer service representatives 
and fraud resolution representatives for credit monitoring assistance. 


 
(j) Certification of Sanitization of Government and Government-Activity-Related Files 


and Information.  As part of contract closeout, the Contractor shall submit the 
certification to the COR and the Contracting Officer following the template provided 
in NIST Special Publication 800-88 Guidelines for Media Sanitization. 
 


(End of clause) 
 


[9.6] INFORMATION TECHNOLOGY SECURITY AND PRIVACY TRAINING (MAR 
2015) 
 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and 


Contractor employees (hereafter referred to collectively as “Contractor”).  The 
Contractor shall insert the substance of this clause in all subcontracts. 


 
(b) Security Training Requirements. 
 


(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security 
awareness materials annually or whenever system security changes occur, or 
when the user’s responsibilities change.  The Department of Homeland Security 
(DHS) requires that Contractor employees take an annual Information Technology 
Security Awareness Training course before accessing sensitive information under 
the contract.  Unless otherwise specified, the training shall be completed within 
thirty (30) days of contract award and be completed on an annual basis thereafter 
not later than October 31st of each year.  Any new Contractor employees 
assigned to the contract shall complete the training before accessing sensitive  


 
information under the contract.  The training is accessible at http://www.dhs.gov/dhs-
security-and-training-requirements-contractors.  The Contractor shall maintain copies 
of training certificates for all Contractor and subcontractor employees as a record of 
compliance.  Unless otherwise specified, initial training certificates for each Contractor 
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and subcontractor employee shall be provided to the Contracting Officer’s 
Representative (COR) not later than thirty (30) days after contract award.  Subsequent 
training certificates to satisfy the annual training requirement shall be submitted to the 
COR via e-mail notification not later than October 31st of each year.  The e-mail 
notification shall state the required training has been completed for all Contractor and 
subcontractor employees.   


 
(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and 


subcontractor that will have access to DHS systems and sensitive information.  
The DHS Rules of Behavior shall be signed before accessing DHS systems and 
sensitive information.  The DHS Rules of Behavior is a document that informs 
users of their responsibilities when accessing DHS systems and holds users 
accountable for actions taken while accessing DHS systems and using DHS 
Information Technology resources capable of inputting, storing, processing, 
outputting, and/or transmitting sensitive information.  The DHS Rules of Behavior 
is accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors.  Unless otherwise specified, the DHS Rules of Behavior shall be 
signed within thirty (30) days of contract award.  Any new Contractor employees 
assigned to the contract shall also sign the DHS Rules of Behavior before 
accessing DHS systems and sensitive information.  The Contractor shall maintain 
signed copies of the DHS Rules of Behavior for all Contractor and subcontractor 
employees as a record of compliance.  Unless otherwise specified, the Contractor 
shall e-mail copies of the signed DHS Rules of Behavior to the COR not later than 
thirty (30) days after contract award for each employee.  The DHS Rules of 
Behavior will be reviewed annually and the COR will provide notification when a 
review is required.   


 
(c) Privacy Training Requirements. All Contractor and subcontractor employees that will 


have access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are 
required to take Privacy at DHS: Protecting Personal Information before accessing 
PII and/or SPII.  The training is accessible at http://www.dhs.gov/dhs-security-and-
training-requirements-contractors.  Training shall be completed within thirty (30) days 
of contract award and be completed on an annual basis thereafter not later than 
October 31st of each year.  Any new Contractor employees assigned to the contract 
shall also complete the training before accessing PII and/or SPII.  The Contractor 
shall maintain copies of training certificates for all Contractor and subcontractor 
employees as a record of compliance.  Initial training certificates for each Contractor 
and subcontractor employee shall be provided to the COR not later than thirty (30) 
days after contract award.  Subsequent training certificates to satisfy the annual 
training requirement shall be submitted to the COR via e-mail notification not later  


 
 


than October 31st of each year.  The e-mail notification shall state the required 
training has been completed for all Contractor and subcontractor employees.   


 
(End of clause) 
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[9.7] STANDARD OF CONDUCT AT GOVERNMENT INSTALLATIONS 
 
The Contractor shall be responsible for maintaining satisfactory standards of employee 
competency, conduct, appearance, and integrity; and shall be responsible for taking 
such disciplinary action with respect to its employees, as necessary. 
 


(End of clause) 
 
[9.10] SPECIFICATIONS, STATEMENT OF WORK, STATEMENT OF OBJECTIVES 
OR PERFORMANCE WORK STATEMENT ATTACHED (JUN 2013) 
 
The Specifications, Statement of Work, Statement of Objectives or Performance Work 
Statement which describe the work to be performed hereunder, although attached, is 
incorporated and made a part of this document with the same force and effect of 
“specifications” as described in the clause, Order of Precedence, FAR 52.215-8 
incorporated herein by reference. 
 


[End of Clause] 
 
[9.11] PERIOD OF PERFORMANCE (MAR 2003) 
 
The period of performance of this contract shall be from 9/01/2019 through 8/31/2020. 
 


[End of Clause] 
 
 
[9.12] ELECTRONIC INVOICING AND PAYMENT REQUIREMENTS - INVOICE 
PROCESSING PLATFORM (IPP) (JAN 2016) 
 
Beginning April 11, 2016, payment requests for all new awards must be submitted 
electronically through the U. S. Department of the Treasury's Invoice Processing 
Platform System (IPP). Payment terms for existing contracts and orders awarded prior 
to April 11, 2016 remain the same. The Contractor must use IPP for contracts and 
orders awarded April 11, 2016 or later, and must use the non-IPP invoicing process for 
those contracts and orders awarded prior to April 11, 2016. 
"Payment request" means any request for contract financing payment or invoice 
payment by the Contractor. To constitute a proper invoice, the payment request must 
comply with the requirements identified in FAR 32.905(b), "Payment documentation and 
process" and the applicable Prompt Payment clause included in this contract. The IPP 
website address is: https://www.ipp.gov.   
The IPP was designed and developed for Contractors to enroll, access and use IPP for 
submitting requests for payment. Contractor assistance with enrollment can be obtained 
by contacting IPPCustomerSupport@fms.treas.gov or phone (866) 973-3131.  



https://www.ipp.gov/

https://www.ipp.gov/

mailto:IPPCustomerSupport@fms.treas.gov

mailto:IPPCustomerSupport@fms.treas.gov
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If the Contractor is unable to comply with the requirement to use IPP for submitting 
invoices for payment, the Contractor must submit a waiver request in writing to the 
contracting officer. 


(End of Clause) 
 
[9.13] GOVERNMENT CONSENT OF PUBLICATION/ENDORSEMENT (MAR 2003) 


 
Under no circumstances shall the Contractor, or anyone acting on behalf of the 
Contractor, refer to the supplies, services, or equipment furnished pursuant to the 
provisions of this contract in any news release or commercial advertising without first 
obtaining explicit written consent to do so from the Contracting Officer 
 
The Contractor agrees not to refer to awards in commercial advertising in such a 
manner as to state or imply that the product or service provided is endorsed or 
preferred by the Federal Government or is considered by the Government to be 
superior to other products or services. 
 


[End of Clause] 
 


[9.14] SECURITY PROCEDURES (APR 2019) 
 
A.  Controls 
 


1. The Contractor Employee shall comply with the U.S. Customs and Border 
Protection’s (CBP) administrative, physical and technical security controls to 
ensure that the Government’s security requirements are met. 


 
2. All Government furnished information must be protected to the degree and extent 


required by local rules, regulations, and procedures.  The Contractor Employee 
shall comply with all security policies contained in CBP Handbook 1400-05D, 
v.7.0, Information Systems Security Policies and Procedures Handbook, or latest 
available version. 


 
3. All services provided under this contract must be compliant with the Department of 


Homeland Security (DHS) information security policy identified in DHS Sensitive 
Systems Policy Directive 4300A, v.13.1 and DHS Sensitive Systems Handbook 
4300A, v.12.0, or latest available version. 


 
4. All Contractor Employees under this contract must wear identification access 


badges when working in CBP facilities.  Prior to Contractor employees’ 
departure/separation, all badges, building passes, parking permits, keys and pass 
cards must be given to the Contracting Officer’s Representative (COR).  The COR 
will ensure that the cognizant Physical Security official is notified so that access to 
all buildings and facilities can be revoked.  NOTE:  For contracts within the 
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National Capitol Region (NCR), the Office of Professional Responsibility, Security 
Management Division (OPR/SMD) shall be notified if building access is revoked.  


 
5.  All Contractor Employees must be entered in the Contractor Tracking System 


(CTS) database by the Contracting Officer (CO) or COR.  The Contractor Project 
Manager (CPM) shall provide timely start information to the CO/COR or 
designated government personnel to initiate the CTS entry.  Other relevant 
information will also be needed for record submission in the CTS database such 
as, but not limited to, the contractor’s legal name, contracting company address, 
brief job description, labor rate, Hash ID, schedule and contract specific 
information. The CO/COR or designated government personnel shall provide the 
CPM with instructions for providing required information.   


 
6.  The CO/COR may designate responsibility for out-processing to the CPM. This 


requires that the CPM have an active CBP Background Investigation (BI) and 
Active Directory (AD) account.  CPM shall provide Contactor Employee 
departure/separation date and reason for leaving to the CO/COR in accordance 
with CBP Directive 1210-007B, Tracking of Contractor Employees. Failure by the 
CPM to provide timely notification of Contractor Employee departure/separation in 
accordance with the contract requirements shall be documented and considered 
when government personnel completes a Contractor Performance Report (under 
Business Relations) or other performance related measures.  Additionally, the 
CO/COR shall immediately notify OPR/SMD of the contractor’s 
departure/separation. 


 
B.  Security Background Investigation Requirements 
 


1.  In accordance with DHS Instruction Handbook 121-01-007-01, Rev. 01, the 
Department of Homeland Security Personnel Security, Suitability and Fitness 
Program, Chapter 2, Personnel Security Program Standards, § 13, Citizenship 
Requirements, Contractor Employees who require access to sensitive information 
must be U.S. citizens or have Lawful Permanent Resident (LPR) status, § 13E.  A 
waiver may be granted, as outlined in Chapter 2, § 14 of DHS Instruction 
Handbook 121-01-007-01. 


 
2. Contractor employees that require access to DHS IT systems or development, 


management, or maintenance of those systems must be U.S. citizens in 
accordance with Chapter 2, Personnel Security Program Standards, § 13, and  
Citizenship Requirements, § 13F.  (Lawful Permanent Resident status is not 
acceptable in this case).  A waiver may be granted, as outlined in Chapter 2, § 14 
of DHS Instruction Handbook 121-01-007-01. 


 
3.  Provided the requirements of DHS Instruction Handbook 121-01-007-01 are met 


as outlined in paragraph 1, above, Contractor Employees requiring access to CBP 
facilities, sensitive information or information technology resources are required to 
have a favorably adjudicated background investigation (BI) or a single scope 
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background investigation (SSBI) prior to commencing work on this contract. 
Exceptions shall be approved on a case-by-case basis with the Contractor 
Employee’s access to facilities, systems, and information limited until the 
Contractor employee receives a favorably adjudicated BI or SSBI.  A favorable 
adjudicated BI or SSBI shall include various aspects of a Contractor Employee’s 
life, including employment, education, residences, police and court inquires, credit 
history, national agency checks, and a CBP Background Investigation Personal 
Interview (BIPI). 


 
4.  The Contractor Employee shall submit within ten (10) working days after award of 


this contract a list containing the full legal name, social security number, place of 
birth (city and state), and date of birth of employee candidates who possess 
favorably adjudicated BI or SSBI that meets federal investigation standards.  For 
Contractor employee candidates needing a BI for this contract, the Contractor 
Employee shall require the applicable Contractor Employees to submit information 
and documentation requested by CBP to initiate the BI process.   


 
5.  Background Investigation information and documentation is usually submitted by 


proper completion of standard federal and agency forms such as Electronic 
Questionnaires for investigations Processing (e-QIP), Fingerprint Card, CBP Form 
78-Background Investigation Requirements Determination (BIRD), Fair Credit 
Reporting Act (FCRA) Form, a Contractor Employee Initial Background 
Investigation (BI) Form (CBP Form 77) (Sections A and B). These forms must be 
submitted to the designated CBP official identified in this contract.  The designated 
CBP security official will review the information for completeness.   


 
6.  The estimated completion of a BI or SSBI is approximately sixty (60) to ninety (90) 


days from the date of receipt of the properly completed forms by CBP security 
office.  During the term of this contract, the Contractor is required to provide the 
names of its employees who successfully complete the CBP BI or SSBI process to 
the CO and COR.  Failure of any Contractor Employee to obtain and maintain a 
favorably adjudicated BI or SSBI shall be cause for dismissal.  For key personnel, 
the Contractor shall propose a qualified replacement employee candidate to the 
CO and COR within 30 days after being notified of an unsuccessful candidate or 
vacancy.  For all non-key personnel Contractor Employees, the Contractor shall 
propose a qualified replacement employee candidate to the COR within 30 days 
after being notified of an unsuccessful candidate or vacancy.  The CO/COR shall 
approve or disapprove replacement employees.  Continuous failure to provide 
Contractor Employees who meet CBP BI or SSBI requirements may be cause for 
termination of the contract.   


 
C.  Security Responsibilities  
 


1.  The Contractor shall ensure that its employees follow the general procedures 
governing physical, environmental, and information security described in the 
various DHS CBP regulations identified in this clause.  The contractor shall ensure 
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that its employees apply proper business practices in accordance with the 
specifications, directives, and manuals required for conducting work under this 
contract.  Applicable contractor personnel will be responsible for physical security 
of work areas and CBP furnished equipment issued under this contract. 


 
2.  The CO/COR may require the Contractor to prohibit its employees from working 


on this contract if continued employment becomes detrimental to the public’s 
interest for any reason including, but not limited to carelessness, insubordination, 
incompetence, or security concerns. 


 
3.  Work under this contract may require access to sensitive information as defined 


under Homeland Security Acquisition Regulation (HSAR) Clause 3052.204-71, 
Contractor Employee Access, included in the solicitation/contract.  The Contractor 
Employee shall not disclose, orally or in writing, any sensitive information to any 
person unless authorized in writing by the CO.   


 
4.  The Contractor shall ensure that its employees who are authorized access to 


sensitive information, receive training pertaining to protection and disclosure of 
sensitive information.  The training shall be conducted during and after contract 
performance.  


 
5.  Upon completion of this contract, the Contractor Employee shall return all 


sensitive information used in the performance of the contract to the CO/COR.  The 
Contractor shall certify, in writing, that all sensitive and non-public information has 
been purged from any Contractor-owned system.    


 
D.  Notification of Contractor Employee Changes  
 


1.  The CPM shall notify the CO/COR via phone, facsimile, or electronic transmission, 
immediately after a personnel change becomes known or no later than five (5) 
business days prior to departure of the Contractor Employee.  Telephone 
notifications must be immediately followed up in writing.  CPM’s notification shall 
include, but is not limited to name changes, resignations, terminations, and 
reassignments to another contract.   


 
2.  The CPM shall notify the CO/COR and program office (if applicable) in writing of 


any proposed change in access requirements for its employees at least fifteen (15) 
days, or thirty (30) days if a security clearance is to be obtained, in advance of the 
proposed change.  If a security clearance is required, the CO/COR will notify 
OPR/SMD. 


 
E.  Non-Disclosure Agreements 
 


As part of the BI package, Contractor Employees are required to execute and submit 
a Non-Disclosure Agreement (DHS Form 11000-6) as a condition to perform on any 
CBP contract.  
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 [End of Clause] 
 


 
[9.15] NON-PERSONAL SERVICE (MAR 2003) 
 
1. The Government and the contractor agree and understand the services to be 


performed under this contract are non-personal in nature.  The Contractor shall not 
perform any inherently governmental functions under this contract as described in 
Office of Federal Procurement Policy Letter 92-1 


 
2. The services to be performed under this contract do not require the Contractor or his 


employees to exercise personal judgment and discretion on behalf of the 
Government, but rather, the Contractor's employees will act and exercise personal 
judgment and discretion on behalf of the Contractor. 


 
3. The parties also recognize and agree that no employer-employee relationship exists 


or will exist between the Government and the Contractor.  The Contractor and the  
 
Contractor's employees are not employees of the Federal Government and are not 


eligible for entitlement and benefits given federal employees.  Contractor personnel 
under this contract shall not: 


 
(a) Be placed in a position where there is an appearance that they are employed by 


the Government or are under the supervision, direction, or evaluation of any 
Government employee.  All individual employee assignments any daily work 
direction shall be given by the applicable employee supervisor. 


 
(b) Hold him or herself out to be a Government employee, agent or representative or 


state orally or in writing at any time that he or she is acting on behalf of the 
Government.  In all communications with third parties in connection with this 
contract, Contractor employees shall identify themselves as such and specify the 
name of the company of which they work. 


 
(c) Be placed in a position of command, supervision, administration or control over 


Government personnel or personnel of other Government contractors, or become 
a part of the government organization.  In all communications with other 
Government Contractors in connection with this contract, the Contractor employee 
shall state that they have no authority to change the contract in any way.  If the 
other Contractor believes this communication to be direction to change their 
contract, they should notify the CO for that contract and not carry out the direction 
until a clarification has been issued by the CO. 


 
4. If the Contractor believes any Government action or communication has been given 


that would create a personal service relationship between the Government and any 
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Contractor employee, the Contractor shall promptly notify the CO of this 
communication or action. 


 
5. Rules, regulations directives and requirements which are issued by U.S. Customs & 


Border Protection under their responsibility for good order, administration and 
security are applicable to all personnel who enter U.S. Customs & Border Protection 
installations or who travel on Government transportation.  This is not to be construed 
or interpreted to establish any degree of Government control that is inconsistent with 
a non-personal services contract. 


[End of Clause] 
 
[9.16] POST AWARD EVALUATION OF CONTRACTOR PERFORMANCE (JUL 2014) 
 
A. Contractor Performance Evaluations 


Interim and final performance evaluation reports will be prepared on this contract or 
order in accordance with FAR Subpart 42.15.  A final performance evaluation report  
 
will be prepared at the time the work under this contract or order is completed.  In 
addition to the final performance evaluation report, an interim performance 
evaluation report will be prepared annually to coincide with the anniversary date of 
the contract or order. 
  
Interim and final performance evaluation reports will be provided to the contractor via 
the Contractor Performance Assessment Reporting System (CPARS) after 
completion of the evaluation.  The CPARS Assessing Official Representatives 
(AORs) will provide input for interim and final contractor performance evaluations.  
The AORs may be Contracting Officer’s Representatives (CORs), project managers, 
and/or contract specialists.  The CPARS Assessing Officials (AOs) are the 
contracting officers (CO) or contract specialists (CS) who will sign the evaluation 
report and forward it to the contractor representative via CPARS for comments. 
  
The contractor representative is responsible for reviewing and commenting on 
proposed ratings and remarks for all evaluations forwarded by the AO.  After review, 
the contractor representative will return the evaluation to the AO via CPARS. 
 
The contractor representative will be given up to fourteen (14) days to submit written 
comments or a rebuttal statement.  Within the first seven (7) calendar days of the 
comment period, the contractor representative may request a meeting with the AO to 
discuss the evaluation report. The AO may complete the evaluation without the 
contractor representative’s comments if none are provided within the fourteen (14) 
day comment period.  Any disagreement between the AO/CO and the contractor 
representative regarding the performance evaluation report will be referred to the 
Reviewing Official (RO) within the division/branch the AO is assigned. Once the RO 
completes the review, the evaluation is considered complete and the decision is 
final. 
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Copies of the evaluations, contractor responses, and review comments, if any, will 
be retained as part of the contract file and may be used in future award decisions. 
 


B. Designated Contractor Representative 
The contractor must identify a primary representative for this contract and provide 
the full name, title, phone number, email address, and business address to the CO 
within 30 days after award.   
 


C. Electronic Access to Contractor Performance Evaluations 
The AO will request CPARS user access for the contractor by forwarding the 
contractor’s primary and alternate representatives’ information to the CPARS Focal 
Point (FP). 


 
The FP is responsible for CPARS access authorizations for Government and 
contractor personnel. The FP will set up the user accounts and will create system 
access to CPARS.  
 
The CPARS application will send an automatic notification to users when CPARS 
access is granted.  In addition, contractor representatives will receive an automated 
email from CPARS when an evaluation report has been completed. 


(End of Clause) 
 


[9.17] ADDITIONAL CONTRACTOR PERSONNEL REQUIREMENTS (OCT 2007) 
 
The Contractor will ensure that its employees will identify themselves as employees of 
their respective company while working on U.S. Customs & Border Protection (CBP) 
contracts.  For example, contractor personnel shall introduce themselves and sign 
attendance logs as employees of their respective companies, not as CBP employees. 
 
The contractor will ensure that their personnel use the following format signature on all 
official e-mails generated by CBP computers: 
 


[Name] 
(Contractor) 
[Position or Professional Title] 
[Company Name] 
Supporting the XXX Division/Office 
U.S. Customs & Border Protection 
 
[Phone] 
[FAX] 
[Other contact information as desired] 


 
[End of Clause] 
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[9.18] 3052.215-70 KEY PERSONNEL OR FACILITIES (DEC 2003) 
 


(a) The personnel or facilities specified below are considered essential to the work 
being performed under this contract and may, with the consent of the contracting 
parties, be changed from time to time during the course of the contract by adding or 
deleting personnel or facilities, as appropriate. 


(b) Before removing or replacing any of the specified individuals or facilities, the 
Contractor shall notify the Contracting Officer, in writing, before the change becomes 
effective. The Contractor shall submit sufficient information to support the proposed 
action and to enable the Contracting Officer to evaluate the potential impact of the 
change on this contract. The Contractor shall not remove or replace personnel or 
facilities until the Contracting Officer approves the change. 


The Key Personnel under this Contract: 


Program Manager 


Sector Manager 


(End of clause) 
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SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS 


 
B.1  GENERAL DESCRIPTION 


The contractor shall supply the tactical communications equipment or services as described in 
Section C. 


B.2  CONTRACT MINIMUMS / MAXIMUMS 


(a) The Government intends to award multiple IDIQ contracts.  The Government’s minimum 
dollar obligation under this acquisition is $250, per contract awardee for the duration of the 
contract term.  Orders beyond the minimum will be determined by user needs.  The 
Government has no obligation to issue delivery orders to the Contractor beyond the minimum 
guaranteed amount specified.    


(b) The specific products and quantities will be identified on each Order issued under the 
IDIQ.  The exercise of an option does not re-establish the contract minimum. 


(c) The total value of all Delivery Orders and Task Orders under all contracts awarded under 
this solicitation, including orders issued over the five year ordering period and minimum 
guaranteed amounts, shall not exceed $3,000,000,000.   


B.3  CONTRACT TYPE 


Delivery Orders for Equipment will be issued on a firm-fixed-price basis.  Task Orders for 
services will be issued on a firm-fixed price or time and materials basis.  


Travel costs associated with services shall be reimbursed pursuant to FAR 52.212-4 Alt 1 para. 
(i)(1)(ii)(D)(1).   


In addition, Contractors may propose incentives within orders, such as quantity or volume 
discounts.   


B.4  TASK AND DELIVERY ORDER GUIDELINES 


Technical Category 1: Equipment 


Items within the Contractor’s commercial catalog or GSA Schedule and improved or additional 
equipment and services as specified in Section C.5, which align to the scope of TacCom II, shall 
be available for delivery under this vehicle.  At a minimum, the Contractor must provide and 
maintain its catalog in a format that contains the manufacturer’s name, part number, model 
number, technical specification, standard commercial warranty information, commercial list 
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price, GSA schedule price (if applicable), and DHS price/DHS applicable discounts.  The 
Contractor’s catalog shall include all available options and accessories.  The Contractor shall 
provide this catalog to DHS within 30 days of receiving award on TacCom II.  DHS shall post 
these catalogs to its TacCom intranet webpage on DHS Connect.   


Prices for all products and services delivered under this contract shall be discounted according 
to the ceiling prices accepted in the Contractor’s IDIQ proposal, and as incorporated into this 
Section of the contract.   Prices within the Contractor’s commercial catalog or GSA Schedule 
catalog are not incorporated into this contract. 


Technical Category 2: Services 


Services shall be provided in accordance with the labor categories defined in Attachment 
TACCOM II LABOR CATEGORIES.  Except for ancillary labor as defined under Section B.5., and 
when using Task Order Unique Labor Categories as defined in Section C.28, when responding to 
an Order Request for Proposal (ORP) under task order solicitations, the Contractor shall identify 
both Prime and Subcontractor labor using the TACCOM II LABOR CATEGORIES.  Prices proposed 
in response to an ORP shall not exceed the ceiling rates, as incorporated into Section C of this 
contract, for any services performed CONUS.  Rates for services performed OCONUS will be 
established as needed at the task order level.  IDIQ ceiling rates for labor categories in the 
Attachment TACCOM II LABOR CATEGORIES identified as covered by the Service Contract Act 
may be exceeded where the prevailing wage rate for those categories at the time of order 
exceeds the prevailing rates used to establish the ceiling rate.  The official closure date of the 
RFP that established this contract shall be the date used to determine the prevailing wage used 
to create the ceiling rates.   The Ordering Contracting Officer (OCO) will have the discretion to 
determine the appropriate wage rate based on the scope of the Task Order. 


B.5  ANCILLARY SUPPORT 
 
Ancillary services are defined as services which directly support a product based requirement 
under the scope of Technical Category 1.  Services include but are not limited to site planning, 
installation, integration, product training and maintenance associated with the Technical 
Category 1 product.  Ancillary equipment is defined as materials which are necessary to support 
a service based requirement under the scope of Technical Category 2.   
 
When the predominant proportion of the requirement, expressed in terms of estimated order 
value, is for Services, the requirement shall be solicited under Technical Category 2.When the 
predominant proportion of the requirement, expressed in terms of estimated order value, is for 
Supplies, the requirement shall be solicited under Technical Category 1.   
 
The Contractor should propose and identify each ancillary support requirement separately and 
shall be identified by a separate CLIN on the order award. 
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B.6  SPECIALIZED PROFESSIONAL SERVICES LABOR 
 


Specialized professional services labor is defined as bona fide executive, administrative, or 
professional skills for which the expertise required or duties performed are within the scope of 
TacCom II, but are so specialized that they are not explicitly defined in any labor category 
description in Attachment TACCOM II LABOR CATEGORIES.  The Contractor may propose 
specialized professional services labor when proposing ancillary support or Task Order Unique 
Labor Categories as defined in C.28, if determined appropriate by the Ordering Contracting 
Officer (OCO).  
 
B.7  LABOR SUBJECT TO THE WAGE RATE REQUIREMENTS (CONSTRUCTION) 


STATUTE 
 
The construction work under this contract is incidental to the furnishing or supplies, equipment, 
or services; is merged with non-construction work; or is fragmented in terms of locations or 
time spans in which it is to be performed.  Accordingly, FAR Subpart 22.4, Labor Standards for 
Contracts Involving Construction, does not apply.  A Government need for construction work 
beyond this scope will be met by means other than this contract.   
 
B.8  LABOR SUBJECT TO THE SERVICE CONTRACT LABOR STANDARDS  


 
     (a) The orders under this contract may require work subject to 41 USC 67, Service Contract 
Labor Standards (formerly known as the Service Contract Act), at any locality in the United 
States.  The orders may also require work within the United States not subject to the Act, as 
well as work outside the United States. 
     (b) This contract incorporates a wage determination for San Francisco, California.  The 
contract’s ceiling prices accommodate this wage determination.   
     (c) Any order under this contract requiring work subject to Service Contract Labor Standards 
will include a wage determination for the work locality.  In the unlikely event that an order’s 
wage determination requires the contractor to pay wages or furnish fringe benefits in excess of 
those in the San Francisco wage determination, that order’s rates may exceed the contract’s 
ceiling prices, for the applicable labor category.  
 
B.9  SUBCONTRACTING 


 
Subcontracting shall follow the procedures set forth in FAR Part 12, Acquisition of Commercial 
Items, and other applicable agency-specific regulatory supplements.  
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B.10  SCHEDULE OF SUPPLIES/SERVICES  
 


B.10.1 SCHEDULE OF SUPPLIES/SERVICES 


One Year Base Period 
ITEM 
NO 


SUPPLIES/SERVICES QUANTITY AMOUNT 


0001 Tactical Communications Commodities and Services 
in accordance with (IAW) Section C. - Base Period      
FOB:  Destination 


  


0001AB Technical Category 2 – Services  UNDEFINED UNDEFINED 
    


 
1st Option Year 
ITEM 
NO 


SUPPLIES/SERVICES QUANTITY AMOUNT 


1001 Tactical Communications Commodities and Services 
IAW Section C.   - Option Period 1      FOB:  
Destination 


  


0001AB Technical Category 2 – Services  UNDEFINED UNDEFINED 
    


 
2nd Option Year 
ITEM 
NO 


SUPPLIES/SERVICES QUANTITY AMOUNT 


2001 Tactical Communications Commodities and Services 
IAW Section C. - Option Period 2      FOB:  Destination 


  


2001AB Technical Category 2 – Services  UNDEFINED UNDEFINED 
    


 
3rd Option Year 
ITEM 
NO 


SUPPLIES/SERVICES QUANTITY AMOUNT 


3001 Tactical Communications Commodities and Services 
Section C.   - Option Period 3     FOB:  Destination 


  


3001AB Technical Category 2 – Services  UNDEFINED UNDEFINED 
    


 
4th Option Year 
ITEM 
NO 


SUPPLIES/SERVICES QUANTITY AMOUNT 


4001 Tactical Communications Commodities and Services   







 


Page | 12  


IAW Section C.      - Option Period 4     FOB:  
Destination 


4001AB Technical Category 2 – Services UNDEFINED UNDEFINED 
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B.10.2 IDIQ CEILING PRICES/RATES 


 
The labor categories priced in the Section J, Pricing Attachment, were accepted in the 
evaluation of the IDIQ award.  All accepted rates represent fully burdened ceiling rates 
including all direct labor and indirect costs applicable to that labor category (such as fringe 
benefits, overhead, and G&A), and profit.  The ceiling rates apply to task order performance for 
locations only in the Continental United States (CONUS). 
 
The rates within the Pricing Attachment include an annual escalation factor of 1.7% for both 
Government and Contractor site rates beginning with the first option period. The applied factor 
was determined by the Bureau of Labor Statistics (BLS) Employment Cost Index (ECI) and is 
based on average annual BLS ECI increases for the previous three years from the date period of 
performance begins.  
 
IDIQ ceiling rates for labor categories covered by the Service Contract Labor Standards 
(formerly the Service Contract Act) may be exceeded where the prevailing wage rate for those 
categories at the time of order exceeds the prevailing rates used to establish the ceiling rate.  
As one of the highest cost areas where work may be performed, the Government has 
incorporated into this contract the San Francisco, CA wage determination for purposes of 
pricing the labor covered under the Service Contract Labor Standards (Attachment WD No. 
2015-5637 SCA WD for San Francisco - Revision 8 011618).  The actual geographic locations of 
performance will be determined at the task order level and the applicable prevailing wage 
determination will be incorporated into the task order solicitation at that time.  Labor 
categories covered by the Service Contract Act (SCA) are marked within the Pricing Attachment 
and the TACCOM II LABOR CATEGORIES attachments (Attachment 1 and 3).   
 
As established in Section G.10, pricing for solutions not specified in the IDIQ Schedule of 
Supplies and Services, Section B.10.2, including ancillary support, OCONUS labor rates, Task 
Order Unique Labor Categories, is not determined at the IDIQ level; therefore, solicitations 
which include any of these requirements must be determined fair and reasonable at the order 
level using the techniques at FAR 15.404-1(b)(2) as applicable.  Also see Section B.6.  


 
 
 
 
 


(End of Section B)







 


Page | 14  


SECTION C – TECHNICAL REQUIREMENTS 
(CONTINUATION OF SF 1449, BLOCK 20) 


C.1 GENERAL 


C.1.1. OBJECTIVE 


In support of its mission and strategic goals, DHS requires commercial TacCom commodity 
solutions for a wide variety of applications throughout the Department and its Components. 
This acquisition will establish multiple IDIQ contracts to support legacy systems, as well as, 
providing access to updated technology and interoperable solutions for tactical 
communications. DHS plans to establish a suite of IDIQ contracts to enable the Department to 
leverage its Department-wide buying power to obtain the lowest available prices for all 
products and related services on catalogs offered by the Contractor and improved or additional 
equipment as specified in C.5. This Statement of Work (SOW) defines the scope of TacCom. The 
accompanying COMMON REQUIREMENTS LIST is a guideline to current and anticipated tactical 
communication needs of the government. The list is not an all-encompassing list but indicates 
anticipated needs. The list may identify vendor specific solutions to inform vendors of what is 
currently being used or what future items may need to interface with.  Specific requirements 
will be further identified and defined at the order level.  


C.1.2.  SCOPE 


The Contractor shall provide DHS with access to a wide and renewable variety of TacCom 
commodity products (equipment such as subscribers, infrastructure, and test equipment) from 
multiple Original Equipment Manufacturers (OEMs) as made available from published 
commercial and GSA catalogs. The Contractor shall also provide related support services such 
as infrastructure, operation, and maintenance services. As defined in individual delivery orders, 
TacCom equipment/solutions/capabilities will support DHS CONUS, OCONUS, and at U.S. 
territories which will be specified in individual orders. The Contractors shall furnish the 
necessary equipment, supplies, personnel, materials, travel, and other services required to 
satisfy the ordered TacCom requirements. While the SOW identifies the technical categories, 
the suite of resulting contracts is intended to satisfy the full range of TacCom related 
requirements. With the pace of change it is impossible to anticipate how TacCom requirements 
and individual programs will evolve over the life of the contracts. It is intended that the TacCom 
contract remains current with market solutions and continues to provide the full range of 
TacCom equipment/capabilities/solutions and emerging technologies throughout its life. The 
scope of each individual IDIQ contract will be based upon the Technical Category for which the 
Contractor proposed and is selected with specific requirements to be set forth in the delivery 
orders.  
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• Equipment, including: 
o Infrastructure - includes software, communications infrastructure, 


microwave, control/base stations, repeaters, comparators, 
encryption equipment, and test equipment 


o Radios and Accessories - includes end-user equipment and all 
associated accessories 


o High Frequency – includes end-user equipment, associated 
accessories, and infrastructure to support 


o Maritime - includes tactical communication equipment to outfit and 
interface with boat crew communication system 


o Satellite - includes end-user equipment, associated accessories, and 
dishes 


 
• Services, including: 


o Radio – services required to maintain, program, install, repair, and 
support rapid deployment of radio subscriber units  


o O&M Services – services required to operate and maintain tactical 
communications systems 


o Engineering – services required to provide spectrum support, and to 
architect, design, and implement tactical communications systems 


o General – ability to provide Project Management Services and a 
variety of other services in other service subcategories and Project 
Management Support (Radio, O&M Services, and Engineering) 


C.1.3. CONTRACT AND ORDER MANAGEMENT 


Contract and Order management is a mandatory contractor requirement for all IDIQ holders 
and orders placed under the TacCom II contract. The objective of contract and order 
management is to provide the program management, project control, and contract 
administration necessary to manage a high volume order process so that the cost, schedule, 
and quality requirements of each order are tracked, communicated to the government, and 
ultimately attained. The use of commercially available automated tools and the application of 
expertise on processes and metrics that support order management are encouraged to achieve 
the above objectives. The objective of the tools is to provide quicker access, improved accuracy, 
and enhanced accessibility for Contractors/clients; real-time monitoring of status/deliverables; 
tracking of the quality of work products; and gauging of overall customer satisfaction.  


C.2 REQUIREMENTS  


This section describes DHS’s technical and management requirements and consideration that 
must be accommodated by the Contractor in the development of potential solutions. These 
items relate directly to the TacCom Program Objectives listed in C.1.1. OBJECTIVE. 


C.2.1. TECHNICAL CATEGORIES (TC) 
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The Contractor shall furnish a range of equipment, solutions and/or services necessary to meet 
requirements of this contract and individual orders as related to the technical categories 
summarized below.  Common features of core equipment requirements to be ordered under 
TacCom II, as well as services commonly required, are included in Section J, Attachment 
COMMON REQUIREMENTS LIST.  All equipment and services must meet DHS policies, standards, 
and procedures as identified in individual orders. 


C.2.1.1. TECHNICAL CATEGORY 1 – EQUIPMENT 


The Contractor shall provide tactical communications equipment including, but not limited to, 
multiple variations of the items as specified in the COMMON REQUIREMENTS LIST included in 
Section J, Attachment COMMON REQUIREMENTS LIST (TAB TC 1 EQUIPMENT).  


C.2.1.2. TECHNICAL CATEGORY 2 – SERVICES 


The Contractor shall provide services including, but not limited to, services as specified in the 
COMMON REQUIREMENTS LIST Spreadsheet included in Section J, Attachment COMMON 
REQUIREMENTS LIST (TAB TC 2 SERVICES). 


C.3 NEW EQUIPMENT AND SOFTWARE RELEASE 


The Contractor shall provide only new OEM equipment under this contract unless refurbished 
items are authorized in writing at the order level by the Government.  All equipment shall be 
standard commercial products, new, undamaged, unblemished, in original unopened factory 
packaging, unused, not previously rejected, not previously sold, not loaned, not returned, not 
used for demonstration and not previously used for sales, display or any other purpose, unless 
otherwise explicitly authorized at the Order-level by the Government. For software products, 
the Contractor shall provide only the latest commercially available version under this contract 
unless otherwise expressly approved, in writing, by the Government. The Contractor will assist 
the Government in obtaining the software technical support (updates, patches, bug-fixes, etc.) 
for all products purchased under this contract. 


C.4 OEM MANAGEMENT REQUIREMENTS 


The prime Contractor shall be responsible for the management of their OEMs, suppliers and 
subcontractors during the term of the contract. Attributes of such responsibility are expected 
to involve the assessment, selection, coordination, and management of the OEMs, suppliers, 
and subcontractors who provide the products included in the proposed catalog.  


C.5 TECHNOLOGY REFRESHMENT REQUIREMENTS 


The Contractor shall be responsible for introducing new equipment (both hardware and 
software) to their catalog as soon as it is commercially available from the OEM(s). 
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C.5.1 IMPROVED OR ADDITIONAL EQUIPMENT OR SERVICES (TECHNOLOGY REFRESHMENT 
INCLUDED) 


 
All commercial offerings available from a vendor that are within the scope of this 
contract and are made available through their commercial or GSA catalog.  In addition, 
both existing and new technologies as they become available, may be purchased 
through this contract.  Therefore, all new, improved, or additional equipment, 
features, technology or services will automatically be included in this contract as they 
become commercially available.  The Contractor should update its catalog with new, 
improved, or additional equipment (both hardware and software) and services to their 
catalog as they become commercially available from the OEM(s). 
 


C.6 WARRANTY REQUIREMENTS 


The Contractors shall provide standard commercial warranties for products under contract for 
the time specified in the standard commercial warranties consistent with the referenced 
Commercial Catalog or GSA Schedule warranty.  Product warranties shall include a product 
return policy. Any OEM warranties associated with products delivered under this contract shall 
be available directly to the ordering agency. Extended warranties may be required by the 
ordering agency, as specified in individual delivery orders.  


C.7 REPORTING REQUIREMENTS 


DHS requires reporting and data as detailed below.  The Contractor shall provide DHS with 
electronic copies of all such data upon its request if the data is not otherwise available in the 
aggregate to DHS as a matter of course. 


C.7.1. SUBCONTRACTING REPORTS 


(a) Large Businesses TacCom II contract holders shall submit periodic reports which show 
compliance with the subcontracting requirements established in Section L.7.1.3 INDIVIDUAL 
SMALL BUSINESS SUBCONTRACTING PLAN and its subcontracting plan. The Contractor shall 
submit its report via the electronic Subcontracting Reporting System (eSRS) in accordance with 
the instructions on the website. The Contractor shall ensure that its Subcontractors agree to 
submit reports via the eSRS when applicable. The Individual Subcontracting Report (ISR) and the 
Summary Subcontracting Report (SSR) are available online at http://www.esrs.gov.  


(b) The work of the small businesses identified in the Subcontracting Plan shall be tracked 
against the Prime’s proposed goals.  


C.7.1.1 INDIVIDUAL SUBCONTRACTING REPORT (ISR) 


(a) The Contractor shall submit the Individual Subcontracting Report (ISR) in accordance with 
FAR 52.219-9  electronically via the eSRS within thirty (30) calendar days after the close of each 



http://www.esrs.gov/
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calendar period as follows: (1) April 30th, for the period October 1st through March 31st; and 
(2) October 30th, for the period April 1st through September 30th. Each semi-annual ISR 
reflects cumulative task order subcontracting accomplishments from the inception of the 
contract through the relevant ISR reporting period. 


(b) One (1) ISR is required at the contract level for all subcontract awards accomplished, (which 
is a roll-up of all task and delivery order awards) and submitted to the TacCom II CO via eSRS for 
review and acceptance. When failure to meet the goals of the small business subcontracting 
plan as stated in Section L.7.1.3 INDIVIDUAL SMALL BUSINESS SUBCONTRACTING PLAN, of the 
contract, the Contractor shall state in the report (either in the remarks field or by separate 
letter) what good faith effort has been made to meet the goals and/or its future plan to 
improve small business opportunities for future task orders. 


(c) No separate ISR submission at the task order level is required via eSRS. However, when the 
task or delivery order CO determines that the subcontracting status report is necessary to 
measure the extent of compliance by the Contractor, the Contractor shall manually submit 
periodic subcontracting status reports (DD-294) to the task or delivery order CO based on 
mutual agreement by both parties. 


(d) The SSR shall reference the DHS eSRS Coordinator at e-mail address Kyle.Groome@dhs.gov. 


C.7.2. ANNUAL SMALL BUSINESS 50% REPORT (APPLICABLE TO SMALL BUSINESS SET-ASIDE 
ORDERS) 


SMALL BUSINESS LIMITATIONS ON SUBCONTRACTING  


For firms submitting offers under Small Business Set-Aside orders under TacCom II:  


In order to ensure that the required percentage of costs incurred for performance under 
TacCom small business set-aside orders be expended by the prime contractor, the prime must 
demonstrate that it has achieved the required percentage for each order. FAR 52.219-14 (total 
small business set-asides) requires that: 


(1) Services (except construction). At least 50 percent of the cost of contract performance 
incurred for personnel shall be expended for employees of the concern.  


(2) Supplies (other than procurement from a nonmanufacturer of such supplies). The concern 
shall perform work for at least 50 percent of the cost of manufacturing the supplies, not 
including the cost of materials.   


For the TacCom II IDIQ, this 50% rule applies to each individual order.  
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As a condition for final payment for each order that is subject to the clause, the contractor shall 
submit a report to the order-level CO demonstrating its compliance with the conditions in FAR 
52.219-14.  The report may be in the contractor’s format but must include sufficient data to be 
acceptable to the ordering CO. 


The order-level CO may also require the Small Business Prime Contractor to submit, as a 
deliverable, a monthly report that tracks the costs by Prime Contractor and Subcontractors 
incurred and invoiced under the order. 


The Contractor shall report on its compliance in accordance with FAR 52.219-14, Limitations on 
Subcontracting for the TacCom II IDIQ.  Small business prime contractors under TacCom II shall 
report to the MAC CO annually, on the anniversary of contract award, the total cost work 
performed under set-aside orders during the 12-month reporting period, and the total 
subcontracted cost during the same period. The report shall list each order awarded and the 
total subcontractor cost for each order with a cumulative total at the bottom for the 12-month 
period. For set-aside orders, each individual order and the combined total of all orders issued 
during each 12-month period must reflect that the prime Contractor has performed at least 
50% of costs incurred.  The annual report shall be submitted to the IDIQ CO.  


C.7.3. RE-REPRESENTATION OF SMALL BUSINESS SIZE STATUS REPORT 


All TacCom II-small business awardees are required to re-represent small business size status 
according to the following schedule.  


Due Dates: Following: 
Within thirty (30) days Approval of Contract Novation Agreement 
Within thirty (30) days Merger or acquisition where a novation agreement is not required 


 
C.7.4. TRANSACTIONAL DATA REPORT 


DHS reserves the right to request transactional data from the Contractor.  The Transactional 
Data Report will help DHS and OMB obtain spend and order information on TacCom II orders, 
including line item details such as item description and unit pricing to support the federal 
government category management initiatives.  This report shall be provided when requested by 
DHS but no more frequently than quarterly.  Awardees shall provide the report in a format that 
includes the reporting fields as listed below.  The report shall be provided in .xls or .csv format 
with the fields as column headers.  The column headers shall be ordered from left to right in 
the same order as listed below.   DHS may request changes to the data elements and report 
format.   The Transactional Data Report shall include following information:    


1. Award Vehicle Name (TacCom II) 
2. Vendor Name 
3. Product Service Code 
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4. Contract Number 
5. Order Number 
6. DUNS 
7. Department (Funding Agency) 
8. Agency 
9. Order Date/Date of Award 
10. Description of Deliverable 
11. Manufacturer Name (leave blank for services) 
12. Manufacturer Part Number (leave blank for services) 
13. Unit Measure (each, hour, case, lot) 
14. Quantity of Item Sold 
15. Price per Unit 
16. Total Price 


C.8 CUSTOMER SUPPORT AND TECHNICAL ASSISTANCE CONSIDERATIONS 


DHS has substantial TacCom infrastructure support services available through other sources, 
e.g., organic capability, and component-specific operation and maintenance contracts. The 
Contractor shall consider the availability of these services in development of their solutions in 
response to order solicitations. DHS and ordering agencies may require technical assistance 
that supplements the existing DHS organic capabilities. Specific requirements for technical 
assistance, which may include installation and integration of ordered equipment, will be 
specified in individual orders issued under the MAC. 


C.9 TESTING CONSIDERATIONS 


DHS may require the Contractors to provide equipment for testing and evaluation purposes 
including but not limited to integration with existing infrastructure and information technology 
investment control supported by statute.  The terms and conditions for providing equipment 
for testing purposes will be addressed in individual delivery orders. DHS may also require that 
Contractors successfully pass testing, such as interoperability, compatibility, and performance 
testing, prior to placing orders with the Contractor. 


C.10 APPLICABLE STANDARDS AS REQUIREMENTS 


All offered equipment and software shall conform to all applicable standards as specified in 
each TORP.  Common standards are identified in Section J, Attachment COMMON 
REQUIREMENTS LIST. Additional requirements will be identified at the order level.  If those 
standards are revised, the Contractor shall examine furnished items to validate continued 
compliance with the revised standard.  


C.11 SCHEDULE 







 


Page | 21  


The Contractor shall develop and maintain a program master schedule for all projects awarded 
to it under the DHS TacCom II contract. Each order shall be considered a separate project.  


C.12 SUBCONTRACTORS 


The Contractor shall be responsible to manage all subcontractor work to ensure compliance 
with requirements of each order, quality of product delivered, and the meeting of schedules. 


C.13 PROPOSALS 


DHS TacCom Equipment and Services Contractors will respond to customer orders with a detailed 
proposal describing the work effort, projected schedule, and price. The proposal will be submitted 
within a time frame defined in the order.  


C.14 EXISTING OPERATIONS 


The Contractor shall not disrupt existing operations and services at customer sites during the 
performance of any on-site activity. When performance of work requires or includes the 
potential for disruption, work shall not commence until obtaining approval from the ordering 
contracting officer’s representative and impacted customer.  The Contractor shall coordinate all 
on-site activity with the Government, which will arrange for clearance and access to the sites 
and facilities.  


C.15 LEASE  


The Contractor shall offer and provide equipment lease financing when individual orders issued 
under this base contract require it. Delivery and return of the equipment shall be addressed in 
the lease terms set forth in individual orders.  


C.16 LOGISTICS PROGRAM 


The Contractor shall provide logistics support, as required, for orders under this contract. 
Logistics support shall include, but not be limited to, training, spare parts, test measurement 
diagnostics equipment, tools, manuals and other documentation, initial site development 
support and follow-on site support. Logistics support requirements for each order will be 
described in the customer requirements. The Contractor shall address initial training, spares 
and documentation requirements as part of its response to the customer requirements. 


C.17 TRAINING 


Training courses shall be provided in accordance with best commercial practices. The 
Contractor shall provide training to government personnel, local nationals, and third party 
contractors, if they are employed by the U.S. Government in the operations and management 
of the system affected by the order. Unless otherwise specified, training will be provided in 
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accordance with the Contractor’s standard commercial offerings. Training requirements, dates, 
and locations will be coordinated and specified at the order level. 


C.18 MAINTENANCE 


C. 18.1. INITIAL SITE SUPPORT 


The Contractor shall provide all replacement parts and repairs to the system from delivery or 
start of installation of the equipment/system through testing until acceptance by the 
government. Initial site support includes, but is not limited to, repair of equipment, remote 
diagnostics, on-site assistance (routine or emergency), documentation updates, and software 
support. 


C. 18.2. FOLLOW-ON SUPPORT 


The Contractor shall provide maintenance services as defined by each order. The initial 
maintenance requirements that supplement the warranty will be described in each order.   


C. 18.3. WARRANTY 


The Contractor shall offer the standard commercial warranty for all OEM products and services 
delivered under this contract unless a greater period of time or condition is specified in the 
individual delivery order. Warranties offered by vendors who are subcontractors will be 
extended to the government with the same terms as offered by the subcontractor at a 
minimum. The prime Contractor will be the responsible agent to exercise all warranties. 
Contractors may offer extended warranties for government consideration. In all cases, the 
Contractor will notify the government of all warranties as part of the proposal to the order RFP. 
If changes to the warranty occur after the delivery order award, the Contractor will notify the 
government of any warranties applicable to new equipment introduced.  


C. 18.4. START OF WARRANTY PERIOD 


The warranty period for a system shall start at the time of government acceptance of a fully 
operational system. This includes the start of warranty for all items of equipment shipped on a 
system delivery order. The warranty period for equipment shipped as part of an equipment-
only Delivery Order shall start upon signed receipt of the equipment at destination. The 
Contractor is advised that there are many types of personnel (government, third party 
contractor, or local national) responsible for operation and maintenance of a system at a 
government site. Operation and/or Maintenance by non-government personnel shall only be 
performed in accordance with the manufacturer's operations and maintenance procedures.  
Failure to adhere to the manufacturer's requirements may void the warranty. Operation and 
Maintenance by non-government personnel shall only be performed in accordance with the 
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manufacturer's operations and maintenance procedures.  Failure to adhere to the 
manufacturer's requirements may void the warranty. 


C.19  QUALITY PROGRAM 


C. 19.1 QUALITY ASSURANCE SYSTEM 


The Contractor shall implement and maintain a system to ensure product integrity that meets 
or exceeds the commonly accepted practices employed by industry both in national and 
international environments.  


C. 19.2 PRODUCT INTEGRITY 


The Contractor shall establish/maintain an approach to ensure the product integrity satisfies 
contract or order requirements.  


C. 19.3. DOCUMENT CONTROL 


The Contractor shall ensure that the latest revisions of drawings, specifications, work 
instructions, inspection/test instructions, and other documents required to satisfy the contract 
are utilized in production, inspection, and test. 


C. 19.4. RECORDS 


The Contractor shall maintain records of all inspections and tests to demonstrate that the 
quality approach satisfies contractual requirements, as specified in individual orders.  


C. 19.5. CONTROL OF PURCHASES 


The Contractor shall ensure that all supplies and services conform to contractual requirements. 
The Contractor shall require that its subcontractors control the quality of their services and 
supplies. 


C.20  GOVERNMENT FURNISHED MATERIAL (GFM) 


For all GFM received under this contract, the Contractor shall be responsible for conducting all 
necessary examinations, inspections, maintenance, and tests. The Contractor shall be 
responsible for reporting all inspection results, maintenance actions, losses, and damage to the 
government.  


C.20.1. MATERIALS CONTROL 


The Contractor shall maintain controls over all materials and products throughout contract 
performance.  The Contractor shall maintain records identifying the status and final destination 
of all materials/products.  


C.21 MANUFACTURING OPERATIONS/PROCESS CONTROLS 
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The Contractor’s quality approach shall be responsible for assuring/monitoring that all 
manufacturing operations/processes are accomplished under controlled conditions. Controlled 
conditions include documented work instructions (including workmanship), production 
equipment, special work environments, inspections/test operations, work specifications, and 
approval/rejection criteria.  


C.21.1.   INSPECTION AND TESTING 


The quality approach shall assure that all inspections and tests required to satisfy contractual 
requirements are conducted.  


C. 21.2.   MEASURING, TESTING, AND INSPECTION EQUIPMENT 


The Contractor shall provide and maintain gauges (including production tooling used for 
inspection purposes) and other measuring and testing equipment to assure that products 
conform to contractual requirements. These devices shall be calibrated against certified 
measurement standards that are traceable back to national/international standards.  


C. 21.3.   INSPECTION AND TEST STATUS 


The Contractor shall maintain a system for the identification of the inspection and test status of 
all products throughout the manufacturing cycle.  


C. 21.4. NONCONFORMING MATERIAL 


The Contractor shall establish and maintain an approach for controlling material that does not 
satisfy contractual requirements, including procedures for its identification, segregation, and 
disposition (rework/repair, scrap, etc.).  


C. 21.5   CORRECTIVE ACTION 


The Contractor shall promptly act to correct nonconforming materials and processes to 
preclude the recurrence of the problem and to satisfy contractual requirements.  


C.22 QUALITY REVIEW 


The Contractor shall assure effectiveness of quality (e.g., internal quality audits, Statistical 
Process Control, and related measures).  


C.22.1.   CONTRACTOR TRAINING REQUIREMENTS 


The Contractor shall identify/provide for the training needs of its personnel performing quality 
functions.  


C. 22.2. STATISTICAL QUALITY CONTROL AND ANALYSIS 
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The Contractor’s quality approach shall establish/use statistical methods whenever appropriate 
to satisfy the contract or order requirements.  


C. 22.3. CONTINUOUS PROCESS IMPROVEMENT 


The Contractor shall monitor the effectiveness of their quality system and continually improve 
quality processes.  


C. 22.4. HANDLING, STORAGE, PRESERVATION, PACKAGING, AND SHIPPING 


The Contractor shall establish/maintain procedures for handling, storage, preservation, 
packaging, and shipping to protect the quality of products and prevent damage, loss, 
deterioration, degradation or substitution of products. 


C. 22.5. TESTING 


The Contractor shall conduct tests of equipment, system components, software, firmware, and 
complete systems to demonstrate the product ability to satisfy requirements of the order. All 
testing will be IAW Contractor developed plans and procedures. All discrepancies will be 
corrected and re-tested to demonstrate conformance to test plan parameters. The results of all 
testing will be documented in reports.  


C.22.5.1. IN-PLANT 


Systems built under this contract will be tested and certified for operational conformance to 
the order requirements at the Contractor’s facility or other site as specified in the order prior to 
shipment to the customer’s location. The test will be conducted by the Contractor with the 
government having the option to participate and/or witness the test. The in-plant test will be 
conducted in accordance with a Contractor-prepared, government-approved written test plan. 
The results will be documented in a written test report submitted to the contracting officer’s 
representative (COR). All test deficiencies will be corrected and retested by the Contractor prior 
to the system being shipped to the customer.  


C. 22.5.2. ON-SITE 


When specified in the order, the Contractor will conduct an operational on-site test of the 
system to validate its conformance to the delivery or task order. The on-site test will measure 
system performance for all criteria of the order. The test will include the government as 
participants and/or witnesses at the government’s option. The test will be conducted in 
accordance with a Contractor-prepared, government-approved test plan. The test results will 
be documented in a test report and submitted to the COR with all deficiencies clearly noted. 
Deficiencies will be corrected and retested prior to government acceptance of the system. 
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C. 22.5.3. BURN-IN TEST 


When specified in the order, the customer will operate the system in a fully functional capacity 
for a period of 30 consecutive calendar days. The start date will be mutually agreed upon by the 
Contractor and the customer. During this test, the system must meet the following 
performance conditions. 


1. No failure causes total system downtime. 
2. No loss of ability for any user or talk group to communicate over the system. 
3. Successful demonstration of meeting the coverage requirements defined in the 


delivery or task order.  


Any discrepancies will be corrected and re-inspected to demonstrate conformance to specified 
parameters. The results of all inspections will be documented in reports and submitted to the 
COR.   


C.23 INSPECTION 


An acceptance inspection will be performed by the contractor to demonstrate that supplies and 
services provided meet the requirements of the order. All inspections will be IAW Contractor 
developed plans and procedures. All discrepancies will be corrected and re-inspected to 
demonstrate conformance to specified parameters. The results of all inspections will be 
documented in reports and submitted to the COR.   


C.24 CONFIGURATION MANAGEMENT 


The Contractor must have a documented and functioning Configuration Management program 
that covers all aspects of the contracted effort. The program must address how the Contractor 
controls project documentation, to include proposals, specs/sows, drawings, etc. in addition to 
the hardware/software to be installed. The requiring activity will specify how “Baselines” are 
established and maintained at the order level. 


C.25 DOCUMENTATION 


DHS TacCom program documentation will be identified in individual delivery or task orders. 
Types of documents that may be requested are: 


C.25.1. COMMERCIAL LITERATURE 


This consists of commercial technical manuals, training materials, maintenance manuals, etc. 
Documents are available from OEM’s and will be provided with each delivery of products or 
services as appropriate. 


C. 25.2. SPECIAL DOCUMENTATION 
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This consists of reports and documents requested by customers with individual or specific 
requirements. Documents will be in the Contractor’s format and will be tailored to the specific 
customer’s project. Special documents include, but are not limited to: system description, 
system designs, engineer drawings, site development reports, installation reports, project 
execution plans, site survey reports, test and inspection reports, memoranda of technical 
understanding (MOTU), etc. The contents of special documents will be described in individual 
orders along with requirements for the media to be used, frequency of submission, and/or the 
need for draft versions. Information in these documents shall be considered unrestricted. The 
occurrence of proprietary information, if necessary, must be clearly marked and is subject to 
negotiation. 


C.26 SPECTRUM COMPLIANCE 


The Contractor shall assist the customer in preparing DD-1494/J/F-12 registration requirements 
for all applicable equipment, when required by the customer as specified in the order. 


C.27 WORK HOURS 


C.27.1. Normal Business Hours 


When on-site performance is required, the Contractor is expected to perform during the 
normal business day at the customer site. Normal business day is nine continuous hours 
including a lunch period. The hours of normal work will be identified in each order. If not 
specifically identified, normal work hours shall be considered to be from 0800 to 1700 local 
time. A normal business week is five consecutive days, Monday through Friday. Exception: 
Contractors may be supporting communications equipment in the field for routine 
maintenance as well as response to disasters, both natural and manmade.  Therefore, the 
technician may be required to provide extended support and other duties as assigned for 
special events and disasters and may be needed in austere environments for extended periods 
of time. 


C. 27.2. Holidays 


(a) The Contractor is not required to perform during recognized federal holidays as identified in 
Section H of this contract, or during unique local holidays, as identified in the order. 


(b) In the event a holiday falls during a project effort, the government will not pay for holiday-
related travel of Contractor personnel to and from the work area. 


C.28 LABOR CATEGORIES 


Services shall be provided using the labor categories identified in the Section J, Attachment 
TACCOM II LABOR CATEGORIES.  When such requirements arise, the government will issue a 
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task order request for proposal. The Contractor must submit task order proposals for the 
performance of services under TacCom II in accordance with the labor categories incorporated 
into its IDIQ contract and respective ceiling rates.  The use of standardized labor categories will 
ensure that all offers and task orders use the same vocabulary and can be compared on an 
“apples to apples” basis.   


All labor categories must meet or exceed the labor category descriptions and 
educational/experience requirements provided in the Section J, Attachment TACCOM II LABOR 
CATEGORIES.  Where there is any discrepancy in the education and experience requirements 
identified between the Education & Experience Sheet and the Labor Categories sheet in the 
TACCOM II LABOR CATEGORIES attachment, the descriptions on the Labor Categories sheet 
takes precedence.   


Task Order Unique Labor Categories are those categories not incorporated into the Contractor’s 
IDIQ contract.  Task Order Unique Labor Categories and rates shall be negotiated and approved 
in writing by the OCO prior to the award of the Order or Order modification, in accordance with 
Section G.9.  Labor categories and rates approved under a single task order, but not specified in 
the Contractor’s IDIQ contract, shall apply to that specific order only.   


C.29 DHS ENTERPRISE ARCHITECTURE COMPLIANCE 


All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following Homeland Security 
Enterprise Architecture (HLS EA) requirements:  


• All developed solutions and requirements shall be compliant with the HLS EA, as 
amended or revised. 


• All IT hardware or software shall be compliant with the HLS EA Technical Reference 
Model (TRM) Standards and Products Profile. 


• All data assets, information exchanges, and data standards, whether adopted or 
developed, shall be submitted to the DHS Enterprise Data Management Office (EDMO) 
for review and insertion into the DHS Data Reference Model. 


• In compliance with Office of Management and Budget (OMB) mandates, all network 
hardware shall be IPv6 compatible without modification, upgrade, or replacement. 


C.30 DHS GEOSPATIAL INFORMATION SYSTEM COMPLIANCE 


All geospatial implementations shall comply with the policies and requirements set forth for the 
DHS Geospatial Information Infrastructure (GII). This shall include submission to the Enterprise 
Architecture Board, or its designee, for review and approval of insertion of hardware, software, 
services, appliances, and/or structural metadata into the HLS EA. 
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(End of Section C)
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SECTION D - PACKAGING AND MARKING 
 
D.1 PRESERVATION, PACKAGING, PACKING, AND MARKING 


Unless otherwise specified, all items shall be preserved, packaged, and packed in accordance 
with normal commercial practices, as defined in the applicable commodity specification. The 
Contractor is fully liable for all damage, deterioration, or losses incurred during shipment and 
handling, unless the damage, deterioration, or losses are due to the fault of the Government.  
All initial packing, marking, and storage incidental to shipping of equipment to be provided 
under this contract shall be at the Contractor’s expense. The Contractor shall supervise the 
packing of all acquired equipment furnished by the Contractor and shall supervise the 
unpacking of equipment to be installed. 


Packaging and packing shall comply with the requirements of the Uniform Freight 
Classification and the National Motor Freight Classification (issue in effect at time of 
shipment). Where special or unusual packing is specified in an order, but not specifically 
provided for by the contract, such packing details must be the subject of an agreement 
independently arrived at between the ordering agency and the contractor. 
 
D.2 PACKING LIST 


All deliverables submitted to the Ordering Contracting Officer (OCO) and Contracting Officer 
Representative (COR) shall be accompanied by a packing list or other suitable shipping 
document that shall clearly indicate the following: 


 
A. Contract number; 
B. Delivery/Task order number; 
C. Name and address of the consignor; 
D. Name and address of the consignee; 
E. Government bill of lading number covering the shipment (if any); and 
F. Description of the item/material shipped, including item number, quantity, number 


of containers, and package number (if any). 
 


D.3 UNCLASSIFIED AND CLASSIFIED MARKING 


Unclassified data shall be prepared for shipment in accordance with requirements set forth 
in the Order or, if none are specified, pursuant to industry standards. 


 
Classified reports, data, and documentation shall be prepared for shipment in accordance 
with requirements set forth in the Order or, if none are specified, pursuant to the National 
Industrial Security Program Operating Manual (NISPOM), DOD 5220.22-M. 
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D.4 ENVIRONMENTAL CONSIDERATIONS 


The Contractor shall use (where possible) packing materials which have the least impact on the 
environment when manufactured or discarded, including, brown cardboard in lieu of 
cardboard which has been bleached white and/or dyed, and materials which both decompose 
and are recyclable in lieu of recycle-only products such as plastic or Styrofoam. 


D.5 EQUIPMENT REMOVAL 


All Contractor-owned equipment, accessories, and devices located on Government property 
shall be dismantled and removed from Government premises by the Contractor, at the 
Contractor’s expense, within ninety (90) calendar days after contract expiration, or as mutually 
agreed by the Government and the Contractor. Exceptions to this requirement shall be 
mutually agreed upon and written notice issued by the DO CO. Specific requirements will be 
addressed in individual Orders. 


D.6 SOFTWARE AND MAGNETIC MEDIA MARKINGS 


Packages containing software or other magnetic media shall be marked in accordance with 
requirements set forth in the Order or, if none are specified, shall be marked on external 
containers with a notice reading substantially as follows: “CAUTION: SOFTWARE/MAGNETIC 
MEDIA ENCLOSED. DO NOT EXPOSE TO HEAT OR MAGNETIC FIELDS.” 


(END OF SECTION D) 
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SECTION E - INSPECTION AND ACCEPTANCE 
 


E.1 FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
The contract incorporates one or more clauses by reference, with the same 
force and effect as if they were given in full text. Upon request, the 
Contracting Officer will make their full text available. The full text of a clause 
may be accessed electronically at https://www.acquisition.gov/far/         


 
The following clauses apply to the Master Contract (“IND DEL”) and all 
others in the below matrix may apply at the Order level, as applicable, 
depending upon the contract type of the Order, or as specifically referenced 
in the applicable Order: 
 


CLAUSE # CLAUSE TITLE DATE  FP  TM IND DEL 


52.246-11* 


HIGHER-LEVEL CONTRACT 
QUALITY REQUIREMENT (fill-
in to be defined at order 
level) 


February 
1999 X X X 


 
(Note: Provision numbers followed by an asterisk (*) require fill -ins by 


the Ordering Contracting Officer (OCO) if determined applicable and 
incorporated into the Order.) 


 
(End of Clause) 


 
E.2 CONTRACTING OFFICER REPRESENTATIVE 


Designated CORs shall participate in the administration of the Orders issued 
under this contract by evaluating contractor performance, inspecting and 
accepting services for the Government, and providing a report of inspection 
as well as contractor performance assessments to the Contracting Officer. 
This designation does not include authority to direct and/or authorize the 
contractor to make changes in the scope or terms and conditions of the 
Order without written approval of the Contracting Officer.  


 
Order Contracting Officers should provide their agency specific Inspection 
and Acceptance and Quality Assurance requirements within their Orders. 


 
E.3 INSPECTION AND ACCEPTANCE 


(a) Final acceptance of all deliverables and/or services performed as specified under each 
Order will be made in writing, at destination by the Order COR, or as detailed in individual 
Orders. 



https://www.acquisition.gov/far/
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(b) For payment purposes, unless otherwise rejected, inspection and acceptance of all 
commodity deliverables will be deemed to have been performed within 30 days of receipt of 
shipment documentation or other confirmation of receipt of delivery by the ordering entity. 


E.4 PARTIAL DELIVERY AND ACCEPTANCE 


Partial deliveries may be allowed solely at the discretion of the Government.  In the event the 
Government determines that partial deliveries are allowable, the order must so state.  If the 
Contractor is granted partial shipment authorization, the original packing slip shall clearly 
identify those items not shipped.  The balance of the order shall also be made via packing 
slip(s) and shall clearly indicate that this shipment(s) constitutes the balance of the original 
Order. 


E.5 HARDWARE AND SOFTWARE ACCEPTANCE TESTING 


When individual orders require acceptance testing, specific instructions will be included in the 
solicitation.  These instructions will include acceptance test procedures, performance 
standards, place and period for testing. 


E.6 SCOPE OF INSPECTION 


All deliverables will be inspected for content, completeness, accuracy, and conformance to 
order requirements by the COR, or as detailed in individual orders. Inspection may include 
validation of information or software through the use of automated tools and/or testing of the 
deliverables, as specified in the order. The scope and nature of this testing must be negotiated 
prior to award and will be sufficiently comprehensive to ensure the completeness, quality and 
adequacy of all deliverables. 


E.7 BASIS OF ACCEPTANCE   


(a) The basis for acceptance shall be compliance with the requirements set forth in the 
statement of work, the order, the Contractor's proposal and other terms and conditions of this 
contract. Deliverable items rejected under any resulting order shall be corrected in accordance 
with the applicable clauses.  


(b) Commercial and non-developmental hardware items, software items, pre-packaged 
solutions, and maintenance and support solutions will be accepted within thirty (30) calendar 
days of delivery when performance is in accordance with delivery requirements.  


(c)Custom services such as travel and Other Direct Costs (ODCs) will be accepted upon receipt 
of proper documentation as specified in the order. If custom services are provided as part of a 
FFP order, acceptance will be as specified for the milestone with which they are associated. If 
custom services are for software development, the final acceptance of the software program 
will occur when all discrepancies, errors or other deficiencies identified in writing by the 
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Government have been resolved, either through documentation updates, program correction, 
or other mutually agreeable methods. 


(d) Reports, documents and narrative type deliverables will be accepted when all 
discrepancies, errors or other deficiencies identified in writing by the Government have been 
corrected. 


(e) Non-conforming products or services will be rejected. Unless otherwise agreed by the 
parties, deficiencies will be corrected within thirty (30) calendar days of the rejection notice. If 
the deficiencies cannot be corrected within thirty (30) days, the Contractor will immediately 
notify the OCO of the reason for the delay and provide a proposed corrective action plan 
within ten (10) working days. 


 
(END OF SECTION E) 
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SECTION F - DELIVERIES OR PERFORMANCE 
 


F.1 FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 


The following clauses shall apply unless otherwise designated at the Order level. This contract 
incorporates one or more clauses by reference, with the same force and effect as if they were given in full 
text. Upon request, the Contracting Officer will make their full text available. The full text of a clause may 
be accessed electronically at https://www.acquisition.gov/far/   


The following clauses apply to the Master Contract (“IND DEL”) and all others in the below matrix may 
apply at the Order level, as applicable, depending upon the contract type of the Order, or as specifically 
referenced in the applicable Order: 


 
      CLAUSE # CLAUSE TITLE DATE FP TM IND 


DEL 


            52.211-8* TIME OF DELIVERY JUN 1997 X X  


52.211-8* ALTERNATE I APR 1984 X X  


52.211-8* ALTERNATE II APR 1984 X X  


52.211-8* ALTERNATE III APR 1984 X X  


52.211-9* DESIRED AND REQUIRED 
TIME OF DELIVERY 


JUN 1997 X X  


52.211-9* ALTERNATE I APR 1984 X X  


52.211-9* ALTERNATE II APR 1984 X X  


52.211-9* ALTERNATE III APR 1984 X X  


52.211-11* LIQUIDATED DAMAGES – 
SUPPLIES, SERVICES OR 
RESEARCH AND 
DEVELOPMENT 


SEP 2000 X       X  


52.242-15 STOP-WORK ORDER AUG 1989 X
 


 


     X   



https://www.acquisition.gov/far/





 


Page | 36  


CLAUSE # CLAUSE TITLE DATE FP   TM IND       
DEL 


52.247-34 F.O.B. DESTINATION NOV 1991 X X X 


52.247-35 F.O.B. DESTINATION WITHIN 
CONSIGNEE’S PREMISES APR 1984 X X X 


 
(Note: Provision numbers followed by an asterisk (*) require fill-ins by 
the OCO if determined applicable and incorporated into the Order.) 


 
F.2 DELIVERY REQUIREMENTS 


All systems, equipment, software, and user-installable components ordered under this 
contract shall be shipped F.O.B. Destination within Consignee’s Premises, unless otherwise 
specified in individual Orders. 


F.3 DELIVERY SCHEDULES 


Unless otherwise specified in an order, the Contractor shall deliver all items within 30 calendar 
days after the Contractor’s acceptance of an Order or as proposed by the Contractor if for a 
lesser amount of time.  The Contractor may request that it be permitted to make delivery 
within a longer period of time for extremely large orders, orders requiring engineering, and 
orders with diverse delivery locations.  The decision to permit or negotiate a longer period of 
time for delivery rests exclusively with the ordering agency. 


 


F.4 MASTER CONTRACT ORDERING PERIOD 


The contract ordering period begins on the Master Contract’s Effective Date through five years 
if all options are exercised. 


After the Master Contract ordering period expires, the Master Contract will remain an active 
contract until the final Task or Delivery Order performance is completed and shall govern the 
terms and conditions with respect to active Orders to the same extent as if it were completed 
during the Master Contract ordering period. Therefore, Task/Delivery Orders can extend 
beyond the expiration of the Master Contract and the terms and conditions of the Master 
Contract will still remain in effect pursuant to Section I.8 FAR 52.216-22 Indefinite Quantity, 
which states, “The contract shall govern the Contractor’s and Government’s rights and 
obligations with respect to that order to the same extent as if the order were completed 
during the contract’s effective period; provided, that the Contractor shall not be required to 
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make any deliveries under this contract after 48 months following the expiration of the base 
contract ordering period.” Additionally, all awarded Task Order’s terms and conditions, 
including exercising Options, remain in effect up to 48 months beyond the expiration of the 
Master Contract. 


Under the condition that the Option period is not exercised or is terminated or cancelled prior 
to the end of the final Option period, any open Orders’ terms will be unaffected; however, the 
Ordering Period for new Order awards will be reduced ending on the date of the Master 
Contract's base term completion resulting from an unexercised Option, or ending on the date 
of the Option termination/cancellation. 


F.5 ORDER PERIOD OF PERFORMANCE 


The period of performance for each Order placed under the Master Contract shall be specified 
in the individual Order and may include option periods which extend beyond the expiration 
date of this contract by up to four years.   


All the following conditions apply: 


1) Under no circumstances may an Order be placed under the Master Contract if the 
Master Contract has expired, or has been terminated or cancelled by the 
Government; 


 
2) No Task Orders may exceed five (5) years, inclusive of Options, from the date 


that the Order is placed; 
 


3) No Orders may extend more than four (4) years after the expiration 
date of the Master Contract. 


 
4) Order Option periods and quantities, if included at initial issuance of the Order, 


may be exercised after the expiration date of the Master Contract; and 
 


5) Notwithstanding anything to the contrary above, a multi-year Task Order placed 
under the Master Contract must be consistent with FAR Subpart 17.1 and any 
applicable funding restrictions. 


 
6) Orders shall be priced using the rates provided in Section B, Supplies or Services 


and Price/Costs, and Attachments, that will be applicable to the Orders 
anticipated period of performance. 


 
F.6 PLACE OF PERFORMANCE 


Services required under this contract may take place in any of the fifty states, the District of 
Columbia and any other U.S. territories.  In addition, services may be required in any country in 
which the U.S. Government has a presence.  The specific place of performance will be stated in 
the individual orders. 
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F.7 DELIVERABLES 


(a) All applicable deliverables, their required delivery dates, destination of delivery, and 
schedule for delivery or completion of work to be performed will be specified in Orders issued 
under this contract. 


(b) For purposes of delivery, all deliverables shall be made by close of business (COB), 4:30 
P.M. local time at destination, Monday through Friday, unless stated otherwise in the Order. 


(c) All deliverables submitted in electronic format shall be free of any known computer virus or 
defects. If a virus or defect is found, the initial deliverable will not be accepted. The 
replacement file shall be provided within two (2) business days after notification of the 
presence of a virus. 


(d) Each order-level deliverable shall be accompanied by a cover letter from the Contractor on 
Company letterhead. Multiple deliverables may be delivered with a single cover letter 
describing the contents of the complete package.  


(e) In the event the Contractor anticipates difficulty in complying with any contract-level 
delivery schedule, the Contractor shall immediately provide written notice to the TacCom CO 
and COR. For any Order level deliverable, the Contractor shall provide written notification 
immediately to the OCO and COR. Each notification shall give pertinent details, including the 
date by which the Contractor expects to make delivery or begin/complete service; provided 
that this data shall be informational only in character and that receipt thereof shall not be 
construed as a waiver by the Government of any contract delivery schedule, or any rights or 
remedies provided by law or under this contract. 


(f) In the event that a Contractor is non-compliant in submission of deliverables, the 
Government will reflect the non-compliance in the Contractor’s past performance report.  


F.8 RESERVED 


(Reserved) 


F.9 REPORTING REQUIREMENTS 


The following table provides a summary of the TacCom II reporting requirements. 


 


  


Report Description Number of 
Copies Due Dates 
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Individual Subcontracting 
Report (Paragraph 
C.7.1.1.and C.7.1.2.) 


1-TacCom CO 
1-TacCom PM 
1-TacCom COR 


As specified in 
Paragraph C.7.1.1. and 
C.7.1.2. 


Summary Subcontract 
Report (Paragraph C.7.1.2.) 


1-TacCom CO 
1-TacCom PM 
1-TacCom COR 
1-OSDBU 


As specified in 
Section C.7.1.2. 


Annual Small Business 50% 
Report (Paragraph C.7.2.) 


1-TacCom CO 
1-TacCom PM 
1-TacCom COR 


As specified in 
Section C.7.2. 


Re-representation of Small 
Business Size Status Report 
(Paragraph C.7.3.) 


1-TacCom CO 
1-TacCom PM 
1-TacCom COR 


As specified in 
Section C.7.3. 
 


Transactional Data Report 
(Paragraph C.7.4.) 


1-TacCom CO 
1-TacCom PM 
1-TacCom COR 


As specified in Section 
C.7.4. 


   


F.10 ORDER NOTICE TO THE GOVERNMENT OF DELAYS 
(a) In the event the Contractor encounters difficulty in meeting performance 


requirements, or when it anticipates difficulty in complying with the contract 
delivery schedule or any date, or whenever the Contractor has knowledge that 
any actual or potential situation is delaying or threatens to delay the timely 
performance of this contract, the Contractor shall immediately notify the OCO 
and the Contracting Officer’s Representative, in writing, giving pertinent 
details, provided that this data shall be informational only in character and that 
this provision shall not be construed as a waiver by the Government of any 
delivery schedule or date or of any rights or remedies provided by law or under 
this contract. 


 
(b) If the Contractor fails to respond in a timely manner to any portion of this 


contract, delay will be attributed to the Contractor. Although the period of 
performance may change due to the delay, the price may be subject to a 
downward adjustment. 


 
If the Government delays performance of this contract, the period of performance and/or price may be 
revised upon mutual agreement between the Government and the Contractor. 


F.11 TASK ORDER TRANSITION PLANS 
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At the end of the period of performance, the incumbent Contractor shall transition 
activities to the incoming Contractor with minimal disruption of services to the 
government. The Contractor shall maintain sufficient qualified staff to meet all 
requirements of this effort.  The OCO may request from the Contractor a written phase-
out transition plan. 


 
 


(END OF SECTION F) 
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SECTION G - CONTRACT ADMINISTRATION DATA 


G.1 GENERAL 


This section provides contract administration requirements for the DHS MAC and, where 
applicable, for each Order placed under this Master Contract. Additional contract 
administration requirements may be specified in each Order. 


 


G.2 AUTHORIZED AGENCIES  


Use of Master Contract is authorized as follows:  


a. For DHS and its Components, the customer may directly order from contractors 
under the Master Contract.  Only a warranted Contracting Officer may place orders 
against the Master Contract and orders shall be placed in accordance with processes 
outlined in the DHS TacCom II Ordering Guide, including required approvals through the 
Joint Wireless Program Management Office.   


b. The following agencies are authorized to order directly from the Master Contract, in 
accordance with processes outlined in the DHS TacCom II Ordering Guide: 


Department of Agriculture 


Department of the Interior 


Department of Justice 


Department of Health and Human Services 


Department of State 


Department of the Treasury 


White House Communications Agency 


Department of Veterans Affairs. 


An ordering agency is responsible for following both the TacCom II Ordering Guide and 
its own internal acquisition procedures. 


c. Agencies not named under part b. of this section must obtain written CO 
authorization to order against this IDIQ.  Authorization must be granted prior to 
soliciting work, and separate authorization must be obtained for each order. 


 


G.3 ACCOUNTING AND APPROPRIATION DATA 


Accounting and appropriation data for obligations under the contract will be set 
forth in individual Orders. 


 
G.4 CONTRACT AND ORDER OMBUDSMAN 


 (a)   The Task and Delivery Order Ombudsman has the responsibility to review 
contractor complaints and ensure that all contractors are afforded a fair opportunity 
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to be considered for each task order, consistent with the ordering procedures in the 
contract.   


(b)  For DHS ordering agencies, the Component Task/Delivery Order Ombudsman is 
responsible for reviewing complaints from contractors on task and delivery orders 
and, if any corrective action is needed, shall provide a written determination of such 
action to the OCO.  


(c) Issues that cannot be resolved within the Component shall be forwarded to the 
DHS MAC Ombudsman for review and resolution.  The DHS MAC Ombudsman is also 
the DHS Competition Advocate. 


Ann Van Houten  
Office of the Chief Procurement Officer 
Ann.VanHouten@hq.dhs.gov 
202-447-5285 


(d) The complete list of Ombudsman can be found on the DHS Website at:  


https://www.dhs.gov/competition-advocates-and-task-order-and-delivery-order-
ombudsman 


 (e) For orders issued by agencies outside of DHS, contractors should contact the 
Task/Delivery Order Ombudsman for the issuing agency.  Issues that cannot be 
resolved shall be forwarded to the DHS Task and Delivery Order Ombudsman for 
review and resolution. 


 


G.5 ROLES AND RESPONSIBILITIES 


This section describes the roles and responsibilities of Government personnel after the 
Master Contract is awarded.  The Government may modify the roles and responsibilities 
at any time during the period of performance of the Master Contract. 



mailto:Ann.VanHouten@hq.dhs.gov

https://www.dhs.gov/competition-advocates-and-task-order-and-delivery-order-ombudsman

https://www.dhs.gov/competition-advocates-and-task-order-and-delivery-order-ombudsman
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G.5.1 MAC Contracting Officer (CO) 


The MAC CO is the sole and exclusive government official with actual authority to 
award the Master Contract. After award of the Master Contract, the MAC CO may 
delegate administrative functions to a MAC COR to assist in the technical monitoring 
or administration of a contract. 


 
MAC Contracting Officer: 


  Hyun (Julie) Koo 
Department of Homeland Security 
U.S. Customs and Border Protection 
202-344-6689 


 


The MAC CO is responsible for overall management and administration and the final 
close out of the contract and, when necessary, shall: 


1.  Provide scope oversight; 


2.  Serve as liaison between the Contractor and the Department; 


3.  Ensure compliance with contractual requirements; 


4.  Issue the contracting officer’s final decision and handle all MAC-level contractual 
disputes under the Contract Disputes Act; and 


5.  Issue all contract modifications against the master contract. 
 
In the event that the designated MAC CO is unavailable to sign a contract action, DHS 
may authorize another warranted Contracting Officer to execute official contracting 
documents on the MAC CO’s behalf. 


 
The MAC CO will also act in the capacity of the Assessing Official in the Contractor 
Performance Assessment Reporting System (CPARS) who is responsible for evaluating 
Contractor performance and for validating the proposed ratings and remarks entered 
by the Assessing Official Representative(s). Assessing Officials have “signature” 
authority and are allowed to forward assessments to the Contractor’s representative 
for review and comment. 


 
G. 5.2 MAC Contracting Officer’s Representative (COR) 


The MAC COR supports the MAC CO in the general management of the program.  


Contracting Officer’s Representative: 
   
  Christopher Wurst 
Department of Homeland Security 
703-625-3209 
Christopher.Wurst@hq.dhs.gov  


 



mailto:Christopher.Wurst@hq.dhs.gov
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The MAC COR is responsible, in a limited capacity, for the oversight of the Contractor’s 
activity on the Master Contract and monitoring the Contractor’s technical progress, 
including assessing performance and recommending to the MAC CO changes in 
requirements; interpreting the scope of work and any other technical performance 
requirements; performing technical evaluation as required; performing technical 
inspections and acceptances required by this Master Contract; and assisting in the 
resolution of technical problems encountered during performance. 


 


A letter of designation issued to the MAC COR, a copy of which is sent to the 
Contractor, states his/her responsibilities and limitations. The MAC COR’s authority 
does not include the ability to authorize work not already specified in the contract or to 
modify the terms and conditions of the contract. 


 
The MAC COR is responsible for the receipt and acceptance of the MAC deliverables and 
reports and assists in the performance of the Master Contract past performance 
assessments. The MAC COR’s responsibilities include, but are not limited to the 
following: 


 
• Act as the primary point of contact and logging of technical issues within 


DHS and other reporting system issues. 
• Ensure overall accuracy of the transactional data and issue Correction Notices 


to the Contractor, whenever applicable. 
• Maintain inventory of all new IT Service Labor Category (LCAT) requests and 


updates to the IT Service LCAT Matrix. 
• Approve Contractor press releases and marketing brochures 


concerning the Master Contract. 
• Confirm that all Task Orders/Modifications are captured and invoices 


reconciled per Contract Year. 
• Act in the capacity of the Assessing Official Representative for the Master 


Contract CPARS with the authority to initiate and update assessments, but 
does not have the authority to send the assessment to the Contractor’s 
representative or to finalize an assessment. 


• Other duties as indicated in the MAC CO’s COR Designation Letter. 
 
The MAC COR does not address or resolve any issues concerning contractual legal 
matters. The Contractor shall address these Order matters directly with the OCO and 
address Master Contract matters directly with the MAC CO. 
 
All other contract administration functions not listed and specifically delegated above 
remain the responsibility of the MAC CO.  


 


G.6 DIRECT ACQUISITION AND ASSISTED ACQUISITION 


For purposes of this contract, Direct Acquisition is defined as whenever an outside 
agency, other than DHS, places an Order against the MAC.  


Whenever an agency conducts an acquisition on behalf of another agency, this is 
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termed Assisted Acquisition.  Assisted acquisitions to be conducted by DHS or its 
components, on behalf of another agency, are not contemplated under this MAC. 


 


G.7 TASK/DELIVERY ORDER ORDERING CONTRACTING OFFICER 
(OCO) 


Only a warranted Contracting Officer of an authorized ordering agency may place 
and administer an Order under the Master Contract.    The OCO is responsible for 
preparing the Order request for proposals (order RFP) and for establishing the 
technical and price/cost evaluation teams associated with each order.  The OCO also 
formulates appropriate evaluation criteria and factors to ensure quality competition 
and provide the best value for each effort.   


 
The OCO for each Order is the sole and exclusive government official with actual 
authority to take actions, which may bind the Government for that Order. In no 
event will an Order change the requirements of the TacCom contracts.  Should the 
contract user require such a change, specific approval must first be obtained from 
the MAC CO.   


 
OCOs are responsible for complying with all FAR-based rules when competing, 
awarding, and administering  
Orders. The following list of duties (not all inclusive) represent key areas of OCO 
responsibility: 


• Issuing orders and ensuring they contain required information;  
• Completing administrative contractual actions concerning individual 


orders; 
• Appoint Order Contracting Officer’s Representatives; 
• Terminating orders, for convenience or cause, and canceling orders 


at no additional cost to the Government; 
• Ensuring that orders are within the scope of the contract; 
• Performing inspection and acceptance or rejection of the 


equipment/services provided by the Contractor; 
• Approving or withholding payments, or authorizing partial payment 


of invoices; 
• Ensuring subcontracting efforts on Orders pursuant to the 


incorporated Master Contract Individual Subcontracting Plan; 
• Addressing environmental objectives within Orders, if applicable; 
• Monitoring, evaluating, and reporting  Order Contractor 


Performance; 
• Responding to Freedom of Information Act (FOIA) requests for 


Orders; 
• Approving Press Releases on Task Order Awards whenever requested by 


their Contractors; 
• Task Order Closeout in accordance with FAR 4.804-5. 
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G.8 ORDER CONTRACTING OFFICER’S REPRESENTATIVE (COR) 


The OCO may designate a Contracting Officer’s Representative (COR) to perform 
specific administrative or technical functions for specific Orders. 


 
The specific rights and responsibilities of the COR for each Order shall be described in 
writing, which upon request, shall be provided to the Contractor. A COR has no 
actual, apparent, or implied authority to bind the Government. 


 


G.9 INSURANCE 


The Contractor shall maintain the minimum insurance coverage delineated within 
Federal Acquisition Regulation (FAR) Subpart 28.3 and the clauses incorporated 
within Section I, for the full duration of the Master Contract and each applicable 
Order that extends beyond the expiration date of the Master Contract. The 
Contractor shall notify the MAC Contracting Officer and designated OCO for affected 
Orders, in writing, if there are any changes in the status of their insurance coverage 
and provide the reasons for the change. Allowable costs as per FAR Subsection 
31.205-19 shall be recovered through work at the Order level, with no obligation of 
payment at the Master Contract level. Contractors that do not to win a single Order 
award shall not be compensated at the Master Contract level beyond the value 
specified for the minimum guarantee. 


 
The OCO may request a copy of the insurance directly with the Contractor and/or 
require additional insurance coverage or higher limits specific to an Order awarded 
under the Master Contract. If the Order does not specify any insurance coverage 
amounts, the minimum insurance requirements in FAR Subpart 28.307-2 LIABILITY 
shall apply to the Order. Additionally, pursuant to FAR 52.228-7(a)(1), the 
Contracting Officer may require other insurance, which includes the OCO. 


 
G.9.1 Defense Base Act Insurance (DBAI) 


Pursuant to FAR 28.305, DBAI coverage provides workers’ compensation benefits 
(medical, disability, death) in the event of a work-related injury or illness that occurs 
outside the United States. 


 
The Government requires that employees hired by Contractors and subcontractors 
who work internationally be protected by the DBAI coverage, regardless of their 
assignment and/or location unless a waiver has been obtained by the U.S. 
Department of Labor. 


 
 


G.10  ORDERING PROCEDURES 


Only a warranted OCO may issue Orders to the Contractor, providing specific 
authorization or direction to perform work within the scope of the contract as specified 
in Section C, Statement of Work. The focus of this contract is to provide to government 
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agencies a mechanism for streamlined ordering of solutions and services at fair and 
reasonable prices. 


 
Unless specifically authorized by the OCO, the Contractor shall not commence work 
until a fully executed Order has been awarded. Contractors should avoid unauthorized 
commitments, as ratification is highly discouraged and never assured. 


 
G. 10.1 Ordering Regulations 


Ordering regulations are those delineated in Federal Acquisition Regulation (FAR) 
16.505. Additional procedures specific to this MAC are provided to the Contractor for 
their awareness and are specified in the solicitation procedures below.  


 
G. 10.2 Solicitation Procedures 


(a) The Contract User will submit a complete a Task or Delivery Order Request Package 
(TORP/DORP) to the OCO in accordance with local procedures. The package should 
include a transmittal letter, an approved purchase request, requirements 
documentation (SOO, SOW, or PWS), Independent Government Cost Estimate (IGCE) 
and Acquisition Plan (AP), if applicable. Performance-based work statements must be 
used to the maximum extent practicable. For information about performance-based 
service contracting, refer to OFPP’s Best Practices Handbook located at 
www.whitehouse.gov/omb. Individual delivery orders must clearly describe all services 
to be performed or supplies to be delivered. The TORP/DORP package will also include 
price/cost and evaluation factors. 


(b) The OCO will issue a proposal request to Prime Contractors in the appropriate 
technical category, on an unrestricted or small business set-aside basis, as applicable, 
unless a Fair Opportunity exception applies. The proposal request will include a due 
date for proposal submission and requirements documentation (SOO, SOW or PWS) 
that will include either the Government’s objectives or a detailed description of work 
to be accomplished, the applicable task areas, a listing of the deliverables required and 
any additional data, as appropriate. The proposal request will also include specific 
instructions for the submission of proposals, selection criteria factors, the factors’ 
order of importance and other information deemed appropriate. 


(c) Contractors will be provided an adequate time to prepare and submit responses 
based on the estimated dollar value and complexity of the proposed delivery order. 
The due date will be set forth in each proposal request. If unable to perform a 
requirement, Contractors shall submit a “no bid” justification in response to the 
proposal request. All no bid justifications shall include a brief statement as to why the 
Contractor is unable to perform, i.e. conflict of interest. This notification must be 
submitted to the OCO within ten (10) days of TORP/DORP release. The Government 
expects full participation of all TacCom Contractors. If the Government determines that 
Contractors are not actively participating in the TacCom program, those Contractors’ 
options may not be exercised. 


(d) Technical Proposals: The proposal request will state whether an oral proposal is 
required in addition to, or instead of, written technical proposals. Responses will be 
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streamlined and succinct, to the extent practical based on the estimated dollar value 
and complexity of the work, stating compliance or exception to requirements, risks, 
assumptions and conflict of interest issues. Responses will not be a proposal as defined 
in FAR Part 15, Contracting by Negotiation, but only sufficient information to be 
considered in accordance with FAR Part 16, Types of Contracts. 


(e) Price Proposals: A written price proposal shall always be required. For Task Orders, 
this part of the proposal shall include detailed cost/price amounts of all resources 
required to accomplish the task, (i.e., labor mix, labor hours, rates, travel, incidental 
equipment, etc.). The proposal must identify and justify use of all non-labor cost 
elements. For Delivery Orders the proposal must identify and justify use of any labor 
elements.  Proposals must also identify any Government Furnished Equipment (GFE) 
and/or Government Furnished Information (GFI) required for delivery order 
performance. If travel is specified in the delivery order statement of work, airfare 
and/or local mileage, per diem rates by total days, number of trips and number of 
Contractor employees traveling shall be included in the price proposal.   Note that 
pricing for solutions not specified in the IDIQ Schedule of Supplies and Services, Section 
B.10.2, including ancillary support, OCONUS labor rates, Task Order Unique Labor 
Categories, is not determined at the IDIQ level; therefore, solicitations which include 
any of these requirements must be determined fair and reasonable at the order level 
using the techniques at FAR 15.404-1(b)(2) as applicable.  


(1) Firm Fixed Price (FFP), Time-and-Materials (T&M), and Labor-Hour Orders: 
When competing for delivery order awards under the fair opportunity process, 
the Contractor is permitted to propose labor rates that are lower than those 
established in the IDIQ. 


(i) Firm- Fixed- Price (FFP) Delivery Orders: For FFP type Orders, the quantity of 
each item will be multiplied against the discounted prices in the IDIQ, or as 
negotiated if lower rates are proposed for the Order; and the cumulative 
extended total of all items ordered will define the fixed price for the Order. 
Travel and materials, if applicable, may be estimated for each DO, including 
applicable indirect costs established in the contract. Any amounts negotiated for 
travel and materials will be added to the extended price of all ordered items to 
arrive at the total fixed price for the Order.  


(ii) Time and Materials/Labor-Hour Orders: The quantity of hours ordered from 
each labor category will be specified as deliverable hours billable at the 
discounted rates specified in the IDIQ, or as negotiated, if lower rates are 
proposed for the Order. Materials will be estimated for each Order and, if 
authorized at FAR 52.212-4 Alt 1, paragraph i, may include applicable indirect 
costs. For T&M type Order, profit on materials is not allowable. The cumulative 
extended total of all labor categories ordered plus materials/applicable indirect 
costs will define the Order ceiling price. Reimbursement under the contract shall 
be governed by the clause at FAR 52.212-4 -- Contract Terms and Conditions -- 
Commercial Items (JAN 2017).   In the performance of T&M and labor-hour task 
orders, the hours billed shall show the labor hours performed by the prime 
Contractor and each subcontractor member separately. If the proposed rates 
were computed based on recording a standard number of hours per week (e.g., 
40 hours), the labor hours will be billed only on the basis of a standard number 
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of hours. If the proposed labor rates were computed based on recording of all 
hours worked by employees, including uncompensated overtime, the labor 
hours billed will be based on all hours worked. If it is found after award that the 
established accounting practices at the time of award were not based on 
recording all hours worked by employees, the Government shall be entitled to a 
price adjustment on all payments for labor hours under the T&M and labor hour 
order. The amount of the price adjustment shall be the difference between the 
number of hours billed based on recording all hours worked and the hours that 
would have been recorded using a standard number of hours (e.g., 40 hours). 


(2) Adequate Accounting System: 


T&M Orders: The Contractor shall maintain an adequate accounting system to 
substantiate vouchers (including any subcontractor hours reimbursed at the 
hourly rate in the schedule) by evidence of actual payment and by: 


(i) Individual daily job timekeeping records; 


(ii) Records that verify the employees meet the qualifications for the labor 
categories specified in the contract; and 


(iii) Other substantiation approved by the Contracting Officer. (FAR 52.232-
7(a)(5)). 


(3) Other Relevant Information: This information shall always be in writing and 
shall address other relevant information as required by the contract or 
requested by the TORP/DORP. The Contractor shall assume all costs associated 
with preparation of proposals for Order awards under the Fair Opportunity 
process as an indirect charge. The Government will not reimburse awardees for 
Fair Opportunity proposals as a direct charge.  


(f) Evaluation of task/delivery order Proposals: Proposals will be evaluated in 
accordance with the evaluation criteria set forth in the TORP/DORP. The Government’s 
award decision may include compliance with Section 508 requirements of the 
Rehabilitation Act, and selection criteria that addresses past performance, technical/ 
management approach and cost/price. In addition to past performance, 
technical/management approach and cost/price, individual order selection criteria may 
include other factor(s) relevant to the particular requirement. The order of importance 
for the factors will be identified in each individual TORP/DORP. If necessary, during the 
evaluation of proposals, the Government may contact a Contractor with questions 
concerning its proposal. Upon completion of evaluations, the OCO may issue a task 
order to the Contractor whose proposal is most advantageous to the Government. 


(g) Award Recommendation Documentation: After completion of the evaluation, 
discussions, if any, and Best Value analysis, the OCO and Order COR shall prepare a 
complete award recommendation package to document the selection process and to 
serve as evidence that the Fair Opportunity to be considered rule was applied, unless 
an exception was taken under FAR Part 16.505(b)(2), Exceptions to the Fair 
Opportunity process. At a minimum, it shall include:  


(1) A statement indicating whether announcement of the order requirement was 
made to all Contractors eligible for receiving an award for the task requirement 
or if an exception to the a Fair Opportunity to be considered rule was cited (cite 







 


Page | 50  


the exception); 


(2) The selection criteria /methodology used to evaluate the competing 
Contractors;  


(3) The results of the evaluation; and 


(4) The rationale for the recommendation of the Order awardee, including a 
summary of any negotiations conducted, cost/price analysis and best value 
analysis. 


(h) Resolution of Issues: In the event issues pertaining to a proposed requirement 
cannot be resolved to the satisfaction of the OCO, the OCO reserves the right to 
withdraw and cancel the proposed requirement. In such event, the Contractor shall be 
notified in writing of the OCO’s decision. This decision is final and conclusive and shall 
not be subject to the “Disputes” clause or the “Contract Disputes Act.” 


 (i) Task/Delivery Order Issuance: Orders may be issued by e-mail, regular mail or 
facsimile. Orders issued shall include, but not be limited to the following information 
(when applicable): 


(1) Date of order; 


(2) Contract number and order number; 


(3) Type of Order; 


(4) IDIQ Contract Line Item Description, quantity ordered and contract price 


(5) Appropriation and accounting data;  


(6) Specific billing address for each destination especially for multiple 
destination orders 


(7) Description of the services to be performed; 


(8) Description of end item(s) to be delivered; 


(9) Place of delivery 


(10) DD Form 254 (Contract Security Classification Specification); 


(11) Contract Data Requirements List; 


(12) The individual responsible for inspection/acceptance; 


(13) Period of performance/delivery date; 


(14) Estimated number of labor hours for each applicable labor category; 


(15) List of Government furnished equipment, material, and information. 


(16) Items for which partial deliveries are acceptable. 


(j) Task/Delivery Order Unique Equipment or Labor Categories: Task Order Unique 
Labor Categories are those categories not incorporated into the Contractor’s IDIQ 
contract, but may be required to perform certain Orders within the scope of TacCom. 
These additional equipment prices or labor categories and rates shall be evaluated in 
accordance with FAR 12.209, Determination of price reasonableness and negotiated by 
the OCO, prior to the award of the Order or Order modification.    
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(k) Debriefings: If an unsuccessful Contractor questions why it was not selected for an 
award over $5 million, the Contractor shall contact the OCO. The OCO and the 
unsuccessful Contractor may discuss the reasons why that Contractor was not 
selected; however, the OCO may not (a) discuss the other Contractor’s proposals, (b) 
compare Contractor’s proposals, or (c) allow the unsuccessful Contractor access to the 
award decision documentation. 


(l) Task/Delivery Order Protests: In accordance with FAR 16.505(a)(9), Ordering - 
General, no protest under Subpart 33.1 is authorized in connection with the issuance 
or proposed issuance of an Order under this contract, except for:  


(1) A protest on the grounds that the order increases the scope, period of 
performance, or maximum value of the contract; or 


(2) A protest of an order valued in excess of $10 million. Protests of orders in 
excess of $10 million may only be filed with the Government Accountability 
Office (GAO), in accordance with the procedures at FAR 33.104, Protests to GAO. 


(m) Waivers from education and experience requirement: Task/Delivery Order 
Contracting Officers may grant waivers from these requirements or allow substitution 
of certain technical certifications for education and/or experience if it is determined to 
be in the best interest of the Government. Any equivalencies or substitutions must be 
cited in each Order. 


 
G. 10.3 Ordering Via Use of Government Purchase Card 


In addition to the use of Delivery Orders, the Contractor shall accept orders from 
warranted Contracting Officers with authorization to use Purchase Cards within the 
purchase card limit under this contract via the use of Government-wide purchase 
cards.  No separate fee shall be charged for use of Government-wide purchase cards.  


  
G 10.4 Contractor Communications 


The Contractor shall provide a shared electronic mailbox for receipt of 
communications from the MAC Stakeholders that is distinct and separate from an 
individual’s email address.  


 
G. 11 FAIR OPPORTUNITY 


OCOs are required to follow the Fair Opportunity procedures specified in FAR 
16.505(b)(1) and the exceptions to Fair Opportunity in FAR 16.505(b)(2). Use of 
Exception (d) “...to satisfy a minimum guarantee” requires approval by the Master 
Contract PCO. 


 
Orders resulting from an exception to fair opportunity will be reviewed in accordance 
with agency procedures.   


 


G. 12 INVOICE SUBMISSION AND REPORTING APPLICABLE TO TASK ORDERS 


The Contractor shall accept payment of agency invoices via EFT. The Ordering Agency 
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is responsible for payment of all invoices to the Contractor. Invoice submission 
information will be contained in each individual awarded Order. The payment office 
designated in the individually awarded Order document will make payment of those 
invoices to the Contractor.  


 


G. 13 CONTRACTOR PERFORMANCE ASSESSMENT REPORTING SYSTEM 
(CPARS) 
Past performance information is relevant for future Order and Contract source 
selection purposes. It includes, but is not limited to, the Contractor’s record of 
conforming to contract requirements and to standards of good workmanship; the 
Contractor’s adherence to contract schedules, including the administrative aspects of 
performance; the Contractor’s history of reasonable and cooperative behavior and 
commitment to customer satisfaction; and generally, the Contractor’s business-like 
concern for the interests of the customer. 
 
Contractors may review and respond to Master Contract and Order performance 
assessments via the CPARS or other systems designated by the Ordering Contracting 
Officer. Past performance evaluations pertaining to the Master Contract and Orders 
under the Master Contract will reside in the Past Performance Information Retrieval 
System (PPIRS).  The PPIRS functions as the central warehouse for performance 
assessment reports received from various Federal performance information collection 
systems. 


 


G. 14 MASTER CONTRACT PERFORMANCE ASSESSMENTS 
The MAC CO will conduct annual interim performance assessment within the Master 
Contract Base and Option Periods, and a final performance assessment as part of the 
Master Contract closeout process. 


 
Elements of CPARS evaluation the Government may include in a Master Contract CPARS 
are the Contractor's compliance to administrative requirements noted throughout 
Sections G, H, and J Attachments. CPARS elements such as Cost Control, Quality of 
services delivered, and Small Business Subcontracting efforts are typically evaluated by 
the Order issuing agency in a separate CPARS (See G.19.2). 


 
In accordance with FAR 42.15 Past Performance Information, Contractor shall submit 
comments, rebutting statements, or additional information within the date specified in 
Section F.7, from the date of notification of availability of the past performance 
evaluation. Copies of the evaluations, Contractor responses, and review comments, if 
any, will be retained as part of the contract file, and may be used to support future 
award decisions. 
Contractors shall review annually their points of contact are current and accurate in the 
CPARS. 


 
G. 14.1 ORDER PERFORMANCE ASSESSMENTS 


The Government will conduct past performance assessments on Contractors for Orders 
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meeting the agencies’ IT project threshold for required assessment. Interim 
performance evaluations should be conducted as prescribed by the Order issuing 
Agency’s procedures on any Task Order with a period of performance exceeding one 
year. In the event that an OCO does not perform an assessment for a qualified Order 
that requires an assessment every 12 months, the Contractor should request the OCO 
for an assessment, or notify the MAC CO for further assistance. As a Best Practice, the 
performing Prime Contractor may voluntarily provide to the OCO an objective quality 
write-up to include, at a minimum, scope of work performed, and timeliness and 
quality of deliverable and services. 


 
G. 15 INDIVIDUAL SMALL BUSINESS SUBCONTRACTING PLAN 


Ensuring maximum practicable opportunity is provided to small business concerns to 
participate in the performance of this contract consistent with its efficient 
performance is a priority under this MAC.  Any INDIVIDUAL SMALL BUSINESS 
SUBCONTRACTING PLAN submitted pursuant to FAR Clause 52.219-9, Small Business 
Subcontracting Plan, should reflect this commitment.  Consequently, the 
Government reserves the right to require a subcontracting plan from other than 
small business offerors, as prescribed in FAR 52.219-9, Small Business Subcontracting 
Plan, at the task/delivery order level. When a solicitation requires submission of a 
subcontracting participation plan as part of a proposal evaluation factor, the 
Contractor shall submit detailed subcontracting information as instructed in the 
solicitation, and is responsible for compliance with the subcontracting plan that is 
negotiated and approved by the OCO throughout the contract period.  


 
G. 16 MINIMUM SUBCONTRACTING GOALS 


Because of the size, scope, and magnitude of this acquisition, the government 
anticipates substantial subcontracting opportunities for small business, veteran-
owned small business, service-disabled veteran-owned small business, HUBZone 
small business, small disadvantaged business, and women-owned small business 
concerns. The Contractor shall maintain a Subcontracting Plan pursuant to FAR 
Clause 52.219-9, Individual Subcontracting Plan, in accordance with the Master 
Contract Section. 


 
(a) The INDIVIDUAL SMALL BUSINESS SUBCONTRACTING PLAN, as submitted with 


the Offeror’s final proposal, is attached and incorporated into this contract, 
(See Individual Small Business Contract Subcontracting Plan attachment). 
The Contractor shall provide a signed copy of the Master Contract INDIVIDUAL 
SMALL BUSINESS SUBCONTRACTING PLAN to the cognizant OCO responsible for 
the administration of each Order, whenever requested by the OCO. 


(b) The INDIVIDUAL SMALL BUSINESS SUBCONTRACTING PLAN covers the Base 
Period of one (1) year and each option period for a total contract 
performance period of five (5) years. 


(c) Compliance with the INDIVIDUAL SMALL BUSINESS SUBCONTRACTING 
PLAN will be addressed via the Contractor Performance Assessment 







 


Page | 54  


Reporting System (CPARS). 
 


Table G-1. Small Business Subcontracting Goals 
 


Small Business 40% 
Small Disadvantaged Business 5% 
Women-Owned Small Business 5% 
HUBZone Small Business 3% 
Service-Disabled Veteran-Owned Small 
Business 


3% 


Veteran Owned Small Business (VOSB) 6% 


 
NOTE: 


 
• Although there is no statutory goal for Veteran-Owned small business (VOSB) 


concerns, a VOSB goal must be proposed in accordance with FAR 19.7 and 
should represent the offeror’s effort to provide the maximum practicable 
subcontracting opportunities for VOSBs. The VOSB goal for this procurement 
is 6%.   


• The goals are expressed as a percentage of planned subcontracted dollars, 
and not contracting ceiling. 


• The small business subcontracting goals are an aggregate of potential 
subcontracted dollars for Order(s) that a Contractor plans to receive under 
the TacCom II Program, and not to the aggregate Master Contract ceiling 
value. 


• Small Business subcontracting goal achievement for the Master Contract is 
assessed annually and performance ratings will be based exclusively on the goal 
percentages indicated above; however, the Contractor may state higher 
corporate “stretch” goals applied to their Individual Subcontracting Plan should 
they choose. 


 
G. 16.1 Subcontracting Reports 


Per FAR 52.219-9(d) (10), Contractors submitting Individual Subcontracting Plans are 
required to: 
(a) Cooperate in any studies or surveys as may be required; 
(b) Submit periodic reports, which show compliance with their 


subcontracting plan; 
(c) Submit Individual Subcontracting Reports (ISRs) and Summary 


Subcontracting Reports (SSRs); 
Ensure that subcontractors with subcontracting plans agree to submit their ISR 
and SSR if required. The ISR covers subcontract award data related to this Master 
Contract and shall be submitted semi-annually u n til last Order completion. The 
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SSR reflects an aggregate of orders to the Contractor and is submitted 
annually. The ISR and SSR shall be submitted electronically via the Electronic 
Subcontract Reporting System (eSRS) at www.esrs.gov and must be received within 
the date specified in Section F.7, and repeated below: 
 


 


Calendar Period Report Title Date Due 
10/01–03/31 ISR 04/30 
04/01–09/30 ISR 10/30 
10/01–09/30 SSR 10/30 


 


(d) Reports are due, regardless of whether there has been any subcontracting activity 
since contract inception or since time of previous report submission. 


 
Notes: Individual Subcontracting Reports 


The ISR shall reflect the subcontracting dollars on a PAYMENT basis only. The 
Payment Basis is the process of capturing subcontract dollars no sooner than the 
time a contractor pays the subcontractor’s invoices. This Payment Basis reporting 
method must be used for the entire contract term. Entering subcontracting dollars 
into the Government’s Electronic Subcontracting Reporting System (eSRS) on a 
Commitment Basis is not permitted. (A Commitment Basis, which is not allowed for 
this Master Contract, is the process of capturing subcontract dollars when the 
Contractor executes the subcontract award documents). 
• The Contractor shall ensure that their entries in the column “Current Goal: 


Percentage of Total Subcontract Awards”, is the negotiated percentages as 
cited in the Individual Subcontracting Plan goals. 


• If the Contractor does not meet the Master Contract Small Business 
Subcontracting Goals, they shall provide a succinct description of how goals will 
be achieved in the “Remarks” section of the form. 


 
Summary Subcontracting Reports 


• If the Contractor is using the Parent DUNS when reporting, the awardee’s DUNS 
number shall be cited in the “Remarks” section of the form, if different than the 
Parent DUNS. 


• The Contractor shall list their entire GSA contract numbers associated with the 
reported dollars in the “Remarks” section of the form. Non- GSA contract 
numbers shall not be reported with the GSA contract numbers. 


 


G. 16.2 Order Small Business (SB) Subcontracting Credit for Ordering 
Agencies 


Until such time the Federal Acquisition Regulation (FAR) permits the socio-economic 
subcontracting dollars on Task and Delivery Orders to be credited to the Ordering 
Agency, small business socio-economic dollars will be accumulated and reported at 
the Master Contract level. Depending on the outcome of the anticipated FAR change 
pursuant to Small Business (SB) regulations at 13 CFR 125.3(h)(3), SBA has decided as 
a matter of policy that the funding of an Order should receive credit toward its small 
business subcontracting goals for an Order awarded under another agency's contract.  
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In this expected eventuality the Government may require Contractors to provide SB 
subcontracting plans and/or SB subcontracting reports (e.g., eSRS—Electronic 
Subcontracting Reporting System) at the Order level. 


 


G. 17 SUBCONTRACTORS 


The Government has not pre-approved any subcontractors for issuing agencies’ 
resultant Order awards for the Master Contract.  If a Contractor proposes a 
subcontractor for work performed under an Order, the Contractor must comply with 
FAR 52.244-2 and FAR 44.2. Contractors will assess their Order work plans to 
determine whether the projected subcontracting for the Order will be: 


 
• Supportive of overall accomplishment of goals and commitments in the 


subcontracting plan; 
• Supportive of general accomplishment of goals and commitments in the 


Subcontracting plans with certain enumerated exceptions; 
• Negatively distracting from the overall goals and commitments in the 


subcontracting plans, providing explanation of the reasons for the 
shortcomings and explanation for how the contractor believes it can 
recover and regain its position of achieving the plans commitments. 


 
Contractors will report their position to the OCO as part of their proposal in being 
considered for an Order. The Ordering Contracting Officer (OCO) will review the 
Contractor’s notification and supporting data to ensure that the proposed 
subcontract is appropriate for the risk involved, and consistent with current policy 
and sound business judgment prior to consent to subcontract. 


 
If the Contractor enters into any subcontract that requires consent under the clause 
at FAR 52.244-2, Subcontracts, without obtaining such consent, the Government is 
not required to reimburse the Contractor for any costs incurred under the 
subcontract prior to the date the Contractor obtains the required consent. Any 
reimbursement of subcontract costs incurred prior to the date the consent was 
obtained shall be at the sole discretion of the Government. 


 
Annually the MAC PCO will aggregate each MAC Contractor's small business 
subcontracting dollars as reported in the Electronic Subcontracting Reporting System, 
and provide an objective performance rating in the Past Performance Information 
System.  The OCO is reminded that: 


 
• The MAC Small Business Subcontracting goals are in Section G.15, as 


incorporated to the Master Contract; 
• May review the Master Contract annual performance assessment in the 


Past Performance Information Retrieval System to ascertain whether the 
Contractor is meeting one or more of its socio-economic goals outlined in the 
Master Contract; and, 


• May further review the subcontractor dollars awarded within Orders on-line 
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utilizing the USA Spending advance search application.  
 
G. 18 MERGERS, ACQUISITIONS, NOVATIONS, AND CHANGE-OF-NAME 
AGREEMENTS 


The Anti-Assignment of Contracts Act, 41 USC § 15, (Anti-Assignment Act) prohibits 
the transfer of any interest in a federal contract to another party unless an exception 
applies. Therefore, the Master Contract, standing alone, is not a commodity that can 
be bought, sold or assigned to a brokerage firm or any third party agent so to arrange 
transactions between a buyer and a seller of standalone Government contracts. 
There are conditions, however, where the Government may still recognize a 
successor-in-interest who, due to certain transfers, is in a position to continue 
performance in place of the original party to the Government contract. For example, 
through a (1) Novation Agreement where the sale of all Contractor’s assets, or the 
entire portion of the assets involved in performing the Master Contract, including 
any open  Orders, has occurred. An Assignment that would otherwise be considered 
ineffective, may be given effect via a novation agreement that substitutes successor-
in-interest as the contractor, while requiring that the original party remain obligated 
for performance. Another example of an exception to the Anti-Assignment Act is 
through (2) Operation of Law, such as when the Contractor’s interest in the contract 
is transferred as a result of a stock purchase or bankruptcy order. These exceptions 
are further discussed below: 


 
Novation: The Contractor (Transferor) must always obtain the Government's 
consent and approval for a Novation, including the Government’s approval of 
the Acquiring Contractor 


 


(Transferee).  Although the Transferor and the Transferee may have negotiated 
their corporate terms and conditions for the terms of assignment or assumption 
of responsibilities relating to the Government Contract, and agreed to execute a 
Novation Agreement substantially in conformance with the regulatory 
requirement, the Novation is not automatically approved by the Government. 
There are no entitlements or guarantees that the Government must or will 
consent to any request for Novation. 


 
FAR 42.12 describes the procedures necessary to request that the Government 
recognize a successor in interest to a contract. There are also additional due 
diligence procedures that may be imposed, including an evaluation of the 
Transferee’s technical capabilities, relevant past contract performance, financial 
capacity, and other Responsibility factors. From the time the Government 
receives a completed Novation package request from the Transferor, the 
process might take three to six months or more for the Government to process 
the package and provide a decision. The Contractor must continue to fully 
perform under the terms and conditions of the Master Contract throughout the 
entire period of time the Novation package awaits a final decision from the MAC 
ACO or PCO. If the MAC CO determines that the Novation requests is not in the 
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Government’s best interest, the Contractor shall remain obligated to perform 
under the Master Contract.  All open Orders from the transferor shall also be 
Novated to the Master Contract’s transferee and to no other party. 


 
Operation of Law: With this exception, the Master Contract continues with the 
same entity after closing. As an example, the exception applies for changes in 
ownership as a result of a stock purchase, with no legal change in the party to 
the Government contract, and when that contracting party remains in control 
of the assets and is the party performing the contract. Although Government 
consent is not required, other FAR regulations and DHS supplemental policies 
require notice of ownership changes to the Government (See the below 
paragraph within this section). Furthermore, if the party to the Government 
contract desires to have a new stock owner substituted as a party to the 
contract, the requirements of a novation would then apply. There are also 
other circumstances, such as when assignment occurs as part of a bankruptcy 
restructuring, where outright Assignment of the government contract is 
effected by order of a court of competent jurisdiction, and authorized by 
federal law. In such cases, the Assignment does not violate the Anti-Assignment 
Act and the Novation submission requirements are adjusted to reflect the 
nature of the transfer. Novation in such cases still acts to formally recognize the 
successor-in-interest via modification to the contract, and depending on the 
operation of law, may be effected without the consent or agreement of the 
original contractor. All open Orders from the transferor shall also be assigned to 
the Master Contract’s transferee and to no other party. 


 
G. 18.1 Contractual Responsibilities: New MAC Contractor assigned through an Anti-


Assignment Exception 


A newly Novated Contractor shall have the same contractual responsibilities as the 
transferor had, including but not limited to: 


 
1) Complete documentation of previously awarded open, expired and closed out 


Orders for purposes of Government’s audit; 
 
2) Assumption of all unresolved expired Orders that were not closed out; 


 
3) Acceptance of the previously negotiated acquired contract pricing; 


 
4) Approval of the minimum Master Contract Subcontract socio-economic goals; 


 
Contractor Engagement - Should the new Contractor be assigned via a Novation, the 
Contractor must make a reasonable effort to participate in task/delivery order 
competitions.  The Government may choose to not exercise an Option Year due to low 
participation at the order level.   


G. 18.2 Contractual Restrictions to any Assignment 


Only One Master Contract Per Technical Category Permitted: The Contractor, either 
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directly or through its Parent Company/Holding Company, or any one or more of its 
affiliates, subsidiaries, business units, joint venture, or any other types of independent 
business structures is permitted to hold only one Master Contract.  If one or more 
additional Master Contracts are acquired by a single TacCom II prime Contractor via 
merger, acquisition, or otherwise, the Contractor may seek to be recognized in only one 
of the existing MACs, and the additional Master Contract shall be terminated for 
convenience at no cost to the government.  Orders from the terminated excess MAC 
may be novated or consolidated to the surviving MAC, if so required and authorized by 
the MAC CO. The Acquiring Contractor is not permitted to assign any acquired Master 
Contract as it is a violation of this Master Contract.  


 
G. 18.3 Notice Required for Ownership Changes and Change of Name Agreements 


If a Contractor merges, is acquired by, or recognizes a successor in interest to 
Government contracts when Contractor assets are transferred; or, recognizes a change 
in a Contractor’s name; or, executes Novation agreements and change-of-name 
agreements by any Government Contracting Officer other than the MAC CO, the 
Contractor must notify the MAC CO and provide a copy of the Novation or any other 
agreement that changes the status of the Contractor, including the new DUNS/CAGE 
code numbers. The Contractor may not submit Task Order Proposals under the 
company's new name until or unless a Contract Modification has made the change 
effective on the Master Contract. 


 
If a Contractor has legally changed its business name, “doing business as” name, or 
division name (whichever is shown on the contract), or has transferred the assets used 
in performing the contract, but has not completed the necessary requirements 
regarding novation and change-of-name agreements in FAR Subpart 42.12, the 
Contractor shall provide the responsible Contracting Officer written notification of its 
intention to (A) change the name in the SAM database; (B) comply with the 
requirements of Subpart 42.12; and (C) agree in writing to the timeline and procedures 
specified by the responsible Contracting Officer. The Contractor must provide with the 
notification sufficient documentation to support the legally changed name. 
Notifications for any of the above ownership changes, name changes, and other 
company changes in status should be immediately submitted to the MAC CO. 


 


G. 19 ENVIRONMENTAL OBJECTIVES AND REQUIREMENTS 
In support of Executive Order 13693, Planning for Federal Sustainability in the Next 
Decade; Executive Order 13653, Preparing the United States for the Impacts of 
Climate Change; and other applicable statutes, regulations and Executive Orders, 
and in recognition that harm to the environment, including from greenhouse gas 
pollution and electronic equipment manufacturing and disposal, has quantifiable 
costs and negative impacts on the economy and federal agency operations, it is the 
Government’s intent to understand and reduce as far as practicable the 
environmental impacts of IT services  provided under this contract. The Contractor 
shall provide evidence of ongoing measurement and reduction of the environmental 
impacts of services and commodities provided, including but not limited to, use of 
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energy and nonrenewable resources and emissions of carbon pollution, via annual 
Sustainable Practices and Impact Disclosures. 


 
The Sustainable Practices and Impact Disclosures shall be submitted online using any 
of the systems listed below. These online reporting portals provide efficient means 
for contractors to share standardized Disclosures with the delegated MAC Ordering 
Contracting Officers. 


 
(a) Carbon Disclosure Project (CDP) www.cdp.net 


 


(b) Global Reporting Initiative (GRI) sustainability report posted to GRI 
Sustainability Disclosure Database). www.globalreporting.org 


 
 


Within 12 months of the Master Contract Award, the contractor shall submit online its 
corporate-wide Sustainable Practices and Impact Disclosures, and provide notification 
to the MAC CO as to when the disclosure was submitted and the online reporting 
option used. Thereafter the Contractor shall update the Disclosure annually until the 
expiration of the Master Contract. 
 
Where applicable, and as required by the National Environmental Policy Act (NEPA), 
Services Contractor(s) will be required to prepare Environmental Impact Statements 
(EISs). The results of these EISs will be used as guides for any specific actions that may 
be deemed to have a potential environmental impact. 


 


G. 20 TASK ORDER CLOSEOUT 


The OCO is responsible for closing out individual Orders under the Master Contract. 
The Contractor agrees to cooperate with the OCO to close out Orders as soon as 
practical after expiration, cancellation, or termination of each Order. In the event the 
Contractor cannot locate the current OCO to close out the Order, the Contractor may 
request assistance from the MAC CO to locate an ordering agency representative to 
close out the Orders. 


 
Order closeout will be accomplished within the guidelines set forth in: FAR Part 
4 Administrative Matters and FAR Part 42 Contract 
Administration and Audit Services. The Contractor will be evaluated in the CPARS for 
their efforts to support timely closeout. 


 
OCOs are encouraged to utilize FAR 42.708, Quick-Closeout Procedures to the 
maximum extent practicable. 


 


G. 21 MASTER CONTRACT CLOSEOUT 


The TacCom II Program intends to close out the Master Contract within 18 months of 
final Order expiration, and without waiting for the OCO to issue closeout 
modifications to their respective Orders, subject to the following conditions: (1) all of 



http://www.cdp.net/

http://www.globalreporting.org/
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the Contractor’s Orders are physically complete and (2) no further claims against the 
MAC. 


 
G. 22 TECHNICAL CATEGORY 2 ESCALATION 


The prices incorporated into the contract schedule apply an annual escalation factor 
of 1.7% for both Government and Contractor site rates beginning with the first 
option period. The applied factor is determined by the Bureau of Labor Statistics 
(BLS) Employment Cost Index (ECI) and is based on average annual BLS ECI increases 
for the previous three years from the date period of performance begins.  The 
applied escalation factor will be revisited prior to the exercise of each option period.  
The established ceiling rates in the awarded contract will only be adjusted upwards 
to reflect changes in escalation that are greater than the currently applied escalation 
factor.  Conversely, if updates to the BLS ECI escalation are equal to or fall below the 
currently applied escalation factor, the ceiling rates will remain unchanged. 


 
 


 
 


(END OF SECTION G) 
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SECTION H - SPECIAL CONTRACT REQUIREMENTS 


H.1 PROVISIONS INCORPORATED BY REFERENCE AT ORDER LEVEL 


Orders may incorporate one or more provisions by reference, with the same force 
and effect as if they were given in full text. Upon request, the Contracting Officer 
will make their full text available. Also, the full text of a provision may be accessed 
electronically at this address: https://www.acquisition.gov/far/           


 
The following FAR provisions apply at the Order level, as applicable, depending 
upon the contract type of the Order, or as specifically referenced in the applicable 
Order: 
 


PROVISION # PROVISION TITLE DATE FP TM 


52.211-6 BRAND NAME OR EQUAL AUG 1999 X X 


52.211-14* 


NOTICE OF PRIORITY RATING FOR 
NATIONAL DEFENSE, EMERGENCY 
PREPAREDNESS, AND ENERGY 
PROGRAM USE 


APR 2008 X X 


52.215-22 
LIMITATIONS ON PASS-THROUGH 
CHARGES—IDENTIFICATION OF 
SUBCONTRACT EFFORT 


OCT 2009 X X 


52.216-31 TIME-AND-MATERIALS/LABOR- HOUR 
PROPOSAL REQUIREMENTS 
—COMMERCIAL ITEM 
ACQUISITION FEB 2007  X 


52.217-5 EVALUATION OF OPTIONS 
Jul-90 X X 


52.227-15* 
REPRESENTATION OF LIMITED 
RIGHTS DATA AND RESTRICTED 
COMPUTER SOFTWARE 


Dec-07 X X 
 


(Note: Provision numbers followed by an asterisk (*) require fill-ins by the OCO if 
determined applicable and incorporated into the Order.) 


 



http://www.acquisition.gov/far/
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H.2 CONGRESSIONAL NOTIFICATION OF TASK/DELIVERY ORDER 
AWARDS 


Congressional notifications are not issued at the Master Contract level for issued 
Orders. Specific regulations regarding congressional notifications at the Order level are 
not provided in FAR 16.505; however, the Contractor and Ordering Contracting 
Officers should be aware that the ordering agency may have specific guidance as to 
reporting its Task and Delivery Order awards. 
 


H.3 POST AWARD CONFERENCE 
All contractors shall attend a Post Award Conference.  The contractors will be notified of the 
exact time and location of the conference not later than fifteen (15) calendar days prior to 
the scheduled date of the conference. 
 


H.4 MARKETING 


All press releases or announcements about agency programs, projects, and contract 
(Task/Delivery Order) awards need to be cleared by the associated Program Office and 
the OCO.  Under no circumstances shall the Contractor, or anyone on behalf of the 
Contractor, refer to the supplies, services, or equipment furnished pursuant to the 
provisions of this contract in any publicity, news release or commercial advertising 
without first obtaining explicit written consent to do so from the DHS Program Office 
and the OCO.  Also see HSAR 3052.205-70. 


Additionally, 18 U.S.C. 709 contains specific prohibitions on use of specific agencies 
names, acronyms, logos, emblems, etc., in connection with or as a part of any 
advertisement, circular, book, pamphlet or other publication, play, motion picture, 
broadcast, telecast, other production, product or item, in a manner reasonably 
calculated to convey the impression that such advertisement, circular, book, pamphlet 
or other publication, product, or item, is approved, endorsed, or authorized by or by 
associated in any manner with, the said agency, without the express written consent of 
the official designated in 18 U.S.C. 709.  Violations may be punishable as follows:  a 
corporation, partnership, business trust, association, or other business entity, by a fine 
under this title; an officer or member thereof participating or knowingly acquiescing in 
such violation or any individual violating this section, by a fine under this title or 
imprisonment for not more than one year, or both. 


The Contractor agrees not to refer to awards in commercial advertising in such a 
manner as to state or imply that the product or service provided is endorsed or 
preferred by the Federal Government or is considered by the Government to be 
superior to other products or services. 


 
All marketing, promotional materials, and news releases in connection with the DHS Master 
Contract, including subcontractor marketing, must be approved by the MAC CO and Joint 
Wireless Program Management Office.  
 
The Prime Contractor shall not permit the marketing of their Master Contract on its 
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subcontractor webpages that purports to, has the appearance of, or misrepresents 
itself to be a TacCom II approved teaming partner/subcontractor, when this 
arrangement has not been approved by the MAC Contracting Officer.  The Government 
has not pre- approved any subcontractors for the Master Contract.  


 


H.5 ORGANIZATIONAL CONFLICT OF INTEREST 


The guidelines and procedures of FAR 9.5 will be used in identifying and resolving any 
issues of organizational conflict of interest at the Order level. 


 
In the event that an Order requires activity that would create an actual or potential 
conflict of interest, the Contractor shall identify the potential or actual conflict to the 
OCO for review per FAR 9.5. 


 


H.6 PERMITS 
Except as otherwise provided in an individual Order, the Contractor shall, without direct cost 
to the Government, be responsible for ensuring any and all licenses, certifications, 
authorizations, approvals, and permits are obtained prior to the commencement of work; for 
complying with any applicable Federal, national, state, and municipal laws, codes, and 
regulations in connection with the performance of any applicable Order issued under the 
Master Contract. 
 


H.7 SECURITY: REQUIRED IT SECURITY POLICIES AND REGULATIONS 


Contractors shall be subject to all ordering activity IT security standards, policies, 
reporting requirements, and government wide laws or regulations applicable to the 
protection of government wide information security. 


 
The Contractor acknowledges and affirms, through submission of its proposal, its 
acceptance of this Master Contract they will abide by all required IT security indicated 
throughout this Master Contract and federal statutes, regulations, executive orders, 
and agency policies relating to Government IT security.  


 


H.8 SECURITY: SAFEGUARDING SENSITIVE DATA AND INFORMATION 
TECHNOLOGY RESOURCES 


In accordance with FAR 39.105, this section is included in the Master Contract. This 
section applies to all users of sensitive data and information technology (IT) resources, 
including contractors, subcontractors, lessors, suppliers and manufacturers. Agency-
specific IT Security guidelines will be identified in individual Orders by the issuing 
agency OCO. 


 
H.8.1 Compliance with DHS Security Policy 


All hardware, software, and services provided under this task order must be compliant 
with DHS 4300A DHS Sensitive System Policy and the DHS 4300A Sensitive Systems 
Handbook. 
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Encryption Compliance: 


All encryption that is used must be FIPS 197 Advanced Encryption Standard that has 
been certified under FIPS 140-2. 


Access to Unclassified Facilities, Information Technology Resources, and Sensitive 
Information:  


The assurance of the security of unclassified facilities, Information Technology (IT) 
resources, and sensitive information during the acquisition process and contract 
performance are essential to the DHS mission. DHS Management Directive (MD) 
11042.1 Safeguarding Sensitive But Unclassified (For Official Use Only) Information, 
describes how contractors must handle sensitive but unclassified information. DHS MD 
4300.1 Information Technology Systems Security and the DHS Sensitive Systems 
Handbook prescribe policies and procedures on security for IT resources. Contractors 
shall comply with these policies and procedures, any replacement publications, or any 
other current or future DHS policies and procedures covering contractors specifically 
for all Task Orders that require access to DHS facilities, IT resources or sensitive 
information. Contractors shall not use or redistribute any DHS information processed, 
stored, or transmitted by the contractor except as specified in the task order. 


Security Review:  


The Government may elect to conduct periodic reviews to ensure that the security 
requirements contained in this contract are being implemented and enforced. The 
Contractor shall afford DHS, including the organization of the DHS Office of the Chief 
Information Officer, the Office of the Inspector General, authorized Contracting 
Officer’s Representative (COR), and other government oversight organizations, access 
to the Contractor’s facilities, installations, operations, documentation, databases and 
personnel used in the performance of this contract. The Contractor will contact the 
DHS Chief Information Security Officer to coordinate and participate in the review and 
inspection activity of government oversight organizations external to the DHS. Access 
shall be provided to the extent necessary for the government to carry out a program of 
inspection, investigation, and audit to safeguard against threats and hazards to the 
integrity, availability and confidentiality of DHS data or the function of computer 
systems operated on behalf of DHS, and to preserve evidence of computer crime. 


Interconnection Security Agreements:  


Interconnections between DHS and non-DHS IT systems shall be established only 
through controlled interfaces and via approved service providers. The controlled 
interfaces shall be accredited at the highest security level of information on the 
network.  Connections with other Federal agencies shall be documented based on 
interagency agreements; memoranda of understanding, service level agreements or 
interconnect service agreements. 


SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION TECHNOLOGY 
RESOURCES (JUN 2006) 


(a) The Contractor shall be responsible for Information Technology (IT) security for all 
systems connected to a DHS network or operated by the Contractor for DHS, regardless 
of location. This clause applies to all or any part of the contract that includes 
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information technology resources or services for which the Contractor must have 
physical or electronic access to sensitive information contained in DHS unclassified 
systems that directly support the agency's mission. 


(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan 
shall describe the processes and procedures that will be followed to ensure appropriate 
security of IT resources that are developed, processed, or used under this contract. 


(1) Within 30 days after contract award, the contractor shall submit for approval its IT 
Security Plan, which shall be consistent with and further detail the approach contained 
in the offeror's proposal. The plan, as approved by the Contracting Officer, shall be 
incorporated into the contract as a compliance document. 


(2) The Contractor's IT Security Plan shall comply with Federal laws that include, but are 
not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.); the 
Government Information Security Reform Act of 2000; and the Federal Information 
Security Management Act of 2002; and with Federal policies and procedures that 
include, but are not limited to, OMB Circular A-130. 


(3) The security plan shall specifically include instructions regarding handling and 
protecting sensitive information at the Contractor's site (including any information 
stored, processed, or transmitted using the Contractor's computer systems), and the 
secure management, operation, maintenance, programming, and system 
administration of computer systems, networks, and telecommunications systems. 


(c) Examples of tasks that require security provisions include-- 


(1) Acquisition, transmission or analysis of data owned by DHS with significant 
replacement cost should the contractor's copy be corrupted; and 


(2) Access to DHS networks or computers at a level beyond that granted the general 
public (e.g., such as bypassing a firewall). 


(d) At the expiration of the contract, the contractor shall return all sensitive DHS 
information and IT resources provided to the contractor during the contract, and 
certify that all non-public DHS information has been purged from any contractor-
owned system. Components shall conduct reviews to ensure that the security 
requirements in the contract are implemented and enforced. 


(e) Within 6 months after contract award, the contractor shall submit written proof of 
IT Security accreditation to DHS for approval by the DHS Contracting Officer. 
Accreditation will proceed according to the criteria of the DHS Sensitive System Policy 
Publication, 4300A (Version 5.5, September 30, 2007) or any replacement publication, 
which the Contracting Officer will provide upon request. This accreditation will include 
a final security plan, risk assessment, security test and evaluation, and disaster 
recovery plan/continuity of operations plan. This accreditation, when accepted by the 
Contracting Officer, shall be incorporated into the contract as a compliance document. 
The contractor shall comply with the approved accreditation documentation. 


CONTRACTOR EMPLOYEE ACCESS (JUN 2006)  


(a) Sensitive Information, as used in this Chapter, means any information, the loss, 
misuse, disclosure, or unauthorized access to or modification of which could adversely 
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affect the national or homeland security interest, or the conduct of Federal programs, 
or the privacy to which individuals are entitled under section 552a of title 5, United 
States Code (the Privacy Act), but which has not been specifically authorized under 
criteria established by an Executive Order or an Act of Congress to be kept secret in the 
interest of national defense, homeland security or foreign policy. This definition 
includes the following categories of information: 


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland Security 
Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing regulations 
thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII 
Procedures Manual, as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the PCII Program Manager or his/her designee); 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 


Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and 
Control of SSI,” as amended, and any supplementary guidance officially communicated 
by an authorized official of the Department of Homeland Security (including the 
Assistant Secretary for the Transportation Security Administration or his/her designee); 


(3) Information designated as “For Official Use Only,” which is unclassified information 
of a sensitive nature and the unauthorized disclosure of which could adversely impact a 
person’s privacy or welfare, the conduct of Federal programs, or other programs or 
operations essential to the national or homeland security interest; and 


(4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland security 
information handling procedures. 


(b) “Information Technology Resources” include, but are not limited to, computer 
equipment, networking equipment, telecommunications equipment, cabling, network 
drives, computer drives, network software, computer software, software programs, 
intranet sites, and internet sites. 


(c) Contractor employees working on this contract must complete such forms as may 
be necessary for security or other reasons, including the conduct of background 
investigations to determine suitability. Completed forms shall be submitted as directed 
by the Contracting Officer. Upon the Contracting Officer's request, the Contractor's 
employees shall be fingerprinted, or subject to other investigations as required. All 
contractor employees requiring recurring access to Government facilities or access to 
sensitive information or IT resources are required to have a favorably adjudicated 
background investigation prior to commencing work on this contract unless this 
requirement is waived under Departmental procedures. 


(d) The Contracting Officer may require the contractor to prohibit individuals from 
working on the contract if the government deems their initial or continued 
employment contrary to the public interest for any reason, including, but not limited 
to, carelessness, insubordination, incompetence, or security concerns. 


(e) Work under this contract may involve access to sensitive information. Therefore, 
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the Contractor shall not disclose, orally or in writing, any sensitive information to any 
person unless authorized in writing by the Contracting Officer. For those contractor 
employees authorized access to sensitive information, the contractor shall ensure that 
these persons receive training concerning the protection and disclosure of sensitive 
information both during and after contract performance. 


(f) The Contractor shall include the substance of this clause in all subcontracts at any 
tier where the subcontractor may have access to Government facilities, sensitive 
information, or resources. 


 (g) Before receiving access to IT resources under this contract the individual must 
receive a security briefing, which the Contracting Officer’s Representative (COR) will 
arrange, and complete any nondisclosure agreement furnished by DHS. 


(h) The contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COR in writing as 
necessary for performance of the work under this contract. Any attempts by contractor 
personnel to gain access to any information technology resources not expressly 
authorized by the statement of work, other terms and conditions in this contract, or as 
approved in writing by the COR, is strictly prohibited. In the event of violation of this 
provision, DHS will take appropriate actions with regard to the contract and the 
individual(s) involved. 


(i) Contractor access to DHS networks from a remote location is a temporary privilege 
for mutual convenience while the contractor performs business for the DHS 
Component. It is not a right, a guarantee of access, a condition of the contract, or 
Government Furnished Equipment (GFE). 


(j) Contractor access will be terminated for unauthorized use. The contractor agrees to 
hold and save DHS harmless from any unauthorized use and agrees not to request 
additional time or money under the contract for any delays resulting from 
unauthorized use or access. 


(k) Non-U.S. citizens shall not be authorized to access or assist in the development, 
operation, management or maintenance of Department IT systems under the contract, 
unless a waiver has been granted by the Head of the Component or designee, with the 
concurrence of both the Department’s Chief Security Officer (CSO) and the Chief 
Information Officer (CIO) or their designees. Within DHS Headquarters, the waiver may 
be granted only with the approval of both the CSO and the CIO or their designees. In 
order for a waiver to be granted: 


(1) The individual must be a legal permanent resident of the U.S. or a citizen of Ireland, 
Israel, the Republic of the Philippines, or any nation on the Allied Nations List 
maintained by the Department of State; 


(2) There must be a compelling reason for using this individual as opposed to a U.S. 
citizen; and 


(3) The waiver must be in the best interest of the Government. 


(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. 
citizens proposed to work under the contract. Any additions or deletions of non-U.S. 
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citizens after contract award shall also be reported to the contracting officer. 


 (g) Each individual employed under the contract shall be a citizen of the United States 
of America, or an alien who has been lawfully admitted for permanent residence as 
evidenced by a Permanent Resident Card (USCIS I-551). Any exceptions must be 
approved by the Department’s Chief Security Officer or designee. 


(h) Contractors shall identify in their proposals, the names and citizenship of all non-
U.S. citizens proposed to work under the contract. Any additions or deletions of non-
U.S. citizens after contract award shall also be reported to the contracting officer. 


CLASSIFIED CONTRACTS:   Authorization for classified orders must be managed at the 
order level in accordance with issuing agency procedures.  A DD Form 254 for facility 
clearance at the applicable security level (i.e. SECRET, TOP SECRET, TOP SECRET SCI, 
etc.) will be determined as needed at the individual order level. 


 
H.8.2 Task Order Subcontractors IT Security Guidelines, if applicable 


The Contractor, and its Subcontractors, if any, shall insert the substance of this Master 
Contract for their agency-specific IT security guidelines into all Task Order 
Subcontractor agreements/contracts for the provision of any IT goods or services, 
including all levels of Subcontractor tiers. 


 


H.9 SECURITY: HOMELAND SECURITY PRESIDENTIAL DIRECTIVES-12 
(HSPD-12) 


The Contractor shall comply with agency personal identity verification procedures 
identified in individual Orders that implement Homeland Security Presidential 
Directives-12 (HSPD-12); OMB guidance M-05-24; Federal Information Processing 
Standards Publication (FIPS PUB) number 201; and GSA HSPD-12, Personal Identity 
Verification- I, Standard Operating Procedure (SOP).  


 
Contractors should look to Task or Delivery Order solicitations for guidance on whether 
or not the customer agency will pay for the HSPD-12 investigation or if the contractor is 
expected to pay the cost of the investigation. OCOs may require contractor personnel 
to be HSPD-12 compliant as a condition of order award. 


 
The Contractor shall insert the above paragraph in all subcontracts when the 
subcontractor is required to have physical access to a federally controlled facility or 
access to a Federal information system. 


 


H.10 CONTRACTOR TRAINING 


The Contractor is generally expected to maintain the professional qualifications and 
certifications of its personnel through ongoing training. Unless specifically authorized 
in an individual Order, the Contractor shall not directly bill the Government for any 
training. 


 
The Contractor shall comply with training requirements of the ordering agency, 
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including, but not limited to, training for recurring access to a Federal facility or 
government systems and the safeguarding of sensitive information.  


 


H.11 GOVERNMENT PROPERTY 


Any equipment, property, or facilities furnished by the Government or any Contractor-
acquired property must be specified on individual Orders and follow the policies and 
procedures of FAR Part 45, Government Property, for providing Government property 
to Contractors, Contractors’ use and management of Government property, and 
reporting, redistributing, and disposing of Contractor inventory. 


 


H.12 LEASING OF PERSONAL PROPERTY 


The Government contemplates that leases may be part of a solution offered by a 
Contractor.  Where the Offeror’s solution includes leasing and the Government is not 
the Lessee, under no circumstances on any Order issued under this Master Contract 
shall: 
(a) The Government be deemed to have privity-of-contract with the owner/lessor of the 
leased items; or 


 
(b) The Government be held liable for early termination/cancellation damages if the 
Government decides not to exercise an Option period under an Order unless the 
Contractor has specifically disclosed the amount of such damages (or the formula by 
which such damages would be calculated) as part of its proposal and the OCO for the 
Order has specifically approved/allowed such damages as part of the Award.  The 
Master Contract strictly prohibits the use of lease-like payment arrangements, which 
purport to permit the Government to receive delivery of items and then pay for the full 
cost of the items over time, even if such arrangements are not technically a lease 
transaction because the Government is not the lessee. 


 


H.13 ELECTRONIC AND INFORMATION TECHNOLOGY ACCESSIBILITY 
(SECTION 508) 


Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d), as amended 
by the Workforce Investment Act of 1998, all electronic and information technology 
(EIT) products and services developed, acquired, maintained, or used under Task Orders 
issued against the contract must comply with the "Electronic and Information 
Technology Accessibility Provisions" set forth by the Architectural and Transportation 
Barriers Compliance Board (also referred to as the "Access Board") in 36 CFR part 1194. 


 
The offeror must reference the Section 508 technical standards below as a resource for 
meeting compliance of deliverables: 
 Software applications and operating systems 
 Web-based Intranet and Internet Information and Applications 
 Telecommunications Products 
 Video and multimedia products 
 Self contained, closed products 
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 Desktop and portable computers 
1194.31 Functional Performance Criteria 
1194.41 Information, Documentation and Support 


 
The Offeror must comply with all required Federal or agency standards, as specified in 
the scope of work for each Order, unless exempt. OCOs have the option to perform 
testing and validation of EIT deliverables against any conformance claim and may 
include Section 508 compliance as an evaluation factor within a Task Order. 


 


Information about Section 508 provisions and complete text is available on the GSA 
Government-wide Section 508 Accessibility Program website at 
https://www.section508.gov/.  


 


H.14 INTERNET PROTOCOL VERSION 6 (IPV6) 


The Master Contract involves the acquisition of Information Technology (IT) that uses 
Internet Protocol (IP) technology. The Contractor agrees that: (1) all deliverables that 
involve IT that uses IP (products, services, software, etc.) comply with IPv6 Standards 
and interoperate with both IPv6 and IPv4 systems and products; and (2) it has IPv6 
technical support for fielded product management, development, and implementation 
available. If the Contractor plans to offer a deliverable that involves IT that is not 
initially compliant, the Contractor shall (1) obtain the Order Ordering Contracting 
Officer's (OCO’s) approval before starting work on the deliverable; and (2) have IPv6 
technical support for fielded product management, development and implementation 
available. Should the Contractor find that the Statement of Work (SOW) or 
specifications of this contract do not conform to IPv6 standards, it must notify the OCO 
of such nonconformance and act in accordance with the instructions of the OCO. 


 


H.15 COMMERCIAL SOFTWARE AGREEMENTS 


The Government understands that commercial software tools will be purchased in 
furtherance of this MAC and subsequent orders, and may be subject to commercial 
agreements which may take a variety of forms, including without limitation, licensing 
agreements, terms of service, maintenance agreements, and the like, whether existing, 
in hard copy or in an electronic or online format such as "clickwrap" or "browsewrap" 
(collectively, "Software Agreements"). The parties acknowledge that 12.212(a) requires 
the Government to procure such tools and their associated documentation under such 
Software Agreements to the extent such Software Agreements are consistent with 
Federal law. 


 


H.16 VOLUNTARY CANCELLATION OF THE MASTER CONTRACT 
PROVISION 


If at any point during the Base or Option periods of performance, the Contractor 
decides they no longer want to engage in Participation in the Master Contract for any 
reason, the Contractor may submit a written document to the MAC CO requesting a 
mutual cancellation of their Master Contract. If the MAC CO accepts the Contractor’s 
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request, the MAC CO will mutually terminate and cancel the Master Contract pursuant 
to FAR 49.109-4, No-cost settlement. Should the Government accept a Contractor’s 
request for Voluntary Cancellation who had been rated at any level within a Performing 
status as of their last single year period, there will not be any negative ratings assessed 
by the Government on the final CPARS document for the Contractor Engagement 
evaluation element. This provision is independent of any other action permitted under 
the contract terms and conditions. In all cases, if the Master Contract is canceled or 
terminated, the Contractor must continue to fully perform under any of their active or 
open Order(s) that had been issued under the Master Contract. 


 


H.17 OPTION TERM OF MASTER CONTRACT 


The MAC CO will determine whether to exercise the Contractor’s Master Contract 
Options a minimum of 60 days prior to the end of the base period. Written notification 
will be delivered to the Contractor at that time only if the Government’s intent is to 
exercise the Option. 
Otherwise, the Contractor may not receive any notification at 60 days prior to the end 
of the base period if there is no intent to exercise the Option. The Contractor is not 
guaranteed of an exercise of its individual Master Contract Options. 


 
H.18 INCORPORATION OF CONTRACTOR’S PROPOSAL 


 
Relevant sections of the price proposal, submitted in response to this solicitation, as revised 
and accepted by DHS, are incorporated by reference as if it were incorporated in full text as 
a special addendum to this contract.  Conflicts or inconsistencies between the contractor’s 
proposal and other portions of the TacCom contract, including but not limited to Chapter B, 
will be resolved by giving precedence to the contract.  See Chapter C, Part 1, FAR 52.212-4 
Contract Terms and Conditions – Commercial Items (JAN 2017).  Commitments undertaken 
and representations made in the contractor’s incorporated proposal as to performance or 
other characteristics of the contractor’s offered equipment or services that exceed 
requirements elsewhere specified in the contract become requirements of this contract, 
which the contractor is obligated to provide or perform under the terms of this contract. 
 


H.19 TRAVEL 


All travel that is reimbursable on a T&M order must be approved by the TO/DO COR in advance 
and comply with the FAR 31.205-46, Travel Costs.  The locations and durations of this travel will 
be determined as needed by the Government.  The Government will not reimburse the 
contractor for local travel within 50 miles of the contractor’s facility.  All travel related expenses, 
including, but not limited to airfare, local travel, lodging, meals, rental cars, and incidental 
expenses incurred by the Contractor as a result of performing the services in the statement of 
work shall be reimbursed in compliance with FAR 31.205-46, Travel Costs.   
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H.20 INVOICING INSTRUCTIONS 


All invoices shall be submitted in accordance with the instructions provided in the individual 
task/delivery orders. 


H.21 DISCLOSURE OF “OFFICIAL USE ONLY” INFORMATION SAFEGUARDS 


Any Government information made available, or to which access is provided, and which is 
marked or should be marked “Official Use Only,” shall be used only for the purpose of carrying 
out the provisions of this contract and shall not be divulged or made known in any manner to any 
person, except as may be necessary in the performance of the contract. Disclosure to anyone 
other than an officer or employees of the Contractor or Subcontractor at any tier shall require 
prior written approval of the OCO. Requests to make such disclosure must be addressed to the 
OCO. 


H.22 DISCLOSURE OF INFORMATION – OFFICIAL USE ONLY 


Each officer or employee of the Contractor or Subcontractor at any tier to whom “Official Use 
Only” information may be made available or disclosed, shall be notified in writing by the 
Contractor that “Official Use Only” information disclosed to that individual can be used only for a 
purpose, and to the extent authorized herein, and that further disclosure of any such “Official Use 
Only” information, by any means, for a purpose or to an extent unauthorized herein, may subject 
the offender to criminal sanctions imposed by 18 U.S.C. Sections 641 and 3571. Section 641 of 18 
U.S.C. provides, in pertinent part, that whoever knowingly converts to his use or the use of 
another, or without authority sells, conveys, or disposes of any record of the United States or 
whoever receives the same with the intent to convert it to his use or gain, knowing it to have 
been converted, shall be guilty of a crime punishable by a fine or imprisoned up to 10 years, or 
both. 


H.23 STANDARDS OF CONDUCT AT GOVERNMENT INSTALLATIONS 


The Contractor shall be responsible for maintaining satisfactory standards of employee 
competency, conduct, appearance, and integrity and shall be responsible for taking such 
disciplinary action with respect to its employees, as necessary. 


H.24 CONTRACTOR EMPLOYEES INDENTIFICATION 


During the period of this contract, the rights of ingress and egress to and from any office for 
Contractor’s personnel shall be made available, as deemed necessary by the Government. All 
Contractor employees, whose duties under this contract require their presence at any 
Government facility, shall be clearly identifiable by a distinctive badge furnished by the 
Government. In addition, corporate identification badges shall be worn on the outer garment at 
all times. Obtaining the corporate identification badge is the sole responsibility of the Contractor. 
All prescribed information shall immediately be delivered to the appropriate Government 
Security Office for cancellation or disposition upon the termination of employment of any 
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Contractor personnel. All on-site Contractor personnel shall abide by security regulations 
applicable to that site. 


H.25 OBSERVANCE OF LEGAL HOLIDAYS AND EXCUSED ABSENCE 


(a) The Government hereby provides notification that Government personnel observe the listed 
days as holidays: 


Federal Holidays 


(1) New Year's Day (6) Labor Day 


(2) Martin Luther King's Birthday (7) Columbus Day 


(3) President’s Day (8) Veterans' Day 


(4) Memorial Day (9) Thanksgiving Day 


(5) Independence Day (10) Christmas Day 


(b) In addition to the days designated as holidays, the Government observes the following days: 


(1) Any other day designated by Federal Statute 


(2) Any other day designated by Executive Order 


(3) Any other day designated by the President’s Proclamation 


(c) It is understood and agreed between the Government and the Contractor that observance of 
such days by Government personnel shall not otherwise be a reason for an additional period of 
performance, or entitlement of compensation except as set forth within the contract. In the 
event the Contractor’s personnel work during the holiday, they may be compensated by the 
Contractor; however, no form of holiday or other premium compensation will be reimbursed 
either as a direct or indirect cost, other than their normal compensation for the time worked. This 
provision does not preclude reimbursement for authorized overtime work if applicable to this 
contract. 


(d) When the Federal and Governmental entities grant excused absence to its employees, the 
Contractor agrees to continue to provide sufficient personnel to perform critical tasks already in 
operation or scheduled, and shall be guided by the instructions issued by the OCO or the Order 
COR. 


(e) The OCO shall notify the Contractor if Government personnel are furloughed to provide 
direction as to requirements for contract performance during the furlough period. It is the 
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Government’s decision as to whether the contract price/cost will be affected. Generally, the 
following situations apply: 


(1) Contractor personnel that are able to continue contract performance (either on-site or at a 
site other than their normal workstation) shall continue to work and the contract price shall not 
be reduced or increased. 


(2) Contractor personnel that are not able to continue contract performance (e.g., support 
functions) may be asked to cease their work effort. 


(f) In those situations that furloughed Government personnel are reimbursed, the Contractor 
may not invoice for their employees working during the Government furlough, until such time as 
the special legislation affecting Government personnel is signed into law by the President of the 
United States. 


(g) Nothing in this clause abrogates the rights and responsibilities of the parties relating to stop 
work clauses as cited in other sections of this contract. 


H.26 NOTICE OF INTERNET POSTING OF AWARDS 


DHS intends to electronically post the TacCom II contracts, including fully-burdened ceiling labor 
rates, to the internal DHS intranet website. This does not include Contractor proposals or any 
other proprietary information provided by Contractors relevant to task order performance. 
Posting of the contract documents and associated modifications via the intranet is in the best 
interest of the Government, as well as the Contractors. It will allow Contractors to direct future 
DHS customers to the site to view labor categories and rates as they develop IGCEs in preparation 
of proposed Orders.  


H.27 OPEN SEASON PROCEDURES 


If DHS determines that it would be in the Government’s best interest to open a new solicitation 
to add new contractors to the TacCom IDIQ, the TacCom CO may do so at any time provided that: 


(a) The open season solicitation is issued under then-applicable Federal procurement law; 


(b) The open season solicitation identifies the total approximate number of new awards that the 
TacCom CO intends to make. The TacCom CO may decide to award more or fewer TacCom 
contracts than the number anticipated in the solicitation depending upon the overall quality of 
the offers received; 


(c) The award decision under any open season solicitation is based upon substantially the same 
evaluation factors/sub-factors as the original TacCom II solicitation;  


(d) The terms and conditions of any resulting awards from an open season solicitation are 
materially identical to the existing version of the basic TacCom II contracts; 
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(e) The term for any such new awards from an open season solicitation is co-terminus with the 
existing term for all other TacCom contracts, including option periods; 


(f) If awarded an TacCom contract through the open season authority, any new TacCom Small 
Business or Unrestricted Prime Contractor is eligible to compete for task orders with the same 
rights and obligations as any other TacCom II Contractor; and  


(g) The award of any new TacCom II contract(s) does not increase the overall ceiling of the 
TacCom contract program. 


 


H. 28 SMALL BUSINESS PARTICIPATION  


(a) Reserve for Small Business.  This contract ___is ___ is not awarded as part of the reserve for 
small business. [Varies by Awardee, as applicable] 


(b) Set-Asides of Task or Delivery Orders.  Order opportunities under this contract may be set-
aside for exclusive competitive participation by small business concerns at the discretion of the 
order contracting officer, amenable to FAR 16.505(b)(2)(i)(F).  Set-asides will not be made below 
the small business level (such as for HUBZone small business concerns, service-disabled veteran-
owned small business concerns, 8(a) business development participants, women-owned small 
business concerns, or economically-disadvantaged women-owned small business concerns). 


(c) Applicability of Clauses.  This contract includes the clause at FAR 52.219-6, Notice of Total 
Small Business Set-Aside, and FAR 52.219-14, Limitations on Subcontracting, amenable to the 
prescribing language at FAR 19.508(c) and (e).  If this contract is awarded as part of the reserve 
for small business (see (a) above), the clauses will apply to the contract and all orders issued 
under the contract.  If this contract is not awarded as part of the reserve, the clauses do not apply 
to the contract but will apply only to orders when the order opportunity is set-aside for exclusive 
competitive participation by small business concerns (see (b) above). 


 


H. 29 APPLICABILITY OF SERVICE CONTRACT LABOR STANDARDS CLAUSES  


(a) The clauses listed below, if they are elsewhere incorporated into this contract, will be 
operative only under task orders which incorporate a wage determinations— 


(1) FAR 52.222-41, Labor Standards 


(2) FAR 52.222-42, Statement of Equivalent Rates for Federal Hires 


(3) FAR 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards—Price 
Adjustment (Multiple Year and Option Contracts) 



BREEN, CLAIRE A

This is not actually checked on the current contract versions but should be.
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(4) FAR 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price 
Adjustment 


 
(END OF SECTION H) 
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CHAPTER C – CONTRACT TERMS AND CONDITIONS 


SECTION I - CONTRACT CLAUSES 
I. GENERAL 


In accordance with FAR 52.301, Solicitation Provisions and Contract Clauses (Matrix), due to the 
various combinations for contract provisions/clauses that may be Optional under an individual 
Delivery/Task Order based on the contract type, statement of work, dollar value, and other 
specific customer agency requirements, the Master Contract (TACCOM II IDIQ) cannot 
predetermine all the contract provisions/clauses for future individual Delivery/Task Orders. 
However, all Applicable and Required provisions/clauses set forth in FAR 52.301 automatically 
flow down to all Delivery/Task Orders, based on their specific contract type, statement of work, 
and dollar value. 
 
All Applicable and Required provisions/clauses that automatically flow down to Deliver/Task 
Orders shall remain unchanged. If a future Applicable or Required provision(s)/clause(s) are to 
the benefit of future Delivery/Task Orders solicited under the Master Contract, the future 
Applicable or Required provision/clause may be updated and Effective Date under a bi-lateral 
modification to the Master Contract. 
 
The Ordering Contracting Officer (OCO) will identify any Optional, and/or Agency-specific 
provisions/clauses for each individual Delivery/Task Order solicitation and subsequent award. 
The OCO will provide the provision/clause Number, Title, Date, and fill-in information (if any), 
as of the date the Delivery/Task Order solicitation is issued. 
 
The clauses in Section I apply to Delivery/Task Orders, as applicable, depending upon any of the 
following: 
 


1) the clause prescription for use per FAR 52.101(c), 
2) FAR matrix per FAR 52.301 
3) the contract type of the Delivery/Task Order, and 
4) as specifically cited in the Delivery/Task Order 


 
Ordering Contracting Officers may include additional clauses in Task Orders, such as: 
 


1) optional FAR clauses, 
2) agency alternate and supplemental clauses, 
3) alternate FAR clauses, and 
4) Delivery/Task Order-specific clauses 


 
Additional clauses are not limited to those associated only with Section I of the Uniform 
Contract Format in FAR 52.3. 
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Clauses and provisions relating to the Service Contract Labor Standards will be included in an 
individual Task Order as deemed applicable by the OCO. 
 


PART 1 – FAR CLAUSES INCORPORATED BY REFERENCE 
 
FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 


This contract incorporates one or more clauses by reference, with the same force and 
effect as if they were given in full text.  Upon request, the Contracting Officer will make 
their full text available.  Also, the full text of a clause may be accessed electronically 
online at www.acquisition.gov  


 
 


      CLAUSE NO. TITLE DATE FP TM IND DEL 


            52.204-2 SECURITY  REQUIREMENTS AUG 
1996 


X X X 


52.204-4 PRINTED OR COPIED DOUBLE-SIDED  ON 
POST CONSUMER  FIBER CONTENT PAPER 


MAY 
2011 


X X X 


52.204-9 PERSONAL  IDENTITY  VERIFICATION  OF 
CONTRACTOR  PERSONNEL 


JAN 
2011 


X X X 


52.204-13 


 


 


 


SYSTEM  FOR AWARD  MANAGEMENT 
MAINTENANCE 


JUL 
2013 


X X X 


52.207-3 RIGHT OF FIRST REFUSAL  OF 
EMPLOYMENT 


MAY 
2006 


X X X 


52.207-5 OPTION  TO PURCHASE  
EQUIPMENT 


FEB 
1995
2053


 


X X X 


52.212-4 CONTRACT  TERMS AND CONDITIONS  – 
COMMERCIAL   ITEMS  


JAN 
2017 


X X X 


52.212-4 ALTERNATE  I FILL IN: Determined at the 
order level, and as applicable in B.5 and 
H.19 


JAN 
2017 


X X X 


52.215-8 ORDER OF PRECEDENCE   – UNIFORM 
CONTRACT  FORMAT 


OCT 
1997 


X X X 



http://www.acquisition.gov/
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52.223-2 AFFIRMATIVE  PROCUREMENT  OF 
BIOBASED  PRODUCTS  UNDER SERVICE 
AND CONSTRUCTION  CONTRACTS 


SEP 
2013 


X X X 


52.223-3* HAZARDOUS  MATERIAL  IDENTIFICATION 
AND MATERIAL  SAFETY DATA 


JAN 
1997 


X X X 


52.223-3 ALTERNATE  I JUL 
1995 


X X X 


52.223-5 POLLUTION PREVENTION A N D  RIGHT-TO- 
KNOW INFORMATION.   


MAY 
2011 


X X X 


52.223-5 ALTERNATE  I MAY 
2011 


X X X 


52.223-5 ALTERNATE  II MAY 
2011 


X X X 


52.223-6 DRUG-FREE  WORKPLACE MAY 
2001 


X X X 


52.223-10 WASTE REDUCTION  PROGRAM MAY 
2011 


X   


52.223-19 COMPLIANCE  WITH  ENVIRONMENTAL 
MANAGEMENT  SYSTEMS 


MAY 
2011 


X X X 


52.225-8 DUTY-FREE  ENTRY OCT 
2010 


X X X 


52.227-19 COMMERCIAL COMPUTER SOFTWARE 
LICENSE 


DEC 
2007 


X X X 


52.228-3 WORKERS’ COMPENSATION INSURANCE 
(DEFENSE BASE ACT) 


JUL 
2014 


X X X 


52.228-5 INSURANCE – WORK ON A GOVERNMENT 
INSTALLATION  


JAN 
1997 


X  X 


52.232-17 INTEREST MAY 
2014 


X X X 


52.232-23 ASSIGNMENT  OF CLAIMS MAY 
2014 


X X X 


52.232-23 ALTERNATE  I APR 
1984 


X X X 


52.232-25 PROMPT PAYMENT ALTERNATE  I FEB 
2002 


 X X 
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52.232-37 MULTIPLE PAYMENT ARRANGEMENTS. MAY 
1999 


X X X 


52.232.39 UNENFORCEABILITY OF UNAUTHORIZED 
OBLIGATIONS 


JUNE 
2013 


X X X 


 
52.232-40 


PROVIDING  ACCELERATED   PAYMENT TO 
SMALL  BUSINESS  SUBCONTRACTORS 


DEC 
2013 


 
X 


 
X 


X 


52.233-1 DISPUTES MAY 
2014 


X X X 


52.233-1 ALTERNATE  I DEC 
1991 


X X X 


52.233-3 PROTEST AFTER  AWARD AUG 
1996 


X X X 


52.233-4 APPLICABLE  LAW FOR BREACH  OF 
CONTRACT  CLAIM 


OCT 
2004 


X X X 


52.237-2 PROTECTION  OF GOVERNMENT 
BUILDINGS,  EQUIPMENT,  AND 
VEGETATION 


APR 
1984 


X X X 


52.242-3 PENALTIES FOR UNALLOWABLE  COSTS MAY 
2014 


 X X 


52.242-4 CERTIFICATION  OF FINAL INDIRECT 
COSTS 


JAN 
1997 


 X X 


52.242-13 BANKRUPTCY JUL 
1995 


X X X 


52.243-1 CHANGES  – FIXED-PRICE AUG 
1987 


X  X 


52.243-1 ALTERNATE  I APR 
1984 


X  X 


52.243-1 ALTERNATE  II 
  


APR 
1984 


X  X 


52.243-1 ALTERNATE  III APR 
1984 


X  X 


52.243-3 CHANGES  – TIME-AND-MATERIALS  OR 
LABOR-HOURS 


SEP 
2000 


 X X 
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52.244-2* SUBCONTRACTS OCT 2010 X X X 


52.244-5 COMPETITION  IN SUBCONTRACTING DEC 1996 X  X 


52.244-6 SUBCONTRACTS   FOR 
COMMERCIAL ITEMS 


JUN 2016 X X X 


52.245-1 GOVERNMENT   PROPERTY APR 2012 X X X 


52.245-1 ALTERNATE  I APR 2012 X X X 


52.245-1 ALTERNATE  II APR 2012 X X X 


52.245-2* GOVERNMENT  PROPERTY  
INSTALLATION OPERATION  SERVICES 
(OCO should provide  in full text) 


APR 2012 X X  


52.245-9 USE AND CHARGES APR 2012 X X X 


52.246-23 LIMITATION  OF LIABILITY FEB 1997 X  X 


52.246-24 LIMITATION OF LIABILITY – HIGH 
VALUE ITEMS 


FEB 1997 X  X 


52.246-25 LIMITATION OF LIABILITY - SERVICES FEB 1997 X X X 


52.247-1* COMMERCIAL   BILL OF 
LADING NOTATIONS 


FEB 2006 X X X 


52.251-1 GOVERNMENT  SUPPLY SOURCES APR 2012 X X X 


52.253-1 COMPUTER GENERATED FORMS JAN 1991     X X X 


 
(Note:  Clause numbers followed by an asterisk (*) require fill-ins by the 
OCO if determined applicable a n d  incorporated into the Order.) 


 
PART 2 – FAR CLAUSES INCORPORATED IN FULL TEXT  
FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT 
STATUTES OR EXECUTIVE ORDERS—COMMERCIAL ITEMS (JAN 2017) 
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(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 


(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)).  


(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015).  
(3) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).  
(4) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004)(Public Laws 108-77 


and 108-78 (19 U.S.C. 3805 note)).  
(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting 


Officer has indicated as being incorporated in this contract by reference to implement 
provisions of law or Executive orders applicable to acquisitions of commercial items: 


_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with 
Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).  


_X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 
3509)).  


__ (3) 52.203-15, Whistleblower Protections under the American Recovery and 
Reinvestment Act of 2009 (June 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts 
funded by the American Recovery and Reinvestment Act of 2009.)  


_X_ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards 
(Oct 2016) (Pub. L. 109-282) (31 U.S.C. 6101 note).  


__ (5) [Reserved]. 
__ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 


section 743 of Div. C).  
_X_ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery 


Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).  
_X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with 


Contractors Debarred, Suspended, or Proposed for Debarment. (Oct 2015) (31 U.S.C. 6101 
note).  


_X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility 
Matters (Jul 2013) (41 U.S.C. 2313).  


__ (10) [Reserved]. 
__ (11)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) 


(15 U.S.C. 657a).  
__ (ii) Alternate I (Nov 2011) of 52.219-3.  



https://www.acquisition.gov/sites/default/files/current/far/html/52_200_206.html#wp1158787

https://www.acquisition.gov/sites/default/files/current/far/html/52_207_211.html#wp1146366

https://www.acquisition.gov/sites/default/files/current/far/html/52_233_240.html#wp1113329

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t29t32+1665+30++%2831%29%20%20AND%20%28%2831%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_233_240.html#wp1113344

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_200_206.html#wp1137622

http://uscode.house.gov/

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_200_206.html#wp1141983

http://uscode.house.gov/

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_200_206.html#wp1144881

https://www.acquisition.gov/sites/default/files/current/far/html/52_200_206.html#wp1141649

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_200_206.html#wp1151163

https://www.acquisition.gov/sites/default/files/current/far/html/52_200_206.html#wp1151299

https://www.acquisition.gov/sites/default/files/current/far/html/52_207_211.html#wp1140926

https://www.acquisition.gov/sites/default/files/current/far/html/52_207_211.html#wp1145644

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1135955

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1135955
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__ (12)(i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 
Concerns (OCT 2014) (if the offeror elects to waive the preference, it shall so indicate in its offer) 
(15 U.S.C. 657a).  


__ (ii) Alternate I (JAN 2011) of 52.219-4.  
__ (13) [Reserved] 
_X_ (14)(i)  52.219-6, Notice of Total Small Business Set-Aside (Nov 2011) (15 U.S.C. 644).  


__ (ii) Alternate I (Nov 2011). 
__ (iii) Alternate II (Nov 2011). 


__ (15)(i)  52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).  
__ (ii) Alternate I (Oct 1995) of 52.219-7.  
__ (iii) Alternate II (Mar 2004) of 52.219-7.  


_X_ (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) 
and (3)).  


_X_ (17)(i)  52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637(d)(4)).  
__ (ii) Alternate I (Nov 2016) of 52.219-9.  
_X_ (iii) Alternate II (Nov 2016) of 52.219-9.  
__ (iv) Alternate III (Nov 2016) of 52.219-9.  
__ (v) Alternate IV (Nov 2016) of 52.219-9.  


__ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)).  
_X_ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)).  
_X_ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 


637(d)(4)(F)(i)).  
__ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside 


(Nov 2011) (15 U.S.C. 657 f).  
_X_ (22)  52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) 


(15 U.S.C. 632(a)(2)).  
__ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 


Disadvantaged Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)).  
__ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 


Business Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 
U.S.C. 637(m)).  


_X_ (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755).  
_X_ (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Oct 2016) 


(E.O. 13126).  
_X_ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).  
_X_ (28) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).  
_X_ (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015)(38 U.S.C. 4212).  



https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1135970

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1135970

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136004

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136017

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136017

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136017

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136032

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136058

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136058

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136058

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136058

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136058

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136174

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136175

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136186

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1136387

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1139913

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+492+90++%2815%29%20%20AND%20%28%2815%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1144950

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_217_221.html#wp1144420

http://uscode.house.gov/

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1147479

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1147630

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1147656

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1147711

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1158632

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t37t40+200+2++%2838%29%20%20AND%20%28%2838%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20
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_X_ (30) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) 
(29 U.S.C. 793).  


_X_ (31) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212).  
_X_ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 


(Dec 2010) (E.O. 13496).  
_X_ (33)(i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 


and E.O. 13627).  
__ (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).  


__ (34) 52.222-54, Employment Eligibility Verification (OCT 2015). (Executive Order 12989). 
(Not applicable to the acquisition of commercially available off-the-shelf items or certain other 
types of commercial items as prescribed in 22.1803.)  


__ (35) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (OCT  2016). 
(Applies at $50 million for solicitations and resultant contracts issued from October 25, 2016 
through April 24, 2017; applies at $500,000 for solicitations and resultant contracts issued after 
April 24, 2017).  


Note to paragraph (b)(35): By a court order issued on October 24, 2016, 52.222-59 is 
enjoined indefinitely as of the date of the order. The enjoined paragraph will become effective 
immediately if the court terminates the injunction. At that time, GSA, DoD and NASA will publish 
a document in the FEDERAL REGISTER advising the public of the termination of the injunction.  


__ (36) 52.222-60, Paycheck Transparency (Executive Order 13673) (OCT 2016).  
__ (37)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–


Designated Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.)  


__ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the 
acquisition of commercially available off-the-shelf items.)  


_X_ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 
Hydrofluorocarbons (JUN 2016) (E.O. 13693).  


_X_ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment 
and Air Conditioners (JUN 2016) (E.O. 13693).  


_X_ (40)(i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JUN 2014) 
(E.O.s 13423 and 13514).  


_X_ (ii) Alternate I (Oct 2015) of 52.223-13.  
__ (41)(i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (JUN 2014) (E.O.s 13423 


and 13514).  
__ (ii) Alternate I (Jun 2014) of 52.223-14.  


_X_ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007) (42 U.S.C. 
8259b).  
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_X_ (43)(i)  52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products 
(OCT 2015) (E.O.s 13423 and 13514).  


_X_ (ii) Alternate I (Jun 2014) of 52.223-16.  
_X_ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving 


(AUG 2011) (E.O. 13513).  
_X_ (45) 52.223-20, Aerosols (JUN 2016) (E.O. 13693).  
_X_ (46) 52.223-21, Foams (JUN 2016) (E.O. 13693). 
__ (47)(i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).  


__ (ii) Alternate I (JAN 2017) of 52.224-3. 
____ (48) 52.225-1, Buy American—Supplies (May 2014) (41 U.S.C. chapter 83).  
____ (49)(i)  52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act 


(May 2014) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 
19 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-
283, 110-138, 112-41, 112-42, and 112-43.  


____ (ii) Alternate I (May 2014) of 52.225-3.  
____ (iii) Alternate II (May 2014) of 52.225-3.  
____ (iv) Alternate III (May 2014) of 52.225-3.  


___X_ (50) 52.225-5, Trade Agreements (OCT 2016) (19 U.S.C. 2501, ET SEQ., 19 U.S.C. 3301 
note).  


_X_ (51) 52.225-13, Restrictions on Certain Foreign Purchases (June 2008) (E.O.’s, 
proclamations, and statutes administered by the Office of Foreign Assets Control of the 
Department of the Treasury).  


__ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal 
Year 2008; 10 U.S.C. 2302 Note).  


__ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 
5150).  


__ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 
(Nov 2007) (42 U.S.C. 5150).  


__ (55) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) 
(41 U.S.C. 4505, 10 U.S.C. 2307(f)).  


__ (56) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 
10 U.S.C. 2307(f)).  


_X_ (57) 52.232-33, Payment by Electronic Funds Transfer—System for Award 
Management (Jul 2013) (31 U.S.C. 3332).  


__ (58) 52.232-34, Payment by Electronic Funds Transfer—Other than System for Award 
Management (Jul 2013) (31 U.S.C. 3332).  


_X_ (59) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332).  
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__ (60) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).  
_X_ (61) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C. 


637(d)(12)).  
__ (62)(i)  52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels 


(Feb 2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631).  
__ (ii) Alternate I (Apr 2003) of 52.247-64.  


(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 


  
__ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014)(E.O. 13495).  
_X_ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67).  
_X_ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) 


(29 U.S.C. 206 and 41 U.S.C. chapter 67).  
_X_ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 


Adjustment (Multiple Year and Option Contracts) (May 2014) (29 U.S.C. 206 and 
41 U.S.C. chapter 67).  


_X_ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price 
Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).  


_X_ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (May 
2014) (41 U.S.C. chapter 67).  


_X_ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services—Requirements (May 2014) (41 U.S.C. chapter 67).  


__ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).  
__ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).  
_X_ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) 


(42 U.S.C. 1792).  
__ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sept 2008) (31 U.S.C. 5112(p)(1)).  


(d)  COMPTROLLER GENERAL EXAMINATION OF RECORD. The Contractor shall comply with 
the provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is 
in excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, 
Audit and Records—Negotiation.  


(1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor’s directly 
pertinent records involving transactions related to this contract. 
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(2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 
Records Retention, of the other clauses of this contract. If this contract is completely or partially 
terminated, the records relating to the work terminated shall be made available for 3 years after 
any resulting final termination settlement. Records relating to appeals under the disputes clause 
or to litigation or the settlement of claims arising under or relating to this contract shall be made 
available until such appeals, litigation, or claims are finally resolved.  


(3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the 
ordinary course of business or pursuant to a provision of law. 


(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of 
this clause, the Contractor is not required to flow down any FAR clause, other than those in this 
paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the 
extent of the flow down shall be as required by the clause— 


(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 
3509).  


(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)).  


(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and 
(3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract 
(except subcontracts to small business concerns) exceeds $700,000 ($1.5 million for 
construction of any public facility), the subcontractor must include 52.219-8 in lower tier 
subcontracts that offer subcontracting opportunities.  


(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow 
down required in accordance with paragraph (l) of FAR clause 52.222-17.  


(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015)  
(vi) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).  
(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).  
(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) 


(29 U.S.C. 793).  
(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212)  
(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 


(Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 
52.222-40.  
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(xi) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67).  
(xii)  


52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O 13627). 
Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O 13627).  


(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements 
(May 2014) (41 U.S.C. chapter 67).  


(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67).  


(xv) 52.222-54, Employment Eligibility Verification (OCT 2015) (E.O. 12989).  
(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).  
(xvii) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (OCT 2016) 


(Applies at $50 million for solicitations and resultant contracts issued from October 25, 2016 
through April 24, 2017; applies at $500,000 for solicitations and resultant contracts issued after 
April 24, 2017).  


Note to paragraph (e)(1)(xvii): By a court order issued on October 24, 2016, 52.222-59 is 
enjoined indefinitely as of the date of the order. The enjoined paragraph will become effective 
immediately if the court terminates the injunction. At that time, GSA, DoD and NASA will publish 
a document in the FEDERAL REGISTER advising the public of the termination of the injunction.  


(xviii) 52.222-60, Paycheck Transparency (Executive Order 13673) (OCT 2016)).  
(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).  
(xx)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).  


(B) Alternate I (JAN 2017) of 52.224-3.  
(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United 


States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal 
Year 2008; 10 U.S.C. 2302 Note).  


(xxii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) 
(42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.  


(xxiii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels 
(Feb 2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with 
paragraph (d) of FAR clause 52.247-64.  


(2) While not required, the Contractor may include in its subcontracts for commercial items 
a minimal number of additional clauses necessary to satisfy its contractual obligations. 


(End of clause) 


FAR 52.216-18 ORDERING (OCT 1995) 
(a) Any supplies and services to be furnished under this contract shall be ordered 


by issuance of Delivery Orders or Task Orders by the individuals or activities 
designated in the Schedule. Such orders may be issued from __________ through 
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https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1151848

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1151848

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1155380

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1162590

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1156645

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1163027

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1169011

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1169137

https://www.acquisition.gov/sites/default/files/current/far/html/52_222.html#wp1170084

https://www.acquisition.gov/sites/default/files/current/far/html/52_223_226.html#wp1192524

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t09t12+1445+65++%2810%20U.S.C.%202302%20Note%29%20%20%20%20%20%20%20%20%20%20

https://www.acquisition.gov/sites/default/files/current/far/html/52_223_226.html#wp1183820

http://uscode.house.gov/

https://www.acquisition.gov/sites/default/files/current/far/html/52_223_226.html#wp1183820

https://www.acquisition.gov/sites/default/files/current/far/html/52_247.html#wp1156217

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t45t48+351+1++%2846%29%20%20AND%20%28%2846%29%20ADJ%20USC%29%3ACITE%20%20%20%20%20%20%20%20%20

http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t09t12+37+408++%2810%29%20%252

https://www.acquisition.gov/sites/default/files/current/far/html/52_247.html#wp1156217
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____________ [effective date of award – five years after date of award, if all options 
are exercised].  


 
(b) All delivery orders or Task Orders are subject to the terms and conditions of this 
contract. In the event of conflict between a delivery order or Task Order and this 
contract, this contract shall control. 


 
(c) If mailed, a delivery order or Task Order is considered “issued” when the 
Government deposits the order in the mail. Orders may be issued orally, by facsimile, 
or by electronic commerce methods only if authorized by the Schedule. 


 
(End of clause) 


 
FAR 52.216-19 ORDER LIMITATIONS (OCT 1995) 


(a) Minimum order. When the Government requires supplies or services covered by this 
contract in an amount of less than the $25, the Government is not obligated to 
purchase, nor is the Contractor obligated to furnish, those supplies or services under 
the contract. 


 
(b) Maximum order. The Contractor is not obligated to honor— 


 
(1) Any order for a single item in excess of $100,000,000 
(2) Any order for a combination of items in excess of $500,000,000 
(3) A series of orders from the same ordering office within 10 calendar days 
that together call for quantities exceeding the limitation in paragraph (b)(1) or 
(2) of this section. 


 
(c) If this is a requirements contract (i.e., includes the Requirements clause at 
subsection 52.216-21 of the Federal Acquisition Regulation (FAR), the Government is 
not required to order a part of any one requirement from the Contractor if that 
requirement exceeds the maximum-order limitations in paragraph (b) of this section. 


 
(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor 
any order exceeding the maximum order limitations in paragraph (b), unless that order 
(or orders) is returned to the ordering office within seven calendar days after issuance, 
with written notice stating the Contractor’s intent not to ship the item (or items) 
called for and the reasons. Upon receiving this notice, the Government may acquire 
the supplies or services from another source. 


 
(End of clause) 


 
FAR 52.216-22 INDEFINITE QUANTITY (OCT 1995) 


   
(a) This is an indefinite-quantity contract for the supplies or services specified, and 
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effective for the period stated, in the Schedule. The quantities of supplies and services 
specified in the Schedule are estimates only and are not purchased by this contract. 


 
(b) Delivery or performance shall be made only as authorized by orders issued in 
accordance with the Ordering clause. The Contractor shall furnish to the Government, 
when and if ordered, the supplies or services specified in the Schedule up to and 
including the quantity designated in the Schedule as the “maximum.” The Government 
shall order at least the quantity of supplies or services designated in the Schedule as the 
“minimum.” 


 
(c) Except for any limitations on quantities in the Order Limitations clause or in the 
Schedule, there is no limit on the number of orders that may be issued. The Government 
may issue orders requiring delivery to multiple destinations or performance at multiple 
locations. 


 
(d) Any order issued during the effective period of this contract and not completed within that 


period shall be completed by the Contractor within the time specified in the order. The 
contract shall govern the Contractor’s and Government’s rights and obligations with respect 
to that order to the same extent as if the order were completed during the contract’s 
effective period; provided, that the Contractor shall not be required to make any deliveries 
under this contract after 180 days following the effective period of this contract (excluding 
warranties of longer duration). 


 
(End of clause) 


 
FAR 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999) 


The Government may require continued performance of any services within the limits and at 
the rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed 6 months. 
The Contracting Officer may exercise the option by written notice to the Contractor within 60 
days.  


(End of clause) 


FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) 
(a) The Government may extend the term of this contract by written notice to the 
Contractor within 30 days of the expiration of the contract; provided that the 
Government gives the Contractor a preliminary written notice of its intent to extend at 
least 60 days before the contract expires. The preliminary notice does not commit the 
Government to an extension. 


 
(b) If the Government exercises this option, the extended contract shall be 
considered to include this option clause. 
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(c) The total duration of services under this contract, including the exercise of any 


options under this clause, shall not exceed 5 years and 6 months (see FAR 52.216-22 
for terms regarding orders and items that survive the effective period of this 
contract). 


 
(End of clause) 


 
FAR 52.222-35 EQUAL OPPORTUNITY FOR VETERANS (OCT 2015) 


(d) Definitions. As used in this clause— 
“Active duty wartime or campaign badge veteran,” “Armed Forces service medal 


veteran,” “disabled veteran,” “protected veteran,” “qualified disabled veteran,” and 
“recently separated veteran” have the meanings given at 
FAR 22.1301. 


(e) Equal opportunity clause. The Contractor shall abide by the requirements of 
the equal opportunity clause at 41 CFR 60-300.5(a), as of March 24, 2014. This 
clause prohibits discrimination against qualified protected veterans, and requires 
affirmative action by the Contractor to employ and advance in employment 
qualified protected veterans. 


(f) Subcontracts. The Contractor shall insert the terms of this clause in subcontracts 
of $150,000 or more unless exempted by rules, regulations, or orders of the Secretary 
of Labor. The Contractor shall act as specified by the Director, Office of Federal 
Contract Compliance Programs, to enforce the terms, including action for 
noncompliance. Such necessary changes in language may be made as shall be 
appropriate to identify properly the parties and their undertakings. 


 
(End of clause) 


 
FAR 52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH DISABILITIES (JUL 
2014) 


(g) Equal opportunity clause. The Contractor shall abide by the requirements of the 
equal opportunity clause at 41 CFR 60-741.5(a), as of March 24, 2014. This clause 
prohibits discrimination against qualified individuals on the basis of disability, and 
requires affirmative action by the Contractor to employ and advance in employment 
qualified individuals with disabilities. 


(h) Subcontracts. The Contractor shall include the terms of this clause in every 
subcontract or purchase order in excess of $15,000 unless exempted by rules, 
regulations, or orders of the Secretary, so that such provisions will be binding upon 
each subcontractor or vendor. The Contractor shall act as specified by the Director, 
Office of Federal Contract Compliance Programs of the U.S. Department of Labor, to 
enforce the terms, including action for noncompliance. Such necessary changes in 
language may be made as shall be appropriate to identify properly the parties and their 
undertakings. 


 
(End of clause) 



https://www.acquisition.gov/sites/default/files/current/far/html/Subpart%2022_13.html#wp1085590
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FAR 52.223-7 NOTICE OF RADIOACTIVE MATERIALS (JAN 1997) 


 (a) The Contractor shall notify the Contracting Officer or designee, in writing, 30 days prior to 
the delivery of, or prior to completion of any servicing required by this contract of, items 
containing either (1) radioactive material requiring specific licensing under the regulations 
issued pursuant to the Atomic Energy Act of 1954, as amended, as set forth in Title 10 of the 
Code of Federal Regulations, in effect on the date of this contract, or (2) other radioactive 
material not requiring specific licensing in which the specific activity is greater than 0.002 
microcuries per gram or the activity per item equals or exceeds 0.01 microcuries. Such notice 
shall specify the part or parts of the items which contain radioactive materials, a description of 
the materials, the name and activity of the isotope, the manufacturer of the materials, and any 
other information known to the Contractor which will put users of the items on notice as to the 
hazards involved (OMB No. 9000-0107).  


* The Contracting Officer shall insert the number of days required in advance of delivery of 
the item or completion of the servicing to assure that required licenses are obtained and 
appropriate personnel are notified to institute any necessary safety and health precautions. 
See FAR 23.601(d).  


(b) If there has been no change affecting the quantity of activity, or the characteristics and 
composition of the radioactive material from deliveries under this contract or prior contracts, 
the Contractor may request that the Contracting Officer or designee waive the notice 
requirement in paragraph (a) of this clause. Any such request shall— 


(1) Be submitted in writing; 
(2) State that the quantity of activity, characteristics, and composition of the radioactive 


material have not changed; and 
(3) Cite the contract number on which the prior notification was submitted and the 


contracting office to which it was submitted. 
(c) All items, parts, or subassemblies which contain radioactive materials in which the specific 


activity is greater than 0.002 microcuries per gram or activity per item equals or exceeds 0.01 
microcuries, and all containers in which such items, parts or subassemblies are delivered to the 
Government shall be clearly marked and labeled as required by the latest revision of MIL-STD 
129 in effect on the date of the contract. 


(d) This clause, including this paragraph (d), shall be inserted in all subcontracts for 
radioactive materials meeting the criteria in paragraph (a) of this clause. 


(End of clause)  


 
 



https://www.acquisition.gov/sites/default/files/current/far/html/Subpart%2023_6.html#wp1079842
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PART 3 - HSAR CLAUSES INCORPORATED BY REFERENCE 
 
HSAR CLAUSES INCORPORATED BY REFERENCE 


This contract incorporates one or more clauses by reference, with the same force and effect as 
if they were given in full text.  Upon request, the Contracting Officer will make their full text 
available.  Also, the full text may be accessed electronically at these Internet addresses: 
www.acquisition.gov 


CLAUSE NO. TITLE DATE 


3052.203-70 INSTRUCTIONS FOR CONTRACTOR DISCLOSURE 
OF VIOLATIONS 


SEP 2012 


3052.205-70   ADVERTISEMENTS, PUBLICIZING AWARDS, AND 
RELEASES   


SEP 2012 


3052.211-70 INDEX FOR SPECIFICATIONS DEC 2003 


3052.212-70 CONTRACT TERMS & CONDITIONS FOR DHS 
ACQUISITION OF COMMERCIAL ITEMS  


SEP 2012 


3052.215-70 KEY PERSONNEL OR FACILITIES (*OCO FILL IN) DEC 2003 


3052.219-70 SMALL BUSINESS SUBCONTRACTING PLAN  JUN 2006 


3052.228-70 INSURANCE DEC 2003 


3052.242-72 CONTRACTING OFFICER’S TECHNICAL 
REPRESENTATIVE  


DEC 2003 


 



http://farsite.hill.af.mil/VFHSARA.HTM
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PART 4 – HSAR CLAUSES INCORPORATED IN FULL TEXT 
HSAR 3052.204-70 SECURITY REQUIREMENTS FOR UNCLASSIFIED 
INFORMATION TECHNOLOGY RESOURCES (JUN 2006) (If required for a 
Task/Delivery Order) 


(a) The Contractor shall be responsible for Information Technology (IT) security for all 
systems connected to a DHS network or operated by the Contractor for DHS, regardless of 
location. This clause applies to all or any part of the contract that includes information 
technology resources or services for which the Contractor must have physical or electronic 
access to sensitive information contained in DHS unclassified systems that directly support 
the agency’s mission. 


(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall 
describe the processes and procedures that will be followed to ensure appropriate security 
of IT resources that are developed, processed, or used under this contract. 


(1) Within 15 days after task/delivery order contract award, the contractor 
shall submit for approval its IT Security Plan, which shall be consistent with 
and further detail the approach contained in the offeror's proposal. The plan, 
as approved by the Contracting Officer, shall be incorporated into the 
task/delivery order as a compliance document. 


(2) The Contractor’s IT Security Plan shall comply with Federal laws that 
include, but are not limited to, the Computer Security Act of 1987 (40 U.S.C. 
1441 et seq.); the Government Information Security Reform Act of 2000; and 
the Federal Information Security Management Act of 2002; and with Federal 
policies and procedures that include, but are not limited to, OMB Circular A-
130. 


(3) The security plan shall specifically include instructions regarding handling 
and protecting sensitive information at the Contractor’s site (including any 
information stored, processed, or transmitted using the Contractor’s 
computer systems), and the secure management, operation, maintenance, 
programming, and system administration of computer systems, networks, and 
telecommunications systems. 


(c) Examples of tasks that require security provisions include-- 


(1) Acquisition, transmission or analysis of data owned by DHS with significant 
replacement cost should the contractor’s copy be corrupted; and 


(2) Access to DHS networks or computers at a level beyond that granted the 
general public (e.g., such as bypassing a firewall). 


(d) At the expiration of the order, the contractor shall return all sensitive DHS information 
and IT resources provided to the contractor during the contract, and certify that all non-
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public DHS information has been purged from any contractor-owned system. Components 
shall conduct reviews to ensure that the security requirements in the contract are 
implemented and enforced. 


(e) Within 6 months after task/delivery order award, the contractor shall submit written 
proof of IT Security accreditation to DHS for approval by the DHS Contracting Officer. 
Accreditation will proceed according to the criteria of the DHS Sensitive System Policy 
Publication, 4300A (Version 2.1, July 26, 2004) or any replacement publication, which the 
Contracting Officer will provide upon request. This accreditation will include a final security 
plan, risk assessment, security test and evaluation, and disaster recovery plan/continuity of 
operations plan. This accreditation, when accepted by the Contracting Officer, shall be 
incorporated into the order as a compliance document. The contractor shall comply with the 
approved accreditation documentation. 


(End of clause) 


HSAR 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (JUN 2006) 


(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, 
disclosure, or unauthorized access to or modification of which could adversely affect the 
national or homeland security interest, or the conduct of Federal programs, or the privacy to 
which individuals are entitled under section 552a of title 5, United States Code (the Privacy 
Act), but which has not been specifically authorized under criteria established by an 
Executive Order or an Act of Congress to be kept secret in the interest of national defense, 
homeland security or foreign policy. This definition includes the following categories of 
information: 


(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland Security 
Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing regulations 
thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII 
Procedures Manual, as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the PCII Program Manager or his/her designee); 


(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and 
Control of S SI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration or 
his/her designee); 


(3) Information designated as “For Official Use Only,” which is unclassified 
information of a sensitive nature and the unauthorized disclosure of which could 
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adversely impact a person’s privacy or welfare, the conduct of Federal programs, or 
other programs or operations essential to the national or homeland security interest; 
and 


(4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland 
security information handling procedures. 


(b) “Information Technology Resources” include, but are not limited to, computer 
equipment, networking equipment, telecommunications equipment, cabling, network drives, 
computer drives, network software, computer software, software programs, intranet sites, 
and internet sites. 


(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations 
to determine suitability. Completed forms shall be submitted as directed by the Contracting 
Officer. Upon the Contracting Officer's request, the Contractor's employees shall be 
fingerprinted, or subject to other investigations as required. All contractor employees 
requiring recurring access to Government facilities or access to sensitive information or IT 
resources are required to have a favorably adjudicated background investigation prior to 
commencing work on this contract unless this requirement is waived under Departmental 
procedures. 


(d) The Contracting Officer may require the contractor to prohibit individuals from working 
on the contract if the government deems their initial or continued employment contrary to 
the public interest for any reason, including, but not limited to, carelessness, 
insubordination, incompetence, or security concerns. 


(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person 
unless authorized in writing by the Contracting Officer. For those contractor employees 
authorized access to sensitive information, the contractor shall ensure that these persons 
receive training concerning the protection and disclosure of sensitive information both 
during and after contract performance. 


(f) The Contractor shall include the substance of this clause in all subcontracts at any tier 
where the subcontractor may have access to Government facilities, sensitive information, or 
resources. 


HSAR 3052.209-70 PROHIBITION ON CONTRACTS WITH CORPORATE 
EXPATRIATES (JUNE 2006) 


(a) Prohibitions. 
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Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of 
Homeland Security from entering into any contract with a foreign incorporated entity which 
is treated as an inverted domestic corporation as defined in this clause, or with any 
subsidiary of such an entity. The Secretary shall waive the prohibition with respect to any 
specific contract if the Secretary determines that the waiver is required in the interest of 
national security. 


(b) Definitions. As used in this clause: 


Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the 
Internal Revenue Code of 1986 (without regard to section 1504(b) of such Code), except that 
section 1504 of such Code shall be applied by substituting `more than 50 percent' for `at least 
80 percent' each place it appears. 


Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 
835 of the Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation 
for purposes of the Internal Revenue Code of 1986. 


Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted 
domestic corporation if, pursuant to a plan (or a series of related transactions)— 


(1) The entity completes the direct or indirect acquisition of substantially all of the 
properties held directly or indirectly by a domestic corporation or substantially all of 
the properties constituting a trade or business of a domestic partnership; 


(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity 
is held— 


(i) In the case of an acquisition with respect to a domestic corporation, by former 
shareholders of the domestic corporation by reason of holding stock in the domestic 
corporation; or 


(ii) In the case of an acquisition with respect to a domestic partnership, by former 
partners of the domestic partnership by reason of holding a capital or profits interest 
in the domestic partnership; and 


(3) The expanded affiliated group which after the acquisition includes the entity does 
not have substantial business activities in the foreign country in which or under the law 
of which the entity is created or organized when compared to the total business 
activities of such expanded affiliated group. 


Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), and 
(5) of section 7701(a) of the Internal Revenue Code of 1986, respectively. 
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(c) Special rules. The following definitions and special rules shall apply when determining 
whether a foreign incorporated entity should be treated as an inverted domestic 
corporation. 


(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity 
as an inverted domestic corporation these shall not be taken into account in 
determining ownership: 


(i) Stock held by members of the expanded affiliated group which includes the foreign 
incorporated entity; or 


(ii) Stock of such entity which is sold in a public offering related to an acquisition 
described in section 835(b)(1) of the Homeland Security Act, 6 U.S.C. 395(b)(1).  


(2) Plan deemed in certain cases. If a foreign incorporated entity acquires directly or 
indirectly substantially all of the properties of a domestic corporation or partnership 
during the 4-year period beginning on the date which is 2 years before the ownership 
requirements of subsection (b)(2) are met, such actions shall be treated as pursuant to a 
plan. 


(3) Certain transfers disregarded. The transfer of properties or liabilities (including by 
contribution or distribution) shall be disregarded if such transfers are part of a plan a 
principal purpose of which is to avoid the purposes of this section. 


(d) Special rule for related partnerships. For purposes of applying section 835(b) of the 
Homeland Security Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except 
as provided in regulations, all domestic partnerships which are under common control 
(within the meaning of section 482 of the Internal Revenue Code of 1986) shall be treated as 
a partnership. 


(e) Treatment of Certain Rights. 


(1) Certain rights shall be treated as stocks to the extent necessary to reflect the present 
value of all equitable interests incident to the transaction, as follows: 


(i) warrants; 


(ii) options; 


(iii) contracts to acquire stock; 


(iv) convertible debt instruments; and 


(v) others similar interests. 
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(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed 
appropriate to do so to reflect the present value of the transaction or to disregard 
transactions whose recognition would defeat the purpose of Section 835. 


(f) Disclosure. The offeror under this solicitation represents that [Check one]: 


_X_ it is not a foreign incorporated entity that should be treated as an inverted domestic 
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-
7003; 


__ it is a foreign incorporated entity that should be treated as an inverted domestic 
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-
7003, but it has submitted a request for waiver pursuant to 3009.108-7004, which has not 
been denied; or 


__ it is a foreign incorporated entity that should be treated as an inverted domestic 
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-
7003, but it plans to submit a request for waiver pursuant to 3009.108-7004. 


(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver 
request, if a waiver has been applied for, shall be attached to the bid or proposal. 


(End of clause) 


 
HSAR 3052.209-73 LIMITATION OF FUTURE CONTRACTING (JUN 2006) 


(a) The Contracting Officer has determined that this acquisition may give rise to a potential 
organizational conflict of interest. Accordingly, the attention of prospective offerors is invited 
to FAR Subpart 9.5--Organizational Conflicts of Interest. 


(b) The indefinite nature of the work to be performed on the instant contract creates a 
potential conflict of interest on a future acquisition. 


(c) The restrictions upon future contracting are as follows: 


(1) If the Contractor, under the terms of this contract, or through the performance of 
tasks pursuant to this contract, is required to develop specifications or statements of 
work that are to be incorporated into a solicitation, the Contractor shall be ineligible to 
perform the work described in that solicitation as a prime or first-tier subcontractor 
under an ensuing DHS contract. This restriction shall remain in effect for a reasonable 
time, as agreed to by the Contracting Officer and the Contractor, sufficient to avoid unfair 
competitive advantage or potential bias (this time shall in no case be less than the 
duration of the initial production contract). DHS shall not unilaterally require the 
Contractor to prepare such specifications or statements of work under this contract. 
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(2) To the extent that the work under this contract requires access to proprietary, 
business confidential, or financial data of other companies, and as long as these data 
remain proprietary or confidential, the Contractor shall protect these data from 
unauthorized use and disclosure and agrees not to use them to compete with those other 
companies. 


(End of clause) 


 


HSAR 3052.219-71 DHS MENTOR-PROTÉGÉ PROGRAM (JUN 2006) 


 (a) Large businesses are encouraged to participate in the DHS Mentor-Protégé Program for 
the purpose of providing developmental assistance to eligible small business protégé entities 
to enhance their capabilities and increase their participation in DHS contracts. 


(b) The program consists of: 


(1) Mentor firms, which are large prime contractors capable of providing developmental 
assistance; 


(2) Protégé firms, which are small businesses, veteran-owned small businesses, service-
disabled veteran-owned small businesses, HUBZone small businesses, small disadvantaged 
businesses, and women-owned small business concerns; and 


(3) Mentor-Protégé agreements, approved by the DHS OSDBU. 


(c) Mentor participation in the program means providing business developmental assistance 
to aid protégés in developing the requisite expertise to effectively compete for and 
successfully perform DHS contracts and subcontracts. 


(d) Large business prime contractors serving as mentors in the DHS Mentor-Protégé program 
are eligible for a post-award incentive for subcontracting plan credit. The mentor may 
receive credit for costs it incurs to provide assistance to a protégé firm. The mentor may use 
this additional credit towards attaining its subcontracting plan participation goal under the 
same or another DHS contract. The amount of credit given to a mentor firm for these protégé 
developmental assistance costs shall be calculated on a dollar for dollar basis and reported in 
the Summary Subcontract Report via the Electronic Subcontracting Reporting System (eSRS) 
at www.esrs.gov. For example, a mentor/large business prime contractor would report a 
$10,000 subcontract to the protégé/small business subcontractor and $5,000 of 
developmental assistance to the protégé/small business subcontractor as $15,000. The 
Mentor and Protégé will submit a signed joint statement agreeing on the dollar value of the 
developmental assistance and the Summary Subcontract Report. 


(e) Contractors interested in participating in the program are encouraged to contact the DHS 
OSDBU for more information. 
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(End of clause) 


HSAR 3052.225-70 REQUIREMENT FOR USE OF CERTAIN DOMESTIC 
COMMODITIES (AUG 2009) 


(a) Definitions. As used in this clause-- 


(1) Commercial,'' as applied to an item described in subsection (b) of this clause, 
means an item of supply, whether an end product or component, that meets the 
definition of “commercial item” set forth in (FAR) 48 CFR 2.101. 
(2) Component'' means any item supplied to the Government as part of an end 
product or of another component. 
(3) End product'' means supplies delivered under a line item of this contract. 
(4) Non-commercial,'' as applied to an item described in subsections (b) or (c) of this 
clause, means an item of supply, whether an end product or component, that does 
not meet the definition of “commercial item” set forth in (FAR) 48 CFR 2.101. 
(5) Qualifying country'' means a country with a memorandum of understanding or 
international agreement with the United States under which DHS procurement is 
covered. 
(6) United States'' includes the possessions of the United States. 


(b) The Contractor shall deliver under this contract only such of the following commercial or 
non-commercial items, either as end products or components, that have been grown, 
reprocessed, reused, or produced in the United States: 


(1) Clothing and the materials and components thereof, other than sensors, 
electronics, or other items added to, and not normally associated with, clothing and 
the materials and components thereof; or 
(2) Tents, tarpaulins, covers, textile belts, bags, protective equipment (such as body 
armor), sleep systems, load carrying equipment (such as field packs), textile marine 
equipment, parachutes or bandages. 


(c) The Contractor shall deliver under this contract only such of the following non-commercial 
items, either as end products or components that have been grown, reprocessed, reused, or 
produced in the United States: 


(1) Cotton and other natural fiber products. 
(2) Woven silk or woven silk blends. 
(3) Spun silk yarn for cartridge cloth. 
(4) Synthetic fabric or coated synthetic fabric (including all textile fibers and yarns 
that are for use in such fabrics). 
(5) Canvas products. 
(6) Wool (whether in the form of fiber or yarn or contained in fabrics, materials, or 
manufactured articles). 
(7) Any item of individual equipment manufactured from or containing any of the 
fibers, yarns, fabrics, or materials listed in this paragraph (c). 


(d) This clause does not apply-- 
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(1) To items listed in (FAR) 48 CFR 25.104, or other items for which the Government 
has determined that a satisfactory quality and sufficient quantity cannot be acquired 
as and when needed at United States market prices; 
(2) To incidental amounts of cotton, other natural fibers, or wool incorporated in an 
end product, for which the estimated value of the cotton, other natural fibers, or 
wool is not more than 10 percent of the total price of the end product; or 
(3) To items that are eligible products per (FAR) 48 CFR Subpart 25.4. 


(End of clause) 


SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015) (If required for a 
Task/Delivery Order) 


 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”).  The Contractor shall insert 
the substance of this clause in all subcontracts. 
 
(b) Definitions.  As used in this clause— 
 
“Personally Identifiable Information (PII)” means information that can be used to distinguish 
or trace an individual's identity, such as name, social security number, or biometric records, 
either alone, or when combined with other personal or identifying information that is linked 
or linkable to a specific individual, such as date and place of birth, or mother’s maiden name.  
The definition of PII is not anchored to any single category of information or technology.  
Rather, it requires a case-by-case assessment of the specific risk that an individual can be 
identified.  In performing this assessment, it is important for an agency to recognize that non-
personally identifiable information can become personally identifiable information whenever 
additional information is made publicly available—in any medium and from any source—
that, combined with other available information, could be used to identify an individual. 
 
PII is a subset of sensitive information.  Examples of PII include, but are not limited to:  name, 
date of birth, mailing address, telephone number, Social Security number (SSN), email 
address, zip code, account numbers, certificate/license numbers, vehicle identifiers including 
license plates, uniform resource locators (URLs), static Internet protocol addresses, biometric 
identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other 
unique identifying number or characteristic, and any information where it is reasonably 
foreseeable that the information will be linked with other information to identify the 
individual. 
 
“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, 
as any information, which if lost, misused, disclosed, or, without authorization is accessed, or 
modified, could adversely affect the national or homeland security interest, the conduct of 
Federal programs, or the privacy to which individuals are entitled under section 552a of Title 
5, United States Code (the Privacy Act), but which has not been specifically authorized under 
criteria established by an Executive Order or an Act of Congress to be kept secret in the 
interest of national defense, homeland security or foreign policy.  This definition includes the 
following categories of information:   
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(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of 
Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the PCII Program Manager or his/her 
designee);  
 
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official 
of the Department of Homeland Security (including the Assistant Secretary for the 
Transportation Security Administration or his/her designee);   
  
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations 
essential to the national or homeland security interest; and  
 
(4)  Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information 
handling procedures. 
 
“Sensitive Information Incident” is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, unauthorized 
acquisition, or unauthorized access or attempted access of any Government system, 
Contractor system, or sensitive information. 
 
“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, 
compromised or disclosed without authorization, could result in substantial harm, 
embarrassment, inconvenience, or unfairness to an individual.  Some forms of PII are 
sensitive as stand-alone elements.  Examples of such PII include: Social Security numbers 
(SSN), driver’s license or state identification number, Alien Registration Numbers (A-number), 
financial account number, and biometric identifiers such as fingerprint, voiceprint, or iris 
scan.  Additional examples include any groupings of information that contain an individual’s 
name or other unique identifier plus one or more of the following elements: 
 
(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother’s maiden name, account passwords or 
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personal identification numbers (PIN) 
 
Other PII may be “sensitive” depending on its context, such as a list of employees and their 
performance ratings or an unlisted home address or phone number.  In contrast, a business 
card or public telephone directory of agency employees contains PII but is not sensitive.   
 
(c) Authorities.  The Contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors, or available upon request from the Contracting Officer, including but not limited 
to: 
 
(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official 
Use Only) Information 
(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel 
Suitability and Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance  
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 
Cryptographic Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html 
(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 
Security and Privacy Controls for Federal Information Systems and Organizations accessible 
at http://csrc.nist.gov/publications/PubsSPs.html 
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 
 
(d) Handling of Sensitive Information.  Contractor compliance with this clause, as well as the 
policies and procedures described below, is required.   
 
(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel 
security requirements are set forth in various Management Directives (MDs), Directives, and 
Instructions.  MD 11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information describes how Contractors must handle sensitive but unclassified information.  
DHS uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but unclassified 
information that is not otherwise categorized by statute or regulation.  Examples of sensitive 
information that are categorized by statute or regulation are PCII, SSI, etc.  The DHS Sensitive 
Systems Policy Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the 
policies and procedures on security for Information Technology (IT) resources.  The DHS 
Handbook for Safeguarding Sensitive Personally Identifiable Information provides guidelines 
to help safeguard SPII in both paper and electronic form.  DHS Instruction Handbook 121-01-
007 Department of Homeland Security Personnel Suitability and Security Program establishes 
procedures, program responsibilities, minimum standards, and reporting protocols for the 
DHS Personnel Suitability and Security Program.   



http://www.dhs.gov/dhs-security-and-training-requirements-contractors

http://www.dhs.gov/dhs-security-and-training-requirements-contractors

http://csrc.nist.gov/publications/PubsSPs.html
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(2) The Contractor shall not use or redistribute any sensitive information processed, stored, 
and/or transmitted by the Contractor except as specified in the contract. 
 
(3) All Contractor employees with access to sensitive information shall execute DHS Form 
11000-6, Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition 
of access to such information.  The Contractor shall maintain signed copies of the NDA for all 
employees as a record of compliance.  The Contractor shall provide copies of the signed NDA 
to the Contracting Officer’s Representative (COR) no later than two (2) days after execution 
of the form.  
 
(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to 
support financial or other administrative functions shall not maintain SPII.  It is acceptable to 
maintain in these systems the names, titles and contact information for the COR or other 
Government personnel associated with the administration of the contract, as needed. 
 
(e) Authority to Operate.  The Contractor shall not input, store, process, output, and/or 
transmit sensitive information within a Contractor IT system without an Authority to Operate 
(ATO) signed by the Headquarters or Component CIO, or designee, in consultation with the 
Headquarters or Component Privacy Officer.  Unless otherwise specified in the ATO letter, 
the ATO is valid for three (3) years.  The Contractor shall adhere to current Government 
policies, procedures, and guidance for the Security Authorization (SA) process as defined 
below.   
 
(1) Complete the Security Authorization process.  The SA process shall proceed according to 
the DHS Sensitive Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any 
successor publication, DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 2012), or 
any successor publication, and the Security Authorization Process Guide including templates.   
 


(i) Security Authorization Process Documentation.  SA documentation shall be 
developed using the Government provided Requirements Traceability Matrix and 
Government security documentation templates.  SA documentation consists of the 
following:  Security Plan, Contingency Plan, Contingency Plan Test Results, Configuration 
Management Plan, Security Assessment Plan, Security Assessment Report, and 
Authorization to Operate Letter.  Additional documents that may be required include a 
Plan(s) of Action and Milestones and Interconnection Security Agreement(s).  During the 
development of SA documentation, the Contractor shall submit a signed SA package, 
validated by an independent third party, to the COR for acceptance by the Headquarters 
or Component CIO, or designee, at least thirty (30) days prior to the date of operation of 
the IT system. The Government is the final authority on the compliance of the SA package 
and may limit the number of resubmissions of a modified SA package.  Once the ATO has 
been accepted by the Headquarters or Component CIO, or designee, the Contracting 
Officer shall incorporate the ATO into the contract as a compliance document.  The 
Government’s acceptance of the ATO does not alleviate the Contractor’s responsibility to 
ensure the IT system controls are implemented and operating effectively. 
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(ii) Independent Assessment.  Contractors shall have an independent third party 
validate the security and privacy controls in place for the system(s).  The independent 
third party shall review and analyze the SA package, and report on technical, operational, 
and management level deficiencies as outlined in NIST Special Publication 800-53 Security 
and Privacy Controls for Federal Information Systems and Organizations.  The Contractor 
shall address all deficiencies before submitting the SA package to the Government for 
acceptance. 


 
(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed.  As part 
of the SA process, the Contractor may be required to support the Government in the 
completion of the PTA.  The requirement to complete a PTA is triggered by the creation, 
use, modification, upgrade, or disposition of a Contractor IT system that will store, 
maintain and use PII, and must be renewed at least every three (3) years.  Upon review of 
the PTA, the DHS Privacy Office determines whether a Privacy Impact Assessment (PIA) 
and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are 
required.  The Contractor shall provide all support necessary to assist the Department in 
completing the PIA in a timely manner and shall ensure that project management plans 
and schedules include time for the completion of the PTA, PIA, and SORN (to the extent 
required) as milestones.  Support in this context includes responding timely to requests 
for information from the Government about the use, access, storage, and maintenance of 
PII on the Contractor’s system, and providing timely review of relevant compliance 
documents for factual accuracy.  Information on the DHS privacy compliance process, 
including PTAs, PIAs, and SORNs, is accessible at http://www.dhs.gov/privacy-
compliance. 


 
(2) Renewal of ATO.  Unless otherwise specified in the ATO letter, the ATO shall be renewed 
every three (3) years.  The Contractor is required to update its SA package as part of the ATO 
renewal process.  The Contractor shall update its SA package by one of the following 
methods: (1) Updating the SA documentation in the DHS automated information assurance 
tool for acceptance by the Headquarters or Component CIO, or designee, at least 90 days 
before the ATO expiration date for review and verification of security controls; or (2) 
Submitting an updated SA package directly to the COR for approval by the Headquarters or 
Component CIO, or designee, at least 90 days before the ATO expiration date for review and 
verification of security controls.  The 90 day review process is independent of the system 
production date and therefore it is important that the Contractor build the review into 
project schedules.  The reviews may include onsite visits that involve physical or logical 
inspection of the Contractor environment to ensure controls are in place.   
 
(3) Security Review.  The Government may elect to conduct random periodic reviews to 
ensure that the security requirements contained in this contract are being implemented and 
enforced.  The Contractor shall afford DHS, the Office of the Inspector General, and other 
Government organizations access to the Contractor’s facilities, installations, operations, 
documentation, databases and personnel used in the performance of this contract.  The 
Contractor shall, through the Contracting Officer and COR, contact the Headquarters or 
Component CIO, or designee, to coordinate and participate in review and inspection activity 
by Government organizations external to the DHS.  Access shall be provided, to the extent 
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necessary as determined by the Government, for the Government to carry out a program of 
inspection, investigation, and audit to safeguard against threats and hazards to the integrity, 
availability and confidentiality of Government data or the function of computer systems used 
in performance of this contract and to preserve evidence of computer crime. 
 
(4) Continuous Monitoring.  All Contractor-operated systems that input, store, process, 
output, and/or transmit sensitive information shall meet or exceed the continuous 
monitoring requirements identified in the Fiscal Year 2014 DHS Information Security 
Performance Plan, or successor publication. The plan is updated on an annual basis.  The 
Contractor shall also store monthly continuous monitoring data at its location for a period 
not less than one year from the date the data is created.  The data shall be encrypted in 
accordance with FIPS 140-2 Security Requirements for Cryptographic Modules and shall not 
be stored on systems that are shared with other commercial or Government entities.  The 
Government may elect to perform continuous monitoring and IT security scanning of 
Contractor systems from Government tools and infrastructure. 
 
(5) Revocation of ATO.  In the event of a sensitive information incident, the Government may 
suspend or revoke an existing ATO (either in part or in whole).  If an ATO is suspended or 
revoked in accordance with this provision, the Contracting Officer may direct the Contractor 
to take additional security measures to secure sensitive information.  These measures may 
include restricting access to sensitive information on the Contractor IT system under this 
contract.  Restricting access may include disconnecting the system processing, storing, or 
transmitting the sensitive information from the Internet or other networks or applying 
additional security controls. 
 
(6) Federal Reporting Requirements.  Contractors operating information systems on behalf of 
the Government or operating systems containing sensitive information shall comply with 
Federal reporting requirements.  Annual and quarterly data collection will be coordinated by 
the Government.  Contractors shall provide the COR with requested information within three 
(3) business days of receipt of the request.  Reporting requirements are determined by the 
Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 
Plan, or successor publication.  The Contractor shall provide the Government with all 
information to fully satisfy Federal reporting requirements for Contractor systems. 
 
(f) Sensitive Information Incident Reporting Requirements.   
 
(1) All known or suspected sensitive information incidents shall be reported to the 
Headquarters or Component Security Operations Center (SOC) within one hour of discovery 
in accordance with 4300A Sensitive Systems Handbook Incident Response and Reporting 
requirements.  When notifying the Headquarters or Component SOC, the Contractor shall 
also notify the Contracting Officer, COR, Headquarters or Component Privacy Officer, and US-
CERT using the contact information identified in the contract.  If the incident is reported by 
phone or the Contracting Officer’s email address is not immediately available, the Contractor 
shall contact the Contracting Officer immediately after reporting the incident to the 
Headquarters or Component SOC.  The Contractor shall not include any sensitive information 
in the subject or body of any e-mail. To transmit sensitive information, the Contractor shall 
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use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption 
methods to protect sensitive information in attachments to email.  Passwords shall not be 
communicated in the same email as the attachment.  A sensitive information incident shall 
not, by itself, be interpreted as evidence that the Contractor has failed to provide adequate 
information security safeguards for sensitive information, or has otherwise failed to meet the 
requirements of the contract.   
 
(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 
requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 
Contractors shall also provide as many of the following data elements that are available at 
the time the incident is reported, with any remaining data elements provided within 24 hours 
of submission of the initial incident report: 


 
(i) Data Universal Numbering System (DUNS);  
(ii) Contract numbers affected unless all contracts by the company are affected; 
(iii) Facility CAGE code if the location of the event is different than the prime contractor 
location; 
(iv) Point of contact (POC) if different than the POC recorded in the System for Award 
Management (address, position, telephone, email); 
(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor 
network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time of the incident, both 
at the Contractor and subcontractor level; 
(xii) Description of the Government PII and/or SPII contained within the system; 
(xiii) Number of people potentially affected and the estimate or actual number of 
records exposed and/or contained within the system; and 
(xiv) Any additional information relevant to the incident. 


 
(g) Sensitive Information Incident Response Requirements. 


 
(1) All determinations related to sensitive information incidents, including response 
activities, notifications to affected individuals and/or Federal agencies, and related services 
(e.g., credit monitoring) will be made in writing by the Contracting Officer in consultation 
with the Headquarters or Component CIO and Headquarters or Component Privacy Officer. 
 
(2) The Contractor shall provide full access and cooperation for all activities determined by 
the Government to be required to ensure an effective incident response, including providing 
all requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents. 
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(3) Incident response activities determined to be required by the Government may include, 
but are not limited to, the following: 


 
(i) Inspections, 
(ii) Investigations, 
(iii) Forensic reviews, and 
(iv) Data analyses and processing.  


 
(4) The Government, at its sole discretion, may obtain the assistance from other Federal 
agencies and/or third-party firms to aid in incident response activities. 
 
(h) Additional PII and/or SPII Notification Requirements.   
 
(1) The Contractor shall have in place procedures and the capability to notify any individual 
whose PII resided in the Contractor IT system at the time of the sensitive information 
incident not later than 5 business days after being directed to notify individuals, unless 
otherwise approved by the Contracting Officer.  The method and content of any notification 
by the Contractor shall be coordinated with, and subject to prior written approval by the 
Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, 
utilizing the DHS Privacy Incident Handling Guidance.  The Contractor shall not proceed with 
notification unless the Contracting Officer, in consultation with the Headquarters or 
Component Privacy Officer, has determined in writing that notification is appropriate. 
 
(2) Subject to Government analysis of the incident and the terms of its instructions to the 
Contractor regarding any resulting notification, the notification method may consist of letters 
to affected individuals sent by first class mail, electronic means, or general public notice, as 
approved by the Government.  Notification may require the Contractor’s use of address 
verification and/or address location services.  At a minimum, the notification shall include:   
 


(i) A brief description of the incident;  
(ii) A description of the types of PII and SPII involved;  
(iii) A statement as to whether the PII or SPII was encrypted or protected by other 
means;  
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to investigate the incident, 
to mitigate the incident, and to protect against any future incidents; and  
(vi) Information identifying who individuals may contact for additional information. 


 
(i) Credit Monitoring Requirements.  In the event that a sensitive information incident 
involves PII or SPII, the Contractor may be required to, as directed by the Contracting Officer: 
 
(1) Provide notification to affected individuals as described above; and/or 
 
(2) Provide credit monitoring services to individuals whose data was under the control of the 
Contractor or resided in the Contractor IT system at the time of the sensitive information 
incident for a period beginning the date of the incident and extending not less than 18 
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months from the date the individual is notified.  Credit monitoring services shall be provided 
from a company with which the Contractor has no affiliation.  At a minimum, credit 
monitoring services shall include: 
 


(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use of fraud 
alerts; and/or 


 
(3) Establish a dedicated call center.  Call center services shall include: 
 


(i) A dedicated telephone number to contact customer service within a fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports and credit 
scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot 
be handled by call center staff and must be resolved by call center management or DHS, 
as appropriate), and other key metrics; 
(iv) Escalation of calls that cannot be handled by call center staff to call center 
management or DHS, as appropriate; 
(v) Customized FAQs, approved in writing by the Contracting Officer in coordination 
with the Headquarters or Component Chief Privacy Officer; and 
(vi) Information for registrants to contact customer service representatives and fraud 
resolution representatives for credit monitoring assistance. 


 
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information.  As part of contract closeout, the Contractor shall submit the certification to the 
COR and the Contracting Officer following the template provided in NIST Special Publication 
800-88 Guidelines for Media Sanitization. 
 


(End of clause) 
 


INFORMATION TECHNOLOGY SECURITY AND PRIVACY TRAINING (MAR 2015) 
(If required for a Task/Delivery Order) 
 
(a) Applicability.  This clause applies to the Contractor, its subcontractors, and Contractor 
employees (hereafter referred to collectively as “Contractor”).  The Contractor shall insert 
the substance of this clause in all subcontracts. 
 
(b) Security Training Requirements.   
 
(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness 
materials annually or whenever system security changes occur, or when the user’s 
responsibilities change.  The Department of Homeland Security (DHS) requires that 
Contractor employees take an annual Information Technology Security Awareness Training 
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course before accessing sensitive information under the contract.  Unless otherwise 
specified, the training shall be completed within thirty (30) days of contract award and be 
completed on an annual basis thereafter not later than October 31st of each year.  Any new 
Contractor employees assigned to the contract shall complete the training before accessing 
sensitive information under the contract.  The training is accessible at 
http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  The Contractor 
shall maintain copies of training certificates for all Contractor and subcontractor employees 
as a record of compliance.  Unless otherwise specified, initial training certificates for each 
Contractor and subcontractor employee shall be provided to the Contracting Officer’s 
Representative (COR) not later than thirty (30) days after contract award.  Subsequent 
training certificates to satisfy the annual training requirement shall be submitted to the COR 
via e-mail notification not later than October 31st of each year.  The e-mail notification shall 
state the required training has been completed for all Contractor and subcontractor 
employees.   
 
(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor 
that will have access to DHS systems and sensitive information.  The DHS Rules of Behavior 
shall be signed before accessing DHS systems and sensitive information.  The DHS Rules of 
Behavior is a document that informs users of their responsibilities when accessing DHS 
systems and holds users accountable for actions taken while accessing DHS systems and 
using DHS Information Technology resources capable of inputting, storing, processing, 
outputting, and/or transmitting sensitive information.  The DHS Rules of Behavior is 
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors.  
Unless otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) days 
of contract award.  Any new Contractor employees assigned to the contract shall also sign 
the DHS Rules of Behavior before accessing DHS systems and sensitive information.  The 
Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and 
subcontractor employees as a record of compliance.  Unless otherwise specified, the 
Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR not later than 
thirty (30) days after contract award for each employee.  The DHS Rules of Behavior will be 
reviewed annually and the COR will provide notification when a review is required.   
 
(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have 
access to Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to 
take Privacy at DHS: Protecting Personal Information before accessing PII and/or SPII.  The 
training is accessible at http://www.dhs.gov/dhs-security-and-training-requirements-
contractors.  Training shall be completed within thirty (30) days of contract award and be 
completed on an annual basis thereafter not later than October 31st of each year.  Any new 
Contractor employees assigned to the contract shall also complete the training before 
accessing PII and/or SPII.  The Contractor shall maintain copies of training certificates for all 
Contractor and subcontractor employees as a record of compliance.  Initial training 
certificates for each Contractor and subcontractor employee shall be provided to the COR 
not later than thirty (30) days after contract award.  Subsequent training certificates to 
satisfy the annual training requirement shall be submitted to the COR via e-mail notification 
not later than October 31st of each year.  The e-mail notification shall state the required 
training has been completed for all Contractor and subcontractor employees.   



http://www.dhs.gov/dhs-security-and-training-requirements-contractors

http://www.dhs.gov/dhs-security-and-training-requirements-contractors

http://www.dhs.gov/dhs-security-and-training-requirements-contractors

http://www.dhs.gov/dhs-security-and-training-requirements-contractors
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(End of clause) 


 
  


 (END OF SECTION I)







 


Page | 115  


 


 
CHAPTER D – EXHIBITS AND ATTACHMENTS 


 


SECTION J - LIST OF ATTACHMENTS 
 


 


CONTRACT ATTACHMENTS 
 


1. TACCOM II LCAT REQUIREMENTS  
 


2. COMMON REQUIREMENTS LIST 
 


3. PRICING ATTACHMENT-LABOR CATEGORY CEILING RATES 
 


4. WD No. 2015-5637 SCA WD for San Francisco - Revision 8 011618 
 


 
 
 
 


(END OF SECTION J) 
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B.1   GENERAL  
The work shall be performed in accordance with all Sections of this solicitation and the 
contractor’s Basic Contract, under which the resulting TO will be placed.  


B.2   CONTRACT ACCESS FEE (CAF) 
The General Services Administration’s (GSA) operating costs associated with the management 
and administration of this contract are recovered through a CAF. In accordance with the Alliant 2 
base contract, the CAF shall be 0.75 percent of the total TO value with a cap of $1500,000 per 
year per order (when order is in excess of $13.3M per order year). This TO shall have a separate 
Contract Line Item Number (CLIN) to cover this access fee, and this CAF shall be obligated at 
TO Award (TOA).  


B.3   ORDER TYPES 
The contractor shall perform the effort required by this RFQ on a Time-and-Materials basis with 
contractor-proposed CLIN structure. However, Offerors may propose firm-fixed-price, fixed 
price level-of-effort, or labor hour for any CLIN(s) and provide an explanation for the type 
chosen. 


B.4   SERVICES AND PRICES/COSTS 
Long-distance travel is defined as travel over 50 miles from duty station as defined in Section 
F.2. Local travel will not be reimbursed. 
The following abbreviations are used in this price schedule:  


CAF Contract Access Fee 
CLIN Contract Line Item Number 
  
NTE Not-to-Exceed 
ODC Other Direct Cost 
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B.4.1   Two (2) Task Orders (Transition and Requirements Execution) will be issued for 
each of the two (2) requirements (O&M and BISS) 


TRANSITION TASK ORDER 


) 


CLIN Description T&M LOE NTE 
0001 


(Vendor to 
propose) 


Transition  $ # hours $ 


 
CAF 


CLIN Description Total Ceiling Price 
0002 CAF $ 1500,000.00 


  


TOTAL CEILING TRANSITON TO CLINs: $________________ 
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REQUIREMENTS EXECUTION TASK ORDER 


BASE PERIOD:  
  
Proposed CLIN(s) should align with technical solution 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
0001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


0002 Surge NTE 50% of CLIN 0001 
 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
0003 ODC $ 100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
0004 CAF $ 1050,000.00 


 
TOTAL CEILING BASE PERIOD CLINs: $________________ 
 


  







SECTION B – SUPPLIES OR SERVICES AND PRICES/COSTS 


PAGE B-5 
 


B.4.2   FIRST OPTION PERIOD 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
1001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


1002 Surge NTE 50% of proposed labor ceiling 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
1003 ODC $ 100,000.00 


 
CAF 


CLIN Description Total Ceiling Price 
1004 CAF $ 1500,000.00 


 
 
 
TOTAL CEILING FIRST OPTION PERIOD CLINs: $________________ 
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B.4.3   SECOND OPTION PERIOD 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
2001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


2002 Surge NTE 50% of proposed labor ceiling 
 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
2003 ODC $ 100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
2004 CAF $ 1500,000.00 


 


 
 
TOTAL CEILING SECOND OPTION PERIOD CLINs: $________________ 
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B.4.4   THIRD OPTION PERIOD 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
3001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


3002 Surge NTE 50% of proposed labor ceiling 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
3003 ODC $ 100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
3004 CAF $ 1500,000.00 


 


 
 
TOTAL CEILING THIRD OPTION PERIOD CLINs: $________________ 
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B.4.5   FOURTH OPTION PERIOD 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
4001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


4002 Surge NTE 50% of proposed labor ceiling 
 


 
ODC CLIN 


CLIN Description Total Ceiling Price 
4003 ODC $ 100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
4004 CAF $ 1500,000.00 


 


 
TOTAL CEILING FOURTH OPTION PERIOD CLINs: $________________ 
 
 
 
GRAND TOTAL CEILING ALL CLINs: $________________ 
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B.4.6   Option to Extend Services (OES) - 52.217-8 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
5001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


5002 Surge NTE 50% of proposed labor ceiling 
 


 
ODC CLIN 


CLIN Description Total Ceiling Price 
5003 ODC $ 50,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
5004 CAF $ 750,000.00 


 


 
TOTAL CEILING OES PERIOD CLINs: $________________ 
 
 
 
GRAND TOTAL CEILING ALL CLINs: $________________ 
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B.5   SECTION B TABLES 


B.5.1   INDIRECT/MATERIAL HANDLING RATE 
Long-Distance Travel, Tools, and ODC costs incurred may be burdened with the contractor’s 
indirect/material handling rate in accordance with the contractor’s disclosed practices, provided 
that the basic contract does not prohibit the application of indirect rate(s) on these costs. 


a. If no indirect/material handling rate is allowable in accordance with the contractor’s 
disclosed practices, no indirect/material handling rate shall be applied to or reimbursed 
on these costs. 


b. If no rate is specified in the schedule of prices above, no indirect rate shall be applied to 
or reimbursed on these costs. 


The indirect handling rate over the term of the TO shall not exceed the rate specified in the 
schedule of prices above. 


B.5.2   DIRECT LABOR RATES 
Labor categories proposed shall be mapped to existing Alliant 2 labor categories.  


B.6    RESERVED 


B.7   RESERVED  
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C.1   REQUIREMENTS 
 


PERFORMANCE WORK STATEMENT (PWS) 
Department of Homeland Security (DHS) - Customs and Border Protection (CBP) - Office of information 


and Technology (OIT) - Targeting and Analysis Systems Program Directorate (TASPD) 
 


Information Technology (IT) Operations and Maintenance (O&M), Upgrades, Updates, Modifications and 
Enhancements Support Services (IT O&M Services) 


1.0 BACKGROUND 
Customs and Border Protection (CBP) is a component of the Department of Homeland Security (DHS). The 
priority mission of CBP is to prevent terrorists and terrorist weapons from entering the United States. This 
important mission calls for improved security at America's borders and ports of entry as well as for extending 
the zone of security beyond physical borders so that American borders are the last line of defense, not the 
first. CBP is also responsible for apprehending individuals attempting to enter the United States illegally, 
stemming the flow of illegal drugs and other contraband; protecting our agricultural and economic interests 
from harmful pests and diseases; protecting American businesses from theft of their intellectual property; and 
regulating and facilitating international trade, collecting import duties, and enforcing U.S. trade laws. 
The Office of Information and Technology (OIT) is the information technology component of CBP. OIT’s 
responsibilities are vast-ranging from designing, delivering and maintaining technology based capabilities to 
enterprise architecture and governance. OIT also provides solutions that support CBP inspection and 
enforcement activities to help CBP officers, agents, and analysts protect our borders and safeguard America. 
OIT is responsible for enhancing, administering, and maintaining intelligence and targeting systems and 
related systems that help secure the supply chain and support CBP’s layered defense strategy for international 
cargo and passengers. 
The Targeting and Analysis Systems Program Directorate (TASPD) is responsible for developing and 
maintaining analytical and targeting software systems. The main system housed within TASPD is the 
Automated Targeting System (ATS). The ATS is a web-based enforcement and decision support tool that is 
the cornerstone for all CBP’s targeting efforts. The ATS incorporates intelligence information and 
technologies to target suspect inbound and outbound shipments for examinations and passengers for 
inspection. In this way, ATS allows CBP officers, agents, and analysts to focus their efforts on cargo 
shipments and passengers that most warrant further attention. The ATS standardizes names, phone numbers, 
addresses, ship names, and similar data so these data elements can easily be associated with other business 
data to form a complete picture of a passenger, import, or export in context with previous behavior of the 
parties involved. 
Every person and shipment processed through ATS is subjected to a real-time evaluation utilizing rules and 
analytical models. The ATS receives much of its data in real time from various CBP systems, such as the 
Automated Commercial System (ACS), the Automated Export System (AES), TECS, hundreds of other 
input data feeds, and dozens of output data feeds. The ATS data consists of electronically filed bills, entries, 
and entry summaries for cargo imports; shippers' export declarations and transportation bookings and bills 
for cargo exports; manifests for arriving and departing passengers; airline reservation data; nonimmigrant 
entry records; and records from secondary referrals, incident logs, suspect and violator indices, and seizures. 
The purpose of this Performance Work Statement (PWS) is to procure the full range of operations and 
maintenance support for the CBP TASPD suite of computer and software applications. Additionally, this 
PWS reflects migration to a cloud environment and a move to a DevOps strategy and includes upgrades, 
updates, modifications and enhancements of existing applications in response to evolving technologies, 
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threats, and mission requirements in direct support of the DHS and CBP in their mission critical initiatives to 
protect the borders (air, land, and sea) of the United States. 
This work will be performed on a time and materials basis.  


2.0 SCOPE 
    Operations & Maintenance. 


The contractor shall provide any and all operations and maintenance (O&M) solutions, processes, and 
procedures necessary to sustain the suite of TASPD computer and software applications within the DHS 
enterprise at the highest levels of security, service and availability consistent with cost, schedule, and 
performance objectives. This full range of O&M solutions will ensure TASPD computer and software 
applications operate efficiently, effectively and securely, and are available to support CBP mission 
requirements. 
This O&M support will emphasize performance monitoring to identify and resolve performance risks before 
they impact mission performance while responding to customer identified performance deficiencies and/or 
outages. 


    Upgrades, Updates, Modifications and Enhancements. 


The contractor shall provide any and all TASPD computer and software application upgrades, updates, 
modifications or enhancements with a focus on moving towards a DevOps approach to enable development 
and operations teams to collaborate and deliver high quality software to end customers continuously, to 
generate code with fewer errors and do so faster, which speeds time to deployment, and increases reliability 
and stability on the production side of the house. This work includes but is not limited to ensuring application 
compatibility with and deploying new operating system versions, new application software versions, and new 
code library versions. Performance and documentation shall follow the Agile methodology according to the 
tailored DHS Systems Engineering Life Cycle Procedures (SELC). 
Frequent updates and features to the existing suite of applications are necessary to keep up with evolving risks 
and threats. The contractor shall support ongoing collaboration with the Government lead on each project, as 
well as product owners and the user community, to ensure accurate prioritization of new requirements and 
timely implementation of those requirements. The contractor shall provide all services necessary to migrate to 
and operate the infrastructure, applications and services to the cloud. 
2.1. APPLICABLE DOCUMENTS 


• DHS Directive 102-01 
• CBP Security Handbook 
• DHS/CBP Program Lifecycle Process Guide 
• DHS MD 8110 – Intelligence Integration and Management 
• CBP Agile Framework 
• CBP SELC process 
• Office on Accessible Systems and Technology (OAST) Compliance 
• DHS Information Security Policy, MD4300.1, Information Technology Systems Security 
• DHS MD 4300A, DHS Sensitive Systems Policy and Handbook, CBP Information Systems 
• Security Policies and Procedures Handbook HB-1400-05 
• All applicable National Institute of Standards and Technology (NIST) Special Publications (800 Series) 
• DHS Data Management Policy MD 103-01 
• Addendum A - Security and IT Compliance Requirements 
• Addendum B – General Environment and Key Technical Features 
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3.0 TECHNICAL ENVIRONMENT 


Current Environment: 


OIT performs system activities in a technical environment supported by a broad set of custom architectural 
components and/or commercial off-the-shelf (COTS) packages. Addendum B lists software and hardware 
components for general infrastructure and development and production environments. TASPD will ensure 
adequate computing capacity for our current and projected needs to include development, testing and 
production. This includes associated networking, storage and offsite infrastructure. The Contractor shall 
ensure that all solutions scale and shall provide guidance to the Government on additional infrastructure needs 
as the applications and user base continue to expand. 
For informational purposes in regards to scope, size, and complexity, the largest transactional database 
described in the PWS is more than 400 TB and 30-40 billion transactions are performed against the database 
on a daily basis. The largest Hadoop file systems described in the PWS include over 4 PB of capacity. The 
Elastic index system includes a capacity over 800 TB, including over 40 billion documents indexed from over 
40 data sources. 
Future Environment: 
Produced by the Office of Management & Budget (OMB), the February 2011 Federal Cloud Strategy outlines 
the impetus and benefits of migrating to cloud services, including acceleration of data center consolidation 
and better utilization of existing infrastructure assets. Based on the December 2010 25 Point Plan to reform 
Federal Information Technology Management, also from OMB, each Federal agency CIO has been directed to 
leverage this strategy to begin planning the migration of their IT services to cloud solutions. TASPD is in the 
process of readying workloads and applications to migrate to the cloud.  The contractor must support the target 
operating model which is to migrate all hardware infrastructure and applications in this document to a cloud 
solution and operate in the cloud going forward. 
The Government will provide the necessary software and licenses required for system maintenance, as well as 
all related and available documentation on TASPD computer software applications to the Contractor as 
required. 
TASPD is in the final stages of refactoring and modernizing Legacy TASPD ATS applications, some of 
which use Microsoft. NET, into JAVA technologies, and migrating the functionality into more streamlined 
and unified applications which conform to the CBP Common Framework. Additionally, while the above and 
below technologies are currently being used, those technologies that are being moved away from are labeled 
as “Divest”. 
 


  3.1 TASPD Specific Systems 


The Automated Targeting System (ATS) currently consists of four subsystems that provide selectivity and 
targeting capability to support CBP inspection and enforcement activities: 


• ATS-Cargo (ATS-C) 
• ATS-Passenger (ATS-P) 
• Entitlement 


 


The modules of the ATS span across and are supported by the various branches within TASPD; Cargo Targeting 
branch, Passenger Targeting branch, Architecture and Engineering branch, National Security Systems branch, 
and the Program Control branch. 
TASPD developed and continues to maintain multiple systems and services, including but not limited to: 
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• Automated Targeting System (ATS) and ATS Subsystems 
o Automated Targeting System-Cargo (ATS-C) 


 National Initiative for Illicit Trade Enforcement (NIITE) is a Data Feed off ATS-C 
 ATS Import Cargo 
 ATS Outbound Cargo 
 ATS-International (ATS-I) 
 ATS-U.S. Postal Service (ATS-USPS) 
 Cargo Enforcement Reporting and Tracking System (CERTS) 


• Import Exam Mobile 
 Importer Security Filing (10+2) 
 Trend Analysis and Analytical Selectivity Program (TAP) 2000 
 Advanced Cargo Air Screening (ACAS) 
 Automatic Identification System (AIS) 
 Vessel Management System (VMS) 
 Cargo Integration Services (CIS) 
 Vessel Risk/Vessel Risk Tracker/Vessel Automation Forms 


o Automated Targeting System-Passenger (ATS-P) 
 Automated Targeting System-Land (ATS-L) 
 Automated Targeting System-Unified Passenger (UPAX) – Targeting Components 


• Traveler Hotlists, including General Aviation and Coast Guard 
• Visa and Visa Waiver Program Hotlists 
• Electronic Visa Update System (EVUS) Hotlist 
• Pre Adjudicated Thread Recognition and Intelligence Operations Team 


(PATRIOT) 
• Document Validation 
• Visa Overstay 
• Global Enrollment System (GES) 
• Refugee Applicants 
• Trusted Worker eBadge 
• Employee and Applicant Suitability and Eligibility 
• On Demand Batch Query Capabilities 
• System to System Interfaces to other CBP and DHS Systems in support of 


vetting 
 Automated Targeting System-Global (ATS-G) 
 User Defined Rules – Next Generation (UDR-NG) 
 Data Loaders 
 Advanced Search 
 Unified Person (Person Centric Model) 


o Entitlement 
 Convergence 
 Enhancements 


o Data sharing to dozens of OGAs 
• Customs-Trade Partnership Against Terrorism (C-TPAT) Infrastructure 
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• Analytical Framework for Intelligence (AFI) 
• Big Data Services (BDS) 
• Enterprise Management Information System- Enterprise Data Warehouse (EMIS-EDW) 
• Enterprise Reporting System (ERS) 
• Port Radiation, Inspection, Detection and Evaluation (PRIDE) 


o Secure Freight Initiative (SFI) 
o Container Security Initiative-Remote Targeting (CSI-RT) 


• New ACE (NACE) 
o ITDS 


 Document Image System (DIS) 
 Inter-operability Web Services (IWS) 
 Participating Government Agencies (PGA) Message Set (Data sharing to 47 PGAs) 


o Cargo Release 
o AES 


• Traveler Verification System (TVS) 
• Global Travel Assessment System (GTAS) 
• Common Framework 


 
New capability typically includes work such as: integration of data sources, refreshing the system based upon 
current threats and new risk factors including but not limited to database content updates, software code and 
configuration changes, at a minimum monthly to quarterly updates to the targeting systems and short 
turnaround updates to the system in response to a threat. Application changes include but are not limited to 
integration of major new workflows and features into existing applications, support for new user groups with 
tailored workflows, new targeting capabilities using new or expanded data sources, technology refresh/updates 
to conform to the CBP Common Framework, enhancements to existing functionality, changes to address 
Production defects, as well as critical changes to be applied as a result of a new threat or risk. Urgent changes 
need to be implemented in as little as a few hours to one day. Many teams which could be impacted by a high 
number of ongoing changes maintain an open Change Request on a weekly basis to account for both planned 
and urgent/unplanned changes. 


   3.1.1 ATS Cargo (ATS-C) 


ATS-C is the outbound/inbound cargo targeting module of ATS that assists in identifying exports and imports 
which pose a high risk for examination. 
ATS-C uses the Electronic Export information (EEI) data that exporters file electronically with CBP's 
Automated Export System (AES). The EEI data extracted from AES is sorted and compared to a set of rules 
and evaluated in a comprehensive fashion. This information assists CBP officers with targeting and/or 
identifying exports with potential aviation safety and security risks, such as hazardous materials and Federal 
Aviation Administration (FAA) violations.  In addition, ATS-C identifies the risk of specific exported cargo 
for such export violations as smuggled currency, illegal narcotics, stolen vehicles or other contraband. 
ATS-C provides CBP Officers and Advanced Targeting Units (ATUs) with a more efficient and consistent 
method for targeting high risk inbound cargo for examination. ATS-C helps to identify and select import cargo 
shipments that appear to have a higher likelihood of being associated with terrorism or possibly containing 
implements of terrorism, narcotics or other contraband in the sea, air (including express mail), rail and truck 
modes. ATS-C uses numerous rules, models and weight sets to analyze information from manifest, importer 
security filing, and entry data, to prioritize shipments for review and to generate recommended targets by 
scoring each shipment. In certain cases, ATS-C automatically places shipments on hold when they score above 
a specified risk threshold. Through the ATS-C web interface CBP personnel can create ad hoc queries on 
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cargo data, which allows for them to conduct further targeting using large sets of data. ATS-C is the foremost 
support tool for targeting inbound and outbound cargo at all major Ports of Entry (POE) in the United States.  
Vessel Risk is the primary application supporting CBP maritime domain awareness by integrating cargo and 
vessel crew targeting information with vessel inspection, documentation artifacts, and CBP management. 
ATS-C inbound provides distributed data, distributed processing, and establishes and maintains historical 
reference data. ATS-C receives import bill of lading and entry data for all transportation modes, maintains 
trade entity data, and applies risk scoring algorithms to inbound shipments. Import Cargo provides cargo 
targeting capabilities using BDS to query, visualize, and analyze information to quickly identify import cargo threats and 
mitigate risks. ATS-C allows the end-user to capture examination, provides connectivity to TECS, and supports 
the Container Security Initiative (CSI) decision process. Cargo Integration Services (CIS) integrates 
components of Import Cargo and Exam Findings enabling cargo targeting services (Hold Manager, Exam 
Service, Importer Security Filing). 


ATS-C provides the following features: 
• Applies operationally developed business rules to identify import/export shipments that may have elevated 


risk 
• Displays complex data and results in a modern web application interface 
• Allows ad-hoc data queries for import cargo transactions 
• Integrates with CBP cargo control systems and other transactional systems to ingest data and provide risk 


results 
• Detailed permission mechanism for granular authorization and access control 
• Automated bi-directional messaging to the trade leveraging Customs specific and trade data specifications 
• Auditing and search capabilities 
• Automated Reporting 


 
3.1.2 ATS-Passenger (ATS-P) – Targeting Components 


ATS-P is a web-based enforcement and decision support tool used to collect, analyze, and disseminate 
information for the identification of potential terrorists, transnational criminals and, in some cases, other 
persons who pose a higher risk of violating U.S. law. ATS-P capabilities are used at ports of entry to augment 
the CBP officer’s decision-making about whether a passenger or crew member should receive additional 
screening. 
ATS-P is also used within CBP by Ports of Entry, the National Targeting Center (NTC), Border Patrol agents, 
CBP headquarters intelligence analysts, and within DHS by DHS agents, analysts, and officers in the Office of 
Intelligence and Analysis (I&A), Immigration and Customs Enforcement (ICE), U.S. Coast Guard (USCG), and 
the Transportation Security Administration (TSA). ATS-P provides a hierarchical system that allows DHS 
personnel to focus efforts on potentially high-risk passengers, Visa Waiver Program / Visa holders and 
applicants, Electronic Visa Update System (EVUS) applicants, Trusted Traveler applicants, Trusted Worker 
eBadge applicants, or Admissibility Review Office (ARO) applicants by eliminating labor-intensive manual 
reviews of information or interviews with every traveler or applicant. Additionally, the ATS-P Targeting 
capabilities include CBP Employee and Applicant Suitability and Eligibility (EASE) checks.  The assessment process is 
based on a set of uniform and user-defined rules based on specific operational, tactical, intelligence, or local 
enforcement efforts. ATS-P leverages a suite of COTS and custom developed algorithms to refine targeting and 
rule engine capabilities, which are evaluated and updated with the product owners and Subject Matter Experts on 
an ongoing basis to ensure a high level of accuracy and efficiency. 
Additionally, ATS-P is used to vet arrival and departure information received from the Arrival and Departure 
Information System (ADIS) to identify potential visa overstay candidates based on supporting data available in 
ATS, i.e., border crossing information, I-94, and the Student and Exchange Visitor Information System 
(SEVIS). In addition to identifying the list of potential overstay candidates, ATS also develops priorities based 
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on associated risk patterns or possible matches to derogatory records. This prioritized list of overstay 
candidates is then passed on to LeadTRAC, case management system for ICE to generate case leads. 
ATS-P’s targeting algorithm is also integrated with other CBP and DHS systems to enhance the ability to 
identify high risk individuals and support other targeting and vetting programs across DHS. 
In addition to the above, ATS-P permits specifically authorized DHS users to access Passenger Name Records 
(PNR) obtained from airlines or their travel reservation systems through the Airline Reservation Monitoring 
System (ResMon). ResMon interfaces with the airline reservation systems, allowing the airline reservation 
system to push PNR to CBP or, for certain carriers, allowing CBP to pull PNR based on a set schedule. ResMon 
also allows authorized CBP personnel to pull data in certain circumstances on an ad hoc basis, with supervisory 
approval, to ensure CBP has received the latest available information on specific high-risk travelers or flights. 
The Automated Targeting System - Global (ATS-G) is a turnkey travel screening and analysis system for 
enhancing global security. It was developed by CBP to provide foreign partner government entities with a state-
of-the-art targeting,     analysis, and case management suite. ATS-G allows users to assess the risk of air and 
maritime travelers through real-time processing of user-defined rules and watch lists. Additional risk assessment 
tools include a robust set of querying capabilities, case management system, reporting functionality, data 
visualization, auditing capabilities, and system checks. It also includes an advanced set of administration tools 
for provisioning access to sensitive information to a targeting center. 


3.1.3 Entitlement 


The Entitlement subsystem of ATS is a group of CBP web applications and services responsible for 
authenticating, authorizing and maintaining data on users of ATS web applications, including the ATS 
family of subsystems. 
Entitlement is scheduled to be replaced by the Oracle Identity Management Suite of products. There are two 
main parts to the Entitlement System: 
 
Administration Interface 
The Administration User Interface (UI) provides a system of web pages to add application users, remove 
application users, edit existing users, grant and revoke application entitlements, and view user audit 
information. The UI uses transport layer security (TLS) to secure communication to and from the end user. 
The Administration Interface ensures users have the appropriate application authorizations by sending 
messages directly to client application user data stores. Once the user has been granted the appropriate 
authority, the user is entitled to login to their respective system by means of the Entitlement authentication 
and authorization gateway services. 


Entitlement Authentication and Authorization Gateway Services 
The Entitlement Gateways are a system of intranet web services, secured using TLS, and used by client 
applications to validate user credentials, audit user activity, and to provide pertinent user information. The 
Entitlement Authentication Gateways provide a shared and universal means to authenticate users and track 
both valid and invalid logon attempts to client systems. 
ATS users must have current security clearances (i.e., successfully adjudicated full field background 
investigations or BIs), be authenticated (i.e., have a validated business need), and have passed the TECS 
training to logon to 
ATS. Once a BI is in place, a new user can obtain access to ATS only by receiving their supervisor’s 
authorization, filling out and submitting appropriate CBP/ATS forms; then a user will receive only the 
lowest level privilege or privileges necessary to do his or her job. 
Entitlement includes the ATS Access Processing System (APS) which serves as the automated system to 
track access requests and supervisor approvals within Entitlement supported roles. Entitlement enforces 
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role based access (RBAC) on the ATS systems and other CBP systems.  Production enhancements to 
Entitlement includes improved navigation in the Administrator UI supporting individual and batch 
processing of entitlement requests. 


 
Entitlement pulls a user’s information from CBP Active Directory and CBP WebTele to populate user 
information fields such as USER ID (Hash ID), First Name, Last Name, Port Name, Port Country, Manager 
User ID, Background Investigation Status and TECS Status. In some cases, a user’s Background 
Investigation Status and TECS Status must be verified by the supervisor/manager contacting the CBP Help 
Desk directly. 
Entitlement also provides RBAC for the following CBP systems external to the ATS security authorization 
boundary: 


  
• Port Radiation Inspection, Detection & Evaluation (PRIDE) & Secure Freight Initiative (SFI) 
• Enterprise Management Information System-Enterprise Data Warehouse (EMIS-EDW) 
• New Automated Commercial Environment (NACE) 
• Export System (formerly AES) 
• Border Enforcement & Management Systems Division (Air & Marine Enterprise Reporting (AMO)) 
• System User Management & Monitoring for IT (SUMMIT) is an identity and system monitoring solution 


for UNIX and Lightweight Directory Access Protocol (LDAP) platforms. It uses a combination of 
LDAP, Postgres, and Apache to provide real time monitoring, alerting, user management, and privilege 
escalation (via Super User Do (SUDO)). A web interface allows users to request system accounts, 
privilege escalation, and to monitor systems in real time. 


 
3.1.4 Customs-Trade Partnership Against Terrorism (C-TPAT) Infrastructure 


The Customs Trade Partnership Against Terrorism (C-TPAT) program assists CBP in measuring risk by 
identifying import transactions where the risk is low, allowing CBP to focus on high risk transactions based on 
the data. The C-TPAT portal is a place for secure transactions and communications with C-TPAT applicants, 
partners and supply chain security specialist (SCSS) staff. The thousands of enrolled companies are critical 
players in the global supply chain, including U.S. importers, customs brokers, consolidators, port and terminal 
operators, carriers, and foreign manufacturers. 
The goals of the C-TPAT program include: furthering CBP efforts to secure entry of goods into the U.S. and all 
countries by preventing terrorist access to transportation modalities, and to subsequently eliminate the potential 
for trafficking of implements of terror within the global supply-chain. 
Under this contract, CBP requires C-TPAT infrastructure support. 


C-TPAT is a joint government-business initiative to build cooperative relationships that strengthen 
overall supply chain and border security. Businesses apply to the program and commit to the 
following actions: 
• Conduct a thorough self-assessment of supply-chain security using the C-TPAT security guidelines. 
• Complete and submit a supply-chain security profile questionnaire to Customs. 
• Develop a program to enhance security throughout the supply chain according to C-TPAT guidelines. 
• Communicate C-TPAT guidelines to other companies in the supply chain and start building the 


guidelines into relationships with these companies. 
•  


3.1.5 Analytical Framework for Intelligence (AFI) 


The Analytical Framework for Intelligence (AFI) system provides additional capabilities to DHS in the 
gathering, analysis, information sharing, and reporting of critical intelligence information within DHS and other 
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law enforcement partners. AFI directly supports CBP’s strategic goals to secure the nation’s borders from the 
entry of dangerous people and goods, while enabling the flow of legitimate trade and travel. Specifically, AFI 
provides the technology and tools that allow for the production of timely and actionable intelligence for CBP 
personnel protecting our borders, enhanced collaboration across CBP intelligence analysts, and more effectively 
share threat information and intelligence to its Federal partners charged with securing our nation. 
AFI’s purpose is to support the continued evolution of CBP as an intelligence-driven organization and improve 
the efficiency and effectiveness of intelligence lifecycle processes. AFI has evolved into a data analysis and 
intelligence product creation and dissemination platform that supports multiple DHS components, specifically 
CBP and Immigration and Customs Enforcement (ICE). AFI benefits include shorter time and expense in 
disseminating intelligence products to intelligence analysts in the field because reports are posted in a main 
repository and distributed to pre-identified communities. AFI serves as the one-stop shop for CBP and ICE-
produced intelligence products with access available to intelligence organizations throughout DHS. AFI 
leverages existing legacy systems and provides an enhanced query, analysis, production, collaboration, and 
dissemination tool.  AFI provides query, visualization, and analytic capabilities built on Big Data Services 
(BDS) Cloudera Hadoop and ElasticSearch.  AFI provides an automated function that integrates information 
from multiple systems into a single platform that reduces manual effort and saves users valuable time. 


AFI supports multiple CBP and DHS missions and goals. Specifically Preventing Terrorism and 
Enhancing Security. The AFI program: 


• Creates efficiencies in collating and disseminating intelligence products, allowing for increased 
effectiveness and efficiency for CBP officers, OBP and Air and Marine agents in utilizing strategic and 
practical intelligence at and between ports of entry. 


• Provides technology and tools that produce timely and actionable intelligence to DHS personnel 
charged with protecting our nation from threats posed by the illegal cross-border movement of goods 
and people, to include threat of terrorist activity. 


• Provides data analysis and intelligence product creation and dissemination platform that supports 
multiple DHS components. 


 
3.1.6 Enterprise Management Information System - Enterprise Data Warehouse (EMIS-EDW) 


Enterprise Management Information System (EMIS) Enterprise Data Warehouse (EDW) consolidates CBP 
reporting capabilities to provide a common integrated view of the operational and business information and data 
for use within the CBP enterprise. EMIS EDW currently comprises reporting and analysis dashboards: 
BorderStat, Airport Wait Time, Managers, Western Hemisphere Travel Initiative (WHTI), and Workload 
Staffing Model Dashboards. Each reporting and analysis dashboard provides a specific and targeted view of the 
data from the EMIS EDW. Automated operations move data from source systems to the EMIS EDW on a 
regularly scheduled basis, to ensure that current data is available for reporting purposes. 
EMIS EDW provides a one-stop access point for data in the areas of anti-terrorism, narcotics; passenger travel 
comprising of primary and secondary processing, apprehension and inadmissible, cargo processing and airport 
wait times. This data is stored in an optimized manner for cross-functional reports and analytical processing for 
management, analysts and field operatives within the Offices of Field Operations (OFO), Office of Border 
Patrol (OBP), Office of International Trade (OT) and Office of Intelligence (OI). 
EMIS EDW continues to contribute to, and enhance, the Department of Homeland Security’s (DHS) operational 
and intelligence management capabilities aimed at securing our nation’s borders by providing accurate, timely 
and pertinent data that is updated from source systems on a regularly scheduled basis. 
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3.1.7 Enterprise Reporting System (ERS) 


The Enterprise Reporting System provides the framework to implement agency-wide reporting and performance 
measurement capability across CBP. Support for under ERS includes support for all TASPD infrastructure. 
Hardware and platforms on which the TASPD system application operates is under the control of other 
programs and other contract vehicles, however application teams must support monthly server maintenance, as 
well as perform administration on both physical servers and virtual machines. Software changes are required to 
continue to properly interface with host platforms and existing physical and software interfaces. 


3.1.8 Port Radiation, Inspection, Detection, and Evaluation (PRIDE) 


The Port Radiation, Inspection, Detection, and Evaluation (PRIDE) System was developed as part of and in 
support of the Non-Intrusive Inspection (NII) program. The NII program deploys equipment at all ports of entry 
(POEs) that can screen conveyances, containers, and people for the presence of radiological weapons-grade 
material. PRIDE supports the NII program by connecting Radiation Portal Monitors (RPM), radioisotope 
identifier devices (RIID), visual identification systems (VIS), Optical Character Recognition (OCR) systems, and 
License Plate Readers (LPR) to the CBP network to provide data monitoring and retrieval capabilities that gives 
DHS and CBP the ability to immediately and accurately assess and respond to radiological threats. 
PRIDE supports a rapid response to radiological threats by sending alerts and related data to scientists within 
seconds of an alert. In this way, PRIDE provides a valuable mechanism for scientists and officers to assess the 
threat and plan a course of action from a remote location. 
PRIDE provides a standardized alarm resolution workflow via a web-based interface, and facilitates near real-
time messaging and information sharing between remote port-based systems and centralized systems to 
facilitate collaboration with experts at centralized locations. 


PRIDE provides the following features: 
• Consolidation of data in a central database. 
• Standardized alarm resolution/reporting workflow via a web-based interface 
• Centralized data reporting via a web-based interface 


 


3.1.9 New Automated Commercial Environment (NACE) 


The New Automated Commercial Environment (NACE) is the commercial trade processing system that 
connects CBP, the international trade community, and Partner Government Agencies (PGA). It facilitates 
legitimate trade while strengthening border security by providing government officials with better automated 
tools and information to help them decide, before a shipment reaches U.S. borders, what cargo to target for 
further investigative action because it poses a potential risk and what cargo to expedite because it complies 
with U.S. laws. NACE provides the Single Window, the primary system through which the international trade 
community submits data and documentation required by all federal agencies for imports and exports, and 
through which the Federal Government will determine their admissibility. 
The International Trade Data System (ITDS) provides the single system for Single Window, allowing for the 
multiple paper processes to be eliminated and importers and exporters to file information once to one system for 
the clearance of cargo. ITDS is made up of the Document Image System (DIS), Interoperability Web Services 
(IWS), and the Partner Government Agency (PGA) capabilities. CBP developed technical capabilities in NACE 
to automate and enhance interaction between participants by facilitating electronic collection, processing, 
sharing, and review of trade data and documents required by federal agencies as part of the cargo import and 
export process. 
DIS allows the Trade to electronically supply documentation needed during the cargo release process by CBP 
and PGAs. This automated approach significantly improves the efficiency and cost effectiveness of the 
document submission and review process compared with the manual process in place. Messages are transmitted 
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in XML format using secure web services, FTP or MQ. The documents are securely stored and made available 
for review by CBP and PGAs. Documents submitted via DIS are in lieu of paper documents and provides basic 
document image submission and management capabilities: 


• Allow Trade Partners to submit document images and associated descriptive meta data to 
CBP and PGAs in an automated manner using EDI communication 


• Store all submitted documents in a secure centralized CBP data store and maintain 
associations with related data such as Entry and Bill numbers 


• Allow authorized users to retrieve, view, and annotate documents via a web based user interface 
• Provide basic security, authorization and auditing 
• Offer back-end services that facilitate search and reporting capabilities to trade partners to 


verify the receipt of documents 
• Provide capabilities for CBP Client Representatives to view raw received messages 


 
IWS identifies and then builds the interfaces and protocols through which the PGAs and CBP will communicate 
and share information related to cargo imports. Interoperability plans are jointly developed and maintained by 
CBP and various PGAs. 
The PGA Message Set is a single, harmonized set of information that is collected electronically from 
international traders by CBP on behalf of the PGAs, thereby allowing CBP and the PGAs to make decisions 
about what cargo can come into the U.S. without the myriad of paper forms currently required. This data set is 
used as the single record layout for all input from the trade for PGA data. This set is intended to be submitted as 
part of the NACE Entry Summary Certified for Release (or a Simplified Entry). 
NACE Cargo Release (previously known as Simplified Entry) streamlines how filers transmit entry data to CBP 
to facilitate trade, while maintaining a strict adherence to U.S. laws. Filers are able to transmit entry information 
earlier allowing CBP personnel more time and resources to apply a risk-segmented approach to their inspections 
that allows them to focus resources on high-risk shipments while reducing transaction costs for importers. When 
CBP receives NACE Cargo Release data, CBP facilitates a decision to release the cargo and transmits a message 
to the filer. The merchandise will then be considered entered upon its arrival in the port with the intent to 
distribute the cargo into the U.S. commerce. 
NACE Cargo Release is a web-based application provides an efficient way to process and view cargo 
information and forms the trade processing backbone and risk assessment within ATS. 
The Automated Export System (AES) is a joint venture between CBP, the Foreign Trade Division of the Bureau 
of the Census (Commerce), the Bureau of Industry and Security (Commerce), the Directorate of Defense Trade 
Controls (State), other federal agencies, and the export trade community. It is the central point through which 
export shipment data required by multiple agencies is filed electronically to CBP, using the efficiencies of 
Electronic Data Interchange (EDI). AES provides an alternative to filing paper Electronic Export Information 
(EEI). Export information is collected electronically and edited immediately, and errors are detected and 
corrected at the time of filing. AES is a nationwide system operational at all CBP ports and for all methods of 
transportation. It was designed to assure compliance with and enforcement of laws relating to exporting, 
improve trade statistics, reduce duplicate reporting to multiple agencies, and improve customer service. 
The export process begins when the exporter decides to export merchandise. The exporter or the authorized agent 
makes shipping arrangements (booking) with the carrier. The exporter or the authorized agent transmits the 
commodity (EEI) information using AES. This information can come directly from the exporter or the 
authorized agent or through a service center or port authority. AES validates the data against editing tables and 
U.S. Government agency requirement files and generates a confirmation message or error messages back to the 
filer. If the carrier is participating in the Vessel Transportation Module the carrier transmits the Receipt of 
Booking message when the booked cargo is received and the departure message following the actual departure 
of the vessel. Within ten calendar days after departure, the carrier will transmit the entire export manifest 
electronically using AES. AES also validates the transportation data then generates either a confirmation 
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message or an error message. Any errors messages generated by AES must be corrected and the corrections 
transmitted to AES. AES is a conduit through which required export shipment information reaches the 
appropriate agency. The Bureau of the Census extracts AES data to compile and publish export trade statistics. 
The goal is to eliminate manual processing and paper review of the EEI by providing accurate data, 
electronically, to be used for analytical and statistical reporting. AES checks dual-use shipments against licenses 
approved by the Bureau of Industry and Security and forwards the data to that agency. 


3.1.10 Biometric Entry-Exit – Traveler Verification System (TVS) 


In addition to the systems above, TASPD is also working in partnership with the air travel industry to transform 
air travel using biometrics as the key to enhancing security and unlocking benefits that dramatically improve 
the entire traveler experience. CBP will re-architect data flows and data systems to pre-stage biometrics data. 
The goal is to verify the traveler’s identity upon departure from the United States and match the departing 
traveler’s information with their corresponding entry information. 
The CBP “Biometric Pathway” will utilize biometrics to streamline passenger processes throughout the air 
travel continuum, and provide the opportunity to validate identities against DHS information systems 
using the data available. CBP will partner with airlines, airports, OBIM, and TSA to build a device 
agnostic backend system that 
interoperates with private sector investment in front-end infrastructure, such as self-service baggage drop off 
kiosks, facial recognition self-boarding gates, and other equipment; the CBP biometric-based entry-exit system 
will ultimately provide significant benefits to air travel partners, in addition to establishing a biometric air exit 
system. 
For the purpose of this PWS, the offeror will support TASPD and other stakeholders by performing operations 
and maintenance of the system to support Biometric Air Entry-Exit. The contractor will also provide support 
in expanding Biometric Entry/Exit to other environments/modalities such as land and sea including, but not 
limited to cruise ships, Privately Owned Vehicles (POVs), commercial buses, and pedestrians. Each mode of 
travel requires unique capabilities to address operational and environmental conditions to perform biometric 
confirmations while not impacting trade and travel. 
Land 
Since land travel is often unscheduled, CBP does not have the benefit of receiving passenger manifest 
information prior to travel as it does with air and sea, therefore a person’s identity and citizenship cannot be 
validated until they arrive at the primary inspection point. Proper inspection processing without advanced 
traveler information can take a considerable amount of time and result in severe congestion during peak crossing 
times at busy ports. 
Contractor support will include incorporation of various data elements into a biometric matching capability at 
POV lanes. CBP is the owner of primary vehicle lanes (unlike the air environment, where a departure gate is 
owned by an airport authority or airline). Contract support will include the following: 


• Implement a biometric solution to match inbound and outbound travelers to potential hotlists. 
• Implement a system to record crossing data information  
 


CBP will focus primarily on holding travelers accountable for self-reporting departure with a biometric 
verification component. If a traveler does not self-report their departure, CBP will assume the traveler is still 
in the United States (meaning the traveler would violate the terms of admission and not be eligible for re-
admission). 
Sea 
The CBP mission in the sea environment is to facilitate the lawful entry and clearance of vessels, collect proper 
duties, prevent crew desertions, and prevent unlawful persons or prohibited items from making entry into the 
U.S. To achieve this mission without augmenting staff, CBP must find ways to improve the entry process by 
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leveraging mobile and biometric technologies. Because of the similarities between U.S. seaports and aviation 
ports, CBP plans to leverage solutions developed for the air environment to implement biometric exit at sea 
ports. Contractor support will include: 


• Updates to mobile technology for matching to travelers in a cruise line environment, pleasure boats and 
boats for hire, which like general aviation present an extremely dynamic environment that will need 
innovative solutions. 


• Interoperability and data integration with cruise lines for image capture of facial comparison to 
valid travel documentation (i.e. passport). 


• Transmission of encrypted referral codes to cruise lines for traveler interception. 
• Implementation of system threshold requirements and indicator to CBP and cruise lines (match/non-


match). 
 
3.1.11 Global Travel Assessment System (GTAS) 


The Global Travel Assessment System (GTAS) is an air travel passenger screening and analysis system for 
enhancing global security. It was developed by CBP in the open source environment, so that foreign partner 
government entities could deploy it quickly with minimal startup costs. Ideally, these foreign partners would be 
engaged in the application’s improvement, and those improvements would be shared back with the development 
community. GTAS allows users to assess the risk of travelers through real-time processing of user-defined rules 
and watch lists. Additional risk assessment tools include a robust set of querying capabilities, case management 
system, auditing capabilities, and system checks. 
GTAS was built on a multi-tiered, modular system leveraging the most globally-accepted technology 
components. It currently supports 31 languages, and is available for download and use on github.com. 


3.1.12 Common Framework 


The Common Framework project is the enterprise effort responsible for the "common look + feel" across web 
and mobile applications. This includes responsive user interfaces, user experience design, reusable code and 
share services, developer experience, and application development best practices and education. The Common 
Framework project takes an open source, open data approach in promoting design, development, and operations 
best practices across the enterprise. The Common Framework directly aligns to the U.S. Digital Services 
Playbook. 
The theme for U.S. Customs and Border Protection web applications can be found at https://us-
cbp.github.io/cbp-theme. This is the common UI theme for CBP. It is used for internal and external web 
applications. 


The CBP Style Guide compliments the CBP Theme and can be found at https://us-cbp.github.io/cbp-style-
guide. The style guide describes CBP theme components and patterns and how to use them. 


 


4.0 OPERATING CONSTRAINTS 
 


 4.1 The Contractor shall use DHS/CBP approved products, standards, services, and profiles as reflected by the 
hardware software, application, and infrastructure components of the DHS/CBP TRM/standards profile. If new 
hardware, software and infrastructure components are required to develop, test, or implement the program, these 
products will be coordinated through the DHS and CBP formal Technology Insertion (TI) process. The DHS/CBP 
TRM/standards profile will be updated as technology insertions are accomplished. 


4.2 The contractor shall follow existing TASPD design standards unless deviation from those standards is 
approved by TASPD and the Contracting Officer’s Representative (COR). The contractor is responsible for 



https://us-cbp.github.io/cbp-theme

https://us-cbp.github.io/cbp-theme

https://us-cbp.github.io/cbp-style-guide

https://us-cbp.github.io/cbp-style-guide
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understanding the OIT Common Framework code libraries, tools, style guide, services, and best practices 
and shall build and maintain CBP applications using the OIT Common Framework before using open 
source, custom, or third party solutions. This documentation will be made available to the contractor upon 
request. 


 
4.3 All Application O&M and maintenance, updates, enhancements, upgrades, or modifications solutions 
within the scope of this PWS are inherent to the software applications and the corresponding application 
infrastructure. The hardware and platforms on which the TASPD system application operates is under the 
control of other programs and other contract vehicles, however application teams must support monthly server 
maintenance, as well as perform administration on both physical servers and virtual machines. Software 
changes are required to continue to properly interface with host platforms and existing physical and software 
interfaces. As infrastructure and applications are migrated to and operated in the cloud, the contractor must 
continue to meet or exceed current system performance. Security must also meet or exceed current levels 
while operating in the cloud. 


 
4.4 All proposed enhancements, improvements, modernizations and new capabilities added to TASPD 
systems are subject to review and approval by the Government in accordance with the TASPD 
Configuration Management/Control Plan. 


 
4.5 The AFI and ATS systems have a Section 508 waiver. Currently, all other systems are subject to 508 
compliance. 


 
4.6 TASPD strives to maintain full availability with an average acceptable quality level of 99.82%, which 
accounts for planned outages. The contractor will meet with this AQL. TASPD must regularly monitor 
system performance and tune system parameters to ensure a high level of system processing and 
responsiveness is available for thousands of end users. As such, operations and maintenance support includes 
Tier II and Tier III support related to TASPD applications, 24 hours a day, 7 days a week (24x7) for on call 
support, monitoring and administering the physical and virtual machines and 24x7 Database Administrator 
(DBA) support. 
Most TASPD Tier III support is assigned from Tier I support (CBP Help Desk) directly to Tier II support 
(TASPD ATS Help Desk). If Tier II support cannot resolve the ticket, it is assigned to the application team 
(Tier III). Tier II will typically reach out directly to the application team for support. TASPD does not 
currently have dedicated Tier III staff, but each application team has to manage Production support and 
troubleshooting of issues that cannot be handled by Tier II. 
In order to maintain availability 24 hours a day x 7 days a week x 365 days a year (24x7x365), all TASPD 
project teams are required to have a duty officer phone which are rotated among team members. These devices 
will be furnished by the Government and must be staffed at all times. If Production issues come up either 
during work hours or outside work hours, which need to be resolved right away, the application team (Tier III) 
will be contacted either by the CBP Duty Officer, CBP Technology Operations Center, TASPD Duty Officer, or 
TASPD Government Manager to troubleshoot and resolve the issue. Other team members may need to be 
engaged as necessary if the person carrying the duty phone needs support. Additionally, some users will reach 
out to the application teams directly (designated leads and POCs), including the TASPD Government Manager, 
with issues that need to be investigated. These issues may include diagnosing and addressing the questions 
raised by the users, corrections in Production that need to be applied right   away, or code changes that need to 
be scheduled into a release. 
4.7 Lifecycle support is required for all applications to include: requirements definition, tailored SELC and 
project documentation updates and training. Refreshes to the system happen at least on a monthly to 
quarterly basis, with the exception of urgent changes which can occur as quickly as within one day. 
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Production and troubleshooting support is expected on an ongoing basis, as well as support for priority data 
calls to support the user community. 


 
 4.8 All personnel supporting TASPD must have proper DHS/CBP security clearances per the CBP Security  
  Handbook. 
 
4.9 All contractor personnel supporting work on this PWS are required to use GFE computers and software 
hosting facilities. Exceptions must be approved on a case-by-case basis by the COR. 
 
4.10 All software applications and the TASPD work in an environment that requires collaboration and 
cooperation with other government agencies and other contractors supporting TASPD and other related 
programs with common or shared missions and objectives. 


 


5.0 OBJECTIVES 
The overall objective of this task order is to obtain the full range of operations and maintenance support for the 
U.S. Customs and Border Protection (CBP), Targeting and Analysis Systems Program Directorate (TASPD) 
suite of computer and automated software applications. Additionally, the contractor will ensure all computer 
and automated software applications are updated and enhanced as necessary to respond to evolving 
technologies, threats, and mission critical requirements of CBP. 


5.1 Objective 1- Task Order Project Management 


Work efforts performed in support of this objective require management expertise, oversight, control, and 
direction in team building, communications, time management, quality assurance and quality control, procedure 
development, risk management, configuration management, cost management, and software integration. These 
areas and controls shall be continuously applied in the performance of the task areas shown below. 
Provide overall project management support, including a transition plan, project planning, scheduling, tracking, 
and overall financial management. Specific duties shall include the preparation of plans and schedules based on 
technical and management data; scheduling and conducting technical and planning meetings; conducting 
reviews; and preparing status reports. 
Weekly status meetings shall occur to discuss status of projects, issues, and problem areas related to the 
projects. The Contractor shall document the results of each meeting and submit this document weekly to the 
COR. In addition to reporting the status of each project, the Contractor shall provide the Government with 
fund status reports. Refer to section 7.5 for more information on the submission of each report. 
The Contractor shall have the ability to recruit, hire, and retain CBP-cleared resources immediately following 
contract award, ensure proper staffing and skill set coverage at all times, and effectively address changes in 
work priorities and staffing. Demonstrate innovative ways to recruit and retain personnel. 
Provide oral presentations and/or executive briefings on the project and application statuses when necessary. 
Follow an iterative or Agile-based program and project management and deployment methodology which will 
allow for effective scope control and risk management.  Agile methodology must follow the tailored SELC and 
comply with CBP and DHS policy, including DHS Directive 102-01. The Contractor shall also provide support 
to Integrated Product Teams (IPTs) as directed by the Government in support of the development/deployment 
of future functionality. The Contractor shall work with the IPTs to ensure alignment and compliance between 
deliverables, schedule, scope and agile methodologies. The Contractor shall also support the Government IPT 
project manager with Agile support and provide regular status reporting and scheduling that complements the 
Agile development methodology. 
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An Agile-based approach to management is critical to CBP’s mission as it provides enhanced visibility 
throughout the lifecycle of a project, enabling OIT the necessary insight into achievement, progress, challenges, 
goals and next steps. It also enables TASPD to accommodate high priority changes and changes in direction as 
dictated by the product owners and the user community, in response to new and evolving threats and risks. 
TASPD is a very agile, nimble organization and new features which comply with the user requirements are 
often implemented in a very short amount of time. In an Agile organization, project teams deploy functionality 
incrementally, minimizing the potential for risk impacts, and provide streamlined documentation throughout the 
phases of a project. The contractor is expected to do sprint and release planning (with user stories in Jira), 
execution, review and demonstration and retrospectives. The contractor shall determine, prioritize, and 
document the product backlog for the project, develop definitions of done, conduct daily scrums, and utilize the 
Atlassian suite of tools to document the agile process. 


5.2 Objective 2 – Operations and Maintenance of TASPD Computers, Server and Software Applications 


The contractor shall provide all operations and maintenance (O&M) solutions, processes, and procedures 
necessary to sustain the suite of TASPD computer and software applications within the DHS enterprise at the 
highest levels of security, service and availability consistent with cost, schedule, and performance objectives. 
Application availability is exclusive of planned outages and deployment windows, but inclusive of computers, 
operating systems, network, work stations and software applications where TASPD has authority to operate as 
required to support the CBP mission objectives. Planned outages and deployments are scheduled with the 
product owners, with the goal of keeping down time to a minimum. The acceptable average quality level of 
application availability is 99.82% (See Section 5.6). Refer to the clauses in Addendum A for minimum 
security requirements. A full range of O&M solutions is necessary to ensure TASPD computer and software 
applications operate efficiently, effectively and securely, and are available to support CBP mission 
requirements. This O&M support will emphasize performance monitoring to identify and resolve performance 
risks before they impact mission performance while responding to customer identified performance 
deficiencies and/or outages (i.e., break/fix). 
Performance shall be evaluated on a continual basis to ensure there is no degradation to current performance 
levels. The contractor shall maintain or improve the performance as system capabilities and usage continue to 
grow. 
The contractor shall provide a full range of O&M to include, but not limited to, monitoring the health of 
production applications, troubleshooting software and system related issues, fixing software defects, as well as 
designing, creating, testing and implementing software production baseline updates. The contractor shall 
maintain strong collaboration with the Government lead, product owners and the designated POCs for the 
user community on an ongoing basis, to ensure that priority objectives and requirements are clearly 
understood by the contractor and implemented successfully based on established priorities. The contractor 
shall support all data modeling for new changes, new data feeds and data transfer mechanisms, data dictionary 
updates, ETL and cleansing, data analysis, and all database maintenance/administration tasks related to this. 


 5.3 Objective 3 – TASPD Computer and Software Application Performance Upgrades, Improvements and    
Enhancements 


This effort encompasses system upgrades, improvements and enhancements, which are generally 
updates/changes to existing systems and the corresponding infrastructure installation, patching, and 
management. The Contractor shall provide all phases of software requirements, design, development, testing 
and implementation, to ensure TASPD software applications continue enabling their users to meet their mission 
goals and objectives. These efforts include the full range of software requirements, including, but not limited 
to, planning, requirements definition and analysis, systems design and development, coding and testing, 
integration, implementation and production support, and legacy system retirement. The contractor shall follow 
all CBP and DHS SELC procedures as applicable for the level of the enhancement.  Consistent with the 
DHS/CBP SELC process and with the approval of the COR, the contractor shall take all necessary actions to 
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identify and incorporate software solutions to optimize the performance and operational cost efficiency of the 
TASPD suite of computer and software applications in support of the CBP mission. The offeror shall increase 
and enhance collaboration, responsiveness, transparency, and accountability with business owners and 
stakeholders, to ensure end users / stakeholders receive a high level of customer service to address high priority 
requests timely and to deliver new and enhanced solutions quickly, according to priorities set by the 
stakeholders.  


5.4 Objective 4 – Cloud Migration 
This objective encompasses migration of applications and services to the cloud, including legacy and new 
applications and all infrastructure, in a cost-effective, secure, and agile way. The strategy for migrating to 
cloud based services and infrastructure should align to the strategy of the Federal Data Center Consolidation 
Initiative (FDCCI), the objectives of the enterprise service delivery model, the CBP OIT target/cloud 
architecture, and support the agency’s ability to deliver future sustainable services. This effort will enable 
TASPD to innovate and modernize the way software is built, deployed and managed. This approach will need 
to successfully enable TASPD to quickly, reliably and consistently deliver modernized digital solutions. These 
solutions include building digital solutions based on micro services, implementing API based modern web 
frameworks, building solutions that are extensible to mobile and forward-looking industry paradigms, building 
consistent, standard, reliable and portable environments in the cloud, defining container strategies and 
operational  models. Support includes conducting an inventory (including users, applications, infrastructure, 
security and privacy, and service management), application mapping, conducting suitability analyses, providing 
recommendations to the government for the industry/service model, migration planning, including developing 
the migration roadmap, maintaining cloud infrastructure servers and virtual servers, operating systems, 
databases, applications containers and associated software, patching, DNS, network, storage and message 
transport). 
The contractor will provide cloud migration support services that accommodate considerations from an 
enterprise perspective including impacts on other directorates, contract, management and technical 
components including application, infrastructure and security. The contractor shall tie cloud migration 
recommendations to the purpose of the applications or services being migrated and should include users, 
stakeholders, operating hours, and related input and output processes based on the role and business function 
of the affected systems. Specific objectives include: 


 5.4.1 Technical Objectives 


• Provide all technical advisory services necessary to fully develop and deliver services for the appropriate 
phases. 


• Provide services that account for the systems lifecycle, ranging from development, testing, and 
production and include considerations for maintaining cloud services post-deployment. Provide 
recommendations for commercial cloud environments for production, integration, development and 
sandbox purposes to support the complete systems lifecycle. 


• Provide recommendations for open-standards based technologies whenever possible to provide 
interoperability. Recommend specific standards that should be utilized including: 


o Open Virtualization Format (OVF) – applicable only to IaaS virtual machines 
o Cloud Data Management 
Interface(CDMI)  
o Open Cloud Computing Interface 
(OCCI) o Other standards as required 


• Provide capacity planning for additional resources for bandwidth, storage, and software licenses as 
required supporting the migration and on-going operations beyond the initial amount planned for 
operations. 


• Provide migration status including milestones and support or implement specified migration testing 
plans and related rollback capabilities. 


• Provide recommendations, standards, and associated SLAs to maintain sufficient and cost effective 
continuity of operations. Develop and contribute relative details to business continuity plans (BCP) 
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that satisfy the cloud service layers and components. 
• Provide cloud solution requirements that maintain static, replicated, or live data at a site geographically 


disparate from the production site, when appropriate, such that the loss of one data center does not 
prohibit recovery of data within the prescribed recovery time objective. 


• Provide approaches for efficient usage of cloud elements such as processor, RAM and data storage tiers, 
network capability and availability as needed within the target applications and services. 


 
5.4.2 Security Objectives 


• Provide support and cloud services in compliance and alignment with Federal statutory requirements (e.g. 
38 
U.S.C. 5725) governing the protection of Personally Identifiable Information (PII) and Patient Medical 
Information (PMI), Federal Risk and Authorization Management Program (FedRAMP) standardized 
security assessment, authorization, and continuous monitoring policies as required by the scope of the 
project. Assessment and Authorization (A&A) activities will be included as part of the migration 
recommendations. 


• Provide cloud migration security and privacy that are consistent with the NIST Special Publication 800-
144 – 
“Guidelines on Security and Privacy in Public Cloud Computing” or other applicable standards and 
guidelines. 


• Provide recommendations for and implement security for non-standard data transfers both in transit 
and at rest resulting from the migration of the infrastructure, applications and services to the cloud. 


• Provide specified auditable events related to the infrastructure, applications and services 
• Identify any additional Security and Privacy standards to which cloud service providers should 


conform their services/solutions. For example: Properly securing connections between formerly co-
located systems, including systems not migrated for business or other reasons. 


• Create effective compliant risk assessments, routine vulnerability scanning, system patching 
and change management procedures, and the completion of an acceptable contingency plan for 
cloud service. 


• Provide recommendations for administration support services to TASPD project system administrators 
to make sure that security controls not implemented by the Cloud Service Provider are available to the 
project administrators. Each Cloud Service Provider should publish a worksheet in their security 
documentation package that details security control responsibility for the particular type of cloud 
service offering (IaaS, PaaS, or Saas). 


• Properly securing the connections between formerly collocated systems, including systems not 
migrated for business or other reasons. 
 


 5.4.3 Cloud Management Objectives 


• Maintain clear government visibility into program cost, schedule, technical performance, and risk. 
This includes provide meaningful reporting and analytics weekly that provide TASPD with up-to-date 
and comprehensive information regarding technical and management performance. 


• Provide recommended transition plans detailing milestones, activities, and timelines for the 
migration of infrastructure, applications and services to the cloud. 


• Provide operational expertise and support for the business implementation as well as the user support 
required to ensure a successful implementation and rollout of the new cloud solutions. This includes 
but is not limited to communications to the workforce and external stakeholders, organizational change 
management, training, and documentation. 


• Develop, maintain and support a change management strategy focused on optimizing user acceptance 
and technology adoption. The organizational change strategy shall address preparation for the 
change(s), and any impacts and steps for execution associated with changes needed to implement 
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cloud services. 
 
5.5 Objective 5 – TASPD Performance Innovation 


In addition to Objectives 1-3, the Government is interested in identifying new, innovative ways of enabling 
more effective and efficient performance. This task is to be used as a means for improvement and possible 
replacement of existing software applications and processes within TASPD. The Government is looking for 
innovation in, but not limited to, the following areas: surge capacity, increased consistency and value of 
applications, improved user experience, reduced project risks, and reduced implementation and O&M costs. 
CBP's vision is to continue to streamline operations and integrate with other systems to the extent possible. 
The contractor shall innovate beyond simple modification of existing processes by recommending the 
utilization of new tools and methodologies. Tools not currently on the DHS approved list must be submitted to 
the Technical Reference Model (TRM), which has an estimated approval time of 14 days. The contractor shall 
use a variety of statistical metrics to generate quantified performance reports of project innovation, 
effectiveness and efficiency. Produce narrative descriptions, tabular data, graphical representations, and 
presentation materials that cover the entire process from methodology through results to include analysis of 
performance change. 
The contractor shall provide the COR with a report detailing the recommendations for innovation and specific 
action plans to improve performance within 150 days of contract award, and every 6 months thereafter. The 
Government will review these reports and approve or deny the innovation as they see fit. 
This task will run simultaneously to sections 6.1, 6.2, 6.3, and 6.4 throughout the life of the contract. 


6.0 DELIVERABLES AND DELIVERY SCHEDULE 
 


 
Deliverable ID 


 
Description of Deliverable 


 
Deliverable Date/Time Frame 


0001 Security Plan, in accordance with 7.1 No later than 5 days after 
transition start date 


0002 Draft Incoming Transition Plan Due with Phase II response 


0003 Performance Work Statement (PWS) Due with Phase II 
response 


0004 Submission of all CBP BI Packages No later than 5 days 
following contract award 


0005 Post-Award Kick-off Meeting No later than 5 days 
following contract award 


0006 Quality Control Plan Due with Phase II 
response 


0007 Final Revised Incoming Transition Plan No later than 5 days after 
transition start date. 


0008 Weekly Status Reports and Meetings Weekly 


0009 Contract Staff Training Requirements As Required; To be reported by 
the 1st and 15th day of each month 


0010 Ad-hoc reports As Required 
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0011 Project Management and SELC 
Documentation 


As Required for new projects 


0012 Innovation Reports No later than 150 days after 
contract award, every 6 months 


 
0013 Cloud Migration Reports in accordance 


with Objective 4 
Weekly 


0014 Outgoing Transition Plan 365 days prior to the end of the 
final period of performance 


 


   6.1 Security Plan 


The contractor will be responsible for ensuring that the contractor team complies with contract security 
requirements and sensitive information protection policies, including ensuring that all personnel have the 
appropriate level of clearances. The contractor will deliver an IT Security plan to the Government outlining 
their plan to comply with the Government’s administrative, physical and technical security controls. 


  6.2 Incoming Transition Plan 


The Contractor shall submit a draft Incoming Transition Plan for the transition from the incumbent to the 
Contractor with their Phase II response. The Contractor shall coordinate with the Government in planning 
and implementing a complete transition to the Contractor's proposed support model. The plan should 
include staffing approach including the processing of paperwork for the background investigation process, 
knowledge transfer and strategy for taking over the work including when responsibility for each project 
shifts to the newly awarded contractor. 
The Government has designated a transition period for the incoming Contractor to coordinate and work 
with the incumbent Contractor. The Contractor shall assume support responsibilities in accordance with its 
Incoming Transition Plan, processes, procedures, and schedule. The Contractor shall implement the ramp-
up process without disruption to TASPD operations or interruption/delay to the application systems and to 
the enhancement work in progress at the time of the transition.  The Contractor shall make all necessary 
preparations to begin performance in order to ensure no impact to scheduled critical activities. 
The Incoming Transition Plan shall include, at a minimum: 
• Overview of the transition effort; 
• A work plan that identifies milestones, measurable tasks, and resources required to assume responsibility 


for all in- progress and pending activities; 
• A detailed summary of all transition events and estimated milestone dates. The transition timeline shall be 


presented as a schedule in graphic format showing the timing, sequence and interdependencies of tasks. 
The transition schedule shall be supplemented by narrative, as needed to provide a clear understanding of 
the transition plan. 


• Define interfaces with CBP and the offeror’s proposed coordination with the current contractors; 
• If transfer of existing CBP databases to other hardware/software formats is proposed, the offeror shall 


explain how and when the proposed formats/systems and their capabilities will be demonstrated prior 
to effecting any transfer; 


• Identify the risks to the transition effort and include mitigation and contingency plans in the event the 
transition cannot be executed on schedule; 


• Specific measures and metrics to be used to monitor and evaluate the transition activities; 
• How the offeror will recruit, hire and onboard the staff needed to ensure mission success to include 


incumbent capture; 
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• Government-furnished property inventory management assistance; 
• Specific measures and metrics to be used to ensure that system performance and response times 


are not degraded during the transition period; 
• Plan for submission of all available CBP BI packages 
• Identification of the Incoming Transition team members by name, position, and responsibilities; and 
• A plan for executing redundant performance with the outgoing contractor upon successful completion of 


knowledge transfer. 


A Final Revised Incoming Transition Plan is due five (5) business days after the Contractor-Government kick-
off meeting. The Final Incoming Transition Plan will be executed without disruption to operations. The 
Contractor is fully responsible for all aspects of the work throughout the Incoming Transition period in 
accordance with the Contractor’s Incoming Transition Plan. The Contractor shall make all necessary 
preparations to begin Task Order performance in accordance with its Incoming Transition Plan in order to 
ensure no impact to daily operations or scheduled critical activities. 


  6.3 Clearance Process 


The following information is provided to prospective organizations who have never worked with CBP 
before, or for those who do not have knowledge of the background investigation process. Information 
provided is based upon averages, and is meant to provide a basis for estimating the time it may take to clear 
resources. 
The background investigation (BI) process within the Department of Homeland Security (DHS), 
Customs and Border Protection (CBP) begins when the contractor submits the Contract Employee 
Initial Background Investigation Form (Form 77), Background Investigations Requirements 
Determinations (BIRD) form, Fair Credit Reporting Act release form and the new contractor 
information sheet to the Government. The Government approved paperwork is then submitted to the 
Office of Professional Responsibility (OPR) for a determination regarding whether the applicant is 
eligible for 1) reciprocity, or 2) needs to be invited into e-QIP. CBP OPR will review the BIRD 
request, along with attachments, to conduct the appropriate systems check to render the appropriate 
determination, i.e., initiation required, reciprocity eligible, reactive, reciprocity revoked. This 
determination process takes approximately 1 week. 


1) If candidate is eligible for reciprocity, the process to a full background investigation averages 
about 1 month.  


2) If the determination rendered was “Initiation Required” or “Reciprocity Revoked,” the 
Government will be responsible for taking the appropriate action to allow the applicant access 
to e-QIP.  The applicant will need to complete e-QIP, financial disclosure forms and finger 
print cards.  This process takes approximately one week, however the applicant has up to 30 
days.  All forms are to be submitted to the Government for review.  If all forms and e-QIP are 
completed, the BI package is submitted to OPR.  If not, e-QIP is rejected and must be 
corrected.  After submitting the BI package to OPR, the BI is conducted.  An Interim BI is the 
next step in the process and averages approximately 40-50 days.  A full BI averages 
approximately 130-140 days after the Interim BI is granted.  Please note that this is the best 
case scenario, applicants may drop into Delay, which means that more documentation is 
required for the BI to be completed.  Delayed applicants can remain in delay for many months 
and may be found unsuitable and therefore unable to be hired onto the contract.  From 
submission of documentation to a delay determination usually averages one to two months. 


 
Overall, the average time to receive a Full BI, from submission of the required BI documents, is 175 
days. This time estimate is furnished for the purposes of indicating the time required to obtain CBP BI 
cleared personnel. This is the Government’s estimate and is not intended to be binding on either party 
or to be the only possible scenario. 
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All members of the project team must obtain CBP Suitability to begin work. Reference 5 CFR Part 731, 
“Suitability.” Some of personnel under certain tasks will need to possess a Top Secret Security Clearance with 
access to SCI in order to research and review (Classified) threat information. When a security clearance of 
secret or higher is required in performance of the order, a completed DD Form 254 is required. Many of the 
contractors who support TASPD have Secret, Top Secret or TS/SCI clearances. Although no requirements are 
set forth for the number of contractors with clearances required, TASPD is moving in a direction where 
candidates with Secret and Top Secret clearances are preferred. 


 6.4 Quality Control Plan 


The Contractor shall have an established, maintained, and effective Quality Management System (QMS) that 
ensures quality products and services are delivered to the Government. The Quality Control Plan shall 
describe the QMS in sufficient detail to permit an assessment of the contractor’s QMS by the Government. 
The Quality Control Plan shall describe the Contractor’s approach to meeting the quality, timeliness, 
responsiveness, customer satisfaction, and other product and service delivery requirements. 


 6.5 Weekly Status Reports 


The contractor will provide regular communication of project status through weekly status reports and weekly 
face-to-face status meetings between the team, the COR, the CBP government leads and any other stakeholders 
as identified by the Government. The contractor is responsible for monitoring the contract by tracking expended 
funds. 
The Contractor shall provide the COR with a weekly report, for each task in section 6.0 with an overview of 
work accomplished the previous period and work scheduled for the upcoming week. This report shall contain 
the following information at a minimum: 


• Planned activities and desired results for the next reporting period with milestones and deliverables; 
• Issues and risks affecting technical, schedule, or cost elements of the contract, including background, 


impact and recommendations for resolution; 
• Results related to previously identified problem areas with conclusions and recommendations; 
• Team organizational chart; 
• Funds Status Report that supplies funding data about the task order. 


o Updating and forecasting contract funds requirements based on burn rates; 
o Developing funds requirements and estimates in support of approved investments; 
o Determining funds in excess of contract needs and available for de-obligation. 


 
6.6 Contractor Staff Training 


All contract personnel are required to complete the DHS/CBP mandatory PALMS training courses by the 
mandatory due date(s). The Contractor is responsible for maintaining records of contracting employees that 
have completed the mandatory training and provide semimonthly updates to the COR on the 1st and 15th day 
of each month or the next business day if the 1st or 15th is a Holiday or on the weekend. The Contractor is 
also responsible for providing copies of the training certificates to the COR when requested. 


6.7 Contractor Outgoing Transition Plan 


At the completion of performance of this task order, the Contractor shall fully support the transition of the 
Contractor’s work that is turned over to another entity, either Government or a successor offeror(s). The 
Contractor shall assist with transition planning and shall comply with transition milestones and schedules of 
events. 
The Contractor shall be responsible for the implementation of the transition and application cutover activities. 
The transition shall cause no disruption of services. To ensure the necessary continuity of services and to 







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK STATEMENT  


PAGE C-O&M-23  


maintain the current level of support, the Government may retain services of the incumbent Contractor for some, 
or all of, the transition period, as may be required. 
The Contractor shall be responsible for the transition of all technical activities identified in this task order. As 
part of the transition, the Contractor shall be responsible for: 


• Inventory and orderly transfer of all Government Furnished Property (GFP), to include hardware, 
software, and licenses, Contractor Acquired Government Property, and Government Furnished 
Information (GFI) to include 


• Transfer of documentation currently in process into repositories 
• Transfer of all software code in process into repositories 
• Certification that all non-public DHS information has been purged from any Contractor-owned system 
• Exchange of accounts to access software and hosted infrastructure components 
• Participate in knowledge transfer activities in accordance with the transition plan 
• Provide members to and participate in transition management 
• Identify transition risks and risk mitigation 


The Contractor shall submit an Outgoing Transition Plan. The Outgoing Transition Plan shall include support 
activities for all transition efforts for follow-on requirements to minimize disruption of services. The Outgoing 
Transition Plan shall: 


• Review, evaluation and transition of current support services 
• Provide report on status of all deliverables; 
• Provide report on problems encountered during period of performance; 
• Provide report on current issues, problems, or activities in process that require immediate action; 
• Applicable debriefing and personnel out-processing procedures; and 
• Identify and provide a schedule of routine events for continuity of program 
• Identify equipment, hardware, software, documents and other artifacts that are included in the transition 
• Establish roadmap and backlog 
• Identify transition risks and risk mitigation 
• Define roles and responsibilities 
• Define transition approval authorities and lines of communication 
• Define a knowledge transfer approach 
• Define a property inventory and transition approach 
• Provide checklists 


A Transition Plan shall be delivered 365 calendar days prior to the task order expiration date unless otherwise 
directed by the CO. The Contractor shall account for a 10 business day Government review process prior to 
executing the transition. Upon award of a follow-on contract, the incumbent Contractor will work with the new 
Contractor to provide knowledge transfer and transition support, as required by the COR. 


7.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION 
(a) The Government will furnish only that equipment necessary for the Contractor to carry out its work efforts 
under this PWS at the Government facility. This includes normal workspace accommodations such as desk, 
chair, desk phone, and computer. While performing work under this PWS in Government facilities, the 
Contractor may have the use of other normal office EIT devices, such as fax machines (not classified), copiers, 
projectors, etc. It is required that the contractor obtain CBP Personal Identity Verification (PIV) cards as they 
are necessary to log into all computers and laptops. 
(b) The Government will provide to the Contractor cell phone, laptop or other portable devices, such as mobile 
devices or other PDAs upon the written consent of the COR justifying the need for such equipment. 
(c) The Government will furnish all necessary related documentation in its possession that may be 
required for the Contractor to perform this contract. 
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8.0 PLACE OF PERFORMANCE AND HOURS OF OPERATION 
 
     8.1 Place of Performance 


U.S. Customs and Border Protection (CBP) will provide space in multiple facilities for the on-site contractor 
staff to perform the required tasks in the Washington DC Metro area, however most work is performed at site 
(a) below. Other      locations for this work are below, although other Washington DC area offices may be 
occasionally used. All work required under this contract shall be performed by the Contractor at Government 
sites unless otherwise directed by the Government. Travel to other Washington DC area Government locations 
may be necessary. 


 
a. OIT, Kingstowne Facility, Alexandria, VA 22315 
b. OIT, Herndon Facility, Herndon, VA 20170 
c. Ronald Reagan Building, 1300 Pennsylvania Ave, NW, Washington, DC 20229 
d. OIT, Ashburn Facility, Ashburn, VA 20147 
e. Data Center, Newington VA 
f. National Targeting Center, Sterling, VA 20164 
g. Walker Lane Facility, Alexandria, VA 22310 
h. Beauregard Facility, Alexandria, VA 22311 


 
8.2 Hours of Operation 


For those contractor personnel working in direct support of TASPD, the normal business hours are 7:00 am to 
6:00 pm (EST), Monday through Friday with core business hours between 8:00 am and 5:30 pm each business 
day. The contractor shall ensure coverage of these core hours for those in direct support of the TASPD. 
TASPD and those directly supporting TASPD will recognize all official federal holidays. However, all TASPD 
computer and software applications support a 24/7/365 mission requirement and the contractor shall ensure 
system application performance standards are maintained over the full range of mission operations. Due to the 
nature of the work, overtime is authorized under this PWS, however all overtime must be requested in advance 
and approved by the COR and Contracting Officer. The Contractor must provide a central point of contact to 
reach the necessary staff in the event of system problems or emergencies. If required by the COR or 
Government Team Lead, the contractor’s staff shall report on-site after normal hours to address system 
problems. 


9.0 PERSONALLY IDENTIFIABLE INFORMATION (PII) 
When a contractor, on the behalf of CBP, handles Sensitive PII data, stores and transmits, the contractor will 
Accredit (ATO) this information system to the High, High, Moderate (HHM) FIPS level.
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PERFORMANCE WORK STATEMENT (PWS)  


Department of Homeland Security (DHS) - Customs and Border Protection (CBP) - Office 
of information and Technology (OIT) - Targeting and Analysis Systems Program 


Directorate (TASPD) 


Business Intelligence Support Services (BISS) 


1 BACKGROUND 
 


The U.S. Customs and Border Protection (CBP) is a component of the Department of Homeland 
Security (DHS), and the priority mission of CBP is to prevent terrorists and terrorist weapons 
from entering the United States.  This important mission calls for improved security at America's 
borders and ports of entry as well as for extending the zone of security beyond physical borders 
so that American borders are the last line of defense, not the first.  CBP also is responsible for 
apprehending individuals attempting to enter the United States illegally, stemming the flow of 
illegal drugs and other contraband; protecting our agricultural and economic interests from 
harmful pests and diseases; protecting American businesses from theft of their intellectual 
property; and regulating and facilitating international trade, collecting import duties, and 
enforcing U.S. trade laws. 


The Office of information and Technology (OIT) is the information technology component of 
CBP.  OIT’s responsibilities are vast-ranging from designing, delivering and maintaining 
technology based capabilities to enterprise architecture and governance.  OIT also provides 
solutions that support CBP inspection and enforcement activities to help CBP Officers and 
analysts protect our borders and safeguard America. OIT is responsible for enhancing, 
administering, and maintaining intelligence and targeting systems and related systems that help 
secure the supply chain and support CBP’s layered defense strategy for international cargo and 
passengers.  


The Targeting and Analysis Systems Program Directorate (TASPD), one of OIT’s program 
directorate, is responsible for developing and maintaining analytical and targeting software systems. 
The purpose of this Performance Work Statement (PWS) is to procure services that will support 
TASPD with respect to business intelligence support services.  As volumes of data increase in people, 
cargo and conveyances, officers require more efficient access to relevant real-time information on 
which to base critical admission decisions.  Risk assessment strategies are multi-tiered in approach and 
founded on complex statistical studies, data analysis and rules based on knowledge engineering.  


2 SCOPE 
Business intelligence support services are needed to assist CBP officers and border enforcement 
personnel in effectively and efficiently identifying cargo, individuals and conveyances that may 
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present additional risk to the United States; conduct terrorism analysis and global assessments that 
convey changes in terrorism threats and identify emerging threats; develop and evaluate CBP-wide 
intelligence based targeting rules and intelligence driven special operations; and coordinate and 
enhance analysis and targeting efforts.  Support includes: 


• Project Management: Provide oversight to effectively and efficiently manage this task order 
including maintaining adequate levels of technical resources, reporting, quality assurance and 
financial controls. 


• Intelligence Analysis - Counterterrorism - Social Networking: Provide research, analytical 
and targeting support by providing data extraction and data management support, network 
analysis, complex query design and visualization capabilities 


• Predictive Modeling: Provide data-driven modeling to further modeling efforts 
incorporating state-of-the-art analytical tools, harnessing the power of machine learning, 
and focusing on analytical work. Work to discern anomalies that would escape the 
human eye as well as subtle common features that are highly predictive of future 
behavior. 


• Proxy Positives/National Security Inbound (NSI): Facilitate the standard definition of 
a Proxy Positive by reporting the Proxies (rail) that meet the criteria set out in National 
Security Proxy Positives Reporting Process and evaluating the results and providing 
feedback on which seizures to include, and reporting the refined set of Proxies.  That 
NSI reporting process facilitates objective assessment of model efficiency and 
effectiveness for all other applicable modes of transportation and threat domains. 


• Entity Resolution: Improve passenger vetting through improved true positive 
identification of imminent travelers, additional name variants and augmented data and 
advance matching probability that will improve matching precision to reduce labor, 
speed processing, and increase targeting accuracy.   


• Threat Research Support: Research specific threat behavior using all reasonably 
available data (classified, open source, CBP historical and transactional data, etc.) and 
then analyze and model that behavior) for the purpose of developing threat assessment 
techniques to target that behavior. 


• Visualization: Provide visual representation of threat indicators which allows analysts to 
visualize and comprehend vast amounts of interrelated information in graphical and 
spatial representation. 


• Query Support: Provide query support on big data platforms to support a growing 
demand in the number of users, quantity of requests, and complexity of queries for 
intelligence analysis. Includes searching and analyzing data stores, querying and 
extracting information and running impact assessments. 


3 APPLICABLE DOCUMENTS 
 


DHS Directive 102-01 


CBP Security Handbook 


DHS/CBP Program Lifecycle Process Guide 
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DHS MD 8110 – Intelligence Integration and Management 


CBP Agile Framework 


CBP SELC process 


Office on Accessible Systems and Technology (OAST) Compliance 


DHS Information Security Policy, MD4300.1, Information Technology Systems Security  


DHS MD 4300A, DHS Sensitive Systems Policy and Handbook, CBP Information Systems 
Security Policies and Procedures Handbook HB-1400-05 


All applicable National Institute of Standards and Technology (NIST) Special Publications (800 
Series) 


DHS Data Management Policy MD 103-01 


Addendum A – DHS Clauses 


Addendum B - National Security Proxy Positives Reporting Process – The performance by the 
contactor of Task 4.4 of this Performance Work Statement must adhere to this established 
process.  


Addendum C – Technical Environment 


4 TECHNICAL ENVIRONMENT 
 


OIT performs system activities in a technical environment supported by a broad set of 
architectural components and/or Commercial-Off-the-Shelf (COTS) packages.  Addendum B 
lists hardware and software components of the general infrastructure and development / 
production environment in terms of both hardware and software.  We have adequate computing 
capacity for our current and projected needs to include development, testing and production. This 
includes associated networking, storage and offsite infrastructure.  


 
5 SPECIFIC TASKS 


 


5.1 PROJECT MANAGEMENT 


The Contractor shall maintain adequate levels of project management, technical resources, 
quality assurance and financial controls.  These areas and controls shall be continuously applied 
in the performance of the task areas shown below. 


This task is defined by the following activities: 
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1) Provide overall project management assistance, including project planning, scheduling, 
tracking, and overall financial management. Specific duties shall include the preparation 
of plans and schedules based on technical and management data; tracking budget and 
expended funds; scheduling and conducting technical and planning meetings; conducting 
reviews; and preparing status reports. 


2) Weekly status meetings to discuss status of projects, issues, and problem areas related to 
the projects.  The Contractor shall document the results of this meeting and submit this 
documentation weekly. 


3) The Contractor shall provide oral presentations and/or executive briefings as needed. 
4) The Contractor shall have a validated Earned Value Management System (EVMS) to 


accommodate any new development tasks or specific projects as identified by the 
Government that may arise during the course of this contract. An EVMS is only required 
for new large development projects that may begin during the course of this contract. 


5) An iterative or Agile based program and project management and deployment 
methodology shall be used, as agreed upon with the Government, whichthat will allow 
for effective scope control and risk management.   Agile methodology must follow the 
tailored SELC and comply with CBP and DHS policy, including DHS Directive 102-01. 
The Contractor shall also provide support to Integrated Product Teams (IPTs) as directed 
by the Government in support of the development/deployment of future functionality. 
The Contractor shall work with the IPTs to ensure alignment and compliance between 
deliverables, schedule, scope and agile methodologies.  The Contractor shall also support 
the Government IPT project manager with Agile support and provide regular status 
reporting and scheduling that complements the Agile development methodology. 
 


5.2 INTELLIGENCE ANALYSIS - COUNTERTERRORISM - SOCIAL 
NETWORKING 


The Contractor shall provide  research, analytical and targeting support by providing data 
extraction and data management support, network analysis, complex query design, and data 
visualization capabilities to National Targeting Center (NTC) officers. This support includes 
integration of analytic services and support of existing application and new applications. 


This task is defined by the following activities: 


1. Perform research to include identification and visualization of networks using 
internal and external data sources.  Create or augment networks that enhance 
understanding of transnational criminal organizations (TCOs).  Research the entities, 
roles, and relationships within such networks to identify illicit activity.  Entities include 
but are not limited to persons, conveyances, shipments, and documents.  Analyze trade, 
travel, criminal activity, and money movement to isolate those actors, activities, and 
networks that represent threats to the US security or legal trade and travel. 
 


2. Coordinate with intelligence community.  Working within Sensitive Compartmented 
Information Facilities (SCIFs), gather analyst requirements, review classified 
information, and use analytic tools to support analysis of threats.  Support the transfer of 
unclassified information to high side analysts.  Support the deployment of tools used in 
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the unclassified environment for use in the classified environment.  This includes but is 
not limited to all aspects of Extraction, Transaction, and Loading (ETL), Relational 
Database Management Systems (RDBMS) and non-SQL data stores, storage 
configuration, search, query, extraction, data preparation, data modeling, machine 
learning, predictive modeling, testing, optimization, metrics, deployment, and 
maintenance.   


   


3. Perform network analysis.  Conduct research to identify or advance understanding of 
specific actors, activities, or networks associated with directed or approved threat 
categories.  Using open source, COT, Government-Off-the-Shelf (GOT), or other custom 
tools, create, navigate, edit, augment, save, share, and integrate into presentations and 
work products those networks required to best support NTC Officers and other analysts’ 
ongoing efforts to support both emergent and ongoing mission demands.  
 


4. Perform data extraction.  Gather analyst requirements, identify required data, sources, 
and relationships, and perform SQL, non-SQL or User Interface (UI)-based application 
data extraction to produce data sets that meet analyst’s requirements.  
 


5. Perform data management.  Gather analyst requirements, create, organize, and use data 
stores, create and use indexes, create and use data documents, and optimize the ability to 
query and retrieve required data.  Save, store, organize and retrieve in an efficient manner 
analytical products to support analyst’s requirements.   Support hardware and software 
installation, configuration, optimization, customization, security, and maintenance.  Tasks 
include but are not be limited to database administration, Virtual Machine (VM) 
administration, network administration, routing, capacity planning, logging, diagnostics, 
alerting, and reporting.  Support a big data environment that consists of several dozen 
Hadoop clustered servers and several dedicated indexing servers.  Support will range 
from ingest and ETL of external data to application of search and analytics tools.  Apply 
predictive analytics to massive data sets (billions of rows, several hundred terabytes of 
data).  Anticipated data growth is greater than 10% per year.  Optimize processes for 
speed and accuracy.  Balance resources against multiple, high priority, near real-time 
requests from thousands of concurrent users.  Support entity resolution, search, ontology 
development, network visualization, and ad-hoc querying in the big data environment.     
 


6. Perform complex queries.  Gather analyst requirements, create, run, optimize, save, edit, 
and reuse SQL code and aggregated SQL or other scripts to meet complex information 
requests beyond mere data extraction.  Perform data schema analysis, performance 
optimization, data profiling, data quality, data validation, testing, and integration to 
improve query results.  Produce narrative explanation of results, spreadsheets, graphs, 
and other presentations.     
 


7. Perform data visualization.  Gather analyst requirements, and use a variety of tools – 
including desktop productivity application suites, network analysis visualization tools, 
and other COT, GOT, or custom environments – to present data in various graphic forms 
to include but not limited to graphs, charts, networks, and non-traditional presentations 
such as heat maps, clusters, 3-D, spatial, temporal, and other relational dimensions.   







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK 
STATEMENT 


  PAGE C-BISS-6 
 
 


 
Work under this task includes daily production of reports on entities and networks, data 
management, data extractions, query request logs, and demonstrating visualization tools with 
production data to navigate, view, traverse, amplify, or better understand networks, entities, 
relationships.  It includes coordination with the intelligence community and providing surge 
capacity for 24x7 operations should the need for rapid response to exigent circumstances outside 
of normal working hour arise. 


5.3 PREDICTIVE MODELING 


The Contractor shall provide data-driven modeling to further modeling efforts incorporating 
state-of-the-art analytical tools, harnessing the power of machine learning, and focusing on 
analytical work. Work to discern anomalies that would escape the human eye as well as subtle 
common features that are highly predictive of future behavior. 


This task is defined by the following activities: 


1. Conduct data analysis.  Perform data profiling and associated statistical analysis in 
preparation for presenting data to machine modeling tools.  Identify non-obvious data 
anomalies.     
 


2. Perform machine learning.  Use a variety of machine learning tools and algorithms to 
identify data correlations as potential components of aggregate predictive models.  
Explain in non-technical language the nature of found correlations, confidence in the 
results, and applicability to support mission objectives.   
 


3. Generate predictive models.  Use the results of machine learning to produce predictive 
models that use archived, calculated, and/or real-time data to predict actors, activities, 
and outcomes for various threats.  Narratively and mathematically describe the model 
factors, coefficients, equation, and meaning of the probability result(s).   
 


4. Conduct hypothesis testing.  Establish hypotheses as logical frameworks to test 
predictive models against objective metrics of success.  Run models against reserved 
non-training data to validate model performance and to confirm/reject hypothesis.   
 


5. Perform variance analysis.  Use a variety of statistical analysis tools to determine the 
expected variability surrounding predictions in multiple dimensions including but not 
limited to time, location, category of actor/activity/cargo, conveyance, 
volume/weight/quantity/quality of materials, mode of transportation, and workload 
capacity.  Narratively and graphically describe predicted variance, confidence of the 
analysis, and observed variance on reserved training or actual new data.  Recommend 
threshold values and time periods that delineate boundaries of acceptable variability.  
Provide statistical verification for products.   
 


6. Conduct sensitivity and specificity analysis.  Use a variety of statistical analysis tools to 
determine the sensitivity and specificity of the model relative to its designed/intended 
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predictive capacity.  Narratively and graphically support conclusions including but not 
limited to creation of population, sampling methodology, factor descriptions, and receiver 
operating characteristic (ROC) curves.  Compare model performance against random and 
existing models’ performance.   
 


7. Support model integration.  Work with application and user interface developers; assist 
in the integration of produced models with application code to support decision support 
analysis.   
 


8. Measure and report results.  Use a variety of statistical metrics to generate quantified 
performance reports of predictive model innovation, effectiveness and efficiency.  
Produce narrative descriptions, tabular data, graphical representations, and presentation 
materials that cover the entire modeling process from methodology through result to 
include comparative analysis of random and existing model performance.  Report results 
both orally and in writing to include but not limited to executive summaries and detailed 
written reports. 
 


Work under this task includes monthly model development and refreshes.  Refreshes include 
models already in production as well as models developed under this Performance Work 
Statement.  It includes monthly reporting describing data analysis, machine learning, model 
hypothesis testing, variance analysis, sensitivity and specificity analysis and model integration 
work done in support of predictive modeling. 


 
5.4 PROXY POSITIVES/NATIONAL SECURITY INBOUND (NSI) 


5.4.1 CURRENT PROXY POSITIVES - RAIL 
 


The Contractor shall facilitate the standard definition of a Proxy Positive by reporting the Proxies 
that meet the criteria set out in National Security Proxy Positives Reporting Process and support 
Government Accountability Office (GAO) activities against National Security Weight Sets.  This 
is the current process used by the Government.  The Government is interested in identifying new, 
innovative ways of representing this information. Section 5.4.2 describes innovative work that 
could be used as an alternate or possible replacement to current processes. 


 


Using the guidance from the government lead, documentation supplied by OIT and defined and 
documented by the Proxy Positive Working Group, the contractor will run the proxy positive 
report by mode each quarter.  The Contractor shall refer to the definitions as stated in the 
Working Group documentation, add or remove proxies accordingly, and send to the OIT team 
lead for Office of Intelligence (OI) concurrence.  Once OI concurrence is received, the contractor 
will put the data into the ROC curve and run ROC curves and/or other metrics, to be determined 
by the government lead, for each mode each quarter. 
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This task is defined by the following activities: 


1) Quarterly data pull of possible proxies (both automated and manual, when necessary 
based on the following). 
• Test and verify the functionality of proxies automated scripts and software 


applications. Testing of the software applications may be automated, but testing 
of performance reports such as the ROC, likelihood ratios and alternative metrics 
may involve a manual process to statistically sample structured and unstructured 
data based on pre-defined criteria for a proxy.  The government has the right to 
require third party testing. 


• Support OI analysis to establish pre-defined criteria for a proxy based on 
automated and manual data exploratory analysis. Identify alternative approaches 
and performance measurement scenarios to improve the proxy selection process. 
Provide continuous findings, recommendations and analysis for OI analysts to 
review and assess the performance results for the proxy criteria. 


• Work with OIT and OI’s Project Managers (PMs) to design, code, test and 
perform data analysis for the proxy identification and selection process. Produce 
data extracts and provide technical support to the PMs for functional assistance to 
identify and implement criteria for a proxy.  


2) The contractor will assess trends to determine the inclusion or exclusion of other 
criteria to define a proxy.  The contractor will provide innovation and 
recommendations for improving the proxy process. 


3) Internal working group support (including meetings with OI’s four mode PMs). 
4) External working group support (currently including OI cargo targeting, OI analysis 


division, Office of Field Operations (OFO), and Office of Trade (OT) to validate the 
performance measure process. 


5) Unmatched proxy research (both automated and manual, when necessary) to locate 
and determine if the proxy meets the pre-defined criteria for a proxy. 


6) Audit support (i.e., explaining the process from the first automated data pull of proxies 
through the final ROC curve during audits of the process) to include preparing 
for/being present at briefs, interviews, and actual audit presentation. 


7) Administrative support for all proxy meetings and the ROC curve process in general to 
include: 


• Documentation of all processes and procedures 
• Maintenance of the documentation 
• Updates to the documentation as agreed to by the Working Group 
• Correlation analyses for all proxies considered whether accepted or rejected 


8) Work with mode PMs in OIT and OI to identify and resolve issues with the process 
and/or identification of proxies. 


9) Per GAO recommendation, continually identify, assess and document alternatives to 
the ROC curve performance measure. 


10) Present methodology/approach to revamping the Proxy/ROC Curve process and run 
this process alongside the current Proxy/ROC process to prove the concept. 


 







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK 
STATEMENT 


  PAGE C-BISS-9 
 
 


5.4.2 NATIONAL SECURITY INBOUND (NSI)  
 


The Contractor shall provide the Contracting Officer Representative (COR) with Quarterly 
National Security Model Performance Reports for all applicable modes of transportation 
and threat domains.  These reports will provide an objective assessment of model efficiency 
and effectiveness to aid CBP in meeting GAO and congressional reporting requirements.   


Each report will cover several key operational metrics and targeting attributes, including:   


• Overall model target volume over time and by mode of transportation 
• Distribution of target volume by national security-related threat 
• Enforcement actions associated with model targets 
• Overall inspection rates associate with model targets 
• Geographic distribution of model targets by country and Port of Entry 
• Commodity distribution of model targets by description and Harmonized Tariff 


Schedule 
• Appendix including source data in tabular format for validation 
• Classified appendix containing pertinent classified research and analysis conducted 


during the quarter, including if and how the National Security model was updated 
to reflect newly identified intelligence 
 


The Contractor shall coordinate with business stakeholders to determine whether a quarter’s 
report warrants updating the National Security Model portfolio and, if so, formulate a plan 
to execute the requisite changes. 


The Quarterly National Security Model Performance Reports process requires retrieving 
pertinent transactional and enforcement data from CBP’s Automated Targeting System 
(ATS), transforming the data to prepare it for analytics, generating summary statistics 
across pertinent targeting attributes, and visualizing key attributes for stakeholder 
consumption.  In addition, the process requires cleared resources to evaluate pertinent 
classified intelligence to determine whether the National Security Models are incorporating 
the most up-to-date targeting criteria, or require updates outside of the general model 
operation and maintenance (O&M) lifecycle. 


5.5 ENTITY RESOLUTION 


The Contractor shall improve vetting efficiency through entity resolution applied research and 
algorithm implementation.  The objective is to increase true positives while reducing false 
positives, with agile and dynamic threshold adjustments to meet workload capacity.  Example 
activities include automated name matching of imminent travelers, production of name variants, 
and aggregate fuzzy search mechanisms across multiple corroborative entity attributes. Work 
includes advanced and real time match probability calculations that improve vetting processes by 
reducing labor, speeding processing, and increasing accuracy.   
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This task is defined by the following activities: 


1. Conduct data analysis.  Perform data profiling and associated statistical analysis in 
preparation for presenting data to rule sets, name matching algorithms, and entity 
matching tools.   
 


2. Conduct data mining.  Subsequent to data analysis, build data sets appropriate for 
machine learning tools.  This includes but is not limited to observation of threat actors, 
activities, and associations.  Aggregate data to permit correlations analysis and creation 
of data objects useful in predictive analytics.  Both structured and unstructured data 
mining are required.  Unstructured data filtering, parsing, imputing, validation and 
cleaning in support of subsequent entity matching are included.  For example, scan an 
unstructured document and identify all persons, corporate entities, and addresses.   
 


3. Evaluate entity resolution tools.  Determine those tools that best support real-time and 
predictive match decision support for entity resolution to include but not limited to name 
matching, biometrics, role-matching, corporate attributes, address matching, document 
matching, geo-temporal analysis, pattern-of-life characteristics, and fuzzy logic for 
any/all of these attributes.  Work is not limited to matching person but also corporate 
entities, conveyances, containers, and shipping methodologies.   


 


4. Use new methodologies.  Given the specific population of historical data for persons and 
cargo to be vetted, recommend innovative use of tools and methodologies to improve the 
true positive match rate while decreasing the false positive match rate. 


 


5. Establish objective performance metrics and evaluate constantly.  Given open source, 
internal, and reference data, determine the efficiency and effectiveness of matching 
methodologies.  Make recommendations for improvement with statistical justification.  
See also predictive modeling and associated analyses. 


 


6. Incorporate lessons learned continuously.  For each failure to identify a true positive 
match or person or shipment to pre-arrival data and events, conduct an analysis to 
determine what, if anything could be done to avoid missing similar true positives in the 
future.  Identify the characteristics of data preceding the event, the matching processes 
used to identify true positives, the proximate and aggregate causes for missing the match, 
and recommend process changes to improve matching within workload limits. 


 


7. Conduct performance tuning to optimize speed of entity resolution processing.  Using 
a systems theory approach, analyze end to end the processes in place to perform entity 
resolution and make recommendations to speed processing without sacrificing quality to 
include assumptions used in the analysis.  Narratively described and where applicable 
code the logic used to optimize speed to include but no limited to preparation of data, 







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK 
STATEMENT 


  PAGE C-BISS-11 
 
 


creation of indexes, tuning of SQL queries, calculation of constructed columns, and 
revised processing methodology.  Innovate beyond modification of existing processes.  


 


8. Recommend proactive measures to avoid future misses or to avoid increases in future 
workload.  Beyond the activity above, use valid statistical methodologies to predict 
performance of current processes.  Identify weaknesses by type of error most likely to 
occur and recommend measures to prevent future failures to match or excessive referrals.  


 


9. Support entity resolution integration into applications or services as required for 
decision support systems.  This includes replication of existing systems to permit real-
time in parallel performance comparisons.  Evaluate performance of candidate entity 
resolution models and processes to determine if they are appropriately superior to 
existing models and processes to warrant implementation in production.  


 


10. Measure and report results.  Use a variety of statistical metrics to generate quantified 
performance reports of entity resolution effectiveness and efficiency.  Produce narrative 
descriptions, tabular data, graphical representations, and presentation materials that cover 
the entire entity resolution process from methodology through result to include 
comparative analysis of random and existing processes performance.  Report results both 
orally and in writing to include but not limited to executive summaries and detailed 
written reports. 
 


Work under this task includes documentation of adjustments made to name matching tools and 
results that demonstrate statistical foundation for recommended changes to increase signal/noise 
ratio and functional code that optimizes processes by increasing overall processing speed, 
accuracy.  In includes recommendations to aggregate the results of multiple name matching and 
entity resolution tools to produce more effective and efficient results and documented logic that 
objectively demonstrates the value of innovation with test results on training and validation data 
sets. 


5.6 THREAT RESEARCH SUPPORT 


OIT is responsible for designing and developing threat research solutions for CBP based on 
requirements generated by the OI and OFO.  Both OI and OFO have established requirements to 
design and develop more threat-specific assessment techniques that incorporate sophisticated 
analyses of intelligence and CBP data and the use of various machine learning techniques. 
Projects generically use data about potential actors, materials, behaviors, and modalities that are 
directed toward specific objectives that may threaten U.S. interests.  The security concerns and 
threat objectives are provided by the government.  The Contractor is given access to data element 
that includes information about actors, materials, behaviors and modalities. The Contractor shall 
integrate domain, threat and operational expertise in extracting and structuring various CBP data 
as well as data clustering and classification, entity resolution, data visualization, machine 
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learning and modeling to deliver operationally relevant and practicable threat assessment updates 
(i.e. rule sets, machine learning models, list of suspicious entities).   


5.6.1 NEW THREAT ASSESSMENT PROJECTS 
 


The Contractor shall complete each independent project (threat) with the submission of all 
findings, rules, and machine learning methods and models, code base for model and details of 
environment in which it was developed, specify data inputs, algorithms to process data and 
outputs of models, along with a recommendation for or against implementation of these concepts 
into the operational environment (actual implementation is not part of this scope).  The 
Contractor shall cooperate with and assist other vendors to implement rule sets and models into 
production. 


Activities include: 


1. Conduct threat research.  Use open source, unclassified, and classified data sources to 
gain a thorough understanding of new threat assessment projects and determine if there is 
sufficient information with respect to these activities to create rules and/or models for 
threat assessment.   


 


2. Conduct data analysis.  Perform data profiling and associated statistical analysis in 
preparation for presenting data to machine modeling tools.  Includes structuring various 
CBP data, data clustering and classification, entity resolution, and data visualization.     


 


3. Perform machine learning.  Use a variety of machine learning tools and algorithms to 
identify data correlations as potential components of aggregate models.  Explain in non-
technical language the nature of found correlations, confidence in the results, and 
applicability to support mission objectives.   


 


4. Generate rule sets, machine learning models, and lists of suspicious entities.  Use the 
results of machine learning to produce rule sets, machine learning models and lists of 
suspicious entities.  All outputs will use archived, calculated, and/or real-time data to 
predict actors, activities, and outcomes for identified project threats.  Narratively and 
mathematically describe the model factors, coefficients, equation, and meaning of the 
probability result(s).   


 


5. Conduct hypothesis testing.  Establish hypotheses as logical frameworks to test rule sets 
and machine learning models against objective metrics of success.  Run rules and models 
against reserved non-training data to validate model performance and to confirm/reject 
hypothesis.   
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6. Perform variance analysis.  Use a variety of statistical analysis tools to determine the 
expected variability surrounding predictions in multiple dimensions including but not 
limited to time, location, category of actor/activity/cargo, conveyance, 
volume/weight/quantity/quality of materials, mode of transportation, and workload 
capacity.  Narratively and graphically describe predicted variance, confidence of the 
analysis, and observed variance on reserved training or actual new data.  Recommend 
threshold values and time periods that delineate boundaries of acceptable 
variability.  Provide statistical verification for products.   


 


7. Conduct sensitivity and specificity analysis.  Use a variety of statistical analysis tools to 
determine the sensitivity and specificity of the rule sets and models relative to their 
designed/intended predictive capacity.  Narratively and graphically support conclusions 
including but not limited to creation of population, sampling methodology, factor 
descriptions, and receiver operating characteristic (ROC) curves.  Compare rule sets and 
model performance against random and existing rule sets and models’ performance.   


 


8. Support rule set and model integration.  Work with application and user interface 
developers; assist in the integration of produced rule sets and models with application 
code to support decision support analysis.   


 


9. Measure and report results.  Use a variety of statistical metrics to generate quantified 
performance reports of project innovation, effectiveness and efficiency.  Produce 
narrative descriptions, tabular data, graphical representations, and presentation materials 
that cover the entire project development process from methodology through result to 
include comparative analysis of random and existing threat identification and prediction 
performance.  Report results both orally and in writing to include but not limited to 
executive summaries and detailed written reports. 


 


5.6.2 OPERATIONS AND MAINTENANCE OF CURRENT THREAT ASSESSMENT 
PROJECTS 


 


O&M will involve most of the activities of traditional software O&M; however the Contractor 
shall also need to repeat most of the threat modeling and machine learning tasks required in the 
creation of the original models to refresh production models. 


Once a threat assessment technique has been integrated into the production targeting 
environment, it must then be operated and maintained.  This O&M includes:  


(1) Maintaining and updating threat models through regular review of open-source and 
classified data  


• Designing and recommending rule changes based on any substantial changes in 
threat behavior  
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(2) Maintaining the relevant training set with new actual positives and, as appropriate, proxy 
positives (used for both rules development and machine learning) by monitoring the 
following: 


• Updates to Office of Foreign Assets Control (OFAC) list of Specifically 
Designated Nationals (SDN), other sanctions programs, prosecutions, and other 
sources (e.g., classified reporting) that  identify new entities associated with threat 
activities 


i. Using entity resolution and database search techniques to identify 
historical transactions involving those entities in Automated Export 
System data 


ii. Using threat understanding to identify proxy positives 
(3) Update key features and data elements used in training set 
(4) Update/re-run models (using updated training set) on a semi-annual basis or when there 


have been substantial changes to the training set 
(5) Evaluating methodologies to ensure threats, models, and rule sets maintain effectiveness 


and design and using objective measures and metrics to identify degradation of 
performance 


(6) Routinely monitor performance of rules and models, including: 
• Tracking shipments and travelers recommended for inspection and recording (and 


assessing the significance of) inspection findings 
• Developing ROCs for rules and models on a  semi-annual basis 
• Working with OI to develop mechanism for getting qualitative feedback from the 


intelligence and analysis community on OI referrals 
• Routinely monitor workload generated by rules and model and change rules and 


model as necessary to stay within workload ranges acceptable to OFO and OI 
 


Additionally, O&M may yield any of the following work products:  


(1) Updated or new rule sets for suspect entities identified during the research and analysis 
phase;  


(2) New rule sets to target a specific subset of threat behavior; and  
(3) New machine learning models to target this specific subset of behavior.   


 


The Contractor shall be available to make changes to rules and models as requested by OI and 
OFO personnel based on user experience or tactical intelligence. 


1. Update rule sets, machine learning models and lists of suspicious entities.  The 
contractor will need to repeat the tasks identified in the new threat assessments to realize 
changes in threat behavior and to ensure rule set and model effectiveness.   


 


2. Gain qualitative feedback.  Develop mechanism to receive qualitative feedback on rule 
set and model referrals from OFO, OI and IC community. 
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3. Measure and report results.  Use a variety of statistical metrics to generate quantified 
performance reports of project maintenance innovation, effectiveness and efficiency.  
Produce narrative descriptions, tabular data, graphical representations, and presentation 
materials that cover the entire project maintenance process from methodology through 
results to include analysis of performance changes, whether degradation or 
improvements.  Report results both orally and in writing to include but not limited to 
executive summaries and detailed written reports. 


 


5.7 VISUALIZATION 


The Contractor shall provide visual representation of key performance indicators which allows 
analysts to visualize and comprehend vast amounts of interrelated information in graphical and 
spatial representation. Visualization is currently offered as a service and not as an independent 
application.  As such, Visualization as a Service supports many data sets, user interfaces and 
applications, including dynamic cross domain communication. 


This task is defined by the following activities: 


1. Conduct data analysis.  Perform data profiling and associated statistical analysis in 
preparation for presenting data to visualization data schemas.  Identify data anomalies 
and recommend strategies for maintaining data fidelity while presenting as accurate as 
possible a picture of unaltered data.   


 


2. Design, create, and implement data loaders and extract, transform, load (ETL) 
processes to accept data from various sources into a common visualization ontology. 


 


3. Design, create, and implement indexes to speed retrieval of an overview of massive 
data sets either statistically or visually, using representative sampling data where 
appropriate.  


 


4. Coordinate back end, middle tier, and user interface code to permit visualization of 
any database subset through the processes of ETL, ontology mapping, grouping, filtering, 
and user-driven selection for presentation based upon entity types, entity attributes, 
location, and time intervals.  Use a variety of open source, COTS and custom tools to 
accomplish this work. 


 


5. Develop reference data sets.  Many visualization tasks require prior knowledge of or 
attribute information about various locations such as air and sea ports, time zones, 
country boundaries, etc.  Given standards for reference data, locate, aggregate, enter, and 
verify reference data in support of visualization needs across the globe.   
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6. Develop generic visualization services in support of the above.  This includes but is not 
limited to design, creation, population, and maintenance of geo-coding, geo-mapping, 
and entity-relation ontologies.  Work modularly to maximize ability to address new 
visualization needs as data, threats, and relationships change.    


 


7. Address big data challenges.  Large data sets are difficult to visualize comprehensively 
on a globe.  Use a variety of data sampling, clustering, and visual representation 
techniques to accurately represent huge data sets over all time, globally, while allowing 
rapid filtering and selection to subsets of data users wish to see.  Use state of the art 
techniques to move from all data to specific subsets that enable rapid decision-making or 
provide visual insight into specific threat-related data.  This includes temporal, locative, 
and relational perspectives across all data holdings, globally, and any entity relations.     


 


8. Measure and report results.  Use a variety of metrics to generate quantified and 
qualified performance reports of visualization innovation, effectiveness, efficiency, 
aesthetics, and user satisfaction.  Produce narrative descriptions, tabular data, graphical 
representations, and presentation materials that cover the entire visualization process 
from data capture through visual interface and navigation.  Describe methodology to 
include comparative analysis of alternate and existing visualization capabilities by 
producing report results both orally and in writing; to include but not limited to executive 
summaries, detailed written reports, and interactive demonstrations of visualization 
capabilities, with emphasis on innovation that enables more effective workflow and 
mission accomplishment.  Primary measures of visualization performance are usability, 
navigation speed to desired information or perspective, and visual presentation speed 
(refresh rates).   


 


5.8 QUERY SUPPORT 


The Contractor shall provide query support on big data platforms to support a growing demand 
in the number of users, quantity of requests, and complexity of queries for intelligence analysis. 
This includes searching and analyzing data stores, querying and extracting information and 
running impact assessments. 


This task is defined by the following activities: 


1. Gather requirements.  Apply experience, critical thinking, and exceptional 
communication skills to capture data request requirements.  Clarify ambiguities in 
advance whenever possible.  Identify and use previous analogous requirements and query 
scripts to maximize efficiency and effectiveness.  


  


2. Analyze data.  Demonstrate expertise in understanding large, complex, and possibly 
undocumented or unrelated databases, data schema, reference data, joining conditions, 
relationships, and use of these data to respond to requests. 
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3. Analyze business logic.  Demonstrate expertise in applying business logic to data 
structures and requests to ensure query results conform to business rules and the specifics 
of the request. 


 


4. Write query code.  Design, create, run, save, edit, organize, store, comment, retrieve, and 
document queries using SQL and other languages.   


 


5. Optimize query speed.  In coordination with database experts, modify queries and scripts 
to optimize speed on available computing resources and within constraints of other users’ 
needs for those same resources.  Demonstrate agility in rapidly changing the priority of 
operation for running queries to meet exigent circumstances.  Design, create, and 
maintain indexes as appropriate.  Provide hints for queries as needed to ensure consistent 
performance under tight time constraints.   


 


6. Work on big data platforms.  This may include but not be limited to Oracle Exadata, 
and large Hadoop cluster platforms.   


 


7. Document query requests, business logic, data sources used, query logic, query scripts, 
key performance measures, and persons involved. 


 


8. Conduct impact assessments for hypothetical scenarios such as implementation of rules, 
new data sources, increased data loads, or new data transaction types.   


 


9. Increase efficiency.  Through analysis of historical and ongoing requests and results, 
identify common requests and methods for increasing service efficiency and 
effectiveness.  Consider alternative means of improving service support beyond query 
speed to include but not limited to standardization, definitions, training, self-service 
interfaces, and improving data quality and relational integrity.    


 


10. Measure and report results.  Use a variety of statistical metrics to generate performance 
reports of query requests received, in-process, and completed.  Include quantitative 
measures to include but not limited to the original data request and all variants whether 
initiated by the requester or by the query expert during data discovery, query, and results 
validation.  Include qualitative measures of query results in terms of user satisfaction and 
need to repeat queries to address quality issues.  Track request processing using Kanban 
and other methods.  Produce narrative descriptions, tabular data, graphical 
representations, and presentation materials that cover the entire query service process 
from receipt through results delivery and follow-up to include comparative analysis of 







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK 
STATEMENT 


  PAGE C-BISS-18 
 
 


previous performance.  Report results both orally and in writing to include but not limited 
to executive summaries, updating tracking boards, and detailed written reports. 


 


6 DELIVERABLES AND DELIVERY SCHEDULE 
 


The Contractor shall submit the deliverables that are indicated in the tables below to the COR 
and any other appropriate Government team leads.   


6.1 DELIVERABLE SCHEDULE 


Deliverable ID Task Description of Deliverable Deliverable Date/Time Frame 


0001 5.1 


 


Security Plan No later than 5 days following 
contract award 


0002 5.4 Draft Incoming Transition Plan Due with proposal 


0003 5.1 Post-Award Kick-off Meeting No later than 5 days following 
contract award 


0004 5.1 Quality Control Plan No later than 5 days following 
contract award 


0005 5.1 Final Revised Incoming Transition 
Plan 


No later than 5 days following 
Kick-off Meeting 


0006 5.1 Submission of all CBP BI Packages No later than 5 days following 
contract award 


0007 5.1 Weekly Status Reports and Meetings Weekly 


0008 
5.1 


Contract Staff Training Requirements As Required; To be reported by 
the 1st and 15th day of each 
month. 


0009 5.1 Ad-hoc reports As Required 


0010 5.1 Outgoing Transition Plan 365 days prior to the end of the 
period of performance 


0011 5.2 Research summary reports, social 
network diagrams, network analysis 


As Required 
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reports, query request logs, SQL 
scripts, data extracts. 


0012 5.2 Data visualization tool enhancements. Sprint cycles of 2 weeks 


0013 5.3 
Reports on data analysis, machine 
learning, model integration As Required 


0014 


5.3 Predictive models including hypothesis 
testing, variance analysis reports and 
sensitivity and specificity analysis 
reports 


A minimum of one new and 
refreshed model per month 


0015 5.3 Summary report Quarterly 


0016 5.4 
Quarterly National Security Inbound 
(NSI) Model Performance Evaluation 
and Assessment for Air Cargo 


NLT 30 business days following 
the end of the current quarter 


0017 
5.4 National Security Inbound (NSI) 


Model Performance Evaluation and 
Assessment for Maritime Cargo  


NLT 30 business days following 
the end of the current quarter 


0018 
5.4 National Security Inbound (NSI) 


Model Performance Evaluation and 
Assessment for Truck Cargo 


NLT 30 business days following 
the end of the current quarter 


0019 
5.4 National Security Inbound (NSI) 


Model Performance Evaluation and 
Assessment for Rail Cargo 


NLT 30 business days following 
the end of the current quarter 


0020 


5.4 National Security Inbound (NSI) 
Model Performance Evaluation and 
Assessment for Air Cargo Advance 
Screening (ACAS) Cargo 


NLT 30 business days following 
the end of the current quarter 


0021 5.4 ENTITY RESOLUTION CODE 
DEVELOPMENT 


As Required 


0022 
5.4 


THREAT RESEARCH REPORTS 


As needed, average monthly, 
surge to prioritize emergent 
threats 


0023 5.6 Development and recommendations, Quarterly for each model 
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integration and maintenance reports 


 


6.1.1 SECURITY PLAN 
 
The Contractor shall be responsible for ensuring that the contractor team complies with contract 
security requirements and sensitive information protection policies, including ensuring that all 
personnel have the appropriate level of clearances.  The Contractor shall deliver an IT Security 
plan to the Government outlining their plan to comply with the Government’s administrative, 
physical and technical security controls. 


6.1.2 INCOMING TRANSITION PLAN 
 
The Contractor’s proposal shall include a draft Incoming Transition Plan for the transition from 
the incumbent to the Contractor.  The Contractor shall coordinate with the Government in 
planning and implementing a complete transition to the Contractor's proposed support model.  
The Government has designated a transition period for the incoming Contractor to coordinate 
and work with the incumbent Contractor. The Contractor shall assume support responsibilities in 
accordance with its Incoming Transition Plan, processes, procedures, and schedule. The 
Incoming Transition Plan shall include, at a minimum: 
 
• Overview of the transition effort; 
• A detailed summary of all transition events and estimated milestone dates.  The transition 


timeline shall be presented as a schedule in graphic format showing the timing, sequence and 
interdependencies of tasks.  The transition schedule shall be supplemented by narrative, as 
needed to provide a clear understanding of the transition plan. 


• Submission of all available CBP BI packages;  
• Date by which the Contractor will have sufficient, properly trained personnel to meet all 


Government PWS requirements; 
• Coordination with Government representatives; 
• Risks associated with the transition and the Contractor’s plan to mitigate such risks and 


contingency plans in the event the transition cannot be executed on schedule. 
• Review, evaluation and transition of current support services; 
• Transfer of all necessary business and/or technical documentation to the COR; 
• Identification of the principal Incoming Transition team members by name, position, start  


date, and responsibilities; 
• A work plan that identifies milestones, measurable tasks, and resources required; and 
• A plan for executing redundant performance with the outgoing contractor upon successful 


completion of knowledge transfer. 
 
A Final Revised Incoming Transition Plan is due five (5) business days after contract award. 
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6.1.3 QUALITY CONTROL PLAN 
 


The Contractor shall have an established, maintained, and effective Quality Management System 
(QMS) that ensures quality products and services are delivered to the Government.  The Quality 
Control Plan shall describe the QMS in sufficient detail to permit an assessment of the contractor’s 
QMS by the Government.  The Quality Control Plan shall describe the Contractor’s approach to 
meeting the quality, timeliness, responsiveness, customer satisfaction, and other product and 
service delivery requirements. 


6.1.4 WEEKLY STATUS REPORTS 
 


The contractor will provide regular communication of project status through weekly status 
reports and weekly face-to-face status meetings between the team, the COR, the CBP 
government leads and any other stakeholders as identified by the Government. 


The Contractor shall provide the COR with a weekly report, for each task in section 4.0 with an 
overview of work accomplished the previous period and work scheduled for the upcoming week. 
This report shall contain the following information at a minimum:  


• Planned activities and desired results for the next reporting period with milestones 
and deliverables; 


• Issues and risks affecting technical, schedule, or cost elements of the contract, 
including background, impact and recommendations for resolution; 


• Results related to previously identified problem areas with conclusions and 
recommendations; 


• Team organizational chart. 


6.1.5 CONTRACTOR STAFF TRAINING 
 


All contract personnel are required to complete the DHS/CBP mandatory Virtual Learning 
Center (VLC) training courses by the mandatory due date(s). The Contractor is responsible for 
maintaining records of contracting employees that have completed the mandatory training and 
provide semimonthly updates to the COR on the 1st and 15th day of each month or the next 
business day if the 1st or 15th is a Holiday or on the weekend.  The Contractor is also 
responsible for providing copies of the training certificates to the COR when requested.   


6.1.6 CONTRACTOR OUTGOING TRANSITION PLAN  
 


At the completion of performance of this task order, the Contractor shall fully support the 
transition of the Contractor’s work that is turned over to another entity, either Government or a 
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successor offeror(s). The Contractor shall assist with transition planning and shall comply with 
transition milestones and schedules of events.    


The Contractor shall be responsible for the implementation of the transition and application 
cutover activities.  The transition shall cause no disruption of services.  To ensure the necessary 
continuity of services and to maintain the current level of support, the Government may retain 
services of the incumbent Contractor for some, or all of, the transition period, as may be 
required. 


The Contractor shall be responsible for the transition of all technical activities identified in this 
task order.  As part of the transition, the Contractor shall be responsible for:   


• Inventory and orderly transfer of all Government Furnished Property (GFP), to include 
hardware, software, and licenses, Contractor Acquired Government Property, and 
Government Furnished Information (GFI) to include  


• Transfer of documentation currently in process 
• Transfer of all software code in process 
• Certification that all non-public DHS information has been purged from any Contractor-


owned system 
• Exchange of accounts to access software and hosted infrastructure components 
• Participate in knowledge transfer activities in accordance with the transition plan 
• Provide members to and participate in transition management  
• Identify transition risks and risk mitigation 


The Contractor shall submit a Transition Out Plan. The Transition Out Plan shall include support 
activities for all transition efforts for follow-on requirements to minimize disruption of services.  
The Transition Plan shall:  


• Identify equipment, hardware, software, documents and other artifacts that are included 
in the transition 


• Establish roadmap and backlog 
• Identify transition risks and risk mitigation 
• Define roles and responsibilities 
• Define transition approval authorities and lines of communication 
• Define a knowledge transfer approach 
• Define a property inventory and transition approach 
• Provide checklists 


A Transition Plan shall be delivered 365 days prior to the task order expiration date.  The 
Contractor shall account for a 10 business day Government review process prior to executing the 
transition.  Upon award of a follow-on contract, the incumbent Contractor will work with the 
new Contractor to provide knowledge transfer and transition support, as required by the COR. 
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6.1.7 SUMMARY REPORT  
 


The Contractor shall provide the COR with a summary report of all predictive modeling work 
quarterly.  A single report will provide an executive summary of each model, regardless of 
development stage, from inception through maintenance.  The report shall contain the following 
at a minimum: 


• Name and brief description of each model  
• Current development category / status 
• Work accomplished since the last reporting period 
• Work planned for the forthcoming reporting period 
• Model performance since the last reporting period 
• Model performance trend since deployment to include seasonality, improvement or 


degradation (for those models in testing/production only) 
• Summary of feedback received from business owners  
• Recommendations for development, refresh, replacement, or retirement of any model(s) 
• Recommendations for prioritization of work  


 


6.1.8 BASELINE PERFORMANCE REPORT  
 


The Contractor shall provide the COR with a baseline performance report of all existing national 
security proxy positives quarterly, within 60 days of the end of each calendar quarter.  A single 
report will provide an executive summary of each proxy as well as detailed information about 
specific performance.  The report shall contain the following at a minimum: 


• Name and brief description of each proxy 
• Metric used to evaluate the proxy 
• Statistical analysis of proxy performance, to include confidence 
• Recommendations for innovation to improve performance 


 
6.1.9 NSI MODEL PERFORMANCE EVALUATION FOR AIR CARGO REPORT 
 


The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Air Cargo mode of transportation as an objective 
assessment of NSI performance and effectiveness to aid CBP in meeting GAO and 
congressional reporting requirements.  A single report will provide an executive summary 
of model target volume and distribution of targets across key operational targeting 
attributes.  The report shall contain the following at a minimum:   


• Name and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
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• Distribution of model total target volume by model targeting threat category/area (e.g., 
Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE), Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
• Breakdown/Visualization of countries of origin and geographic distribution of model 


targets 
• Prior Quarter model performance/volume comparison 


 


6.1.10 NSI MODEL PERFORMANCE EVALUATION FOR MARITIME CARGO 
REPORT 


 


The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Maritime Cargo mode of transportation as an 
objective assessment of NSI performance and effectiveness to aid CBP in meeting GAO 
and congressional reporting requirements.  A single report will provide an executive 
summary of model target volume and distribution of targets across key operational targeting 
attributes.  The report shall contain the following at a minimum:   


• Names and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
• Distribution of model total target volume by model targeting threat category/area (e.g., 


Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE), Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
• Breakdown/Visualization of countries of origin and geographic distribution of model 


targets 
• Prior Quarter model performance/volume comparison 


 


6.1.11 NSI MODEL PERFORMANCE EVALUATION FOR TRUCK CARGO REPORT 
 


The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Truck Cargo mode of transportation as an objective 
assessment of NSI performance and effectiveness to aid CBP in meeting Government 
Accountability Office (GAO) and congressional reporting requirements.  A single report 
will provide an executive summary of model target volume and distribution of targets 
across key operational targeting attributes.  The report shall contain the following at a 
minimum:   


• Names and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
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• Distribution of model total target volume by model targeting threat category/area (e.g., 
Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE), Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
• Breakdown/Visualization of countries of origin and geographic distribution of model 


targets 
• Prior Quarter model performance/volume comparison 


 


6.1.12 NSI MODEL PERFORMANCE EVALUATION FOR RAIL CARGO REPORT 
 
The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Rail Cargo mode of transportation as an objective 
assessment of NSI performance and effectiveness to aid CBP in meeting GAO and 
congressional reporting requirements.  A single report will provide an executive summary 
of model target volume and distribution of targets across key operational targeting 
attributes.  The report shall contain the following at a minimum:  


• Names and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
• Distribution of model total target volume by model targeting threat category/area (e.g., 


Chemical, Biological, Radiological, Nuclear, and Explosive [CBRNE], Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
• Breakdown/Visualization of countries of origin and geographic distribution of model 


targets 
• Prior Quarter model performance/volume comparison 


 
6.1.13 NSI MODEL PERFORMANCE EVALUATION FOR AIR CARGO ADVANCE 


SCREENING (ACAS) CARGO REPORT 
 


The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Air Cargo Advance Screening (ACAS) Cargo 
mode of transportation as an objective assessment of NSI performance and effectiveness to 
aid CBP in meeting GAO and congressional reporting requirements.  A single report will 
provide an executive summary of model target volume and distribution of targets across key 
operational targeting attributes.  The report shall contain the following at a minimum:   


• Names and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
• Distribution of model total target volume by model targeting threat category/area (e.g., 


Chemical, Biological, Radiological, Nuclear, and Explosive [CBRNE], Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
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• Breakdown/Visualization of countries of origin and geographic distribution of model 
targets 


• Prior Quarter model performance/volume comparison 
 


6.1.14 THREAT RESEARCH REPORT 
 


The Contractor shall provide the COR with a quarterly threat research report. The report shall 
contain the following at a minimum: 


• Threat being addressed 
• Methodology used to identify factors 
• Data source(s) used to identify relevant data, actors, activities, scenarios 
• Value to work already in progress or proposed work 
• Recommendations for prioritization of work to move from research to threat scenario 


development, data analysis, and hypothesis testing 
 


6.1.15 DEVELOPMENT AND RECOMMENDATIONS, INTEGRATION, AND 
MAINTENANCE REPORTS 


 


The Contractor shall provide the COR with a quarterly report for all models / rule sets not 
already in production.  The report shall contain work done to date and status of model 
development to include as applicable: 


o Data analysis 
o Machine Learning 
o Rule Set Development 
o Hypothesis Testing 
o Data source(s) used to identify relevant data, actors, activities, scenarios 
o Statistic derived from Variance, Sensitivity, and Specificity Analysis  


• Recommendations for prioritization of work to move to integration / deployment 
 


This report shall also include integration status for all models or rule sets approved for 
integration but not yet in production.  The report shall contain the following at a minimum: 


• Model / Rule Set name 
• Integration Task List / Schedule 
• Work accomplished since last report 
• Recommendation to proceed, reprioritize, or abandon work 


 
The report shall also cover maintenance status for all models / rule sets already in production.  
The report shall contain the following at a minimum: 
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• Threat being addressed 
• Model / Rule Set name 
• Performance measurement used 
• Trend analysis since deployment 
• Recommendation to collect further data, conduct maintenance, replace, or retire the 


model/rule set.   
 


7 PLACE OF PERFORMANCE AND HOURS OF OPERATION 
 


7.1 PLACE OF PERFORMANCE 


U.S. Customs and Border Protection (CBP) will provide space in multiple facilities for the on-
site contractor staff to perform the required tasks in the Washington DC Metro area; however, 
most work is performed at site (a) below. Other locations for this work are below, although 
other Washington DC area offices may be occasionally used. All work required under this 
contract shall be performed by the Contractor at Government sites unless otherwise directed by 
the Government. Travel to other Washington DC area Government locations may be necessary. 
 


(a) OIT, Kingstowne Facility, Alexandria, VA 22315 
(b) OIT, Herndon Facility, Herndon, VA 20170 
(c) Ronald Reagan Building, 1300 Pennsylvania Ave, NW, Washington, 
DC 20229 
(d) OIT, Ashburn Facility, Ashburn, VA 20147 
(e) Data Center, Newington, VA 
(f) National Targeting Center, Sterling, VA 20164 
(g) Walker Lane Facility, Alexandria, VA 22310 
(h) Beauregard Facility, Alexandria, VA 22311 


 


7.2 HOURS OF OPERATION 


For those contractor personnel working in direct support of TASPD, the normal business hours 
are 7:00 am to 6:00 pm (EST), Monday through Friday with core business hours between 8:00 
am and 5:30 pm each business day.  The Contractor shall ensure coverage of these core hours 
for those in direct support of the TASPD. TASPD and those directly supporting TASPD will 
recognize all official federal holidays. However, all TASPD computer and software 
applications support a 24/7/365 mission requirement and the contractor shall ensure system 
application performance standards are maintained over the full range of mission operations. 
Due to the nature of the work, overtime is authorized under this PWS, however all overtime 
must be requested in advance and approved by the COR and Contracting Officer. The 
Contractor must provide a central point of contact to reach the necessary staff in the event of 
system problems or emergencies. If required by the COR or Government Team Lead, the 
contractor’s staff shall report on-site after normal hours to address system problems. 
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8 GOVERNMENT-FURNISHED EQUIPMENT AND INFORMATION 
 


(a) The Government will furnish only that equipment necessary for the Contractor to carry out its 
work efforts under this PWS at the Government facility.  This includes normal workspace 
accommodations such as desk, chair, desk phone, and computer.  While performing work under 
this PWS in Government facilities, the Contractor may have the use of other normal office EIT 
devices, such as fax machines (not classified), copiers, projectors, etc.  It is required that the 
contractor obtain CBP Personal Identity Verification (PIV) cards as they are necessary to log into 
all computers and laptops. 


(b) The Government will provide to the Contractor cell phone, laptop, or other portable devices 
upon the written consent of the COR justifying the need for such equipment.    


(c) The Government will furnish all necessary related documentation in its possession that may 
be required for the Contractor to perform this contract. 


 


9  PERSONNEL SECURITY AND CLEARANCES 
 


All members of the project team must obtain CBP Suitability to begin work. Reference 5 CFR 
Part 731, “Suitability.”  Some of personnel under certain tasks will potentially need to possess a 
Top Secret Security Clearance with access to SCI in order to research and review (Classified) 
threat information.  When a security clearance of secret or higher is required in performance of 
the order, a completed DD Form 254 is required.  The following number of personnel under each 
task will need to either possess a TS or TS/SCI.  
 


Task Task Description 


Minimum 
Quantity of TS 
Personnel 
Required 


Minimum 
Quantity of 
TS/SCI 
Personnel 
Required 


4.1 Project Management 1 0 


4.2 Intelligence Analysis-Counterterrorism-
Social Networking 0 5 


4.3 Predictive Modeling 2 0 


4.4 Proxy Positives 2 0 
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4.5 Entity Resolution 2 0 


4.6 Threat Research Support 0 4 


4.7 Visualization 2 0 


4.8 Query Support 2 0 


 


10 INSPECTION AND ACCEPTANCE 
 


The Government reserves the right to reject any deliverable based on defects with respect to 
completeness, correctness, clarity and logical consistency.  In the event of a rejection of any 
deliverable, the COR will notify the Contractor in writing within five (5) business days of 
the receipt of the deliverable of any deficiencies to be corrected.  The Contractor shall have 
five (5) business days to correct the deficiencies.   


• Accuracy – all deliverables shall be accurate in presentation, content, and shall 
adhere to the requirements set forth in this document.  All documentation presented 
to the Government shall be complete, correct, clear, and consistent.  
 


• Clarity – deliverables shall be clear and concise.  
 
• Timeliness – deliverables shall be submitted on or before the due date specified in 


the Performance Work Statement or submitted in accordance with a later scheduled 
dated mutually agreed upon by the Government and contractor.  A deliverable is 
considered timely if submitted on or before the date specified in the Performance 
Work Statement and, and if the Government provides any written notifications of 
deficiencies, the contractor corrects the deficiencies within five (5) business days. 


 


11 PERSONALLY IDENTIFIABLE INFORMATION (PII) 
 
When a Contractor, on the behalf of CBP, handles Sensitive PII data, stores and transmits, the 
Contractor shall Accredit (ATO) this information system to the High, High, Moderate (HHM) 
FIPS level. 
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D.1 RESERVED. 
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E.1   PLACE OF INSPECTION AND ACCEPTANCE 
Inspection and acceptance of all work performance, reports, and other deliverables under this TO 
will be performed by the COR and TASPD TPOC at TASPD locations. 


E.2   SCOPE OF INSPECTION 
All deliverables will be inspected for content, completeness, accuracy, and conformance to TO 
requirements by the COR and TASPD TPOC. Inspection may include validation of information 
or software through the use of automated tools, testing, or inspections of the deliverables, as 
specified in the TO. The scope and nature of this inspection will be sufficiently comprehensive to 
ensure the completeness, quality, and adequacy of all deliverables. 
The Government requires a period NTE 15 workdays after receipt of final deliverable items for 
inspection and acceptance or rejection. 


E.3   BASIS OF ACCEPTANCE 
The basis for acceptance shall be compliance with the requirements set forth in the TO and 
relevant terms and conditions of the contract. Deliverable items rejected shall be corrected in 
accordance with the applicable clauses. 
The final acceptance will occur when all discrepancies, errors, or other deficiencies identified in 
writing by the Government have been resolved, through documentation updates, program 
correction, or other mutually agreeable methods. 
Reports, documents, and narrative-type deliverables will be accepted when all discrepancies, 
errors, or other deficiencies identified in writing by the Government have been corrected. 
If the draft deliverable is adequate, the Government may accept the draft and provide comments 
for incorporation into the final version. 
All of the Government’s comments on deliverables shall either be incorporated in the succeeding 
version of the deliverable, or the contractor shall explain to the Government’s satisfaction why 
such comments should not be incorporated. 
If the Government finds that a draft or final deliverable contains spelling errors, grammatical 
errors, or improper format, or otherwise does not conform to the quality assurance requirements 
stated within this TO, the document may be rejected without further review and returned to the 
contractor for correction and resubmission. If the contractor requires additional Government 
guidance to produce an acceptable draft, the contractor shall arrange a meeting with the COR.  


E.4   DRAFT DELIVERABLES 
The Government will provide written acceptance, comments, and/or change requests, if any, 
within 15 workdays (unless specified otherwise in Section F) from Government receipt of the 
draft deliverable. Upon receipt of the Government comments, the contractor shall have fiveten 
workdays to incorporate the Government’s comments and/or change requests and to resubmit the 
deliverable in its final form. 
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E.5   WRITTEN ACCEPTANCE/REJECTION BY THE GOVERNMENT  
The CO or COR will provide written notification of acceptance or rejection of all final 
deliverables within 15 workdays. All notifications of rejection will be accompanied with an 
explanation of the specific deficiencies causing the rejection. 


E.6   NON-CONFORMING PRODUCTS OR SERVICES 
Non-conforming products or services will be rejected. Deficiencies shall be corrected, by the 
contractor, within fiveten workdays of the rejection notice. If the deficiencies cannot be 
corrected within fiveten workdays, the contractor shall immediately notify the COR of the reason 
for the delay and provide a proposed corrective action plan within fiveten workdays.  
If the contractor does not provide products or services that conform to the requirements of this 
TO, the Government will document the issues associated with the non-conforming products or 
services in the contractor performance assessment reporting system (CPARS). 
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F.1   PERIOD OF PERFORMANCE 
Each Award will consist of two (2) task orders (TOs). The first TO will have a period of 
performance of one (1) year and be for transition in. The second TO will have the following 
period of performance and be for requirements execution: 
 
TASK ORDER TRANSITION:      
    Base Period:             Up to Twelve (12) months (note: flexible end date) 
 
TASK ORDER REQUIREMENTS EXECUTION: 


Base Period:           Twelve (12) months from Effective Date  
Option Period 1:     Twelve (12) months   
Option Period 2:     Twelve (12) months   
Option Period 3:     Twelve (12) months   
Option Period 4:     Twelve (12) months   


F.2   PLACE OF PERFORMANCE 
The duty station is defined as the authorized place of performance for the work of this TO. The 
primary Places of Performance can be located in PWS. Occasional/ad-hoc telework is 
permissible through coordination with Government program leads. 
In January 2021 - date subject to change - CBP OIT plans to relocate several National Capital 
Region operations to Ashburn, VA.  


F.3   TASK ORDER SCHEDULE AND MILESTONE DATES 
The following schedule of milestones will be used by the COR to monitor timely progress under 
this TO.  
The following abbreviations are used in this schedule:  


DEL: Deliverable 
IAW: In Accordance With 
NLT: No Later Than 
TOA: Task Order Award 
All references to days: Government Workdays 


Deliverables are due the next Government workday if the due date falls on a holiday or weekend. 
Data Rights Clause - Abbreviations in the Gov’t Rights column of the table below shall be 
interpreted as follows: 


UR: Unlimited Rights, per FAR 27.404-1(a) and 52.227-14  
RS: Restricted Software, per FAR 27.404-2 and 52.227-14  
LD: Limited Rights Data, per FAR 27.404-2 and 52.227-14  
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SW: Special Works, per FAR 27.405-1 and 52.227-17  


 


F.4   PUBLIC RELEASE OF CONTRACT DOCUMENTS REQUIREMENT 
The contractor agrees to submit, within ten workdays from the date of the CO’s execution of the 
initial TO, or any modification to the TO (exclusive of Saturdays, Sundays, and Federal 
holidays), a Portable Document Format (PDF) file of the fully executed document with all 
proposed necessary redactions, including redactions of any trade secrets or any commercial or 
financial information that it believes to be privileged or confidential business information, for the 
purpose of public disclosure at the sole discretion of GSA (Section F, Deliverable 33). The 
contractor agrees to provide a detailed written statement specifying the basis for each of its 
proposed redactions, including the applicable exemption under the Freedom of Information Act 
(FOIA), 5 U.S. Code (U.S.C.) § 552, and, in the case of FOIA Exemption 4, 5 U.S.C. § 
552(b)(4), shall explain why the information is considered to be a trade secret or commercial or 
financial information that is privileged or confidential. Information provided by the contractor in 
response to the contract requirement may itself be subject to disclosure under the FOIA. 
Submission of the proposed redactions constitutes concurrence of release under FOIA. 
CBP will carefully consider the contractor’s proposed redactions and associated grounds for 
nondisclosure prior to making a final determination as to what information in such executed 
documents may be properly withheld. 


F.5   DELIVERABLES MEDIA 
The contractor shall deliver all electronic versions by electronic mail (email) and removable 
electronic media. The following are the required electronic formats, whose versions must be 
compatible with the latest, commonly available version on the market.  


a. Text MS Word, Google Docs, PDF 
b. Spreadsheets MS Excel, Google Sheets 
c. Briefings MS PowerPoint, Google Slides 
d. Drawings MS Visio, Google Drawings 
e. Schedules MS Project, Smartsheet, or other Government-approved 


media 


F.6   PLACE(S) OF DELIVERY 
Copies of all deliverables shall be delivered to the COR at the following address: 


[To be provided upon contract award] 
 
Copies of all deliverables shall also be delivered to the TASPD TPOC. The DHS TASPD 
TPOC name, address, and contact information will be provided at award.  
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F.7   NOTICE REGARDING LATE DELIVERY/PROBLEM NOTIFICATION REPORT 
(PNR) 


The contractor shall notify the COR via a Problem Notification Report (PNR) as soon as it 
becomes apparent to the contractor that a scheduled delivery will be late. The contractor shall 
include in the PNR the rationale for late delivery, the expected date for the delivery, and the 
project impact of the late delivery. The COR will review the new schedule and provide guidance 
to the contractor. Such notification in no way limits any Government contractual rights or 
remedies including, but not limited to, termination. 
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G.1   CONTRACTING OFFICER’S REPRESENTATIVE (COR) 
The CO appointed a COR in writing through a COR Appointment Letter. The COR will receive, 
for the Government, all work called for by the TO and will represent the CO in the technical 
phases of the work. The COR will provide no supervisory or instructional assistance to 
contractor personnel. 
The COR is not authorized to change any of the terms and conditions, scope, schedule, and price 
of the Contract or the TO. Changes in the scope of work will be made only by the CO by 
properly executed modifications to the Contract or the TO. 


G.1.1   CONTRACT ADMINISTRATION 


 CO: 


Provided at award. 


 COR: 
Provided at award. 


TASPD TPOC: 
 Provided at award. 


G.2   INVOICE SUBMISSION 
ELECTRONIC INVOICING AND PAYMENT REQUIREMENTS - INVOICE 
PROCESSING PLATFORM (IPP) (JAN 2016) 


Beginning April 11, 2016, payment requests for all new awards must be submitted electronically 
through the U. S. Department of the Treasury's Invoice Processing Platform System (IPP). 
Payment terms for existing contracts and orders awarded prior to April 11, 2016 remain the 
same. The Contractor must use IPP for contracts and orders awarded April 11, 2016 or later, and 
must use the non-IPP invoicing process for those contracts and orders awarded prior to April 11, 
2016. 


"Payment request" means any request for contract financing payment or invoice payment by the 
Contractor. To constitute a proper invoice, the payment request must comply with the 
requirements identified in FAR 32.905(b), "Payment documentation and process" and the 
applicable Prompt Payment clause included in this contract. The IPP website address is: 
https://www.ipp.gov.   


Under this contract, the following documents are required to be submitted as an attachment to the 
IPP: 


-__Invoices____________________ 


-__Signed Time Cards____________________ 



https://www.ipp.gov/
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-______________________ 


-______________________ 


-______________________ 


The IPP was designed and developed for Contractors to enroll, access and use IPP for submitting 
requests for payment. Contractor assistance with enrollment can be obtained by contacting 
IPPCustomerSupport@fms.treas.gov or phone (866) 973-3131.  


If the Contractor is unable to comply with the requirement to use IPP for submitting invoices for 
payment, the Contractor must submit a waiver request in writing to the contracting officer. 


G.3   INVOICE REQUIREMENTS 
The contractor shall submit a draft copy of an invoice backup in Excel to the  CORthe COR and 
TASPD TPOC for review prior to its submission to IPP. The draft invoice shall not be construed 
as a proper invoice in accordance with FAR 32.9.  
Each contract type shall be addressed separately in the invoice submission. Receipts shall be 
provided on an as requested basis. 
The contractor shall submit invoices on a monthly basis for costs incurred. . The contractor shall 
notify the COR if circumstances require the delay of invoices beyond one month. 
The final invoice is desired to be submitted within six months of project completion. Upon 
project completion, the contractor shall provide a final invoice status update monthly. 
Regardless of contract type, the contractor shall report the following metadata: 


a. GWAC Contract Number.  
b. TOA Number (NOT the Solicitation Number).  
c. Contractor Invoice Number.  
d. Contractor Name. 
e. POC Information. 
f. Current period of performance. 
g. Amount of invoice that was subcontracted.  


The amount of invoice that was subcontracted to a small business shall be made available upon 
request.  


G.3.1   TIME AND MATERIALS (T&M) CLINs (for LABOR)  
The contractor may invoice monthly on the basis of cost incurred for the T&M CLINs. The 
invoice shall include the period of performance covered by the invoice (all current charges shall 
be within the active period of performance) and the CLIN number and title. All hours and costs 
shall be reported by CLIN element (as shown in Section B), by contractor employee, and shall be 
provided for the current billing month and in total from project inception to date. The contractor 
shall provide the invoice data in spreadsheet form with the following detailed information. The 



mailto:IPPCustomerSupport@fms.treas.gov
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listing shall include separate columns and totals for the current invoice period and the project to 
date. 


a. Employee name (current and past employees). 
b. Employee company.  
c. Exempt or non-exempt designation. 
d. Employee Alliant 2 labor category. 
e. Current monthly and total cumulative hours worked. 
f. Direct Labor Rate. 
g. Effective hourly rate (e.g., cumulative costs/cumulative hours). 
h. Current approved billing rate percentages in support of costs billed. 
i. Itemization of cost centers applied to each individual invoiced. 
j. Any cost incurred not billed by CLIN (e.g., lagging costs). 
k. . The invoice detail shall be organized by CLIN. 


 


G.3.2   OTHER DIRECT COSTS (ODCs) 
The contractor may invoice monthly on the basis of cost incurred for the Tools and ODC CLINs. 
The invoice shall include the period of performance covered by the invoice and the CLIN 
number and title. In addition, the contractor shall provide the following detailed information for 
each invoice submitted, as applicable. Spreadsheet submissions are required. 


a. ODCs purchased. 
b. Request to Initiate Purchase (RIP) or Consent to Purchase (CTP) number or identifier. 
c. Date accepted by the Government. 
d. Associated CLIN. 
e. Project-to-date totals by CLIN. 
f. Cost incurred not billed by CLIN. 
g. Remaining balance of the CLIN. 


 


G.3.3   TRAVEL 
Contractor costs for travel will be reimbursed at the limits set in the following regulations (see 
FAR 31.205-46): 


a. Federal Travel Regulation (FTR) - prescribed by the GSA, for travel in the contiguous 
U.S. 


b. Joint Travel Regulations (JTR) Volume 2, Department of Defense (DoD) Civilian 
Personnel, Appendix A - prescribed by the DoD, for travel in Alaska, Hawaii, and 
outlying areas of the U.S. 


c. Department of State Standardized Regulations (DSSR) (Government Civilians, Foreign 
Areas), Section 925, “Maximum Travel Per Diem Allowances for Foreign Areas” - 
prescribed by the Department of State, for travel in areas not covered in the FTR or JTR. 
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The contractor may invoice monthly on the basis of cost incurred for cost of travel comparable 
with the JTR/FTR/DSSR. The invoice shall include the period of performance covered by the 
invoice and the CLIN number and title. Separate worksheets, in MS Excel format, shall be 
submitted for travel. 
CLIN Total Travel: This invoice information shall identify all cumulative travel costs billed by 
CLIN. The current invoice period’s travel details shall include separate columns and totals and 
include the following: 


a. Travel Authorization Request number or identifier, approver name, and approval date. 
b. Current invoice period. 
c. Names of persons traveling. 
d. Number of travel days. 
e. Dates of travel. 
f. Number of days per diem charged. 
g. Per diemDiem rate used. 
h. Total per diem charged. 
i. Transportation costs. 
j. Total charges. 
k. Explanation of variances exceeding ten percent of the approved versus actual costs. 
l. Indirect handling rate. 


G.4   TASK ORDER (TO) CLOSEOUT 
The Government will unilaterally close out the transition and requirements TOs NLT six years 
after the end of each TO period of performance if the contractor does not provide final invoice 
by that time.  
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H.1    RESERVED 


H.2   GOVERNMENT-FURNISHED PROPERTY (GFP) 
The contractor shall institute property control and accountability procedures to safeguard and 
maintain all GFP, including Contractor Acquired Property (CAP), in accordance with FAR 
52.245-1 and DHS 4300 A. The contractor shall report any loss or damage of Government 
Property to the TASPD TPOC and the COR. The contractor shall submit a Full Incident Report 
for any loss and damages. All GFP shall be accounted for and signed for by a designated 
contractor employee at each performance site. These designated contractor personnel shall also 
be accountable for inventory requirements and loss of or damage to GFP in accordance with 
FAR 52.245-1, Government Property.  


H.3   GOVERNMENT-FURNISHED INFORMATION (GFI) 
The contractor shall use GFI, data, and documents only for the performance of work under this 
TO, and shall return all GFI, data, and documents to the Government at the end of the 
performance period. The contractor shall not release GFI, data, and documents to outside parties 
without the prior and explicit consent of the CO.  


H.4   SECURITY 
The contractor shall comply with the CBP administrative, physical, and technical security 
controls to ensure that the Government’s security requirements are met. The contractor shall not 
use, disclose, or reproduce data, which bears a restrictive legend, other than as required in the 
performance under this TO. 


H.4.1   CONTRACTOR PRE-SCREENING 
Contractors requiring recurring access to Government facilities or access to sensitive but 
unclassified information and/or logical access to IT resources shall verify minimal suitability 
requirements, as described below, for all persons/candidates designated for employment under 
any CBP contract by pre-screening the person/candidate prior to submitting the name for 
consideration to work. 
Pre-screening the candidate ensures that minimum suitability requirements are considered and 
mitigates the burden of DHS having to conduct background investigations on objectionable 
candidates. The contractor shall submit only those candidates that have not had a felony 
conviction within the past 36 months or illegal drug use within the past 12 months from the date 
of submission of their name as a candidate to perform work under this contract. Candidates shall 
also be submitted for a financial background check. Contractors are required to flow this 
requirement down to subcontractors. Pre-screening involves contractors and subcontractors 
reviewing: 


a. Felony convictions within the past 36 months. An acceptable means of obtaining 
information on felony convictions is from public records, free of charge, or from the 
National Crime Information Center (NCIC). 


b. Illegal drug use within the past 12 months. An acceptable means of obtaining information 
related to drug use is through employee self-certification, by public records check; or, if 
the contractor or subcontractor already has drug testing in place. There is no requirement 
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for contractors and/or subcontracts to initiate a drug testing program if they do not have 
one already in place. 


c. Misconduct such as criminal activity on the job relating to fraud or theft within the past 
12 months. An acceptable means of obtaining information related to misconduct is 
through employee self-certification, by public records check, or other reference checks 
conducted in the normal course of business. 


d. Financial irresponsibility related to tax liens and bankruptcy within the last seven to ten 
years. An acceptable means of obtaining information related to financial irresponsibility 
is through a financial background check. 


Pre-screening shall be conducted within 15 business days after contract award. This requirement 
shall be placed in all subcontracts if the subcontractor requires routine physical access, access to 
sensitive but unclassified information, and/or logical access to IT resources. 
Failure to comply with the pre-screening requirement will result in the CO taking the appropriate 
remedy. 


H.4.2   CBP BACKGROUND INVESTIGATION (BI) 
A BI is required for performance under this effort. Contractor employees and sub-contractors 
shall not begin working until, at a minimum, an interim or partial BI is approved by CBP. The 
citizenship requirements for accessing CBP systems and granting CBP BIs are outlined in CBP 
OIT Handbook 1400-05D, Section 4.1.1. Exceptions to this requirement, such as granting access 
to certain systems with a “limited” or “partial” BI, or authorizing work of any kind without a 
limited or partial BI, will be handled on a case-by-case basis, and access to facilities, systems, 
and data will be limited until the individual is cleared. Should clearance requirements beyond a 
CBP BI (e.g., Secret or Top Secret) be needed, a modification will be issued to add this 
requirement to the Key Personnel, or any contractor personnel, identified as needing such 
requirement. 
All personnel employed by or sub-contracted to the contractor or responsible to the contractor for 
work performed hereunder shall either currently possess or be able to favorably pass a full BI as 
required by CBP policies and procedures prior to beginning work with CBP. This policy applies 
to any personnel who will perform work on this TO. Executive Order 13467 allows for the 
acceptance of “suitability reciprocity” to contractor personnel who are component employees 
within DHS. 
Within five (5) business days after the contract kick-off meeting, the TASPD BI Process 
Coordinator (BIPC) will send the blank BI forms to the TOPM. These forms, which comprise the 
“BI package”, include: 


• CBP Form 77 (Contractor Employee Initial Background Investigation); 
• CBP Form 0078 (Background Investigation Requirements Document, or BIRD); 
• Fair Credit Reporting Act (FCRA) form; and 
• CBP Non-Disclosure Agreement (NDA) form. 


The contractor TOPM (or designated contractor representative) is responsible for completing 
(pre-filling) sections on these forms that pertain to the contract, such as contract number, duty 
address, work phone numbers, and TASPD TPOC name. The contractor is responsible for 
providing these forms to any new employees and sub-contractors proposed for this TO at any 
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time throughout the period of performance of this TO for those individuals to complete the 
remainder of the information on the forms. After completion of the forms by the proposed 
contractor or sub-contractor, the TOPM shall review the package for completeness and forward 
the BI package to the TASPD BIPC. 
The TASPD BIPC will review the submitted BI package for completeness and accuracy and will 
obtain the TASPD TPOC’s signature on the Form 77. Once signed, the TASPD BIPC will 
submit the BI package to the CBP eQIP coordinator. The TASPD BIPC will retain a copy of the 
package in an electronic filing system. 
The eQIP coordinator will review the BI package for completeness. If there are errors or missing 
information, the application will be rejected and returned to the contractor employee BI 
candidate for revisions, with notifications going to the TASPD TPOC, TASPD BIPC, and TOPM 
(or their designated contractor representative). The BI candidate shall make the necessary 
revisions and resubmit the BI package to the TASPD BIPC to route back to the eQIP 
coordinator. 
Once the eQIP coordinator determines that the BI package is error-free, and if the BI candidate 
holds a current clearance, the eQIP coordinator will work with CBP’s Office of Professional 
Responsibility (OPR) to determine if the contractor BI candidate is reciprocity-eligible. If the 
candidate is eligible for reciprocity, the candidate and the TOPM will be notified, and no eQIP or 
fingerprint cards will be needed. The reciprocity eligibility process can take 30 days or more. 
If no reciprocity exists, or the candidate is otherwise not eligible for consideration for 
reciprocity, the eQIP coordinator will send the contractor BI candidate an email requesting them 
to complete the eQIP application. At the same time, the eQIP coordinator will send the BI 
candidate a set of fingerprint cards (form FD-258) to be completed. The BI candidate can 
complete the fingerprint cards at a local police department or CBP badging office. The BI 
candidate is responsible for sending the fingerprint cards to the eQIP coordinator via tracked 
mail if they are not completed at a CBP badging office.  
After receipt of the fingerprint cards, the eQIP coordinator will review the eQIP application. The 
application must be submitted no later than 30 days after the initial eQIP invite, or else it will be 
rejected. If the eQIP coordinator finds incomplete sections or errors, the eQIP application will be 
rejected back to the BI candidate to address (with notifications to the TASPD TPOC, TASPD 
BIPC, and TOPM). The BI candidate shall correct any errors or incomplete sections and 
resubmit the eQIP directly back to the eQIP coordinator in the eQIP system. 
Once the eQIP coordinator has determined that the eQIP application is complete and error-free, 
the eQIP application and fingerprint cards will be sent to OPR for the BI process to begin. It can 
take up to three (3) months to obtain a limited or partial BI. The full BI clearance has historically 
averaged six (6) months; however, the full BI clearance can take up to 9-12 months depending 
on the candidate and the volume of BIs being processed. Failure of any contractor personnel to 
successfully pass a full BI shall be cause for the candidate’s immediate dismissal from the 
project and replacement by a similar and equally qualified candidate. This policy also applies to 
any personnel hired as replacements during the term of the TO. 


H.4.3   CLEARANCES 
Contractor personnel under this TO require a CBP BI. Some personnel may require Secret and 
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Top Secret clearances. 


H.4.4   IDENTIFICATION BADGES 
All contractor employees shall be required to wear CBP identification badges at all times when 
working in Government facilities. 


H.4.5   PHYSICAL AND IT SECURITY REQUIREMENTS 
The contractor shall ensure that its employees follow the general procedures governing physical, 
environmental, and information security described in the various DHS CBP regulations 
identified in this clause. The contractor shall ensure that its employees apply proper business 
practices in accordance with the specifications, directives, and manuals required for conducting 
work under this contract. Applicable contractor personnel shall be responsible for physical 
security of work areas and CBP furnished equipment issued under this contract. 
The  CO/COR may require the contractor to prohibit its employees from working on this contract 
if continued employment becomes detrimental to the public’s interest for any reason including, 
but not limited to, carelessness, insubordination, incompetence, or security concerns. 
Work under this contract may require access to sensitive information as defined under Homeland 
Security Acquisition Regulation (HSAR) Clause 3052.204-71, Contractor Employee Access, 
included in the solicitation/contract. The contractor shall not disclose, orally or in writing, any 
sensitive information to any person unless authorized in writing by the  COthe CO. 
The contractor shall ensure that its employees, who are authorized access to sensitive 
information, receive training pertaining to protection and disclosure of sensitive information. The 
training shall be conducted during and after contract performance. 
Upon completion of this contract, the contractor shall return all sensitive information used in the 
performance of the contract to the TASPD TPOC. The contractor shall certify, in writing, that all 
sensitive and non-public information has been purged from any contractor-owned system. 


H.4.6   INFORMATION ASSURANCE  
The contractor may have access to sensitive (including privileged and confidential) data, 
information, and materials of the U.S. Government. These printed and electronic documents are 
for internal use only and remain the sole property of the U.S. Government. Some of these 
materials are protected by the Privacy Act of 1974 (AMENDED) and Title 38. Unauthorized 
disclosure of Privacy Act or Title 38 covered materials is a criminal offense. 


H.4.7   REMOTE ACCESS 
Contractor access to DHS networks from a remote location is a temporary privilege for mutual 
convenience while the contractor performs business for the DHS Component. It is not a right, a 
guarantee of access, a condition of the contract, or GFE. 


H.4.8   HANDLING PERSONALLY IDENTIFIABLE INFORMATION (PII) 
The contractor shall comply with the Privacy Act, CBP, and DHS privacy policies and 
procedures when handling PII. This includes reporting loss, theft, or unauthorized access to 
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sensitive PII within one hour of discovery and reviewing contractor applicable policies at least 
annually.  


H.4.9   SECURITY CLEARANCES 
In general, all necessary facility and employee security clearances shall be at the expense of the 
contractor. The contractor shall comply with all security requirements. 


H.4.10   SECURITY CONTROLS 
a. The contractor shall comply with the U.S. CBP administrative, physical, and technical 


security controls to ensure that the Government’s security requirements are met.  
b. All GFE/GFI shall be protected to the degree and extent required by local rules, 


regulations, and procedures. The contractor shall comply with all security policies 
contained in CBP Handbook 1400-05D, Information Systems Security Policies and 
Procedures Handbook.  


c. All services provided under this contract shall be compliant with the DHS information 
security policy identified in DHS Management Directive (MD) 4300.1, IT Systems 
Security Program and DHS 4300A, Sensitive Systems Handbook.  


b. All contractor employees under this contract shall wear identification (ID) access badges 
when working in CBP facilities. Prior to contractor employees’ departure/separation, all 
badges, building passes, parking permits, keys, and pass cards shall be given to the 
TASPD TPOC.  


c. All contractor employees shall be registered in the Contractor Tracking System (CTS) 
database. The contractor shall provide timely start information to the Government to 
initiate the CTS registration. Other relevant information will also be needed for 
registration in the CTS database such as, but not limited to, the contractor’s legal name, 
address, brief job description, labor rate, Hash ID, schedule, and contract-specific 
information. Government personnel shall provide the contractor with instructions for 
receipt of CTS registration information.  


d. The contractor shall provide employee departure/separation dates to the TASPD TPOC in 
accordance with CBP Directive 51715-006, Separation Procedures for Contractor 
Employees. Failure by the contractor to provide timely notification of employee 
departure/separation in accordance with the contract requirements shall be documented 
and considered when Government personnel complete a contractor performance review 
or other performance-related measures 


H.4.11   DHS SPECIAL CLAUSE - SAFEGUARDING OF SENSITIVE INFORMATION 
(MAR 2015)  


(a) Applicability. This clause applies to the contractor, its subcontractors, and contractor 
employees (hereafter referred to collectively as “contractor”). The contractor shall insert the 
substance of this clause in all subcontracts.  
(b) Definitions. As used in this clause – “Personally Identifiable Information (PII)” means 
information that can be used to distinguish or trace an individual’s identity, such as name, SSN, 
or biometric records, either alone, or when combined with other personal or identifying 
information that is linked or linkable to a specific individual, such as date and place of birth, or 
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mother’s maiden name. The definition of PII is not anchored to any single category of 
information or technology. Rather, it requires a case-by-case assessment of the specific risk that 
an individual can be identified. In performing this assessment, it is important for an agency to 
recognize that non-PII can become PII whenever additional information is made publicly 
available—in any medium and from any source—that, combined with other available 
information, could be used to identify an individual. PII is a subset of sensitive information. 
Examples of PII include, but are not limited to, name, date of birth, mailing address, telephone 
number, SSN, email address, zip code, account numbers, certificate/license numbers, vehicle 
identifiers including license plates, uniform resource locators (URLs), static Internet protocol 
addresses, biometric identifiers such as fingerprint, voiceprint, iris scan, photographic facial 
images, or any other unique identifying number or characteristic, and any information where it is 
reasonably foreseeable that the information will be linked with other information to identify the 
individual. “Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor 
Employee Access, as any information, which if lost, misused, disclosed, or, without 
authorization is accessed, or modified, could adversely affect the national or homeland security 
interest, the conduct of Federal programs, or the privacy to which individuals are entitled under 
section 552a of Title 5, U.S.C. (the Privacy Act), but which has not been specifically authorized 
under criteria established by an Executive Order or an Act of Congress to be kept secret in the 
interest of national defense, homeland security or foreign policy. This definition includes the 
following categories of information:  
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the DHS 
(including the PCII Program Manager or his/her designee);  
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the DHS (including the Assistant Secretary for the Transportation Security Administration or 
his/her designee);  
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and  
(4) Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. “Sensitive Information Incident” is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, unauthorized 
acquisition, or unauthorized access or attempted access of any Government system, contractor 
system, or sensitive information. “Sensitive Personally Identifiable Information (SPII)” is a 
subset of PII, which if lost, compromised or disclosed without authorization, could result in 
substantial harm, embarrassment, inconvenience, or unfairness to an individual. Some forms of 
PII are sensitive as stand-alone elements. Examples of such PII include: SSN, driver’s license or 
state ID number, Alien Registration Numbers (A-number), financial account number, and 
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biometric identifiers such as fingerprint, voiceprint, or iris scan. Additional examples include any 
groupings of information that contain an individual’s name or other unique identifier plus one or 
more of the following elements:  
(1) Truncated SSN (such as last 4 digits)  
(2) Date of birth (month, day, and year)  
(3) Citizenship or immigration status  
(4) Ethnic or religious affiliation  
(5) Sexual orientation 
(6) Criminal history  
(7) Medical information  
(8) System authentication information such as mother’s maiden name, account passwords or PIN 
Other PII may be “sensitive” depending on its context, such as a list of employees and their 
performance ratings or an unlisted home address or phone number. In contrast, a business card or 
public telephone directory of agency employees contains PII but is not sensitive.  
(c)  Authorities. The contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors or 
available upon request from the CO including, but not limited to, the following:  
(1) DHS MD 11042.1 Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information  
(2) DHS Sensitive Systems Policy Directive 4300A  
(3) DHS 4300A Sensitive Systems Handbook and Attachments  
(4) DHS Security Authorization Process Guide  
(5) DHS Handbook for Safeguarding SPII  
(6) DHS Instruction Handbook 121-01-007 DHS Personnel Suitability and Security Program  
(7) DHS Information Security Performance Plan (current fiscal year)  
(8) DHS Privacy Incident Handling Guidance  
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 
Cryptographic Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html  
(10) NIST Special Publication 800-53 Security and Privacy Controls for Federal Information 
Systems and Organizations accessible at http://csrc.nist.gov/publications/PubsSPs.html  
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html  
(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the 
policies and procedures described below, is required. (1) DHS policies and procedures on 
contractor personnel security requirements are set forth in various MDs, Directives, and 
Instructions. MD 11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information describes how contractors must handle sensitive but unclassified information. DHS 
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uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but unclassified information 
that is not otherwise categorized by statute or regulation. Examples of sensitive information that 
are categorized by statute or regulation are PCII, SSI, etc. The DHS Sensitive Systems Policy 
Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and 
procedures on security for IT resources. The DHS Handbook for Safeguarding Sensitive 
Personally Identifiable Information provides guidelines to help safeguard SPII in both paper and 
electronic form. DHS Instruction Handbook 121-01-007 DHS Personnel Suitability and Security 
Program establishes procedures, program responsibilities, minimum standards, and reporting 
protocols for the DHS Personnel Suitability and Security Program. 
(2) The contractor shall not use or redistribute any sensitive information processed, stored, 
and/or transmitted by the contractor except as specified in the contract.  
(3) All contractor employees with access to sensitive information shall execute DHS Form 
11000-6, DHS Non-Disclosure Agreement (NDA), as a condition of access to such information. 
The contractor shall maintain signed copies of the NDA for all employees as a record of 
compliance. The contractor shall provide copies of the signed NDA to the COR NLT two days 
after execution of the form.  
(4) The contractor’s invoicing, billing, and other recordkeeping systems maintained to support 
financial or other administrative functions shall not maintain SPII. It is acceptable to maintain in 
these systems the names, titles and contact information for the COR or other Government 
personnel associated with the administration of the contract, as needed.  
(e)  Authority to Operate. The contractor shall not input, store, process, output, and/or transmit 
sensitive information within a contractor IT system without an ATO signed by the Headquarters 
or Component Privacy Officer. Unless otherwise specified in the ATO letter, the ATO is valid 
for three years. The contractor shall adhere to current Government policies, procedures, and 
guidance for the Security Authorization (SA) process as defined below. (1) Complete the 
Security Authorization process. The SA process shall proceed according to the DHS Sensitive 
Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, 
DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor 
publication, and the Security Authorization Process Guide including templates. (i)  Security 
Authorization Process Documentation. SA documentation shall be developed using the 
Government provided RTM and Government security documentation templates. SA 
documentation consists of the following: SP, Contingency Plan, Contingency Plan Test Results, 
CMP, Security Assessment Plan, SAR, and ATO Letter. Additional documents that may be 
required include a Plan(s) of Action and Milestones and Interconnection Security Agreement(s). 
During the development of SA documentation, the contractor shall submit a signed SA package, 
validated by an independent third party, to the TASPD TPOC for acceptance by the 
Headquarters or Component CIO, or designee, at least 30 days prior to the date of operation of 
the IT system. The Government is the final authority on the compliance of the SA package and 
may limit the number of resubmissions of a modified SA package. Once the ATO has been 
accepted by the Headquarters or Component CIO, or designee, the CO shall incorporate the ATO 
into the contract as a compliance document. The Government’s acceptance of the ATO does not 
alleviate the contractor’s responsibility to ensure the IT system controls are implemented and 
operating effectively. (ii) Independent Assessment. Contractors shall have an independent third 
party validate the security and privacy controls in place for the system(s). The independent third 
party shall review and analyze the SA package, and report on technical, operational, and 
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management level deficiencies as outlined in NIST Special Publication 800-53, Security and 
Privacy Controls for Federal Information Systems and Organizations. The contractor shall 
address all deficiencies before submitting the SA package to the Government for acceptance. (iii) 
Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part of the SA 
process, the contractor may be required to support the Government in the completion of the PTA. 
The requirement to complete the PTA is triggered by the creation, use, modification, upgrade, or 
disposition of a contractor IT system that will store, maintain and use PII, and must be renewed 
at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether 
a Privacy Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or 
modifications thereto, are required. The contractor shall provide all support necessary to assist 
the Department in completing the PIA in a timely manner and shall ensure that PMPs and 
schedules include time for the completion of the PTA, PIA, and SORN (to the extent required) as 
milestones. Support in this context includes responding timely to requests for information from 
the Government about use, access, storage, and maintenance of PII on the contractor’s system, 
and providing timely review of relevant compliance documents for factual accuracy. Information 
on the DHS privacy compliance process, including PTAs, PIAs, and SORNs, is accessible at 
http://www.dhs.gov/privacy-compliance.  
(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed 
every three years. The contractor is required to update its SA package as part of the ATO 
renewal process. The contractor shall update its SA package by one of the following methods:  
(1) Updating the SA documentation in the DHS automated IA tool for acceptance by the 
Headquarters or Component CIO, or designee, at least 90 days before the ATO expiration date 
for review and verification of security controls; or  
(2) Submitting an updated SA package directly to the TASPD TPOC for approval by the 
Headquarters or Component CIO, or designee, at least 90 days before the ATO expiration date 
for review and verification of security controls. The 90 day review process is independent of the 
system production date and, therefore, it is important that the contractor build the review into 
project schedules. The reviews may include onsite visits that involve physical or logical 
inspection of the contractor environment to ensure controls are in place.  
(3) Security Review. The Government may elect to conduct random periodic reviews to ensure 
that the security requirements contained in this contract are being implemented and enforced. 
The contractor shall afford DHS, the Office of the Inspector General, and other Government 
organizations access to the contractor’s facilities, installations, operations, documentation, 
databases and personnel used in the performance of this contract. The contractor shall, through 
the CO and COR, contact the Headquarters or Component CIO, or designee, to coordinate and 
participate in review and inspection activity by Government organizations external to DHS. 
Access shall be provided, to the extent necessary as determined by the Government, for the 
Government to carry out a program of inspection, investigation, and audit to safeguard against 
threats and hazards to the integrity, availability and confidentiality of Government data or the 
function of computer systems used in performance of this contract and to preserve evidence of 
computer crime.  
(4) Continuous Monitoring. All contractor-operated systems that input, store, process, output, 
and/or transmit sensitive information shall meet or exceed the continuous monitoring 
requirements identified in the Fiscal Year 2014 DHS Information Security Performance Plan, or 
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successor publication. The plan is updated on an annual basis. The contractor shall also store 
monthly continuous monitoring data at its location for a period not less than one year from the 
date the data is created. The data shall be encrypted in accordance with FIPS 140-2 Security 
Requirements for Cryptographic Modules and shall not be stored on systems that are shared with 
other commercial or Government entities. The Government may elect to perform continuous 
monitoring and IT security scanning of contractor systems from Government tools and 
infrastructure.  
(5) Revocation of ATO. In the event of a sensitive information incident, the Government may 
suspend or revoke an existing ATO (either in part or in whole). If an ATO is suspended or 
revoked in accordance with this provision, the CO may direct the contractor to take additional 
security measures to secure sensitive information. These measures may include restricting access 
to sensitive information on the contractor IT system under this contract. Restricting access may 
include disconnecting the system processing, storing, or transmitting the sensitive information 
from the Internet or other networks or applying additional security controls.  
(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the 
Government or operating systems containing sensitive information shall comply with Federal 
reporting requirements. Annual and quarterly data collection will be coordinated by the 
Government. Contractors shall provide the COR with requested information within three 
business days of receipt of the request. Reporting requirements are determined by the 
Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 
Plan, or successor publication. The contractor shall provide the Government with all information 
to fully satisfy Federal reporting requirements for contractor systems.  
(f)  Sensitive Information Incident Reporting Requirements  
(1) All known or suspected sensitive information incidents shall be reported to the Headquarters 
or Component Security Operations Center (SOC) within one hour of discovery in accordance 
with 4300A Sensitive Systems Handbook Incident Response and Reporting requirements. When 
notifying the Headquarters or Component SOC, the contractor shall also notify the CO, COR, 
Headquarters or Component Privacy Officer, and US-CERT using the contact information 
identified in the contract. If the incident is reported by phone or the CO’s email address is not 
immediately available, the contractor shall contact the CO immediately after reporting the 
incident to the Headquarters or Component SOC. The contractor shall not include any sensitive 
information in the subject or body of any email. To transmit sensitive information, the contractor 
shall use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption 
methods to protect sensitive information in attachments to email. Passwords shall not be 
communicated in the same email as the attachment. A sensitive information incident shall not, by 
itself, be interpreted as evidence that the contractor has failed to provide adequate information 
security safeguards for sensitive information, or has otherwise failed to meet the requirements of 
the contract.  
(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 
requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 
contractors shall also provide as many of the following data elements that are available at the 
time the incident is reported, with any remaining data elements provided within 24 hours of 
submission of the initial incident report: (i) Data Universal Numbering System (DUNS). (ii) 
Contract numbers affected unless all contracts by the company are affected. (iii) Facility 
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Commercial and Government Entity (CAGE) code if the location of the event is different than 
the prime contractor location. (iv) POC if different than the POC recorded in the System for 
Award Management (address, position, telephone, email). (v)  CO POC (address, telephone, 
email). (vi) Contract clearance level. (vii) Name of subcontractor and CAGE code if this was an 
incident on a subcontractor network. (viii) Government programs, platforms, or systems 
involved. (ix)  Location(s) of incident. (x) Date and time the incident was discovered. (xi)  
Server names where sensitive information resided at the time of the incident, both at the 
contractor and subcontractor level.  
(xii) Description of the Government PII and/or SPII contained within the system. (xiii) Number 
of people potentially affected and the estimated or actual number of records exposed and/or 
contained within the system. (xiv)  Any additional information relevant to the incident.  
(g) Sensitive Information Incident Response Requirements  
(1) All determinations related to sensitive information incidents, including response activities, 
notifications to affected individuals and/or Federal agencies, and related services (e.g., credit 
monitoring) will be made in writing by the  CO in consultation with the Headquarters or 
Component CIO and Headquarters or Component Privacy Officer.  
(2) The contractor shall provide full access and cooperation for all activities determined by the 
Government to be required to ensure an effective incident response, including providing all 
requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents.  
(3) Incident response activities determined to be required by the Government may include, but 
are not limited to, the following: (i)   Inspections, (ii) Investigations, (iii) Forensic reviews, and 
(iv) Data analyses and processing.  
(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies 
and/or third-party firms to aid in incident response activities.  
(h) Additional PII and/or SPII Notification Requirements  
(1) The contractor shall have in place procedures and the capability to notify any individual 
whose PII resided in the contractor IT system at the time of the sensitive information incident not 
later than five business days after being directed to notify individuals, unless otherwise approved 
by the CO. The method and content of any notification by the contractor shall be coordinated 
with, and subject to prior written approval by the CO, in consultation with the Headquarters or 
Component Privacy Officer, utilizing the DHS Privacy Incident Handling Guidance. The 
contractor shall not proceed with notification unless the CO, in consultation with the 
Headquarters or Component Privacy Officer, has determined in writing that notification is 
appropriate.  
(2) Subject to Government analysis of the incident and the terms of its instructions to the 
contractor regarding any resulting notification, the notification method may consist of letters to 
affected individuals sent by first class mail, electronic means, or general public notice, as 
approved by the Government. Notification may require the contractor’s use of address 
verification and/or address location services. At a minimum, the notification shall include: (i) A 
brief description of the incident. (ii)  A description of the types of PII and SPII involved. (iii) A 
statement as to whether the PII or SPII was encrypted or protected by other means.  
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(iv) Steps individuals may take to protect themselves. (v)  What the contractor and/or the 
Government are doing to investigate the incident, to mitigate the incident, and to protect against 
any future incidents. (vi) Information identifying who individuals may contact for additional 
information. (i) Credit Monitoring Requirements. In the event that a sensitive information 
incident involves PII or SPII, the contractor may be required to, as directed by the  CO: (1) 
Provide notification to affected individuals as described above; and/or (2) Provide credit 
monitoring services to individuals whose data was under the control of the contractor or resided 
in the contractor IT system at the time of the sensitive information incident for a period 
beginning the date of the incident and extending not less than 18 months from the date the 
individual is notified. Credit monitoring services shall be provided from a company with which 
the contractor has no affiliation. At a minimum, credit monitoring services shall include: (i)  
Triple credit bureau monitoring. (ii)  Daily customer service. (iii) Alerts provided to the 
individual for changes and fraud. (iv) Assistance to the individual with enrollment in the services 
and the use of fraud alerts.  
(3) Establish a dedicated call center. Call center services shall include: (i)  A dedicated telephone 
number to contact customer service within a fixed period. (ii)  Information necessary for 
registrants/enrollees to access credit reports and credit scores. (iii) Weekly reports on call center 
volume, issue escalation (i.e., those calls that cannot be handled by call center staff and must be 
resolved by call center management or DHS, as appropriate), and other key metrics. (iv) 
Escalation of calls that cannot be handled by call center staff to call center management or DHS, 
as appropriate. (v)  Customized FAQs, approved in writing by the CO in coordination with the 
Headquarters or Component Chief Privacy Officer. (vi) Information for registrants to contact 
customer service representatives and fraud resolution representatives for credit monitoring 
assistance.  
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information. As part of contract closeout, the contractor shall submit the certification to the COR 
and the CO following the template provided in NIST Special Publication 800-88 Guidelines for 
Media Sanitization.  


H.4.12   DHS SPECIAL CLAUSE - IT SECURITY AND PRIVACY TRAINING (MAR 
2015) 


(a) Applicability. This clause applies to the contractor, its subcontractors, and contractor 
employees (hereafter referred to collectively as “contractor”). The contractor shall insert the 
substance of this clause in all subcontracts.  
(b) Security Training Requirements.  
(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness materials 
annually or whenever system security changes occur, or when the user’s responsibilities change. 
The DHS requires that contractor employees take an annual IT Security Awareness Training 
course before accessing sensitive information under the contract. Unless otherwise specified, the 
training shall be completed within 30 days of contract award and be completed on an annual 
basis thereafter not later than October 31st of each year. Any new contractor employees assigned 
to the contract shall complete the training before accessing sensitive information under the 
contract. The training is accessible at http://www.dhs.gov/dhs-security-and-trainingrequirements-
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contractors. The contractor shall maintain copies of training certificates for all contractor and 
subcontractor employees as a record of compliance. The contractor shall notify the  CORthe 
COR when the training has been completed. Subsequent training certificates to satisfy the annual 
training requirement shall be submitted to the  CORthe COR via e-mail notification not later than 
October 31st of each year. The e-mail notification shall state the required training has been 
completed for all contractor and subcontractor employees.  
(2) The DHS Rules of Behavior apply to every DHS employee, contractor and subcontractor that 
will have access to DHS systems and sensitive information. The DHS Rules of Behavior shall be 
signed before accessing DHS systems and sensitive information. The DHS Rules of Behavior is 
a document that informs users of their responsibilities when accessing DHS systems and holds 
users accountable for actions taken while accessing DHS systems and using DHS IT resources 
capable of inputting, storing, processing, outputting, and/or transmitting sensitive information. 
The DHS Rules of Behavior is accessible at http://www.dhs.gov/dhs-security-andtraining-
requirements-contractors. Unless otherwise specified, the DHS Rules of Behavior shall be signed 
within 30 days of contract award. Any new contractor employees assigned to the contract shall 
also sign the DHS Rules of Behavior before accessing DHS systems and sensitive information. 
The contractor shall maintain signed copies of the DHS Rules of Behavior for all contractor and 
subcontractor employees as a record of compliance. The contractor shall notify the  CORthe 
COR that the DHS Rules of Behavior have been signed by each employee not later than 30 days 
after contract award. The DHS Rules of Behavior will be reviewed annually and the  CORthe 
COR will provide notification when a review is required.  
(c)  Privacy Training Requirements. All contractor and subcontractor employees that will have 
access to PII and/or SPII are required to take Privacy at DHS: Protecting Personal Information 
before accessing PII and/or SPII. The training is accessible at http://www.dhs.gov/dhs-
securityand-training-requirements-contractors. Training shall be completed within 30 days of 
contract award and be completed on an annual basis thereafter not later than October 31st of each 
year. Any new contractor employees assigned to the contract shall also complete the training 
before accessing PII and/or SPII. The contractor shall maintain copies of training certificates for 
all contractor and subcontractor employees as a record of compliance. The contractor shall notify 
the  CORthe COR that the training has been completed by all applicable employees not later than 
30 days after contract award. Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the  CORthe COR via e-mail notification not later than 
October 31st of each year. The email notification shall state the required training has been 
completed for all contractor and subcontractor employees. 


H.5   UNIQUE STANDARDS 


H.5.1   ENTERPRISE ARCHITECTURE (EA) COMPLIANCE 
The Offeror shall ensure that the design conforms to the Department of Homeland Security 
(DHS) and Customs and Border Protection (CBP) Enterprise Architecture (EA), the DHS and 
CBP Technical Reference Models (TRM), and all DHS and CBP policies and guidelines (such as 
the CBP Information Technology Enterprise Principles and the DHS Service Oriented 
Architecture - Technical Framework), as promulgated by the DHS and CBP Chief Information 
Officers (CIO), Chief Technology Officers (CTO) and Chief Architects (CA). 



http://cbpnet.cbp.dhs.gov/linkhandler/cbpnet/oit/edme/soa.ctt/soa.pdf

http://cbpnet.cbp.dhs.gov/linkhandler/cbpnet/oit/edme/soa.ctt/soa.pdf





SECTION H – SPECIAL CONTRACT REQUIREMENTS 


  PAGE H-14 
 
 


 The Offeror shall conform to the Federal Enterprise Architecture (FEA) model and the DHS and 
CBP versions of the FEA model, as described in their respective EAs. All models will be 
submitted using Business Process Modeling Notation (BPMN 1.1 or BPMN 2.0 when available) 
and the CBP Architectural Modeling Standards. Universal Modeling Language (UML2) may be 
used for infrastructure only. Data semantics shall be in conformance with the National 
Information Exchange Model (NIEM). Development solutions will also ensure compliance with 
the current version of the DHS and CBP target architectures. 


Where possible, the Offeror shall use DHS/CBP approved products, standards, services, and 
profiles, as reflected by the hardware, software, application, and infrastructure components of the 
DHS/CBP TRM/standards profile. If new hardware, software, or infrastructure components are 
required to develop, test, or implement the program, these products will be coordinated through 
the DHS and CBP formal Technology Insertion (TI) process (to include a trade study with no 
less than four alternatives, one of which reflecting the status quo and another reflecting multi-
agency collaboration). The DHS/CBP TRM/standards profile will be updated as TIs are resolved. 


All developed solutions shall be compliant with the Homeland Security (HLS) EA.   


All IT hardware and software shall be compliant with the HLS EA. 


Compliance with the HLS EA shall be derived from and aligned through the CBP EA. 


Description information for all data assets, information exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) for 
review, approval, and insertion into the DHS Data Reference Model and Enterprise Architecture 
Information Repository. 


Development of data assets, information exchanges, and data standards will comply with the 
DHS Data Management Policy MD 103-01. All data-related artifacts will be developed and 
validated according to DHS Data Management Architectural Guidelines. 


Applicability of Internet Protocol version 6 (IPv6) to DHS-related components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS EA (per OMB Memorandum M-05-22, August 2, 2005), regardless of whether the 
acquisition is for modification, upgrade, or replacement. All EA related component acquisitions 
shall be IPv6 compliant, as defined in the USGv6 Profile (NIST Special Publication 500-267) 
and the corresponding declarations of conformance, defined in the USGv6 Test Program. 


Compliance with DHS Security Policy Terms and Conditions 


All hardware, software, and services provided under this task order must be compliant with DHS 
4300A DHS Sensitive System Policy and the DHS 4300A Sensitive Systems Handbook. 
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Encryption Compliance 


If encryption is required, the following methods are acceptable for encrypting sensitive 
information:  


1. FIPS 197 (Advanced Encryption Standard (AES)) 256 algorithm and cryptographic modules 
that have been validated under FIPS 140-2.  
2. National Security Agency (NSA) Type 2 or Type 1 encryption.  
3. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the Department of Homeland 
Security (DHS) IT Security Program Handbook (DHS Management Directive (MD) 4300A) for 
Sensitive Systems).  


Required Protections for DHS Systems Hosted in Non-DHS Data Centers 


Security Authorization  


A Security Authorization of any infrastructure directly in support of the DHS information system 
shall be performed as a general support system (GSS) prior to DHS occupancy to characterize 
the network, identify threats, identify vulnerabilities, analyze existing and planned security 
controls, determine likelihood of threat, analyze impact, determine risk, recommend controls, 
perform remediation on identified deficiencies, and document the results. The Security 
Authorization shall be performed in accordance with the DHS Security Policy and the controls 
provided by the hosting provider shall be equal to or stronger than the FIPS 199 security 
categorization of the DHS information system.  


At the beginning of the contract, and annually thereafter, the contractor shall provide the results 
of an independent assessment and verification of security controls. The independent assessment 
and verification shall apply the same standards that DHS applies in the Security Authorization 
Process of its information systems. Any deficiencies noted during this assessment shall be 
provided to the COR for entry into the DHS’ Plan of Action and Milestone (POA&M) 
Management Process. The contractor shall use the DHS’ POA&M process to document planned 
remedial actions to address any deficiencies in information security policies, procedures, and 
practices, and the completion of those activities. Security deficiencies shall be corrected within 
the timeframes dictated by the DHS POA&M Management Process. Contractor procedures shall 
be subject to periodic, unannounced assessments by DHS officials. The physical aspects 
associated with contractor activities shall also be subject to such assessments.  


On a periodic basis, the DHS and its Components, including the DHS Office of Inspector 
General, may choose to evaluate any or all of the security controls implemented by the contractor 
under these clauses. Evaluation could include, but it not limited to vulnerability scanning. The 
DHS and its Components reserve the right to conduct audits at their discretion. With ten working 
days’ notice, at the request of the Government, the contractor shall fully cooperate and facilitate 
in a Government-sponsored security control assessment at each location wherein DHS 
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information is processed or stored, or information systems are developed, operated, maintained, 
or used on behalf of DHS, including those initiated by the Office of the Inspector General. The 
government may conduct a security control assessment on shorter notice (to include 
unannounced assessments) determined by DHS in the event of a security incident.  


Enterprise Security Architecture  


The contractor shall utilize and adhere to the DHS Enterprise Security Architecture to the best of 
its ability and to the satisfaction of the DHS COR. Areas of consideration could include:  


1) Use of multi-tier design (separating web, application and data base) with policy enforcement 
between tiers  
2) Compliance to DHS Identity Credential Access Management (ICAM)  
3) Security reporting to DHS central control points (i.e. the DHS Security Operations Center 
(SOC) and integration into DHS Security Incident Response  
4) Integration into DHS Change Management (for example, the Infrastructure Change Control 
Board (ICCB) process)  
5) Performance of activities per continuous monitoring requirements  


Continuous Monitoring  


The contractor shall participate in DHS’ Continuous Monitoring Strategy and methods or shall 
provide a Continuous Monitoring capability that the DHS determines acceptable. The DHS Chief 
Information Security Officer (CISO) issues annual updates to its Continuous Monitoring 
requirements via the Annual Information Security Performance Plan. At a minimum, the 
contractor shall implement the following processes:  


1. Asset Management  
2. Vulnerability Management  
3. Configuration Management  
4. Malware Management  
5. Log Integration  
6. Security Information Event Management (SIEM) Integration  
7. Patch Management  
8. Providing near-real-time security status information to the DHS SOC  


Specific Protections  


Specific protections that shall be provided by the contractor include, but are not limited to the 
following:  
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Security Operations  


The contractor shall operate a SOC to provide the security services described below. The 
contractor shall support regular reviews with the DHS Information Security Office to coordinate 
and synchronize the security posture of the contractor hosting facility with that of the DHS Data 
Centers. The SOC personnel shall provide 24x7x365 staff to monitor the network and all of its 
devices. The contractor staff shall also analyze the information generated by the devices for 
security events, respond to real-time events, correlate security device events, and perform 
continuous monitoring. It is recommended that the contractor staff shall also maintain a trouble 
ticket system in which incidents and outages are recorded. In the event of an incident, the 
contractor facility SOC shall adhere to the incident response plan.  


Computer Incident Response Services  


The contractor shall provide Computer Incident Response Team (CIRT) services. The contractor 
shall adhere to the standard Incident Reporting process as determined by the Component and is 
defined by a DHS-specific incident response plan that adheres to DHS policy and procedure for 
reporting incidents. The contractor shall conduct Incident Response Exercises to ensure all 
personnel are familiar with the plan. The contractor shall notify the DHS SOC of any incident in 
accordance with the Incident Response Plan and work with DHS throughout the incident 
duration.  


Firewall Management and Monitoring  


The contractor shall provide firewall management services that include the design, configuration, 
implementation, maintenance, and operation of all firewalls within the hosted DHS infrastructure 
in accordance with DHS architecture and security policy. The contractor shall provide all 
maintenance to include configuration, patching, rule maintenance (add, modify, delete), and 
comply with DHS’ configuration management / release management requirements when changes 
are required. Firewalls shall operate 24x7x365. Analysis of the firewall logs shall be reported to 
DHS COR in weekly status reports. If an abnormality or anomaly is identified, the contractor 
shall notify the appropriate DHS point of contact in accordance with the incident response plan.  


Intrusion Detection Systems and Monitoring  


The contractor shall provide the design, configuration, implementation, and maintenance of the 
sensors and hardware that are required to support the NIDS solution. The contractor is 
responsible for creating and maintaining the NIDS rule sets. The NIDS solution should provide 
real-time alerts. These alerts and other relevant information shall be located in a central 
repository. The NIDS shall operate 24x7x365. A summary of alerts shall be reported to DHS 
COR in weekly status reports. If an abnormality or anomaly is identified, the contractor shall 
notify the appropriate DHS point of contact in accordance with the incident response plan.  
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Physical and Information Security and Monitoring  


The contractor shall provide a facility using appropriate protective measures to provide for 
physical security. The facility will be located within the United States and its territories. The 
contractor shall maintain a process to control physical access to DHS IT assets. DHS IT Assets 
shall be monitored 24x7x365. A summary of unauthorized access attempts shall be reported to 
the appropriate DHS security office.  


Vulnerability Assessments  


The contractor shall provide all information from any managed device to DHS, as requested, and 
shall assist, as needed, to perform periodic vulnerability assessments of the network, operating 
systems, and applications to identify vulnerabilities and propose mitigations. Vulnerability 
assessments shall be included as part of compliance with the continuous monitoring of the 
system.  


Anti-malware (e.g., virus, spam)  


The contractor shall design, implement, monitor and manage to provide comprehensive anti-
malware service. The contractor shall provide all maintenance for the system providing the anti-
malware capabilities to include configuration, definition updates, and comply with DHS’ 
configuration management / release management requirements when changes are required. A 
summary of alerts shall be reported to DHS COR in weekly status reports. If an abnormality or 
anomaly is identified, the contractor shall notify the appropriate DHS point of contact in 
accordance with the incident response plan.  


Patch Management  


The contractor shall perform provide patch management services. The contractor shall push 
patches that are required by vendors and the DHS system owner. This is to ensure that the 
infrastructure and applications that directly support the DHS information system are current in 
their release and that all security patches are applied. The contractor shall be informed by DHS 
which patches that are required by DHS through the Information Security Vulnerability 
Management bulletins and advisories. Core applications, the ones DHS utilizes to fulfill their 
mission, shall be tested by DHS. However, the contractor shall be responsible for deploying 
patches as directed by DHS. It is recommended that all other applications (host-based intrusion 
detection system (HIDS), network intrusion detection system (NIDS), Anti-malware, and 
Firewall) shall be tested by the contractor prior to deployment in a test environment.  
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Log Retention  


Log files for all infrastructure devices, physical access, and anti-malware should be retained 
online for 180 days and offline for three years. 


Supply Chain Risk Management Terms and Conditions: 


The Contractors supplying the Government hardware and software shall provide the 
manufacture’s name, address, state and/or domain of registration, and the Data Universal 
Numbering System (DUNS) number for all components comprising the hardware and software. 
If subcontractors or subcomponents are used, the name, address, state and/or domain of 
registration and DUNs number of those suppliers must also be provided. 


Subcontractors are subject to the same general requirements and standards as prime contractors. 
Contractors employing subcontractors shall perform due diligence to ensure that these standards 
are met. 


The Government shall be notified when a new contractor/subcontractor/service provider is 
introduced to the supply chain, or when suppliers of parts or subcomponents are changed. 


Contractors shall provide, implement, and maintain a Supply Chain Risk Management Plan that 
addresses internal and external practices and controls employed to minimize the risk posed by 
counterfeits and vulnerabilities in systems, components, and software. 


The Plan shall describe the processes and procedures that will be followed to ensure appropriate 
supply chain protection of information system resources developed, processed, or used under this 
contract. 


The Supply Chain Risk Management Plan shall address the following elements: 


1. How risks from the supply chain will be identified, 


2. What processes and security measures will be adopted to manage these risks to the 
system or system components, and 


3. How the risks and associated security measures will be updated and monitored. 


The Supply Chain Risk Management Plan shall remain current through the life of the contract or 
period of performance. The Supply Chain Risk Management Plan shall be provided to the 
Contracting Officer Technical Representative (COTR) 30 days post award. 


The Contractor acknowledges the Government's requirement to assess the Contractors Supply 
Chain Risk posture. The Contractor understands and agrees that the Government retains the right 
to cancel or terminate the contract, if the Government determines that continuing the contract 
presents an unacceptable risk to national security. 
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The Contractor shall disclose, and the Government will consider, relevant industry standards 
certifications, recognitions and awards, and acknowledgments. 


The Contractor shall provide only new equipment unless otherwise expressly approved, in 
writing, by the Contracting Officer (CO). Contractors shall only provide Original Equipment 
Manufacturers (OEM) parts to the Government. In the event that a shipped OEM part fails, all 
replacement parts must be OEM parts. 


The Contractor shall be excused from using new OEM (i.e. “grey market,” previously used) 
components only with formal Government approval. Such components shall be procured from 
their original genuine source and have the components shipped only from manufacturers 
authorized shipment points. 


For software products, the contractor shall provide all OEM software updates to correct defects 
for the life of the product (i.e. until the “end of life.”). Software updates and patches must be 
made available to the government for all products procured under this contract. 


Contractors shall employ formal and accountable transit, storage, and delivery procedures (i.e., 
the possession of the component is documented at all times from initial shipping point to final 
destination, and every transfer of the component from one custodian to another is fully 
documented and accountable) for all shipments to fulfill contract obligations with the 
Government. 


All records pertaining to the transit, storage, and delivery will be maintained and available for 
inspection for the lessor of the term of the contract, the period of performance, or one calendar 
year from the date the activity occurred. 


These records must be readily available for inspection by any agent designated by the US 
Government as having the authority to examine them. 


This transit process shall minimize the number of times en route components undergo a change 
of custody and make use tamper-proof or tamper-evident packaging for all shipments. The 
supplier, at the Government’s request, shall be able to provide shipping status at any time during 
transit. 


The Contractor is fully liable for all damage, deterioration, or losses incurred during shipment 
and handling, unless the damage, deterioration, or loss is due to the Government. The Contractor 
shall provide a packing slip which shall accompany each container or package with the 
information identifying the contract number, the order number, a description of the 
hardware/software enclosed (Manufacturer name, model number, serial number), and the 
customer point of contact. The contractor shall send a shipping notification to the intended 
government recipient or contracting officer. This shipping notification shall be sent electronically 
and will state the contract number, the order number, a description of the hardware/software 
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being shipped (manufacturer name, model number, serial number), initial shipper, shipping date 
and identifying (tracking) number. 


Personal Identification Verification (PIV) Credential Compliance  


Authorities:  


HSPD-12 ―Policies for a Common Identification Standard for Federal Employees and 
contractors‖  
OMB M-11-11 "Continued Implementation of Homeland Security Presidential Directive (HSPD) 
12– Policy for a Common Identification Standard for Federal Employees and contractors"  
OMB M-06-16 ―Acquisition of Products and Services for Implementation of HSPD-12‖  
NIST FIPS 201 ―Personal Identity Verification (PIV) of Federal Employees and contractors‖  
NIST SP 800-63 ―Electronic Authentication Guideline‖  
OMB M-10-15 ―FY 2010 Reporting Instructions for the Federal Information Security 
Management Act and Agency Privacy Management‖  


Procurements for products, systems, services, hardware, or software involving controlled facility 
or information system shall be PIV-enabled by accepting HSPD-12 PIV credentials as a method 
of identity verification and authentication.  


Procurements for software products or software developments shall be PIV-enabled by accepting 
HSPD-12 PIV credentials as a method of identity verification and authentication.  


Procurements for software products or software developments shall be compliant by PIV by 
accepting PIV credentials as the common means of authentication for access for federal 
employees and contractors. 


PIV-enabled information systems must demonstrate that they can correctly work with PIV 
credentials by responding to the cryptographic challenge in the authentication protocol before 
granting access.  


If a system is identified to be non-compliant with HSPD-12 for PIV credential enablement, a 
remediation plan for achieving HSPD-12 compliance shall be required for review, evaluation, 
and approval by the CISO. 


ISO (Information Security) COMPLIANCE 


Information Security Clause 


 All services provided under this task order must be compliant with DHS Information Security 
Policy, identified in MD4300.1, Information Technology Systems Security Program and 4300A 
Sensitive Systems Handbook. 
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Interconnection Security Agreements  


Interconnections between DHS and non-DHS IT systems shall be established only through 
controlled interfaces and via approved service providers. The controlled interfaces shall be 
accredited at the highest security level of information on the network. Connections with other 
Federal agencies shall be documented based on interagency agreements; memoranda of 
understanding, service level agreements or interconnect service agreements. 


 System Security documentation appropriate for the SELC status.  


Security Certification/Accreditation 


CBP Program Offices shall provide personnel (System Owner and Information System Security 
Officers) with the appropriate clearance levels to support the security certification/accreditation 
processes under this Agreement in accordance with the current version of the DHS MD 4300A, 
DHS Sensitive Systems Policy and Handbook, CBP Information Systems Security Policies and 
Procedures Handbook HB-1400-05, and all applicable National Institute of Standards and 
Technology (NIST) Special Publications (800 Series).  During all SELC phases of CBP systems, 
CBP personnel shall develop documentation and provide any required information for all levels 
of classification in support of the certification/accreditation process.  In addition, all security 
certification/accreditation will be performed using the DHS certification/accreditation process, 
methodology and tools.  An ISSO performs security actions for an information system. There is 
only one ISSO designated to a system, but multiple Alternate ISSOs may be designated to assist 
the ISSO.  While the ISSO performs security functions, the System Owner is always responsible 
for information system security (4300A).  System owners shall include information security 
requirements in their capital planning and investment control (CPIC) business cases for the 
current budget year and for the Future Years Homeland Security Program (FYHSP) for each 
DHS information system.  System owners or AOs shall ensure that information security 
requirements and POA&Ms are adequately funded, resourced and documented in accordance 
with current OMB budgetary guidance. 


Disaster Recovery Planning & Testing – Hardware 


 If the system owner requires a robust DR solution (full redundancy and failover capabilities (for 
near zero downtime)) then the funded DR solution must match the production environment like-
for-like.  This solution would also include additional software licenses, hardware, firmware and 
storage for the DR environment.   


The system owner or program office must also include travel, per diem and approximately 16 
over the core hours for travel to recovery facilities twice per fiscal year for system 
administrators, DBA’s, end users or testers 
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 If the system owner requires a moderate DR solution that would provide a working environment 
that is capable of handling their mission essential functions then they can fund a scaled down 
solution which should still take into consideration additional hardware, software licenses, and 
storage for the DR environment.   


The system owner or program office is still responsible for the costs associated with testing their 
DR solution; however, for a scaled down solution, it may be possible to leverage or share staff 
already designated to participate in DR activities. 


 If the system owner only requires a low DR solution then the system owner or program office 
can use internal resources to perform a table-top exercise, which generally does not require 
travel, additional hardware or software licenses. 


Monitoring/reviewing contractor security requirements clause  


Security Review and Reporting 


(a)     The contractor shall include security as an integral element in the management of this 
contract.  The contractor shall conduct reviews and report the status of the implementation and 
enforcement of the security requirements contained in this contract and identified references. 


 (b)     The Government may elect to conduct periodic reviews to ensure that the security 
requirements contained in this contract are being implemented and enforced.  The contractor 
shall afford DHS including the organization of the DHS Office of the Chief Information Officer, 
Office of Inspector General, the CBP Chief Information Security Officer, authorized Contracting 
Officer’s Technical Representative (COR), and other government oversight organizations, access 
to the contractor's and subcontractors' facilities, installations, operations, documentation, 
databases, and personnel used in the performance of this contract.   The contractor will contact 
the DHS Chief Information Security Officer to coordinate and participate in the review and 
inspection activity of government oversight organizations external to the DHS. Access shall be 
provided to the extent necessary for the government to carry out a program of inspection, 
investigation, and audit to safeguard against threats and hazards to the integrity, availability, and 
confidentiality of DHS/CBP data or the function of computer systems operated on behalf of 
DHS/CBP, and to preserve evidence of computer crime. 


Access to Unclassified Facilities, Information Technology Resources, and Sensitive 
Information 


The assurance of the security of unclassified facilities, Information Technology (IT) resources, 
and sensitive information during the acquisition process and contract performance are essential 
to the DHS mission. DHS Management Directive (MD) 11042.1 Safeguarding Sensitive But 
Unclassified (For Official Use Only) Information, describes how contractors must handle 
sensitive but unclassified information. DHS MD 4300.1 Information Technology Systems 
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Security and the DHS Sensitive Systems Handbook prescribe policies and procedures on security 
for IT resources. Contractors shall comply with these policies and procedures, any replacement 
publications, or any other current or future DHS policies and procedures covering contractors 
specifically for all Task Orders that require access to DHS facilities, IT resources or sensitive 
information. Contractors shall not use or redistribute any DHS information processed, stored, or 
transmitted by the contractor except as specified in the task order. 


OMB-M-07-18 FDCC 


In acquiring information technology, agencies shall include the appropriate information 
technology security policies and requirements, including use of common security configurations 
available from the National Institute of Standards and Technology’s website at 
http://checklists.nist.gov. Agency contracting officers should consult with the requiring official 
to ensure the appropriate standards are incorporated. 


Engineering Platforms 


Common Enterprise Services (CES) – Deliver the systems, infrastructure, and operational 
capabilities to fully implement the three service levels defined as part of the DHS/CBP Common 
Enterprise Services and support DHS Component use of those services.  This includes the build 
out and integration of all required services and infrastructure, which must include the Single 
Sign-on Portal and CBP Enterprise Services Bus (ESB), required for the CES.    Capabilities 
shall be designed to the DHS standard operating architecture (SOA), transportable between DHS 
data centers (CBP National Data Center, Stennis, and DHS 2nd data center).  


Single Sign-on Portal – Design, build, and operate a single sign-on Portal - consistent with 
DHS’ enterprise portal solution (for which ICE is the steward) - to provide a common point of 
access, with a single sign-on capability to existing applications and to provide the infrastructure 
for integrating diverse internal and/or external information and transactional resources.   This 
includes the migration of the current ACE Portal to the Single Sign-on Portal as rapidly as 
feasible. 


ITP (Infrastructure Transformation Program) COMPLIANCE 


Help Desk and Operations Support 


The contractor shall provide third tier reporting for trouble calls received from the Help Desk, 
the DHS Task Manager, or the users.  The contractor shall respond to the initiators of trouble 
calls as by receiving telephonic notifications of problems, resolving them, or directing them to 
the proper technical personnel for resolution.  Problems that cannot be resolved immediately or 
with the requirements of the performance standards are to be brought to the attention of the DHS 
Task Manager.  The contractor shall document notification and resolution of problems in 
Remedy.  



http://checklists.nist.gov/
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Interfacing  


As requested by the COR, assistance in consolidating all systems with the DHS Consolidated 
Data Center.  Resources to be consolidated with the DHS Consolidated Data Center for each 
system to be determined by the COR.  


TRANSITION PLAN 


The DHS CIO has established portfolio targets for the IT infrastructure that include production 
system consolidation at a DHS data center, and transition to OneNet.  The contractor must be 
prepared to support CBP government leads, within the purview of this task order, to provide any 
required transition planning or program execution, associated with meeting the agreed to 
transition timeline, as directed by Government personnel.  This includes the following types of 
taskings:     


• Coordination with Government representatives  
• Review, evaluation and transition of current support services  
• Transition of historic data to new contractor system  
• Government-approved training and certification process  
• Transfer of all necessary business and/or technical documentation  
• Orientation phase and program to introduce Government personnel, programs, and 


users to the contractor's team, tools, methodologies, and business processes, 
equipment, furniture, phone lines, computer equipment, etc.  


• Transfer of Government Furnished Equipment (GFE) and Government Furnished 
Information (GFI), and GFE inventory management assistance  


• Applicable debriefing and personnel out-processing procedures 
 


Portfolio Review 


Screening/Watchlist/Credentialing 


Includes all activities that support the tracking and monitoring of travelers, conveyances and 
cargo crossing U.S. borders, and traffic pattern analysis, database (Federal, State, and Local) 
linking and querying, and managing status verification and tracking systems.  Different 
investments and systems may support distinct screening and watchlist activities for people, 
cargo, and tangible goods.  Credentialing encompasses all activities that determine a person’s 
eligibility for a particular license, privilege, or status, from application for the credential through 
issuance, use, and potential revocation of the issued credential. 


H.5.2   SECURITY POLICY REQUIREMENT 
All hardware, software, and services provided under this TO must be compliant with DHS 
4300A DHS Sensitive System Policy and the DHS 4300A Sensitive Systems Handbook. 
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H.5.3   ENCRYPTION COMPLIANCE REQUIREMENT 
a. FIPS 197 (Advanced Encryption Standard (AES)) 256 algorithm and cryptographic 


modules that have been validated under FIPS 140-2. 
b. National Security Agency (NSA) Type 2 or Type 1 encryption. 
c. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the DHS IT Security Program 


Handbook (DHS Management Directive (MD) 4300A) for Sensitive Systems). 


H.5.4   PERSONAL IDENTIFICATION VERIFICATION (PIV) CREDENTIAL 
COMPLIANCE 


Procurements for products, systems, services, hardware, or software involving controlled facility 
or information system shall be PIV-enabled by accepting HSPD-12 PIV credentials as a method 
of identity verification and authentication. 
Procurements for software products or software developments shall be compliant by PIV by 
accepting PIV credentials as the common means of authentication for access for federal 
employees and contractors. 
PIV-enabled information systems must demonstrate that they can correctly work with PIV 
credentials by responding to the cryptographic challenge in the authentication protocol before 
granting access. 
If a system is identified to be non-compliant with HSPD-12 for PIV credential enablement, a 
remediation plan for achieving HSPD-12 compliance shall be required for review, evaluation, 
and approval by the CISO. 


H.6   APPLICABLE DOCUMENTS 
The contractor shall adhere to the policies, standards, directives, processes, and procedures 
required by the applicable documents outlined in each requirements document. 


H.7   ORGANIZATIONAL CONFLICT OF INTEREST AND NON-DISCLOSURE 
REQUIREMENTS 


H.7.1   ORGANIZATIONAL CONFLICT OF INTEREST (OCI) 
a. If a contractor has performed, is currently performing work, or anticipates performing 


work that creates or represents an actual or potential OCI, the contractor shall 
immediately disclose this actual or potential OCI to the CO in accordance with FAR 
Subpart 9.5. The nature of the OCI may involve the prime contractor, subcontractors of 
any tier, or teaming partners.  


b. The contractor is required to complete and sign an OCI Statement (Section J, Attachment 
A). The contractor must represent either that (1) It is not aware of any facts which create 
any actual or potential OCI relating to the award of this contract, or (2) It has included 
information in its proposal, providing all current information bearing on the existence of 
any actual or potential OCI and has included a mitigation plan in accordance with 
paragraph (c) below. 
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c. If the contractor with an actual or potential OCI believes the conflict can be avoided, 
neutralized, or mitigated, the contractor shall submit a mitigation plan to the Government 
for review.  


d. In addition to the mitigation plan, the CO may require further information from the 
contractor. The CO will use all information submitted by the contractor, and any other 
relevant information known to GSA, to determine whether an award to the contractor 
may take place, and whether the mitigation plan adequately avoids, neutralizes, or 
mitigates the OCI. 


e. If any such conflict of interest is found to exist, the CO may determine that the conflict 
cannot be avoided, neutralized, mitigated, or otherwise resolved to the satisfaction of the 
Government, and the contractor may be found ineligible for award. Alternatively, the CO 
may determine that it is otherwise in the best interest of the U.S. to contract with the 
contractor and include the appropriate provisions to avoid, neutralize, mitigate, or waive 
such conflict in the contract awarded.  


H.7.2   NON-DISCLOSURE REQUIREMENTS 
If the contractor acts on behalf of, or provides advice with respect to any phase of an agency 
procurement, as defined in FAR 3.104-4, then the contractor shall execute and submit a 
Corporate Non-Disclosure Agreement (NDA) Form (Section J, Attachment D provides a sample 
NDA) and ensure that all its personnel (including subcontractors, teaming partners, and 
consultants) who will be personally and substantially involved in the performance of the TO: 


a. Are instructed in the FAR 3.104 requirements for disclosure, protection, and marking of 
contractor bid or proposal information, or source selection information. 


b. Are instructed in FAR Part 9 for third-party disclosures when acting in an advisory 
capacity. 


All proposed replacement contractor personnel shall also be instructed in the requirements of 
FAR 3.104. Any information provided by contractors in the performance of this TO or obtained 
from the Government is only to be used in the performance of the TO. The contractor shall put in 
place appropriate procedures for the protection of such information and shall be liable to the 
Government for any misuse or unauthorized disclosure of such information by its personnel, as 
defined above. 


H.8   SECTION 508 COMPLIANCE REQUIREMENTS 
Unless the Government invokes an exemption, all Electronic and Information Technology (EIT) 
products and services proposed shall fully comply with Section 508 of the Rehabilitation Act of 
1973, per the 1998 Amendments, 29 U.S.C. 794d, and the Architectural and Transportation 
Barriers Compliance Board’s Electronic and Information Technology Accessibility Standards at 
36 Code of Federal Regulations (CFR) 1194. The contractor shall identify all EIT products and 
services provided, identify the technical standards applicable to all products and services 
provided, and state the degree of compliance with the applicable standards. Additionally, the 
contractor must clearly indicate where the information pertaining to Section 508 compliance can 
be found (e.g., Vendor’s or other exact web page location). The contractor must ensure that the 
list is easily accessible by typical users beginning at time of award.  
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H.9    RESERVED 


H.10   RESERVED 


H.11   RESERVED 


H.11.1   TRAVEL AUTHORIZATION REQUESTS (TAR) 
Before undertaking travel to any Government site or any other site in performance of this TO, 
the contractor shall have this travel approved by, and coordinated with, the COR. Notification 
shall include, at a minimum, the number of persons in the party, traveler name, destination, 
duration of stay, purpose, and estimated cost. Prior to any long-distance travel, the contractor 
shall prepare a TAR for Government review and approval. Long-distance travel will be 
reimbursed for cost of travel comparable with the FTR or JTR. All travel requests (TARs) and 
approvals shall be done via CBP TASPD’s OT&T application within Salesforce. 
Requests for travel approval shall: 


a. Be prepared in a legible manner. 
b. Include a description of the travel proposed including a statement as to purpose. 
c. Be summarized by traveler. 
d. Identify the TO number. 
e. Identify the CLIN associated with the travel. 
f. Be submitted in advance of the travel with sufficient time to permit review and approval. 


The contractor shall use only the minimum number of travelers and rental cars needed to 
accomplish the task(s). Travel shall be scheduled during normal duty hours whenever possible.  


H.12    ODCs 
The Government may require the contractor to purchase related supplies critical and related to 
the services being acquired under the TO. Such requirements may be identified during the course 
of a TO by the Government or the contractor. If the contractor initiates a purchase within the 
scope of this TO, the contractor shall submit to the COR a Request to Initiate Purchase (RIP) If 
the prime contractor is to lose an approved purchasing system, the contractor shall submit to the 
CO a Consent to Purchase (CTP). The RIP and CTP shall include the purpose, specific items, 
estimated cost, cost comparison, and rationale. The contractor shall not make any purchases 
without an approved RIP from the COR or an approved CTP from the CO. 


H.13   RESERVED  


H.14   PRESS/NEWS RELEASE 
The contractor shall not make any press/news release pertaining to this procurement without 
prior Government approval and only in coordination with the CO. 


H.15   INTELLECTUAL PROPERTY RIGHTS 
The existence of any patent, patent application, or other intellectual property right that 
encumbers any deliverable must be disclosed in writing on the cover letter that accompanies the 
delivery. If no such disclosures are provided, the data rights provisions in FAR 52.227-14 apply.  
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H.16   INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT 
All contractor employees using DHS information systems or processing DHS data shall be 
required to receive Security Awareness Training. This training will be provided by the 
appropriate component agency of DHS.  
Contractors, who are involved with management, use, or operation of any IT systems that handle 
sensitive information within or under the supervision of DHS, shall receive periodic training at 
least annually in security awareness and accepted security practices and systems rules of 
behavior. DHS contractors, with significant security responsibilities, shall receive specialized 
training specific to their security responsibilities annually. The level of training shall be 
commensurate with the individual’s duties and responsibilities and is intended to promote a 
consistent understanding of the principles and concepts of telecommunications and IT systems 
security. 
All personnel who access DHS information systems will be continually evaluated while 
performing these duties. Supervisors should be aware of any unusual or inappropriate behavior 
by personnel accessing systems. Any unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or ISSO. 
The following trainings are mandatory for all contractor employees on this TO.  


Training Name Frequency Method of Delivery 


CBP Suicide Prevention Annual Performance and Learning 
Management System 
(PALMS) 


DHS Insider Threat Training Annual PALMS 


CBP Cyber Security 
Awareness and Rules of 
Behavior Training 


Annual PALMS 


Preventing and Addressing 
Workplace Harassment 


Annual PALMS 


CBP Annual Integrity 
Awareness Training 


Annual PALMS 


Privacy at DHS: Protecting 
Personal Information 


Annual PALMS 


Counterintelligence 
Awareness Web-Based 
Training 


Bi-annual (every two years) PALMS 


Basic Records Management One Time (within 30 days of 
entry on duty) 


PALMS 


  
Note:  this is the current list, however mandatory training is added periodically and training will 
be required to be completed by all contractors by the prescribed date. 
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H.17    SECURITY PROCEDURES (APR 2019) 
 
A.  Controls 
 


1.  The Contractor Employee shall comply with the U.S. Customs and Border Protection’s 
(CBP) administrative, physical and technical security controls to ensure that the 
Government’s security requirements are met. 


 
2.  All Government furnished information must be protected to the degree and extent required 


by local rules, regulations, and procedures.  The Contractor Employee shall comply with 
all security policies contained in CBP Handbook 1400-05D, v.7.0, Information Systems 
Security Policies and Procedures Handbook, or latest available version. 


 
3.  All services provided under this contract must be compliant with the Department of 


Homeland Security (DHS) information security policy identified in DHS Sensitive 
Systems Policy Directive 4300A, v.13.1 and DHS Sensitive Systems Handbook 4300A, 
v.12.0, or latest available version. 


 
4.  All Contractor Employees under this contract must wear identification access badges when 


working in CBP facilities.  Prior to Contractor employees’ departure/separation, all badges, 
building passes, parking permits, keys and pass cards must be given to the Contracting 
Officer’s Representative (COR).  The COR will ensure that the cognizant Physical 
Security official is notified so that access to all buildings and facilities can be revoked.  
NOTE:  For contracts within the National Capitol Region (NCR), the Office of 
Professional Responsibility, Security Management Division (OPR/SMD) shall be notified 
if building access is revoked.  


 
5.  All Contractor Employees must be entered in the Contractor Tracking System (CTS) 


database by the Contracting Officer (CO) or COR.  The Contractor Project Manager 
(CPM) shall provide timely start information to the CO/COR or designated government 
personnel to initiate the CTS entry.  Other relevant information will also be needed for 
record submission in the CTS database such as, but not limited to, the contractor’s legal 
name, contracting company address, brief job description, labor rate, Hash ID, schedule 
and contract specific information. The CO/COR or designated government personnel shall 
provide the CPM with instructions for providing required information.  


 
6.  The CO/COR may designate responsibility for out-processing to the CPM. This requires 


that the CPM have an active CBP Background Investigation (BI) and Active Directory 
(AD) account.  CPM shall provide Contactor Employee departure/separation date and 
reason for leaving to the CO/COR in accordance with CBP Directive 1210-007B, Tracking 
of Contractor Employees. Failure by the CPM to provide timely notification of Contractor 
Employee departure/separation in accordance with the contract requirements shall be 
documented and considered when government personnel completes a Contractor 
Performance Report (under Business Relations) or other performance related measures.  







SECTION H – SPECIAL CONTRACT REQUIREMENTS 


  PAGE H-31 
 
 


Additionally, the CO/COR shall immediately notify OPR/SMD of the contractor’s 
departure/separation.   


 
B.  Security Background Investigation Requirements 
 


1.  In accordance with DHS Instruction Handbook 121-01-007-01, Rev. 01, the Department of 
Homeland Security Personnel Security, Suitability and Fitness Program, Chapter 2, 
Personnel Security Program Standards, § 13, Citizenship Requirements, Contractor 
Employees who require access to sensitive information must be U.S. citizens or have 
Lawful Permanent Resident (LPR) status, § 13E.  A waiver may be granted, as outlined in 
Chapter 2, § 14 of DHS Instruction Handbook 121-01-007-01. 


 
2.  Contractor employees that require access to DHS IT systems or development, 


management, or maintenance of those systems must be U.S. citizens in accordance with 
Chapter 2, Personnel Security Program Standards, § 13, and  Citizenship Requirements, § 
13F.  (Lawful Permanent Resident status is not acceptable in this case).  A waiver may be 
granted, as outlined in Chapter 2, § 14 of DHS Instruction Handbook 121-01-007-01. 


 
3.  Provided the requirements of DHS Instruction Handbook 121-01-007-01 are met as 


outlined in paragraph 1, above, Contractor Employees requiring access to CBP facilities, 
sensitive information or information technology resources are required to have a favorably 
adjudicated background investigation (BI) or a single scope background investigation 
(SSBI) prior to commencing work on this contract. Exceptions shall be approved on a 
case-by-case basis with the Contractor Employee’s access to facilities, systems, and 
information limited until the Contractor employee receives a favorably adjudicated BI or 
SSBI.  A favorable adjudicated BI or SSBI shall include various aspects of a Contractor 
Employee’s life, including employment, education, residences, police and court inquires, 
credit history, national agency checks, and a CBP Background Investigation Personal 
Interview (BIPI). 


 
4.  The Contractor Employee shall submit within ten (10) working days after award of this 


contract a list containing the full legal name, social security number, place of birth (city 
and state), and date of birth of employee candidates who possess favorably adjudicated BI 
or SSBI that meets federal investigation standards.  For Contractor employee candidates 
needing a BI for this contract, the Contractor Employee shall require the applicable 
Contractor Employees to submit information and documentation requested by CBP to 
initiate the BI process.   


 
5.  Background Investigation information and documentation is usually submitted by proper 


completion of standard federal and agency forms such as Electronic Questionnaires for 
investigations Processing (e-QIP), Fingerprint Card, CBP Form 78-Background 
Investigation Requirements Determination (BIRD), Fair Credit Reporting Act (FCRA) 
Form, a Contractor Employee Initial Background Investigation (BI) Form (CBP Form 77) 
(Sections A and B). These forms must be submitted to the designated CBP official 
identified in this contract.  The designated CBP security official will review the 
information for completeness.   
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6.  The estimated completion of a BI or SSBI is approximately sixty (60) to ninety (90) days 


from the date of receipt of the properly completed forms by CBP security office.  During 
the term of this contract, the Contractor is required to provide the names of its employees 
who successfully complete the CBP BI or SSBI process to the CO and COR.  Failure of 
any Contractor Employee to obtain and maintain a favorably adjudicated BI or SSBI shall 
be cause for dismissal.  For key personnel, the Contractor shall propose a qualified 
replacement employee candidate to the CO and COR within 30 days after being notified of 
an unsuccessful candidate or vacancy.  For all non-key personnel Contractor Employees, 
the Contractor shall propose a qualified replacement employee candidate to the COR 
within 30 days after being notified of an unsuccessful candidate or vacancy.  The CO/COR 
shall approve or disapprove replacement employees.  Continuous failure to provide 
Contractor Employees who meet CBP BI or SSBI requirements may be cause for 
termination of the contract.   


 
C.  Security Responsibilities  
 


1.  The Contractor shall ensure that its employees follow the general procedures governing 
physical, environmental, and information security described in the various DHS CBP 
regulations identified in this clause.  The contractor shall ensure that its employees apply 
proper business practices in accordance with the specifications, directives, and manuals 
required for conducting work under this contract.  Applicable contractor personnel will be 
responsible for physical security of work areas and CBP furnished equipment issued under 
this contract. 


 
2.  The CO/COR may require the Contractor to prohibit its employees from working on this 


contract if continued employment becomes detrimental to the public’s interest for any 
reason including, but not limited to carelessness, insubordination, incompetence, or 
security concerns. 


 
3.  Work under this contract may require access to sensitive information as defined under 


Homeland Security Acquisition Regulation (HSAR) Clause 3052.204-71, Contractor 
Employee Access, included in the solicitation/contract.  The Contractor Employee shall not 
disclose, orally or in writing, any sensitive information to any person unless authorized in 
writing by the CO.   


 
4.  The Contractor shall ensure that its employees who are authorized access to sensitive 


information, receive training pertaining to protection and disclosure of sensitive 
information.  The training shall be conducted during and after contract performance.  


 
5.  Upon completion of this contract, the Contractor Employee shall return all sensitive 


information used in the performance of the contract to the CO/COR.  The Contractor shall 
certify, in writing, that all sensitive and non-public information has been purged from any 
Contractor-owned system.    


 
D.  Notification of Contractor Employee Changes  
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1.  The CPM shall notify the CO/COR via phone, facsimile, or electronic transmission, 


immediately after a personnel change becomes known or no later than five (5) business 
days prior to departure of the Contractor Employee.  Telephone notifications must be 
immediately followed up in writing.  CPM’s notification shall include, but is not limited to 
name changes, resignations, terminations, and reassignments to another contract.   


 
2.  The CPM shall notify the CO/COR and program office (if applicable) in writing of any 


proposed change in access requirements for its employees at least fifteen (15) days, or 
thirty (30) days if a security clearance is to be obtained, in advance of the proposed change.  
If a security clearance is required, the CO/COR will notify OPR/SMD. 


 
E.  Non-Disclosure Agreements 
 


As part of the BI package, Contractor Employees are required to execute and submit a Non-
Disclosure Agreement (DHS Form 11000-6) as a condition to perform on any CBP contract.   


 
H.18 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (JUN 2012) 


(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, 
disclosure, or unauthorized access to or modification of which could adversely affect the national 
or homeland security interest, or the conduct of Federal programs, or the privacy to which 
individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but 
which has not been specifically authorized under criteria established by an Executive Order or an 
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign 
policy. This definition includes the following categories of information: 


 (1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure     Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the 
implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) 
as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the 
Department of Homeland Security (including the PCII Program Manager or 
his/her designee); 


 (2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding 
and Control of S SI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration 
or his/her designee); 
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  (3) Information designated as “For Official Use Only,” which is unclassified 
information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person’s privacy or welfare, the conduct of Federal programs, 
or other programs or operations essential to the national or homeland security 
interest; and 


 (4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland 
security information handling procedures. 


(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet sites. 


(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or 
subject to other investigations as required. All contractor employees requiring recurring access to 
Government facilities or access to sensitive information or IT resources are required to have a 
favorably adjudicated background investigation prior to commencing work on this contract 
unless this requirement is waived under Departmental procedures. 


(d) The Contracting Officer may require the contractor to prohibit individuals from working on 
the contract if the government deems their initial or continued employment contrary to the public 
interest for any reason, including, but not limited to, carelessness, insubordination, 
incompetence, or security concerns. 


(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless 
authorized in writing by the Contracting Officer. For those contractor employees authorized 
access to sensitive information, the contractor shall ensure that these persons receive training 
concerning the protection and disclosure of sensitive information both during and after contract 
performance. 


(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where 
the subcontractor may have access to Government facilities, sensitive information, or resources. 


(End of clause) 


ALTERNATE I (JUN 2012) 


When the contract will require contractor employees to have access to Information Technology 
(IT) resources, add the following paragraphs: 
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(g) Before receiving access to IT resources under this contract the individual must receive a 
security briefing, which the Contracting Officer’s Technical Representative (COTR) will 
arrange, and complete any nondisclosure agreement furnished by DHS. 


(h) The contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary for 
performance of the work under this contract. Any attempts by contractor personnel to gain access 
to any information technology resources not expressly authorized by the statement of work, other 
terms and conditions in this contract, or as approved in writing by the COTR, is strictly 
prohibited. In the event of violation of this provision, DHS will take appropriate actions with 
regard to the contract and the individual(s) involved. 


(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the contractor performs business for the DHS Component. It is not a 
right, a guarantee of access, a condition of the contract, or Government Furnished Equipment 
(GFE). 


(j) Contractor access will be terminated for unauthorized use. The contractor agrees to hold and 
save DHS harmless from any unauthorized use and agrees not to request additional time or 
money under the contract for any delays resulting from unauthorized use or access. 


(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has 
been granted by the Head of the Component or designee, with the concurrence of both the 
Department’s Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their 
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both 
the CSO and the CIO or their designees. In order for a waiver to be granted: 


(1) The individual must be a legal permanent resident of the U. S. or a citizen of Ireland, 
Israel, the Republic of the Philippines, or any nation on the Allied Nations List 
maintained by the Department of State; 


          (2) There must be a compelling reason for using this individual as opposed to a U. S. 
citizen; and 


            (3) The waiver must be in the best interest of the Government. 


(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the contracting officer. 


(End of clause) 
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ALTERNATE II (JUN 2006) 


When the Department has determined contract employee access to sensitive information or 
Government facilities must be limited to U.S. citizens and lawful permanent residents, but the 
contract will not require access to IT resources, add the following paragraphs: 


(g) Each individual employed under the contract shall be a citizen of the United States of 
America, or an alien who has been lawfully admitted for permanent residence as evidenced by a 
Permanent Resident Card (USCIS I-55 1). Any exceptions must be approved by the 
Department’s Chief Security Officer or designee. 


(h) Contractors shall identify in their proposals, the names and citizenship of all non-U.S. 
citizens proposed to work under the contract. Any additions or deletions of non-U.S. citizens 
after contract award shall also be reported to the contracting officer. 
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I.1   TASK ORDER CLAUSES 
All applicable and required clauses set forth in FAR 52.301 automatically flow down to all 
Alliant 2 TOs, based on their specific contract type (e.g., cost, fixed-price, etc.), statement of 
work, competition requirements, commercial or not commercial, and dollar value as of the date 
the TO solicitation is issued.  


I.2   FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
This TO incorporates one or more clauses by reference with the same force and effect as if they 
were given in full text. The full text of a clause may be accessed electronically at the FAR 
website:  


http://www.acquisition.gov/far/ 


FAR TITLE DATE 


52.203-13 Contractor Code of Business Ethics and Conduct OCT 2016 
52.203-14 Display of Hotline Poster(s)(https://www.oig.dhs.gov/hotline) OCT 2016 


52.203-17 Contractor Employee Whistleblower Rights and Requirement 
to Inform Employees of Whistleblower Rights APR 2014 


52.204-2 Security Requirements AUG 1996 
52.204-9 Personal Identity Verification of Contractor Personnel JAN 2011 


52.204-10 Reporting Executive Compensation and First-Tier 
Subcontract Awards OCT 2016 


52.204-13 System for Award Management Maintenance OCT 2018 
52.204-14 Service Contract Reporting Requirements OCT 2016 


52.204-21 Basic Safeguarding of Covered Contractor Information 
Systems JUN 2016 


52.204-23 Prohibition on Contracting for Hardware, Software, and 
Services Developed or Provided by Kaspersky Lab and Other 
Covered Entities 


JUL 2018 


52.204-25 Prohibition on Contracting for Certain Telecommunications 
and Video Surveillance Services or Equipment (Deviation 20-
05) 


AUG 2020 


52.212-4 Contract Terms and Conditions-Commercial Items OCT 2018 
52.212-4, Alt.I Contract Terms and Conditions-Commercial Items,Alternate I JAN 2017 
52.215-23 Limitations on Pass-Through Charges OCT 2009 
52.223-15 Energy Efficiency in Energy Consuming Products DEC 2007 


52.223-16 Acquisition of EPEAT®-Registered Personal Computer 
Products OCT 2015 


52.224-1 Privacy Act Notification APR 1984 
52.224-2 Privacy Act APR 1984 



http://www.acquisition.gov/far/

https://www.oig.dhs.gov/hotline
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FAR TITLE DATE 


52.225-13 Restrictions on Certain Foreign Purchases JUN 2008 


52.225-25 Prohibition on Contracting With Entities Engaging in Certain 
Activities or Transactions Relating to Iran—Representations 
and Certifications 


OCT 2015 


52.227-14 Rights in Data – General  MAY 2014 


52.227-14 Rights In Data –Alternate II  DEC 2007 


52.227-14 Rights In Data –Alternate III DEC 2007 


52.227-15 Representation of Limited Rights Data and Restricted 
Computer Software  DEC 2007 


52.227-17 Rights In Data Special Works DEC 2007 


52.227-21 Technical Data Declaration Revision and Withholding of 
Payment – Major Systems 


MAY 2014 


52.232-18 Availability of Funds APR 1984 
52.232-22 Limitation of Funds APR 1984 


52.232-40 Providing Accelerated Payments to Small Business 
Subcontractors DEC 2013 


52.237-3 Continuity of Services JAN 1991 


52.239-1 Privacy or Security Safeguards AUG 1996 


52.244-6 Subcontracts for Commercial Items JAN 2017 
52.245-1 Government Property JAN 2017 
52.246-25 Limitation of Liability – Services FEB 1997 
52.251-1 Government Supply Sources APR 2012 


I.2.1   FAR CLAUSES INCORPORATED BY FULL TEXT  


FAR 52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN 
TELECOMMUNICATIONS AND VIDEO SURVEILANCE SERVICES OR 
EQUIPMENT (AUG 2019) 


      (a) Definitions. As used in this clause— 
     “Covered foreign country” means The People’s Republic of China. 
     “Covered telecommunications equipment or services” means– 
           (1) Telecommunications equipment produced by Huawei Technologies Company or 


ZTE Corporation (or any subsidiary or affiliate of such entities); 
           (2) For the purpose of public safety, security of Government facilities, physical security 


surveillance of critical infrastructure, and other national security purposes, video surveillance 
and telecommunications equipment produced by Hytera Communications Corporation, 
Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any 
subsidiary or affiliate of such entities); 
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           (3) Telecommunications or video surveillance services provided by such entities or 
using such equipment; or 


           (4) Telecommunications or video surveillance equipment or services produced or 
provided by an entity that the Secretary of Defense, in consultation with the Director of National 
Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an 
entity owned or controlled by, or otherwise connected to, the government of a covered foreign 
country. 


     “Critical technology” means– 
           (1) Defense articles or defense services included on the United States Munitions List set 


forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 22, 
Code of Federal Regulations; 


           (2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 
774 of the Export Administration Regulations under subchapter C of chapter VII of title 15, 
Code of Federal Regulations, and controlled- 


                (i) Pursuant to multilateral regimes, including for reasons relating to national 
security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile 
technology; or 


                (ii) For reasons relating to regional stability or surreptitious listening; 
           (3) Specially designed and prepared nuclear equipment, parts and components, 


materials, software, and technology covered by part 810 of title 10, Code of Federal Regulations 
(relating to assistance to foreign atomic energy activities); 


           (4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of 
Federal Regulations (relating to export and import of nuclear equipment and material); 


           (5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, 
part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or 


           (6) Emerging and foundational technologies controlled pursuant to section 1758 of the 
Export Control Reform Act of 2018 (50 U.S.C. 4817). 


     “Substantial or essential component” means any component necessary for the proper 
function or performance of a piece of equipment, system, or service. 


      (b) Prohibition. Section 889(a)(1)(A) of the John S. McCain National Defense 
Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive 
agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a 
contract to procure or obtain, any equipment, system, or service that uses covered 
telecommunications equipment or services as a substantial or essential component of any system, 
or as critical technology as part of any system. The Contractor is prohibited from providing to 
the Government any equipment, system, or service that uses covered telecommunications 
equipment or services as a substantial or essential component of any system, or as critical 
technology as part of any system, unless an exception at paragraph (c) of this clause applies or 
the covered telecommunication equipment or services are covered by a waiver described in 
Federal Acquisition Regulation 4.2104. 


      (c) Exceptions. This clause does not prohibit contractors from providing— 
           (1) A service that connects to the facilities of a third-party, such as backhaul, roaming, 


or interconnection arrangements; or 
           (2) Telecommunications equipment that cannot route or redirect user data traffic or 


permit visibility into any user data or packets that such equipment transmits or otherwise 
handles. 



https://acquisition.gov/content/42104-waivers#id1989GI040ZO
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      (d) Reporting requirement. 
  


(1) In the event the Contractor identifies covered telecommunications equipment or services 
used as a substantial or essential component of any system, or as critical technology as part of 
any system, during contract performance, or the Contractor is notified of such by a subcontractor 
at any tier or by any other source, the Contractor shall report the information in paragraph (d)(2) 
of this clause to the Contracting Officer, unless elsewhere in this contract are established 
procedures for reporting the information; in the case of the Department of Defense, the 
Contractor shall report to the website at https://dibnet.dod.mil. For indefinite delivery contracts, 
the Contractor shall report to the Contracting Officer for the indefinite delivery contract and the 
Contracting Officer(s) for any affected order or, in the case of the Department of Defense, 
identify both the indefinite delivery contract and any affected orders in the report provided 
at https://dibnet.dod.mil. 


           (2) The Contractor shall report the following information pursuant to paragraph (d)(1) 
of this clause 


                (i) Within one business day from the date of such identification or notification: the 
contract number; the order number(s), if applicable; supplier name; supplier unique entity 
identifier (if known); supplier Commercial and Government Entity (CAGE) code (if known); 
brand; model number (original equipment manufacturer number, manufacturer part number, or 
wholesaler number); item description; and any readily available information about mitigation 
actions undertaken or recommended. 


                (ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of 
this clause: any further available information about mitigation actions undertaken or 
recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or 
submission of covered telecommunications equipment or services, and any additional efforts that 
will be incorporated to prevent future use or submission of covered telecommunications 
equipment or services. 


      (e) Subcontracts. The Contractor shall insert the substance of this clause, including this 
paragraph (e), in all subcontracts and other contractual instruments, including subcontracts for 
the acquisition of commercial items. 


(End of clause) 


FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT 
STATUTES OR EXECUTIVE ORDERS-COMMERCIAL ITEMS (JUL 2020) 
 
(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 
           (1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 
           (2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 
of Pub. L. 115-91). 



https://dibnet.dod.mil/

https://dibnet.dod.mil/
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           (3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232). 
           (4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 
2015). 
           (5) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553). 
           (6) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-
77 and 108-78 ( 19 U.S.C. 3805 note)). 
      (b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the 
Contracting Officer has indicated as being incorporated in this contract by reference to 
implement provisions of law or Executive orders applicable to acquisitions of commercial items: 
     [Contracting Officer check as appropriate.] 
_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (June 2020), with 
Alternate I (Oct 1995) ( 41U.S.C.4704 and 10 U.S.C. 2402). 
_X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun 2020) (41 U.S.C. 
3509)). 
__ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment 
Act of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the 
American Recovery and Reinvestment Act of 2009.) 
_X_ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Jun 
2020) (Pub. L. 109-282) ( 31 U.S.C. 6101 note). 
__ (5) [Reserved]. 
_X_ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 
section 743 of Div. C). 
_X_ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts 
(Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 
_X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with Contractors 
Debarred, Suspended, or Proposed for Debarment. (Jun 2020) (31 U.S.C. 6101 note). 
_X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters 
(Oct 2018) (41 U.S.C. 2313). 
__ (10) [Reserved]. 
__ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Mar 2020) (15 
U.S.C. 657a). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-3. 
__ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 
Concerns (Mar 2020) (if the offeror elects to waive the preference, it shall so indicate in its offer) 
(15 U.S.C. 657a). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-4. 
__ (13) [Reserved] 
 __ (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Mar 2020) of 52.219-6 (15 
U.S.C. 644). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-6 . 
__ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (Mar 2020) (15 U.S.C. 644). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-7. 
__ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and 
(3)). 
_ _ (17) (i) 52.219-9, Small Business Subcontracting Plan (Jun 2020) (15 U.S.C. 637(d)(4)). 
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                  __ (ii) Alternate I (Nov 2016) of 52.219-9. 
                  __ (iii) Alternate II (Nov 2016) of 52.219-9. 
                  __ (iv)Alternate III (Jun 2020) of 52.219-9. 
                  __ (v)Alternate IV (Jun 2020) of 52.219-9  
 __ (18) (i) 52.219-13, Notice of Set-Aside of Orders (Mar 2020) (15 U.S.C. 644(r)).  
                (ii) Alternate I (Mar 2020) of 52.219-13.  
 __ (19) 52.219-14, Limitations on Subcontracting (Mar 2020) (15 U.S.C. 637(a)(14)). 
__ (20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 
637(d)(4)(F)(i)). 
__ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Mar 
2020) (15 U.S.C. 657f). 
__ (22) (i) 52.219-28, Post Award Small Business Program Rerepresentation (May 2020) (15 
U.S.C. 632(a)(2)). 
                (ii) Alternate I (MAR 2020) of 52.219-28. 
__ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 
Disadvantaged Women-Owned Small Business Concerns (Mar 2020) (15 U.S.C. 637(m)). 
__ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 
Business Concerns Eligible Under the Women-Owned Small Business Program (Mar2020) (15 
U.S.C. 637(m)). 
__ (25) 52.219-32, Orders Issued Directly Under Small Business Reserves (Mar 2020) (15 
U.S.C. 644(r)). 
__ (26) 52.219-33, Nonmanufacturer Rule (Mar 2020) (15U.S.C. 637(a)(17)). 
__ (27) 52.222-3, Convict Labor (Jun 2003) (E.O.11755). 
_X_ (28) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Jan2020) 
(E.O.13126). 
_X_ (29) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
_X_ (30) (i) 52.222-26, Equal Opportunity (Sep 2016) (E.O.11246). 
                  __ (ii) Alternate I (Feb 1999) of 52.222-26. 
_X_ (31) (i) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212). 
                  __ (ii) Alternate I (Jul 2014) of 52.222-35. 
_X_ (32) (i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C. 
793). 
                  __ (ii) Alternate I (Jul 2014) of 52.222-36. 
 _X_ (33) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212). 
_X_ (34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 
(Dec 2010) (E.O. 13496). 
_X_ (35) (i) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and 
E.O. 13627). 
                  __ (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
_X_ (36) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). 
(Not applicable to the acquisition of commercially available off-the-shelf items or certain other 
types of commercial items as prescribed in 22.1803.) 
__ (37) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–Designated 
Items (May 2008) ( 42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 
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                  __ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable 
to the acquisition of commercially available off-the-shelf items.) 
__ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 
Hydrofluorocarbons (Jun 2016) (E.O. 13693). 
__ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and 
Air Conditioners (Jun 2016) (E.O. 13693). 
__ (40) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) 
(E.O.s 13423 and 13514). 
                  __ (ii) Alternate I (Oct 2015) of 52.223-13. 
__ (41) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 13423 
and 13514). 
                  __ (ii) Alternate I (Jun2014) of 52.223-14. 
__ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (May 2020) (42 U.S.C. 
8259b). 
__ (43) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (Oct 
2015) (E.O.s 13423 and 13514). 
                  __ (ii) Alternate I (Jun 2014) of 52.223-16. 
_X_ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving 
(Jun 2020) (E.O. 13513). 
__ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 
__ (46) 52.223-21, Foams (Jun2016) (E.O. 13693). 
__ (47) (i) 52.224-3 Privacy Training (Jan 2017) (5 U.S.C. 552 a). 
                  __ (ii) Alternate I (Jan 2017) of 52.224-3. 
__ (48) 52.225-1, Buy American-Supplies (May 2014) (41 U.S.C. chapter 83). 
__ (49) (i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (May 2014) (41 
U.S.C.chapter83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 
4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-
138, 112-41, 112-42, and 112-43. 
                  __ (ii) Alternate I (May 2014) of 52.225-3. 
                  __ (iii) Alternate II (May 2014) of 52.225-3. 
                  __ (iv) Alternate III (May 2014) of 52.225-3. 
__ (50) 52.225-5, Trade Agreements (Oct 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 
__ (51) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, proclamations, 
and statutes administered by the Office of Foreign Assets Control of the Department of the 
Treasury). 
 __ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States 
(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 
2008; 10 U.S.C. 2302Note). 
__ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov2007) (42 U.S.C. 5150). 
__ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 
(Nov2007) (42 U.S.C. 5150). 
__ (55) 52.229-12, Tax on Certain Foreign Procurements (Jun 2020). 
__ (56) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 
U.S.C. 4505, 10 U.S.C. 2307(f)). 
__ (57) 52.232-30, Installment Payments for Commercial Items (Jan2017) (41 U.S.C. 4505, 10 
U.S.C. 2307(f)). 
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_X_ (58) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management 
(Oct2018) (31 U.S.C. 3332). 
__ (59) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award 
Management (Jul 2013) (31 U.S.C. 3332). 
__ (60) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 
__ (61) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 
_X_ (62) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 
637(d)(13)). 
__ (63)  
(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 
U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). 
                  __ (ii) Alternate I (Apr 2003) of 52.247-64. 
                  __ (iii) Alternate II (Feb 2006) of 52.247-64. 
      (c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 
 __ (1) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter67). 
 __ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 
and 41 U.S.C. chapter 67). 
 __ (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (Multiple Year and Option Contracts) (Aug 2018) (29 U.S.C. 206 and 41 U.S.C. 
chapter 67). 
 __ (4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (May 2014) (29 U.S.C.206 and 41 U.S.C. chapter 67). 
 __ (5) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 
2014) (41 U.S.C. chapter 67). 
 __ (6) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67). 
 __ (7) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 
 __ (8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706). 
 __ (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020) (42 
U.S.C. 1792). 
      (d) Comptroller General Examination of Record. The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of 
this contract, and does not contain the clause at 52.215-2, Audit and Records-Negotiation. 
           (1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor’s directly 
pertinent records involving transactions related to this contract. 
           (2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 
Records Retention, of the other clauses of this contract. If this contract is completely or partially 
terminated, the records relating to the work terminated shall be made available for 3 years after 
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any resulting final termination settlement. Records relating to appeals under the disputes clause 
or to litigation or the settlement of claims arising under or relating to this contract shall be made 
available until such appeals, litigation, or claims are finally resolved. 
           (3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 
course of business or pursuant to a provision of law. 
      (e)  
(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this 
clause, the Contractor is not required to flow down any FAR clause, other than those in this 
paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the 
extent of the flow down shall be as required by the clause- 
                (i) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun 2020) (41 U.S.C. 
3509). 
                (ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements 
or Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 
                (iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 
of Pub. L. 115-91). 
                (iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232). 
                (v) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) 
and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract 
(except subcontracts to small business concerns) exceeds the applicable threshold specified in 
FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in 
lower tier subcontracts that offer subcontracting opportunities. 
                (vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
                (vii) 52.222-26, Equal Opportunity (Sep 2015) (E.O.11246). 
                (viii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212). 
                (ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C. 
793). 
                (x) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212). 
                (xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations 
Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR 
clause 52.222-40. 
                (xii) 52.222-41, Service Contract Labor Standards (Aug2018) (41 U.S.C. chapter 67). 
                (xiii)  
(A) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and E.O 
13627). 
                     (B) Alternate I (Mar2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
                (xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements 
(May2014) (41 U.S.C. chapter 67). 
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                (xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Certain Services-Requirements (May2014) (41 U.S.C. chapter 67). 
                (xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E.O. 12989). 
                (xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 
                (xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 
13706). 
                (xix)  
(A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 
                     (B) Alternate I (Jan 2017) of 52.224-3. 
                (xx) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. 2302 Note). 
                (xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 
2020) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 
52.226-6. 
                (xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 
2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with 
paragraph (d) of FAR clause 52.247-64. 
           (2) While not required, the Contractor may include in its subcontracts for commercial 
items a minimal number of additional clauses necessary to satisfy its contractual obligations. 
 
(End of clause) 
  
FAR 52.217-7 OPTION FOR INCREASED QUANTITY – SEPARATELY PRICED LINE 
ITEM (MAR 1989) 


The Government may require the delivery of the numbered line item, identified in the Schedule 
as an option item, in the quantity and at the price stated in the Schedule. The Contracting Officer 
may exercise the option by written notice to the Contractor 30 days.  Delivery of added items 
shall continue at the same rate that like items are called for under the contract, unless the parties 
otherwise agree. 


(End of clause) 


FAR 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)  
The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed six months. 
The Contracting Officer may exercise the option by written notice to the Contractor within 7 
days of the end of the period of performance.  
(End of clause)  
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FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)  
a. The Government may extend the term of this contract by written notice to the Contractor 


within 5 days; provided that the Government gives the Contractor a preliminary written 
notice of its intent to extend at least 30 days before the contract expires. The preliminary 
notice does not commit the Government to an extension.  


b. If the Government exercises this option, the extended contract shall be considered to 
include this option clause.  


c. The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 66 months. 


(End of clause)  
 


FAR 52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS 
SUBCONTRACTORS (DEC 2013) 
(a) Upon receipt of accelerated payments from the Government, the Contractor shall make 
accelerated payments to its small business subcontractors under this contract, to the maximum 
extent practicable and prior to when such payment is otherwise required under the applicable 
contract or subcontract, after receipt of a proper invoice and all other required documentation 
from the small business subcontractor. 
 
(b) The acceleration of payments under this clause does not provide any new rights under the 
Prompt Payment Act. 
 
(c) Include the substance of this clause, including this paragraph (c), in all subcontracts with 
small business concerns, including subcontracts with small business concerns for the acquisition 
of commercial items. 
(End of clause) 


I.3    RESERVED 


I.4   DHS ACQUISITION REGULATION SUPPLEMENTS (HSAR) CLAUSES 
INCORPORATED BY REFERENCE 
The full text of a clause may be accessed electronically at HSAR website: 


www.dhs.gov/publication/homeland-security-acquisition-regulation-deviations/ 


I.5   OPTION FOR ADDITIONAL AS-NEEDED SERVICES 


The Government may require additional, as-needed support during the base or any option period, 
and these modifications will be in-scope to provide increased support for the defined task areas 
of Section C. Additional, as-needed support is OPTIONAL and is not a guarantee. If the 
Government determines that an increased quantity of support is required for the task areas 
defined in Section C, the Government reserves the right to exercise the additional, as-needed 



http://www.dhs.gov/publication/homeland-security-acquisition-regulation-deviations/
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support unilaterally. The CO will provide written notice to the Contractor at least 30 calendar 
days prior to any unilateral exercise of the additional, as-needed support services. In the event 
the Government does elect to exercise the additional, as-needed Option, support will be realigned 
under new or existing CLINs for the relevant task areas identified in Section C, and an equal 
amount will be deducted from the additional, as-needed support services CLIN amount. This 
support will be provided at the same labor rates that have been evaluated for price 
reasonableness at time of TO award for the applicable ordering period.  Any unexpended 
capacity may be carried forward to be exercised in a future period of performance, and 
conversely, any future capacity can be purchased in the current period of performance, if needed. 


 


I.6 TELEWORK (FEB 2015) 
 


A. Definitions 


“Telework” is an alternative work arrangement which allows a contractor employee to perform 
work at an alternate worksite (e.g. home, telework center, contractor’s office). In accordance 
with 41 U.S.C. § 3306(f), employees of Federal Government contractors are permitted to 
telework in the performance of contracts entered into with executive agencies.   The term 
“telecommuting” used in the Federal Acquisition Regulation (FAR) is synonymous with the 
term “telework” as used in this clause. A contractor employee can telework on a core or 
episodic basis. A core arrangement occurs on a routine and recurring basis, whereas an episodic 
arrangement occurs on an occasional and non-routine basis, such as during inclement weather. 


“Telework-ready contractor employee” is a contractor employee who has been approved to 
telework, has an established alternate worksite, is prepared to telework by having enough work 
to cover the scheduled telework period, and has the appropriate secure technology equipment to 
meet the needs of the telework arrangement and a high-speed Internet connection. 


B. Requirements 


The Contractor shall provide adequate oversight of work products when telework is authorized 
to ensure continuity of contract performance and quality control. Equipment provided by U.S. 
Customs and Border Protection (CBP) for telework purposes will be treated as Government 
Furnished Equipment (GFE) and guidelines in CBP HB 1400-05D, CBP Information Systems 
Security Policies and Procedures Handbook shall be followed. All CBP training required for 
telework-ready contractor employees, such as the annual CBP IT Security Awareness and Rules 
of Behavior training, shall be completed prior to commencement of an individual’s telework 
schedule. The Contracting Officer’s Representative (COR) will notify the Contractor’s program 
manager (PM) of the required training courses. Once the training is completed, contractor 
employees shall submit their certificates of completion to the COR. Contractor employees shall 
comply with the security requirements stated in HSAR 3004.470 and HSAM 3004.470, and 
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work according to the guidance set forth in DHS 4300A, Sensitive Systems Handbook, Rules of 
Behavior. 


A contractor employee’s telework schedule shall be approved by the Contractor’s PM and 
coordinated with the COR. Once approved, requests to change a scheduled telework day shall 
be submitted in advance when possible to the Contractor’s PM, who will coordinate with the 
COR. The Contractor’s PM continues to be responsible for contractor employees’ time and 
attendance and notifying the COR of any changes. 


If a Federal Government closing affects the Government facility, contractor employees who are 
telework-ready shall begin to telework at their normal start time and are expected to work the 
entire day. If OPM announces the option for unscheduled telework, a contractor employee may 
request to telework by contacting the Contractor’s PM, who will coordinate with the COR. 


If a contractor employee has performance issues, does not follow the security procedures, or 
does not complete required training while in a telework status, the COR will contact the 
Contractor’s PM and the contractor employee’s telework privileges may be revoked. 


C. Information Technology (IT) and Security 


Contractor employees are required to use only GFE provided by CBP when teleworking. Should 
the GFE fail or require repair or replacing, the contractor employee shall be required to return to 
the traditional worksite to perform their duties. CBP shall provide maintenance and technical 
support for IT GFE used by teleworkers. CBP’s inability to provide IT GFE shall not constitute 
an excusable delay. The Contractor or contractor employee is responsible for providing high 
speed internet connectivity for teleworking and will bear the cost of the internet connection. The 
contractor employee shall be accessible at all times, via telephone, e-mail, or video 
conferencing during his/her working hours. Contractor employees’ use of GFE and Government 
information shall be for contractual performance only and shall be protected from unauthorized 
access, disclosure, sharing, transmission, or loss. The contractor employee shall keep 
Government property and information safe, secure, and separated from his/her personal property 
and information. Contractor employees who telework shall be the sole operators of the GFE 
they use and shall abide by CBP HB 5200-13C, Personal Property and Asset Management 
Handbook. Contractor employees who telework shall not work on, have access to, or keep in 
their possession classified information at an alternate worksite. Contractor employees shall 
comply with the guidance in the DHS Handbook for Safeguarding Sensitive Personally 
Identifiable Information. Contractor employees shall return all GFE provided by CBP to the 
COR upon separation from the contract.  


D. Subcontracts 
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The Contractor shall include the substance of this clause in all subcontracts where telework is 
permitted. The Contractor shall be responsible for monitoring the subcontractor’s adherence to 
this clause. 
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J.1   LIST OF ATTACHMENTS 
The following attachments are attached, either in full text or electronically. 


ATTACHMENT TITLE 
A Organizational Conflict of Interest (OCI) Statement 
B Electronic Reading Room - instructions 
C Department of Defense (DD) 254 (O&M and BISS) 
D Corporate Non-Disclosure Agreement (NDA) *provided as an example* 
E SF 1449s BISS 
F SF 1449s O&M 
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L.1   FAR 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE 
(FEB 1998) 


This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the CO will make the full text 
available. The offeror is cautioned that the listed provisions may include blocks that must be 
completed by the offeror and submitted with its quotation or offer. In lieu of submitting the full 
text of those provisions, the offeror may identify the provision by paragraph identifier and 
provide the appropriate information with its quotation of offer. Also, the full text of a solicitation 
provision may be accessed electronically at this address:  
https://www.acquisition.gov/far  


FAR TITLE DATE 
52.204-24 Representation Regarding Certain Telecommunications 


and Video Surveillance Services or Equipment  
AUG 2020 


52.204-26 Covered Telecommunications Equipment or Services-
Representation 


DEC 2019 


52.212-1 Instructions to Offerors-Competitive Acquisition JUN 2020 


52.216-31 Time-and-Materials/Labor-Hour Proposal Requirements-
Commercial Item Acquisition FEB 2007 


52.217-5 Evaluation of Options  JUL 1990 


52.232-38 Submission of Electronic Funds Transfer Information with 
Offer JUL 2013 


L.1.1   SOLICITATION PROVISIONS PROVIDED IN FULL TEXT 


L.2   GENERAL INSTRUCTIONS 
a. The Offeror is expected to examine this entire solicitation document including the 


Master/Basic Contract. Failure to do so will be at the Offeror’s own risk. 
b. The Government may make award based on initial offers received, without discussion of 


such offers. Proposals shall set forth full, accurate, and complete information as required 
by this solicitation package (including Attachments listed in Section J). The penalty for 
making false statements in proposals is prescribed in 18 U.S.C. 1001. 


c. Offerors that include in their proposals data that they do not want disclosed to the public 
for any purpose, or used by the Government except for evaluation purposes, shall –  
(1) Mark the title page with the following legend:  


This proposal includes data that shall not be disclosed outside the Government and 
shall not be duplicated, used, or disclosed--in whole or in part--for any purpose other 
than to evaluate this proposal. If, however, a contract is awarded to this Offeror as a 
result of--or in connection with--the submission of this data, the Government shall 
have the right to duplicate, use, or disclose the data to the extent provided in the 
resulting contract. This restriction does not limit the Government’s right to use 
information contained in this data if it is obtained from another source without 
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restriction. The data subject to this restriction are contained in sheets [insert numbers 
or other identification of sheets]; and  


(2) Mark each sheet of data it wishes to restrict with the following legend:  
Use or disclosure of data contained on this sheet is subject to the restriction on the 
title page of this proposal.” 


d. The Government assumes no liability for disclosure or use of unmarked data and may use 
or disclose the data for any purpose. Unless restricted, information submitted in response 
to this request may become subject to disclosure to the public pursuant to the provisions 
of the Freedom of Information Act (5 U.S.C. 552). 


e. This procurement is conducted under the procedures of FAR Subpart 16.5. The policies 
and procedures of FAR Subpart 15.3 do not apply. 


L.3   GENERAL INFORMATION 
The Government is utilizing this solicitation for two (2) distinct requirements, Information 
Technology (IT) Operations and Maintenance (O&M), Upgrades, Updates, Modifications and 
Enhancements Services (IT O&M) Solicitation# 70B04C20Q00000131 and Business 
Intelligence Support Services (BISS) Solicitation# 70B04C20Q00000181. When responding, 
please label the proposal with the appropriate solicitation number.  


This solicitation contains 2 distinct PWS, one for O&M and one for BISS.  Alliant 2 IDIQ 
contract holders may propose for one or both requirements. If the Offeror intends to propose to 
both requirements, the Offeror is required to submit two (2) complete, distinct submissions, as 
well as indicate in each submission which requirement is being proposed. Any reference to 
information contained in another submission will not be considered. 
 
Proposals shall be valid for a period of not less than 120 calendar days from the date of delivery. 
For proposal purposes only, Offerors shall use a Transition Task Order Start date of September 
28, 2020. 


L.4   SUBMISSION OF OFFERS 
Each offer shall be provided to the Government in three separate parts and shall contain the 
following: 


a. Part I – Phase I Video Submission (video submission will not exceed 15 minutes) 
b. Part II – Written Technical Proposal (page limit: 30 pages) & Price Proposal (no page 


limit) 


The Offeror shall submit each part on the due dates indicated on the Cover Letter. 
Unless otherwise specified, one page is one side of a U.S. Letter size (8.5” x 11”) piece of paper. 
All electronic files shall be in MS Word, PowerPoint, PDF, or Excel formats. Any documents 
provided in Section J, List of Attachments, shall be submitted using the same file format (e.g., 
Project Staffing Plan shall be submitted in Excel file format); this includes the same font size and 
margins as the document provided. When printed, pages (with the exception of Excel and 
PowerPoint) must maintain one inch margins. Excel files must maintain margins of no less than 
0.7 inches, and PowerPoint files must maintain margins of no less than 0.5 inches. When printed, 
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pages must maintain 12 point Times New Roman font and be single spaced, with the exception 
of charts/graphics/tables. Charts/Graphics/Tables must maintain a minimum of ten point Times 
New Roman font. Charts/Graphics/Tables embedded in the proposal will count toward page 
limitations. Headers and footers may be of a font larger than 12 point, but shall not be smaller 
than ten point font. Ledger size (11” x 17”) paper may be used in the Project Staffing Plan or 
when providing charts/graphics/tables. A single side of an 11” x 17” piece of paper will be 
counted as two pages where page limitations apply. Items such as a Title Page, Table of 
Contents, Cover Letter, List of Figures, and Acronym Lists are excluded from the page counts 
below, unless they are inclusive of a document (e.g., a Table of Contents within the Draft 
Transition-In Plan), in which case it would count toward the stated page limitations. PDF files 
will be allowed for executed documents such as, if applicable, Letters of Commitment. 


Any pages submitted beyond the page limitations will be removed and not evaluated. 


L.5   RFQ PHASES 


L.5.1   PHASE I: WRITTEN INFORMATION AND VIDEO SUBMISSION (PART I, 
FACTOR 1)  


This volume shall contain the following: 
a. OCI Statement and Corporate NDAs (Tab A) 
b. [Reserved] (Tab B) 
c. Prior Specialized Experience (VIDEO) 
d. FPDS & CPARS1 (Tab C) - no page limit 


L.5.1.1   OCI STATEMENT AND CORPORATE NDAs (TAB A) 
The Offeror and each subcontractor, consultant, and teaming partner involved in proposal 
development shall complete and sign an OCI Statement and Corporate NDA. All information 
pertaining to OCI is outlined in Section H.7.1. All information pertaining to NDA is outlined in 
Section H.7.2. 


L.5.1.2   CORPORATE EXPERIENCE (VIDEO) 
Phase I, Video Response Instructions:  
 
Phase I of the RFQ is being issued to GSA Alliant 2 IDIQ contract holders.  Failure to follow 
these instructions may make the submission non-responsive to the RFQ requirements. All 
submissions shall adhere to all specified time limits and page limits.  
 
(a) The Offeror shall elaborate on its Corporate Experience on projects that are similar in size, 
scope, and complexity to the requirements as described in Section C of the RFQ. The Offeror 
shall discuss the scope of work, applicability to PWS tasks, the client and project relationship to 
the RFQ, the specific responsibilities of the Offeror, major deliverables produced, approach to 
client support to include quality assurance, risk management, subcontractor management, 
maintaining effective lines of communication performance measures/service levels applied, and 
                                            
1 The Government will allow submission of base contract award documents and past performance questionnaires 
(PPQs) for projects supporting law enforcement sensitive and Intelligence Community clients. 
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any problems or issues that occurred and the corrective action taken. Offerors may use 
slides/charts/other background materials on the video screen to display information about the 
corporate experience references. 


The submitted example(s) must have begun no earlier than five (5) years before the release date 
of this RFQ or remain currently performing/ongoing under a continuous period of performance. 
At least two of the corporate experiences shall be the Offeror’s direct experience as a prime 
contractor of similar scope and complexity to the requirements identified in Section C. The 
offeror shall include additional prior experience from team members or subcontractors that is 
similar in scope and complexity to the requirements identified in Section C that the team member 
or subcontractor is proposed to perform.  


(b) All projects examples shall be contracts or orders for the performance of actual technical 
requirements. A master contract vehicle (e.g., Blanket Purchase Agreement (BPA), Indefinite 
Delivery/Indefinite Quantity (IDIQ) contract) that has one or more TOs that were awarded and 
performed under that vehicle and supports a single customer or program, may be grouped and 
counted as one Prior Specialized Experience project example. Task Orders under government-
wide, department-wide, or agency-wide contracts (e.g., Alliant, SEAPORT, EAGLE) may not be 
grouped unless they support the same program.  
 
(c) General Video Submission Instructions:  


Video submissions shall adhere to the proposal content maximum time limits utilizing 
Youtube.com for the Government to access.  Videos may be marked public or private. By the 
date and time specified, Offeror’s shall send a YouTube link to the 
cbptaspdrequirements@cbp.dhs.gov in order for CBP to access the video submission. Do not 
provide a shortened URL, such as youtu.be. 


The Government does not intend to evaluate the quality of the video submissions. Unnecessarily 
elaborate videos beyond that which is sufficient to present a complete and effective response to 
this RFQ are not desired. Computer-generated graphics, background music, elegant sets, and so 
forth are neither necessary nor wanted. The Government strongly encourages not to invest 
significantly in the video submission. A low-cost video production is encouraged.  


The DHS Procurement Innovation Lab (PIL) has produced the following video to provide helpful 
information about video submissions: DHS YouTube Skit and Mock Video: 
https://www.youtube.com/watch?v=8DJpJ2qECtM&feature=em-share_video_user. Offerors are not 
required to adhere to the DHS mock video format. 
 
The Offeror will submit one YouTube.com link for each requirement, if proposing to more than one 
solicitation. If the Offeror submits one (1) video comprising of multiple requirements, the 
Government will not evaluate the Offeror’s Phase 1 submission and the Offeror will not be allowed to 
continue to participate in Phase 2.  
 
1. Offeror’s video submission will not exceed 15 minutes in length/duration utilizing 
Youtube.com for the Government to access.  Anything over 15 minutes will not be evaluated by 
the Government. 
 



mailto:cbptaspdrequirements@cbp.dhs.gov

https://www.youtube.com/watch?v=8DJpJ2qECtM&feature=em-share_video_user

https://www.youtube.com/watch?v=8DJpJ2qECtM&feature=em-share_video_user
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2. In addition to the YouTube.com submission, Offerors shall submit their FPDS & CPARS 
records for federal and all public sector project(s) or similar certified information for commercial 
project (or if performed as subcontractor) for all cited corporate experience  example(s). The 
most current FPDS and CPARS record (current period or last issued modification) shall be 
provided. If no FPDS and/or CPARS is currently available for the example(s), the contractor 
may submit similar certified information for federal/public sector (e.g., a copy of the Base 
Contract Award and Modification(s), Balanced Scorecard(s), etc.). FPDS & CPARS records may 
be provided as one searchable document in lieu of individual records.  
 
3. The Government desires no more than two (2) individuals be featured in the video. The video 
shall feature at least one (1) individual who will serve as the Principal/Program Manager and will 
responsible for managing any resultant contract.  Offerors are encouraged to use visual aids 
within the video presentation. The video must display a letter of commitment for each (if any) 
proposed subcontractor referenced in the responses to the experience questions provided below.  
The video must also display a letter of commitment from any video participant who is not an 
employee of the prime Offeror. 
 
L.5.1.3  ADVISORY NOTIFICATION 
 
After the Government completes evaluation Factor 1, Offerors will receive an advisory 
notification via e-mail from the Contracting Officer. This notification will advise the Offerors of 
the Government’s evaluation of Phase I for the vendor’s consideration in their voluntary decision 
on whether to proceed to Phase II. The intent of this notice is to minimize proposal development 
costs for those Offerors with little to no chance of receiving an award.  
 
Failure to participate in Phase I of the procurement precludes further consideration of a 
Offeror’s. Phase II submissions will not be accepted from Offerors who have not submitted 
Phase I proposals by the due date and time stated in this solicitation.  


L.5.2   SUBMISSION OF THE WRITTEN COST/PRICE PROPOSAL (PART II) 
The Offeror shall fully support all proposed costs/prices. An Offeror’s proposal is presumed to 
represent the Offeror’s best efforts in response to the solicitation. Any inconsistency, whether 
real or apparent, between promised performance and cost/price, shall be explained in the 
proposal.  
Offerors shall clearly differentiate descriptive information for evaluation purposes from that 
which is promissory for inclusion in the resultant award.  Offerors are encouraged to keep 
descriptive information to a minimum. 
Written Cost/Price Proposals shall be submitted as one electronic copy. The Cost/Price Excel 
Workbook shall only be provided as one electronic copy; No thumb drives will be accepted. 
The Offeror shall submit all proposed costs/prices using MS Excel software utilizing the formats 
without cells locked and including all formulas. The Offeror shall include adequate information, 
which will allow the Government to perform a price analysis.  
Important note regarding email attachments:  CBP’s email system limits incoming email 
attachments to 10MB per email. Offerors should NOT submit .zip files as these may be stripped 
by CBP’s email system.  All incoming files are scanned so there may be a delay between the 
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time the file is submitted and the time it is received. Therefore, Offerors must ensure they submit 
proposals with sufficient time to reach the required destination no later than the response due 
date identified above. Offerors are strongly encouraged to verify receipt of their response (via 
email) as noted above. Offerors may submit attachments in multiple emails due to size 
constraints; however, the complete proposal (including all required submissions) must be 
received by the due date and time identified above. 


Proprietary information shall be clearly marked. 


The Offeror shall not include any cost/price data in any technical narratives of the 
proposal.  


L.5.2.1   SOLICITATION, OFFER AND AWARD (SF 1449) (TAB A) 
When completed and signed by the Offeror, Standard Form (SF) 1449, “Solicitation, Offer and 
Award,” constitutes the Offeror’s acceptance of the terms and conditions of the proposed TO. 
Therefore, the form must be executed by representatives of the Offeror authorized to commit the 
Offeror to contractual obligations. The Offeror shall sign the SF 1449. 


L.5.2.2 PRICE/COST (FACTOR 5) 
Part II of Written Price/Cost Proposal and shall contain the following: 


a. Solicitation, Offer and Award (SF1449) (Tab A) 
b. Section B - Cost/Price Excels (Tab B). Offerors shall add additional CLINs, subCLINs 


sub CLINs, or any other structural modification to Section B in an Excel to illustrate their 
proposed costs as aligned to the proposed technical solution. Transition must be a 
separately addressed, including a separate excel. 


c. Cost/Price Supporting Documentation (Tab C) 
d. Subcontractor Supporting Documentation (Tab D) 
e. Cost/Price Assumptions (Tab E) 
f. Reserved  (Tab F) 


 
1. General Information:  
It is anticipated that all pricing information submitted in response to these instructions will be 
treated as business confidential. Except for the total price, none of the price quote information 
will be disclosed outside of the Government. Pricing for the Transition TO must be a separated 
out. There is no page limitation for the price volume. 
 
The price volume must be mathematically correct and all parts must be numerically consistent.  
 
The price volume must correlate with the technical volume and staffing plan in a logical and 
consistent manner. 
  
The required price volume format shall be submitted in Microsoft® Office Suite 2013 (or higher 
versions when available). All Excel spreadsheets shall maintain all formulas and links between 
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the spreadsheets and tables presented in the price proposal. Formulas in the electronic 
spreadsheets shall not be converted to hard coded values. 
 
2. Price Proposal Content:  


• Price volume format:  Roll Up – Shall include company name (prime and subcontractor) 
for all proposed labor.  All labor shall be defined by company name and labor categories 
for the Base Period plus all Options Periods. 


• The Offeror shall also provide a comprehensive narrative that discusses in detail the 
assumptions, methods and business decisions that form the basis for the proposed price. 


• The Offeror shall provide a brief statement and support for the basis of the Offeror’s 
proposed productive labor year. 


• The Offeror shall provide a brief statement and support for the basis of the Offeror’s 
annual labor escalation factors. 


• Offeror’s shall include additional CLINs, sub-CLIN’s which align to their technical 
solution to supplement the format provided. 


L.5.2.2.1   SECTION B – SUPPLIES OR SERVICES AND PRICES/COSTS (TAB B) 
The Offeror shall indicate the cost/price to be charged for each item in Section B rounded to the 
nearest whole dollar. The Offeror shall insert not-to-exceed indirect/material handling ceiling 
rates in accordance with Section B.5.1. 
Note for the Transition TO: the flexible end date for the transition TO will be function of post-
award readiness efforts, and not a function of competitive evaluation. For purposes of evaluation 
and pricing, all Offerors should use 12 month period for transition TO. 
As a supplement to the summary information provided in Section B, the Offeror shall provide 
full back-up documentation for the CLINs for each period of performance, and include any 
additional CLINs or sub-CLINS to further delineate the proposed technical solution for each task 
area using an Excel Workbook. The Offeror shall not lock any cells and the Offeror shall 
ensure all calculation formulas are included in order to effectively show the cost build up in 
the Cost/Price Excel Workbook. The back-up documentation shall include a summary total for 
each elementproposed CLIN.  
Note: Offerors shall provide a CLIN roll up consisting of labor categories, corresponding 
proposed hours, and labor rates.  Discounts are encouraged and should be easily identified.  


L.5.2.2.2   COST/PRICE SUPPORTING DOCUMENTATION (TAB C) 
The cost/price supporting documentation is required to enable the Government to perform a price 
analysis. Supporting documentation for the Transition TO must be distinct from the 
Requirements TO. 
The Offeror shall provide a detailed narrative, which explains the processes and methodologies 
used to develop its price proposal. This includes, but is not limited to, the estimating 
methodology used by the Offeror to estimate direct labor and subcontractor labor, planning 
assumptions used in the development of the cost estimate, etc. The Offeror shall provide the 
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labor rate (fully burdened) for all proposed labor categories and all projected rates (factoring in 
escalation) for all option years. The Offeror shall identify all direct labor escalation factors and 
basis for any escalation index being utilized for all option years.  
The Government is also providing an estimated magnitude for each requirements as follows: 


The Government estimates that the total value of the Operations and Maintenance Transition 
requirement is between $40,000,000.00 and $50,000,000.00. This range is for a twelve (12) 
months period of performance. 


The Government estimates that the total value of the Operations and Maintenance requirement is 
between $950,000,000.00 and $975,000,000.00. This range is inclusive of all CLINs over the full 
65 year performance period and 6 month OES. 


The Government estimates that the total value of the Business Intelligence Support Services 
Transition requirement is between $13,000,000.00 and $15,000,000.00. This range is for a 
twelve (12) months period of performance. 


The Government estimates that the total value of the Business Intelligence Support Services 
requirement is between $300,000,000.00 and $325,000,000.00. This range is inclusive of all 
CLINs over the full 56 year performance period and 6 month OES.  


The total estimated value for all proposed optional surge CLINs (CLIN TBD) and requirements 
must be no greater than fifty percent of the mandatory CLINs (CLIN TBD) value; the mandatory 
CLINs do NOT include ODCs or Long-Distance Travel, or CAF. Additionally, the surge 
estimate does not include ODCs or Long-Distance Travel, or CAF. Any proposal that is not 
within this range shall include an explanation that specifically draws the Government’s attention 
to any unique technical aspects of the proposal the Offeror would like the Government to 
consider as the justification for the deviation from the range. Optional surge CLINs are fluid in 
that they may carry forward to future periods of performance if unactivatedinactivated in the 
current period, and may be transferred forward from a future period if needed for current 
performance.  Optional surge quantities do not expire with the contract’s period of performance. 


L.5.2.2.3   SUBCONTRACTOR SUPPORTING DOCUMENTATION (TAB D) 
The Offeror shall also provide supporting cost/price documentation for all proposed 
subcontractors, including the total value of the proposed subcontract, the proposed type of 
subcontract, the rationale and/or justification for this type of subcontract type. Additionally, the 
Offeror shall provide a narrative detailing the processes used to evaluate the subcontracts it is 
proposing. Failure to provide complete supporting documentation may result in no further 
consideration of the Offeror’s proposal. Failure to propose at least 25% of the total contract 
value as subcontractor effort will result in no further consideration for award.2 For the final 
subcontracting percentage, which must be greater than 25%, it is the intent of CBP to negotiate 


                                            
2 Alliant 2, Section G.22 INDIVIDUAL SMALL BUSINESS SUBCONTRACTING PLAN, references the Master 
Subcontracting Plans each contract holder manages with goals that need to be met across all task orders. The total 
small business goal for Alliant is 50%.  
As delineated in the ordering guide, in order to support Alliant’s small business subcontracting plan and receive 
Socio-Economic Credit, the Ordering Contracting Officer’s (OCO’s) should negotiate specific individual 
subcontracting goals at the Task Order level without creating a separate subcontracting plan. 
DHS’s small business subcontracting goal is 41%. 
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an individual small business goal within the subcontracting effort after award of the task 
orders. Subcontractors may submit proprietary data directly to the CO via 
CBPTASPDRequirements@cbp.dhs.gov. The prime contractor shall specifically state whether 
the estimated costs of any proposed subcontractor will be in excess of $10M over the life of the 
TO for Government accomplished Equal Employment Opportunity (EEO) verification purposes. 


L.5.2.2.4   COST/PRICE ASSUMPTIONS (TAB E) 
The Offeror must submit all (if any) assumptions upon which the Cost/Price Proposal is based. 


L.5.3    SUBMISSION OF THE WRITTEN TECHNICAL PROPOSAL (PART II) 
 
Part II of Written Technical Proposal and shall contain the following: 


a. DD254 (Offeror is required to complete Blocks 6a, 6b and 6c; and Subcontractors are required to complete 
blocks 7a, 7b and 7c.) 


b. Written Technical Submission as below. 


 
Each Offeror shall submit all information described in the following paragraphs. The Offeror 
shall provide one original electronic copy, containing all required sections of this Part. No thumb 
drives will be accepted. The written Technical Proposal is limited to 30 pages total. 


L.5.3.1   TECHNICAL APPROACH (FACTOR 2)  
The Offeror shall identify and describe the methodology and analytical techniques to be used in 
fulfilling the technical requirements identified in the RFQ. The Offeror should tailor the 
technical approach to achieve the requirements as identified in this solicitation. The Offeror’s 
proposal shall be relevant to this RFQ and reflect an effective understanding of RFQ 
requirements. The Agile framework described in the PWS shall be applied in the performance of 
all tasks identified the PWS and throughout this requirement. Throughout the proposal, Offerors 
should discuss the benefits the Government should expect to realize as a result of implementing 
the solutions proposed.  


These elements are not subfactorssub factors and will not be individually rated, but will be 
evaluated as a whole to arrive at the factor-level rating: 


a. Offerors shall discuss their technical approach to meeting the objectives, conditions, and 
task requirements identified in this solicitation.  


b. Offeror’s shall propose performance measures, metrics, and performance standards that 
align with their proposed technical solution in the form of a Quality Assurance 
Surveillance Plan (QASP). Discuss why they were selected, the performance levels, and 
to the expected benefit the Government should realize.   


c. Innovation and Technology Transfer: The Offeror shall describe any innovative 
techniques or approaches in performing the requirements that would benefit the CBP 
mission by way of optimizing and improving performance as well as reducing 
performance risk. Offerors shall discuss their innovation and technology transfer methods 
and describe any partnerships with academia, commercial partners, think tanks, vendor 



mailto:CBPTASPDRequirements@cbp.dhs.gov
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centers of excellence, and technology transfers from other Agencies as means to 
introduce cutting edge techniques to the Targeting mission.  Offeror’s shall discuss other 
corporate innovation and proven approaches of targeting models.   


d. The Offeror shall describe its agile process and discuss the ideal frequency of Sprints. 
Offeror’s shall describe an effective approach for coordination and collaboration within 
agile teams, across the TO, and outside of TASPD to ensure efficient service delivery, 
promote knowledge sharing, manage stakeholders, and support customer requirements.  
 


L.5.3.2   MANAGEMENT APPROACH (FACTOR 3) 
The Offeror shall describe the management approach for managing the work described in the 
PWS, the Scope, Specific Tasks, and Deliverables sections. These elements are not subfactorssub 
factors and will not be individually rated, but will be evaluated as a whole to arrive at the factor-
level rating: 


a. Offerors shall discuss their managerial approach to meeting the objectives, conditions, 
and task requirements identified in this solicitation. 
 


b. The Offeror shall describe how its management approach contributes to the efficient use 
of human resources, and its approach to recruiting and retaining a skilled workforce that 
has the diverse skill sets required to effectively service the full range of needs.  


 
c. The Offeror’s approach for providing program management for this TO, communication 


with the TASPD TPOC and  COR, process management and control, project status and 
cost reporting, proactive risk management, subcontractor management and program 
metrics. 


 
d. For each subcontractor and teaming partner, Offeror’s shall explain how management 


control will be exercised directly related to satisfying mission critical performance 
requirements.  This explanation shall demonstrate clearly how the Offeror will minimize 
CBP’s involvement in managing the day-to-day operations for which the Offeror will be 
responsible. 


 
e.  Offerors shall submit teaming agreements with all proposed teaming partners, and state 


whether or not the agreement is exclusive.  Please note exclusive teaming agreements are 
discouraged, but not prohibited. Teaming agreements are exempt from page counts. 


 
f.  The proposal must clearly demonstrate at least 25% of this effort is subcontracted. 


 
g.  The Offeror shall describe its plan for ensuring they have an established, maintained, and 


effective Quality Management System (QMS) that ensures quality products and services 
are delivered to the Government.  This plan shall align with its proposed QASP.  
 


h. Security Plan; The Offeror shall describe its plan for ensuring the contractor team 
complies with contract security requirements and sensitive information protection 
policies, including ensuring that all personnel have the appropriate level of clearances. 
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i. Assignments of Teaming Partners; the proposal shall describe the assignment of team 


partners to each PWS task and technical area, and describe the technical expertise and 
capability of the teaming partner proposed to perform each task. 


   
j.  Project Staffing Plan. The Offeror shall describe its rationale for the proposed labor mix, 


skill mix, use of subcontractors and level of effort to support each task indicated in PWS. 
The Offeror shall also describe: 
 
a. Rationale for choosing the personnel/team partner. Describe how personnel and team 


partners would be involved in each task/subtask and how their qualifications and 
experience uniquely qualify them for the work they are proposed to perform.  


b. The rationale for projected staffing and approach to how each task and subtask is 
staffed including estimated hours and labor mix of the proposed personnel. 


c. Rationale for proposed labor categories and level of effort for each task. 
d. Approach to hiring, retaining, replacing, and surging appropriately cleared and 


certified personnel with appropriate skillsets throughout the life of this TO.  
 
L.5.3.3 TRANSITION APPROACH (FACTOR 4) 


The Offeror shall provide a Transition-In Plan that aligns with the requirements stated in PWS as 
a phased approach that provides for a seamless transition from the incumbent to the new 
contractor (hereafter referred to as the Offeror). The proposal shall include: 


a. Timelines for the transition and the identification of risks associated with the transition. 
b. Roles and responsibilities of the Offeror including proposed schedule(s) and milestones 


to ensure no disruption of service. The Transition-In Plan shall also identify and discuss 
the roles and responsibilities of the incumbent contractor and information expected from 
the incumbent. 


c. The Offeror shall also identify any actions the Offeror assumes are the responsibility of 
the Government. 


d. The Offeror shall define interfaces with the CBP and the Offeror’s proposed coordination 
with the current contractor(s).  If transfer of existing CBP databases to other 
hardware/software formats is proposed, the Offeror shall explain how and when the 
proposed formats/systems and their capabilities will be demonstrated prior to effecting 
any transfer. 


e. The Offeror shall identify the risks to the transition effort and include mitigation and 
contingency plans in the event the transition cannot be executed on schedule. 


f. The transition plan shall include specific measures and metrics to be used to monitor and 
evaluate the transition activities and to ensure that system performance and response 
times are not degraded during the transition period.   


g. The transition plan shall include a work plan which identifies milestones, measurable 
tasks, and resources required, to include the Offeror’s staffing strategy and how they will 
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recruit and hire and onboard background investigation cleared personnel if needed to 
ensure mission success. 


h. The transition plan shall include a plan for executing redundant performance with the 
outgoing contractor upon successful completion of knowledge transfer. 


 


L.6   DELIVERY INSTRUCTIONS 
The Offeror shall deliver written proposals to and receive acceptance from 
cbptaspdrequirements@cbp.dhs.gov by dates listed in the cover letter. 



mailto:cbptaspdrequirements@cbp.dhs.gov
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M.1   METHOD OF AWARD 


(a) Four  (4) single award Time and Materials (T&M) Task Order (TO) awards are contemplated 
as a result of this solicitation. There will be two (2) TOs awarded for O&M – Transition Task 
Order and Requirements Execution TO; likewise, there will be two (2) TOs awarded for BISS- 
Transition Task Order and Requirements Execution TO.  One Offeror will be selected for each 
requirement, who has been determined to represent the best value to the Government, all factors 
considered. The technical evaluation factors are of equal importance. There are no sub-factors. 
Award may be made to other than the lowest priced technically acceptable proposal. 
 (b) This procurement is being conducted using a two-phased voluntary down-select process. 
Offerors will receive an advisory notification from the Contracting Officer after Phase I 
evaluations are complete, and must inform the Government of their intent to participate in Phase 
II within three (3) days of receiving their notification.  


(c) This acquisition is being conducted under FAR 16.5. Principles and procedures of Subpart 
15.3 do not apply. Accordingly, the Government reserves the right to do any or all of the 
following: 


a. Award on initial proposals, without discussion. 
b. After an Offeror has been selected for award based upon a best value determination, the 


Government may negotiate a final reduced price. The Government may make award 
based on initial offers received or the Government may make award after clarifications of 
some aspects of the proposal or discussions relative to price only.  


c. Have communications; ask clarifying questions, request corrections relative to minor 
errors in the cost/price proposal, or request cost/price substantiating documentation to 
facilitate the Government’s final evaluation of cost proposals with one or some Offerors. 
These communications, clarifications, or requests for corrections or substantiating 
documentation will not materially change the Offeror’s proposal in terms of conformance 
to requirements, constitute discussions, or materially change pricing. 


 
The Government anticipates selecting the best-suited Offeror from initial responses, without 
engaging in exchanges with Offeror. Offeror are strongly encouraged to submit their best 
technical solutions and price in response to this solicitation. 
 
Once the Government determines the Offeror that is the best-suited (i.e., the apparent successful 
Offeror), the Government reserves the right to communicate with only that Offeror to address any 
remaining issues, if necessary, and finalize a task order with that Offeror. These issues may include 
technical and price. If the parties cannot successfully address any remaining issues, as determined 
pertinent at the sole discretion of the Government, the Government reserves the right to 
communicate with the next best-suited Offeror based on the original analysis and address any 
remaining issues. Once the Government has begun communications with the next best-suited 
Offeror, no further communications with the previous Offeror will be entertained until after the task 
order has been awarded. This process shall continue until an agreement is successfully reached and 
a task order is awarded. 
 







SECTION M – EVALUATION FACTORS FOR AWARD 


PAGE M-2 
 


M.2 EVALUATION 
 
FAR 52.212-2 EVALUATION—COMMERCIAL ITEMS (OCT 2014) 


a. The Government will award a contract resulting from this solicitation to the 
responsible Offeror whose offer, conforming to the solicitation, will be the most 
advantageous to the Government, price and other factors considered. The 
following factors shall be used to evaluate Offerors: 
   Factor 1: Corporate Experience, 


    Factor 2:  Technical Approach,  
     Factor 3:  Management Approach,  


    Factor 4:  Transition Approach, and  


    Factor 5:  Price 


b. Options. The Government will evaluate offers for award purposes by adding the 
total price for all option periods and optional quantities to the total price for the 
requirement.  The Government may determine that an offer is unacceptable if the 
option prices are significantly unbalanced. Evaluation of the option(s) shall not 
obligate the Government to exercise the option(s). 


 
c. Before the offer’s specified expiration time, the Government may accept an offer 


(or part of an offer) unless a written notice of withdrawal is received before award. 
 


M.3   PASS/FAIL ELEMENTS 
The Government will evaluate the following pass/fail elements. A failure on any single 
Pass/Fail criteria will make the proposal ineligible for award, with no further evaluation of 
the technical and cost proposal conducted by the Government.  
Pass/Fail Elements: 


The following will be evaluated on a Pass/Fail basis: 
a. The Government will reject any proposal where the Offeror is not an awardee of the 


master contract.  
b. The Government will reject any proposal where the Offeror does not meet the minimum 


level of subcontracting. Please refer to section L.5.2.2.3 for further information.  
 


M.4   COST/PRICE PROPOSAL EVALUATION 
The Offeror’s cost/price proposal will be evaluated to assess for price reasonableness, accuracy, 
completeness, consistency, and traceability to the proposed technical approach. The importance 
of price may increase as the differences between Offeror’s non-price factors decreases. 


The CAF is not included in the price evaluation. 







SECTION M – EVALUATION FACTORS FOR AWARD 


PAGE M-3 
 


Costs that are excessively high or low (without sufficient justification) may be considered 
unrealistic and unreasonable and may receive no further consideration. Any proposal that is not 
within the total estimated value cited in Section L.5.2.2.2 shall include an explanation that 
specifically draws the Government’s attention to any unique technical aspects of the proposal the 
Offeror would like the Government to consider as the justification for the deviation from the 
range. The Government may perform a price realism analysis.  
 
The labor mix will be assessed in conjunction with task requirements to determine whether 
proposed labor categories and the skill level of proposed workers are appropriate for the work to 
be accomplished. 
 
Options will be evaluated in accordance with FAR 52.217-5, Evaluation of Options.  
 
Offerors shall provide an estimated overall price for the base period and all option periods, 
including option to extend services, based on the rates they provide and their unique technical 
solutions. The Government will not provide a Sample Price Format, however, pricing and 
Section B’s CLIN Structure should correlate to the Offeror’s proposed unique technical solution. 
The Government will review the Offeror’s proposed labor categories and corresponding labor 
rates in accordance with the Offeror’s GSA Alliant 2, Unrestricted Schedule Contract. Proposed 
rates must be at or below the Offeror’s published GSA Alliant 2, Unrestricted schedule rates. 
The Government is requesting discounts, which should be clearly noted in the price proposal. 


M.5   ORGANIZATIONAL CONFLICT OF INTEREST (OCI) 
Tab A will be evaluated to assess whether or not an actual or potential OCI exists as defined by 
FAR Part 9.5. If an actual or potential OCI is identified that cannot be feasibly mitigated, 
avoided, or resolved in accordance with FAR Part 9.5, that Offeror may be ineligible for award. 


M.6   COST ASSUMPTIONS 
The Government reserves the right to reject any proposal that includes any cost assumptions that 
may adversely impact satisfying the Government’s requirements.  


M.7   OVERTIME AND EXTENDED BILLING HOUR PRACTICES 
The Government reserves the right to reject any proposal that includes overtime or extended 
hours billing practices that adversely impact or affect the Government’s requirements. 


M.7   TECHNICAL EVALUATION FACTORS 


M.7.1   FACTOR 1: CORPORATE EXPERIENCE (PHASE I) 
The Prior Specialized Experience factor will be evaluated based on an overall (i.e., taken as a 
whole) consideration of the following (these elements are not subfactorssub factors and will not 
be individually rated, but will be evaluated as a whole to arrive at the factor-level rating): 


a. Corporate experience reflects/identifies experience on projects that are similar in size, 
scope, and complexity to the requirements contained in Section C of the RFQ. 
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b. Corporate experience reflects current experience and the Offeror’s roles and 
responsibilities are similar in scope and complexity to the requirements contained in 
Section C of the RFQ. 


c. Corporate experience reflects the Offeror’s approach to client support including quality 
assurance, risk management, and maintaining effective lines of communication. 


M.7.2   FACTOR 2: TECHNICAL APPROACH (PHASE II) 
The Government will evaluate the Technical Approach factor based on the clarity and 
completeness of the approach and the degree to which the proposal meets the requirements of the 
solicitation and includes innovative and efficient methodologies. The following elements are not 
subfactorssub factors and will not be individually rated, but will be evaluated as a whole to arrive 
at the factor-level rating:  


a. A clear, comprehensive, and relevant approach to meeting the objectives conditions, and 
task requirements identified in the solicitation.  


b. An effective approach for coordination and collaboration within agile teams, across the 
TO, and outside of TASPD to ensure efficient service delivery, promote knowledge 
sharing, manage stakeholders, and support customer requirements.  


c. Practical and detailed performance measures, metrics, that quantify, measure, track, and 
report operational performance relating to both systems and management performance, as 
well as the degree to which they achieve the agency’s objectives/requirements in the 
Offeror’s proposed QASP.  


M.7.3   FACTOR 3: MANAGEMENT APPROACH (PHASE II) 
The Government will evaluate the approach for providing program management support, 
communication with TASPD TPOC and COR, process management and control, project status 
and cost reporting, proactive risk management, and program metrics. The following elements are 
not subfactorssub factors and will not be individually rated, but will be evaluated as a whole to 
arrive at the factor-level rating:  


 
a. The Project Staffing Plan will be evaluated to assess the degree to which it complies with the 


requirements outlined in Section L., including the estimated hours, labor mix, experience, 
skills, and qualifications of the personnel proposed.  


  
b. Clear and comprehensive staffing and approach to how each task and subtask is staffed 


including estimated hours and labor mix of personnel, and functional knowledge. 
-  Clear and detailed value that the personnel add to the project team, including their 
specific skills, experience, and qualifications. 
- Clear rationale for proposed labor categories and level of effort for each task. 
- A clear and effective approach to recruiting, hiring, retaining, replacing, and surging 
appropriately cleared and certified personnel with appropriate skill sets throughout the 
life of this TO. 
- Subcontractor task alignment 
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M.7.4  FACTOR 4: TRANSITION APPROACH (PHASE II) 


The Transition-In Plan will be evaluated based on its comprehensiveness, detail, and 
effectiveness to assume full contractual responsibility for the entire proposed PWS without 
degradation of high quality services.   


M.8   TECHNICAL ASSUMPTIONS 
Offeror assumptions should be included with and will be reviewed in the context of the technical 
factor to which they apply. The Government reserves the right to reject any proposal that 
includes any assumption that may adversely impact satisfying the Government’s requirements.  
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B.1   GENERAL  
The work shall be performed in accordance with all Sections of this solicitation and the 
contractor’s Basic Contract, under which the resulting TO will be placed.  


B.2   NIH CONTRACT ACCESS FEE (NCAF) 
The National Institute of Health (NIH) operating costs associated with the management and 
administration of this contract are recovered through the NIH Contract Access Fee (NCAF) 
NCAF. In accordance with the CIO-SP3 base contract, the NCAF shall be 0.65% with a cap of 
$150,000.00 for any task order base or optional period (not to exceed 12 months) with funding in 
excess of $23 Million. This TO shall have a separate Contract Line Item Number (CLIN) to 
cover this access fee, and this NCAF shall be obligated at TO Award (TOA).  


B.3   ORDER TYPES 
The contractor shall perform the effort required by this solicitionsolicitation on a Time-and-
Materials basis with contractor-proposed CLIN structure.  However, Offerors may propose firm-
fixed-price, fixed price level-of-effort, or labor hour for any CLIN(s) and provide an explanation 
for the type chosen. 


B.4   SERVICES AND PRICES/COSTS 
Long-distance travel is defined as travel over 50 miles from duty station as defined in Section 
F.2. Local travel will not be reimbursed. 
The following abbreviations are used in this price schedule:  


NCAF NIH Contract Access Fee 
CLIN Contract Line Item Number 
  
NTE Not-to-Exceed 
ODC Other Direct Cost 
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B.4.1   A total of four task orders will be issued; two for Data and two for Vetting. 


Offerors should use the below tables for the Transition Task Order and Requirements Execution 
Task Order for both requirements: Data and Vetting. The CLIN schedule is identical for each. 
An awardee for the Data requirement will receive the Transition and Requirement Execution 
Task Order; the same goes for the Vetting requirement.  


TRANSITION TASK ORDER 


 


CLIN Description T&M LOE NTE 
0001 


(Vendor to 
propose) 


Transition  $ # hours $ 


 
 


CLIN Description Total Ceiling Price 
00023 CAF $150,000.00 


 


 


TOTAL CEILING TRANSITON TO CLINs: $________________ 
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REQUIREMENTS EXECUTION TASK ORDER 


BASE PERIOD:  
  
Proposed CLIN(s) should align with technical solution 
LABOR CLIN(s) 


CLIN Description T&M LOE Cost 
0001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTE 


0002 Surge NTE 50% of CLIN 0001 
 
 
ODC CLIN 


CLIN Description  Total Ceiling Price 
0003 ODC NTE $100,000.00 


 
 
CAF 


CLIN Description  Total Ceiling Price 
0004 CAF NTE $150,000.00 


 
TOTAL CEILING BASE PERIOD CLINs:   $________________ 
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B.4.2   FIRST OPTION PERIOD 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
1001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


1002 Surge NTE 50% of proposed labor ceiling 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
1003 ODC $100,000.00 


 
CAF 


CLIN Description Total Ceiling Price 
1004 CAF $150,000.00 


 
 
 
TOTAL CEILING FIRST OPTION PERIOD CLINs:  $________________ 
 
  







SECTION B – SUPPLIES OR SERVICES AND PRICES/COSTS 


  PAGE B-5 
 
 


B.4.3   SECOND OPTION PERIOD 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
2001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


2002 Surge NTE 50% of proposed labor ceiling 
 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
2003 ODC $100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
2004 CAF $150,000.00 


 


 
 
TOTAL CEILING SECOND OPTION PERIOD CLINs: $________________ 
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B.4.4   THIRD OPTION PERIOD 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
3001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


3002 Surge NTE 50% of proposed labor ceiling 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
3003 ODC $100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
3004 CAF $150,000.00 


 


 
 
TOTAL CEILING THIRD OPTION PERIOD CLINs:  $________________ 
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B.4.5   FOURTH OPTION PERIOD 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
4001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


4002 Surge NTE 50% of proposed labor ceiling 
 


 
ODC CLIN 


CLIN Description Total Ceiling Price 
4003 ODC $100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
4004 CAF $150,000.00 


 


 
TOTAL CEILING FOURTH OPTION PERIOD CLINs:  $________________ 
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B.4.6   Option to Extend Services (OES) - 52.217-8 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
5001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


5002 Surge NTE 50% of proposed labor ceiling 
 


 
ODC CLIN 


CLIN Description Total Ceiling Price 
5003 ODC $ 50,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
5004 CAF $ 75150,000.00 


 


 
TOTAL CEILING OES OPTION PERIOD CLINs: $________________ 
 
 
 
GRAND TOTAL CEILING ALL CLINs: $________________ 
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B.5   SECTION B TABLES 


B.5.1   INDIRECT/MATERIAL HANDLING RATE 
Long-Distance Travel, Tools, and ODC costs incurred may be burdened with the contractor’s 
indirect/material handling rate in accordance with the contractor’s disclosed practices, provided 
that the basic contract does not prohibit the application of indirect rate(s) on these costs. 


a. If no indirect/material handling rate is allowable in accordance with the contractor’s 
disclosed practices, no indirect/material handling rate shall be applied to or reimbursed 
on these costs. 


b. If no rate is specified in the schedule of prices above, no indirect rate shall be applied to 
or reimbursed on these costs. 


The indirect handling rate over the term of the TO shall not exceed the rate specified in the 
schedule of prices above. 


B.5.2   DIRECT LABOR RATES 
Labor categories proposed shall be mapped to existing CIO-SP3 labor categories.  


B.6    RESERVED 


B.7   RESERVED  
      







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK 
STATEMENT 


  PAGE C-Vetting-1 
 
 


C.1   REQUIREMENTS 
 


 


 
PERFORMANCE WORK STATEMENT (PWS) 


Department of Homeland Security (DHS) - Customs and Border Protection (CBP) - 
Office of information and Technology (OIT) - Targeting and Analysis Systems Program 


Directorate (TASPD) 
 


Data and Meta Data Services (Data) 
 


1 BACKGROUND 
The U.S. Customs and Border Protection (CBP) is a component of the Department of 
Homeland Security (DHS), and the priority mission of CBP is to prevent terrorists and terrorist 
weapons from entering the United States. This important mission calls for improved security at 
America's borders and ports of entry as well as for extending the zone of security beyond 
physical borders so that American borders are the last line of defense, not the first. CBP is also 
responsible for apprehending individuals attempting to enter the United States illegally, 
stemming the flow of illegal drugs and other contraband; protecting our agricultural and 
economic interests from harmful pests and diseases; protecting American businesses from theft 
of their intellectual property; and regulating and facilitating international trade, collecting 
import duties, and enforcing U.S. trade laws. 
The Office of Information and Technology (OIT) is the information technology component of 
CBP. OIT’s responsibilities are vast-ranging from designing, delivering and maintaining 
technology based capabilities to enterprise architecture and governance. OIT also provides 
solutions that support CBP inspection and enforcement activities to help CBP officers, agents, 
and analysts protect our borders and safeguard America. OIT is responsible for enhancing, 
administering, and maintaining intelligence and targeting systems and related systems that help 
secure the supply chain and support CBP’s layered defense strategy for international cargo and 
passengers. 
The Targeting and Analysis Systems Program Directorate (TASPD), one of OIT’s program 
directorates, is responsible for developing and maintaining analytical and targeting software 
systems. Enterprise logging and management of data and meta data within CBP’s big data 
cluster is a mission priority for CBP.  Big data is stored via CBP logs on the local servers 
and/or devices.  The handling of these logs is difficult as each individual machine must be 
accessed in order to retrieve logs which are in a variety of formats.  Additionally, space 
constraints often require the logs be thrown away after a short period of time. 
The purpose of this Performance Work Statement (PWS) is to procure services in support of 
the following areas: 


• Expansion of big data services 
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• Design, Development, Deployment, and Monitoring for the Logging Platform 


• Customer Implementation Services 


• Standardized data enrichment 


• Optimized data storage 


• Enhanced data exploration and data discovery 


• Subscription based data feeds 
 


2 SCOPE 
 
The scope of this effort is described under the following objective areas: 


 
2.1 Objective Area 1: Expansion of Big Data 
Objective: The Contractor shall enable more applications to use Big Data Services (BDS), 
enable CBP the opportunity to shrink the Oracle Exadata footprint, and support CBP’s efforts 
to move applications to the cloud.   
Tasks: 


• Starter projects and examples to aid teams in using Big Data tools; 


• Scalable micro-services for search and data retrieval as RESTful services; and 


• Framework for stream-based processing (i.e. Kafka Streams) to allow other teams to plug 
algorithms into the BDS-Data Integration pipeline. 


 
At a minimum, the following best practices as highlighted in the digital service playbook shall 
be applied: 
 


Understand what people need 
The Contractor shall explore and pinpoint the needs of the people who will use the service, and 
the ways the service will fit into their lives.  The Contractor shall continually test the solution 
with end users to ensure delivery is focused on meeting their needs. 
 
In delivery of this effort the Contractor shall: 
1. Early in the project, the Contractor shall spend time with current and prospective users of 


the service; 
2. Use a range of qualitative and quantitative research methods to determine people’s goals, 


needs, and behaviors; 
3. Develop and test mock ups or prototypes of solutions with real users; 
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4. Document the findings about user goals, needs, behaviors, and preferences; 
5. Share findings with the team and agency leadership; 
6. Create a prioritized list of tasks the user is trying to accomplish, also known as “user 


stories” to be utilized in the agile development process; 
7. During development, continuously user-test the MVP to ensure it meets user needs. 


 
2.2 Objective Area 2: Design, Develop, Deploy, and Monitor the Logging Platform 
Objective: The Contractor shall provide Logging services.   
Tasks: 


• Support the ingest of log data into the BDS environment, operating on commodity or 
cloud infrastructure; 


• Manage the log data for long term storage and retrieval; 


• Provide a rich user interface to allow the search, access, and analysis of log data. 
 
At a minimum, the following best practices as highlighted in the digital service playbook shall 
be applied: 


 


Address the whole experience, from start to finish 
The Contractor shall ensure they understand the different users who will interact with the 
solution, including the actions they take online, through a mobile application, on a phone, or in 
person.  Every encounter – whether online or offline – should move the user closer towards 
their goal. 
In delivery of this effort the Contractor shall: 
1. Understand the different points at which people will interact with the solution – both 


online and in person; 
2. Identify the pain points in the current way users interact with the service, and prioritize 


these according to user needs; 
3. Design the digital parts of the service so that they are integrated with the offline touch 


points people use to interact with the service; 
4. Develop metrics that will measure how well the service is meeting user needs at each step 


of the service. 


 
2.3 Objective Area 3:Standardized: Standardized Data Enrichment 
Objective: The Contractor shall provide standardized data enrichment services.   
Tasks:  
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• Support of entity resolution/dossier efforts by persisting resolved entity identifiers and 
constructing dossiers by integrating multiple data sets; 


• Entity to Entity relationships/entity profiling; 


• Common enrichments on all BDS datasets using scalable microservices; to include, but 
not limited to geocoding, code translations, normalization, standardization, and 
entitiyentity extraction.  


 
At a minimum, the following best practices as highlighted in the digital service playbook shall 
be applied: 


 
Make it simple and intuitive 
Successful delivery of this contract requires that the services delivered will not be stressful, 
confusing, or daunting.  Therefore the Contractor shall build and release a digital MVP that is 
simple and intuitive enough that users succeed the first time, unaided. 
In delivery of this effort the Contractor shall: 
1. Use simple and flexible design style guide for the service.  Use the CBP Common 


Framework Style Guide as a guideline; 
2. Use the design style guide consistently for related digital services; 
3. Give users clear information about where they are in each step of the process; 
4. Follow accessibility best practices to ensure all people can use the service; 
5. Provide users with a way to exit and return later to complete the process; 
6. Use language that is familiar to the user and easy to understand; 
7. Use language and design consistently throughout the service, including online and offline 


touchpoints. 
 


2.4 Objective Area 4: Optimized Data Storage 
Objective: The Contractor shall increase the value of BDS Data by optimizing data formats.   
Tasks:  


• Provide a solution for source table replicas that can be used for reporting and data 
profiling.  This solution should: 


o Support Ad hoc SQL/reporting; 
o Support Efficient/ongoing data profiling; 
o Support modeling against transactional data shape, without impacting transactional 


databases (Oracle); 
o Secure the data with appropriate access controls 
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• Expand access to CBP’s existing No-SQL/Object Database 
o Provide access to standardized pre-built documents to offload reliance on CBP 


transactional databases; 
o Optimize the existing No-SQL/Object DB 


• Establish a distributed Graph DB 
o Provide a distributed Graph DB that works across data sets; 
o Provide a graph-based entity resolution approach to merge entities. 


 


2.5 Objective Area 5: Enhanced Data Exploration and Data Discovery 
Objective: The contractor shall provide enhanced data exploration and discovery.   
Tasks: 


• Support data exploration and data discovery on data in BDS; 


• Integrate third-party tools with BDS data; and 


• Develop custom data exploration and summarization interfaces. 


• Develop a plugablepluggable interface to enable integration of new services (e.g. 
algorithms, tools, etcetc.). 


 
At a minimum, the following best practices as highlighted in the digital service playbook shall 
be applied: 
 


Use data to drive decisions 
At every stage of a project, the contractor shall measure how well our service is working for 
our users.  This includes measuring how well a system performs and how people are 
interacting with it in real-time.  These metrics shall be reported to the Program Manager to find 
issues and identify which bug fixes and improvements should be prioritized.  Along with 
monitoring tools, a feedback mechanism should be in place for people to report issues directly. 
In delivery of this effort the contractor shall: 
1. Monitor system-level resource utilization in real-time; 
2. Monitor system performance in real-time (e.g. response time, latency, throughput, and 


error rates); 
3. Track concurrent users in real-time, and monitor user behaviors in the aggregate to 


determine how well the service meets user needs; 
4. Provide metrics which may be published internally; 
5. Provide metrics which may be published externally; 
6. Use an experimentation tool that supports multivariate testing in production. 







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK 
STATEMENT 


  PAGE C-Vetting-6 
 
 


 


2.6 Objective Area 6: Maintain Subscription Based Data Feeds 
Objective: The contractor shall modernize CBP’s technical ability to share data.  
Tasks: 


• Maintain a secure subscription based mechanism to expose CBP datasets to authorized 
partners 


• Design and implement filters to enforce privacy controls of sensitive records and fields, 
specifically USPERs and T, U, VAWA protected classes. 


 


2.7 Objective Area 7: Agile 
An iterative or Agile based program and project management and deployment methodology 
shall be used, as agreed upon with the Government, thatGovernment, which will allow for 
effective scope control and risk management.   Agile methodology must follow the tailored 
Systems Engineering Life Cycle (SELC) and comply with CBP and DHS policy, including 
DHS Directive 102-01. The contractor shall also provide support to Integrated Product Teams 
(IPTs) as directed by the Government in support of the development/deployment of future 
functionality. The contractor shall work with the IPTs to ensure alignment and compliance 
between deliverables, schedule, scope and agile methodologies. An example of this type of 
work could be helping TASPD develop a plan to transition the organization from its current 
state to a best-in-breed Agile software development organization to include proposed Agile 
project management values, principals, methodologies, organizational structure, knowledge 
and skill set requirements, training requirements, etc.  The contractor shall also support the 
Government IPT project manager with Agile support and provide regular status reporting and 
scheduling that complements the Agile development methodology. 
 


3 DELIVERABLES AND DELIVERY SCHEDULE 
 


Deliverable 
ID 


Description of Deliverable Date 


0001 Security Plan, in accordance with 5.1  No later than 5 
days after transition 
start date 


0002 Draft Incoming Transition Plan Due with proposal 


0003 Submission of all CBP BI packages No later than 5 days 
following contract 
award 







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK 
STATEMENT 


  PAGE C-Vetting-7 
 
 


Deliverable 
ID 


Description of Deliverable Date 


0004 Post-Award Kick-Off Meeting No later than 5 days 
after transition start 
date 


0005 Quality Control Plan Due with proposal 


0006 Final Revised Incoming Transition Plan No later than 5 days 
after transition start 
date 


0007 Weekly Status Reports and Meetings Weekly 


0008 Contract Staff Training Requirements As Required; To be 
reported by the 1st 
and 15th day of each 
month 


0009 CBP Log Processing capability that demonstrates 
the ability to ingest, store, and display log 
information from at least 2 additional 
applications. 


 No later than 30 
days prior to the end 
of the base period of 
performance; every 
10 months thereafter 


0010 Updated Enterprise Distributed Queuing Solution 
Design Document 


90 days after 
contract award; 
every 6 months 
thereafter 


0011 Updated Enterprise Index Loaders Design 
Document 


90 days after 
contract award; 
every 6 months 
thereafter 


0012 Updated Application Metrics Library No later than 30 
days prior to the end 
of the base period of 
performance; every 
10 months thereafter 


0013 Updated Customer Integration Guide 120 days after 
contract award; 
every 6 months 
thereafter 


0014 Customer Utilization Report Quarterly 


0015 Phase Customer Integration Quarterly 


0016 Capacity Plan Quarterly 
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Deliverable 
ID 


Description of Deliverable Date 


0017 Outgoing Transition Plan 365 days prior to the 
end of the final 
period of 
performance 


 


3.1 Security Plan 
The Contractor shall be responsible for ensuring that the Contractor team complies with 
contract security requirements and sensitive information protection policies, including ensuring 
that all personnel have the appropriate level of clearances.  The Contractor shall deliver an IT 
Security plan, no later than 5 days after the transition start date, to the Government outlining 
their plan to comply with the Government’s administrative, physical and technical security 
controls. 
 


3.2 Incoming Transition Plan 


• The Contractor shall submit a draft Incoming Transition Plan for the transition from the 
incumbent to the Contractor with their proposal response. The Contractor shall coordinate 
with the Government in planning and implementing a complete transition to the 
Contractor's proposed support model. The plan should include staffing approach including 
the processing of paperwork for the background investigation process, knowledge transfer 
and strategy for taking over the work including when responsibility for each project shifts 
to the newly awarded Contractor. 


• The Government has designated a transition period for the incoming Contractor to 
coordinate and work with the incumbent Contractor. The Contractor shall assume support 
responsibilities in accordance with its Incoming Transition Plan, processes, procedures, 
and schedule. The Contractor shall implement the ramp-up process without disruption to 
TASPD operations or interruption/delay to the application systems and to the 
enhancement work in progress at the time of the transition.  The Contractor shall make all 
necessary preparations to begin performance in order to ensure no impact to scheduled 
critical activities. 


• The Incoming Transition Plan shall include, at a minimum: 
• Overview of the transition effort; 
• A work plan that identifies milestones, measurable tasks, and resources required to assume 


responsibility for all in- progress and pending activities; 
• A detailed summary of all transition events and estimated milestone dates. The transition 


timeline shall be presented as a schedule in graphic format showing the timing, sequence and 
interdependencies of tasks. The transition schedule shall be supplemented by narrative, as 
needed to provide a clear understanding of the transition plan. 
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• Define interfaces with CBP and the offeror’s proposed coordination with the current 
Contractors; 


• If transfer of existing CBP databases to other hardware/software formats is proposed, the 
offeror shall explain how and when the proposed formats/systems and their capabilities will 
be demonstrated prior to effecting any transfer; 


• Identify the risks to the transition effort and include mitigation and contingency plans in the 
event the transition cannot be executed on schedule; 


• Specific measures and metrics to be used to monitor and evaluate the transition activities; 
• How the offeror will recruit, hire and onboard the staff needed to ensure mission success to 


include incumbent capture; 
• Government-furnished property inventory management assistance; 
• Specific measures and metrics to be used to ensure that system performance and response 


times are not degraded during the transition period; 
• Plan for submission of all available CBP BI packages; and 
• Identification of the Incoming Transition team members by name, position, and 


responsibilities. 


• A Final Incoming Transition Plan is due five (5) business days after the Contractor-
Government kick-off meeting. The Final Incoming Transition Plan will be executed 
without disruption to operations. The Contractor is fully responsible for all aspects of the 
work throughout the Incoming Transition period in accordance with the Contractor’s 
Incoming Transition Plan. The Contractor shall make all necessary preparations to begin 
Task Order performance in accordance with its Incoming Transition Plan in order to 
ensure no impact to daily operations or scheduled critical activities. 


 


3.3 Quality Control Plan 
The Contractor shall have an established, maintained, and effective Quality Management 
System (QMS) that ensures quality products and services are delivered to the Government. The 
Quality Control Plan shall describe the QMS in sufficient detail to permit an assessment of the 
Contractor’s QMS by the Government. The Quality Control Plan shall describe the 
Contractor’s approach to meeting the quality, timeliness, responsiveness, customer satisfaction, 
and other product and service delivery requirements. 
 


3.4 Weekly Status Reports 
The Contractor shall provide regular communication of project status through weekly status 
reports and weekly face-to-face status meetings between the team, the COR, the CBP 
government leads and any other stakeholders as identified by the Government.  
The Contractor shall provide the COR with a weekly report, for each task in section 6.0 with 
an overview of work accomplished the previous period and work scheduled for the upcoming 
week. This report shall contain the following information at a minimum: 
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• Planned activities and desired results for the next reporting period with milestones and 
deliverables; 


• Issues and risks affecting technical, schedule, or cost elements of the contract, including 
background, impact and recommendations for resolution; 


• Results related to previously identified problem areas with conclusions and 
recommendations; 


• Team organizational chart; 
 


3.5 Contractor Staff Training 
All contract personnel are required to complete the DHS/CBP mandatory Performance and 
Learning Management System (PALMS) training courses by the mandatory due date(s).  The 
Contractor is responsible for maintaining records of contracting employees that have 
completed the mandatory training and provide semimonthly updates to the COR on the 1st and 
15th day of each month or the next business day if the 1st or 15th is a Holiday or on the 
weekend.  The Contractor is also responsible for providing copies of the training certificates to 
the COR upon completion. 
 


3.6 Contractor Outgoing Transition Plan 
At the completion of performance of this task order, the Contractor shall fully support the 
transition of this requirement to another entity, either Government or a successor Contractor. 
The Contractor shall assist with transition planning and shall comply with transition milestones 
and schedules of events. 
 
The Contractor shall be responsible for the implementation of the transition and application 
cutover activities. The transition shall cause no disruption of services... 
 
The Contractor shall be responsible for the transition of all technical activities identified in this 
task order. As part of the transition, the Contractor shall be responsible for: 
• Inventory and orderly transfer of all Government Furnished Property (GFP), to include 


hardware, software, and licenses, Contractor Acquired Government Property, and 
Government Furnished Information (GFI) to include 


• Transfer of documentation currently in process into repositories 
• Transfer of all software code in process into repositories 
• Certification that all non-public DHS information has been purged from any Contractor-


owned system 
• Exchange of accounts to access software and hosted infrastructure components 
• Participate in knowledge transfer activities in accordance with the transition plan 
• Provide members to and participate in transition management 
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• Identify transition risks and risk mitigation 
 


The Contractor shall submit an Outgoing Transition Plan. The Outgoing Transition Plan shall 
include support activities for all transition efforts for follow-on requirements to minimize 
disruption of services. The Outgoing Transition Plan shall: 
• Review evaluation and transition of current support services 
• Provide report on status of all deliverables; 
• Provide report on problems encountered during period of performance; 
• Provide report on current issues, problems, or activities in process that require immediate 


action; 
• Applicable debriefing and personnel out-processing procedures; and 
• Identify and provide a schedule of routine events for continuity of program 
• Identify equipment, hardware, software, documents and other artifacts that are included 


in the transition 
• Establish roadmap and backlog 
• Identify transition risks and risk mitigation 
• Define roles and responsibilities 
• Define transition approval authorities and lines of communication 
• Define a knowledge transfer approach 
• Define a property inventory and transition approach 
• Provide checklists 


 
A Transition Plan shall be delivered 365 calendar days prior to the task order expiration date 
unless otherwise directed by the CO. The Contractor shall account for a 10 business day 
Government review process prior to executing the transition. Upon award of a follow-on 
contract, the incumbent Contractor shall work with the new Contractor to provide knowledge 
transfer and transition support, as required by the COR. 
 


4 GOVERNMENT-FURNISHED EQUIPMENT AND INFORMATION 
 
(a) The Government will furnish only that equipment necessary for the Contractor to carry out 
its work efforts at the Government facility.  This includes normal workspace accommodations 
such as desk, chair, desk phone, and computer.  While performing work in Government 
facilities, the Contractor may have the use of other normal office electronic devices, such as 
fax machines (not classified), copiers, projectors, etc.  It is required that the Contractor obtain 
Personal Identity Verification (PIV) cards as they are necessary to log into all computers and 
laptops. 
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(b) The Government will provide to the Contractor cell phone, laptop, Mobikey or other 
portable devices upon the written consent of the COR justifying the need for such equipment.    
(c) The Government will furnish all necessary related documentation in its possession that may 
be required for the Contractor to perform this contract. 
 


5 PLACE AND HOURS OF OPERATION 
 


5.1 Place of Performance 
U.S. Customs and Border Protection (CBP) will provide space in multiple facilities for the on-
site Contractor staff to perform the required tasks in the Washington DC Metro area, however 
most work is performed at site (a) below. Other locations for this work are below, although 
other Washington DC area offices may be occasionally used. All work required under this 
contract shall be performed by the Contractor at Government sites unless otherwise directed by 
the Government. Travel to other Washington DC area Government locations may be necessary. 


 
1) OIT, Kingstowne Facility, Alexandria, VA 22315 
2) OIT, Herndon Facility, Herndon, VA 20170 
3) Ronald Reagan Building, 1300 Pennsylvania Ave, NW, Washington, DC 20229 
4) OIT, Ashburn Facility, Ashburn, VA 20147 
5) National Targeting Center, Reston, VA 20191 
6) National Targeting Center, Sterling, VA 20164 
7) Walker Lane Facility, Alexandria, VA 22310 
8) Beauregard Facility, Alexandria, VA 22311 


 


5.2 Hours of Operation 
For those Contractor personnel working in direct support of TASPD, the normal business hours 
are 7:00 am to 6:00 pm (EST), Monday through Friday with core business hours between 8:00 
am and 5:30 pm each business day.  The Contractor shall ensure coverage of these core hours 
for those in direct support of the TASPD.  TASPD and those directly supporting TASPD will 
recognize all official federal holidays.  The Contractor must provide a central point of contact 
to reach the necessary staff in the event of emergencies.   


 


6 PERSONALLY IDENTIFIABLE INFORMATION (PII) 
 
When a Contractor, on the behalf of CBP, handles Sensitive PII data, stores and transmits, the 
Contractor will Accredit (ATO) this information system to the High, High, Moderate (HHM) 
FIPS level.
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PERFORMANCE WORK STATEMENT (PWS) 


Department of Homeland Security (DHS) - Customs and Border Protection (CBP) - Office 
of information and Technology (OIT) - Targeting and Analysis Systems Program 


Directorate (TASPD) 
 


  Vetting Workflow Processing Services (Vetting)  


 


 
1.0 BACKGROUND 


 
The U.S. Customs and Border Protection (CBP) is a component of the Department of 
Homeland Security (DHS). The priority mission of CBP is to prevent terrorists and terrorist 
weapons from entering the United States. This important mission calls for improved 
security at America's borders and ports of entry as well as for extending the zone of security 
beyond physical borders so that American borders are the last line of defense, not the first. 
CBP is also responsible for apprehending individuals attempting to enter the United States 
illegally, stemming the flow of illegal drugs and other contraband; protecting our 
agricultural and economic interests from harmful pests and diseases; protecting American 
businesses from theft of their intellectual property; and regulating and facilitating 
international trade, collecting import duties, and enforcing 
U.S. trade laws. 


 
The Office of Information and Technology (OIT) is the information technology component 
of CBP. OIT’s responsibilities are vast-ranging from designing, delivering and maintaining 
technology based capabilities to enterprise architecture and governance. OIT also provides 
solutions that support CBP inspection and enforcement activities to help CBP officers, 
agents, and analysts protect our borders and safeguard America. OIT is responsible for 
enhancing, administering, and maintaining intelligence and targeting systems and related 
systems that help secure the supply chain and support CBP’s layered defense strategy for 
international cargo and passengers. 


 
The Targeting and Analysis Systems Program Directorate (TASPD) is responsible for 
developing and maintaining analytical and targeting software systems. The main system 
housed within TASPD is the Automated Targeting System (ATS). The ATS is a web-based 
enforcement and decision support tool that is the cornerstone for all CBP’s targeting efforts. 
The ATS incorporates intelligence information and technologies to target suspect inbound 
and outbound shipments for examinations and passengers for inspection, as well as Visa 
Waiver Program / Visa holders and applicants for further vetting and adjudication. In this 
way, ATS allows CBP officers, agents, and analysts to focus their efforts on cargo 
shipments and passengers that most warrant further attention. The ATS standardizes names, 
phone numbers, addresses, ship names, and similar data so these data elements can easily be 
associated with other business data to form a complete picture of a passenger, import, or 
export in context with previous behavior of the parties involved. 
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Every person and shipment processed through ATS is subjected to a real-time evaluation 
utilizing rules and analytical models.   The ATS Passenger Vetting Systems include 
several modules within the ATS-P and ATS-TF subsystems and are used for vetting person, 
business, and shipment entities, primary and secondary inspection processing, collaboration 
and information sharing, and publication and dissemination of Intelligence and 
Informational Products. 


 
The purpose of this Performance Work Statement (PWS) is to procure the full range of 
operations and maintenance support for the CBP TASPD ATS Passenger Vetting suite of 
computer and software applications. Additionally, this PWS reflects a migration to the cloud 
environment and a move to a DevOps strategy and includes upgrades, updates, modifications 
and enhancements of existing applications in response to evolving technologies, threats, and 
mission requirements in direct support of the DHS and CBP in their mission critical 
initiatives to protect the borders (air, land, and sea) of the United States. 


 
2.0 SCOPE 


 
2.1 Operations & Maintenance 


 
The Contractor shall provide any and all operations and maintenance (O&M) solutions, 
processes, and procedures necessary to sustain the suite of TASPD ATS Passenger Vetting 
suite of computer and software applications within the DHS enterprise at the highest levels 
of security, service and availability consistent with cost, schedule, and perf objectives. This 
full range of O&M solutions will ensure TASPD ATS Passenger Vetting suite of computer 
and software applications operate efficiently, effectively and securely, and are available to 
support CBP mission requirements. 


 
This O&M support will emphasize performance monitoring to identify and resolve 
performance risks before they impact mission performance while responding to customer 
identified performance deficiencies and/or outages. 


 
2.2 Upgrades, Updates, Modifications and Enhancements. 


 
The Contractor shall provide any and all TASPD ATS Passenger Vetting suite of computer and 
software application upgrades, updates, modifications or enhancements with a focus on 
moving towards a DevOps approach to enable development and operations teams to 
collaborate and deliver high quality software to end customers continuously, to generate code 
with fewer errors and do so faster, which speeds time to deployment, and increases reliability 
and stability on the production side of the house. This work includes but is not limited to 
ensuring application compatibility with and deploying new operating system versions, new 
application software versions, and new code library versions. Performance and documentation 
shall follow the Agile methodology according to the tailored DHS Systems Engineering Life 
Cycle Procedures (SELC). 


 
Frequent updates and features to the existing suite of applications are necessary to keep up 
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with evolving risks and threats. The Contractor shall support ongoing collaboration with the 
Government lead on each project, as well as product owners and the user community, to 
ensure accurate prioritization of new requirements and timely implementation of those 
requirements. The Contractor shall provide all services necessary to migrate to and operate the 
infrastructure, applications and services to the cloud. 


 
3.0 APPLICABLE DOCUMENTS 


 
• DHS Directive 102-01 
• CBP Security Handbook 
• DHS/CBP Program Lifecycle Process Guide 
• DHS MD 8110 – Intelligence Integration and Management 
• CBP Agile Framework 
• CBP SELC process 
• Office on Accessible Systems and Technology (OAST) Compliance 
• DHS Information Security Policy, MD4300.1, Information Technology Systems Security 
• DHS MD 4300A, DHS Sensitive Systems Policy and Handbook, CBP Information 


Systems 
• Security Policies and Procedures Handbook HB-1400-05 
• All applicable National Institute of Standards and Technology (NIST) Special 


Publications (800 Series) 
• DHS Data Management Policy MD 103-01 
• Addendum A - Security and IT Compliance Requirements 


         
   * These documents can be found in the reading room 
 


4.0 TECHNICAL ENVIRONMENT 
 


Current Environment: 


OIT performs system activities in a technical environment supported by a broad set of custom 
architectural components and/or commercial off-the-shelf (COTS) packages. Software and 
hardware components for general infrastructure and development and production 
environments can be found in Addendum B. TASPD will ensure adequate computing 
capacity for our current and projected needs to include development, testing and production. 
This includes associated networking, storage and offsite infrastructure. The Contractor shall 
ensure that all solutions scale and shall provide guidance to the Government on additional 
infrastructure needs as the applications and user base continue to expand. 
 
For informational purposes in regards to scope, size, and complexity, the largest transactional 
database described in the PWS is more than 150 TB and 7-8 billion transactions are 
performed against the database on a daily basis.  


 
Future Environment: 


 
Produced by the Office of Management & Budget (OMB), the February 2011 Federal Cloud 
Strategy outlines the impetus and benefits of migrating to cloud services, including 
acceleration of data center consolidation and better utilization of existing infrastructure assets. 
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Based on the December 2010 25 Point Plan to reform Federal Information Technology 
Management, also from OMB, each Federal agency CIO has been directed to leverage this 
strategy to begin planning the migration of their IT services to cloud solutions. TASPD is in the 
process of readying workloads and applications to migrate to the cloud.  The Contractor must 
support the target operating model which is to migrate all hardware infrastructure and 
applications in this document to a cloud solution and operate in the cloud going forward.  


 
4.1 TASPD Specific Passenger Vetting Systems 


Under ATS Passenger Vetting, TASPD developed and continues to maintain multiple systems, 
including but not limited to: 


• Automated Targeting System – Unified Passenger (UPAX) Vetting Components 
o Traveler Hotlists, including General Aviation and Coast Guard 
o Applicant Hotlists 


 Pre Adjudicated Threat Recognition and Intelligence Operations 
(PATRIOT) Hotlist 


 Visa Hotlist 
 Electronic System for Travel Authorization (ESTA) Hotlist 
 Electronic Visa Update System (EVUS) Hotlist 
 Trusted Traveler Global Enrollment System (GES) Hotlist 
 Trusted Worker eBadge Hotlist 
 Admissibility Review Office (ARO) Hotlist 


o Visa Overstay Hotlist 
o Foreign Encounter Hotlist 
o DOMEX 
o On Demand Hotlist 
o CBP/TSA Common Operating Picture (COP) dashboard 
o NTC and Port of Entry dashboards 
o Other Government Agency (OGA) interface 
o Super Query services 
o Link Analysis 
o Predictive Modeling 


• Automated Targeting System-Targeting Framework (TF) 
o National Targeting Center Interface 
o Port of Entry / Field Interface 
o Admissibility Review Office (ARO) 
o ATS Mobile 


 Mobile Immigration Advisory Program (IAP) 
 Mobile Primary 
 Mobile Query 
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 Red Flag 
 Biometric Exit Mobile 


o Fraudulent Document Analysis Unit (FDAU) 
o Secure Integrated Government Mainframe Access (SIGMA) / Unified 


Secondary (USEC) 
o Intelligence Reporting System – Next Generation (IRS-NG) 
o ATS-Employee and Applicant Suitability and Eligibility (EASE) 
 


New capability typically includes work such as: integration of new data sources, refreshing the 
system based upon current threats and new risk factors including but not limited to database 
content updates, software code and configuration changes, at a minimum monthly to quarterly 
updates to the vetting systems and short turnaround updates to the system in response to a 
threat. Application changes include but are not limited to integration of major new workflows 
and features into existing applications, support for new user groups with tailored workflows, 
new vetting capabilities using new or expanded data sources, technology refresh/updates to 
conform to the CBP Common Framework and cloud migration strategies, enhancements to 
existing functionality, changes to address Production defects, as well as critical changes to be 
applied as a result of a new threat or risk.  Additional expected changes include migration to 
microservices to be leveraged across multiple TASPD Vetting components, in support of a 
cloud friendly architecture and breaking up monolithic components into smaller modules, 
expansion of Link Analysis capabilities to identify new links across available data sources, 
and expansion of Artificial Intelligence / Predictive Modeling capabilities to further reduce 
the rate of false positive matches. Urgent changes need to be implemented in as little as a few 
hours to one day. Many teams which could be impacted by a high number of ongoing 
changes maintain an open Change Request on a weekly basis to account for both planned and 
urgent/unplanned changes. 


 
4.2 ATS-P Unified Passenger (UPAX) – Vetting Components 


 
ATS-P (the new User Interface is now referred to as Unified Passenger, or UPAX) is a web-
based enforcement and decision support tool used to collect, analyze, and disseminate 
information for the identification of potential terrorists, transnational criminals and, in some 
cases, other persons who pose a higher risk of violating U.S. law. ATS-P capabilities are 
used at ports of entry to augment the CBP officer’s decision-making about whether a 
passenger or crew member should receive additional screening.  ATS-P is also used by the 
National Targeting Center (NTC), Border Patrol agents, CBP headquarters intelligence 
analysts, and within DHS by DHS agents, analysts, and officers in the Office of Intelligence 
and Analysis (I&A), Immigration and Customs Enforcement (ICE), U.S. Coast Guard 
(USCG), the Transportation Security Administration (TSA), US Secret Service (USSS), and 
Office of the Inspector General (OIG).  Additionally, some agencies outside of DHS also 
have access to ATS-P query services. 


UPAX is an updated user interface that replaces the older functionality of the ATS-P interface 
to process traveler and other subjects of CBP vetting interest against other information available 
through ATS. The updates to ATS that comprise UPAX involve a cleaner visual presentation of 
relevant information used in the vetting and inspection process. This presentation involves 
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providing direct access to cross-referenced data and information from partner agency databases 
through the use of hypertext links and single sign-on protocols. The links and sign-on protocols 
employ the underlying sharing agreements that support the same information query capability 
within the former ATS-P to permit a more seamless integration, allowing relevant data to be 
consolidated or accessed from the primary screen used to vet the targeting results pertaining to 
the traveler or the applicant.  
 
UPAX provides a hierarchical system that allows DHS personnel to focus efforts on potentially 
high-risk passengers, Visa Waiver Program / Visa holders and applicants, Electronic Visa 
Update System (EVUS) applicants, Trusted Traveler applicants, Trusted Worker eBadge 
applicants, or Admissibility Review Office (ARO) applicants by eliminating labor-intensive 
manual reviews of information or interviews with every traveler or applicant.  Additionally, 
the ATS-P Vetting capabilities include CBP Employee and Applicant Suitability and 
Eligibility (EASE) checks.  


 
The UPAX interface has been integrated seamlessly with the ATS-TF repository to allow 
creation of events to support vetting a subject of interest (person, business, cargo, vehicle, etc.).  It 
also permits a user to search across multiple data sources available through ATS holdings and 
external systems via system to system interfaces based on role-based access for research and 
analysis purposes.  The Unified Passenger interface brings all pertinent information from 
multiple data sources into a single User Interface, facilitating the review process and reducing 
the time needed to research other data sources. UPAX also includes workflow functionality 
which allows authorized users to assign activities to other users, operating units, or ports of 
entry for additional processing. 


 
Recent modifications to ATS-P Unified Passenger (UPAX) Vetting Components: 


• Major functions within ATS-P have undergone a Technology Refresh, which 
have both streamlined the workflow and vetting process for end users and 
have automated manual and semi-manual processes performed through the 
Legacy interface 


• Employee and Applicant Suitability and Eligibility (EASE) checks have been 
incorporated into UPAX within FY16/FY17. 


• Electronic Visa Update System vetting capabilities are being incorporated into UPAX 
within FY16/FY17. 


• Trusted Worker Vetting capabilities have been incorporated into ATS-P within 
FY17/FY18. 


• Vetting for Admissibility Review Officer (ARO) applicants have been incorporated 
into UPAX within FY19/FY20. 


• Artificial Intelligence / Predictive Modeling capabilities have been incorporated to 
streamline the vetting process and reduce the false positive rate for matches to 
derogatory records. 


• Link Analysis capabilities have been incorporated to identify links among multiple 
data sources to subjects of interest. 


• Query services are in the process of being migrated to micro services to support 
CBP’s cloud migration requirement.  These query services are part of the UPAX 
Super Query and are also designed to integrate into other Vetting and front-end 
components to support migration of those applications to a cloud friendly 
architecture. 
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• Document and Media Exploitation (DOMEX) capabilities have been migrated under 
the UPAX platform with additional enhancements to identify matches to source ATS 
records. 


 
4.3 Automated Targeting System - Targeting Framework (TF) 


 
Automated Targeting System – Targeting Framework (TF) is a web-based encounter and case 
management system used by multiple offices within CBP to track information of interest for 
both passengers and cargo. ATS users use the Targeting Framework (TF) to track information 
of targeting interest regarding passengers and cargo.  ATS-TF is seamlessly integrated with the 
UPAX Vetting component for creation of events during the person vetting process, and with 
ATS Import Cargo for creation of events on Shipments and/or Trade Entities. The ATS-TF 
allows the creation of projects which track information intended for use over long periods of 
time or operational and analytical reports that my include public source information obtained 
by users for reference or incorporation into the report or project.   
 
Intelligence Reporting System-Next Generation (IRS-NG) is a collaborative platform that 
facilitates the collection and analysis of data, publication of the Intelligence and Informational 
Products (IP), and dissemination of products to the DHS enterprise and other Government 
Agencies. IRS-NG has a suite of modules to support specialized teams within CBP and 
multiple capabilities such as Seizure and Apprehension Workflow (SaAW), Threat Network 
Exploitation Tool (TNET), Tunnel Entry, Field Leads and Observation Workflow (FLOW), 
and Shift Logs. 
 
Unified Secondary is the consolidation of two legacy systems (Secure Integrated Government 
Mainframe System and Consolidated System Inspection System) providing an end to end 
workflow to process secondary inspections and adverse actions in Air, Sea, and Land Ports of 
Entry.  
 
ATS Mobile is a suite of Mobile Applications used by CBP officers and agents on Android 
and iOS devices, facilitating inspection and vetting capabilities when those officers or agents 
do not have access to a CBP workstation to conduct their work. 


 
ATS-TF Provides the following functionality: 


• Supports tracking information and vetting results regarding persons, businesses, 
shipments, and other entities. 


• Provides a single access point for queries against multiple external data sources 
(using web services, MQ messaging interfaces, and direct database 
connections). 


• Interfaces with external Systems of Record for persistence of data initiated in 
the TF (using web services, MQ messaging interfaces, and direct database 
connections). 


• Integrates with external stand-alone systems to facilitate the exchange of 
data and leverage functions provided by other systems. 


• Uses industry standard technology, allowing any existing workstation with 
connectivity to the CBP network to access the TF once a user is properly 
authorized for access. 


• Subsets of TF functions are provided via mobile applications to support CBP 
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personnel without access to a CBP workstation. 
• Biometric Exit Mobile which allows CBP Officers to Biometrically 


process outbound travelers in the Air and Land environments via Mobile 
Device or Desktop 


• Red Flag which is a supervisory awareness tool that provides real-time 
alert and referral information at Ports of Entry and USBP Checkpoints. 


• Immigration Advisory Program which provides CBP Officers working 
overseas access to referrals from the NTC, and perform queries for 
subjects of interest. 


• Mobile Primary, which allows CBP Officers to process inbound travelers 
at Air, Sea and Land Ports of Entry, when desktop based primary 
applications are unavailable. 


• Mobile Query, which is an all-purpose tool to search Super Query, scan 
travel documents, browse flight manifests, and identify passengers via 
fingerprints. 


• Mobile Referral, which displays referrals and the current status of 
resulting inspections. Negative inspections can also be closed out via this 
application. 


• TF Query services are integrated into other systems within DHS 
 


IRS-NG Provides the following functionality: 
• Collection and analysis of data. 
• Dissemination of products to the DHS and OGA enterprises. 
• Promotes collaboration and information sharing, while maintaining data security 


and integrity. 
• Serves as the main platform for gathering, analyzing, and sharing data as well as 


generating multiple Intelligence Products. 
 
Unified Secondary provides the following functionality: 


• Referral Inbox/Dashboard which displays referrals and events at a Port of Entry 
• Ability to create referrals and inspection records 
• Ability to create Immigration Adverse Action events, including the ability to create 


charging documents and I-forms 
• Ability to create records in other systems of record databases, such as SEACATS 


and TECS 
• Integration with UPAX Super Query and query services for displaying query results 


against multiple data sources within the same view 
• Integration with other workflows, such as National Targeting Center or 


Admissibility Review Office 
 


The theme for U.S. Customs and Border Protection (CBP) web applications can be found at 
https://us-cbp.github.io/cbp-theme. This is the common UI theme for CBP; as. it is used for 
internal and external web applications. 


The CBP Style Guide compliments the CBP Theme and can be found at https://us-



https://us-cbp.github.io/cbp-theme

https://us-cbp.github.io/cbp-style-guide
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cbp.github.io/cbp-style-guide. The style guide describes CBP theme components and patterns 
and how to use them. 
 
5.0 OPERATING CONSTRAINTS 
 
5.1 The Contractor shall use DHS/CBP approved products, standards, services, and profiles as 
reflected by the hardware software, application, and infrastructure components of the 
DHS/CBP TRM/standards profile. If new hardware, software and infrastructure components 
are required to develop, test, or implement the program, these products will be coordinated 
through the DHS and CBP formal Technology Insertion (TI) process. The DHS/CBP 
TRM/standards profile will be updated as technology insertions are accomplished. 
5.2 The Contractor shall follow existing TASPD design standards unless deviation from 
those standards is approved by TASPD and the Contracting Officer’s Representative 
(COR). The Contractor is responsible for understanding the OIT Common Framework 
code libraries, tools, style guide, services, and best practices and shall build and maintain 
CBP applications using the OIT Common Framework before using open source, custom, or 
third party solutions. This documentation will be made available to the Contractor upon 
request. 


 
5.3 All Application O&M and maintenance, updates, enhancements, upgrades, or 
modifications solutions within the scope of this PWS are inherent to the software applications 
and the corresponding application infrastructure. The hardware and platforms on which the 
TASPD system application operates is under the control of other programs and other contract 
vehicles, however application teams must support monthly server maintenance, as well as 
perform administration on both physical servers and virtual machines. Software changes are 
required to continue to properly interface with host platforms and existing physical and 
software interfaces. As infrastructure and applications are migrated to and operated in the 
cloud, the Contractor must continue to meet or exceed current system performance. Security 
must also meet or exceed current levels while operating in the cloud. 


 
5.4 All proposed enhancements, improvements, modernizations and new capabilities added 
to TASPD systems are subject to review and approval by the Government in accordance 
with the TASPD Configuration Management/Control Plan. 


 
5.5 The AFI and ATS systems have a Section 508 waiver. Currently, all other systems are 


subject to 508 compliance. 
 
5.6 TASPD strives to maintain full availability with an average acceptable quality level of 
99.82%, which accounts for planned outages. The Contractor shall meet with this AQL. 
TASPD must regularly monitor system performance and tune system parameters to ensure a 
high level of system processing and responsiveness is available for thousands of end users. 
As such, operations and maintenance support includes Tier II and Tier III support related to 
TASPD applications, 24 hours a day, 7 days a week (24x7) for on call support, monitoring 
and administering the physical and virtual machines and 24x7 Database Administrator 
(DBA) support. 



https://us-cbp.github.io/cbp-style-guide
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Most TASPD Tier III support is assigned from Tier I support (CBP Help Desk) directly to 
Tier II support (TASPD ATS Help Desk). If Tier II support cannot resolve the ticket, it is 
assigned to the application team (Tier III). Tier II will typically reach out directly to the 
application team for support. TASPD does not currently have dedicated Tier III staff, but each 
application team has to manage Production support and troubleshooting of issues that cannot 
be handled by Tier II. 
 
In order to maintain availability 24 hours a day x 7 days a week x 365 days a year (24x7x365), 
all TASPD project teams are required to have a duty officer phone which are rotated among 
team members. These devices will be furnished by the Government and must be staffed at all 
times. If Production issues come up either during work hours or outside work hours, which 
need to be resolved right away, the application team (Tier III) will be contacted either by the 
CBP Duty Officer,    CBP Technology Operations Center, TASPD Duty Officer, or TASPD 
Government Manager to troubleshoot and resolve the issue. Other team members may need to 
be engaged as necessary if the person carrying the duty phone needs support. Additionally, 
some users will reach out to the application teams directly (designated leads and POCs),     
including the TASPD Government Manager, with issues that need to be investigated. These 
issues may include diagnosing and addressing the questions raised by the users, corrections in 
Production that need to be applied right   away, or code changes that need to be scheduled into 
a release. 


 
5.7 Lifecycle support is required for all applications to include: requirements definition, 
tailored SELC and project documentation updates and training. Refreshes to the system 
happen at least on a monthly to quarterly basis, with the exception of urgent changes which 
can occur as quickly as within one day. Production and troubleshooting support is 
expected on an ongoing basis, as well as support for priority data calls to support the user 
community. 


 
5.8 All personnel supporting TASPD must have proper DHS/CBP security clearances per the 


CBP Security Handbook. 
 
5.9 All Contractor personnel supporting work on this PWS are required to use GFE 
computers and software hosting facilities. Exceptions must be approved on a case-by-
case basis by the COR. 


 
5.10 All software applications and the TASPD work in an environment that requires 
collaboration and cooperation with other government agencies and other Contractors 
supporting TASPD and other related programs with common or shared missions and 
objectives. 


 
6.0 OBJECTIVES 


 
The overall objective of this task order is to obtain the full range of operations and 
maintenance support for the U.S. Customs and Border Protection (CBP), Targeting and 
Analysis Systems Program Directorate (TASPD) suite of computer and automated software 
applications. Additionally, the Contractor shall ensure all computer and automated software 
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applications are updated and enhanced as necessary to respond to evolving technologies, 
threats, and mission critical requirements of CBP. 


 
6.1 Objective 1- Task Order Project Management 


 
Work efforts performed in support of this objective require management expertise, oversight, 
control, and direction in team building, communications, time management, quality assurance 
and quality control, procedure development, risk management, configuration management, 
cost management, and software integration. These areas and controls shall be continuously 
applied in the performance of the task areas shown below. 


 
Provide overall project management support, including a transition plan, project planning, 
scheduling, tracking, and overall financial management. Specific duties shall include the 
preparation of plans and schedules based on technical and management data; scheduling and 
conducting technical and planning meetings; conducting reviews; and preparing status reports. 


 
Weekly status meetings shall occur to discuss status of projects, issues, and problem areas 
related to the projects. The Contractor shall document the results of each meeting and submit 
this document weekly to the COR. In addition to reporting the status of each project, the 
Contractor shall provide the Government with fund status reports. Refer to section 7.5 for 
more information on the submission of each report. 


 
The Contractor shall have the ability to recruit, hire, and retain CBP-cleared resources 
immediately following contract award, ensure proper staffing and skill set coverage at all 
times, and effectively address changes in work priorities and staffing. Demonstrate innovative 
ways to recruit and retain personnel. 


 
Provide oral presentations and/or executive briefings on the project and application statuses when 
necessary. 


 
Follow an iterative or Agile-based program and project management and deployment 
methodology which will allow for effective scope control and risk management.  Agile 
methodology must follow the tailored SELC and comply with CBP and DHS policy, 
including DHS Directive 102-01. The Contractor shall also provide support to Integrated 
Product Teams (IPTs) as directed by the Government in support of the 
development/deployment of future functionality. The Contractor shall work with the IPTs to 
ensure alignment and compliance between deliverables, schedule, scope and agile 
methodologies. The Contractor shall also support the Government IPT project manager with 
Agile support and provide regular status reporting and scheduling that complements the Agile 
development methodology. 


 
An Agile-based approach to management is critical to CBP’s mission as it provides enhanced 
visibility throughout the lifecycle of a project, enabling OIT the necessary insight into 
achievement, progress, challenges, goals and next steps. It also enables TASPD to 
accommodate high priority changes and changes in direction as dictated by the product owners 
and the user community, in response to new and evolving threats and risks. TASPD is a very 
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agile, nimble organization and new features which comply with the user requirements are 
often implemented in a very short amount of time. In an Agile organization, project teams 
deploy functionality incrementally, minimizing the potential for risk impacts, and provide 
streamlined documentation throughout the phases of a project. The Contractor is expected to 
do sprint and release planning (with user stories in Jira), execution, review and demonstration 
and retrospectives. The Contractor shall determine, prioritize, and document the product 
backlog for the project, develop definitions of done, conduct daily scrums, and utilize the 
Atlassian suite of tools to document the agile process. 


 
6.2 Objective 2 – Operations and Maintenance of TASPD Computers, Server and Software 


Applications 


The Contractor shall provide all operations and maintenance (O&M) solutions, processes, and 
procedures necessary to sustain the suite of vetting computer and software applications within 
the DHS enterprise at the highest levels of security, service and availability consistent with 
cost, schedule, and performance objectives. Application availability is exclusive of planned 
outages and deployment windows, but inclusive of computers, operating systems, network, 
work stations and software applications where TASPD has authority to operate as required to 
support the CBP mission objectives. Planned outages and deployments are scheduled with the 
product owners, with the goal of keeping down time to a minimum. The acceptable average 
quality level of application availability is 99.82% (See Section 5.6). Refer to the clauses in 
Addendum A for minimum security requirements. A full range of O&M solutions is 
necessary to ensure TASPD computer and software applications operate efficiently, 
effectively and securely, and are available to support CBP mission requirements. This O&M 
support will emphasize performance monitoring to identify and resolve performance risks 
before they impact mission performance while responding to customer identified performance 
deficiencies and/or outages (i.e., break/fix). 
Performance shall be evaluated on a continual basis to ensure there is no degradation to current 
performance levels. The Contractor shall maintain or improve the performance as system 
capabilities and usage continue to grow. 


 
The Contractor shall provide a full range of O&M to include, but not limited to, monitoring 
the health of production applications, troubleshooting software and system related issues, 
fixing software defects, as well as designing, creating, testing and implementing software 
production baseline updates. The Contractor shall maintain strong collaboration with the 
Government lead, product owners and the designated POCs for the user community on an 
ongoing basis, to ensure that priority objectives and requirements are clearly understood by 
the Contractor and implemented successfully based on established priorities. The Contractor 
shall support all data modeling for new changes, new data feeds and data transfer 
mechanisms, data dictionary updates, ETL and cleansing, data analysis, and all database 
maintenance/administration tasks related to this. 


 
This work has historically required on average approximately 650 Change Requests (CR) and 
30 Emergency Change Requests (ECR) per year. This work has historically required $373 
million over 4 years. 
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6.3 Objective 3 – TASPD Computer and Software Application Performance 
Upgrades, Improvements and Enhancements 


 
This effort encompasses system upgrades, improvements and enhancements, which are 
generally updates/changes to existing systems and the corresponding infrastructure 
installation, patching, and management. The Contractor shall provide all phases of software 
requirements, design, development, testing and implementation, to ensure TASPD software 
applications continue enabling their users to meet their mission goals and objectives. These 
efforts include the full range of software requirements, including, but not limited to, planning, 
requirements definition and analysis, systems design and development, coding and testing, 
integration, implementation and production support, and legacy system retirement. The 
Contractor shall follow all CBP and DHS SELC procedures as applicable for the level of the 
enhancement.  Consistent with the DHS/CBP SELC process and with the approval of the 
COR, the Contractor shall take all necessary actions to identify and incorporate software 
solutions to optimize the performance and operational cost efficiency of the TASPD suite of 
computer and software applications in support of the CBP mission. The offeror shall increase 
and enhance collaboration, responsiveness, transparency, and accountability with business 
owners and stakeholders, to ensure end users / stakeholders receive a high level of customer 
service to address high priority requests timely and to deliver new and enhanced solutions 
quickly, according to priorities set by the stakeholders. This work has historically required 
approximately 48 new projects throughout the life of the contract, costing an approximate $140 
million over 4 years. 


 
6.4 Objective 4 – Cloud Migration 


 
This objective encompasses migration of applications and services to the cloud, including 
legacy and new applications and all infrastructure, in a cost-effective, secure, and agile way. 
The strategy for migrating to cloud based services and infrastructure should align to the 
strategy of the Federal Data Center Consolidation Initiative (FDCCI), the objectives of the 
enterprise service delivery model, the CBP OIT target/cloud architecture, and support the 
agency’s ability to deliver future sustainable services. This effort will enable TASPD to 
innovate and modernize the way software is built, deployed and managed. This approach will 
need to successfully enable TASPD to quickly, reliably and consistently deliver modernized 
digital solutions. These solutions include building digital solutions based on micro services, 
implementing API based modern web frameworks, building solutions that are extensible to 
mobile and forward-looking industry paradigms, building consistent, standard, reliable and 
portable environments in the cloud, defining container strategies and operational  models. 
Support includes conducting an inventory (including users, applications, infrastructure, security 
and privacy, and service management), application mapping, conducting suitability analyses, 
providing recommendations to the government for the industry/service model, migration 
planning, including developing the migration roadmap, maintaining cloud infrastructure servers 
and virtual servers, operating systems, databases, applications containers and associated 
software, patching, DNS, network, storage and message transport). 
The Contractor shall provide cloud migration support services that accommodate 
considerations from an enterprise perspective including impacts on other directorates, 
contract, management and technical components including application, infrastructure and 
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security. The Contractor shall tie cloud migration recommendations to the purpose of the 
applications or services being migrated and should include users, stakeholders, operating 
hours, and related input and output processes based on the role and business function of the 
affected systems. Specific objectives include: 


 
6.4.1 Technical Objectives 


 
• Provide all technical advisory services necessary to fully develop and deliver services for 


the appropriate phases. 
• Provide services that account for the systems lifecycle, ranging from development, 


testing, and production and include considerations for maintaining cloud services 
post-deployment. Provide recommendations for commercial cloud environments for 
production, integration, development and sandbox purposes to support the complete 
systems lifecycle. 


• Provide recommendations for open-standards based technologies whenever possible 
to provide interoperability. Recommend specific standards that should be utilized 
including: 


o Open Virtualization Format (OVF) – applicable only to IaaS virtual machines 
o Cloud Data Management Interface (CDMI) 
o Open Cloud Computing Interface (OCCI) 
o Other standards as required 


• Provide capacity planning for additional resources for bandwidth, storage, and 
software licenses as required supporting the migration and on-going operations 
beyond the initial amount planned for operations. 


• Provide migration status including milestones and support or implement specified 
migration testing plans and related rollback capabilities. 


• Provide recommendations, standards, and associated SLAs to maintain sufficient and 
cost effective continuity of operations. Develop and contribute relative details to 
business continuity plans (BCP) that satisfy the cloud service layers and components. 


• Provide cloud solution requirements that maintain static, replicated, or live data at a 
site geographically disparate from the production site, when appropriate, such that 
the loss of one data center does not prohibit recovery of data within the prescribed 
recovery time objective. 


• Provide approaches for efficient usage of cloud elements such as processor, RAM and 
data storage tiers, network capability and availability as needed within the target 
applications and services. 


 
6.4.2 Security Objectives 


 
• Provide support and cloud services in compliance and alignment with Federal statutory 


requirements (e.g. 38 
U.S.C. 5725) governing the protection of Personally Identifiable Information (PII) and 
Patient Medical Information (PMI), Federal Risk and Authorization Management 
Program (FedRAMP) standardized security assessment, authorization, and 
continuous monitoring policies as required by the scope of the project. Assessment 
and Authorization (A&A) activities will be included as part of the migration 
recommendations. 


• Provide cloud migration security and privacy that are consistent with the NIST Special 
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Publication 800-144 – 
“Guidelines on Security and Privacy in Public Cloud Computing” or other applicable 
standards and guidelines. 


• Provide recommendations for and implement security for non-standard data transfers 
both in transit and at rest resulting from the migration of the infrastructure, 
applications and services to the cloud. 


• Provide specified auditable events related to the infrastructure, applications and services 
• Identify any additional Security and Privacy standards to which cloud service 


providers should conform their services/solutions. For example: Properly securing 
connections between formerly co-located systems, including systems not migrated for 
business or other reasons. 


• Create effective compliant risk assessments, routine vulnerability scanning, 
system patching and change management procedures, and the completion of 
an acceptable contingency plan for cloud service. 


• Provide recommendations for administration support services to TASPD project 
system administrators to make sure that security controls not implemented by the 
Cloud Service Provider are available to the project administrators. Each Cloud Service 
Provider should publish a worksheet in their security documentation package that 
details security control responsibility for the particular type of cloud service offering 
(IaaS, PaaS, or Saas). 


• Properly securing the connections between formerly collocated systems, 
including systems not migrated for business or other reasons. 


 
6.4.3 Cloud Management Objectives 


 
• Maintain clear government visibility into program cost, schedule, technical 


performance, and risk. This includes provide meaningful reporting and analytics 
weekly that provide TASPD with up-to-date and comprehensive information 
regarding technical and management performance. 


• Provide recommended transition plans detailing milestones, activities, and 
timelines for the migration of infrastructure, applications and services to the 
cloud. 


• Provide operational expertise and support for the business implementation as well as 
the user support required to ensure a successful implementation and rollout of the new 
cloud solutions. This includes but is not limited to communications to the workforce 
and external stakeholders, organizational change management, training, and 
documentation. 


• Develop, maintain and support a change management strategy focused on optimizing 
user acceptance and technology adoption. The organizational change strategy shall 
address preparation for the change(s), and any impacts and steps for execution 
associated with changes needed to implement cloud services. 


 
6.5 Objective 5 – TASPD Performance Innovation 


 
In addition to Objectives 1-3, the Government is interested in identifying new, innovative ways 
of enabling more effective and efficient performance. This task is to be used as a means for 
improvement and possible replacement of existing software applications and processes within 
TASPD. The Government is looking for innovation in, but not limited to, the following areas: 
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surge capacity, increased consistency and value of applications, improved user experience, 
reduced project risks, and reduced implementation and O&M costs. CBP's vision is to 
continue to streamline operations and integrate with other systems to the extent possible. 


 
The Contractor shall innovate beyond simple modification of existing processes by 
recommending the utilization of new tools and methodologies. Tools not currently on the 
DHS approved list must be submitted to the Technical Reference Model (TRM), which has an 
estimated approval time of 14 days. The Contractor shall use a variety of statistical metrics to 
generate quantified performance reports of project innovation, effectiveness and efficiency. 
Produce narrative descriptions, tabular data, graphical representations, and presentation 
materials that cover the entire process from methodology through results to include analysis of 
performance change. 


 
The Contractor shall provide the COR with a report detailing the recommendations for 
innovation and specific action plans to improve performance within 150 days of contract 
award, and every 6 months thereafter. The Government will review these reports and approve 
or deny the innovation as they see fit. 


 
This task will run simultaneously to sections 6.1, 6.2, 6.3, and 6.4 throughout the life of the 
contract. 


 
7.0 DELIVERABLES AND DELIVERY SCHEDULE 
 
7.1 Deliverable Chart 


 
 
Deliverable ID 


 
Description of Deliverable 


 
Deliverable Date/Time Frame 


0001 Security Plan, in accordance with 7.1 No later than 5 days 
after transition start 


 0002 Draft Incoming Transition Plan Due with proposal 


0003 Submission of all CBP BI Packages No later than 5 days 
following contract 
awardreceipt of form 


0004 Post-Award Kick-off Meeting No later than 5 days 
following contract award 


0005 Quality Control Plan Due with proposal 


0006 Final Revised Incoming Transition Plan No later than 5 days after 
transition start date. 


0007 Weekly Status Reports and Meetings Weekly 


0008 Contract Staff Training Requirements As Required; To be reported by 
the 1st and 15th day of each month 
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0009 Ad-hoc reports As Required 


0010 Project Management and SELC 
Documentation 


As Required 


0011 Innovation Reports No later than 150 days after 
contract award, every 6 months 


 
0012 Cloud Migration Reports in accordance 


with Objective 4 
Weekly 


0013 Outgoing Transition Plan 365 days prior to the end of the 
final period of performance 


 
7.2 Security Plan 


 
The Contractor shall be responsible for ensuring that the Contractor team complies with 
contract security requirements and sensitive information protection policies, including 
ensuring that all personnel have the appropriate level of clearances. The Contractor shall 
deliver an IT Security plan to the Government outlining their plan to comply with the 
Government’s administrative, physical and technical security controls. 


 
7.3 Incoming Transition Plan 


 
The Contractor shall submit a draft Incoming Transition Plan for the transition from the 
incumbent to the Contractor with their HSBP1017R0005 Phase II response. The 
Contractor shall coordinate with the Government in planning and implementing a complete 
transition to the Contractor's proposed support model. The plan should include staffing 
approach including the processing of paperwork for the background investigation process, 
knowledge transfer and strategy for taking over the work including when responsibility for 
each project shifts to the newly awarded Contractor. 


 
The Government has designated a transition period for the incoming Contractor to 
coordinate and work with the incumbent Contractor. The Contractor shall assume support 
responsibilities in accordance with its Incoming Transition Plan, processes, procedures, 
and schedule. The Contractor shall implement the ramp-up process without disruption to 
TASPD operations or interruption/delay to the application systems and to the enhancement 
work in progress at the time of the transition.  The Contractor shall make all necessary 
preparations to begin performance in order to ensure no impact to scheduled critical 
activities. 


 
The Incoming Transition Plan shall include, at a minimum: 


 
• Overview of the transition effort; 
• A work plan that identifies milestones, measurable tasks, and resources required to 


assume responsibility for all in- progress and pending activities; 
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• A detailed summary of all transition events and estimated milestone dates. The transition 
timeline shall be presented as a schedule in graphic format showing the timing, sequence 
and interdependencies of tasks. The transition schedule shall be supplemented by 
narrative, as needed to provide a clear understanding of the transition plan. 


• Define interfaces with CBP and the offeror’s proposed coordination with the current 
Contractors; 


• If transfer of existing CBP databases to other hardware/software formats is proposed, 
the offeror shall explain how and when the proposed formats/systems and their 
capabilities will be demonstrated prior to effecting any transfer; 


• Identify the risks to the transition effort and include mitigation and contingency 
plans in the event the transition cannot be executed on schedule; 


• Specific measures and metrics to be used to monitor and evaluate the transition activities; 
• How the offeror will recruit, hire and onboard the staff needed to ensure mission 


success to include incumbent capture; 
• Government-furnished property inventory management assistance; 
• Specific measures and metrics to be used to ensure that system performance and 


response times are not degraded during the transition period; 
• Plan for submission of all available CBP BI packages; 
• And Identification of the Incoming Transition team members by name, position, and 


responsibilities. 


A Final Revised Incoming Transition Plan is due five (5) business days after the Contractor-
Government kick-off meeting. The Final Incoming Transition Plan will be executed without 
disruption to operations. The Contractor is fully responsible for all aspects of the work 
throughout the Incoming Transition period in accordance with the Contractor’s Incoming 
Transition Plan. The Contractor shall make all necessary preparations to begin Task Order 
performance in accordance with its Incoming Transition Plan in order to ensure no impact to 
daily operations or scheduled critical activities. 


 
7.4 Quality Control Plan 


 
The Contractor shall have an established, maintained, and effective Quality Management 
System (QMS) that ensures quality products and services are delivered to the Government. 
The Quality Control Plan shall describe the QMS in sufficient detail to permit an assessment 
of the Contractor’s QMS by the Government. The Quality Control Plan shall describe the 
Contractor’s approach to meeting the quality, timeliness, responsiveness, customer 
satisfaction, and other product and service delivery requirements. 


 
7.5 Weekly Status Reports 


 
The Contractor shall provide regular communication of project status through weekly status 
reports and weekly face-to-face status meetings between the team, the COR, the CBP 
government leads and any other stakeholders as identified by the Government. The Contractor 
is responsible for monitoring the contract by tracking expended funds. 
The Contractor shall provide the COR with a weekly report, for each task in section 6.0 with 
an overview of work accomplished the previous period and work scheduled for the 
upcoming week. This report shall contain the following information at a minimum: 


• Planned activities and desired results for the next reporting period with milestones and 
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deliverables; 
• Issues and risks affecting technical, schedule, or cost elements of the contract, 


including background, impact and recommendations for resolution; 
• Results related to previously identified problem areas with conclusions and 


recommendations; 
• Team organizational chart; 
• Funds Status Report that supplies funding data about the task order. 


o Updating and forecasting contract funds requirements based on burn rates; 
o Developing funds requirements and estimates in support of approved investments; 
o Determining funds in excess of contract needs and available for de-obligation. 


 
7.6 Contractor Staff Training 


 
All contract personnel are required to complete the DHS/CBP mandatory PALMS training 
courses by the mandatory due date(s). The Contractor is responsible for maintaining records 
of contracting employees that have completed the mandatory training and provide 
semimonthly updates to the COR on the 1st and 15th day of each month or the next business 
day if the 1st or 15th is a Holiday or on the weekend. The Contractor is also responsible for 
providing copies of the training certificates to the COR upon completion. 


 
7.7 Contractor Outgoing Transition Plan 


 
At the completion of performance of this task order, the Contractor shall fully support the 
transition of the Contractor’s work that is turned over to another entity, either Government or 
a successor offeror(s). The Contractor shall assist with transition planning and shall comply 
with transition milestones and schedules of events. 


 
The Contractor shall be responsible for the implementation of the transition and application 
cutover activities. The transition shall cause no disruption of services. To ensure the 
necessary continuity of services and to maintain the current level of support, the Government 
may retain services of the incumbent Contractor for some, or all of, the transition period, as 
may be required. 


 
The Contractor shall be responsible for the transition of all technical activities identified in 
this task order. As part of the transition, the Contractor shall be responsible for: 


• Inventory and orderly transfer of all Government Furnished Property (GFP), to 
include hardware, software, and licenses, Contractor Acquired Government 
Property, and Government Furnished Information (GFI) to include 


• Transfer of documentation currently in process into repositories 
• Transfer of all software code in process into repositories 
• Certification that all non-public DHS information has been purged from any Contractor-


owned system 
• Exchange of accounts to access software and hosted infrastructure components 
• Participate in knowledge transfer activities in accordance with the transition plan 
• Provide members to and participate in transition management 
• Identify transition risks and risk mitigation 


The Contractor shall submit an Outgoing Transition Plan. The Outgoing Transition Plan shall 
include support activities for all transition efforts for follow-on requirements to minimize 
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disruption of services. The Outgoing Transition Plan shall: 
• Review, evaluation and transition of current support services 
• Provide report on status of all deliverables; 
• Provide report on problems encountered during period of performance; 
• Provide report on current issues, problems, or activities in process that require immediate 


action; 
• Applicable debriefing and personnel out-processing procedures; and 
• Identify and provide a schedule of routine events for continuity of program 
• Identify equipment, hardware, software, documents and other artifacts that are included 


in the transition 
• Establish roadmap and backlog 
• Identify transition risks and risk mitigation 
• Define roles and responsibilities 
• Define transition approval authorities and lines of communication 
• Define a knowledge transfer approach 
• Define a property inventory and transition approach 
• Provide checklists 


A Transition Plan shall be delivered 365 calendar days prior to the task order expiration date 
unless otherwise directed by the CO. The Contractor shall account for a 10 business day 
Government review process prior to executing the transition. Upon award of a follow-on 
contract, the incumbent Contractor shall work with the new Contractor to provide knowledge 
transfer and transition support, as required by the COR. 


 
8.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION 


 
(a) The Government will furnish only that equipment necessary for the Contractor to carry out 
its work efforts under this PWS at the Government facility. This includes normal workspace 
accommodations such as desk, chair, desk phone, and computer. While performing work 
under this PWS in Government facilities, the Contractor may have the use of other normal 
office EIT devices, such as fax machines (not classified), copiers, projectors, etc. It is required 
that the Contractor obtain CBP Personal Identity Verification (PIV) cards as they are 
necessary to log into all computers and laptops. 
(b) The Government will provide to the Contractor cell phone, laptop or other portable devices 
upon the written consent of the COR justifying the need for such equipment. 
(c) The Government will furnish all necessary related documentation in its possession 
that may be required for the Contractor to perform this contract. 


 
9.0 SKILL MIX 


 
The Contractor shall be capable of providing personnel with the requisite experience in the 
tools, methodologies and protocols specified in this PWS, specifically in section 4.0 as well 
as all technologies in the Technology Reference Model (TRM), currently or as they are added 
to the TRM. TASPD expects the anticipated awardee to support their technical solution with 
highly-educated, highly-skilled and highly-experienced Contractor staff in order meet the 
objectives. 
This following is to inform potential offerors of the breadth and scope of skills that CBP seeks 
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to support this PWS. 
 


1) Personnel assigned to perform on this contract shall be required to possess a diverse set 
of skills. The labor categories shown in 9.1 are those that may be required in support of 
this effort. CBP is not restricting itself to requiring only the labor categories listed in 
this document. More precisely, this is not an all-inclusive list of the support, which 
may be required. Specific education, experience and expertise may be required 
depending on the project. 


 
2) CBP has high volume, high performance, and real-time applications operating in an 


environment that requires specialized, demonstrated management and technical expertise, 
as well as personnel able to successfully obtain a CBP/DHS background investigation. 
As the systems managed under this contract play a key role in carrying out the CBP 
mission, CBP places more value on specialized and demonstrated experience for support 
staff performing in support of this PWS. The Contractor shall provide personnel with 
specialized and demonstrated experience in an environment similar and relevant to the 
CBP information technology environment as described. The skillsets shall cover all 
aspects of working with listed technologies, with emphasis on new technologies and 
architectures that TASPD is transitioning to during the period of performance as 
described in the Technical Features sections of this document. This includes but is not 
limited to software and database architecture, administration, development, integration, 
testing, performance tuning, maintenance, systems engineering, and production support. 


 
3) The Contractor is expected to provide certified, trained, and knowledgeable technical 


personnel according to the requirements of this contract. Therefore, CBP will not provide 
or pay for training, conferences, or seminars to be given to Contractor personnel in order 
for them to perform their tasks. The Contractor shall also not be able to charge hours to 
the Government while attending said training, conferences, or seminars. If it is 
determined during the performance of the contract that training, conferences, or seminars 
not specified in the contract are required, only the CBP Contracting Officer may approve 
the training. 


 
4) The Contractor shall provide the full range of test validation, verification, and evaluation 


solutions to ensure that all IT products and services meet DHS standards, and are 
performing to defined design, cost, schedule and performance specifications /capabilities. 
The Contractor shall work with the Government to propose new tools and software for 
testing, verification, and evaluation if necessary. 


 
5) The Contractor shall adequately manage its staff and plan, direct, control, measure, 


and monitor all employee activities. The Contractor shall ensure processes for 
recruiting, training, retaining, advancing, cross-training, supervision of, managing, 
interfacing with the Government, and rewarding its employees, and that processes 
incorporate obtaining timely security clearances for new employees. 


 
10.0 PLACE OF PERFORMANCE AND HOURS OF OPERATION 
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10.1 Place of Performance 
 
U.S. Customs and Border Protection (CBP) will provide space in multiple facilities for the on-
site Contractor staff to perform the required tasks in the Washington DC Metro area, however 
most work is performed at site (a) below. Other      locations for this work are below, although 
other Washington DC area offices may be occasionally used. All work required under this 
contract shall be performed by the Contractor at Government sites unless otherwise directed by 
the Government. Travel to other Washington DC area Government locations may be 
necessary. 


 
a. OIT, Kingstowne Facility, Alexandria, VA 22315 
b. Ronald Reagan Building, 1300 Pennsylvania Ave, NW, Washington, DC 20229 
c. National Targeting Center, Herndon, VA 20170 
d. National Targeting Center, Reston, VA 20191 
e. National Targeting Center, Sterling, VA 20164 
f. Walker Lane Facility, Alexandria, VA 22310 
g. Beauregard Facility, Alexandria, VA 22311 


 
10.2 Hours of Operation 


 
For those Contractor personnel working in direct support of TASPD, the normal business 
hours are 7:00 am to 6:00 pm (EST), Monday through Friday with core business hours 
between 8:00 am and 5:30 pm each business day. The Contractor shall ensure coverage of 
these core hours for those in direct support of the TASPD. TASPD and those directly 
supporting TASPD will recognize all official federal holidays. However, all TASPD computer 
and software applications support a 24/7/365 mission requirement and the Contractor shall 
ensure system application performance standards are maintained over the full range of 
mission operations. Due to the nature of the work, overtime is authorized under this PWS, 
however all overtime must be requested in advance and approved by the COR and Contracting 
Officer. The Contractor must provide a central point of contact to reach the necessary staff in 
the event of system problems or emergencies. If required by the COR or Government Team 
Lead, the Contractor’s staff shall report on-site after normal hours to address system 
problems. 


 
11.0 PERSONALLY IDENTIFIABLE INFORMATION (PII) 


 
When a Contractor, on the behalf of CBP, handles Sensitive PII data, stores and transmits, the 
Contractor will Accredit (ATO) this information system to the High, High, Moderate (HHM) 
FIPS level. 
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D.1 RESERVED. 
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E.1   PLACE OF INSPECTION AND ACCEPTANCE 
Inspection and acceptance of all work performance, reports, and other deliverables under this TO 
will be performed by the COR and TASPD TPOC at TASPD locations. 


E.2   SCOPE OF INSPECTION 
All deliverables will be inspected for content, completeness, accuracy, and conformance to TO 
requirements by the COR and TASPD TPOC. Inspection may include validation of information 
or software through the use of automated tools, testing, or inspections of the deliverables, as 
specified in the TO. The scope and nature of this inspection will be sufficiently comprehensive to 
ensure the completeness, quality, and adequacy of all deliverables. 
The Government requires a period NTE 15 workdays after receipt of final deliverable items for 
inspection and acceptance or rejection. 


E.3   BASIS OF ACCEPTANCE 
The basis for acceptance shall be compliance with the requirements set forth in the TO and 
relevant terms and conditions of the contract. Deliverable items rejected shall be corrected in 
accordance with the applicable clauses. 
The final acceptance will occur when all discrepancies, errors, or other deficiencies identified in 
writing by the Government have been resolved, through documentation updates, program 
correction, or other mutually agreeable methods. 
Reports, documents, and narrative-type deliverables will be accepted when all discrepancies, 
errors, or other deficiencies identified in writing by the Government have been corrected. 
If the draft deliverable is adequate, the Government may accept the draft and provide comments 
for incorporation into the final version. 
All of the Government’s comments on deliverables shall either be incorporated in the succeeding 
version of the deliverable, or the contractor shall explain to the Government’s satisfaction why 
such comments should not be incorporated. 
If the Government finds that a draft or final deliverable contains spelling errors, grammatical 
errors, or improper format, or otherwise does not conform to the quality assurance requirements 
stated within this TO, the document may be rejected without further review and returned to the 
contractor for correction and resubmission. If the contractor requires additional Government 
guidance to produce an acceptable draft, the contractor shall arrange a meeting with the COR.  


E.4   DRAFT DELIVERABLES 
The Government will provide written acceptance, comments, and/or change requests, if any, 
within 15 workdays (unless specified otherwise in Section F) from Government receipt of the 
draft deliverable. Upon receipt of the Government comments, the contractor shall have ten 
workdays to incorporate the Government’s comments and/or change requests and to resubmit the 
deliverable in its final form. 
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E.5   WRITTEN ACCEPTANCE/REJECTION BY THE GOVERNMENT  
The CO or COR will provide written notification of acceptance or rejection of all final 
deliverables within 15 workdays. All notifications of rejection will be accompanied with an 
explanation of the specific deficiencies causing the rejection. 


E.6   NON-CONFORMING PRODUCTS OR SERVICES 
Non-conforming products or services will be rejected. Deficiencies shall be corrected, by the 
contractor, within ten workdays of the rejection notice. If the deficiencies cannot be corrected 
within ten workdays, the contractor shall immediately notify the COR of the reason for the delay 
and provide a proposed corrective action plan within ten workdays.  
If the contractor does not provide products or services that conform to the requirements of this 
TO, the Government will document the issues associated with the non-conforming products or 
services in the contractor performance assessment reporting system (CPARS). 
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F.1   PERIOD OF PERFORMANCE 
Each Award will consist of two (2) task orders (TOs). The first TO will have a period of 
performance of one (1) year and be for transition in. The second TO will have the following 
period of performance and be for requirements execution: 
  
    TASK ORDER TRANSITION:      
      Base Period:             Up to twelve (12) months (note: flexible end date)  
 


     TASK ORDER REQUIREMENTS EXECUTION: 
Base Period:           Twelve (12) months from Effective Date  
Option Period 1:     Twelve (12) months   
Option Period 2:     Twelve (12) months   
Option Period 3:     Twelve (12) months   
Option Period 4:     Twelve (12) months   
  


F.2   PLACE OF PERFORMANCE 
The duty station is defined as the authorized place of performance for the work of this TO. The 
primary Places of Performance can be located in PWS. Occasional/ad-hoc telework is 
permissible through coordination with Government program leads. 
In January 2021 - date subject to change - CBP OIT plans to relocate several National Capital 
Region operations to Ashburn, VA.  


F.3   TASK ORDER SCHEDULE AND MILESTONE DATES 
The following schedule of milestones will be used by the COR to monitor timely progress under 
this TO.  
The following abbreviations are used in this schedule:  


DEL: Deliverable 
IAW: In Accordance With 
NLT: No Later Than 
TOA: Task Order Award 
All references to days: Government Workdays 


Deliverables are due the next Government workday if the due date falls on a holiday or weekend. 
Data Rights Clause - Abbreviations in the Gov’t Rights column of the table below shall be 
interpreted as follows: 


UR: Unlimited Rights, per FAR 27.404-1(a) and 52.227-14  
RS: Restricted Software, per FAR 27.404-2 and 52.227-14  
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LD: Limited Rights Data, per FAR 27.404-2 and 52.227-14  
SW: Special Works, per FAR 27.405-1 and 52.227-17  


 


F.4   PUBLIC RELEASE OF CONTRACT DOCUMENTS REQUIREMENT 
The contractor agrees to submit, within ten workdays from the date of the CO’s execution of the 
initial TO, or any modification to the TO (exclusive of Saturdays, Sundays, and Federal 
holidays), a Portable Document Format (PDF) file of the fully executed document with all 
proposed necessary redactions, including redactions of any trade secrets or any commercial or 
financial information that it believes to be privileged or confidential business information, for the 
purpose of public disclosure at the sole discretion of GSA (Section F, Deliverable 33). The 
contractor agrees to provide a detailed written statement specifying the basis for each of its 
proposed redactions, including the applicable exemption under the Freedom of Information Act 
(FOIA), 5 U.S. Code (U.S.C.) § 552, and, in the case of FOIA Exemption 4, 5 U.S.C. § 
552(b)(4), shall explain why the information is considered to be a trade secret or commercial or 
financial information that is privileged or confidential. Information provided by the contractor in 
response to the contract requirement may itself be subject to disclosure under the FOIA. 
Submission of the proposed redactions constitutes concurrence of release under FOIA. 
CBP will carefully consider the contractor’s proposed redactions and associated grounds for 
nondisclosure prior to making a final determination as to what information in such executed 
documents may be properly withheld. 


F.5   DELIVERABLES MEDIA 
The contractor shall deliver all electronic versions by electronic mail (email) and removable 
electronic media. The following are the required electronic formats, whose versions must be 
compatible with the latest, commonly available version on the market.  


a. Text MS Word, Google Docs, PDF 
b. Spreadsheets MS Excel, Google Sheets 
c. Briefings MS PowerPoint, Google Slides 
d. Drawings MS Visio, Google Drawings 
e. Schedules MS Project, Smartsheet, or other Government-approved 


media 


F.6   PLACE(S) OF DELIVERY 
Copies of all deliverables shall be delivered to the COR at the following address: 


[To be provided upon contract award] 
 
Copies of all deliverables shall also be delivered to the TASPD TPOC. The DHS TASPD 
TPOC name, address, and contact information will be provided at award.  
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F.7   NOTICE REGARDING LATE DELIVERY/PROBLEM NOTIFICATION REPORT 
(PNR) 


The contractor shall notify the COR via a Problem Notification Report (PNR) as soon as it 
becomes apparent to the contractor that a scheduled delivery will be late. The contractor shall 
include in the PNR the rationale for late delivery, the expected date for the delivery, and the 
project impact of the late delivery. The COR will review the new schedule and provide guidance 
to the contractor. Such notification in no way limits any Government contractual rights or 
remedies including, but not limited to, termination. 
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G.1   CONTRACTING OFFICER’S REPRESENTATIVE (COR) 
The CO appointed a COR in writing through a COR Appointment Letter. The COR will receive, 
for the Government, all work called for by the TO and will represent the CO in the technical 
phases of the work. The COR will provide no supervisory or instructional assistance to 
contractor personnel. 
The COR is not authorized to change any of the terms and conditions, scope, schedule, and price 
of the Contract or the TO. Changes in the scope of work will be made only by the CO by 
properly executed modifications to the Contract or the TO. 


G.1.1   CONTRACT ADMINISTRATION 


 CO: 


Provided at award. 


COR: 


Provided at award. 
 


TASPD TPOC: 


 Provided at award. 


G.2   INVOICE SUBMISSION 
ELECTRONIC INVOICING AND PAYMENT REQUIREMENTS - INVOICE 
PROCESSING PLATFORM (IPP) (JAN 2016) 


Beginning April 11, 2016, payment requests for all new awards must be submitted electronically 
through the U. S. Department of the Treasury's Invoice Processing Platform System (IPP). 
Payment terms for existing contracts and orders awarded prior to April 11, 2016 remain the 
same. The Contractor must use IPP for contracts and orders awarded April 11, 2016 or later, and 
must use the non-IPP invoicing process for those contracts and orders awarded prior to April 11, 
2016. 


"Payment request" means any request for contract financing payment or invoice payment by the 
Contractor. To constitute a proper invoice, the payment request must comply with the 
requirements identified in FAR 32.905(b), "Payment documentation and process" and the 
applicable Prompt Payment clause included in this contract. The IPP website address is: 
https://www.ipp.gov.   


Under this contract, the following documents are required to be submitted as an attachment to the 
IPP: 


-_Invoices_____________________ 



https://www.ipp.gov/
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-_Signed Time Cards_____________________ 


-______________________ 


-______________________ 


-______________________ 


The IPP was designed and developed for Contractors to enroll, access and use IPP for submitting 
requests for payment. Contractor assistance with enrollment can be obtained by contacting 
IPPCustomerSupport@fms.treas.gov or phone (866) 973-3131.  


If the Contractor is unable to comply with the requirement to use IPP for submitting invoices for 
payment, the Contractor must submit a waiver request in writing to the contracting officer. 


G.3   INVOICE REQUIREMENTS 
The contractor shall submit a draft copy of an invoice backup in Excel to the  COR and TASPD 
TPOC for review prior to its submission to IPP. The draft invoice shall not be construed as a 
proper invoice in accordance with FAR 32.9.  
Each contract type shall be addressed separately in the invoice submission. Receipts shall be 
provided on an as requested basis. 
The contractor shall submit invoices on a monthly basis for costs incurred. . The contractor shall 
notify the COR if circumstances require the delay of invoices beyond one month. 
The final invoice is desired to be submitted within six months of project completion. Upon 
project completion, the contractor shall provide a final invoice status update monthly. 
Regardless of contract type, the contractor shall report the following metadata: 


a. GWAC Contract Number.  
b. TOA Number (NOT the Solicitation Number).  
c. Contractor Invoice Number.  
d. Contractor Name. 
e. POC Information. 
f. Current period of performance. 
g. Amount of invoice that was subcontracted.  


The amount of invoice that was subcontracted to a small business shall be made available upon 
request.  


G.3.1   TIME AND MATERIALS (T&M) CLINs (for LABOR)  
The contractor may invoice monthly on the basis of cost incurred for the T&M CLINs. The 
invoice shall include the period of performance covered by the invoice (all current charges shall 
be within the active period of performance) and the CLIN number and title. All hours and costs 
shall be reported by CLIN element (as shown in Section B), by contractor employee, and shall be 
provided for the current billing month and in total from project inception to date. The contractor 



mailto:IPPCustomerSupport@fms.treas.gov
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shall provide the invoice data in spreadsheet form with the following detailed information. The 
listing shall include separate columns and totals for the current invoice period and the project to 
date. 


a. Employee name (current and past employees). 
b. Employee company.  
c. Exempt or non-exempt designation. 
d. Employee CIO-SP3 labor category. 
e. Current monthly and total cumulative hours worked. 
f. Direct Labor Rate. 
g. Effective hourly rate (e.g., cumulative costs/cumulative hours). 
h. Current approved billing rate percentages in support of costs billed. 
i. Itemization of cost centers applied to each individual invoiced. 
j. Any cost incurred not billed by CLIN (e.g., lagging costs). 
k. . The invoice detail shall be organized by CLIN. 


 


G.3.2   OTHER DIRECT COSTS (ODCs) 
The contractor may invoice monthly on the basis of cost incurred for the Tools and ODC CLINs. 
The invoice shall include the period of performance covered by the invoice and the CLIN 
number and title. In addition, the contractor shall provide the following detailed information for 
each invoice submitted, as applicable. Spreadsheet submissions are required. 


a. ODCs purchased. 
b. Request to Initiate Purchase (RIP) or Consent to Purchase (CTP) number or identifier. 
c. Date accepted by the Government. 
d. Associated CLIN. 
e. Project-to-date totals by CLIN. 
f. Cost incurred not billed by CLIN. 
g. Remaining balance of the CLIN. 


 


G.3.3   TRAVEL 
Contractor costs for travel will be reimbursed at the limits set in the following regulations (see 
FAR 31.205-46): 


a. Federal Travel Regulation (FTR) - prescribed by the GSA, for travel in the contiguous 
U.S. 


b. Joint Travel Regulations (JTR) Volume 2, Department of Defense (DoD) Civilian 
Personnel, Appendix A - prescribed by the DoD, for travel in Alaska, Hawaii, and 
outlying areas of the U.S. 


c. Department of State Standardized Regulations (DSSR) (Government Civilians, Foreign 
Areas), Section 925, “Maximum Travel Per Diem Allowances for Foreign Areas” - 
prescribed by the Department of State, for travel in areas not covered in the FTR or JTR. 
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The contractor may invoice monthly on the basis of cost incurred for cost of travel comparable 
with the JTR/FTR/DSSR. The invoice shall include the period of performance covered by the 
invoice and the CLIN number and title. Separate worksheets, in MS Excel format, shall be 
submitted for travel. 
CLIN Total Travel: This invoice information shall identify all cumulative travel costs billed by 
CLIN. The current invoice period’s travel details shall include separate columns and totals and 
include the following: 


a. Travel Authorization Request number or identifier, approver name, and approval date. 
b. Current invoice period. 
c. Names of persons traveling. 
d. Number of travel days. 
e. Dates of travel. 
f. Number of days per diem charged. 
g. Per diemDiem rate used. 
h. Total per diem charged. 
i. Transportation costs. 
j. Total charges. 
k. Explanation of variances exceeding ten percent of the approved versus actual costs. 
l. Indirect handling rate. 


G.4   TASK ORDER (TO) CLOSEOUT 
The Government will unilaterally close out the transition and requirements TOs NLT six years 
after the end of each TO period of performance if the contractor does not provide final invoice 
by that time.  
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H.1    RESERVED 


H.2   GOVERNMENT-FURNISHED PROPERTY (GFP) 
The contractor shall institute property control and accountability procedures to safeguard and 
maintain all GFP, including Contractor Acquired Property (CAP), in accordance with FAR 
52.245-1 and DHS 4300 A. The contractor shall report any loss or damage of Government 
Property to the TASPD TPOC and the COR. The contractor shall submit a Full Incident Report 
for any loss and damages. All GFP shall be accounted for and signed for by a designated 
contractor employee at each performance site. These designated contractor personnel shall also 
be accountable for inventory requirements and loss of or damage to GFP in accordance with 
FAR 52.245-1, Government Property.  


H.3   GOVERNMENT-FURNISHED INFORMATION (GFI) 
The contractor shall use GFI, data, and documents only for the performance of work under this 
TO, and shall return all GFI, data, and documents to the Government at the end of the 
performance period. The contractor shall not release GFI, data, and documents to outside parties 
without the prior and explicit consent of the CO.  


H.4   SECURITY 
The contractor shall comply with the CBP administrative, physical, and technical security 
controls to ensure that the Government’s security requirements are met. The contractor shall not 
use, disclose, or reproduce data, which bears a restrictive legend, other than as required in the 
performance under this TO. 


H.4.1   CONTRACTOR PRE-SCREENING 
Contractors requiring recurring access to Government facilities or access to sensitive but 
unclassified information and/or logical access to IT resources shall verify minimal suitability 
requirements, as described below, for all persons/candidates designated for employment under 
any CBP contract by pre-screening the person/candidate prior to submitting the name for 
consideration to work. 
Pre-screening the candidate ensures that minimum suitability requirements are considered and 
mitigates the burden of DHS having to conduct background investigations on objectionable 
candidates. The contractor shall submit only those candidates that have not had a felony 
conviction within the past 36 months or illegal drug use within the past 12 months from the date 
of submission of their name as a candidate to perform work under this contract. Candidates shall 
also be submitted for a financial background check. Contractors are required to flow this 
requirement down to subcontractors. Pre-screening involves contractors and subcontractors 
reviewing: 


a. Felony convictions within the past 36 months. An acceptable means of obtaining 
information on felony convictions is from public records, free of charge, or from the 
National Crime Information Center (NCIC). 


b. Illegal drug use within the past 12 months. An acceptable means of obtaining information 
related to drug use is through employee self-certification, by public records check; or, if 
the contractor or subcontractor already has drug testing in place. There is no requirement 
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for contractors and/or subcontracts to initiate a drug testing program if they do not have 
one already in place. 


c. Misconduct such as criminal activity on the job relating to fraud or theft within the past 
12 months. An acceptable means of obtaining information related to misconduct is 
through employee self-certification, by public records check, or other reference checks 
conducted in the normal course of business. 


d. Financial irresponsibility related to tax liens and bankruptcy within the last seven to ten 
years. An acceptable means of obtaining information related to financial irresponsibility 
is through a financial background check. 


Pre-screening shall be conducted within 15 business days after contract award. This requirement 
shall be placed in all subcontracts if the subcontractor requires routine physical access, access to 
sensitive but unclassified information, and/or logical access to IT resources. 
Failure to comply with the pre-screening requirement will result in the  COthe CO taking the 
appropriate remedy. 


H.4.2   CBP BACKGROUND INVESTIGATION (BI) 
A BI is required for performance under this effort. Contractor employees and sub-contractors 
shall not begin working until, at a minimum, an interim or partial BI is approved by CBP. The 
citizenship requirements for accessing CBP systems and granting CBP BIs are outlined in CBP 
OIT Handbook 1400-05D, Section 4.1.1. Exceptions to this requirement, such as granting access 
to certain systems with a “limited” or “partial” BI, or authorizing work of any kind without a 
limited or partial BI, will be handled on a case-by-case basis, and access to facilities, systems, 
and data will be limited until the individual is cleared. Should clearance requirements beyond a 
CBP BI (e.g., Secret or Top Secret) be needed, a modification will be issued to add this 
requirement to the Key Personnel, or any contractor personnel, identified as needing such 
requirement. 
All personnel employed by or sub-contracted to the contractor or responsible to the contractor for 
work performed hereunder shall either currently possess or be able to favorably pass a full BI as 
required by CBP policies and procedures prior to beginning work with CBP. This policy applies 
to any personnel who will perform work on this TO. Executive Order 13467 allows for the 
acceptance of “suitability reciprocity” to contractor personnel who are component employees 
within DHS. 
Within five (5) business days after the contract kick-off meeting, the TASPD BI Process 
Coordinator (BIPC) will send the blank BI forms to the TOPM. These forms, which comprise the 
“BI package”, include: 


• CBP Form 77 (Contractor Employee Initial Background Investigation); 
• CBP Form 0078 (Background Investigation Requirements Document, or BIRD); 
• Fair Credit Reporting Act (FCRA) form; and 
• CBP Non-Disclosure Agreement (NDA) form. 


The contractor TOPM (or designated contractor representative) is responsible for completing 
(pre-filling) sections on these forms that pertain to the contract, such as contract number, duty 
address, work phone numbers, and TASPD TPOC name. The contractor is responsible for 
providing these forms to any new employees and sub-contractors proposed for this TO at any 
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time throughout the period of performance of this TO for those individuals to complete the 
remainder of the information on the forms. After completion of the forms by the proposed 
contractor or sub-contractor, the TOPM shall review the package for completeness and forward 
the BI package to the TASPD BIPC. 
The TASPD BIPC will review the submitted BI package for completeness and accuracy and will 
obtain the TASPD TPOC’s signature on the Form 77. Once signed, the TASPD BIPC will 
submit the BI package to the CBP eQIP coordinator. The TASPD BIPC will retain a copy of the 
package in an electronic filing system. 
The eQIP coordinator will review the BI package for completeness. If there are errors or missing 
information, the application will be rejected and returned to the contractor employee BI 
candidate for revisions, with notifications going to the TASPD TPOC, TASPD BIPC, and TOPM 
(or their designated contractor representative). The BI candidate shall make the necessary 
revisions and resubmit the BI package to the TASPD BIPC to route back to the eQIP 
coordinator. 
Once the eQIP coordinator determines that the BI package is error-free, and if the BI candidate 
holds a current clearance, the eQIP coordinator will work with CBP’s Office of Professional 
Responsibility (OPR) to determine if the contractor BI candidate is reciprocity-eligible. If the 
candidate is eligible for reciprocity, the candidate and the TOPM will be notified, and no eQIP or 
fingerprint cards will be needed. The reciprocity eligibility process can take 30 days or more. 
If no reciprocity exists, or the candidate is otherwise not eligible for consideration for 
reciprocity, the eQIP coordinator will send the contractor BI candidate an email requesting them 
to complete the eQIP application. At the same time, the eQIP coordinator will send the BI 
candidate a set of fingerprint cards (form FD-258) to be completed. The BI candidate can 
complete the fingerprint cards at a local police department or CBP badging office. The BI 
candidate is responsible for sending the fingerprint cards to the eQIP coordinator via tracked 
mail if they are not completed at a CBP badging office.  
After receipt of the fingerprint cards, the eQIP coordinator will review the eQIP application. The 
application must be submitted no later than 30 days after the initial eQIP invite, or else it will be 
rejected. If the eQIP coordinator finds incomplete sections or errors, the eQIP application will be 
rejected back to the BI candidate to address (with notifications to the TASPD TPOC, TASPD 
BIPC, and TOPM). The BI candidate shall correct any errors or incomplete sections and 
resubmit the eQIP directly back to the eQIP coordinator in the eQIP system. 
Once the eQIP coordinator has determined that the eQIP application is complete and error-free, 
the eQIP application and fingerprint cards will be sent to OPR for the BI process to begin. It can 
take up to three (3) months to obtain a limited or partial BI. The full BI clearance has historically 
averaged six (6) months; however, the full BI clearance can take up to 9-12 months depending 
on the candidate and the volume of BIs being processed. Failure of any contractor personnel to 
successfully pass a full BI shall be cause for the candidate’s immediate dismissal from the 
project and replacement by a similar and equally qualified candidate. This policy also applies to 
any personnel hired as replacements during the term of the TO. 


H.4.3   CLEARANCES 
Contractor personnel under this TO require at least a CBP BI. Refer to each PWS for additional 
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clearance requirements. 


H.4.4   IDENTIFICATION BADGES 
All contractor employees shall be required to wear CBP identification badges at all times when 
working in Government facilities. 


H.4.5   PHYSICAL AND IT SECURITY REQUIREMENTS 
The contractor shall ensure that its employees follow the general procedures governing physical, 
environmental, and information security described in the various DHS CBP regulations 
identified in this clause. The contractor shall ensure that its employees apply proper business 
practices in accordance with the specifications, directives, and manuals required for conducting 
work under this contract. Applicable contractor personnel shall be responsible for physical 
security of work areas and CBP furnished equipment issued under this contract. 
The  CO/COR may require the contractor to prohibit its employees from working on this contract 
if continued employment becomes detrimental to the public’s interest for any reason including, 
but not limited to, carelessness, insubordination, incompetence, or security concerns. 
Work under this contract may require access to sensitive information as defined under Homeland 
Security Acquisition Regulation (HSAR) Clause 3052.204-71, Contractor Employee Access, 
included in the solicitation/contract. The contractor shall not disclose, orally or in writing, any 
sensitive information to any person unless authorized in writing by the  COthe CO. 
The contractor shall ensure that its employees, who are authorized access to sensitive 
information, receive training pertaining to protection and disclosure of sensitive information. The 
training shall be conducted during and after contract performance. 
Upon completion of this contract, the contractor shall return all sensitive information used in the 
performance of the contract to the TASPD TPOC. The contractor shall certify, in writing, that all 
sensitive and non-public information has been purged from any contractor-owned system. 


H.4.6   INFORMATION ASSURANCE  
The contractor may have access to sensitive (including privileged and confidential) data, 
information, and materials of the U.S. Government. These printed and electronic documents are 
for internal use only and remain the sole property of the U.S. Government. Some of these 
materials are protected by the Privacy Act of 1974 (AMENDED) and Title 38. Unauthorized 
disclosure of Privacy Act or Title 38 covered materials is a criminal offense. 


H.4.7   REMOTE ACCESS 
Contractor access to DHS networks from a remote location is a temporary privilege for mutual 
convenience while the contractor performs business for the DHS Component. It is not a right, a 
guarantee of access, a condition of the contract, or GFE. 


H.4.8   HANDLING PERSONALLY IDENTIFIABLE INFORMATION (PII) 
The contractor shall comply with the Privacy Act, CBP, and DHS privacy policies and 
procedures when handling PII. This includes reporting loss, theft, or unauthorized access to 
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sensitive PII within one hour of discovery and reviewing contractor applicable policies at least 
annually.  


H.4.9   SECURITY CLEARANCES 
In general, all necessary facility and employee security clearances shall be at the expense of the 
contractor. The contractor shall comply with all security requirements. 


H.4.10   SECURITY CONTROLS 
a. The contractor shall comply with the U.S. CBP administrative, physical, and technical 


security controls to ensure that the Government’s security requirements are met.  
b. All GFE/GFI shall be protected to the degree and extent required by local rules, 


regulations, and procedures. The contractor shall comply with all security policies 
contained in CBP Handbook 1400-05D, Information Systems Security Policies and 
Procedures Handbook.  


c. All services provided under this contract shall be compliant with the DHS information 
security policy identified in DHS Management Directive (MD) 4300.1, IT Systems 
Security Program and DHS 4300A, Sensitive Systems Handbook.  


b. All contractor employees under this contract shall wear identification (ID) access badges 
when working in CBP facilities. Prior to contractor employees’ departure/separation, all 
badges, building passes, parking permits, keys, and pass cards shall be given to the 
TASPD TPOC.  


c. All contractor employees shall be registered in the Contractor Tracking System (CTS) 
database. The contractor shall provide timely start information to the Government to 
initiate the CTS registration. Other relevant information will also be needed for 
registration in the CTS database such as, but not limited to, the contractor’s legal name, 
address, brief job description, labor rate, Hash ID, schedule, and contract-specific 
information. Government personnel shall provide the contractor with instructions for 
receipt of CTS registration information.  


d. The contractor shall provide employee departure/separation dates to the TASPD TPOC in 
accordance with CBP Directive 51715-006, Separation Procedures for Contractor 
Employees. Failure by the contractor to provide timely notification of employee 
departure/separation in accordance with the contract requirements shall be documented 
and considered when Government personnel complete a contractor performance review 
or other performance-related measures 


H.4.11   DHS SPECIAL CLAUSE - SAFEGUARDING OF SENSITIVE INFORMATION 
(MAR 2015)  


(a) Applicability. This clause applies to the contractor, its subcontractors, and contractor 
employees (hereafter referred to collectively as “contractor”). The contractor shall insert the 
substance of this clause in all subcontracts.  
(b) Definitions. As used in this clause – “Personally Identifiable Information (PII)” means 
information that can be used to distinguish or trace an individual’s identity, such as name, SSN, 
or biometric records, either alone, or when combined with other personal or identifying 
information that is linked or linkable to a specific individual, such as date and place of birth, or 
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mother’s maiden name. The definition of PII is not anchored to any single category of 
information or technology. Rather, it requires a case-by-case assessment of the specific risk that 
an individual can be identified. In performing this assessment, it is important for an agency to 
recognize that non-PII can become PII whenever additional information is made publicly 
available—in any medium and from any source—that, combined with other available 
information, could be used to identify an individual. PII is a subset of sensitive information. 
Examples of PII include, but are not limited to, name, date of birth, mailing address, telephone 
number, SSN, email address, zip code, account numbers, certificate/license numbers, vehicle 
identifiers including license plates, uniform resource locators (URLs), static Internet protocol 
addresses, biometric identifiers such as fingerprint, voiceprint, iris scan, photographic facial 
images, or any other unique identifying number or characteristic, and any information where it is 
reasonably foreseeable that the information will be linked with other information to identify the 
individual. “Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor 
Employee Access, as any information, which if lost, misused, disclosed, or, without 
authorization is accessed, or modified, could adversely affect the national or homeland security 
interest, the conduct of Federal programs, or the privacy to which individuals are entitled under 
section 552a of Title 5, U.S.C. (the Privacy Act), but which has not been specifically authorized 
under criteria established by an Executive Order or an Act of Congress to be kept secret in the 
interest of national defense, homeland security or foreign policy. This definition includes the 
following categories of information:  
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the DHS 
(including the PCII Program Manager or his/her designee);  
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the DHS (including the Assistant Secretary for the Transportation Security Administration or 
his/her designee);  
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and  
(4) Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. “Sensitive Information Incident” is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, unauthorized 
acquisition, or unauthorized access or attempted access of any Government system, contractor 
system, or sensitive information. “Sensitive Personally Identifiable Information (SPII)” is a 
subset of PII, which if lost, compromised or disclosed without authorization, could result in 
substantial harm, embarrassment, inconvenience, or unfairness to an individual. Some forms of 
PII are sensitive as stand-alone elements. Examples of such PII include: SSN, driver’s license or 
state ID number, Alien Registration Numbers (A-number), financial account number, and 
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biometric identifiers such as fingerprint, voiceprint, or iris scan. Additional examples include any 
groupings of information that contain an individual’s name or other unique identifier plus one or 
more of the following elements:  
(1) Truncated SSN (such as last 4 digits)  
(2) Date of birth (month, day, and year)  
(3) Citizenship or immigration status  
(4) Ethnic or religious affiliation  
(5) Sexual orientation 
(6) Criminal history  
(7) Medical information  
(8) System authentication information such as mother’s maiden name, account passwords or PIN 
Other PII may be “sensitive” depending on its context, such as a list of employees and their 
performance ratings or an unlisted home address or phone number. In contrast, a business card or 
public telephone directory of agency employees contains PII but is not sensitive.  
(c)  Authorities. The contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors or 
available upon request from the  COthe CO including, but not limited to, the following:  
(1) DHS MD 11042.1 Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information  
(2) DHS Sensitive Systems Policy Directive 4300A  
(3) DHS 4300A Sensitive Systems Handbook and Attachments  
(4) DHS Security Authorization Process Guide  
(5) DHS Handbook for Safeguarding SPII  
(6) DHS Instruction Handbook 121-01-007 DHS Personnel Suitability and Security Program  
(7) DHS Information Security Performance Plan (current fiscal year)  
(8) DHS Privacy Incident Handling Guidance  
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 
Cryptographic Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html  
(10) NIST Special Publication 800-53 Security and Privacy Controls for Federal Information 
Systems and Organizations accessible at http://csrc.nist.gov/publications/PubsSPs.html  
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html  
(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the 
policies and procedures described below, is required. (1) DHS policies and procedures on 
contractor personnel security requirements are set forth in various MDs, Directives, and 
Instructions. MD 11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information describes how contractors must handle sensitive but unclassified information. DHS 
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uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but unclassified information 
that is not otherwise categorized by statute or regulation. Examples of sensitive information that 
are categorized by statute or regulation are PCII, SSI, etc. The DHS Sensitive Systems Policy 
Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and 
procedures on security for IT resources. The DHS Handbook for Safeguarding Sensitive 
Personally Identifiable Information provides guidelines to help safeguard SPII in both paper and 
electronic form. DHS Instruction Handbook 121-01-007 DHS Personnel Suitability and Security 
Program establishes procedures, program responsibilities, minimum standards, and reporting 
protocols for the DHS Personnel Suitability and Security Program. 
(2) The contractor shall not use or redistribute any sensitive information processed, stored, 
and/or transmitted by the contractor except as specified in the contract.  
(3) All contractor employees with access to sensitive information shall execute DHS Form 
11000-6, DHS Non-Disclosure Agreement (NDA), as a condition of access to such information. 
The contractor shall maintain signed copies of the NDA for all employees as a record of 
compliance. The contractor shall provide copies of the signed NDA to the COR NLT two days 
after execution of the form.  
(4) The contractor’s invoicing, billing, and other recordkeeping systems maintained to support 
financial or other administrative functions shall not maintain SPII. It is acceptable to maintain in 
these systems the names, titles and contact information for the COR or other Government 
personnel associated with the administration of the contract, as needed.  
(e)  Authority to Operate. The contractor shall not input, store, process, output, and/or transmit 
sensitive information within a contractor IT system without an ATO signed by the Headquarters 
or Component Privacy Officer. Unless otherwise specified in the ATO letter, the ATO is valid 
for three years. The contractor shall adhere to current Government policies, procedures, and 
guidance for the Security Authorization (SA) process as defined below. (1) Complete the 
Security Authorization process. The SA process shall proceed according to the DHS Sensitive 
Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, 
DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor 
publication, and the Security Authorization Process Guide including templates. (i)  Security 
Authorization Process Documentation. SA documentation shall be developed using the 
Government provided RTM and Government security documentation templates. SA 
documentation consists of the following: SP, Contingency Plan, Contingency Plan Test Results, 
CMP, Security Assessment Plan, SAR, and ATO Letter. Additional documents that may be 
required include a Plan(s) of Action and Milestones and Interconnection Security Agreement(s). 
During the development of SA documentation, the contractor shall submit a signed SA package, 
validated by an independent third party, to the TASPD TPOC for acceptance by the 
Headquarters or Component CIO, or designee, at least 30 days prior to the date of operation of 
the IT system. The Government is the final authority on the compliance of the SA package and 
may limit the number of resubmissions of a modified SA package. Once the ATO has been 
accepted by the Headquarters or Component CIO, or designee, the  COthe CO shall incorporate 
the ATO into the contract as a compliance document. The Government’s acceptance of the ATO 
does not alleviate the contractor’s responsibility to ensure the IT system controls are 
implemented and operating effectively. (ii) Independent Assessment. Contractors shall have an 
independent third party validate the security and privacy controls in place for the system(s). The 
independent third party shall review and analyze the SA package, and report on technical, 
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operational, and management level deficiencies as outlined in NIST Special Publication 800-53, 
Security and Privacy Controls for Federal Information Systems and Organizations. The 
contractor shall address all deficiencies before submitting the SA package to the Government for 
acceptance. (iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed. As 
part of the SA process, the contractor may be required to support the Government in the 
completion of the PTA. The requirement to complete the PTA is triggered by the creation, use, 
modification, upgrade, or disposition of a contractor IT system that will store, maintain and use 
PII, and must be renewed at least every three years. Upon review of the PTA, the DHS Privacy 
Office determines whether a Privacy Impact Assessment (PIA) and/or Privacy Act System of 
Records Notice (SORN), or modifications thereto, are required. The contractor shall provide all 
support necessary to assist the Department in completing the PIA in a timely manner and shall 
ensure that PMPs and schedules include time for the completion of the PTA, PIA, and SORN (to 
the extent required) as milestones. Support in this context includes responding timely to requests 
for information from the Government about use, access, storage, and maintenance of PII on the 
contractor’s system, and providing timely review of relevant compliance documents for factual 
accuracy. Information on the DHS privacy compliance process, including PTAs, PIAs, and 
SORNs, is accessible at http://www.dhs.gov/privacy-compliance.  
(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed 
every three years. The contractor is required to update its SA package as part of the ATO 
renewal process. The contractor shall update its SA package by one of the following methods:  
(1) Updating the SA documentation in the DHS automated IA tool for acceptance by the 
Headquarters or Component CIO, or designee, at least 90 days before the ATO expiration date 
for review and verification of security controls; or  
(2) Submitting an updated SA package directly to the TASPD TPOC for approval by the 
Headquarters or Component CIO, or designee, at least 90 days before the ATO expiration date 
for review and verification of security controls. The 90 day review process is independent of the 
system production date and, therefore, it is important that the contractor build the review into 
project schedules. The reviews may include onsite visits that involve physical or logical 
inspection of the contractor environment to ensure controls are in place.  
(3) Security Review. The Government may elect to conduct random periodic reviews to ensure 
that the security requirements contained in this contract are being implemented and enforced. 
The contractor shall afford DHS, the Office of the Inspector General, and other Government 
organizations access to the contractor’s facilities, installations, operations, documentation, 
databases and personnel used in the performance of this contract. The contractor shall, through 
the  COthe CO and COR, contact the Headquarters or Component CIO, or designee, to 
coordinate and participate in review and inspection activity by Government organizations 
external to DHS. Access shall be provided, to the extent necessary as determined by the 
Government, for the Government to carry out a program of inspection, investigation, and audit to 
safeguard against threats and hazards to the integrity, availability and confidentiality of 
Government data or the function of computer systems used in performance of this contract and to 
preserve evidence of computer crime.  
(4) Continuous Monitoring. All contractor-operated systems that input, store, process, output, 
and/or transmit sensitive information shall meet or exceed the continuous monitoring 
requirements identified in the Fiscal Year 2014 DHS Information Security Performance Plan, or 
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successor publication. The plan is updated on an annual basis. The contractor shall also store 
monthly continuous monitoring data at its location for a period not less than one year from the 
date the data is created. The data shall be encrypted in accordance with FIPS 140-2 Security 
Requirements for Cryptographic Modules and shall not be stored on systems that are shared with 
other commercial or Government entities. The Government may elect to perform continuous 
monitoring and IT security scanning of contractor systems from Government tools and 
infrastructure.  
(5) Revocation of ATO. In the event of a sensitive information incident, the Government may 
suspend or revoke an existing ATO (either in part or in whole). If an ATO is suspended or 
revoked in accordance with this provision, the CO may direct the contractor to take additional 
security measures to secure sensitive information. These measures may include restricting access 
to sensitive information on the contractor IT system under this contract. Restricting access may 
include disconnecting the system processing, storing, or transmitting the sensitive information 
from the Internet or other networks or applying additional security controls.  
(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the 
Government or operating systems containing sensitive information shall comply with Federal 
reporting requirements. Annual and quarterly data collection will be coordinated by the 
Government. Contractors shall provide the COR with requested information within three 
business days of receipt of the request. Reporting requirements are determined by the 
Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 
Plan, or successor publication. The contractor shall provide the Government with all information 
to fully satisfy Federal reporting requirements for contractor systems.  
(f)  Sensitive Information Incident Reporting Requirements  
(1) All known or suspected sensitive information incidents shall be reported to the Headquarters 
or Component Security Operations Center (SOC) within one hour of discovery in accordance 
with 4300A Sensitive Systems Handbook Incident Response and Reporting requirements. When 
notifying the Headquarters or Component SOC, the contractor shall also notify the CO, COR, 
Headquarters or Component Privacy Officer, and US-CERT using the contact information 
identified in the contract. If the incident is reported by phone or the CO’s email address is not 
immediately available, the contractor shall contact the CO immediately after reporting the 
incident to the Headquarters or Component SOC. The contractor shall not include any sensitive 
information in the subject or body of any email. To transmit sensitive information, the contractor 
shall use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption 
methods to protect sensitive information in attachments to email. Passwords shall not be 
communicated in the same email as the attachment. A sensitive information incident shall not, by 
itself, be interpreted as evidence that the contractor has failed to provide adequate information 
security safeguards for sensitive information, or has otherwise failed to meet the requirements of 
the contract.  
(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 
requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 
contractors shall also provide as many of the following data elements that are available at the 
time the incident is reported, with any remaining data elements provided within 24 hours of 
submission of the initial incident report: (i) Data Universal Numbering System (DUNS). (ii) 
Contract numbers affected unless all contracts by the company are affected. (iii) Facility 
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Commercial and Government Entity (CAGE) code if the location of the event is different than 
the prime contractor location. (iv) POC if different than the POC recorded in the System for 
Award Management (address, position, telephone, email). (v)  CO POC (address, telephone, 
email). (vi) Contract clearance level. (vii) Name of subcontractor and CAGE code if this was an 
incident on a subcontractor network. (viii) Government programs, platforms, or systems 
involved. (ix)  Location(s) of incident. (x) Date and time the incident was discovered. (xi)  
Server names where sensitive information resided at the time of the incident, both at the 
contractor and subcontractor level.  
(xii) Description of the Government PII and/or SPII contained within the system. (xiii) Number 
of people potentially affected and the estimated or actual number of records exposed and/or 
contained within the system. (xiv)  Any additional information relevant to the incident.  
(g) Sensitive Information Incident Response Requirements  
(1) All determinations related to sensitive information incidents, including response activities, 
notifications to affected individuals and/or Federal agencies, and related services (e.g., credit 
monitoring) will be made in writing by the  CO in consultation with the Headquarters or 
Component CIO and Headquarters or Component Privacy Officer.  
(2) The contractor shall provide full access and cooperation for all activities determined by the 
Government to be required to ensure an effective incident response, including providing all 
requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents.  
(3) Incident response activities determined to be required by the Government may include, but 
are not limited to, the following: (i) Inspections, (ii) Investigations, (iii) Forensic reviews, and 
(iv) Data analyses and processing.  
(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies 
and/or third-party firms to aid in incident response activities.  
(h) Additional PII and/or SPII Notification Requirements  
(1) The contractor shall have in place procedures and the capability to notify any individual 
whose PII resided in the contractor IT system at the time of the sensitive information incident not 
later than five business days after being directed to notify individuals, unless otherwise approved 
by the CO. The method and content of any notification by the contractor shall be coordinated 
with, and subject to prior written approval by the CO, in consultation with the Headquarters or 
Component Privacy Officer, utilizing the DHS Privacy Incident Handling Guidance. The 
contractor shall not proceed with notification unless the CO, in consultation with the 
Headquarters or Component Privacy Officer, has determined in writing that notification is 
appropriate.  
(2) Subject to Government analysis of the incident and the terms of its instructions to the 
contractor regarding any resulting notification, the notification method may consist of letters to 
affected individuals sent by first class mail, electronic means, or general public notice, as 
approved by the Government. Notification may require the contractor’s use of address 
verification and/or address location services. At a minimum, the notification shall include: (i) A 
brief description of the incident. (ii) A description of the types of PII and SPII involved. (iii) A 
statement as to whether the PII or SPII was encrypted or protected by other means.  
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(iv) Steps individuals may take to protect themselves. (v)  What the contractor and/or the 
Government are doing to investigate the incident, to mitigate the incident, and to protect against 
any future incidents. (vi) Information identifying who individuals may contact for additional 
information. (i) Credit Monitoring Requirements. In the event that a sensitive information 
incident involves PII or SPII, the contractor may be required to, as directed by the  CO: (1) 
Provide notification to affected individuals as described above; and/or (2) Provide credit 
monitoring services to individuals whose data was under the control of the contractor or resided 
in the contractor IT system at the time of the sensitive information incident for a period 
beginning the date of the incident and extending not less than 18 months from the date the 
individual is notified. Credit monitoring services shall be provided from a company with which 
the contractor has no affiliation. At a minimum, credit monitoring services shall include: (i) 
Triple credit bureau monitoring. (ii)  Daily customer service. (iii) Alerts provided to the 
individual for changes and fraud. (iv) Assistance to the individual with enrollment in the services 
and the use of fraud alerts.  
(3) Establish a dedicated call center. Call center services shall include: (i) A dedicated telephone 
number to contact customer service within a fixed period. (ii)  Information necessary for 
registrants/enrollees to access credit reports and credit scores. (iii) Weekly reports on call center 
volume, issue escalation (i.e., those calls that cannot be handled by call center staff and must be 
resolved by call center management or DHS, as appropriate), and other key metrics. (iv) 
Escalation of calls that cannot be handled by call center staff to call center management or DHS, 
as appropriate. (v)  Customized FAQs, approved in writing by the CO in coordination with the 
Headquarters or Component Chief Privacy Officer. (vi) Information for registrants to contact 
customer service representatives and fraud resolution representatives for credit monitoring 
assistance.  
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information. As part of contract closeout, the contractor shall submit the certification to the COR 
and the CO following the template provided in NIST Special Publication 800-88 Guidelines for 
Media Sanitization.  


H.4.12   DHS SPECIAL CLAUSE - IT SECURITY AND PRIVACY TRAINING (MAR 
2015) 


(a) Applicability. This clause applies to the contractor, its subcontractors, and contractor 
employees (hereafter referred to collectively as “contractor”). The contractor shall insert the 
substance of this clause in all subcontracts.  
(b) Security Training Requirements.  
(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness materials 
annually or whenever system security changes occur, or when the user’s responsibilities change. 
The DHS requires that contractor employees take an annual IT Security Awareness Training 
course before accessing sensitive information under the contract. Unless otherwise specified, the 
training shall be completed within 30 days of contract award and be completed on an annual 
basis thereafter not later than October 31st of each year. Any new contractor employees assigned 
to the contract shall complete the training before accessing sensitive information under the 
contract. The training is accessible at http://www.dhs.gov/dhs-security-and-trainingrequirements-
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contractors. The contractor shall maintain copies of training certificates for all contractor and 
subcontractor employees as a record of compliance. The contractor shall notify the COR when 
the training has been completed. Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the COR via e-mail notification not later than October 31st of 
each year. The e-mail notification shall state the required training has been completed for all 
contractor and subcontractor employees.  
(2) The DHS Rules of Behavior apply to every DHS employee, contractor and subcontractor that 
will have access to DHS systems and sensitive information. The DHS Rules of Behavior shall be 
signed before accessing DHS systems and sensitive information. The DHS Rules of Behavior is 
a document that informs users of their responsibilities when accessing DHS systems and holds 
users accountable for actions taken while accessing DHS systems and using DHS IT resources 
capable of inputting, storing, processing, outputting, and/or transmitting sensitive information. 
The DHS Rules of Behavior is accessible at http://www.dhs.gov/dhs-security-andtraining-
requirements-contractors. Unless otherwise specified, the DHS Rules of Behavior shall be signed 
within 30 days of contract award. Any new contractor employees assigned to the contract shall 
also sign the DHS Rules of Behavior before accessing DHS systems and sensitive information. 
The contractor shall maintain signed copies of the DHS Rules of Behavior for all contractor and 
subcontractor employees as a record of compliance. The contractor shall notify the COR that the 
DHS Rules of Behavior have been signed by each employee not later than 30 days after contract 
award. The DHS Rules of Behavior will be reviewed annually and the COR will provide 
notification when a review is required.  
(c)  Privacy Training Requirements. All contractor and subcontractor employees that will have 
access to PII and/or SPII are required to take Privacy at DHS: Protecting Personal Information 
before accessing PII and/or SPII. The training is accessible at http://www.dhs.gov/dhs-
securityand-training-requirements-contractors. Training shall be completed within 30 days of 
contract award and be completed on an annual basis thereafter not later than October 31st of each 
year. Any new contractor employees assigned to the contract shall also complete the training 
before accessing PII and/or SPII. The contractor shall maintain copies of training certificates for 
all contractor and subcontractor employees as a record of compliance. The contractor shall notify 
the COR that the training has been completed by all applicable employees not later than 30 days 
after contract award. Subsequent training certificates to satisfy the annual training requirement 
shall be submitted to the COR via e-mail notification not later than October 31st of each year. 
The email notification shall state the required training has been completed for all contractor and 
subcontractor employees. 


H.5   UNIQUE STANDARDS 


H.5.1   ENTERPRISE ARCHITECTURE (EA) COMPLIANCE 
The Offeror shall ensure that the design conforms to the Department of Homeland Security 
(DHS) and Customs and Border Protection (CBP) Enterprise Architecture (EA), the DHS and 
CBP Technical Reference Models (TRM), and all DHS and CBP policies and guidelines (such as 
the CBP Information Technology Enterprise Principles and the DHS Service Oriented 
Architecture - Technical Framework), as promulgated by the DHS and CBP Chief Information 
Officers (CIO), Chief Technology Officers (CTO) and Chief Architects (CA). 



http://cbpnet.cbp.dhs.gov/linkhandler/cbpnet/oit/edme/soa.ctt/soa.pdf

http://cbpnet.cbp.dhs.gov/linkhandler/cbpnet/oit/edme/soa.ctt/soa.pdf
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 The Offeror shall conform to the Federal Enterprise Architecture (FEA) model and the DHS and 
CBP versions of the FEA model, as described in their respective EAs. All models will be 
submitted using Business Process Modeling Notation (BPMN 1.1 or BPMN 2.0 when available) 
and the CBP Architectural Modeling Standards. Universal Modeling Language (UML2) may be 
used for infrastructure only. Data semantics shall be in conformance with the National 
Information Exchange Model (NIEM). Development solutions will also ensure compliance with 
the current version of the DHS and CBP target architectures. 


Where possible, the Offeror shall use DHS/CBP approved products, standards, services, and 
profiles, as reflected by the hardware, software, application, and infrastructure components of the 
DHS/CBP TRM/standards profile. If new hardware, software, or infrastructure components are 
required to develop, test, or implement the program, these products will be coordinated through 
the DHS and CBP formal Technology Insertion (TI) process (to include a trade study with no 
less than four alternatives, one of which reflecting the status quo and another reflecting multi-
agency collaboration). The DHS/CBP TRM/standards profile will be updated as TIs are resolved. 


All developed solutions shall be compliant with the Homeland Security (HLS) EA.   


All IT hardware and software shall be compliant with the HLS EA. 


Compliance with the HLS EA shall be derived from and aligned through the CBP EA. 


Description information for all data assets, information exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) for 
review, approval, and insertion into the DHS Data Reference Model and Enterprise Architecture 
Information Repository. 


Development of data assets, information exchanges, and data standards will comply with the 
DHS Data Management Policy MD 103-01. All data-related artifacts will be developed and 
validated according to DHS Data Management Architectural Guidelines. 


Applicability of Internet Protocol version 6 (IPv6) to DHS-related components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS EA (per OMB Memorandum M-05-22, August 2, 2005), regardless of whether the 
acquisition is for modification, upgrade, or replacement. All EA related component acquisitions 
shall be IPv6 compliant, as defined in the USGv6 Profile (NIST Special Publication 500-267) 
and the corresponding declarations of conformance, defined in the USGv6 Test Program. 


Compliance with DHS Security Policy Terms and Conditions 


All hardware, software, and services provided under this task order must be compliant with DHS 
4300A DHS Sensitive System Policy and the DHS 4300A Sensitive Systems Handbook. 
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Encryption Compliance 


If encryption is required, the following methods are acceptable for encrypting sensitive 
information:  


1. FIPS 197 (Advanced Encryption Standard (AES)) 256 algorithm and cryptographic modules 
that have been validated under FIPS 140-2.  
2. National Security Agency (NSA) Type 2 or Type 1 encryption.  
3. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the Department of Homeland 
Security (DHS) IT Security Program Handbook (DHS Management Directive (MD) 4300A) for 
Sensitive Systems).  


Required Protections for DHS Systems Hosted in Non-DHS Data Centers 


Security Authorization  


A Security Authorization of any infrastructure directly in support of the DHS information system 
shall be performed as a general support system (GSS) prior to DHS occupancy to characterize 
the network, identify threats, identify vulnerabilities, analyze existing and planned security 
controls, determine likelihood of threat, analyze impact, determine risk, recommend controls, 
perform remediation on identified deficiencies, and document the results. The Security 
Authorization shall be performed in accordance with the DHS Security Policy and the controls 
provided by the hosting provider shall be equal to or stronger than the FIPS 199 security 
categorization of the DHS information system.  


At the beginning of the contract, and annually thereafter, the contractor shall provide the results 
of an independent assessment and verification of security controls. The independent assessment 
and verification shall apply the same standards that DHS applies in the Security Authorization 
Process of its information systems. Any deficiencies noted during this assessment shall be 
provided to the COR for entry into the DHS’ Plan of Action and Milestone (POA&M) 
Management Process. The contractor shall use the DHS’ POA&M process to document planned 
remedial actions to address any deficiencies in information security policies, procedures, and 
practices, and the completion of those activities. Security deficiencies shall be corrected within 
the timeframes dictated by the DHS POA&M Management Process. Contractor procedures shall 
be subject to periodic, unannounced assessments by DHS officials. The physical aspects 
associated with contractor activities shall also be subject to such assessments.  


On a periodic basis, the DHS and its Components, including the DHS Office of Inspector 
General, may choose to evaluate any or all of the security controls implemented by the contractor 
under these clauses. Evaluation could include, but it not limited to vulnerability scanning. The 
DHS and its Components reserve the right to conduct audits at their discretion. With ten working 
days’ notice, at the request of the Government, the contractor shall fully cooperate and facilitate 
in a Government-sponsored security control assessment at each location wherein DHS 
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information is processed or stored, or information systems are developed, operated, maintained, 
or used on behalf of DHS, including those initiated by the Office of the Inspector General. The 
government may conduct a security control assessment on shorter notice (to include 
unannounced assessments) determined by DHS in the event of a security incident.  


Enterprise Security Architecture  


The contractor shall utilize and adhere to the DHS Enterprise Security Architecture to the best of 
its ability and to the satisfaction of the DHS COR. Areas of consideration could include:  


1) Use of multi-tier design (separating web, application and data base) with policy enforcement 
between tiers  
2) Compliance to DHS Identity Credential Access Management (ICAM)  
3) Security reporting to DHS central control points (i.e. the DHS Security Operations Center 
(SOC) and integration into DHS Security Incident Response  
4) Integration into DHS Change Management (for example, the Infrastructure Change Control 
Board (ICCB) process)  
5) Performance of activities per continuous monitoring requirements  


Continuous Monitoring  


The contractor shall participate in DHS’ Continuous Monitoring Strategy and methods or shall 
provide a Continuous Monitoring capability that the DHS determines acceptable. The DHS Chief 
Information Security Officer (CISO) issues annual updates to its Continuous Monitoring 
requirements via the Annual Information Security Performance Plan. At a minimum, the 
contractor shall implement the following processes:  


1. Asset Management  
2. Vulnerability Management  
3. Configuration Management  
4. Malware Management  
5. Log Integration  
6. Security Information Event Management (SIEM) Integration  
7. Patch Management  
8. Providing near-real-time security status information to the DHS SOC  


Specific Protections  


Specific protections that shall be provided by the contractor include, but are not limited to the 
following:  
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Security Operations  


The contractor shall operate a SOC to provide the security services described below. The 
contractor shall support regular reviews with the DHS Information Security Office to coordinate 
and synchronize the security posture of the contractor hosting facility with that of the DHS Data 
Centers. The SOC personnel shall provide 24x7x365 staff to monitor the network and all of its 
devices. The contractor staff shall also analyze the information generated by the devices for 
security events, respond to real-time events, correlate security device events, and perform 
continuous monitoring. It is recommended that the contractor staff shall also maintain a trouble 
ticket system in which incidents and outages are recorded. In the event of an incident, the 
contractor facility SOC shall adhere to the incident response plan.  


Computer Incident Response Services  


The contractor shall provide Computer Incident Response Team (CIRT) services. The contractor 
shall adhere to the standard Incident Reporting process as determined by the Component and is 
defined by a DHS-specific incident response plan that adheres to DHS policy and procedure for 
reporting incidents. The contractor shall conduct Incident Response Exercises to ensure all 
personnel are familiar with the plan. The contractor shall notify the DHS SOC of any incident in 
accordance with the Incident Response Plan and work with DHS throughout the incident 
duration.  


Firewall Management and Monitoring  


The contractor shall provide firewall management services that include the design, configuration, 
implementation, maintenance, and operation of all firewalls within the hosted DHS infrastructure 
in accordance with DHS architecture and security policy. The contractor shall provide all 
maintenance to include configuration, patching, rule maintenance (add, modify, delete), and 
comply with DHS’ configuration management / release management requirements when changes 
are required. Firewalls shall operate 24x7x365. Analysis of the firewall logs shall be reported to 
DHS COR in weekly status reports. If an abnormality or anomaly is identified, the contractor 
shall notify the appropriate DHS point of contact in accordance with the incident response plan.  


Intrusion Detection Systems and Monitoring  


The contractor shall provide the design, configuration, implementation, and maintenance of the 
sensors and hardware that are required to support the NIDS solution. The contractor is 
responsible for creating and maintaining the NIDS rule sets. The NIDS solution should provide 
real-time alerts. These alerts and other relevant information shall be located in a central 
repository. The NIDS shall operate 24x7x365. A summary of alerts shall be reported to DHS 
COR in weekly status reports. If an abnormality or anomaly is identified, the contractor shall 
notify the appropriate DHS point of contact in accordance with the incident response plan.  
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Physical and Information Security and Monitoring  


The contractor shall provide a facility using appropriate protective measures to provide for 
physical security. The facility will be located within the United States and its territories. The 
contractor shall maintain a process to control physical access to DHS IT assets. DHS IT Assets 
shall be monitored 24x7x365. A summary of unauthorized access attempts shall be reported to 
the appropriate DHS security office.  


Vulnerability Assessments  


The contractor shall provide all information from any managed device to DHS, as requested, and 
shall assist, as needed, to perform periodic vulnerability assessments of the network, operating 
systems, and applications to identify vulnerabilities and propose mitigations. Vulnerability 
assessments shall be included as part of compliance with the continuous monitoring of the 
system.  


Anti-malware (e.g., virus, spam)  


The contractor shall design, implement, monitor and manage to provide comprehensive anti-
malware service. The contractor shall provide all maintenance for the system providing the anti-
malware capabilities to include configuration, definition updates, and comply with DHS’ 
configuration management / release management requirements when changes are required. A 
summary of alerts shall be reported to DHS COR in weekly status reports. If an abnormality or 
anomaly is identified, the contractor shall notify the appropriate DHS point of contact in 
accordance with the incident response plan.  


Patch Management  


The contractor shall perform provide patch management services. The contractor shall push 
patches that are required by vendors and the DHS system owner. This is to ensure that the 
infrastructure and applications that directly support the DHS information system are current in 
their release and that all security patches are applied. The contractor shall be informed by DHS 
which patches that are required by DHS through the Information Security Vulnerability 
Management bulletins and advisories. Core applications, the ones DHS utilizes to fulfill their 
mission, shall be tested by DHS. However, the contractor shall be responsible for deploying 
patches as directed by DHS. It is recommended that all other applications (host-based intrusion 
detection system (HIDS), network intrusion detection system (NIDS), Anti-malware, and 
Firewall) shall be tested by the contractor prior to deployment in a test environment.  
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Log Retention  


Log files for all infrastructure devices, physical access, and anti-malware should be retained 
online for 180 days and offline for three years. 


Supply Chain Risk Management Terms and Conditions: 


The Contractors supplying the Government hardware and software shall provide the 
manufacture’s name, address, state and/or domain of registration, and the Data Universal 
Numbering System (DUNS) number for all components comprising the hardware and software. 
If subcontractors or subcomponents are used, the name, address, state and/or domain of 
registration and DUNs number of those suppliers must also be provided. 


Subcontractors are subject to the same general requirements and standards as prime contractors. 
Contractors employing subcontractors shall perform due diligence to ensure that these standards 
are met. 


The Government shall be notified when a new contractor/subcontractor/service provider is 
introduced to the supply chain, or when suppliers of parts or subcomponents are changed. 


Contractors shall provide, implement, and maintain a Supply Chain Risk Management Plan that 
addresses internal and external practices and controls employed to minimize the risk posed by 
counterfeits and vulnerabilities in systems, components, and software. 


The Plan shall describe the processes and procedures that will be followed to ensure appropriate 
supply chain protection of information system resources developed, processed, or used under this 
contract. 


The Supply Chain Risk Management Plan shall address the following elements: 


1. How risks from the supply chain will be identified, 


2. What processes and security measures will be adopted to manage these risks to the 
system or system components, and 


3. How the risks and associated security measures will be updated and monitored. 


The Supply Chain Risk Management Plan shall remain current through the life of the contract or 
period of performance. The Supply Chain Risk Management Plan shall be provided to the 
Contracting Officer Technical Representative (COTR) 30 days post award. 


The Contractor acknowledges the Government's requirement to assess the Contractors Supply 
Chain Risk posture. The Contractor understands and agrees that the Government retains the right 
to cancel or terminate the contract, if the Government determines that continuing the contract 
presents an unacceptable risk to national security. 







SECTION H – SPECIAL CONTRACT REQUIREMENTS 


  PAGE H-20 
 
 


The Contractor shall disclose, and the Government will consider, relevant industry standards 
certifications, recognitions and awards, and acknowledgments. 


The Contractor shall provide only new equipment unless otherwise expressly approved, in 
writing, by the Contracting Officer (CO). Contractors shall only provide Original Equipment 
Manufacturers (OEM) parts to the Government. In the event that a shipped OEM part fails, all 
replacement parts must be OEM parts. 


The Contractor shall be excused from using new OEM (i.e. “grey market,” previously used) 
components only with formal Government approval. Such components shall be procured from 
their original genuine source and have the components shipped only from manufacturers 
authorized shipment points. 


For software products, the contractor shall provide all OEM software updates to correct defects 
for the life of the product (i.e. until the “end of life.”). Software updates and patches must be 
made available to the government for all products procured under this contract. 


Contractors shall employ formal and accountable transit, storage, and delivery procedures (i.e., 
the possession of the component is documented at all times from initial shipping point to final 
destination, and every transfer of the component from one custodian to another is fully 
documented and accountable) for all shipments to fulfill contract obligations with the 
Government. 


All records pertaining to the transit, storage, and delivery will be maintained and available for 
inspection for the lessor of the term of the contract, the period of performance, or one calendar 
year from the date the activity occurred. 


These records must be readily available for inspection by any agent designated by the US 
Government as having the authority to examine them. 


This transit process shall minimize the number of times enin route components undergo a change 
of custody and make use tamper-proof or tamper-evident packaging for all shipments. The 
supplier, at the Government’s request, shall be able to provide shipping status at any time during 
transit. 


The Contractor is fully liable for all damage, deterioration, or losses incurred during shipment 
and handling, unless the damage, deterioration, or loss is due to the Government. The Contractor 
shall provide a packing slip which shall accompany each container or package with the 
information identifying the contract number, the order number, a description of the 
hardware/software enclosed (Manufacturer name, model number, serial number), and the 
customer point of contact. The contractor shall send a shipping notification to the intended 
government recipient or contracting officer. This shipping notification shall be sent electronically 
and will state the contract number, the order number, a description of the hardware/software 
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being shipped (manufacturer name, model number, serial number), initial shipper, shipping date 
and identifying (tracking) number. 


Personal Identification Verification (PIV) Credential Compliance  


Authorities:  


HSPD-12 ―Policies for a Common Identification Standard for Federal Employees and 
contractors‖  
OMB M-11-11 "Continued Implementation of Homeland Security Presidential Directive (HSPD) 
12– Policy for a Common Identification Standard for Federal Employees and contractors"  
OMB M-06-16 ―Acquisition of Products and Services for Implementation of HSPD-12‖  
NIST FIPS 201 ―Personal Identity Verification (PIV) of Federal Employees and contractors‖  
NIST SP 800-63 ―Electronic Authentication Guideline‖  
OMB M-10-15 ―FY 2010 Reporting Instructions for the Federal Information Security 
Management Act and Agency Privacy Management‖  


Procurements for products, systems, services, hardware, or software involving controlled facility 
or information system shall be PIV-enabled by accepting HSPD-12 PIV credentials as a method 
of identity verification and authentication.  


Procurements for software products or software developments shall be PIV-enabled by accepting 
HSPD-12 PIV credentials as a method of identity verification and authentication.  


Procurements for software products or software developments shall be compliant by PIV by 
accepting PIV credentials as the common means of authentication for access for federal 
employees and contractors. 


PIV-enabled information systems must demonstrate that they can correctly work with PIV 
credentials by responding to the cryptographic challenge in the authentication protocol before 
granting access.  


If a system is identified to be non-compliant with HSPD-12 for PIV credential enablement, a 
remediation plan for achieving HSPD-12 compliance shall be required for review, evaluation, 
and approval by the CISO. 


ISO (Information Security) COMPLIANCE 


Information Security Clause 


 All services provided under this task order must be compliant with DHS Information Security 
Policy, identified in MD4300.1, Information Technology Systems Security Program and 4300A 
Sensitive Systems Handbook. 
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Interconnection Security Agreements  


Interconnections between DHS and non-DHS IT systems shall be established only through 
controlled interfaces and via approved service providers. The controlled interfaces shall be 
accredited at the highest security level of information on the network. Connections with other 
Federal agencies shall be documented based on interagency agreements; memoranda of 
understanding, service level agreements or interconnect service agreements. 


 System Security documentation appropriate for the SELC status.  


Security Certification/Accreditation 


CBP Program Offices shall provide personnel (System Owner and Information System Security 
Officers) with the appropriate clearance levels to support the security certification/accreditation 
processes under this Agreement in accordance with the current version of the DHS MD 4300A, 
DHS Sensitive Systems Policy and Handbook, CBP Information Systems Security Policies and 
Procedures Handbook HB-1400-05, and all applicable National Institute of Standards and 
Technology (NIST) Special Publications (800 Series).  During all SELC phases of CBP systems, 
CBP personnel shall develop documentation and provide any required information for all levels 
of classification in support of the certification/accreditation process.  In addition, all security 
certification/accreditation will be performed using the DHS certification/accreditation process, 
methodology and tools.  An ISSO performs security actions for an information system. There is 
only one ISSO designated to a system, but multiple Alternate ISSOs may be designated to assist 
the ISSO.  While the ISSO performs security functions, the System Owner is always responsible 
for information system security (4300A).  System owners shall include information security 
requirements in their capital planning and investment control (CPIC) business cases for the 
current budget year and for the Future Years Homeland Security Program (FYHSP) for each 
DHS information system.  System owners or AOs shall ensure that information security 
requirements and POA&Ms are adequately funded, resourced and documented in accordance 
with current OMB budgetary guidance. 


Disaster Recovery Planning & Testing – Hardware 


 If the system owner requires a robust DR solution (full redundancy and failover capabilities (for 
near zero downtime)) then the funded DR solution must match the production environment like-
for-like.  This solution would also include additional software licenses, hardware, firmware and 
storage for the DR environment.   


The system owner or program office must also include travel, per diem and approximately 16 
over the core hours for travel to recovery facilities twice per fiscal year for system 
administrators, DBA’s, end users or testers 
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 If the system owner requires a moderate DR solution that would provide a working environment 
that is capable of handling their mission essential functions then they can fund a scaled down 
solution which should still take into consideration additional hardware, software licenses, and 
storage for the DR environment.   


The system owner or program office is still responsible for the costs associated with testing their 
DR solution; however, for a scaled down solution, it may be possible to leverage or share staff 
already designated to participate in DR activities. 


 If the system owner only requires a low DR solution then the system owner or program office 
can use internal resources to perform a table-top exercise, which generally does not require 
travel, additional hardware or software licenses. 


Monitoring/reviewing contractor security requirements clause  


Security Review and Reporting 


(a)     The contractor shall include security as an integral element in the management of this 
contract.  The contractor shall conduct reviews and report the status of the implementation and 
enforcement of the security requirements contained in this contract and identified references. 


 (b)     The Government may elect to conduct periodic reviews to ensure that the security 
requirements contained in this contract are being implemented and enforced.  The contractor 
shall afford DHS including the organization of the DHS Office of the Chief Information Officer, 
Office of Inspector General, the CBP Chief Information Security Officer, authorized Contracting 
Officer’s Technical Representative (COR), and other government oversight organizations, access 
to the contractor's and subcontractors' facilities, installations, operations, documentation, 
databases, and personnel used in the performance of this contract.   The contractor will contact 
the DHS Chief Information Security Officer to coordinate and participate in the review and 
inspection activity of government oversight organizations external to the DHS. Access shall be 
provided to the extent necessary for the government to carry out a program of inspection, 
investigation, and audit to safeguard against threats and hazards to the integrity, availability, and 
confidentiality of DHS/CBP data or the function of computer systems operated on behalf of 
DHS/CBP, and to preserve evidence of computer crime. 


Access to Unclassified Facilities, Information Technology Resources, and Sensitive 
Information 


The assurance of the security of unclassified facilities, Information Technology (IT) resources, 
and sensitive information during the acquisition process and contract performance are essential 
to the DHS mission. DHS Management Directive (MD) 11042.1 Safeguarding Sensitive But 
Unclassified (For Official Use Only) Information, describes how contractors must handle 
sensitive but unclassified information. DHS MD 4300.1 Information Technology Systems 
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Security and the DHS Sensitive Systems Handbook prescribe policies and procedures on security 
for IT resources. Contractors shall comply with these policies and procedures, any replacement 
publications, or any other current or future DHS policies and procedures covering contractors 
specifically for all Task Orders that require access to DHS facilities, IT resources or sensitive 
information. Contractors shall not use or redistribute any DHS information processed, stored, or 
transmitted by the contractor except as specified in the task order. 


OMB-M-07-18 FDCC 


In acquiring information technology, agencies shall include the appropriate information 
technology security policies and requirements, including use of common security configurations 
available from the National Institute of Standards and Technology’s website at 
http://checklists.nist.gov. Agency contracting officers should consult with the requiring official 
to ensure the appropriate standards are incorporated. 


Engineering Platforms 


Common Enterprise Services (CES) – Deliver the systems, infrastructure, and operational 
capabilities to fully implement the three service levels defined as part of the DHS/CBP Common 
Enterprise Services and support DHS Component use of those services.  This includes the build 
out and integration of all required services and infrastructure, which must include the Single 
Sign-on Portal and CBP Enterprise Services Bus (ESB), required for the CES.    Capabilities 
shall be designed to the DHS standard operating architecture (SOA), transportable between DHS 
data centers (CBP National Data Center, Stennis, and DHS 2nd data center).  


Single Sign-on Portal – Design, build, and operate a single sign-on Portal - consistent with 
DHS’ enterprise portal solution (for which ICE is the steward) - to provide a common point of 
access, with a single sign-on capability to existing applications and to provide the infrastructure 
for integrating diverse internal and/or external information and transactional resources.   This 
includes the migration of the current ACE Portal to the Single Sign-on Portal as rapidly as 
feasible. 


ITP (Infrastructure Transformation Program) COMPLIANCE 


Help Desk and Operations Support 


The contractor shall provide third tier reporting for trouble calls received from the Help Desk, 
the DHS Task Manager, or the users.  The contractor shall respond to the initiators of trouble 
calls as by receiving telephonic notifications of problems, resolving them, or directing them to 
the proper technical personnel for resolution.  Problems that cannot be resolved immediately or 
with the requirements of the performance standards are to be brought to the attention of the DHS 
Task Manager.  The contractor shall document notification and resolution of problems in 
Remedy.  



http://checklists.nist.gov/
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Interfacing  


As requested by the COR, assistance in consolidating all systems with the DHS Consolidated 
Data Center.  Resources to be consolidated with the DHS Consolidated Data Center for each 
system to be determined by the COR.  


TRANSITION PLAN 


The DHS CIO has established portfolio targets for the IT infrastructure that include production 
system consolidation at a DHS data center, and transition to OneNet.  The contractor must be 
prepared to support CBP government leads, within the purview of this task order, to provide any 
required transition planning or program execution, associated with meeting the agreed to 
transition timeline, as directed by Government personnel.  This includes the following types of 
taskings:     


• Coordination with Government representatives  
• Review, evaluation and transition of current support services  
• Transition of historic data to new contractor system  
• Government-approved training and certification process  
• Transfer of all necessary business and/or technical documentation  
• Orientation phase and program to introduce Government personnel, programs, and 


users to the contractor's team, tools, methodologies, and business processes, 
equipment, furniture, phone lines, computer equipment, etc.  


• Transfer of Government Furnished Equipment (GFE) and Government Furnished 
Information (GFI), and GFE inventory management assistance  


• Applicable debriefing and personnel out-processing procedures 
 


Portfolio Review 


Screening/Watchlist/Credentialing 


Includes all activities that support the tracking and monitoring of travelers, conveyances and 
cargo crossing U.S. borders, and traffic pattern analysis, database (Federal, State, and Local) 
linking and querying, and managing status verification and tracking systems.  Different 
investments and systems may support distinct screening and watchlist activities for people, 
cargo, and tangible goods.  Credentialing encompasses all activities that determine a person’s 
eligibility for a particular license, privilege, or status, from application for the credential through 
issuance, use, and potential revocation of the issued credential. 


H.5.2   SECURITY POLICY REQUIREMENT 
All hardware, software, and services provided under this TO must be compliant with DHS 
4300A DHS Sensitive System Policy and the DHS 4300A Sensitive Systems Handbook. 
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H.5.3   ENCRYPTION COMPLIANCE REQUIREMENT 
a. FIPS 197 (Advanced Encryption Standard (AES)) 256 algorithm and cryptographic 


modules that have been validated under FIPS 140-2. 
b. National Security Agency (NSA) Type 2 or Type 1 encryption. 
c. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the DHS IT Security Program 


Handbook (DHS Management Directive (MD) 4300A) for Sensitive Systems). 


H.5.4   PERSONAL IDENTIFICATION VERIFICATION (PIV) CREDENTIAL 
COMPLIANCE 


Procurements for products, systems, services, hardware, or software involving controlled facility 
or information system shall be PIV-enabled by accepting HSPD-12 PIV credentials as a method 
of identity verification and authentication. 
Procurements for software products or software developments shall be compliant by PIV by 
accepting PIV credentials as the common means of authentication for access for federal 
employees and contractors. 
PIV-enabled information systems must demonstrate that they can correctly work with PIV 
credentials by responding to the cryptographic challenge in the authentication protocol before 
granting access. 
If a system is identified to be non-compliant with HSPD-12 for PIV credential enablement, a 
remediation plan for achieving HSPD-12 compliance shall be required for review, evaluation, 
and approval by the CISO. 


H.6   APPLICABLE DOCUMENTS 
The contractor shall adhere to the policies, standards, directives, processes, and procedures 
required by the applicable documents outlined in each requirements document. 


H.7   ORGANIZATIONAL CONFLICT OF INTEREST AND NON-DISCLOSURE 
REQUIREMENTS 


H.7.1   ORGANIZATIONAL CONFLICT OF INTEREST (OCI) 
a. If a contractor has performed, is currently performing work, or anticipates performing 


work that creates or represents an actual or potential OCI, the contractor shall 
immediately disclose this actual or potential OCI to the CO in accordance with FAR 
Subpart 9.5. The nature of the OCI may involve the prime contractor, subcontractors of 
any tier, or teaming partners.  


b. The contractor is required to complete and sign an OCI Statement (Section J, Attachment 
A). The contractor must represent either that (1) It is not aware of any facts which create 
any actual or potential OCI relating to the award of this contract, or (2) It has included 
information in its proposal, providing all current information bearing on the existence of 
any actual or potential OCI and has included a mitigation plan in accordance with 
paragraph (c) below. 
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c. If the contractor with an actual or potential OCI believes the conflict can be avoided, 
neutralized, or mitigated, the contractor shall submit a mitigation plan to the Government 
for review.  


d. In addition to the mitigation plan, the  COthe CO may require further information from 
the contractor. The  COThe CO will use all information submitted by the contractor, and 
any other relevant information known to GSA, to determine whether an award to the 
contractor may take place, and whether the mitigation plan adequately avoids, 
neutralizes, or mitigates the OCI. 


e. If any such conflict of interest is found to exist, the  COthe CO may determine that the 
conflict cannot be avoided, neutralized, mitigated, or otherwise resolved to the 
satisfaction of the Government, and the contractor may be found ineligible for award. 
Alternatively, the  COthe CO may determine that it is otherwise in the best interest of the 
U.S. to contract with the contractor and include the appropriate provisions to avoid, 
neutralize, mitigate, or waive such conflict in the contract awarded.  


H.7.2   NON-DISCLOSURE REQUIREMENTS 
If the contractor acts on behalf of, or provides advice with respect to any phase of an agency 
procurement, as defined in FAR 3.104-4, then the contractor shall execute and submit a 
Corporate Non-Disclosure Agreement (NDA) Form (Section J, Attachment D is provided as an 
example) and ensure that all its personnel (including subcontractors, teaming partners, and 
consultants) who will be personally and substantially involved in the performance of the TO: 


a. Are instructed in the FAR 3.104 requirements for disclosure, protection, and marking of 
contractor bid or proposal information, or source selection information. 


b. Are instructed in FAR Part 9 for third-party disclosures when acting in an advisory 
capacity. 


All proposed replacement contractor personnel shall also be instructed in the requirements of 
FAR 3.104. Any information provided by contractors in the performance of this TO or obtained 
from the Government is only to be used in the performance of the TO. The contractor shall put in 
place appropriate procedures for the protection of such information and shall be liable to the 
Government for any misuse or unauthorized disclosure of such information by its personnel, as 
defined above. 


H.8   SECTION 508 COMPLIANCE REQUIREMENTS 
Unless the Government invokes an exemption, all Electronic and Information Technology (EIT) 
products and services proposed shall fully comply with Section 508 of the Rehabilitation Act of 
1973, per the 1998 Amendments, 29 U.S.C. 794d, and the Architectural and Transportation 
Barriers Compliance Board’s Electronic and Information Technology Accessibility Standards at 
36 Code of Federal Regulations (CFR) 1194. The contractor shall identify all EIT products and 
services provided, identify the technical standards applicable to all products and services 
provided, and state the degree of compliance with the applicable standards. Additionally, the 
contractor must clearly indicate where the information pertaining to Section 508 compliance can 
be found (e.g., Vendor’s or other exact web page location). The contractor must ensure that the 
list is easily accessible by typical users beginning at time of award.  
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H.9    RESERVED 


H.10   RESERVED 


H.11   TRAVEL 


H.11.1   TRAVEL AUTHORIZATION REQUESTS (TAR) 
Before undertaking travel to any Government site or any other site in performance of this TO, 
the contractor shall have this travel approved by, and coordinated with, the  CORthe COR. 
Notification shall include, at a minimum, the number of persons in the party, traveler name, 
destinationand destination, duration of stay, purpose, and estimated cost. Prior to any long-
distance travel, the contractor shall prepare a TAR for Government review and approval. Long-
distance travel will be reimbursed for cost of travel comparable with the FTR or JTR. All travel 
requests (TARs) and approvals shall be done via CBP TASPD’s OT&T application within 
Salesforce. 
Requests for travel approval shall: 


a. Be prepared in a legible manner. 
b. Include a description of the travel proposed including a statement as to purpose. 
c. Be summarized by traveler. 
d. Identify the TO number. 
e. Identify the CLIN associated with the travel. 
f. Be submitted in advance of the travel with sufficient time to permit review and approval. 


The contractor shall use only the minimum number of travelers and rental cars needed to 
accomplish the task(s). Travel shall be scheduled during normal duty hours whenever possible.  


H.12    ODCs 
The Government may require the contractor to purchase related supplies critical and related to 
the services being acquired under the TO. Such requirements may be identified during the course 
of a TO by the Government or the contractor. If the contractor initiates a purchase within the 
scope of this TO, the contractor shall submit to the  CORthe COR a Request to Initiate Purchase 
(RIP) If the prime contractor is to lose an approved purchasing system, the contractor shall 
submit to the CO a Consent to Purchase (CTP). The RIP and CTP shall include the purpose, 
specific items, estimated cost, cost comparison, and rationale. The contractor shall not make any 
purchases without an approved RIP from the COR or an approved CTP from the CO. 


H.13   RESERVED  


H.14   PRESS/NEWS RELEASE 
The contractor shall not make any press/news release pertaining to this procurement without 
prior Government approval and only in coordination with the CO. 
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H.15   INTELLECTUAL PROPERTY RIGHTS 
The existence of any patent, patent application, or other intellectual property right that 
encumbers any deliverable must be disclosed in writing on the cover letter that accompanies the 
delivery. If no such disclosures are provided, the data rights provisions in FAR 52.227-14 apply.  


H.16   INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT 
All contractor employees using DHS information systems or processing DHS data shall be 
required to receive Security Awareness Training. This training will be provided by the 
appropriate component agency of DHS.  
Contractors, who are involved with management, use, or operation of any IT systems that handle 
sensitive information within or under the supervision of DHS, shall receive periodic training at 
least annually in security awareness and accepted security practices and systems rules of 
behavior. DHS contractors, with significant security responsibilities, shall receive specialized 
training specific to their security responsibilities annually. The level of training shall be 
commensurate with the individual’s duties and responsibilities and is intended to promote a 
consistent understanding of the principles and concepts of telecommunications and IT systems 
security. 
All personnel who access DHS information systems will be continually evaluated while 
performing these duties. Supervisors should be aware of any unusual or inappropriate behavior 
by personnel accessing systems. Any unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or ISSO. 
The following trainings are mandatory for all contractor employees on this TO.  


Training Name Frequency Method of Delivery 


CBP Suicide Prevention Annual Performance and Learning 
Management System 
(PALMS) 


DHS Insider Threat 
Training 


Annual PALMS 


CBP Cyber Security 
Awareness and Rules of 
Behavior Training 


Annual PALMS 


Preventing and Addressing 
Workplace Harassment 


Annual PALMS 


CBP Annual Integrity 
Awareness Training 


Annual PALMS 


Privacy at DHS: Protecting 
Personal Information 


Annual PALMS 
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Counterintelligence 
Awareness Web-Based 
Training 


Bi-annual (every two 
years) 


PALMS 


Basic Records 
Management 


One Time (within 30 days 
of entry on duty) 


PALMS 


  
Note:  this is the current list, however mandatory training is added periodically and training will 
be required to be completed by all contractors by the prescribed date. 
 


H.17    SECURITY PROCEDURES (APR 2019) 
 
A.  Controls 
 


1.  The Contractor Employee shall comply with the U.S. Customs and Border Protection’s 
(CBP) administrative, physical and technical security controls to ensure that the 
Government’s security requirements are met. 


 
2.  All Government furnished information must be protected to the degree and extent required 


by local rules, regulations, and procedures.  The Contractor Employee shall comply with 
all security policies contained in CBP Handbook 1400-05D, v.7.0, Information Systems 
Security Policies and Procedures Handbook, or latest available version. 


 
3.  All services provided under this contract must be compliant with the Department of 


Homeland Security (DHS) information security policy identified in DHS Sensitive 
Systems Policy Directive 4300A, v.13.1 and DHS Sensitive Systems Handbook 4300A, 
v.12.0, or latest available version. 


 
4.  All Contractor Employees under this contract must wear identification access badges when 


working in CBP facilities.  Prior to Contractor employees’ departure/separation, all badges, 
building passes, parking permits, keys and pass cards must be given to the Contracting 
Officer’s Representative (COR).  The COR will ensure that the cognizant Physical 
Security official is notified so that access to all buildings and facilities can be revoked.  
NOTE:  For contracts within the National Capitol Region (NCR), the Office of 
Professional Responsibility, Security Management Division (OPR/SMD) shall be notified 
if building access is revoked.  


 
5.  All Contractor Employees must be entered in the Contractor Tracking System (CTS) 


database by the Contracting Officer (CO) or COR.  The Contractor Project Manager 
(CPM) shall provide timely start information to the CO/COR or designated government 
personnel to initiate the CTS entry.  Other relevant information will also be needed for 
record submission in the CTS database such as, but not limited to, the contractor’s legal 
name, contracting company address, brief job description, labor rate, Hash ID, schedule 







SECTION H – SPECIAL CONTRACT REQUIREMENTS 


  PAGE H-31 
 
 


and contract specific information. The CO/COR or designated government personnel shall 
provide the CPM with instructions for providing required information.  


 
6.  The CO/COR may designate responsibility for out-processing to the CPM. This requires 


that the CPM have an active CBP Background Investigation (BI) and Active Directory 
(AD) account.  CPM shall provide Contactor Employee departure/separation date and 
reason for leaving to the CO/COR in accordance with CBP Directive 1210-007B, Tracking 
of Contractor Employees. Failure by the CPM to provide timely notification of Contractor 
Employee departure/separation in accordance with the contract requirements shall be 
documented and considered when government personnel completes a Contractor 
Performance Report (under Business Relations) or other performance related measures.  
Additionally, the CO/COR shall immediately notify OPR/SMD of the contractor’s 
departure/separation.   


 
B.  Security Background Investigation Requirements 
 


1.  In accordance with DHS Instruction Handbook 121-01-007-01, Rev. 01, the Department of 
Homeland Security Personnel Security, Suitability and Fitness Program, Chapter 2, 
Personnel Security Program Standards, § 13, Citizenship Requirements, Contractor 
Employees who require access to sensitive information must be U.S. citizens or have 
Lawful Permanent Resident (LPR) status, § 13E.  A waiver may be granted, as outlined in 
Chapter 2, § 14 of DHS Instruction Handbook 121-01-007-01. 


 
2.  Contractor employees that require access to DHS IT systems or development, 


management, or maintenance of those systems must be U.S. citizens in accordance with 
Chapter 2, Personnel Security Program Standards, § 13, and  Citizenship Requirements, § 
13F.  (Lawful Permanent Resident status is not acceptable in this case).  A waiver may be 
granted, as outlined in Chapter 2, § 14 of DHS Instruction Handbook 121-01-007-01. 


 
3.  Provided the requirements of DHS Instruction Handbook 121-01-007-01 are met as 


outlined in paragraph 1, above, Contractor Employees requiring access to CBP facilities, 
sensitive information or information technology resources are required to have a favorably 
adjudicated background investigation (BI) or a single scope background investigation 
(SSBI) prior to commencing work on this contract. Exceptions shall be approved on a 
case-by-case basis with the Contractor Employee’s access to facilities, systems, and 
information limited until the Contractor employee receives a favorably adjudicated BI or 
SSBI.  A favorable adjudicated BI or SSBI shall include various aspects of a Contractor 
Employee’s life, including employment, education, residences, police and court inquires, 
credit history, national agency checks, and a CBP Background Investigation Personal 
Interview (BIPI). 


 
4.  The Contractor Employee shall submit within ten (10) working days after award of this 


contract a list containing the full legal name, social security number, place of birth (city 
and state), and date of birth of employee candidates who possess favorably adjudicated BI 
or SSBI that meets federal investigation standards.  For Contractor employee candidates 
needing a BI for this contract, the Contractor Employee shall require the applicable 
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Contractor Employees to submit information and documentation requested by CBP to 
initiate the BI process.   


 
5.  Background Investigation information and documentation is usually submitted by proper 


completion of standard federal and agency forms such as Electronic Questionnaires for 
investigations Processing (e-QIP), Fingerprint Card, CBP Form 78-Background 
Investigation Requirements Determination (BIRD), Fair Credit Reporting Act (FCRA) 
Form, a Contractor Employee Initial Background Investigation (BI) Form (CBP Form 77) 
(Sections A and B). These forms must be submitted to the designated CBP official 
identified in this contract.  The designated CBP security official will review the 
information for completeness.   


 
6.  The estimated completion of a BI or SSBI is approximately sixty (60) to ninety (90) days 


from the date of receipt of the properly completed forms by CBP security office.  During 
the term of this contract, the Contractor is required to provide the names of its employees 
who successfully complete the CBP BI or SSBI process to the CO and COR.  Failure of 
any Contractor Employee to obtain and maintain a favorably adjudicated BI or SSBI shall 
be cause for dismissal.  For key personnel, the Contractor shall propose a qualified 
replacement employee candidate to the CO and COR within 30 days after being notified of 
an unsuccessful candidate or vacancy.  For all non-key personnel Contractor Employees, 
the Contractor shall propose a qualified replacement employee candidate to the COR 
within 30 days after being notified of an unsuccessful candidate or vacancy.  The CO/COR 
shall approve or disapprove replacement employees.  Continuous failure to provide 
Contractor Employees who meet CBP BI or SSBI requirements may be cause for 
termination of the contract.   


 
C.  Security Responsibilities  
 


1.  The Contractor shall ensure that its employees follow the general procedures governing 
physical, environmental, and information security described in the various DHS CBP 
regulations identified in this clause.  The contractor shall ensure that its employees apply 
proper business practices in accordance with the specifications, directives, and manuals 
required for conducting work under this contract.  Applicable contractor personnel will be 
responsible for physical security of work areas and CBP furnished equipment issued under 
this contract. 


 
2.  The CO/COR may require the Contractor to prohibit its employees from working on this 


contract if continued employment becomes detrimental to the public’s interest for any 
reason including, but not limited to carelessness, insubordination, incompetence, or 
security concerns. 


 
3.  Work under this contract may require access to sensitive information as defined under 


Homeland Security Acquisition Regulation (HSAR) Clause 3052.204-71, Contractor 
Employee Access, included in the solicitation/contract.  The Contractor Employee shall not 
disclose, orally or in writing, any sensitive information to any person unless authorized in 
writing by the CO.   







SECTION H – SPECIAL CONTRACT REQUIREMENTS 


  PAGE H-33 
 
 


 
4.  The Contractor shall ensure that its employees who are authorized access to sensitive 


information, receive training pertaining to protection and disclosure of sensitive 
information.  The training shall be conducted during and after contract performance.  


 
5.  Upon completion of this contract, the Contractor Employee shall return all sensitive 


information used in the performance of the contract to the CO/COR.  The Contractor shall 
certify, in writing, that all sensitive and non-public information has been purged from any 
Contractor-owned system.    


 
D.  Notification of Contractor Employee Changes  
 


1.  The CPM shall notify the CO/COR via phone, facsimile, or electronic transmission, 
immediately after a personnel change becomes known or no later than five (5) business 
days prior to departure of the Contractor Employee.  Telephone notifications must be 
immediately followed up in writing.  CPM’s notification shall include, but is not limited to 
name changes, resignations, terminations, and reassignments to another contract.   


 
2.  The CPM shall notify the CO/COR and program office (if applicable) in writing of any 


proposed change in access requirements for its employees at least fifteen (15) days, or 
thirty (30) days if a security clearance is to be obtained, in advance of the proposed change.  
If a security clearance is required, the CO/COR will notify OPR/SMD. 


 
E.  Non-Disclosure Agreements 
 


As part of the BI package, Contractor Employees are required to execute and submit a Non-
Disclosure Agreement (DHS Form 11000-6) as a condition to perform on any CBP contract.   


 
H.18 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (JUN 2012) 


(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, 
disclosure, or unauthorized access to or modification of which could adversely affect the national 
or homeland security interest, or the conduct of Federal programs, or the privacy to which 
individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but 
which has not been specifically authorized under criteria established by an Executive Order or an 
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign 
policy. This definition includes the following categories of information: 


 (1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure     Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the 
implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) 
as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the 
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Department of Homeland Security (including the PCII Program Manager or 
his/her designee); 


 (2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding 
and Control of S SI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration 
or his/her designee); 


  (3) Information designated as “For Official Use Only,” which is unclassified 
information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person’s privacy or welfare, the conduct of Federal programs, 
or other programs or operations essential to the national or homeland security 
interest; and 


 (4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland 
security information handling procedures. 


(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet sites. 


(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or 
subject to other investigations as required. All contractor employees requiring recurring access to 
Government facilities or access to sensitive information or IT resources are required to have a 
favorably adjudicated background investigation prior to commencing work on this contract 
unless this requirement is waived under Departmental procedures. 


(d) The Contracting Officer may require the contractor to prohibit individuals from working on 
the contract if the government deems their initial or continued employment contrary to the public 
interest for any reason, including, but not limited to, carelessness, insubordination, 
incompetence, or security concerns. 


(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless 
authorized in writing by the Contracting Officer. For those contractor employees authorized 
access to sensitive information, the contractor shall ensure that these persons receive training 
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concerning the protection and disclosure of sensitive information both during and after contract 
performance. 


(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where 
the subcontractor may have access to Government facilities, sensitive information, or resources. 


(End of clause) 


ALTERNATE I (JUN 2012) 


When the contract will require contractor employees to have access to Information Technology 
(IT) resources, add the following paragraphs: 


(g) Before receiving access to IT resources under this contract the individual must receive a 
security briefing, which the Contracting Officer’s Technical Representative (COTR) will 
arrange, and complete any nondisclosure agreement furnished by DHS. 


(h) The contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary for 
performance of the work under this contract. Any attempts by contractor personnel to gain access 
to any information technology resources not expressly authorized by the statement of work, other 
terms and conditions in this contract, or as approved in writing by the COTR, is strictly 
prohibited. In the event of violation of this provision, DHS will take appropriate actions with 
regard to the contract and the individual(s) involved. 


(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the contractor performs business for the DHS Component. It is not a 
right, a guarantee of access, a condition of the contract, or Government Furnished Equipment 
(GFE). 


(j) Contractor access will be terminated for unauthorized use. The contractor agrees to hold and 
save DHS harmless from any unauthorized use and agrees not to request additional time or 
money under the contract for any delays resulting from unauthorized use or access. 


(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has 
been granted by the Head of the Component or designee, with the concurrence of both the 
Department’s Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their 
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both 
the CSO and the CIO or their designees. In order for a waiver to be granted: 


(1) The individual must be a legal permanent resident of the U. S. or a citizen of Ireland, 
Israel, the Republic of the Philippines, or any nation on the Allied Nations List 
maintained by the Department of State; 
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          (2) There must be a compelling reason for using this individual as opposed to a U. S. 
citizen; and 


            (3) The waiver must be in the best interest of the Government. 


(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the contracting officer. 


(End of clause) 


ALTERNATE II (JUN 2006) 


When the Department has determined contract employee access to sensitive information or 
Government facilities must be limited to U.S. citizens and lawful permanent residents, but the 
contract will not require access to IT resources, add the following paragraphs: 


(g) Each individual employed under the contract shall be a citizen of the United States of 
America, or an alien who has been lawfully admitted for permanent residence as evidenced by a 
Permanent Resident Card (USCIS I-55 1). Any exceptions must be approved by the 
Department’s Chief Security Officer or designee. 


(h) Contractors shall identify in their proposals, the names and citizenship of all non-U.S. 
citizens proposed to work under the contract. Any additions or deletions of non-U.S. citizens 
after contract award shall also be reported to the contracting officer. 
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I.1   TASK ORDER CLAUSES 
All applicable and required clauses set forth in FAR 52.301 automatically flow down to all CIO-
SP3 TOs, based on their specific contract type (e.g., cost, fixed-price, etc.), statement of work, 
competition requirements, commercial or not commercial, and dollar value as of the date the TO 
solicitation is issued.  


I.2   FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
This TO incorporates one or more clauses by reference with the same force and effect as if they 
were given in full text. The full text of a clause may be accessed electronically at the FAR 
website:  


http://www.acquisition.gov/far/ 


FAR TITLE DATE 


52.203-13 Contractor Code of Business Ethics and Conduct OCT 2016 
52.203-14 Display of Hotline Poster(s)(https://www.oig.dhs.gov/hotline) OCT 2016 


52.203-17 Contractor Employee Whistleblower Rights and Requirement 
to Inform Employees of Whistleblower Rights APR 2014 


52.204-2 Security Requirements AUG 1996 
52.204-9 Personal Identity Verification of Contractor Personnel JAN 2011 


52.204-10 Reporting Executive Compensation and First-Tier 
Subcontract Awards OCT 2016 


52.204-13 System for Award Management Maintenance OCT 2018 
52.204-14 Service Contract Reporting Requirements OCT 2016 


52.204-21 Basic Safeguarding of Covered Contractor Information 
Systems JUN 2016 


52.204-23 Prohibition on Contracting for Hardware, Software, and 
Services Developed or Provided by Kaspersky Lab and Other 
Covered Entities 


JUL 2018 


52.204-25 Prohibition on Contracting for Certain Telecommunications 
and Video Surveillance Services or Equipment (Deviation 20-
05) 


AUG 2020 


52.212-4 Contract Terms and Conditions-Commercial Items OCT 2018 


52.212-4, Alt. I Contract Terms and Conditions-Commercial Items,Alternate I JAN 2017 
52.215-23 Limitations on Pass-Through Charges OCT 2009 
52.223-15 Energy Efficiency in Energy Consuming Products DEC 2007 


52.223-16 Acquisition of EPEAT®-Registered Personal Computer 
Products OCT 2015 


52.224-1 Privacy Act Notification APR 1984 
52.224-2 Privacy Act APR 1984 



http://www.acquisition.gov/far/

https://www.oig.dhs.gov/hotline
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FAR TITLE DATE 


52.225-13 Restrictions on Certain Foreign Purchases JUN 2008 


52.225-25 Prohibition on Contracting With Entities Engaging in Certain 
Activities or Transactions Relating to Iran—Representations 
and Certifications 


OCT 2015 


52.227-14 Rights in Data – General  MAY 2014 


52.227-14 Rights In Data –Alternate II  DEC 2007 


52.227-14 Rights In Data –Alternate III DEC 2007 


52.227-15 Representation of Limited Rights Data and Restricted 
Computer Software  DEC 2007 


52.227-17 Rights In Data Special Works DEC 2007 


52.227-21 Technical Data Declaration Revision and Withholding of 
Payment – Major Systems 


MAY 2014 


52.232-18 Availability of Funds APR 1984 
52.232-22 Limitation of Funds APR 1984 


52.232-40 Providing Accelerated Payments to Small Business 
Subcontractors DEC 2013 


52.237-3 Continuity of Services JAN 1991 


52.239-1 Privacy or Security Safeguards AUG 1996 


52.244-6 Subcontracts for Commercial Items JAN 2017 
52.245-1 Government Property JAN 2017 
52.246-25 Limitation of Liability – Services FEB 1997 
52.251-1 Government Supply Sources APR 2012 


I.2.1   FAR CLAUSES INCORPORATED BY FULL TEXT  


52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN 
TELECOMMUNICATIONS AND VIDEO SURVEILANCE SERVICES OR 
EQUIPMENT (AUG 2019) 


      (a) Definitions. As used in this clause— 
     “Covered foreign country” means The People’s Republic of China. 
     “Covered telecommunications equipment or services” means– 
           (1) Telecommunications equipment produced by Huawei Technologies Company or 


ZTE Corporation (or any subsidiary or affiliate of such entities); 
           (2) For the purpose of public safety, security of Government facilities, physical security 


surveillance of critical infrastructure, and other national security purposes, video surveillance 
and telecommunications equipment produced by Hytera Communications Corporation, 
Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any 
subsidiary or affiliate of such entities); 
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           (3) Telecommunications or video surveillance services provided by such entities or 
using such equipment; or 


           (4) Telecommunications or video surveillance equipment or services produced or 
provided by an entity that the Secretary of Defense, in consultation with the Director of National 
Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an 
entity owned or controlled by, or otherwise connected to, the government of a covered foreign 
country. 


     “Critical technology” means– 
           (1) Defense articles or defense services included on the United States Munitions List set 


forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 22, 
Code of Federal Regulations; 


           (2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 
774 of the Export Administration Regulations under subchapter C of chapter VII of title 15, 
Code of Federal Regulations, and controlled- 


                (i) Pursuant to multilateral regimes, including for reasons relating to national 
security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile 
technology; or 


                (ii) For reasons relating to regional stability or surreptitious listening; 
           (3) Specially designed and prepared nuclear equipment, parts and components, 


materials, software, and technology covered by part 810 of title 10, Code of Federal Regulations 
(relating to assistance to foreign atomic energy activities); 


           (4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of 
Federal Regulations (relating to export and import of nuclear equipment and material); 


           (5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, 
part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or 


           (6) Emerging and foundational technologies controlled pursuant to section 1758 of the 
Export Control Reform Act of 2018 (50 U.S.C. 4817). 


     “Substantial or essential component” means any component necessary for the proper 
function or performance of a piece of equipment, system, or service. 


      (b) Prohibition. Section 889(a)(1)(A) of the John S. McCain National Defense 
Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive 
agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a 
contract to procure or obtain, any equipment, system, or service that uses covered 
telecommunications equipment or services as a substantial or essential component of any system, 
or as critical technology as part of any system. The Contractor is prohibited from providing to 
the Government any equipment, system, or service that uses covered telecommunications 
equipment or services as a substantial or essential component of any system, or as critical 
technology as part of any system, unless an exception at paragraph (c) of this clause applies or 
the covered telecommunication equipment or services are covered by a waiver described in 
Federal Acquisition Regulation 4.2104. 


      (c) Exceptions. This clause does not prohibit contractors from providing— 
           (1) A service that connects to the facilities of a third-party, such as backhaul, roaming, 


or interconnection arrangements; or 
           (2) Telecommunications equipment that cannot route or redirect user data traffic or 


permit visibility into any user data or packets that such equipment transmits or otherwise 
handles. 



https://acquisition.gov/content/42104-waivers#id1989GI040ZO
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      (d) Reporting requirement. 
  


(1) In the event the Contractor identifies covered telecommunications equipment or services 
used as a substantial or essential component of any system, or as critical technology as part of 
any system, during contract performance, or the Contractor is notified of such by a subcontractor 
at any tier or by any other source, the Contractor shall report the information in paragraph (d)(2) 
of this clause to the Contracting Officer, unless elsewhere in this contract are established 
procedures for reporting the information; in the case of the Department of Defense, the 
Contractor shall report to the website at https://dibnet.dod.mil. For indefinite delivery contracts, 
the Contractor shall report to the Contracting Officer for the indefinite delivery contract and the 
Contracting Officer(s) for any affected order or, in the case of the Department of Defense, 
identify both the indefinite delivery contract and any affected orders in the report provided 
at https://dibnet.dod.mil. 


           (2) The Contractor shall report the following information pursuant to paragraph (d)(1) 
of this clause 


                (i) Within one business day from the date of such identification or notification: the 
contract number; the order number(s), if applicable; supplier name; supplier unique entity 
identifier (if known); supplier Commercial and Government Entity (CAGE) code (if known); 
brand; model number (original equipment manufacturer number, manufacturer part number, or 
wholesaler number); item description; and any readily available information about mitigation 
actions undertaken or recommended. 


                (ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of 
this clause: any further available information about mitigation actions undertaken or 
recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or 
submission of covered telecommunications equipment or services, and any additional efforts that 
will be incorporated to prevent future use or submission of covered telecommunications 
equipment or services. 


      (e) Subcontracts. The Contractor shall insert the substance of this clause, including this 
paragraph (e), in all subcontracts and other contractual instruments, including subcontracts for 
the acquisition of commercial items. 


(End of clause) 


  
FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT 
STATUTES OR EXECUTIVE ORDERS-COMMERCIAL ITEMS (JUL 2020) 
 
(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 
           (1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 
           (2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 
of Pub. L. 115-91). 



https://dibnet.dod.mil/

https://dibnet.dod.mil/
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           (3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232). 
           (4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 
2015). 
           (5) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553). 
           (6) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-
77 and 108-78 ( 19(19 U.S.C. 3805 note)). 
      (b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the 
Contracting Officer has indicated as being incorporated in this contract by reference to 
implement provisions of law or Executive orders applicable to acquisitions of commercial items: 
     [Contracting Officer check as appropriate.] 
_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (June 2020), with 
Alternate I (Oct 1995) ( 41U.S.C.4704 and 10 U.S.C. 2402). 
_X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun 2020) (41 U.S.C. 
3509)). 
__ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment 
Act of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the 
American Recovery and Reinvestment Act of 2009.) 
_X_ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Jun 
2020) (Pub. L. 109-282) ( 31 U.S.C. 6101 note). 
__ (5) [Reserved]. 
_X_ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 
section 743 of Div. C). 
_X_ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts 
(Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 
_X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with Contractors 
Debarred, Suspended, or Proposed for Debarment. (Jun 2020) (31 U.S.C. 6101 note). 
_X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters 
(Oct 2018) (41 U.S.C. 2313). 
__ (10) [Reserved]. 
__ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Mar 2020) (15 
U.S.C. 657a). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-3. 
__ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 
Concerns (Mar 2020) (if the offeror elects to waive the preference, it shall so indicate in its offer) 
(15 U.S.C. 657a). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-4. 
__ (13) [Reserved] 
 __ (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Mar 2020) of 52.219-6 (15 
U.S.C. 644). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-6 . 
__ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (Mar 2020) (15 U.S.C. 644). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-7. 
__ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and 
(3)). 
_ _ (17) (i) 52.219-9, Small Business Subcontracting Plan (Jun 2020) (15 U.S.C. 637(d)(4)). 
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                  __ (ii) Alternate I (Nov 2016) of 52.219-9. 
                  __ (iii) Alternate II (Nov 2016) of 52.219-9. 
                  __ (iv)Alternate III (Jun 2020) of 52.219-9. 
                  __ (v)Alternate IV (Jun 2020) of 52.219-9  
 __ (18) (i) 52.219-13, Notice of Set-Aside of Orders (Mar 2020) (15 U.S.C. 644(r)).  
                (ii) Alternate I (Mar 2020) of 52.219-13.  
 _X_ (19) 52.219-14, Limitations on Subcontracting (Mar 2020) (15 U.S.C. 637(a)(14)). 
__ (20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 
637(d)(4)(F)(i)). 
__ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Mar 
2020) (15 U.S.C. 657f). 
__ (22) (i) 52.219-28, Post Award Small Business Program Rerepresentation (May 2020) (15 
U.S.C. 632(a)(2)). 
                (ii) Alternate I (MAR 2020) of 52.219-28. 
__ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 
Disadvantaged Women-Owned Small Business Concerns (Mar 2020) (15 U.S.C. 637(m)). 
__ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 
Business Concerns Eligible Under the Women-Owned Small Business Program (Mar2020) (15 
U.S.C. 637(m)). 
__ (25) 52.219-32, Orders Issued Directly Under Small Business Reserves (Mar 2020) (15 
U.S.C. 644(r)). 
__ (26) 52.219-33, Nonmanufacturer Rule (Mar 2020) (15U.S.C. 637(a)(17)). 
__ (27) 52.222-3, Convict Labor (Jun 2003) (E.O.11755). 
_X_ (28) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Jan2020) 
(E.O.13126). 
_X_ (29) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
_X_ (30) (i) 52.222-26, Equal Opportunity (Sep 2016) (E.O.11246). 
                  __ (ii) Alternate I (Feb 1999) of 52.222-26. 
_X_ (31) (i) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212). 
                  __ (ii) Alternate I (Jul 2014) of 52.222-35. 
_X_ (32) (i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C. 
793). 
                  __ (ii) Alternate I (Jul 2014) of 52.222-36. 
 _X_ (33) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212). 
_X_ (34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 
(Dec 2010) (E.O. 13496). 
_X_ (35) (i) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and 
E.O. 13627). 
                  __ (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
_X_ (36) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). 
(Not applicable to the acquisition of commercially available off-the-shelf items or certain other 
types of commercial items as prescribed in 22.1803.) 
__ (37) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–Designated 
Items (May 2008) ( 42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 
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                  __ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable 
to the acquisition of commercially available off-the-shelf items.) 
__ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 
Hydrofluorocarbons (Jun 2016) (E.O. 13693). 
__ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and 
Air Conditioners (Jun 2016) (E.O. 13693). 
__ (40) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) 
(E.O.s 13423 and 13514). 
                  __ (ii) Alternate I (Oct 2015) of 52.223-13. 
__ (41) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 13423 
and 13514). 
                  __ (ii) Alternate I (Jun2014) of 52.223-14. 
__ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (May 2020) (42 U.S.C. 
8259b). 
__ (43) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (Oct 
2015) (E.O.s 13423 and 13514). 
                  __ (ii) Alternate I (Jun 2014) of 52.223-16. 
_X_ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving 
(Jun 2020) (E.O. 13513). 
__ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 
__ (46) 52.223-21, Foams (Jun2016) (E.O. 13693). 
__ (47) (i) 52.224-3 Privacy Training (Jan 2017) (5 U.S.C. 552 a). 
                  __ (ii) Alternate I (Jan 2017) of 52.224-3. 
__ (48) 52.225-1, Buy American-Supplies (May 2014) (41 U.S.C. chapter 83). 
__ (49) (i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (May 2014) (41 
U.S.C.chapter83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 
4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-
138, 112-41, 112-42, and 112-43. 
                  __ (ii) Alternate I (May 2014) of 52.225-3. 
                  __ (iii) Alternate II (May 2014) of 52.225-3. 
                  __ (iv) Alternate III (May 2014) of 52.225-3. 
__ (50) 52.225-5, Trade Agreements (Oct 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 
__ (51) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, proclamations, 
and statutes administered by the Office of Foreign Assets Control of the Department of the 
Treasury). 
 __ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States 
(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 
2008; 10 U.S.C. 2302Note). 
__ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov2007) (42 U.S.C. 5150). 
__ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 
(Nov2007) (42 U.S.C. 5150). 
__ (55) 52.229-12, Tax on Certain Foreign Procurements (Jun 2020). 
__ (56) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 
U.S.C. 4505, 10 U.S.C. 2307(f)). 
__ (57) 52.232-30, Installment Payments for Commercial Items (Jan2017) (41 U.S.C. 4505, 10 
U.S.C. 2307(f)). 
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_X_ (58) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management 
(Oct2018) (31 U.S.C. 3332). 
__ (59) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award 
Management (Jul 2013) (31 U.S.C. 3332). 
__ (60) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 
__ (61) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 
_X_ (62) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 
637(d)(13)). 
__ (63)  
(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 
U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). 
                  __ (ii) Alternate I (Apr 2003) of 52.247-64. 
                  __ (iii) Alternate II (Feb 2006) of 52.247-64. 
      (c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 
 __ (1) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter67). 
 __ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 
and 41 U.S.C. chapter 67). 
 __ (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (Multiple Year and Option Contracts) (Aug 2018) (29 U.S.C. 206 and 41 U.S.C. 
chapter 67). 
 __ (4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (May 2014) (29 U.S.C.206 and 41 U.S.C. chapter 67). 
 __ (5) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 
2014) (41 U.S.C. chapter 67). 
 __ (6) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67). 
 __ (7) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 
 __ (8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706). 
 __ (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020) (42 
U.S.C. 1792). 
      (d) Comptroller General Examination of Record. The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of 
this contract, and does not contain the clause at 52.215-2, Audit and Records-Negotiation. 
           (1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor’s directly 
pertinent records involving transactions related to this contract. 
           (2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 
Records Retention, of the other clauses of this contract. If this contract is completely or partially 
terminated, the records relating to the work terminated shall be made available for 3 years after 
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any resulting final termination settlement. Records relating to appeals under the disputes clause 
or to litigation or the settlement of claims arising under or relating to this contract shall be made 
available until such appeals, litigation, or claims are finally resolved. 
           (3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 
course of business or pursuant to a provision of law. 
      (e)  
(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this 
clause, the Contractor is not required to flow down any FAR clause, other than those in this 
paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the 
extent of the flow down shall be as required by the clause- 
                (i) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun 2020) (41 U.S.C. 
3509). 
                (ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements 
or Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 
                (iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 
of Pub. L. 115-91). 
                (iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232). 
                (v) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) 
and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract 
(except subcontracts to small business concerns) exceeds the applicable threshold specified in 
FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in 
lower tier subcontracts that offer subcontracting opportunities. 
                (vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
                (vii) 52.222-26, Equal Opportunity (Sep 2015) (E.O.11246). 
                (viii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212). 
                (ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C. 
793). 
                (x) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212). 
                (xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations 
Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR 
clause 52.222-40. 
                (xii) 52.222-41, Service Contract Labor Standards (Aug2018) (41 U.S.C. chapter 67). 
                (xiii)  
(A) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and E.O 
13627). 
                     (B) Alternate I (Mar2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
                (xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements 
(May2014) (41 U.S.C. chapter 67). 
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                (xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Certain Services-Requirements (May2014) (41 U.S.C. chapter 67). 
                (xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E.O. 12989). 
                (xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 
                (xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 
13706). 
                (xix)  
(A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 
                     (B) Alternate I (Jan 2017) of 52.224-3. 
                (xx) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. 2302 Note). 
                (xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 
2020) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 
52.226-6. 
                (xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 
2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with 
paragraph (d) of FAR clause 52.247-64. 
           (2) While not required, the Contractor may include in its subcontracts for commercial 
items a minimal number of additional clauses necessary to satisfy its contractual obligations. 
 
(End of clause) 
 
52.217-7 OPTION FOR INCREASED QUANTITY – SEPARATELY PRICED LINE 
ITEM (MAR 1989) 


The Government may require the delivery of the numbered line item, identified in the Schedule 
as an option item, in the quantity and at the price stated in the Schedule. The Contracting Officer 
may exercise the option by written notice to the Contractor 30 days.  Delivery of added items 
shall continue at the same rate that like items are called for under the contract, unless the parties 
otherwise agree. 


(End of clause) 


FAR 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)  
The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed six months. 
The Contracting Officer may exercise the option by written notice to the Contractor within 7 
days of the end of the period of performance.  
(End of clause)  
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FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)  
a. The Government may extend the term of this contract by written notice to the Contractor 


within 5 days; provided that the Government gives the Contractor a preliminary written 
notice of its intent to extend at least 30 days before the contract expires. The preliminary 
notice does not commit the Government to an extension.  


b. If the Government exercises this option, the extended contract shall be considered to 
include this option clause.  


c. The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 66 months. 


(End of clause)  
 


FAR 52.219-6 NOTICE OF TOTAL SMALL BUSINESS SET-ASIDE (MAR 2020) 
(DEVIATION 2019-01) 
       
(a) Definition. Small business concern, as used in this clause, means a concern, including its affiliates 
that is independently owned and operated, not dominant in the field of operation in which it is 
bidding on Government contracts, and qualified as a small business under the size standards in this 
solicitation.  
(b) Applicability. This clause applies only to—  
(1) Contracts that have been totally set aside or reserved for small business concerns; and  
(2) Orders set aside for small business concerns under multiple-award contracts as described in 
8.405-5 and 16.505(b)(2)(i)(F).  
(c) General.  
(1) Offers are solicited only from small business concerns. Offers received from concerns that are not 
small business concerns shall be considered nonresponsive and will be rejected.  
(2) Any award resulting from this solicitation will be made to a small business concern.  
(d) Agreement. A small business concern submitting an offer in its own name shall furnish, 
inperforming the contract, only end items manufactured or produced by small business concerns in 
the United States or its outlying areas. If this procurement is processed under simplified acquisition 
procedures and the total amount of this contract does not exceed $25,000, a small business concern 
may furnish the product of any domestic firm. This paragraph does not apply to construction or 
service contracts.  
 
[(1) For a contract at or below the simplified acquisition threshold, a small business concern 
may provide the end item of any firm. For a contract exceeding the simplified acquisition 
threshold, a small business concern that provides an end item it did not manufacture, process, 
or produce, shall—  
(i) Provide an end item that a small business has manufactured, processed, or produced in the 
United States or its outlying areas;  
(ii) Be primarily engaged in the retail or wholesale trade and normally sell the type of item 
being supplied; and  
(iii) Take ownership or possession of the item(s) with its personnel, equipment, or facilities in a 
manner consistent with industry practice; for example, providing storage, transportation, or 
delivery.  
(2) Paragraph (d)(1) of this clause does not apply to construction or service contracts.]  
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(End of clause)(a) Definition. “Small business concern,” as used in this clause, means a concern, 
including its affiliates, that is independently owned and operated, not dominant in the field of 
operation in which it is bidding on Government contracts, and qualified as a small business under 
the size standards in this solicitation. 
      (b) Applicability. This clause applies only to- 
           (1) Contracts that have been totally set aside for small business concerns; and 
           (2) Orders set aside for small business concerns under multiple-award contracts as 
described in 8.405-5 and 16.505(b)(2)(i)(F). 
      (c) General.  
(1) Offers are solicited only from small business concerns. Offers received from concerns that 
are not small business concerns shall be considered nonresponsive and will be rejected. 
           (2) Any award resulting from this solicitation will be made to a small business concern. 
(End of clause) 


 
FAR 52.219-14 LIMITATIONS ON SUBCONTRACTING (MAR 2020) (DEVIATION 
2019-01) 
       
[(b) Definition. As used in this clause— “Similarly situated entity” means a first-tier 
subcontractor, including an independent contractor, that has the same small business program 
status as that which qualified the prime contractor for the award, and that is considered small 
for the NAICS code the prime contractor assigned to the subcontract the subcontractor will 
perform. An example of a similarly situated entity is a first-tier subcontractor that is a 
HUBZone small business concern for a HUBZone set-aside or sole source award under the 
HUBZone Program.]  
(b) [(c)] Applicability. This clause applies only to—  
(1) Contracts that have been set aside or reserved for small business concerns or 8(a) participants;  
(2) Part or parts of a multiple-award contract that have been set aside for small business concerns or 
8(a) participants; and  
(3) Orders set aside for small business or 8(a) participants under multiple-award contracts as 
described in 8.405-5 and 16.505(b)(2)(i)(F).  
[(1) Contracts that have been set aside or reserved any of the small business concerns identified 
in 19.000(a)(3);  
(2) Part or parts of a multiple-award contract that have been set aside for any of the small 
business concerns identified in 19.000(a)(3);  
(3) Contracts that have been awarded on a sole-source basis in accordance with subparts 19.8, 
19.13, 19.14, and 19.15; and (4)Orders set aside for any of the small business concerns 
identified in 19.000(a)(3) under multiple-award contracts as described in 8.405-5 and 
16.505(b)(2)(i)(F).]  
[(d) Independent contractors. An independent contractor shall be considered a subcontractor.]  
[(e) Agreement.] (c) By submission of an offer and execution of a contract, the Offeror/Contractor 
agrees in performance of the contract in the case of a contract for— Services (except construction). 
At least 50 percent of the cost of contract performance incurred for personnel shall be expended for 
employees of the concern.  
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[(1) Services (except construction), it will not pay more than 50 percent of the amount paid by 
the Government for contract performance to subcontractors that are not similarly situated 
entities. Any work that a similarly situated entity further subcontracts will count toward the 50 
percent subcontract amount that cannot be exceeded;]  
 
(2) Supplies (other than procurement from a nonmanufacturer of such supplies). The concern shall 
perform work for at least 50 percent of the cost of manufacturing the supplies, not including the cost 
of materials.  
[(2) Supplies (other than procurement from a nonmanufacturer of such supplies), it will not 
pay more than 50 percent of the amount paid by the Government for contract performance, 
excluding the cost of materials, to subcontractors that are not similarly situated entities. Any 
work that a similarly situated entity further subcontracts will count toward the 50 percent 
subcontract amount that cannot be exceeded;]  
(3) General construction. The concern will perform at least 15 percent of the cost of the contract, not 
including the cost of materials, with its own employees.  
[(3) General construction, it will not pay more than 85 percent of the amount paid by the 
Government for contract performance, excluding the cost of materials, to subcontractors that 
are not similarly situated entities. Any work that a similarly situated entity further 
subcontracts will count toward the 85 percent subcontract amount that cannot be exceeded; or]  
(4) Construction by special trade contractors. The concern will perform at least 25 percent of the 
cost of the contract, not including the cost of materials, with its own employees.  
[(4) Construction by special trade contractors, it will not pay more than 75 percent of the 
amount paid by the Government for contract performance, excluding the cost of materials, to 
subcontractors that are not similarly situated entities. Any work that a similarly situated entity 
further subcontracts will count toward the 75 percent subcontract amount that cannot be 
exceeded.  
(f)A joint venture agrees that, in the performance of the contract, the applicable percentage 
specified in paragraph (e) of this clause will be performed by the aggregate of the joint venture 
participants.]  
 
(a) This clause does not apply to the unrestricted portion of a partial set-aside. 
      (b) Applicability. This clause applies only to— 
           (1) Contracts that have been set aside for small business concerns or 8(a) participants; 
           (2) Part or parts of a multiple-award contract that have been set aside for small business 
concerns or 8(a) participants;  
           (3) Orders set aside for small business concerns or 8(a) participants under multiple-award 
contracts as described in 8.405-5 and 16.505(b)(2)(i)(F); and 
           (4) Orders issued directly to small business concerns or 8(a) participants under multiple-
award contracts as described in 19.504(c)(1)(ii). 
      (c) Limitations on subcontracting. By submission of an offer and execution of a contract, the 
Contractor agrees that in performance of the contract in the case of a contract for— 
           (1) Services (except construction). At least 50 percent of the cost of contract performance 
incurred for personnel shall be expended for employees of the concern. 
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           (2) Supplies (other than procurement from a nonmanufacturer of such supplies). The 
concern shall perform work for at least 50 percent of the cost of manufacturing the supplies, not 
including the cost of materials. 
           (3) General construction. The concern will perform at least 15 percent of the cost of the 
contract, not including the cost of materials, with its own employees. 
           (4) Construction by special trade contractors. The concern will perform at least 25 
percent of the cost of the contract, not including the cost of materials, with its own employees. 
      (d) The Contractor shall comply with the limitations on subcontracting as follows: 
           (1) For contracts, in accordance with paragraph (b)(1) and (2) of this clause— 
          [Contracting Officer check as appropriate.]  
          _ By the end of the base term of the contract and then by the end of each subsequent 
option period; or 
          _ By the end of the performance period for each order issued under the contract. 
           (2) For orders, in accordance with paragraphs (b)(3) and (4) of this clause, by the end of 
the performance period for the order. 
(End of clause) 
 


52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS 
SUBCONTRACTORS (DEC 2013) 
 
(a) Upon receipt of accelerated payments from the Government, the Contractor shall make 
accelerated payments to its small business subcontractors under this contract, to the maximum 
extent practicable and prior to when such payment is otherwise required under the applicable 
contract or subcontract, after receipt of a proper invoice and all other required documentation 
from the small business subcontractor. 
 
(b) The acceleration of payments under this clause does not provide any new rights under the 
Prompt Payment Act. 
 
(c) Include the substance of this clause, including this paragraph (c), in all subcontracts with 
small business concerns, including subcontracts with small business concerns for the acquisition 
of commercial items. 
 
(End of clause) 
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I.3    RESERVED 


I.4   DHS ACQUISITION REGULATION SUPPLEMENTS (HSAR) CLAUSES 
INCORPORATED BY REFERENCE 
The full text of a clause may be accessed electronically at HSAR website: 


www.dhs.gov/publication/homeland-security-acquisition-regulation-deviations/ 


I.5   OPTION FOR ADDITIONAL AS-NEEDED SERVICES 


The Government may require additional, as-needed support during the base or any option period, 
and these modifications will be in-scope to provide increased support for the defined task areas 
of Section C. Additional, as-needed support is OPTIONAL and is not a guarantee. If the 
Government determines that an increased quantity of support is required for the task areas 
defined in Section C, the Government reserves the right to exercise the additional, as-needed 
support unilaterally. The CO will provide written notice to the Contractor at least 30 calendar 
days prior to any unilateral exercise of the additional, as-needed support services. In the event 
the Government does elect to exercise the additional, as-needed Option, support will be realigned 
under new or existing CLINs for the relevant task areas identified in Section C, and an equal 
amount will be deducted from the additional, as-needed support services CLIN amount. This 
support will be provided at the same labor rates that have been evaluated for price 
reasonableness at time of TO award for the applicable ordering period.  Any unexpended 
capacity may be carried forward to be exercised in a future period of performance, and 
conversely, any future capacity can be purchased in the current period of performance, if needed. 


 


I.6 TELEWORK (FEB 2015) 
 


A. Definitions 


“Telework” is an alternative work arrangement which allows a contractor employee to perform 
work at an alternate worksite (e.g. home, telework center, contractor’s office). In accordance 
with 41 U.S.C. § 3306(f), employees of Federal Government contractors are permitted to 
telework in the performance of contracts entered into with executive agencies.   The term 
“telecommuting” used in the Federal Acquisition Regulation (FAR) is synonymous with the 
term “telework” as used in this clause. A contractor employee can telework on a core or 
episodic basis. A core arrangement occurs on a routine and recurring basis, whereas an episodic 
arrangement occurs on an occasional and non-routine basis, such as during inclement weather. 


“Telework-ready contractor employee” is a contractor employee who has been approved to 
telework, has an established alternate worksite, is prepared to telework by having enough work 
to cover the scheduled telework period, and has the appropriate secure technology equipment to 
meet the needs of the telework arrangement and a high-speed Internet connection. 


B. Requirements 



http://www.dhs.gov/publication/homeland-security-acquisition-regulation-deviations/





SECTION I – CONTRACT CLAUSES 


  PAGE I-16 
 
 


The Contractor shall provide adequate oversight of work products when telework is authorized 
to ensure continuity of contract performance and quality control. Equipment provided by U.S. 
Customs and Border Protection (CBP) for telework purposes will be treated as Government 
Furnished Equipment (GFE) and guidelines in CBP HB 1400-05D, CBP Information Systems 
Security Policies and Procedures Handbook shall be followed. All CBP training required for 
telework-ready contractor employees, such as the annual CBP IT Security Awareness and Rules 
of Behavior training, shall be completed prior to commencement of an individual’s telework 
schedule. The Contracting Officer’s Representative (COR) will notify the Contractor’s program 
manager (PM) of the required training courses. Once the training is completed, contractor 
employees shall submit their certificates of completion to the COR. Contractor employees shall 
comply with the security requirements stated in HSAR 3004.470 and HSAM 3004.470, and 
work according to the guidance set forth in DHS 4300A, Sensitive Systems Handbook, Rules of 
Behavior. 


A contractor employee’s telework schedule shall be approved by the Contractor’s PM and 
coordinated with the COR. Once approved, requests to change a scheduled telework day shall 
be submitted in advance when possible to the Contractor’s PM, who will coordinate with the 
COR. The Contractor’s PM continues to be responsible for contractor employees’ time and 
attendance and notifying the COR of any changes. 


If a Federal Government closing affects the Government facility, contractor employees who are 
telework-ready shall begin to telework at their normal start time and are expected to work the 
entire day. If OPM announces the option for unscheduled telework, a contractor employee may 
request to telework by contacting the Contractor’s PM, who will coordinate with the COR. 


If a contractor employee has performance issues, does not follow the security procedures, or 
does not complete required training while in a telework status, the COR will contact the 
Contractor’s PM and the contractor employee’s telework privileges may be revoked. 


C. Information Technology (IT) and Security 


Contractor employees are required to use only GFE provided by CBP when teleworking. Should 
the GFE fail or require repair or replacing, the contractor employee shall be required to return to 
the traditional worksite to perform their duties. CBP shall provide maintenance and technical 
support for IT GFE used by teleworkers. CBP’s inability to provide IT GFE shall not constitute 
an excusable delay. The Contractor or contractor employee is responsible for providing high 
speed internet connectivity for teleworking and will bear the cost of the internet connection. The 
contractor employee shall be accessible at all times, via telephone, e-mail, or video 
conferencing during his/her working hours. Contractor employees’ use of GFE and Government 
information shall be for contractual performance only and shall be protected from unauthorized 
access, disclosure, sharing, transmission, or loss. The contractor employee shall keep 
Government property and information safe, secure, and separated from his/her personal property 
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and information. Contractor employees who telework shall be the sole operators of the GFE 
they use and shall abide by CBP HB 5200-13C, Personal Property and Asset Management 
Handbook. Contractor employees who telework shall not work on, have access to, or keep in 
their possession classified information at an alternate worksite. Contractor employees shall 
comply with the guidance in the DHS Handbook for Safeguarding Sensitive Personally 
Identifiable Information. Contractor employees shall return all GFE provided by CBP to the 
COR upon separation from the contract.  


D. Subcontracts 


The Contractor shall include the substance of this clause in all subcontracts where telework is 
permitted. The Contractor shall be responsible for monitoring the subcontractor’s adherence to 
this clause. 
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J.1   LIST OF ATTACHMENTS 
The following attachments are attached, either in full text or electronically. 


ATTACHMENT TITLE 
A Organizational Conflict of Interest (OCI) Statement 
B Electronic Reading Room - instructions 
C Corporate Non-Disclosure Agreement (NDA) *provided as an example* 
D SF 1449s Data 
E SF 1449s Vetting 
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L.1   FAR 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE 
(FEB 1998) 


This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the CO will make the full text 
available. The Offeror is cautioned that the listed provisions may include blocks that must be 
completed by the Offeror and submitted with its quotation or offer. In lieu of submitting the full 
text of those provisions, the Offeror may identify the provision by paragraph identifier and 
provide the appropriate information with its quotation of offer. Also, the full text of a solicitation 
provision may be accessed electronically at this address:  
https://www.acquisition.gov/far  


FAR TITLE DATE 
52.204-24 Representation Regarding Certain Telecommunications 


and Video Surveillance Services or Equipment  
AUG 2020 


52.204-26 Covered Telecommunications Equipment or Services-
Representation 


DEC 2019 


52.212-1 Instructions to Offerors-Competitive Acquisition JUN 2020 
52.217-5 Evaluation of Options  JUL 1990 


52.232-38 Submission of Electronic Funds Transfer Information with 
Offer JUL 2013 


L.1.1   SOLICITATION PROVISIONS PROVIDED IN FULL TEXT 


L.2   GENERAL INSTRUCTIONS 
a. The Offeror is expected to examine this entire solicitation document including the 


Master/Basic Contract. Failure to do so will be at the Offeror’s own risk. 
b. The Government may make award based on initial offers received, without discussion of 


such offers. Proposals shall set forth full, accurate, and complete information as required 
by this solicitation package (including Attachments listed in Section J). The penalty for 
making false statements in proposals is prescribed in 18 U.S.C. 1001. 


c. Offerors that include in their proposals data that they do not want disclosed to the public 
for any purpose, or used by the Government except for evaluation purposes, shall –  
(1) Mark the title page with the following legend:  


This proposal includes data that shall not be disclosed outside the Government and 
shall not be duplicated, used, or disclosed--in whole or in part--for any purpose other 
than to evaluate this proposal. If, however, a contract is awarded to this Offeror as a 
result of--or in connection with--the submission of this data, the Government shall 
have the right to duplicate, use, or disclose the data to the extent provided in the 
resulting contract. This restriction does not limit the Government’s right to use 
information contained in this data if it is obtained from another source without 
restriction. The data subject to this restriction are contained in sheets [insert numbers 
or other identification of sheets]; and  


(2) Mark each sheet of data it wishes to restrict with the following legend:  
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Use or disclosure of data contained on this sheet is subject to the restriction on the 
title page of this proposal.” 


d. The Government assumes no liability for disclosure or use of unmarked data and may use 
or disclose the data for any purpose. Unless restricted, information submitted in response 
to this request may become subject to disclosure to the public pursuant to the provisions 
of the Freedom of Information Act (5 U.S.C. 552). 


e. This procurement is conducted under the procedures of FAR Subpart 16.5. The policies 
and procedures of FAR Subpart 15.3 do not apply. 


L.3   GENERAL INFORMATION 
The Government is utilizing this solicitation for two (2) distinct requirements, Data and Meta 
Data Management Services (Data) Solicitation# 70B04C20Q00000179 and Vetting Workflow 
Processing (Vetting) Solicitation# 70B04C20Q00000180. When responding, please label the 
proposal with the appropriate solicitation number.  


This solicitation contains 2 distinct PWS, one for Data and one for Vetting. CIO-SP3 Small 
Business IDIQ contract holders may propose for one or both requirements. If the Offeror intends 
to propose to both requirements, the Offeror is required to submit two (2) complete, distinct 
submissions, as well as indicate in each submission which requirement is being proposed. Any 
reference to information contained in another submission will not be considered. 


Proposals shall be valid for a period of not less than 120 calendar days from the date of delivery. 
For proposal purposes only, Offerors shall use a Transition Task Order Start date of September 
28, 2020. 


L.4   SUBMISSION OF OFFERS 
Each offer shall be provided to the Government in twothree separate parts and shall contain the 
following: 


a. Part I – Phase I Video Submission (video submission will not exceed 15 minutes) 
b. Part II – Written Technical Proposal (page limit: 30 pages) & Price Proposal (no page 


limit) 


The Offeror shall submit each part on the due dates indicated on the Cover Letter. 
Unless otherwise specified, one page is one side of a U.S. Letter size (8.5” x 11”) piece of paper. 
All electronic files shall be in MS Word, PowerPoint, PDF, or Excel formats. Any documents 
provided in Section J, List of Attachments, shall be submitted using the same file format (e.g., 
Project Staffing Plan shall be submitted in Excel file format); this includes the same font size and 
margins as the document provided. When printed, pages (with the exception of Excel and 
PowerPoint) must maintain one inch margins. Excel files must maintain margins of no less than 
0.7 inches, and PowerPoint files must maintain margins of no less than 0.5 inches. When printed, 
pages must maintain 12 point Times New Roman font and be single spaced, with the exception 
of charts/graphics/tables. Charts/Graphics/Tables must maintain a minimum of ten point Times 
New Roman font. Charts/Graphics/Tables embedded in the proposal will count toward page 
limitations. Headers and footers may be of a font larger than 12 point, but shall not be smaller 
than ten point font. Ledger size (11” x 17”) paper may be used in the Project Staffing Plan or 







SECTION L – INSTRUCTIONS, CONDITIONS, AND NOTICES TO BIDDERS 


PAGE L-3 
 


when providing charts/graphics/tables. A single side of an 11” x 17” piece of paper will be 
counted as two pages where page limitations apply. Items such as a Title Page, Table of 
Contents, Cover Letter, List of Figures, and Acronym Lists are excluded from the page counts 
below, unless they are inclusive of a document (e.g., a Table of Contents within the Draft 
Transition-In Plan), in which case it would count toward the stated page limitations. PDF files 
will be allowed for executed documents such as, if applicable, Letters of Commitment. 


Any pages submitted beyond the page limitations will be removed and not evaluated. 


L.5   RFQ PHASES 


L.5.1   PHASE I: WRITTEN INFORMATION AND VIDEO SUBMISSION (PART I, 
FACTOR 1)  


This volume shall contain the following: 
a. OCI Statement and Corporate NDA (Tab A) 
b. [Reserved] (Tab B) 
c. Prior Specialized Experience (VIDEO) 
d. FPDS & CPARS1 (Tab C) - no page limit 


L.5.1.1   OCI STATEMENT AND CORPORATE NDA (TAB A) 
The Offeror and each subcontractor, consultant, and teaming partner involved in proposal 
development shall complete and sign an OCI Statement and NDA. All information pertaining to 
OCI is outlined in Section H.7.1. All information pertaining to OCI is outlined in Section H.7.2. 


L.5.1.2   CORPORATE EXPERIENCE (VIDEO) 
Phase I, Video Response Instructions:  
 
Phase I of the RFQ is being issued to GSA Alliant 2 IDIQCIO-SP3 Small Business contract 
holders.  Failure to follow these instructions may make the submission non-responsive to the 
RFQ requirements. All submissions shall adhere to all specified time limits and page limits.  
 
(a) The Offeror shall elaborate on its Corporate Experience on projects that are similar in size, 
scope, and complexity to the requirements as described in Section C of the RFQ. The Offeror 
shall discuss the scope of work, applicability to PWS tasks, the client and project relationship to 
the RFQ, the specific responsibilities of the Offeror, major deliverables produced, approach to 
client support to include quality assurance, risk management, subcontractor management, 
maintaining effective lines of communication performance measures/service levels applied, and 
any problems or issues that occurred and the corrective action taken. Offerors may use 
slides/charts/other background materials on the video screen to display information about the 
corporate experience references. 


The submitted example(s) must have begun no earlier than five (5) years before the release date 
of this RFQ or remain currently performing/ongoing under a continuous period of performance. 
                                            
1 The Government will allow submission of base contract award documents and past performance questionnaires 
(PPQs) for projects supporting law enforcement sensitive and Intelligence Community clients. 
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At least two of the corporate experiences shall be the Offeror’s direct experience as a prime 
contractor of similar scope and complexity to the requirements identified in Section C. The 
offeror shall include additional prior experience from team members or subcontractors that is 
similar in scope and complexity to the requirements identified in Section C that the team member 
or subcontractor is proposed to perform.  


(b) All projects examples shall be contracts or orders for the performance of actual technical 
requirements. A master contract vehicle (e.g., Blanket Purchase Agreement (BPA), Indefinite 
Delivery/Indefinite Quantity (IDIQ) contract) that has one or more TOs that were awarded and 
performed under that vehicle and supports a single customer or program, may be grouped and 
counted as one Prior Specialized Experience project example. Task Orders under government-
wide, department-wide, or agency-wide contracts (e.g., Alliant, SEAPORT, EAGLE) may not be 
grouped unless they support the same program.  
 
(c) General Video Submission Instructions:  


Video submissions shall adhere to the proposal content maximum time limits utilizing 
Youtube.com for the Government to access.  Videos may be marked public or private. By the 
date and time specified, Offeror’s shall send a YouTube link to the 
cbptaspdrequirements@cbp.dhs.gov in order for CBP to access the video submission. Do not 
provide a shortened URL, such as youtu.be. 


The Government does not intend to evaluate the quality of the video submissions. Unnecessarily 
elaborate videos beyond that which is sufficient to present a complete and effective response to 
this RFQ are not desired. Computer-generated graphics, background music, elegant sets, and so 
forth are neither necessary nor wanted. The Government strongly encourages not to invest 
significantly in the video submission. A low-cost video production is encouraged.  


The DHS Procurement Innovation Lab (PIL) has produced the following video to provide helpful 
information about video submissions: DHS YouTube Skit and Mock Video: 
https://www.youtube.com/watch?v=8DJpJ2qECtM&feature=em-share_video_user. Offerors are not 
required to adhere to the DHS mock video format. 
 
The Offeror will submit one YouTube.com link for each requirement, if proposing to more than one 
solicitation. If the Offeror submits one (1) video comprising of multiple requirements, the 
Government will not evaluate the Offeror’s Phase 1 submission and the Offeror will not be allowed to 
continue to participate in Phase 2.  
 
1. Offeror’s video submission will not exceed 15 minutes in length/duration utilizing 
Youtube.com for the Government to access.  Anything over 15 minutes will not be evaluated by 
the Government. 
 
2. In addition to the YouTube.com submission, Offerors shall submit their FPDS & CPARS 
records for federal and all public sector project(s) or similar certified information for commercial 
project (or if performed as subcontractor) for all cited corporate experience  example(s). The 
most current FPDS and CPARS record (current period or last issued modification) shall be 
provided. If no FPDS and/or CPARS is currently available for the example(s), the contractor 
may submit similar certified information for federal/public sector (e.g., a copy of the Base 



mailto:cbptaspdrequirements@cbp.dhs.gov
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Contract Award and Modification(s), Balanced Scorecard(s), etc.). FPDS & CPARS records may 
be provided as one searchable document in lieu of individual records.  
 
3. The Government desires no more than two (2) individuals be featured in the video. The video 
shall feature at least one (1) individual who will serve as the Principal/Program Manager and will 
responsible for managing any resultant contract.  Offerors are encouraged to use visual aids 
within the video presentation. The video must display a letter of commitment for each (if any) 
proposed subcontractor referenced in the responses to the experience questions provided below.  
The video must also display a letter of commitment from any video participant who is not an 
employee of the prime Offeror. 
 
L.5.1.3  ADVISORY NOTIFICATION 
 
After the Government completes evaluation Factor 1, Offerors will receive an advisory 
notification via e-mail from the Contracting Officer. This notification will advise the Offerors of 
the Government’s evaluation of Phase I for the vendor’s consideration in their voluntary decision 
on whether to proceed to Phase II. The intent of this notice is to minimize proposal development 
costs for those Offerors with little to no chance of receiving an award.  
 
Failure to participate in Phase I of the procurement precludes further consideration of an Offeror. 
Phase II submissions will not be accepted from Offerors who have not submitted Phase I 
proposals by the due date and time stated in this solicitation.  


L.5.2   SUBMISSION OF THE WRITTEN COST/PRICE PROPOSAL (PART II) 
The Offeror shall fully support all proposed costs/prices. An Offeror’s proposal is presumed to 
represent the Offeror’s best efforts in response to the solicitation. Any inconsistency, whether 
real or apparent, between promised performance and cost/price, shall be explained in the 
proposal.  
Offerors shall clearly differentiate descriptive information for evaluation purposes from that 
which is promissory for inclusion in the resultant award.  Offerors are encouraged to keep 
descriptive information to a minimum. 
Written Cost/Price Proposals shall be submitted as one electronic copy. The Cost/Price Excel 
Workbook shall only be provided as one electronic copy; No thumb drives will be accepted. 
The Offeror shall submit all proposed costs/prices using MS Excel software utilizing the formats 
without cells locked and including all formulas. The Offeror shall include adequate information, 
which will allow the Government to perform a price analysis.  
Important note regarding email attachments:  CBP’s email system limits incoming email 
attachments to 10MB per email. Offerors should NOT submit .zip files as these may be stripped 
by CBP’s email system.  All incoming files are scanned so there may be a delay between the 
time the file is submitted and the time it is received. Therefore, Offerors must ensure they submit 
proposals with sufficient time to reach the required destination no later than the response due 
date identified above. Offerors are strongly encouraged to verify receipt of their response (via 
email) as noted above. Offerors may submit attachments in multiple emails due to size 
constraints; however, the complete proposal (including all required submissions) must be 
received by the due date and time identified above. 
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Proprietary information shall be clearly marked. 


The Offeror shall not include any cost/price data in any technical narratives of the 
proposal.  


L.5.2.1   SOLICITATION, OFFER AND AWARD (SF 1449) (TAB A) 
When completed and signed by the Offeror, Standard Form (SF) 1449, “Solicitation, Offer and 
Award,” constitutes the Offeror’s acceptance of the terms and conditions of the proposed TO. 
Therefore, the form must be executed by representatives of the Offeror authorized to commit the 
Offeror to contractual obligations. The Offeror shall sign the SF 1449. 


L.5.2.2 PRICE/COST (FACTOR 5) 
Part II of Written Price/Cost Proposal and shall contain the following: 


a. Solicitation, Offer and Award (SF1449) (Tab A) 
b. Section B - Cost/Price Excels (Tab B). Offerors shall add additional CLINs, subCLINs, 


or any other structural modification to Section B in an Excel to illustrate their proposed 
costs as aligned to the proposed technical solution. Transition must be a separately 
addressed, including a separate excel. 


c. Cost/Price Supporting Documentation (Tab C) 
d. Subcontractor Supporting Documentation (Tab D) 
e. Cost/Price Assumptions (Tab E) 
f. Reserved  (Tab F) 


 
1. General Information:  
It is anticipated that all pricing information submitted in response to these instructions will be 
treated as business confidential. Except for the total price, none of the price quote information 
will be disclosed outside of the Government. Pricing for the Transition TO must be a separated 
out. There is no page limitation for the price volume. 
 
The price volume must be mathematically correct and all parts must be numerically consistent.  
 
The price volume must correlate with the technical volume and staffing plan in a logical and 
consistent manner. 
  
The required price volume format shall be submitted in Microsoft® Office Suite 2013 (or higher 
versions when available). All Excel spreadsheets shall maintain all formulas and links between 
the spreadsheets and tables presented in the price proposal. Formulas in the electronic 
spreadsheets shall not be converted to hard coded values. 
 
2. Price Proposal Content:  


• Price volume format:  Roll Up – Shall include company name (prime and subcontractor) 
for all proposed labor.  All labor shall be defined by company name and labor categories 
for the Base Period plus all Options Periods. 







SECTION L – INSTRUCTIONS, CONDITIONS, AND NOTICES TO BIDDERS 


PAGE L-7 
 


• The Offeror shall also provide a comprehensive narrative that discusses in detail the 
assumptions, methods and business decisions that form the basis for the proposed price. 


• The Offeror shall provide a brief statement and support for the basis of the Offeror’s 
proposed productive labor year. 


• The Offeror shall provide a brief statement and support for the basis of the Offeror’s 
annual labor escalation factors. 


• Offeror’s shall include additional CLINs, sub-CLIN’s which align to their technical 
solution to supplement the format provided. 


L.5.2.2.1   SECTION B – SUPPLIES OR SERVICES AND PRICES/COSTS (TAB B) 
The Offeror shall indicate the cost/price to be charged for each item in Section B rounded to the 
nearest whole dollar. The Offeror shall insert not-to-exceed indirect/material handling ceiling 
rates in accordance with Section B.5.1. 
Note for the Transition TO: the flexible end date for the transition TO will be function of post-
award readiness efforts, and not a function of competitive evaluation. For purposes of evaluation 
and pricing, all Offerors should use 12 month period for transition TO. 
As a supplement to the summary information provided in Section B, the Offeror shall provide 
full back-up documentation for the CLINs for each period of performance, and include any 
additional CLINs or sub-CLINS to further delineate the proposed technical solution for each task 
area using an Excel Workbook. The Offeror shall not lock any cells and the Offeror shall 
ensure all calculation formulas are included in order to effectively show the cost build up in 
the Cost/Price Excel Workbook. The back-up documentation shall include a summary total for 
each proposed CLINelement.  
Note: Offerors shall provide a CLIN roll up consisting of labor categories, corresponding 
proposed hours, and labor rates.  Discounts are encouraged and should be easily identified. 


L.5.2.2.2   COST/PRICE SUPPORTING DOCUMENTATION (TAB C) 
The cost/price supporting documentation is required to enable the Government to perform a price 
analysis. Supporting documentation for the Transition TO must be distinct from the 
Requirements TO. 
The Offeror shall provide a detailed narrative, which explains the processes and methodologies 
used to develop its price proposal. This includes, but is not limited to, the estimating 
methodology used by the Offeror to estimate direct labor and subcontractor labor, planning 
assumptions used in the development of the cost estimate, etc. The Offeror shall provide the 
labor rate (fully burdened) for all proposed labor categories and all projected rates (factoring in 
escalation) for all option years. The Offeror shall identify all direct labor escalation factors and 
basis for any escalation index being utilized for all option years.  
The Government is also providing an estimated magnitude for each requirements as follows: 


The Government estimates that the total value of the Data and Meta Data Services Transition 
requirement is between $1,500,000.00 and $2,500.000.00. This range is for a twelve (12) month 
period of performance. 
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The Government estimates that the total value of the Data and Meta Data Services requirement is 
between $40,000,000.00 and $50,000,000.00.  This range is inclusive of all CLINs over the full 
56 year performance period and 6 month OES. 
The Government estimates that the total value of the Vetting Workflow Processing Services 
requirement is between $7,000,000.00 and $9,000,000.00. This range is for a twelve (12) month 
period of performance. 
The Government estimates that the total value of the Vetting Workflow Processing Services 
requirement is between $175,000,000.00 and $200,000,000.00.  This range is inclusive of all 
CLINs over the full 56 year performance period and 6 month OES. 
The total estimated value for all proposed optional surge CLINs (CLIN TBD) and requirements 
must be no greater than fifty percent of the mandatory CLINs (CLIN TBD) value; the mandatory 
CLINs do NOT include ODCs or Long-Distance Travel, or CAF. Additionally, the surge 
estimate does not include ODCs or Long-Distance Travel, or CAF. Any proposal that is not 
within this range shall include an explanation that specifically draws the Government’s attention 
to any unique technical aspects of the proposal the Offeror would like the Government to 
consider as the justification for the deviation from the range. Optional surge CLINs are fluid in 
that they may carry forward to future periods of performance if unactivatedinactivated in the 
current period, and may be transferred forward from a future period if needed for current 
performance.  Optional surge quantities do not expire with the contract’s period of performance. 


L.5.2.2.3   SUBCONTRACTOR SUPPORTING DOCUMENTATION (TAB D) 
The Offeror shall also provide supporting cost/price documentation for all proposed 
subcontractors, including the total value of the proposed subcontract, the proposed type of 
subcontract, the rationale and/or justification for this type of subcontract type. Additionally, the 
Offeror shall provide a narrative detailing the processes used to evaluate the subcontracts it is 
proposing. Failure to provide complete supporting documentation may result in no further 
consideration of the Offeror’s proposal. Failure to propose at least 50% of the total contract 
value as small business effort will result in no further consideration for award. 
Subcontractors may submit proprietary data directly to the CO via 
CBPTASPDRequirements@cbp.dhs.gov. The prime contractor shall specifically state whether 
the estimated costs of any proposed subcontractor will be in excess of $10M over the life of the 
TO for Government accomplished Equal Employment Opportunity (EEO) verification purposes. 


L.5.2.2.4   COST/PRICE ASSUMPTIONS (TAB E) 
The Offeror must submit all (if any) assumptions upon which the Cost/Price Proposal is based. 


L.5.3    SUBMISSION OF THE WRITTEN TECHNICAL PROPOSAL (PART II) 


Each Offeror shall submit all information described in the following paragraphs. The Offeror 
shall provide one original electronic copy, containing all required sections of this Part. No thumb 
drives will be accepted. The written Technical Proposal is limited to 30 pages total. 


L.5.3.1   TECHNICAL APPROACH (FACTOR 2)  
The Offeror shall identify and describe the methodology and analytical techniques to be used in 
fulfilling the technical requirements identified in the RFQ. The Offeror should tailor the 
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technical approach to achieve the requirements as identified in this solicitation. The Offeror’s 
proposal shall be relevant to this RFQ and reflect an effective understanding of RFQ 
requirements. The Agile framework described in the PWS shall be applied in the performance of 
all tasks identified the PWS and throughout this requirement. Throughout the proposal, Offerors 
should discuss the benefits the Government should expect to realize as a result of implementing 
the solutions proposed.  


These elements are not subfactorssub factors and will not be individually rated, but will be 
evaluated as a whole to arrive at the factor-level rating: 


a. Offerors shall discuss their technical approach to meeting the objectives, conditions, and 
task requirements identified in this solicitation.  


b. Offeror’s shall propose performance measures, metrics, and performance standards that 
align with their proposed technical solution in the form of a Quality Assurance 
Surveillance Plan (QASP). Discuss why they were selected, the performance levels, and 
to the expected benefit the Government should realize.   


c. Innovation and Technology Transfer: The Offeror shall describe any innovative 
techniques or approaches in performing the requirements that would benefit the CBP 
mission by way of optimizing and improving performance as well as reducing 
performance risk. Offerors shall discuss their innovation and technology transfer methods 
and describe any partnerships with academia, commercial partners, think tanks, vendor 
centers of excellence, and technology transfers from other Agencies as means to 
introduce cutting edge techniques to the Targeting mission.  Offeror’s shall discuss other 
corporate innovation and proven approaches of targeting models.   


d. The Offeror shall describe its agile process and discuss the ideal frequency of Sprints. 
Offeror’s shall describe an effective approach for coordination and collaboration within 
agile teams, across the TO, and outside of TASPD to ensure efficient service delivery, 
promote knowledge sharing, manage stakeholders, and support customer requirements.  
 


L.5.3.2   MANAGEMENT APPROACH (FACTOR 3) 
The Offeror shall describe the management approach for managing the work described in the 
PWS, the Scope, Specific Tasks, and Deliverables sections. These elements are not subfactorssub 
factors and will not be individually rated, but will be evaluated as a whole to arrive at the factor-
level rating: 


a. Offerors shall discuss their managerial approach to meeting the objectives, conditions, 
and task requirements identified in this solicitation. 
 


b. The Offeror shall describe how its management approach contributes to the efficient use 
of human resources, and its approach to recruiting and retaining a skilled workforce that 
has the diverse skill sets required to effectively service the full range of needs.  


 
c. The Offeror’s approach for providing program management for this TO, communication 


with the TASPD TPOC and  COR, process management and control, project status and 
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cost reporting, proactive risk management, subcontractor management and program 
metrics. 


 
d. For each subcontractor and teaming partner, Offeror’s shall explain how management 


control will be exercised directly related to satisfying mission critical performance 
requirements.  This explanation shall demonstrate clearly how the Offeror will minimize 
CBP’s involvement in managing the day-to-day operations for which the Offeror will be 
responsible. 


 
e.  Offerors shall submit teaming agreements with all proposed teaming partners, and state 


whether or not the agreement is exclusive.  Please note exclusive teaming agreements are 
discouraged, but not prohibited. Teaming agreements are exempt from page counts. 


 
f.  The proposal must clearly demonstrate at least 50% of the effort is performed by small 


business. 
 


g.  The Offeror shall describe its plan for ensuring they have an established, maintained, and 
effective Quality Management System (QMS) that ensures quality products and services 
are delivered to the Government.  This plan shall align with its proposed QASP.  
 


h. Security Plan; The Offeror shall describe its plan for ensuring the contractor team 
complies with contract security requirements and sensitive information protection 
policies, including ensuring that all personnel have the appropriate level of clearances. 
 


i. Assignments of Teaming Partners; the proposal shall describe the assignment of team 
partners to each PWS task and technical area, and describe the technical expertise and 
capability of the teaming partner proposed to perform each task. 


   
j.  Project Staffing Plan. The Offeror shall describe its rationale for the proposed labor mix, 


skill mix, use of subcontractors and level of effort to support each task indicated in PWS. 
The Offeror shall also describe: 
 
a. Rationale for choosing the personnel/team partner. Describe how personnel and team 


partners would be involved in each task/subtask and how their qualifications and 
experience uniquely qualify them for the work they are proposed to perform.  


b. The rationale for projected staffing and approach to how each task and subtask is 
staffed including estimated hours and labor mix of the proposed personnel. 


c. Rationale for proposed labor categories and level of effort for each task. 
d. Approach to hiring, retaining, replacing, and surging appropriately cleared and 


certified personnel with appropriate skillsets throughout the life of this TO.  
 
L.5.3.3 TRANSITION APPROACH (FACTOR 4) 
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The Offeror shall provide a Transition-In Plan that aligns with the requirements stated in PWS as 
a phased approach that provides for a seamless transition from the incumbent to the new 
contractor (hereafter referred to as the Offeror). The proposal shall include: 


a. Timelines for the transition and the identification of risks associated with the transition. 
b. Roles and responsibilities of the Offeror including proposed schedule(s) and milestones 


to ensure no disruption of service. The Transition-In Plan shall also identify and discuss 
the roles and responsibilities of the incumbent contractor and information expected from 
the incumbent. 


c. The Offeror shall also identify any actions the Offeror assumes are the responsibility of 
the Government. 


d. The Offeror shall define interfaces with the CBP and the Offeror’s proposed coordination 
with the current contractor(s).  If transfer of existing CBP databases to other 
hardware/software formats is proposed, the Offeror shall explain how and when the 
proposed formats/systems and their capabilities will be demonstrated prior to effecting 
any transfer. 


e. The Offeror shall identify the risks to the transition effort and include mitigation and 
contingency plans in the event the transition cannot be executed on schedule. 


f. The transition plan shall include specific measures and metrics to be used to monitor and 
evaluate the transition activities and to ensure that system performance and response 
times are not degraded during the transition period.   


g. The transition plan shall include a work plan which identifies milestones, measurable 
tasks, and resources required, to include the Offeror’s staffing strategy and how they will 
recruit and hire and onboard background investigation cleared personnel if needed to 
ensure mission success. 
 


L.6   DELIVERY INSTRUCTIONS 
The Offeror shall deliver written proposals to and receive acceptance from 
cbptaspdrequirements@cbp.dhs.gov by dates listed in the cover letter. 



mailto:cbptaspdrequirements@cbp.dhs.gov
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M.1 METHOD OF AWARD 
(a) Four (4) single award Time and Materials (T&M) Task Order (TO) awards are contemplated 
as a result of this solicitation. There will be t wo (2) TOs awarded for Data – Transition Task 
Order and Requirements Execution TO; likewise, there will be two (2) TOs awarded for Vetting 
– Transition Task Order and Requirements Execution TO. One Offeror will be selected for each 
requirement, who has been determined to represent the best value to the Government, all factors 
considered. The technical evaluation factors are of equal importance. There are no sub-factors. 
Award may be made to other than the lowest priced technically acceptable proposal. 
 (b) This procurement is being conducted using a two-phased voluntary down-select process. 
Offerors will receive an advisory notification from the Contracting Officer after Phase I 
evaluations are complete, and must inform the Government of their intent to participate in Phase 
II within three (3) days of receiving their notification.  


(c) This acquisition is being conducted under FAR 16.5. Principles and procedures of Subpart 
15.3 do not apply. Accordingly, the Government reserves the right to do any or all of the 
following: 


a. Award on initial proposals, without discussion. 
b. After an Offeror has been selected for award based upon a best value determination, the 


Government may negotiate a final reduced price. The Government may make award 
based on initial offers received or the Government may make award after clarifications of 
some aspects of the proposal or discussions relative to price only.  


c. Have communications; ask clarifying questions, request corrections relative to minor 
errors in the cost/price proposal, or request cost/price substantiating documentation to 
facilitate the Government’s final evaluation of cost proposals with one or some Offerors. 
These communications, clarifications, or requests for corrections or substantiating 
documentation will not materially change the Offeror’s proposal in terms of conformance 
to requirements, constitute discussions, or materially change pricing. 


 
The Government anticipates selecting the best-suited Offeror from initial responses, without 
engaging in exchanges with Offeror. Offeror are strongly encouraged to submit their best 
technical solutions and price in response to this solicitation. 
 
Once the Government determines the Offeror that is the best-suited (i.e., the apparent successful 
Offeror), the Government reserves the right to communicate with only that Offeror to address any 
remaining issues, if necessary, and finalize a task order with that Offeror. These issues may include 
technical and price. If the parties cannot successfully address any remaining issues, as determined 
pertinent at the sole discretion of the Government, the Government reserves the right to 
communicate with the next best-suited Offeror based on the original analysis and address any 
remaining issues. Once the Government has begun communications with the next best-suited 
Offeror, no further communications with the previous Offeror will be entertained until after the task 
order has been awarded. This process shall continue until an agreement is successfully reached and 
a task order is awarded. 
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M.2 EVALUATION 
 
FAR 52.212-2 EVALUATION—COMMERCIAL ITEMS (OCT 2014) 


a. The Government will award a contract resulting from this solicitation to the 
responsible Offeror whose offer, conforming to the solicitation, will be the most 
advantageous to the Government, price and other factors considered. The 
following factors shall be used to evaluate Offerors: 
   Factor 1: Corporate Experience, 


    Factor 2:  Technical Approach,  
     Factor 3:  Management Approach,  


    Factor 4:  Transition Approach, and  


    Factor 5:  Price 


b. Options. The Government will evaluate offers for award purposes by adding the 
total price for all option periods and optional quantities to the total price for the 
requirement.  The Government may determine that an offer is unacceptable if the 
option prices are significantly unbalanced. Evaluation of the option(s) shall not 
obligate the Government to exercise the option(s). 


 
c. Before the offer’s specified expiration time, the Government may accept an offer 


(or part of an offer) unless a written notice of withdrawal is received before award. 
 


M.3   PASS/FAIL ELEMENTS 
The Government will evaluate the following pass/fail elements. A failure on any single 
Pass/Fail criteria will make the proposal ineligible for award, with no further evaluation of 
the technical and cost proposal conducted by the Government.  
Pass/Fail Elements: 


The following will be evaluated on a Pass/Fail basis: 
a. The Government will reject any proposal where the Offeror is not an awardee of the 


master contract.  
b. The Government will reject any proposal where the Offeror does not meet the minimum 


level of small business performance. Please refer to section L.5.2.2.3 for further 
information.   
 


M.4   COST/PRICE PROPOSAL EVALUATION 
The Offeror’s cost/price proposal will be evaluated to assess for price reasonableness, accuracy, 
completeness, consistency, and traceability to the proposed technical approach. The importance 
of price may increase as the differences between Offeror’s non-price factors decreases. 
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The CAF is not included in the price evaluation. 
Costs that are excessively high or low (without sufficient justification) may be considered 
unrealistic and unreasonable and may receive no further consideration. Any proposal that is not 
within the total estimated value cited in Section L.5.2.2.2 shall include an explanation that 
specifically draws the Government’s attention to any unique technical aspects of the proposal the 
Offeror would like the Government to consider as the justification for the deviation from the 
range. The Government may perform a price realism analysis.  
 
The labor mix will be assessed in conjunction with task requirements to determine whether 
proposed labor categories and the skill level of proposed workers are appropriate for the work to 
be accomplished. 
 
Options will be evaluated in accordance with FAR 52.217-5, Evaluation of Options.  
 
Offerors shall provide an estimated overall price for the base period and all option periods, 
including option to extend services, based on the rates they provide and their unique technical 
solutions. The Government will not provide a Sample Price Format, however, pricing and 
Section B’s CLIN Structure should correlate to the Offeror’s proposed unique technical solution. 
The Government will review the Offeror’s proposed labor categories and corresponding labor 
rates in accordance with the Offeror’s GSA CIO-SP3 Small Business Contract. Proposed rates 
must be at or below the Offeror’s published CIO-SP3 Small Business contract rates. The 
Government is requesting discounts, which should be clearly noted in the price proposal. 


M.5   ORGANIZATIONAL CONFLICT OF INTEREST (OCI) 
Tab A will be evaluated to assess whether or not an actual or potential OCI exists as defined by 
FAR Part 9.5. If an actual or potential OCI is identified that cannot be feasibly mitigated, 
avoided, or resolved in accordance with FAR Part 9.5, that Offeror may be ineligible for award. 


M.6   COST ASSUMPTIONS 
The Government reserves the right to reject any proposal that includes any cost assumptions that 
may adversely impact satisfying the Government’s requirements.  


M.7   OVERTIME AND EXTENDED BILLING HOUR PRACTICES 
The Government reserves the right to reject any proposal that includes overtime or extended 
hours billing practices that adversely impact or affect the Government’s requirements. 


M.7   TECHNICAL EVALUATION FACTORS 


M.7.1   FACTOR 1: CORPORATE EXPERIENCE (PHASE I) 
The Prior Specialized Experience factor will be evaluated based on an overall (i.e., taken as a 
whole) consideration of the following (these elements are not subfactorssub factors and will not 
be individually rated, but will be evaluated as a whole to arrive at the factor-level rating): 


a. Corporate experience reflects/identifies experience on projects that are similar in size, 
scope, and complexity to the requirements contained in this solicitation. 
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b. Corporate experience reflects current experience and the Offeror’s roles and 
responsibilities are similar in scope and complexity to the requirements contained in this 
solicitation. 


c. Corporate experience reflects the Offeror’s approach to client support including quality 
assurance, risk management, and maintaining effective lines of communication. 


M.7.2   FACTOR 2: TECHNICAL APPROACH (PHASE II) 
The Government will evaluate the Technical Approach factor based on the clarity and 
completeness of the approach and the degree to which the proposal meets the requirements of the 
solicitation and includes innovative and efficient methodologies. The following elements are not 
subfactorssub factors and will not be individually rated, but will be evaluated as a whole to arrive 
at the factor-level rating:  


a. A clear, comprehensive, and relevant approach to meeting the objectives conditions, and 
task requirements identified in the solicitation.  


b. An effective approach for coordination and collaboration within agile teams, across the 
TO, and outside of TASPD to ensure efficient service delivery, promote knowledge 
sharing, manage stakeholders, and support customer requirements.  


c. Practical and detailed performance measures, metrics, that quantify, measure, track, and 
report operational performance relating to both systems and management performance, as 
well as the degree to which they achieve the agency’s objectives/requirements in the 
Offeror’s proposed QASP.  


M.7.3   FACTOR 3: MANAGEMENT APPROACH (PHASE II) 
The Government will evaluate the approach for providing program management support, 
communication with TASPD TPOC and COR, process management and control, project status 
and cost reporting, proactive risk management, and program metrics. The following elements are 
not subfactorssub factors and will not be individually rated, but will be evaluated as a whole to 
arrive at the factor-level rating:  


 
a. The Project Staffing Plan will be evaluated to assess the degree to which it complies with the 


requirements outlined in Section L., including the estimated hours, labor mix, experience, 
skills, and qualifications of the personnel proposed.  


  
b. Clear and comprehensive staffing and approach to how each task and subtask is staffed 


including estimated hours and labor mix of personnel, and functional knowledge. 
-  Clear and detailed value that the personnel add to the project team, including their 
specific skills, experience, and qualifications. 
- Clear rationale for proposed labor categories and level of effort for each task. 
- A clear and effective approach to recruiting, hiring, retaining, replacing, and surging 
appropriately cleared and certified personnel with appropriate skill sets throughout the 
life of this TO. 
- Subcontractor task alignment 
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M.7.4  FACTOR 4: TRANSITION APPROACH (PHASE II) 


The Transition-In Plan will be evaluated based on its comprehensiveness, detail, and 
effectiveness to assume full contractual responsibility for the entire proposed PWS without 
degradation of high quality services.   


M.8   TECHNICAL ASSUMPTIONS 
Offeror assumptions should be included with and will be reviewed in the context of the technical 
factor to which they apply. The Government reserves the right to reject any proposal that 
includes any assumption that may adversely impact satisfying the Government’s requirements.  
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B.1   GENERAL  
The work shall be performed in accordance with all Sections of this solicitation and the 
contractor’s Basic Contract, under which the resulting TO will be placed.  


B.2   CONTRACT ACCESS FEE (CAF) 
The General Services Administration’s (GSA) operating costs associated with the management 
and administration of this contract are recovered through a CAF. In accordance with the Alliant 2 
base contract, the CAF shall be 0.75 percent of the total TO value with a cap of $1500,000 per 
year per order (when order is in excess of $13.3M per order year). This TO shall have a separate 
Contract Line Item Number (CLIN) to cover this access fee, and this CAF shall be obligated at 
TO Award (TOA).  


B.3   ORDER TYPES 
The contractor shall perform the effort required by this RFQ on a Time-and-Materials basis with 
contractor-proposed CLIN structure. However, Offerors may propose firm-fixed-price, fixed 
price level-of-effort, or labor hour for any CLIN(s) and provide an explanation for the type 
chosen. 


B.4   SERVICES AND PRICES/COSTS 
Long-distance travel is defined as travel over 50 miles from duty station as defined in Section 
F.2. Local travel will not be reimbursed. 
The following abbreviations are used in this price schedule:  


CAF Contract Access Fee 
CLIN Contract Line Item Number 
  
NTE Not-to-Exceed 
ODC Other Direct Cost 
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B.4.1   Two (2) Task Orders (Transition and Requirements Execution) will be issued for 
each of the two (2) requirements (O&M and BISS) 


TRANSITION TASK ORDER 


) 


CLIN Description T&M LOE NTE 
0001 


(Vendor to 
propose) 


Transition  $ # hours $ 


 
CAF 


CLIN Description Total Ceiling Price 
0002 CAF $ 1500,000.00 


  


TOTAL CEILING TRANSITON TO CLINs: $________________ 
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REQUIREMENTS EXECUTION TASK ORDER 


BASE PERIOD:  
  
Proposed CLIN(s) should align with technical solution 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
0001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


0002 Surge NTE 50% of CLIN 0001 
 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
0003 ODC $ 100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
0004 CAF $ 1050,000.00 


 
TOTAL CEILING BASE PERIOD CLINs: $________________ 
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B.4.2   FIRST OPTION PERIOD 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
1001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


1002 Surge NTE 50% of proposed labor ceiling 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
1003 ODC $ 100,000.00 


 
CAF 


CLIN Description Total Ceiling Price 
1004 CAF $ 1500,000.00 


 
 
 
TOTAL CEILING FIRST OPTION PERIOD CLINs: $________________ 
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B.4.3   SECOND OPTION PERIOD 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
2001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


2002 Surge NTE 50% of proposed labor ceiling 
 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
2003 ODC $ 100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
2004 CAF $ 1500,000.00 


 


 
 
TOTAL CEILING SECOND OPTION PERIOD CLINs: $________________ 
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B.4.4   THIRD OPTION PERIOD 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
3001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


3002 Surge NTE 50% of proposed labor ceiling 
 
ODC CLIN 


CLIN Description Total Ceiling Price 
3003 ODC $ 100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
3004 CAF $ 1500,000.00 


 


 
 
TOTAL CEILING THIRD OPTION PERIOD CLINs: $________________ 
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B.4.5   FOURTH OPTION PERIOD 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
4001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


4002 Surge NTE 50% of proposed labor ceiling 
 


 
ODC CLIN 


CLIN Description Total Ceiling Price 
4003 ODC $ 100,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
4004 CAF $ 1500,000.00 


 


 
TOTAL CEILING FOURTH OPTION PERIOD CLINs: $________________ 
 
 
 
GRAND TOTAL CEILING ALL CLINs: $________________ 
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B.4.6   Option to Extend Services (OES) - 52.217-8 
 
LABOR CLIN(s) 


CLIN Description T&M LOE CostPrice 
5001 


(Vendor to 
propose) 


Labor  $ # hours $ 


 
OPTIONAL SURGE CLIN  


CLIN Description NTEPrice 


5002 Surge NTE 50% of proposed labor ceiling 
 


 
ODC CLIN 


CLIN Description Total Ceiling Price 
5003 ODC $ 50,000.00 


 
 
CAF 


CLIN Description Total Ceiling Price 
5004 CAF $ 750,000.00 


 


 
TOTAL CEILING OES PERIOD CLINs: $________________ 
 
 
 
GRAND TOTAL CEILING ALL CLINs: $________________ 
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B.5   SECTION B TABLES 


B.5.1   INDIRECT/MATERIAL HANDLING RATE 
Long-Distance Travel, Tools, and ODC costs incurred may be burdened with the contractor’s 
indirect/material handling rate in accordance with the contractor’s disclosed practices, provided 
that the basic contract does not prohibit the application of indirect rate(s) on these costs. 


a. If no indirect/material handling rate is allowable in accordance with the contractor’s 
disclosed practices, no indirect/material handling rate shall be applied to or reimbursed 
on these costs. 


b. If no rate is specified in the schedule of prices above, no indirect rate shall be applied to 
or reimbursed on these costs. 


The indirect handling rate over the term of the TO shall not exceed the rate specified in the 
schedule of prices above. 


B.5.2   DIRECT LABOR RATES 
Labor categories proposed shall be mapped to existing Alliant 2 labor categories.  


B.6    RESERVED 


B.7   RESERVED  
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C.1   REQUIREMENTS 
 


PERFORMANCE WORK STATEMENT (PWS) 
Department of Homeland Security (DHS) - Customs and Border Protection (CBP) - Office of information 


and Technology (OIT) - Targeting and Analysis Systems Program Directorate (TASPD) 
 


Information Technology (IT) Operations and Maintenance (O&M), Upgrades, Updates, Modifications and 
Enhancements Support Services (IT O&M Services) 


1.0 BACKGROUND 
Customs and Border Protection (CBP) is a component of the Department of Homeland Security (DHS). The 
priority mission of CBP is to prevent terrorists and terrorist weapons from entering the United States. This 
important mission calls for improved security at America's borders and ports of entry as well as for extending 
the zone of security beyond physical borders so that American borders are the last line of defense, not the 
first. CBP is also responsible for apprehending individuals attempting to enter the United States illegally, 
stemming the flow of illegal drugs and other contraband; protecting our agricultural and economic interests 
from harmful pests and diseases; protecting American businesses from theft of their intellectual property; and 
regulating and facilitating international trade, collecting import duties, and enforcing U.S. trade laws. 
The Office of Information and Technology (OIT) is the information technology component of CBP. OIT’s 
responsibilities are vast-ranging from designing, delivering and maintaining technology based capabilities to 
enterprise architecture and governance. OIT also provides solutions that support CBP inspection and 
enforcement activities to help CBP officers, agents, and analysts protect our borders and safeguard America. 
OIT is responsible for enhancing, administering, and maintaining intelligence and targeting systems and 
related systems that help secure the supply chain and support CBP’s layered defense strategy for international 
cargo and passengers. 
The Targeting and Analysis Systems Program Directorate (TASPD) is responsible for developing and 
maintaining analytical and targeting software systems. The main system housed within TASPD is the 
Automated Targeting System (ATS). The ATS is a web-based enforcement and decision support tool that is 
the cornerstone for all CBP’s targeting efforts. The ATS incorporates intelligence information and 
technologies to target suspect inbound and outbound shipments for examinations and passengers for 
inspection. In this way, ATS allows CBP officers, agents, and analysts to focus their efforts on cargo 
shipments and passengers that most warrant further attention. The ATS standardizes names, phone numbers, 
addresses, ship names, and similar data so these data elements can easily be associated with other business 
data to form a complete picture of a passenger, import, or export in context with previous behavior of the 
parties involved. 
Every person and shipment processed through ATS is subjected to a real-time evaluation utilizing rules and 
analytical models. The ATS receives much of its data in real time from various CBP systems, such as the 
Automated Commercial System (ACS), the Automated Export System (AES), TECS, hundreds of other 
input data feeds, and dozens of output data feeds. The ATS data consists of electronically filed bills, entries, 
and entry summaries for cargo imports; shippers' export declarations and transportation bookings and bills 
for cargo exports; manifests for arriving and departing passengers; airline reservation data; nonimmigrant 
entry records; and records from secondary referrals, incident logs, suspect and violator indices, and seizures. 
The purpose of this Performance Work Statement (PWS) is to procure the full range of operations and 
maintenance support for the CBP TASPD suite of computer and software applications. Additionally, this 
PWS reflects migration to a cloud environment and a move to a DevOps strategy and includes upgrades, 
updates, modifications and enhancements of existing applications in response to evolving technologies, 







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK STATEMENT  


PAGE C-O&M-2  


threats, and mission requirements in direct support of the DHS and CBP in their mission critical initiatives to 
protect the borders (air, land, and sea) of the United States. 
This work will be performed on a time and materials basis.  


2.0 SCOPE 
    Operations & Maintenance. 


The contractor shall provide any and all operations and maintenance (O&M) solutions, processes, and 
procedures necessary to sustain the suite of TASPD computer and software applications within the DHS 
enterprise at the highest levels of security, service and availability consistent with cost, schedule, and 
performance objectives. This full range of O&M solutions will ensure TASPD computer and software 
applications operate efficiently, effectively and securely, and are available to support CBP mission 
requirements. 
This O&M support will emphasize performance monitoring to identify and resolve performance risks before 
they impact mission performance while responding to customer identified performance deficiencies and/or 
outages. 


    Upgrades, Updates, Modifications and Enhancements. 


The contractor shall provide any and all TASPD computer and software application upgrades, updates, 
modifications or enhancements with a focus on moving towards a DevOps approach to enable development 
and operations teams to collaborate and deliver high quality software to end customers continuously, to 
generate code with fewer errors and do so faster, which speeds time to deployment, and increases reliability 
and stability on the production side of the house. This work includes but is not limited to ensuring application 
compatibility with and deploying new operating system versions, new application software versions, and new 
code library versions. Performance and documentation shall follow the Agile methodology according to the 
tailored DHS Systems Engineering Life Cycle Procedures (SELC). 
Frequent updates and features to the existing suite of applications are necessary to keep up with evolving risks 
and threats. The contractor shall support ongoing collaboration with the Government lead on each project, as 
well as product owners and the user community, to ensure accurate prioritization of new requirements and 
timely implementation of those requirements. The contractor shall provide all services necessary to migrate to 
and operate the infrastructure, applications and services to the cloud. 
2.1. APPLICABLE DOCUMENTS 


• DHS Directive 102-01 
• CBP Security Handbook 
• DHS/CBP Program Lifecycle Process Guide 
• DHS MD 8110 – Intelligence Integration and Management 
• CBP Agile Framework 
• CBP SELC process 
• Office on Accessible Systems and Technology (OAST) Compliance 
• DHS Information Security Policy, MD4300.1, Information Technology Systems Security 
• DHS MD 4300A, DHS Sensitive Systems Policy and Handbook, CBP Information Systems 
• Security Policies and Procedures Handbook HB-1400-05 
• All applicable National Institute of Standards and Technology (NIST) Special Publications (800 Series) 
• DHS Data Management Policy MD 103-01 
• Addendum A - Security and IT Compliance Requirements 
• Addendum B – General Environment and Key Technical Features 
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3.0 TECHNICAL ENVIRONMENT 


Current Environment: 


OIT performs system activities in a technical environment supported by a broad set of custom architectural 
components and/or commercial off-the-shelf (COTS) packages. Addendum B lists software and hardware 
components for general infrastructure and development and production environments. TASPD will ensure 
adequate computing capacity for our current and projected needs to include development, testing and 
production. This includes associated networking, storage and offsite infrastructure. The Contractor shall 
ensure that all solutions scale and shall provide guidance to the Government on additional infrastructure needs 
as the applications and user base continue to expand. 
For informational purposes in regards to scope, size, and complexity, the largest transactional database 
described in the PWS is more than 400 TB and 30-40 billion transactions are performed against the database 
on a daily basis. The largest Hadoop file systems described in the PWS include over 4 PB of capacity. The 
Elastic index system includes a capacity over 800 TB, including over 40 billion documents indexed from over 
40 data sources. 
Future Environment: 
Produced by the Office of Management & Budget (OMB), the February 2011 Federal Cloud Strategy outlines 
the impetus and benefits of migrating to cloud services, including acceleration of data center consolidation 
and better utilization of existing infrastructure assets. Based on the December 2010 25 Point Plan to reform 
Federal Information Technology Management, also from OMB, each Federal agency CIO has been directed to 
leverage this strategy to begin planning the migration of their IT services to cloud solutions. TASPD is in the 
process of readying workloads and applications to migrate to the cloud.  The contractor must support the target 
operating model which is to migrate all hardware infrastructure and applications in this document to a cloud 
solution and operate in the cloud going forward. 
The Government will provide the necessary software and licenses required for system maintenance, as well as 
all related and available documentation on TASPD computer software applications to the Contractor as 
required. 
TASPD is in the final stages of refactoring and modernizing Legacy TASPD ATS applications, some of 
which use Microsoft. NET, into JAVA technologies, and migrating the functionality into more streamlined 
and unified applications which conform to the CBP Common Framework. Additionally, while the above and 
below technologies are currently being used, those technologies that are being moved away from are labeled 
as “Divest”. 
 


  3.1 TASPD Specific Systems 


The Automated Targeting System (ATS) currently consists of four subsystems that provide selectivity and 
targeting capability to support CBP inspection and enforcement activities: 


• ATS-Cargo (ATS-C) 
• ATS-Passenger (ATS-P) 
• Entitlement 


 


The modules of the ATS span across and are supported by the various branches within TASPD; Cargo Targeting 
branch, Passenger Targeting branch, Architecture and Engineering branch, National Security Systems branch, 
and the Program Control branch. 
TASPD developed and continues to maintain multiple systems and services, including but not limited to: 
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• Automated Targeting System (ATS) and ATS Subsystems 
o Automated Targeting System-Cargo (ATS-C) 


 National Initiative for Illicit Trade Enforcement (NIITE) is a Data Feed off ATS-C 
 ATS Import Cargo 
 ATS Outbound Cargo 
 ATS-International (ATS-I) 
 ATS-U.S. Postal Service (ATS-USPS) 
 Cargo Enforcement Reporting and Tracking System (CERTS) 


• Import Exam Mobile 
 Importer Security Filing (10+2) 
 Trend Analysis and Analytical Selectivity Program (TAP) 2000 
 Advanced Cargo Air Screening (ACAS) 
 Automatic Identification System (AIS) 
 Vessel Management System (VMS) 
 Cargo Integration Services (CIS) 
 Vessel Risk/Vessel Risk Tracker/Vessel Automation Forms 


o Automated Targeting System-Passenger (ATS-P) 
 Automated Targeting System-Land (ATS-L) 
 Automated Targeting System-Unified Passenger (UPAX) – Targeting Components 


• Traveler Hotlists, including General Aviation and Coast Guard 
• Visa and Visa Waiver Program Hotlists 
• Electronic Visa Update System (EVUS) Hotlist 
• Pre Adjudicated Thread Recognition and Intelligence Operations Team 


(PATRIOT) 
• Document Validation 
• Visa Overstay 
• Global Enrollment System (GES) 
• Refugee Applicants 
• Trusted Worker eBadge 
• Employee and Applicant Suitability and Eligibility 
• On Demand Batch Query Capabilities 
• System to System Interfaces to other CBP and DHS Systems in support of 


vetting 
 Automated Targeting System-Global (ATS-G) 
 User Defined Rules – Next Generation (UDR-NG) 
 Data Loaders 
 Advanced Search 
 Unified Person (Person Centric Model) 


o Entitlement 
 Convergence 
 Enhancements 


o Data sharing to dozens of OGAs 
• Customs-Trade Partnership Against Terrorism (C-TPAT) Infrastructure 
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• Analytical Framework for Intelligence (AFI) 
• Big Data Services (BDS) 
• Enterprise Management Information System- Enterprise Data Warehouse (EMIS-EDW) 
• Enterprise Reporting System (ERS) 
• Port Radiation, Inspection, Detection and Evaluation (PRIDE) 


o Secure Freight Initiative (SFI) 
o Container Security Initiative-Remote Targeting (CSI-RT) 


• New ACE (NACE) 
o ITDS 


 Document Image System (DIS) 
 Inter-operability Web Services (IWS) 
 Participating Government Agencies (PGA) Message Set (Data sharing to 47 PGAs) 


o Cargo Release 
o AES 


• Traveler Verification System (TVS) 
• Global Travel Assessment System (GTAS) 
• Common Framework 


 
New capability typically includes work such as: integration of data sources, refreshing the system based upon 
current threats and new risk factors including but not limited to database content updates, software code and 
configuration changes, at a minimum monthly to quarterly updates to the targeting systems and short 
turnaround updates to the system in response to a threat. Application changes include but are not limited to 
integration of major new workflows and features into existing applications, support for new user groups with 
tailored workflows, new targeting capabilities using new or expanded data sources, technology refresh/updates 
to conform to the CBP Common Framework, enhancements to existing functionality, changes to address 
Production defects, as well as critical changes to be applied as a result of a new threat or risk. Urgent changes 
need to be implemented in as little as a few hours to one day. Many teams which could be impacted by a high 
number of ongoing changes maintain an open Change Request on a weekly basis to account for both planned 
and urgent/unplanned changes. 


   3.1.1 ATS Cargo (ATS-C) 


ATS-C is the outbound/inbound cargo targeting module of ATS that assists in identifying exports and imports 
which pose a high risk for examination. 
ATS-C uses the Electronic Export information (EEI) data that exporters file electronically with CBP's 
Automated Export System (AES). The EEI data extracted from AES is sorted and compared to a set of rules 
and evaluated in a comprehensive fashion. This information assists CBP officers with targeting and/or 
identifying exports with potential aviation safety and security risks, such as hazardous materials and Federal 
Aviation Administration (FAA) violations.  In addition, ATS-C identifies the risk of specific exported cargo 
for such export violations as smuggled currency, illegal narcotics, stolen vehicles or other contraband. 
ATS-C provides CBP Officers and Advanced Targeting Units (ATUs) with a more efficient and consistent 
method for targeting high risk inbound cargo for examination. ATS-C helps to identify and select import cargo 
shipments that appear to have a higher likelihood of being associated with terrorism or possibly containing 
implements of terrorism, narcotics or other contraband in the sea, air (including express mail), rail and truck 
modes. ATS-C uses numerous rules, models and weight sets to analyze information from manifest, importer 
security filing, and entry data, to prioritize shipments for review and to generate recommended targets by 
scoring each shipment. In certain cases, ATS-C automatically places shipments on hold when they score above 
a specified risk threshold. Through the ATS-C web interface CBP personnel can create ad hoc queries on 
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cargo data, which allows for them to conduct further targeting using large sets of data. ATS-C is the foremost 
support tool for targeting inbound and outbound cargo at all major Ports of Entry (POE) in the United States.  
Vessel Risk is the primary application supporting CBP maritime domain awareness by integrating cargo and 
vessel crew targeting information with vessel inspection, documentation artifacts, and CBP management. 
ATS-C inbound provides distributed data, distributed processing, and establishes and maintains historical 
reference data. ATS-C receives import bill of lading and entry data for all transportation modes, maintains 
trade entity data, and applies risk scoring algorithms to inbound shipments. Import Cargo provides cargo 
targeting capabilities using BDS to query, visualize, and analyze information to quickly identify import cargo threats and 
mitigate risks. ATS-C allows the end-user to capture examination, provides connectivity to TECS, and supports 
the Container Security Initiative (CSI) decision process. Cargo Integration Services (CIS) integrates 
components of Import Cargo and Exam Findings enabling cargo targeting services (Hold Manager, Exam 
Service, Importer Security Filing). 


ATS-C provides the following features: 
• Applies operationally developed business rules to identify import/export shipments that may have elevated 


risk 
• Displays complex data and results in a modern web application interface 
• Allows ad-hoc data queries for import cargo transactions 
• Integrates with CBP cargo control systems and other transactional systems to ingest data and provide risk 


results 
• Detailed permission mechanism for granular authorization and access control 
• Automated bi-directional messaging to the trade leveraging Customs specific and trade data specifications 
• Auditing and search capabilities 
• Automated Reporting 


 
3.1.2 ATS-Passenger (ATS-P) – Targeting Components 


ATS-P is a web-based enforcement and decision support tool used to collect, analyze, and disseminate 
information for the identification of potential terrorists, transnational criminals and, in some cases, other 
persons who pose a higher risk of violating U.S. law. ATS-P capabilities are used at ports of entry to augment 
the CBP officer’s decision-making about whether a passenger or crew member should receive additional 
screening. 
ATS-P is also used within CBP by Ports of Entry, the National Targeting Center (NTC), Border Patrol agents, 
CBP headquarters intelligence analysts, and within DHS by DHS agents, analysts, and officers in the Office of 
Intelligence and Analysis (I&A), Immigration and Customs Enforcement (ICE), U.S. Coast Guard (USCG), and 
the Transportation Security Administration (TSA). ATS-P provides a hierarchical system that allows DHS 
personnel to focus efforts on potentially high-risk passengers, Visa Waiver Program / Visa holders and 
applicants, Electronic Visa Update System (EVUS) applicants, Trusted Traveler applicants, Trusted Worker 
eBadge applicants, or Admissibility Review Office (ARO) applicants by eliminating labor-intensive manual 
reviews of information or interviews with every traveler or applicant. Additionally, the ATS-P Targeting 
capabilities include CBP Employee and Applicant Suitability and Eligibility (EASE) checks.  The assessment process is 
based on a set of uniform and user-defined rules based on specific operational, tactical, intelligence, or local 
enforcement efforts. ATS-P leverages a suite of COTS and custom developed algorithms to refine targeting and 
rule engine capabilities, which are evaluated and updated with the product owners and Subject Matter Experts on 
an ongoing basis to ensure a high level of accuracy and efficiency. 
Additionally, ATS-P is used to vet arrival and departure information received from the Arrival and Departure 
Information System (ADIS) to identify potential visa overstay candidates based on supporting data available in 
ATS, i.e., border crossing information, I-94, and the Student and Exchange Visitor Information System 
(SEVIS). In addition to identifying the list of potential overstay candidates, ATS also develops priorities based 
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on associated risk patterns or possible matches to derogatory records. This prioritized list of overstay 
candidates is then passed on to LeadTRAC, case management system for ICE to generate case leads. 
ATS-P’s targeting algorithm is also integrated with other CBP and DHS systems to enhance the ability to 
identify high risk individuals and support other targeting and vetting programs across DHS. 
In addition to the above, ATS-P permits specifically authorized DHS users to access Passenger Name Records 
(PNR) obtained from airlines or their travel reservation systems through the Airline Reservation Monitoring 
System (ResMon). ResMon interfaces with the airline reservation systems, allowing the airline reservation 
system to push PNR to CBP or, for certain carriers, allowing CBP to pull PNR based on a set schedule. ResMon 
also allows authorized CBP personnel to pull data in certain circumstances on an ad hoc basis, with supervisory 
approval, to ensure CBP has received the latest available information on specific high-risk travelers or flights. 
The Automated Targeting System - Global (ATS-G) is a turnkey travel screening and analysis system for 
enhancing global security. It was developed by CBP to provide foreign partner government entities with a state-
of-the-art targeting,     analysis, and case management suite. ATS-G allows users to assess the risk of air and 
maritime travelers through real-time processing of user-defined rules and watch lists. Additional risk assessment 
tools include a robust set of querying capabilities, case management system, reporting functionality, data 
visualization, auditing capabilities, and system checks. It also includes an advanced set of administration tools 
for provisioning access to sensitive information to a targeting center. 


3.1.3 Entitlement 


The Entitlement subsystem of ATS is a group of CBP web applications and services responsible for 
authenticating, authorizing and maintaining data on users of ATS web applications, including the ATS 
family of subsystems. 
Entitlement is scheduled to be replaced by the Oracle Identity Management Suite of products. There are two 
main parts to the Entitlement System: 
 
Administration Interface 
The Administration User Interface (UI) provides a system of web pages to add application users, remove 
application users, edit existing users, grant and revoke application entitlements, and view user audit 
information. The UI uses transport layer security (TLS) to secure communication to and from the end user. 
The Administration Interface ensures users have the appropriate application authorizations by sending 
messages directly to client application user data stores. Once the user has been granted the appropriate 
authority, the user is entitled to login to their respective system by means of the Entitlement authentication 
and authorization gateway services. 


Entitlement Authentication and Authorization Gateway Services 
The Entitlement Gateways are a system of intranet web services, secured using TLS, and used by client 
applications to validate user credentials, audit user activity, and to provide pertinent user information. The 
Entitlement Authentication Gateways provide a shared and universal means to authenticate users and track 
both valid and invalid logon attempts to client systems. 
ATS users must have current security clearances (i.e., successfully adjudicated full field background 
investigations or BIs), be authenticated (i.e., have a validated business need), and have passed the TECS 
training to logon to 
ATS. Once a BI is in place, a new user can obtain access to ATS only by receiving their supervisor’s 
authorization, filling out and submitting appropriate CBP/ATS forms; then a user will receive only the 
lowest level privilege or privileges necessary to do his or her job. 
Entitlement includes the ATS Access Processing System (APS) which serves as the automated system to 
track access requests and supervisor approvals within Entitlement supported roles. Entitlement enforces 
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role based access (RBAC) on the ATS systems and other CBP systems.  Production enhancements to 
Entitlement includes improved navigation in the Administrator UI supporting individual and batch 
processing of entitlement requests. 


 
Entitlement pulls a user’s information from CBP Active Directory and CBP WebTele to populate user 
information fields such as USER ID (Hash ID), First Name, Last Name, Port Name, Port Country, Manager 
User ID, Background Investigation Status and TECS Status. In some cases, a user’s Background 
Investigation Status and TECS Status must be verified by the supervisor/manager contacting the CBP Help 
Desk directly. 
Entitlement also provides RBAC for the following CBP systems external to the ATS security authorization 
boundary: 


  
• Port Radiation Inspection, Detection & Evaluation (PRIDE) & Secure Freight Initiative (SFI) 
• Enterprise Management Information System-Enterprise Data Warehouse (EMIS-EDW) 
• New Automated Commercial Environment (NACE) 
• Export System (formerly AES) 
• Border Enforcement & Management Systems Division (Air & Marine Enterprise Reporting (AMO)) 
• System User Management & Monitoring for IT (SUMMIT) is an identity and system monitoring solution 


for UNIX and Lightweight Directory Access Protocol (LDAP) platforms. It uses a combination of 
LDAP, Postgres, and Apache to provide real time monitoring, alerting, user management, and privilege 
escalation (via Super User Do (SUDO)). A web interface allows users to request system accounts, 
privilege escalation, and to monitor systems in real time. 


 
3.1.4 Customs-Trade Partnership Against Terrorism (C-TPAT) Infrastructure 


The Customs Trade Partnership Against Terrorism (C-TPAT) program assists CBP in measuring risk by 
identifying import transactions where the risk is low, allowing CBP to focus on high risk transactions based on 
the data. The C-TPAT portal is a place for secure transactions and communications with C-TPAT applicants, 
partners and supply chain security specialist (SCSS) staff. The thousands of enrolled companies are critical 
players in the global supply chain, including U.S. importers, customs brokers, consolidators, port and terminal 
operators, carriers, and foreign manufacturers. 
The goals of the C-TPAT program include: furthering CBP efforts to secure entry of goods into the U.S. and all 
countries by preventing terrorist access to transportation modalities, and to subsequently eliminate the potential 
for trafficking of implements of terror within the global supply-chain. 
Under this contract, CBP requires C-TPAT infrastructure support. 


C-TPAT is a joint government-business initiative to build cooperative relationships that strengthen 
overall supply chain and border security. Businesses apply to the program and commit to the 
following actions: 
• Conduct a thorough self-assessment of supply-chain security using the C-TPAT security guidelines. 
• Complete and submit a supply-chain security profile questionnaire to Customs. 
• Develop a program to enhance security throughout the supply chain according to C-TPAT guidelines. 
• Communicate C-TPAT guidelines to other companies in the supply chain and start building the 


guidelines into relationships with these companies. 
•  


3.1.5 Analytical Framework for Intelligence (AFI) 


The Analytical Framework for Intelligence (AFI) system provides additional capabilities to DHS in the 
gathering, analysis, information sharing, and reporting of critical intelligence information within DHS and other 
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law enforcement partners. AFI directly supports CBP’s strategic goals to secure the nation’s borders from the 
entry of dangerous people and goods, while enabling the flow of legitimate trade and travel. Specifically, AFI 
provides the technology and tools that allow for the production of timely and actionable intelligence for CBP 
personnel protecting our borders, enhanced collaboration across CBP intelligence analysts, and more effectively 
share threat information and intelligence to its Federal partners charged with securing our nation. 
AFI’s purpose is to support the continued evolution of CBP as an intelligence-driven organization and improve 
the efficiency and effectiveness of intelligence lifecycle processes. AFI has evolved into a data analysis and 
intelligence product creation and dissemination platform that supports multiple DHS components, specifically 
CBP and Immigration and Customs Enforcement (ICE). AFI benefits include shorter time and expense in 
disseminating intelligence products to intelligence analysts in the field because reports are posted in a main 
repository and distributed to pre-identified communities. AFI serves as the one-stop shop for CBP and ICE-
produced intelligence products with access available to intelligence organizations throughout DHS. AFI 
leverages existing legacy systems and provides an enhanced query, analysis, production, collaboration, and 
dissemination tool.  AFI provides query, visualization, and analytic capabilities built on Big Data Services 
(BDS) Cloudera Hadoop and ElasticSearch.  AFI provides an automated function that integrates information 
from multiple systems into a single platform that reduces manual effort and saves users valuable time. 


AFI supports multiple CBP and DHS missions and goals. Specifically Preventing Terrorism and 
Enhancing Security. The AFI program: 


• Creates efficiencies in collating and disseminating intelligence products, allowing for increased 
effectiveness and efficiency for CBP officers, OBP and Air and Marine agents in utilizing strategic and 
practical intelligence at and between ports of entry. 


• Provides technology and tools that produce timely and actionable intelligence to DHS personnel 
charged with protecting our nation from threats posed by the illegal cross-border movement of goods 
and people, to include threat of terrorist activity. 


• Provides data analysis and intelligence product creation and dissemination platform that supports 
multiple DHS components. 


 
3.1.6 Enterprise Management Information System - Enterprise Data Warehouse (EMIS-EDW) 


Enterprise Management Information System (EMIS) Enterprise Data Warehouse (EDW) consolidates CBP 
reporting capabilities to provide a common integrated view of the operational and business information and data 
for use within the CBP enterprise. EMIS EDW currently comprises reporting and analysis dashboards: 
BorderStat, Airport Wait Time, Managers, Western Hemisphere Travel Initiative (WHTI), and Workload 
Staffing Model Dashboards. Each reporting and analysis dashboard provides a specific and targeted view of the 
data from the EMIS EDW. Automated operations move data from source systems to the EMIS EDW on a 
regularly scheduled basis, to ensure that current data is available for reporting purposes. 
EMIS EDW provides a one-stop access point for data in the areas of anti-terrorism, narcotics; passenger travel 
comprising of primary and secondary processing, apprehension and inadmissible, cargo processing and airport 
wait times. This data is stored in an optimized manner for cross-functional reports and analytical processing for 
management, analysts and field operatives within the Offices of Field Operations (OFO), Office of Border 
Patrol (OBP), Office of International Trade (OT) and Office of Intelligence (OI). 
EMIS EDW continues to contribute to, and enhance, the Department of Homeland Security’s (DHS) operational 
and intelligence management capabilities aimed at securing our nation’s borders by providing accurate, timely 
and pertinent data that is updated from source systems on a regularly scheduled basis. 
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3.1.7 Enterprise Reporting System (ERS) 


The Enterprise Reporting System provides the framework to implement agency-wide reporting and performance 
measurement capability across CBP. Support for under ERS includes support for all TASPD infrastructure. 
Hardware and platforms on which the TASPD system application operates is under the control of other 
programs and other contract vehicles, however application teams must support monthly server maintenance, as 
well as perform administration on both physical servers and virtual machines. Software changes are required to 
continue to properly interface with host platforms and existing physical and software interfaces. 


3.1.8 Port Radiation, Inspection, Detection, and Evaluation (PRIDE) 


The Port Radiation, Inspection, Detection, and Evaluation (PRIDE) System was developed as part of and in 
support of the Non-Intrusive Inspection (NII) program. The NII program deploys equipment at all ports of entry 
(POEs) that can screen conveyances, containers, and people for the presence of radiological weapons-grade 
material. PRIDE supports the NII program by connecting Radiation Portal Monitors (RPM), radioisotope 
identifier devices (RIID), visual identification systems (VIS), Optical Character Recognition (OCR) systems, and 
License Plate Readers (LPR) to the CBP network to provide data monitoring and retrieval capabilities that gives 
DHS and CBP the ability to immediately and accurately assess and respond to radiological threats. 
PRIDE supports a rapid response to radiological threats by sending alerts and related data to scientists within 
seconds of an alert. In this way, PRIDE provides a valuable mechanism for scientists and officers to assess the 
threat and plan a course of action from a remote location. 
PRIDE provides a standardized alarm resolution workflow via a web-based interface, and facilitates near real-
time messaging and information sharing between remote port-based systems and centralized systems to 
facilitate collaboration with experts at centralized locations. 


PRIDE provides the following features: 
• Consolidation of data in a central database. 
• Standardized alarm resolution/reporting workflow via a web-based interface 
• Centralized data reporting via a web-based interface 


 


3.1.9 New Automated Commercial Environment (NACE) 


The New Automated Commercial Environment (NACE) is the commercial trade processing system that 
connects CBP, the international trade community, and Partner Government Agencies (PGA). It facilitates 
legitimate trade while strengthening border security by providing government officials with better automated 
tools and information to help them decide, before a shipment reaches U.S. borders, what cargo to target for 
further investigative action because it poses a potential risk and what cargo to expedite because it complies 
with U.S. laws. NACE provides the Single Window, the primary system through which the international trade 
community submits data and documentation required by all federal agencies for imports and exports, and 
through which the Federal Government will determine their admissibility. 
The International Trade Data System (ITDS) provides the single system for Single Window, allowing for the 
multiple paper processes to be eliminated and importers and exporters to file information once to one system for 
the clearance of cargo. ITDS is made up of the Document Image System (DIS), Interoperability Web Services 
(IWS), and the Partner Government Agency (PGA) capabilities. CBP developed technical capabilities in NACE 
to automate and enhance interaction between participants by facilitating electronic collection, processing, 
sharing, and review of trade data and documents required by federal agencies as part of the cargo import and 
export process. 
DIS allows the Trade to electronically supply documentation needed during the cargo release process by CBP 
and PGAs. This automated approach significantly improves the efficiency and cost effectiveness of the 
document submission and review process compared with the manual process in place. Messages are transmitted 
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in XML format using secure web services, FTP or MQ. The documents are securely stored and made available 
for review by CBP and PGAs. Documents submitted via DIS are in lieu of paper documents and provides basic 
document image submission and management capabilities: 


• Allow Trade Partners to submit document images and associated descriptive meta data to 
CBP and PGAs in an automated manner using EDI communication 


• Store all submitted documents in a secure centralized CBP data store and maintain 
associations with related data such as Entry and Bill numbers 


• Allow authorized users to retrieve, view, and annotate documents via a web based user interface 
• Provide basic security, authorization and auditing 
• Offer back-end services that facilitate search and reporting capabilities to trade partners to 


verify the receipt of documents 
• Provide capabilities for CBP Client Representatives to view raw received messages 


 
IWS identifies and then builds the interfaces and protocols through which the PGAs and CBP will communicate 
and share information related to cargo imports. Interoperability plans are jointly developed and maintained by 
CBP and various PGAs. 
The PGA Message Set is a single, harmonized set of information that is collected electronically from 
international traders by CBP on behalf of the PGAs, thereby allowing CBP and the PGAs to make decisions 
about what cargo can come into the U.S. without the myriad of paper forms currently required. This data set is 
used as the single record layout for all input from the trade for PGA data. This set is intended to be submitted as 
part of the NACE Entry Summary Certified for Release (or a Simplified Entry). 
NACE Cargo Release (previously known as Simplified Entry) streamlines how filers transmit entry data to CBP 
to facilitate trade, while maintaining a strict adherence to U.S. laws. Filers are able to transmit entry information 
earlier allowing CBP personnel more time and resources to apply a risk-segmented approach to their inspections 
that allows them to focus resources on high-risk shipments while reducing transaction costs for importers. When 
CBP receives NACE Cargo Release data, CBP facilitates a decision to release the cargo and transmits a message 
to the filer. The merchandise will then be considered entered upon its arrival in the port with the intent to 
distribute the cargo into the U.S. commerce. 
NACE Cargo Release is a web-based application provides an efficient way to process and view cargo 
information and forms the trade processing backbone and risk assessment within ATS. 
The Automated Export System (AES) is a joint venture between CBP, the Foreign Trade Division of the Bureau 
of the Census (Commerce), the Bureau of Industry and Security (Commerce), the Directorate of Defense Trade 
Controls (State), other federal agencies, and the export trade community. It is the central point through which 
export shipment data required by multiple agencies is filed electronically to CBP, using the efficiencies of 
Electronic Data Interchange (EDI). AES provides an alternative to filing paper Electronic Export Information 
(EEI). Export information is collected electronically and edited immediately, and errors are detected and 
corrected at the time of filing. AES is a nationwide system operational at all CBP ports and for all methods of 
transportation. It was designed to assure compliance with and enforcement of laws relating to exporting, 
improve trade statistics, reduce duplicate reporting to multiple agencies, and improve customer service. 
The export process begins when the exporter decides to export merchandise. The exporter or the authorized agent 
makes shipping arrangements (booking) with the carrier. The exporter or the authorized agent transmits the 
commodity (EEI) information using AES. This information can come directly from the exporter or the 
authorized agent or through a service center or port authority. AES validates the data against editing tables and 
U.S. Government agency requirement files and generates a confirmation message or error messages back to the 
filer. If the carrier is participating in the Vessel Transportation Module the carrier transmits the Receipt of 
Booking message when the booked cargo is received and the departure message following the actual departure 
of the vessel. Within ten calendar days after departure, the carrier will transmit the entire export manifest 
electronically using AES. AES also validates the transportation data then generates either a confirmation 
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message or an error message. Any errors messages generated by AES must be corrected and the corrections 
transmitted to AES. AES is a conduit through which required export shipment information reaches the 
appropriate agency. The Bureau of the Census extracts AES data to compile and publish export trade statistics. 
The goal is to eliminate manual processing and paper review of the EEI by providing accurate data, 
electronically, to be used for analytical and statistical reporting. AES checks dual-use shipments against licenses 
approved by the Bureau of Industry and Security and forwards the data to that agency. 


3.1.10 Biometric Entry-Exit – Traveler Verification System (TVS) 


In addition to the systems above, TASPD is also working in partnership with the air travel industry to transform 
air travel using biometrics as the key to enhancing security and unlocking benefits that dramatically improve 
the entire traveler experience. CBP will re-architect data flows and data systems to pre-stage biometrics data. 
The goal is to verify the traveler’s identity upon departure from the United States and match the departing 
traveler’s information with their corresponding entry information. 
The CBP “Biometric Pathway” will utilize biometrics to streamline passenger processes throughout the air 
travel continuum, and provide the opportunity to validate identities against DHS information systems 
using the data available. CBP will partner with airlines, airports, OBIM, and TSA to build a device 
agnostic backend system that 
interoperates with private sector investment in front-end infrastructure, such as self-service baggage drop off 
kiosks, facial recognition self-boarding gates, and other equipment; the CBP biometric-based entry-exit system 
will ultimately provide significant benefits to air travel partners, in addition to establishing a biometric air exit 
system. 
For the purpose of this PWS, the offeror will support TASPD and other stakeholders by performing operations 
and maintenance of the system to support Biometric Air Entry-Exit. The contractor will also provide support 
in expanding Biometric Entry/Exit to other environments/modalities such as land and sea including, but not 
limited to cruise ships, Privately Owned Vehicles (POVs), commercial buses, and pedestrians. Each mode of 
travel requires unique capabilities to address operational and environmental conditions to perform biometric 
confirmations while not impacting trade and travel. 
Land 
Since land travel is often unscheduled, CBP does not have the benefit of receiving passenger manifest 
information prior to travel as it does with air and sea, therefore a person’s identity and citizenship cannot be 
validated until they arrive at the primary inspection point. Proper inspection processing without advanced 
traveler information can take a considerable amount of time and result in severe congestion during peak crossing 
times at busy ports. 
Contractor support will include incorporation of various data elements into a biometric matching capability at 
POV lanes. CBP is the owner of primary vehicle lanes (unlike the air environment, where a departure gate is 
owned by an airport authority or airline). Contract support will include the following: 


• Implement a biometric solution to match inbound and outbound travelers to potential hotlists. 
• Implement a system to record crossing data information  
 


CBP will focus primarily on holding travelers accountable for self-reporting departure with a biometric 
verification component. If a traveler does not self-report their departure, CBP will assume the traveler is still 
in the United States (meaning the traveler would violate the terms of admission and not be eligible for re-
admission). 
Sea 
The CBP mission in the sea environment is to facilitate the lawful entry and clearance of vessels, collect proper 
duties, prevent crew desertions, and prevent unlawful persons or prohibited items from making entry into the 
U.S. To achieve this mission without augmenting staff, CBP must find ways to improve the entry process by 
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leveraging mobile and biometric technologies. Because of the similarities between U.S. seaports and aviation 
ports, CBP plans to leverage solutions developed for the air environment to implement biometric exit at sea 
ports. Contractor support will include: 


• Updates to mobile technology for matching to travelers in a cruise line environment, pleasure boats and 
boats for hire, which like general aviation present an extremely dynamic environment that will need 
innovative solutions. 


• Interoperability and data integration with cruise lines for image capture of facial comparison to 
valid travel documentation (i.e. passport). 


• Transmission of encrypted referral codes to cruise lines for traveler interception. 
• Implementation of system threshold requirements and indicator to CBP and cruise lines (match/non-


match). 
 
3.1.11 Global Travel Assessment System (GTAS) 


The Global Travel Assessment System (GTAS) is an air travel passenger screening and analysis system for 
enhancing global security. It was developed by CBP in the open source environment, so that foreign partner 
government entities could deploy it quickly with minimal startup costs. Ideally, these foreign partners would be 
engaged in the application’s improvement, and those improvements would be shared back with the development 
community. GTAS allows users to assess the risk of travelers through real-time processing of user-defined rules 
and watch lists. Additional risk assessment tools include a robust set of querying capabilities, case management 
system, auditing capabilities, and system checks. 
GTAS was built on a multi-tiered, modular system leveraging the most globally-accepted technology 
components. It currently supports 31 languages, and is available for download and use on github.com. 


3.1.12 Common Framework 


The Common Framework project is the enterprise effort responsible for the "common look + feel" across web 
and mobile applications. This includes responsive user interfaces, user experience design, reusable code and 
share services, developer experience, and application development best practices and education. The Common 
Framework project takes an open source, open data approach in promoting design, development, and operations 
best practices across the enterprise. The Common Framework directly aligns to the U.S. Digital Services 
Playbook. 
The theme for U.S. Customs and Border Protection web applications can be found at https://us-
cbp.github.io/cbp-theme. This is the common UI theme for CBP. It is used for internal and external web 
applications. 


The CBP Style Guide compliments the CBP Theme and can be found at https://us-cbp.github.io/cbp-style-
guide. The style guide describes CBP theme components and patterns and how to use them. 


 


4.0 OPERATING CONSTRAINTS 
 


 4.1 The Contractor shall use DHS/CBP approved products, standards, services, and profiles as reflected by the 
hardware software, application, and infrastructure components of the DHS/CBP TRM/standards profile. If new 
hardware, software and infrastructure components are required to develop, test, or implement the program, these 
products will be coordinated through the DHS and CBP formal Technology Insertion (TI) process. The DHS/CBP 
TRM/standards profile will be updated as technology insertions are accomplished. 


4.2 The contractor shall follow existing TASPD design standards unless deviation from those standards is 
approved by TASPD and the Contracting Officer’s Representative (COR). The contractor is responsible for 



https://us-cbp.github.io/cbp-theme

https://us-cbp.github.io/cbp-theme

https://us-cbp.github.io/cbp-style-guide

https://us-cbp.github.io/cbp-style-guide
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understanding the OIT Common Framework code libraries, tools, style guide, services, and best practices 
and shall build and maintain CBP applications using the OIT Common Framework before using open 
source, custom, or third party solutions. This documentation will be made available to the contractor upon 
request. 


 
4.3 All Application O&M and maintenance, updates, enhancements, upgrades, or modifications solutions 
within the scope of this PWS are inherent to the software applications and the corresponding application 
infrastructure. The hardware and platforms on which the TASPD system application operates is under the 
control of other programs and other contract vehicles, however application teams must support monthly server 
maintenance, as well as perform administration on both physical servers and virtual machines. Software 
changes are required to continue to properly interface with host platforms and existing physical and software 
interfaces. As infrastructure and applications are migrated to and operated in the cloud, the contractor must 
continue to meet or exceed current system performance. Security must also meet or exceed current levels 
while operating in the cloud. 


 
4.4 All proposed enhancements, improvements, modernizations and new capabilities added to TASPD 
systems are subject to review and approval by the Government in accordance with the TASPD 
Configuration Management/Control Plan. 


 
4.5 The AFI and ATS systems have a Section 508 waiver. Currently, all other systems are subject to 508 
compliance. 


 
4.6 TASPD strives to maintain full availability with an average acceptable quality level of 99.82%, which 
accounts for planned outages. The contractor will meet with this AQL. TASPD must regularly monitor 
system performance and tune system parameters to ensure a high level of system processing and 
responsiveness is available for thousands of end users. As such, operations and maintenance support includes 
Tier II and Tier III support related to TASPD applications, 24 hours a day, 7 days a week (24x7) for on call 
support, monitoring and administering the physical and virtual machines and 24x7 Database Administrator 
(DBA) support. 
Most TASPD Tier III support is assigned from Tier I support (CBP Help Desk) directly to Tier II support 
(TASPD ATS Help Desk). If Tier II support cannot resolve the ticket, it is assigned to the application team 
(Tier III). Tier II will typically reach out directly to the application team for support. TASPD does not 
currently have dedicated Tier III staff, but each application team has to manage Production support and 
troubleshooting of issues that cannot be handled by Tier II. 
In order to maintain availability 24 hours a day x 7 days a week x 365 days a year (24x7x365), all TASPD 
project teams are required to have a duty officer phone which are rotated among team members. These devices 
will be furnished by the Government and must be staffed at all times. If Production issues come up either 
during work hours or outside work hours, which need to be resolved right away, the application team (Tier III) 
will be contacted either by the CBP Duty Officer, CBP Technology Operations Center, TASPD Duty Officer, or 
TASPD Government Manager to troubleshoot and resolve the issue. Other team members may need to be 
engaged as necessary if the person carrying the duty phone needs support. Additionally, some users will reach 
out to the application teams directly (designated leads and POCs), including the TASPD Government Manager, 
with issues that need to be investigated. These issues may include diagnosing and addressing the questions 
raised by the users, corrections in Production that need to be applied right   away, or code changes that need to 
be scheduled into a release. 
4.7 Lifecycle support is required for all applications to include: requirements definition, tailored SELC and 
project documentation updates and training. Refreshes to the system happen at least on a monthly to 
quarterly basis, with the exception of urgent changes which can occur as quickly as within one day. 
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Production and troubleshooting support is expected on an ongoing basis, as well as support for priority data 
calls to support the user community. 


 
 4.8 All personnel supporting TASPD must have proper DHS/CBP security clearances per the CBP Security  
  Handbook. 
 
4.9 All contractor personnel supporting work on this PWS are required to use GFE computers and software 
hosting facilities. Exceptions must be approved on a case-by-case basis by the COR. 
 
4.10 All software applications and the TASPD work in an environment that requires collaboration and 
cooperation with other government agencies and other contractors supporting TASPD and other related 
programs with common or shared missions and objectives. 


 


5.0 OBJECTIVES 
The overall objective of this task order is to obtain the full range of operations and maintenance support for the 
U.S. Customs and Border Protection (CBP), Targeting and Analysis Systems Program Directorate (TASPD) 
suite of computer and automated software applications. Additionally, the contractor will ensure all computer 
and automated software applications are updated and enhanced as necessary to respond to evolving 
technologies, threats, and mission critical requirements of CBP. 


5.1 Objective 1- Task Order Project Management 


Work efforts performed in support of this objective require management expertise, oversight, control, and 
direction in team building, communications, time management, quality assurance and quality control, procedure 
development, risk management, configuration management, cost management, and software integration. These 
areas and controls shall be continuously applied in the performance of the task areas shown below. 
Provide overall project management support, including a transition plan, project planning, scheduling, tracking, 
and overall financial management. Specific duties shall include the preparation of plans and schedules based on 
technical and management data; scheduling and conducting technical and planning meetings; conducting 
reviews; and preparing status reports. 
Weekly status meetings shall occur to discuss status of projects, issues, and problem areas related to the 
projects. The Contractor shall document the results of each meeting and submit this document weekly to the 
COR. In addition to reporting the status of each project, the Contractor shall provide the Government with 
fund status reports. Refer to section 7.5 for more information on the submission of each report. 
The Contractor shall have the ability to recruit, hire, and retain CBP-cleared resources immediately following 
contract award, ensure proper staffing and skill set coverage at all times, and effectively address changes in 
work priorities and staffing. Demonstrate innovative ways to recruit and retain personnel. 
Provide oral presentations and/or executive briefings on the project and application statuses when necessary. 
Follow an iterative or Agile-based program and project management and deployment methodology which will 
allow for effective scope control and risk management.  Agile methodology must follow the tailored SELC and 
comply with CBP and DHS policy, including DHS Directive 102-01. The Contractor shall also provide support 
to Integrated Product Teams (IPTs) as directed by the Government in support of the development/deployment 
of future functionality. The Contractor shall work with the IPTs to ensure alignment and compliance between 
deliverables, schedule, scope and agile methodologies. The Contractor shall also support the Government IPT 
project manager with Agile support and provide regular status reporting and scheduling that complements the 
Agile development methodology. 
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An Agile-based approach to management is critical to CBP’s mission as it provides enhanced visibility 
throughout the lifecycle of a project, enabling OIT the necessary insight into achievement, progress, challenges, 
goals and next steps. It also enables TASPD to accommodate high priority changes and changes in direction as 
dictated by the product owners and the user community, in response to new and evolving threats and risks. 
TASPD is a very agile, nimble organization and new features which comply with the user requirements are 
often implemented in a very short amount of time. In an Agile organization, project teams deploy functionality 
incrementally, minimizing the potential for risk impacts, and provide streamlined documentation throughout the 
phases of a project. The contractor is expected to do sprint and release planning (with user stories in Jira), 
execution, review and demonstration and retrospectives. The contractor shall determine, prioritize, and 
document the product backlog for the project, develop definitions of done, conduct daily scrums, and utilize the 
Atlassian suite of tools to document the agile process. 


5.2 Objective 2 – Operations and Maintenance of TASPD Computers, Server and Software Applications 


The contractor shall provide all operations and maintenance (O&M) solutions, processes, and procedures 
necessary to sustain the suite of TASPD computer and software applications within the DHS enterprise at the 
highest levels of security, service and availability consistent with cost, schedule, and performance objectives. 
Application availability is exclusive of planned outages and deployment windows, but inclusive of computers, 
operating systems, network, work stations and software applications where TASPD has authority to operate as 
required to support the CBP mission objectives. Planned outages and deployments are scheduled with the 
product owners, with the goal of keeping down time to a minimum. The acceptable average quality level of 
application availability is 99.82% (See Section 5.6). Refer to the clauses in Addendum A for minimum 
security requirements. A full range of O&M solutions is necessary to ensure TASPD computer and software 
applications operate efficiently, effectively and securely, and are available to support CBP mission 
requirements. This O&M support will emphasize performance monitoring to identify and resolve performance 
risks before they impact mission performance while responding to customer identified performance 
deficiencies and/or outages (i.e., break/fix). 
Performance shall be evaluated on a continual basis to ensure there is no degradation to current performance 
levels. The contractor shall maintain or improve the performance as system capabilities and usage continue to 
grow. 
The contractor shall provide a full range of O&M to include, but not limited to, monitoring the health of 
production applications, troubleshooting software and system related issues, fixing software defects, as well as 
designing, creating, testing and implementing software production baseline updates. The contractor shall 
maintain strong collaboration with the Government lead, product owners and the designated POCs for the 
user community on an ongoing basis, to ensure that priority objectives and requirements are clearly 
understood by the contractor and implemented successfully based on established priorities. The contractor 
shall support all data modeling for new changes, new data feeds and data transfer mechanisms, data dictionary 
updates, ETL and cleansing, data analysis, and all database maintenance/administration tasks related to this. 


 5.3 Objective 3 – TASPD Computer and Software Application Performance Upgrades, Improvements and    
Enhancements 


This effort encompasses system upgrades, improvements and enhancements, which are generally 
updates/changes to existing systems and the corresponding infrastructure installation, patching, and 
management. The Contractor shall provide all phases of software requirements, design, development, testing 
and implementation, to ensure TASPD software applications continue enabling their users to meet their mission 
goals and objectives. These efforts include the full range of software requirements, including, but not limited 
to, planning, requirements definition and analysis, systems design and development, coding and testing, 
integration, implementation and production support, and legacy system retirement. The contractor shall follow 
all CBP and DHS SELC procedures as applicable for the level of the enhancement.  Consistent with the 
DHS/CBP SELC process and with the approval of the COR, the contractor shall take all necessary actions to 
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identify and incorporate software solutions to optimize the performance and operational cost efficiency of the 
TASPD suite of computer and software applications in support of the CBP mission. The offeror shall increase 
and enhance collaboration, responsiveness, transparency, and accountability with business owners and 
stakeholders, to ensure end users / stakeholders receive a high level of customer service to address high priority 
requests timely and to deliver new and enhanced solutions quickly, according to priorities set by the 
stakeholders.  


5.4 Objective 4 – Cloud Migration 
This objective encompasses migration of applications and services to the cloud, including legacy and new 
applications and all infrastructure, in a cost-effective, secure, and agile way. The strategy for migrating to 
cloud based services and infrastructure should align to the strategy of the Federal Data Center Consolidation 
Initiative (FDCCI), the objectives of the enterprise service delivery model, the CBP OIT target/cloud 
architecture, and support the agency’s ability to deliver future sustainable services. This effort will enable 
TASPD to innovate and modernize the way software is built, deployed and managed. This approach will need 
to successfully enable TASPD to quickly, reliably and consistently deliver modernized digital solutions. These 
solutions include building digital solutions based on micro services, implementing API based modern web 
frameworks, building solutions that are extensible to mobile and forward-looking industry paradigms, building 
consistent, standard, reliable and portable environments in the cloud, defining container strategies and 
operational  models. Support includes conducting an inventory (including users, applications, infrastructure, 
security and privacy, and service management), application mapping, conducting suitability analyses, providing 
recommendations to the government for the industry/service model, migration planning, including developing 
the migration roadmap, maintaining cloud infrastructure servers and virtual servers, operating systems, 
databases, applications containers and associated software, patching, DNS, network, storage and message 
transport). 
The contractor will provide cloud migration support services that accommodate considerations from an 
enterprise perspective including impacts on other directorates, contract, management and technical 
components including application, infrastructure and security. The contractor shall tie cloud migration 
recommendations to the purpose of the applications or services being migrated and should include users, 
stakeholders, operating hours, and related input and output processes based on the role and business function 
of the affected systems. Specific objectives include: 


 5.4.1 Technical Objectives 


• Provide all technical advisory services necessary to fully develop and deliver services for the appropriate 
phases. 


• Provide services that account for the systems lifecycle, ranging from development, testing, and 
production and include considerations for maintaining cloud services post-deployment. Provide 
recommendations for commercial cloud environments for production, integration, development and 
sandbox purposes to support the complete systems lifecycle. 


• Provide recommendations for open-standards based technologies whenever possible to provide 
interoperability. Recommend specific standards that should be utilized including: 


o Open Virtualization Format (OVF) – applicable only to IaaS virtual machines 
o Cloud Data Management 
Interface(CDMI)  
o Open Cloud Computing Interface 
(OCCI) o Other standards as required 


• Provide capacity planning for additional resources for bandwidth, storage, and software licenses as 
required supporting the migration and on-going operations beyond the initial amount planned for 
operations. 


• Provide migration status including milestones and support or implement specified migration testing 
plans and related rollback capabilities. 


• Provide recommendations, standards, and associated SLAs to maintain sufficient and cost effective 
continuity of operations. Develop and contribute relative details to business continuity plans (BCP) 
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that satisfy the cloud service layers and components. 
• Provide cloud solution requirements that maintain static, replicated, or live data at a site geographically 


disparate from the production site, when appropriate, such that the loss of one data center does not 
prohibit recovery of data within the prescribed recovery time objective. 


• Provide approaches for efficient usage of cloud elements such as processor, RAM and data storage tiers, 
network capability and availability as needed within the target applications and services. 


 
5.4.2 Security Objectives 


• Provide support and cloud services in compliance and alignment with Federal statutory requirements (e.g. 
38 
U.S.C. 5725) governing the protection of Personally Identifiable Information (PII) and Patient Medical 
Information (PMI), Federal Risk and Authorization Management Program (FedRAMP) standardized 
security assessment, authorization, and continuous monitoring policies as required by the scope of the 
project. Assessment and Authorization (A&A) activities will be included as part of the migration 
recommendations. 


• Provide cloud migration security and privacy that are consistent with the NIST Special Publication 800-
144 – 
“Guidelines on Security and Privacy in Public Cloud Computing” or other applicable standards and 
guidelines. 


• Provide recommendations for and implement security for non-standard data transfers both in transit 
and at rest resulting from the migration of the infrastructure, applications and services to the cloud. 


• Provide specified auditable events related to the infrastructure, applications and services 
• Identify any additional Security and Privacy standards to which cloud service providers should 


conform their services/solutions. For example: Properly securing connections between formerly co-
located systems, including systems not migrated for business or other reasons. 


• Create effective compliant risk assessments, routine vulnerability scanning, system patching 
and change management procedures, and the completion of an acceptable contingency plan for 
cloud service. 


• Provide recommendations for administration support services to TASPD project system administrators 
to make sure that security controls not implemented by the Cloud Service Provider are available to the 
project administrators. Each Cloud Service Provider should publish a worksheet in their security 
documentation package that details security control responsibility for the particular type of cloud 
service offering (IaaS, PaaS, or Saas). 


• Properly securing the connections between formerly collocated systems, including systems not 
migrated for business or other reasons. 
 


 5.4.3 Cloud Management Objectives 


• Maintain clear government visibility into program cost, schedule, technical performance, and risk. 
This includes provide meaningful reporting and analytics weekly that provide TASPD with up-to-date 
and comprehensive information regarding technical and management performance. 


• Provide recommended transition plans detailing milestones, activities, and timelines for the 
migration of infrastructure, applications and services to the cloud. 


• Provide operational expertise and support for the business implementation as well as the user support 
required to ensure a successful implementation and rollout of the new cloud solutions. This includes 
but is not limited to communications to the workforce and external stakeholders, organizational change 
management, training, and documentation. 


• Develop, maintain and support a change management strategy focused on optimizing user acceptance 
and technology adoption. The organizational change strategy shall address preparation for the 
change(s), and any impacts and steps for execution associated with changes needed to implement 
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cloud services. 
 
5.5 Objective 5 – TASPD Performance Innovation 


In addition to Objectives 1-3, the Government is interested in identifying new, innovative ways of enabling 
more effective and efficient performance. This task is to be used as a means for improvement and possible 
replacement of existing software applications and processes within TASPD. The Government is looking for 
innovation in, but not limited to, the following areas: surge capacity, increased consistency and value of 
applications, improved user experience, reduced project risks, and reduced implementation and O&M costs. 
CBP's vision is to continue to streamline operations and integrate with other systems to the extent possible. 
The contractor shall innovate beyond simple modification of existing processes by recommending the 
utilization of new tools and methodologies. Tools not currently on the DHS approved list must be submitted to 
the Technical Reference Model (TRM), which has an estimated approval time of 14 days. The contractor shall 
use a variety of statistical metrics to generate quantified performance reports of project innovation, 
effectiveness and efficiency. Produce narrative descriptions, tabular data, graphical representations, and 
presentation materials that cover the entire process from methodology through results to include analysis of 
performance change. 
The contractor shall provide the COR with a report detailing the recommendations for innovation and specific 
action plans to improve performance within 150 days of contract award, and every 6 months thereafter. The 
Government will review these reports and approve or deny the innovation as they see fit. 
This task will run simultaneously to sections 6.1, 6.2, 6.3, and 6.4 throughout the life of the contract. 


6.0 DELIVERABLES AND DELIVERY SCHEDULE 
 


 
Deliverable ID 


 
Description of Deliverable 


 
Deliverable Date/Time Frame 


0001 Security Plan, in accordance with 7.1 No later than 5 days after 
transition start date 


0002 Draft Incoming Transition Plan Due with Phase II response 


0003 Performance Work Statement (PWS) Due with Phase II 
response 


0004 Submission of all CBP BI Packages No later than 5 days 
following contract award 


0005 Post-Award Kick-off Meeting No later than 5 days 
following contract award 


0006 Quality Control Plan Due with Phase II 
response 


0007 Final Revised Incoming Transition Plan No later than 5 days after 
transition start date. 


0008 Weekly Status Reports and Meetings Weekly 


0009 Contract Staff Training Requirements As Required; To be reported by 
the 1st and 15th day of each month 


0010 Ad-hoc reports As Required 
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0011 Project Management and SELC 
Documentation 


As Required for new projects 


0012 Innovation Reports No later than 150 days after 
contract award, every 6 months 


 
0013 Cloud Migration Reports in accordance 


with Objective 4 
Weekly 


0014 Outgoing Transition Plan 365 days prior to the end of the 
final period of performance 


 


   6.1 Security Plan 


The contractor will be responsible for ensuring that the contractor team complies with contract security 
requirements and sensitive information protection policies, including ensuring that all personnel have the 
appropriate level of clearances. The contractor will deliver an IT Security plan to the Government outlining 
their plan to comply with the Government’s administrative, physical and technical security controls. 


  6.2 Incoming Transition Plan 


The Contractor shall submit a draft Incoming Transition Plan for the transition from the incumbent to the 
Contractor with their Phase II response. The Contractor shall coordinate with the Government in planning 
and implementing a complete transition to the Contractor's proposed support model. The plan should 
include staffing approach including the processing of paperwork for the background investigation process, 
knowledge transfer and strategy for taking over the work including when responsibility for each project 
shifts to the newly awarded contractor. 
The Government has designated a transition period for the incoming Contractor to coordinate and work 
with the incumbent Contractor. The Contractor shall assume support responsibilities in accordance with its 
Incoming Transition Plan, processes, procedures, and schedule. The Contractor shall implement the ramp-
up process without disruption to TASPD operations or interruption/delay to the application systems and to 
the enhancement work in progress at the time of the transition.  The Contractor shall make all necessary 
preparations to begin performance in order to ensure no impact to scheduled critical activities. 
The Incoming Transition Plan shall include, at a minimum: 
• Overview of the transition effort; 
• A work plan that identifies milestones, measurable tasks, and resources required to assume responsibility 


for all in- progress and pending activities; 
• A detailed summary of all transition events and estimated milestone dates. The transition timeline shall be 


presented as a schedule in graphic format showing the timing, sequence and interdependencies of tasks. 
The transition schedule shall be supplemented by narrative, as needed to provide a clear understanding of 
the transition plan. 


• Define interfaces with CBP and the offeror’s proposed coordination with the current contractors; 
• If transfer of existing CBP databases to other hardware/software formats is proposed, the offeror shall 


explain how and when the proposed formats/systems and their capabilities will be demonstrated prior 
to effecting any transfer; 


• Identify the risks to the transition effort and include mitigation and contingency plans in the event the 
transition cannot be executed on schedule; 


• Specific measures and metrics to be used to monitor and evaluate the transition activities; 
• How the offeror will recruit, hire and onboard the staff needed to ensure mission success to include 


incumbent capture; 
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• Government-furnished property inventory management assistance; 
• Specific measures and metrics to be used to ensure that system performance and response times 


are not degraded during the transition period; 
• Plan for submission of all available CBP BI packages 
• Identification of the Incoming Transition team members by name, position, and responsibilities; and 
• A plan for executing redundant performance with the outgoing contractor upon successful completion of 


knowledge transfer. 


A Final Revised Incoming Transition Plan is due five (5) business days after the Contractor-Government kick-
off meeting. The Final Incoming Transition Plan will be executed without disruption to operations. The 
Contractor is fully responsible for all aspects of the work throughout the Incoming Transition period in 
accordance with the Contractor’s Incoming Transition Plan. The Contractor shall make all necessary 
preparations to begin Task Order performance in accordance with its Incoming Transition Plan in order to 
ensure no impact to daily operations or scheduled critical activities. 


  6.3 Clearance Process 


The following information is provided to prospective organizations who have never worked with CBP 
before, or for those who do not have knowledge of the background investigation process. Information 
provided is based upon averages, and is meant to provide a basis for estimating the time it may take to clear 
resources. 
The background investigation (BI) process within the Department of Homeland Security (DHS), 
Customs and Border Protection (CBP) begins when the contractor submits the Contract Employee 
Initial Background Investigation Form (Form 77), Background Investigations Requirements 
Determinations (BIRD) form, Fair Credit Reporting Act release form and the new contractor 
information sheet to the Government. The Government approved paperwork is then submitted to the 
Office of Professional Responsibility (OPR) for a determination regarding whether the applicant is 
eligible for 1) reciprocity, or 2) needs to be invited into e-QIP. CBP OPR will review the BIRD 
request, along with attachments, to conduct the appropriate systems check to render the appropriate 
determination, i.e., initiation required, reciprocity eligible, reactive, reciprocity revoked. This 
determination process takes approximately 1 week. 


1) If candidate is eligible for reciprocity, the process to a full background investigation averages 
about 1 month.  


2) If the determination rendered was “Initiation Required” or “Reciprocity Revoked,” the 
Government will be responsible for taking the appropriate action to allow the applicant access 
to e-QIP.  The applicant will need to complete e-QIP, financial disclosure forms and finger 
print cards.  This process takes approximately one week, however the applicant has up to 30 
days.  All forms are to be submitted to the Government for review.  If all forms and e-QIP are 
completed, the BI package is submitted to OPR.  If not, e-QIP is rejected and must be 
corrected.  After submitting the BI package to OPR, the BI is conducted.  An Interim BI is the 
next step in the process and averages approximately 40-50 days.  A full BI averages 
approximately 130-140 days after the Interim BI is granted.  Please note that this is the best 
case scenario, applicants may drop into Delay, which means that more documentation is 
required for the BI to be completed.  Delayed applicants can remain in delay for many months 
and may be found unsuitable and therefore unable to be hired onto the contract.  From 
submission of documentation to a delay determination usually averages one to two months. 


 
Overall, the average time to receive a Full BI, from submission of the required BI documents, is 175 
days. This time estimate is furnished for the purposes of indicating the time required to obtain CBP BI 
cleared personnel. This is the Government’s estimate and is not intended to be binding on either party 
or to be the only possible scenario. 
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All members of the project team must obtain CBP Suitability to begin work. Reference 5 CFR Part 731, 
“Suitability.” Some of personnel under certain tasks will need to possess a Top Secret Security Clearance with 
access to SCI in order to research and review (Classified) threat information. When a security clearance of 
secret or higher is required in performance of the order, a completed DD Form 254 is required. Many of the 
contractors who support TASPD have Secret, Top Secret or TS/SCI clearances. Although no requirements are 
set forth for the number of contractors with clearances required, TASPD is moving in a direction where 
candidates with Secret and Top Secret clearances are preferred. 


 6.4 Quality Control Plan 


The Contractor shall have an established, maintained, and effective Quality Management System (QMS) that 
ensures quality products and services are delivered to the Government. The Quality Control Plan shall 
describe the QMS in sufficient detail to permit an assessment of the contractor’s QMS by the Government. 
The Quality Control Plan shall describe the Contractor’s approach to meeting the quality, timeliness, 
responsiveness, customer satisfaction, and other product and service delivery requirements. 


 6.5 Weekly Status Reports 


The contractor will provide regular communication of project status through weekly status reports and weekly 
face-to-face status meetings between the team, the COR, the CBP government leads and any other stakeholders 
as identified by the Government. The contractor is responsible for monitoring the contract by tracking expended 
funds. 
The Contractor shall provide the COR with a weekly report, for each task in section 6.0 with an overview of 
work accomplished the previous period and work scheduled for the upcoming week. This report shall contain 
the following information at a minimum: 


• Planned activities and desired results for the next reporting period with milestones and deliverables; 
• Issues and risks affecting technical, schedule, or cost elements of the contract, including background, 


impact and recommendations for resolution; 
• Results related to previously identified problem areas with conclusions and recommendations; 
• Team organizational chart; 
• Funds Status Report that supplies funding data about the task order. 


o Updating and forecasting contract funds requirements based on burn rates; 
o Developing funds requirements and estimates in support of approved investments; 
o Determining funds in excess of contract needs and available for de-obligation. 


 
6.6 Contractor Staff Training 


All contract personnel are required to complete the DHS/CBP mandatory PALMS training courses by the 
mandatory due date(s). The Contractor is responsible for maintaining records of contracting employees that 
have completed the mandatory training and provide semimonthly updates to the COR on the 1st and 15th day 
of each month or the next business day if the 1st or 15th is a Holiday or on the weekend. The Contractor is 
also responsible for providing copies of the training certificates to the COR when requested. 


6.7 Contractor Outgoing Transition Plan 


At the completion of performance of this task order, the Contractor shall fully support the transition of the 
Contractor’s work that is turned over to another entity, either Government or a successor offeror(s). The 
Contractor shall assist with transition planning and shall comply with transition milestones and schedules of 
events. 
The Contractor shall be responsible for the implementation of the transition and application cutover activities. 
The transition shall cause no disruption of services. To ensure the necessary continuity of services and to 
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maintain the current level of support, the Government may retain services of the incumbent Contractor for some, 
or all of, the transition period, as may be required. 
The Contractor shall be responsible for the transition of all technical activities identified in this task order. As 
part of the transition, the Contractor shall be responsible for: 


• Inventory and orderly transfer of all Government Furnished Property (GFP), to include hardware, 
software, and licenses, Contractor Acquired Government Property, and Government Furnished 
Information (GFI) to include 


• Transfer of documentation currently in process into repositories 
• Transfer of all software code in process into repositories 
• Certification that all non-public DHS information has been purged from any Contractor-owned system 
• Exchange of accounts to access software and hosted infrastructure components 
• Participate in knowledge transfer activities in accordance with the transition plan 
• Provide members to and participate in transition management 
• Identify transition risks and risk mitigation 


The Contractor shall submit an Outgoing Transition Plan. The Outgoing Transition Plan shall include support 
activities for all transition efforts for follow-on requirements to minimize disruption of services. The Outgoing 
Transition Plan shall: 


• Review, evaluation and transition of current support services 
• Provide report on status of all deliverables; 
• Provide report on problems encountered during period of performance; 
• Provide report on current issues, problems, or activities in process that require immediate action; 
• Applicable debriefing and personnel out-processing procedures; and 
• Identify and provide a schedule of routine events for continuity of program 
• Identify equipment, hardware, software, documents and other artifacts that are included in the transition 
• Establish roadmap and backlog 
• Identify transition risks and risk mitigation 
• Define roles and responsibilities 
• Define transition approval authorities and lines of communication 
• Define a knowledge transfer approach 
• Define a property inventory and transition approach 
• Provide checklists 


A Transition Plan shall be delivered 365 calendar days prior to the task order expiration date unless otherwise 
directed by the CO. The Contractor shall account for a 10 business day Government review process prior to 
executing the transition. Upon award of a follow-on contract, the incumbent Contractor will work with the new 
Contractor to provide knowledge transfer and transition support, as required by the COR. 


7.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION 
(a) The Government will furnish only that equipment necessary for the Contractor to carry out its work efforts 
under this PWS at the Government facility. This includes normal workspace accommodations such as desk, 
chair, desk phone, and computer. While performing work under this PWS in Government facilities, the 
Contractor may have the use of other normal office EIT devices, such as fax machines (not classified), copiers, 
projectors, etc. It is required that the contractor obtain CBP Personal Identity Verification (PIV) cards as they 
are necessary to log into all computers and laptops. 
(b) The Government will provide to the Contractor cell phone, laptop or other portable devices, such as mobile 
devices or other PDAs upon the written consent of the COR justifying the need for such equipment. 
(c) The Government will furnish all necessary related documentation in its possession that may be 
required for the Contractor to perform this contract. 
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8.0 PLACE OF PERFORMANCE AND HOURS OF OPERATION 
 
     8.1 Place of Performance 


U.S. Customs and Border Protection (CBP) will provide space in multiple facilities for the on-site contractor 
staff to perform the required tasks in the Washington DC Metro area, however most work is performed at site 
(a) below. Other      locations for this work are below, although other Washington DC area offices may be 
occasionally used. All work required under this contract shall be performed by the Contractor at Government 
sites unless otherwise directed by the Government. Travel to other Washington DC area Government locations 
may be necessary. 


 
a. OIT, Kingstowne Facility, Alexandria, VA 22315 
b. OIT, Herndon Facility, Herndon, VA 20170 
c. Ronald Reagan Building, 1300 Pennsylvania Ave, NW, Washington, DC 20229 
d. OIT, Ashburn Facility, Ashburn, VA 20147 
e. Data Center, Newington VA 
f. National Targeting Center, Sterling, VA 20164 
g. Walker Lane Facility, Alexandria, VA 22310 
h. Beauregard Facility, Alexandria, VA 22311 


 
8.2 Hours of Operation 


For those contractor personnel working in direct support of TASPD, the normal business hours are 7:00 am to 
6:00 pm (EST), Monday through Friday with core business hours between 8:00 am and 5:30 pm each business 
day. The contractor shall ensure coverage of these core hours for those in direct support of the TASPD. 
TASPD and those directly supporting TASPD will recognize all official federal holidays. However, all TASPD 
computer and software applications support a 24/7/365 mission requirement and the contractor shall ensure 
system application performance standards are maintained over the full range of mission operations. Due to the 
nature of the work, overtime is authorized under this PWS, however all overtime must be requested in advance 
and approved by the COR and Contracting Officer. The Contractor must provide a central point of contact to 
reach the necessary staff in the event of system problems or emergencies. If required by the COR or 
Government Team Lead, the contractor’s staff shall report on-site after normal hours to address system 
problems. 


9.0 PERSONALLY IDENTIFIABLE INFORMATION (PII) 
When a contractor, on the behalf of CBP, handles Sensitive PII data, stores and transmits, the contractor will 
Accredit (ATO) this information system to the High, High, Moderate (HHM) FIPS level.
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PERFORMANCE WORK STATEMENT (PWS)  


Department of Homeland Security (DHS) - Customs and Border Protection (CBP) - Office 
of information and Technology (OIT) - Targeting and Analysis Systems Program 


Directorate (TASPD) 


Business Intelligence Support Services (BISS) 


1 BACKGROUND 
 


The U.S. Customs and Border Protection (CBP) is a component of the Department of Homeland 
Security (DHS), and the priority mission of CBP is to prevent terrorists and terrorist weapons 
from entering the United States.  This important mission calls for improved security at America's 
borders and ports of entry as well as for extending the zone of security beyond physical borders 
so that American borders are the last line of defense, not the first.  CBP also is responsible for 
apprehending individuals attempting to enter the United States illegally, stemming the flow of 
illegal drugs and other contraband; protecting our agricultural and economic interests from 
harmful pests and diseases; protecting American businesses from theft of their intellectual 
property; and regulating and facilitating international trade, collecting import duties, and 
enforcing U.S. trade laws. 


The Office of information and Technology (OIT) is the information technology component of 
CBP.  OIT’s responsibilities are vast-ranging from designing, delivering and maintaining 
technology based capabilities to enterprise architecture and governance.  OIT also provides 
solutions that support CBP inspection and enforcement activities to help CBP Officers and 
analysts protect our borders and safeguard America. OIT is responsible for enhancing, 
administering, and maintaining intelligence and targeting systems and related systems that help 
secure the supply chain and support CBP’s layered defense strategy for international cargo and 
passengers.  


The Targeting and Analysis Systems Program Directorate (TASPD), one of OIT’s program 
directorate, is responsible for developing and maintaining analytical and targeting software systems. 
The purpose of this Performance Work Statement (PWS) is to procure services that will support 
TASPD with respect to business intelligence support services.  As volumes of data increase in people, 
cargo and conveyances, officers require more efficient access to relevant real-time information on 
which to base critical admission decisions.  Risk assessment strategies are multi-tiered in approach and 
founded on complex statistical studies, data analysis and rules based on knowledge engineering.  


2 SCOPE 
Business intelligence support services are needed to assist CBP officers and border enforcement 
personnel in effectively and efficiently identifying cargo, individuals and conveyances that may 
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present additional risk to the United States; conduct terrorism analysis and global assessments that 
convey changes in terrorism threats and identify emerging threats; develop and evaluate CBP-wide 
intelligence based targeting rules and intelligence driven special operations; and coordinate and 
enhance analysis and targeting efforts.  Support includes: 


• Project Management: Provide oversight to effectively and efficiently manage this task order 
including maintaining adequate levels of technical resources, reporting, quality assurance and 
financial controls. 


• Intelligence Analysis - Counterterrorism - Social Networking: Provide research, analytical 
and targeting support by providing data extraction and data management support, network 
analysis, complex query design and visualization capabilities 


• Predictive Modeling: Provide data-driven modeling to further modeling efforts 
incorporating state-of-the-art analytical tools, harnessing the power of machine learning, 
and focusing on analytical work. Work to discern anomalies that would escape the 
human eye as well as subtle common features that are highly predictive of future 
behavior. 


• Proxy Positives/National Security Inbound (NSI): Facilitate the standard definition of 
a Proxy Positive by reporting the Proxies (rail) that meet the criteria set out in National 
Security Proxy Positives Reporting Process and evaluating the results and providing 
feedback on which seizures to include, and reporting the refined set of Proxies.  That 
NSI reporting process facilitates objective assessment of model efficiency and 
effectiveness for all other applicable modes of transportation and threat domains. 


• Entity Resolution: Improve passenger vetting through improved true positive 
identification of imminent travelers, additional name variants and augmented data and 
advance matching probability that will improve matching precision to reduce labor, 
speed processing, and increase targeting accuracy.   


• Threat Research Support: Research specific threat behavior using all reasonably 
available data (classified, open source, CBP historical and transactional data, etc.) and 
then analyze and model that behavior) for the purpose of developing threat assessment 
techniques to target that behavior. 


• Visualization: Provide visual representation of threat indicators which allows analysts to 
visualize and comprehend vast amounts of interrelated information in graphical and 
spatial representation. 


• Query Support: Provide query support on big data platforms to support a growing 
demand in the number of users, quantity of requests, and complexity of queries for 
intelligence analysis. Includes searching and analyzing data stores, querying and 
extracting information and running impact assessments. 


3 APPLICABLE DOCUMENTS 
 


DHS Directive 102-01 


CBP Security Handbook 


DHS/CBP Program Lifecycle Process Guide 
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DHS MD 8110 – Intelligence Integration and Management 


CBP Agile Framework 


CBP SELC process 


Office on Accessible Systems and Technology (OAST) Compliance 


DHS Information Security Policy, MD4300.1, Information Technology Systems Security  


DHS MD 4300A, DHS Sensitive Systems Policy and Handbook, CBP Information Systems 
Security Policies and Procedures Handbook HB-1400-05 


All applicable National Institute of Standards and Technology (NIST) Special Publications (800 
Series) 


DHS Data Management Policy MD 103-01 


Addendum A – DHS Clauses 


Addendum B - National Security Proxy Positives Reporting Process – The performance by the 
contactor of Task 4.4 of this Performance Work Statement must adhere to this established 
process.  


Addendum C – Technical Environment 


4 TECHNICAL ENVIRONMENT 
 


OIT performs system activities in a technical environment supported by a broad set of 
architectural components and/or Commercial-Off-the-Shelf (COTS) packages.  Addendum B 
lists hardware and software components of the general infrastructure and development / 
production environment in terms of both hardware and software.  We have adequate computing 
capacity for our current and projected needs to include development, testing and production. This 
includes associated networking, storage and offsite infrastructure.  


 
5 SPECIFIC TASKS 


 


5.1 PROJECT MANAGEMENT 


The Contractor shall maintain adequate levels of project management, technical resources, 
quality assurance and financial controls.  These areas and controls shall be continuously applied 
in the performance of the task areas shown below. 


This task is defined by the following activities: 
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1) Provide overall project management assistance, including project planning, scheduling, 
tracking, and overall financial management. Specific duties shall include the preparation 
of plans and schedules based on technical and management data; tracking budget and 
expended funds; scheduling and conducting technical and planning meetings; conducting 
reviews; and preparing status reports. 


2) Weekly status meetings to discuss status of projects, issues, and problem areas related to 
the projects.  The Contractor shall document the results of this meeting and submit this 
documentation weekly. 


3) The Contractor shall provide oral presentations and/or executive briefings as needed. 
4) The Contractor shall have a validated Earned Value Management System (EVMS) to 


accommodate any new development tasks or specific projects as identified by the 
Government that may arise during the course of this contract. An EVMS is only required 
for new large development projects that may begin during the course of this contract. 


5) An iterative or Agile based program and project management and deployment 
methodology shall be used, as agreed upon with the Government, whichthat will allow 
for effective scope control and risk management.   Agile methodology must follow the 
tailored SELC and comply with CBP and DHS policy, including DHS Directive 102-01. 
The Contractor shall also provide support to Integrated Product Teams (IPTs) as directed 
by the Government in support of the development/deployment of future functionality. 
The Contractor shall work with the IPTs to ensure alignment and compliance between 
deliverables, schedule, scope and agile methodologies.  The Contractor shall also support 
the Government IPT project manager with Agile support and provide regular status 
reporting and scheduling that complements the Agile development methodology. 
 


5.2 INTELLIGENCE ANALYSIS - COUNTERTERRORISM - SOCIAL 
NETWORKING 


The Contractor shall provide  research, analytical and targeting support by providing data 
extraction and data management support, network analysis, complex query design, and data 
visualization capabilities to National Targeting Center (NTC) officers. This support includes 
integration of analytic services and support of existing application and new applications. 


This task is defined by the following activities: 


1. Perform research to include identification and visualization of networks using 
internal and external data sources.  Create or augment networks that enhance 
understanding of transnational criminal organizations (TCOs).  Research the entities, 
roles, and relationships within such networks to identify illicit activity.  Entities include 
but are not limited to persons, conveyances, shipments, and documents.  Analyze trade, 
travel, criminal activity, and money movement to isolate those actors, activities, and 
networks that represent threats to the US security or legal trade and travel. 
 


2. Coordinate with intelligence community.  Working within Sensitive Compartmented 
Information Facilities (SCIFs), gather analyst requirements, review classified 
information, and use analytic tools to support analysis of threats.  Support the transfer of 
unclassified information to high side analysts.  Support the deployment of tools used in 







SECTION C – DESCRIPTION / SPECIFICATIONS / PERFORMANCE WORK 
STATEMENT 


  PAGE C-BISS-5 
 
 


the unclassified environment for use in the classified environment.  This includes but is 
not limited to all aspects of Extraction, Transaction, and Loading (ETL), Relational 
Database Management Systems (RDBMS) and non-SQL data stores, storage 
configuration, search, query, extraction, data preparation, data modeling, machine 
learning, predictive modeling, testing, optimization, metrics, deployment, and 
maintenance.   


   


3. Perform network analysis.  Conduct research to identify or advance understanding of 
specific actors, activities, or networks associated with directed or approved threat 
categories.  Using open source, COT, Government-Off-the-Shelf (GOT), or other custom 
tools, create, navigate, edit, augment, save, share, and integrate into presentations and 
work products those networks required to best support NTC Officers and other analysts’ 
ongoing efforts to support both emergent and ongoing mission demands.  
 


4. Perform data extraction.  Gather analyst requirements, identify required data, sources, 
and relationships, and perform SQL, non-SQL or User Interface (UI)-based application 
data extraction to produce data sets that meet analyst’s requirements.  
 


5. Perform data management.  Gather analyst requirements, create, organize, and use data 
stores, create and use indexes, create and use data documents, and optimize the ability to 
query and retrieve required data.  Save, store, organize and retrieve in an efficient manner 
analytical products to support analyst’s requirements.   Support hardware and software 
installation, configuration, optimization, customization, security, and maintenance.  Tasks 
include but are not be limited to database administration, Virtual Machine (VM) 
administration, network administration, routing, capacity planning, logging, diagnostics, 
alerting, and reporting.  Support a big data environment that consists of several dozen 
Hadoop clustered servers and several dedicated indexing servers.  Support will range 
from ingest and ETL of external data to application of search and analytics tools.  Apply 
predictive analytics to massive data sets (billions of rows, several hundred terabytes of 
data).  Anticipated data growth is greater than 10% per year.  Optimize processes for 
speed and accuracy.  Balance resources against multiple, high priority, near real-time 
requests from thousands of concurrent users.  Support entity resolution, search, ontology 
development, network visualization, and ad-hoc querying in the big data environment.     
 


6. Perform complex queries.  Gather analyst requirements, create, run, optimize, save, edit, 
and reuse SQL code and aggregated SQL or other scripts to meet complex information 
requests beyond mere data extraction.  Perform data schema analysis, performance 
optimization, data profiling, data quality, data validation, testing, and integration to 
improve query results.  Produce narrative explanation of results, spreadsheets, graphs, 
and other presentations.     
 


7. Perform data visualization.  Gather analyst requirements, and use a variety of tools – 
including desktop productivity application suites, network analysis visualization tools, 
and other COT, GOT, or custom environments – to present data in various graphic forms 
to include but not limited to graphs, charts, networks, and non-traditional presentations 
such as heat maps, clusters, 3-D, spatial, temporal, and other relational dimensions.   
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Work under this task includes daily production of reports on entities and networks, data 
management, data extractions, query request logs, and demonstrating visualization tools with 
production data to navigate, view, traverse, amplify, or better understand networks, entities, 
relationships.  It includes coordination with the intelligence community and providing surge 
capacity for 24x7 operations should the need for rapid response to exigent circumstances outside 
of normal working hour arise. 


5.3 PREDICTIVE MODELING 


The Contractor shall provide data-driven modeling to further modeling efforts incorporating 
state-of-the-art analytical tools, harnessing the power of machine learning, and focusing on 
analytical work. Work to discern anomalies that would escape the human eye as well as subtle 
common features that are highly predictive of future behavior. 


This task is defined by the following activities: 


1. Conduct data analysis.  Perform data profiling and associated statistical analysis in 
preparation for presenting data to machine modeling tools.  Identify non-obvious data 
anomalies.     
 


2. Perform machine learning.  Use a variety of machine learning tools and algorithms to 
identify data correlations as potential components of aggregate predictive models.  
Explain in non-technical language the nature of found correlations, confidence in the 
results, and applicability to support mission objectives.   
 


3. Generate predictive models.  Use the results of machine learning to produce predictive 
models that use archived, calculated, and/or real-time data to predict actors, activities, 
and outcomes for various threats.  Narratively and mathematically describe the model 
factors, coefficients, equation, and meaning of the probability result(s).   
 


4. Conduct hypothesis testing.  Establish hypotheses as logical frameworks to test 
predictive models against objective metrics of success.  Run models against reserved 
non-training data to validate model performance and to confirm/reject hypothesis.   
 


5. Perform variance analysis.  Use a variety of statistical analysis tools to determine the 
expected variability surrounding predictions in multiple dimensions including but not 
limited to time, location, category of actor/activity/cargo, conveyance, 
volume/weight/quantity/quality of materials, mode of transportation, and workload 
capacity.  Narratively and graphically describe predicted variance, confidence of the 
analysis, and observed variance on reserved training or actual new data.  Recommend 
threshold values and time periods that delineate boundaries of acceptable variability.  
Provide statistical verification for products.   
 


6. Conduct sensitivity and specificity analysis.  Use a variety of statistical analysis tools to 
determine the sensitivity and specificity of the model relative to its designed/intended 
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predictive capacity.  Narratively and graphically support conclusions including but not 
limited to creation of population, sampling methodology, factor descriptions, and receiver 
operating characteristic (ROC) curves.  Compare model performance against random and 
existing models’ performance.   
 


7. Support model integration.  Work with application and user interface developers; assist 
in the integration of produced models with application code to support decision support 
analysis.   
 


8. Measure and report results.  Use a variety of statistical metrics to generate quantified 
performance reports of predictive model innovation, effectiveness and efficiency.  
Produce narrative descriptions, tabular data, graphical representations, and presentation 
materials that cover the entire modeling process from methodology through result to 
include comparative analysis of random and existing model performance.  Report results 
both orally and in writing to include but not limited to executive summaries and detailed 
written reports. 
 


Work under this task includes monthly model development and refreshes.  Refreshes include 
models already in production as well as models developed under this Performance Work 
Statement.  It includes monthly reporting describing data analysis, machine learning, model 
hypothesis testing, variance analysis, sensitivity and specificity analysis and model integration 
work done in support of predictive modeling. 


 
5.4 PROXY POSITIVES/NATIONAL SECURITY INBOUND (NSI) 


5.4.1 CURRENT PROXY POSITIVES - RAIL 
 


The Contractor shall facilitate the standard definition of a Proxy Positive by reporting the Proxies 
that meet the criteria set out in National Security Proxy Positives Reporting Process and support 
Government Accountability Office (GAO) activities against National Security Weight Sets.  This 
is the current process used by the Government.  The Government is interested in identifying new, 
innovative ways of representing this information. Section 5.4.2 describes innovative work that 
could be used as an alternate or possible replacement to current processes. 


 


Using the guidance from the government lead, documentation supplied by OIT and defined and 
documented by the Proxy Positive Working Group, the contractor will run the proxy positive 
report by mode each quarter.  The Contractor shall refer to the definitions as stated in the 
Working Group documentation, add or remove proxies accordingly, and send to the OIT team 
lead for Office of Intelligence (OI) concurrence.  Once OI concurrence is received, the contractor 
will put the data into the ROC curve and run ROC curves and/or other metrics, to be determined 
by the government lead, for each mode each quarter. 
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This task is defined by the following activities: 


1) Quarterly data pull of possible proxies (both automated and manual, when necessary 
based on the following). 
• Test and verify the functionality of proxies automated scripts and software 


applications. Testing of the software applications may be automated, but testing 
of performance reports such as the ROC, likelihood ratios and alternative metrics 
may involve a manual process to statistically sample structured and unstructured 
data based on pre-defined criteria for a proxy.  The government has the right to 
require third party testing. 


• Support OI analysis to establish pre-defined criteria for a proxy based on 
automated and manual data exploratory analysis. Identify alternative approaches 
and performance measurement scenarios to improve the proxy selection process. 
Provide continuous findings, recommendations and analysis for OI analysts to 
review and assess the performance results for the proxy criteria. 


• Work with OIT and OI’s Project Managers (PMs) to design, code, test and 
perform data analysis for the proxy identification and selection process. Produce 
data extracts and provide technical support to the PMs for functional assistance to 
identify and implement criteria for a proxy.  


2) The contractor will assess trends to determine the inclusion or exclusion of other 
criteria to define a proxy.  The contractor will provide innovation and 
recommendations for improving the proxy process. 


3) Internal working group support (including meetings with OI’s four mode PMs). 
4) External working group support (currently including OI cargo targeting, OI analysis 


division, Office of Field Operations (OFO), and Office of Trade (OT) to validate the 
performance measure process. 


5) Unmatched proxy research (both automated and manual, when necessary) to locate 
and determine if the proxy meets the pre-defined criteria for a proxy. 


6) Audit support (i.e., explaining the process from the first automated data pull of proxies 
through the final ROC curve during audits of the process) to include preparing 
for/being present at briefs, interviews, and actual audit presentation. 


7) Administrative support for all proxy meetings and the ROC curve process in general to 
include: 


• Documentation of all processes and procedures 
• Maintenance of the documentation 
• Updates to the documentation as agreed to by the Working Group 
• Correlation analyses for all proxies considered whether accepted or rejected 


8) Work with mode PMs in OIT and OI to identify and resolve issues with the process 
and/or identification of proxies. 


9) Per GAO recommendation, continually identify, assess and document alternatives to 
the ROC curve performance measure. 


10) Present methodology/approach to revamping the Proxy/ROC Curve process and run 
this process alongside the current Proxy/ROC process to prove the concept. 
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5.4.2 NATIONAL SECURITY INBOUND (NSI)  
 


The Contractor shall provide the Contracting Officer Representative (COR) with Quarterly 
National Security Model Performance Reports for all applicable modes of transportation 
and threat domains.  These reports will provide an objective assessment of model efficiency 
and effectiveness to aid CBP in meeting GAO and congressional reporting requirements.   


Each report will cover several key operational metrics and targeting attributes, including:   


• Overall model target volume over time and by mode of transportation 
• Distribution of target volume by national security-related threat 
• Enforcement actions associated with model targets 
• Overall inspection rates associate with model targets 
• Geographic distribution of model targets by country and Port of Entry 
• Commodity distribution of model targets by description and Harmonized Tariff 


Schedule 
• Appendix including source data in tabular format for validation 
• Classified appendix containing pertinent classified research and analysis conducted 


during the quarter, including if and how the National Security model was updated 
to reflect newly identified intelligence 
 


The Contractor shall coordinate with business stakeholders to determine whether a quarter’s 
report warrants updating the National Security Model portfolio and, if so, formulate a plan 
to execute the requisite changes. 


The Quarterly National Security Model Performance Reports process requires retrieving 
pertinent transactional and enforcement data from CBP’s Automated Targeting System 
(ATS), transforming the data to prepare it for analytics, generating summary statistics 
across pertinent targeting attributes, and visualizing key attributes for stakeholder 
consumption.  In addition, the process requires cleared resources to evaluate pertinent 
classified intelligence to determine whether the National Security Models are incorporating 
the most up-to-date targeting criteria, or require updates outside of the general model 
operation and maintenance (O&M) lifecycle. 


5.5 ENTITY RESOLUTION 


The Contractor shall improve vetting efficiency through entity resolution applied research and 
algorithm implementation.  The objective is to increase true positives while reducing false 
positives, with agile and dynamic threshold adjustments to meet workload capacity.  Example 
activities include automated name matching of imminent travelers, production of name variants, 
and aggregate fuzzy search mechanisms across multiple corroborative entity attributes. Work 
includes advanced and real time match probability calculations that improve vetting processes by 
reducing labor, speeding processing, and increasing accuracy.   
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This task is defined by the following activities: 


1. Conduct data analysis.  Perform data profiling and associated statistical analysis in 
preparation for presenting data to rule sets, name matching algorithms, and entity 
matching tools.   
 


2. Conduct data mining.  Subsequent to data analysis, build data sets appropriate for 
machine learning tools.  This includes but is not limited to observation of threat actors, 
activities, and associations.  Aggregate data to permit correlations analysis and creation 
of data objects useful in predictive analytics.  Both structured and unstructured data 
mining are required.  Unstructured data filtering, parsing, imputing, validation and 
cleaning in support of subsequent entity matching are included.  For example, scan an 
unstructured document and identify all persons, corporate entities, and addresses.   
 


3. Evaluate entity resolution tools.  Determine those tools that best support real-time and 
predictive match decision support for entity resolution to include but not limited to name 
matching, biometrics, role-matching, corporate attributes, address matching, document 
matching, geo-temporal analysis, pattern-of-life characteristics, and fuzzy logic for 
any/all of these attributes.  Work is not limited to matching person but also corporate 
entities, conveyances, containers, and shipping methodologies.   


 


4. Use new methodologies.  Given the specific population of historical data for persons and 
cargo to be vetted, recommend innovative use of tools and methodologies to improve the 
true positive match rate while decreasing the false positive match rate. 


 


5. Establish objective performance metrics and evaluate constantly.  Given open source, 
internal, and reference data, determine the efficiency and effectiveness of matching 
methodologies.  Make recommendations for improvement with statistical justification.  
See also predictive modeling and associated analyses. 


 


6. Incorporate lessons learned continuously.  For each failure to identify a true positive 
match or person or shipment to pre-arrival data and events, conduct an analysis to 
determine what, if anything could be done to avoid missing similar true positives in the 
future.  Identify the characteristics of data preceding the event, the matching processes 
used to identify true positives, the proximate and aggregate causes for missing the match, 
and recommend process changes to improve matching within workload limits. 


 


7. Conduct performance tuning to optimize speed of entity resolution processing.  Using 
a systems theory approach, analyze end to end the processes in place to perform entity 
resolution and make recommendations to speed processing without sacrificing quality to 
include assumptions used in the analysis.  Narratively described and where applicable 
code the logic used to optimize speed to include but no limited to preparation of data, 
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creation of indexes, tuning of SQL queries, calculation of constructed columns, and 
revised processing methodology.  Innovate beyond modification of existing processes.  


 


8. Recommend proactive measures to avoid future misses or to avoid increases in future 
workload.  Beyond the activity above, use valid statistical methodologies to predict 
performance of current processes.  Identify weaknesses by type of error most likely to 
occur and recommend measures to prevent future failures to match or excessive referrals.  


 


9. Support entity resolution integration into applications or services as required for 
decision support systems.  This includes replication of existing systems to permit real-
time in parallel performance comparisons.  Evaluate performance of candidate entity 
resolution models and processes to determine if they are appropriately superior to 
existing models and processes to warrant implementation in production.  


 


10. Measure and report results.  Use a variety of statistical metrics to generate quantified 
performance reports of entity resolution effectiveness and efficiency.  Produce narrative 
descriptions, tabular data, graphical representations, and presentation materials that cover 
the entire entity resolution process from methodology through result to include 
comparative analysis of random and existing processes performance.  Report results both 
orally and in writing to include but not limited to executive summaries and detailed 
written reports. 
 


Work under this task includes documentation of adjustments made to name matching tools and 
results that demonstrate statistical foundation for recommended changes to increase signal/noise 
ratio and functional code that optimizes processes by increasing overall processing speed, 
accuracy.  In includes recommendations to aggregate the results of multiple name matching and 
entity resolution tools to produce more effective and efficient results and documented logic that 
objectively demonstrates the value of innovation with test results on training and validation data 
sets. 


5.6 THREAT RESEARCH SUPPORT 


OIT is responsible for designing and developing threat research solutions for CBP based on 
requirements generated by the OI and OFO.  Both OI and OFO have established requirements to 
design and develop more threat-specific assessment techniques that incorporate sophisticated 
analyses of intelligence and CBP data and the use of various machine learning techniques. 
Projects generically use data about potential actors, materials, behaviors, and modalities that are 
directed toward specific objectives that may threaten U.S. interests.  The security concerns and 
threat objectives are provided by the government.  The Contractor is given access to data element 
that includes information about actors, materials, behaviors and modalities. The Contractor shall 
integrate domain, threat and operational expertise in extracting and structuring various CBP data 
as well as data clustering and classification, entity resolution, data visualization, machine 
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learning and modeling to deliver operationally relevant and practicable threat assessment updates 
(i.e. rule sets, machine learning models, list of suspicious entities).   


5.6.1 NEW THREAT ASSESSMENT PROJECTS 
 


The Contractor shall complete each independent project (threat) with the submission of all 
findings, rules, and machine learning methods and models, code base for model and details of 
environment in which it was developed, specify data inputs, algorithms to process data and 
outputs of models, along with a recommendation for or against implementation of these concepts 
into the operational environment (actual implementation is not part of this scope).  The 
Contractor shall cooperate with and assist other vendors to implement rule sets and models into 
production. 


Activities include: 


1. Conduct threat research.  Use open source, unclassified, and classified data sources to 
gain a thorough understanding of new threat assessment projects and determine if there is 
sufficient information with respect to these activities to create rules and/or models for 
threat assessment.   


 


2. Conduct data analysis.  Perform data profiling and associated statistical analysis in 
preparation for presenting data to machine modeling tools.  Includes structuring various 
CBP data, data clustering and classification, entity resolution, and data visualization.     


 


3. Perform machine learning.  Use a variety of machine learning tools and algorithms to 
identify data correlations as potential components of aggregate models.  Explain in non-
technical language the nature of found correlations, confidence in the results, and 
applicability to support mission objectives.   


 


4. Generate rule sets, machine learning models, and lists of suspicious entities.  Use the 
results of machine learning to produce rule sets, machine learning models and lists of 
suspicious entities.  All outputs will use archived, calculated, and/or real-time data to 
predict actors, activities, and outcomes for identified project threats.  Narratively and 
mathematically describe the model factors, coefficients, equation, and meaning of the 
probability result(s).   


 


5. Conduct hypothesis testing.  Establish hypotheses as logical frameworks to test rule sets 
and machine learning models against objective metrics of success.  Run rules and models 
against reserved non-training data to validate model performance and to confirm/reject 
hypothesis.   
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6. Perform variance analysis.  Use a variety of statistical analysis tools to determine the 
expected variability surrounding predictions in multiple dimensions including but not 
limited to time, location, category of actor/activity/cargo, conveyance, 
volume/weight/quantity/quality of materials, mode of transportation, and workload 
capacity.  Narratively and graphically describe predicted variance, confidence of the 
analysis, and observed variance on reserved training or actual new data.  Recommend 
threshold values and time periods that delineate boundaries of acceptable 
variability.  Provide statistical verification for products.   


 


7. Conduct sensitivity and specificity analysis.  Use a variety of statistical analysis tools to 
determine the sensitivity and specificity of the rule sets and models relative to their 
designed/intended predictive capacity.  Narratively and graphically support conclusions 
including but not limited to creation of population, sampling methodology, factor 
descriptions, and receiver operating characteristic (ROC) curves.  Compare rule sets and 
model performance against random and existing rule sets and models’ performance.   


 


8. Support rule set and model integration.  Work with application and user interface 
developers; assist in the integration of produced rule sets and models with application 
code to support decision support analysis.   


 


9. Measure and report results.  Use a variety of statistical metrics to generate quantified 
performance reports of project innovation, effectiveness and efficiency.  Produce 
narrative descriptions, tabular data, graphical representations, and presentation materials 
that cover the entire project development process from methodology through result to 
include comparative analysis of random and existing threat identification and prediction 
performance.  Report results both orally and in writing to include but not limited to 
executive summaries and detailed written reports. 


 


5.6.2 OPERATIONS AND MAINTENANCE OF CURRENT THREAT ASSESSMENT 
PROJECTS 


 


O&M will involve most of the activities of traditional software O&M; however the Contractor 
shall also need to repeat most of the threat modeling and machine learning tasks required in the 
creation of the original models to refresh production models. 


Once a threat assessment technique has been integrated into the production targeting 
environment, it must then be operated and maintained.  This O&M includes:  


(1) Maintaining and updating threat models through regular review of open-source and 
classified data  


• Designing and recommending rule changes based on any substantial changes in 
threat behavior  
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(2) Maintaining the relevant training set with new actual positives and, as appropriate, proxy 
positives (used for both rules development and machine learning) by monitoring the 
following: 


• Updates to Office of Foreign Assets Control (OFAC) list of Specifically 
Designated Nationals (SDN), other sanctions programs, prosecutions, and other 
sources (e.g., classified reporting) that  identify new entities associated with threat 
activities 


i. Using entity resolution and database search techniques to identify 
historical transactions involving those entities in Automated Export 
System data 


ii. Using threat understanding to identify proxy positives 
(3) Update key features and data elements used in training set 
(4) Update/re-run models (using updated training set) on a semi-annual basis or when there 


have been substantial changes to the training set 
(5) Evaluating methodologies to ensure threats, models, and rule sets maintain effectiveness 


and design and using objective measures and metrics to identify degradation of 
performance 


(6) Routinely monitor performance of rules and models, including: 
• Tracking shipments and travelers recommended for inspection and recording (and 


assessing the significance of) inspection findings 
• Developing ROCs for rules and models on a  semi-annual basis 
• Working with OI to develop mechanism for getting qualitative feedback from the 


intelligence and analysis community on OI referrals 
• Routinely monitor workload generated by rules and model and change rules and 


model as necessary to stay within workload ranges acceptable to OFO and OI 
 


Additionally, O&M may yield any of the following work products:  


(1) Updated or new rule sets for suspect entities identified during the research and analysis 
phase;  


(2) New rule sets to target a specific subset of threat behavior; and  
(3) New machine learning models to target this specific subset of behavior.   


 


The Contractor shall be available to make changes to rules and models as requested by OI and 
OFO personnel based on user experience or tactical intelligence. 


1. Update rule sets, machine learning models and lists of suspicious entities.  The 
contractor will need to repeat the tasks identified in the new threat assessments to realize 
changes in threat behavior and to ensure rule set and model effectiveness.   


 


2. Gain qualitative feedback.  Develop mechanism to receive qualitative feedback on rule 
set and model referrals from OFO, OI and IC community. 
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3. Measure and report results.  Use a variety of statistical metrics to generate quantified 
performance reports of project maintenance innovation, effectiveness and efficiency.  
Produce narrative descriptions, tabular data, graphical representations, and presentation 
materials that cover the entire project maintenance process from methodology through 
results to include analysis of performance changes, whether degradation or 
improvements.  Report results both orally and in writing to include but not limited to 
executive summaries and detailed written reports. 


 


5.7 VISUALIZATION 


The Contractor shall provide visual representation of key performance indicators which allows 
analysts to visualize and comprehend vast amounts of interrelated information in graphical and 
spatial representation. Visualization is currently offered as a service and not as an independent 
application.  As such, Visualization as a Service supports many data sets, user interfaces and 
applications, including dynamic cross domain communication. 


This task is defined by the following activities: 


1. Conduct data analysis.  Perform data profiling and associated statistical analysis in 
preparation for presenting data to visualization data schemas.  Identify data anomalies 
and recommend strategies for maintaining data fidelity while presenting as accurate as 
possible a picture of unaltered data.   


 


2. Design, create, and implement data loaders and extract, transform, load (ETL) 
processes to accept data from various sources into a common visualization ontology. 


 


3. Design, create, and implement indexes to speed retrieval of an overview of massive 
data sets either statistically or visually, using representative sampling data where 
appropriate.  


 


4. Coordinate back end, middle tier, and user interface code to permit visualization of 
any database subset through the processes of ETL, ontology mapping, grouping, filtering, 
and user-driven selection for presentation based upon entity types, entity attributes, 
location, and time intervals.  Use a variety of open source, COTS and custom tools to 
accomplish this work. 


 


5. Develop reference data sets.  Many visualization tasks require prior knowledge of or 
attribute information about various locations such as air and sea ports, time zones, 
country boundaries, etc.  Given standards for reference data, locate, aggregate, enter, and 
verify reference data in support of visualization needs across the globe.   
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6. Develop generic visualization services in support of the above.  This includes but is not 
limited to design, creation, population, and maintenance of geo-coding, geo-mapping, 
and entity-relation ontologies.  Work modularly to maximize ability to address new 
visualization needs as data, threats, and relationships change.    


 


7. Address big data challenges.  Large data sets are difficult to visualize comprehensively 
on a globe.  Use a variety of data sampling, clustering, and visual representation 
techniques to accurately represent huge data sets over all time, globally, while allowing 
rapid filtering and selection to subsets of data users wish to see.  Use state of the art 
techniques to move from all data to specific subsets that enable rapid decision-making or 
provide visual insight into specific threat-related data.  This includes temporal, locative, 
and relational perspectives across all data holdings, globally, and any entity relations.     


 


8. Measure and report results.  Use a variety of metrics to generate quantified and 
qualified performance reports of visualization innovation, effectiveness, efficiency, 
aesthetics, and user satisfaction.  Produce narrative descriptions, tabular data, graphical 
representations, and presentation materials that cover the entire visualization process 
from data capture through visual interface and navigation.  Describe methodology to 
include comparative analysis of alternate and existing visualization capabilities by 
producing report results both orally and in writing; to include but not limited to executive 
summaries, detailed written reports, and interactive demonstrations of visualization 
capabilities, with emphasis on innovation that enables more effective workflow and 
mission accomplishment.  Primary measures of visualization performance are usability, 
navigation speed to desired information or perspective, and visual presentation speed 
(refresh rates).   


 


5.8 QUERY SUPPORT 


The Contractor shall provide query support on big data platforms to support a growing demand 
in the number of users, quantity of requests, and complexity of queries for intelligence analysis. 
This includes searching and analyzing data stores, querying and extracting information and 
running impact assessments. 


This task is defined by the following activities: 


1. Gather requirements.  Apply experience, critical thinking, and exceptional 
communication skills to capture data request requirements.  Clarify ambiguities in 
advance whenever possible.  Identify and use previous analogous requirements and query 
scripts to maximize efficiency and effectiveness.  


  


2. Analyze data.  Demonstrate expertise in understanding large, complex, and possibly 
undocumented or unrelated databases, data schema, reference data, joining conditions, 
relationships, and use of these data to respond to requests. 
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3. Analyze business logic.  Demonstrate expertise in applying business logic to data 
structures and requests to ensure query results conform to business rules and the specifics 
of the request. 


 


4. Write query code.  Design, create, run, save, edit, organize, store, comment, retrieve, and 
document queries using SQL and other languages.   


 


5. Optimize query speed.  In coordination with database experts, modify queries and scripts 
to optimize speed on available computing resources and within constraints of other users’ 
needs for those same resources.  Demonstrate agility in rapidly changing the priority of 
operation for running queries to meet exigent circumstances.  Design, create, and 
maintain indexes as appropriate.  Provide hints for queries as needed to ensure consistent 
performance under tight time constraints.   


 


6. Work on big data platforms.  This may include but not be limited to Oracle Exadata, 
and large Hadoop cluster platforms.   


 


7. Document query requests, business logic, data sources used, query logic, query scripts, 
key performance measures, and persons involved. 


 


8. Conduct impact assessments for hypothetical scenarios such as implementation of rules, 
new data sources, increased data loads, or new data transaction types.   


 


9. Increase efficiency.  Through analysis of historical and ongoing requests and results, 
identify common requests and methods for increasing service efficiency and 
effectiveness.  Consider alternative means of improving service support beyond query 
speed to include but not limited to standardization, definitions, training, self-service 
interfaces, and improving data quality and relational integrity.    


 


10. Measure and report results.  Use a variety of statistical metrics to generate performance 
reports of query requests received, in-process, and completed.  Include quantitative 
measures to include but not limited to the original data request and all variants whether 
initiated by the requester or by the query expert during data discovery, query, and results 
validation.  Include qualitative measures of query results in terms of user satisfaction and 
need to repeat queries to address quality issues.  Track request processing using Kanban 
and other methods.  Produce narrative descriptions, tabular data, graphical 
representations, and presentation materials that cover the entire query service process 
from receipt through results delivery and follow-up to include comparative analysis of 
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previous performance.  Report results both orally and in writing to include but not limited 
to executive summaries, updating tracking boards, and detailed written reports. 


 


6 DELIVERABLES AND DELIVERY SCHEDULE 
 


The Contractor shall submit the deliverables that are indicated in the tables below to the COR 
and any other appropriate Government team leads.   


6.1 DELIVERABLE SCHEDULE 


Deliverable ID Task Description of Deliverable Deliverable Date/Time Frame 


0001 5.1 


 


Security Plan No later than 5 days following 
contract award 


0002 5.4 Draft Incoming Transition Plan Due with proposal 


0003 5.1 Post-Award Kick-off Meeting No later than 5 days following 
contract award 


0004 5.1 Quality Control Plan No later than 5 days following 
contract award 


0005 5.1 Final Revised Incoming Transition 
Plan 


No later than 5 days following 
Kick-off Meeting 


0006 5.1 Submission of all CBP BI Packages No later than 5 days following 
contract award 


0007 5.1 Weekly Status Reports and Meetings Weekly 


0008 
5.1 


Contract Staff Training Requirements As Required; To be reported by 
the 1st and 15th day of each 
month. 


0009 5.1 Ad-hoc reports As Required 


0010 5.1 Outgoing Transition Plan 365 days prior to the end of the 
period of performance 


0011 5.2 Research summary reports, social 
network diagrams, network analysis 


As Required 
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reports, query request logs, SQL 
scripts, data extracts. 


0012 5.2 Data visualization tool enhancements. Sprint cycles of 2 weeks 


0013 5.3 
Reports on data analysis, machine 
learning, model integration As Required 


0014 


5.3 Predictive models including hypothesis 
testing, variance analysis reports and 
sensitivity and specificity analysis 
reports 


A minimum of one new and 
refreshed model per month 


0015 5.3 Summary report Quarterly 


0016 5.4 
Quarterly National Security Inbound 
(NSI) Model Performance Evaluation 
and Assessment for Air Cargo 


NLT 30 business days following 
the end of the current quarter 


0017 
5.4 National Security Inbound (NSI) 


Model Performance Evaluation and 
Assessment for Maritime Cargo  


NLT 30 business days following 
the end of the current quarter 


0018 
5.4 National Security Inbound (NSI) 


Model Performance Evaluation and 
Assessment for Truck Cargo 


NLT 30 business days following 
the end of the current quarter 


0019 
5.4 National Security Inbound (NSI) 


Model Performance Evaluation and 
Assessment for Rail Cargo 


NLT 30 business days following 
the end of the current quarter 


0020 


5.4 National Security Inbound (NSI) 
Model Performance Evaluation and 
Assessment for Air Cargo Advance 
Screening (ACAS) Cargo 


NLT 30 business days following 
the end of the current quarter 


0021 5.4 ENTITY RESOLUTION CODE 
DEVELOPMENT 


As Required 


0022 
5.4 


THREAT RESEARCH REPORTS 


As needed, average monthly, 
surge to prioritize emergent 
threats 


0023 5.6 Development and recommendations, Quarterly for each model 
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integration and maintenance reports 


 


6.1.1 SECURITY PLAN 
 
The Contractor shall be responsible for ensuring that the contractor team complies with contract 
security requirements and sensitive information protection policies, including ensuring that all 
personnel have the appropriate level of clearances.  The Contractor shall deliver an IT Security 
plan to the Government outlining their plan to comply with the Government’s administrative, 
physical and technical security controls. 


6.1.2 INCOMING TRANSITION PLAN 
 
The Contractor’s proposal shall include a draft Incoming Transition Plan for the transition from 
the incumbent to the Contractor.  The Contractor shall coordinate with the Government in 
planning and implementing a complete transition to the Contractor's proposed support model.  
The Government has designated a transition period for the incoming Contractor to coordinate 
and work with the incumbent Contractor. The Contractor shall assume support responsibilities in 
accordance with its Incoming Transition Plan, processes, procedures, and schedule. The 
Incoming Transition Plan shall include, at a minimum: 
 
• Overview of the transition effort; 
• A detailed summary of all transition events and estimated milestone dates.  The transition 


timeline shall be presented as a schedule in graphic format showing the timing, sequence and 
interdependencies of tasks.  The transition schedule shall be supplemented by narrative, as 
needed to provide a clear understanding of the transition plan. 


• Submission of all available CBP BI packages;  
• Date by which the Contractor will have sufficient, properly trained personnel to meet all 


Government PWS requirements; 
• Coordination with Government representatives; 
• Risks associated with the transition and the Contractor’s plan to mitigate such risks and 


contingency plans in the event the transition cannot be executed on schedule. 
• Review, evaluation and transition of current support services; 
• Transfer of all necessary business and/or technical documentation to the COR; 
• Identification of the principal Incoming Transition team members by name, position, start  


date, and responsibilities; 
• A work plan that identifies milestones, measurable tasks, and resources required; and 
• A plan for executing redundant performance with the outgoing contractor upon successful 


completion of knowledge transfer. 
 
A Final Revised Incoming Transition Plan is due five (5) business days after contract award. 
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6.1.3 QUALITY CONTROL PLAN 
 


The Contractor shall have an established, maintained, and effective Quality Management System 
(QMS) that ensures quality products and services are delivered to the Government.  The Quality 
Control Plan shall describe the QMS in sufficient detail to permit an assessment of the contractor’s 
QMS by the Government.  The Quality Control Plan shall describe the Contractor’s approach to 
meeting the quality, timeliness, responsiveness, customer satisfaction, and other product and 
service delivery requirements. 


6.1.4 WEEKLY STATUS REPORTS 
 


The contractor will provide regular communication of project status through weekly status 
reports and weekly face-to-face status meetings between the team, the COR, the CBP 
government leads and any other stakeholders as identified by the Government. 


The Contractor shall provide the COR with a weekly report, for each task in section 4.0 with an 
overview of work accomplished the previous period and work scheduled for the upcoming week. 
This report shall contain the following information at a minimum:  


• Planned activities and desired results for the next reporting period with milestones 
and deliverables; 


• Issues and risks affecting technical, schedule, or cost elements of the contract, 
including background, impact and recommendations for resolution; 


• Results related to previously identified problem areas with conclusions and 
recommendations; 


• Team organizational chart. 


6.1.5 CONTRACTOR STAFF TRAINING 
 


All contract personnel are required to complete the DHS/CBP mandatory Virtual Learning 
Center (VLC) training courses by the mandatory due date(s). The Contractor is responsible for 
maintaining records of contracting employees that have completed the mandatory training and 
provide semimonthly updates to the COR on the 1st and 15th day of each month or the next 
business day if the 1st or 15th is a Holiday or on the weekend.  The Contractor is also 
responsible for providing copies of the training certificates to the COR when requested.   


6.1.6 CONTRACTOR OUTGOING TRANSITION PLAN  
 


At the completion of performance of this task order, the Contractor shall fully support the 
transition of the Contractor’s work that is turned over to another entity, either Government or a 
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successor offeror(s). The Contractor shall assist with transition planning and shall comply with 
transition milestones and schedules of events.    


The Contractor shall be responsible for the implementation of the transition and application 
cutover activities.  The transition shall cause no disruption of services.  To ensure the necessary 
continuity of services and to maintain the current level of support, the Government may retain 
services of the incumbent Contractor for some, or all of, the transition period, as may be 
required. 


The Contractor shall be responsible for the transition of all technical activities identified in this 
task order.  As part of the transition, the Contractor shall be responsible for:   


• Inventory and orderly transfer of all Government Furnished Property (GFP), to include 
hardware, software, and licenses, Contractor Acquired Government Property, and 
Government Furnished Information (GFI) to include  


• Transfer of documentation currently in process 
• Transfer of all software code in process 
• Certification that all non-public DHS information has been purged from any Contractor-


owned system 
• Exchange of accounts to access software and hosted infrastructure components 
• Participate in knowledge transfer activities in accordance with the transition plan 
• Provide members to and participate in transition management  
• Identify transition risks and risk mitigation 


The Contractor shall submit a Transition Out Plan. The Transition Out Plan shall include support 
activities for all transition efforts for follow-on requirements to minimize disruption of services.  
The Transition Plan shall:  


• Identify equipment, hardware, software, documents and other artifacts that are included 
in the transition 


• Establish roadmap and backlog 
• Identify transition risks and risk mitigation 
• Define roles and responsibilities 
• Define transition approval authorities and lines of communication 
• Define a knowledge transfer approach 
• Define a property inventory and transition approach 
• Provide checklists 


A Transition Plan shall be delivered 365 days prior to the task order expiration date.  The 
Contractor shall account for a 10 business day Government review process prior to executing the 
transition.  Upon award of a follow-on contract, the incumbent Contractor will work with the 
new Contractor to provide knowledge transfer and transition support, as required by the COR. 
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6.1.7 SUMMARY REPORT  
 


The Contractor shall provide the COR with a summary report of all predictive modeling work 
quarterly.  A single report will provide an executive summary of each model, regardless of 
development stage, from inception through maintenance.  The report shall contain the following 
at a minimum: 


• Name and brief description of each model  
• Current development category / status 
• Work accomplished since the last reporting period 
• Work planned for the forthcoming reporting period 
• Model performance since the last reporting period 
• Model performance trend since deployment to include seasonality, improvement or 


degradation (for those models in testing/production only) 
• Summary of feedback received from business owners  
• Recommendations for development, refresh, replacement, or retirement of any model(s) 
• Recommendations for prioritization of work  


 


6.1.8 BASELINE PERFORMANCE REPORT  
 


The Contractor shall provide the COR with a baseline performance report of all existing national 
security proxy positives quarterly, within 60 days of the end of each calendar quarter.  A single 
report will provide an executive summary of each proxy as well as detailed information about 
specific performance.  The report shall contain the following at a minimum: 


• Name and brief description of each proxy 
• Metric used to evaluate the proxy 
• Statistical analysis of proxy performance, to include confidence 
• Recommendations for innovation to improve performance 


 
6.1.9 NSI MODEL PERFORMANCE EVALUATION FOR AIR CARGO REPORT 
 


The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Air Cargo mode of transportation as an objective 
assessment of NSI performance and effectiveness to aid CBP in meeting GAO and 
congressional reporting requirements.  A single report will provide an executive summary 
of model target volume and distribution of targets across key operational targeting 
attributes.  The report shall contain the following at a minimum:   


• Name and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
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• Distribution of model total target volume by model targeting threat category/area (e.g., 
Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE), Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
• Breakdown/Visualization of countries of origin and geographic distribution of model 


targets 
• Prior Quarter model performance/volume comparison 


 


6.1.10 NSI MODEL PERFORMANCE EVALUATION FOR MARITIME CARGO 
REPORT 


 


The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Maritime Cargo mode of transportation as an 
objective assessment of NSI performance and effectiveness to aid CBP in meeting GAO 
and congressional reporting requirements.  A single report will provide an executive 
summary of model target volume and distribution of targets across key operational targeting 
attributes.  The report shall contain the following at a minimum:   


• Names and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
• Distribution of model total target volume by model targeting threat category/area (e.g., 


Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE), Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
• Breakdown/Visualization of countries of origin and geographic distribution of model 


targets 
• Prior Quarter model performance/volume comparison 


 


6.1.11 NSI MODEL PERFORMANCE EVALUATION FOR TRUCK CARGO REPORT 
 


The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Truck Cargo mode of transportation as an objective 
assessment of NSI performance and effectiveness to aid CBP in meeting Government 
Accountability Office (GAO) and congressional reporting requirements.  A single report 
will provide an executive summary of model target volume and distribution of targets 
across key operational targeting attributes.  The report shall contain the following at a 
minimum:   


• Names and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
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• Distribution of model total target volume by model targeting threat category/area (e.g., 
Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE), Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
• Breakdown/Visualization of countries of origin and geographic distribution of model 


targets 
• Prior Quarter model performance/volume comparison 


 


6.1.12 NSI MODEL PERFORMANCE EVALUATION FOR RAIL CARGO REPORT 
 
The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Rail Cargo mode of transportation as an objective 
assessment of NSI performance and effectiveness to aid CBP in meeting GAO and 
congressional reporting requirements.  A single report will provide an executive summary 
of model target volume and distribution of targets across key operational targeting 
attributes.  The report shall contain the following at a minimum:  


• Names and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
• Distribution of model total target volume by model targeting threat category/area (e.g., 


Chemical, Biological, Radiological, Nuclear, and Explosive [CBRNE], Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
• Breakdown/Visualization of countries of origin and geographic distribution of model 


targets 
• Prior Quarter model performance/volume comparison 


 
6.1.13 NSI MODEL PERFORMANCE EVALUATION FOR AIR CARGO ADVANCE 


SCREENING (ACAS) CARGO REPORT 
 


The Contractor shall provide the COR with a quarterly report of National Security Inbound 
(NSI) Model performance report for the Air Cargo Advance Screening (ACAS) Cargo 
mode of transportation as an objective assessment of NSI performance and effectiveness to 
aid CBP in meeting GAO and congressional reporting requirements.  A single report will 
provide an executive summary of model target volume and distribution of targets across key 
operational targeting attributes.  The report shall contain the following at a minimum:   


• Names and description of each model 
• Total volume in subject mode of transportation compared to operational baseline 
• Distribution of model total target volume by model targeting threat category/area (e.g., 


Chemical, Biological, Radiological, Nuclear, and Explosive [CBRNE], Anomaly 
Detection) 


• Total exams and holds associated with NSI target volume 
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• Breakdown/Visualization of countries of origin and geographic distribution of model 
targets 


• Prior Quarter model performance/volume comparison 
 


6.1.14 THREAT RESEARCH REPORT 
 


The Contractor shall provide the COR with a quarterly threat research report. The report shall 
contain the following at a minimum: 


• Threat being addressed 
• Methodology used to identify factors 
• Data source(s) used to identify relevant data, actors, activities, scenarios 
• Value to work already in progress or proposed work 
• Recommendations for prioritization of work to move from research to threat scenario 


development, data analysis, and hypothesis testing 
 


6.1.15 DEVELOPMENT AND RECOMMENDATIONS, INTEGRATION, AND 
MAINTENANCE REPORTS 


 


The Contractor shall provide the COR with a quarterly report for all models / rule sets not 
already in production.  The report shall contain work done to date and status of model 
development to include as applicable: 


o Data analysis 
o Machine Learning 
o Rule Set Development 
o Hypothesis Testing 
o Data source(s) used to identify relevant data, actors, activities, scenarios 
o Statistic derived from Variance, Sensitivity, and Specificity Analysis  


• Recommendations for prioritization of work to move to integration / deployment 
 


This report shall also include integration status for all models or rule sets approved for 
integration but not yet in production.  The report shall contain the following at a minimum: 


• Model / Rule Set name 
• Integration Task List / Schedule 
• Work accomplished since last report 
• Recommendation to proceed, reprioritize, or abandon work 


 
The report shall also cover maintenance status for all models / rule sets already in production.  
The report shall contain the following at a minimum: 
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• Threat being addressed 
• Model / Rule Set name 
• Performance measurement used 
• Trend analysis since deployment 
• Recommendation to collect further data, conduct maintenance, replace, or retire the 


model/rule set.   
 


7 PLACE OF PERFORMANCE AND HOURS OF OPERATION 
 


7.1 PLACE OF PERFORMANCE 


U.S. Customs and Border Protection (CBP) will provide space in multiple facilities for the on-
site contractor staff to perform the required tasks in the Washington DC Metro area; however, 
most work is performed at site (a) below. Other locations for this work are below, although 
other Washington DC area offices may be occasionally used. All work required under this 
contract shall be performed by the Contractor at Government sites unless otherwise directed by 
the Government. Travel to other Washington DC area Government locations may be necessary. 
 


(a) OIT, Kingstowne Facility, Alexandria, VA 22315 
(b) OIT, Herndon Facility, Herndon, VA 20170 
(c) Ronald Reagan Building, 1300 Pennsylvania Ave, NW, Washington, 
DC 20229 
(d) OIT, Ashburn Facility, Ashburn, VA 20147 
(e) Data Center, Newington, VA 
(f) National Targeting Center, Sterling, VA 20164 
(g) Walker Lane Facility, Alexandria, VA 22310 
(h) Beauregard Facility, Alexandria, VA 22311 


 


7.2 HOURS OF OPERATION 


For those contractor personnel working in direct support of TASPD, the normal business hours 
are 7:00 am to 6:00 pm (EST), Monday through Friday with core business hours between 8:00 
am and 5:30 pm each business day.  The Contractor shall ensure coverage of these core hours 
for those in direct support of the TASPD. TASPD and those directly supporting TASPD will 
recognize all official federal holidays. However, all TASPD computer and software 
applications support a 24/7/365 mission requirement and the contractor shall ensure system 
application performance standards are maintained over the full range of mission operations. 
Due to the nature of the work, overtime is authorized under this PWS, however all overtime 
must be requested in advance and approved by the COR and Contracting Officer. The 
Contractor must provide a central point of contact to reach the necessary staff in the event of 
system problems or emergencies. If required by the COR or Government Team Lead, the 
contractor’s staff shall report on-site after normal hours to address system problems. 
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8 GOVERNMENT-FURNISHED EQUIPMENT AND INFORMATION 
 


(a) The Government will furnish only that equipment necessary for the Contractor to carry out its 
work efforts under this PWS at the Government facility.  This includes normal workspace 
accommodations such as desk, chair, desk phone, and computer.  While performing work under 
this PWS in Government facilities, the Contractor may have the use of other normal office EIT 
devices, such as fax machines (not classified), copiers, projectors, etc.  It is required that the 
contractor obtain CBP Personal Identity Verification (PIV) cards as they are necessary to log into 
all computers and laptops. 


(b) The Government will provide to the Contractor cell phone, laptop, or other portable devices 
upon the written consent of the COR justifying the need for such equipment.    


(c) The Government will furnish all necessary related documentation in its possession that may 
be required for the Contractor to perform this contract. 


 


9  PERSONNEL SECURITY AND CLEARANCES 
 


All members of the project team must obtain CBP Suitability to begin work. Reference 5 CFR 
Part 731, “Suitability.”  Some of personnel under certain tasks will potentially need to possess a 
Top Secret Security Clearance with access to SCI in order to research and review (Classified) 
threat information.  When a security clearance of secret or higher is required in performance of 
the order, a completed DD Form 254 is required.  The following number of personnel under each 
task will need to either possess a TS or TS/SCI.  
 


Task Task Description 


Minimum 
Quantity of TS 
Personnel 
Required 


Minimum 
Quantity of 
TS/SCI 
Personnel 
Required 


4.1 Project Management 1 0 


4.2 Intelligence Analysis-Counterterrorism-
Social Networking 0 5 


4.3 Predictive Modeling 2 0 


4.4 Proxy Positives 2 0 
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4.5 Entity Resolution 2 0 


4.6 Threat Research Support 0 4 


4.7 Visualization 2 0 


4.8 Query Support 2 0 


 


10 INSPECTION AND ACCEPTANCE 
 


The Government reserves the right to reject any deliverable based on defects with respect to 
completeness, correctness, clarity and logical consistency.  In the event of a rejection of any 
deliverable, the COR will notify the Contractor in writing within five (5) business days of 
the receipt of the deliverable of any deficiencies to be corrected.  The Contractor shall have 
five (5) business days to correct the deficiencies.   


• Accuracy – all deliverables shall be accurate in presentation, content, and shall 
adhere to the requirements set forth in this document.  All documentation presented 
to the Government shall be complete, correct, clear, and consistent.  
 


• Clarity – deliverables shall be clear and concise.  
 
• Timeliness – deliverables shall be submitted on or before the due date specified in 


the Performance Work Statement or submitted in accordance with a later scheduled 
dated mutually agreed upon by the Government and contractor.  A deliverable is 
considered timely if submitted on or before the date specified in the Performance 
Work Statement and, and if the Government provides any written notifications of 
deficiencies, the contractor corrects the deficiencies within five (5) business days. 


 


11 PERSONALLY IDENTIFIABLE INFORMATION (PII) 
 
When a Contractor, on the behalf of CBP, handles Sensitive PII data, stores and transmits, the 
Contractor shall Accredit (ATO) this information system to the High, High, Moderate (HHM) 
FIPS level. 
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D.1 RESERVED. 
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E.1   PLACE OF INSPECTION AND ACCEPTANCE 
Inspection and acceptance of all work performance, reports, and other deliverables under this TO 
will be performed by the COR and TASPD TPOC at TASPD locations. 


E.2   SCOPE OF INSPECTION 
All deliverables will be inspected for content, completeness, accuracy, and conformance to TO 
requirements by the COR and TASPD TPOC. Inspection may include validation of information 
or software through the use of automated tools, testing, or inspections of the deliverables, as 
specified in the TO. The scope and nature of this inspection will be sufficiently comprehensive to 
ensure the completeness, quality, and adequacy of all deliverables. 
The Government requires a period NTE 15 workdays after receipt of final deliverable items for 
inspection and acceptance or rejection. 


E.3   BASIS OF ACCEPTANCE 
The basis for acceptance shall be compliance with the requirements set forth in the TO and 
relevant terms and conditions of the contract. Deliverable items rejected shall be corrected in 
accordance with the applicable clauses. 
The final acceptance will occur when all discrepancies, errors, or other deficiencies identified in 
writing by the Government have been resolved, through documentation updates, program 
correction, or other mutually agreeable methods. 
Reports, documents, and narrative-type deliverables will be accepted when all discrepancies, 
errors, or other deficiencies identified in writing by the Government have been corrected. 
If the draft deliverable is adequate, the Government may accept the draft and provide comments 
for incorporation into the final version. 
All of the Government’s comments on deliverables shall either be incorporated in the succeeding 
version of the deliverable, or the contractor shall explain to the Government’s satisfaction why 
such comments should not be incorporated. 
If the Government finds that a draft or final deliverable contains spelling errors, grammatical 
errors, or improper format, or otherwise does not conform to the quality assurance requirements 
stated within this TO, the document may be rejected without further review and returned to the 
contractor for correction and resubmission. If the contractor requires additional Government 
guidance to produce an acceptable draft, the contractor shall arrange a meeting with the COR.  


E.4   DRAFT DELIVERABLES 
The Government will provide written acceptance, comments, and/or change requests, if any, 
within 15 workdays (unless specified otherwise in Section F) from Government receipt of the 
draft deliverable. Upon receipt of the Government comments, the contractor shall have fiveten 
workdays to incorporate the Government’s comments and/or change requests and to resubmit the 
deliverable in its final form. 
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E.5   WRITTEN ACCEPTANCE/REJECTION BY THE GOVERNMENT  
The CO or COR will provide written notification of acceptance or rejection of all final 
deliverables within 15 workdays. All notifications of rejection will be accompanied with an 
explanation of the specific deficiencies causing the rejection. 


E.6   NON-CONFORMING PRODUCTS OR SERVICES 
Non-conforming products or services will be rejected. Deficiencies shall be corrected, by the 
contractor, within fiveten workdays of the rejection notice. If the deficiencies cannot be 
corrected within fiveten workdays, the contractor shall immediately notify the COR of the reason 
for the delay and provide a proposed corrective action plan within fiveten workdays.  
If the contractor does not provide products or services that conform to the requirements of this 
TO, the Government will document the issues associated with the non-conforming products or 
services in the contractor performance assessment reporting system (CPARS). 
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F.1   PERIOD OF PERFORMANCE 
Each Award will consist of two (2) task orders (TOs). The first TO will have a period of 
performance of one (1) year and be for transition in. The second TO will have the following 
period of performance and be for requirements execution: 
 
TASK ORDER TRANSITION:      
    Base Period:             Up to Twelve (12) months (note: flexible end date) 
 
TASK ORDER REQUIREMENTS EXECUTION: 


Base Period:           Twelve (12) months from Effective Date  
Option Period 1:     Twelve (12) months   
Option Period 2:     Twelve (12) months   
Option Period 3:     Twelve (12) months   
Option Period 4:     Twelve (12) months   


F.2   PLACE OF PERFORMANCE 
The duty station is defined as the authorized place of performance for the work of this TO. The 
primary Places of Performance can be located in PWS. Occasional/ad-hoc telework is 
permissible through coordination with Government program leads. 
In January 2021 - date subject to change - CBP OIT plans to relocate several National Capital 
Region operations to Ashburn, VA.  


F.3   TASK ORDER SCHEDULE AND MILESTONE DATES 
The following schedule of milestones will be used by the COR to monitor timely progress under 
this TO.  
The following abbreviations are used in this schedule:  


DEL: Deliverable 
IAW: In Accordance With 
NLT: No Later Than 
TOA: Task Order Award 
All references to days: Government Workdays 


Deliverables are due the next Government workday if the due date falls on a holiday or weekend. 
Data Rights Clause - Abbreviations in the Gov’t Rights column of the table below shall be 
interpreted as follows: 


UR: Unlimited Rights, per FAR 27.404-1(a) and 52.227-14  
RS: Restricted Software, per FAR 27.404-2 and 52.227-14  
LD: Limited Rights Data, per FAR 27.404-2 and 52.227-14  
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SW: Special Works, per FAR 27.405-1 and 52.227-17  


 


F.4   PUBLIC RELEASE OF CONTRACT DOCUMENTS REQUIREMENT 
The contractor agrees to submit, within ten workdays from the date of the CO’s execution of the 
initial TO, or any modification to the TO (exclusive of Saturdays, Sundays, and Federal 
holidays), a Portable Document Format (PDF) file of the fully executed document with all 
proposed necessary redactions, including redactions of any trade secrets or any commercial or 
financial information that it believes to be privileged or confidential business information, for the 
purpose of public disclosure at the sole discretion of GSA (Section F, Deliverable 33). The 
contractor agrees to provide a detailed written statement specifying the basis for each of its 
proposed redactions, including the applicable exemption under the Freedom of Information Act 
(FOIA), 5 U.S. Code (U.S.C.) § 552, and, in the case of FOIA Exemption 4, 5 U.S.C. § 
552(b)(4), shall explain why the information is considered to be a trade secret or commercial or 
financial information that is privileged or confidential. Information provided by the contractor in 
response to the contract requirement may itself be subject to disclosure under the FOIA. 
Submission of the proposed redactions constitutes concurrence of release under FOIA. 
CBP will carefully consider the contractor’s proposed redactions and associated grounds for 
nondisclosure prior to making a final determination as to what information in such executed 
documents may be properly withheld. 


F.5   DELIVERABLES MEDIA 
The contractor shall deliver all electronic versions by electronic mail (email) and removable 
electronic media. The following are the required electronic formats, whose versions must be 
compatible with the latest, commonly available version on the market.  


a. Text MS Word, Google Docs, PDF 
b. Spreadsheets MS Excel, Google Sheets 
c. Briefings MS PowerPoint, Google Slides 
d. Drawings MS Visio, Google Drawings 
e. Schedules MS Project, Smartsheet, or other Government-approved 


media 


F.6   PLACE(S) OF DELIVERY 
Copies of all deliverables shall be delivered to the COR at the following address: 


[To be provided upon contract award] 
 
Copies of all deliverables shall also be delivered to the TASPD TPOC. The DHS TASPD 
TPOC name, address, and contact information will be provided at award.  
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F.7   NOTICE REGARDING LATE DELIVERY/PROBLEM NOTIFICATION REPORT 
(PNR) 


The contractor shall notify the COR via a Problem Notification Report (PNR) as soon as it 
becomes apparent to the contractor that a scheduled delivery will be late. The contractor shall 
include in the PNR the rationale for late delivery, the expected date for the delivery, and the 
project impact of the late delivery. The COR will review the new schedule and provide guidance 
to the contractor. Such notification in no way limits any Government contractual rights or 
remedies including, but not limited to, termination. 
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G.1   CONTRACTING OFFICER’S REPRESENTATIVE (COR) 
The CO appointed a COR in writing through a COR Appointment Letter. The COR will receive, 
for the Government, all work called for by the TO and will represent the CO in the technical 
phases of the work. The COR will provide no supervisory or instructional assistance to 
contractor personnel. 
The COR is not authorized to change any of the terms and conditions, scope, schedule, and price 
of the Contract or the TO. Changes in the scope of work will be made only by the CO by 
properly executed modifications to the Contract or the TO. 


G.1.1   CONTRACT ADMINISTRATION 


 CO: 


Provided at award. 


 COR: 
Provided at award. 


TASPD TPOC: 
 Provided at award. 


G.2   INVOICE SUBMISSION 
ELECTRONIC INVOICING AND PAYMENT REQUIREMENTS - INVOICE 
PROCESSING PLATFORM (IPP) (JAN 2016) 


Beginning April 11, 2016, payment requests for all new awards must be submitted electronically 
through the U. S. Department of the Treasury's Invoice Processing Platform System (IPP). 
Payment terms for existing contracts and orders awarded prior to April 11, 2016 remain the 
same. The Contractor must use IPP for contracts and orders awarded April 11, 2016 or later, and 
must use the non-IPP invoicing process for those contracts and orders awarded prior to April 11, 
2016. 


"Payment request" means any request for contract financing payment or invoice payment by the 
Contractor. To constitute a proper invoice, the payment request must comply with the 
requirements identified in FAR 32.905(b), "Payment documentation and process" and the 
applicable Prompt Payment clause included in this contract. The IPP website address is: 
https://www.ipp.gov.   


Under this contract, the following documents are required to be submitted as an attachment to the 
IPP: 


-__Invoices____________________ 


-__Signed Time Cards____________________ 



https://www.ipp.gov/
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-______________________ 


-______________________ 


-______________________ 


The IPP was designed and developed for Contractors to enroll, access and use IPP for submitting 
requests for payment. Contractor assistance with enrollment can be obtained by contacting 
IPPCustomerSupport@fms.treas.gov or phone (866) 973-3131.  


If the Contractor is unable to comply with the requirement to use IPP for submitting invoices for 
payment, the Contractor must submit a waiver request in writing to the contracting officer. 


G.3   INVOICE REQUIREMENTS 
The contractor shall submit a draft copy of an invoice backup in Excel to the  CORthe COR and 
TASPD TPOC for review prior to its submission to IPP. The draft invoice shall not be construed 
as a proper invoice in accordance with FAR 32.9.  
Each contract type shall be addressed separately in the invoice submission. Receipts shall be 
provided on an as requested basis. 
The contractor shall submit invoices on a monthly basis for costs incurred. . The contractor shall 
notify the COR if circumstances require the delay of invoices beyond one month. 
The final invoice is desired to be submitted within six months of project completion. Upon 
project completion, the contractor shall provide a final invoice status update monthly. 
Regardless of contract type, the contractor shall report the following metadata: 


a. GWAC Contract Number.  
b. TOA Number (NOT the Solicitation Number).  
c. Contractor Invoice Number.  
d. Contractor Name. 
e. POC Information. 
f. Current period of performance. 
g. Amount of invoice that was subcontracted.  


The amount of invoice that was subcontracted to a small business shall be made available upon 
request.  


G.3.1   TIME AND MATERIALS (T&M) CLINs (for LABOR)  
The contractor may invoice monthly on the basis of cost incurred for the T&M CLINs. The 
invoice shall include the period of performance covered by the invoice (all current charges shall 
be within the active period of performance) and the CLIN number and title. All hours and costs 
shall be reported by CLIN element (as shown in Section B), by contractor employee, and shall be 
provided for the current billing month and in total from project inception to date. The contractor 
shall provide the invoice data in spreadsheet form with the following detailed information. The 



mailto:IPPCustomerSupport@fms.treas.gov
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listing shall include separate columns and totals for the current invoice period and the project to 
date. 


a. Employee name (current and past employees). 
b. Employee company.  
c. Exempt or non-exempt designation. 
d. Employee Alliant 2 labor category. 
e. Current monthly and total cumulative hours worked. 
f. Direct Labor Rate. 
g. Effective hourly rate (e.g., cumulative costs/cumulative hours). 
h. Current approved billing rate percentages in support of costs billed. 
i. Itemization of cost centers applied to each individual invoiced. 
j. Any cost incurred not billed by CLIN (e.g., lagging costs). 
k. . The invoice detail shall be organized by CLIN. 


 


G.3.2   OTHER DIRECT COSTS (ODCs) 
The contractor may invoice monthly on the basis of cost incurred for the Tools and ODC CLINs. 
The invoice shall include the period of performance covered by the invoice and the CLIN 
number and title. In addition, the contractor shall provide the following detailed information for 
each invoice submitted, as applicable. Spreadsheet submissions are required. 


a. ODCs purchased. 
b. Request to Initiate Purchase (RIP) or Consent to Purchase (CTP) number or identifier. 
c. Date accepted by the Government. 
d. Associated CLIN. 
e. Project-to-date totals by CLIN. 
f. Cost incurred not billed by CLIN. 
g. Remaining balance of the CLIN. 


 


G.3.3   TRAVEL 
Contractor costs for travel will be reimbursed at the limits set in the following regulations (see 
FAR 31.205-46): 


a. Federal Travel Regulation (FTR) - prescribed by the GSA, for travel in the contiguous 
U.S. 


b. Joint Travel Regulations (JTR) Volume 2, Department of Defense (DoD) Civilian 
Personnel, Appendix A - prescribed by the DoD, for travel in Alaska, Hawaii, and 
outlying areas of the U.S. 


c. Department of State Standardized Regulations (DSSR) (Government Civilians, Foreign 
Areas), Section 925, “Maximum Travel Per Diem Allowances for Foreign Areas” - 
prescribed by the Department of State, for travel in areas not covered in the FTR or JTR. 
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The contractor may invoice monthly on the basis of cost incurred for cost of travel comparable 
with the JTR/FTR/DSSR. The invoice shall include the period of performance covered by the 
invoice and the CLIN number and title. Separate worksheets, in MS Excel format, shall be 
submitted for travel. 
CLIN Total Travel: This invoice information shall identify all cumulative travel costs billed by 
CLIN. The current invoice period’s travel details shall include separate columns and totals and 
include the following: 


a. Travel Authorization Request number or identifier, approver name, and approval date. 
b. Current invoice period. 
c. Names of persons traveling. 
d. Number of travel days. 
e. Dates of travel. 
f. Number of days per diem charged. 
g. Per diemDiem rate used. 
h. Total per diem charged. 
i. Transportation costs. 
j. Total charges. 
k. Explanation of variances exceeding ten percent of the approved versus actual costs. 
l. Indirect handling rate. 


G.4   TASK ORDER (TO) CLOSEOUT 
The Government will unilaterally close out the transition and requirements TOs NLT six years 
after the end of each TO period of performance if the contractor does not provide final invoice 
by that time.  
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H.1    RESERVED 


H.2   GOVERNMENT-FURNISHED PROPERTY (GFP) 
The contractor shall institute property control and accountability procedures to safeguard and 
maintain all GFP, including Contractor Acquired Property (CAP), in accordance with FAR 
52.245-1 and DHS 4300 A. The contractor shall report any loss or damage of Government 
Property to the TASPD TPOC and the COR. The contractor shall submit a Full Incident Report 
for any loss and damages. All GFP shall be accounted for and signed for by a designated 
contractor employee at each performance site. These designated contractor personnel shall also 
be accountable for inventory requirements and loss of or damage to GFP in accordance with 
FAR 52.245-1, Government Property.  


H.3   GOVERNMENT-FURNISHED INFORMATION (GFI) 
The contractor shall use GFI, data, and documents only for the performance of work under this 
TO, and shall return all GFI, data, and documents to the Government at the end of the 
performance period. The contractor shall not release GFI, data, and documents to outside parties 
without the prior and explicit consent of the CO.  


H.4   SECURITY 
The contractor shall comply with the CBP administrative, physical, and technical security 
controls to ensure that the Government’s security requirements are met. The contractor shall not 
use, disclose, or reproduce data, which bears a restrictive legend, other than as required in the 
performance under this TO. 


H.4.1   CONTRACTOR PRE-SCREENING 
Contractors requiring recurring access to Government facilities or access to sensitive but 
unclassified information and/or logical access to IT resources shall verify minimal suitability 
requirements, as described below, for all persons/candidates designated for employment under 
any CBP contract by pre-screening the person/candidate prior to submitting the name for 
consideration to work. 
Pre-screening the candidate ensures that minimum suitability requirements are considered and 
mitigates the burden of DHS having to conduct background investigations on objectionable 
candidates. The contractor shall submit only those candidates that have not had a felony 
conviction within the past 36 months or illegal drug use within the past 12 months from the date 
of submission of their name as a candidate to perform work under this contract. Candidates shall 
also be submitted for a financial background check. Contractors are required to flow this 
requirement down to subcontractors. Pre-screening involves contractors and subcontractors 
reviewing: 


a. Felony convictions within the past 36 months. An acceptable means of obtaining 
information on felony convictions is from public records, free of charge, or from the 
National Crime Information Center (NCIC). 


b. Illegal drug use within the past 12 months. An acceptable means of obtaining information 
related to drug use is through employee self-certification, by public records check; or, if 
the contractor or subcontractor already has drug testing in place. There is no requirement 
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for contractors and/or subcontracts to initiate a drug testing program if they do not have 
one already in place. 


c. Misconduct such as criminal activity on the job relating to fraud or theft within the past 
12 months. An acceptable means of obtaining information related to misconduct is 
through employee self-certification, by public records check, or other reference checks 
conducted in the normal course of business. 


d. Financial irresponsibility related to tax liens and bankruptcy within the last seven to ten 
years. An acceptable means of obtaining information related to financial irresponsibility 
is through a financial background check. 


Pre-screening shall be conducted within 15 business days after contract award. This requirement 
shall be placed in all subcontracts if the subcontractor requires routine physical access, access to 
sensitive but unclassified information, and/or logical access to IT resources. 
Failure to comply with the pre-screening requirement will result in the CO taking the appropriate 
remedy. 


H.4.2   CBP BACKGROUND INVESTIGATION (BI) 
A BI is required for performance under this effort. Contractor employees and sub-contractors 
shall not begin working until, at a minimum, an interim or partial BI is approved by CBP. The 
citizenship requirements for accessing CBP systems and granting CBP BIs are outlined in CBP 
OIT Handbook 1400-05D, Section 4.1.1. Exceptions to this requirement, such as granting access 
to certain systems with a “limited” or “partial” BI, or authorizing work of any kind without a 
limited or partial BI, will be handled on a case-by-case basis, and access to facilities, systems, 
and data will be limited until the individual is cleared. Should clearance requirements beyond a 
CBP BI (e.g., Secret or Top Secret) be needed, a modification will be issued to add this 
requirement to the Key Personnel, or any contractor personnel, identified as needing such 
requirement. 
All personnel employed by or sub-contracted to the contractor or responsible to the contractor for 
work performed hereunder shall either currently possess or be able to favorably pass a full BI as 
required by CBP policies and procedures prior to beginning work with CBP. This policy applies 
to any personnel who will perform work on this TO. Executive Order 13467 allows for the 
acceptance of “suitability reciprocity” to contractor personnel who are component employees 
within DHS. 
Within five (5) business days after the contract kick-off meeting, the TASPD BI Process 
Coordinator (BIPC) will send the blank BI forms to the TOPM. These forms, which comprise the 
“BI package”, include: 


• CBP Form 77 (Contractor Employee Initial Background Investigation); 
• CBP Form 0078 (Background Investigation Requirements Document, or BIRD); 
• Fair Credit Reporting Act (FCRA) form; and 
• CBP Non-Disclosure Agreement (NDA) form. 


The contractor TOPM (or designated contractor representative) is responsible for completing 
(pre-filling) sections on these forms that pertain to the contract, such as contract number, duty 
address, work phone numbers, and TASPD TPOC name. The contractor is responsible for 
providing these forms to any new employees and sub-contractors proposed for this TO at any 
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time throughout the period of performance of this TO for those individuals to complete the 
remainder of the information on the forms. After completion of the forms by the proposed 
contractor or sub-contractor, the TOPM shall review the package for completeness and forward 
the BI package to the TASPD BIPC. 
The TASPD BIPC will review the submitted BI package for completeness and accuracy and will 
obtain the TASPD TPOC’s signature on the Form 77. Once signed, the TASPD BIPC will 
submit the BI package to the CBP eQIP coordinator. The TASPD BIPC will retain a copy of the 
package in an electronic filing system. 
The eQIP coordinator will review the BI package for completeness. If there are errors or missing 
information, the application will be rejected and returned to the contractor employee BI 
candidate for revisions, with notifications going to the TASPD TPOC, TASPD BIPC, and TOPM 
(or their designated contractor representative). The BI candidate shall make the necessary 
revisions and resubmit the BI package to the TASPD BIPC to route back to the eQIP 
coordinator. 
Once the eQIP coordinator determines that the BI package is error-free, and if the BI candidate 
holds a current clearance, the eQIP coordinator will work with CBP’s Office of Professional 
Responsibility (OPR) to determine if the contractor BI candidate is reciprocity-eligible. If the 
candidate is eligible for reciprocity, the candidate and the TOPM will be notified, and no eQIP or 
fingerprint cards will be needed. The reciprocity eligibility process can take 30 days or more. 
If no reciprocity exists, or the candidate is otherwise not eligible for consideration for 
reciprocity, the eQIP coordinator will send the contractor BI candidate an email requesting them 
to complete the eQIP application. At the same time, the eQIP coordinator will send the BI 
candidate a set of fingerprint cards (form FD-258) to be completed. The BI candidate can 
complete the fingerprint cards at a local police department or CBP badging office. The BI 
candidate is responsible for sending the fingerprint cards to the eQIP coordinator via tracked 
mail if they are not completed at a CBP badging office.  
After receipt of the fingerprint cards, the eQIP coordinator will review the eQIP application. The 
application must be submitted no later than 30 days after the initial eQIP invite, or else it will be 
rejected. If the eQIP coordinator finds incomplete sections or errors, the eQIP application will be 
rejected back to the BI candidate to address (with notifications to the TASPD TPOC, TASPD 
BIPC, and TOPM). The BI candidate shall correct any errors or incomplete sections and 
resubmit the eQIP directly back to the eQIP coordinator in the eQIP system. 
Once the eQIP coordinator has determined that the eQIP application is complete and error-free, 
the eQIP application and fingerprint cards will be sent to OPR for the BI process to begin. It can 
take up to three (3) months to obtain a limited or partial BI. The full BI clearance has historically 
averaged six (6) months; however, the full BI clearance can take up to 9-12 months depending 
on the candidate and the volume of BIs being processed. Failure of any contractor personnel to 
successfully pass a full BI shall be cause for the candidate’s immediate dismissal from the 
project and replacement by a similar and equally qualified candidate. This policy also applies to 
any personnel hired as replacements during the term of the TO. 


H.4.3   CLEARANCES 
Contractor personnel under this TO require a CBP BI. Some personnel may require Secret and 
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Top Secret clearances. 


H.4.4   IDENTIFICATION BADGES 
All contractor employees shall be required to wear CBP identification badges at all times when 
working in Government facilities. 


H.4.5   PHYSICAL AND IT SECURITY REQUIREMENTS 
The contractor shall ensure that its employees follow the general procedures governing physical, 
environmental, and information security described in the various DHS CBP regulations 
identified in this clause. The contractor shall ensure that its employees apply proper business 
practices in accordance with the specifications, directives, and manuals required for conducting 
work under this contract. Applicable contractor personnel shall be responsible for physical 
security of work areas and CBP furnished equipment issued under this contract. 
The  CO/COR may require the contractor to prohibit its employees from working on this contract 
if continued employment becomes detrimental to the public’s interest for any reason including, 
but not limited to, carelessness, insubordination, incompetence, or security concerns. 
Work under this contract may require access to sensitive information as defined under Homeland 
Security Acquisition Regulation (HSAR) Clause 3052.204-71, Contractor Employee Access, 
included in the solicitation/contract. The contractor shall not disclose, orally or in writing, any 
sensitive information to any person unless authorized in writing by the  COthe CO. 
The contractor shall ensure that its employees, who are authorized access to sensitive 
information, receive training pertaining to protection and disclosure of sensitive information. The 
training shall be conducted during and after contract performance. 
Upon completion of this contract, the contractor shall return all sensitive information used in the 
performance of the contract to the TASPD TPOC. The contractor shall certify, in writing, that all 
sensitive and non-public information has been purged from any contractor-owned system. 


H.4.6   INFORMATION ASSURANCE  
The contractor may have access to sensitive (including privileged and confidential) data, 
information, and materials of the U.S. Government. These printed and electronic documents are 
for internal use only and remain the sole property of the U.S. Government. Some of these 
materials are protected by the Privacy Act of 1974 (AMENDED) and Title 38. Unauthorized 
disclosure of Privacy Act or Title 38 covered materials is a criminal offense. 


H.4.7   REMOTE ACCESS 
Contractor access to DHS networks from a remote location is a temporary privilege for mutual 
convenience while the contractor performs business for the DHS Component. It is not a right, a 
guarantee of access, a condition of the contract, or GFE. 


H.4.8   HANDLING PERSONALLY IDENTIFIABLE INFORMATION (PII) 
The contractor shall comply with the Privacy Act, CBP, and DHS privacy policies and 
procedures when handling PII. This includes reporting loss, theft, or unauthorized access to 
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sensitive PII within one hour of discovery and reviewing contractor applicable policies at least 
annually.  


H.4.9   SECURITY CLEARANCES 
In general, all necessary facility and employee security clearances shall be at the expense of the 
contractor. The contractor shall comply with all security requirements. 


H.4.10   SECURITY CONTROLS 
a. The contractor shall comply with the U.S. CBP administrative, physical, and technical 


security controls to ensure that the Government’s security requirements are met.  
b. All GFE/GFI shall be protected to the degree and extent required by local rules, 


regulations, and procedures. The contractor shall comply with all security policies 
contained in CBP Handbook 1400-05D, Information Systems Security Policies and 
Procedures Handbook.  


c. All services provided under this contract shall be compliant with the DHS information 
security policy identified in DHS Management Directive (MD) 4300.1, IT Systems 
Security Program and DHS 4300A, Sensitive Systems Handbook.  


b. All contractor employees under this contract shall wear identification (ID) access badges 
when working in CBP facilities. Prior to contractor employees’ departure/separation, all 
badges, building passes, parking permits, keys, and pass cards shall be given to the 
TASPD TPOC.  


c. All contractor employees shall be registered in the Contractor Tracking System (CTS) 
database. The contractor shall provide timely start information to the Government to 
initiate the CTS registration. Other relevant information will also be needed for 
registration in the CTS database such as, but not limited to, the contractor’s legal name, 
address, brief job description, labor rate, Hash ID, schedule, and contract-specific 
information. Government personnel shall provide the contractor with instructions for 
receipt of CTS registration information.  


d. The contractor shall provide employee departure/separation dates to the TASPD TPOC in 
accordance with CBP Directive 51715-006, Separation Procedures for Contractor 
Employees. Failure by the contractor to provide timely notification of employee 
departure/separation in accordance with the contract requirements shall be documented 
and considered when Government personnel complete a contractor performance review 
or other performance-related measures 


H.4.11   DHS SPECIAL CLAUSE - SAFEGUARDING OF SENSITIVE INFORMATION 
(MAR 2015)  


(a) Applicability. This clause applies to the contractor, its subcontractors, and contractor 
employees (hereafter referred to collectively as “contractor”). The contractor shall insert the 
substance of this clause in all subcontracts.  
(b) Definitions. As used in this clause – “Personally Identifiable Information (PII)” means 
information that can be used to distinguish or trace an individual’s identity, such as name, SSN, 
or biometric records, either alone, or when combined with other personal or identifying 
information that is linked or linkable to a specific individual, such as date and place of birth, or 
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mother’s maiden name. The definition of PII is not anchored to any single category of 
information or technology. Rather, it requires a case-by-case assessment of the specific risk that 
an individual can be identified. In performing this assessment, it is important for an agency to 
recognize that non-PII can become PII whenever additional information is made publicly 
available—in any medium and from any source—that, combined with other available 
information, could be used to identify an individual. PII is a subset of sensitive information. 
Examples of PII include, but are not limited to, name, date of birth, mailing address, telephone 
number, SSN, email address, zip code, account numbers, certificate/license numbers, vehicle 
identifiers including license plates, uniform resource locators (URLs), static Internet protocol 
addresses, biometric identifiers such as fingerprint, voiceprint, iris scan, photographic facial 
images, or any other unique identifying number or characteristic, and any information where it is 
reasonably foreseeable that the information will be linked with other information to identify the 
individual. “Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor 
Employee Access, as any information, which if lost, misused, disclosed, or, without 
authorization is accessed, or modified, could adversely affect the national or homeland security 
interest, the conduct of Federal programs, or the privacy to which individuals are entitled under 
section 552a of Title 5, U.S.C. (the Privacy Act), but which has not been specifically authorized 
under criteria established by an Executive Order or an Act of Congress to be kept secret in the 
interest of national defense, homeland security or foreign policy. This definition includes the 
following categories of information:  
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the DHS 
(including the PCII Program Manager or his/her designee);  
(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSI,” as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the DHS (including the Assistant Secretary for the Transportation Security Administration or 
his/her designee);  
(3) Information designated as “For Official Use Only,” which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and  
(4) Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. “Sensitive Information Incident” is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, unauthorized 
acquisition, or unauthorized access or attempted access of any Government system, contractor 
system, or sensitive information. “Sensitive Personally Identifiable Information (SPII)” is a 
subset of PII, which if lost, compromised or disclosed without authorization, could result in 
substantial harm, embarrassment, inconvenience, or unfairness to an individual. Some forms of 
PII are sensitive as stand-alone elements. Examples of such PII include: SSN, driver’s license or 
state ID number, Alien Registration Numbers (A-number), financial account number, and 







SECTION H – SPECIAL CONTRACT REQUIREMENTS 


  PAGE H-7 
 
 


biometric identifiers such as fingerprint, voiceprint, or iris scan. Additional examples include any 
groupings of information that contain an individual’s name or other unique identifier plus one or 
more of the following elements:  
(1) Truncated SSN (such as last 4 digits)  
(2) Date of birth (month, day, and year)  
(3) Citizenship or immigration status  
(4) Ethnic or religious affiliation  
(5) Sexual orientation 
(6) Criminal history  
(7) Medical information  
(8) System authentication information such as mother’s maiden name, account passwords or PIN 
Other PII may be “sensitive” depending on its context, such as a list of employees and their 
performance ratings or an unlisted home address or phone number. In contrast, a business card or 
public telephone directory of agency employees contains PII but is not sensitive.  
(c)  Authorities. The contractor shall follow all current versions of Government policies and 
guidance accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors or 
available upon request from the CO including, but not limited to, the following:  
(1) DHS MD 11042.1 Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information  
(2) DHS Sensitive Systems Policy Directive 4300A  
(3) DHS 4300A Sensitive Systems Handbook and Attachments  
(4) DHS Security Authorization Process Guide  
(5) DHS Handbook for Safeguarding SPII  
(6) DHS Instruction Handbook 121-01-007 DHS Personnel Suitability and Security Program  
(7) DHS Information Security Performance Plan (current fiscal year)  
(8) DHS Privacy Incident Handling Guidance  
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for 
Cryptographic Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html  
(10) NIST Special Publication 800-53 Security and Privacy Controls for Federal Information 
Systems and Organizations accessible at http://csrc.nist.gov/publications/PubsSPs.html  
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html  
(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the 
policies and procedures described below, is required. (1) DHS policies and procedures on 
contractor personnel security requirements are set forth in various MDs, Directives, and 
Instructions. MD 11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) 
Information describes how contractors must handle sensitive but unclassified information. DHS 
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uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but unclassified information 
that is not otherwise categorized by statute or regulation. Examples of sensitive information that 
are categorized by statute or regulation are PCII, SSI, etc. The DHS Sensitive Systems Policy 
Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and 
procedures on security for IT resources. The DHS Handbook for Safeguarding Sensitive 
Personally Identifiable Information provides guidelines to help safeguard SPII in both paper and 
electronic form. DHS Instruction Handbook 121-01-007 DHS Personnel Suitability and Security 
Program establishes procedures, program responsibilities, minimum standards, and reporting 
protocols for the DHS Personnel Suitability and Security Program. 
(2) The contractor shall not use or redistribute any sensitive information processed, stored, 
and/or transmitted by the contractor except as specified in the contract.  
(3) All contractor employees with access to sensitive information shall execute DHS Form 
11000-6, DHS Non-Disclosure Agreement (NDA), as a condition of access to such information. 
The contractor shall maintain signed copies of the NDA for all employees as a record of 
compliance. The contractor shall provide copies of the signed NDA to the COR NLT two days 
after execution of the form.  
(4) The contractor’s invoicing, billing, and other recordkeeping systems maintained to support 
financial or other administrative functions shall not maintain SPII. It is acceptable to maintain in 
these systems the names, titles and contact information for the COR or other Government 
personnel associated with the administration of the contract, as needed.  
(e)  Authority to Operate. The contractor shall not input, store, process, output, and/or transmit 
sensitive information within a contractor IT system without an ATO signed by the Headquarters 
or Component Privacy Officer. Unless otherwise specified in the ATO letter, the ATO is valid 
for three years. The contractor shall adhere to current Government policies, procedures, and 
guidance for the Security Authorization (SA) process as defined below. (1) Complete the 
Security Authorization process. The SA process shall proceed according to the DHS Sensitive 
Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, 
DHS 4300A Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor 
publication, and the Security Authorization Process Guide including templates. (i)  Security 
Authorization Process Documentation. SA documentation shall be developed using the 
Government provided RTM and Government security documentation templates. SA 
documentation consists of the following: SP, Contingency Plan, Contingency Plan Test Results, 
CMP, Security Assessment Plan, SAR, and ATO Letter. Additional documents that may be 
required include a Plan(s) of Action and Milestones and Interconnection Security Agreement(s). 
During the development of SA documentation, the contractor shall submit a signed SA package, 
validated by an independent third party, to the TASPD TPOC for acceptance by the 
Headquarters or Component CIO, or designee, at least 30 days prior to the date of operation of 
the IT system. The Government is the final authority on the compliance of the SA package and 
may limit the number of resubmissions of a modified SA package. Once the ATO has been 
accepted by the Headquarters or Component CIO, or designee, the CO shall incorporate the ATO 
into the contract as a compliance document. The Government’s acceptance of the ATO does not 
alleviate the contractor’s responsibility to ensure the IT system controls are implemented and 
operating effectively. (ii) Independent Assessment. Contractors shall have an independent third 
party validate the security and privacy controls in place for the system(s). The independent third 
party shall review and analyze the SA package, and report on technical, operational, and 
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management level deficiencies as outlined in NIST Special Publication 800-53, Security and 
Privacy Controls for Federal Information Systems and Organizations. The contractor shall 
address all deficiencies before submitting the SA package to the Government for acceptance. (iii) 
Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part of the SA 
process, the contractor may be required to support the Government in the completion of the PTA. 
The requirement to complete the PTA is triggered by the creation, use, modification, upgrade, or 
disposition of a contractor IT system that will store, maintain and use PII, and must be renewed 
at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether 
a Privacy Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or 
modifications thereto, are required. The contractor shall provide all support necessary to assist 
the Department in completing the PIA in a timely manner and shall ensure that PMPs and 
schedules include time for the completion of the PTA, PIA, and SORN (to the extent required) as 
milestones. Support in this context includes responding timely to requests for information from 
the Government about use, access, storage, and maintenance of PII on the contractor’s system, 
and providing timely review of relevant compliance documents for factual accuracy. Information 
on the DHS privacy compliance process, including PTAs, PIAs, and SORNs, is accessible at 
http://www.dhs.gov/privacy-compliance.  
(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed 
every three years. The contractor is required to update its SA package as part of the ATO 
renewal process. The contractor shall update its SA package by one of the following methods:  
(1) Updating the SA documentation in the DHS automated IA tool for acceptance by the 
Headquarters or Component CIO, or designee, at least 90 days before the ATO expiration date 
for review and verification of security controls; or  
(2) Submitting an updated SA package directly to the TASPD TPOC for approval by the 
Headquarters or Component CIO, or designee, at least 90 days before the ATO expiration date 
for review and verification of security controls. The 90 day review process is independent of the 
system production date and, therefore, it is important that the contractor build the review into 
project schedules. The reviews may include onsite visits that involve physical or logical 
inspection of the contractor environment to ensure controls are in place.  
(3) Security Review. The Government may elect to conduct random periodic reviews to ensure 
that the security requirements contained in this contract are being implemented and enforced. 
The contractor shall afford DHS, the Office of the Inspector General, and other Government 
organizations access to the contractor’s facilities, installations, operations, documentation, 
databases and personnel used in the performance of this contract. The contractor shall, through 
the CO and COR, contact the Headquarters or Component CIO, or designee, to coordinate and 
participate in review and inspection activity by Government organizations external to DHS. 
Access shall be provided, to the extent necessary as determined by the Government, for the 
Government to carry out a program of inspection, investigation, and audit to safeguard against 
threats and hazards to the integrity, availability and confidentiality of Government data or the 
function of computer systems used in performance of this contract and to preserve evidence of 
computer crime.  
(4) Continuous Monitoring. All contractor-operated systems that input, store, process, output, 
and/or transmit sensitive information shall meet or exceed the continuous monitoring 
requirements identified in the Fiscal Year 2014 DHS Information Security Performance Plan, or 
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successor publication. The plan is updated on an annual basis. The contractor shall also store 
monthly continuous monitoring data at its location for a period not less than one year from the 
date the data is created. The data shall be encrypted in accordance with FIPS 140-2 Security 
Requirements for Cryptographic Modules and shall not be stored on systems that are shared with 
other commercial or Government entities. The Government may elect to perform continuous 
monitoring and IT security scanning of contractor systems from Government tools and 
infrastructure.  
(5) Revocation of ATO. In the event of a sensitive information incident, the Government may 
suspend or revoke an existing ATO (either in part or in whole). If an ATO is suspended or 
revoked in accordance with this provision, the CO may direct the contractor to take additional 
security measures to secure sensitive information. These measures may include restricting access 
to sensitive information on the contractor IT system under this contract. Restricting access may 
include disconnecting the system processing, storing, or transmitting the sensitive information 
from the Internet or other networks or applying additional security controls.  
(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the 
Government or operating systems containing sensitive information shall comply with Federal 
reporting requirements. Annual and quarterly data collection will be coordinated by the 
Government. Contractors shall provide the COR with requested information within three 
business days of receipt of the request. Reporting requirements are determined by the 
Government and are defined in the Fiscal Year 2014 DHS Information Security Performance 
Plan, or successor publication. The contractor shall provide the Government with all information 
to fully satisfy Federal reporting requirements for contractor systems.  
(f)  Sensitive Information Incident Reporting Requirements  
(1) All known or suspected sensitive information incidents shall be reported to the Headquarters 
or Component Security Operations Center (SOC) within one hour of discovery in accordance 
with 4300A Sensitive Systems Handbook Incident Response and Reporting requirements. When 
notifying the Headquarters or Component SOC, the contractor shall also notify the CO, COR, 
Headquarters or Component Privacy Officer, and US-CERT using the contact information 
identified in the contract. If the incident is reported by phone or the CO’s email address is not 
immediately available, the contractor shall contact the CO immediately after reporting the 
incident to the Headquarters or Component SOC. The contractor shall not include any sensitive 
information in the subject or body of any email. To transmit sensitive information, the contractor 
shall use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption 
methods to protect sensitive information in attachments to email. Passwords shall not be 
communicated in the same email as the attachment. A sensitive information incident shall not, by 
itself, be interpreted as evidence that the contractor has failed to provide adequate information 
security safeguards for sensitive information, or has otherwise failed to meet the requirements of 
the contract.  
(2) If a sensitive information incident involves PII or SPII, in addition to the reporting 
requirements in 4300A Sensitive Systems Handbook Incident Response and Reporting, 
contractors shall also provide as many of the following data elements that are available at the 
time the incident is reported, with any remaining data elements provided within 24 hours of 
submission of the initial incident report: (i) Data Universal Numbering System (DUNS). (ii) 
Contract numbers affected unless all contracts by the company are affected. (iii) Facility 
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Commercial and Government Entity (CAGE) code if the location of the event is different than 
the prime contractor location. (iv) POC if different than the POC recorded in the System for 
Award Management (address, position, telephone, email). (v)  CO POC (address, telephone, 
email). (vi) Contract clearance level. (vii) Name of subcontractor and CAGE code if this was an 
incident on a subcontractor network. (viii) Government programs, platforms, or systems 
involved. (ix)  Location(s) of incident. (x) Date and time the incident was discovered. (xi)  
Server names where sensitive information resided at the time of the incident, both at the 
contractor and subcontractor level.  
(xii) Description of the Government PII and/or SPII contained within the system. (xiii) Number 
of people potentially affected and the estimated or actual number of records exposed and/or 
contained within the system. (xiv)  Any additional information relevant to the incident.  
(g) Sensitive Information Incident Response Requirements  
(1) All determinations related to sensitive information incidents, including response activities, 
notifications to affected individuals and/or Federal agencies, and related services (e.g., credit 
monitoring) will be made in writing by the  CO in consultation with the Headquarters or 
Component CIO and Headquarters or Component Privacy Officer.  
(2) The contractor shall provide full access and cooperation for all activities determined by the 
Government to be required to ensure an effective incident response, including providing all 
requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents.  
(3) Incident response activities determined to be required by the Government may include, but 
are not limited to, the following: (i)   Inspections, (ii) Investigations, (iii) Forensic reviews, and 
(iv) Data analyses and processing.  
(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies 
and/or third-party firms to aid in incident response activities.  
(h) Additional PII and/or SPII Notification Requirements  
(1) The contractor shall have in place procedures and the capability to notify any individual 
whose PII resided in the contractor IT system at the time of the sensitive information incident not 
later than five business days after being directed to notify individuals, unless otherwise approved 
by the CO. The method and content of any notification by the contractor shall be coordinated 
with, and subject to prior written approval by the CO, in consultation with the Headquarters or 
Component Privacy Officer, utilizing the DHS Privacy Incident Handling Guidance. The 
contractor shall not proceed with notification unless the CO, in consultation with the 
Headquarters or Component Privacy Officer, has determined in writing that notification is 
appropriate.  
(2) Subject to Government analysis of the incident and the terms of its instructions to the 
contractor regarding any resulting notification, the notification method may consist of letters to 
affected individuals sent by first class mail, electronic means, or general public notice, as 
approved by the Government. Notification may require the contractor’s use of address 
verification and/or address location services. At a minimum, the notification shall include: (i) A 
brief description of the incident. (ii)  A description of the types of PII and SPII involved. (iii) A 
statement as to whether the PII or SPII was encrypted or protected by other means.  
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(iv) Steps individuals may take to protect themselves. (v)  What the contractor and/or the 
Government are doing to investigate the incident, to mitigate the incident, and to protect against 
any future incidents. (vi) Information identifying who individuals may contact for additional 
information. (i) Credit Monitoring Requirements. In the event that a sensitive information 
incident involves PII or SPII, the contractor may be required to, as directed by the  CO: (1) 
Provide notification to affected individuals as described above; and/or (2) Provide credit 
monitoring services to individuals whose data was under the control of the contractor or resided 
in the contractor IT system at the time of the sensitive information incident for a period 
beginning the date of the incident and extending not less than 18 months from the date the 
individual is notified. Credit monitoring services shall be provided from a company with which 
the contractor has no affiliation. At a minimum, credit monitoring services shall include: (i)  
Triple credit bureau monitoring. (ii)  Daily customer service. (iii) Alerts provided to the 
individual for changes and fraud. (iv) Assistance to the individual with enrollment in the services 
and the use of fraud alerts.  
(3) Establish a dedicated call center. Call center services shall include: (i)  A dedicated telephone 
number to contact customer service within a fixed period. (ii)  Information necessary for 
registrants/enrollees to access credit reports and credit scores. (iii) Weekly reports on call center 
volume, issue escalation (i.e., those calls that cannot be handled by call center staff and must be 
resolved by call center management or DHS, as appropriate), and other key metrics. (iv) 
Escalation of calls that cannot be handled by call center staff to call center management or DHS, 
as appropriate. (v)  Customized FAQs, approved in writing by the CO in coordination with the 
Headquarters or Component Chief Privacy Officer. (vi) Information for registrants to contact 
customer service representatives and fraud resolution representatives for credit monitoring 
assistance.  
(j) Certification of Sanitization of Government and Government-Activity-Related Files and 
Information. As part of contract closeout, the contractor shall submit the certification to the COR 
and the CO following the template provided in NIST Special Publication 800-88 Guidelines for 
Media Sanitization.  


H.4.12   DHS SPECIAL CLAUSE - IT SECURITY AND PRIVACY TRAINING (MAR 
2015) 


(a) Applicability. This clause applies to the contractor, its subcontractors, and contractor 
employees (hereafter referred to collectively as “contractor”). The contractor shall insert the 
substance of this clause in all subcontracts.  
(b) Security Training Requirements.  
(1) All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness materials 
annually or whenever system security changes occur, or when the user’s responsibilities change. 
The DHS requires that contractor employees take an annual IT Security Awareness Training 
course before accessing sensitive information under the contract. Unless otherwise specified, the 
training shall be completed within 30 days of contract award and be completed on an annual 
basis thereafter not later than October 31st of each year. Any new contractor employees assigned 
to the contract shall complete the training before accessing sensitive information under the 
contract. The training is accessible at http://www.dhs.gov/dhs-security-and-trainingrequirements-







SECTION H – SPECIAL CONTRACT REQUIREMENTS 


  PAGE H-13 
 
 


contractors. The contractor shall maintain copies of training certificates for all contractor and 
subcontractor employees as a record of compliance. The contractor shall notify the  CORthe 
COR when the training has been completed. Subsequent training certificates to satisfy the annual 
training requirement shall be submitted to the  CORthe COR via e-mail notification not later than 
October 31st of each year. The e-mail notification shall state the required training has been 
completed for all contractor and subcontractor employees.  
(2) The DHS Rules of Behavior apply to every DHS employee, contractor and subcontractor that 
will have access to DHS systems and sensitive information. The DHS Rules of Behavior shall be 
signed before accessing DHS systems and sensitive information. The DHS Rules of Behavior is 
a document that informs users of their responsibilities when accessing DHS systems and holds 
users accountable for actions taken while accessing DHS systems and using DHS IT resources 
capable of inputting, storing, processing, outputting, and/or transmitting sensitive information. 
The DHS Rules of Behavior is accessible at http://www.dhs.gov/dhs-security-andtraining-
requirements-contractors. Unless otherwise specified, the DHS Rules of Behavior shall be signed 
within 30 days of contract award. Any new contractor employees assigned to the contract shall 
also sign the DHS Rules of Behavior before accessing DHS systems and sensitive information. 
The contractor shall maintain signed copies of the DHS Rules of Behavior for all contractor and 
subcontractor employees as a record of compliance. The contractor shall notify the  CORthe 
COR that the DHS Rules of Behavior have been signed by each employee not later than 30 days 
after contract award. The DHS Rules of Behavior will be reviewed annually and the  CORthe 
COR will provide notification when a review is required.  
(c)  Privacy Training Requirements. All contractor and subcontractor employees that will have 
access to PII and/or SPII are required to take Privacy at DHS: Protecting Personal Information 
before accessing PII and/or SPII. The training is accessible at http://www.dhs.gov/dhs-
securityand-training-requirements-contractors. Training shall be completed within 30 days of 
contract award and be completed on an annual basis thereafter not later than October 31st of each 
year. Any new contractor employees assigned to the contract shall also complete the training 
before accessing PII and/or SPII. The contractor shall maintain copies of training certificates for 
all contractor and subcontractor employees as a record of compliance. The contractor shall notify 
the  CORthe COR that the training has been completed by all applicable employees not later than 
30 days after contract award. Subsequent training certificates to satisfy the annual training 
requirement shall be submitted to the  CORthe COR via e-mail notification not later than 
October 31st of each year. The email notification shall state the required training has been 
completed for all contractor and subcontractor employees. 


H.5   UNIQUE STANDARDS 


H.5.1   ENTERPRISE ARCHITECTURE (EA) COMPLIANCE 
The Offeror shall ensure that the design conforms to the Department of Homeland Security 
(DHS) and Customs and Border Protection (CBP) Enterprise Architecture (EA), the DHS and 
CBP Technical Reference Models (TRM), and all DHS and CBP policies and guidelines (such as 
the CBP Information Technology Enterprise Principles and the DHS Service Oriented 
Architecture - Technical Framework), as promulgated by the DHS and CBP Chief Information 
Officers (CIO), Chief Technology Officers (CTO) and Chief Architects (CA). 



http://cbpnet.cbp.dhs.gov/linkhandler/cbpnet/oit/edme/soa.ctt/soa.pdf

http://cbpnet.cbp.dhs.gov/linkhandler/cbpnet/oit/edme/soa.ctt/soa.pdf
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 The Offeror shall conform to the Federal Enterprise Architecture (FEA) model and the DHS and 
CBP versions of the FEA model, as described in their respective EAs. All models will be 
submitted using Business Process Modeling Notation (BPMN 1.1 or BPMN 2.0 when available) 
and the CBP Architectural Modeling Standards. Universal Modeling Language (UML2) may be 
used for infrastructure only. Data semantics shall be in conformance with the National 
Information Exchange Model (NIEM). Development solutions will also ensure compliance with 
the current version of the DHS and CBP target architectures. 


Where possible, the Offeror shall use DHS/CBP approved products, standards, services, and 
profiles, as reflected by the hardware, software, application, and infrastructure components of the 
DHS/CBP TRM/standards profile. If new hardware, software, or infrastructure components are 
required to develop, test, or implement the program, these products will be coordinated through 
the DHS and CBP formal Technology Insertion (TI) process (to include a trade study with no 
less than four alternatives, one of which reflecting the status quo and another reflecting multi-
agency collaboration). The DHS/CBP TRM/standards profile will be updated as TIs are resolved. 


All developed solutions shall be compliant with the Homeland Security (HLS) EA.   


All IT hardware and software shall be compliant with the HLS EA. 


Compliance with the HLS EA shall be derived from and aligned through the CBP EA. 


Description information for all data assets, information exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) for 
review, approval, and insertion into the DHS Data Reference Model and Enterprise Architecture 
Information Repository. 


Development of data assets, information exchanges, and data standards will comply with the 
DHS Data Management Policy MD 103-01. All data-related artifacts will be developed and 
validated according to DHS Data Management Architectural Guidelines. 


Applicability of Internet Protocol version 6 (IPv6) to DHS-related components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS EA (per OMB Memorandum M-05-22, August 2, 2005), regardless of whether the 
acquisition is for modification, upgrade, or replacement. All EA related component acquisitions 
shall be IPv6 compliant, as defined in the USGv6 Profile (NIST Special Publication 500-267) 
and the corresponding declarations of conformance, defined in the USGv6 Test Program. 


Compliance with DHS Security Policy Terms and Conditions 


All hardware, software, and services provided under this task order must be compliant with DHS 
4300A DHS Sensitive System Policy and the DHS 4300A Sensitive Systems Handbook. 
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Encryption Compliance 


If encryption is required, the following methods are acceptable for encrypting sensitive 
information:  


1. FIPS 197 (Advanced Encryption Standard (AES)) 256 algorithm and cryptographic modules 
that have been validated under FIPS 140-2.  
2. National Security Agency (NSA) Type 2 or Type 1 encryption.  
3. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the Department of Homeland 
Security (DHS) IT Security Program Handbook (DHS Management Directive (MD) 4300A) for 
Sensitive Systems).  


Required Protections for DHS Systems Hosted in Non-DHS Data Centers 


Security Authorization  


A Security Authorization of any infrastructure directly in support of the DHS information system 
shall be performed as a general support system (GSS) prior to DHS occupancy to characterize 
the network, identify threats, identify vulnerabilities, analyze existing and planned security 
controls, determine likelihood of threat, analyze impact, determine risk, recommend controls, 
perform remediation on identified deficiencies, and document the results. The Security 
Authorization shall be performed in accordance with the DHS Security Policy and the controls 
provided by the hosting provider shall be equal to or stronger than the FIPS 199 security 
categorization of the DHS information system.  


At the beginning of the contract, and annually thereafter, the contractor shall provide the results 
of an independent assessment and verification of security controls. The independent assessment 
and verification shall apply the same standards that DHS applies in the Security Authorization 
Process of its information systems. Any deficiencies noted during this assessment shall be 
provided to the COR for entry into the DHS’ Plan of Action and Milestone (POA&M) 
Management Process. The contractor shall use the DHS’ POA&M process to document planned 
remedial actions to address any deficiencies in information security policies, procedures, and 
practices, and the completion of those activities. Security deficiencies shall be corrected within 
the timeframes dictated by the DHS POA&M Management Process. Contractor procedures shall 
be subject to periodic, unannounced assessments by DHS officials. The physical aspects 
associated with contractor activities shall also be subject to such assessments.  


On a periodic basis, the DHS and its Components, including the DHS Office of Inspector 
General, may choose to evaluate any or all of the security controls implemented by the contractor 
under these clauses. Evaluation could include, but it not limited to vulnerability scanning. The 
DHS and its Components reserve the right to conduct audits at their discretion. With ten working 
days’ notice, at the request of the Government, the contractor shall fully cooperate and facilitate 
in a Government-sponsored security control assessment at each location wherein DHS 
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information is processed or stored, or information systems are developed, operated, maintained, 
or used on behalf of DHS, including those initiated by the Office of the Inspector General. The 
government may conduct a security control assessment on shorter notice (to include 
unannounced assessments) determined by DHS in the event of a security incident.  


Enterprise Security Architecture  


The contractor shall utilize and adhere to the DHS Enterprise Security Architecture to the best of 
its ability and to the satisfaction of the DHS COR. Areas of consideration could include:  


1) Use of multi-tier design (separating web, application and data base) with policy enforcement 
between tiers  
2) Compliance to DHS Identity Credential Access Management (ICAM)  
3) Security reporting to DHS central control points (i.e. the DHS Security Operations Center 
(SOC) and integration into DHS Security Incident Response  
4) Integration into DHS Change Management (for example, the Infrastructure Change Control 
Board (ICCB) process)  
5) Performance of activities per continuous monitoring requirements  


Continuous Monitoring  


The contractor shall participate in DHS’ Continuous Monitoring Strategy and methods or shall 
provide a Continuous Monitoring capability that the DHS determines acceptable. The DHS Chief 
Information Security Officer (CISO) issues annual updates to its Continuous Monitoring 
requirements via the Annual Information Security Performance Plan. At a minimum, the 
contractor shall implement the following processes:  


1. Asset Management  
2. Vulnerability Management  
3. Configuration Management  
4. Malware Management  
5. Log Integration  
6. Security Information Event Management (SIEM) Integration  
7. Patch Management  
8. Providing near-real-time security status information to the DHS SOC  


Specific Protections  


Specific protections that shall be provided by the contractor include, but are not limited to the 
following:  
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Security Operations  


The contractor shall operate a SOC to provide the security services described below. The 
contractor shall support regular reviews with the DHS Information Security Office to coordinate 
and synchronize the security posture of the contractor hosting facility with that of the DHS Data 
Centers. The SOC personnel shall provide 24x7x365 staff to monitor the network and all of its 
devices. The contractor staff shall also analyze the information generated by the devices for 
security events, respond to real-time events, correlate security device events, and perform 
continuous monitoring. It is recommended that the contractor staff shall also maintain a trouble 
ticket system in which incidents and outages are recorded. In the event of an incident, the 
contractor facility SOC shall adhere to the incident response plan.  


Computer Incident Response Services  


The contractor shall provide Computer Incident Response Team (CIRT) services. The contractor 
shall adhere to the standard Incident Reporting process as determined by the Component and is 
defined by a DHS-specific incident response plan that adheres to DHS policy and procedure for 
reporting incidents. The contractor shall conduct Incident Response Exercises to ensure all 
personnel are familiar with the plan. The contractor shall notify the DHS SOC of any incident in 
accordance with the Incident Response Plan and work with DHS throughout the incident 
duration.  


Firewall Management and Monitoring  


The contractor shall provide firewall management services that include the design, configuration, 
implementation, maintenance, and operation of all firewalls within the hosted DHS infrastructure 
in accordance with DHS architecture and security policy. The contractor shall provide all 
maintenance to include configuration, patching, rule maintenance (add, modify, delete), and 
comply with DHS’ configuration management / release management requirements when changes 
are required. Firewalls shall operate 24x7x365. Analysis of the firewall logs shall be reported to 
DHS COR in weekly status reports. If an abnormality or anomaly is identified, the contractor 
shall notify the appropriate DHS point of contact in accordance with the incident response plan.  


Intrusion Detection Systems and Monitoring  


The contractor shall provide the design, configuration, implementation, and maintenance of the 
sensors and hardware that are required to support the NIDS solution. The contractor is 
responsible for creating and maintaining the NIDS rule sets. The NIDS solution should provide 
real-time alerts. These alerts and other relevant information shall be located in a central 
repository. The NIDS shall operate 24x7x365. A summary of alerts shall be reported to DHS 
COR in weekly status reports. If an abnormality or anomaly is identified, the contractor shall 
notify the appropriate DHS point of contact in accordance with the incident response plan.  
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Physical and Information Security and Monitoring  


The contractor shall provide a facility using appropriate protective measures to provide for 
physical security. The facility will be located within the United States and its territories. The 
contractor shall maintain a process to control physical access to DHS IT assets. DHS IT Assets 
shall be monitored 24x7x365. A summary of unauthorized access attempts shall be reported to 
the appropriate DHS security office.  


Vulnerability Assessments  


The contractor shall provide all information from any managed device to DHS, as requested, and 
shall assist, as needed, to perform periodic vulnerability assessments of the network, operating 
systems, and applications to identify vulnerabilities and propose mitigations. Vulnerability 
assessments shall be included as part of compliance with the continuous monitoring of the 
system.  


Anti-malware (e.g., virus, spam)  


The contractor shall design, implement, monitor and manage to provide comprehensive anti-
malware service. The contractor shall provide all maintenance for the system providing the anti-
malware capabilities to include configuration, definition updates, and comply with DHS’ 
configuration management / release management requirements when changes are required. A 
summary of alerts shall be reported to DHS COR in weekly status reports. If an abnormality or 
anomaly is identified, the contractor shall notify the appropriate DHS point of contact in 
accordance with the incident response plan.  


Patch Management  


The contractor shall perform provide patch management services. The contractor shall push 
patches that are required by vendors and the DHS system owner. This is to ensure that the 
infrastructure and applications that directly support the DHS information system are current in 
their release and that all security patches are applied. The contractor shall be informed by DHS 
which patches that are required by DHS through the Information Security Vulnerability 
Management bulletins and advisories. Core applications, the ones DHS utilizes to fulfill their 
mission, shall be tested by DHS. However, the contractor shall be responsible for deploying 
patches as directed by DHS. It is recommended that all other applications (host-based intrusion 
detection system (HIDS), network intrusion detection system (NIDS), Anti-malware, and 
Firewall) shall be tested by the contractor prior to deployment in a test environment.  
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Log Retention  


Log files for all infrastructure devices, physical access, and anti-malware should be retained 
online for 180 days and offline for three years. 


Supply Chain Risk Management Terms and Conditions: 


The Contractors supplying the Government hardware and software shall provide the 
manufacture’s name, address, state and/or domain of registration, and the Data Universal 
Numbering System (DUNS) number for all components comprising the hardware and software. 
If subcontractors or subcomponents are used, the name, address, state and/or domain of 
registration and DUNs number of those suppliers must also be provided. 


Subcontractors are subject to the same general requirements and standards as prime contractors. 
Contractors employing subcontractors shall perform due diligence to ensure that these standards 
are met. 


The Government shall be notified when a new contractor/subcontractor/service provider is 
introduced to the supply chain, or when suppliers of parts or subcomponents are changed. 


Contractors shall provide, implement, and maintain a Supply Chain Risk Management Plan that 
addresses internal and external practices and controls employed to minimize the risk posed by 
counterfeits and vulnerabilities in systems, components, and software. 


The Plan shall describe the processes and procedures that will be followed to ensure appropriate 
supply chain protection of information system resources developed, processed, or used under this 
contract. 


The Supply Chain Risk Management Plan shall address the following elements: 


1. How risks from the supply chain will be identified, 


2. What processes and security measures will be adopted to manage these risks to the 
system or system components, and 


3. How the risks and associated security measures will be updated and monitored. 


The Supply Chain Risk Management Plan shall remain current through the life of the contract or 
period of performance. The Supply Chain Risk Management Plan shall be provided to the 
Contracting Officer Technical Representative (COTR) 30 days post award. 


The Contractor acknowledges the Government's requirement to assess the Contractors Supply 
Chain Risk posture. The Contractor understands and agrees that the Government retains the right 
to cancel or terminate the contract, if the Government determines that continuing the contract 
presents an unacceptable risk to national security. 
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The Contractor shall disclose, and the Government will consider, relevant industry standards 
certifications, recognitions and awards, and acknowledgments. 


The Contractor shall provide only new equipment unless otherwise expressly approved, in 
writing, by the Contracting Officer (CO). Contractors shall only provide Original Equipment 
Manufacturers (OEM) parts to the Government. In the event that a shipped OEM part fails, all 
replacement parts must be OEM parts. 


The Contractor shall be excused from using new OEM (i.e. “grey market,” previously used) 
components only with formal Government approval. Such components shall be procured from 
their original genuine source and have the components shipped only from manufacturers 
authorized shipment points. 


For software products, the contractor shall provide all OEM software updates to correct defects 
for the life of the product (i.e. until the “end of life.”). Software updates and patches must be 
made available to the government for all products procured under this contract. 


Contractors shall employ formal and accountable transit, storage, and delivery procedures (i.e., 
the possession of the component is documented at all times from initial shipping point to final 
destination, and every transfer of the component from one custodian to another is fully 
documented and accountable) for all shipments to fulfill contract obligations with the 
Government. 


All records pertaining to the transit, storage, and delivery will be maintained and available for 
inspection for the lessor of the term of the contract, the period of performance, or one calendar 
year from the date the activity occurred. 


These records must be readily available for inspection by any agent designated by the US 
Government as having the authority to examine them. 


This transit process shall minimize the number of times en route components undergo a change 
of custody and make use tamper-proof or tamper-evident packaging for all shipments. The 
supplier, at the Government’s request, shall be able to provide shipping status at any time during 
transit. 


The Contractor is fully liable for all damage, deterioration, or losses incurred during shipment 
and handling, unless the damage, deterioration, or loss is due to the Government. The Contractor 
shall provide a packing slip which shall accompany each container or package with the 
information identifying the contract number, the order number, a description of the 
hardware/software enclosed (Manufacturer name, model number, serial number), and the 
customer point of contact. The contractor shall send a shipping notification to the intended 
government recipient or contracting officer. This shipping notification shall be sent electronically 
and will state the contract number, the order number, a description of the hardware/software 
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being shipped (manufacturer name, model number, serial number), initial shipper, shipping date 
and identifying (tracking) number. 


Personal Identification Verification (PIV) Credential Compliance  


Authorities:  


HSPD-12 ―Policies for a Common Identification Standard for Federal Employees and 
contractors‖  
OMB M-11-11 "Continued Implementation of Homeland Security Presidential Directive (HSPD) 
12– Policy for a Common Identification Standard for Federal Employees and contractors"  
OMB M-06-16 ―Acquisition of Products and Services for Implementation of HSPD-12‖  
NIST FIPS 201 ―Personal Identity Verification (PIV) of Federal Employees and contractors‖  
NIST SP 800-63 ―Electronic Authentication Guideline‖  
OMB M-10-15 ―FY 2010 Reporting Instructions for the Federal Information Security 
Management Act and Agency Privacy Management‖  


Procurements for products, systems, services, hardware, or software involving controlled facility 
or information system shall be PIV-enabled by accepting HSPD-12 PIV credentials as a method 
of identity verification and authentication.  


Procurements for software products or software developments shall be PIV-enabled by accepting 
HSPD-12 PIV credentials as a method of identity verification and authentication.  


Procurements for software products or software developments shall be compliant by PIV by 
accepting PIV credentials as the common means of authentication for access for federal 
employees and contractors. 


PIV-enabled information systems must demonstrate that they can correctly work with PIV 
credentials by responding to the cryptographic challenge in the authentication protocol before 
granting access.  


If a system is identified to be non-compliant with HSPD-12 for PIV credential enablement, a 
remediation plan for achieving HSPD-12 compliance shall be required for review, evaluation, 
and approval by the CISO. 


ISO (Information Security) COMPLIANCE 


Information Security Clause 


 All services provided under this task order must be compliant with DHS Information Security 
Policy, identified in MD4300.1, Information Technology Systems Security Program and 4300A 
Sensitive Systems Handbook. 
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Interconnection Security Agreements  


Interconnections between DHS and non-DHS IT systems shall be established only through 
controlled interfaces and via approved service providers. The controlled interfaces shall be 
accredited at the highest security level of information on the network. Connections with other 
Federal agencies shall be documented based on interagency agreements; memoranda of 
understanding, service level agreements or interconnect service agreements. 


 System Security documentation appropriate for the SELC status.  


Security Certification/Accreditation 


CBP Program Offices shall provide personnel (System Owner and Information System Security 
Officers) with the appropriate clearance levels to support the security certification/accreditation 
processes under this Agreement in accordance with the current version of the DHS MD 4300A, 
DHS Sensitive Systems Policy and Handbook, CBP Information Systems Security Policies and 
Procedures Handbook HB-1400-05, and all applicable National Institute of Standards and 
Technology (NIST) Special Publications (800 Series).  During all SELC phases of CBP systems, 
CBP personnel shall develop documentation and provide any required information for all levels 
of classification in support of the certification/accreditation process.  In addition, all security 
certification/accreditation will be performed using the DHS certification/accreditation process, 
methodology and tools.  An ISSO performs security actions for an information system. There is 
only one ISSO designated to a system, but multiple Alternate ISSOs may be designated to assist 
the ISSO.  While the ISSO performs security functions, the System Owner is always responsible 
for information system security (4300A).  System owners shall include information security 
requirements in their capital planning and investment control (CPIC) business cases for the 
current budget year and for the Future Years Homeland Security Program (FYHSP) for each 
DHS information system.  System owners or AOs shall ensure that information security 
requirements and POA&Ms are adequately funded, resourced and documented in accordance 
with current OMB budgetary guidance. 


Disaster Recovery Planning & Testing – Hardware 


 If the system owner requires a robust DR solution (full redundancy and failover capabilities (for 
near zero downtime)) then the funded DR solution must match the production environment like-
for-like.  This solution would also include additional software licenses, hardware, firmware and 
storage for the DR environment.   


The system owner or program office must also include travel, per diem and approximately 16 
over the core hours for travel to recovery facilities twice per fiscal year for system 
administrators, DBA’s, end users or testers 
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 If the system owner requires a moderate DR solution that would provide a working environment 
that is capable of handling their mission essential functions then they can fund a scaled down 
solution which should still take into consideration additional hardware, software licenses, and 
storage for the DR environment.   


The system owner or program office is still responsible for the costs associated with testing their 
DR solution; however, for a scaled down solution, it may be possible to leverage or share staff 
already designated to participate in DR activities. 


 If the system owner only requires a low DR solution then the system owner or program office 
can use internal resources to perform a table-top exercise, which generally does not require 
travel, additional hardware or software licenses. 


Monitoring/reviewing contractor security requirements clause  


Security Review and Reporting 


(a)     The contractor shall include security as an integral element in the management of this 
contract.  The contractor shall conduct reviews and report the status of the implementation and 
enforcement of the security requirements contained in this contract and identified references. 


 (b)     The Government may elect to conduct periodic reviews to ensure that the security 
requirements contained in this contract are being implemented and enforced.  The contractor 
shall afford DHS including the organization of the DHS Office of the Chief Information Officer, 
Office of Inspector General, the CBP Chief Information Security Officer, authorized Contracting 
Officer’s Technical Representative (COR), and other government oversight organizations, access 
to the contractor's and subcontractors' facilities, installations, operations, documentation, 
databases, and personnel used in the performance of this contract.   The contractor will contact 
the DHS Chief Information Security Officer to coordinate and participate in the review and 
inspection activity of government oversight organizations external to the DHS. Access shall be 
provided to the extent necessary for the government to carry out a program of inspection, 
investigation, and audit to safeguard against threats and hazards to the integrity, availability, and 
confidentiality of DHS/CBP data or the function of computer systems operated on behalf of 
DHS/CBP, and to preserve evidence of computer crime. 


Access to Unclassified Facilities, Information Technology Resources, and Sensitive 
Information 


The assurance of the security of unclassified facilities, Information Technology (IT) resources, 
and sensitive information during the acquisition process and contract performance are essential 
to the DHS mission. DHS Management Directive (MD) 11042.1 Safeguarding Sensitive But 
Unclassified (For Official Use Only) Information, describes how contractors must handle 
sensitive but unclassified information. DHS MD 4300.1 Information Technology Systems 
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Security and the DHS Sensitive Systems Handbook prescribe policies and procedures on security 
for IT resources. Contractors shall comply with these policies and procedures, any replacement 
publications, or any other current or future DHS policies and procedures covering contractors 
specifically for all Task Orders that require access to DHS facilities, IT resources or sensitive 
information. Contractors shall not use or redistribute any DHS information processed, stored, or 
transmitted by the contractor except as specified in the task order. 


OMB-M-07-18 FDCC 


In acquiring information technology, agencies shall include the appropriate information 
technology security policies and requirements, including use of common security configurations 
available from the National Institute of Standards and Technology’s website at 
http://checklists.nist.gov. Agency contracting officers should consult with the requiring official 
to ensure the appropriate standards are incorporated. 


Engineering Platforms 


Common Enterprise Services (CES) – Deliver the systems, infrastructure, and operational 
capabilities to fully implement the three service levels defined as part of the DHS/CBP Common 
Enterprise Services and support DHS Component use of those services.  This includes the build 
out and integration of all required services and infrastructure, which must include the Single 
Sign-on Portal and CBP Enterprise Services Bus (ESB), required for the CES.    Capabilities 
shall be designed to the DHS standard operating architecture (SOA), transportable between DHS 
data centers (CBP National Data Center, Stennis, and DHS 2nd data center).  


Single Sign-on Portal – Design, build, and operate a single sign-on Portal - consistent with 
DHS’ enterprise portal solution (for which ICE is the steward) - to provide a common point of 
access, with a single sign-on capability to existing applications and to provide the infrastructure 
for integrating diverse internal and/or external information and transactional resources.   This 
includes the migration of the current ACE Portal to the Single Sign-on Portal as rapidly as 
feasible. 


ITP (Infrastructure Transformation Program) COMPLIANCE 


Help Desk and Operations Support 


The contractor shall provide third tier reporting for trouble calls received from the Help Desk, 
the DHS Task Manager, or the users.  The contractor shall respond to the initiators of trouble 
calls as by receiving telephonic notifications of problems, resolving them, or directing them to 
the proper technical personnel for resolution.  Problems that cannot be resolved immediately or 
with the requirements of the performance standards are to be brought to the attention of the DHS 
Task Manager.  The contractor shall document notification and resolution of problems in 
Remedy.  



http://checklists.nist.gov/
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Interfacing  


As requested by the COR, assistance in consolidating all systems with the DHS Consolidated 
Data Center.  Resources to be consolidated with the DHS Consolidated Data Center for each 
system to be determined by the COR.  


TRANSITION PLAN 


The DHS CIO has established portfolio targets for the IT infrastructure that include production 
system consolidation at a DHS data center, and transition to OneNet.  The contractor must be 
prepared to support CBP government leads, within the purview of this task order, to provide any 
required transition planning or program execution, associated with meeting the agreed to 
transition timeline, as directed by Government personnel.  This includes the following types of 
taskings:     


• Coordination with Government representatives  
• Review, evaluation and transition of current support services  
• Transition of historic data to new contractor system  
• Government-approved training and certification process  
• Transfer of all necessary business and/or technical documentation  
• Orientation phase and program to introduce Government personnel, programs, and 


users to the contractor's team, tools, methodologies, and business processes, 
equipment, furniture, phone lines, computer equipment, etc.  


• Transfer of Government Furnished Equipment (GFE) and Government Furnished 
Information (GFI), and GFE inventory management assistance  


• Applicable debriefing and personnel out-processing procedures 
 


Portfolio Review 


Screening/Watchlist/Credentialing 


Includes all activities that support the tracking and monitoring of travelers, conveyances and 
cargo crossing U.S. borders, and traffic pattern analysis, database (Federal, State, and Local) 
linking and querying, and managing status verification and tracking systems.  Different 
investments and systems may support distinct screening and watchlist activities for people, 
cargo, and tangible goods.  Credentialing encompasses all activities that determine a person’s 
eligibility for a particular license, privilege, or status, from application for the credential through 
issuance, use, and potential revocation of the issued credential. 


H.5.2   SECURITY POLICY REQUIREMENT 
All hardware, software, and services provided under this TO must be compliant with DHS 
4300A DHS Sensitive System Policy and the DHS 4300A Sensitive Systems Handbook. 
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H.5.3   ENCRYPTION COMPLIANCE REQUIREMENT 
a. FIPS 197 (Advanced Encryption Standard (AES)) 256 algorithm and cryptographic 


modules that have been validated under FIPS 140-2. 
b. National Security Agency (NSA) Type 2 or Type 1 encryption. 
c. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the DHS IT Security Program 


Handbook (DHS Management Directive (MD) 4300A) for Sensitive Systems). 


H.5.4   PERSONAL IDENTIFICATION VERIFICATION (PIV) CREDENTIAL 
COMPLIANCE 


Procurements for products, systems, services, hardware, or software involving controlled facility 
or information system shall be PIV-enabled by accepting HSPD-12 PIV credentials as a method 
of identity verification and authentication. 
Procurements for software products or software developments shall be compliant by PIV by 
accepting PIV credentials as the common means of authentication for access for federal 
employees and contractors. 
PIV-enabled information systems must demonstrate that they can correctly work with PIV 
credentials by responding to the cryptographic challenge in the authentication protocol before 
granting access. 
If a system is identified to be non-compliant with HSPD-12 for PIV credential enablement, a 
remediation plan for achieving HSPD-12 compliance shall be required for review, evaluation, 
and approval by the CISO. 


H.6   APPLICABLE DOCUMENTS 
The contractor shall adhere to the policies, standards, directives, processes, and procedures 
required by the applicable documents outlined in each requirements document. 


H.7   ORGANIZATIONAL CONFLICT OF INTEREST AND NON-DISCLOSURE 
REQUIREMENTS 


H.7.1   ORGANIZATIONAL CONFLICT OF INTEREST (OCI) 
a. If a contractor has performed, is currently performing work, or anticipates performing 


work that creates or represents an actual or potential OCI, the contractor shall 
immediately disclose this actual or potential OCI to the CO in accordance with FAR 
Subpart 9.5. The nature of the OCI may involve the prime contractor, subcontractors of 
any tier, or teaming partners.  


b. The contractor is required to complete and sign an OCI Statement (Section J, Attachment 
A). The contractor must represent either that (1) It is not aware of any facts which create 
any actual or potential OCI relating to the award of this contract, or (2) It has included 
information in its proposal, providing all current information bearing on the existence of 
any actual or potential OCI and has included a mitigation plan in accordance with 
paragraph (c) below. 
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c. If the contractor with an actual or potential OCI believes the conflict can be avoided, 
neutralized, or mitigated, the contractor shall submit a mitigation plan to the Government 
for review.  


d. In addition to the mitigation plan, the CO may require further information from the 
contractor. The CO will use all information submitted by the contractor, and any other 
relevant information known to GSA, to determine whether an award to the contractor 
may take place, and whether the mitigation plan adequately avoids, neutralizes, or 
mitigates the OCI. 


e. If any such conflict of interest is found to exist, the CO may determine that the conflict 
cannot be avoided, neutralized, mitigated, or otherwise resolved to the satisfaction of the 
Government, and the contractor may be found ineligible for award. Alternatively, the CO 
may determine that it is otherwise in the best interest of the U.S. to contract with the 
contractor and include the appropriate provisions to avoid, neutralize, mitigate, or waive 
such conflict in the contract awarded.  


H.7.2   NON-DISCLOSURE REQUIREMENTS 
If the contractor acts on behalf of, or provides advice with respect to any phase of an agency 
procurement, as defined in FAR 3.104-4, then the contractor shall execute and submit a 
Corporate Non-Disclosure Agreement (NDA) Form (Section J, Attachment D provides a sample 
NDA) and ensure that all its personnel (including subcontractors, teaming partners, and 
consultants) who will be personally and substantially involved in the performance of the TO: 


a. Are instructed in the FAR 3.104 requirements for disclosure, protection, and marking of 
contractor bid or proposal information, or source selection information. 


b. Are instructed in FAR Part 9 for third-party disclosures when acting in an advisory 
capacity. 


All proposed replacement contractor personnel shall also be instructed in the requirements of 
FAR 3.104. Any information provided by contractors in the performance of this TO or obtained 
from the Government is only to be used in the performance of the TO. The contractor shall put in 
place appropriate procedures for the protection of such information and shall be liable to the 
Government for any misuse or unauthorized disclosure of such information by its personnel, as 
defined above. 


H.8   SECTION 508 COMPLIANCE REQUIREMENTS 
Unless the Government invokes an exemption, all Electronic and Information Technology (EIT) 
products and services proposed shall fully comply with Section 508 of the Rehabilitation Act of 
1973, per the 1998 Amendments, 29 U.S.C. 794d, and the Architectural and Transportation 
Barriers Compliance Board’s Electronic and Information Technology Accessibility Standards at 
36 Code of Federal Regulations (CFR) 1194. The contractor shall identify all EIT products and 
services provided, identify the technical standards applicable to all products and services 
provided, and state the degree of compliance with the applicable standards. Additionally, the 
contractor must clearly indicate where the information pertaining to Section 508 compliance can 
be found (e.g., Vendor’s or other exact web page location). The contractor must ensure that the 
list is easily accessible by typical users beginning at time of award.  
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H.9    RESERVED 


H.10   RESERVED 


H.11   RESERVED 


H.11.1   TRAVEL AUTHORIZATION REQUESTS (TAR) 
Before undertaking travel to any Government site or any other site in performance of this TO, 
the contractor shall have this travel approved by, and coordinated with, the COR. Notification 
shall include, at a minimum, the number of persons in the party, traveler name, destination, 
duration of stay, purpose, and estimated cost. Prior to any long-distance travel, the contractor 
shall prepare a TAR for Government review and approval. Long-distance travel will be 
reimbursed for cost of travel comparable with the FTR or JTR. All travel requests (TARs) and 
approvals shall be done via CBP TASPD’s OT&T application within Salesforce. 
Requests for travel approval shall: 


a. Be prepared in a legible manner. 
b. Include a description of the travel proposed including a statement as to purpose. 
c. Be summarized by traveler. 
d. Identify the TO number. 
e. Identify the CLIN associated with the travel. 
f. Be submitted in advance of the travel with sufficient time to permit review and approval. 


The contractor shall use only the minimum number of travelers and rental cars needed to 
accomplish the task(s). Travel shall be scheduled during normal duty hours whenever possible.  


H.12    ODCs 
The Government may require the contractor to purchase related supplies critical and related to 
the services being acquired under the TO. Such requirements may be identified during the course 
of a TO by the Government or the contractor. If the contractor initiates a purchase within the 
scope of this TO, the contractor shall submit to the COR a Request to Initiate Purchase (RIP) If 
the prime contractor is to lose an approved purchasing system, the contractor shall submit to the 
CO a Consent to Purchase (CTP). The RIP and CTP shall include the purpose, specific items, 
estimated cost, cost comparison, and rationale. The contractor shall not make any purchases 
without an approved RIP from the COR or an approved CTP from the CO. 


H.13   RESERVED  


H.14   PRESS/NEWS RELEASE 
The contractor shall not make any press/news release pertaining to this procurement without 
prior Government approval and only in coordination with the CO. 


H.15   INTELLECTUAL PROPERTY RIGHTS 
The existence of any patent, patent application, or other intellectual property right that 
encumbers any deliverable must be disclosed in writing on the cover letter that accompanies the 
delivery. If no such disclosures are provided, the data rights provisions in FAR 52.227-14 apply.  
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H.16   INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT 
All contractor employees using DHS information systems or processing DHS data shall be 
required to receive Security Awareness Training. This training will be provided by the 
appropriate component agency of DHS.  
Contractors, who are involved with management, use, or operation of any IT systems that handle 
sensitive information within or under the supervision of DHS, shall receive periodic training at 
least annually in security awareness and accepted security practices and systems rules of 
behavior. DHS contractors, with significant security responsibilities, shall receive specialized 
training specific to their security responsibilities annually. The level of training shall be 
commensurate with the individual’s duties and responsibilities and is intended to promote a 
consistent understanding of the principles and concepts of telecommunications and IT systems 
security. 
All personnel who access DHS information systems will be continually evaluated while 
performing these duties. Supervisors should be aware of any unusual or inappropriate behavior 
by personnel accessing systems. Any unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or ISSO. 
The following trainings are mandatory for all contractor employees on this TO.  


Training Name Frequency Method of Delivery 


CBP Suicide Prevention Annual Performance and Learning 
Management System 
(PALMS) 


DHS Insider Threat Training Annual PALMS 


CBP Cyber Security 
Awareness and Rules of 
Behavior Training 


Annual PALMS 


Preventing and Addressing 
Workplace Harassment 


Annual PALMS 


CBP Annual Integrity 
Awareness Training 


Annual PALMS 


Privacy at DHS: Protecting 
Personal Information 


Annual PALMS 


Counterintelligence 
Awareness Web-Based 
Training 


Bi-annual (every two years) PALMS 


Basic Records Management One Time (within 30 days of 
entry on duty) 


PALMS 


  
Note:  this is the current list, however mandatory training is added periodically and training will 
be required to be completed by all contractors by the prescribed date. 
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H.17    SECURITY PROCEDURES (APR 2019) 
 
A.  Controls 
 


1.  The Contractor Employee shall comply with the U.S. Customs and Border Protection’s 
(CBP) administrative, physical and technical security controls to ensure that the 
Government’s security requirements are met. 


 
2.  All Government furnished information must be protected to the degree and extent required 


by local rules, regulations, and procedures.  The Contractor Employee shall comply with 
all security policies contained in CBP Handbook 1400-05D, v.7.0, Information Systems 
Security Policies and Procedures Handbook, or latest available version. 


 
3.  All services provided under this contract must be compliant with the Department of 


Homeland Security (DHS) information security policy identified in DHS Sensitive 
Systems Policy Directive 4300A, v.13.1 and DHS Sensitive Systems Handbook 4300A, 
v.12.0, or latest available version. 


 
4.  All Contractor Employees under this contract must wear identification access badges when 


working in CBP facilities.  Prior to Contractor employees’ departure/separation, all badges, 
building passes, parking permits, keys and pass cards must be given to the Contracting 
Officer’s Representative (COR).  The COR will ensure that the cognizant Physical 
Security official is notified so that access to all buildings and facilities can be revoked.  
NOTE:  For contracts within the National Capitol Region (NCR), the Office of 
Professional Responsibility, Security Management Division (OPR/SMD) shall be notified 
if building access is revoked.  


 
5.  All Contractor Employees must be entered in the Contractor Tracking System (CTS) 


database by the Contracting Officer (CO) or COR.  The Contractor Project Manager 
(CPM) shall provide timely start information to the CO/COR or designated government 
personnel to initiate the CTS entry.  Other relevant information will also be needed for 
record submission in the CTS database such as, but not limited to, the contractor’s legal 
name, contracting company address, brief job description, labor rate, Hash ID, schedule 
and contract specific information. The CO/COR or designated government personnel shall 
provide the CPM with instructions for providing required information.  


 
6.  The CO/COR may designate responsibility for out-processing to the CPM. This requires 


that the CPM have an active CBP Background Investigation (BI) and Active Directory 
(AD) account.  CPM shall provide Contactor Employee departure/separation date and 
reason for leaving to the CO/COR in accordance with CBP Directive 1210-007B, Tracking 
of Contractor Employees. Failure by the CPM to provide timely notification of Contractor 
Employee departure/separation in accordance with the contract requirements shall be 
documented and considered when government personnel completes a Contractor 
Performance Report (under Business Relations) or other performance related measures.  
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Additionally, the CO/COR shall immediately notify OPR/SMD of the contractor’s 
departure/separation.   


 
B.  Security Background Investigation Requirements 
 


1.  In accordance with DHS Instruction Handbook 121-01-007-01, Rev. 01, the Department of 
Homeland Security Personnel Security, Suitability and Fitness Program, Chapter 2, 
Personnel Security Program Standards, § 13, Citizenship Requirements, Contractor 
Employees who require access to sensitive information must be U.S. citizens or have 
Lawful Permanent Resident (LPR) status, § 13E.  A waiver may be granted, as outlined in 
Chapter 2, § 14 of DHS Instruction Handbook 121-01-007-01. 


 
2.  Contractor employees that require access to DHS IT systems or development, 


management, or maintenance of those systems must be U.S. citizens in accordance with 
Chapter 2, Personnel Security Program Standards, § 13, and  Citizenship Requirements, § 
13F.  (Lawful Permanent Resident status is not acceptable in this case).  A waiver may be 
granted, as outlined in Chapter 2, § 14 of DHS Instruction Handbook 121-01-007-01. 


 
3.  Provided the requirements of DHS Instruction Handbook 121-01-007-01 are met as 


outlined in paragraph 1, above, Contractor Employees requiring access to CBP facilities, 
sensitive information or information technology resources are required to have a favorably 
adjudicated background investigation (BI) or a single scope background investigation 
(SSBI) prior to commencing work on this contract. Exceptions shall be approved on a 
case-by-case basis with the Contractor Employee’s access to facilities, systems, and 
information limited until the Contractor employee receives a favorably adjudicated BI or 
SSBI.  A favorable adjudicated BI or SSBI shall include various aspects of a Contractor 
Employee’s life, including employment, education, residences, police and court inquires, 
credit history, national agency checks, and a CBP Background Investigation Personal 
Interview (BIPI). 


 
4.  The Contractor Employee shall submit within ten (10) working days after award of this 


contract a list containing the full legal name, social security number, place of birth (city 
and state), and date of birth of employee candidates who possess favorably adjudicated BI 
or SSBI that meets federal investigation standards.  For Contractor employee candidates 
needing a BI for this contract, the Contractor Employee shall require the applicable 
Contractor Employees to submit information and documentation requested by CBP to 
initiate the BI process.   


 
5.  Background Investigation information and documentation is usually submitted by proper 


completion of standard federal and agency forms such as Electronic Questionnaires for 
investigations Processing (e-QIP), Fingerprint Card, CBP Form 78-Background 
Investigation Requirements Determination (BIRD), Fair Credit Reporting Act (FCRA) 
Form, a Contractor Employee Initial Background Investigation (BI) Form (CBP Form 77) 
(Sections A and B). These forms must be submitted to the designated CBP official 
identified in this contract.  The designated CBP security official will review the 
information for completeness.   
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6.  The estimated completion of a BI or SSBI is approximately sixty (60) to ninety (90) days 


from the date of receipt of the properly completed forms by CBP security office.  During 
the term of this contract, the Contractor is required to provide the names of its employees 
who successfully complete the CBP BI or SSBI process to the CO and COR.  Failure of 
any Contractor Employee to obtain and maintain a favorably adjudicated BI or SSBI shall 
be cause for dismissal.  For key personnel, the Contractor shall propose a qualified 
replacement employee candidate to the CO and COR within 30 days after being notified of 
an unsuccessful candidate or vacancy.  For all non-key personnel Contractor Employees, 
the Contractor shall propose a qualified replacement employee candidate to the COR 
within 30 days after being notified of an unsuccessful candidate or vacancy.  The CO/COR 
shall approve or disapprove replacement employees.  Continuous failure to provide 
Contractor Employees who meet CBP BI or SSBI requirements may be cause for 
termination of the contract.   


 
C.  Security Responsibilities  
 


1.  The Contractor shall ensure that its employees follow the general procedures governing 
physical, environmental, and information security described in the various DHS CBP 
regulations identified in this clause.  The contractor shall ensure that its employees apply 
proper business practices in accordance with the specifications, directives, and manuals 
required for conducting work under this contract.  Applicable contractor personnel will be 
responsible for physical security of work areas and CBP furnished equipment issued under 
this contract. 


 
2.  The CO/COR may require the Contractor to prohibit its employees from working on this 


contract if continued employment becomes detrimental to the public’s interest for any 
reason including, but not limited to carelessness, insubordination, incompetence, or 
security concerns. 


 
3.  Work under this contract may require access to sensitive information as defined under 


Homeland Security Acquisition Regulation (HSAR) Clause 3052.204-71, Contractor 
Employee Access, included in the solicitation/contract.  The Contractor Employee shall not 
disclose, orally or in writing, any sensitive information to any person unless authorized in 
writing by the CO.   


 
4.  The Contractor shall ensure that its employees who are authorized access to sensitive 


information, receive training pertaining to protection and disclosure of sensitive 
information.  The training shall be conducted during and after contract performance.  


 
5.  Upon completion of this contract, the Contractor Employee shall return all sensitive 


information used in the performance of the contract to the CO/COR.  The Contractor shall 
certify, in writing, that all sensitive and non-public information has been purged from any 
Contractor-owned system.    


 
D.  Notification of Contractor Employee Changes  
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1.  The CPM shall notify the CO/COR via phone, facsimile, or electronic transmission, 


immediately after a personnel change becomes known or no later than five (5) business 
days prior to departure of the Contractor Employee.  Telephone notifications must be 
immediately followed up in writing.  CPM’s notification shall include, but is not limited to 
name changes, resignations, terminations, and reassignments to another contract.   


 
2.  The CPM shall notify the CO/COR and program office (if applicable) in writing of any 


proposed change in access requirements for its employees at least fifteen (15) days, or 
thirty (30) days if a security clearance is to be obtained, in advance of the proposed change.  
If a security clearance is required, the CO/COR will notify OPR/SMD. 


 
E.  Non-Disclosure Agreements 
 


As part of the BI package, Contractor Employees are required to execute and submit a Non-
Disclosure Agreement (DHS Form 11000-6) as a condition to perform on any CBP contract.   


 
H.18 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (JUN 2012) 


(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, 
disclosure, or unauthorized access to or modification of which could adversely affect the national 
or homeland security interest, or the conduct of Federal programs, or the privacy to which 
individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but 
which has not been specifically authorized under criteria established by an Executive Order or an 
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign 
policy. This definition includes the following categories of information: 


 (1) Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure     Information Act of 2002 (Title II, Subtitle B, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the 
implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) 
as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the 
Department of Homeland Security (including the PCII Program Manager or 
his/her designee); 


 (2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding 
and Control of S SI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration 
or his/her designee); 
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  (3) Information designated as “For Official Use Only,” which is unclassified 
information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person’s privacy or welfare, the conduct of Federal programs, 
or other programs or operations essential to the national or homeland security 
interest; and 


 (4) Any information that is designated “sensitive” or subject to other controls, 
safeguards or protections in accordance with subsequently adopted homeland 
security information handling procedures. 


(b) “Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet sites. 


(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or 
subject to other investigations as required. All contractor employees requiring recurring access to 
Government facilities or access to sensitive information or IT resources are required to have a 
favorably adjudicated background investigation prior to commencing work on this contract 
unless this requirement is waived under Departmental procedures. 


(d) The Contracting Officer may require the contractor to prohibit individuals from working on 
the contract if the government deems their initial or continued employment contrary to the public 
interest for any reason, including, but not limited to, carelessness, insubordination, 
incompetence, or security concerns. 


(e) Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless 
authorized in writing by the Contracting Officer. For those contractor employees authorized 
access to sensitive information, the contractor shall ensure that these persons receive training 
concerning the protection and disclosure of sensitive information both during and after contract 
performance. 


(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where 
the subcontractor may have access to Government facilities, sensitive information, or resources. 


(End of clause) 


ALTERNATE I (JUN 2012) 


When the contract will require contractor employees to have access to Information Technology 
(IT) resources, add the following paragraphs: 
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(g) Before receiving access to IT resources under this contract the individual must receive a 
security briefing, which the Contracting Officer’s Technical Representative (COTR) will 
arrange, and complete any nondisclosure agreement furnished by DHS. 


(h) The contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary for 
performance of the work under this contract. Any attempts by contractor personnel to gain access 
to any information technology resources not expressly authorized by the statement of work, other 
terms and conditions in this contract, or as approved in writing by the COTR, is strictly 
prohibited. In the event of violation of this provision, DHS will take appropriate actions with 
regard to the contract and the individual(s) involved. 


(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the contractor performs business for the DHS Component. It is not a 
right, a guarantee of access, a condition of the contract, or Government Furnished Equipment 
(GFE). 


(j) Contractor access will be terminated for unauthorized use. The contractor agrees to hold and 
save DHS harmless from any unauthorized use and agrees not to request additional time or 
money under the contract for any delays resulting from unauthorized use or access. 


(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has 
been granted by the Head of the Component or designee, with the concurrence of both the 
Department’s Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their 
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both 
the CSO and the CIO or their designees. In order for a waiver to be granted: 


(1) The individual must be a legal permanent resident of the U. S. or a citizen of Ireland, 
Israel, the Republic of the Philippines, or any nation on the Allied Nations List 
maintained by the Department of State; 


          (2) There must be a compelling reason for using this individual as opposed to a U. S. 
citizen; and 


            (3) The waiver must be in the best interest of the Government. 


(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the contracting officer. 


(End of clause) 
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ALTERNATE II (JUN 2006) 


When the Department has determined contract employee access to sensitive information or 
Government facilities must be limited to U.S. citizens and lawful permanent residents, but the 
contract will not require access to IT resources, add the following paragraphs: 


(g) Each individual employed under the contract shall be a citizen of the United States of 
America, or an alien who has been lawfully admitted for permanent residence as evidenced by a 
Permanent Resident Card (USCIS I-55 1). Any exceptions must be approved by the 
Department’s Chief Security Officer or designee. 


(h) Contractors shall identify in their proposals, the names and citizenship of all non-U.S. 
citizens proposed to work under the contract. Any additions or deletions of non-U.S. citizens 
after contract award shall also be reported to the contracting officer. 
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I.1   TASK ORDER CLAUSES 
All applicable and required clauses set forth in FAR 52.301 automatically flow down to all 
Alliant 2 TOs, based on their specific contract type (e.g., cost, fixed-price, etc.), statement of 
work, competition requirements, commercial or not commercial, and dollar value as of the date 
the TO solicitation is issued.  


I.2   FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
This TO incorporates one or more clauses by reference with the same force and effect as if they 
were given in full text. The full text of a clause may be accessed electronically at the FAR 
website:  


http://www.acquisition.gov/far/ 


FAR TITLE DATE 


52.203-13 Contractor Code of Business Ethics and Conduct OCT 2016 
52.203-14 Display of Hotline Poster(s)(https://www.oig.dhs.gov/hotline) OCT 2016 


52.203-17 Contractor Employee Whistleblower Rights and Requirement 
to Inform Employees of Whistleblower Rights APR 2014 


52.204-2 Security Requirements AUG 1996 
52.204-9 Personal Identity Verification of Contractor Personnel JAN 2011 


52.204-10 Reporting Executive Compensation and First-Tier 
Subcontract Awards OCT 2016 


52.204-13 System for Award Management Maintenance OCT 2018 
52.204-14 Service Contract Reporting Requirements OCT 2016 


52.204-21 Basic Safeguarding of Covered Contractor Information 
Systems JUN 2016 


52.204-23 Prohibition on Contracting for Hardware, Software, and 
Services Developed or Provided by Kaspersky Lab and Other 
Covered Entities 


JUL 2018 


52.204-25 Prohibition on Contracting for Certain Telecommunications 
and Video Surveillance Services or Equipment (Deviation 20-
05) 


AUG 2020 


52.212-4 Contract Terms and Conditions-Commercial Items OCT 2018 
52.212-4, Alt.I Contract Terms and Conditions-Commercial Items,Alternate I JAN 2017 
52.215-23 Limitations on Pass-Through Charges OCT 2009 
52.223-15 Energy Efficiency in Energy Consuming Products DEC 2007 


52.223-16 Acquisition of EPEAT®-Registered Personal Computer 
Products OCT 2015 


52.224-1 Privacy Act Notification APR 1984 
52.224-2 Privacy Act APR 1984 



http://www.acquisition.gov/far/

https://www.oig.dhs.gov/hotline
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FAR TITLE DATE 


52.225-13 Restrictions on Certain Foreign Purchases JUN 2008 


52.225-25 Prohibition on Contracting With Entities Engaging in Certain 
Activities or Transactions Relating to Iran—Representations 
and Certifications 


OCT 2015 


52.227-14 Rights in Data – General  MAY 2014 


52.227-14 Rights In Data –Alternate II  DEC 2007 


52.227-14 Rights In Data –Alternate III DEC 2007 


52.227-15 Representation of Limited Rights Data and Restricted 
Computer Software  DEC 2007 


52.227-17 Rights In Data Special Works DEC 2007 


52.227-21 Technical Data Declaration Revision and Withholding of 
Payment – Major Systems 


MAY 2014 


52.232-18 Availability of Funds APR 1984 
52.232-22 Limitation of Funds APR 1984 


52.232-40 Providing Accelerated Payments to Small Business 
Subcontractors DEC 2013 


52.237-3 Continuity of Services JAN 1991 


52.239-1 Privacy or Security Safeguards AUG 1996 


52.244-6 Subcontracts for Commercial Items JAN 2017 
52.245-1 Government Property JAN 2017 
52.246-25 Limitation of Liability – Services FEB 1997 
52.251-1 Government Supply Sources APR 2012 


I.2.1   FAR CLAUSES INCORPORATED BY FULL TEXT  


FAR 52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN 
TELECOMMUNICATIONS AND VIDEO SURVEILANCE SERVICES OR 
EQUIPMENT (AUG 2019) 


      (a) Definitions. As used in this clause— 
     “Covered foreign country” means The People’s Republic of China. 
     “Covered telecommunications equipment or services” means– 
           (1) Telecommunications equipment produced by Huawei Technologies Company or 


ZTE Corporation (or any subsidiary or affiliate of such entities); 
           (2) For the purpose of public safety, security of Government facilities, physical security 


surveillance of critical infrastructure, and other national security purposes, video surveillance 
and telecommunications equipment produced by Hytera Communications Corporation, 
Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any 
subsidiary or affiliate of such entities); 
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           (3) Telecommunications or video surveillance services provided by such entities or 
using such equipment; or 


           (4) Telecommunications or video surveillance equipment or services produced or 
provided by an entity that the Secretary of Defense, in consultation with the Director of National 
Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an 
entity owned or controlled by, or otherwise connected to, the government of a covered foreign 
country. 


     “Critical technology” means– 
           (1) Defense articles or defense services included on the United States Munitions List set 


forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 22, 
Code of Federal Regulations; 


           (2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 
774 of the Export Administration Regulations under subchapter C of chapter VII of title 15, 
Code of Federal Regulations, and controlled- 


                (i) Pursuant to multilateral regimes, including for reasons relating to national 
security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile 
technology; or 


                (ii) For reasons relating to regional stability or surreptitious listening; 
           (3) Specially designed and prepared nuclear equipment, parts and components, 


materials, software, and technology covered by part 810 of title 10, Code of Federal Regulations 
(relating to assistance to foreign atomic energy activities); 


           (4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of 
Federal Regulations (relating to export and import of nuclear equipment and material); 


           (5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, 
part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or 


           (6) Emerging and foundational technologies controlled pursuant to section 1758 of the 
Export Control Reform Act of 2018 (50 U.S.C. 4817). 


     “Substantial or essential component” means any component necessary for the proper 
function or performance of a piece of equipment, system, or service. 


      (b) Prohibition. Section 889(a)(1)(A) of the John S. McCain National Defense 
Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive 
agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a 
contract to procure or obtain, any equipment, system, or service that uses covered 
telecommunications equipment or services as a substantial or essential component of any system, 
or as critical technology as part of any system. The Contractor is prohibited from providing to 
the Government any equipment, system, or service that uses covered telecommunications 
equipment or services as a substantial or essential component of any system, or as critical 
technology as part of any system, unless an exception at paragraph (c) of this clause applies or 
the covered telecommunication equipment or services are covered by a waiver described in 
Federal Acquisition Regulation 4.2104. 


      (c) Exceptions. This clause does not prohibit contractors from providing— 
           (1) A service that connects to the facilities of a third-party, such as backhaul, roaming, 


or interconnection arrangements; or 
           (2) Telecommunications equipment that cannot route or redirect user data traffic or 


permit visibility into any user data or packets that such equipment transmits or otherwise 
handles. 



https://acquisition.gov/content/42104-waivers#id1989GI040ZO
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      (d) Reporting requirement. 
  


(1) In the event the Contractor identifies covered telecommunications equipment or services 
used as a substantial or essential component of any system, or as critical technology as part of 
any system, during contract performance, or the Contractor is notified of such by a subcontractor 
at any tier or by any other source, the Contractor shall report the information in paragraph (d)(2) 
of this clause to the Contracting Officer, unless elsewhere in this contract are established 
procedures for reporting the information; in the case of the Department of Defense, the 
Contractor shall report to the website at https://dibnet.dod.mil. For indefinite delivery contracts, 
the Contractor shall report to the Contracting Officer for the indefinite delivery contract and the 
Contracting Officer(s) for any affected order or, in the case of the Department of Defense, 
identify both the indefinite delivery contract and any affected orders in the report provided 
at https://dibnet.dod.mil. 


           (2) The Contractor shall report the following information pursuant to paragraph (d)(1) 
of this clause 


                (i) Within one business day from the date of such identification or notification: the 
contract number; the order number(s), if applicable; supplier name; supplier unique entity 
identifier (if known); supplier Commercial and Government Entity (CAGE) code (if known); 
brand; model number (original equipment manufacturer number, manufacturer part number, or 
wholesaler number); item description; and any readily available information about mitigation 
actions undertaken or recommended. 


                (ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of 
this clause: any further available information about mitigation actions undertaken or 
recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or 
submission of covered telecommunications equipment or services, and any additional efforts that 
will be incorporated to prevent future use or submission of covered telecommunications 
equipment or services. 


      (e) Subcontracts. The Contractor shall insert the substance of this clause, including this 
paragraph (e), in all subcontracts and other contractual instruments, including subcontracts for 
the acquisition of commercial items. 


(End of clause) 


FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT 
STATUTES OR EXECUTIVE ORDERS-COMMERCIAL ITEMS (JUL 2020) 
 
(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 
           (1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 
           (2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 
of Pub. L. 115-91). 



https://dibnet.dod.mil/

https://dibnet.dod.mil/
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           (3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232). 
           (4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 
2015). 
           (5) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553). 
           (6) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-
77 and 108-78 ( 19 U.S.C. 3805 note)). 
      (b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the 
Contracting Officer has indicated as being incorporated in this contract by reference to 
implement provisions of law or Executive orders applicable to acquisitions of commercial items: 
     [Contracting Officer check as appropriate.] 
_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (June 2020), with 
Alternate I (Oct 1995) ( 41U.S.C.4704 and 10 U.S.C. 2402). 
_X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun 2020) (41 U.S.C. 
3509)). 
__ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment 
Act of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the 
American Recovery and Reinvestment Act of 2009.) 
_X_ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Jun 
2020) (Pub. L. 109-282) ( 31 U.S.C. 6101 note). 
__ (5) [Reserved]. 
_X_ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 
section 743 of Div. C). 
_X_ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts 
(Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 
_X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with Contractors 
Debarred, Suspended, or Proposed for Debarment. (Jun 2020) (31 U.S.C. 6101 note). 
_X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters 
(Oct 2018) (41 U.S.C. 2313). 
__ (10) [Reserved]. 
__ (11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Mar 2020) (15 
U.S.C. 657a). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-3. 
__ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 
Concerns (Mar 2020) (if the offeror elects to waive the preference, it shall so indicate in its offer) 
(15 U.S.C. 657a). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-4. 
__ (13) [Reserved] 
 __ (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Mar 2020) of 52.219-6 (15 
U.S.C. 644). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-6 . 
__ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (Mar 2020) (15 U.S.C. 644). 
                  __ (ii) Alternate I (Mar 2020) of 52.219-7. 
__ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and 
(3)). 
_ _ (17) (i) 52.219-9, Small Business Subcontracting Plan (Jun 2020) (15 U.S.C. 637(d)(4)). 
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                  __ (ii) Alternate I (Nov 2016) of 52.219-9. 
                  __ (iii) Alternate II (Nov 2016) of 52.219-9. 
                  __ (iv)Alternate III (Jun 2020) of 52.219-9. 
                  __ (v)Alternate IV (Jun 2020) of 52.219-9  
 __ (18) (i) 52.219-13, Notice of Set-Aside of Orders (Mar 2020) (15 U.S.C. 644(r)).  
                (ii) Alternate I (Mar 2020) of 52.219-13.  
 __ (19) 52.219-14, Limitations on Subcontracting (Mar 2020) (15 U.S.C. 637(a)(14)). 
__ (20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 
637(d)(4)(F)(i)). 
__ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Mar 
2020) (15 U.S.C. 657f). 
__ (22) (i) 52.219-28, Post Award Small Business Program Rerepresentation (May 2020) (15 
U.S.C. 632(a)(2)). 
                (ii) Alternate I (MAR 2020) of 52.219-28. 
__ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically 
Disadvantaged Women-Owned Small Business Concerns (Mar 2020) (15 U.S.C. 637(m)). 
__ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small 
Business Concerns Eligible Under the Women-Owned Small Business Program (Mar2020) (15 
U.S.C. 637(m)). 
__ (25) 52.219-32, Orders Issued Directly Under Small Business Reserves (Mar 2020) (15 
U.S.C. 644(r)). 
__ (26) 52.219-33, Nonmanufacturer Rule (Mar 2020) (15U.S.C. 637(a)(17)). 
__ (27) 52.222-3, Convict Labor (Jun 2003) (E.O.11755). 
_X_ (28) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Jan2020) 
(E.O.13126). 
_X_ (29) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
_X_ (30) (i) 52.222-26, Equal Opportunity (Sep 2016) (E.O.11246). 
                  __ (ii) Alternate I (Feb 1999) of 52.222-26. 
_X_ (31) (i) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212). 
                  __ (ii) Alternate I (Jul 2014) of 52.222-35. 
_X_ (32) (i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C. 
793). 
                  __ (ii) Alternate I (Jul 2014) of 52.222-36. 
 _X_ (33) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212). 
_X_ (34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act 
(Dec 2010) (E.O. 13496). 
_X_ (35) (i) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and 
E.O. 13627). 
                  __ (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
_X_ (36) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). 
(Not applicable to the acquisition of commercially available off-the-shelf items or certain other 
types of commercial items as prescribed in 22.1803.) 
__ (37) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–Designated 
Items (May 2008) ( 42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 
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                  __ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable 
to the acquisition of commercially available off-the-shelf items.) 
__ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 
Hydrofluorocarbons (Jun 2016) (E.O. 13693). 
__ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and 
Air Conditioners (Jun 2016) (E.O. 13693). 
__ (40) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) 
(E.O.s 13423 and 13514). 
                  __ (ii) Alternate I (Oct 2015) of 52.223-13. 
__ (41) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 13423 
and 13514). 
                  __ (ii) Alternate I (Jun2014) of 52.223-14. 
__ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (May 2020) (42 U.S.C. 
8259b). 
__ (43) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (Oct 
2015) (E.O.s 13423 and 13514). 
                  __ (ii) Alternate I (Jun 2014) of 52.223-16. 
_X_ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving 
(Jun 2020) (E.O. 13513). 
__ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 
__ (46) 52.223-21, Foams (Jun2016) (E.O. 13693). 
__ (47) (i) 52.224-3 Privacy Training (Jan 2017) (5 U.S.C. 552 a). 
                  __ (ii) Alternate I (Jan 2017) of 52.224-3. 
__ (48) 52.225-1, Buy American-Supplies (May 2014) (41 U.S.C. chapter 83). 
__ (49) (i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (May 2014) (41 
U.S.C.chapter83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 
4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-
138, 112-41, 112-42, and 112-43. 
                  __ (ii) Alternate I (May 2014) of 52.225-3. 
                  __ (iii) Alternate II (May 2014) of 52.225-3. 
                  __ (iv) Alternate III (May 2014) of 52.225-3. 
__ (50) 52.225-5, Trade Agreements (Oct 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 
__ (51) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, proclamations, 
and statutes administered by the Office of Foreign Assets Control of the Department of the 
Treasury). 
 __ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States 
(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 
2008; 10 U.S.C. 2302Note). 
__ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov2007) (42 U.S.C. 5150). 
__ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 
(Nov2007) (42 U.S.C. 5150). 
__ (55) 52.229-12, Tax on Certain Foreign Procurements (Jun 2020). 
__ (56) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 
U.S.C. 4505, 10 U.S.C. 2307(f)). 
__ (57) 52.232-30, Installment Payments for Commercial Items (Jan2017) (41 U.S.C. 4505, 10 
U.S.C. 2307(f)). 
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_X_ (58) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management 
(Oct2018) (31 U.S.C. 3332). 
__ (59) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award 
Management (Jul 2013) (31 U.S.C. 3332). 
__ (60) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 
__ (61) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 
_X_ (62) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 
637(d)(13)). 
__ (63)  
(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 
U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). 
                  __ (ii) Alternate I (Apr 2003) of 52.247-64. 
                  __ (iii) Alternate II (Feb 2006) of 52.247-64. 
      (c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 
 __ (1) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter67). 
 __ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 
and 41 U.S.C. chapter 67). 
 __ (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (Multiple Year and Option Contracts) (Aug 2018) (29 U.S.C. 206 and 41 U.S.C. 
chapter 67). 
 __ (4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (May 2014) (29 U.S.C.206 and 41 U.S.C. chapter 67). 
 __ (5) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 
2014) (41 U.S.C. chapter 67). 
 __ (6) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67). 
 __ (7) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 
 __ (8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706). 
 __ (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020) (42 
U.S.C. 1792). 
      (d) Comptroller General Examination of Record. The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of 
this contract, and does not contain the clause at 52.215-2, Audit and Records-Negotiation. 
           (1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor’s directly 
pertinent records involving transactions related to this contract. 
           (2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 
Records Retention, of the other clauses of this contract. If this contract is completely or partially 
terminated, the records relating to the work terminated shall be made available for 3 years after 
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any resulting final termination settlement. Records relating to appeals under the disputes clause 
or to litigation or the settlement of claims arising under or relating to this contract shall be made 
available until such appeals, litigation, or claims are finally resolved. 
           (3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 
course of business or pursuant to a provision of law. 
      (e)  
(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this 
clause, the Contractor is not required to flow down any FAR clause, other than those in this 
paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the 
extent of the flow down shall be as required by the clause- 
                (i) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun 2020) (41 U.S.C. 
3509). 
                (ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements 
or Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 
                (iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 
of Pub. L. 115-91). 
                (iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232). 
                (v) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) 
and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract 
(except subcontracts to small business concerns) exceeds the applicable threshold specified in 
FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in 
lower tier subcontracts that offer subcontracting opportunities. 
                (vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
                (vii) 52.222-26, Equal Opportunity (Sep 2015) (E.O.11246). 
                (viii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212). 
                (ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C. 
793). 
                (x) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212). 
                (xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations 
Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR 
clause 52.222-40. 
                (xii) 52.222-41, Service Contract Labor Standards (Aug2018) (41 U.S.C. chapter 67). 
                (xiii)  
(A) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and E.O 
13627). 
                     (B) Alternate I (Mar2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
                (xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements 
(May2014) (41 U.S.C. chapter 67). 
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                (xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Certain Services-Requirements (May2014) (41 U.S.C. chapter 67). 
                (xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E.O. 12989). 
                (xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 
                (xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 
13706). 
                (xix)  
(A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 
                     (B) Alternate I (Jan 2017) of 52.224-3. 
                (xx) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. 2302 Note). 
                (xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 
2020) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 
52.226-6. 
                (xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 
2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with 
paragraph (d) of FAR clause 52.247-64. 
           (2) While not required, the Contractor may include in its subcontracts for commercial 
items a minimal number of additional clauses necessary to satisfy its contractual obligations. 
 
(End of clause) 
  
FAR 52.217-7 OPTION FOR INCREASED QUANTITY – SEPARATELY PRICED LINE 
ITEM (MAR 1989) 


The Government may require the delivery of the numbered line item, identified in the Schedule 
as an option item, in the quantity and at the price stated in the Schedule. The Contracting Officer 
may exercise the option by written notice to the Contractor 30 days.  Delivery of added items 
shall continue at the same rate that like items are called for under the contract, unless the parties 
otherwise agree. 


(End of clause) 


FAR 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)  
The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed six months. 
The Contracting Officer may exercise the option by written notice to the Contractor within 7 
days of the end of the period of performance.  
(End of clause)  
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FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)  
a. The Government may extend the term of this contract by written notice to the Contractor 


within 5 days; provided that the Government gives the Contractor a preliminary written 
notice of its intent to extend at least 30 days before the contract expires. The preliminary 
notice does not commit the Government to an extension.  


b. If the Government exercises this option, the extended contract shall be considered to 
include this option clause.  


c. The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 66 months. 


(End of clause)  
 


FAR 52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS 
SUBCONTRACTORS (DEC 2013) 
(a) Upon receipt of accelerated payments from the Government, the Contractor shall make 
accelerated payments to its small business subcontractors under this contract, to the maximum 
extent practicable and prior to when such payment is otherwise required under the applicable 
contract or subcontract, after receipt of a proper invoice and all other required documentation 
from the small business subcontractor. 
 
(b) The acceleration of payments under this clause does not provide any new rights under the 
Prompt Payment Act. 
 
(c) Include the substance of this clause, including this paragraph (c), in all subcontracts with 
small business concerns, including subcontracts with small business concerns for the acquisition 
of commercial items. 
(End of clause) 


I.3    RESERVED 


I.4   DHS ACQUISITION REGULATION SUPPLEMENTS (HSAR) CLAUSES 
INCORPORATED BY REFERENCE 
The full text of a clause may be accessed electronically at HSAR website: 


www.dhs.gov/publication/homeland-security-acquisition-regulation-deviations/ 


I.5   OPTION FOR ADDITIONAL AS-NEEDED SERVICES 


The Government may require additional, as-needed support during the base or any option period, 
and these modifications will be in-scope to provide increased support for the defined task areas 
of Section C. Additional, as-needed support is OPTIONAL and is not a guarantee. If the 
Government determines that an increased quantity of support is required for the task areas 
defined in Section C, the Government reserves the right to exercise the additional, as-needed 



http://www.dhs.gov/publication/homeland-security-acquisition-regulation-deviations/
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support unilaterally. The CO will provide written notice to the Contractor at least 30 calendar 
days prior to any unilateral exercise of the additional, as-needed support services. In the event 
the Government does elect to exercise the additional, as-needed Option, support will be realigned 
under new or existing CLINs for the relevant task areas identified in Section C, and an equal 
amount will be deducted from the additional, as-needed support services CLIN amount. This 
support will be provided at the same labor rates that have been evaluated for price 
reasonableness at time of TO award for the applicable ordering period.  Any unexpended 
capacity may be carried forward to be exercised in a future period of performance, and 
conversely, any future capacity can be purchased in the current period of performance, if needed. 


 


I.6 TELEWORK (FEB 2015) 
 


A. Definitions 


“Telework” is an alternative work arrangement which allows a contractor employee to perform 
work at an alternate worksite (e.g. home, telework center, contractor’s office). In accordance 
with 41 U.S.C. § 3306(f), employees of Federal Government contractors are permitted to 
telework in the performance of contracts entered into with executive agencies.   The term 
“telecommuting” used in the Federal Acquisition Regulation (FAR) is synonymous with the 
term “telework” as used in this clause. A contractor employee can telework on a core or 
episodic basis. A core arrangement occurs on a routine and recurring basis, whereas an episodic 
arrangement occurs on an occasional and non-routine basis, such as during inclement weather. 


“Telework-ready contractor employee” is a contractor employee who has been approved to 
telework, has an established alternate worksite, is prepared to telework by having enough work 
to cover the scheduled telework period, and has the appropriate secure technology equipment to 
meet the needs of the telework arrangement and a high-speed Internet connection. 


B. Requirements 


The Contractor shall provide adequate oversight of work products when telework is authorized 
to ensure continuity of contract performance and quality control. Equipment provided by U.S. 
Customs and Border Protection (CBP) for telework purposes will be treated as Government 
Furnished Equipment (GFE) and guidelines in CBP HB 1400-05D, CBP Information Systems 
Security Policies and Procedures Handbook shall be followed. All CBP training required for 
telework-ready contractor employees, such as the annual CBP IT Security Awareness and Rules 
of Behavior training, shall be completed prior to commencement of an individual’s telework 
schedule. The Contracting Officer’s Representative (COR) will notify the Contractor’s program 
manager (PM) of the required training courses. Once the training is completed, contractor 
employees shall submit their certificates of completion to the COR. Contractor employees shall 
comply with the security requirements stated in HSAR 3004.470 and HSAM 3004.470, and 
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work according to the guidance set forth in DHS 4300A, Sensitive Systems Handbook, Rules of 
Behavior. 


A contractor employee’s telework schedule shall be approved by the Contractor’s PM and 
coordinated with the COR. Once approved, requests to change a scheduled telework day shall 
be submitted in advance when possible to the Contractor’s PM, who will coordinate with the 
COR. The Contractor’s PM continues to be responsible for contractor employees’ time and 
attendance and notifying the COR of any changes. 


If a Federal Government closing affects the Government facility, contractor employees who are 
telework-ready shall begin to telework at their normal start time and are expected to work the 
entire day. If OPM announces the option for unscheduled telework, a contractor employee may 
request to telework by contacting the Contractor’s PM, who will coordinate with the COR. 


If a contractor employee has performance issues, does not follow the security procedures, or 
does not complete required training while in a telework status, the COR will contact the 
Contractor’s PM and the contractor employee’s telework privileges may be revoked. 


C. Information Technology (IT) and Security 


Contractor employees are required to use only GFE provided by CBP when teleworking. Should 
the GFE fail or require repair or replacing, the contractor employee shall be required to return to 
the traditional worksite to perform their duties. CBP shall provide maintenance and technical 
support for IT GFE used by teleworkers. CBP’s inability to provide IT GFE shall not constitute 
an excusable delay. The Contractor or contractor employee is responsible for providing high 
speed internet connectivity for teleworking and will bear the cost of the internet connection. The 
contractor employee shall be accessible at all times, via telephone, e-mail, or video 
conferencing during his/her working hours. Contractor employees’ use of GFE and Government 
information shall be for contractual performance only and shall be protected from unauthorized 
access, disclosure, sharing, transmission, or loss. The contractor employee shall keep 
Government property and information safe, secure, and separated from his/her personal property 
and information. Contractor employees who telework shall be the sole operators of the GFE 
they use and shall abide by CBP HB 5200-13C, Personal Property and Asset Management 
Handbook. Contractor employees who telework shall not work on, have access to, or keep in 
their possession classified information at an alternate worksite. Contractor employees shall 
comply with the guidance in the DHS Handbook for Safeguarding Sensitive Personally 
Identifiable Information. Contractor employees shall return all GFE provided by CBP to the 
COR upon separation from the contract.  


D. Subcontracts 
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The Contractor shall include the substance of this clause in all subcontracts where telework is 
permitted. The Contractor shall be responsible for monitoring the subcontractor’s adherence to 
this clause. 
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J.1   LIST OF ATTACHMENTS 
The following attachments are attached, either in full text or electronically. 


ATTACHMENT TITLE 
A Organizational Conflict of Interest (OCI) Statement 
B Electronic Reading Room - instructions 
C Department of Defense (DD) 254 (O&M and BISS) 
D Corporate Non-Disclosure Agreement (NDA) *provided as an example* 
E SF 1449s BISS 
F SF 1449s O&M 
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L.1   FAR 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE 
(FEB 1998) 


This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the CO will make the full text 
available. The offeror is cautioned that the listed provisions may include blocks that must be 
completed by the offeror and submitted with its quotation or offer. In lieu of submitting the full 
text of those provisions, the offeror may identify the provision by paragraph identifier and 
provide the appropriate information with its quotation of offer. Also, the full text of a solicitation 
provision may be accessed electronically at this address:  
https://www.acquisition.gov/far  


FAR TITLE DATE 
52.204-24 Representation Regarding Certain Telecommunications 


and Video Surveillance Services or Equipment  
AUG 2020 


52.204-26 Covered Telecommunications Equipment or Services-
Representation 


DEC 2019 


52.212-1 Instructions to Offerors-Competitive Acquisition JUN 2020 


52.216-31 Time-and-Materials/Labor-Hour Proposal Requirements-
Commercial Item Acquisition FEB 2007 


52.217-5 Evaluation of Options  JUL 1990 


52.232-38 Submission of Electronic Funds Transfer Information with 
Offer JUL 2013 


L.1.1   SOLICITATION PROVISIONS PROVIDED IN FULL TEXT 


L.2   GENERAL INSTRUCTIONS 
a. The Offeror is expected to examine this entire solicitation document including the 


Master/Basic Contract. Failure to do so will be at the Offeror’s own risk. 
b. The Government may make award based on initial offers received, without discussion of 


such offers. Proposals shall set forth full, accurate, and complete information as required 
by this solicitation package (including Attachments listed in Section J). The penalty for 
making false statements in proposals is prescribed in 18 U.S.C. 1001. 


c. Offerors that include in their proposals data that they do not want disclosed to the public 
for any purpose, or used by the Government except for evaluation purposes, shall –  
(1) Mark the title page with the following legend:  


This proposal includes data that shall not be disclosed outside the Government and 
shall not be duplicated, used, or disclosed--in whole or in part--for any purpose other 
than to evaluate this proposal. If, however, a contract is awarded to this Offeror as a 
result of--or in connection with--the submission of this data, the Government shall 
have the right to duplicate, use, or disclose the data to the extent provided in the 
resulting contract. This restriction does not limit the Government’s right to use 
information contained in this data if it is obtained from another source without 
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restriction. The data subject to this restriction are contained in sheets [insert numbers 
or other identification of sheets]; and  


(2) Mark each sheet of data it wishes to restrict with the following legend:  
Use or disclosure of data contained on this sheet is subject to the restriction on the 
title page of this proposal.” 


d. The Government assumes no liability for disclosure or use of unmarked data and may use 
or disclose the data for any purpose. Unless restricted, information submitted in response 
to this request may become subject to disclosure to the public pursuant to the provisions 
of the Freedom of Information Act (5 U.S.C. 552). 


e. This procurement is conducted under the procedures of FAR Subpart 16.5. The policies 
and procedures of FAR Subpart 15.3 do not apply. 


L.3   GENERAL INFORMATION 
The Government is utilizing this solicitation for two (2) distinct requirements, Information 
Technology (IT) Operations and Maintenance (O&M), Upgrades, Updates, Modifications and 
Enhancements Services (IT O&M) Solicitation# 70B04C20Q00000131 and Business 
Intelligence Support Services (BISS) Solicitation# 70B04C20Q00000181. When responding, 
please label the proposal with the appropriate solicitation number.  


This solicitation contains 2 distinct PWS, one for O&M and one for BISS.  Alliant 2 IDIQ 
contract holders may propose for one or both requirements. If the Offeror intends to propose to 
both requirements, the Offeror is required to submit two (2) complete, distinct submissions, as 
well as indicate in each submission which requirement is being proposed. Any reference to 
information contained in another submission will not be considered. 
 
Proposals shall be valid for a period of not less than 120 calendar days from the date of delivery. 
For proposal purposes only, Offerors shall use a Transition Task Order Start date of September 
28, 2020. 


L.4   SUBMISSION OF OFFERS 
Each offer shall be provided to the Government in three separate parts and shall contain the 
following: 


a. Part I – Phase I Video Submission (video submission will not exceed 15 minutes) 
b. Part II – Written Technical Proposal (page limit: 30 pages) & Price Proposal (no page 


limit) 


The Offeror shall submit each part on the due dates indicated on the Cover Letter. 
Unless otherwise specified, one page is one side of a U.S. Letter size (8.5” x 11”) piece of paper. 
All electronic files shall be in MS Word, PowerPoint, PDF, or Excel formats. Any documents 
provided in Section J, List of Attachments, shall be submitted using the same file format (e.g., 
Project Staffing Plan shall be submitted in Excel file format); this includes the same font size and 
margins as the document provided. When printed, pages (with the exception of Excel and 
PowerPoint) must maintain one inch margins. Excel files must maintain margins of no less than 
0.7 inches, and PowerPoint files must maintain margins of no less than 0.5 inches. When printed, 
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pages must maintain 12 point Times New Roman font and be single spaced, with the exception 
of charts/graphics/tables. Charts/Graphics/Tables must maintain a minimum of ten point Times 
New Roman font. Charts/Graphics/Tables embedded in the proposal will count toward page 
limitations. Headers and footers may be of a font larger than 12 point, but shall not be smaller 
than ten point font. Ledger size (11” x 17”) paper may be used in the Project Staffing Plan or 
when providing charts/graphics/tables. A single side of an 11” x 17” piece of paper will be 
counted as two pages where page limitations apply. Items such as a Title Page, Table of 
Contents, Cover Letter, List of Figures, and Acronym Lists are excluded from the page counts 
below, unless they are inclusive of a document (e.g., a Table of Contents within the Draft 
Transition-In Plan), in which case it would count toward the stated page limitations. PDF files 
will be allowed for executed documents such as, if applicable, Letters of Commitment. 


Any pages submitted beyond the page limitations will be removed and not evaluated. 


L.5   RFQ PHASES 


L.5.1   PHASE I: WRITTEN INFORMATION AND VIDEO SUBMISSION (PART I, 
FACTOR 1)  


This volume shall contain the following: 
a. OCI Statement and Corporate NDAs (Tab A) 
b. [Reserved] (Tab B) 
c. Prior Specialized Experience (VIDEO) 
d. FPDS & CPARS1 (Tab C) - no page limit 


L.5.1.1   OCI STATEMENT AND CORPORATE NDAs (TAB A) 
The Offeror and each subcontractor, consultant, and teaming partner involved in proposal 
development shall complete and sign an OCI Statement and Corporate NDA. All information 
pertaining to OCI is outlined in Section H.7.1. All information pertaining to NDA is outlined in 
Section H.7.2. 


L.5.1.2   CORPORATE EXPERIENCE (VIDEO) 
Phase I, Video Response Instructions:  
 
Phase I of the RFQ is being issued to GSA Alliant 2 IDIQ contract holders.  Failure to follow 
these instructions may make the submission non-responsive to the RFQ requirements. All 
submissions shall adhere to all specified time limits and page limits.  
 
(a) The Offeror shall elaborate on its Corporate Experience on projects that are similar in size, 
scope, and complexity to the requirements as described in Section C of the RFQ. The Offeror 
shall discuss the scope of work, applicability to PWS tasks, the client and project relationship to 
the RFQ, the specific responsibilities of the Offeror, major deliverables produced, approach to 
client support to include quality assurance, risk management, subcontractor management, 
maintaining effective lines of communication performance measures/service levels applied, and 
                                            
1 The Government will allow submission of base contract award documents and past performance questionnaires 
(PPQs) for projects supporting law enforcement sensitive and Intelligence Community clients. 
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any problems or issues that occurred and the corrective action taken. Offerors may use 
slides/charts/other background materials on the video screen to display information about the 
corporate experience references. 


The submitted example(s) must have begun no earlier than five (5) years before the release date 
of this RFQ or remain currently performing/ongoing under a continuous period of performance. 
At least two of the corporate experiences shall be the Offeror’s direct experience as a prime 
contractor of similar scope and complexity to the requirements identified in Section C. The 
offeror shall include additional prior experience from team members or subcontractors that is 
similar in scope and complexity to the requirements identified in Section C that the team member 
or subcontractor is proposed to perform.  


(b) All projects examples shall be contracts or orders for the performance of actual technical 
requirements. A master contract vehicle (e.g., Blanket Purchase Agreement (BPA), Indefinite 
Delivery/Indefinite Quantity (IDIQ) contract) that has one or more TOs that were awarded and 
performed under that vehicle and supports a single customer or program, may be grouped and 
counted as one Prior Specialized Experience project example. Task Orders under government-
wide, department-wide, or agency-wide contracts (e.g., Alliant, SEAPORT, EAGLE) may not be 
grouped unless they support the same program.  
 
(c) General Video Submission Instructions:  


Video submissions shall adhere to the proposal content maximum time limits utilizing 
Youtube.com for the Government to access.  Videos may be marked public or private. By the 
date and time specified, Offeror’s shall send a YouTube link to the 
cbptaspdrequirements@cbp.dhs.gov in order for CBP to access the video submission. Do not 
provide a shortened URL, such as youtu.be. 


The Government does not intend to evaluate the quality of the video submissions. Unnecessarily 
elaborate videos beyond that which is sufficient to present a complete and effective response to 
this RFQ are not desired. Computer-generated graphics, background music, elegant sets, and so 
forth are neither necessary nor wanted. The Government strongly encourages not to invest 
significantly in the video submission. A low-cost video production is encouraged.  


The DHS Procurement Innovation Lab (PIL) has produced the following video to provide helpful 
information about video submissions: DHS YouTube Skit and Mock Video: 
https://www.youtube.com/watch?v=8DJpJ2qECtM&feature=em-share_video_user. Offerors are not 
required to adhere to the DHS mock video format. 
 
The Offeror will submit one YouTube.com link for each requirement, if proposing to more than one 
solicitation. If the Offeror submits one (1) video comprising of multiple requirements, the 
Government will not evaluate the Offeror’s Phase 1 submission and the Offeror will not be allowed to 
continue to participate in Phase 2.  
 
1. Offeror’s video submission will not exceed 15 minutes in length/duration utilizing 
Youtube.com for the Government to access.  Anything over 15 minutes will not be evaluated by 
the Government. 
 



mailto:cbptaspdrequirements@cbp.dhs.gov

https://www.youtube.com/watch?v=8DJpJ2qECtM&feature=em-share_video_user

https://www.youtube.com/watch?v=8DJpJ2qECtM&feature=em-share_video_user
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2. In addition to the YouTube.com submission, Offerors shall submit their FPDS & CPARS 
records for federal and all public sector project(s) or similar certified information for commercial 
project (or if performed as subcontractor) for all cited corporate experience  example(s). The 
most current FPDS and CPARS record (current period or last issued modification) shall be 
provided. If no FPDS and/or CPARS is currently available for the example(s), the contractor 
may submit similar certified information for federal/public sector (e.g., a copy of the Base 
Contract Award and Modification(s), Balanced Scorecard(s), etc.). FPDS & CPARS records may 
be provided as one searchable document in lieu of individual records.  
 
3. The Government desires no more than two (2) individuals be featured in the video. The video 
shall feature at least one (1) individual who will serve as the Principal/Program Manager and will 
responsible for managing any resultant contract.  Offerors are encouraged to use visual aids 
within the video presentation. The video must display a letter of commitment for each (if any) 
proposed subcontractor referenced in the responses to the experience questions provided below.  
The video must also display a letter of commitment from any video participant who is not an 
employee of the prime Offeror. 
 
L.5.1.3  ADVISORY NOTIFICATION 
 
After the Government completes evaluation Factor 1, Offerors will receive an advisory 
notification via e-mail from the Contracting Officer. This notification will advise the Offerors of 
the Government’s evaluation of Phase I for the vendor’s consideration in their voluntary decision 
on whether to proceed to Phase II. The intent of this notice is to minimize proposal development 
costs for those Offerors with little to no chance of receiving an award.  
 
Failure to participate in Phase I of the procurement precludes further consideration of a 
Offeror’s. Phase II submissions will not be accepted from Offerors who have not submitted 
Phase I proposals by the due date and time stated in this solicitation.  


L.5.2   SUBMISSION OF THE WRITTEN COST/PRICE PROPOSAL (PART II) 
The Offeror shall fully support all proposed costs/prices. An Offeror’s proposal is presumed to 
represent the Offeror’s best efforts in response to the solicitation. Any inconsistency, whether 
real or apparent, between promised performance and cost/price, shall be explained in the 
proposal.  
Offerors shall clearly differentiate descriptive information for evaluation purposes from that 
which is promissory for inclusion in the resultant award.  Offerors are encouraged to keep 
descriptive information to a minimum. 
Written Cost/Price Proposals shall be submitted as one electronic copy. The Cost/Price Excel 
Workbook shall only be provided as one electronic copy; No thumb drives will be accepted. 
The Offeror shall submit all proposed costs/prices using MS Excel software utilizing the formats 
without cells locked and including all formulas. The Offeror shall include adequate information, 
which will allow the Government to perform a price analysis.  
Important note regarding email attachments:  CBP’s email system limits incoming email 
attachments to 10MB per email. Offerors should NOT submit .zip files as these may be stripped 
by CBP’s email system.  All incoming files are scanned so there may be a delay between the 
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time the file is submitted and the time it is received. Therefore, Offerors must ensure they submit 
proposals with sufficient time to reach the required destination no later than the response due 
date identified above. Offerors are strongly encouraged to verify receipt of their response (via 
email) as noted above. Offerors may submit attachments in multiple emails due to size 
constraints; however, the complete proposal (including all required submissions) must be 
received by the due date and time identified above. 


Proprietary information shall be clearly marked. 


The Offeror shall not include any cost/price data in any technical narratives of the 
proposal.  


L.5.2.1   SOLICITATION, OFFER AND AWARD (SF 1449) (TAB A) 
When completed and signed by the Offeror, Standard Form (SF) 1449, “Solicitation, Offer and 
Award,” constitutes the Offeror’s acceptance of the terms and conditions of the proposed TO. 
Therefore, the form must be executed by representatives of the Offeror authorized to commit the 
Offeror to contractual obligations. The Offeror shall sign the SF 1449. 


L.5.2.2 PRICE/COST (FACTOR 5) 
Part II of Written Price/Cost Proposal and shall contain the following: 


a. Solicitation, Offer and Award (SF1449) (Tab A) 
b. Section B - Cost/Price Excels (Tab B). Offerors shall add additional CLINs, subCLINs 


sub CLINs, or any other structural modification to Section B in an Excel to illustrate their 
proposed costs as aligned to the proposed technical solution. Transition must be a 
separately addressed, including a separate excel. 


c. Cost/Price Supporting Documentation (Tab C) 
d. Subcontractor Supporting Documentation (Tab D) 
e. Cost/Price Assumptions (Tab E) 
f. Reserved  (Tab F) 


 
1. General Information:  
It is anticipated that all pricing information submitted in response to these instructions will be 
treated as business confidential. Except for the total price, none of the price quote information 
will be disclosed outside of the Government. Pricing for the Transition TO must be a separated 
out. There is no page limitation for the price volume. 
 
The price volume must be mathematically correct and all parts must be numerically consistent.  
 
The price volume must correlate with the technical volume and staffing plan in a logical and 
consistent manner. 
  
The required price volume format shall be submitted in Microsoft® Office Suite 2013 (or higher 
versions when available). All Excel spreadsheets shall maintain all formulas and links between 
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the spreadsheets and tables presented in the price proposal. Formulas in the electronic 
spreadsheets shall not be converted to hard coded values. 
 
2. Price Proposal Content:  


• Price volume format:  Roll Up – Shall include company name (prime and subcontractor) 
for all proposed labor.  All labor shall be defined by company name and labor categories 
for the Base Period plus all Options Periods. 


• The Offeror shall also provide a comprehensive narrative that discusses in detail the 
assumptions, methods and business decisions that form the basis for the proposed price. 


• The Offeror shall provide a brief statement and support for the basis of the Offeror’s 
proposed productive labor year. 


• The Offeror shall provide a brief statement and support for the basis of the Offeror’s 
annual labor escalation factors. 


• Offeror’s shall include additional CLINs, sub-CLIN’s which align to their technical 
solution to supplement the format provided. 


L.5.2.2.1   SECTION B – SUPPLIES OR SERVICES AND PRICES/COSTS (TAB B) 
The Offeror shall indicate the cost/price to be charged for each item in Section B rounded to the 
nearest whole dollar. The Offeror shall insert not-to-exceed indirect/material handling ceiling 
rates in accordance with Section B.5.1. 
Note for the Transition TO: the flexible end date for the transition TO will be function of post-
award readiness efforts, and not a function of competitive evaluation. For purposes of evaluation 
and pricing, all Offerors should use 12 month period for transition TO. 
As a supplement to the summary information provided in Section B, the Offeror shall provide 
full back-up documentation for the CLINs for each period of performance, and include any 
additional CLINs or sub-CLINS to further delineate the proposed technical solution for each task 
area using an Excel Workbook. The Offeror shall not lock any cells and the Offeror shall 
ensure all calculation formulas are included in order to effectively show the cost build up in 
the Cost/Price Excel Workbook. The back-up documentation shall include a summary total for 
each elementproposed CLIN.  
Note: Offerors shall provide a CLIN roll up consisting of labor categories, corresponding 
proposed hours, and labor rates.  Discounts are encouraged and should be easily identified.  


L.5.2.2.2   COST/PRICE SUPPORTING DOCUMENTATION (TAB C) 
The cost/price supporting documentation is required to enable the Government to perform a price 
analysis. Supporting documentation for the Transition TO must be distinct from the 
Requirements TO. 
The Offeror shall provide a detailed narrative, which explains the processes and methodologies 
used to develop its price proposal. This includes, but is not limited to, the estimating 
methodology used by the Offeror to estimate direct labor and subcontractor labor, planning 
assumptions used in the development of the cost estimate, etc. The Offeror shall provide the 
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labor rate (fully burdened) for all proposed labor categories and all projected rates (factoring in 
escalation) for all option years. The Offeror shall identify all direct labor escalation factors and 
basis for any escalation index being utilized for all option years.  
The Government is also providing an estimated magnitude for each requirements as follows: 


The Government estimates that the total value of the Operations and Maintenance Transition 
requirement is between $40,000,000.00 and $50,000,000.00. This range is for a twelve (12) 
months period of performance. 


The Government estimates that the total value of the Operations and Maintenance requirement is 
between $950,000,000.00 and $975,000,000.00. This range is inclusive of all CLINs over the full 
65 year performance period and 6 month OES. 


The Government estimates that the total value of the Business Intelligence Support Services 
Transition requirement is between $13,000,000.00 and $15,000,000.00. This range is for a 
twelve (12) months period of performance. 


The Government estimates that the total value of the Business Intelligence Support Services 
requirement is between $300,000,000.00 and $325,000,000.00. This range is inclusive of all 
CLINs over the full 56 year performance period and 6 month OES.  


The total estimated value for all proposed optional surge CLINs (CLIN TBD) and requirements 
must be no greater than fifty percent of the mandatory CLINs (CLIN TBD) value; the mandatory 
CLINs do NOT include ODCs or Long-Distance Travel, or CAF. Additionally, the surge 
estimate does not include ODCs or Long-Distance Travel, or CAF. Any proposal that is not 
within this range shall include an explanation that specifically draws the Government’s attention 
to any unique technical aspects of the proposal the Offeror would like the Government to 
consider as the justification for the deviation from the range. Optional surge CLINs are fluid in 
that they may carry forward to future periods of performance if unactivatedinactivated in the 
current period, and may be transferred forward from a future period if needed for current 
performance.  Optional surge quantities do not expire with the contract’s period of performance. 


L.5.2.2.3   SUBCONTRACTOR SUPPORTING DOCUMENTATION (TAB D) 
The Offeror shall also provide supporting cost/price documentation for all proposed 
subcontractors, including the total value of the proposed subcontract, the proposed type of 
subcontract, the rationale and/or justification for this type of subcontract type. Additionally, the 
Offeror shall provide a narrative detailing the processes used to evaluate the subcontracts it is 
proposing. Failure to provide complete supporting documentation may result in no further 
consideration of the Offeror’s proposal. Failure to propose at least 25% of the total contract 
value as subcontractor effort will result in no further consideration for award.2 For the final 
subcontracting percentage, which must be greater than 25%, it is the intent of CBP to negotiate 


                                            
2 Alliant 2, Section G.22 INDIVIDUAL SMALL BUSINESS SUBCONTRACTING PLAN, references the Master 
Subcontracting Plans each contract holder manages with goals that need to be met across all task orders. The total 
small business goal for Alliant is 50%.  
As delineated in the ordering guide, in order to support Alliant’s small business subcontracting plan and receive 
Socio-Economic Credit, the Ordering Contracting Officer’s (OCO’s) should negotiate specific individual 
subcontracting goals at the Task Order level without creating a separate subcontracting plan. 
DHS’s small business subcontracting goal is 41%. 
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an individual small business goal within the subcontracting effort after award of the task 
orders. Subcontractors may submit proprietary data directly to the CO via 
CBPTASPDRequirements@cbp.dhs.gov. The prime contractor shall specifically state whether 
the estimated costs of any proposed subcontractor will be in excess of $10M over the life of the 
TO for Government accomplished Equal Employment Opportunity (EEO) verification purposes. 


L.5.2.2.4   COST/PRICE ASSUMPTIONS (TAB E) 
The Offeror must submit all (if any) assumptions upon which the Cost/Price Proposal is based. 


L.5.3    SUBMISSION OF THE WRITTEN TECHNICAL PROPOSAL (PART II) 
 
Part II of Written Technical Proposal and shall contain the following: 


a. DD254 (Offeror is required to complete Blocks 6a, 6b and 6c; and Subcontractors are required to complete 
blocks 7a, 7b and 7c.) 


b. Written Technical Submission as below. 


 
Each Offeror shall submit all information described in the following paragraphs. The Offeror 
shall provide one original electronic copy, containing all required sections of this Part. No thumb 
drives will be accepted. The written Technical Proposal is limited to 30 pages total. 


L.5.3.1   TECHNICAL APPROACH (FACTOR 2)  
The Offeror shall identify and describe the methodology and analytical techniques to be used in 
fulfilling the technical requirements identified in the RFQ. The Offeror should tailor the 
technical approach to achieve the requirements as identified in this solicitation. The Offeror’s 
proposal shall be relevant to this RFQ and reflect an effective understanding of RFQ 
requirements. The Agile framework described in the PWS shall be applied in the performance of 
all tasks identified the PWS and throughout this requirement. Throughout the proposal, Offerors 
should discuss the benefits the Government should expect to realize as a result of implementing 
the solutions proposed.  


These elements are not subfactorssub factors and will not be individually rated, but will be 
evaluated as a whole to arrive at the factor-level rating: 


a. Offerors shall discuss their technical approach to meeting the objectives, conditions, and 
task requirements identified in this solicitation.  


b. Offeror’s shall propose performance measures, metrics, and performance standards that 
align with their proposed technical solution in the form of a Quality Assurance 
Surveillance Plan (QASP). Discuss why they were selected, the performance levels, and 
to the expected benefit the Government should realize.   


c. Innovation and Technology Transfer: The Offeror shall describe any innovative 
techniques or approaches in performing the requirements that would benefit the CBP 
mission by way of optimizing and improving performance as well as reducing 
performance risk. Offerors shall discuss their innovation and technology transfer methods 
and describe any partnerships with academia, commercial partners, think tanks, vendor 



mailto:CBPTASPDRequirements@cbp.dhs.gov
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centers of excellence, and technology transfers from other Agencies as means to 
introduce cutting edge techniques to the Targeting mission.  Offeror’s shall discuss other 
corporate innovation and proven approaches of targeting models.   


d. The Offeror shall describe its agile process and discuss the ideal frequency of Sprints. 
Offeror’s shall describe an effective approach for coordination and collaboration within 
agile teams, across the TO, and outside of TASPD to ensure efficient service delivery, 
promote knowledge sharing, manage stakeholders, and support customer requirements.  
 


L.5.3.2   MANAGEMENT APPROACH (FACTOR 3) 
The Offeror shall describe the management approach for managing the work described in the 
PWS, the Scope, Specific Tasks, and Deliverables sections. These elements are not subfactorssub 
factors and will not be individually rated, but will be evaluated as a whole to arrive at the factor-
level rating: 


a. Offerors shall discuss their managerial approach to meeting the objectives, conditions, 
and task requirements identified in this solicitation. 
 


b. The Offeror shall describe how its management approach contributes to the efficient use 
of human resources, and its approach to recruiting and retaining a skilled workforce that 
has the diverse skill sets required to effectively service the full range of needs.  


 
c. The Offeror’s approach for providing program management for this TO, communication 


with the TASPD TPOC and  COR, process management and control, project status and 
cost reporting, proactive risk management, subcontractor management and program 
metrics. 


 
d. For each subcontractor and teaming partner, Offeror’s shall explain how management 


control will be exercised directly related to satisfying mission critical performance 
requirements.  This explanation shall demonstrate clearly how the Offeror will minimize 
CBP’s involvement in managing the day-to-day operations for which the Offeror will be 
responsible. 


 
e.  Offerors shall submit teaming agreements with all proposed teaming partners, and state 


whether or not the agreement is exclusive.  Please note exclusive teaming agreements are 
discouraged, but not prohibited. Teaming agreements are exempt from page counts. 


 
f.  The proposal must clearly demonstrate at least 25% of this effort is subcontracted. 


 
g.  The Offeror shall describe its plan for ensuring they have an established, maintained, and 


effective Quality Management System (QMS) that ensures quality products and services 
are delivered to the Government.  This plan shall align with its proposed QASP.  
 


h. Security Plan; The Offeror shall describe its plan for ensuring the contractor team 
complies with contract security requirements and sensitive information protection 
policies, including ensuring that all personnel have the appropriate level of clearances. 
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i. Assignments of Teaming Partners; the proposal shall describe the assignment of team 


partners to each PWS task and technical area, and describe the technical expertise and 
capability of the teaming partner proposed to perform each task. 


   
j.  Project Staffing Plan. The Offeror shall describe its rationale for the proposed labor mix, 


skill mix, use of subcontractors and level of effort to support each task indicated in PWS. 
The Offeror shall also describe: 
 
a. Rationale for choosing the personnel/team partner. Describe how personnel and team 


partners would be involved in each task/subtask and how their qualifications and 
experience uniquely qualify them for the work they are proposed to perform.  


b. The rationale for projected staffing and approach to how each task and subtask is 
staffed including estimated hours and labor mix of the proposed personnel. 


c. Rationale for proposed labor categories and level of effort for each task. 
d. Approach to hiring, retaining, replacing, and surging appropriately cleared and 


certified personnel with appropriate skillsets throughout the life of this TO.  
 
L.5.3.3 TRANSITION APPROACH (FACTOR 4) 


The Offeror shall provide a Transition-In Plan that aligns with the requirements stated in PWS as 
a phased approach that provides for a seamless transition from the incumbent to the new 
contractor (hereafter referred to as the Offeror). The proposal shall include: 


a. Timelines for the transition and the identification of risks associated with the transition. 
b. Roles and responsibilities of the Offeror including proposed schedule(s) and milestones 


to ensure no disruption of service. The Transition-In Plan shall also identify and discuss 
the roles and responsibilities of the incumbent contractor and information expected from 
the incumbent. 


c. The Offeror shall also identify any actions the Offeror assumes are the responsibility of 
the Government. 


d. The Offeror shall define interfaces with the CBP and the Offeror’s proposed coordination 
with the current contractor(s).  If transfer of existing CBP databases to other 
hardware/software formats is proposed, the Offeror shall explain how and when the 
proposed formats/systems and their capabilities will be demonstrated prior to effecting 
any transfer. 


e. The Offeror shall identify the risks to the transition effort and include mitigation and 
contingency plans in the event the transition cannot be executed on schedule. 


f. The transition plan shall include specific measures and metrics to be used to monitor and 
evaluate the transition activities and to ensure that system performance and response 
times are not degraded during the transition period.   


g. The transition plan shall include a work plan which identifies milestones, measurable 
tasks, and resources required, to include the Offeror’s staffing strategy and how they will 
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recruit and hire and onboard background investigation cleared personnel if needed to 
ensure mission success. 


h. The transition plan shall include a plan for executing redundant performance with the 
outgoing contractor upon successful completion of knowledge transfer. 


 


L.6   DELIVERY INSTRUCTIONS 
The Offeror shall deliver written proposals to and receive acceptance from 
cbptaspdrequirements@cbp.dhs.gov by dates listed in the cover letter. 



mailto:cbptaspdrequirements@cbp.dhs.gov
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M.1   METHOD OF AWARD 


(a) Four  (4) single award Time and Materials (T&M) Task Order (TO) awards are contemplated 
as a result of this solicitation. There will be two (2) TOs awarded for O&M – Transition Task 
Order and Requirements Execution TO; likewise, there will be two (2) TOs awarded for BISS- 
Transition Task Order and Requirements Execution TO.  One Offeror will be selected for each 
requirement, who has been determined to represent the best value to the Government, all factors 
considered. The technical evaluation factors are of equal importance. There are no sub-factors. 
Award may be made to other than the lowest priced technically acceptable proposal. 
 (b) This procurement is being conducted using a two-phased voluntary down-select process. 
Offerors will receive an advisory notification from the Contracting Officer after Phase I 
evaluations are complete, and must inform the Government of their intent to participate in Phase 
II within three (3) days of receiving their notification.  


(c) This acquisition is being conducted under FAR 16.5. Principles and procedures of Subpart 
15.3 do not apply. Accordingly, the Government reserves the right to do any or all of the 
following: 


a. Award on initial proposals, without discussion. 
b. After an Offeror has been selected for award based upon a best value determination, the 


Government may negotiate a final reduced price. The Government may make award 
based on initial offers received or the Government may make award after clarifications of 
some aspects of the proposal or discussions relative to price only.  


c. Have communications; ask clarifying questions, request corrections relative to minor 
errors in the cost/price proposal, or request cost/price substantiating documentation to 
facilitate the Government’s final evaluation of cost proposals with one or some Offerors. 
These communications, clarifications, or requests for corrections or substantiating 
documentation will not materially change the Offeror’s proposal in terms of conformance 
to requirements, constitute discussions, or materially change pricing. 


 
The Government anticipates selecting the best-suited Offeror from initial responses, without 
engaging in exchanges with Offeror. Offeror are strongly encouraged to submit their best 
technical solutions and price in response to this solicitation. 
 
Once the Government determines the Offeror that is the best-suited (i.e., the apparent successful 
Offeror), the Government reserves the right to communicate with only that Offeror to address any 
remaining issues, if necessary, and finalize a task order with that Offeror. These issues may include 
technical and price. If the parties cannot successfully address any remaining issues, as determined 
pertinent at the sole discretion of the Government, the Government reserves the right to 
communicate with the next best-suited Offeror based on the original analysis and address any 
remaining issues. Once the Government has begun communications with the next best-suited 
Offeror, no further communications with the previous Offeror will be entertained until after the task 
order has been awarded. This process shall continue until an agreement is successfully reached and 
a task order is awarded. 
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M.2 EVALUATION 
 
FAR 52.212-2 EVALUATION—COMMERCIAL ITEMS (OCT 2014) 


a. The Government will award a contract resulting from this solicitation to the 
responsible Offeror whose offer, conforming to the solicitation, will be the most 
advantageous to the Government, price and other factors considered. The 
following factors shall be used to evaluate Offerors: 
   Factor 1: Corporate Experience, 


    Factor 2:  Technical Approach,  
     Factor 3:  Management Approach,  


    Factor 4:  Transition Approach, and  


    Factor 5:  Price 


b. Options. The Government will evaluate offers for award purposes by adding the 
total price for all option periods and optional quantities to the total price for the 
requirement.  The Government may determine that an offer is unacceptable if the 
option prices are significantly unbalanced. Evaluation of the option(s) shall not 
obligate the Government to exercise the option(s). 


 
c. Before the offer’s specified expiration time, the Government may accept an offer 


(or part of an offer) unless a written notice of withdrawal is received before award. 
 


M.3   PASS/FAIL ELEMENTS 
The Government will evaluate the following pass/fail elements. A failure on any single 
Pass/Fail criteria will make the proposal ineligible for award, with no further evaluation of 
the technical and cost proposal conducted by the Government.  
Pass/Fail Elements: 


The following will be evaluated on a Pass/Fail basis: 
a. The Government will reject any proposal where the Offeror is not an awardee of the 


master contract.  
b. The Government will reject any proposal where the Offeror does not meet the minimum 


level of subcontracting. Please refer to section L.5.2.2.3 for further information.  
 


M.4   COST/PRICE PROPOSAL EVALUATION 
The Offeror’s cost/price proposal will be evaluated to assess for price reasonableness, accuracy, 
completeness, consistency, and traceability to the proposed technical approach. The importance 
of price may increase as the differences between Offeror’s non-price factors decreases. 


The CAF is not included in the price evaluation. 
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Costs that are excessively high or low (without sufficient justification) may be considered 
unrealistic and unreasonable and may receive no further consideration. Any proposal that is not 
within the total estimated value cited in Section L.5.2.2.2 shall include an explanation that 
specifically draws the Government’s attention to any unique technical aspects of the proposal the 
Offeror would like the Government to consider as the justification for the deviation from the 
range. The Government may perform a price realism analysis.  
 
The labor mix will be assessed in conjunction with task requirements to determine whether 
proposed labor categories and the skill level of proposed workers are appropriate for the work to 
be accomplished. 
 
Options will be evaluated in accordance with FAR 52.217-5, Evaluation of Options.  
 
Offerors shall provide an estimated overall price for the base period and all option periods, 
including option to extend services, based on the rates they provide and their unique technical 
solutions. The Government will not provide a Sample Price Format, however, pricing and 
Section B’s CLIN Structure should correlate to the Offeror’s proposed unique technical solution. 
The Government will review the Offeror’s proposed labor categories and corresponding labor 
rates in accordance with the Offeror’s GSA Alliant 2, Unrestricted Schedule Contract. Proposed 
rates must be at or below the Offeror’s published GSA Alliant 2, Unrestricted schedule rates. 
The Government is requesting discounts, which should be clearly noted in the price proposal. 


M.5   ORGANIZATIONAL CONFLICT OF INTEREST (OCI) 
Tab A will be evaluated to assess whether or not an actual or potential OCI exists as defined by 
FAR Part 9.5. If an actual or potential OCI is identified that cannot be feasibly mitigated, 
avoided, or resolved in accordance with FAR Part 9.5, that Offeror may be ineligible for award. 


M.6   COST ASSUMPTIONS 
The Government reserves the right to reject any proposal that includes any cost assumptions that 
may adversely impact satisfying the Government’s requirements.  


M.7   OVERTIME AND EXTENDED BILLING HOUR PRACTICES 
The Government reserves the right to reject any proposal that includes overtime or extended 
hours billing practices that adversely impact or affect the Government’s requirements. 


M.7   TECHNICAL EVALUATION FACTORS 


M.7.1   FACTOR 1: CORPORATE EXPERIENCE (PHASE I) 
The Prior Specialized Experience factor will be evaluated based on an overall (i.e., taken as a 
whole) consideration of the following (these elements are not subfactorssub factors and will not 
be individually rated, but will be evaluated as a whole to arrive at the factor-level rating): 


a. Corporate experience reflects/identifies experience on projects that are similar in size, 
scope, and complexity to the requirements contained in Section C of the RFQ. 
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b. Corporate experience reflects current experience and the Offeror’s roles and 
responsibilities are similar in scope and complexity to the requirements contained in 
Section C of the RFQ. 


c. Corporate experience reflects the Offeror’s approach to client support including quality 
assurance, risk management, and maintaining effective lines of communication. 


M.7.2   FACTOR 2: TECHNICAL APPROACH (PHASE II) 
The Government will evaluate the Technical Approach factor based on the clarity and 
completeness of the approach and the degree to which the proposal meets the requirements of the 
solicitation and includes innovative and efficient methodologies. The following elements are not 
subfactorssub factors and will not be individually rated, but will be evaluated as a whole to arrive 
at the factor-level rating:  


a. A clear, comprehensive, and relevant approach to meeting the objectives conditions, and 
task requirements identified in the solicitation.  


b. An effective approach for coordination and collaboration within agile teams, across the 
TO, and outside of TASPD to ensure efficient service delivery, promote knowledge 
sharing, manage stakeholders, and support customer requirements.  


c. Practical and detailed performance measures, metrics, that quantify, measure, track, and 
report operational performance relating to both systems and management performance, as 
well as the degree to which they achieve the agency’s objectives/requirements in the 
Offeror’s proposed QASP.  


M.7.3   FACTOR 3: MANAGEMENT APPROACH (PHASE II) 
The Government will evaluate the approach for providing program management support, 
communication with TASPD TPOC and COR, process management and control, project status 
and cost reporting, proactive risk management, and program metrics. The following elements are 
not subfactorssub factors and will not be individually rated, but will be evaluated as a whole to 
arrive at the factor-level rating:  


 
a. The Project Staffing Plan will be evaluated to assess the degree to which it complies with the 


requirements outlined in Section L., including the estimated hours, labor mix, experience, 
skills, and qualifications of the personnel proposed.  


  
b. Clear and comprehensive staffing and approach to how each task and subtask is staffed 


including estimated hours and labor mix of personnel, and functional knowledge. 
-  Clear and detailed value that the personnel add to the project team, including their 
specific skills, experience, and qualifications. 
- Clear rationale for proposed labor categories and level of effort for each task. 
- A clear and effective approach to recruiting, hiring, retaining, replacing, and surging 
appropriately cleared and certified personnel with appropriate skill sets throughout the 
life of this TO. 
- Subcontractor task alignment 
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M.7.4  FACTOR 4: TRANSITION APPROACH (PHASE II) 


The Transition-In Plan will be evaluated based on its comprehensiveness, detail, and 
effectiveness to assume full contractual responsibility for the entire proposed PWS without 
degradation of high quality services.   


M.8   TECHNICAL ASSUMPTIONS 
Offeror assumptions should be included with and will be reviewed in the context of the technical 
factor to which they apply. The Government reserves the right to reject any proposal that 
includes any assumption that may adversely impact satisfying the Government’s requirements.  
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Request for Proposal Overview- Task Order  
 


Department of Homeland Security intends to award an initial Task Order under the National 
Institutes of Health (NIH) Information Technology Acquisition and Assessment Center 
(NITAAC) Government-Wide Acquisition Contract (GWAC), Chief Information Officer 
Solutions and Partners 3 (CIO-SP3) for Homeland Security Risk Planning and Analysis 
Mission Support to provide the services necessary for the Cyber and Infrastructure Security 
Agency (CISA) to meet the requirement described in Statement of Work (SOW). 


 
 


Table of Contents 
 


Section A. Statement of Objectives   


Section B. Instructions to Offerors 


Section C. Evaluation of Proposals 


Section D.  Attachments
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Section A: Statement of Objective 
 


1. Introduction and Overview 
 


The Department of Homeland Security (DHS) Cyber Security and Infrastructure Security 
Agency (CISA) is responsible for protecting the Nation’s critical infrastructure from physical 
and cyber threats. This mission requires effective coordination and collaboration among a broad 
spectrum of government and private sector organizations. CISA includes four divisions: the 
Cybersecurity Division, the Infrastructure Security Division, the Emergency Communications 
Division, and the National Risk Management Center (NRMC). 


 
Understanding the Nation's infrastructure landscape, including how critical infrastructure relate 
to their physical and cyber environment, how they relate to each other, and analytics supporting 
the protection and resilience of critical infrastructure is extremely challenging given the quantity 
and complexity of the physical and cyber infrastructure, and the myriad of ways in which they 
are systemically, functionally, and geographically interconnected and interdependent. Applying 
this understanding in dynamic, all-threats, all-hazard environments, adds yet another level of 
complexity to the challenge in providing leaders of CISA and subcomponents like the NRMC, 
the information needed to make timely, actionable decisions. 
In performance of this mission, the NRMC is leading a crosscutting risk management effort 
between the private sector and government to improve the defense of our nation’s critical 
infrastructure. The Center provides a single point of access where government and the private 
sector can collaborate across sectors to develop plans and solutions for reducing cyber and other 
systemic risks to national and economic security. The NRMC supports CISA’s cybersecurity and 
infrastructure security mission by identifying, assessing, and prioritizing strategic risks to 
national critical functions and collaborating on the development of strategies and approaches to 
manage risks to critical functions. 


 
2. Scope 


 
The scope of this contract Statement of Work (SOW) encompasses steady-state analytic and 
planning activities in support of the NRMC’s mission. This includes: 


 
• Data analytics, including enterprise and technical architecture, systems engineering and 


technical assistance, and data visualization and geospatial analysis; 
• Risk analysis, including cyber and infrastructure analysis, incident response, and 


production management; 
• Planning support, including strategic planning, project and program management, and 


stakeholder engagement and outreach; and 
• Technical/Analytical writing. 


This includes potential work surges to support changing priorities due to new and updated risk 
management initiatives that support the evolving CISA and NRMC mission space, respectively. 







UNCLASSIFIED // FOR OFFICIAL USE ONLY 
 


UNCLASSIFIED // FOR OFFICIAL USE ONLY 
 


4  


3. Period of Performance 
The period of performance will be a one-year base period from date of award with four 
one-year option periods. 


 
Projected Dates 


Performance Period Performance Period Dates 
Base Period 09/30/2019 - 09/29/2020 
Option Period One 09/30/2020 - 09/29/2021 
Option Period Two 09/30/2021 - 09/29/2022 
Option Period Three 09/30/2022 - 09/29/2023 
Option Period Four 09/30/2023 - 09/29/2024 


 


4. Place of Performance 
The primary places of performance will be the Government’s facilities located at 1401 South 
Clark Street, Arlington, VA 22202 and 4200 Wilson Blvd, Arlington, VA 22203, with some 
work occurring at 1110 North Glebe Road, Arlington, VA, 1616 Fort Myer Drive, and 1310 
North Courthouse Road, Arlington, VA. Other Government facilities within the Department 
of Homeland Security, in the Washington Metro Area, may also be identified. Support for 
meetings in other Washington Metro Area facilities, both governmental and 
nongovernmental, may be required. Occasional travel to meetings outside the Washington 
Metro Area may be required. If Task 7 is exercised, contractor may be required to operate in 
regional offices (headquartered in the same cities as the 10 Federal Emergency Management 
Agency regions) or out of temporary facilities set up to support disaster response and 
recovery. Performance at contractor facilities may be requested based on space availability. 


 
5. Task Order Type Award 


The Task Order shall be a hybrid of Labor Hours, Firm Fixed Price and Cost Reimbursable 
for Travel and Other Direct Costs (ODCs). 


 
6. Contract Line Item Number (CLIN) Format 


The Offeror shall submit its proposed CLIN structure as identified in the table below. 
Contract Line Items X009, X010, and X011 shall not be changed and are Government 
provided estimates for evaluation of pricing. 


 
 
 
 


SPACE INTENTIONALLY LEFT BLANK 
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Base Period: September 30, 2019 – September 29, 2020 
CLIN 


Number Type Description Quantity Unit Amount 


0001 Labor Data Analytics 
(See SOW Section 2.1) 24960 Hours 


 


 (TBP) 
 


 
0002 


 
Labor 


Enterprise / Technical Architecture and Engineering 
Support 


(See SOW Section 2.2) 


 
9600 


 
Hours 


 
 (TBP) 
 


0003 Labor Risk Analysis 
(See SOW Section 2.3) 13440 Hours 


 


 (TBP) 
 


0004 FFP Planning Support 
(See SOW Section 2.4) 21120 Hours 


 


 (TBP) 
 


 
0005 


 
Labor 


Disaster Surge Support 
(OPTIONAL CLIN) 


(See SOW Section 2.5) 


 
4800 


 
Hours 


 
 (TBP) 
 


 
0006 


 
Labor 


Steady-State Surge Support 
(OPTIONAL CLIN) 


(See SOW Section 2.6) 


 
7680 


 
Hours 


 
 (TBP) 
 


 
0007 


 
Labor 


Regional Activities 
(OPTIONAL CLIN) 


(See SOW Section 2.7) 


 
4320 


 
Hours 


 
 (TBP) 
 


0008 Labor Optional Labor: Pre-Analysis Data Gathering 
(See SOW Section 2.8) 1920 Hours 


 


 (TBP) 
 


 


0009 Cost Travel 
 


 Lot $25,000.00 


0010 Cost Travel  - Optional 
(Optional CLIN) 


 Lot $100,000.00 


0011 Cost Other Direct Costs - Tool & Datasets 
(See SOW Section 2.8) 


 Lot $300,000.00 


0012  NIH NITAAC Contact Access Fee .65%  
(CAP NTE $150,000 annually) 


 Lot (TBP) 


Total Price  (TBP) 
 


Option 1: September 30, 2020 – September 29, 2021 
CLIN 


Number Type Description Quantity Unit Amount 


1001 Labor Data Analytics 
(See SOW Section 2.1) 24960 Hours 


 


 (TBP) 
 


 
1002 


 
Labor 


Enterprise / Technical Architecture and Engineering 
Support 


(See SOW Section 2.2) 


 
9600 


 
Hours 


 
 (TBP) 
 


1003 Labor Risk Analysis 
(See SOW Section 2.3) 13440 Hours 


 


 (TBP) 
 


1004 FFP Planning Support 
(See SOW Section 2.4) 21120 Hours 


 


 (TBP) 
 


 
1005 


 
Labor 


Disaster Surge Support 
(OPTIONAL CLIN) 


(See SOW Section 2.5) 


 
4800 


 
Hours 


 
 (TBP) 
 


 
1006 


 
Labor 


Steady-State Surge Support 
(OPTIONAL CLIN) 


(See SOW Section 2.6) 


 
7680 


 
Hours 


 
 (TBP) 
 


 
1007 


 
Labor 


Regional Activities 
(OPTIONAL CLIN) 


(See SOW Section 2.7) 


 
4320 


 
Hours 


 
 (TBP) 
 


1008 Labor Optional Labor: Pre-Analysis Data Gathering 
(See SOW Section 2.8) 1920 Hours 


 


 (TBP) 
 


1009 Cost Travel 
 


 Lot $25,000.00 
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1010 Cost Travel  - Optional 
(Optional CLIN) 


 Lot $100,000.00 


1011 Cost Other Direct Costs - Tool & Datasets 
(See SOW Section 2.8) 


 Lot $307,500.00 


1012  NIH NITAAC Contact Access Fee .65%  
(CAP NTE $150,000 annually) 


 Lot (TBP) 


Total Price  (TBP) 
 
 
 
 


 
 
 
 
 
 
 
 


SPACE IS LEFT BLANK INTENTIONALLY  
 
 


Option 2 : September 30, 2021 – September 29, 2022 
CLIN 


Number Type Description Quantity Unit Amount 


2001 Labor Data Analytics 
(See SOW Section 2.1) 24960 Hours 


 


 (TBP) 
 


 
2002 


 
Labor 


Enterprise / Technical Architecture and Engineering 
Support 


(See SOW Section 2.2) 


 
9600 


 
Hours 


 
 (TBP) 
 


2003 Labor Risk Analysis 
(See SOW Section 2.3) 13440 Hours 


 


 (TBP) 
 


2004 FFP Planning Support 
(See SOW Section 2.4) 21120 Hours 


 


 (TBP) 
 


 
2005 


 
Labor 


Disaster Surge Support 
(OPTIONAL CLIN) 


(See SOW Section 2.5) 


 
4800 


 
Hours 


 
 (TBP) 
 


 
2006 


 
Labor 


Steady-State Surge Support 
(OPTIONAL CLIN) 


(See SOW Section 2.6) 


 
7680 


 
Hours 


 
 (TBP) 
 


 
2007 


 
Labor 


Regional Activities 
(OPTIONAL CLIN) 


(See SOW Section 2.7) 


 
4320 


 
Hours 


 
 (TBP) 
 


2008 Labor Optional Labor: Pre-Analysis Data Gathering 
(See SOW Section 2.8) 


 
1920 Hours 


 


 (TBP) 
 


2009 Cost Travel  Lot $25,000.00 


2010 Cost Travel 
(Optional CLIN) 


 Lot $100,000.00 


2011 Cost Other Direct Costs - Tool & Datasets 
(See SOW Section 2.8) 


 Lot $315,187.50 


2012  NIH NITAAC Contact Access Fee .65%  
(CAP NTE $150,000 annually) 


 Lot (TBP) 


Total Price  (TBP) 
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ption 3 : September 30, 2022 – September 29, 2023 
CLIN 


Number Type Description Quantity Unit Amount 


3001 Labor Data Analytics 
(See SOW Section 2.1) 24960 Hours 


 


 (TBP) 
 


 
3002 


 
Labor 


Enterprise / Technical Architecture and 
Engineering Support 


(See SOW Section 2.2) 


 
9600 


 
Hours 


 
 (TBP) 
 


3003 Labor Risk Analysis 
(See SOW Section 2.3) 13440 Hours 


 


 (TBP) 
 


3004 FFP Planning Support 
(See SOW Section 2.4) 21120 Hours 


 


 (TBP) 
 


 
3005 


 
Labor 


Disaster Surge 
Support 
(OPTIONAL CLIN) 


(See SOW Section 2.5) 


 
4800 


 
Hours 


 
 (TBP) 
 


 
3006 


 
Labor 


Steady-State Surge 
Support (OPTIONAL 


CLIN) 
(See SOW Section 2.6) 


 
7680 


 
Hours 


 
 (TBP) 
 


 
3007 


 
Labor 


Regional Activities 
(OPTIONAL 


CLIN) 
(See SOW Section 2.7) 


 
4320 


 
Hours 


 
 (TBP) 
 


3008 Labor Optional Labor: Pre-Analysis Data Gathering 
(See SOW Section 2.8) 1920 Hours 


 


 (TBP) 
 


3009 Cost Travel 
 


 Lot $25,000.00 


3010 Cost Travel 
(Optional CLIN) 


 Lot $100,000.00 


3011 Cost Other Direct Costs - Tool & Datasets 
(See SOW Section 2.8) 


 Lot $323,067.19 


3012  NIH NITAAC Contact Access Fee .65%  
(CAP NTE $150,000 annually) 


 Lot (TBP) 


Total Price  (TBP) 


Option 4 : September 30, 2023 – September 29, 2024 
CLIN 


Number Type Description Quantity Unit Amount 


4001 Labor Data Analytics 
(See SOW Section 2.1) 24960 Hours 


 


 (TBP) 
 


 
4002 


 
Labor 


Enterprise / Technical Architecture and Engineering 
Support 


(See SOW Section 2.2) 


 
9600 


 
Hours 


 
 (TBP) 
 


4003 Labor Risk Analysis 
(See SOW Section 2.3) 13440 Hours 


 


 (TBP) 
 


4004 FFP Planning Support 
(See SOW Section 2.4) 21120 Hours 


 


 (TBP) 
 


 
4005 


 
Labor 


Disaster Surge Support 
(OPTIONAL CLIN) 


(See SOW Section 2.5) 


 
4800 


 
Hours 


 
 (TBP) 
 


 
4006 


 
Labor 


Steady-State Surge Support 
(OPTIONAL CLIN) 


(See SOW Section 2.6) 


 
7680 


 
Hours 


 
 (TBP) 
 


 
4007 


 
Labor 


Regional Activities 
(OPTIONAL CLIN) 


(See SOW Section 2.7) 


 
4320 


 
Hours 


 
 (TBP) 
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4008 Labor Optional Labor: Pre-Analysis Data Gathering 
(See SOW Section 2.8) 1920 Hours 


 (TBP) 
 


4009 Cost Travel 
 


 Lot $25,000.00 


4010 Cost Travel 
(Optional CLIN) 


 Lot $100,000.00 


4011 Cost Other Direct Costs - Tool & Datasets 
(See SOW Section 2.8) 


 Lot $331,143.87 


4012  NIH NITAAC Contact Access Fee .65%  
(CAP NTE $150,000 annually) 


 Lot (TBP) 


Total Price  (TBP) 
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SECTION B: Instructions, Conditions, and Notices to Respondents 
1. Multi-Phased Procurement 
The Government intends to conduct this procurement through a multi-phased 
submission and evaluation process. 


 
A notional schedule for this procurement is below: 


 
Event Date 
Release Final Solicitation August 5, 2019 
Phase 1 Offers Due August 13, 2019 
Phase 1 Advisory Down Select Letters Sent August 20, 2019 
Phase 2 Offers Due September 4, 2019 
Oral Presentations September 10-13, 2019 
Award NLT September 30, 2019 


 
2. Solicitation Questions and Comments 
No additional Questions will be accepted. The Q&A period has passed. 


 
3. Phase I Offers Due Date 
The Offerors shall submit the quote volumes for Phase I via email to 
Deborah.McFaddenLane@hq.dhs.gov and AJ.LEE@hq.dhs.gov no later than NOON EST 
on 08/13/2019. 


 


No other methods of submission will be accepted. 
 


The Government is not responsible for any expenses incurred by the Offerors in 
developing and submitting quotes proposals for this fair opportunity notice. 


 
4. Debriefings 
Post award notices and debriefings will be issued in accordance with FAR 16.505(b)(6). 


 
5. Procedures 
This is a fair opportunity ordering process under FAR 16.505(b)(1)(iv). The procedures in FAR 
Subpart 15.3 do not apply to this acquisition. The use of this fair opportunity process does not 
obligate the Government to determine a competitive range, conduct discussions with any 
contractors, solicit proposals or revisions thereto, or use any other source selection techniques 
associated with subpart 15.3. 


 
6. Instructions for Quote Preparation 
The following instructions are for the preparation and submission of quotes. The purpose of this 
section is to establish requirements for the format and content of quotes so that quotes contain all 
essential information and can be evaluated equitably. Offerors are instructed to read the entire 
Task Order Request for Proposal (TORFP) document, including all attachments, prior to 
submitting questions and/or preparing your quote. Omission of any information from the quote 



mailto:Deborah.McFaddenLane@hq.dhs.gov

mailto:AJ.LEE@hq.dhs.gov
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submission requirements may result in rejection of the quote. 
 


(1) Offerors shall note that quotes will be evaluated and a selection decision will be made. 
Quotes will therefore be treated independently of any other quotes. 


 
(2) Offerors are expected to follow the detailed quote preparation instructions fully and 


carefully. The Government will rely on the information provided by the Offerors to 
evaluate the quotes. It is therefore imperative that Offerors carefully follow the 
instructions set forth below and submit their quotes in the format and with the content 
specified below, providing all requested information. 


 
(3) The Offerors are responsible for the accuracy and completeness of its quote. The 


proposal shall be valid for one hundred and eighty (180) calendar days from the proposal 
due date. 


 
 


7. Page Size and Font 
Paper size shall be 8 1/2 by 11-inch white paper, using 12-point font. No reduction is permitted 
except for organization charts or other graphic illustrations, or in headers/footers. In those 
instances where reduction is allowable, Offerors shall ensure that the print is easily readable; no 
less than 8-point font on graphs and 10-point font on tables. Each page shall have adequate 
margins on each side (at least one (1) inch) of the page. Header/footer information (which does 
not include any information to be evaluated) may be included in the 1" margin space. Pages that 
exceed the maximum page limitation will not be evaluated. 


 
Each submitted file of the electronic copy of the quote shall be submitted in Adobe PDF and 
ensure it is compatible with Microsoft Office 2013. It is the sole responsibility of the Offerors to 
ensure that the electronic media submitted is virus-free and can be opened and read by the 
Government. The deadline for submission of the electronic copy of the quote is firm. As the 
closing date and time draws near, heavy traffic on the web server may cause delays. Offerors are 
strongly encouraged to plan and leave ample time to prepare and submit their quotes. Offerors 
bear the risk of web site inaccessibility due to heavy usage, which may occur during the final 
days/hours before the TORFP closing time. The electronic copy of the quote will constitute the 
official copy for timely receipt. 
8. Point of Contact (POC). The Contract Specialist, AJ M. Lee, aj.lee@hq.dhs.gov , is the point 
of contact for this acquisition.  


 
 


Proposal 
Submission 


Page 
Limit* 


Phase 1 Submission: VOLUME 1 
Cover Letter 1 Page 
Factor 1: Demonstrated Prior Experience (PDF) 6 Pages 
Acquisition Risk Questionnaire (Attachment 2) No Limit 
Phase 2 Submissions 
Factor 2: Management, Planning, and Technical Execution  (Oral No Limit 



mailto:aj.lee@hq.dhs.gov
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Presentations) 
Factor 3: Price Proposal 
Pricing Template (Attachment 4) No Limit 
Resumes for Key Personnel  2 Pages Per 


Resume 
*One copy of all proposals should be submitted as attachments to one email. 
 


9. Phase I - Evaluation Factors and Instructions 
 


9.1 Phase I – Submission Instructions 
 a. Cover Letter – One page  
 
 b. Factor 1: Demonstrated Prior Experience 


 
The Offeror shall submit a written response in PDF format that addresses the three 
questions below that is no greater than six (6) pages. Written response content that 
extends beyond six pages will not be considered. 


 
The Offeror shall provide sufficient information for the Government to evaluate its level 
of confidence, regarding the Offeror’s experience as it aligns to the requirements of the 
RFP, based on an assessment of Offeror’s response to the three questions below. 


 
Question # Background Question/Response 
Question 1 The National Risk Management Center 


(NRMC) is responsible for providing analysis in 
support of national risk management initiatives 
and activities. This involves developing and 
leveraging data, modeling, simulation, and 
analysis to estimate the risks to critical 
infrastructure, with a focus on cross-sector 
dependencies. 


Please describe your 
experience developing a data 
science team that would be 
capable of working with large 
quantities of data from a 
variety of sources to analyze 
and visualize potential and 
actual cyber and physical 
impacts to critical 
infrastructure. How do you 
measure success in applying 
data science and visualization 
techniques to complex and 
interdependent challenges? 
What type of subject matter 
expertise does your team 
have managing projects 
focused on anticipating and 
communicating the cascading 
consequences that could 
result from a disruption? 







UNCLASSIFIED // FOR OFFICIAL USE ONLY 
 


UNCLASSIFIED // FOR OFFICIAL USE ONLY 
 


12  


Question 2 The NRMC is developing an analytic 
environment that allows analysts to access, 
integrate, refine and run analytical models, 
simulation and perform geospatial and 
calculated analyses. The production 
environment will be an automated enterprise 
workflow system for infrastructure modeling 
that can be accessed by NRMC analysts, 
National Infrastructure Simulation and Analysis 
Center performers, and other authorized users. 


Please describe your team’s 
experience developing tools, 
applications or infrastructure 
within a cloud-based 
environment. How has your 
team worked to meet 
stakeholder requirements 
while ensuring federal IT 
compliance? 


 
Question 3 The NRMC is tasked with working with public 


and private sector partners across the critical 
infrastructure community to collaboratively plan 
initiatives to manage strategic risk to National 
Critical Functions— the functions of 
government and the private sector so vital to the 
United States that their disruption, corruption, 
or dysfunction would have a debilitating effect 
on security, national economic security, national 
public health or safety, or any combination 
thereof. NRMC partners include stakeholders 
from across the 16 sectors as outlined in the 
National Infrastructure Protection Plan. 


Explain how you have 
worked with senior-level, 
cross-sector audiences to 
collaboratively plan and 
execute major initiatives. 
What is your project 
management approach to 
define objectives that support 
the mission and ensure 
success for these types of 
initiatives? What experience 
does your team have 
successfully managing and 
implementing large paradigm 
shifts that affect multiple 
organizations? 


 


10. Advisory Notification 
After the Government completes evaluation of Phase I submissions (Factor 1), Offerors will 
receive an advisory notification via email from the Contracting Officer. Offerors who rate most 
highly for Factor 1 will be advised to proceed to Phase II. Offerors who were not among the 
most highly rated will be advised not to proceed to Phase II. Offerors, who were not among the 
most highly rated, will be advised that they are unlikely to be viable competitors, along with the 
general basis for that opinion. Offerors will be advised that their Factor 1 evaluation results will 
carry forward to Phase II and will be considered in the best value award decision. The intent of 
this advice is to minimize proposal development costs for those Offerors with little chance of 
receiving an award. This will be a recommendation only and discontinuing the pursuit of the 
requirement following the notification is voluntary. The Government does not intend to provide 
debriefings after the completion of the advisory down select notifications. Failure to participate 
in Phase I precludes further consideration of an Offeror. Phase II Offeror submissions will not be 
accepted from Offerors who have not submitted Phase I requirements by the due date and time 
provided for in this solicitation. 


 
The advisory notification will include the Phase II due date. For those Offerors that are most 
highly rated and invited to proceed, the notification will also include the date and time for the 
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Offeror’s oral presentation. 
 
Offerors that are not rated most highly and advised that they are unlikely to be viable 
competitors and choose to proceed shall send an email to 
Deborah.McFaddenLane@hq.dhs.gov and AJ.LEE@hq.dhs.gov no later than August 22, 
2019 12:00 PM to schedule its Phase II presentation 


 
Phase II due date will be approximately two weeks from the date of the advisory notification. 
Phase II submissions will be due prior to oral presentations. 
11. Phase II – Evaluation of Factors and Instructions 


 
11.1 Phase II – Factor 2 – Oral Presentation 
Management, Planning, and Technical Execution 


 
Offerors shall provide an oral presentation based on: 1) Two questions included below 
and 2) an additional four (4) scenario-based questions to be provided by the Contracting 
Officer the day of the scheduled oral presentation. The Offeror shall provide the pricing 
proposal as part of the Phase II submissions. Offerors shall adhere to the format for oral 
presentation guidance in addition to the rules of engagement for oral presentations. 
Offerors will receive the scenario-based questions at the time of their oral presentation, 
after introductions. The Offeror shall present their responses to the following two 
questions on their scheduled day of presentations (see the table for the format of oral 
presentations, #2 and #3).  


 
Question 
# 


Background Question 


 
 


Question 
1 


N/A How would you approach 
managing NRMC’s diverse 
portfolio of advanced analytic 
capabilities, including 
working with a variety of 
performers and stakeholders? 
What would be your 
measures of success? 



mailto:Deborah.McFaddenLane@hq.dhs.gov

mailto:AJ.LEE@hq.dhs.gov
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Question 


2 


The NRMC is a startup organization in a 
component of the Department of Homeland 
Security that was only established in the past 
year (July 31, 2018). The NRMC also 
leverages a “matrixed” staffing approach to 
support the various risk management portfolios 
the organization is responsible for executing, 
which can shift resources as priorities shift or 
grow. The NRMC needs support in developing 
and executing strategic and operational plans 
as well as business processes. 


How do you ensure quality 
administrative support when 
necessary structure and 
business processes have not 
been established? 
How does your proposed 
staffing model support the 
NRMC’s organizational 
structure? 
How would you support the 
organization’s need to surge 
and adjust resources based on 
new or changed priorities? 


 
 
 


11.1.1 Location: Oral presentations will be held at a CISA office within the 
Washington, DC area. The order in which Offerors are scheduled for oral presentations 
will be randomly selected by the Government. The presentation may be recorded by the 
Government. If recorded, the recording is source selection sensitive and will be 
handled accordingly. 
11.1.2 Offeror Participants: The Offeror’s participants in the oral presentations shall be 
limited to the Key Personnel proposed by the Offerors in the quote submission. No 
more than four (4) total Offeror Participants shall attend the oral presentation. 


Key Personnel must be employed by the Prime Offeror or the sub-contractor. 
Major Subcontractors may only team and propose with one Prime Offeror in 
response to this solicitation. 
Offerors shall provide the Contracting Officer with the name, employer/company, and e- 
mails of the Offeror’s Participants for the oral presentation as part of its Phase II 
submission. 


 
11.1.3 Format for Oral Presentation: 
The Government intends for the oral presentation to proceed as follows: 


 


Oral 
Presentation 


Portion 


Oral Presentation Component Total Time 
Allotment (up to 
3:30 hours) 


 
1 


Introductions and Rules of Engagement 
A standard set of management/technical scenario-based questions related to the NRMC 
SOW issues will be provided. 


 
Not specified 


 
2 


The Offeror shall caucus among themselves to prepare answers/responses 
and notes for its oral presentation. 30 minutes limit 


 
3 The Offeror will present its answers/responses to the Government. 45 minutes limit 
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4 


 
 


The Government will introduce the scenario-based questions; the Offeror shall caucus 
among themselves to prepare answers/responses and notes for its oral presentation. 


 
 


30 minutes 


 
5 


 
The Offerors shall present their response to the scenario-based question. 


 
30 minutes 


 
6 


 
The Government will caucus prior to interactive dialogue. 


 
20 minutes 


 
7 


The Government and Offeror will participate in an interactive dialogue related to the 
information presented by the Offeror during the presentations. 


 
Up to 45 minutes. 


8 The Offeror departs. Not specified 
Recording: The Government reserves the right to record portions 3, 5, and 7 above of the 
oral presentation. 


 
11.1.4 Exchanges during Oral Presentation: The Government intends for the oral 
presentation to be an interactive dialogue between the Offeror and the Government. 
These exchanges are viewed as a component of the oral presentation itself and do not 
constitute discussions. 
11.1.5 Rules of Engagement for Oral Presentations: 
1. The Government does not intend to ask questions about information contained in 
an Offeror’s Phase 1 submission during the oral presentation. 


 
2. The Government intends for the oral presentation to be an interactive exchange 
between the Offeror and the Government. These exchanges are viewed as a component 
of the oral presentation itself and do not constitute discussions. The Government will not 
ask questions that will invite or allow the Offeror to change its offer. The Offeror shall 
not volunteer any information that might be construed as changing its offer. Oral 
presentations are distinct from the Government’s reserved right to conduct discussions. 


 
3. The Offeror is in control of its presentation and may choose not to present or 
respond to any question provided by the Government. 


 
4. The Offeror shall not bring any computers, tablets or smart phones into the oral 
presentation conference room, and shall not bring or distribute any written or electronic 
materials during the oral presentation. 


 
5. The Offeror participants shall not reach back, by telephone, e-mail or any other 
means, to any other personnel or persons for assistance during the oral presentation. 


 
6. Offerors can expect the presentation will be conducted in a conference room with 
white boards, dry erase markers, a table of sufficient size to accommodate the 
participants, including the Government attendees. 
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12. Phase II – Factor 3 – Price 
 


12.1 TAB A: Pricing Proposal 
There are no page limits to the Pricing Proposal. The Offeror shall provide Pricing Proposal with 
pertinent corporate information. 


 
12.1.1 Attachment 4 – Pricing Template 
It is anticipated that pricing and award of this acquisition will be based on adequate 
price competition. Completion of the price template is necessary for a full evaluation of 
an Offeror’s quote.  
 
The Government will establish a “total evaluated price” based on a completed 
Attachment 4 – NRMC Price Template. Price volumes failing to meet or comply with 
price proposal instructions may be deemed noncompliant. Offerors must use Attachment 
4 – NRMC Price Template. 
 


 
12.1.2 Representations and Certifications and System for Award Management 
In accordance with the FAR 52.204-7, the Offeror has completed the annual 
representations and certifications electronically via the SAM website accessed through 
https://www.sam.gov/portal/SAM/. 


 


After reviewing the SAM database information, the Offeror verifies by submission of 
this offer that the representations and certifications currently posted at 
https://www.sam.gov/portal/SAM/ have been entered or updated in the last 12 months, 
are current, accurate, complete, and applicable to this solicitation. 


 
13. Tab B: Key Personnel Resumes (SOW 3.5) 
Resumes shall be reviewed but will not receiving a rating. The following positions are to be designated as 
Key Personnel positions: 


 
• Project Manager 
• Data Analytics Lead 
• Risk Analysis Lead 
• Planning Lead 


 
14. Tab C: Small Business Utilization Goals 
Offerors are encouraged to determine the extent of their small business participation through the 
submission of small business utilization goal. 


 
Development of percentage goals based on planned subcontracting. The Government anticipates 
a SB goal of 45%; a WOSB goal of 5%; a SDVOSB goal of 3%; a SDB goal of 5% and a HUB 
Zone goal of 3%. 



http://www.sam.gov/portal/SAM/

http://www.sam.gov/portal/SAM/

http://www.sam.gov/portal/SAM/

http://www.sam.gov/portal/SAM/
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SECTION C: EVALUATION OF OFFERORS FOR AWARD 
52.217-5 Evaluation of Options (July 1990) 
Except when it is determined in accordance with FAR 17.206(b) not to be in the Government’s 
best interests, the Government will evaluate offers for award purposes by adding the total price 
for all options to the total price for the basic requirement. Evaluation of options will not obligate 
the Government to exercise the option(s). 


(End of provision) 


C 1. Evaluation and Basis for Award 
The Government will award a single task order, resulting from this solicitation to the 
responsible Offeror, whose offer conforms to the solicitation, and will be the most 
advantageous to the Government, price and other factors considered. Factors 1, 2, and 
3 are in descending order of importance. 
The evaluation will be based on an integrated assessment of the information submitted in the 
Offeror’s proposal and other evaluation information available to the Government. The integrated 
assessment of proposals will include a risk assessment of the overall proposal. 


 
The evaluation result of Phase 1, Factor 1(Demonstrated Prior Experience) will be used 


for an Advisory Notice to Offerors. Regardless of the recommendation in the advisory Notice, 
any Offeror may choose to proceed to Phase 2. In Phase 2, Factor 2 Oral Presentation – List of 
Presenters (Management, Planning, and Technical Execution) will be evaluated. Factor 3 Price) 
will be evaluated in accordance with Section 4.3 below but will not be assigned a rating.  
All evaluation factors other than cost or price, when combined, are significantly more important 
than cost or price. 


 
Basis for Award: An award will be made to the responsible Offeror whose offer, 


conforming to the solicitation, is determined to be the best overall value to the Government. The 
evaluation will be conducted in accordance with the evaluation criteria stated in this Section C. 


 
This method does not use any aspects of FAR subpart 15.3. The use of this fair opportunity 
process does not obligate the government to determine a competitive range, conduct discussions 
with any contractors, solicit proposals or revisions thereto, or use any other source selection 
techniques associated with subpart 15.3. 


Comparative Analysis: Following receipt of responses (including oral presentations), 
the government may perform a comparative analysis (comparing contractor responses to one 
another) to select the contractor that is best suited to fulfill the requirements, based on the 
contractors’ responses to the factors outlined in this RFP and their relative importance. 


 


Award on Initial Responses: The government anticipates selecting the best-suited 
contractor from initial responses, without engaging in exchanges with contractors. Contractors 
are strongly encouraged to submit their best technical solutions and price in response to this RFP. 


Exchanges with Best-Suited Contractor: Once the government determines the 
contractor that is the best-suited (i.e., the apparent successful contractor), the government 
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reserves the right to communicate with only that contractor to address any remaining issues, if 
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necessary, and finalize a task order with that contractor. These issues may include technical and 
price. If the parties cannot successfully address any remaining issues, as determined pertinent at 
the sole discretion of the government, the government reserves the right to communicate with the 
next best-suited contractor based on the original analysis and address any remaining issues. Once 
the government has begun communications with the next best-suited contractor, no further 
communications with the previous contractor will be entertained until after the task order has 
been awarded. This process shall continue until an agreement is successfully reached and a task 
order is awarded. 


 
Other Conditions for award: 


• Only proposals received from unrestricted vendors of NIH’s GWAC: NITAAC, CIO- 
SP3, will be considered for award. 


 
• Acquisition Risk Assessment: The Government will review the Offeror’s response to the 


Acquisition Risk Questionnaire (See Attachment 2) to determine if the Offeror has 
proposed the use of services, or the incorporation of supplies, that present a national 
security acquisition risk. If it is determined by the Government that the Offeror presents a 
solution, through the proposed services or supplies, with an unacceptable risk to national 
security, the Government retains the right to reject the Offeror’s proposal. 


 
C 2. EVALUATION CRITERIA 


The following evaluation factors will be used: 
 


1) PHASE I - Factor 1: Demonstrated Prior Experience 
 


2) PHASE II – Oral Presentations 
 


Factor 2: Management, Planning, and Technical Execution 
 


3) PHASE II - Factor 3: Price 
 


4) Evaluation Ratings 
 


The evaluation of each Factor (Factor 1& 2) will be done holistically with a rating 
scale of "high confidence," "some confidence," and "low confidence," representing 
the Government’s confidence that the Offeror understands the requirement and will 
be successful in performing the work. 
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High Confidence The Government has high confidence that the Offeror 
understands the requirement, proposes a sound approach, and 
will be successful in performing the contract. 


Some Confidence The Government has some confidence that the Offeror 
understands the requirement, proposes a sound approach, and 
will be successful in performing the contract. 


Low Confidence The Government has low confidence that the Offeror 
understands the requirement, proposes a sound approach, or 
will be successful in performing the contract. 


 
 


4.1 Phase I - Factor 1: Demonstrated Prior Experience 
The Government will assess its level of confidence that the contractor will successfully 
perform the requirements based on their Phase 1, six (6) page submission. 


 
4.2 Phase II – Factor 2 – Oral Presentation 
The Government will assess its level of confidence that the Offeror will successfully 
perform all requirements based on the answers provided to the two (2) questions in 
Section VI, 9.1, as well as the four (4) scenario-based questions provided the day of the 
oral presentation, and any exchanges that occur within the oral presentation. 


 
4.3 PHASE II - Factor 3: Price 
It is anticipated that pricing and award of this acquisition will be based on adequate 
price competition. Completion of the price template is necessary for a full evaluation 
of an Offeror’s quote. 
 
The Government will evaluate the reasonableness of the total price and will make a 
price fairness and reasonableness determination. Price will not be scored but will be 
evaluated on both the proposed labor rates and the total price proposed for the base 
period and all option periods, for determining the best overall value to the Government. 
Offerors are strongly encouraged to offer substantial discounts from your scheduled 
rates. The Government will not establish a task order with an Offeror whose proposed 
hourly rates exceeds the pricing listed on its NIH NITAAC CIO-SP3. 


 
The Government will establish a “total evaluated price” based on a completed 
Attachment 4 – NRMC Price Template. Price volumes failing to meet or comply with 
price proposal instructions may be deemed noncompliant. Offerors must use 
Attachment 4 – NRMC Price Template. 


 
Evaluation of options will be conducted in accordance with FAR 52.217-5, Evaluation of 
Options, The objective of the evaluation of options is to determine that the price for each 
of the options to be fair and reasonable. The evaluation of options shall not obligate the 
Government to exercise any options. 
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SECTION D – List of Attachments 
 
 


ATTACHMENTS TO REQUEST FOR QUOTE 
 


ATTACHMENT 1: Statement of Work  
ATTACHMENT 2: Acquisition Risk Questionnaire  
ATTACHMENT 3: DD Form 254 Contract Security Classification Specification 
ATTACHMENT 4: NRMC Price Template 
ATTACHMENT 5: Clauses 


 
 
 


APPENDIX TO REQUEST FOR QUOTE 
 


APPENDIX A: CISA IP Regional Concept of Operations Final 


APPENDIX B: Incident Risk Analysis Cell (IRAC) SOP 





		Request for Proposal Overview- Task Order

		Section A: Statement of Objective

		2. Scope

		3. Period of Performance

		4. Place of Performance

		5. Task Order Type Award

		6. Contract Line Item Number (CLIN) Format

		SPACE INTENTIONALLY LEFT BLANK

		3. Phase I Offers Due Date

		4. Debriefings

		5. Procedures

		6. Instructions for Quote Preparation

		7. Page Size and Font

		9. Phase I - Evaluation Factors and Instructions

		10. Advisory Notification

		11. Phase II – Evaluation of Factors and Instructions

		Key Personnel must be employed by the Prime Offeror or the sub-contractor. Major Subcontractors may only team and propose with one Prime Offeror in response to this solicitation.

		11.1.3 Format for Oral Presentation:

		11.1.5 Rules of Engagement for Oral Presentations:

		12. Phase II – Factor 3 – Price

		12.1.1 Attachment 4 – Pricing Template

		13. Tab B: Key Personnel Resumes (SOW 3.5)

		14. Tab C: Small Business Utilization Goals

		C 1. Evaluation and Basis for Award

		Other Conditions for award:

		C 2. EVALUATION CRITERIA

		1) PHASE I - Factor 1: Demonstrated Prior Experience

		4.1 Phase I - Factor 1: Demonstrated Prior Experience

		4.2 Phase II – Factor 2 – Oral Presentation

		4.3 PHASE II - Factor 3: Price

		SECTION D – List of Attachments

		ATTACHMENT 1: Statement of Work

		ATTACHMENT 2: Acquisition Risk Questionnaire

		ATTACHMENT 3: DD Form 254 Contract Security Classification Specification






Source Selection Information – See FAR 2.101 and 3.104


Department of Homeland Security
United States Citizenship and Immigration Services


Travel Documents Production Services II
(TDPS II)


Source Selection Official Decision


SOURCE SELECTION INFORMATION
This document contains source selection information related to the conduct of a Federal agency 


procurement, the disclosure of which is restricted by Section 27 of the Office of Federal 
Procurement Policy Act (41 U.S.C. 423). The unauthorized disclosure of such information may 
subject both the discloser and recipient of the information to contractual, civil, and/or criminal 


penalties as provided by law.
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I. Decision Statement


I have determined that the Travel Documents Production Services II (TDPS II) quote by 
. ( ) provides the best overall value to 


the government. This selection was made based upon the factors established in the 
solicitation and a comparative evaluation completed by the TEC. This memorandum 
documents the basis for my independent decision.


II. Introduction


The TDPS II acquisition was conducted as a phased evaluation using a combined synopsis 
and solicitation on FedBizOpps.gov (FBO), with no small business set-aside, pursuant to 
FAR 13.5. U.S. Citizenship and Immigration Services (USCIS) Document Management 
Division (DMD) intends to replace its existing TDPS personalization equipment in order to 
enhance the security, durability and quality of the I-327 and I-571 (travel document 
booklets). This procurement includes the personalization printers, printer consumable 
materials, software, and maintenance services required to ensure that the equipment 
continues to perform reliably, minimize downtime, and ensure uninterrupted production of 
USCIS travel documents. The procurement also includes support during the installation of 
the printers at the USCIS Card Production Facilities. The Contractor shall coordinate with 
USCIS Office of Information Technology (OIT) for the integration of the printers with 
existing computerized document issuance systems, and technical support services for reliable 
operations of the current and evolving TDPS system. Any solution proposed by the 
Contractor must be compatible with USCIS’ current Information Technology systems and be 
capable of personalizing the data/bio page using the layout that is currently in use for travel 
document booklet personalization.


The source selection organization consists of a four (4) person Technical Evaluation 
Committee (TEC), one (1) Office of Information Technology advisor (non-voting member) 
and a one (1) person Business Evaluation Committee (BEC). I served as the contracting 
officer and as the Source Selection Official (SSO).


The stated period of performance is one (1) 12-month base period, and four (4) 12-month 
options for maintenance and personalization printer consumables. Additionally, FAR 52.217-
8, Option to Extend Services is included. This allows for a total extension of performance not 
to exceed six months.


III.Procurement Sequence of Events


This procurement was solicited to all interested vendors on FBO on November 21, 2018 with a 
quotation due date of December 6, 2018. The anticipated award is a single contract issued on a 
Firm Fixed Price (FFP) basis to the quoter determined to provide best value to the government.


Three (3) amendments were made to the solicitation. The first amendment, sent to the vendors on 
December 3, 2018, made edits to the solicitation and provided answers to vendor questions 
submitted.  The second amendment was sent on December 6, 2018 to extend the due date to 
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December 12, 2018 and remove section 6.6.4 from the Statement of Work (SOW).  The second
amendment was sent on December 6, 2018 to identify that in accordance with FAR 52.213-
3(k)(1), this requirement is exempt from the Service Contract Labor Standards.


The 3 initial quotations submitted provided sufficient information to evaluate on a pass/fail basis 
in Phase One, and ultimately a best value determination in Phase Two, without discussions.


Technical evaluation and procurement integrity training were conducted prior to the 
commencement of the source selection.  The training was attended by all members of the TEC
and technical advisors.


Upon completion of the training, a Non-Disclosure of Information/Conflict-of-Interest Agreement 
(NDA) was sent to each attendee.  The NDA contained a list of all quoters involved with the 
procurement.  Each TEC member was asked to review the list and sign a statement certifying they 
had no conflicts of interest with any of the quoters. No conflicts of interest were identified.


The TEC adjourned and the consensus report detailing the Phase One technical evaluation was 
provided to the contracting office on December 20, 2018.  All three quoters passed Phase One and 
moved onto Phase Two of the evaluation. The consensus report for Phase Two was provided to 
the contracting office on December 31, 2018. The BEC completed its report on December 31,
2018.  After reviewing the TEC report and BEC report, in my role as the SSO, I identified one 
quoter to offer the best value to the government with a fair and reasonable price.


The following phases, as stated in the solicitation, were adhered to.


a. For Phase One of the evaluation the government will evaluate all quotes 
for Factors 1, 2 and 3 on a Pass/Fail basis. If a quote receives a fail in this 
phase, the quote will not be considered for award in Phase Two, as the 
quote will be considered not technically acceptable. All three factors were 
evaluated to determine if the proposed solution meets the minimum 
requirements outlined in the SOW.


b. For Phase Two of the evaluation the government will evaluate all quotes 
that received a “Pass” in Phase One. During this phase, Factors 4, 5, 6 and 
7 will be evaluated. A comparative evaluation will be performed by the 
government (comparing quotes to each other) to select the contractor that 
is best suited and provides the best value, considering the evaluations 
factors. The government intends to select the best value quote based on a 
tradeoff considering Factors 4, 5, 6 and 7. Factors 4, 5, and 6 are of 
relatively equal importance to each other, and when combined, are 
significantly more important than Factor 7. The government will evaluate 
the proposed price in Factor 7, which includes the base and all options, for 
reasonableness.


III.Evaluation Criteria
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SOURCE SELECTION STATEMENT FOR THE NOIS II CONTRACT 
NASA Lyndon B. Johnson Space Center 


Solicitation Number 80JSC020R0030 
 


On May 6, 2020, I, along with other key officials of the National Aeronautics and Space 
Administration’s (NASA) Johnson Space Center (JSC), met with members of the Streamlined 
Procurement Team (SLPT) appointed to evaluate proposals for the NASA Open Innovation 
Services 2 (NOIS2) solicitation (80JSC020R0030). Relevant portions of the SLPT’s evaluation 
of proposals, and my decision on selection of the successful Offerors, is set forth in this Source 
Selection Statement. The final presentation charts represent the final source evaluation report and 
are herein incorporated by reference. 
 


I. BACKGROUND 
 
The NASA JSC Center of Excellence for Collaborative Innovation (CoECI) office is seeking to 
expand the capabilities and expertise it provides to NASA in the successful use of 
crowdsourcing.  The NOIS2 acquisition is a follow-on procurement, which will provide an 
expanded set of crowdsourcing tools and methodologies to support NASA and other federal 
agencies. NOIS2 contractors are expected to execute public, crowd-based projects on their 
existing platforms and provide support services to administer those projects.  
 
The NOIS2 acquisition was conducted under full and open competition and was assigned the 
North American Industry Classification System code 541990 - All Other Professional, Scientific, 
and Technical Services, with a Small Business Administration designated small business size 
standard of $16.5M. NOIS2 will result in multiple awards of Indefinite Delivery/Indefinite 
Quantity (IDIQ) contracts with Firm-Fixed-Price (FFP) Task Orders (TO). NOIS2 awardees will 
be given a fair opportunity to compete for FFP TOs during the 5-year base period of 
performance.  No phase-in period is required.  The IDIQ guaranteed minimum is $3,000 per 
awardee and the maximum to be awarded across all NOIS2 contracts is $24.9 million.  
 
A Sources Sought Synopsis, 80JSC019NOISII, was released on April 9, 2019, through the 
Federal Business Opportunities website. A Requirements Request for Information was issued on 
May 28, 2019, to conduct market research.  The SLPT hosted a Virtual Industry Day 
presentation on June 5, 2019, followed by individual discussions with interested parties on June 
6-7, 2019. The SLPT received capability statements from thirty-three (33) interested parties in 
response to the Synopsis; this information, along with market research and information from the 
individual discussions, was used to determine that a small business set-aside was not appropriate 
for the acquisition. However, TOs placed under the NOIS2 contract will be considered for small 
business set-asides, as appropriate.  The deadline for submitting questions regarding the draft 
Request for Proposals (RFP) was October 25, 2019. In total, sixty-two (62) questions were 
received in response to the draft RFP. Answers were provided via Modification 8 to the Sources 
Sought Synopsis on November 26, 2019. 
 
The NOIS2 final RFP 80JSC020R0030 was issued on December 3, 2019, via the beta.sam.gov 
website, with a proposal due date of January 10, 2020.  A Virtual Preproposal Conference was 
held on December 10, 2019. Amendment 1 to the RFP was issued on December 19, 2019, to 
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update the proposal submission instructions, extend the due date for RFP questions to December 
23, 2019, and extend the proposal due date to January 22, 2020. RFP Amendment 2 was posted 
on January 9, 2020, to release the RFP Questions and Answers (Q&A) and update the RFP in 
response to the Q&A. A total of two (2) amendments were released prior to receipt of proposals 
on January 22, 2020, at 1:30 PM Eastern Time. 
 


II. EVALUATION PROCEDURES 
 
Pursuant to the NOIS2 RFP’s evaluation scheme, and in accordance with Federal Acquisition 
Regulation (FAR) 16.504(c), NASA intends to award multiple NOIS2 base contracts to each and 
all qualifying Offerors.  As provided in Section 6 of the NOIS2 RFP, a qualifying Offeror is one 
who is determined to be a responsible source, submits a technically “Acceptable” proposal under 
the Technical Acceptability Factor, whose proposal conforms to the requirements of the 
solicitation, and provides the Contracting Officer with no reason to believe it would be likely to 
offer other than fair and reasonable pricing.  
 
The RFP indicated that the SLPT would perform an initial evaluation to determine the 
acceptability of the proposals in accordance with NASA FAR Supplement (NFS) 1815.305-70, 
Identification of Unacceptable Proposals. Following the initial review, the RFP indicated that all 
remaining proposals would be evaluated solely against the Technical Acceptability Factor. 
 
In accordance with FAR 15.304(c)(3)(iii), the Contracting Officer determined that past 
performance is not an appropriate evaluation factor for the NOIS2 base contracts.  Rather, per 
FAR 9.104-1, the Contracting Officer would assess Offerors’ performance records as part of the 
required responsibility determination.  Past performance may be considered as an evaluation 
factor for future Requests for Task Plans under the NOIS2 base contracts.  Additionally, in 
accordance with Section 825 of the National Defense Authorization Act for Fiscal Year 2017 and 
NASA Procurement Class Deviation 18-02, the Contracting Officer determined that price would 
not be considered as an evaluation factor. Rather, NOIS2 base contract holders’ pricing will be 
considered in a competitive environment for future Requests for Task Plans under the NOIS2 
base contracts.   
 
Under the Technical Acceptability Factor, Offerors were required to provide a response to the 
Technical Understanding of Requirements and Sample Project Plan.  As part of its response to 
the Technical Understanding of Requirements, an Offeror was required to provide an overview 
of its business model, identify the specific crowdsourcing method(s) used to successfully deliver 
the products and services identified in the Statement of Work (SOW), describe the end 
product(s) and service(s) from the SOW that the Offeror could successfully deliver, and provide 
a detailed description of how the Offeror’s specific crowdsourcing method(s) would meet each 
of the thirteen (13) TO execution elements listed in Section 3.5 of the SOW.  Offerors were also 
required to provide a detailed Sample Project Plan that demonstrated the Offeror’s standard 
delivery approach. 
 
Technical Acceptability was assessed in accordance with Section 6 of the RFP by assigning 
ratings of “Acceptable,” “Potentially Acceptable,” or “Unacceptable” to each Offeror’s 
Technical Acceptability volume. To be considered “Acceptable,” the Offeror’s Technical 
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Understanding of Requirements and Sample Project Plan would be at a level of understanding, 
reasonableness, feasibility and completeness where associated risks do not jeopardize an 
acceptable level of contract performance.  A proposal would be rated “Unacceptable” where any 
area of the proposal was unacceptable based on the demonstration of understanding, and level of 
reasonableness, feasibility, and completeness such that associated risks do jeopardize an 
acceptable level of contract performance.  A proposal would be rated “Potentially Acceptable” 
when after the initial evaluation, the proposal did not fully meet the definition for an 
“Acceptable” or “Unacceptable” rating and the Government anticipates that additional 
information obtained during discussions could result in a proposal rating of “Acceptable.”     
 
The NOIS2 RFP stated that the Government may elect to award contract(s) without discussions 
to the technically “Acceptable” responsible Offeror(s) or elect to establish a competitive range 
and conduct discussions with the most highly rated Offeror(s).  If discussions were held and 
Final Proposal Revisions (FPR) were received, all proposals remaining in the competitive range 
would receive a final rating against the Technical Acceptability Factor as either “Acceptable” or 
“Unacceptable” only. 
 
Offerors were also required to demonstrate present responsibility to be considered for award, in 
accordance with the standards and procedures set forth in FAR Subpart 9.1.  Offerors were 
required to provide Organizational Conflict of Interest Information, information demonstrating a 
satisfactory performance record, and any additional information considered necessary to 
demonstrate an offeror’s status as a responsible offeror under FAR 9.104. 
 


III. EVALUATION OF INITIAL PROPOSALS 
 
The Government received twenty-seven (27) timely proposals in response to the NOIS2 RFP. 
Proposals were received from the following companies and are listed in alphabetical order:  
 


1. AEXA Aerospace LLC 
2. Agorize Innovation Inc. 
3. Appirio Inc. 
4. Assisted Development LLC  
5. Black Ink Creative Partners LLC 
6. Business Talent Group LLC  
7. Carahsoft Technology Corp. 
8. The Common Pool LLC 
9. Crowdplat Inc. 
10. Driven Data, Inc. 
11. Ensemble Government Services, LLC 
12. Ezassi Inc. 
13. Freelance Labs Inc. 
14. Freelancer International PTY LTD 
15. Grant Thornton Public Sector LLC 
16. Guidehouse LLP 
17. HeroX PBC 
18. Luminary Labs LLC  
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19. Maven Research Inc. 
20. NSTI LLC (dba TechConnect) 
21. SciArt Exchange 
22. Sensis Inc. 
23. Submittable Holdings, Inc. 
24. Tech7 Consulting LLC  
25. V3Main Technologies Inc. 
26. Vanguard Solutions LLC 
27. Zylter Inc. 


 
The SLPT evaluated proposals in accordance with Section 6 of the NOIS2 RFP, Evaluation - 
Streamlined Procurement Evaluation Factors for Award.  All proposals were determined to be 
acceptable under NFS 1815.305-70.  All proposals were then reviewed for compliance with 
Section 5.1, Proposal Arrangement, Page Limitations, Copies, and Due Dates.  The SLPT noted 
that Zylter’s Technical Acceptability volume contained forty-five (45) pages, which exceeded 
the 15-page limit identified in Table 5-1 in the solicitation.  The SLPT determined that the 
Offeror exceeded the overall page limit for the Technical Acceptability Factor by thirty (30) 
pages.  As a result, the last thirty (30) pages were removed from the proposal and returned to the 
Offeror and no evaluation was conducted on those pages. All proposals were subsequently 
evaluated in accordance with the Technical Acceptability Factor, as stated in the RFP.  In 
determining the appropriate Technical Acceptability rating for each Offeror, the SLPT engaged 
in a holistic assessment of each Offeror’s proposal with meaningful consideration of the 
demonstration of understanding, reasonableness, feasibility, and completeness in the Offeror’s 
response to the Technical Understanding of Requirements and Sample Project Plan.   
 


IV. COMPETITIVE RANGE 
 
The results of the initial evaluation were presented to me at the Competitive Range meeting on 
March 3, 2020. The results as presented at the Competitive Range meeting are summarized 
below: 
 


OFFEROR TECHNICAL ACCEPTABILITY  


AEXA Aerospace LLC Unacceptable 


Agorize Innovation Inc. Acceptable 


Appirio Inc. Acceptable 


Assisted Development LLC  Unacceptable 


Black Ink Creative Partners LLC Unacceptable 


Business Talent Group LLC  Acceptable 


Carahsoft Technology Corp. Acceptable 


The Common Pool LLC Acceptable 
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Crowdplat Inc. Acceptable 


Driven Data, Inc. Acceptable 


Ensemble Government Services, LLC Acceptable  


Ezassi Inc. Unacceptable 


Freelance Labs Inc. Acceptable 


Freelancer International PTY LTD Acceptable 


Grant Thornton Public Sector LLC Unacceptable 


Guidehouse LLP Acceptable 


HeroX PBC Acceptable 


Luminary Labs LLC  Acceptable 


Maven Research Inc. Acceptable 


NSTI LLC (dba TechConnect) Acceptable 


SciArt Exchange Acceptable 


Sensis Inc. Acceptable 


Submittable Holdings, Inc. Unacceptable 


Tech7 Consulting LLC  Acceptable 


V3Main Technologies Inc. Unacceptable 


Vanguard Solutions LLC Acceptable 


Zylter Inc.  Unacceptable 


 
All Offerors rated as technically “Acceptable” submitted a proposal that demonstrated a level of 
understanding, completeness, feasibility and reasonableness where there were no associated risks 
that would jeopardize an acceptable level of contract performance.  
 
I concurred with the Contracting Officer’s Determination that the proposals submitted by the 
following Offerors were not the most highly rated in accordance with the evaluation criteria and 
were excluded from the competitive range:  
 


• AEXA Aerospace 
• Assisted Development 
• Black Ink Creative Partners 
• Ezassi Inc. 
• Grant Thornton Public Sector LLC 
• Submittable Holdings, Inc. 
• V3Main Technologies Inc. 
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• Zylter Inc. 
 
I also concurred with the Contracting Officer’s Determination that the remaining nineteen (19) 
Offerors’ proposals were the most highly rated and were included in the competitive range:  
 


• Agorize Innovation Inc. 
• Appirio Inc. 
• Business Talent Group LLC 
• Carahsoft Technology Corp. 
• The Common Pool LLC 
• Crowdplat Inc. 
• Driven Data Inc. 
• Ensemble Government Services, LLC 
• Freelance Labs Inc. 
• Freelancer International PTY LTD 
• Guidehouse LLP 
• HeroX PBC 
• Luminary Labs LLC 
• Maven Research Inc. 
• NSTI LLC (dba TechConnect) 
• SciArt Exchange 
• Sensis Inc. 
• Tech7 Consulting LLC 
• Vanguard Solutions LLC 


 
I considered awarding without discussions; however, multiple Offerors had informalities in their 
model contracts, which, although minor, were necessary to clarify during discussions.  To ensure 
complete coverage of the NOIS2 scope of work and in order to increase competition and achieve 
best value by awarding to multiple vendors, I agreed with the SLPT that it would be in the best 
interest of the government to enter into discussions with Offerors whose proposals were the most 
highly rated. 
 
I noted that the NOIS2 RFP mandates that the solicitation remain open during the life of the 
contract and anticipates that the Agency may make additional awards at any time through an 
“on-ramp” process.  The on-ramp process allows NASA, at its discretion, to add vendors in the 
future as a way to ensure robust competition across all areas of the NOIS2 SOW during the 
period of performance of the contract.  Through this on-ramp process, potential Offerors would 
be evaluated under the same factors outlined in Sections 4-6 of the NOIS2 RFP.   
 
All Offerors were informed individually of their inclusion in or exclusion from the competitive 
range on March 18, 2020. The SLPT conducted written discussions with each Offeror in the 
competitive range and provided the opportunity for verbal discussions, upon request. At the 
conclusion of discussions on April 22, 2020, each Offeror was provided an opportunity to submit 
its FPR. All nineteen (19) Offerors in the competitive range provided complete and timely FPRs 
by the delivery due date of April 28, 2020. 
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V. EVALUATION OF FINAL PROPOSAL REVISIONS 


 
The SLPT evaluated each FPR in accordance with the RFP instructions. After evaluating all 
submitted FPRs, the SLPT determined that all Offerors had sufficiently dispositioned all of the 
items addressed during discussions to the satisfaction of the SLPT.  In addition, none of the 
Offerors submitted changes in their Technical volumes. The SLPT therefore made no changes to 
the Offerors’ initial ratings for the Technical Acceptability Factor.  As a result, all nineteen (19) 
Offerors’ ratings for the Technical Acceptability Factor remained “Acceptable.” A summary for 
each Offeror is provided below:  
 


A. Technical Acceptability 
 
Agorize Innovation  
Under the evaluation standards set forth in the RFP, the SLPT determined that Agorize 
Innovation’s rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that 
Agorize Innovation’s Technical Understanding of Requirements and Sample Project Plan 
demonstrated a level of understanding, completeness, feasibility and reasonableness where there 
were no associated risks that would jeopardize an acceptable level of contract performance. 
 
Appirio 
Under the evaluation standards set forth in the RFP, the SLPT determined that Appirio’s rating 
for the Technical Acceptability Factor was Acceptable.  The SLPT found that Appirio’s 
Technical Understanding of Requirements and Sample Project Plan demonstrated a level of 
understanding, completeness, feasibility and reasonableness where there were no associated risks 
that would jeopardize an acceptable level of contract performance. 
 
Business Talent Group 
Under the evaluation standards set forth in the RFP, the SLPT determined that Business Talent 
Group’s rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that 
Business Talent Group’s Technical Understanding of Requirements and Sample Project Plan 
demonstrated a level of understanding, completeness, feasibility and reasonableness where there 
were no associated risks that would jeopardize an acceptable level of contract performance. 


 
Carahsoft Technology 
Under the evaluation standards set forth in the RFP, the SLPT determined that Carahsoft 
Technology’s rating for the Technical Acceptability Factor was Acceptable.  The SLPT found 
that Carahsoft Technology’s Technical Understanding of Requirements and Sample Project Plan 
demonstrated a level of understanding, completeness, feasibility and reasonableness where there 
were no associated risks that would jeopardize an acceptable level of contract performance. 
 
The Common Pool 
Under the evaluation standards set forth in the RFP, the SLPT determined that The Common 
Pool’s rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that The 
Common Pool’s Technical Understanding of Requirements and Sample Project Plan 
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demonstrated a level of understanding, completeness, feasibility and reasonableness where there 
were no associated risks that would jeopardize an acceptable level of contract performance. 
 
Crowdplat 
Under the evaluation standards set forth in the RFP, the SLPT determined that Crowdplat’s 
rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that Crowdplat’s 
Technical Understanding of Requirements and Sample Project Plan demonstrated a level of 
understanding, completeness, feasibility and reasonableness where there were no associated risks 
that would jeopardize an acceptable level of contract performance. 
 
Driven Data 
Under the evaluation standards set forth in the RFP, the SLPT determined that Driven Data’s 
rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that Driven 
Data’s Technical Understanding of Requirements and Sample Project Plan demonstrated a level 
of understanding, completeness, feasibility and reasonableness where there were no associated 
risks that would jeopardize an acceptable level of contract performance. 
 
Ensemble Government Services 
Under the evaluation standards set forth in the RFP, the SLPT determined that Ensemble 
Government Services’ rating for the Technical Acceptability Factor was Acceptable.  The SLPT 
found that Ensemble Government Services’ Technical Understanding of Requirements and 
Sample Project Plan demonstrated a level of understanding, completeness, feasibility and 
reasonableness where there were no associated risks that would jeopardize an acceptable level of 
contract performance.  
 
Freelance Labs 
Under the evaluation standards set forth in the RFP, the SLPT determined that Freelance Labs’ 
rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that Freelance 
Labs’ Technical Understanding of Requirements and Sample Project Plan demonstrated a level 
of understanding, completeness, feasibility and reasonableness where there were no associated 
risks that would jeopardize an acceptable level of contract performance. 
 
Freelancer International 
Under the evaluation standards set forth in the RFP, the SLPT determined that Freelancer 
International’s rating for the Technical Acceptability Factor was Acceptable.  The SLPT found 
that Freelancer International’s Technical Understanding of Requirements and Sample Project 
Plan demonstrated a level of understanding, completeness, feasibility and reasonableness where 
there were no associated risks that would jeopardize an acceptable level of contract performance. 
 
Guidehouse 
Under the evaluation standards set forth in the RFP, the SLPT determined that Guidehouse’s 
rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that 
Guidehouse’s Technical Understanding of Requirements and Sample Project Plan demonstrated 
a level of understanding, completeness, feasibility and reasonableness where there were no 
associated risks that would jeopardize an acceptable level of contract performance. 
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HeroX 
Under the evaluation standards set forth in the RFP, the SLPT determined that HeroX’s rating for 
the Technical Acceptability Factor was Acceptable.  The SLPT found that HeroX’s Technical 
Understanding of Requirements and Sample Project Plan demonstrated a level of understanding, 
completeness, feasibility and reasonableness where there were no associated risks that would 
jeopardize an acceptable level of contract performance. 
 
Luminary Labs 
Under the evaluation standards set forth in the RFP, the SLPT determined that Luminary Labs’ 
rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that Luminary 
Labs’ Technical Understanding of Requirements and Sample Project Plan demonstrated a level 
of understanding, completeness, feasibility and reasonableness where there were no associated 
risks that would jeopardize an acceptable level of contract performance. 
 
Maven Research 
Under the evaluation standards set forth in the RFP, the SLPT determined that Maven Research’s 
rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that Maven 
Research’s Technical Understanding of Requirements and Sample Project Plan demonstrated a 
level of understanding, completeness, feasibility and reasonableness where there were no 
associated risks that would jeopardize an acceptable level of contract performance. 
 
NSTI 
Under the evaluation standards set forth in the RFP, the SLPT determined that NSTI’s rating for 
the Technical Acceptability Factor was Acceptable.  The SLPT found that NSTI’s Technical 
Understanding of Requirements and Sample Project Plan demonstrated a level of understanding, 
completeness, feasibility and reasonableness where there were no associated risks that would 
jeopardize an acceptable level of contract performance. 
 
SciArt Exchange 
Under the evaluation standards set forth in the RFP, the SLPT determined that SciArt 
Exchange’s rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that 
SciArt Exchange’s Technical Understanding of Requirements and Sample Project Plan 
demonstrated a level of understanding, completeness, feasibility and reasonableness where there 
were no associated risks that would jeopardize an acceptable level of contract performance. 
 
Sensis 
Under the evaluation standards set forth in the RFP, the SLPT determined that Sensis’ rating for 
the Technical Acceptability Factor was Acceptable.  The SLPT found that Sensis’ Technical 
Understanding of Requirements and Sample Project Plan demonstrated a level of understanding, 
completeness, feasibility and reasonableness where there were no associated risks that would 
jeopardize an acceptable level of contract performance. 
 
Tech7 Consulting 
Under the evaluation standards set forth in the RFP, the SLPT determined that Tech7 
Consulting’s rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that 
Tech7 Consulting’s Technical Understanding of Requirements and Sample Project Plan 







10 of 13 
 


demonstrated a level of understanding, completeness, feasibility and reasonableness where there 
were no associated risks that would jeopardize an acceptable level of contract performance. 
 
Vanguard Solutions 
Under the evaluation standards set forth in the RFP, the SLPT determined that Vanguard 
Solutions’ rating for the Technical Acceptability Factor was Acceptable.  The SLPT found that 
Vanguard Solutions’ Technical Understanding of Requirements and Sample Project Plan 
demonstrated a level of understanding, completeness, feasibility and reasonableness where there 
were no associated risks that would jeopardize an acceptable level of contract performance. 


 
B. Contractor Responsibility 


 
In accordance with FAR 9.103(b) and 9.104, and in accordance with the NOIS2 RFP, the 
Contracting Officer affirmatively determined that all nineteen (19) Offerors are responsible 
prospective contractors. 
 


C. Summary 
 
 


OFFEROR 


R
es


po
ns


ib
ili


ty
 


Technical Acceptability 


Agorize Innovation Inc. √ Acceptable 


Appirio Inc. √ Acceptable 


Business Talent Group LLC √ Acceptable 


Carahsoft Technology Corp. √ Acceptable 


The Common Pool LLC √ Acceptable 


Crowdplat Inc. √ Acceptable 


Driven Data Inc. √ Acceptable 


Ensemble Government Services, LLC √ Acceptable 


Freelance Labs Inc. √ Acceptable 


Freelancer International PTY LTD √ Acceptable 
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Guidehouse LLP √ Acceptable 


HeroX PBC √ Acceptable 


Luminary Labs LLC √ Acceptable 


Maven Research Inc. √ Acceptable 


NSTI LLC (dba TechConnect) √ Acceptable 


SciArt Exchange √ Acceptable 


Sensis Inc. √ Acceptable 


Tech7 Consulting LLC √ Acceptable 


Vanguard Solutions LLC √ Acceptable 


 
VI. SOURCE SELECTION DECISION 


 
On May 6, 2020, the SLPT presented and discussed with me its evaluation observations for each 
Offeror.  Based on the information presented, I fully understand the evaluation process and the 
SLPT observations.  I noted that, per the RFP, the Government intends to make an award to each 
and all qualifying Offerors, and that a qualifying Offeror is one who is determined to be a 
responsible source, submits a technically “Acceptable” proposal under the Technical 
Acceptability Factor, whose proposal conforms to the requirements of the solicitation, and 
provides the Contracting Officer with no reason to believe it would be likely to offer other than 
fair and reasonable pricing. The SLPT’s observations that were presented to me were consistent 
with the evaluation criteria in the NOIS2 RFP.  I questioned the SLPT with regard to key aspects 
of its evaluation methodology in order to be certain I fully understood this rationale and the 
underlying qualitative aspects of the Offerors’ proposals.  Finally, I considered the inputs and 
opinions of key personnel and advisors who had heard the presentation and who have 
responsibility relative to the procurement. 
 
I reviewed the SLPT’s observations with respect to the Technical Acceptability Factor for each 
Offeror and I questioned the SLPT with respect to whether all nineteen (19) Offerors in the 
competitive range provided a Technical volume that fully addressed both the Technical 
Understanding of Requirements and the Sample Project Plan, as required by the RFP.  I agree 
with the SLPT that all issues noted in the competitive range discussions were resolved and all 
nineteen (19) Offerors fully addressed all aspects of the Technical Understanding of 
Requirements and Sample Project Plan in their proposals.  The SLPT also indicated that each 
proposal rated “Acceptable” under the Technical Acceptability Factor fully addressed all thirteen 
(13) TO execution elements, as required by the RFP, and demonstrated that they understood the 
government’s minimum requirements for public, crowd-based methodologies.  Further, the 
SLPT stated that it identified no risks in the Technical volumes of these Offerors’ proposals.   
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The fact that all nineteen (19) Offerors fully and completely addressed all RFP requirements 
shows me that they all understand the requirements, and provides me with confidence that all 
tasks will be completed successfully.  I concur with the SLPT for each Offeror’s respective 
Technical Acceptability rating, finding that each of the nineteen (19) Offerors provided a 
Technical Understanding of Requirements and Sample Project Plan, which demonstrated a level 
of understanding, completeness, feasibility, and reasonableness where there were no associated 
risks that would jeopardize an acceptable level of contract performance.  I determined that the 
SLPT’s evaluation record and its “Acceptable” rating for all nineteen (19) Offerors had a rational 
basis and were valid for the purpose of making a selection decision. 
 
The SLPT found that all nineteen (19) proposals conform to the requirements of the solicitation, 
and I agree with that assessment.  In addition, the Contracting Officer has determined that these 
Offerors are responsible sources, in accordance with FAR Part 9, and I have no reason to 
question that determination.  I understand that part of the responsibility determination is 
verifying a company’s financial resources to perform, integrity and business ethics, and 
accounting/operations controls.  Those things, coupled with the fact that all TOs issued under 
these contracts will be awarded in a competitive environment, gives me further confidence that 
prices obtained during the TO competitions will be fair and reasonable.  Per Section 6 of the 
RFP, NASA intends to award to each and all “qualifying offerors.”  A qualifying offeror is “one 
who is determined to be a responsible source, submits a technically “Acceptable” proposal under 
the Technical Acceptability Factor, whose proposal conforms to the requirements of the 
solicitation, and provides the Contracting Officer with no reason to believe it would be likely to 
offer other than fair and reasonable pricing.  I hereby agree that all nineteen (19) of the Offerors 
in the competitive range are qualifying offerors.  
 
Based upon the evaluation results, my own independent judgment and assessment, and the terms 
of the RFP, I consider it to be in the Agency’s best interest to make award to all nineteen (19) 
Offerors in the competitive range.    Cumulatively, these nineteen (19) firms offer coverage 
across all methodologies specified in Section 3.2 and all end products and services specified in 
Section 3.2.1 of the NOIS2 RFP.  NASA has estimated that these firms have over one hundred 
million community members among them, dramatically increasing the likelihood that CoECI 
will be able to expand the capabilities and expertise it provides to NASA through crowdsourcing.  
In light of NASA’s desire to utilize crowdsourcing more broadly, and consistent with the RFP’s 
preference for multiple awards, I find that the award of NOIS2 base contracts to these nineteen 
(19) firms will greatly increase competition and will provide NASA with access to a larger, more 
diverse online community, thereby increasing the likelihood that NASA will obtain needed 
services, ideas, and content through crowdsourcing. 
 
Thus, I select for award the following firms for NOIS2 base contracts: 
 
Agorize Innovation Inc. 
Appirio Inc. 
Business Talent Group LLC 
Carahsoft Technology Corp. 
The Common Pool LLC 
Crowdplat Inc. 
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Driven Data, Inc. 
Ensemble Government Services, LLC 
Freelance Labs Inc. 
Freelancer International PTY LTD 
Guidehouse LLP 
HeroX PBC 
Luminary Labs LLC 
Maven Research Inc. 
NSTI LLC (dba TechConnect) 
SciArt Exchange 
Sensis Inc. 
Tech7 Consulting LLC 
Vanguard Solutions LLC 
 
 
 
 
___________________________    
Stephen H. Janney      
Source Selection Authority 
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Introduction 
In my role as the Source Selection Authority (SSA) for the National Aeronautics and Space Administration 
(NASA or Agency) Human Landing System (HLS) procurement, for the reasons set forth below, I select the 
following firms for HLS contract awards: Blue Origin Federation, LLC, Dynetics, Inc., and Space Exploration 
Technologies Corp. This selection statement documents my independent analysis and judgment as the 
SSA, and constitutes my final determination on this matter.  
 


Procurement Description 
The purpose of this procurement is to facilitate the rapid development and demonstration of an HLS that 
will deliver the first woman, and next man, to the Moon no later than 2024. In addition, commercial and 
international partners will be able to leverage the new capabilities developed through this initiative for the 
execution of other missions over the coming decades, including the potential to leverage them in regularly 
recurring hardware and services procurements. NASA recognizes the need to foster the commercial 
development of expertise and technologies required for reusable, sustainable, and human-rated landing 
systems, and that these technologies are likely to have significant commercial applications beyond NASA.  
 
To that end, NASA is employing a public-private partnership model for this procurement, using fixed-price 
research and development contracts; industry, with NASA’s support and expertise, will lead the 
development and demonstration activities. Investments such as these by the private sector are expected 
to grow as additional market opportunities are identified, and activities expand from science and 
exploration to include resource utilization and other commercial activities for the benefit of both the 
public and private sectors. The HLS procurement is thus a critical component of fulfilling the goals 
articulated in Space Policy Directive-1, and NASA’s plans to once again establish U.S. preeminence on and 
around the Moon and accelerate the advancement of technologies that have broad and valuable utility 
beyond the HLS Program.  
 


Procedural History 
NASA released the HLS solicitation (as amended) on October 25, 2019. Five offerors, listed below in 
alphabetical order, submitted timely proposals by the due date of November 5, 2019.  


• Blue Origin Federation, LLC (Blue Origin) 
• The Boeing Corporation (Boeing) 
• Dynetics, Inc. (Dynetics) 
• Space Exploration Technologies Corp. (SpaceX) 
• Vivace Corp. (Vivace) 


Based upon the proposals submitted and the evaluation thereof, three of these offerors—Blue Origin, 
Dynetics, and SpaceX—currently remain eligible for selection and award.1 


                                                       
1 Consistent with the evaluation methodology provided within the HLS solicitation, I removed Boeing and Vivace from further 
consideration for award earlier in the source selection process. 
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After receipt of proposals, the Source Evaluation Panel (SEP) appointed to evaluate HLS proposals, 
comprised of three sub-panels (one each for Technical, Price, and Management), began its evaluation.   
 
On February 7, 2020, following my determination that it would be in the Agency’s best interests to do so, 
the Contracting Officer opened discussions with the offerors that remained in the competition at that 
time. In response, these offerors submitted timely revised proposals by the due date of February 23. 
  
Following the submission of revised HLS proposals, I asked the SEP Chairperson to present a checkpoint 
briefing to me providing the SEP’s assessment of the selectability of these revised proposals (i.e., whether 
the proposals contained any deficiencies or other issues that rendered them ineligible for contract award). 
On February 26, the SEP Chairperson provided this briefing. Therein, he presented the SEP’s preliminary 
assessment that although the three offerors’ respective revised proposals had unique technical merit and 
were selectable, NASA’s budget profile for the HLS base period of performance did not support the award 
of a contract to all of these offerors at the firm fixed prices they had proposed. Specifically, the SEP noted 
that there was a significant shortfall between NASA’s Fiscal Year 2020 (FY20) HLS budget and the 
combined total of the three offerors’ proposed FY20 payments. 
 
The HLS acquisition strategy contemplates having up to four prime contractors during the base period, 
with future down-selections from among these contractors occurring at the time of option awards. This 
strategy is intended to create the most competitive environment practicable, maximizing the likelihood of 
successful development that will culminate in crewed demonstration missions. Thus, in light of the 
checkpoint evaluation results, and in an effort to effectuate the HLS acquisition strategy, the SEP 
Chairperson recommended that I make initial, conditional (i.e., non-final) selections for potential contract 
award of the three selectable offerors in order to authorize limited, post-selection negotiations. As 
recommended, these negotiations were to be narrowly tailored to allow the offerors an opportunity to 
reduce their prices and negotiate other minor, outstanding contract terms and conditions. On April 15, I 
concurred with this recommendation, and determined that it would be in the Agency’s best interests to 
make initial, conditional selections of Blue Origin, Dynetics, and SpaceX to enable the Contracting Officer to 
engage in post-selection negotiations with these offerors.  
 
On April 15, the Contracting Officer opened post-selection negotiations. In response, NASA received timely 
second revised proposals from all three firms by the due date of April 19. Thereafter, on April 24, the SEP, 
led by the SEP Chairperson and the sub-panel leads, presented its full and final consensus evaluation 
results for each of the three remaining offerors to me and other senior NASA officials (SEP Briefing). This 
briefing provided an opportunity for the SEP to fully explain its final assessment of each of the proposals, 
and for me and other senior NASA leaders to ask questions and receive answers directly from the Agency 
experts that comprised the SEP.   
 


Proposal Evaluation Methodology Overview 
NASA conducted this procurement as a firm fixed price Broad Agency Announcement (BAA) in accordance 
with Federal Acquisition Regulation (FAR) 6.102(d)(2) and 35.016. BAAs are not negotiated procurements 
conducted on the basis of competitive proposals. As such, NASA did not conduct a comparative analysis 
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Within Technical Area of Focus 2, Development, Schedule, and Risk, the SEP evaluated Blue Origin’s 
proposal as having one significant strength regarding Blue Origin’s teaming arrangement that I find to be 
particularly notable. Specifically, Blue Origin has proposed two primary partners (Lockheed Martin and 
Northrop Grumman) that have extensive, demonstrated experience in spaceflight system design, 
development, and test and operations, and that will each be responsible, along with Blue Origin, for the 
parallel development of an element in the proposed Integrated Lander Vehicle. In addition, Blue Origin 
proposes to have Draper Laboratory provide crosscutting support in guidance, navigation, and control 
(GN&C). This teaming approach, which strategically draws upon the unique capabilities of each team 
member, as well as relies upon heritage hardware and systems, provides confidence that the team can 
complete the design, development, test, and evaluation of an HLS that meets NASA’s requirements for the 
2024 demonstration mission. 
 
However, within Technical Area of Focus 2, the SEP also evaluated Blue Origin’s proposal as having one 
significant weakness that I find to be noteworthy; specifically, Blue Origin’s power and propulsion system 
has numerous attributes that introduce appreciable risk into its proposal. This system is comprised of 
multiple relatively low technology readiness level (TRL) systems that will be challenging to manufacture, 
integrate, and test. This proposed propulsion and power system architecture introduces significant risk to 
the program. Technically, the design appears to be sound, but this design can only come to fruition as a 
result of a very significant amount of development work that must proceed precisely according to Blue 
Origin’s plan, including occurring on what appears to be an aggressive timeline. Blue Origin’s Descent 
Element (DE) propulsion system includes novel approaches for achieving overall performance gains, but 
this comes at the expense of higher complexity with minimal historical experience and no flight history. 
The low TRL and complexity of its power system components and subsystems also decreases the potential 
for successful contract execution. Yet, while I agree with the SEP’s evaluation on this aspect of Blue Origin’s 
proposal, including the fact that it introduces significant risk, I note that Blue Origin overall has proposed a 
well thought-out design for its propulsion system. They have also conducted significant system modeling 
that increases the credibility of this approach. Thus, while this is overall a significant weakness of Blue 
Origin’s proposal, Blue Origin’s proposal in this area contains mitigating aspects, and this significant 
weakness otherwise does not outweigh the many notable positive technical attributes within Blue Origin’s 
proposal.  
 
Within Technical Area of Focus 5, Launch and Mission Operations, the SEP evaluated Blue Origin’s 
proposal as having one significant strength regarding Blue Origin’s approach to the training and 
certification of launch and mission operations personnel that I find to be particularly notable. Specifically, 
Blue Origin proposed a comprehensive, detailed plan for training and certification of launch and mission 
operations personnel that significantly exceeds NASA’s requirements. Blue Origin’s proposed approach of 
evolving from the use of low, to medium, and then high-fidelity simulators should provide a highly 
effective approach to training ground and flight crews for the first mission. Additionally, Blue Origin’s 
exceptionally thorough Operations Integration Plan contains numerous instances of early collaborative 
and integrated full-team training that will provide highly effective paths to certification of critical 
personnel. Overall, this thoughtful and extensive proposed approach to its HLS training program will 
appreciably decrease mission risk.  
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Within Technical Area of Focus 7, Approach to Early System Demonstration, the SEP evaluated Blue 
Origin’s proposal as having one significant strength, an early flight demonstration of its DE in 2023, that I 
find to be particularly notable. Blue Origin proposes this early flight demonstration at the same landing site 
selected for the 2024 crewed demonstration mission, and will test critical technologies and systems such 
as propulsion; entry descent and landing sensors, algorithms, and concept-of-operations; advanced 
avionics and automation; passive and active thermal control; and mission operations processes and 
procedures. By demonstrating these and other key attributes of its DE prior to the crewed demonstration, 
this testing strategy will significantly reduce schedule and technical risk.  
 


Price Assessment 
Using the methodology provided within the solicitation and the techniques specified at FAR 15.404-
1(b)(2)(i), 15.404-1(b)(2)(v), and 15.404-1(b)(2)(iii), the SEP calculated a Total Evaluated Price for Blue 
Origin and evaluated that it is reasonable and balanced. I concur with these conclusions. In addition, I find 
it notable that through price negotiations, and in accordance with NASA’s stated negotiation position, Blue 
Origin’s final proposal contained a price reduction in excess of $300M for the base period of performance 
without any corresponding change to its technical or management approach.     
 


Notable Management Findings 
Within the Management factor, the SEP evaluated two significant strengths within Blue Origin’s proposal 
that I find to be noteworthy. First, the SEP evaluated a significant strength that I find to be notable within 
the Management Area of Focus 4, Commercial Approach. Here, Blue Origin proposes a strong commercial 
approach that “aims to use HLS capabilities and technologies to accelerate the development of a cislunar 
economy by making cargo and crew missions more affordable, available, and efficient.” Blue Origin’s 
target eventual customer base includes U.S. Government customers, collaborating international space 
agencies, and industrial customers from around the world. Blue Origin has also already started engaging 
with lunar cargo customers, and the integrated lander team partners propose to leverage their respective 
HLS investments to offer a variety of other services to the commercial marketplace. This aspect of Blue 
Origin’s proposal thoroughly describes how Blue Origin will leverage its HLS efforts to enable future 
commercial uses of HLS capabilities and technologies while maintaining compatibility with NASA’s 
objectives and facilitating sustainable and cost-effective recurring lunar transportation services for NASA 
and other stakeholders. 
 
Second, the SEP evaluated a significant strength within the Management Area of Focus 5, Past 
Performance, that I find to be meaningful. Specifically, the SEP assessed that Blue Origin’s proposal reflects 
a team with a successful record of relevant past performance across numerous efforts that have direct 
implications for their performance of this effort, and greatly increases NASA’s confidence in their ability to 
successfully conduct the HLS demonstration mission. These team members are leveraging the successful 
development of previous spaceflight systems in developing the HLS systems. This relevant, positive past 
performance across numerous efforts greatly enhances Blue Origin’s potential for successful contract 
performance. 
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Within Technical Area of Focus 2, Development, Schedule, and Risk, the SEP evaluated Dynetics’ proposal 
as having one strength regarding Dynetics’ approach to its Descent/Ascent Element development. Here, 
Dynetics has proposed a highly innovative integrated horizontal drop tank Descent/Ascent Element 
architecture requiring only two primary development efforts: one for complex crewed spacecraft, and one 
for a moderately complex fuel element. By offering a unique alternative to the traditional three-element 
design for an HLS, Dynetics’ two-element design minimizes mission risk and is directly responsive to the 
solicitation’s call for “innovative solutions from the contractor(s).” This architecture reduces the number of 
highly complex element developments to one, and thus inherently minimizes the number of required 
interfaces and verification steps. Overall, this design choice by Dynetics will meaningfully reduce the 
amount of time needed for design, development, test, and evaluation of its HLS. 
 
However, within Technical Area of Focus 2, the SEP also evaluated Dynetics’ proposal as having one 
significant weakness that I find to be noteworthy, which is that Dynetics’ power and propulsion system 
introduces appreciable risk of unsuccessful contract performance from both a technical and development 
schedule standpoint. This system is complex and relies upon technologies that are at relatively low 
maturity levels or that have yet to be developed for Dynetics’ proposed application, but would need to be 
developed at an unprecedented pace. Many of its individual subsystems will have to be developed at a 
speed that does not align with historical experience for the development of analogous systems that 
perform similar functions. Yet, while I agree with the SEP’s evaluation on this aspect of Dynetics’ proposal, 
including the fact that it introduces significant risk, I note that the SEP also evaluated a related 
countervailing strength within Dynetics’ proposal, which is that Dynetics’ proposed propulsion system 
technical design concept thoroughly addresses NASA’s stated requirements for propellant considerations, 
including storability, safety, maintainability, and future adaptation to an in-space refueling capability. This 
is a key capability required for its propulsion system. The proposed innovative propellant storage solution, 
if successfully developed and implemented, will result in a more mass-efficient system, which will in turn 
increase overall performance margin for Dynetics’ HLS capability. Thus, while I agree that Dynetics’ power 
and propulsion system overall presents substantial technical and schedule risk, it is also the case that its 
approach is exactly the kind of innovative solution that NASA sought through the HLS solicitation, and thus 
presents a measure of counterbalance against the risks inherent to Dynetics’ propulsion system overall.  
 
Within Technical Area of Focus 4, Insight, I find the SEP’s evaluated strength for Dynetics’ proposed 
approach to insight to be noteworthy. Dynetics proposed a robust, comprehensive plan for NASA insight 
that emphasizes transparency into all aspects of their development effort throughout the lifecycle of the 
HLS program. This approach exceeds the solicitation’s requirements by enabling NASA participation at 
every step and level of the overall effort. For example, Dynetics proposes to allow NASA to have full access 
to its SharePoint systems, and will invite NASA to participate in all integrated product teams, Technical 
Interchange Meetings, and bi-monthly Program Management Reviews. These measures will facilitate 
open communication of status updates and will enable early identification of problems as they arise. Thus, 
Dynetics’ approach to facilitating NASA insight will be advantageous to NASA during contract 
performance. 
 
Within Technical Area of Focus 6, Sustainability, the SEP evaluated a significant strength that I find to be 
notable. Here, Dynetics has taken a “design for long term sustainability” approach to their HLS concept 
that will contribute significantly to long-term affordability. Sustainable capabilities are maximized in 







10 


Dynetics’ baseline system, which will significantly ease the transition from initial phase operations to 
sustainable phase operations; the minimal redesign, requalification, and testing inherent to this approach 
will enable a faster and less expensive evolution to sustainability. This system design meets or drastically 
exceeds all the sustainable requirements of the HLS Program as established in the solicitation. For 
example, reusability and expanded propellant capacity are enabled by relatively inexpensive components 
with little or no design modifications. As another example, Dynetics has designed a flexible landing 
platform that is easily adapted into a large cargo delivery system, which presents a means to deliver both 
crew and cargo without having to procure a second cargo-specific landing system. These and other 
thoughtful sustainable design features offer excellent value to NASA for missions beyond 2024 while 
simultaneously meeting the solicitation’s condition of not adding additional risk or other detriments to the 
2024 mission.  
 


Price Assessment 
Using the methodology provided within the solicitation and the techniques specified at FAR 15.404-
1(b)(2)(i), 15.404-1(b)(2)(v), and 15.404-1(b)(2)(iii), the SEP calculated a Total Evaluated Price for Dynetics 
and evaluated that it is reasonable and balanced. I concur with these conclusions. 
 
Notable Management Findings 
Within the Management adjectival factor, the SEP evaluated two significant strengths and one strength 
within Dynetics’ proposal that I find to be noteworthy. First, within the Management Area of Focus 4, 
Commercial Approach, the SEP evaluated a strength within Dynetics’ proposal as a result of its commercial 
approach that includes substantial engagement with potential international and commercial partners. 
Dynetics has begun discussions regarding its ability to transport payloads to the lunar surface utilizing the 
capabilities of its HLS system, including discussions with international partners. Overall, payload 
transportation is a particularly thoughtful aspect of Dynetics’ proposal, in that Dynetics has teamed with 
two NASA Commercial Launch Payload Services contractors, in part, to ensure that the small commercial 
payload market is not adversely affected through HLS and similar efforts that present large payload 
capacities. Dynetics’ proposal recognizes that an overall strategy involving a full spectrum of payload 
delivery options and markets will help ensure “sustainable and cost-effective recurring lunar 
transportation services.” Dynetics’ proposal also discusses how its plan for increased lunar access enables 
development of techniques for propellant utilization from the lunar surface, which will in turn lead to 
substantially reduced transportation costs, enabling a more robust set of commercial activities around and 
on the Moon. Dynetics’ approach in extending the capabilities of future missions and in commercializing 
capabilities and technologies developed under this effort will be advantageous for NASA both during and 
after contract performance. 
 
Second, the SEP evaluated a significant strength within Management Area of Focus 6, Small Business 
Subcontracting Plan, that I find to be notable. Dynetics’ approach to utilizing small businesses, as 
documented in their Small Business Subcontracting Plan, appreciably exceeds the solicitation 
requirements in a way that will be advantageous to the Government during contract performance and 
beyond. Dynetics’ proposed subcontracting percentages exceed the solicitation’s stated goals in all but 
one category (HBCU/MSI), for which Dynetics nonetheless proposes to meet the stated goal. In addition, 
Dynetics proposes a time-phased approach for meeting goals over the life of the contract, ensuring 
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utilization of small business concerns throughout all phases of performance. In support of these proposal 
attributes, Dynetics provides strong and logical rationale substantiating their proposed goals and time-
phased approach. The proposal thus clearly describes a very strong managerial commitment to utilizing 
small businesses, and most notably, in high technology areas. This commitment to using small business 
concerns will meaningfully contribute to the continued development of the small business technology 
base, and has the potential to reduce risk due to increased access to diverse technical solutions and 
capabilities within the small business community. Dynetics’ successful implementation and adherence to 
its small business subcontracting plan will be advantageous to NASA during contract performance and 
thereafter.  
 
Finally, the SEP evaluated a second significant strength within the Management factor that I find to be of 
note; specifically, within the Management Area of Focus 7, Data Rights, Dynetics’ proposal demonstrates a 
comprehensive approach to data rights that in many cases, exceeds the Government’s requirements in a 
way that will be advantageous to NASA on this contract and other human exploration programs in the 
future. As an initial observation, Dynetics’ Assertion Notice is notably thorough. They have provided 
dozens of detailed assertions made at the lowest practicable and segregable level as required by the 
solicitation. This clarity allows both parties to understand their respective intellectual property rights at 
time of contract award, preventing time-consuming and often costly intellectual property negotiations and 
disputes that often occur during contract performance. In addition, Dynetics has worked with twelve of its 
major subcontractors and teammates to ascertain their proposed rights in data for their contributions to 
the HLS effort. As was true of the thoughtfulness of the prime contractor’s assertions, this level of 
coordination and detail pre-award will enable the parties to have fewer data rights issues post-award. In 
addition to being exceptionally thorough and otherwise fully compliant with the solicitation’s Assertion 
Notice requirements, Dynetics’ approach to data rights is exceptional in that it proposes to provide a 
Government Purpose Rights (GPR) license for data and software that is critical to NASA in a manner that 
exceeds the license rights required by the solicitation. Obtaining a GPR license in data that could be 
leveraged in future human exploration-related NASA procurements is of particular importance to NASA 
for this procurement, and Dynetics’ has proposed to develop much of this data at private expense but 
nonetheless deliver it to NASA with a GPR license. This data includes GN&C algorithms and software; lunar 
lander simulation and simulation framework data; and navigation sensor models. Dynetics’ data rights 
proposal thus appreciably exceeds specified requirements in a way that will be advantageous to NASA 
during contract performance and thereafter. 
 


Evaluation Summary 
Based on the totality of Dynetics’ evaluation results, particularly the foregoing notable findings, its Very 
Good Technical rating, its Very Good Management rating, and its reasonable and balanced Total Evaluated 
Price, I find that Dynetics has submitted a meritorious HLS proposal that warrants serious consideration for 
the award of an HLS contract. 
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concerns SpaceX’s proposed reaction control system (RCS), which is very complex when compared to 
flight-proven systems and will require considerable development time. Additionally, there is significant risk 
associated with successful development of the integrated propulsion system given the proposed approach 
for integrating and testing the individual elements of the system. While I note that SpaceX has proposed a 
robust and aggressive plan for early systems demonstrations, which lends credibility to its proposed 
execution, this plan does not adequately address the risk of potential delay in development, as well as 
concomitant delay to SpaceX’s demonstration mission. Second, SpaceX was evaluated by the SEP as 
having a significant weakness for its proposed overall architecture and concept of operations. Similar to 
the risks presented by SpaceX’s propulsion system, this aspect of SpaceX’s proposal presents other 
development schedule challenges (principally, those associated with its Starship variants and Super Heavy 
Booster), and requires numerous, highly complex launch, rendezvous, and fueling operations which all 
must succeed in quick succession in order to successfully execute on its approach. These development and 
operational risks, in the aggregate, threaten the schedule viability of a successful 2024 demonstration 
mission.  
 
Within Technical Area of Focus 6, Sustainability, the SEP evaluated SpaceX’s proposal as having one 
significant strength regarding SpaceX’s design for a sustainable capability with augmented attributes that I 
find to be particularly notable. Particularly, this proposed design to be immediately developed in support 
of its first demonstration mission meets or exceeds all of NASA’s requirements for sustainability with 
reusable elements and robust capabilities that will help realize the Agency’s long-term goals for a 
sustainable and cost-effective lunar surface transportation system. These capabilities include numerous, 
extended duration EVAs, increase cargo capacity, the leveraging of refueling, and a design that supports 
any solar angle or thermal environment encountered on the lunar surface. By immediately incorporating 
these capabilities into its proposed design, SpaceX’s proposal provides substantial mission design flexibility 
and dramatically reduces the time and cost associated with transitioning into sustainable phase mission 
operations. These and other thoughtful sustainable design features offer excellent value to NASA for 
missions beyond 2024 while simultaneously meeting the solicitation’s condition of not adding additional 
risk or other detriments to the 2024 mission. 
 
Within Technical Area of Focus 7, Approach to Early Systems Demonstration, the SEP evaluated SpaceX’s 
proposal as having one significant strength for its robust and aggressive early systems demonstration plan 
that I find to be particularly notable. SpaceX’s approach to rapid HLS development heavily prioritizes early 
and numerous ground and flight system demonstrations to reduce schedule and technical risk. Because 
the base Starship design serves both HLS and SpaceX’s commercial launch purposes, SpaceX asserts that 
many of its HLS systems will be demonstrated many times on operational missions prior to the 2024 HLS 
mission. Examples of such demonstration activities include a low-Earth orbital flight of Starship with a 
demonstration of SpaceX’s Super Heavy launch vehicle, a re-flight of the Starship, a long-duration orbital 
flight, a beyond-LEO flight, and a lunar landing demonstration mission scheduled for 2022. This 
comprehensive demonstration plan will meaningfully facilitate the maturation of critical technologies and 
demonstrably reduces schedule and technical risk, thereby greatly enhancing the potential for successful 
contract performance. 
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Price Assessment 
Using the methodology provided within the solicitation and the techniques specified at FAR 15.404-
1(b)(2)(i), 15.404-1(b)(2)(v), and 15.404-1(b)(2)(iii), the SEP calculated a Total Evaluated Price for SpaceX 
and evaluated that it is reasonable and balanced. I concur with these conclusions. 
 


Notable Management Findings 
Under the Management factor, within Management Area of Focus 4, Commercial Approach, the SEP 
evaluated SpaceX’s proposal as having a significant strength for its approach to commercialization that I 
find to be notable. In particular, SpaceX’s proposed commercialization efforts, including its substantial 
corporate contribution to fund significant aspects of this development effort, will contribute to fostering a 
cislunar economy and result in more cost-effective, recurring lunar transportation services for NASA and 
other customers. SpaceX plans to provide cargo and crewed mission services for a broad spectrum of 
commercial customers, enabling routine access to numerous locations beyond low-Earth orbit. Finally, 
SpaceX’s proposed future ability to deliver large payloads to the lunar surface will be a key contributor to 
realizing NASA’s goal of a sustained human presence on the lunar surface. This aspect of SpaceX’s proposal 
thoroughly describes how SpaceX will leverage its HLS efforts to enable future commercial uses of HLS 
capabilities and technologies while maintaining compatibility with NASA’s objectives and facilitating 
sustainable and cost-effective recurring lunar transportation services for NASA and other stakeholders.  
 
Within Management Area of Focus 5, Past Performance, the SEP evaluated SpaceX’s proposal as having a 
strength that I find particularly notable. Specifically, SpaceX’s past performance on its Commercial 
Resupply Service contracts evidence a positive performance trend with demonstrated successful 
experience in the areas of rendezvous and proximity operations, fault management, berthing, and mission 
operations. This relevant past performance is likely to have a positive impact on SpaceX’s successful 
performance of the HLS effort. 
 
However, notwithstanding SpaceX’s record of successful past performance and valuable relevant 
experience concerning the development of complex spaceflight hardware, the SEP also evaluated 
SpaceX’s proposal as having a significant weakness in the area of Past Performance that I find notable. 
Specifically, SpaceX’s record of performance on two relevant contracts—its Commercial Crew contract for 
the development of its human-rated Crew Dragon vehicle and its Air Force Orbital/Sub-Orbital Program 3 
(OSP-3) contract for the development of the Falcon Heavy launch vehicle—both exhibited considerable 
schedule delays. These delays decreased the SEP’s confidence in SpaceX’s ability to successfully execute on 
its proposed HLS development schedule. While I concur with the SEP’s conclusions with respect to this 
issue, I find that SpaceX’s extensive relevant experience, combined with the lessons learned from these 
efforts, somewhat mitigate the risk associated with the potential for schedule delays.   
 


Evaluation Summary 
Based on the totality of SpaceX’s evaluation results, particularly the foregoing notable findings, its 
Acceptable Technical rating, its Acceptable Management rating, and its reasonable and balanced Total 
Evaluated Price, I find that SpaceX has submitted a meritorious HLS proposal that warrants serious 
consideration for the award of an HLS contract. 
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Selection Determination 
Blue Origin, Dynetics, and SpaceX have each submitted HLS proposals that are uniquely meritorious and 
worthy of serious consideration for award of an HLS contract. I do not undertake a direct comparative 
analysis of or tradeoff amongst these proposals. However, these proposals, evaluated relatively similarly, 
allow me to consider programmatic relevance, balance, and the availability of funds in making my award 
decisions. Programmatic relevance encompasses a proposal’s potential contribution to the Agency’s 
scientific, technical, and human exploration programmatic objectives. I may therefore assess these 
attributes within each proposal in relation to the Agency’s available funds; in other words, my analysis and 
selection may reflect the value each proposal presents to the Agency.  
 
On this issue, it is my assessment that each of the three proposals respectively presents an excellent value 
to the Agency. As described above, each proposal presents unique and significant potential contributions 
to the Agency’s scientific, technical, and human exploration programmatic objectives, including but not 
limited to those of the HLS Program. Each offeror has proposed an HLS design and approach that, in 
addition to presenting achievable strategies for conducting 2024 crewed lunar demonstration missions, 
will also undoubtedly result in a multitude of scientific, technical, and exploration advancements, including 
significant advancements that are as-yet unforeseen. NASA, its international partners, and the commercial 
spaceflight industry stand to realize considerable benefits if these three offerors are awarded HLS 
contracts.  
 
In addition, in considering each proposal’s value in relation to the Agency’s available funds, I note that the 
Agency has a sufficient budget to fund base period awards for all three offerors. Blue Origin has the 
highest Total Evaluated Price among the three offerors, at approximately the 35th percentile in 
comparison to the Independent Government Cost Estimate. Dynetics’ and SpaceX’s prices each 
respectively fall beneath the 10th percentile. These are meaningful price differences. However, my 
selection must take into account NASA’s acquisition strategy of making a sufficient number of HLS base 
period contract awards such that the Agency is able to realize the benefits of competition when making 
down-selections for the award of future contract options, including preserving competition when selecting 
the offeror(s) that will perform 2024 demonstration missions. It is my assessment that award to all three 
offerors is the most effective means of achieving this acquisition strategy. 
 
In summary, all three offerors proposed audacious and innovative HLS designs and capabilities, each with 
unique technical merit. Many of the technologies upon which these capabilities rely have yet to be 
developed, tested, or demonstrated; the challenge that lies ahead is formidable. Yet while I acknowledge 
the risk that necessarily accompanies such intrepidity, it is undeniable that these three proposals present 
tremendous value and potential for NASA and other public and private stakeholders, both in respect to 
achieving a sustained human presence on the lunar surface and also in dramatically reducing future costs, 
risks, and timelines of deep space exploration missions and commercial activities. Therefore, I am 
awarding base period HLS contracts to Blue Origin, Dynetics, and SpaceX. Through these three awards, 
NASA will realize the benefits of competition when making down-selections for the award of HLS contract 
options. Maintaining this competitive environment through the 2024 demonstrations and beyond will 
create performance and pricing incentives for the HLS contractors that will maximize the probability of 
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NASA achieving its primary HLS objective—landing the first woman, and next man, on the lunar surface by 
2024.   
 


These HLS contract awards to Blue Origin, Dynetics, and SpaceX are a critical step in our return to the 
Moon. The Moon is uniquely suited to prepare us, and propel us, to Mars and beyond. The next chapter in 
human spaceflight exploration is upon us. With these awards, we go to the Moon, and we go to stay.  
 
 
 
 


 
 
________________________________ 
Stephen Jurczyk 
Human Landing System SSA 
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		I concurred with the Contracting Officer’s Determination that the proposals submitted by the following Offerors were not the most highly rated in accordance with the evaluation criteria and were excluded from the competitive range:

		 AEXA Aerospace

		 Assisted Development

		 Black Ink Creative Partners
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		 Grant Thornton Public Sector LLC

		 Submittable Holdings, Inc.

		 V3Main Technologies Inc.
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		 Carahsoft Technology Corp.

		 The Common Pool LLC
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		 Maven Research Inc.
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		 SciArt Exchange
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		 Tech7 Consulting LLC

		 Vanguard Solutions LLC
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		I noted that the NOIS2 RFP mandates that the solicitation remain open during the life of the contract and anticipates that the Agency may make additional awards at any time through an “on-ramp” process.  The on-ramp process allows NASA, at its discret...
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Innovation Technique 1— 
Oral Presentation 


 
: To bring in the actual technical staff to see and hear their proposed solutions! 


 You can’t guarantee who writes the content of a written proposal, but you can specify that you want key 
personnel or company executives to present an oral presentation! 


 Gives us greater confidence the company knows the technical requirement.  


 FAR 15.102(c): “Information pertaining to areas such as an offeror’s capability, past performance, 
work plans or approaches, staffing resources, transition plans, or sample tasks (or other types of 
tests) may be suitable for oral presentations.” 


 Outline the grounds rules in solicitation including logistics, attendance, and format. 


 May or may not be accompanied by slides — if so, decide which is evaluated: Oral Presentation or slides. 


 FAR 15.102(a): “Oral presentations provide an opportunity for dialogue among the parties.” See 
Dialogue in Oral Presentations in this workbook’s GAO Guide.  


 Questions to be asked may be: 


 announced long before the oral presentation (such as in the solicitation); 


 provided an hour or so before the oral presentation; or  


 spoken during an on‐going oral presentation. 


 Wherever possible, let oral presentations replace paper proposals! 
 


 RECOMMENDED 


 DO include on‐the‐spot questions (questions or 
exercises that offerors won’t see until the oral 
presentation begins). Isn’t interactive dialogue 
better than a one‐way presentation? 


 DO add a twist – interrupt their pitch with a 
particular scenario for them to address. 


 DO consensus evaluation immediately following 
each offeror’s oral presentation. 


 DO state that a firm may attend only one oral 
presentation, whether for itself as a prime 
offeror or as a subcontractor for another firm. 


 NOT RECOMMENDED 


 DON’T require the offeror to cover ALL aspects 
of the requirements document; rather, focus on 
the most important aspects and go into detail!  


 DON’T leave ambiguity in the solicitation 
concerning rules or format for the orals. 


 DON’T assume that you must videotape the 
presentation. We must have a record for the file, 
and FAR 15.102(e) lists several possibilities 
(including videotaping) for the record. See If 
Evaluators Misunderstand Something from an 
Oral Presentation in this workbook’s GAO 
Guide. 


 DON’T allow the offeror’s presenters to use 
electronics or phones for reach back.  


 


1. The PIL recommends letting the oral presentation stand as its own evaluation 
factor(s). Generally, the PIL does not recommend using oral presentations to update 
an already‐assigned rating based on a previous written submission. 


2. Oral presentations may be brief, or they may last all day. 


3. Oral presentations may occur at Government or offeror locations. 


4. FAR 15.102 provides guidelines for conducting oral presentations. 


5. A product or technical demonstration (see Innovation Technique 2) is a variant of an 
oral presentation. 


Your oral presentation approach has to fit your acquisition.  
Cut‐and‐paste as a start, but always adapt to fit! 
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Sample from NFIP PIVOT—   


Rules of Engagement for Oral Presentations: 
1.  The Government will not provide the Offeror a copy of its quote during oral presentations. 


2. The Government does not intend to ask questions about information contained in an Offeror’s 
submission for Phase I or the Offeror’s written submission for Phase II. The Government questions will be 
presented by the Contracting Officer after the Government caucuses; any other Government attendees 


are not expected to engage with Offerors directly. 
3.  The Offeror may not generally ask questions during the oral presentation. Any questions asked must be 


directed to the Contracting Officer, and should only deal with logistics and conduct of the oral 
presentation. 


4.  Oral presentations do not constitute discussions. The Government will not ask questions that will invite or 
allow the Offeror to change its offer. The Offeror shall not volunteer any information that might be 
construed as changing its offer. Oral presentations are distinct from the Government’s reserved right to 


conduct exchanges. 
5.  The Offeror will be provided with a standard question set. The Offeror is in control of its presentation and 


may choose not to present or respond to any question provided by the Government. 


6.  The Government will provide a white board, dry erase markers, a flip chart pad, blue tape, notepads, pens 
and pencils for use during oral presentations, including during the one hour caucus period. 


7.  The Offeror shall not bring any computers, tablets or smart phones into the oral presentation conference 


room, and shall not bring or distribute any written or electronic materials during the oral presentation. 
8.  The Offeror participants shall not reach back, by telephone, e‐mail or any other means, to any other 


personnel or persons for assistance during the oral presentation. 


9.  Offerors can expect the presentation will be conducted in a conference room with a table of sufficient 
size to accommodate the participants, including the Government attendees. 


 


Thoughts from Industry: “Anytime you have orals, it increases the price a little bit, because we have 
additional resources doing the slides, preparation and practice, etc. But, we would rather do orals. The 
written proposal not being 150 pages was a nice innovation as well, and gave us a chance to do really 
strong orals. Gave us opportunity to not be rated just on the quality of what you can put on paper but the 
quality of people you can put in front of it. We like that, that’s really good stuff.”  


 


Sample from JETS— 


I f   a  Mo rn i ng   P r e sen t a t i on—   I f   a n  A f t e r noon   P r e sen t a t i on—  


8AM  Government shares questions/problem 
statements; Government evaluators 
leave the room. Offering contractor 
attendees review the information and 
prepare for the second hour. 


1PM  Government shares questions/problem 
statements; Government evaluators 
leave the room. Offering contractor 
attendees review the information and 
prepare for the second hour. 


9AM  The offering contractor shares its 
answers and problem resolutions with 
the Government evaluators. 


2PM  The offering contractor shares its 
answers and problem resolutions with 
the Government evaluators. 


10AM  Government caucuses to identify any 
clarifications it may require to 
understand the presentations. Then, 
Government may ask clarification 
questions of the offering contractor. 


3PM  Government caucuses to identify any 
clarifications it may require to 
understand the presentations. Then, 
Government may ask clarification 
questions of the offering contractor. 


11AM  Oral Presentation concludes.  4PM  Oral Presentation concludes. 
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Innovation Technique 10— 
Group Oral Debriefings 


Can we do oral debriefings when we have a large number of offerors? 
Benefits of Debriefings Generally— 
 Shared understanding of award decisions and process.


 Mutual appreciation of value of relationships, which
incentivizes our industry partners to continue to want to
do business with us, whether successful or unsuccessful.


 Creates better comfort for the offerors and appears less
defensive and more respectful.


 Focus on shared lessons learned.


 May reduce risk of protest.


Thoughts from Industry: 


“It really does save time to put together a two‐way dialogue, sufficient, detailed debriefing because it 
results in less protests. 


The more that you do have time for detailed dialogue, where it is two ways, and it’s not just ‘Here’s what 
you did wrong’ it’s also ‘Here’s what you did right’ and the question ‘What did we do right?’ and ‘What did 
we do wrong?’ enabled, ultimately down the line, for the next procurement to come out to have even better 
results. 


I will say for the record today, I want to applaud the team that did this procurement, because from [this 
offeror’s] perspective, it was the best debriefing and procurement experience that we had in our entire 
executive team’s career. We all walked away and we were like ‘Wow! Did that just happen? Did we really 
have open and honest dialogue? That was so fantastic!’ Rather than walking away saying ‘What just 
happened?’ in a negative sort of way.” 


Recommendations for a group oral post-award debriefing— 
1. Give each offeror a post‐award debriefing by letter (or e‐mail) that satisfies FAR 15.506(d)(1) through (5).


In that letter, invite the offeror to participate in a group call with all unsuccessful offerors to satisfy
FAR 15.506(d)(6):  “Reasonable responses to relevant questions about whether source selection procedures
contained in the solicitation, applicable regulations, and other applicable authorities were followed.”  Say
that the offeror’s participation is voluntary, and that the phone call will conclude the debriefing. Send the
debriefing letter and do the group oral debriefing as quickly as possible after award notices are sent.


2. For a two‐phase down‐select, maybe it is one call for the unsuccessful offerors in Phase 1 and another call,
on the same day, for unsuccessful offerors in Phase 2. Remember, you should only accept and answer
questions about procedures, regulations, and authorities. Answer the question or not, as you choose,
while you are on the call – do not promise to deliver an answer later.


3. Don’t try to take the roll – it’s a phone call. You don’t need a list of participants. However, whenever
anyone asks a question, you should ask that caller to identify him‐ or herself. Don’t record the call.


This approach was first used in DHS, in a PIL acquisition – then, OMB’s Myth‐Busting 3 memo highlighted it 
for the entire federal acquisition community! 
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 Innovation Technique 2 — 
Product or Technical Demonstration 


 
Purpose: To see, feel, and test out our products/systems before we buy them.


 
If your requirement is to buy a new car, would you rather read a hundred page report or take the car for a 
test drive? In some cases you may do both; however, the test drive is vitally important in the purchase 
decision.  


 


1. Often called a product or capability demonstration, these 
reveal companies’ true capabilities! 


2. These demos can streamline the selection process, lower bid 
and proposal costs, etc. 


3. Can be a stand‐alone factor or an element of the oral 
presentation. 


4. If the product requires testing or inspection, you can do so 
independently as a separate factor. 


a. If so, include a ‘test plan’ in the solicitation so industry knows 
what is being tested. 


5. Ensure end‐users are included in the evaluation, their 
feedback is crucial. 


6. Highly recommend pairing with confidence level ratings. 
 


Thoughts from Industry: “We have never seen the testing (as part of the evaluation criteria), most 
interesting and effective innovation. Not to mention while being in the live setting with the full end‐users 
from the agency’s field office. We felt confident in the room!” 


 


Sample from Density Meter— 


After the offeror’s oral presentation and capability demonstration, but starting no later than the next business 
day, the Government will conduct a Performance Evaluation of the offered Density Meter device at CBP’s test 
facility, covering the Inspection requirement in Section 3.2.1 of the SOW (see evaluation Factor 1‐‐Technical 
Performance and Approach below). For this phase, vendors must bring an operational device of the exact type 
or types proposed for evaluation and provide the shipping return address for the device. The device will be 
shipped to the specified address at the end of the performance evaluation. The evaluation will consist of one 
hundred fifty (150) scans to evaluate the offered device’s performance on several factors.  


The Government will conduct three trials of the offered device: one at the threshold inspection level, one at 
the threshold penetration level with a faster inspection rate, and one at a higher, objective level. The results of 
the trials will be considered in evaluation Factor 1—Technical Performance and Approach. The Performance 
Evaluation does not replace or otherwise remove the requirement for the device to pass Acceptance Testing 
following contract award in accordance with the processes and procedures outlined in Section 3.6 of the SOW.  


Although government personnel will conduct the evaluation tasks, vendors shall ensure that one of their 
presenters can instruct the government test personnel on the operation of their offered device along with 
providing the operator’s manual.  


The Performance Evaluation test plan is attached to this solicitation. 


 


Question: How about a product test during market research? 
   








Innovation Technique 3 — 
Confidence Ratings 


Purple  Exceptional 
Greatly exceeds all minimum requirements of the criteria; has a high probability of 
success; contains no weaknesses or deficiencies. 


Blue  Good 
Exceeds all the minimum requirements of the criteria; has an average probability of 
success; contains no significant weaknesses; only minor, correctable weaknesses exist. 


Green  Acceptable 
Meets all the minimum requirements of the criteria; has a probability of success; 
contains no significant weaknesses; any weaknesses can be readily corrected. 


Yellow  Marginal 
Fails to meet one or more of the minimum requirements of the criteria; has a 
probability of success; major weaknesses and or significant deficiencies exist. 


Red  Unacceptable 
Fails to meet any of the minimum requirements of the criteria; proposal needs major 
revisions; very low probability of success. 


High 
Confidence 


The Government has high confidence that the Offeror understands the 
requirement, proposes a sound approach, and will be successful in performing 
the contract with little or no Government intervention. 


Some 
Confidence 


The Government has some confidence that the Offeror understands the 
requirement, proposes a sound approach, and will be successful in performing 
the contract with some Government intervention. 


Low 
Confidence 


The Government has low confidence that the Offeror understands the 
requirement, proposes a sound approach, or will be successful in performing the 
contract even with Government intervention. 


WHY CONFIDENCE RATINGS? 


1. Confidence ratings may be used in acquisitions under FAR Subpart 8.4 (orders/BPAs under schedules), Part
13 (Simplified Acquisitions), Subpart 15.3 (source selections), and § 16.505 (orders under multiple‐award
IDIQ contracts). Only source selections under Subpart 15.3 require documentation of relative strengths,
deficiencies, significant weaknesses, and risks; other acquisitions may use different approaches.


2. Adjectival ratings that limit evaluators to a certain rating based on having a certain number of strengths or
weaknesses are not flexible, and overly restrict the evaluators’ ability to assign
appropriate ratings. They also cause far too much controversy and re‐work in our 
internal review processes.


3. Confidence ratings provide evaluators the ability to look more holistically at the
strong points and weak points of an offer. Confidence ratings, supported by rationale,
are often more helpful to a selecting official.


Sample from FOSS Source Selection Plan— Excerpt from FOSS Solicitation—
“The Government will assess its level of confidence 
that the offering contractor will successfully perform 
all requirements in regards to the technical approach, 
management approach, and key personnel 
qualifications.” 


“The evaluation factors will measure the 
Government’s confidence that the offeror understands 
the requirement, proposes a sound approach, and will 
be successful in performing the contract.” 


Section: L.4.2.1.3: 
“Offerors shall provide sufficient information for the 
Government to determine its level of confidence in the 
ability of the Offeror to perform the requirements of 
the RFP based on an assessment of relevant 
experience from the contractor.” 


Section M.2.2.1: 
“The Government will assess its level of confidence 
that the contractor will successfully perform the 
requirements based on their experience…” 


Easier!
Faster! 
Smarter! 
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Innovation Technique 4 — 
Down-Select 


 


To narrow down the number of responses to review in each phase of a procurement, to only a few 
at the final phase. 


 Reduces costs and burden to industry. 


 Reduces amount of documentation for the Government to review. 


 Removes non‐viable companies for a cleaner trade‐off decision at the final phase. 


 Reduces number of debriefings/protests. 


 For a single award, you probably only need 2‐3 vendors at the final phase for robust competition. 


 Price probably won’t be needed until the last Phase – this saves considerable costs for industry and time 
for the Government evaluators.  


 Down‐Select decisions are not competitive range determinations – don’t confuse these terms.  


Two types of Down-Select: Advisory and Firm 
 


 


1. The factor(s) included in Phase 1 should be the 
most important ‐ this gives the advisory notice 
more teeth. 


2. The factor(s) in Phase 1 should be light to keep 
industry investment low, but important enough 
for them to tell their story: think prior 
experience or SHORT papers. 


3. Provide time between phases so offerors do not 
feel they must develop next‐phase proposals 
prior to receipt of down‐select notification. 


4. Vendors who choose not to proceed are then 
not entitled to a debriefing, unsuccessful notice, 
or protest.  


5. DHS currently has a 99% success rate! 


6. Pairs well with confidence ratings, on‐the‐spot 
consensus, and oral presentations. 


1. The factor weights are not as critical for 
mandatory. 


2. The Government makes the decision who is in 
and out at each Phase.  


3. Vendors who are eliminated may be entitled to 
a debriefing, unsuccessful notice, and protest, 
depending on the FAR subpart.  


4. The sample advisory notice on the next page 
can be adapted to reflect the mandatory down‐
select.  


5. Ideal for FAR 16.505 fair opportunity 
considerations under $10 Million. 


Note: The PIL generally recommends advisory rather 
than firm down‐selects — but sometimes firm might 
make sense (for example, see 5. above).
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Recommended Advisory Notice to Non‐Selected Offeror— 


Dear Acme Inc., 


Your offer has been evaluated for Phase 1. Based on the information presented, it is not among the most 
highly rated offers. You are unlikely to be a viable competitor for this acquisition, and we advise you not to 
participate in the next phase. The intent of this notice is to minimize proposal development costs for Offerors 
with little or no chance of receiving an award and assist you in your timely decision‐making. Even so, we 
appreciate your participation in Phase 1. 


This is an advisory notice, and you may participate in the next phase notwithstanding the advice in this notice. 
If you intend to do so, please notify the contracting officer as soon as possible but within three days of the 
date of this notice so that we may send you the instructions for that phase. 


/s/ Contracting Officer 


 


Sample from GMM—   


After the Government completes evaluation Criteria 
1, 2 and 3, Quoters will receive an advisory notifi‐
cation via e‐mail from the CO. This notification will 
advise the Quoter of the Government’s advisory 
recommendation to proceed or not to proceed with 
Phase II submission. Quoters who are rated most 
highly for criteria 1, 2 and 3 will be advised to pro‐
ceed to Phase II of the quote submission process. 
Quoters who were not among the most highly rated 
will be advised that they are unlikely to be viable 
competitors, along with the general basis for the 
Government’s advisory recommendation. The intent 
of this advice is to minimize development costs for 
those Quoters with little to no chance of receiving an 
award. Quoters should note that Phase I evaluation 
criteria are more important than Phase II evaluation 
criteria. 


The Government intends to provide no more than 5 
Quoters with an advisory notification to proceed. 
However, the Government’s advice will be a 
recommendation only, and those Quoters who are 
advised not to proceed may elect to continue their 
participation in the procurement.  


The Government does not intend to provide 
debriefings after the completion of the advisory 
notifications. Failure to participate in Phase I of the 
procurement precludes further consideration of a 
Quoter. Quoter submissions will not be accepted 
from Quoters who have not submitted Phase I quotes 
by the due date and time stated in this RFQ. For 
those Quoters that are rated most highly and advised 
to proceed to Phase II of the quote submission 
process, the Contracting Officer will include the Phase 
II submission instructions on the advisory notice. 


 


Sample from DCSS— 


M‐2 — TWO STEP PROCESS 
   (a) The Government intends to conduct the evaluation 
and selection process in two (2) Steps: 
      (1) Step 1 ‐ Advisory. Factor 1 will be evaluated in 
this step. Each Offeror will receive an Advisory 
Notification. The Advisory Notification will inform the 
Offeror of: 
         (i) the basis of the Government advisory notice; 
and 
         (ii) either that it will be invited to participate in 
Step 2 or, based on the information submitted, that it is 
unlikely to be a viable competitor with the basis for that 
opinion. The intent of this distinction is to minimize 
proposal development costs for those vendors with 
little or no chance of receiving an award. However, 
notwithstanding the advice provided by the 
Government in response to their Step 1 submissions, all 
respondents may participate in Step 2. 


Note: The Advisory Notification is the only notice the 
Government will provide from Step 1; debriefings will 
not occur at the end of Step 1. 


      (2) Step 2. Factors 2 and 3 will be evaluated in this 
step. The selection decision will be a trade‐off involving 
all three factors, Mission Suitability, Technical/ 
Management and Cost/price, according to FAR 
15.101‐1, Tradeoff Process. Risk assessment will be a 
part of the overall evaluation. 
•  Participation in Step 1 is a mandatory part of this 
acquisition. Failure to participate in Step 1 or the Oral 
Presentation within Step 1 will preclude further 
consideration of the Offeror’s proposal. Step 2 
submissions will not be accepted from any Offeror 
who has not completed Step 1.  


•  Results of Step 1 will be carried over to Step 2 for the 
overall evaluation of proposals. 
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Innovation Technique 5 — 
Comparative Evaluation 


 


 Ideal for task/delivery orders under FAR subpart 8.4 and § 16.505, but also for part 13 simplified 
acquisitions (incl. subpart 13.5 for commercial items up to $7 Million). Not recommended for use under 
FAR part 15. 


 Probably more suited to acquisitions with a few quotes and a few evaluation factors. 


 Provides ultimate subjectivity/flexibility in the evaluation and selection processes. 


 Keeps documentation to a minimum. 


 No ratings are assigned. 


 Recommended text for your solicitation:  


Comparative Evaluation. The Government may perform a comparative evaluation (comparing offers to each 
other) to select the contractor that is best suited and provides the best value, considering the evaluation 
factors in this solicitation. 


 


TECHNICAL EVALUATION REPORT 
(notional) 


1. Factor One— 
  a. Quote A’s noteworthy observations: 
    • _______________ 
    • _______________ 
  b. Quote B’s noteworthy observations: 
    • _______________ 
    • _______________ 
  c. Quote C’s noteworthy observations: 
    • _______________ 
    • _______________ 
  d. For Factor One, we consider Quote A to be most 


advantageous because ______________. 
 
2. Factor Two— 
  a. Quote A’s noteworthy observations: 
    • _______________ 
    • _______________ 
  b. Quote B’s noteworthy observations: 
    • _______________ 
    • _______________ 
  c. Quote C’s noteworthy observations: 
    • _______________ 
    • _______________ 
  d. For Factor Two, we consider Quote B to be most 


advantageous because ______________. 
 
3. Factor Three— 
  a. Quote A’s noteworthy observations: 
    • _______________ 
    • _______________ 
  b. Quote B’s noteworthy observations: 
    • _______________ 
    • _______________ 
  c. Quote C’s noteworthy observations: 
    • _______________ 
    • _______________ 
  d. For Factor Three, we consider Quote A to be most 


advantageous because ______________. 
 


TRADEOFF DECISION DOCUMENT 
(notional) 


I have reviewed the Technical Evaluation Report and I 
adopt the evaluation team’s findings as my own. The 
check marks in the table below show the quotes that 
are most advantageous for each factor, along with 
each quote’s price: 
 
  Quote  Quote  Quote 
  A  B  C 
Factor One       
Factor Two       
Factor Three       
Factor Four             $100  $95  $80      
   = most advantageous for that factor 


In my opinion, Quote A provides the best value. 
Quote A provides greater technical merit than either 
Quote B or Quote C, and Quote B provides greater 
technical merit than Quote C. The benefit of Quote 
A’s _____ for Factor One and of ___________ for 
Factor Three exceeds the benefit of Quote B’s _____ 
for Factor Two. The benefit of Quote A merits the 
higher cost over both Quote B and Quote C. 


<or> 


In my opinion, Quote B provides the best value...  


<or> 


In my opinion, Quote C provides the best value...  


 








 
 ON-THE-SPOT CONSENSUS EVALUATION REPORT TEMPLATE  
   
 Offeror: _______________________________________________  
   
 Evaluation Factor Adjectival Rating  
 Factor 1: ________________ L S H  
 Factor 2: ________________ L S H  
 Factor 3: ________________ L S H  
   
 Factor 1 Rationale  
 Raises Expectation of Success: Lowers Expectation of Success:  
 • •  
 • •  
 • •  
 Other Observations (if any)  
 •  
 •  
   
 Factor 2 Rationale  
 Raises Expectation of Success: Lowers Expectation of Success:  
 • •  
 • •  
 • •  
 Other Observations (if any)  
 •  
 •  
   
 Factor 3 Rationale  
 Raises Expectation of Success: Lowers Expectation of Success:  
 • •  
 • •  
 • •  
 Other Observations (if any)  
 •  
 •  
  


 
 
 
 
 


 
 


Date of Consensus: __________ 
Evaluators: 


_______       _______       _______ 
 


 


 Source Selection Information (when completed) – See FAR 2.101 and 3.104  
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Innovation Technique 8 — 
Streamlined Evaluation and Selection Documentation 


 


START WITH THE END IN MIND — WORK BACKWARDS! 
1. Let’s streamline the evaluation and selection documentation while providing a quality product. 


2. Before you release your solicitation, develop a shared understanding across the team – what matters, and 
how will those things be evaluated? Ensure your solicitation and evaluation plan provides the flexibility to 
evaluate what matters! Then, follow the plan. 


3. Focus on people collaboration over paper preparation. Follow the principle of “work together daily” – 
evaluation is a team‐based effort.  


4. Sometimes it’s also good to have acquisition reviewers (policy, level above) involved at critical decision 
points to avoid surprises downstream. 


5. Document decisions, not 
deliberations. Evaluate, 
arrive at consensus, and 
then document. 


6. Focus on the discriminators 
between offerors – 
document those 
discriminators.  


7. Use bullets to avoid 
complexity of long, narrative 
documentation. Note the 
discriminator (strong point 
or weak point) and perhaps 
state why that point matters 
to the Government.  


8. See Working Backwards in 
this workbook’s GAO Guide 
(Note: This will be a real 
change for many of us). 


Written Report? Instead of a 
detailed written evaluation report, consider having the evaluation team chair and contracting officer brief 
the selecting official in person, using visual displays (maybe PowerPoint slides, or maybe a white board such 
as in the photo above).


 


Recommended Text for an Evaluation Plan— 
•  The documentation for each proposal shall include the ratings and rationale for the ratings for each 


evaluation factor. Brief bullets are preferred over narrative essay paragraphs, with each bullet referencing a 
discrete, identifiable finding regarding the proposal and reasonably relating to the factor.  


•  The evaluation team’s documentation shall be assembled into an evaluation report and/or briefing, as the 
selecting official may request.  


Note: A written evaluation plan is not required for an order or BPA against a schedule contract 
(FAR subpart 8.4), an order against a multiple-award IDIQ contract (FAR § 16.505), or an 
acquisition using Simplified Acquisition Procedures (FAR part 13).


A possible approach. This was for a complex acquisition, with offerors across the top and 
evaluation factors down the side. Green sticky notes were positive aspects, yellow notes were 


“maybe” aspects, purple notes were problematic aspects, and red notes were failings.  
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SAMPLE 2 


Real consensus evaluation text for an offer with two technical factors. Note the use of brief bullet statements.  
The component, program title, offeror name, and sensitive information have been redacted. 
 


   
    –   Consensus Evaluation Worksheet    Offeror :        


  
Factor X  -   Experience   


  
      HIGH     
   CONFIDENCE  
  
Increases C onfidence— 
  Long history of successes related to corporate 


experience itemized in presentation —focused in 
Polygraph and managerial/instructor experience   


  Have an APA certified school training school and one 
of the leading polygraph experts in the field    
works for    


  NCCA inspects    and they haven’t had a 
single finding — this is very difficult to achieve  


  Have taught classes for same requirements that    
has under this RFP 


  Have 27 examiners actively conducting federal exams
for   ; they generally said that they have 44 
examiners working in support of federal contracts.   


  States - they are currently operat ing in 26 locations/13 
states- both    and     were dispersed exam 
models which meets   ’s nationwide RFP 
requirements. 


  Has no corporate history of exams not being accepted 
or paid for by the Government   


  Have implemented an extra process step of     
scheduler contacting applicants 48 hours in advance to 
reduce no -show rate —proactive and not - required  


 
Decreases Confidence —  
  Two examples discussed under prior experience (     


and   ) were not considered because the past 
performance contact information was not submitted 
and they could not be found in PPIRS to verify if they
were recent or what the performance rating was.  
  


  
Factor Y   -   Staffing Approach  


  
    HIGH  
  CONFIDENCE     
  
Increases Confidence — 
    Personnel being proposed are extensively trained  
    Provide pre-training to help ensure success with    


training  
    Possess 40 Lafayette Polygraph Instruments   
    Direct Lafayette equipment relationship, which provides


the required equipment/expedited replacement of parts/ 
support to perform the work.  


    Demonstrated a strong understanding of the Federal 
Recruitment Pool- shows they really know the pool of 
recruitable examiners and ways to reach out and hire
them. They forecast how many are available each year 
(about 30 each year)   


    Extensive monitoring of examiners v ia audio 
reviews/cross - check. 


    Incentives/ recruitment bonuses to retain examiners  
    Lift and Shift allows them to move resources and retain 


examiners to keep up with levels of work so there is
always available work. This reduces risk of examiners 
leaving.   


    Examiners on other federal contracts are not at
capacity so they could be lifted and shifted to   .
They can take on more work in support of our contract - 
mitigates risks of Lift and Shift to   .  


    Continuously hiring and adequate resources already on 
staff to meet     requirements. 


    Have already identified program management for    
requirement and articulated their plan of who would be
appointed to manage   ’s requirement. All have 
extensive Polygraph examination and management 
experience.  


 
Decreases Confidence — 
    None noted 
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SAMPLE 3  


Real page from a real consensus technical evaluation report for an oral presentation. The bullets were written 
by the note‐taker during the on‐the‐spot consensus evaluation, and agreed to while still in hand‐written form. 
These bullets were protested as too brief and too vague, but were found unobjectionable by the GAO. See 
Bullets in Technical Evaluation in this workbook’s GAO Guide.  
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 Innovation Technique 6 —  
Select Best-Suited, then Negotiate  


 
Purpose: To work out any remaining issues with the apparent winner after evaluations have been 
completed/documented and the winner has been selected (but not announced). 
 
1. Ideal for task/delivery orders under FAR subpart 8.4 and § 16.505, but also for part 13 simplified 


acquisitions (incl. subpart 13.5 for commercial items up to $7 Million). Not recommended for use under 
FAR part 15. 


2. All evaluations must be completed, and tentative selection made. The Government can negotiate any 
remaining issues, technical and price, with the apparent awardee. 


3. This technique does not constitute discussions (as that term is defined in FAR subpart 15.3)! 


4. Works well with all other PIL techniques. 


5. If you want this flexibility, include text in your solicitation (see sample below from HART). 


Thoughts from Industry: “With the page limitation and time limit in orals there may be things we could 
have provided more detail to make clearer. With this process both parties are able to better understand 
each other and lead to the structure of a better contract. This ensures both parties are on the same page 
once the contract is awarded and ensures a better understanding and expectations of the work during 
administration.” 


Sample from HART— 


6.3.3. Award on Initial Responses  
   The government anticipates selecting the best‐
suited contractor from initial responses, without 
engaging in exchanges with contractors. Contractors 
are strongly encouraged to submit their best 
technical solutions and price in response to this RFP. 
6.3.4. Exchanges with Best‐Suited Contractor 
   Once the government determines the contractor 
that is the best‐suited (i.e., the apparent successful 
contractor), the government reserves the right to 
communicate with only that contractor to address 
any remaining issues, if necessary, and finalize a task 
order with that contractor. These issues may include 
technical and price. If the parties cannot successfully 
address any remaining issues, as determined 
pertinent at the sole discretion of the government, 
the government reserves the right to communicate 
with the next best‐suited contractor based on the 
original analysis and address any remaining issues.
   


Sample from VA.GOV Modernization— 


Following Steps 1, 2, and 3, in consideration of the 
Basis for Award, the apparent successful Quoter will 
be chosen to provide a final PWS, QASP, and 
associated minor price adjustments (if necessary), 
which will be negotiated and finalized with the 
Government.  If a final PWS cannot be worked out, or 
fails to provide best value solution award following 
negotiations, then the Government may select the 
next highest valued vendor for negotiations of a PWS 
and QASP. 


 
See Select Best‐Suited, then Negotiate in this 


workbook’s GAO Guide. 


Note 1: These issues generally should not include 


relaxing the Government’s requirement or the basis 


on which offerors proposed. 


Note 2: The PIL recommends caution in moving to the 
second best‐suited. If exchanges/negotiations with 
the first best‐suited offeror do not arrive at a 
conclusion satisfactory to the Government, it might 
make better sense to open negotiations with a small 
number of offerors and invite proposal revisions from 
them. 
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Innovation Technique 7 — 
On-the-Spot Consensus Evaluation 


 
 


On-the-Spot Consensus—  
The evaluation team reads the proposal (or attends 
the oral presentation) and then, as a group, 
evaluates the proposal and immediately documents 
the evaluation decision in real time before starting 
the evaluation of the next proposal.  


The evaluation team members do not separately 
document their individual positions (although they 
may have made notes while reading the proposal or 
attending the oral presentation). 


 


Did You Know? The HSAM tells us that individual evaluator reports are not needed! 


HSAM 3008.405-70 Evaluation Practices. 
  (a) When evaluating non-price factors in a competitive acquisition, and when the Government 
evaluation team includes more than one person, the team may collaboratively arrive at ratings or 
findings. It is not necessary for an evaluation team to first develop individual member 
evaluation ratings or findings before starting a consensus evaluation. 


Suggestions— 
1. For written proposals, evaluators take informal notes 


while reading. For oral presentations (including video 
presentations, product demonstrations or technical 
challenges), individual evaluators take informal notes 
during the presentation. 


2. Immediately afterwards, the evaluators assemble to 
decide on the consensus rating (if adjectival ratings 
are being assigned) and to document the rationale 
for the rating. This process is completed before the 
next evaluation begins. 


3. It is important to plan your schedule to permit time 
to allow for on‐the‐spot consensus evaluations. For 
instance, if orals are being scheduled, leave sufficient 
time in‐between each presentation for the 
consensus evaluation. 


4. Document the decision, not the deliberations. 
Evaluate and arrive at consensus, and then 
document the rationale for the decision. See 
Working Backwards in this workbook’s GAO Guide. 


5. After evaluating the last proposal, it may make sense 
for the evaluation team to quickly review all of the 
proposals to ensure they used a common standard 
for all proposals. Some editing or normalizing of the 
consensus evaluation may occur during this review. 


6. Prepare an evaluator worksheet to record notes and 
to help keep the evaluation on track. 


7. A facilitator and a note‐taker can be very helpful — 
the facilitator (maybe the contracting officer?) keeps 
the team focused on the task and the output — the 
note‐taker (maybe the contract specialist?) takes the 
notes that will become bullets in the evaluation 
report. 


Recommended Text for Evaluation Plan— 
•  Evaluation factors supported by written proposals. 


After individual evaluators review and make notes 
on the proposals, the evaluation team chair will 
assemble members to reach consensus on the 
ratings and findings for each proposal in 
accordance with the evaluation factors contained 
in the solicitation. The consensus evaluation 
report is the record of the evaluation. 


•  Evaluation factors supported by oral presentation. 
Immediately after each oral presentation, the 
evaluation team chair will assemble members to 
reach consensus on the ratings and findings for 
each proposal in accordance with the evaluation 
factors contained in the solicitation. The 
evaluators may make notes during the oral 
presentation. The consensus evaluation report is 
the record of the evaluation. The next oral 
presentation shall not start until the evaluation 
team has completed the evaluation of the most 
recent oral presentation. 
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SAMPLE 1 


Sample consensus report template for acquisition with three technical factors (three factors covered by a 
single oral presentation, or three factors in a written proposal). This template was made in Word (.docx), and 
will scroll into multiple pages as bullets are added under each factor. After viewing the oral presentation (or 
reading the proposal), the evaluation team gathers in consensus to complete this document. 


 
 
  ON‐THE‐SPOT CONSENSUS EVALUATION REPORT TEMPLATE   
     
  Offeror: _______________________________________________   
     
  Evaluation Factor  Adjectival Rating   
  Factor 1: ________________  L S H  
  Factor 2: ________________  L S H  
  Factor 3: ________________  L S H  
     
  Factor 1 Rationale   
  Raises Expectation of Success:  Lowers Expectation of Success:   
  •  •   
  •  •   
  •  •   
  Other Observations (if any)   
  •   
  •   
     
  Factor 2 Rationale   
  Raises Expectation of Success:  Lowers Expectation of Success:   
  •  •   
  •  •   
  •  •   
  Other Observations (if any)   
  •   
  •   
     
  Factor 3 Rationale   
  Raises Expectation of Success:  Lowers Expectation of Success:   
  •  •   
  •  •   
  •  •   
  Other Observations (if any)   
  •   
  •   
   


 
 
 
 
 


 
 


Date of Consensus: __________ 
Evaluators: 
_______       _______       _______ 


 


 


  Source Selection Information (when completed) – See FAR 2.101 and 3.104   












ENHANCED CONTRACT TYPE 
CONVERSION


DHS AIA Council Meeting 


May 27, 2021







ENHANCED 
CONTRACT 


TYPE 
CONVERSION


• Builds flexibility into your solicitation to allow for future 
conversion from one contract type to another, such as 
from time-and-materials to firm-fixed-price.


• Provides the opportunity to build in option for surge 
support that cannot be adequality predicted until further 
knowns are available.


• Encourages collaboration between the contracting office, 
program, office and the contractor. 







SAMPLE 
LANGUAGE


RFP Excerpt- Program Management, 
Change Management, and Software 


Engineering Services







SAMPLE LANGUAGE


• Website Support Optional Surge
• An option CLIN for surge is intended to be included in 


this contract for potential feature additions to the 
unauthenticated Farmers.gov website, such as the 
potential for the design, development, updates, operations 
and maintenance of the H-2A case status check/tracker 
tool.  The CLIN would be priced based on the size of 
team, or ramp-up of current team to accommodate such 
workload.  Pricing for small, medium, and large teams or 
equivalent ramp-up should be provided. The Option CLIN 
would be included in the award based on the pricing 
submitted with a Not-to-Exceed value that could be 
exercised in the event the need exists and the funds 
become available. 


Contract Type: FFP w/optional T&M CLIN







SAMPLE LANGUAGE


Potential Vendor Response 
• Surge pricing for development of a XYZ tool 


represents a not-to-exceed value. Final pricing will be 
determined once final requirements are determined 
with the government … This pricing will be finalized 
upon ABC Company and the government determining 
final requirements, additional resource requirements, 
and ABC Company production access status with the 
government, and the period of performance for O&M. 
Invoicing will be monthly, with dates dependent on 
award. 


Website Support Optional Surge







PRACTICAL APPLICATION


Potential clauses for solicitation for Optional CLINs


FAR 52.217-7 Option for Increased Quantity-Separately Priced Line Item.


As prescribed in 17.208(e), insert a clause substantially the same as the following:


Option for Increased Quantity-Separately Priced Line Item (Mar 1989) 


The Government may require the delivery of the numbered line item, identified in the Schedule as an option 
item, in the quantity and at the price stated in the Schedule. The Contracting Officer may exercise the option by 
written notice to the Contractor within [insert in the clause the period of time in which the Contracting Officer has 
to exercise the option]. Delivery of added items shall continue at the same rate that like items are called for 
under the contract, unless the parties otherwise agree.


(End of clause)



https://www.acquisition.gov/far/17.208#FAR_17_208





PRACTICAL APPLICATION


Potential clauses for solicitation and modification (Base/Funded CLINs and/or 
Optional CLINs)


FAR 52.212-4 (c), Contract Terms and Conditions – Commercial Items, Changes 
(Oct 2018)


(c) Changes. Changes in the terms and conditions of this contract may be made only by 
written agreement of the parties.


Remember the tested PIL language?! 


As appropriate, after award, Labor Hour CLINs may be converted to Firm-Fixed Price 
CLINs throughout mutual agreement of both parties, based on the labor categories 


and rates negotiated at time of award!







SUMMARY


Tailor solicitation language for your requirement! Tailor


Retain flexibility to make the conversion later! Retain


Consider this a great way to “test” a FFP environment within scope! Consider







QUESTIONS







THANK YOU!!
• Contact us at pil@hq.dhs.gov


• Contact Monica Taylor, Procurement Innovation 
Coach at monica.taylor@hq.dhs.gov



mailto:pil@hq.dhs.gov

mailto:monica.taylor@hq.dhs.gov
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[bookmark: _Hlk74719692] (The comprehensive Small Business Innovation Research (SBIR) and

Small Business Technology Transfer (STTR) Program Policy Directive, dated October 1, 2020, is available at sbir.gov)



Introduction



The Small Business Innovation Research (SBIR) and Small Business Technology Transfer (STTR) programs are highly competitive programs that encourage domestic small businesses to engage in Federal Research/Research and Development (R/R&D) with the potential for commercialization.  Through a competitive awards-based program, SBIR and STTR enable small businesses to explore their technological potential and provide the incentive to profit from its commercialization.  By including qualified small businesses in the nation's R&D arena, high-tech innovation is stimulated, and the United States gains entrepreneurial spirit as it meets its specific research and development needs.  



The SBIR/STTR programs may be utilized by all DHS Components.  To ensure compliance with SBIR/STTR program policy and reporting requirements, Contracting Activities shall coordinate with the DHS SBIR/STTR Program Office (stsbir.program@hq.dhs.gov) to issue an SBIR/STTR Phase I or II solicitation.  It is highly recommended Contracting Activities coordinate in advance of the pursuit of a Phase III effort.



Overview of Phase I, II and III Awards  



Phase I and Phase II awards are executed by means of a structured competitive process, using SBIR/STTR funding, managed by the SBIR/STTR Program, resulting from SBIR/STTR solicitations compliant with the SBIR/STTR rules and polices.  Phase III SBIR/STTR awards are funded using Non-SBIR/STTR funding and can be done through a directed (non-competitive award, as the competitive requirements are satisfied by Phases I and II).  SBIR/STTR Policy allows Federal Agencies to award subsequent Phase III awards from other Federal Agencies’ SBIR/STTR awards.  There is no limit on the number, duration, type, or dollar value of Phase III awards made to a business concern.  In addition, there is no limit on the time that may elapse between a Phase I or Phase II award and Phase III award, or between a Phase III award and any subsequent Phase III award.  



Phase III Award Authorities and Requirements



Contracting Activities that pursue R/R&D or production of technology developed under the SBIR/STTR program shall issue Phase III awards relating to the technology, including sole source awards, to the SBIR/STTR awardee, or the successor in interest, that developed the technology under prior SBIR/STTR Funding Agreements authorized pursuant to 15 U.S.C. 638(r)(4), to the greatest extent practicable, consistent with an Agency’s mission and optimal small business participation.  When implementing this requirement, the contracting officer shall evaluate the work for consistency with its documented mission requirements, and shall consider the practicality of pursuing the work with the awardee through a direct follow-on award by performing market research to determine whether the firm was available, capable and willing to perform the work.  



· If pursuing Phase III work with the awardee on a sole source or non-competitive basis does not meet the requirements set forth regarding availability, practicality and capability, the contracting officer shall contact the DHS SBIR/STTR Program Office prior to the 

DEPARTMENT OF HOMELAND SECURITY | SCIENCE AND TECHNOLOGY

DHS SBIR/STTR PHASE III AWARD JOB AID












· release of a solicitation in order to properly document the contract file and provide a copy of the decision, including the rationale, to the Small Business Administration. (SBA).  

· If the contracting officer does pursue a non-competitive, sole source award, the award may only be made (1) to the SBIR/STTR awardee (or the successor in interest) that developed the technology under the prior SBIR/STTR Funding Agreement; and (2) for a product or effort that is derived from, extends, or completes efforts made under a prior SBIR/STTR Funding Agreement.  In this case, the contracting officer shall include a completed DHS SBIR Phase III Award Memorandum for Record (see Appendix A) in all Phase III contract files to document why the Phase III award is not required to be competed.  



Intellectual Property (IP) and Data Rights



The SBIR/STTR awardee owns, and has full right and title to, the data it develops under an SBIR award.  (For an STTR award, the SBC and research institution must, prior to award, sign an IP agreement identifying the sharing of rights to data.)  The SBIR Data Rights cannot be negotiated prior to award nor can the award be contingent on a change in Data Rights.  SBIR Data Rights apply in all Phase I, II and III SBIR awards.  



Applicable Clauses



Contracting officers shall include all appropriate information (such as SBIR/STTR Topic number) and clauses regarding SBIR/STTR Phase III status and SBIR/STTR Data Rights protection in the contract.  



Examples of applicable clauses include:

· FAR 52.227-20, Rights in Data-SBIR Program 

· FAR 52.227-11 Patent Rights – Ownership by the Contractor (when appropriate) 

 

Annual Phase III Reporting Requirements



Legislation and SBIR/STTR Policy Directive requires that the agency SBIR Program Director provide detailed information, including Phase III awards, via an annual report submission, to the SBA.  Therefore, Contracting Activities shall notify the DHS SBIR Program Office (stsbir.program@hq.dhs.gov) of all Phase III awards upon execution, by submitting a DHS SBIR/STTR Phase III Award Information Form (see Appendix B).



Conclusion



This document is intended to provide insight into the information commonly required to execute a Phase III SBIR/STTR contract.  It is not an extensive compilation of all the potential requirements, processes or considerations in the legislation, policy directive, or DHS acquisition or SBIR/STTR Program policies.  



Points of Contact:  

· DHS SBIR/STTR Program Office for additional guidance on DHS’s SBIR/STTR Program and Policies.

· The Office of the Chief Procurement Officer (OCPO)/Office of Acquisition Policy and Legislation (APL) for questions about Department-wide acquisition policy. 




Appendix A:

DHS SBIR/STTR Phase III Award Memorandum for Record Template



Tailor all aspects of this template to the individual acquisition and ensure that any template areas providing sample language or instructions (e.g. italicized and/or red language) are deleted prior to submission. 



MEMORANDUM FOR RECORD				



DATE: (Month, Day, Year)



SUBJECT:  Small Business Innovation Research (SBIR) or Small Business Technology Transfer (STTR) Program Phase III Award



CONTRACT NUMBER: (Insert Contract Number)



[bookmark: _Hlk74751054]This project is an SBIR/STTR Phase III award that is derived from, extends, or completes efforts made under prior SBIR/STTR Funding Agreements and is authorized pursuant to 15 U.S.C. 638(r)(4).  An agency that wishes to fund an SBIR/STTR Phase III award, is not required to conduct another competition for the Phase III award as competitions for SBIR/STTR Phase I and Phase II awards satisfy competition requirements. 



[bookmark: _Hlk74722288][bookmark: _Hlk74721787]A review of prior SBIR/STTR Funding Agreement(s) (Insert Phase I and II Contract Numbers) has been conducted. (Insert description of the current effort and the basis for the determination that the work derives from, extends or completes the prior funding agreements.)  Therefore, this award is derived from, extends, or completes efforts made under the following prior SBIR/STTR Funding Agreements to the awardee.  



The Phase III work to be performed under this award applies to the following type(s) of activities : (SBIR/STTR-derived products or services intended for use by the Federal Government, funded by non-SBIR/STTR sources of Federal funding or; Continuation of SBIR/STTR work, funded by non-SBIR/STTR sources of Federal funding including R/R&D). 



Pursuing Phase III work with the awardee was found to be practicable, and the firm was awarded a non-competitive contract, funded by the following source(s):(Insert source of funding that is not the SBIR/STTR program).  



This award adheres to the Phase III guidelines set forth in the SBIR and STTR Program Policy Directive and includes the required SBIR/STTR Data Rights Clause. 







							__________________________

							Name

							Contracting Officer










Appendix B:

DHS SBIR/STTR Phase III Award Form





		Phase III 



		Phase III Awardee – Company Name

		City

		State

		Awarding Agency (subcomponent, prime or subcontractor)

		Funding Agreement or Contract Number

		 Amount Obligated 

		FY for Obligation 



		 

		 

		 

		 

		 

		 

		 











		Associated Phase I/II Information (Can list more than one)



		Associated Phase I and/or II Topic Number

		Associated Phase I and/or II Topic Title (can list more than one) 

		Primary Phase I or II Awarding Agency (or subcomponent)

		 Primary Phase II Funding Agreement or Contract Number

		 FY Awarded 
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JETS Factor 4 Evaluation 
 


Source Selection Information – See FAR 2.101 and 3.104 


 


 


JETS 


Factor 4, Oral Presentation 


Evaluation Report 


7/20/2015 


 


This document contains two pages for each offering contract considered under Factor 4, Oral 
Presentation.  The first page provides the overall factor-level rating assigned by the team in 
consensus, and the rationale for the rating.  The second page shows the three individual 
evaluator scorings that were done before the consensus discussion, and is provided  for the 
information of the selecting official.   


Amenable to the solicitation, the overall factor-level rating is an assessment of the 
Government’s offering contractor understands the requirement, proposes a sound approach, 
and will be successful in performing the work, based on the oral presentation.  If it not a 
critique of how well the offering contractor answered the questions.  No attempt was made to 
come to consensus on the ratings for each question; rather, the consensus was reached only 
for the factor-level rating.  For each question, the ratings were assigned on a continuum, from 
the low end of LOW to the high end of HIGH.  For the factor-level rating, the rating was an 
absolute LOW, SOME, or HIGH confidence. 


As always, a decision cannot be made on the basis of factor-level ratings alone, as those ratings 
are only guides for intelligent decision-making.  Any decision must reach to the substantive 
reasons or rationale for the rating. 
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JETS Factor 4 Evaluation 


Source Selection Information – See FAR 2.101 and 3.104 


CONSENSUS EVALUATION 


Company 1 


Based on its oral presentation, the Government has  SOME CONFIDENCE  
that this offering contractor understands the requirement, proposes a sound 
approach, and will be successful in performing the work. 


 While some push for reducing documentation, there was a focus on documentation
for government — an overemphasis on documentation.


 Understanding flexibility in teams, portfolio management, work on different
programs at different times — a positive.


 Focus on training across company enhances multi-skilled staff and teams.


 Presentation glossed over importance of users and local IT in deployments;
potential overreliance or planning rather than experimenting.


 Solid understanding of CI/CD toolset.


 Some level of technical and process ability, but didn’t invite a high confidence level


 Demonstrated reasonable understanding of processes and tools to execute, but
overemphasized Government constraints on execution.


 Well-articulated process but likely not a perfect fit for USCIS’s intended direction.
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JETS Factor 4 Evaluation 


Source Selection Information – See FAR 2.101 and 3.104 


Individual Evaluator Assessments  


Company 1
L S H


1. The CIO wants nightly or more frequent deployments. What would you expect
in the current environment to enable that frequency of deployments?


 



2. How do you manage differently for a portfolio versus a program? 



 


3. A product you're managing in your portfolio operates on outdated, proprietary
technology with significant technical debt. The product faces several POAMs
and 508 challenges; however there is no will on the part of the product owner to
alter the application. What is your strategy for running the project?


 



4. How will you support bidirectional transparency?    


5. How will you support decommissioning of systems within your portfolio?  



6. Given the increase in data and processing as the USCIS mission and
approach evolves over time (for example, such as DAPA and DACA) and as
systems evolve over time, how do you plan to evolve the technical expertise of
your team?


 
 


7. The USCIS customer base for a product within your JETS portfolio works in
90 field offices across the country. That product is facing a mandated hardware,
software, cabling, network and process upgrade over the next three months with
hard deadlines tied to the OIT budget. Your travel budget has just been reduced
to zero. What do you do?


  


 L  S   H 
Overall Factor Rating 
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JETS Factor 4 Evaluation 


Source Selection Information – See FAR 2.101 and 3.104 


CONSENSUS EVALUATION 


Company 2 


Based on its oral presentation, the Government has  HIGH CONFIDENCE  
that this offering contractor understands the requirement, proposes a sound 
approach, and will be successful in performing the work. 


 Balanced tooling with people; recognized the importance of both.


 Entire presentation was professional, strong team throughout, gave high
confidence.


 Value stream very useful is achieving automation and DevOps processes.


 Liked the use of loosely-coupled design pattern for build platform.


 Impressive discussion on blockers and seven deadly wastes.


 Focus on entire delivery pipeline instead of just development work stream is a
positive.


 Use of interface driven development decreases technical debt by involving users
early in the process.


 Translating technical debt to business values allows product owners to prioritize.


 Reducing cycle times by starting at interface level was a positive.


 Matching strategy to personality — a good move in helping product owners in
prioritizing.


 Addressing multiple means of strategies in decommissioning, may or may not
include technology decommissioning, was positive.
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JETS Factor 4 Evaluation 


Source Selection Information – See FAR 2.101 and 3.104 


Individual Evaluator Assessments  


Company 2 


L S H
1. The CIO wants nightly or more frequent deployments. What would you expect
in the current environment to enable that frequency of deployments?


  


2. How do you manage differently for a portfolio versus a program? 
 



3. A product you're managing in your portfolio operates on outdated, proprietary
technology with significant technical debt. The product faces several POAMs
and 508 challenges; however there is no will on the part of the product owner to
alter the application. What is your strategy for running the project?


   


4. How will you support bidirectional transparency? 
 



5. How will you support decommissioning of systems within your portfolio?    


6. Given the increase in data and processing as the USCIS mission and
approach evolves over time (for example, such as DAPA and DACA) and as
systems evolve over time, how do you plan to evolve the technical expertise of
your team?







7. The USCIS customer base for a product within your JETS portfolio works in
90 field offices across the country. That product is facing a mandated hardware,
software, cabling, network and process upgrade over the next three months with
hard deadlines tied to the OIT budget. Your travel budget has just been reduced
to zero. What do you do?









 L  S   H 
Overall Factor Rating 
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JETS Factor 4 Evaluation 


Source Selection Information – See FAR 2.101 and 3.104 


CONSENSUS EVALUATION 


Company 3 


Based on its oral presentation, the Government has  LOW CONFIDENCE  
that this offering contractor understands the requirement, proposes a sound 
approach, and will be successful in performing the work. 


 Good focus on open communication


 Scrumban explanation was not persuasive, maybe even wrong in parts, and did not
give confidence


 A good example of openness: client going into estimating session


 This contractor won’t lead us, push forward


 Presentation did not provide a complete understanding or feeling of confidence


 Automated testing mentioned as part of DevOps as different from Agile, causing
concern


 A number of key concepts were not defined, or defined incorrectly


 The presentation did not include discussion about prioritization and business
values


 Focus on attacking bottlenecks is an important continuous improvement method,
but is not a substitute for portfolio management
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JETS Factor 4 Evaluation 


Source Selection Information – See FAR 2.101 and 3.104 


Individual Evaluator Assessments  


Company 3 


L S H
1. The CIO wants nightly or more frequent deployments. What would you expect
in the current environment to enable that frequency of deployments?


 
 


2. How do you manage differently for a portfolio versus a program?  



3. A product you're managing in your portfolio operates on outdated, proprietary
technology with significant technical debt. The product faces several POAMs
and 508 challenges; however there is no will on the part of the product owner to
alter the application. What is your strategy for running the project?







4. How will you support bidirectional transparency?   


5. How will you support decommissioning of systems within your portfolio?   


6. Given the increase in data and processing as the USCIS mission and
approach evolves over time (for example, such as DAPA and DACA) and as
systems evolve over time, how do you plan to evolve the technical expertise of
your team?


 



7. The USCIS customer base for a product within your JETS portfolio works in
90 field offices across the country. That product is facing a mandated hardware,
software, cabling, network and process upgrade over the next three months with
hard deadlines tied to the OIT budget. Your travel budget has just been reduced
to zero. What do you do?


 



 L  S   H 
Overall Factor Rating 
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Part 1 — for all three debriefings 


 Thank you for participating in this group 
debriefing, and thank you for submitting 
an offer.  I am John Inman, the contracting 
officer for this acquisition. 


John 


 I am Corinne Matarese, the contract 
specialist for this acquisition.  John and I 
will conduct this debriefing jointly.  There 
will be an opportunity for questions 
regarding our process at the end of the 
debriefing.  


Corinne 


 This is a group debriefing, for all EAGLE II 
contractors whose offers were considered in
the: 


(select one) 


__ first-step consideration but not selected 
to proceed to the second-step 
consideration; 


__ first- and second-step considerations 
but not selected to proceed to the third-
step consideration; 


__ first-, second- and third-step 
considerations but not selected for task 
order award. 


John 


 Because of the potentially large number of 
participants, we will not call the roll.  We 
will not make a record of the participants 
in this call.  As stated in our written 
debriefing, your participation in this call is 


Corinne 
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optional. 


 I am not aware of the laws regarding the 
recording of telephone conversations in all 
the states where we may have participants. 
To avoid any difficulties, I will simply state 
here at the start of this call that I do not 
consent to recording. 


John 


 This telephone conference completes the 
debriefing contemplated by FAR 
16.505(b)(6). 


Corinne 


 This is JETS, Solicitation HSSCCG-15-R-
00003 w/amendments 1 and 2. 


John 


 We made four task order awards, one for 
each portfolio to four different EAGLE II 
contractors, as envisioned by the 
solicitation. 


Corinne 


 Task order awards were made on 
September 18, 2015. 


John 


 On that same day, post-award notices were 
sent to all forty-three contractors who 
submitted offers, with the information 
required by FAR 15.503(b). 


Corinne 


 Contractors who requested timely 
debriefings were sent written debriefing 
packages earlier this week.  These 
packages were tailored to each contractor, 
and meet the requirements of FAR 
15.506(d) for a debriefing.  We are 
providing this oral group debriefing as a 


John 
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supplement to the written debriefing.  


 Some contractors included questions in 
their requests for debriefing — we will try 
to answer those here. 


Corinne 


 Our purpose in answering questions is to 
provide insight on process and procedures, 
rather than justifying particular outcomes 
for individual contractors.  Anyone on the 
phone who wants to ask a question about 
our process may do so at the conclusion of 
this call — however, if Corinne or I say 
something that you don’t understand, or if 
we need to speak more loudly or slowly, 
please interrupt us and let us know. 


John 


 We had 43 offers in response to the 
solicitation— 


 Some contractors asked for 
consideration under only one portfolio; 
and 


 Some contractors asked for 
consideration under more than one 
portfolio. 


Corinne 


 The spread was shown in the notices sent 
out on September 18:  8 offers for the 
Benefits portfolio, 17 for the Biometrics 
portfolio, 19 for the Customer Service 
portfolio, and 14 for the Records portfolio. 


John 


 Because we made only one task order 
award per portfolio, the necessary result is 
7 unsuccessful offers for the Benefits 


Corinne 
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portfolio, 16 unsuccessful offers for the 
Biometrics portfolio, 18 unsuccessful offers 
for the Customer Service portfolio, and 13 
unsuccessful offers for the Records 
portfolio. 


 All 43 offers we received were considered in 
the first-step consideration, which included
Factor 1 (Corporate Experience of the 
Prime Contractor) and Factor 5 (Price). 


John 


 For Factor 1, the Government evaluation 
team considered the contractor’s corporate 
experience to arrive at a confidence 
assessment that the contractor understood 
our requirement, proposed a sound 
approach, and would be successful in 
performing the contract.  The evaluation 
team considered the topics described in the 
little Roman numerals (i) through (iii) 
under Factor 1 in the solicitation. 


Corinne 


 Based on their professional and subjective 
judgment, the evaluation team assigned 
each offer a rating for Factor 1 of High 
Confidence, Some Confidence, or Low 
Confidence.  The team produced a report to 
show its rationale — we have already 
provided each contractor who requested a 
debriefing with its pages from this report. 


John 


 The evaluation of Factor 1 was done on the 
offer as a whole — Factor 1 was not 
evaluated on a portfolio basis. 


Corinne 


 Simultaneously, the contracting officer John 
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evaluated price reasonableness.  Price 
reasonableness was based on adequate 
price competition.  A price realism analysis 
was not performed. 


 The selecting official for all three of the 
consideration steps was Mark Schwartz, 
the USCIS Chief Information Officer.  For 
the first-step consideration, he reviewed 
the evaluation team’s report and the price 
reasonableness analysis and approved the 
decision to proceed. 


Corinne 


 All contractors with High Confidence 
ratings for Factor 1 and reasonable 
determinations for Factor 5 proceeded to 
the second-step evaluation, as described in 
the solicitation. 


John 


to finish the debriefing for the first step, go to 
Part 4... 


to continue the debriefing for the second step, 
go to Part 2... 
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Part 2 — for the second- and  
third-step debriefings 


 Factor 2 (Technical Approach of the 
Contractor Team) and Factor 3 
(Management Approach of the Contractor 
Team) were evaluated in the second-step 
consideration.  For Factor 2, the evaluation 
team assessed the confidence that our 
agency could have, considering the topics 
described in the little Roman numerals (i) 
through (iii) under Factor 2 in the 
solicitation.  Factor 2 was evaluated on a 
portfolio-basis. 


Corinne 


 For Factor 3, the evaluation team 
considered the topics described in the little 
Roman numerals (i) through (iv) under 
Factor 3 in the solicitation.  Factor 3 was 
not evaluated on a portfolio-basis. 


John 


 Based on their professional and subjective 
judgment, the evaluation team assigned 
each offer a rating of High Confidence, 
Some Confidence, or Low Confidence for 
Factor 2 (portfolio-specific) and for Factor 
3.  The team produced a report to show its 
rationale — each contractor who requested 
a debriefing already has its pages from this 
report. 


Corinne 
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 The selecting official made a tradeoff 
decision to select the offers most likely to 
provide the best value solutions for each 
portfolio, considering Factors 1, 2, 3, and 
5.  Those offers which were so selected 
proceeded to the third-step evaluation. 


John 


to finish the debriefing for the second step, go 
to Part 4... 


to continue the debriefing for the third step, go 
to Part 3... 
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Part 3 — only for the third-step debriefing 


 Factor 4 (Oral Presentation) was evaluated 
in the third-step consideration.  For Factor 
4, the evaluation team assessed the 
confidence that our agency could have 
based on the oral presentation.  Factor 4 
was not evaluated on a portfolio-basis. 


Corinne 


 For Factor 4, the evaluation team shared 
an identical set of questions and problem 
statement with each contractor at the start 
of the oral presentation.   


John 


 Based on their professional and subjective 
judgment, each evaluator made [their] own 
assessment of confidence for each question 
or problem, and [their] own assessment of 
overall confidence for the factor as a whole. 
Then, the evaluation team met in 
consensus and agreed on a rating for 
Factor 4 of High Confidence, Some 
Confidence, or Low Confidence.  The team 
produced a report to show its rationale — 
we have already provided each contractor 
who requested a debriefing with its pages 
from this report. 


Corinne 


 The selecting official made a tradeoff 
decision to select the one offer that 
provided the best value offer for each 
portfolio, considering Factors 1, 2, 3, 4, 


John 
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and 5.   


 The DHS Chief Procurement Officer’s office 
is interested in following up with all of the 
contractors who participated in the third-
step consideration with a 360 feedback.  
They will be contacting you sometime in 
the near future, probably in early October, 
to provide you with an opportunity to give 
feedback as a participant in our process. 


Corinne 


to finish the debriefing for the third step, go to 
Part 4... 
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Part 4 — for all three debriefings 


 No ranking of offers was developed. Corinne 


 No discussions were held, and no 
contractor was given an opportunity to 
revise its offer. 


John 


 The entire process and all of the file 
documentation was carefully reviewed both 
within USCIS and also at DHS according to 
established procedure. 


Corinne 


 In everything we did, we wanted to be true 
to the fair opportunity process described in 
FAR 16.505 and we wanted to be true to 
the solicitation.  FAR 16.505(b)(6) 
contemplates only post-award notices.  The 
fair opportunity process is more 
streamlined than the normal negotiated 
procurement process. 


 We anticipated this process would move 
faster than it did.  If it had, the post-award 
notices would have been issued much 
closer in time to the receipt of offers.   


John 


 Some debriefing requests asked for copies 
of past performance evaluations. 


 Past performance was not evaluated as 
part of the JETS fair opportunity 
consideration. 


Corinne 


 FAR 15.506(d)(6) allows for questions about
whether procedures contained in the 


John 
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solicitation, applicable regulations, and 
other applicable authorities were followed.  
If anyone on the phone has any such 
questions, you may ask them now.  This is 
only a one-hour call, so we will end no later
than _________ o’clock. 
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 This ends our debriefing.  As mentioned 
earlier, the written debriefing which we 
already sent and this telephone conference 
constitute the complete debriefing for the 
JETS acquisition.  Again, thank you for 
your participation in this process and for 
requesting a debriefing — I hope this has 
been helpful to you. 


Corinne 


 We received good proposals, the evaluation 
was done in good faith, the selecting official
was engaged in the process, and the 
reviewers made sure that all the i’s were 
dotted and the t’s were crossed, so to 
speak.  I’m glad we’re at this point.  The 
upside of getting 43 offers is robust 
competition, which is good for the agency 
and good for the taxpayer — the downside 
is 39 unsuccessful offers.  Even so, I thank 
you for participating in the JETS fair 
opportunity consideration.  Like Corinne, I 
also hope this has been helpful to you, and 
wish you well on future acquisitions.  
Goodbye. 


John 


 Goodbye. Corinne 
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Matter of: Sevatec, Inc.; InfoReliance Corporation; Enterprise Information 


Services, Inc.; Buchanan & Edwards, Inc.  
 
File: B-413559.3; B-413559.4; B-413559.6; B-413559.7 
 
Date: January 11, 2017 
 
William A. Shook, Esq., The Law Offices of William A. Shook PLLC, for Sevatec, 
Inc., and InfoReliance Corporation; Alexander J. Brittin, Esq., Brittin Law Group, 
PLLC, for Enterprise Information Services, Inc.; John E. Jensen, Esq., and Selena 
M. Brady Esq., Pillsbury Winthrop Shaw Pittman LLP, for Buchanan & Edwards, 
Inc., protesters. 
Charles McCarthy, Esq., General Services Administration, for the agency. 
Peter D. Verchinski, Esq., and Amy B. Pereira, Esq., Office of the General Counsel, 
GAO, participated in the preparation of the decision. 
DIGEST 
 
1.  Protest that use of a “highest technically rated offerors with a fair and reasonable 
price” evaluation scheme is impermissible for failing to properly consider price is 
denied; the Federal Acquisition Regulation permits agencies to use any one or a 
combination of source selection approaches to obtain the best value. 
 
2.  Protest that agency is improperly assigning points to small businesses under the 
solicitation’s evaluation scheme is denied where the protesters have not shown that 
the agency’s allocation of points is unreasonable, or otherwise alleged that the 
agency is engaging in improper disparate treatment. 
 
3.  Protest that agency is making an insufficient number of awards to ensure 
adequate competition at the task order level is denied where record shows that the 
agency intends to award approximately 60 contracts, and has taken other steps to 
encourage competition at the task order level.  
DECISION 
 
Sevatec, Inc., of Fairfax, Virginia; InfoReliance Corporation, of Fairfax, Virginia; 
Enterprise Information Services, Inc. (EIS), of Vienna, Virginia; and Buchanan & 
Edwards, Inc. (B&E), of Arlington, Virginia, protest the terms of request for 
proposals (RFP) No. QTA0016JCA0003, issued by the General Services 
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Administration (GSA), for the award of up to 60 contracts supporting the agency’s 
Alliant 2 program.  The protesters argue that the RFP’s evaluation scheme is 
improper, that the agency is unreasonably assigning certain points to small 
businesses, and that limiting the number of awardees to 60 will not result in 
competition at the task order level.  
 
We deny the protests. 
 
BACKGROUND 
 
The Alliant 2 procurement was designed by GSA to establish multiple-award 
indefinite-delivery, indefinite-quantity contracts, under which fixed-price, cost-
reimbursement, time-and-materials, and labor-hour task orders could be issued for 
a broad range of information technology services.  RFP at 8-16.  The RFP provides 
for a 5-year base period and one 5-year option period, with a total ceiling value for 
all task orders of $50 billion.  Id. at 54, 3.  The Alliant 2 procurement follows the first 
Alliant (Alliant 1) government-wide acquisition contract (GWAC), which was 
awarded in 2007.  GSA conducted lengthy acquisition planning and market 
research to determine how to structure the procurement.  See Contracting Officer’s 
(CO) Statement at 1-4.  Following its market research, GSA issued two solicitations 
for Alliant 2 “Master” contracts:  the RFP here, which was unrestricted, and RFP No. 
QTA0016GBA0002, which was set aside for small businesses.  The protesters 
challenge the terms of the unrestricted RFP. 
 
The RFP provides that the agency will select approximately 60 awardees using a 
“highest technically rated [ ] with a fair and reasonable price” evaluation scheme.1  
RFP at 250.  Under this source selection process, offerors are to assign themselves 
points in the following categories:  relevant experience; past performance; systems, 
certifications, and clearances; and organizational risk assessment.  Id. at 260-261.  
The RFP provides a total of 83,100 possible points under these categories, and 
further provides a detailed explanation of the point scheme, including the elements 
that make up the categories and explanations as to what documents are to be 
provided to support an offeror’s scores.  Id. at 185-264. 
 
Under the RFP’s point-based evaluation, the agency established a point scheme 
that “maximizes objectivity.”  Memorandum of Law (MOL) (November 2, 2016) at 1.  
For example, approximately half of the total available points relate to an offeror’s 
experience in information technology (IT).  Id. at 260-261.  Offerors are to submit 
evidence of relevant contractual experience in established IT-related categories, 
and experience in “leading-edge” IT-related categories.  Id.  The agency’s point 
                                            
1 The RFP states that “[t]he source selection process on the Alliant 2 Unrestricted 
Master Contract will neither be based on the Lowest Priced Technically Acceptable 
(LPTA) nor Tradeoffs.”  RFP at 250. 
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scoring system provides that, if an offeror has met the requirement and provided 
supporting documentation, then an offeror is awarded all points under that element 
or sub-element.  Id. at 261-262. 
 
As relevant to these protests, the RFP provides 7,500 possible points under the 
organizational risk assessment (ORA) category.  According to the RFP, these points 
are “only available for demonstrating that the offeror has previously performed in the 
proposed business arrangement.”  Id. at 259.  The RFP provides a detailed 
explanation as to which offerors are entitled to the 7,500 points.  Id. at 248-249, 
259-260.  With regard to small business offerors, a small business may be awarded 
the 7,500 points if it is proposing by itself, and it also has prior experience.  Id.  A 
small business may also be awarded the points if it is proposing as a joint venture 
(or partnership), and the joint venture (or partnership) itself has prior experience.  Id.  
Finally, a small business may also be awarded the 7,500 points if it is proposing a 
prime-subcontractor teaming arrangement, where the small business prime 
contractor has worked with each subcontractor at some point in the past.  Id.  Under 
this scenario, the small business may still earn the 7,500 points even if the small 
business prime contractor has not worked with every subcontractor at the same 
time.  Id. 
 
With regard to other-than-small businesses, such firms may be awarded the 
7,500 points if the other-than-small business is proposing by itself, and if the firm 
has prior experience.  Id.  Also, an other-than-small business may be awarded the 
points if it is proposing as a joint venture (or partnership), and the joint venture (or 
partnership) itself has prior experience.  Id.  Finally, the RFP does not permit other-
than-small businesses to propose a prime-subcontractor teaming arrangement, thus 
the ORA points are not applicable to this scenario.  Id. at 195. 
 
The RFP’s source selection process provides that the agency will first rank all 
offerors by highest point score to lowest point score using the offeror’s document 
verification and self-scoring worksheet.  Id. at 251.  The agency will then identify the 
offerors with the top 60 technical scores, and verify that the scores are accurate.2  
Id. at 251-252.  After the top 60 firms are identified and their scores are verified, the 
evaluation team will analyze the pricing of these 60 offerors for fairness and 
reasonableness.  Id. at 252.  With regard to prices, offerors are to submit a narrative 
explaining their basis of estimate, addressing direct labor rates, indirect costs, and 
profit, among other things.  Id. at 239-240.  Offerors are also to submit a complete 
pricing spreadsheet which contains the cost elements (direct labor, fringe benefits, 
overhead, general and administrative (G&A), and profit) of its pricing proposal.  Id. 
at 243-244.  The rates in the pricing spreadsheet will be used as the ceiling rates for 
                                            
2 As part of the process, the agency will evaluate and verify the support 
documentation for all of the evaluation elements for the top 60 offerors, as reflected 
in each offeror’s document verification and self-scoring worksheet.  RFP at 252. 
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year 1 of the master contract for time and material and labor hour contracts, and are 
to be based on the rate for the highest qualified employee within each labor 
category.  Id. at 241.  In evaluating prices, the agency will determine whether the 
proposed rates (direct, indirect, and profit) are fair and reasonable.  Id. at 263. 
 
If any of the top 60 offerors’ prices are found to be fair and reasonable, those firms 
will be awarded a contract.  Id.  If any of the top 60 offerors’ prices are found not to 
be fair and reasonable, those firms will be excluded from the competition.  Id.  The 
process will continue until 60 awardees have been identified.  Id at 252.  The RFP 
provides that, at the end of the evaluation process, the agency will have awarded 
approximately 60 contracts to the firms with the highest technical scores that have 
fair and reasonable pricing.3  Id. at 250-259.  
 
Prior to the closing time for receipt of proposals, Sevatec, InfoReliance, EIS, and 
B&E filed these protests.  
 
DISCUSSION 
 
The protesters raise several challenges to the terms of the solicitation.4  The 
primary challenge raised by Sevatec, InfoReliance, and B&E concerns the propriety 
of the overall evaluation scheme.5  In this regard, the protesters assert that the 
agency’s evaluation scheme fails to comply with the Competition in Contracting Act 
(CICA), 41 U.S.C. § 3306(c)(1)(B), which states that “cost or price .  . . must be 
considered in the evaluation of proposals.”6  The protesters allege that a price 
                                            
3 The RFP recognizes that tied technical scores are possible, and provides for 
resolution of the ties.  RFP at 251.  If there are tied technical scores at the 60th 


position, all firms with fair and reasonable pricing with that score will receive an 
award.  Id. 
4 All protesters initially alleged that the RFP contained a patent ambiguity regarding 
how small businesses could earn ORA points.  After the protests were filed, and 
prior to filing its agency report, GSA amended the RFP provision at issue.  In its 
agency report, GSA argued that the original RFP did not contain a patent ambiguity; 
the report also stated, “[n]evertheless, in an effort to dispel ambiguity on this issue,” 
the agency has issued a “clarifying” amendment that “updates the RFP’s language 
on this point.”  MOL at 27, 28.  The protesters did not respond to or rebut the 
agency’s arguments--or otherwise challenge the amended RFP provision as it 
relates to the patent ambiguity--in their comments; we therefore consider this 
argument to be abandoned.  SRM Grp., Inc., B-410571, B-410571.2, Jan. 5, 2015, 
2015 CPD ¶ 25 at 8 n.5. 
5 EIS also challenges the propriety of the agency’s method of awarding ORA points 
to small businesses.  This protest ground is discussed below. 
6 See also 10 U.S.C. § 2305(a)(3)(A)(ii).  
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evaluation consisting of a determination that a price is “fair and reasonable,” does 
not constitute a meaningful consideration of price.7  The protesters further allege 
that the agency’s evaluation scheme does not meaningfully consider price because 
the agency’s evaluation does not consider the price of those offers with technical 
scores that fall below the top 60.   
 
Our Office has not previously considered the question of whether an agency may 
properly structure a solicitation using a “highest technically rated [ ] with a fair and 
reasonable price” evaluation scheme.8  Based on the arguments presented by 
protesters and our review of the relevant statutes and regulations we find that the 
protesters have not established that GSA’s source selection process, as defined by 
this solicitation, is improper. 
 
Highest Technically Rated Source Selection Process   
 
As an initial matter, we note that the Federal Acquisition Regulation (FAR) does not 
expressly identify a “highest technically rated [ ] with a fair and reasonable price” 
type evaluation scheme as reflected in the agency’s solicitation.  In this regard, FAR 
subpart 15.1, Source Selection Processes and Techniques, specifically provides for 
a “lowest price technically acceptable” (LPTA) source selection process, and a 


                                            
7 Sevatec, InfoReliance, and B&E initially protested the RFP’s failure to disclose the 
relative importance of price in accordance with 41 U.S.C. § 3306(c)(1)(C).  
Subsequent to the filing of the protests, the agency amended the RFP to state that 
its evaluation methodology  


considers the non-price factors, when combined, to be significantly 
more important than price.  This is because the methodology will 
evaluate the pricing only of those Offers which achieve one of the top 
sixty verified technical ratings/scores.  If one (or more) of the offerors 
in the top sixty verified ratings is found not to have a fair and 
reasonable price, it will be eliminated from the ranking. There will be 
no tradeoff between the non-price factors and price.  


RFP at 250.  The solicitation’s amendment renders this protest ground academic. 
Best Foam Fabricators, Inc., B-274803, Oct. 28, 1996, 97-1 CPD ¶ 152 at 1 
(“Protests of agency action become academic when contracting agencies grant the 
relief requested”).  Accordingly, this protest ground will not be considered further. 
 
8 We recognize that a challenge to the award decision in a similar procurement was 
made and that a similar evaluation scheme has been discussed at the Court of 
Federal Claims.   See e.g. Octo Consulting Group, Inc. v. United States, 117 Fed. 
Cl. 334 (2014). 
 







 Page 6 B-413559.3 et al.  


“tradeoff” process.  FAR §§ 15.101-1, 15.101-2.  Nevertheless, the FAR explicitly 
recognizes that these two processes are not the only source selection processes 
available to the agency, as FAR § 15.100 provides that the two processes are only 
“some” of the processes available.  Further, FAR § 1.102(d) states that the agency:  
 


may assume if a specific strategy, practice, policy, or procedure is in 
the best interests of the Government and is not addressed in the FAR, 
nor prohibited by law (statute or case law), Executive order, or other 
regulation, that the strategy, practice, policy or procedure is a 
permissible exercise of authority. 


The FAR also specifies a “best value continuum” in FAR § 15.101, which provides 
that the “less definitive the requirement . . . the more technical or past performance 
considerations may play a dominant role in the selection.”  Section § 15.101-1(a) of 
the FAR also states, with regard to the tradeoff selection process, that a tradeoff “is 
appropriate when it may be in the best interests of the Government to consider 
award to other than the lowest priced offeror or other than the highest technically 
rated offeror.”  Under this FAR provision, the FAR envisions at least two other 
source selection processes other than a tradeoff:  a process that results in award to 
the “lowest priced offeror,” and a process that results in award to “the highest 
technically rated offeror.”  We thus find no basis in the FAR to object to a proposed 
source selection process that contemplates award to the highest technically rated 
offerors without using a tradeoff process. 
 
Consideration of Price 
 
The protesters allege that the consideration of cost/price in the RFP’s “highest 
technically rated [ ] with a fair and reasonable price” source selection process 
violates CICA.  We find that, under the circumstances here, CICA does not provide 
a basis for finding the agency’s approach improper.  In this regard, 41 U.S.C. 
§ 3306(c) states that  
 


(c) Evaluation factors  


(1) In general.  In prescribing the evaluation factors to be 
included in each solicitation for competitive proposals, an 
executive agency shall . . .  


(B) include cost or price to the Federal Government as 
an evaluation factor that must be considered in the 
evaluation of proposals9 


                                            
9 See also 10 U.S.C. § 2305(a)(3)(A)(ii); FAR § 15.304(c)(1). 
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The protesters argue that our Office has found, citing this statute, that agencies are 
required to include cost or price as a “significant evaluation factor that must be 
considered in the evaluation of proposals,” and that a “nominal consideration of 
price” is not sufficient to have complied with the statute.  See Electronic Design, 
Inc., B-279662.2 et al., Aug. 31, 1998, 98-2 CPD ¶ 69 at 8 (citing to 10 U.S.C. 
§§ 2305(a)(2)(A), (a)(3)(A)(ii)).  The protesters argue that the RFP’s price 
evaluation, which only considers whether a top 60 offeror’s price is fair and 
reasonable, improperly reduces price to a nominal evaluation factor, and is thus 
inconsistent with prior decisions of our Office.  See Kathpal Techs., Inc.; Computer 
& Hi-Tech Mgmt. Inc., B-283137.3 et al., Dec. 30, 1999, 2000 CPD ¶ 6 at 9.  The 
protesters further assert that the price evaluation scheme here is improper because, 
for those offerors whose proposals are not among the 60 highest technically rated, 
the agency will not conduct any type of price evaluation.  
 
In response to the protester’s contention that the agency is not conducting a 
meaningful price evaluation of the successful offerors’ proposals by considering 
whether an offeror’s price is fair and reasonable, the agency asserts that its price 
evaluation will be “multivariate, detailed, and meaningful.”  Supplemental 
Memorandum of Law (Supp. MOL) (Nov. 18, 2016) at 2.  The agency points out that 
it will  
 


evaluate price for a variety of cost factors, including direct labor rates 
for thirty-one categories at four different skill levels.  Fairness and 
reasonableness of those rates are measured against a range for each 
separate labor category and skill level developed from historical data 
from the Department of Labor (DOL) Bureau of Statistics (BLS).  The 
government will also separately evaluate the fairness and 
reasonableness of an Offeror’s fringe benefits, general and 
administrative costs, overhead, and profit.  Moreover, the offerors 
must provide a narrative explanation regarding the methodology used 
in computing the direct labor rate composite, the indirect costs, and, if 
applicable, provisional billing rates and forwarding pricing agreements. 
. . . Failure to establish fairness and reasonableness on any one of 
these aspects may result in disqualification for award.  


Id. at 2.  In response to the protester’s argument that the price evaluation is 
improper because some offerors will have their proposals eliminated from the 
competition without their prices being evaluated, the agency argues that those 
offerors falling below the top 60 are “technically unacceptable,” and that there is 
nothing improper with an agency excluding a technically unacceptable proposal 
from consideration without evaluating its price.  MOL at 17. 
 
Based on the facts before us, we find nothing improper about the agency’s price 
evaluation.  As explained by the agency, this procurement does not involve a 
tradeoff and the agency’s price evaluation will consist of determining the fairness 
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and reasonableness of multiple aspects of the highest rated offerors’ proposed 
rates.  Those decisions cited by the protesters where our Office has found that 
considering only the reasonableness of an offeror’s price proposal is an insufficient 
consideration of price, involved post-award protests under solicitations that used  
tradeoff source selection processes, not present here.10  See e.g. Kathpal Techs., 
Inc.; Computer & Hi-Tech Mgmt., Inc., supra.   
 
In a tradeoff source selection process, the agency cannot so minimize the impact of 
price as to make it merely a “nominal evaluation factor” because the essence of the 
tradeoff process is an evaluation of price in relation to the perceived benefits of an 
offeror’s proposal.  FAR § 15.101-1(c).  The solicitation here expressly states that 
there will be no tradeoffs in the source selection.  RFP at 250.  Source selection will 
be made based solely on a “highest technically rated [ ] with a fair and reasonable 
price” evaluation scheme, with no comparison of an offeror’s price relative to the 
benefits of the proposal.  Id.  The relatively low importance of price in an evaluation 
scheme that does not contemplate tradeoffs, as is the case here, is 
unobjectionable. 
 
The protesters further assert that, based on our prior decisions, the proposed 
evaluation scheme is improper because an agency cannot eliminate a technically 
acceptable proposal from consideration for award without taking into account the 
relative cost of the proposal to the government, see Kathpal Techs., Inc.; Computer 
& Hi-Tech Mgmt., Inc., supra at 9.  The protesters note that the RFP’s evaluation 
scheme does not result in the lower-rated proposals (ranked 61st or below) being 
technically unacceptable; instead, those proposals simply have a lower technical 
rating.  Thus, the protesters argue that it is improper for the agency to use a source 
selection process that excludes lower-rated, acceptable, and possibly lower-priced 
proposals from the competition without considering their prices.   
 
While we agree with the protesters that, under this evaluation scheme, offerors 
below the top 60 will not have necessarily been found technically unacceptable, we 
nevertheless find nothing improper about the agency’s source selection 
methodology.  The scenarios cited, where our Office found it improper to exclude  
technically acceptable proposals from the competition without considering price, 
consisted of post-award protests under solicitations that used tradeoff source 
selection processes, also not present here.  See e.g. Kathpal Techs., Inc.; 
Computer & Hi-Tech Mgmt., Inc., supra, at 2.   
                                            
10 The protesters allege that our decision, Electronic Design, Inc., supra, stands for 
the proposition that an evaluation scheme where “price eligibility” is first determined, 
followed by award to the highest technically rated offeror, is impermissible because 
such a consideration of price is “nominal.”  B&E Supp. Comments, at 3.  However, 
this decision also found that the solicitation called for a tradeoff source selection 
process.  Electronic Design, Inc., supra, at 9.  
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When using a tradeoff selection process, if the agency excludes acceptable offerors 
without considering an offeror’s price, the agency has failed to conduct the essence 
of a tradeoff, which requires the agency to consider and trade off offerors’ higher (or 
lower) prices in relation to the perceived benefits of the proposal.  Furthermore, the 
express language in 41 U.S.C. § 3306(c) states that “[i]n prescribing the evaluation 
factors to be included in each solicitation for competitive proposals, an executive 
agency shall . . . include cost or price to the Federal Government as an evaluation 
factor that must be considered in the evaluation of proposals.”  Thus, while not 
every offeror will have its price evaluated under the proposed evaluation scheme 
(indeed, every firm ranked 61st or lower), the agency will evaluate the price (or cost) 
“to the government” of every awardee. 
 
Under the circumstances here, the RFP’s source selection methodology--which only 
considers the prices of the highest-rated offerors, and considers the prices insofar 
as they are “fair and reasonable”--conforms with the agency’s requirements to 
consider price under CICA.  Insofar as the proposed source selection process 
considers the price of every awardee (and rejects those firms that lack fair and 
reasonable pricing), the agency has satisfied its requirement to consider price to the 
government.  
 
Mechanical Application of Points 
 
The protesters argue that the source selection process here is improper because 
the scheme “relies on a mechanical application of point scores,” with no comparison 
of the offerors’ strengths and weaknesses and no “looking behind” the scores of an 
offeror’s proposal.  B&E Protest at 9.  The protesters assert that this evaluation 
scheme fails to take into consideration offerors that rank below the top 60, but 
nevertheless offer technical advantages or lower prices.  The protesters argue that, 
under prior decisions of our office, such an evaluation scheme is unreasonable.  
See West Coast Gen. Corp., B-411916.2, Dec. 14, 2015, 2015 CPD ¶ 392, at 12.   
 
We disagree.  Here, the agency has structured its solicitation such that there are no 
underlying “strengths” or “weaknesses” to be evaluated.  Indeed, the RFP has 
provided for an “objective” point scoring system, where there will be no tradeoff of 
proposal benefits relative to the proposed price.  In those scenarios where our 
Office has found the mechanical application of point scores to be unreasonable, this 
is because the agency was required to conduct a qualitative assessment (i.e., 
consideration of strengths and weaknesses) of the proposals.  As the solicitation 
here expressly does not envision a qualitative assessment beyond the review and 
verification of the point scores, we find no basis to sustain the protesters’ challenge 
to the agency’s source selection process.  
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Organizational Risk Assessment 
 
The four protesters also challenge the agency’s methodology for awarding points 
under the organizational risk assessment.  Specifically, the protesters assert that it 
is unreasonable for the agency to assign 7,500 points to small businesses that are 
proposing in a prime-subcontractor business arrangement where the small business 
prime contractor and each of the subcontractors have not all previously worked 
together as a team.  The protesters assert that, in order to be consistent with the 
agency’s evaluation of joint ventures and partnerships (where the joint venture or 
partnership must have all previously worked together as a team in order to be 
awarded the 7,500 points), small business offerors proposing prime-subcontractor 
relationships also should have previously worked together, as a team, in order to 
receive the 7,500 points.  The protesters assert that it is unreasonable for the 
agency to assign the same number of organizational risk assessment points to both 
an other-than-small business that is offering to perform, and a small business that is 
offering to perform with several subcontractors who have not previously all worked 
together. 
 
The agency states that the purpose of the organizational risk assessment is to 
acknowledge the lesser performance risk “represented by 1) an individual vendor 
with prior performance history offering as itself, or 2) the teaming arrangement 
whose constituent components have some prior history of performing together.”  
MOL at 24.  Likewise, the agency explains that an individual offeror with no prior 
performance history, or a newly-formed team with no prior history of performing 
together, presents a higher risk of unsuccessful performance.  Id.  The agency 
explains that, in the situation where a small business is proposing to rely on 
subcontractors, if the prime has worked with each subcontractor at some point in 
the past, the performance risk is not as high as the risk for a newly-formed joint 
venture (or partnership), or a vendor with which the prime has no performance 
history.  Id. at 25. 
 
A contracting agency has the discretion to determine its needs and the best method 
to accommodate them, and we will not question an agency’s determination of its 
needs unless that determination has no reasonable basis.  See Womack Mach. 
Supply Co., B-407990, May 3, 2013, 2013 CPD ¶ 117 at 3.  The adequacy of the 
agency’s justification of its needs is ascertained through examining whether the 
agency’s explanation is reasonable; that is, whether the explanation can withstand 
logical scrutiny.  KAES Enters., LLC, B-411225 et al., June 18, 2015, 2015 CPD 
¶ 186 at 4.   
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The protesters have not demonstrated that the agency’s judgments about risk are 
unreasonable.11   Here, the agency considers small businesses that have 
experience working with each of their first-tier subcontractors as sufficient to 
mitigate the performance risk of relying on subcontractors.  While we recognize the 
protesters’ concerns in assigning the same performance risk to an other-than-small 
business performing by itself, and a small business proposing subcontractors who 
have not all previously worked together, we have no basis to conclude that the 
agency’s judgement here is unreasonable.  The agency explains, and we agree, 
that the government will have privity of contract with the prime contractor, and not 
the entire prime-subcontractor team (unlike the joint venture or partnership 
scenario).  Thus, since the prime is the company ultimately responsible for the work, 
there is nothing unreasonable with considering whether the prime has worked with 
each subcontractor at some time in the past.  While the protesters maintain that, in 
order to receive the ORA points, GSA should require small business prime 
contractors to have previously worked with all of their proposed subcontractors at 
the same time, the protester’s disagreement with the agency’s judgment concerning 
the agency’s needs and how to accommodate them does not show that the 
agency’s judgment is unreasonable.  See  Grant Thornton, LLP, B-408464, Sept. 
25, 2013, 2013 CPD ¶ 238 at 5. 
 
Limited Number of Awards 
 
Finally, Sevatec, InfoReliance, and B&E also argue that limiting awards to only 
60 firms violates FAR § 16.504(c), which requires the contracting officer to consider 
the ability to maintain competition at the task order level among the awardees 
throughout the contracts’ period of performance when determining the number of 
contracts to be awarded.  FAR § 16.504(c)(1)(ii)(A)(4). In this regard, the protesters 
contend that the agency failed to achieve sufficient competition at the task order 
level under the Alliant 1 GWAC, where there were 59 awardees, and thus the 
agency’s decision to award only 60 contracts here will similarly fail to achieve 
adequate competition.  In support of this, the protesters point to an analysis of 
Alliant 1 task order competitions that found “approximately 50 percent of Alliant 1 
task orders had only one bidder,” and to the contracting officer’s statement, made 
during a preproposal conference, that the agency viewed “competitive one-bid” task 
                                            
11 We note that, while the protesters assert generally that the agency is treating 
prospective offerors “unequally and unfairly,” the protesters are not specifically 
arguing that the RFP provisions here involve disparate treatment of other-than-small 
and small businesses.  Sevatec Comments at 4; InfoReliance Comments at 4.  That 
is, the protesters are not arguing that they should be allowed to propose 
subcontractors in the same manner as small businesses, nor are they arguing that 
small businesses should be prohibited from proposing subcontractors in the same 
manner that other-than-small businesses are prohibited from proposing 
subcontractors.  
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order competitions as happening “too often” under Alliant 1.  Sevatec Protest at 8; 
InfoReliance Protest at 8; B&E Protest at 10.  As a result, the protesters assert that 
the number of awardees here should be increased.  
 
In response, the agency explains that it has taken a number of steps in structuring 
the Alliant 2 program to ensure competition at the task order level.  First, the agency 
explains that its initial draft RFP only provided for 40 awards, but that the agency 
ultimately concluded that 60 awards would “most effectively serve the needs of its 
federal agency customers by providing a pool of ‘best-in-class’ contractors.”  CO 
Statement at 4.  Also, Alliant 2 includes “participation” standards, which require that 
every Alliant 2 awardee submit a minimum number of proposals annually.  MOL 
at 22.  Finally, Alliant 2 awardees are required to meet certain “production” 
standards, which require that every Alliant 2 awardee receive a certain value of task 
orders over the life of the contract.  The agency explains that this will help ensure 
high quality competition in order for awardees to meet their participation and 
production standards.  Id. at 24.  Given that GSA intends to make 60 awards, 
requires the successful awardees to compete for a certain number of task orders 
each year, and requires awardees to have performed a certain amount of work each 
year, we do not find any basis for concluding that the agency’s decision to limit the 
number of awardees to 60 is inconsistent with its stated goal of maintaining 
competition at the task order level throughout the period of performance.  
 
The protests are denied. 
 
Susan A. Poling 
General Counsel 
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Comptroller General 
of the United States 


441 G St. N.W. 
Washington, DC  20548 


        


Decision 
 
 
Matter of: Leidos Innovations Corporation 
 
File: B-415514; B-415514.2; B-415514.3 
 
Date: January 18, 2018 
 
J. Scott Hommer, III, Esq., Keir X. Bancroft, Esq., Chelsea B. Knudson, Esq, 
Christopher G. Griesedieck, Esq., Michael T. Francel, Esq., Emily A. Unnasch, Esq., 
Jengeih S. Tamba, Esq., and Spencer P. Williams, Esq., Venable LLP, for the protester. 
Jason A. Carey, Esq., Alexis N. Dyschkant, Esq., Andrew R. Guy, Esq., Kayleigh M. 
Scalzo, Esq., John W. Sorrenti, Esq., and Patrick J. Stanton, Esq., Covington & Burling, 
LLP, and James C. Cox, Esq., and Anjali Chaturvedi, Esq., for Northrop Grumman 
Systems Corporation, the intervenor. 
Charlene T. Storino, Esq., Department of Homeland Security, for the agency. 
K. Nicole Willems, Esq., and Jennifer D. Westfall-McGrail, Esq., Office of the General 
Counsel, GAO, participated in the preparation of the decision. 
DIGEST 
 
1.  Protest that agency failed to give adequate consideration to awardee’s alleged 
organizational conflict of interest is denied where record shows the agency carefully 
investigated whether the awardee had an organizational conflict of interest and 
concluded that none existed. 
 
2.  Protest that agency’s evaluation was unreasonable is denied where the record 
shows the evaluation was reasonable and consistent with the solicitation. 
DECISION 
 
Leidos Innovations Corporation, of Reston, Virginia, protests the issuance of a task 
order to Northrop Grumman Systems Corporation (NGSC), of McLean, Virginia, under 
request for proposals (RFP) No. HSHQDC-16-R-00080, issued by the Department of 
Homeland Security (DHS), Office of Biometric Identity Management (OBIM), for a 
biometric analysis system.  Leidos contends that NGSC should have been disqualified 
from the competition due to an alleged organizational conflict of interest (OCI).  The 
protester also challenges the evaluation of proposals. 
 
We deny the protest. 
 
 


DOCUMENT FOR PUBLIC RELEASE 


The decision issued on the date below was subject to 
a GAO Protective Order.  This redacted version has 
been approved for public release. 
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BACKGROUND 
 
OBIM is the lead entity within DHS for biometric management services.  Contracting 
Officer’s Statement of Facts (COSF) at 1.  As part of OBIM’s responsibility for matching, 
storing, sharing, and analyzing biometric identity information, OBIM is responsible for 
the operation, maintenance, and modernization of the Automated Biometric 
Identification System (IDENT).  Id.  Due to the escalating demands for biometric 
analysis, OBIM determined that it needed a new biometric system to replace the aging 
IDENT system, and sought to procure such a system through this acquisition, known as 
the Homeland Advanced Recognition Technology (HART) procurement.  Id.  HART is to 
replace IDENT with a modular system that addresses OBIM’s needs, which include 
greater efficiencies, lower costs of operations, increased data volumes, and the 
capability of incorporating multiple and new biometric modalities.  Id. 
 
On February 13, 2017, DHS issued the HART procurement RFP to DHS’s Enterprise 
Acquisition Gateway for Leading-Edge Solutions (EAGLE II) strategic source indefinite-
delivery, indefinite-quantity (IDIQ) contract holders under functional category 1.  RFP  
at 1.  The RFP contemplated the issuance of a task order with firm fixed-price award 
fee, cost-plus-fixed-fee, fixed-price, cost-reimbursement, and time and materials 
contract line item numbers (CLINs).  Id. at 152-153.  The solicitation provided for award 
on a best-value tradeoff basis, considering both non-cost/price and cost/price factors.  
Id. at 156.         
 
The RFP provided for a two-step evaluation process addressing the following six 
factors, in descending order of importance:  (1) oral presentation; (2) system 
development and execution; (3) resource and analysis; (4) staffing; (5) past 
performance; and (6) price.1  Id. at 156-159.  Step one consisted of the evaluation of 
oral presentations.  Id. at 145.  Following the evaluation of oral presentations, the 
agency would advise offerors as to whether it was recommended that they submit 
written proposals.  Id. at 145.  Step two was to include the evaluation of written 
proposals under the remaining five factors.  Id. at 146.  As relevant here, the RFP 
provided that oral presentations would be evaluated based on responses to questions 
provided in advance, responses to on-the-spot questions, and, of lesser importance, 
reference materials submitted by offerors.  Id. at 156.   
 
Under the system development and execution factor, offerors were required to submit a 
performance work statement (PWS), including proposed tasks and deliverables, to 
address the baseline performance objectives (BPO).  Id. at 148.  Offerors were also 
required to provide:  (1) a complete and comprehensive schedule that incorporated 
activities and milestones needed for the design, development, and implementation of 


                                            
1 The RFP provided that non-price factors would be evaluated holistically, and potential 
ratings included high confidence, some confidence, and low confidence.  RFP at 159. 
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increment 1, increment 2,2 and the option periods; (2) the offeror’s management 
approach; (3) a quality assurance surveillance plan; (4) and a bill of materials (BOM).  
Id.   
 
With regard to the past performance factor, the RFP provided for an evaluation of the 
extent to which an offeror’s past performance submission “demonstrates successful 
management of projects of similar size, scope and complexity as identified in the BPO 
within the last five years.”  Id. at 159.  Additionally, the evaluators would consider 
whether an offeror’s proposal “demonstrates past experience in designing, developing, 
testing, integrating, deploying and supporting large-scale information technology 
transactional systems including those involving integration with legacy systems currently 
in operation,” and whether an offeror’s “past performance indicates applicable 
experience with the methodologies, tools and technologies proposed for executing the 
work in the BPO.”  Id.  Finally, the RFP provided for an evaluation of the extent to which 
an offeror’s proposal “demonstrates past experience in incremental iterative 
development and deployment of configuration items, to include training execution, 
database updates and restructuring, and configuration management of multiple 
configurations in various stages of development and deployment.”  Id. 
 
The RFP provided that prices would be evaluated for reasonableness based on 
competition and work breakdown structure analysis supporting an offeror’s proposed 
HART PWS.  RFP at 159.  Of relevance here, the RFP advised offerors that, depending 
upon the proposed system architecture and deployment plan, the resulting HART 
testing and production systems could consist of components that are provided by cloud-
based infrastructure services; installed and operated in one or more non-DHS data 
centers (government-owned or commercial); installed and operated in one or both of the 
DHS enterprise data centers; or installed and operated as any hybrid of the above 
options.  Id. at 27.  The RFP provided for an upward price adjustment to be made in 
instances where an offeror opted to include the use of DHS data centers as part of its 
proposed solution in an effort to normalize the comparison of prices from one proposed 
solution to another by accounting for the additional cost that would be incurred by DHS 
as a result of the use of its data centers.3  Id. at 151. 


                                            
2 The RFP provided that HART would be developed in four increments.  RFP at 20.  
Increment one replaces IDENT with the HART core application, and increment two will 
build on increment one.  Id. at 21.  This solicitation addresses the first two increments.  
Id. at 22.   
3 To account for the associated cost of DHS data center hosting and Level 1 managed 
services, the RFP provided that the agency would add an amount of up to $16.2 million 
per year to the prices proposed in CLINs 0001C.1, 0002C.1, 0003C.1, 1001A.1, 
2001A.1 and 2001B.1 to reflect the current estimated yearly cost incurred by the agency 
for these data center services.  RFP at 151.  On a prorated basis, this would amount to 
the addition of up to $1.35 million per month to an offeror’s quoted monthly price, 
proportional to the proposed DHS data center footprint.  Id.  The RFP further specified 


(continued...) 
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After oral presentations by four offerors, three offerors (including Leidos) submitted 
written proposals.  Following a round of discussions, offerors submitted final proposal 
revisions.  The proposals of the protester and NGSC were evaluated as follows: 
 


 NGSC Leidos 
Oral Presentation High Confidence Some Confidence 
System Development and Execution High Confidence High Confidence 
Resource and Analysis High Confidence Some Confidence 
Staffing Some Confidence Some Confidence 
Past Performance High Confidence High Confidence 
Proposed Price $95,102,060 $158,489,925 
Evaluated Price $106,607,638 $220,968,054 


 
 
Agency Report (AR), Tab 19, Source Selection Decision Document (SSDD), at 3; AR, 
Tab 14.b, Revised Business Evaluation Report, at 5.4 
 
Based on the evaluation results, the contracting officer (CO) and source selection 
evaluation board (SSEB) chairperson made a best-suited contractor determination, 
identifying NGSC as the apparent successful offeror.  2nd Supp. Memorandum of Law 
(MOL) at 25.  Consistent with the terms of the solicitation, which provided that after the 
agency had selected the apparent successful offeror, it could engage in communication 
solely with this contractor to address any remaining issues and to finalize a task order, 
the agency held negotiations with NGSC.  RFP at 160, 2nd Supp. COSF, at 3.  The 
communications concluded on August 31.  2nd Supp. COSF, at 3.   
 
Subsequently, a best-value recommendation meeting was convened on September 7, 
and the source selection authority (SSA) approved the award to NGSC on  
September 19.  Id.  The agency issued a task order to NGSC on September 28, and 
unsuccessful offerors were notified the same day.  Id.  Leidos received a debriefing on 
October 4, and this protest followed.5 


                                            
(...continued) 
that the referenced CLIN prices would be adjusted upon review of hosting choices made 
by the offeror and the estimated hidden hosting costs of the proposed approach.  Id. 
4 Upward cost adjustments were made to Leidos’ proposal based on its proposed use of 
[DELETED], and to both Leidos’ and NGSC’s proposals based on the estimated cost of 
extending performance for a six-month period.  AR, Tab 14.b, Revised Business 
Evaluation Report, at 5. 
5 The task order at issue in this protest was competed under Federal Acquisition 
Regulation (FAR) part 16 among firms previously awarded IDIQ contracts.  The value of 
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DISCUSSION 
 
Leidos raises the following six principal contentions:  (1) NGSC received an unfair 
competitive advantage based on the participation of one of its employees in a loaned 
executive program at DHS; (2) the agency should have rated NGSC lower under the 
system development and past performance factors; (3) the agency failed to properly 
evaluate the realism of NGSC’s proposal under the cost-reimbursement CLINs;  
(4) the agency should have assigned higher ratings to Leidos’ proposal under each 
factor in which Leidos received a some confidence rating; (5) the agency improperly 
adjusted Leidos’ proposed cost/price based on its proposed use of [DELETED]; and (6) 
the agency’s best-suited contractor determination and best-value tradeoff analyses 
were improper.  For the reasons discussed below, we find no basis to sustain the 
protest.6 
 
Unfair Competitive Advantage 
 
Leidos argues that NGSC had an unfair competitive advantage that merited 
disqualification from the competition based on the role of one of NGSC’s employees as 
a loaned executive (LE) in DHS’s loaned executive program (LEP).  The LEP is a 
program that provides a mechanism for DHS to bring expertise from the private sector 
into DHS to address specific identified needs.  MOL at 3.  In this regard, Leidos alleges 
that an NGSC employee who participated in the LEP, working on modernization of the 
existing IDENT system, had access to competitively useful information related to the 
HART procurement, and shared information with officials in OBIM that was used in 
developing the HART requirements.  For the reasons discussed below, we conclude 
that the agency conducted a reasonable investigation regarding the possibility of a 
potential or actual OCI, and reasonably concluded that the LE neither had access to 
competitively useful information that would have conferred an unfair competitive 
advantage on NGSC, nor participated in the development of the HART requirements. 
 


                                            
(...continued) 
the task order issued is in excess of $10 million.   Accordingly, our Office has jurisdiction 
to consider the protest. 41 U.S.C. § 4106(f)(B)(2). 
6 In its various protest submissions, Leidos raises arguments that are in addition to, or 
permutations of, those discussed herein.  Several of these arguments essentially 
request that our Office substitute its judgment regarding the proposals’ relative technical 
merits for the judgment of the procuring agency--something this Office declines to do.  
See, e.g., ManTech Advanced Sys. Int’l, Inc., B-413717, Dec. 16, 2016, 2016 CPD 
¶ 370 at 3.  While we do not address in detail every argument raised by the protester, 
we have reviewed them all and find no basis to sustain the protest. 
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The FAR requires that contracting officials avoid, neutralize, or mitigate potential 
significant conflicts of interest so as to prevent an unfair competitive advantage or the 
existence of conflicting roles that might impair a contractor’s objectivity.  FAR 
§§ 9.504(a), 9.505.  The situations in which OCIs arise, as described in FAR subpart 9.5 
and the decisions of our Office, can be broadly categorized into three groups:   
(1) biased ground rules; (2) unequal access to information; and (3) impaired objectivity.  
As relevant here, an unequal access to information OCI exists where a firm has access 
to nonpublic information as part of its performance of a government contract, and where 
that information may provide the firm a competitive advantage in a later competition for 
a government contract.  FAR § 9.505(b); Cyberdata Techs., Inc., B-411070 et al.,  
May 1, 2015, 2015 CPD ¶ 150 at 6.  A biased ground rules OCI arises where a firm, as 
part of its performance of a government contract, has in some sense set the ground 
rules for the competition for another government contract by, for example, writing the 
PWS or providing materials upon which a PWS was based.  FAR §§ 9.505-1, 9.505-2. 
In these cases, the primary concern is that the firm could skew the competition, whether 
intentionally or not, in favor of itself.  Energy Sys. Grp., B-402324, Feb. 26, 2010, 2010 
CPD ¶ 73 at 4. 
 
In reviewing protests that challenge an agency’s conflict of interest determinations, our 
Office reviews the reasonableness of the agency’s investigation and, where an agency 
has given meaningful consideration to whether an OCI exists, we will not substitute our 
judgment for the agency’s, absent clear evidence that the agency’s conclusion is 
unreasonable.  DV United, LLC, B-411620, B-411620.2, Sept. 16, 2015, 2015 CPD 
¶ 300 at 6.  In this regard, the identification of conflicts of interest is a fact-specific 
inquiry that requires the exercise of considerable discretion.  Health Innovation & Tech. 
Venture, B-411608.2, Sept. 14, 2015, 2015 CPD ¶ 298 at 5.  A protester must identify 
hard facts that indicate the existence or potential existence of a conflict; mere inference 
or suspicion of an actual or potential conflict is not enough. ViON Corp.; EMC Corp., 
B-409985.4 et al., Apr. 3, 2015, 2015 CPD ¶ 141 at 10.  Here, the record does not 
support the protester’s challenges and provides no basis to question the 
reasonableness of the agency’s investigation. 
 
The LE was selected for participation in the LEP based on, among other things, his 
professional experience with managing biometric identification systems.  The LE was to 
serve a 1-year term in the program, which began in December 2014.  MOL at 7.  In this 
role, he worked at OBIM in a part-time status, for an average of three days per month, 
and was tasked with assisting on IDENT modernization efforts, which included OBIM’s 
effort to expand IDENT’s biometric analysis capabilities to include multimodal fusion of 
iris and face. 7   Id.  The LE’s participation in the program concluded in January of 2016.  
AR, Tab 32, OCI Analysis and Determination, at 1.   


                                            
7 As part of the screening/clearance process for the LEP, the LE signed an 
acknowledgment of conflict of interest matters recognizing that he needed to take steps 
to avoid conflicts of interest or other ethics violations.  AR, Tab 27, LEP Clearance 
Package, at 13-14.  This document included a statement that the LE was not permitted 


(continued...) 
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In July of 2016, NGSC requested that the LE be given access to materials related to the 
HART procurement that had been placed in a reading room by DHS.  Because of the 
LE’s prior work at OBIM, the CO initially denied the request and conducted an 
investigation to determine whether, as a result of the LE’s participation in the LEP, an 
OCI existed with regard to the HART procurement.  Id.  Based on the investigation, 
which was completed on February 12, 2017, the CO concluded that there was no 
conflict and permitted NGSC to participate in the HART procurement.8  Id. at 16. 
 
While Leidos contends that the OCI investigation was unreasonable, that contention is 
not supported by the record.  In researching the facts and making a determination, the 
CO took a number of steps including:  conducting a review of 2,100 emails sent to or 
from the LE’s DHS email account; conducting a review of over 500,000 emails of OBIM 
technical and management personnel who had known contact with the LE and who 
were involved with current or future OBIM biometric activities; auditing OBIM SharePoint 
to determine what documents the LE had accessed and when; conducting question and 
answer sessions with OBIM personnel regarding known communications and 
discussions on biometric topics and items of interest generated from the reviews of the 
emails; and engaging in questions and answers with NGSC regarding the LE’s roles 
and responsibilities at DHS, as well as his participation in the development of NGSC’s 
HART proposal.  Id. at 2-3.  As discussed in detail below, we have no basis to question 
the CO’s conclusion that NGSC did not have an unfair competitive advantage based on 
the LE’s participation in the LEP, and permitting NGSC to participate in the HART 
competition.   
 
Unequal Access OCI 
 
With regard to the alleged unequal access to information OCI, the CO recognized that a 
competitor to NGSC, such as Leidos, might assume that the LE and NGSC had access 
                                            
(...continued) 
to work on matters with a direct and predictable economic impact on any of the 
employee’s “interests or affiliations or those imputed to him or her, specifically including 
the employee’s private sector employer and the employee’s personal financial 
arrangements with the private sector employer, unless a waiver is granted pursuant to 
Title 18, U.S.C., § 208(b)(1).”  Id.  
8 Initially, the LE participated in the preparation of NGSC’s proposal for the HART 
procurement.  In an October 20, 2016 letter to NGSC, DHS indicated that it believed 
there was the appearance of an OCI, and asked NGSC to respond with regard to its 
approach to mitigation.  In a November 18 letter, NGSC informed the agency that, while 
it continued to believe that the LE’s participation in the loaned executive program did not 
create an OCI, and that hard facts were not present to establish even the appearance of 
an OCI, it was removing the LE from its HART proposal team and implementing a 
firewall between the LE and the proposal team for the remainder of the procurement.  
AR, Tab 32.a, OCI Determination Attachments, at 60. 
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to “non-public information useful in the preparation of a HART proposal that would give 
it an unfair competitive advantage.”  Id. at 14.  The CO concluded, however, that there 
was no evidence that the LE had been given unequal access to HART-related 
information such that NGSC would have had an unfair competitive advantage.  The CO 
noted that the agency had taken steps to avoid such access.  For example, while the 
CO’s review of emails revealed that the LE had offered to help with the review of the 
responses to the HART RFI,9 the record further showed that OBIM officials had denied 
the LE access to that information, such that no competitively useful information was 
ultimately gained by the LE.  Id.  at 14.  Similarly, the CO reviewed the SharePoint 
documents that could have been accessed by the LE, and only identified two 
documents that could have been minimally useful in relation to HART.  Id. at 5.  Both 
documents, which related to IDENT, had been made available to contractors in the 
reading room in September 2016.  Id.   
 
The CO also noted the nature of the solicitation in his OCI analysis.  In this regard, 
rather than seeking a specific solution, the solicitation asked offerors to define the best 
solution to meet the baseline performance objectives, with no predetermined blueprint 
that could have been accessed by the LE.10  Id. at 15.  The CO concluded that the 
possibility that the LE had unequal access to information was further diluted as a result 
of the many revisions made to the final BOP and RFP requirements after the LE’s 
departure from the LEP.  AR, Tab 32, OCI Analysis and Determination, at 16.  These 
revisions occurred as a result of DHS’s engagement with industry and other interested 
parties, which included opportunities for DHS to receive feedback and to answer over 
500 questions.11  Id.  We have no basis to find that the CO’s conclusion here is 
                                            
9 Prior to the beginning of the LE’s engagement at DHS, OBIM released a request for 
information (RFI) related to the HART procurement.  MOL at 8.  A second RFI for the 
HART procurement was posted during the LE’s term at DHS.  Id.   
10 For example, as described above, offerors were permitted to propose HART testing 
and production systems consisting of components provided by cloud-based 
infrastructure services; installed and operated in one or more non-DHS data centers; 
installed and operated in one or both of the DHS enterprise data centers; or installed 
and operated as any hybrid of the above options.  RFP at 27.  In this regard, Leidos 
speculates that the LE was aware that although the solicitation allowed different 
approaches, the agency had a preference for an all-cloud solution, such as the one 
proposed by NGSC.  While the agency did issue the task order to NGSC, the only 
offeror to propose an all-cloud solution, there is nothing to support the idea that the 
agency was harboring an undisclosed preference for an all-cloud solution.  Rather, as 
discussed below, the evaluation record indicates that the evaluators identified both 
benefits and downsides to the different approaches proposed by both Leidos and 
NGSC.   
11 This engagement included the release of a draft statement of objectives (SOO) during 
an industry day event, and a request for vendors to submit comments and/or questions 
related to the draft SOO.  MOL at 13-15.  The agency engaged in additional dialog with 
industry and other interested parties by issuing three draft RFPs, seeking feedback, and 


(continued...) 
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unreasonable, and view the passage of time between the LE’s exit from the LEP, as 
well as the many changes that were made to the draft solicitation during that time, as 
compelling evidence supporting the CO’s finding.  See Liquidity Servs., Inc., B-409718 
et al., July 23, 2014, 2014 CPD ¶ 221 (denying protest that awardee obtained unfair 
competitive advantage from hiring former agency employees because CO reasonably 
concluded that any information former agency employees had that might have been 
considered competitively useful at one time was either outdated or publicly available). 
 
Additionally, to the extent the LE had access to information regarding IDENT that could 
have been useful in the HART competition and that was not already publicly available, 
the agency released that information to interested parties in a reading room so as to 
remove any appearance of an OCI resulting from the LE’s initial access.12  AR, Tab 32, 
OCI Analysis and Determination, at 14.  Indeed, in some instances, the agency made 
available in the HART reading room “more detailed statistical data, which is more 
current and relevant to potential offerors in the development of the HART system 
proposal” than the IDENT-related information to which the LE had access.  Id.   
 
Ultimately, based on the findings of his review, the CO concluded that there was no 
evidence of an “actual, potential, or appearance of unequal access, since all research of 
[the LE’s] activities while in the [loaned executive program] did not demonstrate that he 
had access to non-public information to prepare NGSC’s HART proposal.”  Id. at 15. 
While the protester disagrees with the CO’s conclusions and argues that the agency 
should have investigated further, its complaints do not provide a basis to sustain the 
protest.13  As noted above, a protester must identify hard facts that indicate the 
existence or potential existence of a conflict; mere inference or suspicion of an actual or 
potential conflict is not enough.  ViON Corp.; EMC Corp., supra.  Here, the protester 
has failed to provide the clear evidence necessary to demonstrate that the CO’s 
determinations were unreasonable. 
 
                                            
(...continued) 
posting responses to industry questions between May of 2016 and early February of 
2017.  Id.  For example, during the industry day event, DHS received a question as to 
whether DHS would be open to “all of HART being provided as ‘cloud-based managed 
service’ or only limited elements?”  AR, Tab 7.a.5, Emailed Responses to HART 
Industry Day Questions, at 4.  In response, DHS explained that OBIM was open to “any 
or all portions of the solutions being cloud-based” or “As-A-Service.”  Id.   
12 For example, the IXM v6.0.7 schema information, which relates to IDENT and is not 
unique to HART, was added to the reading room. 
13 For example, the protester contends that the agency’s review was inadequate 
because it did not consider certain categories of information, such as emails sent from 
the LE to DHS employees using the LE’s NGSC email account.  Given the broad scope 
of the agency’s investigation, however, we will not conclude that this omission renders 
inadequate the entire review.  
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Biased Ground Rules OCI 
 
With regard to the allegations of a biased ground rules OCI, we also find the protester’s 
contentions regarding the agency’s investigation insufficient to form a basis to sustain 
the protest.  Based on his investigation, the CO found no evidence that the LE was 
involved in any activity related to the development of HART requirements, and 
concluded that there was no “actual, potential or appearance of an opportunity for [the 
LE] to significantly influence or set the ground rules for the HART competition that would 
indicate the possibility of a future competitive advantage.”  AR, Tab 32, OCI Analysis 
and Determination, at 16.  As discussed above, the requirements were not finalized until 
over a year after the LE ended his participation in the LEP.  Additionally, to the extent 
the LE spoke with individuals at OBIM regarding biometrics generally or the HART 
procurement specifically, there is no evidence that those conversations led to 
requirements that were favorable to NGSC.  In sum, we find that the agency’s 
investigation in this regard was reasonable, and conclude that the protester failed to 
provide hard evidence sufficient to contradict the CO’s determination.    
 
Evaluation of Proposals 
 
Leidos next challenges the evaluation of the proposal submitted by NGSC, as well as 
the evaluation of its own proposal, under various evaluation factors, including the 
cost/price factor.  As discussed below, we find no basis to conclude that the evaluation 
of NGSC’s proposal was improper.  Additionally, we find that Leidos’ challenges to the 
evaluation of its own proposal do not provide a basis for sustaining the protest. 
 


NGSC: Past Performance 
 
Leidos argues that NGSC should not have received the highest possible past 
performance rating.  In this regard, Leidos contends that the agency failed to consider 
negative performance information about NGSC’s performance of the Department of 
Defense (DOD) automated biometric information system (ABIS) contract that was “too 
close at hand” to ignore.  Had the evaluators considered this information, the protester 
contends, the rating assigned to NGSC would be lower.14   
 


                                            
14 Leidos makes a related argument that the agency treated the offerors unequally by 
assessing risk in its proposal on a factor-level, but only assessing risk in NGSC’s 
proposal overall.  Supp. Protest at 11.  The agency furnished a detailed response to this 
allegation in its supplemental AR, maintaining that the evaluation showed that the 
agency did assess risk to Northrop’s proposal throughout the evaluation, and did not 
assess risk only on a proposal level.  Supp. MOL at 34.  In responding to the 
supplemental AR, the protester did not seek to rebut or otherwise take issue with the 
agency response.  Accordingly, we consider it to have abandoned this argument.  See 
G.A. Braun, Inc., B-413735, Dec. 21, 2016, 2016 CPD ¶ 374 at 3-4.     
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An agency’s evaluation of past performance, including its consideration of the 
relevance, scope, and significance of an offeror’s performance history, is a matter of 
discretion which we will not disturb unless the agency’s assessments are unreasonable 
or inconsistent with the solicitation criteria.  Computer Sciences, Corp., B-409386.2, 
B-409386.3, Jan. 8. 2015, 2015 CPD ¶ 34 at 12.  Where a protester challenges an 
agency’s past performance evaluation, we will review the evaluation to determine if it 
was reasonable and consistent with the solicitation’s evaluation criteria and 
procurement statutes and regulations, and to ensure that it is adequately documented. 
Id.  A protester’s disagreement with the agency’s evaluation judgments concerning the 
merits of past performance does not establish that the evaluation was unreasonable.  
Id.   
 
Here, the RFP instructed offerors to provide up to three relevant projects of similar size, 
scope, and complexity to the proposed HART effort within the last five years from the 
date of the RFP that were either completed or not yet fully executed.  RFP at 149.  
Among other things, offerors were to provide a point of contact familiar with each project 
who could confirm the level of quality of the referenced experience and work.  Id.  
Additionally, the agency reserved the right to consider information about past 
performance from commercial and government sources including but not limited to, 
government audit reports, the contractor performance assessment reporting system 
(CPARS), the past performance information retrieval system (PPIRS), and commercial 
sources (such as Dun and Bradstreet reports).  RFP at 159. 
 
Consistent with the terms of the solicitation, the past performance evaluation team 
contacted the references provided by the offerors, and also conducted a search of the 
PPIRS database.  AR, Tab 22, Past Performance Evaluation Team Statement; AR,  
Tab 13.a.5, Past Performance Evaluation Report.  Based on its consideration of the 
information provided by NGSC, the information gathered from the references provided 
by NGSC, and the findings in PPIRS, the evaluators concluded that NGSC merited the 
highest possible rating for past performance.   
 
As noted above, the protester contends that the agency was required to consider 
additional information that was too close at hand to be ignored.  We have recognized 
that in certain limited circumstances, an agency has an obligation (as opposed to the 
discretion) to consider “outside information” bearing on the offeror’s past performance 
when it is “too close at hand” to require offerors to shoulder the inequities that spring 
from an agency’s failure to obtain and consider the information.  Hygeia Solutions 
Partners, LLC; STG, Inc., B-411459 et al., July 30, 2015, 2015 CPD ¶ 244 at 12.  We 
have generally limited application of this principle to situations where the alleged “close 
at hand” information relates to contracts for the same services with the same procuring 
activity, or information personally known to the evaluators.  Veterans Elite, Inc., 
B-409233, Feb. 10, 2014, 2014 CPD ¶ 64 at 4.   
 
Here, the protester argues that the agency was required to consider two categories of 
additional information:  (1) publicly available articles and reports about DOD ABIS, 
including GAO reports on the program; and (2) information personally known by two 
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DHS employees who had previously worked at DOD.  First, while the protester argues 
that the agency was required to consider reports and articles about the DOD ABIS 
contract, nothing in the solicitation obligated the agency to consider such information.  
Additionally, the DOD ABIS contract was not a contract for the same service with the 
same procuring activity, nor is it evident that the evaluators had personal knowledge of 
the existence of the articles and reports which Leidos claims should have been 
considered.  Accordingly, we fail to see any basis for concluding that the agency’s 
evaluation of NGSC’s past performance was unreasonable. 
 
With regard to the second category of information, Leidos alleges that two individuals 
working at OBIM had personal knowledge about alleged performance problems on 
NGSC’s DOD ABIS contract by virtue of prior DOD employment.  The employees at 
issue served as the source selection evaluation board chair (employee A), and on the 
source selection advisory council (SSAC) (employee B) for the HART procurement.  In 
a declaration provided by employee A, she indicated that she had no personal 
knowledge of performance problems with the DOD ABIS contract.  AR, Tab 45, 
Declaration, Oct. 30, 2017.  While the protester attempts to refute employee A’s claim 
by noting that she, along with employee B, received briefing slides addressing the DOD 
ABIS program from the DOD Biometrics Executive Committee in 2014, the fact that 
employee A may have received briefing slides in 2014 does not create an obligation for 
employee A to ensure consideration of the information during the evaluation here.   
 
Employee B had also been employed previously by DOD, but left the agency in 2011.  
AR, Tab 66, Declaration, Nov. 15, 2017, at 2.  While employee B does claim to have 
personal knowledge related to the performance of the DOD ABIS contract, he explains 
that he did not disclose the information because the knowledge would be six years old, 
which predates the five-year window set out in the solicitation for the consideration of 
past performance.  Id.  Employee B further explained that he did not inform the 
evaluators of his outdated personal knowledge and experience with DOD ABIS, 
because he was aware that the evaluators had received information about NGSC’s 
performance directly from the DOD point of contact who had direct knowledge of 
NGSC’s current performance.  Id.  at 3.  Further, he indicated that the information he 
could have provided would not have indicated that issues were all attributable to NGSC.  
Id.   Based on the above, we have no reason to conclude that the agency was obligated 
to consider the outdated personal knowledge possessed by employee B in its 
evaluation of NGSC’s past performance.  We also see no evidence that, even if the 
agency considered the outdated information known to employee B, such consideration 
would have resulted in a lower rating for NGSC.  Thus, we are also unable to conclude 
that the failure to consider the information known by employee B was prejudicial to 
Leidos. 
 


NGSC:  System Development and Execution 
 
Leidos also challenges the assignment of a high confidence rating to NGSC’s proposal 
under the system development and execution factor.  Supp. Comments at 74.  The crux 
of Leidos’ argument is that the agency should have rated NGSC lower because of the 
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risk inherent in its proposed approach.15  Id.  In this regard, Leidos cites to the 
evaluation consensus report for this factor, wherein the evaluators note that, among 
other things, NGSC’s proposal represents a “high risk, high reward proposition.”  AR, 
Tab 13.b.2, Factor 2 Evaluation Report, at 20.  Leidos also notes what it views as 
inconsistencies in the evaluation, such as the evaluators having noted that NGSC’s 
proposal “presents ways to effectively mitigate the risks that are inherent to novel and 
bold approaches” and “achieves overall a good balance between innovation and risk 
mitigation,” while also assigning the proposal a weakness under the factor based on a 
lack of detail regarding risk mitigation approaches for the transition.  Id. at 20, 25; Supp. 
Comments at 74-75.  We find Leidos’ arguments unpersuasive.   
 
The evaluation of technical proposals in a task order competition is a matter within the 
discretion of the contracting agency, since the agency is responsible for defining its 
needs and the best method for accommodating them.  Cherokee Nation Tech. 
Solutions, LLC, B-411140, May 22, 2015, 2015 CPD ¶ 170 at 5.  In reviewing an 
agency’s evaluation, we will not reevaluate technical proposals, but instead will examine 
the agency’s evaluation to ensure that it was reasonable and consistent with the 
solicitation’s stated evaluation criteria and with procurement statutes and regulations.  
Id.  A protester’s disagreement with an agency’s judgment is not sufficient to establish 
that an agency acted unreasonably.  Id.   
 
Here, the record includes discussion of risks, as well as other negative aspects of 
NGSC’s approach, indicating that they were fully considered by the evaluators; the 
record also includes discussion of the many positive aspects in NGSC’s approach 
identified by evaluators.  On this record, which includes a detailed evaluation report, we 
view the protester’s arguments that NGSC should have received a lower rating as 
nothing more than disagreement with the agency, and have no basis to conclude that 
the assignment of a high confidence rating to NGSC’s proposal under this factor was 
unreasonable.   
 


NGSC:  Cost/Price 
 
Finally, with respect to NGSC’s proposal, Leidos argues that the agency failed to 
adequately evaluate the realism of NGSC’s proposal under the cost-reimbursement 
CLINs.  In this regard, Leidos attempts to demonstrate prejudice by speculating that 
NGSC shifted software maintenance costs from fixed-price to cost-reimbursement 
CLINs, in an effort to artificially lower its proposed cost/price.  Leidos 1st Supp. 
Comments, at 8.  In response, the agency contends that it sufficiently considered the 
realism of NGSC’s proposed costs under the three cost-reimbursement CLINs for the 


                                            
15 We note that the solicitation did not require the assignment of individual risk ratings 
under the technical factors, and the assignment of a “high confidence” or “some 
confidence” rating was not dictated by the amount of risk in an offeror’s proposal.   
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hardware and software associated with the offeror’s solution.16  Supp. MOL at 41.  In 
this regard, the agency cites to the following language in the cost/price evaluation as 
evidence that it reviewed the information associated with the cost-reimbursement CLINs 
in offerors’ proposals and determined that costs were realistic compared to the 
hardware and software being purchased: 
 


For hardware and software…, each offeror was required to submit a BOM 
for each of the [i]ncrements.  The BOM for each offeror was reviewed by 
the technical team.  The proposed BOMs were determined to be 
consistent with each [o[fferor’s proposed solution.  Any issues associated 
with licensing or price on the proposed BOMs were addressed in the 
revised proposals….  No issues remain. 
 


AR, Tab 14.b, Business Evaluation Report at 5. 
 
When an agency evaluates a proposal for the award of a cost-reimbursement contract 
or order (or a contract or order containing cost-reimbursable CLINs), an offeror’s 
proposed costs are not dispositive because, regardless of the costs proposed, the 
government is bound to pay the contractor its actual and allowable costs.  FAR 
§§ 15.305(a)(1), 15.404-1(d); Solers, Inc., B-409079, B-409079.2, Jan. 27, 2014, 2014 
CPD ¶ 74 at 4.  See also Exelis Sys. Corp., B-407673 et al., Jan. 22, 2013, 2013  
CPD ¶ 54 at 7 (FAR part 15 cost realism standards are applicable in a FAR part 16 task 
order procurement).  Consequently, an agency must perform a cost realism analysis to 
determine the extent to which an offeror’s proposed costs are realistic for the work to be 
performed.  Id.  An agency is not required to conduct an in-depth cost analysis, see 
FAR § 15.404-1(c), or to verify each and every item in assessing cost realism; rather, 
the evaluation requires the exercise of informed judgment by the contracting agency.  
Cascade Gen., Inc., B-283872, Jan. 18, 2000, 2000 CPD ¶ 14 at 8.  Additionally, an 
agency’s cost realism analysis need not achieve scientific certainty; rather, the 
methodology employed must be reasonable and realistic in view of other cost 
information reasonably available to the agency as of the time of its evaluation.  CSI, 
Inc.; Visual Awareness Techs. & Consulting, Inc., B-407332.5 et al., Jan. 12, 2015, 
2015 CPD ¶ 35 at 6.  Our review of an agency’s cost realism evaluation is limited to 
determining whether the cost analysis is reasonably based and not arbitrary.  Jacobs 
COGEMA, LLC, B-290125.2, B-290125.3, Dec. 18, 2002, 2003 CPD ¶ 16 at 26.   
 
As an initial matter, we note that it is unclear whether any errors in the agency’s cost 
realism analysis could have prejudiced Leidos given the vast delta between the overall 
evaluated costs/prices of Leidos and NGSC.  Nevertheless, the record indicates that the 
agency did conduct an adequate cost realism analysis here.  Specifically, the record 
                                            
16 The solicitation included three cost-reimbursement CLINs related to 
hardware/software, and three related to travel.  For the three travel CLINs, the first was 
not to exceed $305,000.  RFP at 153.  The remaining travel CLINs were optional and 
each had a not to exceed amount of $150,000.  Id. 
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indicates that the agency considered the BOM provided by each offeror in light of the 
offeror’s proposed approach, and concluded that the BOMs were consistent with 
offerors’ proposed solutions.  AR, Tab 14.b, Business Evaluation Report at 5.  
Additionally, to the extent the agency identified issues with licensing or prices for the 
proposed BOMs, the record indicates that the issues were addressed in the final revised 
proposals.  Id.  While the protester maintains that this was insufficient, we have no basis 
upon which to conclude that the agency’s analysis was arbitrary or lacked a reasonable 
basis.  Accordingly, we deny Leidos’ contention that the agency failed to conduct a cost 
realism analysis of the cost reimbursement CLINs.   
 
In sum, on this record, we have no basis to conclude that the agency’s evaluation of 
NGSC’s proposal under the technical or cost/price factors was unreasonable.   
 


Leidos:  Oral Presentations 
 
Leidos raises a multitude of arguments challenging the evaluation of its own proposal 
under each technical factor in which it received a rating of some confidence instead of 
high confidence.  With regard to the most important factor--oral presentations--Leidos 
challenges every weakness assigned to its proposal and contends that the proposal 
should have received a higher rating.17   
 
The protester’s challenges to the assignment of weaknesses fall into several categories.  
In some instances, Leidos bases its arguments on alleged inconsistencies within the 
evaluation record.  In this regard, Leidos argues that because the evaluators identified 
strengths with regard to aspects of Leidos’ approach, the evaluators were precluded 
from also identifying weaknesses related to specific aspects of those approaches.  We 
have rejected that premise previously, and we reject it here.  See Corps Solutions, LLC, 
B-409298.2, Aug. 21, 2014, 2014 CPD ¶ 244 at 7.  Other challenges reflect 
disagreement with the agency’s conclusions regarding the merits of Leidos’ proposed 
approach or the adequacy of Leidos’ presentation.  As we have explained, 
disagreement with the agency does not provide a basis to conclude that an agency’s 
evaluation was unreasonable.  As illustrated by the examples below, the protester’s 
challenges to the weaknesses assigned by the agency are not persuasive, and we have 
no basis to find that the agency’s assignment of weaknesses to Leidos’ proposal was 
unreasonable.        
 
For example, the RFP directed offerors to address the following question in oral 
presentations: 
 


                                            
17 The agency assigned pluses and minuses to certain features of the proposals.  These 
assessments appear to be assigned in a manner analogous to the assignment of 
strengths and weaknesses.  For purposes of clarity, we refer to strengths and 
weaknesses in this decision. 







 Page 16    B-415514 et al.  


Discuss the major tradeoffs that had to be resolved in coming up with your 
specific proposal, including consideration and value proposition for 
innovations.  Do not simply discuss general engineering tradeoffs. 
 


RFP at 156. 
 
The evaluators assigned the following weakness to Leidos’ proposal based on its 
presentation of information related to tradeoffs: 
 


The tradeoff analysis presented a lack of detail related to the chosen 
biometric matching strategy/solution.  Without this tradeoff visibility, the 
[g]overnment’s confidence in the proposed approach is diminished 
because a tangible recommendation is not evident. 


 
AR, Tab 13.a.1, Consensus Report for Oral Presentations, at 9.   
 
In challenging the assignment of this weakness, Leidos contends that the information in 
its oral briefing, and the accompanying slides, should have been sufficient.  Supp. 
Comments at 35.  In this regard, Leidos notes that its presenters spent over fifteen 
minutes discussing tradeoffs during the oral presentation.  Id.  Leidos also explains that 
the presentation included a discussion of two of the major tradeoffs, including the 
tradeoff between reuse and innovation, as well as the tradeoff between the use of the 
cloud versus the use of data centers.  Id.      
 
A review of the record indicates that Leidos’ proposal did contain a high level discussion 
of the strategy Leidos used to determine the necessary tradeoffs, which included the 
use of trade studies.  AR, Tab 9.d., Written Oral Presentation, at 2; AR, Tab 9.c, Leidos 
Oral Presentation Video, at 5:55 to 8:08.  It also contained information about certain 
tradeoffs.  AR, Tab 9.d, Written Oral Presentation, at 4; AR, Tab 9.c, Leidos Oral 
Presentation Video, at 8:23 to 16:52.  The agency did not, however, assign a weakness 
based on a general failure of Leidos to address tradeoffs.  Instead, the weakness was 
specifically related to the lack of detail about Leidos’ chosen biometric matching 
strategy/solution.  While Leidos has pointed to areas in its presentation that addressed 
tradeoffs generally, Leidos has not effectively rebutted the agency’s finding that the oral 
presentation lacked detail related to the specific strategy/solution selected by the 
protester.  While the protester may disagree as to the level of detail needed by the 
agency, the protester’s disagreement, without more, does not form a sufficient basis to 
demonstrate that the assignment of a weakness in this regard was unreasonable. 
 
By way of a second example, the evaluators assigned a weakness to Leidos proposal 
because: 


 
The offeror proposes to maintain the current [DELETED].  This design 
choice is questionable and may impact the HART objective of virtually 
eliminating scheduled and un-scheduled outages because of the time 
required to [DELETED]. 
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AR, Tab 13.a.1, Consensus Report for Oral Presentations, at 9. 
 
Leidos contends that, when assigning this weakness, the evaluators ignored the 
extensive explanation provided by Leidos regarding its approaches to achieving high 
availability as well as disaster recovery, for which its proposal received a strength.18  
Supp. Comments, at 36.  Additionally, Leidos cites to portions of its oral presentation in 
which it described its approach to eliminating outages, in support of the proposition that 
Leidos’ proposed approach would nearly eliminate the need for both scheduled and 
unscheduled outages.  Id.  According to Leidos, this information plainly contradicts the 
evaluators’ rationale for assigning a weakness to Leidos’ proposal.  We disagree. 
 
Leidos’ arguments focus on ways in which its approach seeks to limit outages, thus 
avoiding situations necessitating a switch from [DELETED], a process referred to by the 
parties as “failover.”  The issue identified by the evaluators, however, has to do with the 
amount of time required to make the switch in situations where a switch from 
[DELETED] is necessary.  As the agency explained, Leidos’ oral presentation included 
no discussion of how processing would be switched from [DELETED] or how long it 
would take to complete that task.  AR, Tab 20, Oral Presentation Evaluation Team 
Statement at 10.  Leidos’ arguments do not rebut the agency’s finding that, in the event 
such a situation does arise, an outage could occur because of the time required to 
make the switch.  AR, Tab 20, Oral Presentation Evaluation Team Statement at 14.  As 
Leidos has failed to rebut the evaluators’ finding, we find no basis to conclude that the 
assignment of a weakness was unreasonable.  
 
A third example is based on the following weakness assigned to Leidos oral 
presentation: 
 


The [DELETED] which is the system component underlying the 
[DELETED] is custom code.  This may increase future maintenance costs 
and increase implementation risk. 
 


AR, Tab 13.a.1, Consensus Report for Oral Presentations, at 9.   
 
The protester argues that this finding is inconsistent with other positive findings noted by 
the evaluators.  Supp. Comments at 37.  A closer consideration of the positive findings 


                                            
18 The evaluators assigned a strength to Leidos oral presentation because:   
 


[t]he proposed solution for high availability and disaster recovery (DR) at 
the [DELETED] levels is good and represents a robust and low risk 
approach.  The [g]overnment has confidence that this approach may limit 
system failures and downtime. 


 
AR, Tab 13.a.1, Consensus Report for Oral Presentations, at 8. 
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cited by the protester, however, reveals that the findings do not specifically address the 
use of custom code, and are not contradictory to the finding that the use of custom code 
might increase maintenance costs and increase implementation risk.  For example, 
Leidos cites to the following strength assigned by the evaluators, arguing that it is 
inconsistent with the weakness assigned to its proposal: 
 


The proposal for a [DELETED] is innovative and can increase flexibility in 
employing different matching offerors and algorithms for different 
processing needs.  It may also reduce costs by fostering competition 
among biometric technology offerors.  The offeror has indicated that it is 
targeting [DELETED]. This should result in flexibility and/or cost savings 
for the [g]overnment. 


 
AR, Tab 13.a.1, Consensus Report for Oral Presentations, at 9.   
 
The fact that the evaluators had positive findings about the [DELETED] as a general 
matter does not preclude them from finding that certain aspects of the solution were 
problematic.  See Corps Sols., LLC, supra.  Thus, while the evaluators may have 
assigned a strength because, in part, they expect to see some cost savings, that does 
not mean that the costs they will incur might not still increase in the future due to the 
use of custom code.   
 
Similarly, as evidence that the weakness pertaining to implementation risk assigned by 
the agency was in error, Leidos cites to portions of the oral presentation in which 
presenters explained that the use of the [DELETED] would reduce implementation risk 
because the design would permit the addition of modalities, vendors, and algorithms 
into HART without the need to rework the code.  Id.  This is also unpersuasive.  The fact 
that Leidos made assertions about a positive feature of its proposal does not require the 
agency to simply agree with the assertions.  Additionally, the fact that Leidos believes 
its system will reduce implementation risk in some respects does not contradict the 
agency’s finding that the use of custom code could, nevertheless, increase risks.   
 
By way of a final example, the protester challenges the following weakness assigned to 
its proposal: 
 


While the matching tier is being [DELETED], this proposed solution 
maintains a presence in [DELETED]. This may actually increase the 
complexity of the solution going forward with the need of maintaining 
[DELETED] platforms simultaneously instead of the current two. 


 
AR, Tab 13.a.1, Consensus Report for Oral Presentations, at 10. 
 
According to Leidos, DHS misunderstood its approach.  In this regard, Leidos explains 
that the [DELETED] should be viewed as an extension of the [DELETED], rather than a 
separate platform, with responsibility for infrastructure maintenance of the [DELETED] 
resting on the [DELETED], thus eliminating the need for OBIM management.  Supp. 
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Comments at 38.  Leidos also cites to portions of its proposal in an effort to demonstrate 
that its proposed solution will actually reduce complexity by, for example, using a 
[DELETED] to coordinate requests by customers through [DELETED] that could 
communicate with different biometric matchers located on [DELETED].  Id.  at 39.  
Ultimately, Leidos contends that its presentation fully addressed concerns regarding the 
maintenance of additional platforms, and provided details as to how its solution would 
be beneficial from a risk-avoidance perspective.  Id.   
 
Here, Leidos’ arguments reflect disagreement with the agency and do not demonstrate 
that the assignment of this weakness was unreasonable.  Additionally, to the extent the 
agency misunderstood Leidos’ approach, just as the responsibility for submitting a 
well-written proposal with adequately-detailed information falls squarely on the offeror, 
BAE Sys. Tech. Solutions & Servs., Inc., B-409914, B-409914.2, Sept. 16, 2014, 2014 
CPD ¶ 322 at 7, the responsibility for providing a thorough, persuasive response to 
agency questions as part of an oral presentation falls on the offeror.   
 
In sum, none of Leidos’ arguments regarding the assignment of weaknesses to its 
proposal under the oral presentations factor is persuasive, and we have no basis to 
conclude that the agency’s evaluation under this factor was unreasonable. 
 


Leidos:  Cost/Price 
 
Leidos next argues that the agency erred by overstating the amount of the upward 
adjustment to its proposed cost/price to account for its proposed use of [DELETED].  2nd 
Supp. Comments at 49.  In this regard, the RFP provided for an upward cost adjustment 
to be made in instances where an offeror opted to include the use of DHS data centers 
as part of its proposed solution.  The purpose of the adjustment was to normalize the 
comparison of prices from one proposed solution to another by accounting for the 
additional cost that would be incurred by DHS as a result of the use of its data centers.  
Id. at 151. 
 
To account for the associated cost of DHS data center hosting and level 1 managed 
services, the RFP provided that the agency would add an amount of up to $16.2 million 
per year to the prices proposed in specified CLINs to reflect the current estimated yearly 
cost incurred by the agency for these data center services.  Id.  This would amount to 
the addition of up to $1.35 million per month to an offeror’s quoted monthly price on a 
prorated basis, proportional to the proposed DHS data center footprint.  Id.  The RFP 
further specified that the specified CLIN prices would be adjusted upon review of 
hosting choices made by the offeror and the estimated hidden hosting costs of the 
proposed approach.  Id. 
 
Leidos’ solution was to be hosted [DELETED].  Since Leidos’ [DELETED] solution was 
to be hosted in the [DELETED] for the [DELETED] period, the evaluators applied a 
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[DELETED] upward adjustment.19  AR, Tab 14.f., Price Proposal Adjustment, at 2.  In 
considering the [DELETED] that would be used by Leidos after certain elements of its 
solution were [DELETED], the evaluators concluded that the remaining parts of Leidos’ 
architecture would be responsible for approximately [DELETED] percent of the 
[DELETED].  Id.  Accordingly, DHS calculated adjustments for CLINs 1001A.1 (option 1, 
post deployment period 1) and 2001A.1 (option 2, post deployment period 2), at 
[DELETED] percent of the [DELETED], resulting in an upward adjustment of 
[DELETED] for each 12-month CLIN.  Id.  The evaluators also adjusted Leidos’ 
cost/price to reflect the exercise of an option for six months of additional performance, 
which included a [DELETED] adjustment to Leidos’ proposal based on its use of 
[DELETED].  AR, Tab 14.b, Revised Business Evaluation Report, at 5.  Ultimately, the 
total upward adjustment to Leidos’ proposed price, attributable to its proposed use of 
[DELETED], was [DELETED].20   
 
According to Leidos, the evaluators should have applied a much smaller upward 
cost/price adjustment based on the proportion of the [DELETED] that it proposed to use.  
Supp. Comments at 4.  In this regard, Leidos argues that it proposed to use [DELETED] 
assets [DELETED], whereas historical information pertaining to IDENT indicated that 
IDENT was using 863 assets in data center one and 650 assets in data center two.  The 
protester contends that, because it was proposing to use only a small portion of the 
assets currently used for IDENT, the upward adjustment of its proposed cost/price 
should have been far lower. 
 
In response, the agency explains that it relied upon its own analysis of Leidos’ proposed 
solution, and the corresponding [DELETED], in adjusting Leidos’ price/cost, consistent 
with the RFP.  2nd Supp. MOL at 17.  According to the agency, Leidos’ estimate was 
inexplicably low when compared to the number of assets used for IDENT, and the 
agency was unable to determine “how or why Leidos came up with its numbers.”  2nd 
Supp. MOL at 17.   
 
With regard to increment 1, the evaluators concluded that because Leidos’ [DELETED] 
would be hosted [DELETED] adjustment was appropriate for that time period.  Id.  
According to the agency, this determination was based on the fact that Leidos’ would be 
providing the same services currently provided by IDENT, which occupied the entire 
[DELETED] during the most current year.  Id.  Additionally, the agency explains that the 
                                            
19 This included [DELETED] for the first twelve months plus [DELETED] for the 
remaining six months.  AR, Tab 14.f., Price Proposal Adjustment, at 2. 
20 The calculation is as follows: [DELETED] + [DELETED] + [DELETED] + [DELETED] = 
[DELETED].  The additional amount reflected in Leidos’ adjusted price was based on 
costs not related to [DELETED] that would be incurred if the agency exercised the 
option for an additional six months of performance.  AR, Tab 14.b, Revised Business 
Evaluation Report at 5. 
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HART system will contain a similar, and possibly larger, universe of data that would 
need to be hosted, such that hosting HART [DELETED] would “require approximately 
the same [DELETED] and number of assets as IDENT, if not more.”  Id.   
 
According to the agency, while Leidos proposed to use less than [DELETED] of the 
assets currently in use, it provided no explanation as to how it could host a similar 
universe of data with that number of assets.  Id.  As a result, the agency argues that it 
was reasonable to conclude that Leidos’ estimate was inaccurate, and to adjust Leidos’ 
increment 1 price upward by [DELETED].  Id.  With regard to future CLINs, the 
evaluators conducted an analysis, based on Leidos’ proposal to move certain elements 
of HART [DELETED], and concluded that those elements represented approximately 
[DELETED], and adjusted Leidos’ price for those CLINs upward by [DELETED] amount 
allowed for use of the [DELETED].  Id.  Based on this record, we have no basis to 
conclude that the upward cost adjustment to Leidos’ proposed cost/price was 
unreasonable or inconsistent with the solicitation. 
 
Here, the solicitation did not obligate evaluators to limit cost adjustments to an amount 
suggested by an offeror.  Instead, as discussed above, the solicitation indicated that 
prices would be adjusted upon review of hosting choices made by the offeror and the 
estimated hidden hosting costs of the proposed approach.  RFP at 159.  A review of the 
record confirms that the information Leidos provided in its proposal regarding the 
number of assets it would use [DELETED] was limited.  2nd Supp. AR at 18.  For 
example, as the agency notes, Leidos did not indicate whether the number of assets 
[DELETED] would change during different phases of performance, despite the fact that 
Leidos proposed to [DELETED] after the implementation period.  Id.  Accordingly, we 
find unobjectionable the agency’s lack of reliance on Leidos’ estimate, and conclude 
that it was reasonable for the agency to conduct its own review of Leidos’ proposed 
solution in determining the appropriate amount by which Leidos’ proposed cost/price 
should be adjusted.  
 


Other Issues  
 
Leidos also challenges the evaluation of its proposal under the resource and analysis 
and staffing factors.  Given our conclusions above pertaining to the reasonableness of 
the agency’s evaluation under the oral presentation and system development and 
execution factors, as well as the substantially lower evaluated price of NGSC’s 
proposal, we see no reasonable possibility that any error on the part of the agency in 
rating Leidos’ proposal under the third and fourth evaluation factors could have resulted 
in competitive prejudice to Leidos.  Competitive prejudice is an essential element of 
every viable protest; where the protester fails to demonstrate that, but for the agency's 
actions, it would have had a substantial chance of receiving the award, there is no basis 
for finding prejudice, and our Office will not sustain the protest, even if deficiencies in 
the procurement are found.  Dev Tech. Group, B-412163, B-412163.5, Jan. 4, 2016, 
2016 CPD ¶ 10 at 10 n. 6. 
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Additionally, Leidos alleges that DHS focused too heavily on price, skewing both its 
best-suited contractor determination and best-value tradeoff analysis in favor of NGSC.  
2nd Supp. Comments at 58-65.  This assertion is not borne out by the record.  While 
NGSC had the lowest price, it also had the highest rating under the non-cost/non-price 
factors.  The analyses challenged by the protester include a great deal of discussion 
about the pros and cons of the offerors’ different approaches, in addition to discussion 
of cost/price.  See AR, Tab 19, SSDD; AR, Tab 16, Best-Suited Contractor 
Determination.  For example, in the best-suited contractor determination, the CO 
concluded that Leidos had the least desirable solution, technical and price considered, 
and also determined that an additional round of exchanges would not likely have made 
Leidos’ proposal more competitive because, in addition to the fact that it had the highest 
proposed cost/price, Leidos would need to overcome complexities inherent in its design.  
AR, Tab 16, Best Suited Contractor Determination at 4.  In sum, cost/price is 
established by the solicitation as one of the evaluation factors, and DHS’s decision to 
make award to the lowest-priced offeror, who also had the highest rating under the 
other non-cost/price factors, does not support a finding that the agency gave too much 
weight to cost/price concerns.     
 
The protest is denied. 
 
Thomas H. Armstrong 
General Counsel 
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441 G St. N.W. 
Washington, DC  20548 


Comptroller General 
of the United States 


       
Decision 
 
 
Matter of: Securitas Critical Infrastructure Services, Inc.--dba Paragon Investigations 
 
File: B-420908; B-420908.2; B-420908.3; B-420909; B-420909.2; B-420909.3 
 
Date: October 26, 2022 
 
Scott F. Lane, Esq., Katherine S. Nucci, Esq., and Jayna Marie Rust, Esq., Thompson 
Coburn LLP, for the protester. 
Sharon L. Larkin, Esq., and James M. Larkin, Esq., The Larkin Law Group LLP, for 
CACI, Inc.-Federal, the intervenor. 
Matthew T. Donohue, Esq., and Katie Oyler, Esq., Defense Counterintelligence and 
Security Agency, for the agency. 
Kenneth Kilgour, Esq., and Jennifer D. Westfall-McGrail, Esq., Office of the General 
Counsel, GAO, participated in the preparation of the decision. 
DIGEST 
 
1.  Protest that agency failed to conduct meaningful discussions is denied where the 
record demonstrates that no discussions in fact occurred. 
 
2.  Protest that agency unreasonably evaluated technical proposals is denied where the 
evaluation was consistent with the solicitation and procurement law and regulation. 
DECISION 
 
Securitas Critical Infrastructure Services, Inc., d/b/a Paragon Investigations (Paragon), 
of Herndon, Virginia, protests the exclusion of its proposal from the competitive range 
under request for proposals (RFP) No. HS002122R0002 and RFP 
No. HS002122R0003,1 issued by the U.S. Defense Counterintelligence and Security 
                                            
1 The agency issued two “substantively identical solicitations concurrently.”  Agency 
Report (AR), Tab 1, RFP at 1.  The agency would first evaluate proposals received in 
response to RFP No. HS002122R0002 and make contract award.  The agency would 
exclude that contractor from consideration for award under HS002122R0003 using the 
authority of Federal Acquisition Regulation (FAR) section 6.202(a), which permits an 
agency, under certain circumstances, to exclude a particular source from a contract 
action in order to establish or maintain an alternative source or sources for the supplies 
or services being procured.  Id. at 2.  Citations are to the record in B-420908. 
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Agency (DCSA) for background investigation (BI) services.  Paragon asserts that the 
agency failed to conduct meaningful discussions, unreasonably evaluated the 
protester’s proposal as unacceptable, and disparately evaluated proposals. 
 
We deny the protest. 
 
BACKGROUND 
 
To fulfill DCSA’s continuing need for contractors to provide BI services, the agency 
issued these two solicitations, each of which contemplates the award of a single-award 
indefinite-delivery, indefinite-quantity fixed-price contract.  Task orders issued under 
each contract will be for fixed-price services priced by job type or by the estimated 
number of hours required to complete a task.  AR, Tab 18, Performance Work 
Statement (PWS) at 3.  Each of the contracts has an estimated value of $1.5 billion over 
5 years, with a maximum value of $2.25 billion.  Contracting Officer’s Statement (COS) 
at 1.  Three contractors currently fulfill the requirement that will be performed by the two 
awardees.  Protest at 1.  CACI, Inc.-Federal and Peraton Risk Decision, Inc. have been 
providing similar services to DCSA for over 15 years; each performs approximately 40 
percent of DCSA’s BI needs under its incumbent contract.  Id.  Paragon, an incumbent 
contractor since 2016, performs “approximately 20% of those needs.”  Id. 
 
Award would be made to the two offerors whose proposals represented the best value 
to the government, considering five non-price factors--proposal compliance, security, 
technical capability, past performance, and small business participation--and price.  AR, 
Tab 16, RFP amend. 5, Evaluation Process at 1.  Only proposals evaluated as 
acceptable under the first two factors--proposal compliance and security--would be 
further considered for award.  Id.   
 
Offerors with proposals evaluated as acceptable under the first two factors would be 
invited to perform oral presentations.  See COS at 2; AR, Tab 16, RFP amend. 5, 
Evaluation Process at 1.  The technical capability factor consisted of three subfactors--
management approach, quality control, and corporate experience--and the oral 
presentation would address these three subfactors.  See AR, Tab 16, RFP amend. 5, 
Evaluation Process at 5-7.  At the conclusion of each prepared presentation, the agency 
would conduct an “interview” with each offeror.  RFP at 7-8.  For approximately 60 
minutes, the offeror would respond to standardized questions within specific time limits.2  
RFP at 7-8.  The solicitation advised that because the purpose of the questions was “to 
gauge the understanding and experience of Offeror personnel with respect to this type 


                                            
2 The agency would ask 10 questions and provide the offeror 6 minutes to respond to 
each one.  The open-ended questions were to include, for example:  “What is your 
strategy for scheduling workload to staff under this contract?”; and “What capabilities 
does your company bring to this mission space that set you apart from your 
competitors?”  AR, Tab 37, Oral Presentation Introduction and Ground Rules at 2-4.    
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of work,” the agency would “not provide Offerors with advance notice of the questions.”  
Id.   
 
Under the technical capability factor, the agency would assign adjectival ratings of 
outstanding, good, acceptable, marginal, or unacceptable at the subfactor and overall 
factor levels.3  AR, Tab 16, RFP amend. 5, Evaluation Process at 2; RFP at 17.  The 
evaluation of each subfactor would include an assessment of the quality of the offeror’s 
oral presentation and the responses to the standardized questions.  Only the first 
technical capability subfactor--management approach--is relevant to the protest here.  
Under that subfactor, offerors were to describe their ability to provide the “capacity” 
necessary to support the agency’s requirement, notwithstanding the constant fluctuation 
in the workload.4  Id. at 8.  The agency would evaluate the oral presentation to 
determine whether the management approach provided was realistically achievable, 
met the requirements of the task, and posed any excessive risks to the agency.  Id. 
at 17.  The agency would also evaluate responses to the interview questions to assess 
whether the offeror provided an understanding of the question, offered a technically 
sound management approach, and posed excessive performance and compliance risks.  
Id. at 17-18.   
 
With regard to price, the RFP advised offerors that total evaluated price would be 
“automatically calculated within the Price Workbook,” which “represents the  
Government’s estimated quantity of work across all job types.”  Id. at 20.  The price 
workbook stated that the “estimated order quantities” of tasks “represent about half of 
the Government’s first-year requirement.”  AR, Tab 29, Amended Price Workbook.  
Technical exhibit F provided “the estimated level of effort” per task.  See RFP at 19; AR, 
Tab 19, Technical Exhibits at 41, Technical Exhibit F: Units of Work (UOW) Table.  
While the RFP did not specify the total number of UOWs required, the agency explains 
that a total annual estimated quantity of 101,614 UOWs could be obtained by 


                                            
3 An unacceptable proposal was defined as one that “does not meet requirements of the 
solicitation, and thus, contains one or more deficiencies, and/or risk of unsuccessful 
performance is unacceptable” and is unawardable.  AR, Tab 16, RFP amend. 5, 
Evaluation Process at 2.  The solicitation further defined “risk” as low, moderate, high, 
or unacceptable.  Id. at 2-3.  As relevant to this protest, risk was unacceptable when a 
“[p]roposal contains a material failure or combination of significant weaknesses that 
increases the risk of unsuccessful performance to an unacceptable level.”  Id. at 3.  Also 
of relevance to this protest, the solicitations defined “Significant Weakness” as a “flaw in 
the proposal that appreciably increases the risk of unsuccessful contract performance” 
and defined “Deficiency” as a “material failure of a proposal to meet a Government 
requirement or a combination of significant weaknesses in a proposal that increases the 
risk of unsuccessful contract performance to an unacceptable level.”  Id.   
 
4 The RFP also required proposals to describe a staffing plan that would “successfully 
meet the requirements of the contract.”  RFP at 46. 
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multiplying the estimated number of tasks required in the price workbook by the 
estimated level of effort per task--expressed in UOWs--in technical exhibit F.  COS at 4.   
 
The solicitation advised offerors that the agency intended to hold written discussions 
with competitive range offerors prior to making award.  AR, Tab 15, Instructions to 
Offerors at 2.   
 
Paragon, CACI, and Peraton were among four offerors submitting proposals.  COS at 2.  
The agency evaluated all four proposals as acceptable under the compliance and 
security factors and held oral presentations with all offerors.  Id. at 2-3.  Following each 
offeror’s prepared presentation, the agency conducted an “interview” where DCSA 
asked each offeror the 10 prepared questions discussed above.  The agency then 
evaluated the proposals under the remaining factors.  See id. at 3. 
 
The agency evaluated Paragon’s proposal as unacceptable under the technical 
capability factor.  Id. at 2.  The agency assigned Paragon’s proposal a deficiency under 
the technical capability factor because the protester proposed to provide the 
government with “approximately [DELETED]% less UOWs than the solicitation 
requested, as specified in the Price Workbook and Technical Exhibit F.”  Id.  According 
to the agency, this was “a material failure of the Offeror to meet the Government’s 
requirement that increases the risk of unsuccessful contract performance to an 
unacceptable level.”5  AR, Tab 74, Competitive Range Determination at 2.  The agency 
also assessed Paragon’s proposal four significant weaknesses under this factor.  See 
id. at 2-3.  The source selection authority determined that Paragon’s proposal was 
“unawardable for two reasons, either of which would independently suffice as rationale:  
because it contains a deficiency and because it contains a combination of significant 
weaknesses that pose an unacceptable risk to the Government.”  Id. at 3.  The agency 
excluded Paragon’s proposal from a competitive range that included the proposals 
submitted by CACI and Peraton, id., COS at 3, and this protest followed. 
 
DISCUSSION 
 
Paragon argues that the agency failed to conduct meaningful discussions with the 
protester regarding the deficiency and the four significant weaknesses the agency 
assessed the protester’s proposal.  Protest at 4.  The protester also argues that the 
agency’s evaluation was unreasonable and unequal.  As explained below, we find the 
protester’s arguments to be without merit.6 
 


                                            
5 Paragon proposed a capacity of [DELETED] UOW.  AR, Tab 55, Paragon Oral 
Presentation Slides at 10.   
6 While we do not address all of the protester’s allegations, we have considered all 
allegations that the protester is an interested party to assert and we find none to have 
merit. 
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Discussions 
 
Paragon argues that the 60-minute interview session following the protester’s oral 
presentation constituted discussions because DCSA asked Paragon to provide plans for 
solving problems and performing aspects of the work that were not otherwise covered in 
the proposals.  Protest at 4.  Paragon argues that “[b]y the express terms of the RFPs, 
Paragon’s responses to those interview questions were a substantive part of the 
proposal to be evaluated.”  Protest at 32-33, citing AR, Tab 16, RFP amend. 5, 
Evaluation Process at 6-7 (identifying the interview question responses as part of the 
evaluation criteria).  Because Paragon’s responses to the interview questions “were 
essential to determining the acceptability of its proposal and otherwise resulted in 
Paragon supplementing or modifying its written proposal,” the protester contends that 
“[s]uch exchanges constituted discussions.”  Protest at 33.  Paragon argues that 
because the agency opened discussions during the oral presentations, DCSA was 
required to ensure the discussions were meaningful.  Id. at 4.  Discussions were not 
meaningful, the protester asserts, because the agency did not address with Paragon the 
deficiency and four significant weaknesses in the protester’s proposal.  Id., citing FAR 
15.306.   
 
When negotiations are conducted in a competitive acquisition, they take place after 
establishment of the competitive range and are called discussions.  FAR 15.306(d).  
During discussions, the contracting officer must, at a minimum, “indicate to, or discuss 
with, each offeror still being considered for award, deficiencies, significant weaknesses, 
and adverse past performance information to which the offeror has not yet had an 
opportunity to respond.”  FAR 15.306(d)(3).  In situations where there is a dispute 
concerning whether an exchange between an agency and an offeror constitutes 
discussions, the acid test of whether discussions have occurred is whether the offeror 
has been afforded an opportunity to revise or modify its proposal.  Computer World 
Servs. Corp., B-410567.2, B-410567.3, May 29, 2015, 2015 CPD ¶ 172 at 6.  
 
DCSA contends that providing the same standardized questions to every offeror “is the 
opposite of discussions, which are to be tailored to each offeror’s approach.”  
Memorandum of Law (MOL) at 19, citing FAR 15.306(d)(1).  Moreover, DCSA argues, 
“the RFPs were not silent as to the status of the interview, but rather, the RFPs were 
very clear--the interviews were part of the proposals” and “were not discussions.”  MOL 
at 20. 
 
We agree with the agency.  Neither the purpose nor the timing of the interviews 
supports Paragon’s contention these exchanges constituted discussions.  Although the 
RFP initially advised offerors that the agency would ask “clarifying questions” following 
the offerors’ oral presentations, the RFP, as amended, informed offerors that the 
agency no longer intended to do so.  RFP, Responses to Industry Questions at 253 
(noting that the agency no longer intended to ask clarifying questions during oral 
presentations).  Instead, the RFP advised offerors that the responses to the interview 
questions would be incorporated into proposals and would be evaluated under all three 
subfactors of the technical capability factor.  Id. at 5-7.  The solicitation explained that by 
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providing the questions to the offerors at the conclusion of their oral presentations, the 
agency hoped “to gauge the understanding and experience of Offeror personnel with 
respect to this type of work.”  Id. at 7.  Specifically, as noted above, the question 
responses would be evaluated to assess whether the offeror’s management plan was 
realistically achievable, met the requirements of the task, and posed any excessive risk 
to the government.  Id. at 17.  The record establishes that the purpose of the post-oral 
presentation interviews was to supplement the written and oral portions of the proposals 
with unrehearsed responses to standardized questions.  The questions were not 
reflective of the content of the proposals; they were eliciting responses that would later 
be evaluated as part of the proposals. 
 
The timing of the interview questions also demonstrates that they could not have 
constituted discussions.  In this regard, the agency points out that the interviews with 
offerors were conducted as part of the oral presentations, before the evaluation of 
proposals, and thus the questions posed during the interviews could not have 
addressed evaluated flaws in the offerors’ proposals.  See MOL at 21-22.  Moreover, 
the RFP indicated that the agency would conduct written discussions with offerors 
included in the competitive range, and the competitive range was not established until 
after the completion of the oral presentations and interviews.   
 
In sum, the record here does not support Paragon’s assertion that the agency 
conducted discussions with the protester.  As a result, we have no basis to conclude 
that the agency’s discussions with the protester were not meaningful.  Accordingly, we 
deny this allegation. 
 
Deficiency Assessed to Paragon’s Proposal 
 
As noted above, the agency assessed Paragon’s proposal a deficiency because it 
“provide[d] the Government with approximately [DELETED]% less UOWs than the 
solicitation requested,” resulting in a “material failure of the Offeror to meet the 
Government’s requirement.”  AR, Tab 67, Source Selection Evaluation Board (SSEB) 
Report, Vol. 3 at 12, citing AR, Tab 10, RFP amend. 4, attach. 14, Price Workbook, and 
AR, Tab 19, Technical Exhibits at 41, Technical Exhibit F: Units of Work (UOW) Table.  
The protester challenges this finding of deficiency.7   
 


                                            
7 The protester also challenges the assessment of the four significant weaknesses.  See 
Protest at 19-26.  Because, as explained below, we find that the agency reasonably 
assessed a deficiency in the protester’s proposal, rendering it ineligible for award, the 
protester is not an interested party to challenge these findings.  Babel St., Inc., 
B-418730, June 16, 2020, 2020 CPD ¶ 199 at 3 (finding protester not an interested 
party to assert various challenges to the agency’s evaluation of the protester’s price and 
technical proposals where the proposal was--independent of those challenges--
ineligible for award). 
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Paragon argues that the solicitation did not prescribe any particular UOW total and that, 
in evaluating the protester’s proposed capacity, the agency unreasonably relied on 
quantity estimates that the RFP’s “Q&A [questions and answers] characterized as 
‘highly speculative’ and ‘exclusively’ for the price evaluation.’”8  Protest at 15; Supp. 
Comments at 4, quoting AR, Tab 35, Responses to Industry Feedback at 4, Answer 4.  
The agency argues that the solicitation provided that the estimated quantities for the 
option years--but not the base period--were speculative.  Accordingly, the agency 
maintains that it reasonably used the estimated base period UOWs per task in technical 
exhibit F and the number of tasks required in the price worksheet to evaluate the 
protester’s proposed capacity.  COS at 7-8.   
 
When reviewing a protest challenging an agency’s evaluation of proposals, our Office 
will not reevaluate proposals or substitute our judgment for that of the agency, as the 
evaluation of proposals is generally a matter within the agency’s discretion.  Primary 
Care Solutions, Inc., B-418799.3, 418799.4, Sept. 8, 2021, 2021 CPD ¶ 314 at 4.  
Rather, we will review the record to determine whether the agency’s evaluation was 
reasonable, consistent with the stated evaluation criteria, applicable procurement 
statutes, and regulations, and adequately documented.  Id.  An offeror’s disagreement 
with the agency’s judgment, without more, is insufficient to establish that the agency 
acted unreasonably.  Id.   
 
First, we address the protester’s argument that the solicitation’s Q&As characterized the 
RFP’s quantity estimates as speculative.  Prior to proposal submission, a prospective 
offeror asked the agency to “confirm that the proposed escalation beyond year one . . . 
will not factor into the total price evaluation.”  AR, Tab 35, Responses to Industry 
Feedback at 4, Question 4.  The agency responded: 
 


The Price Workbook has been updated with “plug-in” quantity estimates for all 
5 contract years, and the total evaluated price now factors in out-year prices, 
including escalation.9  (See Attachment 14 [Price Workbook].)  Offerors should 


                                            
8 Paragon argues for the first time in its comments on the agency report that the 
solicitation contained a latent ambiguity with respect to the quantity estimates required 
under the contract.  Comments at 1.  The agency contends that the allegation is 
untimely.  Supp. MOL at 8-9.  We agree.  Paragon was on notice when it received its 
debriefing that the agency’s interpretation of the solicitation’s UOWs requirements 
differed from the protester’s.  See AR, Tab 76, Debriefing at 3 (identifying the same 
deficiency related to proposed UOWs as found in the evaluation).  Because, as of 
July 18, the protester had all of the facts providing the basis for its allegation that the 
RFP contained a latent ambiguity, this allegation, filed more than 10 days later on 
September 1, is untimely.  4 C.F.R. § 21.2(a)(2) (other than challenges to the terms of 
the solicitation, a protest allegation shall be filed not later than 10 days after the alleged 
impropriety was known or should have been known).   
9 The initial price worksheet contained quantity estimates for only the base year.  See 
AR, Tab 28, Initial Price Workbook.  The agency modified the price workbook to extend 


(continued...) 
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note that these estimates are highly speculative and being included exclusively to 
ensure an “apples-to-apples” price comparison among Offerors. 


 
Id. at Answer 4.  In other words, in response to a question about the “proposed 
escalation beyond year one,” DCSA advised offerors that the “updated” plug-in quantity 
estimates for out years were highly speculative. 
 
Another agency response to industry questions supports the agency’s contention that its 
response to question 4 above cannot reasonably be read to disclaim the accuracy of the 
base year quantity estimates.  In the same Q&A as above, a prospective offeror asked 
whether the agency would “provide estimated investigator headcounts or case volumes 
required at the start of phase-in?”  AR, Tab 35, Responses to Industry Feedback at 5, 
Question 5.  The agency responded that, while the government would not provide a 
headcount required at the start of phase-in, “[t]he Government is providing historical 
workload data and estimated case data volume in order for Offerors to propose to the 
Government how many investigators are needed.”  Id. at Answer 5.  That response 
does not make sense if the year one estimates in the amended price workbook are 
highly speculative.  In sum, we find that the record does not support the protester’s 
contention that the solicitation provided offerors with only speculative quantity 
estimates.10  
 
Paragon also asserts that it was improper for DCSA to “mechanically rely on 
undisclosed labor estimates to evaluate proposals without considering each offeror’s 
unique technical approach.”  2nd Supp. Comments at 5, citing Orion Tech., Inc.; 
Chenega Integrated Mission Support, LLC, B-406769 et al., Aug. 22, 2012, 2012 CPD 
¶ 268.  The protester contends in this regard that DCSA has “identified no flaw in 
Paragon’s staffing plan and concedes as much.”  2nd Supp. Comments at 5, citing 
Supp. COS at 2 (noting that “[t]he Deficiency was not based on Paragon’s proposed 


                                            
(...continued) 
the year one estimates to years two through five.  See AR, Tab 29, Amended Price 
Workbook.  The agency explains that, “with respect to out-years, initially the 
Government did not include quantities because developing reasonably accurate 
estimates was deemed impossible.”  Supp. COS at 4.  The agency contends that “[i]t 
was only upon realizing that out-year quantities would be necessary for offerors to 
calculate a total price on which to base small business participation proposals that the 
Government decided to include ‘plug-in’ out-year quantities without attempt at 
accuracy.”  Id.  
10 Also, as pointed out by the intervenor, Paragon claims to have “developed its 
[DELETED] UOW capacity from ‘[DELETED].’”  Intervenor’s Supp. Comments at 3, 
quoting Protest at 17.  That “[DELETED],” the intervenor argues, “was the UOW data 
provided by the agency in Technical Exhibit F and the Price Workbook.”  Intervenor’s 
Supp. Comments at 3. 
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staffing levels, staffing plan,11 staffing approach or anything else pertaining to the 
amount or types of labor Paragon proposed”).12   
 
Even assuming for the sake of argument that the solicitation provided no quantity 
estimate, Paragon’s allegation that the agency unreasonably evaluated the protester’s 
proposed capacity on the basis of an undisclosed estimate would provide no basis on 
which to sustain the protest.  An agency may properly rely on its own undisclosed 
staffing estimate so long as it considers whether the specifics of a particular offeror’s 
approach might justify a deviation from the agency’s estimate.  Excellus Solutions, Inc., 
B-410959.3, July 24, 2015, 2015 CPD ¶ 241 at 3; Orion Tech., Inc.; Chenega Integrated 
Mission Support, LLC, supra at 3.  Accordingly, a protester must establish that the 
specifics of its approach resulted in a deviation from the government estimate in order 
to show that the government acted unreasonably.  Excellus Solutions, Inc., supra at 4; 
Cantu Servs., Inc., B-408012, B-408012.2, May 23, 2013, 2013 CPD ¶ 135 at 6.  As the 
agency argues, “Paragon simply, and to its detriment, proposed fewer UOWs [than the 
agency estimated was necessary], a material element of this requirement, without any 
rationale, justification, or explanation.”  Supp. MOL at 6.  In other words, Paragon failed 
to explain how it can perform the estimated number of tasks or the estimated level of 
effort needed to perform the tasks, both of which were provided in the solicitation and 
form the basis of the UOW levels, more efficiently or in a manner that justifies a 
reduction in the UOW levels calculated by the agency.  Because Paragon’s proposal 
offers no specifics as to why its approach might justify more than a [DELETED] percent 
reduction in UOWs, the allegation that the agency unreasonably assessed this 
deficiency is without merit--even if the UOW value itself was undisclosed.  Excellus 
Solutions, Inc., supra; Orion Tech., Inc.; Chenega Integrated Mission Support, LLC, 
supra. 
 
Disparate Treatment Allegations 
 
Paragon asserts that the deficiency and four significant weaknesses that DCSA 
assessed against its proposal were the result of the agency’s disparate proposal 
evaluation.  We address three of the allegations of disparate treatment. 
 


                                            
11 GAO asked the parties to brief the issue of what, in this procurement, “a staffing plan 
would look like[.]”  Notice of Issues for Consideration at 2.  In response to that notice, 
Paragon argued that the staffing plan was required post-award and that, aside from key 
personnel, the solicitation defined no list of positions with associated hour requirements.  
Supp. Comments at 10.  In other words, Paragon both asserts that the agency did not 
require a staffing plan and that the agency found no flaw in its staffing plan. 
12 We note that, in making this assertion, Paragon omits the second half of the 
contracting officer’s sentence, which adds that “[the deficiency] was about the quantity 
of UOWs Paragon explicitly asserted it would provide at full performance.”  Supp. COS 
at 2. 
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 UOW Capacity 
 
The protester argues that the agency disparately evaluated proposals by assigning 
Paragon’s proposal a deficiency for proposing UOW capacity substantially below the 
agency’s estimate, but failing to assign a deficiency to CACI and Peraton’s proposals for 
proposing no specific UOW capacity.  Comments at 24-25. 
 
To prevail on an allegation of disparate treatment, a protester must show that 
differences in an evaluation did not stem from differences between the proposals.  
Operations Servs., Inc., B-420226, Jan. 4, 2022, 2022 CPD ¶ 21 at 6.  Here, the RFP 
required offerors to provide a staffing plan that met the contract requirements.  RFP 
at 46.  As pointed out by the intervenor, the proposals of CACI and Peraton both 
committed to meeting all of the proposal requirements.  Intervenor’s Supp. Comments 
at 6, citing AR, Tab 82, CACI Oral Presentation, and Tab 80, Peraton Oral Presentation.  
The intervenor contends that Paragon’s proposal alone “made an affirmative 
representation that it would not meet the workload requirements.”  Intervenor’s Supp. 
Comments at 6-7.   
 
Paragon does not refute the intervenor’s contention that the proposals of CACI and 
Peraton both committed to meeting the contract performance requirement.  See Supp. 
Comments at 22-24.  Rather, ignoring the evidence proffered by CACI in support of its 
contention, Paragon asserts that it is unreasonable for the agency “to simply assume” 
CACI and Peraton will meet the performance requirements.  Id. at 24.  The fact remains 
that, of all the proposals, only the protester’s affirmatively committed far few UOWs to 
contract performance than the agency estimated would be required.  Here, the 
differences in proposals account for the differences in proposal evaluations.  The 
allegation that the agency disparately evaluated proposals when it assigned a 
deficiency to Paragon’s proposal alone--for affirmatively committing an insufficient 
quantity of UOWs--is denied.  
 
 Quality and Timeliness 
 
The agency assessed Paragon’s proposal a significant weakness because it failed to 
“adequately detail[ ]” an “approach for ensuring the quality and timeliness of work in 
accordance with PWS 6.2.[13]”  AR, Tab 67, SSEB Report, Vol. 3 at 13.  Paragon argues 
that Peraton’s proposal “provided general descriptions of its efforts to provide quality 
services,” and that CACI’s proposal did not discuss its compliance with any specific 
PWS § 6.2 requirements “beyond the level of detail that Paragon provided.”  Comments 
at 29.  Thus, Paragon asserts, DCSA disparately evaluated proposals when the agency 


                                            
13 PWS 6.2 set forth specific standards for both timeliness and quality.  Timeliness was 
an objective measurement of elapsed days from the time of the agency’s assignment of 
a job to the contractor’s completion of it.  RFP at 50, PWS 6.3.  Quality ratings would be 
based on the results of the “case review” performed by DCSA.  RFP at 51, PWS 6.4. 
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assigned only the protester’s proposal a significant weakness for failing to adequately 
detail an approach for ensuring the quality and timeliness of work.  Id.   
 
The agency contends that the SSEB Report documented the ways in which Peraton 
and CACI’s proposals met the requirement to adhere to the quality and timeliness 
standards set forth in PWS 6.2.  Supp. MOL at 25, citing AR, Tab 67, SSEB Report, 
Vol. 3 at 26 (describing the way in which Peraton’s proposal met the requirement); at 67 
(describing the way in which CACI’s proposal met the requirement).  The protester did 
not respond to the agency’s defense of its evaluation.  See Supp. Comments at 28-29.  
Paragon’s failure to substantively respond to the agency’s rationale for assigning 
Paragon’s proposal alone a significant weakness provides GAO with no basis to find 
that the different evaluations were not based on differences in proposals.  Operations 
Servs., Inc., supra. 
 
 Developing Relationships with Record Providers 
 
Finally, Paragon argues the agency disparately evaluated proposals by assigning a 
significant weakness against the protester’s proposal in response to an interview 
question.  In this regard, one of the interview questions that the agency posed to each 
offeror was:  “What is your plan for developing relationships and agreements with record 
providers under this contract, including, but not limited to, local and state law 
enforcement agencies, courts, education, and employment locations?”  AR, Tab 67, 
SSEB Report, Vol. 3 at 16.  DCSA assessed Paragon’s proposal a significant weakness 
for failure to provide a comprehensive plan for [DELETED].  Id. at 17.  Overall, DCSA 
considered that the protester’s [DELETED] to resolve issues with record providers 
seemed to undermine the agency’s intent that the contractor’s records liaison officer 
(RLO) would be responsible for tracking, coordinating and resolving records access 
issues.  Id. at 16-17.   
 
The protester specifically argues that, “although the Agency downgraded Paragon’s 
proposal for its apparent failure to describe how its Records Liaison Officer would 
resolve issues, Paragon is the only contractor who actually acknowledged that the 
Records Liaison Officer has a substantive role in resolving issues.”  Comments at 31.  
DCSA asserts that, in fact, both Peraton and CACI identified the RLO in their 
responses.  Supp. MOL at 26, citing AR Tab 67, SSEB Report, Vol. 3 at 29 (noting the 
role of the RLO in Peraton’s answer to the question) and at 42-43 (noting the role of the 
RLO in CACI’s answer to the question).  In its supplemental comments, Paragon 
concedes that “it may be true that CACI’s response provided greater detail than 
Paragon’s.”  Supp. Comments at 21.  Paragon did not otherwise address DCSA’s 
response to this supplemental protest allegation.14  See Supp. Comments at 31-33.  On 


                                            
14 In its supplemental comments, Paragon, quoting from the recording of Peraton’s oral 
presentation, contends that Peraton’s response “was scant on details and its presenters 
said little to nothing about developing relationships or working with law enforcement 
agencies.”  Supp. Comments at 32, quoting AR, Tab 81, Peraton Oral Presentation 


(continued...) 
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this record, we have no basis on which to find the assessment of this significant 
weakness represents disparate treatment of the offerors in the evaluation of the 
responses to this interview question.  As such, this allegation is denied. 
 
The protest is denied. 
 
Edda Emmanuelli Perez 
General Counsel  
 
 


                                            
(...continued) 
at 12:09-13:33.  Although the recording of the oral presentation was not produced until 
September 12, the salient aspects of Peraton’s answer were included in the agency 
evaluation that was produced on August 22.  Compare Supp. Comments at 32 (quoting 
from Peraton’s response to DCSA interview question) with AR, Tab 67, SSEB Report, 
Vol. 3 at 29 (identifying the oral presentation features that contributed to the agency’s 
assessment of Peraton’s response as adequate).  Because Paragon was aware of the 
basis for Peraton’s adequate rating on August 22, the assertion in the protester’s 
supplemental comments of September 19 that Peraton’s answer is not substantively 
different than Paragon’s is untimely.  4 C.F.R. § 21.2(a)(2).   
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DIGEST 
 
Agency’s evaluation and selection of a higher-rated, lower-priced proposal for award are 
unobjectionable where the agency’s evaluation and best-value tradeoff decision were 
reasonable and consistent with the terms of the solicitation. 
DECISION 
 
VariQ-CV JV, LLC (VariQ), of Luray, Virginia, protests the issuance of a task order to 
CompQSoft, Inc., of Houston, Texas, under fair opportunity notice (FON) No. 
70Z03891RM0000001, issued by the Department of Homeland Security, United States 
Coast Guard (USCG), for information technology (IT) support services.  The protester 
challenges the agency’s evaluation of the proposals and best-value determination, and 
argues that the agency conducted unequal discussions.  
 
We deny the protest.  
 
BACKGROUND  
 
The Coast Guard’s Aviation Logistics Center (ALC), Information Systems Division (ISD), 
provides IT support for the logistics programs supporting the Coast Guard’s aviation 
fleet and other selected government agencies.  Agency Report (AR), Tab 1, FON 
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at 144.1  The solicitation sought, in general terms, services for IT support and the 
required on-site and off-site technical personnel for operational mission support for the 
Asset Logistics Management Information System, ALC-Logistics Support System 
Sensitive, and the Coast Guard Logistics Information Management System applications 
and enterprise systems.  Id. 
    
The solicitation was issued on October 11, 2019, pursuant to Federal Acquisition 
Regulation (FAR) subpart 16.5, to holders of the National Institutes of Health’s Chief 
Information Officer-Solutions and Partners 3, governmentwide acquisition contract.  
Contracting Officer’s Statement (COS) at 1.  The solicitation contemplated the issuance 
of a fixed-priced task order for a 1-year base period and four 1-year option periods on a 
best-value tradeoff basis, considering the following five evaluation factors in descending 
order of importance:  relevant experience, past performance, technical capability, 
management approach, and price. 2  FON at 123-124.  When combined, the non-price 
factors were significantly more important than price.  Id. at 123.  
 
The solicitation advised that the procurement would be conducted in two phases.  Id. 
at 123-124.  Under phase 1, proposals would be evaluated under the two most 
important factors:  relevant experience and past performance.3  Id.  Based on the 
results of phase 1, offerors would be invited to participate in phase 2, during which the 
agency would assess the three remaining evaluation factors.  Id. at 124, 127. 
 
The agency received proposals from five offerors by the initial solicitation closing date, 
three of which, including VariQ and CompQSoft, proceeded to phase 2.  The results of 
the agency’s evaluation of these two proposals are as follows:4  
  
                                            
1 Citations to the solicitation are to the final version of the solicitation, as amended.  All 
citations to the record are to the consecutive numbering of the pages in the Adobe PDF 
format of the documents provided by the agency. 
2 The relevant experience, technical capability, and management approach factors were 
evaluated using confidence ratings (high, some, low), which represented the 
government’s confidence that the offeror understood the requirement and would be 
successful in performing the work.  FON at 134-135.  The past performance factor was 
evaluated using the following rating scale:  neutral, superior, satisfactory, and 
unsatisfactory.  Id. at 135.  
3 Although firms that compete for task orders under indefinite-delivery, indefinite-
quantity (IDIQ) contracts are generally referred to as “vendors” who submit “quotations” 
and are “issued” task orders, the record and the parties’ briefings primarily use the 
terms “offerors,” “proposals,” and “award.”  For the sake of consistency with the record, 
we refer to the firms that competed here as offerors who submitted proposals for award 
of a task order. 
4 The third offeror’s evaluation was not challenged and is not relevant to this decision. 
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 VariQ CompQSoft 
Relevant Experience High Confidence High Confidence 
Past Performance Superior Superior 
Technical Capability  Some Confidence High Confidence 
Management Approach Some Confidence High Confidence 
Price $47,936,412 $47,111,418 


 
AR, Tab 10, Source Selection Decision Document (SSDD) at 3.  
 
The source selection authority (SSA) conducted a comparative assessment of the 
proposals and a performed a best-value tradeoff, finding CompQSoft’s proposal to 
provide the best value to the government.  Id. at 1, 3.  Consistent with the terms of the 
solicitation, which provided that after the agency had selected the apparent successful 
offeror, it could engage in communications solely with this firm to address any remaining 
issues and to finalize a task order, the agency held exchanges and received proposal 
revisions from CompQSoft.  FON at 138; AR, Tab 11, Exchanges with Awardee at 2, 
19-38.  The SSA considered CompQSoft’s revisions and affirmed his selection decision.  
AR, Tab 12, Supp. SSDD at 1.    
 
VariQ was notified of CompQSoft’s selection on February 27, 2020.  After receiving a 
debriefing, VariQ filed this protest.5 
 
DISCUSSION  
 
The protester challenges the agency’s evaluation of the proposals and best-value 
determination.  VariQ also alleges that the agency’s post-selection exchanges with 
CompQSoft constituted unequal discussions.  Although we do not specifically address 
all of VariQ’s arguments, we have fully considered all of them and find that they afford 
no basis on which to sustain the protest. 
 
Evaluation of CompQSoft’s Proposal  
 


Compliance with Proposal Formatting Requirements    
  
VariQ argues that the agency should have rejected CompQSoft’s proposal for failing to 
comply with the solicitation’s proposal formatting requirements by using a font smaller 
than allowed in the solicitation.  Comments and Supp. Protest at 14-15; Protester’s 


                                            
5 Our Office has jurisdiction to review the protest of this task order pursuant to our 
authority to hear protests related to task and delivery orders placed under civilian 
agency multiple-award, IDIQ contracts valued in excess of $10 million.  41 U.S.C. 
§ 4106(f)(1)(B). 
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Comments, May 8, 2020, at 8-10.  The agency responds that CompQSoft’s proposal 
used font sizes that were consistent with the terms of the solicitation.  Supp. COS at 2. 
 
Agencies are required to evaluate proposals consistently, and in accordance with a 
solicitation’s instructions, including any instructions relating to a proposal’s format and 
page limitations.  See Metropolitan Interpreters & Translators, Inc., B-415080.7,  
B-415080.8, May 14, 2019, 2019 CPD ¶ 181 at 7.  As a general matter, firms competing 
for government contracts must prepare their submissions in a manner consistent with 
the format limitations established by the agency’s solicitation, including any applicable 
page limits.  IBM U.S. Fed., a div. of IBM Corp.; Presidio Networked Sols., Inc.,  
B-409806 et al., Aug. 15, 2014, 2014 CPD ¶ 241 at 12.   
 
Consideration of submissions that exceed established page limitations is improper in 
that it provides an unfair competitive advantage to a competitor that fails to adhere to 
the stated requirements.  Id. at 12-13.  However, we will not sustain a protest based on 
complaints regarding the content of such tables, graphs, or charts, where a solicitation 
(1) establishes font size requirements; (2) provides an exception to those requirements 
for tables, graphs and charts; and (3) does not limit the content that may be included in 
those excepted portions of an offeror’s technical submission, Metropolitan Interpreters & 
Translators, Inc., supra at 7-8; DKW Commc’ns, Inc., B-412652.3, B-412652.6, May 2, 
2016, 2016 CPD ¶ 143 at 4. 
 
The solicitation instructed that the font for all submissions should be “Times New 
Roman twelve (12) point, except for diagrams and drawings where impractical.  Fonts in 
graphics and charts shall be no smaller than eight (8) point and each page within each 
attachment shall be numbered consecutively.”  FON at 124.  Under the relevant 
experience factor, offerors were required to provide a written summary of relevant 
experience that did not exceed 15 pages.  Id.  CompQSoft identified relevant 
experience on four prior contracts and task orders.  Information pertaining to each 
reference submitted by CompQSoft was largely presented in a table or chart, using less 
than 12 point font.  AR, Tab 5, CompQSoft Proposal Documents at 4-17.   
 
On this record, the protester’s arguments provide no basis to sustain the protest.  Here, 
the solicitation permitted the use of smaller than 12 point font in “graphics and charts.”  
FON at 124.  In fact, the agency confirmed in two solicitation question and answers 
(Q&A) that a reduced font size for tables was permissible to the extent it complied with 
these instructions.  AR, Tab 2, FON Q&A at 15, 21 (Q&A 6, 42).  The FON provided no 
additional restrictions as to how charts were to be used, and to the extent that 
CompQSoft presented narrative text in its charts, we do not find this to be inconsistent 
with the solicitation.  Although the evaluators found that CompQSoft’s use of font 
“smaller than 12” decreased the agency’s confidence under the relevant experience 
factor, nothing in the solicitation prohibited the use of smaller font in the circumstances 
described above.  AR, Tab 7, Phase 1 Consensus Report at 13.  As a result, we cannot 
conclude that the agency should have rejected CompQSoft’s proposal for failing to 
comply with the solicitation’s font size requirements.  DKW Commc’ns, Inc., supra.  
Accordingly, this protest ground is denied.  
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 Evaluation of Relevant Experience and Past Performance 
 
VariQ also argues that the agency unreasonably assigned both its proposal and 
CompQSoft’s proposal identical ratings under the relevant experience factor and the 
past performance factor.  The protester contends that its relevant experience and past 
performance should have been found superior to CompQSoft’s, because CompQSoft’s 
reference contracts--which do not encompass the full scope of the work under the task 
order--cannot be equated with VariQ’s incumbent experience.6  Protest at 20-21; 
Comments and Supp. Protest at 6-9. 
 
In terms of relevant experience, the agency explains that the totality of the prior 
experience submitted by CompQSoft and its major subcontractors demonstrated the 
offeror’s ability to successfully accomplish the proposed effort.  As a result, the agency 
assigned CompQSoft’s proposal a “high confidence” rating under the relevant 
experience factor.  COS at 11-13.  Under the past performance factor, the agency found 
that the past performance record for CompQSoft’s relevant experience reference 
contracts, as well as other past performance information in the contractor performance 
assessment reporting system (CPARS), supported the assignment of a “superior” rating 
to CompQSoft’s proposal.7  Id. at 13-14.   
   
Generally, an agency’s evaluation under an experience factor is distinct from its 
evaluation of an offeror’s past performance.  See Network Runners, Inc., B-418268, 
B-418268.2, Feb. 14, 2020, 2020 CPD ¶ 71 at 11; Amyx, Inc., B-410623, B-410623.2, 
Jan. 16, 2015, 2015 CPD ¶ 45 at 14.  Specifically, as is the case here, the former 
focuses on the degree to which an offeror actually has performed similar work, whereas 
the latter focuses on the quality of the work.  Id.  Where a protester challenges the 
evaluation of an offeror’s experience and past performance, it is not our role to 
reevaluate submissions; rather, we examine the supporting record to determine whether 
the decision was reasonable, consistent with the stated evaluation criteria, and 
adequately documented.  Booz Allen Hamilton, Inc., B-417418 et al., July 3, 2019, 2019 
CPD ¶ 246 at 12; National Sourcing, Inc., B-411703.2, Mar. 22, 2016, 2016 CPD ¶ 115 
at 8.  The evaluation of experience and past performance, by its very nature, is 
subjective; we will not substitute our judgment for reasonably based evaluation ratings, 
and an offeror’s disagreement with an agency’s evaluation judgments, without more, 
does not demonstrate that those judgments are unreasonable.  Science Applications 
Int’l Corp., B-413112, B-413112.2, Aug. 17, 2016, 2016 CPD ¶ 240 at 6.  


                                            
6 VariQ-CV JV, LLC, is a joint venture between VariQ Corporation and Conviso, Inc.  
The services sought under this task order were previously provided through two 
separate task orders.  VariQ Corporation is the incumbent performing on one of the task 
orders.  COS at 2.   
7 A “superior” rating was defined as having a past performance record where 
“essentially no doubt exists that the [o]fferor will successfully perform the required 
effort.”  FON at 135.  
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  Relevant Experience Factor 
 
The FON contained detailed instructions regarding the submission of information 
demonstrating the offeror’s relevant prior experience for itself and any major 
subcontractor or teaming partner.  FON at 124-126.  The solicitation advised that 
offerors should demonstrate relevant experience in nine areas.8  Id. at 125-126.  The 
FON stated that the agency would assess confidence in the offeror’s ability to 
successfully accomplish the proposed effort based on relevant experience in 
successfully managing relevant projects.  Id. at 126.  For this factor, the solicitation 
defined relevance as experience being “similar in nature, size, and complexity” to the 
statement of work (SOW).  Id.  
 
CompQSoft identified a total of four references for itself and its two major 
subcontractors.  AR, Tab 5, CompQSoft Proposal Document at 4-17.  The agency used 
a worksheet to assess its confidence levels (i.e., high, some, low) in the offeror’s ability 
to perform in the nine areas that offerors were instructed to address.  AR, Tab 7, 
Phase 1 Consensus Report at 4-5.  The agency determined that CompQSoft’s proposal 
warranted an assessment of “high confidence” in six of the experience areas and “some 
confidence” in three areas.  Id.  As part of the agency’s assessment, the evaluators also 
identified the elements of CompQSoft’s relevant experience that the evaluators found to 
increase the agency’s confidence, as well as elements that decreased confidence.  Id. 
at 13-14.  As a whole, the agency assigned a “high confidence” rating to CompQSoft 
under this factor.   
 
Based on our review of the record, we find nothing objectionable with the agency’s 
evaluation.  Here, the FON defined “relevant experience” more broadly than the myopic 
view VariQ advocates.  While “[d]irect, applicable experience supporting the complete 
effort identified in the SOW” was one of the areas within the experience evaluation, the 
FON identified eight other areas related to “relevant experience,” which would be 
considered.  FON at 126-127.  In this regard, the agency assigned a “some confidence” 
                                            
8 These nine areas were:  (1) experience with supporting mission critical application, 
enterprise systems, tier 3 help desk support, and operations support of 
federal/state/local government systems; (2) work performed within project management, 
database engineering, development, security, and technology fields; (3) experience with 
application development, web development, systems engineering, account 
management, asset management, and network support; (4) work requiring the 
engagement of a wide array of stakeholder groups and management of a backlog of 
highly dynamic, fluctuating requirements from across those stakeholder groups; 
(5) direct, applicable experience supporting the complete effort identified in the SOW; 
(6) delivery of high quality work products which provide value to stakeholders; 
(7) retention of personnel, turnover rate of key personnel, and management of a large 
and complex team for IT services; (8) references, which could be considered more 
relevant if they involve a team of 50 employees or more; and (9) subcontracting work 
involving 20% or more of the work on a contract or task order.  FON at 125-126.   
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rating to the CompQSoft proposal under the “direct, applicable experience supporting 
the complete effort identified in the SOW” area, because CompQSoft’s proposal lacked 
relevant experience in computer hardware and database system management and 
development.  The Coast Guard, however, assigned “high confidence” ratings in many 
of the other areas assessed.   
 
Further, on this record we have no basis to second-guess the agency’s conclusion that, 
when considering the totality of the references, CompQSoft’s experience was relevant 
to the size, scope, and complexity of this requirement.  COS at 12.  While the protester 
is correct that three of the four reference contracts identified by the awardee were 
smaller in size (dollar value) than this effort, one of the references exceeded the size of 
the challenged procurement.  Moreover, the agency’s consideration of size was not 
limited to only the dollar value, but also considered the number of users, as well as 
whether the contractor team involved more than 50 employees.  AR, Tab 7, Phase 1 
Consensus Report at 4-6.  The record provides no basis to question the agency’s 
assignment of a “high confidence” rating to CompQSoft under the relevant experience 
factor.  While VariQ disagrees, the protester’s disagreement with those conclusions is 
insufficient to establish that the agency acted unreasonably.  Science Applications Int’l 
Corp., supra. 
 
  Past Performance Factor 
 
For the past performance factor, the solicitation advised that the agency would assess 
the offeror’s ability to successfully accomplish the proposed effort using various sources 
of information.  FON at 127.  These sources included information available from past 
contracts with the agency, information found in the agency’s internal system, and “any 
information found using [government] sources” such as the Past Performance 
Information Retrieval System (PPIRS) and CPARS.  Id.  The agency also reserved the 
right to limit or expand the number of references it would contact.  Id.     
 
The record reveals that the agency evaluated past performance using available CPARS 
information for CompQSoft and its major subcontractors.  COS at 13; AR, Tab 5, 
CompQSoft Proposal Information at 20-53.  The information showed generally favorable 
past performance and positive comments.  COS at 13-14.  The agency assigned a 
“superior” past performance rating based on this information.  AR, Tab 7, Phase 1 
Consensus Report at 13, 17.      
 
Similar to our review of the evaluation of relevant experience, on this record we find 
nothing objectionable with the agency’s evaluation of CompQSoft’s past performance.  
VariQ does not dispute the quality of CompQSoft’s past performance.  Comments and 
Supp. Protest at 8.  Rather, VariQ’s primary complaint is that the agency failed to 
assess the relevance of the past performance information to the current effort, i.e., the 
similarity of the past performance in size, scope, and complexity.  According to the 
protester, CompQSoft’s past performance involved contracts that bore no similarity in 
size, scope, and complexity to the current effort, and the record contained no 
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consideration of their relevance.  Therefore, VariQ argues that CompQSoft should not 
have received the same “superior” rating for past performance as VariQ.  We disagree.   
 
Here, the solicitation did not require the agency to consider the relative relevance of 
past performance information to the extent VariQ argues.  In this regard, the FON 
informed offerors that, for this factor, the agency would consider the offeror’s ability to 
successfully accomplish the proposed effort based on demonstrated past performance.  
FON at 127.  The solicitation, however, did not limit or otherwise define any parameters 
under which past performance information would be considered.  Rather, the FON 
simply advised:  
 


The Government may use information available from past contracts, task 
order, and purchase orders with the USCG, delivery information found in 
the USCG's Asset Maintenance Management Information System 
(AMMIS) system, and any information found using sources such as 
Federal Government sources, [PPIRS/CPARS].  The Government 
reserves the right to limit or expand the number of references it decides to 
contact. 


Id.  Further, the rating scale to be used for past performance (neutral, superior, 
satisfactory, and unsatisfactory) assessed the varying levels of the likelihood of 
successful performance of the required effort, “[b]ased on the offeror’s past 
performance record.”  Id. at 135.   
 
The protester’s argument conflates the evaluation of past performance with the 
requirements for the evaluation of relevant experience.  In this regard, VariQ attempts to 
insert parameters for the consideration of relevant past performance where none are 
required.  Contrary to the protester’s assertions, nothing in the solicitation required the 
agency to perform a separate assessment of the similarity in size, scope, and 
complexity of the past performance information.9  We find no merit to VariQ’s 
challenges to the agency’s assignment of a “superior” rating to CompQSoft’s proposal 
under this evaluation factor.  Accordingly, this protest ground is denied.    
                                            
9 In support of its argument, VariQ cites to a number of our cases where our Office 
sustained the protest because the agency failed to meaningfully consider whether the 
offerors’ past performance contracts were comparable to the procurement at issue.  See 
Protest at 21 (citing Trident Vantage Sys., B-415944, May 1, 2018, 2018 ¶ CPD 166; 
Metis Sols., LLC et. al., B-411173.2 et al., July 20, 2015, 2015 CPD ¶ 221); Comments 
and Supp. Protest at 7-8 (citing to SIMMEC Training Sols., B-406819, Aug. 20, 2012, 
2012 CPD ¶ 238; Honeywell Tech. Solutions, Inc., B-400771 et al., Jan. 27, 2009, 2009 
CPD ¶ 49).  The protester’s reliance on these decisions is misplaced.  None of the 
decisions relied upon by the protester involved a procurement conducted under FAR 
subpart 16.5.  Further, contrary to the solicitation here, the solicitations in those cases 
specifically required the agencies to consider the relevance of the past performance 
references, in addition to the quality of the companies’ past performance.     
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Evaluation of VariQ’s Proposal  
 
VariQ challenges numerous aspects of the agency’s evaluation of its technical capability 
and management approach that led the agency to decrease its assessment of 
confidence in VariQ’s approach.  Protest at 12-19; Comments and Supp. Protest 
at 9-12; Protester’s Supp. Comments at 10-11.  As stated above, while we do not 
address all of VariQ’s arguments, we have fully considered all of them and find that they 
afford no basis on which to sustain the protest.10  We discuss a few representative 
examples below. 
     
In reviewing protests challenging an agency’s evaluation of proposals in a task order 
competition, our Office does not reevaluate proposals, but examines the record to 
determine whether the agency’s judgment was reasonable and in accord with the stated 
evaluation criteria and applicable procurement laws and regulations.  Strategi 
Consulting, LLC; Signature Consulting Grp., LLC, B-416867, B-416867.4, Dec. 21, 
2018, 2019 CPD ¶ 10 at 4.  An offeror’s or vendor’s disagreement with the agency’s 
judgment, without more, is insufficient to establish that the agency acted unreasonably. 
MicroTechnologies, LLC, B-413091.4, Feb. 3, 2017, 2017 CPD ¶ 48 at 7.   
 
Here, the offerors’ technical capabilities and management approaches were evaluated 
in phase 2 of the procurement through oral presentations.  FON at 124.  While the FON 
permitted the submission of oral presentation slides, it also advised that the slides 
would not be evaluated.  Instead, the FON advised that the evaluation would be based 
solely on the oral presentation itself, and would include the offeror’s responses to 
advance questions, on-the-spot questions, and its proposed solutions and capabilities.  
Id. at 130, 133. 
 
For both the technical capability and management approach factors, the agency found 
that VariQ’s solution presented areas of both increased and decreased confidence, and 
concluded that:  
 


Team VariQ's presentation had many areas that increased confidence of 
successful performance, to include a good [DELETED] program, and a 
few good and innovative ideas for USCG processes.  


However, Team VariQ did not seem well versed on some of our 
processes, did not properly align personnel allocation to Appendix A of the 
SOW leaving them likely ill prepared to handle the workload, and provided 


                                            
10 VariQ initially challenged every area of decreased confidence assessed by the 
agency under these factors.  Protest at 16-19.  The protester subsequently withdrew 
one of the seven grounds of protest related to the agency’s evaluation of the technical 
capability factor, and six of the nine grounds of protest related to the management 
approach factor.  Comments and Supp. Protest at 9 n.8.  As a result, we do not 
consider these issues further.   
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resumes that seemed to be a word for word reflection of the SOW.  These 
areas left the Government with only “Some” confidence that Team VariQ 
would be able to successfully perform on the contract for both Technical 
Capability and Management Approach. 


AR, Tab 8, Phase 2 Consensus Report at 3-4.   
  
 Technical Capability Factor 
 
VariQ argues that the Coast Guard unreasonably ignored readily apparent information 
in its proposal to decrease VariQ’s confidence rating under the technical capability 
factor.  Protest at 16-17; Comments and Supp. Protest at 10-11.  The agency explains 
that it reasonably reached its conclusion based on the statements made during VariQ’s 
oral presentation that decreased the agency’s confidence in the firm’s technical solution.  
COS at 16-19. 
 
Under the technical capability factor, the solicitation advised that the agency would 
evaluate the offeror’s ability to perform as well as its overall understanding of the 
technical requirements and compliance with the FON requirements.11  Id. at 131.   
 
While the agency found several aspects of VariQ’s technical solution increased its 
confidence, there were also a number of aspects that decreased its confidence.  As a 
result, the agency assigned an overall “some confidence” rating to VariQ’s proposal 
under the technical capability factor.  AR, Tab 8, Phase 2 Consensus Report at 1-2.  
The areas of VariQ’s proposal that decreased the agency’s confidence included:  
(1) VariQ’s understanding of the effort necessary to perform all portions of the 
operations task; (2) inconsistencies between the agency’s processes and VariQ’s 
proposed technical solution; and (3) a failure to address agency processes or propose 
solutions to what VariQ identified as outdated agency systems.  Id.  
 
By way of example, the agency expressed concern that VariQ did not appear to 
understand the requirement for helpdesk personnel to have privileged user 
management program (PUMP) certificates.  Id. at 2, 11.  VariQ disagrees with the 
agency’s assessment and argues that its proposal discussed the requirement for PUMP 
certifications and training.  Protest at 16.  The agency explains that although VariQ used 
the term “PUMP” and referenced a related certification during its oral presentation, 
VariQ also made statements that led the agency to conclude that VariQ did not have a 
clear understanding of the PUMP process or its certification requirements.  COS 
at 16-17.  
                                            
11 The SOW set forth detailed performance requirements for the task order, which would 
be performed under seven teams (development, business analysis, project 
management, configuration management, technical writing, security, and operations) 
and provided detailed descriptions of the tasks that each team was expected to perform.  
FON at 140-182.   







 Page 11 B-418551; B-418551.3 


Based on our review of the record, we have no basis to object to the agency’s 
evaluation.  The requirement for helpdesk personnel to possess PUMP certifications is 
mandated by the Department of Defense (DOD).  Supp. COS at 5; FON at 160-161.  
Here, the record shows that during the oral presentation, VariQ stated that it had 
“[DELETED] ready staff” and what it termed “[DELETED] certified staff.”12  AR, Tab 4, 
VariQ Oral Presentation Transcript at 17.  However, VariQ also stated during its 
presentation that its tier 1 representatives “will attain the appropriate [DELETED] 
certifications and complete tasks and production.”  Id. at 59.   
 
Further, in response to a question as to how VariQ would ensure that all personnel 
would meet every qualification prior to onboarding, VariQ represented that “from day 
one, everyone is qualified to start the program.”  Id. at 110.  VariQ, however, also stated 
that “[w]e don’t have the specific skills, like we don’t have the resumes of the helpdesk 
folks” and that “[w]ithin the helpdesk there might be some [DELETED] requirements, 
those aren’t our current employees.  So if there are additional training in those areas, 
we would . . . work with those through our methodology to get . . . those [DELETED] 
certifications as quickly as possible before they get transitioned.”  Id. at 110-111.  VariQ 
further stated that if those employees did not accept offers, it would “go through our 
recruiting capability and then we’ll go through an interview process and then bring those 
on board and then train them.”  Id. at 111.  Relevant here, the SOW expressly stated 
that any new employee with access to privileged accounts “will need to have a current 
appropriate level certification before their first day of employment.”  Id. at 160-61.  As a 
result, we see nothing objectionable with the agency’s finding of decreased confidence 
regarding VariQ’s understanding and capability to perform the functions of the 
operations team task.  Accordingly, this protest ground is denied.     
 


Management Approach Factor  
 


Staffing Level   
 
VariQ next argues that the agency used an unstated evaluation criterion in finding that 
its proposed staffing levels decreased the agency’s confidence in VariQ’s performance.  
According to the protester, the solicitation instructed offerors to propose their own labor 
mix tailored to their respective solutions and their understanding of the SOW 
requirements.  The protester contends that the agency, instead, unreasonably treated 
the estimated staffing levels provided in the FON as a required minimum threshold 
without expressly stating so in the solicitation.  Protest at 12-14; Comments and Supp. 
Protest at 4-6.   
 
Under the management approach factor, the FON emphasized that offerors were to 
provide sufficient information in their oral presentations to demonstrate a definitive and 
                                            
12 DOD Directive 8570 establishes policy and assigns responsibilities for DOD 
information assurance training, certification, and workforce management.  DOD 
8570.01M specifies which cybersecurity certifications meet the policy requirement.    
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comprehensive approach to managing, an understanding of the requirements, an ability 
to perform the task order, and the likelihood of successful performance.  FON at 131.  
The FON also specifically instructed offerors to identify a skill mix “with the appropriate 
level of knowledge and experience for successful execution of the task order 
requirements” and that four areas would be assessed including “[q]ualifications and 
experience meeting the position requirements.”  Id. at 132.  The solicitation also 
identified several “Areas of Importance” in which the offerors were to “include a high 
level composition of the proposed team, which includes an estimated number of 
personnel and labor categories.”  Id. at 132-133. 
 
Here, the SOW required that personnel “have all of the qualifications, education, and 
experience as outlined in Appendix A,” which was provided to potential offers in 
amendment 2 to the FON.  Id. at 145, 147, 183-194.  Prior to issuing Appendix A, the 
agency provided historical staffing data showing a total staffing level of 82 for the two 
predecessor task orders.  Id. at 97.  After receiving several questions regarding whether 
the agency expected the labor staffing levels reflected in the historical data to remain 
the same, the agency provided its projections, which reflected an increase in personnel.  
AR, Tab 2, FON Q&A at 21, Q&A 43.  This expected increase was further reinforced 
with the issuance of amendment 2.  FON at 194 
 
Specifically, Appendix A provided detailed descriptions of the functional responsibility 
and minimum education and qualification requirements for all key and non-key 
personnel by team, labor category, and skill level.  Id. at 183-194.  Appendix A also 
provided an estimated number of personnel for each position by labor category, skill 
level, and team, as well as the total.  The solicitation explained that this estimate was 
“based on the historical labor mix or best estimates required to perform the 
requirements in the SOW.”  Id. at 193-194.  The agency estimated that a staff of 93 
would be needed for this effort.  Id. at 194.   
 
The Coast Guard explains that VariQ proposed staffing levels that were lower than the 
agency’s estimate, without providing a clear explanation of how it would perform the 
services successfully with its proposed number of personnel.  The agency asserts that 
VariQ’s response to a question during the oral presentation clearly indicated that VariQ 
did not sufficiently consider the information provided in Appendix A.  As a result, the 
agency found that VariQ’s proposed staffing levels raised concerns about VariQ’s ability 
to perform successfully and thus, lowered the agency’s confidence in the protester’s 
proposal.  COS at 5, 7; MOL at 7-8.  Specifically, the agency found that VariQ’s 
proposed staffing level of [DELETED] personnel decreased the government’s 
confidence in VariQ’s management approach.13  In this regard, the evaluators noted 


                                            
13 For the record, and as discussed in greater detail below, CompQSoft also proposed 
staffing levels lower than the agency’s estimate that raised concerns about whether 
CompQSoft adequately considered the information in Appendix A.  In contrast to 
VariQ’s proposed staffing of [DELETED], CompQSoft proposed a staff of [DELETED].  
Similarly, the agency concluded that CompQSoft’s proposed staffing decreased the 


(continued...) 
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that VariQ’s proposed staffing was even lower than the current staffing levels for the 
incumbent task orders.  AR, Tab 8, Phase 2 Consensus Report at 3. 
 
The record here shows that, during VariQ’s oral presentation, the agency specifically 
requested that VariQ explain the methodology behind proposing only [DELETED] 
personnel to perform this requirement.  AR, Tab 4, VariQ Oral Presentation Transcript 
at 108-109.  Specifically, the agency asked that VariQ discuss how the quality of its 
performance might be affected by VariQ’s proposed staffing levels.  Id.  In response, 
VariQ explained that it conducted an in-depth analysis of the staffing needs and 
elaborated as follows:  “So [DELETED] to [DELETED] we felt that the integration of 
[DELETED] being used for a couple of areas . . . .  [W]e felt we could take care of those 
needs . . . by integrating [DELETED] with one of those areas . . . through proficiencies, 
through the process that we came up with.”  Id. at 109.  In its response, VariQ also 
made a number of references to [DELETED] personnel, which was consistent with the 
historical data provided by the agency, but did not address the more detailed estimate in 
Appendix A that a staff of 93 would be needed.  Id.   
 
While the protester now asserts that it explained in its presentation that it could perform 
the work with fewer staff because it proposed a balanced mix of [DELETED] and 
[DELETED] personnel, rather than the primarily [DELETED] personnel in Appendix A, 
the protester points to nothing in the record of its oral presentation to support this 
assertion.  Protest at 17; Protest exh. 4, Decl. of VariQ Chief Executive Officer ¶ 6(g); 
Comments and Supp. Protest at 5.  Just as the responsibility for submitting a well-
written proposal with adequately-detailed information falls squarely on the offeror, the 
responsibility for providing a thorough, persuasive response to agency questions as part 
of an oral presentation falls on the offeror.  Leidos Innovations Corp., B-415514 et al., 
Jan. 18, 2018, 2018 CPD ¶ 88 at 19.   
 
The record also provides no support for the protester’s assertion that the agency’s 
estimated staffing levels in Appendix A were an unstated evaluation factor, or that those 
levels were mandatory.  As discussed above, the FON clearly required offerors to use 
their oral presentations to demonstrate a definitive and comprehensive management 
approach, an understanding of the requirements, an ability to perform, and the 
likelihood that performance would be successful.  FON at 131.  On this record, we have 
no basis to question the agency’s evaluation of VariQ’s proposal.  VariQ’s arguments to 
the contrary only reflect its disagreement with the agency’s evaluation, which provides 
no basis to question the reasonableness of the agency’s judgment.  Horizon Indus., 
Ltd., B-416222, B-416222.2, July 11, 2018, 2018 CPD ¶ 235 at 7.  Accordingly, this 
protest ground is denied.  
 
  


                                            
(...continued) 
agency’s confidence in the company’s successful performance.  AR, Tab 10, SSDD 
at 2-3.   
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Key Personnel Resumes  
 
VariQ also challenges the agency’s finding of decreased confidence in the protester’s 
ability to provide key personnel with the appropriate level of knowledge and 
experience.14  Specifically, in response to the agency’s assessment that VariQ’s 
resumes appeared to be “cut and pasted” and “‘regurgitated’ portions of the SOW,” 
VariQ argues that the agency failed to consider multiple pages of VariQ’s resumes.  
Protest at 19; Comments and Supp. Protest at 12. 
 
The Coast Guard responds that it did not have high confidence in VariQ’s ability to 
provide qualified personnel because the agency found that the majority of the resumes 
submitted for key personnel were minimally acceptable.  The agency argues further that 
the resumes that were deemed minimally acceptable also contained descriptions of 
relevant experience that appeared to be copied verbatim from the SOW.  The agency 
explains that the descriptions in the resumes raised concerns as to whether the 
individual actually performed such work.  COS at 8-11.   
 
It is an offeror’s responsibility to submit a well-written proposal, with adequately detailed 
information that clearly demonstrates compliance with the solicitation requirements, and 
an offeror risks having its proposal evaluated unfavorably where it fails to submit an 
adequately written proposal.  PEAKE, B-417744, Oct. 11, 2019, 2019 CPD ¶ 359 at 4; 
ICI Servs. Corp., B-411812, B-411812.2, Sept., 21, 2015, 2015 CPD ¶ 288 at 5 (agency 
reasonably found protester’s proposal unacceptable where solicitation contemplated 
evaluation of key personnel qualification and quotation failed to demonstrate that the 
key personnel held the required qualifications). 
 
Under the management approach factor, in addition to participating in oral 
presentations, offerors were required to submit resumes for their key personnel.  FON 
at 133-134.  The solicitation identified six key positions.  Id. at 193.  As discussed 
above, in addition to the detailed description of the responsibilities of these individuals, 
Appendix A also included minimum education and qualifications requirement for each 
position.  Id. at 183-193.   
 
The agency found that several aspects of the resumes submitted by VariQ decreased 
its confidence in the company’s ability to successfully perform.  AR, Tab 8, Phase 2 
Consensus Report at 3, 12.  This included finding that three key personnel “barely met 
the requirements” and the qualifications were not “aligned well with the required 
qualifications in Appendix A.”  Id.  The agency also observed that many of the resumes 


                                            
14 VariQ initially raised nine protest grounds challenging the agency’s evaluation of its 
management approach, three of which concerned the evaluation of key personnel.  
Protest at 19.  VariQ subsequently withdrew two of the protest grounds, which included 
its argument that the resumes for five of its six key personnel exceeded some or all of 
the stated requirements.  Compare id. with Comments and Supp. Protest at 9 n.8.     
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seemed to have “word for word information from the SOW, as if it was cut and pasted 
into the resume.”  Id.  
 
On this record, we have no basis to object to the agency’s evaluation.  The record 
shows that four of the six key personnel proposed by VariQ did not satisfy the 
educational or qualification requirements set forth in Appendix A.  Compare FON at 183, 
184, 190, 191 with AR, Tab 3, VariQ Proposal Documents at 40-41 (applications 
systems analyst/programmer), 44 (database architect), 52 (systems engineer), 54 
(database specialist).  For example, the FON required the applications systems 
analyst/programmer position to possess a bachelor’s degree or equivalent in electrical 
engineering, mechanical engineering, computer science, management information 
systems, systems engineering or electrical engineering technology.  FON at 183.  
VariQ’s proposed key person, however, did not possess a bachelor’s degree.  AR, 
Tab 3, VariQ Proposal Documents at 40-41.  Rather, the resume indicated that the 
individual possessed “the equivalent of a Bachelor’s degree,” and noted that the SOW 
indicated that two years of experience would be equivalent to one year of education.  Id.    
 
As a result, VariQ claims that its proposed key person’s additional eight years of 
experience working in the subjects of computer science, management information 
systems, and IT systems engineering, was equivalent to a degree.  Id. at 40.  VariQ fails 
to mention however, that while solicitation provisions permitted the substitution of 
additional experience for the education requirement for certain positions, there was no 
such provision applicable to this position.  Compare FON at 184 (no permissible 
experience substitution for a degree requirement provided for applications systems 
analyst/programmer position) with id. at 185 (education requirement for business 
analyst position stating “[b]achelor’s degree.  Four (4) years of additional experience in 
a related field may substitute for [b]achelor’s [d]egree.”).   
 
Further, we find no basis to object to the agency’s concern that many of the resumes 
submitted by VariQ appeared to parrot the requirements of the solicitation.  Our review 
of the record confirms the agency’s assessment.  In this regard, it is well-settled that it is 
an offeror’s duty to include sufficiently detailed information to establish that its proposal 
meets the solicitation requirements, and that blanket statements of full compliance are 
insufficient to fulfill this obligation.  See Dewberry Crawford Grp; Partner 4 Recovery, 
B-415940.11 et al., July 2, 2018, 2018 CPD ¶ 298 at 13.  Accordingly, this protest 
ground is denied.   
 
Best-Value Determination  
 
VariQ raises a number of arguments challenging the agency’s selection decision.  For 
example, it argues that the selection decision was flawed because it relied on a flawed 
evaluation; focused exclusively on ratings for phase 1 without noting qualitative 
differences in the proposals; and unreasonably identified discriminators in the two least 
important technical factors, knowing that the agency later would later address the matter 
directly with CompQSoft by “convinc[ing] it to increase its headcount and restructure its 
proposal.”  Protest at 22-24; Comments and Supp. Protest at 15-16.  
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Source selection officials have broad discretion in determining the manner and extent to 
which they will make use of the technical and cost evaluation results; cost and technical 
tradeoffs may be made, and the extent to which one may be sacrificed for the other is 
governed only by the test of rationality and consistency with the solicitation’s evaluation 
criteria.  Booz Allen Hamilton Inc., B-414283, B-414283.2, Apr. 27, 2017, 2017 CPD 
¶ 159 at 13-14.  In reviewing protests of an agency’s source selection decision, even in 
a task order competition as here, we do not reevaluate proposals but examine the 
record to determine whether the evaluation and source selection decision were 
reasonable and consistent with the solicitation’s evaluation criteria and applicable 
procurement laws and regulations.  Intelligent Waves LLC, B-416169, B-416169.2, 
June 12, 2018, 2018 CPD ¶ 211 at 12. 
 
First, as described above, the record does not support VariQ’s challenges to the 
evaluation.  Accordingly, we find no merit to VariQ’s challenges to the agency’s 
selection decision that are based on those alleged errors.  22nd Century Techs., Inc., 
B-416669.5, B-416669.6, Aug. 5, 2019, 2019 CPD ¶ 285 at 10.   
 
Next, the record does not support the protester’s argument that the SSA did not 
consider the qualitative difference in the proposals under the relevant experience and 
past performance factors.  Here, the record shows that the SSA reviewed the results of 
the evaluation and conducted a comparative assessment that identified discriminators 
between the proposals.  AR, Tab 10, SSDD at 2-3.  The SSA did not identify any 
discriminators between CompQSoft and VariQ’s proposals under the relevant 
experience and past performance factors.  In fact, the SSA found the offerors to be 
substantially equal under those evaluation factors.  Id. at 2.  As discussed in more detail 
below, the SSA identified discriminators between the two offerors’ proposals under the 
technical capability and management approach factors.  In his tradeoff analysis, the 
SSA found that CompQSoft’s proposal, which was lower-priced and higher-rated in the 
technical capability and management approach factors, represented the best value to 
the government and selected CompQSoft for task order award.   
 
In making his tradeoff decision, the record also demonstrates that the SSA did not 
merely rely on the adjectival ratings assigned to the proposals but instead considered 
the qualitative differences between those proposals under each factor.  It is well-settled 
that a single evaluation factor may properly be relied upon as a key discriminator for the 
purposes of a source selection decision.  Sev1Tech, Inc., B-413758.6 et al., May 11, 
2017, 2017 CPD ¶ 145 at 9.  The mere fact that an agency’s source selection decision 
turns on an evaluation consideration that is designated as less important is 
unobjectionable since there is no requirement that the key award discriminator also be 
the most heavily weighted evaluation consideration.  See Amyx, Inc., supra at 18.  The 
fact that the SSA identified no discriminators between the proposals under the more 
heavily weighted relevant experience and past performance factors, yet identified 
discriminators under the less important technical capability and management approach 
factors, provides no basis for our Office to sustain the protester’s challenges to the 
selection decision.   
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Finally, we find no support for VariQ’s argument that the agency made award to 
CompQSoft based on what VariQ characterizes as “incorrect and irrational 
discriminators” in the two less important factors knowing that the agency would later 
address the matter directly with CompQSoft.  Here, the record shows that CompQSoft 
was assigned a “high confidence” rating with many areas of increased confidence and 
few areas of decreased confidence, while VariQ’s proposal was assigned a “some 
confidence” rating based on a few areas of increased confidence and a similar number 
of areas that decreased the agency’s confidence.  AR, Tab 8, Phase 2 Consensus 
Report at 2-3 (VariQ), 5-6 (CompQSoft).   
 
The SSA’s comparative assessment noted that for the technical capability factor 
CompQSoft presented a sound technical approach.  AR, Tab 10, SSDD at 2.  With 
VariQ’s proposal, the SSA found that despite having proposed innovative ideas, VariQ 
did not seem to be “well versed on the [agency’s IT] processes and seemed ill-prepared 
to handle the workload from a technical perspective.”  Id.  For the management 
approach factor, the SSA found that CompQSoft demonstrated a definitive and 
comprehensive management approach and was assigned a “high confidence” rating.  
Id.  The SSA also noted that one of the few negative aspects of CompQSoft’s proposals 
was that it had proposed a staffing level of [DELETED], which appeared to be in 
alignment with the historical levels but not with the estimates in Appendix A.  Id.   
 
With regard to VariQ, the SSA also found that VariQ proposed a management approach 
with a good [DELETED] program and [DELETED] program, but had submitted resumes 
with information that appeared to be copied from the SOW and only proposed a staffing 
level of [DELETED] people.  Id. at 2-3.  Contrary to the protester’s assertions, while the 
SSA identified both offerors’ staffing levels as negative discriminators, the SSA found 
CompQSoft’s proposal to be more advantageous than VariQ’s proposal based on its 
comprehensive management approach.   
 
After selecting CompQSoft’s proposal for award, the SSA explained that his request that 
the contracting officer initiate exchanges with CompQSoft regarding its staffing levels 
was for the purpose of making its “best offer, even better.”  Id. at 4.  Once selected as 
the apparent successful offeror, the agency engaged in exchanges with CompQSoft, 
pursuant to section 4.4 of the FON.  FON at 138; AR, Tab 11, Exchanges with Awardee 
at 2.  CompQSoft submitted revisions to its proposal at the completion of exchanges.  
Id. at 19-38.  Although CompQSoft’s proposed price increased (from $47,111,418 to 
$53,513,980), the SSA found the revisions to the staffing levels in CompQSoft’s 
proposal “increased” the agency’s “already high confidence” in CompQSoft’s proposal.  
AR, Tab 12, Supp. SSDD at 1.  The SSA affirmed his selection decision, finding that 
“[t]aking the revised pricing, the areas of increased or decreased confidence, the risk, 
as well as the confidence ratings and the weighting applied to Factors I-IV into 
consideration, my original recommendation of award to Team CompQSoft remains 
unchanged.”  Id.   
 
 
 







 Page 18 B-418551; B-418551.3 


Post-Selection Exchanges with CompQSoft 
 
Despite acknowledging that the solicitation reserved for the agency “the right to 
communicate” only with the apparent successful offeror to “address any remaining 
issues,” which may include technical and price, VariQ argues the agency engaged in 
unequal discussions with CompQSoft because this provision did not contemplate what 
VariQ characterizes as “full-blown discussions.”  Protest at 21 n.10; Comments and 
Supp. Protest at 13-14; Protester’s Comments, May 8, 2020, at 4-7.  Rather, according 
to the protester, the provision in the FON was a “clean-up” provision, designed “to allow 
the presumptive awardee to fix minor aspects of its proposal without triggering the 
traditional requirement to hold discussions with all offerors.”  Comments and Supp. 
Protest at 13; Protester’s Comments, May 8, 2020, at 4-5.     
 
The agency disputes VariQ’s arguments regarding unequal discussions, and points out 
that the solicitation expressly anticipated that discussions would not be held.  Instead, 
the agency notes that the solicitation allowed for exchanges only with the company 
selected as the apparent successful offeror, and anticipated that, during these 
exchanges, the agency could address any issue.  Finally, the agency argues that to the 
extent that VariQ now objects to the process set forth in the solicitation, its arguments 
are untimely and should be dismissed.   
 
Where, as here, a dispute exists as to a solicitation’s actual requirements, we begin by 
examining the plain language of the solicitation.  Point Blank Enters., Inc., B-411839, 
B-411839.2, Nov. 4, 2015, 2015 CPD ¶ 345 at 4.  We resolve questions of solicitation 
interpretation by reading the solicitation as a whole and in a manner that gives effect to 
all provisions; to be reasonable, and therefore valid, an interpretation must be 
consistent with such a reading.  Desbuild Inc., B-413613.2, Jan. 13, 2017, 2017 CPD 
¶ 23 at 5.  If the solicitation language is unambiguous, our inquiry ceases.  Id. 
 
The FON advised that the acquisition was being conducted under the fair opportunity 
guidelines of FAR 16.505; the FON did not include any aspect of FAR subpart 15.3, 
including the traditional concept of discussions.  FON at 138.  The solicitation also 
expressly reserved the right for the agency to communicate with the apparent 
successful offeror.  This provision, in its entirety, states:  
 


4.4  Exchanges with Best-Suited Contractor 


Once the Government determines the contractor that is the best-suited 
(i.e., the apparent successful contractor), the Government reserves the 
right to communicate with only that contractor to address any remaining 
issues, if necessary, and finalize a task order with that contractor.  These 
issues may include technical and price. If the parties cannot successfully 
address any remaining issues, as determined pertinent at the sole 
discretion of the Government, the Government reserves the right to 
communicate with the next best-suited contractor based on the original 
analysis and address any remaining issues.  Once the Government has 
begun communications with the next best-suited contractor, no further 
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communications with the original best contractor will be entertained until 
after the task order has been awarded.  This process shall continue until 
an agreement is successfully reached and a task order is awarded. 


Id.  Here, the record shows that the SSA performed a comparative assessment of the 
proposals from the three offerors that participated in both phases of the procurement.  
As discussed above, in his comparative assessment of the proposals under the 
management approach, the SSA found that CompQSoft demonstrated a definitive and 
comprehensive management approach and was assigned a “high confidence” rating.  
The SSA, however, noted that one of the few negative aspects of CompQSoft’s 
proposals was that it had proposed 82 personnel, which, according to the SSA, 
appeared to be in alignment with the historical levels, but not with the estimates in 
Appendix A of the FON.  AR, Tab 10, SSDD at 2. 
 
After concluding that CompQSoft’s proposal represented the best value and selecting it 
for award, the SSA requested that the contracting officer engage in limited exchanges 
with CompQSoft regarding its proposed staffing levels.  Id.  In the selection decision, the 
SSA acknowledged that exchanges with VariQ had the potential to affect pricing, but it 
was his desire to “attempt to make [CompQSoft’s] best offer, even better” for the 
government.  Id. at 4.  
 
Subsequently, the contracting officer engaged in exchanges with CompQSoft.  AR, 
Tab 11, Exchanges with Awardee at 1-9, 12-38.  As part of the exchanges, the 
contracting officer notified CompQSoft of the following:   
 


We are offering the opportunity for your company to consider (or 
reconsider) Appendix A to the SOW, and adjust your schedule, should you 
see fit.  Please note that your company is not required to mirror Appendix 
A to the SOW, we just want to ensure that it was considered, as it reflects 
the work of the new task order.   


 
Id. at 2.  The contracting officer also acknowledged that a change in staffing could affect 
pricing and that the government would “allow for price proposal revisions as a result.”  
Id.  Finally, CompQSoft was advised that “no other changes to [its] proposal [would] be 
accepted or evaluated.”  Id. 
 
Following the exchanges, CompQSoft revised the number of personnel it proposed and 
its price.  Id. at 12-38.  The SSA reviewed these changes and noted that the increase in 
personnel aligned with the projected estimates for the new requirements reflected in 
Appendix A, and increased the agency’s “already high confidence” that the company 
could successfully perform the task order.  AR, Tab 12, Supp. SSDD at 1.  The SSA 
also acknowledged that as a result of the increase in personnel, VariQ’s price also 
increased.  Id.  Taking these revisions into account, the SSA nonetheless affirmed his 
original selection of CompQSoft as representing the best value to the government.  Id.  
 
As set forth above, in disagreeing with the agency, VariQ argues that the FON’s use of 
the term “remaining issues” meant the agency could only conduct “clean-up” exchanges 
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with the best-suited offeror, and did not permit “wholesale changes to [the] proposal.”  
Comments and Supp. Protest at 13; Protester’s Comments, May 8, 2020, at 4-5.  We 
disagree.   
 
The protester’s narrow construction of section 4.4 of the FON does not give effect to the 
entire provision.  There is nothing in the sentence relied on by VariQ that limits the 
agency’s scope of exchanges with the apparent successful offeror.  FON at 138.  In 
fact, the sentences that immediately follow state that the exchanges “may include 
technical and price” and any “remaining issues,” which would be identified “at the sole 
discretion of the [g]overnment.”  Id.  Under the facts presented here, VariQ’s arguments 
provide no basis for our Office to object to the agency’s exchanges with CompQSoft.  
This procurement was conducted pursuant to the procedures of FAR subpart 16.5, not 
FAR part 15, and the agency’s conduct was consistent with the terms of the solicitation.  
In short, the protester has not shown that the agency violated procurement law or 
regulation.15  
 
We also agree with the agency that to the extent that VariQ is now challenging the 
scope of the exchanges permitted by the solicitation, its protest is untimely.  CSRA LLC, 
B-417635 et al., Sept. 11, 2019, 2019 CPD ¶ 341 at 7.  In this regard, the FON advised 
that the issues that agency could address with the apparent successful offeror “may 
include technical and price.”  FON at 138.  It is well-settled that a party who has the 
opportunity to object to allegedly improper or patently ambiguous terms in a solicitation, 


                                            
15 VariQ cites to a number of our decisions in support of its argument that the 
exchanges between the agency and CompQSoft were not fair because it allowed 
CompQSoft to “dramatically increase staffing--changing how its proposal was 
structured--without providing [VariQ] the same opportunity.”  Comments and Supp. 
Protest at 14 (citing Vencore Servs. & Sols., Inc., B-412949.2 et al., July 18, 2016, 2016 
CPD ¶ 346; MCR Fed., LLC, B-416654.2, B-416654.3, Dec. 18, 2018, 2019 CPD 
¶ 335).  We find VariQ’s reliance on these decisions misplaced because in those cases, 
the agency engaged in discussions with the protester, but those discussions were found 
to be misleading.  Vencore Servs. & Sols., Inc., supra at 8-9; MCR Fed. LLC, supra at 5.   


Further, contrary to the protester’s assertion that CompQSoft was provided an 
opportunity to make “wholesale changes to [its] proposal so that it is fundamentally 
different than the one the [a]gency evaluated,” the record shows that the exchanges 
were limited to CompQSoft’s proposed staffing levels, and any possible resulting 
increase in price.  AR, Tab 10, SSDD at 2.  The record also shows that the SSA 
contemporaneously affirmed his selection decision after reviewing the limited revisions 
to CompQSoft’s proposal.  The SSA found the revised staffing level to have increased 
the agency’s “already high confidence in the [o]fferor’s ability to perform successfully” 
on the task order.  AR, Tab 12, Supp. SSDD at 1.  Based on the circumstances 
presented here, we disagree with the protester that the agency’s conduct of exchanges 
undermined the foundational principle of FAR part 16 procurements that all contract 
holders be permitted a fair opportunity to compete.   
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but fails to do so prior to the time set for receipt of proposals, waives its ability to raise 
the same objection later.  See ASRC Fed. Data Sols., LLC, B-417655 et al., Sept. 18, 
2019, 2019 CPD ¶ 325 at 7.  We have noted that this rule prevents an offeror from 
taking advantage of the government, as well as other offerors, by waiting silently during 
the procurement process, only to spring forward after award with an alleged defect in an 
effort to restart the procurement.  Id.  
 
The protest is denied.  
 
Thomas H. Armstrong 
General Counsel 
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DIGEST 
 
1.  Protest that the agency unreasonably evaluated the awardee’s quotation under the 
solicitation’s performance work statement and prior experience factors is denied where 
the agency’s evaluation conclusions were reasonable and consistent with the terms of 
the solicitation.  
 
2.  Protest that the agency failed to engage in meaningful discussions is denied where 
the record shows that the agency’s discussions with the protester led it into the areas of 
its quotation requiring amplification or revision, and the agency was not required to hold 
multiple rounds of discussions. 
 
3.  Protest that the agency performed a flawed best-value determination, based on an 
allegedly improper evaluation of quotations and improper weighting of technical and 
price factors, is denied where the agency’s actions were reasonable and consistent with 
the terms of the solicitation. 
DECISION 
 
International Center for Language Studies, Inc. (ICLS), a small business of Washington, 
D.C., protests the establishment of a blanket purchase agreement (BPA) with Piedmont 
Global Language Solutions (PGLS), a small business of Arlington, Virginia, under 
request for quotations (RFQ) No. 15DDHQ21Q00000002, issued by the Department of 
Justice, Drug Enforcement Administration (DEA), for foreign language instruction 
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services and materials.  The protester argues that the agency unreasonably evaluated 
the awardee’s quotation, violated the terms of the solicitation by failing to finalize a 
delivery order with the protester, and performed a flawed best-value determination. 
 
We deny the protest. 
 
BACKGROUND 
 
On January 26, 2021, the DEA issued the RFQ as a small business set-aside, pursuant 
to Federal Acquisition Regulation (FAR) subpart 8.4, to “as many vendors as 
practicable.”  Contracting Officer’s Statement (COS) at 1.  The RFQ contemplated the 
establishment of a single fixed labor-hour rate BPA under General Services 
Administration Federal Supply Schedule (FSS) Category 611630, for foreign language 
training and training materials to be provided to personnel throughout the United States 
and overseas.  Agency Report (AR), Tab 1, RFQ at 1, 6.  The RFQ provided that the 
contract would be performed over a 12-month base period, with four 12-month option 
periods.  Memorandum of Law (MOL) at 2.   
 
The RFQ stated that award would be made on a best-value tradeoff basis, considering 
three factors:  prior experience, the vendor’s1 performance work statement (PWS) 
submitted in response to the RFQ and statement of objectives, and price.  RFQ at 2-3.  
The solicitation directed vendors to submit quotations in two separate volumes, with 
prior experience and the PWS in the technical volume and price in the business volume.  
Id.   
 
The RFQ advised that the agency anticipated selecting the best-suited vendor from the 
initial responses, without engaging in exchanges with them, and “strongly encourage[d]” 
vendors to submit their best technical solutions and price in their quotations.  Id. at 4.  
As relevant here, the RFQ advised that the government reserved the right to 
communicate only with the apparent successful vendor.  Id.  Specifically, the solicitation 
stated the following regarding such communications: 
 


Once the government determines the contractor that is the best-suited 
(i.e., the apparent successful contractor), the government reserves the 
right to communicate with only that contractor to address any remaining 
issues, if necessary, and finalize a delivery order with that contractor.  
These issues may include technical and price.  If the parties cannot 
successfully address any remaining issues, as determined pertinent at the 
sole discretion of the government, the government reserves the right to 
communicate with the next best-suited contractor based on the original 
analysis and address any remaining issues. 


                                            
1 Although this is a solicitation for quotations to establish a BPA under the FSS, the 
solicitation refers to the submission of “proposals” from “offerors” instead of quotations 
from vendors.  For consistency, we refer to the submission of “quotations” from 
“vendors” throughout the decision. 
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RFQ at 4-5.   
 
The solicitation also advised vendors that the PWS and past performance factors, when 
combined, were significantly more important than price; that cost could be the 
determining factor if there were no significant technical differences; and that the agency 
“may or may not award to the lowest priced [o]fferor or highest technically rated 
[o]fferor.”  RFQ at 5.   
 
On or before the March 3, 2021 closing date, the agency received compliant quotations 
from four vendors, including ICLS and PGLS.  AR, Tab 8, Summary of Award at 94.  
The technical evaluation team (TET) assigned the awardee’s and the protester’s 
technical quotations the same “high confidence” rating.  Id. at 94.  The evaluation team 
initially determined ICLS’s quotation to be technically superior, based on the protester’s 
“ability to provide proprietary software” for online training.  Id. at 94-95.  Based on its 
evaluation of the technical quotations, the TET recommended ICLS for award.  COS 
at 1. 
 
ICLS quoted $13.59 million for onsite foreign language classes and $12.56 million for 
virtual classes, while PGLS quoted $11.91 million for onsite classes and $11.61 million 
for virtual classes.  AR, Tab 8, Summary of Award at 96.  On March 17, the contract 
specialist sought a price reduction from ICLS, “in accordance with FAR 
[section] 8.405-4,” and the protester lowered its price to $13.5 million for onsite classes 
and $12.37 million for virtual classes.  Id.  On March 22, the contract specialist 
requested price discounts from PGLS.  Id.  PGLS reduced its prices to $11.69 million for 
onsite classes and $11.32 million for virtual classes.  Id.  While deciding which quotation 
represented the best value, the agency noted that PGLS’s lack of proprietary software 
did not constitute a significant disadvantage or affect the high confidence rating 
assessed to the firm’s quotation.2  COS at 1.  Despite the TET’s earlier conclusion, the 
agency ultimately decided that ICLS’s assessed technical advantage did not merit 
paying its associated price premium.  Id. at 2.  On March 30, the agency made award to 
PGLS.  AR, Tab 14, Notice of Award at 1. 
 
On April 8, ICLS filed a protest with our Office, alleging that the agency unreasonably 
evaluated the awardee’s prior experience and PWS.  On May 24, after the agency filed 
its report in response to the protest, ICLS filed its comments and a supplemental 
protest.  Thereafter, before the due date for filing its response to the supplemental 
protest, the agency announced that it would take corrective action by reviewing the 
previous evaluations and reevaluating quotations, if necessary.  The agency stated that 
it “opted to take corrective action to reconsider the source selection decision in light of 
                                            
2 The TET reasoned that without its own software, PGLS would need to rely on publicly 
available applications such as Zoom and Skype, and, while certain evaluators did not 
favor these programs, the TET noted that “[m]any federal agencies have used Zoom, 
Skype and other platforms throughout the current COVID-19 pandemic and had little 
difficulty maintaining a highly productive work environment.”  COS at 1-2.   
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mathematical errors” and appointed a new source selection authority (SSA).  MOL at 5.  
We dismissed those protests, concluding that the agency’s corrective action rendered 
academic the pending dispute.  International Ctr. for Language Studies, Inc., B-419737, 
B-419737.2, June 22, 2021 (unpublished decision).  On September 7, the agency 
announced its corrective action was complete and that it had again selected PGLS for 
award.  MOL at 5.   
 
In support of the new award determination, the SSA explained that the agency had 
previously contacted ICLS to request discounted pricing, given ICLS’s initial status as 
the apparent successful vendor; that the “revised pricing and exchanges with ICLS did 
not prove satisfactory”; and that as a result, the agency subsequently contacted PGLS 
to request discounted pricing.  AR, Tab 9, SSA’s Statement of Facts at 109.  The SSA 
reasoned that the “sole technical benefit” of ICLS’s propriety software “was not 
significant enough” to outweigh ICLS’s price premium.  Id.  The SSA concluded that 
PGLS provided “the best overall value to satisfy [a]gency needs.”  Id. at 100.   
 
This protest followed on September 10.   
 
DISCUSSION 
 
In its protest, ICLS argues that the agency unreasonably evaluated the awardee’s past 
performance and PWS. 3   The protester also claims that the agency violated the terms 
of the solicitation by failing to meaningfully address its price concerns with the protester 
once the agency identified ICLS as the apparent successful vendor.  ICLS also asserts 
more generally that the agency’s best-value determination was improper because it 
ignored the relative weight of the solicitation evaluation criteria.  We have reviewed all of 
ICLS’s allegations and find no basis to sustain its protest.   
 
Technical Evaluation 
 
With regard to the technical evaluation, the protester repeats two arguments from its 
initial April 8 protest.  ICLS asserts that the agency unreasonably evaluated the 
awardee’s prior experience, asserting that PGLS’s publicly available history of federal 
contract awards shows a lack of experience with foreign language training.  Protest 
at 15.  The protester points to the solicitation’s requirement that vendors submit at least 
two examples of prior contracts “of similar scope, complexity, and size of the 
requirements of this solicitation” completed “within the last three [] years,” asserting that 
the awardee’s prior experience could not have merited a rating of high confidence.  
RFQ at 2.  The protester also argues that the agency unreasonably assigned the 
awardee’s quotation a rating of high confidence under the PWS factor, alleging that 
PGLS lacks experience in providing foreign language instruction and consequently 
could not have “proposed a feasible PWS that demonstrated its ability to meet [the 
agency’s] objectives.”  Protest at 17.   
                                            
3 We note that the agency report filed in response to this protest included, as the record 
of evaluation, the same record that was produced in the first protest. 
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The agency responds that it evaluated quotations in a manner consistent with the terms 
of the solicitation.  The agency asserts that PGLS submitted three references:  one for 
its subcontractor, one for a company it recently acquired, and one for its own 
performance as a subcontractor providing foreign language training for the Department 
of State’s Foreign Service Institute.  MOL at 11-12.  The agency argues that all of these 
contracts are relevant to the current effort, show experience with foreign language 
training, and are “well over the $9.5 million estimated value for this BPA.”  COS at 2.  
The agency also asserts that the allegation regarding the PWS evaluation is invalid 
because the agency reasonably determined the awardee would be able to meet the 
agency’s objectives, especially given the prior experience PGLS demonstrated.4  MOL 
at 12.  
 


                                            
4 In response to the agency’s arguments, the protester provides, for the first time, more 
specific allegations concerning the agency’s evaluation of the awardee’s technical 
quotation.  The protester specifically addresses the awardee’s PWS and prior contract 
references.  Comments at 5-9.  The protester initially received the awardee’s technical 
quotation, including its PWS and prior contract references, in the May 13 agency report 
prepared in response to the earlier protest.  See Req. for Partial Dismissal, Oct. 25, 
2021, at 5-11.  On September 7, after completing its corrective action, the agency sent 
both ICLS and PGLS the SSA’s statement, which explained that the agency reviewed 
the prior evaluation record and “found no wrong doing; the Technical Evaluation Team 
review was conducted as stated in the RFQ and no changes were made to the TET 
evaluation by the CO.”  AR, Tab 9, SSA’s Statement of Facts at 108.  On 
September 10, ICLS filed the instant protest, alleging protest grounds that did not 
incorporate information from the awardee’s technical quotation or the agency’s 
evaluation.  
 
The agency contends that the protest grounds raised in the protester’s comments 
should be dismissed as untimely because they are based on information the protester 
received in the May 13 agency report prepared in response to the earlier protest.  Req. 
for Partial Dismissal, Oct. 25, 2021, at 5-11.  The protester responds that it could not 
have known whether the agency’s evaluation, performed during corrective action, 
differed from the previous evaluation record.  Resp. to Req. for Partial Dismissal, 
Sept. 27, 2021, at 2-3.  However, on this record, the SSA’s September 7 statement put 
ICLS on notice that the evaluation record remained unchanged.  Instead, these 
allegations were first raised in the instant protest when ICLS filed its comments on the 
agency report, more than 10 days after the specific basis of protest was known.  See 4 
C.F.R. § 21.2(a)(2).   
 
Our Bid Protest Regulations do not contemplate the piecemeal presentation or 
development of protest issues through later submissions providing alternate or more 
specific legal arguments missing from earlier general allegations of impropriety.  Salient 
Fed. Sols., Inc., B-410174.3, B-410174.4, Apr. 1, 2016, 2016 CPD ¶ 104 at 9.  
Accordingly, these protest grounds are dismissed.   
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Where, as here, an agency issues an RFQ to FSS vendors under FAR subpart 8.4 and 
conducts a competition, we will review the record to ensure that the agency’s evaluation 
is reasonable and consistent with the terms of the solicitation.  Digital Sols., Inc., 
B-402067, Jan. 12, 2010, 2010 CPD ¶ 26 at 3-4.  In reviewing a protest challenging an 
agency’s technical evaluation, our Office will not reevaluate the quotations; rather, we 
will examine the record to determine whether the agency’s evaluation conclusions were 
reasonable and consistent with the terms of the solicitation and applicable procurement 
laws and regulations.  OPTIMUS Corp., B-400777, Jan. 26, 2009, 2009 CPD ¶ 33 at 4.  
A protester’s disagreement with the agency’s judgment does not establish that an 
evaluation was unreasonable.  DEI Consulting, B-401258, July 13, 2009, 2009 CPD ¶ 
151 at 2. 
 
On this record, the agency reasonably concluded that the protester’s prior experience 
and PWS merited ratings of high confidence.  We note the agency’s argument that the 
prior experience references the awardee submitted are relevant to the current effort, 
demonstrate “similar experience to ICLS,” and “exceed[] the size, scope, and complexity 
of DEA’s requirement.”  COS at 6.  While the protester disagrees with the high 
confidence rating assessed to the awardee’s technical quotation, it has not shown the 
agency’s judgment to be unreasonable.  See DEI Consulting, supra.  Similarly, the 
awardee has not shown that the agency’s evaluation of the awardee’s PWS is 
unreasonable.  The record refutes the protester’s claims of the awardee’s complete 
inexperience delivering foreign language training, and this argument is the basis for the 
protester’s claim that PGLS could not have proposed a feasible PWS.  See Protest 
at 17.  As a result, this protest ground is denied. 
 
Meaningful Discussions 
 
The protester also argues that the agency violated the terms of the RFQ by failing to 
meaningfully address its price concerns and finalize a delivery order with ICLS after it 
initially identified the protester as the best-suited vendor.  Protest at 13-15.  Specifically, 
the protester alleges that the DEA violated the solicitation provision regarding 
exchanges with the best-suited vendor when, instead of giving ICLS another opportunity 
to reduce its price, the agency sought a price reduction from PGLS, “the next-in-line for 
award.”  Id. at 14.  The protester contends that the solicitation required the agency to 
meaningfully engage with the protester once the DEA identified ICLS as the apparent 
successful vendor, adding that meaningful engagement with the protester meant the 
agency should have continued to negotiate with ICLS on the issue of price.  Id. at 13-14. 
 
The agency responds that the protester cannot show that the agency’s actions resulted 
in competitive prejudice to ICLS.  MOL at 9.  In essence, DEA contends that the “best 
suited,” or “apparently successful” competitor ultimately is not determined until both 
price and non-price factors have been evaluated, and a best-value determination has 
been made.  Thus, according to the agency, the RFQ provision on which the protester 
relies did not require the agency to engage in exchanges--i.e., to pursue its price 
concerns with ICLS or PGLS--before a best-value analysis had taken place.  Id. at 9-11.  
The agency asserts that, in fact, the protester was given an “unwarranted” benefit, 
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because despite ICLS’s initial technical advantage, the awardee succeeded in “a best 
value trade-off that considered only the offerors’ initial prices (and technical 
assessments).”  Id. at 10-11.  The agency points out that the price disparity between the 
protester’s and awardee’s quotations increased after the agency sought price 
reductions.  Id. at 10.  The agency argues that, had it “conducted a best value trade-off 
that considered [] revised prices, PGLS’s trade-off advantage would have been even 
greater.”  Id. at 11.   
 
In response, ICLS argues it suffered competitive prejudice because it would have 
further reduced its proposed price if the agency had communicated to the protester that 
the price discount it offered initially was inadequate.  Comments at 5.  In this regard, 
ICLS contends that once the agency identified ICLS as the best-suited vendor, the 
solicitation required the agency, “upon exercising the [e]xchanges provision of the RFQ, 
to engage meaningfully with ICLS to address unresolved issues – namely, ICLS’s 
‘unacceptable’ price – and finalize the award of a contract.”  Id. at 3. 
 
Discussions occur when an agency communicates with a vendor for the purpose of 
obtaining information essential to determine the acceptability of a quotation, or provides 
a vendor with an opportunity to revise or modify its quotation.  Diversified Collection 
Servs., Inc., B-406958.3, B-406958.4, Jan. 8, 2013, 2013 CPD ¶ 23 at 11-12.  
Discussions must be meaningful, equitable, not misleading, and fair.  Digital Sys. Grp. 
Inc., B-286931, Mar. 7, 2001, 2001 CPD ¶ 50 at 7.  For discussions to be “meaningful,” 
they must be sufficiently detailed to lead a vendor into the areas of its quotation 
requiring amplification or revision.  Aderas, Inc., B-418151, Jan. 16, 2020, 2020 
CPD ¶ 30 at 6.  This requirement does not mean that an agency must “spoon-feed” a 
vendor each and every item that must be revised or otherwise addressed to improve a 
quotation.  Digital Sys. Grp. Inc., supra. 
 
Here, the record shows that the solicitation language on which the protester relies 
established discretion for the agency to communicate with vendors, but did not require 
such action.  The RFQ advised that the government “reserves the right” to communicate 
with the apparent successful vendor and address any remaining issues, not that it was 
required to do so.  See RFQ at 4.  Similarly, the RFQ stated that any remaining issues 
would be “determined pertinent at the sole discretion of the government.”  Id. at 5.  The 
solicitation language provided the agency with significant leeway to exercise its ability to 
communicate with the best-suited vendor.  
 
Furthermore, to the extent that the RFQ did require the agency to engage in discussions 
with the best-suited vendor, it did not mandate that the agency continue to engage in a 
price negotiation with the protester until the protester could reduce its price no further.  
See Digital Sys. Grp. Inc., supra.  The record shows that the agency led the protester 
into the area of its quotation requiring revision when the agency requested a price 
discount.  On this record, we find that the agency’s exchange with ICLS constituted 
meaningful discussions.  This protest ground is denied.  
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Best-Value Determination  
 
Finally, the protester argues that the agency performed a flawed best-value 
determination.  Protest at 11.  Specifically, the protester asserts that the agency 
improperly elevated the importance of price when it “unreasonably equaliz[ed]” the 
awardee’s and protester’s technical quotations by reducing the differences between the 
two quotations to ICLS’s proprietary software.  Protest at 11-12.  The protester argues 
that the best-value determination ignored the “magnitude of ICLS’s technical 
superiority,” as well as the slight size of ICLS’s price premium, a difference of $1.68 
million over a 5-year period.5  Id. at 12.  
 
The agency argues that it reasonably considered the price difference between the two 
quotations, given the absence of any significant technical differences.  MOL at 8.  The 
agency notes that the protester’s and awardee’s quotations were substantially similar in 
terms of years of experience, number of instructors, and number of languages 
proposed.  Id.  The agency also notes, as the TET found, that the protester’s proprietary 
software does not provide a significant technical advantage because “all of the contract 
requirements may be accomplished using commercial platforms such a[s] Zoom or 
Skype.”  Id.    
 
In response, the protester reiterates its arguments and responds that the agency’s post-
corrective action best-value determination “merely repackages the [March] flawed 
award decision.”  Comments at 9.   
 
As previously stated, our Office will not reevaluate quotations, but will examine the 
record to determine whether the agency’s evaluation conclusions were reasonable and 
consistent with the terms of the solicitation and applicable procurement laws and 
regulations.  OPTIMUS Corp., supra.  A protester’s disagreement with the agency’s 
judgment does not establish that an evaluation was unreasonable.  DEI Consulting, 
supra.   
 
Here, the protester has not shown that the agency’s evaluation is inconsistent with the 
terms of the solicitation.  The record shows that in the absence of any significant 
technical differences, the solicitation contemplated price as a determining factor.  RFQ 
at 5.  The record also shows that the agency considered the benefit of the protester’s 
proprietary software before ultimately deciding that PGLS’s lower price outweighed this 
advantage.  AR, Tab 8, Summary of Award at 94-96.  Given that the agency 
documented its comparison of the protester’s and awardee’s quotations, its 
                                            
5 The protester also argues that “the significance of the documented risk” associated 
with the awardee’s technical quotation made the agency’s determination unreasonable.  
Protest at 11. The protester does not further elaborate upon what this risk is.  As with 
the more specific protest grounds pertaining to the awardee’s technical evaluation, 
discussed above in n.3, the protester’s September 10 protest failed to raise specific 
facts the firm learned during the course of the earlier protest.  Hence, this argument is 
untimely. 
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consideration of the protester’s proprietary software advantage, and its determination 
that this advantage did not warrant paying the associated price premium, we cannot 
conclude that the agency’s evaluation or best-value decision was unreasonable.  
Accordingly, we deny this ground of protest. 
 
The protest is denied. 
 
Edda Emmanuelli Perez 
General Counsel 
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DIGEST 


1. Protest challenging agency’s evaluation of protester’s oral presentation is denied
where record reflects evaluation was reasonable and consistent with solicitation’s 
evaluation criteria. 


2. Protest that agency conducted nonmeaningful discussions with protester is
denied where record reflects protester never was afforded the opportunity to revise, 
and in fact never revised, its proposal, and, therefore, discussions did not occur. 


3. Protest challenging agency’s best-value determination is denied where record
reflects protester’s proposal was evaluated as being higher-priced and 
lower-technically-rated than other proposals, and protester fails to show the 
underlying evaluation ratings were unreasonable. 
DECISION 


Sapient Government Services, Inc., of Arlington, Virginia, protests the issuance of a 
task order to Sevatec, Incorporated, of Fairfax, Virginia, under task order request for 
proposals (RFP) No. HSSCCG-15-R-00003 issued by the Department of Homeland 
Security, United States Citizenship and Immigration Services, for Agile development 
and maintenance services to support agency information technology (IT) systems.  
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Sapient alleges that the agency’s evaluation of proposals was unreasonable, the 
agency conducted discussions with the firm that were not meaningful, and the 
agency’s best-value decision was flawed. 
 
We deny the protest.1 
 
BACKGROUND 
 
On February 17, 2015, the agency issued the solicitation under the provisions of 
Federal Acquisition Regulation (FAR) subpart 16.5 to firms holding contracts under 
functional category 1 (service delivery) of an existing multiple-award, indefinite-
delivery, indefinite-quantity (ID/IQ) contract vehicle known as the second-generation 
Enterprise Acquisition Gateway for Leading-Edge Solutions (EAGLE II).2  See RFP 
at 1.3  The solicitation sought services to support the agency’s joint engineering 
teams--sustainment (JETS) program.  See id.  The solicitation included a 
performance work statement (PWS) specifying, at the highest level, that the JETS 
contractors would be responsible for providing “high-productivity Agile development 
services and Lean processes focused on IT sustainment of applications that support 
[the agency’s] core business areas.”  PWS § 3. 
 
The solicitation anticipated the award of four fixed-price4 task orders, each with a 
six-month base period and four one-year option periods.  RFP at 2-9, 19.  The task 
orders were for work in four mission-area “portfolios.”  The portfolios were records, 
benefits, customer service, and biometrics.5  Id.  This protest concerns only the 
customer service portfolio. 
 


                                            
1 The value of the task order at issue is in excess of $10 million.  Accordingly, this 
procurement is within our jurisdiction to hear protests related to the issuance of task 
orders under multiple-award, indefinite-delivery, indefinite-quantity contracts.  
41 U.S.C. § 4106(f)(1)(B). 
2 Consistent with the procedures of FAR subpart 16.5 for orders under multiple-
award, ID/IQ contracts, the solicitation advised that the policies of FAR subpart 15.3 
would not apply to the competition.  RFP at 21; see also FAR § 16.505(b)(1)(ii). 
3 Citations to the RFP refer to the “conformed” version that was issued under RFP 
amendment No. 01. 
4 The solicitation included a single time-and-materials type contract line item 
number for “surge” work.  RFP at 2-9. 
5 The solicitation stated that the agency intended to award the task orders to four 
different contractors, but that it reserved the right to award more than one task order 
to the same contractor if adequate competition was not achieved.  RFP at 19.   
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Each award was to be made on a best-value tradeoff basis, considering price and 
the following four equally-weighted nonprice factors:  corporate experience of the 
prime contractor; technical approach of the contractor team; management approach 
of the contractor team; and oral presentation.  RFP at 19-20.  The solicitation stated 
that the nonprice factors, when combined, were more important than price.  Id. 
at 19.  Additionally, the solicitation included evaluation criteria for each nonprice 
factor, and stated that under these factors, the agency would assign adjectival 
ratings of high confidence, some confidence, or low confidence.  Id. at 19-20.  
Finally, the solicitation stated that the agency would employ a multistep source 
selection process under which only those offerors whose proposals were evaluated 
as the “most likely to provide the best value solutions” under factors 1 (corporate 
experience), 2 (technical approach), 3 (management approach), and 5 (price) would 
be further considered for award and invited to give oral presentations under factor 4.  
Id. at 20. 
 
The agency received numerous proposals in response to the solicitation, including 
proposals from Sapient and Sevatec.  Agency Report (AR), Tab 32, Source 
Selection Decision Document (SSDD), at 1, 9.  A technical evaluation committee 
(TEC) evaluated the proposals under factors 1, 2, and 3 and assigned adjectival 
ratings.  See id.  Based on the TEC’s evaluations, as well as a price evaluation by a 
business evaluation committee, the source selection authority (SSA) selected 
10 offerors to provide oral presentations under factor 4.  See id. at 1.  Of those 
10 offerors, 5 submitted proposals for the customer service portfolio, including 
Sapient and Sevatec.  Id. at 9-10. 
 
Following the oral presentations, the TEC completed its evaluation.  The adjectival 
ratings and total evaluated pricing for the proposals submitted for the customer 
service portfolio are shown in the table below. 
 
 Sapient Sevatec Offeror 3 Offeror 4 Offeror 5 


Factor 1--
Corporate 
Experience 


 
High 


Confidence 


 
High 


Confidence 


 
 


[DELETED] 


 
 


[DELETED] 


 
 


[DELETED] 


Factor 2- 
Technical 
Approach 


 
High 


Confidence 


 
High 


Confidence 


 
 


[DELETED] 


 
 


[DELETED] 


 
 


[DELETED] 


Factor 3--
Management 
Approach 


 
High 


Confidence 


 
High 


Confidence 


 
 


[DELETED] 


 
 


[DELETED] 


 
 


[DELETED] 


Factor 4--Oral 
Presentation 


Low 
Confidence 


Some 
Confidence 


 
[DELETED] 


 
[DELETED] 


 
[DELETED] 


Factor 5--Price $74 million $72.6 million [DELETED] [DELETED] [DELETED] 
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AR, Tab 32, SSDD, at 9. 
 
The SSA documented a source selection decision for each portfolio.  For the 
customer service portfolio, the SSA selected Sevatec for award, documenting 
numerous reasons why, in his view, Sevatec’s proposal represented the best value 
to the government relative to the lower-priced proposals of offerors 3, 4, and 5.  AR, 
Tab 32, SSDD, at 9-10.  With respect to Sapient’s higher-priced proposal, the SSA 
documented the following conclusion:  “I considered Sapient, but the Low 
Confidence rating it received for the oral presentation and the TEC’s explanation for 
that rating, along with Sapient’s price, which was higher than the other offers, 
convinced me that it did not offer the best value.”  Id. at 9-10. 
 
Based on the SSA’s best-value determination, the agency awarded a task order to 
Sevatec for the customer service portfolio.  Following a debriefing, Sapient filed a 
protest with our Office. 
 
DISCUSSION 
 
In its protest, Sapient raises three chief claims:  the agency’s evaluation of the firm’s 
oral presentation was unreasonable; the agency conducted discussions during the 
firm’s oral presentation, and those discussions were not meaningful; and the SSA’s 
best-value tradeoff decision was flawed.  Based on the record, we find that none of 
these claims have merit.  We discuss them below in turn.6 
 
Sapient challenges various TEC findings regarding the firm’s oral presentation 
under factor 4.  Before addressing Sapient’s claims, we observe that in reviewing 
protests of an agency’s evaluation and source selection decision, even in a task or 
delivery order competition as here, we do not reevaluate proposals; rather, we 
review the record to determine whether the evaluation and source selection 
decision are reasonable and consistent with the solicitation’s evaluation criteria and 
applicable procurement laws and regulations.  Ball Aerospace & Techs. Corp., 
B-411359, B-411359.2, July 16, 2015, 2015 CPD ¶ 219 at 7.  A protester’s 
disagreement with the agency’s judgment, by itself, is not sufficient to establish that 
an agency acted unreasonably.  Id. 
 
With regard to the procedure for the oral presentation, the solicitation stated that 
agency evaluators would invite the offeror’s representatives into a conference room 
and share with them “a standard set of management/technical questions and a 
problem statement . . . involving issues the offering contractor should reasonably 
                                            
6 Sapient’s protest and comments on the agency report include various other 
arguments.  Although not discussed in this decision, we have considered all of 
them, and we conclude that they either fail to raise a cognizable basis of protest, or 
they have no merit based on the record. 
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expect on an Agile contract.”  RFP at 18.  After receiving this information, the 
offeror’s representatives were to caucus among themselves, then share their 
“answers and problem resolution” with the evaluators.  Id.  After that, the agency 
evaluators would caucus and then pose “any clarifications [they] may require to 
understand the presentation.”  Id.  This entire process was limited to three hours.  
Id.  As to the evaluation criteria for the oral presentation, the solicitation stated as 
follows:  “The Government will assess its level of confidence that the offering 
contractor will successfully perform the task order requirements based on its oral 
presentation.”  Id. at 20. 
 
Sapient’s protest challenges the following four findings that the TEC documented for 
the firm’s oral presentation: 
 


• This contractor won’t lead us, push forward. 


• Presentation did not provide a complete understanding or 
feeling of confidence. 


• A number of key concepts were not defined, or defined 
incorrectly. 


• Focus on [DELETED] is an important continuous improvement 
method, but not a substitute for portfolio management. 


Protest at 22 (quoting AR, Tab 35, Sapient Debriefing, at 5); Comments at 11 
(quoting AR, Tab 31, TEC Rep., Factor 4, at 14).  Sapient claims that these findings 
are unreasonable, arguing that they allegedly reflect “too much impression and too 
little substance.”  Comments at 11.  Similarly, Sapient argues that the findings were 
“so vague and subjective” that they were “per se inadequate to permit the SSA to 
make an intelligent and independent best value determination.”  Id. at 10; see also 
Protest at 21-22.  We disagree. 
 
First, although Sapient argues that the findings are “vague,” each finding references 
a discrete, identifiable concern that the TEC had about Sapient’s oral presentation.  
Second, these concerns reasonably relate to the solicitation’s evaluation criteria for 
the oral presentation--namely, the effect an offeror’s oral presentation had on the 
TEC’s confidence in the offeror’s ability to successfully perform the task order.  See 
RFP at 20.  Finally, the record reflects that before making the source selection 
decision, the SSA considered the evaluation results under each nonprice factor 
“on paper and also in discussions with the [TEC],” and that for Sapient’s oral 
presentation, the SSA specifically considered “the TEC’s explanation for [Sapient’s] 
rating.”  AR, Tab 32, SSDD, at 2, 9.  On this record, we see no merit in Sapient’s 
challenge to the TEC’s evaluation of the firm’s oral presentation or the SSA’s 
consideration of the TEC’s evaluation findings. 
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Sapient also alleges that discussions occurred during the firm’s oral presentation, 
and that the discussions were not meaningful.  Protest at 18-19; Comments at 8-9.  
As discussed above, the solicitation provided that during the three-hour oral 
presentation session, Sapient was to develop a solution to a problem statement that 
the agency would provide at the outset of the session.  RFP at 18.  The solicitation 
also provided that after Sapient presented its solution, the agency evaluators would 
caucus and then pose “any clarifications [they] may require to understand the 
presentation.”  Id.  Sapient alleges that the agency’s clarification questions and 
Sapient’s responses thereto constituted discussions because the firm was permitted 
to “change, expand, and even reverse” what its representatives initially said in the 
session.  Protest at 18-19; Comments at 9. 
 
The test for deciding whether discussions have been held is whether it can be said 
that an offeror was provided the opportunity to revise or modify its proposal. 
Companion Data Servs., LLC, B-410022, B-410022.2, Oct. 9, 2014, 2014 CPD 
¶ 300 at 12; TDS, Inc., B-292674, Nov. 12, 2003, 2003 CPD ¶ 204 at 4.  The 
regulations concerning discussions under FAR part 15, which pertain to negotiated 
procurements, do not, as a general rule govern task and delivery order competitions 
conducted under FAR part 16, such as the procurement here.  See NCI Info. Sys. 
Inc., B-405589, Nov. 23, 2011, 2011 CPD ¶ 269 at 9. Nonetheless, we have 
determined that exchanges in the context of a task order competition must be fair 
and not misleading.  CGI Fed. Inc., B-403570 et al., Nov. 5, 2010, 2011 CPD ¶ 32 
at 9.  For the reasons explained below, we find that here, discussions did not occur. 
 
As described above, the exchange that Sapient characterizes as discussions 
occurred entirely within the confines of the three-hour oral presentation session.  
Sapient has not shown, and it is not clear to us, that anything said during the 
exchange revised some aspect of the firm’s previously-submitted proposal.  
Further, at the conclusion of the session, Sapient was not permitted to submit 
anything further to the agency.  Thus, following the oral presentation, Sapient was 
not afforded an opportunity to revise anything that was said during the oral 
presentation or any part of the firm’s previously-submitted proposal.7  Under these 
circumstances, we do not consider the exchange to have been discussions; rather, 
we view it simply as a component of the oral presentation itself.  See Aliron Int’l, 
                                            
7 Sapient apparently concedes that the agency’s questions during the oral 
presentation did not pertain to the firm’s previously-submitted proposal.  See 
Comments at 9 (“[T]he questions asked of Sapient were not . . . asking Sapient to 
confirm the terms of its proposal”; “Sapient was asked questions not to confirm 
information in its proposal, but for additional information beyond what was contained 
in its oral presentation.”).  This is consistent with the solicitation, which provided that 
the proposal was to address the corporate experience, technical approach, 
management approach, and price factors, not the oral presentation factor.  See 
RFP at 16-18. 
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Inc., B-285048.2, Aug. 3, 2000, 2000 CPD ¶ 125 at 2-3 (agency questions during 
oral presentation did not trigger discussions where, as here, solicitation established 
oral presentation as part of evaluation process and where questions sought only 
“amplification” of information already presented to agency).  Sapient’s claim that the 
agency engaged in nonmeaningful discussions is denied.8 
 
Finally, Sapient claims that the SSA’s best-value determination was flawed, arguing 
that the SSA failed to meaningfully compare the technical merits of Sapient’s 
proposal relative to Sevatec’s proposal, and that the SSA failed to exercise 
independent judgment.  Protest at 19-20, 22-23; Comments at 2-8.  In support of 
these claims, Sapient relies on section 15.308 of the FAR.  See Protest at 20. 
 
FAR section 15.308 of the FAR provides, in the context of a negotiated 
procurement, that a source selection decision shall be based on a comparative 
assessment of proposals against all of the solicitation’s source selection criteria.  
Section 15.308 further provides that the SSA may use reports and analyses 
prepared by others, but that the source selection decision must represent the SSA’s 
independent judgment. 
 
FAR subpart 16.5, however, expressly provides that the policies in FAR subpart 
15.3 do not apply to the ordering process under multiple award, ID/IQ contracts.  
FAR § 16.505(b)(1)(ii).  As stated above, the competition here was conducted using 
FAR subpart 16.5 procedures, and among firms holding contracts under the EAGLE 
II multiple award, ID/IQ contract vehicle.  See RFP at 1.  Additionally, and as noted 
above, the solicitation expressly advised that the policies of FAR subpart 15.3 would 
not apply to the competition.  Id. at 21.  Thus, while Sapient asserts that the agency 
failed to follow certain procedures under FAR subpart 15.3, both the FAR and the 
solicitation provide that those policies do not govern the task order competition 
here.  FAR § 16.505(b)(1)(ii), RFP at 21; see also Bay Area Travel, Inc. et al., 
Nov. 5, 2008, B-400442 et al., 2009 CPD ¶ 65 at 9 n.13. 
 
In any event, putting aside the applicability of FAR section 15.308, we see no merit 
in Sapient’s claims that the SSA failed to meaningfully compare the technical merits 
of the firm’s proposal relative to Sevatec’s proposal or that the SSA failed to 
exercise independent judgment.  In this regard, the record reflects that the SSA 
considered the evaluation results under each nonprice factor “on paper and also in 
discussions with the [TEC],” and that he documented the following conclusion 
regarding Sapient’s proposal:  “[T]he Low Confidence rating [Sapient] received for 
                                            
8 In any event, even if we were to assume for the sake of argument that the 
exchange somehow constituted discussions, Sapient has not demonstrated that the 
discussions were not meaningful; i.e., Sapient has not demonstrated that prior to 
revising its proposal, the agency failed to lead the firm to an area that was identified 
as a significant weakness or deficiency.  See FAR § 15.306(d)(3). 
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the oral presentation and the TEC’s explanation for that rating, along with Sapient’s 
price, which was higher than the other offers, convinced me that it did not offer the 
best value.”  AR, Tab 32, SSDD, at 2, 9-10.  Although this analysis is brief, we find it 
unobjectionable given that Sapient’s proposal was evaluated as being higher-priced 
and lower-technically-rated than other proposals, and given that Sapient has not 
shown the underlying evaluation finding to be unreasonable.9  See Segovia, Inc. 
d/b/a Inmarsat Gov’t, B-408376, B-408376.2, Sept. 3, 2013, 2013 CPD ¶ 203 at 10 
(no tradeoff required when selecting highest-rated, lowest-priced proposal). 
 
The protest is denied. 
 
Susan A. Poling 
General Counsel 


                                            
9 The record reflects that the SSA documented much more detailed tradeoff 
analyses regarding the relative merits of the proposals that were lower-priced and 
higher-technically-rated than Sapient’s proposal.  See AR, Tab 32, SSDD, at 9-10. 
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441 G St. N.W. 
Washington, DC  20548 


Comptroller General 
of the United States 


       
Decision 
 
 
Matter of: Gunnison Consulting Group, Inc.  
 
File: B-418876; B-418876.3; B-418876.4 
 
Date: October 5, 2020 
 
James Y. Boland, Esq., Michael T. Francel, Esq., and Taylor A. Hillman, Esq.,  Venable 
LLP, for the protester. 
James A. Tucker, Esq., Damien C. Specht, Esq., and Lyle Hedgecock, Esq., Morrison & 
Foerster LLP, for Octo Metric LLC, the intervenor. 
Ashlee N. Adams, Esq., and Mary Schaffer, Esq., Department of the Treasury, for the 
agency. 
Alexander O. Levine, Esq., and Jennifer D. Westfall-McGrail, Esq., Office of the General 
Counsel, GAO, participated in the preparation of the decision. 
DIGEST 
 
1.  Protest challenging agency’s consideration of the relevant experience of a partner to 
the awardee joint venture is denied where the agency reasonably credited such 
experience and where the terms of the solicitation did not prohibit such consideration. 
 
2.  Protest challenging agency’s technical evaluation is denied where, notwithstanding 
certain errors, the protester failed to demonstrate competitive prejudice.  
 
3.  Protest challenging exchanges conducted with the awardee as unreasonable and 
unequal is denied where the exchanges were conducted in accordance with the terms 
of the solicitation.   
DECISION 
 
Gunnison Consulting Group, Inc., a small business located in Alexandria, Virginia, 
protests the issuance of a task order to Octo Metric LLC, a small business located in 
Atlanta, Georgia, by the Department of the Treasury, Bureau of the Fiscal Service, 
under request for proposals (RFP) No. 20341420R00001 for development operations 
(DevOps) and software development services.  The protester contends that the agency 
unreasonably and unequally evaluated proposals under the cost and non-cost factors, 
conducted improper discussions with only Octo Metric based on concerns it failed to 
consider in an earlier evaluation phase, and unreasonably invited a third offeror to the 
last phase of the evaluation instead of Gunnison.   


DOCUMENT FOR PUBLIC RELEASE 
The decision issued on the date below was subject to 
a GAO Protective Order.  This redacted version has 
been approved for public release. 







 Page 2 B-418876 et al. 


 
We deny the protest. 
 
BACKGROUND 
 
On December 19, 2019, the Bureau provided notice to holders of the National Institutes 
of Health Information Technology Acquisition and Assessment Center (NITAAC) CIO-
SP3 SB governmentwide acquisition contract of a requirement to provide DevOps and 
software development services for the Department of the Treasury, Alcohol and 
Tobacco Tax and Trade Bureau (TTB).  The agency contemplated a five-phase 
procurement process resulting in the issuance of a hybrid task order with cost-plus-
award-fee, labor-hour, and fixed-price contract line items.  The Bureau contemplated 
that the resulting task order would consist of a 5-month base period, followed by four 
12-month option periods, and concluding with a final 7-month option period.  Protest, 
exh. A, RFP at 27.   
 
As explained below, the five phases were as follows:  (1) opt-in, (2) pre-proposal 
conference, (3) relevant experience, (4) proposal submission, and (5) technical 
challenge.  In phase one, offerors were invited to opt in to the procurement based on a 
draft performance work statement (PWS).  Agency Report (AR), Tab A, Contracting 
Officer’s Statement (COS) at 4.  In phase two, the agency conducted a pre-proposal 
conference with contract holders that had opted in.  Id.  In phase three, the Bureau 
invited offerors to submit relevant experience information, including narratives, by 
January 31, 2020, based on instructions provided by the agency.  Id.   
 
On February 14, after evaluating offerors’ relevant experience, the agency issued a 
solicitation setting forth the process for the submission of technical proposals.  The RFP 
anticipated the evaluation of the following non-cost factors, in descending order of 
importance:  relevant experience, technical approach, past performance, and technical 
challenge.  RFP at 74.  The non-cost factors, when combined, were equal in importance 
to the cost factor.  Id.  The solicitation anticipated the selection of the most 
advantageous offeror using the fair opportunity guidelines of Federal Acquisition 
Regulation (FAR) 16.505, noting that the agency would not use any aspects of FAR 
subpart 15.3.  Id. at 75.1   
 
For the evaluation of relevant experience, the agency’s instructions contemplated the 
evaluation of relevant experience narratives for at least three contracts and/or task 
orders for each offeror.  AR, Tab E, Relevant Experience Instructions at 2.  The 
instructions provided for the evaluation of three subfactors, with the first being most 
important and the second and third being of equal importance:  (1) experience 
executing, maintaining and maturing a DevOps program, (2) experience supporting and 
maintaining legacy applications, and (3) experience supporting the DevOps pipeline and 


                                            
1 The solicitation also stated, in bold and underlined font, that the agency would not 
consider any information in volume one (contractual documents) or volume two (cost 
proposal) when evaluating an offeror’s technical proposal.  Id. at 65. 
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the infrastructure on which the applications run.  Id. at 4.  The instructions stated that if 
an offeror utilizes major subcontractors or teaming partners in its proposal, “at least one 
(1) of the examples of the relevant experience provided shall be that of each [m]ajor 
[s]ubcontractor and/or [t]eaming [p]artner and at least one (1) example shall be that of 
the [p]rime [c]ontractor.”  Id.  The solicitation defined a prime contractor as an “[o]fferor 
who [is] listed as a vendor on the NITAAC, [National Institute of Health (NIH)] CIO-SP3 
SB contract.”  Id.  The RFP defined a major subcontractor or teaming partner as “one 
which is expected to perform 20 [percent] or more of the work on this task order.”  Id.    
 
For the technical approach, the solicitation anticipated the evaluation of three 
subfactors:  technical approach with quality control, management approach, and 
transition-in plan.  The introductory paragraph for this evaluation factor stated that the 
“bulleted indicators or questions under each [f]actor are not listed in any specific order 
of importance,” and the solicitation did not provide the relative weights for these 
subfactors.  Id. at 72. 
 
The solicitation contemplated that following the evaluation of technical proposals, the 
agency would select the offerors with the most highly rated proposals under the non-
cost factors to advance to phase five, which was the technical challenge.  After the 
technical challenge, the agency would select the best-suited contractor based on the 
cost and non-cost factors.   
 
Once the best-suited offeror was selected, the solicitation contained an exchanges 
provision, which afforded the agency the right to communicate with the “[b]est-[s]uited 
[c]ontractor . . . to address any remaining issues, if necessary, and finalize a task order 
with that contractor.”  RFP at 75.  The RFP noted that these issues “may include 
technical and price.”  Id.  If the agency could not successfully address any remaining 
issues, the Bureau reserved the right to “communicate with the next best-suited 
contractor based on the original analysis and address any remaining issues.”  Id. 
 
Following the evaluation of proposals, the agency found the proposals of Octo Metric 
and a third offeror, Offeror A, to be the highest-rated under the three non-cost factors.  
Both offerors were invited to participate in the technical challenge.   At the end of this 
process, the evaluation ratings of Gunnison, Octo Metric, and Offeror A stood as 
follows:    
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 Gunnison Octo Metric Offeror A 
Relevant 
Experience Some2 High3 High 
    
Technical 
Approach Some High High 
Technical 
Approach with 
Quality Control Some High High 
Management 
Approach Some High High 
Transition-In Plan High Some High 
    
Past 
Performance Superior Superior Superior 
    
Technical 
Challenge N/A High High 
    
Total Proposed 
Cost $63,489,449 $58,273,090 $45,049,245 
Cost Analysis 
Results Realistic Realistic Not Realistic 


 
COS at 7-10. 
 
The agency conducted a comparative analysis between Octo Metric and Offeror A and 
concluded that Octo Metric was the best-suited contractor due to concerns with Offeror 
A’s staffing and the affordability and realism of its costs.   
 
The agency then conducted exchanges with Octo Metric to resolve concerns in Octo 
Metric’s technical and cost approach.  Id. at 15.  Following those exchanges, the task 
order was issued to Octo Metric.  This protest followed.4    


                                            
2 Some confidence was defined as the agency having “some confidence that the Offeror 
understands the requirement, proposes a sound approach, and will be successful in 
performing the work with some Government intervention.”  COS at 5. 
3 High confidence was defined as the agency having “high confidence that the Offeror 
understands the requirement, proposes a sound approach that demonstrates the 
Offeror’s ability to be successful in performing the work with little or no Government 
intervention.”  COS at 5. 
4 Because the awarded value of the task order exceeds $10 million, this protest is within 
our jurisdiction to consider protests of task orders placed under civilian agency 
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DISCUSSION 
 
The protester challenges multiple aspects of the agency’s evaluation of the proposals of 
Gunnison, Octo Metric, and Offeror A, as well as the resulting award decision.  With 
respect to the evaluation of relevant experience, the protester contends that the agency 
overlooked Octo Metric’s failure to provide a relevant experience example for itself, 
unreasonably and unequally assigned weaknesses to Gunnison’s proposal, and failed 
to recognize the superiority of Gunnison’s experience relative to Octo Metric’s 
experience.  For the technical approach evaluation, the protester asserts that the 
agency applied improper weights to the technical subfactors, unreasonably and 
unequally evaluated Gunnison’s and Octo Metric’s proposals, and ignored weaknesses 
flagged by the agency’s cost evaluation team.  With respect to these latter weaknesses, 
Gunnison argues that the agency should have downgraded Octo Metric’s technical 
proposal on the basis of these weaknesses, instead of improperly allowing Octo Metric 
to correct them during a later round of discussions.  In addition, the protester argues 
that the agency performed an unreasonable cost realism analysis.  Last, the protester 
challenges the agency’s decision to select Offeror A for phase five, when the cost 
evaluation team had already assessed Offeror A’s costs as unrealistic and portions of 
its costs to be unaffordable.   
 
While we do not address every argument raised by the protester, we have examined 
each issue and find no basis to sustain the protest.  In this regard, although we do find 
some errors in the agency’s evaluation, we conclude that none of these errors caused 
competitive prejudice to Gunnison.  
 
Relevant Experience 
 
The protester argues that Octo Metric failed to submit a relevant experience example for 
itself as required by the solicitation.  In this regard, Octo Metric, a mentor-protégé small 
business joint venture, provided two relevant experience examples from its mentor joint 
venture partner, Octo Consulting Group, and one relevant experience example from its 
proposed subcontractor.  The instructions for submitting relevant experience, however, 
required any offeror utilizing a major subcontractor or teaming partner to provide at least 
one relevant experience example for the “[p]rime [c]ontractor.”  AR, Tab E, Relevant 
Experience Instructions at 2.  The prime contractor was defined as the “[o]fferor who [is] 
listed as a vendor on the NITAAC, NIH CIO-SP3 SB contract.”  Id.  Gunnison contends 
that because Octo Metric (and not Octo Consulting) is the vendor on the CIO-SP3 
contract, the evaluation criteria required Octo Metric to submit at least one relevant 
experience example of its own.  The protester argues that this noncompliance should 
have rendered Octo Metric’s proposal unacceptable.   
 


                                            
indefinite-delivery, indefinite-quantity multiple-award contracts.  See 41 U.S.C. 
§ 4106(f)(1)(B). 
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Where an RFP requires the evaluation of past performance or experience, an agency 
has the discretion to determine the scope of the performance histories to be considered, 
provided all proposals are evaluated on the same basis and consistent with the RFP’s 
requirements.  See Honolulu Shipyard, Inc., B-291760, Feb. 11, 2003, 2003 CPD ¶ 47 
at 4.  In evaluating the past performance or experience of a joint venture, an agency 
may consider the performance history of one or more of the individual joint venture 
partners, so long as doing so is not expressly prohibited by the RFP.  See Northrop 
Grumman Tech. Servs., Inc.; Raytheon Tech. Servs. Co., B-291506 et al., Jan. 14, 
2003, 2003 CPD ¶ 25 at 30. 
 
Here, we find that the agency reasonably credited the performance of Octo Consulting 
in its evaluation of Octo Metric.  In this respect, we note that a Small Business 
Administration regulation, 13 C.F.R. § 125.8(e), provides that an agency must consider 
the experience of a joint venture partner in its consideration of a small business joint 
venture’s experience.  That regulation provides:  


 
(e) Past performance and experience. When evaluating the past 
performance and experience of an entity submitting an offer for a contract 
set aside or reserved for small business as a joint venture established 
pursuant to this section, a procuring activity must consider work done 
individually by each partner to the joint venture as well as any work done 
by the joint venture itself previously. 


 
Id.  In accordance with this provision, we find it reasonable for the agency to have 
considered the experience of Octo Consulting, as a partner to the joint venture, during 
its evaluation of Octo Metric.  See 22nd Century Techs., Inc., B-417478.3, B-417478.4, 
Feb. 24, 2020, 2020 CPD ¶ 74 at 15 (concluding that agency reasonably permitted 
SBA-approved joint venture to rely on the experience and past performance of its 
individual joint venture partners).    
 
While the protester contends that the agency’s relevant experience instructions are 
inconsistent with this conclusion, we disagree.  The instructions required an offeror 
relying on a major subcontractor or teaming partner to submit one reference from the 
major subcontractor or teaming partner and one reference from the prime contractor, 
defined as the “[o]fferor” listed on the CIO-SP3 SB contract.  In our view, this provision 
was intended to differentiate between a prime contractor and its subcontractors or 
teaming partners, and was not intended to create a separate requirement for a joint 
venture to submit a reference on its own behalf rather than relying on the experience of 
a partner to the joint venture, as it would be otherwise entitled to do.  See Northrop 
Grumman Tech. Servs., Inc., supra. at 30.  And, while the definition of a “prime 
contractor” was limited to the offeror listed on the CIO-SP3 contract, the term offeror, in 
turn, was not defined or proscribed.  We therefore see no reason why an agency 
considering the relevant experience of a joint venture offeror listed on the CIO-SP3 
contract could not consider the experience of the partners to the joint venture.  
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The protester also argues that the agency unreasonably and unequally evaluated the 
relevant experience of Gunnison and Octo Metric by assessing unwarranted 
weaknesses in Gunnison’s relevant experience narrative and failing to assess similar 
weaknesses in Octo Metric’s narrative.   
 
Where a protester challenges an agency’s evaluation of experience, we will review the 
evaluation to determine if it was reasonable and consistent with the solicitation’s 
evaluation criteria and procurement statutes and regulations, and to ensure that it is 
adequately documented.  Addx Corp., B-414749 et al., Aug. 28, 2017, 2017 CPD ¶ 275 
at 7.  A protester’s disagreement with the agency’s evaluation judgments, or with the 
agency’s determination as to the relative merits of competing solicitation responses, 
does not establish that the evaluation or the source selection decision was 
unreasonable.  Id. 
 
Here, with one exception discussed below, we find no merit to the protester’s 
challenges to the agency’s evaluation of relevant experience.  In this regard, we find 
that most of the protester’s arguments do not rise above the level of disagreement with 
the agency’s qualitative evaluation judgments.   
 
For example, Gunnison was assessed a weakness for a lack of “details on requirements 
gathering [or] working with the [p]roduct [o]wner to develop those requirements [or] 
define user stories.”  AR, Tab M, Phase Three Evaluation at 3.  The agency noted that 
while Gunnison’s first example discussed working with product owners, it did so “from a 
quality assurance perspective,” instead of discussing the development of feature 
requirements and user stories and utilizing them in testing scenarios.  Id. 
 
The protester contends that its relevant experience submission explicitly stated how it 
would work with product owners to gather and finalize requirements and how the 
product owner would be involved in creating user story acceptance criteria.  Gunnison 
Comments & Supp. Protest at 39 (citing AR, Tab L, Gunnison Phase Three Submission 
at 2).  Gunnison also asserts that the evaluation criteria did not require offerors to 
demonstrate experience with every PWS requirement in each relevant experience 
example.   
 
Based on our review of the record, we find the agency’s assessment of this weakness 
to be reasonable.  In this regard, the agency explained that Gunnison’s narratives 
included minimal description of its approach to working with the product owner, the 
primary business stakeholder, for requirements gathering and defining user stories.  
Supp. Memorandum of Law (SMOL) at 21.  We find no basis in Gunnison’s narrative to 
question this explanation.  See, e.g., AR, Tab L, Gunnison Phase Three Narrative at 5 
(summarily discussing working with the product owner, development team, and 
business users to gather requirements and finalize the user story acceptance criteria).  
While the protester disagrees with the agency’s assessment regarding the sufficiency of 
the detail provided, such disagreement without more does not provide a sufficient basis 
to sustain the protest.  Addx Corp., supra.  And, although the protester contends it was 
not reasonable for the agency to require such detail, the agency notes that this is a 
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critical element in systems design that is needed to demonstrate that the offeror can 
develop high quality requirements upfront and minimize rework later in the process as 
required by PWS section C.3.1.  SMOL at 21.     
 
As stated above, we also find one error in the agency’s evaluation of relevant 
experience.  In this regard, the agency assessed a weakness in its evaluation of 
Gunnison’s experience supporting the DevOps pipeline and related infrastructure, 
stating that “[t]here is no demonstration of experience supporting the platforms on which 
TTB’s legacy apps are hosted (Oracle) as well as the target database platform, 
Postgres.”  AR, Tab M, Relevant Experience Evaluation at 5.   
 
In response to this weakness, the protester notes that it demonstrated experience with 
Oracle in both its first and its third relevant experience examples.  We agree.  While the 
agency discounts this demonstration and asserts that Gunnison’s proposal lacked 
sufficient detail on this topic, we note that the weakness in question was not assessed 
for a lack of detail.  Instead, it was based, in part, on there purportedly being “no 
demonstration of experience” with Oracle.  Since the purported basis for this weakness 
is at least partially inaccurate, we find this weakness to be unreasonable.  
 
While we find that the above weakness was not reasonable, we see no basis to 
conclude that removal of this weakness would have changed Gunnison’s rating of some 
confidence under the applicable subfactor (experience supporting the DevOps pipeline 
and the infrastructure on which the applications run) since Gunnison received two other 
weaknesses under that same subfactor.  Moreover, even if removal of the weakness 
increased Gunnison’s subfactor rating, it would not have raised Gunnison’s rating under 
the relevant experience factor since Gunnison received some confidence ratings under 
the other two subfactors.   
 
Technical Approach 
 
The protester challenges numerous aspects of the agency’s evaluation of Gunnison’s 
and Octo Metrics’ technical proposals.  As an initial matter, the protester asserts that the 
agency weighted the technical subfactors improperly.  In this regard, the solicitation did 
not disclose the relative weights of the three technical subfactors.  The only indication of 
the weight of the subfactors in the RFP was a sentence in an introductory paragraph of 
the technical evaluation section, which stated that “[t]he bulleted indicators or questions 
under each [f]actor are not listed in any specific order of importance.”  RFP at 72. 
Despite this lack of information, the agency evaluated the three technical subfactors as 
follows:  (1) technical approach with quality control (50 percent), (2) management 
approach (35 percent), and (3) transition-in plan (15 percent).  See AR, Tab NN, Phase 
Five Invitations at 3.   
 
Based on our review, we find that the agency erred in not disclosing the relevant 
subfactor weights and then applying unequal weight to the technical subfactors in its 
evaluation.  Under FAR 16.505(b)(1)(iv)(C), agencies are required to disclose the 
relative importance of all significant subfactors.  In addition, an agency may not apply a 
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solicitation’s evaluation criteria in a manner inconsistent with the weights assigned 
under that solicitation.  EBA Ernest Bland Assocs., P.C., B-404825.5, B-404825.6, 
Oct. 11, 2011, 2011 CPD ¶ 212 at 5.  Where, as here, a solicitation does not disclose 
the relative weight of evaluation factors or subfactors, they are assumed to be 
approximately equal in importance.  Bio-Rad Labs., Inc., B-297553, Feb. 15, 2006, 2007 
CPD ¶ 58 at 6.   
 
The agency concedes that it was “understandable that [o]fferors could infer that the 
[subfactors] under [the technical approach factor] were equally weighted despite it not 
being explicitly stated,” but argues that all offerors were treated equally and that, at any 
rate, this did not prejudice Gunnison’s chances for award.  Second SMOL at 13.   
Although we disagree with the agency on whether this error could have affected 
Gunnison’s rating under the technical approach factor, we nonetheless conclude that 
the error did not cause competitive prejudice to the protester.5   
 
Our Office will not sustain a protest unless the protester demonstrates a reasonable 
possibility that it was prejudiced by the agency’s actions, that is, unless the protester 
demonstrates that, but for the agency’s actions, it would have had a substantial chance 
of receiving the award.  Raytheon Co., B-409651, B-409651.2, July 9, 2014, 2014 CPD 
¶ 207 at 17.  Here, relative to Octo Metric’s and Offeror A’s proposals, Gunnison’s 
proposal received lower or equal ratings in each of the non-cost factors and was higher 
in cost.  Had Gunnison received a high confidence rating for the technical approach 
factor (matching both Octo Metric’s and Offeror A’s ratings), its proposal would still have 
been lower rated under the more important relevant experience factor and equally rated 
under the past performance factor.  We see no reason, therefore, to conclude that an 
increase in Gunnison’s rating under the technical approach factor would have resulted 
in Gunnison being invited to participate in the phase five technical challenge.  And, even 
if Gunnison had been invited to participate, it would still have had lower or equal ratings 
than Octo Metric in every factor, coupled with a higher cost, making an award unlikely.  
In sum, we find that correction of the above error would not have resulted in Gunnison 
having a substantial chance of receiving the award.   
 
The protester further challenges the agency’s evaluation of Octo Metric’s technical 
proposal based on inconsistencies between the agency’s technical evaluation and its 
cost evaluation.  In this regard, the cost evaluation team identified seven “minor areas of 
                                            
5 In this respect, the protester contends that the agency’s unequal weighting negated 
the technical advantage of Gunnison’s proposal, which received a rating of high 
confidence for the least important subfactor, transition-in plan.  The protester asserts 
that, had it known of the unequal weighting, it would have modified its proposal to put 
more emphasis on the section addressing the first subfactor, technical approach with 
quality control, and less emphasis on the transition-in subfactor.  Our Office resolves 
doubts regarding prejudice in favor of the protester.  Alutiiq-Banner Joint Venture,        
B-412952 et al., July 15, 2016, 2016 CPD ¶ 205 at 11.   Accordingly, we credit 
Gunnison’s explanation for purposes of determining if prejudice arose from the agency’s 
error.  
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concern,” including a concern regarding Octo Metric’s “[m]inimal oversight and 
management support.”  AR, Tab EE, Octo Metric Cost Evaluation at 22.  The cost 
evaluation team explained the latter concern as follows: 
 


[DELETED] across all the delivery teams. Junior [DELETED] are not 
necessarily a concern, however the [DELETED] presents delivery risk. 
There is also a concern with ensuring a sufficient amount of work in the 
backlog to keep three teams of [DELETED] developers busy without a 
[DELETED]. 


 
Id.  The protester argues that notwithstanding the agency’s labelling of this concern as 
“minor,” it was a major flaw overlooked by the Bureau’s technical evaluation team.  
Gunnison asserts that this flaw should have led to the downgrading of Octo Metric’s 
technical proposal because the [DELETED] will have pervasive effects across the entire 
effort, leading to performance and delivery risk (as noted by [the Bureau]) and the 
necessity for substantial [g]overnment intervention.”  Gunnison Comments and Supp. 
Protest at 12.  
 
In reviewing a protest of a task order competition, we do not reevaluate proposals but 
examine the record to determine whether the evaluation and source selection decision 
are reasonable and consistent with the solicitation’s evaluation criteria and applicable 
procurement laws and regulations.  DynCorp Int’l LLC, B-411465, B-411465.2, Aug. 4, 
2015, 2015 CPD ¶ 228 at 7.  A protester’s disagreement with the agency’s judgment, 
without more, is not sufficient to establish that an agency acted unreasonably.  
PricewaterhouseCoopers Pub. Sector, LLP, B-415504, B-415504.2, Jan. 18, 2018, 
2018 CPD ¶ 35 at 6. 
 
As an initial matter, we note that the solicitation instructions specifically stated that the 
agency would not consider any information from an offeror’s cost proposal in its 
evaluation of the offeror’s technical proposal.  See RFP at 67.  Accordingly, while the 
agency’s cost evaluation team reviewed both Octo Metric’s cost and technical 
proposals, the technical evaluation team simply reviewed Octo Metric’s technical 
proposal and did not review the agency’s cost evaluation report.  Thus, the information 
before the two teams was different and the fact that the cost evaluators flagged an area 
of technical concern does not lead us to conclude that the technical evaluation team 
necessarily should have noted that same concern.   
 
Moreover, we see no evidence within the contemporaneous evaluation record that this 
area of concern was considered a major flaw.  Within the contemporaneous evaluation 
record, the agency consistently referred to this concern as minor, belying the protester’s 
contention that it was considered a major flaw.  See AR, Tab EE, Octo Metric Cost 
Evaluation at 22; AR, Tab CC, Award Recommendation at 29.  Indeed, the concern was 
raised by the agency in an exchange with Octo Metric, and was resolved without any 
changes to the proposal after Octo Metric provided a description of its approach of 
distributing project management duties across various roles within the teams consistent 
with a modern Agile DevOps environment.  See AR, Tab CC, Award Recommendation 
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at 37.  To the extent the protester argues that the agency should nonetheless have 
found the concern to be a major flaw, we find this argument to be largely unsupported 
and therefore it does not rise above the level of disagreement with the agency’s 
evaluation judgment.   
 
The protester also challenges the agency’s evaluation of Gunnison and Octo Metric’s 
proposals under the technical approach factor as unequal and unreasonable.  Under 
this evaluation factor, the agency assessed 23 weaknesses in Gunnison’s proposal; the 
protester challenges 11 of these weaknesses.  We have considered these arguments, 
and, with the exception of three weaknesses discussed below, find the agency’s 
evaluation to be reasonable.   
 
For example, the protester challenges a weakness assessed under the first technical 
subfactor (technical approach with quality control), as follows:     
 


It appears the [o]fferor does not understand that they are responsible for 
supporting the [o]perating [s]ystem . . . and above and that they believe 
that the production environment is hosted at the [National Revenue 
Center] based on the last paragraph of the introduction to C.3.1 on 
page 4, “Once testing has been completed, the production release will be 
managed by TTB as part of the on-premise hosting at the National 
Revenue Center (NRC).” 


 
AR, Tab AA, Gunnison Technical Evaluation at 4.  
 
Gunnison argues that this weakness is unreasonable because it is based on only one 
sentence in Gunnison’s proposal, a sentence that is inconsistent with other portions of 
the proposal.  Gunnison cites these other proposal portions as demonstrating that it 
understood the production and hosting environment, e.g., because it specified that 
Gunnison’s proposed solution was based on the use of a cloud system.  In addition, the 
protester contends that the agency’s rationalization for this weakness is inconsistent 
with the PWS requirements because the agency cited two other PWS sections as the 
basis for this weakness, when the weakness itself cited PWS section C.3.1.  
 
We find nothing unreasonable about the agency’s assessment of a weakness here.  In 
this respect, the agency explained that the statement cited in Gunnison’s proposal is 
factually incorrect because TTB’s production applications are hosted at a different 
facility than the NRC.6  See Memo. of Law at 18.  It is an offeror’s responsibility to 
submit a well-written proposal that clearly demonstrates the merits of its proposal, and 
an offeror that fails in this responsibility runs the risk that the agency will unfavorably 
evaluate its proposal.  See, e.g., Enterprise Servs., LLC et al., B-415368.2 et al., Jan. 4, 
2018, 2018 CPD ¶ 44 at 7.  Here, Gunnison’s factually incorrect statement created a 


                                            
6 In addition, while the weakness cites PWS section C.3.1, it does so in the context of 
explaining where in Gunnison’s technical proposal the misstatement appears.  
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reasonable concern that it might not understand the requirement correctly.  We see 
nothing unreasonable about the agency’s assessment of a weakness on this basis.  
  
We conclude, however, that 3 of the 23 weaknesses assessed under this factor were 
unreasonable.  First, Gunnison received a weakness because its “introductory section 
for [operations and maintenance] appears focused on development, not system 
administration and platform support as required by the PWS.”  AR, Tab AA, Gunnison 
Technical Evaluation at 5.  As the protester notes, however, system administration and 
platform support was addressed within the body of Gunnison’s proposal.  See AR, Tab 
S, Gunnison Tech. Proposal at 8-9, 13-19.  We see nothing in the solicitation requiring 
system administration and platform support to be addressed in a proposal’s introductory 
section, nor has the agency explained why it matters that the introduction did not 
discuss these topics.  Accordingly, we conclude that the agency has not provided 
reasonable support for the assessment of this weakness.  
 
Gunnison also received a weakness because its proposal “did not include examples of 
previous surge support in this section, which would have been beneficial.”  AR, Tab AA, 
Gunnison Technical Evaluation at 6.  The agency explained this weakness by stating 
that “[w]hile the solicitation did not explicitly state an evaluation criterion for examples of 
[optional level of effort], the definition of [h]igh [c]onfidence does state that high 
confidence is directly tied to proposing ‘a sound approach that demonstrates the 
[o]fferor’s ability to be successful in performing the work.’”  Memorandum of Law at 24-
25 (citations omitted).    
 
In reviewing the evaluation record, we agree with the protester that the agency 
unreasonably assessed this weakness based on Gunnison failing to provide detail that 
was not required.  While the agency may have liked such detail to be provided, and 
could have reasonably decided not to award a strength based on the lack of such detail, 
we find that, in the absence of a requirement for such information, it was not reasonable 
for the agency to assess a weakness on this basis.   
 
Last, Gunnison received a weakness for proposing an approach that utilized integration 
testing.  The agency noted that Gunnison’s proposed subcontractor, the incumbent on 
the requirement, “has not implemented such testing in their projects at TTB to date.”  
AR, Tab AA, Gunnison Technical Evaluation at 5.  We fail to see how this fact warrants 
the assessment of a weakness, nor has the agency provided an adequate explanation.  
The mere fact that Gunnison proposed a new approach, without more, does not provide 
a reasonable basis for the assessment of a weakness.  Nor is it reasonable to require 
an offeror to propose no new or innovative approaches simply because it is teamed with 
an incumbent.   
 
While we find these three weaknesses to be unreasonable, we conclude that these 
errors did not prejudice Gunnison.  As noted supra, even if Gunnison had received a 
high confidence rating under this factor, it would have been unlikely to have been invited 
to the technical challenge phase.  And, even if Gunnison had been invited, it would have 
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been unlikely to have its proposal selected for award over the technically superior, 
lower-cost proposal of Octo Metric.   
 
Post-Selection Exchanges 
 
The protester also challenges the agency’s discussions with Octo Metric, which followed 
Octo Metric’s selection as the best-suited contractor.  In this respect, the solicitation 
contained the following provision: 


 
M.2.4 Exchanges with Best-Suited Contractor 
 
Once the [g]overnment determines the contractor that is the best-suited 
(i.e., the apparent successful contractor), the [g]overnment reserves the 
right to communicate with only that contractor to address any remaining 
issues, if necessary, and finalize a task order with that contractor.  These 
issues may include technical and price.  If the parties cannot successfully 
address any remaining issues, as determined pertinent at the sole 
discretion of the [g]overnment, the [g]overnment reserves the right to 
communicate with the next best-suited contractor based on the original 
analysis and address any remaining issues.  Once the [g]overnment has 
begun communications with the next best-suited contractor, no further 
communications with the original best contractor will be entertained until 
after the task order has been awarded.  This process shall continue until 
an agreement is successfully reached and a task order is awarded. 


 
RFP at 75. 
 
Following the agency’s selection of Octo Metric as the best-suited contractor, the 
Bureau conducted what it described as “clarifications” with Octo Metric related to four 
areas of technical concern and four areas of cost concern.  AR, Tab CC, Award 
Recommendation at 31.  These concerns arose from issues identified by the agency’s 
technical and cost evaluation teams during their respective evaluations.  In response, 
Octo Metric provided nine pages worth of detailed responses and explanations for its 
proposed approaches.  See AR, Tab JJ, attachment 1, Octo Metric Clarification Points.  
These responses did not change Octo Metric’s proposed solutions, but did provide 
additional and new information to explain and support those solutions.  
 
The protester contends that these exchanges constituted improper and unequal 
discussions.  In this respect, Gunnison asserts that the agency “overlook[ed] glaring 
weaknesses in Octo Metric’s proposal during the course of the evaluation, assigning 
Octo Metric high ratings despite these weaknesses, [and then] permitt[ed] Octo Metric 
to correct its errors through post-evaluation ‘clarifications,’ [without] providing Gunnison 
the same opportunity (and instead downgrading Gunnison for its weaknesses).”  
Gunnison Comments on Supp. AR & Second Supp. Protest at 42.   
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Here, as noted above, we find that the underlying technical evaluation of Octo Metric’s 
proposal was reasonable.  While the agency’s cost evaluation team raised issues of 
technical concern based on its review of Octo Metric’s cost and technical proposals, we 
disagree with the protester that these issues actually constituted major flaws in Octo 
Metric’s proposal.  We therefore do not agree with the protester’s contention that the 
agency downplayed serious concerns with Octo Metric’s proposal, only to raise them 
later when it could do so without triggering any hypothetical need to address concerns 
with any other offerors.   
 
Additionally, to the extent the protester challenges the exchanges at issue as 
constituting discussions that exceeded the scope of the communications permitted 
under the solicitation, we do not agree.  As noted above, the solicitation provision at 
issue permitted the agency to conduct exchanges with offerors to resolve remaining 
issues, including cost and technical issues.  If such issues could not be resolved, the 
agency was then permitted to proceed to the second-in-line offeror, a scenario that 
belies the protester’s contention that the RFP provision did not permit proposal revisions 
to be made in response to the issues raised by the agency.  Moreover, our Office has 
previously rejected a similar argument, which asserted that an identically worded 
provision was limited in scope to “clean-up” exchanges with the best-suited offeror and 
did not permit “wholesale changes to the proposal.”  VariQ-CV JV, LLC, B-418551,      
B-418551.3, June 15, 2020, 2020 CPD ¶ 196 at 19-20.  Here, as in VariQ, we find that 
the provision at issue does not contain such a limitation, and accordingly see nothing 
improper with the scope of the exchanges conducted by the agency. 
 
Phase Five Selection 
 
Last, the protester challenges the agency’s invitation to Offeror A to participate in phase 
five, when the agency had identified serious concerns in Offeror A’s cost proposal.  In 
this respect, the cost evaluation team determined that Offeror A’s cost was not realistic 
due to substantial resource reductions over option period three through five; according 
to the agency, the reductions did not match Offeror A’s technical approach.  AR, Tab 
CC, Award Recommendation at 26.  In addition, the agency found other cost concerns, 
including that Offeror A’s base period and first option period costs were not affordable 
because they exceeded both the independent government cost estimate and TTB’s 
budget.  Id.  The protester further notes that the cost evaluation team found Offeror A’s 
proposal to be noncompliant for failing to provide a sealed package for subcontractor 
cost elements and failing to provide rates for 30 requested labor categories for the 
option level of effort rate card.  See id. at 24.  The protester argues that no amount of 
exchanges could have corrected these deficiencies and therefore it was unreasonable 
for the agency to have invited Offeror A, rather than Gunnison, to participate in phase 
five.   
 
Here, the solicitation required the agency to invite the highest-rated offerors under the 
non-cost factors to participate in the technical challenge.  See RFP at 71.  The concerns 
noted above, however, were raised in the agency’s cost evaluation.  Accordingly, they 
did not affect Offeror A’s standing as one of the two highest-rated offerors under the 
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non-cost factors.  Given the terms of the solicitation, we think that it was reasonable for 
the agency to have invited Offeror A, rather than Gunnison, to participate in phase five.7 
 
The protest is denied. 
 
Thomas H. Armstrong 
General Counsel 
 


                                            
7 In addition, we note that Gunnison has not demonstrated prejudice with respect to this 
argument, since, even if Gunnison had been invited to participate in phase five, rather 
than Offeror A, this change would not have resulted in Gunnison having a substantial 
likelihood of receiving the award.  As noted above, Gunnison was both more expensive 
and lower rated than Octo Metric, such that, even if Gunnison received the highest 
score under the technical challenge factor, it would have been unlikely to receive the 
award. 
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DIGEST 
 
1.  Terms of solicitation, issued pursuant to Federal Acquisition Regulation subpart 16.5, 
that provide for award of a task order to the highest technically rated offeror with a fair 
and reasonable price are consistent with applicable law and regulation. 
 
2.  Protester’s complaints regarding the evaluation criteria to be used to determine the 
highest technically rated offeror fail to provide a basis for sustaining the protest. 
DECISION 
 
Sumaria Systems, Inc., of Danvers, Massachusetts, protests the provisions of fair 
opportunity proposal request (FOPR) No. FA8622-20-R-8244, issued by the 
Department of the Air Force pursuant to Federal Acquisition Regulation (FAR) 
subpart 16.5, to provide support services for F-15 aircraft.  Sumaria asserts that the 
solicitation’s source selection methodology fails to consider price and that the evaluation 
criteria are otherwise unreasonable.   
 
We deny the protest.  
 
BACKGROUND 
 
On May 5, 2020, the Air Force issued the FOPR to small businesses holding indefinite-
delivery indefinite-quantity (IDIQ) contracts under the General Services Administration’s 
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“One Acquisition Solution for Integrated Services” (OASIS) program.1  The FOPR 
contemplates the award of a single cost-plus-fixed-fee task order2 for a 1-year base 
period and four 1-year option periods, and seeks proposals to provide services 
supporting the Air Force’s mission to “design, develop, integrate, test, produce, deploy, 
modernize, sustain and support” the F-15 aircraft for the United States and for 
U.S. foreign military sales (FMS) partners worldwide.3  FOPR at 19.  The FOPR 
identifies various engineering, professional, and administrative support services 
(EPASS) the contractor will be required to perform;4 provides labor hour estimates, by 
labor category, for which offerors must propose direct and indirect rates; and estimates 
the value of the task order to be $270 million.  The closing date for submission of 
proposals was June 5, 2020.   
 
The solicitation provides that award will be made to the highest technically rated offeror 
(HTRO) with a realistic and reasonable price, and establishes two evaluation factors: 
technical and cost/price.  FOPR at 3, 158-59.  With regard to evaluation under the 
technical factor, the solicitation establishes a point-scoring system based on objectively 
verifiable criteria that measure the extent of an offeror’s prior experience and the quality 
of its past performance.5  The solicitation explains that the criteria are intended to 
                                            
1 The procurement is being conducted as a small-business set-aside under “SB Pool 6” 
of the OASIS contract; Sumaria holds an “SB Pool 6” contract.    
2 The task order will include the following types of contract line item numbers (CLINs):  
cost-plus-fixed-fee level of effort (CPFF LOE); cost-plus-fixed-fee (CPFF) and cost- 
reimbursement (CR).  Agency Report (AR), Tab 7, FOPR at 5.   
3 The solicitation notes that “[f]uture support to new F-15 FMS partners will also be 
within scope of this PWS [performance work statement].”  Id. at 19.  
4 Sumaria acknowledges that the solicitation anticipates a broad range of services, 
including:   “Acquisition Program Management, Acquisition Logistics Management, 
Financial Management, Engineering, Administration, Configuration and Data 
Management, Procurement Technician, Security, Test and Evaluation, Capabilities 
Planning, Operations Management, Operations Research Support, and Studies and 
Analyses.”  Protest at 4.   
5 Among other things, the solicitation provides that points will be assigned based on the: 
number of personnel employed on the largest work sample; number of incumbent 
positions transitioned in a 60-day span; number of employees who currently hold a 
single scope background investigation (SSBI); and number of positions under prior 
contracts that have provided direct support for various activities, such as 
research/development/test/evaluation, acquisition, operations/sustainment, 
cybersecurity, foreign military sales, avionics engineering, and top secret/sensitive 
compartmented information (TS/SCI) programs.  Id. at 172-76.  Additionally, the 
evaluation criteria reflect consideration of the number of different contracts under which 
personnel have been provided.  Finally, points will be assigned based on the quality of 
an offeror’s prior performance as reflected in the adjectival ratings that have been 
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“maximize the objectivity of determining the HTRO,” noting that an offeror with an 
extensive and positive past performance history “presents a lower risk of unsuccessful 
performance,” while an offeror with a more limited or less positive performance history 
“presents a higher risk of unsuccessful performance.”  Id. at 167. 
 
With regard to cost/price, offerors will be required to provide direct and indirect rates 
associated with the various labor categories and levels of effort identified in the 
solicitation.  The FOPR provides that the agency will evaluate cost/price on the basis of 
reasonableness, realism, and balance, using the techniques identified in FAR 15.404-1.    
Id. at 179-81.  In performing the cost/price evaluation, the agency will establish a most 
probable cost (MPC) for the labor categories identified in the solicitation based on a 
survey of data that “may include, but is not limited to:  General Schedule (GS), Bureau 
of Labor Statistics (BLS), Economic Research Institute (ERI), Salary.com, in-house 
subject matter experts, and historical data . . . along with data from the Defense 
Contract Audit Agency (DCAA).”  Id. at 180.  Proposed cost/prices that are more than 
10 percent above or below the MPC may be considered unreasonable or unrealistic, 
respectively.  Id. at 180-81. The solicitation also provides for assessment of unbalanced 
pricing to determine whether “the price of one or more items is significantly overstated 
or understated” and provides for rejection of a proposal with such pricing.  Id. at 181. 
 
In responding to the solicitation, each offeror will self-score its proposal against the 
solicitation’s technical criteria, and must submit a maximum of five prior work samples to 
substantiate its claimed point scores.6  Following submission of proposals, the agency 
will rank the offers based on the point scores claimed, and thereafter evaluate the 
technical proposals beginning with the proposal with the highest self-claimed point 
score.  If the agency’s evaluation does not validate the claimed technical score of that 
proposal,7 the agency will evaluate the proposal with the next-highest claimed score 
and proceed in that manner until the agency validates the point scores claimed of an 
HTRO.  Upon validation of the HTRO’s technical score, the agency will then evaluate 
the cost/price of that proposal, as described above.  If the HTRO’s cost/price is 
determined to be unrealistic, unreasonable, or unbalanced, the agency will reject the 
proposal and begin the evaluation process again with the proposal claiming the next-
                                            
assigned under the contractor performance assessment report system (CPARS).  Id. 
at 178-79.  The solicitation establishes a maximum point score for each criterion, and 
provides for a maximum total score of 64,000 points.  Id. at 220. 
6 The solicitation establishes various requirements regarding the work samples, 
including that they reflect prior contracts/task orders with the United States government 
and that at least six months of the prior performance was accomplished during the 5 
years preceding issuance of the FOPR.  Id. at 169-70.  
7 In evaluating proposals, the agency may decrease the claimed score if the evidence 
provided by the offeror does not support the claimed score.  If lowering the score results 
in another proposal having the highest self-claimed point score, the agency will proceed 
in the manner described above.  Id. at 169. 
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highest technical point score.  Upon a determination that an HTRO’s claimed point-
scores are valid, and determining that the HTRO offers a reasonable, realistic, and 
balanced cost/price, award will be made to that offeror.   
 
Prior to the June 5, 2020 closing date, Sumaria filed this protest challenging the terms 
of the solicitation.8   
 
DISCUSSION 
 
Sumaria asserts that the solicitation’s source selection methodology is flawed in that it 
fails to consider the cost/price of all offerors.  Sumaria also asserts that various aspects 
of the solicitation’s technical criteria are unreasonable or otherwise flawed.   
 
Consideration of Cost/Price 
 
First, Sumaria asserts that the solicitation “does not provide for any consideration of 
price” because it does not contemplate a tradeoff between cost/price and the technical 
ratings of offerors.  Protest at 14.  In this context, Sumaria complains that the source 
selection methodology makes it “impossible” for Sumaria to “offer . . . a lower price in 
exchange for” a lower technical rating; accordingly, Sumaria asserts that the solicitation 
fails to provide every potential offeror with a fair opportunity for award.  Protest at 1-2, 
13-14, 25-28.  Sumaria also asserts that the terms of the solicitation are contrary to FAR 
16.505(b)(1)(ii)(E), which provides that, in awarding task orders under multiple-award 
IDIQ contracts, an agency must consider cost/price as “one of the factors in the 
selection decision.”  Id. at 30. 
 
The agency responds that the solicitation does, in fact, include consideration of 
cost/price as a factor in the selection decision because the terms of the solicitation 
establish that, prior to making award, the agency will evaluate the cost/price of any 
potential awardee to determine whether it is reasonable, realistic, and balanced.  With 
regard to Sumaria’s complaint that the solicitation does not permit an offeror to submit a 
lower price in exchange for a lower technical rating, the agency responds:  “[T]hat is 
precisely the point of [the] HTRO [methodology].”  AR, Tab 1, Contracting Officer’s 
Statement at 20.  The agency elaborates that it previously used a lowest-priced 
technically acceptable (LPTA) methodology in competing its EPASS requirements, and 
that this approach led to submission of minimally acceptable proposals, resulted in an 
unstable work force, and had a negative impact on contract performance.9  Id. at 10-12.  


                                            
8 Because the value of the task order is expected to exceed $10 million, this protest is 
within our jurisdiction to consider protests regarding civilian agency indefinite-delivery, 
indefinite-quantity multiple-award contracts.  See 41 U.S.C. § 4106(f)(1)(B). 
9 The agency also notes that Congress recently placed limitations on a procuring 
agency’s use of the LPTA source selection approach to acquire particular services, 
including systems engineering, technical assistance, and knowledge-based services.  
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The agency further notes that:  FAR 1.102(d) provides that an agency procurement 
procedure that is not prohibited by law or regulation is assumed to be permissible; the 
FAR does not prohibit the HTRO methodology; and FAR subpart 16.5 specifically grants 
the contracting officer “broad discretion in developing appropriate order placement 
procedures” and provides that ordering procedures should be tailored to each 
acquisition.  FAR 16.505(b)(ii).  Finally, the agency notes that both our Office and the 
U.S. Court of Federal Claims have concluded that an agency’s use of the HTRO 
methodology is permissible in negotiated procurements conducted pursuant to the 
Competition in Contracting Act (CICA) and FAR part 15.  See Sevatec, Inc. et al., 
B-413559.3 et al., Jan. 11, 2017, 2017 CPD ¶ 252 at 6-9; Octo Consulting Group, Inc. v. 
United States, 117 Fed. Cl. 334 (2014).       
 
Based on our review of the record here, including applicable law and the provisions of 
this solicitation, we reject Sumaria’s assertion that the solicitation’s HTRO methodology 
is contrary to law or regulation.  First, as noted above, FAR 1.102(d) provides that an 
agency’s chosen procurement procedure that is not prohibited by law or regulation is 
assumed to be permissible, and FAR subpart 16.5 does not prohibit an HTRO 
methodology.  Further, FAR subpart 16.5 expressly provides a contracting officer broad 
discretion in establishing the procedures to employ in awarding task orders.  Finally, we 
have stated that, while applicable law and regulation requires an agency to consider 
cost/price in the selection decision, it does not require an agency to perform a tradeoff 
between cost/price and the offerors’ non-cost/price qualifications.  See Sevetec, supra; 
Cyberdata Technologies, LLC, B-417816, Nov. 5, 2019, 2019 CPD ¶ 379 at 8.  
Specifically, in Sevetec, we considered whether CICA’s requirement that solicitations 
must “include cost or price . . . as an evaluation factor”10 was met under an HTRO 
methodology similar to the methodology at issue here.  There, we concluded:   
 


[T]he RFP’s source selection methodology--which only considers the prices 
of the highest-rated offerors, and considers the prices insofar as they are 
“fair and reasonable”--conforms with the agency’s requirements to consider 
price under CICA.  


 
Sevetec, supra. at 9. 
   
To the extent Sumaria’s protest is based on the premise that there is a meaningful 
difference between the CICA requirement to include cost/price “as an evaluation 
factor. . . in the evaluation of proposals,” and the FAR subpart 16.5 requirement (with 


                                            
Agency Memorandum of Law at 16 (citing to the National Defense Authorization Act for 
Fiscal Year 2017, Pub. L. No. 114-328 § 813(c) (2016)). 
10 CICA provides that an agency “shall . . . include cost or price to the Federal 
Government as an evaluation factor that must be considered in the evaluation of 
proposals.”  10 U.S.C. 2305(a)(3)(A)(ii).  
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regard to orders in excess of $5.5 million) to disclose the significant factors/subfactors 
the agency expects to consider, and to include consideration of cost/price “as a factor in 
the selection decision,” we reject such assertion.11  10 U.S.C. § 2305(a)(3)(A)(ii); FAR 
16.505(b)(1)(iv)(C); FAR 16.505(b)(1)(ii)(E).  Accordingly, Sumaria’s protest challenging 
this solicitation’s use of the HTRO methodology is denied. 
 
The Evaluation Criteria 
 
As noted above, the solicitation identifies multiple evaluation criteria, along with 
associated ranges of point scores that measure the depth of an offeror’s experience and 
the quality of its prior performance.  Offerors are required to self-score their proposals 
and provide a maximum of 5 work samples that substantiate the scores claimed.   
 
Sumaria complains that the evaluation criteria are “unreasonable” and/or “not 
reasonably related” to the work contemplated by the solicitation.12  Protest at 2.  The 
primary thrust of Sumaria’s arguments is that the maximum available point-scores 
should be lowered so that offerors with less comprehensive experience and/or lower 
qualifications are able to obtain the maximum scores.  In this context, Sumaria 
expresses dissatisfaction and/or disagreement with virtually every aspect of the 
evaluation criteria.  Among other things, Sumaria complains about the solicitation’s:  
work sample requirements, including limitations on subcontractors; relative weighting of 
the evaluation criteria; point-scores for performing contracts and/or providing personnel 
to support special access programs (SAP) and FMS, TS/SCI, and/or cybersecurity 
programs; provisions regarding performance at OCONUS (outside the continental 
United States) locations; and reliance on CPARS ratings.  We have considered all of 
Sumaria’s multiple allegations,13 and find no basis to sustain its protest.     


                                            
11 In contrast, in establishing blanket purchase agreements under the federal supply 
schedule, the applicable provisions of FAR subpart 8.4 provide that a procuring agency 
must consider the “lowest overall cost alternative.”  This express regulatory requirement 
necessitates a “comparative consideration of price” and a “weighing of the value and 
benefits associated with a vendor’s approach against its associated cost to the 
government.”  Noble Supply & Logistics, Inc., B-418141, Jan. 16, 2020, 2020 CPD ¶ 32 
at 7-10.  Subpart 16.5 of the FAR does not contain a comparable provision to that of 
FAR subpart 8.4.     
12 As noted above, in its protest, Sumaria acknowledges that the solicitation anticipates 
a broad range of services, including:  “Acquisition Program Management, Acquisition 
Logistics Management, Financial Management, Engineering, Administration, 
Configuration and Data Management, Procurement Technician, Security, Test and 
Evaluation, Capabilities Planning, Operations Management, Operations Research 
Support, and Studies and Analyses.”  Protest at 4.  
13 Sumaria’s protest includes allegations that are in addition to, or variations of, those 
listed above or specifically discussed below.  
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By way of example, in establishing prior experience with regard to supporting FMS 
programs, the solicitation assigns a specified level of points for each position under prior 
contracts/task orders (to a maximum of 164 positions) “whose primary purpose is 
performing FMS support.”  FOPR at 175, 203.  While Sumaria acknowledges that the 
FOPR’s level of effort matrix “does identify 164 FMS personnel” that will be required to 
perform under the task order, Sumaria asserts that permitting an offeror to obtain the 
maximum point score through demonstrating prior performance at that level “is not a 
reasonable methodology for assessing or differentiating an offeror’s FMS support 
experience.”  Protest at 23.  Sumaria maintains that the maximum point score should be 
based on a lower level of prior performance, asserting, without explanation or support, 
that “[a] more reasonable standard would be 50+ personnel.”  Id.   
 
The agency responds that “[t]he [U.S. Government’s] F-15 FMS portfolio is large and 
complex” and, under this task order, the contractor will provide maintenance and 
support for various FMS partners including Saudi Arabia and Kuwait.14  Contracting 
Officer’s Statement at 31.  The agency further explains that this evaluation criterion 
reflects the work scope contemplated under the task order and states that “[t]he closer 
that an offeror can demonstrate [past performance at the level of] our requirement, the 
more confidence [we have] in its ability.”  Id.   
 
It is well-established that a contracting agency has discretion to determine its needs and 
the best means to accommodate them.  E.g., Harris Enters., Inc., B-311143, Mar. 27, 
2008, 2008 CPD ¶ 60 at 2.  When a protester challenges a solicitation provision, our 
Office will examine the adequacy of the agency’s justification for the provision to ensure 
that it is rational.  E.g., CompTech-CDO, LLC, B-409949.2, Jan. 6, 2015, 2015 CPD 
¶ 62 at 4.  A protester’s disagreement with the agency’s judgment concerning the 
agency’s needs and how to accommodate them, without more, does not establish that 
the agency’s judgment is unreasonable.  Parcel 49C Limited P’ship, B-412552 et al., 
Mar. 23, 2016, 2016 CPD ¶ 95 at 11. 
 
Here, we find nothing unreasonable in the agency’s conclusion that there is value in a 
potential offeror demonstrating that it has previously performed at the level 
contemplated by the solicitation.  Sumaria’s assertion that demonstration of such 
performance is unreasonable, and that prior performance at a substantially lower level 
should be the basis for obtaining a maximum point-score under this criteria, is without 
merit.   
 
By way of another example, the solicitation provides for assignment of a specified level 
of points for each prior contract/task order (to a maximum of three contracts) that was 
performed at an OCONUS location.  FOPR at 176, 203.  The solicitation explains that 
                                            
14 The agency elaborates that “[t]he F-15 Saudi Arabia FMS LOAs [letters of offer and 
acceptance] are the largest single system sale in the history of the [U.S. Air Force],” 
adding that “[t]his fleet of 200+ aircraft needs to be maintained and supported.”  
Contracting Officer’s Statement at 31. 
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this evaluation criterion “relates to the Offeror’s ability to fill/retain positions OCONUS, 
and understand the nuances of supporting people in-country.”  Id. at 176. 
 
Sumaria complains that “[t]here is no logical connection between the degree of 
experience filling OCONUS positions and the number of separate contracts under which 
the offeror gained that experience.”  Protest at 23.  In this context, Sumaria asserts that 
“”[a]n offeror with three separate work samples is not qualitatively better . . . than an 
offeror with the same number of OCONUS positions filled . . . under one work sample.”  
Id. 
 
The agency responds that company representatives will be permanently assigned to 
various overseas locations; notes that “[e]ach country has its own process for issuing 
work permits”; and explains that the agency “wants to ensure a company is familiar with 
getting the work permits for its employees.”  Contracting Officer’s Statement at 32.  In 
this context, the agency maintains that performance of multiple OCONUS contracts 
demonstrates more comprehensive experience than performance of a single OCONUS 
contract.  Additionally, the agency explains that “[t]he Department of State places 
certain security requirements on local and US companies who have US Nationals living 
in a foreign country.”  Id.  In the context of these requirements, the agency states that it 
wants a contractor “that is familiar with those security requirements and has shown the 
ability to get adequate housing for its in-country employees.”  Id.  Accordingly, the 
agency maintains that providing higher point-scores for an offeror that has performed 
more than one contract at an OCONUS location is reasonable.   
 
As noted above, a contracting agency has discretion to determine its needs and the 
best means to accommodate them, and our Office will examine the agency’s 
justification for a challenged solicitation provision to ensure that the justification is 
rational.  Harris Enters., Inc., supra; CompTech-CDO, LLC, supra.  Based on the record 
here, including the explanation contained within the solicitation itself as well as the 
agency’s response to Sumaria’s protest, we find nothing unreasonable in assessing a 
higher point-score for an offeror that has demonstrated experience performing at more 
than one OCONUS location under multiple contracts.  Sumaria’s complaints to the 
contrary are without merit.   
 
As noted above, Sumaria’s protest challenges virtually every aspect of the solicitation’s 
evaluation scheme for identifying the HTRO and determining that the cost/price of a 
potential awardee is reasonable, realistic, and balanced, asserting the existence of 
various alleged flaws.  We have reviewed all of Sumaria’s allegations and find no basis 
to sustain the protest.   
 
The protest is denied.  
 
Thomas H. Armstrong 
General Counsel 
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Purpose:  To alleviate the burden on vendors submitting complex pricing 
submissions when establishing an IDIQ/BPA.  This is highly recommended 
when awarding a single-award vehicle.   


 


$ Vendors submit their best hourly rates only. 
$ Government applies rates to a scenario or estimated number to 


arrive at a total evaluated price. 
$ Vendor’s rates should be input into the same scenario/formula 
$ This technique is most applicable to T&M/LH type contracts 
$ Avoid vendors “gaming” the system by submitting lower hours/rates. 
$ Differentiates which vendors can perform the work. 


 


 


 


Sample from CBP Investment Analysis Office (FAR 8.4) 


 


 


(3) FACTOR FOUR - Price  


Pricing for Time-and-Materials or Labor-Hour BPAs under FAR Subpart 8.4 (Evaluation)  


To help select the best value Quoter for this BPA opportunity, the Government will use the hourly rates from the 
BPA LCAT Pricing Rate Worksheet/Excel Spreadsheet. The Government will apply those rates to an estimated 
number of hours for each labor category to arrive at a total evaluated price. 


Quoters shall submit the attached pricing worksheet. (Submitted before the Oral Presentation, Phase 2 only). 


Innovation Technique 16 – 
Rates Only Pricing 





		Sample from FEMA Manufactured Housing Unit (MHU) (FAR 15.3) $800 million

		Sample from NPS CARI - Texas & Pacific Railway Depot – Interpretive Exhibit Design (FAR 13.5) $251,000

		Famous Sandwiches
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Reverse Industry Day Planning Guide 


 


 


Purpose of Reverse Industry Day: This learning event is designed to increase transparency, hear 


industry's perspective and experience in working with the IRS (and government as a whole), and 


understand how levels of industry engagement affect prices, innovation, and competition. The event will 


provide IRS's acquisition workforce an opportunity to learn about the issues that are most important to 


industry when doing business with the IRS. 


 


12 to 16 Weeks Before Event 


1. Identify and book a large auditorium or conference space for event so a date is secured 


(preferably a government facility or other free/low-cost venue if possible). 


2. Brainstorm internally with procurement management about agenda/presentation topics that 


would be most valuable and relevant to government attendees. 


3. Contact industry association representatives; schedule a preliminary planning meeting to discuss 


and co-create agenda, format, and presentation topics for event, explain industry panelist 


nomination/selection process, etc. 


a. Examples of Industry Associations (This is not an exhaustive list): 


i. Armed Forces Communications & Electronics Association (AFCEA) 


ii. American Council for Technology-Industry Advisory Council (ACT-IAC) 


iii. Advanced Technology Academic Research Center (ATARC) 


iv. Coalition for Government Procurement (CGP) 


v. Government Technology & Services Coalition (GTSC) 


vi. Homeland Security & Defense Business Council (HSDBC) 


vii. National Contract Management Association (NCMA) 


viii. Professional Services Council (PSC) 


ix. Washington Homeland Security Roundtable (WHSR) 


4. Finalize event agenda. 


5. Email final event agenda and industry panelist nomination request/instructions to industry 


associations.  Provide two-week response deadline for industry panelist nomination 


submissions. 


6. Email/publicize an event Save-the-Date to IRS acquisition staff. 


 


8 to 12 Weeks Before Event 


1. Review industry panelist nominations. 


2. Select industry panelists.  (Try to get a diverse group of panelists that represent each industry 


association and different sized companies, industries, products, services, etc.  Direct acquisition 


experience with IRS is preferred but not required.) 


3. Notify industry associations of panelist selections.  Thank all nominees that were not selected 


for their time and consideration. 
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4. Schedule orientation call with selected industry panelists and respective industry association 


representatives.   


5. Schedule weekly panelist check-in calls through the event date to guide industry panelists as 


they develop their presentation session content, answer questions, brainstorm ideas, etc. 


6. Identify registration tool (e.g., internal learning/registration tool or external tool such as 


Eventbrite, CVent, etc.) and establish registration webpage with registration instructions, event 


details, facility/security instructions for the event, etc.  


7. Work with acquisition workforce/training staff to establish course for the event so attendees 


can earn Continuous Learning Points (CLPs) through their registration and attendance. 


8. Email/publicize the event with registration instructions, directions and parking info, etc. 


9. Request and confirm agency executives that can provide keynote remarks at event (e.g., the IRS 


Commissioner, IRS Chief Procurement Officer, etc.). 


10. Confirm a Master of Ceremonies (MC) or facilitator for the event. 


 


4 Weeks Before Event 


1. Continue weekly panelist check-in calls. 


2. Continue publicizing the event with registration instructions, directions and parking info, etc. 


3. Recruit internal registration check-in staff, visitor escorts, notetakers, photographer, and other 


volunteers to support logistics before and during event. 


4. Invite additional government agency employees to attend if permissible. 


5. Invite media representatives to attend if appropriate and helpful for promoting industry 


engagement and continuous learning. 


6. Post announcement on Contract Opportunities webpage for external industry/government 


awareness of your agency’s learning event and industry engagement efforts.  (Be clear that this 


posting is for informational purposes only and the event is only for your agency’s employees if 


external registration is not available.)  


7. Invite special industry guests or other government VIPs that may like to attend. 


 


2 Weeks Before Event 


1. Continue weekly panelist check-in calls; schedule additional check-in meetings if need be. 


2. Continue publicizing the event with registration instructions, etc. 


3. Meet with conference space staff; confirm stage setup, audiovisual equipment, emergency 


procedures, etc. for event. 


4. Meet with the facility’s security staff to ensure procedures are understood and everything is 


ready for event day. 


5. Develop post-event survey questions for attendees. 


  


1 Week Before Event 


1. Schedule a dry run with panelists. 


2. Obtain panelist presentation slides/documents (if any will be used during event).  


3. Close attendee registration.  Compile final attendee list for registration check-in staff, etc. 


4. Ensure all logistics, volunteers, and agency executive speakers are prepared for event. 


5. Check in with conference space staff to confirm everything. 
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1 Day Before Event 


1. Schedule an additional dry run with panelists if helpful. 


2. Prepare conference space for event.  Hang marketing/directional signs, reserve front row seats 


for industry panelists and keynote speakers, organize registration check-in tables, stage setup 


and audiovisual equipment, a VIP/speaker breakroom, etc. 


 


Day of Event 


1. Have water or snacks in VIP/speaker breakroom if possible. 


2. Ensure MC, keynote speakers, and industry panelists are checked in and escorted to VIP/speaker 


room and front row seats before/during event. 


3. Ensure all speakers, volunteers, and attendees are welcomed and thanked for their 


participation. 


4. Have notetakers record thorough notes during each panel session and keynote remark session 


for summary notes document that will be distributed after event. 


5. Take photos during each panel session and keynote remark session. 


6. Have fun, learn, and build partnerships! 


7. Clean conference space after event. 


 


1 Day After Event 


1. Distribute post-event survey to all attendees with a 7-day deadline. 


2. Have notetakers finalize their notes; compile into one succinct summary notes document. 


3. Send email thank you to all industry panelists, industry association representatives, keynote 


speakers, and volunteers that supported event. 


4. Coordinate post-event media interviews with agency public affairs team if appropriate. 


 


1 Week After Event 


1. Close post-event survey; collect and analyze results, formulate into a report. 


2. Draft article (with photos) for internal employee newsletter, agency intranet site, etc. 


3. Distribute summary notes document internally and externally as an update to FBO 


announcement.  Consider also reposting via LinkedIn and other mediums. 


 


2 Weeks After Event 


1. Share post-event survey results with internal team. Identify lessons learned and areas for 


improvement for future events. 


2. Share post-event survey results with industry panelists and industry associations 


representatives.  Schedule a meeting to discuss panelist feedback, lessons learned, areas for 


improvement for future events, etc. 







 
 


March 28, 2018 


 


 


The purpose of this special notice is to announce that the Internal Revenue Service will host its second 


Reverse Industry Day training event for IRS employees on Wednesday, April 4, 2018 in Lanham, MD. 


 


Please note that this is not a traditional industry engagement event where the audience will be 


comprised primarily of industry attendees.  The audience for this Reverse Industry Day will be made up 


primarily of government attendees, and registration will not be available for industry attendees.  The 


intent of this Federal Business Opportunities notice is to inform the public of internal activities the IRS 


Office of the Chief Procurement Officer is implementing to foster greater collaboration with our industry 


partners and improve how IRS does business. 


 


This learning event is designed to increase transparency, hear industry’s perspective and experience in 


working with the IRS (and government as a whole), and understand how levels of industry engagement 


affect prices, innovation, and competition.  The event will provide IRS’s acquisition workforce an 


opportunity to learn about the issues that are most important to industry when doing business with the 


IRS. 


 


Please continue to monitor Federal Business Opportunities for announcements of upcoming IRS industry 


engagements in Fiscal Year 2018.  The IRS appreciates your interest in our mission and will continue to 


solicit industry input in different mediums. We look forward to seeing you at future industry 


engagements. 







 


 


 


 


Reverse Industry Day 


Wednesday, April 19, 2017 


New Carrollton Federal Building – Auditorium 


5000 Ellin Road, Lanham, MD 20706 


Agenda 


 


 
7:15am – 8:00am Registration Check-in 
 
8:00am – 8:10am Overview and Format of Event 


Shanna Webbers, Chief Procurement Officer, IRS 
Harrison Smith, Deputy Chief Procurement Officer, IRS 
 


8:10am – 9:20am Panel 1: How Industry Views the Acquisition Timeline 
Andy Beamon, Maximus Federal Services 
Jim Gaul, Accenture Federal Services (Moderator) 
Kay Ramesh, Cybermedia Technologies, Inc. 
Paul Tartaglione, Booz Allen Hamilton 


 
9:20am – 9:30am Keynote Remarks 
   John Koskinen, Commissioner, IRS 
 
9:30am – 9:40am Break 
 
9:40am – 10:50am Panel 2: How Industry Decides Whether or Not to Bid on an Opportunity 


Ivette Grainer-Smith, General Dynamics Information Technology 
Sukumar Iyer, Brillient Corporation 
Sarah Mattingly, ESCGov 
Kimberly Pack, Wolf Den Associates (Moderator) 


 
10:50am – 11:00am Break 
 
11:00am – 12:10pm Panel 3: How Industry Interprets Solicitation Requirements 


Suzanne Liscouski, NCI Inc. 
Karen Morrison, Acuity 
Mike Pullen, CGI Federal (Moderator) 
LaJuanna Russell, Business Management Associates, Inc. 


 
12:10pm – 12:15pm Event Recap and Closing Remarks 


Iris Cooper, Senior Procurement Executive, U.S. Department of the Treasury 







 


 


Reverse Industry Day 


Wednesday, April 19, 2017 


Panel Session Descriptions 


 


How Industry Views the Acquisition Timeline (First Panel) 


This panel will focus on the overarching industry activities and decision points that occur during the 


government’s acquisition timeline.  This discussion should include a visual depiction of both government 


activities (e.g., defining the need, identifying alternatives and resource requirements, identifying 


supporting projects and contracts, planning to obtain, obtaining solution, implementing solution, etc.) 


and industry activities (e.g., market positioning, opportunity assessment, capture strategy development, 


solution development, proposal development, post-submittal, execution, etc.) that occur during the 


acquisition timeline to illustrate what industry goes through during various stages of an acquisition.  The 


primary question to be addressed in the panel is, ‘What would industry want the IRS to know about its 


timelines when pursuing an acquisition?’ 


  


How Industry Decides Whether or Not to Bid on an Opportunity (Second Panel) 


This panel will focus on the specific processes and timelines which influence a company’s decision 


whether or not to bid on an opportunity.  Panelists should discuss actual scenarios to demonstrate the 


factors that influence their business decisions (e.g., costs, risks, size of the requirement, etc.) and how 


certain aspects impact their ultimate choice to bid or not bid (e.g., how communicative the agency is, 


whether the opportunity is a recompete or brand new requirement, familiarity with the agency, 


company size, prime contract vs. subcontract opportunity, etc.).  The primary question to be addressed 


in this panel is, ‘What would industry want the IRS to know about what influences a company’s decision 


to bid or not bid on an opportunity?’   


 


How Industry Interprets Solicitation Requirements (Third Panel) 


This panel will focus on how industry analyzes and interprets the various requirements of a solicitation.  


Panelists should concentrate on the critical elements of a solicitation (e.g., clarity of deliverable 


information, key personnel, security clearances, evaluation criteria, opportunity for questions and 


answers, etc.), and how industry reacts to these elements, including the nature of the proposed 


solution, pricing, etc.  The primary question to be addressed in this panel is, ‘What would industry want 


the IRS to know about how it responds to and interprets solicitation requirements’? 







 


 


 


 


Synopsis of Internal Revenue Service Office of Procurement  


Reverse Industry Day 


Wednesday, April 19, 2017 


New Carrollton Federal Building – Auditorium 


5000 Ellin Road, Lanham, MD 20706 


 


 


Opening Remarks and Overview of Event 


 


Speakers: Shanna Webbers, Chief Procurement Officer, Internal Revenue Service; Harrison 


Smith, Deputy Chief Procurement Officer, Internal Revenue Service 


 


Internal Revenue Service (IRS) Chief Procurement Officer (CPO) Shanna Webbers provided 


opening remarks focusing on the importance of the IRS and government as a whole to 


understand our industry partners (e.g., contractors, associations, etc.) and customers (e.g., 


taxpayers, IRS program offices, etc.), and how to best support those individuals.  Events like 


Reverse Industry Day (RID) will allow the government to understand what our industry partners 


need in order to provide us with the necessary products and services to successfully accomplish 


our mission.  Webbers emphasized the three priorities within IRS Procurement: (i) look 


externally to increase discipline on the requirements development process so packages are 


complete and received timely; our ability to be successful depends on clear requirements so that 


our industry partners can comprehend what we need, (ii) look internally at accountability, 


productivity, and timeliness of the contracting process, and (iii) establish a common operating 


picture for transparency. 


 


Deputy Chief Procurement Officer Harrison Smith reinforced RID goals and that understanding 


our industry partners’ perspective of the acquisition process helps the IRS make the market more 


efficient.  With increased market efficiency, the IRS will receive more competition, innovation, 


and better prices.  This will ultimately benefit the IRS’s main goals of supporting taxpayers.  


Smith closed by thanking the many industry representatives that helped with the planning and 


implementation of the RID. 


 


 


Panel 1: How Industry Views the Acquisition Timeline 


 


Speakers: Jim Gaul, Accenture Federal Services (Moderator); Andy Beamon, Maximus Federal 


Services; Kay Ramesh, Cybermedia Technologies, Inc.; and Paul Tartaglione, Booz Allen 


Hamilton 


 


The acquisition timeline and the ‘Shipley Process’ were discussed in detail.  Specifically, 


industry aligns the government’s acquisition timeline with the six phases of the Shipley Process 


to determine what opportunities to pursue (see attached slides for details on each phase: Market 


Segmentation, Long-term Positioning, Opportunity Assessment, Capture Planning, Proposal 


Planning, and Proposal Development/Submission).  Industry also creates a strategy based on 
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capabilities, vision, and what value they can bring to a specific requirement or agency.  As a 


result, industry-government engagement is critical so that industry can clearly understand what 


the government needs and government can recognize what industry has to offer.  Industry needs 


to have open, meaningful dialogue early in the acquisition process to fully help the government 


receive better and defined solutions in terms of what’s available in the market.  If companies 


cannot have proactive conversations with government buyers about the nature of their 


challenges, then the firm’s leadership will not allow the company to bid.  Waiting until the 


solicitation is issued to have dialogue is much too late, especially when there is an incumbent 


contractor.   


 


The newer and more technically complex that a requirement is, the more amount of time is 


needed for industry to respond.  If there is a requirement that’s never been done in the 


government before, a Request for Information (RFI) should be provided to industry prior to the 


release of the solicitation.  Industry often feels that government agencies underestimate how long 


it takes companies to respond to questions in an RFI, Request for Proposal (RFP), etc.  


Additionally, short response deadlines send a direct signal to industry.  For example, if a 


solicitation is released on a Friday with a short turnaround time and there is an incumbent 


contractor, then industry may view this as something that will likely be awarded to the 


incumbent.  Thus, this perception will influence industry’s decision about whether or not to 


respond to the proposal despite all of the capture and planning work that may have already been 


completed.  Moreover, draft RFPs can also lead to better procurement outcomes.  Consider an 


example: an upcoming contract is envisioned by a government agency to be best structured as a 


time-and-materials contract.  However, in reading the requirements in the draft RFP, some 


companies perceive that they could actually best perform the work under a fixed-price contract, 


and so state in their comments on the draft RFP.  Thus, hearing this insight from industry before 


issuing the final RFP is extremely beneficial for the government. 


 


When the market is flooded with solicitations at the end of the fiscal year, industry must make 


tough decisions to determine which opportunities to pursue.  It usually comes down to the 


company’s core competencies and long-term strategy.  Companies will likely be properly 


positioned for a requirement that they know is being released, but if it’s the end of the fiscal year 


and it’s a new or unknown requirement, then it’s unlikely that that the firm will submit a 


proposal.  Furthermore, industry will also look at the probability of receiving an award.  For 


instance, if there are 10 potential opportunities in the marketplace, industry will rank 


opportunities and use systematic trade-off analyses so that resources are properly allocated. 


 


Industry also incurs progressively higher costs as they progress through each phase of the 


Shipley Process to prepare and ultimately submit proposals.  Depending on the size of the 


company and the size and complexity of the requirement, the total cost to prepare and submit a 


proposal can range from under $20,000 to over $1 million.  At a large company, there can be 50-


60 people working on a single proposal, and the cost associated with allocating those kinds of 


resources can be extremely high.  From a small business viewpoint, a specific, calculated amount 


of money is set aside each year for proposals, so they must be extremely selective in what they 


bid on.  When small businesses do bid, some proposals require an “all-hands-on-deck” approach. 
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Keynote Remarks 


 


Speaker: John Koskinen, Commissioner, Internal Revenue Service 


 


Keynote speaker IRS Commissioner John Koskinen remarked RID is part of an overall IRS 


strategy to reach out to industry on a more regular basis.  He cited last year’s successful 50 


percent decrease in identity theft was due in large part to cooperation with industry.  Koskinen 


emphasized how important it is for both sides (i.e., government and industry) to understand 


where the other is coming from, and highlighted that RID is a unique opportunity to turn the 


tables to look at industry’s challenges.  Koskinen closed by stressing that RID is an important 


learning opportunity and thanking IRS procurement staff and industry representatives for 


planning the RID and recognizing the value of training.   


 


 


Panel 2: How Industry Decides Whether or Not to Bid on an Opportunity 


 


Speakers: Kimberly Pack, Wolf Den Associates (Moderator); Ivette Grainer-Smith (General 


Dynamics); Sukumar Iyer (Brillient Corporation); and Sarah Mattingly (ESCGov) 


 


The Bid/No Bid process was discussed in detail and compared to a funnel.  As an opportunity 


makes its way through the Capture/Proposal lifecycle, the Bid/No Bid process acts as a sieve that 


filters against “bad fit” opportunities at each review gate.  Early decisions take into consideration 


those factors that are evident across the competitive landscape, such as type of work and 


customer.  As the opportunity matures, the process filters out those opportunities that cannot 


continue to meet the thresholds for “good fit”, such as size, competition, and timing. 


 


The small business Bid/No Bid process of finding fit is: Step 1, the RFP is identified and 


reviewed by the sales team; Step 2, evaluate if a partnering opportunity exists; Step 3, review 


responses provided; and Step 4, formulate the responses with the review team to arrive at a 


Bid/No Bid decision.  The mid-size business Bid/No Bid process includes: Step 1, Explore (e.g., 


100 solicitations); Step 2, Qualify (e.g., 10 solicitations); Step 3, Capture (e.g., three 


solicitations); and Step 4, Proposal (e.g., one solicitation is targeted for proposal preparation and 


submission).  Many mid-size firms use computer software with a 0-5 scored set of weighted 


questions that qualify their company for a solicitation.  No bid decisions are made for those 


solicitations with less than a 50 percent score. The large business Bid/No Bid process utilizes a 


similar standard process with the key difference being the quantity of reviews. 


 


Key factors that are considered when determining Bid/No Bid decisions include knowledge of 


the agency, ability to gather information to meet qualifications, and internal budget proposal 


constraints.  One red flag in determining not to bid is if the RFP is hyper-specific, which is often 


perceived by industry as being tailored for an incumbent contractor or specific company.   


Another warning indicator is if the proposal has a short turnaround time, which provides for a 


higher probability of project failure.  Other factors include clarity, timeline milestones, and 


progress payments, as noted in the solicitation.  Specifically, one of the most important factors is 


the ability to meet with the government customer.  This is one of the first factors companies use 


when making Bid/No Bid decisions. 
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Suggestions were offered to improve proposal responses such as a “to-and-fro” dialogue with 


vendors on upcoming requirements, super-specification of evaluation criteria, and the use of 


other contract types or pricing models such as the Consumption Model (particularly for IT 


acquisition needs because the consumption model can remove refresh challenges or 


hardware/software obsolescence issues).  Another suggestion was for agencies to consider tighter 


proposal page limits to encourage clarity and reduce costs for industry.  The panelists noted that, 


depending on the size of the requirement or company proposing, each proposal page can cost 


from $1,200 - $2,000 per page.  


 
 


Panel 3: How Industry Interprets Solicitation Requirements  


 


Speakers: Mike Pullen, CGI Federal (Moderator); Suzanne Liscouski, NCI Inc.; Karen 


Morrison, Acuity; and LaJuanna Russell, Business Management Associates, Inc. 


 
In analyzing how industry interprets solicitation requirements, a pointed focus is consistency in 


the requirement description and to evaluate if the customer explicitly knows what they need.  


Next steps include evaluating if the period of performance is worthwhile for the company, the 


revenue generation and cost savings over time, alignment of industry and government timelines, 


and if the selected procurement approach (e.g., contract vehicle chosen) was what was expected. 


When analyzing the technical requirements in a solicitation, companies must consider what 


staffing types and levels they need, and if there is ample time to recruit, secure, or clear the right 


type of personnel to fulfill the contract deliverables.  If industry sees a key personnel requirement 


with overly strict criteria, then they wonder if the solicitation is being steered towards an 


incumbent contractor or particular firm.  Hence, looser key personnel clauses allow industry to 


better approach key personnel staffing by reducing risk and cutting business costs—which 


ultimately saves the government money as well. 


 


In managing investment and risk, industry will determine if they have enough information to 


solve the problem (i.e., if the requirement has gaps or is too vague) or if the Statement of 


Objectives is too specific and restrictive (i.e., if the requirement prohibits creativity or 


innovation), which may result in industry determining not to bid.  The best contract type is the 


appropriate contract type for the work to be performed, and determining this entails conducting a 


formal assessment of risk.  Additionally, Lowest Price Technically Acceptable (LPTA) 


approaches for services are typically viewed negatively by industry.  LPTA requirements for 


services often signal to industry that the government either wants to keep the incumbent or is not 


willing to allow industry to offer creative solutions that may bring more value for all parties.  


Furthermore, LPTA for services can force companies to dive low to competitively bid, which can 


result in low morale for the company and low-quality solutions for the government.  In addition, 


numerous past performance requirements (e.g., more than three) are often difficult to obtain 


quickly, particularly for small businesses.  A suggestion is for solicitations to allow offerors to 


submit blended past performance (i.e., a combination of the offeror’s past performance and their 


subcontractor’s past performance). 
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Although the Federal Acquisition Regulation (FAR) limits communication after a proposal is 


submitted, the FAR encourages appropriate industry-government dialogue throughout the 


acquisition process.  When assessing solicitation criteria, industry must determine if there is 


ample opportunity for questions and answers, and sufficient time for quality proposal 


development and submission.  Accordingly, more proactive, open, and frequent communication 


and collaboration with government enables industry to propose better solutions, which ultimately 


results in better support for government missions and American taxpayers.  


 


 


Closing Remarks 


 


Speaker: Iris Cooper, Senior Procurement Executive, Department of the Treasury 


 


After the conclusion of the three panels, Treasury Department Senior Procurement Executive Iris 


Cooper provided closing remarks and an event recap.  She noted that the majority of Treasury 


Department and bureau contracts should not strictly define key personnel or other 


requirements—the focus should not be on specific qualifications, but rather on fulfilling the 


mission effectively.  Despite an increasingly tight budget environment that will not change in the 


foreseeable future, it is still important to embrace regulations and the guiding principles of 


federal acquisition.  Government and its industry partners must work together to find creative 


ways that reduce costs and still fulfill the mission.  Cooper closed by thanking the IRS 


procurement staff and industry representatives that executed the RID, and reinforcing her support 


for hosting similar future events and building stronger partnerships with industry. 


 







 


 


 


 


Reverse Industry Day II 


Wednesday, April 4, 2018 


New Carrollton Federal Building Auditorium 


5000 Ellin Road, Lanham, MD 20706 


Agenda 


 
8:15am – 9:00am Registration Check-in 
 
9:00am – 9:10am Welcome and Overview of Event 


Shanna Webbers, Chief Procurement Officer, IRS 
 


9:10am – 9:20am Keynote Remarks 
   Jeffrey Tribiano, Deputy Commissioner for Operations Support, IRS 
 
9:20am – 10:30am Panel 1: Strengthening Acquisition Planning Through Proactive Industry 


Engagement 
   Andy Bove, Converge Networks Corporation (Moderator) 
   Norman Briere, Northrop Grumman Corporation 
   Jim Brown, CSRA Inc. 
   John Roman, Huntington Ingalls Industries, Inc. 
 
10:30am – 10:50am Break 
 
10:50am – 12:00pm Panel 2: Industry Pricing Models and Factors That Drive Bid Price  
   Kenneth Folger, Leidos Corporation 
   Bob Nunnally, Oasys International Corporation 
   Jacob Sapp, ASRC Federal 


Jim Williams, Schambach and Williams Consulting (Moderator) 
 
12:00pm – 1:00pm Lunch and Networking Break 
 
1:00pm – 2:10pm Panel 3: Mock Bid/No-Bid Review (Role-playing Exercise) 
   Terry Fitzpatrick, Deep Water Point, LLC 
   Scott Harley, Northrop Grumman Corporation 
   Bob Lohfeld, Sev1Tech, Inc. (Moderator) 


Jay Macmillan, IBM Corporation 
 
2:10pm – 2:20pm Break 
 
2:20pm – 3:30pm Panel 4: What I Wish I Knew When I Was a Federal Employee 


David Grant, Potomac Ridge Consulting, LLC 
Pamela LaRue, Former Chief Financial Officer, IRS 
Harrison Smith, Deputy Chief Procurement Officer, IRS (Moderator) 
Nick Nayak, Green Light Acquisition 
 


3:30pm – 3:45pm Event Recap and Closing Remarks 
Harrison Smith, Deputy Chief Procurement Officer, IRS 







 


 


 


Reverse Industry Day II 


Wednesday, April 4, 2018 


Panel Session Descriptions 


 


Strengthening Acquisition Planning Through Proactive Industry Engagement (First Panel) 


This panel will focus on the importance of early and meaningful communication with industry.  The discussion 


should include industry’s perspective on various market research methods (e.g., RFIs, industry days, one-on-one 


meetings, roundtable sessions, etc.), how industry itself conducts market research, and the criticality of knowing 


government acquisition strategies as soon as possible.  The discussion should address how the government’s 


willingness and ability to exchange information drives industry decisions during multiple phases of their 


acquisition timeline (e.g., market positioning, opportunity assessment, capture strategy development, solution 


development, proposal development, post-submittal, execution, etc.).  The conversations should include 


suggested dos and don’ts for successful communication and visual depictions that illustrate the mutual benefits 


of early engagement with industry.  The primary question to be addressed in this panel is, ‘What would industry 


want the IRS to know about its information needs when pursuing an acquisition?’ 


 


Industry Pricing Models and Factors That Drive Bid Price (Second Panel) 


This panel will discuss the many factors that impact how industry assesses risk, creates pricing strategies, and 


determines final prices for their proposed contract solutions.  The discussion should include explanations of the 


specific elements (e.g., size/risk of requirement, acquisition timelines, information access, competitive 


intelligence, etc.), pricing concepts (capture, Bid & Proposal, staffing/recruiting, security, overhead, etc.), and 


processes (e.g., Bid Decision Gate Reviews) involved when companies develop a bid price.  The conversation 


should also use real-world examples to explain how industry analyzes and responds to various contract types 


(e.g., fixed-price, cost-reimbursement, time and materials, etc.) when formulating their own pricing models.  The 


primary question to be addressed in this panel is, ‘What would industry want the IRS to know about how it 


responds to risk and other factors that determine their overall bid price?’ 


 


Mock Bid/No-Bid Review (Role Playing Exercise Illustrating How Industry Decides Whether to Bid)  


(Third Panel) 


This session allows the audience to "be in the room" when companies discuss a potential bid pursuit.  Role 


Players will talk through the processes, timelines, and questions they confront as they decide whether or not to 


bid on an opportunity.  Panelists should discuss actual scenarios to demonstrate the factors that influence their 


business decisions (e.g., costs, risks, size of the requirement, etc.) and how certain aspects impact their ultimate 


choice to bid or not bid (e.g., how communicative the agency is, whether the opportunity is a recompete or 


brand new requirement, familiarity with the agency, company size, prime contract vs. subcontract opportunity, 


etc.).  The primary question to be addressed in this panel is, ‘What would industry want the IRS to know about 


what influences a company’s decision to bid or not bid on an opportunity?’   
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Synopsis of Internal Revenue Service Office of Procurement  


Reverse Industry Day 


Wednesday, April 4, 2018 


New Carrollton Federal Building – Auditorium 


5000 Ellin Road, Lanham, MD 20706 


 


 


Opening Remarks and Overview of Event 


 


Speakers: Shanna Webbers, Chief Procurement Officer, Internal Revenue Service; Harrison Smith, 


Deputy Chief Procurement Officer, Internal Revenue Service;  


 


Internal Revenue Service (IRS) Chief Procurement Officer (CPO) Shanna Webbers provided opening 


remarks focusing on the importance of the IRS and government to understand our industry partners (e.g., 


contractors, associations, etc.) and customers (e.g., taxpayers, IRS program offices, etc.), and how to best 


support those individuals.  Events such as Reverse Industry Day (RID) will allow the government to 


understand what resources our industry partners require in order to provide us with the necessary products 


and services to successfully accomplish our mission. 


 


Webbers emphasized that the purpose of Reverse Industry Day is for listening and absorbing the needs of 


industry partners throughout the whole IRS procurement process. 


 


Deputy Chief Procurement Officer Harrison Smith reinforced RID goals and the importance of helping 


industry partners be as efficient as possible, thus procurement staff can be as efficient. This will 


ultimately benefit the IRS’s main goals of supporting taxpayers. Smith closed by thanking the many 


industry representatives that helped with the planning and implementation of the RID.    


 


 


Keynote Remarks 


Speakers: Jeffrey Tribiano, Deputy Commissioner for Operations Support, Internal Revenue Service. 


Keynote speaker, IRS Deputy Commissioner for Operations Support Jeffrey Tribiano quoted 


“We cannot solve our problems today with the same type of thinking we used when we created 


them.” Highlighting that the IRS is fundamentally changing the way it conducts business and 


how events, such as Reverse Industry Day, are a critical part of the “new” business methods of 


the IRS.  Tribiano emphasized the importance of a discussion between the IRS and other 


business partners and further explained that the goal is collaboration and knowledge sharing 


which leads to comprehensive proposals.  


 


 


Panel 1: Strengthening Acquisition through Proactive Industry Engagement  


 


Speakers: Andy Bove, Converge Networks Corporation (Moderator); Norman Briere, Northrop 


Grumman Corporation; Jim Brown, CSRA Inc.; John Roman, Huntington Ingalls Industries, Inc. 
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The panel discussed the importance of effective pricing models and mitigation of risks, while also sharing 


key aspects of information that drive decision making. For every procurement, there should be an 


assessment of contract type which best supports the mission and requirements to ensure the federal 


government is allowing the benefit of industries innovation and not locking themselves into a contract 


type that stifles innovation. The panelists also expanded on how the federal government articulates it’s 


wants within a contract in depth, and the importance of not overloading with information. Because it is 


not necessary and can be dangerous. There is a happy medium with being detailed and having a clear 


statement of objectives. 


 


The panelists all agreed the RFI process is effective as it allows the procurement process to begin sooner. 


If the RFI is timely and comprehensive, industry partners may invite IRS in for a one on one with the 


company. At that meeting, the IRS could potentially restate exactly what is needed in the contract which 


will lead to better pricing as well as a better understanding of what we need.  


 


A large short coming of the current IRS’ current evaluation criteria process, is that the team whom sets 


the requirements are not the end users. The IRS should take the time to ensure that they are getting 


everything done correctly, as industry needs to ensure they have the right people working to produce the 


best quality product. Industry uses a lot of money to create a matrix and they use it as a writing guide to 


create their bid price. The IRS is large and complex; therefore, industry will cross reference wording, etc. 


to that of contracts from the IRS to help get a clearer understanding. Consistency is extremely important 


across Contracting Officers. There is a lot of interpretation that goes on when looking at evaluation 


criteria 


 


 


Panel 2: Industry Pricing Models and Factors That Drive Bid Price 


 


Speakers: Jim Williams, Schambach and Williams Consulting (Moderator); Kenneth Folger, 


Leidos Corporation; Bob Nunnally, Oasys International Corporation; Jacob Sapp, ASRC Federal  


 


Large Business Small Business 


• Indirect components, such as 


overhead, are really about the cost of 


doing business with the federal 


government which includes 


management, benefits, overhead 


structure, all can affect the price and 


flexibility, including G&A, and fee. 


When it comes to affecting the price, 


the fee almost comes last 


• Risk is immediately determined. The 


biggest influence is the customer; a 


Capture Manager job is to look at the 


risk and win, which drives price up.  


• Other similar industry partners might 


be cheaper but it depends on what our 


needs are. 


• If the price is low, think about what 


kind of team you are going to get 


when you look at the labor categories. 


• The more they know, the less risk for 


them which can lower the price. 


• B&P – is a budget (bid and proposal) 


dollars that are set aside to try to 


produce government work. 
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The panel suggests that the IRS, while performing acquisition planning to think strategically about whom 


they are engaging and communicating with. The panel also emphasized that RFIs are fantastic if included 


and state that there will be dialogue. From a pricing perspective, industry tries to bring on experts to get 


an understanding of what we want on price as well as technically.  


 


 


Panel 3: Mock Bid/No-Bid Review 


 


Speakers: Bob Lohfeld, Sev1Tech, Inc. (Moderator); Jay Macmillan, IBM Corporation; Scott Harley, 


Northrop Grumman Corporation; Terry Fitzpatrick, Deep Water Point, LLC  
 


During this interactive aspect of the event, attendees viewed a three-act play that was designed to explain 


the acquisition process. The first phase is the Development phase, which starts about eighteen to two 


years out, and during this time frame the government is looking for what they want to buy. There should 


be engagement from all stakeholders, which would in turn incentivize the industry to develop it. The 


following stage is the Shaping Phase, and during that time the government is working on market research. 


The industry is attempting to align solution, partnering opportunities, and pricing. And the last phase is 


Execution, and at that point everyone must work together to facilitate the transaction. 


 


 


Panel 4: What I Wish I Knew When I Was a Federal Employee 


 


Speakers: Harrison Smith, Deputy Chief Procurement Officer, IRS (Moderator); David Grant, Potomac 
Ridge Consulting, LLC; Pamela LaRue, Former Chief Financial Officer, IRS; Nick Nayak, Green Light 
Acquisition 
 


David Grant Pamela LaRue Nick Nayak 


I will offer a few observations. I 
did have the privilege of 
working with Nick and Pam. I 
spent 21 years at IRS. I was the 
88th person hired. I saw it grow 
to over 500 at one point when 
we brought on the TCM folks. I 
watched IRS Procurement grow 


over time. It is a great 
organization with an important 
mission that is often 
misunderstood. My hat is off to 
you as well. A couple of things I 
have learned – Number One. 
There is a lot of bureaucracy in 


companies as well. My second 
point about communication. 
Communication is so important. 
They have some many ways to 
figure out what you guys and the 


Between 2010 and 2011, we had 
some great scrutiny within the 
IRS related to conferences and 
examinations. We were very 
close to it. I spent a lot of time – 
I met with people on the Hill. In 
the budget world, you spend a 
lot of time up there. The number 


one thing that you can do is 
build those relationships. I spent 
a lot of time working with 
people. DCOS was very good 
with those relationships. That 
goes for the people that work for 
and with you. As I advise you, 


although I have been gone for 
four years, I know that there is 
no shortage of challenges now. 
Ask yourself, “Who can I work 
with?” That would go a long 


I need to share some general 


love before we get started. I 


recognized that all my former 


bosses were here. I have great 


respect for what the IRS does. 


Procurement is close to my 


heart. I did not have the 


privilege of working directly 


with Pam LaRue. The CFO 


and Procurement offices do a 


lot of work together. I started 


when I was 26. I did the cost 


proposals. There was no 


FedBizOps. It really is all 
about relationships. Everyone is 
coming at you for something. 
Every day I went to the office, I 


decided to try to win the 


interaction. At the end of the 
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program folks are thinking as 


well. I have sat in meetings 
where we’ve spent hours talking 
about one line. This drives a lot 
about their thinking. There is no 
such thing as a blackout period. 
There is always time to talk with 
the private sector. Benefit is 
better informed, knowledgeable 


contractors that are prepared to 
respond to requests. The people 
who will help you resolve 
problems will be those around 
you. When a conflict occurs, 
they will be the first in line to 
help you.  The more you 


communicate with them, the 
better off you will be. 


way. In my career, I had the 


opportunity to work at Treasury 
and GAO. It was wonderful to 
work with those organizations. 
It  was great to be able to 
leverage those relationships. We 
were successful in getting the 
GAO to back off in the ’11 and 
’12 timeframe because of those 


relationships. Able to address 
their concerns. It is very hard 
when you are in a process-
driven situation, to think about 
the mission, organization, and 
relationships. Use relationships 
to leverage and get the best story 


and credibility for your 
organization. It doesn’t always 
end well, but it ends as well as it 
can. 


day, the similarities are that 


everyone wants to have good 


people. If I were in 


government, what I would do 


is get more quality of life 


actions – promotions, special 


act awards. 
Risk is a simple thing. Everyone 
talks about it ad nauseam. 
Government is inherently risk. It 
takes on problems that are not in 
the private sector. You are going 
to get scrutinized. It is a lot of 


bureaucracy. 


 


 


Closing Remarks 


 


Speakers: Harrison Smith, Deputy Chief Procurement Officer, IRS 


 


Deputy Chief Procurement Officer Harrison Smith encouraged everyone to look at everything 


from different perspectives before deciding. He explained that this approach helps one to 


appreciate where others are coming from and will aid in the development of relationships which 


are essential for being successful. Smith closed by explaining how the Office of Procurement 


funds the business of government and to increase the benefits of all the hard work we are doing, 


it is essential to build those relationships within the industry.  
 


 


 







 


 


 


 


Reverse Industry Day III 


Wednesday, May 15, 2019 


New Carrollton Federal Building – Auditorium 


5000 Ellin Road, Lanham, MD 20706 


Agenda 


 


 
7:15am – 8:00am Registration Check-in 
 
8:10am – 8:20am Welcoming Remarks and Overview of Event 


Shanna Webbers, Chief Procurement Officer, IRS 
Mitchell Winans, Special Assistant, Office of the Chief Procurement Officer, IRS 
 


8:20am – 9:30am Panel 1: From Shutdowns to Personnel Changes: How Industry Perceives and 
Responds to Risks 
Cos DiMaggio, LMI 
Atacan Donmez, Salient CRGT, Inc. (Moderator) 
Ben Edson, VariQ 
Tom Eldridge, SAIC 


 
9:30am – 9:40am Break 
 
9:40am – 10:50am Panel 2: Best-in-Class and Spend Under Management: How Industry is 


Adapting to Category Management Goals 
Jacqueline Everett, Leidos Corporation 
Dave Grant, Potomac Ridge Consulting (Moderator) 
Kiran Gullapalli, Anika Systems, Inc. 
Raza Latif, NuAxis Innovations 


 
10:50am – 11:00am Break 
 
11:00am – 12:10pm Panel 3: Understanding the Post-Award Factors that Influence Timely Contract 


Execution 
Randall Brown, Citizant 
David Dastvar, Attain, LLC 
Tan Wilson, Entellect, LLC (Moderator) 
Ross Woodley, Red River Technology 


 
12:10pm – 12:15pm Closing Remarks 


Shanna Webbers, Chief Procurement Officer, IRS 
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Synopsis of Internal Revenue Service Office of Procurement  


Reverse Industry Day III 


Wednesday, May 15, 2019 


New Carrollton Federal Building- Auditorium 


5000 Ellin Road, Lanham, MD 20706 


 


Opening Remarks and Overview of Event 


Speakers: Shanna Webbers, Chief Procurement Officer, IRS 


    Mitchell Winans, Special Assistant, Office of the Chief Procurement Officer, IRS 
 
Mitchell Winans, Special Assistant, Office of the Chief Procurement Officer, Internal Revenue Service 
(IRS) opened the event by welcoming attendees and thanking the industry representatives and 
associations as well as IRS staff members that helped with the planning and implementation of the 
Reverse Industry Day.  
 
IRS Chief Procurement Officer Shanna Webbers commenced the training by highlighting the importance 


of interpersonal communications in achieving successful federal procurement outcomes. To achieve 
effective communications, she suggested that practice makes perfect. Like professional athletes, 
procurement professionals must practice interactions by first reflecting on how we interact, speak, and 
think. We must also find opportunities to practice having a conversation. She encouraged the audience to 
feel bold and empowered to use this Reverse Industry Day event to practice conversing with our industry 
colleagues in a supportive environment.  


 


Panel 1: From Shutdowns to Personnel Changes: How Industry Perceives and Responds to Risks 


Speakers: Cos Dimaggio, LMI; Atacan Donmez, Salient CRGT, Inc. (Moderator); Ben Edson, VARiQ; 


    Tom Eldridge, SAIC 


The panelists offered their observations on how their companies handled operations during the federal 
government shutdown. One panelist shared that his company was meeting with investors during the 
shutdown and needed to convince them that working with the federal government would be a good 
investment. All companies studied each of their federal contracts to identify potential financial losses. A 
panelist from a large company noted that the company was able to spread risk and damage, but he also 
recognized that some small businesses were not able to do the same. Another panelist observed company 


employees assisting each other, which included the employee-led creation of a pool of paid time off for 
employees to share during the shutdown. A panelist also recalled that during the recession, company 
owners did not take compensation for a year to keep people on board because they strongly believed in 
the federal customer’s mission.  
 
The panelists considered what federal partners could do to assist industry during shutdowns. They 
appreciate advanced preparation. The IRS, for example, was able to list its contracts on a website to 


differentiate between essential and non-essential contracts. The announcement of that information 
occurred after approval from OMB; although release of that information may not have been early, but it 
was still appreciated by industry. 
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The panel described strategies that their companies are employing to prepare for future shutdowns. 
Companies are analyzing the upcoming appropriations cycle, closely watching the news. They are tending 
to their relationships with their banks, discussing the possibility of extending lines of credit earlier. They 
are working with their federal customers to identify essential work and when work can be done off-site.  


 
The panel considered the risk to innovation posed by continuous government shutdowns. They suggested 
that it contributes to a culture of risk aversion. Contractors consistently ask, “Am I going to have 
funding?” which can lead to a paralysis. In the information technology context, there are many legacy 
systems that need to be upgraded. However, needed innovation will not occur if government and industry 
are constantly being stopped and started. Industry does not want to develop partnerships if we are just 
going to disappoint. More generally, industry evaluates each contracting opportunity to determine if the 
federal government is interested in innovation. Companies look at the requirement – does it look like a 


problem statement or a specification? Does the government provide detailed and prescriptive labor 
category definitions? If Request for Proposals appear prescriptive, then industry will deliver only what is 
prescribed. In addition, even if the Request for Proposals asks for best value, industry evaluates the past 
behavior of the federal customer; if the customer historically acts like a Lowest Price Technically 
Acceptable (LPTA) shop, industry will deliver work without as much innovation. 
 
The panelists offered suggestions for federal employees to ensure that innovation occurs. Some 


companies are innovation experts that take great pride in bringing innovation to their customers. They 
seek the highest certifications. They locate offices near centers of innovation. They are members of 
venture capital firms, so they can see and bring the full range of technology to their customers. They 
understand that federal employees want to improve systems, and they want to help. To take full advantage 
of that expertise, they suggest that interactions with industry must involve decisionmakers and should 
include meaningful discussions about how to manage risk. Requests for Information must be used as 
invitation for dialogue with innovative companies. It is helpful to define what is meant by the term 


“innovation;” there are multiple types of innovation, such as process innovation, labor innovation, 
technical innovation. The last thing industry wants to do is spend time in their labs trying to define 
innovation, then learn that it is not wanted in the procurement.  
 
The panel considered various contracting models in procuring innovative solutions. One panelist noted 
that companies are members of various consortiums, which helps with prototyping in defense, and a 
matrix approach to problem solving is used. The panelist thought this model may not assist IRS. The 
panel refocused the conversation on encouraging IRS to not become too risk adverse, which blocks 


innovation. They want IRS to share information about future procurements through a forecast. IRS used a 
forecast for TIPSS-4, which was a simple mechanism that allowed industry to research. DHS used a more 
telling forecast that had a budgetary range, time range, and procurement mechanism. If a procurement 
was going to use an 8(a) approach, companies would use this information to seek an 8(a) partner. In the 
world of Best in Class vehicles, industry is unclear where they are going to land and will be looking more 
seriously at what it will be bringing to the IRS. 


 


 


Panel 2: Best-in-Class and Spend Under Management: How Industry is Adapting to Category             


Management Goals 


Speakers: Jacqueline Everett, Leidos Corporation; Dave Grant, Potomac Ridge Consulting (Moderator); 


Kiran Gullapalli, Anika Systems, Inc.; Raza Latif, NuAxis Innovations 


During this session, attendees viewed a simulated board room discussion that was designed to 


demonstrate how bid strategy is based on information availability. The first part of the simulation focused 
on what occurs in a company’s board room after a Request for Information is issued. In this instance, 
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there was a draft SOW with background and objectives but did not have a section L or M. There were 
three weeks to respond, which was considered good by the board. The board believed the procurement 
could relate to its other work at the Treasury level. The board determined that it did not have in-house 
bandwidth. It questioned whether work could be done on-site or off-site, clearances were needed, small 


businesses could augment, and any existing relationships could be leveraged. It considered costs and 
resources. Also, the board members noted that IRS wanted a Rough Order of Magnitude (ROM), which 
has a cost to prepare. The board noted that while a ROM was not required to compete, there would not be 
an opportunity to showcase the work.  The board decided that the company would pursue the opportunity 
and explore partnerships and published job announcements in preparation for the RFP. 
 
The panelists took a break from the simulation to offer these insights: Companies are reluctant to invest 
Bid and Proposal (B&P) costs if they lack advanced knowledge, e.g., no customer interaction and no 


information on the agency procurement forecast. The more information is available (i.e., technical and 
acquisition strategy), the better. They also indicated that you should never say that you are definitely 
doing X, because you may get information back in the RFI that impacts your decision-making. The 
panelists indicated that in an RFI, it is okay to indicate when you do not know something important. For 
example, the panelists encouraged IRS to ask in an RFI about a suitable vehicle to assist with making a 
more informed decision. Similarly, companies invest heavily in RFP preparation. A typical cost could be 
anything from $100,000 or more, which is about $3,000 per page of the RFP. The panelists caution about 


limiting information in the RFP in response to this statistic. Information is still needed. Yet, be aware that 
industry may spend three to four hours talking about two to three sentences in a short paragraph. When 
there is profit on the line, industry gives considerable thought when submitting a proposal, so there needs 
to be enough time for questions and answers. 
 
The panel returned to the simulation, where the RFP indicated that the IRS was going to use an entirely 
different vehicle. Now, the board realized that their small business sub-contractor would be the prime and 


they would be the sub-contractor. There was concern about the capabilities of one of the possible small 
business partners, and the board decided to also consider other possible partners. The board considered 
whether a partner could write the proposal. The board questioned whether the past performance of their 
company or the small business partner would be used; a small business may not have as much experience. 
One board member was concerned about the personnel recruiting that had already occurred and asked 
several questions: Does the RFP have any key personnel requirements? Would we get some of those 50 
positions? Does PMRS have experience with managing staff on site? The board recalled that they were 
still subject to the 49/51 constraint for workload sharing. They decided to pursue a credit check on any 


possible small business partner. The board was glad that no oral presentations would be required.  
 
The panel concluded the simulation and identified some key takeaways:  First, communication is critical. 
It should occur early, often, and open as you can. If the customer is known to change approach at the last 
minute, companies will not bid. Similarly, if companies are caught off guard, they think that the customer 
is communicating with another company. A non-standard turnaround time is also a non-verbal message 
that could be interpreted negatively. From a small business perspective, there is only a certain dollar 


amount available for the B&P costs, so federal staff must be cognizant about last-minute changes, such as 
the one highlighted in the proposal. Second, highly communicative customers will have companies flock 
to them. Remember that there is no dead period for communications; after the RFP drops, you can still 
communicate, but you must communicate fairly with a FedBizOpps notice. Third, consider whether a 
specialized skill set is necessary or if a more general skill set through a BIC would work. Some 
companies specialize in tax administration but may not be a holder of all BIC contracts. 
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Panel 3: Understanding the Post- Award Factors that Influence Timely Contract Execution 


Speakers: Randall Brown, Citizant; David Dastvar, Attain LLC; Ross Woodley, Red River Technology; 


Tan Wilson, Entellect, LLC (Moderator) 


The panel developed and provided a handout to the audience with their top 4 factors that are a challenge 


during the post-award phase. They also developed Industry recommendations on how to overcome these 


challenges. The panel shared what other agencies have done well and stated that you never get a second 


chance to make a good impression and you must put your best foot forward, especially for new 


contractors. 


The 4 factors are: Transition In/Out, Kick Off, Option Year Transitions and Contract Modifications. 


Below is a detailed description of each one including their challenges and recommendations. 


Transition In/Out: 


Purpose: gather elements and knowledge to be transferred from exiting to incoming vendor. 


Challenges:  


• Existing Prime unsupportive 


• Insufficient time and/or funding 


• Staff turnover and knowledge loss 


The panel stated they worked with the customer and existing prime contractor and developed a list of key 


areas that needed to be addressed and insisted that the CORs and Program Managers attend those 


meetings to ensure that the knowledge transfer occurred, including a sign off statement. The panel 


suggested that there should be a paragraph in the PWS that describes the transition in/out phase. 


 


Kickoff: 


Purpose: Work with government task order customer and COR to present a clear understanding of the 


following: 


• Roles and responsibilities 


• Deliverable timeline 


• Transition status of required equipment 


• Present and confirm Communication Plan 


Challenges: Stakeholder engagement and support 


The panel stated that the kick off meeting sets the tone for how you will close out, transfer knowledge, 


communicate with people, handle clearances, etc. There is a lot that can go wrong at kick off and defining 


each persons’ roles and responsibilities is very important. Try to obtain their contact information and 


define who are the decision makers and the technical experts. The panel said that decisions are sometimes 


bottlenecked at the Program Manager’s level, so it is important to make their job as easy as possible. A 


key word is “cadence” because people don’t show up at meetings and they wait a long time to get the 


work rolled out. There should be a commitment at the leadership level and downward.  It is important to 


create an environment that you can freely share all information, especially if it is bad news.  


Obstacles: Personnel changes from award and kick off. Clearance issues need to be improved. 
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Option Year Transitions: 


Purpose: Smoothly transition expectations, staff, and Government Furnished Equipment (GFE) between 


Option Years. 


Challenges:  


• Timely assessment of Level of Effort (LOE) requirements 


• Lower than expected funding requiring Reductions in Force (RIF) 


• Previously utilized optional CLINs not exercised with little warning 


The panel stated that there are a lot of things that can change, such as funding changes, legislation and 


program changes. They recommend 3 months before the end of the period of performance to have 


discussions and to start the process to exercise option years early to avoid a break in service.  


Contract Modifications: 


Purpose: Modify the contract either to take advantage of option CLINs, to add additional work within the 


scope, or to de-fund CLINs or some area of scope. 


Challenges: 


• Overcoming clearance and Government Furnished Equipment delays 


• Not enough guidance provided for LOE requests 


• Insufficient requirements or time to respond to LOE requests for new features 


The panel stated that clauses matter a great deal. It is a challenge with the larger and more complex 


contracts. It is important to work with the Program Managers to resolve any discrepancies. They prefer to 


provide innovative ideas to the government and try to stay relevant through modifying contracts. They 


recommend acknowledgement at the solicitation stage that a CLIN structure should be done up front. It is 


good to leave room for optional CLINs so they are available if needed. They briefly discussed the use of 


Surge CLINs used at DHS and that IRS might want to consider that for certain requirements. IDIQ/ 


multiple task order awards are another good idea for certain scenarios. 


 


Closing Remarks 


Speaker: Shanna Webbers, Chief Procurement Officer, IRS 


Chief Procurement Officer Shanna Webbers encouraged everyone to talk to their colleagues and to each 


other and to challenge ourselves to do better and be better. She also said that it is important to 


demonstrate our knowledge and ideas. Shanna stated she was very proud of everyone and thanked 


everyone for their participation in this important industry engagement. 


 







Survey Email: 


Greetings! 


You are receiving this email because you recently attended IRS Procurement’s Reverse Industry Day II training event on 


Wednesday, May 15, 2019.  We’re asking you to complete this brief 10-question survey so we can gain insight on your 


overall experience and satisfaction with the event.  The survey will take approximately five minutes to complete. 


[insert survey link here] 


Your feedback is important to us and we appreciate your time in completing this survey.  We will actively use your input 


to improve future events. 


 


>>>END 


 


Survey Title: IRS Reverse Industry Day III Event – May 15, 2019 (Attendee Survey) 


 


Survey Questions 


 


1. Overall, how would you rate the event? 


• Excellent 


• Very Good 
• Fairly Good 


• Poor 


• Very Poor 


(Branch) If the survey recipient answered “Poor” or “Very Poor” They will receive this next:   


On the previous question you indicated you were dissatisfied, please tell us why:  (mandatory)  


2. What did you like about the event? 


• Text Box for Answer 
 


3. What did you not like about the event? 


• Text Box for Answer 
 


4. What could have made the event better? 


• Text Box for Answer 
 


5. Overall, how would you rate the IRS leadership remark sessions you attended (i.e. Welcoming Remarks, 
Keynote Remarks, and Closing Remarks)? 


• Excellent 


• Very Good 


• Fairly Good 


• Poor 


• Very Poor 


(Branch) If the survey recipient answered “Poor” or “Very Poor” They will receive this next:   


On the previous question you indicated you were dissatisfied, please tell us why:  (mandatory)  


  







6. Overall, how would you rate the industry panel sessions you attended (i.e., From Shutdowns to Personnel 


Changes: How Industry Perceives and Responds to Risks; Best-in-Class and Spend Under Management: How 


Industry is Adapting to Category Management Goals; and Understanding the Post-Award Factors that 


Influence Timely Contract Execution)? 


• Excellent 
• Very Good 


• Fairly Good 


• Poor 


• Very Poor 


(Branch) If the survey recipient answered “Poor” or “Very Poor” They will receive this next:   


On the previous question you indicated you were dissatisfied, please tell us why:  (mandatory)  


7. During the event, how responsive was IRS Procurement to your questions, requests, etc.? 


• Extremely Responsive 


• Very Responsive 
• Somewhat Responsive 


• Slightly Responsive 


• Not at all Responsive 


(Branch) If the survey recipient answered “Slightly Responsive” or “Not at all Responsive” They will receive this next:   


On the previous question you indicated you were dissatisfied, please tell us why:  (mandatory)  


8. How likely are you to attend a similar event in the future? 


• Extremely Likely 


• Very Likely 


• Somewhat Likely 


• Slightly Likely 


• Not at all Likely 


(Branch) If the survey recipient answered “Slightly Likely” or “Not at all Likely” They will receive this next:   


On the previous question you indicated you were dissatisfied, please tell us why:  (mandatory)  


9. What different types of events would you like to see in the future? 


• Text Box for Answer 
 


10. If there is anything else you would like to share with IRS Procurement about the event, please provide in the 
comment space below.   


• Text Box for Answer 


 












On Ramp Procedures 
The Government will review BPA performance and requirements on a regular basis (at least 
yearly) and determine the necessity of on ramping.  The Government reserves the right to 
announce and issue a new solicitation for the purposes of: (i) adding additional Contractors to 
expeditiously meet the requirement as the need for increased assessments materialize; and (ii) 
increase the small business pool of Contractors; and (iii) increase competition.  The Government 
may implement on-ramp procedures at any time by reopening the competition and utilizing the 
same basis of award established in the initial solicitation. Any resulting BPA(s) awarded will 
include the same terms and conditions as the current basic contract.  Implementing this procedure 
will not affect the overall period of performance for the basic agreement.   


Off Ramp Procedures 
The Government reserves the right to implement off-ramp procedures, which would result in the 
removal of BPA holders. The criteria for off-ramping may include, but not limited to, BPA holders 
not proposing on order request(s), not having at least one order award, and/or unsatisfactorily 
meeting the SOW requirements.  If implemented, off-ramp procedures will remove BPA holders by 
not exercising the next available ordering period or cancelling the BPA.





		On Ramp Procedures

		Off Ramp Procedures
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About


The PTAI is a collaborative government-industry initiative, sponsored by the Chief 
Acquisition Officers (CAO) Council and supported by the contributions of federal 
agencies. The tool is designed to increase workforce and industry awareness of tested 
innovative business practices and technologies and encourage further testing, adoption 
and adaption of these techniques and technologies, as appropriate and consistent with 
agency policy, the FAR, and applicable law.


Acquisition techniques reflect business practices consistent with the Federal 
Acquisition Regulation (FAR), unless noted otherwise. Acquisition automations use 
innovative technologies, such as artificial intelligence, machine learning, natural 
language processing, and robotic process automation to reduce human intervention in 
processes or improve decision-making. The automations are provided as examples to 
encourage further experimentation and testing of existing automations, developing, and 
sharing of new automations across the acquisition lifecycle, and partnering on projects, 
which leverages limited resources. The acquisition techniques and automations on 
the PTAI have helped agencies achieve one or more of the following results: reduced 
barriers to entry, accelerated award, faster delivery, improved customer satisfaction, 
increased accuracy, saved or redirected labor hours, and/or cost avoidance.


FAI.gov uses cookies to collect statistical information alone for analysis. The use 
is limited to recording when a user clicks on the “I Used This” button within each 
innovation card. This prevents single users from creating duplicate responses. 
Information stored by cookies is used by FAI.gov only and not shared with any third 
parties.
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Cultural Adaptation Journey
Effective practices agencies have successfully used to address cultural considerations during 
the phased development and implementation of acquisition automation and technology solutions.


Phase I - Learn and Inform


Steps/Milestones
• Inform stakeholders of technology capabilities
• Capture “As Is” processes that are best suited for automation
• Identify administrative pain points through stakeholder engagement
• Assess organizational readiness and capacity for automation
• Collaborate on prioritizing process to be automated based on:


• Return on Investment (ROI)
• Mission Need o Committed Resources
• Completion Schedule


• Engage with coalition to identify higher value work and transition plan


Agency Examples Implementing Steps/Milestones
• Agency Examples


Effective Practices for Addressing Cultural Impacts on the Workforce
• Phase I - Best Practices


Artifacts
• Coming Soon!


arrow-up Back to the PTAI Table
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Cultural A
daptation Journey


Phase II - Design and Prototype


Steps/Milestones
• Establish a coalition led by the primary stakeholder and others involved with


selected processes
• Collect business requirements
• Gather compliance requirements and access protocols
• Develop initial automation workflow


Agency Examples Implementing Steps/Milestones
• Phase II - Agency Examples


Effective Practices for Addressing Cultural Impacts on the Workforce
• Phase II - Best Practices


Artifacts
• N/A


arrow-up Back to the PTAI Table
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Cultural A
daptation Journey


Phase III - Recommend and Iterate


Steps/Milestones
• Present draft workflow to stakeholder coalition
• Collect feedback
• Develop Iteration based on feedback
• Finalize Process Design Document (PDD) and Design Specification Document (DSD)
• Ensure compliance and regulatory needs are met
• Establish a deployment plan and identify training needs (Consider perceived risks


associated with automation)


Agency Examples Implementing Steps/Milestones
•      Phase III - Agency Examples


Effective Practices for Addressing Cultural Impacts on the Workforce
• Not available at this time


Artifacts
• Not available at this time


arrow-up Back to the PTAI Table
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Cultural A
daptation Journey


Phase IV - Communicate, Deploy, and Train


Steps/Milestones
• Ensure tailored training is developed
• Support the development and the execution of a communication/engagement plan
• Conduct training
• Deploy automation


Agency Examples Implementing Steps/Milestones
• Phase IV - Agency Examples


Effective Practices for Addressing Cultural Impacts on the Workforce
• Phase IV - Best Practices


Artifacts
• Coming soon!


arrow-up Back to the PTAI Table
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Cultural A
daptation Journey


Phase V - Maintain and Capture Data


Steps/Milestones
• Ensure data is accurately recorded to report return on investment (ROI) to


stakeholders
• Establish troubleshooting protocols for the robotic process automation (RPA) or


technology solution issues
• Develop ongoing RPA/technology solution coalition meetings to report progress
• Work with a coalition to monitor the success and transition to higher value work
• Evaluate success and adjust design accordingly


Agency Examples Implementing Steps/Milestones
•      Phase V - Agency Examples


Effective Practices for Addressing Cultural Impacts on the Workforce
•      Phase V - Best Practices


Artifacts
• Not available at this time


arrow-up Back to the PTAI Table
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Market Research
Tools to support collecting information in order to understand the marketplace and assess the availability of 
sources.


Basic Market Research


Summary
Robotic Process Automation (RPA) bots designed for collecting basic market research 
information from various government and public access websites.


Description
Conducting market research is the basis for planning and developing a successful 
acquisition. It is the process of gathering and analyzing information about a market, 
product, or service to be offered for sale to fulfill the Government’s needs. 


As required in FAR Section 10.001, agencies must conduct market research and use the 
results to determine if sources capable of satisfying the agency’s requirements exist.


Problems Solved
Collecting basic market research information from various government and public 
access websites.


Benefits of Use
• Improved accuracy
• Increased compliance
• Reduced labor time spent on manual tasks
• Reduced process/cycle time


Use Case and Documentation
Deployed Department-wide
• Overview: DOL Market Research Bot
• Supplemental Info: Market Research Bot User Guide


Deployed Agency-wide
• Overview: NSF Vendor's Qualification Bot (formerly the Market Research Bot)
• Supplemental Info: Vendor's Qualification Bot Instructions
• Supplemental Info: Vendor's Qualification Bot Example Response
• Overview: VA Market Research Assistant


arrow-up Back to the PTAI Table



http://10.001
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M
arket Research


Dynamic Small Business Search


Summary
Robotic Process Automation (RPA) bot designed to identify potentially relevant small 
business vendors for various procurement and contracting functions.


Description
The Dynamic Small Business Search (DSBS) is a public system run by the Small 
Business Administration (SBA), that collects and displays Small Business Profiles 
registered in SAM.Gov (System for Award Management).


When conducting market research agencies, often use the DSBS to search for small 
businesses to help determine the extent that small businesses may be able to support 
the procurement action, including whether the procurement should be set aside for 
participation by the small business community.


Problems Solved
Identifying potentially relevant small business vendors for various procurement and 
contracting actions


Benefits of Use
• Improved accuracy
• Increased compliance
• Reduced labor time spent on manual tasks
• Reduced process/cycle time


Use Case and Documentation
Planned Project
• Overview: GSA Market Research & Contractor Suitability Automation


arrow-up Back to the PTAI Table
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M
arket Research


Historical Acquisition Information


Summary
Artificial Intelligence (AI) tool for uncovering historical acquisition information in order 
to understand the marketplace and previous prices paid.


Description
When conducting market research, reviewing historical acquisition information 
obtained from previous procurements can be a practical method to help understand 
the marketplace and assess the availability of sources. As described in the Federal 
Acquisition Regulation (FAR) Section 10.002, a thorough review of acquisition histories 
on current or prior contracts for the same or similar items can help determine the type 
of market information needed for a particular acquisition.


Problems Solved
Support for uncovering historical acquisition information in order to understand the 
marketplace and previous prices paid


Benefits of Use
• Reduced labor time spent on manual tasks
• Reduced process/cycle time


Use Case and Documentation
Planned Project
• Overview: HHS Full Contract Scan (FCS) Artificial Intelligence (AI) Tool
• Supplemental Info: HHS BUYSMARTER Playbook


arrow-up Back to the PTAI Table
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M
arket Research


Procurement Equity Market Research


Summary
Technology solution for identifying potentially relevant vendors for various procurement 
and contracting actions in support of equity goals (e.g. small business, 8(a), SDB, 
HUBZone, SDVOSN, WOSB).


Description
As required in FAR Section 10.001, agencies must conduct market research and use the 
results to determine if sources capable of satisfying the agency’s requirements exist. 
In addition, government-wide priorities outlined in the OMB memorandum M-22-03 
Advancing Equity in Federal Procurement, expect agencies to make Federal contracting 
and procurement opportunities more readily available to all eligible vendors and to 
increase baseline spending for socioeconomic small businesses and traditionally 
underserved entrepreneurs recognized in the Small Business Act.


Problems Solved
Identifying potentially relevant vendors for various procurement and contracting actions 
in support of equity goals (e.g. small business, 8(a), SDB, HUBZone, SDVOSB, WOSB)


Benefits of Use
• Identifying potentially relevant vendors for various procurement and contracting


actions in support of equity goals (e.g. small business, 8(a), SDB, HUBZone, SDVOSB,
WOSB)


Use Case and Documentation
Exportable Code
•      Overview: Department of the Treasury’s Internal Revenue Service (IRS) 


Procurement Equity Market Research Tool


arrow-up Back to the PTAI Table
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Solicitation
Tools to support preparing the solicitation package, effective communication with offerors, and receiving bids.


Automatic Review of FAR-Based Solicitations and Contracts


Summary
Quickly speed up the review of clauses selected for inclusion in solicitations and 
contracts.


Description
Part 52 of the Federal Acquisition Regulation (FAR) contains the standard provisions 
and clauses to be included, or incorporated by reference, in solicitations or contracts. 
Part 52 also prescribes procedures for incorporating, identifying, and modifying 
provisions and clauses in solicitations and contracts, and for using alternates. In 
addition to considering the aforementioned factors when developing contracts and 
solicitations, contracting officers must also consider unique prescriptions, prefaces, 
and identification numbers for each provision and clause as well as the product or 
service being acquired, the type of contract, the acquisition procedures being used. 
The logic for selecting clauses and provisions for solicitations or contracts can be time 
consuming and complex.


Problems Solved
Initiate and execute steps to assist Contracting Officers in selecting appropriate 
provisions and clauses for solicitations and contracts


Benefits of Use
• Reduced labor time spent on repetitive tasks
• Reduced process/cycle time
• Increased compliance
• Improved accuracy


Use Case and Documentation
Deployed Department-wide
• Overview: Treasury/IRS Contract Clause Review Tool
• Supplemental Information: Using Software to Get the Right Clauses in Contracts


arrow-up Back to the PTAI Table
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Solicitation


Estimating Procurement Administrative Lead Time (PALT)


Summary
Web app for initiating and executing steps involved in estimating PALT.


Description
Effective acquisition planning involves determining the milestones and lead times 
necessary to complete the acquisition in a timely manner. An estimate of the total 
procurement administrative lead time (PALT) for a procurement action is normally 
measured in days and often varies based on acquisition size, complexity, and contract 
type.


Problems Solved
Initiate and execute steps involved in estimating PALT


Benefits of Use
• Labor hours saved in estimating PALT
• Improved accuracy of estimated PALTs
• Shortened lead time of awards


Use Case and Documentation
Exportable Code
• Overview: Department of the Treasury Projected Contract Award Date Web App
• Supplemental Info: Implementing Projected Contract Award Date Web App at Your


Agency


arrow-up Back to the PTAI Table







14 arrow-up Back to the PTAI Table


Evaluation
(Coming Soon) Tools to support identifying the best possible solution from industry while making the 
evaluation process more effective.


Dynamic Price Evaluator


Summary
Coming Soon!


Description
Coming Soon!


Problems Solved
Coming Soon!


Benefits of Use
Coming Soon!


Use Case and Documentation
Coming Soon!
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Award
Tools to support preparing contract award documentation, including business clearances.


Automated Negotiation Memo (NegMemo) Process


Summary
Robotic process automation (RPA) bot designed for initiating and executing steps in 
USAID’s NegMemo process.


Description
The objective of the NegMemo process is to document and record key elements of an 
acquisition award decision.


Problems Solved
• Initiate and execute steps in the NegMemo process


Benefits of Use
• Reduced processing time
• Improved accuracy
• Improved process efficiency
• Improved customer service
• Eliminates repetitive work


Use Case and Documentation
Planned Project & Partnering Opportunity
• Supplemental Info: NegMemo Process Definition Document (PDD)
• Supplemental Info: NegMemo Solution Design Document (SDD)
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Aw
ard


Contractor Responsibility


Summary
Robotic process automation (RPA) bots to initiate and execute steps to assist 
Contracting Officers in making determinations of contractor responsibility.


Description
Contracting Officers are responsible for ensuring that contract awards are made 
only to responsible prospective contractors. To determine prospective contractors’ 
responsibility, Contracting Officers consider information in the Federal Awardee 
Performance and Integrity Information System (FAPIIS) and other past performance 
information submited by the contractor or otherwise acquired by the agency. FAR 
Subpart 9.1 Contactor Qualifications prescribes the policies, standards, and procedures 
pertaining to determinations of prospective contractors’ responsibility and requires 
Contracting Officers to document each contract file to indicate how the information 
in FAPIIS was considered as well as any action that was taken as a result of the 
information.


Problems Solved
Initiate and execute steps to assist Contracting Officers in making determinations of 
contractor responsibility


Benefits of Use
• Reduced labor time spent on manual tasks
• Reduced process/cycle time
• Increased compliance, especially with file documentation requirements
• Increased audit readiness


Use Case and Documentation
Automation code is scalable and documentation can be shared with other federal 
departments and agencies
• Overview: Army Determination of Responsibility Assistant (DORA) Bot
• Supplemental Info: DORA Info Flyer
• Overview: DOE Commercial Office the Shelf (COTS) Contractor Responsibility Bot
• Supplemental Info: DOE Limited Sources Justification
• Overview: DOL Contractor Responsibility Bot
• Supplemental Info: DOL Contractor Responsibility Determination User Guide
Deployed Bureau-wide
• Overview: NIST Responsibility & Market Research Bot
• Supplemental Info: Atachment I – NIST BOT Overview and Instructions


arrow-up Back to the PTAI Table



http://Subpart 9.1 Contactor Qualifications
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Aw
ard


• Supplemental Info: Atachment II – NIST Sample Request
• Supplemental Info: Atachment III – NIST Sample Output
• Supplemental Info: Atachment IV – NIST Process Design Document
Deployed Department-Wide
• Overview USDA Contractor Responsibility Assessment Tool
• Supplemental Info: Statement of Work/Need


arrow-up Back to the PTAI Table
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Aw
ard


Spreadsheet Uploader


Summary
An automation utilizing mapping technology to facilitate shopping cart processing for 
IRS procurements.


Description
Spreadsheet uploader technology maps data from one system and imports it into a 
spreadsheet.


Problems Solved
Facilitates shopping cart processing for procurements


Benefits of Use
• Improved accuracy
• Increased compliance
• Reduced labor time spent on manual tasks
• Reduced process/cycle time


Use Case and Documentation
•      Overview: Department of the Treasury’s Internal Revenue Service (IRS) Spreadsheet 


Uploader


arrow-up Back to the PTAI Table
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Post Award
Improving contract administration, communication with offerors following contract award, and tools to support 
better contractor performance.


Contract Closeout


Summary
Acquisition automations to initiate and execute steps in the contract closeout process.


Description
Contract closeout is required for all government contracts to establish the final 
contract price and make the final contract payment. The process starts when 
contract performance is complete for a contract and ends when all administrative 
actions have been completed, all disputes settled, and final payment has been made. 
FAR 4.804, Closeout of Contract Files, provides the basic rules and procedures 
for the administrative closeout of contracts. The process can range from simple to 
complex depending on contract attributes such as type (e.g. firm-fixed price, cost-
reimbursement), period of performance, significance, and type of subcontracted 
work, and the volume of property. For a complete list of steps in the contract closeout 
process, see Activity 51 in FAI’s Contracting Professionals Smart Guide.


Problems Solved
Initiate and execute steps in the contract closeout process


Benefits of Use
• Reduced labor time spent on manual tasks
• Reduced process/cycle time for closeout activities
• Increased compliance with required timeframes for closeout activities
• Reduced risk of overpayment
• Mitigates risks of losing funds to excess payments


Use Case and Documentation
Exportable Code
• Overview: DLA Automated Contract Closeout
• Supplemental Info: DLA RPA Opportunity Basic Template - Questionnaire V4.1
Deployed Bureau-wide
• Overview: DOI Contract Closeout Bot
• Overview: GSA Closeout Automated Robotic Assistant CLARA
• Supplemental Info: GSA CLARA Information Sheet
Deployed Department-Wide
• Overview: HHS Contract Closeout Initiation


arrow-up Back to the PTAI Table
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Post Aw
ard


Contractor Reporting – Automated Notifications and Reminders


Summary
Tech-savvy tools to prompt timely contract-required report submissions by contractors.


Description
Contracting officers are responsible for ensuring that contract requirements are being 
met. Contract requirements often include various reports that must be submitted to the 
government by contractors within timeframes or by certain dates specified in law or 
regulation.


Contractor reporting requirements can be numerous and varied and must be managed 
by both the government and the contractor.


Problems Solved
Initiate and execute steps to send contractor reporting reminders and alerts


Benefits of Use
• Reduced labor time spent on manual tasks
• Reduced process/cycle time
• Reduced risk
• Increased compliance and audit readiness


Use Case and Documentation
•      Overview: GSA’s Notifications or Reminders Automation (NORA) Bot
•      Supplemental Information: NORA Fact Sheet
•      Supplemental Information: Summary of NORA’s Notifications and Reminders
•      Supplemental Information: Biobased Products Reporting Summary and Email 


Template
•      Supplemental Information: Federal Awardee Performance and Integrity Information 


System (FAPIIS) Reporting Summary and Email Temp
•      Supplemental Information: Service Contract Inventory (SCI) Reporting Summary 


and Email Template
•      Supplemental Information: eSRS Reporting Summary and Email Template
•      Supplemental Information: FSRS Reporting Summary and Email Template
•      Supplemental Information: Proof of Insurance Summary and Email Template
•      Supplemental Information: VETS 4212 Reporting Summary and Email Template
• Supplemental Information: Bot Reminders & Notifications Business Rules


arrow-up Back to the PTAI Table
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Post Aw
ard


De-obligation of Funds


Summary
Acquisition automation to initiate and execute steps to de-obligate excess contract 
funds.


Description
De-obligations allow for the downward adjustment of previously incurred obligations. 
De-obligations may be appropriate when closing out contracts, terminating contracts, 
or during the performance of a contract as a result of a contract funds review that 
determines excess funds are available.


Problems Solved
Initiate and execute steps in the process to de-obligate excess contract funds


Benefits of Use
• Reduced labor time spent on manual tasks
• Reduced process/cycle time
• Increased compliance and audit readiness
• Reduced risk of overpayment
• Mitigates risks of losing funds to excess payments


Use Case and Documentation
•      Overview: DHS Dee the De-obligation Bot
•      Overview: Treasury De-Obligation Utility


arrow-up Back to the PTAI Table
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Post Aw
ard


Letter of Intent to Exercise Option


Summary
Robotic process automation (RPA) bot designed to initiate and execute steps in the 
process of providing written notice of intent to exercise contract options.


Description
The preparation of a Letter of Intent is part of the process for exercising a contract 
option. As covered in FAR 17.207 Exercise of options, the process of executing an 
option begins with determining that there is an existing need that can be fulfilled by 
exercising the option in the contract and providing written notice to the contractor of 
the government’s intent to exercise the option. FAR 17.207(a) requires the contracting 
officer to provide written notice within the time period specified in the contract.


For a complete list of steps involved in exercising options, see Activity 34 in FAI’s 
Contracting Professionals Smart Guide.


Problems Solved
Initiate and execute steps in the process of providing written notice of intent to exercise 
contract options


Benefits of Use
• Increased compliance
• Reduced risks (and potential for increased costs)
• Improved accuracy


Use Case and Documentation
• Overview: DOL Leter of Intent Bot
• Supplemental Info: DOL Leter of Intent Generation Bot User Guide


arrow-up Back to the PTAI Table



http://FAR 17.207 Exercise of options

https://www.fai.gov/sites/default/files/CPSG_Activity34.pdf

https://www.fai.gov/sites/default/files/CPSG_Activity34.pdf
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Post Aw
ard


Mass Modifications


Summary
Acquisition automation(s) to initiate and execute steps in the process to create and 
issue multiple uniform modifications that impact a large number of contract actions.


Description
Contract modifications are needed when addressing contractor changes in the terms, 
price, and scope of the contract.


Automated mass modifications may be advantageous when there is a uniform change 
that impacts a large number of contract actions.


Problems Solved
Initiate and execute steps in the process to create and issue mass modifications


Benefits of Use
• Reduced labor time spent on manual tasks
• Reduced process/cycle time
• Increased compliance and audit readiness


Use Case and Documentation
Exportable Code
• Overview: GSA Mass Mod Bot
• Supplemental Information: Mass Mod Fact Sheet
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This page is for reference only and is not an interactive submission page. This page represents the add 
innovations page that existed with the original PTAI website when it was hosted on the FAI.gov platform, 
but it is no longer accessible. The goal is for the new PTAI site to have a similar feature.


Welcome to the Periodic Table of Acquisition Innovations submission page.


We are eager to receive your innovative practices. In this context, innovation is defined as a technique 
that brings value to the customer where it did not exist before. An innovation may be a new, modern, 
or reimagined business practice. Outcomes generally accelerate time to award, reduce delivery time, 
improve customer satisfaction, generate cost savings and/or reduce barriers to entry.


Please select an action* - Select -


LIGHTBULB Helpful Tip
For each entry you wish to submit (Add a new Innovation or Edit an existing Innovation), select the action from the drop-down box, 
complete the fields in the form, and submit your information.


square Add a new Innovation
square Edit an existing Innovation


Total Group* - Select -


LIGHTBULB Helpful Tip
Select the acquisition phase or authority in which the innovation should appear. Note: Alternative Authorities are strategies or 
statutory flexibilities and practices which are generally not frequently used and considered during the acquisition planning.


square Alternative Authorities
square Market Research
square Solicitation
square Evaluation
square Award
square Post Award


Innovation Title* [Content limited to 50 characters, remaining: 50]


LIGHTBULB Helpful Tip
Enter a short paragraph (2-4 sentences) describing the innovation. When editing the current description, please make the changes 
in bold.


Lorem Ipsum


Summary* [Content limited to 1,000 characters, remaining: 1,000]


LIGHTBULB Helpful Tip
Enter a short summary or synopsis of the innovative practice. This text is shown when users hover over the title on the Periodic Table 
home page. When editing the current summary text, please make the changes in bold.


Lorem Ipsum


Problems Solved* [Content limited to 1,000 characters, remaining: 1,000]


LIGHTBULB Helpful Tip
Enter in bullet point format problems solved by this innovation. When editing the current problems solved, please make the changes 
in bold.


Lorem Ipsum
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Periodic Table Submission
Benefits of Use* [Content limited to 50 characters, remaining: 50]


LIGHTBULB Helpful Tip
Enter in bullet point format the benefits of using this innovation such as reduced time to award, improved customer satisfaction, and 
lowered barriers to entry and briefly describe the results. When editing the current benefits of use, please make the changes in bold.


Lorem Ipsum


What makes this innovative?* [Content limited to 1,000 characters, remaining: 1,000]


FAR or Non FAR


square FAR
square Non FAR
square FAR and Non FAR


Filters


square Small Business


Is there a website where your innovation can be linked?


square Yes
square No


Do you have any documentation to illustrate the innovation further?


square Yes
square No


Do you have any documentation to illustrate the innovation further?


LIGHTBULB Helpful Tip
If you would like the Periodic Table of Acquisition Innovations team to consider additional information about your entry, please let us 
know. These comments are not intended to be displayed on the portal.


Lorem Ipsum


Lorem Ipsum
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Role* - Select -


square Contracting Officer
square Project/Program Manager
square Policy Analyst
square Leadership
square Other


First Name*


Last Name*


Email*


 Lorem Ipsum


 Lorem Ipsum


 Lorem Ipsum


arrow-up Back to the PTAI Table
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Periodic Table Submission
Agency* - Select -


square Agency for International Development (USAID)
square Department of Agriculture (USDA)
square Department of Defense (DOD)
square Department of Education (Education)
square Department of Energy (DOE)
square Department of Health and Human Services (HHS)
square Department of Homeland Security (DHS)
square Department of Housing and Urban Development (HUD)
square Department of Justice (DOJ)
square Department of Labor (DOL)
square Department of State (State)
square Department of the Interior (DOI)
square Department of the Treasury (Treasury)
square Department of Transportation (DOT)
square Department of Veterans Affairs (VA)
square Environmental Protection Agency (EPA)
square Executive Office of the President (EOP)
square General Services Administration (GSA)
square National Aeronautics and Space Administration (NASA)
square National Science Foundation (NSF)
square Nuclear Regulatory Commission (NRC)
square Office of Personnel Management (OPM)
square Small Business Administration (SBA)
square Social Security Administration (SSA)
square Small Agency Council (SAC)
square Other


Organization* [Content limited to 50 characters, remaining: 50]


LIGHTBULB Helpful Tip
Enter your agency bureau or component and office name.


Lorem Ipsum
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Citation
FAI, “Periodic Table of Acquisition Innovations: An Introductory Tutorial,” FAI Media 
Library, accessed October 16, 2023 20:49, https://fai.gov/media-library/item/periodic-
table-acquisition-innovations-introductory-tutorial.


Summary
This video guides users through existing features of the knowledge management 
portal, where members of the acquisition community share examples of their innovative 
techniques and automations. Users report the innovative practices on this site 
accelerated time to award, reduced delivery time, improved customer satisfaction, and/
or reduced barriers to entry.


Description
The purpose of the Periodic Table of Acquisition Innovations is to increase the use of 
innovative acquisition techniques and automations. The goal is to continually collect 
and share innovative practices tested and applied by acquisition teams. The intended 
primary users of the portal are contracting professionals and integrated project team 
members, creating a means to engage more effectively with stakeholders including 
prospective government contractors and improving acquisition outcomes.


arrow-up Back to the PTAI Table
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Periodic Table of Acquisition Innovations 
Feedback


This page is for reference only and is not an interactive feedback page. This page represents the 
feedback page that existed with the original PTAI website when it was hosted on the FAI.gov platform, but 
it is no longer accessible. The goal is for the new PTAI site to have a similar feature.


1. Which role best describes your position?*


1a. Please select
square Government
square Industry


2. Please indicate the degree to which you Strongly Disagree (1) or Strongly Agree (5) with each of the
following statements regarding the Periodic Table of Acquisition Innovations:*


2a. Table will be useful to me in my work
square Strongly Disagree (1)
square Disagree (2)
square Undecided (3)
square Agree (4) 
square Strongly Agree (5)


2b. The Table will help me learn about innovative acquisition methods
square Strongly Disagree (1)
square Disagree (2)
square Undecided (3)
square Agree (4) 
square Strongly Agree (5)


2c. The Table will enable me to apply innovative acquisition methods
square Strongly Disagree (1)
square Disagree (2)
square Undecided (3)
square Agree (4) 
square Strongly Agree (5)


3. Please provide any additional feedback about the Periodic Table of Acquisition Innovations.*


4. Please provide your contact information:


First Name         Lorem Ipsum


Last Name         Lorem Ipsum


Work Email        Lorem Ipsum


arrow-up Back to the PTAI Table
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NORA: Notifications or Reminders Automation



This RPA consists of nine different components that will generate notifications or reminders to various 
parties. Seven of these components will run automatically without intervention, while the remaining two 



components will require additional input from the CO as outlined below.



· Federal Awardee Performance and
Integrity Information
System (FAPIIS) Reporting



· Service Contract Inventory
(SCI) Reporting



· Veterans’ Employment and Training
Service (VETS) 4212 Reporting



· Federal Funding Accountability
and Transparency Act Subaward
Reporting System (FSRS) Reporting



· Subcontract report submissions
in the Electronic Subcontracting
Reporting System (eSRS)



Automated messages - sent to Contractors with copy to the Contracting Officer
and Contract Specialist. NO action is required from the CS or CO.



· Biobased Reporting · Certificate of Insurance
Submission



Automated messages - sent to Contractors or EASi Award Team after Contracting Officer 
completes Google form sent via automatic email with copy to the Contract Specialist



· A form is sent to the CO/CS 18 months prior to
the performance expiration.



· The CO/CS completes the Reprocurement
Verification Form to identify how the
government would like to proceed.



· If CO/CS answers “Yes,” then an alert message
is sent to the entire team.



* A final alert message is sent to initiate
the reprocurement at 12 months prior to
performance expiration.



· If CO/CS answers “No” or “N/A (this contract is
not yet in the final Period of Performance to
require reprocurement),” then no further
action is required.



· A form is sent to the CO/CS 120 days prior to
the current performance period expiration.



· The CO/CS completes the Options Verification
Form to identify if the government intends to
exercise the option period.



· If CO/CS answers “Yes, the option is
intended to be exercised,” the CO will
provide additional information via the
form to complete the Notice of Intent,
which will then be sent to the
contractor.



· If CO/CS answers “No, the option is not
intended to be exercised” or “N/A, this
contract does not include options,” then no
further action is required.



Alerts to Teams
for Reprocurement



RPA



Notice of Intent to
Exercise an Option











NORA: Notifications or Reminders Automation
RPA



FACT TABLE



Notifications
or Reminders



Which Contracts Receive this 
Notification or Reminder? When Are They Sent?



Biobased Reporting



Certificate of Insurance
Submission



Federal Awardee 
Performance and 
Integrity Information 
System (FAPIIS) Reporting



Service Contract 
Inventory Annual 
Reporting (SCI)



Electronic Subcontracting 
Reporting System (eSRS) 
Reporting



VETS 4212 Reporting



Alerts to Teams for 
Reprocurement



Notice of Intent to 
Exercise an Option



All awards that had recovered 
materials clauses indicated on their 
FPDS reports from the past year.



Any fixed-price award over the 
Simplified Acquisition threshold in 
accordance with FAR 52.228-5.



Awards that meet or exceed the 
FAPIIS threshold in accordance 
with FAR 9.104-7(c)(1).



Awards that meet or exceed the 
FSRS threshold in accordance 
with FAR 4.1403(a).



Awards that meet or exceed the 
SCI threshold in accordance with 
FAR 4.1703(a)(2).



Federal Funding 
Accountability and 
Transparency Act 
Subaward Reporting 
System (FSRS) Reporting



Awards where a Subcontracting Plan is 
in place or that meet or exceed the 
subcontracting threshold in 
accordance with FAR 19.702(a)(ii).



Awards that were active in the prior 
fiscal year, even if currently closed, 
that meet or exceed the VETS 4212 
threshold in accordance with FAR 
22.1310(a).



Any IDVs, IDDQs, IDIQs, BPAs, BOAs, 
Requirements, or Stand Alone 
contracts or Purchase Orders for 
recurring services.



Any IDVs, IDDQs, IDIQs, BPAs, BOAs, 
Requirements, Task/Delivery Orders, 
BPA calls or Stand Alone contracts or 
Purchase Orders for recurring services.



The emails are sent 
annually on October 1st.



The emails are sent 90 
days prior to the award’s 
anniversary date.



The emails are sent for 
applicable awards 30 days 
prior to their semi-annual 
SAM reporting deadlines.



The emails are sent 30 days prior 
to the award’s anniversary date. 
For more information on 
exceptions to this requirement, 
please visit PIB 18-01 on the 
NARC InSite Page.



The emails are sent 
annually on October 1st.



The emails are sent 
annually on August 1st.



The forms are sent 42 months, 
48 months, 102 months, or 108 
months after the award’s 
effective date.
If a reprocurement is needed, 
the emails will be sent to the 
award team after the form is 
submitted and again at the 12 
month mark.



The forms are sent 4 months 
prior to the award’s annual 
anniversary date. If an option is 
intended to be exercised, the 
emails will be sent to the 
Contractor POC identified on 
the form at the time selected on 
the form (60 or 90 days before 
expiration).



The emails are sent 
annually on October 1st.
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Alerts to Project Teams


			#			Business Rule			Templates / Resources			Recordings			Notes


			1			Identification of Contracts Approaching Reprocurement


			1.1			Bot runs daily to identify contracts


			1.2			Include contracts if Contract Type is IDV OR IDIQ OR BPA			Map to BI Field: Dim - Award Doc Main Attributes - Award Type


			1.3			Include contracts if Ultimate Completion Date minus Executed Date is greater than 1 year			Map to BI Fields: Dim - Award Doc Dates - Estimated Ultimate Completion Date, Dim - Award Doc Dates - Executed Date


			1.4			Include contracts if the PDN begins with 1B, RB, PJ, EK, EN, OR EP			Map to BI Fields: Dim - Award Doc Main Attributes - Obligation PDN


			1.5			Include contracts if Ultimate Completion Date is equal to 545 days OR 270 days from today			Map to BI Field: Dim - Award Doc Dates - Estimated Ultimate Completion Date





			2			Bot sends form to CO to confirm reprocurement at 18 months


			2.1			Bot pre-fills Reprocurement Verification Form			Reprocurement Verification Form


			2.1.1			Award Number			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.1.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			2.2			Bot completes email template			Email Template


			2.2.1			To: <Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer


			2.2.2			CC: <all other award team members>, ecf@gsa.gov			Map to BI Fields: Dim - Award Doc Contacts - Contracting Specialist, Dim - Award Doc Contacts - Program Manager, Dim - Award Doc Contacts - Team Member, Dim - Award Doc Contacts - Budget Analyst, Dim - Award Doc Contacts - Contracting Officer's Representative, Dim - Award Doc Contacts - Receiver, Dim - Award Doc Contacts - Supervisor


			2.2.3			Email Subject: <Contract Number> Request to Confirm Reprocurement			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.3			Body of Email


			2.3.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.3.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			2.3.3			<Contracting Officer’s Name>			Map to BI Field: Contracting Officer Name


			2.4			If bot records response of "yes" to question 1 on the form, proceed to step 3.

If bot records response of "no" to question 1 on the form, end of automation.			Project Reprocurement Verification Form (Responses)


			2.5			If bot does not record a response for 4 weeks, resend email


			2.5.1			Add "Second Request" to beginning of subject line in step 2.2.3





			3			Reminder Email Notification at 9 months - bot fills out email template and sends email to POCs for all contracts on report			Email Template


			3.1			To: <Contracting Officer Email> 			Map to BI Fields: Dim - Award Doc Contacts - Contracting Officer


			3.2			CC: <all other award team members>, ecf@gsa.gov			Map to BI Fields: Dim - Award Doc Contacts - Contracting Specialist, Dim - Award Doc Contacts - Program Manager, Dim - Award Doc Contacts - Team Member, Dim - Award Doc Contacts - Budget Analyst, Dim - Award Doc Contacts - Contracting Officer's Representative, Dim - Award Doc Contacts - Receiver, Dim - Award Doc Contacts - Supervisor


			3.3			Email Subject: <Contract Number> Scheduled Contract Expiration			Map to BI Fields: Dim - Award Doc Main Attributes - Award Number


			3.4			Body of Email


			3.4.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			3.4.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			3.5			Bot sends email


			END OF AUTOMATION








Biobased


			#			Business Rule			Templates / Resources			Source			Notes


			1			Identification of Contracts Requiring Biobased Reporting			FAR 52.223-2


			1.1			Bot runs annually on October 1 to identify contracts 


			1.2			Identify all contracts that were active in the prior FY (award status is NOT closed OR cancelled 10/1/XX - 9/30/XX)			Map to BI Field: Dim - Award Doc Main Attributes - Award Status			Column U - Award Status						I only see the current status.  How would I know what was not closed or cancelled on 9-30 of the prior year?

The report from BI is only pulling active contracts and contracts that have been closed in FY20 or FY21. It will be updated each FY to only pull the correct contracts. So, the bot should pull all active contracts with a Signed Date of 10/1 to 9/30 of the previous FY. - Sara


			1.3			Include contracts if Recovered Materials Code is equal to A OR B			Map to BI Field: Dim - Award Doc FPDS ATOM - Recovered Materials Clauses Code			Column L - Recovered Material Clauses Code			A = FAR 52.223-4 Included
B = FAR 52.223-4 and FAR 52.223-9 Included





			2			Email Notification - bot fills out email template and sends email to POCs for all contracts on report			Email Template


			2.1			To: <Contractor POC Email>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - Email			Column AC - Email


			2.2			CC: <Contracting Officer Email>, ecf@gsa.gov			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.3			Email Subject: <Contract Number> Biobased Reporting			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4			Body of Email


			2.4.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title			Column V - Award Title


			2.4.3			<Contractor Name>			Map to BI Field: Dim - Award Doc Vendor - Vendor Name			Column AB - Vendor Name


			2.4.4			<Contractor Address>			Map to BI Field: Dim - Award Doc Vendor - Award Doc Vendor SAM - Address Str			Column AA - Address Str


			2.4.5			<Contractor POC Name>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - First Name			Column AD - Govt Business POC Name


			2.4.6			<Contracting Officer Name>			Map to BI Field: Contracting Officer Name			Column AF - CO Name


			2.4.7			<Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.5			Bot sends email


			END OF AUTOMATION








eSRS


			#			Business Rule			Templates / Resources			Source			Notes


			1			Identification of Contracts with a Subcontracting Plan in Place			FAR 19.702
FAR 19.705-6


			1.1			Bot runs on March 15 and September 15 to identify all active contracts and contracts closed in the current reporting period									Bumped up the dates to allow time for regions to review the list prior to the beginning of each reporting period

This may be 2 separate reports from BI that need to be combined into 1 list for the RPA


			1.2			Include contracts if Subcontracting Plan Code is NOT equal to A or B			Map to BI Field: Dim - Award Doc FPDS ATOM - Subcontracting Plan Code			Column N - Subcontracting Plan			A = Plan Not Included - No Subcontracting Possibilities
B = Plan Not Required


			1.3			Include contracts if Base Subcontracting Plan Code is NOT equal to A or B			Map to BI Field: Dim - Award Doc Referenced/Base FPDS ATOM - Subcontracting Plan Code			Column O - Base Subcontracting Plan			A = Plan Not Included - No Subcontracting Possibilities
B = Plan Not Required


			1.4			Include contracts if Base and All Options Value is greater than $750K			Map to BI Field: Dim - Award Doc FPDS ATOM - Total Base And All Options Value			Column P- Award Base and All Options Value (BAOV)


			1.5			Include contracts if PDN begins with EN AND Base and All Options Value is greater than $1.5M			Map to BI Fields: Dim - Award Doc Main Attributes - Obligation PDN, Dim - Award Doc FPDS ATOM - Total Base And All Options Value			Column Q - Award Base and All Options Value (BAOV) + Column X - Obligation PDN


			1.6			Include contracts if Award Type is NOT equal to Blanket Purchase Agreement OR BPA Call OR Task/Delivery Order			Map to BI Field: Dim - Award Doc Main Attributes - Award Type			Column W - Award Type Description


			1.7			Include contracts if PSC/FSC Code does NOT begin with S1*			Map to BI Fields: Dim - Award Doc Main Attributes - PSC/FSC Code			Column Y - PSC/FSC


			1.8			Include contracts if CO Determined Business Size is O			Map to BI Field: Dim - Award Doc FPDS Social Economic Factors - CO Determined Business Size			Column R - CO Determined Business Size			O = Other Than Small Business





			2			Obtain regional feedback and confirmation of contracts on report


			2.1			Bot fills out email template			Email template


			2.1.1			To: PBSAcqDirectors@gsa.gov, PBSAcqSystems@gsa.gov


			2.1.2			Email Subject


			2.1.2.1			If April 1: Action Required: Preliminary FY<##> Mid-Year Subcontracting Report Submission in eSRS			Insert Current FY suffix


			2.1.2.2			If October 1: Action Required: Preliminary FY<##> Year-End Subcontracting Report Submission in eSRS			Insert Current FY suffix


			2.1.3			Body of Email


			2.1.3.1			<##>			Insert Current FY suffix


			2.1.3.2			<Link to Report>			Insert link to report prepared by bot


			2.1.3.3			<POC Name>			Bot custodian provides


			2.1.3.4			<Due Date>			Bot custodian provides


			2.1.3.5			<Please note: vendors are allowed an extension through MM/DD/YY to report this period per the SBA memo dated MM/DD/YY.>			Bot custodian confirms if this sentence is required and provides the applicable dates if so


			2.1.3.6			<POC Name>			Bot custodian provides


			2.1.3.7			<POC Email>			Bot custodian provides


			2.1.3.8			<POC Phone Number>			Bot custodian provides


			2.2			Bot sends email to PBS Acquisition Directors & Alternates and PBS Systems mailing lists


			2.3			Bot custodian manually updates list to remove/add contracts as necessary based on regional review									This will require manual intervention





			3			Email Notification - bot fills out email template and sends email to POCs for all contracts on report			Email template


			3.1			To: <Contractor POC Email>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - Email			Column AC - Email


			3.2			CC: <Contracting Officer Email>, ecf@gsa.gov			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			3.3			Email Subject


			3.3.1			If April 1: FY<##> Mid-Year Subcontract Reporting Submission Reminder in eSRS			Insert Current FY suffix			Current FY


			3.3.2			If October 1: FY<##> Year-End Subcontract Reporting Submission Reminder in eSRS 			Insert Current FY suffix			Current FY


			3.4			Body of Email


			3.4.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			3.4.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title			Column V - Award Title


			3.4.3			<Contractor Name>			Map to BI Field: Dim - Award Doc Vendor - Vendor Name			Column AB - Vendor Name


			3.4.4			<Contractor Address>			Map to BI Field: Dim - Award Doc Vendor - Award Doc Vendor SAM - Address Str			Column AA - Address Str


			3.4.5			<Contractor POC Name>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - First Name			Column AD - Govt Business POC Name


			3.4.6			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			3.4.7			<*Due to the ongoing National Emergency caused by the COVID-19 pandemic, the Small Business Administration issued a memorandum on March 5, 2021, extending the deadline for mid-year ISRs to May 15, 2021.>

OR

<*Due to the ongoing National Emergency caused by the COVID-19 pandemic, the Small Business Administration issued a memorandum on March 5, 2021, extending the deadline for end-of-year ISRs and SSRs to November 14, 2021.>			Bot custodian confirms if this sentence is required and provides the applicable dates if so			Hard Coded Value fron Col B


			3.4.8			<Contracting Officer Name>			Map to BI Field: Contracting Officer Name			Column AF - CO Name


			3.4.9			<Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			3.5			Bot sends email


			END OF AUTOMATION








FAPIIS


			#			Business Rule			Templates / Resources			Source			Notes


			1			Identification of Contracts Requiring FAPIIS Reporting			FAR 52.209-9


			1.1			Bot runs daily to identify contracts


			1.2			Include contracts if Base and All Options Value is greater than $600K			Map to BI Fields: Fact - Award Doc - Award Base and All Options Value (BAOV)			Column Q - Award Base and All Options Value (BAOV)


			1.3			Include contracts if SAM Expiration Date is equal to 210 days OR 30 days from today			Map to BI Fields: Fact - Award Doc Vendor SAM (Main) - Expiration			Column AE - Expiration			Bot sends notification 30 days prior to each of the Contractor's Semi-Annual SAM deadlines





			2			Email Notification - bot fills out email template and sends email to POCs for all contracts on report			Email Template


			2.1			To: <Contractor POC Email>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - Email			Column AC - Email


			2.2			CC: <Contracting Officer Email>, ecf@gsa.gov			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.3			Email Subject: <Contract Number> FAPIIS Reporting			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4			Body of Email


			2.4.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title			Column V - Award Title


			2.4.3			<Contractor Name>			Map to BI Field: Dim - Award Doc Vendor - Vendor Name			Column AB - Vendor Name


			2.4.4			<Contractor Address>			Map to BI Field: Dim - Award Doc Vendor - Award Doc Vendor SAM - Address Str			Column AA - Address Str


			2.4.5			<Contractor POC Name>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - First Name			Column AD - Govt Business POC Name


			2.4.6			<Contracting Officer Name>			Map to BI Field: Contracting Officer Name			Column AF - CO Name


			2.4.7			<Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.5			Bot sends email


			END OF AUTOMATION








FSRS


			#			Business Rule			Templates / Resources			Source			Notes


			1			Identification of Contracts Requiring FSRS Reporting			FAR 52.204-10 / FAR 4.1403(a) / PIB 18-01


			1.1			Bot runs daily to identify contracts


			1.2			Include contracts if Award Status is NOT equal to closed or cancelled			Map to BI Field: Dim - Award Doc Main Attributes - Award Status


			1.3			Include contracts if Base and All Options Value is greater than $30K			Map to BI Fields: Fact - Award Doc - Award Base and All Options Value (BAOV)			Column Q - Award Base and All Options Value (BAOV)


			1.4			Include contracts if Award Executed Date is 335 days OR 700 days OR 1,065 days OR 1,430 days OR 1,795 days prior to today			Map to BI Fields: Dim - Award Doc Dates - Executed Date			Column K - Executed Date			RPA is sending out notice 30 days prior to the annual prime contract award date (executed date)





			2			Email Notification - bot fills out email template and sends email to POCs for all contracts on report			Email Template


			2.1			To: <Contractor POC Email>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - Email			Column AC - Email


			2.2			CC: <Contracting Officer Email>, ecf@gsa.gov			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.3			Email Subject: <Contract Number> FSRS Reporting			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4			Body of Email


			2.4.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title			Column V - Award Title


			2.4.3			<Contractor Name>			Map to BI Field: Dim - Award Doc Vendor - Vendor Name			Column AB - Vendor Name


			2.4.4			<Contractor POC Name>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - First Name			Column AD - Govt Business POC Name


			2.4.5			<Contractor Address>			Map to BI Field: Dim - Award Doc Vendor - Award Doc Vendor SAM - Address Str			Column AA - Address Str


			2.4.6			<Contracting Officer Name>			Map to BI Field: Contracting Officer Name			Column AF - CO Name


			2.4.7			<Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.5			Bot sends email


			END OF AUTOMATION








Insurance


			#			Business Rule			Templates / Resources			Source			Notes


			1			Identification of Fixed-Price, Over SAT Contracts			FAR Clause 52.228-5 as prescribed by FAR 28.310 / GSAM 552.228-5


			1.1			Bot runs daily to identify contracts


			1.2			Include contracts for reporting if the Base and All Options Value is greater than $250K AND the Type of Contract Pricing Code is A, B, J, K, L, OR M			Map to BI Fields: Fact - Award Doc - Award Base and All Options Value (BAOV), Dim - Award Doc FPDS ATOM Type of Contract Pricing Code			Column Q - Award Base and All Options Value (BAOV) + Column P - Type of Contract Pricing Code			A = Fixed Price Redetermination
B = Fixed Price Level of Effort
J = Firm Fixed Price
K = Fixed Price with Economic Price Adjustment
L = Fixed Price Incentive
M = Fixed Price Award Fee


			1.3			Include contracts if the Referenced/Base Contract Agency Code is NOT 4730 OR 4732 OR the Schedule Other Base Award Number field does NOT contain F OR Q			Map to BI Fields: Dim - Award Doc FPDS ATOM - Referenced IDV Agency Code, Dim - Award Doc Main Attributes - Schedule Other Base Award Number			Column M - Referenced IDV Agency Code + Column Z - Schedule Other Base Award Number


			1.4			Include contracts if End Date is equal to 90 days from today			Map to BI Field: Dim - Award Doc Dates - End Date			Column I - End Date





			2			Email Notification - bot fills out email template and sends email to POCs for all contracts on report			Email template


			2.1			To: <Contractor POC Email>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - Email			Column AC - Email


			2.2			CC: <Contracting Officer Email>, ecf@gsa.gov			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.3			Email Subject: <Contract Number> Proof of Insurance			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4			Body of Email


			2.4.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title			Column V - Award Title


			2.4.3			<Contractor Name>			Map to BI Field: Dim - Award Doc Vendor - Vendor Name			Column AB - Vendor Name


			2.4.4			<Contractor Address>			Map to BI Field: Dim - Award Doc Vendor - Award Doc Vendor SAM - Address Str			Column AA - Address Str


			2.4.5			<Contractor POC Name>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - First Name			Column AD - Govt Business POC Name


			2.4.6			<NOTE: Your contract may allow for proof of insurance to be provided at the base contract level in lieu of for each task order. If your contract does indicate that, you may disregard this reminder.>			Include if Award Type is Task/Delivery Order OR BPA Call

Map to BI Field: Dim - Award Doc Main Attributes - Award Type			Column W - Award Type Description


			2.4.7			<Contracting Officer Name>			Map to BI Field: Contracting Officer Name			Column AF - CO Name


			2.4.8			<Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.5			Bot attaches sample form			Sample form attachment


			2.6			Bot sends email


			END OF AUTOMATION








Options


			#			Business Rule			Templates / Resources			Recordings			Notes


			1			Identification of Potential Contracts with Options to be Exercised


			1.1			Bot runs daily to identify contracts


			1.2			Include contracts if Completion Date is equal to 120 days from today AND Ultimate Completion Date is more than 365 days from today			Map to BI Fields: Dim - Award Doc Dates - End Date, Dim - Award Doc Dates - Estimated Ultimate Completion Date





			2			Email Notification - bot fills out email template and sends email to POCs for all contracts on report


			2.1			Bot pre-fills Options Verification Form			Options Verification Form


			2.1.1			Award Number			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.1.2			Award Title			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			2.2			Bot completes email template			Email Template


			2.2.1			To: <Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer


			2.2.2			CC: ecf@gsa.gov


			2.2.3			Email Subject: <Contract Number> Request to Confirm Intent to Exercise Option			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.3			Body of Email


			2.3.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.3.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			2.3.3			<Contracting Officer’s Name>			Map to BI Field: Contracting Officer Name


			2.4			If bot records response of "yes" to question 1 on the form, proceed to step 3.

If bot records response of "no" to question 1 on the form, end of automation.			Options Verification Request Form (Responses)


			2.5			If bot does not record a response for 2 weeks, resend email


			2.5.1			Add "Second Request" to beginning of subject line in step 2.2.3





			3			Email Notification - bot fills out email template and sends email to POCs for all contracts on report			Email template


			3.1			To: <Contractor POC Email>			Map to: 'Options Verification Request' Google Form - Contractor POC Email Address


			3.2			CC: <Contracting Officer Email>, <Contracting Officer's Representative>, ecf@gsa.gov			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer, Dim - Award Doc Contacts - Contracting Officer's Representative


			3.3			Email Subject: <Contract Number> Preliminary Notice of Intent to Exercise <Option/Follow On Year>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number

Map to: 'Options Verification Request' Google Form - Please choose the appropriate terminology for this contract.


			3.4			Body of Email


			3.4.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			3.4.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			3.4.3			<Contractor Name>			Map to BI Field: Dim - Award Doc Vendor - Vendor Name


			3.4.4			<Contractor Address>			Map to BI Field: Dim - Award Doc Vendor - Award Doc Vendor SAM - Address Str


			3.4.5			<Contractor POC Name>			Map to: 'Options Verification Request' Google Form - Contractor POC Name


			3.4.6			<Option Period/Follow On Year>			Map to: 'Options Verification Request' Google Form - Please choose the appropriate terminology for this contract.


			3.4.7			<XX>			Map to: 'Options Verification Request' Google Form - Next Option Period/Follow On Year Number


			3.4.8			<XX/XX/XXXX - XX/XX/XXXX>			Map to: 'Options Verification Request' Google Form - Next Option Period/Follow On Year of Period of Performance Begins, 'Options Verification Request' Google Form - Next Option Period/Follow On Year of Period of Performance Ends


			3.4.9			<Option/Follow On Year>			Map to: 'Options Verification Request' Google Form - Please choose the appropriate terminology for this contract.


			3.4.10			<XXX>			Map to: 'Options Verification Request' Google Form - Number of days prior to the expiration of the contract that modification is expected to be issued


			3.4.11			<All terms and conditions of the above referenced contract shall remain intact. There is no change in the scope of services.>			Map to: 'Options Verification Request' Google Form - Is there a planned change in scope with the upcoming option? 

If no, include the sentence. If yes, omit the sentence.


			3.4.12			<Contracting Officer Name>			Map to BI Field: Contracting Officer Name


			3.4.12			<Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer


			3.5			Bot sends email


			END OF AUTOMATION





https://docs.google.com/forms/d/1o-8nLKJfCP_1AWBFsdvB6fEmuRM7yx1_U6H-3PO6lBI/edit?ts=60ca8e50https://docs.google.com/document/d/1gnY2gjltpPWrr1N17geizP8ucq4m8unzmLNP-pg8ua4/edithttps://docs.google.com/spreadsheets/d/1rACdFqYaJe3wZi5WzBCAkAgbtwLO6RbfVh5j7GAbBKQ/edithttps://docs.google.com/document/d/16Mo2szHoHF-2Nh8kLU-3w8mtvxOgleGIAhkW-QfpkUc/edit?usp=sharing


SCI


			#			Business Rule			Templates / Resources			Source			Notes


			1			Identification of Contracts Requiring Service Contract Inventory Reporting			FAR 52.204-14 / FAR 52.204-15 / FAR 4.1703


			1.1			Bot runs annually on October 1 to identify contracts 


			1.2			Identify contracts to include based on appropriate dollar threshold as instructed in FAR 4.1703


			1.2.1			If the Type of Contract Pricing Code is equal to R, S, T, U, V, Y, OR Z AND the Base and All Options Value is greater than or equal to $250K			Map to BI Fields: Fact - Dim - Award Doc FPDS ATOM Type of Contract Pricing Code, Award Doc Main Attributes - Award Fiscal Year, Dim - Award Doc FPDS ATOM - Total Base And All Options Value			Column Q - Award Base and All Options Value (BAOV) + Column P - Type of Contract Pricing Code + Column S - Award Fiscal Year			R = Cost Plus Award Fee
S = Cost No Fee
T = Cost Sharing
U = Cost Plus Fixed Fee
V = Cost Plus Incentive
Y = Time and Materials
Z = Labor Hours


			1.2.2			If the Type of Contract Pricing Code is equal to A, B, J, K, L, OR M AND the award FY is equal to FY14 AND the Base and All Options Value is greater than or equal to $2.5M			Map to BI Fields: Fact - Dim - Award Doc FPDS ATOM Type of Contract Pricing Code, Award Doc Main Attributes - Award Fiscal Year, Dim - Award Doc FPDS ATOM - Total Base And All Options Value			Column Q - Award Base and All Options Value (BAOV) + Column P - Type of Contract Pricing Code + Column S - Award Fiscal Year			A = Fixed Price Redetermination
B = Fixed Price Level of Effort
J = Firm Fixed Price
K = Fixed Price with Economic Price Adjustment
L = Fixed Price Incentive
M = Fixed Price Award Fee


			1.2.3			If the Type of Contract Pricing Code is equal to A, B, J, K, L, OR M AND the award FY is equal to FY15 AND the Base and All Options Value is greater than or equal to $1M			Map to BI Fields: Fact - Dim - Award Doc FPDS ATOM Type of Contract Pricing Code, Award Doc Main Attributes - Award Fiscal Year, Dim - Award Doc FPDS ATOM - Total Base And All Options Value			Column Q - Award Base and All Options Value (BAOV) + Column P - Type of Contract Pricing Code + Column S - Award Fiscal Year			A = Fixed Price Redetermination
B = Fixed Price Level of Effort
J = Firm Fixed Price
K = Fixed Price with Economic Price Adjustment
L = Fixed Price Incentive
M = Fixed Price Award Fee


			1.2.4			If the Type of Contract Pricing Code is equal to A, B, J, K, L, OR M AND the award FY is greater than or equal to FY16 AND the Base and All Options Value is greater than or equal to $500K			Map to BI Fields: Fact - Dim - Award Doc FPDS ATOM Type of Contract Pricing Code, Award Doc Main Attributes - Award Fiscal Year, Dim - Award Doc FPDS ATOM - Total Base And All Options Value			Column Q - Award Base and All Options Value (BAOV) + Column P - Type of Contract Pricing Code + Column S - Award Fiscal Year			A = Fixed Price Redetermination
B = Fixed Price Level of Effort
J = Firm Fixed Price
K = Fixed Price with Economic Price Adjustment
L = Fixed Price Incentive
M = Fixed Price Award Fee





			2			Email Notification - bot fills out email template and sends email to POCs for all contracts on report			Email Template


			2.1			To: <Contractor POC Email>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - Email			Column AC - Email


			2.2			CC: <Contracting Officer Email>, ecf@gsa.gov			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.3			Email Subject: <Contract Number> Service Contracting Inventory Annual Reporting			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4			Body of Email


			2.4.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title			Column V - Award Title


			2.4.3			<Contractor Name>			Map to BI Field: Dim - Award Doc Vendor - Vendor Name			Column AB - Vendor Name


			2.4.4			<Contractor Address>			Map to BI Field: Dim - Award Doc Vendor - Award Doc Vendor SAM - Address Str			Column AA - Address Str


			2.4.5			<Contractor POC Name>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - First Name			Column AD - Govt Business POC Name


			2.4.6			<52.204-14 Service Contract Reporting Requirements/52.204-15 Service Contract Reporting Requirements for Indefinite-Delivery Contracts>			Select 52.204-14 if Contract Type is NOT equal to Blanket Purchase Agreement, IDV, IDDQ OR IDIQ

Select 52.204-15 if Contract Type is equal to Blanket Purchase Agreement, IDV, IDDQ OR IDIQ

Map to BI Field: Dim - Award Doc Main Attributes - Award Type			Column W - Award Type Description			I need logic for selecting Col B Language

Include clause 52.204-14 if Award Type is NOT equal to BPA, IDV, IDDQ, IDIQ OR BOA

Include clause 52.204-15 if Award Type is equal to BPA, IDV, IDDQ, IDIQ OR BOA


			2.4.7			<YEAR>			Insert current year			Current FY


			2.4.7			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4.9			<Reporting Year>			Insert current year			Current FY


			2.4.10			<Contracting Officer Name>			Map to BI Field: Contracting Officer Name			Column AF - CO Name


			2.4.11			<Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.5			Bot sends email


			END OF AUTOMATION





			Enhancements (Future State)


						RPA would send out a second notification every 
December 1st, 30 days before Annual SAM 
deadline									A form will be sent to the CO confirming if this was reporting was done.  If "no" - send another reminder out.  If "yes", then no further reminders would be needed.








VETS 4212


			#			Business Rule			Templates / Resources			Source			Notes


			1			Identification of Contracts Requiring VETS 4212 Reporting			FAR 52.222-37


			1.1			Bot runs annually on July 1st to identify contracts									Bot triggered by set date, 30 days prior to first day reporting opens / 90 days prior to September 30th of current year [Reporting period is from August 1 - September 30 each year]


			1.2			Identify all contracts that were active in the prior FY (award status is NOT closed OR cancelled 10/1/XX - 9/30/XX)			Map to BI Field: Dim - Award Doc Main Attributes - Award Status			Column U - Award Status						I only see the current status.  How would I know what was not closed or cancelled on 9-30 of the prior year?

The report from BI is only pulling active contracts and contracts that have been closed in FY20 or FY21. It will be updated each FY to only pull the correct contracts. So, the bot should pull all active contracts with a Signed Date of 10/1 to 9/30 of the previous FY. - Sara


			1.3			Include contracts if Base and All Options Value is greater than $150K			Map to BI Fields: Fact - Award Doc - Award Base and All Options Value (BAOV)			Column Q - Award Base and All Options Value (BAOV)			DOL Reporting open period is called the 'annual filing period' and starts August 1 through September 30. Reports filed before August 1 are be treated as part of the previous year's filing cycle.





			2			Email Notification - bot fills out email template and sends email to POCs for all contracts on report			Email Template


			2.1			To: <Contractor POC Email>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - Email			Column AC - Email


			2.2			CC: <Contracting Officer Email>, ecf@gsa.gov			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.3			Email Subject: <Contract Number> VETS 4212 Reporting			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4			Body of Email


			2.4.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number			Column T - Award Number


			2.4.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title			Column V - Award Title


			2.4.3			<Contractor Name>			Map to BI Field: Dim - Award Doc Vendor - Vendor Name			Column AB - Vendor Name


			2.4.4			<Contractor Address>			Map to BI Field: Dim - Award Doc Vendor - Award Doc Vendor SAM - Address Str			Column AA - Address Str


			2.4.5			<Contractor POC Name>			Map to BI Field: Dim - Award Doc Vendor SAM POC - Government Business - First Name			Column AD - Govt Business POC Name


			2.4.6			<Contracting Officer Name>			Map to BI Field: Contracting Officer Name			Column AF- CO Name


			2.4.7			<Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer			Column B - Contracting Officer


			2.5			Bot sends email


			END OF AUTOMATION








Alerts


			#			Business Rule			Templates / Resources			Recordings			Notes


			1			Identification of Contracts Approaching Reprocurement


			1.1			Bot runs daily to identify contracts


			1.2			Include contracts if Award Status is NOT equal to closed or cancelled			Map to BI Field: Dim - Award Doc Main Attributes - Award Status


			1.3			Include contracts if Contract Type is Indefinite Delivery Vehicle OR Indefinite Delivery Indefinite Quantity OR Blanket Purchase Agreement OR Indefinite Delivery Definite Quantity OR Basic Ordering Agreement 			Map to BI Field: Dim - Award Doc Main Attributes - Award Type


			1.4			Include contracts if Contract Type is Stand Alone Contract OR Purchase Order AND Category is Service AND Recurring Service is Yes			Map to BI Field: Dim - Award Doc Main Attributes - Award Type, Award Doc Main Attributes - Category Code, Award Doc Main Attributes - Sub-Category Code, Award Doc Main Attributes - Is Recurring Service


			1.5			Include contracts if Award Effective Date is equal to 42 months OR 48 months OR 102 months OR 108 months prior to today			Map to BI Fields: Dim - Award Doc Dates - Effective Date





			2			Bot sends form to CO to confirm reprocurement at 18 months


			2.1			Bot pre-fills Reprocurement Verification Form			Reprocurement Verification Form


			2.1.1			<Award Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.1.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			2.2			Bot completes email template			Email Template


			2.2.1			To: <Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer


			2.2.2			CC: ecf@gsa.gov


			2.2.3			Email Subject: <Contract Number> Request to Confirm Reprocurement			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.3			Body of Email


			2.3.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.3.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			2.3.3			<Contracting Officer’s Name>			Map to BI Field: Contracting Officer Name


			2.4			If bot records response of "yes" to question 1 on the form, proceed to step 3.

If bot records response of "no" to question 1 on the form, end of automation.			Project Reprocurement Verification Form (Responses)


			2.5			If bot does not record a response for 4 weeks, resend email


			2.5.1			Add "Second Request" to beginning of subject line in step 2.2.3





			3			Bot sends initial alert to award team of scheduled contract expiration			Email template


			3.1			Bot sends when it receives a "yes" response to question 1 on the form			Project Reprocurement Verification Form (Responses)


			3.2			To: <all award team members>			Map to BI Fields: Dim - Award Doc Contacts - Contracting Officer, Dim - Award Doc Contacts - Contracting Specialist, Dim - Award Doc Contacts - Program Manager, Dim - Award Doc Contacts - Team Member, Dim - Award Doc Contacts - Budget Analyst, Dim - Award Doc Contacts - Contracting Officer's Representative, Dim - Award Doc Contacts - Receiver, Dim - Award Doc Contacts - Supervisor


			3.3			CC: ecf@gsa.gov


			3.4			Email Subject: <Contract Number> Scheduled Contract Expiration Alert			Map to BI Fields: Dim - Award Doc Main Attributes - Award Number


			3.5			Body of Email


			3.5.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			3.5.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			3.5.3			Bot sends email





			4			Reminder Email Notification at 12 months - bot fills out email template and sends email to POCs for all contracts on report			Email Template


			4.1			If bot receives a "yes" response to question 1 on the form, bot sends email when Award Effective Date is 48 months or 108 months prior to today			Map to BI Fields: Dim - Award Doc Dates - Effective Date


			4.2			To: <Contracting Officer Email> 			Map to BI Fields: Dim - Award Doc Contacts - Contracting Officer


			4.3			CC: <all other award team members>, ecf@gsa.gov			Map to BI Fields: Dim - Award Doc Contacts - Contracting Specialist, Dim - Award Doc Contacts - Program Manager, Dim - Award Doc Contacts - Team Member, Dim - Award Doc Contacts - Budget Analyst, Dim - Award Doc Contacts - Contracting Officer's Representative, Dim - Award Doc Contacts - Receiver, Dim - Award Doc Contacts - Supervisor


			4.4			Email Subject: <Contract Number> Scheduled Contract Expiration Final Reminder			Map to BI Fields: Dim - Award Doc Main Attributes - Award Number


			4.5			Body of Email


			4.5.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			4.5.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			4.6			Bot sends email


			END OF AUTOMATION








OptionsToExercise


			#			Business Rule			Templates / Resources			Recordings			Notes


			1			Identification of Potential Contracts with Options to be Exercised


			1.1			Bot runs daily to identify contracts


			1.2			Include contracts if Award Status is NOT equal to closed or cancelled			Map to BI Field: Dim - Award Doc Main Attributes - Award Status


			1.3			Include contracts if Contract Type is Indefinite Delivery Vehicle OR Indefinite Deliver Indefinite Quantity OR Blanket Purchase Agreement OR Indefinite Deliver Definite Quantity OR Basic Ordering Agreement 			Map to BI Field: Dim - Award Doc Main Attributes - Award Type


			1.4			Include contracts if Contract Type is Stand Alone Contract OR Purchase Order AND Category is Service AND Recurring Service is Yes			Map to BI Field: Dim - Award Doc Main Attributes - Award Type, Award Doc Main Attributes - Category Code, Award Doc Main Attributes - Sub-Category Code, Award Doc Main Attributes - Is Recurring Service


			1.5			Include contracts if Award Effective Date is equal to 8 months OR 20 months OR 32 months OR 44 months OR 56 months OR 68 months OR 80 months OR 92 months OR 104 months prior to today			Map to BI Fields: Dim - Award Doc Dates - Effective Date





			2			Email Notification - bot fills out email template and sends email to POCs for all contracts on report


			2.1			Bot pre-fills Options Verification Form with Award Number and Award Title			Options Verification Form


			2.1.1			<Award Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.1.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			2.2			Bot completes email template			Email Template


			2.2.1			To: <Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer


			2.2.2			CC: ecf@gsa.gov


			2.2.3			Email Subject: <Contract Number> Request to Confirm Intent to Exercise Option			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.3			Body of Email


			2.3.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			2.3.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			2.3.3			<Contracting Officer’s Name>			Map to BI Field: Contracting Officer Name


			2.4			If bot records response of "yes" to question 1 on the form, proceed to step 3.

If bot records response of "no" to question 1 on the form, end of automation.			Options Verification Request Form (Responses)


			2.5			If bot does not record a response for 2 weeks, resend email


			2.5.1			Add "Second Request" to beginning of subject line in step 2.2.3





			3			Email Notification - bot fills out email template and sends email to POCs for all contracts on report at prescribed number of days prior to Completion Date			Email template


			3.1			If bot records yes to question 1 on form, bot sends email the Number of Days Prior to Completion Date noted on the Google Form
(= Completion Date - Number of Days Prior to Completion Date)			Map to BI Field: Dim - Award Doc Dates - Completion Date

Map to: 'Options Verification Request' Google Form - Number of Days Prior to Completion Date


			3.2			To: <Contractor POC Email>			Map to: 'Options Verification Request' Google Form - Contractor POC Email Address


			3.3			CC: <Contracting Officer Email>, <Contracting Officer's Representative>, ecf@gsa.gov			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer, Dim - Award Doc Contacts - Contracting Officer's Representative


			3.4			Email Subject: <Contract Number> Preliminary Notice of Intent to Exercise <Option/Follow On Year>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number

Map to: 'Options Verification Request' Google Form - Please choose the appropriate terminology for this contract.


			3.5			Body of Email


			3.5.1			<Contract Number>			Map to BI Field: Dim - Award Doc Main Attributes - Award Number


			3.5.2			<Award Title>			Map to BI Field: Dim - Award Doc Main Attributes - Award Title


			3.5.3			<Contractor Name>			Map to BI Field: Dim - Award Doc Vendor - Vendor Name


			3.5.4			<Contractor Address>			Map to BI Field: Dim - Award Doc Vendor - Award Doc Vendor SAM - Address Str


			3.5.5			<Contractor POC Name>			Map to: 'Options Verification Request' Google Form - Contractor POC Name


			3.5.6			<Option Period/Follow On Year>			Map to: 'Options Verification Request' Google Form - Please choose the appropriate terminology for this contract.


			3.5.7			<XX>			Map to: 'Options Verification Request' Google Form - Next Option Period/Follow On Year Number


			3.5.8			<XX/XX/XXXX - XX/XX/XXXX>			Map to: 'Options Verification Request' Google Form - Next Option Period/Follow On Year of Period of Performance Begins, 'Options Verification Request' Google Form - Next Option Period/Follow On Year of Period of Performance Ends


			3.5.9			<Option/Follow On Year>			Map to: 'Options Verification Request' Google Form - Please choose the appropriate terminology for this contract.


			3.5.10			<XXX>			Map to: 'Options Verification Request' Google Form - Number of days prior to the expiration of the contract that modification is expected to be issued


			3.5.11			<The contract price for the option period may be adjusted in accordance with FAR 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (Multiple Year and Option Contracts). Any such adjustment must be in accordance with this clause, as a result of the current Wage Determination/CBA. Please note that in accordance with the clause, you have 30 days from your receipt of this letter to submit such a request.>			Map to: 'Options Verification Request' Google Form - Do you wish to include the following paragraph in the Notice of Intent?


			3.5.12			<All terms and conditions of the above referenced contract shall remain intact. There is no change in the scope of services.>			Map to: 'Options Verification Request' Google Form - Is there a planned change in scope with the upcoming option? 

If no, include the sentence. If yes, omit the sentence.


			3.5.13			<Contracting Officer Name>			Map to BI Field: Contracting Officer Name


			3.5.14			<Contracting Officer Email>			Map to BI Field: Dim - Award Doc Contacts - Contracting Officer


			3.6			Bot sends email


			END OF AUTOMATION








Schedule


			Report			Period			Note


			Biobased			Oct 1


			eSRS			Mar 15, Sep 15			Manual Review of Data


			FAPIIS			Daily


			FSRS			Daily


			Insurance			Daily


			SCI			Oct 1


			VETS 4212			Jul 1


			Alerts			Daily


			Option			Daily








































































































































RPA
General Services AdministrationGeneral Services Administration



• Reminds contractors of requirement to submit 
annual BioPreferred reports in SAM



• RPA identifies applicable contracts and sends 
reminder email to Contractor POC in the 
contractor’s SAM profile



Biobased Reporting



  BUSINESS RULES  EMAIL TEMPLATE





https://docs.google.com/spreadsheets/d/19DhcXjWjqXeluHJpBns7-T754PsFKGbN6w8_pCEIoQ4/edit#gid=1345442661


https://docs.google.com/document/d/1B-ZKUOX-DyDpotuWPIcAcRYi-8Fxjk82PfpvedSnv8U/edit








RPA
General Services AdministrationGeneral Services Administration



● Reminds contractors of requirement to submit 
semi-annual reports in eSRS



● Regions will still have opportunity to review list 
of contracts prior to reminders being sent to 
contractors



● Automating only the reminder portion of the 
current OAM ASM process



eSRS Reporting



  BUSINESS RULES EMAIL TEMPLATE
(Regional Review)



EMAIL TEMPLATE
(To Contractors)





https://docs.google.com/spreadsheets/d/19DhcXjWjqXeluHJpBns7-T754PsFKGbN6w8_pCEIoQ4/edit#gid=2007370405


https://docs.google.com/document/d/1PiIPPQYeEa4iSZhYBT5a1AGTzUCY06oxQnwGV7eO2Ko/edit


https://docs.google.com/document/d/1Mr0B5h-FJtKBz3A0-0sLEOJ1WTguEokCcOmmomBHjW8/edit








RPA
General Services AdministrationGeneral Services Administration



● Reminds contractors of requirement to submit 
semi-annual reports in SAM



● RPA identifies applicable contracts and sends 
reminder email to Contractor POC in the 
contractor’s SAM profile



FAPIIS Reporting



BUSINESS RULES  EMAIL TEMPLATE





https://docs.google.com/spreadsheets/d/19DhcXjWjqXeluHJpBns7-T754PsFKGbN6w8_pCEIoQ4/edit#gid=1313349331


https://docs.google.com/document/d/1RRDZkZkoF1AWHIT_Z8x4YMSv8FCpILR5hQInRgUM6_4/edit








RPA
General Services AdministrationGeneral Services Administration



● Reminds contractors of requirement to submit an 
annual report to the Federal Funding 
Accountability and Transparency Act Subaward 
Reporting System (FSRS) website



● RPA identifies applicable contracts and sends 
reminder email to Contractor POC in the 
contractor’s SAM profile



FSRS Reporting



BUSINESS RULES EMAIL TEMPLATE





https://docs.google.com/spreadsheets/d/19DhcXjWjqXeluHJpBns7-T754PsFKGbN6w8_pCEIoQ4/edit#gid=43177078


https://docs.google.com/document/d/1EswBgxvf6oiRtgMQHz9pPUyJjcwd5K_V7lWcHqHBgVA/edit








RPA
General Services AdministrationGeneral Services Administration



● Reminds contractors of requirement to submit annual 
proof of insurance to the CO



● RPA identifies applicable contracts and sends reminder 
email to Contractor POC in the contractor’s SAM profile



Proof of Insurance



BUSINESS RULES EMAIL TEMPLATE





https://docs.google.com/spreadsheets/d/19DhcXjWjqXeluHJpBns7-T754PsFKGbN6w8_pCEIoQ4/edit#gid=1817021504


https://docs.google.com/document/d/1mowbdyNQ0t3IbRthU9NumjMd1U9xMy45v31pIRTeKJk/edit








RPA
General Services AdministrationGeneral Services Administration



● Reminds contractors of requirement to submit 
annual SCI reports in SAM



● RPA identifies applicable contracts and sends 
reminder email to Contractor POC in the 
contractor’s SAM profile



Service Contract Inventory Reporting



  BUSINESS RULES   EMAIL TEMPLATE





https://docs.google.com/spreadsheets/d/19DhcXjWjqXeluHJpBns7-T754PsFKGbN6w8_pCEIoQ4/edit#gid=592193594


https://docs.google.com/document/d/1WB3t-3Mg6CGGSitPv0cYFCVeZdldiwoTIwkkaz40SQo/edit








RPA
General Services AdministrationGeneral Services Administration



● Reminds contractors of requirement to submit 
annual VETS 4212 reports to DOL site



● RPA identifies applicable contracts and sends 
reminder email to Contractor POC in the 
contractor’s SAM profile



VETS 4212 Reporting



  BUSINESS RULES  EMAIL TEMPLATE





https://docs.google.com/spreadsheets/d/19DhcXjWjqXeluHJpBns7-T754PsFKGbN6w8_pCEIoQ4/edit#gid=951737024


https://docs.google.com/document/d/1Q39lP_OnE-QN9kfxiwBrAnNvDGGsC4KyIcev7si1urk/edit
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Determination of 
Contractor Responsibility
DORA  



Acquisition Innovation
through Technology



A I T











About RPA:
Robotic Process Automation is an emerging form of business 
process automation also known as a “bot.”  It is a form of 
automation that uses simple rules for structured data. The tools 
and techniques mimic those of human interactions with IT 
systems on a computer or desktop and perform other 
repetitious processes. 



About MICC



supplies and services vital to the U.S. Army mission and 
well-being of Soldiers and their families. The command also 
supports the Army's contingency and wartime missions by 
rapidly deploying trained and ready contingency contracting 
Soldiers around the world to procure goods and services in 
austere environments.



About ODASA(P)



managing the acquisition of contract services (see Army General 



Enterprise. The Army Contracting Enterprise provides 



operations.



What’s next? 
The team is looking to fully deploy the DORA bot across the rest 



If you have an idea or are interested in learning 
more, please contact Liz Chirico at 



(703)697-1923, elizabeth.a.chirico.civ@mail.mil; 



the following information so we can better assist you:



· Estimated # of contracting actions per year and per month



· 



· Do you require a customized template and/or process 



· Status Report frequency (monthly/quarterly)



· Delivery timeframe



Strategic Alignment
· 



· 
18-23



· National Defense Strategy (NDS)



· 
Strategy



· DOD Digital Modernization Strategy



· The Army Strategy - Modernization



ODASA(P)  https://procurement.army.mil/             AIT













NIST Responsibility 
Determination 
Automation (BOT)
UNITED STATES  DEPARTMENT OF COMMERCE



1











BACKGROUND



Quotation Submission
- FAR 52.204-7 System for Award Management - Offerors are required to register in SAM at the time of 



quotation/proposal submission



- Confirm Small Business Status 



Pre-Award 
• FAR 52.204-7 System for Award Management - Offerors are required to register in SAM prior to award  
• Per FAR 9, Contract Special/Contracting Officer must determine an offeror is a responsible party prior to award











CURRENT STATE 



This process includes going to multiple websites to obtain the necessary PDF printouts for the contract file.  This includes:



1. SAM.gov



a. Log-in (6 steps)



b. Search by UEI, Click into the record, Click Print, Rename, Save



i. CORE Data, Reps&Certs, Exclusion  (3 output)



ii. 12 steps



2. FAPIIS



a. Search by UEI, Click into the record, Click Print, Rename, Save



b. 5 steps  (1 output)



3. If Small business, go to https://web.sba.gov/pro-net/search/dsp_dsbs.cfm



a. Search by UEI, Click into the record, Click Print, Rename, Save



b. 5 steps  (1 output)



(38 Steps Total)





https://web.sba.gov/pro-net/search/dsp_dsbs.cfm








INSTRUCTIONS



The purpose of this bot is to simplify this process.  By:



1. Send request e-mail to geobot@NIST.GOV
2. Title of the e-mail: Anything, but I usually use the name of the vendor
3. Body of the e-mail: UEI (Unique Entity ID) 



• Example: “UEI 12345678910” or just “12345678910”



4-5 PDF printouts will return by e-mail in about 5-10 mins. 
i. SAM CoreData
ii. Reps&Certs
iii. FAPIIS/Corporate Relationship
iv. SBA Profile (if applicable)



2-3 Steps  as compared to 38 steps or about the same time one will need to log into 
SAM.gov
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INSTRUCTIONS



Submit multiple requests within one e-mail by putting a semi-colon between the UEI 
numbers. 



Example:



DMHDNDCPWUD1; EYC4JKCBA7J9; C4HKEB7DRCR8; 



A different e-mail will return for each of the UEI numbers submitted. 











TESTING



Fully implemented at NIST



Now available for Testing at:



NOAA.gov
DOC.gov
PTO.gov
Firstnet.gov
Census.gov



Calling for volunteers/feedback.  Please contact Billy Wong at hnw6@nist.gov for more 
information.  
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From: Wong, Hing Pan (Fed)
To: geobot
Subject: MITRE Corporation
Date: Tuesday, April 12, 2022 3:46:00 PM
Attachments: image001.png



DMHDNDCPWUD1
 
Thank you,
 
Hing Pan (Billy) Wong
Contracting Officer
National Institute of Standards and Technology
Acquisition Management Division
Building 301 Room B162
100 Bureau Drive
Gaithersburg, MD 20899-1640
Email: HNW6@nist.gov
Phone: 301-975-6289
In an effort to evaluate customer satisfaction, the DOC/OAAM would appreciate your taking a
few moments to complete our Client Survey by clicking on the link below. Your time and effort
in providing this valuable feedback pertaining to the services you received is greatly
appreciated.



 





mailto:hingpan.wong@nist.gov
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https://forms.office.com/g/rnSnAf6jsM













From: geobot
To: Wong, Hing Pan (Fed)
Subject: UEI : DMHDNDCPWUD1 THE MITRE CORPORATION at 04/12/2022 15:49:49
Date: Tuesday, April 12, 2022 3:50:20 PM
Attachments: DMHDNDCPWUD1_CoreData.pdf



DMHDNDCPWUD1_Corporate Relationships_04-12-2022.pdf
DMHDNDCPWUD1_FAPIIS Details_04-12-2022.pdf
DMHDNDCPWUD1_Reps&Certs_04-12-2022.pdf



Thank you for your request on date Tue, Apr 12, 2022 with email subject MITRE
Corporation received by the geobot@NIST.GOV automation.



UEI #: DMHDNDCPWUD1
Vendor's Name: THE MITRE CORPORATION
Vendor's Address: 7515 COLSHIRE DR MC LEAN, VA 22102-7539 USA
Status: Active as of Aug 26, 2021
Expiration: Aug 18, 2022
Purpose of Registration: All Awards
Debt Subject to Offset: No
Active Exclusion Records: No
Vendor has greater than 10 million dollars contract (Yes/No): Yes
Issues Found in FAPIIS (e.g.: Termination, Adverse Determination) (Yes/No): No
DSBS record (Yes/No): No
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THE MITRE CORPORATION 




 SAM Unique Entity ID 




DMHDNDCPWUD1 




CAGE / NCAGE 




7L030 




 




Purpose of Registration 




All Awards 




Expiration Date 




Aug 18, 2022 




Registration Status 




Active 




Physical Address 




7515 COLSHIRE DR 




MC LEAN, VA 22102-7539 




USA 




 




 




Mailing Address 




7515 COLSHIRE DRIVE 




MCLEAN, VA 22102-7539 




USA 




 




 




Business Information   




Doing Business as 




null 




Division Name 




null 




Division Number 




null 




Congressional District 




DELAWARE  08 




State / Country of Incorporation 




DELAWARE / UNITED STATES 




URL 




null 




Registration Dates 




Activation Date 




Aug 26, 2021 




Submission Date 




Aug 18, 2021 




Initial Registration Date 




Feb 1, 2002 




Entity Dates 




Entity Start Date 




Jul 21, 1958 




Fiscal Year End Close Date 




Dec 31 




 




Immediate Owner 




CAGE 




null 




Legal Business Name 




null 




 




Highest Level Owner 




CAGE 




null 




Legal Business Name 




null 




 




SAM Search Authorization  




I authorize my entity's non-sensitive information to be displayed in SAM public search results: 




Y 




 




Entity Types   




Business Types 




Entity Structure 




Corporate Entity (Tax Exempt) 




Profit Structure 




Non-Profit Organization 




Entity Type 




Business or Organization 




Organization Factors 




null 




Government Types 




(blank) 




  




Financial Information   




 




Accepts Credit Card Payments 




N 




Debt Subject To Offset 




N 




 















Points of Contact  




Electronic Business 




 




Ann Baron, Treasury Services 




FOUO Only 




 




202 BURLINGTON ROAD 




BEDFORD, MA 01730-1420 




USA 




 




 




  




 




 




 




Government Business 




 




Patrick Hughes, Director of Contracts 




FOUO Only 




7515 COLSHIRE DRIVE 




MCLEAN, VA 22102-null 




USA 




 




Robert Orlosky, Contracts Manager 




FOUO Only 




 




7515 COLSHIRE DRIVE 




MCLEAN, VA 22102-null 




USA 




 




 




  




 




 




 




  




 




 




 




 




 


















4/12/22, 3:49 PM FAPIIS Production




https://www.fapiis.gov/fapiis/#/corprel/DMHDNDCPWUD1/7L030/THE MITRE CORPORATION 1/1




Accessibility/Section 508
Production Version: 3.1.8, Build Date: April 2, 2022 6:00 AM




Corporate Relationships
 
Registrants in the System for Award Management (SAM) respond to Corporate Relationship questions in accordance with FAR 52.204-17, Ownership
or Control of Offeror and FAR 52.204-WW. This information is sent to FAPIIS.gov for display as applicable. Maintaining an active registration in SAM
demonstrates the registrant responded to the questions.




 
 




 
 




Download Corporate Relationships Data




Immediate Owner
Legal Business Name Unique Entity ID




(SAM)
CAGE FAPIIS Records




THE MITRE CORPORATION GAVABYGCURL7 4B080 No




Intermediate Owner
Legal Business Name Unique Entity ID




(SAM)
CAGE FAPIIS Records




THE MITRE CORPORATION GAVABYGCURL7 4B080 No




Highest Level Owner
Legal Business Name Unique Entity ID




(SAM)
CAGE FAPIIS Records




THE MITRE CORPORATION GAVABYGCURL7 4B080 No




Home Data Reports Help







https://dodcio.defense.gov/DoDSection508/Std_Stmt.aspx














4/12/22, 3:48 PM FAPIIS Production




https://www.fapiis.gov/fapiis/#/report/DMHDNDCPWUD1/7L030/THE MITRE CORPORATION 1/1




Accessibility/Section 508
Production Version: 3.1.8, Build Date: April 2, 2022 6:00 AM




Search Results




THE MITRE CORPORATION View Corporate Relationships




   Records Count




Proceedings Information (as entered by the Entity in SAM.gov)




Exclusions Information (as entered by the Government in SAM.gov)




No Exclusions Information found in SAM.gov based on your search criteria




Unique Entity ID (SAM): DMHDNDCPWUD1
CAGE: 7L030
Date FAPIIS search conducted: 04/12/2022




Question: 
Does your business or organization (represented by the Unique Entity ID (SAM) on this specific Entity Management section of SAM record) have current
active Federal contracts and/or grants with total value (including any exercised/unexercised options) greater than $10,000,000?
***Contractor Response: YES
 




Question: 
Within the last five years, has your business or organization (represented by the Unique Entity ID (SAM) on this specific Entity Management section of
SAM record) and/or any of its principals, in connection with the award to or performance by your business or organization of a Federal contract or grant,
been the subject of a Federal or State (1) criminal proceeding resulting in a conviction or other acknowledgment of fault; (2) civil proceeding resulting in a
finding of fault with a monetary fine, penalty, reimbursement, restitution, and/or damages greater than $5,000, or other acknowledgment of fault; and/or (3)
administrative proceeding resulting in a finding of fault with either a monetary fine or penalty greater than $5,000 or reimbursement, restitution, or
damages greater than $100,000, or other acknowledgment of fault?
***Contractor Response: 
No - Based on the responses provided while registering in the System for Award Management (SAM.gov), this entity has no criminal, civil, or
administrative proceedings to report in accordance with FAR 52.20-7, FAR 52.209-8, or 2 C.F.R. 200 Appendix XII.
 




UEI: DMHDNDCPWUD1SAM POC Information For: THE MITRE CORPORATION




POC Information
    
  




Alternate POC Information
    
  




Home Data Reports Help







https://dodcio.defense.gov/DoDSection508/Std_Stmt.aspx
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FAR Report
Certification for: THE MITRE CORPORATION
Unique Entity ID: DMHDNDCPWUD1
Certification Validity From: Wed Aug 18 09:44:56 EDT 2021
Certification Validity To: Thu Aug 18 09:44:56 EDT 2022




I have read each of the FAR and DFARS provisions presented on this page. By submitting this certification, I, Robert 
Orlosky, am attesting to the accuracy of the representations and certifications contained herein, including the entire 
NAICS table. I understand that I may be subject to criminal prosecution under Section 1001, Title 18 of the United States 
Code or civil liability under the False Claims Act if I misrepresent THE MITRE CORPORATION in any of these 
representations or certifications to the Government.




By maintaining an active entity registration in SAM, the entity complied with requirements to report proceedings data in 
accordance with:




FAR 52.209-7 Information Regarding Responsibility Matters and with requirements to report executive 
compensation data in accordance with




•




FAR 52.204-10 Reporting Executive Compensation and First-Tier Subcontract Awards.•




READ ONLY PROVISIONS




FAR 52.203-11
Certification and Disclosure Regarding Payments to Influence 
Certain Federal Transactions




(Sep 2007)




(a) Definitions. As used in this provision-"Lobbying contact" has the meaning provided at 2 U.S.C. 1602(8). The terms 
"agency," "influencing or attempting to influence," "officer or employee of an agency," "person," "reasonable 
compensation," and "regularly employed" are defined in the FAR clause of this solicitation entitled "Limitation on 
Payments to Influence Certain Federal Transactions"(52.203-12).




(b) Prohibition. The prohibition and exceptions contained in the FAR clause of this solicitation entitled "Limitation 
on Payments to Influence Certain Federal Transactions" (52.203-12) are hereby incorporated by reference in this 
provision.




(c) Certification. The offeror, by signing its offer, hereby certifies to the best of its knowledge and belief thatno 
Federal appropriated funds have been paid or will be paid to any person for influencing or attempting to influence 
an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of 
a Member of Congress on its behalf in connection with the awarding of this contract.




(d) Disclosure. If any registrants under the Lobbying Disclosure Act of 1995 have made a lobbying contact on behalf 
of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMB Standard Form 
LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not report regularly 
employed officers or employees of the offeror to whom payments of reasonable compensation were made.




(e) Penalty. Submission of this certification and disclosure is a prerequisite for making or entering into this contract 
imposed by 31 U.S.C. 1352. Any person who makes an expenditure prohibited under this provision or who fails to 
file or amend the disclosure required to be filed or amended by this provision, shall be subject to a civil penalty of 
not less than $10,000, and not more than $100,000, for each such failure.




(End of Provision)
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FAR 52.203-18
Prohibition on Contracting with Entities that Require Certain 
Internal Confidentiality Agreements or Statements-
Representation




(JAN 2017)




As prescribed in 3.909–3(a), insert the following provision: Prohibition on Contracting With Entities That Require Certain 
Internal Confidentiality Agreements or Statements-Representation (JAN 2017)




(a) Definition. Internal confidentiality agreement or statement, subcontract, and subcontractor, as used in this 
provision, are defined in the clause at 52.203-19, Prohibition on Requiring Certain Internal Confidentiality 
Agreements or Statements.




(b) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations 
Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in 
continuing resolutions), Government agencies are not permitted to use funds appropriated (or otherwise made 
available) for contracts with an entity that requires employees or subcontractors of such entity seeking to report 
waste, fraud, or abuse to sign internal confidentiality agreements or statements prohibiting or otherwise restricting 
such employees or subcontractors from lawfully reporting such waste, fraud, or abuse to a designated investigative 
or law enforcement representative of a Federal department or agency authorized to receive such information.




(c) The prohibition in paragraph (b) of this provision does not contravene requirements applicable to Standard 
Form 312, (Classified Information Nondisclosure Agreement), Form 4414 (Sensitive Compartmented Information 
Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 
nondisclosure of classified information.




(d) Representation. By submission of its offer, the Offeror represents that it will not require its employees or 
subcontractors to sign or comply with internal confidentiality agreements or statements prohibiting or otherwise 
restricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 
performance of a Government contract to a designated investigative or law enforcement representative of a Federal 
department or agency authorized to receive such information (e.g., agency Office of the Inspector General).




(End of Provision)




FAR 52.209-10 Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015)




(a) Definitions. As used in this clause- "Inverted domestic corporation" means a foreign incorporated entity that 
meets the definition of an inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules 
and definitions of 6 U.S.C. 395(c).




"Subsidiary" means an entity in which more than 50 percent of the entity is owned




(1) Directly by a parent corporation; or




(2) Through another subsidiary of a parent corporation.




(b) If the contractor reorganizes as an inverted domestic corporation or becomes a subsidiary of an inverted 
domestic corporation at any time during the period of performance of this contract, the Government may be 
prohibited from paying for Contractor activities performed after the date when it becomes an inverted domestic 
corporation or subsidiary. The Government may seek any available remedies in the event the Contractor fails to 
perform in accordance with the terms and conditions of the contract as a result of Government action under this 
clause.




(c) Exceptions to this prohibition are located at 9.108-2.




(d) In the event the Contractor becomes either an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting 
Officer within five business days from the date of the inversion event.




(e) Penalty. Submission of this certification and disclosure is a prerequisite for making or entering into this contract 




Page 2 of 52















imposed by 31 U.S.C. 1352. Any person who makes an expenditure prohibited under this provision or who fails to 
file or amend the disclosure required to be filed or amended by this provision, shall be subject to a civil penalty of 
not less than $10,000, and not more than $100,000, for each such failure.




(End of Provision)




FAR 52.212-5
Contract Terms and Conditions Required to Implement Statutes or 
Executive Orders-Commercial Items




(Nov 2020)




(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items:




(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017) 
(section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. 
L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing 
resolutions)).




(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015)




(3) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).




(4) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004)(Public Laws 108-77 and 108-78 (19 U.S.C. 
3805 note)).




(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated 
as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 
[Contracting Officer check as appropriate.] 




__ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I (Oct 
1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).




__ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Apr 2010) (41 U.S.C. 3509)).




__ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 
(June 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and 
Reinvestment Act of 2009.)




__ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Oct 2018) (Pub. L. 
109-282) (31 U.S.C. 6101 note).




__ (5) [Reserved].




__ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).




__ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Jan 2014) (Pub. 
L. 111-117, section 743 of Div. C).




__ (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debarment. (Oct 2015) (31 U.S.C. 6101 note).




__ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Oct 2018) (41 
U.S.C. 2313).




__ (10) [Reserved].




__ (11)




(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a).
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__ (ii) Alternate I (Nov 2011) of 52.219-3.




__ (12)




(i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct 2014) (if 
the offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).




__ (ii) Alternate I (Jan 2011) of 52.219-4.




__ (13) [Reserved]




__ (14)




(i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2020) (15 U.S.C. 644).




__ (ii) Alternate I (Nov 2011).




__ (iii) Alternate II (Nov 2011).




__ (15)




(i) 52.219-7, Notice of Partial Small Business Set-Aside (Nov 2020) (15 U.S.C. 644).




__ (ii) Alternate I (Oct 1995) of 52.219-7.




__ (iii) Alternate II (Mar 2004) of 52.219-7.




__ (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)).




__ (17)




(i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637(d)(4)).




__ (ii) Alternate I (Nov 2016) of 52.219-9.




__ (iii) Alternate II (Nov 2016) of 52.219-9.




__ (iv) Alternate III (Nov 2016) of 52.219-9.




__ (v) Alternate IV (Nov 2016) of 52.219-9.




__ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011)(15 U.S.C. 644(r)).




__ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)).




__ (20) 52.219-16, Liquidated Damages-Subcon-tracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)).




__ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Oct 2019) (15 U.S.C. 
657 f).




__ (22) 52.219-28, Post Award Small Business Program Rerepresentation (Nov 2020) (15 U.S.C. 632(a)(2)).




__ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-
Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)).




__ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns 
Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 U.S.C. 637(m)).




__ (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755).




__ (26) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Oct 2019) (E.O. 13126).




__ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).




__ (28) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).
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__ (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).




__ (30) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).




__ (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).




__ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 
13496).




__ (33)




(i) 52.222-50, Combating Trafficking in Persons (Oct 2020) (22 U.S.C. chapter 78 and E.O. 13627).




__ (ii) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).




__ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). (Not applicable to 
the acquisition of commercially available off-the-shelf items or certain other types of commercial items as 
prescribed in 22.1803.)




__ (35) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016). (Applies at $50 million for 
solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017; applies at $500,000 
for solicitations and resultant contracts issued after April 24, 2017). 
Note to paragraph (b)(35): 
By a court order issued on October 24, 2016, 52.222-59 is enjoined indefinitely as of the date of the order. The 
enjoined paragraph will become effective immediately if the court terminates the injunction. At that time, 
GSA, DoD and NASA will publish a document in the Federal Register advising the public of the termination of 
the injunction.




__ (36) 52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016).




__ (37)




(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May 
2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-
shelf items.)




__ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.)




__ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (Jun 
2016) (E.O. 13693).




__ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners 
(Jun 2016) (E.O. 13693).




__ (40)




(i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) (E.O.s 13423 and 
13514).




__ (ii) Alternate I (Oct 2015) of 52.223-13.




__ (41)




(i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 13423 and 13514).




__ (ii) Alternate I (Jun 2014) of 52.223-14.




__ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b).




__ (43)




Page 5 of 52















(i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (Oct 2015) (E.O.s 13423 
and 13514).




__ (ii) Alternate I (Jun 2014) of 52.223-16.




__ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (Aug 2011) (E.O. 
13513).




__ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693).




__ (46) 52.223-21, Foams (Jun 2016) (E.O. 13693).




__ (47)




(i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).




__ (ii) Alternate I (Jan 2017) of 52.224-3.




__ (48) 52.225-1, Buy American-Supplies (May 2014) (41 U.S.C. chapter 83).




__ (49)




(i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (May 2014) (41 U.S.C. chapter 83, 
19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-
77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.




__ (ii) Alternate I (May 2014) of 52.225-3.




__ (iii) Alternate II (May 2014) of 52.225-3.




__ (iv) Alternate III (May 2014) of 52.225-3.




__ (50) 52.225-5, Trade Agreements (Oct 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).




__ (51) 52.225-13, Restrictions on Certain Foreign Purchases (June 2008) (E.O.'s, proclamations, and statutes 
administered by the Office of Foreign Assets Control of the Department of the Treasury).




__ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) 
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 
Note).




__ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).




__ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C. 
5150).




__ (55) 52.229-12, Tax on Certain Foreign Procurements (JUN 2020).




__ (56) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505, 10 U.S.C. 
2307(f)).




__ (57) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 U.S.C. 2307(f)).




__ (58) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management (Jul 2013) (31 U.S.C. 
3332).




__ (59) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award Management (Jul 
2013) (31 U.S.C. 3332).




__ (60) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332).




__ (61) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).




__ (62) 52.242-5, Payments to Small Business Subcontractors (Jan 2017)(15 U.S.C. 637(d)(12)).
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__ (63)




(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx. 
1241(b) and 10 U.S.C. 2631).




__ (ii) Alternate I (Apr 2003) of 52.247-64.




(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of 
law or Executive orders applicable to acquisitions of commercial items: 
[Contracting Officer check as appropriate.] 




__ (1) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67).




__ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41 U.S.C. 
chapter 67).




__ (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (Multiple 
Year and Option Contracts) (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).




__ (4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (May 
2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).




__ (5) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 2014) (41 U.S.C. chapter 67).




__ (6) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67).




__ (7) 52.222-55, Minimum Wages Under Executive Order 13658 (Nov 2020).




__ (8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706).




__ (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 U.S.C. 1792).




(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph 
(d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and 
does not contain the clause at 52.215-2, Audit and Records-Negotiation.




(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 
shall have access to and right to examine any of the Contractor's directly pertinent records involving 
transactions related to this contract.




(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for 
any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this 
contract. If this contract is completely or partially terminated, the records relating to the work terminated 
shall be made available for 3 years after any resulting final termination settlement. Records relating to 
appeals under the disputes clause or to litigation or the settlement of claims arising under or relating to this 
contract shall be made available until such appeals, litigation, or claims are finally resolved.




(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain 
any record that the Contractor does not maintain in the ordinary course of business or pursuant to a 
provision of law.




(e)




(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 
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Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a 
subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as 
required by the clause-




(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).




(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements 
(Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing 
Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations 
acts (and as extended in continuing resolutions)).




(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)), in all 
subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts 
to small business concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the 
subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting 
opportunities.




(iv) 52.222-21, Prohibition of Segregated Facilities (Apr 2015)




(v) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).




(vi) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).




(vii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).




(viii) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212)




(ix) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 
13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.




(x) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67).




(xi)




__(A) 52.222-50, Combating Trafficking in Persons (Oct 2020) (22 U.S.C. chapter 78 and E.O 
13627).




__(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O 13627).




(xii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 2014) (41 U.S.C. chapter 
67).




(xiii) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67).




(xiv) 52.222-54, Employment Eligibility Verification (Oct 2015).




(xv) 52.222-55, Minimum Wages Under Executive Order 13658 (Nov 2020) (Executive Order 13658).




(xvi) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016) (Applies at $50 million 
for solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017; applies 
at $500,000 for solicitations and resultant contracts issued after April 24, 2017). 
Note to paragraph (e)(1)(xvi): By a court order issued on October 24, 2016, 52.222-59 is enjoined 
indefinitely as of the date of the order. The enjoined paragraph will become effective immediately if 
the court terminates the injunction. At that time, GSA, DoD and NASA will publish a document in the 
Federal Register advising the public of the termination of the injunction.




(xvii) 52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016)).




(xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706).
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(xix)




(A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).




(B) Alternate I (Jan 2017) of 52.224-3.




(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) 
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 
2302 Note).




(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 U.S.C. 
1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.




(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. 
Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 
52.247-64.




(2) While not required, the contractor may include in its subcontracts for commercial items a minimal 
number of additional clauses necessary to satisfy its contractual obligations.




ALTERNATE I (Feb 2000)




As prescribed in 12.301(b)(4)(i), delete paragraph (d) from the basic clause, redesignate paragraph (e) as paragraph 
(d), and revise the reference to "paragraphs (a), (b), (c), or (d) of this clause" in the redesignated paragraph (d) to 
read "paragraphs (a), (b), and (c) of this clause."




ALTERNATE II (Nov 2020)




As prescribed in 12.301(b)(4)(ii), substitute the following paragraphs (d)(1) and (e)(1) for paragraphs (d)(1) and (e)(1) 
of the basic clause as follows:




(1) The Comptroller General of the United States, an appropriate Inspector General appointed under section 
3 or 8G of the Inspector General Act of 1978 (5 U.S.C. App.), or an authorized representative of either of the 
foregoing officials shall have access to and right to-




(i) Examine any of the Contractor's or any subcontractors' records that pertain to, and involve 
transactions relating to, this contract; and




(ii) Interview any officer or employee regarding such transactions.




(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), and (c), of this clause, the 
Contractor is not required to flow down any FAR clause in a subcontract for commercial items, other than-




(i) Paragraph (d) of this clause. This paragraph flows down to all subcontracts, except the authority of 
the Inspector General under paragraph (d)(1)(ii) does not flow down; and




(ii) Those clauses listed in this paragraph (e)(1). Unless otherwise indicated below, the extent of the 
flow down shall be as required by the clause-




(End of Provision)




FAR 52.222-38 Compliance with Veterans' Employment Reporting Requirements (Feb 2016)




As prescribed in 22.1310 (c), insert the following provision:  
COMPLIANCE WITH VETERANS' EMPLOYMENT REPORTING REQUIREMENTS (Feb 2016) 
By submission of its offer, the offeror represents that, if it is subject to the reporting requirements of 38 U.S.C. 
4212(d) ( i.e., if it has any contract containing Federal Acquisition Regulation clause 52.222-37, Employment Reports 
on Veterans), it has filed the most recent VETS-4212 Report required by that clause.




(End of Provision)
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FAR 52.222-50 Combating Trafficking in Persons (Oct 2020)




As prescribed in 22.1705(a)(1), insert the following clause: 
COMBATING TRAFFICKING IN PERSONS (Oct 2020)




(a) Definitions. As used in this clause-




"Agent" means any individual, including a director, an officer, an employee, or an independent contractor, 
authorized to act on behalf of the organization.




"Coercion" means




(1) Threats of serious harm to or physical restraint against any person;




(2) Any scheme, plan, or pattern intended to cause a person to believe that failure to perform an act 
would result in serious harm to or physical restraint against any person; or




(3) The abuse or threatened abuse of the legal process.




"Commercially available off-the-shelf (COTS) item" means




(1) Any item of supply (including construction material) that is-




(i) A commercial item (as defined in paragraph (1) of the definition at FAR 2.101);




(ii) Sold in substantial quantities in the commercial marketplace; and




(iii) Offered to the Government, under a contract or subcontract at any tier, without 
modification, in the same form in which it is sold in the commercial marketplace; and




(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural products and 
petroleum products.




"Commercial sex act" means any sex act on account of which anything of value is given to or received by any 
person.




"Debt bondage" means the status or condition of a debtor arising from a pledge by the debtor of his or her 
personal services or of those of a person under his or her control as a security for debt, if the value of those 
services as reasonably assessed is not applied toward the liquidation of the debt or the length and nature of 
those services are not respectively limited and defined.




"Employee" means an employee of the Contractor directly engaged in the performance of work under the 
contract who has other than a minimal impact or involvement in contract performance.




"Forced Labor" means knowingly providing or obtaining the labor or services of a person




(1) By threats of serious harm to, or physical restraint against, that person or another person;




(2) By means of any scheme, plan, or pattern intended to cause the person to believe that, if the 
person did not perform such labor or services, that person or another person would suffer serious 
harm or physical restraint; or




(3) By means of the abuse or threatened abuse of law or the legal process.




"Involuntary servitude" includes a condition of servitude induced by means of




(1) Any scheme, plan, or pattern intended to cause a person to believe that, if the person did not enter 
into or continue in such conditions, that person or another person would suffer serious harm or 
physical restraint; or




(2) The abuse or threatened abuse of the legal process.




"Recruitment fees" means fees of any type, including charges, costs, assessments, or other financial 
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obligations, that are associated with the recruiting process, regardless of the time, manner, or location of 
imposition or collection of the fee




(1) Recruitment fees include, but are not limited to, the following fees (when they are associated with 
the recruiting process) for-




(i) Soliciting, identifying, considering, interviewing, referring, retaining, transferring, selecting, 
training, providing orientation to, skills testing, recommending, or placing employees or 
potential employees;




(ii) Advertising;




(iii) Obtaining permanent or temporary labor certification, including any associated fees;




(iv) Processing applications and petitions;




(v) Acquiring visas, including any associated fees;




(vi) Acquiring photographs and identity or immigration documents, such as passports, 
including any associated fees;




(vii) Accessing the job opportunity, including procuring medical examinations and 
immunizations; background, reference, and security clearance checks and examinations; and 
additional certifications;




(viii) An employer's recruiters, agents or attorneys, or other notary or legal fees;




(ix) Language interpretation or translation, arranging for or accompanying on travel, or 
providing other advice to employees or potential employees;




(x) Government-mandated fees, such as border crossing fees, levies, or worker welfare funds;




(xi) Transportation and subsistence costs-




(A) While in transit, including, but not limited to, airfare or costs of other modes 
oftransportation, terminal fees, and travel taxes associated with travel from the country 
of originto the country of performance and the return journey upon the end of 
employment; and




(B) From the airport or disembarkation point to the worksite;




(xii) Security deposits, bonds, and insurance; and




(xiii) Equipment charges.




(2) A recruitment fee, as described in the introductory text of this definition, is a recruitment fee, 
regardless of whether the payment is-




(i) Paid in property or money;




(ii) Deducted from wages;




(iii) Paid back in wage or benefit concessions;




(iv) Paid back as a kickback, bribe, in-kind payment, free labor, tip, or tribute; or




(v) Collected by an employer or a third party, whether licensed or unlicensed, including, butnot 
limited to-




(A) Agents;




(B) Labor Brokers;
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(C) Recruiters;




(D) Staffing firms (including private employment and placement firms);




(E) Subsidiaries/affiliates of the employer;




(F) Any agent or employee of such entities; and




(G) Subcontractors at all tiers.




"Severe forms of trafficking in persons" means




(1) Sex trafficking in which a commercial sex act is induced by force, fraud, or coercion, or in which the 
person induced to perform such act has not attained 18 years of age; or




(2) The recruitment, harboring, transportation, provision, or obtaining of a person for labor or 
services, through the use of force, fraud, or coercion for the purpose of subjection to involuntary 
servitude, peonage, debt bondage, or slavery.




"Sex trafficking" means the recruitment, harboring, transportation, provision, or obtaining of a person for 
the purpose of a commercial sex act.




"Subcontract" means any contract entered into by a subcontractor to furnish supplies or services for 
performance of a prime contract or a subcontract.




"Subcontractor" means any supplier, distributor, vendor, or firm that furnishes supplies or services to or for a 
prime contractor or another subcontractor."United States" means the 50 States, the District of Columbia, 
and outlying areas.




(b) Policy. The United States Government has adopted a policy prohibiting trafficking in persons including the 
trafficking-related activities of this clause. Contractors, contractor employees, and their agents shall not-




(1) Engage in severe forms of trafficking in persons during the period of performance of the contract;




(2) Procure commercial sex acts during the period of performance of the contract;




(3) Use forced labor in the performance of the contract;




(4) Destroy, conceal, confiscate, or otherwise deny access by an employee to the employee's identity or 
immigration documents, such as passports or drivers' licenses, regardless of issuing authority;




(5)




(i) Use misleading or fraudulent practices during the recruitment of employees or offering of 
employment, such as failing to disclose, in a format and language understood by the employee or 
potential employee, basic information or making material misrepresentations during the recruitment 
of employees regarding the key terms and conditions of employment, including wages and fringe 
benefits, the location of work, the living conditions, housing and associated costs (if employer or 
agent provided or arranged), any significant cost to be charged to the employee or potential 
employee, and, if applicable, the hazardous nature of the work;




(ii) Use recruiters that do not comply with local labor laws of the country in which the recruiting takes 
place;




(6) Charge employees or potential employees recruitment fees;




(7)




(i) Fail to provide return transportation or pay for the cost of return transportation upon the end of 
employment-




(A) For an employee who is not a national of the country in which the work is taking place and 
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who was brought into that country for the purpose of working on a U.S. Government contract 
or subcontract (for portions of contracts performed outside the United States); or




(B) For an employee who is not a United States national and who was brought into the United 
States for the purpose of working on a U.S. Government contract or subcontract, if the 
payment of such costs is required under existing temporary worker programs or pursuant to a 
written agreement with the employee (for portions of contracts performed inside the United 
States); except that-




(ii) The requirements of paragraphs (b)(7)(i) of this clause shall not apply to an employee who is-




(A) Legally permitted to remain in the country of employment and who chooses to do so; or




(B) Exempted by an authorized official of the contracting agency from the requirement to 
provide return transportation or pay for the cost of return transportation;




(iii) The requirements of paragraph (b)(7)(i) of this clause are modified for a victim of trafficking in 
persons who is seeking victim services or legal redress in the country of employment, or for a witness 
in an enforcement action related to trafficking in persons. The contractor shall provide the return 
transportation or pay the cost of return transportation in a way that does not obstruct the victim 
services, legal redress, or witness activity. For example, the contractor shall not only offer return 
transportation to a witness at a time when the witness is still needed to testify. This paragraph does 
not apply when the exemptions at paragraph (b)(7)(ii) of this clause apply.




(8) Provide or arrange housing that fails to meet the host country housing and safety standards; or




(9) If required by law or contract, fail to provide an employment contract, recruitment agreement, or other 
required work document in writing. Such written work document shall be in a language the employee 
understands. If the employee must relocate to perform the work, the work document shall be provided to 
the employee at least five days prior to the employee relocating. The employee's work document shall 
include, but is not limited to, details about work description, wages, prohibition on charging recruitment 
fees, work location(s), living accommodations and associated costs, time off, roundtrip transportation 
arrangements, grievance process, and the content of applicable laws and regulations that prohibit trafficking 
in persons.




(c) Contractor requirements. The Contractor shall-




(1) Notify its employees and agents of-




(i) The United States Government's policy prohibiting trafficking in persons, described in paragraph 
(b) of this clause; and




(ii) The actions that will be taken against employees or agents for violations of this policy. Such 
actions for employees may include, but are not limited to, removal from the contract, reduction in 
benefits, or termination of employment; and




(2) Take appropriate action, up to and including termination, against employees, agents, or subcontractors 
that violate the policy in paragraph (b) of this clause.




(d) Notification.




(1) The Contractor shall inform the Contracting Officer and the agency Inspector General immediately of-




(i) Any credible information it receives from any source (including host country law enforcement) that 
alleges a Contractor employee, subcontractor, subcontractor employee, or their agent has engaged in 
conduct that violates the policy in paragraph (b) of this clause (see also 18 U.S.C. 1351, Fraud in 
Foreign Labor Contracting, and 52.203-13(b)(3)(i)(A), if that clause is included in the solicitation or 
contract, which requires disclosure to the agency Office of the Inspector General when the Contractor 
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has credible evidence of fraud); and




(ii) Any actions taken against a Contractor employee, subcontractor, subcontractor employee, or their 
agent pursuant to this clause.




(2) If the allegation may be associated with more than one contract, the Contractor shall inform the 
contracting officer for the contract with the highest dollar value.




(e) Remedies. In addition to other remedies available to the Government, the Contractor's failure to comply with the 
requirements of paragraphs (c), (d), (g), (h), or (i) of this clause may result in-




(1) Requiring the Contractor to remove a Contractor employee or employees from the performance of the 
contract;




(2) Requiring the Contractor to terminate a subcontract;




(3) Suspension of contract payments until the Contractor has taken appropriate remedial action;




(4) Loss of award fee, consistent with the award fee plan, for the performance period in which the 
Government determined Contractor non-compliance;




(5) Declining to exercise available options under the contract;




(6) Termination of the contract for default or cause, in accordance with the termination clause of this 
contract; or




(7) Suspension or debarment.




(f) Mitigating and aggravating factors. When determining remedies, the Contracting Officer may consider the 
following:




(1) Mitigating factors. The Contractor had a Trafficking in Persons compliance plan or an awareness program 
at the time of the violation, was in compliance with the plan, and has taken appropriate remedial actions for 
the violation, that may include reparation to victims for such violations.




(2) Aggravating factors. The Contractor failed to abate an alleged violation or enforce the requirements of a 
compliance plan, when directed by the Contracting Officer to do so.




(g) Full cooperation.




(1) The Contractor shall, at a minimum-




(i) Disclose to the agency Inspector General information sufficient to identify the nature and extent of 
an offense and the individuals responsible for the conduct;




(ii) Provide timely and complete responses to Government auditors' and investigators' requests for 
documents;




(iii) Cooperate fully in providing reasonable access to its facilities and staff (both inside and outside 
the U.S.) to allow contracting agencies and other responsible Federal agencies to conduct audits, 
investigations, or other actions to ascertain compliance with the Trafficking Victims Protection Act of 
2000 (22 U.S.C. chapter 78), E.O. 13627, or any other applicable law or regulation establishing 
restrictions on trafficking in persons, the procurement of commercial sex acts, or the use of forced 
labor; and




(iv) Protect all employees suspected of being victims of or witnesses to prohibited activities, prior to 
returning to the country from which the employee was recruited, and shall not prevent or hinder the 
ability of these employees from cooperating fully with Government authorities.




(2) The requirement for full cooperation does not foreclose any Contractor rights arising in law, the FAR, or 
the terms of the contract. It does not-
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(i) Require the Contractor to waive its attorney-client privilege or the protections afforded by the 
attorney work product doctrine;




(ii) Require any officer, director, owner, employee, or agent of the Contractor, including a sole 
proprietor, to waive his or her attorney client privilege or Fifth Amendment rights; or




(iii) Restrict the Contractor from-




(A) Conducting an internal investigation; or




(B) Defending a proceeding or dispute arising under the contract or related to a potential or 
disclosed violation.




(h) Compliance plan.




(1) This paragraph (h) applies to any portion of the contract that-




(i) Is for supplies, other than commercially available off-the-shelf items, acquired outside the United 
States, or services to be performed outside the United States; and




(ii) Has an estimated value that exceeds $550,000.




(2) The Contractor shall maintain a compliance plan during the performance of the contract that is 
appropriate-




(i) To the size and complexity of the contract; and




(ii) To the nature and scope of the activities to be performed for the Government, including the 
number of non-United States citizens expected to be employed and the risk that the contract or 
subcontract will involve services or supplies susceptible to trafficking in persons.




(3) Minimum requirements. The compliance plan must include, at a minimum, the following:




(i) An awareness program to inform contractor employees about the Government's policy prohibiting 
trafficking-related activities described in paragraph (b) of this clause, the activities prohibited, and the 
actions that will be taken against the employee for violations. Additional information about 
Trafficking in Persons and examples of awareness programs can be found at the website for the 
Department of State's Office to Monitor and Combat Trafficking in Persons at 
http://www.state.gov/j/tip/.




(ii) A process for employees to report, without fear of retaliation, activity inconsistent with the policy 
prohibiting trafficking in persons, including a means to make available to all employees the hotline 
phone number of the Global Human Trafficking Hotline at 1-844-888-FREE and its email address at 
help@befree.org.




(iii) A recruitment and wage plan that only permits the use of recruitment companies with trained 
employees, prohibits charging recruitment fees to the employee or potential employee, and ensures 
that wages meet applicable host-country legal requirements or explains any variance.




(iv) A housing plan, if the Contractor or subcontractor intends to provide or arrange housing, that 
ensures that the housing meets host-country housing and safety standards.




(v) Procedures to prevent agents and subcontractors at any tier and at any dollar value from engaging 
in trafficking in persons (including activities in paragraph (b) of this clause) and to monitor, detect, 
and terminate any agents, subcontracts, or subcontractor employees that have engaged in such 
activities.




(4) Posting.




(i) The Contractor shall post the relevant contents of the compliance plan, no later than the initiation 
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of contract performance, at the workplace (unless the work is to be performed in the field or not in a 
fixed location) and on the Contractor's Web site (if one is maintained). If posting at the workplace or 
on the Web site is impracticable, the Contractor shall provide the relevant contents of the compliance 
plan to each worker in writing.




(ii) The Contractor shall provide the compliance plan to the Contracting Officer upon request.




(5) Certification. Annually after receiving an award, the Contractor shall submit a certification to the 
Contracting Officer that-




(i) It has implemented a compliance plan to prevent any prohibited activities identified at paragraph 
(b) of this clause and to monitor, detect, and terminate any agent, subcontract or subcontractor 
employee engaging in prohibited activities; and




(ii) After having conducted due diligence, either-




(A) To the best of the Contractor's knowledge and belief, neither it nor any of its agents, 
subcontractors, or their agents is engaged in any such activities; or




(B) If abuses relating to any of the prohibited activities identified in paragraph (b) of this clause 
have been found, the Contractor or subcontractor has taken the appropriate remedial and 
referral actions.




(i) Subcontracts.




(1) The Contractor shall include the substance of this clause, including this paragraph (i), in all subcontracts 
and in all contracts with agents. The requirements in paragraph (h) of this clause apply only to any portion of 
the subcontract that-




(A) Is for supplies, other than commercially available off-the-shelf items, acquired outside the United 
States, or services to be performed outside the United States; and




(B) Has an estimated value that exceeds $550,000.




(2) If any subcontractor is required by this clause to submit a certification, the Contractor shall require 
submission prior to the award of the subcontract and annually thereafter. The certification shall cover the 
items in paragraph (h)(5) of this clause.




ALTERNATE I (Mar 2015)




As prescribed in 22.1705




(2) , substitute the following paragraph in place of paragraph (c)(1)




(i) of the basic clause:




(i)




(2) , substitute the following paragraph in place of paragraph (c)(1)




(i) of the basic clause:




(i)




or notice(s) applicable to employees performing work at the contract place(s) of performance as indicated below:




Document Title Document may be obtained from: Applies o performance in/at:




[Contracting Officer shall insert title of directive/notice; indicate the document is attached or provide source (such 
as website link) for obtaining document; and, indicate the contract performance location outside the United States. 
to which the document applies.]
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applicable to employees performing work at the contract place(s) of performance as indicated below:




Document Title Document may be obtained from: Applies o performance in/at:




[Contracting Officer shall insert title of directive/notice; indicate the document is attached or provide source (such 
as website link) for obtaining document; and, indicate the contract performance location outside the United States. 
to which the document applies.]




of performance as indicated below:




Document Title Document may be obtained from: Applies o performance in/at:




[Contracting Officer shall insert title of directive/notice; indicate the document is attached or provide source (such 
as website link) for obtaining document; and, indicate the contract performance location outside the United States. 
to which the document applies.]




(End of Provision)




FAR 52.222-56 Certification Regarding Trafficking in Persons Compliance Plan (Oct 2020)




As prescribed in 22.1705(b), insert the following provision: 
CERTIFICATION REGARDING TRAFFICKING IN PERSONS COMPLIANCE PLAN (Oct 2020)




(a) The term "commercially available off-the-shelf (COTS) item," is defined in the clause of this solicitation entitled 
"Combating Trafficking in Persons" (FAR clause 52.222-50).




(b) The apparent successful Offeror shall submit, prior to award, a certification, as specified in paragraph (c) of this 
provision, for the portion (if any) of the contract that-




(1) Is for supplies, other than commercially available off-the-shelf items, to be acquired outside the United 
States, or services to be performed outside the United States; and




(2) Has an estimated value that exceeds $550,000.




(c) The certification shall state that-




(1) It has implemented a compliance plan to prevent any prohibited activities identified in paragraph (b) of 
the clause at 52.222-50, Combating Trafficking in Persons, and to monitor, detect, and terminate the contract 
with a subcontractor engaging in prohibited activities identified at paragraph (b) of the clause at 52.222-50, 
Combating Trafficking in Persons; and




(2) After having conducted due diligence, either-




(i) To the best of the Offeror's knowledge and belief, neither it nor any of its proposed agents, 
subcontractors, or their agents is engaged in any such activities; or




(ii) If abuses relating to any of the prohibited activities identified in 52.222-50(b) have been found, the 
Offeror or proposed subcontractor has taken the appropriate remedial and referral actions.




(End of Provision)




FAR 52.223-1 Biobased Product Certification (May 2012)




(a) As required by the Farm Security and Rural Investment Act of 2002 and the Energy Policy Act of 2005 (7 U.S.C. 
8102(c)(3)), the offeror certifies, by signing this offer, that biobased products (within categories of products listed by 
theUnited States Department of Agriculture in 7 CFR part 3201, subpart B) to be used or delivered in the performance of 
the contract, other than biobased products that are not purchased by the offeror as a direct result of this contract, will 
comply with the applicable specifications or other contractual requirements.




(End of Provision)
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FAR 52.225-20
Prohibition on Conducting Restricted Business Operations in 
Sudan-Certification




(Aug 2009)




(a) Definitions. As used in this provision-




"Business operations" means engaging in commerce in any form, including by acquiring, developing, 
maintaining, owning, selling, possessing, leasing, or operating equipment, facilities, personnel, products, 
services, personal property, real property, or any other apparatus of business or commerce.




"Marginalized populations of Sudan" means- 




(1) Adversely affected groups in regions authorized to receive assistance under section 8(c) of the 
Darfur Peace and Accountability Act (Pub. L. 109-344) (50 U.S.C. 1701 note); and




(2) Marginalized areas in Northern Sudan described in section 4(9) of such Act.




"Restricted business operations" means business operations in Sudan that include power production 
activities, mineral extraction activities, oil-related activities, or the production of military equipment, as 
those terms are defined in the Sudan Accountability and Divestment Act of 2007(Pub. L. 110-174). Restricted 
business operations do not include business operations that the person (as that term is defined in Section 2 
of the Sudan Accountability and Divestment Act of 2007) conducting the business can demonstrate- 




(1) Are conducted under contract directly and exclusively with the regional government of southern 
Sudan;




(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 
Department of the Treasury, or are expressly exempted under Federal law from the requirement to be 
conducted under such authorization;




(3) Consist of providing goods or services to marginalized populations of Sudan;




(4) Consist of providing goods or services to an internationally recognized peacekeeping force or 
humanitarian organization;




(5) Consist of providing goods or services that are used only to promote health or education; or




(6) Have been voluntarily suspended




(b) Certification. By submission of its offer, the offeror certifies that the offeror does not conduct any restricted 
business operations in Sudan.




(End of Provision)




FAR 52.225-25
Prohibition on Contracting with Entities Engaging in Certain 
Activities or Transactions Relating to Iran - Representation and 
Certifications




(Oct 2015)




(a) Definitions. As used in this provision-




"Person"




(1) Means-




(i) A natural person;




(ii) A corporation, business association, partnership, society, trust, financial institution, insurer, 
underwriter, guarantor, and any other business organization, any other nongovernmental 
entity, organization, or group, and any governmental entity operating as a business enterprise; 
and




(iii) Any successor to any entity described in paragraph (1)(ii) of this definition; and
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(2) Does not include a government or governmental entity that is not operating as a business 
enterprise.




"Sensitive technology"-  




(1) Means hardware, software, telecommunications equipment, or any other technology that is to be 
used specifically-




(i) To restrict the free flow of unbiased information in Iran; or




(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and




(2) Does not include information or informational materials the export of which the President does not 
have the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency 
Economic Powers Act (50 U.S.C. 1702(b)(3)).




(b) The offeror shall e-mail questions concerning sensitive technology to the Department of State at 
CISADA106@state.gov.




(c) Except as provided in paragraph (d) of this provision or if a waiver has been granted in accordance with 25.703-4, 
by submission of its offer, the offeror-




(1) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 
technology to the government of Iran or any entities or individuals owned or controlled by, or acting on 
behalf or at the direction of, the government of Iran;




(2) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activities for which sanctions may be imposed under section 5 of the Iran Sanctions Act. These sanctioned 
activities are in the areas of development of the petroleum resources of Iran, production of refined 
petroleum products in Iran, sale and provision of refined petroleum products to Iran, and contributing to 
Iran's ability to acquire or develop certain weapons or technologies; and




(3) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly engage 
in any transaction that exceeds $3,500 with Iran's Revolutionary Guard Corps or any of its officials, agents, or 
affiliates, the property and interests in property of which are blocked pursuant to the International 
Emergency Economic Powers Act (50 U.S.C. 1701 et seq.) (see OFAC's Specially Designated Nationals and 
Blocked Persons List at http://www.treasury.gov/ofac/downloads/t11sdn.pdf).




(d) Exception for trade agreements. The representation requirement of paragraph (c)(1) and the certification 
requirements of paragraphs (c)(2) and (c)(3) of this provision do not apply if-




(1) This solicitation includes a trade agreements notice or certification (e.g., 52.225-4, 52.225-6, 52.225-12, 
52.225-24, or comparable agency provision); and




(2) The offeror has certified that all the offered products to be supplied are designated country end products 
or designated country construction material.




(End of Provision)




FAR 52.227-6 Royalty Information (Alternate I) (Apr 1984)




(a) Cost or charges for royalties. When the response to this solicitation contains costs or charges for royalties 
totaling more than $250, the following information shall be included in the response relating to each separate item 
of royalty or license fee:




(1) Name and address of licensor.




(2) Date of license agreement.




(3) Patent numbers, patent application serial numbers, or other basis on which the royalty is payable.
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(4) Brief description, including any part or model numbers of each contract item or component on which the 
royalty is payable.




(5) Percentage or dollar rate of royalty per unit.




(6) Unit price of contract item.




(7) Number of units.




(8) Total dollar amount of royalties.




(b) Copies of current licenses. In addition, if specifically requested by the Contracting Officer before execution of the 
contract, the offeror shall furnish a copy of the current license agreement and an identification of applicable claims 
of specific patents.




ALTERNATE I (APR 1984)




Substitute the following for the introductory portion of paragraph (a) of the basic clause: When the response to this 
solicitation covers charges for special construction or special assembly that contain costs or charges for royalties 
totaling more than $250, the following information shall be included in the response relating to each separate item 
of royalty or license fee:




(End of Provision)




PROVISIONS POPULATED BASED ON REGISTRATION DATA




FAR 52.203-2 Certificate of Independent Price Determination (Apr 1985)




(a) The offeror certifies that-




(1) The prices in this offer have been arrived at independently, without, for the purpose of restricting 
competition, any consultation, communication, or agreement with any other offeror or competitor relating 
to-




(i) Those prices;




(ii) The intention to submit an offer; or




(iii) The methods or factors used to calculate the prices offered.




(2) The prices in this offer have not been and will not be knowingly disclosed by the offeror, directly or 
indirectly, to any other offeror or competitor before bid opening (in the case of a sealed bid solicitation) or 
contract award (in the case of a negotiated solicitation) unless otherwise required by law; and




(3) No attempt has been made or will be made by the offeror to induce any other concern to submit or not to 
submit an offer for the purpose of restricting competition.




(b) Each signature on the offer is considered to be a certification by the signatory that the signatory-




(1) Is the person in the offeror's organization responsible for determining the prices being offered in this bid 
or proposal, and that the signatory has not participated and will not participate in any action contrary to 
paragraphs (a)(1) through (a)(3) of this provision; or




(2)




(i) Has been authorized, in writing, to act as agent for the following principals in certifying that those 
principals have not participated, and will not participate in any action contrary to paragraphs (a)(1) 
through (a)(3) of this provision Patrick Hughes, Director of Contracts; Patrick Hughes, Director of 
Contracts;




(ii) As an authorized agent, does certify that the principals named in subdivision (b)(2)(i) of this 
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provision have not participated, and will not participate, in any action contrary to paragraphs (a)(1) 
through (a)(3) of this provision; and




(iii) As an agent, has not personally participated, and will not participate, in any action contrary to 
paragraphs (a)(1) through (a)(3) of this provision.




(c) If the offeror deletes or modifies paragraph (a)(2) of this provision, the offeror must furnish with its offer a signed 
statement setting forth in detail the circumstances of the disclosure.




(End of Provision)




FAR 52.204-3 Taxpayer Identification (Oct 1998)




(a) Definitions




"Common parent," as used in this provision, means that corporate entity that owns or controls an affiliated 
group of corporations that files its Federal income tax returns on a consolidated basis, and of which the 
offeror is a member.




"Taxpayer Identification Number (TIN)," as used in this provision, means the number required by the Internal 
Revenue Service (IRS) to be used by the offeror in reporting income tax and other returns. The TIN may be 
either a SocialSecurity Number or an Employer Identification Number.




(b) All offerors must submit the information required in paragraphs (d) through (f) of this provision to comply with 
debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26 U.S.C. 6041, 6041A, and 
6050M, and implementing regulations issued by the IRS. If the resulting contract is subject to the payment reporting 
requirements described in Federal Acquisition Regulation (FAR) 4.904, the failure or refusal by the offeror to furnish 
the information may result in a 31 percent reduction of payments otherwise due under the contract.




(c) The TIN may be used by the Government to collect and report on any delinquent amounts arising out of the 
offeror's relationship with the Government (31 U.S.C. 7701(c)(3)). If the resulting contract is subject to the payment 
reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS records to 
verify the accuracy of the offeror's TIN.




(d) Taxpayer Identification Number (TIN). 
*  TIN on file. 
*  TIN has been applied for. 
* TIN is not required because: 
*  Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income effectively 
connected with the conduct of a trade or business in the United States and does not have an office or place of 
business or a fiscal paying agent in the United States;  
*  Offeror is an agency or instrumentality of a foreign government;  
*  Offeror is an agency or instrumentality of the Federal Government.




(e) Type of organization. 
*  sole proprietorship; 
*  Partnership; 
*  Corporate entity (not tax-exempt); 
*  Corporate entity (tax-exempt); 
*  Government entity (Federal, State, or local); 
*  Foreign government; 
*  International organization per 26 CFR 1.6049-4; 
*  Other 
(blank)




(f) Common parent. 
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*  Offeror is not owned or controlled by a common parent as defined in paragraph (a) of this provision.Name and 
TIN of common parent:Name: (blank) 
TIN: (blank)




(End of Provision)




FAR 52.204-5 Women-Owned Business (Other Than Small Business) (Oct 2014)




(a) Definition. "Women-owned business concern," as used in this provision, means a concern that is at least 51 
percent owned by one or more women; or in the case of any publicly owned business, at least 51 percent of its stock 
is owned by one or more women; and whose management and daily business operations are controlled by one or 
more women.




(b) Representation. [Complete only if the offeror is a women-owned business concern and has not represented itself 
as a small business concern in paragraph (b)(1) of FAR 52.219-1, Small Business Program Representations, of this 
solicitation.] The offeror represents that it  is a women-owned business concern.




(End of Provision)




FAR 52.204-17 Ownership or Control of Offeror (Aug 2020)




(a) Definition. As used in this provision-- 
Commercial and Government Entity (CAGE) code means--




(1) An identifier assigned to entities located in the United States or its outlying areas by the Defense Logistics 
Agency (DLA) Commercial and Government Entity (CAGE) Branch to identify a commercial or government 
entity by unique location; or




(2) An identifier assigned by a member of the North Atlantic Treaty Organization (NATO) or by the NATO 
Support and Procurement Agency (NSPA) to entities located outside the United States and its outlying areas 
that the DLA Commercial and Government Entity (CAGE) Branch records and maintains in the CAGE master 
file. This type of code is known as a NATO CAGE (NCAGE) code.
Highest-level owner means the entity that owns or controls an immediate owner of the offeror, or that owns 
or controls one or more entities that control an immediate owner of the offeror. No entity owns or exercises 
control of the highest level owner.
Immediate owner means an entity, other than the offeror, that has direct control of the offeror. Indicators of 
control include, but are not limited to, one or more of the following: Ownership or interlocking management, 
identity of interests among family members, shared facilities and equipment, and the common use of 
employees.




(b) The Offeror represents that it  DOES NOT have an immediate owner. If the Offeror has more than one 
immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (c) and if applicable, 
paragraph (d) of this provision for each participant in the joint venture.*




(c) If the Offeror indicates "has" in paragraph (b) of this provision, enter the following information:
Immediate owner CAGE code: (blank) 
Immediate owner legal name: (blank) 
(Do not use a "doing business as" name)
Is the immediate owner owned or controlled by another entity?  Yes  No




(d) If the Offeror indicates "yes" in paragraph (c) of this provision, indicating that the immediate owner is owned or 
controlled by another entity, then enter the following information:
Highest-level owner CAGE code: (blank) 
Highest-level owner legal name: (blank) 
(Do not use a "doing business as" name)
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*Currently, only one Immediate or Highest-Level Owner may be identified by a CAGE Code. If the offeror has more 
than one (such as a joint venture) at either level of ownership, they must select only one to report.




(End of Provision)




FAR 52.204-20 Predecessor of Offeror (Aug 2020)




(a) Definitions. As used in this provision-- 




"Commercial and Government Entity (CAGE) code" means--




(1) An identifier assigned to entities located in the United States or its outlying areas by the Defense 
Logistics Agency (DLA) Commercial and Government Entity (CAGE) Branch to identify a commercial or 
government entity by unique location; or




(2) An identifier assigned by a member of the North Atlantic Treaty Organization (NATO) or the NATO 
Support and Procurement Agency (NSPA) to entities located outside the United States and its outlying 
areas that the DLA Commercial and Government Entity (CAGE) Branch records and maintains in the 
CAGE master file. This type of code is known as a NATO CAGE (NCAGE) code.




"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the 
predecessor.




"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the 
affairs of the predecessor under a new name (often through acquisition or merger). The term "successor" 
does not include new offices/divisions of the same company or a company that only changes its name. The 
extent of the responsibility of the successor for the liabilities of the predecessor may vary, depending on 
State law and specific circumstances.




(b) The Offeror represents that it  IS NOT a successor to a predecessor that held a Federal contract or grant within 
the last three years.




(c) If the Offeror has indicated "is" in paragraph (b) of this provision, enter the following information for all 
predecessors that held a Federal contract or grant within the last three years(if more than one predecessor, list in 
reverse chronological order):
Predecessor CAGE Code: (blank)  
(or mark "Unknown"). 
Predecessor legal name: (blank) 
(Do not use a "doing business as" name)




(End of Provision)




FAR 52.204-26
Covered Telecommunications Equipment or Services - 
Representation




(Oct 2020)




(a) Definitions. As used in this provision, "covered telecommunications equipment or services" and "reasonable 
inquiry" have the meaning provided in the clause at 52.204-25, Prohibition on Contracting for Certain 
Telecommunications and Video Surveillance Services or Equipment.




(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) 
(https://www.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications 
equipment or services."




(c) Representations.  




(1) The Offeror represents that it  DOES NOT provide covered telecommunications equipment or services 
as a part of its offered products or services to the Government in the performance of any contract, 




Page 23 of 52















subcontract, or other contractual instrument.




(2) After conducting a reasonable inquiry for purposes of this representation, the offeror represents that it , 
 DOES NOT use covered telecommunications equipment or services, or any equipment, system, or service 
that uses covered telecommunications equipment or services.




(End of Provision)




FAR 52.209-2
Prohibition on Contracting with Inverted Domestic Corporations-
Representation




(Nov 2015)




(a) Definitions. "Inverted domestic corporation" and "subsidiary" have the meaning given in the clause of this 
contract entitled Prohibition on Contracting with Inverted Domestic Corporations (52.209-10).




(b) Government agencies are not permitted to use appropriated (or otherwise made available) funds for contracts 
with either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless the 
exception at 9.108-2(b) applies or the requirement is waived in accordance with the procedures at 9.108-4.




(c) Representation. the offeror represents that-




(1) It  IS NOT an inverted domestic corporation; and




(2) It  IS NOT a subsidiary of an inverted domestic corporation.




(End of Provision)




FAR 52.209-5 Certification Regarding Responsibility Matters (Aug 2020)




(a)




(1) The Offeror certifies, to the best of its knowledge and belief, that-




(i) The Offeror and/or any of its Principals-




(A)  ARE NOT presently debarred, suspended, proposed for debarment, or declared ineligible 
for the award of contracts by any Federal agency;




(B)  HAVE NOT, within a three-year period preceding this offer, been convicted of or had a 
civil judgment rendered against them for: commission of fraud or a criminal offense in 
connection with obtaining, attempting to obtain, or performing a public (Federal, State, or 
local) contract or subcontract; violation of Federal or State antitrust statutes relating to the 
submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or 
destruction of records, making false statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property(if offeror checks "have", the offeror shall also see 52.209-7, if 
included in this solicitation);




(C)  ARE NOT presently indicted for, or otherwise criminally or civilly charged by a 
governmental entity with, commission of any of the offenses enumerated in paragraph 
(a)(1)(i)(B) of this provision.




(D)  HAVE NOT, within a three-year period preceding this offer, been notified of any 
delinquent Federal Taxes in an amount that exceeds the threshold at 9.104-5(a)(2) for which 
the liability remains unsatisfied.




(1) Federal taxes are considered delinquent if both of the following criteria apply:




(i) The tax liability is finally determined. The liability is finally determined if it has 
been assessed. A liability is not finally determined if there is a pending 
administrative or judicial challenge. In the case of a judicial challenge to the 
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liability, the liability is not finally determined until all judicial appeal rights have 
been exhausted.




(ii) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the 
taxpayer has failed to pay the tax liability when full payment was due and 
required. A taxpayer is not delinquent in cases where enforced collection action is 
precluded.




(2) Examples:




(i) The taxpayer has received a statutory notice of deficiency, under I.R.C.6212, 
which entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. 
This is not a delinquent tax because it is not a final tax liability. Should the 
taxpayer seek Tax Court review, this will not be a final tax liability until the 
taxpayer has exercised all judicial appeal rights.




(ii) The IRS has filed a notice of Federal tax lien with respect to an assessed tax 
liability, and the taxpayer has been issued a notice under I.R.C. 6320 entitling the 
taxpayer to request a hearing with the IRS Office of Appeals contesting the lien 
filing, and to further appeal to the Tax Court if the IRS determines to sustain the 
lien filing. In the course of the hearing, the taxpayer is entitled to contest the 
underlying tax liability because the taxpayer has had no prior opportunity to 
contest the liability. This is not a delinquent tax because it is not a final tax 
liability. Should the taxpayer seek tax court review, this will not be a final tax 
liability until the taxpayer has exercised all judicial appeal rights.




(iii) The taxpayer has entered into an installment agreement pursuant to 
I.R.C.6159. The taxpayer is making timely payments and is in full compliance with 
the agreement terms. The taxpayer is not delinquent because the taxpayer is not 
currently required to make full payment.




(iv) The taxpayer has filed for bankruptcy protection. The taxpayer is not 
delinquent because enforced collection action is stayed under 11 U.S.C 362 (the 
Bankruptcy Code).




(ii) The Offeror ,  HAS NOT, within a three-year period preceding this offer, had one or more 
contracts terminated for default by any Federal agency.




(2) "Principal," for the purposes of this certification, means an officer, director, owner, partner, or a person 
having primary management or supervisory responsibilities within a business entity (e.g., general manager; 
plant manager; head of a division or business segment; and similar positions).This Certification Concerns a 
Matter Within the Jurisdiction of an Agency of the United States and the Making of a False, Fictitious, or 
Fraudulent Certification May Render the Maker Subject to Prosecution Under Section 1001, Title 18, United 
States Code.




(b) The Offeror shall provide immediate written notice to the Contracting Officer if, at any time prior to contract 
award, the Offeror learns that its certification was erroneous when submitted or has become erroneous by reason of 
changed circumstances.




(c) A certification that any of the items in paragraph (a) of this provision exists will not necessarily result in 
withholding of an award under this solicitation. However, the certification will be considered in connection with a 
determination of the Offeror's responsibility. Failure of the Offeror to furnish a certification or provide such 
additional information as requested by the Contracting Officer may render the Offeror nonresponsible.




(d) Nothing contained in the foregoing shall be construed to require establishment of a system of records in order to 
render, in good faith, the certification required by paragraph (a) of this provision. The knowledge and information of 
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an Offeror is not required to exceed that which is normally possessed by a prudent person in the ordinary course of 
business dealings.




(e) The certification in paragraph (a) of this provision is a material representation of fact upon which reliance was 
placed when making award. If it is later determined that the Offeror knowingly rendered an erroneous certification, 
in addition to other remedies available to the Government, the Contracting Officer may terminate the contract 
resulting from this solicitation for default.




(End of Provision)




FAR 52.209-11
Representation by Corporations Regarding Delinquent Tax 
Liability or a Felony Conviction under any Federal Law




(Feb 2016)




(a) As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing Appropriations Act, 
2015 (Pub. L. 113-235), and similar provisions, if contained in subsequent appropriations acts, the Government will 
not enter into a contract with any corporation that-




(1) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 
remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liability, where the awarding agency is aware 
of the unpaid tax liability, unless an agency has considered suspension or debarment of the corporation and 
made a determination that suspension or debarment is not necessary to protect the interests of the 
Government; or




(2) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, where 
the awarding agency is aware of the conviction, unless an agency has considered suspension or debarment 
of the corporation and made a determination that this action is not necessary to protect the interests of the 
Government.




(b) The Offeror represents that-




(1) It  IS NOT a corporation that has any unpaid Federal tax liability that has been assessed, for which all 
judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a 
timely manner pursuant to an agreement with the authority responsible for collecting the tax liability; and




(2) It  IS NOT a corporation that was convicted of a felony criminal violation under a Federal law within the 
preceding 24 months.




(End of Provision)




FAR 52.212-3 Offeror Representations and Certifications - Commercial Items (Nov 2020)




The NAICS Codes you selected on the Goods and Services page of this registration are listed in the table under 
52.212-3(c). Those NAICS Codes for which you are identified as small serve to complete the small business concern 
representation in 52.212-3(c)(1). 
You are certifying to your size status for all the NAICS codes in the table. Please review it carefully. The Y/N answers 
are located in the "Small Business?" column. A "Y" indicates "Small" and "N" indicates "Other than Small." This 
status is derived from the SBA's size standards based on the size metrics you entered.




The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 
representations and certifications electronically in the System for Award Management (SAM), accessed through 
https://www.sam.gov. If the Offeror has not completed the annual representations and certifications electronically, 
the Offeror shall complete only paragraphs (c) through (v) of this provision.




(a) Definitions. As used in this provision-




"Commercial and Government Entity (CAGE) code" means-
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(1) An identifier assigned to entities located in the United States or its outlying areas by the Defense 
Logistics Agency (DLA) Contractor and Government Entity (CAGE) Branch to identify a commercial or 
government entity, or




(2) An identifier assigned by a member of the North Atlantic Treaty Organization (NATO) or by the 
NATO Support Agency (NSPA) to entities located outside the United States and its outlying areas that 
the DLA Contractor and Government Entity (CAGE) Branch records and maintains in the CAGE master 
file. This type of code is known as an NCAGE code.




"Covered telecommunications equipment or services" has the meaning provided in the clause 52.204-25, 
Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.




"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 
concern that is at least 51 percent directly and unconditionally owned by, and the management and daily 
business operations of which are controlled by, one or more women who are citizens of the United States 
and who are economically disadvantaged in accordance with 13 CFR part 127. It automatically qualifies as a 
women-owned small business eligible for the WOSB Program.




"Forced or indentured child labor" means all work or service-




(1) Exacted from any person under the age of 18 under the menace of any penalty for its 
nonperformance and for which the worker does not offer himself voluntarily; or




(2) Performed by any person under the age of 18 pursuant to a contract the enforcement of which can 
be accomplished by process or penalties.




"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that 
owns or controls one or more entities that control an immediate owner of the offeror. No entity owns or 
exercises control of the highest level owner.




"Immediate owner" means an entity, other than the offeror, that has direct control of the offeror. Indicators 
of control include, but are not limited to, one or more of the following: ownership or interlocking 
management, identity of interests among family members, shared facilities and equipment, and the 
common use of employees.




"Internal confidentiality agreement or statement" means a confidentiality agreement or any other written 
statement that the contractor requires any of its employees or subcontractors to sign regarding 
nondisclosure of contractor information, except that it does not include confidentiality agreements arising 
out of civil litigation or confidentiality agreements that contractor employees or subcontractors sign at the 
behest of a Federal agency.




 
"Inverted domestic corporation", means a foreign incorporated entity that meets the definition of an 
inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions of 
6 U.S.C. 395(c).




"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except-




(1) PSC 5510, Lumber and Related Basic Wood Materials;




(2) Product or Service Group (PSG) 87, Agricultural Supplies;




(3) PSG 88, Live Animals;




(4) PSG 89, Subsistence;




(5) PSC 9410, Crude Grades of Plant Materials;




(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible;
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(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products;




(8) PSC 9610, Ores;




(9) PSC 9620, Minerals, Natural and Synthetic; and




(10) PSC 9630, Additive Metal Materials.




"Place of manufacture" means the place where an end product is assembled out of components, or 
otherwise made or processed from raw materials into the finished product that is to be provided to the 
Government. If a product is disassembled and reassembled, the place of reassembly is not the place of 
manufacture.




"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the 
predecessor.




"Reasonable inquiry" has the meaning provided in the clause 52.204-25, Prohibition on Contracting for 
Certain Telecommunications and Video Surveillance Services or Equipment.




"Restricted business operations" means business operations in Sudan that include power production 
activities, mineral extraction activities, oil-related activities, or the production of military equipment, as 
those terms are defined in the Sudan Accountability and Divestment Act of 2007 (Pub. L. 110-174). Restricted 
business operations do not include business operations that the person (as that term is defined in Section 2 
of the Sudan Accountability and Divestment Act of 2007) conducting the business can demonstrate-




(1) Are conducted under contract directly and exclusively with the regional government of southern 
Sudan;




(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 
Department of the Treasury, or are expressly exempted under Federal law from the requirement to be 
conducted under such authorization;




(3) Consist of providing goods or services to marginalized populations of Sudan;




(4) Consist of providing goods or services to an internationally recognized peacekeeping force or 
humanitarian organization;




(5) Consist of providing goods or services that are used only to promote health or education; or




(6) Have been voluntarily suspended.




"Sensitive technology"-




(1) Means hardware, software, telecommunications equipment, or any other technology that is to be 
used specifically-




(i) To restrict the free flow of unbiased information in Iran; or




(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and




(2) Does not include information or informational materials the export of which the President does not 
have the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency 
Economic Powers Act (50 U.S.C. 1702(b)(3)).




"Service - disabled veteran - owned small business concern"




(1) Means a small business concern-




(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in 
the case of any publicly owned business, not less than 51 percent of the stock of which is 
owned by one or more service-disabled veterans; and
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(ii) The management and daily business operations of which are controlled by one or more 
service-disabled veterans or, in the case of a service-disabled veteran with permanent and 
severe disability, the spouse or permanent caregiver of such veteran.




(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is 
service-connected, as defined in 38 U.S.C. 101(16).




"Small business concern"




(1) Means a concern, including its affiliates, that is independently owned and operated, not dominant 
in the field of operation in which it is bidding on Government contracts, and qualified as a small 
business under the criteria in 13 CFR part 121 and size standards in this solicitation.




(2)  Affiliates as used in this definition, means business concerns, one of whom directly or indirectly 
controls or has the power to control the others, or a third party or parties control or have the power to 
control the others. In determining whether affiliation exists, consideration is given to all appropriate 
factors including common ownership, common management, and contractual relationships. SBA 
determines affiliation based on the factors set forth at 13 CFR 121.103.




"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 
under the size standard applicable to the acquisition, that-




(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by-




(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically 
disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the United States; 
and




(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 
after taking into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and




(2) The management and daily business operations of which are controlled (as defined at 13.CFR 
124.106) by individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this definition.




"Subcontract" means any contract as defined in subpart 2.1 entered into by a subcontractor to furnish 
supplies or services for performance of a prime contract or a subcontract.It includes but is not limited to 
purchase orders, and changes and modifications to purchase orders.




"Subcontractor" means any supplier, distributor, vendor, or firm (including a consultant) that furnishes 
supplies or services to or for a prime contractor or another subcontractor.




"Subsidiary" means an entity in which more than 50 percent of the entity is owned




(1) Directly by a parent corporation; or




(2) Through another subsidiary of a parent corporation.




"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the 
affairs of the predecessor under a new name (often through acquisition or merger). The term "successor" 
does not include new offices/divisions of the same company or a company that only changes its name. The 
extent of the responsibility of the successor for the liabilities of the predecessor may vary, depending on 
State law and specific circumstances.




"Veteran owned small business concern" means a small business concern-




(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 101(2)) 
or, in the case of any publicly owned business, not less than 51 percent of the stock of which is owned 
by one or more veterans; and
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(2) The management and daily business operations of which are controlled by one or more veterans.




"Women-owned business concern" means a concern which is at least 51 percent owned by one or more 
women; or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or 
more women; and whose management and daily business operations are controlled by one or more women.




"Women-owned small business concern" means a small business concern-




(1) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned 
business, at least 51 percent of the stock of which is owned by one or more women; and




(2) Whose management and daily business operations are controlled by one or more women.




"Women-owned small business (WOSB) concern eligible under the WOSB Program" (in accordance with 13 
CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned 
by, and the management and daily business operations of which are controlled by, one or more women who 
are citizens of the United States.




(b)




(1) Annual Representations and Certifications. Any changes provided by the Offeror in paragraph (b)(2) of this 
provision do not automatically change the representations and certifications in SAM.




(2) The Offeror has completed the annual representations and certifications electronically in SAM accessed 
through https://www.sam.gov. After reviewing SAM information, the Offeror verifies by submission of this 
offer that the representations and certifications currently posted electronically at FAR 52.212-3, Offeror 
Representations and Certifications-Commercial Items, have been entered or updated in the last 12 months, 
are current, accurate, complete, and applicable to this solicitation (including the business size standard 
applicable to the NAICS code referenced for this solicitation), at the time this offer is submitted and are 
incorporated in this offer by reference (see FAR 4.1201), except for paragraphs ______________. 
[Offeror to identify the applicable paragraphs at (c) through (u) of this provision that the offeror has 
completed for the purposes of this solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 
accurate, and complete as of the date of this offer. 
Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to 
the representations and certifications posted electronically on SAM.]




(c) Offerors must complete the following representations when the resulting contract is to be performed inside the 
United States or its outlying areas. Check all that apply. 
If no NAICS table is displayed, this registrant may not be considered a small business.




(1) *Small business concern. The offeror represents as part of its offer that it ,  IS NOT a small business 
concern.




(2) *Veteran-owned small business concern. The offeror represents as part of its offer that it ,  IS NOT a 
veteran-owned small business concern.




(3) *Service-disabled veteran-owned small business concern.The offeror represents as part of its offer that it , 
 IS NOT a service-disabled veteran-owned small business concern.




(4) Small disadvantaged business concern. The offeror represents, that it  is,  is not a small 
disadvantaged business concern as defined in 13 CFR 124.1002.




(5) *Women-owned small business concern. The offeror represents that it ,  IS NOT a women-owned small 
business concern. 
*Small business concern, Veteran-owned small business concern, Service-disabled veteran-owned small 
business concern, and Women-owned small business concern size status is calculated based on the Small 
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Business Administration size standard for each NAICS code using the size metrics (e.g. Average Number of 
Employees and Average Annual Receipts) provided by THE MITRE CORPORATION in their SAM registration.




(6) **Women-owned small business (WOSB) concern eligible under the WOSB Program. [Complete only if the 
offeror represented itself as a women-owned small business concern in paragraph (c)(5) of this provision] 
The offeror represents that:




(i) It  is,  is not a WOSB concern eligible under the WOSB Program, has provided all the required 
documents to the WOSB Repository, and no change in circumstances or adverse decisions have been 
issued that affects its eligibility; and




(ii) It  is,  is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of this provision is accurate in reference to the WOSB concern or 
concerns that are participating in the joint venture.  
[The offeror shall enter the name or names of the WOSB concern or concerns that are participating in 
the joint venture:] Each WOSB concern participating in the joint venture shall submit a separate 
signed copy of the WOSB representation.




(7) **Economically disadvantaged women-owned small business (EDWOSB) concern . [Complete only if the 
offeror represented itself as a WOSB concern eligible under the WOSB Program in (c)(6) of this provision.] The 
offeror represents that:




(i) It  is,  is not an EDWOSB concern eligible under the WOSB Program, has provided all the 
required documents to the WOSB Repository, and no change in circumstances or adverse decisions 
have been issued that affects its eligibility; and




(ii) It  is,  is not a joint venture that complies withthe requirements of 13 CFR part 127, and the 
representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB concern 
participating in the joint venture.  
[The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participatingin the joint venture shall 
submit a separate signed copy of the EDWOSB representation. 
Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to exceed the simplified 
acquisition threshold.




(8) Women-owned business concern (other than small business concern). [Complete only if the offeror is a 
women-owned business concern and did not represent itself as a small business concern in paragraph (c)(1) 
of this provision.] The offeror represents that it  is a women-owned business concern.




(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by 
offeror or first-tier subcontractors) amount to more than 50 percent of the contract price: 
State Eligible Labor Surplus: (blank) Civil Jurisdictions Included: (blank)




(10) HUBZone small business concern. The offeror represents as part of its offer, that-




(i) It  IS NOT a HUBZone small business concern listed, on the date of this representation, on the 
List of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, 
and no material change in ownership and control, principal office, or HUBZone employee percentage 
has occurred since it was certified in accordance with 13 CFR part 126; and




(ii) It  IS NOT a HUBZone joint venture that complies with the requirements of 13 CFR part 126, and 
the representation in paragraph (c)(11)(i) of this provision is accurate for each HUBZone small 
business concern participating in the HUBZone joint venture.  
[The offeror shall enter the names of each of the HUBZone small business concerns participating in 
the HUBZone joint venture: .] Each HUBZone small business concern participating in the joint venture 
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shall submit a separate signed copy of the HUBZone representation.




(d) Representations required to implement provisions of Executive Order 11246-




(1) Previous contracts and compliance. The offeror represents that-




(i) It  HAS participated in a previous contract or subcontract subject to the Equal Opportunity clause 
of this solicitation; and




(ii) It  HAS filed all required compliance reports.




(2) Affirmative Action Compliance. The offeror represents that-




(i) It  HAS DEVELOPED AND HAS ON FILE, It at each establishment, affirmative action programs 
required by rules and regulations of the Secretary of Labor (41 cfr parts 60-1 and 60-2), or




(ii) It  has not previously had contracts subject to the written affirmative action programs 
requirement of the rules and regulations of the Secretary of Labor.




(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352).(Applies only if the contract 
is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge and 
belief that no Federal appropriated funds have been paid or will be paid to any person for influencing or attempting 
to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress or an 
employee of a Member of Congress on his or her behalf in connection with the award of any resultant contract. If 
any registrants under the Lobbying Disclosure Act of 1995 have made a lobbying contact on behalf of the offeror 
with respect to this contract, the offeror shall complete and submit, with its offer, OMB Standard Form LLL, 
Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not report regularly 
employed officers or employees of the offeror to whom payments of reasonable compensation were made.




(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR)52.225-1, Buy 
American-Supplies, is included in this solicitation.)




(1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this provision, is a 
domestic end product and that for other than COTS items, the offeror has considered components of 
unknown origin to have been mined, produced, or manufactured outside the United States. The offeror shall 
list as foreign end products those end products manufactured in the United States that do not qualify as 
domestic end products, i.e., an end product that is not a COTS item and does not meet the component test in 
paragraph (2) of the definition of "domestic end product." The terms "commercially available off-the-shelf 
(COTS) item" "component," "domestic end product," "end product," "foreign end product," and "United 
States" are defined in the clause of this solicitation entitled "Buy American-Supplies."




(2) Foreign End Products: (blank)




(3) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.




(g)




(1) Buy American-Free Trade Agreements-Israeli Trade Act Certificate. (Applies only if the clause at 
FAR52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act, is included in this solicitation.)




(i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or (g)(1)(iii) of 
this provision, is a domestic end product and that for other than COTS items, the offeror has 
considered components of unknown origin to have been mined, produced, or manufactured outside 
the United States. The terms "Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end product," 
"commercially available off-the-shelf (COTS) item," "component," "domestic end product," "end 
product," "foreign end product," "Free Trade Agreement country," "Free Trade Agreement country 
end product," "Israeli end product," and "United States" are defined in the clause of this solicitation 
entitled "Buy American-Free Trade Agreements-Israeli Trade Act."
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(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products 
(other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American Act- Free Trade 
Agreements-Israeli Trade Act": Free Trade Agreement Country End Products (Other than Bahrainian, 
Moroccan, Omani, Panamanian, or Peruvian End Products) or Israeli End Products as defined in the 
clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act": (blank)




(iii) The offeror shall list those supplies that are foreign end products (other than those listed in 
paragraph (g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled "Buy 
American-Free Trade Agreements-Israeli Trade Act." The offeror shall list as other foreign end 
products those end products manufactured in the United States that do not qualify as domestic end 
products, i.e., an end product that is not a COTS item and does not meet the component test in 
paragraph (2) of the definition of "domestic end product." 
Other Foreign End Products: (blank)




(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 
25.




(2) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate I. If Alternate I to the clause 
at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph 
(g)(1)(ii) of the basic provision:  
(g)(1)(ii) The offeror certifies that the following supplies are Canadian end products as defined in the clause 
of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act":  
Canadian End Products: (blank)




(3) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate II. If Alternate II to the clause 
at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph 
(g)(1)(ii) of the basic provision: 
(g)(1)(ii) The offeror certifies that the following supplies are Canadian end products or Israeli end products as 
defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act":  
Canadian or Israeli End Products: (blank)




(4) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph 
(g)(1)(ii) of the basic provision:  
(g)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products 
(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 
Trade Act":  
Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 
Panamanian, or Peruvian End Products) or Israeli End Products: (blank)




(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included in 
this solicitation.)




(i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(ii) of this 
provision, is a U.S.-made or designated country end product, as defined in the clause of this 
solicitation entitled "Trade Agreements."




(ii) The offeror shall list as other end products those end products that are not U.S.-made or 
designated country end products. 
Other End Products: (blank)




(iii) The Government will evaluate offers in accordance with the policies and procedures of FAR Part25. 
For line items covered by the WTO GPA, the Government will evaluate offers of U.S.-made or 




Page 33 of 52















designated country end products without regard to the restrictions of the Buy American statute. The 
Government will consider for award only offers of U.S.-made or designated country end products 
unless the Contracting Officer determines that there are no offers for such products or that the offers 
for such products are insufficient to fulfill the requirements of the solicitation.




(h) Certification Regarding Responsibility Matters (Executive Order 12689).(Applies only if the contract value is 
expected to exceed the simplified acquisition threshold.) The offeror certifies, to the best of its knowledge and 
belief, that the offeror and/or any of its principals-




(1)  ARE NOT presently debarred, suspended, proposed for debarment, or declared ineligible for the award 
of contracts by any Federal agency; and




(2)  HAVE NOT , within a three-year period preceding this offer, been convicted of or had a civil judgment 
rendered against them for: commission of fraud or a criminal offense in connection with obtaining, 
attempting to obtain, or performing a Federal, state or local government contract or subcontract; violation of 
Federal or state antitrust statutes relating to the submission of offers; or commission of embezzlement, theft, 
forgery, bribery, falsification or destruction of records, making false statements, tax evasion, violating 
Federal criminal tax laws,or receiving stolen property; and




(3)  ARE NOT presently indicted for, or otherwise criminally or civilly charged by a Government entity with, 
commission of any of these offenses enumerated in paragraph (h)(2) of this clause; and




(4)  HAVE NOT within a three-year period preceding this offer, been notified of any delinquent Federal 
taxes in an amount that exceeds the threshold at 9.104-5(a)(2) for which the liability remains unsatisfied.




(i) Taxes are considered delinquent if both of the following criteria apply:




(A) The tax liability is finally determined. The liability is finally determined if it has been 
assessed. A liability is not finally determined if there is a pending administrative or judicial 
challenge. In the case of a judicial challenge to the liability, the liability is not finally 
determined until all judicial appeal rights have been exhausted.




(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has 
failed to pay the tax liability when full payment was due and required. A taxpayer is not 
delinquent in cases where enforced collection action is precluded.




(ii) Examples:




(A) The taxpayer has received a statutory notice of deficiency, under I.R.C.6212, which entitles 
the taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax 
because it is not a final tax liability. Should the taxpayer seek Tax Court Review, this will not be 
a final tax liability under the taxpayer has exercised all judicial appeal rights.




(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and the 
taxpayer has been issued a notice under I.R.C.6320 entitling the taxpayer to request a hearing 
with the IRS Office of Appeals contesting the lien filing, and to further appeal to the Tax Court if 
the IRS determines to sustain the lien filing. In the course of the hearing, the taxpayer is 
entitled to contest the underlying tax liability because the taxpayer has had no prior 
opportunity to contest the liability. This is not a delinquent tax because it is not a final tax 
liability. Should the taxpayer seek tax court review, this will not be a final tax liability until the 
tax payer has exercised all judicial appeal rights.




(C) The taxpayer has entered into an installment agreement pursuant to I.R.C.6159. The 
taxpayer is making timely payments and is in full compliance with the agreement terms. The 
taxpayer is not delinquent because the taxpayer is not currently required to make full payment.




(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because 
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enforced collection action is stayed under II U. S. C 362 (the Bankruptcy Code).




(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). [The 
Contracting Officer must list in paragraph (i)(1) any end products being acquired under this solicitation that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Child Labor, unless 
excluded at 22.1503(b).]




(1) Listed end products.




Listed End Products Listed Country of Origin




Bamboo Burma




Beans (green, soy, yellow) Burma




Brazil Nuts/Chestnuts Bolivia




Bricks Afghanistan, Burma, China, India, Nepal, Pakistan




Carpets Nepal, Pakistan




Cattle South Sudan




Cassiterite Democratic Republic of Congo




Coal Pakistan




Coca (stimulant plant) Colombia




Cocoa Cote d'Ivoire, Nigeria




Coffee Cote d'Ivoire




Coltan Democratic Republic of Congo




Cotton Benin, Burkina Faso, China, Tajikistan, Uzbekistan




Cottonseed (hybrid) India




Diamonds Sierra Leone




Dried Fish Bangladesh




Electronics China




Embroidered Textiles (zari) India, Nepal




Fish Ghana




Garments Argentina, India, Thailand, Vietnam




Gold Burkina Faso, Democratic Republic of Congo




Granite Nigeria




Gravel (crushed stones) Nigeria




Pornography Russia




Rice Burma, India, Mali




Rubber Burma




Shrimp Thailand




Stones India, Nepal




Sugarcane Bolivia, Burma




Teak Burma




Textiles (hand-woven) Ethopia




Tilapia (fish) Ghana




Tobacco Malawi




Toys China




Wolframite Democratic Republic of Congo
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(2) Certification. [If the Contracting Officer has identified end products and countries of origin in paragraph 
(i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(ii) by checking the appropriate 
block.]




(i)  The offeror will not supply any end product listed in paragraph (i)(1) of this provision that was 
mined, produced, or manufactured in the corresponding country as listed for that product.




(ii)  The offeror may supply an end product listed in paragraph (i)(1) of this provision that was 
mined, produced, or manufactured in the corresponding country as listed for that product. The offeror 
certifies that it has made a good faith effort to determine whether forced or indentured child labor 
was used to mine, produce, or manufacture any such end product furnished under this contract. On 
the basis of those efforts, the offeror certifies that it is not aware of any such use of child labor.




(j) Place of Manufacture(Does not apply unless the solicitation is predominantly for the acquisition of manufactured 
end products.) For statistical purposes only, the offeror shall indicate whether the place of manufacture of the end 
products it expects to provide in response to this solicitation is predominantly-




(1) In the United States (Check this box if the total anticipated price of offered end products manufactured in 
the United States exceeds the total anticipated price of offered end products manufactured outside the 
United States); or




(2) Outside the United States.




FSC Code Place Of Manufacture




(k) Certificates regarding exemptions from the application of the Service Contract Labor Standards(Certification by 
the offeror as to its compliance with respect to the contract also constitutes its certification as to compliance by its 
subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)(1) or (k)(2) applies.]




(1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-4(c)(1). The offeror
 DOES NOT certify that __




(i) The items of equipment to be serviced under this contract are used regularly for other than 
Governmental purposes and are sold or traded by the offeror (or subcontractor in the case of an 
exempt subcontract) in substantial quantities to the general public in the course of normal business 
operations;




(ii) The services will be furnished at prices which are, or are based on, established catalog or market 
prices (see FAR 22.1003-4(c)(2)(ii)) for the maintenance, calibration, or repair of such equipment; and




(iii) The compensation (wage and fringe benefits) plan for all service employees performing work 
under the contract will be the same as that used for these employees and equivalent employees 
servicing the same equipment of commercial customers.




(2) Certain services as described in FAR 22.1003-4(d)(1). The offeror ,  DOES NOT certify that __




(i) The services under the contract are offered and sold regularly to non-Governmental customers, and 
are provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general 
public in substantial quantities in the course of normal business operations;




(ii) The contract services will be furnished at prices that are, or are based on, established catalog or 
market prices (see FAR 22.1003-4(d)(2)(iii));




(iii) Each service employee who will perform the services under the contract will spend only a small 
portion of his or her time (a monthly average of less than 20 percent of the available hours on an 
annualized basis, or less than 20 percent of available hours during the contract period if the contract 
period is less than a month) servicing the Government contract; and
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(iv) The compensation (wage and fringe benefits) plan for all service employees performing work 
under the contract is the same as that used for these employees and equivalent employees servicing 
commercial customers.




(3) If paragraph (k)(1) or (k)(2) of this clause applies ___




(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the Contracting 
Officer did not attach a Service Contract Labor Standards wage determination to the solicitation, the 
offeror shall notify the Contracting Officer as soon as possible; and




(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 
certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting Officer as required 
in paragraph (k)(3)(i) of this clause.




(l) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the offeror is required to 
provide this information to SAM to be eligible for award.)




(1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of this provision to 
comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26 
U.S.C. 6041, 6041A, and 6050M, and implementing regulations issued by the Internal Revenue Service (IRS).




(2) The TIN may be used by the Government to collect and report on any delinquent amounts arising out of 
the offeror's relationship with the Government (31 U.S.C. 7701(c)(3)). If the resulting contract is subject to the 
payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with 
IRS records to verify the accuracy of the offeror's TIN.




(3) Taxpayer Identification Number (TIN). 
*  TIN on file. 
*  TIN has been applied for. 
*TIN is not required because: 
*  Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income 
effectively connected with the conduct of a trade or business in the United States and does not have an office 
or place of business or a fiscal paying agent in the United States;  
*  Offeror is an agency or instrumentality of a foreign government;  
*  Offeror is an agency or instrumentality of the Federal Government.




(4) Type of organization. 
*  sole proprietorship; 
*  Partnership; 
*  Corporate entity (not tax-exempt); 
*  Corporate entity (tax-exempt); 
*  Government entity (Federal, State, or local); 
*  Foreign government; 
*  International organization per 26 CFR 1.6049-4; 
*  Other




(5) Common parent. 
*  Offeror is not owned or controlled by a common parent as defined in paragraph (a) of this provision. 
*  Name:  
TIN:




(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does not 
conduct any restricted business operations in Sudan.




(n) Prohibition on Contracting with Inverted Domestic Corporations.
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(1) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts with either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, 
unless the exception at 9.108-2(b) applies or the requirement is waived in accordance with the procedures at 
9.108-4.




(2) Representation. the offeror represents that-




(i) It  IS NOT an inverted domestic corporation; and




(ii) It  IS NOT a subsidiary of an inverted domestic corporation.




(o) Prohibition on contracting with entities engaging in certain activities or transactions relating to Iran.




(1) The offeror shall e-mail questions concerning sensitive technology to the Department of State at 
CISADA106@state.gov.




(2) Representation and Certifications. Unless a waiver is granted or an exception applies as provided in 
paragraph (o)(3) of this provision, by submission of its offer, the offeror-




(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 
technology to the government of Iran or any entities or individuals owned or controlled by, or acting 
on behalf or at the direction of, the government of Iran;




(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activities for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and




(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 
engage in any transaction that exceeds $3,000 with Iran's Revolutionary Guard Corps or any of its 
officials, agents, or affiliates, the property and interests in property of which are blocked pursuant to 
the International Emergency Economic Powers Act (50 U.S.C. 1701 et seq.) (see OFAC's Specially 
Designated Nationals and Blocked Persons List at 
http://www.treasury.gov/ofac/downloads/t11sdn.pdf).




(3) The representation and certification requirements of paragraph (o)(2) of this provision do not apply if-




(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a comparable agency 
provision); and




(ii) The offeror has certified that all the offered products to be supplied are designated country end 
products.




(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to be registered in SAM 
or a requirement to have a unique entity identifier in the solicitation.)




(1) The Offeror represents that it  DOES NOT have an immediate owner. If the Offeror has more than one 
immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (c) and if applicable, 
paragraph (d) of this provision for each participant in the joint venture.*




(2) If the Offeror indicates "has" in paragraph (b) of this provision, enter the following information:
Immediate owner CAGE code: (blank) 
Immediate owner legal name: (blank) 
(Do not use a "doing business as" name)
Is the immediate owner owned or controlled by another entity?  Yes  No




(3) If the Offeror indicates "yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 
owned or controlled by another entity, then enter the following information:
Highest-level owner CAGE code: ___ 
Highest-level owner legal name: (blank) 
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(Do not use a "doing business as" name)
*Currently, only one Immediate or Highest-Level Owner may be identified by a CAGE Code. If the offeror has 
more than one (such as a joint venture) at either level of ownership, they must select only one to report.




(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under any Federal 
Law.




(1) As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing 
Appropriations Act, 2015 (Pub. L.113-235), and similar provisions, if contained in subsequent appropriations 
acts, the Government will not enter into a contract with any corporation that-




(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 
remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant 
to an agreement with the authority responsible for collecting the tax liability, where the awarding 
agency is aware of the unpaid tax liability, unless an agency has considered suspension or debarment 
of the corporation and made a determination that suspension or debarment is not necessary to 
protect the interests of the Government; or




(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or 
debarment of the corporation and made a determination that this action is not necessary to protect 
the interests of the Government.




(2) The Offeror represents that-




(i) It  IS NOT a corporation that has any unpaid Federal tax liability that has been assessed, for 
which all judicial and administrative remedies have been exhausted or have lapsed, and that is not 
being paid in a timely manner pursuant to an agreement with the authority responsible for collecting 
the tax liability; and




(ii) It  IS NOT a corporation that was convicted of a felony criminal violation under a Federal law 
within the preceding 24 months.




(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, Commercial and 
Government Entity Code Reporting.)




(1) The Offeror represents that it  IS NOT a successor to a predecessor that held a Federal contract or grant 
within the last three years.




(2) If the Offeror has indicated "is" in paragraph (r)(1) of this provision, enter the following information for all 
predecessors that held a Federal contract or grant within the last three years(if more than one predecessor, 
list in reverse chronological order):
Predecessor CAGE Code: (blank)  
(or mark "Unknown"). 
Predecessor legal name: (blank) 
(Do not use a "doing business as" name)




(s) Reserved.




(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all solicitations that require 
offerors to register in SAM (12.301(d)(1)).




(1) This representation shall be completed if the Offeror received $7.5 million or more in contract awards in 
the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 million in 
Federal contract awards in the prior Federal fiscal year.




(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)].




Page 39 of 52















(i) The Offeror (itself or through its immediate owner or highest-level owner)  does  does not 
publicly disclose greenhouse gas emissions, i.e., makes available on a publicly accessible Web site the 
results of a greenhouse gas inventory, performed in accordance with an accounting standard with 
publicly available and consistently applied criteria, such as the Greenhouse Gas Protocol Corporate 
Standard.




(ii) The Offeror (itself or through its immediate owner or highest-level owner)  does  does not 
publicly disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a 
publicly accessible Web site a target to reduce absolute emissions or emissions intensity by a specific 
quantity or percentage.




(iii) A publicly accessible Web site includes the Offeror's own Web site or a recognized, third-party 
greenhouse gas emissions reporting program.




(3) If the Offeror checked "does" in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, respectively, the Offeror 
shall provide the publicly accessible Web site(s) where greenhouse gas emissions and/or reduction goals are 
reported:  
(blank)




(u)




(1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further Continuing 
Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts 
(and as extended in continuing resolutions), Government agencies are not permitted to use appropriated (or 
otherwise made available) funds for contracts with an entity that requires employees or subcontractors of 
such entity seeking to report waste, fraud, or abuse to sign internal confidentiality agreements or statements 
prohibiting or otherwise restricting such employees or subcontractors from lawfully reporting such waste, 
fraud, or abuse to a designated investigative or law enforcement representative of a Federal department or 
agency authorized to receive such information.




(2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 (Sensitive Compartmented 
Information Nondisclosure Agreement), or any other form issued by a Federal department or agency 
governing the nondisclosure of classified information.




(3) Representation. By submission of its offer, the Offeror represents that it will not require its employees or 
subcontractors to sign or comply with internal confidentiality agreements or statements prohibiting or 
otherwise restricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse 
related to the performance of a Government contract to a designated investigative or law enforcement 
representative of a Federal department or agency authorized to receive such information (e.g., agency Office 
of the Inspector General).




(v) Covered Telecommunications Equipment or Services - Representation. Section 889(a)(1) and Section 
889(a)(1)(B) of Public Law 115-232.




(1) The Offeror shall review the list of excluded parties in the System for Award Management (SAM) 
(https://www.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications 
equipment or services".




(2) The Offeror represents that-  




(i) It  DOES NOT provide covered telecommunications equipment or services as a part of its offered 
products or services to the Government in the performance of any contract, subcontract, or other 
contractual instrument.




(ii) After conducting a reasonable inquiry for purposes of this representation, the offeror represents 
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that it ,  DOES NOT use covered telecommunications equipment or services, or any equipment, 
system, or service that uses covered telecommunications equipment or services.




Alternate I (Oct 2014)




As prescribed in 12.301(b)(2), add the following paragraph (c)(11) to the basic provision:




(11) (Complete if the offeror has represented itself as disadvantaged in paragraph (c)(4) of this provision.) 
 Black American. 
 Hispanic American. 
 Native American (American Indians, Eskimos, Aleuts, or Native Hawaiians). 
 Asian-Pacific American (persons with origins from Burma, Thailand, Malaysia, Indonesia, Singapore, 
Brunei, Japan, China, Taiwan, Laos, Cambodia (Kampuchea), Vietnam, Korea, The Philippines, Republic of 
Palau, Republic of the Marshall Islands, Federated States of Micronesia, the Commonwealth of the Northern 
Mariana Islands, Guam, Samoa, Macao, Hong Kong, Fiji, Tonga, Kiribati, Tuvalu, or Nauru). 
 Subcontinent Asian (Asian-Indian) American (persons with origins from India, Pakistan, Bangladesh, Sri 
Lanka, Bhutan, the Maldives Islands, or Nepal). 
 Individual/concern, other than one of the preceding.




(End of Provision)




FAR 52.214-14 Place of Performance-Sealed Bidding (Apr 1985)




(a) The bidder, in the performance of any contract resulting from this solicitation,  INTENDS , [check applicable 
box] to use one or more plants or facilities located at a different address from the address of the bidder as indicated 
in this bid.




(b) If the bidder checks "intends" in paragraph (a) of this provision, it shall insert in the spaces provided below the 
required information: 
Name and Address of Owner and Operator of the Plant or Facility if Other than Bidder 




Owner Place of Performance Address Owner Address




The MITRE Corporation
7515 Colshire Drive  
McLean, VA  
22102, UNITED STATES




202 Burlington Road  
Bedford, MA  
01730, UNITED STATES




The MITRE Corporation
202 Burlington Road  
Bedford, MA  
01730, UNITED STATES




202 Burlington Road  
Bedford, MA  
01730, UNITED STATES




(End of Provision)




FAR 52.215-6 Place of Performance (Oct 1997)




(a) The offeror or respondent, in the performance of any contract resulting from this solicitation,  INTENDS [check 
applicable block] to use one or more plants or facilities located at a different address from the address of the offeror 
or respondent as indicated in this proposal or response to request for information.




(b) If the offeror or respondent checks "intends" in paragraph (a) of this provision, it shall insert in the following 
spaces the required information: 
Name and Address of Owner and Operator of the Plant or Facility if Other than Bidder 




Owner Place of Performance Address Owner Address




The MITRE Corporation
7515 Colshire Drive  
McLean, VA  
22102, UNITED STATES




202 Burlington Road  
Bedford, MA  
01730, UNITED STATES
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Owner Place of Performance Address Owner Address




The MITRE Corporation
202 Burlington Road  
Bedford, MA  
01730, UNITED STATES




202 Burlington Road  
Bedford, MA  
01730, UNITED STATES




(End of Provision)




FAR 52.219-1 Small Business Program Representations (Nov 2020)




The NAICS Codes you selected on the Goods and Services page of this registration are listed in the table under 
52.219-1(c). Those NAICS Codes for which you are identified as small serve to complete the small business concern 
representation in 52.219-1(c)(1). 
You are certifying to your size status for all the NAICS codes in the table. Please review it carefully. The Y/N answers 
are located in the "Small Business?" column. A "Y" indicates "Small" and "N" indicates "Other than Small." This 
status is derived from the SBA's size standards based on the size metrics you entered.




(a) Definitions. As used in this provision-




"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 
concern that is at least 51 percent directly and unconditionally owned by, and the management and daily 
business operations of which are controlled by, one or more women who are citizens of the United States 
and who are economically disadvantaged in accordance with 13 CFR part 127. It automatically qualifies as a 
women-owned small business concern eligible under the WOSB Program.




"Service-disabled veteran-owned small business concern"




(1) Means a small business concern-




(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in 
the case of any publicly owned business, not less than 51 percent of the stock of which is 
owned by one or more service-disabled veterans; and




(ii) The management and daily business operations of which are controlled by one or more 
service-disabled veterans or, in the case of a service-disabled veteran with permanent and 
severe disability, the spouse or permanent caregiver of such veteran.




(2) "Service-disabled veteran" means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is 
service-connected, as defined in 38 U.S.C. 101(16).




"Small business concern"




(1) Means a concern, including its affiliates, that is independently owned and operated, not dominant 
in the field of operation in which it is bidding on Government contracts, and qualified as a small 
business under the criteria in 13 CFR part 121 and size standards in this solicitation.




(2) Affiliates as used in this definition, means business concerns, one of whom directly or indirectly 
controls or has the power to control the others, or a third party or parties control or have the power to 
control the others. In determining whether affiliation exists, consideration is given to all appropriate 
factors including common ownership, common management, and contractual relationships. SBA 
determines affiliation based on the factors set forth at 13 CFR 121.103.




"Small disadvantaged business concern," consistent with 13 CFR 124.1002, means a small business concern 
under the size standard applicable to the acquisition, that




(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by-




(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically 
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disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the United States, 
and




(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 
after taking into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and




(2) The management and daily business operations of which are controlled (as defined at 13 CFR 
124.106) by individuals who meet the criteria in paragraphs (1)(i) and (ii) of this definition.




"Veteran-owned small business concern" means a small business concern-




(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 101(2)) 
or, in the case of any publicly owned business, not less than 51 percent of the stock of which is owned 
by one or more veterans; and




(2) The management and daily business operations of which are controlled by one or more veterans.




"Women-owned small business concern" means a small business concern-  




(1) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned 
business, at least 51 percent of the stock of which is owned by one or more women; and




(2) Whose management and daily business operations are controlled by one or more women.




"Women-owned small business (WOSB) concern eligible under the WOSB Program" (in accordance with 13 
CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned 
by, and the management and daily business operations of which are controlled by, one or more women who 
are citizens of the United States.




(b)




(1) The North American Industry Classification System (NAICS) code for this acquisition is See Note.*




(2) The small business size standard is See Note.




(3) The small business size standard for a concern which submits an offer in its own name, other than on a 
construction or service contract, but which proposes to furnish a product which it did not itself manufacture, 
is 500 employees.




(c) Representations 
If no NAICS table is displayed, this registrant may not be considered a small business.




(1) ** The offeror represents as part of its offer that it ,  IS NOT a small business concern (see below).




(2) ** [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this 
provision.] The offeror represents, that it  is,  is not, a small disadvantaged business concern as defined 
in 13 CFR 124.1002.




(3) ** [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this 
provision.] The offeror represents as part of its offer that it  is,  is not a women-owned small business 
concern. (See Below)




(4) ** Women-owned small business (WOSB) concern eligible under the WOSB Program. [Complete only if the 
offeror represented itself as a women-owned small business concern in paragraph (c)(3) of this provision.] 
The offeror represents as part of its offer that-




(i) It  is,  is not a WOSB concern eligible under the WOSB Program, has provided all the required 
documents to the WOSB Repository, and no change in circumstances or adverse decisions have been 
issued that affects its eligibility; and




(ii) It  is,  is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
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representation in paragraph (c)(4)(i) of this provision is accurate for each WOSB concern eligible under 
the WOSB Program participating in the joint venture. [The offeror shall enter the name or names of the 
WOSB concern eligible under the WOSB Program and other small businesses that are participating in 
the joint venture: .] Each WOSB concern participating in the joint venture shall submit a separate 
signed copy of the WOSB representation.




(5) ** Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 
offeror represented itself as a women-owned small business concern eligible under the WOSB Program in 
(c)(4) of this provision.] The offeror represents as part of its offer that-




(i) It  is,  is not an EDWOSB concern eligible under the WOSB Program, has provided all the 
required documents to the WOSB Repository, and no change in circumstances or adverse decisions 
have been issued that affects its eligibility; and




(ii) It  is,  is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(5)(i) of this provision is accurate for each EDWOSB concern 
participating in the joint venture. [The offeror shall enter the name or names of the EDWOSB concern 
and other small businesses that are participating in the joint venture: .] Each EDWOSB concern 
participating in the joint venture shall submit a separate signed copy of the EDWOSB representation.




(6) [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this 
provision.] The offeror represents as part of its offer that it  is,  is not a veteran-owned small business 
concern.




(7) **[Complete only if the offeror represented itself as a veteran-owned small business concern in paragraph 
(c)(6) of this provision.] The offeror represents as part of its offer that it  is,  is not a service-disabled 
veteran-owned small business concern. (See Below) 
*If you are responding to a Government solicitation for supplies or services under a NAICS code not listed in 
paragraph (b) of this certification, you must provide this certification directly to the Contracting Officer.  
 
**Small business concern, Veteran-owned small business concern, Service-disabled veteran-owned small 
business concern, and Women-owned small business concern size status is calculated based on the Small 
Business Administration size standard for each NAICS code using the size metrics (e.g. Average Number of 
Employees and Average Annual Receipts) provided by THE MITRE CORPORATION in their SAM registration.




(8) [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this 
provision.] The offeror represents, as part of its offer, that-




(i) It  is,  is not a HUBZone small business concern listed, on the date of this representation, on the 
List of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, 
and no material changes in ownership and control, principal office, or HUBZone employee percentage 
have occurred since it was certified in accordance with 13 CFR Part 126; and 
 




(ii) It  is,  is not a HUBZone joint venture that complies with the requirements of 13 CFR Part 126, 
and the representation in paragraph (c)(8)(i) of this provision is accurate for each HUBZone small 
business concern participating in the HUBZone joint venture. [The offeror shall enter the names of 
each of the HUBZone small business concerns participating in the HUBZone joint venture: ] Each 
HUBZone small business concern participating in the joint venture shall submit a separate signed 
copy of the HUBZone representation.




(d) Notice.




(1) If this solicitation is for supplies and has been set aside, in whole or in part, for small business concerns, 
then the clause in this solicitation providing notice of the set-aside contains restrictions on the source of the 
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end items to be furnished.




(2) Under 15 U.S.C. 645(d), any person who misrepresents a firm's status as a business concern that is small, 
HUBZone small, small disadvantaged, service-disabled veteran-owned small, economically disadvantaged 
woman-owned small, or women-owned small eligible under the WOSB Program in order to obtain a contract 
to be awarded under the preference programs established pursuant to section 8, 9, or 15, 31, and 36 of the 
Small Business Act or any other provision of Federal law that specifically references section 8(d) for a 
definition of program eligibility, shall-




(i) Be punished by imposition of fine, imprisonment, or both;




(ii) Be subject to administrative remedies, including suspension and debarment; and




(iii) Be ineligible for participation in programs conducted under the authority of the Act.




Alternate I (Sept 2015)




As prescribed in 19.309(a)(2), add the following paragraph (c)(9) to the basic provision:




(9) [Complete if offeror represented itself as disadvantaged in paragraph (c)(2) of this provision.] The offeror 
shall check the category in which its ownership falls: 
 Black American. 
 Hispanic American. 
 Native American (American Indians, Eskimos, Aleuts, or Native Hawaiians). 
 Asian-Pacific American (persons with origins from Burma, Thailand, Malaysia, Indonesia, Singapore, 
Brunei, Japan, China, Taiwan, Laos, Cambodia (Kampuchea), Vietnam, Korea, The Philippines, Republic of 
Palau, Republic of the Marshall Islands, Federated States of Micronesia, the Commonwealth of the Northern 
Mariana Islands, Guam, Samoa, Macao, Hong Kong, Fiji, Tonga, Kiribati, Tuvalu, or Nauru). 
 Subcontinent Asian (Asian-Indian) American (persons with origins from India, Pakistan, Bangladesh, Sri 
Lanka, Bhutan, the Maldives Islands, or Nepal). 
 Individual/concern, other than one of the preceding.




(End of Provision)




FAR 52.219-2 Equal Low Bids (Oct 1995)




(a) This provision applies to small business concerns only




(b) The bidder's status as a labor surplus area (LSA) concern may affect entitlement to award in case of tie bids. If 
the bidder wishes to be considered for this priority, the bidder must identify, in the following space, the LSA in 
which the costs to be incurred on account of manufacturing or production (by the bidder or the first-tier 
subcontractors) amount to more than 50 percent of the contract price.




(c) Failure to identify the labor surplus areas as specified in paragraph (b) of this provision will preclude the bidder 
from receiving priority consideration. If the bidder is awarded a contract as a result of receiving priority 
consideration under this provision and would not have otherwise received award, the bidder shall perform the 
contract or cause the contract to be performed in accordance with the obligations of an LSA concern.




(End of Provision)




FAR 52.222-18
Certification Regarding Knowledge of Child Labor for Listed End 
Products




(Feb 2001)




(a) Definition:




"Forced or indentured child labor" means all work or service- 




(1) Exacted from any person under the age of 18 under the menace of any penalty for its 
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nonperformance and for which the worker does not offer himself voluntarily; or




(2) Performed by any person under the age of 18 pursuant to a contract the enforcement of which can 
be accomplished by process or penalties.




(b) Listed end products. The following end product(s) being acquired under this solicitation is (are) included in the 
List of Products Requiring Contractor Certification as to Forced or Indentured Child Labor, identified by their 
country of origin. There is a reasonable basis to believe that listed end products from the listed countries of origin 
may have been mined, produced, or manufactured by forced or indentured child labor.




Listed End Products Listed Country of Origin




Bamboo Burma




Beans (green, soy, yellow) Burma




Brazil Nuts/Chestnuts Bolivia




Bricks Afghanistan, Burma, China, India, Nepal, Pakistan




Carpets Nepal, Pakistan




Cattle South Sudan




Cassiterite Democratic Republic of Congo




Coal Pakistan




Coca (stimulant plant) Colombia




Cocoa Cote d'Ivoire, Nigeria




Coffee Cote d'Ivoire




Coltan Democratic Republic of Congo




Cotton Benin, Burkina Faso, China, Tajikistan, Uzbekistan




Cottonseed (hybrid) India




Diamonds Sierra Leone




Dried Fish Bangladesh




Electronics China




Embroidered Textiles (zari) India, Nepal




Fish Ghana




Garments Argentina, India, Thailand, Vietnam




Gold Burkina Faso, Democratic Republic of Congo




Granite Nigeria




Gravel (crushed stones) Nigeria




Pornography Russia




Rice Burma, India, Mali




Rubber Burma




Shrimp Thailand




Stones India, Nepal




Sugarcane Bolivia, Burma




Teak Burma




Textiles (hand-woven) Ethopia




Tilapia (fish) Ghana




Tobacco Malawi




Toys China
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Listed End Products Listed Country of Origin




Wolframite Democratic Republic of Congo




(c) Certification. The Government will not make award to an offeror unless the offeror, by checking the appropriate 
block, certifies to either paragraph (c)(1) or paragraph (c)(2) of this provision




(1)  The offeror will not supply any end product listed in paragraph (b) of this provision that was mined, 
produced, or manufactured in a corresponding country as listed for that end product.




(2)  The offeror may supply an end product listed in paragraph (b) of this provision that was mined, 
produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that 
it has made a good faith effort to determine whether forced or indentured child labor was used to mine, 
produce, or manufacture such end product. On the basis of those efforts, the offeror certifies that it is not 
aware of any such use of child labor.




(End of Provision)




FAR 52.222-22 Previous Contracts and Compliance Reports (Feb 1999)




The offeror represents that-




(a) It  HAS participated in a previous contract or subcontract subject the Equal Opportunity clause of this 
solicitation;




(b) It  HAS filed all required compliance reports; and




(c) Representations indicating submission of required compliance reports, signed by proposed subcontractors, will 
be obtained before subcontract awards.




(End of Provision)




FAR 52.222-25 Affirmative Action Compliance (Apr 1984)




The offeror represents that-




(a) It  HAS DEVELOPED AND HAS ON FILE, at each establishment, affirmative action programs required by the 
rules and regulations of the Secretary of Labor (41 CFR 60-1 and 60-2); or




(b) It  has not previously had contracts subject to the written affirmative action programs requirement of the rules 
and regulations of the Secretary of Labor.




(End of Provision)




FAR 52.222-48
Exemption from Application of the Service Contract Labor 
Standards to Contracts for Maintenance, Calibration, or Repair of 
Certain Equipment-Certification




(May 2014)




(a) The offeror shall check the following certification: 
Certification 
The offeror  DOES NOT CERTIFY that -




(1) The items of equipment to be serviced under this contract are used regularly for other than Government 
purposes, and are sold or traded by the offeror (or subcontractor in the case of an exempt subcontractor) in 
substantial quantities to the general public in the course of normal business operations;




(2) The services will be furnished at prices which are, or are based on, established catalog or market prices 
for the maintenance, calibration, or repair of equipment.




(i) An "established catalog price" is a price included in a catalog, price list, schedule, or other form that 
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is regularly maintained by the manufacturer or the offeror, is either published or otherwise available 
for inspection by customers, and states prices at which sales currently, or were last, made to a 
significant number of buyers constituting the general public.




(ii) An "established market price" is a current price, established in the usual course of trade between 
buyers and sellers free to bargain, which can be substantiated from sources independent of the 
manufacturer or offeror; and




(3) The compensation (wage and fringe benefits) plan for all service employees performing work under the 
contract are the same as that used for these employees and equivalent employees servicing the same 
equipment of commercial customers.




(b) Certification by the offeror as to its compliance with respect to the contract also constitutes its certification as to 
compliance by its subcontractor if it subcontracts out the exempt services. If the offeror certifies to the conditions in 
paragraph (a) of this provision, and the Contracting Officer determines in accordance with FAR 22.1003-4(c)(3) that 
the Service Contract Labor Standards statute-




(1) Will not apply to this offeror, then the Service Contract Labor Standards clause in this solicitation will not 
be included in any resultant contract to this offeror; or




(2) Will apply to this offeror, then the clause at 52.222-51, Exemption from Application of the Service Contract 
Labor Standards to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements, in 
this solicitation will not be included in any resultant contract awarded to this offeror, and the offeror may be 
provided an opportunity to submit a new offer on that basis.




(c) If the offeror does not certify to the conditions in paragraph (a) of this provision-




(1) The clause in this solicitation at 52.222-51, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements, will not 
be included in any resultant contract awarded to this offeror; and




(2) The offeror shall notify the Contracting Officer as soon as possible, if the Contracting Officer did not 
attach a Service Contract Labor Standards wage determination to the solicitation.




(d) The Contracting Officer may not make an award to the offeror, if the offeror fails to execute the certification in 
paragraph (a) of this provision or to contact the Contracting Officer as required in paragraph (c) of this provision.




(End of Provision)




FAR 52.222-52
Exemption from Application of the Service Contract Labor 
Standards to Contracts for Certain Services-Certification




(May 2014)




(a) The offeror shall check the following certification:  
Certification  
The offeror  DOES NOT certify that -




(1) The services under the contract are offered and sold regularly to non-Governmental customers, and are 
provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in 
substantial quantities in the course of normal business operations;




(2) The contract services are furnished at prices that are, or are based on, established catalog or market 
prices. An "established catalog price" is a price included in a catalog, price list, schedule, or other form that is 
regularly maintained by the manufacturer or the offeror, is either published or otherwise available for 
inspection by customers, and states prices at which sales currently, or were last, made to a significant 
number of buyers constituting the general public. An "established market price" is a current price, 
established in the usual course of ordinary and usual trade between buyers and sellers free to bargain, which 
can be substantiated from sources independent of the manufacturer or offeror;




Page 48 of 52















(3) Each service employee who will perform the services under the contract will spend only a small portion of 
his or her time (a monthly average of less than 20 percent of the available hours on an annualized basis, or 
less than 20 percent of available hours during the contract period if the contract period is less than a month) 
servicing the Government contract; and




(4) The offeror uses the same compensation (wage and fringe benefits) plan for all service employees 
performing work under the contract as the offeror uses for these employees and for equivalent employees 
servicing commercial customers.




(b) Certification by the offeror as to its compliance with respect to the contract also constitutes its certification as to 
compliance by its subcontractor if it subcontracts out the exempt services. If the offeror certifies to the conditions in 
paragraph (a) of this provision, and the Contracting Officer determines in accordance with FAR 22.1003-4(d)(3) that 
the Service Contract Labor Standards statute-




(1) Will not apply to this offeror, then the Service Contract Labor Standards clause in this solicitation will not 
be included in any resultant contract to this offeror; or




(2) Will apply to this offeror, then the clause at FAR 52.222-53, Exemption from Application of the Service 
Contract Labor Standards to Contracts for Certain Services-Requirements, in this solicitation will not be 
included in any resultant contract awarded to this offer, and the offeror may be provided an opportunity to 
submit a new offer on that basis.




(c) If the offeror does not certify to the conditions in paragraph (a) of this provision-




(1) The clause of this solicitation at 52.222-53, Exemption from Application of the Service Contract Labor 
Standards to Contracts for Certain Services-Requirements, will not be included in any resultant contract to 
this offeror; and




(2) The offeror shall notify the Contracting Officer as soon as possible if the Contracting Officer did not attach 
a Service Contract Labor Standards wage determination to the solicitation.




(d) The Contracting Officer may not make an award to the offeror, if the offeror fails to execute the certification in 
paragraph (a) of this provision or to contact the Contracting Officer as required in paragraph (c) of this provision.




(End of Provision)




FAR 52.223-4 Recovered Material Certification (May 2008)




As required by the Resource Conservation and Recovery Act of 1976 (42 U.S.C. 6962(c)(3)(A)(i)), the offeror certifies, by 
signing this offer, that the percentage of recovered materials content for EPA-designated items to be delivered or used in 
the performance of the contract will be at least the amount required by the applicable contract specifications or other 
contractual requirements.
 THE MITRE CORPORATION




certifies compliance with 52.223-4
(End of Provision)




FAR 52.223-9
Estimate of Percentage of Recovered Material Content for EPA-
Designated Items (Alternate I)




(May 2008)




Alternate I (May 2008)




As prescribed in 23.406(d), redesignate paragraph (b) of the basic clause as paragraph (c) and add the following 
paragraph (b) to the basic clause:




The Contractor shall execute the following certification required by the Resource Conservation and Recovery Act of 
1976 (42 U.S.C. 6962(i)(2)(C)):
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Certification




 I, Robert Orlosky(name of certifier), am an officer or employee responsible for the performance of this contract 
and hereby certify that the percentage of recovered material content for EPA-designated items met the applicable 
contract specifications or other contractual requirements.
Submission of this record serves as the signature for this Certification
[Signature of the Officer or Employee]
Robert Orlosky
[Typed Name of the Officer or Employee]
[Title]
THE MITRE CORPORATION
(Doing Business As: (blank)) 
[Name of Company, Firm, or Organization]
Wed Aug 18 09:44:56 EDT 2021
[Date]




(End of Provision)




FAR 52.223-22
Public Disclosure of Greenhouse Gas Emissions and Reduction 
Goals-Representation




(Dec 2016)




As prescribed in 23.804(b), insert the following provision: 
Public Disclosure of Greenhouse Gas Emissions and Reduction Goals- Representation (Dec 2016)




(a) This representation shall be completed if the Offeror received $7.5 million or more in Federal contract awards in 
the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 million in Federal 
contract awards in the prior Federal fiscal year.




(b) Representation [Offeror is to check applicable blocks in paragraphs (b)(1) and (2).]




(1) The Offeror (itself or through its immediate owner or highest-level owner)  does,  does not publicly 
disclose greenhouse gas emissions, i.e., makes available on a publicly accessible Web site the results of a 
greenhouse gas inventory, performed in accordance with an accounting standard with publicly available and 
consistently applied criteria, such as the Greenhouse Gas Protocol Corporate Standard.




(2) The Offeror (itself or through its immedaite owner or highest-level owner)  does,  does not publicly 
disclose a quantitative greenhouse emissions reduction goal, i.e., make available on a publicly accessible 
Web site a target to reduce absolute emissions or emissions intensity by a specific quantity or percentage.




(3) A publicly accessible Web site includes the Offeror's own Web site or a recognized, third-party greenhouse 
gas emissions reporting program.




(c) If the Offeror checked "does" in paragraphs (b)(1) or (b)(2) of this provision, respectively, the Offeror shall 
provide the publicly accessible Web site(s) where greenhouse gas emissions and/or reduction goals are reported:  
(blank)




(End of Provision)




FAR 52.225-2 Buy American Certificate (May 2014)




(a) The offeror certifies that each end product, except those listed in paragraph (b) of this provision, is a domestic 
end product and that for other than COTS items, the offeror has considered components of unknown origin to have 
been mined, produced, or manufactured outside the United States. The offeror shall list as foreign end products 
those end products manufactured in the United States that do not qualify as domestic end products, i.e., an end 
product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 
"domestic end product." The terms "commercially available off-the-shelf (COTS) item," "component," "domestic 




Page 50 of 52















end product," "end product," "foreign end product," and "United States" are defined in the clause of this 
solicitation entitled "Buy American-Supplies."




(b) Foreign End Products: (blank)




(c) The Government will evaluate offers in accordance with the policies and procedures of Part 25 of the Federal 
Acquisition Regulation.




(End of Provision)




FAR 52.225-4 Buy American-Free Trade Agreements-Israeli Trade Act Certificate (May 2014)




(a) The offeror certifies that each end product, except those listed in paragraph (b) or (c) of this provision, is a 
domestic end product and that for other than COTS items, the offeror has considered components of unknown 
origin to have been mined, produced, or manufactured outside the United States.The terms "Bahrainian, Moroccan, 
Omani, Panamanian, or Peruvian end product," "commerciallyavailable off-the-shelf (COTS) item," "component," 
"domestic end product," "end product," "foreign end product," "Free Trade Agreement country," "Free Trade 
Agreement country end product," "Israeli end product," and"United States" are defined in the clause of this 
solicitation entitled "Buy American-Free Trade Agreements-IsraeliTrade Act."




(b) The offeror certifies that the following supplies are Free Trade Agreement country end products (other than 
Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products as defined in the 
clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act":  
 
Free Trade Agreement Country End Products(Other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian 
End Products) or Israeli End Products:"




(c) The offeror shall list those supplies that are foreign endproducts (other than those listed in paragraph (b) of this 
provision) as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade 
Act." The offeror shall list as other foreign end products those end products manufactured in the United States that 
do not qualify as domestic end products, i.e., an end product that is not a COTS item and does not meet the 
component test in paragraph (2) of the definition of "domestic end product."  
 
Other Foreign End Products:




(d) The Government will evaluate offers in accordance with the policies and procedures of Part 25 of the Federal 
Acquisition Regulation.




Alternate I (May 2014)




As prescribed in 25.1101 (b)(2)(ii), substitute the following paragraph (b) for paragraph (b) of the basic provision:




The offeror certifies that the following supplies are Canadian end products as defined in the clause of this 
solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act":  
 
Canadian End Products:




Alternate II (May 2014)




As prescribed in 25.1101(b)(2)(iii), substitute the following paragraph (b) for paragraph (b) of the basic provision:




The offeror certifies that the following supplies are Canadian end products or Israeli end products as defined in the 
clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act":  
 
Canadian or Israeli End Products:




Alternate III (May 2014)
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As prescribed in 25.1101(b)(2)(iv), substitute the following paragraph (b) for paragraph (b) of the basic provision:




The offeror certifies that the following supplies are Free Trade Agreement country end products (other than 
Bahrainian,Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products as defined in 
the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act":  
 
Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or 
Peruvian End Products) or Israeli End Products:




(End of Provision)




FAR 52.225-6 Trade Agreements Certificate (May 2014)




(a) The offeror certifies that each end product, except those listed in paragraph (b) of this provision, is a U.S.-
made,or designated country, end product, as defined in the clause of this solicitation entitled "Trade Agreements."




(b) The offeror shall list as other end products those supplies that are not U.S.-made, or designated country, end 
products. Other End Products:




(c) The Government will evaluate offers in accordance with the policies and procedures of Part 25 of the Federal 
Acquisition Regulation. For line items covered by the WTO GPA,the Government will evaluate offers of U.S.-made, or 
designated country, end products without regard to the restrictions of the Buy American statute. The Government 
will consider for award only offers of U.S.-made, or designated country, end products unless the Contracting Officer 
determines that there are no offers for those products or that the offers for those products are insufficient to fulfill 
the requirements of this solicitation.




(End of Provision)




FAR 52.226-2
Historically Black College or University and Minority Institution 
Representation




(Oct 2014)




(a) Definitions. As used in this provision-




"Historically black college or university" means an institution determined by the Secretary of Education to 
meet the requirements of 34 CFR 608.2.




"Minority institution" means an institution of higher education meeting the requirements of Section 365(3) of 
the Higher Education Act of 1965 (20 U.S.C. 1067k), including a Hispanic-serving institution of higher 
education, as defined in Section 502(a) of the Act (20 U.S.C. 1101a).




(b) Representation. The offeror represents that it-  
 IS NOT a historically black college or university; 
 IS NOT a minority institution.




(End of Provision)




FAR 52.227-15
Representation of Limited Rights Data and Restricted Computer 
Software




(Dec 2007)




THE MITRE CORPORATION has elected not to complete this provision. Information pertaining to this provision, must be 
submitted to the Government with individual offers/proposals.




(End of Provision)
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I. Executive Summary 



 



The following Process Design Document contains the As-Is and To-Be process definition for a Vendor Responsibility 
Determination process.  The To-Be process applies Robotic Process Automation (RPA) technology to automate the Office of 
Acquisition & Agreement Management Vendor Responsibility Determination process.   



At a high level the As-Is process includes: 



• Search Vendor on DUNS at SAM.GOV website  
• Search Vendor on DUNS at FAPIIS.GOV website 
• Search Vendor on DUNS at SBA.GOV website  



 
The current process takes on average 1 hour to complete per contract and is performed at least twice before award. AMD 
processes about 3,200 contracts per year, which accounts for over 6,400 hours per year. The To-Be process’s use of RPA will 
save OAAM valuable time by processing up to 10 DUNS in each email sent to geobot@nist.gov , with each check taking only 
5 minutes to complete. This is a time savings of 45 minutes per contract, or 2,400 per year. Given that NIST is expecting to 
receive [more money/large appropriation] in FY22, and thus an increase in contracts, this time savings will be crucial for 
NIST’s ability to manage the increased workload.   
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II. Introduction 



II.1 Purpose of the document 
The Process Definition Document outlines the business process chosen for automation using UiPath Robotic Process 
Automation (RPA) technology.  



Robotic Process Automation (RPA, or Bot) software link applications, eliminating keying errors, and speeding up 
processes.  RPA bots can be run as “attended bots,” which augment employees’ capabilities and require a manual start to 
the RPA process and some management of the Bot. Also, they can be run as “unattended bots” which move data in or out 
of a system. Lastly, RPA can be scheduled and managed/monitored before/after the bot runs 



The document describes the sequence of steps performed as part of the business process, the conditions, and rules of 
the process prior to automation and how they are envisioned to work after automating it. This specifications document 
serves as a base for developers, providing them with the details required for applying robotic process automation to the 
selected business process. 



II.2 Objectives 
The business objectives and benefits expected by the Business Process Owner after automation of the selected business 
process are:   



 Reduce processing time per item by 80% 



 Better Monitoring of the overall activity by using the logs provided by the Bot. 



II.3 Process key contact 
The specifications document includes concise and complete requirements of the business process and it is built based on 
the inputs provided by the process Subject Matter Expert (SME)/ Process Owner. 



The Process Owner is expected to review it and provide signoff for accuracy and completion of the steps, context, impact, 
and a set of process exceptions. The details are to be included in the table below. 



Role Name Contact details 
(email, phone number) Notes 



Process SME  Hing Wong (Billy)  hingpan.wong@nist.gov  



301-975-6289 



Point of contact for questions 
related to process details & 
exceptions 
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Process 
Reviewer  



Hing Wong (Billy) hingpan.wong@nist.gov  



301-975-6289 



Point of contact for questions 
related to process details & 
exceptions 



Process 
Owner/Approver 
for Production  



Todd Hill todd.hill@nist.gov 



301-975-8802 



Escalations, Delays etc. 



RPA Launch 
Team  



Greg Eichelberger, Rich McKay, 
Tina Rieger, Christine Simms, 
Shahzad Saeed 



 



  



II.4 Minimum Pre-requisites for automation 
 Signed Off on Process Design Document 



 Test Data to support development 



 User access and user accounts creations (licenses, permissions, restrictions to create accounts for robots) 



 Credentials (user ID and password) required to logon to machines and applications 



 Dependencies with other projects on the same environment – N/A currently 



  





mailto:hingpan.wong@nist.gov


mailto:todd.hill@nist.gov








 
 



III. As-Is process description 



III.1 Process Overview 
General information about the process selected for RPA prior to automation. 



# Item Description 



1 Process full name Vendor Responsibility Determination  



2 Process Area Procurement/Acquisitions 



3 Department NIST/OAAM/AMD 



4 Process short description 
(operation, activity, outcome) 



User navigates to https://sam.gov/content/home and 
signs in. They then click on Search and enter the DUNS 
number. If they get a result, they can click on it and then 
click Download to get the Entity information. 



User navigates to https://www.fapiis.gov/fapiis/#/home, 
enters DUNS number and clicks Search. User saves data 
to PDF file. User clicks on “View Corporate Relationships” 
link. User saves data to PDF file. 



User navigates to https://web.sba.gov/pro-
net/search/dsp_dsbs.cfm, enters DUNS number and 
clicks Enter key. If any Vendors comes up, user selects 
vendor and then saves data to PDF file. 



5 Role(s) required for performing the process An account on sam.gov. Nothing else is necessary to 
access FAPIIS and SBA and do searches 



6 Process schedule and frequency Daily  



7 # of items processed /reference period For each user, under 10 per day 



8 Average handling time per item Five to seven minutes  



(estimated about 6-7k requests per year with an average 
of 2 -3 DUNS per request, 18-21k times processed in a 
year) 



9 Process execution time M-F 7:00AM through 8:00 PM  



10 Peak period (s) 4th Quarter of each FY (July-Sep) 



11 Transaction Volume During Peak period 40-60 per day (Estimate) 



12 Total # of FTEs supporting this activity 50 (Estimate) 





https://sam.gov/content/home


https://www.fapiis.gov/fapiis/#/home


https://web.sba.gov/pro-net/search/dsp_dsbs.cfm


https://web.sba.gov/pro-net/search/dsp_dsbs.cfm








 
 



13 Expected increase of volume in the next reference 
period 



There should be a decrease in volume during the first 
and second quarter of the FY.  



14 Level of exception rate Exceptions only when websites are down 



15 Input data DUNS Numbers 



16 Output data Screenshots of FAPIIS and SBA results, download from 
SAM.gov 



 



 



  











 
 



III.2. Applications used in the process 
The table includes a comprehensive list of all the applications that are used as part of the process to be automated to 
perform the given steps in the flow.  



 



# 
Application 
name & version 



Type of 
Application  



Environment/ 



Access method 
Comments  As-Is or To-Be? 



1 Outlook Thick Client Web Browser Task management Both   
2 SAM.GOV  Web Application Web Browser Input and Output data  Both 
3 FAPIIS.GOV Web Application Web Browser Input and Output data Both 
4 SBA.GOV  Web Application Web Browser Input and Output data Both 
5 UiPath Assistant UiPath 



Application 
Windows (.net) 
Application 



Software runs UiPath’s 
Robotic Process 
Automation software 



To-Be 



6 Adobe Windows Windows Application Read PDF file Both  
*Add more rows to the table to include the complete list of applications. 



III.3 As-Is Process map 
High Level As-Is Process Map: 



This chapter depicts the As-Is business process at a High Level to enable developers to have a high-level understanding 
of the current process. 



 











 
 



Click “View Details” 
button on individual 



record



Open url
SAM.gov



Click “Search 
Records”



Type DUNS # into 
“DUNS Number 



Search” Click Search button



Click “Save PDF” 
button on Search 



Results screen, save 
to temp folder



Take screenshot of 
Entity Dashboard, 



save to temp folder



Click “Reps & Certs” 
hyperlink



Click “FAR Report” 
hyperlink, save to 



temp folder



Click “Personal Info” 
tab



Review General 
Information section 
for needed details



Open url FAPIIS.gov
Type DUNS # into 
“DUNS” field, click 



Search button



Click “Print” button 
on Search Results, 



save to temp folder



Click “View 
Corporate 



Relationships” 
button on Search 
Results, save to 



temp folder



 Vendor  Responsibility  Determination  Process Flow Chart - Current State



Start 



Start



End



End



Start Open url 
web.SBA.gov



Type DUNS # into 
“DUNS” field, click 
enter on keyboard



SBA Search Results 
page displayed, click 
on Name and Trade 



Name of Firm 
hyperlink 



SBA Profile opened, 
print to PDF End



 



 



 



 



Legend:  Blue: Manual step performed by OAAM/AMD Group



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



*  Expecting UEI look-up in the future.  (Update by April 4, 2022) 











 



 



 



III.4 Detailed As-Is Process Steps 
This chapter depicts the As-Is business process in detail to enable the Developer to build the automated process 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



1  Access google chrome from taskbar  



 



 



 



    



2  User navigates to https://sam.gov/content/home and signs in.     





https://sam.gov/content/home








 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



 



 



3  Click on Search and enter the DUNS number     











 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



 



4  Click on Vendor link  



 



    











 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



 



5  Download and Save the Entity Information pdf  



 



 



    



6  Access Reps and Certs (FAR/DFARS)  



Download and Save Reps and Certs  



    











 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



 



 



 



7  Access Exclusions  



Download and Save 



    











 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



 



 



 



8  Click on Go To FAPIIS.gov link below the page      











 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



 



 



 



 



9  Input DUNS and click on search   



 



    











 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



 



 



 



 



10  Click on Print and Save data to pdf  



 



    











 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



 



11  Click on Corporate Relationship link  



Ctrl +P and save data to pdf  



 



 



    











 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



12  Access https://web.sba.gov/pro-net/search/dsp_dsbs.cfm  



 



 



    



13  Enters DUNS number and click on ‘Search Using These Criteria’   



 



    



14  Select vendor and then save data to PDF file 



 



    





https://web.sba.gov/pro-net/search/dsp_dsbs.cfm








 
 



 Detailed As-Is Process Steps 



Step Input  Description Details (Screen/ 
Document/ Video 
recording Index) 



Exception 
Handling 



Possible 
Actions 



Business 
Rules 
Library 
Index 



 



 



 



 



15  Close browser     











 



 



IV. To-Be Process Description 



This chapter highlights the expected design of the business process after automation. 



IV.1 To-Be Detailed Process Map 



 



 



 



Legend:   Blue: Manual step performed by OAAM/AMD Group, Rust: Automated by the Bot 











 
 



IV.2 To-Be Process Steps in detail  
1. The bot will pull all unread emails from the geobot@nist.gov Outlook account. 



2. Emails should have DUNS numbers listed and separated by semicolons if there is more than one, to a 
maximum of 10 DUNS numbers. It will process one DUNS number at a time. 



3. Bot opens Chrome. 



4. Bot goes to https://api.sam.gov/entity-
information/v1/entities?api_key=API_KEY&ueiDUNS=DUNS_NUMBER&includeSections=all where 
API_KEY is replaced by the API key that is used by the bot and DUNS_NUMBER is replaced by the DUNS 
Number from the email. (API KEY will change every 90 days)  



5. Bot saves these results – it is basically a text file.  



6. The bot uses a template (SAM.gov_CoreData_template.docx) and populates that template with the text 
file that was produced in Step 5. It then saves the updated template to return to the user and save as 
pdf.  



7. The bot goes to https://api.sam.gov/SAM/file-
download?api_key=API_KEY&pdfType=1&ueiDUNS=DUNS_NUMBER where API_KEY is replaced by the 
API key that is used by the bot and DUNS_NUMBER is replaced by the DUNS Number from the email. 



8. Bot saves these results, which is the FAR Report in pdf. 



9. Bot goes to https://www.fapiis.gov/fapiis/#/home. It enters the DUNS number in the field labelled 
“Unique Entity ID (DUNS)” and hits the Enter key to search. 



10. When the data is pulled up, the bot uses the hot key Ctrl-P to print with the Destination set to “Save as 
PDF” and clicks the Save button. 



11. Now the bot is back on that FAPIIS screen, and it clicks the “View Corporate Relationships” link. 



12. When the data is pulled up, the bot uses the hot key Ctrl-P to print with the Destination set to “Save as 
PDF” and clicks the Save button. 



13. Bot goes to https://web.sba.gov/pro-net/search/dsp_dsbs.cfm. It enters the DUNS number in the field 
labelled “DUNS Numbers:” and hits the Enter key to search. 



14. If there is an SBA record, the bot will double-click on the firm name and print the results to a PDF using 
hot key Ctrl-P and printing with Destination set to “Save as PDF”. 



15. Send Email to the users with 5 pdf’s (3 -SAM, 2 -FAPIIS) and 1 text file (SBA) with DUNS summary in the 
body of email  



16. Repeat until stop time then Bot will close the application/s.     



17. User will save the electric contract file/s   



*Mention below if process improvements were performed on the To-Be design and provide details. 



 Description 



 



 



With the To-Be process, the OAAM/AMD Group is no longer required to access each site manually to get 
results and save them manually. The Bot Output Report/s (5pdf’s and 1text) will capture all the DUNS 
processed with DUNS summary in the body of email and the corresponding status of Success or Failure 
to denote the state of the DUNS processed. 



OAAM/AMD will send emails to a functional account email queue (“geobot@nist.gov) 





mailto:geobot@nist.gov


https://api.sam.gov/entity-information/v1/entities?api_key=API_KEY&ueiDUNS=DUNS_NUMBER&includeSections=all


https://api.sam.gov/entity-information/v1/entities?api_key=API_KEY&ueiDUNS=DUNS_NUMBER&includeSections=all


https://api.sam.gov/SAM/file-download?api_key=API_KEY&pdfType=1&ueiDUNS=DUNS_NUMBER


https://api.sam.gov/SAM/file-download?api_key=API_KEY&pdfType=1&ueiDUNS=DUNS_NUMBER


https://www.fapiis.gov/fapiis/#/home


https://web.sba.gov/pro-net/search/dsp_dsbs.cfm








 
 



• AMD sends one email with up to 5 DUNS number 



Bot:  



BSx will be required manually start the Bot.  If session times-out, manual restart of the Bot is required 



AMD Attended User Bot Run 



• For the entire day 7 AM – 8 PM on a loop 



• Every 5 minutes check for new email 



If new email: obtain DUNS number from email  



• Bot Check 1: GSA (API: < 1 min) 



• Bot Check 2: FAPIIS (Website RPA check: 1 min – assuming no site outages) 



• Bot Check 3: Small Business Administration (Website RPA check: 1 min) 



Upon completion, send email back to sender with DUNS number check results 



Repeat above process until no additional emails.   



If no new emails, sleep Bot process and run again in 5 minutes  



If new email and DUNS number not found: 



• Send email results back to AMD customer, e.g.  



• If site issue, take screenshot and send back to customer. 



• Other webpage messages will be captured by the Bot and sent back to the 
customers 



Logging: 



• “Sent email” from the functional account can be used for logging to AMD 
customer 



• No “Bot Outcome Reports” are expected/needed to be generated.  



 



IV.3 Parallel Initiatives/ Overlap (if applicable) 
This chapter covers the proposed Business, Process & System changes in near future and their impact. 



S.No Initiative Name Process 
Step(s) 
where it is 
identified 



Impact on 
current 
automation 
request? How?  



Expected 
Completion 
Date 



Contact 
person for 
more details 



  n/a         



III.4 In Scope of RPA 
The activities in scope of RPA, are listed here: 











 
 



1. See above process maps and Steps 1-17, Bot will run this process on daily basis from 7:00 AM (EST) 



to 8:00 PM (EST) on a loop.   



IV.5 Out of Scope of RPA 
The activities Out of scope of RPA, are listed here: 



Sub-process 
(if 
applicable) 



Activity 
(step) 



Reasons for Out of 
scope* 



Impact on the To-Be  Possible 
measures to 
be taken into 
consideration 
for future 
automation 



 More then 
10 DUNS in 
an Email  



This activity would not add 
significant value at this time and 
would slow the process  



  



*Add more rows to the table to reflect the complete documentation provided to support the RPA process. 



IV.6 Business Exceptions Handling 
The Business Process Owner and Business Analysts are expected to document below all the business 
exceptions identified in the automation process. These can be classified as:  



Known  Unknown 



Previously encountered. A 
scenario is defined with clear 
actions and workarounds for 
each case. 



New situation never encountered before.  It can be caused by external factors. Cannot 
be predicted with precision, however if it occurs, it must be communicated to an 
authorized person for evaluation. 



 



Known Exceptions 



The table below reflects all the business process exceptions encountered during the process evaluation and 
documentation. These are known exceptions that occurred before. For each of these exceptions, define a 
corresponding expected action that the robot should complete if it encounters the exception. 



BE # Exception name Step Parameters Action to be taken 



     



Unknown Exceptions 











 
 



For all other unanticipated or unknown business (process) exceptions, the robot should: 



IV.7 Application Error and Exception Handling 
A comprehensive list of all errors, warnings or notifications should be consolidated here with the description 
and action to be taken, for each, by the robot.  



Errors identified in the automation process can be classified as: 



 



Area Known  Unknown 



Technology/Applications Experienced previously, an action 
plan or a workaround available. 



Never encountered before or may happen 
independently of the applications used in the process. 



 



Known Errors or Exceptions 



The table below reflects all the errors identified in the process evaluation and documentation.  



For each of these errors or exceptions, define a corresponding expected action that the robot should complete 
if it is encountered. 



 



# Error name Step Parameters Action to be taken 



1 If there is an error, 
the developer will 
get an email of a 
failure with a 
screenshot for 
reference 



Upon starting the 
NIST Vendor 
Responsibility Bot 



Error Message  If any of the site is down and BOT can not 
access the site  



 



Solution: BOT will have to start when site is 
available  



  



2 If the user submits 
a bad DUNS 
number, they will 
get an email as well 



After staring the 
search Process  



Error Message User will have to provide a correct DUNS  



 



Unknown Errors and Exceptions 



For all the other unanticipated or unknown application exceptions/errors, the robot should: 



Log the error in the Bot Outcome Report but continue to process the remainder of the DUNS check  



 



  











 
 



IV.8 Reporting 



# Report type Update 
frequency 



Details  Monitoring Tool to 
visualise the data 



1 Execution logs Each time  In case of an issue  Log notepad  



2 Transaction logs Each time  A file called Stats.xlsx which pulls each email 
that is processed  



Excel File  



3 Error  Each time If there is an error, the developer will get an 
email of a failure with a screenshot for 
reference 



Error message  



4 Error  Each time If the user submits a bad DUNS number, they 
will get an email as well. 



Error message 



5 Error Each time If FAPIIS is down or SBA is down (Portal Issue)  Error message 



 



* For complex reporting requirements, include them into a separate document and attach it to the present 
documentation 



V. Other Observations 



Include below any other relevant observations you consider needed to be documented here. 



Example: Specific Business monitoring requirements (audit and reporting) etc. 



  











 
 



VI. Additional sources of process 



documentation 



If there is additional material created to support the process automation please mention it here, along with the 
supported documentation provided. 



 



Additional Process Documentation 



Video Recording of the process 
(Optional) 



n/a Insert any relevant comments 



Standard Operating Procedure (s) 
(Optional) 



n/a Insert any relevant comments 



Business Rules Library 
(Optional) 



n/a Insert any relevant comments 



Other documentation 
(Optional) 



n/a Insert any relevant comments 



 



*Add more rows to the table to reflect the complete documentation provided to support the RPA process. 



VII. Target/Draft Timeline 



The following are next steps for the Vendor Responsibility Bot 



• Update Process Design Document:  Shahzada 2 weeks: Aug 16th thru Aug 27th  



o Tina update as-is process flow and to-be flow.  Meeting with Billy/Debbie 



• Functional Account setup activities (see above): Rich targeting 2 weeks: Aug 16th thru Aug 
27th 



• Complete User sign-off with Debbie Turner, Billy Wong 



• Proof of Concept Initial/proactive development, piloting new API: Aug 16th thru Aug 27th  



• Development Target complete: Aug 30th thru (internal target) Sept 10th, More likely thru Sept 
30th  











 
 



• Testing:  Targeting Sept 10th to start thru TBD (~1 week), possibly longer if development rework 
is required.   



• Create User Guide:  



o Must include what AMD is expected to send the Bot in email.   



o Also, must include guidance for who runs the Bot. 



• Schedule complete UAT: Please check with Bill for availability.  Review user guide. Confirm 
who will run the Bot in production.  



• Promote to Prod:  May be October depending on Billy’s availability  



• Need Attended Bot Production license (Greg): 



VIII. APPENDIX A -Bot Process Map 



 



 











 
 



 








			I. Executive Summary


			II. Introduction


			II.1 Purpose of the document


			II.2 Objectives


			II.3 Process key contact


			II.4 Minimum Pre-requisites for automation





			III. As-Is process description


			III.1 Process Overview


			III.2. Applications used in the process


			III.3 As-Is Process map


			High Level As-Is Process Map:





			III.4 Detailed As-Is Process Steps





			IV. To-Be Process Description


			IV.1 To-Be Detailed Process Map


			IV.2 To-Be Process Steps in detail


			IV.3 Parallel Initiatives/ Overlap (if applicable)


			III.4 In Scope of RPA


			IV.5 Out of Scope of RPA


			IV.6 Business Exceptions Handling


			Known Exceptions


			Unknown Exceptions





			IV.7 Application Error and Exception Handling


			Known Errors or Exceptions


			Unknown Errors and Exceptions





			IV.8 Reporting





			V. Other Observations


			VI. Additional sources of process documentation


			VII. Target/Draft Timeline


			VIII. APPENDIX A -Bot Process Map










Automation Paths CLARA runs the following process: Requirements for use Restrictions Errors or Denied Requests



Release of Claims



Searches EASI using the contract number submitted
on the google form. The Award title
populates the contract description on the GSA 1142
form. Line item location information or the building
number identified in the contract accounting string
populates the place of performance.
If no place of performance can be identified this field is left 
blank on the form.



• Contract number entered on google 
form must match exact format in EASi 
including dashes if applicable (for 
migrated awards, the new EASi award 
number is required.



None



The award number cannot be found in EASi
The system award search screen page is slow to load for the
automation causing a false report that the award cannot be
found.
Requestor should confirm that the contract number matches
the exact format in EASi including dashes if applicable, and
resubmit.



Financial Review 
Report



• Searches PBS Business Intelligence and runs a Financial 
Review Report using the contract number submitted on 
the google form.



• Using the Financial Review Report, CLARA searches the 
Finance systems and compiles invoice and payment data 
into a single excel report with multiple tabs.



• Contract number entered on google 
form must match exact formatin EASi 
including dashes if applicable (for 
migrated awards, the new EASi award 
number is required



• Report only includes fund codes 192,442, 992, 
and 262.



• Report may not provide a full picture for LoGO 
actions with multiple PDNs.



• Due to financial coding errors payment amounts 
in the report may include interest payments and 
cause the total to exceed the overall obligation



• If the contract has had zero open items for more 
than 90 days the report will display ‘No Results’ 
on the Financial Review Summary tab but will 
display results on the Receiving Report CLIN 
Distribution tab.



The award number cannot be found in EASi



The system award search screen page is slow to load for the
automation causing a false report that the award cannot be
found.
Requestor should confirm that the contract number matches
the exact format in EASi including dashes if applicable, and
resubmit.



Deobligation Mod



Searches PBS Business Intelligence and runs a Financial
Review Report using the contract number submitted on
the google form.



• Logs into EASi and creates a unilateral deobligation mod 
in accordance with the PBS BI report.



• Files deobligation supporting information in ECF and 
notifices the Contracting Officer that the mod is ready for 
review and signature.



• Checks daily for mod execution status. Once the mod is 
awarded, CLARA creates and routes a PR decommitment 
mod request to reduce excess funds on the Procurement 
Request.



• Contract number entered on google 
form must match exact format in EASi 
including dashes if applicable (for 
migrated awards, the new EASi award 
number is required.



• Contract has excess funding that is not 
tied to a Receiving Report



• The report will only pull results for fund codes 
192,442, 992, and 262 so we are unable to 
process deobligations for other fund code values.



• The report may not provide a full picture for 
LoGO actions with multiple PDNs so we are 
unable to process LoGO deobligations.       



The award number cannot be found in EASi
The system award search screen page is slow to load for the 
automation causing a false report that the award cannot be 
found.
• The requestor is not part of the EASi award team (either as 



a CS or CO).
• The contract has cost transfers.
• The contract is funded by a code other than 192,442,992 or 



262.
• The contract is a LoGO contract.
• There is no open balance.
• There is pending financial activity such as an open receiving 



report that has not been invoiced against or reduced to 
allow for deobligation.



• Invoices tab total and Invoiced Amount on the Financial 
Review Summary are not matching.



Contract Closeout



Logs into PBS Business Intelligence and runs a Financial
Review Report and Invoice and Payment Financials sites
using the EASi award number submitted on the google
form.
• Logs into Pegasys and downloads invoice images for all 



vendor invoice submissions.
• Logs into EASi and uploads these attachments and 



creates the Closeout Checklist and closes the award in 
EASi.



• CLARA sends an email to the CO and requestor notifying 
them of the contract closure and includes the Financial 
Review Report, screenshot of the EASI Closeout Award 
details screen.



If CLARA detects that there are zero open items and
the award is eligible for closeout but final payment is still
processing, CLARA will message the requestor to confirm
it will closeout the award but will continue to check for
final payment before it takes that action in EASi. Once final
payment is detected CLARA will proceed with the normal
closeout and confirmation steps.



• Contract number entered on google 
form must match exact format in EASi 
including dashes if applicable (for 
migrated awards, the new EASi award 
number is required.



• Award is in ‘Awarded’ status the 
business day prior to CLARA 
submission. CLARA reads the status 
of the award in BI which updates 
overnight from EASi.



• Requestors must respond the following 
questions on the form:



1. Release of Claims Received?,
2. Final past performance evaluation 



has been completed?,
3. Contract audit is completed 



(Required for CMc contracts)?
4. The COR contract file has been 



turned over to the CO?



The report will only pull results for fund codes 192,
442, 992, and 262 so we are unable to closeout
other fund code values.



The award number cannot be found in EASi
The system award search screen page is slow to load for the
automation causing a false report that the award cannot be
found.
• The Financial Review Report indicates one of the following: 



the contract has open items (an obligation, receiving report, 
or retainage balance, open task/delivery orders or calls), 
the contract is not in Awarded status on the report or the 
contract has an FPDS Draft or Errored report that needs to 
be resolved.



• The contract has an obligation in EASi but no Obligation 
PDN.



• The contract is funded with a fund code other than 192, 
442,992, or 262 and CLARA cannot determine financial 
readiness.



CLARA Paths
The CLARA Closeout Robotic Assistant offers users four automation pathways for contract 
closeout support.  Users can select from the following:



• Prepare a Contract's Release of Claims
• Conduct a Contract's Financial Review
• Conduct a Contract's Financial Review and close the Contract
• Draft a Contract Deobligation Modification



**PBS BI reports used for closeout and deobligation mod
eligibility reflect Pegasys and EASi values as of close-of-business
from the prior business day. Any financial activity after that cutoff
is not included in the report.**
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Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



Automation Name 
 
Closeout Automated Robotic Assistant – CLARA 
 



Implementing Agency 
 
General Services Administration (GSA)  
 



Description of Automation: 
Capabilities & Limitations  



Capabilities 



CLARA offers users four automation pathways for contract closeout 
support:  



1. Prepare a Contract's Release of Claims  
2. Conduct a Contract's Financial Review  
3. Conduct a Contract's Financial Review and Close the Contract to 
4. Draft a Contract's De-Obligation Modification1 as required by 



agency-specific policies and procedures  
 
CLARA provides a financial review to contracting officers at any point in 
the contract’s life including closeout. Contracting Officers can review this 
financial review report prior to requesting a full contract closeout.  If 
requested, CLARA will fully close the award in the procurement system 
including all necessary filing.  
 
CLARA uses the financial review to identify financial eligibility for closeout 
and will not close awards with unliquidated obligations.  
 
If it identifies unliquidated obligations, CLARA can then create a 
corresponding modification1 only for the purpose of de-obligation funds. 
The automation will notify the contracting officer when the modification is 
ready for signature. After the modification execution, CLARA can fully 
close out the award. 



                                                           
1 According to Federal Acquisition Regulation (FAR) Subpart 4.804-5, "Procedures for Closing Out Contract Files," the contracting officer is responsible for executing the 











Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



Limitations 



The CLARA Closeout Robotic Assistant provides elements of support 
throughout the contract closeout process2. The automation drafts 
documentation for Contracting Officer review, execution, and decision 
making. However, all users, including Contracting Officers, remain 
accountable for diligently fulfilling their responsibilities and ensuring 
adherence to applicable, policy and regulatory requirements before 
executing documentation drafted by CLARA. 
 



Type of technology used 
 
Robotic Process Automation (RPA) 
 



Benefits of Use 



 
Use of the tool reduces administrative burden to the workforce while 
promoting compliance. In addition, as a result of using the bot, GSA 
estimates savings of 36,000 hours/year. 
 



Automation Status 
 
Deployed 
 



 
Extent Deployed  
 



 
Department-wide 
 



                                                           
actions necessary to close out the contract, including de-obligating funds. However, the FAR does not explicitly prescribe a specific method or require a contract 
modification to de-obligate the remaining funds. Each agency may have its own internal policies and procedures for de-obligating funds during contract closeout, which 
may involve issuing a contract modification by a Contracting Officer. The specific requirements can vary from agency to agency. It is advisable to consult agency-specific 
guidance, policies, procedures, and supplemental regulations to ensure compliance with requirements pertaining to the preparation of modifications for de-obligating 
funds during contract closeout. 
 
2 For a complete list of steps in the contract closeout process, see Activity 51 in FAI’s Contracting Professionals Smart Guide (CPSG).  





https://www.fai.gov/sites/default/files/CPSG_Activity51.pdf








Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



Agency Authority to Operate 
(ATO) Completed 



 
No 
 



Primary Data Sources 



 
● EASi (GSA’s Electronic Acquisition System Integrated) - contract 



information, obligation values, accounting string balances, 
modification drafting, project names and descriptions. 



● Pegasys (GSA’s core financial system) - payment records, invoices, 
receiving reports. 



● Oracle Business Intelligence - contains EASi and Pegasys data for 
obligation values, payments, received amounts, accepted amounts, 
variance identification, open items, retainage activity, open orders, 
etc... 



 



Is the automation exportable 
for use by another agency?  



 
No 
 



Video Demonstration  



 
Contract Financial Review Pathway Demo: 
https://vimeo.com/gsavisualcommunications/review/665329394/d98c5096
84  



Point of contact  
 
joslann.igoe@gsa.gov 
 



Supplementary materials • CLARA Info Sheet 
• CLARA Process Map 



 
 





https://vimeo.com/gsavisualcommunications/review/665329394/d98c509684


https://vimeo.com/gsavisualcommunications/review/665329394/d98c509684
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Contract Administration 



Activity 34: Options 



Procedures for executing options under a contract to purchase additional supplies or services called for by the 
contract, or to extend the term of the contract.  



Related Flow Charts: Flow Chart 35 
 



Tasks FAR Reference(s) Additional Information 



1. Determine whether there is an 



existing need and if so, whether the 



existing need can be fulfilled by 



exercising the option. 



FAR 17.207(c)(2) Exercise of options. Identify all available options in sufficient time to:  



 Verify the government need for the supplies or services 



covered by the option and research current market 



prices.  



 Verify that the funds needed to exercise the option are 



available. 



The Government’s need must be met through full and open 



competition except for options that were evaluated as part of the 



initial competition, within the scope, and under the initial terms of 



the contract. Other options may be exempt under the procedures 



in FAR Subpart 6.3. 



2. Provide a written notice to the 



contractor of the intent to exercise 



the option. 



FAR 17.207 Exercise of options. The contracting officer must provide written notice to the 



contractor within the time period specified in the contract. 



3. Determine that funds are available. FAR 17.207(c)(1) Exercise of options. Only exercise an option after determining that funds are 



available. 



4. Determine whether a synopsis is 



required for the option. 



FAR 17.207(c)(4) Exercise of options. Do not synopsize the option requirement if the existing contract 



was previously synopsized in sufficient detail to comply with the 



requirements of FAR 5.207 or if another exception applies. 



Otherwise, the requirement for the supplies or services available 



through the option must be synopsized. 





http://www.fai.gov/drupal/sites/default/files/CPSG_Activity34_Flowchart.pdf
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Tasks FAR Reference(s) Additional Information 



5. Determine whether the contractor 



is responsible and has satisfactory 



performance. 



FAR 17.207(c)(5) Exercise of options. 



FAR 17.207(c)(6) Exercise of options. 



FAR 17.207(c)(7) Exercise of options. 



Only exercise an option after determining that:  



 The contractor is not listed in the System for Award 



Management Exclusions (see FAR 9.405-1); 



 The contractor’s past performance evaluations on other 



contract actions have been considered; and 



 The contractor’s performance on this contract has been 



acceptable, e.g., received satisfactory ratings. 



6. Determine the option price. FAR 17.207(f) Exercise of options. Determine the option price from the terms of the basic contract. 



For example:  



 A specific dollar amount;  



 An amount determined by applying the provisions (or a 



formula) provided in the basic contract, but not including 



renegotiation of the price for work in a fixed-price type 



contract;  



 In the case of a cost-reimbursement contract a:  



o Fixed or maximum fee; or  



o Fixed or maximum fee amount that is 



determinable by applying a formula contained in 



the basic contract as long as the pricing 



arrangement is not cost-plus-percentage-of-cost;  



 A specific price that is subject to an economic price 



adjustment provision; or  



 A specific price that is subject to change as the result of 



changes to prevailing labor rates provided by the 



Secretary of Labor (e.g., adjusted based on changes in 



the Service Contract Labor Standards statute wage 



determination). 
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Tasks FAR Reference(s) Additional Information 



7. Research market prices for the 



supplies and services covered by 



the option. 



FAR 17.207(d) Exercise of options. Consider the following when researching market prices: 



 Normally, an informal analysis is adequate to determine 



current market prices.  



 A new solicitation may be used if there is a question 



about whether the exercising of the option is more 



advantageous than awarding a new contract. Do not use 



this method of testing the market, if it appears that the 



option price is the best price available.  



 If the time between the contract award and 



consideration of exercising is short, the original 



competition may provide adequate evidence that the 



option is the most advantageous offer available. Take 



into consideration such factors as:  



o Market stability; and 



o A comparison of the time since award with the 



usual duration of contracts for such supplies or 



services. 



8. Prepare a written determination for 



the contract file. 



FAR 17.207(f) Exercise of options. Before exercising an option, make a written determination that 



exercising the option is in accordance with: 



 The terms of the contract; 



 The requirements of FAR 17.207; and 



 FAR Part 6. 



To satisfy requirements of FAR Part 6 regarding full and open 



competition, the option must have been evaluated as part of the 



initial competition and be exercisable at an amount specified in 



or reasonably determinable from the terms of the basic contract. 



9. Exercise the option. FAR 17.207 Exercise of options. Normally, options are exercised using a unilateral contract 



modification. 



Whether unilateral or bilateral, the modification or other written 



document exercising the option must cite the option clause as 



the authority for the government action. 
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1. PURPOSE OF THIS USER GUIDE 



This User Guide is designed for Contracting Officers (COs), Contracting Specialists (CSs) and other procurement 
professionals who will use the Contractor Responsibility Determination bot. This document provides: 



1. An abbreviated description of the technology that enables the bot to perform, known as Robotics 



Process Automation (RPA) 



2. A brief overview of the business process with reference to more detailed process documents, policies 



or guidance 



3. A step-by-step guide for how to interact with the bot 



4. Troubleshooting support and contact information for technical support 



2. INTRODUCTION TO ROBOTICS PROCESS AUTOMATION 
Robotics Process Automation (RPA) is a process by which computer software, often called a “bot” or 
“automation,” emulates and integrates the actions of a human interacting within digital systems to execute a 



business process. RPA automations utilize the user interface to capture data and manipulate appli cations just 
like humans do. This technology is best used to convert manual, rote, rule -based human processes into 
automated, software based processes.  



3. ABOUT THE CONTRACTOR RESPONSIBILITY 
DETERMINATION BOT 



3.1. Business Process 



In accordance with FAR 9.1, an affirmative determination of a contractor’s responsibility must be included in 



the contract file. COs are primarily responsible for assessing each contractor and issuing a determination. To 
make an affirmative determination, COs aggregate information from several sources. Together, these 
references inform a CO of a contractor’s financial responsibility, capacity, performance reference, experience, 



integrity and business ethics standing. 



COs use two documents to assist in the evaluation of the above sources to ensure that all required 



documentation is included in the contract file: The Responsibility Determination Guide and the Financial 
Analysis Guide. Both of these resources are fillable PDFs provided by OSPE.  



The Contractor Responsibility Determination Bot automates much of the process of gathering data for 
completing the two required forms to determine responsibility. Given a DUNS number, the bot collects data 
from Dun & Bradstreet, SAM.gov and FAPIIS.gov and populates these  two forms.  



Once filled, the CO can review the information to assess a contractor’s responsibility, complete the past 



performance review, and sign the document confirming their determination. This determination is placed by 
COs in the contractors file in AMS. 



3.2. Usage 



This bot is an unattended bot, meaning it runs in the background and you will not see it doing the work.  You 
will prompt the bot to run through the Bot Center. This is detailed in section 5. 





https://botcenter.dol.gov/home
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When should I use this bot? 
You should run this bot for each contract you manage that needs a determination made. If you have multiple 



contracts in need of a determination, you can tell the bot to run for them all at once. See section 5 for details.  



How do I use this bot? 
This is outlined in detail in section 5.  At a high-level, you will you will use the Bot Center to submit information 
into the required fields for the bot to process your request. You will receive a confirmation message after 
clicking “Run” to submit the request. Once it has processed your request, you will receive an email with 



multiple attachments detailed below. 



What do I do with the bot results? 
All bot results must be reviewed before a determination can be reached. Once you confirm that you agree 
with the results, they should be stored in the contractors file in AMS.  



4. USER ACCOUNT POLICIES 
For security purposes, all users of this bot must be on the approved user list managed by OCIO. 



4.1. Getting Started 



Prerequisites 
 Microsoft Edge or Google Chrome Web Browser 



 DOL VPN Connection 
 Bot user access: email EnterpriseServiceDesk@dol.gov to request DOL RPA access and ask for the ticket to be 



assigned to the "RPA support" Service Now group. 



Instructions 
User Login (via Windows) 



1. Navigate to the following URL: https://botcenter.dol.gov/ 
 You will be redirected to the UiPath login screen. 





https://botcenter.dol.gov/home


mailto:EnterpriseServiceDesk@dol.gov


https://botcenter.dol.gov/
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2.  To login using your DOL account, click on the Windows icon as shown below: 



 
 If login is successful, will be redirected back to the bot center.  



 



4.2. Login Error 



If you get a login error (usually error #214), please open a ticket with RPA Support. This link will open an 
Outlook email. Do not change the email recipient, subject line or prefilled body. Please add a description of 
your issue and send a screenshot of the error message. 



5. USING THE CONTRACTOR RESPONSIBILITY 
DETERMINATION BOT 



5.1. Initiate the bot 



Navigate to the Bot Center, and under Contractor Responsibility Determination, click “Run Bot”: 





mailto:EnterpriseServiceDesk@dol.gov?subject=Please%20open%20an%20ESD%20ticket%20requesting%20DOL%20RPA%20assistance%20and%20assign%20it%20to%20the%20%22RPA%20support%22%20Service%20Now%20group&body=Problem:%20Getting%20an%20error%20when%20attempting%20to%20login.
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Populate each of the fields with the following pieces of information.  *Hover over the black “?” icons for 
descriptions of the following fields (see screenshot below): 



1. DUNS Number (do not include any leading 0s, no dashes) 



2. Subject 
3. Services 
4. EIN NO 
5. Contract Period State 



6. Contract Period End 
7. Total Estimated Price 
8. Government Estimate 



9. Current Asset 
10.  Current Liabilities 
11. Net Working Capital 



\ 
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You can populate the fields for just one contractor or for multiple at one time. To include multiple 
contractors, click “Add another line” at the bottom of the pop-up window (see screenshot above)  



Once all necessary input has been entered, click the “Run” button to submit the request.  



5.2. Contractor Responsibility Determination bot output 



1. After clicking “Run” to submit your request, the pop-up window will show a confirmation message: 
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If you are not approved, you will receive a rejection email stating so. See section 4 on user accounts to be 
added as an approved user. 



2. Be patient as the submission is processing; however, the process should complete within 15 minutes. 
3. Upon completion, you will receive a confirmation email stating your Contractor Responsibility 



Process has completed successfully. 



If the bot fails to process your submission for any reason, you will receive an email stating an error has 
occurred with instruction to resubmit. If the error continues contact the DOL OCIO Enterprise Service Desk. 
See section 6. 



 
4. Confirmation email will include the following attachments: 



a. Responsibility Determination document (all data bot was able to populate)  



b. Financial Analysis document (all data bot was able to populate)  
c. Screenshot of Has Active Exclusion?: value  (from SAMs.gov)  
d. Size Standard table (from SAMs.gov) 



e. Screenshot from FAPIIS 
f. All FAPIIS_ReportFile pdfs (if applicable) 



 



Note: It is your responsibility to keep track of all bot results and provide a record of all 
documentation required by this process. Using this bot does not replace human decision making. 
You are responsible for reviewing all bot output and making a decision about the next steps.  
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6. TROUBLESHOOTING AND TECHNICAL SUPPORT 



6.1. Troubleshooting FAQ 



Why didn’t the bot process my request? 



1. Input issues:  
a. Do not use special characters (Examples include: *&_) or spaces when populating the pop-up 



window 



2. Data Source issues: 
a. If one of the websites the bot uses to collect data from is down, the bot will not be able to 



process your request. 



6.2. Technical Support 



If you are able to login to the Bot Center but do not see any bots, you may not be in a user group authorized to run a bot 
process. See Section 4. 



If you experience other issues, click on “Report a Problem” at the bottom of the Contractor Responsibility Determination 
bot dashboard (next to the “Run Bot” button, see screenshot below). This will generate an Outlook email, with the 



appropriate Subject line and addressee. Do not removed the pre-populated text in the body, and add your issue 
description. Include a screenshot of the error you received in the email body. If the problem is that the bot never 



emailed you with the attachments, explain that in the email. The service desk may ask you a few questions before 
sending you to the OCIO RPA team. 



Note: The AMS helpdesk will NOT be able to support any bot related issues.  
For consideration: This bot is dependent on external sites. If any changes are made to SAM.gov or FAPIIS.gov, please 



submit a ticket explaining the changes as this will cause problems with the bot.  
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PLAYBOOK OVERVIEW



What Is It
The BUYSMARTER Playbook is a guiding resource that describes the BUYSMARTER operating model to help agencies understand how the operational process 
and membership structures function. Agencies will be informed on how to commit purchasing to the BUYSMARTER model. The BUYSMARTER Playbook will  
guide users through the steps of how the BUYSMARTER operating model works and what to expect. This playbook can be used as a communication tool to  
senior leadership that showcases the governance and approach to securing acquisition cost avoidance and efficiencies, demonstrating the potential power  
behind BUYSMARTER. 



How to Use It
The BUYSMARTER Playbook provides a high-level overview of the operating model. The sections detailing the operating model are organized according to the ten 
steps of the model and provide the following information:



Overview



A description of each operating model step and how it  
fits into the overall model.



Purpose and Outcomes



The purpose articulates why the highlighted step is  
part of the model and the outcome articulates the result.



Leveraging Artificial Intelligence Technology



A description on how artificial intelligence (AI) can support 
each operating model step.
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BUYSMARTER OVERVIEW 



BUYSMARTER is an initiative that maximizes HHS’s group purchasing power to 
establish a cohesive acquisition structure across HHS in order to drive better pricing 
and achieve better terms and conditions, while consolidating the total number of 
contracts and shifting acquisition staff-time to higher-priority, mission-critical work. 
BUYSMARTER seeks to transform the way HHS does business by focusing on four 
main objectives:



1. Realize cost savings by leveraging the enormous purchasing power of HHS
2. Enhance and streamline the end-to-end procurement process
3. Establish a cohesive, cross-HHS acquisition organization, which operates 



transparently, efficiently, and effectively
4. Encourage competition as an incentive to reduce spend and control lifecycle 



costs



BUYSMARTER uses artificial intelligence (AI) technology to analyze departmental 
requirements based on current HHS-wide spend data. This helps identify 
opportunities to consolidate contract vehicles across agencies within HHS to leverage 
overlapping requirements at a significant cost savings for the federal government.  
With AI technology at the center of the BUYSMARTER operating model, HHS can 



transform its data into actionable information to leverage its buying power and 
achieve best-value savings. Specifically, HHS can now clearly demonstrate where 
a single vendor is charging HHS agencies different prices for the same goods and 
services, and/or different prices for additional features or terms that are not necessary 
for the primary use of the goods or services. HHS contracting officers will be able 
to negotiate better prices and achieve savings that will be directed to their mission 
objectives. Once BUYSMARTER is fully implemented, HHS can expect to achieve 
significant cost avoidance of at least $720M on an annual basis based on initial 
projections even at the most conservative estimates. 



Why BUYSMARTER?
HHS will realize significant cost savings of at least $720M on an annual basis.



A Sample of HHS-Wide Contract Data for 18 Months (FY 2016-2017)



Good/Service High Low % Difference



VMware vSphere $1,028.00 $571.00 80%



Case Copy Paper $59.41 $27.00 102%



Automated External Defibrillator $2,627.00 $946.00 178%



RN Services $96.20 $42.00 129%



Adobe Connect (500 Seats) $18,149.00 $4,309.00 322%



BUYSMARTER Unique Initiative
This unique approach brings buying agencies together around each of the 10 
General Services Administration (GSA) common government spend categories:



1. Information Technology
2. Professional Services
3. Security and Protection
4. Facilities and 



Construction



5. Industrial Products  
and Services



6. Office Management
7. Transportation and 



Logistics Services



8. Travel and Lodging
9. Human Capital
10. Medical
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BUYSMARTER OPERATING MODEL



MISSION NEEDS & 
CONTRACT/ PURCHASE 
HISTORY ASSESSMENT



Agency missions needs 
drive BUYSMARTER 
strategies.



+  FULL CONTRACT  
SCAN WITH AI



Artificial intelligence (AI) tools 
ingest HHS-wide contract data 
and uncover common purchase 
data and price variances.



02



CONTRACT  
ROADMAP



Combine mission needs 
and historical contract 
data to identify and 
sequence contracting 
activity/categories.



03



CATEGORY 
COLLABORATIVES



Organize groups 
around GSA categories. 
Comprised of SMEs from 
each agency.



• Category A Collaborative
• Category B Collaborative
• Category ‘n’ Collaborative
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REQUIREMENTS 



DEFINITION



Category Collaboratives 
define key requirements 
for targeted acquisitions:



• Cost
• Quality
• Outcomes
• Features
• Distribution



• Logical Unit 
Size



• T&Cs
• Future 



Innovations



Sub-Category
• Pursuit 



Team A
• Pursuit 



Team B



• Pursuit 
Team C



• Pursuit 
Team ‘n’



05
COST/OUTCOME  
DATA ANALYTICS



Using AI, HHS contracting 
teams assemble cost 
and quality data around 
identified goods or 
services.



06
CONTRACT  



VEHICLE/RFP



select contract vehicle to 
accommodate mission 
needs. Posts RFP with 
clear direction on 
BUYSMARTER process. 



07
CONDUCT CONTRACT 



RECOMMENDATION EVENT



Source Selection 
Committee, with 
support from Category 
Collaboratives, 
convene for oral 
presentations from 
best qualified vendors 
and make selection 
recommendations to 
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E-COMMERCE  



ORDERING PLATFORM



Awarded product/service 
loaded onto e-commerce 
platform:



• User friendly
• Direct order/



ship
• Data  



analytics



• P-card friendly
• Tracks usage



SPECIALIZED CONTRACT 
ADMINISTRATION



 OR



CONTRACT  
OVERSIGHT



Collect and analyze 
BUYSMARTER 
participating 
organizations’ contract 
and purchasing activity.
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THE EXECUTIVE STEERING COMMITTEE



The Executive Steering Committee (ESC), comprised of 
representatives from each HHS agency, is the primary 
decision-making body for the BUYSMARTER initiative 
and sets the overall strategy. 



01



BUYSMARTER will design an expedited acquisition process 
to help HHS deliver the mission during crisis situations.



Expedited 
Process



09



The overall BUYSMARTER operating model illustrates how this 
new, transformative process will help HHS achieve an efficient 
and cohesive approach to federal procurement.
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STEP



1
STEP



1



Overview
The BUYSMARTER Executive Steering Committee (ESC) is the primary governing and decision-making body for 
BUYSMARTER. The ESC initiates a process of assessing, coordinating, and developing a full-spectrum HHS acquisition 
strategy that streamlines the entire buying lifecycle. ESC members define and set standards on the appropriate contract 
compliance rates to drive adherence and realize projected cost avoidance. The ESC is expected to make the final 
decisions for recommendation after fully-developed opportunities from down-selected vendors are presented. 



Purpose and Outcomes
Purpose: To develop a lead entity that is the primary decision-making body for the BUYSMARTER operating model
Outcome: Understanding of a clear governance model that undertakes the primary decisions of the operating model



Leveraging AI Technology
Generate clear and concise decision packets/pre-
reads for the ESC members to review with their 
staff prior to the Contract Recommendation Event 
and each respective ESC meeting. These packets 
contain all the relevant data for the goods and 
services under consideration and will be used as a 
basis for decisions.



THE EXECUTIVE  
STEERING COMMITTEE



H
O



W
 I



T
 W



O
R



K
S



Develop Strategy



The ESC develops an overall 
strategy for BUYSMARTER, including 



overall sequencing of agencies, 
good or service groups/categories, 



identifying centers of excellence 
for specific contract types, 



Federal Acquisition Regulation 
(FAR) compliance, and vendor 



engagement strategy.



Approve Acquisition Roadmap 



The ESC reviews and approves  
the Contract Roadmap for each 
targeted category, good, and 



service.



Identify SMEs 



Based on the Contract  
Roadmap sequencing,  
each ESC Member will 



identify key SMEs within 
 their agencies to drive  



requirement determinations  
for each targeted contract.



Make Final Decision 
Recommendation



Fully developed opportunities are 
presented to ESC members prior 



to each Contract Recommendation 
Event (CRE). Down-selected vendors 
present their case to the ESC and the 



ESC makes the final decision  
for recommendation. Separate  
events are held for small and  



disadvantaged vendors.



Drive Compliance and  
Realize Savings



The ESC is presented with  
the contract compliance rates  



for their respective agencies in  
order to drive compliance and  



realize expected cost  
avoidance and recovery.
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Leveraging AI Technology 
Ingests the contract writing systems and organizes 
data with the structured Category Management 
approach. It is based on drivers including price 
differences, duplication, disparity of vendors, and 
coterminous expirations.



MISSION NEEDS & CONTRACT/PURCHASE  
HISTORY ASSESSMENT



Overview
The Mission Needs and Contract/Purchase History Assessment step in the operating model is the means by which 
BUYSMARTER will understand the goods and services that will have the most impact on the mission and cost profile of an 
agency. Contracting data will be digested, categorized, and analyzed to enable agencies to perform direct comparisons 
for every type of good and service category and determine the highest quality, best delivery, and best cost contracts.



Purpose and Outcomes
Purpose: To adequately track, categorize, and sort current contracting data
Outcome: Shared understanding of a full analyses on contracting data that can demonstrate the ‘like-to-like’ contracts 
for goods and services such that price variation can be determined



H
O



W
 I



T
 W



O
R



K
S



Reach Out to  
Participating Agencies



Determine which  
agencies will be  
participating in  



BUYSMARTER and  
at what level  



of commitment.



Conduct Mission  
Needs Assessment



Conduct a mission needs 
assessment for each agency 
and participating stakeholder 
groups through stakeholder 
interviews, surveys, and/or 



listening sessions.



Obtain Data



Obtain relevant agency 
contracting data from contract 
writing systems to be ingested 
into the Full Contract Scan Tool 
and sorted into data taxonomy 



as defined by the ten GSA 
common spend categories.



Initial Output Produced



An initial output is produced  
for the contracting experts  
to review with results rank 
ordered based on a set of 
parameters determined by 



subject matter experts.



Analyze Data



A final analysis report is 
provided that outlines key 



metrics such as low price, mean 
price, high price, spend, and 



potential savings if all purchases 
were made at the lowest price.



MISSION NEEDS ASSESSMENT FULL CONTRACT SCAN











STEP



2
STEP



3
STEP



5
STEP



6
STEP



4
STEP



7
STEP



8
STEP



9
STEP



10



B U Y S M A R T E R  P L AY B O O K 8



STEP



1
STEP



3



Leveraging AI Technology 
Yields exact sequencing of complex acquisition 
efforts to pursue. It also monitors contract 
expirations to ensure contracts are current.



CONTRACT  
ROADMAP



Overview
The BUYSMARTER Contract Roadmap serves as the primary driver for all actions of the BUYSMARTER operating model. 
It organizes the BUYSMARTER contracting actions through Category Management, and arrays the targeted good or 
service contract events over a monthly and/or quarterly schedule. The roadmap serves as the overall work plan for the 
Category Collaboratives and defines the functional SME engagement sequencing from each agency for all good and 
service requirements gathering and analysis. 



Purpose and Outcomes
Purpose: To identify and sequence contracting activity and categories
Outcome: A clear understanding on the contracting pursuit timeline and details



H
O



W
 I



T
 W



O
R



K
S



Analyze Data



Data from all contracts is put through the 
AI tool and organized into categories with 
a data analysis structure that follows the 
Agency-Vendor-Category- Product-Cost-
UOM model. Overall cost avoidance for 



each category, vendor, good,  
and service is calculated.



Review Data Analysis and  
Engage Sub-Committee



The Category Collaborative reviews the 
analysis, prioritizing their mission priorities 



around goods and services, and agrees 
upon the sequencing of contract pursuits 



for the final Roadmap.



Receive Approval and  
Communicate Roadmap



The Roadmap is taken to the ESC for 
final approval. It is then communicated to 
key stakeholders with expectations and 



relevant timelines.



Conduct Monthly Roadmap Review



The Category Collaboratives conduct 
a monthly review and update of the 



Roadmap, with attention paid to pending 
contract expirations, co-terminating 



contracts, budgetary needs, and  
industry changes.
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Overview
The BUYSMARTER Category Collaboratives bring buying agencies together with a focused mission around procurement for each of 
the ten General Services Administration (GSA) common government spend categories. The Category Collaboratives are responsible 
for the requirements gathering process and provide the necessary data for improved contract negotiations.



Purpose and Outcomes
Purpose: To organize acquisition professionals and good or service subject matter experts efficiently around acquisition categories
Outcomes: 
• Alignment on common and unique acquisition needs across all OpDivs/StaffDivs for each of the 10 GSA common government 



spend categories 
• Equal representation that robustly captures requirements for all combined acquisition pursuits



Leveraging AI Technology 
Supplants the endless ‘like-to-like’ 
comparative analysis with constant, 
real-time output for each team around 
the best contracts. Market research 
will empower negotiations on pricing, 
outcomes, and terms and conditions.



CATEGORY  
COLLABORATIVES
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Determine Data Needs



Each Category Collaborative reviews 
their portion of the Roadmap and 



determines the required spend, pricing, 
and terms and conditions data needed 



for the upcoming acquisition events. 
Data needs are then sent to the data 



team for extraction.



Develop Requirements Documents



The Category Collaborative reviews 
the outcome of the data extraction 



for target acquisitions, develops 
requirements input documents for 



the Category Sub-Committees, and 
reviews and categorizes the agency 



requirements to develop a final 
requirements document (See Step 5: 



Mission Needs Requirements  
for more information).



Assess/Rank Potential Vendors  
and Goods/Services



The Category Collaborative leverages 
requirements documentation to 



assess potential vendors and goods 
and/or services. All available data 
around costs and outcomes are 



gathered, analyzed, and combined 
into a structured tool that force ranks 



potential vendors (See Step 6: External 
Cost/Quality Market Assessment for 



more information).



Develop RFP and Select  
Contracting Vehicle



The Category Collaborative works 
directly with the lead agency 



Contracting Officers (C.O.) to develop 
the Request for Proposal (RFP) for the 



targeted goods and services as well as 
determining the best contract vehicle 
for the contract. They select the top 



two to four vendors for the contracting 
event (See Step 7: Contract Vehicle/



RFP for more information).



Host Contracting Event and 
Communicate Vendor  



Selection Decision



The Category Collaborative participates 
in the contract recommendation event, 



including developing the pre-read 
packages, coordinating with selected 
vendors, leading the event with the 



ESC, and communicating ESC decision 
to all stakeholders (See Step 8: Conduct 



Contract Recommendation Event for 
more information).
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Leveraging AI Technology 
Intakes requirements from SMEs; runs a diagnostic 
on the available vendors, contracts, goods, and 
services; and produces a fully vetted and approved 
requirements traceability matrix for SPT review. 



REQUIREMENTS  
DEFINITION



Overview
The Requirements Definition phase is the critical interface step between BUYSMARTER and the operating and staff 
divisions. This phase serves as the means for the Category Collaboratives to engage closely with SMEs. It strives to 
meet both the need for common/standard requirements and the special needs of agencies that are mission critical.



Purpose and Outcomes
Purpose: To efficiently and simply capture all key good and service requirements across agencies
Outcomes: Defined and fully representative requirements that inform the Sub-Category Pursuit Team’s (SPT) actions
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Develop Acquisition Pursuit Plans



The Category Collaborative SPT reviews 
the roadmap for all acquisition efforts 
to determine what requirements will 
be needed from operating and staff 



divisions (based on specialty). Acquisition 
Pursuit Plans are developed for each 



targeted good or service.



Develop Requirements Plan and 
Identify SMEs



The SPT reviews upcoming acquisitions 
with their members, develops a specific 



requirements plan, and identifies and 
engages SMEs for requirements input.



Determine Common and  
Speciality Requirements



Incoming common and unique 
requirements are reviewed by the  
SPT and ranked based on primary  
and secondary acquisition effort.



Develop Acceptable  
Parameters



Requirements are passed onto the  
cost/outcome data collection effort 
by the SPT. Parameters within each 
requirement are defined as guides  



for the data collection.
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Leveraging AI Technology 
Digests all known information about each good and 
service (e.g., clinical trials, research papers, vendor 
developed solutions, etc.) and produces an analysis 
that matches good and service outcomes to the 
defined requirements.



COST/OUTCOME  
DATA ANALYTICS



Overview
The Cost/Outcome process is the key research component that involves leveraging appropriate third party tool(s) that 
aggregate cost and outcomes data, including those that can properly analyze purchased services spend. Acquisition 
professionals can 1) develop criteria for a web crawl on a specific type of good or service based upon the requirements 
gathered, 2) launch a web crawl for results matching those requirements, and 3) collate all of the captured information 
into a report that will support the development of a highly-specific and fact-based acquisition. This summary report 
called the cost/quality/terms (CQT) summary report will serve as a key resource for the SPT to interact with vendors 
during the pre-solicitation, proposal review, and the final selection phases.



Purpose and Outcomes
Purpose: To assemble cost and quality data around identified goods or services
Outcomes: Acquisition professionals will be equipped with key information on their acquisitions and the breadth of 
goods and services in the marketplace, allowing them to make informed purchasing decisions
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Review of Search Parameters



The SPT reviews the agreed-upon search  
parameters to ensure they are robust.



Conduct Web Crawl and Review Results



Following the technology-enabled web crawl and return of 
overall aggregate results, the SPT reviews the results and 



deletes irrelevant and duplicative information.  
Key information is selected to be in the final  



CQT summary report.



Develop CQT Summary Report



A final summary report is developed by the AI  
tool and presented on a dynamic user interface.
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Leveraging AI Technology 
Automatically selects the best contract vehicle 
based on criteria determined and reviewed by the 
SPT and ESC. Produces a packet of information for 
the SPT and ESC including pricing, outcomes, and 
terms and conditions. 



CONTRACT  
VEHICLE/RFP



Overview
The Contract Vehicle/ /Request for Proposals (RFP) process will yield the proper contract type necessary for the 
acquisition and identify the lead agency for the contract to be managed pre-, during the course of, and post-
recommendation. For each BUYSMARTER contract, a lead agency and associated Contracting Officer will be named 
based on spend volume. The key input for this process will be the output produced from the cost/quality/terms (CQT)  
summary report, which will inform the contract parameters around cost, outcomes, terms and conditions for the 
identified vendors.



Purpose and Outcomes
Purpose: To efficiently select contract vehicles that accommodate mission needs
Outcomes: Negotiating parties are well-equipped with contracting information to choose a lead contracting agency
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Select Contract Vehicle and  
Lead Agency



The SPT reviews the CQT summary 
report and determines the best contract 



vehicle to leverage for that particular 
type of good or service.  The lead 



agency is selected by the ESC.



Develop and Post the RFP



The RFP is developed by the lead 
agency with assistance from the SPT. 
A list of targeted vendors is finalized 
and vendors are contacted when the 



solicitation is posted.



Review Proposals and Contact Vendors



Vendors submit their proposals and they 
are reviewed and the top three to five 



are ranked against agency requirements. 
Vendors are contacted and asked to 



compete in the CRE.



Schedule Contract  
Recommendation Event



A target date for the contract 
recommendation event is set and 



communicated to selected vendors 
along with the expectations for their 



participation in the event.
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Leveraging AI Technology 
Compiles all relevant information from each 
step of the BUYSMARTER operating model into 
a clear and easily digestible format to enable 
leaders to make the best and most informed 
acquisition decisions. 



CONDUCT CONTRACT  
RECOMMENDATION EVENT



Overview
The Contract Recommendation Event (CRE) is the primary event that all prior efforts have worked to achieve. It gives the 
ESC the information they need to make a decision on the goods or services that will best serve the overall needs of HHS 
as well as their OpDivs/StaffDivs. Armed with a pre-read package with all pertinent details on the relevant acquisition, the 
ESC can make informed decisions on the best contracts to pursue. The actual event entails a very scripted and time-bound 
presentation format for the selected vendors to present their very best cases on why their goods or services would best 
serve HHS. The ESC takes all information into deliberations and votes on their recommendation. 



Purpose and Outcomes
Purpose: For leadership and acquisition professionals to make informed decisions on the best contracts to pursue  
Outcomes: The development of comprehensive packages necessary for agency leaders to make their final and informed 
recommendations on acquisitions
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Review Pre-Read Documents



The ESC receives a CRE package produced by  
the AI tool and reviews all pertinent information  
with their organization’s domain SMEs to gain  
full knowledge of key requirements to feed  
into their decision  making during the CRE.



Conduct Contract Recommendation Event



The CRE agenda is finalized and each vendor defends 
their proposal to the ESC. Upon conclusion of each 



vendor presentation, the ESC Members conduct a vote 
on their preferred award.



Award and Administer Contracts



Final ESC Contract Recommendations are delivered to 
the lead contracting agency Contracting Officer (CO). The 
CO then determines the final award disposition on behalf 



of the agency and owns the administration of  
said contracts.











STEP



2
STEP



3
STEP



5
STEP



6
STEP



4
STEP



7
STEP



8
STEP



9
STEP



10



B U Y S M A R T E R  P L AY B O O K 14



STEP



1
STEP



9



Leveraging AI Technology 
Produces data around purchasing 
volumes. This data and subsequent 
analysis of buying behaviors by agency, 
function, and individual purchase cards 
are used to drive proper buying behaviors.



E-COMMERCE  
ORDERING PLATFORM



Overview
The e-Commerce Ordering Platform is a new, modernized method of leveraging a commercial grade offering that will allow the 
awarded contracts to be uploaded into the secure, e-commerce platform, and for agency employees to have access to them to 
directly order their goods and services through the platform. It will also allow agencies to introduce influencers and controls over 
buying behaviors such that small and/or disadvantaged vendors will receive their appropriate share of the spend volumes and 
higher priced/lower quality goods and services are disabled within the ordering interface. The platform will serve as a key source 
for understanding buying behaviors as well as contract compliance across all agencies and divisions.



Purpose and Outcomes
Purpose: To design a streamlined source for employees to view and make informed purchasing decisions 
Outcomes: A simplified and centralized source for a greater variety of acquisition professionals to purchase goods and services 
at a pre-negotiated price
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Load Awarded Contracts  
to e-Commerce Platform



Awarded goods or services are 
uploaded onto the e-commerce 



platform and are available  
for purchase.



Register In the  
e-Commerce Platform



All HHS Purchase Card (p-card) 
holder’s information is uploaded 



into the e-commerce tool. Invoicing 
requirements for goods and service 
not listed on the P-Card will also be 
available on the e-commerce tool.



Submit Orders



Users submit orders in the 
e-commerce tool for approval. 
Approving authority/authorities 



confirms the order is within  
purchase limits and is necessary  



for the mission.



Ship Goods



Order is shipped  
directly to the recipient’s  



assigned delivery location.



Contract 
Writing 
System
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Leveraging AI Technology 
For each agency and HHS as a whole, the 
compliance report will list the total contracted 
spend, actual spend, target compliance 
percentage, actual compliance percentage, total 
potential avoidance and recovery, actual avoidance 
and recovery, and unrealized savings potential 
(annual and monthly for each).



CONTRACT  
OVERSIGHT



Overview
Contract Oversight is a process for monitoring, alerting, and reporting on how well each participating agency in the 
BUYSMARTER program is being utilized to its highest and best potential. It gives acquisition professionals the ability to 
monitor the volume and percentage of committed spend across agencies and as an aggregate. Through the Contract 
Oversight process and detailed reporting, each acquisition professional will be equipped to engage their program 
leadership team to help drive the buying behaviors that will best impact the success of their agencies. 



Purpose and Outcomes
Purpose: To develop a process that ensures proper oversight of the program to ensure best utilization of the program 
Outcomes: The ability to pinpoint the buying discrepancies and modifying the behaviors of the buying staff to achieve 
the stated goals and cost avoidance targets
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Load Awarded Contracts Into AI Tool



Awarded contracts are loaded into the 
Artificial Intelligence (AI) tool with the key 
metrics necessary for compliance: target 
spend, target cost avoidance, and target 



contract compliance rate for each agency 
participating in the contract.



Load Purchases Into AI Tool



Employees make their purchases of goods 
and services through the means available  



to them (e.g., purchase orders, e-commerce, 
direct p-card purchases). All purchases 
made against the negotiated contracts 



within the e-commerce tool are  
tracked, and uploaded.



Analyze Buying Behaviors



The AI tool uploads all purchases from 
participating agencies and reports on 



buying behaviors toward reaching the full 
spend targets, compliance rates, and cost 
avoidance by agency, division, function, 



team, and individual.



Distribute Reports



Reports are distributed to all  
pre-determined acquisition  



professionals and agency leadership  
to engage their buying population  



in increasing purchases from  
negotiated contracts.
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Implementing Projected Contract Award Date Web 
App at Your Agency 
2021-05-14  



Introduction 
This web app automates generating projected contract award timeframes. An interactive user 
interface displays projected award timeframes for pending shopping carts (procurement 
requests).  Projected contract award dates are generated with a machine learning model that 
statistically predicts shopping cart award dates using key features from historical data on 
contract awards. The web app forecasts days to contract award for shopping carts in the PPS 
system. Predictions can also be expressed as a projected award date. The app works on 
shopping carts for new contracts. 



The web app was developed at the Internal Revenue Service, but can be ported for use by other 
agencies. This supports the Office of Federal Procurement Policy goal of interagency and cross-
functional teams partnering to scale of emerging acquisition technologies across the federal 
government. 



Getting Started with Deploying Web App 
 



Skills Needed 
Procurement SME Machine Learning SME 



- Understands procurement terminology 
and synonyms and antonyms (e.g. 
shopping cart/requisition and action 
dollar amount vs. total contract value). 



- Knows how to obtain reports from 
agency contract writing system(s) and 
understands data field definitions. 



- Communicates with agency acquisition 
workforce to promote usage of Projected 
Contract Award Date Web App. 



- Understands principles of supervised 
machine learning algorithms (e.g. 
random forest, decision tree, logistic 
regression, or neural networks). 



- Able to use RStudio/RShiny or similar 
machine learning software (e.g. Python, 
SAS, Matlab). 



- Familiar with agency server infrastructure 
suitable for deployment of web apps 
and/or machine learning models.  



 



Data Definitions 
 



The machine learning model backend and web app user interface was developed using reports from the 
IRS Contracting Writing System. While column names vary between agencies these systems have the 
same core functions. For example, at the IRS, Shopping Cart Numbers, are a unique identifier for 
procurement requests. Other agencies may use alternative terminology such as Requisition Number. 
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Data Definitions for Machine Learning Model and Web App 
Unique Identifier  SC Number (aka Requisition 



Number) 
Numeric 



 
 
 
 
 
 
 
 
Input to Model 



Days Until Fiscal Year End (aka 
days from requisition approval 
until September 30th) 



Numeric 



Contracting Office data 
elements: Contract Specialist 
(CS) Office, CS Division, CS 
Branch 



Categorical 



Program Office data elements: 
Functional Area, Funding 
Business Unit (aka customer 
office / team) 



Categorical 



SC PM Approval Date (aka 
data that program office 
submits requirement to 
procurement organization) 



Date 



Planned Obligation (amount 
of funding) 



Numeric 



Workload metrics (e.g. 
number of requisitions 
currently being worked by 
Contract Specialist) 



Numeric 



Fund (appropriation) Categorical 
 Expiration of Fund / 



Appropriation and Fiscal Year 
Numeric 



Output from Model Predicted Award Date (aka 
projected days to contract 
signature)  



Date or Numeric 



 



Application Structure 
 



The application is based on RStudio / RShiny scripts for data preparation, generating machine learning 
predictions, and a front-end user interface. R scripts (.r file type) are plain text files that can be viewed 
with code editor or word processing (e.g. Notepad) software. RStudio software is available, at no cost, 
but use of this software must by approved by agency IT personnel. The R scripts for the Projected 
Contract Award Date Web App were first produced by federal employees and a commercial contractor 
under Contract Number 2032-H5-20-F-00908. Accordingly, the Government has unlimited rights to code 
and data produced under this contract. Unlimited rights is defined in 48 CFR 52.227-14 as “the rights of 
the Government to use, disclose, reproduce, prepare derivative works, distribute copies to the public, 
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and perform publicly and display publicly, in any manner and for any purpose, and to have or permit 
others to do so.” 



High Level Application Process Flow 



 



Screenshot of Projected Contract Award Date Web App 



 



1. Train 
Model Based 
on Historical 



Actual 
Contract 
Award 



Timeframes



2. Generate 
Predicted 



Award Dates 
for Pending 
Contracts



3. Display 
Predicted 
Contract 



Award Dates 
in Web App
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Predictions can be expressed as a projected award date or number of days. Predictions are not 
normally accurate down the exact day. However, expanding projections to a ballpark timeframe 
results in these accuracy thresholds. 



Accuracy of Predictions Value 



Percent within +/- 30 days 86.75% 



Percent within same month 61.62% 



Percent within +/- 7 days 44.32% 



Percent within same week 24.19% 



User Personas 
 



Contracting Officer’s Representative (COR) or 
Contract Specialist 
 
  
Traditionally, milestone schedules have been developed manually and planned award dates 
are guestimates made by the acquisition team. In contrast, The web app automates 
generating projected contract award timeframes. Projections are made based on a statistical 
analysis of actual award timeframes for similar procurement. While normally exact date of 
award cannot be reliably forecasted – the machine learning approach aims to provide 
ballpark award timeframe projections that are as realistic and accurate as possible. with  
 
For small dollar purchases, acquisition plans are not required, and manual estimates of 
projected award days may be unavailable. With automated, computerized generation of 
projected award dates it is not too much trouble to generate projected timeframes for 
contract signature. 
 
Projected award dates will ideally be before or close to need dates for contractor support or 
products. Timely award of contracts is critical for agency mission objectives. Further, with 
continuous recurring needs it is importance to avoid a lapse in service (gap between expiring 
contract and replacement contract). If projected award dates cause a concern regarding 
whether contract award will be timely – this should be discussed by the acquisition team. It 
may be possible to expedite contract award and, in some cases, alternative acquisition 
strategies should be considered.  
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Executives and Managers 
 
 



 
Traditionally, milestone schedules are one procurement at a time, and projected contract 
award dates are documented in individual acquisition plan documents. The web app provides 
a bird eye view enabling monitoring the status and likely contract award timeframes for 
multiple procurements. Results can be filtered to show pending procurements for a particular 
team, Business Unit, or program of interest. 
 
Agency leaders need to monitor the status and progress on many different pending 
procurements. Executives and managers typically are not intimately familiar with progress on 
granular activities in the pre-award procurement process. Contract Specialists and CORs 
would know the exact status of quote/proposal evaluations and drafting contracts. At a 
leadership level, there is limited visibility exact status of granular pre-award activities. But the 
web app can provide a “30,000 foot” view of likely timeframes when contracts will be signed. 
These insights into, “how long will it take?”, are important to ensuring that teams and 
programs can obtain timely contract support or product deliveries. 



App Authors 
The Procurement, Analytics, Research, and Technology (ART) Division and procurement 
research contractor Data and Analytic Solutions, Inc. (DAS) has developed this web app to 
provide an interface over the prediction modeling efforts they have conducted. Contact David 
Gill (David.Gill@irs.gov), Robert Carlson (Robert.J.Carlson2@irs.gov) or Trey Gilliland 
(Joseph.L.Gilliland@irs.gov) with any comments, questions, or concerns. Also ART’s Technology 
Analysis (proc.dat.technology.analysis.branch@irs.gov) and Statistical Analysis 
(proc.dat.sab@irs.gov) branches can be contacted for assistance with the web app. 



 



Appendix 1 – IRS Newsroom Article on Web App 



IRS announces use of Projected Contract Award Date web 
app that predicts when contracts will be signed 
 
WASHINGTON —The Internal Revenue Service's Office of the Chief Procurement Officer today 
announced the successful development of a web app called Projected Contract Award Date. The 
interactive forecast dashboard statistically predicts when contracts will be signed. 



"This effort is a new trend in contract management that adjusts our business processes based on timing 
factors in the government contracting process, using cutting-edge data science technologies," said 
Shanna Webbers, IRS Chief Procurement Officer. "The web app will help us shorten the lead time in 
awards and save valuable time for our procurement staff as well as help contractors." 
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The IRS has $2.5 billion in contracts a year. 'When will a contract be signed?' is a key question for the IRS 
and generally for the federal government. This tool gives insight about when each request is likely to 
turn into a contract. The tool provides a technique other federal agencies can implement, potentially 
effecting $600 billion in government contracts. 



The new web app provides information on requisitions for new contracts. Using historical data of 
contract awards, the intelligent web app forecasts the number of days to contract award for requisitions 
in the IRS's Integrated Financial System – Procurement for the Public Sector. Predictions can also be 
expressed as a projected contract award date. 



The managerial implications of the new application are far-reaching. The web app with its predictive 
model will enable internal customers to accurately forecast needs and when they will be fulfilled, enable 
the IRS to adjust standards by redefining requirements – solicitation procedure, competition, dollar 
value and type of goods/services with commensurate realistic award lead time goals – and evenly 
distribute workload to contracting personnel and others. 



This predictive web app is one of the results brought about by an IRS research partnership with Data and 
Analytic Solutions (DAS), a woman-owned, small business comprised of procurement practitioners as 
well as university professors and students with procurement and machine learning experience. Other 
research initiatives of the team include vendor risk analysis and natural language processing and 
clustering analysis. 



Source: https://www.irs.gov/newsroom/irs-announces-use-of-projected-contract-award-date-web-
app-that-predicts-when-contracts-will-be-signed  
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Appendix 2 – Resources for Predictive Modelers and Data Feature Definitions 



Prerequisites (* these steps are for technical users and are not necessary if you simply 
want to view projected contract award dates) 
To run this access the development environment, you will need: 



 CDW Mercury Server Access 
 RStudio Service Access 
 /projects/CRA/ Folder Permissions 
 (Optional) - SecureCRT and SecureFX Software (to load new data) 



Running the Web App 
1. Login to RStudio on Mercury at RStudio Sign In 



 



2. Run the command setwd("/projects/CRA/Time to Contract Award/month-
of-award-web-app/") in the RStudio console pane at the bottom-left of the screen 



 



3. In the “Files” tab in the pane at the bottom-right of the screen, open the “More” 
dropdown menu and select “Go to Working Directory”  
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4. Double-click app.r from the file list in the Files tab from above to open in the Code 
pane at the top-left of the screen 



 



5. In the Code pane, select Run App 



 



6. The web app should now be running in an external window.  



 



Functionality 
This web app currently consists of 6 tabs of functionality: 



 



1. Report Prediction 
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Here users can explore records within PPS PALT reports available in the data/reports subfolder. 
The model can predict on the sheet of Open awards within the report giving users the ability to 
see the most likely date of award and total number of days in procurement for contracts that 
have not yet been awarded. 



 



 



2. Custom Prediction 



On the Custom Prediction tab, users can select their own custom inputs into the model to see 
how changing features of a potential contract influence the predicted date of award.  



 



3. Data Statistics 



Filter down to shopping 
cart(s) of interest by 



searching for SC Number, 
customer, team, name, etc. 
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On the Data Statistics tab users can review distributions and summary statistics of fields and 
features the model is trained on to understand the underlying data. 



 



4. Model Importance 



The Model Importance tab presents two charts of the importance of the underlying features of 
the model. 



The first view provides a plot of the importance values of the features used within the model. 
These plots are sorted in order of importance from top to bottom. 



The second view provides the specific importance values of each feature that are used in the 
plots in the first view. 
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5. Model Structure 



The Model Structure views provide insight into how the Random Forest model is trained and 
how the underlying model data structure of the training data is shaped. 
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6. Feature Definitions 



This static view defines the data-derived features and calculations used in the model. 
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1. PURPOSE OF THIS USER GUIDE 
This User Guide is designed for Contracting Officers (CO’s), Contracting Specialists (CS’s) and other 



procurement professionals who will be using the Letter of Intent Generation bot. This document provides: 



1. An abbreviated description of the technology that enables the bot to perform, known as Robotics 



Process Automation (RPA) 



2. A brief overview of the business process with reference to more detailed process documents, policies 



or guidance 



3. A step-by-step guide for how to interact with the bot 



4. Troubleshooting support and contact information for technical support 



2. INTRODUCTION TO ROBOTICS PROCESS AUTOMATION 
Robotics Process Automation (RPA) is a process by which computer software, often called a “bot” or 



“automation,” emulates and integrates the actions of a human interacting within digital systems to execute a 
business process. RPA automations uti lize the user interface to capture data and manipulate applications just 
like humans do. This technology is best used to convert manual, rote, rule -based human processes into 



automated, software based processes.  



3. ABOUT THE LETTER OF INTENT BOT 



3.1.  Business Process 
Contracts can be extended by exercising an option in the contract within a prescribed deadline. A Letter of 
Intent must be sent within 60 days of the end of the contract year. This avoids the need to renegotiate the 



contract—a time consuming and costly process. Without this bot, there is no automated way to know when a 
contract is due for exercise of an option year.  



Though the process to exercise an option contains many steps, the intention of this bot is to automate the 



process of identifying which contracts have upcoming options that need to be exercised within 90 days. Once 
a contract is identified as needing to exercise an option, given the contract number, the bot will then generate 
the Letter of Intent and return it to the CO or CS.  



The bot runs in two phases: 



Phase 1: Daily report of contracts due for exercise of an option within 90 days. Each morning at 8 am, 
an excel spreadsheet containing all of the contracts needing an option exercised within 90 days.  



Reports available in SharePoint: \\SILENTFS01.ent.dir.labor.gov\OCIO-APPS-RPA_Prod\Exercise_options\ 



You should periodically check the report to see if you have any contracts that need to have an option 
exercised within the next 90 days. 











 



 



 



Once you have identified a contract (or contracts) you are responsible for, you can begin the process of 
exercising the option.  



Note: Even after you have exercised the option, the contract and your name will remain on the 
report until the 90 days have lapsed. You should keep track of the contracts for which you have 
already exercised the options and which are new additions to the list. 



In order to conduct a responsibility determination for this contract, use the Contractor Responsibility 
Determination bot, and notify the program office responsible for the contract to ensure that they are 
able and wish to continue with this contract. Once this is completed, continue to phase 2.  



Phase 2: Once you have been notified you have a contract that requires an exercise of options, you will 



run the bot to generate a letter of intent (instructions below). 



The bot will return a word document with a Letter of Intent written for each contract number.   
Download this document and save in your records. You will also create a new email with this letter as 



an attachment to send to the vendor.  



Once the Letter of Intent is sent to the vendor, proceed to process the option in accordance with 
policy. 



3.2. Usage 
This bot is an unattended bot, meaning that it runs in the background and you will not see it doing the work . 
Phase 1 occurs daily, without prompting. Phase 2 requires you to start the process.  



When should I use this bot? 



You should run this bot for each contract you manage that has an option needing to be exercised within the 
next 90 day.  



How do I use this bot? 



This is outlined in detail in the Initiate section (5.3). At a high-level, you will use the Bot Center to submit 
contract numbers for the bot to process your request. You will receive a confirmation message after clicking 
“Run” to submit the request. Once it has processed your request, you will receive an email with an attached 



Letter of Intent. 



What do I do with the bot results? 



Phase 1: The daily report of contracts will be stored in the SharePoint drive for 1 year. 



Phase 2: You are responsible for saving all Letters of Intent generated by the bot in your personal records and 



in AMS. The Letters of Intent will not be saved by the bot.  



4. USER ACCOUNT POLICIES 
For security purposes, all users of this bot must be on the approved user list managed by OCIO. 





https://usdol.sharepoint.com/:b:/s/T-OASAM-OSPE-ProcurementRPASupport2/EYwompbjmDZCn4uIoJmxVJMBaDdjESmEnXNMktYU9QZbaw?e=Yz5Rdh


https://usdol.sharepoint.com/:b:/s/T-OASAM-OSPE-ProcurementRPASupport2/EYwompbjmDZCn4uIoJmxVJMBaDdjESmEnXNMktYU9QZbaw?e=Yz5Rdh


https://botcenter.dol.gov/home
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4.1. Getting Started 
Prerequisites 



 Microsoft Edge or Google Chrome Web Browser 



 DOL VPN Connection 
 Bot user access: email EnterpriseServiceDesk@dol.gov to request DOL RPA access and ask for the ticket to be 



assigned to the "RPA support" Service Now group. 



Instructions 



User Login (via Windows) 



1. Navigate to the following URL: https://botcenter.dol.gov/ 



 You will be redirected to the UiPath login screen. 



2. To login using your DOL account, click on the Windows icon as shown below:



 



 If login is successful, will be redirected back to the bot center.  



4.2. Login Error 
If you get a login error (usually error #214), please open a ticket with RPA Support. This link will open an 
Outlook email. Do not change the email recipient, subject line or prefilled body. Please add a description of 



your issue and send a screenshot of the error message. 





mailto:EnterpriseServiceDesk@dol.gov


https://botcenter.dol.gov/


mailto:EnterpriseServiceDesk@dol.gov?subject=Please%20open%20an%20ESD%20ticket%20requesting%20DOL%20RPA%20assistance%20and%20assign%20it%20to%20the%20%22RPA%20support%22%20Service%20Now%20group&body=Problem:%20Getting%20an%20error%20when%20attempting%20to%20login.








 



 



 



 



5. USING THE LETTER OF INTENT BOT 



5.1.  90 day Exercise of Options Report Bot (Phase 1) 
This bot runs on a daily schedule and stores reports on a SharePoint Drive location: 



\\SILENTFS01.ent.dir.labor.gov\OCIO-APPS-RPA_Prod\Exercise_options  
The image below illustrates what the report will look like: 



  



5.2.  Confirm contract with the program office  



1. Navigate to the SharePoint Drive location and open the report: 



\\SILENTFS01.ent.dir.labor.gov\OCIO-APPS-RPA_Prod\Exercise_options 



2. Analyze report and run the Contractor Responsibility Determination Bot for each vendor applicable. 



3. Notify specific Program Offices of potential awards set to expire and request approval to award 



contract. 



4. If Program Office response is to award the contract for that vendor, note contract number to be 



awarded. If request is denied, process is complete for this vendor.  



5.3.  Initiate the Letter of Intent Bot (Phase 2) 



1. Capture all Contract numbers to be awarded. 



2. Navigate to the Bot Center, and under Letter of Intent Generation, click “Run Bot”: 





https://usdol.sharepoint.com/:b:/s/T-OASAM-OSPE-ProcurementRPASupport2/EYwompbjmDZCn4uIoJmxVJMBaDdjESmEnXNMktYU9QZbaw?e=Yz5Rdh


https://botcenter.dol.gov/home
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3. In the pop-up Input Window, enter the contract number for which a letter of intent is needed.  You 



many enter a single contract number, or multiple contract numbers.  To add additional contract 



numbers, click “Add another number.” 











 



 



 



 



4. Once all contract numbers have been entered, click the “Run” button to submit the request.  



5.4.  Letter of Intent Bot output 
1. After clicking “Run” to submit your request, the pop-up window will show a confirmation message: 



 
If you are not approved, you will receive a rejection email stating so.  See section 4 on user accounts 



to be added as an approved user. 



2. Be patient as your submission is processing; however, the process should complete within the next 



few minutes. 



3. Upon completion, you will receive a confirmation email stating that your Exercise of Options Process 



has completed successfully. 



a. If the bot fails to process your submission for any reason, you will receive an email stating an 



error has occurred with instruction to resubmit, and if the error continues to contact your 



Orchestrator Admin or Bot Support to determine the issue. 
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b. A confirmation email including a Letter of Intent attachment will be received for each 



contract number submitted. Each Letter of Intent will also be saved to a SharePoint drive 



location.  



 



Note: It is your responsibility to keep track of all bot results and provide a record of all documentation 



required by this process. Using this bot does not replace human decision making. You are responsible for 



reviewing all bot output and making a decision about the next steps. 



4. Review the attached letters and ensure the options/dates section of the Letter of Intent are correct. 



5. Create a new email to the vendor with the Letter of Intent attached, exercise the option and apply 



the funding in AMS. 



Note: DO NOT simply forward the email from the bot to the vendor with the attachment. 



6. TROUBLESHOOTING AND TECHNICAL SUPPORT 



6.1. Troubleshooting FAQ 
Why didn’t the bot process my request? 



1. Input issues: 



a. Do not use special characters (Examples include: *&_) or spaces when populating the template 



2. Data Source issues: 



a. If one of the websites the bot uses to collect data from is down, the bot will not be able to 



process your request. 



6.2. Technical Support 
If you are able to login to the Bot Center but do not see any bots, you may not be in a user group authorized to run a bot 



process. See Section 4. 



If you experience other issues, click on “Report a Problem” at the bottom of the Letter of Intent bot dashboard (next to 



the “Run Bot” button, see screenshot below). This will generate an Outlook email, with the appropriate Subject line and 











 



 



 



addressee. Do not removed the pre-populated text in the body, and add your issue description. Include a screenshot of 



the error you received in the email body. If the problem is that the bot never emailed you with the attachments, explain 



that in the email. The service desk may ask you a few questions before sending you to the OCIO RPA team.  
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Subject: Notice of Intent - Option to Extend the Term of the Contract, 2134132 



To whom it may concern: 



The purpose of this notice is to notify you of the Government's intent, In Accordance With (IAW) FAR Clause 
52.217-9 entitled, “Option to Extend the Term of the Contract”, to exercise Option Year Two (2), (8/1/2020 - 



7/31/2021) under contract 2134132. 



This notification DOES NOT commit the Government to exercise the pre-priced Option nor does it in any 
manner obligate Government funds against the subject contract. 



If the Option is exercised by the Government, it will be accomplished via a unilateral modification in 



accordance with IAW Far Clause 52.217-9. The modification will specifically identify the Option Year of 
performance and contract amount. 



Thank you for your interest in this requirement.  



















Limited-Sources Justification 
DEPARTMENT OF ENERGY 



OFFICE OF MANAGEMENT 



 



1.  Identification of the agency and the contracting activity 



The Department of Energy (DOE), Office of Management (MA), plans to award a sole 
source.  DOE Headquarters Procurement Services (MA-64) will execute this actions.  This 
document sets forth the justification and approval for the use of the exception to full and 
open competition FAR Subpart 8.405-6(a)(1)(i)(B), Only one source is capable of 
providing the supplies or services required at the level of quality required because the 
supplies or services are unique or highly specialized.  The contract will be awarded under 
the authority of General Services Administration (GSA) Multiple- Award Schedule 
(MAS).  



2. Nature and/or description of the action being approved. 



This justification authorizes and approves the sole source, fixed price award to Potomac 
Wave for a 12 month subscription with 4- 12 month option periods for their contractor 
responsibility tool.  This award as a result of the outstanding reviews from a 4 month trial.  
As detailed below market research was conducted on other vendors and agencies that had 
the ability to provide the same product, but none adequately would meet the needs of the 
Department.   



3. Description of the supplies or services required to meet the agency’s needs  



The Office of Management, Systems Division is seeking a solution that supports and 
expedites the collection of data from multiple systems to help ascertain and determine a 
prospective contractor’s responsibility.   
 
According FAR 9.103(a) purchases shall be made from, and contracts shall be awarded to, 
responsible prospective contractors only. Contracting officials need to check a Vendor’s 
System of Award Management (SAM) record to determine responsibility. A vendor’s 
SAM record will show: 
• Any existing debarment records 
• Any existing debt subject to offset records 
Contained in the representations and certifications section of a vendor’s SAM record are 
the vendor’s responses to FAR 52.209-5 and FAR 52.209-11. These responses determine 
if: 











• The Offeror represents that it is a corporation that has any unpaid Federal tax liability 
that has been assessed, for which all judicial and administrative remedies have been 
exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liability. 



• The Offeror represents that it is a corporation that was convicted of a felony criminal 
violation under a Federal law within the preceding 24 months. 



• The Offeror certifies, to the best of its knowledge and belief, that they are presently 
debarred, suspended, proposed for debarment, or declared ineligible for the award of 
contracts by any Federal agency. 



• The Offeror certifies, to the best of its knowledge and belief, that they have, within a 
three-year period preceding this offer, been convicted of or had a civil judgment 
rendered against them for: commission of fraud or a criminal offense in connection 
with obtaining, attempting to obtain, or performing a public (Federal, State, or local) 
contract or subcontract; violation of Federal or State antitrust statutes relating to the 
submission of offers; or commission of embezzlement, theft, forgery, bribery, 
falsification or destruction of records, making false statements, tax evasion, violating 
Federal criminal tax laws, or receiving stolen property. 



• The Offeror certifies, to the best of its knowledge and belief, that they are presently 
indicted for, or otherwise criminally or civilly charged by a governmental entity with, 
commission of any of the offenses enumerated in paragraph (a)(1)(i)(B) of this 
provision. 



• The Offeror certifies, to the best of its knowledge and belief, that they have, within a 
three-year period preceding this offer, been notified of any delinquent Federal taxes in 
an amount that exceeds $3,500 for which the liability remains unsatisfied. 



• The Offeror has, within a three-year period preceding this offer, had one or more 
contracts terminated for default by any Federal agency. 



To manually confirm a vendor’s responsibility, as it relates to their SAM record, a Federal 
contracting official must: 



• Got to https://www.sam.gov 
• Click on Search Records 
• Enter a vendor DUNS Number 
• Click on Search 
• Document the status for debarment and debt subject to offset by taking a screenshot or 



by saving the page as a PDF or by taking a screenshot 
• Click View Details on the vendor’s record 
• Click Reps & Certs 
• Scroll down and click on FAR 52.209-5 Certification Regarding Responsibility Matters 



to expand that section and view all responses 
• Scroll down and click on FAR 52.209-11: Representation by Corporations Regarding 



Delinquent Tax Liability or a Felony Conviction under any Federal Law to expand that 
section and view all responses 





https://www.sam.gov/








• Document this information by clicking on the hyperlink “FAR Report” at the top of the 
page to download the Reps and Certs sections as a PDF  



• Save the PDF 
Contracting officials must confirm if a vendor has had any past awards terminated for cause 
or default. This information can be found in the Federal Awardee Performance and Integrity 
Information System (FAPIIS). To manually confirm if a vendor has had any past awards 
terminated for cause or default a Federal contracting official must:  



• Go to https://www.fapiis.gov 
• Enter a vendor DUNS Number 
• Click on Search 
• If a vendor FAPIIS record displays a count higher than zero additional clicks are 



required to expand to see record details 
• Document the vendor FAPIIS record by taking a screenshot or by selecting print and 



save the page as a PDF 



 



 



It takes a contracting official up to 60 minutes to complete this manual process per 
contractor. 



The solution we are seeking will minimally provide a clear and concise report that provides 
all of the pertinent elements and information according to FAR 9.103 from the 
aforementioned systems.  The solution will provide users access to data without having to 
download their software or interface their solution with our network. The solution will allow 
for one or multiple request to be retrieved. The solution will also cut down time by over 90 
percent.  



4. Authority and supporting rationale (see 8.405-6(a)(1)(i) and (b)(1)) and, if applicable, a 
demonstration of the proposed contractor’s unique qualifications to provide the required 
supply or service. 



This justification is executed under the authority of the Multiple-Award Schedule Program, 
specifically the authority granted by 8.405-6(a)(1)(i)(B), Only one source is capable of providing 





https://www.fapiis.gov/


https://www.acquisition.gov/far/part-8#FAR_8_405_6








the supplies or services required at the level of quality required because the supplies or services are 
unique or highly specialized. Potomac Wave provides a solution that is non-invasive to our 
infrastructure and does not require us to configure the solution to our specifications.   



 



5. A determination by the ordering activity contracting officer that the order represents the best 
value consistent with 8.404(d). 



 



6. A description of the market research conducted among schedule holders and the results or a 
statement of the reason market research was not conducted. 



In late 2019, MA-623 conducted market research to ascertain what processes could potentially be 
automated.  One of the initiatives unearthed as a result of the study was contractor responsibility.  
Two companies and one agency had viable options.  The Department of Army was in the process 
of developing a Determination of Responsibility Assistant (DORA) bot using Automation 
Anywhere software to pull information from two public websites: the System for Award 
Management (SAM) and the Federal Awardee Performance and Integrity Information System 
(FAPIIS). Army created the DORA system, but wasn’t ready for implementation outside of the 
agency.  Therefore, using their system was not an option.   The two contractors were Eagle 
Consulting and Potomac Wave.  Eagle Technologies Incorporated (Eagle) was the contactor that 
helped develop Army’s DORA system.  Eagle provides the expertise to assist the agency in 
creating the contractor responsibility bot, but it requires the agency to have a robotic processing 
platform such as UI path, Automation Anywhere, or Blue Prism, Currently, DOE does not have 
that functionality.  The other solution was provided by Potomacwave Consulting, Inc..  
Potomacwave provided the agency the ability to utilize a contractor responsibility solution that 
was almost equal to the product that Army built without development costs and interfacing with 
our systems. The cost to utilize Army’s system were unrealized.  The cost for Potomacwaves’ 
contractor responsibility assessment tool is $180,000 for a one-year subscription for the base and 
option years, which if all options are exercised . The subscription can be put in place 
immediately without a learning curve or needing to host the software on the DOE network.  The 
cost savings realized from utilizing this solution is upwards of 4,800 man-hours. 



 



7. Other facts supporting the justification 



N/A 



8. A statement of the actions, if any, the agency may take to remove or overcome any barriers 
that led to the restricted consideration before any subsequent acquisition for the supplies or 
services is made. 



Currently, the Department does not have any of the robotic processing automation software 
in place to potentially defer the costs of paying for this solution and creating their own.  





https://www.acquisition.gov/far/part-8#FAR_8_404








However, they are in the process of securing a solution.  It is anticipated that Army’s solution 
will be available for use in the near future.  DOE will continue to leverage its relationships 
with other Agencies to keep abreast of emerging solutions.  



9. This is to certify that the justification for the proposed acquisition has been reviewed and that 
to the best of my knowledge and belief the information and/or data provided to support the 
rationale and recommendation for approval is accurate and complete 



 



 



 



_______________________________________ 



CONTRACTING OFFICER 
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1. PURPOSE OF THIS USER GUIDE
This User Guide is designed for Contracting Officers, Contracting Specialists and other procurement 



professionals who will be using the Market Research bot. This document provides:  



1) An abbreviated description of the technology that enables the bot to perform, known as Robotics



Process Automation (RPA)



2) A brief overview of the business process with reference to more detailed process documents, policies



or guidance



3) A step-by-step guide for how to interact with the bot



4) Troubleshooting support and contact information for technical support



2. INTRODUCTION TO ROBOTICS PROCESS AUTOMATION
Robotics Process Automation (RPA) is a process by which computer software, often called a “bot” or 



“automation,” emulates and integrates the actions of a human interacting within digital systems to execute a 
business process. RPA automations utilize the user interface to capture data and manipulate applications just 
like humans do. This technology is best used to convert manual, rote, rule -based human processes into 



automated, software based processes.  



3. ABOUT THE MARKET RESEARCH BOT



3.1.  Business Process 
Market research is needed for initiating new contracts and renewing existing ones. Procurement professionals 
currently provide research as a shared service, leading to a large volume of requests and increased amount of 
data required to produce market research reports.  



The full business process including the Market Research Checklist can be found on Labornet. 



3.2. Usage 
This bot is an unattended bot, meaning it runs in the background and you will not see it doing the work. If you 
submit a request for the bot to run, it may take multiple hours to process your request.  



When should I use this bot? 



You should run this bot for each Market Research request assigned to you. 



How do I use this bot? 



This is outlined in detail in the Initiate section 5.1. At a high-level, you will use the Bot Center to submit the 
required fields for the bot to process your request. You will receive a confirmation message after clicking 
“Run” to submit the request. Once it has processed your request, you will receive an email with a link to a 
SharePoint folder where the market research results will be provided. Depending on your request, it may take 
the bot several hours to query all of the required sites. We recommend running the bot in the late afternoon 
so it has all day or all night to process your request. 





https://labornet.dol.gov/workplaceresources/procurement/templates-checklists.htm


https://botcenter.dol.gov/home
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What do I need to know about this bot? 



This bot collects information from various different government and public access websites. This automation is 



a simplified standard process used for conducting and documenting market to satisfy agency needs (FAR 
2.101); commercial items or non-developmental items (FAR 10.002(b); other than full and open competitions 
with justification (FAR 6.303-2(a)(8); possible Socio-Economic and Small Business Set-asides (FAR 19.202) 



varying on the circumstances and complexity of procurements (FAR 10.002(b).  This automation DOES NOT 
provide any preference or recommendation of the offerors listed.  The contracting officer shall issue 
solicitations to potential sources in accordance with the FAR and Departmental guidance,  policies and 
procedures.  Further review of these and all other offerors available within the criteria is require d in order to 



determine appropriateness to meet Government requirements.  



4. USER ACCOUNT POLICIES
For security purposes, all users of this bot must be on the approved user list managed by OCIO. 



4.1. Getting Started 
Prerequisites 



 Microsoft Edge or Google Chrome Web Browser



 DOL VPN Connection
 Bot user access: email EnterpriseServiceDesk@dol.gov to request DOL RPA access and ask for the ticket to be



assigned to the "RPA support" Service Now group.



Instructions 



User Login (via Windows) 



1. Navigate to the following URL: https://botcenter.dol.gov/



 You will be redirected to the UiPath login screen.





mailto:EnterpriseServiceDesk@dol.gov


https://botcenter.dol.gov/
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2. To login using your DOL account, click on the Windows icon as shown below:



 If login is successful, will be redirected back to the bot center.



4.2. Login Error 
If you get a login error (usually error #214), please open a ticket with RPA Support. This link will open an 
Outlook email. Do not change the email recipient, subject line or prefilled body. Please add a description of 
your issue and send a screenshot of the error message. 



5. USING THE MARKET RESEARCH BOT



5.1. Initiate 
Navigate to the Bot Center, and under Market Research, click “Run Bot”: 





mailto:EnterpriseServiceDesk@dol.gov?subject=Please%20open%20an%20ESD%20ticket%20requesting%20DOL%20RPA%20assistance%20and%20assign%20it%20to%20the%20%22RPA%20support%22%20Service%20Now%20group&body=Problem:%20Getting%20an%20error%20when%20attempting%20to%20login.


https://botcenter.dol.gov/home
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Populate the pop-up window with the following information in the corresponding fields: 



1) Project Name – Give this request a name that corresponds to the request
2) UserID – first initial last name. Example: sstewart for Sam Stewart
3) GSA Term – Enter the search term to be used for GSA research. This will be one of the 7 IT categories



available: Electronic Commerce, IT Hardware, IT services, IT software, IT solutions, IT training,



Telecommunications.
4) GSA Source Value – Enter the category or any other vehicle source. Examples include: MAS, HCATS,



OASIS



5) GSA Category Sources Value – Enter the NAICS code(s) found at https://www.naics.com/search/
6) Product Service Code (PSC) Search Term (optional) – Enter the description of the product or service.



Examples include: Software, Hardware, License, IT, etc.



To submit multiple requests at one time, click “Add another line” near the bottom of the pop -up window for 
each additional request: 





https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.naics.com%2Fsearch%2F&data=02%7C01%7CPickett.Ebony.2%40DOL.gov%7Ce1c24a2fbc2b417fef8108d85a7ce40f%7C75a6305472044e0c9126adab971d4aca%7C0%7C0%7C637358839902164499&sdata=eUqqhdFELa%2BXRq%2F%2B55oFrNWctBYPPKxCVgNDzRqfA2s%3D&reserved=0
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Once all necessary input has been entered, click the “Run” button to submit the request.  



This bot reaches out to a number of different sites to collect information. Depending on the number of 



requests you make in your template, it may take the bot a while to process. As such, the bot is scheduled 
to run at night to optimize its ability to handle all of the requests. The bot runs each night starting at 8pm. 
This means a request sent at 9 am will not be processed until 8pm the  same day and the results will be 



returned the next morning. 



5.2. Accessing the bot’s output 
After clicking “Run” to submit your request, the pop-up window will show a confirmation message: 
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1. If you are not approved, you will receive a rejection email stating so. See section 4 regarding User



Account Policies.
2. Upon completion, you will receive a confirmation email stating your Market Research Process has



completed successfully with results as an attachment and including a file path to stored documents:



a. If the bot fails to process your submission for any reason, you will receive an email.  Contact DOL
Enterprise Service Desk (see section 6) to determine why the bot failed.



b. The confirmation email will include an attachment (in the format of Market Research-Project
Name-Date Stamp) which provides vendor information and locations for associated documents



c. All documents will be stored in the Market Research SharePoint Drive folder:
/SILENTFS01.ent.dir.labor.gov/OCIO-APPS-RPA_Prod/Market_Research



d. Copy the results to your local drive and delete from the SharePoint drive. This step is at your
discretion based on what results are relevant or needed for your report.



3. The results will be stored in this folder for 24 hours. It is your responsibility to keep track of all bot



results and provide a record of all Market Research Report documentation. Using this bot does not
replace the decision making and record keeping requirements.
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6. TROUBLESHOOTING AND TECHNICAL SUPPORT



6.1. Troubleshooting FAQ 
Why didn’t the bot process my request? 



1) Input issues:
a. Do not use special characters (Examples include: *&_) or spaces when populating the template



2) Data Source issues:



a. If one of the websites the bot uses to collect data from is down, the bot will not be able to
process your request.



6.2. Technical Support 
If you are able to login to the Bot Center but do not see any bots, you may not be in a user group authorized to run a bot 



process. See Section 4. 



If you experience other issues, click on “Report a Problem” at the bottom of the Contractor Responsibility Determination 



bot dashboard (next to the “Run Bot” button, see screenshot below). This will generate an Outlook email, with the 
appropriate Subject line and addressee. Do not removed the pre-populated text in the body, and add your issue 



description. Include a screenshot of the error you received in the email body. If the problem is that the bot never 
emailed you with the attachments, explain that in the email. The service desk may ask you a few questions before 



sending you to the OCIO RPA team. 



For consideration: This bot is dependent on external sites. If any required sites are down, please submit a ticket 



explaining this as this will cause problems with the bot. 



















Federal acquisition regulations and contractual administrative requirements are subject to change and 
can necessitate modifying existing contracts to incorporate these changes.  Before the automation was 
developed, it took an acquisition team approximately one hour to perform all of the actions required to 
complete a single contract modification. It was a laborious effort to execute tens of thousands of 
modifications, monitor this effort and complete within tight deadlines.



The automation completes the contract 
modification in approximately ten minutes, as 
opposed to the hour it took to complete prior to 
automating. The automation also enables superior 
progress monitoring and helps ensure contract 
compliance with new regulations and requirements 
that are time-sensitive. The goal of the automation 
is to not only reduce human resource time but to 
also eliminate errors.



Using a report of active contracts, the mass mod 
automation drafts a contract modification in the 
contract writing system which includes: generating the 
modification form, inserting scripted description 
language, uploading supporting documentation and 
sending the modification to the contractor 
representative and GSA acquisition team. 



Solution Benefits



The U.S. General Services Administration (GSA) 
is a government leader in robotic process 
automation and has deployed more than 100 
automations across the agency. 



The GSA OCFO sponsors the Federal RPA 
Community of Practice, which aims to  increase 
awareness and knowledge of RPA, while also 
removing implementation hurdles.



Challenge



PBS issues over 10,000 
automated mass 
modifications annually



10k



The automation reduced 
per- contract processing 
from 60 min. down to 10 
min. - an 83% reduction.



83%



Mass Modification Bot
GSA PBS OAM Automation Solution Center



By The Numbers For More Information



Joslann Igoe
Acquisition Process Solutions Director



joslann.igoe@gsa.gov
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1.0 Introduction



1.1 Document Purpose



The Process Definition Document, or PDD, outlines the business process chosen for automation using using
UiPath Robotic Process Automation (RPA) technology.



Specifically, this document seeks to lay the groundwork for ensuring the process is a good candidate for
automation. The document describes the sequence of steps performed as part of the business process, the
conditions and rules of the process prior to automation and how they are envisioned to work after automating
it, partly or entirely. The document serves as a reference tool for both business and developers, providing the
details required for applying RPA technology to the process.



1.2 Objectives



The objective of the Neg Memo process is to complete and distribute a memorandum regarding amendments
to contacts. The output of the process is the completed and signed Neg Memo itself.



Once automated the process will fulfill the following objectives:



• Reduce processing time



• Increase capability (more work done with existing staff)



• Improve accuracy



• Get faster results (compared to API & new app building)



• Improve process efficiency



• Improve customer service



• Eliminate repetitive work



• Provide better insights & analytics



• Manage risk



• Increase flexibility



• Increase scalability



• Add capability for future processes by reusing components of this automation
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1.3 Roles & Responsibilities
The specifications document includes concise and complete requirements of the business process and it is
built based on the inputs provided by the process Subject Matter Expert (SME)/ Process Owner.



The Process Owner is expected to review it and provide signoff for accuracy and completion of the steps,
context, impact and complete set of process exceptions.



The following individuals have been identified as process participants:



Role Name Email Responsibilities
M/OAA



Business
Owner



Charity Benson cbenson@usaid.gov Process SME



Project Team
Lead*



Margaret
Benavente



mabenavente@usaid.gov Process Owner; Project Lead; Approver



Automation
Specialist



Process & Automation SME



End User(s) TBD TBD UAT Support



M/CIO
Project
Sponsor



Patricia Kristobek pkristobek@usaid.gov IT Service Delivery Division Lead; Project
and Contract Oversight



Technical
Lead*



Sankar Das sdas@usaid.gov Engineering Management Branch Lead;
Environment Support



Enterprise
Architect



Baljinder Singh bsingh@usaid.gov Enterprise Architecture Branch Lead;
Licensing Support



RPA Business
Process
Analyst*



Ryan Blair rblair@usaid.gov Analysis & Assessment



RPA Architect Ryan Blair rblair@usaid.gov RPA Design



RPA Developer Ryan Blair rblair@usaid.gov Development & Coding



RPA Tester Ryan Blair rblair@usaid.gov Testing & Documentation



Solution
Support
Project Lead



Kyle King kyking@usaid.gov Contract support, project management,
and surge support



HCTM
Orchestrator
Admin



TBD TBD UiPath Orchestrator Administration



*Note: Denotes main project points of contacts (POCs)
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1.4 Minimum Prerequisites for automation
The following items must be completed prior to automation development commencing and recommendations
for enabling higher quality results.



1. Chrome is installed and up-to-date on the machine.



2. UiPath add-on extension for Chrome is installed & up-to-date.



3. [Operator is a member of the … group.]



4. [Another prerequisite.]



5. UiPath Packages are installed as required: [List here.]
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2.0 As IS Process



2.1 Process Overview
The table below captures general process specifications and information.



# Topic Description
1 Process Full name NegMemo Process



2 Process Area M/OAA



3 Process Owner M/OAA



4 Function/Department M/OAA



5 Process short description Refer historical docs – vinay bagesary



6 Roles required for performing the
process



Contracting Officer (operator)



7 Process Schedule/Frequency Process is performed as needed approximately 2,200 times
per year



8 # of items processes/ month N/A



9 Average handling time per item Approximately 60 minutes



10 Peak Periods N/A



11 Total FTEs Supporting Process As many as 80, worldwide



12



Expected Increase in Volume for
Next Reference Period



[N/A]



13 Level of Exceptions / Exception Rate Low



14



Input Required to Commence
Process



One PDF document (SF-30) and access to three public
websites (sam.gov, sanctionssearch.ofac.treas.gov, and
scsanctions.un.org)



15



Output Required to Complete
Process



● Neg Memo document saved to shared folder



● Email with Neg Memo attached



● Process log entry



16



Dependencies Access to GLAAS in order to download the SF30 source
document and supporting data
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2.2 Supporting Applications & Systems
The below table lists all applications and systems that support the process.



# Name Version System
Language



Client
Type



Access Method Notes (include URLs)



1 GLAAS
2 MS Word Latest EN Native



Client
N/A



3 Gmail Latest EN web app USAID Login
4 ASIST
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2.3 Current State Process Map
Shown below is a high-level flowchart of the as-is Neg Memo process to be automated.



Step Short Description of Key Process Steps AVG



TAT*



1 Operator starts his machine 2



2 Operator accesses the GLAAS System to generate the SF30 form and download it .
Place the SF30 form in the specified folder.



15



3 Locate the template to start a new NegMemo 2



4 Copy and paste the SF30 data into NegMemo MS word template 10



5 Visit the 3 websites (sams.gov lookup, treas.gov lookup, un.org lookup) to collect
Responsibility Determination data and take screenshots of the results .



15



6 Paste the results in the NegMemo MS word Template. Add additional description
and documentation from GLAAS to the Negmemo MS Word



10



7 Operator saves the NegMemo to specified folder in drive 2



8 Operator signs the NegMemo document and email it to interested parties and
upload to ASIST



4



Total 60 minutes



In the AVG TAT ( Average Turn Around Time) please fill in the current TAT of each transaction. More detailed information can be documented
in a separate table and/or documented and embedded below.
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2.4 Current Data Fields captured



Sr.No. Field Name Source Description Notes



1 contractorName SF30 Name of the contractor/company affected Text field



2 dunsNumber SF30 The Dun & Bradstreet number assigned to the
contractor



Nine (9)
digits



3 cageCode SF30 Unique identifier assigned to Commercial and
Government Entities



Five (5)
characters



4 exclusionResult sams.gov
lookup



Result of search (screen shot) at SAMS website
indicating any current exclusions against contactor



Boolean
(Screen shot
as well)



5 sanctionResultTreasury treas.gov
lookup



Result of search at Treasury website indicating any
current sanctions against contactor



Boolean



6 sanctionResultUn un.org
lookup



Result of search at UN website indicating any
current sanctions against contactor



Boolean



7 [standard text, several
variables]



local .xlsx
file



Preferred verbiage used in the resulting NegMemo
can be saved locally and changed by individual
operators



Text fields



2.5 Current Business Exceptions
Exception Action



[Business Exception] Missing information (name,) Research or ask other stakeholders
[Business Exception] Contractor could not be found on
one or more websites 
[System Error] One or more websites could not be
accessed



Wait and try again



[System Error] Specified SF30 could not be found Cannot proceed further. Approach the GLAAS
admin/support



[System Error] Local hardware issues Approach system admin
GLAAS System Current Exceptions Approach the GLAAS admin/support



2.6 Additional Process References
Below is a list of process references such as keystroke-level documents, screenshots, video captures and other
reference materials.



Document Name Description Attachment or Location



Process Walkthrough
Video



Recording of typical current
state process



https://drive.google.com/file/d/1Whtrh1jFOiKAfvJTD5
Lqao9KM7EFGng6/view?usp=sharing



This is a link to a narrated video of the current state
process as performed by the process owner.



M/OAA- Intake
Requirements
Gathering



Describes how the
automation technology will
be employed and supported.



https://docs.google.com/document/d/1GP50Ywnv7SM
7svLT866y_U6JPb8hXbI-AELkjl1BBbg/edit?usp=sharing



This is a link to a document supplied by the process
owner.
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3.0 Design Considerations



3.1 Other Business and System Considerations
Listed below are any other observations relevant to the process such as audit requirements or business
specific monitoring requirements, etc. Also include notes for the design team regarding changes that may be
necessary moving this manual process to an automated one, or from attended to unattended.



● This automation is designed to be run as an attended automation and requires an attended robot
license on the operator’s desktop.



● If/when this automation is moved to an unattended environment, the following will be required:



o A virtual machine where unattended robot can reside



o An unattended robot license accessible from the virtual machine



o A schedule for the frequency of operation configured in Orchestrator
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● Appendix A: Neg Memo Template



SUMMARY PAGE



TITLE OF REQUIREMENT:
TECHNICAL OFFICE:
REQUISITION NUMBER:
MODIFICATION NUMBER:
IDIQ NUMBER:
TASK ORDER NUMBER:
CONTRACT/TO TYPE:
NAICS CODE:
CONTRACTOR NAME & ADDRESS:



CONTRACTOR DUNS NUMBER:
CONTRACTOR REPRESENTATIVE
NAME, PHONE, EMAIL:



PERIOD OF PERFORMANCE:



TOTAL ESTIMATED COST OR PRICE:
TOTAL OBLIGATED AMOUNT:
OBLIGATED WITH THIS MOD:
NEW TOTAL OBLIGATED AMOUNT:
PLACE OF PERFORMANCE:
COR NAME:
CO NAME AND OFFICE:
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I. AUTHORITY TO CONTRACT



The Foreign Assistance Act of 1961, as amended and Executive Order 11223,
and FAR Part 15.



II. PURPOSE OF THIS MEMORANDUM



III. DISCUSSION



IV. RESPONSIBILITY DETERMINATION



V. AWARD RECOMMENDATION



RECOMMENDED BY: Negotiator



__________________________________ _____________
Name: Date
Title: Acquisition and Assistance Specialist



APPROVED BY: Signatory CO with sufficient warrant authority



________________________________ ______________
Name: Date
Title: Supervisory Contracting Officer
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● Appendix B: Sample SF-30



[this one is blank, replace with completed sample]



FRONT
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1.0 Introduction



1.1 Document Purpose



The Solution Definition Document (SDD) describes the automation solution for the business process, specifically
how robotic process automation (RPA) tools can be leveraged to assist or replace a human’s role in completing the
process. Though high-level in nature, this document traces the data from its source(s) through the process and
serves as a reference for developers and testers. The SDD also provides the steps required for completing the
automated process solution; these may be different from the ones taken by the humans in the original manual
version of the same process. This SDD should be used in conjunction with the Process Definition Document (PDD)
when building or amending the solution, as well as the Functional Requirements Checklist and the Digital
Workforce Manager’s Guide artifacts.



1.2 Revision History



Date Version
Contributor



Name Role Org./Dept. Comments
01/15/2021 1.0 Ryan Blair RPA Architect &



Developer
M/CIO (CTR) Created draft document based on



PDD and meetings with process
stakeholders.



01/29/2021 1.1 Ryan Blair RPA Architect &
Developer



M/CIO (CTR) Edited based on new developments
in environmental requirements



07/16/2021 2.0 Ryan Blair RPA Architect &
Developer



M/CIO (CTR) Revised solution based on
availability of systems and other
factors



1.3 Approval History



Version Role Name Org./Dept. Signature and Date:
2.0 Charity / Maggie M/OAA
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Future State Process



1.4 Proposed Automation Solution: Process Map



There are two (2) proposed solutions at this time. The first is the long-term/ideal solution which can be achieved
only after M/CIO is granted a full ATO (Authority to Operate), and subsequently, attended robot access to the
GLAAS system front-end.



Until then, the second/intermediary solution will require more preparatory tasks by the operator. This solution is
similar to Version 1 of the automation; the flowchart below shows the steps taken by the operator and the robot in
this scenario.



1.5 Integrated Applications & Systems



The below table lists all applications and systems that are part of the solution.



# System Version Language Client Type Access Method Notes
1 Gmail Latest EN Web App - SSO USAID Login Future feature
2 MS Word Latest EN Native Client N/A
3 Chrome Latest EN Native Browser N/A UiPath extension required
4 UiPath Attended



Robot & License
2019.10 EN Native Client Orchestrator-managed



access
Each operator will need an
attended robot license



5 Google Drive Latest EN Web App - SSO USAID Login Future feature
6 GLAAS Latest EN Web App - SSO USAID Logon Future feature
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1.6 Data Fields



The following link tracks each data field used by the automation along with any necessary information:



https://docs.google.com/spreadsheets/d/1d_GP1Dp3z0vjPP0HPXpqMOBw6XX4yy82yJeUFdK2wq4/edit?usp=sharing



Diagram A: Current Document Understanding taxonomy



1.7 Parallel Initiatives / Projects



The following projects may impact or be impacted by the future state recommendation of this process. Some of
these may be dependencies, prerequisites, or closely aligned initiatives that contain reusable components,
competing technologies, or redundant efforts.



Project Name Impacted
Process Steps



Impact Details Expected
Completion Date /



Timeline



Project POC Name &
Email



N/A
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1.8 Process Exceptions



Listed below are the expected automated actions for known and unknown exceptions, business (BE) and system
(SE). This includes errors, warnings, or notifications for which the robot must take action, as well as business issues
that result in failed processes.



Exception Action
Missing contractor name (or
other critical data field) [BE]



Alert operator via pop-up window, allow for manual entry or process
termination. If terminated, log as failed in report and instruct operator to
either 1.) create NegMemo manually and/or 2.) enter missing data in
GLAAS, export & save SF30, and re-run automation. OPTION A



Missing DUNS number [BE] Alert operator via pop-up window, allow for manual entry or process
termination. If terminated, log as failed in report and instruct operator to
either 1.) create NegMemo manually and/or 2.) enter missing data in
GLAAS, export & save SF30, and re-run automation.



Contractor could not be searched
properly on one or more websites
[BE]



Alert operator via pop-up window and ask whether to continue (expected
result) or terminate process and create NegMemo manually.



One or more websites could not
be accessed [SE]



After three attempts, alert operator via pop-up window and email, then
terminate the process. Log as failed in report and instruct operator to create
NegMemo manually.



Specified SF30 could not be found
or file could not be classified as
SF30 [SE]



Alert operator via pop-up window and email, allow for selection of alternate
file and retry, or terminate the process. If terminated, log as failed in report
and instruct operator to create NegMemo manually.



Specified NegMemo template
could not be found [SE]



Alert operator via pop-up window and email, allow for selection of alternate
file and retry, or terminate the process. If terminated, log as failed in report
and instruct operator to create NegMemo manually.



Excel is already running Any Excel windows are closed automatically without error.



UiPath robot cannot reach
Orchestrator [FUTURE SE]



Automation is terminated and email alerts are sent to designated staff.



Cannot open or access Gmail
and/or Exchange [FUTURE SE]



After three attempts, the automation continues [ends normally]. An alert
pop-up is displayed for the operator, and a note is made in the report.



[System Error] Local hardware
issues



Handled by Global Exception Handler. Result will be an unexpected
termination of the process. [Note: When migrating to production, only
install & execute on a GFE or VM with ample hardware resources.]
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1.9 Reporting, Logs & Alerts



Listed below is a recommended list of reports, audit logs, and alerts the process will produce:



Report Type Update Frequency Details Tool Used
FUTURE Process Log Updated with each



execution
Frequency and execution
details from each process
run since migration to
production environment



UiPath Orchestrator



Results Report [based on established
frequency]



Number of reports
processed during any
given period



Created in Excel; stored in
shared folder



Error Log [based on established
frequency]



Number of errors
processed during any
given period



Created inside Results
report above on separate
tab or column; stored in
shared folder



FUTURE Efficiency Metrics Monthly/Yearly Statistics that show cost &
time savings vs.
pre-automation state



UiPath Orchestrator &
Insights
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2.0 Design Considerations



This automation is designed to run by one attended robot on a GFE or standard VDI, although it may be easily
configured to run from a virtual desktop using an unattended license when such environments/licenses are
available. The frequency will be determined by the operator(s), but it has been assumed that it will be run more
often than once/day, depending on work demand. It will generate reports that are emailed to the process
owner(s), saved in a local folder on the desktop, and distributed to others on the M/OAA Team as necessary. The
resulting NegMemo report will also be saved locally in the desktop folder.



2.1 Systems
This automation requires access to three (3) websites, plus Gmail for Google Workspace and Excel. Google
Workspace requires that the user be logged into a Windows session. A spreadsheet containing environmental
variables is required for operation; this file (config.xlsx) is located inside the project folder along with the project
files including NegMemo.xaml and project.json.



NOTE: The UiPath Extension for Google Chrome is required for this automation. Special exemption status via group
policy may need to be requested and granted in order to complete the project.



NOTE: Gmail access may be secured and not easily configurable using UiPath activities which leverage the Google
API. If this is the case, and special permission and/or policy change is time-consuming, the automation may need to
rely on direct-button interaction via the browser.



2.2 Assets [FUTURE]
There is a set of global variables, or assets, which is required and located in the assets page of Orchestrator. These
include URL’s, filenames, file paths, email addresses and other global variables which are subject to occasional
change. The digital workforce manager should maintain these assets and change them from the Orchestrator web
portal when necessary. A list of assets will be provided to all stakeholders.



2.3 Naming Conventions
Variables within the project generally utilize camelCase names. The project in UiPath is titled NegMemo for short
[and Orchestrator assets use all-caps and underscores]. All other naming conventions follow industry standards,
with the notable exception of agency-mandated naming conventions, such as the NegMemo filename.



2.4 Release Notes
There are two completed releases for this project. Version 1 includes the main functionality for automating the
scanning of the document, the website lookups, the basic NegMemo document creation, and saving the resulting
document. Release 2 will enhance this functionality by allowing the operator to enter/validate more data via input
dialogs, better data extraction & validation, and increased exception handling. The future Version 3 will incorporate
the GLAAS front-end interoperability by the robot.
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2.5 Risk Assessment
In coordination with cost-savings/avoidance reports, it is also recommended that the Enterprise Architecture
conduct a risk analysis and report any/all potential risks introduced by building and releasing this automation into
production. This includes ruling out certain perceived risks that RPA actually avoids or eliminates.
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3.0 Appendix A: NegMemo Template
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[screenshots here]
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Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



Automation Name 
 
Dee the De-obligation Bot  
  



Implementing Agency 
 
Department of Homeland Security (DHS) 
Customs and Border Protection (CBP) 
  



Description of Automation  



 
CBP Procurement's Robotics Process Automation (RPA) Team 
developed and deployed a fully automated robot (bot) that performs the 
de-obligation (de-ob) process for a bot user. The complex, attended bot 
accesses and makes changes to the official record within internal and 
external systems. The bot accesses the CBP financial system to obtain 
de-ob information, utilizes multiple business applications software to 
help prepare the modification in the procurement software system, 
emails the modification to the contractor for signature, then, after receipt 
of vendor signed mod, the Contracting Officer signs the modification and 
initiates the bot, which then executes the mod in the contract writing 
system and finalizes the external Federal Procurement Data System 
record and provides the fully executed copy to stakeholders.  
 
The bot also has the ability to automatically resolve minor contract 
writing system errors and additionally identifies major de-ob errors and 
identifies unexpected updates to procurement software. 
  



Type of technology used 
 
Robotic Process Automation (RPA) 
  











Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



Benefits of Use 



 
Dee, the name for the de-obligation bot, has de-obligated at least 200+ 
contract actions resulting in $26,000,000+ of unspent funds returned to 
budget and program offices. Each fully executed de-obligation saves 
procurement 37 minutes out of a 60-minute process and has so far 
saved at least over 7,400 minutes or 123+ hours of administrative 
burden for CBP personnel.  
  



Automation Status 
 
Deployed 
  



Agency Authority to Operate 
(ATO) Completed 



 
Yes 
  



Timeline: Key Milestones 
During Development 



 
Process Documentation – June 2020 
Deployment of final product – April 2021  
 
 



Timeline: Time to Develop  
 
12 months 
  



Cost to Develop 
 
N/A – Developed In-house 
  



Is the automation exportable 
for use by another agency?  



 
The automation code is proprietary not available to other agencies. 
  



Point of contact 
 
Ronie Namata, PDRPA@cbp.dhs.gov   
  





mailto:PDRPA@cbp.dhs.gov








Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



 
Lessons Learned   
 



 
1. Assume that there is no process documentation on the business 
process you are automating 
 
2. Make failure fun during development. It's only through failure that you 
get more ideas to solve the problem. 
 
3. Engage leadership and explain how it benefits the organization. 
 
4. With a small team, adopt agile approaches such as concurrent 
development and testing. 
 
 



 
 
 
 
 
 













Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



Automation Name 
 
Contract Closeout Bot 
  



Implementing Agency 
 
Department of the Interior (DOI) 
  



Description of Automation  



 
DOI's Business Integration Office (BIO) has deployed an unattended bot 
to tackle contract close-out actions by capturing, analyzing, drafting 
modifications, and emailing Contracting Officers (CO) a list of expired 
contracts for potential closure. 
  



Type of technology used 
 
Robotic Process Automation (RPA) 
  



Benefits of Use 



 
DOI is implementing RPA to reduce employees’ workload and errors 
associated with closing contracts. The bot returns leftover balances to 
bureaus and offices while shifting employees time from lower value to 
higher value work.  
 
The Contract Closeout Bot is estimated to review approximately $3  
billion annually in more than 7,300 contracts and recapture up to $80 
million in leftover balances while saving nearly 12,000 hours in human  
work hours. 
  



Automation Status 
 
Deployed 
  











Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



Agency Authority to Operate 
(ATO) Completed 



 
No 
  



Timeline: Time to Develop  
 
12 months 
  



Timeline: Key Milestones 
During Development 



 
The bot has been deployed in phases, starting with closing simplified 
acquisitions with small balances remaining. The final deployment in 
Dec 2020 addressed the remaining types of contracts.  



Primary Data Sources  
Data is from the DOI Financial and Business Management System. 



Is the automation exportable 
for use by another agency?  



 
The automation code is not available to other agencies.  



Point of contact 
 
Megan Olsen, megan_olsen@ios.doi.gov 
  



 
Lessons Learned   
 



 
DOI used a phased approach to deploy its contract closeout bot. Initial 
phases included engaging a contractor to explore how RPA can simplify 
the work associated with contract closeout and deploying bot functionality 
to assist with closing simplified acquisitions with small balances remaining. 
The final bot deployment addressed the more complex types of contracts. 
 
DOI has employed several methods to ensure adoption of the bot. These 
include: online resources to assist staff in learning to use the bot, brown 
bag training sessions for contracting staff, and visualizations tracking use 
of the bot. 
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Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No 
 



Automation Name 
 
DOL Letter of Intent Bot 
  



Implementing Agency 
 
Department of Labor (DOL) 
  



Description of Automation  



 
This bot automates the process of identifying which contracts have 
upcoming options that need to be exercised within 90 days. Once a 
contract is identified, given the contract number, the bot will then 
generate the Letter of Intent and return it to the contracting officer or 
contract specialist for review and issuance. 
  



Type of technology used 
 
Robotic Process Automation (RPA) 
  



Benefits of Use 



 
The Letter of Intent Generation Bot increases compliance and reduces 
risks (and potential for increased costs) due to missed Letters of Intent. 
  
   



Automation Status 
 
Deployed  
  



Agency Authority to Operate 
(ATO) Completed 



 
No 
  











Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No 
 



Timeline: Time to Develop  
 
5 months 
  



Timeline: Key Milestones 
During Development 



 
Milestone Description Estimated Date (Month/Year) 



1 Project Initiation July 2020 
2 Planning/Requirements Development July 2020 
3 Development August 2020 
4 Beta Deployment August 2020 
5 Full Deployment October 2020 
6 Retrospective/Lessons Learned Analysis November 2020 



 
  



Primary Data Sources The primary data source is DOL’s contract writing system.  



Is the automation available 
for use by another agency?  



 
Yes 
 



Point of contact Ryan Chandler, chandler.ryan.p@dol.gov    



 
Lessons Learned   
 



 
Available upon request. 
 
 



 





mailto:chandler.ryan.p@dol.gov










Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



Automation Name 
 
Market Research Bot 
  



Implementing Agency 
 
Department of Labor (DOL) 
  



Description of Automation  



 
The Market Research Bot collects information from various government 
and public access websites. This automation is a simplified standard 
process for conducting and documenting market research to satisfy 
agency needs (FAR 2.101). This automation covers commercial items or 
non-developmental items (FAR 10.002(b)), other than full and open 
competitions with justification (FAR 6.303-2(a)(8)), potential Socio-
Economic and Small Business Set-asides (FAR 19.202) based on the 
circumstances and complexity of procurements (FAR 10.002(b)). This 
automation does not provide any preference or recommendation of the 
offerors listed.  



Type of technology used 
 
Robotic Process Automation (RPA) 
  



Benefits of Use 



 
The Market Research Bot is estimated to save between 2,000 and 
3,500 work hours per year. This amount was calculated by estimating 
the total time to complete the task multiplied by the estimated number 
of times the task is performed per year. 
   



Automation Status 
 
Deployed 
  











Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 



Agency Authority to Operate 
(ATO) Completed 



 
No 
  



Timeline: Time to Develop  
 
5 months 
  



Timeline: Key Milestones 
During Development 



 
Milestone Description Estimated Date (Month/Year) 



1 Project Initiation July 2020 
2 Planning/Requirements Development July 2020 
3 Development August 2020 
4 Beta Deployment August 2020 
5 Full Deployment October 2020 
6 Retrospective/Lessons Learned Analysis November 2020 



  



Primary Data Sources 



 
• GSA eLibrary 
• sam.gov 
• Dun & Bradstreet 
• sba.gov 
• census.gov 
• outreachsystems.com 



 



Is the automation available 
for use by another agency?  



 
Yes 
 



Point of contact Ryan Chandler, chandler.ryan.p@dol.gov    
 
Lessons Learned   
 



 
Available upon request 
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Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 
 
 
 
 
 













Deployed (No) 
Seeking Partner Agencies (Yes) 
Automation Available to Other Agencies (Pending)  
 



Automation Name 
 
Full Contract Scan (FCS) Artificial Intelligence (AI) Tool  
(also known as BuySmarter Platform) 
  



Implementing Agency 
 
Department of Health and Human Services (HHS) 
  



Description of Automation  



 
The FCS AI Tool is designed to quickly scan a large number of existing 
contracts in order to identify and compare “like” items. Based on 
parameters inputted by the user, the tool searches through existing 
contract files and returns key information about current or prior contracts 
for the same or similar items, including the number of contracts for the 
same or similar items that were identified, high and low prices, price 
variance, and average/median price. The tool also allows the contract 
language to be viewed and users can sort, hide, and filter the search 
results to drill down into historical contract information.     
  



Type of technology used 
 
AI, Machine Learning (ML), Natural Language Processing (NLP) 
  











Deployed (No) 
Seeking Partner Agencies (Yes) 
Automation Available to Other Agencies (Pending)  
 



Benefits of Use 



 
The FCS AI Tool processes well over 1.4 million contract attachments in 
minutes. 
 
The tool enables the agencies within HHS to operate as a cohesive 
acquisition structure by leveraging the full suite of HHS contracting data 
to assist in analyzing spend data and identifying opportunities that 
support enterprise acquisitions. Analyses of the output generated by the 
FCS AI Tool help HHS make better spend decisions.   
  



Automation Status 
 
Under Development (in the Design/Build/Assess/Iterate phase) 
  



Agency Authority to Operate 
(ATO) Completed Yes  



Timeline: Time to Deploy 
 
N/A 
  



Timeline: Key Milestones 
During Development 



 
Estimated March 2023 



• Final development and system testing  
• End user testing 
• Program launch 



  











Deployed (No) 
Seeking Partner Agencies (Yes) 
Automation Available to Other Agencies (Pending)  
 



Primary Data Sources 



 
The FCS AI Tool is designed to scan a large number of contracts from 
awarded contracts and modifications from HHS’ 12 Operating/Staff 
Divisions through the five contract writing systems, which comprise the 
primary data sources. 
 



Is the automation exportable 
for use by another agency?  



 
Pending. FSC AI Tool is still under development. The automation code 
can be made available for other agency use once the tool is fully 
operational.  
  



Number of agencies, outside 
of the implementing agency 
that is using the automation. 



 
N/A 
  



Link(s) to code 
 
N/A 
 



Point of contact 
 
Doris Gibson, doris.gibson@hhs.gov   
  



Lessons Learned    Not available yet. 
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Planned (Yes) 
Automation Code Exportable to Other Agencies (Pending)  
Seeking Partner Agencies (No) 
 
Automation Name Market Research and Contractor Suitability Automation  
Implementing Agency General Services Administration (GSA) Public Buildings Service (PBS)  



Description of Automation  



The bot assists with market research and acquisition planning. The bot 
automates processes to compile and upload vendor email results from 
the Small Business Administration’s (SBA) Dynamic Small Business 
Search (DSBS). 
 
If DUNS/UEI is provided for an offeror, the bot will return entity 
registration, representation and certification data and Federal Award 
data.  
 
After the awardee selection, the bot will draft and file various post-award 
memos, surveys and checks Pegasys, i.e., GSA's core financial system, 
for an existing vendor ID for the prospective awardee.  
 
Step 1: Market Research & Acquisition Planning - The bot will summarize 
and format the results of the Dynamic Small Business Search (SBA 
Website) and compile vendor email addresses.  
 
Step 2: Evaluation of Offers - When the user provides a DUNS/UEI 
number for an offeror the bot will return entity registration, representation 
and certification data and Federal Award data that can be used to assist 
in the award decision. This step will also record offeror data to be added 
to a GSA Public Building Service (PBS) Contractor Catalog for further 
data mining.  
 
Step 3: After Awardee Selection - The bot will draft and file various post-
award memos, surveys and checkd GSA’s financial system for an 
existing vendor ID for the prospective awardee.  
  











Planned (Yes) 
Automation Code Exportable to Other Agencies (Pending)  
Seeking Partner Agencies (No) 
 



Type of technology used 
 
Robotic Process Automation (RPA) 
  



Benefits of Use 
 
TBD 



Automation Status 
 
Planned  
  



Extent Deployed  
 
Initial deployment to GSA PBS 
 



Agency Authority to Operate 
(ATO) Completed 



 
No 
  



Primary Data Sources 
 
Systems of Record 
 



Is the automation exportable 
for use by another agency?  



 
Pending 
  



Point of contact  
 
Joslann Igoe, joslann.igoe@gsa.gov  
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Deployed (Yes) 
Automation Code Exportable to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 



Automation Name 
 
Mass Modification Bot 
  



Implementing Agency 
 
General Services Administration (GSA), Public Buildings Service (PBS) 
  



Description of Automation  



 
The Mass Modification Bot automates the process for modifying multiple 
contracting actions. The bot incorporates Federal Acquisition Regulation 
(FAR) references into the contracting action. In some instances, the 
contractor will be required to sign and return the modification. 
  



Type of technology used 
 
Robotic Process Automation (RPA) 
  



Benefits of Use 



 
The bot enables processing of one (1) modification per minute. Benefits 
include: 



• Labor Hours Saved 
• Improved Accuracy 
• Increased Compliance 
• Increase Audit Readiness 



  



Automation Status 
 
Deployed 
  











Deployed (Yes) 
Automation Code Exportable to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 
 
Extent Deployed  
 



GSA, PBS, Agency-wide  



Agency Authority to Operate 
(ATO) Completed 



 
No 
  



Primary Data Sources 
 
GSA System of Record/Email 
 



Is the automation exportable 
for use by another agency?  



 
Yes 
  



Point of contact  Joslann Igoe, joslann.igoe@gsa.gov  
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Deployed Department-wide (Yes) 
Automation Code Exportable to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
Planned Projects (Yes) 
 
 



Automation Name Notifications or Reminders Automation (NORA) 



Implementing 
Agency 



General Services Administration (GSA) 



Description of 
Automation 



& 
Planned 



Enhancement 
Projects 



The Notifications or Reminders Automation (NORA) bot automates the process of 
sending internal and external reminders and notifications about contractor reporting 
requirements. Seven bot components will run automatically without intervention 
while two require input from the Contracting Officer. 
 



NORA’s components include contractor notifications reminders for the following 
activities: 



1. Biobased Reporting 
2. Electronic Subcontracting Reporting System (eSRS) Reporting 
3. Federal Awardee Performance and Integrity Information System (FAPIIS) 



Reporting  
4. Federal Funding Accountability and Transparency Act Subaward Reporting 



System (FSRS) 
5. Proof of Insurance 
6. Service Contract Inventory (SCI) Reporting 
7. Veterans’ Employment and Training Service (VETS) 4212 Reporting 



 



The remaining two reminders include: 
1. Alert to Teams for Re-procurement 
2. Notice of Intent to Exercise an Option 



 



Enhancements in development include additional notices and reminders for: 
1. CPARS self-assessment. 
2. Closeout request for contracts that are financially eligible. 
3. Notice of Intent to exercise an option for Collective Bargaining Agreements. 











Deployed Department-wide (Yes) 
Automation Code Exportable to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
Planned Projects (Yes) 
 



Type of technology 
used 



 
Robotic Process Automation (RPA) 
 



Benefits of Use 



 
This automation reduces administrative burden for the acquisition community. 
NORA’s goal is to allow users to spend less time manually tracking milestones and 
writing and sending emails. GSA estimates 7,000 hours redirected per year from 
the use of NORA.   
 



Automation Status 
 
Deployed  
 



 
Extent Deployed 



 



 
Department-wide 



Agency Authority 
to Operate (ATO) 



Completed 



 
No 
 



Primary Data 
Sources 



 
Sam.gov and GSA’s contract management system Electronic Acquisition System 
Integration (EASi)  
 



Is the automation 
exportable for use 



by another agency? 



 
Yes 
 



Point of contact 
 
Joslann Igoe, joslann.igoe@gsa.gov 
 



 













Deployed (Yes) 
Automation Exportable to Other Agencies (Yes)  
 



Automation 
Name Procurement Equity Market Research Tool  
Implementing 
Agency Department of the Treasury’s Internal Revenue Service (IRS)  



Description of 
Automation  



The Procurement Equity Market Research Tool provides a means of searching actual 
award data across federal agencies to identify vendors awarded contracts relevant to 
search criteria (NAICS, product codes, or key word searches of award descriptions).  



The tool allows users to identify potentially relevant vendors for various requirements in 
support of equity goals (e.g. small business, (8(a), SDB, HUBZone, SDVOSB, WOSB).  



The tool uses a large dataset of government-wide contract awards in FY 21. The IRS 
has an internal dashboard user interface intended to highlight the most relevant market 
research information.  



Screenshot of Tool (Tableau) 



 
 











Deployed (Yes) 
Automation Exportable to Other Agencies (Yes)  
 



Type of 
technology used 



 
Data Wrangling and Visualization 
  



Benefits of Use 



• Quickly locate potential sources for specific contract requirements as users can 
specify desired contractor small business and socioeconomic characteristics. 



• Promotes achievement of procurement equity goals. 
• User-friendly design that makes it easy to obtain market research information. 
• Tool contains free-text search capabilities that can search for relevant contract 



awards with greater specificity than categorical descriptions like NAICS and PSC. 
• Large government-wide dataset of potential search results maximizes the 



chances of finding capable small business and socioeconomic contractors.  
Automation 
Status 



 
In Production 
  



Agency ATO 
Completed  



 
No 
  



Timeline: Time 
to Develop  



 
3 months 
  



Timeline: Key 
Milestones and 
Dates 



March 2022 (project start) 
June 2022 (deployment)  



Is the 
automation 
exportable for 
use by another 
agency?  



 
Yes, government data which can be displayed using different software applications 
such as Tableau, Power BI, and USASpending.gov. 
  











Deployed (Yes) 
Automation Exportable to Other Agencies (Yes)  
 



Primary Data 
Sources USASpending.gov  



POC Contact 
 
David Gill, David.I.Gill@irs.gov 
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Deployed (Yes) 
Automation Available to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 
 
 



Automation Name 
 
Projected Contract Award Date Web App 
  



Implementing Agency 
 
Department of the Treasury (Treas) 
Internal Revenue Service (IRS) 
  



Description of Automation  



 
This web app automates generating projected contract award 
timeframes. An interactive user interface displays projected award 
timeframes for pending shopping carts (procurement requests).  
Projections are made based on a statistical analysis of actual award 
timeframes from past awards with considerations for type of 
requirement, time of submission, and workload. The machine learning 
approach aims to provide ballpark award timeframe projections to build 
transparency with customers who can access these estimates shortly 
after submitting their requirement.  
  



Type of technology used 
 
Artificial Intelligence (AI) 
  











Deployed (Yes) 
Automation Available to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 
 
 



Benefits of Use 



 
The web app can provide a “30,000 foot” view of likely timeframes when 
contracts will be signed. These insights into “how long will it take?” are 
important to ensuring that teams and programs can obtain timely contract 
support or product deliveries. This provides greater transparency and can 
be utilized by procurement office leaders for planning workload as well as 
by customers to plan for the administration of the contract after award. 
  



Automation Status 
 
In Production  
  



Primary Data Sources The primary data source is the Department’s contract writing system.  



Is the automation available 
for use by another agency?  



 
Yes 
 



Point of contact 
Michele Sharpe, michele.sharpe@treasury.gov  
Alicia Miller, Alicia.M.Miller@irs.gov  
David Gill, David.I.Gill@irs.gov 



 





mailto:michele.sharpe@treasury.gov


mailto:Alicia.M.Miller@irs.gov


mailto:David.I.Gill@irs.gov










Deployed (Yes) 
Automation Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 
 



Automation Name 
 
Internal Revenue Service (IRS) Automated De-Obligation Utility 
  



Implementing Agency 
 
Department of the Treasury’s Internal Revenue Service (IRS) 
  



Description of Automation  



 
Automated de-obligation utility allows a user to input information on one 
screen to complete an automated de-obligation on contract actions. De-
obligation reports are generated twice a year and have an approximated 
total of over 10,000 lines to be processed. The automated de-obligation 
utility drastically reduces the user’s time to complete the system actions 
required for de-obligations.   
 
Furthermore, the automated de-obligation utility drafts a user’s SF-30 
with the descriptive language, completes the mathematical calculations 
and line-item de-obligations and has the ability to reduce the total of the 
award, depending on the Contracting Office/Contract Specialist (CO/CS) 
response in the utility.  
 
The automated de-obligation utility also files a draft copy of the 
modification to the system of record and updates the FPDS record. 
  



Type of technology used 
 
Mapping 
  











Deployed (Yes) 
Automation Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
 
 



Benefits of Use 
Greatly reduces the amount of time, from hours to a matter of minutes, 
to complete de-obligations.  
  



Automation Status 
 
In Production 
  



Agency ATO Completed  
 
No 
  



Is the automation exportable 
for use by another agency?  



 
No  
  



Primary Data Sources 
 
IRS Procurement for Public Sector (PPS) System 
  



POC Contact 
 
Sandra Taylor, Sandra.E.Taylor@irs.gov  
  



Lessons Learned   
 
The de-obligation tool reduces processing time by streamlining 
activities, reducing the number of steps, and performing calculations.  
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Bureau-wide Use (Yes) 
Seeking Partner Agencies (No) 
Automation Available to Other Agencies (No) 
 



Automation Name  
Internal Revenue Service (IRS) Spreadsheet Uploader  



Implementing Agency 
 
Department of the Treasury’s Internal Revenue Service (IRS) 
  



Description of Automation  



 
The IRS Spreadsheet Uploader allows the user to save a copy of the 
award data in Excel and allows for bulk revisions in IRS’ procurement 
system, called Procurement for Public Sector (PPS). 
 
The IRS Spreadsheet Uploader maps data used PPS during the 
shopping cart creation and the award phase to an Excel workbook. This 
allows the user to utilize copy/paste for key data elements such as 
Period of Performance Dates, Qty, Pricing, Item Description, FSC 
Codes, Contract Type etc., which are all the necessary individual data 
elements that each singular line of a procurement action in PPS would 
need.  
 
Spreadsheet uploader for Shopping Cart, Purchase Order, Delivery 
Order, Blanket Purchase Agreement (BPA) and Indefinite Delivery 
Indefinite Quantity (IDIQ) procurement actions allows the user to save 
data and make system changes in bulk versus having to revise each 
individually as required when using PPS.  
  



Type of technology used 
 
Mapping 
  











Bureau-wide Use (Yes) 
Seeking Partner Agencies (No) 
Automation Available to Other Agencies (No) 
 



Benefits of Use 



 
This tool drastically reduces the amount of time spent to process an 
action in PPS. Use of the tool reduces, from weeks to minutes, the time 
it takes in PPS to create awards and Shopping Carts with requirements 
that have over 500 lines. 
  



Automation Status 
 
In Production 
  



Agency ATO Completed  
 
No 
  



Is the automation exportable 
for use by another agency?  



 
No  
  



Primary Data Sources 
 
IRS Procurement (PPS) 
  



POC Contact 
 
Sandra.E.Taylor@irs.gov 
  











Bureau-wide Use (Yes) 
Seeking Partner Agencies (No) 
Automation Available to Other Agencies (No) 
 



Lessons Learned   



 
This tool drastically reduces the amount of time spent to process an 
action in PPS. It allows the user to save a copy of the award data in 
Excel and allows for bulk revisions. The learning curve is minimal 
because the spreadsheet contains the same data as would be required 
in PPS.   
  



Video Demonstration  No 



 













Deployed (Yes) 
Automation Available to Other Agencies (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No)  
 



Automation Name 
 
Market Research Assistant (MRA) 
  



Implementing Agency 
 
Department of Veterans Affairs (VA) 
  



Description of Automation  



The MRA allows users the ability to survey and assess the market for products and/or 
services that may meet agency needs. The MRA tool searches databases most 
commonly used by the acquisition workforce such as VetBiz, Dynamic Small Business 
Search, and GSA Advantage and returns comprehensive market information for market 
research purposes. The MRA also includes VA’s market research report templates.   



 
Users initiate the MRA bot by entering in key words for services or supplies and 
selecting all or some of the available data sources: VetBiz, Dynamic Small Business, 
GSA Advantage, Army CHESS, and UNICOR. 
 
The bot then retrieves the following information and sends it to the user by email within 
10-30 minutes: 



• Vendor Report: Includes a list of applicable vendors displaying details such as 
UEI, NAICS, socio-economic status, category management best-in-class (BIC) 
solutions, vendor status in the system for award management (SAM), SAM 
certifications and representations, Federal Awardee Performance and Integrity 
Information System (FAPIIS) records, and Section 889 vendor response/self-
certification. The report can be sorted, filtered, and exported.  



• A Vendor Assessment Summary report is also available for MRA users. Users 
select a specific vendor for contact information and contract history. Results 
include a timestamp at the end of the report to show the data sources and date 
of the last data update. 



Type of technology used 
 
Robotic Process Automation (RPA) 
  











Deployed (Yes) 
Automation Available to Other Agencies (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No)  
 



Benefits of Use 



 
The Market Research Assistant (MRA) tool provides an innovative knowledge 
solution within the Acquisition Knowledge Portal (AKP) to streamline VA’s 
Acquisition Market Research processes, increase compliance, and save resources. 
This tool will allow the contracting officer (CO), Contracting Officer Representative 
(COR), and Program Management (PM) personnel utilizing the AKP the ability to 
survey and assess the market quickly for needed products and/or services in order 
to satisfy market research requirements.  
   



Automation Status 
 
Deployed agency-wide to approximately 2400 users 
  



Agency Authority to Operate 
(ATO) Completed 



 
No 
  



Timeline: Time to Develop  
 
2 months 
  



Timeline: Key Milestones During 
Development 



 



Milestone Description 
Estimated Date 
(Month/Year) 



1 Developed and deployed first iteration July- August 2020 



2 



Testing and enhancements to support displays of: 
• Section 889 vendor status;  
• vendor NAICS codes;  
• sam.gov opportunities for specified NAICS codes; and 
• vendors available on Army CHESS. Feb 2021 



3 Pilot market research tool to selected VA acquisition community June 2021 



4 
Market research tool training and live addition to agency 
Acquisition Knowledge Portal (AKP) August 2021 



  











Deployed (Yes) 
Automation Available to Other Agencies (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No)  
 



Primary Data Sources 



 
• VetBiz 
• Dynamic Small Business Search 
• GSA Advantage 
• Army CHESS 
• UNICOR 
• SAM.gov 
• FAPIIS  



 



Is the automation available for use 
by another agency?  



 
Yes 
 



Point of contact 
   
Kathleen Wheat, Kathleen.Wheat@va.gov 
Shanelle Jackson, Shanelle.jackson@va.gov  
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Deployed (Yes) 
Automation Documentation Available to Other Agencies (Yes) 
Seeking Partner Agencies (No) 
 
 



Automation Name 
 
Determination of Responsibility Assistant (DORA) Bot 
  



Implementing Agency 
 
Department of Defense (DoD) United States Army 
  



Description of Automation  



 
This automation provides screenshot outputs from SAM.gov and the 
Federal Awardee Performance and Integrity Information System 
(FAPIIS) websites and populates results that it scrapes into a standard 
formatted memo that can be used to document contract files. 
  



Type of technology used 
 
Robotic Process Automation (RPA) 
  



Benefits of Use 



 
Approximately 8,000 contracting professionals use the DORA bot to pull 
information from two public websites, i.e., beta.SAM.gov and FAPIIS, 
that is used to the workforce them document and determine whether 
prospective vendors are eligible to receive a contract. 
  



Automation Status 
 
In Production and Deployed / Managing the Solution 
  











Deployed (Yes) 
Automation Documentation Available to Other Agencies (Yes) 
Seeking Partner Agencies (No) 
 
 



Agency Authority to Operate 
(ATO) Completed 



 
Yes 
  



Timeline: Time to Develop  
 
6 months 
  



Timeline: Key Milestones 
During Development 



 
Piloted DORA bot in November 2019 and deployed Army-wide in 
January 2020 
  



Primary Data Sources 
 
There are two primary data sources: SAM and FAPIIS.   
 



Is the automation exportable 
for use by another agency?  



 
DORA bot is scalable and the documentation can be shared with other 
federal departments and agencies. DORA has been shared within DoD. 
  



Point of contact 
 
Elizabeth Chirico, elizabeth.a.chirico.civ@mail.mil  
  



Lessons Learned   



 
The DORA bot project was successful because the use case was 
simple and resonated with users. Simplicity and ease of use helped 
facilitate user adoption of the bot.  
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Deployed (Yes) 
Automation Code Exportable to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 



Automation Name 
 
Automated Contract Closeout  
  



Implementing Agency 
 
Defense Logistics Agency (DLA) 
  



Description of Automation  



 
This automation supports automated contract closeout by performing the 
following activities: 
 



1. Check for contract expiration date 
2. Check for open delivery orders  
3. Check for unmet guaranteed minimums  
4. Check for Mechanization of Contract Administration Services 



(MOCAS) close date (if applicable) 
5. Check for firm fixed price 
6. Check for liquidated damages  
7. Check for commercial financing 
8. Check for terminations 
9. Generate a DD1594 which will be posted to Records Management 



system  
 
Provided all conditions are met for closeout, the automation will extract 
contracts that are eligible for contract closeout and proceed to close out 
the contract. 
  











Deployed (Yes) 
Automation Code Exportable to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 



Type of technology used 
 
Robotic Process Automation (RPA) 
  



Benefits of Use 
 
DLA estimates 300 actions per month x 12 months x 30 minutes per 
action = 1800 hours of potential benefit 
  



Automation Status 
 
Deployed 
  



Agency Authority to Operate 
(ATO) Completed 



 
Yes 
  



Timeline: Time to Develop  
 
24 months 
  



Timeline: Key Milestones 
During Development 



 
Initial version of functional specifications created January 2020 
  



Primary Data Sources 



 
Data contained within DLA’s Enterprise Resource Planning (ERP) Central 
Component (ECC) and Supplier Relationship Management (SRM) 
systems.  
 











Deployed (Yes) 
Automation Code Exportable to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 



Is the automation exportable 
for use by another agency?  



 
The automation code uses fields that are unique to DLA. Code can be 
made available to other federal agencies upon request. 
  



Point of contact 
 
Rusty Wells, Russell.Wells@dla.mil  
  



Lessons Learned   



 
Collecting standardized information about potential RPA use cases can 
facilitate evaluation and selection of high value processes. DLA created an 
RPA Opportunity Questionnaire that contains a standard set of questions 
that are used to assess the viability of a use case.  
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Deployed Agency-wide Use (Yes) 
Automation Code Exportable to Other Agencies (No) 
Seeking Partner Agencies (No) 
 



Automation Name 
 
Commercial Office the Shelf (COTS) Contractor Responsibility Bot  
  



Implementing Agency 
 
Department of Energy (DOE) 
  



Description of Automation  



 
The DOE leverages a COTS product that allows their workforce to use a 
bot to pull contractor responsibility data from public websites.  The 
automation also allows users to request an active and expiring award 
report any time by sending an email.  
  



Type of technology used 
 
Robotic Process Automation (RPA) 
  



Benefits of Use 



 
Key benefits include:  



• streamlined more efficient processes; 
• improved accuracy;  
• reduction in workforce time spent on manual tasks;  
• fewer administrative errors; 
• increase in compliance; and  
• quicker access to accurate timely information. 



 
  



Automation Status 
 
In use 
  











Deployed Agency-wide Use (Yes) 
Automation Code Exportable to Other Agencies (No) 
Seeking Partner Agencies (No) 
 



Agency ATO Completed  
 
No 
  



Timeline: Pilot to Deployment  
 
3 months  
  



Timeline: Key Milestones and 
Dates 



 
Milestone 
Description 



Estimated Date 
(Month/Year) 



1- Identify need 2/2020 
2- Market research 2/2020 
3- Solicitation 5/2020 
4- Award 7/2020 
5- Pilot 7/2020 
6- Deploy 10/2020 



  



Is the automation exportable 
for use by another agency?  



 
This automation cannot be shared by DOE. This is a commercial solution 
that would need to be procured by each agency or group.  
  



Primary Data Sources 



 
There are two primary data sources, i.e., the System for Award 
Management (SAM) and the Federal Awardee Performance and Integrity 
Information System (FAPIIS). 
  



POC Contact 
 
Jami Rodgers, Jami.rodgers@hq.doe.gov  
  





mailto:Jami.rodgers@hq.doe.gov








Deployed Agency-wide Use (Yes) 
Automation Code Exportable to Other Agencies (No) 
Seeking Partner Agencies (No) 
 



Lessons Learned 



 
DOE conducted a build vs. buy analysis and determined that, due to their 
infrastructure, it would be best to buy a commercial RPA solution. 
 
DOE benefited from a free trial period offered by a vendor. The free trial 
and hosted trainings were a great way to bring users in and reap the 
benefits of an automation without the huge commitment or legwork of 
developing an RPA team and process within the department first. The 
department now has momentum and buy-in to move forward on their 
automation journey. 
 



 













Deployed (Yes) 
Automation Available to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 
 



Automation Name  
DOL Contractor Responsibility Bot  



Implementing Agency 
 
Department of Labor (DOL) 
  



Description of Automation  



 
The DOL Contractor Responsibility Determination Bot automates much 
of the process of gathering data to complete the two required forms to 
determine responsibility. Given a DUNS number (and as of December 
2020 a Unique Entity Identifier (UEI) for SAM.gov and FAPIIS.gov), the 
bot collects data from SAM.gov and FAPIIS.gov and populates the two 
forms. Once filled, the CO can review the information to assess a 
contractor’s responsibility, complete a past performance review, and 
sign the document confirming their determination. This determination is 
placed by COs in the contract file.  
  



Type of technology used 
 
Robotic Process Automation (RPA) 
  











Deployed (Yes) 
Automation Available to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 
 



Benefits of Use 



 
It is estimated that this bot saves an estimated 2,000 labor hours per 
year.  
 
Key benefits include: 



• streamlined more efficient processes; 
• improved accuracy; 
• reduction in workforce time spent on manual tasks; 
• fewer administrative errors; 
• increase in compliance; and 
• quicker access to accurate timely information. 



  



Automation Status 
 
Deployed  
  



Agency Authority to Operate 
(ATO) Completed No  



Timeline: Time to Develop  
 
4 months 
  











Deployed (Yes) 
Automation Available to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 
 



Timeline: Key Milestones and 
Dates 



 
Milestone Description Estimated Date (Month/Year) 



Project Initiation July 2020 



Planning/Requirements Development July 2020 



Development August 2020 



Beta Deployment August 2020 



Full Deployment October 2020 



Retrospective/Lessons Learned Analysis November 2020 



   
Is the automation exportable 
for use by another agency?  Yes  



Primary Data Sources 



 
There are two primary data sources, i.e., the System for Award 
Management (SAM) and the Federal Awardee Performance and 
Integrity Information System (FAPIIS).   
  



POC Contact 
 
Ryan Chandler, chandler.ryan.p@dol.gov  
  





mailto:chandler.ryan.p@dol.gov








Deployed (Yes) 
Automation Available to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 
 



Lessons Learned   



 
• Engage users as early as you can and throughout the 



development process for feedback. 
• If you have unions in your agency, engaging with them early on is 



beneficial. 
• The original prototype for the bot required excel spreadsheets, 



attachment to an email, and then sending the email to an address 
where the bot would start. That prototype was not as successful in 
part because no data validation was happening. As an example, 
the DUNS number in an excel spreadsheet would be entered 
incorrectly, which would lead to bot errors. We shifted from excel 
spreadsheet to webforms in order to improve data validation. 



• RPA is not a one and done technology – bots require maintenance 
and updates. 
  



 













Deployed Bureau-wide Use (Yes) 
Automation Code Exportable to Other Agencies (No) 
Seeking Partner Agencies (No) 
 



Automation Name 
 
Contract Closeout Initiation  
  



Implementing Agency 
 
Department of Health and Human Services (HHS) 
  



Description of Automation  



 
This automation initiates the contract closeout process on expired contract 
actions. The automation process includes gathering financial, Contracting 
Officer Representative (COR), and vendor information. Once the 
information has been gathered, human intervention is needed to 
determine next steps.  



  



Type of technology used 
 
Robotic Process Automation (RPA) 
  



Benefits of Use 



 
Reduced repetitive manual tasks and increased contract close out 
activities between 75% to 300% per month. 



  



Automation Status 
 
Deployed 
  



Agency Authority to Operate 
(ATO) Completed 



 
Yes 
  











Deployed Bureau-wide Use (Yes) 
Automation Code Exportable to Other Agencies (No) 
Seeking Partner Agencies (No) 
 



Timeline: Time to Develop  
 
6 months 
  



Cost to Develop $90K 



Primary Data Sources 



 
HHS Unified Financial Management System (UFMS) – Financial Data 



HHS Consolidated Acquisition Solution (HCAS) – Contract Data 



SAM.gov – Vendor Data 



 
Is the automation available to 
other agencies?  No 



Lessons Learned 



 
Don't look to automate the As-Is process. Document the As-Is process 
and look for process improvements.  Use Lean 6-sigma to assist with 
determining the to-be process. 
 



Point of contact Doris Gibson, doris.gibson@hhs.gov  
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Bureau-wide Use (Yes) 
Automation Code Exportable to Other Agencies (Yes)  
Seeking Partner Agencies (No) 



Automation Name 
 
NIST Responsibility and Market Research BOT 
  



Implementing 
Agency 



 
Department of Commerce 
  



Description of 
Automation  



 
This automation assists Contract Specialists and Contracting Officers with obtaining 
documentation for the determination of responsibility for a contractor and confirms small 
business status. 
  
  



Type of technology 
used 



 
Robotic Process Automation (RPA) 
  



Benefits of Use 



 
Key benefits include:  



• Labor Hours Saved/Redirected 
• Improved Accuracy 
• Reduced Process/Cycle Time 
• Increase Compliance or Audit Readiness 
 



  



Type of technology 
used Robotic Process Automation (RPA) 











Bureau-wide Use (Yes) 
Automation Code Exportable to Other Agencies (Yes)  
Seeking Partner Agencies (No) 



Automation Status 
 
Deployed/Managing Solution 
  



Agency Authority to 
Operate (ATO) 
Completed 



 
No 
  



Timeline: Time to 
Develop & Deploy 



 
2 months 
  



Timeline: Key 
Milestones During 
Development 



 
Milestone 
Number  Milestone Description Estimated Date (Month/Year) 
1 Receive code from GSA  ~July/August 2021 
2 Develop Process Design Document (PDD), ~September 17th, 2021 
3 Bot development to improve Bot for NIST environment ~October 11, 2021 
4 Testing, UAT ~October 18, 2021 
5 Create Bot User Guide ~October 18, 2021 
6 User Sign-Off ~October 18, 2021 
7 Initial Production Release ~October 22, 2021 



 



Primary Data 
Sources 



 
• System for Award Management (SAM)  
• Federal Awardee Performance and Integrity Information System (FAPIIS) 
• Small Business Administration (SBA) Dynamic Small Business Search (DSBS) 



 
Is the automation 
available to other 
agencies?  



No 



Point of contact Todd Hill, Todd.hill@nist.gov  
 













Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
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Automation Name 
 
Contract Clause Review Tool  
  



Implementing 
Agency 



 
Department of the Treasury, Internal Revenue Service (IRS) 
  



Description of 
Automation  



 



A web-based tool allows users to upload contract documents and the Contract Clause 



Review Tool conducts a review of clauses within the documents to assess whether 



they are complete and current. Relevant clauses are identified primarily by having the 



software examine the words in an uploaded document, in addition to a user answering 



some questions. Missing, outdated, or otherwise erroneous clauses are rapidly 



identified by the software based on the clause recommendation logic. The Contract 



Clause Review Tool also provides recommendations for potentially relevant clauses 



so that Contracting Officers can adjust clause language and move forward with 



signing a contract that thoroughly addresses Federal Acquisition Regulation (FAR) 



and agency policy requirements. 
 



Type of 
technology used 



 



• Web application 



• Natural Language Processing/Understanding (NLP) 



• Cloud Computing 
  











Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
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Benefits of Use 



 



Achieved and potential benefits include: 



• Labor Hours Saved/Redirected. This automation significantly improves 
accuracy and reduced the time it takes IRS contracting employees to review 
and select clauses and provisions to be included in solicitations. While 
timeframes may vary by contract type, the IRS’ Contract Clause Review Tool 
was reported to reduce the time to review clauses from 6 hours to approximately 
1 hour. As of December 2022, the Contract Clause Review Tool has been used 
to inspect over 4,000 contract documents. IRS Office of Procurement Policy 
estimates that a thorough manual clause review takes 6 hours.  



• Improved Accuracy. The tool has detected and/or helped correct over 90,000 
clause errors.  



• Reduced Procurement Administrative Lead Time (PALT). Automating pre-
award steps in the procurement process can decrease PALT.  



• Increased Compliance or Audit Readiness. The tool logic uses (or can use) 
the same parameters as oversight bodies when checking compliance for 
security clauses.  



• Greater Consistency: The tool has a Clause Compliance Strategic Dashboard 
with trends and highly detailed statistics for individual clauses and provisions, 
which can help to ensure that clauses are selected in a consistent way across 
different buying offices. 



  











Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
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Automation 
Status 



 
In production for more than 2 years. 
The IRS has been using automated clause generation and review since 2017. 
  



Agency ATO 
Completed  



 
No 
  



Timeline: Time to 
Implement/Deploy   



 
The Contract Clause Review Tool went into production after roughly 12 months. 
Several enhancements have been made in the last 4 years.  
  



Is the automation 
and/or 
automation code 
available for use 
by another 
agency?  



The code is part of a commercial product and can be made available by licensing with 
a providing vendor. There is more than one vendor with technologies suitable for 
producing these capabilities. The IRS did participate in customization of its in-house 
product and can offer other agencies insight into the logic used in the coding.   



Primary Data 
Sources 



 
There are three data sources:  



1. Clause updates via ecfr.gov API (nightly checks) 
2. Statement of Work, solicitation and contract documents uploaded by users 
3. Short list of questions answered by contracting staff 



  



POC Contact 



 



Non-Technical: Alicia M. Miller, Alicia.M.Miller@irs.gov and Lorey Carter, 
Lorey.K.Carter@irs.gov  
Technical: David Gill, David.I.Gill@irs.gov 
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Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
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Lessons Learned 



1. An IRS-conducted survey found that contracting professionals liked the Clause 
Review Tool and identified benefits to using this tool over another in-house 
document clause creator tool. 



2. The automation can help ensure currency and accuracy of clauses. However, more 
development is needed to comprehensively determine all relevant clauses for a 
given document. The tool has the ability to flag some clauses that may be 
applicable, with the expectation that users will manually review a smaller number of 
clauses. There is a chance that some users will automatically use 
recommendations without review, which can also lead to some inaccuracy – 
though this would be caught during quality assurance reviews.  



3. Frequent user feedback and focus groups have been valuable in enhancing the 
automation. User requests have inspired enhancements such as: 



- For delivery/task orders, reducing duplicative recommendations to include FAR 
clauses already included in a government-wide contract. 



- Adding more acquisition traits that can be automated to be detected in 
documents (e.g. access to sensitive information, construction, items available 
from AbilityOne). Detection of specific traits described in prescriptions are used 
to trigger clause recommendations. 



4. The tool can be used in multiple ways. While some will use this tool to automate 
review processes, there was interest in having these capabilities for creating 
documents/automating clause insertion.  



5. Users also mentioned that ideally, it would be great to have a solution that was 
integrated into the contract writing platform. This may not be feasible with all 
contract writing systems. 











Deployed (Yes) 
Automation Code Exportable to Other Agencies (No)  
Seeking Partner Agencies (No) 
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6. It’s important to have continuous engagement from a procurement policy subject 
matter expert (SME) to ensure any policy changes are timely implemented into 
the tool.   



 



 













Deployed Department-wide (Yes) 
Automation Available to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
 



1 
 



Automation Name 
 
Contractor Responsibility Assessment (CRA) Tool 
  



Implementing 
Agency 



 
United States Department of Agriculture (USDA) 
  



Description of 
Automation  



 
The USDA CRA Tool is a bot that automates the production of a report that includes a 
vendor’s responses in the System for Award Management (SAM) as well as any 
applicable records in responsibility/qualification – formerly Federal Awardee 
Performance and Integrity Information System (FAPIIS) – and the federal 
procurement data system (FPDS). The report also includes additional information 
relative to market research, such as the vendor’s socioeconomic status, recent award 
history, and “How to Buy” information on the vendor’s GSA schedules.  The bot is 
trigger by contracting officials, via email, by sending an Unique Entity Identifier (UEI) 
or DUNS or list of UEI or DUNS numbers to a designated site. Within minutes, the bot 
returns an email with vendor information consolidated into an easy to read report.  
  



Type of 
technology used 



Robotic Process Automation   



Benefits of Use 



 
Key benefits include: 



• Labor Hours Saved/Redirected 
• Improved Accuracy 
• Reduced Process/Cycle Time 
• Increase Compliance and Audit Readiness  











Deployed Department-wide (Yes) 
Automation Available to Other Agencies (Yes)  
Seeking Partner Agencies (No) 
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Automation 
Status 



 
In production  
   



Agency ATO 
Completed  



 
No 
  



Timeline: Time to 
Implement/Deploy   



 
Timeline includes approximately 3 months to procure and 1 day allotted to deploy the 
tool Department-wide 
  



Is the automation 
code available for 
use by another 
agency?  



The automation code is commercially available for use by other agencies.  



Primary Data 
Sources 



 
Data sources include a vendor's responses in SAM as well as any applicable records 
in responsibility / qualification (formerly FAPIIS) and FPDS. 
  



POC Contact 
 
Ismaela Ramirez, Ismaela.ramirez@usda.gov  
  



Lessons Learned 
 
Available upon request 
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Cultural Adaptation Journey


Phase 1 – Learn and Inform


Agency Examples 


General Services Administration 


· Program Start-up: Prior to launching their automation effort, GSA provided software development training to program managers from offices that were implementing robotic process automation (RPA). This training ensured that program managers understood the technology and how it will be utilized to support the desired automation.


· Leadership Buy-In: GSA obtained regional leadership buy-in and sponsorship of their automation effort by ensuring that regional or local policies and practices learned about during meetings with each region were considered during the development of the bot and bot training.  


· Process Selection: GSA conducted a poll of operational Contracting Officers (COs) to identify mundane work that took a significant amount of time to complete. GSA pursued the closeout bot that they named Clara was because contract closeout was a significant pain point experienced by COs.


· Organizational Capacity for Automation: GSA established an enterprise support function for RPA within the Office of the Chief Financial Officer. The function is staffed by federal in-house developers familiar with federal processes who coordinate use case prioritization and implementation across the organization. This enterprise support functional model enables prioritized automations to be built and deployed within a 90–120-day window, unless the automation is complex. Additionally, the enterprise support function also supports some cultural change through education of its customers about technology capabilities and appropriate use of RPA. 


· Return on Investment (ROI):  The criteria used to evaluate ROI for the GSA Clara closeout bot was staff time saved. Because there was significant variance in the number of hours spent to conduct contract closeout, GSA conducted a time study and averaged the number of hours saved. This information, combined with productivity study data, was used to estimate time saved.  The ROI for the Clara closeout bot was estimated to be 30,000 hours saved annually. 


Department of Energy


· Informing Stakeholders of RPA Capabilities: The Department of Energy robotic process automation (RPA) Team, consisting primarily of contractor support, hosted trainings and informative briefings for the DOE contracting workforce. Publicization of the trainings went out through the DOE internal procurement system, listservs, and the intranet. Procurement management would review the trainings with their teams and ask for feedback to improve future training. 


Department of Justice 


· Program Start-up: The need for automation was recognized in response to insufficient procurement staffing to meet workload.


· Process Selection: Closeout automation was selected from among a list of possible automations. It was selected as a good first automation candidate due to the simplicity of the bot.


· Organizational Capacity for Automation: The agency leveraged another internal DOJ team in the finance office that had been building robotic process automation (RPA) bots for 2 years to educate them on RPA and ultimately used the finance’s office RPA Team to build their bot.


· Leadership Buy-In: Buy-in was not a major hurdle, as the procurement group leveraged the work and acceptance already achieved by another internal DOJ office’s RPA Team.


· Team Approach: The RPA Team that built the DOJ contract closeout bot, called the Automated Notification of Non-Reconciled Awards bot, had strong project management practices and used agile practices with designated DOJ technical and program office stakeholders to develop the concept, functional requirements, and technical design of the bot.


Army 


· Once the procurement office understood they wanted to pursue robotic process automation (RPA), they reached out to other departments for cooperation and found another group that was using RPA that was also able to assist them.


· Despite early stakeholder support, Army still developed a formal business case that discussed ROI to document and validate executive stakeholder support.


· In making a business case, Army linked the outcomes to agency and government-wide priorities.


Defense Logistics Agency


· Inform: To build awareness and understanding of robotic process automation (RPA), DLA facilitates multiple RPA introductory sessions per year, both virtual sessions and fully in person events.


Department of Labor 


· When standing up its initial robotic process automation (RPA) team, DOL took a top-down approach. They focused on adding “jacks of all trades” to the team and making sure the team had the right mix of skills/backgrounds – acquisition, project management, information technology, etc. 


[bookmark: _GoBack]Department of Treasury 


· Organizational Readiness: Leaders within the organization “wanted to start an automation journey in general…due to the manual nature [of certain processes] and the simplicity of the function.” The benefits were communicated early on organically with certain leaders directly impacted by the processes to be automated.


· Learn and Inform: The IRS sent several of their procurement practitioners to robotic process automation (RPA) training to build familiarity with how bots worked so they could think about how the technology could be beneficial to their organizations and also serve as active contributors to the design and requirements collection processes for use cases.   
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Cultural Adaptation Journey


Phase 1 – Learn and Inform





Best Practices


Inform stakeholders of RPA capabilities


· Providing basic awareness training/information sessions can be very helpful early on. It is important to educate and inform stakeholders and end-users about robotic process automation (RPA) from the very beginning.


· Focus on getting end-users familiar with the concept of automation first, then evaluate organizational readiness and level set, and then move forward. 


· Common questions to expect from stakeholders during training and/or information sessions:


· Are we losing our jobs?


· Does this mean we are losing folks, jobs, or downsizing?


· What about grade levels, will we be asked to drop grades. 


· Can “I” use this bot from free?


· Who will have to pay for this tool? 


Identify and prioritize administrative pain points through stakeholder engagement


· Maintain a list of use cases appropriate for automation and support the prioritization of those use cases with decision makers. 


· GSA found that close-out was a very low-stakes area of contract administration which the acquisition workforce felt was predominantly mundane, making it a great starting point to demonstrate the value of automation. 


· [bookmark: _GoBack]Workshops are commonly used to promote awareness and to identify and address stakeholder concerns.





Capture "As Is" Processes


· A good starting point is to leverage some of the automation process maps that are available in the Periodic Table to map your own agency process. Process mapping provides the opportunity to consider your current process and determine if any changes may be beneficial prior to transferring that process into an RPA solution. 


· It is important to understand what needs to be automated. Recognize that business processes may be customized at the local level. 


· While underlying RPA code can be shared, it is typically customized to the Agency’s environment and may not be directly usable by other agencies. 


· Ensure that users from representative sub-organizations are involved to ensure that you are aware of differences in process and engage with those users and sub-organization leadership to determine how the automation may impact current processes. A lesson learned by a GSA RPA team was to pay attention to opportunities to improve processes early, prior to development of the automation. 


Engage with coalition to identify higher value work and transition plan


· If end users/employees are unionized, engage with union representatives early in the process.


· Assume that your users are comfortable with the current process and are risk adverse. If you start out with this mindset, it will help you create strong change management strategies that will foster the cultural impetus to overcome hurdles. 
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Cultural Adaptation Journey


Phase 2 – Design and Prototype





Agency Examples


General Services Administration 


· Gather Compliance Requirements: GSA structured its closeout bot, CLARA, to follow the requirements in the Federal Acquisition Regulation. In addition, the requirements development team worked closely with agency attorneys throughout the development process to ensure compliance with administrative law issues related to the appropriate exercise of discretion of the bot. For example, CLARA does not exercise the actual modification, the Contracting Officer exercises the modification with support from the bot. The process starts with the Contracting Officer initiating the bot to commence the closeout process. Anything that a warranted Contracting Officer is regulated to do is turned over by the bot to the Contracting Officer for action. 


· Gather Access Requirements: For GSA’s closeout bot, CLARA, role-based access and permissions are supplemented by the fact that the automations can only be run within the GSA environment. Users who attempt to run an automation without appropriate access receive a warning that they do not have privileges to run the automation, along with instructions to obtain access.


Department of Justice 


· Design and Prototype: Design decisions for DOJ’s Automated Notification of Non-Reconciled Awards bot centered around looking for automation functionality that would not require significant changes to business processes.


· Design and Prototype: Consistent with Agile methodologies, non-technical customer representatives were included in every stage of the development process for DOJ’s Automated Notification of Non-Reconciled Awards bot.


Army


· Collect Business Requirements: The business requirements for Army’s DORA bot were heavily informed through cross-government collaboration, despite having different technology tools.


· [bookmark: _GoBack]User Acceptance Testing (UAT): The prototype for DORA did not go through formal user UAT; instead, the Army limited deployment to a test group. The ‘test group' was selected thoughtfully based on the number and types of actions they would execute that would serve as a broad test case.  The test group also used key points throughout the development process to provide early feedback and validation.


Defense Logistics Agency 


· Design and Prototype: DLA has incorporated bots into 109 processes since 2018 with 86 needing no human interaction. DLA utilizes Agile methodologies to design and develop bots and relies more on business process analysts than end-users during the design phase. 
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Cultural Adaptation Journey


Phase 2 – Design and Prototype


Best Practices


· [bookmark: _GoBack]Relationships Matter: While process and tools are important, the most important contributor to the success of the GSA’s closeout bot, CLARA, was the relationship between the developer and the product owner, or program manager. They viewed themselves as teammates and their responsive interaction with, not only each other, but with the agency’s leadership and users of the automation, resulted in the successful deployment and continued success of CLARA.





· Ensure Effective Collaboration with the CIO - Agency Chief Information Officers (CIOs) play a critical role in creating a successful environment for RPA development, including the design of formal security protocols, credentialing, privacy processes, procurement of technology solutions, and enterprise governance. A close, working collaboration between the agency’s program leadership and representatives of the CIO can expedite rollout of the RPA solution. 





· Involve End-Users: Robotic process automation (RPA) solutions should not be designed in a vacuum. It is beneficial to have end-users involved during the entire development process. In addition to helping refine processes and identify issues, enthusiasm and acceptance of the RPA solution increases when end users are involved early and often throughout the process.  





· Use Case Identification:  Questions to ask as part of user case identification include:


· What is the process?


· How long does the process take?


· What are the expectations?


· How do you handle error?


· What systems are involved?
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Phase 3 – Recommend and Iterate 
 
Agency Examples  
Department of Justice 



• Final Design Acceptance: The functional subject matter expert (SME) and technical Product 
Owner collaborated to accept the final deployment version of the bot. 



• Final Design Acceptance: The procurement office performed User Acceptance Testing (UAT) as 
part of the acceptance process. 



Army  
• Iterative Feedback: For the Army’s closeout bot, CLARA, initial success of the minimum viable 



product (MVP) was validated based on successful reception from a pilot group. Testing and 
feedback for CLARA led to an improvement of the automation. For example, one iteration was a 
move from a bot that read a website frontend to a functionality that utilized application 
programming interfaces (APIs). 



Department of Veterans Affairs  
• Collect Feedback: VA found success in conducting multiple pilots. Small batch pilots were 



effective for testing and identifying pockets of users/stakeholders that had not been previously 
identified. 



• Deployment Plan and Training Needs: After implementing a new robotic process automation 
(RPA) solution, end users are provided a self-start guide, invited to a series of orientation kickoff 
activities, and/or offered a package of rollout materials. These resources are stored in a 
knowledge management portal to promote access.  
 








			Agency Examples


			Department of Justice


			Army


			Department of Veterans Affairs
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Phase 4 – Communicate, Deploy, and Train 
 
Agency Examples 
General Services Administration  



• Training: In addition to training and easy-to-use guides that have been developed, GSA designed 
the automation so that it would display descriptions and examples for each field of the form 
that initiates the bot. Detailed error handling is also embedded in the form.  



Department of Energy  
• Training: The DOE robotic process automation (RPA) Team hosted trainings for a month, twice a 



week, for an hour each session, morning, and afternoon. Each session included a variety of users 
with varied roles. The sessions were not mandatory, but what they found was that word of 
mouth spread by people who attended the sessions. Procurement leadership also focused on 
publicizing the events through the internal mechanisms, such as working groups, listservs, and 
intranet. Feedback on the sessions was also solicited by the RPA Team and used to improve 
future sessions.   



Department of Justice  
• Training: Minimal change management was needed, as the DOJ Automated Notification of Non-



Reconciled Awards bot replaces a manual email notification process where recipients of the 
email received nearly identical messages. However, DOJ provided informal training for the 
handful of members who would need to prompt the bot to initiate the alert process. 



Army  
• Adoption: Mandating use of Army’s closeout bot (DORA) through policy was seen as an 



important means of ensuring adoption across a large organization. Compliance with the 
mandatory use policy is checked as part of the periodic contract file reviews. 



• Communicate and Train: As part of its rollout plan for DORA, the ARMY addressed a major 
concern for users in the contracting workforce. The Army communicated that the bot would not 
replace the contracting professionals' discretion and was more of an assistive technology to 
eliminate highly manual work. 



• Communication and Engagement Plan:  The successful implementation of the DORA automation, 
including well targeted communication and stakeholder engagement, was responsible for the 
establishment of an Army innovation function with dedicated resources for future automations. 



Defense Logistics Agency  
• Communication: DLA publishes “Chief Information Officer (CIO) Automation of the Quarter” 



email to highlight automation activity and promote awareness of new bots.  
• User Feedback: User feedback is collected via local information technology (IT) helpdesks. Users 



contact their help desk and a provided a trouble ticket if there is an issue with a bot. The issue is 
then forwarded to the enterprise center for resolution. 



Department of Veterans Affairs  
• Communicate and Train: After implementing a new robotic process automation (RPA) solution, 



end users are provided a self-start guide, invited to a series of orientation kickoff activities, 
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Phase 4 – Communicate, Deploy, and Train 
 



and/or offered a package of rollout materials. These resources are stored in a knowledge 
management portal to promote access.  



Department of Treasury  
• Communicate and Train: Treasury provides a written step-by-step training guide. Treasury also 



engages in peer-to-peer outreach to users to offer clarifications and assistance. This type of 
personal outreach has been helpful for adoption of automations. 








			Agency Examples


			General Services Administration


			Department of Energy


			Department of Justice


			Army


			Defense Logistics Agency


			Department of Veterans Affairs


			Department of Treasury
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Phase 4 – Communicate, Deploy, and Train 
 
Best Practices 
 
Implementation Timeline  



• Consider a phased implementation by adding a consistent volume of new users over time.  
 



• A longer implementation timeline may help with change management and soften the required 
usage of a new robotic process automation (RPA) solution. 



 
• The time of year to deploy solutions is an important factor. If rollout occurs at the end of the 



fiscal year (FY), the acquisition workforce, including Contracting Officer Representatives (CORs) 
and Contracting Officers (COs), may have competing priorities that may timely adoption.    



Training 
 



• Training on how to use the RPA solution is critical and often helps to increase adoption.  
 



• Consider providing end users materials, such as a self-start guide or holding a series of 
orientation kickoff activities upon rollout of the RPA solution.  
 



• Common tools used for training and to address change management considerations during the 
rollout of RPA solutions include:   



o Awareness training  
o Microsoft Teams (MS) Teams site 
o Users’ guides 
o Training videos 



 



 








			Best Practices


			Implementation Timeline


			Training
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Phase 5 – Maintain and Data Capture 
 
Agency Examples 
General Services Administration  



• Return on Investment (ROI):  In order to assess ROI for GSA’s closeout bot, CLARA, GSA uses 
metrics that track the accuracy of the bot and actual use.  Specific metrics include tracking the 
number of users, number of requests, requests by the various automation pathways within the 
bot, successful completions per month, and the ratio of bot closeouts vs use of manual closeout 
procedures.  



Department of Justice  
• Design Enhancements: DOJ has a robotic process automation (RPA) maintenance process that 



coordinates with functional subject matter experts (SME) during the bot initiation process in 
order to identify any needed functionality or design enhancements. 



• Performance Monitoring:  DOJ used software logging to monitor the performance and the usage 
of their Automated Notification of Non-Reconciled Awards bot. 



• Return on Investment (ROI):  In order to assess ROI for DOJ’s Automated Notification of Non-
Reconciled Awards bot, DOJ made assumptions regarding the manual process time of the prior 
task and compared it to the bot processing time.   



Army 
• Performance Monitoring:  Army uses a monitoring software to examine their DORA bot's usage, 



including how many times it is called and whether it performs as expected. 
• Performance Tracking and Design Enhancements: Army uses a SharePoint portal for bug 



reporting and feedback on their closeout bot, DORA. This portal is also used for suggesting new 
automations or enhancements to the bot. 



Department of Treasury  
• Performance Monitoring:  IRS has an internal dashboard that monitors use and performance of 



their contractor responsibility bot.  
• Return on Investment (ROI): IRS, with contractor support, developed metrics to assess 



performance and return on investment (ROI) of its automation tools.  



 



 








			Agency Examples


			General Services Administration


			Department of Justice


			Army


			Department of Treasury
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Phase 5 – Maintain and Capture Data 
 
Best Practices 



• Identify Resources for Continued Support: After deployment and rollout, resources are needed 
for the continued support of bots so that they remain updated, e.g., compliant to changing 
regulations, and properly functioning from a systems perspective.   



• Automation Enhancements: Recognize that post-production use of the bot may result in 
additional scenarios for consideration to enhance the bot. These types of automation 
refinements may be anticipated in plan for how to manage continued refinement of the 
automation.  



• Have a back-up plan! For its Clara closeout bot, GSA does not take away the manual ability to do 
the work. Thus, if the bot is not available or not functioning appropriately, closeout processes 
can still be done manually and work can still be accomplished.    



• Continue to Communicate: Maintain communication with the users to obtain feedback. Consider 
surveys to assess user experience and use perception to gain takeaways and identify insight into 
the use of the deployed automation.  



• Continue to Manage Cultural Change:  Bots can increase process efficiency over short periods of 
time; however, the cultural shift toward using technology innovation and automation to reduce 
workload, limit manual processes, and ensure work is geared toward high-value employee tasks 
can take much longer.  



 



 








			Best Practices







Instructions





						Document Overview


						WorkSheet			Responsible Party(s)			Description & Instructions


						Candidate 
Process 
Questionnaire			1.  Business Process Submitter
2.  Enterprise RPA Team Analyst			This worksheet contains two tabs; a questionnaire for submitters to complete with high level information about candidate business processes to be considered for automation; and a checklist for process owners to utilize to validate that the candidate process is practical for presentation to the Steering Committee for review and prioritization.
Please attempt to answer all questions, providing as much detail as possible.

Questions on the Questionnaire range across four broad areas:
Return On Investment-Indicates the potential FTE or Cost Saving within one, or more, Business Units or Organizations
Complexity-Indicates the level of complication the documented process poses based on the business rules to be potentially automated
Scope-Describes the boundaries of the process described for potential automation
Governance-Indicates whether the process being described addresses financial, regulatory or audit control requirements

A process questionnaire should be completed for each Level 2 process under investigation (end to end processes completed by a team within a function/business area)


						Process
Owner
Checklist			1.  Process Owner			Business Process Owner(s) should fascilitate the Business Capability resources within their organization, once a questionnaire candidate is drafted.

Process Owner should complete the Process Owner Checklist tab
 - Provide electronic signature








Candidate Process Questionnaire


						Enterprise RPA Team - Administration


						Date Submitted To Enterprise RPA:						Enterprise RPA Date Reviewed:


						ID: (e.g., REQ000YYYY)						Enterpise RPA Reviewer:








						Questions						Candidate Process Details


			1			Process name.
E.g. Generate Payslip File


			2			Process Description.
What is the function and purpose of the process?


			3			Process Owner (Required)


			4			Process Submitter (Required)


			5			Submitting Organization (e.g., J*, MSC)


			6			What is the total number of FTE's required to complete the process?



			7			What is the Average Handling Time per case for the process (minutes)?
E.g. 5 minutes to complete the process end to end 


			8			What percentage of an FTE''s time is spent completing the process?
E.g. 50% of average working day 


			9			What are the average volumes?			Daily


									Weekly


									Monthly


			11			Expected number of hours to be saved per year?
E.g. 60 per week x 10 minutes = 520 hours per year


			12			Do  process volumes increase during peak periods? Please provide details.
E.g. During February and March volumes and workload increases by 20%


			13			What is the exception (error/anamoly) rate for the process? (%)


			14			How are exceptions currently resolved during the process? 
E.g. escalated to manager, sent offshore etc 


			15			How often are errors experienced during process execution?
i.e. how frequently are corrections required to ensure output is accurate? 


			16			How are errors currently resolved during the process? 
(eg. rekeying data, correcting copy & paste errors, other re-work)


			17			Does the process address any specific financial, regulatory, audit findings, or customer pain points?
(eg. Please provide NFR, CAP, FAR, etc)


			18			In %, how much of the process is:
			1. Rules based with structured input (e.g. 50%)


									2. Rules based with unstructured input (e.g. 30%)


									3. Judgement based, research & analysis (e.g. 20%)


			19			How complex is the process?
 
-Does the process currently follow very easy straightforward and repeatable business rules in a single application (Low)

-Does the process follow simple business rules, but may involve a diverse number of transactions or multiple applications (Medium)

-Does the process follow complex business rules, a high number of hand offs and/or high level of decision making, accross many applications? (High)


			20			How many systems and applications interact within the process? 


			21			Please name all systems, applications, and environments touched by this process (Internal / External).


			22			Please specify method of access for systems, applications, environments listed
						Application #1:                          Application #2


			23			If answered 'Other' above, please specify the type of system(s) used and/or access method for each.



			24			Is the process triggered by (inputs), or does it interact with:
-Paper (letters, cheques, etc)
-Digital (email, work queue, etc)
-Voice (telephone, etc)


			25			How many times during the process are steps/ouputs: 			1. Standardized letters or email


									2. Personalized letters/emails, phone call etc 


									3. Digitalized report


									3. Other (please specifiy) 


			26			What is the average number of process steps? 


			27			To what extent is process documentation available? 
E.g. documented process flow, training documents, templates of inputs and outputs 



			28			In %, how much of the process requires human thinking/ interpretation/calculation/decision making/validation? 


			29			Does this process impact multiple J* Codes / MSCs?  (Please Specify)
Have these organizations been coordinated with?


			30			Is a new system or major change initiative due to be implemented in the foreseeable future which will affect this process?


			31			Please provide a description of the key steps required to complete the process. 

For example:
1. Receives excel file 
2. Enters data to database
3. Inputs payment details to webpage
4. Sends confirmation email 


			***			Supporting Notes








Citrix


Mainframe


Java


Browser


Other (Please List)


Yes


No


Don't Know





Process Owner Checklist


			Administration


			Process Owner Name


			Date Reviewed By Process Owner:


			E-Signature Approval





			Process Owner Executive Summary


			Checklist Criteria


			RPA Process Checklist (To Be Completed By Process Owner)


			Checklist Criteria			Reveiwed (Y/N)			Response			Notes


			Quantitative Business Impact


			Are the Process metrics and annual hours saved validated and accurate?  Are other "benefits" contributing to the QBI documented?


			Has a determination been made whether the proposed process is best categorized as providing the organization with savings in terms of Cost Avoidance vs. Cost Savings?


			Will resource be re-deployed as a result of this automation





			Process Evaulation


			Does the proposed process for automation align with DLA Strategic initiative(s) and / or support a directed organizational process improvement intiative?


			Can current process be automated 'as-is' or is process improvement and re-engineering required prior to automation?


			Will the proposed automated process lead to streamlined decision making (e.g., produce and broadly disseminate information results that allow for more efficient and timely information for decsion making purposes)?


			Does this automation have 'other' benefits such as accuracy, error reduction, auditability, etc





			Coordination


			Has discussion/determination been  made as to whether the proposed process automation is scalable (e.g., can be advantageous to other J Codes of MSC's)
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Statement of Need - SOW 
 
      
 



 
 
 



July 30, 2019 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Background 



The United States Department of Agriculture’s (USDA) acquisition workforce is composed 
of approximately 500 contracting officers (CO) and contracting specialists (CS) that issue 
awards valued at over $6B per fiscal year. As required by Federal Acquisition Regulations 
(FAR) 4.6, USDA reports all procurement actions that are valued above the micro-purchase 
threshold to the Federal Procurement Data System – Next Generation (FPDS-NG). FPDS-
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NG is an automated system used to collect and report on federal procurement spending and 
serves as the U.S. Government’s single authoritative repository for federal procurement 
award data for all contracts valued over the micro-purchase threshold. FPDS-NG provides 
the following benefits: 



 
• Transparency and visibility into government contracting 
• Contracting information across the federal spectrum in real time, down to the contract action 
• Powerful business decision-making tool for the contracting community 
• Ability to analyze data so as to identify contract management and market trends 
• Serves as a foundation for standardizing contracting processes 
• Reinforces procurement-related policy changes by means of standardized data fields that are 



utilized across the federal enterprise 
• Reduces system redundancies and costs 
• Fulfillment of near-real time data requests by means of the self-service data retrieval 



capability 
• Data is available for access within 24 hours of award. 
 



The data that is available in FPDS-NG can be reviewed by the public via the outward facing 
Web site located at https://www.fpds.gov/fpdsng_cms/index.php/en/. 



Scope of Work 



As the U.S. Government’s official repository for acquisition-related data, it is imperative 
that the data contained in FPDS-NG is valid and accurate. The purpose of this procurement 
is to receive automated data validation services (ADVS) & competitive one-bid analysis 
that can identify suspected or known FPDS-NG errors so as to ensure that the entered 
FPDS-NG data is valid, accurate and complete. USDA is also requiring a strategic sourcing 
solution that will track contract usage and leakage of its strategically sourced vehicles. The 
Period of Performance shall be for one 12-month period starting October 1, 2019 and 
continuing uninterrupted through September 30, 2020 with one option period for October 1, 
2020 through September 30, 2021. 



Requirements 



Task 1 – Kickoff Meeting: By no later than 1 business day after award, the contractor shall 
provide a draft version of training/user materials for review. Within 5 business days of 
award, the Contractor shall meet with the assigned CO, Point of Contact (POC), and other 
departmental employees that will be involved with the implementation of the proposed and 
accepted ADVS solution. The purpose of this meeting is to ensure that all parties involved 
have a common understanding of the solution and decide on any of the associated attributes 
that can be tailored or configured. As may be necessary, the Contractor shall provide a 
demonstration of the proposed and accepted ADVS solution during the meeting. 



Task 2 – Automated Data Validation: Within three business days of the award, the 





http://www.fpds.gov/fpdsng_cms/index.php/en/
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Contractor shall provide an ADVS solution that detects and reports known or suspected data 
errors or anomalies for all possible data fields within FPDS-NG. The solution shall be 
completed without interface to USDA’s procurement writing system. Within two business 
days of a FPDS-NG contract action report (CAR) being finalized, the ADVS solution shall 
provide automated data alerts outlining the known or suspected data errors or anomalies to 
the individual who prepared the FPDS-NG CAR, which tends to be a contract specialist 
(CS), as well as the individual who last modified the FPDS-NG CAR, which is typically the 
assigned contracting officer (CO). The automated feedback alerts shall be intuitive and 
clearly identify the CAR number, the known or suspected data error or anomaly, and 
supporting rationale that provides insight into the reason(s) that the data is or appears to be 
in error. In order to reduce the likelihood of future errors, it is imperative that the supporting 
alerts and notifications provide clear and concise rationale and include the details that are 
necessary to understand why the known or suspected error was detected. For those 
identified data anomalies that are confirmed as being a “false-positive” error, the ADVS 
solution shall allow USDA to tag the error accordingly and ensure that the error is not 
registered again for that specific FPDS-NG CAR. Based on the organization of USDA’s 
acquisition workforce, the Contractor shall assume that USDA will have no more than five 
administrators/technical points of contact.  Specific metrics include: 



• Automate the monitoring of FPDS-NG data quality checks for potential errors for 
all possible data fields 



• Provide automated feedback to the FPDS-NG data submitter in a timely fashion 
(within two business days of FPDS-NG CAR approval). 



• Promote supervisory oversight in a time sensitive manner through automated 
notifications and a dashboard. 



• Provide a means by which contracting officers can comment on or explain ostensible 
data quality problems 



• Provide a means by which USDA contracting officers and acquisition oversight 
personnel can introduce new data quality checks 



• Track data quality metrics/improvement/accuracy over time 
 



Task 3 – ADVS Operation: The Contractor shall operate the ADVS solution services and 
ensure that the data error checks are monitored and maintained in accordance with any 
current changes/updates to FPDS-NG, to include data check creation, enhancement, or 
deletion. 



Task 4 – Competition Analysis: The purpose of this analysis is to decrease the number of 
competitively awarded contracts that received only one bid. Within three business days of 
the award, the Contractor shall provide a solution that detects and reports competitive one 
bids (one-bid) that are above the simplified acquisition threshold, are for base awards only, 
and are not orders/calls against IDVs within FPDS-NG. Within two business days of a 
FPDS-NG contract action report (CAR) being approved matching the above metrics, the 
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contractor shall provide automated data alerts notifying the CS or CO of the action being 
coded as a one-bid within FPDS-NG and provide the CS/CO with options for correction or 
confirmation of the CAR. The automated feedback alerts shall be intuitive and clearly 
identify the award number of the one-bid CAR.   Specific metrics include: 



• Via a web-based interface, compare the rate of competitive one bids across the 
Department as a whole. 



• Distinguish between awards where more than one bid was expected versus not 
expected (the latter involving delivery orders and BPA calls against single award 
indefinite delivery vehicles). 



• Provide an alerting mechanism to contracting officials and supervisory 
personnel when a competed award receives one bid. 



• Provide a data collection input form for contracting officials to complete 
regarding why a competitive one bid occurred. 



• Graphically display via a web-based interface the aggregated result of the data 
collection input form, with drill down capability to display each individual form 
submitted by contracting officials regarding competitive one bids. 



• Provide a list of potential errors in FPDS-NG reporting whereby a competitive one 
bid is incorrectly reported either due to an incorrect number of offers being reported, 
or an error in the competition coding. 



• Provide a list of awards that were: 1) competitively awarded, 2) received one bid, 
and 3) are about to expire. The goal being to increase the number of offers on 
potential, re-competed awards. 



• Track the competitive one bid rate over time. 
 



Task 5 – Strategic Sourcing: The purpose of this analysis is to increase the usage of USDA’s 
strategic sourcing vehicles and identify awards that are made outside of the vehicles. 
Specific metrics include: 



• Via a web-based interface, compare the strategic sourcing utilization rate across the 
agencies and against the Department as a whole. 



• Compare the strategic sourcing leakage rate across bureaus, and via the department as a whole 
• Provide ad-hoc reporting capability to analyzing strategic sourcing metrics 
• Provide automated feedback to strategic sourcing vehicle managers regarding awards 



reported in FPDS-NG that represent leakage (within two business days of FPDS-NG 
data entry). 



• Promote supervisory oversight regarding leakage in a time sensitive manner through 
automated notifications and a dashboard. 



• Analyze strategic sourcing utilization metrics by: contracting officer business size 
determination, bureau, office, strategic sourcing vehicle, and award size. 



• Provide a list of the top vendors associated with each strategic sourcing vehicle. 
• Provide a list of vendors who have been terminated for cause or default and are 



associated with a strategic sourcing vehicle. 
• Provide an online, data input form to update strategic sourcing information (to 



include the PIIDs and PSC/Cage Codes tied to a vehicle) 
• Synchronize the USDA strategic sourcing vehicle data (e.g. PIIDs) with FPDS-NG award data 
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• Track the strategic sourcing utilization rate over time. 
 



Task 6 – Helpdesk Support Services: The Contractor shall provide helpdesk support services to USDA’s 
identified administrators/technical points of contact. The helpdesk support services shall cover all issues, 
regardless of assigned severity level, and be available from 8:00 am to 5:00pm EST, Monday through 
Friday, less Federal Holidays. All helpdesk tickets shall be resolved within 2 business days. 
 
Task 7 – Reporting: The proposed and accepted solutions above shall include reporting 
capabilities that allow for USDA’s leadership/decision makers to view and easily understand 
the number of known or suspected errors, one-bid, and strategic sourcing initiatives that 
occurred during a given time period and to be used for any required oversight and 
compliance. The reporting capabilities shall be flexible enough to provide a high-level, 
dashboard view that can be drilled down for more granular detail surrounding each of the 
known or suspected errors, one-bids, or strategic sourcing analysis, as well as the disposition 
of each requirement. 



Task 8 – Training: The Contractor shall deliver a final version of the training material(s) and 
user manual(s) that is comprehensive and details how the ADVS, Competitive One-Bid, and 
Strategic Sourcing solutions operate and the actions that are required by a recipient of a 
known or suspect data error alert, as well as the materials that are required of the 
administrators/technical points of contact. In addition, the Contractor shall provide quick and 
easy desk reference guides that synopsize the steps or actions required of a recipient and 
administrator/technical points of contact. USDA reserves the right to copy and distribute the 
training materials and quick reference guides for use within the government. 



The Contractor shall provide up to four training sessions for USDA’s COs and CSs and two 
training sessions for the administrators/technical points of contact within the first 30 days of 
implementation. 
 
Task 9 – Automated FPDS-NG Verification and Validation Reporting Process: The Contractor shall 
provide a list of actions for the USDA to complete the annual FPDS-NG Verification and Validation 
Review, in accordance with OMB guidelines outlined in OMB’s May 31, 2011 memorandum titled 
Improving Federal Procurement Data Quality - Guidance for Annual Verification and Validation. The 
system shall allow for customization of the action list (e.g. exclude closeout actions). The system shall 
provide links to all CARs in the sample and include an automated form to capture review results and 
generate Exhibit II, in accordance with the OMB memorandum. The system shall allow for the 
assignment of review actions to individual users and include a dashboard to track the amount and 
percentage of reviews completed as well as the data accuracy by field. The system shall allow for 
corrections to be made following initial completion of a review form.” 
 
The contractor shall automate USDA 2019 FPDS-NG Verification and Validation reporting process and 
provide sampling from FPDS data that meets the following minimum OFPP sampling standards: 
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• (a) The sample design and sample size must be sufficient to produce statistically valid 



conclusions for the overall department, or agency at the 95% confidence level, with a margin of 
error of no more than ±5 percentage points. 
 



• (b) The Contractor shall ensure the contract actions sampled are selected randomly from a 
population of FPDS records (excluding “draft” records) that includes all of the FPDS use cases. 
Additionally, the Contractor stratify samples and target known problem areas for special 
attention, provided that the sample size meets the statistical validity requirements in item (a) 
above. The Contractor shall select a sufficient number of contract actions for each agency that 
allows the agency to report accuracy rates separately for each of the required data elements with 
acceptable precision, as specified in the 2011 OMB Memo.  Finally, the Contractor shall provide 
samples that meet the minimum dollar threshold of $250,000 by December 13, 2019. 



Constraints 



• USDA will not host the Contractor’s ADVS, Competitive One-Bid, or Strategic 
Sourcing solutions. 



• The dashboard and reporting capabilities must be available by means of a web 
portal that complies with the latest Google Chrome or Microsoft Internet 
Explorer Version. 



Place of Performance 



The place of performance will be offsite at the contractor’s location, unless any 
meetings/training sessions that may occur onsite at USDA’s facilities located in 
Washington, D.C.  However, if elected by the Contractor, training may occur virtually. 



____________________________________________________________________________________ 
 
Additional Functional Considerations (CLINs) 
 
 Option #1 to Extend Services for Robotic Process Automation solutions 
The government may require Robotic Process Automation (RPA) solutions.  In particular, the 
government may require automation tools/RPA relevant to policy-making, innovation, oversight, and 
learning, especially those gathering data sets from disparate systems and sources – such as FPDS-NG, 
the System for Award Management, and USAspending.  Should the government request RPA solutions 
that fall outside the scope of the vendor’s current product offering, the tasks will be completed on a time 
and materials basis with predetermined labor rates – and the materials being tied to the software cost of 
the applicable RPA tools.  This option provision may be exercised more than once. 
 
 
Option #2 to Extend Services for additional reporting and data analysis 
The government may require additional procurement metrics reporting and data analysis.  Should the 
government request additional reports and data analysis that fall outside the scope of the vendor’s 
current product offering, the tasks will be completed on a labor hour basis with predetermined 
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rates.  Upon request, the government will be provided with a time and cost estimate along with a Not To 
Exceed labor hour threshold.  This option provision may be exercised more than once. 
 








			Background


			 Transparency and visibility into government contracting


			 Contracting information across the federal spectrum in real time, down to the contract action


			 Powerful business decision-making tool for the contracting community


			 Ability to analyze data so as to identify contract management and market trends


			 Serves as a foundation for standardizing contracting processes


			 Reinforces procurement-related policy changes by means of standardized data fields that are utilized across the federal enterprise


			 Reduces system redundancies and costs


			 Fulfillment of near-real time data requests by means of the self-service data retrieval capability


			 Data is available for access within 24 hours of award.





			Scope of Work


			Requirements


			Constraints


			Place of Performance


			The place of performance will be offsite at the contractor’s location, unless any meetings/training sessions that may occur onsite at USDA’s facilities located in Washington, D.C.  However, if elected by the Contractor, training may occur virtually.
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Why Is Clause Review Software 
Needed?



• It is challenging to keep up-to-date with the FAR, agency 
regulations, and other sources of procurement policy.



•Well designed clause review software makes it easy to ensure 
clauses are up-to-date and check for other errors (e.g. missing 
clauses, contradictory clauses.
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Independent Studies on Contract 
Clauses



• IRS Privacy office study found that 73% percent of staff-like 
access contracts omitted some required security clauses or used 
outdated versions of these clauses. The study noted that security 
clause compliance occurred at a much higher rate with Contracting 
Officers who used automated clause review study.



• The Department of Homeland Security, Office of the Chief 
Procurement Officer commission a study on clause logic 
applications that was finalized in September 2020. The study 
examined two approaches to clause logic:



(1) Rules-based logic to assist contract specialists in building their 
solicitations by answering a series of questions, and;



(2) A vanguard of artificial intelligence software applications that 
“read” requirements and then recommend clauses based on 
FAR and agency policy. 
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Software Workflow



• Software can examine language found in contract documents 
and instantly provide a report identifying missing contract clauses 
or other errors.



• This is an efficient, innovative approach that differs from 
burdensome, user-input heavy clause logic software. 



Draft 
Contract 



Document 1 Submit 
Contract to 
Review Tool



2
Generate 
Report on 
Possible
Errors in 
Contract



3
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Gill’s Clause Automation Maturity 
Model (CAML)



Level 1



Manual



• Inserting or drafting 
clauses, ad-hoc and by 
hand.



• Example: Pulling clause 
sheet out of filing 
cabinet.



Level 2



Computerized



• Clauses are in an IT 
system that relies on 
user input to select the 
appropriate clauses.



• Example: User Selects 
each clause to be 
inserted in a contract.



• Example: System asks 
user to answer 
questions that generate 
applicable clauses.



Level 3



Auto Clause Generation



• Natural language 
processing is used to 
examine the words in 
contract documents to 
generate the appropriate 
clauses and detect 
erronous or 
objectionable clauses.



• Example: Software 
executes business rules 
to identify outdated or 
contradictory clauses.



• Example: Machine 
learning auto-detects 
what is being purchased 
and generates 
applicable clauses.
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IRS Has Detected and Correct 
Over 50,000 Clause Issues 
Using Automated Review



• Clause change recommendations are provided instantly to IRS 
Contracting Officers and a count of clause issues identified thru 
automated review is maintained an integrated dashboard.
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Deep Dive on FAR 52.204-25 
Telecommunications Security 
Clause



• Detail view of documents containing errors with 
telecommunications security language mandated by National 
Defense Authorization Act. A clause bot was used to issue mass 
modifications ensuring that the latest clause was included in 
contracts. Clause language was updated in Summer 



2020. A spike in using the wrong clause 
dates (old version of clause) was observed.








			November ACQ COI Meeting on Contract Automation.pdf


			Binder1.pdf


			Fercent_DocScout_RPA_Demo



















Deployed Agency-wide (Yes) 
Automation Code Exportable to Other Agencies (Yes) 
Seeking Partner Agencies (No) 



1 



Automation Name Vendor's Qualification Bot formerly known as the "Market Research Bot" 



Implementing 
Agency 



National Science Foundation (NSF)



Description of 
Automation 



This bot retrieves information from the Federal Procurement Data System (FPDS) for 



market research purposes. The bot takes three pieces of information: First, it takes a 



"start date" which tells the bot how far back from today's date you would like it to look. 



Second, it takes a NAICS code. This is the NAICS code for which you are doing 



market research for. Third, it asks you for your email address. The bot then returns, 



via email, a spreadsheet of all the contract actions back to the date you entered in that 



NAICS code. After doing some basic sorting using a pivot table, a contracting officer 



can use the results as a springboard for market research. The information returned 



includes the small business status so the results can be sorted by small business. 



Type of 
technology used 



Robotic Process Automation (RPA) 



Benefits of Use 



The benefits of the use of the Vendor's Qualification Bot include the following: 



• Labor hours saved/redirected



• Increases capacity of staff to perform higher value work



Version 1.2 Updated 01/31/2024 to reflect bot name change.











Deployed Agency-wide (Yes) 
Automation Code Exportable to Other Agencies (Yes) 
Seeking Partner Agencies (No) 
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• Eliminates cumbersome repetitive manual tasks



• Helps to identify prospective small businesses to participate in agency
procurements



• Reduced process/cycle time



• Increased compliance and audit readiness



Automation 
Status 



In production and deployed agency-wide 



Agency ATO 
Completed 



No 



Is the automation 
and/or 
automation code 
available for use 
by another 
agency? 



Yes, the automation/application code can be made available for use by other 
agencies.  



Primary Data 
Sources 



The FPDS is the data source for this automation.  



POC Contact Raymond McCollum, rmccollu@nsf.gov 
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Vendor's Qualification Bot Instructions
(formerly the Market Research Bot Instructions)



Step 1:  Craft an email 
•Create a new email
•Address the email to btdac001@nsf.gov
• In the subject line, you can include anything to help you reference your sent



message later.  The "returning" email response will have the subject: "UEI : 
######### at MM/DD/YYYY HH:MM:SS" to indicate search completed.  (Not 
necessary, but helpful) 



• In the body of the email, enter ONLY the UEI number.
o If you want to research more than one UEI number, separate the UEI



numbers with a semicolon 
o Automation will return one email for every UEI number submitted
o Remember to delete your email signature, if applicable.



Step 2:  Review Response(s)



• Look for a response email from the following email
address: btdac001@ad.nsf.gov or look for an email with the UEI number in the 
subject line 



•Review the contents of the email.
•The email will contain the SAM, FAPIIS, and DSBS information.
•The response is designed to incorporate contents into your workflow.



Bot Schedule: 



The bot runs at 9:30, 10:30, 12:00, 2:30, and 4:30 Monday – Friday. 



Version 1.2 Updated 01/31/2024 to reflect bot name change.  
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piid mod_num pop_end idv_piid oblg_amt last_mod_date contact_officer global_duns vendor_name contract_office_size
0 0006 0 2015-03-09 00:00:00 W900KK11D0006 7209145 2022-12-25 06:18:17 DEPT OF THE ARMY LEIDOS, INC. OTHER THAN SMALL BUSINESS
1 0122 10 2023-01-13 00:00:00 W912DY11D0003 249372 2022-09-25 17:11:36 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS
2 1232SA21F0173 P00005 2024-01-31 00:00:00 47QTCA20D005E 11081.63 2022-12-23 07:29:51 AGRICULTURAL RESEARCH SERVICE STEAMPUNK, INC. SMALL BUSINESS
4 1305M323FNFFN0016 0 2027-12-31 00:00:00 HHSN316201200102W 874300 2022-12-23 19:07:13 NATIONAL OCEANIC AND ATMOSPHERIC ADMINISTRATION ALPHA OMEGA INTEGRATION LLC SMALL BUSINESS
5 15B60623F00000014 0 2022-11-30 00:00:00 HHSN316201200074W 18.36 2022-12-23 12:23:13 FEDERAL PRISON SYSTEM / BUREAU OF PRISONS BCT PARTNERS LLC SMALL BUSINESS
7 15JPSS21F00000245 P00003 2022-03-31 00:00:00 DJJ16C2682 250000 2022-12-23 15:14:43 OFFICES, BOARDS AND DIVISIONS ACCENTURE FEDERAL SERVICES LLC OTHER THAN SMALL BUSINESS
9 19AQMM18F3367 P00101 2024-04-28 00:00:00 GS00Q17GWD2446 155436 2022-12-23 08:00:28 STATE, DEPARTMENT OF TECHNIKO, LLC SMALL BUSINESS



10 2031ZB22F00056 P00002 2023-05-30 00:00:00 47QTCB21D0332 448270.84 2022-12-23 09:53:09 BUREAU OF ENGRAVING AND PRINTING NEEVSYS INC. SMALL BUSINESS
12 2032H519F00032 P00043 2023-03-06 15:09:53 GS00Q09BGD0034 495000 2022-12-23 15:11:48 INTERNAL REVENUE SERVICE INTERNATIONAL BUSINESS MACHINES CORPORATION OTHER THAN SMALL BUSINESS
13 2032H520P00027 P00006 2024-12-17 14:20:13 925584.6 2022-12-23 14:21:01 INTERNAL REVENUE SERVICE BERING - HUMANTOUCH JV 1, LLC SMALL BUSINESS
14 2032H521F00043 P00043 2025-11-30 17:25:08 47QTCK18D0029 2775000 2022-12-23 17:25:52 INTERNAL REVENUE SERVICE DELOITTE CONSULTING LLP OTHER THAN SMALL BUSINESS
16 2032H521F00346 P00024 2026-05-31 17:02:26 47QTCK18D0044 90000 2022-12-23 17:03:15 INTERNAL REVENUE SERVICE MAXIMUS FEDERAL SERVICES, INC. OTHER THAN SMALL BUSINESS
17 2032H522F00282 P00006 2023-02-28 16:59:49 47QTCK18D0004 975039.67 2022-12-23 17:00:08 INTERNAL REVENUE SERVICE BOOZ ALLEN HAMILTON INC. OTHER THAN SMALL BUSINESS
18 2032H522F00596 P00001 2023-09-27 17:05:32 47QTCK18D0044 494997.22 2022-12-23 17:05:40 INTERNAL REVENUE SERVICE MAXIMUS FEDERAL SERVICES, INC. OTHER THAN SMALL BUSINESS
19 36C10B22N0054EHRM P00001 2025-11-28 00:00:00 36C10B18D5000 1564490.82 2022-12-23 10:19:44 VETERANS AFFAIRS, DEPARTMENT OF CERNER GOVERNMENT SERVICES, INC. OTHER THAN SMALL BUSINESS
20 47QFAA20F0009 P00014 2024-03-29 00:00:00 GS00Q17GWD2030 84276.39 2022-12-23 12:05:05 FEDERAL ACQUISITION SERVICE HALFAKER AND ASSOCIATES, LLC OTHER THAN SMALL BUSINESS
21 47QFDA22F0006 P00012 2023-11-21 00:00:00 47QTCK18D0041 1238095.24 2022-12-23 14:59:06 FEDERAL ACQUISITION SERVICE SERCO INC. OTHER THAN SMALL BUSINESS
27 68HERD21F0039 P00048 2024-01-26 00:00:00 75N98118D00019 321000 2022-12-23 15:48:47 ENVIRONMENTAL PROTECTION AGENCY INTEPROS FEDERAL INCORPORATED SMALL BUSINESS
28 70B04C20F00001357 P00006 2026-09-25 15:52:31 47QTCK18D0031 582546 2022-12-23 15:52:42 U.S. CUSTOMS AND BORDER PROTECTION MANTECH ADVANCED SYSTEMS INTERNATIONAL, INC. OTHER THAN SMALL BUSINESS
29 70CMSD22FC0000009 0 2022-08-31 00:00:00 70CTD018A00000003 56759.6 2022-12-23 18:32:32 U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT FCN SMALL BUSINESS
32 70SBUR22F00000113 P00010 2025-10-24 00:00:00 HHSN316201200193W 14972339.33 2022-12-23 12:33:43 U.S. CITIZENSHIP AND IMMIGRATION SERVICES DV UNITED, LLC SMALL BUSINESS
34 70Z0G321PPWZ00300 P00002 2025-12-31 12:00:00 182713.19 2022-12-23 07:31:47 U.S. COAST GUARD QUESTIONMARK CORPORATION SMALL BUSINESS
36 75N98118F00001 P00014 2023-07-15 00:00:00 HHSN316201200037W 2445589.98 2022-12-23 10:28:59 NATIONAL INSTITUTES OF HEALTH GRYPHON TECHNOLOGIES, L.C. OTHER THAN SMALL BUSINESS
37 75N98120F00001 P00016 2025-09-17 00:00:00 HHSN316201200178W 2838375.4 2022-12-23 09:52:17 NATIONAL INSTITUTES OF HEALTH TCG, INC. SMALL BUSINESS
40 89233123FNA000112 0 2024-03-06 00:00:00 89303019AIM000005 1316156.57 2022-12-23 09:00:17 ENERGY, DEPARTMENT OF ACCENTURE FEDERAL SERVICES LLC OTHER THAN SMALL BUSINESS
41 89303020FIM000046 P00181 2025-04-30 00:00:00 89303019AIM000005 517102.92 2022-12-23 13:20:22 ENERGY, DEPARTMENT OF ACCENTURE FEDERAL SERVICES LLC OTHER THAN SMALL BUSINESS
42 EDFSA15O0090 P00084 2028-07-31 00:00:00 HHSN316201200026W 4047000 2022-12-23 22:06:32 EDUCATION, DEPARTMENT OF PERSPECTA ENTERPRISE SOLUTIONS LLC OTHER THAN SMALL BUSINESS
44 FA460020F0051 P00021 2025-12-07 00:00:00 FA460020D0002 745685.16 2022-09-26 11:48:31 DEPT OF THE AIR FORCE SCIENCE APPLICATIONS INTERNATIONAL CORPORATION OTHER THAN SMALL BUSINESS
45 FA460021F0062 P00008 2027-06-30 00:00:00 FA460021D0001 446865 2022-09-26 12:46:38 DEPT OF THE AIR FORCE PERSPECTA ENTERPRISE SOLUTIONS LLC OTHER THAN SMALL BUSINESS
46 FA460022F0057 0 2023-07-05 00:00:00 FA460020D0002 959625.83 2022-09-26 12:42:52 DEPT OF THE AIR FORCE SCIENCE APPLICATIONS INTERNATIONAL CORPORATION OTHER THAN SMALL BUSINESS
47 FA460022F0073 0 2025-09-25 00:00:00 FA460020D0002 1731430.69 2022-09-26 10:52:37 DEPT OF THE AIR FORCE SCIENCE APPLICATIONS INTERNATIONAL CORPORATION OTHER THAN SMALL BUSINESS
48 FA481422F0203 0 2022-09-28 00:00:00 47QTCB21D0200 231941.18 2022-09-26 08:51:36 DEPT OF THE AIR FORCE TOTAL SOLUTIONS GROUP LLC SMALL BUSINESS
49 FA701422F0263 0 2025-09-26 00:00:00 47QTCB22D0655 249999.99 2022-09-26 14:11:59 DEPT OF THE AIR FORCE DAWSON SOLUTIONS, LLC SMALL BUSINESS
50 FA822722F0038 0 2024-09-25 00:00:00 FA822721D0004 5687879.76 2022-09-26 15:46:31 DEPT OF THE AIR FORCE CACI, INC. - FEDERAL OTHER THAN SMALL BUSINESS
51 FA860422FB481 0 2022-11-18 00:00:00 47QTCA21A000X 176312.26 2022-12-19 14:36:17 DEPT OF THE AIR FORCE DH TECHNOLOGIES, LLC SMALL BUSINESS
53 FA877317F0159 P00016 2023-09-29 00:00:00 GS06F0904Z 1666491.94 2022-09-26 15:45:58 DEPT OF THE AIR FORCE RTL NETWORKS, INC. SMALL BUSINESS
54 FA877322F0140 P00002 2027-08-23 00:00:00 47QTCB21D0166 445852.28 2022-09-26 12:01:24 DEPT OF THE AIR FORCE SANDOVAL TECHNOLOGY SOLUTIONS, LLC. SMALL BUSINESS
55 HC102819F0077 P00015 2022-11-30 00:00:00 47QTCA18D00JM 179596.77 2022-09-26 11:43:35 DEFENSE INFORMATION SYSTEMS AGENCY (DISA) MSM TECHNOLOGY, LLC SMALL BUSINESS
56 HC104719C0005 P00037 2024-07-31 00:00:00 161312.69 2022-09-26 13:22:57 DEFENSE INFORMATION SYSTEMS AGENCY (DISA) NEXTGEN FEDERAL SYSTEMS LLC SMALL BUSINESS
57 HC104719F0002 P00073 2024-06-06 00:00:00 HHSN316201200036W 139000 2022-09-26 09:04:20 DEFENSE INFORMATION SYSTEMS AGENCY (DISA) PERATON INC. OTHER THAN SMALL BUSINESS
59 HE125422F3024 0 2027-10-14 00:00:00 47QTCB21D0357 1575054.98 2022-09-24 11:50:01 DEPT OF DEFENSE EDUCATION ACTIVITY (DODEA) BROADLEAF, INC SMALL BUSINESS
60 HQ003419F0487 0 2022-08-03 00:00:00 GS06F0794Z 463464.7 2022-12-23 18:15:45 WASHINGTON HEADQUARTERS SERVICES (WHS) DKW COMMUNICATIONS, INC. SMALL BUSINESS
61 HQ003422C0121 0 2023-09-29 00:00:00 4200000 2022-09-26 17:49:15 WASHINGTON HEADQUARTERS SERVICES (WHS) JASINT CONSULTING AND TECHNOLOGIES, LLC SMALL BUSINESS
62 HQ042320F0099 P00007 2025-06-15 00:00:00 47QTCK18D0009 695659.77 2022-09-26 12:54:42 DEFENSE FINANCE AND ACCOUNTING SERVICE (DFAS) CACI, INC. - FEDERAL OTHER THAN SMALL BUSINESS
63 HQ085222F0008 0 2022-10-26 00:00:00 HQ085222D0001 5000 2022-09-26 14:02:04 MISSILE DEFENSE AGENCY (MDA) NORTHROP GRUMMAN SYSTEMS CORPORATION OTHER THAN SMALL BUSINESS
64 HQ085222F0009 0 2022-10-26 00:00:00 HQ085222D0002 5000 2022-09-26 14:05:14 MISSILE DEFENSE AGENCY (MDA) OWL CYBER DEFENSE SOLUTIONS, LLC OTHER THAN SMALL BUSINESS
71 N0003922F7024 0 2023-09-30 00:00:00 N0003920D0020 7076.34 2022-10-11 17:54:51 DEPT OF THE NAVY HPI FEDERAL LLC OTHER THAN SMALL BUSINESS
72 N0003922F7428 P00001 2022-09-30 00:00:00 N0003920D0054 3029556.35 2022-09-26 17:53:23 DEPT OF THE NAVY LEIDOS, INC. OTHER THAN SMALL BUSINESS
73 N0003922F7494 0 2022-09-30 00:00:00 N0003920D0054 5261886.66 2022-09-26 11:17:40 DEPT OF THE NAVY LEIDOS, INC. OTHER THAN SMALL BUSINESS
74 N0003922F7495 0 2022-09-30 00:00:00 N0003920D0054 7406314.45 2022-09-26 15:19:11 DEPT OF THE NAVY LEIDOS, INC. OTHER THAN SMALL BUSINESS
75 N0003922F7501 0 2023-09-30 00:00:00 N0003920D0020 34323.33 2022-10-11 18:15:01 DEPT OF THE NAVY HPI FEDERAL LLC OTHER THAN SMALL BUSINESS
76 N0017422F0287 0 2022-09-30 00:00:00 N0017420D0035 77209.32 2022-09-26 16:01:40 DEPT OF THE NAVY TRIMECH SERVICES, LLC OTHER THAN SMALL BUSINESS
77 N0018918FZ076 P00016 2023-09-27 00:00:00 GS06F0831Z 459517 2022-09-26 10:48:46 DEPT OF THE NAVY AVUM, INC. SMALL BUSINESS
79 N0042116C0068 P00044 2022-12-11 00:00:00 5037.5 2022-09-26 07:23:02 DEPT OF THE NAVY ADVANCED ALLIANT SOLUTIONS TEAM OTHER THAN SMALL BUSINESS
80 N6449821F4222 P00004 2023-09-30 00:00:00 N6449820D4026 20000 2022-09-26 09:27:57 DEPT OF THE NAVY NORTHROP GRUMMAN SYSTEMS CORPORATION OTHER THAN SMALL BUSINESS
81 N6893621F0677 P00008 2023-09-15 00:00:00 N6893621D0050 88000 2022-09-26 19:57:01 DEPT OF THE NAVY GENERAL DYNAMICS INFORMATION TECHNOLOGY, INC. OTHER THAN SMALL BUSINESS
82 W15QKN17F0036 P00021 2023-02-11 12:02:00 GS00Q09BGD0030 207594.79 2022-12-06 14:53:02 DEPT OF THE ARMY GENERAL DYNAMICS ONE SOURCE LLC OTHER THAN SMALL BUSINESS
83 W50S8422F0015 0 2022-11-22 00:00:00 GS35F388CA 45299.78 2022-09-24 08:59:10 DEPT OF THE ARMY DH TECHNOLOGIES, LLC SMALL BUSINESS
84 W52P1J17F4020 P00039 2023-08-09 00:00:00 GS00Q09BGD0061 549696.86 2022-09-26 10:50:56 DEPT OF THE ARMY DIGITAL MANAGEMENT, LLC OTHER THAN SMALL BUSINESS
85 W52P1J22C0051 0 2023-06-25 00:00:00 12293374.05 2022-09-26 15:57:43 DEPT OF THE ARMY KONIAG MANAGEMENT SOLUTIONS LLC SMALL BUSINESS
87 W56HZV22FL214 0 2023-09-28 00:00:00 47QTCB21D0046 3064315.22 2022-09-27 08:01:07 DEPT OF THE ARMY GCUBED ENTERPRISES, INC. SMALL BUSINESS
90 W900KK22F0004 P00008 2022-12-04 00:00:00 W900KK19D0003 58022.46 2022-09-26 15:42:18 DEPT OF THE ARMY RIPTIDE SOFTWARE, INC. SMALL BUSINESS
91 W900KK22F0020 P00002 2027-11-30 00:00:00 W900KK22D0002 367894 2022-12-08 09:42:57 DEPT OF THE ARMY COLE ENGINEERING SERVICES, INC. OTHER THAN SMALL BUSINESS
92 W911S018F0050 P00031 2023-07-05 00:00:00 GS06F0625Z 388920.66 2022-09-26 10:45:54 DEPT OF THE ARMY ENGENIUS CONSULTING GROUP INC. SMALL BUSINESS
94 W9124J22C0033 0 2025-09-29 00:00:00 113023.92 2022-09-26 10:24:31 DEPT OF THE ARMY MYTHICS, INC. OTHER THAN SMALL BUSINESS
95 W9124R22P0023 0 2023-09-30 00:00:00 47339 2022-09-26 18:38:29 DEPT OF THE ARMY MALLORY ENGINEERING, INC. SMALL BUSINESS



Version 1.2 Updated 01/31/2024 to add a title to the document where the title reflects the revised name Vendor's 
Qualification Bot that was formerly known as the Market Research Bot.
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96 W912DQ22P1063 0 2025-09-30 00:00:00 79427 2022-09-26 12:28:20 DEPT OF THE ARMY U S AUTOMATION, INC. SMALL BUSINESS
97 W912DY17F0822 P00010 2022-09-29 00:00:00 W912DY14D0050 54371.1 2022-09-26 12:05:57 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS
99 W912DY19F0387 P00015 2024-05-30 00:00:00 W912DY14D0050 19800 2022-09-24 12:02:33 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS



100 W912DY19F0489 P00009 2024-07-30 00:00:00 W912DY15D0007 220000 2022-09-26 09:45:53 DEPT OF THE ARMY PARSONS GOVERNMENT SERVICES INC. OTHER THAN SMALL BUSINESS
101 W912DY20F0300 P00006 2023-03-29 00:00:00 W912DY17D0015 286822.88 2022-09-25 15:43:17 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS
102 W912DY20F0401 P00020 2025-12-01 00:00:00 W912DY20D0033 172278.99 2022-09-24 10:25:12 DEPT OF THE ARMY KBRWYLE TECHNOLOGY SOLUTIONS, LLC OTHER THAN SMALL BUSINESS
103 W912DY20F0626 P00009 2026-03-24 00:00:00 W912DY20D0041 48857.8 2022-09-26 10:19:06 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS
104 W912DY20F0638 P00007 2026-03-29 00:00:00 W912DY16D0001 18560.16 2022-09-26 08:30:12 DEPT OF THE ARMY SIEMENS GOVERNMENT TECHNOLOGIES, INC. OTHER THAN SMALL BUSINESS
105 W912DY20F0706 P00006 2023-08-31 00:00:00 W912DY17D0011 58324.52 2022-09-28 14:33:33 DEPT OF THE ARMY INTEGRATED SECURITY SOLUTIONS, INC. SMALL BUSINESS
106 W912DY20F0790 P00008 2025-09-29 00:00:00 W912DY17D0009 140245.07 2022-09-27 09:46:07 DEPT OF THE ARMY EVERGREEN FIRE ALARMS, LLC SMALL BUSINESS
107 W912DY20F0830 P00003 2025-09-28 00:00:00 W912DY17D0040 685543.05 2022-09-28 14:24:02 DEPT OF THE ARMY WILLIAMS ELECTRIC CO INC OTHER THAN SMALL BUSINESS
108 W912DY20F0854 P00005 2024-09-29 00:00:00 W912DY17D0015 64776 2022-09-28 14:20:07 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS
109 W912DY20F0855 P00003 2024-01-31 00:00:00 W912DY17D0039 1302205 2022-09-25 18:19:56 DEPT OF THE ARMY INDYNE, INC. OTHER THAN SMALL BUSINESS
110 W912DY21F0086 P00007 2026-08-04 00:00:00 W912DY20D0038 162055.78 2022-09-26 14:58:33 DEPT OF THE ARMY SIEMENS GOVERNMENT TECHNOLOGIES, INC. OTHER THAN SMALL BUSINESS
111 W912DY21F0193 P00009 2022-11-16 00:00:00 W912DY20D0032 578121.19 2022-09-24 12:46:18 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS
112 W912DY21F0199 P00003 2027-01-30 00:00:00 W912DY20D0030 36069.59 2022-09-26 10:54:49 DEPT OF THE ARMY EPC SERVICE, INC. SMALL BUSINESS
114 W912DY21F0427 P00004 2027-03-27 00:00:00 W912DY20D0039 2596240.96 2022-09-26 11:49:19 DEPT OF THE ARMY SPECTRUM SOLUTIONS, INC. SMALL BUSINESS
115 W912DY21F0621 P00001 2025-09-29 00:00:00 W912DY20D0030 86732 2022-09-25 16:09:17 DEPT OF THE ARMY EPC SERVICE, INC. SMALL BUSINESS
116 W912DY21F0632 P00001 2023-02-28 00:00:00 W912DY20D0035 463044 2022-09-26 13:04:38 DEPT OF THE ARMY PTSI MANAGED SERVICES INC OTHER THAN SMALL BUSINESS
117 W912DY21F0683 P00003 2027-01-30 00:00:00 W912DY17D0019 16000.08 2022-09-30 09:06:56 DEPT OF THE ARMY XATOR CORPORATION OTHER THAN SMALL BUSINESS
141 W912DY22F0218 P00001 2023-01-16 00:00:00 W912DY21D0055 15024 2022-09-26 11:05:19 DEPT OF THE ARMY SPECTRUM SOLUTIONS, INC. SMALL BUSINESS
142 W912DY22F0349 P00001 2024-01-09 00:00:00 W912DY20D0041 262174 2022-09-24 14:04:22 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS
143 W912DY22F0365 P00001 2024-04-01 00:00:00 W912DY20D0039 400372 2022-09-26 13:58:03 DEPT OF THE ARMY SPECTRUM SOLUTIONS, INC. SMALL BUSINESS
144 W912DY22F0461 0 2026-01-21 00:00:00 W912DY20D0041 2549571 2022-09-26 14:44:55 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS
145 W912DY22F0487 0 2023-09-29 00:00:00 W912DY20D0032 328552 2022-09-24 08:11:13 DEPT OF THE ARMY JOHNSON CONTROLS BUILDING AUTOMATION SYSTEMS LLC OTHER THAN SMALL BUSINESS
146 W912DY22F0496 0 2024-08-27 00:00:00 W912DY17D0011 5586139 2022-09-24 18:15:36 DEPT OF THE ARMY INTEGRATED SECURITY SOLUTIONS, INC. SMALL BUSINESS
147 W912DY22F0500 0 2027-09-29 00:00:00 W912DY17D0012 847683 2022-09-24 12:10:33 DEPT OF THE ARMY LOW VOLTAGE WIRING, LTD SMALL BUSINESS
148 W912DY22F0502 0 2024-09-30 00:00:00 W912DY22D0071 6091160 2022-09-29 12:28:12 DEPT OF THE ARMY SIEMENS GOVERNMENT TECHNOLOGIES, INC. OTHER THAN SMALL BUSINESS
149 W912DY22F0523 0 2025-06-24 00:00:00 W912DY20D0039 7130857 2022-09-26 12:41:02 DEPT OF THE ARMY SPECTRUM SOLUTIONS, INC. SMALL BUSINESS
150 W912DY22F0546 0 2024-03-11 00:00:00 W912DY20D0039 269982 2022-09-25 12:03:35 DEPT OF THE ARMY SPECTRUM SOLUTIONS, INC. SMALL BUSINESS
151 W912DY22F0550 0 2024-09-29 00:00:00 W912DY20D0039 2049908 2022-09-29 18:15:13 DEPT OF THE ARMY SPECTRUM SOLUTIONS, INC. SMALL BUSINESS
152 W9132T22P0059 0 2023-09-25 00:00:00 248433.68 2022-09-26 10:44:26 DEPT OF THE ARMY ARELI INC SMALL BUSINESS
153 W91WFU21F0087 P00002 2023-05-31 00:00:00 W91WFU20A0004 196373.52 2022-09-24 13:22:27 DEPT OF THE ARMY M.C. DEAN, INC. OTHER THAN SMALL BUSINESS
154 W91WFU22F0045 0 2023-09-30 00:00:00 W91WFU20A0004 1144826.72 2022-09-26 05:52:29 DEPT OF THE ARMY M.C. DEAN, INC. OTHER THAN SMALL BUSINESS
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On-the-Spot Consensus Evaluation Report 
 
 


Quoter:  123 LLC  
Date of Evaluation:  8/14/2019 
Evaluators:   TBD  
 
 
 


Evaluation Factor Confidence Rating 
Demonstrated Prior Experience Low Some High 


 


Technical Approach Rationale 


Raises Expectation of Success: 
Q1 
• Articulated team composition. Right mix of 


people. (pg. 1) 
• Discussed data analytics in classified realm (pg. 


1) 
• Collaborative partnerships with analysts (pg. 


1).  
• Discussed leaving the customer better than they 


found them. (pg. 2) 
• Examples of leveraged private sector work they 


work with electric and gas utility (pg. 2) 
• Discuss measures of success for data science 


and visualization, and the framework for 
measuring success is relevant to XXXX. 
Thoughtful approach with supporting the 
evidence of the framework, (pg. 2) 


• Breadth of scope reflects wide range of analytic 
tool applications relevant to XXXX (pg.  2) 


• Communications and risk factors discussion 
provides understanding of the complexity of 
mission space. (pg. 2) 


Q2 
• MCTE example, identifying the need to align 


MCTE with DHS Component and DHS cloud 
efforts, demonstration, experience (pg. 3) 


• Working in A/B/CLAN environments.  
• Variety of different cloud platforms, not a one-


size fits all approach but an array of cloud 
applications (pg. 4) 


Lowers Expectation of Success: 
• No discussion on user-centric design/human 


centered development. 
• Tailored adoption header was not clear (pg. 


3) 
• Ability to anticipate example is not 


compelling. Very generic. (pg. 2). 
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• Cloud focused strategy and planning tools for 
full lifecycle of cloud services (pg. 4) 


• Multiple examples of deploying IT 
infrastructure, ATO, and appl. production in the 
federal workspace (pg. 4) 


• Iterative application development through 
sustainment experience 


Q3 
• Clear understanding of DHS Component 


mission (top 5 initiatives) and tier 1 (pg. 4) 
• Leveraging cross-public/private relationships   
• Articulate balance of moving quickly with 


stakeholder buy-in (pg. 4) 
• Project management approach is tailored 


toward unique XXXX challenges, i.e., the 
voluntary nature of the work and reorganization 
(pg. 5) 


• Clearly understands (2 examples) of real, 
meaningful paradigm shifts (flood insurance 
and TSA screening) (pg. 5). 


• Demonstrates the company’s support is results-
focused, measurable/achievable outcomes. (pg. 
5/6): i.e., new senior level strategic 
partnerships, nationally elevated XXXX brand.  
 


Other Observations (if any) 
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On-the-Spot Consensus Evaluation Report 


Quoter: XYZ Inc. 
Date of Evaluation:  08/15/2019 
Evaluators: TBD 


Evaluation Factor Confidence Rating 
Demonstrated Prior Experience Low Some High 


Technical Approach Rationale Question 1 


Raises Expectation of Success: 


• Breadth of Analysis applications are noted
(pg. 3)


• Investment in strategic innovation center,
possibility of being leveraged (pg. 3)


• Examples show breath data management
preventing smuggling and trafficking (pg. 3)


• Breadth of data analytics applications (pg. 3-
4)


 Q2 
• Discussion of 63 partners, breadth of


experience (pg. 5).
• Low and high side development (pg. 6)
• Development of cloud and on-demand


allocation demonstrates developing in a
flexible way (pg. 7)


Lowers Expectation of Success: 


• They are engineering focused. Focused on DOD 
applications overall, and focused on hardware in 
and testing equipment, simulators. Bad fit for 
XXXX.


• Oriented on IT infrastructure instead of data 
analytics.


• Poor quality of the submissions (typos, errors, 
etc.)


• Measuring success was incredibly general (pg.
4) 


• They were focused on tools, not the data or the
analysis work (pg. 4)


• USCIS Kanban analytics, not relevant (pg. 4)
• Limited their response to cyber threat, which


was not appropriate for XXXX context of all
hazards (pg. 5)


• Expertise listed was not particularly relevant and
narrow to XXXX mission. (pg. 5)


• Did not address how they would work with
various data sets, collect or use data


Q2 
• They are engineering focused. Heavily focused


on DOD applications overall and focused more
on hardware (such as testing equipment and
using simulators. Heavy use of jargon. Bad fit
for XXXX.
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• Did not discuss any human centered design.
• Limited examples of relevance to XXXX, not in


scope of XXXX


Q3 


• Stakeholder engagement geared towards
technical support services and focus, and not
XXXX scope (pg. 7)


• Did not outline project management approach.
No explanation (pg. 8)


• Stakeholders supported and location, no XXXX
focus and nor relevant to XXXX (pg. 7)


• Paradigm shifts examples focused on software
and systems instead of societal and political
strategic shifts.


Other Observations (if any) 
•
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On-the-Spot Consensus Evaluation Report 
 
 


Quoter:  ABC Comp 
Date of Evaluation:  8/14/2019 
Evaluators:   TBD 
 
 
 


Evaluation Factor Confidence Rating 
Demonstrated Prior Experience Low SOME High 


 


Technical Approach Rationale 


Raises Expectation of Success: 
Q1 
• Roadmap example demonstrates an 


understanding of supporting/contemplating 
existing teams (pg. 1).  


• Understanding of the breadth of  
SMEs needed on the team (cyber, industrial 
control systems, electrical grid, etc.) 


• Working familiarity w/ XXXX crisis action 
workflows, processes and analysis supporting 
priority initiatives.  


Q2 
• Actual experience developing analytic tools for 


XXXX’s cloud environment 
• Understands the gaps and challenges that DHS 


Component and XXXX faced creating a shared 
analytic environment. (pg. 4).  


• Experience deploying on high side, data with 
various handling caveats (pg. 4) 


Q3 
• Familiarity with SSA and NIPP construct (pg. 


6).  
 


Lowers Expectation of Success: 
• Stated metrics/timelines, accuracy, 


periodicity, adoption, etc.) were generic and 
also more related to strategy not data science 
(pg. 2). 


• While the response spoke to outcomes, it did 
not address the data science process to attain 
those outcomes and was overly reliant on 
preceding familiarity (IC, CATCH) (pg. 2/3) 


• Examples of data sets discussed to 
inform/impact XXXX were not compelling 
(USCG, FDA data sets). (pg. 3). 


•  Chart on pg. 2 is qualitative to the point of 
not being useful, not well received when the 
company negatively presents “other teams” 
when proposing for work that requires strong 
partnerships/relationships to succeed.   


Q2 
• Only offered 4 examples, 2 within XXXX, 


indicates potentially limited experience in this 
area 


• Limited experience discussed navigating the 
federal ATO process or the DHS ATO 
process 


• No discussion of user centric design/human 
centered design. 


• Cloud migration experience appears lacking.  
Q3 
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• Examples provided were not robust or 
complex, not at the scale of the paradigm 
shift. (PPD-8, PPD-21, NISAC Forum, 
Strategy and planning ESC (pg. 5) 


• The response did not indicate an 
understanding of the scope of the XXXX. It 
presented underwhelming evidence of how 
the contract would support the nature of the 
XXXX partnerships cross-sector initiatives 
and paradigm shifts. (pg. 5/6) 


Other Observations (if any) 
•  


 







