
 
 

 
 
 
 

 

 UNITED STATES DEPARTMENT OF COMMERCE 
Deputy Assistant Secretary for Intelligence and Security 
Office of Intelligence and Security 
Washington, D.C.  20230 
 

June 22, 2023 
 
 
TO:  Department of Commerce Cleared Federal Advisory Committee Members 
   
FROM:  Nicholas M. Schnare 
                                    Director for Security 
   Office of Security 
 
SUBJECT:       Guidance on Clearance Holder Reporting and Training Requirements 
 
REFERENCES 
 

• Department of Commerce Manual of Security Policies and Procedures, January 2023 
• Department Organization Order 20-6, Director for Security, November 2022 
• E.O. 13526, Classified National Security Information, January 2010 
• 32 CFR Parts 2001 and 2003, Classified National Security Information, June 2010 
• Security Executive Agent Direct (SEAD) 3, Reporting Requirement for Personnel Who 

Access Classified Information and Hold a Sensitive Position, June 2017 
• Department of Commerce Memorandum, Implementation of Security Executive Agent 

Directive 3, Reporting Requirements for Personnel with Access to Classified Information 
or Who Hold a Sensitive Position, September 2021 

• Foreign Travel Briefing Program Handbook, November 2022 
• Federal Advisory Committee Act (FACA) (5 U.S.C. § 1001 et seq.) 

 
PURPOSE 
 
This memorandum provides guidance for non-Department of Commerce (Department) employee 
Federal Advisory Committee (FAC) members, appointed by the Department pursuant to the 
Federal Advisory Committee Act (FACA), for whom the Department has sponsored the 
member’s security clearance (applicable FAC members). This guidance details requirements for 
applicable FAC members pursuant to Security Executive Agent Directive (SEAD) 3 and the 
mandatory initial and annual Classified National Security Information (CNSI) training for FAC 
members holding such security clearances. 
 
BACKGROUND 
 
The Office of the Director for National Intelligence (ODNI) issued SEAD 3, effective June 12, 
2017.  On September 14, 2021, the Department implemented SEAD 3 for all covered individuals 
through the issuance of the policy document, Implementation of Security Executive Agent 
Directive 3, Reporting Requirement for Personnel with Access to Classified Information or Who 
Hold a Sensitive Position.  This document outlines reporting requirements for covered 
individuals for certain activities, such as foreign travel or financial anomalies, to ensure the 
protection of Classified National Security Information (CNSI).  Further, it outlines how covered 

https://connection.commerce.gov/sites/default/files/media/files/2023/security_manual_january2023_3.pdf
https://osec.doc.gov/opog/dmp/doos/doo20_6.html
https://www.dni.gov/files/NCSC/documents/Regulations/SEAD-3-Reporting-U.pdf
https://connection.commerce.gov/sites/default/files/media/files/2021/doc_memo_for_implementation_of_sead_3_reporting_requirements_revised_09142021.pdf
https://connection.commerce.gov/sites/default/files/media/files/2021/doc_memo_for_implementation_of_sead_3_reporting_requirements_revised_09142021.pdf
https://connection.commerce.gov/sites/default/files/media/files/2022/foreign_travel_briefing_program_handbook_ns_signed.pdf
https://uscode.house.gov/view.xhtml?path=/prelim@title5/part1/chapter10&edition=prelim


 

   
 

individuals incur a special and continuing security obligation to be aware of the risks associated 
with foreign intelligence operations and/or possible terrorist activities directed against them in 
the United States and abroad. 
 
REPORTING REQUIREMENTS  
 
In accordance with SEAD 3 and the Department’s implementation guidance, applicable FAC 
members with security clearances as described above shall report all activities as outlined in the 
directive.  However, it is understood that reporting procedures required by the Department might 
not be achievable for such FAC members because of a lack of access to the Department’s 
intranet.  Therefore, applicable FAC members that do not have access to SITRepP, the Office of 
Security (OSY) website portal for reporting, shall report all reportable activities as required in 
SEAD 3 to Reporting@doc.gov.  
 
TRAINING REQUIREMENTS 
 
Applicable FAC members must sign a SF-312 Nondisclosure Agreement (Attachment 1) and 
follow instructions for completion and submission (Attachment 2). Additionally, eligible FAC 
members must receive initial and annual refresher training on the protection of CNSI.  The 
Department’s web-based “Annual NSI Security Clearance Holder Training” will satisfy training 
requirements for applicable FAC members who have access to the Department’s intranet. For 
those without access to the Department’s intranet or who would prefer an instructor led training, 
“Annual NSI Security Clearance Holder Training” will be provided by OSY on a quarterly basis 
and will satisfy both initial and annual refresher training requirements. Other training besides the 
“Annual NSI Security Clearance Holder Training,” will not be accepted unless provided by 
OSY. 
 
For FAC members who have access to the intranet, the web-based training does not 
automatically record completion of the session.  The only proof of training is the certificate of 
completion received after successfully completing the assessment at the end of the training 
evaluation.   
 
To complete the process to receive credit for the training, the FAC member should: 
 

1. Enter his or her full name and other information to be displayed on the FAC member’s 
certificate on the Validation Instructions page (Attachment 3).   

2. Once submitted, review the Certificate of Completion (Attachment 4). 
3. Convert the Certificate of Completion to a pdf for digital signature or print it for a wet 

ink signature (Attachment 4).   
a. Note: a wet signature is required unless you have a Department-issued Personal 

Identity Verification (PIV) card.   
4. Once signed, submit the training certificate and your full legal name to 

OSY_Infosec@doc.gov for training credit in Security Manager, the Department security 
system of record. 

 
Questions regarding this memorandum may be addressed to the OSY, Information Security 
Division (ISD) at OSY_Infosec@doc.gov.   

https://reporting.doc.gov/SEAD3/Account/LogOn?ReturnUrl=%2FSEAD3%2F
mailto:Reporting@doc.gov
mailto:OSY_Infosec@doc.gov
mailto:OSY_Infosec@doc.gov


 

   
 

 
 
Attachments: 

1) SF-312 Nondisclosure Agreement Example 
2) SF-312 Nondisclosure Agreement Instructions 
3) Web-based training Validation Instructions  
4) Web-based training Certificate of Completion 

  



 

   
 

Attachment 1: SF-312 Nondisclosure Agreement Example 
 

 
 
 

 
 
 
 
  



 

   
 

Attachment 2: SF-312 Classified Information Nondisclosure Agreement Instructions 
 

1. Download SF-312 Classified Information Nondisclosure Agreement  
2. Top - Type or Print your name.  First and Last name at a minimum. 
3. SSN - Only place the last four digits of your Social Security Number. 

• Example: 000-00-1234 (The digital version requires nine digits) 
4. Organization – Department FAC you support and physical address to the FAC.  Do not 

include your home or personal addresses. 
• Example: Commerce Data Advisory Council – 1401 Constitution Ave NW, 

Washington, DC 20230 
5. Signature – Digital 

• If digitally signing with your Department-issued PIV certificate, no witness is 
required. 

6. Signature – Ink 
• Signature must be witnessed if ink signing.  The witness may do this in person or 

remotely using agency approved communication tools/software such as Skype, 
WebEx, or Microsoft Teams. 

7. Witness Block 
• Witness MUST be a Federal Employee. 
• Must place First name, Last name AND federal work address below signature. 

8. Date Boxes – Ensure the dates are the same. The witness’s signature validates that your 
signature was witnessed on that date. 

9. Acceptance Box – LEAVE BLANK 
10. Security Debriefing Acknowledgment – LEAVE BLANK 
11. Contact OSY at:  osy_infosec@doc.gov for further instructions on how to securely 

submit your SF-312.   
• Personally Identifiable Information must be sent via secure means either through 

Kiteworks or by password protecting the document and sending the password 
under separate cover. 

https://www.gsa.gov/Forms/TrackForm/32978
mailto:osy_infosec@doc.gov


 

   
 

Attachment 3: Web-based training Validation Instructions  

 

 
 
  



 

   
 

Attachment 4: Web-based training Certificate of Completion 
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