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U.S. Department of Commerce Privacy Impact Assessment 
Office of the Secretary/Entellitrak EEO and Entellitrak Reasonable 

Accommodation 
 

Unique Project Identifier: 
 
Introduction:  System Description 
 
Provide a brief description of the information system.  
 

(a) Whether it is a general support system, major application, or other type of system 

(b) System location 

(c) Whether it is a standalone system or interconnects with other systems (identifying and 
describing any other systems to which it interconnects) 

(d) The way the system operates to achieve the purpose(s) identified in Section 4 
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(e) How information in the system is retrieved by the user  

(f) How information is transmitted to and from the system 
Please see the diagram below: 

 

(g) Any information sharing  
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(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information

(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the
system

Section 1:  Status of the Information System 
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(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR) 
  
 

 

 

Section 2:  Information in the System  

 
(Check all that apply.)

Identifying Numbers (IN) 
 
 
 
 

General Personal Data (GPD) 
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Work-Related Data (WRD) 
 
  

   

  

 

Distinguishing Features/Biometrics (DFB) 
  
  
  
  
  

System Administration/Audit Data (SAAD) 
 
  

Other Information (specify) 

 (Check all that apply.)

Directly from Individual about Whom the Information Pertains 

Government Sources 

Non-government Sources 

X
X

Narrative information regarding claims of discrimination and request for reasonable accommodation.
Costs associated with investigations and reasonable accommodations. 
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(Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD) 
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Section 3:  System Supported Activities 

(Check all that 
apply.)

Activities 

Section 4:  Purpose of the System 

(Check all that apply.)

Purpose 

Section 5:  Use of the Information 
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Section 6:  Information Sharing and Access 

6.1 
(Check all that apply.)  
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(Check 
all that apply.)

Class of Users 

Section 7:  Notice and Consent 

(Check all that apply.)

Specify how: 
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Specify how: 

Specify how: 

Section 8:  Administrative and Technological Controls 

(Check all 
that apply.)

January 23, 2023
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(Include data encryption in transit and/or at rest, if applicable). 

Section 9:  Privacy Act 

(A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).

(list all that apply)
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Section 10:  Retention of Information 

(Check all that apply.)

(Check all that apply.)

Disposal 

Section 11:  NIST Special Publication 800-122 PII Confidentiality Impact Level 

(The PII 
Confidentiality Impact Level is not the same, and does not have to be the same, as the 
Federal Information Processing Standards (FIPS) 199 security impact category.) 

(Check all that apply.)

Provide explanation: 
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Provide explanation: 

Provide explanation: 

Provide explanation: 

Provide explanation: 

Section 12:  Analysis 
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Users will be required to sign a confidentiality agreement. X
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Points of Contact and Signatures 

Information System Security Officer or 
System Owner

Information Technology Security Officer

Privacy Act Officer Authorizing Official

Bureau Chief Privacy Officer 
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