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Brief Review of Suspension and Debarment

* Suspension and Debarment is the Government’s Way of Making a
Business Decision, with the key goal of protecting its fiscal interests

e Suspension and Debarment is not to be used for punishment
* You use suspension when you have immediate need for action

 Typically last one year but depending on legal proceedings can extend
to 18 months

o Effective immediately



Brief Review of Suspension and Debarment, Contd.

* Propose debarment with a preponderance of the evidence
* Like suspension, it generally has a set time frame

* Typically it lasts for 3 years but can go longer depending on the
severity of the offense

 Respondent has the right to appeal the proposed debarment by
requesting in writing within 30 days of receipt of letter

e Usually will ask for a copy of the administrative record in order to
prepare their presentation of matters in opposition (PMIO)



Most Common Reasons for Debarment?

 From the lead agency coordination requests in FY17
* Most popular reasons for potential debarment:
»False Claims

»Wire Fraud

> lllegal Use of Grant Funds

»Bribery

» Transporting of lllegal Aliens to U.S. for profit (Homeland Security)



All Common Reasons Are Conviction-Based

e At ISDC meetings, some agencies such as USAID and Commerce have
asked how to pursue fact-based cases.

* No good answers — the agencies are mostly avoiding them and
dealing only with conviction-based cases.

* There are fact-based cases that Commerce can pursue that may not
lead to debarment, but other actions can lead to changes in the way
the contractors and grantees conduct business, and produce positive
results.

 Since the OIG is staying on top of these conviction-based cases, the
grant and contract program and administrative offices can pursue
actions based on facts.



Details Involved with Fact-Based Cases

* Spoke with Keith Feigenbaum, Senior Trial Counsel at DLA, who worked some procurement fraud
cases before returning to litigation

» Fact-based cases are worth pursuing but pose unique challenges
» You have to assume that every fact-based proposed debarment will go to a fact-finding hearing

» The SDO submits disputed facts between the Government and respondent to a designated
official, who will conduct these fact-finding hearings. (Sometimes it’s the SDO, but for fairness, it’s
often a neutral fact-finder, normally an attorney, not presently involved with the case)

» Informal hearing with the goal of establishing the facts to support the evidence of causes for
debarment.

» If the respondent does in fact appeal, two proceedings will be held: one to discuss presentation of
matters in opposition, and one for fact-finding (fact-finder will handle the proceedings)

» The contracting and/or grant officers should be prepared to testify

» The proceedings require a significant time and resource commitment from the agency and
investigative support



Details Involved with Fact-Based Cases, Cont'd.

»The proceedings should remain non-adversarial (generally held in large
conference room of the agency conducting the hearings)

» Still, prepare for objections even if the proceedings are of a non-adversarial
nature

» Witnesses can testify in person, under oath and can be cross-examined (sworn in
by fact-finder)

»Hearings are recorded (through use of a court reporter — hired either through a
contract, or online search if under micro purchase threshold. Agencies that do
high volume will set up contract)

» The fact-finder determines disputed facts by a preponderance of the evidence
» Consider whether you have all the evidence — if not, ask for everything

»SDO makes the debarment decision based on the administrative record and the
proceedings



Other Options Besides Debarment

Administrative Agreements

» Agency trusts that the contractor will comply with terms and conditions of the award

»The agency has decided to give the company a second chance to prove that it is worthy
of getting more government funding

»The agreement document measures are taken to prevent reoccurrence and often include
outside and independent review/audits by consultants

» These administrative agreements generally last three years and are recorded in FAPIIS
(Federal Awardee Performance and Integrity Information System)

» Administrative agreements must be taken seriously. If an executive with the company is
indicted and pleads guilty or is convicted, that executive must be removed from the
company and can’t exercise any control in the business operations or decision-making of
the company

» Any actions after agreeing to these terms contradicting the agreement can end up with
the company back into proposed debarment status



Other Options Besides Debarment, Cont’d.
Show Cause Notices

»Used when an agency wants to provide the contractor an opportunity to present
information before taking action

»Normally comes from the OIG, which states that this is the recipient’s
opportunity to respond before the OIG makes a debarment recommendation to
the SDO

» Will present background on the issue and the reason for the notice

»Requests that within thirty days, the respondent submits a response in writing
explaining why they feel a recommendation for debarment is not appropriate or
necessary to protect the interests of the Federal Government, and that the
respondent is presently responsible.



Suspension and Debarment Actions (FY16-17 Combined)

Agency/Department Referrals | Suspensions D:L:F:::::ts Debarments | Declinations Sh:\évti(;:aetsxse A:;Ln;:rea:i:e I\E,:clll:g:;i
Department of Commerce 15 0 6 12 0 0 2 0
Department of Energy 22 30 30 17 0 0 0 0
Department of Interior 50 10 49 52 0 1 2 0
Government-wide Total 3,555 718 1,855 1,676 116 160 75 21




Keeping an Eye on Subcontractors

* It is the duty of the prime vendor or grantee to ensure successful
monitoring of subcontracts

 However, lately we’ve had debarments that rose from the sub-
contract level

* What can we do to ensure this doesn’t happen moving forward?

e Stay active in the Federal Funding Accountability and Transparency
Act’s Sub-award Reporting System (FSRS) to make sure there are no
unusual subcontracts

e There is also FedBid.com, Inc



Working with FedBid.com

* The Department of Commerce has had contracts with FedBid.com
since 2012

* As FedBid, Inc. points out, DOC buyers awarded more than $83.6
million in contracts through FedBid’s marketplace from 2012-present

* 93 percent of those went to small business — with some being
subcontractors

* FedBid states that this has driven more then $6.5 million in cost
reductions while expanding DOC’s supplier base and saving time in
the purchasing process



Working with FedBid.com.....

e FedBid.com has a network of 93,000 plus sellers and 18,000 plus buyers

* The buyers include the federal government, but also commercial
businesses and educational institutions, some of which are prime vendors
or grantees with the federal government, looking for subcontractors

* FedBid.com won’t police all of these sellers — that’s up to the prime
awardee or the federal agency giving out the grant or contract funds

e FedBid.com is more reactionary — they will not do business with a debarred
company once they check SAM and see that organization listed

* Still, a Government agency has the right to call them and check to see if
they’ve had any complaints about a particular subcontractor

* If FedBid.com says that other agencies have had complaints, an agency can
then reach out to those agencies to see what was at issue



To Avoid Going With a Vendor That’s Not Presently
Responsible

e Arecentissue at Department of Commerce was with a small vendor (what
would be the size of many subcontractors on other projects) which was
supplying phones from the grey market

 The vendor was able to supply the phones at a cheaper price, but were
misrepresenting the products. They were not official products of the
company (Cisco%

e They also promised 40 phones, but still have only delivered 13 of them.
The serial numbers of the phones indicated they were coming from areas
of the world where Cisco did not have suppliers

e This particular vendor has contracts with ten different federal agencies.
e Case is still pending

e So doing some investigative work means protecting not only the DOC’s
fiscal interests, but those of the entire federal government



Selecting Unfit Vendors is a Government-wide Issue

Naval Sea Systems Command gave presentation at April ISDC meeting on Counterfeit
Material Awareness Training

Urged buying products from authorized suppliers (confirm with manufacturer)
Be suspicious of abnormally low prices

Be wary of sales or special deals

Look for inconsistencies in labels, logos, and serial numbers

Confirm serial numbers with the manufacturer

Look for the warranty and license documents and verify with manufacturer

In 98% of Naval Sea Systems Command’s counterfeit material cases, the parts came from an
unauthorized supplier (not authorized by the oriﬁinal component manufacturer to buy parts
or materials directly from the manufacturer, or that has procured parts or materials from
outside the manufacturer’s authorized supply chain. Parts provided from unauthorized
suppliers typically are not accompanied by manufacturer support and warranty.

It’s very rare, then, that issues arise from the original manufacturer or authorized supplier.



Staying Active in the Suspension and
Debarment Community

* Interagency Suspension and Debarment Committee (ISDC) meets on a
monthly basis at Department of Interior (Rachel Carson Room), and has a

dial in number (1-800-857-0287) and passcode (9745953). Usually it is the
second Wednesday of the month from 9:30am-11:30am.

 ISDC also has developed multiple subcommittees (S&D training, ISDC
Public Website, SAM, Section 873 Report Drafting, Lead Agency
Coordination Portal Project).

e Suspension and Debarment Website for OAM
(https://community.max.gov/display/DOC/Suspension+and+Debarment+
Office+of+Acquisiton+Management)



https://community.max.gov/display/DOC/Suspension+and+Debarment+Office+of+Acquisiton+Management

Bureau Points of Contact

OS — Greg Coss (gcossl@doc.gov) or Frank Argenziano (fargenziano@doc.gov)

NIST — Melissa Schroeder (melissa.schroeder@nist.gov) or Megan Boblitt
(megan.boblitt@nist.gov)

Census — Samantha Brady (samantha.brady@census.gov)

PTO — Lisa Wade (lisa.wade@uspto.gov)

NOAA — Justin Cofer (justin.l.cofer@noaa.gov) or Paula Hance (paula.hance@noaa.gov)
*MBDA — Nakita Chambers (nhchambers@mbda.gov)

*ITA — Brad Hess (brad.hess@trade.gov)

*NTIA — Michael Dame (mdame@ntia.doc.gov)

EDA — William Bethel (wbethel@eda.gov)

OGC — Wilmary Bernal (wbernal@doc.gov) or Sarah Schwartz (sschwartz@doc.gov)
OIG Hotline — 1-800-424-5197 or Hotline@oig.doc.gov

* Grants Only
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Bureau of Industry and Security
Office of Export Enforcement

Liz Blanch
Assistant Special Agent in Charge
Washington Field Office

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



OFFICE OF EXPORT ENFORCEMENT

OEE protects U.S. National Security, Foreign Policy,
and Economic Interests by investigating violations,
prosecuting violators of export control laws,
interdicting illegal exports, and educating parties on
how to improve export compliance best practices.

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



Export Enforcement

OEE accomplishes it’'s enforcement mission with various law

enforcement partners, working domestically W oW

T , T
and internationally, who focus on: i ,_f =

— Certain 1items, destinations, end-users
and end-uses.
— Outreach and Prevention activities

— Pursuing appropriate administrative
actions against export violators.

— Pursuing appropriate criminal sanctions
against export violators.

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



“Are you on the list?”

Denied Persons List (DPL)
+ Temporary Denial Orders (TDO)
+ Entity List (EL)
+ Unverified List (UVL)
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Helping .S, Companies Export

How to Export Customized Services Market Intelligence Events Trade Problems FAQs Boards About Us

Search the Consolidated Screening List

Search the screening lists at one time by filling in the search boxes below. If you get too many results, try including more information to
the additional fields. If you get too few results, try searching one field at a time

Keyword
Search for words in the name, alternative names (aliases), title of the entity, and additional remarks regarding the entity.

PAEC

Name
Search for an entity’s name or ene of its alternative names.

Fuzzy Name
When set to off, the spalling of the Name you search for must be corract to gt results. When sat to on, the spelling for the Name you
search for may be slightly off. Chack the scors for sach result to datarmine how close a match it is to the entity's name or its

alternative names. A scors of 100 is an exact match. Results are returned with the highest scores first.

off -

Address

Search for the strest address, city, province, and postal code of an entity.

Sources

Choose which of the screening lists that you want ta search,

Countries

Choose which countries that you want to search. Note, the Nonprolifaration Sanctions and ITAR Debarred lists do not include the
country with an entity. If you choase ta search for entities by country then you will not be searching these two lists.

SEARCH

5 results.

Pakistan Atomic Energy Commission (PAEC)

Pakistan Atomic Energy Commission (PAEC), and subordinate entity National Development Complex (NDC)

Pakistan Atomic Energy Commission (PAEC), and subordinats entity Pakistan Instituts for Nuclear Science and Tachnology (PINSTE

Pakistan Atamic Energy Commission (PAEC), and suberdinate entity National Institute of Lasers and Optronics (NILOP)

v

Pakistan Atomic Energy Commission (PAEC), and subordinate entity Nuclear reactors (including power plants), fuel reprocessing and
S eI i COlFa s =)
= = s 5/1/2018 |

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



Denial Order mm) Denied Persons List (DPL)

* Administrative sanction imposed under section §764.3(a)(2) of the Export
Administration Regulations (EAR).

* No person may, directly or indirectly, do any of the following:

— Export or reexport to or on behalf of the denied person any item subject to the
EAR; Take any action that facilitates the acquisition or attempted acquisition by
a denied person of the ownership, possession, or control of any item subject to
the EAR that has been or will be exported from the United States, including
financing or other support activities

— Engage in any transaction to service any item subject to the EAR that has been
or will be exported from the United States and which is owned, possessed or
controlled by a denied person, or service any item, of whatever origin, that is
owned, possessed or controlled by a denied person if such service involves the
use of any item subject to the EAR

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY
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Who is on the List??

Convicted of specified offenses:

— |EEPA International Emergency Economic Powers Act
»  Dual Use Goods, Embargos & Sanctions (lran, Syria, DPRK...)
— AECA Arms Export Control Act

»  Munitions Items
— Espionage

Administrative Order

— Administrative Violations
» Settlement Agreement (ZTE)
»  Trial before an Administrative Law Judge

The Denial Order can be suspended!!

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



N
Denial Orders come in Temporary Versions too

 Upon a showing by BIS that the order is
necessary in the public interest to prevent an
imminent violation of the Export
Administration Act or Regulations.

* Imminence is established either in proximity or
likelihood. Significant and deliberate violations
are more probative of imminence than lesser,
“technical” ones.

0 l@MPOrary D

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY
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Presentation Notes
The Assistant Secretary may issue a TDO “upon a showing by BIS that the order is necessary in the public interest to prevent an imminent violation of the EAA, the EAR, or any order, license or authorization issued thereunder.”  Imminence is established either in proximity or likelihood. Significant and deliberate violations are more probative of imminence than lesser, “technical” ones. 

Imminence is established either in proximity or likelihood. Significant and deliberate violations are more probative of imminence than lesser, “technical” ones. 

A violation may be "imminent" either in time or in degree of likelihood. To establish grounds for the temporary denial order, BIS may show either that a violation is about to occur, or that the general circumstances of the matter under investigation or case under criminal or administrative charges demonstrate a likelihood of future violations. 

 To indicate the likelihood of future violations, BIS may show that the violation under investigation or charges is significant, deliberate, covert and/or likely to occur again, rather than technical or negligent, and that it is appropriate to give notice to companies in the United States and abroad to cease dealing with the person in U.S.-origin items in order to reduce the likelihood that a person under investigation or charges continues to export or acquire abroad such items, risking subsequent disposition contrary to export control requirements. 	

Lack of information establishing the precise time a violation may occur does not preclude a finding that a violation is imminent, so long as there is sufficient reason to believe the likelihood of a violation.





TDO vs. Denial Order

e TDO e Denial Order
— Ex Parte — Notice to Respondent
— 180 days — Max 10-20 years
— Quicker to effect depending on authority
— Not a sanction utilized
(preventative measure) — Penalty/Sanction
— Can be renewed — Longer Process

4 4

~~ = Denied Persons List
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Entity List — Foreign Parties Only

* An entity has been involved, is involved or poses a risk of being
involved in activities that are contrary to the national security or

foreign policy interests of the United States or is acting on behalf of
such an entity.

e Inclusion is not tied to a criminal conviction, but may be associated
with an Indictment.

e Creates a License requirement for exports (Less restrictive than D.O.)
— All Items subject to the EAR
— Specified, more tightly controlled items on the Commerce Control List only.

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



Suggested Criteria...

e Supporting persons engaged in acts of terror.

e Actions that could enhance the military capability of, or the ability to support terrorism of governments
that have been designated by the Secretary of State as having repeatedly provided support for acts of
international terrorism.

* Transferring, developing, servicing, repairing, or producing conventional weapons in a manner that is
contrary to United States national security or foreign policy interests or enabling such transfer,

development, service, repair or production by supplying parts, components, technology, or financing for
such activity.

* Preventing accomplishment of an end use check conducted by or on behalf of BIS or the Directorate of
Defense Trade Controls of the Department of State by: precluding access to; refusing to provide
information about; or providing false or misleading information about parties to the transaction or the
item to be checked.

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY
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Unverified List (UVL)

Foreign persons may be added to the Unverified List if cannot verify the
bona fides (i.e., legitimacy and reliability relating to the end use and end
user of items subject to the EAR) of such persons because an end-use
check, such as a pre-license check (PLC) or a post-shipment verification
(PSV), cannot be completed satisfactorily for reasons outside of the U.S.
Government's control.

— During the conduct of an end-use check, the subject of the check is
unable to demonstrate the disposition of items subject to the EAR.

— The existence or authenticity of the subject of an end-use check
cannot be verified (e.g., the subject of the check cannot be located or
contacted).

— Lack of cooperation by the host government authority prevents an
end-use check from being conducted.

a license requirement or Sanction

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY
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Questions?
Discussion...

e Should there be overlap from these BIS lists and the SAM Exclusions list?

e Can the SAM incorporate some or all of the BIS lists?

— What about convictions under these offenses? Should these be automatic
debarments for grants and contracts?

— What about administrative violations? Can/should they result in debarment?

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



“We are putting the world on notice: the games are over.
Those who flout our economic sanctions and export control
laws will not go unpunished — they will suffer the harshest
of consequences.”

Secretary of Commerce Wilbur L. Ross, Jr

“Despite ZTE's repeated attempts to thwart the investigation,
the dogged determination of investigators uncovered damning
evidence.”

Director Douglas R. Hassebrock

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY
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Backup Slides



TDO Example
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Investigators obtain during a lawful border search two documents detailing ZTE’s corporate policy of violating U.S. export controls.

Perhaps the most incriminating documents ever in an export control investigation.


FBI:

Translations by FBI and review by entire FBI academy class.  All documents go through taint review, these released under crime fraud exception.
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Dizar br. Poland-

This is in response to your July 24, 2007 letver to Tom Madsgan of the Bureau of Indwsiry and
Security's (BIS's) DiTice of Exporl Enforcement (OEE] om behalf of Blue Sky One Limied, Blue
Sky Twor Limited and Blee Sky Three Limived (hereinm collectively known s Blee Sky)' in which
you requested thal BES confinm thit three (3) Bocing 747 nircraft’ owned hy Blue Sky and
currently Ieased o Blue Alrways, a Amenian company, have not heen resxported to bran in
vipdstion of the Export Adimdnistration Regalations (EAR). Your letter states that Blue Sky's
lease agreement with Blue Airways i i offect until October 12, 2007,

It has conze to BIS s attention here is evidence that during this [ease agreement Blue Araays
operated the three T47 aircrafl by or Gor the benefii of am lranian entity, specifically Mahan Air.
T your July 24, 2007 luiver you siate that Blue Airways never requested permission from your
client (Blue Skv) vo recxpon the aireraft 1o Irim. Your letter further sisies that you were informed
by your ¢lseei thet the aincesfi were never re-exporied io lran. However, BIS has nod received any
documsenistion from the lessee, Blue Airways, that would substantiste your clesnls” asserizans.

BIS his reviewed this mntter and detenmined thed, witheot wridlen assurasces o Blue Sirsaye
thit at mo time during their lease agreement with Blue Sky weres asy of 1Be Boeing 747 aimeralt
reexported o Iran, we are wneble o this time to comfirm that ne vislstion of the EAR accumred,
BIS will recorsider this position if we receive thir sagaired documentation from Blue Aireays. I
Blies Airways wishes to mainlain the posian that the areralt were Bol reexported to Iran and
that g violatian of the BAR ok place they would seed to provide me with 2 siatement which
certifies this position. This cetification showld be on compeny letter head and signed by an
official of Blue Aireays, The certificstion snd any peppeting documends thet Blue Aireays
wishes BIS to consider in reviewing the cemifiestion should be sent to the address providid
below.

I hewever after carefol review Blue Abraays discovers that a violation of the EAR actually iook
place they mast file & voluniary seli-disclosare to the Ofice of Export Enforcement (refer w Part

The Blue Sky compemies are subsidiarics of Balll Group FLC which is also represented
Iy Morton Rase,

* Berial mumhers 24383, 343463, and 26879

Iir. Meil Paland
Moatan Rose LLP

Page 1

Tedof the EARL At that tire, Blus Sky ¢an request aulbarization from BIS to perform those
nctivities prohibised under Section 704 2(e) of the EAR (2.g.. continesd use and pervicing of the
mircrafi )

IFBIS's final dztermination in this matter is to deny your request for service and suppon & long
as Blue Airways remains in possession and contnol of the three aircrafl, Blwe Sky or their pareni
oompary, Balli Group PLC, can reguest authorization from BI% fior abtaining service and support
of the aircrafi afier the contract with Blue Airways expires. The roquest shoald nclude an
amsuzance from Blue Sky that during the remainder of the lease sgreemem Blue Airsays operated
lhe Boving 747 amrerafl in accondance with apphicable Uneted Stiales lews and regulations
apecifically incheding, withowl limalalon, thoss s aml regulabions pertammg W exports and
reexpart of U5 -omigin items to Iran.

Please coniact Kaiberine Everham o (202} 482-2 740 il yosa have faniher questions conceming
this msbier, Correapondence addressed 1o me should be faxed 1o Ms. Everhart's abention af
(202) 452-3322 or send o her via e-mail af keverhaniothis doc gov,  To ensure expediied
himdling plesse gk Blue Abrways 1o copy Ma, Everhan if they submit 2 voluntary self~dischosure
iy fhe O off Bxpont Enlosenent,

Sincercly,

AL A e

Eileen M. Albansse

Drirectar

Diffice ol Exporier Services

U5, Depariment of Commercs

15% Sireel and Constitution Avenus MW
Washingion, DC 2025

o William 4, van Amerongen, The Bosmg Comgpeany




Bureau of Industry snd SBacurty
Waghingeon, 0.C. 20280

f%\ UPITED STATES DEPARTMENT OF COMMERCE
B/

hing

“ahid Alxghhand Feboaary 23, 2008

Chairman o

Balli Graup ple Lcstimadiam:

& s¥lankwps: Lanis - Ivam through Seuth Korea,

Loendan, LIk

WIK 1AH . i
Please comtact Special Agent, foseph Varge, (T03) 487001, 1o discuss this matter.

ledT McCarihy

Executive Commzittes

Horil America and Asian Kegions

1800 51 James Mace .
Sinecerely,

Suie (41 e
Huougzon, TX, TT056 /,—/"’c{:‘_ﬁ#:zi
IR S
Amin: Wahid Alaghband and Jeff MeCarthy Rick Shiman
) cial A Chasge
020730620060 ¢ (T13) 6Z7-T3 1 :'-!::h?nij.:lgn:.rjl-d nn_;‘-:-__';
V1A FAK
RE:  Redelivery Onder CC: Hassan Alaghband
Ralli Group ple Halli Groop ple
5 Blanhope Ciate % Btarhope Gate
Londoen, UK Landen, UK
WIK 1AH WK 1AH

Diear br. Alaghbard and by, MceCariby,

Pursuant 15 United Staies Law (the Export Administraiion Regulstions (EAR) Section 758 8ib)
(173, the United Sanes Deparment of Commeree, Bureau of Industry and Security (BI5), (fice
af Expart Enlorcement (OEE) bereby orders Bally Group io deliver the three Bozing 747-400
mireraft izl nembers W106LA, NIUZUA and B TBSLAY bo the Undied States as BIS has reason io
helieve that these aircrafi are subject 1o the Export Admenestration Regulations amd ape deatined
for lean thiough South Eaoren, The irmrsfer of these aircrafl 1o their fimal destination will resall in
a vialation of the Expon Administration Repalations

The pertinent information fior the aisosaft b
. Boging T47-4087 Takl number MIDGLUA {aka EK-T4774) and NI9ZUA (nka EK-

T4781 ), bocated im Inclieon, South Karea.

. Bochng 747-4H0 Tail numler MIREUA, lecated ai Kimhae, Sosth Korea.
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Lily Raissd — Ivhkomly

& Hoeroll Ay esiie Tell -+ TIRTRIC IS

Lo W2 2ED -] B s ot it el e

Uinited K mgdion Mabicmnlsty: Brtish
EXH[C A THEN

Eings Callage Unsverity of Loadon, Londos - Eng bed 3 kg 2T
Schoal af Socisd Sciences sad Pablic Policy, BS: Buenens Ehoogemast
Clanmficoteee: Upper second

Enfvren Language Schand, Watalla - Spein RIS 2iHM
Estamibad my kmow ledge of the Spenish banguege end oubure while living end developang. conteots in blartslla

Ehmgs Callgie Usiversily of Loadon. Lol - B kel TUEIR-Z2iHRA
Schimal ol Fhysicall Bedvior and Engieee dimgg, F=0 Comnpiiler Soeies wilh Buoiree Moaagemenl - 2 § et

I k Inter 1 ek L. o=elon — Ergalmred 1 e ik
Credusted spring, 20032 with a full Intemational Faccslmssats dhgl omes
Hepulir: 38 poarme

Busi sy Dramdan Sebesol, London — Brgland 1595 112
Felvagg Firss GCSE O il A-levell (A4
WORK EXFERIENCE
Balli Greauip PLAC. MDeaSEy, BanT Tradlug, Ralii Arias TIE.HIT
2007, Pl Trodang
s Frogected Teasibiliny suides G e porehise of gk up eges wiliin Dran
* R tilo o groposd oi imid g v aitae bebwiaa Balls i tee Bwnian CHTs e B i o i Consbstion

LT T R APN LW B EENRL LW LR
Balli Group PLC, BlueSky, Baili Trading, Balli Ariyan 2005-2007
2007, Balli Trading
* Projected feasibility studies tor the purchase of jack up rigs within Iran.
* Research mto a proposed o1l and gas venture between Balli and the [ranian Offshore Engmeering and Construction
Company
2006, BlueSky Aviation
Worked with professional members of statf from PK Awr fmance to obtam a L200m lease to acquire three Boeing 747 arplanes.
* Managed moderating D-checks of three other planes previously purchased.
¢ Prepared a vanety of briefing matenals and participated in drafting of the lease agreement between Montrose Global
Capital and BlueSky Aviation
* Acquired in depth knowledge of the aviation industry, ganing an understanding of “dry leasing’, “wet leasing” and

CACMIT.
* Assisted team members in reaching an agreement with Mahan Airline on dry leasing BlueSky planes

=

Coorputer Skallr  Micromeft offes, SPSS, Dreanmvasves, Fhsh, Faeweorks, Acdobe Premier, Maya & Adkobs Photosbos

| saapeg Skilly  Fheamim I'|.|.l||-\.- gred Fare), I'|r|r-u|ur_.' n Sparma b

diatee Uit kUL Branin Sosiey kG Seass Seatr, kUL Termis Sectety, kCL Y ring Enirepren sun Soqety. Umphs
Digsigr Wiebsite Deaign, Model Unitesd Hanons, Versty Penkethall Piano, Skl 5w Plis Charmy, Kahrizak
Charnty
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Violation of the EAR?

e 740.15 AIRCRAFT AND VESSELS (AVS)

 AVS not available to Iran, but BIS had not enforced it against aircraft
meeting the AVS criteria.

 The following nine criteria each must be met if the flight is to qualify
as a temporary sojourn.

(i) Hiring of cockpit crew. Right to hire and fire the cockpit crew.
(ii) Dispatch of aircraft. Right to dispatch the aircraft.

(iii) Selection of routes. Right to determine the aircraft's routes (except for contractual
commitments entered into by the exporter for specifically designated routes).

(iv) Place of maintenance. Right to perform or obtain the principal maintenance on the aircraft,
which principal maintenance is conducted outside a destination in Country Group E:1 (see
Supplement No. 1 to this part), under the control of a party who is not a national of any of these
countries. (The minimum necessary in- transit maintenance may be performed in any country).

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



Violation of the EAR?

e 740.15 AIRCRAFT AND VESSELS (AVS)

 The following nine criteria each must be met if the flight is to qualify
as a temporary sojourn.

— (vi) Place of registration. The place of registration is not changed to a destination in Country Group
E:1 (see Supplement No. 1 to this part).

— (vii) No transfer of technology. No technology is transferred to a national of a destination in Country
Group E:1 (see Supplement No. 1 to this part), except the minimum necessary in transit
maintenance to perform flight line servicing required to depart safely.

— (viii) Color and logos. The aircraft does not bear the livery, colors, or logos of a national of a
destination in Country Group E:1 (see Supplement No. 1 to this part).

— (ix) Flight number. The aircraft does not fly under a flight number issued to a national of a
destination in Country Group E:1 (see Supplement No. 1 to this part) as such a number appears in
the Official Airline Guide.

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



N
Iranian Flight Numbers

i Nightstals.com; blet?guid—¢228bSYbeca | bB17:T9e2e..

(W5) MAHAN AIRLINES 5041
Flight: (W) Mahan Aiflines 5041
Date March 23, 2008
Status: Unknown
Durstion:  2h 00m
Equipment: 744
DEPARTURE
Airport (IKA) Imam Khomeini Airport

Tehran, IR
Scheduled: 05:30 PM Sun 23-Mar-2008
ARRIVAL
Airport (DXE) Dubar Airport

Dubai, AE
Scheduled: 07:00 PM Sun 23-Mar-2008

Lofl 3232008 1138 PM

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY




TDO Request

e Submitted on March 13, 2008
e 102 pages
e Pattern of Behavior

— 3 Aircraft Balli leased were in Iran

e Operating on Iranian Flight Numbers

— 3 Aircraft in South Korea
* Information indicates they are destined for Mahan
e Balli refused to comply with redelivery order

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



[Federal Register: March 21, 2008 (Volume 73, Number 56)]

DEPARTMENT OF COMMERCE

Bureau of Industry and Security

Action Affecting Export Privileges; Balli Group PLC, Balli

Aviation, Balli Holdings, Vahid Alaghband, Hassan Alaghband, Blue Sky
One Ltd., Blue Sky Two Ltd., Blue Sky Three Ltd., Blue Sky Four Ltd.,
Blue Sky Five Ltd., Blue Sky Six Ltd., Blue Airways, and Mahan Airways

In the Matter of:

Balli Group PLC, 5 Stanhope Gate, London, UK, W1K 1AH;

Balli Aviation, 5 Stanhope Gate, London, UK, W1K 1AH;

Balli Holdings, 5 Stanhope Gate, London, UK, W1K 1AH;

Vahid Alaghband, 5 Stanhope Gate, London, UK, W1K 1AH;
Hassan Alaghband, 5 Stanhope Gate, London, UK, W1K 1AH;
Blue Sky One Ltd., 5 Stanhope Gate, London, UK, W1K 1AH;
Blue Sky Two Ltd., 5 Stanhope Gate, London, UK, W1K 1AH;
Blue Sky Three Ltd, 5 Stanhope Gate, London, UK, W1K 1AH;
Blue Sky Four Ltd, 5 Stanhope Gate, London, UK, W1K 1AH;
Blue Sky Five Ltd., 5 Stanhope Gate, London, UK, W1K 1AH;
Blue Sky Six Ltd., 5 Stanhope Gate, London, UK, W1K 1AH;

Blue Airways, 8/3 D Angaght Street, 376009 Yerevan, Armenia;
Mahan Airways, Mahan Tower, No. 21, Azadegan St., M.A. Jenah Exp. Way,
Tehran, Iran;

Respondents

Order Temporarily Denying Export Privileges

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



Investigation Continues

* Present case for criminal prosecution
e Build case against Balli

* Interview Witnesses

e Mahan Air contacts OEE

e Balli challenges renewal of TDO

e Balli violates the TDO

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



N
February 5, 2010 Balli pleads guilty

— Count 1

e Beginning in at least October 2007, through July 2008, Balli Aviation
Ltd. conspired to export three Boeing 747 aircraft from the United
States to Iran without first having obtained the required export license
from BIS or authorization from OFAC, in violation of the Export
Administration Regulations (EAR) and the Iranian Transactions
Regulations.

e Balli Aviation Ltd., through its subsidiaries, the Blue Sky Companies,
purchased U.S.-origin aircraft with financing obtained from an Iranian
airline and caused these aircraft to be exported to Iran without
obtaining the required U.S. government licenses. Further, Balli
Aviation Ltd. entered into lease arrangements that permitted the
Iranian airline to use the U.S.-origin aircraft for flights in and out of
Iran.

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



N
February 5, 2010 Balli pleads guilty

— Count 2

e Balli Aviation Ltd. violated a Temporary Denial Order (TDO)
issued by BIS on March 17, 2008, that prohibited the
company from conducting any transaction involving any
item subject to the EAR. Starting in or about March 2008
and continuing through about August 2008, Balli Aviation
Ltd. willfully violated the TDO by carrying on negotiations
with others concerning buying, receiving, using, selling and
delivering U.S.-origin aircraft which went to the Export
Administration Regulations.

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



Penalties

e Balli Aviation Ltd. agreed to pay a $2 million crimina
be placed on corporate probation for five years.

e The S2 million fine, combined with a related S15 mi

settlement among Balli Group PLC, Balli Aviation Ltd.

| fine and

lion civil

represents one of the largest fines for an export vio
history.

e Mahan still remains under TDO!

ation in BIS
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N
Largest Civil Penalty in BIS History
(at the time)

* Under the terms of the related civil settlement, Balli Group PLC and Balli Aviation
Ltd. agreed to pay a civil penalty of $15 million of which $2 million will be suspended
if there are no further export control violations.

e Balli Aviation Ltd. and Balli Group PLC are denied export privileges for five years,
although this penalty will be suspended provided that neither Balli Aviation nor Balli
Group commits any export violations and pays the civil penalty.

e Balli Group PLC and Balli Aviation, Ltd. will also have to submit the results of an
independent audit of its export compliance program to BIS and OFAC for each of the
next five years.

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



Entity List Example

“Report Regarding Comprehensive Reorganization and
Standardization of the Company Export Control Related Matters”
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Presenter
Presentation Notes
Liz Cannon

Investigators obtain during a lawful border search two documents detailing ZTE’s corporate policy of violating U.S. export controls.

Perhaps the most incriminating documents ever in an export control investigation.


FBI:

Translations by FBI and review by entire FBI academy class.  All documents go through taint review, these released under crime fraud exception.


LTEP

e /TE is the second largest
telecommunications firm in China...

 The largest publically traded
telecommunications firm in China...

e The fourth largest telecommunications firm
in the world.

e /TE sells cell phones, cellular equipment and
cellular related computer networks

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY



Presenter
Presentation Notes
Hassebrock:

Set Stage


e March 22, 2012: “The ZTE-TCI

e == documents also disclose a
- backdoor way Iran apparently

i ot L obtains U.S. technology despite a
\Ni longtime American ban on non-
humanitarian sales to Iran - by
purchasing them through a
Chinese company.”

B ° OEE Investigation initiated March
237 2012 and served ZTE with
an administrative subpoena.

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY


Presenter
Presentation Notes
Sonderman


False cooperation

e /TE first response is to try to deceive investigators

* Hired an outside investigative accounting firm, but presented
the firm with doctored records to audit

e False audit results were presented to USG as true

e Company tried to deceive, delay or derail the investigation for
the next four years

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY


Presenter
Presentation Notes
Liz Cannon

A Hong Kong based worldwide global business advisory and an investigative accounting firm is hired.  

Conducted an “exhaustive” eight week on-site investigation at ZTEC’s headquarters in Shenzen China.

ZTE claims they allowed unrestricted view of multiple computer systems and departments within ZTE Corporation to analyze the data surrounding contracts. These systems include: sales, purchasing, order fulfillment, finance, inventory, distribution and shipping.

ZTE claims Electronic statements and documents were subject to random cross reference searches to ensure computer records reflected the actual hard copy documents. All samples matched.

But really ZTE had scrubbed the databases prior to the audit hiding documents from its own auditors
False audit results were presented to USG as true

Company tried to deceive, delay or derail the investigation for the next four years



What was really happening

‘Report Regarding Comprehensive Reorganization and
Standardization of the Company Export Control Related Matters”
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Presentation Notes
Liz Cannon

Investigators obtain during a lawful border search two documents detailing ZTE’s corporate policy of violating U.S. export controls.

Perhaps the most incriminating documents ever in an export control investigation.


FBI:

Translations by FBI and review by entire FBI academy class.  All documents go through taint review, these released under crime fraud exception.


What was really happening

‘Proposal for Import and Export Control Risk Avoidance — YL as
an Example”

;ZTE‘W‘* B3 Highly Confidentials ZTE Top Secret Highly Canfidential®

Proposal for Import and Export Control Risk Avoidance
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ZTE Corporate Documents

e "[Clurrently our company has on-going projects in all five major embargoed
countries — Iran, Sudan, North Korea, Syria and Cuba. All of these projects depend
on U.S.-procured items to some extent, so export control obstacles have arisen...”
(Report Regarding..., page 2).”

o "At present, the biggest risk is Iran's on-going project(s)...At the end of 2010, our
company signed a four-party project contract with Iran customer(s), adopting semi
cut-off method, i.e., our company provides our self-manufactured equipment to
the customer(s) and our company's cooperating company provides sensitive U.S.
procured items to the customer(s)” (Report Regarding..., page 2).

e "Our company's re-exporting, especially in the Iran project(s), can potentially put
us at risk of being put on the Blacklist by the U.S. If on the Blacklist, our
company may face the risk of losing the supply chain of U.S. products “ (Report
Regarding..., page 2).

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY


Presenter
Presentation Notes
CES:

Explain significance of the documents in a criminal context… evidence of knowledge and intent.


[C]urrently our company has on-going projects in all five major embargoed countries – Iran, Sudan, North Korea, Syria and Cuba.  All of these projects depend on U.S.-procured items to some extent, so export control obstacles have arisen

"Our company's re-exporting, especially in the Iran project(s), can potentially put us at risk of being put on the Blacklist by the U.S.  If on the Blacklist, our company may face the risk of losing the supply chain of U.S. products 
[When companies realize the risk and do the criminal act anyway…]
[Good judge of how the USG might respond]
[Note the concern is based on losing the supply chain, no concern about supporting the Iranian regime or violating U.S. law]


LTE Corporate Documents

e "Our company has already signed many cooperation agreements with the YL [Iran]
Client (YL is one of the countries in the Z Group); and now, these agreements have
all entered the project execution phase. Semi-Detached [Business] Model is the
cooperation model used on these agreements, and the contracts were signed by
four parties (YL Client, ZTE, ZTE YL, and 8S). However, in the actual execution
process, our company did strictly follow the requirements of the Semi-Detached
[Business] Model during the operation. Instead ZTE directly assumed the rights
and obligations of 8S, and ZTE exported controlled-commodities directly to YL
("Proposal for Import..., page 4).“

e "Our company has many technologies and components that come from suppliers
in the US...Once our company violates the relevant US export control provisions
[the USG] might carry out civil and criminal punishments against US suppliers,
which will lead to increased difficulty for our company to obtain the relevant US
technologies and components later. ("Proposal for Import..." page 2)."
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"Our company has many technologies and components that come from suppliers in the US…Once our company violates the relevant US export control provisions [the USG] might carry out civil and criminal punishments against US suppliers, which will lead to increased difficulty for our company to obtain the relevant US technologies and components later. 
[Note again, concern out US suppliers is only related to obtaining parts, not the punishment they may face]


LTE Corporate Documents

 "When our company launches business in the countries of the "Z" Group, [we will]
avoid using the names of our company to directly sign contract(s) with client(s)
from the countries of the "Z" Group, our company needs to avoid directly
exporting products and providing services to these clients...Such operating method
is called "Detached [Business] Model ("Proposal for Import..., page 4).“

e "Under the [Completely Detached Business Model]...7S will purchase parts from
the U.S. through Kangxun or on its own, and then, resell [the parts] to 8S; 8S will
export all the project equipment from China to Dubai and deliver to 10S, and 10S
will then reexport the equipment from Dubai to YL and deliver to the YL Client. 9S
can purchase parts from the US outside of China and export the parts to Dubai and
deliver to 10S, and then transfer the parts to YL ("Proposal for Import..., page 5).”

 "The biggest advantage of the Completely Detached [Business] Model is that it is
more effective, [because it is] harder for the US Government to trace it or
investigate the real flow of the controlled commodities; and in formality, our
company is not participating in doing business with the countries of the Z Group
("Proposal for Import..., page 5)."
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The biggest advantage of the Completely Detached [Business] Model is that it is more effective, [because it is] harder for the US Government to trace it or investigate the real flow of the controlled commodities
[ZTE did try to make it hard for the investigators]


[ |
March 8, 2016

e Pursuantto § 744.11 of the EAR, the ERC determined that Zhongxing Telecommunications
Equipment Corporation (“ZTE Corporation”), located at ZTE Plaza, Keji Road South, Hi-Tech
Industrial Park, Nenshan District, Shenzhen, China, be added to the Entity List under the
destination of China for actions contrary to the national security and foreign policy interests
of the United States. Specifically, the ZTE Corporation document “Report Regarding
Comprehensive Reorganization and Standardization of the Company Export Control Related
Matters” (available at http://www.bis.doc.gov) indicates that ZTE Corporation has
reexported controlled items to sanctioned countries contrary to United States law. The ZTE
Corporation document “Proposal for Import and Export Control Risk Avoidance” (available
at http://www.bis.doc.gov) describes how ZTE Corporation also planned and organized a
scheme to establish, control, and use a series of “detached” (i.e., shell) companies to illicitly
reexport controlled items to Iran in violation of U.S. export control laws.

e Pursuant to § 744.11 of the EAR, the ERC determined that three entities located in China
and one in Iran should be added to the Entity List for actions contrary to the national
security or foreign policy interests of the United States.
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ZTE’s prediction comes true, they end up on the Entity List.

Huge lift, Cabinet level discussions.  Major impact, ZTE relied on US chipsets for many products.

http://www.bis.doc.gov/
http://www.bis.doc.gov/

New Era of Cooperation

e Addition of Temporary General License —3/24/2016

“This final rule amends the EAR by adding Supplement No. 7 to
Part 744 to create a Temporary General License that returns until
June 30, 2016 the licensing and other policies of the EAR regarding
exports, reexports, and transfers (in-country) to Zhongxing
Telecommunications Equipment (ZTE) Corporation and ZTE
Kangxun to that which was in effect just prior to their having been
added to the Entity List on March 8, 2016. For example, the
authority of NLR or a License Exception that was available as of
March 7, 2016, may be used as per this temporary general license.
The temporary general license is renewable if the U.S. Government
determines, in its sole discretion, that ZTE Corporation and ZTE
Kangxun are timely performing their undertakings to the U.S.
Government and otherwise cooperating with the U.S. Government
in resolving the matter.”

U.S. DEPARTMENT OF COMMERCE < BUREAU OF INDUSTRY AND SECURITY


Presenter
Presentation Notes
Sonderman:

Effects of being on the Entity List are devastating to ZTE and a deal is quickly reached to provide temporary relief in exchange for cooperation.  Relief is structured so it expires and needs to be proactively renewed by BIS.  

ZTE comes to the table and provides documents and witness interviews. 


RighTel
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ZTE signs contract with Iran’s Tamin/Rightel on November 22, 2010 to build a 2G/3G and 4G ready cell network.

Beijing 8 Star is a party to the contract.

In December 2010, first purchase order issued under this contract covered good and services totaling approximately $165 million and included references to payments to be made totaling the same amount for fulfilling the order. 

ZTE issued invoices in June 2011, one in its name and the other under Beijing 8 Star’s name, totaling approximately $46.8 million.



https://en.wikipedia.org/wiki/File:Rightel_Operator_Company_Logo.png
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ZTE signs contract with Telecommunication Company of Iran (TCI) on December 28, 2010 for “Network Optimization Project”

Beijing 8 Star is a party to the contract.

The TCI network contract had a stated value of approximately $130.2 million when signed on December 28, 2010. In July and August 2011, ZTE was paid at least approximately $26.5 million by TCI, and in March and April 2013, received another approximately $41.2 million in payments from TCI for shipments that had occurred in 2011-2012. 



https://en.wikipedia.org/wiki/File:Telecommunication_Company_of_Iran_(TCI)_Logo.jpg
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In the wake of the Reuters article and as the investigation ramps up, ZTE suspends shipments to Iran


A
Y
A

I 7 B 45

FAR EAST CABLE
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ZTE comes up with a plan and restarts shipments to Iran to fulfill its contractual obligations.

December, 2013, ZTE Corporation and Far East Cable signed a “Telecommunication Equipment Framework Agreement (System Equipment),” purportedly for domestic Chinese sales. 

Far East Cable then signed a separate agreement with TCI in or around February 2014, to supply equipment in three Iranian provinces to further the network project. The February 2014 agreement was valued at approximately $95.2 million. 

Far East Cable then entered into a contract with Tamin/Rightel in March 2014, to supply GSM/UTRAN network equipment to further the network project. This contract, valued at approximately $94.3 million.

Using Far East Cable to implement its revised scheme, ZTE resumed shipments to Iran for the Tamin/Rightel and TCI projects in furtherance of the conspiracy no later than in or around July 2014. ZTE aggressively pursued completion of these contracts.

ZTE’s founder and then-Chairman met with Iranian Government officials and Tamin/Rightel’s CEO on or about November 25, 2014, in order to further rebuild Tamin/Rightel’s strategic cooperation with them, increase ZTE’s Iranian market share, and highlight ZTE’s experience in operating and maintaining the Tamin/Rightel network. Similarly, on or about March 2, 2015, ZTE met with the CEO of TCI. 

ZTE continued to make or direct shipments to Iran under the Tamin/Rightel and TCI contracts in knowing violation of the U.S. embargo through at least January 2016. 


 




http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi6s7_xk_rVAhUT3mMKHeapBbwQjRwIBw&url=http://en.fe-cable.com/&psig=AFQjCNF5fNFnKfl74ksDFDSFC9AuXJbFxA&ust=1504017434772928

Final Resolution

. $1.19 Billion total combined penalty
e Commerce: $661,000,000 with $300,000,000 suspended
e Justice: Criminal fines and forfeiture: $430,488,798
e Treasury: $100,871,266

— 7 year suspended denial order (if activated, it would prohibit any
person from any transaction related to Commerce controlled
items)

— Admission of liability

— Monitor and audit requirements for 6 years
— Record keeping requirement

— Cooperation with investigations
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Final Resolution

e On March 29, 2017, ZTE was removed from
the Entity List and its former CEO Shi Lirong
was added
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