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Using the Self-service Feature

To access eOPF, the user requires an eOPF ID and password. If the user has forgotten one or both of these, the
user may obtain new eOPF ID and password by using the eOPF self-service feature. Using this self-service
feature in eOPF, a user does not need to contact the eOPF Help Desk or the agency’s HR Office for an eOPF ID or
password reset.

This Quick Reference document on self-service eOPF ID and password reset consists of three sections:
Part 1: Request Your eOPF ID

Part 2: Request a New eOPF Password

Part 3: Change Security Questions and Add Custom Questions

Part 1: Request Your eOPF ID

Step Action Screen Shot

1 ||Access your specific agency
eOPF URL at:

https://eopf.opm.gov/doc/

Thiz iz an offickl United Stabes Govemment comguier system, which may be accessed and wsed sty for oSiclll Gavemment business by
authorized parsonnel. Usautharized access o use of his compuber Systam may subject vislators to ofiminal, <, andiar adsinistratve

action
Read the eOPF User
Al intormation on this computer system may b nbercepted, recorded, resd, copled, and disclosed by and o autherdred perscene for
Ag reement page. oMMicial pursisds, induding oriminal inwstigation. Actess o wid of this CoM@ULE SvSTem by sty oarson whethar authsdzod or
enasthoriged, corsbtubes corssnt 10 thess ferm
H Fgning intn this applicatizn indicates you hawe read and sccepted the Fyll Terms and Cengitions of Use. and yos corment o secune besting
Click the Accept button. andl moeitsineg

Signing ina this applcatien indicates you ke read and accested the Privacy Policy, snd you consent o seoers besting and menfiorisg.

Sgning Into this application Indicates wou have read and accepbed the Rules of Behyvior, and vou consent fo secure testing and
mantaning

DO ¢ e0FF w5 0L 5 Aow owddalde
ACCEPT

w0PF Server - 01664 | eopissipdesk@opmogore | 1-806- 3758518

2 ||[From the eOPF Logon screen,
click the Request Your eOPF
ID link.
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page displays stating that your
Login ID request has been
submitted for processing.

Click the Click here to return
to login page link.

3 ||[From the Request Your eOPF
ID page, enter the ERm I A
e First 4 letters of your last
name - :
a5 degits ol g SRHC
e Date of birth (mm/dd/yyyy) st ® otlrs of your Gastnarse: | 1 yeur Rast e b bess thas § charscien, phease sster your fell Last name,
Eraae 0 —
Click the Submit button. bt —
4 ||IThe Answer Security
Question page displays, A
requesting an answer to one of Security Question
the Security Questions that
you chose.
Enter the appropriate To complete your identification process please answer the following security question,
response.
Click the Submit button. N e s el of dest chil "-l ]
Cl‘l‘lcll
5 |[The Request Your eOPF ID
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Request Your eOPF ID

DO MOT INCLUDE YOUR 55N 1M ANY CORRESPONDENCE WITH THE HELPDESK,

6 ||Your eOPF ID will be emailed
to the email address of record
in eOPF.

Please contact the eOPF Help
Desk if you do not receive an
email with your eOPF ID.

subject: Request eORFE 10

This email is to notify you that a request for your e0PF ID was made. If you didn't initiate this reguest, please contact the
Helpdesk wia email at eopfhelpdesk@opm.gon; or by calling (tol-free) at 1-866-275-B8518.

[rour eopr b aBcoE12345])

Please protect your personal information Dy keeping your 20PF ID and password in & secure ocation.

Agency: hitps:/'eopl.opm gowdoc

7 ||Return to the eOPF Logon
page. Type in your eOPF ID
and your password.

Click the Submit button.

Part 2: Request a New Password

Step Action

Screen Shot

1 From the eOPF Logon page,
click the Request a New
Password link.
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On the Request a New
Password page, enter your:

e eOPF ID

e Last 5 digits of your SSN

Request & Mew Password

Purpose; Tha festune aflows you ID nequest your nes Passeord. Plesse enter infonmuaton i the following Neids.

the Security Questions that you
chose.

Enter the appropriate response.

Click the Submit button.

e First 4 letters of your last e

name Rast 5 digits of poar GEN; [ | ]
armaagl n—

Click the Submit button. bt o T :,:T ':::rm‘m"*""“m

The Answer Security

Question page displays,

requesting an answer to one of Answer Security Question

To comglete your identilication process please answer the Tollowing security question.

whlthm“umnfnurflmmdlldhwdﬁmbd?l l
Cancel

The Request a New Password
page displays stating that your
request has been submitted for
processing.

Click the Click here to return
to login page link.

Request a New Password

Your passwond request has been processed and an evail will be sent To you with 3 emporany link and rstnations o resel s
mhmmmdﬂ.‘wﬂlwrmmfﬁ I you cid not recetve an emeil, please contact the
at sopfheiseskfopm goy for asustance.

0D WOT INCLUDE YOUR SSN DN ANY CORRESFONDENCE WITH THE HELFDESK.
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5 An email is sent to the email Subject: eOPF Pazwond Request
address of record in €OPF with a ||tz amaitita notity you that a request far your e0PF Password was mads. If you didn't intlabs this request, plaase contact
URL link and instructions. the Help Desk via emai at eopfhelpdeskiBopm go o by calling ftolfree) 1-866-273-2318.
To oeabes a new eOPF password:
Click the URL link.
L Click the link bedces, wihich is unique to your requast
Please contact the eOPF Help PLEASE MOTE THAT THE LINK EXPIRES WITHIN 60 MISUTES OF SENDING THIS EMAIL
DESk If yoU dO nOt receive an Bt ffeogd. opm gou dod erityReset st tre60 T ALRSCDED 2
email with the URL.
I clicking the link shove does not work, plesss copy and paste the URL in 3 new browser wanckow.
i Wit promipted proside your e08F 1D and submit
3 Cosnplete the pasyword resel process,
a4 Than you ane talien T the s0PF Login Page whang you musT anber your new password 1o access e0PF,
agency: hittps:ecmf.opm gog o
6 |[The link opens the Reset Your
Password page. Type in your o -
eOPF ID. ‘Moke: The limk provides in your fasswond reset enil expires within 60 minates of subnsitting your password request.
Pliase Enbed youi @0F 1D,
Click the Submit button.
=OPF 10
Hwhrmit Camcesl
7 The Please reset your
password page displays. Please reset your password
Enter a password that meets PR, Yo e VS 3 L P U0 i e IR RS O B O,
your agency'’s security guidelines
in the New Password field,
then again in the ReType B e S
Password field.
e ——
Click the Reset Password "'"""-""-
button. -
8 The page refreshes, displaying
the eOPF Logon page.
Use your eOPF ID and your new
password to logon to eOPF.
ST CLEAR

Part 3: Change Security Questions and Add Custom Questions

=1

T
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Screen Shot

1 ||eOPF lets you change your security
questions at any time.

From the eOPF Welcome page, click
the My Profile button.

Wi 12 the eOPF System
[

Ireroduction 1
i L

e ey gt b O e Yo b k] e e AT DRESTAMOL. =
— b s e e e ey R ey TRANSPLE. P b B TRAMSTER
"W e e Driy o o ke o b, bers My 18

Vow Admin P gt -
e R
Lonsie -1 T e sl pades e wel gl (e e e By Tursady s G e Tl b o FF P T M
[ — T e O G TRENPEE e il ey b ' P L
Fuind hiakeri.
Bk Frima ek
[o—
Baalien e [R a LaLae O
[ A et P . L

2 ||[From the Who Am I? page, click the
Change Security Questions tab.

4 Eeriiem Freleraes  Changs |

et el v I

Parpaar; The aohwalat |7 BRBturs [H0W b b Ry O BT o BT

(L= FRED BEDK

arth et et

ol FRECRECMRAL [

e e L= 1l

v ot L

iy e L

r—— OFF USRS &OPF_HR_SPECUETS

Mo N | s i P P Wi, STy, e Trarang
s e oY

okder Sade{ ] Acrauble Reresey, Canoplainn, Dues |megriy, Tieted, |, Medcsl, Macsianeno, O, FC5 Tr,
[ap—— P ¥

P Smiuily P T
Traraerw v
R | M)
ki b W
3 The Change Security Questions Wit (iemeal Pralpsemes.  Beiien Pieteses  Clammp iomd g g Dl Ckaege Passered | Chuiigs oty Oasations
page appears. Click the drop-down Change: Securfty Questions ©
menu arrow and select the security e e T L e o ey
question you would like to change. o T et et i ot B s oo Pt o MO Y T W
PR WY S By bt BErEEIIETEY S et e paosscit o gl
Type in the answer in the box to the
R R Pyryrmgl rarpre—
right of the question. T 5 ==
) ) [ — SR [ Ly T w—— w Gawgs
Security question answers are not o LoD a—
validated for format or correctness
(i.e. state, numbers, or dates).
. . Hebakeb (ueles | et posr rbeeal (rariniter’s el narse] W Tam
Maximum length for an answer is
Heriguienda (uarsiwm | In et fowen v vour g o’ ~ Pasikor
35 characters.
Halpcleals Quesstion & wud ® i cRaT cal [Tl T —— o

4 |lYou also have the ability to create
custom questions for Personal
Questions; however, custom
questions cannot be created for
Helpdesk Questions.

Click the drop-down menu and select
Write your question. Once
selected, a blank question field is
added, allowing you to type your
custom question. Click Add.
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Once a custom question is created, it || woe =

e L e il s
will always be listed in the drop-down ||| Shangs Secus Gusstions :
menu. MaXimUm Iength for a Purpoees The rhargs questions Feature sioes you b modiy Fu s b dhe sty guesions, or sskect  cifterend
question is 100 characters. There is s gt e T e e s
no limit to the number of custom e s M s e e s [ gt
questions you may create. A
Prrusdd | paesdmn | 1wt 1y Ol wou e pous spounen egrifeend. often T W e
Freuma {ka—dum 2 Wikl I e o v Drviede i) Free] T | Gatnge
e -
e | | T |
AEELE B
Herbu bl § il | WVl b e rralen e o gl Ve cr sl rap ! o T
Hudguiend {jugiomn In what fown s poue i job? | oo
Hlpulosk uetions 10 WY sy b ewe e T
Update Tl
5 |[To save, click the Update button I
below the questions. ke Gt |

WhaE B vmr el Tty Taen rane
nipetesd (mmaiion | In 'what fown W your fing job? | sior

L

= Ptk ™

Need Assistance?

For technical assistance, select the Help link from the upper-right corner of any eOPF screen or contact the
eOPF Help Desk:

Email: eopfhelpdesk@opm.gov

Phone: 1-866-275-8518
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