DEPARTMENT OF COMMERCE (DOC)
Office of the CIO (OCIO)
INFORMATION TECHNOLOGY REVIEW (ITR)
PROGRAM CHARTER

A. Purpose

This charter establishes the Department of Commerce, Office of the CIO (OCIO) Information
Technology Review (ITR) Program activities and governance structure. The ITR Program ensures
that proposed, active, and completed investments continually contribute to the Secretary's strategic
vision, Departmental and Bureau mission requirements, employ sound program management
methodologies and metrics, comply with Departmental policies, align with appropriate
Department and Bureau enterprise architectures, employ sound information security and risk
management practices and measures, and provide the highest return on the investment of taxpayer
dollars. Establishment of the ITR Program supports IT management improvement and oversight
goals of the Clinger-Cohen Act of 1996 (CCA), the Paperwork Reduction Act of 1995 (PRA), the
President's Management Agenda, the Federal Information Technology Acquisition Reform Act
(FITARA) of 2014 and related information technology (IT) management practices.

B. Background and Authority

The CCA requires agencies to establish an effective and efficient capital planning and investment
process for selecting, controlling, and evaluating the results of all major investments in information
technology. The process is to be integrated with the processes for making budget, financial,
acquisition, and program management decisions within agencies. The process also supports
requirements for the Chief Information Officer (CIO) to provide advice regarding information
technology and information resources management to the agency head as required by the CCA
and the PRA.

The Federal Information Technology Acquisition Reform Act (FITARA) has augmented the CCA
and expanded the role of the federal CIO to address concerns about waste and ineffectiveness in
federal IT investments. FITARA increases the CIO’s role in IT management and governance
through: Agency CIO authority enhancements, enhanced transparency and improved risk
management of IT Investments and required portfolio reviews. FITARA requires chief information
officers (CIOs) to have a significant role in information technology (IT) decisions, including
annual and multi-year planning, programming, budgeting, execution, workforce management,
acquisition, reporting, management, governance, and oversight functions.

C. Scope

This charter applies to the evaluation, review, and operational analysis of new and ongoing IT
investments, programs, and projects identified or selected for review by the Department's
Investment Review Process, the Department’s CIO, the Department’s Chief Financial Officer, the
Department Management Council, or the Secretary or Deputy Secretary.
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Programs, projects and portfolios selected for review will meet one or more of the following
criteria: IT programs/projects/portfolios meriting special attention due to their sensitivity, mission
criticality, impact on or interaction with the public; high risk, or the introduction of new
technology, Department-wide systems, systems where resources are shared among bureaus and/or
the Department; and IT systems with life cycle costs above $10 million'.

The types of reviews and the criteria for review are set forth in Section E, below.

D. Policy

The ITR program and governance structure provides for coordinated risk management, operational
review, and cyber and information security assessment of in-scope IT initiatives (those meeting
the criteria identified in section C above, and further refined in section E below). The results of
conducted reviews are provided to the reviewed investment, program, or project, and departmental
investment review boards; the bureau’s leadership, the Secretary and Deputy Secretary, as
appropriate, and as determined by the DOC CIO. The results of a review may include
recommendations for approval or disapproval of funding for new or base investments,
recommendations for continuation or termination of programs or projects under development at
key milestones, and recommendations for corrective action when initiatives fail to meet
performance, cost, schedule or architectural criteria.

The ITR Program also provides IT Investment Authority (ITIA) for acquisitions (if an operating
unit has budget approval) and must be received before an operating unit may enter into a contract.
The CIO retains the authority to establish dollar thresholds for ITIAs (in consultation with the
department’s CFO) and has the right to issue ITIA authority through any of the ITR program
reviews.

The ITR Program will also ensure that an IT investment, program, or project reviewed is aligned
with strategic plans, supports mission requirements, complies with enterprise architecture
guidance and IT policies, minimizes project risk including security risk, and demonstrates value
as defined by the stakeholders of the initiative. Activities of the ITR Program will satisfy risk
management requirements of the Clinger-Cohen Act, drive effective oversight established by the
Federal Information Technology Acquisition Reform Act (FITARA) and will leverage guidance
from the Federal CIO Council, Chief Financial Officers (CFO) Council, General Accountability
Office (GAO), Office of Management and Budget (OMB), or other government-wide advisory
bodies that address capital planning and IT investment management.

E. Information Technology Reviews (ITR)

There are three types of reviews that are conducted by the ITR Program:

1 per FITARA guidance, the DOC CIO established a $10 Million delegation threshold for each bureau. The DOC CIO
reserves the right to approve all Information Technology (IT) acquisitions above $10 Million. IT acquisitions below
$10 Million are delegated to Bureau CIOs as stipulated in Bureau delegation memos.



1. ITR Commerce Information Technology Review Board (CITRB)

The CITRB is part of the department’s Investment Review Process and is focused on new
or re-competed acquisitions required to support major investments and non-major
investments? with life cycle costs at or above $10 Million®. The DOC CIO determines those
initiatives that will be reviewed by the Board. The CITRB ensures reviewed IT investments
have an acceptable IT acquisition strategy, a viable technical approach, a risk plan, and an
acceptable business case. A CITRB provides approval or disapproval by the CIO of
requests for IT Investment Authority (ITIA) and the Acquisition Plan. The ITIA approval
is contingent on the operating unit having budget approval and ITIA approval is required
before an operating unit/Office may enter into a contract. A formal memo with the ITIA
decision will be issued at the completion of the review (see Appendix 1 for details on the
CITRB).

In addition to initiation by the DOC ITR process, a CITRB may be requested at any time
by DOC Executive Leadership, the DOC CIO, the DOC CFO, the DOC Senior
Procurement Executive, or Bureau Management.

2. ITR Programmatic Review

This review is focused on the programmatic review of existing IT programs or projects.
Programmatic reviews are more formal and may be attended by the entire CITRB
membership. These reviews ensure that an IT program or project is aligned with strategic
plans, supports mission requirements, complies with enterprise architecture guidance and
IT policies, minimizes project risk including security risk, and demonstrates value as
defined by the stakeholders of the initiative. These reviews can be initiated at any time by
the DOC CIO, CITRB members.

An ITR programmatic review may be scheduled due to a downgrade of scores received on
the OMB CIO IT Dashboard (see Appendix 4 that provides details of this process) or may
be triggered because of OMB CIO IT Dashboard deficiencies (indicated by a Red or
Yellow score), risks, issues, or concerns. In addition, an ITR Programmatic review can
serve as a formal TechStat review, in which case OMB will be invited. A formal memo
will be issued at the completion of each review (see Appendix 2 for details on the ITR
programmatic review).

3. ITR CIO Review

The ITR CIO review is a less formal review that will take place as a focused discussion
among the program/project team and the DOC CIO, Bureau CIO and other invited
participants. The discussion may focus on a wide verity of topics to include programmatic
concerns, challenges, status overview, inherent risks, or collaboration opportunities. ITR
CIO reviews are scheduled on an “as needed basis™ at the request of the DOC CIO or by a

2 Non-major IT Investments are IT investment that are not reportable on the OMB IT Dashboard.
3 The DOC CIO may convene with bureaus to determine the specific type of ITR format for acquisitions below
$100Million based on acquisition complexity, risk, priority, and technology.
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program or project. Prior to review, the DOC OCIO will provide specific guidance as to
the expected content, discussion topics and intended outcome of the review. At the
completion of the ITR CIO review, a formal memo will be issued to the Bureau leadership
and program/project team (see Appendix 3 for details).

F. Appendices and Approval:

The ITR program charter seeks to provide a comprehensive overview with appropriate details of
the several DOC IT governance reviews, boards and processes in place. Additional details,
membership and operating procedures for the several types of IT review sessions are included in
the appendices.

e Appendix (1) ITR CITRB

e Appendix (2) ITR Programmatic Review
e Appendix (3) ITR CIO Review

ITR Program Charter Approval

Approved By Signature Date
%d-—- Steven 1. Cooper

)
Department of Commerce ' \ /
Chief Information Officer e and [ { (ﬂ

Chairman, ITR




Appendix 1

ITR CITRB Review

Purpose of Review

The CITRB is part of the department’s investment review process and is focused on new or re-
competed acquisitions required to support major investments and non-major investments with life
cycle costs at or above $10 Million. The CITRB ensures reviewed IT investments have an
acceptable IT acquisition strategy, a viable technical approach, a risk plan, and an acceptable
business case. A CITRB provides approval or disapproval by the CIO of requests for IT
Investment Authority (ITIA) and the acquisition plan. ITIA approval is contingent upon the
operating unit having budget approval. ITIA approval is required before an operating unit/Office
may enter into a contract. A formal memo with the ITIA decision will be issued at completion of
the review (see Appendix 1 for details on CITRB).

In addition to initiation by the DOC ITR Process, a CITRB may be requested at any time by DOC
Executive Leadership, the DOC CIO, the DOC CFO, the DOC Senior Procurement Executive, or
Bureau management.

Membership
CITRB is chaired by the Department of Commerce (DOC) Chief Information Officer (CIO) and

has a membership that consists of both Department executive leadership and Bureau Chief
Information officers. Below is a listing CITRB membership:

CITRB Standing Members
Chairman:

e Department of Commerce, Chief Information Officer (CIO) or DOC Deputy CIO

Members:
e Department of Commerce, Chief Financial Officer (CFO)
[

National Oceanic and Atmospheric Administration NOAA) CIO or designated
representative

United States Census Bureau (USCB) CIO or designated representative

National Institute of Standards and Technology (NIST) CIO or designated representative
Director — Commerce Business Systems or designated representative

Director — Office of Acquisition Management (OAM) or designated representative
Director — Office of Program Evaluation and Risk Management (OPERM) or designated
representative

*Rotating Chief Information Officer from other bureaus

e *Rotating Project Manager
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*Rotating Project Manager and *Rotating Chief Information Officer: The DOC CIO can appoint
up to two Bureau Program/Project managers and two Bureau CIOs on a rotating basis to participate
in IRB programmatic reviews.

CITRB Integrated Project Team (IPT) — The CITRB Integrated Project Team (IPT) members
are expected to actively participate, review materials, provide comments and feedback and attend
(in-person or virtually) all IPT meetings. IPT meetings shall be considered a priority; however,
substitutes/alternates can be provided as needed.

IPT Representation:

e Department of Commerce, Office of the CIO

o Office Management and Business Operations

o Office of IT Policy and Planning

o Office of Cyber Security

o Additional Subject Matter Experts (SMEs) as needed
Office of Budget
Office of Acquisition Management (OAM)
Office of Program Evaluation and Risk Management (OPERM)
Additional Subject Matter Experts as needed

Trigger for Review and Process

CITRB reviews are initiated at the request of the DOC CIO, Bureaw/OU leadership or leadership
from the Office of the Secretary offices. CITRB reviews will be scheduled for all new major IT
investments* or IT investments representing $10 Million or greater life cycle cost.

CITRB Key Process Milestones

Step Action/Input Document of Record Timing
OCIO notifies Bureau/OU CIO and Program e Notification email 4-6 weeks prior
Manager of requested investment to be reviewed from OCIO to review

1 and provides a framing-slide that will describe the
reason for review, expectations for review, and e Initial CITRB
intended outcome of the review Framing Slide
The IPT (OCIO and Bureau Program/Project e Meeting minutes 7 -10 calendar
2 team) meets to review draft presentation prior to days prior to
CITRB programmatic review review
Updated CITRB presentation distributed to the e Final CITRB 3 calendars days
3 CITRB membership presentation prior to review
4 Conduct CITRB review e CITRB presentation | Review

4 Major IT Investments are those investments that are reportable on the OMB IT Dashboard.



OCIO distributes CITRB memo documenting the
meeting, actions and findings resulting from the
review

e CITRB memo

+1 week after
review

Program/Project works with OCIO to resolve
open actions and findings

e Action Item
Resolution Artifacts

+1 - 4 weeks
after review
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Appendix 2

ITR Programmatic Review

Purpose of Review

This review is focused on evaluation of existing IT programs or projects. Programmatic reviews
are more formal and may be attended by the entire CITRB membership. These reviews ensure that
an IT program or project is aligned with Department strategic plans, supports mission
requirements, complies with enterprise architecture guidance and IT policies, minimizes project
risk including security risk, and demonstrates value as defined by stakeholders of the initiative.
DOC CIO or CITRB members can be initiate reviews at any time.

An ITR programmatic review may be scheduled due to a downgrade of scores received on the
OMB CIO IT Dashboard (see Appendix 4 that provides details of this process) or may be triggered
because of OMB CIO IT Dashboard deficiencies (indicated by a Red or Yellow score), risks,
issues, or concerns.

TechStat - ITR programmatic reviews can serve as a formal TechStat review, in which case
OMB will be invited.

Membership

The ITR programmatic review is chaired by the Department of Commerce (DOC) Chief
Information Officer (CIO) and has a membership that consists of both CITRB membership and
ad-hoc membership. Below is a listing of all members of the ITR programmatic review:

Programmatic Review Standing Members
Chairman:
e Department of Commerce, Chief Information Officer (CIO) or DOC Deputy CIO

Members:

e Department of Commerce, Chief Financial Officer (CFO)

National Oceanic and Atmospheric Administration (NOAA) CIO or designated
representative

United States Census Bureau (USCB) CIO or designated representative

National Institute of Standards and Technology (NIST) CIO or designated representative
Director — Commerce Business Systems or designated representative

Director — Office of Acquisition Management (OAM) or designated representative
Director — Office of Program Evaluation and Risk Management (OPERM) or designated
representative

*Rotating Chief Information Officer from other Bureaus

e *Rotating Project Manager



*Rotating Project Manager and *Rotating Chief Information Officer: The DOC CIO can
appoint up to two Bureau Program/Project Managers and two Bureau CIOs on a rotating
basis to participate in IRB programmatic reviews.

ITR Programmatic Review Integrated Project Team (IPT) - IPT members are expected to
actively participate, review materials, provide comments and feedback in addition to attending (in-
person or virtually) all IPT meetings. IPT meetings shall be considered a priority; however,
substitutes/alternates can be provided as needed.

Integrated Project Team (IPT) Representation:

e Department of Commerce, Office of the CIO
o Office Management and Business Operations (OMBO)

o Office of IT Policy and Planning (OITPP)

o Office of Cyber Security (OCS)
o Additional Subject Matter Experts (SMEs) as needed

Office of Budget

Office of Acquisition Management (OAM)
Office of Program Evaluation and Risk Management (OPERM)
Additional Subject Matter Experts (SMEs) as needed

Trigger for Review and Process

The ITR programmatic reviews are initiated at the request of the Program Manager, the
Bureaw/OU, the DOC CIO, or OMB (in the case of a TechStat). When reviews are triggered by a
response to an OMB request, they will be considered a TechStat. At the completion of an ITR
review, a formal memo will be developed by DOC OCIO and distributed to Bureau leadership.

ITR Programmatic Review Key Process Milestones

Step Action/Input Document of Record Timing
ITR programmatic review requested e Confirmation email 4-6 weeks prior
1 from OCIO to review
The IPT (OCIO and Bureau Program/Project e Meeting minutes 7 -10 calendar
2 team) meets to review final/draft presentation days prior to
prior to ITR acquisition review review
Updated ITR review presentation distributed to e Updated ITR 3 calendars days
3 the membership acquisition review prior to review
presentation
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Conduct the ITR programmatic review

e ITR Programmatic
Review Presentation

Review

OCIO Distributes ITR programmatic review If Approved: +1 week after
Memo/ITIA Decision Memo documenting the -ITIA Approval Memo | the review
meeting, actions and findings resulting from the -Signed Acquisition

review Plan

Program/Project works with OCIO to resolve e Action Item +1 - 4 weeks

open actions and findings

Resolution Artifacts

after review

10



Appendix 3

ITR CIO Review

Purpose of Review

The ITR CIO review is a less formal and will take place as a focused discussion among the
program/project team and the DOC CIO, Bureau CIO and other invited participants. The
discussion may focus on a wide verity of topics to include programmatic concerns, challenges,
status overview, inherent risks, or collaboration opportunities.

Prior to review, the DOC OCIO will provide specific guidance as to the expected content,
discussion topics and intended outcome of the review. At the completion of the ITR CIO review,
a formal memo will be issued to Bureau leadership and program/project team.

Members

The ITR CIO review does not have a standard membership or include Board participation. There
are no defined members, participants or attendees. The CIO will include participants based on the
subject and topics to be covered, information to be reviewed, or issues to be addressed. During the
ITR CIO review the CIO meets with the project/program team and other invited participants. The
project/program team is encouraged to include attendees as needed to have a meaningful and
purposeful discussion.

Trigger for Review and Process

The ITR CIO reviews are scheduled on an “as needed basis™ at the request of the DOC CIO or by
a program or project. At the completion of an ITR CIO review, a formal memo will be developed
by DOC OCIO and distributed to Bureau leadership.

ITR CIO Review Key Process Milestones

An ITR CIO review may be initiated at any time by the DOC CIO. A Bureau or DOC Office may
also request a CIO review at any time with the consent of the DOC CIO whose consent shall not
be unreasonably withheld. Below is the process for a CIO review:

e ITR CIO Review

Step Action/Input Document of Record Timing
OCIO notifies Bureaw/OU CIO and Program e Notification email 1-3 weeks prior
Manager of requested ITR CIO review and from OCIO to review

1 provides guidance for presentation content,
discussion topics and intended outcomes.

11
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If required, the OCIO and Bureau

e Meeting minutes

1 week prior to

Program/Project team meet to ensure risks, issues the review
and outcomes to be addressed are understood
Conduct the ITR CIO review e [TR CIO review Review

presentation (if
specifically
requested)

OCIO Distributes ITR CIO review memo

° ITR CIO review

+1 week after

documenting the meeting, actions and findings Memo the review
resulting from the Review

Program/Project works with OCIO to resolve e Action Item +1 - 4 weeks
open actions and findings Resolution Artifacts | after review
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